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Chapter 1. 121k

ERILLEE ZMARER A N EENZ P IR ITHR(E

XF Salt R, ERIURHEESIHEE, LIRRIEENAERHHNS Highstate SHER—HBEXKEN
BFEFR, BRUREEMREVATENER G, RGAFHREREPIHRRENMESR.

£ Salt MEHFFIH L, FMATLUBTSIRIBFHERIRERIZSEINFRITERE. AILURAISIBRMIRIEIRIFHE
» HRHEZHAEESERIELETT.

BRI LUFE— T HE Salt FFRIH LRITIZES <. EAZERLHUMED Salt FFiRTE SERIFLER
FREEPIRA ML,

1.1. ESTHRMF

AT Salt B RAA. ARPIFFERFIRMNAES HIRE,
SUSE Manager BRIZHEF U MRIELBUERNES HIRIE:

* Highstate: #1T Highstate,
o BEXKE: T —AHBEXRKS. BEMXKREFLIZ SUSE Manager {RHEHIREPRES, AILIZAF 6!
ENficEEE,

BXEREEEENFMEE, 155N Client-configuration > Configuration-management,

BiE: IEMNESHIRE

1. EREEMBRFEVATENE P, BENERYSE, RHENHEEARRHNE K, ARSMEIES
HHIRIEIETTR,

2 BRESUHRFENATRASAE, FSMIRSK > A5A, ERENHEERRERHNG, ARSMEIES
MERIEIETIR,

3. BE (],
4. MIBESEBITHITIR RIS ELREL,
5. BT B L HRIR M,
6. R EE HRIFRISNZR
O s BASNRRESENDHE. FIM, MRIEE 15, WESNEE 15 DHEETEE.
© gA: ®IEEAME, fli0, MNRIEFE 01:00, NTE SUSE Manager Server FRI7ERIXEEH 01:00
BT,
© SR EEREPERTZAEDHNIE, WEESENEERIERITIRME,
© §8: EERA%BEIZAETMIYE, WEESENEERIERITIRME.
© BEXQuartz ¥X: BEETFMMET, BERANBEN Quartz FHH, i, BEESIANED
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/7% 02:15 IB1TEE MR, B!
01527 *7

7. AN RFMRERRA R IEONITH, MENREN FETRRERH

8. WFEEMRELERE, BMATARSTIRPERRS, ARRE [FEEN ] RERSFREFLHA
EEHPRTS, MARREEREZH,

9. HF—1ERF, HHRFMERSEREERITINFHS, ARRE [#iAl
10. &/, BE [IZAERH] REFRE, HEEUARRETHNTEYIXR,

PAREERIANARFHRERPIRRENREES HIRF. SMIER > WHALR > ESHHEE, RIS
ERTFENMAANFMEESHRE

SUSE Manager BRI AFBHERPHFIEZAIRKEMNMFIEES HRF. SMEEE > AR, ZRBEE
BUAALR, ARSMEINRE > ESMHEEETR,

o EEMRER AT Salt Rk, KFZRATARPIEREF i

1.2. #{ERE

MREFENZFWRITZSNEFRE, AR MEFELURRERZINT.

RINBERT, REBEFFRIERHBLEILANITERE. ERERRAT, REFRRKIE, XAIERE
ZERHBRERKRN. B, MREETEFAREST, AREAHFE-I <L, WE T MREAEIRK,
ENE5ISNTEHTT. NHRIFERERNINTETT, BERRIFE,

NTFESEMARY, BRIFEIERTRBANT, BEBETES ISR XARSTER

o LERRE,

BXIFMEE, 152U Client-configuration > Clients-slemicro,
AIATEERE P inHl Salt B P in EERIRERE. REETUESEENE. XAERINFILITRE:

© RS> TGS

© RUAT > RHEKESS

° RYMT > k%> Highstate

© RURT > B> RIS Bt/
© RS BHF> REFE> R

© R B> RS> AR

© RIS B> T
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* REAETH B> BHEE
* REATH kKE
° RG> HiE

diE: eI

1. 7£ SUSE Manager Web Ul &1, SMEIEEERIFETHRITHE MR Fla0, SMEIFTPIRNRSAH
T, ARG [ RHRRESIF ]

2. EHRRMEIFER, AEEFERERBIRIERINZIRTIRIERE:
O MBXSEME— MBI, EERMEISIEE,
O MRZBRIEHEEE, BEMIIRPEEE,
© MBEEEIRIERE, BRBOIER—IHRIEN, BRAFIRERNSTIOIRIZIRIEE,
3. WIARME. ZIRMEASUEMATT, MELIBHVIEERE, HAERSNESER—THIALITANESSR.
4. BERIBERMENRIERE, 7FAREPRINEF B ERERISERMEIBIRIERERIR M,
o, ANTERfERE, SMEIBRERHE BIEEH MFIRPEFIRFE.

6. IR EHEREIERRUEREFRHIUREINF, SETREINSEEENHRNITRIFNE iR, 8E [
RE ] UREFES.

7. RHHR(FHERVIZTITRYE], AERE [FEHRH]. NREEFRT [RE] X [REATH] RERTE
AoE, BEFFBRFREFHNENR.

0 SIRIREREPRRMRERK, BRIFEREELE, BRABRITHIREE.

LB SHME BRRRE FRITHIRERE SRR ERHIZ(E

s= T AN\
1.3. 1855 S
LR BB NTRE TS, X, ETAEESIE SR, Ba AR s A E

LEINEETE Salt TP Im LEBHEA, BXFTHITEMNHEMESE. XNTFEREF I, NREEEASISHAEM
ERIEHERRIZZESS, WRBRAIZIMEE. BRI LERUTIRRFERIZINEE.

ez El, BHRERENEPHEEITHERATHRRZERERAGNTAFBE, FXITHRGEERFAE
&, 1280 Client-configuration > Channels,

NFESEMARY, FERITEGFSIARMRIBRAIET. XA~ ERKERS,

BXFMEE, 152N Client-configuration > Clients-slemicro,

B2 BEREFRRRENZRITEGS
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1. EEPIR LSRR TAT, FRNGEEEISEE rhncfg. rhncfg-client 1 rhncfg-actions & (
MRHARRE) o fFlun:

zypper in rhncfg rhnecfg-client rhnefg-actions
2. BEFPIE LGSR T, Uroot SH7EAMEE B RPEIE—IEEZE:
mkdir -p /etc/sysconfig/rhn/allowed-actions/script
3. EHERFPEEZ N run =X, XX HEET SUSE Manager Server IB1TiZiZan S HIMNR :

touch /ete/sysconfig/rhn/allowed-actions/script/run

o Salt EFFImEME [tmp BRPIETREDS. NBFREERSIERRNT, B7E8
noexec iETHEH /tmp, BXIFMEER, BFEN Admmlstratlon>Troubleshootlngo

g MERRHSTNEIE T SBER IR LU root BH1T. AIUER@RNMEERE
EE’]?‘?"\? lﬁ_? 1%, lﬁn«l_/;‘rf¥£ﬁﬁﬁ Fﬁ&tﬂﬂnv«:

B2 EEAEFPELETEREGS

L. 7£ SUSE Manager Web Ul &1, SfiZR%, REEEH LETZREGTHNEF G, ARSMIIHT > T
i IR,

2. EFARAPETFET, BABRGEEF G LETHLNAAKNAR ID (UID), =&, AILIE(FAEETT
ERFRfE A4 ID (GID) HEE—MAKEITH .

3. Bk EBRFEA, BAGSHNEREAR, UMARA, WMRGIELEARARERTT, WERSHE
L{j—o

4. EHRLBEFTERD, BABLTHRM,

5. EMIFFERFR, BAZRITHIE L ERIZN,

6. WEEFEHITI LR BHIFEGIE], SOREAEas <A INERIERE,
7. B [ BIERH ] ULHREm <,

BXIREENIEMEE, 1520 Reference » Schedule,

12 £ Salt EP iR LiETiERRG <
L. S415) Salt> BEHS.
2 AE—NFRTN @ FS2H, RACERHNG,

3. AETAFRTN @ 522G, BABBREHLLAHSGTHNER R, TUBARTZFIRNRER ID,
WAL REERTHEE — R IIE P iR(EN BT,

4. B [ BB EEEENBRNER R, HIAER T ERAET,
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Chapter 2. Ansible &R

Bal, XM Ansible hliads/g SUSE Linux Enterprise 15 & s T Ei@&EHFEMIAY 2.9 (LTS). Ansible $=HT
BREMIRER SRS SUSE Linux Enterprise Server 15 SP3 S{E &SR, Ansible Z{tha]FF SUSE
Manager Proxy #1 SUSE Manager for Retail Branch Server, 3#FizfT3E SUSE Linux Enterprise I{ER 4K
EHIT R, BEERRITENHREMAEY Ansible A,

& .
2.1. ThEERLA
SUSE Manager Alit RAEIEGIR(EE Ansible I£8|T s ZIFHIHAEEFE:
o FEEXMHKRE
o RUEIZ
° HITRIZ

BEER:

ong

c EERIERE Ansible TRIHFEYIR,. BXNARIEEEFENFAEE, BEEL
https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.htmlo

° BlABTFERNNAEEREETF. BXBENFAEE, FER https://docs.ansible.com/ansible/
latest/playbook_guide/playbooks_intro.htmls,

2.2. BRMEAEE

ZEfERA Ansible Thae, EEEREER Ansible I=HIT =R Salt EFEREMEI SUSE Manager Server, 7£
Web Ul FEFMAZNRFHT > BETTE L, HEAMINRKELERTIRFH Ansible IFHITRRFALE,

B8 Ansible IEHT SR ARG, BT Highstate B3RN0 ansible GG ATMRER S LREZUHGE,
LUK ERGARTS > Ansible 32T H80E Ansible Thag,

ETR, EREKEHT > Ansible > IBHIT ET1E LECE Ansible BB RMEEXENRRZR, WFEEFRRIZ, 7
LIEAMRE Ansible FETFE&E /etc/ansible/hosts, I FRIABE R, v UERFEMERIASXEIIEHEIT = EE
TEF. BIABERFEE . yml XEHEE yml XEHNFER

BXRUNAILEFIZE Ansible ITH T =5 S, 7550 Administration > Ansible-setup-control-node,
2.3. EFEE
EXFEEFRREZERE, ERILUER SUSE Manager REEBPHAR.

312: M Web Ul i & EETE

1. 7£ SUSE Manager Web Ul #, SEIRSKMT > Ansible > EETE

S0/ #174] 2.1. IOBEMER | SUSE Manager 4.3
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2. BERENEFRE, EEHTR EERPITEFRE,

2.4. Bz &I}

EXEIABRE, BJUERAENT > Ansible > BIATIHE _E&IEIZS,

SEFNE—F, RASRIMRFEEEEH TR EEET.

2.5. BlZ&s 1T

BJLIERFATS > Ansible > BIFRTIE P LHRIFHIT, EREHRITHRISE, sTUMRHBISRITHEENE
FREThERBEPERERITHEEX 4. MREREFETAST, BEREHT RPEENRINET. T

REPIER T EEEFREFEXNES, URERABRPIMEIMNET. XEEFERIFATHETN

BEXEEFT, EErI RN EREFRR.

AlE, EEILUEERRIZMITIBIZNAZFRERE, &2, SUSE Manager RTEITHEIT S EERIZIENIRIERR
7o AILERFAT NE LEEREER.

2.6. 18 E Ansible I8P =5

IR E Ansible I£HIT 5, 1B7E SUSE Manager Web Ul FHITIUTH &,

i212: i8E Ansible IE8IT S

1. £ SUSE Manager Web Ul #, SfMZIERE > REAT > &m, REEHEEEHFS SUSE Linux
Enterprise Server 15 SP5 x86_64 #1 SUSE Manager Client Tools for SLE 15 x86_64.

2. BFZE— SUSE Linux Enterprise Server 15 SP5 & F i,

3. £ SUSE Manager Web Ul #F, SMEIEFIHNRS > BKEE, EFRG > RPBE, HARFPHITRE
& SUSE Linux Enterprise Server 15 SP5 x86_64 #l1 SUSE Manager Client Tools for SLE 15 x86_64,

o SUSE Manager 2 i TR E& ansible 246,

4 EEREPIRNET > BiE. EMMARSKLERTIRTSH Ansible 5T S, R58E [ EHEKE]
FMEIE IS TE, IR > Highstate, SAIG% & [ BZA Highstate |o

g
6. SEIEEET-EHIRIS Highstate BORTS.

2.6.1. R SCAP R2iEEHMH4E

ERITIEE, EFEETE Ansible I2HITI R L% SCAP 2RI,

i312: R SCAP ReiEmuta
L ERG METEEES . ARRERE RS> R
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2. #% scap-security-guide HZEESERAFNREE, EXRRGELRER, BEUTE:

&ig 1. SCAP R25AM G EEK

Braam

scap-security-guide

SRS

openSUSE. SLES12. SLES15

scap-security-guide-redhat CentOS 7. CentOS 8. Fedora. Oracle Linux

7. Oracle Linux

8. RHEL7. RHEL8. RHEL9. Red Hat
OpenStack Platform 10. Red Hat OpenStack
Platform 13. Red Hat Virtualization 4. Scientific

Linux
scap-security-guide-debian Debian 9. Debian 10
scap-security-guide-ubuntu Ubuntu 16.04. Ubuntu 18.04. Ubuntu 20.04

2.6.2. 83 Ansible FEE1E (¢
Ansible £/ T A2 BRIAIERNEEX . BHE 1 HHIHNE MEIERGOE—EEX .

iZF2: €1 Ansible ETEXH
1. SIBENHRFERMEIA Ansible BIERIEEXH. Ansible EEFFZHIERIAREE )/ [etc/ansible/hosts,

SR 1. EEFERG

client24@.mgr.example
client241.mgr.example
client242.mgr.example

[mygroup1]
client241.mgr.example
client242.mgr.example

[mygroup?]

client243.mgr.example.

[all:vars]

.0rg
.0rg
.0rg
client243.mgr.example.

org ansible_ssh_private_key_file=/etc/ansible/some_ssh_key

.0rg
.org

org

ansible_ssh_private_key_file=/etc/ansible/my_ansible_private_key

2. 7£ SUSE Manager Web Ul F1EY Ansible 3£, SME Ansible > IEHIT R, RBEEXGRNELZES]

TR,

3. ERIEBE R T, ¥ Jusr/share/scap-security-guide/ansible FINZFMBIABRFERF, AGHEE [

*®E o

4. EEGEXHT, BENEFEXHUERNZRIEEXGTR, AREE [REF]

89T [ #174]
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FZR 2. {5

/etc/ansible/sles15
/etc/ansible/sles12
/etc/ansible/centos?

BXEZRIARA), B8W https://github.com/ansible/ansible-examples,

2.6.3. 5 Ansible F 2B

1312: 5 Ansible T EREILHEE
1. QI EEEFTERA SSH 217,

ssh-keygen -f /etc/ansible/my_ansible_private_key
2. BHERLRY SSH ZEAEHE Ansible REE Fif. -
ssh-copy-id -i /etc/ansible/my_ansible_private_key root@client240.mgr.example.org
3. $0FFARTE Jetc/ansible/ansible.cfg FEERFARZRA:
private_key_file = /etc/ansible/my_ansible_private_key
15%% my_ansible_private_key Zit 8 &FAB BRI G R,
4. @i MIZHT RAT LA T ap 23K Ansible 2B IERIEIT:

ansible all -m ping
ansible mygroupl -m ping
ansible client240.mgr.example.org -m ping

MEEALUSITEE.

BXFMEE, 52 M Administration > Ansible-compliance-as-code.

2.7. SFERMCED

KX R M T B XERA Ansible BIZAZITEMMERMIBEERTRANER.

BXAEMA bash HIAZITAMMERBEENEAES, BEREE,

2.7.1. &M Ansible BIAiE1TEE

FE— Ansible FHIT . BXFMEE, 15S M Administration > Ansible-setup-control-node,
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LT E2R+E SR Ansible BIARIZTTIEE.

13#2: {EH Ansible BlZsiEz{TEE
1 RIS SRS EF%ERE Ansible s Blds, BAXEGIET £, AEEE—DEIZ,
2. BEHiZRIA,

For a list of supported SCAP profiles supported by SUSE, please
refer to:

o * SLE 12: https://static.open-scap.org/ssg-quides/ssg-slel2-quide-
index.html
* SLE 15: https://static.open-scap.org/ssg-quides/ssg-slel15-quide-
index.html

3. BE{TIZEIAE, BiEEREPIRIRERAEERE, 0.
/etc/ansible/sles15

4. BE [ BERH ]
5. EEHRET R THEERHIEHIIRES.
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Chapter 3. B{3185E 5%

SUSE Manager ¥ S AR FNIIIES E. NETARHENZIIEER (PAM) MERER (SSO).

3.1. EAHEAER (SSO) #HI1TH AL

SUSE Manager i@ J LR EABRITICIES (SAML) 2 MRSHFRRER (SSO)o

BRERE—MEMNRILIRE, ERTFAPER—ASHEIEARZIMNAERF. SAML 2—EET XML 915
, BTG MIIERIEANEIE. SAML S7RSREE (IdP) MRSRME (SP) RIS M ILIEFRIZNARS
, 540 SUSE Manager. SUSE Manager AF=Niwm, “ABRENABEHITERER.

SUSE Manager A8 SSO z#F:
* {#f SSO &ERo
o FEARSEME RS (SLO) MBS MARSIRME 2 ~UEHARSS (SLS) iE5H,
o FEBAM nameld 0%,
* EEER,
* {EMA AuthNRequest. LogoutRequest #1 LogoutResponses H#{THEZEZ,
* BRERERERSKS.
* BAREHRSHR.
° K% SP THUE (AIER) .

SUSE Manager B9 SSO Rz HF:

o BMARSIRMEE (1dP) B/~ MiIEEM LI,
o WEMFmAY SAML 25 ((BEBMBEXImMME) o

B X SSO BURFISSIEL, 155 Administration > Auth-methods-sso-example,

o MBEMBRINEBIIES EZBHNNBELER, WHKN  SSO BSHEIENEAF Web
Uls mgr-sync & spacecmd EE P in TRA{NAREERRIAS B IIES .

3.1.1. FoRFF
EREZH, BESAEHTLESURE— IS HRSRIE, HEE 0P LRILE,
589 1dP AAE— SAMLAttribute, EhEs 1P AP EINABSE, M0 uid, TEHE
@  =smRos, WA SUSE Manager PRI SAMLAttribute HISE) uid /B
.

FEUTRR:
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o FEEAEAEMRS (ACS): #Z SAML JHEURISRSEEENRIENIRS. The endpoint for ACS in
SUSE Manager is: https://server.example.com/rhn/manager/sso/acs

o BLAUEHARSS (SLS): M IdP REEFHHIERMIGS. The endpoint for SLS in SUSE Manager is:
https://server.example.com/rhn/manager/sso/sls

o JTEUE: ATHRE SAML BY SUSE Manager st#iEMiR~S. The endpoint for metadata in SUSE
Manager is: https://server.example.com/rhn/manager/sso/metadata

EAAF orgadmin FIN&EE |dP TR EMIEGE, ERFLL orgadmin AR S3&REI SUSE Manager, BilE
& SUSE Manager H777£ orgadmin FiF,

3.1.2. A SSO
o SSO SHMAEMNBMINIRERN: BEABAH, BEAKHA SS0. AIAERA SS0.

i2FE: BHASSO
1. NBREHIAFTE SUSE Manager RS R1ETE, BB,
2. YmiE [etc/rhn/rhn.conf, EXHRERINTE—1T:

java.sso = true

3. 7 /usr/share/rhn/config-defaults/rhn_java_sso.conf FiEIIEEHEX NS, BEBETEXMNSHIE
A [etc/rhn/rhn.conf, H7EXLESEMFIEML java.sso. YENRIZ. 40, 7E /usr/share/rhn/config-
defaults/rhn_java_sso.conf F#3:

onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-HOSTNAME-OR-
IP/rhn/manager/sso/acs

BEENXIBE, IE7E [etc/rhn/rhn.conf B EIEEAB RN AVEIRH 1T IE T2 MRAIE N _Ejava.sso. fEARTE:

java.sso.onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-
HOSTNAME-OR-IP/rhn/manager/sso/acs

EEREEEETRNFAESHELA, BEXHHIER LU YOUR-PRODUCT # YOUR-IDP-ENTITY, &
PNEEERMTT T EERIEERA,

4. BF5h spacewalk BRSZ AN FAEEEK :
spacewalk-service restart
i8] SUSE Manager URL BY, fEFEEME SSO #Y IdP, FERHPTHRE MWL, FHRIEKINE, EEE

EME| SUSE Manager Web Ul, HIUEIHMIRIENARSHER. NREEFER SSO ERETEREH, 18
#%& SUSE Manager BE T 45 2.
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3.1.3. Tfjl SSO £}

IR Bl ER SUSE Manager AF=MmmH A Keycloak 21.0.1 SiEShRAEA S A RS IRME (IP) 3K
LI SSO,

Bt R4 Keycloak IdP, #AfF1%E SUSE Manager BRS588. ZERILUGIREARINA Keycloak B R iHHEIZERA
Fo

This example is provided for illustrative purposes only. SUSE does not recommend or
A support third-party identity service providers, and is not affiliated with Keycloak. For
Keycloak support, see www.keycloak.org.

You can install Keycloak directly on your machine, or run it in a container. In this example, we run
Keycloak in a Podman container. For more information about installing Keycloak, see the Keycloak
documentation at https://www.keycloak.org/guides#getting-started.

312 IRESRRSREMEE
1. 1R#E Keycloak SXH4FMIRTE Podman B2 %t Keycloaks
2. fEF « SEIE1TAR, URMRHRRREET!

podman run -td --name keycloak -p 8080:8080 -e KEYCLOAK_USER=admin -e
KEYCLOAK_PASSWORD=admin quay.io/keycloak/keycloak:21.0.1

3. M admin BF B9 & FE Keycloak Web Ul, AERFEBUTATLIESHE
TESTEL -
TR ANTUHIR IR, 190 suma,
EmaFERH, B savL 2.0 pRsEmEitE, MEEERI— 0 nmE
, HPEBREEHF) SUSE Manager At B X4 YR = AEH.

L4k Keycloak HEIZGUHSG, ErLUES SUSE Manager fRS528.

i3#2: i&E SUSE Manager Server

1. £ SUSE Manager Server E3TFF Jetc/rhnjrhn.conf BRE X, AIGHRIEXLE
S, I& <reDN_suma- B IERY SUSE Manager RENTEIREH S :

java.sso.onelogin.saml2.sp.entityid =
https://<FQDN_SUMA>/rhn/manager/sso/metadata
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://<FQDN_SUMA>/rhn/manager/sso/acs
java.sso.onelogin.saml2.sp.single_logout_service.url =
https://<FQDN_SUMA>/rhn/manager/sso/sls
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2. EERREXHH, 3§ <Feon_ibp> BEAEH Keycloak ARFZZEHNTEIRER
B 1§ <ream> BN B R IQUEIT, 590 suma:

java.sso.onelogin.saml2.idp.entityid =
http://<FQDN_IDP>:8080/realms/<REALM>
java.sso.onelogin.saml2.idp.single_sign_on_service.url
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml
java.sso.onelogin.saml2.idp.single_logout_service.url
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml

3.7 IdP TEUEH, HEIRH x509 iEH. It uses this format:
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descript
or. In the configuration file, specify the public x509 certificate of the

|dP:
java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE-----
<CERTIFICATE> ----- END CERTIFICATE-----

TERBHA SSO /& SUSE Manager £AY rhn.conf BYR{1:

java.sso = true

This is the configuration file for Single Sign-On (SSO) via SAMLv2 protocol
To enable SSO, set java.sso = true in /etc/rhn/rhn.conf

Mandatory changes: search this file for:
- YOUR-PRODUCT
- YOUR-IDP-ENTITY

See product documentation and the comments inline in this file for more
information about every parameter.

If 'strict' is True, then the Java Toolkit will reject unsigned
or unencrypted messages if it expects them signed or encrypted
Also will reject the messages if not strictly follow the SAML

WARNING: In production, this parameter setting parameter MUST be set as "true".
Otherwise your environment is not secure and will be exposed to attacks.

Enable debug mode (to print errors)

Identifier of the SP entity (must be a URI)

java.sso.onelogin.saml2.sp.entityid =
https://sumaserver.example.org/rhn/manager/sso/metadata

T T R T R R R R R R R R R R R R R o R &

# Specifies info about where and how the <AuthnResponse> message MUST be
# returned to the requester, in this case our SP.

# URL Location where the <Response> from the IdP will be returned
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://sumaserver.example.org/rhn/manager/sso/acs

# Specifies info about where and how the <Logout Response> message MUST be
# returned to the requester, in this case our SP.
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java.sso.onelogin.saml2.sp.single_logout_service.url =
https://sumaserver.example.org/rhn/manager/sso/sls

# Identifier of the IdP entity (must be a URI)
java.sso.onelogin.saml2.idp.entityid = http://idp.example.org:8080/realms/SUNMA

# SSO endpoint info of the IdP. (Authentication Request protocol)

# URL Target of the IdP where the SP will send the Authentication Request Message
java.sso.onelogin.saml2.idp.single_sign_on_service.url =
http://idp.example.org:8080/realms/SUMA/protocol/saml

# SLO endpoint info of the IdP.

# URL Location of the IdP where the SP will send the SLO Request
java.sso.onelogin.saml2.idp.single_logout_service.url =
http://idp.example.org:8080/realms/SUMA/protocol/saml

# Public x509 certificate of the IdP

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE-----
MIIC1zCCAX8CBgGC+tPbVjANBgkqhkiGIw@BAQsFADAPMQOwCwYDVQQDDARTVU1BMBAXDTIyMDkwMTIwNTEWNFoXDT
MyMDkwMTIwNTIONFowDzENMASG
ATUEAWWEUTVNQTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAMNSWIAa1B5mShTkMBO5SmrsOosyheEL8/A
37WvugDPwwEfm4x0cG7gmMHVONXYXZk+LRyz0Q12sBrNFrbMuwu5dnah5ZSMxQyUu697S280m4vIiegGaFdbgH+g4F
GBu
eSisTssMzTcES+NUuI7pLkMLNmSQtncESnoL9q2SyeQSwYtr5dz1yd16IzjwtaWeyQIEGINtItLk3U4+arLPCpHAwg
FAnLO9NeYcRDNUKhNBs1v5mHP+L@66PZu1/DkE@mSqy/+qXaS@CgZVKqz8qB+bvHVuAqIW6@g1CjqZKbwvPu72p/7+
d8z
9DxXPIZ1uxdqn19q/kLEP2TYLtgQobSHECAWEAATANBgkqhkiGIw@BAQsFAAOCAQEAga+ralMIDo/P/yN1Z6SGGocK
227WFqovBiE/mLY1p5Ff0+0jS1US1p1Sppl94x0r8jOm7HWOWU5XCz600hzXTEtnfIbeRyr1Rms3BWdxyXgQ9bWleZ
MWz
HfDkTbhgRRmjDEwSSTEXRKQNvwA1Cpn1B3610++ejgGnjDvH7BbkCaoW55]F556DT/WYRON7MkE120va9CHAe9X7Gn
y8i10Ag260ziy06uy3P/1x9Z9RmHnvpvN/Q34SGEq9z/H1QVuP12UP;j//iT211c1700ZFsZQX1GFTG6bXKmO42W8FdU
DU

ONoXZgjMb3eC7U691YyeowoqTY7mIKxNPprYY/1L0w== ----- END CERTIFICATE-----

# Organization

java.sso.onelogin.saml2.organization.name = SUSE Manager admin
java.sso.onelogin.saml2.organization.displayname = SUSE Manager admin
java.sso.onelogin.saml2.organization.url = https://sumaserver.example.org
java.sso.onelogin.saml2.organization.lang =

# Contacts
java.sso.onelogin.saml2.contacts.technical.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.technical.email_address = suma@example.org

java.sso.onelogin.saml2.contacts.support.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.support.email_address = suma@example.org

&AL SUSE Manager Ims2 78 IN% Keycloak 1. Keycloak i S iR & F o

1R BiRSRmAERIRE
1. 7£ Keycloak Web Ul #7, R LA AT RIEHHZ F i
TEE PR 7RI samL.

Exr ID FEER, WMARSSRECEXGF L
java.sso.onelogin.saml2.idp.entityid Fotis E’JJﬁ'ﬁ,mo For exam p le,
https://<FQDN_SUMA>/rhn/manager/sso/metadata.

o
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2. fEREEIER, FRUTHATNEPmHETHEAEE:

Bintmmsa T R A,
FaE:FERHIER RSA_SHAL,

1T sAML 22 ZsE R, 1EFE=H 10,

3. TEEmEIRA:

Beezrazal])ifi N,

4. EBRET R LAV samL thmERL D, ERA U TAT RN NimS

ErmERERs TR, WARSSHRECEXEFLL

. . . . o iy | = 1] ~il
java.sso.onelogin.saml2.sp.assertion_consumer_service.url R IEERIH =

For example, https://<FQDN_SUMA>/rhn/manager/sso/acs.
? fEawmsTERE, WARSBEEXEHLL

java.sso.onelogin.saml2.sp.single_logout_service.url FZ NI E AV im0 For
example, https://<FQDN_SUMA>/rhn/manager/sso/sls.

RinmNAERinfE, AIUEEREFIRERE, H7E Keycloak #1 SUSE Manager ZiBIBRETAE .

17T [ #174]

. EEEEFIFCEMMRGIER
- £ Keycloak Web Ul A, SfiZIERIE > BFIWBEIET+, AEE

role_list ?E’Ejﬂ%ﬂkgp ﬁfuf"ﬁ;ﬁo

- SMEIEPIEEE > BEREFED+, ARERRMIAMERINIAREE v B9

BRESAZEF, SUSE Manager EE It SAML B4,

- SEEPIREE > BETER, SAGEE role_list TR, BerneruiSE

FFo

- SRR > BEGESHEE-IEERAF. WAFPAHFEES SUSE

Manager &1 P ILEL,

- EMMEAPR » fAGMSHEDE, FH5 SUSE Manager EIEEFMER R

TLECRYEAR NS /9 v RIB 1.

- SMMEIAP > BMEIBAT £, 188 SUSE Manager EI2AFFrREME—

0%

- REFEN
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SEREER, T RERTIRIMATE. EE5) SUSE Manager BREH[/UNBEMENR, AESNE
SUSE Manager Web Ul, IIREMNZRIEETIE, WIESEEME Keycloak SSO T, PITEHEFMEINTTH S
HIIIE,

3.2. £F PAM #1785 {4583IE

SUSE Manager 2 ERTIIENSHIRIEER (PAM) WEFRENFNIIERS. PAM B— 1 EEM, AIAT
¥ SUSE Manager S5&EFRBMHILIENFIER, MTEFIZEZIO<L, SUSE  Manager  2#F
LDAP. Kerberos F1EftifEFA PAM BIETFRLEH FHIIE RS

o ERFRET, BRTFEBERFFNN, ERFER- . .M @

212 B PAM

1. 1£ /etc/pam.d/susemanager FEIE— PAM IRE XM, XHRAMIMXE/NE, FHTLIH tomcat B
Fi%EY, SUSE Manager {ERILLC A RINELEHRY PAM BCE&E 4 :

%PAM-1.0

auth include common-auth
account include common-account
password include common-password
session include common-session

5% 3. £ SUSE Manager Server ERISFSIRTF T, LA root B {7 sss
PAM #53R:

pam-config -a --sss

It E SIS IEIRFINE! Jetc/pam.d/common-auth BB X, FHITREBINERZRIEI S

R

2. BB TE—TRARME /etc/rhn/rhn.conf SEERHIERARSS S :
pam_auth_service = susemanager

EIRBIFR, PAM BRSS X487 susemanager.

3. BB B S E B 5 SUSE Manager fRSS.

4. 7 SUSE Manager Web Ul /1, SMEIARF > SIZAF, #AATFHAFRRIERFFER PAM #1THH10
JiEo

5. PR S HISIHER (PAM) Ei%E, ZEFEMTOSMOSHINFERTH.
£ SUSE Manager Web Ul RO R KEL SUSE Manager Server FRZSIO<S, 40
RAZBFBA PAM, NAEIEERARKEAAMOS, Fi0, T LENTREFIF, Kerberos
OSHKREN. ERAMERSHOSEIANGIRENXLERFHIOL,

BB RFSCEMNEHIIE, ALUEH YaST, EERE yast2-auth-client ZR4EE,
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BXECE PAM BUiF4E S, 1520 (SUSE Linux Enterprise Server £18/) , HEHPRHET—NERTA,
ZnflEEERTFHMETFNENSHRIESZE,. EPENBTUMMEEE Active Directory RS, BXIFHE
£, B8 https://documentation.suse.com/sles/15-SP4/html/SLES-all/part-auth.htmls
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Chapter 4. F{3H1xE

TEHIZ DS SUSE Manager REELIBAHIEER. BT SUSE Manager &k T EMNUIRE UM B REMNIZF
e, AtEMMEREAHIEEEE, AZEEAEXEERMNXGNES, HNBUMAFER smdba TH
REBHIEES D, EPEE8EXERERSABERNAMEHPERNERS,

o TeEERMMEN7ZE, JRTRMAR LR LTEEANTEAENEL=E. ZTEFE
ARESBEHRN, AEEENEIRZTE,

4.1. &1 SUSE Manager

{7 SUSE Manager R ENRTB AL EZRENBRXHME R, XAUTEENEENE, HAETEAEREN
AILUERMBMRENERRD . B8, SMAEREAERHETIE, FEAIEFERKIEAETHED,

MRERBEMAFNAXEHNER, BERAUTYIR. AFELIEERER. BxE, i
BINEMEA [etc 1 [root HR, MANNELIRIEENE R, FEXHNEELFRER
#8>% SUSE Manager ThRER 7 72 7E,

e [etc/cobbler/

e /etc/dhcp.conf

* [etc/fstab FFERFAIESM 1SO HH~.

WNREAI VUID BEER, BFHREMENMETR fstab I,

e [etc/rhn/

* [etc/salt

* [etc/sudoers

e [etc/sysconfig/rhn/
* [root/.gnupg/

* [root/.ssh
WNREFHE SSH &gy SSH push, ML HEE, Lo, HMERTE id-susemanager RIS,

* [root/ssl-build/

e [srv/formula_metadata
e /[srv/pillar

* [srv/salt

* [srv/susemanager

e [srv/tftpboot/

* [srv/www/cobbler
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e [srv/www/htdocs/pub/
* [srv/www/os-images
e /var/cache/rhn

* [var/cache/salt

¢ /var/lib/cobbler/

* /var/lib/cobbler/templates/ (£ 4.0 fkZ#i/3 /var/lib/rhn/kickstarts/)
o [var/lib/Kiwi

e [var/lib/rhn/

* /var/run/pgsql/

e /var/lib/salt/

* [var/run/salt/

e /var/spacewalk/

o BIEHEENIIE (Flaipias. Kickstart 8¢ AutoYaST ECE ) FIBEENX RPM BERIE R,

(1) ERBEHENEIEE, HRFAIUER smdba TRR5EM.

g2 ERFHEHHRIEEER

1. BHRE SUSE Manager Server, BXIFHAER, 155N Installation-and-upgrade > Install-server-
unified,

2. {£F3 yast2 susemanager_setup %%t SUSE Manager Server, BX¥4{EE, 52N Installation-
and-upgrade > Server-setup.

3. fFA SUSE Manager Web Ul SXTE8p SR FMEA mgr-sync TEAEFHFEIFER SUSE Manager fif7F
%o, WRILUAEREFAMSam, SUBEEEMA SSLIEBERERS -

4, BIFLE [root/ssl-build/rhn-org-httpd-ssl-key-pair-MACHINE_NAME-VER-REL.noarch.rpm {46,

5. RHITE TRZE rhn-search RSB EFHEIBRRRS . oL REMARHER, MAEMBIRHEE:

rhn-search cleanindex

6. MEREBHREXIR [var/spacewalk/packages/. 1R /[var/spacewalk/packages/ REZNFHH, N
FELRE, NRFEEEFETR, WELLEE REBERD RKIER /var/spacewalk/packages/:

mgr-sync refresh --refresh-channels

4.2. /A smdba EIR%IBRE

smdba TEATEEAM PostgreSQL HiERE. ERILERERENHEREERE, UNEEEN. XA
TFREHEENRS. WTERIFERES
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smdba TA{UGER T4 PostgreSQL #iERE, MAERTZAZRIAVERIERSY Oracle #iERE,

smdba TEFE sudo IARINIR, LUEREBRITRAER, EHBZE, HEIRE
Jetc/sudoers XY TE—1T, RHEFA admin BFEAT sudo A RIR:

admin  ALL=(postgres) /usr/bin/smdba

ERAUT SR BEHIEERNZTRRE

smdba db-status
Ltk &5 <R [2] online T offline, I40:

Checking database core... online
AIERA U TS B EIRE:

smdba db-start
A

smdba db-stop

4.3. A smdba &3 EIERE

smdba TERITELEFHED. SMENTERSH IR BREN RIBEEFAHNENERNAE, Uk—5&
SIBERNEN X, REFRN, BASNEE FNSEEHXHPERBIEERS, ARRHRERITS
EAE, EHREFEMERHIRT. smdba ESEFHENREREFETETHER THRITHN, REEER
Mo

EMENTEIFERE, BRREE—HHRE, EAgELAAEFMETE. FHAEAZDREISFBIEEXR
IN=(ENETATEIAT &R, RILUEI SME /var/lib/pgsql/ FiE1T df -h RIGE LFTHIEER

smdba TRIFAILIEEFY, NMREKANEDNIFIESEE. BEXHNRAXH 16 MB, Alt, HX

FREIE AR/ NSRRI N ESX . SREEMENI, IBRURNENDURREBETE. HITRINE
fEF cron KL H smdba &) IBRENFESIIERERE, HENESITF—I&D, UHAEHRE,

4.3.1. AT FohEUREE (7

smdba TERIEZEMGLITIET. BB NEELERINSTFIBIEESR, HEENEEHITEAMEKR
EE&U‘JZ?‘T%EJJ%@O

o BRE1T smdba REER T EMUERN, FBRAERIERE, ARBHRITEE. X528
BrEENEN. ERMBREEEDTEAFEEFN.
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Sz RITFoRIBESR
L NEBHEAAFESIE, LROER /var/spacewalk/ FHIER, IWERBMABNHIIKAB, Eit
EHBREHIIRS SIAL R LUK AL E R

2. EENEHUEANEREIR—ER:
U root BRBEITIA T <!
install -d -o postgres -g postgres -m 700 /var/spacewalk/db-backup
3. WRERE D EREIE HRINR:
chown postgres:postgres /var/spacewalk/db-backup

4. BRBIEEHEY, 15517 smdba backup-hot < HIZE enable i&ETl, XEEIRENERPEIESD,
HIREEEEREERE:

smdba backup-hot --enable=on --backup-dir=/var/spacewalk/db-backup

s LREMREER, MIITEmMRSRE R :

5. 107 [var/spacewalk/db-backup B RH2EEFERND XY, HIREDEI.

4.3.2. RHB=&ED

ERRARGEAIEA smdba HITHIEESE . BR, ATENR—ANIRRE, BESTEM, &
EEEREFTRER TR, RINBNEREMSREEENLAHERRENE, URERDHE,

o BRGREVREYFISIEEN N =EN BT ERTER. ATUEESmE
[var/lib/pgsql/ FiE1T df -h KIEE YATEIREA ).

g2 ZHIEh&E R
L HEHUE— N ERHEEE LR (U root £6)

install -d -m 700 -o postgres -g postgres /var/spacewalk/db-backup

2. {7 Jetc/cron.d/db-backup-mgr (MIRZXHREFE, FEIE) , HEEPFRITE—TARARLUEIE
cron EAL:

@ 2 *** root /usr/bin/smdba backup-hot --enable=on --backup-dir=/var/spacewalk/db
-backup
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3. EHINE SN B RUBREDIRIHEAHIT.
-
4.4. NE1RER
REHIER, PILER smdba TEMN&E R HIER,

d3i2: MEHPEE
L XHARRE:

smdba db-stop
2. BEhERIREHEFFETM:
smdba backup-restore start
3. EREhEUERE:
smdba db-start
4. 19 RPM MIEEEZ BIRSHEER-

spacewalk-data-fsck

4.5. FEEEIRE

HIEFEEETA smdba AILUBIFHE BSIERREHITAED. EESIANIUEER SUSE Manager #1,
INEBAEEATIER.

PostgreSQL #4PERUENFHAT. EEAMINEENERT, RARILIEFME 64 DA/ 16 MiB BIXX
o

SIZRFHETEE:

SLES12-SP2-Pool-x86_64

SLES12-SP2-Updates-x86_64
* SLE-Manager-Tools12-Pool-x86_64-SP2

e SLE-Manager-Tools12-Updates-x86_64-SP2
PostgreSQL EMIMERL ALY 1 GB #4iE. ALk, BESHEREH REHEHLIEED

FH HEZHETE /var/lib/pgsql/data/pg_xlog/ (postgresql) Ho
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4.6. IWERB X O ARRIEES ERVEL R

BIREBIRRA T LUER Fi< space-overview FFREVE X H ANRT MRS

smdba space-overview
TR

SUSE Manager Database Control. Version 1.5.2
Copyright (c) 2012 by SUSE Linux Products GmbH

R |k¢(%)|7ﬁ(%)|ﬁﬁt
postgres | 7 | 49168 | 0.013
susemanager | 776 | 48399 | 1.602

smdba f$IER T PostgreSQL. WMFEFIFMARIIRS

fBIgn:

smdba space-tables

i

SUSE Manager Database Control. Version 1.5.2
Copyright (c) 2012 by SUSE Linux Products GmbH

= | K/
______________________________________ +___________
public.all_primary_keys 0 Fh
public.all_tab_columns 0 Fh
public.allserverkeywordsincereboot 0 Fh
public.dblink_pkey_results 0 F1
public.dual 8192 ¥
public.evr_t 0 F1
.log 32 kB

4.7. BEhEIERE

AR EIEER RIS —MIE, flN, EHEEFEZERERNER .

Ji2: BohEEREE
1. SUSE Manager HBINFREUER
[storage/postgres/, FHITUATIR/E,

2. 17 T T, M root BA{ELEIEFEE

1RAE

L:\I_a

Jvar/lib/pgsql/, MR

-

I BT

AR IE7,

ENES ¢

rcpostgresql stop

882501 [ $£174] 4.6. WERBX G BNEIEES]

=, 151FH space-tables &5, ©

=, fHan:

A LAFIHR R E KN,

ERHILAE, FIMNEE
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XA IETEiBTTHY spacewalk AR :
spacewalk-service stop
3. 455 -a. --archive ETEMA cp EFIHFITIFEREM, Fa0:
cp --archive /var/lib/pgsql/ /storage/postgres/

bR Jvar/lib/pgsql/ IRAE %! /storage/postgres/pgsql/o

o [var/lib/pgsql ERHMRNAZFRIFALE, BN SUSE Manager FIEERIGESHINS
. ERZHRIRE BB A] AR E),

4. HEFNSIEER R
mount /storage/postgres/pgsql
5. UIREFERHEITU TS, HIRFTENZ postgres:postgres [~ root:root:

cd /storage/postgres/pgsql/
1s -1

i

total 8
drwxr-x--- 4 postgres postgres 47 Jun 2 14:35 ./

6. BT YiE etc/fstab JFFTEIBEE R B RN EIAR S5 2549 fstab.
7. R e B

rcpostgresql start
8. }Bah spacewalk ARZ5:
spacewalk-service start

4.8. IR X AR BIfRHITIRE

MRENRSX B, EoILUET—LEHMIMNYPS B ERBED SUSE Manager Server. ATRIGEE RHEIREM
BEFERAARMNOXIRE T RS, XFND X2 53EH7E /var/lib/pgsql A /var/spacewalk/ i &,

REWMARGE, REZHAPNARRSFERN ID. REVRENRASEFEIMMAZ ID,

HREREB EWFIENMNRIX K, B2, MREEFMEIX, WAHERENRS
MARFRF—E
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SiE: R XEBEHITIRE

1. &%k SUSE Manager, AE#E#H [var/spacewalk # /var/lib/pgsql DX, FFLETH, RAEHET—
o

2. RHAVEIERE
rcpostgresql stop

3. RHIARSS
spacewalk-service stop

4. #£% [var/spacewalk # /var/lib/pgsql 57X,
5. IR SUSE ManagerdhFIHH B Ro
6. BohEIRRE:

rcpostgresql start
7. Bah spacewalk AR :

spacewalk-service start
SUSE Manager MERZ A LAERIETT, MAREREIEENERFHIBE,
A -
4.9. SEREIEIZE R
A LUBETE [etc/rhn/rhn.conf RINE4RIE L F L ERIZE SUSE Manager BIREEEZE S :

db_backend = postgresql
db_user = susemanager
db_password = susemanager

db_name = susemanager
db_host = localhost
db_port = 5432

db_ss1_enabled =
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Chapter 5. R HE

FEFIREREFRE THRMAE, RAEBRERME. XA UEMT RRIRIZAFERERAE, MM
IR D HERRBY ES (5 FRRYBT ]

5.1. BEREEE

A U EEBMALAFWARE R, 7 SUSE Manager Web Ul 1, SfRZIEIR » AAUBERAALRHNTIR,
BEENMARNEN, AEEPBAEERBIEURITFILARTNE P inE 7RG 5E.

(5 ) SEBAEL SUSE Manager B2 RSB R sEpIRMERAR,

WA LIE SRR F@iI4RE [etc/sysconfig/rhn/up2date H AN RE TE—1TRABRREHERE:

stagingContent=1
stagingContentWindow=24

stagingContentWindow Z#ELUNRT AR EME, ATHE FRAINFE. EREBSTHNRENER
BYE]RY/ BT8R, FELLRGIAR, SERERNEZ AR 24 /NEIFHIATHAR. FHEHIARNEIEURAT A RFIEFIEL
A%, IBIKMEXR G EIRE T— mgr_check BIHITATEL,

T—R&HHEFE, B THERZERAE, BETHNRERESFIREE.

52. BERFHEF

BRI SHATEENESF:

* salt_content_staging_advance ERAEFIEFIAZ BTSSRI —ERETE], LUNT AR, TEE
BHREFRI/NEE, SdXEREFEIRARTHREE,

* salt_content_staging_window ERAEFEIEEAVRIEETE], LUNET AR, XETRZRABRZAIER
s U B B B TR Y — BB 8],

a0, N salt_content_staging_advance & & 97</)\BY, salt_content_staging_window i&E A% /\BT,
M EFE ERTE RER B FIRZ HIR 7V NETFHE, FFEFR/NN, EREFBZINERENMNTARES THE
AR 2o

WREH salt_content_staging_advance # salt_content_staging_window i&EHERME, NaUERE
Froaz mi T &Rt .

7£ /usr/share/rhn/config-defaults/rhn_java.conf FEEENFEFS
EININIEH

* salt_content_staging_advance: 8 /B¢

* salt_content_staging_window: 8 /\BJ
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(5 ) VRBANEEE RS HMIEE T

582977 [ 17451 5.2. EEBEAZAETE | SUSE Manager 4.3



Chapter 6. BEEIE

BERFRGEDEN—MTTE.

£ SUSE Manager F, B@EDAEMBENFEE, EiEERIRFRARE., REMEREWDH, F
SHMAXNEMBERS. REFPHERIBMBER, ZASKREREEXNFEE, LXJX%*E‘VH%RJE
AHRES I RAR LNGERBNNAGE.

W BEEREEERR MRS, BEER SUSE Manager HHIETEE, REERMAEMEIEEETE
SUSE Manager ¥3EFEH, ERILMERASEMBEXBKNEESRENEEFE. AR LIBEILEFimITIRER
HIRE, BXLEEFEREPNRGREEEF IS L,

FFIRRBEEIRE— M EAEE, A5, FRGEDURENENSZEMEEREERFEEXKHEEESD
BRI B

SUSE Manager T FZMHNEEE, XEBERNEIRMETIEIT SUSE Manager PFrEEAI—1), SUSE
Manager BEGNBEEEERAEREEIENR, tilrIUIENEEECHNBEEXBE, NREBEIFEH
FRECHREGE, AIUSIBEEEXEE, BEXEENMUBAEEMEE, HEFHLILUEElSHEMEEM
BB X,
BxXoIEEEXEENFMAES, 152 Administration > Custom-channels,
- V.
ER=g
BINERT, EEAFREIUERKFITRIBE, &R LUIER Web Ul 3 BELHERRS,
g2 RENTRE M @BIERIBIRANR
1. 72 SUSE Manager Web Ul H1, SRiZE 8 > BEFIR, HIXZFERIBHEE,
2. ST APRITRRGE 2 Hikh AESAAPMEERP AT GTRALLEE, 2L [ B ] REEX.
3. SMELTAEET R, HiRESEEEREBUEEERF.

2. fpsEE
B LM B SRR R BR R S ER @

BXMREEXEENEE, 520 Administration > Custom-channels,

g2 RN EEE

1. 7£ SUSE Manager Server FREGTETRFT T, M root SM5IHTANENEEE, Hid TEEMIFRE
iE

mgr-sync list channels
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2. MhFRIEE
spacewalk-remove-channel -c <iEiER >
3. AFUERBIE:

mgr-sync sync channel <i@#&E&#F>

6.3. tHXE =

° BxXNMAFCHFREENIFEMAES, EE M Common-workflows > Workflow-removing-channel,

N s
6.4. HE N EA
BENXBEFEEEIZAER CHNIEEMERFE, AR UERAXERGENEEERENENE iR, B1]
RERRERBEIFNE R ER S = A HN AR EN G,

AHREEXNACE. SEBENMGREEXEENEZMAT., EXTREEERSNARENEERENE
&,

6.4.1. QB ESCEEMEEE

FRIEBEENBEZR, 1BRTESEEXERREIMNEMBE, UMBENANRERWLLERETEE,

MREFEREEXRHELEETETFRAS L, JUEIBEBEX FEEREEREN]. FE7 SUSE Manager
Web Ul FEIE@EE, HAMRHELIRIMETRE, AR ZBERKERY.

o FEEBEPERHESEPRRAATRENFEE,

LEHEN

di2: SIEEENGEE
1. 7£ SUSE Manager Web Ul Ff, SMZIE > B> @&, REEE [ IBEE ],

2. FHIBMEETE L, HIEMEESSE (30 My Tools SLES 15 SP1 x86_64) FIir% (f§l40 my-tools-
sles15sp1-x86_64) . IMEFREBETHRIAEFE,

3. EAGEE Fhe g kiR AP EMEE (5190 SLE-Product-SLES15-SP1-Pool for x86_64) ., HfRA
REERERANEE,

4. EBREM THERBEFIRFEYAEHARLEN (140 x86_64) o
CRIERIRNEE, EERFEAT. BEHREHM GPG FERPRMEMMMGES,
BRI [gIEEE].

(6}

o

BEXBERRNFEIIINRE2IRE, TEF=HHNBEER GPG RIFRMHE. MIREBEEEEICREFE

$8317T [ 17451 6.3. 48 ER | SUSE Manager 4.3



% GPG RIFINIRHE, REEEARATHEERHN GPGC &, AR, AINEHEIBERNTHRIE? £
HHE, MRRHETHiESZEER GPG Z AT,

NRRIBEBEFEEEDER GPG ZHARR, MWERAIUSNFHEEXLE GPG &, Fla1, M SUSE Manager
Server FH#21TH1T spacewalk-repo-sync:

/usr/bin/spacewalk-repo-sync -c <JBEIFZZFE> -t yum

Bt zypper FABSNER (NRERM) o Web Ul FRALEINEE,

REEERFGNEFERUEHRATVKEN, HAMEFEEPNERZZNRMET “key” B, AALUEEEMILE
B AMIIEARSS (0BS) EMBIFIBEMEEEHREXMER. NTHMEERE, FEHEHNEESE (&
WFX!) -

HEeIRImBERN, AAZEFEA GPGC BT, NMREEFBEXRHENNBER
o ANEERNEE, BSUIUEEPITFE, UEEBREREZNNGE. NRRGER
BARZEENR, WBA GPC RESHRLENM,

SIRISIEFEEMELEY Red Hat Enterprise Linux 7 8 SLES Expanded Support 7 EF i
o , BRIRERBEIREZNEENHEIR. BXEMAES, 580 Administration >
Troubleshooting,

RYEFEERERORHEETZER, 7 EEER Web Ul BEFME SUSE Manager, EiRAINERTIRETFR
RHTEAETC IR, FIMER createrepo All reprepro ST AMTRAFEE. mgrpush AIFEBNEHE D RPM
HIXEEE, MEECEMERE, BXFHER, 132N createrepo_c # reprepro FYFAA T,
IR RINER(FAETERE

1. 7£ SUSE Manager Web Ul /7, SMEIEMH > B 1R, REHRT [ SIRHEEE 1.

2. ERIBMEEFEEDIE L, NZEFEEERE (12 my-tools-sles15sp1-x86_64-repo) o

3. 7Ef7FE URL TR, 1RHE2S repodata XHHIERMERE (i file:///opt/mytools/) o AILATE
1= B R E AR AR AT R T b N

4. BUHET S EEERNTHE? ERE.
5. "k MIRENEFERERZFHIEPSHIIE, HEES SSL FE.
6. B [ BURRAETFRE |

REEERFENEFEPEERZDRMET “key” B, AREEETRLARTIZ, OBS LMBFIEMEEERE
XMER, EEMAZH OBS {RHMBIRIERSMEFEHIFMILL.

MREBEREEFEERES GPG A, ERALBCRE— GPG BAHFIRESNERIF, MREMER

gpg ST T ERBZIE N /var/lib/spacewalk/gpgdir ZAIF, Bk AEFEIZZH, BMEBET chroot IfiE
, BWEFAREZER.

22 £H GPG RiACIEBM G EERE
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file:///opt/mytools/
file:///opt/mytools/
file:///opt/mytools/
file:///opt/mytools/
file:///opt/mytools/

1. BFEEATN pub ZFRIFHY gpg BT E:

gpg --homedir /var/lib/spacewalk/gpgdir --import /path/to/gpg.key

uyuni_suite

£ uyuni_suite. uyuni_component 1 uyuni_arch ZiHZEHRIN Debian IEFEEF
JE=N

EWFER. 7£ Debian X%, LS E R distribution, EALLSEEILIERE apt F. MRFRELS
8, W=ERRB X MRZBH | GRE, WBHEEERRNFEEFE.

uyuni_component

BANER. WEHABREE—TAMG. TEFVILAN. —1 apt RIAFRRES MM, EXTF Uyuni T
EMEIR—R. Wik, BTSN AR RIRAIEEE,

uyuni_arch

EAERY, MRFHER, WA SQL EWNEHIEEFREEITEAERENZM, NRuyuni_arch5&E
BRREWALE (BRNARERGHZTHER) , BENEELSH.

THERMT —LERE:

#4H& 2. Debian IFFEfETFEMRET

3]

apt JB1T

URL BR&T

apt BT

URL Bgy

$833m / #174]

##{T/URL

deb https://pkg.jenkins.io/debian-stable
binary/

https://pkg.jenkins.io/debian-stable?
uyuni_suite=binary/

deb https://deb.debian.org/debian/dists

stable main

https://deb.debian.org/debian/dists?
uyuni_suite=stable&
uyuni_component=main

FAELREX Debian EEFEEEXRANERES. WESET
https://wiki.debian.org/DebianRepository/Format#Overview,

T E AR TN T

deb URT Ef [4AH 1] [4Af 2] [...]

flgn:
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https://pkg.jenkins.io/debian-stable
https://pkg.jenkins.io/debian-stable
https://pkg.jenkins.io/debian-stable
https://pkg.jenkins.io/debian-stable?uyuni_suite=binary/
https://pkg.jenkins.io/debian-stable?uyuni_suite=binary/
https://pkg.jenkins.io/debian-stable?uyuni_suite=binary/
https://pkg.jenkins.io/debian-stable?uyuni_suite=binary/
https://pkg.jenkins.io/debian-stable?uyuni_suite=binary/
https://deb.debian.org/debian/dists
https://deb.debian.org/debian/dists
https://deb.debian.org/debian/dists
https://deb.debian.org/debian/dists
https://deb.debian.org/debian/dists
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview

deb https://deb.debian.org/debian/dists stable main
1

deb https://pkg.jenkins.io/debian-stable binary/
NTFE—WEHNAH, FBEX T —MREE URL + EfF + A iTENRR URL,

g2 FiEFEEEREEE

L adSmeElRe > B8 > @8E, SENMENEECBENET, ARSMEIBEELIN«, KiRfEFES
IKEIB E XEE,

2. BREREERERIBENMERE, AREE [ EMEEFE].
3. SMIIRASED~, AREE [ZBRY | IARY. EXEBERIHFRES, BESL T

S1E: FEEMGRERNEHEEH
L. 72 SUSE Manager Web Ul 1, SREIRS > BiEEH, ARAREREECEERMIZINES.
2. FEATHETE ENFEEYIRT, SREXROEE, NRFE, EUNERES NEL,
3. i | EAHCEE .
6.4.2. HEXEERY
AT BREIEEEH, SUSE BIGET TR E BECREEN B E SOBERISRI,
RARNT2EHES BECEE, HTHEREEEERISRIIRES, CRE:

o BEIFMEIRPERFHES [ LBRAY | RFHED LEE.
* EfEFEREET-FHIREBHET BiEZH,

TR U NSIBMFIE BEX BEREABIRAY . EXRMILBRY, 157 [etc/rhn/rhn.conf FFHITNTIRE !
java.unify_custom_channel_management = 1

BRILEMYE, RERaEmIT—RES:

o £ Ul & spacewalk-common-channels $EFERNZ@EES

° EHITHEMES mgr-sync-refresh-default Fidi24, XER D EMFRE B E X BENEN EEE,
ZdiEf R, JBRdEMERNEREREETHEY:

® 7% SUSE Manager Web Ul 1, SfiZIEHE > RERAT, AREEFRET R, FmEPH, WIHEER

NI FRETR Tz
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® 7£ SUSE Manager Web Ul /, SfnZIERH > B> B8, ARRTSHEEFEXKIEE, SMEIHEERE>
RPEL . EEFEERMELEETRSRE.

° :tﬂrl 4 %E/‘.T’FFF*& |_.|$ E Ip\y{q:
tail -f /var/log/rhn/reposync/<channel-1label>.1log

ST FREERYIEPZEREINET. EFBNEFMAREMEEN FBERTXHE, UHERED T
F¥o

6.4.3. R HEM+ THRMEBEXEE

MRECIBFNEEXGBEERMNBRBERRE, NOIENBERESTAREEH4 T, AILUEHR  SUSE
Manager Web Ul FRINFREZAVIR G ST,

BEMCBEREEERENHEBEXNRAEEMHT, FEXERGEEHT B SEEREMAREE
ULES, AINEIEEXEER AT AIUE R FEE PR .

2. BREERMEEEEE
1. 7£ SUSE Manager Web Ul 1, SfiZIE > B> BiE, ASEIIREFEIAT R,
2. Al @I SMETIE/EMETREE SR S TTREFHNEREE.
3. B SAMBRMED =R S RNELEE,
4. EEFBEAHREHREENRBEE, AERE [ EERHAHE ] LUERTIR.
5 MEBAMEBECEENRHEE, RERE [RMRER].
6. SIRETISEFRE, BRE [FRIARM | LOFEHERMELEE,
1Ak AILUBEE SR > BIE > BE, ARRIRGE > RATF, RYsnBETNREESH M
BETHNREEHITILR. EEROBERER, BRE [ AHER 1R, RARMAMEHRR,
BiE: B TRMEIBESGE
1. 7£ SUSE Manager Web Ul &, SAnZIEH > BIE > Eil, ARKI#TIERR,
2. Bk BISMEFIL/ERETREE LSS TBERRFREH T,
3. BE SMBFMADR, AREFERMAVHTEE, BT RMIEE,
4. EEREEHERMPTHRRE, ARRE [ MEXEHT ] LUEFRTIR,
5 EBAMIBEXCEENHT, AERE [#Hik].
6. SIRETIFEFEE, BRE [#IA ] LUSH T RINELEE,

6.4.4. EIEEEIGRE

SUSE Manager B2 G fi@EEIE R ] LUE LS B ETiEE,
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ERTHMAF BEAERRRENNIR, ESNERG > B2 > BE, AREREREBENEE. SMEIEEE
TR, FERERERTROBA. B [ B ] UREEX.

o IIREMFENERIKE—AZT A IRIEE, 5ERFEEXRKNEMNERFIKRIEERTS
RIBNER. XBN T WIRTEMERE X T R ARFT MR E L.

TR E R Web Ul fllB& SUSE Manager i@i&, SRaeMibREE XiEiE,

212 MEREEXEE
L. 7E SUSE Manager Web Ul ¥, SMZIRME > B2 > &, AEEFEMHREE,
2. it [ IRRERIFEE .

3. EMpEETIE £, ELENFRIBENAT, AREFECHITARRKEEE, UNEMTERIIEITEH
BARFRERFZBEEXEE,

4. B [ BREE ]
MER@BER, T=BmEFRERNREE, S EEHREBES KBRS,

FJLATE SUSE Manager Web Ul iR 58182 H XEXRR M E. SMEIRMG > EE > RHE, EhEXRRI
8, Aesd [MPFREE ],
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Chapter 7. RE £ AHAEIR

NEEREREEATEREENESZEF R BEXTNRRGE, NIREFEEEROVEFrHRANEE
#, WIhEERISRIE Ao

AEESREREEAITEERRMAEEFNR. RIBFRNFEEABNMGEE, AEREINEFEPIRZAIN
H#t72mEavilit,

BARAEBTFEREMHNEEE, BAMUREEN, ARBITRNSERRG 8N B E X T KEL TR
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A LUER systemd 3§ RMT BB AE RS
3. BRFRERR . B0, EEMA SLES 15, BE{TUTEH<:
rmt-cli product enable sles/15/x86_64
4. BERPHHESHETHNEME, TURflh, FEEEREHMUER /mnt/usb:
rmt-cli export data /mnt/usb
5. ¥ ERBEEES LRI HFME:

rmt-cli export settings /mnt/usb
rmt-cli export repos /mnt/usb

‘, WIRGINBFAEEE SR RMT AP RIERIBR. FILUE [etc/rmt.conf BY cli BB HEN
RMT BFigE,

8.2. [F&F SMT

SMT BEBREMI7E SUSE Linux Enterprise 12 1, BJAFEIEETT SUSE Linux Enterprise 10 SiEERARIEF
Biio

SMT ERIETE SMT L6l _ESIBR— N Athii (& B RURD fEFEM AR .

BEXREMEE SMT MNEZAT, 58 https://documentation.suse.com/sles/12-SP5/html/SLES-
all/book-smt.htmle

22 I§ SMT 5 SCC A%
1 7E SMT 2k, liE—MEREE RS

smt-sync --createdbreplacementfile /tmp/dbrepl.xml
2. BRERSHNEBES LI TEEE, FLHRGIR, FEEERNERALIET /mnt/usb:

smt-sync --todir /mnt/usb
smt-mirror --dbreplfile /tmp/dbrepl.xml --directory /mnt/usb \
--fromlocalsmt -L /var/log/smt/smt-mirror-export.log
curl https://scc.suse.com/suma/product_tree.json -o /mnt/usb/product_tree.json

0 M REINERTZAEHEE RS RMT AP A SME R ATLUTE /etc/smt.conf IR SMT g
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B,

8.3. YE@iE

FE S AMEMNEY SUSE Manager B im T @&, 7 8EF SUSE Manager 8EBRIP A TERIEE, NRKBHX
e

1®E, SUSE Manager AIREF A MENIZ ™ G0

SLES 12 fI&FE/I™=am, {540 SLES for SAP 3 SLE HPC
RMT: rmt-cli products enable sle-manager-tools/12/x86_64

SMT: smtrepos -p sle-manager-tools,12,x86_64

SLES 15 f1IEFE/™m, {740 SLES for SAP 5% SLE HPC
RMT: rmt-cli products enable sle-manager-tools/15/x86_64

SMT: smt repos -p sle-manager-tools,15,x86_64

REREBEH FHo

AUBREMERITEGREREN. BEXBRABRGHNTmEENEFENFAEE, FERHE:

RMT

https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-

mirroring-enable-disable

SMT

https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-

mirroring-manage-domirror

8.4. R BEF EZAVARSS 28

WNRIEFNE T SUSE Customer Center #3ERVRTENGE(R, FILUERERRAS B EZIVARS 8.

di2: EP B SRS 28

L R eI ENR I &R SUSE Manager BRS588. TEULGIFH, EHRZE /media/disk,

2. ¥T7F [etc/rhn/rhn.conf, FH@EI RN EE FTE—ITHBRENIEH R

server.susemanager.fromdir = /media/disk

3. EE5) Tomcat fRS:

systemctl restart tomcat
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4. BIFTASHbELHE
mgr-sync refresh
5. ITEY:

mgr-sync list channels
mgr-sync add channel channel-label

g BTFRP N AEHEE N IR ER —HEH R LA, MRREHFMEEE, BAERAE
T, BNEFEHIERT,

BAE, WRIKET server.susemanager.fromdir, SUSE Manager $TiitZE SUSE

0 Customer Center B EIREEN, 1BE, RASET—NEEES, FRHIT SCC B

N E,
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Chapter 9. EIRHE i8]

M= B A B FIAE= XS SUSE Manager $UREM X AHEMEMMT™ERM, ERERRT, XMEMARRE,

SUSE Manager =BERFFLERNARHMETE, BoUERZBENERMCENE S, FrEREETE
[etc/rhn/rhn.conf BEE X HHEE,

YENREITERNITATERTESHEN, snkEMNEFEIEFMILX—FER, FEERNEINEE

/—.l_—\_%i%ﬂ]o

9.1. RIGiEMNBER

SUSE Manager BUAEIELATER:

e /var/lib/pgsql
e /var/spacewalk
¢ /var/cache

° [srv
&eILUEF spacecheck_dirs 28BN HIENBE R, FILUSEZ TERHABRTIREE SRR,

fBIan:

spacecheck_dirs = /var/lib/pgsql /var/spacewalk /var/cache /srv

9.2. H{E

RINERT, SRRIEFERNITAZEDFESETATIER 10% BY, SUSE Manager ZEIBRE S, AR EEER
R A=EMRF S eI A=IERY 5% B, ReIEZXRER,

&R LUEA spacecheck_free_alert #1 spacecheck_free_critical S FE BOX L Z R [FE,

fBlgn:

spacecheck_free_alert = 10
spacecheck_free_critical = 5

9.3. Xk

BINERT, HARRBEIRFER, SUSE Manager &% spacewalk ARSS.
& B LAEF spacecheck_shutdown SEEALLIT . true (ERRAXFATIRE, ERIEMEBEZAXANEE.

flan:
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spacecheck_shutdown = true

9.4. FHZEENEE

RAEBATENETLR, ERUERUTHSTEZALTA:

systemctl stop spacewalk-diskcheck.timer
systemctl disable spacewalk-diskcheck.timer

2 spacewalk-diskcheck.timer 5, IRXZNERFE, BELELAXEHBEFIMEHER, EEEEHNN=E
TMEERTUEBI TS,
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Chapter 10. BM{GHIZEMEIR
10.1. BR{&HEHELR

SUSE Manager A RABERMBARIUIRERAMG, FHHERERIMGERK. TIERRINT:
SiE: MWEMMEERER

1 EXBREEFMEX

2. EX—TREEEXHHGESE (gitEFEHER) HEXE

3. MERARER

4. FIREHEXZRGIFEX

SUSE Manager 2R EIAMEEZEE: Dockerfile 1 Kiwi BRER RS,

Kiwi ¥32KE B THEZRABG. EIMEREGMEMIRER, Kiwi MR AIBRE
FHREXTEXAXGHARRER, HEREZHNRSE2E LR /srv/www/os-imageso SUSE
Manager 183 HTTPS M //<B§5538-FQDN>/os-images/ T HIRERTFEX . BRGTFMEX
EEH—H, FAIEENX.

BR{EIZAETE /srv/www/os-image/ORGANIZATION-ID H,

10.2. FZRIREG:
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SUSE Manager
mage

Build Host

Salt Minion

Image Registry Caa$S Platform

“Base
SLES_12_SP1

10.2.1. R

AERINAEIEA FIETT SUSE Linux Enterprise Server 12 SE S kA Salt FF k. EHBZE, BHFREHIF

SRR TFEK:

* —P8ZE Dockerfile MEEMANELRH git EEE. ZEFFEIURLARNTHN, IEER

GitHub. GitLab =¥ BitBucket L,

o —MEMEERREGFMERX, B0 Docker EAR.

For more information on Containers,
https://documentation.suse.com/container/all/html/Container-guide/.

10.2.2. SUEWEEN

EfEM SUSE Manager 1EIRMR, ERBREIBHEE—MIEEN. FRMEINZEET
Enterprise 12 BiEShR AR Salt FF ik, ATIRIEFETARMEENBIIBEE.

R EN ERRER RIS BARIRIR LR IERFILEC,

see

SUSE Linux

540, 7EimfT SUSE Linux Enterprise Server 15 (SP2 SiE&ARAS) 1RIERFHRASHIME
o N EHWEETF SUSE Linux Enterprise Server 15 BB, 7£i&1T SUSE Linux
Enterprise Server 12 SP5 3§ SUSE Linux Enterprise Server 12 SP4 12{ERFihR A AR

FH EMEETF SUSE Linux Enterprise Server 12 AR,
R AR REDE,

7 SUSE Manager Web Ul #1, HITUUTH B UREE I
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SiE: WEEMN
L Z&% BEEPERERE AWEENR Salt T i,
2. FEFMER F iR e UE DRSS SREIR KRG > REBEHERAS

2R1EIR (580 SLE-Module-Containers15-Pool #l SLE-Module-Containers15-Updates

) o BiE EMuTE] LA

3. ERSLAMY > BETIET, Mmmzsxnd|ROEBEaswe, AERTE |
BEEE ] LAIA.

4. B Highstate REFMEVFENRHE. ERFATIEPEERRKSE >
Highstate, 7A/GEEiEm Highstate, &, M SUSE Manager Server 3%
17N Highstate:

salt '$your_client' state.highstate

10.2.3. AE R IEHFRHA

fiEF SUSE Manager #Zp A2 EREMEIREIMENMEFEXEKIFERANEE, FANREREANLER
BIE—MRBHIEE R,

o EMERR, FE—SBEXKNBEER, BB ETEE SUSE Manager
Default,

&, Create Activation Key @

Activation Key Details

Systems registered with this activation key will inherit the settings listed below.

Description:

Use this to describe what kind of settings this key will reflect on systems that use it. If
left blank, this field will be filled in ‘None

Key:
Activation key can contains only numbers [0-9], letters [a-z A-Z], -, and "
Leave blank for automatic key generation. Note that the prefix is an indication of the
SUSE Manager organization the key is associated with
Usage:
Leave blank for unlimited use.
Base Channel: SUSE Manager Default j

Choose "SUSE Manager Default” to allow systems to register to the default SUSE

Manager provided channel that comresponds to the installed SUSE Linux version.

Instead of the default, you may a particular SUSE provided channel or a

custom base channel, but if a system using this key is not compatible with the
selected channel, it will fall back to its SUSE Manager Default channel.

Add-On System Types: [ Container Build Host
[ Virtualization Host

Contact Method: ~ Default =
Universal Default: L=}
Tip: Only one universal de 1au\ activation key may be set for this organization. By
setting this key as univer: , you will remove universal default status fro n'the

current univ y Is set as universal default, the
newly-registered systems to y: rorJamza tion will hemth properties of this key

Create Activation Key
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B2 MIBBCERA
L EBERREG BiERH,
2. B @@ o
3. W \smilmsa, £HF THERBEERES IR AXIKN s,

4. BB [ evmsEEA ] iAo
BXEHAEE, 152 MW Client-configuration > Activation-keys,

10.2.4. SIEEBRISTFHER
MR ARG RHEEERGERR, S TEAEXRREEREIES.

i= Image Stores @ 2 Refresh | + Create
Items 0-0of 0 Select All 25 j items per page

There are no entries to show.

Page 1 of 1

B2 SUERGREFMHE
L EeRs > FFHERX
2. Bhamb g EEE,

# Create Image Store

Store Type *: Registry j

Label *:

& Clear fields

3. TEmEF P E X EGEFHEX B E R,

4. BIET ur FERIZMHGEMRAEE, ZRERFIIIMREN T
IERAEEZIMNE) BITTERERR (FQDN)o

registry.example.com
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5. JF MR URI B 0] B F18E EWER R MR P RVIRGREEX,
registry.example.com:5000/myregistry/myproject
6. B [ei] LUNIDFTRYBRERIFiE X

10.2.5. BIEMRMGECE S fF

FRERSZRGEHEEA S SWRRANRGEEX IR, ATTEEHEXMEM SUSE Manager Web Ul 8
REEEXHBER.

= Image Profiles @ 2 Refresh | + Create

Items 0-0of 0 Select All 25 j items per page
There are no entries to show.

Page 1of 1

g1z eIEmEGEEXMF
L BOURMGEECAE, BEEMG > REXH, REHE[R]

#" Create Image Profile

Label *:

Image Type *: Dockerfile j
Target Image Store *: Select an image store j
Path *:
Fe t: gitul ki
Activation Key: None j
Custom Info Values: Create additional custom info values j

& Clear fields

2. BIIESIREF BRI HIRMERECE X HHIR o

0 NBEHNBBREIFICRAZEMT myproject/myimage HIRRT, BHFREHRETE
fEXEMER URI B3 /myproject [5%%,

3. 18/ Dockerfile fEFBR{GIEEY,

4. fER TS M BIFRGEHER FRPEFEEMR.

5. TERRIRFERS, A GitHub. GitLab 3¢ BitBucket fi&7F%E URL, iZ URL iZ= http. https X ShHESH
IIF URL, ERAMTERZ—:

GitHub B&123%EI0
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©  GitHub BRF IR
https://qithub.com/USER/project.qgit#branchname:folder

©  GitHub AT E 7 E
https://qithub.com/0RG/project.qit#branchname:folder

O GitHub £ 5 HI6E

NRER git EFERTRR, BENEENXMHN URL UEE5HRIE. FRMUT URL H&Ed
GitHub < RE#ITHHIRIE:

https://USER: <B{AILIELHE>@github.com/USER/project.git#imaster:/container/
©  GitLab BEAFTIBEEFE
https://qgitlab.example.com/USER/project.qgit#master:/container/
©  GitLab ATE f&72E
https://gitlab.example.com/GROUP/project.qgit#master:/container/

O GitLab S EEEMHIIE

INRER git EEERTANBERTLAFRR, WEEEREEXHH git URL LUEESMHEIE, &
FLAT URL R 30ET GitLab < RE#HTHHIIE:

https://gitlab-ci-token:<
BP0 hE>0gitlab.example.com/USER/project.git#master:/container/

o WMREKIETE git 7%, MWEIAXFER master 932, MRKIETE folder, MR
8B (Dockerfile J&) FREAITF GitHub B GitLab checkout 9 HIIRE R+,

6. EERE—NEERH, HERAUHERERRE XA RIREISRKE EMREER R,

6 RAERASREEEX ARG, AIURRERZEEXHREMREEZERLE
FRRYAR (I8 LU iZ@iE R A e AR Bo

7. B [ QIR ] 4%,

{5 Dockerfile ;&
https://github.com/SUSE/manager-build-profiles E%& %7 Al &5 R HVMIKEL B X
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ARG SEHRRMENMES SUSE Manager IRIERIFrEMEZEMRXEX, ARG SEXATAT
WEARFWEENASSFA SUSE Linux Enterprise Server HrZs#9 SUSE Linux
Enterprise Server BR{&ARZS,

o f5I40: ARG repo SHULIKASMMEFEX ] echo sr S BIRIEMRIERIRE, ARKEIENE
PR IRIE AR A B TR S o

77 E R SR E R AL B XA RBUE B RE .
FROM registry.example.com/sles12sp?
MAINTAINER Tux Administrator "tux@example.com"
i FHiR: XEITERES {productname} ECE1ER

ARG repo
ARG cert

# AINEMAYIES
RUN echo "$cert" > /etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT.pem

§ EREBEEEE

RUN update-ca-certificates

# B EE RN EI R

RUN echo "$repo" > /etc/zypp/repos.d/susemanager:dockerbuild.repo
i 455R: XEATEES {productname} ECE1FEH

LIRS
ADD add_packages.sh /root/add_packages.sh

# TITH B
RUN /root/add_packages.sh

# R MR EIREFERZ
RUN rm -f /etc/zypp/repos.d/susemanager:dockerbuild.repo

ERBEENXESR-E1EN Docker buildargs

SR LEREEXEER-EY, LS EREEEIMEREN ., i, XLEREIIFE(EN buildargs 1FiB4
Docker ##Em<,

BEXTTHBEXEEEMOIZHEMERRINFMAES, 1SN Reference > Systems,

10.2.6. HEMR{EK

ARSI G. FATUEEMNSAPEERG > 198, BEEMREK - EBEXHTIRFPHEEET.
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8 Build Image @

Version: latest Profile Summary
Image Profile *: Select an image profile j @ No profile selected
Build Host *: Select a build host j
Earliest: i} 05.06. o] 18:¢ | CEST
Addto: | new action ¢ hain

g2 WERER
INvied 3t B ik

2. NREABEARINNRHRA ((REBFBEX) , MEEREMRE, 15
AR ERVARIC R TR,

3. iEFuanREscufugEin.

o BFEEWETRANNRE R, TERENERENH
&, BXRFMERE X HHVIFE BF ERTELEKIE TR,

4, BRHWE, BT (wE)] 1%,

10.2.7. S \M{5:
EAIUS AN EMRG, EENSHEREERG > BEFIR, HESNHEENAME. LETHE,
S HIBRIGIE S TEBRISFIR BT E Lo
12 SABEG

L 1EMRMR > BRIETIRT, 2 [ SN TS ABEIHEE,

2. ESNBEHFERHES LT FE:

BR{GTFAEX
2 MR EH T E B E AR,

BR{K BTN

AR IR EI R FRo
BR{S kR s

ERRER BRI B RR A
HEEM

TR EBRR AV EZ E Ao
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AEEA
AR, ERHBTHERGINRITEERIRRE,

3. BEH [SAN] LA
FEENSTEEURZER GV ZBRRIN, H7E SUSE Manager ERHHEEMRGIZ(Fo

RIBSTRE, ERILEBEFIRTIHZES ARG, EEMRYIPETRT — I FENE, BRZREES
No WA LATERRERIBESETT -+ £ B EI B SNRGBVRSET.

10.2.8. &
THEHEAEMGIEEN—LE R

o BFIAREMRS git fAFEN HTTPS IEBLMAEE B E MRS HEEIE F if.
o BEIRZIFER Docker #1T SSH git I4ia)s

10.3. {E RS

BRIERFMGH Kiwi MERFEE. MHMETBEEN, FLUE PXE. QCOW2. LiveCD siEMREAYBRE,

For more information about the Kiwi build system, see the
https://doc.opensuse.org/projects/kiwi/doc/.

10.3.1. &R

Kiwi BREMEEINEEIZ A F381T SUSE Linux Enterprise Server 12 #1 SUSE Linux Enterprise Server 11 #9 Salt
& i,

WRAITE LTI E 2 —1A1R] Kiwi BYERECE XA BCE M

° Git figEE
e HTTP #£% tarball

o FMITRENBER

For an example of a complete Kiwi repository served by git, see https://github.com/SUSE/manager-
build-profiles/tree/master/OSImage.

o MNFEBITEA Kiwi WZFIREREREEIEN, EOFERM 1GB RAM, BEFFFHE
TEEUVRTFIREGBISSFR AN BXFAER, FERNRERFBIXE,

A WREHSSRE Salt BPIE. FEBHEENZENERE K,

586311 [ 17451 10.3. R1E RSB | SUSE Manager 4.3


https://doc.opensuse.org/projects/kiwi/doc/
https://github.com/SUSE/manager-build-profiles/tree/master/OSImage
https://github.com/SUSE/manager-build-profiles/tree/master/OSImage

10.3.2. SIEHEEMN

EfFFA SUSE Manager MWEEMIME, FEIRHEE—MIEEIN. BRERFMREGIIEENZTE SUSE Linux
Enterprise Server 15 (SP2 S{Emhias) ZKSUSE Linux Enterprise Server 12 (SP4 E=hRA) LiEfTH

Salt g)ﬁﬁﬁuﬁo

S e S ST EN YRR E .
M EN ERIRIER RIS BATIIR L ARIERFA A,
30, 1£i5%7 SUSE Linux Enterprise Server 15 (SP2 SEShRZ) 12IFRFRRZAHINE
FHEMERETF SUSE Linux Enterprise Server15 MIBR{%, 7£i31T SUSE Linux

o Enterprise Server 12 SP5 3% SUSE Linux Enterprise Server 12 SP4 1#{F R G hRAHIME

FAH_EHEETF SUSE Linux Enterprise Server 12 B9BR{&,
TERMBIARREMIEE, g0, HAMIEIETT SUSE Linux Enterprise Server 15 SP3 By

Raspberry Pl (aarch64 {AR4544) 93 EN EH9EE Raspberry PI SUSE Linux Enterprise
Server 15 SP3 BR{&,

id%2: 7€ SUSE Manager Web Ul REZEME M
L &% > MR TTEPEEEEE AR ENNEF i

2. EMMAIRAKAT > BRI £, Nmmzsxn SR Reagmengin,. 23 [

~
EEEE] BN
E d186.suse.de @ & Delete System | @ Add to SSM
Software Configuration Provisioning Groups Audit States Formulas Events
Overview Remote Command Hardware Migrate Notes Custom Info

Edit System Details
System Name: d186.suse.de

Base System Type: Salt

Add-On System Types: [_] Container Build Host
(% OS Image Build Host

Description: 08 Image Build Host (for KIWI images)
Facility Address:
City:
State/Province:
Country: Non j

Building:

3. SMEIRKAT > Y > WIFEE, RIFEWEZVIRDEAFFERIE
Ho
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°  SUSE Linux Enterprise Server 12 #J2E#EE SUSE Manager &/
T H (SLE-Manager-Toolslz-Pool # SLE-Manager-Toolle-Updates) o

SUSE Linux Enterprise Server15 #EFHFEE SUSE Linux
Enterprise Server ##IR SLE-Module-DevTools15-SP4-Pool #l1 SLE-Module-
DevTools15-SP4-Updates, Hoe= HIZLHE, JAIGEE [#Alo

4. BT R FE Highstate &3 Kiwi FIFTEXENRHE, ERAM T IEHIEE
R7& > Highstate, AG8TE [EM Highstate]o &, M SUSE Manager
Server 88 ¥ 1TM A Highstate:

salt '$your_client' state.highstate
SUSE Manager Web [R5583 2 H3iE$ RPM

M EMNBEERF SUSE Manager IEH RPM EFIZIHFEEN. LIEBATIAIR SUSE Manager IRERIETFE,

JZIEFH mgr-package-rpm-certificate-osimage T84T E7E RPM H, E2# R4 SUSE Manager HAja]
2 BnhERZITaEHZ.

HIEFHR spacewalk-certs-tools A B, ARARRERRINERARZITEHE, ERE, NRIEPRZFE
BEHRHAATA, BEARIETREFER --ca-cert-full-path <iEBEF> FohiA A ZITEMA,

AR S )z )

/usr/sbin/mgr-package-rpm-certificate-osimage --ca-cert-full-path /root/ssl-build/RHN-ORG-
TRUSTED-SSL-CERT

BEIUEBHY RPM BRF-BFAE7E Salt AJIARRYE RS, Flun:
/usr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm
BEIUEBH RPM R B IEA AR FAEF PR ¢
/var/1ib/Kiwi/repo

EERPIEEEE SUSE Manager SSL IEHHY RPM &, HIBERERN Kiwi BEEE
rhn-org-trusted-ssl-cert-osimage £/ bootstrap 3853 A TV B,

5l 4. config.xml

..;packages type="bootstrap">

<package name="rhn-org-trusted-ssl-cert-osimage" bootinclude="true
"/>
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</packages>

10.3.3. HIRERFMRRLIEHFE A
QRSEE (FEMBRGEHR ARG ELRIEEEE) XROMEER.

WA RCE R AT BEMR IR ER AR B

o EMBIRMERFME, FE—SEBEXKIEEES, BB ERERE SUSE Manager
Default,

&, Create Activation Key @

Activation Key Details

Systems registered with this activation key will inherit the settings listed below.

Description:
Use this to describe what kind of settings this key will reflect on systems that use it. If
left blank, this field will be filled in ‘None'
Key:
Activation key can contains only numbers [0-9], letters [az A-Z],-,"_'and "
Leave blank for automatic key generation. Note that the prefix is an indication of the
SUSE Manager organization the key is associated with
Usage:
Leave blank for unlimited use.
Base Channel: SUSE Manager Default j
Choose "SUSE Manager Default” to allow systems to register to the default SUSE
Manager provided channel that corre: to the installed SUSE Linux version.
Instead of the default, you may choose a particular SUSE provided channel or a
custom base channel, n using this key is not compatible with the
selected channel, it will fall back to its SUSE Manager Default channel.

Add-On System Types: ' Container Build Host

I Virtualization Host
Contact Method: Default E

Universal Default: =]

setting thi
current
newly-registered sysf

Create Activation Key

t: this key is set as universal default, then
ems to your organization will inherit the properties of this key.

gig: IEEEE A

L £ Web Ul 1, ¥ERRYE > BEEHH.

2. BEAIREN,

3 MARBRIEEERN, HER TIEAEE S REPXRBMEE.
4. B | EMESE ] Wik,

BXi¥4MEE, 1520 Client-configuration > Activation-keys,

10.3.4. SIS TFHEX

BRERGMEOIREREAEFHETE. FEit, BITENVERERGEMGEEXKREEBSMENSX LK Btrfs
FEL, HE5RPXDFH. BIANBERT, BUGEMEXAT [srv/www/os-images.
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BaiAZiF Kiwi MELE A TFHERFMR. EIABRGAE MG IFEEX,
o Images are always stored in [srv/www/os-images/ORGANIZATION-ID and are

accessible via HTTP/HTTPS https://<susemanager_host>/os-
images/ORGANIZATION-ID.

10.3.5. BIEEBRIKEDE X 1F
{5EF8 Web Ul SIZ2BMEERE X f,

= Image Profiles @ 2 Refresh | + Create

Items 0-0 of 0 Select All 25 j items per page
There are no entries to show.

Page 1 of 1

di2: UEIRKECE N
L BOURMGEREXCE, BEMRS > REXMHRERE, AFEE ]

# Edit Image Profile: 'SUSE-MicroOS-Default’
Label *:
Image Type *: Kiwi

Target Image Store *: SUSE Manager OS Image Store

Config URL *:

the SUSE Manager templates repository

Kiwl options:

Activation Key *: 1-image
Pool 4
-5.0- s for
Custom Info Values: Ject
1ese key-value pair dde
Create additional custom info keys
Z Update & Clear fields

2. ERETFRT, RURKEREXHIZIT.

3. M Kiwi {E/IBRKEEY,

4. BRYgiw BEhikERREFEX,

5. WAEREE Kiwi BEEEXHHIERHVEE URL:
a. git URI
b. HTTPS tarball
c. MEEHAMBERVRET
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6. IRIEFEZEHA Kiwi &, R Kiwi BEXHEE TSN ECEX M, 15ER --profile <& 5> EZERECE
X, BXREMED, EHSM Kiwi X,

7. ER—NEGERH, BUEEAR R ERRE X ARG IEIKE ERBEEN R,

0 RACERASREECEXHFEXEX, RIRGECE X HER EMB R @ E IR
e

8. Bl [ U | = fiA.

pr el
O jemfEfFRER git/HTTP(S) URL

ERIEMZERIBISBYIRFRTE git fB7FER URL, RIBMEFERNE, 1% URL FIRER:
https://github.com/SUSE/manager-build-profiles

BILATE URL By # FRIEEEE— 1%, LbnfIfERT master 9% :
https://qithub.com/SUSE/manager-build-profiles#master

AILTE : FRHEEEEESIGENER. WRFIERT 0SImage/POS_Image-Je0S6:
https://github.com/SUSE/manager-build-profiles#master:0SImage/P0S_Image-Je0S6

© $8/@ tarball B9 HTTP(S) URL

EMIEETE Web ARS523 LAY tar 4 (E4ESiRESE) B9 URL.

https://myimagesourceserver.example.org/MyKiwiImage.tar.qgz

O MRV ENERNKRR

WMANEE Kiwi WEZRAFFENERNREIZ. tEROTEEE RN LFE,
/var/1ib/Kiwi/MyKiwiImage

Kiwi JRE93 {5

Kiwi JRZ/0E1E config.xml, BEEFIZE config.sh 1 images.sh, JRIFAI B S ELEE root FERT
MR AR BRR R RYS

BX Kiwi WERREFNER, 1BE50 Kiwi S0,

SUSE 7£ SUSE/manager-build-profiles 23t GitHub fE&FREEPHRHE T IhREFF S HIBERAI R B,

586871 [ $£17451 10.3. R1E RSB | SUSE Manager 4.3
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https://osinside.github.io/kiwi/
https://osinside.github.io/kiwi/
https://osinside.github.io/kiwi/
https://osinside.github.io/kiwi/
https://github.com/SUSE/manager-build-profiles

10.3. {2 ERFIRK

5%k 5. JeOS config.xml 7=l

<?xml version="1.0" encoding="utf-8"?>

<image schemaversion="6.1" name="P0S_Image_Jle0S6">

<description type="system">
<author>Admin User</author>
<contact>noemail@example.com</contact>
<specification>SUSE Linux Enterprise 12 SP3 Je0S</specification>

</description>

<preferences>
<version>6.0.0</version>
<packagemanager>zypper</packagemanager>
<bootsplash-theme>SLE</bootsplash-theme>
<bootloader-theme>SLE</bootloader-theme>

<locale>en_US</locale>
<keytable>us.map.gz</keytable>
<timezone>Europe/Berlin</timezone>
<hwclock>utc</hwclock>

<rpm-excludedocs>true</rpm-excludedocs>
<type boot="saltboot/suse-SLES12" bootloader="grub2" checkprebuilt="true"
compressed="false" filesystem="ext3" fsmountoptions="acl" fsnocheck="true" image="pxe"
kernelcmdline="quiet"></type>
</preferences>
<I-- CUSTOM REPOSITORY
<repository type="rpm-dir">
<source path="this://repo"/>
</repository>
-->
<packages type="1image">
<package name="patterns-sles-Minimal"/>
<package name="aaa_base-extras"/> <!-- wouldn't be SUSE without that ;-) -->
<package name="kernel-default"/>
<package name="salt-minion"/>

</paékéges>
<packages type="bootstrap">

<package name="sles-release"/>

<!-- this certificate package is required to access {productname} repositories
and is provided by {productname} automatically -->

<package name="rhn-org-trusted-ssl-cert-osimage" bootinclude="true"/>

</packages>

<packages type="delete">
<package name="mtools"/>
<package name="initviocons"/>

</paé&éges>
</image>

10.3.6. HJ3EIR{G
EILUER Web Ul M7 RN G, MEIERRIG > 18, SREBEHMIG > BREXHSIRFEMERELR.
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8 Build Image @

Version: latest Profile Summary
Image Profile *: Select an image profile j @ No profile selected
Build Host *: Select a build host j
Earliest: i} 05.06. o] 18:¢ | CEST
Add to: new action chain

g2 WEmRE

L fEiEAR > 1R,

2 MPETBERWANBMIEES (VERTHR) , MECARMIRE, BRIREIREE .
3. PEREMAGRE S AR AL

o WERFERENZETREXMHEIE, TEERMBEENMG, BXFMEEE XY
HAEBRERELL,

4. BRHOR, B8RS (1988 ] 5.

ERMERIT IR, WRRERE LTI NEEREE. NRER, ERETR
(’ B root SH4IET Gnome £iF, BRI EIEHIREERLET, NSRRI
SE, (BRMEERBATISR TR, NTSEEM,

RUINHOEEIRG S, 1B ERMEENFTIR. EHNEMER, SUSE Manager ISR XMEHIER:
o BERRENRGETIR

o BRGATRRILAN
o BRGAEEUFIHMHBRIRARTS

IERRIMERRE PXE, MIERER—1 Salt pillare B pillar FAEESEIRET
, Salt FRATT LA e RABMERAT. M OIEME T e B AR I
G’ HHME. BRI, FME3ISHENEE, 55,

ERHY pillar AJHFAAERBE A IRfER.

10.3.7. =5

MEZREFETR/LMEXRNT R, MRWERK, FE Salt RKSERMWEZB TR ReEBTHRERKRE.
MBRRIGET, BT TFHOE:

* MEENZBEZATLULEMER
* HEEAHM SUSE Manager fRS528 LR B NRGIEM T RISV E T E]
* MEERESXRE T EWHIEE
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* ERNWERFEESHEN

e G& SUSE Manager NHIFFH RPM RHaRhEERMN, HEERRZ
Jusr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm T1gft,
BXRNARIFFATES RPM BIFAE R, BBM 0202,

10.3.8. PR
AT OEEARENTFEN —LE NN,

* FTFIAIE HTTP JREL git (&7 ER HTTPS IEBRLEE B E RS HHBERE P s, HFHHITRE,
° RERSNET Kiwi FIBRE,

10.4. t9EEAIRGFIFER

RIIHFTANEEERE, FEFREG > BREFIR, S ERPIERERTIR,

% |mages @ & Import | £ Refresh
Oshow obsolete 100 v items per page
Items 1-30f3 Select Al
Type Name Version Revision Patches Packages Last Modified |5
yp Updates g Build Actions
Container Image  suse_key latest 15 2] 0 o (V] 21 hours ago =
g L) g
O 0©Simage Building profile: suse_os_image - (2] 0 ] @ 2 days ago =
O o©Simage POS_Image_JeOS7_uyuni 7.0.0 1 (] 0 0 (] 5 days ago = o
Page 10of 1

& Go to OS image directory listing

RTREREAER IR CIERGRIBRIR. RRE. EITHRATERE. TAIUEEREGEITRS, UNATEERTZ
BREBIAN T M BB IR,

MNFRERGRG, BMMREFRERE Kiwi IR, ERNTHRHEEZER. EHEHREHEERNE, X
LR RREREX R TR—MEE &R,

EATHRSESXRIIMER BENEE, NTRERGFMRE, S METRAUEEETRZ.

NFARBRE, FHEFISERERMRE. BXBEITR EE. #T7F) NEERERE, JUERRR
IS AR HX EEAETT R,

BEMRE LN [T | KHASER—MFANE, FANESEEXMTHRTTIR. BRERRENREREE
BFIRMEEES.

B MR ] A MFIRPRIERREG, ERESBIFRMRERFRGEFMEX P XREKE pillar 03X, URSEIEY
&IThRo

o REWBENRERTSHMINN, F22R4THREETIR.
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Chapter 11. EfiligEthLinEss

MRIEFERLHBENER, ATRERIRMEIC(ETE SUSE Manager Server E4EXMEXE RSN ZET. Hii8]
Mz EEEMIFIEES. SUSE Manager Server #8X&% (FIMNARSS 2R iEED MEARS5888% SUSE Manager
Proxy) == EIFM, HAEBERHPREEEERN.

SUSE BIEIaLRHE SUSE Manager EHIEHMRFERITRTS. HEPEiERSSE. AEMWEEN. WRER
¥ SUSE Manager BRSZ 8B RIFFERFNTRTS, NAJREFEEMIMEPRRLEAMRE, BT ERNER.

FERMHET —DOENNEREZNER, ERESEXATEN T ENESEENTEE.

11.1. iR55 2%

1. NASHEH. 52N Installation-and-upgrade > Server-intro,
2. IRIBREARIIRMIRS S,

3. 1517 spacewalk-service status FH O ERBHHRHNRS 2B EIERIET.
BREIBENEFRH PostgreSQL EHEMER, 15E M Installation-and-upgrade > Db-intro.
TR UERR G B EIRSR TR T,

* BXMEM YaST BiF4fE 8, B8 https://documentation.suse.com/sles/15-SP4/html/SLES-all/
cha-onlineupdate-you.htmls,

* BXMER zypper BIFAEE, B8 https://documentation.suse.com/sles/15-SP4/html/SLES-
all/cha-sw-cl.html#sec-zypper.

#AIAZ= 7 SUSE Manager Server EEHBERAZ N EMMEE. HREMERNRHEIEHENTERS.

Z{§ SUSE Manager R¥F&H, EHHEEZEEREES] SUSE Customer Center ZiffFRepository Management
Tool (RMT), RILUE RMT BT FIERMIFEN A R IR,

AILERUTHSREEMBERSELNAR LAA:

zypper 1r
B0

Name | Enabled | GPG Check | Refresh
——————————————————————————————————————————————————————— e EEEEEEETE IR
SLE-Module-Basesystem15-SP2-Pool Yes (r ) Yes No
SLE-Module-Basesystem15-SP2-Updates Yes (r ) Yes Yes
SLE-Module-Python2-15-SP2-Pool Yes (r ) Yes No
SLE-Module-Python2-15-SP2-Updates Yes (r ) Yes Yes
SLE-Product-SUSE-Manager-Server-4.1-Pool Yes (r ) Yes No
SLE-Product-SUSE-Manager-Server-4.1-Updates Yes (r ) Yes Yes
SLE-Module-SUSE-Manager-Server-4.1-Pool Yes (r ) Yes No
SLE-Module-SUSE-Manager-Server-4.1-Updates Yes (r ) Yes Yes
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SLE-Module-Server-Applications15-SP2-Pool | Yes | (r ) Yes | No
SLE-Module-Server-Applications15-SP2-Updates | Yes | (r) Yes | Yes
SLE-Module-Web-Scripting15-SP2-Pool | Yes | (r ) Yes | No
SLE-Module-Web-Scripting15-SP2-Updates | Yes | (r) Yes | Yes

SUSE Manager R EH (MU) LURHBSRVIAE. HIFEHRBHORESETT. i, E£&% MU
&, E£XR1ThR 4.1 KiBgH 4.1.1,

AILLEIEEE Web Ul EMZEINE BRREEIEEEITHMZA, XA LUEFER api.getVersion() XMLRPC
AP A RRIRERAE S

11.1.1. EFPig LH

LIRS EBEMY, BFERANERFF IR LNRELETE, HIEF—TEEFMEF LA salt-minion. zypper #
HMEXEENME, B—RIER TRIFXEMY. Hli0, RSE EREIFEHMIESRSINME Salt Rk, A
&, Salt BFIHE—BREER UMLIERIETT, BERAUGEILIME@, A7 HEXMER, FELNERT
EEWMEH salt-minion 38, SUSE HRIAZ R AR £ EH salt-minion,

11.2. RSB EEDS NERS 23

MR EERIRS 2S8R MEIRS 28, 1B7E SUSE Manager Server Effsemla 3 E#1TE .
BXRIRSREFRLSHIFMES, ESN Administration > Iss,

11.3. I5izfR55 43

NERIEAER Prometheus Y1EAR528, IB7E SUSE Manager Server BEfiserl /a3t Hi#TE#.
BXUEERIFAES, 5530 Administration > Monitoring,

11.4. (I

SUSE Manager Server B#i5eRt/E, RIENRIIBENEH,

—MRIERT, FXFBITEHEMRA LIRS SFEEENRIE, H—fIIMEREEENE, RERRE
WhksseE, EILAERIREERIETTIRRZS,

LHZBMIRZ 4.0 IHBEINRE 4.1 8, 155ALRMRS:E, ARBARERNE,

BXiFMEE, 152 Installation-and-upgrade > Proxy-intro,
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Chapter 12. fRSZ2&ERY

INRELET Z1 SUSE Manager, BRFEEERSHZEEFINE. EARSSFERD (ISS) AIUSH—&K
528 (R) BEUE, HBHESAS—8 (B RSH. XN FROBESEZXAEZNREREM.

o 7£% 2 hix 1SS SRR, SUSE ERRT EMBER. AJLATEEST SUSE Manager ARS328 2 IE)%A
EF—AEREMFARE,

12.1. fRS323iEIRS - hR7s 1

NRERET 2 SUSE Manager, BERBRENERABTHNRLERT—H. IRSEEED (ISS) RIFEEM
NEEZ > SUSE Manager Server HEEA 1RFFa&RHo

BIRE ISS Fr#s 1, FEE— SUSE Manager [RSBBEXNERS R, BE—TEXNIMBEIRSR. WMRE
BEEAR, RARNAERERSHEE,

ISS  ERRS|ZFAUMANERSE, REANE EEETMNERS R XBKE, FEEL
BIEXEMBIRSSSEBHKIZE 1SS EMRSSEF. AEEIR ISS MBIRS 2R HEREIEARSS 28
FigBEMBARSS 25

JFi2: IRE ISS RSS2
1. 7£ SUSE Manager Web Ul &, SAIZIEE > ISS BLE > XRS[IE, AGEE [ FRMMBOMEIRS2E
Io

2. EREBMEIRS BATXNIEEDR, 791SS ERSBHNE—TMNERSSB[REIUATHT:
© EMERSBNRLBEEHSTET, WA ISS MERRSS 2567 FQDN, fgn:

server2.example.com,
© EHAFMBRSEBRS? SEELBAMNBRSREIRSBHES,
© EBFREAARSIIMNERS®? SRELUSHREALRS FILMEIRS S,
3. B [ BUER ] LURIN ISS MEARSS 280
4. ERFSHFHELRE D, EPEERATEEPRBIMERSBSHEERSEMNAR, ARRE [RIF
A4 ],

FIRE ISS MEBIRSS 22 2R, FEMRRAEEH CAIES,

2. BEARSSE CAIEBEFIZE] 1SS MEMRSS 23

1. 72 1SS £ARSE 25 EAY [srv/www/htdocs/pub/RHN-ORG-TRUSTED-SSL-CERT F#4 % CA iEH, HolE—
MEIfEHIE 1SS MERRSS 23RV RIS,

2. £ 1SS MERRSS 28 £, 3§ CAIEPBXXHRTEER [etc/pki/trust/anchors/ B R,

SHIEBE, FILUIEE 1SS MERRS .
312 188 1SS MEIRS 28
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1. 7£ SUSE Manager Web Ul #1, SZIEIE > ISS FieE > NEIRS2RE, ARRE [ FNFAERSE
Io

2. EHERSBATXIEER, AHBIEISS EARS B[RS F[RALUITAT:
© EIMSBORLMWEHSTET, WALMERSSHH 1SS TRSHH  FQDN. fB4n

. serverl.example.com,

O JEILERRSE CA EBHXHRFET, B CA JEBE 1SS TRSR LMANKRE, HBENS
/etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT,

3. B [FRIFREIERRSS 2R | 5 1SS MBARSS 28N L EARSS 280

di2: 5eR 1SS igE
L 7E1SS NBIRS B EMSHIRTHT, 515S TRSHAS:

mgr-inter-sync
2. Ak BRSBMNEE, BERUTHS:
mgr-inter-sync -c¢ <@ER>
3. 1£ SUSE Manager Web Ul 1, SfiZIEE > ISS BB > LB X -MEIRS BT, HIXEERDIAELR,

12.2. B2 2EiEIREY - hREs 2

NRELRET 21 SUSE Manager, BRFEEERS[BZEEFINE. ERRSSFERS (ISS) AIUSFH—EK
58 (R) BVEUE, HBHESAS—8 (BfF) RSH. XNFROBESZXAEZNREREM.

o TE5 2 hiz ISS SEHH, SUSE EBRT EMBEE, BILATEEST SUSE Manager BRS528 2 E]%8
E—AEREMSARE,

12.2.1. RE ISS ¥

E(ER 1SS, EERRIRS 23 B rIRSE 25 LR % inter-server-sync B4,

12.2.2. AZRAS

di2: SRR 28 ERHE
1. TERARS 28 LA S1THRINAT 1SS export 9, -h EITRTIRH¥ AR

inter-server-sync export -h
SHERERIE—MaHBER, HPEaSNIEMmEINEHE.

B3iE: BSLEREFZIBFRRSS 2
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1. FERRRSBTIHNABEL 2 BIRRS . EHSiTH, Moot SMHITUTHS:
rsync -r <SHERMEE> roote<BEIFARS 2>~/
EHIFMENSRE, FRSAXLERNR,

312: EEFRSE LFAKIE
1. TEEHTIRSS 82 LRI SATRIIT 1SS import 85 -h IMATIR (I ARAEED

inter-server-sync import -h

12.2.3. SR EEACE

FAIAZM [etc/rhn/rhn.conf IIHBUEEEZEIE. AJLUERASEK -serverConfig BERB I X MHIE.

12.2.4. EXNPRH

* IRARSS 2R BARARSS SR FE AR —hREso
* SHMSNARNZER. BRABMEDI KNG,
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Chapter 13. SUSE Manager BYSEA3{E%b

RITAREMBEREESISRA. NRENAAFLKAMREE (CVE) 47T, BUNRELEZRZEN, AILME
FASSREMREIANXLEEEEH, XIFMFAFEESS.

X+F SLES 12 #I SLES 15, iRESERHMEMNTIZRERE. AERERERFXHMRENIIE.

13.1. iR B &4 EE

BRENTENARRAEEHFEEESS. Eit, BIHREAEHEMNZTAIKEENIFEREIEES
REFRANENRNZ. EAKEANNE P RE S LM ENEE R EEEITHRZEIER.

A AT N EELMENEE:

FERARAEGAREERES RN, HERLIEEETHRAERINRZMA. administration:content-
lifecycle-examples.pdf RNAT i, XEBRINHBRS o

%, AILUEA spacewalk-manage-channel-lifecycle TR, IR ERETFoNRE, BEFERGIITL
B LUK Web Ul, ZsT3¥F3E SLES 15 SP5 AT 12, BERAEMEERTF SLE 12 SP4 s E S k7S,

13.1.1. J3CEHE#MER spacewalk-manage-channel-lifecycle

RIEMMHNEEEN ZFERZS dev (RRFFA) . testing 5 prod (RREF) o EIERES, EiE6IE—
N dev efgiBiE, AR ZBEFHLN testing,

312 FepESchHEshEE
1. EEFim LRSS T, LA root B3 3REN S AR ELmE :
# spacewalk-manage-channel-lifecycle --list-channels
Spacewalk Username: admin
Spacewalk Password:
Channel tree:

1. sles15-sp4-pool-x86_64
sle-live-patching15-pool-x86_64-sp4
sle-live-patching15-updates-x86_64-sp4
sle-manager-tools15-pool-x86_64-sp4

sle-manager-tools15-updates-x86_64-sp4
sles15-sp4-updates-x86_64

2. &4 init BEfEF spacewalk-manage-channel &% B &l IR AR 288 BYFTFF & Fe bk s :
spacewalk-manage-channel-lifecycle --init -c sles15-sp4-pool-x86_64

3. WEBETIRPEERMET dev-sles15-sp4-updates-x86_64,

HELERN dev RIEBE, HERERAFTEESISHAZENR,.
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administration:content-lifecycle-examples.pdf#enhance-project-with-livepatching
administration:content-lifecycle-examples.pdf#enhance-project-with-livepatching

312 MRREREEPEPRIFEEAEA T
L MRS RAFIRDEZFEPBURELREIRE, 2 TREFRAERIRA,

2. 7 SUSE Manager Web Ul 1, MNZ&4 > BhRPERTFin, SMERG > B BEEN£, AEEE
dev-sles15-sp4-updates-x86_64, SMEIFTIET £, AGEE [FIH/ERST I

3. EEREPRARNE, HiRASENEF G S a0 AR RI N ZAR S,
4. ERRFAELL S RENAZEF BN AZARES.
NENEREEIZE T REHEX, TPEEARN testing, TEULITEF, EXREHERT A N BB AYSEAHE N FiBiE 7R
NET B i,
I8 HRLAHEMEE
1. R ENGSRTRAT, LU root B9¥%  dev-slesl5-sp4-pool-x86_64 @EiEFRIFEEIFAY
testing iBi&:

# spacewalk-manage-channel-lifecycle --promote -c dev-sles15-sp4-pool-x86_64

2. 7£ SUSE Manager Web Ul 1, M&&E > BERERT G, AESMIREG > REFEEET R,

3. EHHE)  test-sles15-sp4-pool-x86_64 BE N BEELAENEMBE, FHixH I MENIKEHERF@
&,

4. BE[T—¥], HINETIER, AREE [#IA] UREEX.

A LUEFEMESRRTAN CVEANT, Fild KM X EEEN LT,

13.2. SLES 15 _ERYsCEd{EHh

£ SLES 15 MMESARARI RS L, AJLUET kip livepatch TEEIZSLAH RN,
EFaZ A, R

* SUSE Manager B2 E#o

o BE—1EZMNEIT SLES 15 (SP1 S(EShrAS) #Y Salt 2 o

o @AY SLES 15 Salt EFimE /M E SUSE Manager.

o EERUAINEAEHRRLEMAY SLES 153818, SF— 1M RZ LB FiBE,

* BRIRERERAY,

* BEFHERINEMEMNESNRIERE, BXESTENIFEMAESR, FEN Administration > Live-
patching-channel-setup,

12 igE e

L MBS > BEPEREEERAENENEENEP G, ARSMEMRE > RHEE > RRET+R, #BR

kernel-livepatch B H 24,
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E g137.suse.de @ @ Delete System | © Add to SSM

Details ftware Configuration Provisioning Groups Audit States Formulas Events
——
Patches Package: Software Channels SP Migration
List / Remove Upgrade nstall Profiles Non Compliant

® Installable Packages

The following packages may be installed on this system.

Select All Unselect All 1-6 of 6 (1 selected) Install Selected Packages

The list of 8 item(s) below is filtered.
Clear filter to see all 2,602 items.

kernel-livepatch @ Select first character « 25 :I items per page
[ Package Name J2 Architecture
[:j kernel-livepatch-4_12_14-195-default-4-10.1 x86_64
[g kemnel-livepatch-4_12_14-197_10-default-1-3.3.1 x86_64
[:j kemel-livepatch-4 12 14-197_4-default-3-2.1 x86_64
D kemel-livepatch-4_12_14-197_7-default-2-2.1 x86_64
D kernel-livepatch-tools-1.1-9.5 x86_64
[:j kemnel-livepatch-tools-devel-1.1-9.5 x86_64

2. B2 Highstate LUBFREEHR, REE3ISEF .
3. MEEEATIIEHEENS N L IRES LRI,
4 BRERTOERBARNER, BARYE > RESIRDEEEFE, FHRESHTHNERETR
o
gi2: BELe TRATRZ

L. 7£ SUSE Manager Web Ul #1, M&% > BERPERE iR, FRISIEERT 7 & A iR BRI X 5
FEXBERGEHE:

System Status

0 software Updates Available Critical: 1 Non-Critical: 2 Packages: 3

2. BE [ X ] EEYROXEHT IR,
3. EERHBERTNEE: Linux RENRESEMRNEDTH T, X2bug ®EEH CVERS (MREA)
4. ANk MREFEBRNARATE CVE RS, SILITEHET > CVE it RRZA T, HRENBTENT
BENEF o
o FHIAEFTARZATHEELA T IFELRZA T HREERENSUNREESS
Efr&R. XENTENARKBEAREESS.

o ° FHIEFAE R LIRES A LUES M RELM T RKRR, Fiedon)iHaeE T N AT
NIZEFRBER, HEES5|T, HXXLERTERN CVE HFEFAEISEEENT
F, CVE HitsERILEXR,
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13.3. SLES 12 _ERYSCEH &R

£ SLES12 FHR&%KiLE, ALUBE  kGraft EBIELEMEH, BX  kGraft FAEFFMAER, BEENL
https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html,

TRz A, EHER:

* SUSE Manager B2 F#o

o BBE—1EZMNEIT SLES 12 (SP1 S EShrAS) #Y Salt 2.

o &89 SLES 12 Salt HF imE FAME SUSE Manager,

o TWANGRIRESEARLEIIRT SLES 12388, SiF— 1SN LREBAFIBE,

* BRIRERERAY,

* BEFIRERI AR EMNEENERE, BXRESTENFAESE, 1550 Administration > Live-
patching-channel-setup.

12 igE e

L M&SH BETEREECARNMENEENT R, ARERAAATNE LSMEERMG > RHEFR > BE
EIFR, 1EFK kgraft RFEHRE,

& doctesting-minsles12sp2_DEV.tf.local @  Delete System | © Remove fom SSM
Details Groups  Audit  States Events
Patches ‘Software Channels 'SP Migration
st/ Remove  Upgrade Non Complant
¥ Installable Packages
G o e

Install Selected Packages

rrrrrrrrrrr

2. [ZF Highstate LAZ FAERT &R, ARESISE Fifo
3. WEBFEHALNEHEENS N T IRES LIRTIE,
4 BRERTEEHRBRASKIER, BNRE > REFIRPEEREZFE, HiBAREEHEHLINTEREFE
H,
312 BELSTHATRZ

L. 7£ SUSE Manager Web Ul 1, M&% > BIRPERE iR, FRIESHEERT T & in0] BRIX M
XM ELE:
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System Status

0 software Updates Available Critical: 1 Non-Critical: 2 Packages: 3

2. B[R] EEIRBRIXENT TR
3. MEFHBERTIANER: Linux REMNRLSEHEAHHT. X2 bug®BZH CVERS (WIREMA) -
4wk REHEENABRANTE CVE RS, AJLUEHEIT > CVE Bt ERZA T, ARENATERNT
BEEHEF i
o HIFFMERZATERELMN T IFELRZANT HREEEEGZINRESSS
Efr&kr. XEHTENARKREARTEESIS.

o * HTERFTEREREMEET N AELA T RER, BLEREPAIEEINATE
BRZERFER, HFELIREFEESIFRR. T XEREEKE CVE KSTE
BEELZATH, CVEHTRETRIER,
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Chapter 14. 43PBTER

fEF SUSE Manager RBY4EIFRTERINAE, AILUSHRIFRHIETIE A4EFITERIIT. MREEIR T 4EPidER A1
ZHHRBENATE R, WEETEERIRUIMUITRERE,

HIPNBEN TSR TETRARBUE. RABMAHIRTFITHIXE, MEFRENZEN R
0 TFHITIRERUBTIEIEG. LLSh, RIFMZIRAVRIEHRTER. BXEARURFARER, BS
% Client-configuration > System-locking,

HIFRNERFEAMMARER. BREEFNRES (BEEEMEN) NEEME, FELRA ical
B, BRRELHHERBATEXNEFKEIZBEIFNR. BACIZE—TELHOY ical XHF, JHEEE ical X+
LI RRG, ARAeELIZBESZH

BIRERERHE, AIREERAEEME] SUSE Manager Server I F i, 18REEIFBIELHNE P IRESE
PR ERLSMNERIEITR IR,

ZIRBESH B P REITEKREN, FAESEEFPRELET. RRIBFH—ERFISE:

° RrBRE

o BPFIRAE

o FFEmiE%

* Highstate &ZF3 (§+3¢ Salt &%)
EZRENRER T RERE, —MUANENRREN, FATEREFTF iR LEMRRM, FZRIGEN—LR
BlEsE:

o MY BREXMHEH

o TEFRIFT

o ITHRRHTIBE

TEFaZ AT, HABIE—E LEM ical X, HEEEE ical XHFUEERR. AIMEERFNEHIE (f)
40 Microsoft Outlook. Google Calendar = KOrganizer) m6l%E ical 14,

SiE. EEIREVEIFBRG
1. 1£ SUSE Manager Web Ul 1, SMEIBERHE £4PE3ER > B, ARRT [IE].
2. EARB#ES, NEHRA—TEF.
3. #Efftical XY URL, SiE#E EHIZSUHF.
4. B [ QIBER ] UREERNER.

gig: tIEFBBRERH
L. 1E SUSE Manager Web Ul &, SEIRTRRH > diprER > BIERH, RE2S 2],
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2. EAERHBHIS, NERZHRNA TR,

3. Al IRER ical XA EEBBENATZINEERHNEN, HERST.
4. EEFERRREIL AR LHRE R,

5 B [ gIZBRERH] UREFEENBERESH

di2: BRERHHEREIE iR

1. 7£ SUSE Manager Web Ul 1, SiEIZ% > RGFIR, ERERARTHHERIINE iR, REIRKREGE
iR, AERE [REXLERE]. SE, TBIRKEERERERE R, HEESNIRE  RAK
ERRHEREM > FPIERIETTR,

2. FERIBRASKATIIE T, HEGIPRERHITER, ARERERERBRERARIRM,
3. B [ EfEY ] LHER4EF B
HERH4EIF BRELHHERIIENE PR, AIREEENRERIRRH T —E2RIZ(F
" , MXEREIMER RSN BT HAE MR, IRAEXMER, Web Ul ZER5H

%, HEETEEZARLHHEREIZEFin, 2RI, FERIKBERHES
[ BCESZRMMBRIE | &, XEMSBUREIRHIN SHdin B RHEP R ER1F,

BIBHEIFIIER S, PIULHFBREEIFRERARITHRIRENE, fINRHEAE.

d3iE: RHEREEAE

1. 7£ SUSE Manager Web Ul 51, SMEIRG > RRTIR, EFEARNET G, ARRIRG > REE> A
PEI o

2. MPIRPEZREFARORGE, AREE [ARRHEFE ]
3. TEMIPRIER TR, R E P In AR T AR BVAEIF TR
4. B [#A ] URHRHEHAR.

14.1. fIFHIERHIEE

tIZERE, ZBRIBEEWSEM, XEEHARE—REEN, LrRREENEN. 8TFEFEE—
WEFR. MREEAN—NERIESMEFBRERH, AILUERBEFZRAS I ERETHHEES .

N, ERIREEEANEFRSB[EBE—ARERH, HAANEHRSSHIES— M EERH. EXMERT, &
MM EF RSN EHEERE: £FRSE#, A NRRSBONEHETERE: MiLRSEE.
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[) calendar

LABEL: company-calendar

iCalendar

EVENT

- SUMMARY: Production Servers
- DATE: 2020-06-28

- TIME: 13:00 - 14:00

7| RECURRING EVENT
® Schedule 2 - SUMMARY: Production Servers
D Prod System |—=| wavE: Production Servers - DATE: Each Sunday
- TIME: 22:00 - 00:00
TYPE: MULTI
RECURRING EVENT

- SUMMARY: Testing Servers
- DATE: Each workday
- TIME: 08:00 - 16:00

AERHOAMMER: “8" 5 ‘%7 . MRENEHEENATZIMEETHNES, NELIEES,
HIHRIRIE R A X ERRRBEF RN BRETHS B,
diE: SIEZHERH
1. 72 SUSE Manager Web Ul #, SAZIBERHE HiFIE > BIEERH, AERT[IR].
2. TEERHBMED, RABRLHNEM, BRSBTS BHHEEFRIVE,
3. ERZETL
4. EEFEEREILARRELHBE R,
5 B [ IEBRERH] UEREENERESZH
6. BQIET—THRERH, BREL [
7. ERERHBME D, RASZTAERANEN. BERLEZTSE - BHIHEFRITE,
8. BEHRZBETL,
9. B [ IEZBRERH] UREENBERESZH
10. WHEBEENETAIETHEE LRTIE,

14.2. ZIRHIFIAEZPRIZ(E
AT EERRMIEZIRIZIENTETIR,

SIRIZERM B I#HITERER, TSR EFIHELEET. SRIEEREEELIPNERIET. SRIZEE
¥&:

o MEEIRE (BIINRE. FHRERUEE)

o INTEH

° H35|8E iR

* ERES
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o MMEEEFNES
° [ZFH Highstate (§+3¢ Salt &%)

° BEtREMEMTE

T Salt BF U, vlLAMEREE SME Salt» mIEfSREZEITIEDS, Tt Salt &
Pine T TF4IPER, BeLUXEM, BXZEGSHNFEAEE, BESNI
Administration » Actions,

IFZRENREBTREERE, —RUNENEBREH, FAITEREFF R LSRR, MREMRERZR
fill, MEEEX LMEIFZIRIENE, FEIERRILIETT.
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Chapter 15. £/ me-un

FEEBIRETAT MER mgr-sync TR, kT EIRMHEAFIR(E SUSE Manager B9I08E, ™ Web Ul F—E1R
XLEINEE, mgr-sync FIEERIRIEREE] SUSE Customer Center, AR~ RIMRGEER, HAESKES
SUSE Manager Server B 89@i8,

WTEWNS SUSE ZHATRIEES A, openSUSE. CentOS #1 Ubuntu EFREAITEHAREERT A,

TEFRAFIET mgr-sync IR iR SSE, X mgr-sync as S ERLTIEE:
mgr-sync [-h] [--version] [-v] [-s] [-d {1,2,3}] {list,add,refresh,delete}

F"H& 3. mgr-sync &%

WY iER wBIAE

list FIHBE. AL S EIEE 5 mgr-sync list channels

add AIEE. AREHEIEH~m mgr-sync add channel <i&#&& 5>

refresh RIFr =g, BEMITRNZAEIZ  mgr-sync refresh

delete MZH RS RRIFRIIERY SCCHL  mgr-sync delete credentials
SRS

sync FEIFIEENEE, WMRFEBEERZFF mgr-sync sync channel <i@i&#
B=, WEREHEM it

EFERETEN R THTRIETTIR, BFEAUTHL:
mgr-sync <ap<> --help

FH& 4. mgr-sync AliESHK

AL} EGES iER mBIAE

help h BT SRENIER mgr-sync --help

version & ETRERIRERN mgr- mgr-sync --version
sync frZs

verbose v RIEIFRE mgr-sync --verbose

refresh

store-credentials s BB EIEFEEAHEE  mgr-sync --store
Fogvga=s! -credentials

debug d ERMNEAIRES. FE mgr-sync-d 3 refresh

EERF 1. 2. 3. 31R
HBBREEERS
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priAl] EBGES A TR

no-sync TiEH 5 add sp$ 4541, LI mgr-sync --no-sync add
AN RIEE, MEE <EEEH>
FriaRES

mgr-sync R EMF:

e /var/log/rhn/mgr-sync.log
e /var/log/rhn/rhn_web_api.log
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Chapter 16. f£f Prometheus #1 Grafana i#
{7ifE

1A LU Prometheus #1 Grafana ¥#% SUSE Manager ¥1%, SUSE Manager Server #1 Proxy REfSZ{HE
BBITREITIENTR. ErIUTE Salt P i LR RFMEE—L Prometheus FHi28.

Prometheus # Grafana BB EEU T LITEHH SUSE Manager & im TEH:

® SUSE Linux Enterprise 12
e SUSE Linux Enterprise 15
® openSUSE Leap 15.x

EBEHEAREE SUSE Manager Server 89318 LR % Prometheus # Grafana, FH{TEIVERAZE Salt SUSE
B IRIERSITRS 8. T iFFERRME P iR{EN KERS .

Prometheus fERHEAHEIREGENR, FEILARSSB[AMEER SR MITF A IREIL TCP EiE, T K LB
MBNEIHE, HEBARLUBEMEZSEE iR, &, E0UERRRAREREEE,

o HFEBBENESNINEPIR, SAG—NEEMINITE. 5 SUSE Customer Center LA
EIRTAY SUSE Manager 1T

16.1. Prometheus # Grafana

16.1.1. Prometheus

Prometheus 2— M REIET R, BTFENFHREFEFICRENIEIR. fEtRET HTTP fuBY, MMa SR
=R Al ERgE 1,

Prometheus  fE1RR2RFEIE, HERBTE—MANEENHHEE(E, FEirHERMA—HIREHE 1R

iRo

BT R | RS YIRS (=

[ ] [ ]
http_requests_total{status="200", method="GET"} @1557331801.111 42236

BMRBENNAREFRRLG BT ARSINEL Prometheus 8317 EIRE N AT 5T,

16.1.2. Prometheus §i32

SUBEHEIRE =7 RAEPRVIEIREN Prometheus 18RS HIIE, SHTEEEMER Prometheus 151510
MeaENNAEFHRSN, SHBMBEEER. JUEREEINLETSMRUHEUS HAMIET.

Prometheus X T EASHENTIR, FEEM— AR RMABTRENSHES, BXFMAEEM
SHBIFMTIR, BEBMW https://prometheus.io/docs/instrumenting/exporters/o
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16.1.3. Grafana

Grafana ~ B— 1 EIERIAK. BIEMONIA, EAFTEIRNERIR, EFNERAKIGERERRNFER
#F. Grafana i@%5 Prometheus —i2fE/, {B#3%#F ElasticSearch. MySQL. PostgreSQL # Influx DB &
Hith#iEIR. BX Grafana Bi¥4HER, B8N https://grafana.com/docs/e

16.2. 12 B i ARSS 2%

BB MISIRSE RS, EERE Prometheus 1 Grafana W Ei#1TE B,

16.2.1. &3 Prometheus

MRS ARS8 2 Salt B im, NMERTLIER SUSE Manager Web Ul &% Prometheus B8, T,
AILTE SRS 25 L F R T HHREZMHF B, Prometheus RFHAIATF SUSE Manager Proxy #1 SUSE
Manager for Retail Branch Server,

o Prometheus EEFER POSIX XHRAREMEEIE FAZIFARTE POSIX FREMX RS
, FAAREZIE NFS XHERS,

332: (A Web Ul &3t Prometheus

1. 7£ SUSE Manager Web Ul A, $THETEHEHZLEE Prometheus WRAGNATTIE, AGESMEIARIEI
+o

2. ¥ Prometheus EXELIBBYREAR, AREE [RE]
3. EINER R EFEATE] Prometheus EITF,

4. 7£ SUSE Manager Server 2§43, BMABMHI SUSE Manager APl B{3EIE. HRIEHANS D EIERIF
HREEEENRAE,

5. IRIBREEE X HE B %R,
6. BE [REAR ]
7. RZF Highstate HHIAE R INITERK.

8. 197 Prometheus REEREEEME,. EXH2EH, FRHIKO 9090 SHMEILET Prometheus BIARSS 28
B URL (f5g0 http://example.com:9090) .

BXEEARXIFMESR, 155 Specialized-guides > Salt,

Hi2: FrhREMECE Prometheus

1. TR S 8 L, L% golang-github-prometheus-prometheus 2461

zypper in golang-github-prometheus-prometheus

2. B Prometheus R

systemctl enable --now prometheus
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3. 127 Prometheus REERTIEEMH, EH%NeEH, FEAIKO 9090 SMEIRET Prometheus BIIRSZ 28
B9 URL (5180 http://example.com:9090) .

4, STHECEXH [etc/prometheus/prometheus.yml F R TEEEE. B server.url EENERN
SUSE Manager AkR552% URL, Fi&% username #1 password FELUESER SUSE Manager &3 F3IE

g,

# {productname} self-health metrics

scrape_configs:

- job_name: 'mgr-server'
static_configs:

targets:
- 'server.url:9100" # Node exporter
server.url:9187"' # PostgreSQL exporter
server.url:5556" # JMX exporter (Tomcat)
server.url:5557" # JMX exporter (Taskomatic)
- 'server.ur1:9800"' # Taskomatic
targets:
- 'server.ur1:80' # Message queue
labels:

__metrics_path__: /rhn/metrics

# Managed systems metrics:
- job_name: 'mgr-clients'
uyuni_sd_configs:
- server: "http://server.url"

username: "admin"
password: "admin"

relabel_configs:

source_labels: [__meta_uyuni_exporter]
target_label: exporter

source_labels: [__address__]

replacement: "No group"

target_label: groups

source_labels: [__meta_uyuni_groups]

regex: (.+)

target_label: groups

source_labels: [__meta_uyuni_minion_hostname]
target_label: hostname

source_labels: [__meta_uyuni_primary_fqdn]
regex: (.+)

target_label: hostname
source_labels: [hostname,
regex: (.*);.*:(.%)
replacement: ${1}:${2}
target_label: __address__
source_labels: [__meta_uyuni_metrics_path]
regex: (.+)

target_label: __metrics_path__
source_labels: [__meta_uyuni_proxy_module]
target_label: __param_module
source_labels: [__meta_uyuni_scheme]
target_label: __scheme__

address__]

5. RIFIZEEX o

6. /25 Prometheus RS :

systemctl restart prometheus

$890TT / #174]
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BX Prometheus MEEMAFMESR, BB https://prometheus.io/docs/prometheus/latest/
configuration/configuration/ £ Prometheus B 7 X134,

16.2.2. &3 Grafana

MR ISIEARSS SR Salt B UR, MEETLIER SUSE Manager Web Ul %22 Grafana 8. BN, AL
EERERS R EFN T HHLEZRE .

0 AEILATE SUSE Manager Proxy LfEF Grafana.

i3F2: {EA Web Ul &3 Grafana
1. £ SUSE Manager Web Ul 1, $THEEHHFLE Grafana WRANATTIE, AESMNIIANIET .
2. 1% Grafana X ELIEAEEAR, ARRE [RE]
3. EINERREHFFANE Grafana IEI R,
4. LB ECE Grafanaifyy, WABTER Grafana WEERSHEILE.
5. TEBUREEE S, HafR Prometheus URL FE&FEBMAIETT Prometheus IR S,
6. IRIBEFREBEE XA HECEED,
7. BE [REAR ]
8. RZf8 Highstate HHIAERINTEM.
9. 1% Grafana REERESMNE. THLEF, EAIKO 3000 SAMEILRET Grafana FIARSS2EAI URL (
30 http://example.com:3000) ,

o SUSE Manager ARG 2BERESITRSIEER. BAT P iREESESRHATERY
KiRo ERIUEANKENEPEFEEERNERIR.

212 FEhREE Grafana

1. &% grafana 4
zypper in grafana
2. B Grafana g3

systemctl enable --now grafana-server

3. FENEEET, SMEIRET Grafana BYBRSS 28HY URL, fERI®A 3000 (f514m
http://example.com:3000) .

4. EERTER, BN admin fEAAFREMNO<S,

5 BE[BR]. WRMNIER, BREFIEREELOLTHRT.

6. R RE [ME], AEERENOZ.
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7. WA RO R B PRARER L, BEEXETEIZET.

{0y Configuration

[:] | & Data Sources
A, Users
A Teams
%W Plugins
tit Preferences

o APl Keys

8. B [ BT I
9. BE [ FINKIER | 2B FNPMEHIERYIR.

10. 3% Prometheus #0ER,

11. BSHFETEIEHRI Prometheus BR5328 URL,
12. B [ REFEHE 1.
13. BEANNER, BREHOEEAGTHN [+] BiE, AREE[SN]

14. 3F SUSE Manager RS 288155, EMNEINRR ID: 17569,

15. ¥#F SUSE Manager ®F imtt5s, IENIENERIR ID: 17570,

i

58921 | #174]

2
4.13GB

210.3 GB

L BXBEEARIIFAES, ESN Specialized-guides > Salt,

2. BXRMNMAFNLEMEE Grafana BHFAEER, BB https://grafana.com/

docse
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16.3. it® SUSE Manager 3%

7£ SUSE Manager 4 M1E@haH, EAILILEARSS 28 AFF Prometheus BERBITIRRISITIENR, HAUERR
AL L RRMECE SR,

16.3.1. fr3EBAFKEE

REBEFHSI TR EITIEINRE TS, BRIERAM  SUSE  Manager  WERAH., XEISIFEES
Prometheus S 28i@5d Java N BIEFHMIIRMEAY,

SUSE Manager Server B&ki 7 LU F S H 2846
°* Node SiHi28: golang-github-prometheus-node_exporter, BEE8M  https://github.com/
prometheus/node_exporter,

° PostgreSQL SHi2%: prometheus-postgres_exporter. iHE0 https://github.com/wrouesnel/
postgres_exporter,

° JMX S 2% prometheus-jmx_exporter. BB https://github.com/prometheus/
jmx_exporter,

* Apache SHi8: golang-github-lusitaniae-apache_exporter.  iHEZ&R  https://github.com/
Lusitaniae/apache_exporter,
SUSE Manager Proxy Bl 7 A TS H SRR H 8.
°* Node SHi2E: golang-github-prometheus-node_exporter, BEBM  https://github.com/
prometheus/node_exporter,

* Squid Si88: golang-github-boynux-squid_exporter, iHFZ&I https://github.com/boynux/
squid-exporters

SHBUNHEENRETE SUSE Manager Server 1 Proxy &1, {BEE&Z B systemd FHFIEFRIAEZ A,
di2: BEERKLE
1. 7£ SUSE Manager Web Ul &, SfZIER > ERBEE > KiE,

2. B [ IBRRSS .

3. 25N Tomcat 1 Taskomatic,

N

- AL 9090 $AnE) Prometheus ARS32889 URL (ffl40 http://example.com:9090)

[$)]

- 7£ Prometheus Ul 1, SMEHRZE > BIrHMIA mgr-server PG RS E E B,

o

. WIRIEAEER Web Ul 227 Grafana, N SUSE Manager Server X& iR L2 ERIRE2FFANEBo
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Only server self-health monitoring can be enabled using the Web Ul. Metrics for a
proxy are not automatically collected by Prometheus.

To enable self-health monitoring on a proxy, you need to manually install exporters,
including prometheus-postgres_exporter, and enable them.

7 SUSE Manager fR5528 £ Y& LA T HE X6 TR

F&ig 5. IRSSEGHEEE (501 80)

fatn 3] LB

uyuni_all_systems &R FBERSGH
uyuni_virtual_systems HEE EINRSGH
uyuni_inactive_systems &  IFEIRSH
uyuni_outdated_systems TER LTRTINRGFENRSAEH

1% 6. PostgreSQL Si2% (IO 9187)

fatn 3] HiEA
pg_stat_database_tup_fetched ITHEE EIEREEITH
pg_stat_database_tup_inserted THEE EEEARITH
pg_stat_database_tup_updated ITHEE EEEWRIITH
pg_stat_database_tup_deleted e EEMIERAYITER
mgr_serveractions_completed 288 TTARVIRIEE
mgr_serveractions_failed EE  KMANRIER
mgr_serveractions_picked_up ITER  IGEAVIRIEH
mgr_serveractions_queued &2 HEPARVIR(EER
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KK 7. IMX FH3E (Tomcat iz 5556. Taskomatic ik 5557)

fatn xKE iBA
java_lang_Threading_ThreadCount TTE8 AR

java_lang_Memory_HeapMemoryUsage_use itE28  UpifREFEERAE
d

1% 8. lRS52RHBPAYI (im0 80)

fatn - 3] L]
message_queue_thread_pool_threads THEEE BRI RIERYE BT A2

message_queue_thread_pool_threads_activ it=28  HEITERESHE S ATILIZE
e

message_queue_thread_pool_task_count  it#k28 EIBRIAIHRRHESE

message_queue_thread_pool_completed_ta it%2k88  EIERIHIESEREIESEK
sk_count

% 9. salt A% (&R0 80)

fetR 34 iEA

salt_queue_thread_pool_size ItE28 1 Salt PAFIBIZHLLIZEL
salt_queue_thread_pool_active_thread it2328 FMBATIHFI T EIRESH Salt &F2EK
s

salt_queue_thread_pool_task_total g ET BT ERRES K
salt_queue_thread_pool_completed_ta it#i22 T BATIESEMBES K

sk_total

8 salt_queue EEE—1E 7 queue BEHNITIHS BITRE,

&M 10. Taskomatic BIERHHERF (i%O 9800)

fetn 3] il
taskomatic_scheduler_threads it#gs BTN EIENBERHIREFRLIER
taskomatic_scheduler_threads_active 2R  HA T ESRSHEERHIEFR LI

taskomatic_scheduler_completed_task_cou it#288 ZIE#IALLERMNESE
nt
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16.3.2. TiERERSK

AILUEAARTE Salt EFin ELEMEIE Prometheus 18RS HE8. XERGERTLUM SUSE Manager EF
s T E@iEIR1E, FHARLIERETE SUSE Manager Web Ul /S BFIECE,

AIRXLEGHBELRETERS L
°* Node £Hig8: golang-github-prometheus-node_exporter, #EW  https://github.com/
prometheus/node_exporter,

* PostgreSQL SiH23: prometheus-postgres_exporter, &SN https://github.com/wrouesnel/
postgres_exporter,

* Apache SHi2: golang-github-lusitaniae-apache_exporter.  iEZ&I  https://github.com/
Lusitaniae/apache_exporter,

o 7E SLE Micro £, F&EFEA Node Exporter #1 Blackbox Exporter,

REHRESHEBRE, EOUFAEER Prometheus MZIIERFEEIT. INREEMHER Web Ul BET
1TARSS 28, M= BEUREEIER.
i312: EE iR LAE Prometheus S8

1. 72 SUSE Manager Web Ul /1, {THZEENZFIHINATIIE, HSMEIATETF,.

2. 1%9 Prometheus SHB AN N BRBAEIEE,

3. BE [RE ]

4. SMEIAR > Prometheus SH2ETT£,

5. EBRERANSEHBHEREZEEEEX S, MIFEIESESALMIKOS (:9100) 5T nlfETRYM
it (example:9100),

6. B [REAR ]

7. RZF8 Highstate,

[ ) ERIARGARERIEAN, RENAENAFE N RSERNRE—MECERR,
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BEXEEARIFHARER, 152U Specialized-guides > Salt.
16.3.3. Ep Grafana 0%
EEN Grafana %, 51X Grafana S FFHRAYF B2 E:

* https://grafana.com/docs/grafana/latest/administration/user-management/user-
preferences/#change-your-grafana-password

WMREIBT Grafana BIEAOS, AIUFEAUTHSBEEZEN root:

grafana-cli --configOverrides cfg:default.paths.data=/var/lib/grafana --homepath
/usr/share/grafana admin reset-admin-password <¥O0<>

16.4. R&ZIA5R

Prometheus ERNEWHIIZEIENR, FILARSZ[BHIEER ST BIER P IREI TCP &%, Prometheus ZRiA
R TIRO:

* Node Ft2§: 9100
° PostgreSQL SiHi#8: 9187

* Apache &ii28: 9117

te5h, MRERZHEIETT Prometheus MWR—AENLEBTERERES, WEREEFREENLITFiRD
9093,

WNFREERRKA ENZEFLR, AJLORRRARRNRORNZEIENRSERSSFHL 2L,

HE, IUESHBNAMMESIE  Prometheus I, HEEEKS, XiF, FETRSBIMEEM A
Prometheus SCHIFRHTERES . SIREMERILTS R, RFEFTH Prometheus APl iz (9090) BIFT,

BXx  Prometheus BXEHIFMMER, EBW  https:;//prometheus.io/docs/prometheus/latest/
federation/s

& A L@ LZ I R K 555K, PushProx ETESENKRENRIGFESRIENEFE, FA1F
Prometheus BEMLEIRL (a0 NAT) I1F

BX PushProx i 2, 1HE M https://github.com/RobustPerception/PushProx.

16.4.1. RFANEIZE

Prometheus fEFAIEXNGIHREETR, EIEARSSB[BOMEEB SR HIEEF s LS M SHERET TCP &, A
TEWAMEEE, AASHEERARANRE, UEERNRO LATFRERET.

212 REFARMBIEDN Prometheus SHi23
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1. 72 SUSE Manager Web Ul #, TRAZEITNAGNATTIE, HESMEIARIEDR,
2. ¥%&H Prometheus SHBERELUBASHBLN, AERE [RE]

3. EINERR 2P SME Prometheus SHEZIETF,

4. EHEARRKIEED, HFRABRNRENREROS, £/509999

5 RIBREBEXHMS HEE,

6. BE [REFEAR ]

7. RIF3 Highstate FHHIAERINTEM.

BXEEARFMESR, 1520 Specialized-guides > Salt,

16.5. &£

Prometheus AR5528%01 Prometheus Node F[H#FREABVFIATER TLS MEMSMHIIERFEF G
o SUSE Manager Web Ul &6 T FRIEMEXAHNEE, TLS IEHHHHAFRMEMEZE, 72 SUSE Manager
PRI AU TR LEE:

* Node Fiigs: TLS MITMETZEFIRIEBHS K IIE

* Prometheus: TLS MZMERSHISIE

BXEEFME R AZTAFAES, B2 Specialized-guides > Salt,

16.5.1. X TLS i H

ARAINESR T, SUSE Manager MRMEMATFRIPEITERENIER. NTRMREMN, ERIUERHSNERE
XAk, SEERERIERIHME=FIERMAHME (CA) ERHVIEF.

AEHBRUEI AR SUSE Manager CA B E & A Prometheus #1 Node S 288 =5 IR4E MR F ik RS 23IE
Ho

IIE: SIEBIRSES/FFP iR TLS iEH

1. 7£ SUSE Manager Server FM@<1RRAT FE{TUAT@H<:

rhn-ss1l-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="minion.example.com" --set-cname="minion.example.com" --no-rpm

itk set-cname SEEEH Salt FFRIHMTLEREEE (FQDN), MNREFEEBZ 5B, ALIZRER set-
cname £#{,

2. ¥ server.crt #l server.key XHEHIZE Salt ZiTiH, H/9 prometheus B RHIEZENAENIR,
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Chapter 17. 442
(AL T EE SUSE Manager FREYA F iR PR ATF AT PR,

MNFRZSHIFEMS, —MHRAEEER. BR, REFNIMRAIRFES MR EAUNE RSN
B EHAER SRR HER,

SUERARE, FAIUSIZAPHBHEIBKEIAR, AR, AIUEAREHIERIIR, XERPREIARGR ATk
P e Sy Ll

R AR AR E BRIt 5%, BiF PAM MBELAER, EXBMRIEFEAEE, B3R
Administration > Auth-methods.,

o B mLL SUSE Manager BI2 RS HE R BECIZMEIRAR,

SIE: SUERRALR
1. £ SUSE Manager Web Ul A, SMEIEIR  ALR, AEEE [ IERASR 1.
2. TERIBALIHEEFIET LU T FE:
O EAABHFED, BARALNEH, ZATHKENR 3 B 128 MFHF,

© HEEANERETERT, PAERTALEERANERE, VAR HNEERKF, BT
ERIANEELRK, (BEIRERANERIKF) BEREFAR,

© EEBEFANOSTES, BAMALBEERNOS. EWAOSFRIERBAZOSURIA. 0%
BERASFRTAHNFERET.

O ERFHRMETERT, BANALSEIERAB TR,
© HBFTRHEZE—MIE, ARRARAREERNET,
© EMEFET, BARASAEERNER,

3. g [ QIERAA ]

17.1. ERAR

7£ SUSE Manager Web Ul 1, SHZIERE > AATTEFTHAERNIIR, BEXNMALNBTAINEH#ITE
#,

B AR, AILUSIRMERANET-RREFARNAL . EE. EETRS.

o AAONERESIEREIE, EEBEALR, ERFRUEEENNALNEHREERENE
Fo
17.1.1. A48 AR

SMEAFPETRAEESHRAXBKNFIERPNYIRREAR, BSERTMTBEARISKIIAPXE, AJEHF
AN, ECREmIFRAE A
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17.1.2. Z{EEALR

SMEEEET RN ERFRREEEAR. FEARAZERIEEAMLEMEERZERNS, XFEHAUER
EIRRLR Z BIIRE P i

17.1.3. FeE4HAR
SMEIEE RN UERARNRE, XEIEEREFERESMER SCAP X,
BXAREENFMES, 1520 Administration > Content-staging,

B X OpenSCAP HYIFA(E 2, 17EZ I Reference > Audit,

17.2. EEBUE

SMERFTET I UEBARPAEREFHDN Salt KE. EARSATUEX2RL2HRN, HEFLHEE
SAPRINEIFEEF .

BX Salt RERIFAES, ES Specialized-guides > Salt,

17.2.1. BB Ei@E

A LLERBEENMAL TN AL ESE, A UE SUSE Manager Web Ul FESMEIERE » BiER OIS B
8, R SUSE Manager Web Ul B2 &i@i8 M A T E894EL,
B2 BiiE®ENATHR

1. 72 SUSE Manager Web Ul /1, SZEIET > HBVAR > BLEBIE,

2. ERBRYERE TSRS,

3. PENANBE, ARRE [REEN]. XSRKEARFIHRER, EFaBHNATREE,

4. BE[MA] UNAEN. MBENSRHRERNATFHARPNREEFmRIES
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Chapter 18. # T EIE

FEAEEXNT EENZ T

18.1. EkE%T

EHRNEREERNNTE, 2T EEMER THRSFERNAERR (ERet. REMSE) , ™
EXMERARBISMILIRF HR, MREMXMER GFEFER) , HNEBESLEHAT, LIIEAEES
2N EEHBRE, BEBURTZHNESEEIRERRIZ.

SUSE 5INT —MEABWKREIF T ROFHE (2021), AJLOBRLILEATREZIKRTIZENBKE (MFERRE
HRE) FEKREBTEX LT,

o MRENTHENRESEEIZRERN retracted, MSWETZANT . MIREPREEBETE
WERYAN T, MSURERZAR .

FTEEES  SUSE Manager MIRLLREFEEBWEIRAWTHEMAGE,. REBRERGEHE—TSEEER
zypper install FHEERTIBAR G BRASKFohRE. F90:

zypper install vim-8.0.1568-5.14.1

SUSE Manager Web Ul Ffy ® BT 74 T RG-S EWREIRS. Flii, EF:

EL /RN LIS
BHRAN T RIFIR

° &
° &

WERIREFE RS LR THRGEH, @ BfftESETEZARNEREREFETIRF, SUSE Manager iz
HERRULSEAN T IR BB 5.

18.1.1. @& 5 pE

EARENBER, KIUNERGEENBEWEIRICRESEER RS,

BHENEEERERALRPN, WamEEEWNT,

LY ERENEEFR4 T F B SUSE Manager B @& (0, @3 &iEfEll) BY, retracted BMHEFS
BREIRENAT, FEITRREEENEPIREFIZENE. B ZEMEREIRENEE, BFERAUTA
EZ—

* #TET (Rt B> RENEE > #T > FAP) . EARLIREEREREEETHTHNEESHRGEE
R

c RB4MAMEIE, EXNTEMAREE L T RENBENFHAES, HER Client-
configuration » Channels,
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18.1.2. # TH=E

SIEEALRPIR S MENEBE R ERAER, #TASRESZR, METEEREZEEE, Eit, S5&
EDRERA T (AT RPN EERINABTERBRER) , ERZRENTHNREEEHSE
BT,

il

1. BREERITABTEMAREEDE: prjl f prj2

2. XFANEEE 2 MAE: dev 7 test

3. XRAN I EEE—MRE NREER TN EEE

4. kRPHAFERE (SHONRENEE) SHEEBENRITKSE—K

5. R EIREE IR DT, RiEERItH T RS 2| SUSE Manager

6. IMBEHEARZXHTN, AANEIVERNEHHT RIERE, MAREZEERZAT.

7. BERSHT (WEXKIIIEFNET—, HEXNEANREEEROER—MERMNTEDSIEE) &
, AF#HTHENERER, FREREN@EEH LIz T EURE,
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Chapter 19. £ SUSE Manager H{&ER PTF

SUSE ABERIFRIFMERRAL FRMEEXMATANIRIMEE, XE PTF (EFIRIMEE) MELUEEFE
AR iR, & R7E SUSE Manager A,

19.1. TH# PTF ¥ {482

PTF Rt EESREBREERE, @27 ptf-xxxxxx. EHH xxxxxx B EEHNRSHIMNID, MARDS,
VAT EM S S EHIEIERN I B IEMARDS, X6

o ROJgeRINRE (BN zypper EMARBNLEEN])

TRIGERIMERR (BIEFMRGEREATSER PTF R4, BRIEAFE zypper s<1T LIRS RE R
)

XS EHE BIMARAFIARRZ PTF Z BiFRARRAVES E 15 -EBY S5,

REERKLERERHENER (BMENR, WRRHFDRSTIRHEE, % PTF XSBRAS LB
LRAVABLIMEE) o

M ERYIER ID K SUSE STHHIPAERITIFEMAEERM, RNESREEXNANE/ ERMRT
MR 55 B35 B

19.2. B PTF (&

o PTF B BEmNZET SLE 12 Al SLE 15 WAL LR HMRARIZIERAE T IREL
Ihee, FELRERSEMNAITIE,
312 ERNGSITRBMEYL PTF (#1728
1. 7E124I& L mgr-sync refresh,

2. BN mgr-sync list channel, ZAEEHRLUEN SCC KA RMALEZITEE ptfs B9@EE, Fli0
al123456-sles-15.3-ptfs-x86_64,

3. {3 mgr-sync add channel <i5%> B 1% PTF @&,
@ EMEFEREER, FoRNEEREREMEENS RS,
TEERRTE PTF Y8, ANEEMRANEIFA2B60#ER, SUSE BF ZRFIAHEHATEER

EREN PTF 4wS. RILUMERZESTE PTF FIRPARIDIZAIERMG B, SUSE Manager Web Ul R ITHER
HZEN PTF NENRAZT— 1 TUERYIHXLE PTF,

i3#2: @i SUSE Manager Web Ul BEHIES PTF (&1
1. £ SUSE Manager Web Ul 1, SMIIEE » REAS > &m, ARZTHXEANEBHA PTF BEENF o

2. BEFEEZRSEEN [ RRrmiidiE 1
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3. BN Z=EBE—TREEND, HRRFIHIZ~miyF e EEE,

4. EREEEYIRF, BRUERN SCC kP BIFFFLBERTFEE ptfs BIIBE, {190 a123456-sles-15.3-
ptfs-x86_64,

5 EAZEERMEANEEEFEES, AFRE [HIA] KHRD.
WAER, BRALELT @A RENERNIAESEE,

g2 REPTFRHE
1. 72 SUSE Manager Web Ul #1, SANZIRS > REATIR, AEEEFEERE PTFNEF ik,
2. SMARS > RF > RIS > RFEBE, ASEE PTFEE.
3. BE[TF—%¥], ARRE [HIA] URIAREEEEN,
4 SMEIRS> B> MEEREELER, BERTETMBERERK.
SMEIRS 0> PTF > REFET+,
6. EEFEEREN PTF 4.
7. B [REPTF], REHEE [HA] UBAREEFIRIHES (PTF)
8. SMEIRS > > ALIEREF PTF RELER,

MR {ER APl 2%t PTF, aJLUEREM system.schedulePackagelnstall AP F1{{IBEX B2 R,

19.3. REPTF |5

—BEHIAMERED PTF REBRIRSHIEEA, ERERNRGEIENEREFEEPNENEREN 2D R ZH
, BWHBHITIRER, UEERRNLEPERPANZIRE B

EATMESBENLENERNN, T2 PTF —NERRALHENFETIKFRY PTF iEfFEH. EHH PTF
R RIERBXR, HRITFERREEHN.

BN EERET R B0 PTF BN B & 2B ERHEIFE T,

19.4. ERR G EREE# RS

MRFBEFRS LHEED PTF HRERGERREMNRE, MITRAEEERAELTASIX B E7
ERHETIRTES, TAERZ PTF 86,

1. 7£ SUSE Manager Web Ul &, SEIRS > RHTIR, AREREERR PTF I K.

2. SRS 4> PTF > FIH/ERFET+,

3. EERBEERRH PTF 86,

4. BE [ XZBRPTF], AREWIAEMEFIGIHESE (PTF) SIE L2 [#A
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S. BEBEELAR, BEMIIRS B BERER.

0 EAFR PTF, RREFFIMAFLLER libzypp M zypper BIRTRARA. 151E1T zypper
--help HIAZ B 28 removeptf, XEHFHBULFZMAE, FIH/EMETRA S ETo

MR ER APl &% PTF, mJLUEREM system.schedulePackageRemove API FIXEER BB FR,

19.5. EE Fin L X IR ENEE* hRE

MREERIEHSEST iR LEEER PTF, WERERSHSS zypper removeptf, FIERMSEZBAR
AR, BAFRESBARTARTA, AIIMRRREREERNE, BERZFTA.

FiES M https://www.suse.com/de-de/support/kb/doc/?id=000020596 T f#sn<1TH%
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spacewalk-report

Chapter 20. £FiRES

SUSE Manager AFRAFEMRESTHRS. XLEREEMTERBITRANRSA. APNAELR, ERRESEELLM
SUSE Manager Web Ul Foili&EEEEHE, LHEEEERZHNALRN,

BATLUERRSITIAR spacewalk-report £FIECERIRS, EREESpecialized-guides > Large-
deploymentsfy3| N\, HWAILERTEBEX RS, AJLUBEREEMAEZF SQL ESMIRST TREEIRS
BIREHEFRIGUR R BN, EXIETRAMNEMIEAES, B RIREHIBENE XX,

20.1. Em spacewalk-report

EAMIRE, ¥R spacewalk-reports 14, £A spacewalk-report <A LALRMEREXREN
SUSE Manager #FHIAE. RSGHMAFP B RIIRS.

o HFSpecialized-guides > Large-deploymentsiy5| )\, spacewalk-report IEZIAS
MIREEEEERUELIE, BXFAEE, 1550 spacewalk-report #1455 20E =,

BILAS X AR B BUE RS -

1. &FiEF: YHFAEEEMEI SUSE Manager IR,
2. 8T FIHFRESEFAMASREXNM T, AR EMURERTFRENTHRFEH T HF.
3. AR JIHEEEMAR UNSHERF XBENME RS,

FIREY CSV AR TURVIRS, BTEMRSS S LA LIRTRT FaTUTa<:

spacewalk-report <IREBFR>

20.2. spacewalk-report *ﬂ?ﬁ%?&*&ﬁ

spacewalk-report FIAE AR ELIRERZIEIE. XEHE, MEMIRSEMIESHMRATEEE
—ENER. FIEIRGSHHRERZ:
o IREWIEAZKIEN, MRBEIRITLRHBIESRKER;

o BEERESHIE, UEIEMA “2E NIMEEEE1H ; DIRNE, XWEKRERSITIED
--multival-on-rows #[I --multival-separator F*EiEB F#ikES, EACSNHTAMERIKINTA;

o EFMEIREHSINTHY mgm_id # synced_date, LFRRHOHEFTHEIRERS2E, UK LEXMNA
R EUREEME SHIETE],

o M7E, FAEH/RIEHH True/False X7~, M =M 1/0 EXRT;
* org_id 5IE H organization BXf{, FEESHALBIFMAREFIRIRGGT,

° “server” —iEBEHRH “system” B, Alt, ZFIME, server_id FIIER S system_id,

BRFEFIRENER, BFBRA ARSI,
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WRXFITHEZCER T [0, B LUERFTHED --legacy-report BB E| 33 A2 443
EEHITHIRIR S,

BXPMRENIFMEE, 1550 Specialized-guides > Large-deployments.

20.3. AT AIRETIER

TRIIE T A ARG

#%1& 11. spacewalk-report 7 55

wE
121F

AER A

BUEEA. @E

AR BB

BUEEA: ARSSER4A

AR NMHE

.

(mf

L/ )

pGi]

.

wE

(a

B

RIEREEHRE

FEX

$81070 | #174]

AR

actions

activation-keys

activation-keys-
channels

activation-keys-
config

activation-keys-
groups

activation-keys-
packages

channel-packages

channels

cloned-channels

config-files

BieA
FRE#(F,

FRERGERH, RHE
KEXHIARF, @iE.
FcE@E. RgAM
e

PREBCEERURS
BMEAXREKAISE
1o

FrEREERURS
BMERXENEE
&,
PRERCEERURS
BMEAXENARR
4,
FRERCEERURE
NEAE BRI
o

BERBIPTAE RS

o]

@

TEBIERIF 4R

PERYIE

o

oF =%

EAFAHR

o o

FREARNFREEE
XPHET, BFEXH
RBEMXHES.

ERIRSEIERE AFER
= id SIMER S
action_id

iy

o

iy

o

iy

all

i

il

ol
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wE HAABR A eIk S HERE AixER

BB E X4 config-files-latest FRIEHELANRIAARE T
XHET, SEXH
ABMXHES.
B XGEE custom-channels R EHARABENFE = id ZIIER 7
BERIBE TR, channel_id
BEXEER custom-info BEFIHEEXEER, =
WHTEE errata-channels BEPNFAEHNT. =
HTHT errata-list EMEIMEFIHN 2
FrE#T.
R T errata-list-all FrE# T, S
ERATFEFIHAT errata-systems EANAT, URZ =2
EMNFEEEAME
F o
F# Guest host-guests FHH Guest BRgF, =
EENEF i inactive-systems  JEJERNE ik, = RENSHIMER S
threshold,
RFEF inventory EFMEIRSSHBNE & B £FR osad_status
P, IR EFIER Hlo
HEE,
Kickstart fizs kickstart-scripts  Fig Kickstart il &
AT
Kickstart # kickstartable-trees A EABTRZEN. & !
FRE e AR s packages-updates- FRERIFRAVISHIIN =2
all ﬁ:@,mizto
SRR RS packages-updates- AJFAEMEHRGE 2
newest Rz,
IBMR S proxies-overview FrEIE, UKEF =2
MESMIENEF
o
EERE repositories FREMEEENREXE &
B9 SSL 475, BAKER
BidiEas.
SCAP £ scap-scan OpenSCAP sccdf iF 2
fHER,
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wE

SCAP 4%

Ryt

RYuERY

RGN B

R
RYTAR SRR R

RSATHRER

AP

ALiER: &4

[AsEiER: @iE

AR

[AsEieR:

RF

fAseiesk: Ehix

[FsEigs: Kickstart

FeieR: R4

[ALIEH: SCAP
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HAABR

scap-scan-results

splice-export

system-currency

system-extra-
packages

system-groups

system-groups-
keys

system-groups-
systems

system-groups-
users

system-history

system-history-
channels

system-history-
configuration

system-history-
entitlements

system-history-
errata

system-history-
kickstart

system-history-
packages

system-history-
scap

WiEA

OpenSCAP sccdf 3F
HER, RATEN
Bzlo

Splice &ERFIENE
s R,

BN EEMEF K
IR T #o

FrEERE LERE
8. TTEME P IRT
152 B 88 £ FR BYFRT
BB,

R54H,
RYARBUE R,

RYAPRE P i

RGBT EIRE
PRV F o

BINERIRNEMND
F£iERo.

WBEEMHEIER.

FEEMHHEIER.

RSN EHHEIR
Fo

ENREHHEIER.

Kickstart EHE
2R,

R EEMREIR
Fo

OpenSCAP E4H
$FiERo

eIk S HERE

=
=

ol

iy

il

il

o

=

=
=

=
=

=
=

=
=

all

il

i

i
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AiEER

BERR
created_date %,

B £k
created_date %/,

[EFN
created_date %/,

B

created_date %,

B

created_date %/,



wE

MD5 IF$

LRI

RGECEXM

RBR

MD5 FBF

BENRR

HAABR

system-md5-
certificates

system-packages-

installed

system-profiles

users

users-md>5

users-systems

WiEA

FrEER®H MD5
RISFAIEPMEE
MEFiH.

B % LRI
o

FrE B EMEIARSS 28
NEF, UK
MIRHEAER

FrE B ZEI SUSE
Manager BIFF,

FrE AR fER
MD5 EM&EHA<HY
FE B P R E AT
At

BMAPAEENT
F o

MFRENMRERIFEES, 151517 spacewalk-report F5E LN
B EIRE R FERARATTIR,

fE R & SHERE RFER

£

=

ZI:I:

= Bk
organization_id
Hlo

= [RESES
organization_id
Hlo

= mFNS
organization_id
Hlo

--info Y --list-fields-info FIREZ . X&

EXEFERMETNESER, 155 spacewalk-report(8) FM 1L spacewalk-report 55<H --help

2o
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Chapter21. &%
21.1. IR ERTFEF IR EIFIRISIERIIEAL

TeELXLNMKEES, EEFEREEN Salt TRREEFENTRE, BigENT P BRI TITHNE
IE, 1B7E [etc/salt/minion B E XN TIFIHVIES, EMES T EE:

Hi2: BEEENIESGRINEIE P s

1 EEITHANHSRTF T, Ll root SAEEALIT i <EKX master.pub 154
salt-key -F master

EEFIHITIF [etc/salt/minion EEE X, BUHIR TE—1THEANTITHNEN BB TEN TGS
) -

master_finger: 'ba:30:65:23:d6:9e:20:4f:d8:b2:f3:37:d4:65:11:13"
2. ER5f salt-minion BRSS
# systemctl restart salt-minion

BEXMEBFIGEEERE2MNESR, BFER https://docs.saltproject.io/en/latest/ref/configuration/
minion.htmls

21.2. AfEFERERIBIEER

BE— M EEN GPG B N EEETRIEE S,

g12: ERBEEX GPG #
1. Ll root F3F S1A1EF gpg SRR

gpg --full-generate-key

2. IRIEIRTRIASE RSA fEAZEREAREY, BAMEEN 2048 fii, HABAXZELNRMBAE. KERBHEN
AT, ARENy LA

3. IRERTBAZSZEARKNZFMEFER it RFE, EERILURITERUAREBDIRAZZ A,
NRENAFBMIREREFE, BEN 0 LA

4. IRIERTAMNETO L UFRIPERNER.
5. ZEIAN BohARINE SRR SRR, AILOEIYIH R AR PR ERHITIE!

gpg --list-keys
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6. EXALRIERRTITH [etc/rhn/signing.conf ELEXHHFMTE—TAZR, BRHEHFNOSHMEZX
&

GPGPASS="password"

BXWMELAT GPG %4H, 72 Administration > Troubleshooting,
Al LAEEp 4T {ER mgr-sign-metadata-ctl iy SR EBTHIER 2,

dig: BRATHRIEES
| ERBAEFMEERNERNEITAT. TGERRFIL PN ARER:

gpg --keyid-format short --list-keys

pub  rsa4096/3E7BFEQA 2019-04-02 [SC] [expires: 2029-04-01]
A43F9EC645ED838ED3014B035CFA51BF3E7BFEQA

uid [ultimate] SUSE Manager

sub  rsa4096/118DE7FF 2019-04-02 [E] [expires: 2029-04-01]

2. £/ mgr-sign-metadata-ctl S B ATHIEE R

mgr-sign-metadata-ctl enable 3E7BFEQA
OK. Found key 3E7BFE@A in keyring.
DONE. Set key 3E7BFEQ@A in /etc/rhn/signing.conf.
DONE. Enabled metadata signing in /etc/rhn/rhn.conf.
DONE. Exported key 3E7BFEQA to /srv/susemanager/salt/gpg/mgr-keyring.gpg.
DONE. Exported key 3E7BFEQA to /var/spacewalk/gpg/<KEY_NAME>.key.
NOTE. For the changes to become effective run:
mgr-sign-metadata-ctl regen-metadata

3. JUERU TSN E LN ER S IER:
mgr-sign-metadata-ctl check-config

4. ERMIRSHELRTEIEE RN BB
mgr-sign-metadata-ctl regen-metadata

ERILAER mgr-sign-metadata-ctl aa$HITHEMES. A mgr-sign-metadata-ctl --help AIEFTET|
o

EEETHIEEREE/ET. BAG, BNRSHE LNFAERIMEERRIZET.
MFTE &P S ZE I GPC BAA RERENEHM R,

5

BE, ERIRSES

2i2. EEPiR ESAN GPG &$A

1. ¥ GPG ZAREBREF FIRANIZER T Salt K.
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2. f#H SUSE Manager Web Ul [ZF Highstate,

BX GPGC ZRABHEMIFMAIES, 1S Administration > Troubleshooting.

21.3. JRIGIRRHFE

MREEAMER SHRME, ELTERREFTERERAFEATRNES, FILTE SUSE Manager Server
ESREIRAR L

o BIERR G E RS HEAREM A T8,
218 JRGEIGE
1. ¥TFF Jetc/rhn/rhn.conf EEE X G H RN TE—1THS :
server.sync_source_packages = 1

2. ER5h Spacewalk BRSS LA FHEEEL:

spacewalk-service restart

Bai, REENFTEEEFEEE2RERRBILIEE. TAEFEENERENETE.

AoEltTheela, FRHESTE NAEFEERTFEESRE SUSE Manager Web Ul FR, B 1R Z#EREE
HOR, AILAEIEM Web Ul T, FTERERA Web Ul TE5 A in ERERIRTEL

21.4. f£MF OpenSCAP R R ARE

SUSE Manager f&f3 OpenSCAP REITE i, EATENEATARTHIEMEREAEEARER,

21.4.1. XF SCAP

Z2AB BN (SCAP) BIRIBHXMAITEHN—ESESM I ERFIE. ERHEEERINESRAH
FBT (NIST) 4PN —RFIFSE, BTF4RELRASNRSZT 2%,

HIE SCAP NEMRRMH—MIRENKS EREFRAREY, HEFEANIRAESRELXMNEWRERTEHE
Ko FALSEARYE NIST B SCAP R EHER#ITIZR, DIRE—HEREENEBITITERE. BXFHAER, B
n:

* https://csrc.nist.gov/projects/security-content-automation-protocol

* https://www.open-scap.org/features/standards/

* https://ncp.nist.gov/repository?scap

SUSE Manager f#F OpenSCAP k523 SCAP #1358, OpenSCAP 22— NIRRT BEEFBEHHAREI (XCCDF)
WEITTH, XCCOF BRABEABTNEXLZEBFENITEAR. EEEETHMIE, Flu@ATams
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(CPE). BAECEME (CCE) RAMRRAMITMIES (OVAL), LIEIE SCAP FRiARI. AJH SCAP IIEERI™
mbIERE R,

OpenSCAP £/ SUSE &2 FIAEMBAEFRIIEA T BEFE. OpenSCAP EAETFARENNERIFNI R

BRAALLHBERE, HUERARSHFEEZARNTR, X  SUSE L2HMEFEHAEER, EEL
https://www.suse.com/support/securitys

21.4.2. A E PR SCAP HisT &
EFBZE, EEARTFImARSH SCAP Hif M E&.

(5 ) OpenSCAP EiH7E(EF SSH BER7534H) Salt B iR ERET A,

o HEE P inf] RS HFERIERE P IR RERNEFMITERET. XT Red Hat EF R, 5
RENEAENEF K EEDH 2 GB BJAH RAM,

WNFELRZF iR Salt A, FEHIRZAIRSE OpenSCAP 13 ZFH SCAP 2158 (WD) NHE.
RIBIRERS, RENHEEAQSTEERRERRFR, BEABETE SUSE Manager &R iH TAH,

TRIBEEFIRIRERATIH T ARNREE:

RH& 12. OpenSCAP {4t

1RERG HAiEiEF nE

SLES openscap-utils scap-security-guide
openSUSE openscap-utils scap-security-guide

RHEL openscap-utils scap-security-guide-redhat
CentOS openscap-utils scap-security-guide-redhat
Oracle Linux openscap-utils scap-security-guide-redhat
Ubuntu libopenscap8 scap-security-guide-ubuntu
Debian libopenscap8 scap-security-guide-debian

RHEL 7 FIEBRFIRMT — scap-security-guide B8, HEHESEIHNMNRNE. BiVEFER SUSE
Manager & i T2 H scap-security-guide-redhat 2i {4,

SUSE AREH openscap EEENXHIEMT scap-security-guide {48, EHFIARASHY
scap-security-guide 1, SUSE Z#FUTFECE X4

e J&FTF SUSE Linux Enterprise Server 12 #1 15 #J DISA STIG BR & XX 1
o e JEATF SUSE Linux Enterprise Server 12 #1 15 # ANSSI-BP-028 EZ& XX

* J&MTF SUSE Linux Enterprise Server 12 #1 15 B PCI-DSS B2 & XX 14
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iERTF SUSE Linux Enterprise Server 15 f4 HIPAA B2 & XX 14

i&EFF SUSE Linux Enterprise Server 12 #1 15 B9 CIS B2 & >4

381k SUSE Linux Enterprise Server for SAP Applications 15 F9AH =&

SUSE Linux Enterprise 15 I AB =3k

SLE 12 #1 15 iR RS R 2 MR E XX

LA RF BB EMECE X R X R, SUSE ANEREES 3.
XT3k SUSE #2FR%:, BSNECEXHFRTXIEM, SUSE RNERME73ZH.

21.4.3. OpenSCAP AN

OpenSCAP £ SCAP RAHRESGAFM, XERNEXHZIRIE XCCOF 8¢ OVAL tRESIERN. RT

SCAP  Z2iEEZI, EEAIUTHAANABTXAHHRBEERNEHATEEN . ATARMAABTXHFRIREZE

SCAP Z215MmN M E. E, MREFAK XCCDF 5t OVAL 19iE, AILIEIEE2HRE XM
BNEWEERERKEIZECH SCAP RBEX M, MRECIZHERECHEEXAR
X, BEBANK, MRENRFERERBEXABTXMIRS, SUSE AIEERZNE
Rtz

BIEATXY MG, FEREXHEREIE R UGB EMEMG—, ERYIEEMERAEEIRT
, EGEA Salt (flgn salt-cp 8§ Salt S HARZ52:) EMLE L@ ftp 3 scp FHIZX 4

BITENEIB— N B LUSAAE X492 R EERA SUSE Manager BEMNE P, IS4 ESEHWEM
TREBURERETEN, BXiFAEE, 1551 Administration > Custom-channels,

21.4.4. &k OpenSCAP BB X%+

TEIRIERGIRMETRER OpenSCAP ABNHMEEX . —MABNHAIUBEZMEEX .
FET RPM MIRMERF L, AR TH<SHER A SCAP XHM{IE:
rpm -ql <ERHH SCAP ZLIsmEaRZR>
TEETF DEB MURERZ L, SIEAUTaHSHER A SCAP XHFHIE:
dpkg -L <RHH SCAP RLIEREREEZT>
HET —MISEERE SCAP AANHIE, FIHEF ih LRI AR EX 4!

oscap info /usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xml
Document type: Source Data Stream
Imported: 2021-03-24T18:14:45

Stream: scap_org.open-scap_datastream_from_xccdf_ssg-slel15-xccdf-1.2.xml
Generated: (null)
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https://docs.saltproject.io/en/latest/ref/cli/salt-cp.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html

Version: 1.2
Checklists:
Ref-Id: scap_org.open-scap_cref_ssg-slel5-xccdf-1.2.xml
Status: draft
Generated: 2021-03-24
Resolved: true
Profiles:
Title: CIS SUSE Linux Enterprise 15 Benchmark
Id: xccdf_org.ssgproject.content_profile_cis
Title: Standard System Security Profile for SUSE Linux Enterprise
15
Id: xccdf_org.ssgproject.content_profile_standard
Title: DISA STIG for SUSE Linux Enterprise 15
Id: xccdf_org.ssgproject.content_profile_stig
Referenced check files:
ssg-sle15-oval.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-slel15-ocil.xml
system: http://scap.nist.gov/schema/ocil/2

https://ftp.suse.com/pub/projects/security/oval/suse.linux.enterprise.15.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5

Checks:

Ref-Id: scap_org.open-scap_cref_ssg-slel5-oval.xml

Ref-Id: scap_org.open-scap_cref_ssg-slel5-ocil.xml

Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-oval.xml
Dictionaries:

Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-dictionary.xml

B FRFRITHEN X HREMEENX .

21.4.5. ITEHEIHAE
REFFHABTXMHE, TLUAITEITEM. AILIER SUSE Manager Web Ul it &R ERiHAE, EAILUER
SUSE Manager API SRZLHEE #i1H#,
i3FE: M Web UIZ1TEHITHAE
1. 72 SUSE Manager Web Ul #, SMZIRE > RATIR, AEEERERENEF iR,
2. FRORSMEIEITHET R B RHFED+,
3. 7£ XCCDF MXH4MBR R FEP, WABEEFin LEMM SCAP IRIRFEE XIS, Flan:

8% /usr/bin/oscap xccdf eval
178 E: --profile xcedf_org.ssgproject.content_profile_stig
XCCDF SZ#4HIER1E: /usr/share/xml/scap/ssg/content/ssg-slel15-ds-1.2.xml

t’ WNREA --fetch-remote-resources &%, BHFEKRE RAM, ItIh, AIEEIRFHILIN
file_recv_max_size HI{&,

4. AERBER P mET T —RXZHNRES AT,

o XCCDF ABXHERERL LIZTZRISEINIE, IRABTXHESTRSEH, Wi
Bk
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i312: M APIEITEITHIM

1. R ZAE, IBHAERENE PG 2 %% Python 1 XML-RPC [,

2. RN AN E— N4, BT @ system.scap.scheduleXccdfScan ZHER 1, Fla0:
#!/usr/bin/python3
import xmlrpc.client
client = xmlrpc.client.ServerProxy('https://server.example.com/rpc/api')
key = client.auth.login('username', 'password')
client.system.scap.scheduleXcedfScan(key, <1000010001>,

'<path_to_xccdf_file.xml>',

"--profile <profile_name>")
client.auth.logout(session_key)

I RAFIF: * <1000010001> 2F % ID (sid), * <path_to_xccdf_file.xml> B EMEF ix LHWRANX
HAIBRIERTR, B30, /usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xml, * <profile_name> 2
oscap S BIMIINSEL, %0, {F united_states_government_configuration_baseline (USGCB),

3. EHPRAF T, MEBHBNEFP RS TIZMZA,

21.4.6. AMER

BXEETHAENE BB E/RTE SUSE Manager Web Ul 1, SfZIH#Hit > OpenSCAP > R EELER
R AXRUILRPVEIRRIFAES, B5SN Reference > Audit.

NHREHEXDENFAEE, FEEFF W EEAENIRE, 7 SUSE Manager Web Ul #, SiZIEHE>

HAHBEEPIRFAERAR. SMEIREETF, HiEFBERIFA SCAP X L&E, EAMkE, SRk
HGIIMNER— T EEWINEEN HTML X, ERP2 BRI TFRAMNT:

FLER: xcedf-report.html xcedf-results.xml scap-yast2sec-oval.xml.result.xml
EMBLITIRERRARER, 151EFH spacewalk-report 55 <!

spacewalk-report system-history-scap
spacewalk-report scap-scan
spacewalk-report scap-scan-results

A LAfER SUSE Manager API @53 system.scap 20 EREFREFLE R,

21.4.7. 188

18[E SCAP L 2ism I B RR M 7125 Bash filZ<# Ansible BlZx, LIsgLEFin&RLt. fla0:

5% 6. bash fiZs

/usr/share/scap-security-quide/bash/sle15-script-cis.sh
/usr/share/scap-security-quide/bash/sle15-script-standard.sh
/usr/share/scap-security-guide/bash/sle15-script-stig.sh
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5% 7. Ansible Elzs

/usr/share/scap-security-quide/ansible/sle15-playbook-cis.yml
/usr/share/scap-security-quide/ansible/sle15-playbook-standard.yml
/usr/share/scap-security-quide/ansible/sle15-playbook-stig.yml

AEBPIRAZTEA Ansible 5, aIUERIZIZESHR <L Ansible IB1TX LIz F B S,

{£MA Bash HASE1TIEE

EFMEBEMAK LRE scap-security-guide B4, BXIFMESR, FE Administration > Ansible-
setup-control-node,

BTFEMRMERANLITEHNRGE. BEMMAEHARR, (25 Bash MIZTR 0] —15h 5 7R Al,

EEI AL L8 Bash HIA{ERZIEG BT
RS LR Bash BIA{EAIRZSR BT

L &40 BRI -RERERKsl. AEEHAT  IZEHGLHHES 1 Bash filA, Fii0:

#!/bin/bash
chmod +x -R /usr/share/scap-security-quide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

2. B [ BEERHEL

o X R AE TSP RTEGNRATEES, 25 Bash ATl —H5H TR
Bl

ES1 25 LERRREKEEIRRIETT Bash iz
—RETEZSNRFE LR Bash FIAENRZGHGTIETT,

1 QIZRGAE, RHRGEH MKRFIEEE SSM hER.
2. TRFKERBHHEM > ZIBHF L THRES — Bash flZs, fign:

#!/bin/bash
chmod +x -R /usr/share/scap-security-qguide/bash
/usr/share/scap-security-quide/bash/sle15-script-stig.sh

3. B [ BEERHEL

{&5 Bash 455
SUSE Linux Enterprise openSUSE f1Z{#

SUSE Linux Enterprise #1 openSUSE Rl Z<#t3E 51,
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nie

scap-security-guide

BiE
e SLE12: SLES12 &3
* SLE15: SLESI15 &R Basesystem &

Bash A&

/usr/share/scap-security-guide/bash/

Bash fiizs

opensuse-script-standard.sh
sle12-script-standard.sh
sle12-script-stig.sh
sle15-script-cis.sh
sle15-script-standard.sh
sle15-script-stig.sh

Red Hat Enterprise Linux #1 CentOS Bash filzs#kiz

Red Hat Enterprise Linux #1 CentOS Rl A %3R5,
o centos7-updates HHJ scap-security-guide X &2 2 Red Hat Enterprise Linux fl7<,

nite

scap-security-guide-redhat

iBiE
* SUSE Manager TR

Bash fHI&sBH

[usr/share/scap-security-guide/bash/

Bash fiizs

centos7-script-pci-dss.sh
centos7-script-standard.sh
centos8-script-pci-dss.sh
centos8-script-standard.sh
fedora-script-ospp.sh
fedora-script-pci-dss.sh
fedora-script-standard.sh
ol7-script-anssi_nt28_enhanced.sh
ol7-script-anssi_nt28_high.sh
ol7-script-anssi_nt28_intermediary.sh
ol7-script-anssi_nt28_minimal.sh
ol7-script-cjis.sh
ol7-script-cui.sh
ol7-script-e8.sh
ol7-script-hipaa.sh
ol7-script-ospp.sh
ol7-script-pci-dss.sh
ol7-script-sap.sh
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ol7-script-standard.sh
ol7-script-stig.sh
018-script-anssi_bp28_enhanced.sh
0l8-script-anssi_bp28_high.sh
018-script-anssi_bp28_intermediary.sh
0l18-script-anssi_bp28_minimal.sh
0l8-script-cjis.sh
0l8-script-cui.sh

0l18-script-e8.sh
0l18-script-hipaa.sh
0l18-script-ospp.sh
0l8-script-pci-dss.sh
018-script-standard.sh
rhel7-script-anssi_nt28_enhanced.sh
rhel7-script-anssi_nt28_high.sh
rhel7-script-anssi_nt28_intermediary.sh
rhel7-script-anssi_nt28_minimal.sh
rhel7-script-C2S.sh
rhel7-script-cis.sh
rhel7-script-cjis.sh
rhel7-script-cui.sh
rhel7-script-e8.sh
rhel7-script-hipaa.sh
rhel7-script-ncp.sh
rhel7-script-ospp.sh
rhel7-script-pci-dss.sh
rhel7-script-rhelh-stig.sh
rhel7-script-rhelh-vpp.sh
rhel7-script-rht-ccp.sh
rhel7-script-standard.sh
rhel7-script-stig_gui.sh
rhel7-script-stig.sh
rhel8-script-anssi_bp28_enhanced.sh
rhel8-script-anssi_bp28_high.sh
rhel8-script-anssi_bp28_intermediary.sh
rhel8-script-anssi_bp28_minimal.sh
rhel8-script-cis.sh
rhel8-script-cjis.sh
rhel8-script-cui.sh
rhel8-script-e8.sh
rhel8-script-hipaa.sh
rhel8-script-ism_o.sh
rhel8-script-ospp.sh
rhel8-script-pci-dss.sh
rhel8-script-rhelh-stig.sh
rhel8-script-rhelh-vpp.sh
rhel8-script-rht-ccp.sh
rhel8-script-standard.sh
rhel8-script-stig_gui.sh
rhel8-script-stig.sh
rhel9-script-pci-dss.sh
rhosp10-script-cui.sh
rhosp10-script-stig.sh
rhosp13-script-stig.sh
rhv4d-script-pci-dss.sh
rhv4-script-rhvh-stig.sh
rhv4-script-rhvh-vpp.sh
sl7-script-pci-dss.sh
sl7-script-standard.sh

Ubuntu Bash flZs#4iE
Ubuntu BiZ<#3E= 11,

8812051 / #1745 21.4. f£F8 OpenSCAP iR &4t % 2 | SUSE Manager 4.3



nie

scap-security-guide-ubuntu

BiE
* SUSE Manager TH
Bash jZxB R

/usr/share/scap-security-guide/

Bash fiizs

ubuntu1804-script-anssi_np_nt28_average.sh
ubuntu1804-script-anssi_np_nt28_high.sh
ubuntu1804-script-anssi_np_nt28_minimal.sh
ubuntu1804-script-anssi_np_nt28_restrictive.sh
ubuntu1804-script-cis.sh
ubuntu1804-script-standard.sh
ubuntu2004-script-standard.sh

Debian Bash BiiZs#kizE
Debian Bl Zs#3E Rl

nite

scap-security-guide-debian

il
® SUSE Manager TH

Bash HI&sBH

/usr/share/scap-security-guide/bash/

Bash fiizs

debian10-script-anssi_np_nt28_average.sh
debian1@-script-anssi_np_nt28_high.sh
debian10-script-anssi_np_nt28_minimal.sh
debian1@-script-anssi_np_nt28_restrictive.sh
debian10-script-standard.sh
debian11-script-anssi_np_nt28_average.sh
debian11-script-anssi_np_nt28_high.sh
debian11-script-anssi_np_nt28_minimal.sh
debian11-script-anssi_np_nt28_restrictive.sh
debian11-script-standard.sh

21.5. #Hit

7£ SUSE Manager #1, ZaJLUBT—RYEIHESRKRERE Fin. Lo ERFin LRERETE RN
RNHEREHT (CVE), BITITIIE, HEM OpenSCAP HESMI%.

£ SUSE Manager Web Ul &, SAiZIEIHAITHEITMES.
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21.5.1. CVE &it
CVE (AHRAMRE) ENAFMBNNRSRANES.
(1] REHAMAN CVE, MUREEF I ERAEN,
81 CVEBE—MRRS. REHAUKESEENTHE, CVERIRSER CVE-YEAR-XXXX 183,

£ SUSE Manager Web Ul /7, SMiZI&it > CVE #Hit UEBME R inME S FH TIRENTIR,

FINBRT, CVE HIEESX 23:00 T, IATRWETTHHT CVE Bt ZRIRIFEIE, UHRRNARTHN
#To

12 . ¥ CVE #iE

1. 7£ SUSE Manager Web Ul /7, SMZIEE » ESHERH, SA51%#EF cve-server-channels-default 572
ZHE,

2. B [ cve-server-channels-bunch ],

3. BE [BRBITRHE] URHES. FRHEST, ARSI T CVE #Eit.

2 R TRE
1. 7£ SUSE Manager Web Ul &, SfnZI#it > CVE &#Hit.
2. BRERE CVE A TIRE, 157E CVE RS FERPHAN CVE 1RIRFT.
3. BEAEEENNTRS, RFEFFRIERSUEERBEHTRE.
4. BE [ WItRSER | OEPMERER, HBE [ FitBR& ] 0EMERE,

BxIETE _ EERA T IRESERBIFHEE, 520 Reference » Audit,

MNFEMRER, 'F—"?iﬂE’iUA%{ﬁﬁ%ﬁ%%%ﬁﬂﬂﬂﬁmbi‘*ﬁﬁﬁ ERRRRRNERS. WRER, HPERY|HE
PEEEANT o SRR LU RSHEIREI R UMOH— D B AL R,

AT LAfEF SUSE Manager API SEIRIGE P imfI#h TIRZS. f#M audit.listSystemsByPatchStatus APl /575, &
XU EFAER, ES (SUSE Manager APl #5/@) o

21.5.2. CVE k&
EPFIHH CVE RKSBEESERM. FEXMH BB, XERESNEURTF SUSE Manager ERAER.
£ SUSE Manager A, LATFENEMA:

BRERAZMN AL
RAEPRENE NN ERARTARMCHRREAEXR AT FAEER A S BIhR S,
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FREERAZMB RS
ER B ESERICARBENEXM T PRREERREERS L,

HHRENTRRHT T EHNRE
RLERRENE NN ERAFR T HETIRCHRRBEX T PR B AIRRZS.

BX#HT
SUSE Manager TEAEXBEH EHATHN T o
BXiEE

B SUSE Manager EIZREE, ZBEHRIEREIRS. BIEKIIAGNREBENRAEE. EHEIR
% LR mEEE, NERRSNE ATRERIIRS BEE,

o HF SUSE Manager RERMEN, CVE HItERERLER R TAIEARER. F, F=
EiEE. FRENHEHAFTEMNARUTRIFRMIREE R,
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Chapter 22. SSL if$

SUSE Manager /8 SSL IEHRIBRE P inEM 2 EFRIARS 23,

FMER SSL JEMEI SUSE Manager Server & F i@t BiEARS SEBRICEE BEEZ S EHRIRS
23, ILIFEFRA SSLIEF.

£ SSL EFHAE, FRIHEREERSFHEBPHENRESSTHEIENT. ERHEETENRERSB[IELTEER
(==

IEBIANE (CA) RRTFHEMIEBERER. FAEIEBLARIEBMANE (CA) B2, REXE, 45
ReEMMnER, HEEFIHAERIItTEE ],

FfE SSL BNIIERESIE B 31T, FRIHRGIEER CA. XERELIES MR IR LLEIR CA.

BRINBY SSL BARIESEEIL SUSE Manager FRBRZEZIEH., EXMIERT, SUSE Manager EERFIE
IEH, #EIR CABEEARSH/IERERE,

S ERERARIE CA, EXMBERT, 1R CARHiE CAER, AEFIE CA JAESHRENHHIE CA
R, MEE—THE CA NRSFIEBER. XMAEIER.

MREEFEVERPFERAFIE CA, WIR CABREERFH L, MRS|/IEBNRETERS2E L. 1 SSLIEF
HAiE], BPIHATEEBIRIOR CA SERSSBEPZEINEANPENERE, EENAREEBHRIFTE Ik
Ho

AILUEE A EE ARSI B R, EIBRRZAE SUSE Manager #, Frama] CA BRIAERREET P iE L,
g, EHAILUTERRSS 288 LR B RS LU EIRBLAT P i, EXMIERT, 7 SSL EFHE, REB[BIRER
SEIEBLUNFERE(E] CA, LB ERERRIARE.

SUSE Manager BAIAERZEHIE CA NERERIET. ATRELEM, B URH—1$E=75 CARAEN
EREEZ, F=F CA RITREURRIEDFEENERER. MITEEHM LIRS WEERE, FRE=
CA AILURBIEBRINISHE, HAREREMMIRP, MRENIEREHE=S CA £E, EAIUEESA
SUSE Manager &%,

AFMS 2 FNA SSLIEBRIAEE:

1. #Nfalf#EA SUSE Manager TERIZBRERIEP
2. $0{a7E SUSE Manager Server 5% Proxy EEEE+

NSRIEBME =G (FIENBEHZINBR PKI) 124, WaETBLIPE 1

° BXRMAIRIZEBREZBIEBIIFAMES, BES Administration > Ssl-certs-selfsigned,

° BXIESNIEBIFMES, 550 Administration > Ssl-certs-imported,
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22.1. BEER SSLiEH

SUSE Manager BUIAERABREZIEH. EXMIERT, IEBHE SUSE Manager GIZMERZ, WHERERMR
EBMEHARFDEENATERTIR. £=5 CABRIRTRE, URFRIPHESHNERERTIR.

° BXE=H CAHFAEE, 155 Administration » Ssl-certs-imported.

° BXMABRIEBIFMAESR, BESM administration:ssl-certs-imported.pdf,
TN BNAEH LR MERETEEHEMIREHERIES.
SSL ZSAMIEBENBMMS HEBB BT ENN T2 RE TR ABITA,

22.1.1. ERQIENEAIRS FIEH
MRENMEE BB FEAREMFBES TN, EELUMAE CA ERFTHIRSBIES.

g2 EMNEBIERSHFIESD
1. 7£ SUSE Manager Server EH@ <SR T, EMEMRSRIED:

rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.com" --set-cname="example.com" --no-rpm

ifafR set-cname SHZEMER SUSE Manager fRS#ERNTLIRETHEZ. NMRFEL 5B, ATUSRER
set-cname £},

FAAZIAMIRSI[ERBIUEER  [root/ssl-build/susemanager/ ™H$kZ|, EXHEA server.key #l
server.crtc ZE—1"BERHBIFBURT S --set-hostname 3EMLE SFERAIENR,

EER  mgr-ssl-cert-setup T EAZIEFMEPBNZEH. BXEFMAEL, BEEMW  administration:ssl-certs-
imported.pdfe

22.1.2. SIERETAY CA EBMARSS B[IEH

o BHIR CA BHE)WD. XEJRERBIFIRS RS TP imZ B EERE. WMRELEXMER,
FEUFENEERAPERISIEFIRHERELE CA.

g2 EMIES

1. 7£ SUSE Manager Server EM@<RRA T, SIHEHERBIFHLE:
mv /root/ssl-build /root/old-ssl-build

2. HERHTRY CAES:
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administration:ssl-certs-imported.pdf#ssl-certs-import-replace
administration:ssl-certs-imported.pdf#ssl-certs-import-replace
administration:ssl-certs-imported.pdf#ssl-certs-import-replace

rhn-ss1-tool --gen-ca --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-common-name="SUSE Manager CA Certificate" \
--set-email="name@example.com"

3. ERHTBYARSS BIET:

rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.top" --set-cname="example.com"

ffafR set-cname SEEEH SUSE Manager fREENTEREEHEZ. MNRBEZ M5B, AUZRER
set-cname &%,

REEFEARENENZM cname AT MIBERRRS EIIET.

22.2. )\ SSL iEH
ETHNBIUEAFEY SUSE Manager REEEZE SSLIEP, MURINAERIMGIES,
EFEZHE, BEREFRCEST:

o —MEBHFANI (CA) SSL RHEH, NREEER CAHE, NFFEHIE CA BAIAT A,
o — SSLARSSBIAEA
° —/ SSLARSSSRIEH

PRE XK PEM H8 3,

SSL ARSFEIEBHEN B BNS HAFZZNHENNTLREENRLE, &R LTEIEFRH X509v3 Subject
Alternative Name Z0FFIREFHE, WA LURIEIFIRIFEEIIHZ N ENR. SZFNEARXE N RSA Hl EC
(HErZE) -

F=AMENDBEEATRIE CA KABERORS[ERER. EXMERT, HERHFAE CA LR, 4
REBEMINNSHEET A B FHEERIE CA, iHEEFME CA (IR CAFIIE CA) EREHE—DXXMHEF.

22.2.1. ARESNIED
SUSE Manager BAEREREZIEH. TRNHRER, TRINEBBIENSAKIES,

i332. 7E¥78Y SUSE Manager Server LS NI
1. #R#& Installation-and-upgrade > Install-intro Y3 BAZR%E SUSE Manager Server,

2. 1R4E Installation-and-upgrade > Server-setup SERATIAIRE,

3. EHRRTRT T, B SSLIMBET2IRMIEBXHIE:
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export CA_CERT=<CA JEBXHHIRRER>
export SERVER_KEY=<Web ARZ523%EHBVERIE>
export SERVER_CERT=<Web ARSZ2IFPHIERIR>

4. 5eR% SUSE Manager i%&:

yast susemanager_setup

FIREIRET, YRERTEHNEPATH, BESHEIE. XEEFREERSRTT MEENEE

mo

(5 ) EMNRSH T BT BHIE—MMETAT yast susemanager_setup <,

22.2.2. I¥H Proxy RESNIES
SUSE Manager Proxy BUIAMERABERERIER. TRRIEER, EeILUSRINERERASNIER,

i332: 7EH7BY SUSE Manager Proxy ESNIEH
1. #R#ZEInstallation-and-upgrade > Install-intro##Y3tBi R4 SUSE Manager Proxys
2. 1R#EInstallation-and-upgrade > Proxy-setupEii#1iA18 &,

3. EBRERA T, BT
configure-proxy.sh

4 HIBESANOHIESE? 256, #BA yo

5. BRI TR E.

o BEAREBMANE (CA) NIRSBHAIENFIERSSHJIEDER. EATRE CA &2
BOIEF R AR ILEC,

22.2.3. it H

TR LI SUSE Manager RERBESNERERAFIER. EEHIER, FTLUSERER CA IEREHRH CA
, REEHREBIERE,

fEiRS32 L
giE: FMUNEIEs

1. 7£ SUSE Manager fR5588 LA TIRTRFTAL, JAE < mgr-ssl-cert-setup HZMHIEBIEFASE:

mgr-ssl-cert-setup --root-ca-file=<iR CA JEBAIEERE> \
--server-cert-file=<fREZBI/IEPXMH> --server-key-file=<IRZ 2]/ EEAH>

Fhia)] CA B LATE(ER --root-ca-file I8 &R AR, WATLIEER --intermediate-ca-file {E/MINNEIIREE
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Eo AJLAZRIEE --intermediate-ca-file W, M SRIFHRMIAIAHIT LN, LUK ENES
FHEI T IERAEI A Flo

1. ERTARS UV AEN:

spacewalk-service stop
systemctl restart postgresql.service
spacewalk-service start

EREL

NREERRZNIE, WFEERE SUSE Manager AR5 88 ERZAIEERMARSSRIED, ARERIEBXGERIEZ
RIE L, E, ERIULESHEBMANEERXLEXHEHEEIHRHIARE L, SXEXHREFHIEL
&, AT SUSE Manager KIZLEA mgr-ssl-cert-setup FEIRIEH, BF SUSE Manager RIERHE
postgreSQL #iEE, HETUTERANRIEERHHIMEEHE:

spacewalk-proxy restart

f£ Salt EFim LEBEIR CA
NRIR CABER, NWFEERHEEES SUSE Manager EHAIPRE & F o

2. £ Salt P im_EEBEIR CA

1. 7£ SUSE Manager Web Ul &1, SfAZIZRSE > #¥,

2. HFRE Salt B RIS EIARNEI R AL EIESS,

3. BMMEAIRS > RAKEER > HK,

4. EREFRD, BE [ MA] UZARIRS.

5. 7 Highstate TiE P, £ [ B Highstate | LU B LB EIR F i,
RRE P IREEI bR
EHREFPHERA, 1BHA Salt &P .
ENEEAZER P imEES SUSE Manager BIERT, MMRFEHIR CA, IFERIT LTINS E,
FEMRZ, LI CA 7E SUSE Manager Server #1 Proxy LHEUGER, XERFIEASMIIEE, FIANFHRIR
CA ERHFBINZEMNE P HHAEEXEIER, FREEBESIEPXHIBINEF L, HERITEGSIEE

EMEREERE,

£ SUSE Manager Server 1 Proxy EBUEMIERE, MXEERSTIER, UKREEMATTUEE i EZHH2
E. WNR—YIERE, MWeILIMEFPHHEBRIARIR CA
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22.3. HTTP ™igfEiaR et

HTTP Strict Transport Security https://developer.mozilla.org/en-
US/docs/Web/HTTP/Headers/Strict-Transport-Securityis a policy mechanism that helps to protect
websites against man-in-the-middle attacks such as protocol downgrade attacks and cookie hijacking.

SUSE Manager 21FEH HSTS, &7 SUSE Manager Server B HSTS, EHITULTIRIE:

UK
1. £ /etc/apache2/conf.d/<filename>.conf  FSIEFHEEXH, #I80  /etc/apache2/conf.d/zz-

spacewalk-www-custom.conf,

2. AMAT—1T: # Header always set  Strict-Transport-Security "max-age=63072000;
includeSubDomains"

3. {£FH systemctl restart apache2 E S5 Apache

9 SUSE Manager Proxy /B HSTS, IEHATLATR(E:

giz

1. £ /etc/apache2/conf.d/<filename>.conf  FRIEMHEIEH, Bla0  /etc/apache2/conf.dz/zz-
spacewalk-proxy-custom.conf,

2. AT —1T: # Header always set  Strict-Transport-Security "max-age=63072000;
includeSubDomains"

3. {#FH systemctl restart apache2 E S5 Apache

When naming the new config file <filename>.conf, make sure it is loaded at the right
time. For example, to override something defined in spacewalk-www.conf the new

A file needs to be alphabetically after this file. For more information about how Apache
loads files, see https://httpd.apache.org/docs.

When HSTS is enabled while using the default SSL certificate generated by SUSE
Manager or a self-signed certificate, browsers will refuse to connect with HTTPS

o unless the CA used to sign such certificates is trusted by the browser. If you are using
the SSL certificate generated by SUSE Manager, you can trust it by importing the file
located at http://<SERVER-HOSTNAME>/pub/RHN-ORG-TRUSTED-SSL-CERT to
the browsers of all users.
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1489 SUSE == RZEEITH, 1T SUSE Customer Center (SCC) &3, SUSE Manager 2iz1TRIEIRE, U
CEER SCC K BFE EFME P IRENTIRS. ZIREREE XML P inERMLITR. ERIRITIR
AT AT IRER, R E P imgE HanTRpE S

SHzlE ITRARRUEERS.
TR EET-RIR A X HRI TR B R LEVIT B E R

FERMF RIBEET-RIRMHSHE HRNTHNE P iRYIR. XETELENE i, SHRiREME]  SUSE
Manager W& Fif. ZiREEIE~mE AR LERN R

ERBET R, AJLOEENEPImXEKEAEXAITIE. MRITHEERTERIIMIEE F is B e X EXETiH
, MEIREFRIE Ao

HEBRSIMEERITHLESRELEIREFEMNFME RS, XEHSREGHTAR 7RERMUATER
58,

1

XA LR .csv IBRUIRE, TE MBS SIRRIATTE /var/lib/spacewalk/subscription-matcher/ B RHifia]
XL

=

BINBERT, ITRACRSEAFRET. EEXILE, BEMIIER > ESEEXRHHSEE  gatherer-
matcher-default, RIEEEFXAERH, AT [EHBERH]

HTFREREFEF IS Sa0iTHERE, RIbERERAILEERERBEMEN. B—1TFFEA—
ELS5R—MTHALE, RRREEHEFHELEMIAREIM, HERNTITHSITHRS,.

TTHLRR= SRR AR~ miE, BABEREKAPITHNFRMFARE. B2, WREH
SEATE. EPWIENERKRN, HEBZFHERNAEFIETT, NIRRT ETEREEBNAA
1T, 1B RMA X SUSE Manager RERE FiRRISTTREEIE, UFEBIIBRIS B/ER,

(1] TR T —E SRR E P HAITA. CHIESESRE I

23.1. BE P IRXEXEITIA

NRITALECER T A B ER F iR S EWBITIRMELE, S UFHXREKEN]. QIZXEKfE, 1THTE:S
B PR EIT NS L ENRRH RS AT,

B2, LESEHIFMKRETKE, XERTITHEETA, URTHREIUNATZEFin. i, WRX
KSBILRERITENFRMF MG, HEMNRLAESENVEEREXEKNER T LEEREER, RSB
KEXo

BANNFTRER, BRE [RMXKEK], ASEREXEKEE P i,

o BITFENE B ERAXRKIENAERTPIREAXEK, NTFAZSHRLEMS, 1THLE
HBTLRBEE B ER.
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Chapter 24. (55 HIERHE

BB ESARRATIYILAETIE XHIESH,

@@ SUSE Manager Schedules @

Below is a list of defined schedules. A schedule defines frequency, how often a predefined bunch shall be triggered.

+ create schedule

1-230f23
25 j items per page

schedule name |2 Frequency Active From Bunch
auto-emata-default 05/10%**? 2018-06-05 11:40:50 CEST auto-emata-bunch
channelrepodata-default Qr*rx? 2018-06-05 11:40:50 CEST channelrepodata-bunch
cleanup-data-default 00237%* 2018-06-05 11:40:50 CEST cleanup-data-bunch
clear-taskologs-default 00237** 2018-06-05 11:40:50 CEST clear-taskologs-bunch
cobbler-sync-default D**t*7 2018-06-05 11:40:50 CEST cobbler-sync-bunch
compare-configs-default 00237** 2018-06-05 11:40:50 CEST compare-configs-bunch
cve-server-channels-default 00237%% 2018-06-05 11:40:51 CEST cve-server-channels-bunch
daily-status-default 00237%% 2018-06-05 11:40:50 CEST daily-status-bunch
errata-cache-default [ER L] 2018-06-05 11:40:50 CEST errata-cache-bunch
errata-queue-default DA 2018-06-05 11:40:50 CEST errata-queue-bunch
gatherer-matcher-default 0007*%* 2018-06-05 11:40:51 CEST gatherer-matcher-bunch
kickstart-cleanup-default 00/10***? 2018-06-05 11:40:50 CEST kickstart-cleanup-bunch
kickstartfile-sync-default 00/10%%+*? 2018-06-05 11:40:50 CEST kickstartfile-sync-bunch
mgr-register-default 00/15%**? 2018-06-05 11:40:50 CEST mgr-register-bunch
mgr-sync-refresh-default 0617%% 2018-06-05 11:40:51 CEST mgr-sync-refresh-bunch
minion-action-cleanup-default DO***? 2018-06-05 11:40:50 CEST minion-action-cleanup-bunch
package-cleanup-default 00/10%%%2 2018-06-05 11:40:50 CEST package-cleanup-bunch
reboot-action-cleanup-default 0O***? 2018-06-05 11:40:50 CEST reboot-action-cleanup-bunch
sandbox-cleanup-default 0547 %% 2018-06-05 11:40:50 CEST sandbox-cleanup-bunch
session-cleanup-default 00/15%**? 2018-06-05 11:40:50 CEST session-cleanup-bunch
ssh-push-default A A 2018-06-05 11:40:50 CEST ssh-push-bunch
token-cleanup-default 0007?2%* 2018-06-05 11:40:51 CEST token-cleanup-bunch
uuid-cleanup-default 00**%? 2018-06-05 11:40:51 CEST uuid-cleanup-bunch

B F SUSE Manager BE%RHE > BRERHIBMAIT A BIERHRM > BERHESAT, THPAIUERZA
R HEE IR,

B [IEBRERH] IEREHIREEMZBREZH,

Click [ Disable Schedule ] in the upper right-hand corner to disable a schedule.

A

When a task is disabled, it is still shown in the list. When you click SUSE Manager Schedules > Schedule
name you can activate the job again by clicking [ Activate Schedule ].

Only disable a schedule if you are absolutely certain this is necessary as they are
essential for SUSE Manager to work properly.

MREBHEENARR, BETZARERETIRMETRS.

BhFiaiEEESR O RERHRM > AIERHERAT,

5813151 / #1745 | SUSE Manager 4.3



24.1. FiE XBYESA
AEBINSTHLUTIEXESH, el E#HTRE:

auto-errata-default
RIEEELHBohENREH,

channel-repodata-default
(B#) EREFRE TR

cleanup-data-default
MEGEREEIE S B H 6 B ok B S i iT BT e 45U,

clear-taskologs-default
RIBEELVER, MEIBEFBRBIIEERMAESSIZ (taskomatic) L ¥R,

cobbler-sync-default

¥ SUSE Manager FREY S R EIEFIECE S 403ERIZ £ Cobbler, HXH Cobbler R IFHBRIREN
¥AEE, 352 Client-configuration > Autoinst-intro,

compare-configs-default

REtERERETNREN G SFHEMEERARENRS SR LA #HITHHR, ZEERILRER,
BRERAXTRHEFEXRS. RIERE ’ b, EXFRER, BEL
reference:systems/system-details/sd-configuration.pdfs

cve-server-channels-default

FHRAFESHEI > CVE Hitim L ERERWASTITE CVE $dE. it > CVE BHitiEm+aERERE
RIE BRELHN ERB1TEREH. BXFHMES, 1550 Reference » Audits

daily-status-default

BEHIRSBFHHLZRME I, BXOAANMSFERAFREEBNIFMES, 55 Reference »
Users,

errata-cache-default

BRI T EEHIREER, XEXRBTERES MRSBNEEETHNNGE, ESAXERTEMFE
T RSB FP ZXBEH BT, BXTHIFEMES, 15580 Reference > Patches,

errata-queue-default
NEENZWBCHEH GANT) HRSSIGXLESEH GT) HBA,

gatherer-matcher-default

BEEITEENEN SRS TEEREM TR, RREENENSIE. SBEHVKRERS, 1THT
Foas Rl BN =IE1T,
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reference:systems/system-details/sd-configuration.pdf#sd-config-compare-files

kickstart-cleanup-default
BRI BT Kickstart 2iE83E,

kickstartfile-sync-default
SR SELE RS EIER Kickstart BRE XXM AT Cobbler 32

mgr-forward-registration-default

BEPIEIMEIES SUSE Customer Center B, BRIASEXHN. BEXNHERRNE P IHEEE,
E# M Jetc/rhn/rhn.conf FIEEMNREL, FE1T:

server.susemanager.forward_registration = @

ZR5 SCC MEIERIF G S RMT. SMT. SUSE Manager # SCC B FMMIEF
i Z B E R F iRAY A .

A BEESHE, EOUBERIEIMEFIREESR—NE,
FRENEEZEFRNREA, MMEBSUHIRARS

mgr-sync-refresh-default

5 SUSE Customer Center {#i%E% (mgr-sync-refresh), BINERT, HIESHITIREPHEELFR
BEEXBE, BXEEXBERPIFMES, H5I administration:custom-channels.pdfo

minion-action-chain-cleanup-default
TEIET BT ARV ERE SR

minion-action-cleanup-default

MX RGBT IR P IR (EE. B, WESERZHEIERFME Salt (FILEEFEN
SR, RETHERRIRERTTRATIRIE. SIRMRSSI]/IER 7IRIFER, AR ERIERTHIE R, T
BRINTERBVIRME, WWESERERERITHMAXXHEFTR.,

minion-checkin-default
AEEP IR EHITEMBEN.

notifications-cleanup-default
BIER M AERE R

package-cleanup-default
MRS iR BB ERG E 3o

reboot-action-cleanup-default

B 7B R A IB B S| SAREEIIFIC AR, BIEEPHXBEEUBEREE, EXLHESIS
RIERIFAME R, ES M reference:systems/system-details/sd-provisioning.pdf,
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administration:custom-channels.pdf#_custom_channel_synchronization
reference:systems/system-details/sd-provisioning.pdf#sd-power-management

sandbox-cleanup-default

BB sandbox_lifetime BEEES#E (BRIMER 3 X) WVHEREXHIEE. DPHEXERMRASAN
NXHHEEHENXMSF. BXFHAES, HBER reference:systems/system-details/sd-
configuration.pdf,

session-cleanup-default
BRI Web AERE, XBEERAFPERZE, TEBZEIXAN K3 IREFMEEIE,

ssh-push-default
MRAEFIHECE T SSH Push BXR757%, NMIEREF @D SSH k5 SUSE Manager &,

system-profile-refresh-default

EFA RS EITRERRIRT. IHESEZARRIT—R, FIBERENM SUSE Manager ARS328 ERYMAM. %
eV =  Specialized-guides > Salt, SIREBFEHORKA/N, ESMW  specialized-guides:large-
deployments/tuning.pdf.

token-cleanup-default
fER Salt B P iHAR TG EMTEIEN ERBIETFESH.

update-payg-default

Collect authentication data from configured PAYG cloud instances.

update-reporting-default
EIAHIIR S EIRE,

update-reporting-hub-default
MEME SUSE Manager RRSS2RUEEFTBIR G #HE, HE# Hub Reporting ¥UEREE,

uuid-cleanup-default
BRI UUID B
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reference:systems/system-details/sd-configuration.pdf#sd-config-add-files
reference:systems/system-details/sd-configuration.pdf#sd-config-add-files
specialized-guides:large-deployments/tuning.pdf#java-salt-batch-size
specialized-guides:large-deployments/tuning.pdf#java-salt-batch-size

Chapter 25. #HiAERBAE

RERHENERETIIIRERK. A THEXEYE, EATHRENEEFT—TEER. 7 7TIRETH
ENASTHIEERHTEMETIE, SR LINHEE ERERTEEIRE,

IEECEEBRTFE [etc/rhn/rhn.conf ECESX . ZSHAGARERN 20; FULEENRN 0 FiRERREEN
i,

java.max_changelog_entries = 20
MREKENSH, EREBPHRGEENEER.
BB S, 151ER spacewalk-service restart ER GRS
TR Re R EMIPRB B EREFNEIE, UERIRHE,

BB E N B AR T BB R KA, R EE R BSOS, It
o SRR EE LAV, ZESH Taskomatic TEEAIET, EULEH INIERIES R4
4:4%F3 SUSE Manager, BRIZFUEIMSEL TR T,

AILAM B L ITRIBR B R RV EIBH B R ERR £ R R |
spacewalk-sql -i
AFETE SQL #BER A T

DELETE FROM rhnPackageRepodata;
INSERT INTO rhnRepoRegenQueue (id, CHANNEL_LABEL, REASON, FORCE)
(SELECT sequence_nextval('rhn_repo_regen_queue_id_seq"'),
C.label,
"cached data regeneration’,
IYI
FROM rhnChannel C);
\q
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Chapter 26. BF

SUSE Manager BIERAILURNIFAR. #BFNRUKREREMFEF. MREEEEERENHAF, T
BRFEREIRSAE, UEEARSIEENR. FrILUEHR Web Ul WRFARINE, SFESHEIRINME,

(5 ) {%4&4E A SUSE Manager BERRIKFERIY, BPREA M,
ZEIE SUSE Manager BF, ESMEIAR > BRYIR > FRB LIEE SUSE Manager Server FHIFREAF. 7
KPNEMHPETHAFRS. EXLHE. BNAE. AP DREREH, UKBAPHHEIRE. 2E[ el
RAP JRI L BIEMEF RS, RHERAPERHFNBFRAT .

ERFARMIZIEHAR, 524 [IBAR ], BEHAFNAT, ARSE [IBERE].

26.1. ZRMBIERHF

TRILEASRFABRENAF K, . EFEANAFKARERAIUERNE. EMFBAKAEAIR,
BRI,

BREUERECHIKF. B8, MRAFABEEGAR, WKALERZAR, AT RERK .

BEANARITEERE] SUSE Manager Web Ul SiLZHHEMIRIE. AR EERZAIRARRERRBEIRE
BAFH, SUSE Manager EIERA UEMEEEERANEF,

26.2. EIEG AR

AP EZIEEGARAE, FETEEAMERIUEZ AR AT —BEAAE. WIREAEEL—F
A FSERHIRZSHY SUSE Manager B35,

EENAFNEERERAE (SUSE Manager EERAGIRIN) , BESMEIAR » APYIR > Fif, ERFEEN
AR, ARREFEEPHIVEEPEERBE,

EEHNAFR SUSE Manager BIERAE, HSMIIERE > AP, HRIBEZEEEFEVEES SUSE Manager

Admin? .

it 13. AR ERRAGNR

AER iR

RBERF S5FrERF REKRIRERE.

SUSE Manager 125 BILUNITRREThAE, BEEchE M A P AV,
HAEER BEMEEN. KE. BENRSRH,
HEEHEER EHRER,

PR EIE R EEMGIEXH. MEMFERX,
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ABRR A

REEER EIERSKEE,
BEEER BEENMRE, aEEEELRAITN, UK
pEIEN

BEASA, SECBNBBRASA. BEF AN

ROAEIER g
FMBA, UNEERP IAHRRRR,

26.3. APIPRIN RS

MREEIEZAGAREEREEZ i, JLFAEEREIAR, itbiI#TER,

ERAFPERIARSA, REMEIAR > APYIR, B5EEENAFAR, ARRIIRFEET R, EPEE
KB4, ARET [ EHRFIAE]

BRI LUNARPEFE— RS M NNRRH, DA EMREF RN, RANSBEEREFMENRAH, X
B, %A RAEILENARFTEM B E P o

EEPINBA, BESMEAF > RHERE, ARRIIMNISHIIEET . 2E [ QIRIMNPA ] LUeIZE—1
HISMEBE. MizdmmE, HREEREESHARGA,

BXAZANFAESR, 52 Reference > Systems,

ETEFARTUUEENEINEFE, BSMNEIAR > BPYIR, S5ERENAFS, ARRIIRFEDR,
BRITHEMES, JUMTIRPERZPIHRUBEEFIZIRAEEESR,

BXRAFESESRMNFMES, EB M Client-configuration » System-set-manager.

26.4. AP @ENPR

A AFEAERBERNENITNE, HEFEATUBTEEEENEER, BRIAKPHREEE,

ENARPITHEE, BFENEAR > BRYIR, RRERREENAFR, ARRIEENR > ITHEED . &R
BIREEE, ARRE [ BRI

ENARETREEENR, BESMIAR > APYIR, STEREENAFS, ARRIEENR > EIEENR
Fo EPEIFIKENEE, AEHE [ BRI

FIRPPYREBERIEL AT, FREESAPNEEIRSHBEEERRERX.

s AER
26.5. AR EINES
QUESTAIFE, R LIE Web Ul BEIGES. SIRESE, FLUETSHENE RNSATRSMES.

ZHNIBS 27 rhn.conf BEEXHHIRER. BEFRENEBES, 1BFTH /etc/rhn/rhn.conf XHEF RN RIE T
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H—{TARZA:

web.locale = <iIB=HFE>

MRKRIZEZEL, WARINES N en_

US.

£ SUSE Manager Re]LUIERIUTIES:

=& 14. AT BHIES IS

E=16 E=
en_US iR
zh_CN ¢
26.5.1. AR FIAREEH

A ot
B i

FREABEE

SUSE Manager Web Ul FUAFEHEERTEFARENTRIED, EATUERFFILURM Uyuni 3 SUSE

Manager Bfifd, SUSE Manager IR IRHR BIET,

&0 UTE rhn.conf BREXXHF AR ENBRIAER, EENEIAER, FITF Jetc/rhn/rhn.conf XHEFH RN JRIE

TE—1THA:
web.theme default = <F &>

R4H& 15. aJARY WebUI &
FEAM

susemanager-light
susemanager-dark

uyuni

5813801 /| #1747
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Chapter 27. £ SUSE Manager H{ER PTF

SUSE ABERIFRIFMERRAL FRMEEXMATANIRIMEE, XE PTF (EFIRIMEE) MELUEEFE
AR iR, & R7E SUSE Manager A,

27.1. TR PTF 2k

PTF Rt EESREBREERE, @27 ptf-xxxxxx. EHH xxxxxx B EEHNRSHIMNID, MARDS,
VAT EM S S EHIEIERN I B IEMARDS, X6

o FEEBINEE (B zypper BFATRRNEEEN])

TRIGERIMERR (BIEFMRGEREATSER PTF R4, BRIEAFE zypper s<1T LIRS RE R
)

XS EHE BIMARAFIARRZ PTF Z BiFRARRAVES E 15 -EBY S5,

REERKLERERHENER (BMENR, WRRHFDRSTIRHEE, % PTF XSBRAS LB
LRAVABLIMEE) o

M ERYIER ID K SUSE STHHIPAERITIFEMAEERM, RNESREEXNANE/ ERMRT
MR 55 B35 B

27.2. REPTF R

o PTF B BEmNZET SLE 12 Al SLE 15 WAL LR HMRARIZIERAE T IREL
Ihee, FELRERSEMNAITIE,
312 ERNGSITRBMEYL PTF (#1728
1. 7E124I& L mgr-sync refresh,

2. BN mgr-sync list channel, ZAEEHRLUEN SCC KA RMALEZITEE ptfs B9@EE, Fli0
al123456-sles-15.3-ptfs-x86_64,

3. {3 mgr-sync add channel <i5%> B 1% PTF @&,
@ EMEFEREER, FoRNEEREREMEENS RS,
TEERRTE PTF Y8, ANEEMRANEIFA2B60#ER, SUSE BF ZRFIAHEHATEER

ERBN PTF /S, AIUERIZAESE PTF SIRPIRMRIZAEREE,. SUSE Manager Web Ul R 3HEE]
HLEN PTF SN RAR T — N TUERYHXLE PTF,

i3#2: @i SUSE Manager Web Ul BEHIES PTF (&1
1. £ SUSE Manager Web Ul 1, SMIIEE » REAS > &m, ARZTHXEANEBHA PTF BEENF o

2. BEFEEZRSEEN [ RRrmiidiE 1
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3. BN Z=EBE—TREEND, HRRFIHIZ~miyF e EEE,

4. EREEEYIRF, BRUERN SCC kP BIFFFLBERTFEE ptfs BIIBE, {190 a123456-sles-15.3-
ptfs-x86_64,

5 EAZEERMEANEEEFEES, AFRE [HIA] KHRD.
WAER, BRALELT @A RENERNIAESEE,

g2 REPTFRHE
1. 72 SUSE Manager Web Ul #1, SANZIRS > REATIR, AEEEFEERE PTFNEF ik,
2. SMARS > RF > RIS > RFEBE, ASEE PTFEE.
3. BE[TF—%¥], ARRE [HIA] URIAREEEEN,
4 SMEIRS> B> MEEREELER, BERTETMBERERK.
SMEIRS 0> PTF > REFET+,
6. EEFEEREN PTF 4.
7. B [REPTF], REHEE [HA] UBAREEFIRIHES (PTF)
8. SMEIRS > > ALIEREF PTF RELER,

MR {ER APl 2%t PTF, aJLUEREM system.schedulePackagelnstall AP F1{{IBEX B2 R,

27.3. REPTF R

—BEHIAMERED PTF REBRIRSHIEEA, ERERNRGEIENEREFEEPNENEREN 2D R ZH
, BWHBHITIRER, UEERRNLEPERPANZIRE B

EATMESBENLENERNN, T2 PTF —NERRALHENFETIKFRY PTF iEfFEH. EHH PTF
R RIERBXR, HRITFERREEHN.

BN EERET R B0 PTF BN B & 2B ERHEIFE T,

27.4. B EREZ#MhRZS

MRFBEFRS LHEED PTF HRERGERREMNRE, MITRAEEERAELTASIX B E7
ERHETIRTES, TAERZ PTF 86,

1. 7£ SUSE Manager Web Ul &, SEIRS > RHTIR, AREREERR PTF I K.

2. SRS 4> PTF > FIH/ERFET+,

3. EERBEERRH PTF 86,

4. BE [ XZBRPTF], AREWIAEMEFIGIHESE (PTF) SIE L2 [#A
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S. BEBEELAR, BEMIIRS B BERER.

0 EAFR PTF, RREFFIMAFLLER libzypp M zypper BIRTRARA. 151E1T zypper
--help HIAZ B 28 removeptf, XEHFHBULFZMAE, FIH/EMETRA S ETo

MR ER APl &% PTF, mJLUEREM system.schedulePackageRemove API FIXEER BB FR,

27.5. TEPE L ARG 2R E B+ R

MREERIEHSEST iR LEEER PTF, WERERSHSS zypper removeptf, FIERMSEZBAR
AR, BAFRESBARTARTA, AIIMRRREREERNE, BERZFTA.

FiES M https://www.suse.com/de-de/support/kb/doc/?id=000020596 T f#sn<1TH%
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Chapter 28. ZEif

KENE T EFEER SUSE Manager BRI RE B I — L B I n) BN H R R 75 750

28.1. T AH = (BYOS) HigEfFAARRLIEEEEAY SUSE
Manager

i) :
£ SUSE Manager & BEHRIEIZE B oIARSEY, KB A LBz

GEBERE BRI Tomcat BFELK,

Write Settings

Setup failed
Setup script output

s that may be using DB.

iguration
virtual ho
f has been backed up to vhost-ssl.conf-swsave

or the installer ran out of tries. Please check /var/log/tomcat/catalina.out or /var/log/tomcat/catalina.$(date +%Y-%n-%d).log for errors.

#NER SUSE Manager & B AEARRRIRHERZME cache. pgsql # spacewalk $iiE, XLEDXNHIA IR
BaEREdm THES.

suma:~ # 11 /etc/tomcat

otal 236
IXIW root root 26 :36 Catalina -> /var/cache/tomcat/Catalina

root tomcat 13497 :36 catalina.policy

-rw-r--r-- 1 root tomcat 7630 :36 catalina.properties

drwxr-xr-x root tomcat 83

-rw-r--r-- root tomcat 1400 - 16 :36 context.xml

-rw-r--r-- 1 root tomcat 1149 :36 jaspic-providers.xml

-rw-r--r-- 1 root tomcat 4450 :36 logging.properties

-rw-r--r-- 1 root root 8124 : server.xml

-rw-r--r-- root root 7856 : server.xml.2023-12-13T18:48:12.661

-rW-r----- root tomcat 3224 6 0 6 tomcat-users.xml

-rw-r--r-- 1 root tomcat 1829 6 tomcat.conf

-rPW-r--r-- root tomcat 172577 5 08:36 web.xml

BF SUSE Manager mEfIBIRETHELEMRS, HREPEITEZRIENEIEN, SSBRSTEERER
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& Flt, KERKW.

suma:~ # L1 /var/cache

3 root root 24 Jan 14 18:25
drwxr-xr-x 36 man man 4096 Jan 15 02:21
2 root root 6 Jan 14 18:25

Iz R B B SEPRERR -

suma:~ # umount /var/cache
suma:~ # 11 /var/cache/
total @
drwxr-x--- 2 wwwrun root
drwxr-xr-x root root
drwxr-xr-x root root
drwxrwx--- 2 root 1p
drwxr-xr-x root root
drwxr-xr-x root root

root root 23

man man 6

root root 6
drwxr-xr-x 3 wwwrun waw 21
drwxr-x--- root salt 34
drwxrwx--- root tomcat 46
drwxr-xr-x root root 45
suma:~ # 11 /var/cache/tomcat/
total ©
drwxrwxr-x 2 root tomcat 6 Oct 16 08:36
drwxrwx--- 2 root tomcat 6 Oct 16 08:36
drwxrwx--- 2 root tomcat 6 Oct 16 08:36

SRR AR :

AWS R E R SUSE Manager fRS3238 =533 BYOS fERAMEXH AMI
79 spacewalk. PostgreSQL #l cache EARMMNEFEIRE. PEANEURATERSHEFE,

&£/ yast2 susemanager_setup i& & SUSE Manager,
BRAE:
EfRRZREAIFERIZNELE, BRITUTTERRES XHNHIEERZIFOXA:

tlEENH X
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mkdir /bkp
2. HEZRRMNIK, 40 /var/cache,
umount /var/cache
3. BBEZSKPHNREEHIE. UTHLHZayHi%E RPRERIEFREE,
1s -1 /var/cache
4. REUEERIZIZE 1 TheIZMEHn 2 XKH,
cp -prav /var/cache/* /bkp/
5. fEFED 1 8% 2 BRERH DX

(&1 1) /dev/nvme@nxx /var/cache
(&1 2) mount -a (YNER /etc/fstab THEZKAB)

6. 5% 4 THEMIVREEF ZIEHNDKX
cp -prav /bkp/* /var/cache/
7. RERBRE T HIE
1s -1 /var/cache/
8. &8 SUSE Manager i&&id72
yast2 susemanager_setup
B
FRRAETHEE T REEIES XA SUSE Manager BY, IERERIIXLERRPNVMBEIEE S ZIH 9 KXo
28.2. BERNREEH
RIBEHEMBEE, MHBEMNREREXFRIEESITHR D BERTEEE,
BEEMREFIUER#HTT, GIURHUTRAER:
° pyOpenSSL

¢ rhnlib
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¢ libxml2-python

* spacewalk-koan
AT RRLRE, BRHETUTRE:

* WEREBNENARMAFRMET SEMREREXFHHELEERXN T AR EE,
o KWEZDZNER SUSE Manager 121t 7 TRBEENFBE,

o MEXEKN@EEREERM TR EMFRE K

28.3. R REKEE

MBFERWRIRATREHFMARGTIRD, BOHTUTRE:

o BB L% pxe-default-image 146,

o WAIEFHHELE XHRIZEMNSE, E pxe-default-image A vmlinuz0 1 initrd0.img XHEBEUT
rhn.conf BR & XHHIEEM L E.

o RGN ALSIEREE] SUSE Manager RS SBMMBIGERIERIETT, HEERIUMIZARS281A1R] SUSE
Manager A58 IP Hthdit,

o BEEZENEBINARKENINESISFYITER PXESIS, AEMATRESIHSISIRIERS,
e 5|5HAIE], DHCP RSZEe47MMAN, DHCP 5K, & PXESISHE, AfR:
O DHCP RS 2345 RIS FRERRY IP Hutit

©  DHCP BR$328HES| S next-server 1EREIZE SUSE Manager ARS3 38 IP Hutit,

Hafr Cobbler IETEin1T, HEBER%XMINEE.

MREERRSISEEIEEERHIEE Cobbler &8, NIHAKRIMINGEERG. MRZIIZRMINTRH, &
B AB XA USRI, BRABIREATIEE, FHITUTRIE:

1. EAAAETE Cobbler FEH%$R pxe-default-profile, FASTEITATEREIEARTIZ Tab &,
2. [FREMRIBRAIMAIZS | S22 spacewalk-finally=running, A/5#& Enter 44:5| 2,
3. FRAMAF A root 1O linux #A\INEAREERH,

o ZRAFR, FNTETEMKDHRNASRS EHELRRMNES. Hit, BNEFES
REHENERS, BAXZSETEEENREXH.

28.4. M ErRIHACE R~ miI5 | FHEFEHITEE

EH 2N MY, S EEI7E SUSE Manager Server LRI NEHEMS | SMHEEE. Yr-mEREdE RS
RAHEFRBRZHN, MREEUEERI=R, MO AFelEs | SEEE,

BXE|SMHEEENFMAEE, 1538 M Client-configuration > Bootstrap-repository,
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Bi2: IBEGAMESR™ M5 SiEEFRE

1. £ SUSE Manager Server LRV RAI T, LA root B43fER --forceiEI5| HAZ L 1FM A 5| SiE7E
B, fn:

mgr-create-bootstrap-repo --list --force
1. SLE-12-SP2-x86_64
2. SLE-12-SP3-x86_64

2. IS I ShETRRE, HEMEYMIEFEERMMEN ming .
mgr-create-bootstrap-repo --create SLE-12-SP2-x86_64 --force
NREFEF IR ISHEFE, JUREERENT M5 SEFERSHE LTSS,
28.5. ¥5EPERY Salt B Im#{TE
MREBLXEATBREREFRELRRER, HAREMIZR Salt TP, EAESIREILITHIR:
/R, HARENZRT.

REZEZRNRRRFTNRERAASTENEIMALAGHERITEN 1D, ERIUFHARILBIEUEEZ
#iR, ARERIRYEMERN RS,

BXiFEEFi%EE, 520 Administration > Troubleshooting.

28.6. MHBIIFHIETFREHITEE

EEFETHIEXHTNE SRS SEEN, XAgREERT P RINERRE. ErLUBIEMFBERE
PR ERERRIL R, £ RGHTBIEFRESIE X HE, BRI A LU T,

SIE: RRRMETF EZUERIFRYIR)E

1. AB% |var/cache/rhn/repodata/<i@i#iti¥E> HHFIEXH. WMREFHEBETEEMTA, AIUE
SUSE Manager Web Ul RS EIE M > B8 > BEREIREIE,

2. MEs L TEMAERX M
spacecmd softwarechannel_regenerateyumcache <iBEFRE>

28.7. HESFHRURGENEEXEEHITEE

REGEEARREENBEEXEEN, RKENEE (FINEIRS|ISHEERE) TRSSBEREXITH, HER
FimE AR Mo

B, MASRENERRRHERIEZESTESISHEEFET. WREGE (F/50 python3-zmq 5 zeromq)
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AR FHEIES I SMEFER NS, NEEEF RS SHEIS R,

ERMNEEE FTEAMIBEXCEE (flg0 EPEL @&) BY, TEEEBRREGEHRREH, thiaBaRRS
ERBEEXBESHNEEED . FETRMIMFRIZEEXEE, NRFEREEXBEFNFEE
BiX, FILERAREMERER (CLM) SIILERIFIR. AJUMABERINGARN CLM B1E FEYF. NRERXM
HiE, BEXEBERFRBEMEOIFMEPIHRINZ T, B2, HEFEBEM{NATESBEXEEM5|SMHEF
Feo PAIRRILAE S EME F i

RESEPRUHENEENEE (salt. zeromqF) CIEANFEER, UTHEREIREAB TR RZIE:

218 BREREMXBRERESERENNEE
1 MNRBEFRERENFEENBEXEE, BXEAEE, BN administration:custom-

channels.pdfs

2. EREHINPRIREEXEE, BXFEMES, 1551 administration:custom-channels.pdfe  B7E
AAEamAIRER (CLM) RARIIEA FEENBESCEE, BEHRITUTERE:

©  7£ SUSE Manager Web Ul #, SfAZIRB LA, AGEE [ QIEHH |. BARHIFRE,
O BWREEIFE, SRAMENENEBENEENXEE, (H=EA Cent0Ss KITRHE])
O BIFERMBBAT. 540, A Cent0Ss,

© BWRIE, ERE [HR)] &, XS0 ERNEBENEECEEMNFE, XEEEn
S5HGERBEXEARTSISE iR,

3. EERA: ECLMIERS, BiAM—MTEsATHRE AR E ARG E. SNSERPIHEMR
FRB|ZERASKRENEANARNEE,. BXTENFHAEER, BEENR administration:content-
lifecycle-examples.pdf,

4. BREMATHRME CLM i (28N EEEMBEEE) , BENEFRE [WE] kl. FER
TTIR(EA BEETRIF IR

O B¥CLM H¥E S, 52T Administration > Content-lifecycle.

YNSREHETE Red Hat Enterprise Linux 2% (8 SUSE Liberty Linux. CentOS. Oracle
Linux A %R4) LR Extra Packages for Enterprise Linux (EPEL), &% % EPEL

o 1R1HAY Salt A, XaEK SUSE Manager 121 Salt B HESMRLEINEE, It
MRIEE™E, AAXERSER—NEEIE SUSE Salt RGBS ISMHEERE. FLt, &
FAZFXENERTR. NREEERA EPEL 8776, ESIRAT IS EPEL 1R1EM
Salt xF& (BN, 7E3R4 > BIE > &iE > EPEL > MIFEHERR Salt REFE) o

28.8. 3EF FQDNS grain B IRy Rl R# 1T $E

FQDNS grain Z:REIRFFFAIAETEMRE DNS fRSZHITIR. BERRIMETHX LS BHIUE, BIR DNS
REREHIR, RENNENREKES, AREERT, BERHESERTMEREHE =5

ATHIERELRR, EEILER Salt FREREZA FQDNS grain, IR grain, @RI LUAEAMBIRREE
f#t FQDNS fRSS, MAZEIEE P imE LN AZS B XL
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administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_creating_custom_channels_and_repositories
administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version
administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version

o XAGEATFRIAR Salt FF K. IREBRITEM Salt FFIRAY, FQDNS grain RIS

2H.
7 SUSE Manager Server ERIss<1RATFT T, EALIT <A FQDNS grain:
salt '*' state.sls util.mgr_disable_fqdns_grain

RS RERME N EFHHEMRSRFEZLIEDN Salt Eff. NREMEFFIHIEES, ATLURAHLEER

54
WITZE<:
salt --batch-size 50 '*' state.sls util.mgr_disable_fqdns_grain

S ERSHITR. BAER Ctrl + C Flrzdiz.

28.9. BB EE

HERTEITERIRERX SUSE Manager ¥IBEFMNHLEMNSHMERM, TAZEERT, XMEMADIR
£, SUSE Manager 2T EBRWAIATIE, TERENSAHER (AIRE) . BXTEEENFHE
&, 327 Administration > Space-management,

AILUBE ERRAREANRBERMEEETE, B XMERPRELN E@ENNE, 155 IAdministration »
Channel-management, BXNFEMIREE X EENHE, 3FZ M Administration > Custom-channels,

EER LS E BE XBENRP IR, AXMAMEREXBERS IR, BER
administration:custom-channels.pdf,

RA OB BERERECERE. AREmBEMBNE P EMRIMEHETE, Ea] KRS RIEIE
JZET

312 ERSREVEIEREDR
1. {£F8 spacewalk-data-fsck an <5l HFRH ZRAVEIEEDL,

2. {# 3 spacewalk-data-fsck --remove &5 < il BRIX LI,

28.10. PHANIEESE

NREFERANRAERLETZERE, EofeSERRERTMEIER. MNRZFFHNIEGENER, M5  SUSE
Customer Center Gl Rl gE= BT,

ZFAUREXMER, RRARLSHIZEFEAIE SUSE FFIE (ARME SUSE Customer Center) 12
HMIREBNE=F1EFE. = SUSE Manager Server ZIXIFRIXEMEFEURBENEEERE, BHAES
FiEK, HERPHIESUEFHFEN, E2EBIY,

MRZEXTMER, RPRHFERKEE, AREKW, HEERIESUSE FmA2BREFmyIRF,

I LOEE SRR 7 AR R L.
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administration:custom-channels.pdf#_custom_channel_synchronization

e BV AR R AIBECE S 0 1FihIRIIE SUSE tE7ZZEFRFRRY URL, XiF, RP#HIZFAEIAIXLE URL FHAY
IjJTEﬁEo

MRFBEARIFINGDRE, BRIAMEECENELRKE SUSE Manager BIER, MAREHF. XIELWNE=S
URL B93ER, EItAP SRFAAWMAZEN, HEFRASERETIRF,

NRETANECERH NS, BILIEFETE SUSE Manager Server | BHIGE — A A,

28.11. 33853 WAN iZEETE SUSE Man tger Server 5
Proxy zigl[E)# B iald a9 a) @it

RIBE WebUl i@l APl JARMAITESRRFISERNITIEN, I FEMA cobbler sync H<H
SUSE Manager MREBPMIXHEIME] SUSE  Manager Proxy %%, Ak, Cobbler &M
[etc/cobbler/settings F3E5EHILIETIR.

cobbler sync TEi&it ETENEY B BRI IR MBI .

KRB RZE, HIT cobbler sync &% [srv/tftpboot B R5E2 ([ 2| [etc/cobbler/settings FECBEHIFIH
BIEERIBMIIRE, LHSTERTEIEX RS2 I8 WAN EZIERAIEMH,

1R¥E /var/log/cobbler/ FRBEE, RFIIErIaEHEER KA EA BETTMH.

g0, ZIiEFIRRdiE:

Thu Jun 3 14:47:35 2021 - DEBUG | running python triggers from
/var/lib/cobbler/triggers/task/sync/pre/*
Thu Jun 3 14:47:35 2021 - DEBUG | running shell triggers from
/var/lib/cobbler/triggers/task/sync/pre/*

ZERAYIE A

Thu Jun 3 15:18:49 2021 - DEBUG | running shell triggers from
/var/lib/cobbler/triggers/task/sync/post/*
Thu Jun 3 15:18:49 2021 - DEBUG | shell triggers finished successfully

B ARLIN 1.8 GB, FHfEER 7R 30 7%t
MBEEZT, EHl—15 [srv/tftboot X/VBRIBIAX 4R F L5 #9EIR] Fe ko
EUFBET rsync BY75757E SUSE Manager Server 5 Proxy Z [B]2 %S4 7] 86 Bh TR M ke 8 AN F AT e,

AILM https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/1i000000115B/
B2AmVIIN2_JsAyjTQzCVP_x5i0VgdObYNIXONpMugS8 FH A F e bS53 B2,

ZH AR ESHSITRD, TETZHAZE, BEEFHRETCHEFRLE SUMAHOSTNAME. SUMAIP
SUMAPROXY1? % EHEBENSIE Ei51T.
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g FARFFABZH AT HIRE. ZHAREBESHNEREAREFRIRUNES END
ROUEER, MmH—FHEER), BEXR SUSE B85 T,

MFLUATER, &IFERENHMARE:

° SUSE Manager RIZR G2 i@id WAN 09,

° [srv/tftboot BEKELRITEMHXHMEF i PXE 5I1SXH, BHEBHTIXME,;

* B2 H /etc/cobbler/settingsl FHIE—IE, FHN SUSE Manager LG NARL BIRIE,
fiproxies:

# - "sumaproxy.sumaproxy.test"
# - "sumaproxy2.sumaproxy.test"

g2 SRS ®RE

1. 73 SUSE Manager SHX RS ZEH) TCP iR E IR fE,

© 7% SUSE Manager Server t:

tcpdump -1 ethX -s 200 host <SUSE Manager Proxy B9 IP 3iit> and not ssh

© 7% SUSE Manager Proxy t:
tcpdump -1 ethX -s 200 host <SUSE Manager HY IP #it> and not ssh

O XEFIAREANG 200 WHRHEE, BRELUETH.
© ¥ ethX JBEFH SUSE Manager AR5 AIBEABIHERMLAED,
© BE, FARHE sshi@T, M#—5RL T RGBSR,
2. FF4& Cobbler @,
©  ERHIFE, MR Cobbler json EEX M, SAFAH Cobbler BF#H%:

rm /var/lib/cobbler/pxe_cache.json
cobbler sync

3. Cobbler 5EffG, fELE TCPdumps,

4. {3 Wireshark ¥TFF TCPdumps, %%%| Statistics (4%itH{E8) > Conversations (3iE) , HEFOWHE
fifio

5. UNHEE] “TCP” &R, LLIXM-£ ERBRIEFREE SUSE Manager 5 SUSE Manager Proxy Z [B1#3REY
HESE

6. 2% Duration (¥4t .

O BEERARFHR, RGEESRTERNRENE,
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O WERIEFHR, RHAHERITENRAME, FIIAEA initrd £
[ ) /BRI 4505 71 4506, ENENIATF Salt Bifl.

TCPdumps 2H£ER&RA, ¥R/ 1800 FHHVIX M SUSE Manager Server {545l Proxy KLTEZE T
0.3 %,

HRHAXHERS, MAER/NXGSHEILTAEER, BASER—TXAMELIZME TCP &,

Eitt, FHEREEMIEMAAITRERY (EARMIPARLAN 50000 BIRRT, AIMAEMGEL S EHRTE
: 5000 * 0.3/60 =25 5%,

28.12. BB FPinEfE

A Taskomatic RV =EHA ping BFR IR UBRENFRIERIRS. B 24 /B E KA 8RN Taskomatic
BNNEFPHWAAIEENEF iR, BE Web Ul PEFIEFHNEFIHNTIR, BESMIRS > RATIR > EE
.

ERimA] sE R T ESMERREMFEFNIFEDRE:
° P IRTAYEREM SUSE Manager fRSS.
o fEEAEFIELE, rhnsd IRSEZA.,
o BEPFIRMIFARAIF HTTPS EZRIBH A IEEH.
* BRIRUFEEAHNNERE.
° BFIRIETESEM SUSE Manager Server i@ifl, & EZRERH,
° BEFIHEATEA LS SUSE Manager Server #@iflBIRILE 1,
o BAASEBALET FFimS SUSE Manager Server Z [8]R93&@il,
e Taskomatic BEEF %,

BXEFFImSIRSSBEZNIFMESE, 1550 Client-configuration > Contact-methods-intro,
BXEERONFMEE, 1520 Installation-and-upgrade > Ports,

BXBMEEHENIFMAES, 15E K Administration > Troubleshooting,

28.13. fRS52BiERP EE

ARs3eRBRS EAEFRERE 1SS ERSBAMMERS B[ XEEEFAFZHIM bug, SEEIRTHHTL, EX
MIERT, BMEEMEFRRT bug BIARZS, XL bug WIRAJREHIL, AAEFHECALTHND, NREFAEK
BUFAR 1SS RINABEIRE, BEMRPTEEE, URRTEHRIATUEMKIRE,

SFERUESBEAZAVHLINSMER, EHREERERRGUTAS!
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E[EABR /var/cache/rhn/satsync/* Y satellite-sync EFHERERAIENENET
satellite-synco

BILUEE MIFR 1SS EBRSS 28 ISS MBARSS 288 ERVEFRERRILIRIE, X#F, [EPBIARRINTTR.

B2 BRR 1SS EBIFHHIR
1 7E 1SS ERRS R EMHRTHT, Llroot SHMMBEMRSRIEE

rm -rf /var/cache/rhn/xml-*

2. ERTHARSS:
rcapache? restart

3. £ 1SS FARSFZ B LSRR T, U root BHMIBRMEIRS 23MVRF X4 :
rm -rf /var/cache/rhn/satsync/*

4. BIRTIARS:

rcapache? restart

28.14. Zsihiii & EIEHES

LR BR5 | SHASEH IR E IR AMIE BRI, XZFH zypper IROH XA EIEBHITER
RBEEIR, EAILLEIIRE [etc/ssl/certs/ BREWMREMOIZAMIAEEPRIHER, MREBEILLRE,
N2 FREHT 5| SHIZA LUHR zypper #FEAIETT.

28.15. B RENEE

BIABES T, SUSE Manager Web Ul KB 30 DHEEMER., RIFENIFER, AJRFERBEREN
=8

ZFEZE, FERTE rhn.conf 1 web.xml FRFHITEN, HRTE /etc/rhn/rhn.conf FI&E LIF HEMR
&, £ web.xml FIEE S HARMNE, X MEXNINRRERBIATIE,

fIan, EREIHEER— N, BR rhn.conf REYEIZEH 3600 7, F web.xml HHIEIRE T 60 8,

32 A% Web Ul HRERE
L BLERS:

spacewalk-service stop
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2. ¥T7F Jetc/rhn/rhn.conf H AT RE TE—ITHRE, UESLUMARMUNFENE:
web.session_database lifetime = <LAFDEA(IRIBET(E>

3. REFFHRAEXM

4. §TF [srv/tomcat/webapps/rhn/WEB-INF/web.xml FHHFNINEHRE TE—ITARS, UEEUS SIS
BYEREBRTE :

<session-timeout>Timeout Value_in_Minutes</session-timeout>

5. RTFFHKHEX Mo
6. ERTHARSS

spacewalk-service start

28.16. BpFECE =SS

NBREERARE, EFILTE [etc/rhn/rhn.conf FEASMHIIE, EXARRMNO<L, HEA SSL =
STARTLS:

java.smtp_server = string (default: localhost)
java.smtp_port = integer (default: 25)
java.smtp_auth = true/false (default: false)
java.smtp_ssl = true/false (default: false)
java.smtp_starttls = true/false (default: false)
java.smtp_user = string (default: null)
java.smtp_pass = string (default: null)

E SMTP IREB 2R BEIEIFBMNMEESHE, TJLITE [etc/rhn/rhn.conf FIE LTS

java.smtp_timeout = integer (default: 5000)
java.smtp_connection_timeout = integer (default: 5000)
java.smtp_write_timeout = integer (default: 5000)

28.17. ¥/ noexec & /tmp BFHIBEHITESE

Salt NBEFPIBXHRAR [tmp FIEITIZEM S, Fitb, Y1706EH noexec iETEE [tmp, F—MMRRILL AT
HAER, FAN Salt RFZIEEHN TMPDIR IMELEBEEIGNEREER, FHIEMXKXIZE noexec EMHE
Fo BIEA systemd fENEEE X [etc/systemd/system/venv-salt-minion.service.d/10-TMPDIR.conf (
WMREAT Salt #HGEE) = /etc/systemd/system/salt-minion.service.d/10-TMPDIR.conf (J1R&EF % L
AT salt-minion) . ENREXHABTHREIWT:

[Service]
Environment=TMPDIR=/var/tmp
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28%18 FHEF noexec & /var/tmp B IR iR R
= TH

Salt SSH /8 /var/tmp FE L& T4 Python FE i EEE Salt IM4FEFNIT Salt @5, Fitk, tI70ER
noexec ETHER [var/tmp. To3£@T Web Ul 3| SE M noexec 2EHHER] /var/tmp MEF i, EASISETE
ZfEA Salt SSH EKihRE P imiY,

28.19. ¥ “HBRZEFE" miIR#ITENR

EHEEB I, BOEAEETE, F1EBIE /var/spacewalk # /var/lib/pgsql FHRTFRE XFS X
HRSH,

RERMHIXGRREN, 4RiE [etc/fstab 7256k /var/lib/pgsql FE. E5|FARS2BUNAES.

BERWAXALRBIFAEE, BEETBEEXH. ZBEXHREEALNRZ LN
[var/log/rhn/migration.log.

28.20. @HMEE

BAEENBINEREN 30 X, RS ESMEEEETRIRES, TICHDRESNM, BEEKILE, BE
[etc/rhn/rhn.conf RIS RE TE—1TAR:

java.notifications_lifetime = 30
BN EZREMNMEHNER, IBTE [etc/rhn/rhn.conf FRMNFRE TE—ITHE:

java.notifications_type_disabled = OnboardingFailed,ChannelSyncFailed,\
ChannelSyncFinished,CreateBootstrapRepoFailed,StateApplyFailed,\
PaygAuthenticationUpdateFailed, EndOfLifePeriod,SubscriptionWarning

BXRINGEMEEED, 1520 usr/share/rhn/config-defaults/rhn_java.conf {&1r 35,

28.21. ¥ /2 H OES fifF R hEIRY R EH 1T E TE

E7£ SUSE Manager Server _£/Z A Open Enterprise Server (OES), i&RERFMARBSIZH1TIRIE,

312 B OES fiizk:
1. HIREHE Microfocus IRIAIBIAIE OES MIRE S I,
2. BREF SUSE Manager Server,
3. KREEE > REMS > HASHIIE
4. HyRIEBE SUSE Manager B9 SUSE B14%EiE,
5. EFRB T RIS M RIERED, AFH#A Microfocus S4FIIE,

515471  ££174] 28.18. XIfsEF noexec & /var/tmp By HINAIAUHTTE 5 | SUSE Manager 4.3



6. BREIEE > REMS > HASMHEIE, AESFHRMIRETH.
7. OES NZEREERF~mIIERF. BMERUGEREREM~m—FEAE.

BXx OES HI¥AER, 8L https://www.microfocus.com/documentation/open-enterprise-
server/,

28.22. OSAD #11 jabberd &8

ARLEBRT, jabber AILYTABRAN & D Fi&ERER OSAD B IHiE.

MR HIXFHER, OSAD BFIHET AEXZR SUSE Manager Server, #H jabberd &7£25d ZHIBY/E]11EIRO
5222 AR,

NEEER OSAD EENEFIHHEEE 8192 MY, AZEXREULEERE. XFXHHE
5, BATEWNEE &S Salt EFR. BXMIAXIMRLENIFARER, FER
Specialized-guides > Salt.

CIDSGRNE = jabberd ZAHIFECE SR SRIE N jabber AT AR 8. ZXHFRIENARRIE N

[etc/systemd/system/jabberd.service.d/override.conf,

gig: BERAXFITEK
L ERSIRTFIET, W root SEHIFFAMEEXHHITHRE:

systemctl edit jabberd
2. AR LA ERSD

[Service]

LimitNOFILE=<ZRBEH!> : <FEFRHI>

BRENERIFRMR. fla, MREE 9500 NEFl, ARFRRHIEEAX 100, B 9600, FHiGHERE!
{B1EX 1000, EP 10500:

[Unit]
LimitNOFILE=
LimitNOFILE=9600:10500

3. RERXMHHIRHRERR.

o systemctl XHMERINRIESRE vimo ERGTFXHFHIRY, 15K Esc #NBHMEX, BA
‘wq HiZ Enter,

MR ERTEF /etc/jabberd/c2s.xml Ff max_fds &3, I80: <max_fds>10500</max_fds>

X EERIREI R R HIZ A LUT A2 LR, 7£ SUSE Manager #, HREEERENHEERE c2s, ©XF
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BIEFIRITA—1NER WAFINANT 100 XM, LORHFARRERIEERZEXH, £ c2s BEBIER
517, BERGEIEMTFET jabber UFAA#HIZ, MIMNEEZET MEBHZE. c2s F sm #HIZFT BRI Mo

b Tl BE N s Akl
28.23. WHFBA—H ) ELHH{TESS
YEPin LR B BIER, SUSE Manager Server RIRETC A EHfHfEE AT £, MNRLEXMIEFNR,
HEAEHREERTE Web Ul B, BRESBREZTFiEL, HESAERZFiES SE)”SZO KWERGEaPIEMHE
RFIR, UAEERSER P in i siHkG 7T e,
TEFIF L, REREGENENHRYIR, UBEEST EESHRREG6:

o E BRXIFFA L, KT [etc/yum.conf HEZ exclude=,

® 7 SUSE Linux Enterprise #1 openSUSE £, &£/ zypper locks &<,

28.24. FhEGNIRRENETFEE S LB E#{TE S

ARLEERT, RELR squid EESHIF, IRRKEXMER, FERIRENT PG RERGEHEE
FETTEIRR R, HHISMATRERHIRHE B

EEARERERAE L, B2 squid BENHRTE

WNFEMAE, BEAETEN EHRITUTEE:

systemctl stop squid

rm -rf /var/cache/squid/*
squid -z

systemctl start squid

X FEA podman iIZTTHAZEMAIE, BEIHITEN EFITUTERE:

systemctl stop uyuni-proxy-pod
podman volume rm uyuni-proxy-squid-cache
systemctl start uyuni-proxy-pod

28.25. 4% Grain fZi&4 BRhFE AT LM MREHRITELE

Salt &P ikE R BRI machine_id grain {£i%45 SUSE Manager, SUSE Manager /Lt grain HEZ
Fin@EEdM. WIRFEH#ITAD Salt A, FEX Salt FASMELEEM#RE, HILNREEAEZF KR
RER, ZIIZR RIS AIR™ ERIER,

AT R, Salt 5| NT —IUfiTheERE e H#ITRIMNED Salt .

BERIThEE, ERIUEXFZYRENE K AT IRERERRI—MEEESH.

MRBEERIMMTERLITZ, R LUER mgr_start_event_grains.sls BiF Salt k7%,
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o XVERATFEIMNEF iR, MREBRLEM Salt FFHE, RERAIFINLEES
o

£ SUSE Manager Server ERIss<IRATT T, EALIT < /S start_event_grains Fc&EBHF:

salt '*' state.sls util.mgr_start_event_grains

e L 2EF P RNEREXFPMIFIFENEE, AESFRERNNAEN. MRENEFREES, |
B At MR AT IR <

salt --batch-size 50 '*' state.sls mgr_start_event_grains

28.26. PAYG &g

RESAET
o MBWATAUIESHEE, BATEEEA Web Ul BHERIESHE.
o MBSHEEEATIE, reposync M%a BRERIBEE,

£/ registercloudguest
* RIFTELEEL registercloudguest 5AH & EHEMZBEANIERERN NS EIENER.

° MNRKMFEA cloud guest F<EMINTIERE, BT registercloudguest --clean =S AL

o

28.27. ic B2 fGimAY Pay-as-you-go

ATIRBIEMAE S /9 PAYG 262!, SUSE Manager FE1#H sudo KiE1T instance-flavor-check T&,

MREFFAEANZE http RIE, MIFERFRET sudo EHEEIIRE, HARANER TRBRASEIFRT

o

[l

EXMLER, —MAERRNEELUTAZRN /etc/sudoers.d/keep_proxy.conf SCff:

# Preserve any possible proxy configuration
Defaults env_keep += "http_proxy https_proxy no_proxy"

XAIRS AEAXNIMR T EREBENRARIBEIRE.,

28.28. LI FQDN £55

A, BIREEENEZEFHZERTE Web Ul &, ERZEREl2EIRIEERN, NREERRERN
FRTL2MREMNES (FQDN), MAIER SUSE Manager SRR, FAJRERELLER.

BEFITH, FERELNEPHREEXAPIEEEM FQDN {E/ grain:
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grains:
susemanager :
custom_fqdns:
- name.one
- name.two

28.29. ¥FM 5 ERE P gt IR E#H T E i
WREFER SUSE Manager SREIZREZIMYL, ErlgeRIME)E VM NREIRESRER. RS2 EREWE
(5 BHESSERNEIZS) BY VM,

BATE VM A AT EKERNE, BHEE EEFNHRERERESEITH,

MREE-BEMNT, M, HERTREFIRIRERE, ERHEMLRMERASEN, SaJEHRE SUSE
Manager R RIAE F inH SefERACEM AR D R ENZ iR, BR, MRREEF HM5ERAPITEN ID
18[E, M SUSE Manager R XA N EFImEMA—I RS, HENEEFHBIEFHRERENBIEES,

LU B SePERRAS BT B ID SKARILE]E, LA SUSE Manager B EN TR AR N FRIRIZ F i

o NSNS BBERENT K LT, KEBRFAEMRIERFPHHITIRIE, RIBE
F s REFEME] SUSE Manager.

SIE: BRARFER Salt EFRiRPHESIHEMN ID

1. ERPERITEN L, BENB IP ik, R /etc/hosts & & RIS S EFBY EA I,

2. WFZHF systemd BIRITEN: MREAITENEGHEBERITEN ID, 15U root SHRIFERNETE
P BRI, RAREHEIEXLEX !

rm /etc/machine-id

rm /var/lib/dbus/machine-id

rm /var/1lib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure
systemd-machine-id-setup

WMRBERITENE /var/log/journal/ THEE—MXMHK, WFEERIEFITEN ID FHEHRR. WMREF
A—%, journalctl BEZERREMEE, H#HH podman logs A& EREMAAR,

mv /var/log/journal/* /var/log/journal/$(cat /etc/machine-id)
1. XFAZH systemd EITEMH: LLroot B9M dbus i EAH ID:

rm /var/lib/dbus/machine-id
rm /var/1lib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure
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2. MRENEFIHDHARGHEREN Salt FFi% 1D, BERFRSNEF K LR minion_id X% (XtFmER
EEFIHERMEIEREMDN FQDN) o XF Salt RITHE .

rm /etc/salt/minion_id
rm -rf /etc/salt/pki

XtF Salt L EE %!

rm /etc/venv-salt-minion/minion_id
rm -rf /etc/venv-salt-minion/pki

3. MYSRECE TUE R RIFREZHEAFM SUSE Manager HHBRRKEEXH, ARERHIE . T
Salt RixUmE Fim, BEAUTHS:

service salt-minion restart
FF Salt WA EE s
service venv-salt-minion restart

4. EfTEMEFiR. SMEFPRIEHE—IAFREDN /etc/machine-id, HENKIEHEREREKHEE
£

giE: MARENEAEFEPHESITENID
L ESRMERITEALLE, EMEHEM Pk, BHIR jetc/hosts BLAEFIKA ERAERBI NI,

2. £ Red Hat Enterprise Linux Server 6 1 SUSE Linux Enterprise 11 FER U T &< =1k rhnsd SFPEF

/etc/init.d/rhnsd stop
&, TET systemd W ARG LERUTHT:
service rhnsd stop
3. ERU T8 <{FLE osad:
/ete/init.d/osad stop
B
service osad stop

a3
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rcosad stop
4. Kb osad A IRIEECE X HFFRSE ID

rm -f /etc/sysconfig/rhn/{osad-auth.conf,systemid}

5. FREETTEMN ID B

©  SLES12:

rm /etc/machine-id

rm /var/lib/dbus/machine-id
dbus-uuidgen --ensure
systemd-machine-id-setup

© SLES11:
suse_register -E

6. EFFF D EIEX:

©  SLES ZFPis:

rm -f /etc/zypp/credentials.d/{SCCcredentials,NCCcredentials}
©  Red Hat Enterprise Linux i :

rm -f /etc/NCCcredentials

7. EIniT5 I 2HIZAN, IMTENSTE SUSE Manager R EEIREMNARS, MARBEZAKNRRS.

28.30. #7E Web Ul R:EM% I Bk B EAFEIREYR)
WHITES

£ Web Ul #7442 MES, FRA Salt & infEFARIERZE Salt SSH.
MEMBRE, Salt SSHEFIHASMARSS R EHREIR,

Aig, Salt SSH B Ima¥ BEEMEESHAY /var/log/salt-ssh.log &, ERIUITEEPREEIR.

28.31. MEMIFRER T Fim/aFHEM A Salt ZizuRT
AR EHITE R

XABERNA R, BEENEERATFiRTIEA Salt ZiFim, MASMRZE iR, Salt 2BEENEIEE
—MERBEPIEHSBITHRITUENEN. BNREEMRMEAZT G, NEREEIREEMA Salt iz
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» MABIERELSEM A Salt Rixlm 2 BIER P im EHITU TSR

1. BRTEX MG
/ete/sysconfig/rhn/systemid
2. ERTENRHEE:

zypp-plugin-spacewalk

28.32. ¥EMESE Red Hat F P LI RYRE#{TE S

f£4:89 Red Hat Enterprise Linux 7 #1 SLES Expanded Support 7 EP IR EE— LR EZNHRGETEERES
SUSE Manager H&IETT, AXERFIHRENBENBEBESEVHIZE gpgcheck in&. B2
, rhnplugin.conf X+ =BEIIGEH B R GPG 18E,

XBEMKE, EFMESD Red Hat Enterprise Linux 7 #1 SLES Expanded Support 7 EFIREY, BEFHASM
BEXBEREREBNREE, AMFEEEENXEBEFERAT gpgcheck,

ERLRILIRIE, 54548 [etc/yum/pluginconf.d/rhnplugin.conf XHEHEZMR GPG 1%, UBBAREZNHEE
M REHER P ISR TERIE To

28.33. ¥t Red Hat CDN @& ZMEHH#H{TEE

BH, Red Hat RB &ML (CDN) BESIRM L MIEF, M SUSE Manager Web Ul REES NEMEH, MR
CDN #RMHRVIEFHS SUSE Manager Web Ul EXBVIEBARE, BMEZIERARTIR, WIEBEXK, FHER
EFENSPRRWIEL, WEINEIREST:

[$Ei%]

fB7FE '<repo_name>' T,

<repo.pem> fEISEM URL RILFNBMTEIE

[AsEIER:

- [|1 &M "<repo.pem>' EENENIERT S

- A8 '<repo.pem>' BUIPR#IELE,

BREAIEEEENN RL 2EiEmEMEEE,

BFERE EREIR, EEBLIMEFRE '<repo_name>'s

BTAEREIR, TERIFETE,

HH:MM:SS RepoMDError: FiAIARIEERE. RIEERSFNGEEE PG %A

SRR, EEREERAEBEHEIED pem X, AREEWEIEFH LU SUSE Manager £/ :

22 B2 Red Hat CDN iEH

1. 7£ Red Hat EFim ERa IR T, LA root H154F Jetc/pki/entitlement/ FEIFAE HEIEREHEIE
™ rh-cert.pem X ff .

cat 866705146090697087.pem 3539668047766796506.pem redhat-entitlement- authority.pem
> rh-cert.pem
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2

Wz,

% [etc/pki/entitlement/ HRIFRE Ui HESHEIE D rh-key. pem X

cat 866705146090697087-key.pem 3539668047766796506-key.pem > rh-key.pem

&0l LUtZERClient-configuration > Clients-rh-cdnF VIR BEFTIER S N SUSE Manager Server,

28.34. SUSE Manager Server Efp R &S

WMRIETEARMELLT SUSE Manager Server B9EMNHE, SUSE Manager ZERTEEE#1T. XEENHKE
IRER AN R, AMXLENRTTEMNENZE P ERLIEREREL R,

WMREFEZEELY SUSE Manager ARS323M9ENLE, BILUER spacewalk-hostname-rename FIZARERN, Lt
A EHT PostgreSQL #43EZE LUKz SUSE Manager BIAZ LM HENILE,

spacewalk-hostname-rename fiiZ<2 spacewalk-utils 2R BRI —EB 7.

ZHIZA I E— KBS IR A SUSE Manager Server Fiic B1Y IP ik,

i3#2: Efs# SUSE Manager Server

1.

7 DNS fRS28L, AMATEELRALIINRSBHINEZIRE, CBEFEREBTRAZFETEE
BiRE, BEAMKRENARNSEGIEMEMERSR S ER,

&E5|% SUSE Manager Server UfEFFNEZECEHHBEENBEX.

LIRS R AL IP HUbEITHIZ spacewalk-hostname-rename, WRARSZBAKRFEAIENZ, %
MARSKW. ETE, HASRIFEIE Salt BRI pillar #3E: BTREEUR T EMNE P iniE.

WNRiEE SUSE Manager KIEEREF IR, AENP R, ESMIEEZESENEFE, BERTIXE
FENBM IP ik, 7F Salt FFPIRECEXHS, HITIEEH Salt Ti=im (SUSE Manager fR$28) M3
R (2% 7 [etc/venv-salt-bundle/minion, SNREKREF Salt 4P, N7 [etc/salt/minion) :

master: <HiENZ>

E 25 venv-salt-minion iRS (WNRFEF Salt WHE) -
systemctl restart venv-salt-minion

g salt-minion AR5 (YIRKAER Salt HE) -

systemctl restart salt-minion

B FH B L EED Salt EFIRACE, BN A Highstate, A Highstate 2B Hifig?EE URL HAIEA
Zo

WNEFEEMAERIE, SIEHMRSSHEPNRAEFIAEL, HEXIETT
o configure-proxy.sh  fiIZ&, BXEEBERIEAIFMES, 550 Installation-and-
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upgrade > Proxy-setup,

HIEEENERT P IRER Jetc/sysconfig/rhn/up2date EEE XX, SNBSS, FERERMEERHAR L

BEMESREFE (NRE) . BXIFMEE, 1SN Client-configuration > Registration-cli.

MFEIRENMIEER PXE  5|%, MnIileEzZzRENEERE, Tz{EL, BT
configure-tftpsync.sh REMAHBNERNER. BXFEHAGER, B5ER
Installation-and-upgrade > Proxy-setup,

S — [N Sl
28.35. MEMEIXIGE B A LN EMREH#{TE S
MRFESHEHXREBNASR, BRITUTSE:
1. fEx /root/.MANAGER_SETUP_COMPLETE,
2. {21k PostgreSQL HZP /var/lib/pgsql/data,
3. BERAENZRENSRERATNELENZT,

4, ¥E [etc/hosts X1, HIRIEEEEIF,
5. WEBITRSAFH [etc/setup_env.sh, HIBRBIEEFIEERI N

MANAGER_DB_NAME="susemanager '

6. B5|RBERARY

7. BRIETT mgr-setup.

28.36. RPC BRI &E$E

TR EER IS MEHERZETT, RPC ERANTEN, XZFEIMGE T HEH AR EREETTAYIE
BE . ErRILUEIRIEREX M RIFE RPC EEAI IERNRKIE, RBAXTEERRMLERE, EaJLL

fEiE R MM 2R,

2F2: R RPC iEiEtEAY
1. 7£ SUSE Manager Server £, $J7F Jetc/rhn/rhn.conf XFHIRERABIE (LI AHENM)

server.timeout =‘#=F"

2. 7£ SUSE Manager Proxy L, $T7F Jetc/rhn/rhn.conf X#HiI&BRABRME (LIFREND)

proxy.timeout ='#F"

3. 7EfERA zypper B9 SUSE Linux Enterprise Server EFin L, 17T [etc/zypp/zypp.conf X4 HIRERK

BeE (URAean) -
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i BRE: [0,3600]
#t FRIAE: 180
download.transfer_timeout = 180

4. TE{ER yum B Red Hat Enterprise Linux &Fim_E, FTFF /etc/yum.conf XHHIGERAEIE (LT
HEAL)

timeout =‘#=F"

(5 ] NS RPC EBEIIREIN/INTF 180 %), ATRERTIERAERIIRIE,
puin — A LY s =] -~
28.37. ¥t Salt EPIHE T AXAIRZERIRIZEF DNS g8
> o, m— ﬂ
HITE
BPfE Salt ®FIRIETEIETT, MU ERIFNARSXFENIRELAIRERITRARK, HERUTER:
RiThn B XA T EEK R
FEERT, BERAEMTHZIRE. NREBWHHMD), ZERFENREEEIEEET DNS EBEEHIR.
Salt EFPIRERREY, HERKTRIF grain B, B IRSITEHE FQDN grain, H1E grain HEITRIRIFE
MMRZARZS. = SUSE Manager Server EZHHVIRIEREMITAY, SUSE Manager Server 25T R Inig Rz
Fim&H test.ping, UHAREFIHEIR EIETEETT, TR IZIRME,

BIAER T, SUSE Manager Server 23#F 5 #3R3R1S test.ping seTHIMAR, IRTE 5 HARKKEINELR, N
B ZIRERBE AR, HETHBIBHEFIREXRARLTER R,

ERURILIRE, FIEEZF iR LR DNS f#4f, EFFIHERITHE FQDN BSARZ R 5 #PEFiEL,

WRTEEEE, BEAF SUSE Manager Server + Jetc/rhn/rhn.conf X
java.salt_presence_ping_timeout F{EIEE AT 4 B9{E,

flgn:
java.salt_presence_ping_timeout = 6
2E, FERUTH<SERST spacewalk-services:

spacewalk-services restart

o BULEG KA SUSE Manager RS2 TEEBREK BN EZITIRE B EEZE RN TN,
S5 SUSE Manager RSS2 2 FREE 18 ML EE I E R,
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28.38. Saltboot A Z it

HFITEHMNSXA/IMESIRR, 7£ SLE 11 SP3 i LeIiER Saltboot ARNER KW, HHIIM TR
FREEREN

ID: disk1_partitioned
Function: saltboot.partitioned
Name: disk1
Result: false
Comment' An exception occurred in this state: Traceback (most recent call last):
File ' /usr/11b/python2 6/site-packages/salt/state.py", line 1767, in call
**cdatal "'kwargs'])
File "/usr/lib/python2.6/site-packages/salt/loader.py", line 1705, in wrapper
return f(*args, **kwargs)
File "/var/cache/salt/minion/extmods/states/saltboot.py", line 393, in disk_partitioned
existing = __salt__['partition.list'](device, unit="MiB")
File "/usr/lib/python2.6/site-packages/salt/modules/parted.py", line 177, in list_
'Problem encountered while parsing output from parted')
CommandExecutionError: Problem encountered while parsing output from parted

ALUBEFHRE S SRERAGN XA/ NREERIE R, EFgEXRNG, BEFRLNERSIBRA.

i312: 7£ Saltboot AP FRECE KK/

1. 72 SUSE Manager Web Ul 1, SMEIRLS > RFLHEFEEESEEIRM SLE 11 SP3 FF inAVREHFEE
H, EARETRH, SME Saltboot FiXIIR,

2. HIEESRERFNSX, REESERNFEPBNELHAN (L MIB READ) .
3. B [RE2AR], ABRA Highstate UREE X,

28.39. MNWEAFZ XM EHITE S

MENEAHRLEN, HIBERSICEMFFEEM spacewalk REEA=EN. 1BIETT spacewalk-service
start, JREXE XUAIAAERRVIFLR(E SR

TR BB TR AR :

systemctl status uyuni-check-database.service
E17

journalctl -u uyuni-check-database.service

MBERIBIZITEE M spacewalk-service 7%, XLEHSETIETRES,

28.40. P Ea

BEZRMNRERERS, BRMEXERFVFAES, BBITUTHL
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export URLGRABBER_DEBUG=DEBUG
spacewalk-repo-sync -c <EERI> <EW> > /var/log/spacewalk-repo-sync-$(date +%F-%R).1log
2>&1

AL E Zypper £ /var/log/zypper.log &8 B E

GPG HE$AFRILED

SUSE Manager A=BahfEE5E =7 GPG Zih, NRUNHEBRTEK, FEEATERRE GPG BHRFAZIE
1. EELLEFTH /var/log/rhn/reposync HEFR W FAAIRMEIRRAE XS 2R EAFE:

['/usr/bin/spacewalk-repo-sync', '--channel', 'sle-12-sp1-ga-desktop-
nvidia-driver-x86_64"', '--type', 'yum', '--non-interactive']

RepoMDError: FiEIAIRIETRERE. RIEERSNGEFE PG Z$A

ERRZNE, FER GPG EIASAN SUSE Manager. EXSAN GPG ZHHIVFHMES, 55N
Administration » Repo-metadata.

M spacewalk-repo-sync k% GPG &4

£/ spacewalk-repo-sync FHISNEEFER GPG ZiAfE, NBEFABEBEMZE (Flw, BFZFEHFE
HMEHNATFIXER) , TESUTHSM spacewalk-repo-sync £ zypper RPM $U3EEHERRZ

=R
rpm --dbpath=/var/lib/spacewalk/reposync/root/var/lib/rpm/ -e gpg-pubkey-*

Hrh gpg-pubkey-* EEPREY GPG ZEEAHIEFFRo

47 GPG %A
MREELITEA GPC 1A, BEAERIAER, ARERHSNHER.

RISFARETED
SNRRIFNKL, [var/log/rhn/reposync/*.log BEX FHRIAER B0 FRIRATEIR

Repo Sync Errors: (50, u'checksums did not match
3262904c2fbd7a0e20033c87fc84ebbabb24d937 vs
afd8c60d7908b2ble2d95ad0b333920aea9892eb’, 'Invalid information uploaded
to the server')

The package microcode_ct1-1.17-102.57.62.1.x86_64 which is referenced by
patch microcode_ct1-8413 was not found in the database. This patch has
been skipped.

B LUBE S SRR MEM -Y ETUEITRS R R FEIR:
spacewalk-repo-sync --channel <iBEZFF> -V

ERINFE RS 7 BRI AEF AR, MARKM T A3tERFAIRT,
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Ei&iEn
R T B HHI LT IR

28: BMEREXIE, I& 300 WEIEEERR/NT 1000 F15/5

SEILLEIE7E Jetc/rhn/rhn.conf #5%E reposync_timeout #1 reposync_minrate ACE {ERARRILHE
R BINBERT, AR7E 300 MREMNEFEERZ/NF 1000 FH/H, WTFEHEsHIE, EoTLUER

\ =

reposync_minrate [HESHFTE, HEH reposync_timeout HEEFRFAIFEL,

Manually Trusting the Key During reposync

It is possible that in some cases when reposync is run, you may need to accept the GPG key
manually. For example:

# spacewalk-repo-sync -c nvidia-compute-sle-15-x86_64-we-sp3
17:07:4@ S e == === == ===

17:07:40 | Channel: nvidia-compute-sle-15-x86_64-we-sp3

1 7 : 07 : 4@ gt

17:07:40 Sync of channel started.

New repository or package signing key received:

Repository: nvidia-compute-sle-15-x86_64-we-sp3

Key Fingerprint: 610C 7B14 EQ68 A878 070D A4E9 9CDO A493 D42D 0685
Key Name: cudatools <cudatools@nvidia.com>

Key Algorithm: RSA 4096

Key Created: Thu Apr 14 16:04:01 2022

Key Expires: (does not expire)

Rpm Name: gpg-pubkey-d42d0685-62589a51

Note: Signing data enables the recipient to verify that no modifications occurred
after the data

were signed. Accepting data with no, wrong or unknown signature can lead to a
corrupted system

and in extreme cases even to a system compromise.

Note: A GPG pubkey is clearly identified by its fingerprint. Do not rely on the
key's name. If

you are not sure whether the presented key is authentic, ask the repository
provider or check

their web site. Many providers maintain a web page showing the fingerprints of the
GPG keys they

are using.

Do you want to reject the key, trust temporarily, or trust always? [r/t/a/?] (r):

28.41. Taskomatic &t

fEFETHIEERMEME— N RREFEERNIRENHIE, Eib Taskomatic FIRERE/ LA BETTAL IS
» ¥R Taskomatic A%, MEFRETTHIREMER A ES R,

905R Taskomatic H7EIETT, HEZHIZER D, WIRHEEFAIEEE Web Ul REMAA, EFRZETRERR
imE, FESHAEREPHERK. EXMERT, zypper ref (8L BRI FARAIHIR:
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EHEER RL EHAEIERITEE

EEIFIE)M, BHRE Taskomatic B@EMEEREEETIE, SBRTAETHER. SERTTHEENR
£ R, SEEEREEREN Taskomatic LEEEHRITEFP iHEH.

232 i8R Taskomatic (Al

1. 7€ SUSE Manager Server L, 1% /var/log/rhn/rhn_taskomatic_daemon.log X UBERTEEM
TCHIREMEMHIZNEIETT, RERBRETH .

2. EE5h Taskomatic:

service taskomatic restart

3. £ Taskomatic HEXHH, AILUBEERW TR AIRITMERITRIRA S o iEEH £ MAAAXAIZR
7

<YYYY-DD-MM> <HH:MM:SS>,174 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Generating new repository
metadata for channel 'cloned-2018-q1-sles12-sp3-updates-x86_64"'(sha256) 550 packages,
140 errata

<YYYY-DD-MM> <HH:MM:SS>,704 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Repository metadata
generation for 'cloned-2018-q1-sles12-sp3-updates-x86_64"' finished in 4 seconds

28.42. 3} Web Ul &R H#HITESE

B, Web Ul TEEBEASME. MRMAFNENZM IP HUtS5IHRSEER, XFEREEZHRNE
REFE. WIMRFNENZM IP BRI AT R E— LR e~ £ R E.

ARREFHENMBOIE A LRI R, EARZHNEEF, mh@Edk Ctrl + F5 PEFRILLE,
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Chapter 29. GNU Free Documentation
License

Copyright © 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with
or without modifying it, either commercially or noncommercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms that
the software does. But this License is not limited to software manuals; it can be used for any textual
work, regardless of subject matter or whether it is published as a printed book. We recommend this
License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated
herein. The "Document", below, refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in a
way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either
copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document’ s
overall subject (or to related matters) and contains nothing that could fall directly within that overall
subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not
explain any mathematics.) The relationship could be a matter of historical connection with the subject
or with related matters, or of legal, commercial, philosophical, ethical or political position regarding
them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of

Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The
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Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or
(for drawings) some widely available drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input to text formatters. A copy made in an
otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not Transparent
if used for any substantial amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCIl without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image
formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and
edited only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of
thework’ sttitle, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or
contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ stands for
a specific section name mentioned below, such as "Acknowledgements", "Dedications",
"Endorsements", or "History".) To "Preserve the Title" of such a section when you modify the Document
means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in this
License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.
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You may also lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document’ s license notice requires Cover Texts, you must enclose
the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these conditions, can
be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opaque copy, or state in or with each
Opaque copy a computer-network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy of the Document, free
of added material. If you use the latter option, you must take reasonably prudent steps, when you begin
distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an Opaque copy
(directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to give them a chance to provide you with an updated version of the
Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). You may use the same title as a previous version if the original publisher of that version
gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.

D. Preserve all the copyright notices of the Document.
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E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the public permission to
use the Modified Version under the terms of this License, in the form shown in the Addendum
below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document’ s license notice.

H. Include an unaltered copy of this License.

l. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the
title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there is
no section Entitled "History" in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy
of the Document, and likewise the network locations given in the Document for previous versions it
was based on. These may be placed in the "History" section. You may omit a network location for a
work that was published at least four years before the Document itself, or if the original publisher of
the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor
acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles.
Section numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some or
all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version’ s license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a
Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of Front-
Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one
entity. If the Document already includes a cover text for the same cover, previously added by you or by
arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their
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names for publicity for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else a unique number. Make the
same adjustment to the section titles in the list of Invariant Sections in the license notice of the
combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single copy
that is included in the collection, provided that you follow the rules of this License for verbatim copying
of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this License
in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright
resulting from the compilation is not used to limit the legal rights of the compilation’ s users beyond
what the individual works permit. When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document’ s Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the
Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document
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under the terms of section 4. Replacing Invariant Sections with translations requires special permission
from their copyright holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include a translation of this
License, and all the license notices in the Document, and any Warranty Disclaimers, provided that you
also include the original English version of this License and the original versions of those notices and
disclaimers. In case of a disagreement between the translation and the original version of this License or
a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the
requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for
under this License. Any other attempt to copy, modify, sublicense or distribute the Document is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

ADDENDUM: How to use this License for your
documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU
Free Documentation License.
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