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©  Remote commands allows you to issue commands to individual clients, or to all clients that
match a search term.

* You can also perform remote commands on one or more of your clients.
You can apply recurring actions on individual clients, to a system group, or to all clients in an

organization.
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Procedure: Running Remote Commands on Clients
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Chapter 2. Ansible £&}

Ansible2 ZFE  Z220|AE  A|AHIEZ 25t TeYLch O B2 FEE  ASHH,
https://www.ansible.coma &ZstAA2,

SUSE Manager supports managing Ansible control nodes. For more information, see
administration:ansible-setup-control-node.pdf.

Currently, the supported version of Ansible is 2.9 (LTS) shipped in SUSE Linux Enterprise 15 Client Tools
channels. The supported OS version for the Ansible Control Node is SUSE Linux Enterprise Server 15 SP3,
or later. Ansible software is also available for SUSE Manager Proxy and SUSE Manager for Retail Branch
Server. For Control Nodes running operating systems other than SUSE Linux Enterprise, use Ansible
shipped together with your distribution.

2.1.7ls7M2

SUSE ManagerE AFE3IH A[AH” 22|X}7L Ansible HO| =EE &Y & JAFLICL XHE= 7|52 CHExt
7|-A|__|[:|.

° | |_Eal ]II.OI 7-IA|-

o QIHIEZ|=  22[A Ansible =Eo| FHEE =EYUCE QIMEZ] FHof g ZMEr WHWE

—-lo

https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.htmloflA]  =tolgt 4~
USLILCE

° Efo|52 oHIEZ| Ha| WHES MHEFLICE Eo|50 hst XtMIst L2 https://docs.ansible.com/
ansible/latest/playbook_guide/playbooks_intro.htmlol| A &tolgt 4= Q&L|Ct,

2.2. 2FAE 37|12

To use Ansible features, you need to register the already existing Ansible Control Node to the SUSE

Manager Server. In the Web Ul, on the System Details > Properties page of the registered system, you
must enable the Ansible Control Node system type of the Add-on System Types list.

Ansible Control Node A|[ A8 RS &M 3l5HH highstate0l 371510 ansible TH7|X| & A|A RO AX|S5t 10 AJAE
M5 AFE > Ansible 0l Ansible 7|52 &4%ter 4~ ELICE

CHe CHAZ A|AH M AFE > Ansible > H|0] 'l E H[0|X|0f| A Ansible Z2|0|5 CIHE2| 3 QIHIEZ| mU0]| CHot
ZE2E MELICE QHIER| Z2E HZE Ansible QIHIEE| A2 Jetc/ansible/hostsE AFEE £ JELICH 20|15
ClgE 2|2 (0|5 THU0| MEE Mo = RE CIHMEZE ALY £ JELICL E[0|5 ClHER[oE= .yml
o = .yml IFUO| QU= Shel CI ER| I It L|CE

Ansible A0 = MxX| % MHof| cisfA= Administration > Ansible-setup-control-node0iiA| Qs 4~
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2.6. Ansible Hjo == MH

Ansible M|0] ==& MAst2{H SUSE Manager Web UIO| M CHS THA| S AatighL|Ct,

My

2lO|MEE Ansible M0 LEE FMst2{H T AARIO| Ansible THF|X[E HX[s{0f
o SfLICt LEE O 2 Ansible 7| X|= 2 MK 3S2MS| 34 2|ZX[E2|0f| A F3H0f BL|CE.
Ol€ =0{, SUSE Linux Enterprise 15 SP6 % SP70|X|= [literal] Systems Management

ModuleS Edf| Ansible2 AI2E 4= QI&LICY

b

Only for older SUSE Linux Enterprise 15 clients, Ansible is available through SLES 15 Client tools but
there it will be dropped in the future.

FX}: SUSE Linux Enterprise 15 SP6 EE= SP7 A|AEI0]| Ansible Mo E MH

1. SUSE Manager Web UIOi[A] Bt2|x}t > M OPHAL > HIECZ 0|55t [literal] SUSE Linux Enterprise
Server 15 SP6 x86_64(5E= A2l H7H)2t [literal] Systems Management Module 5! Z < [literal] Python
3 ModuleO| MEHE| 11 S7|2t=|RA=X] =oltL|Ct,

2. SUSE Linux Enterprise 15 SP6(5E= A9 ) 22t0|HE S HHEBILICY,

3. SUSE Manager Web UI0f|A] 22}0[1EQ| AJAE > JHQ H|O|X|Z O|SEL|CH AXE 0] » 2ZEQ0| HiES
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Megotn

Management ModuleZ} Python 3 Module ®'2 & F#=&L|Ct

4. ZEIO|HEQ| MK AFSl > £M 2 MEHSIL|CE Add-On System Types = =0 A Ansible H|o| LEE 25}t
[£d YdIo|E ] = S2!etLTt.

5. Zajo|dlE

=

7H2 H|O|X| £ 0| S5t0{ El » HighstateS MESI L [ Highstate M & |2 22/gfLICt

6. O[HIE $ Mek3tT highstateo| AEHS SolghLict,

%| Al Ansible2 SUSE Linux Enterprise 15 SP4 fE= SP5 220|H Eof| AX|5t2{H Python 3
ModuleS &43tsljof ZL|C}.

A A HFO| Ansible2 O 0|4 22HEl Python HES E3t C 22| X|8IX| t&LICH

HE|H 27t o{H3| 7|Z Python HEOZ 7|2 MAE|0 Q= L Z3o|8 A Zof HZ

QFEIt WMstALL Mg 2 JAELICH o] BHIE sHZEst2H Jhstt 22 Hald oA
IT

Python2 ¥12{|0|=5t1 Ansible QHIEZ| L= FAO|A 2HIE Python 2IF
AFelof ghLct.

Ansible QIHIER| I} MM

Ansible Integration =7= 220|528 QHES| A2 HHZERLICE _HO|S 1_of LIEE 2f 2F Ao chsk

QHIEE| oA S

SFLFA AHAISHL|CF

T ood

Hk}: Ansible QIHIER| I} MM

1. Ansible0i| A zt2|g olHIEZ| I SAEZS MM 9l

P

/etc/ansible/hosts®lL|C}.

==1.

QIHIE 2| Ol Al

client24@.mgr.example.org
client241.mgr.example.org
client242.mgr.example.org
client243.mgr.example.org ansible_ssh_private_key_file=/etc/ansible/some_ssh_key

[mygroup1]
client241.mgr.example.org
client242.mgr.example.org

[mygroup2]
client243.mgr.example.org

[all:vars]
ansible_ssh_private_key_file=/etc/ansible/my_ansible_private_key

2. SUSE Manager Web UI2| Ansible
Fret

3. Playbook

£2}0|YEE SUSE Linux Enterprise Server 15 SP6 x86_64(=E= A2 SP HZ) 3! Systems

JFefLICt. Ansible QIMIEZ|Q] 7|2 HZ=

"olA Ansible > M0 EZ 0|30 Ho| =0f QHIEZ] IHAS

Directories MMOAM Add a Playbook Directories ZE=0{ /usr/share/scap-security-
guide/ansible= F7I5t = [ K& |2 S&lgfLCL

4. QHIER[0f M QIHER| It F7F LE0f QAHIES| It YK S 7161 [ ME |2 S LT

13% [ M| 185%
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=E 2. 04l

/etc/ansible/sles15
/etc/ansible/sles12
/etc/ansible/centos7

O %2 Z2)|0|2 o|Al= https://github.com/ansible/ansible-examplesol| A &g 4 AU&LCt.

Ansible =E2} S4I MHs}7|

= O
X X}l: Ansible .EL} EA1 MX5}7|

1. AHELZ|O|M AHE S SSH 7S MdgfLct.

ux

ssh-keygen -f /etc/ansible/my_ansible_private_key
2. MHEEISSH 7| £ Ansible 2t2| 2210|HE0|| SAFLICE O|Al= CHS 1 Z&LICE
ssh-copy-id -i /etc/ansible/my_ansible_private_key root@client240.mgr.example.org
3. etc/ansible/ansible.cfgOfl CtS 2t 20| 7HQI 7|1 MAABLICE.
private_key_file = /etc/ansible/my_ansible_private_key
my_ansible_private_keyS 712! 7|7} ZetEl It ol 0|E O = HHEL|CE,
4. o] =EO0f|A CHS HHES A Ansible 28 HEE E|AESIMAIL,

ansible all -m ping
ansible mygroup1 -m ping
ansible client24@.mgr.example.org -m ping

Old| +HS MY & JASLICE XtMBH LHE2 Administration > Ansible-compliance-as-code0i|A] &olgt

SCAP K¢t 710| = I 7| X] A %]

£ AHSI2{H Ansible M0 ==0f| SCAP =t 70| = I 7| X| £ M K|s{of EhL|C},

Hk}: SCAP EQt 710| = ojj7| x| A %]
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https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
administration:openscap.pdf#remediation

L A" IHR0M SE0|HES MEtlot 5 AT E0f > I{F|X] > BX| S S=ITfLC

2. scap-security-guideS Z{M5H0] A|AR0]| Xt Ii7|X| S QXIRfLICEH TF|X| BHE 27 ME2 CHS HIOIES
EHZTSHMAIL.

H 1. SCAP 29t 7j0| = Ijj7|X| 2+ Al

of7|x| o] & X 2sl= A AR
scap-security-guide openSUSE, SLES12, SLES15
scap-security-guide-redhat CentOS 7, CentOS 8, Fedora, Oracle Linux 7,

Oracle Linux 8, RHEL7, RHEL8, RHEL9, Red Hat
OpenStack Platform 10, Red Hat OpenStack
Platform 13, Red Hat Virtualization 4, Scientific

Linux
scap-security-guide-debian Debian 12
scap-security-guide-ubuntu Ubuntu 20.04, Ubuntu 22.04

Ansible E|0|52 A%t X

Ansible ®0] =7 ZQBtL|Ct XIAM|EE LIE2 Administration > Ansible-setup-control-node0i| A &tolgh 4
UAELICE

Lt EAH= Ansible E2[0|52 AFE5I0] WY S H¥lsH= IHE S QtLHELICH

A} Ansible E2|0| 52 AlSSt +F HH
1. From the control node system menu select Ansible > Control Node.

2. In Add a Playbook directory field, enter the path to the OpenSCAP playbooks, for example:
/usr/share/scap-security-qguide/ansible

3. Confirm with [ Save ].

4. Navigate Go Ansible > Playbooks, expand the folder you just declared, and click a playbook, for
example:

sle15-playbook-stig.yml

5. 20|52 Y¥ste{H S2t0[AES| QHER| RS MEPILICE of = LSt Z2ELITt.

=1
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SUSE Manager= CHst Q1E gf

5 X|¢gtL|ct, o] MMojME= PAM(pluggable authentication modules) %
SSO(AZ Atel2)ol CHalf MHFFLIC.

3.1. SSO(AZ AloIR)Z 9IS

SUSE Manager= SAML(Security Assertion Markup Language)2 Z2EZS FHsl0] SSO(AZ Atel2)
X| gLt

uin

A2 MRA22 ALERI7E ot JHe| XtH SEQZ of2] OiS2|AH[0| Mo AMA T = JAEE SFE Q1T T2 M AYL|C,
SAMLE 215 % #ot 20 HIO|HE wetstr| et XML 7|8t BEZERIL|CH. SAML ID MH|A Z2XHIdP)= SUSE

|
Manager S AMH|A ZSZXHSP)0l 1F U Hot 20| MH|AE HSLICH SUSE Managere A2 Ael=22 s
2t S0 she AIEXOIE N JHE &=L CL.

SUSE Manager2| SSO7t X|5t= At

* SSOE 2IQIgL|Ct.

* MH|A HMSXEAIZE A2 230H2(SLO) & ID MH|A M SAE 2 230+ MH|A(SLS)2 2 10HSfLICE,

Ty

o O{MM 5l hamelD ¢35},

[ ]
2
nx
I
X
02

* AuthNRequest, LogoutRequest U LogoutResponses Zgt HIA|X| A{H.
o Oj&M AH|Xt MH|A JEZQIES S MSFRL|CE
o Y2 20t2 MH|A AEZQIES SHdotptL|Ct,

* SP H|EtCO[E{(ME 7t5¢HE AlAIRILIC
SUSE Manager®| SSO«= CHEE XISHX| &L Ct.

* ID MH[A MSXHIdP)E ¢let MF M= & 9.

o J[Et ®Z0f CHEt SAML X[ (s ®IZ MEA =),
SSO 7$19| of| = Administration > Auth-methods-sso-example0i| Al 2HQ1EH 4= QI&L|CE,

712 215 YoM o2 Ael2e= HESHH M SSO Xt
o mg = spacecmd®? Z2 ZZI0|9E = 7
b

A =A

&

<

=

(a]

1]

A O

M og
o

M =

AlEFet7] i of2{gt mkt0|E{S ALSBHO] 9/ ID M A HIZXHE AIBH0F BILICE RIS IdP MBME Holshi AR,
IdP AMSX®t SUSE Manager AMSXH 2te| OHES  SAML:Attributed| XIFELICH
o SAML:Attribute2 IdPOlIA TABjoF St SAML ©1Z0lA SUSE Managero M &0{of
gLt £49| 0|52 uido{oF 3t 279l = HEE SUSE Manager ALEAIE ZE &0l OF
$HL|CH SUSE Manager2(E) BHE & E3t 0152 g stslof shL|C),
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HeotAEZQIEE= CHZ0 Z&L T

o O|HM AH|Xt MHIA(EE ACS): MH|A HSXHo| CHet MMES HESH| 28 SAML HIAIXIE ESt=
A=ZQIEQILICE SUSE Manager2| ACS JIEXEQIE: hitps://server.example.com/rhn/manager/sso/

acs
o A2 2I0HR MH|A(EE SLS): IdPOIM 20t2 2K AlEtsts A= HLQIEL|CH SUSE Manager2| SLS
AEZQIE: https://server.example.com/rhn/manager/sso/sls

* MECO|E{: SAMLO|| CHet SUSE Manager MIEICO|E{E ZA517| 9ot A=ZQIERILIC, SUSE Manager?)
HIEIH[O|E] AEZERIE: https://server.example.com/rhn/manager/sso/metadata

A2Xt orgadming ALESt IdP 2150 HZ5tH orgadmin AF2X}7L SUSE Managerd| Zxfst= 29 SUSE
Manager0il orgadmin AL&XtE 2301 EL|CE

SSO AlE
0 SSO A2 2 8ol Q53 A3 HHEINo|H A3 == HIEMIELICL SSOE
712 %02 HlZA st o] YLt
(1) M ZAE0|Lf Lo EHA|S A5t7| Hofl mgretl term2 AR BILIL.

Hx}: SSO 2 AM3ts}o|
1. OFE| AFEXt7F SUSE Manager0ll 9= 2 MX M AdsHof ghL|Ct.
2. [etc/rhn/rhn.confE WSt MY 0] CFS 212 FIHEiLICt.
java.sso = true
3. /usr/share/rhn/config-defaults/rhn_java_sso.confOi| A AF2X} HO|gt Oi2t0|H E AELICH AFSX} Mol
m2t0|E{E [etc/rhn/rhn.confof 4Ql5t1 java.ssoE EHFALZ E2QLICH O|E S04, Jusr/share/rhn/config-

defaults/rhn_java_sso.confOi| A CtSS ZAstL|C},

onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-HOSTNAME-OR-
IP/rhn/manager/sso/acs

A Xt Ho|5t2{™ [etc/rhn/rhn.confi A FM 0|20 java.sso.E B FAIZ 20 siE SMS MMstL|Ct,

java.sso.onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-
HOSTNAME-OR-IP/rhn/manager/sso/acs

2 %toz{™ moA| YOUR-PRODUCT Z! YOUR-IDP-ENTITY Xt2| EA|XIE
JMSHL|CEH 2= Oh2t0| o= s olojof| ciet Ziakst dHo| & Ml ZElLICt,

4. Spacewalk MH|AE CHA| A|ZHSH0] HE AretS X &7fLC

mgradm restart
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https://server.example.com/rhn/manager/sso/acs
https://server.example.com/rhn/manager/sso/acs
https://server.example.com/rhn/manager/sso/acs
https://server.example.com/rhn/manager/sso/acs
https://server.example.com/rhn/manager/sso/acs
https://server.example.com/rhn/manager/sso/acs
https://server.example.com/rhn/manager/sso/acs
https://server.example.com/rhn/manager/sso/acs
https://server.example.com/rhn/manager/sso/acs
https://server.example.com/rhn/manager/sso/sls
https://server.example.com/rhn/manager/sso/sls
https://server.example.com/rhn/manager/sso/sls
https://server.example.com/rhn/manager/sso/sls
https://server.example.com/rhn/manager/sso/sls
https://server.example.com/rhn/manager/sso/sls
https://server.example.com/rhn/manager/sso/sls
https://server.example.com/rhn/manager/sso/sls
https://server.example.com/rhn/manager/sso/sls
https://server.example.com/rhn/manager/sso/metadata
https://server.example.com/rhn/manager/sso/metadata
https://server.example.com/rhn/manager/sso/metadata
https://server.example.com/rhn/manager/sso/metadata
https://server.example.com/rhn/manager/sso/metadata
https://server.example.com/rhn/manager/sso/metadata
https://server.example.com/rhn/manager/sso/metadata
https://server.example.com/rhn/manager/sso/metadata
https://server.example.com/rhn/manager/sso/metadata

SUSE Manager URLEZ 0|=5tH Q50| R E SSO8 IdPE 2|C[=MELICE 150
279Ist SUSE Manager Web UIZ 2|C|ZMELICt SSOE AH8%t _._|01|A1 X7t ey
Z0M XpAISH L S telet = AELICE

ollA] SSO 131

0| of|oll A SSO= SUSE Manager2 3712| AIEXQIEE L E5t1 Keycloak 21.0.1 0|42 ID AH|A SZXHIdP)2
AH85H0] ol gLt

Keycloak IdPE MX|st = SUSE Manager AMHHE MASI0| AlZfotAA|R., T3 ot
Z210|HER AJIS5ID AFRKIE MAME & Q&L CH

njo
2

EXQIEE Keycloak

0| o= 84 SXHOZE0 MISELICE SUSEE EtAL ID MH|A FHSXHE HESHAHLE X|&ISHK]|
A olom Keycloakzt HIZSHK| okAL|Ct Keycloak Xl CHi M=
https://www.keycloak.org/8 & Z=sHA|2.

.{

Keycloaks AIARO| = EX|StALE HEO[M A 4 AFLITE O] KoM= Podman ZIH|O|L0 A
Keycloakg AHSLICE Keycloak AX|of CHEF XtMIe LI https://www.keycloak.org/guides#getting-
startedoflM Keycloak ¥HME &ZsHMA|2.
Zx}: ID MH| A SSA 2F

1. Keycloak 8B A0l 2} Podman ZiE|O|L 0| KeycloakS MX|IEL|C}.

2. ZEMAE A& HASIHH -td Q5 AHESH0] ZIH|0|HE HASHUAIL.

podman run -td --name keycloak -p 8080:8080 -e KEYCLOAK_USER=admin -e
KEYCLOAK_PASSWORD=admin quay.io/keycloak/keycloak:21.0.1

.0 ID 3E%t HlE} clole] 23S Z=2/etL|ct. 12{H SUSE Manager T4
|5 M7t A== T|0|X| 2 o] SEtLCt.

ro
|m
o
o N

KeycloakE MX|st1

_IR

2 MM =0f= SUSE Manager MHHE FH|E 4 Q&LICEH

HX}: SUSE Manager At dH

1. SUSE Manager AHOIA /etc/rhn/rhn.conf T4 DS F1 o[zt mzi0je{E HEFLICH
<FQDN_SUMA>E SUSE Manager & X|2| M2} El =0|Ql 0| S 2= HHEL|CE.

java.sso.onelogin.saml2.sp.entityid =
https://<FQDN_SUMA>/rhn/manager/sso/metadata
java.sso.onelogin.saml2.sp.assertion_consumer_service.url
https://<FQDN_SUMA>/rhn/manager/sso/acs
java.sso.onelogin.saml2.sp.single_logout_service.url
https://<FQDN_SUMA>/rhn/manager/sso/sls

2. #M T <FQDN_IDP>Z Keycloak MH29l H7RsteEl THQl 0292 HIEL|CL <REALM>E 2IF
o (0fl: SUMA)2 2 HHZL|LCE,
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https://www.keycloak.org/
https://www.keycloak.org/guides#getting-started
https://www.keycloak.org/guides#getting-started
https://www.keycloak.org/guides#getting-started
https://www.keycloak.org/guides#getting-started
https://www.keycloak.org/guides#getting-started
https://www.keycloak.org/guides#getting-started

java.sso.onelogin.saml2.idp.entityid =
http://<FQDN_IDP>:8080/realms/<REALM>
java.sso.onelogin.saml2.idp.single_sign_on_service.url
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml
java.sso.onelogin.saml2.idp.single_logout_service.url
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml

3. |dP HEtHIO[E{0lA =& x509 ¢!

protocol/saml/descriptorel &
#0| X|™gfLCt.

1> O

ME F&LICL http://<FQDN_IDP>:8080/realms/<REALM>/
AF2SHIAIR. O] 7 mHHO|M 1dPel 38 x509 IEME L3t

Al

=2
=

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE----- <CERTIFICATE>
————— END CERTIFICATE-----

SSOE &d%}st = SUSE Manager® A rhn.confQ| 0= CHS 1t ZH&L|Ct.
java.sso = true

SAULv2? Z2EZ=S Sot 5S0(Single Sign-On) T4 DFAULIC
SS0E &Mststa{™ /etc/rhn/rhn.confOlA java.sso = trueZ MHBIMAIL,

T4 w2 AR 0 IfRlof CH2S ZABiLICH
- YOUR-PRODUCT
- YOUR-IDP-ENTITY

SE mEt0jEof Cist XtMet LHE2
ME 28M % o] mo| eletel FAMZ HXSHHAIR.

[

"strict' 7} True@l B Java Toolkite= MEHE|HLE 5 35te|0{of SFX|2t
MEE|X| A7LL °*§§PE|I| 2 HAIXIE HEELICE,
LS, SAMLE HZAS| WEX| s HAIX|E HEEL|CH,

Z1: T2EMo|M o] mz2in|g &3 mi2t0E= "true"= HFE|0{0F PfLICEH
J=X| o™ 3HAHO0| QHFSHK] o+—| 2 A h:xE'l—|E|'.

ClHO 2E QI'A‘IQI-(QE =)

SP &=2o| AEXH(URIGOF &)

java.sso.onelogin.saml2.sp.entityid =
https://sumaserver.example.org/rhn/manager/sso/metadata

T o R e R R R R R R R R R R R R R R R o o

# <AuthnResponse> MIA|X|Z7} QEXH(O| B SP)O|A| gtet=|0{oF StH=
# fIX[2 Yol cist "ES X|I™SfLICt.

# 1dP2| <Response>7t HtEhE! URL 9IX|
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://sumaserver.example.org/rhn/manager/sso/acs

# <Logout Response> HIAIX|7} QEXH(O] B SP)OI|AH| HHete|0{of St=
# fIX[e wHo cist HEE XIFELIC
java.sso.onelogin.saml2.sp.single_logout_service.url =
https://sumaserver.example.org/rhn/manager/sso/sls

# IdP &=2o AEX(URIGOF )
java.sso.onelogin.saml2.idp.entityid = http://idp.example.org:8080/realms/SUMA

# IdPo| SSO AME=HQIE FELILH, (U5 RE ZZEE)
# SP7t 215 RF HIAXIE EE IdP2| URL CHet
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http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor

java.sso.onelogin.saml2.idp.single_sign_on_service.url =
http://idp.example.org:8080/realms/SUMA/protocol/saml

# 1dP2| SLO AEZRIE HHRIL|C,

# SP7t SLO A2 ¥ I1dP2| URL £IX|
java.sso.onelogin.saml2.idp.single_logout_service.url =
http://idp.example.org:8080/realms/SUMA/protocol/saml

# IdP2| 371 x509 Q1B A

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE-----
MIIC1zCCAX8CBgGC+tPbVjANBgkqhkiGIw@BAQsFADAPMQOwCwYDVQQDDARTVUTBMBAXDTIyMDkwMTIwNTEWNFoXDT
MyMDkwMTIwNTIONFowDzENMASG
ATUEAWWEUTVNQTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAMNSWIAa1B5mShTkMBOSmrsOosyheEL8/A
37WvugDPwwEfm4x0cG7gmMHVONXYXZk+LRyz0Q12sBrNFrbMuwu5dnah5ZSMxQyUu697S280m4vIiegGaFdbgH+g4F
GBu
eSis1ssMzTcES+NUuI7pLkMLNmSQtncESnoL9q2SyeQSwYtr5dz1yd16IzjwtaWeyQIEGINtItLk3U4+arLPCpHAwg
FAnLO9NeYcRDNUKhNBs1v5mHP+L066PZu1/DkE@mMSgy/+qXaS@CgZVKqz8qB+bvHVuAqIW6@g1CjqZKbwvPu72p/7+
d8z
9DxXPIZ1uxdqn19q/kLEP2TYLtgQobSHECAWEAATANBgkqhkG9w@BAQsFAAOCAQEAga+ralMIDo/P/yN1Z6SGGocK
227WFqovBiE/mLY1p5Ff0+0jS1USTp1SppI94x0r8j0m7HWOWu5xCz600hzXTEtnfIbeRyr1Rms3BWdxyXgQ9bWleZ
Mwz
HfDkTbhgRRmjDEwWSSTEXRKQNvw41Cpn1B3610++ejgGnjDvH7BbkCaoW55]F556DT/WYRON7MkE120va9CHAe9X7Gn
y8i10Ag260ziy@6uy3P/1x9Z9RmHnvpvN/Q34SGEq9z/H1QVuP12UP;j//iT211c1700ZFsZQX1GFTG6bXKmO42W8FdU
DU

ONoXZgjMb3eC7U691YyeowoqTY7mIKxNPprYY/1LOw== ----- END CERTIFICATE-----

it ==

java.sso.onelogin.saml2.organization.name = SUSE Manager admin
java.sso.onelogin.saml2.organization.displayname = SUSE Manager admin
java.sso.onelogin.saml2.organization.url = https://sumaserver.example.org
java.sso.onelogin.saml2.organization.lang =

# A2

java.sso.onelogin.saml2.contacts.technical.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.technical.email_address = suma@example.org

java.sso.onelogin.saml2.contacts.support.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.support.email_address = suma@example.org

SUSE Manager Q=X IE S KeycloakOfl =7t = UELICE Keycloak2 ANEZQIES 22I0|HEZ HESL|CE

HiL: JIEEQIEE ZF20|AEE F7}
1. Keycloak Web UIOf|A CHS MR AFtE AHESIO] Af 2E2I0|HEE M eL|Ct.
©  Zao|gE Q¥ LCoil M SAMLS MEfBILICE,

O Zalo|9E ID oM M A mpof| XM El A= ZQIE S java.sso.onelogin.saml2.idp.entityid 2
UHBILICE o & E04, https://<FQDN_SUMA>/rhn/manager/sso/metadata S8 ={gfLICt

2. AH BHO|M CFS MR FEE AE50] 2210|AEE 0[N ZFELICE
O M OojMM AQXE HHSE EZFILICEL
O M™2na|E Lo A RSA_SHALS MEStL|Ct
©  SAML M% 7| 0|2 L =0f| A 7| IDS MEHSIL|C},
3. 7| ROl A
©  22l0|ME MY HQE N2 MFTL|C.

4. M2stEl SAML AIERQIE Y MMol g HOj| M Ch3 MR HEE AMESI0] AI=EERIE FIHE =THRfL(Ct
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O oM AHX  MHZA  Zco], My 34 me]  XME  ASHRIES
java.sso.onelogin.saml2.sp.assertion_consumer_service.url2 AHerL(ct. ofl:
https://<FQDN_SUMA>/rhn/manager/sso/acs.

° = Z270t2 Mu|& HEo, AMH 74 I} 0 INESES AEHERIES
java.sso.onelogin.saml2.sp.single_logout_service.urlZ et ct ofl:
https://<FQDN_SUMA>/rhn/manager/sso/sls.

Hx}: S20|HE He| S ojH M

1. Keycloak Web UI0lA] S2I0|HE > S20|HE HQ| HOZ 0|55t0] role_listE 7|2 Z2I0|AUE He|Z
getetLct

2. S2O|HE M| > IjH O = 0|S5t0] 7|22t AHEdH ALSAH 24 uidof| CHet DHHE F71efL|Ct. 0] SAML
E42 SUSE Manager0f| Z2%fL|Ct.

3. S22t0|HE_He|» i = 0|Sst0] A _FE 0iHE S2LICE ch AT (M S #7|= Y™SL|CL

4. AFEXL > EE|X} MMO= 0|S5t0] 2| ALSXIE MHBILICE O] AH8XH= SUSE Manager 22| AMSXRQt
U KX|SHA| LOLE =IL|CE,

5. AKXt > Hg o O 2 0|S3t0] SUSE Manager 22| AF2Xte| ALEXL 0|52t LX|st= 2 ZE uidEts

£4E F7IELIC

6. AF2%}> X} 5 O = 0|S5t0] SUSE Manager 22| AFEXI7F ALE5t= A0t SUTHH|EHS S A™SL|CE

TYE A=OHH EX|7t G YTHZE A SSHEX| HIAES = AFLICE SUSE Manager MHE ARSI HE AlgS
HEdt1 SUSE Manager Web UIZ O|SELICE. &X[7t SHIZ| ZSotH 4SEH2R2 5 & U= Keycloak
SSO 0| X| 2 2|C|2 EElL|C}.

3.2. PAMRE 2IF

SUSE Manager2(£) SSSDE AtEdt= Z2{0d F ZE(PAM)Z2 ALESHH WIERIZ 7[HE oIF AIAH
X|@EL|Ct. PAM2 SUSE Manager2(E) 2L EA! 213 HI7{LI B2t S + A= 210|ERE| 282 &, of2] 7
HUHSE J|AY LRI gIELICE SUSE Manager2(£) LDAP, Kerberos % 7|EF WESQZ 7|8t ¢l
K| ghct.

il
o 1o mjo

o =

SssD 4
At SSSD 114

1. SUSE Manager Web UIOlA AF2XL > AF8Z} MHMOZ 0|Sstn MER L 7|E ASKE g4%5tH
PAMRZ QIZFLICE

(i ) AFEXL 0|20l F2At ol -, _,., @S AHRE £ Q&L

2. PAM(Pluggable Authentication Modules) £Q12t2 MEHSIAMA| 2,
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3. Mt ZiH|0|L{0l| A SSSDE FASHIA|R. SUSE Manager ZiH|O|L{ SAEQ| Y TETE0|M RE HotoR
MH ZE[0|HE LB 2.

mgrctl term

4. ZAH|O| LHOIIM Tt THA| S ARSI AIL.

a. Mol w2k Jetc/sssd/sssd.confS HAEFLICE Ood= administration:auth-methods-
pam.pdfollAf 2tolgh 4= AUEL|C,

OH

b. 2t=dtH ZEH0|HE
exit
5. CH22 AFE5t0] SUSE Managerg(E) CHA| AI&FgiL|Ct.

mgradm restart

-

SE Manager AMH2| 2Z H|UHZ O
? 2Z HZHZI} MEEHX %2 =
L f of2{gt AtEXt|

SUSE Manager Web UIO|M HIYHSE HZASHH

HFELICH EHE* AFEXtof| CHe PAMO| ZAd3tE

o °'A'—|Ef oHE , 912l ool Kerberos H|Y
dRUHES= HHIﬁQI HIZHS HE HFHLIZS A5

[}

CHE HEY3 7|8t Q15 ol = XM 2&= U8l of|®| = Zehe|of Q&L =S AD(Active Directory) MH|A S

=21

PAM T1Aof CHst XtM|SH L2 SUSE Linux Enterprise Server £9t 7}0| =5 £IxstAA|Q, 0] Ot 70| =0 =
(=]

TMSHE whH T MdEBLICE XpASE LI 2 https://documentation.suse.com/sles/15-SP4/html/SLES-all/

t.
part-auth.htm|2 & =38t

2:
}O

Active Directory?} LDAP S¢& ||
Active Directory2t LDAPE ZIH Sgfdt2{H L3 oM E Ar&5HH ELIC
= R0l A AL RS20l et OFe Kf2| EAIXHS M s
$domain

Eoel ol

Sad_server
$domain $uyuni-hostnameOf|A Xt5 ZX|E|X| Qb= 2R AD M| FQDNO'LIEf O|= 0| AD SZ2I0|AHET}
otof sh= ZFEE{Q| 0| EQL|Ct AHSHX| 2 O™ uyuni-server.mgr.internal 2 8 & ElL|Ct,

Jetc/sssd/sssd.confOl| CHEH O[A] 2 E =2

[sssd]
config_file_version = 2
services = nss, pam
domains = $domain

[nss]
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[pam]

[domain/$domain]
id_provider = ad
chpass_provider
access_provider
auth_provider = ad

ad
ad

ad_domain = $domain
ad_server = $ad_server
ad_hostname = $uyuni-hostname

ad_gpo_map_network = +susemanager

krb5_keytab = FILE:/etc/rhn/krb5.conf.d/krb5.keytab
krb5_ccname_template = FILE:/tmp/krb5cc_%{uid}
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Chapter 4. W] 5! 54

This chapter contains information on the files you need to back up. With the built-in backup and restore
solution (mgradm backup) you create SUSE Manager backups. Information about restoring from your
backups in the case of a system failure completes this chapter.

SUSE Manager2(=) A%|gl Tz 51 P40k ofL[2} HO|E{H|0|AE AtESIEZ HX|2 ZE 7+ R4S
HHO‘I I-'— 7-|O| %95&'[_“:'-.

SUSE Manager &X|E E7|H 2= #H5I0| H|0|E £4S LX|otL WE S 0| 750t F SHUAIL.

@ | T YT RAOI G 4N Y B M BUo 4 oy NET + 20k BC
T710] SR 0| MIfE 4 YD A2 HISHYAIR,

4.1. Disable old method with smdba

SUSE Manager 5.0 MZ2 XS5 E{ X[YCtH O] MMAS HUHFHAL.
With the advent of the built-in solution, the old method with the smdba backup tool
o is deprecated. If you migrated from an old system with smdba to the new solution,

you must disable the old funtionality and remove the old backup archives.

Either disable smdba before migrating (recommended) or later on the migrated SUSE Manager 5.0
system.

Procedure: Disabling old method with installed smdba before migration

This procedure only works when smdba is still installed.

+

This will change archive_command in /var/lib/pgsql/data/postgresql.conf as follows:
archive_command = '/bin/true’

Now your old system is ready to be migrated to SUSE Manager 5.0.

Procedure: Disabling old method on SUSE Manager 5.0 after migration

Use this procedure after migration, when smdba is no longer available.

1. On the container host, as root, edit /var/lib/containers/storage/volumes/var-
pgsql/_data/postgresql.conf and set these options:

archive_mode = off
archive_command = '/bin/true’
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2. Restart the container:

mgradm restart

SUSE Manager HX|E 71& ZHXMOZ WSH= LH2 mgradm backup create BES Af%5f=
HHHS Al238HH Q] LMot A2 O WEA CHA| BX] L 7|
ol

— T 1= %
J2{Lt O] S 2 Y| 2 722 T2 30| st WS ~HSH= O A[ZHo] 22 HE

mgradm backup create EE2 C|HEZ|0f MHAS SAHSILICL O] CIAER|= 2 MEA E= OIREE ¥4

MEAY 4 ULIC

mgradm backup create FHS ALESIH W LIS CHASHA MEX FAY = AELICE A 758 2ZE 82

mgradm backup create --helpE &=t 2.
SUSE Manager M| ui e
SUSE Manager2| TA| #H2 Lt 718 245 Wst= A2 Y ELC
* SUSE Manager 2&
 CIO|E{H|O|A 2&
* podman HE®3 74
* podman H|Z

* SUSE Manager systemd A{H|A

* SUSE Manager ZiE{|0|L 0| O] X|

A TH| S MAH= S0t SUSE Manager AMH|A= XtS Q2 SX|ELICE
FSPN § mgradm backup create = A e 2= 7|

1. ZHO|H] SAENM RE HTOZ C}2S Eof| #HY:
mgradm backup create $path
$pathsS Y 2[X[| HZ=E 2 HiEL|CE,

SUSE Manager £ & W¢]

mjo

mgradm backup create =71 At fE 22 UHAS WHY & JAGLICL 7HE 28 L= M 282 dUHD
A
E

Cl|O|E{H|O| A QI QI 0|O|X|2 ALHE & UAL|C

_

3

rr
-{0

E3| HIO|E{H|0| A WS AL @2 SUSE Manager AMH|AE SEOSHX| g8 B, 26A Y "Xt S
| A
E

1EHA| = ZhS e 4= AELIC.
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Procedure: Creating partial backup by skipping database backup
1. ZIH|O|{ SAENM REE HSIOZ LIS S E6| 2HY:

/=l AN

o deds 2+ gL

o

H
=0

mgradm backup create --skipdatabase $path

$pathS MY ?{X[9| FZZ HHEL|CE.

aH
HO[H S AEMAM RE HStO= OHE

r

fujo

Soff Wed:

mgradm backup create --skipvolumes $volumes $path
$path=S Y 2[X|e| ZZ 2 HiEL|C},

Replace $volumes by the name of the volume name to be excluded from
the backup, or by a comma separated list of volumes to be excluded.

HO|E{HI0lA 2ES Mol DE BES ZLIF2H au ALSELICY,
371 28 Y

mgradm backup EE2 SUSE Manager 282 LHE S5S AFEELICE AX| 0| =7t EES AL o
Xt 288 FI18l{0f = AL, --extravolumes $volumesE A5 282 X|Hslof EhL|Ct.

Procedure: Creating backup with additional custom volume
1. 0| SAENM RE HIIOE [122 Sol M:

mgradm backup create --extravolumes $volume $path
$path= U 9| X[2] Z=Z 2 HEL|LCE

$volumes= PO ZBAZ =F 0|2 0|FLZ HHHL} ZAZ HEE
T=E 28 252 = HiELICL

Perform a manual database backup

Procedure: Performing a manual database backup

1. g0 Al-_Q_oI-Oi.T.I.X-lII'A_n_ 7tS Shel '6+|__||_‘_|-
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2. SUSE Manager 7iH|O|{ SAEQS| HH DTETEQ A FE HOIOE L[S
AHE:

o

mgradm backup create --skipvolumes all --skipconfig --skipimages $path

4.3. Restore SUSE Manager from the existing
backup

7|1& WAo|A SUSE Manager2(E) S¥tH S¥Y =&, O[0|X|, #AMoi CHot o] FAHELICE M Mo
222t He| 5@ oM LR 2§ S52 AI8SHK| o, Wl = HE E8 Ee= Ol0XE XS2=E
XIELICH
S o5 S50| +HE 2olle EX off U RAY AATL SHELICHL EX O HAs WY S)/0| M2 7|1E
=28, 0|0|X| £ 782 HOMX| =S HAEPL|CL FAM HAls WY &= N IH S AlMSt] S ELIC
F UM 2E HSotH M| WY 50| A ELICH

(1) SUSE Manager MH| AL #Q] 2010] Rl 20f| XSO 2 AIRHE|X| gLt

Procedure: Restoring from an existing backup
1. 0| SAEOM RE HSIOZ CH22 AR3H0] SUSE Manager A CHA|
HH 2

mgradm backup restore $path
mgradm start

$path§ ?:n'l | |9—|7o:|§§|:||'3|é|11—||:|'-

Verification of the backup can be a time-consuming operation. If backup integrity is ensured by other
means, verification can be skipped by using --skipverify option.

OH O| R 2 HHM 2 S S LT 0{0f St= B2, --skipvolumes $volumes =2 AHESHH ELIC

Recommended steps after restoring a backup

Procedure: Recommended steps after SUSE Manager restore

1. SUSE Manager Web UIE AFE5tAHLE 7|02 HE TEIEO|| A mgr-sync
TTE AE5I0 SUSE Manager 2|EZX|EE|E CHA| S7|3sHMAIL. HES
CIA| SE5H7LE S5 5 SSL IS M MM MM Z ALE 4 JELICE

2T M=

2. On the container host, check whether you need to restore
/var/lib/containers/storage/volumes/var-spacewalk/_data/packages/. If
/var/lib/containers/storage/volumes/var-spacewalk/_data/packages/ Was not in your
backup, you need to restore it. If the source repository is available, you
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can restore /var/lib/containers/storage/volumes/var-spacewalk/_data/packages/ with
a complete channel synchronization:

mgrctl exec -ti -- mgr-sync refresh --refresh-channels

rhn-search A{H|ATF CHEO| A[ZHE mf AM QEAS| IHHHES OfAStHAL. O]
FE2 O HAXZ ddstn @F HAXl= HdotX| LT ZIH0[U

SAE0 CH2 S Y BILICY,

Oo=2 dd

+

mgrctl exec -ti -- rhn-search cleanindex
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Confidential Computing= H|0|Ef 224, HO|E 7|2d, I= FZEE0| Cigh Hot +=F S 4= 2tFel eEel
SHEQO] 7[8 TEE(M 2| A 2HF)E AH8SI] ALZ S HI0|EE Had = U= 7= Lt

5.1. SUSE Manager g Confidential Computing

TEEQ| M2 2 Y T2MAE S3l| &fle 4~ AELICE SUSE Manager2(=) 5=
2 AFLICHL J2|1 0] ZEZ MHE|= A|A-| Tigt 20M T0[X| S Mg fLICt. 02
S HALSHOF BHLITE 2t HAL 7B MEEH Qo w2t ArgE 4= ASLIT.

Confidential Computing 3H2 Al &= =902t S Chah A|ARI0| MM E[= 2o w2f ZatE Lt

o Confidential Computing ZE-2 x86_64 O7|E X{0f| A{ Tt AL o~ QU SLIC

5.2. FRAE

Confidential Computing= E40| Ct3at 2

rlo
rio

oM 2EHY 4 ASLICL

o ZSHE|= A|ARI(7HA {41)0| SLES15 SP60|H SUSE Manager(Q)2 SFEAEMEL|CE,
o S}E=20{0fl AMD EPYC Milan CPU EE= AMD EPYC Genoa CPUZ} QI0{OF BHL|LC}.
* Confidential Computing ZE& 5835t BIOSE A8 0of FLILC}.

° SAE QS 7% AT EQ0{(KVM Y libvirt)7t Confidential ComputingE K| 8HOF BFL|CL.
e el
5.3. Mgt Abet
* SLES15 SP60= Confidential Computing 30| 7|& 0|2| 7|2 H3 gLt

* SUSE Manager0l= Confidential Computing 30| 7|& 0|2| 27| 2 ®3EL|ct.

o HOIREJI ZHEIUJGLICE J2{Lt oAXH KVM H ot R EQF SNP H|AE = 7H 2S3HX| & LICH

5.4. SUSE Manager0|A Confidential Computing A2

o S AE0|M Confidential ComputingE &% ¥ 71d5t= &t A= OS MEYH HdEME
HZESHUAIR.

HX}: SUSE Manager &X| 0| 39 zig|o|L] &M 3}
A

0|4 = mgradm install podman2 AE310] SUSE Manager2(8) MX|shs St &ASHELICt

1.3

2. Ct22 mgradm.yaml Tt of| =718tL|Ct,

coco:
replicas: 1

ZEX}: SUSE Manager X £ £ ZiH|o|L{ &3}
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1. 8X] = T8 ZH0|HE &gatota{H FHE T2t0|E mgradmS AHE R LIC

HX}: SUSE Manager 8x| £ ZH Zig|0|L &3}

1. o|o] gygstEl 3 AUH0|H E HIZ2-detdta{HE ks B¥ S d@RfLCt

=SUSEsManager > systems 8 Q @systemsselected & & admin  é SUSETest 95 O
Search page P
& suma50-min-slesl5sp6.dev.local & DeleteSystem
# Home v
() Systems . Details Software Configuration Provisioning Groups ﬂ States Formulas Recurring Actions Events
) V OpenSCAP  Confidential Computing
System List ——_
System Groups Settings List Attestations
System Set Manager @ 5
# Settings

Bootstrapping
Proxy Configuration

y Config D Reset Changes
Advanced Search

Activation Keys
© Enable attestation

Stored Profiles
Environment Type: KVM on AMD Epyc Processor, second generation (milar

Custom System Info

Autolnstallation v Executions: (D Peform attestation during the boot process

Virtual Host Managers

@ sait v
£ Images 7
 Patches v
# software v
[] contentLifecycle >
Q Audit 5%

Exk: M 5E ol

of
ol 2 tab AL 7|12 HARE > Y LIEZ O|SELICE
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Search page

& suma50-min-slesl5sp6.dev.local & Detete system
A Home &
D Systems . Details Software Configuration Provisioning Groups Audit States Formulas Recurring Actions Events
. o OpenSCAP  Confidential Computing
System List bbbt bsebniell skl Y
e Gt Settings  List Attestations

S) Set M. . " "
it & Confirm Attestation Execution
Bootstrapping

Proxy Configuration

Advanced Search

Activation Keys ‘ =] ‘1024—06—26

| 16:45 E B

Stored Profiles
OAddto: | newaction chain

Custom System Info

Autoinstallation

Virtual Host Managers

@ sait v
£ Images 7
# Patches v
it software s
E] Content Lifecycle &
Q Audit v

Copyright Notice
SUSE Manager release 5.00

d & & admin & SUSETest 4

Search page

& suma50-min-slesl5sp6.dev.local & Detete system
A Home >
() Systems . Details Software Configuration Provisioning Groups ﬂ States Formulas Recurring Actions Events
. OpenSCAP  Confidential Computing
System List * ——————
System Groups Settings List Attestations
System Set Manager & e " " o g
iE Confidential Computing Attestations
Bootstrapping

Proxy Configuration
© Schedule Attestation

Advanced Search

Activation Keys :
Attestations

Stored Profiles

Custom System Info O B "ems per page
Autoinstallation e Attestation Created Last modified Status Attestation time Actions
Virtual Host Managers
Attestation #1 run on 2024-06-26 at 15:58 38 minutes ago 4 minutes ago X Failed N/A El

@ salit = Page 1of 1

8 Images V

@ Patches &

# software v

[ contentLifecycle v

Q Audit “

Copyright Notice
SUSE Manager release 500

3. MEH3|

[y i)

ol

HEIAMH

o

£2/5H Overview” €&IL|LCE.
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Search page

& suma50-min-slesl5sp6.dev.local & Detete system
A Home &
D Systems . Details Software Configuration Provisioning Groups Audit States Formulas Recurring Actions Events
. o OpenSCAP  Confidential Computing
System List bbbt bsebniell skl Y
e Gt Settings  List Attestations
System Set Manager -

[3 Attestation Report details

Bootstrapping

Proxy Configuration

Advanced Search

Activation Keys Overview v AMDSEV-SNP X Secure Boot
Stored Profiles
Status: Failed
Custom System Info
System: suma50-min-sles 15sp6.dev.local (1000010000)
Autoinstallation v
Vit tual st Managers Environment Type: KVM on AMD Epyc Processor, second generation (milan)
Created on: 39 minutes ago
@ salit v
Last modified on: 5 minutes ago
8 mages Action: Confidential Computing Attestation scheduled by admin
@ Patches X
i software v
E] Content Lifecycle v
Q Audit v

Copyright Notice
SUSE Manager release 5.00

9. Ct2 =4 SEV-SNPZ 0| SghL|Ct.

Search page

& suma50-min-slesl5sp6.dev.local & Delete System
# Home Lo
D Systems . Details Software Configuration Provisioning Groups ﬂ States Formulas Recurring Actions Events
. o OpenSCAP  Confidential Computing
System List ——_
System Groups Settings List Attestations
System Set Manager & g 5
[3 Attestation Report details
Bootstrapping

Proxy Configuration

Advanced Search

Activation Keys Overview v AMDSEV-SNP X SecureBoot
Stored Profiles
Result Type: AMD SEV-SNP
Custom System Info
Description: AMD Secure Encrypted Virtualization-Secure Nested Paging (SEV-SNP)
Autoinstallation v
Virtual Host Managers s o
Attested on: 13 minutes ago
@ salit v
Details:
08 s v Attestation Report (1184 bytes):
Version: 2
® Patches v Guest SVN: 0
W . Guest Policy (196608):
fii software 8T Major:  ©
ABI Minor o
[] CcontentLifecycle v SMT Allowed: 1
Migrate MA: @
Q Audit = Debug Allowed: ©
single Socket: @
Family ID:
Copyright Notice
s o 00 60 B0 00 B0 06 @0 60 B 60 B0 00 B0 00 60 60
SUSE Manager release 5.00 s

10. OFX|2to 2 Ct2 Y Secure BootZ 0| S&tL|LCt,
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[3 Attestation Report details

Overview v AMDSEV-SNP X Secure Boot
Result Type: Secure Boot

. Description: Secure Boot enabled
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Details:

secureboot disabled
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Formulas
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Environment Type
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oFoF
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=
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OjefEl SEO| 2 = A= BEAME HdolH T2HA HEi= 43 LT

ofefEl SEO| st 2N = HOMIt R K| QH =M A dEf= I IL|C,

5.5. &d FH|

* Confidential Computing0ll CH$t XpA[st LHE2 https://confidentialcomputing.io(Qlf 23)
EZSHIAIR.

uin
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2 Sct0|AET 7 |XKIE Ex[ot7| H L2220 flet 8= AEELILH J2{H o2 FA| IH7|XIE

il

6.1. 9;|E-||E AE-“O'II §.I-kl§|-

[ ] o =20

LICt. SUSE Manager Web UIOf| A 2t2|X} > ZE|O 2 0| S5H0] AL
]

Jtset 2% SES 2olg X to AHE AHE[0]Y g4s YXHE HEf5te] 0] =% 9| Z2t0|HET}
I{7|X| HIO|HE ZH|E +~ A== LTt

OF

(5 ) Z%|g ot D 22|t ™ SUSE Manager 2H2|Xt2 20I8H0} sh|ct.

glo
o
o
Pt
N
=
rr
ra
A

HE TETEQ AN AHO|AS 24352 ™ Jetc/sysconfig/rhn/up2dateE M &5t C}

stagingContent=1
stagingContentWindow=24

stagingContentWindow It2t0|E{= A|ZIQ= HA|E|= AlZF G2 CHREE AIZ A|FE AFSHH, of2FE HX|
= YOIOIE AlZH O|F Q] AJZHALICE O] Oflofl M HEHIE= HX| 24412 TOj| CHREEELICH CHREE AJZF AIZE2
A|AEIOf| M MEdSH HA2F ol 2} CHE LT

CHSofl o oM I7|X|7} AtSCE CHREEE X[ HX[EX|e S&LICE of2FEl AlZtoll ZH|E IH7|X|7}
AX|ELCt.

(o))

2. Z{HIE AE|0]& 1M
HEIE AE|0|HS TASHE Bl ALRE|= T2t0|E S JH;

* salt_content_staging_advance= ZHIE &H| 7|7+2 A|&SH= A A|ZHAIZH 2R, N7 |X|E CIREEE
A= AKX AEFH AlZHAL|C,

—_

* salt_content_staging_window= ZIHIE FH| 7|7HA[ZH 22, SEI0|AETL BX[E AZSH| Moj| 7| XIS

ZH[5h= O] E= AlZHILICE
O|£ =01, salt_content_staging_advance”| 6A|Zt2 2 HFE| 1 salt_content_staging_window”| 2A|Zt2 2
HHEH AHO[F 7(2E2 BX| A AlZE HOf| A= & AlZE SO B2 ASLICH BX|7 AIZHE Wi7kK] &2 Wl Al

S 7| X7t CH2 2 = &[] §ELIC

salt_content_staging_advance % salt_content_staging_window IN7|X|0i St Zf2 MFsH M7}
A2t mi7kX| 7| X| & CHREEE 4 J}SLICE

/usr/share/rhn/config-defaults/rhn_java.confOl| x| ZAEHIE AE|O| A Oj2t0|EHE LA EHLICE,

Chs

rlo

7|2 gLt

* salt_content_staging_advance: 8 hours

* salt_content_staging_window: 8 hours
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Chapter 7. x4 22|

ME2 2ZEL0 i7|X|E 2 FoHs LEYLICH

SUSE ManagerOilM {22 2 AlH G, HH 3L ob7|HINE= OFSE 712 Mg 2 712 Mgy ey
Shel k21t gl 712 3L 5t _'E-*PE!LIEL S2H0|AET} 7= MEof| L& ST A|AF0f| A2 22 5t

M
MEE EX 4= ASLICE of2{et Ao 2 AP S FHSHH S ete|= 17| X| 2 2f A|A=of| ZX|ELC}

o 1r

ATEQ0] X2 2 2| ZX[EE|E Mot I7|X|E MSELICt M'E2 SUSE Manager?| 2|ZX|E2|E O|2{&st1
I{7|X| 0| 3! 7|E} CllO|E{= SUSE Manager Ci|O|E{H|O] A0 MFELICE, k{22t HEE 2|ZX[E2| £=0fl= H[et0|
ASLICE O L3 22I0|AEES XA k20l SZotH 3liE 2| ZX[E2[Q AT EY0E S20[HE LR £
olAL|C}

MH .

712 ME ¢ ozt S20|HES €YY + AFULCL I OF
2|ZX|E2|0f| M S2I0|AET} IiF| XIS E XISt YE|0|EY 4= ASLICE

SUSE Manager= SUSE ManagerE A&57| 2/d 2Rt 2= AFE M3tz o2 WK X2 S MS&LICh SUSE
[m]

Manager 22| Xt 5! x{'d 22| Xtof| A= xH'E 2t2| HeHo| ROE[H, O|E Soi 1R AEX Fo| MHEgS dd & 22
= AFLICH SFoM Qe IiF|XE AHEst2{H ALEXE Fo| MES HdY = ASLICH ALK Fo MEs 7=
MEZ ALESHAHLE HIE 7= Eat A2 = ASLICH

ARl Kol chst XEM|SH LI 2 Administration > Custom-channelsOll A 215t 4~ QI&L|CE

L 7
7.1. 32 2a
J2HOR IE ALBXE AAH MES 15T > UESLICE Web UIE AHESto] X0l CHEt ®ISH ALRtS 23ie &
UELICE
EAL: M'2oll CHeh S Kt HAMA RSt
1. SUSE Manager Web UI0IlA 2ZE¢]|0] > Md SEC = 0| S5t HEL MdS MEYSLICE

2. MBAE TS MBS AFE M2 S0F FX LjoIA MEIEI ALSRIZ O] XY K JHsS MeEiLICE [ YHI0|E 1S
S2(st0] 1 Arge MEBLICH

3. AEX O 2 0|F3t0] 20| w2t AAEALE MESHALE MBS SHA|BfLICE
L
7.2, X2 AFH|
HH ZEZE|M MG ATEQ 0] XS AT  USLICH

Ex}: i) 212 Abx|

1. SUSE Manager MH{e| HE DTEIDEM FE HTICZE AL Jts8 HIE MES LGS AHg M
7| E8fLct.

mjo

mgr-sync list channels
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spacewalk-remove-channel -c¢ <channel-name>

O 2502 xd Ao St XEMIBH LIRS removing-channels.pdfoll A ZHoIst 4 UL},

O AFRXFEO| S ARH|Of CiBH LIRS Administration > Custom-channelsOi| A 291t 2 QI L|C},

7.3. At @2zl

MEXF2 x2S AHEsIH 22I0|AES YULIO0|ESL| 2l3ll M8 4= U= D7 2ATER 0 7|X| & 2[EX|E2|E
Yo & ASLICH EoH ALEXE2HH0l| M ERAF I 7F IS dh= 2T EQ0E AFEE 4= AFLICH

o MH0IAE ALSXE Hol ML M4, Ba| W AHISHE ol Chal REuls| ABELICH AR ol 22 4y o
2H2|st2{® 22Xt Ato| RLofof eh|ct,

MEXE x'E W 2| EX|E2] WY

ABX ol Kide M| M HEE 7| MLt HE S0 A2 Y 2| EX|E2|S AT

SZ2I0|UE A|AHI0| EX|3{0F St= ARt FO| ATELO 7 |X|7t U= B ALEX FO| o9l x2S
el Ct. SUSE Manager Web UIOlM RES ‘H-d5tn 7| X|of CHt 2| ZX[EE[E et = Al
M2 gefsiof gLt

O A
AsL

(1] Z22}0[Q1E A| AT} Sohe|X| ob= 7| K| 7 ZEHE 31| (DS MAISIX| OHA| L.

ACOM X BBt T7IXIS ASSl{R Y| LS 7|2 KU MeE 4 2
EREERIEREEREL )

it}

LICE E=, $8S MEiSo] AIEXt

Procedure: Creating a custom channel
1. SUSE Manager Web UIOI|A AZE0] > 22| > X{H=E O[St (M2 w4 1S
ESEIEES

2. 2megof x4 HO|X[0A], X{'E0i| O|Z(Cll: My Tools SLES 15 SP1 x86_64)
0|2 (0ll: my-tools-sles15sp1-x86_64)= X|™EIL|CE, 2{|0|20|= 384 EIE
CHEXHE ESHK| @totof gLt

rr »2

o

3. ag g EECHR20|A 2t 7|2 xH'E(0ll: SLE-Product-SLES15-SP1-Pool for x86_64)
MENSELICE, TH 7| X 0f CHaH §§._EIE A2 X2 S MEIHE=X] =elgtL|Ct.

4. op|ex EECHR0|| A HE S SFE O] OFF B X (0] x86_64) S MEHTILICE,
5. oot 2, ety ME HE, tiE AMA KMo 5 GPG ZEof I HHE
=
6. (Mg MM 2 S|t
AM2 XL ol ’Hofls X7t Kot MFo| LRst ARt QIALICH B2 EfAL MIE{ 7} GPGR IH7| K|S HSELICt AFRX}

Hol M0 M GPG 2= I{7|X|E AtE5t2{H HIEtHIO|E MEof| AEE GPG 7|1 A2[8H0F LTt O3 LS MBE

38% / MH| 185% 7.3. AFEXHES Ml | SUSE Manager 5.0


removing-channels.pdf

HIEFHIO|E{7} RLELIMF? Q12tS MERSIO] M2 & QU= GPG 7|9 7| X| HIEHH|O|E{E LKA Z =~ UAELICH

A M 9l 2|EX|ER7F GPG 7|12 MHE AR sl GPG 7|2 YEE o MB[E £ Q&LICE o2 S0, SUSE
Manager AH{ 2| B Z0]|A| spacewalk-repo-sync 2&:

/usr/bin/spacewalk-repo-sync -c <channellabelname> -t yum

This command and procedure is for temporary GPG key synchronization only. For storing the key
permantenly, see this section later on.

Age £ U= B2 71E zypper 2£0| 7|5 AEEYL|CL Web Ul= 0| 7|58 MS5HX| gb&LICt.
O] 7|s2 DY 2| ZX| =27t S Ell o= & 7HE| ME %'QI 2|ZX|=2[0f "7|"E HSst
L RElL|CHorH F=!).

72HoE M AEE YEY © GPG A 4t B=TH MEHE|O] AISLICE XHE0f| AFEXL F2

I 7| X| 5L O Z2|AH|0[ 8 S =715t MEE[X| ¢42 W7 (XS SAIE = ALF 0| ZE9| MES

o F| 280k LT M2IE 4~ gl= EXMUIM MSE 7 |XIS] B2 GPG HAIE HIZdststH 2ot
GOl LY 4~ ASLICH

You can only add a repository to the SUSE Manager with the Web Ul if it is a valid software repository.
Check in advance that needed repository metadata are available. Tools such as createrepo and reprepro
are useful in this regard. mgrpush can help with pushing a single RPM into a channel without creating a
repository.

® For more information on createrepo_c see https://manpages.opensuse.org/Leap-15.6/
createrepo_c/

* For more information on reprepro see https://manpages.opensuse.org/Leap-15.6/reprepro/

Procedure: Adding a software repository

1. SUSE Manager Web UlollA AZES]of > B2 » 2|EX|ER|Z 0|SstD |
2|lEx|Ea| 44 S S2ILIC

2. elzxgal 4 HO|X|OA KZAN 2{|0|=(0: my-tools-sles15spl-x86_64-repo)=
X|™gfLCt.

3. 2lZxE3] URL Z=0f| repodata ItUO| ESt=l CAIEZ|C] HZ(O|: file:///opt/
mytools/)& RI=HTLICE O] TEO| SHIE F4A XM ZZEZEZ MEY £
U}SLICE.

4. MHE HEtH0|E{7t YLt EQIZIO| MEHS F|ADIL|CY,
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6. [BlZx|E2| MM 1= 2= 2tLICY,

flof Ext= Dl2{E 2| ZXEL|7F MY Foll A= 2| ZX[E2|Q "F|"E MBSt
dgE 2= 2[EX|E2|Q7t ofof sEsHX|T, LHO2 OBSHM HISSHA|

-

202k ST OBSOl| 2l
= 29 MHQl CIE 2| ZXER=

—

r—

oF
LS

sHfokx] LIt
AFBE B|ZX|E2|0] GPG 717t St AP X HZ% 3 2502 GPG 7S 7|UOR JIHS 4 YALICH gpg HHES
o

LEE A8 7|E [var/lib/spacewalk/gpgdir 7|2 O =2 71 Q™ X O = MEHEILICE 0] 7|= chroot 2HEHO|
HAHE = 20|z RXIELICE

Procedure: Creating a software repository with GPG key

1. On the container host, the command to import a key into the keyring,
is:

mgradm gpg add /path/to/gpg.key

2. For more information, see Client-configuration > Autoinst-

owngpgkey.
o uyuni_suite, uyuni_component % uyuni_arch 2| T2t0|E{E AE235t0] Debian =22
2| ZX|EE|E F7tELICE

uyuni_suite
ELICE Debian @B MO|A= 0|5 HiZEEt = FL|CE O] TH2t0|EHE AHZ5H0 X AT AA S X|FEL(Ct. Of
mi2to|E{7t g™ #la F2 20| AL ELICt. Ti2t0|Ef7t /= ELIH 2| ZX| B2t S = A BEL|Ct

uyuni_component
MEH AP RILICE O] I2t0[E = StLte] 7 Q4R XHY = JASLICH 718 QA4S LIEY &= SLICH M=t
AA SAFZ AESHH o] 14 QAE XHEY = UAXT, Uyuniel Z0l= S7HsELICH thdl 2F 4 @40
CHoll ol 2|2 X|E2| S Mdsljof BfLICt.

uyuni_arch

MEH ARSRILICEH M2fstH oF7|ElX 0|E0| O|o|E{H|o|AL| AMEo| CHSE SQL H2IZ AXELICH K29
OF7|EI X QF LX|SHX| Qf= AL uyuni_archES A O Z X|HSIMA|Q(Ot7|EIA 0| 20| B3 AL X Q2).

¥ 2. Debian =E&1 2| ZX|E2| 0L

7d A2 2(9l / URL

apt &4 2fel deb https://pkg.jenkins.io/debian-stable
binary/

URL OH& https://pkg.jenkins.io/debian-stable?

uyuni_suite=binary/
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L=X-3 A 2tol / URL

apt &4 2ol deb https://deb.debian.org/debian/dists
stable main

URL OHY https://deb.debian.org/debian/dists?

uyuni_suite=stable&
uyuni_component=main

CtS BEE= Debian 2Z|EXIEZ| Fo| Ao st MEZ https://wiki.debian.org/
DebianRepository/Format#Overviews 7|2t 2 BtL|Ct,

2|ZX|E2| Mol yAl2 o3 Z2ELIC
deb uri suite [component1] [component2] [...]
ofl:

deb https://deb.debian.org/debian/dists stable main

CC

—_

rir

deb https://pkg.jenkins.io/debian-stable binary/

suite 3! component2| 2} Woi| C{sl AXS 7|2 URL + suite + componentOf|A| #|AtEl
1RsHURLS MolghL|ct.,

Procedure: Assigning the repository to a channel
1L AnEgo > 22| > 22 0|5t MZE TH= AFEX Mol M'del 0|82
Z2I5t0] M 2| ZX[E2|E AFEXH H e Kol 2 etL(ct.
2. Exsel HQE O[SSI Ao gEY 2EX|EZ|7 MEE0 UK
SFQIRILICE (21X 2 &g |2 22IeL(Ct.

3. 7|2HOo2 S7|3t T2 M AE SA| AIZHEIL|CE
r2 S7|stof chst XEMIS LIE 2 administration:custom-channels.pdfoll A 2ol 4 QL& L|CH,

Procedure: Adding custom channels to an activation key
1. SUSE Manager Web UI0i| A AJAH > 83} 7|2 0| SSto] ALSXF Hol MdS

7t 7|1 EfghLct,

- 1d
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2. Mz A RHO| stpl g SEOIM AEY x2S MEfRLCE 2R FR o
MES dEfe = ASLIC

3. (&M% 7| HololE | E SISt C

2% UHO|EZ} F2IE[X| 2o SUSEE A 2[EX|E2| HE Aol w2t AFXE Fo| MES A4 HEf2
o St
™

* UIO|A = spacewalk-common-channelsE AFESH0] A L0f| 2| EX|EE|E FII5t =

o LY ZY mgr-sync-refresh-defaulte| L2 2, 0| 22 2& AHEXHH 2| 8l #IT] x{E0| S7|=HE LICE
0| 7|12 522 g MststzAH, Jete/rhn/rhn.confd| A EIL|CE,
java.unify_custom_channel_management = 0
0| £HS NH S|t XS = +HE|X| o, ALZXL Fo| xHE S £ A MEHZ |X|5I2{H CH2 S fATLICH
o Stz o|SStL [ X S7I2H]E 2E6tH =522 S7|=tetLCt
o ZEX|E2| oM XtF S7|8t LES HFeLCH
OT2NATEAZEH ME0| 7|25 =X &ele + A= Ch2ot 22 R 7HK| 0| A&LC

® SUSE Manager Web UIOi[A 2| > GX| OFHALZ 0|S3t0] ®IE S MEHPILICE O] Cthet #Xh= S7|otEl=
S0l 2 M Zofl et TIYE AUTHE EA[LICE

® SUSE Manager Web UIOf|M 2ZEg0] > 22| > X{E 2 0S¢t ChZ, 2| ZX|E2(0)| HZE MES S2IedLITh.
menu:[2|ZX|E2]| > S7|2H B2 O|SHLICt 2| XX E2| 0| F Holl S713t HEf7t HA|E/LICH

o Y IETE0|N 57/ 20 TIYS HelgLCY,

tail -f /var/log/rhn/reposync/<channel-label>.log

2t otel ME2 So1st T Sofl XA 225 YHRLICH S7I2t A2 EJ=KX] &AsHH ZE 7= 8L 6t
ME 220 o2 =elsfiof E.“—I ct.

ChE AFEAL X ME S718t 882 MEE + ASLICH

2| ZXIE2|0IA HMHE M2 7| XIS |XIELICE

This turns off strict mode. i

RRE SI|2}61K| %2

X|E S7|8HsHA| OFHAIL.
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£ 7| K] HHEE S7[25HE AL,

ZAAELE Jhs 2| 44

== —_—

0| M Kickstart X5 & X|of ArEE 4 Q= CIHMER| EE|E Z=H|EHLICE

3._* M2 2 2ol o M= MEEHLICL [Xg S718t] HER: AME 88 M¥et = S7ISE

Add packages and patches to custom channels

71E ME0IM SHSHA| 40 M ALEXL F2 A2 S MHSHH Ii7|X| = THX|7F TEE[X| e¢&LITH SUSE Manager
Web UIE AE3H0] 2R3t IH7|X| L XIS It 4= AF LI

MEX HO| ME2 EHE[AHLE AFZXE F2lEl I7|X] = X2 Zoteh £ o0 ME2| 7|2 o7 [H X eF LX|sHof
LI AFEXEFel Mol =7tEl miX|= xH 20l A= THF[X[of] 22 =|0{0F LTt
Procedure: Adding packages to custom channels
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Procedure: Adding patches to a custom channel
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Procedure: Deleting custom channels
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7.4. Third-party Channels

SUSE Manager includes the ability to synchronize the content of optional third-party repositories with
some of the products that can be managed by it.

Some third-party GPG keys are included by default in the SUSE Manager database, and some are not. For
third-party keys that are not included, the relevant keys need to be imported when choosing to
synchronize such third-party repositories.

To import a GPG key, use the following command syntax, executing the command on the SUSE Manager
host server:
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mgradm gpg add <path-to-gpg-key-file-or-URL>
1. Example: Adding a GPG key from a file:

mgradm gpg add repomd.xml.key

1. Example: Adding a GPG key from a remote repository using a URL:

mgradm gpg add
https://public.dhe.ibm.com/software/server/POWER/Linux/yum/0SS/SLES/15/ppc641le/repodata/re
pomd.xml.key

To list the keys currently held in the SUSE Manager GPG database, run the following command:
mgrctl exec -ti -- gpg --homedir /var/lib/spacewalk/gpgdir --list-keys

When installing a package on the client, you may also need to trust the GPG key on
o the client itself. This requires that the GPG key is also available there.

For more information see: Client-configuration » Gpg-keys.

7.5.M'2 A

ol FolAl= Egm SEE NES Welsi7L 3242 2L J|EF BHO2 SUSE ManageroiA SUSE HIZ
ML +SOR Mot WS A

A2 HAH =

MES MASH| Tol| MAE "H2e| 2[0]SS mhetslor LTt 0 22 Web UIS(S) AHE3tHLE S-S0 M sl
o

& Lt

o NAHO| #R| 7S FO|7{LE AIAHS RS oI HQ LS HASHK REE FOISHAIR.
@ o AR L A 2E FO NAHO| U FP Y AAYS YO O|SHIALL 7S
H A8 IR S FHOHK kofof BLich,
M o= A'E

EX}l: Web UIE AtE5}0 X2 2]|0| = A8
1. SUSE Manager Web UIO|M 2AZEQI0] > X 22 > MH|Z 0|SEL|Ct.
2. 0| Hlo|X|of= A'd o|S0| HAIEILICt X' O|S0f| et IS MEsHH xid 2lo| & LTt EA|ELICE

3. M Mgt ot MES MEELICH

il FHES AEolo] x'2 o] = AE

1. SUSE Manager ZIE||0|Lf S AEOf|M| CHZ Y S 20 k2 S 52 =Y 4 ASLICH

45% [ MA| 185% 7.5. X'd ®MA | SUSE Manager 5.0



mgrctl exec -ti -- spacewalk-remove-channel -1
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1. SUSE Manager 7iH|0|L{ SAEO|AM CHS HE AH:
mgrctl exec -ti -- 'spacecmd -- softwarechannel_listsystems <Channel Label>'
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mgrctl exec -ti -- spacewalk-remove-channel -a parent-channel-label
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Z{HIE 2lo|ZMO|E > TRHE = 0| S50 ZEMEES MEABIL|CE

8. [HE aF/siH ] 2 I E 225 F openjdk WAl M2l S MEHSIT [mz 2 SEISHL|C.
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>
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E3tEH 0
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Jtet & 71E 2E{QF A M EE{ 7 ALSELITH.

Include a patch in the project

HOt ANE 22 Of|A[QULICEH WA = Fol ©ho| o227} X|LtD HE =0l SR 2ot IiX|7t Z2|AZASLICH M
I§X[Q] 0|52 SUSE-15-2019-20712!L|C}. O] A IHX|E SHAO| &S OF 2L Ct,

o 3|2 LB X2 AY TE Xl X|Q| 7|5 ELt MEHL|CH M3 LIS Administration »
Content-lifecycle0| A 2QIgt 4= ASLICE

Procedure: Including a patch in a project

1. SUSE Manager Web UI0l| A ZIRHIE 2}0|ZMO0|Z > HE{= O|S5t1 [ e 44
12 2=gL ot
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2. wejojz TEO| ZE 0|2 YHYLICL O|E S0, 512 2ot 23 =8 @l L|C}.
3. mwei gy TEO|M mxi(an 015)E MEHSLICE
4. Megy) HEO|M 2g2 MEASIL|CH
5. Amol2 T E0]| suse-15-2019-20712 Y2610 s12 2 MEHTHL|CY
6. [M&]12 22510 BEHE NMEELICL
7 EZlo|ZMo|Z > Z2HERZ 0|55t FE0|M ZENEES MEHGHL|CE,
8. [Hef A sim S S 20t g ot x| m3S MEHSHL|CE
(X% ]S SELICH
10. (218 226l SFHS CHA| dESL|CE

Update an existing monthly patch cycle

HZHIHX| =717t @2 =M ChE 2Ol IHX| F7|E YUO0|ER & AFLICE

Procedure: Updating a monthly patch cycle

1 wn ol HEOIM TE UGS OF2 92 HZEBLICH £ A TEE 4A8D
mEdEof et gete HASLC

2. SUSE-15-2019-180701| CHSH H|Q| ZEE TZZHENAM HZE SHAY = JU=X]
SOIStLICE O] 2X|E s Z2st7| fIsH AFEE 4= A= M IHX| 7L U2 5= USLICH

3. O|FH0| ISt aow ETE{S| HAS SHAIBLICE TXl= 7[2HL= ZBtE[O]

Enhance a project with live patching

O MM0fl M= 2t0|E THX| £ 2l 2tE S d-dst| et 2E ZFof| ths A etL|ct.

—

When you are preparing to use live patching, there are some important
considerations:

o AARMOIA StLES| HE HTEE ALZHof BHLIC), 2t0|E miX| mi7|X|= S3 2t e
EX[ELC.
o e Zf0|E IHX| HOlo|E= T IHX| 2 MSELIL.

° MZ2 20|E x| & A2[=E AlIFsts 2 A2 mX|ol= MEE R S22t
HEA[ELICE ol2{st ' miX|= 2fo[2 mX| =7oF M MSELICE ol2{g XIS
HX|5HH LS AT O T0f| A|A-S B 1 0|4 XHF-ISHOF BHL|Tt.

[
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o HX|E HE HTR UK|SH= 2t0|E ThX| YT 0| ELH A X|SHOF gL|Ct.
o 2H0|E miX|= S A X2 MSELICH ) X|E HE HEEC £2 714 HHO|
ZotEl D= Uk 7' 1K= H|2| =[0{0f e Ct.
Exclude packages with a higher kernel version

O] OfloflM= SUSE-15-2019-1244 IHX|Z A|AEIZS ACMO|ERLICt. O] IHX|0l= kernel-default-4.12.14-
150.17.1-x86_647} Z&t=|0f AELICY,

kernel-default 2! kernel-default-base2| A2 HXO| Lat=l 2= IHX|E H|2|sH0F rL|Ct.

Procedure: Excluding packages with a higher kernel version

1. SUSE Manager Web UI0i| A ZIBHIE 20| ZM0|S > EHE|Z 0|Sst1l [me 44
12 SISLIC

2. g o)z TG ZH O0|E2 YUHTLICE 0|2 =01, 4.12.14-150.17.1 0|4 74
He LT,

Ol

. e 98 TE oA mximz|x) zeh S MEHSIL|CE,
. My BEO|M crg wid 2345 MEHSIL|CY,
. 1471% 0|2 L E 0| kernel-defaultS Q2 tL|C}.

3
4
5
6. Epoch EEE H|| SL|CH.
-
8
9

o O =2 72 HHOo| ZeEl ZE AHE WX[7F MAELIC 2t0|E THX] HE2 Al2[=2] & Huj
HE ZRE M5t A& A8 4= ASLICH

of xt= EH "HESS A0 Afsete = ASLICE 202 x| HE HESIE HEdt= SYo st Xtet

=]
i administration:content-lifecycle.pdfofl o ol 4 AU&LICH,
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Switch to a new kernel version for live patching

Live patching for a specific kernel version is only available for one year. After one year you must update
the kernel on your systems. Execute these environment changes:

Procedure: Switch to a new kernel version
1. gagol=d AHE HH S BHELICE o= Ch3at Z&LIC 4.12.14-150.32.1
M 7HE HH BE E ddeLIct
Detach all previous Live Patching filters associated with the old kernel.

Attach the new kernel version filter.

o~ W N

Once the build is complete, you must immediately re-
attach the two filters which:

o ° reboot_suggested 7| ¥ =7} I HEl THK| HE

o

HMEst=  THF|IXI7F

a1

installhint(reboot-needed)2}= O]
TohEl I HE

The new environment contains all kernel patches up to the new kernel version you selected. You need to
reboot systems after they have performed the upgrade. The new kernel remains valid for one year. All
packages installed during the year match the current live patching kernel filter.

AppStream filters

ZEIE 210|ZMO|2 22| TZHEO|A AppStream IHE AtEstH] REY 2|XXER|E Yt 2|EX|E2| 2 Hetgt
£ QUELICE o] ZEE 2|EX|EZ|o Ij7|XIE RXIsta ZE HEMHOHE HHst| Ol fHeiL|Ct, SUSE
ManagerOf| Al 21 2|ZX|E2|= Yt EIEXIEEM SUSHHAMOZ AT 4= USLICE

SUSE Manager 5.0 E{ AppStream 2|ZX|E2|= Web Ul A0 M 7|2X o= X| Y ELICE
J2{82 0| Z2M|A= AppStream 2| X X|E2| ZA0 A BIEA| QP T M| AT} OHEL|CE

AppStream ZE= CHY Z|ZX|E2|0f Zee Y IE AERZS MEiGL|CL o8] HEE F7I50 o 25
AEZIS MEHS > QIELICE

CLM EZHEM AppStream ZEZE AESIX| Qo™ DE 30
2| EX|E2|0l= S 2= HEHHO[E 7 ZEtELIC CLM 2
AOH D= Cf 2t 2| ZX|E2| 7t Lt 2| ZX|E2|2 HetE LT

Ao BE HEHHO|EE IHZ QXD chA
0fl 4] AppStream TE{7} 3t 7} 0] AF A 3te|of

|m »

YR A2 BE9 M7|X|E ZestX| ot Aot 2| XX EE|E 7=5H= A0| 7HsELICE 0| 2lsiM = MEHT| none
(disable moduleity)E AtE3t0{ AppStream EEE FIiSHA|. J2{H Y Z|EX|EZ|Q ZE Z=0|
H| 2 Aot EILICE 0|2 Red Hat Enterprise Linux 9 22I0|HEN £35| FELICL CHERES 2E2| 7|2 HES
AppStream 2|EZX|E2|0f| Yt IH7|X| 2 0|0| ZEE|0] ASLICE
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AppStream ZE{E AtE3l2{H Red Hat Enterprise Linux AppStreams?t 22 2Ed 2|ZX|E2[7} Qe CLM
TZHEEJLLQTIL|CE AR | Foj| QP RES AAZ TEHE=X| Eholsti|Ct,

Procedure: Using AppStream filters

1. SUSE Manager Web UIO|A Red Hat Enterprise Linux8 == 9 CLM
DEMER Oo|sgLct. IZENEN AppStream MES ZEU=X|

[}
SFQIgtL|Ct.

H

° meoiz WO A ZE{Q| 0|2 S QgL

° mep g LM ogasa)S MEHSHL|CH

? ey LEO|M 2o MEHBHL|CE

° B0z LCO| 25 0|22 YUFLICE 02 S0, postgresqiLICH.
O

—_ 1
5. [2E A9Z/sR 1S 226t M AppStream ZEE MENSH = (a2 S2/SL|Ct
e MM/HE Ao HOIHT| 7|52 MBI ZEY MES ] AEY = U= 2= AER SEOM EE2
MENSE &~ QUELIC

Procedure: Browsing available module streams
1. SUSE Manager Web UIO|A Red Hat Enterprise Linux8 L= 9 CLM
DZHEZ O|sgLICL. Z=ZHEON AppStream MES ZEW=X
gholgfL|ct.

H

2. [=E 4412 SE5t1 CH2 T2H0[H E AFE Lt

mE o]2 ZEOf M ZE{Q 0|22 YHTILICE
° megu UCO|A pyaey)S MEiEHL|C}
O
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seg TEOAN ZME A 0|22 YRIBILE 20 A MEfBILICE

o e MEH2 DE EMMS QS{ADE AMRE 4 JUSLICEH MENSH 22 TEQt &M MEE X
YO OfI{3t HAlOZ & CLM 2 M| A0 G2 O|X| K| Q&L|Ct

CHA 2|ZX|E2|of| ZEtet O BE AEZIO| Chst 227t AppStream ZEE MATH 4 Q&L|Ct, MEfsE AEZIO|

g2t ZERE AE

o SEs7iL SHEX| YL FUE BE AERS KWK TS FOISHIAIQ. GIS S0,
St DM AEZS S o) Medhs 212 HstK| AL

Procedure: Disabling modularity

@)
—
<

1. SUSE Manager Web UIOlA Red Hat Enterprise Linux8 L= 9
D=NEE O|sgLICt. ZIZEZMEN AppStream #MES
grolgfL|Ct.

HZI
|:|0|-
3o
rir
A

[0

2. [=E 4412 SE5t0 OS2 T2H0[H E AFE Lt

° me oz Lo A ZE{Q 0|2 Bt}
° mp gy TCOM osasz)S MENSHL|C}
O

4. ZAHIE 2lo|ZM0|E > TE2HEZ 0| S50 TZHEE MEASIL|CY
5. [2E A#Z/sR 1S 226t M AppStream ZEE MEiSH = [y 2 SIS CH

of HYUS +dotH e 2[EX|ZE2(0|AM 2= HEIHOE7I 2Ho= RHAELICE B, 20 &t H7[X=
I

Web UIOIIM [RE] HES

ALgSto] CLM TRMES WES of 4t 2| EXE2ls Mt BE AEC| If7|X|S
T3t RE0| TEhE|X| e AUut

2|ZX|E2|QlL|C},

Enterprise

0 Red Hat Enterprise Linux 8 Z2HENM ZEME 2 F H|ZH36HH Red Hat
SH0| AAY £ AFLICE

2y
Linux 80| Y&HMo = xFsta{H LR 2 50| EH0|22 HRE
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Chapter 9. &

SUSE ManagerE QIE{Hl0| HZY = Gl=

20| lid|El 2
A ol 7o 0| SHM|E SHA LHOIM AFRE & AL},

|_

2|ZX|E2| 0|21 =7(RMT)= SUSE Linux Enterprise 15 O|&0f| A AF2E 4= J&LICtH RMTE O SUSE Linux
Enterprise MX[0lM AFE S £~ = 7t 22| =7 (SMT)E CHAIRLICE

20| S{x|E SUSE Manager BH0IAM RMT K= SMTE 28 HIEQZE AHE3t0 SUSE Customer Center0i|
ZBLCE 2E ATEY O xfDt 2|EX|ER[= 0|54 AE2|X| &KX S7|sHELICE O3 CHg AE2[X| FAISE
g5t0] HZ0| 8" El SUSE Manager M%|E 20| EE & QU&L|CE

O] @S A8 SUSE Manager ©X|E HZO| il 22l 2FM RXIE 4= ASLICE

o SUSE Manager AIHE =& Z2[st{H RMT L& SMT QIAEAE AtEsf{o} gL Ct o=
FHAFAO| =0 M F HEH RMT £ SMT QIARHAE 2t2|st7| 2l A2 E 4 gl&LIC

RMTOl cH3t XMsE W82 https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-
rmt.htmlolld gIg 4 Q&LICH

9.1. SCCOllM xH'E & 2| EX|EE| S|t

RMT S7|3}

SUSE Linux Enterprise 15 AX|0ilA RMTE AH23t0{ SUSE Linux Enterprise 12 0|l Mdlst= S20|HEE
22| = AFLICH

2t SUSE Manager &X|[of| CHalf & RMT QIAHAE dXSt= 20| E5LICH

Hxh: RMT 83

1. RMT QIAE A0 M CHE RMT IH7| X| S X[t Ct.
zypper in rmt-server

2. YaSTE Ar310 RMTE gLt
yast2 rmt

3. ZEIZEO| o2t XIS =L C).

RMT MXo| chst XtMIBt LHE2 https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-
ront.htm[of| A &telgh 4~ QI&LCE,

EX}: RMTR} SCC 3713t

1. RMT QIAEIAOM =20 CH3 AtE S = U= RE ME X 2| EX[EE| LHE:

rmt-cli products list --all
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rmt-cli repos list --all
2. ZE|0f| C3l] Ar2 e 4= U= 2= YOI0|EE S7|= Lt
rmt-cli sync
systemdE AR50 H7|MO 2 S7|3IIE E RMTE FAS £ QU&LICE
3. Qo HES MoetLICh o E 01, SLES 155 S7|2tst2{H CHE2 2 S8 sHjofF grL|Ct.
rmt-cli product enable sles/15/x86_64
4. 7|2 HIO|EE 0| A AEZ|X|2 HAZESILICE O] of|of M AEZ|X]| OHK|2| OH2E ZE /mnt/ush:
rmt-cli export data /mnt/usb
5 2HSE 2| ZX|ER[S 0|SA AEE|X|2 HAZTETIL|CY

rmt-cli export settings /mnt/usb
rmt-cli export repos /mnt/usb

o RMT AXP & £ U= CIEEZN 2f AEZX|7L ORREEJYEX] Zelg|Ch
Jetc/rmt.conf2| cli MMOj| A RMT AFE Xt HH2 HAE £ AELICH

SMT S7|3}

SMT= SUSE Linux Enterprise 120i| Z8E[0] QM SUSE Linux Enterprise 10 0|42 Adlst= S2I0|HEE
#He|ot7| st B2 AIEE 4 UA&LICH

SMTE AtE5t2{H 2| ZX| E2|2t IH7|X|E S7|2t5t7] 9{8l SMT I AE A0 22 0|2] LI EE2| S Q8o BfL|Ct

SMT M| 8! pMof| chet XiMist 82 https://documentation.suse.com/sles/12-SP5/html/SLES-all/
book-smt.html[of|A Eelgt 4~ QI&LICE.

i} SMTS} SCC £7|3}

1. SMT QAR A0|| M C|O|E{H|O| A CHA| IS A ehL|Ct.
smt-sync --createdbreplacementfile /tmp/dbrepl.xml

2. S7|2tE HIO|EE O|SA AEE|X|Z AAZEFLICE Of fF|0ME AEE|X| 0fA|Zt /mnt/usbOi| OH2 EE[0]
UAFLIL.

smt-sync --todir /mnt/usb
smt-mirror --dbreplfile /tmp/dbrepl.xml --directory /mnt/usb \
--fromlocalsmt -L /var/log/smt/smt-mirror-export.log
curl https://scc.suse.com/suma/product_tree.json -o /mnt/usb/product_tree.json
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o RMT AREXZL £ £ e CEEZ|M F XNEAJL OIREEQJEX] Zelgh|ct
Jetc/smt.confOl| A SMT ALEX} AHZ HAT 4 USLICE

9.2. E i

SUSE ManagerZt X[™El M2S S7|3tst2{™ sy SUSE Manager 22t0|HE =7 &'H0| TLBILICE, Of2{%t
rf2o| ZAstE[of QX 2O H SUSE Managerdll A sl MES ZX[SHA| 2 4 JA&LICH

Ct

mjo

HASHo oY B4 ME S Yot

ajo

=E

SLES 12 % SLES for SAP 2= SLE HPCSt ZH2 H|E 7|4t M=
RMT: rmt-cli products enable sle-manager-tools/12/x86_64

SMT: smt repos -p sle-manager-tools,12,x86_64

SLES 15 %! SLES for SAP 2= SLE HPCQt Z2 M| E 7|4t HIE
RMT: rmt-cli products enable sle-manager-tools/15/x86_64

SMT: smt repos -p sle-manager-tools,15,x86_64

M

mjo

a# 02 ot AT EBIL|CE

gjo

Lol chet

rir

7|EFBHE = OFF|HIM E Edete 4= JAEUCE ME M2 = 2|EX|E2|E DI2-SH=E 2dotst
XtMet LHE2 Chs A MOl A gfelet = ASLICE

RMT

https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-
mirroring-enable-disable

SMT

https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-
mirroring-manage-domirror

9.3. AZ SHEIEl MH

SUSE Manager2(E) 92 sl & MHZE ™5™ air-gapped HHE XX S MHFLICH

HY =X

HZ Sl El MHE SSX7t HSst 0[0|X|S AFE3SH0] VM(Virtual Machine: 7t A O 2 HiEsH= Zd0] E&LICE
SUSE Manager Server®| air-gapped H{ZO|| CHSE XiAISH LHEE Installation-and-upgrade > Container-
deploymentOf| A &gt £ I &LICE

OFX|2f HHEZ --mirror ML E A5t </media/disk>E O E X QI E 2 HHYOF gL},

mgradm install podman --mirror </media/disk>
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S71=t

SUSE Customer Center H[0|E{7} ZEE 0|S 4! O|C|0{E ALE3t= HR 0|2 AHE3I0] HZ0| B2l MHE S7|ote
A OlAL|CH
P VN =] .

S7I312 9ld) AISts O|SA| OCiofs T4 SUS OI2E EOIEUN ALBY 4 Uojob
A SILICH MEA 0jH7t OH2EEX| Ske B S7|SHE Ealetx| OHMAIQ. JafP Hlo|E 7t
aabglL|Ct,

Ex}: AZE0| 32 MH S71=}
1. Tomcat MH|AS TYA[ZFILICE
mgrctl exec -ti -- systemctl restart tomcat

2. 2Z HI0[EE M=z nEELICH

mgrctl exec -ti -- mgr-sync refresh

3. S7|5HE Lot

mgrctl exec -ti -- mgr-sync list channels
mgrctl exec -ti -- mgr-sync add channel channel-label

server.susemanager.fromdirg 4&sH SUSE Manager0lA{ SUSE Customer Center
o QABM7t REoHX| HRE &ole 4~ glEL(Ch ), 210 EA|Z7F EAIE[2T SCC 222! =Hl0|
T X| &L

HZO| #Zl 2| A2 ISS(MH Zt S7|=h)E MESIH MH ZHof| HES SAKE & ASLICE XpAS LHE2

7
Administration > Iss_v20{| A &5t 4= Ql&L|Ct,
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SUSE Manager= AME 7tsst ClA3 Z7t2 o Y8 ClHERIE ZLHIYLICHL ZLHAL = ClHEZ] 3
MME|= A0S £HEE 4 UASLICH ZE M™HE [etc/rhn/rhn.conf 714 DA A LM EIL|CE

ol=To=T M

SDLEEEE CIHMER] & ot M8 Ths 3740| 31 AR Doz ZHAsHH, EE O|HY FAZ HAIX| 7}
HEE 20 HO|X]| &EHof| ZZ 0 EAIELICE

10.1. BL|E{RE| = ClH EC|

SUSE Manager0f|M 7|2X 2 RLIEZE| = LM E2| = Ch3at Z&LIT.

e /var/lib/pgsql
e /var/spacewalk
* /[var/cache

° [srv

spacecheck_dirs I210|E{SE AME3t0] ZLE{ > DA ER|S HEAY & AFLICL 0| R SUWO=Z FE3H0] 0
ClAE2|E XYY 4= ASLIC

ofl:
spacecheck_dirs = /var/1ib/pgsql /var/spacewalk /var/cache /srv

For more information about volumes, see Installation-and-upgrade > Container-management.

10.2. A A|Zk

SUSE Manager= 7|22 22 ZL|EHZE= CIAEZ|0M AHE 7hsSt & S2H0] 10% D|2Ho|H ZnE MHetL|C,
SLHEE = CIRERTL AL 7t58 S22 5% 0|2 2 ZASHH H 21 E Mgt

[=] o o

spacecheck_free_alert 3! spacecheck_free_critical I}ZI0|E{E AMESt0] Ol2{st A1 AAZtE HEY
olaL|ct
M- .

oll:

spacecheck_free_alert = 10
spacecheck_free_critical = 5

10.3. MH|A S&

712X 2= SUSE Managere ?/& 210 UAIZL0| ==3HH Spacewalk MHIAE ZE8fL|CE
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spacecheck_shutdown IfZIO/EHE A8 O] S&E HAY £ JUSLICE 20| trued|H BEE 7|50|
ghdSEILICEH CHE 22 7| s S HIg g3ttt

= HALT

oll:

spacecheck_shutdown = true

e 24 SkAiS
- N
10.4. 27t A} |2t Mo}
2L AN ERE 7|2 O 2 EMLE|0 JUSLICH 2AF S| H|2dotsty| ot HAH 2 L2 0 Z& Lt

systemctl stop spacewalk-diskcheck.timer
systemctl disable spacewalk-diskcheck.timer

spacewalk-diskcheck.timerE H|ZM3tstH 210 Az =2st 22 H7|HQl o|H|Y A7t SX=X|¢H F1
Azl2 2301 H|O|X| ATtof A& EAIELICE
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Chapter 11. O|O|X| 1 = 5! 22|

11.1. Image building overview

SUSE Manager2(E) AHE3HH A|AH! 2t2|Xt7t Z4E|0[LH 2t OS O|0|X|E YESH D ZIHE O|0|X| KEA FALY
QlAL|CH
MNH .

Procedure: Building and pushing images
1. O|0JX| MEAE FogtL|Ct.

ruI

2. O|0X] Z=zmAs Folstl 0|F AA(git 2|EX|EE] E= C[HED)Q
HZEL .

3. O|O|X|E 2EghLCt,

4. O|0|X|Z O|0|X| MF A= FEAIRLCE

SUSE Manager2 () Dockerfile®t Kiwigte & 7HX| 2E A2 XAYLICEH Kiwi 2= SE2 A|AH 714 3 7|E}
O|O|X|& LESLY| 2[5t =2 AP ELICE

The image store for the Kiwi build type is pre-defined as a file system directory in the srv-www volume.

The image files can be downloaded from https://MANAGER-HOST/os-images/ORGANIZATION-ID/
FILE-NAME. The exact location can be determined from the image details page.

The image store location is unique and is not customizable.

11.2. Container images
QA

ZiH|0]4 7|52 SUSE Linux Enterprise Server 12 0|49 2 A FE|= Salt 22t0|HENA AtES 4 USLICH

Axs17| H, 242l kS 8T A3 55 0125 Sl

)y Ol S SF

SYETF ZetE AlME git 2| ZX|E2|JLICH 2| EXE2]E S E= HISIHY 4= A2,

* Dockerfile 3! M A
b EE= BitBucketd| A S AEIE|0{OF BfL|CY,

GitHub, GitLa

* Docker 2| X|AE2|2} Z0| SHIZA| 74 & O|0|X| MZE AILCt.

Zeflojo gt XtMIE W82 https://documentation.suse.com/container/all/html/Container-
guide/ollM gtolet = UEL|CY,

HIE SAE MA

SUSE ManagerE At&3to] O|0|X|E LUESIZH UE SAEES MY '3< TdsljoF SLICE ZHEH0|H] HE SAEE
SUSE Linux Enterprise 12 0|42 A¥5H= Salt 22t0|AEQILICL O] MMMz LUE SAEQ| X£7| £ 40f Cigt

HHS S
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YWE SAEQ| 2 H|H= CHe o|0fX|2| 2F H|H|2k LX|SHOF ehL|Ct.

OlE =01, SUSE Linux Enterprise Server15(SP2 O[4) OS HICZE k= WE
o SAEO|ME SUSE Linux Enterprise Server 15 7|2t 0|0|X|& Y EgtL|C SUSE Linux

Enterprise Server12 SP4 EE= SUSE Linux Enterprise Server12 SP4 OS HZFHo=

TEE| = Y= SAENAE SUSE Linux Enterprise Server 12 7|2t 0|0|X| S 2l =gtL|CL,

OF7|ElX| 2t U E = X|IE[X| gF&LICE

SUSE Manager Web UIOl| M CHS EHAHIE 33510 HE s AES FdelL Lt

Procedure: Building a host

LoAMA” > AAH™ JH2 HO|X|0M HE SAEZ X[¥Y Salt 220[AEE
MEHSIL|CE

2. MEiSH ZEI0[AUES| aae Mz s HO[X|0|AM ZE|O|H ZES YELICL

2TE{0] » 2ZES0 ME= 0[St ZHI0|H Z=S =0l sLe-

Module-Containers15-Pool 3!  SLE-Module-Containers15-Updates)2fLICl. [Ct2 ]2
Z2I5t0] A&gfLch

3. Amegjol Mg WS 025t (o112 SEILLICL

4. NA" qg arg BHOIM £M HO|X|E MEHSI ) x71 715 A28 938 SE 0| A el
we sAEE ZPASIPIL|CE [ 44 dhjo|E 12 22610 =ftelgtL|Ct.

5. HighstateS X310 ZE Ha W7 |X[E AXIRLCH AL MF AF B0l A
MEf > HighstateE MEHSID [Highstate Mg8]2 Z2IL|CE. = SUSE
Manager At BEHZ0{M HighstateS X LTt

salt '$your_client' state.highstate

Create an activation key for containers

SUSE Managerg AME3t0 ZEoh AE|O|H= O|D[X[E HEY of st
AFEEILICE O] Mo M= of2fet M S 2l YAl &8st 7|18 Hdsts 2y s dEelLTh.

~

o ZHOIHE ZESH7| fIohAM= SUSE #2|xt 7|2zt oo xHdat AZE gdst 7|7t
2RgLch

Procedure: Creating an activation key

LA™ E4s) 7| dEigtLCt

3. 4w 5l 7 0| ES YHYLICE EELR HIRE AE5I0] 0] 7|2t HEY sz suS
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XMt LIE 2 Client-configuration > Activation-keysOl| A &tQlst 4= Q& LTt

Create an image store

All built images are pushed to an image store. This section contains information about creating an image
store. Image store is generally referenced as a registry.

i= Image Stores @ 2 Refresh | + Create

Items 0-0of 0 Select All 25 j items per page
There are no entries to show.

Page 10of 1

Procedure: Creating image store
Loojolx] > MEAES MEABIL|CE,

2. wyS SEISIH M ME LS HdeLt.

# Create Image Store

Store Type#: | Registry =l

Label *:

& Clear fields

3. #ojg TEOf O|0|X| X Fa-2f 0| F= HolRILICE.

4. g 0| EX|AEE] ZAE(LHE K= 2F)2 FQDN(Ewetel THel
O|F)2Z vri EEE YHOIK O|0|X| HX|AEZ| Z=E YHBILIL.

registry.example.com

H
>
uy

2IX|AEZ| URIE AESHY] o|0] AtE S 2|X|AEZ|9| o|0fX] XF

g+ ASLCt

0

registry.example.com:5000/myregistry/myproject
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d1= 2610 M O|0[X| MEH2F 7Lt

Create an image profile

2= #H0|H o|0|X|= YE X|HOo| ZetEl o|0|X| Z=mUS AHESH YEELICE O MMojj= SUSE Manager
Web UIE AHE0tH0] O|0[X| Z2mtel S Mdsh= AEof et HEIF X =0 JISLIC

= Image Profiles @ & Refresh | + Create

Items 0-0of 0 Select All 25 j items per page
There are no entries to show.

Page 1of 1

Procedure: Creating an image profile

<]

1. o|o|x| m2Oie MAMstz{e ojo|x| > XEm}
SelgtL ot

1S Mt w8

# Create Image Profile

Label *:

Image Type *: Dockerfile B

Target Image Store *: Select an image store j

Path *:
Forr lockerfile_location
Activation Key: None -
Custom Info Values: Create additional custom info values |
& Clear fields

= b~ = o -

2. #ojg LES 2145}0] O|0|X| Z=IAS| O|F = Y=ehLCt.

ZiE|0]1q o|0|X] Ef12] HAIO| myproject/myimage2t Z2 AR
o O|0fX] &4 HX|AEEZ| URIO /myproject RO|ALZ} I BHE[O]
U=X| 2elgtLCt,
3. ojojx] 88O = pockerfileS M%Eﬂ—l Ct.
4, EELHR 55 S AHE5H0] iatojojx) Mata TEO| A 2|X|AEE|S MEHSIL|CE,

2 0| GitHub, GitLab = BitBucket 2|EZX|E2| URLS QaigtL|Ct.
2= YE SAEQ 24 CHEZ|Y = UESL|CH URLS http, https EE=
= 01= URLO|0{Of EL|C}. GitHub E= GitLabll 2R CI2 HAl & SILIE
=2

69% | FH| 185% 11.2. Containerimages | SUSE Manager 5.0



GitHub path options
GitHub T AEXI ZEME 2 X|E2|

https://qithub.com/USER/project.qgit#branchname:folder

° GitHub =% Z2ME 2|EX|E2]
https://github.com/ORG/project.qgit#branchname:folder

o =
GitHub E2 2I&
git 2[EX|EE|7} H|Z B2 AES ZEYS=E ZZI9 =
FELLIC} 2 URL A2 AFE5HY GitHub EE2 2 Q15 LTt
https://USER:<AUTHENTICATION_TOKEN>@github.com/USER/project.qgit#imaster:/con
tainer/

° GitLab B A Z2HE 2| LK E2|
https://gitlab.example.com/USER/project.qgit#master:/container/

° Gitlab2E Z2HE 2|ZX|E2|
https://gitlab.example.com/GROUP/project.qit#master:/container/

° GitlabEZ Q1B
git 2[EX|E2[7t HISHO|2 SIHHQE MhAY = gl= R USS
EOSIEE D2ZOAUSl git URLE £HsHOF LICE CHS URL HAIS

A6} GitLab E20Z Q1Z:

https://qitlab-ci-
token:<AUTHENTICATION_TOKEN>@gitlab.example.com/USER/project.git#master:/co
ntainer/

git 278 XHOK| UCH J[EHO=E mag 7|7t
o ArEELICE 27t X|™E|X| 42 Z2 0|0|X| 2A(Dockerfile
A)= GitHub EE= GitLab |30t ZE ClHEZ|of

AO{OF SrL|Ct.
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SHLICH g3} 7|2 Eof ZRMUS ALSSHE O|0|X|S SHIE
23t 7|2 0[0|X| ZTROYUD AHIH T2MAS A3t
@ =S onixiv 82 AZEY O MET Lo RE K|S

AFBBIEE & 4 B,

= =T M4

Example Dockerfile sources

AR S 4= Q= O|0|X| Z2MYUR https://github.com/SUSE/manager-build-profilesol| A|A|EL|CE.

ARG IfZ}O|E{E AtESIH U EEl 0[0|X|E SUSE ManagerOlM HSdt= o= 2[EX| E2[2t

HZE 4 JASLICE ARG It2tO|E{E AH2SHH SUSE Linux Enterprise Server®| O|0|X| HE S
LY £ UCH, O] HM2 WE SAE N0l AHSH= SUSE Linux Enterprise Server
H 0t CHE == ASLICH

G2 S0{ ARG repo LZt0|E{Q} B|ZX|E2| THUS 7+2|7|= echo BHL Ast= ki 0|
CHSH 2| EX|E2| Do) SHIE AZE AAMSHS AQISH L},

2|ZX|E2|E 0|0|X| Z=Ipof st 24t 7|= 2FELI.

—

FROM registry.example.com/sles12sp?
MAINTAINER Tux Administrator "tux@example.com"

#i# AIZE: ol2{et 2tRl2 {productname}2t(2t) BHl AHE35t7| fIoi ERELICEH

ARG repo
ARG cert

# SHIE QIBM =7t
RUN echo "$cert" > /etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT.pem

# ABM M= MEA HO0|E
RUN update-ca-certificates

# o|o|X|of| 2[EZX|EE| B2 FI}
RUN echo "$repo" > /etc/zypp/repos.d/susemanager:dockerbuild.repo

it 2: ol2{st 2t2l2 {productname}zt(2t) BH AESH7| s HRELICH

# I7|X| AIRIE FI}
ADD add_packages.sh /root/add_packages.sh

# 7|X] ASZE M
RUN /root/add_packages.sh

# 2= = O|0|X|of|M 2|EXEE| = HA
RUN rm f /etc/zypp/repos.d/susemanager :dockerbuild.repo
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Using custom info key-value pairs as Docker buildargs
AL Fo| ME 7|-3t W2 ZHsie o|0|X] Z2Ool FEE HEY

HE HEY £ JELICL £
buildargs= Docker 2= HZH| M ELICE

ME 7tset AHER HE 7| 3L =7t 7| Mol chet XtMSt L2 Reference » SystemsOi| A 2feleh = QUEL|CY,

1

ojO|x] HE
O[O|XIE F#&35ts YH2 F 7IXIYL|C). 2% B ZZ0iM o]0fX] » AEES MESH L} O|O|X] » ZENHA FZ0f| A
WE ojol2g 22T 4 AUBLCH
£ Build Image @
Version: Profile Summary
Image Profile *: Select an image profile j @ No profile selected
Build Host *: Select a build host j
Earliest: ] 05.06." (o] 18:C | CEST
Add to: new action chain
Procedure: Building an image
L ojojx] > REES MEHBLICE
2. 712 =xao| ofd CHE HES s F2 OE HI 0IF2

7oAl 2 (ZAEH O] LA 2E 3 ).

_I

UC LE QERO| zzny goS QIBIL|CH UE EEHP'O
(i ) MEHSHH Mot Z=mblof chet XtMEH FEIE o] Ho|
EA|ELICH
4. HES ofjofola{d [us ) HES SHYLICH

Import an image

The second way to get an image is to import and inspect arbitrary images. To do that, select Images >
Image List from the left navigation bar.

Complete the text boxes of the Import dialog. When it has processed, the imported image is listed on the
Image List page.

Procedure: Importing an image

1. o]O|x] > o]O|X] S20|M [gxE 1E 225t ojojx| wxe LIS} AXHE FHL|CL.
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2. ojnjx| gxe CHot HX[0j[AM CHE 2ES Y- RILCE

o|O| x| MErA
HAE 2ldl O|O|X|E B E K| AEZ|QL|CY,

o[ojx] o|F
2| X|AE2|0f L= o[0[X[2| O] F/ILICE.

o] x| £
2| x| A E2|0fl QL= 0|0|X|2| BHILICE,

Im

e A
O[0X|E E0 <

kl
oY
>
ely
rir
e
In

SAEQLICE

g4dst 7]

O[0X|E AAtSt= 2AZE o M| tiet 2 E MSsh= gdst 7| /LICt

3.

Jlok

RISt H [u=ze 1S SEIRLICH
0|0|X| &S0] cilo|E{ti|0] 20f| 4444%| 1 SUSE Manageroi| Cigt ofm|X| 24 Zteio] oiloFElLct,

2|7t 2tz 2| o|0jX] FR0|IM JEESH O|0|X|E HE 4= ASLICL O[0|X|E YEXEYS S LIEILET| 2l3l HE S0l
CHE OfO| 20| EAIELICE |IZESH0|0|X|Q| EH OF0|Z22 0|0 X[2] R HOf| M = 2hele 4= ASLIC

=

=X s &
0|O|X] Z4At

7|2 Ze[o[ o|o|X|(BCl)«= O] o|0|X|E &A
LRt 2E =70 2t0[22{2| 7t MISE K| g2 & ASLICH

OI-
_°,l
N
do
o
H
rin

AT EQo{et S7H MS =X BCl= B0[22 HA|

ZAE|0|LA O|0[X| S At W CHZ 2t 22 2R HAIX|Zt EAIE 4= ASLICH

libssl.so0.1.1: 3% ZH oYS & olg: diey oY £= ClHEED| glg

1

ZHO|H 2E SAES Salt HES A AH83tE B2 T OfL2t THE &M BCIE A 4 UK,
AME ZHSAF|7| /S = 2E B4 2T EQ01E 02| =7}sf{of BfL|Ct.

ol2{et EHIE &X|5t2{™ Dockerfile2 AF25H0] O|0|X[0f| libopenssl2 Z=7t5t11 O|0|X| & CRA| 2 =3H{OF BfLIC,

libexpat| Z 0| = OFXHEX| QLT
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General issues

Of0fX| =fHnt 2Bt 2%l R 7HX| 2= Ch3 1t 25U T

o YX[AEEZ| = git 2[EXEZ|0| BHASHY| It HTTPS USM= AR Fo| Ef IS AEHH
20| A E0of| B Z8HOF LTt

o 3% DockerE A3t SSH git M A= XY E|X| t&LICt,

11.3. OS images

0S 0|0JX|= Kiwi 2= A|AHI0f ofsf L=EL|C =3 0|0|X|= A} H|7} 7453t PXE, QCOW2, LiveCD &=
7|Et 82| O|0|X|Y 4= AELICE.

Kiwi Y= A|ARI0|| et XEMISHHE S Kiwi = Aol A ol 4= QU&LICH

a7

Kiwi O|0|X| 21 E 7|52 SUSE Linux Enterprise Server 12 3 SUSE Linux Enterprise Server 110| &3l |= Salt
SCO|AE M AE T 4= ASLICE

Kiwi O|0[X| 78 Tt ! 718 AT-EE LIS 91K S o 20| M HM| AT = QLO{OF BHL|CY.
e Git 2|ZX| Eg
e HTTP EE= HTTPS SAHE tar Op7to|E
° | C3SA | 24 |:|E‘|IEE|

gitoll M ®Bst= HA| Kiwi 2IEZXIE2|Q o= https://github.com/SUSE/manager-build-profiles/tree/
master/OSImage0i|A Zelg & QUELICE

Kiwi2 WEE 0S 0[0|XIS MHsts SAEOE ASE 4 2= 1GB 014 RAMO| HRELIC
©  u2a zze oomel WA A0l gt CELICL AN LS TR AAT A
sfelz 4 lgLiC,

HIC SAE MM
SUSE ManagerZ 2= ZF°| 0|0|X|E YUEslHH 2E SAEE MY 3 AMBtL|CE OS O|OjX| HE TA
SUSE Linux Enterprise Server 15(SP2 O|4}) == SUSE Linux Enterprise Server 12(SP4 O|AH)ofA| Alsg|

Salt 22t0[AEYLICE,

of Ext= &

In
ot
[>
Im
10
Pt
N
4
0x
o
i
08
ie]
s
s}

UE SAEO| 2 A|AE Y o|0|X[2] 2 H|H|k LX[H0F ghL|Tt.

0| S0, SUSE Linux Enterprise Server15(SP2 O|&) OS HFHOZ ASEE H=
o SAEONME SUSE Linux Enterprise Server 15 7|2t 0|0|X|E ®=gtL|Ct, SUSE Linux

Enterprise Server12 SP4 HE= SUSE Linux Enterprise Server12 SP4 0S HEOE

TESE|= YUE SAENAME SUSE Linux Enterprise Server 12 7|2t 0|0|X| S ®EtL|Ct,
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Of7[EX Ztofl= 2HEY

ASLICL OIE

£04, SUSE Linux Enterprise Server 15 SP37} A&t

Ed Raspberry Pl(aarch64 Of7[HIA) YE ZAEO0|M= Raspberry Pl SUSE Linux
Enterprise Server 15 SP3 0|0|X| £ W=sHof gfL|Ct.

Procedure: Configure the build host in the SUSE Manager Web Ul

1. A|AHE J R HO| XA HE SAER X|HY 2

2. NJAH NI AFE S
SFMSISILICH (a8

& d186.suse.de®

M AGo|E | £ 2

tolgtL|Ct.

&M BHOZ 0|F510] %71 715 MAY @

@ Delete Sys!

@ Os ojojx| ®E

2tO[AHES EdBtL|Ct.

=
AES

tem | © Add to SSM

Software Configuration Provisioning Groups Audit States Formulas Events
Overview Remote Command Hardware Migrate Notes. Custom Info
Edit System Details
System Name: d186.suse.de
Base System Type: Salt
Add-On System Types: |:\ Container Build Host
(w4 OS Image Build Host
Description: 0OS Image Build Host (for KIWI images)
Facility Address:
City:
State/Province:
Country: None j
Building:
= e o O [ | —_
3. NAE MIE AFE ATEQ0] > AXEQO Y2 0|S3t 1 UE SAE HH

et 2ot ATEY MES &Y f 2fL|Ct.

° SUSE Linux Enterprise Server12 HE ZAE0|= SUSE Manager
22t0|HE T (SLE-Manager-Tools12-Pool 5! SLE-Manager-Tools12-Updates)”|
Rt

o

SUSE Linux Enterprise Server1l5 ZE SAEO|= SUSE Linux
Enterprise Server == SLE-Module-DevTools15-SP2-Pool %! SLE-Module-
DevTools15-SP2-Updates”| & Q2L |LCt.

© oflerstD (g1 228t}

4. HighstateS HE5I0] Kiwi 3! ZE T 7 |X|E AXIL|CH A A M2 At
H[O[X|ol|l X &EH > HighstateE ME{SI D [Highstate Hg 1S S2ILICt E=

SUSE Manager At B Z0| A HighstateE M %fL|Ct.
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salt '$your_client' state.highstate

SUSE Manager web server public certificate RPM
9C SAE IZH[XY2 SUSE Manager 15A RPME2 HE SAEQN ZARgL|CE 0] QIEAME SUSE

ManagerOl| M M[35h= 2| ZX|E2|0f| HMABL7| 2ot 8 == AFEELICE

215M= mgr-package-rpm-certificate-osimage Ii7|X| A3EEON 28 RPMRZ mi7|FELICE I{7|X]|
32 E = M SUSE Manager A X| S0 At50 2 SEE|L|CH,

spacewalk-certs-tools I 7| X| £ & 12{|0| E8H= AR ¥ 0| = AILI2|R= 7|22 AFRSI0] I{7|X| ASREES
SEYLICE J2{Lt ABM 227 HEEUML ALEY = ole 42 ¢02|0|= EX7t 25 E = --ca-cert-full-path
<path_to_certificate>E AFE610{ IHF|X| AT ZEE £EOE SESIMARL

Package script call example

/usr/sbin/mgr-package-rpm-certificate-osimage --ca-cert-full-path /root/ssl-build/RHN-ORG-
TRUSTED-SSL-CERT

QIZ M7} EetEl RPM I 7| X| = ChE 2t 20| Salt7t M AT &= U= CIHE2|of| M & ELICE
/usr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm
AS M7t ZetEl RPM 7 |X|= L2 22 HE A E 2[EX|E2|0)| HSE Lt

/var/1ib/Kiwi/repo

UE AA0 SUSE Manager SSL QUBAM7t Z&EE RPM I7|X|IE X|HStD Kiwi 740
HEAEYM MMo| L4 I{7|X|Z rhn-org-trusted-ssl-cert-osimage?t Z3E|0| UEX]
sto

=& 3. config.xml

O

..;packages type="bootstrap">

<package name="rhn-org-trusted-ssl-cert-osimage"
bootinclude="true"/>
</packages>

Create an activation key for OS images

O[0|X|E =g U OS O|O|X[7} 2| ZX|EE| 2 AEE + A= APt HEE Z4st 7| S WHeLC.
243t 7|= 0S O| 0| x| =of LTt

o To build OS Images, you need an activation key that is associated with a channel
other than Default activation key.
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Procedure: Creating an activation key
1. Web UI0I| M AJAR > 43} 7| S MEiSL|CE

2. 7144 S SEIRLICEH
0

3. 49, 7| O|ES YUHSIL =ELIR HXE AMESIH 7| HEE 712 #aS
MERIL|CE

4. [gNsts| 412 = 2HRlBtL|CY,
XtMIgt LHE 2 Client-configuration > Activation-keysOi| Al 2Holst &~ QI&L|Ct,

Create an image store

0S Images can require a significant amount of storage space. By default, the image store is using the srv-
www volume.

AAR, 7H4 8L J|EL O|O|X|E B ESH| I8l AMEl= Kiwi 2E R¥2| 0|0|X| K& A= O
K& E|X| gtELlct.

o The image files can be downloaded from https://MANAGER-HOST/os-images/

ORGANIZATION-ID/FILE-NAME. The exact location can be determined from the
image details page.

Create an image profile

Web UIE AHE3H0] O|0|X| Z2 Il S 242|BfLC,

= Image Profiles @ 2 Refresh | + Create

Items 0-0of 0 Select All 25 j items per page
There are no entries to show.

Page 1of 1

Procedure: Creating an image profile

Lojnjx] m=mAs Hdste{H olOjx] > EZIPAO|A

SELC.

rx
1o
o
o
oz
0x
o

77% [ TN 185% 11.3.0Simages| SUSE Manager 5.0


https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME

# Edit Image Profile:'SUSE-MicroOS-Default’
Label *:
Image Type *: Kiwi

Target Image Store *: SUSE Manager OS Image Store

Config URL *:

Kiwl options:

Selest

Create additional ct
@ Update # Clear fields

2. #lojg ZEO|| ojnjx) zznpa| O| 2 L ELCE

3. ojnjx| @8O 2 kiwiS AF2EL|C}

4. O|O|X| MZ&EAE XS = MESEL|C

5 Kiwi 7o mdo| ZetEl CIMEZ|of vre 742 YHYLICL GIE =
httpS'//gith b com/SUSE/manager-build-profiles#master:0SImage/SLE-Micro54 E%
git URIE HefL|CH CHE MO 2= HTTP £ HTTPSE SAERIE| = tar
O}7t0|E EE E LE S AEQ| 2 C|AHEZ| 7} JUGLICH XtM|et LI 22 0] MH9|
OFX[2ol| M S &= AA WA M2 FRSHMAL.

6. WY AL, kiwi 842 YHBILICE Kiwi 74 THUO| ofzf Z2IHAS X|Wots
B2 -profile <name-3 AIZOI0] T BRMAS MHBLICL 7|EF SHL Kiwi
EEVERECPINES

7. gast 7215 MEHELIC Zdet 7|12 ARSI ZZOUS AESh= 0|0|X|7t
SHHE ME S I[X[of e 4~ ASLICE
o O|O|X] Z2mA0| SHIE ATEQN ME U 2E I{F|XIE

A5 E 2det 7|1 S 0|0|X| Z=opat HAZASL|CE,
8. [WM]HESRE ZolgfL|C}

Source format options
* 2|EX|E2|0f et git/HTTP(S) URL

Cgh o|nfx[e] 2A7F ZotEl S o= H|SIH git 2| ZX|E2|2] URLYILICE.
2| ZX|E2|2| 2f|ojofR0f et 7hs et URL2 CHSat Z&LIL.

78% [ M| 185% 11.3.0Simages| SUSE Manager 5.0


https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54

https://github.com/SUSE/manager-build-profiles

URLOIIM # 2Xt F0fl 27|18 X[EE = ASLICL O] 80| M= TFS master =715
AHEEILICEH

https://github.com/SUSE/manager-build-profiles#master

: =AF 7Ol O0|X| AA7F oteEl CIHEE|SE X|FY = JASLICE O HoM=
Ct= OSImage/POS_Image-JeOSG% ArggtL| .

https://github.com/SUSE/manager-build-profiles#imaster:0SImage/P0OS_Image-Je0S6
° tar OF7HO[E0] CHe HTTP(S) URL
# MEO M 2 ARIE[= tar OFF10| 2 (@ = = HI2f=)2 URLRILICY,
https://myimagesourceserver.example.org/MyKiwiImage.tar.gz
* e o AE Yo L|EER| H2

Kiwi 2= AL A7 ZotEl CIRES| F25 YHEYLICH O] LA ER|=

—

MENSH I E S AEOf @[XISHOf BHL|CE.
/var/1ib/Kiwi/MyKiwiImage

Example of Kiwi sources

Kiwi 2A = £ A5t config.xmlZ2 A ELICH YEHOZ config.sh2t image.shz B7H BHEILICE AA0E= root
oh¢l CIMER|of £|F O|0|X|of| EX|E A= ZotE = ASLICH

Kiwi 21 E A|AEI0f| Ci3t L2 Kiwi documentationOflAd &helgt 4= Ql&L|Ct,

SUSEE SUSE/manager-build-profiles 371 GitHub 2|EX|E2|0f|A 2tHSIAH| ZSst= o|0|X| AAQ| oS
HS e,

2 E 4. JeOS config.xml2| 6]

<?xml version="1.0" encoding="utf-8"?>

<image schemaversion="6.1" name="P0S_Image_Je0S6">
<description type="system">
<author>Admin User</author>
<contact>noemail@example.com</contact>
<specification>SUSE Linux Enterprise 12 SP3 JeOS</specification>
</description>
<preferences>
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<version>6.0.0</version>
<packagemanager>zypper</packagemanager>
<bootsplash-theme>SLE</bootsplash-theme>
<bootloader-theme>SLE</bootloader-theme>

<locale>en_US</locale>
<keytable>us.map.gz</keytable>
<timezone>Europe/Berlin</timezone>
<hwclock>ute</hweclock>

<rpm-excludedocs>true</rpm-excludedocs>
<type boot="saltboot/suse-SLES12" bootloader="grub2" checkprebuilt="true"

compressed="false" filesystem="ext3" fsmountoptions="acl" fsnocheck="true" image="pxe"
kernelemdline="quiet"></type>

</preferences>

<I-- CUSTOM REPOSITORY

<repository type="rpm-dir">

<source path="this://repo"/>

</repository>

-->

<packages type="1image">
<package name="patterns-sles-Minimal"/>
<package name="aaa_base-extras"/> <!-- wouldn't be SUSE without that ;-) -->
<package name="kernel-default"/>
<package name="venv-salt-minion"/>

</paékéges>
<packages type="bootstrap">

<package name="sles-release"/>

<!-- this certificate package is required to access {productname} repositories
and is provided by {productname} automatically -->

<package name="rhn-org-trusted-ssl-cert-osimage" bootinclude="true"/>

</packages>

<packages type="delete">
<package name="mtools"/>
<package name="initviocons"/>

</paékéges>

</image>

ojojx| ®=

There are two ways to build or get an image using the Web UI. Either select Images > Build, or click the

build icon in the Images > Profiles list.

£ Build Image @

Version:

Image Profile *:
Build Host *:

reEarliest:

Add to:
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Select an image profile

a build host

new action chain

Profile Summary

j @ No profile selected
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Procedure: Building an image

L ojojx] » HEZS MEBHL|CE,

2. 712 =xuO| Ot CHE HANZ Jotl= 89 CE B3 0|82
7t CHZAE oL of| 2t HEF).
3. ojnjx many 3 we sAeE MEHSHL|CE,
UC UE Q2F0| meny eo0| EAIELICL YUE ZRHiAS
©  desiw Mt mamool] it X M=EIH oo
HA|EL|C,
4. HES ofjofota{d [us ) HES SHYLICH
0|0X| YE TEZAA S0 WE M= of HEfe| XIS OL2E £ AIE 4 QIaLICE sigsts
(1) Ao 2E ABOZ MY Z9l Gnome A0 Q=X| HOIGHIAIR, XHE DHE|} Al ol
< 0|0|X| LT} 2 E|X|BH 0[0|X|9| M2 40| L2t AlystA| ELict
Ol0|X| 21 7} M ZSHE! ZIAL EZ7F AIREILICE ZUAF 0K SUSE Managers 0|0|X|of gt =2 AFgHL|ct,

o oln|xlo| Mx|=l j7|x| =2
o olnlxlgl ¥|A4

* ojn|x| f¥

5! 7|Et O|O|X| M|S Akt

LU=l o|0|X] R&0| PXEQ! &

Salt 5t¢l A|2E2 HQE ofn|X|of chet M&

2 Salt €= oor:lL'll:l' Olnlxl
AFtol| SHa|A

(=13
=

A2 o0 Efu 0] A0f AE |0
4 QUALICH Mg Argols

©  ocommc Ak Az X, oloix M3, UIEHD B0 Wast He Sol B,
MYE ge HAE DS Se0lAENM S 4 YBLIC

= il
ZH i Z
Ol0XIS YEBKRR of2f B4 T2t WRLICL WS} NWsts FL Salt Aef 23 L WE 28 KAl
Anfol 21918 Aot o £20| 8 4 YBLICH WS UIf Al 2 £ s HAk

o UE SAELEHE AA0| HM AT £ QJBLICH

* WE SAE 3l SUSE Manager At 250] 0[0[XIE 9I3t £23t £ 23 Z7ho] ALct

- 243t 7lo| #BE SHHE o] YL

o MBEWE 227 SELIC

* SUSE Manager 38 AS M7t e RPM 7| X|= E A HZFO|H

/usr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch. rpm01|A1

19 o|l=
OO L-O

L "o
— od

AEE 4 ASLICH
UAFLIL.

M RPME Mz 11X]| of chist XtMiet LHE2
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Mgt Aret

Of Mdof|i= o|0| x| 2t XU S & mf LAT R 7kK| 2X7F T &[] AELICH

° HTTP &4 i git 2[ZX|E2(0f HMABE7| I3l AHBE[= HTTPS ASM= AL Fo| M| oS Sl
S2I0|HE0| BiESHAHLE S22 FLg8HOF ZfLC.

* Kiwi 7|8t o|0|X| JEE = X|HE[X| gd5LCt

-
=
=
r.

st of built images

AtEe 4= A= 2E O[0|X|E LIE3st2{H O|O|X| > O|0|X| FEE MEHSIUAIL. 2 O|0|X| SZ0| EA|FLICH.

[ S |

4 Images @ 2 import | 2 Refresn

[Jshow cbsolete 100 v items per page

ltems 1-30f3 Select Al

O Type Name Version Revision Updates Patches Packages Build Last Modified |5 Actions

O container Image ~ suse_key latest 15 (2] 0 0 (] 21 hours ago

O ©Simage Building profile: suse_os_image - (2] 0 0 @ 2 days ago

0O ©OSimage POS_Image_JeOS7_uyuni 7.0.0 1 ] 0 0 [ 5 days ago
Page 1 of 1

B Go to OS image directory listing

O[0|X|of| CHall EA|IZ[= CIO|E{0f= O|0[X| O|F, HH, 2[H|H 5! L= Mef7t ZetE LIt O|0|X|of AHEE 4 U=
7hs¢t X 8 17| X| YCl0|E S22 S8l 0|0|X| PH|O|E HEHE =l s AFLICE

i R W —1

OS O|0|X[2] Z2 0|8 & WM LEE= Kiwi 220|M HSEH LEIH §SHOZ tzk|H HH0|EELICH e

o

2HM2 EEIHES

ot

HIHOCE S22 S7HRLICE OS 00[X|9] Z2 XE 40 of2{ 2[H|HO0| &H AS 5= A

o>
L
o

il

ZAE|0|LA O|0|X[2] B2 ME 0= A4 2[H| T2 HEEL|CH O MT (7| X[, X S)0i| Cist 2= 2EE[H 74

o —_
BA| Stolate AF23t0] Lige 4 YALICh

O[O|XIof A [XFMIS] ] HES S=I5HH XMSH LIS =Hle 4= ASLICE A E7|0= 23 mix|e] FYefot 35
O[O[X]| Liofl x|l 2E m7|X| 55 3 L= 2a7F ZSEL|CE

[2HH]] HES S=lotH S=0|M O|0|X|7F ALK ElLICE, o, 2t &E, OS O|0|X| ME AL It 3 AFZE|X| gi=

)
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Chapter 12. QI X2} SX|H4 ZHd

I EEl 25 SXI A2 712 23 =Y Al SUSE Manager M 2| ZQ% 2E SX| AlZE W, =F, 0|=0f =Asljof 5=
HE HHS 7|sts A2 oHE £ ASLILE MY 2F S7|9t 2202 MH E= SUSE Manager ZEA| S SUSE
Manager Mt 213 A|ARIE FeFs 2o = n2{sfjof gLICt

SUSE= &4 SUSE Manager QI Z2tE A4 HEHZ RX|2 AS HYYLICL B7[0= M, ZEA| L 2E SAET}
ZBHELICE SUSE Manager AMHE HH|0|EE HEHZ RX|SHA| o™ LT o 2HFo| YR E YUL|0|ESHX| RY £

Of MMofli= 2t THAIE +&5ts 7t YE YA 2F SX| A2t 7|2hof| dAst= At 20| Zete|0f JASLICE.

2. ot ER, 2|4 Mu|A Mo = 4 2|0| =Lt

3. spacewalk-service statusS Aot 0 LRIt I E MH| AT} A FOIX| =olstL|Ct,

O{7|X| 2t2|XHE AH25t0] YHI0|ES BXIE 4= ASLICE

* YaST AMZ0] chet XbAISH LHE2 https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-
onlineupdate-you.htmlofl A Ztolst £ A&L|CH,
* zypper AME0| CHst XMt LI https://documentation.suse.com/sles/15-SP4/html/SLES-all/

cha-sw-cl.htmlitsec-zypperol M &tolst 4= U&L|Ct,

7|2X 2= SUSE Manager AHOi| sl 021 FH0|E {20 1o 2 Z-dot=|of AELICH M IH7|X|2t TolE
I7|XE S22 A8 &= ASLILCE

SUSE Manager2 #|4 ME|Z RX|5t2{H SUSE Customer Center0i| 2% HZs}7{Lt Repository Management
Tool(RMT)2(E) ALERILICE RMTE Q20| 871 &tF0| 22 HX| AAE AEY £ JUSLICHL

AIAEOIH YEIOIE HLS ASE 4 UK

Jot

[oIg 4 QI e ChS T 2L,

0|8 | A2 7t | 6PG A | ME 1A
_______________________________________________________ +_________+___________ -———————
SLE-Module-Basesystem15-SP4-Pool Yes (r ) Yes No
SLE-Module-Basesystem15-SP4-Updates Yes (r ) Yes Yes
SLE-Module-Python2-15-SP4-Pool Yes (r ) Yes No
SLE-Module-Python2-15-SP4-Updates Yes (r ) Yes Yes
SLE-Product-SUSE-Manager-Server-4.3-Pool Yes (r ) Yes No
SLE-Product-SUSE-Manager-Server-4.3-Updates Yes (r ) Yes Yes
SLE-Module-SUSE-Manager-Server-4.3-Pool Yes (r ) Yes No
SLE-Module-SUSE-Manager-Server-4.3-Updates Yes (r ) Yes Yes
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SLE-Module-Server-Applications15-SP4-Pool | Yes | (r ) Yes | No
SLE-Module-Server-Applications15-SP4-Updates | Yes | (r) Yes | Yes
SLE-Module-Web-Scripting15-SP4-Pool | Yes | (r ) Yes | No
SLE-Module-Web-Scripting15-SP4-Updates | Yes | (r) Yes | Yes

SUSE Manager2(=) 22 IH7|X[E HMS35t7| 2131l RXIE HHO[E(MU)E EEIAYLICH |RX|E4 HHO|E= M
HH H = BAIELICL O S0, 2 E2|A 432 MUZL EE|AE 1} 4.3.12 7L CH

Web UI2| EFA % SHEHE HH MA Zol M E &olgt &~ UELICE. api.getVersion() XMLRPC APl S £2 HXH
HS E 7N E = JSLICH

Z2I0[E =

ML |0l EE|H Z2I0|HES| YR =Lk AH|0|EdH= 20| Z&L|Ct S210|A E0f| A salt-minion, zypper 3!
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mgr-inter-sync -c <channel-name>
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To use ISS you need the inter-server-sync package on source and target servers. It is already installed in
the server container image.

HEIE S8}
(1) Ae ZAE|0] LHO M THAIS 2&lst7| ol mgretl termS AHE RILIC

Exf: 22 MM HIO|E] AA X

1. At the command prompt of the SUSE Manager container host of the source server, as root, enter the
server container:
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mgrctl term
2. ZE|O[LA LHO|M CHZ EHAIE HASHHAIL.
a. Execute the ISS export command. The -h option provides detailed help:
inter-server-sync export -h

AATE Hi

g il

SAHSHH =3 CAE2|7 WYs 0 YL E Fxtof| 2Rt 2= H|o[E 7t ZetE L)

]

To avoid data loss or filling up the container file system, store the data on a
o persistent volume (preferably /var/spacewalk). For more information about
persistent volumes, see installation-and-upgrade:hardware-requirements.pdf.

Contents from the source server needs to be synchronized to the target server.

HiL AARE C[HEZE A MHZ 2A}

1. At the command prompt of the SUSE Manager container host of the source server, as root, enter the
server container:

mgrctl term
2. ZAE|O[L LHOI[M CtS EHAIE AL,
a. Synchronize to the target server:
rsync -r <PATH_EXPORTED_DIR> root@<TARGET_SERVER>:~/
D= LHE0| SAtE|H JEXES A|ZFeLCt.

ZEx}: e MM HIOJE] IEE

1. At the command prompt of the SUSE Manager container host of the target server, as root, enter the
server container:

mgrctl term
2. ZH|O| LHO|M Tt THA|E ARSI AL,

a. Execute the ISS import command. The -h option provides detailed help:

inter-server-sync import -h

HIOJE{H|o| A HE 1Y

ClOE{H|O]A HE M2 J|2XHOZ [etc/rhn/rhn.confols| ZEELICE £4 T 2|X|= --serverConfig
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# spacewalk-manage-channel-lifecycle --list-channels
Spacewalk AFEX} O|F: admin

Spacewalk H|ZHS:

M Ez2:

1. sles15-spb-pool-x86_64
sle-live-patching15-pool-x86_64-sp6
sle-live-patching15-updates-x86_64-spb
sle-manager-tools15-pool-x86_64-spb
sle-manager-tools15-updates-x86_64-spb
sles15-spb-updates-x86_64

2. init Q15=2t 87| spacewalk-manage-channel B2 A85I0] 7|& WL KHEe| M L SEE XS
Mgt c.

spacewalk-manage-channel-lifecycle --init -c¢ sles15-sp6-pool-x86_64
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company-calendar

[) calendar
iCalendar

LABEL:
- SUMMARY: Production Servers

- DATE: Each Sunday
- TIME: 22:00 - 00:00

- SUMMARY: Production Servers
RECURRING EVENT

- DATE: 2020-06-28

-TIME: 13:00 - 14:00

- SUMMARY: Testing Servers
- DATE: Each workday

- TIME: 08:00 - 16:00

EVENT

| RECURRING EVENT

@ Schedule 2

NAME: Production Servers

TYPE: MULTI
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It is possible to run remote commands directly at any time by navigating to Salt »

o Remote Commands. This applies whether or not the client is in a maintenance
window. For more information about remote commands, see Administration >
Actions.
Mol X| 22 otdet Ao ZhRE[T S20|AEN EHE REY 7HsH0| H2 AnZ HAYLICL ZHO|
Hot=|X| oo™, Folof| w2t MISte|X| M HMEX| A o~ USLIC
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Chapter 16. s A

mgr-sync =7 = Y TETEN M ASEH, Web UM Y8 B2 AL2E 4 gl= SUSE ManagerE AHE3t7|
st 752 MIELICE mgr-sync® =2 8= SUSE Customer CenterOf] ®Zstn, HME 2 7|X| HEHE
AMBHH, SUSE Manager MH2t2| S7|2HE fIoll K22 &H|5H= A L|Ct.

0| =7= SUSE X[ =1t otH| AFEStE=E MA E|AHOMH, openSUSE, Cent0S % Ubuntu § 2E AA HIZH=
ZLQSIX| t&LICt

mgr-syncOlM ALY £ A= FHat Ql¢= Of HIO|S0|M =l & AFLICE mgr-sync Ho| THE FES
AEELIC.

mgr-sync [-h] [--version] [-v] [-s] [-d {1,2,3}] {list,add,refresh,delete}

H 3. mgr-sync H#

Bd 49 OlAl AHE

list ME, 2R XNAE SHE=HMELIE mgr-synclist channels

add e, 22 XA ZHE=MHE F7F mgr-sync add channel

<channel_name>

refresh ME, ML U259 2L AR ME mgr-sync refresh
kS,

delete 2 AAHIM 7|ZSCC =X X+H  mgr-sync delete credentials
S A

sync KNHE HE 7|3t B3O Z mgr-sync sync channel
SHEH <channel_name>

M ofA 2 M My OflA] A

help h WY AIRH U SMHEA  mgr-sync--help

version N/A X A2l mgr-sync HHH  mgr-sync --version
A

verbose v XtMist £3 HS mgr-sync --verbose

refresh

store-credentials s A zsHES 2 =4 mgr-sync --store

mdofl X & -credentials
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debug

no-sync

CHE2 mgr-syncoi| CHSH 22| | X[ LCE,

e /var/lib/containers/storage/volumes/var-log/_data/rhn/mgr-sync.log

* /var/lib/containers/storage/volumes/var-log/_data/rhn/rhn_web_api.log
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Chapter 17. Prometheus ¥ Grafana&
Al-.Eol- EL' E-l =1
Prometheus 3! GrafanaE Ar&3t0{ SUSE Manager &3S ZL|IHEY £ JUSLICL SUSE Manager At 2

DTEAE XA e HEZES M3 = JUSLICE E3, Salt 22t0|AHEN M 042 Prometheus AATXEES HX| 8
Tha|st 2 olAL|C)

[ T™ Ma-d

=
17.1. QAKE
Prometheus % Grafana IN7|X|7} SUSE Manager 22I0|HE & 70f| ehEl cHAM2 CHSap 25 LT

e SUSE Linux Enterprise 12
e SUSE Linux Enterprise 15

® openSUSE Leap 15.x

0 Only the above listed clients are supported as a monitoring server.

You need to install Prometheus and Grafana on a machine separate from the SUSE Manager Server. We
recommend to use a managed Salt SUSE client as your monitoring server.

PrometheusE Z diAlS AL25I0 HEZIg pqung M= BLIE2E|= 2210|HEo| Cist TCP HZAS Ax st

o = —_ [ =2o=
A0{OF BfLICE Z2t0[AE0= S St 2l ZET} A0{0F 5HH HEHIE S3ll HEE 4= UA0{OF HLICH T,
I

°—“'. Yt TEAE ALEO0] S 2T = ASLIL

0 DLHZY 2t S20[AE0| gt ZLIEZ It 7|5 7=0| L0{of gfL|Ct. SUSE Manager
T=g 22|5l2{H SUSE Customer Center2(E) B25HA| 2.

17.2. Prometheus % Grafana

Prometheus

Prometheus= A|A|€ O|O|E{H|0] A0 A
HEZI2 HTTPE Edll Z20{2H, 11t &2t 2 JhsotA Bt

AA DLEZ =RQL|Ct,

E
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=
Im
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N
ot I
ot
40
2
>
0
n
rH

Prometheus HEZ2 A& HO|E L= St OF L= A0 £35t= EIJLA-I HLICE HER2 o|Ft
2lojE M2 NFSHA AEELIC

HEZ o|E ol Et
[ 1 [
[ : ] [ : ]
http_requests_total{status="200", method="GET"} @1557331801.111 42236

SLEE= 2 oiE2[A01M = AL
= EOHOF LICt.

rlo

TE AE £= Prometheus AAZE
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Sef 9o
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=
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=
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Prometheus YARE

AATELE EfAL A|AEIO] HEZIS Prometheus HEZICZ AATES [[H SESH g
2to|=Ee{2| LIt AAXE = Prometheus HEEZE AH260| EH OHE2|H|0|M E= AARIZ EF A
27tse mjoict REELICE DLIEHERE SAENAN o2 AAZEE MAslH 22 HEEIZ AAXED
UELIC,

ik

Prometheus ARLIE|= 3A AARE SEZ H|ZsHH, HFLIE| 7|0 E Sl LS F7tE AJLICH XtAMISH LSt
FHRAT AATE S22 https://prometheus.io/docs/instrumenting/exporters/of| A Eolgt 4= A&L|C},

Grafana

Grafana= H|O|Ef A|Ztel, BLIEY 3 B2ME oot = ALICL O2(1 YF 7|2t ¢t EX HERS LiEHH = 10|
MO Z Grafanas Prometheus®t H At2E x|t
ElasticSearch, MySQL, PostgreSQL %! Influ DBSE} #2 CHE HI0|E AAE X|ABL|CE Grafanaoil CHEt 7(H\ﬂ‘.’_*

17.3. 2L|E{E MH H4H
DLIEZ MHE MY5I2{H Prometheus?t GrafanaS A x| 8l FMsljof gL|Ct.

o Only SUSE clients are supported as a monitoring server. For a complete list, see
administration:monitoring.pdf.

Prometheus &X]
DLIEZ MHIt Salt 22t0|HEQl AL SUSE Manager Web UIE AH23t0] Prometheus I7|X|S MX|g £
UAELICE J"EX| ko L MHO| 7Kg +52= CHRELSSI0 AXg =+ JUELICH Prometheus
AT E9|0{= SUSE Manager ZZA| %! SUSE Manager for Retail £7| MHOAME AFEE 4= QELICE
o o Mt ZiE|0|LA LHE S| Moj| HM|ASHATH ZHE|O|L] SAEO| M mgretl termS AU TIL|C
o ZH|O| LHROIIM DU S SASHAH mgretl cpE ALERILICE

o HIO|HE XMZEst™ PrometheusO POSIX I A|AEIO] ZEBL|CE POSIX =8 med
A AEIO| Ot I A|ABRI2 X|RIE[X| RELICEH NFS It A|ARI2 X[ E|X| & LT

Exl: Web UIE A28t Prometheus 24|
1. SUSE Manager Web UI0IlA PrometheusE A X A|ARQ| M At H[O|X|E E11 4] O =2 0| SELICE
2. Prometheus 2IQI2tS MEHSIO DL|EE 412 2435t [ ME |2 S2ISUCH

3. ACHH| 52| Prometheus {2 2 0| SEHL|Ct.

4. SUSE Manager Mt MlM0| R =%t SUSE Manager APl At ZES 2 etL|C}. Y=ot XtA ZHO| HLHE

CHeh AIAR Zigtofl et M A S 51 3H=X| =l gtLCt.

5 Heo met 7B 8 SME ALE R FolgL L.
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https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/exporters/
https://grafana.com/docs/
https://grafana.com/docs/
https://grafana.com/docs/
administration:monitoring.pdf#monitoring-requirements

7. highstateE &

8. Prometheus QIE{H|0|AS SHIZAH 2E3H=X| SHolstL|Ct, H2t2 XA 9090 ZE PrometheusZt A&l
ME{S] URL(M: http://example.com:9090)Z 0| s&fL|Ct.

24 DL o] Cht XtMI3E LHE-2 Specialized-guides » Saltof| A £ ZsHMA|2.
Hxl: 522 Prometheus 84| 2 74

1. BLIEZ Mol A golang-github-prometheus-prometheus I§7|X| & X|:

zypper in golang-github-prometheus-prometheus

st
=

2. Prometheus AH|A

AE
=

dafetct.
systemctl enable --now prometheus

3. Prometheus QIE{H|O|AT} ZHIEH| ZEEE[=X  =QIgLICE

http://example.com:9090)0llA PrometheusZt x| &l M2

B2t X0l M,
URL=Z O|S&fLCt.

9090 IZE(o:

A3 o Y HEE AT,

4. [etc/prometheus/prometheus.ymlof| A 7 A miAS E 1
SHI UX[SI=E AL2X 0|

Manager AMH URLZ HHE SUSE Manager At&4
ZHPLICH

server.url2 SUSE
5 HYHT ZIEE

# {productname} self-health metrics
scrape_configs:

- job_name: 'mgr-server'
static_configs:
= targets
"server.url1:9100' # Node exporter
- 'server.ur1:9187" # PostgreSQL exporter

- 'server.url:5556'
- 'server.url:5557"
- 'server.url:9800'
= targets
- 'server.
labels:
__metrics_path__

# JMX exporter (Tomcat)
# IMX exporter (Taskomatic)
# Taskomatic

url:80' #t Message queue

: /rhn/metrics

# 2E|=l= AL oEE:
- job_name: 'mgr-clients'
uyuni_sd_configs:
- server: "http://server.url"
username: "admin"
password: "admin"
relabel_configs:

- source_labels: [__meta_uyuni_exporter]

target_label: exporter
- source_labels: [__address__]
replacement: "No group"

target_label: groups
- source_labels: [__meta_uyuni_groups]
regex: (.+)
target_label: groups
- source_labels: [__meta_uyuni_minion_hostname]
target_label: hostname
- source_labels: [__meta_uyuni_primary_fqdn]
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http://example.com:9090
http://example.com:9090

regex: (.+)
target_label: hostname

- source_ 1abe15 [hostname, __address__]
regex: (.*);.
replacement: ${1} ${2}
target_label: __address__

- source_labels: [__meta_uyuni_metrics_path]
regex: (.+)
target_label: __metrics_path__

- source_labels: [__meta_uyuni_proxy_module]
target_label: __param_module

- source_labels: [__meta_uyuni_scheme]
target_label: __scheme__

5. 74 oS MEELIC

6. Prometheus MH|AE THA|ZFRfL|C
systemctl restart prometheus

Prometheus T4 Mo ot XMst W2 https://prometheus.io/docs/prometheus/latest/
configuration/configuration/el 34 Prometheus M A0l A 2Q1g 2 JUSLICE

Grafana 44|
DLIHZ M7t SUSE ManagerOllM 2t2[st= Z2t0|AEQl AL SUSE Manager Web UIE A3t Grafana
7| X| & X[ = JAELICH 2HX| pfeH DLEZ MHO| {7 |X|E +5 22 L2255t XY 4 ASLIC

(5 ) GrafanatE SUSE Manager ZZA|0f| A A& 4 l&LICH

EXl: Web UIE A2 Grafana &%
1. SUSE Manager Web UIO| M Grafana& Ex|& A[AHIO[ MR At TIO|X|E E1 4] Q2 O[S ELICE
2. BLHY $A2 24315t H Grafana 2122 MEdst T [ ME |2 S=/9L|Ct
3. ACh 0 52| Grafana B O 2 0| SELIC
4, Grafana &%} 9 1M MM0j| A Grafana0fl 23015t7| 9|6 AtEE 22|xt X2 SES =Lt
5. E|0[E] 2A M Moj| A Prometheus URL ZE7t PrometheusE &8 £QI A|AHS Jt2|7|=X| EolgtL|ct.

6. 2R0i| w2t 7|Et 714 M S AT FolgL Tt

8. highstateE M &3t §SHO = AR LU= QUL

9. Grafana QIE|HIO|AE SHIZ2H| ZEY=X| 2QlgtL|Ct E2t2X0A 3000 ZE GrafanaZl HX|El A<
URL(Gl: http://example.com:3000)2 0| S8tL|Ct,

o SUSE Manager= At XiA| &El, 7|2 S2I0|HE ZLIEE A HEE CHAEEE
HMZELICh =4 L4 HO| X0 M Z2H| N L CHAIZES MElS 2= JUELICE

Xk} Grafana 25 A%
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http://example.com:3000

10.

11.

12.

13.

14.

15.

. grafana {7 |X| £ AX|fL|C}.

zypper in grafana

. Grafana MH|AE M SHetL|CY,

systemctl enable --now grafana-server

. HE2F2X0|A 3000 ZE GrafanaZt AX|=l Ao URL(C: http://example.com:3000)2 o|S¢EfL|Ct.

. 21 H|o[X[of| M AHE X} O| S 1t H| 2 0fl adminS = etL|Ct

[2ael]S S2/eLict. 2000 433t |2 HS S HASIEH= HAIX[Z7F EAIELICEH

HAIXIZt EA=H [l ]S 2

u
o
ot

s

ne
rE
ot

S E HEYLICL

. T8 SHO0| AR = MO|E M| 72| FL|HHF Ol0|222 F{M E O|SEHLLY.

[CIOlE 24 |2 S=SfLCt

X|El= RE H0[H AA ZES 201512 H [ HI0|E| AA FIH £ S2igfL(Ch
Prometheus Ci|0|E{ AAE MEHBILICY,

Prometheus AMH2| SHIE URLE X|ZsHOF fL|Ct.

[ME UHAE ]S S=/gfLICt

CHAIEEE JYZESIZ{H ALO|E O w0l [+] Ot0| 2E St = [ ARE |E S2ELICL
SUSE Manager A 7129| 22 tHA[ZE ID: 175695 ZE=8lLCt

SUSE Manager 22}0|21E 7§Q9| ZQ HA|2E ID: 175702 2= 8L Ct.

° A DL 0] i3t XS LI 2 Specialized-guides > Saltol| A FESHUA|2.

o * Grafana? % MX| o A grHo chst XiMist LHER https://grafana.com/
Ct

=x
docsOlAf grelgt 4 QgL
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17.4. SUSE Manager ZL|E{Z! 31 M

SUSE Manager4 O|A2 AE3HH M7} Prometheus AtH| AlEf HIE2IE LE=5I=E MYstn Zz2t0|AHE
ANARIO| AATES MX| ! e = JELICH

Mt XpA| ELIE ™

M XpA| AEf HIEZl0|= StERI0, 2F A 8! SUSE Manager LHE 7t ZEHEIL|CE 0]2{3F HIE2I2 Prometheus
AAIER} ABE Java OHEZ|A|O| ML A XS Sl AHEE = USLILCL

SUSE Manager M2t &1 S &= AARE = S 25U 0

o LE AATE: golang-github-prometheus-node_exporter.

© https://github.com/prometheus/node_exporterg &=stMA|2.
* PostgreSQL AAXE: prometheus-postgres_exporter.

© https://github.com/wrouesnel/postgres_exporterg &EsHMA|2,
o JMXAAZE: prometheus-jmx_exporter.

©  https://github.com/prometheus/jmx_exporters &xstAA|2.
SUSE Manager ZEA|2t &4 M S &= AAZLE I{7|X|:

o LE AATE: golang-github-prometheus-node_exporter.
©  https://github.com/prometheus/node_exporters &EsHIAI2.
* Squid YAIZE: golang-github-boynux-squid_exporter.

© https://github.com/boynux/squid-exporterg &=stHA| 2.

ZE{= SUSE Manager Mt 3 TEAl0f| 0|2 MX|=[0 UX|TH, 2} systemd CIE2 7|2H Q= H|&M}E|0f

HA}: XA 2L B 2ds)
1. SUSE Manager Web UI0{|A{ 22| X} > 22|xt 24 > RLIE{F S = 0| ST LICE.
2. [leIA §I‘A‘|2|- ]% '6'|'|_||:|-
3. Tomcat % TaskomaticS A= EHL|Ct,
4. 9090 X E Prometheus MH2| URL(M|: http://example.com:9090)2 0| S&L|Ct.
5. Prometheus UIO| A &FElf > {4 O Z 0| 5510 mgr-server 152| ZE A=ZQIE 7L ZHE FOIX| &HQlghLct,
6. Web UI2t &7H Grafana® M%|st 22 SUSE Manager At CHA|2 =9 2t2|A} > 22|kt 24 » BLIE{ZI0]|A]

ME QIAOIEE = 5 UASLILE

Web UIE ALSS10] At K| Alef RLIEIIR 2488 4 ASLICE Prometheust TEAlof
© o ovises uso= Eem wBLIcL TRAIN K Yel SUEYS Lyt
YATES £SO MK Y TABHH0F BILICH,
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https://github.com/boynux/squid-exporter
https://github.com/boynux/squid-exporter
https://github.com/boynux/squid-exporter
http://example.com:9090

SUSE Manager MHOIM T &= 2 HEZI2 Ot Z&L( T

H 5. MB| E7|(ZE 80)

HEzZ| 7Y a9

uyuni_all_systems AlO[X| TR AL
uyuni_virtual_systems AlOIX| Tt A A" 5
uyuni_inactive_systems AlOIX| HIZHY A|AH 2
uyuni_outdated_systems AlOIX| Qe E 7| X7 L= A AH

H 6. PostgreSQL HAXE(9187 XE)

HEZ| 74 49
pg_stat_database_tup_fetched counter 2| of ofol ThX| == Hol £
pg_stat_database_tup_inserted counter 2|0l 23 &elkl= Aol
pg_stat_database_tup_updated counter | 2|0i 2lsH 0| EE|= He
pg_stat_database_tup_deleted counter 20l 25l AMH| == Ho| 4
mgr_serveractions_completed gauge 2= E ZHol
mgr_serveractions_failed gauge Amist &l
mgr_serveractions_picked_up gauge MEHEI ZFi O] 4~
mgr_serveractions_queued gauge CH7| ol =71 2ol &=

HE7.JMXAYAZE(Tomcat ZE 5556, Taskomatic ZE 5557)

HE2 2% ek
java_lang_Threading_ThreadCount gauge gl AgEQ

java_lang_Memory_HeapMemoryUsage_use gauge
d

E 8. Me| HIAX| CH7 |2 (2 E 80)

HE CL My
message_queue_thread_pool_threads counter MAE HAIX| 7|18 A EQ| &=
message_queue_thread_pool_threads_ gauge GIxl 2 HAIX| CH7 | E AR =9

active

message_queue_thread_pool_task_cou counter
nt
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HEZ| 7 29

message_queue_thread_pool_complet counter PR EI EfA TS| 4=
ed_task_count

9. Salt CH7|E(ZE 80)

HEZ| 74 a9
salt_queue_thread_pool_size gauge
SaltCh7|8 & MY & A8 E9| £ salt_queue_th gauge

read_pool_ac

tive_threads
CH7 | o 3 & Salt ABEQ salt_queue_th counter

read_pool_tas

k_total
7| M= E AL salt_queue_th counter

read_pool_co

mpleted_task

_total
B Esalt_queue L= 7|8 HS E 2O = ZH= queuet= &[0|=0] QELILCE.
H 10. Taskomatic Scheduler(ZE 9800)
HEZ] 7d 29
taskomatic_scheduler_threads counter MME AHZEE A EQ 2
taskomatic_scheduler_threads_active  gauge SN M AHEE A EL £
taskomatic_scheduler_completed_task counter = E EfA3 O] £
_count

22|kl = MAE 2L EY
Prometheus HE2| AATE L= MG A0 Salt 22t0|E M| U 4T = ASLICH IF|X[= SUSE
Manager Z2t0|HE =7 HLO|M ARE £ JUOM SUSE Manager Web UIOIA =X st g 1Y 4

UFLIL.

Ct

gjo

AATE L= 72|

rir

Al AB0l| EXg = ASLICH

o LE AATE: golang-github-prometheus-node_exporter.
©  https://github.com/prometheus/node_exporters &EsHIAI2.
* PostgreSQL AAXE: prometheus-postgres_exporter.

©  https://github.com/wrouesnel/postgres_exporters &=stAAI2.
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https://github.com/prometheus/node_exporter
https://github.com/wrouesnel/postgres_exporter
https://github.com/wrouesnel/postgres_exporter
https://github.com/wrouesnel/postgres_exporter
https://github.com/wrouesnel/postgres_exporter
https://github.com/wrouesnel/postgres_exporter

* Apache HIAIXE: golang-github-lusitaniae-apache_exporter.

© https://github.com/Lusitaniae/apache_exporterg H=stHA|2.

o SLE Micro0|M= Node A A ZE{2} Blackbox A ZE{OE ALRE 4= Ql&L|C},
AATES MX| 8l FHSH 0= PrometheusE AMESI HEL|EHZE[= AAHONAN HEZ £EHE AR
UELICt PLIEZ MHE Web UIZ A3 A2 HIEE! 20| AH5 2 2 £ EIL|CE,

X} 2210|HEN|M Prometheus QARZE LA

. SUSE Manager Web UI0I| A 2L|E{2E S2t0|AES| MR At HO|X|E S 1 4] O = O|STIL|L.

=

2. Prometheus AAZE ~A0j| M 43} efolts MEISHL|CE

3. [ME ]2 S=guo

5. 2oty AARES MEHStD RO w2l QI+E AMSAL Mo|gtL|th F4 HEOl= S20| o0 2= XE
tH$5(:9100) L= 2AH S| 2ol 4 = FA (example:9100)E AHRE £ QIELILCL

IEf

24 DL|E{Iof CHh XHMISH LHE 2 Specialized-guides » Saltof| A & ZstAA| 2.

Grafana H|YHS

Grafana H|2HS E HASIE

e oY

Grafana @E MO EHE HHA E WHEL|CE

* https://grafana.com/docs/grafana/latest/administration/user-management/user-
preferences/#change-your-grafana-password

Grafana 22X H|ZHS E 245t AR CHS HEHS AHE510] root=E MAES &~ JSLICEH

grafana-cli --configOverrides cfg:default.paths.data=/var/lib/grafana --homepath
/usr/share/grafana admin reset-admin-password <new_password>

17.5. HES3 34

Prometheuss E #AI2 AE3I0] HE2IS 71 B2 MHE ZLIEZE= Z20[AEN TCP HES MY 4
UOJOF EHLICE 7| 2M O 2 PrometheusOllAM AF2E|= ZEQIL|CE,

e LEAAIIE: 9100
* PostgreSQL AATE: 9187

* Apache YA E: 9117
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FIMMOE, PrometheusE HHst= SAET Ot SAEQ M Z1 22[XIE AMEsH= A20= LE 9093 E0{0f
gLIC Z1 22|Xb= Prometheus £F42| ULQULICE ZD 2[Xt= Prometheus AMH QIAEIAQL Zt2
Z20|¢E  OofFE[A0|MoN  HuUle ZAOE  MI[LC  ZO EE[Xto| et XMt 82
https://prometheus.io/docs/alerting/latest/alertmanager/ol A &telgt 4= A&LICt,

QIAEIAQ| MX|El 2E2I0|HES| A ZLIEZ Ao CHSt AM|A HTto| Q= Hot IE0| st IEE
[e]

E=dATEQ 2 L EQ 30| Prometheus YAEAS H{ZESI 0 M| 0| M S e 4 QIELICE 0| Sl 7|
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Prometheus AP| ZEQI 9090 ZEQtEH ElL|C},

Prometheus HC{2l|o|M0| CHSE XiMIE L2 htips://prometheus.io/docs/prometheus/latest/
federation/oflM golgt 4= JAELILCE.
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H
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17.6. Hot

Prometheus Al %! Prometheus =E & ﬁEEE TLS ¢S3 Ll QIZOZ AEIOIEE HS6H= V| E |2 WHE
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https://prometheus.io/docs/prometheus/latest/federation/
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https://github.com/RobustPerception/PushProx
https://github.com/RobustPerception/PushProx
https://github.com/RobustPerception/PushProx
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* Prometheus: TLS &S5t 8l 7|2 01
A2 tstt RE M 4ol chst XtA|Et LI 2 Specialized-guides > Saltol| Al QIEr 4 QI&L|CE

TLS QISA MM
7|2XMO R SUSE Manager= ZLHE 782 ES617| 9I8t Q1B ME MSSHK| t&LICH 202 FMS5H7| 21sH XHA|
MEE|HLE EFAF @15 7| 2HCA)OIA AETE AFE XL K™ QIS ME MMSHALE IZES

CAE MESIH XA ME

=
e g

s
;

Zl Prometheus % == AAZE 0O|L|A0f CHEt

0| MMoflAl= SUSE Manager
S20|AUE/MH ASME dHdt=

HX}: AH/S2I0|HE TLS QIS A *A'%J

1. SUSE Manager MH{o| HH TETE
rhn-ss1l-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
"CITY" --set-org="ORGANIZATION" \

--set-state="STATE" --set-city=
--set-org-unit= "ORGANIZATION UNIT" ——set email=" name@example com" \
--no-rpm

--set-hostname="minion.example.com" --set-cname="minion.example.com"
oot

set-cname I}2t0|E{7} Salt 22t0|HEQ| FQDN(H2tel TOQl 0|F)IX| 2telgfL|ct, of2] HAlo| 2Rt
42 set-cname II2}0|E{E {2 H ALES £ QI&L|C
17| AMA HBts

server.crt 3 server.key IS Salt O|L|210| ZAISII prometheus AFEXIOIAH ¢

oLt
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HMFofl= o] 7|50 Sl i HO|X[7t HA|Z|X| & LT

o Access to PTF channels via SUSE Manager needs to be requested from L3 support.

Hx}l: d 2 AH2%t PTF 2|2 X|E2| el 3 57129
1. 220 M mgr-sync refreshE LT

2. mgr-sync list channel2 &3t SCC AHE 0|E1} O|F0| ptfsE A|&SH= x2S HELICL OIE S0,
al23456-sles-15.3-ptfs-x86_642IL|C}.

3. mgr-sync add channel <label>S AFE510] PTF 222 &-dotefL|Ct.
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SUSE Manager Web Ul0ll= €X| 758t PTFIt Q= EE AAR0 i PTFE LIE 5= H|O|X| 7t LELICE

EXl: SUSE Manager Web UIE S3ll PTF 2| ZX|E2| &-ds} & S7(}

1. SUSE Manager Web UIOlA 22| > M OPHAL > HIECE 0|S5t0] PTF Z|EX|EEE Mo MES
H&LCE
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HZ0l 2X|=[of AojoF ®IF0l M AHES =7t = UASFLICE

AKX PTF 0§ 7| K| A x|
1. SUSE Manager Web UIO| A AJAH! y AJABRI SEOZ 0| 55t0] PTFS X 220|HES MEfBIL|CY,
2. menu: A|AEIATEQN >1{7|X| > AT EQ|0] D] 2 0|S35t0] PTF AHLS MEHSHL|CY,
3. [CH2 ]2 25t ATESof Mg |Z eholoj M [ &el |2 S2IFLIct
4. Mg geto| ARE| A=K otz AAR] O[HIE » 7| B0 2 0|S5t0] A0S &fQlgtLCt.
5. A|AE ATEZQ0] > PTF > MX| 519 B{O 2 0| SEHL|Ct.
6. AX|Et PTF I{7|X| 2 MEHBIL|CE,
7. [PTF &%| £ S2lotn 2338 A $H(PTF) Ax| &elof| M [ &hel |2 S2igfL|Ch

8. PTF A ZI}ES golstz{nl AJAH > OHIE > 7|20 o] SELICH

APIE AtE35I0] PTFE AX|8H0f = B2, ZEA| I{7|X| O| F 1t &7H Yt system.schedulePackagelnstall APIS
A8Y 2 JAFLICH

20.3. PTF M%x| =

BE0E 2HE siZsHs PTFIt 2ele|H, O|0|EE 7| X|= FHE|0] &= {FXIE4 HHO|E0| ZetEl = YOH|0|E
2|ZX|E2(0f 7| A2+ HOlo|EZ Haf B2 E LTt

PTF 2|EX[EE[Z 2| AF LT
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=
£ guck

0| ZetE 0] F7| YO|o|E} HE|AH PTFO| YH|O|EE HTE AHIH
YO0 EE PTFOIM = ATt S4580| MAHEH HHI0[ES CHA| 2X| = U=

PTFE F0| ZetEl RX|E4 UO0|EZ WA|SHH EZE I7[X| HH|0|E = X| XIS St AHS22 - E LI

20.4. Ij7| x| 2| TX] HFH *| A

PTFE &X| M7t H7|X|Q| HXIE[X| g2 HES AA-0| EX[oiof st= B2 ZHEret THF[X| ®HE Sdlf OIS
A+ YELICEH PTFINF | K= BZE I7|X| S5 H|O|X[0f M MEH &~ §iSLICt

HXt: PTF I§Z|X] ®|A

1. SUSE Manager Web UIO| Al AJAR > MJARI SEOZ 0|56t0] PTFE MAHE 220|HEE MEfBIL|Ct

2. MAH ATEQ0] > PTF > SE/H|H t2 YO Z 0|ShLCt.

3. HAY ptf Ii7|X| S et T,
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4. [PTFHA |E 2&/stn 23 AA| 3 (PTF) A7 &l Ho|X|ofl A [ el |2 S2tct
5. ZIE 2Helst2{H A AH > O[HIE > 0|2 O = 0| SefLCt.

PTFE HH3t7| 8= S2t0|AE A[AR0| S HTQ| libzypp X zypper?t EX|=|0f

=]}
X
0 AO{OF BILICE zypper -helpS +A3t0| removeptf7t X|RE/=X| EHIBLICE O] X0
EXE|= 2202 S2/HAH 0| EAIELICH

APIE AM235t0{ PTFE HHsHOf st AL et system.schedulePackageRemove APIE ZEA| I{7|X| 0|zt
S At E £ ASLICE

=T Mg

20.5. EcIO|AHE|M IHF|X| 2| THX] HFH XA

2as ARSI ggmm EollM EFE PTFE HAHoHOF stz B2, S BHOQ! zypper removeptfS AFSsH{OF
PLICH CHE R E g2 237t E*o“ﬁfHLP AAEIOA Z23H IHF|XIE ®HSI A|ARIS AIBE 2 QA CtEE
59| YKl b= SEE %%*%* 2 UASLICH
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spacewalk-report

Chapter 21. H11A| MM

SUSE ManagerS AFSSHH AFSXP7L CHYS HOME MME 4 9
-5 b

)
ol
i
o
>~ o
HT
[
o =
o
N
18
rot

ZZ|o| AHELZE ZYe 1 RESHA AEY + AFLICE E3], 22| %9_ 42 32 83t=
4410] SUSE Manager Web UIOIIM HEE #3522 £Est= YAIECH ?_E._°”—|Ef

2t Specialized-guides > Large-
UAELICE Ol= SQL AN E X|St= EN =7 E ED
= UFLICH HO[E 7t8H X Fx0f CHot ZtMIst I8 =2

HHE =7 spacewalk-reportS ALE5I0] AFH AHEI 2D
deployments2| TQIOZ 2t St=Al HIME MMst &
H|OE{H|O| A0 HASID HIO|HE & FESIH &Y
H 1 C|o|E{H|0o|A AF|OF HHMOI| M 2Qle 4= JAELICE

e

2 1 . 1 o spacewalk-report AI'g

(1) MH ZAEo|Lf Lol BHA|S Al3s7| Mol mgretl termS AFRBILIC

r2

HOME HM52{H spacewalk-reports If7|X|7} HX|=|0] RL0{0F BILIC}. spacewalk-report BHE AESt
SUSE Manager2| ZAHIE, A| AR ST ALEX} 2| AA0 CHS HOME 18 S EAIE 4= USLICE

Specialized-guides > Large-deployments? =92 O|X| spacewalk-report=
72802 H11 o|Oo|E{H|0| A0 A HIO|E{E ST ELICE KtA[St LHE2 spacewalk-report =
S0 H[O[E{HO] Aol A &holE 2 LIt

CHSOf chet 20 M MY Ths:

AAH QlMIEz]

SUSE Manager0ll SE& 2= A|AHS LIESL|CE

Thx]
SEE AT B D WS LML HHS 42ATEE BT 4 AS BB ORI SF HHof
Mgl NAYE B £ YALIC

ER

spacewalk-report <report_name>

21.2. spacewalk-report nxl E._'L EIIOIE'I H'"olﬁ

spacewalk-report= 7|2XMOZ A H11 H|O|E{H[0|AE ALESI0] H|0|E{E FERLICL Ol= ME MEE HA7}
ClIOIE{2] &t A0 A 27t Xto[7t LSS o|O|EL|Ct 2E EMo| S Sl Xto|H 2 Chaat Z&LICt

° BAMOIOIHE A2 HAR|X| §f1 ofofEl 2 S dAst= LA 20 HO|o|EELIC

* C|O|E| 50| MAHEU2H, o|Fof| "CHE "= ZtFEH & 2 F2E o gfo] ZEELICE o=
St HHE M --multival-on-rows & --multival- separator7i 0|I1I 7|2 S=zo|2 2 M 21 M0f| . 0|4

Mg 4 932 ojnjgiLict.
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o 5|2 AlLI2IQ0]A 2] M2t ofZ2|F0] M Blo|E{HI0|A0M HEt OIK|atoR YEI0|EE AZHE Tietst|

Qe ZE E0M0f| 22 E mgm_id % synced_date7t == ASLICE.
e REEZ ZI2 0|A| 1/0 20| OF:l True/FalseE EA|ELICE

* org_id €0| organization2 2 CHH|E|QA M, 0f 7|0l = ==Xt AlEXI} Ol =X 0|E0| IEHELICE,

o "MH"E= 07} "A|AHRI"O 2 CHA|E|ASLICE O|E S0, server_id E0| O|X| system_id!L|Ct.
THECI DM HAMSR2 AE S = Q= EIN 558 &AZTSHUAIR
o Ol HAHE SXoZ ZX|7t UMstH M SM --legacy-reportS AH2St0] 0| EOMZE E
£ O, 0|= OfE2|H|0| M Ci|O|E{t| O] A0f CHal A EILICE

512 H10]| chst XkA|SH LHE 2 Specialized-guides > Large-deployments0i| A Q18 4= QI&L|CE,

21.3. A28 £ M =5

O| HIO|E22 A8 T = A= EIME EHFLICEL

[=in] s=EHH a4 inicl[d]= ] [MES TH|IF QI xto] ™
ALE
e actions DE XA ofl Old idgs
action_idz2t!
grLct.
2t M35t activation-keys DE M3 7| HE|  oe
M8, T M,
ANARIOE Yol
2 El I 7| X|
2™t 7] ki activation-keys- DEstMsl 7|9l 2 ofLR
channels 7|2} HAAE=! Al E|
243t 7| 74 activation-keys- ZE &Mt 7| U2t OlLR
config I HAE A
xHg
etM3 7| M 12 activation-keys- 2= EAM37| 9z oiL|R
groups 7|t HAEl A|AH
ag.
et 7 7| K| activation-keys- ZE 437|912z ofLR
packages F|7FHjEE 2 Q1=
i 7|X].
X2 o7 | x| channel-packages fidel 2= mi7|X|. o
e BoA channels K™= "ol cHst o
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2EZY

cloned-channels

config-files

config-files-latest

custom-channels

custom-info

errata-channels

errata-list

errata-list-all

errata-systems

host-guests

inactive-systems

inventory

kickstart-scripts
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A0 3t BE 74
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TH LS % T
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0] CHt £ 4l 74
mhl AR,

=3 xx0| AR
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ol 0|

S2H0|HE MER}

HolZE.
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DE I,
Hg Jts et Ikl 9l
dgtg ue S=E
SatojolE
SAE Y HAE
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H| 2N Z2to|E

St=S0f &
LTEL 0 YEot
e MEol| S=E
22H0[AE.

MIS Aro] ZZetEl
D= ZIAEIE
ATEIE
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kickstartable-trees ZIAEIE Jts Eg|,

B hlojE{tojla  H[E QI Xo|H

A2

oll

O|-L|R

oLl

ol OlHl id €2
channel_id2t11
grL|ct.

ol

ol
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ofL|R

ol

ol

ol O|M| 4 metO|HE
thresholdzt!
ghL|ct.

oll osad_status E0|
MHE|RASLICE

O|-L|9

ofL|R "
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packages-updates-
all

packages-updates-
newest

proxies-overview

repositories

scap-scan

scap-scan-results

splice-export

system-currency

system-extra-
packages

system-groups

system-groups-
keys

system-groups-
systems

system-groups-
users

system-history

system-history-
channels

nx
of

20| =7t Tkt
£ [ 17| X|

OpenSCAP sccdf
Hote| Zat,

21,

Sl ERELIN
ABE 4 gl BE

Seto[AEo| X &
HE m7IX].

2} S2t0|AUE0f| Chet
O[HIE 1tH 7| 5.

M Ot E 1t
S

H 1 Hjo|E{H|oA
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Hn SETY

A 7|12 A system-history-
configuration
oA 7|2 Het 20 system-history-

entitlements

NHIIE: 2F system-history-

errata

74 7|2: ZIAEIE  system-history-

kickstart

I 7|12 17| X| system-history-

packages

74 7|=: SCAP system-history-

scap

MD5 21Z M system-md5-

certificates

AX|E 7| x| system-packages-

installed

AAE T=md system-profiles

NN users
MD5 AtEX} users-md5
22| E|= A AR users-systems

] EJ_MO{I I:H°* ﬂ Mgt LHE2 --info L= --list-fields-info
Q/UESLICEH J8{H BN M 7ts

T2 £ 8l S0 chet XiAet LiE=2
--help TIEIO[HE F XY AIL.
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T4 O[HI E 1t
S

QF O|HIE 1A
71E.

2| AELE OJHIE T}7]
S

7| X| O|#I E T4
7|1E.

OpenSCAP O[HIE
A 7|E.

S20|HE| EX|E
U EPAR

ALEY 0| U AIAY
as X-IEQ'- 'SH}-"
NHo| 28 BE
Z2t0|2lE,

SUSE Managerd|
SEE ZE AL

spacewalk-report(8) AtEX} XA H|O|X| B!

MD5 K| 20| e
ASME MEdt=
SEEEE
S0 E.

M o

E 1 .| o] EfHf| o] &

Mg

of

of

of

of

of

of

or|Q

or|g

of

of

of

=/

23 02
o 2Eo| dFat S=O0| EAIELIC

QI K0

created_date €0|
H A= ASLICE

created_date E0|
M A= ASLICE

created_date €0|
M A ASLICE

created_date €0|
H A= ASLICE

created_date E0|
MHE|RASLICE

organization_id
EO| MAHE|RSLICE.

organization_id
Ho| MAHE|ASLICE

organization_id
EO| MAHE[RASLICE.

AH235t0] spacewalk-

3l spacewalk-report HZ 9|
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Chapter 22. H¢t
22.1. OtAE HE X| 20| 220|SE -

=o 20 £2 YEYI PHOIME Salt S2AAET SF DRAE| HZSHD YK Selsiop st ZL7t
ULICL S2AOIAENN DIAER REY ZAS Mol WA Salt O|LY 74 U0 OjAES] KBS
e

Z20|AHENM a4l Salt O|L|HS AF2SH= AR [etc/salt/minion.d/custom.conf L=

o S2I0|HE0|M Salt HES A= AL /etc/venv-salt-minion/minion.d/custom.conf
02|30 ChS BALS nhELch.
(1) Mt ZE 0|1 Li5L0| Aoi| M| ASH2{H ZAE|0|Lf ZAEOH| M mgrctl term AL Ct,

Ex}: OFAE| 2] X| 22 EC0|HE| =7t

1. OIAEQ BHE TEDENM RE A= OHZ BHE AHZ510] master.pub X[22 Z&LICEH
salt-key -F master

Z2I0|HENA /etc/salt/minion.d/custom.conf EE= [etc/venv-salt-minion/minion.d/custom.conf
TN oS gLICt o] 2+l =715t Of| K| X| 22 CHAIE OtAE S| X2 2l efL|Ct.

master_finger: 'ba:30:65:2a3:d6:9e:20:4f:d8:b2:f3:37:d4:65:11:13"
2. MH|AE CRA| A|ZFRLICE salt-minion| 22 CSS ALt

systemctl restart salt-minion
3. EE= venv-salt-minion| 22 CtSS AAeLICt

systemctl restart venv-salt-minion

Salt HE0|| CHst XtA|SE LHE 2 Client-configuration » Contact-methods-saltbundle0i| A 218t 4= QI&L|CE,

Z2to|HENA Eot Mo it L8 https://docs.saltproject.io/en/latest/ref/configuration/
minion.htmlollA =olg 2 JQEL|CE

22.2, 2| ZX|E2| HEIH|O]E]
2|2 K| £ 2| OEICIO|E{0] HRSI2IE ALEX Hel GPG 717 BRELICH
© M HEI0IL Lo o] 9K AR HEfO|] SASOIA mgretl term AWEILIC

EXl: AH2A He| GPG 7| 4
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1. RE MEXtZ gpg BHE AE5H0] M 7| S WHLICt.
mgrctl exec -- gpg --full-generate-key

). TETEO|M RSAS 2048H|E 37]9| 7| SO Mefstm, 7|o| HE ol WS MeStL|CH A 7|of Cigt

ote 8%, 718 MEsh= ol =320 == 88S

gpg --list-keys

6. [etc/rhn/signing.conf 4 THAU0|| 7|Z Q| HIUHSE FIIEILICE O EUS et H HIAE HET|O|NM
oS F0 CHS 2kl S F7HetL ct.

GPGPASS="password"

GPG 7| ZAAl0f| cHst XtA|8t LHE 2 Administration > TroubleshootingOf| A 2t0lg &~ QI&LICH,
mgr-sign-metadata-ctl B2 ALE5t0 BH S0l M HEIH|O|H MES 22| & ASLICH

Zx}: HIEHHIO[E] ME g3}

1 AMET 7|9 B2 AEXE LOtOF BLIC ALSE 4= A= B2 g4

=~

rio
ot
10

Ok
00
N
mun
C
1R
Tl
1
0
s
i)

mgrctl exec -- gpg --keyid-format short --list-keys

pub  rsa4096/3E7BFEQA 2019-04-02 [SC] [expires: 2029-04-01]
A43F9EC645ED838ED3014B035CFA51BF3E7BFEQA

uid [ultimate] SUSE Manager

sub  rsa4096/118DE7FF 2019-04-02 [E] [expires: 2029-04-01]

2. mgr-sign-metadata-ctl O = H|EIC|O|E MBS 2ttt

mgrctl exec -- mgr-sign-metadata-ctl enable 3E7BFEOA
OK. Found key 3E7BFE@A in keyring.
DONE. Set key 3E7BFEQ@A in /etc/rhn/signing.conf.
DONE. Enabled metadata signing in /etc/rhn/rhn.conf.
DONE. Exported key 3E7BFEQA to /srv/susemanager/salt/gpg/mgr-keyring.gpg.
DONE. Exported key 3E7BFEQA to /var/spacewalk/gpg/<KEY_NAME>.key.
NOTE. For the changes to become effective run:
mgr-sign-metadata-ctl regen-metadata

3. g BB 2 F40| SHIEX| =lglL|ct.

=

oo

mgrctl exec -- mgr-sign-metadata-ctl check-config
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4. MH|AE THAIZFSHD HIEFH|O|E XA S of| ofsto] tHAALetS X 8fL|Ct.
mgrctl exec -- mgr-sign-metadata-ctl regen-metadata

mgr-sign-metadata-ctl HHE ALE5t0] CHE AHYUS Y s JSLICL TH =E2 E2{H mgr-sign-
metadata-ctl --helpS AI2¢tL|Ct,

2|ZX|=2| HEICO[E] ME2 Y FHULICE SdoteH Mo 2E ATE0 MM SgotELItt o=
MEol| HEE 2= S2I0|AEHIHF| XIS 2 XISt YOI ESHEAH M GPG 7|1 £ =230k &2 2|DfgL|ct.

Hx}: 2210|AHENM GPG 7| EE
1. S20|UE0| GPG 7|5 HZSHH Salt &Ef HAS =Y = ASLIC

2. SUSE Manager Web UIZ Ar23t0q highstateE X 28fL|Ct,
GPG 7| 2x| si{ Zof| cHst XEMI$H LHE 2 Administration > Troubleshooting0i| A oIt 4 QI&LIC

22.3. AA Ij7|X| 0|2

ZH|M XAl o7 | K|
22 IH7|X|E 0=

Ml

LESHHLE HXQl 0| RE Ti7|X|of| Chet AA FEJH QP AL SUSE Manager A0l A

=
o AELICH

mot

() Dl2{2 AA I§7|X| = A3t o] C|AT B2 ALRY £ Q&L
(1) Mt ZE 0[] LHoll A EHAIS Aelist| Fofl mgretl termS AMRSILILL.

K} AA O§7|X] O]z

1. [etc/rhn/rhn.conf 714 ItU S E 11 L3 2HQIS F7HgfLC
server.sync_source_packages = 1

2. Spacewalk MH|AE CHA| A[Z5H0] tHE AletES X ETfL|C
mgradm restart

SE [ZX|E2|of cha HAH o 23k Sdetet o~ JAELICE 0|2 S 57| 2o 7HE 2| ZXEL| S

rx et
m
et
I~y

0| 7| 50| gt Lt M 2|XX|E2| S7|2 & SUSE Manager Web UIO|A A4 TH7|X|E AHEY 4 AFLIC
Ol Hto|H2] ThF| X[ 222 HA|Z|H Web UIO|M 21F CH22E8 4= QGL|CH 24 T§F|X[= Web UIE AFE3HH
S2to|UE| EX[ 4= Q&L

22.4. OpenSCAPE A28t A|AH! Kot

SUSE Managere= OpenSCAPE AHE5t0] 22I0|HE0]| CHet ZALE ™ ELICE ZE S2H0|AUE oot #d E

HALS of|of 8l etelet 4= AELICE
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SCAP 274

SCAP(Security Content Automation Protocol)= FRL|E| OtO|C|0{0f|A DHMEl AT R80| 7Hsst A9
SO R, AEIEt0o|X AAHIO AAHR HOLZ RX|SH7| I8 NIST(National Institute of Standards and
Technology)Oll M SX|E456H= AFLZLICE

SCAPE AIAZ BoH2 QX[s}7| 28t BESHE T2 WAS HSo7| Ao BHS0HOM, 85 BES HRLIE X
AE{Z2L0|X HIXLIAS| LIXE SFe7| 9o K4XOZ HAFLIC, YBTO|D vz Tt WY T 558

HMS3t7| sl A7t AFE2 NISTS| SCAP E2[A F7|0f 2J3f| 22| ElL|C XEMISH LHE 2 THOIA gfelet &= JAELICE
* https://csrc.nist.gov/projects/security-content-automation-protocol

* https://www.open-scap.org/features/standards/

* https://ncp.nist.gov/repository?scap

SUSE Manager= OpenSCAPE AtE3t0] SCAP AIXES F8BtLICE. OpenSCAPE XCCDF(Extensible
Configuration Checklist Description Format)E &&83st= ZiAL =HRLICE XCCDF= ZAAL 559 g2
LIEfLlE HEZE 2Ao|H Hot AA S22 H™MogfL|Ch 3 CPE(Common Platform Enumeration),
CCE(Common Configuration Enumeration), OVAL(Open Vulnerability and Assessment Language)=t 22
CHE ArFat AetsHo] SCAP Q1F MIZ0IM ME|e 4= A= SCAPE HAE= HA SE2 Yot

OpenSCAPE= SUSE Eet HollA Mot HHES A3t X[7h AE=X| 2ARLITH OpenSCAP2 A[AH Hot
74 2EE golotd BE G Ao 7|HSt #AS &SI A|A”S| &4 FFE HAMRILITH SUSE 22F Fofl Tt

XEMISE LIS 2 https://www.suse.com/support/securityE =oAL,

Prepare clients for an SCAP scan

AZ5E7| H, SCAP AZHE {8l S2H0[AUE A A-S ZH[oHOF LTt

(5 ) SSH 12t HHH 2 AL23= Salt 22H0|HEO|| M= OpenSCAP ZALS AFRE 4 glgLCt.
A7 Z20[QIEL AZHO| 43 ol Z2to|AEol|A 7ROl HBa|e HEE OIS 238 4
o QALICH Red Hat 2210|HEQ| AR AFHSH 2F Z210|HEN|M %A 2 GBSl RAME Al2E &
Qlofof gfL|ct

AlZtSE7| Hof| 22t0|HEN OpenSCAP AFHL2F SCAP Security Guide(ZIHIE) IH7|X| 2 A X|EtL|Ct 2 AIF|of
w2t o2t If7| Xl 7|2 2F M| =& SUSE Manager 22t0|HE = 720f| Zatz|of JAELICt,

ozl Hio|=0ll= Rt M7 X|7F LFE &[0 QISLICE

H 12. OpenSCAP Ij7|X|

29 N AN HElE
SLES openscap-utils scap-security-guide
openSUSE openscap-utils scap-security-guide
RHEL openscap-utils scap-security-guide-redhat
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https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap
https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security

2 M= 2314 gHAE

CentOS openscap-utils scap-security-guide-redhat
Oracle Linux openscap-utils scap-security-guide-redhat
Ubuntu libopenscap8 scap-security-guide-ubuntu
Debian libopenscap8 scap-security-guide-debian

RHEL 7 & =%t A|ARI2 @efEl HEHIET}L Z3tEl scap-security-guide IH7|X|E H|BELICH SUSE Manager
Z20|HE =70 ZEHEl scap-security-guide-redhat 117 | X| £ At25t= 20| E&LICH

SUSEE Cst openscap Z2IHA0] CH3t scap-security-guide I 7| X| S M SEfLICE scap-
security-guide®| oixj| H{T0| A SUSEZ} X|{5t= T2 Ip:
e SUSE Linux Enterprise Server 12 3 158 DISASTIG 20}
® SUSE Linux Enterprise Server 12 5! 158 ANSSI-BP-028 =1}
® SUSE Linux Enterprise Server 12 3! 158 PCI|-DSS =1}
e SUSE Linux Enterprise Server 158 HIPAA Z2 I}
* SUSE Linux Enterprise Server 12 % 158 CIS ZZ1}!
o * SAP Applications 158 SUSE Linux Enterprise Server?| 38 22t 0|0|X| 2%t
e SUSE Linux Enterprise 158 28 Z2z2tE 43}

o SLE12 3 152 EZF A|A" HOF T 2Tl

Of 259 tE Z=m2 FHFLIE|MM HISet ZiojH SUSEMM SAMe=z X|#5HA|
%%LIEL

HISUSE 2% HHe Ze ZotE Zzm2 HRUEAM HIdts Z=obUulct
SUSEXME SAHL =2 X|/USHA| §AELICt.

OpenSCAP content files

OpenSCAPE= SCAP ZIHIE HIUS AESIO| HAE AAS FOlglL|L). o|2{gh AHE M2 XCCDF £& OVAL
EES 7oz HYELICH SCAP Hot 7H0| =T OfL|2t SIHMO = AR Y 4= = HUHE TiUS HHR2EE5D
QA0 w2k AL X Fold 4 AELICH O2|10 7|2 HHE MY JZSI8 SCAP 2t J10| = I7|X| S EX[g £

— - ——

UFLIL}. EE= XCCDF = OVALO]| =50t 22 Xt ZIHIE el s dde +~ AELICH

HESS AIESI0] SCAP HHE MUS dYdt= 20| AFELICE XA ALEXL Fo| ZHE
A oS WY 9 AI8StE ZR AM0| BE IS H4oloF eLICh ASXL Fo| AHE s
AHSt0] A|ARIO| &4HEl Z 2 SUSEOAM XIISHR| gb2 &= A&ELICH
ZHE ojls Yyt 20 =oig s —E*Efol01 EZ Ssliof FLch 225 MF MHIE AHE3t71Lt Salt(Cll: salt-
cp = Salt File Server), ftp ££= scpE AFEH0] HEYIE S8l THE TYS 0|SY Wt St A= 0f

SUSE Manager2 #2[sh= S2t0|AE| HE mMAS HiEsH= I7|X[E ddst= 0| AT ELIL F2ES
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https://docs.saltproject.io/en/latest/ref/cli/salt-cp.html
https://docs.saltproject.io/en/latest/ref/cli/salt-cp.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html

[sf THZ|X[7t MY 2 ASE 4+ JSLICE XASE LHE2 Administration > Custom-channelsOi|A|
|

OpenSCAP ZE2I}! At7)

2 M|Foff 2t ChFSt OpenSCAP ARIE T Sl T2 MAUS AFSS 4 QUL ZHIE Ot o JHofl= Z20t0|
FOH ol et ZetE & AELICEH

RPM 7|8F 2 KXol M CHE BHEE AFE5I0] AH2 7Hs et SCAP IHE Q| 9K S =helgtL Ct.
rpm -ql <scap-security-quide-package-name-from-table>

DEB 7|8t 2 H|H|0i| M Ct=2 HHE ALESHY ALE 75t SCAP LU 2| 9IX| S 2l gfL|C.
dpkg -L <scap-security-quide-package-name-from-table>

Xt

=

A0 Mt SCAP ZHIE Il

o

A

1]
rio
ox

2 SCI0|UENM A Jtset T2 S LIS}

oscap info /usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xml
Document type: Source Data Stream
Imported: 2021-03-24T18:14:45

AE&Rl: scap_org.open-scap_datastream_from_xccdf_ssg-slel5-xcedf-1.2.xml
MME: (null)

HH: 1.2
HIAEAE:
Ref-Id: scap_org.open-scap_cref_ssg-slel5-xccdf-1.2.xml
AMEH: draft
MME: 2021-03-24
OH”E'. true
oZ2ot:
XM|=: CIS SUSE Linux Enterprise 15 Benchmark
Id: xccdf_org.ssgproject.content_profile_cis
M|=: Standard System Security Profile for SUSE Linux Enterprise
15
Id: xccdf_org.ssgproject.content_profile_standard
M| : DISA STIG for SUSE Linux Enterprise 15
Id: xccdf_org.ssgproject.content_profile_stig
AXE ool m:

ssg-slel5-oval.xml

system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-sle15-ocil.xml

system: http://scap.nist.gov/schema/ocil/2

https://ftp.suse.com/pub/projects/security/oval/suse.linux.enterprise.15.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5

SIGIE
Ref-Id: scap_org.open-scap_cref_ssg-slel5-oval.xml
Ref-Id: scap_org.open-scap_cref_ssg-slel5-ocil.xml
Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-oval.xml
NS

Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-dictionary.xml

AME A St I F2 S 2ol s | Sl SLCh
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=

I'

ZHE mels HX| L= HESHH ZAL AMS A = AFLICE SUSE Manager Web UIE AFE3H0] ZHAF A7
EZ|AY £ AFLICL SUSE Manager APISE AHE5H0] F7| AALE of|ofe == AUELICEH

Procedure: Running an audit scan from the Web Ul

1. SUSE Manager Web UIO|lA AJAE > AJAH ZEO0= 0|35t AZHY
S2I0|HEE MEHSILCE,

2. ZA HIOZ 0|55t aun 6t HIQZ o|sgfL|Ct.
3. XCCDF 2M Az T E0f| S2I0|HENM ALEY SCAP BIZS! 8! ZTZ=1Hlof| CHat

meti|E & Y= gtL/nt. o= Ch3at 25 LT

command: /usr/bin/oscap xccdf eval

Command-line arguments: ——profile
xccdf_org.ssgproject.content_profile_stig
(e}
Path to XCCDF document: /usr/share/xml/scap/ssg/content/ssg-slel5-
ds-1.2.xml
-fetch-remote-resources IIZIO|E{E AMESIH CHZEC] RAMO|
o LQL|CH EESH  file_recv_max_size 4= =20 &
UASLICE
4. A2 SEI0|AHEL| CISHO| o2 E S7|2t Al HAELICE
o XCCDF ZHE MAU2 RS A T 3F AAHINM HHELICE HEE Mo HRE
ol 7t EatE|B | AE T} MufBtL|Ct

Procedure: Running an audit scan from the API
1. AZSH| ™, A7 Z2t0[HE| Python 3 XML-RPC 20| E2{2|7} A X| %[0

£ MEHSII{L} system.scap.scheduleXcedfScans SOl A|AE! HALE
A3ZHEE MAgtLICE o= CE2t 2 &LICt

#!/usr/bin/python3
import xmlrpc.client
client = xmlrpc.client.ServerProxy("https://server.example.com/rpc/api')
key = client.auth.login('username', 'password')
client.system.scap.scheduleXcedfScan(key, <1000010001>,
"<path_to_xccdf_file.xml>",
'--profile <profile_name>")
client.auth.logout(session_key)
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Of oilof| A:

<1000010001>= A|AE! ID(sid) I LIC.

O e
<path_to_xccdf_file.xml>2 S2[0|HEC| HHIE It | X|0f| Ciet Z=L|Ct,
o E %01, /usr/share/xml/scap/ssg/content/ssg-sle15-d5-1.2.xml%l L|C},

o

<profile_name>8 oscap B0 st FIJb QUsULICE oE %O'l,

united_states_government_configu ration_baseline( USGC B) = At2gtLCt.

3. Y IETEO|M, AZHE 22}0|9ES| ATYES ML

Scan results

AHATH Aol CHet HE = SUSE Manager Web UI0f X &LICH 21t HIO|ES =I5t ZHAL > OpenSCAP > BE
AZMOZ O|FfLICE. O] El|0| 52| H|O|E{of| CHEt XtAMITH LIE-2 Reference > Auditoll A Zoleh o~ QUEL|C

AZHol| CHEE RpMlSt HEE AFEsI{H S20|UE0N|M 2-4tslioF BfLICE. SUSE Manager Web UIOf|A 22|} >
ZEOZ 0|5t 220[AETL £t =X 2 SEIBL|L), 8 MO 2 0|S5H0] AhMIeh SCAP LY H=E 23t SMS
MEdStL|C), 2HeototH, RE AZHOM XbAISH HEIF ZetEl =7 HTML Itlo] M-y LIt Z2atof= TSt fAret
=7t 2telo] EAELIL.

XtMst Z3b: xcedf-report.html xcedf-results.xml scap-yast2sec-oval.xml.result.xml
HAZO0|M A0 YHE AMSIHH spacewalk-report E S AtE8fLICY

spacewalk-report system-history-scap
spacewalk-report scap-scan
spacewalk-report scap-scan-results

SUSE Manager APIE AH2310] system.scap $HE2{2 ZoHE Q1 o= YSLICH
23

SCI0|UE AARE Zet6t7| 9l + Bash A3 EES} Ansible Z2{[0|50] S8 SCAP £t 710| = 17| X|of]
HSELICh o= T2t 2Lt

Z2EE 5. bash AEZE

/usr/share/scap-security-quide/bash/sle15-script-cis.sh
/usr/share/scap-security-quide/bash/sle15-script-standard.sh
/usr/share/scap-security-quide/bash/sle15-script-stig.sh

2E 6. Ansible Z|0|2

/usr/share/scap-security-guide/ansible/sle15-playbook-cis.yml
/usr/share/scap-security-quide/ansible/sle15-playbook-standard.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-stig.yml
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S20[AE A A0 M AnsibleS &-dotet = HH S AFESH7LE AnsibleS AHE0H0] et = UAFGLICE

Bash A3ZE

—

g 27 aY

2= CHA A|AEI0]| scap-security-guide THF|X|E A X|LICL XtA[t L8 Administration > Ansible-setup-
control-node0i| Al QIgh 4 QIEL|CE

, XH"E* UL AIZEE 2t 2F MH L HiIof wat CHELICH i o= OffA] & Bash AT EE MMojA

Ched A|ARI0IM #F BHQR Bash 23R E 4

THY A|ARI0| M Bash A3EES A

Lo MAR JHR oM QIABAS MERSHLICEH O3 CHS MIF AP > 312 E™-oilM LSt 20| Bash A3 EES
gt

#!/bin/bash
chmod +x -R /usr/share/scap-security-quide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

o Z0 Y ATZE 0|22 HEET T AO|OIM BAEILIC ORI C|A| 475 Bash A 92/=
MOl M Eolgt 4 LTt

1. A AE OS50 MME|H AJAH OS2 225110 H|0|S0l| A SSMOAM AF2S MEHBHL|CY
2. NAH NE 22| xto| 7|E} > 21 HE0| A CHS 1 20| Bash AR EE =HMBHL|CE,
#!/bin/bash

chmod +x -R /usr/share/scap-security-quide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

OjlA] £™ Bash A3ZE

SUSE Linux Enterprise openSUSE 3 H&

Ol Al SUSE Linux Enterprise % openSUSE A3 E H|O|H.

oj7|x|

scap-security-guide
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e

* SLE12:SLES12 ¥HI0|E

* SLE15: SLES15 2= Basesystem IH|0|E

Bash A3ZE C|2Ea]

/usr/share/scap-security-guide/bash/

Bash AEZE

Red Hat Enterprise Linux % CentOS Bash A3 & E H|0|F

oAl Red Hat Enterprise Linux % CentOS A3 2 E H|0|H.

opensuse-script-standard.sh
sle12-script-standard.sh
slel12-script-stig.sh
sle15-script-cis.sh
sle15-script-standard.sh
sle15-script-stig.sh

centos7-updates®| scap-security-guided= Red Hat Enterprise Linux A3ZER

o Zote|of ASHICE

7| x|

2

scap-security-guide-redhat

® SUSE Manager =+

Bash A3 E C|HEZ|

/usr/share/scap-security-guide/bash/

Bash AEZE

centos7-script-pci-dss.sh
centos7-script-standard.sh
centos8-script-pci-dss.sh
centos8-script-standard.sh
fedora-script-ospp.sh
fedora-script-pci-dss.sh
fedora-script-standard.sh
ol7-script-anssi_nt28_enhanced.sh
ol7-script-anssi_nt28_high.sh
ol7-script-anssi_nt28_intermediary.sh
ol7-script-anssi_nt28_minimal.sh
ol7-script-cjis.sh
ol7-script-cui.sh
ol7-script-e8.sh
ol7-script-hipaa.sh
ol7-script-ospp.sh
ol7-script-pci-dss.sh
ol7-script-sap.sh
ol7-script-standard.sh
ol7-script-stig.sh
0l18-script-anssi_bp28_enhanced.sh
018-script-anssi_bp28_high.sh
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018-script-anssi_bp28_intermediary.sh
0l8-script-anssi_bp28_minimal.sh
0l8-script-cjis.sh
0l18-script-cui.sh

0l18-script-e8.sh
0l18-script-hipaa.sh
0l8-script-ospp.sh
0l18-script-pci-dss.sh
018-script-standard.sh
rhel7-script-anssi_nt28_enhanced.sh
rhel7-script-anssi_nt28_high.sh
rhel7-script-anssi_nt28_intermediary.sh
rhel7-script-anssi_nt28_minimal.sh
rhel7-script-C2S.sh
rhel7-script-cis.sh
rhel7-script-cjis.sh
rhel7-script-cui.sh
rhel7-script-e8.sh
rhel7-script-hipaa.sh
rhel7-script-ncp.sh
rhel7-script-ospp.sh
rhel7-script-pci-dss.sh
rhel7-script-rhelh-stig.sh
rhel7-script-rhelh-vpp.sh
rhel7-script-rht-ccp.sh
rhel7-script-standard.sh
rhel7-script-stig_gui.sh
rhel7-script-stig.sh
rhel8-script-anssi_bp28_enhanced.sh
rhel8-script-anssi_bp28_high.sh
rhel8-script-anssi_bp28_intermediary.sh
rhel8-script-anssi_bp28_minimal.sh
rhel8-script-cis.sh
rhel8-script-cjis.sh
rhel8-script-cui.sh
rhel8-script-e8.sh
rhel8-script-hipaa.sh
rhel8-script-ism_o.sh
rhel8-script-ospp.sh
rhel8-script-pci-dss.sh
rhel8-script-rhelh-stig.sh
rhel8-script-rhelh-vpp.sh
rhel8-script-rht-ccp.sh
rhel8-script-standard.sh
rhel8-script-stig_gui.sh
rhel8-script-stig.sh
rhel9-script-pci-dss.sh
rhosp10-script-cui.sh
rhosp10-script-stig.sh
rhosp13-script-stig.sh
rhv4-script-pci-dss.sh
rhvd-script-rhvh-stig.sh
rhv4-script-rhvh-vpp.sh
sl7-script-pci-dss.sh
sl7-script-standard.sh

Ubuntu Bash 23 & E H|0|E
OlA] Ubuntu 232 E H|0|E.
{7 x|

scap-security-guide-ubuntu
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e
* SUSE Manager =+
Bash A3ZE C|AEZ|

/usr/share/scap-security-guide/

Bash AEZE

ubuntu1804-script-anssi_np_nt28_average.sh
ubuntu1804-script-anssi_np_nt28_high.sh
ubuntu1804-script-anssi_np_nt28_minimal.sh
ubuntu1804-script-anssi_np_nt28_restrictive.sh
ubuntu1804-script-cis.sh
ubuntu1804-script-standard.sh
ubuntu2004-script-standard.sh

Debian Bash A3 & E 0|0|E{

Ol|A| Debian A3 Z!E H|0|H.

oj7|x|

scap-security-guide-debian

e
® SUSE Manager =+
Bash A3 E C|HEZ

[usr/share/scap-security-guide/bash/

Bash AEEBE

# Debian 12
debian12-script-anssi_np_nt28_average.sh
debian12-script-anssi_np_nt28_high.sh
debian12-script-anssi_np_nt28_minimal.sh
debian12-script-anssi_np_nt28_restrictive.sh
debian12-script-standard.sh

22.5. ZHAL

SUSE ManagerOi M= 22| ZHAl HUS St A4S FHg = ASLICE S20|AUE| 2= CVE(SH 22 HX[)7t
HMEE|0] 2[4 HEfQIX]| 2QISHL, 715 LK E +ASHH, OpenSCAPE AFESHH MY E4= ({2 S 2hele = JAELIC

a
CVE(ZE #|4X 9 )= WM O Ui Tl ot 3|0 Chst £ LIt
(1] A8 4 QA Bl ZA| CVES 22t0|HEof M Esfof g,

Z} CVEOl= Al Mo, F{obdol chet F 5 =7t FEof chet 2137F Zete|of JASLICH CVE AlE B9

0t
1=
rlo
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CVE-YEAR-XXXXQIL|C},
SUSE Manager Web UI0{|A| ZtAL > CVE ZALE 0| S5t0{ 2 E 22I0|HE SS 3t SIXY I X| AEfE =olgtL|ct,

J|=Eo= Tix| HolE= tHY 23:00A00 YEIOIEELIC CIO[EIS MZ TX HAl IX|7h =X Eolst = CVE
ZALS Al=HSES 20| EALICE,
HX}: ojX| ¢jo|E| HHIo|E

1. SUSE Manager Web UIOlA| Zt2|X} > E AHZEOZE 0|S5t0 cve-server-channels-default 2SS
MEfStL(Ct.

2. [ cve-server-channels-bunch ]£ £&!stL|Ct.

3 [EHY MY R |2 S20eto] SIS lorELICh &S 2RSS CVE ZAS A% TBLIC

EX: D X] 2El =l
1. SUSE Manager Web UI0l|A{ ZFAF > CVE ZHAFZ O| SEfLICE
2. EX CVEQ| Iix| AEHE EHolstz{™ CVE HE L =0f| CVE AlEXIE L= EL|Ct
3. B2 K| HEfS MESILE 2= MEIE Zelsta{H D= ME)S MEfEl MEjZ RX|RL(CE

4. [MH ZAL]E 221010 2= A AR S &Hlst7 Lt [ 0]0]X] ZAF]E 22I5t0 2= O|0[X[E el gtL|Ct

=

Sa SollM= 2F AlA—o et FFE S SHESH| ol =Ashof ot= 2ol thet 2 E HS LI siEdts 82
FHAHE L= X 5L MSELICHL FHHQ 22 K|S 2/0] MA” MEN| AARS S +5 ASFLICE

SUSE Manager APIE AFE3t0{ 22I0|MEQ| IiX| HEE =l 4= AUESLICE audit.listSystemsByPatchStatus
AP| HIAEE AbESHH ELICH O] HtHof| Ch3t XtMISH LIS 2 SUSE Manager API 7H0| S0f| A Zholgh 4 QI & L|CY.

—|I_ETMI:I

OVAL

M2 Hio[E{ofl M CVE EE HMst= 7|5 2l0|= SUSE Manager01I= O|X| OVAL I}0i|A
CVE M2 ME 7= e 7|50 ZYE(of JASLICE 0] 7|52 ®/ *7|& D|=|27]*=2

o "

AF2XI7E 0] 7|58 A¥stn med
HXSHH HIAESIK| g1 T2

rH
?1
L_
[

b 3Lt HAE 2HE0l|A
te A2 OPS. HEEX| gfEL/Ct.

(@)

VE 2HAL ZHRI0f M= 5 7HX| 22 Cl0]Ef AA 0l ATt OVAL(HiE 5ok 2 Bt 910)2 HELIC 0 £ AAL
212} C}2 8 E2 CVE ZAS $:3617| 9/8t HlEtT|0[E2 HZ BTt

2

MEol= A S AUHO|EE 2T EL) 0 IHF|X|7F Zete|0f A2, FAH S s Zst= O 2Ret T TiX|of CHet
HEE NSt

OVAL(7|& O|2|27])
HHHO|| OVAL CI|O|E{ = F|2FX XbA|of] CHSH & oF A|AEIO| CVEO]| ¥|2USHE 2 QuEtst= I{7|X| 2 M| 2¢EHL|C}.
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M2 cilofE{2t ALE3H0 CVE

P =
[} =
22 x| $1oFH T BRE A9 2

—

OVAL CIo|H E S7|atstH £3] ®MZH|0] | fFHOoLt

OVAL Clo|E= xHE dlo|HECt #M JpHELICE OE =0, openSUSE Leap 15.49] OVAL CO|EH&
oF 50MBYIL|LC}.

OVAL Hi|0[E{2t S7|stet 2 0]0| CVE ZHALE st A|ARO| CVEO| FASHX| RS =eld o AKX, HX[=
MM MSE= N0|22 MEY 4= GELICE

1o =2 T HAH

0

OVAL 7|59 =8 §32 tt3a Z&LCh

o 12N = HIEYsE: 0| 7|52 712X 2 HAN UALH, AL8Xt7t rhn.conf 78 TS
YOOI ESHL 22 MH|AS CHA| AZSH] SAIX Q2 24 otsf{oF BfLICt.

o o E|EU 4 QU 2H|Jt LUMSHH AL RS EX kD 7|8t CVE ZHALR E[S2 4 QIAL|CH
o M5 E| AREE: Xx7| HIAETL $HEQUX|TH MsTh 2Esl] oM eEs HE0|
UOM, £II2 XXt} LSt 4 UALICE
o J|E

©FZ OVAL HIO|E= DHY 23:00A/01 HHIO|EELICE HIOIHE M2 X %A
o

=5
|2F0] A=X| &I%t 2 CVE ZALE AlZSH= 20| E5LICH

HX}l: OVAL H|O]E{ X| 2! A5}

1. rhn.conf A0 M L2 HEE FIISHALE £H:
java.cve_audit.enable_oval_metadata=true

2. Tomcat % Taskomatic A[H|A CRA] A[ZE:
systemctl restart tomcat taskomatic

7L LS 7|2 SHLZ E|E2{0F 5t BR LSS 250 7|52 Yo AIL.

Ex}: OVAL o] X| A H|E-d=}

1. rhn.conf It M CIS MES

ol

TFSFALE 8
java.cve_audit.enable_oval_metadata=false

2. Tomcat & Taskomatic A{H|A CHA| A|ZE:
systemctl restart tomcat taskomatic

X X}: OVAL G|0|E{ 2iH|0|E

1. SUSE Manager Web UI0i| A Zt2|X} > &Y AH|ZE O 2 0| 5510] oval-data-sync-default 2 &S MEHSHL|CY,

2. [ oval-data-sync-bunch ] 22!%fL|Ct,
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3. [HZ1X] S5 HOI0|E S S2/5t0] 7| X|E YC0|Edt S2t0|HES| CPES & &LC.

OVAL &4

OVAL H[o[E{e] RH Y3t X|Al8E EXEHI| 28 SUSE Manager2(s) ZE ME2Q 34 #2|X2EEH OVAL
CIO|E{E SEX Q2 AIEELICH OVAL HIO|E] 2 A9 S =2 Of2fjof A =teleh 4= AELICY.

H 13. OVAL &4

M= AA URL

openSUSE Leap

openSUSE Leap Micro

SUSE Linux Enterprise Server https://ftp.suse.com/pub/projects/security/

oval
SUSE Linux Enterprise Desktop
SUSE Linux Enterprise Micro
RedHat Enterprise Linux https://www.redhat.com/security/data/oval/v2
Debian https://www.debian.org/security/oval
Ubuntu https://security-metadata.canonical.com/oval
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Chapter 23. SSL 21E A

SUSE Manager= SSL 215 A E AFE3t0] 22t0[AHETF SHHE MO SEEIRA=X| 2 BtL(CE

SSLE AFE3t0 SUSE Manager MH 0| SE3t= 2E S20[AE= AH AS M| Ui R4S HASIH SHIE
Meofl HZst 0 A=K| QARfLICt O] ZZMAS SSLHEMO| T2t BfL|CY.

SSL MENO|2 St S2t0[A

AEE= MH QIS MO| S AE 0[F0| HRot 0|1 LKXISH=X| 2helgfL|ct. 220|AEE=
SESHMH QIS ML A" 4 A=X] 2Qlslof gL,

|_

E AUS Mol MBI 2ol MEEI= ASMYULILE ZE ASME T 7|2H(CA)0IM MEsHot
FE[H 220[AET AS 0] Thal| ZX|AIZ 4= ASLIC.

SSL 2150| SHEHA| ZSs2{H Z2f0|UEI RFE CAS U=s0F LTt =, FE CAZt BZE 220U E0
EX|=|0{oF BLCt.

SSL 2159 7|2 WH2 SUSE Manager?t AtH| ME QIZME AtE%t= ARILICE O] A< SUSE Manager’?t 2=
ABME HIUOH T E CATL MH QS Moi| ZI5F MESILIC

S CAE ME0ts Y ASLICE 0| 32 RE CA= T2 CAM| MERLICE O3 Ch=2 B2t CA= Hdt= #2| CHE
St CAol|l MEE = AOM OFX| 2 CAE MH QS Aol MERILICE 0| |2l IS Mat: LT,

HEE AS MM S CAZE AE3tE 2, FE CAE S20|UEN| EX|=|10 M S M= Mol X ELICH SSL
HENM|O|Z St 220[AEE FE CASL M QIS Ato|o] TA| St ABM H|QIS gele £ A0{oFStEZ, 2E
S ASMof| KM AT 4~ AO{OF BHL|CE
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HEHO|Z St MH = AH QIS At 2= St CAE HMSELICE ol o] HAlo] 7|2 FH2
72X 2= SUSE Manager= &7t CA g10| XtAl| MY ASME AL =7t HetS Il S Mol MEst==
ERAL CAE X[EY & JUAEFLICH EtAL CA= ABMO| HAIE AsH0] ZotEl HEIt efolghL|ct, 2|2
LM O = O MH| A0 T3 HZF RF S YHELICE EFAL CAS AFESHH S ME AFLSH| O o{E 1 AX|of CHt
=7t 227t MISELICE EfAF CAM|M Mot IS A7t /U= B2 SUSE Manager & -

O] #F MOl M= SSL ABAM AFES 2CHA|=Z B EfLIC

1. SUSE Manager =75 ArE¢H XtA| ME QS M M Hh

2. SUSE Manager Mt EE= IEA[0f 215 A H I HhH

Kt EE= Q5 PKIQE 22 EfAF QAR AOM QISMIL HSE = 2 o HAIE AHE £ AFLICH

° XM M QS A Mol cHst XtA|et LI 2 Administration > Ssl-certs-selfsignedOf| A =toleh &~ QIELICE

° QIZ M AZEO Cist XtA|SH L2 S Administration > Ssl-certs-importeddi| A o1& 4= QU&LICH

K| MEBE SSL 2SN

7|2X Qo2 SUSE Manager2(£) XAl ME QIZME ALERILICE 0] 32 215 A= SUSE Managerof| 2|s AAd 5l
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® ERAFCAO] CHEH XEAISH L2 2 Administration > Ssl-certs-importedOf| A &to1%t & Q& LT},

* QIEZ A HHR7|0f ch3t XEMSHLHE 2 administration:ssl-certs-imported.pdfoi A gQlgt 4= Q&LICE.
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1. SUSE Manager ZIE|0|L] SAEQ| HH TET E0f| A A QIS A R A:

mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.com" --set-cname="example.com" --no-rpm

set-cname I}2t0|E{7} SUSE Manager At 2| H2tEl Q! 0| S QIX| 2eletL|Ct of2{ HAo| Heot 32
set-cname I}20|E{ S 2] H ALSSHH EL|C

JHel 7| 8l MH QIEME M ZE|0|H2Q| [root/ssl-build/susemanager/ C|ZIEZ[0|A server.key 2!
server.crt2 32 £ UELICL O1X|2 C|2AE2|Q| 0|22 --set-hostname S M1} 87| AIREl SAE 0|20 [}t

CHELIC.

mgr-ssl-cert-setup =75 ALE5I] M 21EM B! 7|15 HIZESIAHLE A ERILICE E3 Mot oI5 AXE0 CHet

Lt
XMt L8 administration:ssl-certs-imported.pdfoll A &elgt 4= JU&LICt,

M CA 3! M QIS M M4

o FE CAZ WAoHOF o= BR0= Flslof LT MEef S2t0|HE Zho| M2| Hjelo] BZ 5
AFLICE a3t FL #e| ArEXI7F 2E Z2H0[AE0| 221510 CAS =17 B Z3H{OF BfL|Ct.

KL M A A

1. SUSE Manager ZIE|0||] SAEQ| HH TET E0f|A O|H QIZA CIAMEZ|E M /X2 0|5:

mgrctl exec -- mv /root/ssl-build /root/old-ssl-build

mgrctl exec -ti -- rhn-ssl-tool --gen-ca --dir="/root/ssl-build" --set
-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
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administration:ssl-certs-imported.pdf#ssl-certs-import-replace
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--set-org-unit="ORGANIZATION UNIT" --set-common-name="SUSE Manager CA Certificate" \
--set-email="name@example.com"

mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.top" --set-cname="example.com"

set-cname I}2t0|E{7t SUSE Manager MtHe| H3tEl Q) 0| §QIX| helgtL|Ct o] o] Rt 22
set-cname It2t0|E| £ 02] H AFESHH ElL|CH

SAE O|E % cnameS A3t 2t ZEA|0]| CH3H M = M S M E H-JsH{OoF LT,

23.2. SSLQIESM &
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* Q15 7|2HCA) SSL 3 1B M. CAHIRIE AMESt= B2 ZE S CAT ALEE == A0{OF FLICt.

D= OhY2 PEM @ 2]0[0{0f SfL|LC}

SSL M QIZ MO TAE 0|E2 QIEAM HHE CHAO| | = A|ABIS| HStEl S AE 0|E3t YX[SHOF LICE 21F A9
X509v3 Subject Alternative Name MM0|M SAE 0|22 MM £ QUELICE A QT AR o2 SAE

O|E2 LY = ASLICH X[ El= 7] 82 RSA % EC(Elliptic Curve)
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EbAb 7|22 LHPHO = F2F CAE AMESt0] ¥ E MH ASMo| MEHLICE 0] 3R Hele] ZE CAE AI8Y +
AC{OF LTt SZF CAS XS] 216 AFEE &= U= 71 Li2f0|E = FM0| gle B2 ZE CA(RE CAY B2t
CA)E Lol Thof X ZshoF gfLCt.
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1. Installation-and-upgrade > Container-deployment2| X|£0j [}2} SUSE Manager At{E H{ZZEtL|C},
mgradm install podman0i| SHIE It 2 mi2t0|E 2 M ESHOF SLCH MH2t0|E = Ct2 1t ZH&L Ct

EFAF SSL Q1B A Ze2f:
--ssl-ca-intermediate 2AIE AUA| CA QIBM EHE
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--ssl-ca-root 2XHE FE (A QBN EE
--ssl-server-cert XAt A BN FE=E
--ssl-server-key =Xt MH 7| =2

P k=g

2t CA= --root-ca-file£ K| At IIAO| M AFRSE/LE --intermediate-ca-file2 AF25t0] £ SMOE X|™HE &

=
S
UAELILCE. --ssl-ca-intermediate M2 02 H X|Hg & ASLICt
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7|2X = SUSE Manager ZEA|= XA MEE QISME ASRILICH £7| AHE 2528 = 7|2 SN

S 2 HHE 5= ASLICE

At M SUSE Manager ZEA|0|A QISA YEE

1. Installation-and-upgrade > Container-deployment2| X|X0| 2t SUSE Manager ZEAE
AX|ghct,

2. ZETES M2t HYS AL

)

o SYst oI5 7|
CAZ Mg ol

OI= A H}37|

83510 M 5l IEA0] CHEt ZE MH S Mol MERLICE CHE

M

muin

SUSE Manager x| &4 oI

SME M ABME BHE 4 YALICE ASME DAY MXIE CA ABA
CAZ IH|gt 3 GlO|E|H|0| A |

O|EdtH E Lt

Ex}: 2E 7|E ASAM uH|

1. SUSE Manager ZIE{|0|{ S AE0|M, BE ZEIE0|M S M TS ZAE[0|L{0l| [Al= SAFSLICE

<Root_CA_Certificate> <Server_Cert_File> <Server_Key_File>2| foil CHsll Ct2S A

mgrctl cp $f server:/tmp
done

2. SUSE Manager ZIH|0|{ S AEO|M LHE YO E 2 E5t0 ASAME TEt0|EH 2 HMSsh= ZAH[0|L LR A

mgr-ssl-cert-setupS A& stL|Ct.

mgrctl exec -ti -- mgr-ssl-cert-setup --root-ca-file=/tmp/<Root_CA_Certificate> \
--server-cert-file=/tmp/<Server_Cert_File> --server-key-file=/tmp/<Server_Key_File>

3. ZIHO|H0I|M YAl= SALSH MY S K A:

mgrctl exec -ti -- rm /tmp/<Root_CA_Certificate> /tmp/<Server_Cert_File> \

/tmp/<Server_Key_File>
mgradm restart
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7t CAE= --root-ca-file2 X| %t IHA0| A AH2SE7LE --intermediate-ca-file2 ALE5I0] £} FMOZE X
USLICL intermediate-ca-file 82 02| H X|&E & JUSLICL mgr-ssl-cert-setup BH2 H|ZE I}
FEstn QFE AL Atz|of| Mot HAERLCE O3 CHS o] E¥2 mUo| RSt ZE [x[of ot
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mgradm restart
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1. SUSE Manager Web UI0{|A{ Systems > iR 2 0| SetL|Ct.

H

2. ANAR A 2| Xtof| FIHstH R E 22t0|HES MEiStLICt

r

3. A& AR ME B2|XLH> RO Z 0| S L L.
4. e 2EO|M [HE ]S 226t AL HEIE HEELICH

5. Highstate 0| X|0i| A [ Highstate H& |2 22I5t0{ HHZAAIY S 2210|AHE0]| TmpefL|Ct.

23.3. HTTP Strict Transport Security

HTTP Strict Transport Security(HSTS)E ZZEZ Ct2330|= Z& 9 7| to|xfZnt 22 =27
SHOZEE ¢l AIO|EE ESot= O =30| Bl= HA Hj7{LIZLICE.

SUSE Manager allows enabling HSTS, to enable it for a SUSE Manager Server:

22Xt

LM 78 oes d8gLith

mgrctl exec -- echo 'Header always set Strict-Transport-Security "max-age=63072000;
includeSubDomains"' >/etc/apache2/conf.d/zz-spacewalk-www-hsts.conf

2. L2 W™ O Z ApacheZS MA|ZtstL|CY,
mgrctl exec -- systemctl restart apache2
O|Z SUSE Manager ZEA|0| M Z-4otste{H Ch5 2 A EfLICE

e
1. M 7 ords MASH|CHO: /etc/uyuni/custom-httpd.conf).

2. Ch3 2tels F7Hetuct
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installation-and-upgrade:container-deployment/suma/proxy-deployment-suma.pdf#_generate_proxy_configuration
installation-and-upgrade:container-deployment/suma/proxy-deployment-suma.pdf#_generate_proxy_configuration
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security

*‘Header always set Strict-Transport-Security "max-age=63072000;
includeSubDomains*®

3 B A,

mgrpxy install podman --tuning-httpd /etc/uyuni/custom-httpd.conf config.tar.gz

M MH melo| 0|22 <filename>.confZ X|Mst= 2R MAESH ELO|2 0| 2 =E|0{0F BHL|Ct,
OE S0, spacewalk www.confol| HolEl a=5S xHFEQSIHH o mY Fof M oS
A Loz 20{0F FL|CH Apache?t MYES EEsh= HitHo| CHSE XMt LHER

https://httpd.apache.org/docsoi|A] gtolgt 4= Ql&L|Ct.

SUSE Manager0il A ‘85t 7|2 SSL Q1B M = XMl MEE QIBME M8tz

MR s QS M0l M| o AFEE CATL EEIR XM AZ|ste ZRE FMelstn
o HEIRX = HTTPSE &% AZES HREELICH SUSE ManagerolA ‘d4%t SSL QIZEME

A2ste E2, http://<SERVER-HOSTNAME>/pub/RHN-ORG-TRUSTED-SSL-

CERTO| = Y S D= A HEtR M2 AR ESI M2 4 JAELICH
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Chapter 25. & A A=

AR FolEl 2E 39] S22 HaIRt> 3 2 ofeoll LIz,

@ SUSE Manager Schedules @ + create schedule

Below is a list of defined schedules. A schedule defines frequency, how often a predefined bunch shall be triggered.

1-230f23
25 j items per page
Schedule name |2 Frequency Active From Bunch
auto-emata-default 05/10%* %7 2018-06-05 11:40:50 CEST auto-emrata-bunch
channel-repodata-default [EEETE) 2016-06-05 11:40:50 CEST channelrepodata
cleanup-data-default 00237%% 2018-06-05 11:40:50 CEST cleanup-data-bunch

clear-taskolog

fault 002372%% 2018-06-05 11:40:50 CEST clear-taskologs-bunch

cobbler-sync-default QEEEEy 2018-06-05 11:40:50 CEST cobbler-sync
compare-configs-default 002372%% 2018-06-05 11:40:50 CEST compare-configs-bunch
cve-server-channels-default 00237%% 2018-06-05 11:40:51 CEST cve-server-channels-bunch
daily-status-default 002372%% 2018-06-05 11:40:50 CEST daily-status-bunch
errata-cache-default DR 2018-06-05 11:40:50 CEST errata-cache-bunch
errata-queue-default O#*k%? 2018-06-05 11:40:50 CEST errata-queue-bunch
gatherer-matcher-default 0007%* 2018-06-05 11:40:51 CEST gatherer-matcher-bunch
kickstart-cleanup-defauft 0010 *%%7 2018-06-05 11:40:50 CEST kickstart-cleanup-bunch
kickstartfile-sync-default 00/10%**7? 2018-06-05 11:40:50 CEST kickstartfile-sync-bunch
mgr-register-default 00/15%%%2 2018-06-05 11:40:50 CEST mgr-register-bunch
magr-sync-refresh-default 06172%% 2018-06-05 11:40:51 CEST magr-sync-refresh-bunch
minion-action-cleanup-default 00**%? 2018-06-05 11:40:50 CEST minion-action-cleanup-bunch
package-cleanup-default 00/10%**? 2018-06-05 11:40:50 CEST P age-cleanup-bunch
reboot-action-cleanup-default 0Q***7 2018-06-05 11:40:50 CEST reboot-action-cleanup-bunch
sandbox-cleanup-default 0547%% 2018-06-05 11:40:50 CEST sandbox-cleanup-bunch
session-cleanup-default 00/15***? 2018-06-05 11:40:50 CEST session-cleanup-bunch
ssh-push-default [(EREEE] 2018-06-05 11:40:50 CEST ssh-push-bunch

token-c 0007%* 2018-06-05 11:40:51 CEST token-cleanup-bunch
uuid-cleanup-default 00**%? 2018-06-05 11:40:51 CEST uuid-cleanup-bunch
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g Only disable a schedule if you are absolutely certain this is necessary as they are
essential for SUSE Manager to work properly.
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errata-cache-default:
LQotER X MRHE O|0|EE of|efefL|C.

channel-repodata-default:
2| X X|E2| H|EIH|O|E MU S (CHA]) M-St Ct.

cleanup-data-default:
CilO|E{H|O] A0 M 2ot Ii7|X| HZE 213 3 LI A[AE 0| E FalgfLICt

clear-taskologs-default:
CllOIE{H[O]| A0 M 2t REO| W2t XY E o 5 X0t 2t AlEl(taskomatic) 247 7| S H|O|E{E X|ZLICH

cobbler-sync-default:
SUSE Manager0ilA| CobblerZ HHZ 3! 20t H|O|E{E S7|=HefLICt. CobblertiiM HSdt= XS AX|0f
CHst XtMIsH LH2 2 Client-configuration > Autoinst-intro0i| A &1t 4= Q& L|Ct,

compare-configs-default:
4 k2ol MTE M U 2= P4 s MBI MEE DU S H|WEL|CH B0 E HES{H A|AHM &
25t 2ol U= AlA”ES  MEfehch Fd > O Hu=E o|SELCL XM WHE

reference:systems/system-details/sd-configuration.pdfoll A &l & U&L|CE

cve-server-channels-default:
ZHAL > CVE ZAL HIO|X[of] Z2tE EAISHY| 2[sH AHEE|= O]2]
CVE ZIAI Ho|X|e| Z#M ZIt= o] Yol Oix|ar HHOZ
Auditof| A =tolgh 4= ASL|CH

Al&tE LIS CVE GIOIE S 0| ERILICE. ZHAL>

A
bl 1I |[EEILICE XtMISH LHE2 Reference »

daily-status-default:
2 FAE Y HA ofo|

STLICH EX AMEXI0|| st 2212 FMst= 20| CheE XtAISH LHEe2
Reference > UsersOi|A| &1t &~ Q&

errata-cache-default:
LHE THX[ FHA| CllO|E{HIO| A E{|O|EE YCIO|ESIHH, Ol= 2t M| st HH|0|ETF st IF|X|E &7 9
SCZ MEELICE 5t EX DfX|of ZAO0| JAS 5+ Y= AEX0|A L2 oMY= MATLICE THX| o CHet
XtM|SH LI 2 Reference > PatchesOl|A 2Holgh 4~ QI &L Lt

-
ot

errata-queue-default:
XS YHOIE(MX)E A= E FHE MHE CH7|E0f| Z=IFLICE

gatherer-matcher-default

Virtual Host ManagersOil 4%l Virtual Host Gathererg %30"3}01 It ZAE HO|HE $EELICH
HH|O|EE HIO|HE AR T & UA| =|H Subscription Matcher 2t 0| A ElL|CE,
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reference:systems/system-details/sd-configuration.pdf#sd-config-compare-files

kickstart-cleanup-default:
el =l Kickstart MM H|0|E{E H2|gtL|C},

kickstartfile-sync-default

T Ot Aol M J4-dot Kickstart Z= A0 82 dh= Cobbler ThY S M efLIC.

mgr-forward-registration-default

E22I0|HE S5 HI0|E{E SUSE Customer Centerzh(2t) S7|sttLICE 7|2HOZE A, HE EEs AFE
E210|AHE H|O|E{7t MEEILICE [etc/rhn/rhn.confl| M ™ El 57|31 E H|& M52 H OS2 ST CL.

server.susemanager .forward_registration = 0

SCCIH(e)el Hlo|e S7|$tE H|gd2lstH RMT, SMT, SUSE Manager % SCCol| &1

SEE S2A0|UE MOJ0lM 2|== S20|AES| JHAIH0| HAFLICE HOHE
A S7|3t5tH SEE ZE S20|UEE YA 8  USLICHL S50 AR E S7o0

ME[A MO =23 F AL

mgr-sync-refresh-default
SUSE Customer Centerzt(2H)S 7|3t (mgr-sync-refresh)BfLICt. 7|2HOZ TE ALEX} HO| tHEx O
elo| A==z FI|otELICE AMBXE ™ol ME S7|stof chet XMt 82 administration:custom-
channels.pdfollM &QIst 4 QU&LICE

minion-action-cleanup-default

oid A|AEM Faot S20[AE MY HO|EHE AHELCE 2M, Salt = FHAl0 MFE siiE Z2atE
Z Mol f2E AZRLICH MEO|IM 2 Bt =2tE o2 Aol

{ustol etRElX| of
M

| 32, ¢=sx
et 4 gLt Es

o
=
SHOZ AR E Xo F2 HE ASEE Mt S| OE|HES H|HfLICt.

e o

minion-checkin-default
SC0|AHE| et H7| M2 212 fHetL|Ct,

notifications-cleanup-default
D2 E 2T HAIXIE "l

oval-data-sync-default

Generate OVAL data required to increase the accuracy of CVE audit queries.

package-cleanup-default
I A AR M 2 Ii7|X| IS AKX L C,

reboot-action-cleanup-default
M AlZtS xPste] Ch7] 32 2E R Y2 Aojet A2 HA|E|1 2+ C|O[E{ 7} Ci|O|E{tH|0] 201 A
Me|guct. ™MEY =Y oo it XMst W82  reference:systems/system-details/sd-
provisioning.pdfoilA golgh o~ U&LICH

sandbox-cleanup-default

sandbox_lifetime 714 T2t0|E{ (7|2 MO 2 3Y)E Xutph MEHIA M T 5l {2 Me|giL|Ch MEEFA

2
= o = =
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https://suselinux.fra1.qualtrics.com/jfe/form/SV_0ooNnrY0rYuQScS
https://suselinux.fra1.qualtrics.com/jfe/form/SV_0ooNnrY0rYuQScS
administration:custom-channels.pdf#_custom_channel_synchronization
administration:custom-channels.pdf#_custom_channel_synchronization
reference:systems/system-details/sd-provisioning.pdf#sd-power-management
reference:systems/system-details/sd-provisioning.pdf#sd-power-management

mA2 JHE FQ AJAR = MHUM YZESH mAJLICE XEMEH LHEE reference:systems/system-
details/sd-configuration.pdfoil A Ztolgr 4~ UEL|C}.

session-cleanup-default
24 g HIo|A MM, LHXM o= ARV 201 I YA E METH = 201267 Mol EE2IRKNE He=
CIlO|E{E H™a|ghL|Ct.

ssh-service-default

2210I21E T} SSH BA| 912t WHOE 7ME FS SSHE
EAELICL E8 HEE 3 =

ofm

8ff SUSE Manager(2)2 |3 2lst2t= HIA|I X7t

system-overview-update-queue-default
AAE IR 0| E OO0 EgtL|Ct.

system-profile-refresh-default
2E AMAHOM SHEYO M2 DFES Al o] ZHU2 0 ™= SUSE Manager AH<2S| 2515
BItAZE & USLICE o] ZHoM = Specialized-guides > SaltS AFSTILICE HiX| 27| =H™oj chst HEL
specialized-guides:large-deployments/tuning.pdfollA golg 4 A &LICE

token-cleanup-default
Salt 22t0|HEJHIH7|X| & HIEIH|O|H & CHRZE5LY| QI3 AH8%t= BtaEl 2| ZX|E2| EZS AX[ELIC)

update-payg-default

Collects authentication data from configured PAYG cloud instances.

update-reporting-default
2Z H11 H[0|EH|0|AE AH[O|ERLICE.

update-reporting-hub-default
Zt4 SUSE Manager MH0|AM 2= H 11 H|0|E{E £&35t 11 Hub Reporting DatabaseS JH|0|ERLICE.

update-system-overview-default

Regularly ensure the systems overview data are up to date.

uuid-cleanup-default
QEE YUID H|ZEZ Ha|gtL|Ct.
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reference:systems/system-details/sd-configuration.pdf#sd-config-add-files
reference:systems/system-details/sd-configuration.pdf#sd-config-add-files
specialized-guides:large-deployments/tuning.pdf#java-salt-batch-size

U= I7|X|9| P ©Y 21 &2 20| YLLK 0| Ho|ElE 7| 2XOR IR REEIX|E, SISt 20| Sy 883
Aeit OfELIC CH22EEE W 271 ojetciolete] 28 A2 ClAa 278 Hofs| 918 ClAT0| SA2
2 22 WY £ YBLICL

(1) At ZEO[L] Lol M EHAIS Agist| Hofl mgretl termS AMRBILIC,

O] 718 &2 [etc/rhn/rhn.conf 714 Tt0]| AELICH THEIO|E{ Q] 7| 2t2 20ULICE O 22 022 HESH &5
27t 2H3to 2 EAEL|CH

java.max_changelog_entries = 20
Ol mz2t0|E & MFstH M Ii7|X|7} 7|2+ oot M E LT}
0| It2to|H & HAT = mgradm restart2 A{H|A S T A|ZFHEtL|CE,
FHAIEl GIO|E1 S APAISHD MM H5t0] 22 E HIO|HE HMAY 4 ASLICE

FHAIE CIOIEE AH| B! HH45t7| flshM= AlZHo| @2 ZE &~ ASLICHL RSt A= M
=2 A clolEe of mat I Azl A & JUASLICE EAL Taskomaticol| 2fsh

o HIORE0A AYE D2 Q0| 2t2E= SQ SUSE Managerg A& AL2E £ UX|TH
M50| oAzt 2HE = JAELICH

HHEOM FHAIE CIOE S ARt T WE S QELICH

spacewalk-sql -i

O O3 SQLEIO[EH|0| A ZE X E| Ch3E Y=L,

— =0

DELETE FROM rhnPackageRepodata;
INSERT INTO rhnRepoRegenQueue (id, CHANNEL_LABEL, REASON, FORCE)
(SELECT sequence_nextval('rhn_repo_regen_queue_id_seq'),
C.label,
"cached data regeneration’,
IYI
FROM rhnChannel C);
\q
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Chapter 27. A%}

SUSE Manager Zt2|Xt= M ALSXIS X715t H3HS 2ofsiH ALSXIS HIZ A3} £ AN 4 UALICL R 2
ANEXIE B[St ZR AIBXIE AlA% OIS0 ggsio] 18 £x04 HES BH2lE & AUsLch ool U o}
71222 Tt Web US| A|AR 7| 22tS WS £ AALICH

(5 ) MR 0= SUSE Manager Z2|Xt A MO 2 2013t A0 2k ALRE 4 LT

SUSE Manager AFEXIE 2H2|5t2{H AR > AL8AF 58 > MH|2 0|S510f SUSE Manager AH{2| BE ALXIE

sfolBtLct. 22| 2zt ALBXIQ} BHRASHAIE ALRXE 0|=,, Ay, Setel i3t AL2XIOt OfX|Le g 2aQlst wnt o

AFERFO| $R] AfENTF BAIEILICE [ALSXL MM 12 S2isto] A AL2XE AT S MABLICL AIZXL 0|22 22lsto]

AHE XL IS AFE I|O[X| 2 O| SRfLCY.

ZHO| M AFEXIE 715t H [ A2 MY [ S2I6t0 M ALEXtof Cet M AgS st = [2a0l Wd ]S
=
=

27.1. H{UHS Q@ AASH

SUSE Manager2(&) 7|22/ 2 MEHL[0] B S EL|CE

DE M ALRR HLHSTL TXO| HOt BES F4E 4 YL E SUSE Manager Ha|RHolls HIUHS MM 748
2R 8 4 e SMo| YL
Web UIOIIM ZH2Ix} > Balxt 74 > HIUHS HYOZ 0|Ss0| HUMS Q7 Abge Holgict Ctg HEs

ZRIBH0] AFSHYAI2.

CHEXt Ee
O] 2EE AHE5I0] HIZH 0| HEXHA~Z)E Zet3l{of SH=X| T E X|F Lt
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o] ZWEE=

SUSE Manager2(&) CIS 7|22t £ s SELICt.

Cf O]& EROIX| 42 ALEXL AHE HIEEs = AHE 4 AFLICH HIZYStE A AE2 AREX CHAl
3 |CF AR El AL AE AIY 2 BAIEX] 5o HAE 4= &L

LS —

MEX= ApLle |gdete = AELICE 2Lt ALEXtoA| 2H2|XF 0| A= R sid AES HAHHOF

A™ME H
AES Hgdete = AL

0]

HIZtMStEl AH2XH= SUSE Manager Web Ul0] 23215t ALE HAS ofjefet 4= IELICH HIZESHE7] o
AFEXE7E of| oot Zf 2 Xt CH7|2ol| ot AELICH HIZMSHEl AtXH= SUSE Manager 22| Xt7t CHA| 2Hdotet &
olAL|CH
AN - .

27.3. Bo| X} g

AP Of2] 22ixt S B 4 3
A

O, AMEX| 2[Rt HL S ot AEXE F F 0| = ASLICH 2 SUSE
Manager 22[X= g4 ot & 0| 40]0{0F &

L|Ct.

SUSE Manager B2I%t 92 M2zt BRIl 22I%t A2 wHst2e
HHL ALSAIE MOt TRO| Ti2t B2IK S MEfSLILE MES A

AH8Zt2| SUSE Manager 2|X} dgtS HASHEH 22X}t > AM2AI= 0|S3t0 Q0| [t SUSE Manager
B2|XIO|YLINR E HEHSIALE ME S F| A LTt

H 14, MX} BalXt g A
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Role Name Description

SUSE Manager Administrator Can perform all functions, including changing
privileges of other users.

Organization Administrator Manages activation keys, configurations, channels,
and system groups.

Activation Key Administrator Manages activation keys.

Image Administrator Manages image profiles, builds, and stores.

Configuration Administrator Manages system configuration.

Channel Administrator Manages software channels, including making
channels globally subscribable, and creating new
channels.

System Group Administrator Manages systems groups, including creating and

deleting system groups, adding clients to existing
groups, and managing user access to groups.

27.4. A\t Het S A AH”

SCHO[AUEE H2[ot7| ok A|AE 2FS YHct 3R 22 ASXAH 2F5S 2T + ASLIC

AFBRHE AIAH DE0| TS ALSRE > MR SEOR 0Sst0 WU AISK} 0|22 S2Ustn AlAY 18
O 0|SBILICt B I8 Holekn [ 7122 YHI0IE |8 S2Usiict.

AFSRIOl 712 AIAS DIZS B 7H 014 MEE & AULLICE AFBXIH A 22tololE
AA% 20| BErgLICE O S2E ZetolAE0| FA| ANAL £

95 182 BT A8 > NAY 18 FHOR 055D 9L S
2

EH
=
WABILICE B0 0122 BT TS AIAH I

APt BElE 4 U= T S2I0lAES Holste T MGt > ALSK SEOE 0|Ssto] HEY ABR 0|22
T NAH HOE O|STLICH U KRS 2SI S0 A 22H0|AES Meeto] AIAH HE a|Tof
2= L

&

A AE M| E 22| Xtof| st XEA|SH LHE 2 Client-configuration > System-set-managerof| A &0l & Q& LT},

Mo AHEES MBStz FEXA E= MES 2F Ha[ = A= HE[XZ T2 LH] 2TEQ 0] XHE0]| AHZXIE
stohst A QAL |C}
=202 T M- .

MEXZE MEE F=oIE, AL2XAE > AIBXt SEEQZ 0[St HEUY ALEX} 0|2 2=ot M8 At H» 75
HOZ O|SELIC. 2 A2 S 2felsty [ Aet YH|0|E ]S 223t
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AEXI0IA AME 22| AetS FO5H2AH }9-7(} » AH2XF 5822 0| S350 HAT ALEX} 0|2 E=I5t1 *i'd Ash>
B2 Yoz o|SELC. 2 MHES =elstn [ st HOI0|E 1€ S2/eLch

220/ UL XIS TS 4 QLI LIS AWHOR S} 2K HEf EE KL W B HRYLICE

M ALEXHE MAe i Web UIO AFEE A E MEIS £~ JUSLICH AL2XIE MMt = 2o L 7|2 HO =2 0|83y

HO|E HAL £ USLICE

7|2 A0 rhn.conf 74 D0 M0 JYELICEH 7|2 HAE HASIHH [etc/rhn/rhn.conf IS 1 CH3
2kl 8 FItstLE HEBLICE,

web.locale = <LANGCODE>
oo 7t EYE K| 42 2 7|2 A0 = en_USRLIC

CH22 SUSE ManagerOi| M At8g 4= U= 1o L|CE

oo A AHof x4
en_US =0 o=
zh_CN =0 EE,ZH

AFEXE 7|2 lE{H|o] A E|of

71289 = SUSE Manager Web Ul= AMEXEZE AX[oh ®|ZF0o Mot HOME AFEELICE. Uyuni = SUSE
Manager &2 HESH: = H|OS HEY 4= AELICH SUSE Manager E|OH0fl= 0| F2 S8 ASLICH

rhn.conf 74 IANAM 7|2 HOE HAY = UYELICE 7|2 HOIE HASIHH Jetc/rhn/rhn.conf OIS E11
CtS 2ol FItstALE MEELICE,

web.theme_default = <THEME>

H 16. AH82 + A= ¥ Ul H|O}

Elof 0| E My AERY
susemanager-light SUSE Manager A
susemanager-dark SUSE Manager o=l
uyuni Uyuni A
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Chapter 28. 2H| siZ

0| M M0]l= SUSE ManagerOf| A 'L4ie o~ Qli= R 7hX| QutxQl 2X| 9t off 2 20| |0 USLICE

28.1. A5 2X| M| sHE

SAE flef LH Salt(salt-minion) FE At g0z FYE S2H0IFE xMAoM RS ZE
(RZESI0f i7|X|)E SHIEA| AISE = A=K 2 =elshof LTt 0 IS SUSE Managerzh(2t)
8ots A2 YRR gtEL T

—

Om
of
rir
> ox

[l

lt HE (venv-salt-minion)2 Foi6tH S210|HE 7|2 ®'Et

Sa El= otel ME 2 SH0|UE =7 AEnt
™ ELCH 2= H4 17| K= Salt HE2| Y27} LT

fo
ri

o AtE HX Z2mol 7|2 Agnt 2HH0| = 220[HE =7 AZEY 0 ME0| ZE| I ALEXI0 A MBS ==X
[e]

e T3 &'40| SUSE Manageroil 5t¢| M'd = XS =l =X| =elgfL|ct.

o At Salt(salt-minion) TS A8dts Z0T 2 MM s TiF[X|et RE 582 MEE =+
UEX| T eflgtL|Ct,

28.2. +E SR NS ?let 2| EX|EL| REAERY ZX HZE

X Ests ®ME0| S7|ote|H REAEYM 2 EX|E2[7F S22 MY SUSE Manager AHOIIA xHH4 S ELICEH
HEZO| =¥ S=0| =0t X|EH0| SHE B MES A M8t 1oH HEAEWM S|EXE2E 522
Aol oF BfLICt.

SEAEY 2|EX|E2|0f CiEt XtMITH LHE 2 Client-configuration > Bootstrap-repositoryS & ZsHUA|2.
i +H EZR MEe REAEY 2| XX EE| MY

1. SUSE Manager ZIE|O|L{ S AEQ| HH TELEO|AM R E Mot 2 M HE|0|HE Y.
mgrctl term
2. B0 LHOIM Chg EAIS MestiAl.
a. --force SHZ AL 7}5%t O|X| @ REAERM 2| ZX|E2|E LIESLICH Of|Hl= CHE 2t Z2& LT

mgr-create-bootstrap-repo --list --force
1. SLE-12-SP2-x86_64
2. SLE-12-SP3-x86_64

b. Ct3at 22 XA 2| ZX|E2| 0| ES MZ 2[0S 2 A8l REAEY 2[ZX|E2|E W FLIC

156% [ HX| 185% 28.1. Xt& &X| =H ¢ifZ | SUSE Manager 5.0



mgr-create-bootstrap-repo --create SLE-12-SP2-x86_64 --force

REAEY B EXELE +3522 MYSt HX| §CiH Hot HF 3 FEAEY 2[EX[E2|0] LTSSE AMEY +
UEX| | FE 2QISHA| 7] HEE LT,

N
9°

3. 220|AHE S| salt 220|HE ZH| s Z

O|T{HIO|N =X RFEEIEISE ALt = =X Salt 22I0|UES SESHA YCHH Ch3a 22 LRI EAE =

S SR|E M AIAHO| SEE JIE ALY SUSHAIAH D7 7| GE2YLICE 0] DS 502
4

Q—FE]— [
HEYoto LR S HIZE D SHE AA-S S8Y + ASUIC

Zeo|H el St AE2|X| M| = Ot EEl ME C|ATS[ AEZ|X| S2H0| #F2 F 2 718 =X7H HQfL|Ct.

AEZ[X]| O|Ljof 37| = ZHE sHEStHH LSS +HYLICH HHO|H SAEMM LIEE 2ZE FHE root
HSIO = ML,
Xt AE2|X] OjH| 27| =H

L 23 37|15 sEIYA 2. Ao 2 22 EX| &Zojl w2t CHE LI

2. CIARE 25t Z2(0: C|A 32 /dev/vdb10]| /dev/vdb7} = H ) CHS BE S A etL|C.

Ce B MysILIC,

a. parted /dev/vdb
b. (parted) print

c. (parted) resizepart NUMBER 100%0{A| NUMBERE= print HHOZ HA|E|E IE[M HZ(0]:
/dEV/de]..O_I ST l)OIL-lEl'.

d. (parted) quit

3. O A|AEI 37|12 ZHTILICE 0|E S0, XFS O A|AHIO| AL OIS HAHS ASHBlL|CY
xfs_growfs /dev/vdb1

EALE = SHH XFS It A|ARO| LI AT M ALE 7Hset 2E S2hE AFEsta A0{OF L L.
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28.5. &A=l g|ZX| E2| 28| s

2| 2| 2| HlEH|0|Ef T HErt &ALt BHRE 4 ASLICH olof et Sato| e 0| E0f 2|7t e
4 BLICH THYE M UMY of BHIS HZY 4 ABLICH M 2TX|E2| CO|E TUS ABsHH
|0l E7+ o Aeh 2 ZHS8fiof ghuch,

AL &4E 2| ZX|E2| Clo]E] 2X| sHZ5}7]

1. /var/cache/rhn/repodata/<channel-label>0iA] 2E IIUS HAHTLICL KE 2022 REE= ER
ADEQo] > M'd > x4 2|o| EZ 0| S35+0] SUSE Manager Web UIO|N & & A&LICEH

2. ZE|O|H] SAEQ| HHEO|A Lt BB S 2SI Z4E|0[{ Q] IS CrA| M-detL|ct.
mgrctl exec -ti -- spacecmd softwarechannel_regenerateyumcache <channel-label>

28.6. 3=ot= 7| X7 ekl ALEXEEe M2 2l sHE

e[ EX| 22 dYnt 22 S50t HIIX] 71522 At Fo MiES 2T o Yo=K &2 SE0|

E
=d
Hstn 2EL0|UE SEO| MY 4= ASLICH

g S0, HH HoIt o £2 SS5ts WI|X|7F REAEY 2| ZXE2|0f| ZEHE 4 AFLICH Ol21e Th7 | X (o
python3-zmq = zeromq)= RFEAEY 2[EX|E2|9| HES &4A|7|7{Lt 2I0|UE REAERY S| EXE

Ao 4 AgLict,
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HEAEMSY| 2Io AHE o~ Q= HIT B ALEXL Fe| 2{'20] ZetEl 2tF 0| MLt
3. 38 ¥1: CLM ZZ2HE0||M, 2|7t J7LE ZE5H= TH7|XIE M 2lst= BEE F716t= 20| F&LICHL I
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4. CLM A (M 3 ALEXH Fo| Mg Zaholl 2| A IHX|E mX|st2{H T2MEM [HE] HES S2/LICH

O|= &8 2 ChAl 2E5H7| 9f3ll 2EfLC.

CLMoOf| CHst XtA|3E LH2 2 Administration > Content-lifecycle0l| A 2lg 4 QI&L|CE,

Extra Packages for Enterprise Linux(EPEL)E Red Hat Enterprise Linux 22l0|HE (E£&

2t 7H5: SUSE Liberty Linux, CentOS, Oracle Linux S)0lA 2% AF238HH EPELS| Salt

I§7|X|7} MX|=|H, of7|0fl= SUSE Manager M& Salt IH7|XI0A HSEE L8 7|50|

S2EEIL|C}, 0|= SUSEZ} Ol Salt IHF|X|7} ZEEl HEAEZ 2|ZX|EZE MAMSOZ
o 2ot At L|Ch. w2t 0] AlLtE| 2= X[ E|X| gF&LCt.

EPEL 2|ZX|E2|E 2delelof 5h= Z<2 O|2| EPELOIA Salt IH7|X|S ZE{ZISHOF SL|THO:
ATES|of> 22| > M'E > EPEL > T§Z|X|0i| A Salt THZ | X| | A).

28.7. FQDNS X} H|gtd st 2H| s Z

FQDNS grain A|AHI0] A= ._ =5 2 Al
I E[X|2F DNS 2H0| R THE Z2 O B2 AZ0| 22F £ JAELICL o™ 22 220|HE

E|ALL ZESE XY = ASLIT
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ME =
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LEES AE3l S2H0IAETL R SH LE{THE 2/ 10| FQDNS MH|AE HMSE = AELICH

o O|F Salt 2E2t0|HEN|2F HEEL|CL £[Z0f| Salt 22I0|AEE SEJUCHH FQDNS grainO|
7|22 HIZYete|o] AELICE

SUSE Manager MH2| HE TE X EO|M CHZ HE S A3 FQDNS grain2 H|gdatefL|Ct,

salt '*' state.sls util.mgr_disable_fqdns_grain

O] BHS HASHH 2} Z2H0[AET MAIZE|D MEIL K2|310F Shi= Salt O|HIEES H-dBfLIC. 220U ES| 47+
Ui 2 Z2 ol Ch3ah 20| X RE2 HHES e +~ ASLIC

salt --batch-size 50 '*' state.sls util.mgr_disable_fqdns_grain

HiX| BHo| MM S etee wintx| Z|CHELICE Ctrl + ( 2 Z2MAE AEHESIX| OHYA|2.
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° AEXF HO| DS AfN|SHE ghHof| CHE kM| LH22 Administration > Custom-channelsOf|A 21 4
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AN = .
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1. spacewalk-data-fsck S AF235I0{ Z= H|O|E{H[0|A & =S LIFeL|Ct.

2. spacewalk-data-fsck --remove &S AL25I0] AK|EL|Ct,
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2b9] 71 57|31 AjZH ER| 812
WebUIOA £ HHIE EE= A|AR MHof CHst API S22 Sof| M8iz|= HE Absto]| w2t SUSE Manager A1H101|A1
SUSE Manager ZEA| A|ARICZ THUS MESHI| /A= cobbler sync B0 g &~ JUEL|Ct 0| 2l

Cobbler= /etc/cobbler/settings0l XIHEl TEA| S22 AL TILICE

27| & cobbler sync= HAE AL 2| 20f FIHE DiL R S7|ok0h= A

k=)
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CH4l, cobbler syncE A&stH [srv/tftpboot C|2IE2|E /etc/cobbler/settingsOll L E ZE X|™HE TEAZ
MA| S7|3FetL|C EEsh 2 A|AE ZE9] WAN S CH7| A|ZH| Qs M = Feks ghsL|Ct,

/var/log/cobbler/2| 20| 2}, 7|2t TENAE 2tE5H= O Aot A|ZHo] A3 £~ QJSLICE
ol =01, CH30l| AlZFE:

Thu Jun 3 14:47:35 2021 - DEBUG | running python triggers from
/var/1lib/cobbler/triggers/task/sync/pre/*
Thu Jun 3 14:47:35 2021 - DEBUG | running shell triggers from
/var/lib/cobbler/triggers/task/sync/pre/*

NS S=E:

Thu Jun 3 15:18:49 2021 - DEBUG | running shell triggers from
/var/1lib/cobbler/triggers/task/sync/post/*
Thu Jun 3 15:18:49 2021 - DEBUG | shell triggers finished successfully
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* /etc/cobbler/settings0ll U= TEA|J} HIZHDLE|/ISLICE OFX| 9™, SUSE Manager2(=) ZEA 0
ZHEE 7|& 7|3ttt

f#iproxies:
# - "sumaproxy.sumaproxy.test"
# - "sumaproxy2.sumaproxy.test"

Mk MR 5713 S5 B4
1. SUSE Manager % 2t& A|AH] 7k0| TCP E2iTl H IS It ZLCt.

O SUSE Manager MH{0f|A:

tepdump -i ethX -s 200 host <ip-address-of-susemanagerproxy> and not ssh

© SUSE Manager T A|0]|A:

tepdump -i ethX -s 200 host <ip-address-of-susemanager> and not ssh

O 3 EM2 M0l 323200712 THF|X| 27|aF AHElL|CE,
© SUSE ManagerZt T2 A|2to| EA0f| AF3SH= 2} | EQ| 3 QIE{m| 0| A0)| LS ethXS Z=FBILICH,
O OpEL, o O|& Ih7|X| £Z F0|7| 9I8H ssh SAI0] K=/ X| et&LICt,
2. cobbler syncS A|ZfEiL|CE,
O E7/3t2 ZH A#st2{H, Cobbler json A IS HA AKXt = cobbler syncS A#stLCt
rm /var/lib/cobbler/pxe_cache.json
cobbler sync
3. cobbler sync7t 22 =M TCPdumpE X &LICt.
4. WiresharkE Ar235t0 TCPdumpE €11 87| > th2t2 0| Sste] E 7t 242 Wihx| 7| CHELIC,
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28.11. HI%“& SC0|HE EX| HE

2t0[AEE pingdto] HZE RS =teletL|C 24A[Zt 0|4 Taskomatic A2 2!0]
.I

Taskomatic 22 FI|XC 2 2

OEHFXI o= %EFOI?J = H|ZM MEfZ ZEFEILICEH Web UIOA HIZ M SEI0|HE S53 H2{H A|AH > AJAH
£ HIgHo =2 o|SELC}

ZCI0|HE = o] 0| R Z H|ZHM3tE o JAELICE

o 22t0|AET} SUSE Manager A{H|AO|| CHEH X2 0| 204 =[X| §RUELICE

° HTTPS (&S 5183tX| b= WatHo| S0 22t0|AE T} X[ CL

o SCO|AUETER FHE TEA|Q S0l ¢|X[SfLICE

o Z2{0|HET} CHE SUSE Manager At 2t 41 S0|7Lt HEHO| HR 2 HE|}SLICE
o Z20|HE7} SUSE Manager M2t 41 =~ Q= WEY 30| Si&LICH

o HI5tH0| 22t0| A E2t SUSE Manager AH 7Ho| E{T S K&t SIL|Ct,

e TaskomaticO| 22 2 ME|}ELICE

MEH 29| 22t0|HE HZ| Cigh XtM|sH LHE2 Client-configuration » Contact-methods-intro0i A 2Holg 4
AELIC
TE Mo ofgt XMIsE W2 installation-and-upgrade:network-requirements.pdfoilA] =olgh %

2ot 2| sl Zofl chet XEMISt L2 2 Administration > Troubleshooting0il A &tQlst 4= Q& LT,

28.12. MH 2t S 7|3} -.'?_-Iil oiZ

MH 2t S71|=t= FHAIE AHE5H0] ISS DFAE] 3! £2{|0|2E Z2[gtL(Ct of2{et FHAI0M = 2R E =8 ddst=

HI7b 2lst7] eELIT of 32 FHAI7F TS| BRE EFS AHEst 7| WEN HIE siZst= HELZ

HH0|Et 1.5-01IE H'|17f LY = UASFLICH 1SS2| A HECZ HI20| =X, TS| EX7F LdstH ZE
I-

Aotz 01 &=F0| 2= X7 = 0fof L|Ct.

Al RFE CHdet 279t e
k- Be s

/var/cache/rhn/satsync/*0|A satellite-sync FHAIE H|AHstn ST
CHA| AEBtL|Ct,

o
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Hu

M satellite-syncE

ISS OFAE] 3L ISS £2[0| 20l M FHAIE AA[SH0] O] Z2HIE SHEY = AL Z 7|7t HSHL 2 b= EL|L,.

(1 ) Mt ZE 0|1 Li5L0| Aoi| M| ASH2{H ZiE|0|Lf ZAE0H| M mgrctl terme A3t Ct,

2L 1SS M 27 SH&E
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1. ISSOrAE|S| B TE T EO|M RE HotQ = OAE 0] TRt FHA| THY S AFHIRLICE
rm -rf /var/cache/rhn/xml-*

2. MH|AZS THA|ZFtL| T,
rcapache? restart

3. ISSOIAES HE TEXENAM RE HTIOZ £2{|0|=20i CHEH FHA| IHY S AFH|RELICE
rm -rf /var/cache/rhn/satsync/*

4. MH|AE THA|ZFEfL|C

rcapache? restart
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LR O REAEM AIZE= ZRE /X0 2Z S Ao chet 3 E MEetL|Ct 2 23t zypperZt 22 L& Xt
AAZMoi| CHoll AME 4 el= QRE HFEILICL [etc/ssl/certs/ CIFEZ|E &QI5t] =2Z UZXt IS Mof| Chst
YAt SHIZA| MY A=K 2Qle = JASLICE 0|28t ZH| 7t LWStH zypperZt SHIZAH| XS5 E FEAEH
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712X 02 SUSE Manager Web UIO| M= AF2XL7L 30 £ =0f ChA| 23218t o BhL|CH A w2t 2391 A|ZH st

US 2FY 5 ASLICH

22 ZH™5t2{™ rhn.conf & web.xml2 25 HAGOF BLICL. /etc/rhn/rhn.confO| M= 22 X T2 MA™st
web.xmlol|AM = 2 T2 2F2 H7-sHof gLt F 2f2 AlZte| 20| S8 Oof 2hL|Ct.

o2 E0, Mish A|ZF 22 o A2t 2 HASIHH rhn.confl| 212 3600%X £, web.xml2| Z}S 6022 2 MM TtL|CY,

Ex}: Web UL 2301 AlZH I 2 =X

1. Onthe container host, open a command line inside the server container:
mgrctl term
a. [etc/rhn/rhn.confE €11 MZ2 A|ZE XIS gf(X)S Eest S CHS 2telS FItstLt ME gL C

web.session_database lifetime = <Timeout Value_in_Seconds>

c. [etc/tomcat/web.xmlE 1 ME2 A|ZH Aot ZHE)2S TSt =Z CFS 2012 FItstAHLE HE ST
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<session-timeout>Timeout_Value_in_Minutes</session-timeout>

d. oS XMEet = &L

njo

2. On the container host, restart the server to enforce the new configuration:

systemctl restart uyuni-server.service

HOt MY EME Qol| 2152 &Mstst, AFEXL 0|20t HIUHSE HMO|Pt =, Jetc/rhn/rhn.confO|A SSL EE=
STARTLSE &MstetL|Ct

java.smtp_server = string (default: localhost)
java.smtp_port = integer (default: 25)
java.smtp_auth = true/false (default: false)
java.smtp_ssl = true/false (default: false)
java.smtp_starttls = true/false (default: false)
java.smtp_user = string (default: null)
java.smtp_pass = string (default: null)

SMTP MH S419] HE A2t H|EtS 52|21H [etc/rhn/rhn.conf0i|A Ct2 T2t0[HE AHE + ASLICH

java.smtp_timeout = integer (default: 5000)
java.smtp_connection_timeout = integer (default: 5000)
java.smtp_write_timeout = integer (default: 5000)

28.16. Mass Machine _id Duplication
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If you try to register two machine where one is the clone of the other, you probably want SUSE Manager
to register them as two separate clients. However, if the machine ID in both the original client and the
clone is the same, SUSE Manager registers both clients as one system, and the data is overwritten one
the second machine is registered.

This can be resolved by changing the machine ID of the clone, so that SUSE Manager recognizes them as
two different clients. For more information and instructions on how to change machine ID, see

Administration > Troubleshooting.
However, in some situations, it is neither feasible nor practical to change the machine ID on all systems,

as this could disrupt other applications that depend on the existing machine IDs. In those cases, a option
is available where a fake machine ID is generated to be used in the context of SUSE Manager.
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Procedure: Generating machine ID for SUSE Manager at registration time

1. Create a Bootstrap script (skip this step if you already have it) For

more information, see Client-configuration > Registration-
bootstrap.

2. Open the file and change the parameter:

GENERATE_OWN_MACHINEID=1

3. Start using your bootstrap strict, and machine ID will not collide
anymore.

28.17. noexecE A%t /tmp OI2E 2H| sl &

Salt= 220|¢E ot AI*E“°I [tmpOil N 2H HHS M3MSHL|CH J2{2Z noexec SMOE [tmp=S O ESHA|
OfOlOF BfLICE O] 2XIE i ZSt7| fI8t CIE HH S poexec SM0| MAE|X| ke ClHEZ|ZE 712|7|E2 Salt MH|A

X|HEl TMPDIR &Z E#E Al ClEEzZ| A2 E MHolst= AYLICt E20|HEMN Salt HES AH8St= B2
systemd E&¢! M It /etc/systemd/system/venv-salt-minion.service.d/10-TMPDIR.confS AtE35t7{Lt
salt-minion2 AI25t= A0 = [etc/systemd/system/salt-minion.service.d/10-TMPDIR.confS AI2dt=
20| ZELICL EZQ! 74 oY LHE2| of:

[Service]
Environment=TMPDIR=/var/tmp

28.18. noexecE A28t /var/tmp OI2E 2X| s &

Salt SSHE /var/tmpE AtE3t0] Salt Bundle2 H{ZESt HEE PythonQZ Zz2I0|AENA Salt HHS
AHAHBILICE J2{E2 noexec SMCE [var/tmpE ORESIX| Qt0tof BiL|CH REAEYM T2 M| A= Salt SSHE
AtEsto| 22t0|HEN LESIZZ [var/tmpZt noexec SMOZ D2 EEl 22I0|HEE Web UIZ EEAEMS

AELICE

28.19. C|A3 27t B 2| A

AMEE £ e ClAS Z7He =Qlst = 0to| J2|0| M S ARSHIAIR. HEo| XFS THY AJAH0|A /var/spacewalk
2! /var/lib/pgsqlS A= Z10| EELIC

Ho| It AARE AHSt= ZR0= Jetc/fstab2 MESHL [var/lib/pgsql ot2l S ES MHSHYUAIR. MHE
HE LIS HE At S MBS,

L120|= ZH|ofl CHEt XhMlet FE = 0ro22f|o|M 21 A S &QISHYA|R. 21 MU 2 A 30|E I A|AR S
/var/log/rhn/migration.logdi| L &LICt.
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S HESIEH [etc/rhn/rhn.confdi| A CtZ 21 S FIHStALE HERILICE.

java.notifications_lifetime = 30

otz| O
A2l ;d

mjo
2

M3} L= H|2AS5H5IE{H fete/rhn/rhn.confOi| A CFS 2Q1S 2718t LE ML Ct,

java.notifications_type_disabled = OnboardingFailed,ChannelSyncFailed,\
ChannelSyncFinished,CreateBootstrapRepoFailed,StateApplyFailed,\
PaygAuthenticationUpdateFailed, EndOfLifePeriod,SubscriptionWarning

7|12 M 5l 14 §M2 usr/share/rhn/config-defaults/rhn_java.conf HlE& IIUS HESIMA|I2.
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2. SUSE Manager At{0f| 2318t Ct,
3. B2t > MF oAl > X X1 SHO = 0| SELICH
4. SUSE ManagerOll Cigt SUSE Xt4 ZH0| 0|0] Q=X| 2l gfL|C.
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7. MZ DX HF S=Z0 OES7t EAIZ[0{0F R LICH O CHE RMSME gt = ASLIC,
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UELICE O] HL Web UM T{7|X| UCIOIESE AMET = UX|T, SEO|AEE HAIEX] toH Z2t0[A
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S20[AEM IHF|X| 2 K Ml S22 &Hlst] W7 X7t &2l SEHRIX] = W Q= R=X] el etL|C.

o 2hEh X ZHE0)| M [etc/yum.confS 2015t exclude=S ZAMEHL|CE,

* SUSE Linux Enterprise %! openSUSEOI A zypper locks HE S AtEEtLICE.

28.23. ME O[HIER A} ME =4 SHE

Salt 220 E = A t{OICH machine_id graing SUSE Manager® MY &L|CE. SUSE Manager= 0| graing

[y

=
A3l 220[AETL SEEAEX (R E TEELICE O] ZZMAE TIHsHH 7] Salt 2=0| QLT 7
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O] ZZM|AT}C Rlgts| ZIZE|A| ot2{™ mgr_start_event_grains.sls =<0| Salt AE{S A2otH ElL|CE,

o ojHo| S=¢t Set0|HENZE MEFLICE £[Z20| Salt S20|HEE SFEYHH o 714
oj2tolE{7t 7|2 Mo 2 £ItE|0] AELICE

SUSE Manager M| HH TEITEO|M CtZ EHS ALE35l start_event_grains 71 =05 S4SEL|CL

salt '*' state.sls util.mgr_start_event_grains
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salt --batch-size 50 '*' state.sls mgr_start_event_grains

28.24. ZEA| HZ L FQDN 24X &

TEANE S8l HZE Z20|AHE I Web UI0f| EA|E|X|TH ZEAS S| HEEUSS HAISHX ‘EOE 7t AELICH
HZof| MM =2l O|S(FQDN)S AM2StX| @1 EEA|7t SUSE Managerdl| Z2{X[X| g2 & | 2{st 2|7}
l:éI'AH'é'I' A 0|A|__||:|.

o= T MH-d .

Ol2{et S22 WHSHH LIt 20| TEA|2| S240[AUE 74 DU M 7t FQDNE grain2 2 X|F5HYAIL.

grains:
susemanager :
custom_fqdns:
- name.one
- name.two
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2. Resolving Duplicate Machine IDs

a. Fordistributions that support systemd:

.. If your machines have the same machine ID, as root, delete the
files on each duplicated client and re-create it:

rm /etc/machine-id

rm /var/lib/dbus/machine-id

rm /var/1ib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure
systemd-machine-id-setup

ii. If the cloned machine also has a folder in jvar/log/journal/ it needs
to be renamed accordingly to the new machine ID. If names do
not match, journalctt could not retrieve any log and podman logs
would not show anything.

mv /var/log/journal/* /var/log/journal/$(cat /etc/machine-id)

b. For distributions that do not support systemd:

I. As root, generate a machine ID from dbus:

rm /var/lib/dbus/machine-id
rm /var/1ib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure

If you are cloning a Red Hat Enterprise Linux 8.10

server that will later be liberated to SUSE Liberty

Linux, you must perform extra steps to fix the kernel
o configuration files.

Red Hat Enterprise Linux uses the machine ID to
generate kernel entries in /boot/loader/entries. Not
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performing these steps will result in a mix of old and
new kernel entries after the liberation, as SUSE Liberty
Linux kernels will create new entries instead of
replacing the old ones.

After changing the machine ID and before liberating,
run:

sudo rm -rf /boot/loader/entries/

sudo for ver in $(rpm -q kernel --qf '%{VERSION}-
%{RELEASE}.%{ARCH}\n"); do echo "Reinstalling kernel
$ver..."; sudo kernel-install add $ver /lib/modules/$ver;
done

sudo grub2-mkconfig -o /boot/efi/EFI/redhat/grub.cfg

For more information and example on liberating
Red Hat Enterprise Linux 8.10 server, see Common-

workflows > Workflow-liberate-rhel-with-
secureboot.

3. Reconfiguring Salt Clients

a. If your clients still have the same Salt client ID, delete the minion_id
file on each client (FQDN is used when it is regenerated on client
restart).

I. For Salt Minion clients:

rm /etc/salt/minion_id
rm -rf /etc/salt/pki

ii. SaltH= 22t0[AES| AL LiZat ZELCt.

rm /etc/venv-salt-minion/minion_id
rm -rf /etc/venv-salt-minion/pki

b. Delete accepted keys from the onboarding page and the system
profile from SUSE Manager, and restart the client with.

I. For Salt Minion clients:

service salt-minion restart
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ii. SaltH= 2ct0[AES L L5t 2L},

service venv-salt-minion restart

C. %EfOI?JEE I:|'A| %EQLIEF. O|X'|| 7—|P %Efol‘?jEE *‘lE Ef% /etc/machine-
idS 7tX|H, na=sie H|O| X[ SHIEH| EA|=[0{0F BfL|C,

28.26. Remote root login on SL Micro

For enhanced security, new installations of SL Micro 6.1 and later do not allow password-based remote
root login anymore, which also affects server and proxy container hosts running on SL Micro and
managed SL Micro clients. Also SLE Micro 5.5 clients with password-based remote root login which will
when be migrated to 6.1/6.2 will suddenly lose this access and must be newly configured. For more
information, see SL Micro Release Notes 6.1 (https://www.suse.com/releasenotes/x86_64/SL-Micro/
6.1/index.html#jsc-SMO-405).

While deploying components of SUSE Manager such as a SUSE Manager Proxy, by default, password-

based remote root login is required. You can enable password-based remote root login with the
following steps.

Procedure: Enable SSH root login with a password on SL Micro

1. On the container host, start a transactional shell:
transactional-update shell
a. In Jusr/etc/ssh/sshd_config file, set:
PermitRootLogin yes

b. Leave the shell with exit to save the new configuration.

2. Reboot the container host to activate the new configuartion:
transactional-update reboot

transactional-update0|| CHEH XiMISH LHE2 https://documentation.suse.com/sle-micro/6.1/html/
Micro-transactional-updates/of| A gtQlgt & U&L|Ct.
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rm /var/cache/salt/master/thin/version
rm /var/cache/salt/master/thin/thin.tgz

28.28. =H| sl Z Web Ul0[A S=0| 2015t31 277t
EAIE[x] 22

Web UI0IlM 2] 27| SEE ?I8 & Salt 22I0|E= Salt SSHE A LT
712MQ 2 Salt SSH 22t0[AE = MH{0l| 2 7 E CHA| 2 08HX| eAELICE

J2{Lt Salt SSH 22I0|HE = LB E AALE 4 U= [var/log/salt-ssh.logdll 238 2Z 2 X ZhetL|C},

28.29. 2X| sllZ Red Hat CDN #l'd 9! C}= QIS M

Red Hat ZAHIE XS WESLIS(CDN) X222 Z<0 w2t ofq QB ME HSSHKIZH SUSE Manager Web Ul= gt
7Hel oIZ Mot I ESH 4 QIELICH CDNO| SUSE Manager Web UIOIAf 211 QU= QIS A{Qt CHE QIS M E M Sdt=
A2, 37t SHIEHEHE K= ZALo| Hoista 2| ZX|E2|of CHet HMATE AR ELICH fAEE 2F HAX[=

[error]
Repository '<repo_name>' is invalid.
<repo.pem> Valid metadata not found at specified URL
History:
- [|] Error trying to read from '<repo.pem>'
- Permission to access '<repo.pem>' denied.
Please check if the URIs defined for this repository are pointing to a valid repository.
Skipping repository '<repo_nam' because of the above error.
Could not refresh the repositories because of errors.
HH:MM:SS RepoMDError: Cannot access repository. Maybe repository GPG keys are not imported

O] EME ciZstz{H frst &2
CIA| IEBIAIA| Q.

rin

QIZME THY .pem OtUZE st = SUSE ManagerOf| Al AFESIEE QABME

Ak} 6§21 Red Hat CDN 215 XM off
1. Red Hat Z2:2l0[9IES] HH %EEOM, ZE Aoz oA rh-cert.pem IO

I
Jetc/pki/entitlement/0| A 2 E Sl QIS ME SRBfLICE,

cat 866705146090697087.pem 3539668047766796506.pem redhat-entitlement- authority.pem
> rh-cert.pem

2. Ht rh-key. pem I 9| /etc/pki/entitlement/0AM 2= &Xl 7|2 & 2fLICE.
cat 866705146090697087-key.pem 3539668047766796506-key.pem > rh-key.pem

b

mo}
1+

Client-configuration > Clients-rh-cdn?| X|&0i| 2t O[H| A 2IZME SUSE Manager MHZ I
UAELICH
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28.30. SUSE Manager A 0|2 HA 2X| s Z

SUSE Manager A2 SAE 0|52 2ZHZ HASIH SUSE Manager HX|7t MCHE =S 6HX| b&L|CH fListH
Cl|O[E{H| O] A0 M tHAALEO| MEE[X| 2Ot HA ALEt0| S2I0|AE TEA|Z TOLE K| 287| tiZ LTt

AMH 0|5 HE
SUSE Manager A2l SAE OI%% HZ{of St= H2 spacewalk-hostname-rename AT EE ALE5}H0]

HEY = UASLICE 0] A3IEEE= PostgreSQL Ci|O[E{H[o]A2] A7 3l SUSE Managere| W& FZE
YO0 ERfLICE

Mt 74
spacewalk-hostname-rename 232 E = spacewalk-utils I7|X| 2| L IL|C},

The only mandatory parameter for the script is the new fully qualified domain name of the SUSE
Manager Server.

EX}: SUSE Manager AM{H 0|5 HA

1. DNS AHolM 221 3 §IZOR AIAH £Z0IM Aol HEYT MBS WAL AW 0[S ol I3t
TN MEE MIeoF WL HEYD MF WS 12 AAHO| 0SS WA ol SUN YWAlo=

SYELL,

2. MUIERIR FEE A8t =2 E 0|50

I'E

BE|}=X| 2elste{™ SUSE Manager AHE M ESLICE

3. On the container host, from the command line, execute the following command to update the
settings of the server:

mgrctl exec -ti -- spacewalk-hostname-rename <NEW-FQDN>

Be aware that this script refreshes the pillar data for all Salt clients: the time it takes to run depends
on the number of registered clients.

In case third party SSL certificates are used on the SUSE Manager server, the server certificate and key
need to be recreated with the new FQDN.

Procedure: Renaming SUSE Manager Server with third party certificates

1. Copy the root certification authority certificate, the new server certificate and key to the SUSE
Manager Server host.

2. Copy them to a temporary folder in the container using mgrctl cp.

3. Run spacewalk-hostname-rename with parameters to deploy the new certificate.

mgrctl exec mkdir /tmp/ssl

mgrctl cp ca.crt server:/tmp/ssl/ca.crt

mgrctl cp srv.crt server:/tmp/ssl/srv.crt

mgrctl cp srv.key server:/tmp/ssl/srv.key

mgrctl exec -ti -- spacewalk-hostname-rename <NEW-FQDN> --ssl-ca-cert=/tmp/ssl/ca.crt
--ssl-server-cert=/tmp/ssl/srv.crt and --ssl-server-key=/tmp/ssl/srv.key

mgrctl exec rm -r /tmp/ssl
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LESS
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HAf: 2H 2| S2Ho|HE * 2
1. BE Z22l0|HEQ] Salt 22t0|AHE 714 mAUGA A Salt OFAE(SUSE Manager At)2| 0|52 X|FEfLICE
ot 0|22 [etc/venv-salt-minion/minion.d/susemanager.conf L= Salt HES AI2SHX| s ELR

/etc/salt-minion/minion.d/susemanager.conf2L|C}.
master: <new_hostname>
2. B E Z2t0|HE|A Salt MH|AE CHA| A|ZFEFLICE CHS & SHLEE A EiL|CE

systemctl restart venv-salt-minion

CC

L= Salt HES AESH| = ZR0I= LSS 2dLIch

rr

systemctl restart salt-minion

High StateE X g%l E2I0|HE AZ
OHX|2tO 2 SAE 0|22 Salt 22t0|HE A0f| 2bX 8| Mutsta{H highstateS HEBILICE highstateS X &3tH
2| ZX|E2| URLS| SAE 0|20| ¥o|o|EEIL|LCt.

TEM x4

LE ZEAES CHA| FE0liof ZLICH A M QIS A2t 7|1S ZEA0 ZALHOF BLICEH XEAISH LIE2 Installation-

— —=

and-upgrade > Install-proxy0i| A £tQI8t 4= QI&L|CE,

OEAE Sl PXE REE ME3H= 32 TEA|2 714 HF S =2olslof ghL|Ct. Z4H|0| LSt X|
k2 SUSE Manager ZEA| 432 Sdll PXE 2EE A5t E 2, tftpsyncE M4l o}
'c‘>'|-|__||:_|-

=

o ZEol] SAEONM CHS

o
nx
o
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i
o

mgrctl exec -ti -- configure-tftpsync.sh

28.31. =X| oHZ& RPC & A|Zt m|gt

HEI £t L2[7ALt HIERS 237t Ch2E(0f RPC HZO| AlZE Higtol| =2 —’.‘— A LICL ofof w2t 7| X|

CHR22E e HiX| 20| SEE[ZLE o 20t @2 ZEL|Th 7148 TS E’éﬁfm HZO 222 5 A= Z(oh
AlZte =g £ JAFLICL o S il HERZ X7 SHEE=X= 2 I ZIZN2=E SHEX &2

A{SHA| ElL|Ct.
Hx}: RPC HZ AlZH H[S 2!
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1. SUSE Manager AHHO|| A /etc/rhn/rhn.conf THY S €10 X|C A|ZH RIS ZH(ZX)S AT CE
server.timeout =‘number’

2. SUSE Manager ZZA[0f| A Jetc/rhn/rhn.conf TS &1 X|cH A|ZH A|St gh(ZX)S AFEL|CE
proxy.timeout =‘number*

3. zypperE AF83dt= SUSE Linux Enterprise Server 22t0|HEO0||A [etc/zypp/zypp.conf IS F11 £|CH
INFARN IR ESE=R=FsiS]u

## Valid values: [0,3600]
##t Default value: 180
download.transfer_timeout = 180

4. yums Ar23%h= Red Hat Enterprise Linux 22t0|2EO0|A Jetc/yum.conf ItUS S0 XCi A2 Het

timeout =‘number®

(i ) RPC AlZt ®IehS 180 = D2t = F|otstH, 2t s| Fa&{el 20| SEHE /ol ASLICE

28.32. Iil ol Z Ct2 X DNS 2FH 2= HA|E Salt
S20|AUE

Salt 2=0[AETL A Sl ZR0 = W7 [X| M=Z 08 £= HE e S2| 20
HEA[ELCE,

>
p=)
Hu
H
>
m
=
_|j|_

0|0
=
>
Ral
N

MinionO| & SX|=|7Lt HET 4= ISLIC.

0| 2R 2] UHS HE HHA L. LHE HEYL = A= FR HRE DNS 70| ZH|Qf #lY 4= AFLICH.

(1) At ZE 0|1 LiELO| Mof| o4 M| ASt2{H 24Ei|0|Lf SAE0| M mgrctl termE A% Ct,
Salt 2210|Q1EJ} ChA| AIZtE|ZLE O2i|ol0] ME TMX|= F2, Z20|¢ELE FQDN 1ailolg Alakstn 22jolo|
TS m7hK| SESIX| SALICH SUSE Manager AH{OfA] olorsl telo] AN 1 SUSE Manager Mi{=

S20[AUEE HY2Z test.pings ATt = X HYS I S20|UET HNHZ HHE[D AT EHHO|
EZAE £ AEX gelgiLct

= |

E=XHOZ SUSE Manager AH{i= test.ping B2 SES +4I517| 9/l 5= St t7|L|Ct 5% o|Lof SEO
FMEX| 4O S2f0|AETL L2 UL HEE =+ BILhE HAIXIE EAISHD 20| Aol == Y LT

ZHE 25t 220U E0A DNS 2QlS +=F5I0| FQDNE &lst= S¢F S20|AUET} 5x St HEX|
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oll:

mgrctl term
vim /etc/rhn/rhn.conf
java.salt_presence_ping_timeout = 6

O|=0f LS8 dAetLIct.

0| 2t2 B7IAI7|H SUSE Manager M7t O|L|10f| HZAE =~ @i7 LI SESHK| gb=X| o{F
o eholst= o AlZto] O @i AR 4 U282, SUSE Manager M7t FMitHo=z mmr
SESIX| gt&LCt.

28.33. A7|0 Y130l = Aol EX| ol &

27|0F @2324/0| Soj Anistet HlO|E{H|0| £ B Stol 2l JIEt 22 Spacewalk MHIA7E ARIEIX] ghgLICk RHAst
B0t 7l 'z-,tgou Ch3t $1E = 216|0|1] SAEO|M mgradm startS Ast0] sholst & QUBLICH
(1) At ZE 0|1 LiEO| Aoi| oYM ASH2{H ZEi|0|Lf ZAEO]|M mgrctl term AL Ct,

ZAEO|LAO| M 217 B =tels Mgt = AFLICE

=

systemctl status uyuni-check-database.service

CcC
-

rr

journalctl -u uyuni-check-database.service

28.34. EM| & S7I=}

S7|et= o2 0| R =2 Y & ASLICH HE EH|0l| chieh XtMet LHES 2teldte{H Ttg - S AdRLICh

[L

export URLGRABBER_DEBUG=DEBUG
spacewalk-repo-sync -c <channelname> <options> > /var/log/spacewalk-repo-sync-$(date +%F-
%R).log 2>&1

ZypperZt MAst 2= /var/log/zypper.logOl A = 2tolgh & QI&L|CE

GPG 7| 2%

SUSE Manager= EFAF GPG 7| € XS E ME|SHX| et&LICH THF|X| S7|2t7F MoistH Mzle 4~ gl= GPG
2 4 AELICE /var/log/rhn/reposyncE €1 Ct21 Z2 QFE Ao o|g{st A0 sfist=X| &tol
Its:
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['/usr/bin/spacewalk-repo-sync', '--channel', 'sle-12-sp1-ga-desktop-
nvidia-driver-x86_64"', '--type', 'yum', '--non-interactive']
RepoMDError: Cannot access repository. Maybe repository GPG keys are not imported

2HE sZsl2{H GPG 7|2 SUSE Manager2 YUZESHOF BILICL. GPG 7| YZEO| CHEH XtMSH LS
Administration > Repo-metadata0f| A &olgt & QU &L|C},

spacewalk-repo-sync0lA| GPG 7| XA
spacewalk-repo-syncE AH25}0] 2| XX|E2|& GPG 7|1E +3CE YEEZ 0| 7|7t O O A HRStX| b2

BR(Ml: 717t 2LEIJAAL HIAE SHO 20 AEEl H2), spacewalk-repo-syncOfl A AHE3t= zypper RPM
CllOE{H|O| A0 M HMAHE 4= AELICE 0| 2ISH AHR Y = U= BH2 L3t Z2ELICH

rpm --dbpath=/var/1lib/spacewalk/reposync/root/var/1lib/rpm/ -e gpg-pubkey-*

07|M gpg-pubkey-*= ®7{& GPG 7|2| 0| S LICt.

GPG 7| 44l
GPG 7|E A I5t2{H WX 0| 7|E HAS = M 7| Hg5t0] YEEFILICE

M3 =€

H3Mo| Miufst AL Jvar/log/rhn/reposync/*.log 21 TtU0]| CtS1t 242 QLTI EA|E 4= ASLICL

Repo Sync Errors: (50, u'checksums did not match
3262904c2fbd7a0e20033c87fc84ebbabb24d937 vs
afd8c60d7908b2bAe2d95ad0b333920aea9892eb’, 'Invalid information uploaded
to the server')

The package microcode_ct1-1.17-102.57.62.1.x86_64 which is referenced by
patch microcode_ct1-8413 was not found in the database. This patch has
been skipped.

Ol R = -YSHE MBI B TEITENM 7|2t HASIH s & 7Is LIt
spacewalk-repo-sync --channel <channelname> -Y

O SN2 2HZ AIEl H3 0| ob! S71<t Tol| 2| EX|E2| Cf|0[E & &l etL|Ct.

=

CHRELE A[7H0| CHE @72t A x1tst= 220l siEhgtL|Ct.
28, 'E0| HF ELCt, A2 300X LHo| M&E XT 1000HI0|E O]9t
0| == /etc/rhn/rhn.confoll X reposync_timeout 2! reposync_minrate 714 Zt2 X|Hsto] 2 %=
JAELICL. 7|2Xo=Z 300k &9 X% 1000H0|E 0O|Pt0] HAEH CIRE=JF SCHEILCH
reposync_minrate= X% HIO|E =2 T35l reposync_timeout2 Z CH7| A|ZHE)S ZHE 4 QI&LICH
Manually Trusting the Key During reposync

It is possible that in some cases when reposync is run, you may need to accept the GPG key
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manually. For example:

# spacewalk-repo-sync -c nvidia-compute-sle-15-x86_64-we-sp3
17:07:4@ e ————————————————

17:07:40 | Channel: nvidia-compute-sle-15-x86_64-we-sp3
17:07:4@ e ——_——

17:07:40 Sync of channel started.

AE N 2| ZX|EE| = IIX] MY 7l

2| XX E2: nvidia-compute-sle-15-x86_64-we-sp3
7| XI2: 610C 7B14 E068 A878 070D A4E9 9CDO A493 D42D 0685
7| O|E: cudatools <cudatools@nvidia.com>
7| ¢1n2|E: RSA 4096
7| Mo AlZh: Thu Apr 14 16:04:01 2022
9' Dn_l'ﬁ: (DI‘E u)u:n
Rpm O|&: gpg-pubkey-d42d0685-62589a51
0 OojE MEZS Edff £AX= HO|H MY = HZAO| EHMSHK| AJASS el
USLICE.
MOl gLt HREUAL & & gl MTO| Ui HIOES 221501 AIAT Ay0| wuys
T UCH,
oE = USLICE.

: GP AEELICH 7| O|F0| o|ZF5IX| OHHAIL.
MIE 7[9 Tle| Rt etadstX| QLA 2| EX|EE2| MISXAoAH 22dtAHLt e BAOIES
2
o

oS X ZAH= Al ol GPG 7|9 X2 HOF= ¢ HO|X|E HZEL|CE,
7|1E HESIARSLITE, °e X0z Alz/stA |7"*|-|77} OFL|DH HAF AIZ|BEAIASLITE? [r/t/a/?]

28.35. 28| s Z Taskomatic

2|ZX|E2| HEHHOH MYd2 Hlud FHofHel TZAHAO0|22 TaskomaticE 2=ot{H R 20| ZE =+
USLIL}. £, TaskomaticO| SSotH 2| Z X[ E2| HIEHHO|E Md-go| SEE 4 AFLICH

(1) M ZIE]0|Lf LY 52| Aof| K| ASHEIH ZIE|0|L] SAE 0| M mgrctl termS A#3LICE
TaskomaticO| GiZs| A% F0|7{Lt TEMATH ZE3H 22 T7|X| ACI0IE7H Web UIOIA ALSE 4 QL 24K

2 o+ AX, S20|AEN= HAIZX] F2H S20|HE UC0[E A=7t HufgfLItt. O] E<L zypper ref
HIHOM EAE = Q7= LS Z2ELIC

XEE URLOIM =t MEIHOIHE &S + €

0jo

0|2 £H3l2{™ TaskomaticO| G{H3| 2|ZLX|E2| HIEIC|OIEE MMst=
stolstL|Ct, 22t0|HE HO|0|EJt SHIEA SHE=2 HIEIHO|E MAMMo| 2tz E uh7tx| 7|Ch2[Hu
Taskomatic2 HA|ZFRfLICE,

ZOIX| EE= X=0| ghist

Hx}: Taskomatic 24| ol
1. SUSE Manager AHHO|A /var/log/rhn/rhn_taskomatic_daemon.log It S olsto MIEIH|O|E] XA M
T2 MNAT}OFE] Mall FZOIX| EE= ZS0| YR =X =olgtL|Ct.

2. taskomatic2 KA|ZFEL|CE

service taskomatic restart
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3. Taskomatic 23 mUOA Ot 22 o= 2t 8 &
AlsE A Ol AL |}
=22 T M- .

Blolg %o HIEFHIO|E] AAAT B MM

rr

<YYYY-DD-MM> <HH:MM:SS>,174 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Generating new repository
metadata for channel 'cloned-2018-q1-sles12-sp3-updates-x86_64"'(sha256) 550 packages,
140 errata

<YYYY-DD-MM> <HH:MM:SS>,704 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Repository metadata
generation for 'cloned-2018-q1-sles12-sp3-updates-x86_64"' finished in 4 seconds

28.36. Web Ul 2E A1 ZX]| sl| &

7t& Oto| 12|08 =0i Web U7t 2ZEE|X| §42 4= ASLICL O EMl= M A|ARS SAE 0| R IP FATL7|E
AAEID St A2 =2 HatQx| FjAl0| o8l erAistL|Ct, o|2{st ZE2o= °E' HEIRX oM 230| Ldle
AFLICH

HAIE X210 HO|X|E CHA| 2ESHH O] EX|7F sHZELICH tHRES HatXollME Ctrl + F5 & =2 0| EXE
= A SHZE 4= ASLICE

179% | ®A| 185% 28.36.Web Ul 2& A1 2| 81{Z | SUSE Manager 5.0



Chapter 29. GNU Free Documentation
License

Copyright © 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with
or without modifying it, either commercially or noncommercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms that
the software does. But this License is not limited to software manuals; it can be used for any textual
work, regardless of subject matter or whether it is published as a printed book. We recommend this
License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated
herein. The "Document", below, refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in a
way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either
copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document’s overall
subject (or to related matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not explain any
mathematics.) The relationship could be a matter of historical connection with the subject or with
related matters, or of legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The
Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
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then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or
(for drawings) some widely available drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input to text formatters. A copy made in an
otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not Transparent
if used for any substantial amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image
formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and
edited only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of
the work’s title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or
contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ stands for
a specific section name mentioned below, such as "Acknowledgements", "Dedications",
"Endorsements", or "History".) To "Preserve the Title" of such a section when you modify the Document
means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in this
License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.
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3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document’s license notice requires Cover Texts, you must enclose
the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these conditions, can
be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opaque copy, or state in or with each
Opaque copy a computer-network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy of the Document, free
of added material. If you use the latter option, you must take reasonably prudent steps, when you begin
distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an Opaque copy
(directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to give them a chance to provide you with an updated version of the
Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). You may use the same title as a previous version if the original publisher of that version
gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.
D. Preserve all the copyright notices of the Document.
E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the public permission to
use the Modified Version under the terms of this License, in the form shown in the Addendum
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below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document’s license notice.

H. Include an unaltered copy of this License.

l. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the
title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there is
no section Entitled "History" in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy
of the Document, and likewise the network locations given in the Document for previous versions it
was based on. These may be placed in the "History" section. You may omit a network location for a
work that was published at least four years before the Document itself, or if the original publisher of
the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor
acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles.
Section numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some or
all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version’s license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a
Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of Front-
Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one
entity. If the Document already includes a cover text for the same cover, previously added by you or by
arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their
names for publicity for or to assert or imply endorsement of any Modified Version.
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5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else a unique number. Make the
same adjustment to the section titles in the list of Invariant Sections in the license notice of the
combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single copy
that is included in the collection, provided that you follow the rules of this License for verbatim copying
of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this License
in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright
resulting from the compilation is not used to limit the legal rights of the compilation’s users beyond
what the individual works permit. When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document’s Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the
Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document
under the terms of section 4. Replacing Invariant Sections with translations requires special permission
from their copyright holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include a translation of this
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License, and all the license notices in the Document, and any Warranty Disclaimers, provided that you
also include the original English version of this License and the original versions of those notices and
disclaimers. In case of a disagreement between the translation and the original version of this License or
a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the
requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for
under this License. Any other attempt to copy, modify, sublicense or distribute the Document is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

ADDENDUM: How to use this License for your
documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU
Free Documentation License".
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