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Chapter 1. 121k

ERILLET ZMARN S N EENE P HRITHRE:

A RH BT EE MIRIE, LURRISEN BIRRHIE Highstate AR —A B X RERAFEF o
A ES RN AT RNEF R, RAATNREEFERE MR,

A LT S AR RIS B B IR A THORR

O ILUZEIOIRAMRISIRIESE, FIFHTHENTEE L MBESETT

* You can also perform remote commands on one or more of your clients.

©  Remote commands allows you to issue commands to individual clients, or to all clients that
match a search term.

1.1. ESHRE

You can apply recurring actions on individual clients, to a system group, or to all clients in an
organization.

SUSE Manager BRI T RIEREUERAES HIR/E:

* Highstate: #1T Highstate,
o HEMRE: HIT—HBEXKS. BEXKEHLIE SUSE Manager 1RIEIIAERE, AIUEAFE!
ENRERE,

BXEEEENFMEE, 155N Client-configuration > Configuration-management,

SiE: IEMINESHIRE

L. EREEMRENATENERE, FSMEIRE, BTENHEERRTHNER G, ARSMEIER
PERIEIETTR,

2 BEREEMRENATARASE, BSMIAR > RAH, EERNHKERRTHNA, ARSMIIER
PER(EIETTR,

3. BE [
4. MIBIESEBITHITIR IR ELREL,
5 A BRELHBET.
6. EEEE HRIERIRER:
O sEh BASNRRSENSHE. G, MBIEE 15, WESNEE 15 DHEETERE.
© §A: ®RESENNE. fE, MEIEFE 01:00, M7 SUSE Manager Server FI{ERTXEIEH 01:00
BT,

© 8F: wEREPEHMMZBPPHEE, UWEESENEERERITIRE
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© §A: EEA%HBEBMZERPMEE, LUEESBIEERERITIEE.
© BREXQuartzigx: EEFTFMMET, BWABEN Quartz ¥R, i1, BRSNS
EH7X02:15 B1TEE MR, Bl

01527 *7

7. AN MR R ONITH, MENEEN TETRRERH

8. W FBAESCREEEBRIE, BMAIBRSIIRPERRS, ARRE [REEN ] MRERSREFZHA
ERRPRES, MASREERESZH.

9. HF—1ERF, HEHRFMERSERELHRITINFHS, GRS [#iAl
10. B [ QIR BIERH ] RERE, AEEINERERHNTRYIX.

PREESIANARFHFERPIRRENREES TR SMIER > WAL > ESHHEE, BITER
ERTENMANFIEES TR

SUSE Manager BRI ANFMBARTHFIERFmSENREEE HiRE. SMIIEE > LR, TREEIE
AR, RAESMIRE > ESHIRMEETF,

1.2. ¥R{EHE

MREFENEFWAITZS NEFRE, ATUEIER—MEFRELURRERZINT.

RINBRT, REVFFRIERBEBLEILANITEF. ERERRAT, RFEFERKME, XAIgEERE
ZERHBRERRK. fIa, MREETEFRESS, ARAHE- 6, WEZMEEUTEIEKK,
HNESISMEHTT. NHRIGERERBIRFEETT, BERRIFE.

MNTFESEMAL, RIFEIERMREANT, BEFHTESIFEF. XAESTER

o LERRH,

BXEMEER, 55 Client-configuration > Clients-slemicro,
AILTEFrE R P in L ERIRIEE. 2 UESEERE. XRATRINFNLUTIRE:

° RATH ZEHS

° RGAT > RHRREST

° REKHT > KB > Highstate

° RGATH WP BEH FIt/ER
° REATH WP RHFEH> RE

° RGAT NP BF S AR

* REATH B> #T
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© RAETH RP> RiEEE
© RAATH RE
© MR 932
@ REEEAPTIR. BE WebUl FEBREE, CUFLIBIEMMEENARSHE
Fo
H1E: SUEFmR(FRE

1. £ SUSE Manager Web Ul 1, SAEIEETRIEEPHRITHE—MEE, FlHl, SMAZFHENRAH
T, ARRE [ RHEIRRESIF 1.

2. EFRFRMEIFE, AEERERIRERINEIRVRIFRE:
O MBXBEME— RO, B EFMBIBIEE,
O MBZREHBEE, BMIIRDEEE.
O MBLEEEIRIERE, BRBOIER—FHRIEN, BRAFIRIERENSTILOIEIZIR I,
3. WiAR(F. ZIRFARIEMATT, MELIEMBRIFHE, HAERSIBER—TMIALTARNES®R.
4. BERIBERMENEIERE, 7AREPRINEF B ERERIRIERMEIBIRIERERI R,
o ANTERfERE, SMEIBRERHE BIEREH MFIRPIEFIRFE.

6. BT RHEFEREIERBUEREFRHIURFINF, RHEGNSEFENHRATRFNE iR, 84 [
*REF ] UREENS.

7. RHHR(FHERIZTITRTE], AERE [FEHRH]. NREEFRT [RE] X [REHTH] OERTE
FoiE, BEFABERREFNEN.

o SNFRIRIEREPREMRERK, BRIFEFREFEL, BFABRITEMER.

AILLES SME BRERHD FRITHIREREERFETERHRF

=104\
ITFER S
IR S FEE Salt BTIEfEdr <.

EFEZ A, BEREENEFPHEITAEHTEFRMZERERAZNIAFEE, AXITHAREEERNFAE
&, 2N Client-configuration > Channels,

o WFEZEMAL, FERITEDFTIERMREBRIET. XrJERF=ERLR
fl, BXFMEE, 52 M Client-configuration > Clients-slemicro,

o EEEMLTEMEFIHLN [tmp BRE1TH. NARTEGSERRT, B720ER
o noexec EIEE [tmp, BXIFHEER, BEN Administration >
Troubleshooting,

o MIZIEBHSTIEBTHFEGSBERTFin L root BpH1T. AILUERBEREE
%%ﬂiﬂ’]%iftiﬁ =3 70 ﬁ%i{ 7_1?2537@_):%&5:'1 g 70
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Procedure: Running Remote Commands on Clients
1. Sfn% Salt» i=f2H<.
2. BENFRIN @ FSZA1, BABERHNGHL.

3. ABETAFRPN @ 522G, BAEEEELRESSHNEPin. AUEANRNEFIRHZER 1D,
WA LAEREETHEE — R IIE P iR(EN BT,

4. B [ BB EEEENBERNER, HEIACLR T EHRBAT,

5 B [BTHe | METEFmAHSL,
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Chapter 2. Ansible &R
Ansible @—FUtENEFIRRAAEETRE, GXFMER, 1FAR https://www.ansible.coms

SUSE Manager supports managing Ansible control nodes. For more information, see
administration:ansible-setup-control-node.pdf.

Currently, the supported version of Ansible is 2.9 (LTS) shipped in SUSE Linux Enterprise 15 Client Tools
channels. The supported OS version for the Ansible Control Node is SUSE Linux Enterprise Server 15 SP3,
or later. Ansible software is also available for SUSE Manager Proxy and SUSE Manager for Retail Branch
Server. For Control Nodes running operating systems other than SUSE Linux Enterprise, use Ansible
shipped together with your distribution.

&) .
2.1. ThaehA
SUSE Manager AIit RAEIEGIR(EH Ansible T8I T s ZIFHIHAEEFE:
o BEXHKE
o RULEIZ
° HITRIZ

BEER:

ok

o BREERE Ansible TRIHFEYIR, BXNARIESEMNFMAEE, BEEL
https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.htmlo

° RIARFHANINAERSR, BXBANFEMAEE, EER https://docs.ansible.com/ansible/
latest/playbook_guide/playbooks_intro.htmls,

2.2. BRMEAEE

To use Ansible features, you need to register the already existing Ansible Control Node to the SUSE
Manager Server. In the Web Ul, on the System Details > Properties page of the registered system, you
must enable the Ansible Control Node system type of the Add-on System Types list.

JEF3 Ansible IEHI T SR FLE G, BIE Highstate B0 ansible B ENETMERE RS L REZREE,
U KAE RG> Ansible 321 45805E Ansible Thag,

TR, TRSAT > Ansible > IEHRIT SR TIE LEEE Ansible BIABERMBERX 4RI, NFEREEZE, A
LUERTRAE Ansible 7BEERTZ /etc/ansible/hosts, X TFRIABR, FILUEREFMHERIZASHRIZHIT = ERIE
FAER. BAEBRPEE yml XEHEE yml XEHNFE R,

BXRINALEFIZE Ansible ITHITIRAE S, 1550 Administration > Ansible-setup-control-node,
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2.3. BHKRE

EXERKERRE, EoLIERA SUSE Manager iEEFHRZA.

i3T2: M Web UI 1£&EB
1. 72 SUSE Manager Web Ul #, SA1ZIRS4TS > Ansible > iF58

2. BERENBRERE, AEN TR EXHRITERNE,

2.4, BIZs &I
EXRIABRE, AIUERSKMAT > Ansible > BlZstimEm A IREIZR,

5FRNE—F, RINLIURFRRERFIT R EEMRIETT.

2.5. BRI AT

FILITE RG4S > Ansible > BIBRTIEFRLRHRIESHIT, EFEHRITHRIANG, ATUMRHIRISRITHEENE
PRETIEREPERERITHERNf. MREREREMAS, BEAEFHTRPEENIUANTSE. TH

RERIEZ T EEFRRETEXRBER, UNERABRPAMAINER, XEFRERFATHETRN

BEXFERT, XN ERERREZ.

ke, TR LUERRIZAHITE B S0EFR(FiE, &2, SUSE Manager STEIEHIT R ERBRIZAIEARIERR
7o AJLEREAT A LEERFLER.

2.6. 18 E Ansible I=§IH =

G E Ansible I£HI75 5, 157E SUSE Manager Web Ul FHUITLUTFH I,

EREFIHICEN Ansible FHIT R, BT ZAZLLZE Ansible BWHE. BF
» Ansible HRHEBNMRIERFENENE R REMEFEIRE. FIg0, £ SUSE Linux
Enterprise 15 SP6 & SP7 £, vl@:d RHAEREIRIREY Ansible,

Only for older SUSE Linux Enterprise 15 clients, Ansible is available through SLES 15 Client tools but
there it will be dropped in the future.

i37#2: 7€ SUSE Linux Enterprise 15 SP6 8% SP7 &4t Li& & Ansible &% =

1. £ SUSE Manager Web Ul #, SfiZIEE > REMS > Fm, RUEBEEEHELS TERABEIER
FrEE Python 3 #&3R[Y SUSE Linux Enterprise Server 15 SP6 x86_64 (S EShR7) o

2. ER% SUSE Linux Enterprise 15 SP6 (HESh4d) FF o

3. £ SUSE Manager Web Ul A, SMEIRFIHHNRL > BE@E. ERRE > REEE, HATFIRITE
SUSE Linux Enterprise Server 15 SP6 x86_64 (S{EShiZs) . RAZIRIERT] Python 3 iEHEHE,

4 EEREZEFIRNAT > B, EHMINRARBTIRPER Ansible iFRIT R, AREE [ EMEME L.

581277 [ $£18351 2.3. 7587 | SUSE Manager 5.0



SMBIE IR STIE, ERIRE » Highstate, A58 [ B Highstate |,
6. EEFBMHFET-EHRLK Highstate BIRKZS,

o SNERZEETE SUSE Linux Enterprise 15 SP4 5 SP5 & i L REEFMhR 48 Ansible, @&
= A Python 3 ##3R%,

R#HY Ansible IRANE A B ZIFEIRERIE Python AT S, MRZETRNARIA

o fEARIA Python RS, TEETTRIAEIFIRERBRIEREBIRIAITRY. NERRLLRE,
BFNEZEATFNER TALASET S LA Python, H7E Ansible ‘FREBEHIKEIE
##9 Python fRRE2%,

Bl Ansible 8%

Ansible £ TEZRKRIABZ BB M. BAKR 1 RIHBESMEERRFLIEZ—NEEX M.

iZF2: eI Ansible FEXH
1. SIBENHRFERMEIR Ansible BIEREEX M. Ansible ;5EHIERIAEEE )/ [etc/ansible/hosts,

SR 1. BRRG

client240.mgr.example
client241.mgr.example
client242.mgr.example
client243.mgr.example

[mygroup1]
client241.mgr.example
client242.mgr.example

[mygroup?]

client243.mgr.example.

[all:vars]

.0rg
.0rg
.0rg
.org ansible_ssh_private_key_file=/etc/ansible/some_ssh_key

.0rg
.0rg

org

ansible_ssh_private_key_file=/etc/ansible/my_ansible_private_key

2. 7£ SUSE Manager Web Ul 7Y Ansible i£IT£R, SMi% Ansible > IEHIT R, RERXGRINEIZES

TR,

3. ERIZBE R T, I Jusr/share/scap-security-guide/ansible FRMZFIMBIAERFEEF, AEESE [

*®%E I

4 TEFBRXHT, BENBREXMHUERNZFNEEXGFER, AREE [REF]

HIER 2. T

/etc/ansible/sles15
/etc/ansible/sles12
/etc/ansible/centos?

BEXEZRIATA, BEER
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5 Ansible TR EILEES

5 Ansible T3 R ITE(E
L. BUREETEBR-PHEMA SSH B,

ssh-keygen -f /etc/ansible/my_ansible_private_key
2. RERRY SSH Z$AEHIZE Ansible REE F ik, n~ffl:
ssh-copy-id -i /etc/ansible/my_ansible_private_key root@client240.mgr.example.org
3. W' FFR/RTE [etc/ansible/ansible.cfg A RRFA A ZRER
private_key_file = /etc/ansible/my_ansible_private_key
5% my_ansible_private_key B A BB ZHBIXHFIIN G B,
4. @ NIEHIT R BAITA T ap < RN Ansible BB IEEIETT:

ansible all -m ping
ansible mygroupl -m ping
ansible client240.mgr.example.org -m ping

MELALLEITERH. BXFMES, 1520 Administration > Ansible-compliance-as-code,

2.7. SFERMEES

KX R M T B XM Ansible BIZAIZITEMIERMIREERTRANER.
BXMEA bash HAETEMEEABEENFMAER, BEAEE,

R SCAP ZeisRNFE
BITER, ERETE Ansible iRHIT5:R £ R4 SCAP REIEHHRMH .

Ji2: R SCAP ReiEmRHa
L #&% BRPEET iR, ARREHRG RFEH» R,
2. ¥ scap-security-guide F REEBSLERAANNHEE. BXUHFERKER, BEENTE:

T 1. SCAP REIRENFEENR
R EEH HHORG

scap-security-guide openSUSE. SLES12. SLES15
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administration:openscap.pdf#remediation
administration:openscap.pdf#remediation
administration:openscap.pdf#remediation
administration:openscap.pdf#remediation

Biraam ZIFNRS

scap-security-guide-redhat CentOS 7. CentOS 8. Fedora. Oracle Linux
7. Oracle Linux
8. RHEL7. RHEL8. RHEL9. Red Hat
OpenStack Platform 10. Red Hat OpenStack
Platform 13. Red Hat Virtualization 4. Scientific

Linux
scap-security-guide-debian Debian 12
scap-security-guide-ubuntu Ubuntu 20.04. Ubuntu 22.04

{5 Ansible BlZs# {78 &S

TE— Ansible ITH T =, BXFMEE, 5SS M Administration > Ansible-setup-control-node,

U TR BUNAEER Ansible BIZIETEE £S5,

i3%2: £ Ansible BI4E1T18E
1. From the control node system menu select Ansible > Control Node.

2. In Add a Playbook directory field, enter the path to the OpenSCAP playbooks, for example:
/usr/share/scap-security-quide/ansible

3. Confirm with [ Save].

4. Navigate Go Ansible > Playbooks, expand the folder you just declared, and click a playbook, for
example:

sle15-playbook-stig.yml
5. BIB1TiZRIA, BEEEEFHIEREE, Hla0:
/etc/ansible/sles15

B [ BERH].

6. EHEHFRTF THEELRHIEHIIRES.
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Chapter 3. B{3185E 5%

SUSE Manager ¥ S AR FNIIIES E. NETARHENZIIEER (PAM) MERER (SSO).

3.1. EAHEAER (SSO) #HI1TH AL

SUSE Manager i@ J LR EABRITICIES (SAML) 2 MRSHFRRER (SSO)o

BRERE—MEMNRILIRE, ERTFAPER—ASHEIEARZIMNAERF. SAML 2—EET XML 915
, BTG MIIERIEANEIE. SAML S7RSREE (IdP) MRSRME (SP) RIS M ILIEFRIZNARS
, 540 SUSE Manager. SUSE Manager AF=Niwm, “ABRENABEHITERER.

SUSE Manager A8 SSO z#F:

* {#f SSO &ERo

o FEARSEME RS (SLO) MBS MARSIRME 2 ~UEHARSS (SLS) iE5H,
o FEBAM nameld 0%,

* EEER,

* {EMA AuthNRequest. LogoutRequest #1 LogoutResponses H#{THEZEZ,

* BRERERERSKS.

* BAREHRSHR.

° K% SP THUE (AIER) .

SUSE Manager B9 SSO Rz HF:

o BRRSIRME (IdP) B9 mikEMLI,

o WEAM™RM SAML 215 (FEFEEXMNEXY)
B X SSO BURFISSIEL, 155 Administration > Auth-methods-sso-example,

o MREMBINS D IIET AT RN ERER, NHFHHY SSO BHEIEGERT
Web Ul, mgr-sync 5% spacecmd F&E Fin TA{MARBEERRIASHBIIES .

SRR
TR ZAET, RESAEAXLESHEE —MINISHIRSRME. EEE IdP XAHIRENT A,
IdP AP 5 SUSE Manager FIF Z BIRIBRESTE SAML:Attribute H18E. HATE IdP HEE
o SAML:Attribute, FHEMATE SAML BHIGIEHIGEEi#E4S SUSE Manager. ZBMXMR
wgA “uvid” , HFEXTEEEREE5HMEM SUSE Manager AR, BIMERERR
ER2ZHitlE SUSE Manager.

FELUTIHRR:

881677 / $£1835T 3.1 EAPRESR (SSO) #HITEHIIE | SUSE Manager 5.0



o ERAEAEMRS (ACS): #% SAMLHB MR SRS REENSIENIRS. SUSE Manager #1 ACS BYiR

mE: https://server.example.com/rhn/manager/sso/acs

° BRUEHARSS  (SLS): M 1P AREEHIBERBIIER.  SUSE  Manager 1 SLS HiRRZE

. https://server.example.com/rhn/manager/sso/sls

o JTEURE: BFHRE SAML By SUSE Manager 7o#iEHIHmR. SUSE Manager HtiiERimmE

. https://server.example.com/rhn/manager/sso/metadata

fEFAAF orgadmin FINET IdP RS HINIES, &IELL orgadmin AR S{7ERE| SUSE Manager, Bite

7& SUSE Manager F7#7£ orgadmin i,

f2F SSO
(5 ) SSO SEMXAMSHIERERMN: BELABMA, BARA SS0. FHIABEMA SSO,
(1] TETERRSS 24 BRI THRINT S T 2 AT A mgretl term,

i3FE: BH SSO
1. MNBERAFTE SUSE Manager RS RETE, BB M,
2. 4548 [etc/rhn/rhn.conf, EXXHRERIMTFE—1T:

java.sso = true

3. £ /usr/share/rhn/config-defaults/rhn_java_sso.conf F(EIEEHEX NS, BEBEXWSHIE
N [etc/rhn/rhn.conf, HTEXLESEAETEMNL java.sso. YEARIZR. 740, 7E /usr/share/rhn/config-

defaults/rhn_java_sso.conf 3k Z!:

onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-HOSTNAME-OR-
IP/rhn/manager/sso/acs

EBENXIBE, 187E [etc/rhn/rhn.conf A EIFEMERN AYENFH 7RI A AT E NN _Ljava.sso. {ERTER:

java.sso.onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-
HOSTNAME-OR-IP/rhn/manager/sso/acs

EEREEEETROFFESELA, BEXHDIER LM YOUR-PRODUCT #1 YOUR-IDP-ENTITY, &

NEUEMTT T EERNEERE.

4, B3 spacewalk RSS LA FHEEK:

mgradm restart

518 SUSE Manager URL BY, f&IGEEMEI SSO M9 1dP, FEREEPTRE ML, SMIIERINGE, BEE
EMEl SUSE Manager Web Ul, HFUEEEMNIIERNARSMER. MNREEMER SSO ERITIBERI, 13

#EH SUSE Manager BE T fi#iF4E o
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Tl SSO =3
LIS 5P SUSE Manager AFF =M s#{EM Keycloak 21.0.1 SERIRAER S RS RILE (1dP) K
3 SSO.

Bt R4 Keycloak IdP, #AfF1%E SUSE Manager BRS588. ZERILUGIREARINA Keycloak B R iHHEIZERA
Fo

g RGBT IREAER, SUSE AR AZIHE=HSHIRSIEMEE, HEHS Keycloak
REEMBEXR. BX Keycloak ZIHER, 1B https://www.keycloak.org/s

AILEREENHTEI LERE Keycloak, SEEARBEFIE!T Keycloak, ERfFI7E Podman AZBHIEIT
Keycloak. BHX%% Keycloak BIIFHER, EBM https://www.keycloak.org/guides#getting-started
L8 Keycloak 314,

B2 REFRRSRME

1. 1R#E Keycloak XA4FFATE Podman B2 R Keycloako

2. M -td SHE1TEEE, URRHIZRNETT:
podman run -td --name keycloak -p 8080:8080 -e KEYCLOAK_USER=admin -e
KEYCLOAK_PASSWORD=admin quay.io/keycloak/keycloak:21.0.1

3. Ll admin B B35 RE Keycloak Web Ul, ARERUTAT RS HI0IEIN:
© ERBFRPBATSHNET. Fl SUMA,
O JERATFERD, B SAML 2.0 SMRHEKIBNE. MILEERI— I RE, HPL2ERESH

Fl SUSE Manager Eo& XY im = AIEF.

%3 Keycloak HelEduEE, ErILUES SUSE Manager ARS523.

i3#2: 188 SUSE Manager Server

1. £ SUSE Manager Server E3TFF [etc/rhn/rhn.conf BEB X4, AGHIEXLESE, 1§ <FQDN_SUMA>
B AR SUSE Manager ZEMTLREZ

java.sso.onelogin.saml2.sp.entityid =
https://<FQDN_SUMA>/rhn/manager/sso/metadata
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://<FQDN_SUMA>/rhn/manager/sso/acs
java.sso.onelogin.saml2.sp.single_logout_service.url =
https://<FQDN_SUMA>/rhn/manager/sso/sls

2. EECEXMHH, 1 <FQDN_IDP> N 1EH Keycloak ARSZZBMITLIREE B, R <REALM> BEHAERY
SHIIESUR, FI40 SUMA:

java.sso.onelogin.saml2.idp.entityid =
http://<FQDN_IDP>:8080/realms/<REALM>
java.sso.onelogin.saml2.idp.single_sign_on_service.url
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http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml
java.sso.onelogin.saml2.idp.single_logout_service.url =
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml

3. 78 IdP FTHUES, IHEIRHE x509 EP. EREAIWTERN: http://<FQDN_IDP>:8080/realms/
<REALM=>/protocol/saml/descriptor. EEREXHHIEE IdP B9 x509 IEF:

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE----- <CERTIFICATE>
————— END CERTIFICATE-----

TERBHA SSO /& SUSE Manager £AY rhn.conf BY7R{1:

java.sso = true

This is the configuration file for Single Sign-On (SSO) via SAMLv2 protocol
To enable SSO, set java.sso = true in /etc/rhn/rhn.conf

Mandatory changes: search this file for:
- YOUR-PRODUCT
- YOUR-IDP-ENTITY

See product documentation and the comments inline in this file for more
information about every parameter.

If 'strict' is True, then the Java Toolkit will reject unsigned
or unencrypted messages if it expects them signed or encrypted
Also will reject the messages if not strictly follow the SAML

WARNING: In production, this parameter setting parameter MUST be set as "true".
Otherwise your environment is not secure and will be exposed to attacks.

Enable debug mode (to print errors)

Identifier of the SP entity (must be a URI)

java.sso.onelogin.saml2.sp.entityid =
https://sumaserver.example.org/rhn/manager/sso/metadata

T Tk R B R R R R R R R R R R R R R R R &

# Specifies info about where and how the <AuthnResponse> message MUST be
# returned to the requester, in this case our SP.

# URL Location where the <Response> from the IdP will be returned
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://sumaserver.example.org/rhn/manager/sso/acs

# Specifies info about where and how the <Logout Response> message MUST be
# returned to the requester, in this case our SP.
java.sso.onelogin.saml2.sp.single_logout_service.url =
https://sumaserver.example.org/rhn/manager/sso/sls

# Identifier of the IdP entity (must be a URI)
java.sso.onelogin.saml2.idp.entityid = http://idp.example.org:8080/realms/SUMA

# SSO endpoint info of the IdP. (Authentication Request protocol)

# URL Target of the IdP where the SP will send the Authentication Request Message
java.sso.onelogin.saml2.idp.single_sign_on_service.url =
http://idp.example.org:8080/realms/SUMA/protocol/saml

# SLO endpoint info of the IdP.
# URL Location of the IdP where the SP will send the SLO Request

$51977 [ $£1835T 3.1 EAPRESR (SSO) #HITEHIIE | SUSE Manager 5.0


http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor

java.sso.onelogin.saml2.idp.single_logout_service.url =
http://idp.example.org:8080/realms/SUMA/protocol/saml

# Public x509 certificate of the IdP

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE-----
MIIC1zCCAX8CBgGC+tPbVjANBgkghkiG9w@BAQsFADAPMQOwCwYDVQQDDARTVU1BMBAXDTIyMDkwMTIWNTEWNFoXDT
MyMDkwMTIwNTIONFowDzENMASG
ATUEAwwEUTVNQTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAMNSWIAa1B5mShTkMBOSmrsOosyheEL8/A
37WvugDPwwEfm4x0cG7gmMHVONXYXZk+LRyz0Q12sBrNFrbMuwu5dnah5ZSMxQyUu697S280m4vIiegGaFdbgH+g4F
GBu
eSis1ssMzTcES+NUuI7pLkMLNmSQtncESnoL9q2SyeQSwYtr5dz1yd16IzjwtaWeyQIEGINtItLk3U4+arLPCpHAwg
FAnLO9NeYcRDNUKhNBs1v5mHP+L@66PZu1/DkE@mSqy/+qXaS@CgZVKqz8qB+bvHVuAqIW6@g1CjqZKbwvPu72p/7+
d8z
9DxXPIZ1uxdqn19q/kLEP2TYLtgQobSHECAWEAATANBgkqhkiGIw@BAQSFAAOCAQEAga+ralMIDo/P/yN1Z6SGGocK
227WFqovBiE/mLY1p5Ff@+@jS1US1p1Sppl94x0r8;j0m7HWOWu5XCz600hzXTEtnfIbeRyr1Rms3BWdxyXgQ9bWleZ
MWz
HfDkTbhgRRmjDEwSSfEXRKQNvw41Cpn1B3610++ejgGnjDvH7BbkCaoW55]F5j6DT/WYRAn7MkE120va9CHAe9X7Gn
y810Ag260ziy@6uy3P/1x9Z9RmHnvpvN/Q34SGEq9z/H1QVuP12UPj//iT211c1700ZFsZQX1GFTG6bXKmO42W8FdU
DJU

ONoXZgjMb3eC7U691YyeowoqTY7mIKxNPprYY/1L0w== ----- END CERTIFICATE-----

# Organization

java.sso.onelogin.saml2.organization.name = SUSE Manager admin
java.sso.onelogin.saml2.organization.displayname = SUSE Manager admin
java.sso.onelogin.saml2.organization.url = https://sumaserver.example.org
java.sso.onelogin.saml2.organization.lang =

# Contacts

java.sso.onelogin.saml2.contacts.technical.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.technical.email_address = suma@example.org

java.sso.onelogin.saml2.contacts.support.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.support.email_address = suma@example.org

&EI LUK SUSE Manager Im s 78 INZEI Keycloak B, Keycloak ¥ im s ff A E F o

B2 BimmRNAERiE
1. 7 Keycloak Web Ul #1, fEF AN G = F i
O EEPBHER TR SAML,

O EEPEID FEP, BMARSREE XML java.sso.onelogin.saml2.idp.entityid FZ IS E I
= 40 https://<FQDN_SUMA>/rhn/manager/sso/metadata,

2. EREWETR, EAUTATHEF R TREAEE:
O BHEREZFF LR AT
© HEZEREETERDIEE RSA_SHAL
O 1Z SAML ERBHBHFERT, LEREH ID,

3. BT
© BEBEPREBIIAR,

4, TEEROETF HOKS4E SAML B SERE SRS, AL TAT RN ks
© EERERERSTRY, BARSREEXHRL

java.sso.onelogin.saml2.sp.assertion_consumer_service.url 2 = ign
https://<FQDN_SUMA>/rhn/manager/sso/acs.
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© EHAMRSTRT, BMARSREEXMGHL
java.sso.onelogin.saml2.sp.single_logout_service.url R IEE R =, 30
https://<FQDN_SUMA>/rhn/manager/sso/sls.

B NMARFiIRE, AIUBRERFHERE, H7E Keycloak M SUSE Manager Z EIBRETAF o

212 IREEF IR CEMMIER
1. 1£ Keycloak Web Ul /1, SAEIEFiR > EPIRCEIETR, SAEHR role_list IEENEIAT P IHEE,

2. SMEIEPIRER > BMEEFEDR, ARERRNMERINAFEMY VID RBRNTERF. SUSE Manager &
Z|it SAML B,

3. BMEIEFIREE > SRR, ASEE role_list BUGTIEF, BRABERMEIZE N,
4 SEMIAP > ERABDHOIE—NESERP. WAFPAREES SUSE Manager EEH LA,
5 SMEIAR > MEBSHET £, #AS5 SUSE Manager BIZRF A & ILECHETRINE N VID BB M,
6. SMEIAR » BPEILAT£, 88 SUSE Manager EEERAFFIANRE—O%, . REEX.
TREERG, AR ERTIRT I, =R SUSE Manager IRSRUNAEMER, AESME SUSE

Manager Web Ul, SIREMNLEIEETIE, WEKEEME Keycloak SSO TiE, AIEEAKINTEREZ M
ko

Sl S
3.2. (£ PAM #1T S {A5831E
SUSE Manager ZHHERAHENZDIIERER (PAM) 1 SSSD (WETFMEMWENIIERF. PAM B—NEEMH

, BT SUSE Manager SEHRXSNIIENFINEER, ILAFREFIZEZ1O<L. SUSE Manager
LDAP. Kerberos M E{thEFMLEHI S IIE TN

SSSD fid&E

i2FE: B2E SSSD

1. 7 SUSE Manager Web Ul &2, SMZIAF > SIZAF, HAAVFMARXIEAFER PAM #1781
UEo

o TRRRH, FTFERFFRN, EATER-. . .M @

2. EARRIHRA SR IEIEESR (PAM) EIEAE,
3. 1EAR55 2B 2R ACE SSSD. 7E SUSE Manager A28 ENMI SRR, LA root SENIRS BB 28!

mgrctl term

4. ERBAE, FITUTHE:

a. IRIEEHECERIE  [etc/sssd/sssd.conf, BXRE, 158 administration:auth-methods-
pam.pdfs
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exit
5. EALL T8 ER SUSE Manager:
mgradm restart

7 SUSE Manager Web Ul FEH <SR SELX SUSE Manager Server ERIZ#IO<S,
RNZBRER PAM, NEJgRARSERZAMOS, g, £ LENRBIF, Kerberos
ASHKRENR. EAMKBRSHOLENGIRELNXLERFHO%,.

BXEE PAM BNIFAER, 1S (SUSE Linux Enterprise Server Z218/) , HPRHT—MNBRATRG,
ZrpREERTFEMETFMENS KIS E. i, BENBTMEECE Active Directory (AD) RS, &
KIFAMER, B8 M https://documentation.suse.com/sles/15-SP4/html/SLES-all/part-auth.htmls

LDAP 5 Active Directory REBYTAF

E34 LDAP 5 Active Directory £/, AR LTG0,
ERBEEYT, RIBEHFEESRUT SMRT:

Sdomain

T E

Sad_server

G M $domain $uyuni-hostname FE&HHNZIAY AD ARS3 2889 FQDN: It AD B M IZANER T BAE
o WNRKIZE, NH uyuni-server.mgr.internal,

Jetc/sssd/sssd.conf BYRFIFCADES :

[sssd]
config_file_version = 2
services = nss, pam
domains = $domain

[nss]

[pam]

[domain/$domain]

id_provider = ad
chpass_provider = ad
access_provider = ad
auth_provider = ad

ad_domain = $domain

ad_server = $ad_server
ad_hostname = $uyuni-hostname

ad_gpo_map_network = +susemanager
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krb5_keytab = FILE:/etc/rhn/krb5.conf.d/krb5.keytab
krb5_ccname_template = FILE:/tmp/krb5cc_%{uid}
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Chapter 4. &3 FER

This chapter contains information on the files you need to back up. With the built-in backup and restore
solution (mgradm backup) you create SUSE Manager backups. Information about restoring from your
backups in the case of a system failure completes this chapter.

FF SUSE Manager (k#iBiEENE L ENEFNEE, REEHRENAEAGEXREE,
BINERAE Y SUSE Manager &3, LIBILEHIERLRHLIMREME.

o T EfERMMEN T, T%?fﬂ%?ﬁ%éﬁﬁﬁﬁ%ﬁﬁﬁE’\J?I‘Eﬂ%ﬂ’\]?;’/'\z Ho TEIFE
ARESBEHRN, ABEEENEIR=TE,

4.1. {€Bh smdba ZHIBAE

MBELIHLET SUSE Manager 5.0, MAIBEATARR

0 RERNEMALZENRM, 581 smdba HHTAMNIBAZERFTA. IREEMKRA
smdba NIBRGEIREMMRRS SR, MOHERIBIEEH EFRIBERD I,

BRILUERTETSRIZ A smdba  (EFIR(F) , BAJ7ESTAES/ER) SUSE Manager 5.0 R4t HITIZIE(F.

212 IRFIZABERE smdba BIBAZ*
IR (UERFNEESR smdba N7,

+

ST ARENR [var/lib/pgsql/data/postgresql.conf X

archive_command =% ;
archive_command = '/bin/true’

ZEiit, BHNIERACESE, sEBE SUSE Manager 5.0,

Procedure: Disabling old method on SUSE Manager 5.0 after migration
BREIBEHRITHERE (L smdba ERFIA) o

1. LA root ﬁﬁF%{ﬁE?&%&Imqﬂéﬁiﬁ /var/lib/containers/storage/volumes/var-
pgsql/_data/postgresql.conf M, FI&E LI TIiEIN:

archive_mode = off
archive_command = '/bin/true’
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2. Restart the container:

mgradm restart

4.2. &1 SUSE Manager

E&) SUSE Manager &2, REEMIAEZMER mgradm backup create i<, XA ERNAI LT EED
EIERE], BRI UEREMENERINERLTEMERRAL, FZ, XMAEFEREHETE, FEAGE
ERKBTEIA BETER & 17

&7 mgradm backup create AIEMENER. XNMERAULUERM B RFEHNITEFETIE,

< mgradm backup create AFEHENEMNAR. BXFAEAAIAT, S mgradm backup create
--help.

SUSE Manager BI5e &%
SUSE Manager NEE &N O U T HGNER
* SUSE Manager &

HiEES
* podman MEELE

e podman ¥l &
e SUSE Manager systemd AR5

* SUSE Manager A2sB{&

A BT & MRS, SUSE Manager RS S EEELL.

312 B mgradm backup create tIETEHGD
1. ERSEN L, MUroot BMHITU TS EIESED:

mgradm backup create $path
B $path BIR A F DI ERIRR,

SUSE Manager BI85 & {9
mgradm backup create TR IFEIEI D& ErIUBKEMAIEHFAES. BSHIBESHLER,

1302, HBEBIEESEDN, RASIREMMAFLL SUSE Manager ARSS, &0 LUENRMEREDRIE

FR— N ERIETT,
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A R EPTARIEE B/ IEH—B

Procedure: Creating partial backup by skipping database backup
1. ERSENLE, MUroot BMHRITUTaRLEIRESEH:

mgradm backup create --skipdatabase $path

1 spatn BIRNEH (L ERER,

Procedure: Creating partial backup by skipping a volume
1. ERSENLE, MUroot BMHRITUA TS EIREH:

mgradm backup create --skipvolumes $volumes $path
BFF spath BN F R AU ERIERRR.

Replace $volumes by the name of the volume name to be excluded from
the backup, or by a comma separated list of volumes to be excluded.

£/ an I UBKEFRE S (BIBEEERIN

RTINS

7<% mgradm backup FfEA SUSE Manager HHIAERSIFR, NRLTEHAEEE T HME, ABHMEFTER
MNEIEMHDR, NFEER --extravolumes $volumes 15E XL,

Procedure: Creating backup with additional custom volume
1. TR ENL, Kroot HMHITU T < BIESE D!

mgradm backup create --extravolumes $volume $path
B4 spath B AEMH I ERVERZ,

BR Svolumes FRANFMHEEENENER—RIILNESDIRIIER
o

Perform a manual database backup

Procedure: Performing a manual database backup

L. IBAENDEXAFETIE,
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2. 1£ SUSE Manager Bas ENBIaR SRR TTRL, Ll root HAHITUU TR

mgradm backup create --skipvolumes all --skipconfig --skipimages $path

4.3. Restore SUSE Manager from the existing
backup

MIMBEEMDME SUSE Manager B, RFEFHEE. BRENEENEHUHITRE. SEEDNIRTE,
MEIRERERRNIBETIR, MEBIMEVEDPFENFRIEERE.

WEFMEMBYIRRE, SHTEEIMENTEENE, FAMNERTHRMESNNAITINESZINES.
MREHEE. TBENERIHESEH T ENREMTTM.

RIS EIERE, 4 ERTERNEH ISR
(1) R IRIESERIE, SUSE Manager FRS T2 BRI

Procedure: Restoring from an existing backup

1. EBRREN L root BMEBEITU TS, EFMEFE SUSE Manager fRS528

mgradm backup restore $path
mgradm start

545 spath BN E HHIEIRE,

Verification of the backup can be a time-consuming operation. If backup integrity is ensured by other
means, verification can be skipped by using --skipverify option.

MRETFREFRFERIMEEFDFHIENE, AJLUER --skipvolumes $Svolumes ET,

Recommended steps after restoring a backup

Procedure: Recommended steps after SUSE Manager restore

1. &R SUSE Manager Web Ul S B8P TR ER mgr-sync TR
SHMEDERN SUSE Manager 77, SR LOAESEF T EM~m, SBkd
SEMRAD SSLIEPBARERS

2. On the container host, check whether you need to restore
[var/lib/containers/storage/volumes/var-spacewalk/_data/packages/. If
/var/lib/containers/storage/volumes/var-spacewalk/_data/packages/ Was not in your
backup, you need to restore it. If the source repository is available, you
can restore /var/lib/containers/storage/volumes/var-spacewalk/_data/packages/ with
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a complete channel synchronization:

mgrctl exec -ti -- mgr-sync refresh --refresh-channels

LZHIE FRBE rhn-search FRSFITEFBIBIERRS|, e <SXERMFIHER,
MAENREIRHES. EARSENL, MAUT®HL:

mgrctl exec -ti -- rhn-search cleanindex
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Chapter 5. FitHE

f&BiConfidential Computingf AR, AJLUERETREARAEHITIME (TEE) REPEAPRIEHIE, XFIFRE
RHESHRERFIKHRGIETEMS. SENZENAETEN,

5.1. SUSE Manager BJConfidential Computing

TEE WAI{EEBETINEREHITIOE, SUSE Manager A BEEHPEEMARAVAIERS 28R, ERHITILE
XN FEITHNRAERIRENE. FECHMXERAHITINENCE, EA] UFEHIZERRHUENOER
$FiER,

Confidential ComputingIAJMEEURF P AR RVBE (4 AR B INIER R AIBTTRRTERVIF IR,

o Confidential ComputingIAIE{IE T x86_64 AR L5145,

5.2. X

AILATE BB LU HHERYIF R A IZ E Confidential Computing:

o BINEMARS (MWL) 9 SLES15 SP6 #HEES|SE SUSE Manager

o WA AMD EPYC Milan CPU 5 AMD EPYC Genoa CPU

o FUF BIOS E2& A s2iFConfidential ComputingiAiE

o FHURERFAMBEIMLIMYE (KVM A libvirt) #4Zsz#FConfidential Computing,

5.3. PR

* SLES15 SP6 U AT IR Confidential ComputingIAiiE,
* SUSE Manager LU AT R HR it Confidential ComputingiAiE.

o Ze5|EBAINLE, BE, KVM Z£5|5H SNP Guest BRIT/E—#2IETTo

5.4. (£ SUSE Manager HfyConfidential Computing

o BXRETN EIREMAEE Confidential ComputingtV B AT IR, BSIIRERARNEX
o

i318: £%R% SUSE Manager HRialiB FBiNER 23
1. 7E1#F mgradm install podman &% SUSE Manager fiia)/2 BIAIER 28

2. BUUTARBZRME] mgradm.yaml X,

coco:
replicas: 1
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i318: 7E£%%E SUSE Manager ZlGBAINER 2
1. BERERBRINERE, BEAHSITSH mgradm,

2. BT

mgradm scale uyuni-server-attestation --replicas 1

fER%E SUSE Manager ZIEBRIAIER 23
1. E2RAERAIINERE, BETUTHS:

mgradm scale uyuni-server-attestation --replicas @

g2 BRIAMIE
L HFEENRS, RIETEET BT RE.
2. BIHEIFHRRE AN
3. EFERIFRERD, N THFIRAPSEE ERIET
4. B | RF | RAREEN,

=SUSEsManager > systems

Search page

& suma50-min-slesl5sp6.dev.local 8 Delete system
# Home e
Q Systems . Details Software Configuration Provisioning Groups Audit States Formulas Recurring Actions Events
—— o OpenSCAP  Confidential Computing
ystemLis e CoT el

e Gt Settings  List Attestations
System Set Manager & @ Settings

Bootstrapping
Proxy Configuration

y Config Save || 'O ResetChanges
Advanced Search

Activation Keys
© Enable attestation

Stored Profiles
Environment Type: KVM on AMD Epyc Processor, second generation (milan) v

Custom System Info
Autolnstallation v Executions: @ Peform attestation during the boot process

Virtual Host Managers

@ salt v
B images <
@ Patches v
i software -
[ ContentLifecycle v
Q Audit v
Conyright Notice —

SUSE Manager release 5.00

g2 THERIALE

- WFEENRS, BIET-RET MEHE > FIHIAL.
CBE [RHHAE . LR SITHIRE &,
EFERBRTIRFIEITIAENTEL,
CWIRFE, oLUESEERMELETUE TR AIE RN EAREREH,
B2 [ BERERH | REMIMNEHZHEERT,

=

N

w

N

o
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Search page

A Home

&3 systems
System List
System Groups
System Set Manager
Bootstrapping
Proxy Configuration
Advanced Search
Activation Keys
Stored Profiles
Custom System Info
Autoinstallation

Virtual Host Managers

@ salit

i)

Images

%

Patches

Software

Content Lifecycle
Q Audit

Copyright Notice
SUSE Manager release 5.00

o

& suma50-min-slesl5sp6.dev.local

Details ~ Software  Configuration  Provisioning ~ Groups  Audit  States  Formulas  RecurringActions
OpenSCAP  Confidential Computing

Settings  List Attestations

& Confirm Attestation Execution

Events

‘ =] ‘1024—06—26

| 16:45

OAdd to: new action chain

MFRENRS, FHIET-RET > BHE > FIHIAL.

7. BERFHERBEERNIRS.

SUSEsManager »

& Delete System

Search page

A Home

&3 systems
SystemList
System Groups
System Set Manager
Bootstrapping
Proxy Configuration
Advanced Search
Activation Keys
Stored Profiles
Custom System Info
Autoinstallation

Virtual Host Managers

@ salt

7]

Images

%

Patches.

Software

Content Lifecycle
Q Audit

Copyright Notice
SUSE Manager release 5.00

& suma50-min-slesi5sp6.dev.local

Details ~ Software  Configuration  Provisioning ~ Groups ~ Audit  States  Formulas  RecurringActions
OpenSCAP  Confidential Computing

Settings  List Attestations

iE Confidential Computing Attestations

Attestations

Items 1-10f 1
Attestation Created Last modified
Attestation #1 run on 2024-06-26 at 15:58 38 minutes ago 4minutes ago

Page 1of 1

8. BEMMERVNERSE, BEENREISITH.

$83101 / #183W

Events

Status

X Failed

@ Delete System

£ Schedule Attestation

25 v items per page

Attestationtime Actions

N/A El
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Search page

A Home

&3 systems
System List
System Groups
System Set Manager
Bootstrapping
Proxy Configuration
Advanced Search
Activation Keys
Stored Profiles
Custom System Info
Autoinstallation

Virtual Host Managers

@ salit

& images

# Patches

it software

E] Content Lifecycle

Q Audit

Copyright Notice
SUSE Manager release 5.00

& suma50-min-slesl5sp6.dev.local 8 Delete System

Details ~ Software  Configuration  Provisioning ~ Groups  Audit  States  Formulas  RecurringActions  Events
OpenSCAP  Confidential Computing

Settings  List Attestations

[3 Attestation Report details

Overview v AMDSEV-SNP % Secure Boot

Status: Failed

System: suma50-min-sles 15sp6.dev.local (1000010000)
Environment Type: KVM on AMD Epyc Processor, second generation (milan)
Created on: 39 minutes ago

Last modified on: 5 minutes ago

Action: Confidential Computing Attestation scheduled by admin

9. FEE|F—MEm & SEV-SNP,

Search page

A Home

&2 systems
SystemList
System Groups
System Set Manager
Bootstrapping
Proxy Configuration
Advanced Search
Activation Keys
Stored Profiles
Custom System Info
Autoinstallation

Virtual Host Managers

@ salit

& images

# Patches

i software

[] ContentLifecycle

Q Audit

Copyright Notice
SUSE Manager release 500

& suma50-min-slesl5sp6.dev.local 8 Delete System

Details ~ Software  Configuration  Provisioning ~ Groups ~ Audit  States  Formulas  RecurringActions  Events
OpenSCAP  Confidential Computing

Settings  List Attestations

[3 Attestation Report details

Overview v AMDSEV-SNP X Secure Boot
Result Type: AMD SEV-SNP
Deseription: AMD Secure Encrypted Virtualization-Secure Nested Paging (SEV-SNP)
Status: Succeeded
Attested on: 13 minutes ago
Details:
Attestation Report (1184 bytes):
Version: 2
Guest SVN: 0

Guest Policy (196608):

ABI Major 0
ABI Minor 3
SMT Allowed: 1
Migrate MA:  ©

Debug Allowed: @
B}

©0 00 G0 60 00 00 B0 60 © 00 00 60 OO 00 00 00

10. &fa, BET—METFRE5S.
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& admin  &h SUSE

Search page

& suma50-min-slesl5sp6.dev.local & Detete system
A Home &
D Systems . Details Software Configuration Provisioning Groups ﬂ States Formulas Recurring Actions Events
) V OpenSCAP  Confidential Computing
System List bbbt bsebniell skl Y
System Groups Settings List Attestations
System Set Manager - o 5
[3 Attestation Report details
Bootstrapping

Proxy Configuration

Advanced Search

Activation Keys Overview v AMDSEV-SNP  x Secure Boot
Stored Profiles
Result Type: Secure Boot
Custom System Info
Description: Secure Boot enabled
Autoinstallation o
Virtual Host Managers Status: el
Bl secureboot disabled
@ salit v
8 Images V
@ Patches X
it software v
E] Content Lifecycle v
Q Audit v

Copyright Notice
SUSE Manager release 5.00

dig: N Bt FEERANEHRS
L NS FiEE > BT,
2. FFBINERFIRIG BRI EEAR.

dential Comp: & admin & SUSE

Search page

iE Confidential Computing Attestations

# Home Lo
B systems Attestations

salt v
& s Items 1-1of 1 25 items per page
& Images =

Attestation System Environment Type Created Last modified Status Attestation time Actions
& Patches &
Attestation #1 run on 2024-06-26 at 15:58 suma50-min-sles15spé.dev.local KVM on AMD Epyc - Milan 37 minutes ago 3 minutes ago x Failed N/A EI
# software v
: Page 1of 1

[] ContentLifecycle =
Q Audit o

CVE Audit

Subscription Matching
OpenSCAP 2

I Confidential Computing

i% Configuration v
© Schedule v
& Users v
& Admin v
& Hep v
% ExternalLinks v

Copyright Notice
SUSE Manager release 5.00

3. BHFEEETENIRE
RERE
INERELTF FOIREZ—

{53 L35
XEBLHIPNENRIARS. IREMAUA, REZINEIRE KRBT,
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FRTh
YLRHINEEIZAERIRER, SRRTEENMI.

KK
HRAFPAERMH BELREIBIRER, SERSKEENEK.

5.5. XX

* B Confidential Computing BI¥4EE, BB https://confidentialcomputing.io (JMEBFEE
) o
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Chapter 6. R H=F

FEFIREREFRE THRMAE, RAEBRERME. XA UEMT RRIRIZAFERERAE, MM
IR D HERRBY ES (5 FRRYBT ]

6.1. BAAZETF

A U EERMALAFWAREF. 7 SUSE Manager Web Ul 1, SfRZIEIR » AAUBERAALRHNTIR,
BEENMARNEN, AEEPBAEERBIEURITFILARTNE P inE 7RG 5E.

(5 ) SEBAEL SUSE Manager B2 RSB R sEpIRMERAR,

WA LIE SRR F@iI4RE [etc/sysconfig/rhn/up2date H AN RE TE—1TRABRREHERE:

stagingContent=1
stagingContentWindow=24

stagingContentWindow Z#ELUNRT AR EME, ATHE FRAINFE. EREBSTHNRENER
BHEIA/ N8R, FELTRAIG, ABBEREREZEIM 24 /N TH. FTHABREEURTARIERNEERS
o

T—R=HHEFE, B THERZERAE, BETHNRERESFIREE.

6.2. iBERAREF

BRI SHATEENESF:

* salt_content_staging_advance EARABRHFNEFIGZ AT I —EE], UMY AR, EEE
BREAENEE, S XEERTEIFEEIR AT EHREE,

* salt_content_staging_window EAREFIERAFEEIE, LUNTHERL, XERAEREFRZANZTH
AR R B ET T B — FR B [alo

g0, NS salt_content_staging_advance IR & 97/)\BY, salt_content_staging_window i&E A% /)\BT,
M 12T ERTE R (B R Z BI897V BTG, FHFEM/NET, EREFIBZ RIS NIRRT S TEHE
EETSES N

WNEREH salt_content_staging_advance # salt_content_staging_window i&EERNNE, METLUERE
FHAZ B T EREE,

7£ /usr/share/rhn/config-defaults/rhn_java.conf FEEENFEF S
EININIEH

* salt_content_staging_advance: 8 /B

* salt_content_staging_window: 8 /B
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(5 ) VRBANEEE RS HMIEE T
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Chapter 7. B EEIR

BERFRGEDEN—MTTE.

£ SUSE Manager F, B@EDAEMBENFEE, EiEERIRFRARE., REMEREWDH, F
SHMAXNEMBERS. REFPHERIBMBER, ZASKREREEXNFEE, LXJX%*E‘VH%RJE
AHRES I RAR LNGERBNNAGE.

W BEEREEERR MRS, BEER SUSE Manager HHIETEE, REERMAEMEIEEETE
SUSE Manager ¥3EFEH, ERILMERASEMBEXBKNEESRENEEFE. AR LIBEILEFimITIRER
HIRE, BXLEEFEREPNRGREEEF IS L,

FFIRRBEEIRE— M EAEE, A5, FRGEDURENENSZEMEEREERFEEXKHEEESD
BRI B

SUSE Manager T FZMHNEEE, XEBERNEIRMETIEIT SUSE Manager PFrEEAI—1), SUSE
Manager BEGNBEEEERAEREEIENR, tilrIUIENEEECHNBEEXBE, NREBEIFEH
FRECHREGE, AIUSIBEEEXEE, BEXEENMUBAEEMEE, HEFHLILUEElSHEMEEM
BB X,
BxXoIEEEXEENFMAES, 152 Administration > Custom-channels,
- V.
ER=g
BINERT, EEAFREIUERKFITRIBE, &R LUIER Web Ul 3 BELHERRS,
g2 RENTRE M @BIERIBIRANR
1. 72 SUSE Manager Web Ul H1, SRiZE 8 > BEFIR, HIXZFERIBHEE,
2. ST APRITRRGE 2 Hikh AESAAPMEERP AT GTRALLEE, 2L [ B ] REEX.
3. SMELTAEET R, HiRESEEEREBUEEERF.

2. fpsEE
B LM B SRR R BR R S ER @

PR R Ef5EE
1. 7£ SUSE Manager Server EHESRSIRTRAT T, L root S45IH A AR EEE, Hid FEEMFREY

iE
mgr-sync list channels

2. MFRIEIE |
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spacewalk-remove-channel -c¢ <@i&E®&FR>

© BXMEAFHRSEENEMES, ESR removing-channels.pdf,

© BExXBBEEEENEE, 527 Administration > Custom-channels,

==y |\ .
7.3. HENBA
HENXBEFEEERAER NG EMNERE, AR UMERAXERGaNEEERERENE iR, B
WEREEBEM B RERE = A HN SR G,

ATREEXRNOMAELE. EENRFREEXBENESAT, EUIHEEERISNT ELIZNEEEEXE
RS

el B CEEMETFRE
HEREEGBEZ A, FREBFEXHIPNEMEE, UWRENNSERBPLHEEE,

MREFEREEX M ELREEZTAIRAS L, AILUEZEEX FRERERE], FEME SUSE Manager
Web Ul helii@iE, HARHECIZMEEE, ARRKZEEREKIRR.

o FEZAPERMESEFRASGTIRENFEE,

MREERERHNERMNNAE, FTLEREVEESEFARMEE, &, EEXUEEEBEIRNE
hiti &8,

Procedure: Creating a custom channel
1. £ SUSE Manager Web Ul 1, SfnE4kF > IR @8, ARSI [w@E

o

2. TToemeEalm b, NEAEESR (190 My Tools SLES 15 SP1 x86_64) ]
Fr%s (5390 my-tools-sles15sp1-x86_64) o InAREESTIRIAEFE,

3. TERiEE FREREARIEFEXEMIEE (7190 SLE-Product-SLES15-SP1-Pool for
x86_64) o MFRNMHFEIEFRERBIIEE,

4. TEtegmen THERBERIEFRE LB MHAREN (140 xs6_64) o

5. \RIBMENEE, TR ZEAT. BENERIAN GPG FERPIRMAEM
F¥INES.

6. BB [oiEEE o
B EEE N EEIMIRSIEE., FSESHHNEER GPG RIFRte, MREEEREE BEhE

% GPG RIFRVIAHEL, FREEEAFRANTHIEERN GPGC R, A, AJLUETaEEERNTHRIE? Eit
1E, LUSRHETHIESREERN GPG ZRHITILAC,
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MBERBEMEEFECER GPG BHRER, NEAUSANHEEXLE GPG Ff, #5180, M SUSE Manager
Server ERIEL1THIT spacewalk-repo-sync:

/usr/bin/spacewalk-repo-sync -c¢ <EEFRRZZFR> -t yum
tbap S FLI XA T3t GPG BHFHITIRE RS, MNFEKIAFMEES, BHSREXHEXET,
Eiitl zypper HRFKSANER (MRBRM) . Web Ul RigELEINRE,

REEERGHEFERUEHRAIVKEN, HEMEEEPNERZURET “key” B, ARIUESTTMILLE
B FAMZAEARSS (0BS) £MBFIBEEEEHEXIMER. NTHMEERE, FEHEHRNEESRE (&
WFX!) o

HEeEMBER, MAREFBA GPGC BEFE, MREEREEXRHENNARER
ANFENEE, BSVEUHEPILFE, UERBLTRREZNNRYEE. NRREER
BARREERR, WER GPCRERFREZENMK,

You can only add a repository to the SUSE Manager with the Web Ul if it is a valid software repository.
Check in advance that needed repository metadata are available. Tools such as createrepo and reprepro
are useful in this regard. mgrpush can help with pushing a single RPM into a channel without creating a
repository.

® For more information on createrepo_c see https://manpages.opensuse.org/Leap-15.6/
createrepo_c/

* For more information on reprepro see https://manpages.opensuse.org/Leap-15.6/reprepro/

Procedure: Adding a software repository

1. 7£ SUSE Manager Web Ul /2, SRz > BIR» (#7FRFE, AP [
E7FEE Io

2. TTenzfgmEl@E L, NZEEEETERT (Fl90 my-tools-sles15sp1-x86_64-repo
) o

3. Txfersr URL FEEH, IREE S repodata XHEHIE RHVERR (540 file:///opt/
mytools/) o BIATEIFERHFRAEMRERF AN

4. BUHIEP asessnie BiEE,
5. Bk MREHNEEEEERFIFIIPEMWIE, HEE SSL FE,
6. B [ eUEETEEE o

NYEBRGIEFEPETERZURMET “key” B, FREBTH LRI, 0BS ERHIFTEEEFEEZ
XAER, B Z2H OBS R BVRER S METFEH ML,

NREEERANEFETES GPG &, ErRILIECERME— GPG BAHFNITHSNERIR, NREEEA
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https://manpages.opensuse.org/Leap-15.6/createrepo_c/
https://manpages.opensuse.org/Leap-15.6/createrepo_c/
https://manpages.opensuse.org/Leap-15.6/createrepo_c/
https://manpages.opensuse.org/Leap-15.6/createrepo_c/
https://manpages.opensuse.org/Leap-15.6/createrepo_c/
https://manpages.opensuse.org/Leap-15.6/reprepro/
https://manpages.opensuse.org/Leap-15.6/reprepro/
https://manpages.opensuse.org/Leap-15.6/reprepro/
https://manpages.opensuse.org/Leap-15.6/reprepro/
https://manpages.opensuse.org/Leap-15.6/reprepro/
file:///opt/mytools/
file:///opt/mytools/
file:///opt/mytools/
file:///opt/mytools/
file:///opt/mytools/

gpg BT ITEIBZIASAN /var/lib/spacewalk/gpgdir Z5AIF, Kk ATFEZZH, BMESET chroot IR
17, URBAREFEZEH,

Procedure: Creating a software repository with GPG key

1. On the container host, the command to import a key into the keyring,
is:

mgradm gpg add /path/to/gpg.key

2. For more information, see Client-configuration > Autoinst-

owngpgkey.
0 £ uyuni_suite. uyuni_component 1 uyuni_arch ZiHZEHRIN Debian IEFEEF
JE=N
uyuni_suite

EWFER. 7£ Debian X%, LS E R distribution, EALLSEEILUIERE apt F. MNRFRELS
8, W=ERRBE MRZBH | GRE, WBHEEEIRRNFEEFE.

uyuni_component

BANER. WEHIABREE—TAMNH. TEFVILAN. —1 apt RIAFRRES MM, EXTF Uyuni T
EMEIRX—R. Wik, ERTAT N AN IR RIRAIEEFE,

uyuni_arch

EAERY, MRFHER, WA SQL EWNHIEEFREEITEAERENZM, NRuyuni_arch5&E
BRRENALE (BRNARERGHZTHER) , BENEELSY.

THERMT —LERE:

#4H& 2. Debian IFFEEfETFEMRET

3] JB1T/URL

aptiFiT deb https://pkg.jenkins.io/debian-stable
binary/

URL BRE https://pkg.jenkins.io/debian-stable?

uyuni_suite=binary/

apt IR1T deb https://deb.debian.org/debian/dists
stable main
URL BR&Y https://deb.debian.org/debian/dists?

uyuni_suite=stable&
uyuni_component=main
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https://pkg.jenkins.io/debian-stable
https://pkg.jenkins.io/debian-stable
https://pkg.jenkins.io/debian-stable
https://pkg.jenkins.io/debian-stable?uyuni_suite=binary/
https://pkg.jenkins.io/debian-stable?uyuni_suite=binary/
https://pkg.jenkins.io/debian-stable?uyuni_suite=binary/
https://pkg.jenkins.io/debian-stable?uyuni_suite=binary/
https://pkg.jenkins.io/debian-stable?uyuni_suite=binary/
https://deb.debian.org/debian/dists
https://deb.debian.org/debian/dists
https://deb.debian.org/debian/dists
https://deb.debian.org/debian/dists
https://deb.debian.org/debian/dists
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main

UTFEX Debian BEEEXEANEEET https://wiki.debian.org/
DebianRepository/Format#Overview,

EFEE MR
deb URI Ef [4Af 11 [4AH 21 [...]
0 fBign:
deb https://deb.debian.org/debian/dists stable main
7
deb https://pkg.jenkins.io/debian-stable binary/
NFE—WNESNANF, IEEX T —MREE URL + Eff + AEFITENFRE URL,

Procedure: Assigning the repository to a channel

L @ FMmEReE %IE yBE, HRETMENBENXEENRIR, RKifEF

FEiEREI B ENXGE
2. SMilgeE &, BERCIETEBESRIZBENEERE, B [ Reie
Elo

FRT, AP IIERILAIFE.
BXBERPHIFEMES, ESM administration:custom-channels.pdfo

Procedure: Adding custom channels to an activation key
1. 7‘ SUSE Manager Web Ul #p, SMBIRS > MEETR, AEEEERERE

BIE AR E R
2. fEawikIl R Ermay |RP, EREEXEKEE, NRFE, EALERE
Z 1 EiE,

3. BB [ EEEEEE o

Custom channel synchronization
AT ERELTEESE R, SUSE BICETIZIZMETEECRELR B E BB R RN

AMINERT, ERIZNFIEEEXEBEREHMES. AfFMNS, EUTMERTERERD:
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https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
administration:custom-channels.pdf#custom-channel-sync

o 7 Ul &£ spacewalk-common-channels S ERMNE@EE G

o EHITHE1ESS mgr-sync-refresh-default U2, XFED ERIFME BE CGEEMENEH®BE.

BRI EIATTAN, 157E [etc/rhn/rhn.conf FIEE .

java.unify_custom_channel_management = @

XHALLEME, BAEHHTEY, BEfEENBERIFIRN, EHRE!

o ESSMEIRPERFHES [ LBRAY | RFHED L@,
* EfEFEREET-FRIREBMED BiERH,

ZdEFRRE, AEYEMATNEBEESRETMRY !

® 7 SUSE Manager Web Ul B2, SfiZIER » REMS, ARERFRED R, ~@mBEPE, HWIHEER
AENFRETR— TR,

® 7 SUSE Manager Web Ul 1, SMEIEH > BI1F > B, ARG 5SHEEXENEE, SMElmenu:|
fE1ZE > AT EM £, EEEIMELRERRSRE,

o EMLRAN TRERS BEXH:

tail -f /var/log/rhn/reposync/<channel-label>.log

ST FEEERPIREFRERBENES. ERELEFMARMBEN FRERSXH, MHRREY T
B¥o

BIER T B E X BER D &L

REEMEEFEPEMRIEEPIRGE

This turns off strict mode. i

FRIZENIR
RERPHTo

XEY &G
X[ED &=FEVER I BN

BIEA XA ETREM
tEEBUES — M ER AT BT BEIRE Kickstart B E RMo

HEEAIFEIRETER L
MRKREHR, WELRS,

RBhHSMEEKAREFXLEED, ERTRAY ZH1, RE[ZBMRAY 2R EFEEED,
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Add packages and patches to custom channels

MRECIBFNBEEXGBEERMNBRBERIE, NOIENBERGSTAREERH4 T, AILUEAR  SUSE
Manager Web Ul FRINFRZRRVERGEMI% T o

BEMBEREEERENHEBEXNRAEEHT, FEXERGEHHT B S EEREMEREE
ULES, AINEIEEXEERA T AIUE R FEE PR .

Procedure: Adding packages to custom channels

1. £ SUSE Manager Web Ul 1, SR > EIR > BiE, AEHEEneait
I-Ro

2. Al BESMEmwEmET R EE SR G S TEEETRNAE R .
&1 SR -G E R NEBE,
EEENHEHRAHENRBE, ARRE [zanta] MUERTIR,
CEZRNNEBEXEBERRMGE, AREE [FmReEel
NRERFEFESIE, R [MikFm ] LU G ERINEE

[oAk: AILUEE SAEERE > BB BiE, ARG BRI,
RFEmm@ERNRAtE5HEERNRGEHITR. BERNEEE
@, BRE [axgr] K, ARBRERIRR

w
fE_E'N

|

W

.@.U":h
=t

Procedure: Adding patches to a custom channel
1. 7£ SUSE Manager Web Ul H1, SfnElERk# > BIE > B8, AREIHTIED

2. Ak BT EMEERET REE SRS EEETRFIEHN T,
A FMEEmEDR, AREEERMBITRE, Kb T RMEE

4, EREANERENTHREE, RAERE [nExedT ] LUETRSIER,

5. BMEERMNFIBESXCEERNANT, REEE [#Al.

Manage custom channels
SUSE Manager B2 G H@E EIE 5 7] LU E L PR EFLBIE.

ERTHMAF BRIMREENNR, BESMIRG > E8H 88, ARERERENEE, SMEIEEEL
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Hi+, HFEPERERFNRNAR. 2 [ B ] UREEX.

o INREMFENERIKE—AFTFIRIEE, 5ERFEEXKNEMNERFIRIEERES
RILENER. XZA T HIRTEMETF RS R BRFT A E Y

FoiEER Web Ul ik SUSE Manager i@, ReEMIREE YXGEE,

Procedure: Deleting custom channels

1. £ SUSE Manager Web Ul 1, Sz > IR @iE, AEEEEMR
PR

2. BB [ MsReEE |o

3. EmsEEnim L, RELERIRIEENAT, AEIETETAZeS ITE
, UMEAEIRENEITRINAZH ERIZBE XIBE,

4, BT [ BEREE |
BB, FoEFERERINRGE, E55BHEEEDRMiRata,

FJLATE SUSE Manager Web Ul i 588 H REXRRHE. SMEIRHt > BB > MHE, EhEXRIIN
8, AEEE [ MFRIREE 1.

7.4. Third-party Channels
SUSE Manager X+ =7 AlifiEF ERN RS S35 Al H BRI~ Mt TR D,

HWHRE=F GPG EAERIAEETE SUSE Manager #iEEF, HREANRESZ, W TFREBMNE=FEHA
, HBEERERZNNNE=SEEFEN, EFEFHISANEXER.

WMFES N GPG ZH, 57 SUSE Manager EHRS 2 LHITUTHS:
mgradm gpg add <path-to-gpg-key-file-or-URL>
Ll XA GPG Z55R:
mgradm gpg add repomd.xml.key
1. 5. £ URL MIZI2fEEF A0 GPG %A

mgradm gpg add
https://public.dhe.ibm.com/software/server/POWER/Linux/yum/0SS/SLES/15/ppc64le/repodata/re
pomd.xml.key

BTk LAIFEATE SUSE Manager GPG SUBEREVES, BHITUTHS:
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mgrctl exec -ti -- gpg --homedir /var/lib/spacewalk/gpgdir --list-keys

ARPIH LRERGEN, BRREFEERFRAEEZ GPG ER, XERMMAY
0 GPG ZHAEFETEFIRALH,

For more information see: Client-configuration » Gpg-keys.

7.5. XiRiEE

ATITAWAM SUSE Manager FRFEpERR SUSE 1RIEFNEE. FELBEREERN™m. EIWRZEHHIT
H A2 Fo

EFEIREE
EERBEZE, BRIRHBERINBENATE, FLUER Web Ul i S1T#TIRM.

c ERAFEERAGIRMEITHNEE, HELITENRAITHNEE,

o * MRZLKYURIEITH T EEENREE, BAARILERRHECERITIY, AEHE
IRRBEIRE

iJi2: A Web Ul iR5EERE
1. 7£ SUSE Manager Web Ul #1, SiEIk > BEFIR > FiF.
2. WTTERBriBER . MREEFEEZMINNEE, FoEBEFRETR.
3. IRBIBEMRIBEN FEE,

312 EAGLTIRMNEERE

1. A]J7E SUSE Manager 23 EH Liz{T A T an<SREV@ESR:
mgrctl exec -ti -- spacewalk-remove-channel -1

BISEE R LTI

12 (EFA Web Ul BRISEERLKITI
1. 7£ SUSE Manager Web Ul 1, SRiZIEMF > BEFIR > FiE.
2. EEMIKREIRGET
3. REBRERNBEREAFRENNNRLKT.

diE: EAGLITRIGEERSITH
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1. 7£ SUSE Manager a8 EM BT Tan<

mgrctl exec -ti -- 'spacecmd -- softwarechannel_listsystems <Channel Label>'

EffEE

EHgEEY ST I AERBEERETEHIE, spacewalk-remove-channel m<$SBMERBNGE, Bl
REMBERES | AXLEREE, S MEIEEREMFERTHIE, FNEEEERD ERRERSHE
EbfFEiE

2. EAGLITERFEE
1. BEARRSMNMEE, 157 SUSE Manager B8 LIEBfTU T @<

mgrctl exec -ti -- spacewalk-remove-channel -c channel-label
2. EENERZMNBE, BREMNREREA -c 7S, 51 channel-label, fI0:

mgrctl exec -ti -- spacewalk-remove-channel -c channel-labell -c channel-label2

ERRBEREFEFEE
d1E: RIREEREBEFBE

1. BERRRIBENEFFEFIEE, 151517 spacewalk-remove-channel H5E -a %I, [T parent-
channel-label & 791BERE, i sles12-sp5-pool-x86_64:

mgrctl exec -ti -- spacewalk-remove-channel -a parent-channel-label

584671 | $£18351 7.5. KBRi#id | SUSE Manager 5.0



Chapter 8. AE £ AHAEIR

NEEREREEATEREENESZEF R BEXTNRRGE, NIREFEEEROVEFrHRANEE
#, WIhEERISRIE Ao

AEESREREEAITEERRMAEEFNR. RIBFRNFEEABNMGEE, AEREINEFEPIRZAIN
H#t72mEavilit,

BARAEBTFEREMHNEEE, BAMUREEN, ARBITRNSERRG 8N B E X T KEL TR
7, AL LR ENEERIRIINAE i, UBEREIHETEELIE

FINERT, FePERVER rEE 5 RIGMHN B E —RH S B F A Em, &l E
Jetc/rhn/rhn.conf FRZRN1LA T IRIEREE |E B &) 7o FE RYIEE e R ARG -

java.cloned_channel_auto_selection = false
R, HFrENREEEE, BRI RENEEHRNEFIRSS:.

tEIhRE @I —RYIFMREIE, RbEEERESERRNT UEXERRZ 85, KRSHIMREGEARE
DEFEMEEFFE, BERIUIRESFFHRENIFER,

TENBEXNABS L AT RE U T AEIEE. BXEERKNTSG, FER Administration )
Content-lifecycle-examples,

8.1. IERNEE s AR H

ERBENBESAR, BEN—ITTERK. ZTEEXREBER. ATFEHRRGENTIEE, URIGEF
o
gig: elBABE LR RRAEE

1. 7£ SUSE Manager Web Ul &, SMEIREEGE > MBHF2E [ fI8mE 1.

2. T BEFERPRANBRE, BREFRMUERNEFE., #F. 9=, EFFN T,

3. ERMF PRI E AR B o

4. B [ QIR | IR LI B HiREID E TTHE.

5 B [EE/9EE]

6. TERMEERIEFREE, AEEEMENEMEE, LNRERMAEMBENATATEE, GFEX

BE RN HEEERENEERNER.
7. PR FRE, ARRE [RE]EENERE, SEENREEBEIETENSERHE,
8. B [/ ETiREE .
0. FETRESBINEED, ERERZITMBENTIERE. BEIRINIIER, BRE [ QIEmIIEE ]
10. BB [FRMIFE 1o
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11 FEFREGEMNIEETR, AE-DIREERT. FEMRA, AREE [REF]. HBEFRERNE
FE. BF. AR, EFFN T

12. #EgIBIE, BRIABNEMARIZTAWR, JJLUERFMEEERBRTNINET, HE2ELIZ
EN IR TEERIEIEA 7 ERPIEFZIF R,

8.2. TiE<aRE!

SUSE Manager AVFESIBREFREMTIERKIEHBATHRIBENAS, ERTIESRILEFEEMESE
EHIRIPLE IR B, IS0, AILUHRFRERZIRAGE, SNESRERGERNRERITR

SFEBSIERE

o REEE
© &EW
O BEM. L. WA RITHRFERE
O RIBGIBTT
o ATiTIE
O REBNEIR
R ¢ 30E i
© e
° gy
© mBm
© mSEMNRGE
o fEHR

© &R

‘) ERBTIRERE A AT AR BRI
AL SN LR SR A . WPLEILACES A ABUR T PR ISR KA,
EIARYILECRR Y

e B8
ILEE (A ENFRARAZT)
* FT

« XF
o« AFHETF
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° RFHEFET
* &F
s BTHEFT

TR
SMNTERBE— MM, TBHSRIGERNAERIEE, TERHMESRINT:

o MRENRE I T HBIELTIERFRM, WMERPHIIRE,

o MIRENRHEIAH T HEAFTIERNFM, EREAEERTD BMEELTEREHFE) o HXHK
HENAFLIESR IR ETIESRER, M T HRAFLIESREN R T EIESRER 2
W, BEEERREETIERFRGEMIEEIH T TERTIBENERF, k2, BEEERHTE
ISE AN T AR EhE S 2 BT R AR IS VS R,

HEREEA—RAELTEERARAERH RN T, FEEERIFENARAFLIRSER Phk” KFERIER
e TR, tITARER.

[ ) MBS EEMANT LRI, HAILERE ZERE,
NBEHTEDOSWRINE, YERNFEN, ZiEhaamEANENE. NAR

‘) MBERERI— RS (NRE) 12IW. MBH— N REREE, WEAASES, 535
BRIME T HE R,

8.3. TSR EIR

NTEAFRLEE N HFECZETIEE, SUSE Manager Rt 7282 1ER. MAXERIRGHFiRAISIE—A
FAASTE B AIE SRS IE 28,

AT NERTRANERRERZ,

HRHE SUSE = mi#t{T LR E4h

FESKMEHNBIBE R, DAHIRRRNENRZIRAGE, UEMNRELATRGEENEREHL R
o SH—AHE, MACAELEERENEMRZRM BRI RGTEM,

2 AR AR IR = 8132 = R R B IS8R RS LA AT

o AFHPEE5EMPNIZMAIERR kernel-default 2S84 T
o BB HPEE reboot_suggested XEFHIT
o EHENEEHE R installhint(reboot-needed) B EIAIN T

BXUNENEELEHMEINENEMER, 15 administration:content-lifecycle-examples.pdf,

SIE: RAER
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administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version

0.

10.

£ SUSE Manager Web Ul 1, SZIRBEREEA > diSa3HH 2 E [ QISR 1o
ERNEER RS [ ERERIR | ANERTNE.

ERBFRPRANIMNEL. WEFSFIZERSIZNESNTIERNBZIRAE. WRENE L TXPVA
R, WitFERPSINFIEFRTNE T,

FERIRFERH, EFIREE SUSE PR EadEsh,
EFERTERT, EFENHEIRE LIHEHEI Mo

ERRRFERT, MPEF @Y e BARAT IR PIER— AR, ELESEMRZATILESFET
Itbhf s,

BE [ RF] LR IER.

SHMEIREEGEE > BB HEFEHTE,.

B g/ 9BEdiER

EREBEERMZN =128, AREE [FREF]

RIERFHITLEHEF
MR EEBIRBH TR RATRENARIRARERNENAE, FUEHRBRAKIEIEIR,

AR AR IR = 8132 = N PR R B IS8R RS A T

AYHPEESSEMPNIZRAIERR kernel-default 2RI T
ELEHFES reboot_suggested XEFHIHT
ELEHPEEHE XM installhint(reboot-needed) FYER 4 EIATHN T

BXUNENEELEHENINENEMES, 1H5 M administration:content-lifecycle-examples.pdf,

SIE: RFEIR

1.

2.

3.

£ SUSE Manager Web Ul 1, SZIRBEREA > g3 2 E [ QRIS 1o
ERNEER RS [ ERERIR | WNKERTE,

ERBFRPRANBMEL. WEFEFIZERSIZNESNTIERNRZRAE. WRENE L TXPEA
R, WitFERPSIMFIEFRTE T,

ERIRF T, EFIRERERRTIHEH
ERFFERF, MIIRPER—IRE, HRANRRZVRULGE/ETHSER,

EREFEF, MPMERYS ERERRATIRFPEE—NAZIRAE, BLESEEMNZHT BT IER A
FitbhR s,

BE [REF ] UeETIEES,

SHMEIREEGFEL > BB HEFEHNTE,.
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administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version

9. B [#E/nBEIIER |
10. EEFERBREEMRN=TIERE, AERE [RE]

SEIAER AppStream &R
MR BIEN B P O AR R R A P AR, PTIERI S SR B BRI AR,

NAE, EREAEMEBRREIRIAREE— AppStream T iE25,

RN BB TIE TR SRR, NS EohRmEImE, BN, CZpdIERrIRRYIERETEGERE >
g, HREFERNEEMTE,

AILURIEE TS LUERRRIBVRIRA, AR XL IR UM BARER EFHPRZRIR,

T HIFEERATIAERE, EILERE TS SEIE AR SR LRI
(’ R, MBEREXFHER, REASAERNTEETRSETMRTENER, HAEE
ROFESRERE 2N, MERASSRA,

o B Red Hat Enterprise Linux 9 2, EREFEEBGEREXHIRINR. HLb, %t Red Hat
Enterprise Linux 9 JRE A LERIG R 2B EMHER.

BXRNAERAABSEREREIRIRE AppStream fEEFEEMFMES, BB administration:content-
lifecycle-examples.pdfs,
BIE. MR

1. 7£ SUSE Manager Web Ul #f, SMEIREEGEAR > BB, RAREFENTE,

2. fEdisERE ), Bd [#EE/SEEER ], ARRE [ IEmSIESE .

3. FEFHEMER RS [ ERIRIR | M NISHERME,

4. ERBFERPBABMER. WEFRFNIRIRSIZNS NI SN MEIEH. WRERE L TXHNA
R, WitFERPSINFIERTNE T,

5. TERBIRFERF, EEERIMER AppStream iR,

6. TEBEFERA, EE—MERBELMAPIREUER, L TFHRITIRPE TR LIEE,
7. B [fRE ] LEIEEIEES.

8. RohES BRI UEBFIEER AppStream 1T 525

9. BILURIE/ERAEA— TSR URIB SN EEE ST E

8.4. ERNBTE S EHRIH

BIEE. EXFE. HERNIIEEGE, ATUEREETE,

WIS FL RSN A THRR, FRTIEERERTE RS — R,
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BIUERERNMEEBEFNZIRBITENR, EXMERT, SUSE Manager FAENENRMERNEE
BIEHAVHN T efEhRZAS, MEBEMERENBEZBHE— T ERE, MRHVEERTE T ()
W, WEITEHT, HEELTHTRORGE) , WXAIRZSHANH, SEMBEITABTTMEN, RIS
T, HERENTHFAERERSRIGBERY, BEXEAZEEMUTRIMENEMIFRESR, HEUT
THHEANHEMRNBTIREESR, BRWNtt. JLBIEARIRERXABMNTED RERULITH. BEU
FERAHEZATHFEBEFRS AT, BFSMERGE > €188, REERYIEE, ARSMEIRS Fit
D+, BMEFHRASHT, WEFMEZHTHFEAREE.

iz WEAREGRRAEER
L. 72 SUSE Manager Web Ul 1, SZINBEREM > BE, AEEFCENENTE,
() HEMRTEE, EHRAHETA.

2. BEERIRMTIESE, AERE (B8]
3. $R{ERRASH B SR AR R By B S E
4. AIAEIR A a AR D M IR E .

WiEsTRE, WRRASHSM 1, AIRMER (FIiRt@E) EREIEHEF ik

8.5. FARIFIR

WEMBRE, rHSWERRRIZINT A REIFER,

12 FHRER
1. 72 SUSE Manager Web Ul #1, SMEIREEGEAR > WH, AREEFEEELENTE,
2. EIRES AR, RIIBARDNEERRANINE, ARG [AR].
3. AIATEMRE S RRE ) ISR,

8.6. B&E P iy ECEIIFIR

HEWEMARANBERERDIEE, SUSE Manager 28— MEEEN. EREFIRMIZIFE, 5
RE P IHHNRGHAT UE TR > REBER B EENF R HEEiEkE R P ik,

MM EEBEA = BEEIREIZ P iR, MRERMEAR TR, WEBFHOEHE
o MiEEERE Ko

TERRRRRAH, BipfEREHRME SUSE Manager.

8.7. REE M AREETRG

ATRME T —EE N RAIRABRNAERRAT ERARERE, BEAXERFIRMEER K MELEI,
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AR EEARLIELR
SR ENEBNTAIME i

tIE—MRAT IS
RdiggR Az me

Rdiggs AT R B R
MIE FRHEBRAN T
AHBEREEHT

eE—MeadIEeE

RAMTIESRAPREE B2 ERBHFEH T IbdiERM T EEREACHARNASERERMBERE
Ao

Procedure: Creating the By pate filter

1. 7£ SUSE Manager Web Ul /7, SiEIRTERRERR > SIS H P L (e
2% 1o

2. EidgnanF RPN IESNRZR. H190, mammHs+T,

EdnanFERPIRFE4T (%) o

> w

TrRsEFEEF, BBEiFEnTFRET.
751% H HAFIBY 8]0
6. BE [RE ]

g

Add a filter to the project

Procedure: Adding a filter to a project

1. £ SUSE Manager Web Ul /1, SAEIRBEGE > BB HMFIFRPIEEF
_/|\IDLIEO

0. B EsuEdes ] EEUEERE AN ESS
3. IEFE A TIE TS 28
4, B [1RE ]

Apply afilter to a new project build
TIRSBRERMBNTIERTIR, BNAFTERENATHE, ENVALIEE, FEMEE IR,
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Procedure: Using the filter
1. B (me] LIRS — MR,
2. Bk AIER. AILMERE R REBREMZH LIS R,
3. B ARSS 28 EEAFTEERN BT IERES ER LI
4. B (#R] RRBBEI TR, MREEREDIEE, HEJIERIF
BEZ, NEIRERFERKEE,

Exclude a patch from the project

M BT IAFS B A IR, SNRAIMAE, EHFFERIT IS Z A& RV T,

Procedure: Excluding a patch

1. £ SUSE Manager Web Ul #f, SAZIRNBEGRERR > SB[ H B E (o
1588 1o

2. TEdEnamF RPN E2S0Ra TR, 51490, #HHBs openjdk #To

TEdiensnFEEIRFAT @NEW o

> W

i T B iEEsET,

FEananF ERPRBNZEINZFR. 190, suse-15-2019-1807,

6. B [##E ]

. SMBIANEEGRL > BEFEEENTE,

8. B [g/omitisss ] PEE, KM openjdk #T, RATHRE [H#E ]

g

HEER (198 ] ZHEMETBRN, MndiERkSaEARINEBRATIESE—EER,

Include a patch in the project

RERIRERE T —FRE2EiR. YT TERME/LR, KB T —ITEENREH T, MTHRI
RESUSE-15-2019-2071, EFERFULHFH T B SEENIFER,

o RIFT ISR =B SEE T IR Z AN BTHIFRTIRE, BXFHARER, BER
Administration » Content-lifecycle,

Procedure: Including a patch in a project

1. £ SUSE Manager Web Ul Hf, SAZINBEGERR > iSiER[HEE (o
picts P
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2. TEdEnamF RPN ESENATR. H1, aanszers,

TEtienanFEEIRFAT @NEM o

> w

ErRs T itEsT,

fEmnamTER PPN SUSE-15-2019-2071, FR/EEF 4%,
6. B ] UEMEZT ISR,

1. SMEIRNBEGRA > BAHMFIRFIEZEENTE,
8. B [#w/aEEs], ARitFasnsredT.

9. B [R#E o

- BB (] UEMEIFIR,

g

1

o

Update an existing monthly patch cycle
SRENEHRTNGE, ERILEHRTNANEHER.

Procedure: Updating a monthly patch cycle

L EmesTREP, FLESEEHESN TR, &, eI diss
HENI B AEKo

2. WERBEBALUE suse-15-2019-1807 AVHERRIT ESsMIMBE 9=, AIEEE—1
FTANT BT LB E Itk ja) R,

3. D ERIEANB TSR, MIAERBEZMHT,
4. EEDIBUCIZEE T NAKNT BFIFR,

Enhance a project with live patching
ATNBUFENE BT 1523 LARE A SR EHERMYIRIR,

HEERERALRENN, FEIR—EEEEI

o KIERTELHRG LERA—ITRZRT. KREHRRGESKHERZ—ERE.
BHEANERIEA—TH TR,

ou
(1) - BAERE—FIFEEIENAENE NN T 2 RRRREIISE, XAl
NTHESERER TR, BRI TR, BBEF—Ea2HE B SRS —
.

=

S,
/,

LERSELRENZRALERELA T B

]
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o TELANTERIRIIAN T eflt.  EHTHBRAIZRAES T IR ERABIFIE EAZ
#To

Exclude packages with a higher kernel version

FbRBIA, EEFER  SUSE-15-2019-1244 #T EFENAS, T EE  kernel-default-4.12.14-
150.17.1-x86_64,

F=EHISFTE B 23R kernel-default #1 kernel-default-base 8% T,

Procedure: Excluding packages with a higher kernel version

1. £ SUSE Manager Web Ul Fp, SiEIRBEGREAR > SBR[ HE L (e
pict 3

2. EidenanF BN IEISNZR. FIE0, HpsmiziRaATF 4.12.14-150.17.1 &9
B,

FmBaxnFEEIARENT (Bansa) -

> w

EriReFEE Ik FREATFo

o1

TEnuaanF P HEN kernel-default,

6. BarFERET,

7. TEREFERFRRN 4.12.140

8. TE&FRFERFREN 150.17.1,

9. B [&E] UEFEHEZIIES,

10. SAEIRBTEGERR > BIHHEFENImE,

11. B [sg/omaiEs o

12. AR MR AT 4.12.14-150.17.1 ykeEeE, AT [HE]o
FE7 kernel-default-base Zi¢F B EH T2,
BE [WR]E, SR MNIFE. RSO SIRATS TR A T,

o FRENIZhRAEEBRIZA T ERW AR RBEXRHEHARAZRITRYIFHE -1,
ENIRNAR A,

B LAEAE IS ERER B ohSe At 72, B KRNI A SREHEAMT IS B IERAVIFRE R, FER
administration:content-lifecycle.pdf,
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Switch to a new kernel version for live patching

Live patching for a specific kernel version is only available for one year. After one year you must update
the kernel on your systems. Execute these environment changes:

Procedure: Switch to a new kernel version
1. MEEAREIBRZIRE, F190: 4.12.14-150.32.1

2. SIEFBIRZARZS S IS 28.
3. WiFFFRE 5B Z < BLEY R HASE A& A SR,
4. Attach the new kernel version filter.

5. BB () UEMEIFE,
MIRBTER S, WAL BNEFT R BE L TR e ;

o ° EfEEFEE reboot_suggested KEFIAT

© IEgEDESEE TR installhint(reboot-needed) BYZR{4E1
BN T

The new environment contains all kernel patches up to the new kernel version you selected. You need to
reboot systems after they have performed the upgrade. The new kernel remains valid for one year. All
packages installed during the year match the current live patching kernel filter.

AppStream filters

ERBLEGARBEMBDR, EeILUGER AppStream TR BERUEFERRNEMEFTE, AL, Zd
BREBRHERBEEEED, HREERTHIE. FJUE SUSE Manager REERAEMEEE—FERE
M IEHEE .

M SUSE Manager 5.0 FF#8, AppStream fi7ZZETEE Web Ul FRESZEIE

Fitt, EfFER AppStream EEFRE, F—EIEBTRLTRE,
AppStream TS HAEE O ST BMEFEFR R MERR. ERILURINZ MR RIERE S MEBR.
NRIEARTE CLM TEHFER AppStream 137888, NRRIGRPRIRIRTEERRIFAZE, HEBNEEFEES
EERNERTHIE. REE CLM MEFELVZHA— AppStream 3528, FiE BITEEEMKIFEIRAEN
T,
HERLERT, BB EMEENEEE, MAESEAERNREE. EXHBERN, EERLTESEE (
BRERWK) A AppStream 3528, XREBIMEFENEAMEER, IEEEFEEERATF Red Hat

Enterprise Linux 9 P, XMEFPIRASHERHFIARAIE B EEIEAEMEEFERMEY AppStream
fETFEE.
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EfER AppStream idiE2s, FE—NMEEERUEEFE (f190 Red Hat Enterprise Linux AppStream) £
CLMIH, EHFEZE, ERRESMEINERERTR.

Procedure: Using AppStream filters

1. £ SUSE Manager Web Ul #2, SfiZIfH Red Hat Enterprise Linux 8 8%
ICLMINE, MEREBEEMBEM AppStream @&,

2. B [e@den ] HERBUTS
° fEmsenT R \IT B FR,

EdnxnF ERRIRFiER 6B -

o

o

ErmsTFEEPIEEST,
e F ERPRENEIRZ IR, B0 postgresqlo

ERFERPENFARRVRIR FU0 10, WRFUFERET, NEF
TRIRBIERIA TR

3. B g LLEIEFI ISR
4. SMMEIABSEGRER > B HEFENmE,
5. BT [mg/amEdies], EREHET AppStream iTiEES, AEET (8B

BT LAE AR BU3R / 4RiBiT 8 88 2k S R AV IS TH RE MR R BB BY AT AR IR IR AT | R AP — MRIR,

Procedure: Browsing available module streams

1. 7€ SUSE Manager Web Ul 7, Ff1ZI#&RY Red Hat Enterprise Linux 8 8¢
9CLMIEH., MREEEWMER AppStream &i&,

2. B [enmdiss ] HERUTSEC
TEitssanT R PRI IEEAIZ T,
7 EesaTETRERER G o
Ermsr Rt Fes,
3. BEnuamen AEEPIERREE,
4. YR NIEIE LU SRR AN 7T -
Tapan TP, FRBANEERIORIRETR, HEMTIRPIERE,

U ERFTET, FRBAEHRIRET, HEMFIRPEE,
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o RN IRRIE R EE, EERNEEFZSTEE—ERT, HEFIX CLM Jigr
EAERIRM,

TR LUABEEEEBIMEFERINEMEMRRITEIZTING AppStream TiE2. =BEHESEERFTKH
HOERIIRR R

o BNOAREIEER AR FRBPTERKEERR. H1I0, ME—MEBRFEZEFH R
=y G

Procedure: Disabling modularity

1. 7€ SUSE Manager Web Ul 7, Sf1ZI#&RY Red Hat Enterprise Linux 8 8¢
9CLMIH., MEREEEWMER AppStream &i&,

2. B [emares ] HERUTSH
TEtsanr P RN SN BT,
et n FEEPIRFEER G o
ErmsF ERPIEEE (ERERT) o
3. B 5] BRI ISER,
4. SMEINBEGEAR > BB HERENDHE,
5. B (g/amdiss], EEENE AppStream iTIE2E, AR (8F ]
K SE MM BRI EREIRTTIIE, H BT ERAE R,

HIEMER Web Ul 9 [958 | #5049 CLM BN, BEFEERTESEMRROEMEEE, HPhEas
R BEERIRHIEF ELo

o £ Red Hat Enterprise Linux8 IMEFZELEARRUAIESBIMEEFERKE, BT
Red Hat Enterprise Linux 8 1, FLEARIRITFRAMRERITTITER AISKERAY,
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Chapter 9. BiFF&EIERYIS B
Toi54% SUSE Manager ZEiZEI BEXMET, &0 IEMAIEZENIFERERTE,

£ SUSE Linux Enterprise 15 f1EEARA L AT LAEAMEFESRER TR (RMT), RMT X TITREETA (SMT)
, FEEERIAR SUSE Linux Enterprise REHA A,

TEMTFFEHERY SUSE Manager €&, RMT 5 SMT ERIMBMAKEREE] SUSE Customer Center, FREHRH
BENEFERERP I ANE#ELSE. 26, AUERZEFEHESEENIAIERER SUSE Manager &%,

iR E AR SUSE Manager R (R BT R EAIBANIF R,

o &H9 RMT =% SMT KA FE#ZERE SUSE Manager Server, ©ERBERATEIRREN
5S— RMT 8% SMT £,

BXx RMT BS¥HEE, B8N https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-
rmt.htmls

9.1. M SCC [RIZBEMGETERE
F2F RMT

AJLA7E SUSE Linux Enterprise 15 RE&EAER RMT REIRIZTT SUSE Linux Enterprise 12 S\ EShRAZE P
o

FATEWNE AT SUSE Manager R E—1E FH RMT 5241,
2T 188 RMT
1. 7€ RMT S2f5_E %% RMT 361

zypper in rmt-server

2. f$£F8 YaST E2& RMT:

yast2 rmt
3. RBIRTTM TR,

BXIEE RMT MF4MER, BN https://documentation.suse.com/sles/15-SP4/html/SLES-all/
book-rmt.html.

332: I RMT 5 SCC @A
1. 7£ RMT =241 £, HIEEAALE v] FHRIFRE = M fEEE:
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rmt-cli products list --all
rmt-cli repos list --all

2. EAFEBLR A BB ERN:
rmt-cli sync
XA LAEHR systemd 3§ RMT BBE RN ERRY .
3. BRFENm. I, EEMA SLES 15, BIE1TU <!
rmt-cli product enable sles/15/x86_64
4. RERZHIIESHEATENEE, FHR6F, FEEERNERMEN /mnt/usb:
rmt-cli export data /mnt/usb
5. BERANEEES DRI R EEFME:

rmt-cli export settings /mnt/usb
rmt-cli export repos /mnt/usb

(’ HREIEEESHE] RMT BRESWER, BJLUTE [etc/rmt.conf BY cli ZoAHEN
RMT BFI&E,

B SMT

SMT BEREMI7E SUSE Linux Enterprise 12 A, mJFEFEIRIETT SUSE Linux Enterprise 10 S ESRAHEF
iiio

SMT ERETE SMT LIS — ARG B R U D iE 7 R 6o

BXREMEEE SMT HNEZAT, 58 https://documentation.suse.com/sles/12-SP5/html/SLES-
all/book-smt.htmle

22 IESMT 5 SCC A%
1. 7E SMT 2k, Bl —MEEE RS

smt-sync --createdbreplacementfile /tmp/dbrepl.xml
2. BRERSHNEES LR TEEME, FLHRGIR, FEEERNERAIE /mnt/usb:

smt-sync --todir /mnt/usb
smt-mirror --dbreplfile /tmp/dbrepl.xml --directory /mnt/usb \
--fromlocalsmt -L /var/log/smt/smt-mirror-export.log
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curl https://scc.suse.com/suma/product_tree.json -o /mnt/usb/product_tree.json

o RGINBEIEERE] RMT AR RSB R, AJLTE [etc/smt.conf FIEELY SMT AR
B,

9.2, WEEE

=EFAMERE SUSE Manager B im THiEiE, 7 8EF SUSE Manager gEfBEIF A TERIEIE, MNRKRBAX
LeiEE, SUSE Manager aJREL AN EZ = S0

SLES 12 fI&FEM™m, 540 SLES for SAP 8% SLE HPC
RMT: rmt-cli products enable sle-manager-tools/12/x86_64

SMT: smtrepos -p sle-manager-tools,12,x86_64

SLES 15 fI&F €897, fjJ40 SLES for SAP 5% SLE HPC
RMT: rmt-cli products enable sle-manager-tools/15/x86_64

SMT: smtrepos -p sle-manager-tools,15,x86_64
RERGBEEH S,
AIUBRAEMEZITEGSRAREN. AXBHAERGNTRBENMEEENFARGER, BSIY:

RMT

https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-
mirroring-enable-disable

SMT

https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-
mirroring-manage-domirror

9.3. FEXMIARSS 2%

23% SUSE Manager iIg B NFEXMARSS 28, B IRIREEBBAVIR AR,

2BE

BN AE FRIR AL RVBRI5IS BRI FFIERERIARSS 2R ERE U B (VM) 30T T % SUSE Manager BRS5 28309432 &
£, 132N Installation-and-upgrade > Container-deployment,

BAR, PITRE—THSHEES --mirror i£11, Hi§ </media/disk> B A EAESH S
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mgradm install podman --mirror </media/disk>
A%
WNREENE T SUSE Customer Center #3ERIAIENIRIR, AILUIEREXRREAD FEXMARSS 28,

n BTFRZPNABEEGITIEATER —HEHR LRI A WMRKEHFMERE, BREMAL
BT, SNSEEIERT,

gi2: RS FEMARSS2E

1. 8 Tomcat fRS:

mgrctl exec -ti -- systemctl restart tomcat
2. RIFTZSHEEHE -

mgrctl exec -ti -- mgr-sync refresh
3. ITET:

mgrctl exec -ti -- mgr-sync list channels
mgrctl exec -ti -- mgr-sync add channel channel-label

EEE, NRIRET server.susemanager.fromdir, SUSE Manager ¥7TA10Z&E SUSE
Customer Center B RIEREEN. R, RAZBT—IMESHES, MAHIT SCC B
&,

WFFEZINSE, BB —MWAEREARSERERY (ISS) RSB ZEEFHNE. BXFMER, BFEN
Administration » Iss_v2,
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Chapter 10. (2= 6| E1E

M= B A B FIAE= XS SUSE Manager $UREM X AHEMEMMT™ERM, ERERRT, XMEMARRE,

SUSE Manager =BERFFLERNARHMETE, BoUERZBENERMCENE S, FrEREETE
[etc/rhn/rhn.conf BEE X HHEE,

HENZGEITERNATATERTESHEN, A EBFIMEItRX—%KER, HEERENHE
T_T@ﬂ]o

10.1. REENER

SUSE Manager BUAEIELATER:

e /var/lib/pgsql
e /var/spacewalk
¢ /var/cache

° [srv
&eILUEF spacecheck_dirs 28BN HIENBE R, FILUSEZ TERHABRTIREE SRR,

fBgn:
spacecheck_dirs = /var/lib/pgsql /var/spacewalk /var/cache /srv
For more information about volumes, see Installation-and-upgrade > Container-management.

10.2. &

RIAMBRT, HRGEBRNAAZTEDFEIATERRN 10% B, SUSE Manager SRR E S, HREIFER
MR A= AR T S e A=ERY 5% B, ReIZXRBER,

1&A] LUEEFE spacecheck_free_alert 71 spacecheck_free_critical 23 E X IR E,

fBIan:

spacecheck_free_alert = 10
spacecheck_free_critical = 5

10.3. XFIBRS3

FINBERT, HAEXBEIREHER, SUSE Manager =% 4] spacewalk fRS3

&R LAfEF spacecheck_shutdown SE(E AT, true (ERRAXFATIRE, ERIEMEZZAXANEE.
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0.
spacecheck_shutdown = true
K ==
10.4. ZRZTEEE
KIABERAZTERETIR, EaERUTaSReEATA:

systemctl stop spacewalk-diskcheck.timer
systemctl disable spacewalk-diskcheck.timer

2 spacewalk-diskcheck.timer 5, IRXFNERFE, BELELAXEHBFIMEHER, ELEEEHNN=E
TMEERTUEBITNE,
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Chapter 11. MG EIR

11.1. Image building overview
SUSE Manager AFRAEIESMES B MURERARE, HIGEREXIRGEFEX,

Procedure: Building and pushing images
1. EXGEFEX,

2. EX—TMEGEREXHHRBESR (gitEEFENER) BAXEK,
3. TERA,
4. RIREHEEBIBRGRFAEX,

SUSE Manager Z#FmMaE2EA . Dockerfile # Kiwio Kiwi #9Z2LR B FHERFIRE. EIABREGF]EL AR
Bo

Kiwi 132 LKA RIIRGIFMEX BTN E XA srv-www ERH—IMXERFE R

&R M https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME T#, HtnigiE
AERGIFAE R TTETER,

The image store location is unique and is not customizable.

11.2. Container images
R

A2sThEEIEAFiE1T SUSE Linux Enterprise Server 12 S ESARARY Salt EF i, EFIAZAT, FEHRKREHIR
IWHELTFENR:

o —MEE Dockerfile HMEEMANE.RT gt #EEEF. ZBBEEIURLBXTHAN, NHEHRE
GitHub. GitLab 3¢ BitBucket L,

o —NEMECERIMERTEEX, 5140 Docker B,

EXARNFEAES, BER https://documentation.suse.com/container/all/html/Container-
guide/,

SIEMEEMN

EfEA SUSE Manager 1HEME, GFRCEHERE—TWEIN. FHEWEENZEIT SUSE  Linux
Enterprise 12 BiE@ARZANEY Salt EF i, ATIRHESETRAEENNIEEE,

o N LBURIER SIS BARREG ERIRIFRAILES,
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530, 7£i517 SUSE Linux Enterprise Server15 (SP2 S{EShas) 1RERSHRZASAIH
BEMNEMEET SUSE Linux Enterprise Server 15 MIBRME, 7£i51T SUSE Linux
Enterprise Server 12 SP5 3§ SUSE Linux Enterprise Server 12 SP4 {#2{ERFihR A HIME
FH EMEETF SUSE Linux Enterprise Server 12 BYBR{&,

FZFFBARREE,
7 SUSE Manager Web Ul &, HITUUTH R EMEZ I
Procedure: Building a host
L Z&%> 2SO NEPEFREREEAMEENA Salt FF i,
2. EFMEE iR sgasTUE PIERSRER, SMERGE > REBEHEA

R2StEIR (5140 SLE-Module-Containers15-Pool #[1 SLE-Module-Containers15-Updates
) o B [F—%] LUREL

3. THmueeEs, AEET [#Alo

4, MagasallFnEEEmE, HFMmmasxndRPEBasngsn, A
G (E=mEt] LA

S. WBIF R B Highstate ZEFMBMNENINHEFE. ERFATIRMRHIEEFERS >
Highstate, 7AJSE i [ M Highstate]o 3¢#&, M SUSE Manager fRS528n
LT B Highstate .

salt '$your_client' state.highstate

Create an activation key for containers

T SUSE Manager 2R A SR EREMERERENEEREXKIBERANEE, ATRESEALERN
BIE— MR HIEE R,

o EMERR, FE— I SBEXKNHEER, EzBETERE SUSE Manager
Default,

Procedure: Creating an activation key
L EERG HEEHR.
2. B el
3. WsmilEmain. ER THEKAERESIE AR amEE.
4. B [emmeE®sA] Bl

BXEFMEL, 1EB M Client-configuration » Activation-keys.
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Create an image store

All built images are pushed to an image store. This section contains information about creating an image
store. Image store is generally referenced as a registry.

i= Image Stores @ 2 Refresh | + Create
Items 0-0of 0 Select All 25 j items per page

There are no entries to show.

Page 1of 1

Procedure: Creating image store
L wZmg > FhEX,
2. Pheal g EHEE,

# Create Image Store
StoreTypex: | Registry El

Label *:

& Clear fields

3. TEmEF R E X EGEFEXBIE R,

4. BIIEE ur FERIZMERECENREE, ZREZAEERCEEN (TLR
REBIEZINR) BT IREER (FQDN),

registry.example.com
B URI R B FiEE EWERAN CERHIMGEFEERX.
registry.example.com:5000/myregistry/myproject
5. B (e ) LURIIFTRY ARG TR IE X,

Create an image profile

FRERHRGEHEEA S SWERIRBHREGEEX RN, ATIEEEXMEM SUSE Manager Web Ul 8
RRECEXHFRIER.
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EE |mage Proﬂles o < Refresh | 4 Create

Items 0-0of O Select All 25 j items per page
There are no entries to show

Page 1of 1

Procedure: Creating an image profile
1. BRIRMGEEX M, FEEEMEG BBEXH, AERE ez,

# Create Image Profile

Label *:

Image Type *: Dockerfile 5
Target Image Store *: Select an image store j
Path *:
Format: gitu
Activation Key: None Bl

Custom Info Valugs: | Create additional custom info values |

2. BT IESreF RRMHRMREE X IR,

o RSB 2ZMREAFICRAEMATF myproject/myimage HIFETL
, IBRERENMEGFEEX EE URI €5 /myproject 555,

3. {5 pockerfile {E/Umges,

4. fEFTHIS B M BFmeErR FERPIEEEN G E,

5. 1TmeFEE®, A GitHub. GitLab 5% BitBucket f&7ZE URL, %R
AUEWEFNMNAME R, % URL NiZE http. https S S (HIIE
URL, 1R 2 GitHub = GitLab f&#7E, FERUTERIAZ—:

GitHub path options
GitHub B F B 7=

https://qithub.com/USER/project.git#branchname:folder

o

GitHub AR 10 B i 7Z %

https://qithub.com/ORG/project.qit#branchname:folder
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° GitHub £ FE S % IIE

INRIER git BEEEZTH, BENEREXHHN URL UEE 5K
iE, EALLT URL #2Z0EE GitHub <h#1TH A IRIE:

https://USER: <B{H38IE<F#>0g1thub. com/USER/project.git#master:/container/
GitLab 2RI B 7FE
https://gitlab.example.com/USER/project.qgit#master:/container/
° GitLab AT B fE7EE
https://gitlab.example.com/GROUP/project.git#imaster:/container/
° GitLab S HIIE
NRIER git EEFESTRNERRAFIARE, NHEEENECEXHR
git URL UBEFMHKIE. AT URL #%30ET GitLab LREHITEH

DL

https://gitlab-ci-token:<
B1pIIE<hE>0egitlab.example.com/USER/project.git#master:/container/

WMRIEKRIETE git 2%, MWEIAZFER master D2, WERK
o EXE folder, MIBR{ZJE (Dockerfile J&) FREA(IF GitHub
g} GitLab checkout 32 HIIR B R,

6. ER—wsEmd. AUEE AR RS EREIE X G KEI EHATRE
BRI

RAUEZ RS MRRECE X REXfE, PTUMRERIZIEX
o RV RIBREGER = A EE MR ifiE LA 2@ E R R
el

7. BB (o] 5

Example Dockerfile sources

https://github.com/SUSE/manager-build-profiles £&# T RIEE A MNMIREE X .
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ARG SEHRRMENMES SUSE Manager IRIERIFrEMEZEMRXEX, ARG SEXATAT
WEARFWEENASSFA SUSE Linux Enterprise Server HrZs#9 SUSE Linux
Enterprise Server BR{&ARZS,

o f5I40: ARG repo SHULIKASMMEFEX ] echo sr S BIRIEMRIERIRE, ARKEIENE
PR IRIE AR A B TR S o

&7 SRR EIBRIGEC B X A RO BB SRR E

FROM registry.example.com/sles12sp?
MAINTAINER Tux Administrator "tux@example.com"

#it FFA: 5 {productname} BC&{EMAIEEXLELT

ARG repo
ARG cert

# AINEMAYIES
RUN echo "$cert" > /etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT.pem

§ EREBEEEE

RUN update-ca-certificates

# B EE RN EI R

RUN echo "$repo" > /etc/zypp/repos.d/susemanager:dockerbuild.repo
it 25%R: 5 {productname} ECAfERITEEXLELT

LIRS
ADD add_packages.sh /root/add_packages.sh

# TITH B
RUN /root/add_packages.sh

# R MR EIREFERZ
RUN rm -f /etc/zypp/repos.d/susemanager:dockerbuild.repo

Using custom info key-value pairs as Docker buildargs

RSB EX EERE-EX, WEEREEDMEGEE XM, Itih, XER-EXEEAN buildargs FiB4
Docker ¥ <,

BXTHEEXEERMCIZEMESRINFMES, 55N Reference > Systems,

AFEL S

EI A ER G, BTUEAENSHEZPEZIREG > W8, REREG > BEXHFIRPIEEEIT.
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8 Build Image @

Version: latest Profile Summary
Image Profile *: Select an image profile j @ No profile selected
Build Host *: Select a build host j
Earliest: i} 05.06. o] 18:¢ | CEST
Addto: | new action ¢ hain

Procedure: Building an image
L EEmis > .

2. MRENEERRINBHRE ((REFHEEX) , MBEAEMRE, 15
AR ERIARIZ R TR,

3. i manEscefuzEi.

o BEEWEFRANNREtEE, TERFENERENH
&, BXRFMAREXHRIFAE SR EREL K,

4, BELHWE, BRE (we] iRH.

Import an image

The second way to get an image is to import and inspect arbitrary images. To do that, select Images >
Image List from the left navigation bar.

Complete the text boxes of the Import dialog. When it has processed, the imported image is listed on the
Image List page.

Procedure: Importing an image
L 728RM5 > BRGFIRT, B [SA] TS ABmEIIEE,
2. TES B IEERIRS LU T FE:

BR{GTFHEEX
EMPHEREHEITIER B,

AR {55 R
B ERRERRIZ .
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BR{ShR 2
B ERBRRBYRR S,

MEEM
FAFHEAC BRI Z o

AEEH
BUER, TiREATEERGINIREGEENRKRER,
3. BE [8A] KA.
REENS7ESRESIEMERIN, FH7E SUSE Manager L HHEEIKIZIE,

WIBTERRE, TR UTERGFIRFIZIES ARG, EEMEYPERT — P TENEL, ERZREES
)\o ‘@ﬂl«i&%f?ﬁ'\]ﬁﬁﬁlﬁ‘ﬁtg |JET")\H9%{%E’J)|*II—:\.*;RO

B8

BRRIEE

BEhmERREG: (BC) MR TEITENMERM, (EET BCl NEELME, ElRIERaMHEHITINER
HHIFTE TAME,

FEOERSREE, ERIESBIEXMNTHERER:
libssl.so0.1.1: cannot open shared object file: No such file or directory

BCl &5 A THERSMWEINLER Salt MALHITREZINIAEMTR, BNREFEEZHITHRE, N
WA AN E BB PR RN

RNTERIERE, BNTUEE Dockerfile B AR libopenssl FH EFHOEME,
i85t libexpat t2AESSIUEEH AY,

General issues

TERAEREIFERN— LB R

o BT IHRCES git fEFEEN HTTPS IEBMEE B E RS XA HE DR F o
o BEIARZIFFER Docker #41T SSH git Aial,
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11.3. OS images

RIFRSIRGE Kiwi WERFMWE, WHBEATEENX, AJLE PXE. QCOW2. LiveCD SiHEMZERIAIMRIE,

BX Kiwi MEZRFEMEE, BB Kiwi i,

=K
Kiwi BREEAIEETHEEIE B Fi51T SUSE Linux Enterprise Server 12 #1 SUSE Linux Enterprise Server 11 B Salt
& F o
RARIE LA TFALE 2 —i518) Kiwi BYRESE S FBC B2 :
* Git filifFRE
° HTTP L HTTPS £ &/ tar 31
o MEEN LENAMBER

BX git REMTE Kiwi BEENRA, B8R https://github.com/SUSE/manager-build-profiles/
tree/master/OSImage.

3 MFETER Kiwi RIRERSBEIEN, ZORBIRM 1GB RAM, BIAFIBRA
SEIATRENIIRAN. BXFAES, BLUERRLHIXL.
SIEMEEMN

ZEM SUSE Manager & MG, BEIBHEE —MIZEN. RIFRFMEGMZENZETE SUSE Linux
Enterprise Server 15 (SP2 Z¢ESARZS) ZLSUSE Linux Enterprise Server 12 (SP4 ESMRZS) LizfTHd
Saltg)ﬂﬁﬁdﬁo

I 2 RHE S ST EARIRIEECE
MR EN_ERVRIERFNNS BARME EARER S LA,
530, 7£i5%7 SUSE Linux Enterprise Server 15 (SP2 B =hia) 1RERGhRASHIMDEE
EH EHWEETF SUSE Linux Enterprise Server 15 BIBU{&, 7£i&1T SUSE Linux
o Enterprise Server 12 SP5 3% SUSE Linux Enterprise Server 12 SP4 12{F R Gk AHIH03E
FEH_EHEETF SUSE Linux Enterprise Server 12 B9BR{&,
TELIMB IR RERINIE, FIa0, #HEIETT SUSE Linux Enterprise Server 15 SP3 #Y

Raspberry Pl (aarch64 A& 45H) #32EH| L5932 Raspberry PI SUSE Linux Enterprise
Server 15 SP3 B,

Procedure: Configure the build host in the SUSE Manager Web Ul
L Z&% > R nETEE2EE EEVREF o
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- EMEIRSAT > BHEETTE, Nmmzsxin = RRergmgngs,. 2 [

~
EEEE] BN
E d186.suse.de @ @ Deleto System | @ Add to SSM
Software Configuration Provisioning Groups Audit States Formulas Events
Overview Remote Command Hardware Migrate Notes Custom Info

Edit System Details
System Name:

Base System Type: Salt

Add-On System Types: |:\ Container Build Host
(w4 OS Image Build Host

Description: 0OS Image Build Host (for KIWI images)

Facility Address:

City:

State/Province:

Building:

MEIREMT > B > REEE, RIEWEENMRAERAPIERNRGE

SUSE Linux Enterprise Server 12 12 X#1FH2E SUSE Manager &F
= (SLE-Manager-Toolslz-Pool 0 SLE-Manager-Toolslz-Updates) o

° SUSE Linux Enterprise Server15 #JEEHZEE SUSE Linux
Enterprise Server #&2iR SLE-Module-DevTools15-SP4-Pool ] SLE-Module-
DevTools15-SP4-Updateso

° mRERRERH, AR (Wl

4. BTN F Highstate 3% Kiwi MFAENFENRHEE, ERAHA T OIEFIEEF
K& > Highstate, JAIGE & (MM Highstatelo &, M SUSE Manager
Server 51T A Highstate:

salt '$your_client' state.highstate

SUSE Manager web server public certificate RPM

M ENE SR SUSE Manager iEH RPM EFIZIF9E EN., LLIEPR T8 SUSE Manager IRERIETEEE.

ZIEHH mgr-package-rpm-certificate-osimage fTEHIZAFTE7E RPM . E2# %% SUSE Manager HAjal
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= BhERIZT e,

HIEFEK spacewalk-certs-tools MR, ARASREFRRRINERRBZITEMZA, B2, MRIERHKFE
BEHRHAATA, BEARIIETHREFER --ca-cert-full-path <iEBEEF> FohiA B ZITEMA,

Package script call example

/usr/sbin/mgr-package-rpm-certificate-osimage --ca-cert-full-path /root/ssl-build/RHN-ORG-
TRUSTED-SSL-CERT

BEIEBH RPM BRG-B7FE7E Salt AJIARRYE RS, Flun:
/usr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm
BEIUEBH RPM R BIEAMANE FHEF PR
/var/1lib/Kiwi/repo

EMRIRPIEE B S SUSE Manager SSLIEHH RPM &, HARFEEN Kiwi EEGR
rhn-org-trusted-ssl-cert-osimage {E bootstrap 35 P A FHIIRHFE.

5% 3. config.xml

..;packages type="bootstrap">

éﬁéckage name="rhn-org-trusted-ssl-cert-osimage"
bootinclude="true"/>
</packages>

Create an activation key for OS images
BIES5EE (EHMEMEGMNRERGMGRISERBIEEERE) XBRBIEEH,

IR AR R A e IR E R SRR

o To build OS Images, you need an activation key that is associated with a channel
other than Default activation key.

Procedure: Creating an activation key
L £ Web Ul 1, E&FRSG > MEE,
2. BfieneE,
3. Wi Apmizsetn, FHER THIEERES51ZEAXKARMEE,
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4, B [ eEssEEsn ] ik

BXiF4EE, 1520 Client-configuration > Activation-keys,

Create an image store

RERFRGE RS SBAAERFMETE. RINERT, BMEFHEXIER srv-www &,

BRIRZH Kiwi EEEHNATHERRIER. EIMEGNERRHIREGFEEX,

o BRI https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-

NAME T#, HIBZEIERGFAEENETEIR,

Create an image profile
5 Web Ul EIEEEZE X5

= Image Profiles @
Items 0-0of 0 Select All

There are no entries to show.

Page 1of 1

Procedure: Creating an image profile

L ZeEEREXY, BERGH BREXHiERE,

# Edit Image Profile: 'SUSE-MicroOS-Default’

Label *:

< Refresh | + Create

25 j items per page

REBRE [0,

). EREFEF, i(HmemEseriVE iR,

3. {F A Kiwi {E/Inngess,

SBTTT [ #183]

11.3.0S images | SUSE Manager 5.0


https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME

4. Rz BEhtEREFEX.

5. WIAEE Kwi BEEXHHNERN ®=8 ure, B3, git URI (W0
httpsj/giﬂwub.corn/SLJSE/nwanager—buHd—profHes#nwaster()Slnwage/SLE—Micro54) o
HMAEFE HTTP 8¢ HTTPS B/ tar J3AEMEEEN EHNEME R,

BXRIFAER, B RETRERREIUEIN

6. IRIBREMWAN kiwi #5. R Kiwi EEEXHEE TE2MCEXS, EEA
--profile <name> JEFERNECE X o BXREMED, 1HS N Kiwi X5,

1 ER— T sEEs. AL R AR R EREIE X R EGIEKE EFATE
BRI

o RAUE RS RRECE X FEXER, LUIRRIRGECE X E
R IEfRBYEfEE N E R e

8. BB (e I

Source format options

°* IBEEFEER git/HTTP(S) URL

EM AL git fEFER URL, ZiEEEE S ZHERREGRTRAE,
RIEMEFZERIE, 1% URL FIRER:

https://github.com/SUSE/manager-build-profiles
BJLATE URL WY ¢ FREEEE— 170X MWRFIFERT master 03
https://github.com/SUSE/manager-build-profiles#master

AUE . FHEEEEESMGEFENE R, RFIERT osimage/Pos_Image-
Je0S6:

https://github.com/SUSE/manager-build-profilestimaster:0SImage/P0OS_Image-Je0S6
* 53 tar 3BV HTTP(S) URL

SAHEETE Web ARSS28 £V tar 31 (E480RE4E) AY URL.

https://myimagesourceserver.example.org/MyKiwiImage.tar.gz
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* WEEHN LRIERRE

BMANEE Kiwi MERFFRNERNBR. LERONEEENWEEN L
R

/var/1ib/Kiwi/MyKiwiImage

Example of Kiwi sources

Kiwi JBE/DEE config.xml, BEEHFIXE config.sh 1 images.sh, JREIXAI LB SERER root FERT
A RAL MR PRIX o

BX Kiwi MEREFHER, BB Kiwi S,
SUSE £ SUSE/manager-build-profiles A%t GitHub BRI T ThEEFT & BV RIGIRAI R B,

5l 4. JeOS config.xml ;3= fl

<?xml version="1.0" encoding="utf-8"?>

<image schemaversion="6.1" name="P0S_Image_Je0S6">

<description type="system">
<author>Admin User</author>
<contact>noemail@example.com</contact>
<specification>SUSE Linux Enterprise 12 SP3 JeOS</specification>

</description>

<preferences>
<version>6.0.0</version>
<packagemanager>zypper</packagemanager>
<bootsplash-theme>SLE</bootsplash-theme>
<bootloader-theme>SLE</bootloader-theme>

<locale>en_US</locale>
<keytable>us.map.gz</keytable>
<timezone>Europe/Berlin</timezone>
<hwclock>utc</hwclock>

<rpm-excludedocs>true</rpm-excludedocs>
<type boot="saltboot/suse-SLES12" bootloader="grub2" checkprebuilt="true"
compressed="false" filesystem="ext3" fsmountoptions="acl" fsnocheck="true" image="pxe'
kernelemdline="quiet"></type>
</preferences>
<l-- CUSTOM REPOSITORY
<repository type="rpm-dir">
<source path="this://repo"/>
</repository>
-->
<packages type="1image">
<package name="patterns-sles-Minimal"/>
<package name="aaa_base-extras"/> <!-- wouldn't be SUSE without that ;-) -->
<package name="kernel-default"/>
<package name="venv-salt-minion"/>

</paékéges>
<packages type="bootstrap">
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<package name="sles-release"/>

<!-- this certificate package is required to access {productname} repositories
and is provided by {productname} automatically -->

<package name="rhn-org-trusted-ssl-cert-osimage" bootinclude="true"/>

</packages>

<packages type="delete">
<package name="mtools"/>
<package name="initviocons"/>

</paékéges>
</image>

FEBR R

There are two ways to build or get an image using the Web UI. Either select Images > Build, or click the
build icon in the Images > Profiles list.

£ Build Image @
Version: latest Profile Summary
Image Profile *: Select an image profile j © No profile selected
Build Host *; Select a build host j
Earliest: i} 05.06 (o] 18€ | CEST
Add to: new action chain

Procedure: Building an image
L EEmig > .

2. NREABERRINNsHRE ((NERTEZS) , MEFEREMMRE, 15
AINAREBIARIE B o

3. IERmeERE s A lmEEN.

0 WEFERANZETRExnEE. TEEEMEEEEXMHE
» BRFMEERLE S HRIFAR(E BB ERTELtAt,

4, BLHWE, 58T (w2 1RH,
EIMEIETIET, WERE RSSO ENEE, NRER, ERER
o B root BHHEST Gnome RiF. MBEEEHEHIZFELET, NBEHETLRL)
=H, (BRMEERBATIEE TR, MTISEEM,
RIS, HENBRIMEIFTE, EREMER, SUSE Manager SUEE XIEHEE

o REFRRERRHFERTIE
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o BUEHIAIAT]
o BRE A IRE ARG TS
INEATEBBMEAETIR PXE, MIERER—1 Salt pillar. B& pillar FZHE7ESIRR
, Salt FRATTLUHING X ERBRMEIAT, M OIEME S FR T B AR ARG
0 PEEO(IE. IMERIAT]. MASISFRENEE, 5%,

B pillar AlEFTEEZENE P IRER.

MEREGFETR/LVMEXNTE. WRWEKXK, BAE Salt RELERMNWE QTR THERKRE.,
IR IMET, BILRITIATHOZE:

W ENEE I LURIRER

¥ EHF SUSE Manager fRS328 LR B WIRGIR M T RIS AVHEE == 8]
AARRES KT [EHEE

ERNMERESEN

e G8% SUSE Manager NHEIIEHH RPM REaELEeRMN, HEERR
/usr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm Tigft,

BXNERFHAIES RPM (948, B8N 0202 T

PR
AT O AERRENFEN LB,

o BTFRIE) HTTP JREY git (877 ER HTTPS IEBEE BE X REX HHERF iR, HFNHTRE,
* REFSNET Kiwi BIBR{R,

11.4. List of built images

ZIIHFTANERERE, HEFEREG > BRETIR, RS ERPIEBRERTIR.

& Images @ & import | & Refresh

[Jshow cbsolete 100 v items per page

ltems 1-30f3 Select Al

O Type Name Version Revision Updates  Patches Packages pByjld Last Modified |5 Actions
[0 Container image ~ suse_key latest 15 (] 0 0 (] 21 hours ago = o
[0 ©Simage Building profile: suse_os_image - 2] o 0 ® 2 days ago = o
O o©Simage POS_Image_JeOS7_uyuni 700 1 (V] 0 ] (/] 5 days ago = | o

Page 1 of 1

& Go to OS image directory listing
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BTREREARRBIECERGRRIBRIR. RRA. EITHRAEERE. TAIUEEREETRS, UNATEERTZ
BREBIAN T A BB TIR,

N TFHRERGMRE, BMMRFFRERE Kiwi IR, ERITREREZEN. THRIARSMERNE, X
LR RREREX AR R— MR &R,

EATHRSESXRIIER BEEE, NTFRERARE, S METRAIUEEETRRZ.

MFREREG, FEFRSFRERNRE. EXIBEITR 4. #T7F) HEERERFRE, TUEART
S FAE HX EAEIT AR,

BEREEN [T | HESER—MFANE, FAUNESEEXMTHRTTIR. BRERRENREREE
B RMWER T,

BE (MR ] A MFIRPRIERREG, BERESBFRMERFRGIFMEX P XER pillar 13X, RS
EIThR.

o REMBEIEERTHMIN, 7224 THREESI%R.
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Chapter 12. EfiliZ2th4irEs3

MRIEFERLHBENER, ATRERIRMEIC(ETE SUSE Manager Server E4EXMEXE RSN ZET. Hii8]
Mz EEEMIFIEES. SUSE Manager Server #8X&% (FIMNARSS 2R iEED MEARS5888% SUSE Manager
Proxy) == EIFM, HAEBERHPREEEERN.

SUSE ENEIRLR SUSE Manager EREMRIFEIINS. XEERSEE. RENEEEN. WRFE
SUSE Manager Server fREFEHRTS, AIRELATELER BMIFMRHIRLERLTD .

FERMHET —DOENNEREZNER, ERESEXATEN T ENESEENTEE.

12.1. BR5528

gig: RSHNE
1. REFISHES
2. REREFREISH RS o

3. 1&17 spacewalk-service status F 1O ERBXHENRS 2B EIEBIET.
ARG O BRI L E:

* BXfEA YaST MR, BEM https://documentation.suse.com/sles/15-SP4/html/SLES-all/
cha-onlineupdate-you.html,

* BXfEA zypper BER, 58 https://documentation.suse.com/sles/15-SP4/html/SLES-all/
cha-sw-cl.html#sec-zypper.

FAIAZ A9 SUSE Manager Server EEBEHERZ M EMBE, FMHENERNRHES BT NRTARS.

EfF SUSE Manager fR¥F&H, BEEBEZEEET| SUSE Customer Center A Repository Management
Tool (RMT)o RAILUKE RMT F{ERTIEIRIRE MY At 245 R,

AILER U T EE MBS EENRR LAIA:

zypper 1r
BT

Name | Enabled | GPG Check | Refresh
——————————————————————————————————————————————————————— T L
SLE-Module-Basesystem15-SP4-Pool Yes (r ) Yes No
SLE-Module-Basesystem15-SP4-Updates Yes (r ) Yes Yes
SLE-Module-Python2-15-SP4-Pool Yes (r ) Yes No
SLE-Module-Python2-15-SP4-Updates Yes (r ) Yes Yes
SLE-Product-SUSE-Manager-Server-4.3-Pool Yes (r ) Yes No
SLE-Product-SUSE-Manager-Server-4.3-Updates Yes (r ) Yes Yes
SLE-Module-SUSE-Manager-Server-4.3-Pool Yes (r ) Yes No
SLE-Module-SUSE-Manager-Server-4.3-Updates Yes (r ) Yes Yes
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SLE-Module-Server-Applications15-SP4-Pool | Yes | (r ) Yes | No
SLE-Module-Server-Applications15-SP4-Updates | Yes | (r) Yes | Yes
SLE-Module-Web-Scripting15-SP4-Pool | Yes | (r ) Yes | No
SLE-Module-Web-Scripting15-SP4-Updates | Yes | (r) Yes | Yes

SUSE Manager R EH (MU) LURHBSRVIAE. HIFEHRBHORESETT. i, E£&% MU
&, E&1ThR 4.3 &g 7H 4.3.1,

AILLUEIEE Web Ul EMZEIINE BRI IEEZITHM A, EAILUER api.getVersion() XMLRPC
AP A RRIRERAE S

EFHTA
EHEF s LR salt-minion. zypper REMBXEEMAEHIFEEER, BEAMSE—RELRRK. 5
N, ARSSERAVLEIFEEFPIRERSI NI Salt Ehitas, LthBY Salt B HERTALEETT, BELEFTEHIEE. B

BERISSIER, BIEE salt-minion G E A AEHNRE#HITHSR. SUSE BEFEfR salt-minion 1822 A] &
2EH,

12.2. IS5 EIEP MIERRSS 28

WMREFERIRS2REIRDS MBIRSSES, 1BTE SUSE Manager fRSZ 28 B e E X H#H 1 TE .
BXRSHREEFZFMES, HS M Administration > Iss,

12.3. IS#ARS3 2%

NERIEAER Prometheus Y1EAR528, IB7E SUSE Manager Server BEfiserl /a3t Hi#TE#.
BXREENIFEAER, 155 M Administration > Monitoring,

12.4. (I

SUSE Manager Server B#i5eRt/E, RIENRIIBENEH,

—MRIERT, FXFBITEHEMRA LIRS SFEEENRIE, H—fIIMEREEENE, RERRE
WhksseE, EILAERIREERIETTIRRZS,

A SRAREFHRARS 2, AEEFREFNIE,
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Chapter 13. fRZ 23 i8IF%

INRELET Z1 SUSE Manager, BRFEEERSHZEEFINE. EARSSFERD (ISS) AIUSH—&K
528 (R) BEUE, HBHESAS—8 (B RSH. XN FROBESEZXAEZNREREM.

o 7£% 2 hix 1SS SRR, SUSE ERRT EMBER. AJLATEEST SUSE Manager ARS328 2 IE)%A
EF—AEREMFARE,

g M SUSE Manager 5.0 &, ¥5ARSREIES (B4 1) Thig, HEESMESKEE
BRo

13.1. fR5523EIRY - hR7s 1

g M SUSE Manager 5.0 &, ¥5ARSREIES (B4 1) Thig, HEESMESKHEE
BRo

MRERLET %4 SUSE Manager, REMRENERTMRIRAERN—N. IRSR[ERED (ISS) A iFEEM
MNEEE % SUSE Manager Server HE I MRIFRH.

BIRE ISS WA 1, FERK— SUSE Manager IRSBBEXAERS R, BE—TEXAIMERSE. NRE
BEEAR, RARMAERERSREEE,

ISS  EMRSZBB[BZFALUFAERSEE, RRAE LEETMNERSSE. XEKE, FEBL
BEEXEMBIRSBRIRE 1SS ARG AREIR 1SS MEIRS SHEREI TR 2
FKIREMEIRS 250

312 1RE 1SS EARSE

1. 7 SUSE Manager Web Ul FR, SfiZ|EME > ISS BLE > XIRFB\/LE, ARRE [FMIHIMNERSE
Io

2. TERIEMBIRS BATXIEETD, 79 1SS ERS|BHE—TMEIRSSFRELATHT
© EMERSBHRLBEEHSTET, WA ISS MBARS52=HY FQDNo fugn:

server2.example.com,
© EhAFMERSERS? SREUBEMNERSRSTRSENES,
© ETEREAARSIIMEIRSE? SRELUSFEALRS IILMERS S,
3. B [ QI ] LURN 1SS MBRRSS 28
4. ERVFSHFMEALAL S, EFEEATFEETRRIEMERSRSHIERSBIAR, AEEE [RF
4R 1,
I8 ISS MERRS B 2 H1, TERFIABEEHMN CAIER,

di2: FEMRSSE CAIEBEFIZE] 1SS MRS 23

1. 1£ 1SS RSS2 EH [/srv/www/htdocs/pub/RHN-ORG-TRUSTED-SSL-CERT B¢ 3| CA IE+H, HelE—
N EIfEEaE] 1SS MEIRS 2 MEIZ.
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2. £ 1SS MERRS 28 L, & CAEBXHR1FE! /etc/pki/trust/anchors/ B R,

EFPERRE, FTLIKE ISS MEBARSS 28,

212: 185 1SS MEIRS 28
L. £ SUSE Manager Web Ul F, SHEIEIE > 1SS iE > MERSHRE, RG2S [FMF0ERSSE
I

2. EHERSBATXIEEDR, NBIEISS EARS B[RS F[RMLUTAT:
© EIMSBORLWEHSTET, WALMERSSRH 1SS TRSHH  FQDN. fBI4n

. serverl.example.com,

O TEIEEMREE CA EBHINXMHRTEED, BN CA IEBME 1SS FRSE FHLEMKRR, WERENSE
/etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT,

3. BE [RmMFREYEIRSS SR ] 1% 1SS MEARSS 2R L EARSS 280
d12: R ISS g8
1. 7 1SS MERRS 88 LIS IR TT T, 5 1SS XARSHAEAD !
mgr-inter-sync
2. Ak BRI BMNEE, BERUTHS:
mgr-inter-sync -c <@EERZFR>

3. 12 SUSE Manager Web Ul 1, SAnZIEE > ISSEE > BB X-MEIRSBIRY, HEZFERP AL,

13.2. B3 25i8IE - ks 2

NRELRET Z1 SUSE Manager, BRFEEERS[BZEEFINS. ERRSHEIRS (ISS) AIUSH—EK
58 (R) BVEIE, HBHESAS—8 (BfF) RSH. XNFHROBESEZRFEZNSEREA.

o 7£55 2 bR ISS SKELHR, SUSE EBRT EMBESR. BILATESESTT SUSE Manager BRSS28 Z[8]8H
F—FESEMSARE.

R ISSRHGE

To use ISS you need the inter-server-sync package on source and target servers. It is already installed in
the server container image.

REES
(1) TETERRSS SR A BRI THAINI S T 2 AT A mgretl term,

g2 ShiRiRSS 82 ERyEiE
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1. At the command prompt of the SUSE Manager container host of the source server, as root, enter the
server container:

mgrctl term
2. EBEAEL, FITUTIE:
a. Execute the ISS export command. The -h option provides detailed help:
inter-server-sync export -h

SHEIEZEE—MaLBER, HPEESAIEFRENFIEHE,
To avoid data loss or filling up the container file system, store the data on a

o persistent volume (preferably /var/spacewalk). For more information about
persistent volumes, see installation-and-upgrade:hardware-requirements.pdf.

Contents from the source server needs to be synchronized to the target server.

d3i2: HSHBEREFZIBIRIRSS 28

1. At the command prompt of the SUSE Manager container host of the source server, as root, enter the
server container:

mgrctl term
2. EBBAEE, RITUTIE:
a. Synchronize to the target server:
rsync -r <SFHERWEEE> roote<BEIFARS 28>~/
EHFFERSRRE, FIRSAXERS,

g2 EERIRSS B[ ESNIUE

1. At the command prompt of the SUSE Manager container host of the target server, as root, enter the
server container:

mgrctl term

2. ERBEAEL, HITUTIE:

a. Execute the ISS import command. The -h option provides detailed help:

inter-server-sync import -h
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installation-and-upgrade:hardware-requirements.pdf#server-hardware-requirements

MR EiRECE
RIS fetc/rhn/rhn.conf MESUIBREEZIE. FTUERESH -serverConfig i I I H.

E PR
o RBRSBRABATRS RBEAE A,
© SHASNALRZAL, AREHEIANS.
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gll'lapter 14. (£ SUSE Manager i#{73ERHE

RITAREMBEREES SRS, NRENALAHKEMREE (CVE) T, BNMRETLEZEZEN, AILUE
FASSREMREIANXLEEEEH, XIFMAFEESS.

XF SLES 12 #1 SLES 15, iRESLRMEMNTIZIERE. AERERERTFTXHMREIIZ,

14.1. 18 B ELEHEFMEE

BREMTENARRAEEHFEESS. Eit, BIHRERLHEMNTAIREENIFEKEIR@EES
REARNENNZ. ERKRIHMEHNNE R RS S SRHEMEE R EEIETRIRZBIER.

@l mH A U EESLAHENEE

FRAAREGAREERE™ G, HEMRICEESITIRAERMIAZARA. administration:content-
lifecycle-examples.pdf RNAT T2, XERINHBRS o

%, AILUEA spacewalk-manage-channel-lifecycle TR, IIEFRETFoNRE, BEFERGLITL
BLIX Web Ul, ZF5%+%F SLES 15 SP5 MR T I3 #E, {BEARAEFEIEAF SLE 12 SP4 s E S hRZs.

FEaHE*MER spacewalk-manage-channel-lifecycle

FRENMEBERN ZHE RIS dev (RTFFLR) . testing 3 prod (RT4&EM™) . FEIEREH, ETREIE—
N dev efE@iE, ARRKIZEBFR testing,

di2: FERHErMEE
L ERPH ENSSIRET, Moot SHRILF R BER:

# spacewalk-manage-channel-lifecycle --list-channels
Spacewalk Username: admin

Spacewalk Password:

Channel tree:

1. sles15-spb-pool-x86_64
sle-live-patching15-pool-x86_64-spb
sle-live-patching15-updates-x86_64-sp6
sle-manager-tools15-pool-x86_64-spb

sle-manager-tools15-updates-x86_64-spb
sles15-spb-updates-x86_64

2. 458 init B8EH spacewalk-manage-channel @ B8 B R IAH L BB HH 7 & Feb&hRAs :
spacewalk-manage-channel-lifecycle --init -c sles15-spb-pool-x86_64

3. WEBETIRPIESIRMT dev-sles15-sp6-updates-x86_64,

$889TT [ ££1835T 14.1. G ELBTEHNEE | SUSE Manager 5.0


administration:content-lifecycle-examples.pdf#enhance-project-with-livepatching
administration:content-lifecycle-examples.pdf#enhance-project-with-livepatching

WELERN dev RfEBE, HERERNFTEESISHANZER.

d312: MREREERERIFEZRZG T
L MRS > RAFIRPEZF TP BUGELUTIRZIRAE, 2 TFRETEERIRA,

2. 7 SUSE Manager Web Ul #7, MR > BhRPIEERF IR, SMERG > BB H BEEN£, AEEE
dev-sles15-sp6-updates-x86_64, SMEI#TIED £, ARRE [ FIH/EEFEST I

3. EERREREANE, HiRBISENE P i S E1 AR ILECR N ZhR 2N,
4. BERPRE LSBT R BRI N E B NLAR

NERNEHEEIRE T REH, TEEARN testing, TEULTTEF, EIFIEHERT A AR SERHERNFBIE R
NET & i,
I8 HRSLAHEMEE
1. EEPIH LGSR TAT, Ul root S dev-slesl5-sp6-pool-x86_64 @iEFLkH e EEIFTHY
testing @& :

# spacewalk-manage-channel-lifecycle --promote -c dev-sles15-sp6-pool-x86_64

2. 7 SUSE Manager Web Ul 1, M&H> BIRHIEEREF iR, AESMEIRME > REBEEDR,

3. EHFHY  test-sles15-sp6-pool-x86_64 HENIEELENEMBE, FHikPM MENHIKEHE N FE
i,

4. BE[T—F], HBIAETER, ARRE [#IA] UREES.

MERTLIERMEERI AR CVE 4T, F@Ed KIS AXEERRRLER.

14.2. SLES 15 _ERYERHER

ESLES 15 MESRAEM RS L, BJLUEN kip livepatch T A EBIAHERN,
EFaZHE, EHR:

* SUSE Manager B5e2F#o

o MBE—1HEMNETT SLES 15 (SP1EESMA) 8 Salt B .

o %[ SLES 15 Salt & ix 2 FMEI SUSE Manager.

o EERGARESEIMARLEMA SLES 15 @8, SF—1HZNEREHFEE,

* BRIRET2REY,

* BEFIRERIINEEMNESNRERE, BXESTENIFAER, FZN Administration > Live-

patching-channel-setup,

2 IeEEAHER
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1. MR > BEPERCEFERALHENEENZ R, ARSMERG > | » REETE, #X
kernel-livepatch B H 4,

E g137.suse.de 0 1 Delete System | © Add to SSM
Details Configuration Provisioning Groups Audit States Formulas Events
Patches Software Channels SP Migration
——
List / Remove Upgrade Profiles Non Compliant
—

¥ Installable Packages

The following packages may be installed on this system

Select All | Unselect All 1-60of 6 (1 selected) Install Selected Packages

The list of 6 item(s) below Is filtered.
Clear filter to see all 2,602 items

kernel-livepatch ® Select first character 25 :I items per page
[J Package Name |2 Architecture
[ kemelivepatch-4_12_14-195-default-4-10.1 x86 64
¥ kemellivepatch-4_12_14-197_10-default-1-3.3.1 x86 64
|:| kemnel-livepatch-4_12_14-197_4-default-3-2.1 x86_64
|:| kemel-livepatch-4_12_14-197_7-default-2-2.1 x86_64
[] kemellivepatch-tools-1.1-9.5 x86_64
|:| kernel-livepatch-tools-devel-1.1-9.5 xB6_64

2. ZF Highstate LAS FAERTERS, ARESISE Fifo
3. MEBFEALNEHEENES N T IREE EiRTE,
4 BRERTEEHRBRASERER, BMRE > REFIRPEERZFRE, HHRESSTHRTEREFE
H,
312 BELSTHATFRZ

L. 7£ SUSE Manager Web Ul /f, MBS > BIRPERZF iR, FRIEHEERT T & 50 BRIXHEM
XU EHE,

2. B [ XB ]| ERAANXENT IR,
3. EERHBERTIHNEE: Linux IENRLEMRNEMNHT. T2 bug ®B8EH CVERS (MREA)
4w MREHMEENARA T CVE RS, BJLFERE > CVE Bt ERZA T, ARENATERNT
EEHEF o
o HIFFMBERZATERELA T IFELAZA T HREERERZINREESS
EfrRT. XL T ENARGBEATEERSS.

o * FHIEFTA R REE A LUEBI N ABELA T REFER, FEReREAREEINATE
NIZEFRAER, AFERSS. FUXERFERE CVE RKSAEEEETLEMNT
Fo CVE HIt=ERIEER,

14.3. SLES 12 _ERYSCEHER

£ SLES12 &R&L, AILUET  kGraft EESEEMER, BX  kGraft FEFFAER, BESR
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https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html,
EFEZ AL, AR

* SUSE Manager BE5e2F#o

o BE—NHLEMEITSLES 12 (SP1HEF/MRA) M Salt FF .

o &Y SLES 12 Salt w2 /EME SUSE Manager,

o EBENHRESERNARLEN SLES 12818, 8F— P RSP LHEFIBE,

* BFIRET2RAY,

* BEPIHEREAENENEENRERE BAXEFTENFAES, 1551 Administration > Live-
patching-channel-setup,

312 IRE SEERHES

1 MN2% > BRPEREEFEALNENEENER R, AEERFAAT A LSMINRG > REE H> BE
W, 12 kgraft R EHRE,

& doctesting-minsles12sp2_DEV.tf.local @ 1 Delete System | @ Remove from SSM

Details Groups  Audit  States  Events

Software Channels  SP Migration

List/Remove  Upgrade Non Compliant

® Installable Packages

The following packages may be installed on this system.
Select All | 1-250f 78 (1 selected) |« |<|>[» Install Selected Packages
The list of 78 item(s) below is fltered.
Clearfier to see all 3,402 tems
® | Alphabetical index ~ 25 v items per page

Package Name I Architecture
x86_64

x86_64

8664

x86_64

2. NZF Highstate IS AEEMER, ARESISEF ik,
3. WIEBFEALNEHEENE N TR IRES FiRTIE,
4 BRERSEEHRBRAEREH, BMRE > REFIRPERZFRE, HiHRIEHEH HINTEREFE
o
312 BEZHTRATFRZ

1. 7£ SUSE Manager Web Ul 1, MZ&% > BIRPIERE iR, FREINEBEERT 7 &P ina) BRIXEN
FERBUMHEHE,

2. BE [ X ] EEYHOXEHT IR,

3. EERHBERTNEE: Linux IBENRESEMRNETH T, X2 bug ®EEH CVERS (MRER)

4. ANk MREFEERNARATE CVE RS, SILTEHET > CVE it RRZA T, HRENBTERNT
BENEF Ko

o * HIFFMERZATERELA T IFELRNZAN T HREEEERZINTESSS
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EfRRT. XEA T ENARGREATEERSS.

* FHIEFTA R 2REE A LUET M ABELA T RFER, FREReREARERINATE
RILEFRAER, AFERSS. SHXERTEKE CVE BSAEEEETLENT
F, CVE B ERIEER,
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Chapter 15. 43PB3ES

fEF SUSE Manager RBY4EIFRTERINAE, AILUSHRIFRHIETIE A4EFITERIIT. MREEIR T 4EPidER A1
ZHHRBENATE R, WEETEERIRUIMUITRERE,

HIPNBEN TSR TETRARBUE. RABMAHIRTFITHIXE, MEFRENZEN R
0 TFHITIRERUBTIEIEG. LLSh, RIFMZIRAVRIEHRTER. BXEARURFARER, BS
% Client-configuration > System-locking,

HIFRNERFEAMMARER. BREEFNRES (BEEEMEN) NEEME, FELRA ical
B, BRRELHHERBATEXNEFKEIZBEIFNR. BACIZE—TELHOY ical XHF, JHEEE ical X+
LI RRG, ARAeELIZBESZH

BIRERERHE, AIREERAEEME] SUSE Manager Server I F i, 18REEIFBIELHNE P IRESE
PR ERLSMNERIEITR IR,

ZIRBESH B P REITEKREN, FAESEEFPRELET. RRIBFH—ERFISE:

o RMEERE

° BF IR

° it

* Highstate application
EZRFIRER T RERE, —RIANENEZLH, FRUESERTFP i LLERP, IFZRIEEN—LLR
BlEsE:

o REBREXHEN

o BRI

o ITIFEREEE
EFEZ A, BMEIE—IELHA ical X4, SFHEE ical XGLIBEBR. AIUEZREFHVBEHIAE (5
9 Microsoft Outlook. Google Calendar = KOrganizer) AolEE ical X5
g2 LRSI AR

1. 7£ SUSE Manager Web Ul /1, SAnZIBE%RHE HIPREE > B, AGRE [ ]

2. Y:T:Ellf%ﬂ‘%ﬂﬁ, EEE%E)\_/F%WO

3. #efftical X189 URL, HERE EHIZUH

4. BE [QIEBR | LUREFERNBR.

gi2: tIEMBBRERH
L. 7E SUSE Manager Web Ul i, SHiZIETEZRHE > irris > BIERH, AERE (0]
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2. EAERHBHIS, NERZHRNA TR,

3. Al IRER ical XA EEBBENATZINEERHNEN, HERST.
4. EEFERRREIL AR LHRE R,

5 B [ gIZBRERH] UREFEENBERESH

di2: BRERHHEREIE iR

1. 7£ SUSE Manager Web Ul 1, SiZIZ% > RRTIR, ERERARTHHERIINE iR, REIRKREGE
iR, AERE [REXLERE]. SE, TBIRKEERERERE R, HEESNIRE  RAK
BRI EAEM > HPRERIETTR,

2. FERIBRASKATIIE T, HEGIPRERHITER, ARERERERBRERARIRM,
3. B [ EfEY ] LHER4EF B
HERH4EIF BRELHHERIIENE PR, AIREEENRERIRRH T —E2RIZ(F
o , MXEREIMER RSN BRRLHAE MR, IRAEXMER, Web Ul ZER5H

%, HEETEEZARLHHEREIZEFin, 2RI, FERIKBERHES
[ BCESZRMMBRIE | &, XEMSBUREIRHIN SHdin B RHEP R ER1F,

BIBHEIFIIER S, PIULHFBREEIFRERARITHRIRENE, fINRHEAE.

d3iE: RHEREEAE

L. 7£ SUSE Manager Web Ul 1, SMEIRG > RHETIR, EFBEARNEF K, AREERGE > RES>F
PEI o

2. MPIRPEZREFARORGE, AREE [ARRHEFE ]
3. TEMIPRIER TR, R E P In AR T AR BVAEIF TR
4. B [#A ] URHRHEHAR.

15.1. fIFHIERHIEE

tIZERE, ZBRIBEEWSEM, XEEHARE—REEN, LrRREENEN. 8TFEFEE—
WEFR. MREEAN—NERIESMEFBRERH, AILUERBEFZRAS I ERETHHEES .

N, ERIREEEANEFRSB[EBE—ARERH, HAANEHRSSHIES— M EERH. EXMERT, &
MM EF RSN EHEERE: £FRSE#, A NRRSBONEHETERE: MiLRSEE.
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[) calendar

LABEL: company-calendar

iCalendar

EVENT

- SUMMARY: Production Servers
- DATE: 2020-06-28

- TIME: 13:00 - 14:00

7| RECURRING EVENT
® Schedule 2 - SUMMARY: Production Servers
D Prod System |—=| wavE: Production Servers - DATE: Each Sunday
- TIME: 22:00 - 00:00
TYPE: MULTI
RECURRING EVENT

- SUMMARY: Testing Servers
- DATE: Each workday
- TIME: 08:00 - 16:00

AERHOAMMER: “8" 5 ‘%7 . MRENEHEENATZIMEETHNES, NELIEES,
HIHRIRIE R A X ERRRBEF RN BRETHS B,
diE: SIEZHERH
1. 72 SUSE Manager Web Ul #, SAZIBERHE HiFIE > BIEERH, AERT[IR].
2. TEERHBMED, RABRLHNEM, BRSBTS BHHEEFRIVE,
3. ERZETL
4. EEFEEREILARRELHBE R,
5 B [ IEBRERH] UEREENERESZH
6. BQIET—THRERH, BREL [
7. ERERHBME D, RASZTAERANEN. BERLEZTSE - BHIHEFRITE,
8. BEHRZBETL,
9. B [ IEZBRERH] UREENBERESZH
10. WHEBEENETAIETHEE LRTIE,

15.2. ZIRHIFIAEZPRIZIE
AT EERRMIEZIRIZIENTETIR,

SIRIZERM B I#HITERER, TSR EFIHELEET. SRIEEREEELIPNERIET. SRIZEE
¥&:

o MEEIRE (BIINRE. FHRERUEE)

o INTEH

° H35|8E iR

* ERES
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o BIBEBEFNRES
* RZA highstate,

° HHREMEHLE
o RIZET
o FFmitig
o BHEIR(F
It is possible to run remote commands directly at any time by navigating to Salt »
o Remote Commands. This applies whether or not the client is in a maintenance
window. For more information about remote commands, see Administration >
Actions.

IFZRENREB T REERE, —RUNENBREN, FAITERIESTF IR LSNP, WMREMRERZR
#, WEEEX EMEIFRIRIEE, HIERRLUETT,
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Chapter 16. £/ me-un

mgr-sync TEZFEEGTRTAUMER. SRMETHER SUSE Manager FREMEIILNAE, HPBEHTE
Web Ul ki, mgr-sync BEERER1EREE SUSE Customer Center, WEFRINRGEEE, HES
4788 LAES SUSE Manager BRE28E)F

WTEWNS SUSE ZHATRIEES A, openSUSE. CentOS #1 Ubuntu EFREAITEHAREERT A,

TEFRAFIET mgr-sync IR iR SSE, X mgr-sync as S ERLTIEE:
mgr-sync [-h] [--version] [-v] [-s] [-d {1,2,3}] {list,add,refresh,delete}

F"H& 3. mgr-sync &%

W iER wBIAE

list FIHBE. AL S EIEE 5 mgr-sync list channels

add AIEE. AREHEIEH~m mgr-sync add channel

<channel_name>

refresh RIFr= G, BEMITRNZAEIZ  mgr-sync refresh

delete MRS RRIFRIIE R SCCHL  mgr-sync delete credentials
SHEIE

sync FFIEENEE, WRGBEEZH mgr-sync sync channel
Bz, NIEKEMEZTR <channel_name>

EEERTTENHSNRRBIRMYIR, BEAUTHL:
mgr-sync <&p<> --help

48 4. mgr-sync Eli S

A0 RI4ES iEA wHIRE

help h BREHSRENIER mgr-sync --help

version EA ETRERIREN mgr- mgr-sync --version
sync frzs

verbose v RIEIFRE mgr-sync --verbose

refresh

store-credentials s BB EIEEEAMEE  mgr-sync --store

ioipvg ==l -credentials
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priAl] EBGES A TR

debug d IERMMEIREE. EE mgr-sync-d 3 refresh
EELRF 1. 2. 3. 318
HHNRAEEERS

no-sync TiERA 5 add ep$ 4541, LI mgr-sync --no-sync add
AN REEE, MR <EERT>
FiaES

mgr-sync WHETF:

e /var/lib/containers/storage/volumes/var-log/_data/rhn/mgr-sync.log

* /var/lib/containers/storage/volumes/var-log/_data/rhn/rhn_web_api.log
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Chapter 17. f£f Prometheus #1 Grafana i#

17isE

B LUER Prometheus # Grafana ¥#% SUSE Manager ¥f18, SUSE Manager Server #1 Proxy REISIR{EE
BETIROREITIEMN. EIERILUTE Salt B if L REMEE—LE Prometheus SH28,

17.1. B3R

Prometheus #1 Grafana R4 BB EE U T RITEHR SUSE Manager EF i LA

e SUSE Linux Enterprise 12
e SUSE Linux Enterprise 15

® openSUSE Leap 15.x
0 XA E R L5 BV P im(E o ke AR 55 280

BHREHE—ABS SUSE Manager AR5 288 H EIRIZAVITEM LR Prometheus #1 Grafana, FATERNERRE
Salt SUSE B F ik {FA EIEARSS 28,

Prometheus fEFAIEXNGIHREIETR, EILLARSS BB SR HIEEFIREIL TCP &%, TP in EAFFTH
MNEEO, HEGRELUBEMEIRRE iR, &, T8 LUERRARIEREILLERE,

0 HWFEBEENESNEF R, SAE— P BEMINITR. 155 SUSE Customer Center
MUEIEERY SUSE Manager iT1#o

17.2. Prometheus #1 Grafana

Prometheus

Prometheus 2— MFERKIETE, BFENFHIEEDICRIEIEIR. BB HTTP HIEY, MmaI LSS
=4 REFN AT HRLE I

Prometheus Bl FHE, HERB TR — M AsEENTERE. ERAERMA—AREE—1r

iR

FEIRA AR | REE ENIEIESY (=

[ 1 [ 1
http_requests_total{status="200", method="GET"} @1557331801.111 42236

|

BRI AEF RSV IET AEBNE Prometheus S 2% EIRE N AFFHEIT.

Prometheus S22

SHBERREERE =7 RGP RIEIRIEA Prometheus 15irSHRE, S8HTEEREER Prometheus 1517t
NeaENNAEFHASN, SHBMEEER. JUEREEENLETZMRUHSEUS HAMIET.
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Prometheus #XiRMHTEHSHIBNIIR, FEEHM—EEIMXARABRHENSEHE, BXFAEEN
SHEBHIFMTIR, ES M https://prometheus.io/docs/instrumenting/exporters/o

Grafana

Grafana  B—MEIEANG. BIEMNSNTIE, AFOIRMNERR, EFEmiRCRISEN EERNNFER
tRo Grafana ¥ 5 Prometheus —#cfEF, {B32#F ElasticSearch. MySQL. PostgreSQL # Influx DB &
Hith#iEIR. BX Grafana BiF4MER, 1580 hitps://grafana.com/docs/e

17.3. 1B SIFIRS 33

BGERITIRS 2R, TELRHE Prometheus 1 Grafana H X E#HITEE,

o X F5 e SUSE ERIRFREITIRS SR, WFTEIIR, BEL
administration:monitoring.pdf,

=3 Prometheus

WMREHIEIEIRS 232 Salt B, MEETLIER SUSE Manager Web Ul 23 Prometheus B8, M,
ARSI AR S 2 EF o P HH L EZIHF B, Prometheus BB RIAF SUSE Manager Proxy #1 SUSE
Manager for Retail Branch Server,

o o BEEIRSRA[BAISINIING, BEEDESEN LETT mgretl term,
o ENABRABERIXMH, 1BER mgretl cpo
o Prometheus BEFF POSIX X RS RFMHEIR, FLIFARTS POSIX FERNXH RS
, EEFRZ1F NFS XHRS,
i3F2: R Web Ul &3 Prometheus

1. 7 SUSE Manager Web Ul H, $THEEFEHAPRE Prometheus WRAFZNATTIE, AGESMEIARIE
+o

2. 3% Prometheus EEELEREEAR, ARRE [FRE]
3. EINERREFEATE] Prometheus EITF,

4. 7£ SUSE Manager Server 2[4, BMABMHI SUSE Manager APl B{3EiE. HRIEHANNS D EIERIF
HREEEENRAE,

5. IRERE B E X M HE A E IR,

6. BE [REAR .

7. RZF Highstate H#IAE R INTERK.

8. 1& Prometheus SREIREBIEFME, 7EXEEFR, FEAKO 9090 SAMEFILET Prometheus RIARSS 2R
B URL (f51%0 http://example.com:9090) .

BXEEARXIFMESR, 155 Specialized-guides > Salt,
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https://grafana.com/docs/
administration:monitoring.pdf#monitoring-requirements
http://example.com:9090

i312: FohREFEE Prometheus

1. 7EM5ITERSS 28 £, &% golang-github-prometheus-prometheus ZX{461:

zypper in golang-github-prometheus-prometheus

2. BH Prometheus fRs3:

systemctl enable --now prometheus

3. 197 Prometheus REEEEEME. TXHEBEH, FRAIKO 9090 SAEILET Prometheus FIARSS 28
B9 URL (f51%0 http://example.com:9090) .

4, STHECEXH [etc/prometheus/prometheus.yml F R TEEEE. B server.url EENEN
SUSE Manager fR$528 URL, #iE% username #1 password FELUESER SUSE Manager 513 3IE
ILEg,

# {productname} self-health metrics
scrape_configs:
- job_name: 'mgr-server'
static_configs:
- targets:

- 'server.url:9100" # Node exporter
server.url:9187"' # PostgreSQL exporter
server.url:5556" # JMX exporter (Tomcat)
server.url:5557" # JMX exporter (Taskomatic)

- 'server.url:9800"' # Taskomatic
- targets:
- 'server.url:80' # Message queue
labels:
__metrics_path__: /rhn/metrics

# Managed systems metrics:
- job_name: 'mgr-clients'

uyuni_sd_configs:

- server: "http://server.url"
username: "admin"
password: "admin"

relabel_configs:

- source_labels: [__meta_uyuni_exporter]
target_label: exporter

- source_labels: [__address__]
replacement: "No group"
target_label: groups

- source_labels: [__meta_uyuni_groups]
regex: (.+)
target_label: groups

- source_labels: [__meta_uyuni_minion_hostname]
target_label: hostname

- source_labels: [__meta_uyuni_primary_fqdn]
regex: (.+)
target_label: hostname

- source_labels: [hostname,
regex: (.*);.*:(.%)
replacement: ${1}:${2}
target_label: __address__

- source_labels: [__meta_uyuni_metrics_path]
regex: (.+)

address__]
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http://example.com:9090

target_label: __metrics_path__

- source_labels: [__meta_uyuni_proxy_module]
target_label: __param_module

- source_labels: [__meta_uyuni_scheme]
target_label: __scheme__

5. REFREEX

6. BB Prometheus RS :
systemctl restart prometheus

BX Prometheus MEEMAFMES, HEBN  https://prometheus.io/docs/prometheus/latest/
configuration/configuration/ L& Prometheus B75 X4,

23t Grafana

MR IETARS 282 SUSE Manager BEEMZE iR, MEBILIER SUSE Manager Web Ul &4 Grafana
o BN, AILAEISIARSS 28 EFoh FEHREZIRFE,

o RE[LATE SUSE Manager Proxy L Grafana.

i3#2: fEF Web Ul &2 Grafana
1. 7£ SUSE Manager Web Ul #, {THEEHEARE Grafana WRANATTIE, AESMEARIENF,
2. 3% Grafana EiEELUBAKEAR, ARRE [RE]
3. I EHFSAE Grafana &R,
4. TR EE Grafanaifyy, WABTER Grafana WEERSHFILE.
5. TEBUREEE S, HafR Prometheus URL FE&FEMIETT Prometheus IR %,
6. IRIBHE HE X EMHEMAE IR,
7. BE [REAR ]
8. RZf8 Highstate HHIAERINTEM.
9. % Grafana RAEEHEEME, EXLEP, FAIKO 3000 SMEIRET Grafana KRR 28HI URL (
%0 http://example.com:3000) ,

o SUSE Manager ARG BRESITIRSIEER. BAT P kTS E S RHTEY
KR ERIUEANEE N PEREEERNERIR.

i312: FohRE Grafana
1. %% grafana L

zypper in grafana
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10.

11.

12.

13.

14.

15.

B Grafana RS:

systemctl enable --now grafana-server

CTERREEER, SMEIRET Grafana BYARSS 28HY URL, fERImA

http://example.com:3000) ,

FEERTET, B admin EAAFZMO%,

BE[ER]. OIRHEHER, EREFIEREEROCHIET.
HRRRE [MWE], ARERENOS.

B Rtk ehigitEBir £, EERNESER.

B [ BiER .

BT [ RINKER ] S5 2SHHRE SIERY IR,

%% Prometheus #3ER,

S WETE IEHABY Prometheus ARS3528 URL.

B [ REFEHME 1

BESANNEIR, BREOERERH [+] B, ARBEE[SA]
3FF SUSE Manager BRS5288E %8, IBNNZE{NERR ID: 17569,

XFF SUSE Manager & Fimfss, IEMNEINERIR ID: 17570,

2

4.13GB

210.3 GB

* BXEEAIFEHAES, ESM Specialized-guides > Salt.

3000

(5140

o °* BXMAFhLEMEE Grafana BNHFMAES, BB https://grafana.com/

docse

17.4. BEgE SUSE Manager 5%

7 SUSE Manager 4 ME=hRAF, ERILILARSSSEAF Prometheus BRBITINRSITIETR, HEIUEER
MRS LREMEES HER.
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PR35 23 B FK 5T
REBEFSITNREITIEINRE TR, BRERAM  SUSE  Manager  WERAH., XEISFEES
Prometheus St 28853 Java N AIEFNIIRMEAY,

SUSE Manager AR5 2306/ 7 LA T S Hi28:

* Node §ii28: golang-github-prometheus-node_exporter,
EE M https://github.com/prometheus/node_exporter,

* PostgreSQL $Hi2§: prometheus-postgres_exporter,

© &80 https://github.com/wrouesnel/postgres_exporter,

° JMX F 28 prometheus-jmx_exporter,

© &SR https://github.com/prometheus/jmx_exporter,

SUSE Manager Proxy B&Mi 7 LA T S H S84 E.:

* Node §Hi2%: golang-github-prometheus-node_exporter,
© #EsR https://github.com/prometheus/node_exporter,
° Squid §Hi28: golang-github-boynux-squid_exporter,

© &SR https://github.com/boynux/squid-exporter,

FHEBRE LR SUSE Manager ARS328FAIEF, BHEZBM systemd FHRFEFRIAEE A,

212 BHERLE
1. 72 SUSE Manager Web Ul /1, SinZIERE > EIEREE > IS,
2. B [ BARS 1.
3. /8 Tomcat M Taskomatic,
4. RO 9090 SAEI Prometheus ARS328H9 URL (flg0 http://example.com:9090)
5. #£ Prometheus Ul #, SANEHRE > BAnHHIA mgr-server A MFr G iR R & E B,

6. INRIEAFER Web Ul 227 Grafana, NAILLE SUSE Manager ARS8 ERIR EVEIE » BB E >
BUEERSHBRNER.

o HEEEA Web Ul BRARZZF[EHEITRRET, Prometheus A= BoIRERIERE
tro BEERELLBHERETRILRE, SEFHRESHBHBREN.

£ SUSE Manager AR5 28 EUREE LA T HEXIE R,

Fxig 5. lRSS8R50HEEE (80 80)
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Ei={on 3 EA

uyuni_all_systems ITEs FRBE R
uyuni_virtual_systems =R EIARGEL
uyuni_inactive_systems ITER EENRSE
uyuni_outdated_systems tE28 TR T IR BN RS

FTH& 6. PostgreSQL SiH2% (ix0 9187)

fatn E- 3] BiEA
pg_stat_database_tup_fetched TTEkes EIIRERIITE
pg_stat_database_tup_inserted THEREs i NRITITER
pg_stat_database_tup_updated THEER EHEHAIITE
pg_stat_database_tup_deleted THERER EiFMIFRAYITER
mgr_serveractions_completed TTE TERRVIR(EER
mgr_serveractions_failed ITEs8 KIMAVIRIEER
mgr_serveractions_picked_up tE28 FRENRVIREER
mgr_serveractions_queued tEs8 HEPARVIR1EER

TE 7. I MX SH3E (Tomcat ig[d 5556. Taskomatic %[ 5557)

fatn i) BiEA
java_lang_Threading_ThreadCount ItEs ETRIES 725
java_lang_Memory_HeapMemoryUsage_use it&28 LRiERNFERE
d

«i& 8. fRs3e2HBMTI (%0 80)

&5 -] L
message_queue_thread_pool_threads  t+%k2% FIBRTA L IERYH B PATILLIZEL
message_queue_thread_pool_threads_ it=28 LRI TIETR SR E B AT 28K
active

message_queue_thread_pool_task_cou it%%28 FIEAIALERRRNESE

nt

message_queue_thread_pool_complet it#428 EIEFIALETRESE

ed_task_count
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% 9. salt A% (&R0 80)

R 34 iEA

salt_queue_thread_pool_size tE28 1 Salt PAFIBIZALELIZEL
salt_queue_thread_pool_active_thread it=£&8 BT S RIAFIEIRER Salt ZA2E0
s

salt_queue_thread_pool_task_total R E BT BRIES K
salt_queue_thread_pool_completed_ta it%kes BT E ST BIES#K

sk_total

8 salt_queue EEE—1E 7 queue BEHIATIHS BITRE,

& 10. Taskomatic BIELZHHEF (i%O 9800)

fatn E3id BiEA

taskomatic_scheduler_threads TR FBFI AL IRM RIERHE R &I
taskomatic_scheduler_threads_active  it232§ S FESRESH BRERHIEF &I25
taskomatic_scheduler_completed_task it#xes EIEHFIALETRESE

_count

BERERS

AIUERAARTE Salt R in ELEMEIE Prometheus 18RS HE8. XERGERILUM SUSE Manager B
im L E@IERTS, HAJEIEE SUSE Manager Web Ul A2 BFIBCE,

RXESHBREERERSL!

* Node §ii25: golang-github-prometheus-node_exporter,
© ESM https://github.com/prometheus/node_exporter.,
* PostgreSQL $ii23: prometheus-postgres_exporter,
EB N https://github.com/wrouesnel/postgres_exporter,
e Apache §i23: golang-github-lusitaniae-apache_exporter,

E& N https://github.com/Lusitaniae/apache_exporter,
o 7£ SLE Micro £, R#EfEA Node Exporter 1 Blackbox Exporter,

LEAREF LG, ERILFIAMER Prometheus MREMASIE ST, WREEEA Web Ul EEET i
MARSS 28, M= BT

318 EFEPiE EACE Prometheus S 2%
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1. 7£ SUSE Manager Web Ul &, {TAZGMNEFHNATTIE, HSMEIQET+,
2. 3%9 Prometheus SHB AN N BBAEIXE,

3. BEH[RF ]

4. SMEIAR > Prometheus SH 3%+,

5. ERERANSHBHIBIEEEREN SN, MHFEIESESHLMNIROS (:9100) Zi5e Rl f2TRYM
ik (example:9100),

6. 2E [REFEAK .
7. NZF3 highstateo

9 EANRGAREREAN, RENAEANAFESTRAERNE—FEER,

BExEEARIFEHARER, 152U Specialized-guides > Salt.

¥ Grafanad%
EEN Grafana 1%, 518 Grafana XA FHRRF Bi2E:

* https://grafana.com/docs/grafana/latest/administration/user-management/user-
preferences/#change-your-grafana-password

MRESIET Grafana BIERAS, AIMERUTHISEEEEN root:

grafana-cli --configOverrides cfg:default.paths.data=/var/1lib/grafana --homepath
/usr/share/grafana admin reset-admin-password <¥rd<>

17.5. R&ZiH5%

Prometheus FERHAIEAHIIREIETR, FILARSZS BN MEEB ST MITE P IHEI TCP %%, Prometheus BIA
R TIRO:

* Node §Higs: 9100

° PostgreSQL §iHig8: 9187

* Apache &iig8: 9117
t5h, MNREAREEBTT Prometheus MIE—&FH LETEIREESE, WEEEERETIN LEITH RO
9093, ZiREIESSZE Prometheus fERAREMN—ID . SUERFIKNAIEF (W Prometheus AR53285L41)

RIENER, BXEREERNVFMAER, BEEN https://prometheus.io/docs/alerting/latest/
alertmanager/,

MNFREERRKAENEF I, AJLUSFRERRCARINE BN ETRSSHEHNR AP,

HE, ALUESHBNAMMEPEZE  Prometheus £, HEEEKS, XF, FIEITARS[IMEEMAH
Prometheus SSBIFRHTERES . SIREMERILTS R, RFEFTH Prometheus APl iz (9090) BIFT,
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BX  Prometheus EBERIFMNER, B8 https://prometheus.io/docs/prometheus/latest/
federation/s

& BT LS B R K 5515 K, PushProx ETESEMERENMIGDESRIBENET IR, HAN
Prometheus BEERIZEHRFN (5190 NAT) I1E

B PushProx RIS 2, 58 M https://github.com/RobustPerception/PushProx.

REREIgE
Prometheus fERIIEXGIREGET, FIRSBUNEBSREEEF i LNENSHEIETL TCP &,
TEMBMESEE, ATASHEERRAAE, UWEESE NSO LEAFHAEER.
312 REFEARMEIERN Prometheus $Hi28
1. 72 SUSE Manager Web Ul /f, yTAZSITNAGZNATTIE, HSMEIARIETF,
2. %7 Prometheus SHBEXELUSASHBLR, RAE2EE [RE]
3. FEINER R 2 R 24 Prometheus SHEBETF,
4. EHEARBKELD, HFRABXNREREROS, 5909999,
5 RIBREBEXHMS HEE,
6. B [REFEAR ]
7. RZFA Highstate H#IAERINTEMR.

BEXEEARNFHARER, 15EU Specialized-guides > Salt.

17.6. &2

Prometheus AZ28F1 Prometheus Node SHFFRHEAENGIETEL TLS MNZM B4 I0IERFIFHiR
Mo SUSE Manager Web Ul &6 T FREMEXAHNEE, TLS IERBHIBEAFRMMEE, £ SUSE Manager
R UBRUTRERE:

° Node SHi28: TLS MIBMEFTEFIHIEBSHI0IE
* Prometheus: TLS MZMEAS HIVIE

BXEEFMB R ARTRFHAESE, B2 Specialized-guides > Salt,

% TLS iEH

FAIABRT, SUSE Manager AMREEMATRIFGERENIES, ATRMZ2ME, ERIUERNSANBE
NOEH, SEERERIEBHME=FIERMEHE (CA) TRHVIEF.

AT BRUNMAI A E R SUSE Manager CA B BB Prometheus #1 Node S8 Zi5iR4E M E F i/ RS 3IE
Ho
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di2: eUEMRSS2E/FF UK TLS iEP

1. 7£ SUSE Manager fR$528 LRGSR FIEITAT <!

-ssl-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="minion.example.com" --set-cname="minion.example.com" --no-rpm

ffafR set-cname SEEEMW Salt EFRIHMNEEREEE (FQDN), MNREFEZ 57, ALIZRER set-
cname %4,

2. ¥ server.crt fl server.key X4+ EHIZ| Salt Z3%im, F7 prometheus B R HIEENHA EIHPR,
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(AL T EE SUSE Manager FREYA F iR PR ATF AT PR,

MNFRZSHIFEMS, —MHRAEEER. BR, REFNIMRAIRFES MR EAUNE RSN
B EHAER SRR HER,

SUERARE, FAIUSIZAPHBHEIBKEIAR, AR, AIUEAREHIERIIR, XERPREIARGR ATk
P e Sy Ll

R AR AR E BRIt 5%, BiF PAM MBELAER, EXBMRIEFEAEE, B3R
Administration > Auth-methods.,

o B mLL SUSE Manager BI2 RS HE R BECIZMEIRAR,

SIE: SUERRALR
1. £ SUSE Manager Web Ul A, SMEIEIR  ALR, AEEE [ IERASR 1.
2. TERIBALIHEEFIET LU T FE:
O EAABHFED, BARALNEH, ZATHKENR 3 B 128 MFHF,

© HEEANERETERT, PAERTALEERANERE, VAR HNEERKF, BT
ERIANEELRK, (BEIRERANERIKF) BEREFAR,

© EEBEFANOSTES, BAMALBEERNOS. EWAOSFRIERBAZOSURIA. 0%
BERASFRTAHNFERET.

O ERFHRMETERT, BANALSEIERAB TR,
© HBFTRHEZE—MIE, ARRARAREERNET,
© EMEFET, BARASAEERNER,

3. g [ QIERAA ]

18.1. EIRLHLR

£ SUSE Manager Web Ul #, SfiZ|EHE » AATEFTHAERNIIR, BEXNMALHNBMAINEH#ITE
#,

B AR, AILUSIRMERANET-RREFARNAL . EE. EETRS.

o AARGEHHEEREE, BEEEAR, FHARUEEEMNARNEREERSHE
Fo

HLARF

SMEAFPETRAEESHRAXBKNFIERPNYIRREAR, BSERTMTBEARISKIIAPXE, AJEHF
AN, ECREmIFRAE A
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SMEEEET RN ERFRREEEAR. FEARAZERIEEAMLEMEERZERNS, XFEHAUER
EIRRLR Z BIIRE P i

AeEHA
SMEREBETN R UEEARNEE, XBEEREFREMER SCAP X,
BXAREENFMES, 1520 Administration > Content-staging,

B X OpenSCAP HYIFA(E 2, 17EZ I Reference > Audit,

18.2. EIRIATS

SMERFTET I UEBARPAEREFHDN Salt KE. EARSATUEX2RL2HRN, HEFLHEE
SAPRINEIFEEF .

BX Salt RERIFAES, ES Specialized-guides > Salt,

B E &S
B LLERBEENMAL N AL ESE, aUE SUSE Manager Web Ul FEMEIERE » BiER ORI E B
8, R SUSE Manager Web Ul B2 &i@i8 M A T E894EL,
B2 BiiE®ENATHR
1. 72 SUSE Manager Web Ul /1, SZEIET > HBVAR > BLEBIE,
2. ERBRYERE TSRS,
3. PENANBE, ARRE [REEN]. XSRKEARFIHRER, EFaBHNATREE,
4. BE[MA] UNAEN. MBENSRHRERNATFHARPNREEFmRIES
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Chapter 19. # T EI2

FEAEEXNT EENZ T

19.1. EkE%T

EHRNEREERNNTE, 2T EEMER THRSFERNAERR (ERet. REMSE) , ™
EXMERARBISMILIRF HR, MREMXMER GFEFER) , HNEBESLEHAT, LIIEAEES
2N EEHBRE, BEBURTZHNESEEIRERRIZ.

SUSE SINT —MRABHEI# T B9FHLE (2021), RILUBERUSEA THIRICRSIRENBKE (MFERE
HRE) FEKREBTEX LT,

o MRENTHENRESEEIZRERN retracted, MSWETZANT . MIREPREEBETE
WERYAN T, MSURERZAR .

FTEEES  SUSE Manager MIRLLREFEEBWEIRAWTHEMAGE,. REBRERGEHE—TSEEER
zypper install FHEERTIBAR G BRASKFohRE. F90:

zypper install vim-8.0.1568-5.14.1

SUSE Manager Web Ul Ffy ® BT 74 T RG-S EWREIRS. Flii, EF:

EL /RN LIS
BHRAN T RIFIR

° &
° &

WERIREFE RS LR THRGEH, @ BfftESETEZARNEREREFETIRF, SUSE Manager iz
HERRULSEAN T IR BB 5.

BB g

fEFAREREEE, HAVNIERIBBERNEWREIRICRSERET bR,

Rtz @iE e e R AR R, WA EBEBERT .

LN ENEER T HE SUSE Manager RIFLLEE (B0, @3&iEEL) B, retracted BEF=
RBEIRENNT, HRITRAREEENEFIHRERIIZEE. B ZBEEERIRENEE, BERAUTA
EZ—

* #TET (Rt B> RENEE > #T > FAP) . EARLIREEREREEETHTHNEESHRGEE
R

c RB4MAMEIE, EXNTEMAREE L T RENBENFHAES, HER Client-
configuration » Channels,
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SIEEALRPIR S MENEBE R ERAER, #TASRESZR, METEEREZEEE, Eit, S5&
EX et TR (BRI T AL RS LERFINAN B EREIAEIE) , ERZ=ENTHNMERERSE
BT,

il

1. BREERITABTEMAREEDE: prjl f prj2

2. XFANEEE 2 MAE: dev 7 test

3. XRAN I EEE—MRE NREER TN EEE

4. kRPHAFERE (SHONRENEE) SHEEBENRITKSE—K

5. HNEWEIREERHNE ST, REELIRFLE* TR SUSE Manager

6. AMBEHEAXMEN, AAENMERANEIHT RERE, MAREZEERZT,

7. BERSHT (WEXKIIIEFNET—, HEXNEANREEEROER—MERMNTEDSIEE) &
, AF#HTHENERER, FREREN@EEH LIz T EURE,
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Chapter 20. £ SUSE Manager Hi{&R PTF

SUSE ABERIFRIFMERRAL FRMEEXMATANIRIMEE, XE PTF (EFIRIMEE) MELUEEFE
AR iR, & R7E SUSE Manager A,

20.1. Tf# PTF 2k

PTF Rt EESREBREERE, @27 ptf-xxxxxx. EHH xxxxxx B EEHNRSHIMNID, MARDS,
VAT EM S S EHIEIERN I B IEMARDS, X6

o FEEBINEE (B zypper BFATRRNEEEN])

TRIGERIMERR (BIEFMRGEREATSER PTF R4, BRIEAFE zypper s<1T LIRS RE R
)

XS EHE BIMARAFIARRZ PTF Z BiFRARRAVES E 15 -EBY S5,

REERKLERERHENER (BMENR, WRRHFDRSTIRHEE, % PTF XSBRAS LB
LRAVABLIMEE) o

M ERYIER ID FH SUSE HFHIPAEHITFEMFERERM, RANESRAEXNANE/ ERRFM
ARS5 8935t ER.

20.2. %% PTF X f5&

o PTF S4B BFIXZET SLE 12 # SLE 15 BRI, HhRASIR(FRZRRALLIN
fE, AtARERSHNNVAITE,

(1) INFEL SUSE Manager 1517 PTF i@, BREM=REAZIHRIHE,
diz: ERGLITEBMFEY PTF i47FE

1. 1EEHE LI mgr-sync refresh,

2. N mgr-sync list channel, ZAEEHRLUEN SCC KPR RZRMALEZIHEE ptfs B9@EE, Fi0
al123456-sles-15.3-ptfs-x86_64,

3. {3 mgr-sync add channel <i5%> S 1% PTF @&,
@ ENEFERHEER, FeRANEEREREMEENS RS,
TEERRTE PTF Y8, AANEEMRANEIFAEB50#ER, SUSE BF ZRFIAHEHATEER

ERR PTF 5. AILURIEZRS KiRG PTF JIRFIKIERMSE. 7£ SUSE Manager Web Ul #, &5t
BAHZEN PTF NENRA R T — I RT HiXLE PTF,

i3#2: @i SUSE Manager Web Ul BEFIES PTF (E12EE
1. £ SUSE Manager Web Ul A, SMIIEE » REMAS > &m, ARETHXENESHA PTF #EEN Mo
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2. BREFmEZREELN [ BR=mEEE 1.
3. BNEZBEH—NEEEN, HPFIFIHIZT SRS EMRNERE,

4. ERIEBIEYIRF, RGN SCC kP BIFFLBERTFES ptfs BUIBE, 190 a123456-sles-15.3-
ptfs-x86_64,

5. ERZBERMEUNEEERHER, ARRE [HRIA] R,
HER, UMEEZmA RENE RN ERE,
18 RE PTF RS
1. 7£ SUSE Manager Web Ul #, SAIZIRS > RATIR, AEEXEERE PTFNEF ik,
2. SMEIRS N> REEH RIPEE, AEEE PTFiEE,
3. BE[T—¥], AREE [#A] RIARGBEEN,
4 BREBERIKES RN, FSMIRS S HLREREELER.
5. SMIIRS > > PTF» REFETF,
6. ERBLRER PTF 38,
7. B [REPTF], ARRE [#HA] LHIARKEFIGIHES (PTF).
8. BEEFH PTF RELR, BESMIIRS > HEIER,

WRNEA APl 24 PTF, aILUEREM system.schedulePackagelnstall API AL 2R,

20.3. ®&= PTF g

—BEHIAMERRED PTF RARIRSHRE, EREMRIRGEIEAEMEFETNENERER 2D A ZH
, BXUEHTIRER, UEERRIVAEIFEHRPANZIR o

ARG ESEENLEMENN, E2% PTF N—1MEMRAAHERE FTIKF R PTF ff7ES. E#Hp PTF
R RIERIXR, HRITFERREEN.

BEAERA BB T RE A B PTF BN 88128 ERN4R B,

20.4. XFIR AR EIE4 RS

NRFERERS LEERED PTF ARERGERRENMRE, PTREBEFRRELTEALIX B ER
ERHEYIRTES, TEERZ PTF 846,

i312: BB PTF RS
1. 72 SUSE Manager Web Ul #, SHZIRS > RAFIR, AEEREZFEEER PTF NEF iR,

2. SRS 84> PTF > I/ ERFET .
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3. EEEXRRH PTF AR,
4. BE [ ZIRPTF], AREWIAEMEFIGIEE (PTF) SUE L2 [#IA
o. EBELAR, BEMIARS E> BRIER.

o EXLRR PTF, EEETFIHAS LR libzypp 1 zypper HUSFhRAS. 15i51T zypper
--help HHIARE 215 removeptf, XEHFRILFZMART, FIH/ERETEASETR.

WRNEA APl X843 PTF, mILUERE M system.schedulePackageRemove AP| AR B Z R,

20.5. TE P im L ARG 2R 24 R

MRECAEHQEFTF IR LEEERR PTF, WERERISHSS zypper removeptf, FIEHMGEZRAR
FEIR, BARRESEEEATA, NIIMRSGHREREERHE, BERFRTA.
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Chapter 21. £iRE

SUSE Manager AFRAFEMRESTHRS. XLEREEMTERBITRANRSA. APNAELR, ERRESEELLM
SUSE Manager Web Ul Foili&EEEEHE, LHEEEERZHNALRN,

RATTLUEAGLITIA spacewalk-report 4RFIECERIRS, {EfiESpecialized-guides > Large-

deploymentsgy5|\, BAJLIEMTEBEXBRSE. AILUETHEMRE SQL ESHRETREREIRS
R B RBIER ST B8, AXBIERTAMMEMIFAER, BEIIRSHIBEENEXE,

2 1 o 1 . Em spacewalk-report

(1) TETERRSS B8 B AHTHAN & B2 B11EM mgretl term,

EAMIRE, ¥R spacewalk-reports 14, A spacewalk-report <A LALRMEREREN
SUSE Manager FHIAE. RGHMAF ZBRIIRS.

o B FSpecialized-guides > Large-deploymentsfy5| )\, spacewalk-report IEZIAS
MIREEEEEFUELIE, BXFMEE, 1550 spacewalk-report 14 5 20E s

BILAS X A R B BUE R -

RguER
HIHFrE BEMEI SUSE Manager IR 4,

#T
SIHS5EEMARGAEXBFAEH T AILURTEL USSR TIREN THRFEH T HiF.

il
FILPRE EEMAR UNSRE R P XEXBFIE R

FIREY CSV ARTRVIRS, BERSHR LM LRTT METUTH<:

spacewalk-report <IRERFF>

2 1 . 2 o spacewalk-report *ﬂ *ﬁ%;&*&’g

spacewalk-report ZUAEAFREHIREERRIEIE. XBRE, MERIIRSESIRESHNBITEFE
—ENER. FMERGHHFRERZ:
o IREWIBEAZKIEN, MRBEIRITLHIIESRKRER;

o BERESHIRE, UEIRIA “2E NIMESEEE1H ; DENE, XUEKERSITIER
--multival-on-rows [ --multival-separator A7 EiEBF#HiRE, EAENNITAIERIKINTA;

o EFRBEIREFSINTHY) mgm_id 1 synced_date, LIARIRFILARFHEIRIRS S, UKk XXMM A
R SUEEENE ERETE),
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o IE, FAE7H/R{EHRE True/False ®~, MAEH 1/0 EXR;
* org_id 5IE M organization BXft, FEESHRBIMAREFIRIRGT;
* “server” —JAEH “system” EXfX., EHIt, ZHHFIMSZ, server_id FIHIEE S system_id,

BRFEFIREMWER, BFSRA ARSI,

o R XTI TAERER 71, 7] LAERHIEI --legacy-report BB EIF+ 3 N FIFEF441E
EHITHIERS.

BXANMRENIFMES, 1580 Specialized-guides > Large-deployments.
21.3. TAIRETIR
TRIE TR ARSE:

718 11. spacewalk-report 5

RS BABBR ¥EA BEERRSHIEE AfER

B1E actions FrE121E, = id7MEERA
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BUEEEA activation-keys FrEREEE, ME &

KEXHARF. @E.
cE®E. RAHM

LYRES I
BUERER: @E activation-keys-  FFEEEZRHUKS &
channels FMEAXRIKE
1%,
BERE: B activation-keys- FTEECEZHRUNRS &
config BMEAXBNEEE
BE,
BERA: IRS284E activation-keys-  FTEECERSALUNRS &
groups B EAXRBKNRS
28,
BOERSA: WA activation-keys-  FTEMERALIRE &
packages MR BRI
28
BERGE channel-packages ENMBEEFHFAER =
B8,
BERS channels LTEBENFMAR =
A=
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packages Fo created_date I,
[A£igR: SCAP system-history- OpenSCAPEH =2 BAF
scap FiER, created_date %,
MD5 IiE$ system-md5- FrE#ER®E8 MD5 &
certificates RIGFAPERHEE
MEF if.
RENREHE system-packages- EPiFELTENRHGE 2
installed 1,
ARARLEXH system-profiles FrEEIMEIRS:E &
NERPIS, UKREYS
AR,
BF users FrEEFMEI SUSE 2 BAbk
Manager BIFF. organization_id
5l
MD5 B users-md5 FrE R4 {E M 2 BXk
MD5 =0 <H A organization_id
P, UREEFHAER Hllo
MAat,
AEENRSR users-systems ZF1TEFPUTEENE =2 B Xk
F o organization_id
5l
MBRENMRENFMES, 151517 spacewalk-report HIETE LI --info T --list-fields-info FIREZ . X&

BRZIREP R AFERNGANTIR.

BEXEFARMENMNESES, 520 spacewalk-report(8) FAAT1LI spacewalk-report &< --help
S8,
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Chapter 22. &%
22.1. g E AT E PRI EIFIRIEIERIIEL

ERERENNERET, ErRIEFEWHREN Salt FRIRERFEN TR, BIRENT P IKE EiTHIE
IE, B5TIETE Salt RIFHRACE X RN\ EIEIRAVHESC

o MBEZFIFHERALEE Salt Z1TU, 151E /etc/salt/minion.d/custom.conf Fa A\
o MNRERFHPFEA Salt 456, i57E [etc/venv-salt-minion/minion.d/custom.conf %\

R TR THRE
(1] BIEIRS RBRRHIAINE, BEDRIN LIET mgretl term,

T2 FEiREIIESCRMEIE R iE
1. EEFHNGRRFA T, MU root SAER L TaSLER master.pub 54

salt-key -F master

EZE PRI [etc/salt/minion.d/custom.conf Tf /etc/venv-salt-minion/minion.d/custom.conf B2 &
XfFo AMUTITUMA TGS (GEZREFIREIES)

master_finger: 'ba:30:65:2a3:d6:9e:20:4f:d8:b2:f3:37:d4:65:11:13"
2. EEMRS. T salt-minion, EET:

systemctl restart salt-minion
3. 3F venv-salt-minion, i5E1T:

systemctl restart venv-salt-minion

A% Salt P ERIFMES, 52 Client-configuration > Contact-methods-saltbundle,

BEAMNEFFIGEEEREMNER, BEER https://docs.saltproject.io/en/latest/ref/configuration/
minion.html.

22.2. BT EETTER

BE—EEN GPG B TR B,

(1] SRS RARAHEING, FERREN LIFT mgretl term,
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dig: EMBEX GPG EiH
1. bl root 3P SHAEF gpg M R

mgrctl exec -- gpg --full-generate-key
2. IRIBIETIERE RSA MERETALRE, BA/NEEN 2048 fiI, HAZIRFEHNAN B KEHRZRAN

AT, ARENy LA

3. IRERTBAZSZEARKNZFMEFERt, RFE, EERILURIIERUAREBDIRAZZ A,
MREHAFR SHEERIHR, BEN 0 LA

4. IRIERTAMNETO L UFRIPFERNER.

5. ZZAN HhANEIENZE AR, FILUBE I HZFIA PRSI TIOE
gpg --list-keys

6. EXALRIERTITH [etc/rhn/signing.conf ELEXHHAMTE—TAZR, BEHEHFHOLSHMENZX
.

GPGPASS="password"

BXRIUNMAELET GPG &40, 52 M Administration > Troubleshooting,

A ESS1THER mgr-sign-metadata-ctl SR EEBETHIEE 2,

212 BRATHIEESR
L. ERBAEFRBERNERNETAT. USRI AN AR

mgrctl exec -- gpg --keyid-format short --list-keys

pub  rsa4096/3E7BFEQA 2019-04-02 [SC] [expires: 2029-04-01]
A43F9EC645ED838ED3014B035CFAS1BF3E7BFEQA

uid [ultimate] SUSE Manager

sub  rsa4096/118DE7FF 2019-04-02 [E] [expires: 2029-04-01]

2. {#F mgr-sign-metadata-ctl ;5L BRATIHIEE A

mgrctl exec -- mgr-sign-metadata-ctl enable 3E7BFEQGA
OK. Found key 3E7BFEQGA in keyring.
DONE. Set key 3E7BFE@A in /etc/rhn/signing.conf.
DONE. Enabled metadata signing in /etc/rhn/rhn.conf.
DONE. Exported key 3E7BFEQA to /srv/susemanager/salt/gpg/mgr-keyring.gpg.
DONE. Exported key 3E7BFE@A to /var/spacewalk/gpg/<KEY_NAME>.key.
NOTE. For the changes to become effective run:
mgr-sign-metadata-ctl regen-metadata

3. AUERU T ELNECER S IER:
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mgrctl exec -- mgr-sign-metadata-ctl check-config
4. BERIRSHLHTEIEEN LR N AEN:
mgrctl exec -- mgr-sign-metadata-ctl regen-metadata

WRILAEA mgr-sign-metadata-ctl apSHITEMESS. FH mgr-sign-metadata-ctl --help FIEFTEY
o

EFETHIEERE2R/ET. BRE, BHRSHELNFIERTBERRIZET. XEWE, EXFIRSSE
A& P InH 25T GPC BB RERENENR R4 o

d12: EEFIK LS GPG EiA
1. GPG HABREF ML IZEMF Salt R

2. €/ SUSE Manager Web Ul iZf Highstate,

BX GPGC ZHTHINFME S, 1S M Administration > Troubleshooting,

22.3. RIS

NREEAMNZE CHREE, HEHTEERAZTERENGERIRMAME, AILIE SUSE Manager Server
FEGRREE,

() FGRRI QAR EEA BT,
(1] TBTERRSS B4 BRI THRINT S B 2 AT A mgretl term,

i21E: RGFERGE
1. $TF /etc/rhn/rhn.conf EEBE X HFRMTE—1THRR

server.sync_source_packages = 1
2. B3 Spacewalk RS AN FHEEK:

mgradm restart

Bri, RENFTEEEFEE2REBRILEE. TAEFEEPNERENETE.

AoaltTheela, FRHESTE NAEFEERTFEERE SUSE Manager Web Ul FR, B 1ERAN Z#E
BOIR, EILAEIZM Web Ul T#i, TAER Web Ul & F s ERFETRIRH L
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22.4. (€ OpenSCAP MR R AR L

SUSE Manager £/ OpenSCAP R&EHiIt&EFif. EATFEAEAEFHRAFSAMPREHEERRER.

XF SCAP

LERNB BN (SCAP) BIRIBH KM RITE RN —ESS M EZFIE. ERHEERRINESRAH
Fbe (NIST) 4P —RFINBE, BTERELRAZNRARZ 2.

HIE SCAP HWBEMERME—MRTEN G EREFRRAZ M, FREANTESREBEAXMEWRFRFME
Ko FASEARYE NIST B SCAP R EHR#ITIZR, LIRE—HEBREENEBITIERE. BXFHAER, B
-

* https://csrc.nist.gov/projects/security-content-automation-protocol

* https://www.open-scap.org/features/standards/

* https://ncp.nist.gov/repository?scap
SUSE Manager 8 OpenSCAP 3RSZH SCAP #I58. OpenSCAP 22— MNHIEB A BEL & SR (XCCDF)
MEIT TR, XCCDF  BREBFREABTNEXREFRNIRESR. EXREE T HMAE, Hlil@AFanas

(CPE). @AECEME (CCE) RAMURFEMITEIES (OVAL), LIBIE SCAP FiAR. RIH SCAP WiEdRI™fm
WIERYEE,

OpenSCAP f£f SUSE Z2HIAERMBIANERIIEAN T 25 FE. OpenSCAP ERETHEMAMERIMNI RS

BERAREREIRE, HUEAAREFEESANENTR, X  SUSE  Z2HEPARFHER, FEL
https://www.suse.com/support/securitys

Prepare clients for an SCAP scan
TR ZAET, BEANBFIHRALRE SCAP M &S,
(5 ) OpenSCAP B H7EfERS SSH BXRJ55M Salt Z /i LR eI Ao

o HEE P e RS HFERIERE P IRRIRERNEFMITEES. XTF Red Hat EF R, 5
RENERENEF K EEDE 2 GB BJAH RAM,

EFIAZ A, BEREF I L% OpenSCAP 35 2R SCAP Z215/ (RB) M8, RIBRIERY, XL&
R RBARSEENRERSGD, BABSTE SUSE Manager R IR LA,

TRYIH TR

&H& 12. OpenSCAP {48

1RERYE AEiERr nE

SLES openscap-utils scap-security-guide
openSUSE openscap-utils scap-security-guide
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RERE AEiERr AE

RHEL openscap-utils scap-security-guide-redhat
CentOS openscap-utils scap-security-guide-redhat
Oracle Linux openscap-utils scap-security-guide-redhat
Ubuntu libopenscap8 scap-security-guide-ubuntu
Debian libopenscap8 scap-security-guide-debian

RHEL 7 FIEBRFIRMET — scap-security-guide M8, EFESELSNMRNE. BiVEFER SUSE
Manager & i LA H scap-security-guide-redhat 2i {4,

SUSE AREH openscap EEEXHIZET scap-security-guide &, 1EHFIARZAHY
scap-security-guide 1, SUSE Z#FLATFECE M 4:
* JERTF SUSE Linux Enterprise Server 12 #1 15 A9 DISA STIG E2BE X4
e JEMTF SUSE Linux Enterprise Server 12 #1 15 #J ANSSI-BP-028 BZ& 3
* J&FTF SUSE Linux Enterprise Server 12 #1 15 B9 PCI-DSS B2 & XX 14
* JEFTF SUSE Linux Enterprise Server 15 fJ HIPAA 2B X4
o * J&MF SUSE Linux Enterprise Server 12 1 15 & CIS FE&E X 14
581K SUSE Linux Enterprise Server for SAP Applications 15 928 =&
* SUSE Linux Enterprise 15 IAB =3RL
° SLE 12 #1 15 iR ERF LT MECE X4

A RF BB EMECE X R X R M, SUSE FNEREES .
XFIE SUSE #B1F RS, BSNEREXFRTXEMR. SUSE RAEREME S X,

OpenSCAP content files

OpenSCAP £ SCAP RAHRESGRAFM, XERNEXHZIRIE XCCOF 8¢ OVAL tRESIER. FRT
SCAP Z2iEmZIh, EEAIUTHAFNABTXAHRBEERNEH#TAEENX . AJNMARNBXHRIRLE
SCAP Z&1EMM M E. HE, MREFAEK XCCDF 5t OVAL 19iE, AILIBIRE SHREX Mo

BBV ERERRZBCH SCAP BBEXMH. NRECIEHERECHEEXAR
X, BEBAXK, NRENRFERERBEXABTXAMIRST, SUSE FAIEERENE
Rtz

IABXHE, FEFZXHEREIZE i, TGS MEMEMXXA—, ERYIEFMEERAEmIZ T
, &R Salt (flgn salt-cp 8§ Salt >RSS5 E3) EMLE L@ ftp 3 scp FHIZX

BINBVEIB— NGB LUERBXHED R EIEA SUSE Manager BEIEMEF IR, ARG HEM
TIREBURERETEN, BXiFMEE, 1531 Administration > Custom-channels,
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&$k OpenSCAP BRE X4
AEINRIER AR EARRED OpenSCAP ABXHMEEX e — TMHRAXH I UBE S MEREX M.

£ETF RPM BYIRERS L, RIEAUTa<HEA SCAP XXHHHIIE:

rpm -ql <FRAFHY SCAP RIS ER >

FET DEBHURERSA L, BIERLUTa<SHERIA SCAP XHMAIE:

dpkg -L <ZRAREY SCAP R2IEEREE B>
BET —TFEIEFERN SCAP ABXHE, FILER K LRI ANEEX !

oscap info /usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xml
Document type: Source Data Stream
Imported: 2021-03-24T718:14:45

Stream: scap_org.open-scap_datastream_from_xccdf_ssg-slel15-xccdf-1.2.xml
Generated: (null)
Version: 1.2
Checklists:
Ref-Id: scap_org.open-scap_cref_ssg-slel5-xccdf-1.2.xml
Status: draft
Generated: 2021-03-24
Resolved: true
Profiles:
Title: CIS SUSE Linux Enterprise 15 Benchmark
Id: xccdf_org.ssgproject.content_profile_cis
Title: Standard System Security Profile for SUSE Linux Enterprise
15
Id: xccdf_org.ssgproject.content_profile_standard
Title: DISA STIG for SUSE Linux Enterprise 15
Id: xccdf_org.ssgproject.content_profile_stig
Referenced check files:
ssg-sle15-oval.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-slel5-ocil.xml
system: http://scap.nist.qgov/schema/ocil/2

https://ftp.suse.com/pub/projects/security/oval/suse.linux.enterprise.15.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5

Checks:

Ref-Id: scap_org.open-scap_cref_ssg-slel5-oval.xml

Ref-Id: scap_org.open-scap_cref_ssg-slel5-ocil.xml

Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-oval.xml
Dictionaries:

Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-dictionary.xml

B TRATFRITHENXAREMECEX .

Perform an audit scan

ZERAFMABTXHEE, TURITEITEE, TR SUSE Manager Web Ul & B i1H13tH. BRI AR
SUSE Manager AP| SR HEE BRI
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Procedure: Running an audit scan from the Web Ul

1. £ SUSE Manager Web Ul #1, SfMEIRL > RREFIR, AEEEEHAEN
B F i,
2. R SME EH AR B F LT R

3. 1£ xccoF xismsaFERR, WMAZER iR LEHAR SCAP RIRFEE X4
S, Hlan:

° @%: Jusr/bin/oscap xccdf eval

Z

wofres. --profile xccdf_org.ssgproject.content_profile_stig

Path to XCCDF document: /usr/share/xml/scap/ssg/content/ssg-slel5-
ds-1.2.xml

o iz[l%ﬁﬁﬁ -fetch-remote-resources ;R*f(, 3|9E5gj(£ RAM, Itk
4h, BIREIREIZNN file_recv_max_size BB,

4. AWBERFImET T—RRANETIIETT.

o XCCDF ABRXHEIRIERS LEITZRIRET NI, MRABTXHEETHSH, Wl
KR

Procedure: Running an audit scan from the API
1. Az AT, IFHARERRNEFim EE%R % Python #1 XML-RPC [,

2. EEIMEMMIASEIE— N4, FATFi8id system.scap.scheduleXccdfScan &
HER S, Hlu:

#!/usr/bin/python3
import xmlrpc.client
client = xmlrpc.client.ServerProxy("https://server.example.com/rpc/api')
key = client.auth.login('username', 'password")
client.system.scap.scheduleXccdfScan(key, <1000010001>,
'<path_to_xcedf_file.xml>",
"--profile <profile_name>")
client.auth.logout(session_key)

UG

<1000010001> E F 4% ID (sid).

<path_to_xccdf_file.xml> BIEMAE PG EASXHUENRRE. 5l

» [usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xmlo
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<profile_name> = oscap B INESEL. a0, EE

united_states_government_configuration_baseline (USGCB),

3. ASLIRTAN T, NEBRREINE P IRIEITIZMES,

Scan results

BXBETHABNE BIEERE SUSE Manager Web Ul 1, SA1ZIHEt > OpenSCAP FREIETIEELER
FRo BXRIFRHPPEIEIIFMEE, 155 Reference > Audit,

NHRRHEXPENERER, FEEFF K EEMAENIZE, £ SUSE Manager Web Ul #, SfiZ|EE >

HAHBEEPIRAERAR, SMEIREET+, HiEPBERIFA SCAP X E&E. BAMkE, XAk
LTI ER— N EESHMMNEEN HTML X, ERP= BRI TARBIMIINIT:

FALER: xcedf-report.html xcedf-results.xml scap-yast2sec-oval.xml.result.xml
ENBLITRFRIBESR, 15 spacewalk-report 55 <:

spacewalk-report system-history-scap
spacewalk-report scap-scan
spacewalk-report scap-scan-results

EA] LA SUSE Manager AP i@3d system.scap {MEREFREEFLE R,

2]
1817 SCAP RLISTINRIFENIRIH T 158 Bash BIZF Ansible Bz, BAKEF MRS, Fl:

513K 5. bash fii4s

/usr/share/scap-security-guide/bash/slel15-script-cis.sh
/usr/share/scap-security-guide/bash/sle15-script-standard.sh
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

51K 6. Ansible ElZx

/usr/share/scap-security-guide/ansible/sle15-playbook-cis.yml
/usr/share/scap-security-quide/ansible/sle15-playbook-standard.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-stig.yml

EEFIHRASRFEA Ansible [5, FILUERIZIZan <3 Ansible IBTTXERIZAFE 245,

fEF Bash BIZsiE1T1€E

EFMBEBIRA LRE scap-security-guide B8, BXIFHMES, ESM Administration > Ansible-
setup-control-node,

BFSMRERFNRTEANRES. BEMHABARRE. 2= Bash MZAR 0] —F5HhFIHE T RHFl
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E81 2% L8 Bash FIA{FRZIEGLIET
BN FRYE LR Bash BIAEAIZZ SR IE1To

L E&24 BSEm-REFEnssl. AREAT  imEHF<LPHES —1 Bash A, fiin:

#!/bin/bash
chmod +x -R /usr/share/scap-security-guide/bash
/usr/share/scap-security-quide/bash/sle15-script-stig.sh

2. B [ BERH ]

0 XK ZIREG I RITEFMREPEER, 5 Bash BZARM —BHHT R
B

EZSN RS LERARREEIRRIEIT Bash 7
_;I)_'\'lé?f% z \,;LJ:’H Bash HEDZ'S{"Ff]L_% (2]e] @ To

L gIBRGAE, BERFEAHMKRPIEEIE SSM PER,
2. FRFKEEBIHEM > ZIEF L THRES —1 Bash flZ, fign:

#!/bin/bash
chmod +x -R /usr/share/scap-security-guide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

3. B [ BEERH .

&% Bash 2Rl
SUSE Linux Enterprise openSUSE F1Z{&
SUSE Linux Enterprise #1 openSUSE il zs#k#E R,
nEta
scap-security-guide
g
e SLE12: SLES12 &5
e SLE15: SLES15 f&1R Basesystem E#
Bash fHiZ&=B &
/usr/share/scap-security-guide/bash/
Bash fiizs

opensuse-script-standard.sh
sle12-script-standard.sh
sle12-script-stig.sh
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sle15-script-cis.sh
sle15-script-standard.sh
sle15-script-stig.sh

Red Hat Enterprise Linux #1 CentOS Bash fiZs#4iE

Red Hat Enterprise Linux #1 CentOS Rl Z<#3E 51,
e centos7-updates HHJ scap-security-guide X & & Red Hat Enterprise Linux s,

Bite

scap-security-guide-redhat

iBiE
e SUSE Manager TH

Bash 4B &

/usr/share/scap-security-guide/bash/

Bash fiizs

centos7-script-pci-dss.sh
centos7-script-standard.sh
centos8-script-pci-dss.sh
centos8-script-standard.sh
fedora-script-ospp.sh
fedora-script-pci-dss.sh
fedora-script-standard.sh
ol7-script-anssi_nt28_enhanced.sh
ol7-script-anssi_nt28_high.sh
ol7-script-anssi_nt28_intermediary.sh
ol7-script-anssi_nt28_minimal.sh
ol7-script-cjis.sh
ol7-script-cui.sh

ol7-script-e8.sh
ol7-script-hipaa.sh
ol7-script-ospp.sh
ol7-script-pci-dss.sh
ol7-script-sap.sh
ol7-script-standard.sh
ol7-script-stig.sh
018-script-anssi_bp28_enhanced.sh
0l8-script-anssi_bp28_high.sh
0l18-script-anssi_bp28_intermediary.sh
0l18-script-anssi_bp28_minimal.sh
0l8-script-cjis.sh
0l8-script-cui.sh

0l18-script-e8.sh
0l18-script-hipaa.sh
0l8-script-ospp.sh
0l18-script-pci-dss.sh
018-script-standard.sh
rhel7-script-anssi_nt28_enhanced.sh
rhel7-script-anssi_nt28_high.sh
rhel7-script-anssi_nt28_intermediary.sh
rhel7-script-anssi_nt28_minimal.sh
rhel7-script-C2S.sh
rhel7-script-cis.sh
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rhel7-script-cjis.sh
rhel7-script-cui.sh
rhel7-script-e8.sh
rhel7-script-hipaa.sh
rhel7-script-ncp.sh
rhel7-script-ospp.sh
rhel7-script-pci-dss.sh
rhel7-script-rhelh-stig.sh
rhel7-script-rhelh-vpp.sh
rhel7-script-rht-ccp.sh
rhel7-script-standard.sh
rhel7-script-stig_gui.sh
rhel7-script-stig.sh
rhel8-script-anssi_bp28_enhanced.sh
rhel8-script-anssi_bp28_high.sh
rhel8-script-anssi_bp28_intermediary.sh
rhel8-script-anssi_bp28_minimal.sh
rhel8-script-cis.sh
rhel8-script-cjis.sh
rhel8-script-cui.sh
rhel8-script-e8.sh
rhel8-script-hipaa.sh
rhel8-script-ism_o.sh
rhel8-script-ospp.sh
rhel8-script-pci-dss.sh
rhel8-script-rhelh-stig.sh
rhel8-script-rhelh-vpp.sh
rhel8-script-rht-ccp.sh
rhel8-script-standard.sh
rhel8-script-stig_gui.sh
rhel8-script-stig.sh
rhel9-script-pci-dss.sh
rhosp10-script-cui.sh
rhosp10-script-stig.sh
rhosp13-script-stig.sh
rhv4-script-pci-dss.sh
rhv4-script-rhvh-stig.sh
rhv4-script-rhvh-vpp.sh
sl7-script-pci-dss.sh
sl7-script-standard.sh

Ubuntu Bash iZx$%4E
Ubuntu B 2RI G,
nH4a

scap-security-guide-ubuntu
BiE

® SUSE Manager TH

Bash flZsH R

Jusr/share/scap-security-guide/
Bash fijlzs

ubuntu1804-script-anssi_np_nt28_average.sh
ubuntu1804-script-anssi_np_nt28_high.sh
ubuntu1804-script-anssi_np_nt28_minimal.sh
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ubuntu1804-script-anssi_np_nt28_restrictive.sh
ubuntu1804-script-cis.sh
ubuntu1804-script-standard.sh
ubuntu2004-script-standard.sh

Debian Bash BiZs#kiE
Debian fiZs##E R,

Bt

scap-security-guide-debian

B8
® SUSE Manager TH

Bash HIA&sB &

/usr/share/scap-security-guide/bash/

Bash fiiZs

# Debian 12
debian12-script-anssi_np_nt28_average.sh
debian12-script-anssi_np_nt28_high.sh
debian12-script-anssi_np_nt28_minimal.sh
debian12-script-anssi_np_nt28_restrictive.sh
debian12-script-standard.sh

22.5. Hit

£ SUSE Manager 1, ErILUET —RIIEHIHESRKRREREP iR, BRAIUKNERFP K LRERETRERNN
NHEL2FT (CVE), HITITIILES, HER OpenSCAP E G,

7£ SUSE Manager Web Ul #1, SAiZI@EIHHITERITES.
CVE ®it
CVE (BEIRAENEKE) ENAAEMNZLRANEBERZR.
(1) REHRAN CVE, RUREEF I ERAEN,
B CVEBE—MIRS. RERAUKRESEEEHE, CVERIRSER CVE-YEAR-XXXX 8T,
£ SUSE Manager Web Ul /7, SMiZI&it > CVE #Hit UEEMER P inE L F#H TIREHNTIR,

AINERT, #THIRESX 23:00 Fif. HIBINEEFB#HTT CVE Bt ZRIRIFEE, URRNARHRN
#To

SIE: B T EE
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1. 7£ SUSE Manager Web Ul 1, SfiZIEE > ESHERH, AE1%E#E cve-server-channels-default B2
ZHE,

2. B [ cve-server-channels-bunch ].

3. BE [RBITRH] URHES. FHRESTM, AT CVE Hito

12 BRI TIRE
1. 7£ SUSE Manager Web Ul &, SfnZEI8it > CVE &ito
2. BRERE CVE AN TIRE, 157E CVE RS FERHPHAN CVE 1RiIRFT.
3. BEAEEENNTRS, RFEFFIERSUEERBHTRE,.
4. BE [ RItRSE | OEPME RS, HPE [ HitRE& ] 0EMMEREG,

BxIEE _ EERNA T IRESERRIEHEE, 520 Reference » Audit,

MNTFEMRE, BFFISRHUAXTERIPLEIERA EFRRAFENERS. NREA, HPEIFIHREEE
FihTo BRI RADEEIRFRUERHITHIIE,

A LAEF SUSE Manager API SEIRIGE P imfI#h TIRZS. f#M audit.listSystemsByPatchStatus APl /575, &
XU ERFAER, ES (SUSE Manager APl #5/@) o

OVAL

BRT MBEHIERICE CVE 524, SUSE Manager IFMIE T —INSEIOM4INGE, AIM
OVAL XX f4H3REX CVE 3¥15. ItThae ZmiE FHRARTGE M o

AR AREZEEH RIRER, BEMNRIFERTEREENEE, TREEER
FEFIFER,

CVE HiHRIERM TR N EELIER: ®EMN OVAL (ARRRSTHMEIES) . XM MEIERAN CVE Bt
TR, BRBARIRSER.

B8
BEESEMENRGE (B8F4T) , AREHNRREEMEXENTHREES.

OVAL (3EARFEE
5213, OVAL#EERIEREXRSNER, UNSRELARZEE CVE MB K HHNEE,

REEREEHIERNEIH#TT CVE #Hit, BRASF OVAL #ERALRAERIE, THEELMESHRRSE
PHEHBYRRRY

OVAL #iEtELLBEHIEE R E, 5140, openSUSE Leap 15.4 B9 OVAL ##E£9%6 50 MB,

{X[EZ OVAL ¥4ERY, EAHAIT CVE FItHRER AR S A HER CVE MREKE, BXENA#T, EA
#HTREBE,
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OVAL IRERYIZICFIE B2FE

o BIANZEH: ZUEERINTXARES, AP GBS EMEEXH rhn.conf HEEE

AR5 SRS A
(5 ] o BIEE: MBHIENE, HREEEEETHREBEN CVE B,

o HEEE R BETAP VL, ENEEMRKLTE, EERAUTRFER—DH,

* OVAL BUETESX 23:00 E#fi. HNTEWEEFIB#HIT CVE BHit ZAIRIFERIE, LI
RIS RIIRIR TR,

2. B OVAL #iExzi+
1. 1£ rhn.conf RN EH L TFIRE

java.cve_audit.enable_oval_metadata=true

2. EJE Tomcat #1 Taskomatic iR :

systemctl restart tomcat taskomatic
NRBER e, FEERIEIATA, BEHRITUTIRERZERZINRE:
312 A OVAL #iEZ#F
1. £ rhn.conf FIRMER A TIRE

java.cve_audit.enable_oval_metadata=false

2. EJE Tomcat #1 Taskomatic fRSS:

systemctl restart tomcat taskomatic

SiE: B CVE #E

1. £ SUSE Manager Web Ul F, SfiZERE » ESHERHE, fAGi%E oval-data-sync-default HIEZR
HE

2. B [ oval-data-sync-bunch ],
3. BE [ BREITRHE] URHHES.

FRaEST, ARME#HTT CVE Hito

IZsE CPE

AT RERRERTRERF RER, RIIFEHEZETPRERNRERR @, Hit, HITBKRESR
FimEy CPE BT AKE) FA saltgrain, HREFEHIERE.
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EMEFRN CPE SWEIMNEHREENESE. ENTREE H, BEVAT RERRFEIRE
f,
dig: EHRRfFasE

L. £ SUSE Manager Web Ul i, SHEIRG > RATIR > 288, AEEE—EF K.

2 RRBERIPET-FARE AT ERE,

3. B [ EMRAEATIR], BRI OHES K CPE,

OVAL #iEiR

AR OVAL #ERVTCEEMMEIZNM, SUSE Manager {XEAEFmE HAIFEIRMR OVAL #HiE. UTE
OVAL BRI

/1% 13. OVAL #URR

= #43ETR URL

openSUSE Leap

openSUSE Leap Micro

SUSE Linux Enterprise Server https://ftp.suse.com/pub/projects/security/

oval
SUSE Linux Enterprise Desktop
SUSE Linux Enterprise Micro
RedHat Enterprise Linux https://www.redhat.com/security/data/oval/v2
Debian https://www.debian.org/security/oval
Ubuntu https://security-metadata.canonical.com/oval

OVAL TCEIRER D EFin (BMER openSUSE Leap. SUSE k=
o 2. RHEL. Debian 3 Ubuntu BYEF%) B9 CVE BithiEm, XEEFEMF~SHRS
OVAL JRARE X Tt i,

CVE k&
EPiHH CVE RS EEEZEM. FEEMHBEH. XLRENEURTF SUSE Manager BANER.
7£ SUSE Manager 1, LIFENERA:

BRERAZMNRL
RGP RENE NG SRR TR AR REX A T FAERE 4 &8RS,

FREERAZMB RS
ER B EERICARRERERA T FRM A ERLEERS L.
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https://www.debian.org/security/oval
https://www.debian.org/security/oval
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https://security-metadata.canonical.com/oval
https://security-metadata.canonical.com/oval
https://security-metadata.canonical.com/oval

HHRENTRRHT T EHNRE
RERRENE NN ERAFR T HETIRCHRREX T BRI B AIRRZS.

BX#T
SUSE Manager TEAEXBEH EHMATHN T o
BXiBE

B SUSE Manager EIZREE, ZBEHRIERIRS. BIEKIIAGNREBENRAEE. SHEIR
% LR REEE, NERRSNE ETRERIIRS BEE,

o BT SUSE Manager RERMEN, CVE HItERERLER R TR ER. F, F=
EiEE. FRENHEHAFTEMNARUTRIFRMIREER,
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Chapter 23. SSL if$

SUSE Manager /8 SSL IEHRIBRE P inEM 2 EFRIARS 23,

FMER SSL JEMEI SUSE Manager Server & F i@t BiEARS SEBRICEE BEEZ S EHRIRS
23, ILIFEFRA SSLIEF.

£ SSL EFHAE, FRIHEREERSFHEBPHENRESSTHEIENT. ERHEETENRERSB[IELTEER
(==

IEBIANE (CA) RRTFHEMIEBERER. FAEIEBLARIEBMANE (CA) B2, REXE, 45
ReEMMnER, HEEFIHAERIItTEE ],

FfE SSL BNIIERESIE B 31T, FRIHRGIEER CA. XERELIES MR IR LLEIR CA.

BRINBY SSL BARIESEEIL SUSE Manager FRBRZEZIEH., EXMIERT, SUSE Manager EERFIE
IEH, #EIR CABEEARSH/IERERE,

S ERERARIE CA, EXMBERT, 1R CARHiE CAER, AEFIE CA JAESHRENHHIE CA
R, MEE—THE CA NRSFIEBER. XMAEIER.

MREEFEVERPFERAFIE CA, WIR CABREERFH L, MRS|/IEBNRETERS2E L. 1 SSLIEF
HAiE], BPIHATEEBIRIOR CA SERSSBEPZEINEANPENERE, EENAREEBHRIFTE Ik
Ho

AILUEE A EE ARSI B R, EIBRRZAE SUSE Manager #, Frama] CA BRIAERREET P iE L,
g, EHAILUTERRSS 288 LR B RS LU EIRBLAT P i, EXMIERT, 7 SSL EFHE, REB[BIRER
SEIEBLUNFERE(E] CA, LB ERERRIARE.

SUSE Manager BAIAERZEHIE CA NERERIET. ATRELEM, B URH—1$E=75 CARAEN
EREEZ, F=F CA RITREURRIEDFEENERER. MITEEHM LIRS WEERE, FRE=
CA AILURBIEBRINISHE, HAREREMMIRP, MRENIEREHE=S CA £E, EAIUEESA
SUSE Manager &%,

AFMS 2 FNA SSLIEBRIAEE:

1. #Nfalf#EA SUSE Manager TERIZBRERIEP
2. $0{a7E SUSE Manager Server 5% Proxy EEEE+

NSRIEBME =G (FIENBEHZINBR PKI) 124, WaETBLIPE 1

° BXRMAIRIZEBREZBIEBIIFAMES, BES Administration > Ssl-certs-selfsigned,

° BXIESNIEBIFMES, 550 Administration > Ssl-certs-imported,
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23.1. BEE R SSLiEH

SUSE Manager BUIAERABREZIEH. EXMIERT, IEBHE SUSE Manager GIZMERZ, WHERERMR
EBMEHARFDEENATERTIR. £=5 CABRIRTRE, URFRIPHESHNERERTIR.

° BXE=H CAHFAEE, 155 Administration » Ssl-certs-imported.

° BXMABRIEBIFMAESR, BESM administration:ssl-certs-imported.pdf,
TN BNAEH LR MERETEEHEMIREHERIES.
SSL ZSAMIEBENBMMS HEBB BT ENN T2 RE TR ABITA,

EMSIENBRIARSSFIES
MRENMEE BB FEAREMFBES TN, EELUMAE CA ERFTHIRSBIES.

I8 EMNEBRINBIRSSIED
1. £ SUSE Manager B2 EVIMa IR, BMEMRS SIS :

mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.com" --set-cname="example.com" --no-rpm

ffafR set-cname S¥EEM SUSE Manager IRS2BNTLREH B, NRFEZS M5B, AIUZRER
set-cname 23},

AR SRIF B UERES BAREN [root/ssl-build/susemanager/ BRPIKE, EX4ERN
server.key f server.crt, Rfg—1BERHNBZIBUATF S --set-hostname EMESEAIEN R

JEEA mgr-ssl-cert-setup TEAHEXSNINEBNEH, EXOEASARAERIEBNFRER, BEER
administration:ssl-certs-imported.pdfs

BUEHHEY CA IEBHARSS 23D

o BHUR CA BHE/IDo XATRESHIFRSBEF AR BEERE. MRELEXMER,
FERUFENEERAPERISIEF RHEESE CA.

a2 SIS
1. 7£ SUSE Manager B NG TRTRR, BIHIEHERBRHAE:

mgrctl exec -- mv /root/ssl-build /root/old-ssl-build

2. HERGHTRY CAEH:
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administration:ssl-certs-imported.pdf#ssl-certs-import-replace
administration:ssl-certs-imported.pdf#ssl-certs-import-replace

mgrctl exec -ti -- rhn-ssl-tool --gen-ca --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-common-name="SUSE Manager CA Certificate" \
--set-email="name@example.com"

3. ERGTRIARSS BIET

mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.top" --set-cname="example.com"

ffafR set-cname S¥EEM SUSE Manager IRS2BNTLREH B, NRFEZS M5B, AIUZRER
set-cname &%,

EREEARENENEN cname AEMIBERARSZIED,

23.2. N\ SSLiEH
RN LUWEIFE SUSE Manager ZEALE SSLIEH, UNRINAEIRNEIER,
EFEZH, BERRESEST:

o IEBHANIE (CA) SSL R, WNREEER CAsE, NFFEHIE CA BAIAT A,
* — SSL RS BIAEA
o — 1 SSLARSSZRIEH

PRE XK PEM 183,

SSL BRSSEEPHEN B MRS BB ENHTERE N B LA, ERILTEIERH X509v3 Subject
Alternative Name S FIREFHE, WA LURIEIFIRIIFEEIIHZ N ENR. IFHEAZRE N RSA H EC
(HErZE) -

B=HMANEBEEERASE CA RABERNRSZFIEDBER, EXMBRT, IEPHERHFAE CA XA

o MIRZAEMINISEEET B THEEDIE CA, iHEEFE CA (IR CA Fia) CA) EHRBEFMEE—IXMH
&,

AFHRESNIED
SUSE Manager BAERERESIEH. TRMKEER, FRIIMNEBSRNSAES,

i312: E3FEY SUSE Manager Server ESN\IEH

1. #R#Z Installation-and-upgrade > Container-deployment F#9i%BIZE SUSE Manager fRS32%, MR
238 IF RIS YE9 mgradm install podman B9&%k, 2%09:
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E=7 SSL iFBIFE:
--ssl-ca-intermediate FfFE  Hja CA IEPERRIF

--ssl-ca-root FHFEH B CA IEPEREIR
--ssl-server-cert F&F&H RSB 2RI PERR
--ssl-server-key FRF ARS8 AR

Frja] CA AJLATE(ER --ssl-ca-root 1ISERINFHRiZtt, WEJLIER --ssl-ca-intermediate 1EAMIINEIIREE
Eo BIUZRIETE --ssl-ca-intermediate 3%EIR,

PEEY Proxy RESNIES
SUSE Manager Proxy BRIAMEABERERIER. TRRIEER, EelLUSERINERERASNIER,

i332: 7EH7B8Y SUSE Manager Proxy ESNIEH
1. 181 Installation-and-upgrade > Container-deployment 93B3 % SUSE Manager {I&,

2. WIRIR R TEIRE

o BEAEEBMEN (CA) NRSBMAEBNFIERSF[IERER. EATRE CA ER
BUIEBIFAILEL,

BHUEH

ALK SUSE Manager REFBESHEBERAFIER. BEEHIET, AILUGERER CAIEREHRH CA
,» RIREHHIERE.

2312 ERFBMAILED
1. 7E SUSE Manager BEEH LB SIRTRL, HIEBX IR EHIEIZ 8.

for f in <Root_CA_Certificate> <Server_Cert_File> <Server_Key_File>; do
mgrctl cp $f server:/tmp
done

2. 7 SUSE Manager &28 M £, ARU TS UEBENIETT mgr-ssl-cert-setup, FiRMIIEBIENSE

mgrctl exec -ti -- mgr-ssl-cert-setup --root-ca-file=/tmp/<Root_CA_Certificate> \
--server-cert-file=/tmp/<Server_Cert_File> --server-key-file=/tmp/<Server_Key_File>

3. MBRPERRIGET S HIHS4:

mgrctl exec -ti -- rm /tmp/<Root_CA_Certificate> /tmp/<Server_Cert_File> \
/tmp/<Server_Key_File>
mgradm restart

Hhig) CA BJLATEfER --root-ca-file IEEMIN IR, tWRILIER --intermediate-ca-file {E/IMINNIETIRE
Eo AILIZIRISTE --intermediate-ca-file I, mgr-ssl-cert-setup &< SFHRMBISERIT LMK, LU

5514251 [ #1837 23.2. R A SSLIEH | SUSE Manager 5.0



HEMNESBERHATBTIEREAG. NRE, LTI/ XEXHEFNBEANFTEZEIINMRENE,

g1 EmBiRsSESE
L EARINLE, ERRSULAEN:

mgradm restart

NREEANEARIE, WEEFEAEXRENEINEZI cname IS MMEBER—MIRSHBIEE RPM. £REH
BYBERE tarball FHIFHITE,

BXEMER, 80  installation-and-upgrade:container-deployment/suma/proxy-deployment-
suma.pdfs

WRIE CABEN, WHEERKHIIEZRS SUSE Manager EZIFIE & F o
i318: EEPFiRLEIPEIR CA

1. 7£ SUSE Manager Web Ul &1, SfRZIZRSE > #4,

2. EHRFRER PR ERINZRASEERS,

3. SRS RAKEE > BN,

4. T_&?Q&—T—EXEF' %EE [r‘-m] L/“-‘_FH %é?'{klh\o
5. 7£ Highstate U@, £ [ BZF Highstate ] LU E & IEEIE F o

23.3. HTTP iRt

HTTP FEigfER et (HSTS) SEBIEMILER PRIAKE (FIaNhiERB S Cookie £%r) HISRBEHL
il

SUSE Manager A ¥F/EH HSTS. & SUSE Manager R$Z28EF HSTS, 1BHITUUTIRE:

0L
L EAL TS IR RE

mgrctl exec -- echo 'Header always set Strict-Transport-Security "max-age=63072000;
includeSubDomains"' >/etc/apache2/conf.d/zz-spacewalk-www-hsts.conf

2. EALLI T e < ER Apache:
mgrctl exec -- systemctl restart apache2

EJ9 SUSE Manager RIZE A HSTS, 1BHITULTRIE:
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installation-and-upgrade:container-deployment/suma/proxy-deployment-suma.pdf#_generate_proxy_configuration
installation-and-upgrade:container-deployment/suma/proxy-deployment-suma.pdf#_generate_proxy_configuration
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security

1. BIEFRAVERE XM, 30 /etc/uyuni/custom-httpd.conf,

2. LA —17:

‘Header always set Strict-Transport-Security "max-age=63072000; includeSubDomains',

mgrpxy install podman --tuning-httpd /etc/uyuni/custom-httpd.conf config.tar.gz

NIEEXMH  <filename>.conf &M, EWETEERNNENE, i, S82
A spacewalk-www.conf HENHELGE, HXHEEMFHXESE (BEEIAF) . &
% Apache WIfEIINEXHRFMER, ESN https://httpd.apache.org/docs,

TE{#F SUSE Manager &£ HIEAIA SSLIEPHERZRIEPNER TEA HSTS /&, FE
o 2 RELEIT HTTPS #1171, MRIFATALIIEPRERM CA ZHE M EE. NRERE

FBIR SUSE Manager %M SSL E+H, mTLU@EEE http://<AR5S2EFEAE>/pub/

RHN-ORG-TRUSTED-SSL-CERT X 4SS N\ZIFRE B P BN SRR EEIZIER.
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Chapter 24. iTi#TED

1489 SUSE == RZEEITH, 1T SUSE Customer Center (SCC) &3, SUSE Manager 2iz1TRIEIRE, U
CEER SCC KPP FREEFMEFIREINTIRS. ZIREREE XML P inERMLITR. EHRIRITIR
AT AT IRER, UL P s EangEiTiRE S

SHzlE ITRARRUEERS.
TR EET-RIR A X HRI TR B R LEVIT B E R

FERMF RIBEET-RIRMHSHE HRNTHNE P iRYIR. XETELENE i, SHRiREME]  SUSE
Manager W& Fif. ZiREEIE~mE AR LERN R

ERBET R, AJLOEENEPImXEKEAEXAITIE. MRITHEERTERIIMIEE F is B e X EXETiH
, MEIREFRIE Ao

HEBRSIMEERITHLESRELEIREFEMNFME RS, XEHSREGHTAR 7RERMUATER
58,

1

XA LR .csv IBRUIRE, TE MBS SIRRIATTE /var/lib/spacewalk/subscription-matcher/ B RHifia]
XL

=

BINBERT, ITRACRSEAFRET. EEXILE, BEMIIER > ESEEXRHHSEE  gatherer-
matcher-default, RIEEEFXAERH, AT [EHBERH]

HTFREREFEF IS Sa0iTHERE, RIbERERAILEERERBEMEN. B—1TFFEA—
ELS5R—MTHALE, RRREEHEFHELEMIAREIM, HERNTITHSITHRS,.

TTHLRR= SRR AR~ miE, BABEREKAPITHNFRMFARE. B2, WREH
SEATE. EPWIENERKRN, HEBZFHERNAEFIETT, NIRRT ETEREEBNAA
1T, 1B RMA X SUSE Manager RERE FiRRISTTREEIE, UFEBIIBRIS B/ER,

(1] TR T —E SRR E P HAITA. CHIESESRE I

24.1. B EPimX<EXETiH

NRITALECER T A B ER F iR S EWBITIRMELE, S UFHXREKEN]. QIZXEKfE, 1THTE:S
B PR EIT NS L ENRRH RS AT,

B2, LESEHIFMKRETKE, XERTITHEETA, URTHREIUNATZEFin. i, WRX
KSBILRERITENFRMF MG, HEMNRLAESENVEEREXEKNER T LEEREER, RSB
KEXo

BANNFTRER, BRE [RMXKEK], ASEREXEKEE P i,

o BITFENE B ERAXRKIENAERTPIREAXEK, NTFAZSHRLEMS, 1THLE
HBTLRBEE B ER.
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Chapter 25. 5 HIERHE

BB ESARRATIYILAETIE XHIESH,

@@ SUSE Manager Schedules @

Below is a list of defined schedules. A schedule defines frequency, how often a predefined bunch shall be triggered.

+ create schedule

1-230f23
25 j items per page

schedule name |2 Frequency Active From Bunch
auto-emata-default 05/10%**? 2018-06-05 11:40:50 CEST auto-emata-bunch
channelrepodata-default Qr*rx? 2018-06-05 11:40:50 CEST channelrepodata-bunch
cleanup-data-default 00237%* 2018-06-05 11:40:50 CEST cleanup-data-bunch
clear-taskologs-default 00237** 2018-06-05 11:40:50 CEST clear-taskologs-bunch
cobbler-sync-default D**t*7 2018-06-05 11:40:50 CEST cobbler-sync-bunch
compare-configs-default 00237** 2018-06-05 11:40:50 CEST compare-configs-bunch
cve-server-channels-default 00237%% 2018-06-05 11:40:51 CEST cve-server-channels-bunch
daily-status-default 00237%% 2018-06-05 11:40:50 CEST daily-status-bunch
errata-cache-default [ER L] 2018-06-05 11:40:50 CEST errata-cache-bunch
errata-queue-default Qxe%? 2018-06-05 11:40:50 CEST errata-queue-bunch
gatherer-matcher-default 0007*%* 2018-06-05 11:40:51 CEST gatherer-matcher-bunch
kickstart-cleanup-default 00/10***? 2018-06-05 11:40:50 CEST kickstart-cleanup-bunch
kickstartfile-sync-default 00/10%%+*? 2018-06-05 11:40:50 CEST kickstartfile-sync-bunch
mgr-register-default 00/15%**? 2018-06-05 11:40:50 CEST mgr-register-bunch
mgr-sync-refresh-default 0617%% 2018-06-05 11:40:51 CEST mgr-sync-refresh-bunch
minion-action-cleanup-default DO***? 2018-06-05 11:40:50 CEST minion-action-cleanup-bunch
package-cleanup-default 00/10%%%2 2018-06-05 11:40:50 CEST package-cleanup-bunch
reboot-action-cleanup-default 0O***? 2018-06-05 11:40:50 CEST reboot-action-cleanup-bunch
sandbox-cleanup-default 0547 %% 2018-06-05 11:40:50 CEST sandbox-cleanup-bunch
session-cleanup-default 00/15%**? 2018-06-05 11:40:50 CEST session-cleanup-bunch
ssh-push-default A A 2018-06-05 11:40:50 CEST ssh-push-bunch
token-cleanup-default 0007?2%* 2018-06-05 11:40:51 CEST token-cleanup-bunch
uuid-cleanup-default 00**%? 2018-06-05 11:40:51 CEST uuid-cleanup-bunch

BE SCC HIERH > BERHRMTARRRARN > OETHESAT, EHEPIUEAZARETHEEN

B [IEBRERH] IEREHIREEMZBREZH,

EERARERNE, BRETALAN [ EBABRERH]

A

AESBERENRETREIRFB, BFHSUSE Manager BHIERHE > BIERHIBIFE, @ ET [ BEEARER
HE] EFUEZE L,

HTFHRELZHXTF SUSE Manager IEBIEITEXEE, FALBENELEMBENBIRTAE
RABRERH.

MREBERNERN, FERZARENETIRNEITRS.

BhFRHEEESR O RERHRM > BIERHERAT,
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25.1. FiE XHY{ESS4H
FEBAR R THEXNOESE, BIHLHTEE:

auto-errata-default
RIEEELHBohENREH,

channel-repodata-default
(B#) EREFRE TR

cleanup-data-default
MEGEREEIE S B H 6 B ok B S i iT BT e 45U,

clear-taskologs-default
RIBEELVER, MEIBEFBRBIIEERMAESSIZ (taskomatic) L ¥R,

cobbler-sync-default

¥ SUSE Manager FREY S R EIEFIECE S 403ERIZ £ Cobbler, HXH Cobbler R IFHBRIREN
¥AEE, 352 Client-configuration > Autoinst-intro,

compare-configs-default

REtERERETNREN G SFHEMEERARENRS SR LA #HITHHR, ZEERILRER,
BRERAXTRHEFEXRS. RIERE ’ b, EXFRER, BEL
reference:systems/system-details/sd-configuration.pdfs

cve-server-channels-default

FHRAFESHEI > CVE Hitim L ERERWASTITE CVE $dE. it > CVE BHitiEm+aERERE
RIE BRELHN ERB1TEREH. BXFHMES, 1550 Reference » Audits

daily-status-default

BEHIRSBFHHLZRME I, BXOAANMSFERAFREEBNIFMES, 55 Reference »
Users,

errata-cache-default

BRI T EEHIREER, XEXRBTERES MRSBNEEETHNNGE, ESAXERTEMFE
T RSB FP ZXBEH BT, BXTHIFEMES, 15580 Reference > Patches,

errata-queue-default
NEENZWBCHEH GANT) HRSSIGXLESEH GT) HBA,

gatherer-matcher-default

BEEITEENEN SRS TEEREM TR, RREENENSIE. SBEHVKRERS, 1THT
Foas Rl BN =IE1T,
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reference:systems/system-details/sd-configuration.pdf#sd-config-compare-files

kickstart-cleanup-default
BRI BT Kickstart 2iE83E,

kickstartfile-sync-default
SR SELE RS EIER Kickstart BRE XXM AT Cobbler 32

mgr-forward-registration-default

&P EMEIES SUSE Customer Center BE¥, BHASERAIN. BEEXNHEMPRHNEFiHEGEE.
EZ /A Jetc/rhn/rhn.conf FIZBEHEY, HE1T:

server.susemanager.forward_registration = @

2H5 SCC WEERTIESE RMT. SMT. SUSE Manager M SCC B FmmEr
A B T R R P AR SRR, B ESSKIE, CALUREE TR EaES
—E, SMBRITEERERNER, NEBROERIINRS

mgr-sync-refresh-default

5 SUSE Customer Center {®#5@E% (mgr-sync-refresh), ZHABERT, FEESRITIRERBERETSHR
BEEXBE, BXEEXBERPIFMES, H5I administration:custom-channels.pdfo

minion-action-cleanup-default

MX RGBT IR P IR (EE. B, IWESERZHETERFME Salt (FULEEPRIEN
HR, RETAHEFREIRERTTRATIRIE. SIRMRSSB]ER 7 IRIFER, AR ERIERTHIE R, T
BRINTERBIRE, WESESEFRERITHMAXXHEFNER.,

minion-checkin-default
EEPIHLEHITEIBNEN.

notifications-cleanup-default
LSS RGNS IS

oval-data-sync-default
ERFRFRAY OVAL ¥R, LIRS CVE SRitERRERE,

package-cleanup-default
MRS iR ARG B 301

reboot-action-cleanup-default

B 7B R B B S| SRS AR, BIEEPHXBEEUBEREE, EXTHESIS
RIERIFAME R, ES M reference:systems/system-details/sd-provisioning.pdfs

sandbox-cleanup-default

BRI sandbox_lifetime EEESEE (FUAMEAN 3 X) BVHEREXGIEE, DHEXGEMNEZSAN
HXHHEEFEANXSF. BXFHAES, 15BN reference:systems/system-details/sd-
configuration.pdfe
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session-cleanup-default
BIEEEEE Web RERIE, XBESRAFERZE, TEHEZAIXAN KR IR ZMEREIE,

ssh-service-default

MRAEFIHECE T SSH WXEXR 5%, MIRTREFimEE SSH k5 SUSE Manager #f5. B, TE
5| S EHEHITIRIERE.

system-overview-update-queue-default
BRI REUE.

system-profile-refresh-default

TEFBE RS LITRESRIF. WWESHATH RMIT R, FIEERIENM SUSE Manager ARS8 LG T, %
el = Specialized-guides > Salt, MMREBRPBEHAR KN, FEW specialized-guides:large-
deployments/tuning.pdf,

token-cleanup-default
fER Salt & P kAR T E G EMTEIEN B RBETFESH.

update-payg-default
MECER PAYG =LFIURER B 15 IIEEIE,

update-reporting-default
EIAHIIR S EIRE,

update-reporting-hub-default
MEME SUSE Manager AR5 2BUEEFTBIR S #HE, HE# Hub Reporting ¥EREE,

update-system-overview-default
IR E RS N EIE R T RIF R

uuid-cleanup-default
B BRI UUID IER.
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specialized-guides:large-deployments/tuning.pdf#java-salt-batch-size
specialized-guides:large-deployments/tuning.pdf#java-salt-batch-size

Chapter 26. #HiAERBAE

RERHENERETIIIRERK. A THEXEYE, EATHRENEEFT—TEER. 7 7TIRETH
ENASTHIEERHTEMETIE, SR LINHEE ERERTEEIRE,

(1] BERSRERRNITENS B2 #11EA mgretl term.

IEECEETRTFE [etc/rhn/rhn.conf ECESXfFH, ZEHAGAKERN 20, FULEENN 0 SRERREEN
i,

java.max_changelog_entries = 20
MREREINSH, EREBPHRHEENEER.
BRUIEBHE, EFER mgradm restart EERSE,
eI Re R EMIPRB B EREFNEUE, UERIRHE,
IR B EM E R EFNEIER e R ERKE B, RIBEMEERENENIFAEES, It
" HREATRERE /LN, Z1ESSH Taskomatic EEHIETT, FELLEE] LATEIRIESERET 4.

£ SUSE Manager, {BRIZFIEIEI4ESBFI TR,

AILAM B L 1TRIBR B RV EIBH B R ERR L R R
spacewalk-sql -i
AFSTE SQL #BER A T

DELETE FROM rhnPackageRepodata;
INSERT INTO rhnRepoRegenQueue (id, CHANNEL_LABEL, REASON, FORCE)
(SELECT sequence_nextval('rhn_repo_regen_queue_id_seq'),
C.1label,
"cached data regeneration’,
IYl
FROM rhnChannel C);
\q
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Chapter 27. BPF

SUSE Manager BIERAURMFAR. EFNBEUREEHBEFEF. IREETEERENEF, TS
RPEREIRSAE, WETEALFIEENR. B LUENR Web Ul WRFAZANE, EIFIESMEIRIAE,

(5 ) {%4&4E A SUSE Manager BERRIKFERIY, BPREA M,
ZEIE SUSE Manager AR, BSMEIAR > BRYIR > FRELLEE SUSE Manager IRS2RFHIFREAF. 7
RTNSIAPLETALS. AINME. BRNAS. AP DRESAH, UWRAPNYERS. 25 [0
AP | SILORIAF IS, BHEAR &S NBPATRE.

ERFARMIZIEHAR, 524 [IBAR ], BEHAFNAT, ARSE [IBERE].

27.1. A$ER

SUSE Manager ] B EFI&— R 5K IAE.
NHFREAEFTAFR OSSN SHELNR 247, SUSE Manager B2 G al ket O < eI,
EWebUlHh, SMEEE > EERMRE > OLHER UEXOATER, AIASFEAUTFE:

OSKETR
P BATEXOSHRNFRHL,
O9KELR
P BATEXOSHBATRHL,
BEOANT
kFBATFREOSRELADERT (0-9)
FECLETSE

tFEATHEEOSLEELAE S NEFH (a-2)

FREESAEFH
tFEATHEEOSERELNEEATFE (A-2).

PREIELFFF
A TiEE RS REIERELNFM.

FRERSEHKTH
ItFERATFREEASETYUMN

iy
tE\H
@
1%
ak
3
4
B

RVHMERISHF N
REENBEQIRHFEN, LFERATH. ETRTFEEATERNRHRFR (I1!1@#5%&* F)
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REIEENFFF
FEATFHEERENFRHES R,

EEFHHLR
FERATHEEFHHNRAEE R,

BE [REF ] IREFOGENEREN.
BELE[EE ] IRBMEREMERNRINE,
SUSE Manager O<SREEHIEGABEI T :

o e OLKETME: 4
o OSKELR: 32
o ZEFEAREFH. Bk

27.2. (Z AR

TR LUEASRFTBRENAFIKE . EEFRANAFKAREINAUERNE EMRBA KRR,
BRI R,

BAREUERECHIKF. B8, MRAFPAFEESAR, WBILERZAR, ARTRERK .

BEANARTEERE SUSE Manager Web Ul SiZHHEMIR(E. AP EERZFIRARIRESFRBEIRE
BAFIA, SUSE Manager EEER A AEAEEERNAF,

27.3. B AR

BRAUZESIMEERAR, HEREAMREBAUEZ MTRAFRRET—EEAAR. STNREZEEL—F
W FIEIRZSHEI SUSE Manager BI2R,

EFENARNEEGSRMAE (SUSE Manager EERAEIRI) , BSMEIAF > BRYIXR > FiF, EREEXN
BAF, ARREFEEFHIVEEFEERAE,

EENAFK SUSE Manager EEEGAE, BFSNIER » AP, HRIEFSERPNECHEES SUSE Manager
Admin? ,

xK 14. AP EERRABNR

Role Name Description

SUSE Manager Administrator Can perform all functions, including changing
privileges of other users.

Organization Administrator Manages activation keys, configurations, channels,
and system groups.
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Role Name Description

Activation Key Administrator Manages activation keys.

Image Administrator Manages image profiles, builds, and stores.

Configuration Administrator Manages system configuration.

Channel Administrator Manages software channels, including making
channels globally subscribable, and creating new
channels.

System Group Administrator Manages systems groups, including creating and

deleting system groups, adding clients to existing
groups, and managing user access to groups.

27.4. BPIIRM RS

NREECRARBKREERTF IR, AILUGAEEREIAR, itti1#TEE,

ERAFERIRSAE, BSNIAP > BAPYIR, 2SEEREEBNAFS, ARRIRFHET R, EPERE
KBV, RS [ BIRFIAE]

BRI LUNBRPERE— RS M OANRRH, SZAP MRS RN, RANSBEEREFNENRSAH, X
¥, ZFAFRAEILRDARFTEMREIE F k.

BEIPINGRA, BESMEIAP > RGARE, ARRIIMBSMIBELT+, 2E [ QUIERIMNBA ] UelB—1
BUSMNERAE, Mizdan®, FHRHEERIESNARE.

BXRAZARNEFEAESR, 520 Reference > Systems,

EEERFIUEENE M E R, ESMEIAP > APJIR, S52FENAFPS, ARRIIRFKETR,
BRITHEMES, JUMTIRPERFTPHRUFEFMIZIRAEEER,

BXRAAESESMNEFMES, EB M Client-configuration » System-set-manager.

27.5. AR M&EENIR

AILURAREAERBERNSRITNE, HEFNTUBTERSENEESR, HREARAPHRTEE,

ENARPITHEE, BFENMEAR > BRYIR, RRERENAFR, ARRIEENR > ITEEDF, @EH
BIRBVEE, ARSE [ ERMR 1

ENAAETREEENR, ESMIAF > APYIR, STERENAFS, ARRIEENR > EEER
o ERBIEIKENEE, AREE [ EMNR 1

FIRPIREBERIEL AT, RREESAPNEERRSHEEERIRETX.

5815301 / #1835 27.4. BPBRFI R4 | SUSE Manager 5.0



27.6. BREVAES

SRR, SR LUERE Web Ul ERABVES. QIZAFGE, ATBISMEER RNERTRENES,

Ekl}\l’é = 1E rhn.conf BEEXHHIREN. EFRFNEBS, 1BFTH /etc/rhn/rhn.conf XHFH RN HRIE T
—{THA:

AR
web.locale = <IESMEE>

MRKIKEEEI, WEIAESH en_US,

7£ SUSE Manager FRJLUER U TIES:

F=HM 15. AT RIES IS

ESHB EBs k=

en_US WiE ESJES]

zh_CN 2254 FREARPEEA
BRECAREED

SUSE Manager Web Ul BUAERERTERLENS~RNER, ErILIERERLURM Uyuni 3¢ SUSE
Manager Bifs, SUSE Manager FBUAHR R B IET,

&R LUTE rhn.conf BREXHHENBIAERM, EENBIAERM, FITFF Jetc/rhn/rhn.conf XHEFH RN 4RIE
TE—1THS:

web.theme default = <F >

=18 16. FTARY WebUI X &

FRARR gt #3U
susemanager-light SUSE Manager )
susemanager-dark SUSE Manager RE
uyuni Uyuni )
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Chapter 28. ZEif

EENRT EIEER SUSE Manager By AT RERIB BBV —LE5 IRl @ e HL AR R 5 7%
528 B IHEXNEETIRBITNE.

BEXNECTHELR, 1580 Specialized-guides > Public-cloud-guide,

28.1. BohREETE

NRFEAEIBH Salt (salt-minion) RIHITES, EHUABITREFMENAMERG (RHFE) EERENEF G
WERYE A, AENCRKFILESEIS SUSE Manager —icfEA.

ERAZRIAR Salt #4861 (venv-salt-minion) £, EREE—EFIETEBEENFEE, ZBEES!
PinEMEERS. FIENENREGEEBEESTE Salt ImgieH,

5]

R

KEZBNENARNAFRMET 5 BMRERE X HHHNEMBEEXNE P im TREREE,
o IMBERENEM SUSE Manager 12t T TREBEEANFEE.

o (NHfEAEER Salt (salt-minion) SLHIRY, FEFIMUEXRBIBERESRM T HFHNRAEMNER
R,

28.2. WERIHACE R~ miI5 | FHHEFEHITEE

RS ZLIFNF=mEY, SBEH7E SUSE Manager Server L8IENREMERS|SMEEE, SRR EmBERRS
REHEFRBRZEN, NREEREEHAIH, MOANFoheES | SEFE.

BXE|SMHEEENFMAEE, 153N Client-configuration > Bootstrap-repository,

di2: eIBEG BB SR~ MmN S| SHETERE
1. £ SUSE Manager B2 EVAIa SRR, LA root S HNRS2ZE2::

mgrctl term

2. EREAEL, RITUTHE:

a. €M --force I P BIV AR 3ZH5095 | ShE=F R, fla0:

mgr-create-bootstrap-repo --list --force
1. SLE-12-SP2-x86_64
2. SLE-12-SP3-x86_64

b. EREHMEEERMIENTmITE, RS ISMERE:

mgr-create-bootstrap-repo --create SLE-12-SP2-x86_64 --force
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MREARBF LIRS SMEFE, AIURELFEN~mi5 | REFERSE LTSS,

28.3. }EPER Salt BEFIR#ITEE

MREBEERIBREREFRELBIER, HFREHEMTIERN Salt TP, EAESKEILITHEIR:
?@ﬁAJ j:jzz-§u12/%4}bo

REZHERNERZRHHNRERARASUANEIMAFZEEHEENITEN 1D, ErIUFARILHIEUESEZ
B1x, AREA]RINEMER RS

BXiFMEEFI%EE, 7ES 0 Administration > Troubleshooting.

- PN S 4= H
28.4. BB BT AREHHITER
MREFEANBRKAMFHIEENE BEENEMETEAR, EEERNEAEHE,
SR LRI T A MR ESRARR AR AR/, MNMERRIEIE, TEAREN L root BE1TUTEIESH S,
212 ABEFEMEIEER)N
1. BB KN BEXRIUTABHEEUR T EENZEFE,
2. MRMEBEHX (B0, #E /dev/vdb 7Z7E /dev/vdbl #X) , BFEITUTHS

a. parted /dev/vdb
b. (parted) print

c. (parted) resizepart NUMBER 100% E, NUMBER 2 print &< ERMNOXS (0, NRm@EE
E [dev/vdbl, ZGmLRETR1)

d. (parted) quit

3. ABNXHRAN KN B9, JF XFS XHRS, EEITUTHES
xfs_growfs /dev/vdb1l
SERIZEERE, XFS XHRAN ZFERZEE ERE A6,

28.5. MIIFHEERE HITESE

EEETHEXHPNESIRSRASEN, XARIEERRT P IRINEREE. ErLUBIEMFBEERE
BRI EES (SRR RILIRE, ERGTRIEEFESIEX MG, BN IXE IRTRER# T,

2. RGETF R RIR IV
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1. BB /var/cache/rhn/repodata/<i@EFEE> HHFIEXH. WNMREFHEBEGFEEMTA, AIME
SUSE Manager Web Ul F SR ZIE M > Bi& > BEREIREIE,

2. ERBEN LG SITHRRITUTSRS, UERSPEREREF:

mgrctl exec -ti -- spacecmd softwarechannel_regenerateyumcache <channel-label>

28.6. HEFHFHRUNGENEEEEHITER

RECGEEARREENBEEXCEEN, REEE (FINeIEs|ISHEEE) TRESSBREXNITH, HER
PR R Mo

g, MRASRENEARRGERIERESESISHEEES . ERGE (6190 python3-zmq X zeromq)
ARERSHOIES | SHEEFNEE, REERF N5 SHES -,

AR E@EE FTHAIEEX@EE (50 EPEL &@@) B, TEREEBRRAEHNREE, thin@ssRRS
FERBEEXBESHNEBED . FETRMIMTRIZEEXEE, NRFEREEXBEFNFEE
BiX, FILUERAREMERER (CLM) SIZILERIFR. AJUMAERINGARN CLM B1E FEYF. NRERXM
7%, BEXBEFRBEMRIIMEPHRMZ T, EE, HEFEEBERNATE S BEXEEM5|SMHEF
Feo PAIRRILAE S EME F i

RESEPRUHENEENEE (salt. zeromqF) CIEANFEER, UTHBREIEAB TR RZIE:

B2 @RAEEEFEEFEARNRGE

1L MNRBEREMRENFBENBEXEE, BXFAEER, 580 administration:custom-
channels.pdfs

2. EREMNPRIREEXEE, BXFMES, 1551 administration:custom-channels.pdfe  B7E
RAEmAIRER (CLM) RRIIEA FEENBESCEE, BERITUTERE:

©  7£ SUSE Manager Web Ul &, SfiZIAEEHE, AGEE [QIREAR . WARHIERE,
O EEEINE, EREMENENEENEEEE, (HZA Cent0Ss BIRA)
O BIMERMEITES, 50, A CentOSs,

O BiREIE, BRE [WE)] 2. XS0 OURNEEE ST CEEIE, XEEEa
S5HERBEXEARTEISE iR,

3. EEWRA: ECLMIES, BiAM—NEE:sATHGRE AR E ARG E. SNSERPIRER
FRB|ZERASKRENEANARNEE,. BXTENFHAEER, BER administration:content-
lifecycle-examples.pdfs

4. BRBIHTRNE CLM 7 (Ba#UHBENEEGES) , BERERSs (-] . FER
FTLLIR P R AT

O B¥CLMH¥AEE, 52T Administration > Content-lifecycle.
SNSRE#ETE Red Hat Enterprise Linux & F i (3¢ SUSE Liberty Linux. CentOS. Oracle
o Linux S3#A%4t) LA Extra Packages for Enterprise Linux (EPEL), $§&%%t EPEL
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administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_creating_custom_channels_and_repositories
administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version
administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version

MR Salt B, XREK SUSE Manager ZHEY Salt REEHEENFELINEE,
LEREREEE, HAXERIER—EEIE SUSE Salt RHFEMSISMHEFRE. Hlt,
RSB SHRXEFNERT RO

NREFERF EPEL if77E, 155RANTIEHE EPEL 12(£R/Y Salt & (FI40, £
> &% > &8 > EPEL > B ERR Salt MA4-8) .

28.7. 32 FQDNS grain B HIRAY ) BT E §54

FQDNS grain Z:REIRFFFAAETERE DNS BRSZHITIR. BERRMETHXLEBHIUE, BIR DNS
RERERIR, THRNREARSKRS, ARERRT, BERHIBMTMMIRSEE .

ATHIERELRER, SRR Salt A5 A FQDNS grain, SAREMA grain, &E0]LIFERMEERE
£ FQDNS AR5, MA=HEIGE P inZE A TR AR SR XS,

o XUCEATRIAWN Salt EF IR, MNREEHREEM Salt ZFERAY, FQDNS grain BRIAR
A&
ﬁtmo

£ SUSE Manager Server ERasSHRRAT T, AU T <EA FQDNS grain:
salt '*' state.sls util.mgr_disable_fqdns_grain

RS RBERESMEFIEHERRSHEFTELIEN Salt B, MRENEFHIEFES, FTLEIAMBERIR
A/%\.

salt --batch-size 50 '*' state.sls util.mgr_disable_fqdns_grain

FRHL RS SHITTR. IBAER Ctrl + C Fhlfizd iz,

28.8. B =B EE

HETEITERIBESRX SUSE Manager #BREMNHULEMSHM™ERN, TAZSHIERT, XMHFMAR MR
8, SUSE Manager 25T EBRNAIATIE, TERNENSAHER (FJEE) . BXTEEENFAE
&, 152 Administration > Space-management,

—fRIERT, RRERSINXERAEHRZTE, Y btrfs XHRSEWIERN, AT ERRX . EfR
Lteinl@R, BILAER btrfs device add s AX G RAIGBIRIN D EFETIE, X, EEALUMBRSHE, M
NH— TG RAEIPIRIERIT L8], #IPERME, BILUER btrfs device delete EFRIGEIEETIE],
BXRIEEFTRFMER, BB https://www.suse.com/support/kb/doc/?id=000018779

B LUEIT 2 bR A5 A YR 148 1 SR R B W R =5 1l

° BXRNEMPRMEL EEERBAE, 1550 Administration > Channel-management.

° BXRUFEMIEREENXBEERNIRAE, 1520 Administration > Custom-channels,
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TR LR EBE XBENBP IR, AXMNAMEEEXBERSRIREA, BEER
adm|n|strat|on.custom—channels.pdfo

TR LB B EREAIAEER. AL ERMBNE P mEMRIMEHETE, TR UERSREEE
EN

d12: EFSRAVEIERED
1. {53 spacewalk-data-fsck s 5 HFRE Z REVEIEZEIN,

2. £/ spacewalk-data-fsck --remove & il BRiX IR,

28.9. P NIEESE

NREFERNFMERILETERRE, TARESIEEHEFMNEZIER, MRIZBAIERENESR, M5 SUSE
Customer Center BY[E% FIBESEBAY,

ZERUREXFER, RRARSHIEEEHEAIE SUSE BRI (MARINZE SUSE Customer Center) 12
HRGENE=S#EFEF. 2 SUSE Manager FRZ B2 IFRXEMEEEURE NIRRT EME, BHAES
FigR, HERTHESMSESZFMWN, BB,

WMRZEXMIER, FPBFEEKE, RAERK, HEENIE SUSE =RA2ERESRTIERD,

A LUEIE Z M ARER A AR IR,

BB GER R AIBECE D R FIHIRIIE SUSE tEFEFIFRRY URL, X%, RF#HIZRAEEIXE URL HAY
IjJTEﬁJZo

MBREEAVFINRE, BB AERENELRE SUSE Manager B9IEKR, MAREFR. XSELWNE=FH
URL B9IEK, EltAF=RFIXKNMAREN, HE~RFA2ERETIERF,

WMRIETANECE RS AIE, BTLIZE BTE SUSE Manager Server Lk 8HI&E— N AE,

28.10. ¥:@53 WAN iEETE SUSE Man tger Server 5
Proxy Zial[E)¥ Bdialid i< aYinl @t

RIBTE WebUl HEii@d APl ARMEAITEHRRAAIGERITHEDN, TIEZEEFA cobbler sync &<
SUSE  Manager MRSEBEB[IPMIXHEIME]  SUSE  Manager REZR%, Mk, Cobbler EER
|etc/cobbler/settings i EHIIETIZR,

cobbler sync 7Tigit A NEY B BRI &R MBI 4o

LRRERE, 1T cobbler sync &% %% [srv/tftpboot B Z5E2[EF %l /etc/cobbler/settings FEEERIFFE
BIEEMIEMIRE, H$ESTREXASLZIE) WAN EZIERIIF M,

1R#E /var/log/cobbler/ FRHE, EFIIEATEEEERKMTIEIA BETEM.
Ban, ZdEFAETES:
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administration:custom-channels.pdf#_custom_channel_synchronization

Thu Jun 3 14:47:35 2021 - DEBUG | running python triggers from
/var/lib/cobbler/triggers/task/sync/pre/*
Thu Jun 3 14:47:35 2021 - DEBUG | running shell triggers from
/var/lib/cobbler/triggers/task/sync/pre/*

e EIYIN

Thu Jun 3 15:18:49 2021 - DEBUG | running shell triggers from
/var/1lib/cobbler/triggers/task/sync/post/*
Thu Jun 3 15:18:49 2021 - DEBUG | shell triggers finished successfully

ZHMEARLN 1.8 GB, FHITEE 7 Kk 30 9%,
b2 T, E5—15 [srv/tftboot A/NMERIFIASH R T L5 FHEI AT ST
AR T rsync B9757ATE SUSE Manager Server 5 Proxy 2 [B12 %I 4 BT 88 Bh F Rt/ ME i 2 M F 450 8],

ATLAM https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/1i000000115B/
B2AMVIIN2_JsAyjTQzCVP_x5ioVgdObYNIXINpMugS8 FE AT FemIttES 2,

ZHARES IR, TETZHA2E, BEEFRETCHEFRHKE SUMAHOSTNAME. SUMAIP
SUMAPROXY1 ? % FEHEEESIE Ei51T.

g FFFABEZHANTHIRE. ZHAREBESNIERERREFHIRUNEEEND
B, WBH PR, BELR SUSE FEER o

MFLUTER, RFERZNEIMARE:

* SUSE Manager fGEZR G2 WAN E#2HY;
° [srv/tftboot BEAERITTEHXHMEFIH PXE 5I1SXH, BEEBHT I,
° BZH /etc/cobbler/settings FHIE—IE, TN SUSE Manager 44 ARRE D EIIE,

fiproxies:
# - "sumaproxy.sumaproxy.test"
# - "sumaproxy2.sumaproxy.test"

312 AHBESEE
1. 79 SUSE Manager 58X R %z 81 TCP RERIEH .

O #f SUSE Manager fR5588 +:

tepdump -1 ethX -s 200 host <SUSE Manager Proxy 9 IP biit> and not ssh

©  7f SUSE Manager /XI% | :

tcpdump -1 ethX -s 200 host <SUSE Manager B9 IP 3biit> and not ssh
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O XERRARWKANG 200 IR, BREUETH.
© 4% ethX JBEAE SUSE Manager fIsk 5 AIBE SHHANMLED.
© BIE, TEWHE sshBE, NM#—5EL TRESHHEE,
2. FF3a1R1T cobbler sync,
© mBHIES, E%EMBS Cobbler json BIEX M, SAIS%H cobbler sync &<

rm /var/lib/cobbler/pxe_cache.json
cobbler sync

3. cobbler sync SERkfE, 1L TCPdumps.

4. f£F Wireshark ¥TFF TCPdumps, #%Zl Statistics (45iH{58) > Conversations (%) , HZFRFOMEE
fifo

5. UIRE| “TCP” &K, LED EERAVEFETE SUSE Manager fR55285 SUSE Manager {I2 2 [a]4
REIFHE S

6. %25 Duration (3F4EEdia]) .
O HRARHRE, HRHERSERITE RN,
O YRR EHIFE, R AXHERENRAR, FIENRER initrd £,

[ ) 72BEIK] 4505 A1 4506, EAENBTF Salt BE.

TCPdumps 7 ITEERKR, RA/NLYH 1800 FFAVIIHM SUSE Manager Server £5iEl Proxy KE97EER T
0.3 %,

HRANAXHERS, MAERNXHSREILTAEER, FASER— I XHMELIEMNE TCP &,

Hit, FREREERETEMPAFEER (EATFFRLA  5000) BFERT, JUREGEEDSEHE
: 5000 * 0.3 /60=25 %%,

e = 2l +

28.11. EEEHE P IRETE

B~ Taskomatic L EHA ping B P G URRENMREDERRS. B 24 /NBYEE KBTEIRML Taskomatic
FNNEFIHWAAIEENEFif. B7E Web Ul REFIEEIRFIRNTIR, BSMIIRS > RATIR > IEE
o

&P IRFIREA T SMRERRMFENIEERIRE:

o BPIRTAERESA SUSE Manager fRS3.

o BEPFIRMITFARAIF HTTPS EZRIBH A IS G H.

* BRIRUFEEAHMNEREE,.

° BFIRIETESEM SUSE Manager Server s, & EZRERH,
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° BPFIHAEA LS SUSE Manager BRSS 28 @15 AURILE 1,
o [hASERELET B FIR5S SUSE Manager Server 2 jalRyi@(s,

* Taskomatic FEER Y,
BEXEPImSRSHREZNIFAER, 152 Client-configuration > Contact-methods-intro,
BXEEROMNFMES, HS MW installation-and-upgrade:network-requirements.pdf,

BXBMEEHENIFMAES, 15E W Administration > Troubleshooting

28.12. fRS52BiERP EE

ARs3eRBRS EAEFRERE ISS TRSBAMERS R XEEEFAFZHIM bug, SEEIRTHHTL, EX
MIERT, BMEEMEFRRT bug BIARZS, XL bug WIRAJEEHIL, AAEFHECALTHND, NREAR
BUFhR 1SS RINABRIRE, BEMRPIEERE, URRTEHEIABUEMKIRE,

SEFERUESBEAZAVAHLINEMER, EHREERERIRGUTAS!

Z[EBZXFR /var/cache/rhn/satsync/* IR satellite-sync EFHERBARMNIENERIZT
satellite-synco

BILUEEMIRR 1SS EARSS 2R ISS MBARSS 28 LRV ETFRERRILIRE, X%, RFENARINTEM.

(1) BAERRSRABAIHIAING, BERBEN LT mgretl term,

12 BRAR 1SS BIFHHIR
L 1£1SS TSR LMSSRTIT, L root SHMIMEARSBIERE

rm -rf /var/cache/rhn/xml-*

2. ERMRS:
rcapache? restart

3. £ 1SS FARSB B/ LSRR T, U root BLMIBRMEIRS 23R F XM :
rm -rf /var/cache/rhn/satsync/*

4. BRMRS:

rcapache? restart
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installation-and-upgrade:network-requirements.pdf#ports

28.13. AL B BES

KL AR5 | SHASEH IR E IR AMIE BRI, XZFH zypper IROA XAMINL EIEBHITER
RMEEIR, EAILLETIRE [etc/ssl/certs/ BREWMREMOIZAMIAEEPRIHER, MREBEILLRE,
N2 FREHT 5| SHIALUHR zypper IFEAIEIT.

28.14. ERENEH

BIABES T, SUSE Manager Web Ul ZXAFTE 30 DHEEMER. RIFENIFER, AJFERBEREN
=8

BiFEZE, FEFTE rhn.conf ] web.xml F#HITENR, HIRTE /etc/rhn/rhn.conf FIGE LM AN BMIRY
{8, 7£web.xml FIRELDHNBEMMNE XM MELAFRTEREBESE,

Blan, EREHEER— Y, 3BR rhn.conf REYEIZE S 3600 7, F web.xml RHIEIRE T 60 3,

i312: 1A% Web Ul BRiBRE
L ERRINL, ERSBEBMITADSTRA:

mgrctl term
a. ¥J7F [etc/rhn/rhn.conf FRMIFEFEE TE—THE, UBEUMNAREMUNFHEE:
web.session_database lifetime = <IUFDFBA{IRYEBRI(E>

b. REFEHXHEX o
C. $T7F [etc/tomcat/web.xml HARMEGIELLTIT, UEEUD#HRMUAFTEIE:

<session-timeout>Timeout Value_in_Minutes</session-timeout>

d. REHXHIZX o

2. ERHREN L, ERIRSHELUEHINAHEE:

systemctl restart uyuni-server.service

28.15. HRMFECEETE

N REFRBERE, EAILTE /etc/rhn/rhn.conf FEBSMIEIE, EXAFARMO<L, HEA SSL =
STARTLS:

java.smtp_server = string (default: localhost)
java.smtp_port = integer (default: 25)
java.smtp_auth = true/false (default: false)
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java.smtp_ssl = true/false (default: false)
java.smtp_starttls = true/false (default: false)
java.smtp_user = string (default: null)
java.smtp_pass = string (default: null)

E SMTP IRE 2R BEIEIEBNKEE SHE, TJLITE Jetc/rhn/rhn.conf FIRE LTS

java.smtp_timeout = integer (default: 5000)
java.smtp_connection_timeout = integer (default: 5000)
java.smtp_write_timeout = integer (default: 5000)

28.16. #tEHFEVIRIRES 0

YNREMEA SUSE Manager REREMN, ErRIGEAIMEIE VM BWRZRAZREM. RERFEEREEE
(SMEHETEHERENEIE) B VM,

27 VM U EKERNE, BEE EEFRNTHREEERESHNH,

If you try to register two machine where one is the clone of the other, you probably want SUSE Manager
to register them as two separate clients. However, if the machine ID in both the original client and the
clone is the same, SUSE Manager registers both clients as one system, and the data is overwritten one
the second machine is registered.

This can be resolved by changing the machine ID of the clone, so that SUSE Manager recognizes them as
two different clients. For more information and instructions on how to change machine ID, see

Administration > Troubleshooting.

M, RSP HRT, BEAPMERERITEANWRRBEAIITEARIE, RAXAIESEMEBIE T ENIRR
BITHHEMNABRERF. HITXEFR, SUSE Manager 1T —MERAE, SJER—TEMIHTENIRRER
GefER.

Procedure: Generating machine ID for SUSE Manager at registration time

1. Create a Bootstrap script (skip this step if you already have it) For

more information, see Client-configuration > Registration-
bootstrap.

2. Open the file and change the parameter:

GENERATE_OWN_MACHINEID=1

3. BRISISMAE, HEIWRREARBEREFRR,

28.17. ¥{EF noexec & /tmp LA R EL#1TEE

Salt AEF IR RSN [tmp RIZITRES <. Eit, Y1706 noexec ETHER /tmp, 55— MERILE)E
W7ER, £AA Salt ARSSIEER TMPDIR ML EBEIRK BRI, EHIEMRIZE noexec IR

5816451 / 1837 28.16. fLEITEHNITREE 3 | SUSE Manager 5.0



Fo BINEA systemd #FEEBEXH [etc/systemd/system/venv-salt-minion.service.d/10-TMPDIR.conf
(WNRFEAT Salt IWEEE) = /etc/systemd/system/salt-minion.service.d/10-TMPDIR.conf (J18RZEF %
LEfEAT salt-minion) . HEANREEXHFRBIRGIWIT:

[Service]
Environment=TMPDIR=/var/tmp

28.18. ¥H{ER noexec & /var/tmp BT IMAY IR HTT
=i
Salt SSH /8 /var/tmp FELE T4 Python ME i EEFE Salt IM4FEFMIT Salt @5, Fitk, tI0ER

noexec JEFER var/tmp, To%i@:d Web Ul 3| S/ noexec SETER /var/tmp BB, EHN5ISETE
ZfEA Salt SSH EihRE P imiY,

28.19. ¥ “HEBRZEFE" wmiRH#ITENR

EHEEB 2z, BOEABETE. Fi1EIE /var/spacewalk # /var/lib/pgsql FHRTFRE XFS X
HRSH,

RERMHIXGRFEN, 4RiE [etc/fstab 7 25F% /var/lib/pgsql FE. E5|FARS2[BUNAE.

ERBXALRRBRFAES, BEEIBEEX . ZBTXHREEARNRS LB

[var/log/rhn/migration.log.

28.20. @HMEE

BELEERBIAEMERA 30 X, EREESMNEIEEFRBFES, TICEAFRSNME, EEXIE, B7%E
[etc/rhn/rhn.conf RN RE TE—ITHRE:

java.notifications_lifetime = 30
BN EZREMNMEHNER, IBTE [etc/rhn/rhn.conf P RN RE TE—ITHE:

java.notifications_type_disabled = OnboardingFailed,ChannelSyncFailed,\
ChannelSyncFinished,CreateBootstrapRepoFailed,StateApplyFailed,\
PaygAuthenticationUpdateFailed, EndOfLifePeriod,SubscriptionWarning

BXRIVNEGEMEEED, 1520 usr/share/rhn/config-defaults/rhn_java.conf 1= 35,

28.21. ¥ /EH OES fifF R L EIRY R EH T E tE

E7£ SUSE Manager Server _£/Z A Open Enterprise Server (OES), i5izERFMARBSIZHTTIRIE,

312 B OES filizRE:
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1. HREHE Microfocus R IHEIEIAIR OES BIREF DRIk,

2. BRI SUSE Manager Server,

3. KREEE > REMS > AASHEIE

4. HRIEBHE SUSE Manager B SUSE B33,

5. EERT RIS HRIELNEI, AREN Microfocus S8Rk,

6. ®REIEE > REMS > BABMHEIE, ARFHRIIIRETR.

7. OES N2 B REERFMA=RIIRF, BMERIUEGERERAEM~R—¥BRE.

BX OES MWIHMER, EBN  https://www.microfocus.com/documentation/open-enterprise-
server/s

b TS EE M S A e
28.22. FMEFBEA—H ) HITESS

YUEPin LA B BIER, SUSE Manager Server RJEET A EHfHfEE AN T £, MNRLEXMIER,
WEEEHRESERTE Web Ul R, BEREERERZFiFL, HFEASHEHEPHESAK, WENRESSIEMHE
RFIR, UAEESER P in i siHkR 7T HEa,

TEFIFR L, REREGENENHRYIR, UHEEST EESHRREG6:

o E BLZIFFA L, KT [etc/yum.conf HEZ exclude=,

* 7£ SUSE Linux Enterprise #1 openSUSE L, & zypper locks &5<,

28.23. 4% Grain fFi&4 BRhFEHET LIRS HRITELS

Salt &P RS/ BohETEB =S machine_id grain {£i%4: SUSE Manager. SUSE Manager Lt grain ER
FinE B EEM. IRFEH#ITEY Salt AA. BF Salt HASMIEEM#R, FILINREEAXERFinkE
BER, ZIIZRI RIS AIR™ ERVIER,

AT RERIERE, Salt 5| NT —IUfiThRERE S H#ITRIMNED Salt .

ZEALLINEE, ERIUEXFIZIENE P in LR HEERRIN— M EEESH.

MREEFREMMTERIITE, ERI LA mgr_start_event_grains.sls BiF Salt %K.

o XEATFEEMHNEF K. MRERRILEM Salt FFIKRY, RARNZFNLEES
o

£ SUSE Manager Server L@ SRR ~, FRAUTH</ZA start_event_grains FcEB1F:

salt '*' state.sls util.mgr_start_event_grains

L REFPRNEEXGRMIFIFENEE, AEEFRERNNAEN. MRENFFIKIFES, AT
PR HE MR I TR
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salt --batch-size 50 '*' state.sls mgr_start_event_grains

28.24. {CIE%E1E# FQDN Eig

A, BIREEENEFHRETRE Web Ul &, EREERENREIRIEEERN, NREEEZRERN
FRELMRENHZ (FQDN), MAIEST SUSE Manager MERFREN, FATEELELIER,

BEEIEITH, BFEAEENEFIREEXAPEEHM FQDN £ grain:

grains:
susemanager :
custom_fqdns:
- name.one
- name.two

28.25. ¥ 7EM 5 A E P ikt H BV iR S TE S

YNR1EMERA SUSE Manager REZEIN, EAJREAIMEIE VM NRERASRER. RERSEEREEE
(SMEHETEERENEIE) B VM,

BATE VM A AT EKERNE, BHEE EEFNMRERERESEITH,

MREEABEMNTR M, HEETREFIRNRERE, ERHEMLRMERDSEN, EaJEHFE SUSE
Manager R RIAE FinH SefZRASEM AR D R ENZ K. BR, MRREEF HH5ERAPHITEN ID
18[E, M SUSE Manager RBXBWNMNEFmEMA—IT RS, HENBEEFIHBIEFHRERENBIEES.,
AT LU B Se PR AR AR T B ID SKABRILE]E, LA SUSE Manager B EN TR AR N FRIRIZ F i

o NSNS BBERENT PR LT, KERFAEMRIEEPHHITIRIE, RIBE
F s REFEME] SUSE Manager.

BiIE: BRARFER Salt EFRiRPHESIHEMN ID
L REATH EiE

a. TESMEATEN L, FXENZM IP ik, AR Jetc/hosts B IR
B S BN LE R R FE AT

2. RREEITENIRRIRE

a. Fordistributions that support systemd:

. If your machines have the same machine ID, as root, delete the
files on each duplicated client and re-create it:

rm /etc/machine-id
rm /var/lib/dbus/machine-id
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rm /var/1lib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure
systemd-machine-id-setup

ii. If the cloned machine also has a folder in jvar/log/journal/ it needs

b. For

rm
rm

to be renamed accordingly to the new machine ID. If names do
not match, journalctt could not retrieve any log and podman logs
would not show anything.

mv /var/log/journal/* /var/log/journal/$(cat /etc/machine-id)

distributions that do not support systemd:

As root, generate a machine ID from dbus:

/var/lib/dbus/machine-id
/var/1ib/zypp/AnonymousUniqueld

dbus-uuidgen --ensure

O

5516851 / 1837

°MBRE 'Hi'JE%Bg—"‘ Red Hat Enterprise Linux 8.10 AR
228, ZIEBBEITBE SUSE Liberty Linux &4, N
Mfﬁ#tﬁ%ﬁﬁl**ﬁgﬂéﬁW*ZEE%Y#O

Red Hat Enterprise Linux ZRASFIAITENIRRE
/boot/loader/entries 2 X NTZ Eo MR XLELE, &R
ST EERNFEMERNZEZE, BfN SUSE Liberty
Linux RARNNZSERMTZE, MIFBREERE.

EESOTENRRE. ITRSGTERE], 15RRIETTHU
s

sudo rm -rf /boot/loader/entries/

sudo for ver in $(rpm -q kernel --qf '%{VERSION}-

%{RELEASE}.%{ARCH}\n"); do echo "Reinstalling kernel
$ver..."; sudo kernel-install add $ver /lib/modules/$ver;

done
sudo grub2-mkconfig -o /boot/efi/EFI/redhat/grub.cfg

For more information and example on liberating
Red Hat Enterprise Linux 8.10 server, see Common-

workflows > Workflow-liberate-rhel-with-
secureboot.
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3. EHfcE Salt EFin

a. If your clients still have the same Salt client ID, delete the minion_id
file on each client (FQDN is used when it is regenerated on client
restart).

I. For Salt Minion clients:

rm /etc/salt/minion_id
rm -rf /etc/salt/pki

ii. ¥F Salt I ELE i

rm /etc/venv-salt-minion/minion_id
rm -rf /etc/venv-salt-minion/pki

b. Delete accepted keys from the onboarding page and the system
profile from SUSE Manager, and restart the client with.

i. For Salt Minion clients:

service salt-minion restart

ii. XF Salt M EEFim:
service venv-salt-minion restart

c. EFIMER IR, S1MEFPIHINEEE—1ARBB jetc/machine-id, FH
NWEIEHERERsEsDUE Lo

28.26. SL Micro _LAYIEFE root & F

HRFALEM, SL Micro 6.1 RESRANESHREABAFETFTOSHITE root BER, XWRFMTE SL
Micro Hin{THIARSBFMNREBARRIN, UKZE SL Micro BRI, Ik, RAEFOSHITE root BREK
SLE Micro 5.5 EFIRIETHE] 6.1/6.2 hidsfg, RWRAKEZFEANIR, HAEFHITRE. BXFMER,
BB (SL Micro 6.1 hasiBE) (https://www.suse.com/releasenotes/x86_64/SL-Micro/6.1/
index.html#jsc-SMO-405),

7£38E SUSE Manager B9ZE# (30 SUSE Manager fXI2) BY, BRINER TREHTETOSHIRIE root &
FRo BB UTHSRERAETFTOLSHIRE root R,

i3#2: 7£ SL Micro EERAEFO<H) SSH root &R
1. ERREN L, BohESMEINR:
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transactional-update shell
a. 7£ Jusr/etc/ssh/sshd_config SXFHIRE
PermitRootLogin yes

b. AL exit BUINT LUREFHECE,

2. B3| SRR ENLUACERECE

transactional-update reboot

A% transactional-update F4H(EE, S0 https://documentation.suse.com/sle-micro/6.1/html/
Micro-transactional-updates/,

28.27. ¥} E MBREYE P iRES IR iR R T E R
SHTEIR S5 S BB TABRIS B2 BIERS meretl term,

BRI EENEMER T (BEBUEIM) NFFIR. ZRRILEM, NiZ5TE SUSE Manager BRS5E:
(Salt Eizim) LEMIPR—LE Salt BEFEXMH, AEBEHAENIM:

rm /var/cache/salt/master/thin/version
rm /var/cache/salt/master/thin/thin.tgz

28.28. F7E Web Ul 7EMK M Bk B R ERIFEIREYIR) L
WHITEE

7£ Web Ul #1744 EARBY, FRE Salt B P iRfEMBYERE Salt SSHo
BREMFUAE, Salt SSH ZF AR R EIHRTEIR.

g, Salt SSH BFim=E HEFMIEARMA /var/log/salt-ssh.log 1, ERIUEEAPOEE

28.29. ¥ Red Hat CDN @& S MEH#H{TEE

BhY, Red Hat BB &ML (CDN) iIBE=RIRMEZMIEF, ™ SUSE Manager Web Ul REES NEMNMER, IR
CDN fZfERVIERS SUSE Manager Web Ul EFBVERARE, BMEZIEREARTIR, WIELERXK, FEAR
EFENNPREEES, WEINEIRERNT:

[$81R]

f&7EE '<repo_name>' TR

<repo.pem> 7EFEEM URL KRILEIBXITEIE
[AEIER:

- [|1 ZE1M '<repo.pem>' REREIERTH S
- 3408 '<repo.pem>' HINPRIFIELE,
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BREAIEEEEXN RL BEEEE M EFE,

BT&RE ERTHEIR, EEBLIMEFE <repo_name>'s

HFRERIR, TERIFMEFE,

HH:MM:SS RepoMDError: FEiE1AIRMETEEE. RIRERSNGEFE 6PG Z$A

SRR, FRFAIEEVENEBEHEED pem XHH, AFEMZIEBLUH SUSE Manager fEF:

332 #8BtAZ 1 Red Hat CDN iEH

1. 7 Red Hat B i LIS SIRRA T, L root B34 [etc/pki/entitlement/ FHIFRE HaliEPEHEI £
A rh-cert.pem {4

cat 866705146090697087.pem 3539668047766796506.pem redhat-entitlement- authority.pem
> rh-cert.pem

2. ¥4 |etc/pki/entitlement/ FEIFRE HFIZASHEIE rh-key. pem S
cat 866705146090697087-key.pem 3539668047766796506-key.pem > rh-key.pem

WE, EEILIRERClient-configuration > Clients-rh-cdns i BREHTIER S N\ SUSE Manager Server,

28.30. SUSE Manager Server Efp R &

WNREIEAMELL T SUSE Manager Server B9EAHE, SUSE Manager ZERTEEE#HTT. XERANERE
IRERMEAENEN, AMXLEEHRTEMNENE P EIERLEEEE R,

B2 ks52E

WMREFEZEELY SUSE Manager ARS323MVENLE, BILUER spacewalk-hostname-rename FIZARERN, Lt
A EHT PostgreSQL #43EZE LUKz SUSE Manager BIAZ LM ENILE,

k523008

spacewalk-hostname-rename [l 2 spacewalk-utils ZX 4 ERIERER D

The only mandatory parameter for the script is the new fully qualified domain name of the SUSE
Manager Server.

i312: =@ SUSE Manager Server

1. 7£ DNS fR$388 £, AHATIEERRSRIMIRSBHINBIRE. CEEFTERMUAT ROZVEREIE
BiRE, BEMKRENAXNSEGIEMEMRSLN S NER.

2. E5|% SUSE Manager Server LU ERHMERLEEHBRENZEX,

3. On the container host, from the command line, execute the following command to update the
settings of the server:

817151 | #1837 28.30. SUSE Manager Server Efp 2 &% | SUSE Manager 5.0



mgrctl exec -ti -- spacewalk-hostname-rename <NEW-FQDN>

Be aware that this script refreshes the pillar data for all Salt clients: the time it takes to run depends
on the number of registered clients.

In case third party SSL certificates are used on the SUSE Manager server, the server certificate and key
need to be recreated with the new FQDN.

Procedure: Renaming SUSE Manager Server with third party certificates

1. Copy the root certification authority certificate, the new server certificate and key to the SUSE
Manager Server host.

2. Copy them to a temporary folder in the container using mgrctl cp.

3. Run spacewalk-hostname-rename with parameters to deploy the new certificate.

mgrctl exec mkdir /tmp/ssl

mgrctl cp ca.crt server:/tmp/ssl/ca.crt

mgrctl cp srv.crt server:/tmp/ssl/srv.crt

mgrctl cp srv.key server:/tmp/ssl/srv.key

mgrctl exec -ti -- spacewalk-hostname-rename <NEW-FQDN> --ssl-ca-cert=/tmp/ssl/ca.crt
--ssl-server-cert=/tmp/ssl/srv.crt and --ssl-server-key=/tmp/ssl/srv.key

mgrctl exec rm -r /tmp/ssl

BN EESEENER S

INRiEiT SUSE Manager RIBEIRE PR, EBLIILTIR,

BE TENIEAERREEREENEP R, BRCIIAERS S ENZHM IP ik,

B2 ENICEHIESENEP IR

1. EENMEPIFED Salt EPIREREXMHF, IEEH Salt TFim (SUSE Manager fR$S23) HIRTR. HERAC
BXHRH [etc/venv-salt-minion/minion.d/susemanager.conf, SN1REKEA Salt WLEL, M4
#79 |etc/salt-minion/minion.d/susemanager.conf:

master: <FrENZ>
2. BB EFIR EER Salt fRSS. AILUBTTUATa<:
systemctl restart venv-salt-minion
}E, WREKREM Salt @46, MiETT:

systemctl restart salt-minion
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B3R Highstate (£iE3IX i

&E, BB ZENBT2EER Salt P IRECE, BN Highstate, WA Highstate RE#ifiEfERE URL HHRY
FHNE,

EficENIE

S MIBEH S NEHEE, YIRS RIEBNZAEFIBENAIE, EXFAER, BER
Installation-and-upgrade > Install-proxy,

MBEBEBIENMIEFER PXE 3518, UXTKREZRENGLEEILE, IREIIEFENL
SUSE Manager Proxy 4.3 f#f PXE 5|15, NEFEEEFHEE tftpsynco

o ERBENLHITUTEHL:

mgrctl exec -ti -- configure-tftpsync.sh

28.31. RPC &t

HFMKREEEISHMEGEEZMFT, RPC EEENSEN, X2SEIME THEHAIRFIEREIETTIE
B, ErRILUBE RIEACE X4 RIEE RPC EEA UEBENR K E, BAXTEEMRMEEZ, BRI
(EizEZ SIS =T =

312 iR RPC EIZERY
1. 7£ SUSE Manager Server £, #T7F [etc/rhn/rhn.conf XHHIGBRABIE (UF AR

server.timeout =‘#=F"
2. £ SUSE Manager {32 £, #TFF Jetc/rhn/rhn.conf XEFHIZBERARBIE (LFHENA)
proxy.timeout =‘#=F"

3. 7EfER zypper B9 SUSE Linux Enterprise Server EFim L, 17 [etc/zypp/zypp.conf XHHIRERK
HBEE (UREA) :

tH BXE: [0,3600]
#t ERIAE: 180
download.transfer_timeout = 180

4. TEfERA yum B9 Red Hat Enterprise Linux ZFim_E, FTFF [etc/yum.conf XHHIRERABRE (LT
NEAL)

timeout =‘#{=F"

o SNRIERE RPC BRI PRHIF/NF 180 #, AIRERARIETELIEEHIIE(E.
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Ll — 3 LY Ky =] 2y
28.32. ¥t Salt FFim R XFRESHIR)EEF DNS 18
A\ o, — ﬂ
H{TER
B Salt P IRIETEIETT, A GRIFRNARSZEREEAIRESITRARK, HETUTHER:

RiTiH B XA T IEK R
HFLWIERT, BRRENTHIZIZE. NREBMTHMD, RKERBANREECIGEET DNS BERIR.
0 EERSSRABAISLIRIING, BERESEN LETT mgretl term,

Salt EFIRERH, HERFAERIF grain BY, BFHRITEE FQDN grain, F1E grain SR THIRIILM
RRZS. & SUSE Manager Server ERHIRVIRIERFERITES, SUSE Manager Server 25 FSEfrig iRz~
&t test.ping, LUFARE P IHIEPR LIETEIGTT, B UARAIZIRIE,

BUABST, SUSE Manager Server 2351 5 #3K3R1S test.ping s5<RIMBN, WIRTE 5 M AKRWEINBLR, N
SRZBRERENRY, HETHERELEFIREXANTEK SR,

BRI, BIEEZ P in L8 DNS 8, & IRTEATHE FQDN BARZ R 5 FLATEL,

WMRTEEE, BRARF SUSE Manager Server £ Jetc/rhn/rhn.conf X
java.salt_presence_ping_timeout F{EIE E AT 4 B{E,

folan:

mgrctl term
vim /etc/rhn/rhn.conf
java.salt_presence_ping_timeout = 6

RIEBTUT®S:
mgradm restart

o R EE AR SUSE Manager BRSBIERE KRN EZIFIRE S T/ EEH LML,
S3 SUSE Manager fR$328 SRR E B8 A 6EH K.

28.33. MPNEARKMHinEHITE S

MNBRNEARKNY, HIRERFCEMPIEEM spacewalk IRSEARBoh. BEDEEN LIEIT mgradm
start FREVE XU AERIF (S BARR.

(1] BIEIRS RBRRIBIAINS, BEDRIN LIET mgretl term,

WA ERERRPBITREEE:
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systemctl status uyuni-check-database.service
)9
journalctl -u uyuni-check-database.service

NREAEBITEENN mgradm 6<%, HJLUEAXLEHSTIRIFRIER,

28.34. (T EE

BZRMNREERSZ, BREEXERDTANVFAEE, BEITUTHL!

export URLGRABBER_DEBUG=DEBUG
spacewalk-repo-sync -c <IBERZR> <> > /var/log/spacewalk-repo-sync-$(date +%F-%R).1log
2>&1

TR LRE Zypper 7£ /var/log/zypper.log & RIEHIBE

GPG ZARILAD

SUSE Manager A= BoifEE5E =% GPG Zih, NRNHERTELN, EERARERE GPGC ZHAZE
£, ErILLBIIFTHF [var/log/rhn/reposync HEH N T EAIRMEIREHEX 2 S 2REFE:

['/usr/bin/spacewalk-repo-sync', '--channel', 'sle-12-sp1-ga-desktop-
nvidia-driver-x86_64', '--type', 'yum', '--non-interactive']

RepoMDError: FiAihRIf#EFRE. AIRERSANMEREE 6P A

BfRRZIAE, FE¥E GPG ZHEAN SUSE Manager. BX8N GPG FHMFMAEE, BEER
Administration > Repo-metadata.

M spacewalk-repo-sync %% GPG %4

£ spacewalk-repo-sync FEISNEFEN GPG ZHE, NRABEENZE B, ATFZZEHAE
MEHNATMXEL) , @I THSM spacewalk-repo-sync {F£HH zypper RPM #iBEHEMRZ

A
rpm --dbpath=/var/lib/spacewalk/reposync/root/var/1ib/rpm/ -e gpg-pubkey-*

Hrh gpg-pubkey-* 2EXBREY GPG ZEERHIZ FRo

4T GPG B4R
MREBELITEA GPG B, BEERIBRHA, RARERASAFEHR.

RISFIF iR
WRRIFKK, [var/log/rhn/reposync/*.log HEXHHrIEE BRI TAIRAIEEIR:

Repo Sync Errors: (50, u'checksums did not match
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3263904c2fbd7a0e20033c87fc84ebbabb24d937 vs
afd8c60d7908b2b0e2d95addb333920aea9892eb"', 'Invalid information uploaded
to the server')

The package microcode_ct1-1.17-102.57.62.1.x86_64 which is referenced by
patch microcode_ct1-8413 was not found in the database. This patch has
been skipped.

B LU TR SRS MER -Y ETUBTT RS KA R IR

spacewalk-repo-sync --channel <@EERZFR> -Y

LETIER S 2 ARNAEFELSE, MASKMT I MEFIREM,

EigiEn
SR THBRH LI LT HEIR:

28: BIEREXIE, d& 300 WEuFERER)NTF 1000 F15/7

SR LUEITE Jetc/rhn/rhn.conf FIEE reposync_timeout 1 reposync_minrate ECE{ERAR RIS
R RINBERT, ARE 300 MHNFEERZFNF 1000 F1/#, WTFHEEEHLLE, EeTLUER
reposync_minrate [FESFFTHE, HEMR reposync_timeout FHEEFHIFIEL,

ENRTHEFIEEEN
FERLBERT, HiBTT reposync B, ERIGEREFoHER GPG &h. fHliN:

# spacewalk-repo-sync -c nvidia-compute-sle-15-x86_64-we-sp3
‘I 7 : @7 : 4@ )

17:07:40 | Channel: nvidia-compute-sle-15-x86_64-we-sp3

1 7 : 07 : 4@ e ————————————————

17:07:40 Sync of channel started.

New repository or package signing key received:

Repository: nvidia-compute-sle-15-x86_64-we-sp3

Key Fingerprint: 610C 7B14 EQ68 A878 070D A4E9 9CDO A493 D42D 0685
Key Name: cudatools <cudatools@nvidia.com>

Key Algorithm: RSA 4096

Key Created: Thu Apr 14 16:04:01 2022

Key Expires: (does not expire)

Rpm Name: gpg-pubkey-d42d0685-625893a51

Note: Signing data enables the recipient to verify that no modifications occurred
after the data

were signed. Accepting data with no, wrong or unknown signature can lead to a
corrupted system

and in extreme cases even to a system compromise.

Note: A GPG pubkey is clearly identified by its fingerprint. Do not rely on the
key's name. If

you are not sure whether the presented key is authentic, ask the repository
provider or check

their web site. Many providers maintain a web page showing the fingerprints of the
GPG keys they

are using.
Do you want to reject the key, trust temporarily, or trust always? [r/t/a/?] (r):
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28.35. Taskomatic Z§

EEFETHIEERERE — N R EEERNREMHE, Fit Taskomatic FIEEFEE/LD A BETTM. LI
,» Y05 Taskomatic AE5:, NIfETFETTEIRERERMFIE= Al

(1] EEIRSREERRIHAING, BEDRIN LISIT mgretlterm,

903 Taskomatic HTEIETT, HEZHZERD, WARHEERHATEET Web Ul FEMATA, ERZERERF
ik, HEAZHAEMEFRIRK. EXMERT, zypper ref 8L ERINTAIREYEIR:

EHEER RL EHARIEMRIcEdE

EEIF e, EHE Taskomatic RBEEREEFEETTHE, B RTRET . FiEFmTiuEEqR
£/, NEEEREER Taskomatic LUEEHITE P IHEH,
332: R Taskomatic R)RH

1. 7 SUSE Manager Server t, 1% /var/log/rhn/rhn_taskomatic_daemon.log XHLUE RSB EM
TEREENERHRENTEET, HERSKE T HER.

2. EJE Taskomatic:

service taskomatic restart

3. 7£ Taskomatic BEXMHH, FILUESEEWN FRRMABITHSE RTINS S B E T £ AE X89S0
vl

<YYYY-DD-MM> <HH:MM:SS>,174 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Generating new repository
metadata for channel 'cloned-2018-q1-sles12-sp3-updates-x86_64'(sha256) 550 packages,
140 errata

<YYYY-DD-MM> <HH:MM:SS>,704 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Repository metadata
generation for 'cloned-2018-q1-sles12-sp3-updates-x86_64"' finished in 4 seconds

28.36. ¥ Web Ul To:EMFH AR EHITE SR

B, Web Ul TEEBEAFASME. MRMHAFNENZM IP it 5IHRSERER, XMELEDZHNE
BIFFN. M NRAMNENRM IP HUEE AT AE S E—LEN S8R = R %,

BREFHENMBTIE A AR, FARZSHN KT, A@dk Ctrl + F5 REFRL R,
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Chapter 29. GNU Free Documentation
License

Copyright © 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with
or without modifying it, either commercially or noncommercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms that
the software does. But this License is not limited to software manuals; it can be used for any textual
work, regardless of subject matter or whether it is published as a printed book. We recommend this
License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated
herein. The "Document", below, refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in a
way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either
copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document’ s
overall subject (or to related matters) and contains nothing that could fall directly within that overall
subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not
explain any mathematics.) The relationship could be a matter of historical connection with the subject
or with related matters, or of legal, commercial, philosophical, ethical or political position regarding
them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of

Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The
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Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or
(for drawings) some widely available drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input to text formatters. A copy made in an
otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not Transparent
if used for any substantial amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCIl without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image
formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and
edited only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of
thework’ sttitle, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or
contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ stands for
a specific section name mentioned below, such as "Acknowledgements", "Dedications",
"Endorsements", or "History".) To "Preserve the Title" of such a section when you modify the Document
means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in this
License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.
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You may also lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document’ s license notice requires Cover Texts, you must enclose
the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these conditions, can
be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opaque copy, or state in or with each
Opaque copy a computer-network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy of the Document, free
of added material. If you use the latter option, you must take reasonably prudent steps, when you begin
distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an Opaque copy
(directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to give them a chance to provide you with an updated version of the
Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). You may use the same title as a previous version if the original publisher of that version
gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.

D. Preserve all the copyright notices of the Document.
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E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the public permission to
use the Modified Version under the terms of this License, in the form shown in the Addendum
below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document’ s license notice.

H. Include an unaltered copy of this License.

l. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the
title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there is
no section Entitled "History" in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy
of the Document, and likewise the network locations given in the Document for previous versions it
was based on. These may be placed in the "History" section. You may omit a network location for a
work that was published at least four years before the Document itself, or if the original publisher of
the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor
acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles.
Section numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some or
all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version’ s license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a
Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of Front-
Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one
entity. If the Document already includes a cover text for the same cover, previously added by you or by
arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their
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names for publicity for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else a unique number. Make the
same adjustment to the section titles in the list of Invariant Sections in the license notice of the
combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single copy
that is included in the collection, provided that you follow the rules of this License for verbatim copying
of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this License
in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright
resulting from the compilation is not used to limit the legal rights of the compilation’ s users beyond
what the individual works permit. When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document’ s Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the
Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document
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under the terms of section 4. Replacing Invariant Sections with translations requires special permission
from their copyright holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include a translation of this
License, and all the license notices in the Document, and any Warranty Disclaimers, provided that you
also include the original English version of this License and the original versions of those notices and
disclaimers. In case of a disagreement between the translation and the original version of this License or
a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the
requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for
under this License. Any other attempt to copy, modify, sublicense or distribute the Document is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

ADDENDUM: How to use this License for your
documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU
Free Documentation License".
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