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i3#2: M Ansible BIZiE1TEE
1 EEHT SRR X ERERE Ansible BlZds, BAXMGRIATR, AREE—BEIZ,
2. BEHZRBIA,
3. BIE1TIZRIA, FEEERFIRIIRIERAREFRE, fi:

/etc/ansible/sles15

4. BE [ BERH].
5. BEMHEDF THREERHEHIIRTS.
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Chapter 3. B7IIE A

SUSE Manager X ¥ S AR S NIIES E. NENARIBNS R IIEER (PAM) M8 RE R (SSO).

3.1. FHRLESF (SSO) #1TH IS
SUSE Manager @3 LI L2 FEMRICIES (SAML) 2 thCREZIFERER (SS0),

BRERE—MEHRIEIRE, EATFERER—A8 M EIEERZ NI AER. SAML @—EET XML B9t
, BTFRIRSHIIERIZAREIR. SAML SRS EEE (IdP) MRSIEMEE (SP) RESHIIEMIZINARS
, 5190 SUSE Manager. SUSE Manager 2=, “DABHEE(IASEHITERER,

SUSE Manager F#Y SSO 2#5F:

o fEM SSOBER,

o ERARSIRMEREHNEPE LT (SLO) MBS MRS HEE B aUFHARS (SLS) .
o ABAF] nameld N%

o FEAEE,

o f#F AuthNRequest. LogoutRequest #l LogoutResponses #H1THEE R,

o BRAFRERERSKR.

o BRREUIHRS S,

o RSP THIE (AIER) o

SUSE Manager 19 SSO R 2 #F:

o SRRSBIRME (IdP) B SIEFEM LM,
o WEMF @AY SAML 328 (BEBEEXIF@mXE) o

A% SSO FURABISEE, iEE M Administration > Auth-methods-sso-example,

o MREMNBINEDRIEF EZERNERER, NN SSO BHEIEUGERT
Web Ul, mgr-sync 2% spacecmd & P s TEMARBEFERINAB S IIES %

3.L1. FRFMH

EFIRZA, FERAEAXESHEE—MIMNISNRSEHIE, BES |dP SRV,

IdP AP 5 SUSE Manager FIF Z [BIRIBRESTE SAML:Attribute HI8E. HMTE IdP HEE

o SAML:Attribute, HEMMTE SAML SHIIEHIEEEEL SUSE Manager. ZEMEXR
wmEA “‘uid” , HEXNBEEERESHMITH SUSE Manager AP, HATEEERR
ER2Z it SUSE Manager.
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FEL TS

o APAFRAERS (ACS): R SAML HEUR I SRS IEEENRENHS. SUSE Manager 1 ACS BV
m=E: https://server.example.com/rhn/manager/sso/acs

o ELUFHARS (SLS): M IdP  REFEHIEKRMIEES,  SUSE Manager H SIS HWiHSZE
. https://server.example.com/rhn/manager/sso/sls

o TCEUE: BTIRE SAML By SUSE Manager JTt#iERIiGs=. SUSE Manager HiT#iERIGSE
. https://server.example.com/rhn/manager/sso/metadata

fEF AR orgadmin pXIEE IdP SEREAIIEE, @R orgadmin AR BAERE| SUSE Manager, RiflgE
SUSE Manager F7#7£ orgadmin A,

3.1.2. BRSSO

o SSO SEMRAMSHITISERN: EBARA, BARMA SS0. BIABLEA SSO.
0 RSB R R NETH B BB ngretl term,

i3iE: BHA SSO
1. WNREHIAF7E SUSE Manager s RIZE, 1B IEMIT,
2. #®i8 /etc/rhn/rhn.conf, EXHRERMNTE—IT:

java.sso = true

3. 7£ /usr/share/rhn/config-defaults/rhn_java_sso.conf FIREEEEHEX B, BEBEXWSLHIE
A /etc/rhn/rhn.conf, HEXLESHBIEIEIMN L java.sso. ERmFIS%. B, 7
/usr/share/rhn/config-defaults/rhn_java_sso.conf F$RE]:

onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-HOSTNAME-
OR-IP/rhn/manager/sso/acs

EHEXILEE, ETE /etc/rhn/rhn. conf FEIEMER FEMH TR A FREIEIN L java.sso. fERRIE:

ﬁva.sso.onelolgin.sam12.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-
OSTNAME-OR-IP/rhn/manager/sso/acs

EEREEEFTRHFAESEELA, BEXHPIEER LA YOUR-PRODUCT #0 YOUR-IDP-ENTITY, &1N5%K
Mt T EERMEEIR A,

4, EF5) spacewalk BRI AEX:

mgradm restart
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518 SUSE Manager URL BY, S EEEE SSO #9 IdP, BEEHPTRENIIE. BRWIERNGE, &%
EEF‘]EU SUSE Manager Web Ul, H#UZIEMRIINAFRSHER. NREEFER SSO EREEE R,
JEEE SUSE Manager BE T 5 E.

3.1.3. ;=" f5l SSO LR

R F)@S R SUSE Manager AFF = MNism A #H Keycloak 21.0.1 NESRAEAN F D IRSZIRHEE (IdP) 3k
2 SSO.

B RE Keycloak IdP, #AMGI&E SUSE Manager BRS25. ZEALUSIRSFINA Keycloak BRImH IR
Fo

R AT HEAE M, SUSE FERNBIALZFE=ABMHIRSIEMEE, HES5 Keycloak
A REEMBXR. BX Keycloak ZIFHEE, BB https://www.keycloak.org/s

AUEZEEENITEN ERE  Keycloak, HEEBRSHIEIT Keycloak. IbREITE Podman #R2HIETT
Keycloak. BXZR% Keycloak BiF4HMER, iEEMN https://www.keycloak.org/guidestgetting-started
£ Keycloak 314,

312 BB RSRME
1. 1R#E Keycloak XH4FTRTE Podman 284 Keycloako
2. B8F -td BEUETTEE, UHERHRREET:
podman run -td --name keycloak -p 8080:8080 -e KEYCLOAK_USER=admin -e
KEYCLOAK_PASSWORD=admin quay.io/keycloak/keycloak:21.0.1
3. Lladmin AP B ERE Keycloak Web Ul, SASERUTATCE B ARSI :
O TERMFEPEMATIHNZIR F140 SUMA
© fHimRFEP, BE SANL 2.0 BMpRMEEBTHEER. NEREI—10nE, EP2EREET
Fl SUSE Manager Bo& X4 AR a9 s AIE .

=4 Keycloak H AR, @ErILUER SUSE Manager RS 23

i3#2. 188 SUSE Manager Server

1. 7£ SUSE Manager Server L3TFF /etc/rhn/rhn.conf BECE XM, REHIEXLESE, & <FQDN_SUMA> Eif
FIER SUSE Manager REMZLIRERZ

lhava .sso.onelogin.saml2.sp.entityid

ttps://<FQDN_ SUMA>/rhn/manager/sso/metadata

Lava .sso.onelogin.saml2.sp.assertion_consumer_service.url=
ttps: //<FQDN SUMA>/rhn/manager/sso/acs

Lava .sso.onelogin.saml2.sp.single_logout_service.url =
ttps://<FQDN_SUMA>/rhn/manager/sso/sls

2. EECE XM, ¥ <FQDN_IDP> BN Keycloak FREBZIMITRRER B, & <REALM> BN IEHHH
IOF4TIE, {5190 SUMA:
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java.sso.onelogin.saml2.idp.entityid = http://<FQDN_IDP>:8080/realms/<REALM>

Lava.sso.onelo in.samlz.idp.single_siEn_on_service.url =
ttp://<FQDN_IDP>:8080/realms/<REALM=>/protocol/saml

java.sso.onelogin.saml2.idp.single_logout_service.url =
ttp://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml

3.1F IdP FTEUES, HEIAE x509 EH. EPRFERWTFEIN: http://<FOQDN_IDP>:8080/realms/
<REALM=/protocol/saml/descriptor. TEEEEXMHHIEE IdP B2 x509 IEF:

java.sso.onelogin.saml2.idp.x509cert = -----BEGIN CERTIFICATE----- <CERTIFICATE> ----- END
CERTIFICATE-----

TEREH SSO f5 SUSE Manager £/Y rhn. conf B9/ :

java.sso =true

# This is the configuration file for Single Sign-On (SSO) via SAMLv2 protocol
# To enable SSO, set java.sso = true in /etc%rhn/rhn.conf

#

# Mandatory changes: search this file for:

#-YOUR-PRODUCT

#-YOUR-IDP-ENTITY

#

# See product documentation and the comments inline in this file for more
# information about every parameter.

H

# If 'strict' is True, then the Java Toolkit will reject unsigned

# or unencrypted messages if it expects them signed or encrypted
# Also will reject the messages if not strictly follow the SAML

#

# WARNING: In production, this parameter setting parameter MUST be set as "true".

# Otherwise your environment is not secure and will be exposed to attacks.

# Enable debu%mode (to print errors)

# Identifier of the SP entity (must be a URI)

java.sso.onelogin.saml2.sp.entityid =
ttps://sumaserver.example.org/rhn/manager/sso/metadata

# Specifies info about where and how the <AuthnResponse> message MUST be

# returned to the requester, in this case our SP.

# URL Location where the <Response> from the IdP will be returned

java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
ttps://sumaserver.example.org/rhn/manager/sso/acs

# Specifies info about where and how the <Logout Response> message MUST be

# returned to the requester, in this case our SP.

java.sso.onelogin.saml2.sp.single_logout_service.url =
ttps://sumaserver.example.org/rhn/manager/sso/sls

# Identifier of the IdP enti'éy (must be a URI)
java.sso.onelogin.saml2.idp.entityid = http://idp.example.org:8080/realms/SUMA

# SSO endpoint info of the IdP. (Authentication Request protocol)

# URL Target of the IdP where the SP will send the Authentication Request Message

java.sso.onelogin.saml2.id p.single_sisgn_on_service.u rl=
ttp://idp.example.org:8080/realms/SUMA/protocol/saml

# SLO endpoint info of the IdP.

# URL Location of the IdP where the SP will send the SLO Request
java.sso.onelogin.saml2.idp.single_logout_service.url =
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# Public x509 certificate of the IdP

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE-----
MIICIZCCAX8CB%GC+thV'ANngqhkiG9WOBAQsFADAPMQOWCWYDVQQDDARTVU1BMB4XDTIyMD
kwMTIWNTEWNFoXDTMyMDkwMTIWNTIONFowDzENMASG
ALUEAWWEU1VNQTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAMNSWJAalB5mShT
kMBO5mrsOosyheEL8/A37WvugDPwwEfm4x0cG7gmMHVONXYXZk+LRyzoQI2sBrNFrbMuwu5dna
h5ZSMxQyUu697S280m4vliegGaFdbgH+g4FGBu
eSis1ssMzTcES+NUul7pLKMLNmMSQtncESnol9q2SyeQSwYtr5dz1ydl6lzjwtaWeyQOEGJINtJtLk3U4
+arLPCpHAwqFANLO9NeYcRDNUKhNBs1v5SmHP+L066PZul/DKEOMSgy/+qXaS0CgZVKqz8qB+bv
HVuAq9W60g1CjgZKbwvPu72p/7+d8z
9DxXP1Z1uxdgn19q/kLEP2TYLtgQobSHECAWEAATANBgkghkiGOWOBAQsSFAAOCAQEAga+raLMJD
0/P/yN1Z6SGGocK227WFqovBiE/mLYlp5Ff0+0jS1US1plSppJ94x0r8j0m7HWOWuU5xCz600hzXTEt
nflbeR rlRms3BdeyX§Q9bWUeZMWZ
HfDKkTbhgRRmMjDEWSSfEXRKQNvw41Cpn|B3610++ejgGnjDVH7BbkCaoW55JF5j6DT/WYRONTMKEI2
Ova9CHO0edX7 ny8iOA§2602iy06uy3P (X9Z9RmHNvpVN/Q34SGEQq9z/HIQVUP12UP)//iT21Jc1700
ZFsZQXIGFTG6bXKmO42W8FdUDJU

ONoXZgjMb3eC7U691YyeowoqTY7TmJIKXNPprYY/ILOW== ----- END CERTIFICATE-----

# Organization

java.sso.onelogin.saml2.organization.name = SUSE Manager admin ;
Java.sso.onelogin.saml2.organization.displayname = SUSE Manager admin
Java.sso.onelogin.saml2.organization.url = https://sumaserver.example.org
Java.sso.onelogin.saml2.organization.lang =

# Contacts

java.sso.onelogin.saml2.contacts.technical.given_name = SUSE Manager admin
Java.sso.onelogin.saml2.contacts.technical.email_address = suma@example.org

Java.sso.onelogin.saml2.contacts.support.given_name = SUSE Manager admin
Java.sso.onelogin.saml2.contacts.support.email_address = suma@example.org

&A% SUSE Manager Iis2 78 INZ Keycloak 1. Keycloak i s iR & P o

32 BimsRmAaERiG
1. 7 Keycloak Web Ul &, fER LTI 623 F is:
O TEEFImITFEEHIEEE SANL,

© #EXERFIm ID FEF, BANRSBEEEXHALL java.sso.onelogin.saml2.idp.entityid FEIBER
Wimo filEN https://<FQDN_SUMA>/rhn/manager/sso/metadatas

2. EIRERDFH, EAUTATNERImHTHEERE:
O RWEBRER XA FF.
O FEER/BEFERAPIERE RSA_SHAT,
O T SANL ERFPAB/MFERP, EFER 1D,
3. EERFAETRA:
O RIFEFFPmERIRK.
4. ERET R EREA SANL InRECERS, R TATRINR NGRS
O EEREAERSFERT, MARSSEEXHFFRL

java.sso.onelogin.saml2.sp.assertion_consumer_service.url FERIEEIH R, g0
https://<FQDN_SUMA>/rhn/manager/sso/acs.

O EEHERSFEF, WARSSRECEXHHLL
java.sso.onelogin.saml2.sp.single_logout_service.url R E /YR <o i
https://<FQDN_SUMA>/rhn/manager/sso/sls.
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ViR AMARPIGE, sATUEEEREFPHEE, FH7E Keycloak #1 SUSE Manager Z BB,

212 BREFEP iR CEMMIIER
1. 7£ Keycloak Web Ul #, SHiEIERiG > BEFPImCEIZT R, 2GR role_list I8ENERINEFIHEE,

2. SMEIEPIHER > MEREFET R, AEEARMERIAFEYE UID B9R54#2F, SUSE Manager &
E|It SAML B4,

3. BMBIFEFIFEE > MEHIERF, AEEE role_list BEHER, BREABREMEILENT.
4 SMIAP BEAISHUNE—NEERF, WAFPFAEES SUSE Manager B2 F [T,
5. SMIAP > AEMEHETR, $H5 SUSE Manager B2 PR F & ILEMNERNE 7 UID BEM,
6. EfMZIAR > BMEIBAT £, &8 SUSE Manager EEBFFIAMNRE—O%, . REEX.
TREREE, JURLRES TR, ERE) SUSE Manager REB[BUNBENENR, AESME

SUSE Manager Web Ul, MIREMNREEETIE, NEKEERT Keycloak SSO T, PIEHAEINTH S
HIIIE,

3.2. £ PAM #1T B3 50IE
SUSE Manager S3ERATIE A S A0SR (PAM) 1 SSSD FOETFRIANS MIGERS, PAM E—EENH

, AT SUSE Manager S&EHMRBHWIENHIER, MMELEFIZEZIOS, SUSE Manager Z#F
LDAP. Kerberos f1EME F ML H 501,

o ERPAT, BT ZERTZMN, TAEER - . . fe

giE: BE SSSD

1. 7£ SUSE Manager Web Ul #, SMZIAF > IZAF, FAFMBFRRIMERFER PAM #7511
iEo

2. EREHEANEHIIERIR (PAN) EiEHE, ZEREMTOLHMOSHINFER T A,
3. EABPECE SSSD, AU T LERSAEITIER:

mgrctl term
AREE M
/etc/sssd/sssd.conf
4. ERALTH<ERN SUSE Manager:

mgradm restart
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7£ SUSE Manager Web Ul BR[O R &L SUSE Manager Server ERyZS#II<,
RNZAFBEA PAM, NWEIEERARSERZAMOS, Fld0, £ LERAIF, Kerberos
O<LHKREN. EAMKBRSHOSENGIRELXLERFHOL,

BXEE PAM B9iE4R(E8, 33 (SUSE Linux Enterprise Server ££#5/) , HPRET—MNERTH,
ZrpREERFEMETFNENS KBNS E. HPENBTWNEECE Active Directory RS, BXIFHE
B, B8 https://documentation.suse.com/sles/15-SP4/html/SLES-all/part-auth.html,
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Chapter 4. &1 F1iER

EHAE D ER SUSE Manager ZEBFEIEERSLK. BT SUSE Manager k¥l FE N EIEE UM B LENZERH
RE, AtENEREAHIEEEE, AE08EXRTEEMNXHNESR, HABWMEER sndba TAXRK
BIRHIEESED. EPEE8EXELRERAKIENNAMNEHPERNES,

o TREERABHENTE, TRTESNRLRLEERNTEHENED=(E, TERE
AJRESBEHRN, ABEEENEIRTE,

4.1. &1 SUSE Manager

&1 SUSE Manager REMNRTEFERENEXXAMNE R, XAIUTNEEMEERNE, HEEREHRER
AILUERENRENEREY, B2, MG EFEREWETE, HEAURFTERKIEAETRED.

MRERBFMFARNXEMER, BEAUTIIR. AELIEEES. B, i)
BINEHDEA /etc M /root BR, MANXZULLIEENE R, FLEXHEELIRER
85 SUSE Manager IhRER A 775,

o /etc/cobbler/
e /etc/dhcp.conf
o /etc/fstab FFTFEHIMESR 1SO HEH o

NRER UUID BERR, BMHAREMEMMER fstab B,

e /etc/rhn/

e /etc/salt

e /etc/sudoers

e /etc/sysconfig/rhn/
e /root/.gnupg/

e /root/.ssh
WREEA SSH BEEEL SSH push, ML HEE. LI, HIMBERF 1d-susemanager VRIS,

e /root/ssl-build/

e /srv/formula_metadata
e /srv/pillar

e /srv/salt

e /srv/susemanager

e /srv/tftpboot/

e /srv/www/cobbler
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e /srv/www/htdocs/pub/
e /srv/www/os-images

e /var/cache/rhn

e /var/cache/salt

e /var/lib/cobbler/

e /var/lib/cobbler/templates/ (£ 4.0 kiR=Z&1/9 /var/1lib/rhn/kickstarts/)
e /var/lib/Kiwi

e /var/lib/rhn/

e /var/run/pgsql/

e /var/lib/salt/

e /var/run/salt/

e /var/spacewalk/

o BEETENXIIE (FIUR4s. Kickstart 3¢ AutoYaST BEEEXHHMIBEX RPM) HIERIE R,

o FEEEGEHEIRRE, HRIERT SR sndba T AREA,

diz: MFFhiElR
1. A mgradm install podman EFTEPE SUSE Manager AR5523.

2. {8 SUSE Manager Web Ul S{{Ea <1 FER mgr-sync TREMBED B SUSE Manager fi&fFE,
O LURFEEFEM 5, B EMA SSLIERBAERMES -

3 EMRE /var/1lib/containers/storage/volumes/root/ssl-build/rhn-org-httpd-ssi-key-pair-
MACHINE_NAME-VER-REL.noarch.rpm 3X4€,

4. RHETRBN rhn-search IRENEMEIBIERERS|, IHSNERBRXEE, MAERBIRER:
rhn-search cleanindex

5 KEEETEREELRR /var/lib/containers/storage/volumes/var-spacewalk/_data/packages/. AR
/var/lib/containers/storage/volumes/var-spacewalk/_data/packages/ ARELNENRH, WEELR
o MRFMEFETR, WELLEEZEIBERDRKER /var/lib/containers/storage/volumes/var-
spacewalk/_data/packages/:

mgr-sync refresh --refresh-channels

4.2. {EH smdba BIEIERE

smdba TEEATFTEIEAM PostgreSQL #EE. FERIL TR UEMIERIIERE, UKEEEHD. ©EA
FHBEHIBRENRS, UNRRITERES, FIWERE., X% sndba TEMFMER, FEMN [reference:cli-
smdbale
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smdba TE{UERF M PostgreSQL #3ERE, MAER FIZIZILRBEIEREL Oracle #iERE,

o BHERSSHAF|NILEINNE, BESBENLEZBIT moretl termo EZENLE, FTLUEE
E—#ia{T CLI TR,

smdba TEHEFE sudo IARNEE, UEEBHITRAE R EFGBZE, FiBEIHR
o /etc/sudoers XN TE—1T, KEFA adnin BRBET sudo i5RIR:

Im}

admin ALL=(postgres) /usr/bin/smdba

ERUTaLHRERIEERZTIRES:
smdba db-status

ttar<iR[El online 8% of fline, ff40:
Checking database core...  online

AIEA L T e < B ohl{E L3RR
smdba db-start

.

smdba db-stop

4.3. 1€ smdba &0 EIEE

smdba THRPITESFHEED. XMENLERSHIAMFBREXNBUEEFMEMSHERNES, Uhk—&
FIREHRNEN X . KERT, E?&A/\Aﬁii*‘*tﬂa-ﬁ%fﬁﬁiﬁqﬂu_ HRERS, ARRHRERSR
ENAE, EEEEMERHFIRT, sndba ESEFHEENRELREFETETHRITTH, ALEER
Mo

XMERFEFERE, BEEREE—BORE, BRI SAREFETE. BHESVRELSBIEEX
INZAENETATEIA T &%, AILUBISME /var/1ib/pgsql/ FHIETT df -h RIEE LEIEIEEKR D).

smdba TREFILIEEREFY, (NEERENSHNIFAEFE,. BEXHNRAXGN 16 MB, RAlt, HX

AR NSRBI ESX . BREEFEMNN, SFRUNNEDURREETE. HITRINE
fER cron REZHF smdba &P LIRRIENEFHESEIENER, HHEESE—NED, UBAKERE,

4.3.1. WITFEIRESR D

smdba THRABEEMSBLITET. RNENEERERINETFNBIEEED, HEENEEHRTERNEKR
BRRIETTFEIED.
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0 BRIE{T smdba BEFER T EMUEN, FBRAERIHERE, ARBHRITEE. X528
BURENEN. ERBIEEENTETEEF.

Bz RITFRIBESR
1 REBHBRAATFESE, IREER /var/spacenslk/ PHER, ILERBRASHIXABT, Ei
ERRIEAIARSS BIAL T LUBIL B e

2. EENEHUENEHIRZ—ER:
B root SIETTUATER<:
install -d -o postgres -g postgres -m 700 /var/spacewalk/db-backup
3. BRENEHUIEREE SRR
chown postgres:postgres /var/spacewalk/db-backup

4. BREQIERDES, 15IE1T smdba backup-hot 5 FIKE enable &M, XREIRENERFRNERD, F
RIEEEERBEhEEE:

smdba backup-hot --enable=on --backup-dir=/var/spacewalk/db-backup

e S FERRIRNES, RIITTARBYZIRE LR

5. ¥2%& /var/spacewalk/db-backup BRPEBEFEERMD XM, WREFMDKI.

4.3.2. KHB &M

ERBXHARGEIRIERA sndba HITHIEEED. BR, HTFENR—IAMERIE, RESTEHNE, B8
FEMERERTRES T %, BATBWNER ERBIEEENRHEMRENER, URERL Ff,

o BHRAREMRHEYFSIEENN=ENT AT ERTER. JLEESME
/var/1ib/pgsql/ HinfT df -h RIEELRIEIEEX/

212 RHIEh&E R
L HEGUR—BRIIEB LR (U root H15)

install -d -m 700 -o postgres -g postgres /var/spacewalk/db-backup

2. 7T /etc/cron.d/db-backup-mgr (SARZXHEARTFEE, BEE) , HEEDRRINTE—ITARLUCIE
cron {Ed:
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02 * **root /usr/bin/smdba backup-hot --enable=on --backup-dir=/var/spacewalk/db

-backup
3. EHIREE D B RURRSDIZNERHT.
4.4. N1 HIEIR
KEWPER, BILERA smdba TEMEMNHIER,

d3i2: MEHPEER
L AR

smdba db-stop

2. BopEREEHFHFETM:
smdba backup-restore start

3. ERThEUERE:
smdba db-start

4. t0E RPM MIBUEEFEZ BIREHES.

spacewalk-data-fsck

4.5. FEBEEIRE

HIEFEEET A sndba AILLUBEFHE ETIERRRAITAED. FEESMAXLIEER SUSE Manager F1, FRIA

BEEAFEASIER.

PostgreSQL #PAMRHEMNFEAE, EEARINEENERT, KOFTLUEFME 64 MR/ 16 MiB BIXX

o
SIZBAHRT EE:

e SLES12-SP2-Pool-x86_64
e SLES12-SP2-Updates-x86_64
e SLE-Manager-Tools12-Pool-x86_64-SP2

o SLE-Manager-Tools12-Updates-x86_64-SP2

PostgreSQL SEMIMNER ALY 1 GB #iE, Ht, 1855

TS -« 501

WE RENRIEH ERL 2 &R,
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4.6. 1RE X G AR ERIE B S BB BT

EHBEFMETE /var/1ib/pgsql/data/pg_xlog/ (postgresql) o

4.6. 3G % 5 PSR S A O

BIEEEIERA T LUERFmS space-overview SRIKENE X HANRT MRS, Fla0:

smdba ApLIERTF PostgreSQL., WHFIFHMAIIRE, 1HER space-tables Fip<. BRIMUFIHERREKN,

& &
] =
EE =}

4.7. BohEHERE

AJLUSHIRES B S —MUE. a0, AREEFEETERENER .

BiE: BoEIREE
1. SUSE Manager HEIANFEUER /var/1ib/pgsql/. SNREEEZLME, FIUEE
/storage/postgres/, iERITUATIR1E

2. EERIETRAT R, Ll root SMFIEIETEIEITRVEIER
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XFIEEETTH spacewalk fRSS:

K\

3. 58 -a. --archive EBINER cp EFHFI TIEEREM, fFl0:

Lban<¥F /var/1ib/pgsql/ INAEHIZEI /storage/postgres/pgsql/e

o - /var/lib/pgsql ERMABBFERTT, BN SUSE Manager ¥UEEEATRER IR
B MERZMHRE BRI BEE=E,

4. HEHERBIEEFEER:

5. IREIFBERHETUTES, WHRFMBENUE postgres:postgres MAE root:root:

6. BITYREE ete/fstab BIEIBEER M ERINE ARSZ 2589 fstab,
7. FERUT L BohEIERE:

8. Bnh spacewalk AR5 :

4.8. IR XEmE#H1TIRE

MRENRDXERR R, EeJLUEd—LMIMNIP B EREN SUSE Manager Server. ATRIGEE NEIREMN
BEFEARAEANSXIEET RS2, XA MO X2 53ESTE /var/1ib/pgsql # /var/spacewalk/ i &,
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4.9. BIREIEIEER

ZEMASE, KEUAFRNERREFREN ID. KEMEDRARFHERITMARZ ID,
HIERRRA EWFIENARREIX . B2, MREEHMENK, NBHAERENS
MARFRT—E

diz: R XEEREH#HITRE
1. &% SUSE Manager, RE4#EE; /var/spacewalk 1 /var/lib/pgsql P XK. FRFRETTM, AGEMET—
Fo
2. KIAEIRE:

3. KHAIARSS

4, $E# /var/spacewalk 1 /var/1ib/pgsql X,
5. ER&ED SUSE ManagerdFIHBIE Ro
6. BThEdERE:

7. [B5h spacewalk AR5 :

SUSE Manager IERZiZAI LAEBE1T, MASEXRIIEESERSRIBE,

4.9. BIEFEEZER

BILUBITE /ete/rhn/rhn. conf FRARINEAREI T EERIEE SUSE Manager HIREEZES:
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5.1. SUSE Manager fJConfidential Computing

Chapter 5. fl#&it&

f&BConfidential ComputingfiAR, FILERETEAAIERITIMEG (TEE) RERIPERTIHRE, XMIFER
REFSNRERIRBRGETEE. SUBNZEMAETEML.

5.1. SUSE Manager BJConfidential Computing

TEE WIS BBTAEABETIE, SUSE Manager AIBMEEHEERASINERS R, CAHHIE
RTE TR TE, BEEHE RIS TGS, Eo R B
$i2Ro

Confidential ComputingiAMEBURFFr A RVEEH IR ZINEN RGBT TRERIF IR,

o Confidential ComputingiAIE{GE A F x86_64 AR L,

5.2. &K

AILATE BB LU HHIERYIFIR R iZ B Confidential Computing:

o BINENERS (EINHL) 59 SLES15 SP6 HHESISZE SUSE Manager

o PEMFWAZNFEE AMD EPYC Milan CPU Y AMD EPYC Genoa CPU

o WK BIOS ERE A st iFConfidential ComputingIAJE

o FHURIERFMEIMMLEMG (KVM A libvirt) @47sz#FConfidential Computing,

5.3. PRI

e SLES15SP6 LU AT S AR IRt Confidential ComputingiAiiE,
e SUSE Manager MU AT B iR Confidential ComputingiAiiE,
o RE5IRBAINIE. BRE, KVM R£5|SH SNP Guest BRITIE—H#EIETTo

5.4. ff£F SUSE Manager FJConfidential Computing

o BXREEN LEIZEMEE Confidential Computing®EATE, ESNIRIFRARENEX
=N

i372: ERYE SUSE Manager HiiEl B AiAIER 2
1. T£f5A mgradm install podman &% SUSE Manager HAi8lfE FAIAIER 280
2. BLUTARBHINZ mgradm. yaml X,

coco:
replicas: 1
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i312: £%% SUSE Manager ZlGRBAINER 2R
1l BEREREERRAINERSE, BEABTITESE ngradn,

mgradm scale --coco-replicas 1

i312: E£%% SUSE Manager ZlGRBAINER 2R
1. EXAERANINERSS, BETUTHS:

mgradm scale --coco-replicas 0

diz: BAIAIE

L WFRENRSE, HIEMRHIT> NBITE > ”RE,
2. B ETIHIEH R B RINE.

3. EFEIFRER A, MWTHIYIRPIEFIERED,
4. B [R7F | HHAREENS.

=SUSEsManager > systems sy cted admin SUSETest 28 O
Search page z
& sumab50-min-slesi5sp6.dev.local  Deteteystem
# Home v
B greis ~ Details Software Configuration Provisioning Groups. Audit States Formulas Recurring Actions Events
. OpenSCAP  Confidential Computing
System List 2 ————

System Groups Settings  List Attestations

System Set Manager @ 5
# Settings

Bootstrapping

P Confi ti

roxy Confgurtion ' ResetChenges

Advanced Search

Activation Keys
© Enableattestation

Stored Profiles
Environment Type: KVM on AMD Epyc Processor, second generation (milan) v

Custom System Info

Autolnstalation: v Executions: @ Peform attestation during the boot process

Virtual Host Managers

@ salt @
8 Images >
& Patches U
fH software >
[ content Lifecycle v
Q Audit v
Copyright Notice .

SUSE Manager release 5.0.0

SiE: RHEMAE

L FRENRS, REETFET > NEHEDH FIHIAE

2. B [RHBNE], B SITFME R,

3. EFBRREPERE TN E.

4 MRFE, AIBTEERNEATUSH R ER SR,
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5. 8 [ BIERH | REFAEHLHERIT,

Manager » systems

Search page

& suma50-min-slesi5sp6.dev.local o B Delete System
# Home v
= Systems ~ Details Software Configuration Provisioning Groups ﬂ States Formulas Recurring Actions Events
. OpenSCAP  Confidential Computing
System List S ——
System Groups Settings List Attestations.

System Set M: . " "
VST e & Confirm Attestation Execution
Bootstrapping

Proxy Configuration

Advanced Search

Activation Keys ‘ e ‘ 20240626 | ) ‘16:45 Europe/Berlin

Stored Profiles
OAddto: new action chain

Custom System Info

Autoinstallation

Virtual Host Managers

@ salt >
£ Images >
# Patches >
i software =
[E] Content Lifecycle &
Q Audit ~

Copyright Notice

SUSE Manager release 5.0.0

6. WFEEMNRY, HIETREIT > EHE > FIHiIAIE,
B EREERIRS,

~
17—

anager - system:

Search page

& suma50-min-slesi5sp6.dev.local e B Delete System
A Home >
() Systems . Details Software Configuration Provisioning Groups ﬂ States Formulas Recurring Actions Events
. < OpenSCAP  Confidential Computing
System List —
System Groups Settings List Attestations
System Set Manager & — 2 o % m
iE Confidential Computing Attestations
Bootstrapping

Proxy Configuration =
© Schedule Attestation

Advanced Search

Activation Keys 2
Attestations
Stored Profiles
Items1-1of1 5 v
Custom System Info 2 items per page

Autoinstallation Attestation Created Last modified Status Attestation time Actions
Virtual Host Managers
Attestation #1 run on 2024-06-26 at 15:58 38 minutes ago 4minutes ago X Failed N/A El

Salt N Page 1of 1

@

Images

%

Patches 8

i Software

Content Lifecycle
Q Audit v

it Notice

SUSE Manager release 5.0.0

8. BEPMARVNERS G, #RERNREISITH,
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Search page

A Home v
3 systems . Details  Software
System List v
System Groups
System Set Manager 7
Bootstrapping

Proxy Configuration

Advanced Search

Activation Keys Overview v AMDSEV-SNP
Stored Profiles
Status:
Custom System Info
System:
Autoinstallation 4
Virtual Host Managers Environment Type:
Createdon:
salt v
e Last modified on:
£ Images 7 et
@ Patches -
i software v
[l Content Lifecycle v
Q Audit ~

Search page

Configuration ~ Provisioning ~ Groups ~ Audit  States  Formulas

& suma50-min-slesl5sp6.dev.local o

OpenSCAP Confidential Computing

Settings  List Attestations

[2 Attestation Report details

X Secure Boot

Failed

suma50-min-sles15sp6.dev.local (1000010000)

KVM on AMD Epyc Processor, second generation (milan)

39 minutes ago

5 minutes ago

Confidential Computing Attestation scheduled by admin

& suma50-min-slesi5sp6.dev.local e

A Home >

B greis A Details  Software  Configuration  Provisioning ~ Groups  Audit  States  Formulas
0 OpenSCAP  Confidential Computing

System List ~

System Groups Settings  List Attestations

System Set Manager
Bootstrapping

Proxy Configuration

Advanced Search

Activation Keys Overview v AMDSEV-SNP
Stored Profiles
Result Type:
Custom System Info
Description:
Autoinstallation 4
Virtual Host Managers Status:
Attested on:
@ salt v
Details:
B images <
# Patches v
i software v
[ Content Lifecycle v
Q Audit v

Copyright Notice
SUSE Manager release 5.0.0

10. &f5, BETFT—MEHFL25]

=}
~to

[3 Attestation Report details

% Secure Boot

AMD SEV-SNP

AMD Secure Encrypted Virtualization-Secure Nested Paging (SEV-SNP)

Succeeded

13 minutes ago

Attestation Report (1184 bytes):
Version: 2
Guest SVN: 0

Guest Policy (196608):

SMT Allowed:
Migrate MA:
Debug Allowed:
single Socket:

Family ID:

90 60 G0 69 60 00 00 60 0 00 00 00 00 B0 60 00

eoor oo

_ | 5.4. 5/ SUSE Manager FBJConfidential Computing

Recurring Actions

Recurring Actions

Events

Events

@ Delete System

© Delete System
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Search page

& suma50-min-slesl5sp6.dev.local o B Delete System
# Home -
D Systems . Details Software Configuration Provisioning Groups Audit States Formulas Recurring Actions Events
. OpenSCAP  Confidential Computing
SystemList ~ P B
St Crotins Settings  List Attestations
System Set Manager S g 5
[2 Attestation Report details
Bootstrapping

Proxy Configuration

Advanced Search

Activation Keys Overview v AMDSEV-SNP % Secure Boot
Stored Profiles
Result Type: Secure Boot
Custom System Info
Description: Secure Boot enabled
Autoinstallation 4
Virtual Host Managers S Ealled
DeBlE secureboot disabled
@ salt v
8 images 2
& Patches -
i software v
[l Content Lifecycle v
Q Audit &

Copyright Notice

SUSE Manager release 5.0.0

giE: N “EHiIT FEERANERS
L NSMthEEEt > N,
2. FRASNERTIZS B REEERT.

Search page

Confidential Computing Attestations

A Home >
B3 systems Attestations
@ salt b

ltems 1- 1of 1 25 items per page
£ Images i

Attestation System Environment Type Created L Status i Actions
& Patches 2
Attestation #1 run on 2024-06-26 at 15:58 suma50-min-sles15spé.dev.local KVM on AMD Epyc - Milan 37 minutes ago 3minutes ago x Failed N/A El

i software .

Pagelof 1
[ Content Lifecycle 2
Q Audit ~

CVE Audit

Subscription Matching

OpenSCAP 2
I Confidential Computing

il& Cconfiguration >
© schedule >
& Users 2
& Admin 7
& Hep v
% External Links -

Copyright Notice

SUSE Manager release 50.0

3. ERHERBEEERNIRS.

54.1. I/RERE
INEREF RIS Z—:

g

XEERHEPNENFRIAMTS. IREDATA, RINESIZ H AR FHIETT Ko
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5.5. tHX X

FETh
HLHINESIZAIERREN, SERSRKRENRS.

eI
HRAFPAERKH BELLREEIR GRS, SEREHENKB,.

5.5. fHXE&

e B Confidential Computing BSI¥#{E 5, &SN https://confidentialcomputing.io (4MEREERR) o
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https://confidentialcomputing.io

Chapter 6. RBE 1=

FERIHEREFRIMC THNAE, ARBRERHE. XFMA UEMTF LHIRIIAIFFIERERMGE, MM
TR DHEREY B o5 AR YRR

6.1. EEHRNRE=F

A R MALAFWAREE. 7 SUSE Manager Web Ul 1, SfRZIER » AAUBERBALNTIR,
BEHEEMARNE, AEEPEAEEASTEUAFILALPNE P IHEEREEEE,

(i ) B SUSE Manager B12 R 5B ST SE0I @RI ERARA,
WA LUESRSIRTRA F@E4RIE /etc/sysconfig/rhn/up2date F R RE TE—ITHREREHEE:

stagingContent=1
stagingContentWindow=24

stagingContentWindow SEELUNNARAIMEENE, ATFHE TEFANFR. EEEBTHNTRE BT
BN EL, TERRGIR, BERENEZ I 24 /NEFETHRE. TEHABRNEBRTARFKIEFENER
Fi%. IBIREXR A EIRE T— mgr_check BUHITAY(E],

T—R&HHEFE, SETHERRERAE. BELTHNRERETFHREE,

6.2. BEERNETEF

BRI ESHATRENTEF:

e salt_content_staging_advance RRBEFI BRI ZBITLEIN—FRAEYE], LUNNE[L, EIRER
LRTFHARVETEY, FiXERAYEERIA FFIA T EIR B

e salt_content_staging_window RRABTEFIIERBFFEEE, LUNTHE, XREREARZAZFH
IR B E 7B —ERBY i),

g0, 4NSR salt_content_staging_advance i&EBA7/\BY, salt_content_staging_window I&E AT, N
HE RE LB EIRZ BTNV NTFE, FHIFER, EREFBZENERENNARS FEEMA
LYNES

WERIE S salt_content_staging_advance # salt_content_staging_window IREBEABEMIE, MAIUEREFA
ZHIFEHR G,

£ /usr/share/rhn/config-defaults/rhn_java.conf FERERBEHEZSE,
BINME:

e salt_content_staging_advance: 8 /NBY

e salt_content_staging_window: 8 /)\BY
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6.2. BEERREF

1}
o#
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Chapter 7. BB EIE

BERBREE D HN—TH 5.

£ SUSE Manager #, @ES AEMBENFEE, EiEERE 1’E¥QF3§§=\ WRAFAEREMDE, FiBE
S5HBXMEMBERS, BEPHERIIEMBES, ZAARELEEAXNTBE, UXMHARAREE
ARRES N RA LNRERINRE .

WEBEERMEEERRME e, BEER SUSE Manager HEIETEE, REERMMEMIIEEEE
SUSE Manager ¥4EFEH, ERILMEASEMNBEXBKNEESRENEEFE, AGRLUBEILE R HITIREN
HIRE, BXLEEFEREPHRGRETEF IS L,

FRIHEREERIKE— N EMEE, AE, FFRRAURENERS ZEMEE SRR TR FEEXBKNfEFES
RENCRIN

SUSE Manager #RETFZMUBEE, XLEBENEIRMTIEZIT SUSE Manager FRFEAI—1], SUSE
Manager EERBEEER AR BESENR, MITUSENEEACHNEEXEE, MREBEIFEH
FRECHNRGE, TUSIBBEEXBE, BECEBER UAEEMEE, HETHAILUISENSHAREM
BEMEXEK,

BXUEEENEENIFAEE, 1520 Administration » Custom-channels,
7.1. BEEIE
INBRT, ERBFERIUERSEDITIREE, &R LUER Web Ul 3@ ESSHEFR S,

G2 PRETIREXHEERGRAR

1. 7 SUSE Manager Web Ul H1, SHiE R > BEFIR, HERERENEE,

2. HES AP IITIRREIE S FHEP REEARFRIEE BRI LUTREE, $2E [ B ] REEX.
3. SMENTHERT+, HREFTECFNECHEZERF.

7.2. fiFREE
BILAM BR L 1R M BR A R R R B B
SiE: WFRMREEE
1. £ SUSE Manager Server EM7EG<IRTAT T, M root SH5IHATANMNE@EE, Hi2 TEEMERN
wiE
mgr-sync list channels

2. MEREE

spacewalk-remove-channel -c <i@i& % #7>

] . s /168



O BXIMEFHRRBERNIFAES, ES L removing-channels.pdf

© BEMMREENXEENER, 521 Administration > Custom-channels,

71.3. BEX®EE

BECBEEERER L EZE CHNRGaMiEEE, ARIUERXERMSNEFEERENENT iR, €]
SRR BB TR R P ER % = 5 (N A R AV o

ATRMEEXNMAEE. EENMREEBENESAT, EUIHEEERISNT I ZNEEEEXE

o

7.3.1. QB EXEEMEEE
EURARCEEZE, FREBSEXHIM ERBYE, WREANEERPLIEE,

MREFEREEXRHELEEZTARAS L, ALEZEEX FRERERE]. FEME SUSE Manager
Web Ul FEIE&EE, HARMELIRIMETE, AR ZBERKE RS,

(’ FENREPE RGOSR ERARRAN TR,

MNREEFERHRNFRENRGE, TLLERENFREFAEMBE, E, ERLTUREEXEEIGAE
BEREN

312 fIEEENEE

1. 7£ SUSE Manager Web Ul /f, SMZIRH > B @&, REedE [ IREE ],

2. EIEREERE L, AEEESE (1% My Tools SLES 15 SP1 x86_64) #I#rZ (540 my-tools-
sles15sp1-x86_64) o IMEFEEBETHRIASTFER,

3. EARBE THEEE EIRAXAEMEE (5190 SLE-Product-SLEST5-SP1-Pool for x86_64) . WalRA%k
HEERFBANRIEE,

4. ERREM THER BPERE SRR HARSEN (15190 x86_64)

5. \RIBIFENFE, EHRGEAT. @BEHRIEFIF GPG FERARMEMMINER.

6. B [ BIRBIE |

BEXBEBEERNFEREIINIL2IRE, TEFE=AHNEER GPG RIFURMHE, NMREVEEEEXBEHE
% GPG RIFHVAMHE, FEGEERKRNTHREERR GPG B, AT, AMERESESRNTHE? &
WAE, LU EiESRIEER GPG EAMITILEAC,

NRITIBBEMEFEDER GPG ZAER, MERTUSAHEEXLE GPG &iH. FIa0, M SUSE Manager
Server EHYa$1THIT spacewalk-repo-sync:

Jusr/bin/spacewalk-repo-sync -c <i@ERE &> -t yum

Bt zypper WAKSANER (WRERM) . Web Ul REMHILIHEE,
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removing-channels.pdf

XEBERGUEFERMEHRALVKEN, HEBEFETNERZLRMT “key” B, A UERTTHILLE
B AMIAEARSS (0BS) £MBFIBMEEEHEXMER. NTHMEERE, FETHEHRNEESRE (&
WFX!) o

L EAIRIHEEN, BUASETER 6P6 RETE, MECEREEE RN ERER
o FNEEHEE, BEVIUEERILTE, UEEBRERSENNta, NRREaR
ERSEENE, WA GPG BB RR SR,

RUEFESE R METZER, ZREER Web Ul EEZFINEl SUSE Manager. BiRAIINE S TIRIETFR
EEERETTEIR. TILUER createrepo # reprepro ETEBITXFMICE, mgrpush AIEEENEIG 2™ RPM #
XEBE, MERCIEEFEE. BXIFMESR, FS N createrepo_c M reprepro BIFM T,

SIE: RINARFEERE
1. 7£ SUSE Manager Web Ul /R, Sz > B> fEFE, AERT [ QIBHEEE].
2. ERIRETEEETNE £, RZGEFEREISEARE (5190 my-tools-sles15spT1-x86_64-repo) o

3. 7EfiffZE URL FER, RHMEE repodata XHHBERMEER (FIan file:///opt/mytools/) o BITELLF
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8.7.1.5. EMBAHREEZHT

HRAIRIRERET —FREER. HRITERRIELR, KRBT —ITEENREMH T, #ANTRIRIRRZSUSE-
15-2019-2071, EFER UL T ESEENIFEHR,

o AR ERMNBHIEL LIRS AHBRIIGE. BXIFHEE, EER
Administration » Content-lifecycle,

g2 EMEREsHT

1

o oA W N

10.

7£ SUSE Manager Web Ul #, SAZIRNBEHERE > SIS 2T [ QBTS2 1.

 ERBEAMFRARNDIERNRN. Fl, BEaRARTL2EE.
 TEIERREFRPEEFENT (BINET) o

. ELECER TR PIERET

. TERINBMRFERPN SUSE-15-2019-2071, AFIEF T,

. BE [REF ] UE#EIZDIEE.

- SMEIREEGEL > BIEHMFRPEFEHTE,.

- B [#R/2BIIER], AREREaRRREHT,

- BE[RE]

B [ ] UEREFIR,
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8.7. N LS AEETH

8.7.2. B BREAENEHA

SRENIRTRE, ERILUEHRTAENEE.

g1z EfERET AN

L ERASFET, BTERNEEEZN T HE, B MRS FERRA NI,

2. HEREEG SUSE-15-2019-1807 MRS IBEMIIB R B, PTAEA—MRHH T AT SUEE LR
3. HBWEFMHAFTER. RABBEZNT,

4. BMEFEUEOE T AT T,

8.7.3. fE TR LB+ ME RN E

TN BRI B IS8 2] AR E AR RIG A VIR IR,

HEESRERAELENE, FEIR—LEEEEN

o XEZERELEHNRS LER—ITAZNRE. ELEMRGESHEAZ—ERR,
o TELIBHNEFIEN—THNT 321

(’ o RERRE—RIIMALEMAZNE TN T ZETREESSHS. XERZ
ITHRELEH IR, REXEHNTE, FEE T —EARZAEVEISRS—
Ro
o NLES5BRENZRALEELA T B

o ELEANT RN TIRM. EOTHBRRZIRES T HRIRERETBFIE BRI
#To

8.7.3.1. HIFFARMhR AR E R+ &

EUMRBIF, EFER  SUSE-15-2019-1244 T EFIEHIRS. WA TESE  kernel-default-4.12.14-
150.17.1-x86_64,

HEHRFIE S SRS kernel-default B9% T,

FiE: HIRAZARA RS E

1. 72 SUSE Manager Web Ul 1, SZINSEREL > iS850 F [ QERTI8E 1,
EDEBENTERERASEBOER. HI0, HFRBRAAT 4.12.14-150.17.1 BRHEE,
EDRBAUFRBERNT (AARHS) .

. ELESFRFRERAAT.

. ERHEBTFERBRN kernel-default,

. BETTHRES,

. TERRAFERPEAN 4.12.14,

~N o 0 A~ w N
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8. TERIThRFERPHEAN 150.17. 70

9. Bi [ RfF ] UEEIZTIESS

10. SMBINBEHRER > MEHEZFEZNTE,

11, S [ 3%/ 5Bl .

12, EFRHIRNZARA AT 4.12.14-150.17.1 4B, RERE [RE ]

BE[ME]GE, SRR, MIMREaREATS TFRRERAENRERZI T,

0 FRERIZIRAEEERINZA T R ER. RBELEMARAZRITRIIFNE T,
ENRZAR .

o BI AR B2 AR B oh e At 12, B RIMAIR FATE LG+ ISR RIRAVIFAER, 1B
£ administration:content-lifecycle.pdfs,

8.7.4. IR BT L G+ YT A hir 4

BERNZRENELISMEIER—F, —FfF, BOMEMARL LHNAZ. HITUTIREENR:

idi2: UHREIFR AR

1 BEEARIIMNAILIRA, F190: 4.12.14-150.32.1

2. BIEHTBINZhR AN 828,
3. D BRI RS HBRAZARA AT 4.12.14-150.17.1 YRR HEEIHT IS,
BE (M8 ] UEMEIR, IIMRESRATSTFIERRNZRANFERZA T, ERAXEBENRSLER

AL ENNIZEN. EEEERFRITAREESISRS. AZNERPN—F, EHFELENFRERN
B5 HRIfELIE A AT B2 ILED,

8.7.5. AppStream & JE28

ERBESARBEMBD, ErILUER AppStream TR BERUEFERRNEMETE, AL, Zd
RRESBURHERBEEEED, HREERTHIE. FJUE SUSE Manager REERAEMEEE—FERE
mIEBEE .

M SUSE Manager 5.0 738, AppStream fEZEEE Web Ul FREZEIZ .

Eitk, EfEA AppStream fiEFE, F—EIFBETTALLTE,

AppStream TR FHEEE B ST BMEFETRIR MERA. ERILURINS NI IBEERIER S MER .

NREARTE CLM BEPER AppStream FiEes, NRRRPIRRTHIBRRIFAZE, HEBGEEESR
EHEENERTHIE. REE CLM IEHREDESA— AppStream JiE2E, FiE BIREEFEMIFERAE]
17 o
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administration:content-lifecycle.pdf#filter-templates

ERLERT, BB ENZEMMEEE, MAESEAERNNRGE, ELILEN, FEATESRT (
BARIRI) A0 AppStream dig2s. XRTEBIMEFERRAMEERER, IRBEFEESHT Red Hat
Enterprise Linux 9 & i, XMHEFinAZHIEROBAIAREIE B SEFENEMETERMB AppStream
fETFET

E(ER AppStream 3528, EE—MNESIERKMEEFE (f1%0 Red Hat Enterprise Linux AppStream) HY
CLMINB, TEHBZE, BHEFERESHENERIERNTR.

i3i2: {EH AppStream i3iE2S

1. 7£ SUSE Manager Web Ul &, SA1EIf&AY Red Hat Enterprise Linux 8 3 9 CLM INH., MRESESME
#J AppStream i&i&,

2. B [ QUEEIESR | HERUTSH
O TEAIESAMFERPBNILIERRM.
O TEIESREBFRAPEFEIR () o
O FELESRFRPERET,
O TERRBEMFERABNRIREM, 40 postgresqlo
O FERFERABNFAFRNZM. F010, MRFLFRET, WREFRERBEIAR.
3. B [1R7F ] U8V IEEs,
4. SMANTEGREAY > BRHERENTE,
5. B [$EE/9E2IEER |, ERECAYET AppStream 28R, ARRE [REF L

BILAE A 632/ 4iEid S 8RR B P BN ST RE MAR IR (L BB Y B] R R TR A —MER,

IR NEATRIRRE

1. 7€ SUSE Manager Web Ul #, SfiZI#& Red Hat Enterprise Linux8 3¢ 9 CLM IH, MFEEEME
89 AppStream i@id,

2. B [ el | HER MU TSI
O fETIESR AT RPN IS ERHIR Mo
O TEESRREFRAEFER (F) o
O FElESEFRAEESFT
3. BENSR A BERIUEEMERRIEE.
4. FEFE— BB LU SRR -
O FFEREBEMFREP, FERANBERIRRZI, HEMTIRFPEE,
O TERFERP, FEBABRRIARGM, HEMFIRPEE

o RN SRR E R EE, EERNEEFZSTEE—RRT, HEFIX CLM Jig~
EEH < Mo

BRIUAZEEEBEMMEFERITAEMRRACIZEMING AppStream FiEER. = BB EEERFTKH
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BUEAIRIR o

o BNOAEIEER AR, FRENIERKARIRT. G190, ME—MERPERF R
BB,

312 ERAERK
1. 7€ SUSE Manager Web Ul &, izl Red Hat Enterprise Linux8 2{ 9 CLM iiH, MWFREESHHE
B AppStream i&i&,

2. B [ QUEEIESR | HERUTSH
O fETIRBAMFERPRNILISIRHIR Mo
O TEIESREBFRAPEFER (OF) o
O FELESFERPERL (BRARRK) -
3. B [R1F ] UV ISES,
4. SMERTEGRAY > R ERENTE,
5. B [#HE/DEIEER |, EREAYH AppStream i8R, ARRET [RF L.

EXESB MM BIREFEPEFERTTIE, HHFRE TRRVFIENRAG .

LIEEER Web Ul 9 [#932 ] #5492 CLM BN, BiEFEERTESEMRROEMGEEE, HPas
K EEE RV B

o 7£ Red Hat Enterprise Linux8 IMEBEHRELZRERAIESHEIMEFEIRME, EAE
Red Hat Enterprise Linux 8 1, FLARRYFRFNREIZITERAIHERA,
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9.1. M SCC R @mEM ETFRE

Chapter 9. fiFFiEZRIZE
ToiEF SUSE Manager 12 EI B BXRIEY, 0] ATET A ERAIMEHRERE,

£ SUSE Linux Enterprise 15 M1EShR4s LI ABREEERG TR (RMT), RMT BXRX TITHEIETA (SMT)
, EETERIARY SUSE Linux Enterprise R A,

TEMRFFERZRY SUSE Manager €&, RMT 3¢ SMT ERAIMBMLE1EREES] SUSE Customer Center, FREIM
WENEFERES DT EFEMELE. RG0SR ZEEIS S BT IEZSN SUSE Manager 2%,

b B EILEERY SUSE Manager AR B R M A IEZAIBR AN IF R o,

o &89 RMT 3¢ SMT SIS TEIZEIE SUSE Manager Server. ERRERTEIBARELH
S— RMT =§ SMT 3241,

BX RMT BI¥ER, B8 https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-
rmt.htmls

9.1. M SCC [EZ @EMiETFE

9.1.1. A% RMT

BJLATE SUSE Linux Enterprise 15 REAH{EA RMT KEHIETT SUSE Linux Enterprise 12 SiESRAHIZE
o

FATEWNE AT SUSE Manager R E— 1% RMT 5241,
diE: 1B RMT
1. £ RMT 65 %% RMT 346
zypper in rmt-server

2. f5F3 YaST E2& RMT:

yast2 rmt
3. BRERTTEHRE,

BXIZE RMT BIHF4MERE, B8N https://documentation.suse.com/sles/15-SP4/html/SLES-all/
book-rmt.htmls

Z352: I RMT 5 SCC R
1. 7E RMT SEfilE, Bt IRE94B A E] PR = SR 7E
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rmt-cli products list --all
rmt-cli repos list --all

2. AP TR E] FBRYFRE B
rmt-cli sync
R LAfEA systemd & RMT BBEEAEEAREIY .
3. BRFEN™m. W, BB SLES 15, HIEfTU <!
rmt-cli product enable sles/15/x86_64
4. RERPSWHIESHITNEFE, FLRfIFR, FEEENERMER /nnt/usb:
rmt-cli export data /mnt/usb
5. REBRAEEFEES L EI A HEF6E:

rmt-cli export settings /mnt/usb
rmt-cli export repos%mnt/usb

o HREINBEEIEHE RMT BRFAEMER. ALUE /ete/rmt.conf BY cli EOHEH
RMT BFi&E8,

9.1.2. A% SMT

SMT BEREMI7E SUSE Linux Enterprise 12 A, BJFEFEIRIETT SUSE Linux Enterprise 10 X ESRAENEF
Bio

SMT ERIETE SMT L6l _ESIB— Atk B RURD B FEMR .

BEXREMEE SMT MWEZAT, 528 https://documentation.suse.com/sles/12-SP5/html/SLES-
all/book-smt.html,

i32: 1§ SMT 5 SCCRY
1. 7E SMT 2k, lE—MEUREEIR M

smt-sync --createdbreplacementfile /tmp/dbrepl.xml

2. FERPHHRESHERTEEME. TR, FHREEEBERMUER /nnt/usb:
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smt-sync --todir /mnt/usb
smt-mirror --dbreplfile /tmp/dbrepl.xml --directory /mnt/usb \
--fromlocalsmt -L /var/log/smt/smt-mirror-export.log
curl https://scc.suse.com/suma/product_tree.json -o /mnt/usb/product_tree.json

o RGN EERE RMT AP A ENER. AJLATE /ete/smt.conf REEEL SMT FBFIK
B

9.2. KFEEE

HERAMERNA SUSE Manager B IH TRIBIE, A HefE SUSE Manager BEBRIS A ENBIE, MNRKRBAX
LE3EE, SUSE Manager nJREL AN EZ ™ fho

SLES 12 fIE&FEM™am, {40 SLES for SAP 8% SLE HPC
RMT: rmt-cli products enable sle-manager-tools/12/x86_64

SMT: smt repos -p sle-manager-tools,12,x86_64

SLES 15 F1IBEFERI™m, 540 SLES for SAP % SLE HPC
RMT: rmt-cli products enable sle-manager-tools/15/x86_64

SMT: smt repos -p sle-manager-tools,15,x86_64
RERGBEEHSE,
AUBEEMEITTEHREREN, EXBRERGNTRBENFEEENFHAER, BB

RMT

https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-
mirroring-enable-disable

SMT

https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-
mirroring-manage-domirror

9.3. BB ERBIARSS 85

25§ SUSE Manager KB N BT ERAIIRSS S, BIRBYIERENZERRBIRE.

9.3.1. &

BN ARHAREIS B IEZRIARSS s8R FB A EPML (VM) W07 T #% SUSE Manager ARS5 23 R43EFR == &7
£, B2 Installation-and-upgrade > Container-deployment,


https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror

HEE, ITRE— 1o SHREE S --nirrorPath &, FHIE </media/disk> B EayiEE =
mgradm install podman --mirrorPath </media/disk>

9.3.2.F#®

WMREEMET SUSE Customer Center #IEHVaTENE (R, ALIERTRED BT EZENRS 2%

a BTRZNABEEGITIGATER —HEHR LA A WMRKEHFMERE, BREMEL
B, BNSEEBIERT,

gi2: RS EMFERZRSSE

1. EE5) Tomcat fRS:

mgrctl exec -ti -- systemctl restart tomcat
2. RIFRASHIERE -

mgrctl exec -ti -- mgr-sync refresh
3. TR

mgrctl exec -ti -- mgr-sync list channels
mgrctl exec -ti -- mgr-sync add channel channel-label

EEE, WRIRET server.susemanager.fromdir, SUSE Manager ¥ k% SUSE
o Customer Center SHEIEEAM. HR, RARBEF—EEEE, MARIT SCC B
MRz,
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AV 2 N e Pardax
Chapter 10. R = B] EIE
HEE = B B PTRER XY SUSE Manager #IEEM X 451D ER M, ERLEERT, XMEMAAIME,

SUSE Manager ==BEMXLEINAIBEETE, EUERZHMNERMEIENES, FMEIREEE
/etc/rhn/rhn.conf BRB X HHEE.,

SENRBENERNITAZERTESHER, SRRENBFHEMIELE—FER, HEERUETAE
/—_T_\_%ﬁ%l]o

10.1. R IERER
SUSE Manager BN TER:

e /var/lib/pgsql
e /var/spacewalk
e /var/cache

e /srv
&R LAEA spacecheck_dirs SHBERZBMNE R, AUIEEZ I BERHBATEEES IR,

fan:
spacecheck_dirs = /var/lib/pgsql /var/spacewalk /var/cache /srv

BEXEHNFHAES, BHER https://documentation.suse.com/suma/5.0/en/suse-manager/
installation-and-upgrade/container-management/persistent-container-volumes.html,

10.2. E{E

RINERT, SREAMERNIAZREDFESETATIER 10% BY, SUSE Manager SEIBRE S, HREMER
META=ER T SR A=IERY 5% BY, ReIERBER,

&R LUER spacecheck_free_alert #1 spacecheck_free_critical B3 EHRXLEEIRFAE,

fplan:

spacecheck_free_alert =10
spacecheck_free_critical =5

10.3. XHIARSS

FINERT, HAEXBEIREBER, SUSE Manager =% spacewalk RS

&R LUER spacecheck_shutdown B¥EKILITH. true ERBXHATIEE. TAEMEBEZRBEXFNEE

EEEEn] 0. =nves 59 /168
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10.4. RRZEHEE

flgn:

10.4. A= EIRE

RANERATENETR, ERAUERUTHTTELEALTA:

2F spacewalk-diskcheck.timer f§, WIRAFNEBIRHE, FELLXEHRBEFHGER, BEESZENNEE
REE R TUERITRER,
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Chapter 11. G EM EIE
11.1. BRI EBTIA

SUSE Manager A RAAEESWERBMURERARE, FHIFEREXRRGEFEX,

HiE: MEMEEIRE

1. EXBRGEHEK,

EX—MRGEREXHHEESE (gitEEERER) BX5K.
. IR,

. FBREHEE BBRETE AEE

oW N

SUSE Manager SRR ERIIFELEEL . Dockerfile #1 Kiwi BRI R 55,

Kiwi 12X A THEAZME. EMREMEMIRE, Kiwi EXBENIMEEEXKTIEXAIXGEREBR,
HERZNIRS 28 EBY /srv/www/os-images, SUSE Manager i@id HTTPS M //<BRZ528-FQDN>/0s-images/ 12
MURTFEX, MEGEEEXKUERE—N, FIBE X,

BRIGIZAETE /srv/www/os-image/ORGANIZATION-ID R,

11.2. HeslR{R
sLibe Manager
mage

Build Host

Salt Minion

CaasS Platform
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11.2.1. &K

AE3INBEEA FIiE1T SUSE Linux Enterprise Server 12 SiE &S hr4AHY Salt BF UK. EHFAZET, IEHRFREIR
BHEUTENR:

o —MBE Dockerfile MEBEMANEAHE git EEE. ZEFETURL2BHEZAN, NREE
GitHub. GitLab 3% BitBucket L,

o —MNEWEEMNIRGEFMHEK, BI40 Docker ‘EAR,

BXBBFMEER, BB https://documentation.suse.com/container/all/html/Container-
guide/o

11.2.2. Gl EM,

EfEFA SUSE Manager #1EM{E, BRBECBHRE—MEEN, FEMWEENSEIT SUSE Linux
Enterprise 12 S{Emh A Salt EF . ATEIESETHREENABRE.,

WZEN LRRE RGNS BARIRIER LR IFRFILEC,

30, 1£i5%7 SUSE Linux Enterprise Server 15 (SP2 SEShRZA) 21FRFRRZASHIME

o FH EMEETF SUSE Linux Enterprise Server15 MIBR{&, 7£i51T SUSE Linux
Enterprise Server 12 SP5 3% SUSE Linux Enterprise Server 12 SP4 1&{ER Gk AHIH5iE
FH EMEETF SUSE Linux Enterprise Server 12 4%,

FFFBARRETE,

£ SUSE Manager Web Ul #, $iTIATHBRUECEMEZEMN:

gz WEEM
L ERG METETEZBISENNREINN Salt B3,

2. FFMAR P BN ALATIEPIERESIER, BIRYE > MPEEHSHARSER (fl70 SLE-Module-
Containers15-Pool #1 SLE-Module-Containers15-Updates) o 2 [ EeRiTiE ] LAHBiAo

3. ERGAT > BEIES, MMAREETIRPERABEEIN, ARRE [ EMEME] A

4. @®IMNA Highstate REFMBEMLBNREE, TRADTNEFEEKE > Highstate, AFRENA
Highstate, @¢#&, M SUSE Manager Server en<{TR 8 Highstate:

salt 'Syour_client' state.highstate

11.2.3. AR QIEBUEEH

M SUSE Manager 192 A R EATMERGENEEEXKIBUERANBE. AN RESENLERN
BIE— NGB EEE R,
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11.2. FEEIR(K

o BHRASE, BE—SEELBIHERS, BIREEREER SUSE Nanager Defaulto

giE: SIEEEER
L EERG > MESH,
PRELART i B
3. MABBBRIEBET. ER THREEEE S AR RN MBI,
4. B [ EMEREA ] Wik,

BXi¥4ER, 152 Client-configuration > Activation-keys,

11.2.4. 2GR FEMEX

WENFIEREIFHXIRGEERX, ANEEEXIERGFHERIES.

i= Image Stores @ & Refresh | + Create

Items 0 -0 of 0 Select All 25 j items per page
There are no entries to show

Page 10of 1

B2 SIEMSRIEMER
L EEmRE > FHE.
2. BEOIRLBIRHFE

# Create Image Store

Store Type *: Registry El

Label *:

2 Clear fields

3. EREFRPEXRGEFHEXBIZT.
4. @EIHET RI FREMHMEIMERNEE, ZRERERFIMRIN (TEERREEZING) BT2R
R # (FQDN)o

registry.example.com
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AR URIEB] B T8 E EREAR MR PG EFHEX,
registry.example.com:5000/myregistry/myproject
5. B [ 8 | LURINFTRY IR G FiE X

11.2.5. MG EE X4

FrERRREGHEERAESWRINPIRGEEXHBNEN. ATESHXEA SUSE Manager Web Ul ¢
RGECEXHFRIER.

i= Image Profiles @ & Refresh | + Create
Items 0-0of 0 Select All 25 j items per page

There are no entries to show

Page 10of 1

Bi2: IEMGECE 1
L BOIRBGEEAE, BEEMG > REXHE, REHE[UR]

# Create Image Profile

Label *:

Image Type *: Dockerfile j
Target Image Store *: Select an image store j
Path *:

Format: gituri#branch:dockerfile_location
Activation Key: None j
Custom Info Values: Create additional custom info values j

& Clear fields
L

2. BRI E F R HIRRECE X R R Ro

o NREHBBRAITICRALIUT myproject/myimage BB, BEHFREHBRIEE
XEMER URI 25 /myproject F&Ro

3. {3 Dockerfile fEA ARG SEHY,
4. FRTHRE MBI EFEHEX FERPIERE TR R,

5. ERFRFERS, #N GitHub. GitLab = BitBucket fi&7#ZE URL, 1% URL [ZiZ=2 http. https HLHEEH
IO URL, ERUTRZ—:

GitHub B&{2%EIn
O  GitHub 2R INE#EEFE
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https://github.com/USER/project.git#branchname:folder
O  GitHub AR B #EEFE
https://github.com/ORG/project.git#tbranchname:folder

O GitHub &3 3IE

MREH git EEERLTHAN, BEMEEXHR URL UEBESHRIE. EAUT URL &
GitHub <R#1THHI0IE:

https://USER:<E{HI0IE < h&>@github.com/USER/project.git#master:/container/
O GitLab BRAFIEMEFE
https://gitlab.example.com/USER/project.git#master:/container/
O GitLab A1 B 77
https://gitlab.example.com/GROUP/project.git#master:/container/

O GitLab €& {3 IEIE

MREW git EEFEERTRNBERTATIAR, WEBEKREEEXHH git URL IEESHRIE. FH8
LI URL /803832 GitLab $h#TE ML

https://gitlab-ci-
token:<B 4 IIE L hE>@gitlab.example.com/USER/project.git#master:/container/

o NRIGKIETE git D%, MIRIASEA master P2, WMERKIETE folder, MIBR{E
J& (Dockerfile J8) FMHA{F GitHub & GitLab checkout #HIIEB R+,

6. ER—NEUER A, AUARATHFASEAEEXFREGISKEIEREEMIR .

o RAERASREEEXHXIKG, ATUBRERZEEXHNEAREGEHSERLE
TRBYAR himiE LA R iZd@iE R R AR B

7. B [ eI ] .

11.2.5.1. ;=5 Dockerfile jJ&

https://github.com/SUSE/manager-build-profiles £&% 7 Al &8 £ RARIBRGERE X1
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ARG S HHIRITEMIRIES SUSE Manager IREMIFAEMIFEEMERXEL, ARG BEETTAT
WEARTHWEENARSFA SUSE Linux Enterprise Server HrZ<9 SUSE Linux
Enterprise Server B{&hiR 7,

o BI40: ARG repo SERUUNIERMEFEXHR echo s EIRIEMRIKRE, ARKEIENE
PR @B hR A BB TR S o

77 B SRR EIBRRECE X BIBUE B IR E

FROM reﬁistry.example.com/slelespZ
MAINTAINER Tux Administrator "tux@example.com"

### FHIR: XLEITEES {productname} B2 & 1EH

ARG repo
ARG cert

# ARINIEMRBYIES .
RUN echo "Scert" > /etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT.pem

# BIEREEFMHE
RUN update-ca-certificates

# Y5057 R R R TR N EIIRIG ,
RUN echo "Srepo" > /etc/zypp/repos.d/susemanager:dockerbuild.repo

#a# 45K XEEITEES {productname} BB & EA

# ANINFT BRI
ADD add_packages.sh /root/add_packages.sh

# ITITHT BRI
RUN /root/add_packages.sh

# ¥ f5 MBRIR FR PR AETF R 1R ;
RUN rm -f /etc/zypp/repos.d/susemanager:dockerbuild.repo

11.2.5.2. FHBEEXEER-EXI1ER Docker buildargs

AR EENXEEE-EY, S EEEEIMEEEE XM, b, XLER-EIEEAN buildargs B4
Docker &<,

EXTTAEEXESRBNCIZEMESRIFHAEFS, 155N Reference > Systems,

11.2.6. ¥R

B RS ARG, PTLUEANSMAEPERERG > 92, HEHRG > BREXHTIRPIWEELT.
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% Build Image @

Version:

Image Profile *:

Build Host *:

latest

Select an image profile

Select a build host

Profile Summary

j @ No profile selected

El

Earliest: c3 05.06. (o] 18:C | CEST

Add to: new action chain

SiE: WERE

L. BEEMAR > 1R,

2 MBEFEERWANRIHRE (REFBEX) , MEEREHARE, ERNTRNTZE
3. SEEFNREEXAAEEE.

o FEIRMEFRANNEEXHEE, EEERNEEEXHE, BXPMEREXMH
BIIFAR(E SR BRI X,

4. BERHHEIR, FRE 8] .

11.2.7. ENRE

BRISANREEERG, ELMNSAZEFRG > BREFIR, BESNIHEENXSE, SIETR/E,
SN FIFEBRET R UE Lo

2. SFAREK
L fEIGO> BEFIRS, BE [ SA]TFSARGIEE,
2 ESNREIHFEFHES U FFR:

BR{RTFAERX
EMFHIERBREHITI BBV EM R,

BRI A R
AR AP BREHI R TR

AR kiR 2s
TERRER AR BRR B AR A

HEEM
FAF RN AI G B BRIR YA 32 E o
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HEEA
AR, ElRHBTRERGHNRMTEERNRKRZ.

3. BEH [|N] A,
FERNSTEEIRER EIRIRIN, FH1E SUSE Manager L RHHOEIREIZIE,

WIBFTERE, ERILUERGTIRPIRIIESANREG, EEEETFAERT - M FENE, BERZREES
No BETLATE HEET%E’J*E%"”ﬁlﬁ-ﬁJ:EEUE‘,«‘?r)\HHET%E’\JKEﬁo

11.2.8. &=
TEEABREGRFEN—LEXn)::
o BT IAIREMERDE git fEFER HTTPS IEBRLEE B E MRS X4 EPE R E F i,

o BRIARZFHER Docker #1T SSH git i5ia),

11.3. B EFR AR

BRIFRAZRIRGE Kiwi REAFWE, HWEMREATBENX, FILZE PXE. QCOW2. LiveCD ZiEfhREFIMRE,

X Kiwi MERZIFAER, 52 Kiwi i,

11.3.1. KR

Kiwi BRI THEEE A F351T SUSE Linux Enterprise Server 12 #1 SUSE Linux Enterprise Server 11 9 Salt
& F i

HAIFE LTI E 2 —1A1R] Kiwi BYRECE X4 FIBCE M2

o Gitfi&FE
o HTTP #£E tarball
o KHIMEETNBER

BX git REMNTE Kiwi BEENRA, ESL https://github.com/SUSE/manager-build-profiles/
tree/master/OSImage.

o NFIEITREMR Kiwi IWRERIERZGRENEN, EOFERM 1 GB RAM. BIAFTFEHE
TEREVRFIREGBISEFR AN BXFAER, FERNRERFHINL,

11.3.2. gEME A

E{EF SUSE Manager #WEEMIRE, BEIBHEE—MIEEN. BRERFREMBENZE SUSE Linux

Enterprise Server 15 (SP2 S{&=Shk7<) ZLSUSE Linux Enterprise Server 12 (SP4 s{E&hArads) LizfThy
Saltg)ﬁ'ﬁﬁuﬁo
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SRR S E TR EH AR ECE

R EN ERIRER RIS BARIRIR EBIRIERRILEC,

40, 1Ei=1T SUSE Linux Enterprise Server 15 (SP2 SXESIRA) IRIERFRRASHIME
EN EWEETF SUSE Linux Enterprise Server15 HM{&, 7£i5fT SUSE Linux

o Enterprise Server 12 SP5 2% SUSE Linux Enterprise Server 12 SP4 1&{F R GihR A HIH532
EN _EMEETF SUSE Linux Enterprise Server 12 BBR{&,

TELIBEB R REMRIEE, B30, HITEETT SUSE Linux Enterprise Server 15 SP3 #Y
Raspberry Pl (aarch64 A& 4513) 9 EN 972 Raspberry PI SUSE Linux Enterprise
Server 15 SP3 &,

i342: 7£ SUSE Manager Web Ul FREZEME M
1L Z&%> BRTIEPEEEIEENEEINNE ik
2. SMEIRGAT > BHET£, AMMAALESRIZMERAMGHIEEN. 2L [ EHEKE]HiA

E d186.suse.de ® @ Delete System | © Add to SSM
Details Software Configuration Provisioning Groups Audit States Formulas Events
——

Overview Properties Remote Command Hardware Migrate Notes. Custom Info

Edit System Details
System Name: d186.suse.de

Base System Type: Salt

Add-On System Types: [_| Container Build Host
[/ OS Image Build Host

Description: 0S Image Build Host (for KIWI images)
Facility Address:
City:
State/Province:
Country: MNone j
Building:

3. SMEIRKAT > 0k > MFEE, RIFEWETVRAEBAFEHREEE,
o

SUSE Linux Enterprise Server 12 #§32E#FE SUSE Manager ZFig TR (SLE-Manager-Tools12-
Pool #1 SLE-Manager-Tools12-Updates) o

o

SUSE Linux Enterprise Server 15 12 F#1FE SUSE Linux Enterprise Server &R SLE-Module-
DevTools15-SP4-Pool #1 SLE-Module-DevTools15-SP4-Updates,

© EEBREZRH, ARBE[HIA]
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4. EIRA Highstate ©% Kiwi MBS ENREE. ERAATTUEFIEZFIRES > Highstate, REREH
[ BZF8 Highstate ], 3¢#&, M SUSE Manager Server es<4TR A Highstate:

salt 'Syour_client' state.highstate

11.3.2.1. SUSE Manager Web AR53 28 2 HIE+ RPM

R ENBEER SUSE Manager IE+H RPM EFIZIMEEN. LtIEHRATFiH8) SUSE Manager 1R IHAVEFE,

JZIEE mgr-package-rpm-certificate-osimage ¥TEMIZAITEE RPM ., 2K SUSE Manager HAjE]
S BhARZITaM 4,

HIEFR spacewalk-certs-tools MHE BN, ARAERERRINERRZITEMHE, EE, NRIEPRZFE
BRHAATA, BEALIIETREER --ca-cert-full-path <IEBEREZE> FhiEMAIZITERIZA,

11.3.2.2. T4 E ARG

/usr/sbin/mgr-package-rpm-certificate-osimage --ca-cert-full-path /root/ssl-build/RHN-ORG-
TRUSTED-SSL-CERT

BEIEBH RPM R BFE7E Salt AJIARABE RS, Flun:
/usr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm
BEIEFHR RPM B R4 N EF iR
/var/lib/Kiwi/repo

EMEIRERIEESE SUSE Manager SSLIEFH RPM 48, HAREN Kiwi BEES
rhn-org-trusted-ssl-cert-osimage £ bootstrap E853 PAEHRHEFE,

5% 3. config.xml

"%packages type="bootstrap">

zpackage name="rhn-org-trusted-ssl-cert-osimage" bootinclude="true"/>
</packages>

11.3.3. AR ER SR AR BUERSA
QIRSEE (EMRMENBEREME TR ERIEEEE) EENREEN,

WA RUE R AT BEM IR E R SR G
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11.3. RFRZRG

o EMBIRERFGMEG, FE—NSBEXBKINEEEH, B1EERER SUSE  Manager
Defaulte

diz: IBACEEA
L 72 Web Ul 1, ¥EZRE > BUEHH
2. BEHLIRER,
3. WARBRIEAET, HER THELEES BB R EMIEE,
4. g [ MIEATESEA ] Wik

BXiFMER, 158 Client-configuration > Activation-keys,

11.3.4. I E2MERFHEX

BRIERZMEOIRERTEAEFRTE, Hit, RITBWSIRERAFMEGFRERKEEBSFENSX LK Btrfs
FEL, HERSXDH. BIANERT, BREEFEMEXAITF /srv/www/os-images,

BRI Kiwi WRERNATHRERAMRGE. EPBREGH EtEHNREGEEX,

o BRIG IR IFETE /srv/www/os-1images/<£H43-1D> Fr, mhEl HTTP/HTTPS
https://<susemanager_ZF#l>/os-images/<fH43 1D> ifid,

11.3.5. BB RRGECE XX 14

£ Web Ul BIRBURERE X o

i= Image Profiles @ & Refresh | + Create

Items 0 -0 of 0 Select All 25 j items per page
There are no entries to show

Page 1of 1

giE: SIEIRRECE N
L BOIRBMEGIEX M, BERG > REXMFERE, ARSE [ R]
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# Edit Image Profile: 'SUSE-Micro0S-Default’

Image Type *: Kiwi

Target Image Store *: SUSE Ma

Kiwi options:

Activation Key *: 1-image

Custom Info Values:

These key-value pairs will be added to the build command as 'buildarg' values
Create additional custom info keys

# Update & Clear fields

. EREFER, REREGEE SRR

. 2R Kiwi fEBREGEEL,

. Rie BohitFREFEX,

5. AEEBEE Kiwi EEXHRIERAEE URL:
a. git URI

A owN

b. HTTPS tarball
c. EFEVAHE RV

6. IRIFFBERMA Kiwi ETL R Kiwi BEXHEE T EMECEX M, BHER --profile <AFF> EIFETHE
BEXf. BXREMED, BS A Kiwi X,

7. ER—NEER A AUARATHFASEAEE X FREIEKEI ERAEEMIR 6,

o RAUERASREECEXHFEXEK, UBRRGEE X HER ERI IR @EE TR
e

8. B [ e | 1A,

FRRETED
O iSMmIfETERER git/HTTP(S) URL

B EMENEGHRFITE git fE7FER URL, RIBEEENSR, Z URL BTRER:
https://github.com/SUSE/manager-build-profiles
BILATE URL Y # FREEEE— M0 X, WWRGIERT master 3% :

https://github.com/SUSE/manager-build-profiles#master
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AILTE : FREEEEESMERNE R, tRFIERT 0SInage/P0S_Image-Je0S6:
https://github.com/SUSE/manager-build-profiles#master:0SImage/POS_Image-Je0S6
O f&M tarball 89 HTTP(S) URL
ERIEETE Web ARSS28 EAY tar 714 (E4E3KESE) #9 URL,
https://myimagesourceserver.example.org/MyKiwilmage.tar.gz
O MEIN ENERMEEZE
BWAEE Kiwi ZRAFRENERNRFR. KEROBTEEENHEEN EFE,

/var/lib/Kiwi/MyKiwilmage

11.3.5.1. Kiwi B9

Kiwi JBZE/DEE config.xmle BEEAIEE config.sh # images.sh, FERUBEEREE root FERTH
RAMGBHRRIX 4,

BX Kiwi WREFNER, BB Kiwi 305,

SUSE 7£ SUSE/manager-build-profiles 23t GitHub f&7FEE R4 T ThAEFF SR ERI R G,
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11.3. R ERFAIRK

5% 4. JeOS config.xml 5 fl

11.3.6. ¥ ERE:

BJLAGERE Web Ul LIRS ADEZIRG: . ZEiRBR1 > 1938, SR EMEG > BREXXH7IRPHWEET.
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% Build Image @

Version: latest Profile Summary
Image Profile *: Select an image profile j @ No profile selected
Build Host *: Select a build host j
Earliest: i} 05.06. o] 18:¢ | CEST

Add to: new action chain

SiE: WERE
L. RS > 1R,
2 MPETRERMANRIRE (REBTAR) , MEEBEMIRE, FRNTRRIER.

3. EFRREEEXHFMEEEN.

o MEFRANZETREEXHEE, EEERWEREEXME, BXRMEEEXHEY
BAEERERELL,

4. BERHHEIR, FRE 8] .

BRI, WRIRS R AR T A RN E RS, NRER, BHER
() B root SHE(T Gnome 2iF, MBS EMERIEFEDET, NG AL
=H, ERGHRBAEATE, MHSEEK,

BRINERGSS, WEMERMEEIFIE. EHREME, SUSE Manager ZWEBXRENER!

o BERRENR AR
o BREHRIT
o BRGTIFE ARG AT
ISEATEMBMEATIZ PXE, MER4EM—1 Salt pillar. B& pillar ZHE7ESRR
, Salt FRATTLUHING X ERBRE AT, M OIERME S FR T (L B AR EIET
(’ RIS, MERBAL. WEZISHENEE, ==,

E B pillar AJHFFEERIIE P IRER.

11.3.7. &35

MERGFETHR/LMEXNTE, WRWEKXK, BAE Salt REERNWEB TR THERKRE,
EEMES, AILBITUTHRE:

o MRENZERLUARIGER
o MEEWNIH SUSE Manager fRSS 28 LR E NMRGIRE T B ISV T Ia]
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o HUERTAREXREXT EHRVIEE
[ ] ﬁﬁﬁﬁ’]*’]L/ IEI:Iﬁ)dZ

o BE SUSE Manager NEBH RPM

BHEREER

WE, HEERRE

/usr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm Tigft,

BXNERIFAIES RPM (IF4E R, BSW 02 E T,

11.3.8. BRI

AT ESEARGREEN LB,

o ATFIAIR HTTP IR git iETFER HTTPS IEBRLET B E RS X G EBR R F s, FHHTEE,

o FZFFANET Kiwi BIIRIER,

11.4. M ERIBRIRTIR

ZIIHFTANERERE, HEFREG > BREFIR, RS ERPIEBRERTIR,
& Images @
[Jshow obsolete
ltems 1-30f3 Select Al

O Type Name Version Revision  ypdat Patches Packages pByild Last Modified |5
[0 Container Image  suse_key latest 15 (] 0 0 (] 21 hours ago

[0 ©Simage Building profile: suse_os_image - 2] 0 a @ 2 days ago

O o©Slimage POS_Image_JeOS7_uyuni 7.00 1 (V] 0 0 (] 5 days ago

Page 1 of 1

& Go to OS image directory listing

ERBREARX IR EIERGEIRIR. WA EITRRAWERRS. ) UEEMREERTRS,
RGBT IR BB TR,

& Import | & Refresh

100 v items per page

UK FTREIE A T

N TRERRIRE, %ﬂ*ﬂﬁ&zk—?—ﬁxﬁf B Kiwi J&, ERTRRESEN. EAEREsmEANE, X

LR RREREX A RZFETR—MEE &R,
EITIRSESRRINER BEEE, NTRERFMRE, S METRAIUEEETHZ.

NTFREREG, FEFRASRERNRE. EXIBEITR 4. #TF HNEERERE
I BT EAE ) HX BT AR,

BEHRG LW [4T ] FHRER—MEANE, FANESSEXAT NHTTIR.

FIRMEEEE.

BE [MER ] A MTIRPRIFRR G RTES
&1ThiRo

NSUSEWEREEEREI0N | ... o smeiz iz

, AILERETR

RGP RERFIEIGE

IBRRE R FBRIGIFAEX I REXBY pillar FIXX M, UKIBSHY
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11.4. ¥ERABRIK TR

0 NEHRENRERE AR, 42 BT THREaTE,
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Chapter 12. EhitZRHEIFES

NBEERLHNENIER, TJERMRMIZETE SUSE Manager Server X EXfhEXEAMET 281, HHiE
Mz EEEMBIPIBESEIS. SUSE Manager Server BX&% (IR 23aA2F MERRSS283¢ SUSE Manager
Proxy) B2 EIFM, HAERARERHPREEZEEN.

SUSE BEiIVEIRLE SUSE Manager %Etﬂ SRS ENRS, XBERSSE. RBENEEEN. NERE
SUSE Manager Server (RIFEHTIRES, AIRELEAENENEMIFRMELE S,

FERMET —HEVNEEZNER, ERESEXATEN P ENESEENEE.

12.1. A5 28

iFi2: IRSB[EE
1. N &HEH.
2. IREREARIERHARS o
3. 1817 spacewalk-service status HICEMBXENRSEEEERIET.

AILERRH B EERSEREEMN.

o BXMEMA YaST M58, #EE M https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-
onlineupdate-you.htmlo

o BXMER zypper HIEE, BB https://documentation.suse.com/sles/15-SP4/html/SLES-all/
cha-sw-cl.html#sec-zyppero.

A=Y SUSE Manager Server EEBEHERZ M Eim@E, M ENERNRHGES BT NATARS.

EF SUSE Manager #IF5R3, BRBEEREES SUSE Customer Center ZfEMRepository Management
Tool (RMT)o ATLUE RMT F1EMTFFIEIZMIF IR A R EETR,

ALUERU T o EEMBEREEENRALAA:

zypper Ir

MR

S 2. 5= 78 /168
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Name | Enabled | GPG Check | Refresh
+ + +

SLE-Module-Basesystem15-SP4-Pool |Yes |(r)Yes |No
SLE-Module-Basesystem15-SP4-Updates | Yes L(r ) Yes | Yes
SLE-Module-Python2-15-SP4-Pool |Yes |(r)Yes |No
SLE-Module-Python2-15-SP4-Updates |Yes |(r)Yes |Yes
SLE-Product-SUSE-Manager-Server-4.3-Pool |Yes |(r)Yes |No
SLE-Product-SUSE-Manager-Server-4.3-Updates |Yes |(r)Yes |Yes
SLE-Module-SUSE-Manager-Server-4.3-Pool |Yes |(r)Yes |No
SLE-Module-SUSE-Manager-Server-4.3-Updates |Yes |(r)Yes |Yes
SLE-Module-Server-Applications15-SP4-Pool |Yes |(r)Yes |No
SLE-Module-Server-Applications15-SP4-Updates |Yes |(r)Yes |Yes
SLE-Module-Web-Scripting15-SP4-Pool |Yes " |(r)Yes |No
SLE-Module-Web-Scripting15-SP4-Updates |Yes |(r)Yes |Yes

SUSE Manager X F4EIFEHT (MU) LUREBSERIIEE. HEIPEHRBMHBRES TR, i, L% MU
&, E&1ThR 4.3 &g 7H 4.3.1,

A LUBE EE Web Ul REMAZEIHE B RREEIEEEITHIMZA, EaI LA api.getVersion() XMLRPC
API B RIREVAR A S,

121.1. FEFmITH

LRSI EMY, BEEERANEFFF K LENRELETR, HIE—TEFMEF LR salt-ninion. zypper #
HiniBXBERHE, BE—RERTRIFXEM. F10, IRSEEHNEIFERTESSIAFD Salt FhRAE, A
&, Salt BFPFinE—EREER UASRIERIETT, BERIESHME@E,. AT EEXMER, TESNERT
BESWEH salt-minion BREFE. SUSE BRIBLA IR LEH salt-minion,

12.2. B 28iEI[EP ME AR 28
NRIEFERIRS 2BIEIES MBIRSS 23, 57E SUSE Manager FRSS 2B He i Ex E# 7B,
BXRSESEEESEMEE, 155 Administration > Iss,

12.3. IstARSS 25

MR IEMER Prometheus ¥511ARSS28, IE7E SUSE Manager Server Bise /et #1178 #o

BXUMAIFEAREE, 520 Administration > Monitoring,

12.4. 32

SUSE Manager Server B#i5epkfE, NIEN=IIBIER.

—RIERT, FFFETESHMRE ERRSS[BERNAIE, E—FIIMERREENE, MHELRE
MRS EE, EILRIERIREERIETTIRMRZS,

A SRGETHRIRES, AEEFHREIMRIE,
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Chapter 13. iS5 25i8][E S

INRERET 2 SUSE Manager, BNREERSHBZEIEFIANE. ERIRSSHEERD (ISS) AAIUFH—8HK
5 (F) HBUE, ARBESAZ—8 (Bf) BRSH. XNTFROEAEZIAERNRERER,

o T£55 2 AR ISS SKELAR, SUSE EBRT EMBES. BILATESEST SUSE Manager BRS528 Z [818H
F—FESENSARE.

g M SUSE Manager 5.0 46, ¥FRRSHBEIET (B4 1) Thie, HEESMESEEE
BRo

13.1. lx5528iBIRAZ - hik7s 1

g M SUSE Manager 5.0 7r4&, #5x5HRSRERT (B4 1) Thee, HEESRARRKHEE
BRo

MRERET £ SUSE Manager, BRERRENERNBHNRSERF—H. IRSB[/ERD (ISS) AIFEEM
MNEE % SUSE Manager Server HEE I 1RIF R

ZIQE ISS hr#s 1, FER— SUSE Manager BRSZSBEXAERSEE, BHR—TMEXNIMEIRS 2. WMRE
BEEAR, RARMIERAERSHEE,

ISS  ERSB|BZFAAUMAERSESE, REAELEETMNERSSE. XEKE, FEBL
BIEXEMBIRSS SFHKIZE 1SS £RSEE. AEBEIR ISS MBIRSSFEREIEARSS 2
FKig B MBARSS 280

g2 1IRE ISS RSS2
1. 7£ SUSE Manager Web Ul /1, SMEIEE > ISSEE > EIRSZW/IGE, REEE [FMHHIMERSE 1.

2. EARIEMBIRS BRATIIHEES, 1SS ERSBVBHIE—MMERS SFIRMHELUTHAT:
O EMNERSHMTERETEIHZFESD, WA ISS MEIRSSSH FQDN, 40 server2.example.como
O ERAFMNERSRES? EREUSANBIRS (5 ERSENESD,
O EREFREALRFINERSR? EXELUSFREARRTIILMERS S,

3. B [ QIR ] LUARIN 1SS MBARSS 280

4 ERFSHMEAARES, RPEEAFEHPBEUMNBRSBSHIIERSENAR, AEEE [RF
HA ],

FIRE ISS MBIRSZ 22 A1, FERRMEEH CAIES,

B2 BERSS S CAIEBEFIEI 1SS MEMRSS 23

1. 7£ ISS FARS328 £ /srv/www/htdocs/pub/RHN-ORG-TRUSTED-SSL-CERT A3%El CA SEP, HOIE—alfE
WE 1SS MBRARSS 2RRIBIZA,
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2. 7EISS MEBRRS 23 £, & CAIEPRXHREE] /ete/pki/trust/anchors/ BR.
EHPREPE, FILUZE ISS MERS 23
i212: 188 ISS MNEIR3 23
1. 7£ SUSE Manager Web Ul /1, SAIEIBIE > ISSEE > NEBIRSREE, RS [ RMFOERSSE |

2. ENERSF[AETXEER, JAIEISS TARSBAIIRS B[R IATHT:
O EEMSHFNT2MRERFERP, WMALMERSEEN 1SS EMRSH[H FQDN, fBI4n

. serverl.example.como

O fFItFARSE CA EPHXHERFEPR, BN CA IEPE ISS FRSSI EREITEREF, LIRERNS
/etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT,

3. B [ FINFREYERRSSER | 1 1SS MBARSS 2RI E L EARSS 280

di2: 5eRK 1SS igE
1 7 15S NBIRS B LA SIRRHT, 5SS TRSHES:

mgr-inter-sync
2 T BRESRAEE, HERUTHS:
mgr-inter-sync -c <i@i&E & >
3. 7 SUSE Manager Web Ul &, SEIEIEE > 1SS BE > REE-MERS B, HEESRSMER,

13.2. lx552ziBIRZ - hig7s 2

INRERET 2 SUSE Manager, BNREERSBZEIEFIANS. ERIRSSHEERD (ISS) AAIUFH—8HK
5 (F) HEUE, ARBESAZ—8 (Bf) BRSH. INTFROEEAEZIERNRERER,

o 7E58 2 A ISS SKIRHR, SUSE EBRT EMBER. BILATEFESTT SUSE Manager BRSS528 Z [8]8H
F—AESENSARE,

13.2.1. & ISS 48

EFER 1SS, FERRRS 2B IRIRS 28 L& inter-server-sync S,

13.2.2. RARS

0 IR B AR SE(TH B> RIS ngretl terms

B2 SRR 88 ERyEiE
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13.2. [RS3R[iFRY - hRds 2

1. BRARSS 28 ERYEsSITHHIT ISS export 88, -h IR ATRAEI¥4RAS Y

inter-server-sync export -h

SHEdiEStIZ— ML ER, EFEsSAIERMENAEHE.

2iz: KFSHEREHIERRSSE
L. BEHFRSSETNNERSEETRSES. EHLTH, W root HHRITUATHS:

rsync -r <SH B RIERE> root@<BiFARS 25>~/

EFRFFERERE, FHESAXERE,

JiE: EERRSSE LEFAKIE
1 7EEHRARSS 28 LIS S1THMIT 1SS import $ . -h EIATIR (¥R

inter-server-sync import -h

13.2.3. iEFEREE

ERIAZ M /ete/rhn/rhn.conf INEEIBEEIZERE, PIUAFRASE --serverConfig BHEBEMEXHE,

13.2.4. EXIBEH!

o BRI B IRS B[R HBERRE—hRES,
o SHMSNARANZER.
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Chapter 14. SUSE Manager BY7E £ g 4h

RITAREMBEREES SRS, NRENAAHFEMEE (CVE) 4T, BNRETLEZERZEN, AILUE
REAENIRIANIEEEETH, XERFEEESF.

X$F SLES 12 #I SLES 15, IRBEEAIEHIIERERE. AERERERTFXH MBI,

14.1. B I8 4MEE

BREHMTENNZRGEEHFTEESS. b, STHRERTLEHNEFHEENFEREAEES
RERUANENRNZ. ERATEAIEHNEFRESEAEMNEEREESITHRZEIER,.

LA A N EIRE I HNEE

ERNA LR AREERE” RN, HEREERTITHMRAERNRZRA. administration:content-
lifecycle-examples.pdf RNEBT LI 12, XREBINHIBRRT o

&, BILAEA spacewalk-manage-channel-lifecycle TR, thdEEmMmTFohiglE, FTEFRAGSITIA
ARz Web Ulo Z¥38+3$ SLES 15 SP5 MR T thid#2, BRERFER T SLE 12 SP4 SE=ARES,

14.1.1. NTEL&IE*MFEH spacewalk-manage-channel-lifecycle

RENMNEEENIZHEBERR dev (RRFK) . testing 5 prod (RFEEF) o 7EIEEH, BE6IE—
N dev BfEBIE, ARKIZIBEFHLN testing,

SiE: REELHENEE
L EEPIE EHS SRR, Lroot SIS SR EBIER:

# spacewalk-manage-channel-lifecycle --list-channels
Spacewalk Username: admin

Spacewalk Password:

Channel tree:

1. sles15-sp5-pool-x86_64
\__ sle—llve—patching15—pool—x86_64—5é)5
\__ sle-live-patching15-updates-x86_64-sp5
\__ sle-manager-tools15-pool-x86_64-sp5
\__sle-mana er—toolslS—ugdates-x86_64—sp5
\__ sles15-sp5-updates-x86_64

2. &4 init BEEMA spacewalk-manage-channel s3< BN B R RGHN @ E A F A &L e E A4 :
spacewalk-manage-channel-lifecycle --init -c sles15-sp5-pool-x86_64

3. E@BEYIRPEERMT dev-sles15-sp5-updates-x86_64,

MECIER dev RfEEE, HEREMNTEESISHRAER.

J3i2: MRERBEPRERIEELERZAT
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administration:content-lifecycle-examples.pdf#enhance-project-with-livepatching
administration:content-lifecycle-examples.pdf#enhance-project-with-livepatching

L M&RG> REFIRTEERZ ARG E SRIRZNRA, HiE TRZFERH ERIRRZS,

2. 7£ SUSE Manager Web Ul #7, M&% > BRPIEZER iR, SMERG > B B8R, RAEEE
dev-sles15-sp5-updates-x86_64o SFANEI*NTIEM£, AR [ FIH/ER#T 1.

3. EEREEDRRBAANZ, FHiIRASENEF s S a0 AR R N ZAR s,
4. ERRFRE L H e RENAZERNAZARE .
MERNEHIEEIRE TELIEH, AEEHARA  testing, EUTIESR, EFEHEAT AT BRIE AL+ FiEE
RINET & i,
g2 FAHREAIG4NEE
1 EEPIHE LSRR T, L root 9% dev-sles15-sp5-pool-x86_64 BB FHRFF FefEEFHI testing
SRR

# spacewalk-manage-channel-lifecycle --promote -c dev-sles15-sp5-pool-x86_64

2. 7£ SUSE Manager Web Ul 7, MR% > B IERT PG, RAESMERG > REFEE LT+,
3. EHRHFEY  test-sles15-sp5-pool-x86_64 BEHENEEENEMBEE, Hithm MINNELZILHFE

o

4 BE[F—¥], WINATER, ARRE [#A] UMREEN.

DAERILUEREMEE AN CVE4NT, FEBSELEINAXEERNALER,

14.2. SLES 15 ERITELRIZ 4
£ SLES 15 MIEShRAM RS L, RILGEE klp livepatch TEE BTN
EFBZE, BR:

o SUSE Manager B2 E#,

o TBE—1HHMNETTSLES 15 (SP1SERARA) B Salt FF o

o MZHY SLES 15 Salt & iHEFMEI SUSE Manager.

o TENUHINESEIMARLEMN SLES 15388, GF— MRS MELIEHFEE,

o BEFHERZEY,

o REFIHIERIAERILINESHNREBE, BXEFITENFHARES, 155X Administration > Live-
patching-channel-setup.

g2 IREELIGH

1L MRS > BRPERECEFEAETLENEENE PG, AESMERG > REE » REETE, ER
kernel-livepatch REEH L,
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14.3. SLES 12 EHITELRIG4H

E g1 37.suse.de ® & Delete System | © Add to SSM

Details Software Configuration Provisioning Groups Audit States Formulas Events
——
Patches Packages Software Channels SP Migration

List / Remove Upgrade nstall Profiles Non Compliant
—

% Installable Packages

The following packages may be installed on this system.

Select All Unselect All 1-6 of 6 (1 selected) Install Selected Packages

The list of 6 item(s) below is filtered.
Clear filter to see all 2,602 items.

kemel-ivepatch @ Select first character 25 :I items per page
[ Package Name |2 Architecture
D kemel-livepatch-4_12_14-195-default-4-10.1 x86_64
B kernel-livepatch-4_12_14-197_10-default-1-3.3.1 %86_64
D kernel-livepatch-4_12_14-197_4-default-3-2.1 x86_64
D kernel-livepatch-4_12_14-197_7-default-2-2 %86_64
D kernel-livepatch-tools-1.1-9.5 %86_64
[:] kernel-livepatch-tools-devel-1.1-9.5 x86_64

2. WA Highstate LIS FRTELIEHN, ARESISEF o
3. WEEERTELEHEENE I TP RES LRIE,

4 BNERREEHBRAELEMN, BMRE > BFFIRTEREFE, FHRELHTHIAERNZFTR
s

d3i2: BESHTRATRZ

1. 1£ SUSE Manager Web Ul 1, M&4% > BIRPEERE iR, REINSNERER T EF iG] BIYXEM
EXBRGEEHE,

2. BE [XRB]EETHHIXREBHT IR
3. BEFHEBMEETRIANEE: Linux ARNELEEMNEAHT, Xebug®BESH CVERS (WIREMA) -
4. AN IREHAEEN AR TH CVE /S, SJLUTEET > CVE SHitHIBREZMN T, ARENBTERS
EENEF R,
o HIFFMBEAZANTERELAN T, IFELRZAT HL2BRENSINTEESSS
Efr&R. XENHTENAEHBEREESS.

o o HIFFME R 2IERR LUBT N LA T KR, REL BRI ETNATE
RNIZEHRBER, HFEEESS. HXERTERN CVE RKSAEEEETLMNT
P, CVE HI=ERILER,

14.3. SLES 12 ERYTELR384b

£ SLES12 &%k, aJLUEE  kGraft EBIEELKIZH, Bx  kGraft FEFFMAEE, B580L
https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html,

EFaZEl, EHER:
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o SUSE Manager B2 F#o

o BHE—THSZMIBITSLES 12 (SP1HESHRA) Y Salt T i,

o EHY SLES 12 Salt & iHE FMEI SUSE Manager.

o THEMLINESEHNERLEMA SLES 12188, SF— MRS NMELIGH F@E,

o BERHERZEY,

o REFIHIERIAERILINESHNREBE, BXETITIENFHMARES, 55X Administration > Live-
patching-channel-setup.

gig: IREELIGH

L MRS S ERCERRELISHERNE PR, ARERAKATNE -SMIRG > REE > REE
Ik, #Ekgraft REBHRE,

& doctesting-minsles12sp2_DEV.f local ©

nnnnnnnnnnnn

¥ |nstallable Packages

The following packages may be installed on this system

2. W Highstate LUBRELIEH, ARESISEF i,
3. WEBERTELENEENEIEFAIRES ERTIE,

4 ZHNERTEERBRELEM, BMRE > BAFFIRTERZEFE, FHRELEMNHNERNZFTR
&,

d3i2: BEZGTHEATRZ

1. 7£ SUSE Manager Web Ul #1, MRS > BIRHIEEEF IR, RREINIAEERR TR P ime AR XEM
FEXBRRGEHE,

2. BE [ XB ] EFTANXEAHT TR,
3. BRHBERTAER: Linuk ARNZ2EMNERNNT. T2bug ®EB2H CVERS (MREA) .

4. Al MREHMEBRNARTH CVE RS, AILTEEIT > CVE BitigRZA4 T, HARERATEAS
EENEF .

o HIFFTARZATHEELA T . FELARAN T HLZ2ERENRSUNTEESS
EfrERT. XEHTENAGHRATEERSS.

o o HIFFTARZIAE A LIRS N BELA T KRR, FELeRHAREELNATE
NIZEHRBR, HREESS. HWXEEFERS CVE RSAEIEELAMT
B, CVE It ERIEER,
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Chapter 15. #4£1PBYES

fiEF SUSE Manager FRVAEIFETERTNRE, FILUSHRERHMETIE R4EIFRTERHIT. SIRECIR T PRI A2
LHHARENABTE R, WEAEREEIRUIMUITRER/E,

HIFNBNTEARTETRARBE. RABMAHIRFITHRXE, MEFRENZENX R
o WHATIREROETEIEE, Ltboh, AWMZRAVIZ(FEAER, EXAAUNFAER, S
Tl Client-configuration » System-locking,

HIPNERFEAMMBERS. BREXEFHRES (BEESEMEN) NBNE, FELIRA ical
B, BRERHMERBRHPEXNEHREBEFER, SMIE—NELHAY ical XM, THEET ical X
fFACIZRG, AR RELIZBERH

BIRBRERAE, AIREERAEEME) SUSE Manager Server MIZE P i, 18IKE 4P BIETHINE PRI
PR ER LASNERIZ TR IRIE(Fo

ZRIBEIWEFHEITEKREN, ARSEEFPRELET. SRIBEN—LRFISE:

o RFERE

o BFIRFR

o FRIEH

e Highstate A (§X7 Salt & F i)

IR REUREB T RERME, —RMUANENRREH, FRABRIESTF K LSEMPE, FRRIGFEN—LLER
pleE:

0

o MHBEEXHEN
o FEMFRIFR
o THAMMFEE

EFRZAT, BHIE—NELED ical X, SHHER ical XMHLEIEBR, IUEERIFHNBEHIA (
{5130 Microsoft Outlook. Google Calendar 3% KOrganizer) S8l ical X,

giE: EEFREMEIR AR
1. 7E SUSE Manager Web Ul ¥, SHMEIRERH #IFHE> AR, AEHHE [ IR]
2. EEBEBIHS, NAGRA—IEH,

3. #BfH ical XHFHY URL, SEZ EHIZH,
4. B [8IEER ] UREEH BT,

312 QBRI BRERHE
1. 7£ SUSE Manager Web Ul R, SMZIBERH HiredE > BIEERHE, AR2E[AR].
2. EHIERHEIES, AARZHRAN—1ET.
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3. Ak NRERY ical XM EBBENATZIMNEERANEN, BERZ 1T,
4. EEERREILAREZHRE T,
5 B [QIRBRERH] UREFEEHNBERESH.

212 FEERHHEREIEF iR

1. 7£ SUSE Manager Web Ul /1, SMZIRS > RRTIR, ERERARTHHERIINE PG, RIIRSREME
HiR, ARRE [REXLEE] oE, TUBIRREEEREREF G, HERSMEIRY A%
EERHEREM > HIPRERIET,

2 ERERAFGATNEDR, HELFARETHTER, ARERERERNBREZHNGT.
3. B [ EBFENE ] s REF BIZRHE

HEBHRVAEIR AR HHERIENT PR, JREEANREFHTHT — L2 RIBE

o , MXEREIMERIRESHER BERHE AR, MRLXEXMER, Web Ul ZERHE
%, HEETEBZARRHEREZE iR, EfRILRE, F7EEkBERHESR
[ BUESZRMMBRIE | &0, XEMSBUREIRHN SR B2 R RIFTERE,

BIRMEIFIIER S, PIULHFEEEIFRERARITHZIREE, fINREEAER.

d3i2: RHEREFEAE

1. 7£ SUSE Manager Web Ul #, SRZIRS > RATIR, EREARNEF G, AEHRIRG > REFE> #
L §riAli S

2. MPIRAEFEALNRGE, ARRE [ARREE ]
3. AP R F RS, EERAE A IRARRITARN4ERIE,
4. BE [#iA ] ULRHREE AR,

15.1. P HIE R HR R

SIZBMN, ZBRRESWEEN, XEZHARE—REEN, LARREEREN. 81T FEHEs—
BEFR. MREEHN—EHERZSNMEFBERH, IUERREFRAS N EHERHEES M

N, ERIREBENEFRSH[EE—BERH, HAANEHRSSHIES—MEERH. EXMERLT, |
M EFIRSSHENEMHEERE . £S5, AHYUHRSENFHEERE: MitiRS 3.
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(O] Prod System

[=) calendar

LABEL: company-calendar

S

@Schedule 2

NAME: Production Servers

TYPE: MULTI

iCalendar

X

EVENT

- SUMMARY: Production Servers
- DATE: 2020-06-28

- TIME: 13:00 - 14:00

RECURRING EVENT

- SUMMARY: Production Servers
- DATE: Each Sunday

- TIME: 22:00 - 00:00

RECURRING EVENT

- SUMMARY: Testing Servers
- DATE: Each workday

- TIME: 08:00 - 16:00

ARRHSARMMER: “8° 5 ‘%7 , MRENEHEENATZIMEETHNENS, NELIEES,
HIHRRIER A X ERNREEFRANBELR AR,

g1z SIEZHIERH

1. 7£ SUSE Manager Web Ul /, SMZIBERHE > HiFIER > BIERH, ARG [IR].

. R I,

A w0 N

(&3]

. EREIRIKEI BIERHEIBAH.
- B [ IRBERH ] LREFENBERH.

6. ZEIRT— T AERH, BREL[SIR].

7. FAELHRIED, BABZIMEERHNER. BERILEBRISE - BHEETRILE,

8. ERZIEIN,

9. B [ IRBRERH] UREFEENBERERH.
10. WHREQEZNETARETHEESE LRI,

15.2. ZRHIFNIFZPRIZIE

TN EERRMIEZRIZIENTET IR,

ZIRRESNE P iRHITEKREN,

¥&:

RS

o MUERME (BlEN%RE. EMBERFRMGE)

o HNTEH
o E5IREFIR
o [EIRES

o METEFHIS

NSUSEWEREEERE0N | 15.>. =rmmmarzme

. EEHERHEMED, BABRERHANE. BWRLZIRS BRIEETRITE,

HEPIRFELLZT. RRBEREEHEIFERRNET. ZREFE
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[ZF Highstate ($t%F Salt &%)
o BEERENEHRE
g

(=
A

o BYSRIR(F

[ ]
=i

[ ]
‘H'
B
W

T Salt ZPum, BILURERDEE SAE Salt » ISR EEETIZED S, TiLSalt &
PR T A THEIFNEL, BoLUXEM, BXEEGSINFEMEE, EESR
Administration » Actions,

FERREUREB T RERIE, —RANENRREN, FTRAURIEFF K LSRR, MRFEMEEFRIR
fl, MEAEEX LMEIFZIRIEME, FEIIERRILUIETT.
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Chapter 16. £ mgr-sync

FEEGRTA MEA ngr-sync TR, kT HIRHATFIRIE SUSE Manager BIZHEE, T Web Ul R—ER{H
XLETHRE, mgr-sync MEBEMFRZIEESR SUSE Customer Center, EF=RMNHEEER, HESFES

SUSE Manager Server [E5 895@i8,

kTR S SUSE ZHTIRAL & M. openSUSE. CentOS #l Ubuntu EFFBRAITEGABTEIT A,

TRAFIHT mgr-sync B Aa LS, EXS mgr-sync snSFERAMTIEE:

mgr-sync [-h] [--version] [-v] [-s] [-d {1,2,3}] {list,add,refresh,delete}

RIg 4. mgr-sync <

e
list
add
refresh

delete

sync

EEERETRE N STHNTE

mgr-sync <gs <> --help

R/H& 5. mgr-sync AiES K

AL
help

version

verbose

store-credentials

debug

_| Chapter 16. 8 mgr-sync

0

mIAE
< AR BB EIES & mgr-sync
B, HASHEIES~m mgr-sync
BEMITRNAME AR  mgr-sync

MAt R G RIBRIL BRI SCC AL mgr-sync

FIFIEENBEE, NRGEEBI  mgr-sync
MIERBHZ R FR>

EIFIR, FEAUTHL:

AT

BB HEIEEFEELHER
St

ERMIMARES. T
BEERF 1. 2. 3. 3R
HESFILEERERS

list channels
add channel <BEZR>
refresh

delete credentials

sync channel <i@iEH

wHIRE
mgr-sync --help

mgr-sync --version

mgr-sync --verbose
refresh

mgr-sync --store
-credentials

mgr-sync -d 3 refresh
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priAl] EBAEE iBA TR

no-sync TiER 5 add sS4 EEM, L mgr-sync --no-sync add
ANFEmEEE, MR <BERR
FiaES

mgr-sync BEEMTF:

e /var/lib/containers/storage/volumes/var-log/_data/rhn/mgr-sync.log

e /var/lib/containers/storage/volumes/var-log/_data/rhn/rhn_web_api.log
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Chapter 17. €/ Prometheus #1 Grafana #1740

&R LUER Prometheus # Grafana i1 SUSE Manager ¥£1%, SUSE Manager Server 1 Proxy BE$1R{H R
BEITRAEMER, BEJUTE Salt ®F iR LR RMEE—LL Prometheus SH 28,

Prometheus # Grafana B EETEUTAITEHH SUSE Manager B Fim TEH:

e SUSE Linux Enterprise 12
e SUSE Linux Enterprise 15
e openSUSE Leap 15.x

F=BHEAREE SUSE Manager Server 893181 L% % Prometheus # Grafana, FH{TEIVERZE Salt SUSE
BRIRIEREMARS 8. F2iFFERRME P iRIEN MRS,

Prometheus EFAIENGHRINEE, FIARSB[BLOMNEB ST HMEFIREIL TCP &%, BFn LATFTH
MBNRmO, HEGRELUBEMERRE iR, E, ErLUERRAREREILER,

o WNFEEEANSIE K, BE—MEMHMNITE. 758 SUSE Customer Center X
BIREAY SUSE Manager 1115,

17.1. Prometheus #1 Grafana

17.1.1. Prometheus

Prometheus 2— M REMATIR, BTFENFHIEFETICRENEE, EE&ET HTTP fuBY, MMa LI
= MERE A fRgE 1.

Prometheus EEENRFHIE, NEZRBTE—THIEENTREEE, EEREITM—HAIRZHE—AT

15

EEEH % NER @
I

[ 1 [ 1
http_requests_total{status="200", method="GET"} @1557331801.111 42236

BT REMHNINBREFHRFGITEIL BN Prometheus SHEFE EIREARAFER,

17.1.2. Prometheus 28

SHBREBRE=SRAFTHNEE(EN Prometheus EESHMNE, 8HTLEEE[ER Prometheus EE10
MEENNAEFHRSGN, SHERREER. TUEREREN LETZ I SHEUSHEAES,

Prometheus #XiRMHTEHSHIBNTIR, FEHM—EEAMKARABTRENSHIE. BXFAEEN
SHBFMTIR, BEB MW https://prometheus.io/docs/instrumenting/exporters/o
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17.1.3. Grafana

Grafana ~ R—MIERIAK. BUMOT IR, SATFEIRNERIR, EFNERARIEEREBRANEEE
£, Grafana %5 Prometheus —#2f#M, {Bt232#F ElasticSearch. MySQL. PostgreSQL # Influx DB &
Hith#iEIR. BX Grafana Bi¥4HER, ESM https://grafana.com/docs/.

17.2. B mtAkSS 28

BB MMIRSES, EE%LE Prometheus 1 Grafana HX Ei#{1TE B,

17.2.1. &% Prometheus

MRS SRS 22 Salt TP, WERTLIER SUSE Manager Web Ul 2% Prometheus B8, &M,
AIUTE SRS 28 EF R T HHREZREE. Prometheus BHFBRIATF SUSE Manager Proxy #1 SUSE
Manager for Retail Branch Server,

o o EERSH[A[BNIHRIING, BEERSIEN LBETTngretl termo
o EMNABWEEHIXMH, EFERA mgretl cpo

o Prometheus EEER POSIX X4 RAREEEIB. FAZIFARTE POSIX FREMXHERS
, FALAREZIEF NFS XHERS,

i338: (A Web Ul &3t Prometheus

1. 7£ SUSE Manager Web Ul A, THETEHEAPLE Prometheus RGBT TIE, 2ARSMEIATEDR
+o

2. ¥EH Prometheus EFEUBBSIAR, AREE [RE]
3. 7ETRERS B P SR E) Prometheus IEINE,

4. 1£ SUSE Manager Server Zf43, MIANBEMBI SUSE Manager APl B3EiE, HFERANB B EILRIFR
) EERMNRGE,

5. {RIBEE B E XA E M &%,
6. 2 [REFEAR 1.
7. RZF8 Highstate HHIAERINTEM.

8. & Prometheus RERTIEEMNE,. EXERET, FHAKA 9090 SMEILRET Prometheus BIARS 23
B URL (f5lg0 http://example.com:9090) &

BEXEMARIFEARER, 152 Specialized-guides > Salt.

3i2: FohREMEE Prometheus
1. 7EY54ARSS238 £, &% golang-github-prometheus-prometheus ¥X{441:

zypper in golang-github-prometheus-prometheus
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17.2. 5 ENMIRSS 23

2. BF Prometheus fRSS:

3. 12 Prometheus RERETESEME., EXEEP, EMAIKO 9090 SHMEIRET Prometheus BIARSS 28
B9 URL (%0 http://example.com:9090) .

4, STHECEXXHE /etc/prometheus/prometheus.yml FHHFEMUTEEES. B8 server.url HiEAEH
SUSE Manager fR%58§ URL, #i@%E username # password FEELUESER) SUSE Manager B3 EIELT
fido

5. REFEIZECE X5
6. =250 Prometheus BRSS:
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http://example.com:9090

systemctl restart prometheus

BX Prometheus EEXRMAFMESR, BB  https://prometheus.io/docs/prometheus/latest/
configuration/configuration/ B9 Prometheus B /X4,

17.2.2. &% Grafana

WMREMARS 282 SUSE Manager BIEME Fim, MEBTLAER SUSE Manager Web Ul &% Grafana 3ff
o BN, AIUEIINARSS 28 EFoh FEH REZRFE,

o AE[LATE SUSE Manager Proxy L Grafana.

iT3E: (M Web Ul £ Grafana
1. 7£ SUSE Manager Web Ul /1, ITRHEFEHEARE Grafana WRGHNATNE, RAESMBANIER K,
. %A Grafana EFEUBRABMAN, RERE [RE]
. ETNER SRR P SAE Grafana EH+R,
. ERBHEE Grafanaflsy, WARTFTER Grafana WEER SR,
. TEEUIRTRERSY, HAfR Prometheus URL FEZIEMIETT Prometheus &R 4.
. ARIBRE B E XA H B E R,
. BE[REAR ]
. FZFA Highstate HH#IAERINTER.

. 1E Grafana REEEESMNH. AR, EAKO 3000 SAMBILRET Grafana BIARSSZEH URL (
%0 http://example.com:3000) o

© o N oo U~ w N

o SUSE Manager ARRSZS|ERESITRABMERE. BEXTFHENFESRMATEELY
KR ERIUEANKENEPEEEE &R,

i212:. FEhREE Grafana

1. &% grafana WFE:
zypper in grafana
2. [5H Grafana fRS:
systemctl enable --now grafana-server
3. TENEEH, SAMEIRET Grafana BRI URL, EAIKO 3000 (FId0 http://example.com:3000

) o
4, TEFRTIETP, WA adnin fERNRAFRLZNOS,
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5 BEH [E#R]. MRANER, BEREINEREEHOLHRT.
6. (xR RE [ME ], AREREHNOL,

7. BAGHRIDEREPNERER L, KEXETANEET.

8. B [#iER .

9. B [RINEIER | 2B 3IFIPTE BIRIRY IR,

10. 3%#F Prometheus 3B R,

11. ZHIEE EHR Prometheus ARZ528 URL,

12. BF [REHNR ]

13. ESANER, BREDEZETN [+] B, ZAERE[SN]
14. X¥F SUSE Manager ARS5 838158, EMENRMR ID: 17569,

15. X¥F SUSE Manager & Fimit s, EMENRR ID: 17570,

o BXBEMARKEFMESR, BSN Specialized-guides > Salt,

o o BXMAFHHREMNEE Grafana BIFMER, HBN  https://grafana.com/
docs,

17.3. fid & SUSE Manager izl

7£ SUSE Manager 4 fIEShiad, GRS B/ AF Prometheus BEETINAEMESZ, HAIUEER
HAR L RENEES LR,

17.3.1. lr5525 B Feimtl

REBEFRSTIRVIMTESRE TEG. BIERSHN SUSE Manager  HEBAM, XLEEER
Prometheus S 28&1d Java N AR NIREN,

SUSE Manager BRS528BEMT T L TS LH28:
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17.3. g & SUSE Manager 1511

o Node $Hi288: golang-github-prometheus-node_exporters

O E&N https://github.com/prometheus/node_exporter,
o PostgreSQL SiHi23: prometheus-postgres_exporters

O E&0 https://github.com/wrouesnel/postgres_exporters
o JMX EH2S: prometheus-jmx_exporters

O E&0 https://github.com/prometheus/jmx_exporter,
SUSE Manager Proxy FEM{ 7 LA T S H SRR EE:

o Node §Hi28: golang-github-prometheus-node_exporters
O &SN https://github.com/prometheus/node_exporter,
e Squid $Hi8§: golang-github-boynux-squid_exporter,

O ESN https://github.com/boynux/squid-exporter,
S HERE ML SUSE Manager fREZ23MMAIEF, BEEZBH systemd FIFEEFRIAEEZA,

2. EAERLEN
1. 1£ SUSE Manager Web Ul 1, SAiZIEIE > EIRRACE > 1.
2. 5% [BARS 1.
3. EB&) Tomcat 1 Taskomatic,
4. fERAHA 9090 SA1% Prometheus BRZ588HY URL (130 http://example.com:9090)
5. 7£ Prometheus Ul A, SANEIRTE > BARH#IA mgr-server APMFRB IR SEE B,
6. INRITEER Web Ul 227 Grafana, NIATLUEE SUSE Manager RS 283 YFRIR LM EIR » ERBEE
BREERSFRNER,

o REefEA Web Ul BRARSS|EFHIETRREN. Prometheus FAZBERIENE
2, ExAELEABRETIREMR, FEFHIRESHBHBALEN.

7£ SUSE Manager AR5528 FIREEL A THEXEE,

&g 6. lRSS8R450HEEE (80 80)

EE xR HiER

uyuni_all_systems ITE8 FRE RGN
uyuni_virtual_systems ITERS RS
uyuni_inactive_systems ITERS EENRSE
uyuni_outdated_systems ITES RRTINRGBNARSE

TSR 7 5 suse vanager o8 /168
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THE 7. PostgreSQL 2§ (im0 9187)

EE -3}

pg_stat_database_tup_fetched THEREE
pg_stat_database_tup_inserted THEREs
pg_stat_database_tup_updated THEREs
pg_stat_database_tup_deleted TTERE3
mgr_serveractions_completed ITE28
mgr_serveractions_failed &2
mgr_serveractions_picked_up ITE2
mgr_serveractions_queued T8

i8R
EERENRIITEL
EEHENBIITEL
EWERBIITE
EMIFREIITEL
FERBYIRIEEL
KIGBYIRIEEL
RENBYIRIFEL
HEPABYIREEL

#=1g 8. IMX 88 (Tomcat i 5556. Taskomatic i%[ 5557)

EE 34
java_lang_Threading_ThreadCount T8

java_lang_Memory_HeapMemoryUsage_use It=2§
d

FKI& 9. RSS2 HBIT (3RO 80)

3

it
i

message_queue_thread_pool_threads  i+%%23%

message_queue_thread_pool_threads_ it=2§
active

message_queue_thread_pool_task_cou it#k2s
nt

message_queue_thread_pool_complet it+#kes
ed_task_count

1% 10. Salt PA%Y (&0 80)
EE -]
salt_queue_thread_pool_size ITER

salt_queue_thread_pool_active_thread it=2%§
s

salt_queue_thread_pool_task_total THEER

_| 17.3. B2 & SUSE Manager #511

i8R
LS T B3
HAPEREFERE

WiRA
B BRI LEBIRAYH BRATILAZEL
YHaihFERRESEHE B AT ILAZ 2L

BRI IR AIRES I

BRI IESERBIES #X

A
B Salt AT SIRAYVEAZEN
B PATI SR FIERIRSRY Salt ZA2%K

B TIBRREIES
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EE i iR

salt_queue_thread_pool_completed_ta it%kes BT B SERBIES R
sk_total

£ salt_queue EEBE—1E N queve BHANTIES IS,

#1g 11. Taskomatic BIERHHERF (i 9800)

EE -3} HiER

taskomatic_scheduler_threads THEER FBFA LSRR RRERHEF &I
taskomatic_scheduler_threads_active  it232§ S FESRESNBIERHHIEF &2
taskomatic_scheduler_completed_task 3t+%%2% EI B el N IE TR RIES 2

_count

17 3 2 III— a—t.’.:-'-."_?ﬁ\é}b

AIUERAARTE Salt FFin EREMNAE Prometheus EESH 2, XERGE LM SUSE Manager EF

i TRIBERS, HERLIEREE SUSE Manager Web Ul 2 IR E.
ARXLESHBREERERS L.

o Node §Hi#§: golang-github-prometheus-node_exporters

O E&N https://github.com/prometheus/node_exporter,
o PostgreSQL SiHi23: prometheus-postgres_exporters

O E&0 https://github.com/wrouesnel/postgres_exporters,
e Apache §Hi28: golang-github-lusitaniae-apache_exporters

O E&N https://github.com/Lusitaniae/apache_exporters

o 7£ SLE Micro £, R#efEA Node Exporter # Blackbox Exporter,

TEHRESHIEGE, ErILIFBRER Prometheus MERRMAZINEE S, WREEHER Web Ul ELE T

MRS, WBEHIREES.,

i318: EE PG EAE Prometheus S$H83

1. 7£ SUSE Manager Web Ul /1, TAERUNEFIRENATRE, HSMEIAREDF,

. & Prometheus SHEEAXXINNE B B EIEIE,
. BE[FRED

. S AR > Prometheus SHE8EE,

HowN

5. EFEEANTSHBHREFTEEEXSH, HMUFRERESHLNIHEOS (:9100) HTEAIRETRIM

3t (example:9100),

_| 17.3. B2 & SUSE Manager #511
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6. BE [REAR].
7. NZF highstate,

0 FETHRGARESNAT, RENBIENATENRAERNF—HREDT,
BXREMARNIFMAES, 1HS M Specialized-guides > Salt,

17.3.3. X Grafana 0<%

EEN Grafana d%, BRI Grafana XY FHAR S B iR (E:

e https://grafana.com/docs/grafana/latest/administration/user-management/user-
preferences/#change-your-grafana-password

MREIET Grafana BEEAOS, AILUERUTHSBEZFIREN root:

rafana-cli --configOverrides cfg:default.paths.data;jvar/lib/grafana --homepath
usr/share/grafana admin reset-admin-password <#[1<>

17.4. MZA R

Prometheus ERHIEMWFIIREVESZ, FIMRS[/UMNEB ST IBMEFIHEIL TCP &, Prometheus ik
AU TR

o Node SH2§: 9100
e PostgreSQL SHi25: 9187
e Apache §Hi28: 9117

tesh, MRERRBEIEIT Prometheus HE—&FN LETEIRERERS, WEESEEMREEN LITHEO
9093, EIREIERIZ Prometheus FERAEN—E 5. EREBEFFIHBNAREF (80 Prometheus ARZS233L11)
KENER, BXZREERNFMES, BEEL https://prometheus.io/docs/alerting/latest/
alertmanager/o

WNFREERRKG LNEFIG, sILUSPIERRGORINEIEA R ERRSBNR AR,

HE, JUESHEMNAMMETEFE Prometheus £, HEEES., XIF, FNMIRSESFEEM DS
Prometheus S2f5IF3MENR . NREERILTS %, REEFTH Prometheus API 58 (9090) BNE],

BX  Prometheus EBXEHIFMMER, EBWN  https:;//prometheus.io/docs/prometheus/latest/
federation/s

& AT L@ P4E 0 R K 55K, PushProx ETEHENEZRENRIESESREBENEAE, AT
Prometheus BEMERIS (HI40 NAT) TI1E

Bx PushProx B4R 8, EE M https://github.com/RobustPerception/PushProxe
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174.1. RAIEIRE

Prometheus fEFHEAEIRINE S, FUILARSB[UTERSRENTF K LS N FHERETL TCP EE. A
TREHAMEEE, TASHSERRARE, UEEE M RO L AFAREES,

iFi2: REFEARMNERN Prometheus 123
1. 7£ SUSE Manager Web Ul Ff, TAZEGMNAZHNATTIE, HSME QAL+,
2. 3% Prometheus SHBEXEUSASHELR, AREH [RE]
3. NP LFSME] Prometheus S HEHETE,
4. EHREARANEED, HFEANERNREAEROS, F1909999
5. IRIBREBEXHMS HEE,

6. B2 [REFEAR 1.
7. RZF8 Highstate HHIAERINTEM.

BEXEMARFARER, 1H5EU Specialized-guides > Salt.

17.5. &%

Prometheus ARZ528F1 Prometheus Node SUHBRMHABNGIATEL TLS MEMBHIIERFRIFELR
o SUSE Manager Web Ul &t TFAEMAXAHREE, TLS IERBAHEAFRMIMEZE, 72 SUSE Manager
FEI AU TR SRE:

o Node §Hi28: TLS MEMETFTEFIRIEPHBHDINIE
e Prometheus: TLS MNZFEZ S 556IE

BXEEFMBURAEDNFMAESR, 1H5E Specialized-guides > Salt,

17.5.1. &% TLS iE$

FIABRT, SUSE Manager AREEMATRIFGAERENIES. ANTRME2ME, EAUERISNEE
XiEH, SEEHRETBIEBHBRE=FIEBMEN (CA) ZEHIES,

ASEHBRUNME A ER SUSE Manager CA BFEEZ R Prometheus #1 Node SH 288 Z5IR4E M E P ik/IRS 2T
H,

di2: SUEMRSS 2R/ F UK TLS iEH

1. 7£ SUSE Manager Server FH@ SRR A FEITUTH<:

rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="minion.example.com" --set-cname="minion.example.com" --no-rpm

R set-cname SR Salt FERIHEMITEREIH R (FQDN), MNRFELZ MR, TLUIZKRER set-
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17.5. %2

cname S5,

2. ¥ server.crt M server.key XHEHIZE Salt 1w, H9 prometheus A EHIEEIA RINR.
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Chapter 18. 4R

(A0 FF B2 SUSE Manager AREY A P B R R FNF A PR

WNFARSHIFEMS, —MAEERB, B2, REXANFRAIERFES MR, ERIUNEIFHESN)
BEHAE SRS E— M HER,

UERARG, AMUSIZARHEEEREAR, AR, AIUEARRHIERNIR, XERFREIARR A TR
P E Syl

BRI U R ELRE B PRIESE, BiF PAM MERER, BXEBMRIEMNIEMAEE, EEN
Administration > Auth-methods.,

o R SUSE Manager BIER S B RA SLoIEMSIRAR,

T2 SIEAR
1. 7£ SUSE Manager Web Ul /1, SAEIEE > AR, ARSRT [ SIEALR .
2. ERIBRALIHEEFIES U TFE:
O EALRBMFEP, BAFARNER. ZBAMOKERNR 3 5 128 MFH.

O HAEREANERSFERT, BABZRTAREERNERS, XOMB—MHHNEERKP, XX
ERINENEEGRKS (BEARIEANERIKF) BRIFAR,

O HAEBREANOLFRYP, BAMAREERRNOL, EWMINOLSFRPBRBNZOSUSBIL. OF
BEHASFR TANEEBRIET.

O TERTFEMFFERE, BNFAREERATEFER L,
O HAERFFRPEFMMIE, ARBNFAREERZNEF,
O FHRFEREP, BAFAREERIEK,

3. Bl [ QUEAR ]

18.1. EIEHLN

£ SUSE Manager Web Ul #, SfiZ|EMHE » AATEFTRHERNIIR, BEXNMALHNBMAINEHITE
#,

B AT, AILUSIEMERANETRRERARNAF . EE. EEKRS.

o HFRRGERHEEEREE, BEEEAR, FHANUEEEMHNARNEREERSHE
Fo

18.1.1. AR AR

SMEIAFENRAEESARXEKNERFANIIRREAR. BEEMAFRIKIBARE, AJEHES
AN, ELEmFRAE .
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SMEIGEEMRAIRNRERZEEAR. FARZERILGEEFNLEMHEERZERS, XFEEHAIUER
ERVAR Z BIIHRE F o

18.1.3. EdEHA

SMEECE R R UERALRNEE, XOEEREFRNSHMER SCAP X,
BXAREENFMEE, 15280 Administration > Content-staging,

BX OpenSCAP HUIF4HE R, 17EE I Reference > Audit,

SMERSEN R AEBARPAAAZEFIHE Salt RS, EARTIUEX2RRERME, AERQAHEE
RARRNEIREER K

BX Salt KESHIFAES, BB Specialized-guides > Salt,

18.2.1. BiIFEIE®IE

AILUER B MAL b AL A EEE, 3LUITE SUSE Manager Web Ul RS EIERE » @iE R OIERE S
&, f#M SUSE Manager Web Ul §EC & iBERN A FERIHER,

g2 BEESEMNATAR
1. 72 SUSE Manager Web Ul F1, SMEIEH > AR > iBEEE,
2. FRABRINEREMERBEE,

3. P ENANEE, ARG [REER]. XSFERNRFIHNERE, EFABENATEE.
4 BEHE[MA]UNAEN. MBEISTHR BN ATFARPHNMEEFmIES
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Chapter 19. *h T EIE

FELEEXNT EENEZ -,

19.1. EUR[E4h T

EMNBEEBENMHTE, ZHTEEMELTARIFERMNAERT (ER2t. REMAFE) , ™
EXMERFARBSWILIRF HR, MREMXMER GFEFER) , HNEBESLEMAT, LIIZAEESE
ERNNEEHBERE, BERBURTZHNESEEIRERRIZ.

SUSE SINT—MABWEATRFIE (2021), AJLUEDRLESEA T HEZIKSIRENBEWE (MAE&
KHIRE) RITSERSBUEX LR T o

o MREMNMTHENRESEMHIZERN retracted, WEWKEZMT. MREMRGEETF
BUERIA T, MSUREZR B,

FEEE S SUSE Manager NAS EREBRERIA T B, REBWEIRMGEHM—TERER zypper
install FHEEMIIBARAF BRARFEIZRE. Fla0:

zypper install vim-8.0.1568-5.14.1

SUSE Manager Web Ul FfY ® ElfTiEL T T ARG BN ERERTS. W, EE:

o BEFRMHEMNTIER
o BEFATHITIE

WEIREZ RS LA T HRGEH, @ BfftESETERRARANEREREFETIRF, SUSE Manager iz
RIS T IR BT,

19.1.1. @& [

EARMENBER, HIUNOERIGEENBEWER RS EERERES,

BENERERE AL, bamEEERHT,

LY R ENEEF4 T F B SUSE Manager RIF IL@E (190, BI®EEL) BY, retracted BEFS
ERERIRENANT, HEITHREEENREFHEAIZEN. EXZELERII=EN®E, BFERUTA
HEZ—:

o #TRAY (W EERH> RENBEE > #T > BAY) . ERINEREREEERHTHELESHRGEE
RIF—E

o NBEMAREE, EXANBERAREE L TYXFREMNBENFHAEE, FER Client-
configuration > Channels,
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19.1.2. 4 TH=

YEFERFEIRS MBS EERERS, T AERESZR, MEAERENEEZEHE, Fit, H&
EFRENNTER (ERATRESIEX LERIINNSEHERER) , FRZRENTNMEBEHSE
BRI,

il
1 BRIEERIAB L EAREETR: prj1Hprj2
2. XFANIMEHEE 2 MFE: dev H test
3. XBENE#HE — ML E AN RBER M ERE
4. EHRHNFAERE (BHONRENBRE) SHNEBENRITIKSE—K
5. B REIREERIENT, RiEEIRLIE T 22 SUSE Manager
6. O MEEHEAIXTHEN, EANENERNEMNT g, MARERERIZM T,

7. ZEEPHT (MEXRIHEFNERN—, ENONZEEEFRNER—NMERNTRSE) &
, AFHTHENERR, “FrE* ReENBERZAIMZH T EMRE.
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Chapter 20. 7£ SUSE Manager HfF PTF

SUSE HNEBRILZIHNFIEMRARREHEERMTARTFNIGREE, X& PTF (BFIREMEE) MEUEERE
B iR, & RITE SUSE Manager BEY,

20.1. T#2 PTF #2462

PTF @I RERGERE, BRBA ptf-oooox. HA xxxxxx BHREENRSHMBIRES, MR
7,

ENBRFEME S RAEENIRAG SIEWRA. XMRHEE:

o FEEEESNRE (B) zypper BERARARNRETH) |

o FARENER (ENEFNREQEATSER PTF KNG, BIEMATE zypper 917 LIMHIETER
)

o NETEEXNBEMRAETARIRIZ PTF ZHIFTAR RIS E 5] BT B,
o NEERLLELERMHENENR (MHMER, MRRHEFIRSMRMGE, % PTF XEBRAK LB
LERAVABLIRMEE) o

WA ERYIER ID FH SUSE FHIERHITIHEMFERERM, ANTESREEXNANE/ ERMRT
MBAR 53 8935 ~R.

20.2. &% PTF 3462

o PTF R-EBEFINZET SLE 12 # SLE 15 MRS ZIF, HRASIRIERGFRELLI)
e, EIRETSENNAITIE,

idi2: EAGLITRAMNREY PTF (#12EE
1. E#EHIE B mgr-sync refreshe

2. BN mgr-sync list channel, AREHUER SCC A ZFFALEZMPEE ptfs BEE, B0
a123456-sles-15.3-ptfs-x86_64,

3. A mgr-sync add channel <i%%> BA% PTF @i,
B EMEEREER, HeRMIEREREMBENE N RS,
TEERAHRTE PTF NHEE, AAEEMRARENFA2EMER, SUSE EFRREARMBTEER

TERRY PTF RSo FILURIEIZZR S HKIRF] PTF FIRFEILIERIRHE, £ SUSE Manager Web Ul 1, =¥t3d
BRIt RER PTF SN RFE T — N IUEFRS HXLE PTF,

i342: @2 SUSE Manager Web Ul BAMREY PTF (875EE
1. 7£ SUSE Manager Web Ul Ff, SR REMS > =M, AREHNENHBA PTF #EFEEN 5.
2. BEHEFRRAPREZEN [ BRFEmi)EE |
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3. BNZZEE—1REED, HPRFIHIZ”miygF e ke,

4, FEOLRIBEYRP, EHRUER SCC kP BFFFLBERBTAES ptfs BUBE, 5190 a123456-sles-15.3-
ptfs-x86_64,

5. EAIZEERAMBUNEFERFHEET, AFRE [HIL] ZHRD.
EAER, OMLEZTmA RENERINANERE,

TiE: RE PTF RS
1. 72 SUSE Manager Web Ul F1, SMZEIRS > RATIR, AEEEERE PTF NEF i,
2. SHMEIRS R RES > REFEE, AFEEFEPTF BE,
3. B [ F—¥ ], AREE [#IA] LA FEEEN,
4. ZREBERKEEETMR, BSMEIRS > REREREELER.
5. SMEIRSG > M > PTF > REFIATIF,
6. EFELHEMN PTF RH4E,
7. BE [REPTF], RAERE [MHIN] UBINREEFIRINMEE (PTF),
8. BEEPTFRELR, BESNIIRS  EF> BEER,

MR ER APl %t PTF, aJLUEREM system.schedulePackageInstall API FIXIBRIEEZFR,

20.3. ®% PTF /3

—ERIAMERED PTF RARRSHRE, EREMRNRGEIEAEMEFETNENLERERZ2RZH
, BREHTIRER, UEERRIVAEIFEHRPANZIRG o

A ESEENLEMENN, E2% PTF N—NEMRAAHEGE FIKF B PTF ff7ES. EH#s PTF
KR BRI R, HARITERREEHH.

BIERAE BN T ZET BiE PTF BN B &% ERVAEIF B,

20.4. BRI R BEE4MRZR

MRFBEERFLEEREDN PTF HEERGEHREBHNRE, MRITREBREFRELTERINX BT E7F
HERHEYIRITES, TRERZPTF RHEE,
g2 R PTF RG4S

1. 7£ SUSE Manager Web Ul f, SMZIRYS > RATIR, AEEZRBEER PTFHNEF i,

2. SMMEIRS > B> PTF S/ ERFET .

3. EFEERE PTF &€,

4. 2F [ BB PTF], ABEEHINERERIGRMEE (PTF) NELEE [HIA]
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20.5. T P in LRGSR B4R

5. BEERLR, BESMEIRS B> AERIER.

o EXLRR PTF, EEATFIRASL ERE libzypp M zypper BY4FHRRZAS, 15ET1T zypper
--help MIIARE 245 removeptfo (NEHHEULLEZMET, FIH/ERETFARETR.

WRNEA APl X8 PTF, aILUEREM system.schedulePackageRemove API FICIBIR B R R,

20.5. £ & P in L AR BE 4 R 7S

MRBERERSERTPin LEEEAR PTF, WEEEREHS zypper removeptfo FMEHMBGEZBEAL
IR, BATRSBIFTEITH, FIIMRRREREZNRGE, BERKFTH,
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spacewalk-report

Chapter 21. £RIRE

SUSE Manager AFRAFPEREMIRE. XLIREEMTEREITRANAS. BRNALR, FERARETEELLM
SUSE Manager Web Ul FeilEEEEHE, LHEEEERSHNASRN,

BIATTLUFEAGSITITAR  spacewalk-report £RFRECEMNIRS, {BREESpecialized-guides > Large-

deploymentsgy5|\, BAILEMTEBEXBRSE. AJLUETHEMRE SQL BESHRETRERIRS
PIEEA BRIRDUEREIL BN, AXBIETRMENSHNEAREE, FEIREHIEFENEX L,

21.1. {#H spacewalk-report
o IR SRR R NE TS B AR ngretl term,

BEEWIRS, MAMRE spacewalk-reports G, FF spacewalk-report @LAIUARMEREXREN
SUSE Manager FBIRA. RAMAF R IRRIHR S

o HFSpecialized-guides > Large-deploymentsfy5| X\, spacewalk-report MIEZIAS
MRS EIREFIRELSIR. BXIFMEE, BB spacewalk-report AR EHEIEE,

BT LA S AR S BRI S -

AU
FIHFrE B El SUSE Manager YR 4,

#T
FHESBEMARGAEXBFAEH T AILURTEL USSR TIREN THRFEH T HiF.

AR
FILFRE B EMA R UK S ER P XEXRIFTE RSt

ZIREX CSV IBTVBIRE , 1BTEMRSS 88 LRSI RAT FBITU T <!

spacewalk-report <iR & & #5>

21.2. spacewalk-report iR & EIEE

spacewalk-report ERINERFEVIRS HIEERIREIIE. XEWE, HEMNRSERIESHONBASEEFE
—ENER. FMERENVHEBERZ:
o IREMBEAZLIENR, MRBBEBIHITRHBIESKEH;

o BEREEHIRE, UiEMA “2E NIMEEEZ I H ; DIRIVE, XEEE R STTIED
--multival-on-rows #1 --multival-separator AEERATFIHIREG, FACSIINTAIERRIATR;

o TEFREIREFSINTHF mgn_id # synced_date, LUFRRALARFPIEIRERS2E, UK EXMNBER
BIREE S SRIBTE];

1. spacewalk-report
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o W1E, FRET/R{EERA True/False {x, MAEMH 1/0 EXRT;

e org_id 5JBH organization BXfX, EEBSHLAZMMAEBIFITRFT;
o “server’ —iHBEH “system” EXf{. Flk, ZFIMET, server_id FITIER A system_ido

BXRFETFIREWER, BFSRA ARSI,

BXPMRERIFMEE, 1ES Specialized-guides > Large-deployments.

21.3. FTRAIREYIFR

TRIETAIBIRE:

1% 12. spacewalk-report &

wE
121F

AR

HUEER Bl

1

HOERA: BB

BUEEIA. BRSSERA

BERA RHE

BERHE

BERS

AR

actions

activation-keys

activation-keys-
channels

activation-keys-
config

activation-keys-
groups

activation-keys-
packages

channel-packages

channels

ISUSEWEREEERE0N | 213 msmeTix

iR
FRBE1#81F,

FRERERR, RE
KEXBIINF]. BIE.
E®EE. RyAHM
LAGRIN

FREEERURS
BMEARBKBISE
1o

FREEERURS
SIMERXKNEE
EHEN
FREEERURS
BIMERXHKNARSR
Ho
FREREERURE
PMEREAR BB
o

B FRIPR AR
2N

LEBEERIFAR

==
Ro

eIk S EERE

I

iy

i)

m

iy

il

il

AxER

AR XTI TAERER 710, AJLAERFIEI --legacy-report [BIREIHII FHIZFEK
EERITHIARS.

id FIEER N

action_id
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wE
REREERS

BN

ERAECE X

BEXER
T iEE
AT AT

FRE#T

ERATFEFHAAT

EM Guest

IEEBDE U

RGER

Kickstart fizs

Kickstart tx

FRE R A RhRE

BT AT FH R hiR s

FIEREE

AARN

cloned-channels

config-files

config-files-
latest

custom-channels

custom-info
errata-channels

errata-list

errata-list-all

errata-systems

host-quests

inactive-systems

inventory

kickstart-scripts

kickstartable-
trees

packages-updates-
all

packages-updates-
newest

proxies-overview
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i8R
SRV BERYIF AR

Ho

FRrEELRNFREEE
XPHEIT, BFEXH
RNBEMXHES.

FrBELNRITECE
XHHELT, BfEXH
RBEMXHES.

REALIRBEFE
1818 BV SRR

ERIHEEXES.
BERHFIE T

I EEME P insY
FRBE#T,

FRE+ T,

ERNAT, UKRZ
TIMHFEEEME
F o

EH1H Guest BRET,
IESENE P o
EEMEIRSSEIHNE

P, LARBEHFIER
HHER.

P& Kickstart fizs
AT

CIFNESES S

PR R AR BV EERTAR
rEhRs,

A ARSI 6
R 7

FRrERE, UKBEZE
MEISMRENER

puiny
Uifio

eIk S HERE

=
=

iy

iy

il

0 FO

il

iy

il

il

i

il

iy

17

il

i

il

RixER

id FIMER T

channel_id

MENSHIMERA
thresholds

B %R osad_status
Fllo
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wE

73S

SCAP £

SCAP £

Ryt

RYuERY

RGN

R4A
RGARBUEE A
RRAPHRR
RgARF
AR R
[AsEiER: Bl
heieR: kBE
FrsEigR: F)
seigR: #iR
Kickstart

[AsEiER:

[ALiER: R4

AARN

repositories

scap-scan

scap-scan-results

splice-export

system-currency

system-extra-
packages

system-groups
system-groups-keys

system-groups-
systems

system-groups-
users

system-history

system-history-
channels

system-history-
configuration

system-history-
entitlements

system-history-
errata

system-history-
kickstart

system-history-
packages
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i8R

FRE BT R H R EX
BY SSLERTS, LAKFR
BidiERR.

OpenSCAP scedf i
(EESE SN

OpenSCAP sccdf i
&R, RARER
o

Splice ERFTERNZE
PR,

BMEEMEF HHY
IR T #o
FrEZER R LERE
8. TEMEFIRT
R E P E R RIFR
B,

4,
RYARBUEE R

RS AP o

R AU R HIRR
EREIAB R

BNEFIRHNENH
SEiER.

BEEHHEIER.

REEHHEIER.

RLENFIEHHEIC
Fo

EREHHLIER.

Kickstart B FHE
2R,

R BEEMREIR
Fo

eIk S HERE

T
=

]

il

i)

iy

il

i

o

il

iy

il

il

il

i

il

il

il

RixER

[
created_date %o

[EFN
created_date %o

[
created_date %,

[EFN
created_date %o
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wE
fAsEig®: SCAP

MD5 IEH

LERNIRMGE

RSECEXM

MD5 FBF

EENRS

AARN

system-history-
scap

system-md5-
certificates
system-packages-
installed

system-profiles

users

users-md5

users-systems

i8R

OpenSCAP E47H
$FiERo

FREfER™®H MD5
REMAERHEF
A& P o

&R LR ERR S
128

FREE MRS
BEF, UK
MIMHEAER

FREEEM = SUSE
Manager B9,

FRrEARRIER
MD5 E& A<k
FrERP REATIH
At

BENEAAEENE
P o

eIk S HERE

=
=

il

iy

i

il

il

RixER

BERR
created_date %o

Bk
organization_id

5o
Bk

organization_id

Hlo

B Xk
organization_id

Hllo

INEPEMRENIEMES, IBET spacewalk-report FIEEER --info & --list-fields-info ARG EFRo

X=BRZiREP R AFERINRAMTIR.

BEXEFERMETNNEZER, 152 spacewalk-report(8) FMTILUAK spacewalk-report &<FHI --help

2o
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22.1. S BEATEF iR B EIFIRISIERHEL

Chapter22. &%
22.1. K BT EF i 2 TR IIERIIESL

EEELT2PINEEETR, BREFREMHREN Salt FRRERREN TR BRENTFPIHETITHR
iE, BHRIBETE Salti"?"“”‘@ﬂ%f(#ﬂlﬂﬁﬂu)\I}“’ mEVHEEL

o MBERFIHPFEHALKLH Salt 23T, 157E /etc/salt/minion.d/custom.conf FEIN
o MRERFIHPEA Salt MYPE), IBTE /etc/venv-salt-minion/minion.d/custom.conf H%IAN

RS TS TR
() ERREEARNIHAING, BERREN LIET ngrctl term,

312 BEIREAIESCREMEIE iR
1 EERIHNSSRTFT T, B root BMNERUTaSELL master. pub 354

salt-key -F master

EEFImIFF /etc/salt/minion.d/custom.conf B /etc/venv-salt-minion/minion.d/custom.conf E2E&
Xto FIMUTITUBMAEITRNEN (BEIRESRRRAIES)

master_finger: 'ba:30:65:2a:d6:9e:20:4f:d8:b2:f3:a7:d4:65:11:13'
2. EBmARS. XITF salt-minion, EETT:

systemctl restart salt-minion
3. X¢F venv-salt-minion, EE{T:

systemctl restart venv-salt-minion

Bx Salt I EHIFMEE, BB N Client-configuration > Contact-methods-saltbundle,

BEEAMNEFFHREERE2MNESR, B8R https://docs.saltstack.com/en/latest/ref/configuration/
minion.htmls

22.2. AfETFETTHRIEE 2

BE— BREN GPG B LR TAIES R,

() B IR B A RIS, BERREN LET ngretl term
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g2 ERBEX GPG E1H
1. Bl root AP SAEA gpg S EMATEA:

mgrctl exec -- gpg --gen-key

2. RIBIRIAAE ROA EREEAREY, BA/IMEER 2048 fil, HABTFRFSUNKRMBE. KLEWRZHAN
AT, REEANy KA.

3. IRIERTWAES ZEAXRBKNRZMAE FERfrit, MRFE, EEETLURINERLUBEBIRFIZE R,
MRENBABMSERIHE, FEA 0 LA

4. RIERTMANBITOL URIPENESR,
5. ZEAN BN EREAR, AILLUBE Y HERRRNEREITRE:

gpg --list-keys

6. EXALRIBEFPITH /etc/rhn/signing.conf EREXEHFNITE—ITRR, BEZRHFMNOSHTMENZX
&

GPGPASS="password"

BXRMMEILEIT GPG %50, 55 M Administration > Troubleshooting,
Bl LATES1THER ngr-sign-metadata-ctl S EKEBTHIEE B,

31z BRATHIEER
1. ERENEFREERNEANERAN., TUGERRTIH I BNALER:

mgrctl exec -- gpg --keyid-format short --list-keys

pub rsa2048/3E7BFEOA 2019-04-02 [SC] [expires: 2021-04-01]
A43F9EC645ED838ED3014B035CFAS51BF3E7TBFEOA

uid [ultimate] SUSE Manager

sub rsa2048/118DE7FF 2019-04-02 [E] [expires: 2021-04-01]

2. M mgr-sign-metadata-ctl ¥ BATHIBEE S

mgrctl exec -- mgr-sign-metadata-ctl enable 3E7TBFEOA
OK. Found key 3E7BFEOA in keyring.
DONE. Set key 3E7BFEOA in /etc/rhn/signing.conf.
DONE. Enabled metadata signing in /etc/rhn/rhn.conf.
DONE. Exported key 4E2C3DD8 to /srv/susemanager/salt/épg/mgr—keyring.gpg.
DONE. Exported key 4E2C3DD8 to /var/spacewalk/gpg/<KEY_NAME> key.
NOTE. For the changes to become effective run:
mgr-sign-metadata-ctl regen-metadata

3. IUERAU TSR ELNEEERSIER:
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mgrctl exec -- mgr-sign-metadata-ctl check-config
4. ERMRSHLHTEEEMERUNAEN:

mgrctl exec -- mgr-sign-metadata-ctl regen-metadata

ERILAER mgr-sign-metadata-ctl spSHITHMES. £ mgr-sign-metadata-ctl --help AIEHTES

o

EEETHREEREEREN. BAE, BXIRSSE LNPMERIEEERERBIZER.

MPTE & P ins 2S5 GPC BB BERENEHR NG Eo

i3i2: EEFPIFLS AN GPG EfA
1. 1§ GPG ZRHETE F iRk IZER T Salt ;K&
2. f£/A SUSE Manager Web Ul iZf Highstate,

BX GPG BT HINFMAES, 155 Administration > Troubleshooting,

22.3. HRIFRRGE

XEKE, EEFIRSS

NREEAMER SRREE, HEDTEREREFTERMHNEERIRNIS, 8ILATE SUSE Manager Server

R ER L,
o BRI T RS A B R =S
o IR B A PE(TH B> BIfER ngretl terms

21 SRGUREIN S
1. ¥TFF /etc/rhn/rhn. conf EEEXHH AN TE—ITRA:

server.sync_source_packages =1
2. E25h Spacewalk BRSS LAN FASERL

mgradm restart

Bal, RENFMEHEEESBBRILINEE, TEERENEREIEERE,

BoEltTheelE, FREESTE NAEFEERPFEESRE SUSE Manager Web Ul FR, Ef1ERAN Z#EREE

HOR, AILAEREM Web Ul T, AR Web Ul TE5 A in ERERRTEL
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22.4. f£F8 OpenSCAP IR R AL L

SUSE Manager £ OpenSCAP REHIT&E ik, EAFEAEANEPELASMEREHEERRER,

22.4.1. XF SCAP

LERNB BN (SCAP) BIRIEH KM RAITEHN—ESS AT BRIFIE. ERHEERRINESRAH
Fibe (NIST) 4P —RIIASE, BTERRLRASNARZ 2.

HIE SCAP WEMNERM—MINEXTERERZRSR M, HEERNESRELXMEIFRREE
6o FALEARYE NIST B9 SCAP R AHA# 1Tz, LIRM—RBIEENEITIERE. AXFHAER, 7S

.

e http://scap.nist.gov/timeline.html
e https://csrc.nist.gov/projects/security-content-automation-protocol
e https://www.open-scap.org/features/standards/

e https://ncp.nist.gov/repository?scap
SUSE Manager f#F OpenSCAP 3523 SCAP #1358, OpenSCAP 22— MNFIA R BEEF B ARE I (XCCDF)
WEItTH, XCCOF  BREBEABTHNEXZDBERNITAERR. EXESTHMIE, FIuBATams
(CPE). BAEBEMZ (CCE) RABRFEFMITHIES (OVAL), LIBIE SCAP FiAM. AIH SCAP WIS ™5
R IBRYE R,
OpenSCAP £/ SUSE Z2FIPAERNRERIIE T B EFE. OpenSCAP EAEFARENFEAIFNI R

BERARRRERE, HUERAAREGFETERNENTR, X  SUSE  Z2HMNFHER, HER
https://www.suse.com/support/securitys

22.4.2. IR PFimiy SCAP 18T AF
TGz E, BEEARFIHAZR SCAP M £&,

o OpenSCAP BiiH1E{# R SSH BXZ /5341 Salt B3 RET M.

o HEE P i a] RS HFERIIRE P IR RERNEFMITERET. T Red Hat EF R, A5
RENERENEFH EEDE 2 GB BJA RAM,

EFaZEl, BERF IR L% OpenSCAP 127 SCAP Resm (RD) N8, RIBRERSR, XL
RHBBEAGSEESRERSH, BEAESTE SUSE Manager EF in TR,

TRV TR

1% 13. OpenSCAP {482
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1RERR AEiERr AE

SLES openscap-utils scap-security-guide

openSUSE openscap-utils scap-security-guide

RHEL openscap-utils scap-security-guide-redhat
CentOS openscap-utils scap-security-guide-redhat
Oracle Linux openscap-utils scap-security-guide-redhat
Ubuntu libopenscap8 scap-security-guide-ubuntu
Debian libopenscap8 scap-security-guide-debian

RHEL 7 FIRBRFIRMET — scap-security-quide B8, HFESEINMNAR., BIVEFER SUSE
Manager B P i TEHH scap-security-guide-redhat 34,

SUSE AARFEH openscap ECEXHIRMT scap-security-quide B4 E. TEHBTARASAY
scap-security-guide 7, SUSE Z#FIUATECEXH:
e JEFTF SUSE Linux Enterprise Server 12 #1 15 #9 DISA STIG B2 & XX 14
e JEFT SUSE Linux Enterprise Server 12 # 15 #9 ANSSI-BP-028 Bt & X
e JEFT SUSE Linux Enterprise Server 12 #1 15 89 PCI-DSS B2 & X
e JEFTF SUSE Linux Enterprise Server 15 B HIPAA B2 & X 14
o e IEFAT SUSE Linux Enterprise Server 12 #1 15 #9 CIS Bt B {4
e 581K SUSE Linux Enterprise Server for SAP Applications 15 BIA%E =&
e SUSE Linux Enterprise 15 IRAE =381
o SLE 127115 MiTA&RAL S HECEX

e RFI BB EME B X R, SUSE A NEREES X,

¥ F3F SUSE #2FR%, BSNEEXHFRTXIEM, SUSE RANERME 732,

22.4.3. OpenSCAP ABAX 4
OpenSCAP fEF3 SCAP I SCHERRE SR, KERZHRIRIE XCCDF 3 OVAL ARaoIEM, BT

SCAP  Z2IEEZI, EEAIUTHAFNABTXHHRBEERTHEHAITAEEN . AINRINAEXFIRIRRE
SCAP 215N M E. HE, MREHAEK XCCDF 5t OVAL B9iE, AILIEIEE SHREX M.

HNENEERRIRKLZBCH SCAP REXM. MREIEZHERABCHBEEXAR
X, FEBANK, MRENRFRERBEXABTX MRS, SUSE FAIEEFRZNE
RHsH,

AR XHE, FEFEXHEREIZP K, AIUGHEMEMEMXAE—E, ERYIBFMEREAEmIZST
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, BEREMA Salt (g0 salt-cp 8 Salt X (FARZ5E3) EML L@ ftp 3 scp FHIZX Mo

BIENEIBE— MR BUEABT X7 L 2R SUSE Manager BEENEFif. AIRFRGEEEHITHH

TRIEDRFRESEM, EXFEHMEER, 1551 Administration > Custom-channels,

22.4.4, 1 OpenSCAP ER& X 14
FRARERFIR U RER OpenSCAP NAXHMEEEXH. —IMARABXHFRIUEE S MEX K.

EET RPM BIRERG L, RIEAU T SHERA SCAP XH4HIE:

rpm -ql <RHPH) SCAP R2tsmUH BB T>

£ET DEB WUIRMER4 L, AIERAUTH<SHER A SCAP XHFHIIE:
dpkg -L <&RHH) SCAP ZetsmR 4t a R if>

HWET—MIEEFER SCAP ABEX G, FIHEF in LRI AEREX !

oscap info /usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xml
Document type: Source Data Stream
Imported: 2021-03-24T18:14:45

Stream: scap_org.open-scap_datastream_from_xccdf_ssg-sle15-xccdf-1.2.xml
Generated: (null)
Version: 1.2
Checklists:
Ref-Id: scap_orfg.open-scap_cref_ssg—sle15—xccdf—l.2.xml
Status: draft
Generated: 2021-03-24
Resolved: true
Profiles:
Title: CIS SUSE Linux Enterprise 15 Benchmark
Id: xccdf_org.ssgproject.content_profile_cis
Title: Standard System Security Profile for SUSE Linux Enterprise 15
Id: xccdf_or%.ss§progect.content_profile_standard
Title: DISA STIG for SUSE Linux Enterprise 15
Id: xccdf_or%.ssgproject.content_profile_stig
Referenced check files:
ssg-slel5-oval.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-slel5-ocil.xml
system: http://scap.nist.gov/schema/ocil/2
https://ftp.suse.com/pub/projects/security/oval/suse.linux.enterprise.15.xml
—— system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ecks:
Ref-Id: scap_org.open-scap_cref_ssg-slel5-oval.xml
Ref-1d: scap_org.open-scap_cref_ssg-sle15-ocil.xml
Ref-I1d: scap_org.open-scap_cref_ssg-slel5-cpe-oval.xml
Dictionaries:
Ref-1d: scap_org.open-scap_cref_ssg-sle15-cpe-dictionary.xml

B TFRFRITHENXHREMNRENX .
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22.4.5. FUITEHE I

ZEFERABRHEG, ATUHRITHEITEE. ATUER SUSE Manager Web Ul fiik B3, & o] LIER
SUSE Manager AP| 3R HEE BB 1318,

iZi2: M Web Ul iE1TEH I
1. 7£ SUSE Manager Web Ul /R, SMEIRS > BRAHIR, AREEERBENERF iR

2. RORSMBEIHET M B2 L HFETR.
3. 7E XCCDF XHERIBRIEFERT, MABERF G LERR SCAP EIRMEEX RS, fIi0:

#<: /usr/bin/oscap xccdf eval
i LITBE: -profile xccdf_or%.ss%project.content_profile_sti

XCCDF X#4ByE&1E: /usr/share /scap/ssg/content/ssg-slelg-ds-1.2.xml

()

xXm

o WRFEA --fetch-remote-resources &%, BHEEKRKE RAM, Itb4h, FIREIRZEIEM
file_recv_max_size M9{E,

4, HEBTEE P I F—REHRES BET.

o XCCDF ABXHAERIZERS LIZTZRIRETNIE, MRABTXHESTHRESE, NN
BarWo

iZi2: M APIEITHITAM
1. EFMEZ AT, IEREREEENE P i B %% Python 1 XML-RPC &,
2. ERMAENM AR E— M4, BF@iT system.scap.scheduleXcedfScan ZHERZHE, Fla0:

#!/usr/bin/python3
client = xmlrpc.client.ServerProxy('https://server.example.com/rpc/api')
key = client.auth.login('username’, 'password’)
client.sKstem.sca p.scheduleXccdfScan(key, <1000010001>,
'<path_to_xccdf_file.xml>',
"--profile <profile_name>")

EIRFIF: * <1000010001> 2FRSE ID (sid)s * <path_to_xcedf_file.xml> RIEAT K ENABXHE

=

IERIEE1R, B30, /usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xmle * <profile_name> &
oscap s HIMIINBEL. a0, fFM united_states_government_configuration_baseline (USGCB).

3. YRR T, WNEEAENEFIREITREE,

22.4.6. 134845

BXBETHAMNE B 2R SUSE Manager Web Ul &1, SAnZIE T > OpenSCAP FREIRHOIEELER
R, BXRIRPVEIBRIFAEE, 52 Reference > Audit.

NAFREEREXFHENFAES, SEERFHLBRAMBENIZE, T SUSE Manager Web Ul #, SA1ZIEE>

NSUSEWEREEEREI0Y | 22.4. 127 OpenscaP RZ LR 122/168



HAHBHEPWAAENASR, SMEIEERDF, FHEFEHEFA SAP X LEEET. BRRE, SR8
BB ER—EESMNESN HTML X, SERP= BRI TARAIMIINIT:

FHRLER: xcedf-report.html xccdf-results.xml scap-yast2sec-oval.xml.result.xml
EMITIRERRABESR, 15EA spacewalk-report #7<:

spacewalk-report system-history-scap
spacewalk-report scap-scan
spacewalk-report scap-scan-results

WA LAEF SUSE Manager APl 3&@3d system.scap MERRFRERER

224.7.1828
FIF) SCAP R2ISEINRIF BRIRM T 168 Bash IR Ansible BIZ, LUBLEFHRS. AM:

5% 5. bash fiZs

/usr/share/scap-security-guide/bash/sle15-script-cis.sh
/usr/share/scap-security-guide/bash/sle15-script-standard.sh
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

5% 6. Ansible ElZs

/usr/share/scap-security-guide/ansible/sle15-playbook-cis.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-standard.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-stig.yml

22.4.7.1. £/ Bash fi&iz{T&E

EFMEBEMAK LRE scap-security-quide M, BXIFMESR, 5S Administration > Ansible-
setup-control-node,

BFSMEERANRTEANREE. BENHABRRE. 25 Bash 7m0 —F5HFIH 7 Rl

22.4.7.1.1. EEAN R LIE Bash BIZFERZIEHLIBIT
RN RS L Bash FIAEARZHRIBITo

L ZR2% @REm-RPERENEsl. ARTEHATH EEGLPHES —1 Bash A, Fiw:

#!/bin/bash
chmod +x -R /usr/share/scap—security—%uide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh
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2. B [ BEERH].

o X RMHREMES N RITEHNREPEES, 5 Bash M4m0 —HFIH TR

B

22.4.7.1.2. T2V 2S5 LEARAEEIERIZIT Bash {7
—RUEEZNRS L Bash BIAS{E T2 S5 T

1 SIRRGAR, RHASAHMKRPIERT SN FEM,
2 ERGEEERPNENM ZEHGLTHRS — 1 Bash 4, Fla0:

#!/bin/bash
chmod +x -R /usr/share/scap-secu rity-%uide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

3. B [ BIERH I

22.4.7.2. &€ Bash Bz

22.4.7.2.1. SUSE Linux Enterprise openSUSE f1Z{#&

SUSE Linux Enterprise #1 openSUSE Bl Z #8381,

nite

scap-security-guide
BiE
e SLE12: SLES12 &#f
e SLE15: SLES15 ##3R Basesystem B

Bash HIA&<B#

/usr/share/scap-security-quide/bash/

Bash §ifi4s

opensuse-script-standard.sh
slel2-script-standard.sh
slel2-script-stig.sh
slel5-script-cis.sh
slel5-script-standard.sh
slel5-script-stig.sh

22.4.7.2.2. Red Hat Enterprise Linux 1 CentOS Bash A< $kiE

Red Hat Enterprise Linux #1 CentOS B Z##E R .
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22.4. (€M OpenSCAP IffRA KRS

centos7-updates 1Y scap-security-quide X & Red Hat Enterprise Linux BlZs,

nie

scap-security-guide-redhat

&@iE
e SUSE Manager TH

Bash lZsB &

/usr/share/scap-security-quide/bash/

Bash fiZs
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22.4. {£H OpenSCAP IR R LIRS

22.4.7.2.3. Ubuntu Bash fizskiE

Ubuntu Bl Z<k3E 1,

Bt

scap-security-guide-ubuntu

B
e SUSE Manager TR

Bash ilZsB &

/usr/share/scap-security-quide/

Bash filzs

22.4.7.2.4. Debian Bash fZs4iE

Debian Iz E3E R 5o
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nite

scap-security-guide-debian

Bl
e SUSE Manager TR

Bash HI&sBH

/usr/share/scap-security-guide/bash/

Bash fiizs
# Debian 11
debianll-script-anssi_np_nt28_average.sh
debianll-script-anssi_np_nt28_high.s
debianll-script-anssi_np_nt28_minimal.sh
debianll-script-anssi_np_nt28_restrictive.sh
debianll-script-standard.sh
# Debian 12
debianl2-script-anssi_np_nt28_average.sh
debianl2-script-anssi_np_nt28_high.s
debianl2-script-anssi_np_nt28_minimal.sh
debianl2-script-anssi_np_nt28_restrictive.sh
debian12-script-standard.sh

22.5. Bt

7£ SUSE Manager /1, ZaJLUBI—RYEIHESRKREREFin, LRIUKRERF iR LRERE T B RN
NHER2HT (CVE), BITITILE, HfEM OpenSCAP B S MI%.

7£ SUSE Manager Web Ul #f, Sf1EIEITHITEHEITES,

22.5.1. CVE &#1it

CVE (AHEFNRE) SUAMENNESRERNES.
o QEAFAN CVE, RUEFEEREENAEI,
S CVE 85— MRS, BRNBLURES (S BEE, CVE FRRS A CVE-YEAR-XXXX 53t

£ SUSE Manager Web Ul #, SfiZI&it > CVE @it UEERB TP inRE HFh TREMIR,

AIAMBRT, CVE BUETEEX 23:00 B, HATBWNEEA T CVE it ZRiRIFEE, LSRN BRI
#To

2R i CVE #4E

1. 7£ SUSE Manager Web Ul 1, SAIZIEIR > ESHERH, SA/FI%HF cve-server-channels-default B2
ZHFo

2. B [ cve-server-channels-bunch .
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3. BE [RRIBITRAE] URHHES. FHRESTM, ARKE#HTT CVE Hito

g RIEHTIRE
1. 7£ SUSE Manager Web Ul &, Sf1ZI&#Eit > CVE &it.
2. ERERE CVE A TRE, B7E (VE HFSFERPEAN CVE FRIRFT,
3. BREREENHTRE, RRFEPAERSUEERBEHT RS,
4. B [HitIRSE | REPME RS, BT [ HiHREG ] REFRERE,

BXRIETE EEANATRSERRIFARES, 550 Reference > Audit,

WNFENRE, T—MEFVNRREHEXTERDPLERA ERRARRANES. NRER, HPXZRTIHR
EEEANT o SRR LG R GHEIRE R A SR UME— T ROt AR,

BJLAfEEA SUSE Manager APl 3RIRIGE FimaT#h TR £ audit.listSystemsByPatchStatus APl Fi%. B
KILAENIFHAEE, 1S (SUSE Manager APl $5/) o

22.5.2. CVE RE
EPIHN CVE RSBEZRZEM. FREMASILH, XERENEURTF SUSE Manager iEAMER.
£ SUSE Manager 1, LATFENEA:

RRERAZMARL
RLERRENE N R ERARTARSRRRAER AT FAEER A 2R,

FREERFARMORS
ER B ESERCARENEXM T PRNREERREERS L,

SR RRHT TIEHRE
RGP RENE NG ERAFE TS TRCARERAEX A T FEER 4 B8R,

WX T
SUSE Manager FEAEX@EHRERBI*N T o

HEXEE

EE SUSE Manager EIRRVIEBE, ZBERIERII RS, BREKIRAGN=EBENRIREBE. SHEIAR
% L RENTRENEE, HERRANIEZIFRNRS EEE.

o HF SUSE Manager RfEAMEN, CVE BRIitERERLEE R TARERER. F, F=
BBl FRENFEHAFTEMNARRUTERIFRMIRESER,

] s 128 /168



Chapter 23. SSL iE#H

SUSE Manager f&£F SSL IEFHFRHIRE F im A 2 EFHAIARSS 28,

FMEA SSL JEAMEI SUSE Manager Server & FimiE B RS FIEBRICEEE T EERIERNRS
23, UhIEFRA SSLIETF.

£ SSL EFHAE, FRIEBEERSHIEBPNENRESSTIET. FRHEEFTENERSB[IIFTEER
(=

IEBIANE (CA) RRFHEMIEBERER. FAEIEBLARIEBMANG (CA) B2, REXME, 45
REMRNER, HEZPIHAERItEE ],

FE SSL BHINIERESIE B 31T, FRIRGIEER CA. XERELIES MR K LLEIR CA,

EFRIARY SSL B A I8IEA AE 1L SUSE Manager FRBHRERIER., EXMB LT, SUSE Manager EEFIE
IEH, HER CABEEARSHIIERESZ,

H—7EERERRIE CA, EXFERT, 1R CANHiE CAEHR, AEFIE CA I AESHENHHIE CA
R, MEKE—THE CA NRSHEBER. XMAEIEFH.

MREEEIVERPRERFIE CA, WIR CA BLREEEFiK L, MIRSJ/IEBNLETRSE L, T SSLIEF
HAiEl, BRMMAMEEBIRIIR CA SRSJ|IEBZEINEANRENERTE, BTN MEETSARFRE RElE
Ho

AILUESmAFEES RSB, EiRIBMAE) SUSE Manager #, FrEial CA ZRINBLEEZTF I Lo
BE, GHAIUERS R LRERS UKHREMEAEET K, EXMERT, £ SSL EFHIE, RSB[BIIRMER
SEIEBUNPIBERIE CA, LEHHIIEBIEMIEIABRE.

SUSE Manager BRIAEREEHE CA NERERIER, NTREREMY, BaIURH—1E=5 CARAEN
EREZ. £=F CA HITREURRIEBHEESHERER. MITEEHXILTRSWENFESE, ERE=H
CA AILURSIEBMMEEE, HATERHMIMNFEF. MIRENIERERE=S CA L, GBRAILKBHESA
SUSE Manager &%,

EFM7 2 NEBNA SSLIEBHAE

1. WnafER SUSE Manager TESIEZEHZRIEH
2. WfaI7E SUSE Manager Server 2% Proxy EZPEiE+H

NFRIEBME =G (FIENBEHZINBR PKI) 12, WAILBLIDE 1

o BXMEEIEERERIEBIIFMES, 15S Administration > Ssl-certs-selfsigned,

o BXUASNIEBRIFMES, 1550 Administration > Ssl-certs-imported.

23.1. BFHE R SSLIUEP

SUSE Manager BAIAEABREZIER, EXMIERLT, IEBHE SUSE Manager BIZME R, WA ERFERM
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ERBMANAREIBEBNATER. £=7 CA BRITRE, URRIBHEENEEER. BXE=H
CAHIF4HE S, 352 W Administration > Ssl-certs-imported,

AU ANMAEFRERNEREFEIRNEMCZERER IR,
SSL ZAMIE B EN BUMS HEPBZIBIH BN T2 RE TN R AETE,

23.1.1. EFCIEMEMIREZRIEH

MREHIMEIEBERNIE FERERMABERELE, EeTUMIE CA ERGHTRIARS ZSFIES.

g2 EMEBRIERSH[IED
1. £ SUSE Manager Server L& SRR T, EMEMRSRIED:

mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.com" --set-cname="example.com"

IR set-cname SEEERY SUSE Manager Server NE2REFHEZ. NIRFEZMHIE, ATUZRER
set-cname B,

FAAZAMIRSB/IEBAILUEES  /root/ssl-build/susemanager/ H#k%, EXHERHA  server.key #0
server.crte BRE—1MERMNBIFEVRTFS --set-hostname ML S ERNEN B,

23.1.2. BB CA IEPRAARS SFIET

o BHIR CA BHEWW. XEJRERWIFIRS B[S E P mZEIEEE. WNMREEXMER,
FEUENEEAFPERISNEFIHHERELE CA

diE: IEFITES
1. 7£ SUSE Manager Server LR <IRRAF ~, RIRIEBERBIFHMUE:
mgrctl exec -- mv /root/ssl-build /root/old-ssl-build

2. SRR CAIEF:

mgrctl exec -ti -- rhn-ssl-tool --gen-ca --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-common-name="SUSE Manager CA Certificate" \
--set-email="name@example.com"

3. ERHTRIARSS SIET:
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mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.top" --set-cname="example.com"

HafR set-cname BEEEH SUSE Manager Server WE2REEH B, MRFELZ5IE, JUZKRER
set-cname %4,

REEFEARENTINEZ cname A MIBER— MRS RIEP.

23.2. N\ SSLuEH
RN LIWEIFE SUSE Manager £EEE SSLIEH, UNRMNEEIRIMEIER,
EFEZHE, BEREFRCSEST:

o —MEBMAHNM (CA) SSL 2HIEH, INRERER CAHE, NFFEFIE CA BIE] Ao

o — 1 SSLBRSSETAREA

o — 1 SSLARSSZIUES
PREX R A PEM 183
SSL IRSBEEBHNENBOMSEBERRITENNTEREENZLE, AILUEIERH X509v3  Subject
Alternative Name EBDHIREFH B, BEILUREFRNTEIIHS N EN B, THHIEHFEEI RSAF EC (
HEZ) o

F=AMENBEEATRIE CA KRNBERORSJERER. EXMERT, HEROFAE CA LA AH, 4
REBEMINVSHEET A B TFHEERIE CA, HEEFME CA (IR CAFHIE CA) EREFE—DXXMHEF.

23.2.1. AFRESNIED
SUSE Manager RIAMERERERIEH. TRVRIRER, "TREAINEREIRASNIIES,

i342: 7E¥RHY SUSE Manager Server LS N\iE$H

1. 1R#R Installation-and-upgrade » Container-deployment S#93%BAZEE SUSE Manager AR5528. H1F
B3R IEFRI S {ES mgradm install podman B98%K, S5

=75 SSLIEBITRE: ‘
--ssl-ca-intermediate FfF& a] CA IEPRRF
--ssl-ca-root F#F R 1R CAEPERIZ
--ssl-server-cert ¥R IRSBIJ[EBEREF
--ssl-server-key FfieE  IRSBB[BBIAREI

23.2.2. 3B Proxy RESNIEPH

SUSE Manager Proxy BUAEABRE RIS, STHRAKIEER, EoLUERINERER NS NBIES,
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i342: 7E#HEY SUSE Manager Proxy LS NIEH
1. 1R#% Installation-and-upgrade > Container-deployment F1f935# %% SUSE Manager {32,
2. BB RIRE,

o ERR—IEBMANEAMRS SMAENFIERSSHFIERER. EAFRE CA SREVEH
REARILEC,

23.2.3. BHIEH

EAI LI SUSE Manager RERBESNERBERAFIER. EEHIETS, AILUEERER CAIEREHRNH CA
,» REEHBIERE,

Ziz2: HR/MAEIES
1. 7£ SUSE Manager Server L@ 1RRFT T, AL mgr-ssl-cert-setup HigHIERERSE:

mgrctl exec -- mgr-ssl-cert-setup --root-ca-file=<Path_to_Root_CA_Certificate> --server-cert
-file=<Server_Cert_File> --server-key-file=<Server_Key_File>

ArjE] CA B LATE(ERS --root-ca-file 3I8EBIXHAHIEME, WAILAER --intermediate-ca-file fEAMIINIEISR
8T, AJLIZRIERE --intermediate-ca-file W, ESEIHREMNSERIT—ENR, LUXENRSE
MH B EFERAG,

1. ERRS U AEN:

mgrctl exec -- spacewalk-service stop
mgrctl exec -- systemctl restart postgresql.service
mgrctl exec -- spacewalk-service start

NBEFERRIE, WEBEARENENEZM cname AEMEBER—MRSSIEE RPM, ERTE SUSE
Manager X2 LR mgr-ssl-cert-setup RERIEH. BT SUSE Manager RIEI&H postgreSQL #iERE,
EttiE1T spacewalk-service restart FEEE,

WMRIE CAEEN, WEEKHEPETS SUSE Manager EIEHFIE & F o

diz: £ Salt EPis LAIER CA
1. 7£ SUSE Manager Web Ul /1, SMEIZRS > B,
2. EHFRE Salt BPmUBEFINEI RAEERES,
3. SMEIRS > RAKEER > BN,
4. FERTFERH, Bd [ A ] UNARGRS.
5. fE Highstate TIEH, H& [ RA Highstate ] UGB E R A in.
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23.3. HTTP ™ fZmL et

HTTP P& fE iR eM (HSTS) REBEMILER PEIAKE (FIa0hifEFRHEH Cookie F%F) BIZREENL
llo

SUSE Manager 8 ¥F/BH HSTS, &9 SUSE Manager Server 5 HSTS, BHITULTIRME:

oz

1 ERUTa<LIZMIEEX .

mgrctl exec -- echo 'Header always set Strict-Transport-Security "max-age=63072000;
includeSubDomains"' >/etc/apache2/conf.d/zz-spacewalk-www-hsts.conf

2. AT EF/5N Apache:

mgrctl exec -- systemctl restart apache2

29 SUSE Manager Proxy )2 HSTS, IEHITLLTR(E:

Ok
1. BUEFAVERE XM, %0 /etc/uyuni/custom-httpd.confs,
2. AT —17:
" Header always set Strict-Transport-Security "max-age=63072000; includeSubDomains".
e

3. BT8R

mgrpxy install podman --tuning-httpd /etc/uyuni/custom-httpd.conf config.tar.gz

NMBEEXH  <filename>.conf @rRE, BERRTCREEERNENSE. FlN, EBS
A spacewalk-ww.conf HRENMELGE, HXHBUTUIHGZE BTRINF) . B
Apache SNEMNE X HANFMAESR, 1HS W https://httpd.apache.org/docse

£ SUSE Manager £RBIZGA SSLIERBRERERIIENER TEA HSTS &, H%
o B IELET HTTPS #1TiEHE, BRIEBATHLZSIPERR CA ZHKRRET. WREF

PR SUSE Manager M SSL IEP, aJLUENE http://<IRZ522E4152>/pub/

RHN-ORG-TRUSTED-SSL-CERT HEX S NEBIFRHE B P B SR 2 SRS LB,
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
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http://<​服​务​器​主​机​名>/pub/RHN-ORG-TRUSTED-SSL-CERT
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Chapter 24. iTI%]ILED

&89 SUSE P REEITH, 1TIE SUSE Customer Center (SCC) &, SUSE Manager 2i17&ialRE, L
QBB SCC KA RFAE EEMEFIHNITIRRS. ZIRERMEE XMLR A mERMLEITHE. EHNRIRITIR
WACTFAITIERE, MURMLE Fim&E ST iHES.

SMmEE ITRARREMEEIRS.

ITHRIR &R -RIREE X ST RMBME R MHITIRAE B

FICECR ™ iR SE RSB SR THNE P iRy IR, XBFETELENT G, SR EME  SUSE
Manager W& FPifo 1ZIRE & mB AR R SR,

EXRBOETRF, AR NEFPmXEKEBXIITHE. WMRVTHERSET AR P ik B e XK EIT
, IEBRE 1B Ao

HERIIGEERTHLARELRIEFERNFIE RS, XEHBREGMTRA 7 RERMIHEH

N
="

BRI LUTE .csv I8NIIRE, HEMBLIRRFIE /var/lib/spacewalk/subscription-matcher/ BRHiH
)X LR o

BINERT, ITHALRSEAFRIET. EEXIIRE, EEMEIERE » ESHERHHEE gatherer-
matcher-default. WRIEFBEEXNAERH, AGET [ EHMBERH.

BTG REFHFE RS SaTHRAELE, GRS AMLRERMBEIEMER. B— 1 FFEA—
ELS5R—MTHALE, RRRGERHEFHELEMIARIM, HERNT ITHHITEHRS,.

T LEC SR = BEh R DAL~ M E, BREREREK, FITHBFMMFHRE. B2, WMREHF

ERATE. EPWENIEKRA, HEZFRERMRIERFIET, WLREARSERELERBNAA
1T, 1B55RMAA X SUSE Manager RERIE FinRISTREEIE, UFEBIHRIE BAER,

0 RS F— S RLRE A SATE, CHIESESAET .

24.1. BE P inKBELRITT 5]

NRITALECSR T A B RER P iR 5 EWBITIMRLRE, TR UFHXEKEN]. IZXEE, TTHITASS
RS EIT RS A ENRANARRHEMEITE,

B2, LEHRHIFBLETXE, XEUATITHEEA, UKTRAREAIUNATZEin, i, WRX
KSHILRERITENFRMFM, HENRLESCVETERIEXENEL T LEEREER, RS2
KEXo

EAIFREK, BRSG [RINXEK], AREFEEXKEE i
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24.1. BEPIHKREKEITIA

SHTLRBEEEBER.

HNNFENEEREEAXRBKHAENAEZARERAXK. NTASHLREMS, ITHILTE
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Chapter 25. 53 HIERHE

BB ESHERAIT R HAIETE XHESH,

@ SUSE Manager Schedules @

Below is a list of defined schedules. A schedule defines frequency, how often a predefined bunch shall be triggered.

1-230f23

Schedule name |%
auto-ermrata-default
channel-repodata-default
cleanup-data-default
clear-taskologs-default
cobbler-sync-default
compare-configs-default
cve-server-channels-default
daily-status-default
errata-cache-default
errata-queue-default
gatherer-matcher-default
kickstart-cleanup-defauft
kickstartfile-sync-default
mgr-register-default
mgr-sync-refresh-default
minion-action-cleanup-default
package-cleanup-default
reboot-action-cleanup-default
sandbox-cleanup-default
session-cleanup-default
ssh-push-default
token-cleanup-default

uuid-cleanup-default

Frequency
05/10%#%%?2
pEre%n
00237%%
00237%*
pDrery
00237%*
00237**
00237%*
prEwy

I SSeeE)
0007%%
00/10***?
00/10***?
00/15***?
0617%%
0O***2
00/10***?
DO***2
0547%%
00/15%**?2
%y
0007%%

DO*%%2

Active From

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:51 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:51 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:51 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:51 CEST

2018-06-05 11:40:51 CEST

+ create schedule

25 j items per page

Bunch

auto-emrata-bunch
channel-repodata-bunch
cleanup-data-bunch
clear-taskologs-bunch
cobbler-sync-bunch
compare-configs-bunch
cve-server-channels-bunch
daily-status-bunch
errata-cache-bunch
errata-queus-bunch
gatherer-matcher-bunch
kickstart-cleanup-bunch
kickstartfile-sync-bunch
mgr-register-bunch
mgr-sync-refresh-bunch
minion-action-cleanup-bunch
package-cleanup-bunch
reboot-action-cleanup-bunch
sandbox-cleanup-bunch
session-cleanup-bunch
ssh-push-bunch
token-cleanup-bunch

uuid-cleanup-bunch

g SUSE Manager BiERH > BIERHIRIMITABRERAIR » BERHIESAT, TEPAIUERZBRE
RHREENZR,

B [RIBERERE] JERLREEMZERETH.

ZMEREIERH,

A

MREBHENARN, BERZARENETIIRMEI TR,

BRELNELENBER T ZERIMFRELH,

BIETEXEE,

RREE AN [HBRRERH ]

BEF R EEESRE BIERHR T > BIERHERAT.

NSUSEWEREEEREI0N | chapter 25. £ Az
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25.1. TE X HIfESS4H
FUBULTHUFIENOESE, EaInEsTRE:

auto-errata-default
RIEEELHBENREH,

channel-repodata-default
(B#) EREFRETEIES

cleanup-data-default
MERIREHEIE BT BT YR B BB o B S0 S AR Y R U

clear-taskologs-default
RIEELV R, MEIBEFBRBIIEERBNESSIZ (taskomatic) £ ¥R,

cobbler-sync-default

¥ SUSE Manager RV EEMECE X HIER L E Cobbler, B xH Cobbler {232 I B ThR R
FAEE, B2 M Client-configuration > Autoinst-intro.

compare-configs-default

R EREPNEEXYSEHEME ERRERENRS S LNXXH#HITHR, ZEEEHRER,
BRERAXTRHEFEXRS. RIERE ’ LB, BXIFRER, BEL
reference:systems/system-details/sd-configuration.pdf,

cve-server-channels-default

EHATEHEIT > CVE HittE LERERINEFNITE CVE $E, &Hit > CVE HEitnEERERE
R BRELRHN ERETIE R ERH. BXIFHEE, 550 Reference > Audit,

daily-status-default

BEHIRSBFHHLEREXMMIL, BXOAAMMSTERAFREEBNIFMES, 580 Reference »
Users,

errata-cache-default

FHASA T EEFHEER, XERBTERES N RSSBNEZEETMNNHEE, HESEHEERTTREITFE
T RMBIBE P AXBER BT, BXx44NTHFHEE, 1550 Reference > Patches,

errata-queue-default
NEBERNZWBEEH (T) HRSSIEXLER RT) HbA.

gatherer-matcher-default

BEEITEENEN SRS FEERNEM TR, RREENENSIE. SBEEROEIES, THT
EoesE WV BI=IET T,
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reference:systems/system-details/sd-configuration.pdf#sd-config-compare-files

kickstart-cleanup-default
BT AT Kickstart 2iEEKE,

kickstartfile-sync-default
R EERERSEIEM Kickstart BERE XEXTMNAY Cobbler X4,

mgr-forward-registration-default

BEPIHTMEIES SUSE Customer Center @, IMIASELIN. EEXRNHEMFRINE F imEE,
EHMA /ete/rhn/rhn.conf PISBEMESL, HE1T:

server.susemanager.forward_registration =0

Disabling data synchronizing with SCC will lead to reduced visibility of your
managed clients between RMT, SMT, SUSE Manager and SCC-directly registered

A clients. By synchronizing data, you ensure a uniform view of all registered clients.
Help us improve our services by sharing your reason for opting out

mgr-sync-refresh-default

5 SUSE Customer Center 1R3%E% (mgr-sync-refresh), BRIAERT, HEHESHITIERHBERESFR
BEEXBE, BXEEXBERTIFMES, HE5I administration:custom-channels.pdfo

minion-action-chain-cleanup-default
A IR BT AR ERE SRR,

minion-action-cleanup-defaul:

MR ZEPRFFI IR P IRRESIE. Bk, MESHSZHNBIERFMET Salt (FULEFHIEN
&R, REMEFAATEERTHEIRIE. MRIRSJ[ERTIRIFER, MAIRRRERFERTHIIER. T
BRINTERBVIRE, WESESERERITHMAXHEFTER.,

minion-checkin-default
ERFIHEHITEIBNZEN.

notifications-cleanup-default
FpESSGERESINC LS

package-cleanup-default
M4 RGP RRE B B B 30

reboot-action-cleanup-default

B 7NN SRR ES | SRS AR, BIEEPHXBEEUBEREE, EXLHESIS
RERIF4IMER, EZ M reference:systems/system-details/sd-provisioning.pdfs

sandbox-cleanup-default

BIEEEI sandbox_lifetime BEES#E (BIAMEA 3 X) WV BEREXHNBEE, DVHEXGRMNRAS
WX B HETHERNXE. BEXFAER, BHEL reference:systems/system-details/sd-
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https://suselinux.fra1.qualtrics.com/jfe/form/SV_0ooNnrY0rYuQScS
administration:custom-channels.pdf#_custom_channel_synchronization
reference:systems/system-details/sd-provisioning.pdf#sd-power-management
reference:systems/system-details/sd-configuration.pdf#sd-config-add-files

configuration.pdfe

session-cleanup-default
BT Web RERE, XBERAFERZE, TEHZEIXAN KR IR FEIEIE,

ssh-service-default

MRABF WA T SSH HXBARGZE, WRTEFmET SSH K5 SUSE Manager @ifle 5%, EE
5| SRS TIRIFHE,

system-profile-refresh-default

EFE RS LRITBHARIF. WESASE RHIT—R, FAIBERIEM SUSE Manager ARS8 LIS T, %
el =M Specialized-guides > Salt, MREBRBEHIXRKN, FEL specialized-guides:large-
deployments/tuning.pdf,

token-cleanup-default
fliER Salt & F i AR T HR G M T EHIBN B R M EFE SR,

update-payg-default
MECER PAYG =L WS &1 18I 4R,

update-reporting-default
B AR S EIE R

update-reporting-hub-default
MEME SUSE Manager ARSS2BUEEFRB IR S #E, HEH Hub Reporting 4B,

uuid-cleanup-default
B AR UUID IER.
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reference:systems/system-details/sd-configuration.pdf#sd-config-add-files
specialized-guides:large-deployments/tuning.pdf#java-salt-batch-size
specialized-guides:large-deployments/tuning.pdf#java-salt-batch-size

Chapter 26. MiAENHE

REQHBNERATIIIRER. RN THEXERE, EASHRENEEF—EER. ATREITH
ERAETHIEEH T EHETIE, ErIUNHEE ERETEGEIRS.

(’ RS SRR NIE(TH B BB ngret term,

IEECEEBURTFIE /ete/rhn/rhn.conf BEEEXfFH. ZSHAAKEN 20, RKILEEN 0 SRERREKEN
Tilo

java.max_changelog_entries = 20

MREGEISE, ERERTHREFEETEEK,
BRI BEE, EFB ngradn restart ERTARS.

TR e ERFBEREREEFNEIE, UERIBEIE,

BB B RGN RIET T B R KM, RECHEERENENSNIES, It
(’ SRAEEE LA, ZESH Taskomatic EEGIET, FULEH IUIERIES R4
£f8 3 SUSE Manager, {BRIZFIEIEI4RESBFI TR,

AILAMER L 1THIBR B FZ RO SR H G R E R R AR :
spacewalk-sql -i
ARTE SQL #UEFER AT M

DELETE FROM rhnPackageRepodata;
INSERT INTO rhnRepoRegenQueue (id, CHANNEL_LABEL, REASON, FORCE)
(SEI_CEICTbs?quence_nextval(‘rhn_repo_regen_queue_id_seq'),
.label,
:glached data regeneration’,
\ FROM rhnChannel C);
q
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Chapter 27. FBF

SUSE Manager EEGEILUANFAR . #FNRUREBSMFEF. MREETEERENAF, JLUS
BPIERIIRSA, UWEEARINEENR, EAIAEN Web Ul IRFARRINE, SIFESMEARINE,

t) (24545 SUSE Manager SIBRIKPER, FF R84 TM,

ZEEIE SUSE Manager AR, BSMEIAR > ARPYIR > FRBELIESE SUSE Manager RS EFHFIERF. 7
KPS TMHAFPRETAFR&E. EXHE. BNAE. AP DXERAH, UKBPHHFIRS. 25 (€
BAP | TLIBRNAR KRS, BERPESENEFP AT E,

ERFARMINZEIEHAR, 158G [SIBAR ], BAEHAFNAT, AESE [IBERE].

27.1. 1= M ERIK A

ERILEASBFABRENAFKS . EFANAFKAERAIUERNE. EMFNBAKAEAEIR,
BAREER,

BREUERAECHIKF, B2, MRAFABEEGEAR, WKILERZAR, AT RERK .

BERANARPTEERE SUSE Manager Web Ul SiRHHMEMIZE. AP EERZAILHIMIRERRETEIRE
BAFI, SUSE Manager EEE AR UEMHAEEFERANAF,.

272 . SIBRAR®

BRANZES I EERAR, HFEREANRBAUEZMTAFRFRAT—SEAAR, STNREEEL—F
W FIERIRZSH SUSE Manager BIER,

EENAFANEERRAE (SUSE Manager EERAGIRRIN) , BESMEIAR > APYIR > FiF, EREEEN
BWAR, ARREFEEFHECEETERER AR,

EFERAFY SUSE Manager EIERAE, BFSMIER » AP, HREZEEEDHECHEES SUSE Manager

Admin? .

x®ig 14. BFERGRAGNR

ReaRm iR

RGHERF 5B RP XEEIMRER B,

SUSE Manager 25 A LIRITARATNRE, BEEREMAF BRI,
HAEER EEHERA. KB, BENRZAE.
HAERREER EEBUER R,

IREEER EERGEIEN . WEMEFMER,
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ABRMH iBA

REEER BERREE,

WEEER EENMMEE, SEEEE2RAITN, UKk
il

RGHEER EERGYH, SEIENMRASA. BEFmAM

MEH, UNEERFXARIBRR,

27.3. AR NXRM &R S

NREEERFEREERTF iR, AILUGAEEIREIAR, itti1#1TEE,

ERAAERERSA, BERNEIAR > BAPYIR, BLEREENAFPS, ARRIAGAET R, EPERE
KA, ARSBE [ EHRRIAME L

BREAIUARAPEE-IREMEINRSGH. BZAF ISR RN, RANSREEIRIIFNENRSH, X
¥, ZFAFRAEILEDA R BIE P o

BEIPINGRA, BESMEIAP > RGARE, ARKIIIMNISHIIEAT R, 2E [ QIRIMEA ] UeIBE—1 5
HUSNERAE, MizdEnR, HRHEERIESNASRAE.

BXRARAMFAES, 52 Reference > Systems,

EEERFAIUEENE T E iR, BSMEIAR > BRYIR, RLHERENAFR, ARRIRFETR,
ERITHEMES, JUMTIRPERZTFPIHUEERNZRAEEESR,

BEXASEEERFMAEE, 152U Client-configuration > System-set-manager.,

27.4. AR FBEN R

AILUSAPERNERBENSHITIRE, EFEATTUBTERBENERR, BRIAEPHNRERE,

ENARPITHEE, BFEMEAR > BRYIR, STRRENAFR, ARRIEENR > ITEED <, ©EH
BIRREE, AESE [ EHR 1.

ENRAAETBEEENR, BEMIAF > APYIR, STERENAFRS, ARRIBENR > BEER
®o EREIRIKENEE, AEHE [ EIRNR ]

FIRFHELEBEEARELTETHN. REBEESAPNEERRSHEELRIRER X,

27.5. BR#INES
SIRSTBAEY, BFTLUASE Web Ul SRIES. SIREAE, TUEISMIET > BNEETRENES.

ZNBE BT rhn.conf EEEXHFHIEEMN, BEXRMINES, BITH /etc/rhn/rhn.conf XEFHRINTRIE T
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27.5. HFEINES

H—{TARZA:
web.locale = <iE5 5>
MRKIGEZSE, WEINES N en_US,

£ SUSE Manager FRIAERUTES:

R§ 15. AT RIES S

ES1ES E= 5=

en_US 3 xE

zh_CN 2254 FRE KRBT A

27.5.1. AR AINFEE=R

SUSE Manager Web Ul BUAERERTEMETENS~RNER, ErILIEREALURM Uyuni 3¢ SUSE
Manager Bitd, SUSE Manager U ER BIEI,

A LATE rhn.conf IEEXHHEREINED, BEENREGAEM, BFTFF /etc/rhn/rhn.conf XHEH RN IRiE
TE—TAS:

web.theme_default = <FE >

1% 16. FTFHEY WebUI X3

FRARR Bt #
susemanager-light SUSE Manager B
susemanager-dark SUSE Manager RE

)

uyuni Uyuni
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Chapter 28. &5
EENRT EIEER SUSE Manager BYn] SESIB BV —LE & I Rl j K ELARIR 5 7o
S5RABEIHEXNEBRETAESZITNE.

BEXNECEHER, 158N Specialized-guides > Public-cloud-guide,

28.1. Boh%&EEE
IREEWEREE, FHODREREXHTESTARD SRR O0EE,
BEADREAUERHT, BIRELTRES:

e pyOpenSSL
e rhnlib
e Llibxml2-python

e spacewalk-koan
AT RERIERIR, BARHTUTRE

o MERTNEMNALMAFRET S BLTREEXHFHNEMBERXN TRERGBE.
o MEZBENEM SUSE Manager I#E T TEBEEANFEE,
o MEXKINBERERSIRME T ABNIRGEMARE KEIm:

28.2. X E s AR SR~ mAI5 | SEFEHITEE

B S0~ @mY, BT SUSE Manager Server LI NEMEMS|ISHEERF. S @Rt m AL
ROBMEFRBRZHN, NMREEXEFERI=®, MOAFEIR5 | SEEE,

X5 SHEENFMAEE, 152U Client-configuration > Bootstrap-repository,
312 SR EG RS R M| FETFRE

1. 7£ SUSE Manager Server L1 RA T, LA root BER --forcelEMFIHAZZIFMNTIHS | SMEF
T

mgr-create-bootstrap-repo --list --force
1. SLE-12-SP2-x86_64
2. SLE-12-SP3-x86_64

2. IS SEFE, HEREYBEFERMMENF IR

mgr-create-bootstrap-repo --create SLE-12-SP2-x86_64 --force
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NREFEF IR |ISMHEEFE, JUREERENT M5 SEEFEEFERESHE LTSS,

28.3. X7 fEM Salt B P ImHITE
MR EERS BR B R, HEEMTERE Salt B0, EAIAKEINTEE:
s, HREERS

REZERNEREFTNRERAASIENEIMASLEGHERENITEN 1D, ERIUFHARILBIEUEEZ
B1x, AREARINEM R RS

BXFMEEFMIKEA, 5SS M Administration > Troubleshooting,

284. WA EERETEIAREHHITERE
MBHENTERAME RGNS AUANEHREAAR, CRERRERILE,

BHRATU TR, B EBFAERE AR R,

SIE: FABREFEREKR)
1. EhneEs (190 /dev/vdb) BIKR/N. IR0, SNEREEAEE QCOW2 BR%, JEREFA qemu-img resize 88 %,
2. BIRD XERRE R ATE:
O {FEHmgretl term ERBPITHFING.
O sudo parted /dev/vdb
O (parted) print

O (parted) resizepart NUMBER 100% EM1, NUMBER 2 print @<L ETRMAXS (fli, MREHERE
/dev/vdbl, ZEBSRETR1)

O (parted) quit
3. PBXHRF RN Flg0, T XFS XHZRS, BEBSSHNIINEFIEITUTHS:

sudo xfs_growfs /dev/vdbl

SERIZIIAENG, /dev/vdbl EBYXFS X RGN = ERZMEE BRI A=E,

28.5. WHUARIETF EHITE S

EFETHIEXHRNERS TSR ENIN, XEESEEREFIRINEREE, EaLEd ARBERE
B R R, £ RGHTBIEFERESIEX S, BERIE A LS T,

Hi2: RRRETF EZUERIFRYiR)E

1. &B& /var/cache/rhn/repodata/<:BEIRE> PFHFMBEXH. MREREBETERMTA, AIUTE SUSE
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Manager Web Ul R SMEERH > @il > BiEREREE.
2. Man1TEMERMIS:

spacecmd softwarechannel_regenerateyumcache <i@EHr%>

28.6. WEEBEARNGENEE X BEHRHITEIE

REGSEARNGENEEXEER, FEINEE (FINeIR5|ISMHEERE) TRISBREXNITH, HER
F i E R R Mo

fn, RASKRENEHARRG RSO STESISEEED. SERAE (FI0 python3-znq 8¢ zeromq) ]
RESTHOES ISMEEFEENLE, HEETF K| SHESERE,

ERMMNEEE TEAMIBEXEE (flg0 EPEL @8) B, TEAEEBRRGEHAREH, thiaBaRG
ARBEEXBESHNBEEED . FEARBOINFIZEENXEE, IRFEREEXBEFNFRE
BIX, FJLUERRBLEGREAREE (CLM) SIZIIEEIFR, AIUMARBIRZARI CLM I FEYR. d1RERAXM
7%, BEXBERREEWENFREFHIRIZ T, B2, HNFBEMNATES BEXEEN5|FEE
Feo PAIRRIIAE S EME F i

BEAEARUMENEENXEE (salt. zeromqF) GIEANFEERN, UTTEAIEEB TR RIZA)@:

d3iE: BRAEEEPEEEARNREGE

1L MRBESEMREAFBENBEXBE, BXFHAEE, 53N administration:custom-
channels.pdfs

2. FERBMIMPEIEEEXEE, BXFMMER, BB administration:custom-channels.pdfe BER
BEREIEIE (CLM) RRIEA FBERN B E XGBE, BHITUTRE:

©  fE£ SUSE Manager Web Ul #, SHZIRNEEGE, AREE [ QIEHE 1. MASITNRE.
O KREEIDE. ERMENHNEBEMNBENEE, (HE£MA Cent0S8 KRG
O RIFRAFMEmMEF, 0, A Cent0S8,

© EMENE, BEG [WR] Zi., XFBR-MESUHNmEETEEXEENFIE, XERBEAS
HERBEXEKARTIISE R

3. EEHE: £ CLM B, ENHAM—NTERBTHBRE ARG ARNRGE. SNEEEFHRER
HB R ERASRENEARRGE, EXTENFEAES, ESA administration:content-lifecycle-
examples.pdf,

4. BEREMHTARME CLM i (BaMNE@EENEEXEE) , RERBEFEE [#E] 11, F2H
TR A SRR IF IR,

O HXCLMBEAEE, 527 Administration > Content-lifecycle.
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administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_creating_custom_channels_and_repositories
administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version
administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version

WNSRE#%7E Red Hat Enterprise Linux i (3% SUSE Liberty Linux. CentOS. Oracle
Linux %A %4t) Lf#F Extra Packages for Enterprise Linux (EPEL), 3§ %%t EPEL
1R1HAY Salt 2FE, XaEK SUSE Manager 1218 Salt B hESMRLEINEE, It

o MAEETE, BAXHEESEM—TEEIE SUSE Salt HEBREISEER. Eit, &
SAZIFXENER TR,

MBEBEEA EPEL 4770, ASAIRAITIRIS EPEL 129 Salt B (BUN, 728K
> B> il > EPEL > PFEP TR Salt BREFE)
28.7. SYZF FQDNS grain BY HIL BV Rl @#H 1 TE 5

FQDNS grain ZiREIZSHFIET2MRE DNS ARSHIFIR. ERRRMAETHAX LS BHIYRE, EMR DNS
REREER, TERNNEHNRSKRS, ARERRT, BERHITMILMMIRSEE .

ATHIERELRRR, EEILER Salt FRERZA FQDNS grain, WREHA grain, BRI LUERAMRRREE
£ FQDNS ARsS, MAZEIGE F inZE R AR SHI XL

0 XIUEATRIAWN Salt EF IR, MNREEHETEM Salt ZFURAY, FQDNS grain BRUIAR
AA
ﬁ?ﬁﬁo

7£ SUSE Manager Server EREp<IRRTT T, AU TSR FQDNS grain:

%1

salt "' state.sls util.mgr_disable_fqdns_grain

RS RERNENEFHRHEMRSEZELIEN Salt Ef. MREMBFFHKIEE S, AIUKARBIEER
MITIZ <!

salt --batch-size 50 "*' state.sls util.mgr_disable_fqdns_grain

ERFMAIEHSHITR. BRER Ctrl X+X ¢ PlfzEiz,

28.8. iR =B EE
BERTEREAISEAT] SUSE Manager BUBEMIXHEMERFEEM, EASHIERT, KMEMRENR

8, SUSE Manager 25 EBRNAATE, TERNENSRKHER (FJEE) . BXTEEENFAE
B, 132 Administration > Space-management,

—RIERT, BRERSINXHRARZTE, Y btrfs XYRAWIERN, AT EMRX . EfR
Ittie)@, aJLAER btrfs device add S8R ANHRAIGI RNV EEFMETE], X, EERTLMBRSH, MM
NH—T X RAEIFIRIERIG— L8, HIPEME, BILAER btrfs device delete ERRIGHEMET
B, BAXIEBAFMES, BB https://www.suse.com/support/kb/doc/?id=000018779

A LUBE ER AR E RN @ER R E R,

o BXUAMBRELN FEIBEERNE, 550 Administration > Channel-management,
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o BXUNMEMIEREEXBEERNIRAE, 1520 Administration > Custom-channels,

TR LS E BE X BENES MR, GXNALIEREXGEERTIREE, FEN
administration:custom-channels.pdfs,

A LUBSEEERFEANEERH. RAEmAEMBNEFim i RmEHETE, BAUERZRIEE
JZETI

312 RIS REVBIEEED
1. {EF spacewalk-data-fsck ap L FIHFIA ZREIBED,

2. M8 spacewalk-data-fsck --remove Sn<>fIBRIXLEIR,

28.9. BH KIS E SR

MREERANHAERLET EHRE, EARSIELFEFTMEER. WRIZHAIERBENER, M5  SUSE
Customer Center [E5 B gESHBET,

ZFRUREXME R, ERARSHIEEESNIE SUSE BRI (MAMRINE SUSE Customer Center) 12
HRGENE=A#EFE. X SUSE Manager Server 2 iAEXEMEFEFEURE 2T ERE, BHAES
FiER, HERSHIESMEEEZMN, HIEN,

MREAEXMER, EPEFEEKE, AERK, FEENIESUSE mRA2ERESmIIRT,

A LUEE S AR Y 7 A R R 1R 7L,

REENTERE I AEEE N AVFIRAF SUSE fEFEFIFRR URL, X, R HIZFMEEINRXLE URL HAL
Th5eRko

NRFEEAIFINBRE, BRPMIBECENELRE SUSE Manager BIEK, MAREF. XRELWE=F
URL B9iEKR, EIERYP ZEFIAMMAEEN, HEFmFRERETIRF.

NBETINECERH AL, BILIEFETE SUSE Manager Server | BHIEE — A A,

28.10. @3 WAN %#27E SUSE Manager Server 5 Proxy 2]
— s N N NI

B By el KRV Rl A 1 TE

RIBE WebUl AZiEid APl RN AITEGHRAIGENITHEN, oJeeHE[A cobbler sync s
SUSE  Manager BRE|BHHIXMHEHE] SUSE  Manager REZR#, Ak, Cobbler EfFER
/etc/cobbler/settings FIEERIMIETIR,

cobbler sync TEi&it LA NEY B B &R MBI o

SIFERZE, 1T cobbler sync =& ¥ /srv/tftpboot BR5T2RH EI /etc/cobbler/settings FEZERIFR
EEEERIENIZE, ST ZREXARS 28 WAN EREIERAEH,

1R#E /var/log/cobbler/ FHEE, BF IR ERKYEAEETTM,
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administration:custom-channels.pdf#_custom_channel_synchronization

g0, ZIIEFIRTiE:

Thu Jun 3 14:47:352021 - DEBUG | running python triggers from
/var/lib/cobbler/triggers/task/sync/pre/*

Thu Jun 3 14:47:352021 - DEBUG | running shell triggers from
/var/lib/cobbler/triggers/task/sync/pre/*

ZERBYIE) N

Thu Jun 315:18:49 2021 - DEBUG | running shell triggers from
/var/lib/cobbler/triggers/task/sync/post/*
Thu Jun 315:18:492021 - DEBUG | shell triggers finished successfully

FREARLN 1.8 GB, FHITEER T ROk 30 7%
B2 T, E8l—15 /srv/tftboot A/NMERIBIASHRELS #HEN AT
MAAET rsync B9757E7E SUSE Manager Server 5 Proxy 2 [8]& §IX 4RI 8EH B TR/ B2 M E 50T 8],

BT LAM https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/1i000000(15B/
B2AMVIJN2_JsAyj TQzCVP_x5i0Vgd0bYNIXINpMugS8 T &M F 5 MUt E S M,

ZARERITED, EETZMHAZE, EFEFHNRIBTHERKE  SUMAHOSTNAME, SUMAIP  #
SUMAPROXY1 Z &, fEHEEISIEEIETT.

g FFFABZHAN T HIRE. ZHAREESHNIEREEREFHIEUNESEND
B, WmFH PR, BEKR SUSE Fi\ERI o

NFLUTER, RFERZNEIMARE:

e SUSE Manager RIZZR G Zi@id WAN ZEzHY;
o /srv/tftboot BEAREBRITEHXHMEF I PXE 5I1SXMH, BRHERTIXXUSF;
o BZEM /etc/cobbler/settings FHIE—IE, FM SUSE Manager LGB RD HILIE,

#proxies:
# - "sumaproxy.sumaproxy.test"
# - "sumaproxy2.sumaproxy.test"

T2 DRSS ®RE

1. 79 SUSE Manager 5#EXRA % Z 8/ TCP RE 62,
O 7 SUSE Manager Server L:

tcpdump -i ethX -s 200 host <SUSE Manager Proxy B4 IP #3k> and not ssh

© £ SUSE Manager Proxy L:

NSUSEWEREEEREI0N | 25.10. #3853 WAN ZE457E SUSE Manager Server 5 Proxy ZBIRSSIBIS KIMEH{TER 149/ 168


https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/1i000000ll5B/B2AmvIJN2_JsAyjTQzCVP_x5ioVgd0bYN9X9NpMugS8
https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/1i000000ll5B/B2AmvIJN2_JsAyjTQzCVP_x5ioVgd0bYN9X9NpMugS8
https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/1i000000ll5B/B2AmvIJN2_JsAyjTQzCVP_x5ioVgd0bYN9X9NpMugS8
https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/1i000000ll5B/B2AmvIJN2_JsAyjTQzCVP_x5ioVgd0bYN9X9NpMugS8
https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/1i000000ll5B/B2AmvIJN2_JsAyjTQzCVP_x5ioVgd0bYN9X9NpMugS8
https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/1i000000ll5B/B2AmvIJN2_JsAyjTQzCVP_x5ioVgd0bYN9X9NpMugS8
https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/1i000000ll5B/B2AmvIJN2_JsAyjTQzCVP_x5ioVgd0bYN9X9NpMugS8
https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/1i000000ll5B/B2AmvIJN2_JsAyjTQzCVP_x5ioVgd0bYN9X9NpMugS8
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tcpdump -i ethX -s 200 host <SUSE Manager B9 IP #titik> and not ssh

O XEFMIASHIRANA 200 BIREE, BELUEITH.
O ethX J@E7H SUSE Manager AR5 RIE@EIRNRIER MLEE O,
© RfE, TR sshi@ifl, Mfi#H—PELTREBNHE,
2. FFiEHAT cobbler sync,
© ZgilRL, E5MIPR Cobbler json BEX Y, ARAW cobbler sync #%:
Ercw)"nb/g{zrr/lsi%gobbler/pxe_cache.json

3. cobbler sync FERkfE, fEL1E TCPdumps,

4. fEF Wireshark TF TCPdumps, %%Z| Statistics (%iH{S8) > Conversations (3HiE) , HEFOH
1,

5. YIiE] “TCP” &M, IEDF _ERBRAEFIEE SUSE Manager 5 SUSE Manager Proxy 2 [al3#3kHY
SHE B

6. 3% Duration (FLEEtiE) .
O BEhEARHRE, HREERXGFIEENRERIE,
O IR HIE, HREAXHERETEINEAE, FIG0RZHA initrd i,

(i ) RB&HE 4505 71 4506, FHEAIAT Salt iBifl.
TCPdumps 245 RERA, FAR/NHN7 1800 FHHVIX M SUSE Manager Server {545l Proxy K&TEET
0.3 %,
LERAAXGFRZ, MAENNXGSBIEILT AKEEE, RASER— I XEMECIERDN TCP &k,

ik, EREREEFREMMATRERERS EXRRFIRRLA 50000 WERT, AJUARMGEELSEHmITE
: 5000 *0.3/60=25 %%,

28.11. AN P inEth

A Taskomatic RV =EHA ping B P ik UBRENFRIIERIRS. B 24 /B E KA ERMmL Taskomatic
BNNEFHEANIEENE Fin. B Web Ul REFIEEDIREFIRITIR, BSMIIRE > RATIR > IEE
o

& Pkl se T S REmHE NSRS |

o B ImFLAEREM SUSE Manager ARSS.
o BFIBMUITFARAY HTTPS EEMNIH A EE.
o BEFIRMUTEERHMWRESE.
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o FFIRIETESEM SUSE Manager Server i@ifl, EEZRERH,
o BPFIHEARTEAILLS SUSE Manager fRS3 28:@ I BIRILE .

o BAAIEBEIET EFIRS SUSE Manager Server 2 jalByi@ifl,

o Taskomatic FBEARH,

BXEFImSRSH[NERNFMAER, 152N Client-configuration > Contact-methods-intro,
BEXEERONFHARES, 152U Installation-and-upgrade > Ports,

BXRANMETHENIFMASS, 1520 Administration > Troubleshooting,

28.12. fr55EzEIAP &1

AR EREED ERAEEFHRERE ISS TRSBMMBRS . XEEEFERZHM bug, SHEIBTHMEIT, X
MIERT, BEMEEFREIART bug BIRRZS, XL bug XA RELHIL, RAERENHEERLTHRHT. MREFLK
EUFAR 1SS RNAERIRE, BEMRFTAER, UHRRTEHEIATUEMR,

ZFERUESBEAZRAMHHINESMER, EHREERERRSUTAS!

Z BB /var/cache/rhn/satsync/* 18 satellite-sync 777 E FBBRIAEIE ST satellite-

Synce
BB MRS 1SS EARSSEZH 1SS MIBRARSS 28 ERVETZRARRILIRIER, X, ELENAIRLINTE M.

o ERREEARNIHEING, BERSZEN LET ngrctl term,

B2 fRR 1SS BIFTHIR
1 7E1SS RSB LMSSIRTET, bl root SHIMEMRSRNETE M

rm -rf /var/cache/rhn/xml-*

2. ERWARSS:
rcapache2 restart

3. 7£ 1SS RS LB IRTRA T, U root S HIBRMBARS FFMVEE M :
rm -rf /var/cache/rhn/satsync/*

4, ERTRS:

rcapache2 restart
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28.13. ML B IEBEIE

RERIAN5 I SHMAZEHIRAUE ZAMIEBIEE, XZTFH zypper IREE XML EIEBHTEIR
AR, ERILUBEE /ete/ssl/certs/ BRKMIREMREIBAMIML EIEBREE, WREBR @)

, NEEREHS|I SRR zypper BT,

28.14. ERENEHE

ERINE R T, SUSE Manager Web Ul EBREBFTE 30 2HEENER. RIBENIFE, JFEAREREN

B

ZFEZE, FERYTE rhn.conf Fl web.xml FFHITENR, HERTE /etc/rhn/rhn.conf FIRE UF A BEAIRE

» TEweb.xml FIREUDHABMUNE, XWMELRTRTEBERIETE,

a0, EIFERHEELN—ES, 358 rhn.conf REYEIRE N 3600 7, F web.xml FREYEIREN 60 78,

o RS SRR R NE TS B BB ngret term,

i312: 1A% Web Ul BRiBR{E
1 BIERS:

mgradm stop
2. $TFF /etc/rhn/rhn.conf HHRMEERIE FTE—TRED, UEE R B AIAFTBERE:
web.session_database_lifetime = <L Fb /g S OB AT {E>

3. REHKXAIZX S
4. ¥TFF /etc/tomcat/web. xml FRMEERIELLTIT, UEEUSFHNEMNFERNE:

<session-timeout>Timeout_Value_in_Minutes</session-timeout>

5. RTFH KA ZEX Mo
6. ERTHARS:

mgradm start

28.15. HpFECEE T

NRFIEE RS, ERILUE /etc/rhn/rhn.conf FBEESMHBIE, EXAARZNOS, HEH
STARTLS:

NSUSEWEREEEREI0Y | 26.13. #:tsns =it
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java.smtp_port = E# (BRINE: 25)
Java.smtp_auth = true/false (BRIAfE: false)
Java.smtp_ssl = true/false (BAIAfE: false)
|ava.smtp_starttls = true/false (BRIAE: false)
Java.smtp_user = F&FE (BAIAME: null)
Java.smtp_pass = FfreE (BAIAE: null)

E) SMTP RSB EHEEHIEIEBIHISEFESMME, RILUE /ete/rhn/rhn.conf FIEE L TESEK:

java.smtp_timeout = integer (default: 5000)
Java.smtp_connection_timeout = integer ﬂdefault: 5000)
Java.smtp_write_timeout = integer (default: 5000)

28.16. ¥J{# A noexec ¥EH /tmp B HIRAY ) d# 1T E S

Salt NBEFPIHXHRFR /tnp RIBITIREm <. HELL, Y70 noexec EIER, /tmp, 55— MR LLIIRIRY
BiER, ERAN Salt IRSIEER THPDIR FEZEB X IRFTE RER, FHIEAKIZE noexec ETHWE R, &
WAER systemd FENBLEXF /etc/systemd/system/venv-salt-minion.service.d/10-TMPDIR.conf (WNSRfE

BT Salt #456) 8 /etc/systemd/system/salt-minion.service.d/10-TMPDIR.conf (MIRFFiIF EFERT
salt-minion) . FHANEEBEXGEABHREINOT:

[Service]
Environment=TMPDIR=/var/tmp

28.17. XH & noexec & /var/tmp BYH A e @LEITEE
Salt SSH 2R /var/tnp TEZEE T 45 Python MZF I LHE Salt MAPEAMIT Salt 2. Bk, LIRS

noexec JEWIER /var/tmp. Toi&EIE Web Ul 51 noexec EIMIER /var/tnp B i%, FASISIER
58 Salt SSH Fif A1 F if#Y.

28.18. 3¢ "WRTEARE" BIRHTER

rEHEER I, BT RBETE. FHi1EIIE /var/spacewalk 1 /var/1ib/pgsql FEHRFARREHI XFS X
HRFP,

KREBMNXHERSEY, I8 /etc/fstab FERR /var/1ib/pgsql F&. E5ISRBB[/UNBEER,

BRNAXAROTNFARES, FEEIBASEXS. ZAEXHZEEARNRSR LR
/var/log/rhn/migration.loge

28.19. WA EE

BHUHEBINEMER R 30 X, HIREESMEUEETRREE, TICHFERESNE, EFRULE, BHE
/ete/rhn/rhn.conf AR RIE FTE—ITRE:

java.notifications_lifetime = 30
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EEAREZAEEMNMEMER, 3E7E /ete/rhn/rhn.conf PHRMEEE TE—THS:

java.notifications_type_disabled = OnboardingFailed,ChannelSyncFailed,\
ChannelSyncFinished,CreateBootstr?ijepoFailed,StateApplyFailed,\
PaygAuthenticationUpdateFailed,EndOfLifePeriod,SubscriptionWarning

BXRIVNGEMEEEI, 530 usr/share/rhn/config-defaults/rhn_java.conf iRHRX 4

28.20. 3¥/= A OES i fFER B AR LA 1TE 1

E7£ SUSE Manager Server £/EF Open Enterprise Server (OES), i&¥&RFTRAIIIZHITIZIE,

312 B OES filizkE
1. WRIEHE Microfocus IRMHBIBEIAIE OES MRIEF DRI,
2. BF %I SUSE Manager Server,
3. REEE > 2ERS > ARFNRIL
4, HBIRIEBIE SUSE Manager B SUSE B33k,
5. ERATRMMBHEIENED, SAFEA Microfocus 17T,
6. HEEE > ZEMS > ARSHIEIE, ARFERIIIEIETH.
7. OES M= EREERIFH~mIIRP, EMEITUEERERNEMSR—HFEHATE,

BXx OES MI¥4ER, 8L https://www.microfocus.com/documentation/open-enterprise-
server/,

28.21. WA B A —HURBHITEIE

Ui IR EIRETESY, SUSE Manager Server AIAEESA EMIAEEMIVA T, MBRALHIER,
RUABHABTE WebUl i, BREBTHEEFHE, HALRERELHALM, BEREOHE0H
5, LBEREEE M CHERRT R

HEPHE, REREOHENHRIIE, LREEREHERARRAS:

o IV EXIFEFE L, BE /etc/yum. conf HIEE exclude=,
e TE SUSE Linux Enterprise 1 openSUSE Lk, /8 zypper locks #n<,

28.22. 318 Grain RiEG Bl B AT IR A EITESE

Salt B P imE R BB ER=R machine_id grain f%i#45 SUSE Manager. SUSE Manager It grain HER
Fise BB, EEREH#ITEY Salt A, BF Salt HASMELEEMER, FINREEAERFiHRE
BIREN, ZIEaRERIEMEM™ERNLER,

AT RRRIERLE, Salt 5| NT —IHERThEERE S HITRIAAED Salt A

EERAILLINEE, BRI LUESFHZENEF in LRE P IHREEEF RN — M ES .
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MREEFRZINMTERIITIZ, ERILUEER mgr_start_event_grains.sls BhF Salt K&,

o XERTFEEMHNEF K. NREZRILEM Salt FFIKRY, RARINZHIMLEES

.
£ SUSE Manager Server LSRR T, FRAMUTaS/BHA start_event_grains BeEBIF:

%1

salt "' state.sls util.mgr_start_event_grains

L EER P HNEEXHRRIAENEE, AEEFRERMNYAENR. MRENEFPHIEES, &
LACK R AMERR AT IR AR <

salt --batch-size 50 "' state.sls mgr_start_event_grains

28.23. K EEAM FQDN &8

B, BIREBEENZEFHZERTE Web Ul &, ERZEREl2EIRIEERN, NMREERNERN
A EFLMRERNHEZ (FQDN), mIEX SUSE Manager TS @R, FATRER £ LLIETo

EEIEITH, BFEREENEFIREEXAPIEEHM FQDN E7 grain:

grains:
susemanager:
custom_fqdns:
- name.one
- name.two

28.24. 3 A e fERYE P im Y IRV Rl RUE 1 T B 5

YNRERERA SUSE Manager REREMN, ERTELIMEIE VM BNWRERARREM. RERFEEREEE
(EMEHETEEENRIA) VM.

BARE VM AILTIE AEME, BEE FEFINTRES AN SRR,

MREE—ABEMNTR M, HOETREFIRIRERE, EREMLCERDSEN, EAEHFE SUSE
Manager /Ria% A in R ZIRAEM AR PN RENE ik, B2, WRRINEFHNEZRAFETE 1D
18[E, M SUSE Manager 2R XA N EFIREMA—I RS, HENBZEFIHHIESHRERENBIEES,

BT LU B e PERRASBY I ID SKARRILE]ER, LA SUSE Manager B ENTIRFI AR N AR i

o I REMNEN T BEERENE Fin LT, LEIERSNREEFImETIRE, REE
P REFEM 2l SUSE Manager,

HiE: BRRER Salt EFPRPIESITEN ID
1 SRR E, BREHEN P, BR etc/hosts & ERIHAYBAAER TN,
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2. WF32HF systemd HAITEM: WRERITENEBHEBRITEN ID, B root BHHIRERNEIE
Pim LRI, AREHEIEXEX !

rm /etc/machine-id

rm /var/lib/dbus/machine-id

rm /var/lib/zypp/AnonymousUniqueld
bus-uuidgen --ensure

systemd-machine-id-setup

3. S FARZH systemd BWEITEH: LLroot &M dbus &Lt &ML ID:

rm /var/lib/dbus/machine-id
rm /var/lib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure

4. MREHEFIHKDHARBHEER Salt A% 1D, BRFENEF K LR ninjon_id X (XEMSERTE
BEPIHERNEREMRR FQDN) o XIF Salt ZITHE .

rm /etc/salt/minion_id
rm -rf /etc/salt/pki

T Salt P EIE F i

rm /etc/venv-salt-minion/minion_id
rm -rf /etc/venv-salt-minion/pki

5. NVISECE TTEHMFRERZESAHM SUSE Manager HHBRARAEEX Y, ARERHEF i, T
Salt RiximE Fin, BERAU TGS

service salt-minion restart
S F Salt LB s
service venv-salt-minion restart

6. EFfTEMEFim. SN IRIESRE—1NFRER /etc/machine-id, HEANSIFHERERARHR
+to

28.25. XM E MR E F s H IR a) UH T E
o RS BB RAIE(T S BHER ngretl terms

BNARTEAEIEMEMS (BEBUEEM) BFFlR. ERRIEMA, NMiZfE SUSE Manager BRS5E:
(Salt Eizim) EMIFF—LE Salt BEXH, AEBRINENIM:

rm /var/cache/salt/master/thin/version
rm /var/cache/salt/master/thin/thin.tgz
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28.26. 347f Web Ul FFAFRIM B R B E A5 IRRY D RUH I TE S
75 Web Ul s TIRAEMET, A Salt 2/ BEMEVEE Salt SSH,
EHEMFARE, Salt SSHEP BASHBSBEREIE.

Aig, Salt SSH B ImEE AEEMETEAMAY /var/log/salt-ssh.log 1, EEIUEHFREEIR.

28.27. XF Red Hat CDN 1@ EF Z MEHH{TEE

B, Red Hat B &ML (CDN) BERIRMEZMEF, M SUSE Manager Web Ul REES NEMEH, MR
CDN 1R{EHIEHS SUSE Manager Web Ul EXIBVERARRE, BMEZIEREREIR, WIEHLRKK, FHEHiAE
EFENNRERES, KEINEIRERNT:

FHIR
gﬁﬁ '<repo_name>' X,
<repo %em> TEEER URL RILFBERUTEIE
[| z:EtM <repo.pem>" REVER IR AT thi 5
- 1518] '<repo.pem>' FY& ??Eéﬁ
BB LLEEEE MBI URL 2B EmE BEFE,
BT REEIR, IE?‘EJKL_ﬁ%T?E <repo_name>',

rEE
BTAEER, T ARFEEE,
HH:MM:SS RepoMDError: FiAihRIERERE. AIRERSFNEEE GPG ZA

BRI, BERFAEERINEBEHEIED pen XHEF, ABEMWEIEP LM SUSE Manager £F:

312 #BtrZ 1 Red Hat CDN iEH

1. 7£ Red Hat B in LIS SRR T, L root B34 /ete/pki/entitlement/ PHIFRE HEHEREH T H
A rh-cert.pem XM

cat 866705146090697087.pem 3539668047766796506.pem redhat-entitlement-
authority.pem > rh-cert.pem

2. ¥ /etc/pki/entitlement/ FEVFABE HEIHEASHEIEA rh-key. pem XA

cat 866705146090697087-key.pem 3539668047766796506-key.pem > rh-key.pem

WMIE, EFILIREEClient-configuration > Clients-rh-cdns i EBEHTIEHR S N\ SUSE Manager Server,

28.28. SUSE Manager Server Em& &R

WMRIEIEARMELLT SUSE Manager Server BIEHNHE, SUSE Manager RERTLEERE#1T. XEENHKRE
IRERMEAEN BN, AMXLERTTEMENZE P mERLEREREL R,

WMRIEFEELL SUSE Manager ARSZ23HIENSZ, BILAER spacewalk-hostname-rename BIASRE R, LLRZS
S EH PostgreSQL #3EZE UK SUSE Manager BIAZBEMIFINIRE,
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spacewalk-hostname-rename I 4<Z spacewalk-utils HEFEH—EF 57
ZHIZABME— KBS R 7 SUSE Manager Server FiECERY IP ik,

i3#2: EdpHR SUSE Manager Server

1. £ DNS frs328 £, AR iZBARARANBIRS BHINEIRE, CEFERUBTREIFEMNEE
BB, BHMKBRENARSEGIEMEMAERLN S NER.

2. E5|%F SUSE Manager Server LU fERHMELEEHBRENZEX,

3. EERSBHINE IP #IUHETTHIZS spacewalk-hostname-rename, WNRIRFZEIRFERIHENZ, NIZAA
25M. EER, HAKRIFFAE Salt ®FimE pillar #3E: BT EEUA T EMHNE P iniE,

4, NSRBI SUSE Manager RKIEERE iR, RIS E, SHRERZRESENE iR, BERTENFNE
MEMBA IP sk, 7F Salt EPIHBAECEXHR, HIMISEH Salt iTism (SUSE Manager fRZ528) BI&
R (X8R A /ete/venv-salt-bundle/minion, 0RERMER Salt W56, NF /etc/salt/minion) :

master: <# EHZ>
5. BRI venv-salt-minion AR5 (WNR{EEF Salt IWGE)
systemctl restart venv-salt-minion
g salt-minion ARSS (SNRAKMEEF Salt #H4EE) -
systemctl restart salt-minion

6. BRI BT LFET Salt FFIRECE, BN Highstate, WA Highstate REHifE7FRE URL FREYEA
Ao

o WINEMEREMERE, YIRS IHEPMZEAEFFACEL, HFEXITETT
configure-proxy.sh iz,

o MPBEBIENMIBFERA PXE 3518, WKTHKREZRENEELE, T2REL, B17
configure-tftpsync.sh & BRIAHIRNIBEKRE R,

28.29. RPC BT E i

HTMEREE SR MERHEM, RPC ERENSEBN, XSG E THIHLIE(E L ERHEITETE)

BE . ErILiEE RIERE X4 RIFE RPC AT RN R KIE, BAXTRERRMEKRE, Ea]LL
R,

i3F2: #ER RPC EIEER
1. 7€ SUSE Manager Server £, $TFF /etc/rhn/rhn.conf XEFHIZERABEE (UFPREALL)
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server.timeout =" "
2. 7£ SUSE Manager Proxy £, ¥JFF /etc/rhn/rhn.conf X#HHIGFERABIME (U REMD)
proxy.timeout =" #="

3. TEfER zypper B SUSE Linux Enterprise Server E i £, 17 /etc/zypp/zypp.conf XHHIEBERAE
BHE (UFPRERAL) -

## HXE: [0,3600]
## BRIAE: 180
download.transfer_timeout =180

4. 7ZfEH yum Y Red Hat Enterprise Linux &R L, 17 /etc/yum.conf X4HIGERAKBEE (LU
B{) :

timeout =" #=F"
0 NS RPC BEIRSIN/NT 180 75, BIAEAthiE s [F2 MR e,

28.30. 3¢ Salt & F im B R A XKHAPASHRIEA DNS 19 E#1TEIE

BME Salt FRIRIETEIETT, A BRI ARSZHFRERAIRSTFTIARK, HETUTHER:

T B XA TEEK R

FLFERT, BRHERRHZIEF. MREBFMTHMY, KERENRERGEET DNS EEFIR.
o BERSHERFEANINRIING, BEFSENLEITngretl termo

Salt EF BB, HERSKERIH grain Y, FAIHBSITEE FQDN grain, H7E grain #4ITRIRIEE
MMRORZS. 2 SUSE Manager Server ERHFRVIEIERIZEMITEY, SUSE Manager Server 25 F LR {FA%E
Pin&W test.ping, UBREFIHEMG EIEFEETT, oI ALE ZIR(E,

FRIANERT, SUSE Manager Server 2% 4F 5 #3KIR1Z test.ping en L HIMNL, SASRTE 5 HAERUEINIRZ, N
KZIREIGEENRY, HENEERBHEERFPIHREXAXTIEEKR,

ERRRILRE, BEEZ P ik LB DNS f#fr, (E%F IRfEARTHE FQDN BIARZRE 5 FPATEL,

MRTLEEE, FERRF SUSE Manager Server £ /etc/rhn/rhn.conf X
java.salt_presence_ping_timeout BI{EIEZEATF 4 BIE,

folan:
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mgrctl term
vim /etc/rhn/rhn.conf
java.salt_presence_ping_timeout =6

ABRBITUTEHS:
mgradm restart

o BItEBA=E SUSE Manager RS EERBE KN EIINERITIHE S T/AERH LML,
53 SUSE Manager RS 28 SRR E 185, 88 11 F 1o

28.31. SWNEAKKMA R BHITETE

MRNEARKM, BIBERSOCEMMEEM spacewalk RBBARBR. BEDIENLIEIT mgradm
start JREVE XANAIA L A9IF (S B AR TRo

o BHERSFIAERAIFRING, BERSFEN BT ngretl termo

WA UEEERBFIETRALE:

systemctl status uyuni-check-database.service
17

journalctl -u uyuni-check-database.service
NRERRIZITEEMAI mgradn 652, AJUERARXLEHLSTIERAER.
28.32. AIX EtH
B ERMHNREERS, BRWEXEZRERFAER, BEITUTHS:

export URLGRABBER_DEBUG=DEBUG
ipzﬁewalk—repo—sync -c <IBIER > <iEW> > /var/log/spacewalk-repo-sync-$(date +%F-%R).log
>

RIS E Zypper T /var/log/zypper.log A BIBMBAE

GPG ZARITLED

SUSE Manager A*=BnhfEE%E=7 GPG %, NERHERL KN, FEEAGERED GPGC BHAZ(E
1£o &R LLBIE$TFF /var/log/rhn/reposync HERI FAARMEIRRAEXEE SR EFITE:

['/usr/bin/spacewalk-repo-sync', '--channel', 'sle-12-sp1-ga-desktop-
nvidia-driver-x86_64', '- %pe' 'yum', '--non-interactive']
RepoMDError: Ts&ifiaféfzi. maEkS NEGE GPG B4A
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BfRRZIAE, BB GPG ZEHHEAN SUSE Managers EX8N GPG EHMFMAEE, BENR

Administration > Repo-metadata,

M spacewalk-repo-sync k& GPG %A
5 spacewalk-repo-sync FrhFNMEEER GPG ZHfE, NEFABRELZER (i, BFZEHASI
BERNATMLER) , @I THSM spacewalk-repo-sync EHBY zypper RPM #iBEHRERIZE

£A:

rpm --dbpath=/var/lib/spacewalk/reposync/root/var/lib/rpm/ -e gpg-pubkey-*
Hrh gpg-pubkey-* BE AR GPG ZHRIE T,

37 GPG E4A
MREELITEA GPG &R, BAEMRIBER, ARERHFNHER.

BISFIARITES
WMERKLEFKM, /var/log/rhn/reposync/*.log BEXGHFAIgES BRI TR RAVEEIR:

Repo Sync Errors: (50, u'checksums did not match
3262904c2fbd7a0e20033c87fc84ebbabb24d937 vs
afd8c60d7908b2b0e2d95ad0b333920aea9892¢eb’, 'Invalid information uploaded

to the server')
The ﬁackage microcode_ctl-1.17-102.57.62.1.x86_64 which is referenced by

atch microcode_ctl-8413 was not found in the database. This patch has
een skipped.

AILUBIE T SRR MER -Y &N TR SRR RILEEIR
spacewalk-repo-sync --channel <i@i& & #7> -Y
LEIRE RS 2 AR IGEF IR, AR T A EF AR,

EigE
R THEBIHHI AT HIR:

28: BREREXIE, i&X 300 FEVEHERSR/)VF 1000 FT5/#)
&R LUEITE /ete/rhn/rhn.conf F3ERE reposync_timeout F1 reposync_minrate EREERAARILIEIR,
RINERT, ARE 300 MENEFEERFNF 1000 FH/A, WTFHEEHLLE, B UER

reposync_minrate JAEEHF T4, FHER reposync_timeout ARBFFHIFEL

28.33. Taskomatic &=

fEFETTHREERERR — MR EREEENIRESHE, Eit Taskomatic FIRERE/LO#ABETTA. It
» ¥R Taskomatic A%, MAEFETTHIREM LR A RES R,
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o B IRS B A RN, BERREN LET ngretl term

YR Taskomatic HEIETT, HEZFZCER, WRGEEEHTEETE Web Ul REMETE, ERERERR
imt, FEAEHEHEFPIHRSER, EXMERT, zypper ref S S2E RO TFAIREIR:

TEFERERY URL EHAZIB MR

EE PR, BHE Taskomatic E@RIEEMBEETIE, &S AET R R. FETRTEER
4/, HEER REERT) Taskomatic LUEEHITE A IEERH,
1331 R Taskomatic [R)&

1. £ SUSE Manager Server k, %% /var/log/rhn/rhn_taskomatic_daemon.log X UHBERT B EMIT
PIREMERHIZNEIET, HEBBBRETHIR.

2. ERE) Taskomatic:

service taskomatic restart

3. /£ Taskomatic HENXHH, olLUBEERIWN AR BRITMERITRIRSS TR ERT 4 A XIS
7

<YYYY-DD-MM> <HH:MM:SS>,174 [Thread-584] INFO

com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Generating new repository

ﬂ%tadata for channel 'cloned-2018-q1-sles12-sp3-updates-x86_64'(sha256) 550 packages,
errata

<YYYY-DD-MM> <HH:MM:SS>704 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Repository metadata generation
for 'cloned-2018-q1-sles12-sp3-updates-x86_64' finished in 4 seconds

28.34. 3% Web Ul T3EMNEHRIRIBUAT1TEE

B, Web Ul IEEBEASME. MWRMAFZNENZHM IP MULSIHRFERER, XMEBEERHNK
EBFFIH. MNRLKHNENEMN IP tiEE AT fER B — LR 2= 4R B,

BREFHENMHBIE ] AR, EAZEREEF, ANETIR Ctrl X+X F5 REMRIL R,
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Chapter 29. GNU Free Documentation License

Copyright © 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing itis not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with
or without modifying it, either commercially or noncommercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms that
the software does. But this License is not limited to software manuals; it can be used for any textual
work, regardless of subject matter or whether it is published as a printed book. We recommend this
License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated
herein. The "Document", below, refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in a
way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either
copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document’ s
overall subject (or to related matters) and contains nothing that could fall directly within that overall
subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not
explain any mathematics.) The relationship could be a matter of historical connection with the subject
or with related matters, or of legal, commercial, philosophical, ethical or political position regarding
them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The
Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
then there are none.
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The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or
(for drawings) some widely available drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input to text formatters. A copy made in an
otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not Transparent
if used for any substantial amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image
formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and
edited only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of
the work’ stitle, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or
contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ stands for
a specific section name mentioned below, such as "Acknowledgements", "Dedications",
"Endorsements", or "History".) To "Preserve the Title" of such a section when you modify the Document
means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in this
License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of
this License. You may not use technical measures to obstruct or control the reading or further copying of
the copies you make or distribute. However, you may accept compensation in exchange for copies. If
you distribute a large enough number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY
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If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document’ s license notice requires Cover Texts, you must enclose
the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these conditions, can
be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opaque copy, or state in or with each
Opaque copy a computer-network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy of the Document, free
of added material. If you use the latter option, you must take reasonably prudent steps, when you begin
distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an Opaque copy
(directly or through your agents or retailers) of that edition to the public.

Itis requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to give them a chance to provide you with an updated version of the
Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). You may use the same title as a previous version if the original publisher of that version
gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.
D. Preserve all the copyright notices of the Document.
E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the public permission to use
the Modified Version under the terms of this License, in the form shown in the Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document’ s license notice.
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H. Include an unaltered copy of this License.

l. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the
title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there is
no section Entitled "History" in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy
of the Document, and likewise the network locations given in the Document for previous versions it
was based on. These may be placed in the "History" section. You may omit a network location for a
work that was published at least four years before the Document itself, or if the original publisher of
the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles. Section
numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some or
all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version’ s license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a
Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of Front-
Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one
entity. If the Document already includes a cover text for the same cover, previously added by you or by
arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their
names for publicity for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.
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The combined work need only contain one copy of this License, and multiple identical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else a unique number. Make the
same adjustment to the section titles in the list of Invariant Sections in the license notice of the
combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single copy
that is included in the collection, provided that you follow the rules of this License for verbatim copying
of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this License
in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright
resulting from the compilation is not used to limit the legal rights of the compilation’ s users beyond
what the individual works permit. When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document’ s Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the
Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document
under the terms of section 4. Replacing Invariant Sections with translations requires special permission
from their copyright holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include a translation of this
License, and all the license notices in the Document, and any Warranty Disclaimers, provided that you
also include the original English version of this License and the original versions of those notices and
disclaimers. In case of a disagreement between the translation and the original version of this License or
a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the
requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual title.
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9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for
under this License. Any other attempt to copy, modify, sublicense or distribute the Document is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU
Free Documentation License".
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