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1. SUSE Multi-Linux Manager Web UI0{|A{ A| AR M5 AL > Ansible > QIHIER| 2 O] SEfL|C.

2. QIHIEE| Z2E 225t Mo E0M HAZIQZ QIHIES| HAIS H¥Y & ASLICH

I =
2.4, Evjo|2 HM
Zoo|E C|AMEZ|E Moot = A|AH! ME A}SH > Ansible » Z28{|0|2 H|0|X|0|AM Z8|0| 22 HMTH & Ql&L|Ct,
OIHIE 2| ARt OFAEVIX| 2 80| = M ZH 2 | 20| A AA|ZISZ AlBHEIL|CE,
IX =H Als
2.5. Ej|0| = AlaH

MAH MF FE > Ansible > E3[0|5 H0[X|0f| A Z21|0|5 2™ S ot + ASLICH 2@l S2|0|52 MEst =
QHIES F= SELR Hwol E(ol5 A of|of Chist &R0l M A QIHES = =
= ol

MeEstR| 9oBi Flof =0l THE J|E QMR B ELICH EECHR Uik
Zejols ClAERlolM 2HR AME QHERR MYBLICH HY B2 Balols ME FEoIM Agxt Bel
oMER| F202 EAIELICH Yolo| QMR F2E Y = AUBLICE,

'“—._1 CtE S2ols A3 AlZts MEfSHALE 2t MlS MEMRL|CE X[ZHQ= SUSE Multi-Linux Manager=
Mo =0 O 2 MAHTIL|CE 2 A= 2 MIF AP HO|X|0lM & & UAELICEH

2.6. Ansible |0 E MHA

Ansible M0 =EE MAst2{H SUSE Multi-Linux Manager Web UIO| A C+S THA| S AtiEtL|Ct.

I?jE% Ansible M0 E=Z 52 Y AARO Ansible T{7|XIE 2 X8O}
Ct. et o= Ansible 7| X|= 2 MH 32X SA 2| ZX|E2[0f| M 3Ok BfL|Ct.
£ =0, SUSE Linux Enterprise 15 SP6 %! SP70{ A= Systems Management Module2
%3H AnsibleS AHEY & AUSLICE

2to
fL

2 |I°+ rLILlI

EX}l: SUSE Linux Enterprise 15 SP6 EE= SP7 A|A&I0)| Ansible A0 == AH

1. SUSE Multi-Linux Manager Web UIO[A] 2t2|x} > X OpHAL > HIECE
0|%'5|'0:| SUSE Linux Enterprise Server 15 SP6 x86_64(':':.': A9 H‘|I'|) f Systems
Management Module %N EHa Python 3 ModuleO| MEHE|TT FI[2tE[}=X|
SfQIBtL|L},

2. SUSE Linux Enterprise 15 SP6(5£= 49| HHH) 22I0|HE S W ZSHL|Ct,



3. SUSE Multi-Linux Manager Web UI0llA| 22t0|HE 2| A|AH > 7|2 TH[O|X| 2
O|SELICH AXES0 » AXEQ|0] S M E”3f_' Z2t0|HEE susk Linux
Enterprise Server 15 SP6 x86_64(-C= &2 SP H{X) 3l systems Management Module
Python 3 Module X{'2 S FA=5EtL|CE,

4. ZEIO|MEQ| NE AFE > = MEY f. Add-On System Types S=0i|A]
Ansible Hiof == ZHA3I5H 2 (44 Arlo|e 1S 2| StL|CY,
6. O|HIE B2 MEHSI D highstatel| AEHE 2tQIBtL|CH,

%41 Ansibleg SUSE Linux Enterprise 15 SP4 E= SP5 Z2t0|AE0]| MX|5l2{™ Python 3 ModuleS
2 3tsi{oF gLt

£ A Q| Ansible2 H 0|4 22HE Python HHE S8t L& 22|E X|Y6HX| &LICH
e[ =T TS| 7| E Python HELZ 7|2 HHE[O /A= 32 20|54

0 27} WMBIILE AT & UALICH O SHE sHZstaw st He Ha
Python2 ¢J20|=st1 Ansible QHIER| = THONM SHIE
s} LI}

2.6.1. Ansible QIHIE 2| I} A M

Ansible Integration =7= Z2|0|82 QHER| DtYZ vfEELICE _EO|Z 1_0 LIZE 2t 2F Ao cHal
QI E2| IS LMY MABHL|CE,

Ex}: Ansible QIMIE 2] Ip MM

1. Ansible0ilA 22l QHIER| It SAEE M 9 FI1gL|CE Ansible
CIHIEZ|Q| 7|2 ZHZ = Jetc/ansible/hosts2i L|C}.

2E 1. QHIER| 0f| Al

client240.mgr.example.org
client241.mgr.example.org
client242.mgr.example.org
client243.mgr.example.org
ansible_ssh_private_key_file=/etc/ansible/some_ssh_key

[mygroup1]
client241.mgr.example.org
client242.mgr.example.org

[mygroup2]
client243.mgr.example.org

[all:vars]
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ansible_ssh_public_key_file=/etc/ansible/my_ansible_private_key

2. SUSE Multi-Linux Manager Web UI2]| aAnsible {0l A] Ansible > M| .tE=
0| 55t0] Mo .o =0f QIHIER| IS FT7hetL|Ct.

3. Playbook Directories MIMA|A Add a Playbook Directories = | /usr/share/scap-

security-guide/ansible2 £715t =[xz 2 Z=/ LTt

mjo

4. omia| oAU A omEz m xrp ZEO| QHIEZ| O QX|E 746t (M
%EI?‘SH_“:L

=£ 2. oA

/etc/ansible/sles15
/etc/ansible/sles12
/etc/ansible/centos?

U2 Z2[0|§ O|Al= https:/github.com/ansible/ansible-examplesOf| Al =tQl'gh

AL/t

4 m

Hk}: Ansible = ELQ} EA1 MX}7|

1. QIHIEZ|OM A FQI SSH 7|1 & MdetLct.

ssh-keygen -f /etc/ansible/my_ansible_private_key
2. MEEISSH 7| £ Ansible 22| 2210|HE0f| SAFRLICE O|Al= CHS 1t Z&LICE

ssh-copy-id -i /etc/ansible/my_ansible_public_key root@client240.mgr.example.org
3. etc/ansible/ansible.cfgOfl CtS 2t 20| 7HQI 7| & MAABILICE.

private_key_file = /etc/ansible/my_ansible_private_key

my_ansible_private_keyS 712! 7|7} etEl It o] 0| SO 2 HHEL|CE,

4. MO =0 M Ot BE S HABI0 Ansible & (R E EHIAESHIAIR

ansible all -m ping
ansible mygroup1 -m ping
ansible client240.mgr.example.org -m ping

HE MeiE & QIELICE XtA[st LI2 2 Administration > Ansible-compliance-as-code0f| A 2Qlgt 4

r
n
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2.7.AEH Y E

O] 2M0l| M= Ansible Playbooks A8t ZEY 8 £ S ddst= U et SEHS MSELICH
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HL
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=
—
N
A

x
>t

Hk}: SCAP 29t 7}0| = ojj7| x| A %]

L AIAZE RO S2H0IES Meet 3, ARERI0]> H7|X > MXIS S2ighict,

[>
o
2
g

2. scap-security-guideS ZIAisto] A
XS 2.

Metot if7|X| S AX[etLch. 7| X BiE 27 Aret2 LIS El0[E2S

H 1. SCAP 29t 7[0| = 17| X| 7 At

71X OIS Rl 2IE|= AlAR
scap-security-guide openSUSE, SLES12, SLES15
scap-security-guide-redhat CentOS 7, CentOS 8, Fedora, Oracle Linux 7,

Oracle Linux 8, RHEL7, RHELS, RHEL9, Red Hat
OpenStack Platform 10, Red Hat OpenStack
Platform 13, Red Hat Virtualization 4, Scientific

Linux
scap-security-guide-debian Debian 12
scap-security-guide-ubuntu Ubuntu 20.04, Ubuntu 22.04

2.7.2. Ansible 20|52 AlE2%t £+H

Ansible 0] =7} ZBtL|C} XtA|SH L2 Administration > Ansible-setup-control-node0i| A olgh &
AELICH

Lt EXHe Ansible Z22|0|58 AFE0H0] nd S Ast= 2ES AURLICEH

njo

A%} Ansible Z|0| 22 AI238H AKX AlsH

L Ao L.E A|AE 0|70l A Ansible > Z2|0|8 S MEst 1 220|852 22T L) o= CS2t Z&LC

ot

sle15-playbook-stig.yml
2. E20|5 S 252 H S20|HES| MIER| A=E MEMTIL|CE of = LSt 25 L CH

(R = |

/etc/ansible/sles15


administration:openscap.pdf#remediation
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Chapter 3. QIZ uitH

SUSE Multi-Linux Manager= Ciefet 915 &HS XIAELICE 0 MM0jM= PAM(pluggable authentication
modules) %! SSO(A = A1 2)0l| CHal MdHEL|CE,

s >
3.1.SSO(AZ2 AMeI2) 2 21T
SUSE Multi-Linux Manager= SAML(Security Assertion Markup Language)2 Z2EZ2 7350 SSO(A23

AtRI2)E Kl LT

A ARIRE2 AR} Bt JHe| XtH ZHOZ 02| OHZ2|AH|0|Mof| HM|AE £~ JEE siF= 21T T2 M|AJLICE
SAMLE QIE Y #Hot 20 H0|HE Wetstr| st XML 7|89t EZ=ILICEH SAML ID AMH|A Z3ZXHIdP)& SUSE
Multi-Linux Manager & AH|A ZZXHSP)O| Q15 X AP 20 MHAE HSLICE SUSE Multi-Linux
Managere &2 ARI22 2l 2 M3tsiof otz AEZQIE M| FHE == LIC

SUSE Multi-Linux Manager2| SSO7t X|5t= At

* SSOE 2IQIgL|Ct.

* MH|A HMSXEAIZE A2 230H2(SLO) & ID MH|A M SAE 2 230+ MH|A(SLS)2 2 10HSfLICE,

Ty

o O{MM 5l hamelD ¢35},

[ ]
2
nx
I
X
02

* AuthNRequest, LogoutRequest U LogoutResponses Zgt HIA|X| A{H.
o Oj&M AH|Xt MH|A JEZQIES S MSFRL|CE
o Y2 20t2 MH|A AEZQIES SHdotptL|Ct,

o

* SP HEIH|O|E{(ME 7ts5EHE AlARLICE.
SUSE Multi-Linux Manager2| SSO= CHS 2 X|IoHX| &&LICE

* ID MH[A MSXHIdP)E ¢let MF M= & 9.

o 7|EL MIZOll Chist SAML X[ (3 ®IF 2B A 2fel).

SSO 7319| of| = Administration > Auth-methods-sso-exampleOi| Al 2Q1&h 4= QI&L|CE

712 E SHUM H2 ARIROZE HASHH A SSO K& ZHO| Web UI0IZH HEEL|CH
o mgr-sync = spacecmd®t Z2 Z2I0|AUE = 7|2 E WHOEDE A&KdHA
st

3.1.1. M =
AIZtst7| M of2{et mZt0|E & AFESHe 2|5 ID MH|A KISKAHE TasHoF LICH XA 2 IdP MHME 2QISHIAIR.
|dP AFXt2t SUSE Multi-Linux Manager AHEX} 7te| OHE2 SAML:Attributeof| X|FEL|Ct.
o SAML:Attribute2 IdPOIA FLAsoF tH SAML 91E0Al SUSE Multi-Linux ManagerOi|

ME=|ofof gLt E42| 0|52 uido{of st 219! = o El SUSE Multi-Linux Manager
ALEXHE ZEEslioF BfL|Ct. SUSE Multi-Linux Manager2(E) THE = 8¢ 2152 2datdliof
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gfLct.
HeotAEZQIEE= CHZ0 Z&L Tt

AN AH|X MH|A(EE ACS): MH|A HSXHo| et MMES HZSH| 28 SAML BIAXIE #2dt=
CHEQIEQIL|Ct, SUSE Multi-Linux Manager2 ACS AEZQIE: https://server.example.com/rhn/
anager/sso/acs

o A2 EI0}2 MH|A(EE SLS): IdPOIA 20t2 Q@B S A|ZSH=s JEZQIEQILICE SUSE Multi-Linux
Manager?| SLS AEZEQIE: https://server.example.com/rhn/manager/sso/sls
o O|EIC|O|E{: SAMLO|| CHF SUSE Multi-Linux Manager HIEICH|O|E{E ZMSEY| 2|8t A=ZQIERIL|Ct, SUSE

Multi-Linux Manager?| HEtH|O|E AESIZQIE: https://server.example.com/rhn/manager/sso/
metadata

AE Xt orgadming A2t IdP Q150 H33HH orgadmin AFEX}7F SUSE Multi-Linux Managerdf| Zx{st= 29
SUSE Multi-Linux Manager0l| orgadmin ALEXIE2 2 IQIEL|C}.

3.1.2. SSO A}
o SSO AI82 CIE K¥9l 3y 4% H{EIXNO|H M3t L= HIgMSHELICE SSO=
712X O H|ZYoE|0f USLICE
(1) Mt Z4E{|0] L LHOJ|A| EHA|Z Alstist7| Hofl mgretl termS AFREHL|CY.

Xl SSO gM3tsto|
1. OtX| A2 X7} SUSE Multi-Linux Managerdl| §i= 29
2. [etc/rhn/rhn.confZ HZsI 0 ot Z0f| 2 21 & T7}gtL|C.
java.sso = true
3. Jusr/share/rhn/config-defaults/rhn_java_sso.confOi|A| AF2X} Ho|gt Oi2t0|H E AELICH AFSX} Mol
mt2t0|E{E [etc/rhn/rhn.confoO] 4QI5}I1 java.ssoE HFALZ ERQLICE 0| E £01, fusr/share/rhn/config-

defaults/rhn_java_sso.confOi| A C}SS Z{ ML CY,

onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-HOSTNAME-OR-
IP/rhn/manager/sso/acs

AKXt Ho|5t2{™ Jetc/rhn/rhn.confOi| A &M 0| E0] java.sso.E BFAIZ 20 sl M2 MABILICEH

java.sso.onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-
HOSTNAME-OR-IP/rhn/manager/sso/acs

HAGOF st 2E =S #oz{d mAUoA YOUR-PRODUCT % YOUR-IDP-ENTITY Xi2| EA|XtE
AMBIL|CE 2 m2t0|E{oll= i 2| o|of| Chet Zhaket Mol & XS &l LICt.
4. Spacewalk A{H|AE CHA| A|ZFSHO ArgtE M EgLct
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mgradm restart

SUSE Multi-Linux Manager URLZ 0| S5t Q1F50] 2™ El SSO& IdPZ 2|CIAMEL|CH 250 d3stH A SE
AFEXtE 239218 SUSE Multi-Linux Manager Web UIZ Z|CIHMEILICE. SSOE A% Za0l0|M 2|7t
grMstH SUSE Multi-Linux Manager 20| A XpA[SH LIS S Sl 4 Q&L L

3.1.3. 6j|A] SSO 7%

0| of|ofl M SSO= SUSE Multi-Linux Managerz 3712 AEEQAEE =35t Keycloak 21.0.1 O|4Z ID AMH[A
SSXHIdP) 2 A8t A3 ELICE.

Keycloak IdPE Mx[st = SUSE Multi-Linux Manager AH{E MAst0] A|ZISHAMAIQR. O CHS A=EHQIES
Keycloak 22I0|HEZ FTI5t10 ASXHE MAS 2 USLICH

0| o= 2 SHO =P MSELICH SUSE= EMAL ID MH|A HISXHE BESHAHLE X 4K
A o0  Keycloakat  HMRFSHX|  ¥&LICE Keycloak  XIol  CHsiM=
https://www.keycloak.org/& &ZstMA| 2.

KeycloakS AIAEIO| =7 AX[SHAHLE ZAH|O[LHO|lM A & AELICL O] KoM= Podman ZIE|O|L{0iA
KeycloakES AEBILICE Keycloak MX|of CHt XkM[SH LHER https://www.keycloak.org/guidestgetting-
startedoflM Keycloak BEME & ZsHAAIL.
ZX}: ID MH|A 33X 273

1. Keycloak E A0l izt Podman 7AE| 0|0l KeycloakS M X|gfL|C}.

2. TEMAE A& AASHHH -td Q5 AHE5H0] ZIH|0|HE HASIHAIL.

podman run -td --name keycloak -p 8080:8080 -e KEYCLOAK_USER=admin -e
KEYCLOAK_PASSWORD=admin quay.io/keycloak/keycloak:21.0.1

3. #2| A8 XtZ Keycloak Web U0l 215t30 ChZ MR HEE AESH 215 F9 2 WLt

O 0|2 Lo ¥ 0|22 BBILICE 0|2 S0f, MLMYILIC

© dlcmelE oM SAML 2.0 ID 32X HIEL CIO|E| YIS SsLict. J2{H SUSE Multi-Linux
Manager ¢ LU0 SAIY AEZQIEL} AS M7t EA|E|= T|O[X| 2 O| SEHLCY.

KeycloakE MX|st1 S MMt 20f|= SUSE Multi-Linux Manager A E FH|E 4 QU&LICEH

EAt: SUSE Multi-Linux Manager At 43

1. SUSE Multi-Linux Manager AMEO{|A [etc/rhn/rhn.conf 714 MAE S o[2{st mj20|EH{E MEBL|CE
<FQDN_MLM>2 SUSE Multi-Linux Manager &X|o| M7 st=l =H[ol 0| SO HiFL|CH,

java.sso.onelogin.saml2.sp.entityid
https://<FQDN_MLM>/rhn/manager/sso/metadata
java.sso.onelogin.saml2.sp.assertion_consumer_service.url
https://<FQDN_MLM>/rhn/manager/sso/acs
java.sso.onelogin.saml2.sp.single_logout_service.url
https://<FQDN_MLM>/rhn/manager/sso/sls
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2. 1AM mAoM <FQDN_IDP>S Keycloak AHS| HF3tEl ZMQI 0|29 HRELICL <REALM>Z 915
F(0d: MLM) S 2 H&L|CH,

java.sso.onelogin.saml2.idp.entityid =
http://<FQDN_IDP>:8080/realms/<REALM>
java.sso.onelogin.saml2.idp.single_sign_on_service.url
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml
java.sso.onelogin.saml2.idp.single_logout_service.url
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml

1> O

3. |dP HEtHIO[E{0lM Z& x509 ¢!

protocol/saml/descriptorel &
Z0| X[™ehL|Ct.

ME F&ELICL http://<FQDN_IDP>:8080/realms/<REALM>/
A2SHAAIR, O A mHAo|M 1dPel B8 x509 2ISME CHS1t

=2
=

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE----- <CERTIFICATE>
————— END CERTIFICATE-----

SSOE &Mstst = SUSE Multi-Linux ManagerOl|A rhn.conf2| ol = CtS 2t Z&LICE.
java.sso = true

SAMLv? Z2EZ=S St SS0(Single Sign-0n) 74 ]I|-°'°|L|L'_f
SS0E Z4stst2™ /ete/rhn/rhn.confOlA java.sso = trueZ HAHSYUAIR.

—

YOUR-PRODUCT
- YOUR-IDP-ENTITY

T w3 ASh o] IO CH2S HMBLICE

HE DjSfOIEof CHeE XiMer LHE2
HME 2¥AM % o] mo| Qlgtel T3 HXRSYAR.

"strict' 7f True@! ZL Java Toolkite MHEE|HL} S 3HE|0{0F BFX|2H
MEE|X| Q47LL %§§}EII| k2 HAIXIE HEELICE,
ESs SAML AAG| WEX| = HAIXIZ HESLICE

1 Z2HMof|M O] mat0jg &Y MEt0|E = "true"2 HFE0{0F SLCt.
JOHX| i 2FO| QPHSHK| ¢t IS0 =EELCEH

[ BC gMs(en =)

SP g=9| MEXHURINOF &)

java.sso.onelogin.saml2.sp.entityid =
https://MLMserver.example.org/rhn/manager/sso/metadata

B e i - -~ =i~ = i = i

# <AuthnResponse> M|A|X|7} 2&XH(O] AL SP)O[AH| gtetz|o{of St=
# fIKIeE 2o et §=HE X|FgLCt.

# 1dP2| <Response>7t ©tehE! URL 2IX|
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://MLMserver.example.org/rhn/manager/sso/acs

# <Logout Response> MIAIX|7} QEXH(O] B SP)OI|AH| HFete|0{of St=
# fIXlet ol et @=HE X|FeLct.
java.sso.onelogin.saml2.sp.single_logout_service.url =
https://MLMserver.example.org/rhn/manager/sso/sls

# IdP 3H=9o| AlHXF(URIGIOF BH)
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java.sso.onelogin.saml2.idp.entityid = http://idp.example.org:8080/realms/MLM

# IdPo| SSO AMEZQIE FHIL|CL, (T /¥ ZZ2EE)

# SP7t 21F QW MAIXIE H'Y IdPe| URL CH&
java.sso.onelogin.saml2.idp.single_sign_on_service.url =
http://idp.example.org:8080/realms/MLM/protocol/saml

# IdPe| SLO AE=ZQIE FHILICE,

# SP7F SLO ™S HY 1dP2| URL {X|
java.sso.onelogin.saml2.idp.single_logout_service.url =
http://idp.example.org:8080/realms/MLM/protocol/saml

# 1dP2l 371 x509 ASA

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE-----
MIIC1zCCAX8CBgGC+tPbVjANBgkghkiG9w@BAQsFADAPMQOwCwYDVQQDDARTVU1BMBAXDTIyMDkwMTIWNTEWNFoXDT
MyMDkwMTIwNTIONFowDzENMASG
ATUEAwwEUTVNQTCCASIwDQYJKoZIhveNAQEBBQADgGEPADCCAQoCggEBAMNSWIAa1B5mShTkMBOSmrsOosyheEL8/A
37WvuqDPwwE fm4x@cG7gmMHVONXYXZk+LRyzoQ12sBrNFrbMuwu5dnah5ZSMxQyUu697S280m4vIiegGaFdbgH+g4F
GBu
eSis1ssMzTcES+NUuI7pLkMLNmSQtncESnoL9q2SyeQSwYtr5dz1yd16IzjwtaWeyQIEGINtItLk3U4+arLPCpHAwg
FAnLO9NeYcRDNUKhNBs1v5mHP+L066PZu1/DkEOmSqy/+qXaS@CgZVKqz8qB+bvHVuAqIW6@g1CjqZKbwvPu72p/7+
d8z
9DxXPIZ1uxdqn19q/kLEP2TYLtgQobSHECAWEAATANBgkqhkiGIw@BAQsFAAOCAQEAga+ralMIDo/P/yN126SGGocK
227WFqovBiE/mLY1p5Ff@+0jS1USTp1Sppl94x0r8j0m7HWOWu5XxCz600hzXTEtnfIbeRyr1Rms3BWdxyXgQ9bWleZ
MWz
HfDkTbhgRRmjDEwWSSTEXRKQNvw41Cpn1B3610++ejgGnjDvH7BbkCaoW55]F5j6DT/WYRON7MkE120va9CHAe9X7Gn
y810Ag260ziy@6uy3P/1x9Z9RmHnvpvN/Q34SGEq9z/H1QVuP12UPj//iT211c1700ZFsZQX1GFTG6bXKmO42W8FdU
DJU

ONoXZgjMb3eC7U691YyeowoqTY7mIKxNPprYY/1LOw== ----- END CERTIFICATE-----

it ==

java.sso.onelogin.saml2.organization.name = SUSE Manager admin
java.sso.onelogin.saml2.organization.displayname = SUSE Manager admin
java.sso.onelogin.saml2.organization.url = https://MLMserver.example.org
java.sso.onelogin.saml2.organization.lang =

# Contacts

java.sso.onelogin.saml2.contacts.technical.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.technical.email_address = MLM@example.org
java.sso.onelogin.saml2.contacts.support.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.support.email_address = MLM@example.org
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©  SAML Mg 7| 0| Z=0i|M 7] IDE HEeict
3. 71 EollA:
© Zalo|glE M LRE Ny|2 MFBHLICH
4. MiZetel SAML ASZOIE 4 M Mo| I3 Hojl A TS MR HEE Atgeto] ASZOIE S S 7kt

O % odM  AHR  MHA  Zcof,  MH T4 Oide] XFE A=ZQIEE
java.sso.onelogin.saml2.sp.assertion_consumer_service.url2 UL C, ofl:
https://<FQDN_MLM>/rhn/manager/sso/acs.

© 5 Eaolg  MuA  m=of, M P4 ool XIME ASEQIEE
java.sso.onelogin.saml2.sp.single_logout_service.url2 HetL|ct ofl:
https://<FQDN_MLM>/rhn/manager/sso/sls.
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Exl: S2H0|HE Hel A o

o2 0|5310] role_listS 7|2 2210|2E HEZ

-|_°
E

1. Keycloak Web UI0i|A| Z2I0|HE > Zato|
SeELc

2. S20|HE_Hel > il O = 0|S3t0] 7|22 AHEsl AF8XtH £4 uidol| Ciet BHHE F=7FSfLCE. 0] SAML
E 42 SUSE Multi-Linux Managerdi| Z 2gtL|Ct.

J
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2jo|oiE_el» NI 2 0|S3t0] o2t 2= 0hHES S2stLICt Tl o 242 Hy|2 MBI

4. A EXL > BE|X} MMO R 0|Ssto] 22| AHSAHE MMELICE 0] AF8Xt= SUSE Multi-Linux Manager 22|
AF2AFQ} U X|SHR| OLOHE EILIC}.

5. AM2xt > g ol HOZ 0]55t0] SUSE Multi-Linux Manager Zt2| AFEXt| AFEXt 0|52 LX|SH= 22
2= uid2t=s $48 FIHeLCt

|'>

o
ot

te Aa S2et

6. AF2%} > XtH BH HO= 0|S6t0| SUSE Multi-Linux Manager Z2| AFSXEIL Ab
HYHS=E AFBLIC. . Save your changes.

| SHH MX| 7t O MTHZ RS SH=X| HIAES 4= AELICE SUSE Multi-Linux Manager AHE xHA|Z}sto]
A Arstg X3t SUSE Multi-Linux Manager Web UIZ O|SStLICt Mx[7F SHIZ A ESstH HFXoZ
5 U= Keycloak SSO H|0|X| 2 2|C|AH EEL|CE.
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SUSE Multi-Linux Manager2(£) SSSDE At2st= 22139 Q15 ZE(PAM)2 AtESHY HIE° 7|dt 2B
AAES X|@EtL|ct, PAM2 SUSE Multi-Linux Managerg(2) 2234 215 H7{LE2 & =
E er

2tolEe{z] RSO=2, o8] ol HIUHSE 7| LRIt I&LICE SUSE Multi-Linux Manag
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1. SUSE Multi-Linux Manager Web UIOlA AF8X} > AFZF MMEO=Z 0|55t MER Ee= 7|E AEXIE
£rM31510] PAMQZ QIS L LY,

() AF2XL 0|20l F2At 2ol -, _, ., @2 AR 4 Q&LICh

2. PAM(Pluggable Authentication Modules) t0IZt2 MEHSHMA|2,

3. Mt HE[O|LH0j|A] SSSDE FABHYAIR. SUSE Multi-Linux Manager ZiE[O|L] SAEQ| HY TIEITEQ|A
2E H3lOZ AH ZiH|O|HE AUSIAA 2.

mgrctl term

4. ZAE|O[L LHO[M LIS THAIE AASHIAL.

a. 8ol et Jetc/sssd/sssd.confES HATILICE. OfX= administration:auth-methods-
pam.pdfollM gelg 4= A&LICE

b. 2t=5tH ZHO|HE 3=
exit
5. CHS 8 A83t0] SUSE Multi-Linux Manager2(E) CHAl A|ZFEFL|CE,
mgradm restart

SUSE Multi-Linux Manager Web UIO[A H|ZHS E HASIH SUSE Multi-Linux Manager
Mol =22 H|ZH= T HAELICE s ALZ X0 CH3H PAMO| EM3tEl 22 22 HIZHZ I}

o ABE|X| &2 & JAELICE Ol S04, 29 olollM Kerberos HIZHZ = HAE[X| gb&LICE
oj2fst AEXIS| AR YHESA MH|AS H|ZHMZ HA H7ILIZS AHESI0| H|PHSE
HESHIAIR.

PAM M0f cHst XtMIEH LHE2 SUSE Linux Enterprise Server EOF 710|EE XS A|Q. 0] Hot 70| E0)=
CHE WEY3 7|8 215 WHol| = MEE|= LEtAQl oM = ZeE|0f JAELICH 3 AD(Active Directory) MH|IAE
TASH= WHE MEEL|CE M3 LIE2 https://documentauon.suse.com/sles/lS—SP?/html/SLES—aH/
part-auth.htm(g &=stiA|2.

3.2.1.1. Active Directory®t LDAP E&! of| x|

Active Directory®t LDAPE %|F Sfst2{™ Ch3 O[S AFSHH ELICt.
T ZZO| M ALEXL 2HF0)| 2} THS Xt EAIXHE HE LT}

Sdomain
coel ol

Sad_server

$domain $uyuni-hostnameOllX Xt& ZX[=|X| gf= 2 AD MHS| FQDNRIL|Ct Of= 0] AD 22}0|AHET}
2OL0F 5t HEE{ Q| 0|2 QL|CE MHEIX| O™ uyuni-server.mgr.internal2 & & L|C}.


administration:auth-methods-pam.pdf#auth-methods-pam-ad
administration:auth-methods-pam.pdf#auth-methods-pam-ad
https://documentation.suse.com/sles/15-SP7/html/SLES-all/part-auth.html
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Jetc/sssd/sssd.confol| CHEH 0| A| T E =2t

[sssd]
config_file_version = 2
services = nss, pam
domains = $domain

[nss]
[pam]

[domain/$domain]
id_provider = ad
chpass_provider
access_provider
auth_provider = ad

ad
ad

ad_domain = $domain
ad_server = $ad_server
ad_hostname = $uyuni-hostname

ad_gpo_map_network = +susemanager

krb5_keytab = FILE:/etc/rhn/krb5.conf.d/krb5.keytab
krb5_ccname_template = FILE:/tmp/krb5cc_%{uid}
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Of Zofl= Hidslor & mUof CHet WEIH ZEE[0] AL 712 HMS Y 2 £8M8(mgradm backup)2
AtE3t0] SUSE Multi-Linux Manager2| S WHSHY AR, O] E2 AJAR Troll Zd Al M0l M Z@lsh= 2o
thet Y2 = opRe| L Ct

SUSE Multi-Linux ManagerOflM= &X| 2l T2 31 740k ofL|2t HO|E{H|0|A S 83D E MX|9 B= 74
RAE WHSH= 0| ZQYLICH CIojE &4S WX|5tn waEHA 24 £+ JAEZ SUSE Multi-Linux Manager

HXE Y71Ho 2 HASHIA| 2.

@ | U YT RAROIEA U HY T Msh B0 A 4 o4 ST + 00 BT
2710] HEB}D Qo] MTjE 4 UODR 4|2 HOISHIAIL,

J12 TZ £RH0| EYE0] smdba WY ETE ABSIE JIE NS O O[4 A
€  ceunh smdbag ArgelE I AL A ERHOR Dol 0l 2, JIZ 75 S
HIZH3H1 2 71 U9 Of7t0| =8 HHsHof ELICt,

smdbaS H|24%h <0 0to|22||o[ M (ZE)5t71Lt, 0t0]Z12{|0]ME SUSE Multi-Linux Manager 5.1 A|2E0]A
LIS ofl HIZ-E2tst Al 2.

X} oro]azf|o] M o] Hof| BX|E smdbag AFEEH 7| E W H[Eds}
X

O Bxti= smdba?} OF&! EX[El HEHO| M 2E ZrSThL|Ct,

1. SUSE Manager 4.3(H|Z4E|0| {2} M X|) EE= SUSE Manager 5.0(Z1El[0]LH 2}
MR M = HEHO| CHEL|CHI2A 5.0 EE= 0H0] 12{|0| M 0| F 0]l 4.3 AFR).

SUSE Manager 4.3

BN RE A0 [+ MHBHLCY

smdba backup-hot --enable=off

SUSE Manager 5.0

ZH|O|H 2 AEQ| HHSU M FE HSIQZ Ctgs AT L|CL

mgrctl exec -- smdba backup-hot --enable=off

0| ZtHZ MUSHH jvar/lib/pgsql/data/postgresql.conf LH2| archive_command”} C}S2}
#0| HFEL|CE,
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archive_command = '/bin/true’
O|X| 7|& A|ARIE SUSE Multi-Linux Manager 5.1(2) 2 0to|J2{|0|M& Z=H|7t = A& LICt.

Z K} oto] 12|0] M = SUSE Multi-Linux Manager 5.10l|A 7| = gHH H| 2t s}

Of Ext= 0F0|22[0]+d = smdbaE O 0|4 AIEE += Gl= B0 AFSSHHAIR.

1. 9‘|E1|0||-‘| RAEO'”H =33 Hoto 2 /var/lib/containers/storage/volumes/var-

pgsql/_data/postgresql.conf oS MESHD O g3 MY et}

archive_mode = off
archive_command = '/bin/true’

2. ZAH|0|HE M A[ZFEhL Tt

mgradm restart

4.2. SUSE Multi-Linux Manager ¢
=

EiASt= 2HH2 mgradm backup create S ALt

| —

o T

SUSE Multi-Linux Manager AX|E J1& ZZXo
z < O W2 A ChAl M| 2 7(HE7I§P°

Xy
HRULICE O] WS ALSSHH el 22| AIZHS Moret 4 2IO0] Q57 Hust 2L d
4 QaLch J2iuh 0] Wi ATe] 2 729| [AS 370 WRsD WS Suets o AlZio] o I 4
UBLICE

EE g
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Y

Ho

mgradm backup create FH2 C|HEZ|0| HAS SAHSLICE O CIAER|= 2 HMEA E= 0O

MEAY 4 ULC,

rlo

mgradm backup create BES ALE5IH W LHE S CIASHA| AL Holg = JUSLICL A8 Jtset 2E 4

mgradm backup create --helpS & Xt A2,

4.2.1. SUSE Multi-Linux Manager | 4

SUSE Multi-Linux Manager2| M| A2 CtZ 7+ 245 #ASt= A= FHELICh

* SUSE Multi-Linux Manager &

* HOE{H|O|A =&

* podman 4 E®3 74

e podman H|Z

® SUSE Multi-Linux Manager systemd AMH|A

* SUSE Multi-Linux Manager Z{E{|0|L 0|O|X|

SUSE Multi-Linux Manager AHIAE HA| 99lS MAohs ol AR5/= A7t S0t X502
A Exzun cemeol ggm 4 ysuUn wwol eEEE MHIAY HEOE CHA
AIELEILIEL,
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Z Xt: mgradm backup create = 14| B4
1. ZE|0|4 SAENM RE Hsto

mgradm backup create $path

$path§ H—'!?:n" '?‘|X|9—| 7o:|§§ H|'J|é|1|-—| E|'.

4.2.2. SUSE Multi-Linux Manager &= "
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mgradm backup create --skipvolumes $volumes $path

HAH
=

$path§ | |9—| 7o:|§§ H|'J|é|11—| I:|'.

$volumes= H—I'llcn)zn'loﬂkl I1I9I$E* =25

=20z HhELCH

0|E2

HIO[E{H|O|A =& S HM2let 2

2
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mgradm backup B™2 SUSE Multi-Linux Manager 282 LR S5 AI2ELICL. Hx| o £t 2

L o
— 7C‘)“‘_I_,

TARUALE A =Tt 2EES FTIH{0F st= --extravolumes $volumesE Al23s10{ 2
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X} =1 AMEAAE 2 ECE WY 1S

1. ZHO|H 2 AEMM RE AHTIQZ LSS Sl

mgradm backup create --extravolumes $volume $path
$path§ c|>=|-| | |9—|7o:|§§|:||'3|é|1|—|[|'.

$volumesE= HHRO| ESA|Z =& 0|52| 0|ECZE HIRHLI ESAZ 2 HE
P58 2202 HHELC

4.2.4. & Cl|O|E{H|O] A W} ~2H
_J'\_

Exf: & HIO[E{H[O] A B ¢

(2

1. HHOAO|| At2EF HL K RtA 27+ ShotshL|C}

2. SUSE Multi-Linux Manager ZiE|O|L] 2 AEQSl HYE ZEIENAM FE
HOtC 2 128 AHE:

mgradm backup create --skipvolumes all --skipconfig --skipimages $path

7|& WAl SUSE Multi-Linux Manager S¢

7|7 A0 SUSE Multi-Linux ManagerS () S2ota =eigt 28, 0||x], 740f thzt #eio] FHELIC #e
Ma0| A0t el B MU ME LE 25 S2S ALSOHN %1, Helo| s BE 28 T 00[xE (5=
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o SUSE Multi-Linux Manager AMH|A = 8 S210| 22 E 20| XIS 22 AR E|X| F&LICE
HX}: 7| E iAol M S
1. HAHO|{ ZAENN ZRE HSIOE CIE2E A2 SUSE Multi-Linux
Manager A{tH CEA| HYZE:

mgradm stop
mgradm backup restore $path
mgradm start
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4.3.1. WY 52 o[z o] AT thA
EX}: SUSE Multi-Linux Manager Sl 0|5 9| A% Chj|
1. SUSE Multi-Linux Manager Web UIE AM2st7Lt ZIE|O|LHQ] HH
OETENAM mgrsyne =FE AFESIO SUSE Multi-Linux Manager
2|ZX|E2|E CHA| 71215t A|R. HIEE CHA| SE5tHLE S5 3 SSL 21E A
M MMS 4 E = AGLIC

2. #H|0o|4 SAENM /var/lib/containers/storage/volumes/var-
spacewalk/_data/packages/% =hale o] St=X| é!-?_l -°|;H-| Ct.

/var/lib/containers/storage/volumes/var-spacewalk/_data/packages/7|’ AN Sl=

82, 0|2 S0 LI AA BEXERE ALY = U= 82, TH| xiE

= L=

S| E =9 /var/Iib/containers/storage/volumes/var-spacewaIk/_data/packages/%

3. rhn-search A{H| A7t CHSOH| A|ZHE o ZA QIE| A O] IHH-H S O 2SI A L.
O] BHO = LIt HA|X|2H H-d5tH, 2F HIAX]= YESHK]| 5Lt
ZH|0|H 2 AE0M Ch2 S Y= BILICE

mgrctl exec -ti -- rhn-search cleanindex

4.4, Database Backup Management

This guide describes how to manage online database backups for the SUSE Multi-Linux Manager server
using mgradm. The backup system is based on PostgreSQL continuous archiving Write-Ahead Logging
(WAL), similarly like smdba in previous versions.

* To ensure the system can be fully recovered, perform regular backups of both
o the database and other system volumes.

* Regularly copy your backup volumes and WAL files to an external storage device
or an off-site location for disaster recovery.

4.4.1. Overview

Continuous archiving reduces the risk of data loss by constantly backing up the transaction logs (WAL) to
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a dedicated volume.
The backup system utilizes a dedicated Podman volume named var-pgsql-walbackup to store:

* Abase backup (a full snapshot of the database).

* WAL segments (incremental changes since the last base backup).

Point-in-time recovery is currently not supported by mgradm and requires a manual
workflow.

i

Only full recovery is supported by mgradm tool. The restore procedure will restore
everything from the backup location.

4.42 M =
* mgradm tool installed on the host.

e SUSE Multi-Linux Manager server running in a Podman environment.

4.4.3. Enabling backups

To enable continuous archiving, run the following command:
mgradm backup db enable

This command:

* Verifies that the backup is not already enabled.

* Configures PostgreSQL (postgresql.conf) to enable archive_mode and sets the archive_command.
* Configures the var-pgsql-walbackup volume for the database service.

* Restarts the database service to apply changes.

e Performs an initial base backup inside the container.

If the backup is already configured but you need to re-initialize it, use the --force flag.

4.4.4. Checking backup status

You can verify the current state of the database backup system at any time:
mgradm backup db status

The command will report one of the following statuses:

* enabled: Backup is correctly configured and active.

e disabled: Continuous archiving is explicitly turned off.
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* misconfigured: There is a discrepancy between the configuration and the runtime state (for
example, missing volume, incorrect archive command).

4.4.5. Maintaining backups (rebasing)

Over time, the number of WAL segments can grow significantly, consuming disk space and increasing
restoration time. It is recommended to periodically "rebase" the backup by creating a new base backup
and starting a new WAL chain.

mgradm backup db rebase

This command creates a fresh full snapshot of the database without requiring a service restart.

o Regularly rebase your database backups using command mgradm backup db rebase
to minimize the time required for restore operations.

4.4.6. Restoring from backup

Restoring from a backup is a destructive operation that replaces the current database data with the
content of the backup.

mgradm backup db restore

The restoration process:

* Stops the database service.

e Clears the current database data directory.

* Extracts the base backup from the backup volume.
* Configures PostgreSQL for recovery.

* Starts the database service.

* Replays the WAL segments to bring the database to the latest possible state.
The command will wait until the database has fully recovered and is ready to accept connections.

o Ensure you have a recent base backup and all necessary WAL segments in the var-
pgsql-walbackup volume before performing a restore.

4.4.7. Disabling backups

To turn off continuous archiving:
mgradm backup db disable

By default, this command disables archiving in the configuration and restarts the database but
preserves the backup volume.
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To also remove the backup volume and all stored backups, use:
mgradm backup db disable --purge-volume

o Regularly test your restore procedures to verify data integrity and ensure you are
prepared for a recovery.

4.4.8. External documentation

For more information on PostgreSQL, see PostgreSQL 16: Continuous Archiving and Point-in-Time
Recovery (PITR)
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5.3.1. Creating custom channels and repositories
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You can only add a repository to the SUSE Multi-Linux Manager with the Web Ul if it is a valid software
repository. Check in advance that needed repository metadata are available. Tools such as createrepo
and reprepro are useful in this regard. mgrpush can help with pushing a single RPM into a channel
without creating a repository.

® For more information on createrepo_c see https://manpages.opensuse.org/Leap-15.6/
createrepo_c/

® For more information on reprepro see https://manpages.opensuse.org/Leap-15.6/reprepro/

Procedure: Adding a software repository
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Procedure: Creating a software repository with GPG key
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H 2. Debian non-flat repository mapping

74 AA 2ol [ URL

apt &4 242l deb https://pkg.jenkins.io/debian-stable
binary/

URL OH® https://pkg.jenkins.io/debian-stable?

uyuni_suite=binary/
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Procedure: Assigning the repository to a channel
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Procedure: Adding custom channels to an activation key
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5.3.3. Add packages and patches to custom channels
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Procedure: Adding patches to a custom channel
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5.3.4. Manage custom channels

SUSE Multi-Linux Manager 2t2|X} 3! Mg 22| xt= RE MES HE L= AME = ASLICH

CIE ALSXIOA| X2 S HESA L AME & U= Hots RosiHH LATESo > 22| > X2 = 0|S5to] HY
S =ojs

m
= [
MES MEiELICE H2IXt Y= 0S50 AFAL At t=X| 2felgtL|ct. [ HHI0IE ]S 2=I5t¢
At MERLICH

o Z20|¢E Hgt
ZA| YO0 EE

Web UIZ AtE3t0{ SUSE Multi-Linux Manager 2 S ARIE &= RAELICEH AL XF FO| X 2R MK = ASLICE

st
cH=
HE

of 2Eel K2 S AHSHH ARIE xS 3L HEE 2= S2H0|AE| M LEfTt
L|Ct. OIS Sol HZE Areto] 2| ZX|E2| ThUofl FestA| B 4= ASLICE
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mgradm install podman --mirror </media/disk>
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mgrctl exec -ti -- systemctl restart tomcat

2. 2Z 0[EE M=z nFELICH

mgrctl exec -ti -- mgr-sync refresh

mgrctl exec -ti -- mgr-sync list channels
mgrctl exec -ti -- mgr-sync add channel channel-label
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10.1. Monitored directories

SUSE Multi-Linux Managerdf| A 7| 2& Q2 BLIH = CIHER|E= ChEat 25 LT

e [var/spacewalk
* /var/cache

* [srv

spacecheck_dirs It2t0|EE AE5I0] ZLIEZY CIMEZ|E HEY 4= AFLICL 0| F2 32 T80 02
CEEZE XZE = ASLIC

off:
spacecheck_dirs = /var/spacewalk /var/cache /srv
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spacecheck_free_alert 3! spacecheck_free_critical IfZI0|E{E AMESt0] Ol2{st A1 AAZE HEY
olaL|ct
M- .

oll:

spacecheck_free_alert = 10
spacecheck_free_critical = 5

10.3. Shut down services
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spacecheck_shutdown IZIO[EE A%t O] S&E HAY £ USLICL 20| trued|H B= 7[50
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spacecheck_shutdown = true

10.4. Disable space checking
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systemctl stop spacewalk-diskcheck.timer
systemctl disable spacewalk-diskcheck.timer
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RUN /root/add_packages.sh
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RUN rm f /etc/zypp/repos.d/susemanager :dockerbuild.repo
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The Kiwi image building feature is available for Salt clients running SUSE Linux Enterprise Server 15 and
SUSE Linux Enterprise Server 12.
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11.3.2. Accessing Git repositories via an HTTP/HTTPS proxy when
building images

When a build host needs to fetch sources from a git repository that is only reachable through an
HTTP/HTTPS proxy, you may see git timeouts during the build because the git client invoked by the Salt
state does not always pick up system-wide proxy settings (for example [etc/sysconfig/proxy or
environment variables).

To make git use the proxy for non-interactive builds create /etc/gitconfig with an http.proxy entry:

# /etc/gitconfig
[http]
proxy = http://proxy.example.com:3128
# or for HTTPS
[http]
proxy = https://proxy.example.com:3128

If the proxy requires authentication, prefer a credential helper or use a credential store instead of
embedding credentials in the URL.

11.3.2.1. Automating with Salt

You can manage [etc/gitconfig on build hosts through Configuration Management, the same way as on
any other managed system. Create a Salt state file and assign it to the build host via a config channel,
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then apply a highstate from the SUSE Multi-Linux Manager Ul.

If you want to source the proxy address from a System Custom Info field, use the custom_info: pillar
prefix:

/etc/gitconfig:
file.managed:
- user: root
- group: root
mode: '0644'
contents: |
[http]
proxy = {{ salt['pillar.get']('custom_info:build_server:git_proxy',
"http://proxy.example.com:3128") }}

11.3.3. Container-based Kiwi image build support

SUSE Multi-Linux Manager introduces a container-based Kiwi image build system, in addition to the
existing legacy Kiwi and KiwiNG tools.

11.3.3.1. Configuration and overrides

Administrators can override the default behavior using the following pillar or custom values. To
configure these, navigate to menu:[Systems>Custom System Info] in the Web Ul and create the
necessary keys.

The build system used depends on the underlying OS or specific pillar values:

e for SLE 11 /SLE 12: legacy Kiwi v7

e for SLE 15: KiwiNG (v9 and containerized Kiwi 10)
Administrators can override the default behavior using the following pillar or custom values:

e use_kiwi_ng: force the use of Kiwi 9,

* use_kiwi_container: force the use of containerized Kiwi 10. To enable this, set the value to 1.

11.3.3.2. Version-specific configurations

When using a containerized build host for SUSE Linux Enterprise 15 profiles, specific configurations are
required because SLES 15 profiles rely on Kiwi 9, while the default container behavior uses Kiwi 10.

To ensure the correct version is used for SLES 15 profiles, you must define the kiwi_image custom info
key with the following value:

* Key: kiwi_image

* Value: registry.suse.com/bci/kiwi:9

If this key is not set, the system defaults to the latest version (e.g., registry.suse.com/bci/kiwi:10.2),
which may result in build issues for SLES 15 profiles.
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/usr/sbin/mgr-package-rpm-certificate-osimage --ca-cert-full-path /root/ssl-build/RHN-ORG-
TRUSTED-SSL-CERT
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£ £ 3. config.xml

<packages type="bootstrap">
<package name="rhn-org-trusted-ssl-cert-osimage"
bootinclude="true"/>
</packages>
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Kiwi &A= %[ A0t config.xmlZ THELICH YEHOZ config.sh2t image.sht €71 ZEHEILICE AA0= root
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Kiwi 2= A|AEl0| CHst LI 2 Kiwi documentationoflAd telet 2~ QI&LIC},
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HSect,

2 E 4. Je0S config.xml2] 6i|

<?xml version="1.0" encoding="utf-8"?>

<image schemaversion="6.1" name="P0S_Image_Je0S6">

<description type="system">
<author>Admin User</author>
<contact>noemail@example.com</contact>
<specification>SUSE Linux Enterprise 12 SP3 Je0S</specification>

</description>

<preferences>
<version>6.0.0</version>
<packagemanager>zypper</packagemanager>
<bootsplash-theme>SLE</bootsplash-theme>
<bootloader-theme>SLE</bootloader-theme>

<locale>en_US</locale>
<keytable>us.map.gz</keytable>
<timezone>Europe/Berlin</timezone>
<hwclock>ute</hweclock>

<rpm-excludedocs>true</rpm-excludedocs>
<type boot="saltboot/suse-SLES12" bootloader="grub2" checkprebuilt="true"
compressed="false" filesystem="ext3" fsmountoptions="acl" fsnocheck="true" image="pxe"
kernelemdline="quiet"></type>
</preferences>
<I-- CUSTOM REPOSITORY
<repository type="rpm-dir">
<source path="this://repo"/>
</repository>
-->
<packages type="image">
<package name="patterns-sles-Minimal"/>
<package name="aaa_base-extras"/> <!-- wouldn't be SUSE without that ;-) -->
<package name="kernel-default"/>
<package name="venv-salt-minion"/>

</paékéges>
<packages type="bootstrap">

<package name="sles-release"/>

<!-- this certificate package is required to access {productname} repositories
and is provided by {productname} automatically -->

<package name="rhn-org-trusted-ssl-cert-osimage" bootinclude="true"/>

</packages>

<packages type="delete">
<package name="mtools"/>
<package name="initviocons"/>

</paékéges>
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3. Run podman ps and check whether all required services are up and
running.

On SUSE Linux Enterprise Server 15 SP7, you can install updates using a package manager:

* YaST A8ol chst XHMISH LHE 2 https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-
onlineupdate-you.htmlofl A Ztolgt £ U&L|C},

* zypper AMEO| Cigt XMIBH W82 https://documentation.suse.com/sles/15-SP7/html/SLES-all/
cha-sw-cl.html#sec-zypperol| A &tolgt 4= Q&L|Ct,

On SL Micro 6.1, you can install updates using the transactional-update command. For information on
using transactional-update, see https://documentation.suse.com/sle-micro/6.1/html/Micro-
transactional-updates/transactional-updates.html.
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SLE-Module-Basesystem15-SP7-Pool Yes (r ) Yes No
SLE-Module-Basesystem15-SP7-Updates Yes (r ) Yes Yes
SLE-Module-Containers15-SP7-Pool Yes (r ) Yes No
SLE-Module-Containers15-SP7-Updates Yes (r ) Yes Yes
SLE-Module-Python3-15-SP7-Pool Yes (r ) Yes No
SLE-Module-Python3-15-SP7-Updates Yes (r ) Yes Yes
SLE-Product-SLES15-SP7-Pool Yes (r ) Yes No
SLE-Product-SLES15-SP7-Updates Yes (r ) Yes Yes
SUSE-Multi-Linux-Manager-Server-SLE-5.1-Pool Yes (r ) Yes No
SUSE-Multi-Linux-Manager-Server-SLE-5.1-Updates Yes (r ) Yes Yes
SLE-Module-Server-Applications15-SP7-Pool Yes (r ) Yes No
SLE-Module-Server-Applications15-SP7-Updates Yes (r ) Yes Yes
SLE-Module-Systems-Management-15-SP7-Pool Yes (r ) Yes No
SLE-Module-Systems-Management-15-SP7-Updates Yes (r ) Yes Yes

SUSE Multi-Linux Manager releases maintenance updates (MUs) to provide newer packages.
Maintenance updates are indicated with a new version number. For example, the major release 5.1 is
incremented to 5.1.1 when an MU is released.
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company-calendar

[) calendar
iCalendar

LABEL:
- SUMMARY: Production Servers

- DATE: Each Sunday
- TIME: 22:00 - 00:00

- SUMMARY: Production Servers
RECURRING EVENT

- DATE: 2020-06-28

- TIME: 13:00 - 14:00

- SUMMARY: Testing Servers
- DATE: Each workday

- TIME: 08:00 - 16:00

EVENT

| RECURRING EVENT

@Schedule 2

NAME: Production Servers

TYPE: MULTI
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Unrestricted actions are minor actions that are considered safe and are unlikely to cause problems on
the client. If an action is not restricted it is, by definition, unrestricted, and can be run at any time.
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Chapter 15. ;o A

mgr-sync 7= B TETEO|M AFZE|H, Web UIO|M L& Z ALY & 8= SUSE Multi-Linux Managerg
Ar8st7| 2%t 7152 MISELICE mgr-sync| 8 8X &= SUSE Customer Center®f ¢1ASHD, HMEF % 1H7|X|
HEE ZMSIH, SUSE Multi-Linux Manager A ete| 7|3+ I8 MidS FH|Sh= A JLICE

0| == SUSE X[ #=2t &7H AFZS=E HA =20, openSUSE, CentOS & Ubuntu § 2E A4 HIZO||:=
L RSHX| gL Ct.

mgr-syncOlM ALY £ A= FHat Ql¢= Of HIO|S0|M =l & AFLICE mgr-sync Ho| THE FES
AEELIC.

mgr-sync [-h] [--version] [-v] [-s] [-d {1,2,3}] {list,add,refresh,delete}

H 3. mgr-sync H#
oy a9 OflAl AHE

list M, =% X4 5

tA
rir
=
e
i
ne

mgr-sync list channels

add e, 22 XA ZHE=MHE F7F mgr-sync add channel
<channel_name>

refresh ME, ML U259 2L AR ME mgr-sync refresh
fnEs

delete 2 AAHIM 7|ZSCC =X X+H  mgr-sync delete credentials
S A

sync KNHE HE 7|3t B3O Z mgr-sync sync channel
FHQRH <channel_name>

M ofA 2 M My OflA] A

help h WY AIRH U SMHEA  mgr-sync--help

version N/A X A2l mgr-sync HHH  mgr-sync --version
A

verbose v XtMist £3 HS mgr-sync --verbose

refresh

store-credentials s A zsHES 2 =4 mgr-sync --store

mdofl X & -credentials

o5% /24 193%  SUSE Mult-Linuxanager 5.1



g oM g EE OlAl AL

debug d FItCHY HE 7|12, 1,2, mgr-sync -d 3 refresh
3

no-sync N/A S7|3tE AESHR| @k mgr-sync --no-sync add
MEE=MNES <channel_name>
Z7t5t2{H add HH
SH AL

CHE2 mgr-syncoi| CHSH 22| | X[ LCE,

e /var/lib/containers/storage/volumes/var-log/_data/rhn/mgr-sync.log

* /var/lib/containers/storage/volumes/var-log/_data/rhn/rhn_web_api.log
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Chapter 16. Prometheus 2 Grafanas
Al-ﬂol- EL' E_-l 2|
Prometheus % GrafanaZ AtE3t0{ SUSE Multi-Linux Manager 8dg ZL|E{2IE 4 JAELICt SUSE Multi-

Linux Manager MH 3l ZEA= XtH| Ef HEZES H3g = ASLICL Eoh Salt S2H0[AEM o
Prometheus AAZES HX| 3! #2[g 4= JASLICH

16.1. R FA}St

Prometheus % Grafana IN7|X|7t SUSE Multi-Linux Manager 22t0|1E =10f It

A

rin
=

b
ro
o
0jo
H
m
illg
-
n

e SUSE Linux Enterprise 12
e SUSE Linux Enterprise 15

® openSUSE Leap 15.x
(i ) 2lofl LIg =l S2to|HER BLIER M2 X ELICt

SUSE Multi-Linux Manager At{2t HEQ| A|ARIN| Prometheus X Grafanas AX[sHof ILICt E2|H Salt
SUSE 220 E S ZL|EZ MHZ AF83H= 20| E&LICE

Prometheus= & %412 Atg310] HE2/S JIMRO 2 A DLIEE S S2tollEo
4 210{0F BILICE. 20| EO SiTfots B2l EET} 0jof o0 LIETE Soff AZer 4 20{of BLICk Ei
I.

—
ks T2 NS AFRSI0] 2 HHY 4 AL,

o DLIHYY 2t S2t0|HEO| chgt 2LIEZ 37t 7|5 7150| L0{of BfL|Ct. SUSE Multi-Linux
Manager 752 22|5t2{™ SUSE Customer Center2(E) Y25t AI2.

16.2. Prometheus % Grafana

16.2.1. Prometheus

Prometheus= A[AIE ClIO[E{H|O| A0 HAIZE HEZIS J|55H7| fI6] MEEE RE 24 EUEHZ =YL
HEZI2 HTTPE Soll B0, 1851 &THEE 7+ssH LT

Prometheus HEZ2 A& HO|E L= St OF L= A0 £35t= EIJLA-I HLICE HER2 o|Ft
2ol HE =2 DRt AEELIC

HEZS! 0[F 2ol EtUARMI U

[ ] [ ]
http_requests_total{status="200", method="GET"} @1557331801.111 42236

SLEE= 2 oiE2[A01M = AL
= EOHOF LICt.

ro

FE AZ = Prometheus AATEE Edff 9o HAICZ HEZ

mjo



16.2.2. Prometheus AT E

AATLEE= EMAF AJARIS] MHEZ2IE Prometheus HEZIOE AAZEY mf R85t At U=
2to[22{2|LIC. HAZEE= Prometheus HIERIS AMEI0] £ OHS2|A01Y = AIAHES HH HIFdH= 20|
£7t5g wioltt 8L ZUEHYEE SAEMAM o2 JARES HASH 2 HEEZS JAZEY
AELICH

0o
ik

[I

Prometheus ARLIE|= 3A AARE SEZ H|ZsHH, HFLIE| 7|0 E Sl LS F7tE AJLICH XtAMISH LSt
LAHRDAATE BE2 hitps: //prometheus io/docs/instrumenting/exporters/ofl A £olgt 4= AHL|CE,

16.2.3. Grafana

Grafana= H|O|Ef A|Ztel, BLIEY 3 B2ME oot = ALICL O2(1 YF 7|2t ¢t EX HERS LiEHH = 10|
TStE| [HA|EREE MM 93t RE2 AFREILIC YHFMOZ Grafana= Prometheus®t &HH AF2E|X|ot
ElasticSearch, MySQL, PostgreSQL %! Influ DBSE} Z2 CHE H|0|E AAX X|TtL|Ct, Grafanadi CHet 7WHI‘.’_*

16.3. 2LIEE AMH 27

DLHY MHE HH5t2{H Prometheus?t GrafanaE A x| % 7A4sHof BhL|Ct.

o
Ju
rlo

o SUSE 220U ER SLEHY MHEZ X[ @ g LCt, A
administration:monitoring.pdfoll A Ztolgh £ &L|Ct.

16.3.1. Prometheus %]

DLIEZ M7t Salt 22t0|AHEQI AL SUSE Multi-Linux Manager Web UIE At23t0] Prometheus I{7|X|S
MR|g & QAL|CH O™X| %o

Pz
= AS W HLEZ M| I7|X|E 3522 CHRELESH 2Xg = UASUCL
Prometheus 2L EQ||0{= SUSE Multi-Linux Manager == A| 3! SUSE Multi-Linux Manager for Retail 27|
MEOIME AL 4= ASLILCE

® SUSE Multi-Linux Manager AH ZIE|O[{ L{FSl Mo MHAM|Aste{H ZE|O|L

SAENN mgretl termS AASHALE, THY HHES MM mgretl exec <options>
o —<command>E HASIHAIL.

o o[ LR M ZE|0|H S AEZ THUS ZALSIEZ{H mgretl cpE AHEEILICH

o Hlo|E|E XMZstE{™ PrometheusOl POSIX It A|AHEI0| EQTHLICt, POSIX =% mH
A AEIOf Of ! IHY A[ABRIS X|2IE|X| QF&LICE NFS IHY A| AR X=X F&LICE

HAXl: Web UIE A28 Prometheus %]

1. SUSE Multi-Linux Manager Web UIO|A] PrometheusE MX[g A|AHQ|
MIE Al HO|X|E E1 44 RO 2 O|SELICL.

2. Prometheus SFQI2tS MEHSIO] DL|E &l A2 2 MolSH D (Ma 12 22ILICE

3. MEtH[5F2| prometheus B2 = 0| STtL|CE.
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https://prometheus.io/docs/instrumenting/exporters/
https://grafana.com/docs/
https://grafana.com/docs/
https://grafana.com/docs/
administration:monitoring.pdf#monitoring-requirements

4. SUSE Multi-Linux Manager M| M M0]| =t SUSE Multi-Linux Manager API
Xt =mS oladstL|rt, Qlaist Xt =wo| EL|E{2! CHAF A|AE XIStoy| CHSH
HMAE S E5=X| geletLCt.

5. Heof u2t 7|t 71l S8 2 AFE X ™ olgfL|Ct,

6. [#A xS SELIC

7. highstateE M &85t11 d3XOE =& U=X| 2Lt

8. Prometheus QIE|H|O|AE ZSHIEA| EE}=X| 2QIgtL|C EEtX0fA

9090 X E Prometheus?| A x|l MtH—I RL(%l: http://example.com:9090) 2
o| S &L}

24 DLIE{of| CHEt XtMI3E LH2-2 Specialized-guides » Saltof| A & ZsHMA|2.

Hit: #3592 Prometheus HX| & 74

1. BLIE & MEHO||AM golang-github-prometheus-prometheus If{ 7| X| A X]:
zypper in golang-github-prometheus-prometheus

2. Prometheus MH|AE &ds}etL|Ct.
systemctl enable --now prometheus

3. Prometheus QE|HO|AE SHIEA EEW=X| 2QIgL|Ch HERX A
9090 EE Prometheus?t AX[El AHS| URL(M|: http://example.com:9090) 2
o| S gLt

4. [etc/prometheus/prometheus. ym19—| T8 OUS E1 0| 4 MEE FIISIHYAL.
server.url2 SUSE Multi-Linux Manager AH|{ URLZ H{311 SUSE Multi-
Linux Manager Xt& SE 1 LX|SHEE argxtols X wiuws HES ZFSL|CH

# {productname} self-health metrics
scrape_configs:
- job_name: 'mgr-server'
static_configs:
= targets
"server.ur1:9100' # Node exporter
server.url:9187"' # PostgreSQL exporter
server.url:5556" # JMX exporter (Tomcat)
server.url:5557" # JMX exporter (Taskomatic)
- 'server.ur1:9800"' # Taskomatic
- targets:
- 'server.url:80' # Message queue
labels:
__metrics_path__: /rhn/metrics

99% | MH| 193 16.3. 2LIEf Afef 457 | [SUSEMUGBNUMANaEeronn
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# 22|El= AAR HEZ;
- job_name: 'mgr-clients’
uyuni_sd_configs:

- server: "http://server.url"
username: "admin"
password: "admin"

relabel_configs:

- source_labels: [__meta_uyuni_exporter]
target_label: exporter

- source_labels: [__address__]
replacement: "No group"
target_label: groups

- source_labels: [__meta_uyuni_groups]
regex: (.+)
target_label: groups

- source_labels: [__meta_uyuni_minion_hostname]
target_label: hostname

- source_labels: [__meta_uyuni_primary_fqdn]
regex: (.+)
target_label: hostname

- source_ labels [hostname,
regex: (.*);.
replacement: ${1} ${2}
target_label: __address__

- source_labels: [__meta_uyuni_metrics_path]
regex: (.+)
target_label: __metrics_path__

- source_labels: [__meta_uyuni_proxy_module]
target_label: __param_module

- source_labels: [__meta_uyuni_scheme]
target_label: __scheme__

_address__]

5 74 oS MFELc.

6. Prometheus AH|AE THA[ZFRILICE,
systemctl restart prometheus

Prometheus T4 SMo| gt XpME W82 https://prometheus.io/docs/prometheus/latest/
configuration/configuration/2] &4 Prometheus A& A0 A =0l 2= QUELILCE,

16.3.2. Grafana &%|
DLIEZ MHIb SUSE Multi-Linux ManagerdlAl Zz2|st= 22to|d
of

Web UIE ArE3t0] Grafana W7|X|E 2X[2 £ AFLICL I
CH22E5t0] EX1E 4= ASLICH

EQl Z2 SUSE Multi-Linux Manager
OH HLIHZE MHo| H7|X|E +=522

o GrafanaE SUSE Multi-Linux Manager ZZA|0{| A AtE2E 4 i&LICH

HX}: Web UIE A28t Grafana & X|

1. SUSE Multi-Linux Manager Web UIO||A GrafanaE A
Abet HO[X|E B 1 +4 RO Z O| SELILCL.

Im
ﬁ
ot
=
}
o
10
=
4

2. BLIEE A2 2S5 H Grafana 2QIZHE MEHSI D (x5 12 SEISLICEH
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o SUSE Multi-Linux Manager= AMH XtAl| &El, 7|2 20| E ZL|IEHE S

1.

AT 72| Grafana BIQ 2 0| SELICE.

Grafana 243t 9 74 MMO|N Grafanalll 23Q1517| {Isl AH2E 22| X+ X+

ool 22 MMO|AM Prometheus URL ZEJ} PrometheusE Ald =0l
ANAERIZ 712|7|=X| el Ct,

highstateE H83st1 M3XOZ AR E|UYE=X| &lstL|Ct,

Grafana QIE{H[O|AE SHIEA EE}HE=X| 2reletL|ct, H2tX{ o[ 3000
ZE GrafanaZt HAX|E  AMHe  URL(Ml: http://example.com:3000) 2
O|SgLILCt.

o

Grafana0f AMAS = UOEH HtH|A ZE 30000] S AU0{0F
SfLICY.

HJIO
do
2

A
o
CHAIZEES HSELICH =4 74 HO|X|0f| M Z2H|X e tHA| =S MEig 5= &L|CE

Xk} Grafana 25 AX|

grafana I{7|X|1E AKX gLCt.
zypper in grafana

Grafana MH|AE &d3tetL|Ct
systemctl enable --now grafana-server

H2tXolA 3000 EE  GrafanaZt  MXIEl MBS URL(C:
http://example.com:3000) 2 O| S gfL|C},

° Grafana0f HMAL 4 YoM uislHo||A IE 30000 Eaf Ql0fof
SHL|C},

201 HO|X|0f| A ArE Xt O| 1} H|ZRH D 0] adminS 2 RILILCY,

[2ae)S SEYLILE 23000 d35tH H[EHDE HFSIEt= HAIX| 7t
HEA|ELC
HIAIXIZE EAIZ|H (go1)S ST = H2HSE HEYLICL
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7. 78 SMO0| BA|E[= AFO|E O =2 EL|HIF| OIO| 222 H M E O[S LILC.

8. [dlolg 2215 SEIStL|CE,

9. XA=[= 2= H0|E] AA ZEZ 2015t H [dlojg 24 74 E SEIRILICE
10. Prometheus H[O|E| AA S MEHSHL|CY,

11. Prometheus A|H{2| 2HIE URLZ X|™sHOf StL|Ct,

-

12. [ a HAE S SIS C

13. tHA[EES YEESIEH AO|E= Hw0[A [+] O}0|2S S&¢t
EE IS

ot
1o
K
Im
i

14. SUSE Multi-Linux Manager MH 7JiR29| AL CHA|EE [D: 175695
EEgtL|C

15. SUSE Multi-Linux Manager 22I0[YE JiQ°| H A|EE ID: 175702
EEgtL|C

2

4.13GB

210.3GB

° A LE o] cHst XbAIE LH2 2 Specialized-guides > Saltol| A & =sHUA| 2.
o ° Grafana? % MX| o0 A gro chst XiMist LHER https://grafana.com/
docsoi|A] golgh 4= EL|CE
16.4. SUSE Multi-Linux Manager ZL|E{Z! M

SUSE Multi-Linux Manager4 O|&S At83tH MHIL Prometheus AtH| AEf HIE2IE LESHEE HFstD
S20[E AR AAZES MX| 3 MY £ YA&LICH

16.4.1. MH XA 2L|E{

ME XHA| AfEf HIE2loll= stEY0f, 2K MIF| & SUSE Multi-Linux Manager L7t ZSHEIL|CE, 0|23 HEZI2
Prometheus AAZTEQL HSIEl Java OHZE|F|0| MO AZES E8l AFRE 4= USLICE

CHEat 25U Ct

rir

SUSE Multi-Linux Manager A2t 1| H| 3 &l = AAZLE
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o LE AAIE: golang-github-prometheus-node_exporter.

© https://github.com/prometheus/node_exporterg &=t Al2.
* PostgreSQL HAIE: prometheus-postgres_exporter.

©  https://github.com/wrouesnel/postgres_exporters &=xsHAI2.
° JMX AAIE: prometheus-jmx_exporter.

©  https://github.com/prometheus/jmx_exporters &EsHIAI2.
SUSE Multi-Linux Manager ZEA|2 &4 M S &= HAEE 17| X]:

o LLC MAIE: golang-github-prometheus-node_exporter.
© https://github.com/prometheus/node_exporterg &=stdA|2.
* Squid AAIZE: golang-github-boynux-squid_exporter.

© https://github.com/boynux/squid-exporterg &=stMAI2.

AATE{= SUSE Multi-Linux Manager Mt 3! TE A0l OJ2] MX[=[0] /UX|T, 2t systemd HIE22 7[2HO=
|2 d2te]|0f AELICE

EAl: XAl 2LIEY Edet

1. SUSE Multi-Linux Manager Web UI0l|A] 22X} > B2|X} LM > BLIE-C R
ol S&L|Ct.

2. [MujA 23S S2ITL|CE
3. Tomcat U Taskomatic2 X A|ZHEtL|CY,

4.9090 IZE Prometheus AHS| URL(G: http://example.com:9090)2
o|SgL|Ct.

5. Prometheus UIOIA A} > CHAOZ O0|Z6I0] mgr-server 122 ZE
AEZOIET} 25 FQIX| &olgtL|Ct,

6. Web Ul2} & Grafanak &X|gt 22 SUSE Multi-Linux Manager Aft{
CHAIE =9 g2fxp > 2|t 7 > ZLEZNAM MH QIAOIEE = =+
UAELICE

Web UIE AHE3H0] M XA MEH ZLIE{ 22 2Hdote 4= JAELICE Prometheus=s ZEA|0

o et HIERS XHESQ2 +TSHK| ASLICH TEAUM XA &ef ZLE”ES SdotstaiH

AAZES +>FO2 HX| A Hstolof LICt.

SUSE Multi-Linux Manager MHOM =T &= 2t HEZI2 CH31F ZEL(C

H 5. MB| E7|(ZE 80)
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H 9. Salt H7|g€(ZE 80)

HEz2| 7Y 29
salt_queue_thread_pool_size gauge SaltCH7 |8 & M E A ES
salt_queue_thread_pool_active_thread gauge CH7 | o il g Salt AEQ
s

salt_queue_thread_pool_task_total counter CH7|EY MiEE Ef AT o=
salt_queue_thread_pool_completed_ta counter 7 |EY 2= E EfATS 5=
sk_total

2 E salt_queue 240ll= TH7|E HS E 2tO 2 2t= queuelt= 20| 20| JAELICE

H 10. Taskomatic Scheduler(XZE 9800)

HEz2| 7Y a9
taskomatic_scheduler_threads counter MYE A7 ES Agf|E9] £
taskomatic_scheduler_threads_active  gauge HRl 2 AAHER ARES
taskomatic_scheduler_completed_task counter 2= E EfAI O 5
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° L AAXE: golang-github-prometheus-node_exporter.
© https://github.com/prometheus/node_exporterg &=stdA|2.

* PostgreSQL YA X E: prometheus-postgres_exporter.

© https://github.com/wrouesnel/postgres_exporterg H=stHA|2.
° Apache HAIZE: golang-github-lusitaniae-apache_exporter.

©  https://github.com/Lusitaniae/apache_exporter® &xsHIAI2.
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* https://grafana.com/docs/grafana/latest/administration/user-management/user-

preferences/#change-your-grafana-password
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grafana-cli --configOverrides cfg:default.paths.data=/var/lib/grafana --homepath

/usr/share/grafana admin reset-admin-password <new_password>
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* PostgreSQL AAXE: 9187

° Apache dAXE: 9117

FIHHO 2, PrometheusE A&ist= SAETI O SAEN AN A 2E2|XHE M= HAR0|= EE 90935 00}
SfLIC AL #2|XH= Prometheus &M YHERILICH AL Z2|XH= Prometheus AME QUAEAQL ZH2

Z2o|HE  ofiEZ[Ao|MoM  EHEufe FnE  AM2FLCh  Zno (X cfst XMEE L8
https://prometheus.io/docs/alerting/latest/alertmanager/ol A &telgt 4= AU&LICt,

2E2C QIAHAN| MXIE 220|ES] FL DLIEIZ MHof Chet M A 0| Qs Hot 120 WY EES
A7k 4 Bt

L= AdATEQS 2ZA L EQZ0| Prometheus QAEA S HiZESH D HEHH 0| M S LT £ QIELICE 0|2 Sl 7|
BLEHZ MHIE 2Z Prometheus QUAEANAM AAES ATME £ JASL|CE O] HHE A= F
Prometheus API ZEQI 9090 ZTEQtEH ElL|C},

Prometheus H|{a[o]Mof| gt XMSt LHE2 https://prometheus.io/docs/prometheus/latest/
federation/oll A &tolgt 4= A&LICE,
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ECI0|HEE HHE St PrometheusZt NATS Z2 HERI EEZX0M ZHESE & JEZE BfLCE

PushProx0f| th$t XtAIst LHE 2 https://github.com/RobustPerception/PushProxoll A 2ol 4= A&LICE
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16.6.1. TLS QISA MM

7|2MO=2 SUSE Multi-Linux Managere ZL|IEHZ A4S ES57| 9
HZ5E7| 216 XtAl MEE|AHLE EFAF Q1T Z[2HCA)Oll A MBS AFEXEX|H 2!
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EXL MH/SE0[AE TLS USA 4d

1. SUSE Multi-Linux Manager ZIE|O|{ ZAEQ| BHH LFILEM FE
HolO= Chs BB S 2L

Ensure that the set-cname parameter is the fully qualified domain
name (FQDN) of your Salt client. You can use the set-cname
parameter multiple times if you require multiple aliases:

rhn-ss1-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="minion.example.com" --set-cname="minion.example.com" --no
-rpm

21}

2 Ml SSL 7Hel 7| MM: /root/ss1l-build/minion/server.key
4 M| SSL Q1M & MM: /root/ssl-build/minion/server.csr
2l Mol SSL QA=A MAM/MH: server.crt

b. At ZH|O|L0| A SAEZ server.crt 3! server.key I}2 2 S AFSIL|CE,

mgrctl cp AH: /root/ssl-build/minion/server.key server.key



mgrctl cp AH: /root/ssl-build/minion/server.crt server.crt
c. SAENAM ZLIE{Z 22I0|HE Z server.crt B! server.key I = S ALY,

ssh minion.example.com 'mkdir /etc/ssl/mlm-server-certs'

scp /root/server.* minion.example.com:/etc/ssl/mlm-server-certs

ssh minion.example.com 'chmod go+r /etc/ssl/mlm-server-certs/server.*; 1s
-la /etc/ssl/mlm-server-certs'

2. Salt ZAlS Fd5ta{H o™ EHA|0| M X| Yot L2 E2] 0| S A EILICE

-

a. formular server

Server Certificate /etc/ssl/mlm-server-certs/server.crt
Server Key /etc/ssl/mlm-server-certs/server.key

b. formular OJL|A
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1. 220 M mgr-sync refreshE LT

2. mgr-sync list channel2 &3t SCC AHE 0|E1} O|F0| ptfsE A|&SH= x2S HELICL OE S0,
al23456-sles-15.3-ptfs-x86_642IL|C}.

3. mgr-sync add channel <label>S A8510{ PTF {2 & &&lstefL|Ct.
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21.2. OfAE HE X| 20l 2cto|UE EH
2ot ¢§0| £2 HES PHoIME Salt 22t0|IEst S& OIAE{0| SiZstn YLK EHolsoF st H2 7t
' J

AEO|M OIAEZ fed HAE 2F5{E HA Salt 0L 74 D0 OFAEQ XES

o ZZI0|HEO0A SeAl Salt O|L|H S AESH= B2 [etc/salt/minion.d/custom.con

o Z22I0|HEN M Salt HES AIE5H= Z 2 [etc/venv-salt-minion/minion.d/custom.conf

12|10 ohg "AHS nhgLch
(1) A ZAE|0|L LHE22| Hofl o § At R ZHEl|0]L] SAEO|A mgretl term AlSigtL|Ct,

Exf: OrAE{2] X|2S ECt0|HE| =Tt
ze

1. OrAE{S| B TEDEM RE Hoto = Ot BHS AHE510 master.pub X 22 H&LICH
salt-key -F master

E2t0|HENM [etc/salt/minion.d/custom.conf == [etc/venv-salt-minion/minion.d/custom.conf
TN oS GLICH o] 2t21E 71510 oA X|22 CHAIE OtAE | X222 = eL|Ct.

master_finger: 'ba:30:65:23:d6:9e:20:4f:d8:b2:f3:37:d4:65:11:13"
2. MH|AE CEA| A|ZFRELICE salt-minion®| 22 CSS AAeL(Ch

systemctl restart salt-minion
3. EE= venv-salt-minion®| 22 LIS AATLICE

systemctl restart venv-salt-minion

Salt HE0|| CHst XtA|SH LHE 2 Client-configuration » Contact-methods-saltbundle0i| A Q18 4= QI&L|CE,

Zato|HENA Eot Mol it 82 https://docs.saltproject.io/en/latest/ref/configuration/
minion.html[of|A] &elgr 4 QI&LICE,
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Manager MEHO|M AA TH7|X|E 0|4 Y 5= USLICH

|>
1]
In
d

b 2Rt 22 SUSE Multi-Linux

10

() D[2{2 AA I§7|X| = A3t ofo| C|AT B2 ALRY 4 Q&L

—

(1) MH ZIE0|Lf LOfl M EHA|S Al3Hs}7| Fofl mgretl term

o
>
00
oot
C
Il

EK}: AA D§7|X]| O]2{2

127% | 24 193% 212,008 35 2ot Z2toie= 2| S USENURUSREEon]


https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html

1. [etc/rhn/rhn.conf 714 MU S €11 O+ 24012 F74etL|Ct,

server.sync_source_packages = 1

o
>
ok
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2. Spacewalk MH|AE CHA[ A|ZHSH0f
mgradm restart
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Mete 4~ glaLict

0] 7|s0| &43te|H CtS H 2|ZX[E2| S7|2t = SUSE Multi-Linux Manager Web UIO[A] 24 THF|X|E AtEE
& JAELICL O] Hio|H2| IHF|X|Q| AAZ HAIE|H Web UIOA 2H CIREEY 4 UYSLICHL 2A TYF|X|=
Web UIE AHE3t0| 22I0|AE0]| AX|E 4 §AELICEH

E e
21.4. OpenSCAPE A%t A|AH! HOL
SUSE Multi-Linux Manager= OpenSCAPE AE3t0] S2I0|HE0]| ChEt ZAE s> ELICH BE S2H0[AE0|
Ot 8 4 HAIS 0| & gold 4= AELICEH
21.4.1. SCAP 294

SCAP(Security Content Automation Protocol)= 7{FLIE| OFO|C|0{0{|AM IHAEl = 2&0| 7hstt AtYQ
SOz, AEmEto|x AAHIQ AA”R HOtZ RX|SH7| I8 NIST(National Institute of Standards and
Technology)ollM SX|E45H= AFLZLICE

SCAPE MAR| HIoHS QX|ol7| 9Ist EESIE M2 $AIS NBoy| 2o BSOIHO, ABEE EF2 HALIE]
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HMS3t7| Ioh A7t AFE2 NISTS| SCAP Z2[A F7|0fl 2J3f| 22| EL|C XEMISH LHE2 THO0IM &l & AELICE

* https://csrc.nist.gov/projects/security-content-automation-protocol
* https://www.open-scap.org/features/standards/

* https://ncp.nist.gov/repository?scap

SUSE Multi-Linux Manager= OpenSCAPE AHE38t0{ SCAP AtYE L8 2tLIC OpenSCAP+= XCCDF(Extensible
Configuration Checklist Description Format)E &83dt= ZAb TFRLICE XCCDFE AN =59 W82
LIEfLtl= EZE HAojH Hob AA ZE=2Z2 Mo gLt =3, CPE(Common Platform  Enumeration),
CCE(Common Configuration Enumeration), OVAL(Open Vulnerability and Assessment Language)@t 22
CHE AtFat ABtsto] SCAP Q13 ME0|M M2 +~ s SCAPE HEAE = AL S5S MdgL|ch

OpenSCAP= SUSE 2ot EofjA et AMES AMZ5H0 X7t A=K 2ARURILICE OpenSCAP2 A|AH Hot

T8 EYE olotn EFE S AL 7|gtet #AIS 2830 A|A”O| 24 Y= E HAFRILICH SUSE 2ot o st

XEMISE LHE 2 https://www.suse.com/support/securityS xS AL,
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21.4.2. SCAP AU E 2lsll E2I0|HE FH|

=
AZ8t7| 7, SCAP AZHE {8l S2t0|AE A AR S FH[OHOF LTt

SSH et B S ALZ35t= Salt 22t0|AE 0| M= OpenSCAP ZALSE AHEY 4= §l&LICEH

A7 SEIO|UEE AZH0| 2 Tl S2I0|UEN M 22 HZ2|ot AFE I E 228 £
UAELICE Red Hat 22I0|HES| Z AzZHet 2} Z2L0|UEOA %|4 2 GBS RAMS AFEE £
AO{OF LTt

AlEFst7| Hof| 22t0|AE0| OpenSCAP AFHLH2 SCAP Security Guide(ZHIE) {7 |X|E MX|gtL|ct 2 HIF|of
w2t o[2{3t 17| X|= 7|2 2F MHIA| £ SUSE Multi-Linux Manager 22t0|HE T 320f Zate|of JLELICt,

of2H H|0|S0fl= Bt 17| X| 7t LIEE|of JASLICE.

H 13. OpenSCAP I§7| X|

29 M|
SLES
openSUSE
RHEL
CentOS
Oracle Linux
Ubuntu

Debian

e B HE

openscap-utils scap-security-guide
openscap-utils scap-security-guide
openscap-utils scap-security-guide-redhat
openscap-utils scap-security-guide-redhat
openscap-utils scap-security-guide-redhat
libopenscap8 scap-security-guide-ubuntu
libopenscap8 scap-security-guide-debian

RHEL 7 & Sgt A|AEIS Q& HHIEIF Z3HEl scap-security-guide IH7|X|S HSELICt. SUSE Multi-Linux
Manager 22t0|1E =70f| X &=l scap-security-guide-redhat IH7|X| £ At&dt= 20| E&LCE

129% [ MH| 193%

SUSEE Ctst openscap ZEIHA0] CHEt scap-security-guide I 7| X|E M SEfLICE scap-
security-guide®| #1xH H{ T 0| A SUSE7} X|5t= T20tY:

* SUSE Linux Enterprise Server 12 %! 158 DISA STIG Z2I}

® SUSE Linux Enterprise Server 12 & 158 ANSSI-BP-028 21}

* SUSE Linux Enterprise Server 12 % 158 PCI-DSS Z 21

e SUSE Linux Enterprise Server 158 HIPAA T2 I}

* SAP Applications 158 SUSE Linux Enterprise Server®| & Zz2t2= 0|0|X| Z3}

e SUSE Linux Enterprise 158 28 22t E 435}

e SLE12 5158 EFE A|AH HOt T =T

Other profiles, such as the CIS profile, are community supplied and not officially
supported by SUSE.



e CIS profile for SUSE Linux Enterprise Server 12 and 15 (unsupported)

HISUSE 2% HHEel 2% ZEgtel Z=ml2 FHFELENAM MIst=s Z=oiL|ct.
SUSEXIME SAM O = X| /US| eAELICt.

21.4.3. OpenSCAP ZHIE mj!

OpenSCAP= SCAP ZIHIE HIUS AE3I0| HIAE #AIS FolgtL|T). 0|2{gh ARE M2 XCCDF E& OVAL
BES 7|0z HYELICE SCAP 2QF 7H0| =0t OtL[2t STHE Q2 ALE = ZHE oS L2255t
QAN w2k AFEAF Hold 4 AFLICE J2(1 7|2 HHE o *EE Hot 7H0|= mF|X|E XY =
UFLICL E= XCCDF = OVALOY| 2538t F 2 Aih| ZHIE IS HEY

0F0
»
O
>
R

4
0
>
C
o

Ei
O

At83t0| SCAP ZIHIE Ms Hddt= 20| AT ELITH XAl AF8A Fel AHHE
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2

o

ES =
SH0f A|ARIO| &4l B SUSEOIM XS] 942 4= AELICH

S

gLt 221& MF oA S AL St Salt(of): salt-

HHE ot s MMt 20z i IS S2H0|HER HEHof

cp E& Salt File Server), ftp £&£ scpE AMESI0] HEQIE Solf CHE MY S 0|5 Wit ST WAOZ 0]
XtH=2 ABHSE A OIAL_IEI-

THE=2 T o2 T M-

SUSE Multi-Linux Manager2 #2|st= Z22I0|HE0| HHE MY S iZxst= Ii7|XIE M= Z40| HEELICH
2242 BFSI| fs miZ[X[7F ME 2 ASE £ JSLICH XM[EH LH22 Administration > Custom-
channelsOf| A gtolgt 4~ QELILCE

21.4.4. OpenSCAP T2} At7|

2 MRl 2t ChFS OpenSCAP ZIHIE THl 9l H2WAS ALSE 4 YALICE ZEHE T 3 ofl= T2IHo)
= 7} 01y E3E 4 UL,

RPM 7|8 2 HK[0l| M CHS BHES AFE5H0] AL J7HsS SCAP IH Q| 9IX|E =heletL|Ct.
rpm -ql <scap-security-quide-package-name-from-table>

DEB 7|8t 2 H|H|0ilM CtZ HHE ALESH0] ALZ 7hstt SCAP I Q| 9fX[E &l ELC.
dpkg -L <scap-security-quide-package-name-from-table>

PN}
ES

AR Mot SCAP ZIHIE oY

%

7H

]
rlo
oM

2 SCt0|HEM ALE Jtset T2 S LIERL T

oscap info ./usr/share/xml/scap/ssg/content/ssg-sle15-ds.xml
Document type: Source Data Stream
Imported: 2021-03-24T718:14:45

AERl: scap_org.open-scap_datastream_from_xccdf_ssg-slel5-xcedf-1.2.xml
MME: (null)

HA: 1.2
HAZAE:
Ref-Id: scap_org.open-scap_cref_ssg-slel5-xccdf-1.2.xml
AElf: draft
MME: 2021-03-24
SiZE: true
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https://docs.saltproject.io/en/latest/ref/cli/salt-cp.html
https://docs.saltproject.io/en/latest/ref/cli/salt-cp.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html

T2op:

HMl=: CIS SUSE Linux Enterprise 15 Benchmark
Id: xccdf_org.ssgproject.content_profile_cis

M= : Standard System Security Profile for SUSE Linux Enterprise

15

Id: xccdf_org.ssgproject.content_profile_standard

XM= : DISA STIG for SUSE Linux Enterprise 15
Id: xccdf_org.ssgproject.content_profile_stig

E
ssg-slel15-oval.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-slel15-ocil.xml
system: http://scap.nist.qgov/schema/ocil/2

https://ftp.suse.com/pub/projects/security/oval/suse.linux.enterprise.15.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5

gfol:
Ref-Id: scap_org.open-scap_cref_ssg-slel5-oval.xml
Ref-Id: scap_org.open-scap_cref_ssg-slel15-ocil.xml
Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-oval.xml
INZS
Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-dictionary.xml
AME S| ot MY A2 8 20U S 7|E8 SLICH

ZHIE mUS HX| = HESHH A AHS 3 = JAELICH SUSE Multi-Linux Manager Web UIE AFE5H0
LA AE ERHE 4 ASLICE SUSE Multi-Linux Manager APIS AFS5H0] M7| ZAALS ofjeket &= Q&L|Ct.

EAl: Web UIOfIA] ZEAF AZH A

1. SUSE Multi-Linux Manager Web UIO|A| AJAE! > AJARI E2OZ 0|55t
AzHe S2I0|HEE MEABHLCE,

Command: /usr/bin/oscap xccdf eval

O .
Command-line arguments: ——proflle
xccdf_org.ssgproject.content_profile_stig

O
Path to XCCDF document: /usr/share/xml/scap/ssg/content/ssg-slel5-
ds.xml

fetch-remote-resources LIZI0|E{E At2SIH CHZS| RAMO]|
0 LIQSIL|C EESH  file_recv_max_size 4= =20 &

UASLICE.
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o XCCDF ZHE 2 Reds ditet £ #F AA-N S>ELCH ARE THdof| ZXE
Ol LS| H HAETL A

K} APIOJ|A] ZEAF AZH AlsH

1. A&tst2| ™, Azl 220U E| Python % XML-RPC 2t0[E2{2|7} A X| |0

)
UA=K| 2l gfL|Ct

£ MEHSIILL system.scap.scheduleXcedfScans SOl A|AE! HALE
A3ZHEE MABtLICE o= CHE2t 2 &LICt.

#!/usr/bin/python3
import xmlrpc.client
client = xmlrpc.client.ServerProxy("https://server.example.com/rpc/api')
key = client.auth.login('username', 'password')
client.system.scap.scheduleXcedfScan(key, <1000010001>,
"<path_to_xccdf_file.xml>",
'--profile <profile_name>")
client.auth.logout(session_key)

Of oilof| A:

<1000010001>2 A|AE |D(sid) I LILCE.

<path_to_xccdf_file.xml>= S2t0|HEQ| HHIE T 2| X|of ot ZZIL|CY,

OlE S0, Jusr/share/xml/scap/ssg/content/ssg-sle15-ds.xml 2 L|C}.

O e —
<profile_name>8 oscap HHO| st FJb QUsULICE oE EO'I,

united_states_government_configu ration_baseline( USGC B) = Af%@' |—| I:|'.

3. BB LELEO|M, ANY S20|AES AT ES AHYLICL

21.4.6. 271 H3}

Information about the scans you have run is in the SUSE Multi-Linux Manager Web Ul. Navigate to Audit »
OpenSCAP > All Scans for a table of results. For more information about the data in this table, see
Reference > Audit.

AZHO| THEE KNS RS ALSStE B S2H0IIE 0l A EHAISFeHOF BILITH SUSE Multi-Linux Manager Web UIO|A
B2|RL > ZHOZ 0|5k S2H0IAETL A3t TX|S S2UBHICL 74 HOZ 0|Se0] KHME SCAP WY PEE
B3} SHS MBILICH Bk, DS AZHOIM RRMEH B0t EBHE A7} HTML THU0| MAELITH Hajolls

Che ot QALSH 27} 2tolo] EAIELICH,

22|
="
St
[
p]

XtMIgt 22t xcedf-report.html xcedf-results.xml scap-yast2sec-oval.xml.result.xml

HHZO|M AW HEE AMSIHH spacewalk-report S AtE8tLCY
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spacewalk-report system-history-scap
spacewalk-report scap-scan
spacewalk-report scap-scan-results

Jtot

tolgh =~ ASLICE

SUSE Multi-Linux Manager APIE AtE3t0] system.scap HEZZE A2 E

21.4.7. 4%

Z20|E AARIES Z3t5t7] 8 8 Bash 23 ZELR}F Ansible S20|50| 38 SCAP &2t 70| = T 7| X| 0
HSELICt ofl= 2t 250t

E 5.bash AEZE

/usr/share/scap-security-guide/bash/sle15-script-cis.sh
/usr/share/scap-security-guide/bash/sle15-script-standard.sh
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

2 E 6. Ansible Zg|0|2

/usr/share/scap-security-guide/ansible/sle15-playbook-cis.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-standard.yml
/usr/share/scap-security-quide/ansible/sle15-playbook-stig.yml

S20[AE A AR0|M AnsibleS &-dottt = HA S AFESt7LE AnsibleS AHESH0] Mg & QAELICE

21.4.7.1. Bash 23 EE A% £+ HH

2E thA AIARI| scap-security-guide TH7|X|S MX|EtLICt XbAH|3H LIS Administration > Ansible-setup-
control-node0| A Etolgh 4= QI&LICE,

71X, Mg W A3ZEE 2t 2F MA X vizof w2t CHELICE sie ol Of Al & Bash 25 EE AMojA

21.4.7.1.1. T A|ARIO)IM #H BHQR Bash A3 E 4

Th A|ARIOM Bash 23 EHES ¥4 BHOZ MAHTL|CY.

[ —

LM¢$>W£“WH ABAS MEHRILICE T2 Ch3 M AP > 34 B-oi|M CH3at 20| Bash 23 EEE
FABH|C}
od

#!/bin/bash
chmod +x -R /usr/share/scap-security-quide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

qm
oot
r
n

2. [¢™]122

@ S 2T OISE MmEN T OO HFEUCH O 04 8 Bash ASYS
M M0 BHoIEh 4 LI
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21.4.7.1.2. of2] A|AROf| M A| AR M| E 2t2|XHE AFESI0] bash A3 RE #¥

of ol of2] A AR M 3 BB 2 Bash &

[
o

ES MBI

1. A|AEI O E0| MME|H AJAH A2 SE/st1 H|O|S0f|A SSMOAM AF2S MEHBHL|C}
2. N AH NE 2t2|xto| 7|E} > §1H HE0| M CHS1t 20| Bash AR EE ZHEHLICH
#!/bin/bash

chmod +x -R /usr/share/scap-security-guide/bash
/usr/share/scap-security-quide/bash/sle15-script-stig.sh

3. [E¥]= S=gUr.

21.4.7.2. 0jlA| 3 Bash A3 EE

21.4.7.2.1. SUSE Linux Enterprise openSUSE 3! tH&
Ol Al SUSE Linux Enterprise % openSUSE A3 & E H|0|H.
7| x|
scap-security-guide
e
e SLE12:SLES12 HHIO|E
* SLE15: SLES15 2 & Basesystem G|0|E
Bash A3ZE C|AEZ|
/usr/share/scap-security-guide/bash/
Bash AERE
opensuse-script-standard.sh
sle12-script-standard.sh
sle12-script-stig.sh
slel5-script-cis.sh
sle15-script-standard.sh
sle15-script-stig.sh
21.4.7.2.2. Red Hat Enterprise Linux % CentOS Bash A3 & E {|0|E{
O] Red Hat Enterprise Linux % CentOS A3 E H|0|H.

o centos7-updates®| scap-security-guide®l= Red Hat Enterprise Linux A3ZED
Zote[o AELIC.

oi7|x|

scap-security-guide-redhat

L
¢ SUSE Manager =+
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Bash A3ZE C|2Ea]

/usr/share/scap-security-guide/bash/

Bash AEZE

centos7-script-pci-dss.sh
centos7-script-standard.sh
centos8-script-pci-dss.sh
centos8-script-standard.sh
fedora-script-ospp.sh
fedora-script-pci-dss.sh
fedora-script-standard.sh
ol7-script-anssi_nt28_enhanced.sh
ol7-script-anssi_nt28_high.sh
ol7-script-anssi_nt28_intermediary.sh
ol7-script-anssi_nt28_minimal.sh
ol7-script-cjis.sh
ol7-script-cui.sh

ol7-script-e8.sh
ol7-script-hipaa.sh
ol7-script-ospp.sh
ol7-script-pci-dss.sh
ol7-script-sap.sh
ol7-script-standard.sh
ol7-script-stig.sh
0l18-script-anssi_bp28_enhanced.sh
018-script-anssi_bp28_high.sh
0l18-script-anssi_bp28_intermediary.sh
0l18-script-anssi_bp28_minimal.sh
0l8-script-cjis.sh
0l8-script-cui.sh

0l18-script-e8.sh
0l18-script-hipaa.sh
0l18-script-ospp.sh
0l8-script-pci-dss.sh
018-script-standard.sh
rhel7-script-anssi_nt28_enhanced.sh
rhel7-script-anssi_nt28_high.sh
rhel7-script-anssi_nt28_intermediary.sh
rhel7-script-anssi_nt28_minimal.sh
rhel7-script-C2S.sh
rhel7-script-cis.sh
rhel7-script-cjis.sh
rhel7-script-cui.sh
rhel7-script-e8.sh
rhel7-script-hipaa.sh
rhel7-script-ncp.sh
rhel7-script-ospp.sh
rhel7-script-pci-dss.sh
rhel7-script-rhelh-stig.sh
rhel7-script-rhelh-vpp.sh
rhel7-script-rht-ccp.sh
rhel7-script-standard.sh
rhel7-script-stig_gui.sh
rhel7-script-stig.sh
rhel8-script-anssi_bp28_enhanced.sh
rhel8-script-anssi_bp28_high.sh
rhel8-script-anssi_bp28_intermediary.sh
rhel8-script-anssi_bp28_minimal.sh
rhel8-script-cis.sh
rhel8-script-cjis.sh
rhel8-script-cui.sh
rhel8-script-e8.sh
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rhel8-script-hipaa.sh
rhel8-script-ism_o.sh
rhel8-script-ospp.sh
rhel8-script-pci-dss.sh
rhel8-script-rhelh-stig.sh
rhel8-script-rhelh-vpp.sh
rhel8-script-rht-ccp.sh
rhel8-script-standard.sh
rhel8-script-stig_gui.sh
rhel8-script-stig.sh
rhel9-script-pci-dss.sh
rhosp10-script-cui.sh
rhosp10-script-stig.sh
rhosp13-script-stig.sh
rhv4-script-pci-dss.sh
rhvd-script-rhvh-stig.sh
rhv4-script-rhvh-vpp.sh
sl7-script-pci-dss.sh
sl7-script-standard.sh

21.4.7.2.3. Ubuntu Bash A3 2 E 0|o|E]

OlA] Ubuntu 232 E H|0|E.

7| x|

scap-security-guide-ubuntu
Mg
¢ SUSE Manager =+

Bash A3RE C|HER|

/usr/share/scap-security-guide/

Bash AEZE

ubuntu1804-script-anssi_np_nt28_average.sh
ubuntu1804-script-anssi_np_nt28_high.sh
ubuntu1804-script-anssi_np_nt28_minimal.sh
ubuntu1804-script-anssi_np_nt28_restrictive.sh
ubuntu1804-script-cis.sh
ubuntu1804-script-standard.sh
ubuntu2004-script-standard.sh

21.4.7.2.4. Debian Bash 23 & E 0|0|E{
OlA| Debian A3 & E C|O|E.
oj7| x|
scap-security-guide-debian
X2
* SUSE Manager =+

Bash A3 E C|AEZ|

/usr/share/scap-security-guide/bash/
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Bash AEZE

# Debian 12
debian12-script-anssi_np_nt28_average.sh
debian12-script-anssi_np_nt28_high.sh
debian12-script-anssi_np_nt28_minimal.sh
debian12-script-anssi_np_nt28_restrictive.sh
debian12-script-standard.sh

21.5. 2| ZX|E2| HIEIH|O]E]
)X £2| BIEIIOIEI0] HESI2IE ALEX T2l GPG 717} BREILICE

(1) M ZIE| 0| L 9| o] M| ASHH ZE|0|L S AE0A mgrctl term

NW
oi
ot
-
Il

Procedure: Generating a custom GPG key
1. FE MEXIZ gpg BHE AESH A 7|15 MM eL|Ct.

mgrctl exec -it -- gpg --full-generate-key

2. DETEN|A rRsAS 2048H|E 37|29 7| ROz MENSI F|o MAESH Otz
SIS MEHSILICE AH Z]0f| CHSE M ALEES SHolstn yE U3 st Skl Ct

3. DZETEQA 7|9t HEY 0|2 I O|HY FAE UATHLCE |lste HL, 7|2
AES= O E20| 2l dHE2 F7te 2 QELICH AFZXLHIDO| THESHH o=
UEASH] =tQlgtL|Ct

mgrctl exec -- gpg --list-keys

6. Jetc/rhn/signing.conf & IO 7|& Q| HFHSE FIIEL|CL 0] &AUS
FHoHHAE HEDT|0OAN oY S S0 CHE 2Rl S FIHefLCL

GPGPASS="password"

GPG 7| ZA10f cHst XtA|SE LHE 2 Administration » TroubleshootingOfl A ol &~ Q& LT,
mgr-sign-metadata-ctl S ALE5t0] BHZ0I| A HEIH|O[E MES 22| 4 AUSLICH

Procedure: Enabling metadata signing

L AEE 7]o] B2 AMEXIE LOLOF HLICH AFEE o= s B2 49 SEIIE

Ligiet  QLict,
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mgrctl exec -- gpg --keyid-format short --list-keys

pub  rsa4@96/3E7BFEQA 2019-04-02 [SC] [expires: 2029-04-01]
A43F9EC645ED838ED3014BA35CFA51BF3E7BFEQA

uid [ultimate] SUSE Manager

sub  rsa4096/118DE7FF 2019-04-02 [E] [expires: 2029-04-01]

Zmy%mmWMmﬂ%%QEWQmmHH%%%gﬂguq

mgrctl exec -- mgr-sign-metadata-ctl enable 3E7BFEOA
OK. Found key 3E7BFEQGA in keyring.
DONE. Set key 3E7BFEQA in /etc/rhn/signing.conf.
DONE. Enabled metadata signing in /etc/rhn/rhn.conf.
DONE. Exported key 3E7BFEQA to /srv/susemanager/salt/gpg/mgr-keyring.gpg.
DONE. Exported key 3E7BFEQA to /var/spacewalk/gpg/<KEY_NAME>.key.
NOTE. For the changes to become effective run:
mgr-sign-metadata-ctl regen-metadata

3. U2 BELe=E 70| SHHEX| =elghL|Ct,

|

mgrctl exec -- mgr-sign-metadata-ctl check-config

4. Restart the container for the configuration changes to be detected.

mgradm restart

5. Schedule metadata regeneration to replace all metadata with new
signed versions.

mgrctl exec -- mgr-sign-metadata-ctl regen-metadata

o]

=~

mgr-sign-metadata-ctl FHS AtEsto] C}
metadata-ctl --helpS Ar2%fL|CL.

Tl
o

S 2 JSLICE M S=2ES E2{H mgr-sign-

2|ZX|E2| HEHOE M2 Y SHYLICH Sdstz|H Mol ZE ATEL0f oM dSHELICt o=
MEol| A2 E 2= S20|AUETHIHF|XIE EX|5H7 L Y0 E5HH M GPG 7|E Ll2|sliof &= 2|0l ghL|Ct.

Procedure: Importing GPG keys on clients
1. 22I0|HE0| GPG 7| E HiESHH Salt MEf &S S £~ J}SLICE

2. SUSE Multi-Linux Manager Web UIZ AH&3t0] highstateE H&gfL|Ct.

GPG 7| 2| si{Z0fl cigt XMt L 22 Administration > Troubleshooting0i| A &Holgt 4= Q& LTt
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Chapter 22. &g 7|4t HAM|A X|0{(RBAC)

g Jlgh MM A HO{(RBAC)=E 2laA HMAS SEE ool w2t #oto] RHE AMZAZ Hetsh= =Hot

o

1=

EHJLICH SUSE Multi-Linux ManagerOiiA RBACE= AHEXE7E HA|E Q! #oto] = ZAR 23St 2[AA0
HMAY 4= JACF 5H0] HOHS Zotstn 2| S 2tAasetL| T

RBACS| ¢l M&lofl= C20| ZEtE LT
* Principle of Least Privilege: Granting only the necessary access rights for users to perform their
tasks.
* Granular Control: Providing fine-grained control over specific functionalities.

* Separation of Duties: Preventing a single user from having too much control over critical
processes.

* Auditability: Allowing for clear tracking of user actions and permissions.

22.1. =2 RBAC 714

Role: A collection of permissions defining a specific set of capabilities within SUSE Multi-Linux
Manager. Roles are assigned to users, granting the user aggregated permissions.

(1 ] g AR Kol Y E| 0| ALRXOIA S Bt SofgtLct,

* Permission: An atomic authorization to perform a specific action, access a specific web page or call
a specific APl endpoint within SUSE Multi-Linux Manager. In SUSE Multi-Linux Manager, permissions
are represented by namespaces and their access modes.

e User: An individual account that interacts with SUSE Multi-Linux Manager. Users are assigned one
or more roles.

* Namespace: A granular unit of access control organized in a tree-like structure. Most namespaces
have distinct "View" or "Modify" modes.

SUSE Multi-Linux Manager2(=) AP HolEl A2 HSSHH, FIHMQl AMXL Mol dgg HMolst=s AS
S12ELICH MEf MO 2 CHE Ao TR O 2 HE M&HE £ JELICH

APH Mol gt ol s e Mof| chst M| S22 administration:users.pdfoll A &olgt 4= JQEL|Ct,
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administration:users.pdf#administrator-roles

o OMNA UGS HOY It HJAHO|AS XIFHELICE

22.3. M5 M| A 22| S 2l HiiAmo]A

HAHO0|A= EB| Fx2 FHE MEXQ MHA HO{E MSLCH R HYAHO| AN A, HIYAHO|A LY
HHA="EHI" Y """ RER TS MZSHELICH

H 14. 0f: o|0| x| 22| YIQAH|O|A Sl HMA B

L Am o] A HhA BE a4

cm.build =3 Z1E[0|L4 EE= Kiwi O[O0 X| 2HE
cm.image.import % SEE O|0|X| MZ A0 M ZiEl|0|LH O|O|X| JEE
cm.image.list H7| ZE o|O|X| L&

cm.image.list RS O|O|X| AH|

cm.image.overvie 7| O|O|X| M2 ME oHX| {7 |X|, D= 2T 5l SHAH HE E7|
w

cm.image.overvie $3H O|O|X| AL M=, ALK

w

cm.profile.details 7| O|0|X| Z2mY HE HHE H7|
cm.profile.details £%H O[OX| 2o MM T2md M8 HE HE
cm.profile.list H7| DEO|O|X| Z20p Lt

cm.profile.list >3 O|0|X| =2mp AFx|

cm.store.details 27| O|0X| MEA MR HE 27|

cm.store.details % O|O|X| MZEA Mo, MEA M HE HY
cm.store.list H| 2= O|0X| MEA LHE

cm.store.list >3 O|0|X| X & A AFH|

HAADO|A S ST MHO| HA| 222 access.listNamespaces AP| HIMEE s =560] 2olst £ QI&LICH Q@F
3 SE YAS ZTES XHASH L2 SUSE Multi-Linux Manager APl 2AME & XsHIA| 2.

SiXH RBAC gt 5! Hst2 APIE SoliAMTH 2H2[e £ Q&L|CEH & UIE S5t ALEXH I &2 Administration »
UsersOi| A =tQlgt & QUSLILCE,

22.4.1. APIE 5% RBAC 2t

SUSE Multi-Linux Manager API= &g, Aot 5l AL8X getg T2y HAoZ Ha|g £ = HAMEE
X SgLlct.
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22.4.1.1. AMHA API

O[2{St API HIME= gt S 213 AM|AS 2t2[RfL(Ct.

* listNamespaces: SUSE Multi-Linux ManagerOflA AFEE 5= Qs HIJAHO|A ) KA RE 3 2t M
Lt gLt

mjo

* listPermissions: Z20i| Lol 518 5|= HIUAMO|AS LIFStL|CE

* listRoles: SUSE Multi-Linux Manager?| 7|Z <itS LIEEL|C,

* createRole: i S&S MASIH, ME{ ALSIOZ 7| = g0l A] HotS SAFEL|CE
° deleteRole: HZS AMX[BLICE

* grantAccess: U AHO[ A0 CiH HZ Mots SofgtL(Ct

* revokeAccess: U AH|O| A0 CHEt HMAE FATHLICE

22.4.1.2. Ar2%tAPI

0|2{3t API H| M E = ALR Xt 93t Sots pHa|BhL|C},

¢ listPermissions: AL Xt0]| Lol S = ot HotS LEBtL|Ct.
* listRoles: At X0 A EEHEl A S LIETHL|CY,
* addRole: AFEXI0f|H S&t2 SeiL|Ct,

* removeRole: AFE XA A &2 AT

Q% 344l Ol

o o1 X

0I0

B YAl S Zokoh XtMISAPI 2 M= SUSE Multi-Linux Manager APl &S & ZSHMAIL.

22.5. RBAC 'Y Al

0|23t 2 ALY E E5tH 28X 0|1 212|517 £[2 E 2t RBAC &HE 2 RX[SH= ol =20| ELICt
* Principle of least privilege: Always grant users the minimum permissions necessary to perform
their duties. Avoid overly broad permissions.

* Regular review: Periodically review assigned roles and permissions for users to ensure they are still
appropriate and comply with current security policies.

* Document roles: Clearly document the purpose and permissions of each custom role you create.

* Separate duties: Implement roles that enforce separation of duties to prevent a single user from
having too much control over critical processes.
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Chapter 23. SSL 21E A

SUSE Multi-Linux Manager:= SSL QIS M E Ar23t0{ S2t0|AE7L SHIE MHO| SEE|A=X| ZHeletL|ct.

SSLE AH23H0{ SUSE Multi-Linux Manager M0 §E35t= 2= 22i0|¢E= *1H'| AS M| s Reds

YA SHHE ME{Of| 25t Q=X| efRlgtL|C), O] ZZHAE SSLHEM|0|3 21 BfL(Ct.
SSL $HEM[O|3 S¢t Z2I0|AEE M Q1B A SAE 0|50| BR3t 0|2 YX|SH=X| &IBfL|Ct S20|HEE
SESHMH QIS ML A" 4 A=X] 2Qlslof gL,

21F 7|Z(CA)2 LIE ASMol MEBL7| 26 AHEE= ASMYLICE ZE ABSME S 7IZH(CA)MIM MEHOF
FaY AOE ZHFE|H SEt0|UETL AS MO thoh ZXIAZ 4 ASLIC,

SSL 2150| SHEHA| ZSs2{H Z2f0|UEI RFE CAS U=s0F LTt =, FE CAZt BZE 220U E0
EX|=|0{oF BLCt.

SSL ¢159] 7|2 &2 SUSE Multi-Linux Manager?t Atd| ME QIZME AtE3t= AYLICE O] 2 SUSE Multi-
Linux Managert 2= AEME MEYoM FE CATL M S Moi| 217 MEELICE

S CAS A8ots AT AFLICL 0] 22 RE CA= St CAO| MEEILICH O3 OHg 2t CA= Hot= #ol U E
St CAol|l MEE = AOM OFX| 2 CAE MH QS Aol MERILICE 0| |2l IS Mat: LT,

HEE AS MM S CAZE AE3tE 2, FE CAE S20|UEN| EX|=|10 M S M= Mol X ELICH SSL
HENM|O|Z St 220[AEE FE CASL M QIS Ato|o] TA| St ABM H|QIS gele £ A0{oFStEZ, 2E
S AT Mof| KM AT 2= AUO{0F BfLICE

0| EMot= F 7HX| =2 YHOo| AEFLICE O|F HT S| SUSE Multi-Linux ManagerdiM e 7|[2&eg2 B E St
CAZt S22t0|HE0| EX|EL|CE T2{Lt MEolM MH|AS F435t0] 220U E| M3 =2 AFLICE 0] B SSL
HMEHO|Z SO MH = M QIS Mt RE 7t CAS ®MSTLICE O|X| 0] &hAlo| 7|2 LMH O = A ELICEH

7|2X 2= SUSE Multi-Linux Manager= 2t CA 10| ZHA| MY ASME AHSRILICE =7F 22HS 2l8l IS Ao
MESI=E EtAF CAE RIF S 4= AFLICH EfAL CAE AS MO HAIE S-St ZetEl HE7F SHHEX| =HQlgfL T
J2|0 LEXHOZ 0| MH|AO CH3l A7 RFS YT YLICL EfAF CAS AMESHEH ASME AFHSH| O o{E1

AX|of| thet =7t B 7t HSELIC EFAF CAOIM MBS IS ML = 2 SUSE Multi-Linux Manager 2%[2
QUEESHA QIAL|CT

=T M-d

O HEMOM= SSLRISM AHES 2EAZ B EILIC

1. SUSE Multi-Linux Manager =715 A% XHA| AE QIS A A A dhH

2. SUSE Multi-Linux Manager At Ee= TEA[0f] Q15 Af WAL

KM EE= Q& PKIQE 22 EfAF QAR AN ASMIL HSE= 2 o BHAIE AHE £ ASLICH

° XHM| M QS A Mol cHst XtA|St LHE 2 Administration > Ssl-certs-selfsignedOf| A =tole &~ AUIELICE,

° QIZ M AXEO Cist XtA|SH L2 2 Administration > Ssl-certs-imported0i| A &0l 4= QU&LICH
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21? .1. SUSE Multi-Linux Manager ZIE||0|L0f| SSL QIS A
x e |

23.1.1. Podman
o T ZFA

SSL @IZ M= podman A3 E MEE|H 2} ZAH|0|L0f| 2 EILICH Podman SSL A|3 &2 CHa 3t Z&LIC

* CAQIZA
©  uyuni-ca
©  uyuni-db-ca

o MHASM B 7|
©  uyuni-cert

©  uyuni-key

 GO[E{H|O|A QIZM & 7|
9 uyuni-db-cert

© uyuni-db-key

23.2, XtH| MEE SSL QIS A

7|2X 9 & SUSE Multi-Linux Manager2(=) XtH| ME ASME AFEELICE 0] B2 21E A= SUSE Multi-Linux
Ist7

— 11—
Manager0i| 2[3f 4o 5! MYELICE O] BHOM= US| MR Areto] Yetotx| =elsty| 2ld S8l 21F (22
o

AESHX| 45 LICH EFAL CAE QIS MOl ZetEl FE 7L FHetotx| 2tQlsty| 9l AL AL L.

=] — o
k=13

° EFAF CAO|| CH$E XtA|SH L2 2 Administration > Ssl-certs-importeddi| A &01%t 4 QI&LICY

* QIZ M HHR7|0f chet kMBS LHE 2 administration:ssl-certs-imported.pdfoi| A gQlgt 4= QU&LICE.
O] MMO|M = &t = 7| & AKXl M XM MEE ABME WMSIALL CHA| ‘M5t HE AL Ct
SSL7| Y QIBEMO ZAE O|F2 0|5 HESH= A|AHIS| HotEl SAE O[St LK|3H{OF &Lt

23.2.1. 7|E MH AZ A ™4

7|E ABM7t EtRE[AU7L OTH O| R 2 ZS0| SXIEl 2 7|E CAMM M MH ABSME Hde £ ASLIC

AL J1ZE ME QS T

1. SUSE Multi-Linux Manager ZIE|0|L{ SAEQ| H&H T2 T EOf| A A QIS A R M:

mgrctl exec -ti -- 'rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set

-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \

--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.com" --set-cname="example.com"'

set-cname I2t0|E{7} SUSE Multi-Linux Manager At 2| M2tz =0[Ql 0|5 QlX| 2elstL|Ct of2] EA O
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administration:ssl-certs-imported.pdf#ssl-certs-import-replace

Lot H2 set-cname I20|EHE 02 H AFESHH ElLICE
JHel 7] 2 MH 2EME AMH ZHIO|LHQ| [root/ssl-build/susemanager/ CIZIEZ|0A server.key %
server.crt2 A2 £ QUSLICH OfX|2t Cl2IE2|9] 0|2 L --set-hostname SM 1} &HH| AIREl SAE 0|20 2}

CHELIC.

ZE|0|H2] S AE podman A|ZSE AUCIOIESIH M QS 3 7|5 BHESIAHLE YEESILICE W3 MEs QIS A
AZEof| chst XtMIs LHE 2 administration:ssl-certs-imported.pdfol A &l 4 Q&L|CE,

23.2.2. M CA M QI A ¥

o FE CAE uAoloF 3t B R0= R2l8HOF ZLITH Mot S20|HE Zto| ME| X|Qlo| ZZE 4
AFLICH J2{¢t 22 2 AFEX7t 2= S2to|AE| 20150 CAS =H HiZHOF LTt

Rk M QS M Y

1. SUSE Multi-Linux Manager ZiH|0|L|{ SAEQ| HE TEIE||A 0| QS A CIHEZE M X2 0|S:

mgrctl exec -- mv /root/ssl-build /root/old-ssl-build

mgrctl exec -ti -- 'rhn-ssl-tool --gen-ca --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-common-name="SUSE Manager CA Certificate" \
--set-email="name@example.com"’

3. M M IS M d:

mgrctl exec -ti -- 'rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.top" --set-cname="example.com"'

set-cname If2t0|E{ 7} SUSE Multi-Linux Manager At 2| M2tz =0[Ql 0|SQIX| 2telgfL|Ct of2] EA o
LRt A2 set-cname I2H0|E S 0f2] H ALESHH ElL|C}

SAE O|F 8 cnameS AFE3I0] Zf TEA|0]| T M M IS M E A8l OF BfLICt.

3.3.SSLUSM AREE
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EA AR 7HSOHOF LICt.
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administration:ssl-certs-imported.pdf#ssl-certs-import-replace

SSL MH 7Hel 7|

SSL AH QIZA

SSL H[O|E{Hf|0 A 71l 7]

SSL GIO|E{H|O]| A IF M
D= 02 PEM @ 4]0[0{0F SFL|LC
SSL MH QIZ M 2 AEHR 8l S M E HiESH= HAS| HA| 2 AE O|F 1t LX|sH{0f LT}, 215 A{2] X509v3
Subject Alternative Name 4 H0j|M S AE 0|52 AHY = USLICH &0 2t R0t FR o2 S AE 0|ES
Lige =2 ASLICH X HEl= 7| fRE2 C

o CllO|E{H|O| A SSL 215 MOll= reportdb 3! dbZ Subject Alternative NameO| EetL|C}.
EbAL 712t2 LMoz F7F CAE M3t 2B E M ASMol| ML 0] 2 M| 2= CASE AI8Y +

A0{OF BLICE mgrdadm BHO| QIS M FEE ME|HLICH FE CA=E B2 It ?|X|5t= 20| EELICE At
ASM OL2 MH ASME M A0l F11, 1 Fof| 2= B2t CAASME = MCHZ ZeoHoF LICt.

[

23.3.1. M EX|S 2loll QS A LZE
By default, SUSE Multi-Linux Manager uses a self-signed certificate. Certificates can be imported with

third-party certificates at the installation time.

Procedure: Importing certificates on a new SUSE Multi-Linux Manager
server

1. Installation-and-upgrade > Install-server?| X|&o|| 2t SUSE Multi-
Linux Manager AMHHE HHEBILICt. mgradm install podman0f SHIE THUS
Ii2to|E 2 Mo ghL|Ct. m2t0|E = ChE2a Z2&L .

EbAL SSL QIBM Z2i:

--ssl-ca-intermediate 2AIE UA| CA QIBM EHE

--ssl-ca-root 2XHE ZE (A 28BN EE

--ssl-server-cert 2Xt& MH QAEA HE

--ssl-server-key 2Xt& MH 7] 3=

--ssl-db-ca-intermediate 22Xt MHet CHE AL O|o|EH|o|A S| F7t
CA QIBAN HZ

--ssl-db-ca-root string MHet CHE 22 O|O|EH[o]AL] RE (A
OIZEM HE

--ssl-db-cert string CIO|E{H|O|A BN H=

--ssl-db-key string clo|E{H|o|A 7| B=

Intermediate CAs can either be available in the file which is specified with --ssl-ca-root, or specified as
extra options with --ssl-ca-intermediate. The --ssl-ca-intermediate option can be specified multiple
times.

23.3.2. Import certificates for new proxy installations

The proxy certificates are embedded in the generated configuration. In order to use a third-party
certificate, it needs to be provided during the configuration.
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Procedure: Importing certificates on a new SUSE Multi-Linux Manager
Proxy

1. Installation-and-upgrade > Install-proxy2| X|&of 2t SUSE Multi-
Linux Manager ZEA|E MX[&L|C},

2. DEDES Ut HE S AZELICH

Use the same certificate authority (CA) to sign all
0 certificates for servers and proxies. Certificates signed
with different CAs do not match.

23.3.3. Replace certificates

You can replace active certificates on your SUSE Multi-Linux Manager installation with a new certificate.
There are two cases to consider: replacing only the server or database certificate, and replacing the root
CA.

Replacing the root certificate requires more time and planning to avoid disruption as all the registered
proxies and systems will need to have the new CA in their database before switching to it at the server
level.

When using third-party certificates signed by an intermediate CA, the intermediate CA certificates need
to be appended to the server or database certificate file.

The order is important: first comes the server certificate, then the CAs from the one which signed the
certificate to the one signed by the root CA. The root CA certificate should not be appended to the server
certificate file.

Procedure: Replacing all existing certificates

1. The following considers that you have root-ca.pem, intermediate-cal.pem,
intermediate-ca2.pem, server.pem and server.key files. It may be different
depending on the number of intermediate CAs in the server certificate
signature chain.

2. Combine the intermediate CAs and server certificates. The order
matters, the server must be first and the intermediate CAs in order. Do
not add the root CA last into the chain as it will be passed separately to
uyuni-ca and uyuni-db-ca secrets. If there is no intermediate CA, then you
can use the server.pem instead of the combined file in the next steps.

cat server.pem intermediate-cal.pem intermediate-ca2.pem >combined-server.pem

)
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H
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3. On the SUSE Multi-Linux Manager container host, at the command
prompt, recreate podman certificate secrets passing the files paths:

podman secret create --replace uyuni-ca $path_to_ca_certificate
podman secret create --replace uyuni-cert $path_to_combined_server_certificate
podman secret create --replace uyuni-key $path_to_server_key

podman secret create --replace uyuni-db-ca $path_to_database_ca_certificate
podman secret create --replace uyuni-db-cert

$path_to_combined_database_certificate
podman secret create --replace uyuni-db-key $path_to_database_key

Procedure: Restarting the server
1. ZE|O|H 2 AEMM MH|AE THA|ZSH0] HEAeS HE L Lt

mgradm restart

f%ﬁff 3,41 SAE O|F1 cnames AHE3H0 2t ZEA|0f et M 215 A RPME g8l 0F
2 74 tarball2 Mgt BiE LI

SAl
HH

[[OI- ||:|

XMt LI82 installation-and-upgrade:container-deployment/mlm/proxy-deployment-mim.pdfg&
RSN 2.

If the Root CA was changed, it needs to get deployed to all the clients connected to SUSE Multi-Linux
Manager. This is ideally done in advance to minimize the disruption.

CA RIS M7t YH|O|EE FR, Kiwi QS A7t ZEE RPM IF LS CHA| T{7[F3HOF BfLICE.

SUSE Multi-Linux Manager At ZiE[0|L| SAEO||A CHS HHE S ABILICE
o mgrctl exec mgr-package-rpm-certificate-osimage

After that, apply highstate on the Image Build hosts to deploy the new certificates for
Kiwi to use.

Procedure: Deploying the root CA on clients
1. SUSE Multi-Linux Manager Web UI0{|A] Systems > IR 2 0| SEL|C}.
2. MARNAE ZHE|Xtol| F715te{H 2= 220|HE S MEdgtL|C}.
3. AJAHE AJAR M E 22|} IR 22 O| SELICE
4. de HEO|M (5812 22510 A|AH- HEHE HELLICE

5. Highstate H|O|X|O|A| [Highstate Mg]= =26t HAAIZ S Z2I0|HE
MmpefL|Ct.
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23.4. HTTP Strict Transport Security

HTTP Strict Transport Security(HSTS)E ZZ2EZ CRI0|E 34 8l F7| sto|xfZat 22 JtZ2xH7|
SHOEHE A AMO|EE ESSH= O =30| £l= MA ML S LICE

SUSE Multi-Linux Manager0®il M= HSTS7t 7|2X Q2 2dote|0] AELICH MHO|lM HSTSE HIZ-dstslof 5=
P CHS EXHE MEYUAR.

Ex}: M| M HSTS HIE 43}

1. M ZHHO|L SAEN AN RE HSHOZ T}
el M g o S H-defLct.

glo

2

ﬂlIO

l"'?'o |'0:| max-age= OMI"O|

mgrctl exec -- \

echo 'Header always set Strict-Transport-Security "max-age=0;
includeSubDomains"' \

> /etc/apache2/conf.d/zz-spacewalk-www-hsts.conf
2. Ot2 HHO Z ApacheE XHA|ZEHLILCE,
mgrctl exec -- systemctl restart apache?
ITEA0|M O] S HIZ-Y=l8H0F 8= R THE BAE MEHAI2.

Ex}: ZEA0M HSTS BHIEd=}

1. MH ZIE|0|{ SAEO|AM FE HTIOZ C}
EobEl A A TS MAMBL|CE

gjo

oy

ﬂlIO

'30 |'0:| max-age=0 MI"0|

echo 'Header always set Strict-Transport-Security "max-age=0;
includeSubDomains' \
> /etc/uyuni/custom-httpd.conf

2. Ct

gjo

Heg M.

mgrpxy install podman --tuning-httpd /etc/uyuni/custom-httpd.conf config.tar.gz

M 473 mtAo| 0|ES <filename>.confZ X|™st= 22 MAT ELO|U0| 2=E[0{0F RrL|Ct.

OlE =0, spacewalk-www.confoi| H|El &=2 MHstz{™ 0| MY Fof A TS
A LOoHiEzoE Z0{0F L|CL. Apache?t IS EEst= WHO| CHEt XtMlet W82

https://httpd.apache.org/docsoi|A gtolgt 4= Ql&L|Ct.

SUSE Multi-Linux ManagerOf| Al M43t 7|2 SSL QIS A EE= KM MBE QISME AESH=

O1- L-O

&2t HSTS7t 2hdote|™ s AS Mol MES7| i3l AtEE CATH E2tRAoM =|st=

o HRE Hestn HeteXe HTTPSE Ed 0475!% =t|ch, SUSE  Multi-Linux
ManagerOl M M43t SSL QIZME ArB3te A2, http://<SERVER-HOSTNAME=>/pub/

RHN-ORG-TRUSTED-SSL-CERTO|| = f % HE ALEARS| EEfRMEZ YZEESHO
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Chapter 25. & A A=

AME FoE BE XY FS2 BElxt > 2 2 or2Hol| LIE ELC

@ SUSE Manager Schedules @ + create schedule

Below is a list of defined schedules. A schedule defines frequency, how often a predefined bunch shall be triggered.

1-230f23
25 j items per page

Schedule name | Frequency Active From Bunch
auto-emata-default 05/10%* %7 2018-06-05 11:40:50 CEST auto-emrata-bunch
channel-repodata-default [EEETE] 2016-06-05 11:40:50 CEST channelrepodata-bunch
cleanup-data-default 00237%% 2018-06-05 11:40:50 CEST cleanup-data-bunch
clear-taskologs-d 002372%% 2018-06-05 11:40:50 CEST clear-taskologs-bunch
cobbler-sync-default QEEEEy 2018-06-05 11:40:50 CEST cobbler-sync-bunch
compare-configs-default 002372%% 2018-06-05 11:40:50 CEST compare-configs-bunch
cve-server-channels-default 00237%% 2018-06-05 11:40:51 CEST cve-server-channels-bunch
daily-status-default 00237%% 2018-06-05 11:40:50 CEST daily-status-bunch
errata-cache-default DR 2018-06-05 11:40:50 CEST errata-cache-bunch
errata-queue-default O#*k%? 2018-06-05 11:40:50 CEST errata-queue-bunch
gatherer-matcher-default 0007%* 2018-06-05 11:40:51 CEST gatherer-matcher-bunch
kickstart-cleanup-defauft 0010 *%%7 2018-06-05 11:40:50 CEST kickstart-cleanup-bunch
kickstartfile-sync-default 00/10%**7? 2018-06-05 11:40:50 CEST kickstartfile-sync-bunch
mgr-register-default 00/15%**2 2018-06-05 11:40:50 CEST mgr-register-bunch
magr-sync-refresh-default 06172%% 2018-06-05 11:40:51 CEST magr-sync-refresh-bunch
minion-action-cleanup-default 00**%? 2018-06-05 11:40:50 CEST minion-action-cleanup-bunch
package-cleanup-default 00/10%**? 2018-06-05 11:40:50 CEST package-cleanup-bunch
reboot-action-cleanup-default 0O***7? 2018-06-05 11:40:50 CEST reboot-action-cleanup-bunch
sandbox-cleanup-default 0547%% 2018-06-05 11:40:50 CEST sandbox-cleanup-bunch
session-cleanup-default 00/15***? 2018-06-05 11:40:50 CEST session-cleanup-bunch
ssh-push-default [(EREEE] 2018-06-05 11:40:50 CEST ssh-push-bunch
token-cleanup-default 0007** 2018-06-05 11:40:51 CEST token-cleanup-bunch
uuid-cleanup-default 00**%? 2018-06-05 11:40:51 CEST uuid-cleanup-bunch

e 2™ 0| > 712 Y€H MERAMF0l ZELICL
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SUSE Multi-Linux Manager 2d > ¢H o|ES 22
HIZH S LE BIZE S HAY 2 ASLICH

MYat ety YE S ool Esta{T [ Y HAE 12 S2stuAI2.
U™ S H|ZYlstH QEF ATto| [ UM H|EM3} S S2/aiLct.
UHE SUSE Multi-Linux Manager2| SHIE XSS 2loff L4022 LRsICtD HASH=E
Z20||T YH S H|ZAStsof FLICH
Z0| HIZ M| = S 20| = A& EA|IELICE SUSE Multi-Linux Manager 28 » 24 0|22 22/stH [ 2H
M3} E =2 2RS ChA| 243t 4 ASLICH
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errata-cache-default:
LQotER X MRHE O|0|EE of|efefL|C.

channel-repodata-default:
2| X X|E2| H|EIH|O|E MU S (CHA]) M-St Ct.

cleanup-data-default:
CilO|E{H|O] A0 M 2ot Ii7|X| HZE 213 3 LI A[AE 0| E FalgfLICt

clear-taskologs-default:

CllOJE{H|O| A0l M &Y ol what XY E Y 5 Xatot 2 AT (taskomatic) 27 7| = H|0|EE X|ZLICt.

cobbler-sync-default:
SUSE Multi-Linux ManagerdflA| Cobbler2 HiE 3 T2 H|0|E{E S7|5}ELICE Cobbler®iiAl HSst=
X5 Mx|of chst XbA[SH LHE 2 Client-configuration > Autoinst-intro0i|A] QIEr 4= QI&L|CE,

compare-configs-default:

T4 2o M 7Y otn 2E 74 Jhs MHO| MEE DS HIWHLTH HWE HESHH A|A> &S
S=5tn Yol A= Al2HES M. 8 > DY HWZ  OSELCH XM WE2

reference:systems/system-details/sd-configuration.pdfoll A &l & U&L|CE

cve-server-channels-default:
ZHAL > CVE ZAL HIO|X[of] Z2tE EAISHY| 2[sH AHEE|= O]2]
CVE ZIAI Ho|X|e| Z#M ZIt= o] Yol Oix|ar HHOZ
Auditof| A =tolgh 4= ASL|CH

Al&tE LIS CVE GIOIE S 0| ERILICE. ZHAL>

A
bl 1I |[EEILICE XtMISH LHE2 Reference »

daily-status-default:
H FAZ YA HAN O
Reference > UsersOi| A &1t 4= Q)
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errata-advisory-map-sync-default

LS SUSE THX| 23H| 10 AL ClOIEf#|012 Bl0| 22 BIOIEELITE 7Hs3t 29, SUSEOA HIZ3t ol
ARSHE 2t K| ALY o] UM HI AR MMl EAIELICE

(= R B B

errata-cache-default:

LHE THX| ZHA| Ci|O|E{H[O] A H|O|ES YCTIOIESIH, Ol 2 ME{of| CHet YH[0|ETH Bt 7 |X[E &7| 2l
82 AN EELC Eo, £F X0l 2o A= ALEXINA L Ol HE LT mHXof Tt

ol
-, |5 o
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A
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o

o] A=
XtM|st L2 2 Reference > PatchesOl| A 2tolst 4= Q)

o> so

[Ct.
errata-queue-default:
XS YHOIE(MX)E A= E A E MHE CH7|S0f| =7FLICE
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reference:systems/system-details/sd-configuration.pdf#sd-config-compare-files

gatherer-matcher-default

Virtual Host Managers®ll A%l Virtual Host Gatherers A&st0o] 7t4 SAE C|0O|EE T TtL|C
AC|O|EZl HIO|E{E AFEE 4 A E|™ Subscription Matcher ZH 0| AU EIL|CE,

kickstart-cleanup-default:
22l Kickstart MM H|O|E & Ha[gfL|Ct.

kickstartfile-sync-default

T Ot Aol M J4-dot Kickstart Z= A0 82 dh= Cobbler ThY S MdefLIC.

mgr-forward-registration-default

E22I0|HE SE HI0|E{E SUSE Customer Centerzh(2l) S7[StetLICt 7|[2HO2 M7, HA EE= AHE

f | ey

)
E210|AHE H|O|E{7t MEEILICE. [etc/rhn/rhn.confll| M ™ El 57|31 E H|& M52 H OS2 S TL|CL

=]

server.susemanager.forward_registration = 0

Sccetel Hioje S7(3tE H[ZAM3tstH RMT, SMT, SUSE Multi-Linux Manager %
SCCofl 2174 SE&! 220[AE ALO|0f| M 2t2|H S2t0|AES| 74A|H 0] XSHEILICE.

A Hlo|EE S5|sjotel 28 @

rin

SCI0|UEE LA =l = ASLICH

MBIA I 0 =50 B =5 ARSIAI=0|RE &

I

THAIL.

mgr-sync-refresh-default
SUSE Customer Centerzt(2})S7|3t(mgr-sync-refresh)2iLICt. 7|2XOZ HE AEX} Mol #Lx 0]
oo ULRE ST|StELICE AFSXE Ho| kg STIto thEt XiMet LHEE administration:custom-
channels.pdfoll A gtolgt £ JQEL|LCE

minion-action-chain-cleanup-default
e El = N2l H|o|E E ™a|ghL(Ct.

minion-action-cleanup-default

T AIAZIO|N SASH S2toolE XY HOIEIS ARBILICH 4, Salt & Al HEE si Zne
Hupsto] AREIR| U Telo] ARS ATBILICH MM B Wt ST F2, AREX g2 Ho|
st 4 QLICH 4BHOE AR E 0| F ABE ATEUE T S| OfE[HES HAHBILITE

—1—=

minion-checkin-default

S20|E0f thet Y7 M3 elS AetL|Tt.

notifications-cleanup-default

Uz E L HAIXIE FE[LT.

oval-data-sync-default

CVE ZAt #2|2] Het: £ eF4f5t7| 213l 24 OVAL GIIO|E{ S MdtLCt.
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https://suselinux.fra1.qualtrics.com/jfe/form/SV_0ooNnrY0rYuQScS
administration:custom-channels.pdf#_custom_channel_synchronization
administration:custom-channels.pdf#_custom_channel_synchronization

package-cleanup-default

I A AR M 24 I§7|X| IS AK[hL|C,
reboot-action-cleanup-default

o4 AlZts x3tote] 7| el 2= MEE

A2 Amst o2 HA|E|D 2t H[O|E{7t C|O|E{H| O] A0 A
He|glch  mMEY ZHA oo it XM W8S reference:systems/system-details/sd
provisioning.pdfollA gtelgh o~ A&L|Ct,

session-cleanup-default
24 2 QEHO|A MM, AHXOZ ALEXIIE 200g I UAZ K& T
CIO|E{E Ha|ghL|Ct.

O -

= 200126t7| Mof| E2tRXME e
ssh-service-default

2210|QIE 7} SSH EA| 2t 8t
HIAIX|7} EAIEILICE E 3t xf =

—

E4¢lj SUSE Multi-Linux Manager(2)2 M3 olstzt=

system-overview-update-queue-default

AI2E JHQ C|0|H £ YTl|o[ ERfLICE

system-profile-refresh-default

SE AAHOM SIEQIO M2 DHS

FotE S7HAE + UL 0] %

AABILICE O] Y2 0f & W= SUSE Multi-Linux Manager A2
Z = UAS X A0 A = Specialized-guides » Salt2 AFEEILICt HiX| 37| Z=HFof chst
specialized-guides:large-deployments/tuning.pdfoll A £tolgt 4= A&L|Ct,
token-cleanup-default

Salt 22t0|HE7}F I§7|X| 2! HEIC|O|EE CHREESHY| IS At85t= Rt E 2| ZX|E2| EES AXIgL|Ct.
update-payg-default

THE PAYG SR E QUAEHA0M QIS H|O|E E 5=

gt
update-reporting-default
2Z 11 H0|EH|0|AE AHO|EFLICE.
update-reporting-hub-default
FH SUSE Multi-Linux Manager MH0AM Z2E 231 HO|HE #®3st H
oo EgLCt.

ub Reporting DatabaseE

update-system-overview-default

AAR 7 CIO[E{7F A4 HEfRIX| FI| Mo = =helgfL|Ct.

uuid-cleanup-default

2efE UUID B2 EE He|gfL|Ch
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reference:systems/system-details/sd-provisioning.pdf#sd-power-management
reference:systems/system-details/sd-provisioning.pdf#sd-power-management
specialized-guides:large-deployments/tuning.pdf#java-salt-batch-size

U= I7|X|9| P ©Y 21 &2 20| YLLK 0| Ho|ElE 7| 2XOR IR REEIX|E, SISt 20| Sy 883
Aeit OfELIC CH22EEE W 271 ojetciolete] 28 A2 ClAa 278 Hofs| 918 ClAT0| SA2
2 22 WY £ YBLICL

(1) At ZEO[L] Lol M EHAIS Agist| Hofl mgretl termS AMRBILIC,

O] 718 &2 [etc/rhn/rhn.conf 714 Tt0]| AELICH THEIO|E{ Q] 7| 2t2 20ULICE O 22 022 HESH &5
27t 2H3to 2 EAEL|CH

java.max_changelog_entries = 20
Ol mz2t0|E & MFstH M Ii7|X|7} 7|2+ oot M E LT}
0| It2to|H & HAT = mgradm restart2 A{H|A S T A|ZFHEtL|CE,
FHAIEl GIO|E1 S APAISHD MM H5t0] 22 E HIO|HE HMAY 4 ASLICE

FHAIE CIOIEHE AMH| B! K H-d3t7| I8 = AlZHo| 22 23 = AELICH 2Rt A= ME

=2t MHE olo|Eel of w2t H AI’*OI EE # UELICE ZHH2 Taskomaticol| 2|sh

o et EoA AdEO2 ZH0| 2ZE|E SO SUSE Multi-Linux Managers 7% ALSE
= UK H 50| ot &M E = JAGLC

ozt

HHZOIM FHA|E CIOIE S AfH|SH D M E S X etL|Ct.
spacewalk-sql -i
T3 Ch2 SQL CIO|E{H[0]| & ZEZEOf CHSE YH L T

DELETE FROM rhnPackageRepodata;
INSERT INTO rhnRepoRegenQueue (id, CHANNEL_LABEL, REASON, FORCE)
(SELECT sequence_nextval('rhn_repo_regen_queue_id_seq'),
C.label,
"cached data regeneration’,
IYI
FROM rhnChannel C);
\q
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When the custom channel (for example, an EPEL channel) is added below the parent vendor channel,
issues with conflicting packages cannot be solved directly. The way how to solve this is to separate the
custom channel from the vendor channel. The custom channel needs to be created in a separate tree. In
case that the custom channel needs to be delivered as a child, such environment can be created using
Content Lifecycle Management (CLM). Sources in a CLM project can be added there from different trees.
Using such an approach, the custom channel stays below the parent within the built environment.
However, the vendor channel tree stays without the custom channel and the bootstrap repository. Then
registering clients works correctly.
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7HE ZHERSE SHH2 SUSEZE OF:l 2| ZX|E2|0f| Rt URLOY CHEH HMAS SIESIEE WatH g F4sh= AYLICH
O|&H| 5t S7|2t TEMATZFURLO| Tt MZHO= gt 4 UELICE

Qe EfLS 3{8Y £ gl S AM| thAl SUSE Multi-Linux Manager®| A¥ @HOZ WatHg 1 AEL|CE
O | 3t ErAF URLO] CHet REO| AREZZ S7[ A|ZH0| ZX1te|X| @41 Z7(0f| {5 K| F0| S =01 FA|=|X|
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29.10. WAN 9= S8t SUSE Multi-Linux Manager
AHel TEA| ZHe| 721 7|2t A2t =X| ol 2

WebUIO|A EE= HHE E= AJARD AFo|| CiE APl 252 SOl A¥xl= HE Ao w2t SUSE Multi-Linux
Manager AHO|A| SUSE Multi-Linux Manager ZEA| A|ARICZ THAUZ M&St7| 2|6 AM= cobbler sync EHO|
LR 4 JAELICE O|E I8l Cobbler= /etc/cobbler/settingsd| XM El TEA| 222 AL EILICE

H7|% cobbler sync= HEE| AHLE 2| 20] =ItEl THATE S7|8kH= 20| 27HSELICH

CHAl, cobbler syncE A&istH [srv/tftpboot C|2IE2|S Jetc/cobbler/settingstll T = BE X|HE T2AZ
MA| S7|3FetL|C EEsh 2 A|AE ZE9] WAN S CH7| A|ZH| Qs M = Feks ghsL|Ct,

ocooc=2cd
/var/log/cobbler/2| 20| 2}, 7|2t TENAE 2tE5H= O Aot A|ZHo] A3 £~ QJSLICE

ol =0, CISoll AlZHE:

Thu Jun 3 14:47:35 2021 - DEBUG | running python triggers from
/var/1lib/cobbler/triggers/task/sync/pre/*

Thu Jun 3 14:47:35 2021 - DEBUG | running shell triggers from
/var/lib/cobbler/triggers/task/sync/pre/*

NS S=E:

Thu Jun 3 15:18:49 2021 - DEBUG | running shell triggers from
/var/1lib/cobbler/triggers/task/sync/post/*
Thu Jun 3 15:18:49 2021 - DEBUG | shell triggers finished successfully
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off 2 30=0| 2R &L
ofof| H3ll /srv/tftbootet Z2 A 7|2 CHEE TH I SA= H &2 Lol = ELICE

SUSE Multi-Linux Manager M2t TEA| Ztoj| IS ZALSHE rsync 7|8 H2 HA Q=2 HatstH HE 8l o7
AZtE 0l =30 & = AFLIC

o =ZAg sl st AIBEE https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/
1i000000115B/B2AmvIIN2_JsAyjTQzCVP_x5i0VgdObYNIXINpMugS8alM CHR ZES 4 UALICE,

HHE SHES SUSHR| pFUCH 23EES S| H, ATREE +32=2 HESL SHIZH
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IYEE= Al
Xt=6t2{™H MLMHOSTNAME, MLMIP 5! MLMPROXY1 H425 SHIEA| A& sljof ghL|C.

ASZEY Y THO| AIBE 4 Uk NS MBEX YBLICH AJEQ LR FH2
A\ meior g mx 2 eiol ot g MTets 2 2EE U FoHHel £80

* [srv/tftbootOl| BREZE T 5! 220|E PXE £ THU0| B0| Zetk|0f A0, TA| THUO| =K I AELIC.
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* [etc/cobbler/settings0ll QU= IZEAJ} HZM|JSLICH ™I O™ SUSE  Multi-Linux
Manager2(=) ZEA | HHEE A& S7|3tetLICE

Ju

HTEA:
# - "MLMproxy.MLMproxy.test"
# - "MLMproxy2.MLMproxy.test"

Ak MES 5718t S E 24
1. SUSE Multi-Linux Manager & 2t A|AR 2k TCP E2fZ] HX S Tt ZLCt,

© SUSE Multi-Linux Manager A{H{O{| A{:

tepdump -i ethX -s 200 host <ip-address-of-susemanagerproxy> and not ssh

©  SUSE Multi-Linux Manager IE A|0f| A{:

tcpdump -i ethX -s 200 host <ip-address-of-susemanager> and not ssh
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njo

A7 off =2k 200702] THF|X| 2 7[2H X EL(Ct

HI

SUSE Multi-Linux Manager7t ZEA[2te| 40| A= 2 HERI QUEHO|AN CHEH ethXE
gt

O OREILH, Of O & THF|X| 2 F0|7| I8l ssh E410] 24X | K| QALICH,
2. cobbler syncE A|ZEtL|CE,
© 57|32 ZH Mast{H, Cobbler json FHA| TtU2 HX| AH|3H % cobbler syncS AlggtL|Ct,
rm /var/lib/cobbler/pxe_cache.json
cobbler sync
3. cobbler sync7t 2t2 =™ TCPdumpE EX|&L|Ct.
4. WiresharkE AH85HH TCPdumpE €11 84| > th3t2 0| S5t Hx vt EME mintx| 7|ChL|Ct

5. TCP o= HM&ttL|Ct. o] B0 EA|E|l= =Xt= SUSE Multi-Linux Manager AtH2t SUSE Multi-Linux
Manager TEA| AO|O| M =& El & CHot =5 LIEHALICE
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T2 B2 X4 ME A2t Hot HE 2 (0|A|0M= 2 5,0007H) S 2™ MK TS AlZHof| CHet CHEFA QL of|&F A[ZHo|
5000 * 0.3/60=25&20|2t= A= & = AUSLICL

29.11. H|Ed SEI0|HE ZH| ol Z
o2

Taskomatic 22 F7|HO=Z Z20|HEE pingstt] HE K{EE QIBfLICE 24A|7t 0|4 Taskomatic A= 10|
SEOHX| gt S2I0|UEE H|EM MEfZ ZERELICH Web UIO|A H|ZHY S20[AE S5 H2{H A AR > A|AH
SE, Moz o|sTtLCt

S2I0|UEE= 02 O|RZ HIZYSHE + ASLICH

o Z2}0|AE T} SUSE Multi-Linux Manager AH| A0 CH$t Xt 0| 20{E[X| L AELICE

o HTTPS €S 5| 83}X| gtz Yot ol 2ttoj| Z210|UE T} XISt

o ZEO|UETI R FHEI ZEA|Q 220)| 2IXIELICH

o Z2}0|AHET} CHE SUSE Multi-Linux Manager A{Het S41 S0|7{Lt HAO| R A M AELICE
o 22t0|AE7} SUSE Multi-Linux Manager Mot S41eh 4 Q= HESQ| 30| gi&LICH

o disteo| 22t0|H EQ SUSE Multi-Linux Manager M Zto| EEHS xtEt SQIL|CH

* TaskomaticO| X &R ELICE

MHZo| S2t0|HE HZA| st kA3t LHE2 Client-configuration > Contact-methods-intro0i|Af &olgh 4~
AELIC

ZE Mol chst XEMEH LHEL installation-and-upgrade:network-requirements.pdfollAf &olgt £
UELIL.

aiste 28| sl Zofl cheh XkMI$t L2 2 Administration > Troubleshooting0l A &tQlst 4= Q& LTt

29.12. MW 2t S7|3t =M sHZ

MH{ 2t S718Hs FHAIZ AFSI01 ISS OFAE| 3 2#[0[2E BRIFLICE of2i2t AN L ZRE S22 Malste
B} ety elLIC of A9 HHAIZH ofXs| HRE B22 A8SR 7| TR0| KIS HHets HHoE
ABO|EBH SO 17 WAE & ULLICE 1SSO M HHEOR YI20|SRXIT, OfHs| 2H|7 SretH D=

HAIE MBI 2|7t L d5H= O] &=0[ 25 H|H&[0{0F BfLICt.

Al RFE CHdet 27t eH S7(et 4=z O|0E & AX|L, 2F HAX|= LUHOZ 31 22 YIS
HIgtC,

/var/cache/rhn/satsync/*0l| Al satellite-sync FHA|E HAHstD SYSH FMOE satellite-syncE
CEAl aleiefi|ct.

ISS DLAE] 9 1SS £20|=0llA] FHAIS AtRIBt0] O] 2H|S 2L 4+ YD 2 S7|817t YBH O e ELICE
(1) At ZAE|0|L LHE22| Aofl o H At HEl|0] L] SAEO|A mgretl terme AlSigtL|Ct,
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installation-and-upgrade:network-requirements.pdf#ports

1. ISSOIAE S| HE TETE|M FE Mot = OpAEOf et FHA| THA S AFRIHLC

rm -rf /var/cache/rhn/xml-*

2. MH|AE CHA] AJZfghL| T,

rcapache? restart

3. ISSOAE{S - IELEO|M RE ASO = £2|0|20j| Chish Al LS ARILIC

rm -rf /var/cache/rhn/satsync/*

4. MH|AZE THA| A|ZFRSLICE

rcapache? restart

41 HF1 |. = -| | H7=|
UL O|H HEAEM AJRE = HRE X0 2Z QB A0 CHet I E MMSILICH O 2o zypperZt 22 22Xt
OIZ Mo CHal QA 4 gl= @25 HislstL|Ct, [etc/ssl/certs/ CIRIEZ|E &Qlsto] 2 WUZA QIS M| CHst
U7t SHIEA MAEIEX] SIS 4 UALICE Ol243t SRt LS zypper} SHIEH MSHEE REAEY
A EE HH|0|Edt= A S neqsof gfL|ct
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712X 2= SUSE Multi-Linux Manager Web UIO[M&= AMEXE7E 30 2 =0i| CHA| 2321s{0F SfL|Ct. 2hZof w2t
201 A|ZH RSt ZhS TRS A QlAL|C}

w2 ZH6HH rhn.conf 3! web.xml2 2% HZAHOF ZLICL Jetc/rhn/rhn.confUil A= g2 = o2 MESID
web.xmlOl|A = 2 T2 2fS AF6 o EL|Ct F gt AlZte| o] SsHof gLt

OIS S0, Mgt AlZh gt
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AZto 2 HASIZH rhn.conf| ZtS 3600%X 2, web.xmlQ| Z}2 60222 MATtL|C},

Exl: Web Ul 2301 AZE s ZE =X
H

ZE|0|H = AEO0[A, A ZIE[0]LA L2
mgrctl term

a. [etc/rhn/rhn.confE €10 MZ2 AlZ
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LS 2telS 715t ALE HERLICH

web.session_database lifetime = <Timeout Value_in_Seconds>

c. [etc/tomcat/web.xmlE 1 ME2 A|ZH Aot ZHE)2S TSt =Z CFS 2012 FItstAHLE HE ST
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<session-timeout>Timeout_Value_in_Minutes</session-timeout>

d. oS XMEet = &L

njo

2. On the container host, restart the server to enforce the new configuration:

systemctl restart uyuni-server.service

29.15. MY 7 EH| s &

Hot e s
=
=

ME 23l A5S Edetstn, AHEX} O|F 1t HIZHSE Fogt 2, [etc/rhn/rhn.confOf| A SSL =
STARTLS =

= string (default: localhost)
java.smtp_port = integer (default: 25)
java.smtp_auth = true/false (default: false)
java.smtp_ssl = true/false (default: false)
java.smtp_starttls = true/false (default: false)
java.smtp_user = string (default: null)
java.smtp_pass = string (default: null)

java.smtp_server

SMTP A E419] HZ A|7H H|$tS =2|2{H Jetc/rhn/rhn.confOl|A] Ct2 mi2t0|E{S HAE 4= JUSLICE

java.smtp_timeout = integer (default: 5000)
java.smtp_connection_timeout = integer (default: 5000)
java.smtp_write_timeout = integer (default: 5000)

29.16. LiZF Machine _id 5

SUSE Multi-Linux Managerg AtE5t0] 7t H S #2[sh= 22 VM 2ES dHst=s A0l RET & ASLIL,
SE27|Z 0239 EAH2 7| HAIE AHE5tE VMYLILY.

VMS ZRSIH A|ZHS 3| Hotet 4 QUK CIAZ0| FRE Alg Hw7t ov 2L s 4 AL

5O AFHE SSot 1 & uf ot AFE7F CHE A REQ Ex|2¢2 22, SUSE Multi-Linux Manager2(=) 0|
SLICE J2iLt |2 S2I0|HES} SH2 252 AFH ID7I YT B2,
2IO[HEE LIS A|ARICZ SESIH, & HM AFE 7t SE&H 0|7t

nE
=
10
4n
u
]
o
re
[m
Hu
oln
I
ot
[
>
p'l_-
my >
30
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HX}: SUSE Multi-Linux Manager2| S5 A|Hof| A ID MM
1. REAEY ASEHEE MEYLICHO|O] = E2 O] HAE HUE). XtMet
L2 Client-configuration > Registration-bootstrap0iiA &tolst £
UAELIC

2. ofAS E0 Ojet0|E S HERLIC

GENERATE_OWN_MACHINEID=1

|>

3. REAERS HHSH AE5IEH M ID7} I 0] S=0tA| B&LIL.

29.17. noexecE A%t /tmp OI2E 2H| sl E

Salt= 220|HE I AJAHIS| /tmpOilA HZ HHS HATL|CH J2{2 2 noexec SM2E [tmpE DR ESHK|
QYOO BrLICE O] EXIE s Zst7| {5t CHE Y2 noexec M0 MM E[X| 2 CIAER|E 7I2|7| =5 Salt AH|A
X|’HE TMPDIR &3 Ha=E AA| ClAEEZ| Z2E MAHSH= AYULICH 220[AENM Salt HES AH8dt= B9
systemd E&¢Q! 714 I} /etc/systemd/system/venv-salt-minion.service.d/10-TMPDIR.confE AM&57HLE

salt-minion2 AEdl= ZR0|= /etc/systemd/system/salt-minion.service.d/10-TMPDIR.confE AtE5t=
20| ZSLICL EZQ! 74 oY LiE2| of:

[Service]
Environment=TMPDIR=/var/tmp

29.18. noexecE A28t /var/tmp OI2E 2H| i Z

SSHE= [var/tmpE AME3I0 Salt Bundle2 HiZESID HEE PythonQZE Z2H0[HEOAM Salt EHS
E 2H

Salt

AHSHLICtH 2|2 2 noexec MO [var/tmpE 02 ESHA| QLOLOF BHL|CH BEAEYM T2 A= Salt SSHE
ArE3to] 2210|HEN TESIEZ Jvar/tmp’t noexec SMOZ OIREEl Z2I0|HEE Web UIZ REAEME £
SASLICE

29.19. C|AS B HE 25| )2

A == C0A3 -3—?_*% stolgh = 0to| J8[0] M ARG A2, HE2| XFS IHY A|ARI0|A /var/spacewalk
2! /var/lib/pgsql

rulo
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Ho| Ot AAHE AHSt= ZR0= Jetc/fstab2 MESH [var/lib/pgsql ot2l S ES MHSHHUAR. MHE
THE LIS HE A S MBS,

20| = ZH|0f| Chet XiMlet M E = O0ro| 18j|0|d 21 MU S SIS A2, 21 MU F 20| E F2l A|ARIC|
[var/log/rhn/migration.log0l R&L|Ct.

29.20. & EH sl E

22 HAIXIS] 7|2 +F2 3020|H, 1 o|F0l= 47| HEHRL 2AIRI0] HIAIX|Z CIOE{H|O| A0 A AFK|E LICE Of
242 HESI2H [etc/rhn/rhn.confoll M CtZ 2tQ1S FI7HSHALE HEBIL|CE
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java.notifications_lifetime = 30
o Q82 2t S} i = HZH A SHSHE{™ Jete/rhn/rhn.confOl| A CHS 2IQ1S 716 LE HEBILICE.

java.notifications_type_disabled = OnboardingFailed,ChannelSyncFailed,\
ChannelSyncFinished,CreateBootstrapRepoFailed,StateApplyFailed,\
PaygAuthenticationUpdateFailed, EndOfLifePeriod,SubscriptionWarning

7|12 44 gl 1M SM2 usr/share/rhn/config-defaults/rhn_java.conf 2 Z 3! IS AT A| L.

29.21. OES 2| EX|E2| 43t ZH| ol Z

SUSE Multi-Linux Manager A0l X OES(Open Enterprise Server)S &-dststai™H MHE| = HALES wEL|CL

EAt: OES 2| XX E2| 23}
1. OESOf| HAM|A T 4 = Microfocus®| 0|2 XtA ZHO| U=X| 2lgfL|Ct.
2. SUSE Multi-Linux Manager AHof| 23QlgtL|Ct,
3. B2|Xt> MF oAl > X X1 SHO = 0| SHLICH
4. SUSE Multi-Linux Managerol| CHst SUSE X2 ZE0| o|0| JL=X| ZlgtL|Ct,
5. M2 F7ts517| 2|5t M MEIStTD Microfocus X SHE l2dgtL|Ct.
6. B2|X}> MF OpHAL> X X1 SHO = 0|SoH0] MZ 1 Zteio| 2tz & m{7kX| 7| Ct.

7. MZ DX HNF S=Z0i OES7t EAIZ[0{0F R LICH O CHE RMSME gt = ASLIC

OESOH tht XMt L8 https://www.microfocus.com/documentation/open-enterprise-server/o|l A

29.22. Ij7|X| EUX| 2/ A

20| ES| m7|X|7} EZ! B2 SUSE Multi-Linux Manager M7t H& 7hs3t x| HeS SHIEA ZF5HX]
Y & AFLICL 0] 2 Web UIOIM TH7|X| AHO|ES ALY £ UX|T, [HEME HEAEX] CH

2tO[AE YUG|O|E A7t HufetL|C 7 |X| & 3 Mol SES 2lsto] 22t0|UEM M THF|X[7F EA A=K
L= Mel=|=X| gtelgtL|Tt.
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S20[AEM IHF|X| EHZ K Ml SFS &Hlsto] Hi7|X[7F &2l SEHRIX] = M| Q= R=X] el etL|C,

=

o ZHE XY ZHE0|M Jetc/yum.confS &1t 1 exclude=S ZAH ST}

e SUSE Linux Enterprise % openSUSEO| A zypper locks Z&E 2 AtEEtL|CL.

29.23. MZ} OHIERZ X} HE =X 5HZ

Salt 22t0|AHE = A|&E mioiCt machine_id graing SUSE Multi-Linux Manager2 M2 gtL|Ct. SUSE Multi—
Linux Managere 0| grain2 At 22t0|AHET7L SEEJEX| {EE THHEL|CE 0] TZMAS TdtstH 57
Salt Z£0| HRPLICE S7| Salt @£2 CIE TZMNAE KITHSE 2 Ch4-2| S2I0|HETL SAl0f AlZSH= %4—‘?—
T2M AT ALY XHE 2 ASLICH
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O] 2XIE s &st7| /sl B2 57| Salt =52 XY = U= MER 7|50| Saltofl == }AELICH
0| 7|52 AHE5I2{H 0| 7|52 X|@lst= 2210|UE0|M S2I0|UE F 4ol 7 m2t0|E S F7HstH EL|Ct
Ol ZZ2MA VL f1&3| ZIHE|A| 5l2AH mgr_start_event_grains.sls = 0| Salt #E{E Ar2ctH ElL|CH,

o ojHo| S=¢t S=t0|HENZE MEELICE £[20| Salt EE0|UESE SFYHH o 714
oj2tolE{7t 7|2 M 2 FIte|0f AELICE

SUSE Multi-Linux Manager AMH{S| HH TEIEOM LIS HHS ALl start_event_grains 74 =20|E
ghdstetL|Ct,

salt '*' state.sls util.mgr_start_event_grains

O] P2 LRt 1Y 220U ES| ol 715k, 22I0|AES MAIZE U 0| S HEFLICE S20|AET =7t
U< B2 ZR iAo L2t 20| X REZ HHES ddle = ASLICH

salt --batch-size 50 '*' state.sls mgr_start_event_grains

29.24. TEA| 9 8! FQDN 2H| s Z

LEANE Soll AZE 22I0|AUE7L Web UI0]| EA|=| K| ZEAIS Sl HEEUASS BAISH b= 8
AZOf| MA| =02l O F(FQDN)E AHESHX| @f 10 TEA|7} SUSE Multi-Linux ManagerOf| 224 X|X| ¢
EH7L 2l 4 ASLICEH

ro o
N

o[2{et S2tS WSt L3 20| ZEA[S] 220[AE 714 M0 M =7t FQDNS grain2 2 X|FoHHAI2.

grains:
susemanager :
custom_fqdns:
- name.one
- name.two

20.25. 2 812 XIS Sal0|AE 5=

SUSE Multi-Linux ManagerS AtE3t0] 7het HilS #2|sts 22 VM2 228 Hddts 20| K8 £ AFLICH
SE27|E L2239 FAER! 7|2 LA E AHESH= VMYLCEH

=2

VM

mjo

SHISHH Al

mjo

S| Hofg 4= UX|TH CIA D0 SFE A HEIF UM X7 LMY 4~ JASLICH
o|0] SE& Z20|AUET} A= E2 iy Z20|ES 2 ES HWHT = 2ES S=5t1, SUSE Multi-Linux
Managers 5 719 7H8 S2I0|HEZ SE5tuAL g = JELICE J2{Lt {2 22H0|HEt 2EQ| KAl IDIH S Y%t
42 SUSE Multi-Linux Manager= & 22I0|HEE StLie| A|ARICE SESH 7|E

S20|AUE HIO|HE 229
HIO|H = HOo{ELICt.
Ol SUSE Multi-Linux Manager?t 222 AMZ LHE S2f0[AE F JHZ AA5I=E SES| Ml IDE HE5HH

SZY +~ ASLICH

1768 2 1935 2026, 2 212 roon 2 o | RS



o of Zxte| zt HAl= =HE Z2=2H0IAENM HELILE 0 EXh= SUSE Multi-Linux
Manager0ll SSE &E{Z &0t = 2l 22t0|HEE ZASHA| gLt

=

HAl: 2H|El Salt 220|HENM S2 HA 1D A
1. Initial System Configuration

a. 2H|E HAMAAM ZAE 0|2 IP FAE HZATILICE Jetc/hostsO|
HZHAI2 ot SHIE SAE Sh=50| ZSE|0] Q=X =hQlgtL|Ct,

oX

2. Resolving Duplicate Machine IDs

rm /etc/machine-id

rm /var/lib/dbus/machine-id

rm /var/1ib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure
systemd-machine-id-setup

ii. If the cloned machine also has a folder in jvar/log/journal/ it needs
to be renamed accordingly to the new machine ID. If names do
not match, journalctt could not retrieve any log and podman logs
would not show anything.

mv /var/log/journal/* /var/log/journal/$(cat /etc/machine-id)
b. systemdE X|@SIX| Qb= B TS| HL:

. RE HSQZ dbusi|A Ml IDE MdgtL|Ct.

rm /var/lib/dbus/machine-id
rm /var/1ib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure

° Ltz0| SUSE Liberty Linux2 % Red Hat
Enterprise Linux 8.10 A\HHE =X|st= 32, A4 +4
oA S =36t 7| et £I1 HAE Al of E“—IEL

o ° Red Hat Enterprise Linux= Ol IDE AME3I0{
/boot/loader/entriest] HE AZ2 MMOILICE O] THAIE
SHSHX| QO™ M2t = SUSE Liberty Linux 7{'&0]| 7|&
=S CHAISHR] 210 A &= HMSIEE, 7|E 9 M AHE

1772 | HH 193% 20.5. 2% 82 =iz 2ztojote 5= | [SUSEMULMHNUXNENSEeron]



=0 2Rl SENTt ELCE

HANID HE = M6ty Mo ChS 3™ S A AL,
sudo rm -rf /boot/loader/entries/
sudo for ver in $(rpm -q kernel --qf '%{VERSION}-

%{RELEASE}.%{ARCH}\n"); do echo "Reinstalling kernel

$ver..."; sudo kernel-install add $ver /1lib/modules/$ver;
done

sudo grub2-mkconfig -o /boot/efi/EFI/redhat/grub.cfg

Red Hat Enterprise Linux 8.10 A|H{2| ot HEl sf{xj|of|
CHot XpMist HEQL oAl Common-workflows >

Workflow-liberate-rhel-with-secureboot0i| A
stolgt &~ U&L|CE.

3. Reconfiguring Salt Clients

a. If your clients still have the same Salt client ID, delete the minion_id

file on each client (FQDN is used when it is regenerated on client
restart).

i. For Salt Minion clients:

rm /etc/salt/minion_id
rm -rf /etc/salt/pki

ii. SaltH= 22t0[AES| AL LiZat ZELIt.

rm /etc/venv-salt-minion/minion_id
rm -rf /etc/venv-salt-minion/pki

b. Delete accepted keys from the onboarding page and the system
profile from SUSE Multi-Linux Manager, and restart the client with.

I. For Salt Minion clients:
service salt-minion restart

ii. SaltH= 220[AES| AL LiZat ZELCt.

service venv-salt-minion restart

c. E20|HEE CIA| SEELICE O|X| 2t E2I0|HEE= ME CHE Jetc/machine-

id=S 7HX|H, x|28 syg H|O| X[0f| Z2HIEH| EA|=|0{0F SHL|LCY,

178% [ MH| 193%



29.26. SL Micro2| & 2E 219l

HOot A3t E 2|8l SL Micro 6.1 0|48 M=Z MX[E uf H|LHS 7| §H RE 2012 [ 0|4 5| 8&[X| %2M, 0]=
SL MicroOllA Mlis|= M 9 T2 A| H|0|] SAESQ} 224 SL Micro 22I0|HE0| = FES O|XIL|C}, E3t
HUHS J[gh 17 RE 270l0] ™ El SLE Micro 5.5 22I0[AEE 6.1/6.22 0to|23|0| M= mj o] HZ HEHo|
LA HAHEH, M2 Adsfor &Lt XtAst I8 SL Micro Z2|A LE 6.1(https://www.suse.com/

releasenotes/x86_64/SL-Micro/6.1/index.html#jsc-SMO-405)2 =8 A| 2.

SUSE Multi-Linux Manager TEA|2} 22 SUSE Multi-Linux Manager 74 @A H{XSt=
HIZUHS 7|gt 912 2E 270l0] WRBILICL T} TS E8) HUHS 7|8t 97 2E 279

UFLIL.
Ext: SL Microdf| A HIZHZ S A28t SSH RE =191 43}
T 7 HHoZ SSH RE 20018 gdste = JASLC & 74X &8 & 7H&

Mo dEHs MElsHH ELIC

—

=M A: APH 1 17| X] AL
1. 22t0|HE2| UI/APIN| A openssh-server-config-rootlogin Il 7| X| & A X[ gfL|Ct,

2. ZH|O|H 2 AES MRS Ul E£= E{0[20M M S S-deteLICt

1. LHE0| CtSt &2 EEQ 74 OFY /etc/ssh/sshd_config.d/permit_root.conf=
okt

PermitRootLogin yes
2. SSHMH A ==

systemctl reload sshd

transactional-update0f| CH$t XtMEE LHES https://documentation.suse.com/sle-micro/6.1/html/
Micro-transactional-updates/of A &tQlgt 4= &Lt

29.27. AN El S2O0|HE S= ZH SHE
© Myl EOI Lol EIAIS Ast7| Holl mgretl term AR EILIC,

AMRE(SSEX ¢%2) S20|HEE M2 SESHK| 2 £ JUELICE 0] EXE siiZstz2{™ SUSE Multi-Linux
Manager A{H{(Salt OtAE])0f| A L& Salt FHA| THY S AH|TH = CEA| SE6HOF BfLICE.

179% [ K| 193% 29.26.SL Micro2| €12 2E 279l | _
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rm /var/cache/salt/master/thin/version
rm /var/cache/salt/master/thin/thin.tgz

29.28. =Ml sl Z Web Ul0[A S=0| 201531 277t
HAEX 845

Web UIOI[M2] £7] SE& 2l 2= Salt 2210|¢E= Salt SSHE AHEELIC
712MQ 2 Salt SSH 22t0[AE = MH{0l| 2 7 E CHA| 2 08HX| eAELICE

J2{L} Salt SSH 22I0|HEE 2FE HAME 4= U= [var/log/salt-ssh.logdl 215 2ZHZ XEELICH

29.29. 24| sl|Z Red Hat CDN xl'd 9! C}= QIS M

Red Hat ZAHIE X3 WESZ(CDN) xHE2 20 w2t o2 QS ME HSSHKIZE SUSE Multi-Linux Manager
Web UlE 8t 7HO| QIEADE A ES & QULLICE CDNO| SUSE Multi-Linux Manager Web UIOlA &1 Q=
QB M CHE ABME Bz 82, AUSAMIE SHIEGEIE fF4 ZAto| Amistn 2[ZX|E2[of CHet HM AT}
HEELICH A2 = 2F HAIX|E= CHS 2t Z 5L Tt

[error]

Repository '<repo_name>' is invalid.

<repo.pem> Valid metadata not found at specified URL

History:

- [|] Error trying to read from '<repo.pem>'

- Permission to access '<repo.pem>' denied.

o| 2|ZEX|E2|0f CHsl HelEl URIZI |zt 2|EXEZE 712|7|10 A=K SISHIAIL.

el @FE QI8 '<repo_name>' 2|EX|EZ|E HUFIR}SLICE.

RFE Qe 2EZXEZE MZ2 0F £ gIELICEH

HH:MM:SS RepoMDError: 2|ZX|E2[0f HMAS = HELICH 2|EX|EE| 6P6 7|18 7IHRX| RS

= AFLICH

O] ZHE o &Zst{H Rt 2

2ASME CHA| EESHHAI2.

rin

QIZME H .pem I 2 HEst = SUSE Multi-Linux ManagerOl|l A At2st= 2

Hx}: oi2] Red Hat CDN Q15 A si{ZA
1. Red Hat ZS2lojgiES] ¥ IDEIEN, RE HtoZ HY  rh-certpem U

IT
[etc/pki/entitlement/0 X 2= $HH QIS ME SR BtLICE,

cat 866705146090697087.pem 3539668047766796506.pem redhat-entitlement- authority.pem
> rh-cert.pem

2. Bt rh-key. pem It Q| /etc/pki/entitlement/0| A 2= #XY 7|2 +ETtL|Ct,
cat 866705146090697087-key.pem 3539668047766796506-key.pem > rh-key.pem

Client-configuration > Clients-rh-cdn2| X|&of w2} O|x| Af QIEME SUSE Multi-Linux Manager MHZ

YRES £ YALIT

180% / T 193% 20.28. 2 812 Web Ui S50| d1fstn @77t EAl=x) 2 | [SUSEMUIHRUXMENSEeton]



29 30. SUSE Multi-Linux Manager A|t{ 0|2 HA 2]

SUSE Multi-Linux Manager AH{2| SAE 0|58 2H=Z HZASHH SUSE Multi-Linux Manager MX|7} HcH=2
SR tELIC efLiSHH CO|E{H[O| AN HAAIRO| MEE|X| Qi0f HE Areto] 2EI0|QELS ZEAZ
HIHe| K| g7 2 LICt.

29.30.1. Rename server

SUSE Multi-Linux Manager MH2| @A E 0|52 HZF0f 5t= 22 mgradm server rename FHS Afgﬁm
HAY & ASLICE 0] HBH2 PostgreSQL H|O|E{H[0o]A S| MH gl SUSE Multi-Linux Manager®| LHE =
o0 ERfLICE

29.30.1.1. Server configuration

O Folli= Z<~ m2tolE{7} X[ H0|] S AEQ| S AE O|F0| Ol A2 M ZAE 0|2 X[FE = AFLILE

o

M 2 AE O|E1 LX|SH=E SSL ASME HJ8lof 5h= Z2 SSL CAH|ZRHZE |
IS AHESH0] QEHSHA| e 4= AE LT

OH
ot
=l
ot
r
o
o

_>'|_
1%
rlo
-4
0x

.I='_-|x|': SSLCA HI“E'“._'IEQ-I __rl.gl ]II.OEI _Iy_'c_HI
1. Ct32F 20| config.yaml I S A BL|CY,

ssl:
password: "<CA PASSWORD>"

This file will be used in the next procedure.

ZEXl: SUSE Multi-Linux Manager A{H{ 0|2 HA
1. DNS MHoM 2Z % HFHASZE AAH SFO|M MHO| HESZ HHES
HZSLICH Guer 0| =elg 2ot 71 ME T HIsHof gL ct HERR
MY HA2 CHE A|ARIQ 0| S HAY Wl STt WA OZ SFEL|CE

= O
2. M HIE®{Z S A83IL ZAE 0|50| HEE|/}=X| =I5t H SUSE
Multi-Linux Manager AHHE H R ElSHL|C},

3. A0 2AENM HHES Sol tE FIS ASHHAIL. SSL CA
HIZHS S XMESH| ol TS WH St B2 -c config.yamlS F=7fLICE.

mgradm server rename
M ZAE 0|20| #olg|x| ofo@ Hjo| Alnfgt|ct,

M ZE| 0| 2| RHAIZF S0l = O| & BI7| EAPZL A ELICE LS S HAstH 28 =ele 4 ASLIL.
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mgrctl exec -ti -- journalctl -u uyuni-update-config

Mi ZIE[0|L{Z MAIEE mf 0] WS RE Salt Sato|MES| E HlO|E|S] M2 DS Ea| LIk A A7t
S2z 2ato|olE 40 nfat Lt

rlo

29.30.1.2. Directly managed clients reconfiguration

Skip this procedure if clients are managed via a SUSE Multi-Linux Manager proxy.

CHE EXtofl h2t =17 22| S2H0[AETL M 2 AE O|EXtIP 4

muin

QA= Mg gtLIct.

Procedure: Reconfiguring directly managed clients

1. 2= S20|HEQ| Salt 22I0|HE 74 T M M Salt OFAE(SUSE Multi-
Linux Manager A{H{)2 0|§% X[getL|ct, oA O[E2 Jetc/venv-salt-
minion/minion.d/susemanager.conf = Salt HSE Al--gﬁfﬂ &HC %'-?— [etc/salt-

minion/minion.d/susemanager.conf24 |——| Ct.
master: <new_hostname>

S20[AEOM Salt MH|AZE CHA AIERILICE LS & StHUE
SfLICY.

N
= HI

0% rin

systemctl restart venv-salt-minion

CC
4

rr

Salt HE

ujo

AHESHX| b= 3 R0l|l= C2S A™deL(C)
systemctl restart salt-minion
29.30.1.3. Client connection with applying high state

OX[YO 2 SAE 0|E2 Salt 22I0|¢E 70]| 2tX5| MmtStE{H highstateS M ERLICE highstateE X
2|ZX|E2| URLS| SAE 0|E0| ¥H|0|EEL|Ct.

_|>|
_O,_F
r2

29.30.2. Reconfigure proxy

LE ZEAES CHA| FEoliof ZLICH A M Q1B AL 7|1S ZEA0 ZALSHOF BLICE XEAISH LIE2 Installation-

and-upgrade > Install-proxy0i| A &tQ18t 4= QI&L|CE,

EAE S0l PXE RES M8%H= 2R ZEA|I9 714 4™ s
E’JS SUSE Multi-Linux Manager EEAl 438 Edf px
XA sHof ghLfCt.

Qlsfof L|Ct. ZiH|0|L{ 2t =|X]
2 M8tz E<2, tftpsyncE

'||I flI|0
om it

ZHO|H = AE0|M LHES AT

1628 2 199% 2030 SUSE Mot Lnux Manager A 18 2 2 o | EEETRERREREEE]



mgrctl exec -ti -- configure-tftpsync.sh

29.31. &I sHZ RPC A& A|Zt m|gt

HE/I £t L2[7{Lt HIESRIA F37t CH2EI0f RPC HEO| AlZh HEHf| =& aa = AFLICE ofof| et mi7[X|
CH2 2 E o= BiX| ZHI0] SEE[ALE ofj &t 20t @2 ZEL|Ch 7o TS HESIH R

CHZN AQE = U= 2|OH
ANZtg ZHY = JELICL O] EUS ST HENZ EH7F HEEK= $4X | , Z2MAE BEHEX 41
AIsHA| ELCt
EX}: RPC HE AlZH H|gt =l
1. SUSE Multi-Linux Manager A{HHO|| A /etc/rhn/rhn.conf T}Y S €10 X|CH A|Zh T ZH(ZX)S A BhL|CE

server.timeout =‘number®

i

2. SUSE Multi-Linux Manager ZZA[0f|A [etc/uyuni/proxy/config.yaml IS E10 %|cH A|ZH E£3p ZH(E
CHe) S AN . HE AF0| MEE|2H TEA| Z4H|O|L{ S CHA| A|=tsHOF BHL|CE.

timeout =‘number®

3. zypperE AE38H= SUSE Linux Enterprise Server 22t0|HEO|A [etc/zypp/zypp.conf TIHUS 11 |CH
AlZhHBh 2k ()2 dEech

## Valid values: [0,3600]
## Default value: 180
download.transfer_timeout = 180

4. yumE AH83%t= Red Hat Enterprise Linux 22t0|2ENM [etc/yum.conf IUS F1 X AlZH Kot

o
(X)S 2ok

timeout =‘number®

(5 ) RPC AlZE H|$HS 180 % D|2O = H|photH, S| YoMl 20| STHE 2IEo| AELIC

29.32. =H| ol Z C}2 U DNS 2= HA|El Salt
Sot0|AHE

Salt 22I0|AET} MM F¢l ZR0 = W7 (X[ M2 0H E= HE e S2| X0 M2 EAZ|H CHE HAIXIZt
HEA[ELCE

ot 4= A= B2 2 XE DNS 80| EX|2| {4 AELICH

(1 ) Mt ZE 0|1 Li5L0| Aoi| M| ASH2{H ZiE|0|Lf ZAE0H| M mgrctl terme A3t Ct,
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Salt 2210|917} ChA| AIRE|ALE J2910] M2 DMK 2, S2to|9IES FQDN Ja|elS Akt Ja9lo|
TI 2 mi7bx| SESHR| & LI SUSE Multi-Linux Manager AE{Of| A of|2FEl Ztfo] A& mf SUSE Multi-Linux
Ma“agef MEE S210|AES thAOR test.pingS 43t = M| 2HS +3Wstod 2at0|AETL MA|Z Mge|D

T 39J0] E2|HE 4 YEX| EHolgh |t

712X O =2 SUSE Multi-Linux Manager M test.ping B2 SEHES £4I5t7| 2ld 5% S¢t th7|hL|ct. 5%
O|Liol SEO| X OH S2IO|UET} CHRE|UHLE HEY £ QICH= HIAXIE EAISHD Z0| AISIES
MFELCE
O] 2XE siZst2{H S2t0|AE0 A DNS &el2 £H3st0] FQDNE &elst= S 220|HET 5 St HEX|
ATE AR

SHX| 2 AL SUSE  Multi-Linux  Manager AHQ|  Jetc/rhn/rhn.conf Tt U=

7ts6
java.salt_presence_ping_timeout Z}2 42Ct 2 2O 2 SIS L.

oll:

mgrctl term
vim /ete/rhn/rhn.conf
java.salt_presence_ping_timeout = 6

0| gt2 B7tAIZIH SUSE Multi-Linux Manager AH{7} O|L{Q10]| HAZS 4 GIALE SHSHX|

HA —
o OF=X| OJEE BQISHE O AlZHO| Of @2 ZY 4 9ODE, SUSE Multi-Linux Manager
M7} MM o2 L X[AHLE SESHK| E&LICt.

29.33. A7|0L ol = HIl EX| ol Z

270t Yaz|0|=of| AmystH Hjo|E{slo] A HH 2ol gl 7|Et BE SpacewalkH | 270 AIRFE|X] QELICE XpASH
HEQl XIgH deHof| Ciot 3l E = ZH|0|L| S AEN A mgradm startE &3sto] &holgh 4~ QIELICE
(1) At ZAE] 0| L L 520| Aof| x| A SR ZAEl|0]L] ZAE0|M mgrctl termS AdgL|CE,

ZE|O[L0f| M 27T KT 2folS Ml £ UFLICEH
systemctl status uyuni-check-database.service

CC
-

rr

journalctl -u uyuni-check-database.service
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29.34. M| & 571}

S7|2h= o] O| R 2 Amigt & AFLICE A EXIO TSt ZhMet LHES el LS HE S AL,

=

export URLGRABBER_DEBUG=DEBUG
spacewalk-repo-sync -c <channelname> <options> > /var/log/spacewalk-repo-sync-$(date +%F-
%R).1log 2>&1

Zypper?t M85t 2= var/log/zypper.logOll A = =oleh &~ JIEL|CE

GPG 7| €%

SUSE Multi-Linux Managere EfAF GPG 7| € XAHS2E M 2|5HX| o&LICt IH7|X| S7|=2t7t AMIis
gl= GPG 7| WEY 4 UAELICE /var/log/rhn/reposyncE E1 CI31t 22 2BE AOH 0
SiEst=X| 2ol Jts:

['/usr/bin/spacewalk-repo-sync', '--channel', 'sle-12-sp1-ga-desktop-
nvidia-driver-x86_64"', '--type', 'yum', '--non-interactive']
RepoMDError: Cannot access repository. Maybe repository GPG keys are not imported

2HE siZsl2{H GPG 7|1E SUSE Multi-Linux Manager2 I Es{0F BLICt GPG 7| I EO0| it XA|st
Li22 Administration > Repo-metadata0i| Al ZHQIst & Ql&L|Ct,

spacewalk-repo-sync0lAo| GPG 7| H|#

When a GPG key for repository has been manually imported using spacewalk-repo-sync, and this key
is no longer needed (for example if the key was compromised, or was used for testing purposes
only), it can be removed from the zypper RPM database used by spacewalk-repo-sync with the
following command:

rpm --dbpath=/var/lib/spacewalk/reposync/root/var/lib/rpm/ -e gpg-pubkey-*

0{7|X gpg-pubkey-*= H|H& GPG 7|2 O| SILILCE.

GPG 7| A
GPG 7|5 ZAlstai2 oix 0| 7|2 KMt S M 715 MAlsto AmESLICE

M3y =

[2&

IX|

O] &mi3t 22 /var/log/rhn/reposync/*.log 20 A0 CtS 1t 22 LETJL HEA|E & A&LIC

ne

=t

0x

Repo Sync Errors: (50, u'checksums did not match
3262904c2fbd7a0e20033c87fc84ebbabb24d937 vs
atd8c60d7908b2bAe2d95ad0b333920aea9892eb’, 'Invalid information uploaded
to the server')

The package microcode_ct1-1.17-102.57.62.1.x86_64 which is referenced by
patch microcode_ct1-8413 was not found in the database. This patch has
been skipped.

O] LRE=-Y SHE AHE0IH BY ZEIE|M S7|eHE &Aoo 82 7HseHLC.
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spacewalk-repo-sync --channel <channelname> -Y
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0| 2= /etc/rhn/rhn.confOil X reposync_timeout %! reposync_minrate 714 ZtS X|&st0] sHZ2S 5
[qELICL. 7[2Xo=2 300k &9 X% 1000H0|E 0O|2to] MAEH CIREC=J SCTHELCH
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# spacewalk-repo-sync -c nvidia-compute-sle-15-x86_64-we-sp3
17:07:4@ o o o o oo

17:07:40 | Channel: nvidia-compute-sle-15-x86_64-we-sp3
17:07:4@ RS S S S o S S S o S S S o S s

17:07:40 Sync of channel started.

FME M Z|ZEX|EE| Ee= IHF[X] ME 7[:

2| ZEX|EE|: nvidia-compute-sle-15-x86_64-we-sp3
7| XIZ: 610C 7B14 E068 A878 070D A4E9 9CDO A493 D42D 0685
7| O|2: cudatools <cudatools@nvidia.com>
7| &02|E: RSA 4096
7| M Azt Thu Apr 14 16:04:01 2022
7| ot=: (U= gi3)
Rpm O|&: gpg-pubkey-d42d0685-625893a51
E: ol ME2 Sd £AXH= HI0E ME = HZO0| LMK id3SE =Held
USLICH.
MEHO| AL BREI/}ALE & = gl= MEBO| A= CIO[HE 2otH A|AH &40] ghigt
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29.35. 24| sl Z Taskomatic
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(1) Mt ZE 0|1 Li5L0| Aoi| M| ASH2{H ZE|0|Lf ZAEOI|M mgrctl term AL Ct,
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X|EE URLOIM f=ot HIEHHIOIHE &2 + §

glo
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Taskomatic2 X A|ZFBfLICE,

A} Taskomatic 28| &l

1. SUSE Multi-Linux Manager AHO|A /var/log/rhn/rhn_taskomatic_daemon.log IS =Qlst0q
HIEFH|O & 7HAH A T2 M| A T} OFE] Al FOIX| = SS0| LM =X =elgfL|Ct.

2. taskomatic2 KA|ZFEtL|CE,

service taskomatic restart

3. Taskomatic 23 mUOA TS 22 o= 2t 8 &
AlHSE A OlA) |}
=22 T M- .

rr

2telS Aot HIEtHIOlE Y- gah 2 MES

<YYYY-DD-MM> <HH:MM:SS>,174 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Generating new repository
metadata for channel 'cloned-2018-q1-sles12-sp3-updates-x86_64"'(sha256) 550 packages,
140 errata

<YYYY-DD-MM> <HH:MM:SS>,704 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Repository metadata
generation for 'cloned-2018-q1-sles12-sp3-updates-x86_64"' finished in 4 seconds
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Chapter 30. GNU Free Documentation
License

Copyright © 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with
or without modifying it, either commercially or noncommercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms that
the software does. But this License is not limited to software manuals; it can be used for any textual
work, regardless of subject matter or whether it is published as a printed book. We recommend this
License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated
herein. The "Document", below, refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in a
way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either
copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document’s overall
subject (or to related matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not explain any
mathematics.) The relationship could be a matter of historical connection with the subject or with
related matters, or of legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The
Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
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then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or
(for drawings) some widely available drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input to text formatters. A copy made in an
otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not Transparent
if used for any substantial amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image
formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and
edited only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of
the work’s title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or
contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ stands for
a specific section name mentioned below, such as "Acknowledgements", "Dedications",
"Endorsements", or "History".) To "Preserve the Title" of such a section when you modify the Document
means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in this
License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.
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3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document’s license notice requires Cover Texts, you must enclose
the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these conditions, can
be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opaque copy, or state in or with each
Opaque copy a computer-network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy of the Document, free
of added material. If you use the latter option, you must take reasonably prudent steps, when you begin
distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an Opaque copy
(directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to give them a chance to provide you with an updated version of the
Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). You may use the same title as a previous version if the original publisher of that version
gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.
D. Preserve all the copyright notices of the Document.
E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the public permission to
use the Modified Version under the terms of this License, in the form shown in the Addendum
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below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document’s license notice.

H. Include an unaltered copy of this License.

l. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the
title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there is
no section Entitled "History" in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy
of the Document, and likewise the network locations given in the Document for previous versions it
was based on. These may be placed in the "History" section. You may omit a network location for a
work that was published at least four years before the Document itself, or if the original publisher of
the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor
acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles.
Section numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some or
all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version’s license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a
Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of Front-
Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one
entity. If the Document already includes a cover text for the same cover, previously added by you or by
arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their
names for publicity for or to assert or imply endorsement of any Modified Version.
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5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else a unique number. Make the
same adjustment to the section titles in the list of Invariant Sections in the license notice of the
combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single copy
that is included in the collection, provided that you follow the rules of this License for verbatim copying
of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this License
in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright
resulting from the compilation is not used to limit the legal rights of the compilation’s users beyond
what the individual works permit. When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document’s Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the
Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document
under the terms of section 4. Replacing Invariant Sections with translations requires special permission
from their copyright holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include a translation of this
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License, and all the license notices in the Document, and any Warranty Disclaimers, provided that you
also include the original English version of this License and the original versions of those notices and
disclaimers. In case of a disagreement between the translation and the original version of this License or
a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the
requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for
under this License. Any other attempt to copy, modify, sublicense or distribute the Document is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

ADDENDUM: How to use this License for your
documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU
Free Documentation License".
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