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3. TERABRE T, 15 Jusr/share/scap-security-guide/ansible 72 FmMEIZERFER
F, ARRT RE]
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4, Emexu T, FENBEXHUEMMIZ smsexeFER, ARREE [(#E
lo

HlIR 2. T f

/etc/ansible/sles15
/etc/ansible/sles12
/etc/ansible/centos7

BXREZRIARE, E2W https://github.com/ansible/ansible-examplese

13#2: 5 Ansible ¥ SEILB(E
1. BIEEEEFRPEERR SSH 23R,

ssh-keygen -f /etc/ansible/my_ansible_private_key
2. BRI SSH ZEAEHIE Ansible REE Fif. =l
ssh-copy-id -i /etc/ansible/my_ansible_public_key root@client240.mgr.example.org
3. $0FFRRTE Jetc/ansible/ansible.cfg FIEERFARZRA:
private_key_file = /etc/ansible/my_ansible_private_key
15% my_ansible_private_key B2 A B & B ZHBIXHFIIN B,
4. BT IZHIT S AT T a2 KM Ansible 2B ERIETT:

ansible all -m ping
ansible mygroupl -m ping
ansible client240.mgr.example.org -m ping

MELEALUEITER. BXFHES, 1550 Administration > Ansible-compliance-as-code,
2.7. SFERPCED

KX R M T B XA Ansible BIZAIZITEMERMIREERTRANER.

B XMEM bash HAZITAMMEEIRBEENEAEE, BELEE,

2.7.1. R SCAP Reismifa
BRITIEE, ERBEIE Ansible iHIT5 R E R4 SCAP REIEHRH .
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312 ®E SCAP Z2IEEIHE
1L £&% > BMEPERFF iR RAERERY > BRHe » RE,
2. ¥ scap-security-guide H ZEESLEALKNUHEE, BXUNHEEDKEK, BESIUTE:

Fig 1. SCAP R215A M EENK

REaRMm ZHRNRSR
scap-security-guide openSUSE. SLES12. SLES15
scap-security-guide-redhat CentOS 7. CentOS 8. Fedora. Oracle Linux

7. Oracle Linux

8. RHEL7. RHEL8. RHEL9. Red Hat
OpenStack Platform 10. Red Hat OpenStack
Platform 13. Red Hat Virtualization 4. Scientific

Linux
scap-security-guide-debian Debian 12
scap-security-guide-ubuntu Ubuntu 20.04. Ubuntu 22.04

2.7.2. {H Ansible BlZsi#{T& 8

FE—Ansible i8I Tm. BXFHAES, 152 M Administration > Ansible-setup-control-node,

TR EINEEER Ansible BIASETIEEES.

i2%2: {EH Ansible BIZASiE{T{&
1. FITE S SRS FEEREER Ansible > Blzds, SAEBEEENRIZ, F)40:

sle15-playbook-stig.yml
2. BiE{TiZRIA, BiEEREPIRERKRE, fn:
/etc/ansible/sles15

B [BERH]
3. ARMHET R TREERHFHIIRT.

MRBAMATFEMERT, ERJURETIRE Ansible IEFIT S 55E 7 RENEIRINIZT So
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Chapter 3. B{3185E 5%

SUSE Multi-Linux Manager X#¥ZMARNZMIIETE. AENBEHEASHRIEEIR (PAM) F1RRER
(SSO)o

3.1. (FAESER (SSO) #HITHRIEIE

SUSE Multi-Linux Manager i@ LM LR £FEARZIE S (SAML) 2 CREZFFE S E R (SS0).

BRERE—MEMNRIEEIE, EATRBRER—4HASMNEILELRNZ TN NAREF. SAML 2—EETF XML B9t5
H, BTFRREGIIENIENEIR. SAML S5RSIRMEE (IdP) MARSREE (SP) RIESHIIEMITINARSS
, 30 SUSE Multi-Linux Manager, SUSE Multi-Linux Manager AF="MNms=, SAEAENAE#HTES
TR

SUSE Multi-Linux Manager H1#9 SSO 3%

* £/ SSO &ERo

o FRARSRMELRNE ST (SLO) MF MRS IRME 2 T HARSS (SLS) o
* FSBAF] nameld 0%,

* FERAES,

* f#/ AuthNRequest. LogoutRequest ] LogoutResponses #THEZE R,

° BRFRERERSKHR.

° BRRRIHRSHSR

* X% SP t#E (AIER) o

SUSE Multi-Linux Manager F1f9 SSO Rz #¥:

* BHIRSIRME (IdP) B miEEM LI,
o MWHEMmAY SAML 3#F (BEBMBEXMI™mXME) o

B X SSO HIRFISSIE, 355 0 Administration > Auth-methods-sso-example,

o MREMBASHIIEF FERNERBER, WH SSO BHEIEUERT
Web Ul, mgr-sync 5 spacecmd %% Fin TENARBEERABINS R INIES o

3.1.1. o RFF
A2 E, BEFAEARESYEE—MMISHRSREE. BEE P SRR,

IdP FAF 5 SUSE Multi-Linux Manager FAF ZBIRYBREITE SAML:Attribute FIEE. #47
o 7£ |dP HEZE SAML:Attribute, HEMHE SAML SHWIEFEEEEL SUSE Multi-

Linux  Manager, ZBM®# W& A “uid” , FEXNEEERES5HEMER  SUSE

Multi-Linux Manager FAF . ®IIERUESR RE R ZA18IZ SUSE Multi-Linux Manager.

177 1907 AR mep—



FEL TS
o FEAFEAERS (ACS): % SAMLER LRI SRSEMENRIENHS, SUSE Multi-Linux Manager
1 ACS MIlRs=2: https://server.example.com/rhn/manager/sso/acs

o BUETHARSS (SLS): M IdP & FEHIEKMERS, SUSE Multi-Linux Manager A SLS Himm=E
. https://server.example.com/rhn/manager/sso/sls

o JTEUE: ATHE SAML Y SUSE Multi-Linux Manager st#i#EiVif . SUSE Multi-Linux Manager 17t

BIBMIRS2E: https://server.example.com/rhn/manager/sso/metadata

fEFAMAF orgadmin FINEE IdP SERBMRIEGE, &ELL orgadmin AR &3 ERE] SUSE Multi-Linux
Manager, Hi}gsE SUSE Multi-Linux Manager H97£7E orgadmin FA .

3.1.2. @A SSO
(5 ) SSO SHAMHSGHIMERERN: FEABA, BARA SS0. BRIABRA SSO.
(1) TATERRSS B4 BRI THAINT S T 2 A1 A mgretl term,

g3z B SSO
1. NBRERIAFTE SUSE Multi-Linux Manager R ARETE, BRI,
2. 4548 [etc/rhn/rhn.conf, EXXHRERIMTE—1T:

java.sso = true

3. £ /usr/share/rhn/config-defaults/rhn_java_sso.conf F(EIEEHEX NS, BEBTEXWSHIE
N [etc/rhn/rhn.conf, HTEXLESEMETEMNL java.sso. YEARIZ. 0, 7E /usr/share/rhn/config-
defaults/rhn_java_sso.conf AL E):

onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-HOSTNAME-OR-
IP/rhn/manager/sso/acs

BEBEENXILBE, 157E [etc/rhn/rhn.conf FREIZAENABETHEEIE METE I Ljava.sso. fEARIZ:

java.sso.onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-
HOSTNAME-OR-IP/rhn/manager/sso/acs

EEREEEETROFFESELA, BEXHDIER LM YOUR-PRODUCT #1 YOUR-IDP-ENTITY, &
MNEEE T T HEBNEERE,

4, B3 spacewalk BRSS LN FHEEK:
mgradm restart

518 SUSE Multi-Linux Manager URL BY, ZEEFEME SSO B9 IdP, BEEHPEMEH R, SDIIERK
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InfE, BEEERE SUSE Multi-Linux Manager Web Ul, HULESMIIENARBHER. WREEFER
SSO B REVIBE|RIRR, JEEE SUSE Multi-Linux Manager BE T @45 2o

3.1.3. ;=ffl SSO £

Lt BlEid A SUSE Multi-Linux Manager AF = MNimmHER Keycloak 21.0.1 IEBhRAEAFHIRS 1R
& (IdP) 3R3EI SSO.

B &RE Keycloak IdP, #A/SI&E SUSE Multi-Linux Manager BR$32%. Z/aRILUE IR =R INA Keycloak A
A OIEAF,

n R TFIHEBE R, SUSE RENMALZHE =1 BNIRSIRMESE, HES Keycloak
FEEMBXRR. B% Keycloak ZHHEE., BB https://www.keycloak.org/e

AL EZEELZINITEN LR Keycloak, HETERBRFIETT Keycloak. LRHIFE Podman A2EHIETT
Keycloak., BHX%% Keycloak BUF¥HER, EBM https://www.keycloak.org/guides#getting-started
L9 Keycloak 314,

312 BB RSRME
1. 1R#E Keycloak XH4FMARTE Podman A28 R % Keycloaks
2. fEF -td 2817828, URFREEERRHET:

podman run -td --name keycloak -p 8080:8080 -e KEYCLOAK_USER=admin -e
KEYCLOAK_PASSWORD=admin quay.io/keycloak/keycloak:21.0.1

3. Ll admin P 5% & %% Keycloak Web Ul, AGFERUTHATCIESHINIEIE:
© EEHFEFRANTENET. FlE0 MLM,
ERAFESP, BE SAML 2.0 HHREETHIBEEE. MILEEEI— I nE, EhP2ETESH

F| SUSE Multi-Linux Manager g & S 45 891 s FIIE

L4 Keycloak HEEGUHSG, ErILUER SUSE Multi-Linux Manager ARZ528.

i3#2: 3&E SUSE Multi-Linux Manager Server

1. £ SUSE Multi-Linux Manager Server E£3TF [etc/rhn/rhn.conf EEENH, REREXLESH. &
<FQDN_MLM> it} {& %209 SUSE Multi-Linux Manager R4HIE2RE A

java.sso.onelogin.saml2.sp.entityid =
https://<FQDN_MLM>/rhn/manager/sso/metadata
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://<FQDN_MLM>/rhn/manager/sso/acs
java.sso.onelogin.saml2.sp.single_logout_service.url =
https://<FQDN_MLM>/rhn/manager/sso/sls

2. EEREX M, 3§ <FQDN_IDP> it HZH Keycloak fREZ23MTLMREHZ, 1§ <REALM> B RGN
SHRKIESI, 5150 MLM:
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java.sso.onelogin.saml2.idp.entityid =
http://<FQDN_IDP>:8080/realms/<REALM>
java.sso.onelogin.saml2.idp.single_sign_on_service.url
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml
java.sso.onelogin.saml2.idp.single_logout_service.url
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml

3. 7F IdP JTHUEAR, HEIQHE x509 EH. EPERWMTEL: http://<FQDN_IDP>:8080/realms/
<REALM=>/protocol/saml/descriptor, EEEXHHIETE IdP B9 x509 IEH:

java.sso.onelogin.saml2.idp.x5@9cert = ----- BEGIN CERTIFICATE----- <CERTIFICATE>
————— END CERTIFICATE-----

TERBHA SSO 5 SUSE Multi-Linux Manager L9 rhn.conf B97R{1:

java.sso = true

This is the configuration file for Single Sign-On (SSO) via SAMLv2 protocol
To enable SSO, set java.sso = true in /etc/rhn/rhn.conf

Mandatory changes: search this file for:
- YOUR-PRODUCT
- YOUR-IDP-ENTITY

See product documentation and the comments inline in this file for more
information about every parameter.

If 'strict' is True, then the Java Toolkit will reject unsigned
or unencrypted messages if it expects them signed or encrypted
Also will reject the messages if not strictly follow the SAML

WARNING: In production, this parameter setting parameter MUST be set as "true".
Otherwise your environment is not secure and will be exposed to attacks.

Enable debug mode (to print errors)

Identifier of the SP entity (must be a URI)

java.sso.onelogin.saml2.sp.entityid =
https://MLMserver.example.org/rhn/manager/sso/metadata

T o R e R R R R R R R Rk R R R R R R R B

# Specifies info about where and how the <AuthnResponse> message MUST be
# returned to the requester, in this case our SP.

# URL Location where the <Response> from the IdP will be returned
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://MLMserver.example.org/rhn/manager/sso/acs

# Specifies info about where and how the <Logout Response> message MUST be
# returned to the requester, in this case our SP.
java.sso.onelogin.saml2.sp.single_logout_service.url =
https://MLMserver.example.org/rhn/manager/sso/sls

# Identifier of the IdP entity (must be a URI)
java.sso.onelogin.saml2.idp.entityid = http://idp.example.org:8080/realms/MLM

# SSO endpoint info of the IdP. (Authentication Request protocol)

# URL Target of the IdP where the SP will send the Authentication Request Message
java.sso.onelogin.saml2.idp.single_sign_on_service.url =
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http://idp.example.org:808@/realms/MLM/protocol/saml

# SLO endpoint info of the IdP.

# URL Location of the IdP where the SP will send the SLO Request
java.sso.onelogin.saml2.idp.single_logout_service.url =
http://idp.example.org:8080/realms/MLM/protocol/saml

# Public x509 certificate of the IdP

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE-----
MIIC1zCCAX8CBgGC+tPbVjANBgkqhkiGIw@BAQsFADAPMQAwCwYDVQQDDARTVU1BMBAXDTIyMDkwMTIwNTEWNFoXDT
MyMDkwMTIwNTIONFowDzENMASG
ATUEAWWEUTVNQTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAMNSWIAa1B5mShTkMBO5SmrsOosyheEL8/A
37WvuqDPwwE fm4x0cG7gmMHVONXYXZk+LRyzoQ12sBrNFrbMuwu5dnah5ZSMxQyUu697S280m4vIiegGaFdbgH+g4F
GBu
eSis1ssMzTcES+NUuI7pLkMLNmSQtncESnoL9q2SyeQSwYtr5dz1yd16IzjwtaWeyQIEGINtItLk3U4+arLPCpHAwg
FAnLO9NeYcRDNUKhNBs1v5mHP+L@66PZu1/DkEOmSgy/+qXaS@CgZVKqz8qB+bvHVuAqIW6@g1CjqZKbwvPu72p/7+
d8z
9DxXPIZ1uxdqn19q/kLEP2TYLtgQobSHECAWEAATANBgkqhkiGIw@BAQsFAAOCAQEAga+ralMIDo/P/yN126SGGocK
227WFqovBiE/mLY1p5Ff0+0jS1USTp1Sppl94x0r8j0m7HWOWu5XxCz600hzXTEtnfIbeRyr1Rms3BWdxyXgQ9bWleZ
MWz
HfDkTbhgRRmjDEwSSTEXRKQNvw41Cpn1B3610++ejgGnjDvH7BbkCaoW55]F556DT/WYRON7MkE120va9CHOe9X7Gn
y810Ag260z1y@6uy3P/1x9Z9RmHnvpvN/Q34SGEq9z/H1QVuP12UPj//iT211c1700ZFsZQX1GFTG6bXKmO42W8FdU
DU

ONoXZgjMb3eC7U691YyeowoqTY7mIKxNPprYY/1L0Ow== ----- END CERTIFICATE-----

# Organization

java.sso.onelogin.saml2.organization.name = SUSE Manager admin
java.sso.onelogin.saml2.organization.displayname = SUSE Manager admin
java.sso.onelogin.saml2.organization.url = https://MLMserver.example.org
java.sso.onelogin.saml2.organization.lang =

# Contacts

java.sso.onelogin.saml2.contacts.technical.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.technical.email_address = MLM@example.org
java.sso.onelogin.saml2.contacts.support.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.support.email_address = MLM@example.org

R LUK SUSE Multi-Linux Manager i s A INE] Keycloak o Keycloak i = #R 79 % F o

32 BimsRmAaERiG
1. 7 Keycloak Web Ul #1, fER AT RIEHE i
O EEFBERFERHER SAML,

O EEPBID FEP, MARSREEXMHHLL java.sso.onelogin.saml2.idp.entityid F X IEE I
=, B0 https://<FQDN_MLM>/rhn/manager/sso/metadata.

2. IEREATET, BN TATNEF R THRARE:
O BMEBEERF XA
© HEZEREETERIEE RSA_SHAL
O 1Z SAML ERBHBRHTERT, LEREH ID,

3. BT

O BEEEPBRISEUIRNE,
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4. ERFETF_EAEL SAML i RECE S, R TATRINK N nS
© EERERERSTET, BANRSREEHFRLL

java.sso.onelogin.saml2.sp.assertion_consumer_service.url FIEENIHR. ign
https://<FQDN_MLM>/rhn/manager/sso/acs.

© EEMBRSTERY, BARSREEXEHLL
java.sso.onelogin.saml2.sp.single_logout_service.url FERIEE R o g0
https://<FQDN_MLM>/rhn/manager/sso/sls.

BinRNARPRGE, ATUEERFIRERE, H1E Keycloak A SUSE Multi-Linux Manager Z B]BRETFHF o

B18: GEEPIRCEMMRSIERF
1. 7£ Keycloak Web Ul #, SMEIERR > EFPREEIEI R, 2GR role_list IEEARINE P IHEE,

2. SMMRIERPCE > MEIEFEN £, ARERIGAMERMBL BN VID fUBRSIFERF, SUSE Multi-Linux
Manager 21tk SAML B4,

3. SMEIEFIREED MR, AERE role_list METTER. REMABREMIZENFH,

4 SMEIAR > EERNSHEE—ESEAF, WWARAREFEES SUSE Multi-Linux Manager EIEFRFIL
Fico

5 SMEIAR > AEMRHETE, $AS5 SUSE Multi-Linux Manager BEI2RFBAF R LERNERNZ R
uID M/E M,

6. SMEIAR » B EIBET £, &E SUSE Multi-Linux Manager BEI2AFFFANE—O<, . Save your
changes.

SERiCER, A ZREERERFTHEATLIE. &R SUSE Multi-Linux Manager ARS8 AN FBIGRIEERR, AR

SnZE SUSE Multi-Linux Manager Web Ul, MIREMZREETIE, WESEEME Keycloak SSO TiMH,
AIEH AR INTER S HI0IIE,

3.2. (€M PAM #{T B {58:0E

SUSE Multi-Linux Manager 23 PIH#N S A IIEELR (PAM) #1 SSSD BIETFMEM FHILIERS. PAM
B—1MEEM, AJATIE SUSE Multi-Linux Manager SEFR SMIGENIFIBER, ILtAATEIREZO
%o SUSE Multi-Linux Manager z#F LDAP. Kerberos flEME FMLEHN H 51N,

3.2.1.SSSD fid&

di2: EE SSSD

1. 7£ SUSE Multi-Linux Manager Web Ul #, SfZIAF > QIZAR, HArmBAR BB ER PAM
HITE ML,

[ ) ERPET, BT FEBEFFHN, ELFER-. . M@

2. AR S HISIEHRIR (PAM) SiEHE,
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3. EIRS BB BRPEE SSSD. 7£ SUSE Multi-Linux Manager B2 EHM S SIRTALL, L root B3N
AR5 A 28

mgrctl term

4. EREBAE, PITUTTE:

a. IRIEEIECERIE  [etc/sssd/sssd.conf, BXRA, 5B administration:auth-methods-
pam.pdf,

b. 5eRlfE, BREALE:
exit
5. AL T < ER SUSE Multi-Linux Manager:

mgradm restart

7£ SUSE Multi-Linux Manager Web Ul A< R&EeX SUSE Multi-Linux Manager
o Server EMZSHIOS, MENZAFEA PAM, NAIEERARSFERAMOL, Fla, &
LEEBTAEIH, Kerberos OLHREN, EAMBRIRSHIOSEMHIREXLERFH

0%

BXECE PAM 4SS, 1520 (SUSE Linux Enterprise Server £18/) , HEHPRHET —N@ERTRA,
BRI ER THMETRENF MRS E, i, EENBTHNREEE Active Directory (AD) fRSS. &
KFMMER, B8 https://documentation.suse.com/sles/15-SP7/html/SLES-all/part-auth.htmls

3.2.1.1. LDAP 5 Active Directory SERAYT I

EJE LDAP 5 Active Directory £/, AL TG,
ERBBED, RIEEHIMEERIUT S1f:

Sdomain

et oE

$ad_server
FM $domain Suyuni-hostname FE=HMEIAY AD ARSS2569 FQDN: Itk AD B IRRZENEITENZ
o SNRKIZE, NH uyuni-server.mgr.internal,

Jetc/sssd/sssd.conf B RGIFCIDES :

[sssd]
config_file_version = 2
services = nss, pam
domains = $domain

[nss]
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[pam]

[domain/$domain]
id_provider = ad
chpass_provider
access_provider
auth_provider = ad

ad
ad

ad_domain = $domain
ad_server = $ad_server
ad_hostname = $uyuni-hostname

ad_gpo_map_network = +susemanager

krb5_keytab = FILE:/etc/rhn/krb5.conf.d/krb5.keytab
krb5_ccname_template = FILE:/tmp/krb5cc_%{uid}
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Chapter 4. F{3H1xE

FEREFEEDHIXMHES. ERIUERRENEHMIRERRSZE (mgradm backup) €J# SUSE Multi-
Linux Manager &1, AEZXHFTIRAT HRGR EHREI AN E R IRELIE,

EBF SUSE Multi-Linux Manager fk#i#iEFERERRNVEFMNEE, At&HZENFIBATEXEE. 15
EHAE DGR LM SUSE Multi-Linux Manager &4%, LUBALEEUBERHARRIRIME

o TeEERMMEN 7%, JRTRVARLFLREEANTEAENEL=E. ZTEFE
ARESBEHRN, ABEEENEIRTE,

4.1. &8 smdba ZAIAAE

MBELIHLET SUSE Multi-Linux Manager 5.1, MAIBMTZTTAR,

0 BERNEMRALENRM, 581 smdba HHTAMBAZEZERFTA. IREEMRA
smdba NIBRGEIREMMBRSG SR, MOFTERIBEEHEFRIBERD I,

BRI LURRTE TSR A smdba (HFFIRME) , AIETMEE/ER SUSE Multi-Linux Manager 5.1 R4H
PATIZIRE,

215 TRFEZEABERE smdba MNIBSE
IR (ERAFNHEESR smdba M=,

1. SUSE Manager 4.3 (JFA2%%E) 5 SUSE Manager 5.0 (BB LE
) REFRHRITHGLSERARRE (EBF 5.0 lids, SFBaiR 4.3 hR4)

SUSE Manager 4.3
EfLITHLL root BHITUTHS:

smdba backup-hot --enable=off

SUSE Manager 5.0
ERRENBIHSTH, Lroot BMHHMITUTHS:

mgrctl exec -- smdba backup-hot --enable=off

SR T ARER /var/lib/pgsql/data/postgresql.conf X

archive_command =8

archive_command = '/bin/true’
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Eit, BHNIHRREEEHE, FIEHSE SUSE Multi-Linux Manager 5.1,

i3%2: B /S7E SUSE Multi-Linux Manager 5.1 F2FIA5 %
BEEBERITIHERE (LB smdba ERATA)

1. LA root ﬁﬁ)i'%{m‘fﬁégimﬂlﬂéﬁiﬂ /var/lib/containers/storage/volumes/var-
pgsql/_data/postgresql.conf X, FI&E LI TIEIN:

archive_mode = off
archive_command = '/bin/true’

2. ERAes:

mgradm restart

4.2. &1 SUSE Multi-Linux Manager

E£#17 SUSE Multi-Linux Manager &3, R2ER AR mgradm backup create 8%, X755 FX
AT EEHEENE, ERIUTERENENERMERTENENRS ., T2, XM EREASHETIE
, HEFRRERERKNEZ RETRED.

#n <% mgradm backup create JEMNENER. XTERALUEAM B RFEHNITIZFMETIE.

< mgradm backup create RFEENEMNHNE. BXFAIER XD, FE0M mgradm backup create
--help,

4.2.1. SUSE Multi-Linux Manager B2 &%

SUSE Multi-Linux Manager R &N S U THGNER

e SUSE Multi-Linux Manager &

o HiEES

* podman MEEEE

e podman #12

* SUSE Multi-Linux Manager systemd AR
¢ SUSE Multi-Linux Manager A 2s8{&

g ISR &M HEAIE, SUSE Multi-Linux Manager BRS§ BhfELE, IEHEAIEIRIARSS H BT E]
AEERK. &TmE, RSZEHER.
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1352 : {EFH mgradm backup create BlJiE2 T EF )
1. ERSREN L, LUroot BPHITUTHRSEIEEG:

mgradm backup create $path
B $path BIR N F D UERIRR,

4.2.2. SUSE Multi-Linux Manager B9&8 93 &1%

mgradm backup create TR IFRIEI D& D ERIUBNINFIEHFES. BhZ#EES DR,

0 E, HEIBUBEEEME, RARCIESHMAIFILE SUSE Multi-Linux Manager kS5, &1 8ILUEAR
ez RPN — N ERIETT,

g B EMDXE W E D EIENIT, HATEXEMIRES HMRE D END 287 sEEFTERIRH
KR Hit, BHEDTERESNDSMERIEN—HIE.

diE: QRIS &G (BtSBuRESER)
1 ERSEENLE, Uroot BHHITUT L eIBED:

mgradm backup create --skipdatabase $path
BR $path BN BN ERIRRZ,

diE: fIEBaESR (BdE)
1 EASEENLE, Uroot BT T an<eIBED

mgradm backup create --skipvolumes $volumes $path
B spath BN F R ERIERRR

BR Svolumes FHMNEFMDFEHRNENER—RTILLES DIRIIEHE
o

£ a ATLBKIFREE (BUBEERRIN -

4.2.3. FHESNE

#5< mgradm backup A SUSE Multi-Linux Manager BHMARZTIR., MNRLEHRRE T HiE, G
HithHBEERMEIFHH, MFEFEH --extravolumes $volumes I5EX L%,
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g2 EeSHMEEXENEH
L EASEENL, Uroot HHMITUTanLeIBED

mgradm backup create --extravolumes $volume $path
B+ spath B AEMH I ERIERZ,

BR Svolumes FMANFMHEEENENER—RIILNESDIRIIEHE
o

4.2.4. AT FohEUREESD
B2 MITFREIIBESH
1. IBAER D ERKAFETIE,
2. 7 SUSE Multi-Linux Manager B2 EVHVEF SRR TIL, LA root 45
TS

mgradm backup create --skipvolumes all --skipconfig --skipimages $path

4.3. NIRBEPRE SUSE Multi-Linux Manager

MILEEMDE SUSE Multi-Linux Manager BY, REREEE. MENEENSHUETRE, SeIEED
MZRAE, MEREAMEARSETIR, MEBMLNEHPEFENREEIIRE.

WEHHREMBIIRE, RASPITEFEHNTEENE, FEMNERTHRAMESNHNASEINESINE
. MENEE, TBEENEEIIHEEHIENREMTEM.

R EIBTE, TERTERNEBIREIRE.
(1] IR BIFSERUE, SUSE Multi-Linux Manager BRES & BN .

di2:. MBEGHRE

1. ERBRENLLL root BMHEITUTHS, EMEE SUSE Multi-Linux
Manager fR5328:

mgradm stop
mgradm backup restore $path
mgradm start

IBHF spath FMAFINUERIEER.
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WIFEMRERNTRERRK, MRAEIHMGERERENTEE, WALER  --skipverify  EmBLT
gﬁiEO

MRETFREFRRFEZRIMEEFHFHIENE, AJLUEAR --skipvolumes $volumes &,

4.3.1. 8 H R REITHNTE
i318: 18 SUSE Multi-Linux Manager RTINS B

1. A SUSE Multi-Linux Manager Web Ul SiE B2 hHan SR RATMER
mgr-sync TEEFEIFERY SUSE Multi-Linux Manager 12, &rILUI%E
BFEIEMT SR, B EM SSLIEBERER .

2. E8RFHLE, KERTEEME /var/lib/containers/storage/volumes/var-
spacewalk/_data/packages/o 9[]% /var/lib/containers/storage/volumes/var-

spacewalk/_data/packages/ ;FT:I_:,{EE’\J%1QEP, )nUﬁ'ﬁ':Eg'VK_’EEo §U¥/}?ﬁ%@§ﬂ
H, mu,‘gﬁjl«lﬁﬁ%gﬁﬁﬁiﬁ'wg /var/lib/containers/storage/volumes/var-
spacewalk/_data/packages/ .

mgretl exec -ti -- mgr-sync refresh --refresh-channels

3. RHE T/RIZEN rhn-search FRZ BT EHBIBIEERERS |,
e ERIARNERS, MAEMEIRER.
ERBENERITUTHL:

mgrctl exec -ti -- rhn-search cleanindex

4.4, Database Backup Management

This guide describes how to manage online database backups for the SUSE Multi-Linux Manager server
using mgradm. The backup system is based on PostgreSQL continuous archiving Write-Ahead Logging
(WAL), similarly like smdba in previous versions.

* To ensure the system can be fully recovered, perform regular backups of both
o the database and other system volumes.

* Regularly copy your backup volumes and WAL files to an external storage device
or an off-site location for disaster recovery.

4.4.1. Overview

Continuous archiving reduces the risk of data loss by constantly backing up the transaction logs (WAL) to
a dedicated volume.
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The backup system utilizes a dedicated Podman volume named var-pgsql-walbackup to store:

e Abase backup (a full snapshot of the database).

* WAL segments (incremental changes since the last base backup).

Point-in-time recovery is currently not supported by mgradm and requires a manual
workflow.

Only full recovery is supported by mgradm tool. The restore procedure will restore
everything from the backup location.

4.4.2, T RFH

* mgradm tool installed on the host.

* SUSE Multi-Linux Manager server running in a Podman environment.

4.4.3. Enabling backups

To enable continuous archiving, run the following command:
mgradm backup db enable

This command:

e Verifies that the backup is not already enabled.

e Configures PostgreSQL (postgresql.conf) to enable archive_mode and sets the archive_command.
* Configures the var-pgsql-walbackup volume for the database service.

* Restarts the database service to apply changes.

e Performs an initial base backup inside the container.
If the backup is already configured but you need to re-initialize it, use the --force flag.

4.4.4. Checking backup status

You can verify the current state of the database backup system at any time:

mgradm backup db status

The command will report one of the following statuses:

* enabled: Backup is correctly configured and active.
e disabled: Continuous archiving is explicitly turned off.

* misconfigured: There is a discrepancy between the configuration and the runtime state (for
example, missing volume, incorrect archive command).
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4.4.5. Maintaining backups (rebasing)

Over time, the number of WAL segments can grow significantly, consuming disk space and increasing
restoration time. It is recommended to periodically "rebase" the backup by creating a new base backup
and starting a new WAL chain.

mgradm backup db rebase

This command creates a fresh full snapshot of the database without requiring a service restart.

o Regularly rebase your database backups using command mgradm backup db rebase
to minimize the time required for restore operations.

4.4.6. Restoring from backup

Restoring from a backup is a destructive operation that replaces the current database data with the
content of the backup.

mgradm backup db restore

The restoration process:

e Stops the database service.

e Clearsthe current database data directory.

e Extracts the base backup from the backup volume.
* Configures PostgreSQL for recovery.

* Starts the database service.

* Replays the WAL segments to bring the database to the latest possible state.
The command will wait until the database has fully recovered and is ready to accept connections.

o Ensure you have a recent base backup and all necessary WAL segments in the var-
pgsql-walbackup volume before performing a restore.

4.4.7. Disabling backups

To turn off continuous archiving:
mgradm backup db disable

By default, this command disables archiving in the configuration and restarts the database but
preserves the backup volume.

To also remove the backup volume and all stored backups, use:
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4.4. Database Backup Management

mgradm backup db disable --purge-volume

o Regularly test your restore procedures to verify data integrity and ensure you are
prepared for a recovery.

4.4.8. External documentation

For more information on PostgreSQL, see PostgreSQL 16: Continuous Archiving and Point-in-Time
Recovery (PITR)
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£ SUSE Multi-Linux Manager /1, @EHAEMEEN FEE, BEM@EERIRERFRE. REAMNEREH
N4, FEESHEAXNEMBERS. REFPRERIEMBER, ZRLRELEEXNFEBE, X
BRARBERBHRES N AR LNELERBTRMAEE,

W BEEREERERIEMIRGE, BERE SUSE Multi-Linux Manager REVETFEE, G-EBFRAE %K
#EFHETE SUSE Multi-Linux Manager BUEER, A LUERSEMBEXKNEERENMEERE. AETMU
B IR AN EEE, BXEEFEPRNRGREER iR,

FFIRRBEEIRE— M EAEE, A5, FRGEDURENENSZEMEEREERFEEXKHEEESD
BRI B

SUSE Multi-Linux Manager {eff T IF SN EEE, XLEBENEIRM TIET SUSE Multi-Linux Manager Fit
FH—1), SUSE Multi-Linux Manager BIE2RMNBEERERAEBESIENR, MITrIUEEMEEEINE
EXEE, NMREREREPERBECHNRGE, TUSIBBENEE, BEXBEUAERMEE, &
TR LU e 5 M SR EEE X E,

BXOIEEEGREMIFAEER, 52 M Administration > Custom-channels,
-~ A 3 V.’
5.1. BEEIE
BINBERT, EEEFPEHAIUERFETITIRER, ErILUER Web Ul 3@ E AR,

SIE: PRETIRE FHEERF IR PR
1. #£ SUSE Multi-Linux Manager Web Ul Hf, FH1E 8 > BEFIR, HIXZFEERIEEE,
2. RESAFEITEREE S FiEh QESEAPEERAF AT LITALEE, 25 [ B | REER.
3. SMELTAEED, HRIEFTEEFIEVEHEERF,

- A3
5.2. HlpFiEE
BILAM R QIR BR AR R R iR IE
SIE: MIPRMHRIEEE
1. 7£ SUSE Multi-Linux Manager Server ERI7EsR SR T, L root B A5 AT BARMRE@EE, Hi2T
TERIFRAYEE

mgr-sync list channels

2. MFRIEIE |



spacewalk-remove-channel -c¢ <@i&E®&FR>

© BXRMEFHMREENEMESE, 52T Administration > Removing-channels,

© BXMBEEEENES, 527 Administration > Custom-channels,

N s
5.3. HENXBE
HEMXBEEEEEBCEBR N GEaNERE, AR U ERXEHRGEaNEEEREHFENEP K. B
R(EIREEBIEIFIE R (E A E = FE N AR a4,

ATREEXROAE. EENMFEEXBENESAT, EUIUREEERSNA e ZMERBEXE

i,
5.3.1. SIB BE BEMEFRE
HAREECBE LA, FREBFEXEIPNEMEE, UWRBNATERBLEEE,

MREFEREENRHELEEFTFHRAS L, AILUEZEEX FREREERE(]. FEE SUSE Multi-
Linux Manager Web Ul REEiEE, HANRHECIEMEERE, ARRKZEERREIRS.

o FEEBEPERHES TP RAAIREN FEE,

MREERERHNBRMONRAE, ALERENEESEFARMEE, NE, EFXUFEEGBERANE

hitE@IE,
giE: QEBAENEE

1. 7£ SUSE Multi-Linux Manager Web Ul /1, SfiZIE4 > EIR» &8, AR
BB [ oliliE o

2. EepnegEstlm L, AEEEGZ (a0 My Tools SLES 15 SP1 x86_64) 7l
PR (f51%0 my-tools-sles15sp1-x86_64) o IRaA~ BRI AEFER,

3. TEsEE TR R HIRFARXAVEAMEE (/40 SLE-Product-SLES15-SP1-Pool for
x86_64) o RN EIAEFRANEE

4. TEmem PRSP RIREE SR REN (140 xs6_64) o

5. RIBMENEE, EERARGZEAT. BENESRIA GPG FERPIRMAEM
FINES.

6. BB [oiEEiE o
B EEE N EEHIMIRSIEE., FSESHHNEEA GPG RIFRMa, MREEEREE BEhE

A% GPG RIFRVIHE, REEEARNTHIEE R GPGC R, G, AJLUETEEEERNTHIE? Ei
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MBRISBENEEFEEER GPG ZPTR, NEUSAFEEXE GPG A, B, M SUSE Multi-
Linux Manager Server L89a3$17#11T spacewalk-repo-sync:

/usr/bin/spacewalk-repo-sync -c¢ <EEFRRZZFR> -t yum

A S RN AT B T3 GPG BEA#HTIRE RS ., WMFKAFHEER, BENEXEXET,

Eiitl zypper RS NER (MNRERM) . Web Ul FigALLEINEE,
BXRXELERGNEFERCUATRERNAEN: FEURHARERE, BEMEERFSEL—RRM ‘&

1" o FRIUEMRSS (0BS) £MBIFIEMEENNEILER, NTEMERE, NWFERTHHANEEDE,
BRI,

HEeEMBER, MAREFBA GPGC BEFE, MREEREEXRHENNARER
ANFENEE, BSVEUHEPILFE, UERBLTRREZNNRYEE. NRREER
BARREENR, WER GPCRELRHREEN,

NEBEFESERRMMEFER, 78R Web Ul FERME SUSE Multi-Linux Manager. EiRAINER
SIRE T FTRENEEETIE. ErfEH createrepo # reprepro FTHEH#{TILEINE, FH mgrpush 713
$ RPM #XEEE, ML EOIREEE,

°* 5%  createrepo_c FIFES, 580 https://manpages.opensuse.org/Leap-15.6/
createrepo_c/

* HX reprepro HIFAEE, 158 M https://manpages.opensuse.org/Leap-15.6/reprepro/
g2 RINARFAETERE

1. #£ SUSE Multi-Linux Manager Web Ul #1, SAnEIEM > BB fiffzZRE, A
[FEA [ eufrerE 1o

2. TEoetterElE L, NZEEEREEIRE (I8 my-tools-sles15sp1-x86_64-repo
) o

3. TEfgE URL FEEH, 1IRMHEE repodata XIFMBE R (FI40 file:///opt/
mytools/) o BILATEILFERPFEREAEMIF UM,

4. BUHIEF asessnie BiEE,
5. Bl MREHNEEEEERFIFIIPEMWIE, HEE SSL FE,
6. B [ eIEiEEE .

REERFENEFEEPEERZLRMET “key” B, AREEETRLARTE, OBS LMBIFIEMEEERE
XiER, B Z2H OBS fRpVRER S METFEH ML,

NREBFERANBEERAES GPG i, EAILBECRME— GPGC ZHAHFHEESNEHF. NREFER
gpg YT T EIBEZHASA Ivar/lib/spacewalk/gpgdir AR, ERAEFMEZZH. BMEEFET chroot IFiE
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]
(mk

5.3. BEX

, BERAREFZER.

212 £H GPG RiARIBM G- EEFRE
L AL, BTFREBEHSABRRNGSR!

mgradm gpg add /path/to/gpg.key

2. BXIFMEER, 152 Client-configuration > Autoinst-owngpgkey.

o {EF uyuni_suite. uyuni_component 0 uyuni_arch BB EIN
Debian IFFHEEFE.
uyuni_suite

BWHEM, 1E Debian X4, kB L) distribution, ERALLSHFEILIETE apt R. MIRFRMELS
8, WERRBETGZ. MREBHL LR, WBHEEETNRAFEEEE,

uyuni_component

BANER. WWBHRABREE—TAMN. TEFILAN. —1 apt RIAFREESZ MM, EXTF Uyuni T
EWEX—R. Wi, BRI E N ENCERIRIEEE.

uyuni_arch

BANER. MRFHEE, WEER SQL EWNKIEETHEE T BAEREMRTF. WMRuyuni_arch5:&
BARREWALE (BRNEREEGR2THENH) , BELRELSH.

TERM T —LERA):

1% 2. Debian IEFmEiETF EM ST

e ##17/URL

apt IR1T deb https://pkg.jenkins.io/debian-stable
binary/

URL BREY https://pkg.jenkins.io/debian-stable?

uyuni_suite=binary/

apti&fT deb https://deb.debian.org/debian/dists
stable main
URL BR&Y https://deb.debian.org/debian/dists?

uyuni_suite=stable&
uyuni_component=main

o UTEX Debian BEEEXEANEEET https://wiki.debian.org/
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DebianRepository/Format#Overview,

EFEE XA
deb URI EH [HH 1] [HHE 2] [...]
Bign:
deb https://deb.debian.org/debian/dists stable main
B
deb https://pkg.jenkins.io/debian-stable binary/
NFE—WEMNAH, FBEX T —MREE URL + Eff + A iTENRRE URL,

g2 BiaFEESiHNEE

L adSMmEneg » 18 88, AREMENBEXEENRN, KtEE
FEHEIREI B E XBIE,

2. EnilgemElnf, BEREEDPEESIINZEENEEFERE. B [ FeisE

BElo
3. BABRT, RPIEZILENFR.

BEXBERPIFMAESR, EBM administration:custom-channels.pdf,

SIE: FECERARMBEXEE
1. #£ SUSE Multi-Linux Manager Web Ul /1, SfMFI&4% > #EFH, AR
EERER B E BB RIFINEH.

2. eIk ErmEy RP, EEEXEKEE, NRFE, ELERE

ZANMBEE,
3. B [ EmEEEsh o
5.3.2. BEM@EER®
N T RGTEE T, SUSE BB TR B B uR B B B E RS R,
BINBERT, CORNMEEEEEEEMRS. AR, EUTERTEELERS:

e 7£ Ul heE{E M spacewalk-common-channels S iEFERMNEEEG
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https://wiki.debian.org/DebianRepository/Format#Overview
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administration:custom-channels.pdf#custom-channel-sync

° EHITHEMES mgr-sync-refresh-default B2, XERFENFAE BE XCEEMEN EEE,

ERRHILEIAITA, BTE [etc/rhn/rhn.conf FIZE :
java.unify_custom_channel_management = 0

XALEIERE, BA=BTRY, BEfEENBERGRN, BFE:

o BESEMEIRSERFHES [ LBRAY | RFHED ZEE.
o TEfEFREET-RPIREBHEY BiERH.
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Administration > Content-lifecycle,

diE: EHARESHT

1. £ SUSE Multi-Linux Manager Web Ul /1, SMZIRAEGEL > 3523
AT [ elidies o

2. TEdEnamF RPN ESSNRAT. H1, aanszers,

TEdiknsnFERIRFEGT @NEM o

> w

TrgRsF P iEFEET,

o

TaugBFEE NN sUSE-15-2019-2071, FAEIER s,
6. B (g UFEEIZIDIEES.
. SMAIRBEGER > MBHMNFRDEFENINE,
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8. BB [ %ptdise/mintERX], AGREEasnzzes T,

9. BE [R#E .
10. B ) IEFEFR,

7.7.2. BEFBE A B4 EEE
SRHENERTRE, ErIUEHRTNEBEAERR,

giE: EiEsAE« A
L EmesTREP, FLESEVEHESN TR, &, eIE— T Hdiss
HENI B AYEKo

2. RERE A LUE suse-15-2019-1807 BUHERRIT S 28 510 B g xEBL, RIRER—
NN T BT LB E i)

3. BEEAINE s Sz RE. RMIABEEZZAMT,
4. EFEIEUSIEEE TR T IR,

7.7.3. @3 EAHEFMEIRINE
AT BUEEE T SR LS E v SEEHMEAMIIRIE,

YEEEERALREMNN, FEIR—LEEEEI

o KIERELNRG LERA—ITRZRT, KREHRRGESKHERZ—ERE.
¥

o LEMEEFIEN—THT (T,
o ° EHRRE— ¥7§IJ¥J'T+ET1P“$I‘I7§IVE’J’§ AT RETREEISITE. XERZ
HTHIHSERMEANN TR, REXEHTE, FEE T —EFRZAELESISRS—
Ro

REESBERENZMAILECRITE LA T Eifo

FLATENIRIANT iR  ERTHRRIZRES T Hei R BRI E B A%
#To

7.7.3.1. HIFRRZAR ARSI &

FbRBI, S8 FER  SUSE-15-2019-1244 #T EHENAS, W TEE  kernel-default-4.12.14-
150.17.1-x86_64,

Z=EHRFTE 8313 kernel-default 1 kernel-default-base F9% T o
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diz2: HIFARRARERERE

1. £ SUSE Multi-Linux Manager Web Ul F1, SfiZIRAEHELEE > 388
HERT [ amdisgl

2. TEdERamFERPRNTESSNATR. U0, #HsmsiEaAT 4.12.14-150.17.1 &
B,

EidknxnF EEPIRFNT (8aRHa) -

> w

TE R F ES P IR A A Fo

o1

EpraafFER PN kernel-defaulto

6. Leave the Epoch field empty.

7. TEaF RN 4.12.140

8. TERTHF RN 150.17.1,

9. B [Re] UEMIZITIESS,

10. SMMBRTEHGRAL > BB HEFENIE,

11. B [ BT a8/ RRpRT IR 2B |o

12, RN AT 4.12.14-150.17.1 WEkEE, AT [BE ]
EE31 kernel-default-base B EE IiTiE,
BF [MR]E, SR NINE. FINEaRRATRS FHRRERANFTERZ T,

o FRERIZRAEERZA T EHRERERR. REREHAZAERITRIIFRHE -,
ENRZAR Ao

LA S SRR B ahFepl b i2, B XA A SREHEANT IR SIRIRAVIFAES, BER
administration:content-lifecycle.pdf,

7.7.4. HREISCEHE R AU IZAR 2
BERIZIRA NS EMU AT R —E, —F/5, CAREHALLNRIL. BRTUTFREEN:

212 UNHRFIFAZARZS
1. MEEAREIRIZIRE, F190: 4.12.14-150.32.1

2. BIEFHBINIZARAT IR S,
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administration:content-lifecycle.pdf#filter-templates

3. BRBRFTE AL LB MT S s 5 I BY X EX,
4, KEEFTRIARIZARZS DS 280
5. B 1w UEMWEIFIR,

W, WIMIENERHXEXLA TR TIEEE:

o ? ELEHEPES reboot_suggested KEFHIANT
© AT ESIE B H B 7R installhint(reboot-needed) BY%N T

MR EERARE TIMEMRNZRAERNFIERZA T, BFEERFRITAREESITRS. HIRZBNEXN
HN—%, EHERENAERAES SRISSiHE AL IE2R LA,

7.7.5. AppStream i3

ERBLEGARBENBR, EeILUGER AppStream TS BERUMEFERRNEMMETE, Ak, Zd
BREBRUERBEEEED, HREERTHIE. FJLUE SUSE Multi-Linux Manager FRE&EREMER
B — 1 e ARG REE .

(5 ) Ritt, EERA AppStream fiEfzE, F—EIFBFRMUILITIE,
AppStream T IEs G EE B O ATEBREFETNE MESR, GRS NEIEERIER S MERT.

NREARTE CLM BB AppStream i3iE2s, NERIGRPHERTHERRIFAE, HEBREEEER
EHEFERRIR TSR, REE CLM MBHREDBEH— AppStream TiE2s, FIEBITEEEMIIZIRAENR
17

ERLEERT, BB EMEENEEE, MAESErERNRGE, E;Li)hlttEE’J, EFHIT_EEE%%% (

BRIERWK) AN AppStream TiE2s. XEEMMEEETRZAFREER, IHKEIEEEEAT Red Hat
Enterprise Linux 9 B, X#HEFimASEIERRNBIARAIIEEEEERN .%%)uﬁ%?ﬂ" ?ET#B’J AppStream
fEERER,

EfER AppStream 528, FE—NMEAERUEEFE (6190 Red Hat Enterprise Linux AppStream) £
CLMINH, TEHFEZE, ERRESMEINERERTR.

i312: M AppStream iZ3iEzS

1. £ SUSE Multi-Linux Manager Web Ul 1, Sfizl{&M Red Hat
Enterprise Linux8 8 9 CLM B, MREEZMBER AppStream &i&,

2. B [enmdse ] FHERAUTSEC
PR upst: ety e ek YN POt 3 e v

TEdmeBznF ERRIRFiER 6B -

o
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ErmsFEEPIEEST,
e F ER P ENEIRZ R, B0 postgresqlo

ERFERPBNFAFERZN B0 10, MNERFGUFERE
TRIRBIERIA TR

3. BB 1gE) LRIEFT RS,
4. SMMEIABTEGER > B HEFENImE,

5. BB [ XBGTRE/ MRS IR R |, IEFEBUFT AppStream idiE2E, AREE [
R 1o

H*

=S virs ==

BT LAE R8I/ 4RiB S8R 2k SRRV IS THRE MR SR (BB BY AT AR IR IR 7 | R AP — TMEIR,

D12 FE A RIRRE

1. ¥ SUSE Multi-Linux Manager Web Ul &, Sfi2/&# Red Hat
Enterprise Linux8 8, 9 CLM B, MAEREEZMMBER AppStream &i&,

2. B [enmdiss ) HERUTSEC
TEwsanT PRI IRENE T
TEitigsesen F ARt mm GR) o
ErmsF RPitFEes,
3. BEnmuames AEEMAERRIBE,
4. YR LU SRR T -
TEapen TP, FRBANEERIRIRETR, HEMTIRPIERE,
7 ERTET, FRBAEERIABT, HEMFIRFEE,

o QRN SRR AR EE, EER@EEAZSTIEE—LRT, HEFEX CLM Jigr~
EEAIR,

BRIUAZEEEBMEFERIEAEMRRACIZEING AppStream FiEER. = BB EEERFTHKH
BOEATRIR R

o BNOARBIEER PRI, FRENVERKAVEIRT. F190, ME—MERPERF R
BB
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. BRERK
. £ SUSE Multi-Linux Manager Web Ul 1, SfizZl{&# Red Hat

Enterprise Linux8 8 9 CLM B, MRESZTER AppStream &g,

. B [emss ) FERUTSE

Etenam T ERPENIEIEZZ R,
TEdmznFER IR FiEn 6B -

FrRaFEEPFIRFEE (ZmiERk) -

. B 1R IS ERS.
- EMIINBESEARR > MBHIEZRENIE,
. B [ e misidise s |, SRS EFT AppStream IJE2E, REBETE

&%= lo

EHESBMMBITEFEREFERTIRE, HHRE TR R T .

HEREM Web Ul FREY [#93 ] #5102 CLM BN, BfMEFEEEFESEMRRNENEEE, Ehes
K EEERIRAEVER B

o £ Red Hat Enterprise Linux8 MEHTLEZARRUARESBIMEIEERE, AAE

Red Hat Enterprise Linux 8 7, FHLEEHRIF RARBRIEITE R IR,
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Chapter 8. R H=E

FEFIREREFRE THRMAE, RAEBRERME. XA UEMT RRIRIZAFERERAE, MM
IR D HERRBY ES (5 FRRYBT ]

8.1. BAAZSETF

EE] U EIERMNMALFHARE R, 7£ SUSE Multi-Linux Manager Web Ul &, SfRZIEIR > ALAUEETR
HAMTYIR, BEEMRANEN, AEEHBRAEERTEUATIARFNE R inEFRE SR,

[ ) FEMFA SUSE Multi-Linux Manager 12 R & H B R SEQIR M EAR,

WA LIE SRR F@iI4RE [etc/sysconfig/rhn/up2date H AN RE TE—1TRABRREHERE:

stagingContent=1
stagingContentWindow=24

stagingContentWindow Z#ELUNRT AR EME, ATHE FRAINFE. EREBSTHNRENER
BHEIA/ N8R, FELTRAIG, ABBEREREZEIM 24 /N TH. FTHABREEURTARIERNEERS
o

T—R=HHEFE, B THERZERAE, BETHNRERESFIREE.

8.2. iBEARE=

BRI SHATEENESF:

* salt_content_staging_advance EARABRHFNEFIGZ AT I —EE], UMY AR, EEE
BREAENEE, S XEERTEIFEEIR AT EHREE,

* salt_content_staging_window ERAEFETERAVRIEETE], LUNET AR, XETRLZEABZAIER
s U R B B TR Y —EX B El,

g0, NS salt_content_staging_advance IR & 97/)\BY, salt_content_staging_window i&E A% /)\BT,
M 12T ERTE R (B R Z BI897V BTG, FHFEM/NET, EREFIBZ RIS NIRRT S TEHE
EETSES N

WNEREH salt_content_staging_advance # salt_content_staging_window i&EERNNE, METLUERE
FHAZ B T EREE,

7£ /usr/share/rhn/config-defaults/rhn_java.conf FEEENFEF S
EININIEH

* salt_content_staging_advance: 8 /B

* salt_content_staging_window: 8 /B
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8.2. BENAHF

o BB RABEES L ESHIER TR
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Chapter 9. BrFF&EIZAISE
T AR SUSE Multi-Linux Manager iR BEAMEY, &0 UTEMAEZNIFRRERE.

£ SUSE Linux Enterprise 15 f1EEARA L AT LAEAMEFESRER TR (RMT), RMT X TITREETA (SMT)
, FEEERIAR SUSE Linux Enterprise REHA A,

TERTFEREA SUSE Multi-Linux Manager i&&™, RMT =t SMT fERIMIBMLLERES] SUSE Customer
Center, FRAEMMEEMBEEES2RDS DATEEMEIEE. 2G5, AIUERZEESEEMAEEN SUSE
Multi-Linux Manager &%,

HIE B AIEERY SUSE Multi-Linux Manager 23R BB 1E M AR EIZ AR A IR E AR,

o 1B RMT 3§ SMT 24T T EIZE T SUSE Multi-Linux Manager Server, EXREERT
BIRREXEYS — RMT 3 SMT £,

BX RMT BU#EER, 58N https://documentation.suse.com/sles/15-SP7/html/SLES-all/book-
rmt.htmls

9.1. M SCC A @iaHiEFRE

9.1.1. F¥ RMT

BJLATE SUSE Linux Enterprise 15 3£ RMT KEIRIZTT SUSE Linux Enterprise 12 S{ESRARIZ A
o

BATERWE RS SUSE Multi-Linux Manager £2£18 B — 1N & B RMT L6,
di2: 188 RMT
1. 7£ RMT 565l %% RMT 3482

zypper in rmt-server

2. f£F3 YaST ECE& RMT:

yast2 rmt
3. BRI TR,

BXIEE RMT BF4HMER, 580 https://documentation.suse.com/sles/15-SP7/html/SLES-all/
book-rmt.htmle

i232: ¥ RMT 5 SCC A%
1. 75 RMT 2k, U RE4BLRa] A = S
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rmt-cli products list --all
rmt-cli repos list --all

2. EAFEBLR A BB ERN:
rmt-cli sync
XA LAEHR systemd 3§ RMT BBE RN ERRY .
3. BRFENm. I, EEMA SLES 15, BIE1TU <!
rmt-cli product enable sles/15/x86_64
4. RERZHIIESHEATENEE, FHR6F, FEEERNERMEN /mnt/usb:
rmt-cli export data /mnt/usb
5. BERANEEES DRI R EEFME:

rmt-cli export settings /mnt/usb
rmt-cli export repos /mnt/usb

(’ HREIEEESHE] RMT BRESWER, BJLUTE [etc/rmt.conf BY cli ZoAHEN
RMT BFI&E,

9.1.2. @¥ SMT

SMT BEREMI7E SUSE Linux Enterprise 12 A, mJFEFEIRIETT SUSE Linux Enterprise 10 S ESRAHEF
iiio

SMT ERETE SMT LIS — ARG B R U D iE 7 R 6o

BXREMEEE SMT HNEZAT, 58 https://documentation.suse.com/sles/12-SP5/html/SLES-
all/book-smt.htmle

22 IESMT 5 SCC A%
1. 7E SMT 2k, Bl —MEEE RS

smt-sync --createdbreplacementfile /tmp/dbrepl.xml
2. BRERSHNEES LR TEEME, FLHRGIR, FEEERNERAIE /mnt/usb:

smt-sync --todir /mnt/usb
smt-mirror --dbreplfile /tmp/dbrepl.xml --directory /mnt/usb \
--fromlocalsmt -L /var/log/smt/smt-mirror-export.log
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curl https://scc.suse.com/multi-linux-manager/product_tree.json -o
/mnt/usb/product_tree.json

o HREREINEEFEIESE RMT BRI EE R, BJLUTE [etc/smt.conf HIEEER SMT A&
=8

9.2. WEEE

= EBFMERAY SUSE Multi-Linux Manager EFin TEI@i&, 7 #:fF SUSE Multi-Linux Manager BEfBRIF 44
EREE, NRAKBRAXLEEE, SUSE Multi-Linux Manager AJgE TS A4 M EIZ ™ Sho

BITUTHLEAXLELFENEE:

SLES 12 fIEFE™=m, 5190 SLES for SAP 5% SLE HPC
RMT: rmt-cli products enable sle-manager-tools/12/x86_64

SMT: smtrepos -p sle-manager-tools,12,x86_64

SLES 15 fIEFE8™=m, 5190 SLES for SAP 5% SLE HPC
RMT: rmt-cli products enable sle-manager-tools/15/x86_64

SMT: smtrepos -p sle-manager-tools,15,x86_64
AEHREEEHSH.
AILBREMRITEHSNEREN, BXBRERGNTREENEFENFAER, BESIXHY:

RMT

https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-
mirroring-enable-disable

SMT

https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-
mirroring-manage-domirror

9.3. FEXMIARSS 23

Z 4§ SUSE Multi-Linux Manager I E N REXMARSS 28, 1512 RIEEEBEBH0HBHIRIE,

9.3.1. #iE

BN E IR R AYBRIGIE A EX AR S5 23 2B A IMAL (VM)o 30 T #Z SUSE Multi-Linux Manager BRZ528HIFR S
ZEH, BES MW Installation-and-upgrade > Container-deployment,

FAER, WITRE— T HLREES --mirror &I, HI§ </media/disk> B N @R =
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mgradm install podman --mirror </media/disk>

9.3.2. A%
WMNREBMET SUSE Customer Center #UIERIRTEIE(A, ALIERAERBET REMIRS 3.

g BTFRZPNABEEGITIEATER —HEHR LRI A WMRKEHFMERE, BREMAL
BT, ENESEEHERT.

di2: EPFERFIRSS 2

1. /3 Tomcat BRSS:

mgrctl exec -ti -- systemctl restart tomcat
2. RIFTZSHEEHE -

mgrctl exec -ti -- mgr-sync refresh
3. BITEY:

mgrctl exec -ti -- mgr-sync list channels
mgrctl exec -ti -- mgr-sync add channel channel-label

EER, WMRIKET server.susemanager.fromdir, SUSE Multi-Linux Manager &7i%
W& SUSE Customer Center SFRIEREER. Rk, RAZEBT—TESEES, MA
H1T SCC BXAIHEE,

MNFAEMIRE, RE—MAEREMRRSRBEEY (ISS) ARSISBZEEFRET. EXFAES, BEL
Specialized-guides > Large-deployments,

o5 st100m Pp——



Chapter 10. (2= 6| E1E

AR iE R EPTAES TS SUSE Multi-Linux Manager #UBEERIXAHEMERTERN, EREBRT, XMl
Ea =

SUSE Multi-Linux Manager RisiEFLEEH R TA#ETE, S UENZHIENE RMEIENE S, A%
B#R7E [etc/rhn/rhn.conf ECE X HEE,

HENZEEERNTATERTESHEN, SNERENEFEHFILLXE—FER, HEERTTANSE
H__\_%ﬁﬂ]o

10.1. Monitored directories

SUSE Multi-Linux Manager BUAGIEUTER:

e /var/spacewalk
* /var/cache

° [srv
EaT LUfEF spacecheck_dirs S EXZ BIENBE R, JUIEEZ I BRHBATKREES IR,

folan:
spacecheck_dirs = /var/spacewalk /var/cache /srv
BXENFMEE, 5S0 Installation-and-upgrade > Container-management,

10.2. &

RINERT, YREEESRNTATEDTF2IBESTERN 10% BY, SUSE Multi-Linux Manager =8EZE,
LR EIEE RN ATEMR T 2T ATEN 5% B, Sel2XxBER,

EA] LUE A spacecheck_free_alert A1 spacecheck_free_critical 23 E XL ZIRFE,

fplan:

spacecheck_free_alert = 10
spacecheck_free_critical = 5

10.3. Shut down services

BINBERT, HAZXBEIRFER, SUSE Multi-Linux Manager %4 spacewalk RS,

&R LUEA spacecheck_shutdown S EMULIT R, true BRAXFINEE. TRIEMEZEXFATIEE,

886671 / $£1905T 10.1. Monitored directories | _



fplan:

spacecheck_shutdown = true

10.4. Disable space checking
HNCBAZTEKNETR, EAUERUTHST2EAILTA:

systemctl stop spacewalk-diskcheck.timer
systemctl disable spacewalk-diskcheck.timer

2 spacewalk-diskcheck.timer 5, IRAZNERFE, BELELAXZEHBFIHER, EE5EMNN=E
REERIUEAITNER,

886701 / ££190T7



Chapter 11. MG EIR
11.1. BR{GHZEBLA

SUSE Multi-Linux Manager A2 A EERWERBNIRFRARG, HRBEFRIEEEIMRGEEFHER.

2. MR
L. EXBRGIFEX
2. EX—TIREEEXHHFHEHSR (git EFEXBR) BAXEX.
3. MR,
4. RIRGHEIX BRI IFAE

SUSE Multi-Linux Manager Z#FmfdiEZE! . Dockerfile # Kiwi, Kiwi IWELEAATFHWERSAMEGE. E
BRR AN EL B R

Kiwi IR RBIIRETFEX BT E X srv-www EFEI— I XH RSB Ro

BRI M https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME T#,. Hatli&E
AIERGIFAE S TETER,

11.2. BZ3IR(&
11.2.1. R

A E3NBEE A FIiE1T SUSE Linux Enterprise Server 12 SiE&hR4HY Salt BF iR, EHIAZEI, BRFERERIF
IRHEUTENR:

o —MEE Dockerfile FMEBHANEALRH git HEFEE. ZBEEFEEATURLABRREAN, NITEE
GitHub. GitLab = BitBucket L,

o —PEMEERMRGEFMERX, 40 Docker B,

BXBHIFMEE, 15BN https://documentation.suse.com/container/all/html/Container-
guide/o

11.2.2. SIEEMEEMN

ZfEMA SUSE Multi-Linux Manager #ZM&, EFEOIBHEE—MIEEN. BRWEIENZIEIT SUSE
Linux Enterprise 12 S{EmhRASH Salt P ik, AT SESTRATEENMBEE.,

R EN ERIRER RIS BATIRIR R IERFILEC,

o 530, 7£i517 SUSE Linux Enterprise Server 15 (SP2 S{EShias) 12ERShRASHIMEE

#6851 / 1907 11.1. Bgtozeiei | [SUSEMUIGRURURMENSgero
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FHEHWERTF SUSE Linux Enterprise Server15 BIBR{&, 7£i31T SUSE Linux
Enterprise Server 12 SP5 3% SUSE Linux Enterprise Server 12 SP4 12{ERFhRAHIIE
FAH EHEETF SUSE Linux Enterprise Server 12 B9BR{%,

FRFBERREEE,

£ SUSE Multi-Linux Manager Web Ul 5, $#iTA TS BB EMEEN:

g2 WMEEMN
L Z&4% > REM S IEPEREIEE R ENR Salt B ik,
2. EFMEE FisNReas UHTIERA SRR, SMERYE > RFBEH SR

BDEEIR (580 SLE-Module-Containers15-Pool Fl1 SLE-Module-Containers15-Updates
) o B [F—5] LKL,

3. THiwpmeEs, AGEE [#Al

4, Mag@siEDlRHIERBETIE, HMmmzgxnd| RO S Aasmen, A
BT (E=mEt ] UL,

5. WIS Highstate REFIBEMENRHEE. ERZHA AT RHIEZRIRE >
Highstate, A& [®A Highstate]l, &, M SUSE Multi-Linux
Manager BRS52388 L 1TR A Highstate:

salt '$your_client' state.highstate

11.2.3. AE KB LIEHFEH

i#@id SUSE Multi-Linux Manager #289A 28 e AEMZIRGINEAMEERE XX EFUERAEE, &TRFE
SR BREIE— MR EEE R,

o EMERs, BE— N 5@EEXBKIEEERER, BZBERER SUSE Manager
Default,

diE: SIEEERR
L ERRS HEEH.
2. B [eREs o
3. WApmilzman, R THERREERES ILE AKX XA RatEE,

4, B [eEgsEEsn ] ik

BXFMEER, 152 Client-configuration > Activation-keys,



11.2.4. SIEEMEGTEHERX
WEMNFIEMUEEISHIXTIIEEEX, ~ATESEXEMEGEEXMNER, MEEEKEBEITACE,

2R SIERMMGTEER

L RiEmRR > FEX.

2. BRI HTFE,
TEefx s 7 g I E 23R8,
ErsFERPE XBEGFEEX N E .

5 BIIEE vr FERIZMHEMECENREE, ZREAFERCEIN (TLR
WEREEINGR) HISERPRE® (FQDN),

> w

registry.example.com
©E URI XA AFIEE EWRERN € EPIMREFEX,
registry.example.com:5000/myregistry/myproject
6. B (e ] LURINFTBURFiEX,

11.2.5. SIEEBR{GED & X 14

FiE ARG HREEREMENBRNRGEE X 4HEEN, ATESFXMEAR SUSE Multi-Linux Manager
Web Ul BB D E X HHI(E B

2. SUEMMKECE X MF
- BEIBMEEENY, BEEREGH BEXMH, ARRE (o],
BT RS reF R MHIRMRECE X 4R T,

—

N

o NREHN B 2SREIRIC KA LEMATF myproject/myimage BITE T
, IBRFRENMGEEX EE URI 25 /myproject 5%

w

. {8 pockerfile {E/Imrigem,
. R THERE M emmeraR FERPIEFENCE,

. TEeFEE, N GitHub. GitLab 5% BitBucket 7% URL, %E&12t
AUEWEINMNEME R, % URL WiZZE nttp. https XSS HIIE

N

(&)



URL, #1532 GitHub 3¢ GitLab fi#%FE, FRAMUTERXZ—:

GitHub &f2%EI0
° GitHub BEP B ETZE

https://github.com/USER/project.qgit#branchname:folder
GitHub BRI B 17 %

https://github.com/ORG/project.qgit#tbranchname:folder
GitHub <h# S 303k

INRER git BEEEZTHR, BENEREXFR URL LES 5K
iE. AL URL #£30@E GitHub S hE# TS 9 I0IE:

https://USER: <B{HI8IES FE>@qgithub. com/USER/project.git#imaster:/container/
° GitLab BRP TR 7R
https://qitlab.example.com/USER/project.gitémaster:/container/
° GitLab AT B 72/
https://gitlab.example.com/GROUP/project.qgit#master:/container/
GitLab <& {751E
INRIERY git MEFESTRANERRA AT AR, NEEENECEXHR
git URL LB ESHIIE. BAUT URL BB GitLab SHE#H1TS

5 :

https://gitlab-ci-token:<
BIIE<hE>0egitlab.example.com/USER/project.git#master:/container/

MBERIETE git 932, WBIALME master o MWRK
O  IEE folder, MBREIR (Dockerfile S5) FHAMF GitHub
g GitLab checkout 3 ZHITRE R,



6. ER—TuEm. AUER ARG EREIE XM EGIEKEI EHATSE
B

RAUEZ RS MMRECE X FREXfE, PTLRRERIZEIEX
0 RV IR EGER = A MR EE U 2B E R
Lo

7. B e

11.2.5.1. 75l Dockerfile i&

https://github.com/SUSE/manager-build-profiles &% T RlEE FEANMIKERE X4,

ARG S HFMEMMIES SUSE Multi-Linux Manager I2{EMIFTEE7ZEMXEL. ARG
SEER A FHERRFAZEENASZFRA SUSE Linux Enterprise Server hrZs#9y SUSE
Linux Enterprise Server BR{&hR 7S,

o f540: ARG repo SHULISARMEMEFEX MR echo s S BIRIEMAIERE, ARKEINE
PR B8 A BB TF S o

7RISR B RGECE XX BV BUE R AR E,

FROM registry.example.com/sles12sp2
MAINTAINER Tux Administrator "tux@example.com"

it Fe4: 5 {productname} ECE&FERATEEXLEST

ARG repo
ARG cert

# AINEFMEGES
RUN echo "$cert" > /etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT.pem

# EIRNEBEEEME

RUN update-ca-certificates

# B HEE RN EIBR{E

RUN echo "$repo" > /etc/zypp/repos.d/susemanager:dockerbuild.repo
Hi# £5K: 5 {productname} ER&{EMAREEXLLT

# ARINFT e
ADD add_packages.sh /root/add_packages.sh

# TITH Rk
RUN /root/add_packages.sh

# R[5 MBRR R PR ETRERR R
RUN rm -f /etc/zypp/repos.d/susemanager:dockerbuild.repo
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11.2.5.2. EABE XE S R{EXM{EH Docker buildargs

ERILEREEXERBEXN, B EERBKEMEEEXH, b, XEREXMEIERN buildargs {ZiB4
Docker ¥ <,

BEXTHEEXEERMCIZEMESRINFMES, 55N Reference » Systems,

11.2.6. ¥93EM{&:

AEIAM A ERE, F—FARNEMEFFEEIE. BRESEN: AEMNSMEREERG > w8, 52
RG> EEEXXHIIRPIEEER, AGKRRRIZIRIERIE,

SiE: WERE
LRG> 193,

2. MRENEERRINBHRE ((REFSHEX) , MBEAEMRE, 15
ANNARERIARIZ R R,

3. EFmanRE e fugEin.

o FERHETFRANNEExHE, EEERNREENH
&, BXRFMAREXHRIFAE SR EREL I,

4, BELHWE, BRE (wel iRH.

11.2.7. SAB{&

FHREMRENARRSNHAREERRE, AAFEN: TEMNSMIEPEZIRE > BREFIR, HEESA
IHIEERRISANE, RETME, SABREREERERGTIRTE L.

21 SABEG
L. EBR{5 > BRFIRP, B [SA] T FSAmEaITIEE,
2. TESABEINEERIES LU FFER:

BR{GTF A
EMAPREREEITIER B,

B {542 R
BERRGRIZ,



BR{ShR 2
B ERBRRBYRR S,

MEEM
FFHIEXA ERRGRIAEE EHo
HEETA
HEETH, BREBTRERGHNIRGBEENEKRZR.
3. B 8$A] LA
REENS7ESRZER SRR, FH7E SUSE Multi-Linux Manager = ZHHE IR IZIE,

WIBTERRE, TR UTERGFIRFIZIES ARG, EEMEYPERT — P TENEL, ERZREES
)\o ‘@E{LX?:EMT%E’\J%%%@T‘EJ:E |JEIJ\‘_|')\H9€{%E'J;|*IL.\.*7RO

11.2.8. Z§t

11.2.8.1. &S

BSR4 (BCl) MHERTEITENMERMG, BRTF BCl AEEBLRE, SR FAaMHEEHTIRERR
HHIFTE TAME,

EIRERBREGE, EoIRSBIRMNTREIRER:
libssl.so0.1.1: cannot open shared object file: No such file or directory

BCl &5 A THERSMWEINLER Salt MALHITREZINIAEMTR, BNREFEEZHITHRE, N
WA AN E BB PR RN

AT R R, ETUET Dockerfile RE RN libopenssl F EFTHHEMIE,
i85t libexpat t2AESSIUEEH AY,

11.2.8.2. —BRiAEE

THEAEMRGINEFEEN—LE R :

° BFIFRIEER git EZER HTTPS IEBRLEE B E RS X HEE R E F if.
o BEIRZIFER Docker #1T SSH git I4ia.



11.3. {E RS

BRERZMERE Kiwi WEZRAWE, HHRERTBENX, AILIE PXE. QCOW2. LiveCD SEMARIFIIR G

BX Kiwi MEZRFEMER, BB Kiwi 3,

11.3.1. R

The Kiwi image building feature is available for Salt clients running SUSE Linux Enterprise Server 15 and
SUSE Linux Enterprise Server 12.

HMAITE L UL E 2 —iA1R] Kiwi BYERECE X4 BECE M

° Git figZE
e HTTPE{ HTTPS ¥E& 1Y tar 31y

o MEFH EMAHBER

BX git REMTE Kiwi BEENRA, B8R https://github.com/SUSE/manager-build-profiles/
tree/master/OSImage.

o MFIBITEMA Kiwi WEARERARGHEN, EVFERM 1G6B RAM, BIEFIFEHEE
TEEVR T RGBSR AN BXIFAER, BERNRERFHIXE,

11.3.2. Accessing Git repositories via an HTTP/HTTPS proxy when
building images

When a build host needs to fetch sources from a git repository that is only reachable through an
HTTP/HTTPS proxy, you may see git timeouts during the build because the git client invoked by the Salt
state does not always pick up system-wide proxy settings (for example [etc/sysconfig/proxy or
environment variables).

To make git use the proxy for non-interactive builds create /etc/gitconfig with an http.proxy entry:

# /etc/gitconfig
[http]
proxy = http://proxy.example.com:3128
# or for HTTPS
[http]
proxy = https://proxy.example.com:3128

If the proxy requires authentication, prefer a credential helper or use a credential store instead of
embedding credentials in the URL.

11.3.2.1. Automating with Salt

You can manage /etc/gitconfig on build hosts through Configuration Management, the same way as on
any other managed system. Create a Salt state file and assign it to the build host via a config channel,
then apply a highstate from the SUSE Multi-Linux Manager Ul.

755/ #1905 11.3. 755 | [SUSEMUIRRURUONENageron
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If you want to source the proxy address from a System Custom Info field, use the custom_info: pillar
prefix:

/ete/qgitconfig:
file.managed:
- user: root
- group: root
- mode: '0644'
- contents: |
[http]
proxy = {{ salt['pillar.get']('custom_info:build_server:git_proxy"',
'http://proxy.example.com:3128") }}

11.3.3. BFFRM Kiwi BGHESZF

SUSE Multi-Linux Manager #H 72 F & 2809 Kiwi EMERSE, RMREBIAEIRR Kiwi TEM KiwiNG T
o

11.3.3.1. R EMNESRIRE

EERAEILT pillar RBEXEBZIRINTA. NFHITHEXEE, IFE Web Ul ASFEmenu:[RE >
BEXRFER] AREIZPIFNHE.

W RKEDERIDUR T REIRIERLTAE pillar &:

o ¥F SLE11/SLE 12: |BAR Kiwiv7

o ¥F SLE 15: KiwiNG (v9 KB 281k Kiwi 10)
BIERTBEI LT pillar i BEXBEBZINITH:
* use_kiwi_ng: 3&HEA Kiwi 9

* use_Kiwi_container: &HIEAREM Kiwi 10, INEEH, 1B EIEN 1o

11.3.3.2. RERAHIECE

%79 SUSE Linux Enterprise 15 EEBEX AR UWEEVEN, FSE#HITIHEERE, AN SLES 15 BENXH
K3 Kiwi 9, MAIBINITHER Kiwi 10,

J7tER SLES 15 e E XM EREMARE, EoIEX kiwi_image BEXEREE, FHgRELUTE:

° $: kiwi_image

° {H: registry.suse.com/bci/kiwi:9

MRKIZEIE, RAEBBNERRIARA (40 registry.suse.com/bci/kiwi:10.2) , XAAESE SLES 15
BO & 14 H B )L,
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11.3.4. BEEWEEMN

ZfFEMA SUSE Multi-Linux Manager MZE I, BIRHEEE —MIBEN. RIERSKMEGMEINZEE
SUSE Linux Enterprise Server 15 (SP2 X&E&hRZA) ZSUSE Linux Enterprise Server 12 (SP4 B shiiads
) EiBEfTHY Salt B .

3R s S BT TR E.
2 EN LRI RGNS BARREG _ERIRIERSILES,

590, 7£i5%7 SUSE Linux Enterprise Server 15 (SP2 B Shias) 12ERShRASHIMEE
FHEMERETF SUSE Linux Enterprise Server15 MIBR{%, 7£i31T SUSE Linux

o Enterprise Server 12 SP5 3% SUSE Linux Enterprise Server 12 SP4 12{ERFihRAHIME
FAH_EHEETF SUSE Linux Enterprise Server 12 B9BR{&,

T AL R RENME, §Ia0, HIIEIETT SUSE Linux Enterprise Server 15 SP3 £y
Raspberry Pl (aarch64 {AR4EH) MR FEH L Raspberry PI SUSE Linux Enterprise
Server 15 SP3 B,

i3#2: 7£ SUSE Multi-Linux Manager Web Ul iR E R4
L Z&% > SR EPERERE AR TN iR
2. SMBIRGAT > BHIETR, EPmmzagsn > grrgmgmaEns iTE,
3. B [mHmeE] BIA
4. SMEIRFHET > B > RHEE, RIEMZETVRAEBRENRGE

8o
o

SUSE Linux Enterprise Server 12 ¥ZEAHFEE SUSE Multi-Linux
Manager ZFimLHE (SLE-Manager-Tools12-Pool #[I SLE-Manager-Tools12-
Updates) o

SUSE Linux Enterprise Server15 MEEHEE SUSE Linux
Enterprise Server 1#EIR sLE-Module-DevTools15-SP4-Pool F1 SLE-Module-
DevTools15-SP4-Updateso

° TRERRERH, AT (WAl

5. BIENF Highstate 3% Kiwi MIFIEXFERMGE. TRSAT DIEFIEE
iR7S > Highstate, ZA[GE2 5 [RA Highstate]lo 3%, M SUSE Multi-Linux
Manager Server &5 %1TM 8 Highstate:

salt '$your_client' state.highstate
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11.3.4.1. SUSE Multi-Linux Manager Web RS 23 2 4F+ RPM

HWEEHNBEEIE SUSE Multi-Linux Manager iE+ RPM SEFIZIMZEEN. HIEFBATFIHE SUSE Multi-Linux
Manager IR HETF 2,

ZIEFH mgr-package-rpm-certificate-osimage T8 ZAITEE RPM A, ELHEEE SUSE Multi-Linux
Manager f#Aial= BahiA R ZIT 84,

HIEFHLR spacewalk-certs-tools 4B, ARAREFERABRERZITE/AE, B2, MRIEPREE
BRHAATA, BEARIETREER --ca-cert-full-path <iEBE&R> FrhiERIZITEHIZS,

11.3.4.2. $ERASE B RG)

/usr/sbin/mgr-package-rpm-certificate-osimage --ca-cert-full-path /root/ssl-build/RHN-ORG-
TRUSTED-SSL-CERT

BEIEHHY RPM G E7FE7E Salt RIIFIRIRYERF, Fa0:
/usr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm
BEIEHRY RPM G BE A MADE EAGETF PRt

/var/1ib/Kiwi/repo

EMERERIEEE S SUSE Multi-Linux Manager SSL IEHH RPM 46, HEREREHN
Kiwi B2& 25 rhn-org-trusted-ssl-cert-osimage {4 bootstrap 289 X B EE,

5% 3. config.xml

..;packages type="bootstrap">

<package name="rhn-org-trusted-ssl-cert-osimage"
bootinclude="true"/>
</packages>

11.3.5. JR{E R SR IR BB H A
QRSEE (FEMERGEHRERGMRE T ELRIEREEE) XRIEER.

BTRAACERAT SRR ER SR

() SHRBERSIG, REMESBEXHENIERATEN,
gig: IEEEE R

L £ Web Ul /, &R R4 > BiEEHR,

785/ $£1905% 11.3. 755 | [SUSEMUIRRURUONENageron



2. BEifeEes,
3. s maam, HER THIEEERESZZ XK EMEE,

4, B [eEgsEEsn ] ik

BXFEER, 152 Client-configuration > Activation-keys,

11.3.6. SIEBRGIFHERX
BIERARE TR SAABEHEE. BABRT, MEEHERLMER srv-www &,

BRIRZH Kiwi WEEHNATHRERARMER. EPBRMEH E R EFEEX,

o BREGCMHRIM https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-
NAME T, HIBRZAIERGFAEENETER.

11.3.7. SUERMMGETE ¥
{EFH Web Ul BIEMEERE ST,

B2 SRR E X1t
L BoIRMRECE XM, BTG BEXHTIRE, ARRE (0],
2. TEmeFER, RifnesmnssceiI BT,
3. M kiwi TE/ImigeR,
4. R =B hAEIRGFMHERX,
5

CHwAEE Kiwi BEXHNERE =8 Rl BIW, git URI (W
https://github.com/SUSE/manager—build—proﬂles#master:OSlmage/SLE—Micro54) o
HAAIREE HTTP 8¢ HTTPS 1 ERY tar 3EEigZ 41 LAt B Ro
BXIFAER, BERNATRERREINLD,

6. IRIEZEEMAN Kiwi #5, IR Kiwi BEXHIEE T Z I EEXH, 15ERH
--profile <name> I ESHECE X, BXREMED, FEW Kiwi XX,

1. ER— T asEEs. AUER A RRSEREIE XA G KE EHATRE
B

o RAUEZ RS MIRECESCHEXRE, LUIRRIMGE B E
FAIEMBYE @E A E R e
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8. BB (e I

AR TR
* IBEEEER git/HTTP(S) URL

ERAASFAR git fE7FZERY URL, ZiEFEE S EMENMREIRAE.
RIEMEFZERINE, 1% URL FIRER:

https://github.com/SUSE/manager-build-profiles
BILATE URL WY ¢ FRIEEEE— 170X MRFIFERT master 03X

https://github.com/SUSE/manager-build-profiles#master

AUE . FHEEEEESMGEFENE R, RFIERT osimage/Pos_Image-

Je0S6:
https://github.com/SUSE/manager-build-profilestmaster:0SImage/P0S_Image-Je0S6
* 8@ tar 3FEEY HTTP(S) URL
FEEIEETE Web ARSS28 ERY tar V31 (E483kE4E) BY URL,
https://myimagesourceserver.example.org/MyKiwiInage. tar.gz
* MEFN B RAVEREF

WMAEE Kiwi MERFFENERNBER. LEBROTEEENEEZEN L
R

/var/1ib/Kiwi/MyKiwiImage

11.3.7.1. Kiwi JERYT 51

Kiwi JEZ/DEE config.xml, BEHEPIXE config.sh 1 images.sh, RXAJUEEEREX root FERT
Y B L BRIG ARV ST 15

BX Kiwi WEREFNER, 1BE5N Kiwi S0,

SUSE 1 SUSE/manager-build-profiles 2%t GitHub B EFRIRH T IHEETT & HIBREIRIV R,
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5l 4. JeOS config.xml ;3=fl

<?xml version="1.0" encoding="utf-8"?>

<image schemaversion="6.1" name="P0S_Image_Jle0S6">

<description type="system">
<author>Admin User</author>
<contact>noemail@example.com</contact>
<specification>SUSE Linux Enterprise 12 SP3 Je0S</specification>

</description>

<preferences>
<version>6.0.0</version>
<packagemanager>zypper</packagemanager>
<bootsplash-theme>SLE</bootsplash-theme>
<bootloader-theme>SLE</bootloader-theme>

<locale>en_US</locale>
<keytable>us.map.gz</keytable>
<timezone>Europe/Berlin</timezone>
<hwclock>ute</hwclock>

<rpm-excludedocs>true</rpm-excludedocs>
<type boot="saltboot/suse-SLES12" bootloader="grub2" checkprebuilt="true"
compressed="false" filesystem="ext3" fsmountoptions="acl" fsnocheck="true" image="pxe"
kernelemdline="quiet"></type>
</preferences>
<l-- CUSTOM REPOSITORY
<repository type="rpm-dir">
<source path="this://repo"/>
</repository>
-->
<packages type="1image">
<package name="patterns-sles-Minimal"/>
<package name="aaa_base-extras"/> <!-- wouldn't be SUSE without that ;-) -->
<package name="kernel-default"/>
<package name="venv-salt-minion"/>

</paékéges>
<packages type="bootstrap">

<package name="sles-release"/>

<!-- this certificate package is required to access {productname} repositories
and is provided by {productname} automatically -->

<package name="rhn-org-trusted-ssl-cert-osimage" bootinclude="true"/>

</packages>

<packages type="delete">
<package name="mtools"/>
<package name="initviocons"/>

</paékéges>
</image>

11.3.8. fJiEM {5
B LUEA Web Ul AT A SR SGRENIR G, 1SRG > 1958, iG> BB NEFFIRTIEEET.
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SiE: WERE
LM > 193,

2. MRENEERRINNBHRE ((RERTALE) , MBEAEMRE, &
AR ERIARIZ R R,

3. ERmeEE sl Eio

o WEFRANZ ETRexHEE. TEEENEEEXHE
» BXRFMEECE S AFRVIFAE B ERTELLAL,

4. BRAME, BB (] K.

ERRRIETIER, WRRSEE AN E e, NREA, BRETR
(’ B root BHIEST Gnome RiF, MBEEHEHIEERET, NBGHETLRL)
S, EBMMEIRRAGATE, MTISSEK.

BRINMIEEMRIGSS, WEMERBERIFFIE, EIREMEL, SUSE Multi-Linux Manager RINER XMEHNEE:

o BB TR
o BUBHIAIAT]
o BR{E TR E ARG AT
INEATERMBMEATIE PXE, MIERER—1 Salt pillar, BM& pillar FHE7ESRR
, Salt FRATTLGHINE e RABMERAT. M OIEME S e B AR I
t) HEEOIE., IMERAH]. MASISFRENEE, S5,
R pillar AEFTE IR P IR,
11.3.9. &

MEZREFEETR/LMEXRBT R, MRWEZRK, FE Salt KSERMWEZBEAIREEMTHRERKRE.
MRRGET, BIITUUTHOE:

° MEENMBETLULEMHER

92 EAA SUSE Multi-Linux Manager fR5588 L RSB ARG T RSBV 8]
ARG KT [EHEE
ERNMERESHEN

& SUSE  Multi-Linux  Manager AHIEFHHN RPM HRHUHBEREER=ME, HEERRF
Jusr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm T1gft,
BXRNARFARIES RPM BFAE R, ES N 02N E e
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11.3.10. FR%I
AT EEERMENFEEN—E 2500,

* BTFIAIE HTTP JREL git fE7FER HTTPS IEBRLES B E RS XHHBER R Pin, NFNHITEE,
° REZRFSNET Kiwi BIBRE,

11.4. ¥JEYREFIFR
E7|H el FANEMEME, FHERmEG  BEFIR, NS REAEMREGENTIR,

RREREAER IR IERGRIRIR. RRE. EITHRATERE. TAIUEERGEITRS, UNATEERTZ
BRRAYAN T AR B EHT IR,

MNTFRERFRE, BWMREFRERS Kiwi &, ERNTRERESEN. ERERESHEZANE, X
L RAREREX AR TR —MEiS R R

BTSRRI BEhEE, WTRERARE, S MEITRAIUEFETHE.

MNFRBRE, FEFRSFRERNRE. BXIBEITHR (48, #T7%) HNEERERYE, TUERART
RIS AR HX EEAETT R,

BEMRE LW [T | KA ER—MFANE, FARESEEXM T HTTIR. BRERRENREREE
HIFIRMMER T,

B [ MR ] A MFIRPRERR G, ERESBIFMRERFGMRGEAEXK P REXE pillar 03X, URSEIEY
E1ThiRo

o REWBENRERSHMINN, F22R4THREETIR.
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Chapter 12. EfiliZ2th4irEs3

MRIEFERLHBENER, ATRERIRMEICEE SUSE Multi-Linux Manager Server X4 XfhExEAME
Mz rl. BRI EEBHMAIFrE S5, SUSE Multi-Linux Manager Server fBx%4 (FlaIERSS23iEIEH M
EAR55288k SUSE Multi-Linux Manager Proxy) R0, HAEBRERAFREEERER,

SUSE BV & 444%4% SUSE Multi-Linux Manager Efhit4 ﬂﬁﬁﬁﬂﬂkuo XEFERS 2. REMBEEEN. 0
S AE SUSE Multi-Linux Manager Server (RISEHTIRES, AIRETEENENEMIMEHNELIS,

FERMHT —HENRERZNER, HRESEXATETTENESEBHNTHE,

12.1. BRS32%
iIi2. RE[BEE
1. NARHEH
2. IRIEEEALIISHRS .

3. Run podman ps and check whether all required services are up and
running.

On SUSE Linux Enterprise Server 15 SP7, you can install updates using a package manager:

* BXMEA YaST HMIER, B8 https://documentation.suse.com/sles/15-SP7/html/SLES-all/
cha-onlineupdate-you.html,

* BXfFEH zypper BER, BB https://documentation.suse.com/sles/15-SP7/html/SLES-all/
cha-sw-cl.htmlisec-zypper,

On SL Micro 6.1, you can install updates using the transactional-update command. For information on
using transactional-update, see https://documentation.suse.com/sle-micro/6.1/html/Micro-
transactional-updates/transactional-updates.html.

BRIA=J9 SUSE Multi-Linux Manager Server EEHBERZ M EIMBE. HRGENEHRNRYEE2B51ER
B RS

ZfF SUSE Multi-Linux Manager fR¥F&#, BEREERNEREE] SUSE Customer Center ZfEF Repository
Management Tool (RMT). BILUR RMT R{EMREIFE RSt 2L R,

AILEAU TaShEEIMBEEEEENARSK AR
zypper 1r
AN PR

Name | Enabled | GPG Check | Refresh


https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-onlineupdate-you.html
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-onlineupdate-you.html
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-onlineupdate-you.html
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-onlineupdate-you.html
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-onlineupdate-you.html
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-onlineupdate-you.html
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-onlineupdate-you.html
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-onlineupdate-you.html
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-onlineupdate-you.html
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-onlineupdate-you.html
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-onlineupdate-you.html
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-sw-cl.html#sec-zypper
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-sw-cl.html#sec-zypper
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-sw-cl.html#sec-zypper
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-sw-cl.html#sec-zypper
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-sw-cl.html#sec-zypper
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-sw-cl.html#sec-zypper
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-sw-cl.html#sec-zypper
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-sw-cl.html#sec-zypper
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-sw-cl.html#sec-zypper
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-sw-cl.html#sec-zypper
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-sw-cl.html#sec-zypper
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-sw-cl.html#sec-zypper
https://documentation.suse.com/sles/15-SP7/html/SLES-all/cha-sw-cl.html#sec-zypper
https://documentation.suse.com/sle-micro/6.1/html/Micro-transactional-updates/transactional-updates.html
https://documentation.suse.com/sle-micro/6.1/html/Micro-transactional-updates/transactional-updates.html
https://documentation.suse.com/sle-micro/6.1/html/Micro-transactional-updates/transactional-updates.html
https://documentation.suse.com/sle-micro/6.1/html/Micro-transactional-updates/transactional-updates.html
https://documentation.suse.com/sle-micro/6.1/html/Micro-transactional-updates/transactional-updates.html
https://documentation.suse.com/sle-micro/6.1/html/Micro-transactional-updates/transactional-updates.html
https://documentation.suse.com/sle-micro/6.1/html/Micro-transactional-updates/transactional-updates.html
https://documentation.suse.com/sle-micro/6.1/html/Micro-transactional-updates/transactional-updates.html
https://documentation.suse.com/sle-micro/6.1/html/Micro-transactional-updates/transactional-updates.html
https://documentation.suse.com/sle-micro/6.1/html/Micro-transactional-updates/transactional-updates.html
https://documentation.suse.com/sle-micro/6.1/html/Micro-transactional-updates/transactional-updates.html
https://documentation.suse.com/sle-micro/6.1/html/Micro-transactional-updates/transactional-updates.html

SLE-Module-Basesystem15-SP7-Pool Yes (r ) Yes No
SLE-Module-Basesystem15-SP7-Updates Yes (r ) Yes Yes
SLE-Module-Containers15-SP7-Pool Yes (r ) Yes No
SLE-Module-Containers15-SP7-Updates Yes (r ) Yes Yes
SLE-Module-Python3-15-SP7-Pool Yes (r ) Yes No
SLE-Module-Python3-15-SP7-Updates Yes (r ) Yes Yes
SLE-Product-SLES15-SP7-Pool Yes (r ) Yes No
SLE-Product-SLES15-SP7-Updates Yes (r ) Yes Yes
SUSE-Multi-Linux-Manager-Server-SLE-5.1-Pool Yes (r ) Yes No
SUSE-Multi-Linux-Manager-Server-SLE-5.1-Updates Yes (r ) Yes Yes
SLE-Module-Server-Applications15-SP7-Pool Yes (r ) Yes No
SLE-Module-Server-Applications15-SP7-Updates Yes (r ) Yes Yes
SLE-Module-Systems-Management-15-SP7-Pool Yes (r ) Yes No
SLE-Module-Systems-Management-15-SP7-Updates Yes (r ) Yes Yes

SUSE Multi-Linux Manager releases maintenance updates (MUs) to provide newer packages.
Maintenance updates are indicated with a new version number. For example, the major release 5.1 is
incremented to 5.1.1 when an MU is released.

AILUBEEE Web Ul REFERENE ERREEETEITRIMA, ErLAER api.getVersion() XMLRPC
API B RIREN R A S

12.1.1. EPig TH

YIRS SEEME, BNENERE IR LIMNELTE, FHEFELEMN venv-salt-minion. zypper KNEIE
XEERHOHIEEMER, BEEAMEE—MaxEXEK. flil, RSJIBOOLIFEHTESSINFE Salt Fhk
7, LEBY Salt B IREAIHEIET, BELAEEIAM, ARt ER, SUSE ZffR venv-salt-minion
WA R EH,

12.2. fR5583iEEE MB RS 23
NREERIRS SRS MBIRSE28, 1BTE SUSE Multi-Linux Manager ARSS 238 B #se il /a3 1 TE o

BXEMAEE, 52N Specialized-guides > Large-deployments,

12.3. MRS 2

WNERIEMER Prometheus Y1EAR55288, IB7E SUSE Multi-Linux Manager Server B 5erl /a3t Ei#TEH.

BXGEENFHAES, 55X Administration > Monitoring.

12.4. (i2

SUSE Multi-Linux Manager Server Eff5eifE, RIENSIIENEH,

—MRIERT, FXFEITEHEMRA LIRS SFEEENRIE, H—fIIMEREEERE, REREE
WhksseE, EILARERIREEIETTIRRES,

A R SEFHRIRS 8, REBEFHRIEARIE
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Chapter 13. {£/H SUSE Multi-Linux
Manager #{732B3{& %k

RITAREMBEREESISRR. NRENAAHLKAMREE (CVE) #7T, BURELEZRZEN, AILUME
FASERMEHREANXEEEFH, XHFMFERESFo

XF SLES 12 #1 SLES 15, RESERMEAHN T IZRERE. AERERERFXHMRENITE,

13.1. iR B L& EE

BREMTENARRGEEHEFEESS. Eit, BIHREREMEMNZTAIREENFEREEES
REABHNEHNZ. ERKEMNNE P REE L EMEEPIERETRRNZBIER.

A AT AN EELHENEE:

ERARNSLE G AREERES RN, HERILERGTHIRAERNANZARD. administration:content-
lifecycle-examples.pdf ANBT HiZTE, XZEINOBART %o

%, AILUEA spacewalk-manage-channel-lifecycle TE, WIREERETFoNREE, FEFHAGITL
ALK Web Ulo ZT5%t3F SLES 15 SP5 /TR T Ithid12, BRBREFER T SLE 12 SP4 SiESRZS.

13.1.1. 7AEHE#MERA spacewalk-manage-channel-lifecycle

o spacewalk-manage-channel-lifecycle BF M, HREERLERESTER. BIAF B
REEFEAREAFNAB LR AIEE (CLM) APl

RIEMNMNEEENIZEERS dev (RRFAFXL) . testing 5 prod (RREF) o fEUERRH, HE6)E—
™ dev RIEEE, ASERKZBEFALRNA testing.

di2: REESCRHEhEE
L EEP S ERSIRRT, broot SHRINY SR QEEN:

# spacewalk-manage-channel-lifecycle --list-channels
Spacewalk Username: admin

Spacewalk Password:

Channel tree:

1. sles15-sp7-pool-x86_64
sle-live-patching15-pool-x86_64-sp7
sle-live-patching15-updates-x86_64-sp7
sle-manager-tools15-pool-x86_64-sp7
sle-manager-tools15-updates-x86_64-sp7
sles15-sp7-updates-x86_64

2. 454 init 38{E 8 spacewalk-manage-channel 85 B 56 2R IA ML 75 @8 MU FF & Te bRk s :

spacewalk-manage-channel-1lifecycle --init -c¢ sles15-sp7-pool-x86_64

a6 #1907 R


administration:content-lifecycle-examples.pdf#enhance-project-with-livepatching
administration:content-lifecycle-examples.pdf#enhance-project-with-livepatching

3. EBEYIRPESIEMT dev-sles15-sp7-updates-x86_64.

CECIER dev fE@EE, HARERNFEESIFHNRZER.

J312: MREREERERIFEERZG T
L MRS > RAFIRPEZE TP BT LUTIRZIRE, HETFRETET SRR,

2. 7£ SUSE Multi-Linux Manager Web Ul #7, ME&4 > #RFIRZERFI%, SMERG > BB BERm+
, SA[G%#E dev-sles15-spT-updates-x86_64, SMEIMTET £, AFRT [ FIH/EMR*T 1.

3. ERREPREARNE, FHiRASENEF i S e AL R R ZAR S,

4. EBRFRA L SR RENRIZEFHBIRIZhR S,
MBERNEREEIZE T LB, FIEEALN testing, TELIIER, EIRRGHEEY BT R FRYSEEHEANFBIE 7R
NET &P i,
Ji2: FAERIBHEHNBEE

1. R EANGSRTAT, L root B9¥  dev-slesl5-sp7-pool-x86_64 EiEFA LRI FerEEIFEY

testing @&
# spacewalk-manage-channel-lifecycle --promote -c dev-sles15-sp7-pool-x86_64
2. 12 SUSE Multi-Linux Manager Web Ul #1, K& > B HEEZF IR, ARSMIRMG > REEEIRI

+o

3. EHFFE)  test-sles15-sp7-pool-x86_64 BE N BELAENEMBE, FHixHPIHmMENIKEHE R F@
-

4. BEH[TF—=F], WAATER, ARRE [#A] UMREEN.

A LUEFEMESRTAN CVEANT, FHild KM AXEEENNILEHH.

13.2. SLES 15 _ERYSCEH{EHh

£ SLES 15 MESRAEM RS £, TTLUES kip livepatch T A EEILAHERN,
EFEZH, EHRR:

* SUSE Multi-Linux Manager B2 E#

o BB —1HZEMETTSLES 15 (SP1 HESMRA) Y Salt FF o

o &89 SLES 15 Salt HF imEFME SUSE Multi-Linux Manager.

o BERGHIRESEHNEREM SLES 153@8, BiIF— 1SN LB FEE,
s EFRmER2RAT,

* BEFIGKERIAEMEMNEENREEE, AXEETENFAES, BSN Administration > Live-

558701 / #1903 13.2. SLES 15 EAISERHER | _



patching-channel-setup,

12 B EAHER

1 M&S > BEPEFRCEEAXNEHNEENEFL, ASESMINRG > B8 > REETR, HE
kernel-livepatch ZR {4 H &3k,

E g137.suse.de 0 @ Delete System | © Add to SSM
Details Software Configuration Provisioning Groups Audit States Formulas Events
Patches Packages Software Channels SP Migration
——
List / Remove Upgrade nstall Profiles Non Compliant
——

® Installable Packages

The following packages may be installed on this system.

Select All | Unselect Al 1-6 of 6 (1 selected) Install Selected Packages

The list of 6 item(s) below Is filtered.
Clear filter to see all 2,602 items

kernel-livepatch @ Select first character ~ 25 :I items per page
[J Package Name |2 Architecture
D kemel-livepatch-4_12_14-195-default-4-10.1 xB6_B4
¥ kemelivepalch-4_12_14-197_10-defauli-1-3.3.1 X86_64
D kemnel-livepatch-4_12_14-197_4-default-3-2.1 x86_64
[:j kemnel-livepatch-4_12_14-197_7-default-2-2 x86_64
l:] kemel-livepatch-tools-1.1-8.5 x86_64
D kemel-livepatch-tools-devel-1.1-9.5 x86_64

2. [Zf8 Highstate LA/Z LRI &%, RAEESISE i
3. MEBFEALNEHEENES N T IRES LIRTIE,

4 BNBREEEWRBASEMEMN, BMRE > RAFIRPERZFE, FHFRESHTHREREFTR
#,

d3i2: BESHTRATRZ

1. 7£ SUSE Multi-Linux Manager Web Ul 1, MZ&4 > BIRPIEERF iR, RRINSNEBER T EFIHA
FARNXEMIEXBRGEHE,

2. B[R] EETRIXENT VIR
3. MFHBMERTIANEER: Linux REMNRLEMRIEAHT. 2 bug EE8EH CVERS (WIREMA) -
4 mnE: REHMEENARANTH CVE RS, BJLUFEREI > CVE it ERZA T, ARENATERNT
EEHEF o
o HIFFMBERZATERELA T IFELAZA T HREERERZUNREESS
Efr&kr. XEHTENARKREARTEESIS.

o ° FHIEFTA R 2R LUEBI N ABELAN T REFR, FEReREARERINATE
NIZEFRAER, AFERSS. SUXERFERE CVE HBSAEEEETLEANT
. CVE HItZERIEER,
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13.3. SLES 12 _ERYSCEH &R

£ SLES12 FHR&%KiLE, ALUBE  kGraft EBIELEMEH, BX  kGraft FAEFFMAER, BEENL
https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html,

TRz A, EHER:

* SUSE Multi-Linux Manager B2 E#.

o BAE—THZMETSLES 12 (SP1 HERMA) 89 Salt FF i,

o f&HY SLES 12 Salt B im B M EI SUSE Multi-Linux Manager.

o TWANGRIRESEARLEIIRT SLES 12388, SiF— 1SN LREBAFIBE,

s BRRERERAY,

* BEFHERINEMEMNESNRIERE, BXESTENFEMAESR, FEN Administration > Live-
patching-channel-setup.

12 igE e

L M&S > BEPEREREREREBHEENEF S, ARERASATIH LSMENRG > RFE > BRE

TR, #E kgraft RGEH LR,

& doctesting-minsles12sp2_DEV.tf.local @ 8 Delete System | © Remove from SSM
Details Groups  Audit  States  Events
Patches ‘Software Channels 'SP Migration

List/Remove  Upgrade Non Compliant

¥ Installable Packages
The following packi be installed o this syst

<[<[>]» Install Selected Packages

rrrrrrrrrrr

2. [ZF Highstate LAZ FAERT &R, ARESISE Fifo
3. WEBFEHALNEHEENS N T IRES LIRTIE,
4 BRERTEEHRBRASKIER, BNRE > REFIRPEEREZFE, HiBAREEHEHLINTEREFE
H,
312 BELSTHATRZ

1. 7 SUSE Multi-Linux Manager Web Ul 1, NZ&4 > BIRHIREZFin, BRRINSNEIEER T ZEFiHA
AR BHMIEXRRGEHE,

2. B [XRB] EETRIXEBHT IR
3. EERHBERTHNEE: Linux IENRLEMRNEMNHT. T2 bug ®BEH CVERS (MREM)
4. mnE: MREHMEENABRANT I CVE RS, BJLFEE > CVE Bt ERZA T, ARENATERNT
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13.3. SLES 12 EAYSERHER

o HIFFMBERZATERELA T IFELAZA T HREEEEGSUNREESS
EfrRT. XEANTENAEHREATEERSS.

o * HIFFMER2RFERR LUBE N AELAN T KRR, RERLRFREBINVATE
NIZEFHRAR, AFERSS. FHXERFTERE CVE RKSAEEEETLNT
Fo CVE Hit=ERIEER,

$5905 / #1903 13.3. SLES 12 EAISERER | _



Chapter 14. 43PBTER

fEM SUSE Multi-Linux Manager SRRY4EIFRTERINAE, AJLUSRIERHIETE B4EFRTERHIT. MREEIRT
HIFRNERBRETAHRBENBTER R, WIEAEREEIRUIMUTRELERE,

HIPNBEN TSR TETRARBUE. RABMAHIRTFITHIXE, MEFRENZEN R
0 TFHITIRERUBTIEIEG. LLSh, RIFMZIRAVRIEHRTER. BXEARURFARER, BS
% Client-configuration > System-locking,

HIFRNERFEAMMARER. BREEFNRES (BEEEMEN) NEEME, FELRA ical
B, BRRELHHERBATEXNEFKEIZBEIFNR. BACIZE—TELHOY ical XHF, JHEEE ical X+
LI RRG, ARAeELIZBESZH

BIEHERHE, APEEERAEEME SUSE Multi-Linux Manager Server & P i, 15IkE 4P HIERH
BYZ P IRTE IR BT B AN B T R PRIZ1E.

ZIRBESH B P REITEKREN, FAESEEFPRELET. RRIBFH—ERFISE:

° it

* Highstate W/ FH
EZRFNRER T RERE, —MANENELZLH, FRUERKERTFP G LLERB, IFZRIEEN—LLR
BlEFE:

° RGaREXHER

o BRI

o TR EEE
TEFaZ AT, HABIE—E LEM ical X, HEEEE ical XHFUEERR. AIMEERFNEHIE (f)
40 Microsoft Outlook. Google Calendar = KOrganizer) m6l%E ical 14,
g2 LRSI AR

1. 7£ SUSE Multi-Linux Manager Web Ul /1, SfiZIBRERH SiPetER> BH, AREE [ ]

2. ZABEEWE S, HEHBAN—1ER.

3. 2t ical X{FHY URL, SEZE EHIZXE

4. B [QIBBER | UREFENBR.

gig: tIEFBBRERH
L. 1E SUSE Multi-Linux Manager Web Ul &, SiEIET2RH > #IPEE > BERH, AE%H QR ].



2. EAERHBHIS, NERZHRNA TR,

3. Al IRER ical XA EEBBENATZINEERHNEN, HERST.
4. EEFERRREIL AR LHRE R,

5 B [ gIZBRERH] UREFEENBERESH

di2: BRERHHEREIE iR

L. 7£ SUSE Multi-Linux Manager Web Ul #, SfiZIR% > RE4FIR, EREERARRHERINEF IR,
HERKRMEER, AGRG [REXERE] oE, ALEIRAREEESERER R, 7A2SME
4 AREEEBHEREM > HPRERIETR,

2. FERIBRASKATIIE T, HEGIPRERHITER, AREREREIRBRERARRN.
3. B [ EfEY ] LsR4EF B
LERHNSEIF BRTHHERIENE PR, AIBEEEANREFPIHRRH T —LZIRIZE
o , MIXEREIMERESHBAER BT HAE AR, IRAXEXMER, Web Ul ZER5H

%, HEETEEZARLHHEREIZEFin, 2RI, FERIKBERHES
[ BCESZRMMBRIE | &, XEMSBUREIRHIN SHdin B RHP R AR,

BIBHIFIYER S, PR RFBREEIFRERARITIR IR, GINMRHEAE.

d3i2: RHEEFEAE

1. 1€ SUSE Multi-Linux Manager Web Ul &, SMEIR4 > RATIR, EREALNEF iR, AEEIIRHE
» R8> ARIETR,

2. MPIRPEZREFARORGE, AREE [ARRHEFE ]
3. TEMIPRIER TR, R E P In AR T AR BVAEIF TR
4. B [#A ] URHRHEHAR.

14.1. fIFHIERHIEE

tIZERE, ZBRIBEEWSEM, XEEHARE—REEN, LrRREENEN. 8TFEFEE—
WEFR. MREEAN—NERIESMEFBRERH, AILUERBEFZRAS I ERETHHEES .

N, ERIREEEANEFRSB[EBE—ARERH, HAANEHRSSHIES— M EERH. EXMERT, &
MM EF RSN EHEERE: £FRSE#, A NRRSBONEHETERE: MiLRSEE.
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[) calendar

LABEL: company-calendar

iCalendar

EVENT

- SUMMARY: Production Servers
- DATE: 2020-06-28

- TIME: 13:00 - 14:00

7| RECURRING EVENT
® Schedule 2 - SUMMARY: Production Servers
D Prod System |—=| wave: Production Servers - DATE: Each Sunday
- TIME: 22:00 - 00:00
TYPE: MULTI
RECURRING EVENT

- SUMMARY: Testing Servers
- DATE: Each workday
- TIME: 08:00 - 16:00

ARRHSARMER: “®” 5 ‘%7 , MRENEHEEZATZ N EHETHNES, NEXINEES,
HHRIRIER A X ERNRBEFR AN BREZHS S,
B2 IESHERH
1. 7£ SUSE Multi-Linux Manager Web Ul &, SinEI AR #PER > BIERHE, RAE2H [ ].
2. TARRHBMIS, RAABRZHNEN, WHRIESMNSBHIBEFERILE,
3. EHRBETL,
4. MEEERIILBERHN AR,
5 BE [SIBBRERH] UMREFEHBERERH.
6. BEIRT—TRIELH, BRE[SIB].
7. EAERHBHE D, RASTARRENET. BEREZTSE - BHBEFRIA,
8. W ZETIL,
0. BE [IBBRERH] UREFEHBERERH.
10. HWREIEZNE N ARRHES HiRIE,

14.2. ZIRHIFIAEZPRIZ(E
AT EERRMIEZIRIZIENTETIR,

SIRIZERM B I#HITERER, TSR EFIHELEET. SRIEEREEELIPNERIET. SRIZEE
¥&:

o MEEIRE (BIINRE. FHRERUEE)

o INTEH

° H35|8E iR

* ERES

#9301 / #1907 142, 2rsnszs | [T



e MBEEEXES
* [ZF9 highstate

o EoT D FERT SAnE Salt > REGTHEZEITIERE®RS. TIEEFPIHET A THIFER, 19
AIHITILIR(E, BXRITIEMSTHIEMER, 32 M Administration > Actions,

Unrestricted actions are minor actions that are considered safe and are unlikely to cause problems on
the client. If an action is not restricted it is, by definition, unrestricted, and can be run at any time.
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Chapter 15. £/ me-un

mgr-sync TEZEEGLRTFLER. BRI T A SUSE Multi-Linux Manager FTEEIIEINTHEE, HAPHE
EB37E Web Ul BBR12#, mgr-sync BIFEEAIRZ1EIZE) SUSE Customer Center, WEFRIMREGEEE,
FEEIFEEUES SUSE Multi-Linux Manager BRSS 28R

WTEWNS SUSE ZHATRIEES A, openSUSE. CentOS #1 Ubuntu EFREAITEHAREERT A,

TEFRAFIET mgr-sync IR iR SSE, X mgr-sync as S ERLTIEE:
mgr-sync [-h] [--version] [-v] [-s] [-d {1,2,3}] {list,add,refresh,delete}

F"H& 3. mgr-sync &%

W iER wBIAE

list FIHBE. AL S EIEE 5 mgr-sync list channels

add AINBE. AREHEIEH ™R mgr-sync add channel

<channel_name>

refresh RIFr= G, BEMITRNZAEIZ  mgr-sync refresh

delete MRS RRIFRIIE R SCCHL  mgr-sync delete credentials
SHEIE

sync FFIEENEE, WRGBEEZH mgr-sync sync channel
Bz, NIEKEMEZTR <channel_name>

EEERTTENHSNRRBIRMYIR, BEAUTHL:
mgr-sync <&p<> --help

FH& 4. mgr-sync AiESHK

A0 RI4ES iEA wHIRE

help h BREHSRENIER mgr-sync --help

version EA ETRERIREN mgr- mgr-sync --version
sync frzs

verbose v RIEIFRE mgr-sync --verbose

refresh

store-credentials s BB EIEEEAMEE  mgr-sync --store

ioipvg ==l -credentials



priAl] EBGES A TR

debug d IERMMEIREE. EE mgr-sync-d 3 refresh
BERH 1. 2. 3. 31k
HHNRAEEERS

no-sync & 5 add S5 $4EA A, L mgr-sync --no-sync add
AN REEE, MR <EERT>
FriaREE

mgr-sync WHETF:

* /var/lib/containers/storage/volumes/var-log/_data/rhn/mgr-sync.log

* /var/lib/containers/storage/volumes/var-log/_data/rhn/rhn_web_api.log



Chapter 16. f£f Prometheus #1 Grafana i#
{7ifE

&R LAER Prometheus # Grafana 15#% SUSE Multi-Linux Manager ¥f1%., SUSE Multi-Linux Manager
Server M Proxy BEfBIREBFHEITINRLEITIER. BEAILITE Salt P IH EREFMEE—L Prometheus §
et

16.1. B3R

Prometheus #l Grafana R B EEU T LITEHH SUSE Multi-Linux Manager & i TEH:

® SUSE Linux Enterprise 12
® SUSE Linux Enterprise 15

® openSUSE Leap 15.x
0 XS A LR T H YR P im N imiTAR S5 880

BEET—BS SUSE Multi-Linux Manager AR5 E I H9IHEN L% % Prometheus #1 Grafana, ]
EIERSZE Salt SUSE B IRIEA BITIRS 280

Prometheus fERHEAHEIREGENR, FEILARSSSB[ULMEEBR SR M F A IREIL TCP EiE, TR EBFITH
MNAEO, HEGMELUBEMEIRRE iR, &, TR LUERRARIEREILLEE,

o FHFEERIENE IR iR, S0E—NEEMNITIE. 181 SUSE Customer Center
LUEIRIEAY SUSE Multi-Linux Manager T,

16.2. Prometheus # Grafana

16.2.1. Prometheus

Prometheus 2— M REIETR, BTFENFHREFFICRENIEIR. fEtR@Ed HTTP fBY, MME SR
[y I Ry

Prometheus iR R2RFEUE, HERBTE—MANEENHHBEE(E, EArHEZMA—HIREE R

iRo

HEIRR R RS ENIEIESY (=

[ ] [ ]
http_requests_total{status="200", method="GET"} @1557331801.111 42236

B REITHNAEFHRAVIEL BN Prometheus SR E EIRIE X A FFHEIT.



16.2.2. Prometheus §Hi38

SUBEHEIRE =S RFEPRIEIREN Prometheus 15inSHIE, S8HTEAEEMER Prometheus $at5ie
MEENNAEFHRSGN, SHERREER. AIUEREEFN LETZNSHBUSHAERIET.

Prometheus #XRMHTEASHBNIIR, FEHM—EEAHKEHRNBRENSHE. BXFEAEEN
SHBIFMTIR, BB MW https://prometheus.io/docs/instrumenting/exporters/o

16.2.3. Grafana

Grafana  B—MEIEAIML. BEMSN IR, THATOIRNERIR, EPFEmiRCRISEN BERFERS
#ro Grafana @& 5 Prometheus —#Cfiff, B #F ElasticSearch. MySQL. PostgreSQL 0 Influx DB &
Hh#ER. BX Grafana BiF4ES, iS5 M https://grafana.com/docs/e

16.3. ig B miFARSS23

BGBE LIRS 2R, EELRE Prometheus 1 Grafana HX EH#HTE S,

o X325 ER SUSE EFFIREREITIRSS 8. MBETEIIR, HER
administration:monitoring.pdfe
16.3.1. &% Prometheus

MBEMISIEIRSS IS Salt TP UK, MEETLUEER SUSE Multi-Linux Manager Web Ul %22 Prometheus %
o BN, AIUAEEEARS SR EF TRHREZNRHEE. Prometheus HEWETATF SUSE  Multi-Linux
Manager Proxy # SUSE Multi-Linux Manager for Retail Branch Server,

e FE7E SUSE Multi-Linux Manager RRSZ2AZRAIFRIING, BERSRIENLIET
mgrctl  term; MRNFHITERHS, MWiEIT mgretl exec  <options>—

o <command>,

o ENBHEANIRXHEFIZIFR[EN, 15EMA mgrctl cpo

o Prometheus EEMFFH POSIX X RS RFMHEIR, FLIFARTS POSIX FRERNXH RS
, FAAREIE NFS XHERS,

1372: EF Web Ul 23 Prometheus

1. £ SUSE Multi-Linux Manager WebUl &, ITHEFEHPRE
Prometheus WRAZRATTIE, AESMIaZTR,

2. 1755 Prometheus E1EELIEABEAR, AR [(#E ]
3. EINERE P EA1Z Prometheus IEIN R,

4. T£ SUSE Multi-Linux Manager Server =ZB4%3, WIABMHY SUSE Multi-Linux
Manager APl &I, HWEREBMANSHEIERITFHNEZRITHNRS
%
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https://grafana.com/docs/
administration:monitoring.pdf#monitoring-requirements

5. IRIEFREBEXEREMECE XD,
6. B [wmEatlo
7. N3 Highstate HHIAE R IN5EM.

8. 127 Prometheus REEEIEEME ., EX%NesH, FAHIKO 9090 FAnZ!
ZHET Prometheus BIRRSS 2889 URL (5140 http://example.com:9090) o

BEXEEARIFEHARER, 152U Specialized-guides > Salt.

i31E. FohREMBECE Prometheus

1. EEEiRS2R L, 28 golang-github-prometheus-prometheus e
zypper in golang-github-prometheus-prometheus
2. 3R Prometheus BRSS:

systemctl enable --now prometheus

3. ¥©7& Prometheus REEREIEEME, EX%NsH, FAIKO 9090 FAnZ!
ZHET Prometheus BIRRSS 2889 URL (5130 http://example.com:9090) o

4, ?T;FEE%Y#F [etc/prometheus/prometheus.yml, ﬁﬁﬂﬂl«i?@ﬂ%ﬁi@o '%1%
server.url BIRAER SUSE Multi-Linux Manager AR3528 URL, FHiEE
username ] password FEZLUE S5 EHY SUSE Multi-Linux Manager &{3&EiE
ULAg,

# {productname} self-health metrics
scrape_configs:
- job_name: 'mgr-server'
static_configs:
- targets:

- 'server.ur1:9100" # Node exporter
server.url:9187"' # PostgreSQL exporter
server.url:5556" # JMX exporter (Tomcat)
server.url:5557" # JMX exporter (Taskomatic)

- 'server.url:9800' # Taskomatic
- targets:
- 'server.url:80' #f Message queue
labels:
__metrics_path__: /rhn/metrics

# Managed systems metrics:
- job_name: 'mgr-clients'
uyuni_sd_configs:
- server: "http://server.url"
username: "admin"
password: "admin"

995 / #1905 163 e rzpess s | SUSEMUNRUNUNENOE I
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relabel_configs:

- source_labels: [__meta_uyuni_exporter]
target_label: exporter

- source_labels: [__address__]
replacement: "No group"
target_label: groups

- source_labels: [__meta_uyuni_groups]
regex: (.+)
target_label: groups

- source_labels: [__meta_uyuni_minion_hostname]
target_label: hostname

- source_labels: [__meta_uyuni_primary_fqdn]
regex: (.+)
target_label: hostname

- source_ labels [hostname, __address__]
regex: (.*);.
replacement: ${1} ${2}
target_label: __address__

- source_labels: [__meta_uyuni_metrics_path]
regex: (.+)
target_label: __metrics_path__

- source_labels: [__meta_uyuni_proxy_module]
target_label: __param_module

- source_labels: [__meta_uyuni_scheme]
target_label: __scheme__

5. RTFZECE X,
6. B3 Prometheus AR5

systemctl restart prometheus

BX Prometheus MBMEEMANFMMEE, BB  https://prometheus.io/docs/prometheus/latest/
configuration/configuration/ L& Prometheus B75 X4,

16.3.2. &% Grafana

MR UEIARS 282 SUSE Multi-Linux Manager BIEMZEF iR, MEATLIEER SUSE Multi-Linux Manager
Web Ul 2% Grafana 8. &N, AJUESIRS S EF o FHHREZRG S,

o REILATE SUSE Multi-Linux Manager Proxy Ef# 3 Grafana.

12F2: {#F/H Web Ul &3 Grafana

1. 7£ SUSE Multi-Linux Manager Web Ul F1, THEEHEFRRE Grafana BY
%éﬁﬂgéﬁijﬁﬁﬁy ,.\\):v_rﬂ)'t J’ e %Iﬁ—Fo

2. 1% Grafana ERELIERGEATR, AERET [#E]
3. EINERS P ZANE] Grafana BT R,
4. TEBR#H#ERE GrafanaZfs), WANBATER Grafana WEIER B EIL,
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5. EsEESlSy, (R Prometheus URL FEFIEMIETT Prometheus BIER SR,
6. IRIEFE B TE XA EMAE 7L

7. B [gEat
8. M Highstate HHIAE M INTEM.
9. 1% Grafana FEEREBIEREMNE,. TEXI%EF, FERIKEO 3000 FAENZE

T Grafana BYARS3288Y URL (f3I40 http://example.com:3000) o
° IEHREPEAEEE T 3000 B0, LUGFAIE Grafana

0 SUSE Multi-Linux Manager JiRS3 88 BHRIETTINREITIER. BAE A iRnEEFEEREM
FTRRINERR. ERIUEARNEENEPEFEEERIERR.

1318 Foh&iE Grafana
1. &% grafana TN EL:
zypper in grafana
2. [BA Grafana g3
systemctl enable --now grafana-server
3. IENEEEH, SMEBILET Grafana FIBRSSE5AY URL, EAmRO 3000 (1
0 http://example.com:3000) o
© ERRBASEE AR 3000 B0, LUREIIE Grafana.
4, FERITETF, WA admin EABARRZMNOS,
5. BFE (B8], IRANER, ERBIEREEXNOLHRET.
6. HIXRTET (wE], AEERENOL.
7. B EhnE e nNEREiR L, EERTEISETR.
8. B [%iERo
9. BF [ mmkiEE] =8 2 ZIF0RE HIRRY IR,
10. 3%&3% Prometheus $4ER,
11. SW3EEIEHR Prometheus BRS328 URL,
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12. B [Resmid Io

13. BRANERIR, BRELEEEHFN [+] BEiR, ARRE [8A]

14. 33F SUSE Multi-Linux Manager BRS5231 50, IRANE{NERMR ID: 17569,
15. 3F SUSE Multi-Linux Manager B Fim#t 5, EMIE{NERMR ID: 17570,

2

4.13GB

210.3GB

* BXREEARMIFMER, ESN Specialized-guides > Salt,

o °* BXRUMAIFHREMEE Grafana HIEFHAEER, EBM  https://grafana.com/
docss

16.4. BgE SUSE Multi-Linux Manager 5%

£ SUSE Multi-Linux Manager 4 f1EShRASH, ERILILARS 2 A FF Prometheus BRI TIRRIEIEIEN, #
AR IHRAS L REMRESHE.

16.4.1. fRSZaEFKIsIE
IRSEB[BEHSITIORMITIEIRRE TES. BIERSM SUSE Multi-Linux Manager REREH, XLEIEIRELE
& Prometheus S 881810 Java N AEFRMEREH,

SUSE Multi-Linux Manager fRS3 2306/ 7 WL F S Hi2S:

* Node §Hi28: golang-github-prometheus-node_exporter,
© Esn https://github.com/prometheus/node_exporter,
* PostgreSQL S Hi28: prometheus-postgres_exporter,

EB N https://github.com/wrouesnel/postgres_exporter,

° JMX Fi28: prometheus-jmx_exporter,

B8 M https://github.com/prometheus/jmx_exporters,

SUSE Multi-Linux Manager Proxy BEH{ 7 LA TS H 28404

#1027 219073 166, L SUSE Mt inu anaer 2 | CETRRERERES]
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* Node §ii23: golang-github-prometheus-node_exporter,

EB N https://github.com/prometheus/node_exporter,

e Squid FiH23: golang-github-boynux-squid_exporter,

E2 I https://github.com/boynux/squid-exporter,

SHREMLEETE SUSE Multi-Linux Manager RS 23F1LIEH, BHEEZBM systemd FHFEFEIAEZERA,

. BABXKE
. #£ SUSE Multi-Linux Manager Web Ul 1, SfRZIEIR > BIBREE > 1

=,
B [ BARS .
B = Tomcat 1 Taskomatic,

FAEKO 9090 SMMZEl  Prometheus  BRS528A9  URL (330
http://example.com:9090)

7£ Prometheus Ul 7, SfnERZE > BIRFHHEIA mgr-server ARIFA B im
#ERBDh.

NBEIFER Web Ul LET Grafana, WEJLGEE SUSE Multi-Linux

Manager RRZ2F(NFRRLMER > BIEREE > BMNEBRSJ[BARANGE
Bo

o HEEEA Web Ul BRARSZZFZMEHSEITRRKIT, Prometheus RA2BmINERIERIIE

7. BEERELEAEREITRALE, FEFHRESUBHBAEN .

£ SUSE Multi-Linux Manager fR55 25 EUREE LA T HEXFE4T-

g 5. IRS[AIHEEE (IO 80)

fatn xKE HiER

uyuni_all_systems tE28 FRBE R
uyuni_virtual_systems ITE28 BRI
uyuni_inactive_systems ITER EENRSE
uyuni_outdated_systems T2 TR TENRGENRSL

FTHE 6. PostgreSQL SiH2% (IO 9187)
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fatn 3]

pg_stat_database_tup_fetched g
pg_stat_database_tup_inserted TR
pg_stat_database_tup_updated g6
pg_stat_database_tup_deleted THEREs
mgr_serveractions_completed e
mgr_serveractions_failed T2
mgr_serveractions_picked_up ITEs8
mgr_serveractions_queued ITEs8

HieA
EEHRENRIITEL
EIHEABIITE
EWEHITE
EIMIEREITTE
TERCHTIRIFEL
ESGREESES 5
HREXHVIRIFEL
HEBABTIRIFEL

KK 7. IMX S22 (Tomcat #8[ 5556. Taskomatic i 5557)

fatn 3]
java_lang_Threading_ThreadCount &2
java_lang_Memory_HeapMemoryUsage_use It=32%
d

1% 8. fRS52RHBPAYI (im0 80)

fatn 3]
message_queue_thread_pool_threads 14128

message_queue_thread_pool_threads_ it=28
active

message_queue_thread_pool_task_cou it#k2s
nt

message_queue_thread_pool_complet it+%%28
ed_task_count

% 9. salt PA%Y (&w01 80)

fatn E-Si]
salt_queue_thread_pool_size ITE8
salt_queue_thread_pool_active_thread it=2%
s

salt_queue_thread_pool_task_total THERER

581040 / #190]

HieA

TIES T x5

HAPEREFERE
WiEA

B BRI LEBIRAYH BRAT 22K
YA FERPRESEHE BT L2 2L

BRI ERRES

2 BRI ST REIESS

WiEA
B Salt AFISIZRILAAZER
BT HFIFIERIRZSH Salt L1251

BB RRHIES

16.4. E2& SUSE Multi-Linux Manager #&3% | _



Ei={on 3 EA

salt_queue_thread_pool_completed_ta it#i22 T BATIESEMBES K
sk_total

8 salt_queue EEBE—1E 7 queue BEHIATIHS BITRE,

&M 10. Taskomatic BIERHHERF (i%0O 9800)

fatn E- 3] iEA

taskomatic_scheduler_threads THEEE FIBFNLEIRR RIERHEF &2
taskomatic_scheduler_threads_active  i+&328 LA FESRESH B ERHIEF &2
taskomatic_scheduler_completed_task it%kes EIEFIALERRNESE

_count

16.4.2. BITZERYE

AIERARTE Salt EP G EREMAEE Prometheus ISR HEE. XLERMGFERUM SUSE Multi-Linux
Manager s T Ei@iE5kE, FHRTLEEAE SUSE Multi-Linux Manager Web Ul B BB B,

IRXESHBRRERERSL!

° Node §ii28: golang-github-prometheus-node_exporter,
#EE M https://github.com/prometheus/node_exporter,
* PostgreSQL S iH2%: prometheus-postgres_exporter,
© &M https://github.com/wrouesnel/postgres_exporter,
e Apache §i23: golang-github-lusitaniae-apache_exporter,

° gL https://github.com/Lusitaniae/apache_exporter,
0 7£ SL Micro £, RBEfER Node Exporter #1 Blackbox Exporters

REAEREF LG, ERILFHIAMER Prometheus MREMASUEET. WREEEA Web Ul EEET 18
MRS ER, W= BEhUERIET.

i312: EEP IR LECE Prometheus 38
1. 7€ SUSE Multi-Linux Manager Web Ul /1, T ESINE P IRAIATITT
m, FSMEIARIETE,

2. 7%&H Prometheus SHE AT NN EBRE IEE,

3. BE[RE ]
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Ensure that the set-cname parameter is the fully qualified domain
name (FQDN) of your Salt client. You can use the set-cname
parameter multiple times if you require multiple aliases:

mgrctl exec -ti -- mgr-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="minion.example.com" --set-cname="minion.example.com" --no
-rpm

I LHITHVER

Generating the web server's SSL private key: /root/ssl-
build/minion/server.key

Generating web server's SSL certificate request: /root/ssl-
build/minion/server.csr

Generating/signing web server's SSL certificate: server.crt

b. ¥ server.crt 1 server.key XEMIRS 2R 2 EHIEI FEM:

mgrctl cp server:/root/ssl-build/minion/server.key server.key
mgrctl cp server:/root/ssl-build/minion/server.crt server.crt

C. ¥F server.crt ] server.key XHEMNENEF R EIEE PG

ssh minion.example.com 'mkdir /etc/ssl/mlm-server-certs'

scp /root/server.* minion.example.com:/etc/ssl/mlm-server-certs

ssh minion.example.com 'chmod go+r /etc/ssl/mlm-server-certs/server.*; 1s
-la /ete/ssl/mlm-server-certs'
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a. formular server

Server Certificate /etc/ssl/mlm-server-certs/server.crt
Server Key /etc/ssl/mlm-server-certs/server.key

b. AT Rz



Chapter 17. 4A4R
4R AT &I SUSE Multi-Linux Manager HRE9 B P i a1 A PR A 4 A A PR

MNFRZSHIFEMS, —MHRAEEER. BR, REFNIMRAIRFES MR EAUNE RSN
B EHAER SRR HER,

SUERARE, FAIUSIZAPHBHEIBKEIAR, AR, AIUEAREHIERIIR, XERPREIARGR ATk
P e Sy Ll

R AR AR E BRIt 5%, BiF PAM MBELAER, EXBMRIEFEAEE, B3R
Administration > Auth-methods.,

o &AL SUSE Multi-Linux Manager B2 R S5 R eERIZMERAL,

SIE: SUERRALR
1. #£ SUSE Multi-Linux Manager Web Ul /1, SiZIEIE » AR, AGERT [ BIEAL ]
2. TERIBALIHEEFIET LU T FE:
O EAABHFED, BARALNEH, ZATHKENR 3 B 128 MFHF,

© HEEANERETERT, PAERTALEERANERE, VAR HNEERKF, BT
ERIANEELRK, (BEIRERANERIKF) BEREFAR,

© EEBEFANOSTES, BAMALBEERNOS. EWAOSFRIERBAZOSURIA. 0%
BERASFRTAHNFERET.

O ERFHRMETERT, BANALSEIERAB TR,
© HBFTRHEZE—MIE, ARRARAREERNET,
© EMEFET, BARASAEERNER,

3. g [ QIERAA ]

17.1. EIRLHLAR

£ SUSE Multi-Linux Manager Web Ul /7, SiEIEE » ALARTEFTHARNTIR. BHEEMEARNBIRA
SHHBHITEE,

B ARERSD, AILUSIRMERANET-REERARNAF . EE. EETMRS.

0 AARGERHEEREE, BEEEAR, FHRUEEEMNARNEREEZSNHE
Fo

17.1.1. A8 AP

SMEIRREN R EESHRXKNMERAPNIIREEATR, BHETAFARIKIAPXSE, FIEHF
A0 ECREmIFRAE A

#1107 1507 11w | RS



17.1.2. S{EEALR

SMEEEET RN ERFRREEEAR. FEARAZERIEEAMLEMEERZERNS, XFEHAUER
EIRRLR Z BIIRE P i

17.1.3. BB E4HR
SMEREBETN R UEEARNEE, XBEEREFREMER SCAP X,
BXAREENFMES, 1520 Administration > Content-staging,

B % OpenSCAP B34 2, 155 Reference » Audit,

17.2. EEBUE

SMERFTET I UEBARPAEREFHDN Salt KE. EARSATUEX2RL2HRN, HEFLHEE
SAPRINEIFEEF .

Bx Salt KEIFMER, EE N Specialized-guides » Salt,

17.2.1. BB Ei@E

AILUEREERENMAR RN AL EEE, AILTE SUSE Multi-Linux Manager Web Ul REA1EIEEE > &8
ROIEECE @i, FMA SUSE Multi-Linux Manager Web Ul ¥ BB @i N A T B89,

di2: BEE@ENATAR
1. 7£ SUSE Multi-Linux Manager Web Ul 1, SMiZIET > AR > iEEE,
2. (ERRRIEIRBAITEIEE,
3. RAENANEE, ARRE [REEN]. XSRELRFILEE, EFaRENATEE,
4. B [MA ] UEAENR. BIRRHEESNATARTNREEPIHNES.



Chapter 18. # T EIE

FEAEEXNT EENZ T

18.1. EkE%T

EHRNEREERNNTE, 2T EEMER THRSFERNAERR (ERet. REMSE) , ™
EXMERARBISMILIRF HR, MREMXMER GFEFER) , HNEBESLEHAT, LIIEAEES
2N EEHBRE, BEBURTZHNESEEIRERRIZ.

SUSE SINT —MRABHEI# T B9FHLE (2021), RILUBERUSEA THIRICRSIRENBKE (MFERE
HRE) FEKREBTEX LT,

o MRENTHENRESEEIZRERN retracted, MSWETZANT . MIREPREEBETE
WERYAN T, MSURERZAR .

FEEE S SUSE Multi-Linux Manager &4t ERFEEWEIRA T 4B, LREBREIRGEHE—TE
EfER zypper install HsE WYIRV I ELARA R FRhRE, Fli0:

zypper install vim-8.0.1568-5.14.1

SUSE Multi-Linux Manager Web Ul By @ ElfRHEL4E T4 T MG ENERERS. i, &F:

EL /RN LIS
BHRAN T RIFIR

° &
° &

WEIREERS LM THRGEHN, ® BERtUSEREZRFHNERERGETIRF, SUSE Multi-Linux
Manager TR HFER LI T G 7%

18.1.1. @&

{ERATEANEER, ATVINOVEREEER W EIE RS IEIEE T f2hiRs,

BN EEE R AL, HaTEEE T,

YHENRUREEEFNMTHE SUSE  Multi-Linux  Manager REIFItiEE (Fi0, @d&iafEll) B
, retracted BMARSERBIEEANNT, FEITH-EBENEPIREFINZENE. BEEZBEEREI=EE
BEE, BERUTAEZ—:

* #TET (Rt B> RENEE > #T > FAP) . EARLIREEREREEETHTHNEESHRGEE
R

c RB4MAMEIE, EXNTEMAREE L T RENBENFHAES, HER Client-
configuration » Channels,

E11251/ #1907 181 24T | [SUSEMUIGEINUXMERagero



18.1.2. % THE

SIEEALRPIR S MENEBE R ERAER, #TASRESZR, METEEREZEEE, Eit, S5&
EDRERA T (AT RPN EERINABTERBRER) , ERZRENTHNREEEHSE
BT,

il

1. BREERITABTEMAREEDE: prjl f prj2

2. XFANEEE 2 MAE: dev 7 test

3. XRAN I EEE—MRE NREER TN EEE

4. kRPHAFERE (SHONRENEE) SHEEBENRITKSE—K

5. Wz ElFEEE IR NNT , RSN T [E2 2 SUSE Multi-Linux Manager

6. IMBEHEARZXHTN, AANEIVERNEHHT RIERE, MAREZEERZAT.

7. BERSHT (WEXKIIIEFNET—, HEXNEANREEEROER—MERMNTEDSIEE) &
, AF#HTHENERER, FREREN@EEH LIz T EURE,

B113% a0 151 e R



Chapter 19. 7£ SUSE Multi-Linux Manager
thiEf PTF

SUSE AN BRIZIFNAERASRRHERRAATFNIGINEE, XL PTF BRIGIMEE) IEUEEE
B iR, & ATE SUSE Multi-Linux Manager R,

19.1. T#& PTF {482

PTF 4t E@SRIBHREERE, MmN ptf-xxxxxx. EH xxxxxx BIEENRSHIMID, MARDS,

ENBRTEME S REVEERIR A SIEWMREA. XMRHEE:

TEIgERIMNRE (BD zypper BIEASENREEN])

FRIRERIMERR (BIEFMMNRGEIRATSER PTF R4, BRIEAFE zypper ti1T LIRS RE R
) s

REFEEHE BIMARAEIARRZ PTF Z PR ARRAVEE 15 -E8Y S5,

NEERRLERERHENER (BMENR, NRRGHFEIHRSIRHEE, % PTF XaBRASK LB
LERNBLEREER) o

MAFERYIER ID KH SUSE XHHIE#HITHEMAERERM, FANTESRMEXNANE/ ERREM
ARS3 8935 B

19.2. B PTF X &

o PTF R4-BBEmINZET SLE 12 # SLE 15 MRS, HhRATIRIERFRIRELEIN
e, ERETSHENNAITIE,

(1) SN7E5&iT SUSE Multi-Linux Manager 513 PTF &8, BRERZKFALHRISHIE,
dig: ERGSITRANRY PTF iz

1. 1E=EHE LI mgr-sync refresh,

2. BN mgr-sync list channel, AGEEHXUEHN SCC KA BZIMALBERZIFHES ptfs F@E, Fli0
al123456-sles-15.3-ptfs-x86_64,

3. {3 mgr-sync add channel <i5%> B Ei% PTF @&,
@ ENEFEREER, HeRNEEREREMEENES RS,
TEERARRE PTF MYE, AANEEMRANEIRA2B5I#ER, SUSE BFPZRFIAHRHABTEER

ERH PTF w5, AILURIEZ SRS KIRA PTF FIRAAIAIERMGE, £ SUSE Multi-Linux Manager Web Ul
F, SHWNEAHELEN PTFNENARRETR— N NERTHXLE PTF,

i$F2: i@id SUSE Multi-Linux Manager Web Ul BRMREY PTF 125



1. 7£ SUSE Multi-Linux Manager Web Ul #, SMFIEE > REMS > Fm, AEEXRERNESHA PTF &7
FERY = So

2. BHFmEZREEEN [ BR=meYEE o
3. BMEZSBEH—TEEEN, EFIFIHIZTmRSEMALERE,

4. FERNEBEYIRP, TIXLUER SCC KA ZMAXKBEZMPEE ptfs FEE. /90 a123456-sles-15.3-
ptfs-x86_64,

5. EAZEERMEANEEEFEES, AFRE [HIA] LZHRD.
BAER, BRALEZT BT RENERNIAEEE,

I8 RE PTF RS
1. 7£ SUSE Multi-Linux Manager Web Ul 1, SfiZIRS > RAFIR, AEEEERE PTF NEF i,
2. SMEIRS W > REEH RIPEE, AELERE PTFiEiE,
3. BE [T ], AREEG [#IA] IRARGBEEN,
4 BREBERKES RN, ESMIRSG > B> FLIERETELER.
SRS RiF> PTF > REFIEF,
6. EEFEEREN PTF R4E,
7. BE [REPTF], AERE [#A] URHIARREFIRHES (PTF).
8. BEEPTFRELR, BESMIIRS > BERER,

WRNEA APl 24 PTF, aILUERE M system.schedulePackagelnstall API F1{CIEER B & R,

19.3. R&EPTF 5

—BEHIAMERE D PTF REBRIRSHIEEA, ERERNRGEIENENREFEERNENEFEN 2D R ZA
, BWHEBHTIRER, UEERRNLEPERPANZIREEo

EATMESBENLENERNN, T2 PTF —NERRETLHENFETFIKFRY PTF f8fFEH. EHHY PTF
R RIERBXR, HARITFERREEHN.

WBIARER B BRI T R BohiE PTF BN B &2 8 ERVAEIF E .

19.4. ERR G R E 2+ RS

MRFETRS LHERED PTF HRERGERREMNRE, (MITRHEEERRET ARSI X B E7
ERHETIRTES, TEERZ PTF 846,

212. X PTF RFE

1. 7 SUSE Multi-Linux Manager Web Ul Hf, SMEIRS > RATIR, AEEEEER PTF NEF i,

BhsRF%0m 193z 1¢ - | SUSEMURAUERaeerou)



2. SMEIZRS > W > PTF FU/EBFFET R,

3. EERBEERRR PTF 86,

4. 8 [ BFRPTF], ARERAEREFIEIHESE (PTF) NE L2E [#iA 1
=

S. BEBEELAR, BEMIIRS B> BEIER.

o EAFR PTF, RBREFFIRAF LR libzypp M zypper BIRFRARA. 15IE1T zypper
--help AR T #s removeptf, (NZHRLLFRMARY, FIH/EMRET A ZET.

MR ER APl &% PTF, AJLUEREM system.schedulePackageRemove AP| F1XIEE {4 B2 FR,

19.5. EE P iE L AR FENE 4 hRDs

MRBEREFGERTP K LEIRAR PTF, WFEEARHGS zypper removeptf. FREEMTEEAR
PR, BAFRESBARAATTA, AIIMRRREREERNE, BERAFTA.

11651/ #1907 19.5. 8P EEH e am s | [SUSEMUIENUXIERsgenon]



spacewalk-report

Chapter 20. £FiRES

SUSE Multi-Linux Manager AP EREMRE. XLREETEREBITHANRASZ. APMAR, FHK
EBEHE LM SUSE Multi-Linux Manager Web Ul FeiliEESEHE, LEREEERZHNRSKN,

RATTLUEAGLITIA spacewalk-report 4RFIECERIRS, {EfiESpecialized-guides > Large-

deploymentsgy5|\, BAJLIEMTEBEXBRSE. AILUETHEMRE SQL ESHRETREREIRS
R B RBIER ST B8, AXBIERTAMMEMIFAER, BEIIRSHIBEENEXE,

20.1. Em spacewalk-report

(1) TETERRSS B8 B AHTHAN & B2 B11EM mgretl term,

EAMIRE, ¥R spacewalk-reports 14, A spacewalk-report <A LALRMEREREN
SUSE Multi-Linux Manager FHINA. RAMAR R BENRS.

o B FSpecialized-guides > Large-deploymentsfy5| )\, spacewalk-report IEZIAS
MIREEEEEFUELIE, BXFMEE, 1550 spacewalk-report 14 5 20E s

BILAS X A R B BUE R -

RguER
HIHFrE BEMEI SUSE Multi-Linux Manager B9 &4,

#T
SIHS5EEMARGAEXBFAEH T AILURTEL USSR TIREN THRFEH T HiF.

il
FILPRE EEMAR UNSRE R P XEXBFIE R

FIREY CSV ARTRVIRS, BERSHR LM LRTT METUTH<:

spacewalk-report <IRERFF>

20.2. spacewalk-report *ﬂ}ﬁ%?&*&ﬁ

spacewalk-report ZUAEAFREHIREERRIEIE. XBRE, MERIIRSESIRESHNBITEFE
—ENER. FMERGHHFRERZ:
o IREWIBEAZKIEN, MRBEIRITLHIIESRKRER;

o BERESHIRE, UEIRIA “2E NIMESEEE1H ; DENE, XUEKERSITIER
--multival-on-rows [ --multival-separator A7 EiEBF#HiRE, EAENNITAIERIKINTA;

° EFBEREFSINTHT mgm_id F synced_date, LURRFOHERNEERSEE, UM ERMNA
T2 R E TS SRR

SE11751 / #£190% 20.1. /3 spacewalk-report | _



o IM7E, FREH/RELRH True/False ¥R, MASH 1/0 BAXRT;
* org_id 5IE M organization BXft, FEESHRBIMAREFIRIRGT;

* “server” —JAEH “system” EXfX., EHIt, ZHHFIMSZ, server_id FIHIEE S system_id,

BRFEFIREMWER, BFSRA ARSI,

R XTI TAERER 71, 7] LAERHIEI --legacy-report BB EIF+ 3 N FIFEF441E
EHITHIERS.

BXANMRENIFMES, 1580 Specialized-guides > Large-deployments.

20.3. AT AIRETIER

TRIETAIRRE:

718 11. spacewalk-report 5

s
121F

HEER

AUREA. EE

BOERIA: BB

BUEEH: BRSSE34

BUERA N4

WBERE

WERE

5511851 / 1905

HAAR

actions

activation-keys

activation-keys-
channels

activation-keys-
config

activation-keys-
groups

activation-keys-
packages

channel-packages

channels

HieA
FRE1##1E,

FREREER, RE
KEXHARF. @E.
FEBE. RAEM
/LRI

FREREERURS
BMEAXREKAE
1%,

PRERCERERURS
BMERXENEE
SGHER
FrESEERURS
BMEAXENRR
4,
PRERCEERURE
NEHARERE R
o

KM EERHIFRER
GRIN

LEBERIFAR
==}
A

EEERREHRIEE REdER

idJIMBEERZ N
action_id

il

iy

iy

ol

iy

ol

i

203 s | EUSEUROGRSEeS



wE
RFEREERE

FCEX

=l =

BESGRE

BEXER
WEFRANT
T FB

FRE#NT

ERTFEFmAAT

FHH Guest BRET

IEERE S

RYURR

Kickstart iz

Kickstart ##

PRERIFLRARE

ERHTRI TR AR

8811951 / #1905

HAABR

cloned-channels

config-files

config-files-latest

custom-channels

custom-info
errata-channels

errata-list

errata-list-all

errata-systems

host-guests

inactive-systems

inventory

kickstart-scripts

kickstartable-trees

packages-updates-
all

packages-updates-
newest

WiEA
RFZRVEERTIFAIR
H

HRo

FREARNFREEE
XHEITHRAS, B4E

XHRBMXMHE
Bo

FREARNRNECE
XHEITHRAS, B4E

XHERBEMMHE
Bo

REALIRBIFE
BIERYBIE TR,

BEFIRBEXER.
BEFRIFFEHT o

I EEME P imsy
FRE+N T,

FRE# T,

ERNAT, UKRZ
FIAFRE BEME
F o

FHA Guest HIRR
gt

IETEERE F o

BEEMEIRSSHENE
Fim, WRAERERM
FMRHHER

FrA& Kickstart filzs
REEFAEE,

ARTENMETRE
BIAo

R BT AV EERTAR
rELhRZs,

I AR 6
hRZso

ERERREHRIERE

i

o

iy

i

]

il

iy

all

i

il

all

iy

iy

il

il

AiEER

id7IMEERAN
channel_id

NENSHUMEER
9 threshold,

B2 284 osad_status
Fllo
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REEHRS
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RGUEARIRR
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HAABR

proxies-overview

repositories

scap-scan

scap-scan-results

splice-export

system-currency

system-extra-
packages

system-groups
system-hardware

system-groups-
keys

system-groups-
systems

system-groups-
users

system-history

system-history-
channels

system-history-
configuration

system-history-
entitlements

system-history-
errata

WiEA

FRrERE, UKEZE
MEISMENER

EYiT)
Ufio

PR e R E R EX
BY SSLixfE, LAKFR
BidiEEs.

OpenSCAP sccdf i
4R,

OpenSCAP sccdf 3F
&R, RATEN
B2,

Splice ERFIENE
PR EE,

BT EEMEF H
AT o
FrEERR LERE
BHAEREHEITHE
BRI B

4,
ASEMHES.

RGUEAN N RBE R
Ho

RYAPRE P I,

RGBS ERE
IPRBYAF o

BINEFIRNEMNRD
$FiERo

WBEEMHLEIER.

FEEMHHEIER.

RSN EHHEIR

Fo
ENREHHEIER.

ERERRSHRIEE AFER

i

o

iyl iyl i i

il

ol AD

il iy i iyl

il

BER

created_date %,

il

il

=2 (SN
created_date %/,
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RS EARAER WiEA
F$EIER: Kickstart system-history- Kickstart E4HE
kickstart 2%,
FEIER: WEE  system-history- BHEEGREIC
packages o
[A£IER: SCAP system-history- OpenSCAP E14h
scap $IiER.
MD5 I+ system-md5- FrEfERA®%E MD5
certificates RIFANERHIEE
MEF if.
RENRGE system-packages- & i bRV
installed 1,
ARARLEXH system-profiles FrEEIMEIRS 2
NERPIS, UK
MARSAEE,
BF users Frea B EAE] SUSE
Multi-Linux
Manager I,
MD5 users-md5 FrEALRPER
MD5 fi& O < 8IFR
BHEP, UREIESA
SEMAE,
AEENRSR users-systems E1 AP EERNE
Fifo
MHFEEMRENIFMESR, 151517 spacewalk-report FH15EIEIN

BRZIREP R RAFERNGBANTIR.

ERERRSHRIEE AFER

= BAb
created_date %,

= B &k
created_date %,

= BERR
created_date %I,

IZZI;

=

Iz:l:

= BERR
organization_id
Hll,

= BAb
organization_id
5l

= BXR
organization_id
Flo

--info 3 --list-fields-info IR L Z ., X=

BEXEFARMEINMNESES, 520 spacewalk-report(8) FAAT1LIK spacewalk-report &< Y --help

286
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Chapter21. &%
21.1. &Hit

£ SUSE Multi-Linux Manager #, @A LUEE —R5FEIHESKIREEPin, EAIUNEE iR ERERE
TARARMNAHRZRET (CVE), HITITHIITA, HEEMA OpenSCAP EGMIL,

£ SUSE Multi-Linux Manager Web Ul &, SAiEI#EIHAITEITES.

21.1.1. CVE &it
CVE (RURAMKE) ENATENZSRRANEESE,
(1) REBAMK CVE, MBTEEF K ERLAEN.
51 CVEBE—MRRS. RRRAUNESEENHEE, CVERRSEA CVE-YEAR-XXXX 83,

7£ SUSE Multi-Linux Manager Web Ul 1, SffiZI&#Eit > CVE &Eit UEEMEEF HME LI T RSN
o

FIAMBRT, #TEIEEEX 23:00 Eif. HNVRWETEF BT CVE Bt ZRIRIFEEE, LSRN AR
#To

SiE: EEeh T ERE

1. 7£ SUSE Multi-Linux Manager Web Ul /7, SMzIE®E > 5 BERHE, AE1%#E cve-server-channels-
default HIZ2%HE

2. 81 [ cve-server-channels-bunch ],

3. BE [BRBITRA] URHES. FHESTm, ARHREHTT CVE #Hito

2 R TRE
1. 7£ SUSE Multi-Linux Manager Web Ul &1, S$fnZI#it > CVE &its
2. BRERE CVE A TIRE, 157E CVE RS FERPHEAN CVE 17T .
3. EEAEEENNTRS, RFEFFIERSUEERBEHTRE.
4. BE [ HItRSE | OBME AR, HBE [ FitR& ] 0EMERE,

BxIEE _ EERA TIRESERBIFHEE, B2 0 Reference > Audit,

MNFENRG, B IREEXFEXRNPLEERA ERRRENGER. IRER, EFER7IHEERE
AT IR LB RSN ECEIRGR UEELHITHIE,

AILAEFE SUSE Multi-Linux Manager API R P imat TR, 156

audit.listSystemsByPatchStatus APl 7%, BXIENFMES, EEM (SUSE Multi-Linux Manager
API 8D o



21.1.2. OVAL

BRT MBEFIBEHFICZR CVE 15850, SUSE Multi-Linux Manager IlFfi 7 —IRSCI0M4IN
8, AIM OVAL XXfFR3IREX CVE 1¥1E. LtIThaeHalE FHRARFARM L.

AR A ARIEZNEEH RIFER, BEMNRIFERTEREE N, TREEER
FEFIFIER,

CVE SHIHRFEHT RN T EHER. BEN OVAL (ARRSITHIES) . XM MEUERA CVE SHitiedt
ToHE, BRBAEEREER.
B8

BEESEMENRAE (B8F4T) , AREHNRREEMEXENTHREES.

OVAL (FiAR7F%)
5218%, OVAL #iRIRMHRAASNER, UKSHEALBEEE CVE MBI K HHHREE,

REER@EEHIERNEI#TT CVE #it, BFESF OVAL #EIRALRAERE, THEELMESHRRE
SEHETRIRS

OVAL #UEELLBEHIEE R 2, 5190, openSUSE Leap 15.4 #J OVAL #8495 50 MB,

{X[EZ OVAL ¥44ERY, &RHAIT CVE FItHRER AR S B HER CVE MREKE, BXEZNA+#T, EA
#HTREBE,

OVAL ZhReRIIZICS I 845

e Disabled by default: The feature is turned off by default and must be explicitly
enabled by the user by updating the configuration file rhn.conf and restarting
relevant services.

* Reversible: If any issues arise, users can revert back to the standard channel-
0 based CVE audit.

* Performance considerations: While initial testing has been conducted, there
are still concerns regarding performance, and further optimizations may be
needed.

* OVAL BUETESEX 23:00 Eifi. FHNEWEEFI8#HIT CVE Hit ZRIRIFHERIE, LI
RIS RIBRR TR,

i372: B OVAL $UEXIF
1. TER2EHH Jetc/rhn/rhn.conf STERMEER L TISE

java.cve_audit.enable_oval_metadata=true

2. EJE Tomcat #1 Taskomatic fRSS:



systemctl restart tomcat taskomatic
NRBE R, FELREIZIAMTA, BHRERITUTIRERERZNEE:

2i2: 2 OVAL #EXRIF
1. 7£ rhn.conf RN IERATIRE :

java.cve_audit.enable_oval_metadata=false

2. EJS Tomcat # Taskomatic fRSS:

systemctl restart tomcat taskomatic

di2: i CVE $iE

1. £ SUSE Multi-Linux Manager Web Ul /1, SMEIEE > ESAERH, AG%E oval-data-sync-
default HIEZ2%HE,

2. B [ oval-data-sync-bunch .
3. BE [ BRIBITRHE] URHES

EZES5TA, ARYE#HTT CVE Hito

21.1.2.1. UEE CPE

AT RERRIERTHERF RIRR, RIIFEREZE P RERNRERZ M. Ak, HMBERER
Fime9 CPE GEBRTFEHE) {Fh salt grain, HREZHERE.

MAMEFIRN CPE SWBEMBSEHREERERE. EXTIER R, FEVRITXEMRREETIRIZ
Fo

diE:. EMNGayR
1. 7£ SUSE Multi-Linux Manager Web Ul 1, SfiZIR% > REHIR > 28, AREFE—IEF i
2. RORPEREET ARG F R,
3. BE [ EFRHETIR], ERREEHKRER IR CPE,

21.1.2.2. OVAL #U4RER

FHER OVAL BUEMITERMEAAIRME, SUSE Multi-Linux Manager {{ERR = RE AP SR OVAL 3K
B, LUTE OVAL #UERYIR:

& 12. OVAL #IER



= an #4ER URL
openSUSE Leap
openSUSE Leap Micro

SUSE Linux Enterprise Server https://ftp.suse.com/pub/projects/security/

oval
SUSE Linux Enterprise Desktop
SUSE Linux Enterprise Micro
RedHat Enterprise Linux https://www.redhat.com/security/data/oval/v2
Debian https://www.debian.org/security/oval
Ubuntu https://security-metadata.canonical.com/oval

OVAL TCERER D EFin (BMER openSUSE Leap. SUSE k=

o 2. RHEL. Debian 5 Ubuntu S92/ 89 CVE EitthEmm. XemTFEM&=RHS
OVAL SRS Y FeHiR,
21.1.3. CVE k&

FFIHE CVE RS BEE SRR, FEXWMNEEH. XLREENRTF SUSE Multi-Linux Manager ERBHIE
Bo

£ SUSE Multi-Linux Manager 1, LUTFENER:

ZHERRAR MRS
RGP RENE NG SIRARTIRIC AR RE X T FAERE G &8RS,

FEREBERATM RS
ER B SERCARANEXN T FRREERREERS L.

HHMENRRH#TTEHNRE
RSP RENE NN ERAEFR T HETRICHRREX T AR+ B RIARES.

LEES N
SUSE Multi-Linux Manager FEABX @& ERBIN T o
P SEHE]

i SUSE Multi-Linux Manager EI2RV@E, ZBERISKEIRS. BRI ARN T ZEERRIGEE.
BHHZIAZ LZENTmAEE, HERRAFNIT EZTIFRIRS E@E,

o BBF SUSE Multi-Linux Manager HERNENX, CVE BHITHERERLIE R TAIEERE
o BN, FEREBE. ERERGEHFEMNAATESERMIREER,


https://ftp.suse.com/pub/projects/security/oval
https://ftp.suse.com/pub/projects/security/oval
https://ftp.suse.com/pub/projects/security/oval
https://ftp.suse.com/pub/projects/security/oval
https://ftp.suse.com/pub/projects/security/oval
https://ftp.suse.com/pub/projects/security/oval
https://ftp.suse.com/pub/projects/security/oval
https://ftp.suse.com/pub/projects/security/oval
https://ftp.suse.com/pub/projects/security/oval
https://www.redhat.com/security/data/oval/v2
https://www.redhat.com/security/data/oval/v2
https://www.redhat.com/security/data/oval/v2
https://www.redhat.com/security/data/oval/v2
https://www.redhat.com/security/data/oval/v2
https://www.redhat.com/security/data/oval/v2
https://www.redhat.com/security/data/oval/v2
https://www.redhat.com/security/data/oval/v2
https://www.redhat.com/security/data/oval/v2
https://www.debian.org/security/oval
https://www.debian.org/security/oval
https://www.debian.org/security/oval
https://www.debian.org/security/oval
https://www.debian.org/security/oval
https://security-metadata.canonical.com/oval
https://security-metadata.canonical.com/oval
https://security-metadata.canonical.com/oval

21.2. i EATFEF IR FiIFimISIERYIELN

EEERENNERET, ERRFEHREDN Salt FRIHEERENTITH. ZIRENET P KD FiTKE
IE, BSTIBTE Salt RITKECE XA EIRATEL:

o MNRERFIHPHFHALHE Salt 2Ti%, 157E [etc/salt/minion.d/custom.conf F%E A

o MNRERFIHPEA Salt 406, i57E [etc/venv-salt-minion/minion.d/custom.conf %\
REIRUU TSI TIRIE:
(1) BAERSRABAIFIAING, BEABEMN LT mgretl term,

312 BEITEAIESCRNEIE i
1. EERIRNH LSRR T, M root BAMERA LTS ERK master.pub 54

salt-key -F master

EZEFPIRTTFF [etc/salt/minion.d/custom.conf Bf /etc/venv-salt-minion/minion.d/custom.conf it &
Xfo MU TITUUIRMAERIRIEN (BB REFIRGIES)

master_finger: 'ba:30:65:23:d6:9e:20:4f:d8:b2:f3:37:d4:65:11:13"
2. EEMRS. XF salt-minion, EIETT:

systemctl restart salt-minion
3. 3F venv-salt-minion, i&EIETT:

systemctl restart venv-salt-minion

Bx Salt HPEMIIFMESE, 52N Client-configuration > Contact-methods-saltbundle,

BEXMNEFHREELZESENER, BER https://docs.saltproject.io/en/latest/ref/configuration/
minion.html,

21.3. SRIGIFIRFE

MREERMZEBCHRGE, RELTEERRRTERERGEEARNRS, sILE  SUSE  Multi-Linux
Manager Server E$RE&IRIRGFEL,

[ ) FGRR I QAR H A BT,
(1) ETEIRS S B BANITHIN S B2 BIER mgretl term,

#1267 #1903 212, REATEAHEEERwi0Es | [SUSEMUNENUNANEeo


https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html
https://docs.saltproject.io/en/latest/ref/configuration/minion.html

21E: RGFENRGE
1. ¥TFF Jetc/rhn/rhn.conf LB XX G H RN TE—1ITHS:

server.sync_source_packages = 1
2. B3 Spacewalk RS AN FHEEL:

mgradm restart

Bri, REENFTEEEFEEE2RERBRILIEE. TAEFEEMEREETE.

AoEltTheelE, FRRHERE NAEEERDFEESRTE SUSE Multi-Linux Manager Web Ul 1, EfI2RAZ
HEEEE0R, AJLUEEM Web Ul T8, TTAfER Web Ul EF P i LR FERIH 6o

21.4. £ OpenSCAP R R LKRE

SUSE Multi-Linux Manager fF OpenSCAP KEItEFif. EAWENERAZEFERHaIMEREAEES
AR,

21.4.1. SCAP &7y

LERB BN (SCAP) BIRIBH KM RAITEHN—ESS MR RPN, ERHEERFRINVESRAH
Fibe (NIST) 4EP—RFINBE, BTERELRAFNART 2.

HIE SCAP HEMRBIRE—MINENAERERZFTEN, HEFERANINESRIBEXAME BT RAETLE
ko FTHSEARIE NIST B9 SCAP ZF AR #1TIES], URE—HETEENRITILIERE. EXIFHAREE, /7S
:

* https://csrc.nist.gov/projects/security-content-automation-protocol

* https://www.open-scap.org/features/standards/

* https://ncp.nist.gov/repository?scap

SUSE Multi-Linux Manager {#/H OpenSCAP k523 SCAP #1358, OpenSCAP 2— | BEAY BE &5 SR
%3 (XCCDF) &It T A, XCCDF @RABFERNBMENREFENINESR. EXES T HMIE, FHlunE
FBF &%z (CPE). BAMREKRZE (CCE) RABMBMIT®IES (OVAL), LIBIE SCAP RiAM. AJH SCAP &
B R mA BRI R,

OpenSCAP f£f SUSE 2RI EMBIAERIVIEAN T 25 FE. OpenSCAP ERETHEMASEAIMNI R

ERARSREIRE, HUEAAREFEESANENTR, X  SUSE  Z2HEPAREFHER, BFEL
https://www.suse.com/support/securitys

21.4.2. 73 SCAP Hit X PiE
TEHFEZE, EBEATFPImASH SCAP HiEMiF &,

12751 / #1905 21.4. {258 OpensCaP i 5z | [SUSEMURELRUXMENSEero


https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap
https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security

o OpenSCAP EIt7EER SSH BX & /574 Salt EF % LR AT A,

o HEE P ina] RS HFER IR P IRRIREBREFEMITEES. XTF Red Hat EF IR, 5

FRENEAENEF K EE/1E 2 GB 7] RAM,

TEFEZ A, EERE P EREE OpenSCAP 13E2FH SCAP 215/ (NB) MHE, RIBIRIERY, XL
REBELABEEERRERAFR, BEABETE SUSE Multi-Linux Manager &P im LA,

TRIIE TR

H& 13. OpenSCAP {48

RERE AmER

SLES openscap-utils
openSUSE openscap-utils
RHEL openscap-utils
CentOS openscap-utils
Oracle Linux openscap-utils
Ubuntu libopenscap8
Debian libopenscap8

nE

scap-security-guide
scap-security-guide
scap-security-guide-redhat
scap-security-guide-redhat
scap-security-guide-redhat
scap-security-guide-ubuntu

scap-security-guide-debian

RHEL 7 MIERBARFIRMT — scap-security-guide #4E, HFESBEIHNMNRE. BEiVEFER SUSE
Multi-Linux Manager & F i T E/8Y scap-security-guide-redhat 2X {46,

SUSE AARREM openscap BEEXHIRET scap-security-guide &, 1EHFiARAH

scap-security-guide 7, SUSE XU TEEXH4:

* &M TF SUSE Linux Enterprise Server 12 #1 15 # DISA STIG BR &4

e JEFTF SUSE Linux Enterprise Server 12 #1 15 89 ANSSI-BP-028 B & X 14

* J&EFF SUSE Linux Enterprise Server 12 #1 15 89 PCI-DSS E2E X 4

e J&FTF SUSE Linux Enterprise Server 15 B HIPAA B2 & S 4

o * SUSE Linux Enterprise Server for SAP Applications 15 928 =HMEERL

* SUSE Linux Enterprise 15 AE =321k

* SLE12 0 15 piRER KR EMECE X

EARFIHBEMECESX S (Fla0 CIS BEXM) BHXKRE#H, SUSE FHEEMRESX

o

* J&FTF SUSE Linux Enterprise Server 12 #1 15 Y CIS EREE X (F%#F)

X FIE SUSE #R1ERSE, BESNEREXHHEXEM. SUSE RAHERME S X,
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21.4.3. OpenSCAP AN

OpenSCAP £/ SCAP WAEXMRECMIAAMN, XERNBXHZRIE XCCDF ¢ OVAL thEIER. BRT
SCAP  Z2IEEZI, EEAIUTHAANABTXHHRBEERNEH#ITEEN . AINRINAB X FIRIRRE
SCAP Z2iEmM Mt E, &, WNREHE XCCDF 5k OVAL 193, AILIEIEE SHRE XM

HINNBWEERERKEIZBCH SCAP ABX Y. MRECIBHERBCHEEXAR
X, REBAKR, MRENRERERBEEXAEXHMHIF, SUSE AERZAE
Rz,

BIEARTY MG, FEREXHEREIER R JUGBIEMEMSH—, ERYIEEMERAEEIRT
, BEGEA Salt (flgn salt-cp 8 Salt S HARZ522) EMLE L@ ftp 3 scp FHIZX 4

BINBVESIB— MG ELERB XD X EIEA SUSE Multi-Linux Manager EEMEF IR, aPEHREE
TERFANEHITRIGUAFRETEN, BXIFHAES, 520 Administration > Custom-channels,

21.4.4. &3 OpenSCAP R B X 14

TRBEIER SRR OpenSCAP REXHMEEX o —ITREXHAUBEE S M CEX .

EET RPM BIRERSA L, RIMERU T <SHER A SCAP XH4HIIE !

rpm -ql <R SCAP Z2ismRHERR>

£ET DEBHRERF L, RIERLU T <SHERIA SCAP MXHMAIE:

dpkg -L <RHRY SCAP Z2iEEURHGEBTT>
HWET—1MIEIEFERE SCAP AEX G, FIHhEF in LRI ABVEES !

oscap info /usr/share/xml/scap/ssg/content/ssg-sle15-ds.xml
Document type: Source Data Stream
Imported: 2021-03-24T18:14:45

Stream: scap_org.open-scap_datastream_from_xccdf_ssg-slel5-xcecdf-1.2.xml
Generated: (null)
Version: 1.2
Checklists:
Ref-Id: scap_org.open-scap_cref_ssg-slel5-xccdf-1.2.xml
Status: draft
Generated: 2021-03-24
Resolved: true
Profiles:
Title: CIS SUSE Linux Enterprise 15 Benchmark
Id: xccdf_org.ssgproject.content_profile_cis
Title: Standard System Security Profile for SUSE Linux Enterprise
15
Id: xccdf_org.ssgproject.content_profile_standard
Title: DISA STIG for SUSE Linux Enterprise 15
Id: xccdf_org.ssgproject.content_profile_stig
Referenced check files:
ssg-slel5-oval.xml
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https://docs.saltproject.io/en/latest/ref/cli/salt-cp.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html

system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-slel15-ocil.xml
system: http://scap.nist.qgov/schema/ocil/2

https://ftp.suse.com/pub/projects/security/oval/suse.linux.enterprise.15.xml

system: http://oval.mitre.org/XMLSchema/oval-definitions-5
Checks:
Ref-Id: scap_org.open-scap_cref_ssg-slel5-oval.xml
Ref-Id: scap_org.open-scap_cref_ssg-slel15-ocil.xml
Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-oval.xml
Dictionaries:
Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-dictionary.xml

B TRATFRITHENXAREMECEX .

21.4.5. AITEHIHE

ZERFERABTEG, EALHRITEITEE. "ILER SUSE Multi-Linux Manager Web Ul fili & B335,
EA] AR SUSE Multi-Linux Manager API SR HEE #B1 318,

idF2: M Web Ul iZ178EIHAE

1. #£ SUSE Multi-Linux Manager Web Ul #1, SfZIR% > REKFIR, A
ERERRNE P i

2. RSB wmnEIN R Rrg xR,

3. 7£ xccoF xismmEFERF, WABREZ P in AR SCAP RIRMECE X+
GRESS RN

° @ Jusr/bin/oscap xccdf eval

wofrss: --profile xccdf_org.ssgproject.content_profile_stig

XCCDF xx#4#&#2 . /usr/share/xml/scap/ssg/content/ssg-sle15-ds.xml

o UIER(EF --fetch-remote-resources &%, FFEE K= RAM, It
4b, BIREIREIZNN file_recv_max_size BB,

4, HEBER P ImET F—RLHBNRT IETT.

o XCCDF ABXHEREZERL LIZTZRISEINIE, IRABTXHESTRSEH, Wi
KR

i3F8: M APIE1TEHIHIHE
1. EFEZ AT, IFRERERENE PG EB% % Python #1 XML-RPC %,
2. i&?ﬁﬂﬁﬂ’ﬂﬂﬂﬁﬁiﬂ@—ﬁ\ﬂﬁﬂﬂ&, BF&E system.scap.scheduleXccdfScan zZ
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HR g3, Bla0:

#!/usr/bin/python3
import xmlrpc.client
client = xmlrpc.client.ServerProxy("https://server.example.com/rpc/api')
key = client.auth.login('username', 'password")
client.system.scap.scheduleXcedfScan(key, <1000010001>,
'<path_to_xccdf_file.xml>',
"--profile <profile_name>")
client.auth.logout(session_key)

el LR

<1000010001> ;& % 4% ID (sid)

<path_to_xccdf_file.xml> = Eil'ﬁjg):' ﬂ#"ﬁJ:El’{lW»’éjd’-'HﬂEE’ﬂﬁ%féo WJQD

» [usr/share/xml/scap/ssg/content/ssg-sle15-ds.xmlo

<profile_name> = oscap Tﬂ%?ﬁ"]ﬁﬂﬂﬂ%? ) WJyD, ﬁﬁﬁ

united_states_government_configuration_baseline ( USGC B) o

3. EMRERTAN T, NEEHENE P IRIZTIZHZA,

21.4.6. LR

Information about the scans you have run is in the SUSE Multi-Linux Manager Web Ul. Navigate to Audit »
OpenSCAP > All Scans for a table of results. For more information about the data in this table, see
Reference > Audit.

NREREHEXPENFAEE, FEERZFin LBRAMENIEE. 7 SUSE Multi-Linux Manager Web Ul /1,
SMIEE > ARAHPEFFIRFITENALR, SMIEEET R, HAHEMIFM SCAP X+ EFIRT., BRAE
, BRAENTBSTIMER—NEESHNEEN HTML X, ERP= SR FARMINIT:

JFHLER . xcedf-report.html xccdf-results.xml scap-yast2sec-oval.xml.result.xml
EMBITIREREREESR, 15 spacewalk-report 77 :

spacewalk-report system-history-scap
spacewalk-report scap-scan
spacewalk-report scap-scan-results

BT LUER SUSE Multi-Linux Manager API i@id system.scap MBIEFREELE R,

21.4.7. 188

185 Bash f)Z<#1 Ansible BIZ B2 EMHEER SCAP Z2fsmREEH, LERUERIRASL, 0.
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513K 5. bash fii4s

/usr/share/scap-security-quide/bash/sle15-script-cis.sh
/usr/share/scap-security-guide/bash/sle15-script-standard.sh
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

513 6. Ansible Blzs

/usr/share/scap-security-guide/ansible/sle15-playbook-cis.yml
/usr/share/scap-security-quide/ansible/sle15-playbook-standard.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-stig.yml

ERFIRALHEE Ansible f5, AILUERIZIEa <5 Ansible IB1TX LI AFI R 25,

21.4.7.1. £/ Bash B4E1TEE

EFREEMRASK LLE scap-security-guide G, BXIFHAER, 152 Administration > Ansible-
setup-control-node,

BFSMEERANRTEANRES. BEMMABARRE. 2= Bash MZAR 0 —FHFIH T RHFl

21.4.7.1.1. THEANE4% 1§ Bash BB ERITIZESHR $1E1T
EBEANZRS B Bash Bl EAIRIESGSIBTT,

L &40 BRI -REREaKsl. AEEAT  mEHFLPHES — Bash filA, fiin:

#!/bin/bash
chmod +x -R /usr/share/scap-security-quide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

2. B [ BEERHEL

o AERTEHFREFHXERMMAZIERARE, 25 Bash 20l —BHHT
s

21.4.7.1.2. TS A5 LEARREEERIET Bash il
—RETESZNRFE LR Bash HIAERRZGHTIETT,
1 QIZRGAE, RHRGEH MKRFIEEE SSM RER.

2. TRFKEEBTIHEM > ZIZF LS THRE —1 Bash flZ, fian:

#!/bin/bash
chmod +x -R /usr/share/scap-security-guide/bash
/usr/share/scap-security-quide/bash/sle15-script-stig.sh

3. B [ BERH].
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21.4.7.2. {2& Bash fzs3 {5l
21.4.7.2.1. SUSE Linux Enterprise openSUSE f1Z5{&

SUSE Linux Enterprise #1 openSUSE il zs#k3E R,

nite

scap-security-guide

BiE
e SLE12: SLES12 &3
e SLE15: SLES15 f&1R Basesystem E#

Bash iAsB#

/usr/share/scap-security-guide/bash/

Bash fiizs

opensuse-script-standard.sh
sle12-script-standard.sh
sle12-script-stig.sh
sle15-script-cis.sh
sle15-script-standard.sh
sle15-script-stig.sh

21.4.7.2.2. Red Hat Enterprise Linux #1 CentOS Bash Bizs#%iE

Red Hat Enterprise Linux #1 CentOS Mz $4E R 51,
9 centos7-updates HHJ scap-security-guide X & & Red Hat Enterprise Linux s,

Béte

scap-security-guide-redhat

i@iE
* SUSE Manager TR
Bash fI#sB &

/usr/share/scap-security-guide/bash/

Bash fiizs

centos7-script-pci-dss.sh
centos7-script-standard.sh
centos8-script-pci-dss.sh
centos8-script-standard.sh
fedora-script-ospp.sh
fedora-script-pci-dss.sh
fedora-script-standard.sh
ol7-script-anssi_nt28_enhanced.sh
ol7-script-anssi_nt28_high.sh
ol7-script-anssi_nt28_intermediary.sh
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ol7-script-anssi_nt28_minimal.sh
ol7-script-cjis.sh
ol7-script-cui.sh

ol7-script-e8.sh
ol7-script-hipaa.sh
ol7-script-ospp.sh
ol7-script-pci-dss.sh
ol7-script-sap.sh
ol7-script-standard.sh
ol7-script-stig.sh
018-script-anssi_bp28_enhanced.sh
0l8-script-anssi_bp28_high.sh
018-script-anssi_bp28_intermediary.sh
0l8-script-anssi_bp28_minimal.sh
0l8-script-cjis.sh
0l18-script-cui.sh

0l18-script-e8.sh
0l18-script-hipaa.sh
0l8-script-ospp.sh
0l18-script-pci-dss.sh
018-script-standard.sh
rhel7-script-anssi_nt28_enhanced.sh
rhel7-script-anssi_nt28_high.sh
rhel7-script-anssi_nt28_intermediary.sh
rhel7-script-anssi_nt28_minimal.sh
rhel7-script-C2S.sh
rhel7-script-cis.sh
rhel7-script-cjis.sh
rhel7-script-cui.sh
rhel7-script-e8.sh
rhel7-script-hipaa.sh
rhel7-script-ncp.sh
rhel7-script-ospp.sh
rhel7-script-pci-dss.sh
rhel7-script-rhelh-stig.sh
rhel7-script-rhelh-vpp.sh
rhel7-script-rht-ccp.sh
rhel7-script-standard.sh
rhel7-script-stig_gui.sh
rhel7-script-stig.sh
rhel8-script-anssi_bp28_enhanced.sh
rhel8-script-anssi_bp28_high.sh
rhel8-script-anssi_bp28_intermediary.sh
rhel8-script-anssi_bp28_minimal.sh
rhel8-script-cis.sh
rhel8-script-cjis.sh
rhel8-script-cui.sh
rhel8-script-e8.sh
rhel8-script-hipaa.sh
rhel8-script-ism_o.sh
rhel8-script-ospp.sh
rhel8-script-pci-dss.sh
rhel8-script-rhelh-stig.sh
rhel8-script-rhelh-vpp.sh
rhel8-script-rht-ccp.sh
rhel8-script-standard.sh
rhel8-script-stig_gui.sh
rhel8-script-stig.sh
rhel9-script-pci-dss.sh
rhosp10-script-cui.sh
rhosp10-script-stig.sh
rhosp13-script-stig.sh
rhv4-script-pci-dss.sh
rhvd-script-rhvh-stig.sh
rhv4-script-rhvh-vpp.sh
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sl7-script-pci-dss.sh
sl7-script-standard.sh

21.4.7.2.3. Ubuntu Bash iiZs#kiE

Ubuntu Bl Z<#3E M1,

nite

scap-security-guide-ubuntu
g
® SUSE Manager TR
Bash fHIZ=B &

Jusr/share/scap-security-guide/

Bash fiiZs

ubuntu1804-script-anssi_np_nt28_average.sh
ubuntu1804-script-anssi_np_nt28_high.sh
ubuntu1804-script-anssi_np_nt28_minimal.sh
ubuntu1804-script-anssi_np_nt28_restrictive.sh
ubuntu1804-script-cis.sh
ubuntu1804-script-standard.sh
ubuntu2004-script-standard.sh

21.4.7.2.4. Debian Bash il zs 34
Debian FiA#4E R,
nEa
scap-security-guide-debian
BiE
e SUSE Manager TH
Bash fi&sHR
/usr/share/scap-security-guide/bash/
Bash f7s

# Debian 12
debian12-script-anssi_np_nt28_average.sh
debian12-script-anssi_np_nt28_high.sh
debian12-script-anssi_np_nt28_minimal.sh
debian12-script-anssi_np_nt28_restrictive.sh
debian12-script-standard.sh

21.5. ETZEETCER

FE—TBEX GPG EiRA e NEEETIIEE R,
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(1) EEIRSREENIHIAING, BEDRIN LIST mgretlterm.

Procedure: Generating a custom GPG key
1. LA root AR B12{EF gpg e8 < ERFTEA:

mgrctl exec -it -- gpg --full-generate-key

2. RABIRTIESRR rea (EAEIALRE, BA/IMEEN 2048 fil, HAEREEE
HIRMBH. WEHRRARAT, ARENy LUEIA

3. IRIEIRTRAESZE AR RV B FEpfFitut, WRFE, Eike
LURIDER LB BNIRA 122 5A. SIREXMAF BMIRERIFE, BHEAN o
LAHBIAG

4. RIER T RNETOL URIFERZER,
5. BN BEhANEIERE SR,  ATLUES YL EANR PR AHITIRE

mgrctl exec -- gpg --list-keys

6. Eﬁ(zliéﬁiﬁ%%qﬂﬂﬁ [etc/rhn/signing.conf EE%S{#F#;%%}]D"FE—HW{E, 3|%7r
ZEAMBI ORI ENZ 4

GPGPASS="password"

BXWMELT GPG %4H, 72 Administration > Troubleshooting,
Al LAEEp 24T {ER mgr-sign-metadata-ctl iy SR EBTIHIER 2.

Procedure: Enabling metadata signing

1. BEBNEFRBFEANZHNERRART. AIUEERRTIHATRAN AR
£A:

7.

mgrctl exec -- gpg --keyid-format short --list-keys
pub  rsa496/3E7BFEOA 2019-04-82 [SC] [expires: 2029-84-01]
A43F9ECE45ED838ED3014B035CFA51BF 3E7BFEQA

uid [ultimate] SUSE Manager
sub  rsa4096/118DE7FF 2019-04-02 [E] [expires: 2029-04-01]

2. {5 mgr-sign-metadata-ctl A5 % /3 AITTEHIEE 2
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mgrctl exec -- mgr-sign-metadata-ctl enable 3E7BFE0A
OK. Found key 3E7BFEQ@A in keyring.
DONE. Set key 3E7BFE@A in /etc/rhn/signing.conf.
DONE. Enabled metadata signing in /etc/rhn/rhn.conf.
DONE. Exported key 3E7BFEQA to /srv/susemanager/salt/gpg/mgr-keyring.gpg.
DONE. Exported key 3E7BFE@A to /var/spacewalk/gpg/<KEY_NAME>.key.
NOTE. For the changes to become effective run:
mgr-sign-metadata-ctl regen-metadata

3. AILMEAU TSR BEEHNAICEE S ER:
mgrctl exec -- mgr-sign-metadata-ctl check-config

4. Restart the container for the configuration changes to be detected.

mgradm restart

5. Schedule metadata regeneration to replace all metadata with new
signed versions.

mgrctl exec -- mgr-sign-metadata-ctl regen-metadata

EAILAER mgr-sign-metadata-ctl s $HITHEMES. A mgr-sign-metadata-ctl --help AIEFTET
o

EEETHIEERERERET. BAG, BHRSHLNAERTEERBIZET. XEWE, ERIRSSE
MFTE &P inEZE I GPC BAA RERENEHM R,

Procedure: Importing GPG keys on clients
1. ¥ GPG ZiAEEBRIR P im I FZE AT Salt ;K&

2. {EF SUSE Multi-Linux Manager Web Ul [z Highstate,

BX GPG BT HEMIFAEE, 152 M Administration > Troubleshooting,
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Chapter 22. EF A @r)ihinliEHl (RBAC)

ETAGNIHANER (RBAC) B—MREHEH, ERIERFPRIEH A GKREIRNAF W EREHRNIR,
£ SUSE Multi-Linux Manager 8, RBAC RIH{RA P {XBERITEIR SRRV ELAR A BB X R, MM
RAZ2HHENERRR.

RBAC Ryt RN E24E

* Principle of Least Privilege: Granting only the necessary access rights for users to perform their
tasks.

* Granular Control: Providing fine-grained control over specific functionalities.

* Separation of Duties: Preventing a single user from having too much control over critical
processes.

* Auditability: Allowing for clear tracking of user actions and permissions.

22.1. RBAC #Zi &
AR TR TS RBAC EXEE:

* Role: A collection of permissions defining a specific set of capabilities within SUSE Multi-Linux
Manager. Roles are assigned to users, granting the user aggregated permissions.

o AeNEkaRArPE, BRERSZABNNIFIERENR,

* Permission: An atomic authorization to perform a specific action, access a specific web page or call
a specific APl endpoint within SUSE Multi-Linux Manager. In SUSE Multi-Linux Manager, permissions
are represented by namespaces and their access modes.

* User: An individual account that interacts with SUSE Multi-Linux Manager. Users are assigned one
or more roles.

* Namespace: A granular unit of access control organized in a tree-like structure. Most namespaces
have distinct "View" or "Modify" modes.

22.2. £ SUSE Multi-Linux Manager R{ERAE

SUSE Multi-Linux Manager 2t TIE X A te, HAWFEEXTIMIBEX AT, BAAENS I HIAERN
4HEHFENPR,

22.2.1. ENAE®

BXIE X AERHEBRANTESIR, ESN administration:users.pdf,

22.2.2. EXTIM A
EENEINEE, @RI LARITLUTIRIE:
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administration:users.pdf#administrator-roles

o EERZSITIMARE, MPLENR,
* FEEFIMNIBRMT(E, LURTFIRRINIR,

22.3. BFRALnREHIBY R FRS2IE]

BT AR AEARIAIEESR], URCEMALR. NTFRSHBTE, EREHRRRDEL “&F” M °
fEe” RIE—T AL,

Fig 14. wfl: BREERBXRIFZENIHER

BiREiE IHEET WieA

cm.build (3 32 2RIRIR EK Kiwi BRI
cm.image.import 85X MEFMIBRFEX SNE SRR AR
cm.image.list 5 HIH PR B R

cm.image.list E5 SR

cm.image.overvie &E EEMRGIEAEE. #T. RGE. MEATKEEER
w

cm.image.overvie {&2X wE. ENWE. BIFRRE

w

cm.profile.details && EEMRGEREXHFAER
cm.profile.details &4 SIBMMGECE X M. RIEBICEXHFIFAER
cm.profile.list 5F HI PR BRGECE S

cm.profile.list &y M BRBR AR BC & S 14

cm.store.details &F EEMRGEFEXIFAER
cm.store.details & BIEIRGIFIEX. RIEFHEXIFAER
cm.store.list EE 5 tHFr B BRGTFAEX

cm.store.list f&ek M FRER IR A AEX

BRI R HiR AR 2SR AE IR access.listNamespaces APl /5355KEL, AXFMEE (BIFERM
MRAE) , 1S 00 SUSE Multi-Linux Manager API 314,

22.4. RBAC EiF

BrRIZEEEY APl REIE RBAC ABNNIE, Ei@d Web Ul AEFSEAR, 520 Administration »
Users.
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22.4.1. i&3 API EI2 RBAC

SUSE Multi-Linux Manager APl 12 7 LURIEESF RN EEREA®. N RNMAF 2ENEXAE,

22.4.1.1. access API
LR APl HiE T EREA B NRE XL RNER

* listNamespaces: %! SUSE Multi-Linux Manager el BEIZ#R=E). iplaiE R E A,
* listPermissions: FIHEMNABHERINANIZ(E,

* listRoles: %!t SUSE Multi-Linux Manager VI E A &,

* createRole: GIEFAE, FIEEMINEABEHIIR,

* deleteRole: MifFMAE,

° grantAccess: T XETEIBIIARIAPR,

* revokeAccess: X RIR=(ERYIAIRIANIR,

22.4.1.2. user API
LUTFAPI FiZERTEEBERARSABNDEEXA:

* listPermissions: 7N HIEBNR.
* listRoles: FIHENAADEEINAE,

* addRole: HENMAFDEHE,

* removeRole: E[MGFETAFPNAR,

BXRIFMR API XX (E1EERMMEZAE) , 7§50 SUSE Multi-Linux Manager APl &% F.

B 4
22.5. RBAC R{E3:%
EEUTRERBREYTHIFLZS., SMESTEIER RBAC IR
* Principle of least privilege: Always grant users the minimum permissions necessary to perform

their duties. Avoid overly broad permissions.

* Regular review: Periodically review assigned roles and permissions for users to ensure they are still
appropriate and comply with current security policies.

* Document roles: Clearly document the purpose and permissions of each custom role you create.

* Separate duties: Implement roles that enforce separation of duties to prevent a single user from
having too much control over critical processes.
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Chapter 23. SSL if$

SUSE Multi-Linux Manager /8 SSL IE PR BRE P im M2 ERIRS 5.

FMER SSL EMEI SUSE Multi-Linux Manager Server 9% P inidi@id IR S 2HE BRI EC BT EED
IEMARSS 28, LEIFEFRA SSLIEF.

£ SSL EFHAE, FRIHEREERSFHEBPHENRESSTHEIENT. ERHEETENRERSB[IELTEER
(==

IEBIANE (CA) RRTFHEMIEBERER. FAEIEBLARIEBMANE (CA) B2, REXE, 45
ReEMMnER, HEEFIHAERIItTEE ],

FfE SSL BNIIERESIE B 31T, FRIHRGIEER CA. XERELIES MR IR LLEIR CA.

BHABY SSL BpI8IEA A R1E SUSE Multi-Linux Manager R BRERZIER, EXMHERT, SUSE Multi-
Linux Manager BERFIBEIES, HER CAEERNRSH[IEPER.

B ERERRIE CA, EXMBERT, 1R CARNFIE CAER. AEHIE CA JAEEHRENEMPIE CA
R, MEE—THE CA NRSFIEBER. XMAEIER.

NREEFEEBPEARIE CA, WiR CARBRETEF L, MARS[IEBNRETARSE L. £ SSLIEF
HAlE], BFIROTREBIRIOIR CA SERSZBSBEBZEINENPENERE, EILENISHEE81hRFE RIEkiE
Ho

AILUEE A EE A XSS E R, E5RIBARASE SUSE Multi-Linux Manager &, Fra [l CA BRINEBREETE
ERmL, A, EHAIUERS S LERERS LGHEHRMBEE iR, EXMMERT, £ SSL EFHE, RS
BRMARS[IEBUKRPIERE CA. LG ERERRIALE,

SUSE Multi-Linux Manager BRIAERAZEFIE CA WERERIER. NTRER2Y, BIULH—ME=R
CA RRERIERER, F=7F CA FITREUBFRIIBHESNEEER. MITEE X HIARS WENES,
fERAE=7 CAFLURSIEBRIMEHE, HARERHMMAFRF. IRENIEBERE=S CAER, &7
LUBES N SUSE Multi-Linux Manager &%,

NFM 2 FNA SSLIEBHIRE:

1. #0falf#EA SUSE Multi-Linux Manager TERIZBRERZIEP

2. $0{a7E SUSE Multi-Linux Manager Server 5% Proxy EEEE+
NRIEBHE=ARF (FIENEHFIMNERH PKI) 12, METUBI TR 1o

° BXRMAIRIZEBREZBIEBIIFAMES, BES Administration > Ssl-certs-selfsigned,

° BXIESNIEBIFMES, 550 Administration > Ssl-certs-imported,
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23.1. 73 SUSE Multi-Linux Manager B2t SSLiEH

23.1.1. Podman
SSLIEBLL Podman NZMNE R EEHS D ELIEN B2, Podman SSL HZE1E:

° CAIEH
9 uyuni-ca

©  uyuni-db-ca

° IRSZI|IEHBNERA
©  uyuni-cert

©  uyuni-key

o HUREIEBMEIA
9 uyuni-db-cert

© uyuni-db-key

23.2. BEER SSLiEH

SUSE Multi-Linux Manager FAAERBRERIER. EXMIER T, IEHHE SUSE Multi-Linux Manager gl
MEZ, WAERFERMRIGEBMANARFIDEBNATERTEIR. =5 CA BRiTRE, URRERIESR
PEENERERTIR.

°* BXE=FH CAMFMAESR, 1550 Administration > Ssl-certs-imported,

° BXRUMEHBIIERIIFMESR, ESN administration:ssl-certs-imported.pdfo
AU ANMAEFRERNEREFEIRNEMZERERIER,.
SSL ZRFMEBNEN R HNE HEER R BN STT2RE TR B,

23.2.1. EMCIEBIBRIRS 2FHEH
MREHIEEBE AN FEAREMRBER T, EEILUMINE CA ERFHIRSSBIES.

g2 EMCIERIAERSH[IED
1. 1€ SUSE Multi-Linux Manager B23 ENVRIan TR, B EMARSIIES:

mgrctl exec -ti -- 'rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \

--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.com" --set-cname="example.com"'

H31R set-cname SEZ A SUSE Multi-Linux Manager RS BHTLBEEZ. NRFEZMIEZ, &
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administration:ssl-certs-imported.pdf#ssl-certs-import-replace

L% R{EH set-cname &%,

FARZEAMRS FBIEB A UTEIRS 23R 2509 [root/ssl-build/susemanager/ BRHPIE, EXHRA
server.key f server.crt. S&fg— " 1"EHRHWBZMEURAT S --set-hostname EINESERENEo

HEIEHAEAIEN Podman HIEZFKEBBHSNINEBNEH. BXRMAFARA ERBNERIFAESR,
BB M administration:ssl-certs-imported.pdf,

23.2.2. BIEEFRAY CA JEHHMARSS SR

o BHIR CA BHE/IDo XSRS BEF AR BIEERE. MRLZEXMER,
FEUENEERAPERISNEFF RHERELE CA,

SiE: IEMIED
1. 7£ SUSE Multi-Linux Manager B8 EHH B TRTRLL, BIHIEHERBEFUE:
mgrctl exec -- mv /root/ssl-build /root/old-ssl-build

2. LERGHTRY CAEH:

mgrctl exec -ti -- 'rhn-ssl-tool --gen-ca --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-common-name="SUSE Manager CA Certificate" \
--set-email="name@example.com"'

3. ERTBIARSS SIET:

mgrctl exec -ti -- 'rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.top" --set-cname="example.com"'

1R set-cname SEZEAY SUSE Multi-Linux Manager IREZ BN L2EERZ. NREEZ MR, 7
LLZR{EF set-cname 23K,

REEFEARENENZM cname AT MIBERRRS 2IIEF.

23.3. FA SSLiIEFH

TN BUFEAFE SUSE Multi-Linux Manager Z2808 SSLIER, MUKRWMAERIIEGIER,
TRz, IERREESRLTF:

o JEBMAENI (CA) SSL RHLEH, dNREEERA CAsE, NFABEHIE CA AR Ao
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administration:ssl-certs-imported.pdf#ssl-certs-import-replace

o — SSL RS BFAAEH

© —4 SSLERSEIES

o — SSL EIRERA R

o —1 SSLEIRELS
PR TR PEM 1838
SSL MRSSIEBNENBUASHBBIEBIHENNTLRETHNEBIE, EEIMEEBH X509v3 Subject
Alternative Name HAFIEBENE, tWAIMIRBHFRNRRIILS N ENSG. TIFOBPALELN RSA 7 EC
(HEHALE) o

(1) R SSLIEHHIEHEBEMLAE reportdb F db.

E=HMEANIBERERIE CA RAERORSIEBE S, EXMBERT, IEBHAOFAE CA BBAT

Fo mgrdadm s <= EEpAMEIEBRIHIF TF. EAREST, R CA MSIRERTRIXMAS; RSJIIEBX
HURAESIRSRIES, BEERINFRXATIFEFIE CAIES,

23.3.1. AFARESNIED
SUSE Multi-Linux Manager BRAEABEREZIER. ERIUTELERHABISAE=FIEH,
i312: 7E3HEY SUSE Multi-Linux Manager [RS8 LS NIEE

1. 18#E Installation-and-upgrade > Install-server Hf9i#BAZZE SUSE
Multi-Linux Manager BRS528. HRIZEEFBINXHIEN mgradm install
podman V&%, SHEIE:

$B=7 SSL IEPIRE:
--ssl-ca-intermediate /T g CA IEPERF

--ssl-ca-root FHFH B CA IEPERIR
--ssl-server-cert F&F&H RS2 2RI PERIR
--ssl-server-key FRFE RS 23 FARR R

--ssl-db-ca-intermediate FfI& FHIEZERIHIE CA
PR (WNRAETFIRS23898RIEH)

--ss1-db-ca-root FFeR $IRERIIR CA
IEBEER (WNRARRETFIRS 239MEMIER)

--ssl-db-cert FfFE BUREIEPRRIR

--ssl-db-key FHFER BIREZRHERE

Frja] CA ATLATE(ER --ssl-ca-root 18RI i ft, tWEJLIER --ssl-ca-intermediate {EAMIINEIISRTE
To BILAZRIETE --ssl-ca-intermediate £,

23.3.2. HHRERRSNIES
REBEBERNERNEET, NBEAE=SIEH, REEREIRTR:E.

5514457 [ 19051 233. A SSLIEB |_



1318 7E#REY SUSE Multi-Linux Manager {12 L S NIEH

1. 1R#E Installation-and-upgrade > Install-proxy HAJiHBERE SUSE
Multi-Linux Manager {32,

2. BIRRRTE RIS &

o BEERRIERMANIM (CA) NIRSHNKIENFAEIED
FBo EATRE CAZRZRNEHKALLA,

23.3.3. HBiEH

AL SUSE Multi-Linux Manager 2EFIFEHNIMEBIOEBEIRAMIER. FEZERMITR. KEKR
ARSSEREEIERRIES; BEHUR CAIEH,

BRI PREEESHEFHHAITESIL, LERRSTE, HAERSBEETRENESR, FIEEEM
BN ARG E R R EHBIEER SN CAIEFR.

fEMBRIE CAERME=SIERN, FERHIE CAIEFEMERS B[BHEIEEIERH,.

EBIRFEXRER: BARRSH[ILER, BEKRRXAMNZEBERN CA IEH, BEEHR CA ERMIEFH. R
CAIEBARHENEMRS BIEB XA,

T2 BB IEIEH
1. LXT&B%&%Q@E#HE root-ca.pem. intermediate-cal.pem. intermediate-

ca2.pem. server.pem #l server.key X1, IRIEARSZZZIIEFEREF (8] CA BY
HE, KMRXHRgEEMRAE,

2. BFtFRiE CA IERSRSE[IUET. IEBIRFEXEER, RS\[BILHHNET
ExBIE, i8] CA IEBIRIMFHF, 577%R CA IERARMEIEBEREE,
jﬂE:{%%gﬂfgﬁéﬁ uyuni-ca -*l] uyuni-db-ca 7It)-lf"_-.:‘._."o illJ%T\@EEPIETJ CA, )”JJE_[
TEESF BREZEFR serverpem, THRFEASHEHIXH-

cat server.pem intermediate-cal.pem intermediate-ca2.pem >combined-server.pem

3. 7£ SUSE Multi-Linux Manager B2z EHMEBLITH, EFCIERATEEX
HERZRR Podman IEPHNZE:

podman secret create --replace uyuni-ca $path_to_ca_certificate
podman secret create --replace uyuni-cert $path_to_combined_server_certificate
podman secret create --replace uyuni-key $path_to_server_key

podman secret create --replace uyuni-db-ca $path_to_database_ca_certificate

podman secret create --replace uyuni-db-cert
$path_to_combined_database_certificate
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podman secret create --replace uyuni-db-key $path_to_database_key

2312 ERRSEE
L EASENL, ERRSUNAEN:

mgradm restart

MBEEANESNRIE, WEEFEAEXRENENEM cname A MIEBER—PMIRSESEIEE RPM, /3T
BYERE tarball H#HITEE,

BXi¥MER, 8 installation-and-upgrade:container-deployment/mlm/proxy-deployment-
mlm.pdf.

WMRR CA BEERR, WEEBRHIPEBZMBEEZE SUSE Multi-Linux Manager & P i, BRER FRIERITE
B, LARATEERARSS HHf,

R CAIEREEH, WFEEHMITEESE Kiwi IEFHBY RPM XXt

7 SUSE Multi-Linux Manager fRS5288 828 EM L, BITUTa<:

i

mgrctl exec mgr-package-rpm-certificate-osimage
SR ERIBIEE, BERMEIIR N LRI highstate, LIEBBHMETBH Kiwi (R,
218 EEFIKESPER CA
1. 7£ SUSE Multi-Linux Manager Web Ul 1, SfRZIZRSE > #E5,
2. ERFBREF IR ERME RS EEERS,
3. BMMEIRY > RALEES > I,
4. ERETFEER, B (] UNA RIS,
5. 1% Highstate TIEP, B2 [ FZA Highstate | LU B BB RERIE P im,

23.4. HTTP migfEiaL et

HTTP iR et (HSTS) SEBEMILER PRIAKE (FIaNhiNFERB S Cookie £%r) HISRBEAL
il

£ SUSE Multi-Linux Manager 8, HSTS ThEERUARTFBARTS. IREFEEMS R LEMARINEE, BER
AT I 2g1E:
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installation-and-upgrade:container-deployment/mlm/proxy-deployment-mlm.pdf#_generate_proxy_configuration
installation-and-upgrade:container-deployment/mlm/proxy-deployment-mlm.pdf#_generate_proxy_configuration
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security

218 ERS2E EEHE HSTS

L EiRSZ\[AFENL, Lroot HNHITUTEL, EIEE max-age=0 IKERT
HECE X

mgrctl exec -- \

echo 'Header always set Strict-Transport-Security "max-age=0;
includeSubDomains"' \

> /etc/apache2/conf.d/zz-spacewalk-www-hsts.conf

2. ERLTar<E R Apache:
mgrctl exec -- systemctl restart apache2
NREFEENIE LR ZIEE, FREBUTIEZERE:

di2: ENIELEEERA HSTS

L ERSHFHEENL, KUroot HHITLUTEL, EIES max-age=0 IKERY
HECE X 1

echo 'Header always set Strict-Transport-Security "max-age=0;
includeSubDomains' \
> /etc/uyuni/custom-httpd.conf

2. BITUAT&Z:
mgrpxy install podman --tuning-httpd /etc/uyuni/custom-httpd.conf config.tar.gz

NEEBEXMH  <filename>.conf &M, EWETEERNNENE, i, =82
A spacewalk-www.conf HENHELGE, HXHEREMFHXESE (RESIEFE) . &
% Apache WM HRFMER, ESM hitps://httpd.apache.org/docse

7EfERA SUSE Multi-Linux Manager £mHIZRIN SSL IERHEREZIEPNERTEH
HSTS &, s EHELE BT HTTPS #1T1E %, FRIFATALSSERERZM CA =3

(1) (&, MBEMEMNE SUSE Multi-Linux Manager 4REY SSL 3E#, AILUERE
http://<BR53 82 414 >/pub/RHN-ORG-TRUSTED-SSL-CERT XS AEIFiE
PRI SE 2 REEZIER,
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Chapter 24. iJi#]ITED

1389 SUSE == REEITH, 1TIEE SUSE Customer Center (SCC) &2, SUSE Multi-Linux Manager £5517#%&
BlRE, MIQEER SCC kP TAIE B EMEBF P IHINTIRRS. ZIRERMEE XPLR P inERMLEITR. &
BFRIT IR BITIRLE, URBERFimEEEE T RNER.

SHzlE ITRARRUEERS.
TR EET-RIR A X HRI TR B R LEVIT B E R

FRRM=RIBS AT RREEE HRITRNEFRHIIR, XEELTELLENEF R, HHFIRFEME]  SUSE
Multi-Linux Manager B9 Fif, ZRSEIE™REB TN RLRN ARSI,

ERBET R, AJLOEENEPImXEKEAEXAITIE. MRITHEERTERIIMIEE F is B e X EXETiH
, MEIREFRIE Ao

HEBRSIMEERITHLESRELEIREFEMNFME RS, XEHSREGHTAR 7RERMUATER
58,

1

XA LR .csv IBRUIRE, TE MBS SIRRIATTE /var/lib/spacewalk/subscription-matcher/ B RHifia]
XL

=

BINBERT, ITRACRSEAFRET. EEXILE, BEMIIER > ESEEXRHHSEE  gatherer-
matcher-default, RIEEEFXAERH, AT [EHBERH]

HTFREREFEF IS Sa0iTHERE, RIbERERAILEERERBEMEN. B—1TFFEA—
ELS5R—MTHALE, RRREEHEFHELEMIAREIM, HERNTITHSITHRS,.

TTHLRR= SRR AR~ miE, BABEREKAPITHNFRMFARE. B2, WREH
SEATE. EPWIENERKRN, HEBZFHERNAEFIETT, NIRRT ETEREEBNAA
1T, IESWHRHHE X SUSE Multi-Linux Manager REHE FIRFISEEEUE, UREBIHRE BER.

(1] TR T —E SRR E P HAITA. CHIESESRE I

24.1. B EPimX<EXETiH

NRITALECER T A B ER F iR S EWBITIRMELE, S UFHXREKEN]. QIZXEKfE, 1THTE:S
B PR EIT NS L ENRRH RS AT,

B2, LESEHIFMKRETKE, XERTITHEETA, URTHREIUNATZEFin. i, WRX
KSBILRERITENFRMF MG, HEMNRLAESENVEEREXEKNER T LEEREER, RSB
KEXo

BANNFTRER, BRE [RMXKEK], ASEREXEKEE P i,

o BITFENE B ERAXRKIENAERTPIREAXEK, NTFAZSHRLEMS, 1THLE
HBTLRBEE B ER.
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Chapter 25. 5 HIERHE

BB ESHERATRYIHPIETE XHESA,

@@ SUSE Manager Schedules @

Below is a list of defined schedules. A schedule defines frequency, how often a predefined bunch shall be triggered.

+ create schedule

1-230f23
25 j items per page

schedule name |2 Frequency Active From Bunch
auto-emata-default 05/10%**? 2018-06-05 11:40:50 CEST auto-emata-bunch
channelrepodata-default Qr*rx? 2018-06-05 11:40:50 CEST channelrepodata-bunch
cleanup-data-default 00237%* 2018-06-05 11:40:50 CEST cleanup-data-bunch
clear-taskologs-default 00237** 2018-06-05 11:40:50 CEST clear-taskologs-bunch
cobbler-sync-default [(EREEE] 2018-06-05 11:40:50 CEST cobbler-sync-bunch
compare-configs-default 00237** 2018-06-05 11:40:50 CEST compare-configs-bunch
cve-server-channels-default 00237%% 2018-06-05 11:40:51 CEST cve-server-channels-bunch
daily-status-default 00237%% 2018-06-05 11:40:50 CEST daily-status-bunch
errata-cache-default [ER L] 2018-06-05 11:40:50 CEST errata-cache-bunch
errata-queue-default Qxe%? 2018-06-05 11:40:50 CEST errata-queue-bunch
gatherer-matcher-default 0007?%* 2018-06-05 11:40:51 CEST gatherer-matcher-bunch
kickstart-cleanup-default 00/10***? 2018-06-05 11:40:50 CEST kickstart-cleanup-bunch
kickstartfile-sync-default 00/10%%+*? 2018-06-05 11:40:50 CEST kickstartfile-sync-bunch
mgr-register-default 00/15%**? 2018-06-05 11:40:50 CEST mgr-register-bunch
mgr-sync-refresh-default 0617%% 2018-06-05 11:40:51 CEST mgr-sync-refresh-bunch
minion-action-cleanup-default DO***? 2018-06-05 11:40:50 CEST minion-action-cleanup-bunch
package-cleanup-default 00/10%%%2 2018-06-05 11:40:50 CEST package-cleanup-bunch
reboot-action-cleanup-default 0O***? 2018-06-05 11:40:50 CEST reboot-action-cleanup-bunch
sandbox-cleanup-default 0547 %% 2018-06-05 11:40:50 CEST sandbox-cleanup-bunch
session-cleanup-default 00/15%**? 2018-06-05 11:40:50 CEST session-cleanup-bunch
ssh-push-default A A 2018-06-05 11:40:50 CEST ssh-push-bunch
token-cleanup-default 0007?2%* 2018-06-05 11:40:51 CEST token-cleanup-bunch
uuid-cleanup-default 00**%? 2018-06-05 11:40:51 CEST uuid-cleanup-bunch

B SCC BiERH > RIRRHEITFRRREH > DETHESAT, EEFTUSARARRHREN

B [IEBRERH] IEREHIREEMZBREZH,

ERABERERH, FRGELAN [ ZRBERERH].

A

ASHRZEABNRETREYIRF, BESUSE Multi-Linux Manager HIEERH > BRERHIBME, AEZEE
[BERRERA] 2.

BT HELZHMTF SUSE Multi-Linux Manager IEEETEXEE, EILBENELTHNE
WERTARABRRERH,

MREBERNERN, FERZARENETIRNEITRS.

BhFRHEEESR O RERHRM > BIERHERAT,
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25.1. FiE XHY{ESS4H
FEBAR R THEXNOESE, BIHLHTEE:

auto-errata-default
RIEEELHBohENREH,

channel-repodata-default
(B#) EREFRE TR

cleanup-data-default
MEGEREEIE S B H 6 B ok B S i iT BT e 45U,

clear-taskologs-default
RIBEELVER, MEIBEFBRBIIEERMAESSIZ (taskomatic) L ¥R,

cobbler-sync-default

& SUSE Multi-Linux Manager B3 T EIEFECE X EUERZL B Cobbler, BXH Cobbler 1Rz 1589
BHLEMNFMESR, EE M Client-configuration > Autoinst-intro.

compare-configs-default

REtERERETNREN G SFHEMEERARENRS SR LA #HITHHR, ZEERILRER,
BRERAXTRHEFEXRS. RIERE ’ b, EXFRER, BEL
reference:systems/system-details/sd-configuration.pdfs

cve-server-channels-default

FHATFEHEI > CVE it im L ERERWASFITE CVE 3B, Hit > CVE EittETHiERERE
RIE BRELHN ERB1TEREH. BXFHMES, 1550 Reference » Audits

daily-status-default

BEHIRSBFHHLZRME I, BXOAANMSFERAFREEBNIFMES, 55 Reference »
Users,

errata-advisory-map-sync-default

EHNERR SUSE #THNBRIEERFR. MRBBEXAS, M TIFEEEN “HNEERN &9
2B SUSE RIRIRIBE I

errata-cache-default

BRI T EEZHREER, XERBTERESMRSBNEEEHNNGEE, ESALETEMNFE
T EMBR B P X BB, BX44NT EHEE, 1520 Reference > Patches,

errata-queue-default
NEERNZWBEIEH (T) HRSSIEXLER RT) HbA.
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reference:systems/system-details/sd-configuration.pdf#sd-config-compare-files

gatherer-matcher-default

BEEITEENEN SRR FEEREM TR, REENENESIE. SEEROHES, THT
Foas R BN =317,

kickstart-cleanup-default
BT BT Kickstart 2iEE3E,

kickstartfile-sync-default
ERSEEERSEIERN Kickstart EEE X489 Cobbler X4,

mgr-forward-registration-default

BEPIHEMEIES SUSE Customer Center B, BIASEREHIN. BEEXMD EMIFRHNE P imEGE,
B2 [etc/rhn/rhn.conf FIEEMESL, FiElT:

server.susemanager.forward_registration = @

2S5 SCC WEIERLSH S RMT. SMT. SUSE Multi-Linux Manager AR B+
M2 SCCHEFIHmZIE, WRERFHAIA IR,

A BERPHIE, SRR EIMEF REESR—NE.,
SHRNNEEREENRE, MMEBBISHIRAIRIARSS

mgr-sync-refresh-default

5 SUSE Customer Center {##%E (mgr-sync-refresh), BINERT, HIESHITIRPHEELFR
BEEXBE, BXEEXBERTIFMES, H5I administration:custom-channels.pdfo

minion-action-chain-cleanup-default
TEIET BT AR ERE SR,

minion-action-cleanup-default

MX ARG RIS AR P IR EE. B, IESERZHEIERFME Salt (FILEEPIEN
SR, RETAHEFAEIRERTTRAVIRIE. SIRMRSS]/IER 7IRIFER, AR ERIERTHIE R, T
BRINTERBVIRE, WESESERERITHMAXXHEFIER.,

minion-checkin-default
AEZP IR EHITEMBE N

notifications-cleanup-default
B RpEVSINC IS

oval-data-sync-default
ERLFTERY OVAL #idE, LIRS CVE I E AR AERE,
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administration:custom-channels.pdf#_custom_channel_synchronization

package-cleanup-default
M4 RGP IR B B B 3

reboot-action-cleanup-default

MBI 7NN RERA RN E S | SR EERBIRC AR, SIREPHXBKEIEEREE. BXTHESS
BRIEEAER, 1H8 M reference:systems/system-details/sd-provisioning.pdf,

session-cleanup-default
BIEEEE Web RERIE, XBERRAFPERZE, THHEZAIXAN KR IR FAER IR,

ssh-service-default

MRAEFIHACE 7 SSH XX RS E, MIRTEFim@Ed SSH 35 SUSE Multi-Linux Manager i&1Z.
B, EES|ISEREIITIRIERE,

system-overview-update-queue-default
B ARZRBEEIE.

system-profile-refresh-default

B RF ERITEGHRIF. IWESASH RHIT—R, BIBERIEAN SUSE Multi-Linux Manager fRS588 £
Bfaf. il aER  Specialized-guides >  Salt, MBEFEHAAN, EBW  specialized-
guides:large-deployments/tuning.pdfs

token-cleanup-default
fER Salt &P iR AR TG EMTEEN B RBIETFESH.

update-payg-default
MECER PAYG =L 5IMER S D30 IEEHE.

update-reporting-default
B AR S EIE

update-reporting-hub-default
MEME SUSE Multi-Linux Manager RS 28UEEFTBIREHUIR, HEMP OIRSEIEE,

update-system-overview-default
RO E RS 5 SR B D IR R,

uuid-cleanup-default
BRI UUID B
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reference:systems/system-details/sd-provisioning.pdf#sd-power-management
specialized-guides:large-deployments/tuning.pdf#java-salt-batch-size
specialized-guides:large-deployments/tuning.pdf#java-salt-batch-size

Chapter 26. #HiAERBAE

RERHENERETIIIRERK. A THEXEYE, EATHRENEEFT—TEER. 7 7TIRETH
BERHTTHIEEH TEMETE, B9 LR HRERIIEEINFRE

(1] VETERRSS SR BRI THEINT S B 2 1A mgretl term,

IEECEETRTFE [etc/rhn/rhn.conf ECESXfFH, ZEHAGAKERN 20, FULEENN 0 SRERREEN
i,

java.max_changelog_entries = 20
MREREINSH, EREBPHRHEENEER.
BRUIEBHE, EFER mgradm restart EERSE,
eI Re R EMIPRB B EREFNEUE, UERIRHE,
IR B EM E R EFNEIER e R ERKE B, RIBEMEERENENIFAEES, It
(’ HREATRERE /LN, Z1ESSH Taskomatic EEHIETT, FELLEE] LATEIRIESERET 4.

£ F SUSE Multi-Linux Manager, {BRIZFEIEIMESEM T

AILAM B L 1TRIBR B RV EIBH B R ERR L R R
spacewalk-sql -i
AFSTE SQL #BER A T

DELETE FROM rhnPackageRepodata;
INSERT INTO rhnRepoRegenQueue (id, CHANNEL_LABEL, REASON, FORCE)
(SELECT sequence_nextval('rhn_repo_regen_queue_id_seq'),
C.1label,
"cached data regeneration’,
IYl
FROM rhnChannel C);
\q



Chapter 27. BPF

SUSE Multi-Linux Manager B2 R rILURINFTAR . #FNRUKREASMEFRAF. MREETEERENA
F, AIEAPIEREIRGE, UETARIIEENR, EAIUAER Web Ul WRFARINME, BIEESMEHR
BIAE,

[ ) {4 &M SUSE Multi-Linux Manager SRR IKF BRET, MARAA A,
ZEEIE SUSE Multi-Linux Manager FBF, 15SMEIAP > BPYIR > FIELIES SUSE Multi-Linux Manager
RSSBHNFIEAF, JIRPHNSTHAFSETHAFRE. EXHE. BKNAR. AR DXERBH, UKA
FHHEPRES, & [IBARP ] TMeEMNAR K, 2SERFPES# \BPATIIE,

ERFARRAIZENAR, F2E [IRAR ], HERAFNAT, ARRE [RERB].

27.1. O$ER

SUSE Multi-Linux Manager i/ Bt B — R 5 IR IAE,

NREFAEHFAFPOSHTEARNTLITE, SUSE Multi-Linux Manager B 5 AIEIESREIH1T O < B2
o

£ Web Ul #r, SMEER > EEREE > OLHER LUEXOALER, JHSGERAUTFE:

AL KETIR

B AT EX ALHR/NFFH.

A< KE LR

FERATFEXALHRAFFH.

FEEsHT

ItFERATFEEAOSEEUMNEEHF (0-9).

EE8IEFE

ItFERATFEEASEEUNEENEFE (a-2).

FEESKEFH
FERATFHEEASEEUNEEATFE (A-2).

PREIELHFFF
tEFERATIEE RS IR EAELNF.

FEEINHFN
IFERATEEOSESVNESHHF .
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FIFERBISHF
REETREQAIRHFEN, LFEATH. ETRTEEATERNEHEZRA (U !@#5%&* F) -

RHESHFF
FEATFHEERLENFHES R,

EEFHHLER
tFEATFEEFTNRAEE R,

BF [REFE] JREOIRENEEN.
BF [EE ] ITRABIREMERRINME.
SUSE Multi-Linux Manager A< SRESHIZABII T :

o c OSKETIR: 4
° OLKELIR: 32
° TEWEAEFTH: BiEF

27.2. (S EFIBRHT F

TR LUEAERFTIBRENAFIKF . EEFRNAFKAREINATUERNE EMRIBAKARKAR,
BRI R,

BFRAELUEAECHKF, B2, IRAFEBEERAE, WHSTMEERZAEER, ARTERERKF,

BERNARPTEERE SUSE Multi-Linux Manager Web Ul SRR HHE[II&1E, AP EERZ R HIIRIES
{REBEIRIEIATIA, SUSE Multi-Linux Manager B R A AEHECEEERNAF,

27.3. AR A&

BREHSEZ M ME, BEE—ABEEENZSITHS MNAREE. RAFUNRKXEDEE—NEERN
SUSE Multi-Linux Manager B2 &R,

EENAFIAE (SUSE Multi-Linux Manager EIZGA®KRIN , BSMEAR > APYIR > Fif, ERE
BRMAR, ARREFEEPHEEETEERAR,

EEHNAFR SUSE Multi-Linux Manager BIERAE, FSMEIEIE > AP, HREFSEEDPHEVHIEF
SUSE Multi-Linux Manager Admin? ,

Fi& 15. AP ABRR
BEBER e
SUSE Multi-Linux Manager &25 PTLUAITFRA TR, EIEE A MR
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ABRR A

HAEER BIEHERA. BEE. BENRSH,

HERAEER EIEHER A,

G EIER EERGEEXM. build MEFHEX,

EEER ERRASKEKE,

BEEER EERMRE, SECRESF/AITHE, KN

i,

ROAEIER EERSE, SECERMBRRAA. BEA RN
AMBEAE, UNEERPNRLEARIHIRNR,

Epilicla RAATAERIRNRER. MEIZRBF =85S
FltA .

27.4. RIEEFINAE

f&Bh SUSE Multi-Linux Manager RETFABHIFIEES], ErIUCIEMIMEEREMWA PR, BXi0f
BEAANIFMEE, 1530 Administration > Role-based-access-control,

27.5. AR IR ARG

MREEQIEZRAFAREERERT i, JLUBAEERIIBR, itbiT#TER,

ERAFERIRSA, BSNEAP > BAPYIR, 2SEEEEBNAFS, ARRIRFHET R, EPERE
KBV, ARET [ BIREIAE]

BEALUNBPERE— RS MEOARGH, SR EMREF RS, RASFRERIFIENRFH, X
B, ZAFPREEIL RS EMAE P ik

BEIPINGRA, BESMEIAP > RGARE, ARRIIMNBSMIBELT+, 2E [ QUIERIMNBA ] UeIB—1
BUSMERAE, FizdBaRR, HIBEBRIESNRAA,

BXRAZRARNFAESR, 52 Reference > Systems,

EEERFIUEENEE R, BSMEIAP > APJIR, S52RFENAFPS, ARRIIRFKETR,
BRITHELES, JUMTIRPERFPHRUFEFNIZIRAEEER,

BEXRSESERNIFMEE, B2 Client-configuration > System-set-manager.

27.6. AR #M&EBENIR

AILRAREAGERBERNSIITAE, EFATUETERBENERRA, HKEIARFNREEE,
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EHARITHRE, BSMIAR > BRYIR, REEREENAFS, ARRIEENR > ITEENF, @&
hERRIRKEE, ARRE [ EHUR ]

ENRAAETBEEENR, BEMEAR > APYIR, STERENAFSR, ARKIEENR > EEER
®o ERRISIKENEE, ARRE [ EFR 1.

FIRPHFLLBEA T AT, BEREESHAFRPNEEARSHEESRIEEE X,
< 4 ——
27.7. BRPEINES
RIEMHAFE, ®alLU%ERE Web Ul EBMIES, AIEZBFE, JLUEISMIAIET BB RERIES,

ZFINES ZTE rhn.conf BEXHRIZEN. EFNINES, B /etc/rhn/rhn.conf XHEHFH RN RIET
H—{THA:

web.locale = <EZMHE>

MRKIKEEZE, WEIAES N en_US,

£ SUSE Multi-Linux Manager e LIER LU FIES !

=% 16. AT AIES XS

BB ES 1=

en_US WiE ESJES

zh_CN =2} FREARPEE A
27.7.1. ARPECAREERR

SUSE Multi-Linux Manager Web Ul BRIAERER TR LR~ M ER, ErILEREBEARM Uyuni 3¢
SUSE Multi-Linux Manager s, SUSE Multi-Linux Manager LA R BIEI,

&R LUTE rhn.conf BRE XA ENBIAEM, EERBIATERR, BFHTFF Jetc/rhn/rhn.conf XHEFH RN 4REE
TE—1THS:

web.theme default = <FF>

=M% 17. AT Ay WebUI 7

FREARR Biea #3t
suse-light SUSE Multi-Linux Manager xE
suse-dark SUSE Multi-Linux Manager RE
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27.7. AR EINES

FHERR g #

uyuni Uyuni xE
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Chapter 28. 215

L& SUSE Multi-Linux Manager FEIEZHE SUSE ZHIRIIRSET, AJIREX supportconfig 5§ sosreport
L TERNZIFHRIE. BOMZERFIRSHEXREIE, HEZEHE SUSE 2IREARLZRHTFS,

28.1. £ BRS3IEKRES

EREMEASIFTERIIFHIEN, EFERER—TRSBERES.

WMECERSIER, \HRMIE  https://scc.suse.com/support/requests, HIZRMERRTTHRIEE, B
IEREMNRSERES

Privacy statement

o SUSE  RARASKRSUWANEBEE. X SUSE  RABERARENFANS, 1HAR
https://www.suse.com/company/policies/privacy/.

28.2. M SUSE Multi-Linux Manager FUSE T FEUEH
%% SUSE

i312: @id SUSE Multi-Linux Manager Web Ul UggEH F &z 15 50E

1. £ SUSE Multi-Linux Manager Web Ul &1, SfiZIR 4% » RATIR > FrE,
R ERE T FHIRAINRIZ= 6P F ik,

2. SAREMAlEEEDR, ERExsFiRm+,
TExsxpmsFERP, MIAFIXERMRBIRSIBERES
TFraraFEF, RIEEMG LEHRZSEBNME, TEwaEmiEn,

5. EssrsgTRY, EARANATMETRAZRESENIRED, B{fE
AR IARSZLFER TANRRIMER,

6. EFERRePIAFERITIIR R E],

7. B ek Bill. ZRFRIHENBRRETHEAY, HEILENEBNT
, STERE P iniiER SR ER R IUE L BRI B iR 25,

> w

USRS IR ah

* SUSE Multi-Linux Manager f{I2
o o EFOESTRZRMIZ R HIEM A IMNEIBRSS 2889 SUSE Multi-Linux Manager BRE5 28
* F SUSE Linux Enterprise #1 openSUSE & i
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28.2. M SUSE Multi-Linux Manager IS 158EH £ #iZ) SUSE

* SUSE Liberty XEAREF i
e Ubuntu i

e Debian i

0 EME SUSE Multi-Linux Manager BRZS28 EHZRHIE, BEERSENFRITH S
mgradm support config,
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Chapter 29. g

EENA T ETEFER SUSE Multi-Linux Manager BYAJgES B B —L & I Rl B H AR 7%
S5 BENHEXNEREEZEESITNE.

BEXNECTHELR, 1580 Specialized-guides > Public-cloud-guide,

29.1. BohREETE

NRAEFAEIER Salt (salt-minion) SSI#ITERE, TR ABITHERAFIAMENRYS (RHE) ERENEF K
WEPY A, REMELEEIMS SUSE Multi-Linux Manager —i2f$M.

fERAZRIARY Salt #4060 (venv-salt-minion) LI, EREFE—EFFIELEBEFEANTFEE, ZBEESENE
PinEMEERS. FIENENREGEEBEESTE Salt ImgieH,

RERENENALSNBFRET S5 BoREREXHPHNEMBERXNE Fin TAER@E,
o MBERENEM SUSE Multi-Linux Manager 12t T TE@EEAFEE.

o (NHfEAEER Salt (salt-minion) SLHIRY, FEFIMUEXRBIBERESRM T HFHNRAEMNER
R,

29.2. WEMRAHACE R~ miI5 | FHEFEHITEE

B 22500 @AY, S BEITE SUSE Multi-Linux Manager Server EOIENREHEMS | SiEFEE. Lr-mEl
RERERERBAERER 2R, NRECERSEERALS R, MARFEIES|ISEFE,

BXE|SMHEEENFMAEE, 153N Client-configuration > Bootstrap-repository,

B2 SIBEGAMEERTmS|SEFE

1. £ SUSE Multi-Linux Manager B2 XA LRI, Ll root B FHNRS RS
mgrctl term

2. EREAEL, RITUTHE:

a. €M --force I P BIV AR 3ZH5095 | ShE=F R, fla0:

mgr-create-bootstrap-repo --list --force
1. SLE-12-SP2-x86_64
2. SLE-12-SP3-x86_64

b. EREHMEEERMIENTmITE, RS ISMERE:

mgr-create-bootstrap-repo --create SLE-12-SP2-x86_64 --force

1617 #1907 0. e | TS



MREARBF LIRS SMEFE, AIURELFEN~mi5 | REFERSE LTSS,

29.3. M EPERY Salt BEFIm#ITEE

MREBLZERATBREEEFRELARER, AREEMRERN Salt FF I, ERIESIWEILITH#HIR:
/R, HARIZRS

REZHERNERZRHHNRERARASUANEIMAFZEEHEENITEN 1D, ErIUFARILHIEUESEZ
B1x, AREA]RINEMER RS

BXiFMEEFI%EE, 7ES 0 Administration > Troubleshooting.

- PN S 4= H
29.4. HERB BT AREHHITER
MREFEANBRKAMFHIEENE BEENEMETEAR, EEERNEAEHE,
SR LRI T A MR ESRARR AR AR/, MNMERRIEIE, TEAREN L root BE1TUTEIESH S,
212 ABEFEMEIEER)N
1. BB KN BEXRIUTABHEEUR T EENZEFE,
2. MRMEBEHX (B0, #E /dev/vdb 7Z7E /dev/vdbl #X) , BFEITUTHS

a. parted /dev/vdb
b. (parted) print

c. (parted) resizepart NUMBER 100% E, NUMBER 2 print &< ERMNOXS (0, NRm@EE
E [dev/vdbl, ZGmLRETR1)

d. (parted) quit

3. ABNXHRAN KN B9, JF XFS XHRS, EEITUTHES
xfs_growfs /dev/vdb1l

FTERMIZEEE, XFS XHRANZAERZEE ERFE R B=IE.,

29.5. MIIFREERE HITESE

EEETHEXHPNESIRSRASEN, XARIEERRT P IRINEREE. ErLUBIEMFBEERE
BRI EES (SRR RILIRE, ERGTRIEEFESIEX MG, BN IXE IRTRER# T,

2. RGETF R RIR IV
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1. BB /var/cache/rhn/repodata/<i@EFEE> HHFIEXH. WNMREFHEBEGFEEMTA, AIME
SUSE Multi-Linux Manager Web Ul RS ZIE M > Bi& > BEREIREI T,

2. ERBEN LR LITRHRITU TSRS, UERERENEMXH:

mgrctl exec -ti -- spacecmd softwarechannel_regenerateyumcache <channel-label>

29.6. HEFHFHRRGENEEEEHITER

RECGEEARREENBEEXCEEN, REEE (FINeIEs|ISHEEE) TRESSBREXNITH, HER
PR R Mo

g, MRASRENEARRGERIERESESISHEEES . ERGE (6190 python3-zmq X zeromq)
ARERSHOIES | SHEEFNEE, REERF N5 SHES -,

When the custom channel (for example, an EPEL channel) is added below the parent vendor channel,
issues with conflicting packages cannot be solved directly. The way how to solve this is to separate the
custom channel from the vendor channel. The custom channel needs to be created in a separate tree. In
case that the custom channel needs to be delivered as a child, such environment can be created using
Content Lifecycle Management (CLM). Sources in a CLM project can be added there from different trees.
Using such an approach, the custom channel stays below the parent within the built environment.
However, the vendor channel tree stays without the custom channel and the bootstrap repository. Then
registering clients works correctly.

REsEPRUMENEEXEE (salt. zeromq F) SIENFEER, UTHEARATERZAHR:

d3iE: BRAEMEEPEEERRNERGE

1 MNRBEHRERENFEENBEXEE, BXFHAEERE, BER administration:custom-
channels.pdfs

2. EREMANPOIREEXEE, BXFEMES, 1551 administration:custom-channels.pdfe
3. BEAREMHARERE (CLM) FARNEFAFBENBEXEE, BHRITUTRIE:

© 7 SUSE Multi-Linux Manager Web Ul 1, SfZIRBEREL, AGEHE [ QRS ], BASH
L

O BEXEIME, FERMENENEBENEENEE, (HEEHE Cent0Ss HIR{)
O BIMERMBBBED, 5130, A CentOSs,

© BWEIE, EeE [(HR] B, XS0E-NEARNEBENEE S CEENFE, XEEEn
SHERAEXEARTIISE A iR

4. BEEWHA: £ CLIMIMBAH, BENHRN— N RSB ATHRE A E ARG, SNEEEFHER
HERERASRENEHARUGE. BXRTEVFERER, FEL administration:content-
lifecycle-examples.pdfs

5 BREMHNTAME CLM R (BSHEEEENBECEE) , BENEREE [ ] &5, FER
1TIIR A REE IR IF R
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administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_creating_custom_channels_and_repositories
administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version
administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version

O B¥CLM H¥E S, 52T Administration > Content-lifecycle.

WNSREZTE Red Hat Enterprise Linux i (3% SUSE Liberty Linux. CentOS. Oracle
Linux A %&40) LR Extra Packages for Enterprise Linux (EPEL), &% % EPEL
IRHAY Salt B, X=FESK SUSE Multi-Linux Manager 1218 Salt i EHhEEHE

o LEThae, LERIFIEE™E, RAXEEER—1EAIE SUSE Salt REEM5ISMHEE
FF. EIb, RAFRZRIXENERTR.

NREFERA EPEL if77E, 1555MRANTISHE EPEL 12(ER/Y Salt 2RFE (FI40, 3K
> &% > &8 > EPEL > B ERR Salt 4-8) .

29.7. 32 F FQDNS grain B IRy Rl R# 1T 5

FQDNS grain Z:REIRFFFIATEMRE DNS BRSZHITIR. BERRMETHXLEBHIUE, BIR DNS
REREHIR, RENNENREKES, AREERT, BERESERLMEREHE /5.

ATHIERELRR, EEILER Salt FREREZA FQDNS grain, IR grain, EERILUAEAMBIRRIE
f#t FQDNS fRSS, MAZEIEE P imE AN A S B XL

o XIGEATRIAWN Salt EF IR, MREEHEEM Salt ZFURAY, FQDNS grain BAUIAR
%
ﬁtmo

£ SUSE Multi-Linux Manager Server ERIS<IERAT T, EAUTHSEMA FQDNS grain:

salt '*' state.sls util.mgr_disable_fqdns_grain

=

t T 2EREINEPHHEMRSHFELIEN Salt F. NREMEFFIHIEES, ATUKSARLEEIHR
/%\

TiZEn

N

salt --batch-size 50 '*' state.sls util.mgr_disable_fqdns_grain

FRHL RS SHITIR. BAER Ctrl + C Rlfizdiz,

29.8. BB &S

R B ERIRERX SUSE Multi-Linux Manager ¥UBEMXHLEMIERMM™ERM, TAZEERT, X
FMARE, SUSE Multi-Linux Manager 251 RIE B RMATATIE, EHENEANSLZHER (AJERE) .
BXZTEIEENFAEE, 152 M Administration > Space-management,

—fRIERT, BREREINXHRARZTE, 4 btrfs XHRAWIEFE, EAIRETEMBRX . EfR
LteialER, BILAER btrfs device add s AX G RAIGEIRIN D EF@ETIE, X, EERILUMBRSHE, M
HE—F X RGEIPIRIERIT L8, HIP5TRfE, TLUER btrfs device delete ERRInFFiE=IE],
BxILFFRFMEE, BESR https://www.suse.com/support/kb/doc/?id=000018779

AILLEE ARRARERNR T EER M E R =8,
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° BXRMEMPRMEL E@EERNEE, 1550 Administration > Channel-management,

° BRIUAIMIEREEXBERNEE, 520 Administration > Custom-channels,

TR LR EBE X BENREP MR, FXRINAMIERENXEERSHIRE, FER
administration:custom-channels.pdf,

A OB EEARFEANBEREH. RAEGAEMBNEF i RIMEHZTE, EA] LIRS RIVEIE
JZETI

IiE: ERSRAVHIERED
1. f£/ spacewalk-data-fsck a3 5IHFIA 2 REVEIRZEDL

2. {3 spacewalk-data-fsck --remove &5 <>l BRiX LI,

29.9. BiKIEESR

MREERANSMEELETEHRE, EAESIELNERFMEIER, NRZBHANIEIEENER, M5 SUSE
Customer Center HI[E RIRESBRY,

ZERLLR X FhE R, BRARSHIEEEHEIANIE SUSE BRI (MAMNIYE SUSE Customer Center) 12
HIEENE=FEERE. & SUSE Multi-Linux Manager BRSZ2BZikiA R EMEFEURE IR T B 46T
, BRAMBESERIER, HARSHIESREEFFEN, HEIBEM,

MBEEAEXMER, AP BFEEKE, ALK, HFEENIE SUSE FRA=ERESmIIRT,

A LUEE Z A EIRY 7 A R R iR 7T,

B8 BV ER R AIBECE S o 1FiRIRIIE SUSE tEZZEFRFRRY URL, X1%, RF#HIZRAERIXE URL FHAY
h5Emo

NRFEEAIFINGERE, BRI AIBECE LK E SUSE Multi-Linux Manager BU3ER, MARER. X&1E
#3756 =7 URLBIIER, EERAP REFARKMMAEER, FEFRFZERETIRF.

NRETANECERH AL, BILIEFETE SUSE Multi-Linux Manager Server _E B IdI& B — A A3,

29.10. ¥}i@i3 WAN ZE3EfE SUSE Multi-Linux Manager
Y — Sm— o Pl h Sk /=

Server 5 Proxy ZiglFEIZ¥ B jalid KB il#1TE

RIBTE WebUl HEiET APl ARAMEATEGRRZSAILBERITNEN, FTREHEEEA cobbler sync H<¥

SUSE Multi-Linux Manager BR$3#8 B9 & 5iE) SUSE Multi-Linux Manager REE&R 4, Altt, Cobbler &

8 /etc/cobbler/settings i ERIIETIR,

cobbler sync &It LT AN AED B BT T RIS 4.

SRRERE, 1T cobbler sync 2% %% [srv/tftpboot B R5E2[E %l /etc/cobbler/settings FECERFIE
BIEERIENIRIE, LS HESZEIEX RS 28 WAN EZLERYFMH,


administration:custom-channels.pdf#_custom_channel_synchronization

1R#E /var/log/cobbler/ FRIRE, EFIIZATAEE BRI IEIA BESER.
Fl4n, ZdFEFFIRETE

Thu Jun 3 14:47:35 2021 - DEBUG | running python triggers from
/var/lib/cobbler/triggers/task/sync/pre/*
Thu Jun 3 14:47:35 2021 - DEBUG | running shell triggers from
/var/lib/cobbler/triggers/task/sync/pre/*

EELNEIYIN

Thu Jun 3 15:18:49 2021 - DEBUG | running shell triggers from
/var/lib/cobbler/triggers/task/sync/post/*
Thu Jun 3 15:18:49 2021 - DEBUG | shell triggers finished successfully

RHEARLIN 1.8 GB, FHaTEsE 75 30 1%,
B2, E6—15 [srv/tftboot K/ NBRINANHRF /L5 #HEN FEm.

BAETF rsync B757A7E SUSE Multi-Linux Manager Server 5 Proxy Z[B)E %X 4RI gE GBI TR/ MEHZEM
2R

AUM https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/1i000000(15B/
B2AMVIIN2_JsAyjTQzCVP_x5i0VgdObYNIXINpMugS8 TFH A FSemLbE S aufiZs,

AR ZEZRSITIED, FBTZMAZ e, BEEFIRECHIEMHIKE MLMHOSTNAME., MLMIP
MLMPROXY1 %, FHEEBIETEIEIT.
AEFRARZHANN)IRE, ZHEARESENIREEREERIREUNESEND
A BRBIAR, NEH—PHIEER), BEBXR SUSE FiER o
WFUTIER, RIFERRBINAIMIAEX:

* SUSE Multi-Linux Manager RIE R 42 i8id WAN ZEiZ8Y;

° [srv/tftboot B ERXELITTEMHXHHEF i PXE 5ISXMH, BHEHTIXME;

° B2H [etc/cobbler/settings FHIE—HIE, TN SUSE Multi-Linux Manager SELERERD EIR
.

#iproxies:
# - "MLMproxy.MLMproxy.test"
# - "MLMproxy2.MLMproxy.test"

Sz ArHBESEE
1. 79 SUSE Multi-Linux Manager St#EX R4 2 818 TCP 28I %,

© 7 SUSE Multi-Linux Manager R385

5516674 1 GEIP@ET WAN ZEHEFE SUSE Multi-Linux Manager Server 5 Proxy Z [8][E):F BY a3 K A8 @ T & 58 |-
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tcpdump -1 ethX -s 200 host <SUSE Manager Proxy A9 IP 3iit> and not ssh

© 7% SUSE Multi-Linux Manager {32

tcpdump -1 ethX -s 200 host <SUSE Manager HY IP k> and not ssh

O XEBMRAEKANG 200 AR, BELUBITO.
© ¥ ethX JH%J90 SUSE Multi-Linux Manager B3R 5 AIB@ S MMER ML HE O,
© BE, FARHEsshiBE, N#—5RL TRESHNE,
2. FFEEHAT cobbler sync,
© mBHIES, ELEMES Cobbler json BFXM, SAS%H cobbler sync &<

rm /var/lib/cobbler/pxe_cache.json
cobbler sync

3. cobbler sync ERlfE, E1E TCPdumps.

4. {3 Wireshark ¥TFF TCPdumps, #%%| Statistics (4%itH{E8) > Conversations (3iE) , HEFONHE
fifio

5. HRE “TCP” &K, LA+ ERREFREE SUSE Multi-Linux Manager AR$3285 SUSE Multi-
Linux Manager {{I2 2 [BliEFRBIAHE 22

6. 2% Duration (¥F4EEtiaE)) .
O HARARHRE, HRHERSERIEERNEENE,
O WiRREREHRE, HRHAXAERNENEAM, BRI initrd £

() BRI 4505 A1 4506, EATHVBTF Salt BE.

TCPdumps PFERKRAE, BXR/NAH 1800 FHHVNXMHEM SUSE Multi-Linux Manager Server &4z
Proxy K£91€2& 7 0.3 ),

IR AXHARS, MABKNNXHSERIL T AEEE, RASEE— I XHMEL M TCP &,

Fit, FEREERIEMPATRERY EARTHPKRLAR 50000 BERT, ATUABGE NS EHRTE
: 5000 * 0.3/60 =25 3%,

= KTt H

29.11. IEERNE P inESE

A Taskomatic RV =EHA ping B R ik AR ENRIIERIRS. B 24 /B E KA BRI Taskomatic
FENNEFIHEMAIEENE iR, B1E Web Ul FEFIFEDIRFHNTIR, BSMEIRS > BRG5IR > IEE
&,

IR RER T SMRERRMENIEEIRE:
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o B IRTAER A SUSE Multi-Linux Manager BRS3.

o BRPIRMATFARRIF HTTPS EZM A S G E.

* BRIHUTFEERSNRIERE,

* BPURIETESHfh SUSE Multi-Linux Manager Server @15, SiE&EERERY,
* BPIHEATEA LS SUSE Multi-Linux Manager BRS3 28@15 FURILE A,

o BAAERELE T & IRS SUSE Multi-Linux Manager Server Z jB]B93&1(=E.

* Taskomatic EBER .
BEXEPImSRSRERNIFAER, 152U Client-configuration > Contact-methods-intro,
BEXRERAMNFAESR, EBM installation-and-upgrade:network-requirements.pdfs

BXBMETHENIFAES, 15S L Administration > Troubleshooting

29.12. fRS52BiERP EE

ARs3eRBRS EAEFRERE 1SS RSBAMERS B[ XEEEFAFZHIM bug, SEEIRTHHTL, EX
MIERT, BMEEMEIRRT bug BIRRZA, XL bug hiREIEEHI, EAERFNEERTRIT. NREAR
BUFAR 1SS RINABEIRE, BEMRFTEEE, URRTEEIABUEMIR,

SEFERUESBEAZAVHLINEMER, EHRERRERRGUTAS!

Z[EBZXFR /var/cache/rhn/satsync/* IR satellite-sync EFHERBARMNIENERIZIT
satellite-synco

BILUEE MR 1SS EARSS 2R ISS MBARSS 88 LRV ETFRERRILIRE, X%, FFENAINITEM.

(1) BAERSRABAIFIAING, BERBEN LT mgretl term,

B2 fRR 1SS EBIFTEIR
L 1E 1SS TIRSBLEMBHRTIT, W root SHMRERSRMEE

rm -rf /var/cache/rhn/xml-*
2. EREMRS:
rcapache? restart
3. £ 1SS EARSFB B/ LSRR T, U root BLHIBRMEIRS 23R FX M :

rm -rf /var/cache/rhn/satsync/*

#1687 / #1905 20.12. fizs ssiam s | [CUSEIMUIGIEINUNANAEeroan


installation-and-upgrade:network-requirements.pdf#ports

4. EREZARS:

rcapache? restart

29.13. AL B BEE

KL AR5 | SHASEH IR E IR IMIE BRI, XZFTH zypper IROA XAMNL EIEBRITER
RIBEEIR, SR LUEIIRE [etc/ssl/certs/ BREWMREMOIZAMMAEEPRIHER, MREBZILLRE,
N2 FREHT 5| SHIZA LUHR zypper #FEAIETT.

29.14. ERENEH

FAIABLT, SUSE Multi-Linux Manager Web Ul 2R A 7E 30 DHHEEMER. RIBENFER, AIEFER
BEREBIE,

ZFEZE, FERTE rhn.conf 1 web.xml FRFHITEN, HRTE /etc/rhn/rhn.conf FI&E LIFI HEMR
&, £ web.xml FIEE S HAREMUNE, X MEXNINRRERBIRTE,

fIan, EREHEER—NET, 3BR rhn.conf RBYEIZE S 3600 7, F web.xml RHIEIRE T 60 5,

i312: 1A% Web Ul BRiBRI{E
L ERBENL, ERSBERNITADST:

mgrctl term
a. ¥J7F [etc/rhn/rhn.conf HFRMIFEFE TE—THRE, UBEUMARMUNFHENE:
web.session_database lifetime = <IUFDJBA(RYEBRI(E>

b. REHKAIZ M,
c. ¥TFF [etc/tomcat/web.xml HFRMNTRIELLITIT, UEBSUS AR MIFEE:

<session-timeout>Timeout Value_in_Minutes</session-timeout>

d. REFHRAZ Mo

2. ERRIN L, ERIRSELGREINBHEKE:
systemctl restart uyuni-server.service

29.15. HRMFECEELE

AR EERE, EAILTE [etc/rhn/rhn.conf FEBEMIIE, EXAFARMO<L, HEA SSL =
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STARTLS:

java.smtp_server = string (default: localhost)
java.smtp_port = integer (default: 25)
java.smtp_auth = true/false (default: false)
java.smtp_ssl = true/false (default: false)
java.smtp_starttls = true/false (default: false)
java.smtp_user = string (default: null)
java.smtp_pass = string (default: null)

E9 SMTP IRE 2R BEIEIEBMMKEE=HE, FJLITE Jetc/rhn/rhn.conf FIRE LU TS

java.smtp_timeout = integer (default: 5000)
java.smtp_connection_timeout = integer (default: 5000)
java.smtp_write_timeout = integer (default: 5000)

29.16. #t=EiHHAH ID EE (0]

MR SUSE Multi-Linux Manager SREIZEIML, ErIaekMEIE VM NRERASRER. REREE
FREHE (SUEHESSERNEIZ) VM,

BATE VM AJ AT B RERNE, BHEE EEFNTRERERZSEINH,
MREREIMARETEN (HP—aR5—am%=ME) , BFEFE SUSE Multi-Linux Manager FEfTR
AR MRINE P in. BINRREEFiHSZENAITEN ID 48FE, SUSE Multi-Linux Manager =3/
FRIREMAR—T RS, BEE_SHENTREINE, REMESKES.

IR ] @it B G PR AR AL ID SRR, 5 SUSE Multi-Linux Manager 8B LRI AR N REHZE
Fim. BXETEN D FAE 2 RI2(FERM, 155 W Administration > Troubleshooting.

AM, EMAHRT, EXFMERSGNHEN ID BERRITHAISE, FHAXAERIFMEMMEHEN ID iz

TRHMNARR, $T3XEBENR, SUSE Multi-Linux Manager 12 7 —MfERS R, TER—TEIMITEN
ID HARER,

318 1E5EMBT4ERE SUSE Multi-Linux Manager B9it+E41 ID

1. RIS SHAE (WREBZMAE, BEHILLLRE) . BXIFHER, BS
U Client-configuration > Registration-bootstrap.

2. IR HEEN S
GENERATE_OWN_MACHINEID=1

3. BRISISMZAE, B ID BABREHRR.
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+ £ S B = e it
29.17. }EF noexec #EF /tmp B IRRRE#HITE SR
Salt NEFF SRS [tmp DEITIEIESR <. Eitb, 17715 noexec IR /tmp. B— MR R
WA ER, €A Salt fRSSIEER TMPDIR FT 8B EIRIT BRI, HHIEMRIKE noexec ELIHYE
Fo BIVERA systemd #FEECE XS [etc/systemd/system/venv-salt-minion.service.d/10-TMPDIR.conf (

WNRFEAT Salt W4FE) = [etc/systemd/system/salt-minion.service.d/10-TMPDIR.conf (YN1RZEFiF
AT salt-minion) . EAEEXHABHRGIWT:

[Service]
Environment=TMPDIR=/var/tmp

29.18. FHEF noexec &L /var/tmp B IRRYiRIEL#1T
Fig
Salt SSH 8/ /var/tmp TE&RE T 4FE Python & F i LEBE Salt H4PEMIAIT Salt d8. ALk, YI7ER

noexec EIER, /var/tmp, oA ET Web Ul 5| FfEH noexec IEIES, /var/tmp NEFin, EA5|FiIE
SER Salt SSH KiFRIZE FimRY.

29.19. ¥ “MRFEAFE" WIRHITER

EFETE e, BRERREETE, BIZEIE [var/spacewalk #1 /var/lib/pgsql FRF AR XFS X
HRGP,

REBRMIXHERSEY, 4RiE [etc/fstab HEFR [var/lib/pgsql F&. F5|FARS UM A EN.

ZRMBE XARFRIFAER, FEEIBASTXHE. ZAEXGREEARNARS LR
/var/log/rhn/migration.log.

29.20. @ MELE

BEHUESRBIAEMERA 30 X, HREESMNEIEEFRIRES, TIeERRESNE, EFEHUILE, /7%
[etc/rhn/rhn.conf FRMNMERIE TE—ITHRE:

java.notifications_lifetime = 30
EEASEZRAEMEMZER, E1F etc/rhn/rhn.conf PRINERE TE—ITHRE:

java.notifications_type_disabled = OnboardingFailed,ChannelSyncFailed,\
ChannelSyncFinished,CreateBootstrapRepoFailed,StateApplyFailed,\
PaygAuthenticationUpdateFailed, EndOfLifePeriod,SubscriptionWarning

BXBINEEMEE XD, 1520 usr/share/rhn/config-defaults/rhn_java.conf i&iR3 4
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29.21. ¥ /2 OES &1 E N i#{TE TS

E7£ SUSE Multi-Linux Manager Server £/EF Open Enterprise Server (OES), 15¥RERFTIARRISIIZHITIR
Eo

i332. B2F OES filfFEE
1. HfRIEHE Microfocus R IHEIEAIR OES BIREF DRIk,
2. BREF SUSE Multi-Linux Manager Server,
3. REEE > REMS > AASHEIE.
4. HyRIEEAE SUSE Multi-Linux Manager #9 SUSE S144Z3iE,
5. EERT RIS HRIUELNEI, AREN Microfocus SRk,
6. HREIEIE > REMS > BABMHEIE, ARFHRIIRETR.
7. OES N2 B REERIFMAERIIRF, EMERUEGERAEREM~R—¥BHE.

BX OES MEF4AER, 80 https:)//www.microfocus.com/documentation/open-enterprise-
server/s

S= g S = -
29.22. W FEF—HinE#HITE

YR IF EREEEBIER, SUSE Multi-Linux Manager Server BIRETC A EHMAEZERANA T £, MNR%
EXMIER, REBERSETRE WebUl F, BERKERERFFIHL, HESHAEREFRHSEK. RER
HEBEMARRYIR, UAERBERF G EBE R T RS,

TFEFIE L, RERGEUEMHRYIR, UAESETENERHPRRGE:

o EYBXIFFA L, KT [etc/yum.conf HIEZ exclude=,

® 7 SUSE Linux Enterprise #1 openSUSE £, &£/ zypper locks &<,

29.23. 345 Grain fFi&4 BRhFE A LM MREHRITES

Salt EFIHERBEERSR machine_id grain f£i#4 SUSE Multi-Linux Manager, SUSE Multi-Linux
Manager Lt grain HERFinEes 2. LIEEEHITESL Salt A, AF Salt ARt
2, AtNREEREFEF KRN B, ZERAEREMR™ENER.,

AT ERRLERRE, Salt FRH5INT —HUITHEERE R 1TRIMMES Salt A

EEAITHRE, ErRIUTEFNZYRENE ik ERE PRI E R ARIN— ML E S,

MREEFREINMTERIITE, ERI LA mgr_start_event_grains.sls BiF Salt }k7.

o XEATFEEIMHNEF K. MREERILEM Salt FFIKRY, RAKINSFNLEES
o
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£ SUSE Multi-Linux Manager Server L@ ¥R FT T, HRALTH</EA start_event_grains i EB1F:
salt '*' state.sls util.mgr_start_event_grains

L REFPRNEEXFRFNFARNEE, AETFRERNNAEN. NRENFFKIFEES, AL
PR MR TIZER <

salt --batch-size 50 '*' state.sls mgr_start_event_grains

29.24. CIE%EiEH FQDN Eig

A, BIREEENEFIHRETRE Web Ul &, BREERENREIRIEEERN, NREEEZRERN
FRTLMREMNEE (FQDN), MR SUSE Multi-Linux Manager M= ERHMAY, #MAIaERELIE R,

EEIFITH, BERELNEPREEXFHIEEEM FQDN fE4 grain:

grains:
susemanager :
custom_fqdns:
- name.one
- name.two

29.25. 3 7EM 5 EAE P ikt HIEY iR B TE S

YNSRIEMER SUSE Multi-Linux Manager REIZREMNL, ERIELAIMEIE VM HIREIRASRER. "ERERE
EREHEE (SUEHESTESHEFEREIZ) I VM.

BAEME VM AU EKRERNE, BHEE EEFNHRERERESHITH,

MREE—BEMNER I, HOBTREFIRIRERE, ERHEMLRMERAEN, SAJEFE SUSE
Multi-Linux Manager RRIeE P M SefERAEM AR N AENZ iR, B2, MRRIBEF HN5MERE
FRYITEA ID 48E, W SUSE Multi-Linux Manager S XB N EFimEMA— 1 RS, HENEEFIRHRE
R ERANSIEES.,

B LIS BT fERR AN B9 B 1D SRERAILLREE, LUE SUSE Multi-Linux Manager B ENTRBIAR N RRER
B,

o RSN T BEHERENT PG LT, WEIRRRNFIBEPIHHITIRIE, RAET
PR R EME SUSE Multi-Linux Manager,

312 RREER Salt ERPIEPIESITEMN ID
1. Initial System Configuration

a. ERERTEN L, BERENZM IP #illk, HHR fetc/hosts BLE IR
HYSE R AN IE B RY EAI,

17351 / #1905 20.24. 23R FQDN 2% | [SUSEIMUIGELNURNENagero



2. Resolving Duplicate Machine IDs

a. XTFEHF systemd BIRITEH:

L ANRERITENEEEBERIEN ID, BLL root BMHIERETNE

ERPIRLBXM, AREMAIEXLES (!

rm /etc/machine-id

rm /var/1lib/dbus/machine-id

rm /var/1ib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure
systemd-machine-id-setup

ii. ANRFEAITTENB /var/log/journal/ THEE—IXHFE, NEER

EFTEN ID BEEdrR, NRBFEF—, journalctl FTLENR

1?&1—_[ E 0N Y #ﬂ podman logs 1?13:'%"&5'&7?\1{15_”79@0

mv /var/log/journal/* /var/log/journal/$(cat /etc/machine-id)

b. WFARLHF systemd IEAITER:

i. Ul root &2 M dbus £REITEM ID:

rm /var/1lib/dbus/machine-id
rm /var/1ib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure

$817451 [ 1905

(0]

MREBERE—SEEFEHEIHE SUSE  Liberty
Linux 2489 Red Hat Enterprlse Linux 8.10 AR5 2%,

M ABERITERINE BIEE NIZECE X o

Red Hat Enterprise Linux RAEXFIEITEN ID £
/boot/loader/entries NERNNIZEZE, NIRRT XLESE
, REEBERENEFEEMIBEAZSEE, AN SUSE
Liberty Linux RARRZSEMEZE, MIFBRES
%B.

EESGTEN ID F. RITRSEEEBE, Bzt
%

sudo rm -rf /boot/loader/entries/

sudo for ver in $(rpm -q kernel --qf '%{VERSION}-
%{RELEASE}.%{ARCH}\n"); do echo "Reinstalling kernel
$ver..."; sudo kernel-install add $ver /lib/modules/$ver;
done
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sudo grub2-mkconfig -o /boot/efi/EFI/redhat/grub.cfg

° B%IEM Red Hat Enterprise Linux 8.10 BRES 22603 £ 40
EEERG, B&l Common-workflows )
Workflow-liberate-rhel-with-secureboot,

3. Reconfiguring Salt Clients

a. MRENZFFIRHMAREHERR Salt £Fim 1D, ERRESTNE KL
B9 minion_id X, XIFMSERERFIHEREREMAT FQDN,

I T Salt ZTlEE i

rm /etc/salt/minion_id
rm -rf /etc/salt/pki

ii. }F Salt IR EEFim:

rm /etc/venv-salt-minion/minion_id
rm -rf /etc/venv-salt-minion/pki

b. M¥IIGECE NE P MIFFIZEZRIZEA, HM SUSE Multi-Linux Manager
PR RREREX Y, ARERAUTHSEREF ik

. WF Salt ZFiHZE P in
service salt-minion restart

ii. ¥F Salt WA ELE iR

service venv-salt-minion restart

c. EFIMER IR, S1MEFPIHINEEE— 1B jetc/machine-id, FH
N IEHERERgESDIE Lo

29.26. SL Micro _LAYIEFE root & F

HEALZEM, SL Micro 6.1 NESRANESMZERBAFETOSHIZE root R, XURFME SL
Micro EiEfTHRSBMARIERREN, UAZE SL Micro BFR, Iboh, RAETFOSHIREIE root BERH
SLE Micro 5.5 BFIREEHE 6.1/6.2 iiAfG, FRAKXKEZZILRNIE, HREFMETERE. EXFHESR,
BEEBM (SL  Micro 6.1  RRZABBEY (https://www.suse.com/releasenotes/x86_64/SL-Micro/6.1/
index.html#jsc-SMO-405),
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7£E0% SUSE Multi-Linux Manager 8948 (%0 SUSE Multi-Linux Manager {{I2) BY, BUABR THEEHRT
ETFOLHILTRE root BR., EREIUTHERBRAETOLHILEE root BR.

i2#2: 7£ SL Micro LEA&EO<H SSH root &R

fEeEd A NS SSH root BRERINEE, MM ARNIIATAER, 1B5IRIE
%Mu%% EFESEN AR

FE—: ERMEEENREGE
1. B Pim i@ UI/API ZE35FE openssh-server-config-rootlogino
2. £ Ul R R ES | SRR N LUBUEHECE

BEZ: Fuh¥wis SSH EBEXHF

1. AWI— 4 FEBCE XX Jetc/ssh/sshd_config.d/permit_root.conf, TEEFEELLT
AR

PermitRootLogin yes
2. B0 SSH RS 2(ACE

systemctl reload sshd

3. SNRBRiE@E SSH E#EARSS 28, IBTEMFAERERY, FE—1 SSH EZ LK
RS £2IE1TREER,

A% transactional-update FHIEE, EEM https://documentation.suse.com/sle-micro/6.1/html/
Micro-transactional-updates/,

29.27. MERMEMPREIE F ik thIL YRR TE R

(1] TETERRSS SR A BRI THRINT S T 2 AT A mgretl term,

BN EEFEIMERR (BEBCEIM) HNEF IR, ZFRIRM, NiZFt?E SUSE Multi-Linux Manager
k5388 (Salt i) LEMIBR—LE Salt BExXF, RAEBEIREMHEM:

rm /var/cache/salt/master/thin/version
rm /var/cache/salt/master/thin/thin.tgz
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29.28. }7E Web Ul ;35K B R B R iREY 0] 2
HITEE

£ Web Ul #7404 EMBY, FRE Salt B P infEMAYERE Salt SSHo
MEMBURE, Salt SSH B iEA=MARSS R OHREIR,

g, Salt SSH B iReE B EFMHESMAY /var/log/salt-ssh.log F1, ERIIUEEPIOEREIR,

29.29. ¥} Red Hat CDN @B ZMEBHITESS

BBY, Red Hat IAS &ML (CDN) @iE=RHZMIEH, M SUSE Multi-Linux Manager Web Ul REESNE
MEH, WE CDN RMAHEFHS SUSE Multi-Linux Manager Web Ul BMIBSERRRE, BMEZIEEERTIR
, WIFBARKK, HEBREEENNIRSEIES, WRINEIRESWNT:

[$&iR]

f&7EE '<repo_name>' TR

<repo.pem> 7EFSEM URL KRILFNBEMITEIE

AEIER:

- [11] %EEM '<rep0.pem>' RENEERY i E

- 3408 '<repo.pem>' HINPRIFIELE,

ERERLEEEEXN IRl 2EEEEMEEE.

BMTFARLE EARHEIR, EEBLIERFE "<repo_name>'s,

BTAEHEIR, TEARFEEFRE,

HH:MM:SS RepoMDError: T EIAIRIETRRE. RIRERSNEEE 6P6 Z$A

ERARE, BERAAEERIEBEHEIED pem XHH, REEMWEIERUM SUSE Multi-Linux
Manager {#F:

212: #4219 Red Hat CDN iEH

1. 7 Red Hat B iH_ LM SIRRFT T, LA root B15%F [etc/pki/entitlement/ REIFFE HENIEBEH IR
™ rh-cert.pem Xfb:

cat 866705146090697087.pem 3539668047766796506.pem redhat-entitlement- authority.pem
> rh-cert.pem

2. ¥ |etc/pki/entitlement/ FHIFRE HEIZASHEIE rh-key. pem SXHH:
cat 866705146090697087-key.pem 3539668047766796506-key.pem > rh-key.pem

M7E, EAILI3RERClient-configuration > Clients-rh-cdnFEEBREFHIEFR SN SUSE Multi-Linux Manager
Server,

29.30. SUSE Multi-Linux Manager Server Ef & &5

WNSREIEAMEEL T SUSE Multi-Linux Manager Server B9ZE#1%&, SUSE Multi-Linux Manager REERKTIELE
BT, XEEAEKREHEEPMEENLEN, AMXLEERTENENE P RFERCEERELR,

17751 | #1905 20.28. 3HE Web Ul EBA B B EmaEizmnme 2 | [SUSEMUINMEaEeo



29.30.1. Efr B RS

WMREFEZEELYL SUSE Multi-Linux Manager AR552809EM R, FILMER mgradm server rename g3 <HITiR
Eo e S A EH PostgreSQL 3B AIFERILE LUK SUSE Multi-Linux Manager BIRIEZRLEHT,

29.30.1.1. B33 E
L TUFSE, BMRAHENBERHEENNENEF—, EaESSHEERENR,.

NRFEERSHENBOLER SSL IEH, WFEREM SSL CA O<, BIEEXHEEOCEENRENS
o

i312: & SSL CA OSEEXH
1. BIE— config.yaml X%, FEFESWTRS:

ssl:
password: "<CA PASSWORD>"

R BPRAENL .

i3#2: E|ds# SUSE Multi-Linux Manager Server

1. 7£ DNS RSS2 £, AMFTIZERNR AR IHIARSSFBOINKIRE, TIEF
BRMUATRARZBANEERE, ENNSRENANSEaRER
Htt 2458975 VARl

2. E3|§ SUSE Multi-Linux Manager Server LUEREKEL B FH IR I
BEN,

3. ERRIN EHLTHRITUTH S, NRECIENXHRATFEME SSL
CA 0%, 1E%0 -c config.yaml:

mgradm server rename
R ENRTEREN, LSRR ERW.
ERBRMFRTERSHEESRERIETREL #HT, LrIBEIHITUTHSEEFHEXAE:
mgrctl exec -ti -- journalctl -u uyuni-update-config

FAR, ERRSHEAEN, SRR Salt R IRAY pillar FIERIF. BEENEURTEEIMEF K

HEhE,

8817851 / #1905 29.30. SUSE Multi-Linux Manager Server B2 &5 | _



29.30.1.2. EMficEHIZEIENEF iR

Skip this procedure if clients are managed via a SUSE Multi-Linux Manager proxy.

BE TENIEAEREEEREENT R, HRCIIAERS A ENRH IP ik,

B2 ENMiCEHEEENEF R

1. EENEFIRN  Salt BFIRECENXHH, BEH Salt Fizhm (SUSE
Multi-Linux Manager ARZ528) BB, HENECEXMHRN fetc/venv-salt-
minion/minion.d/susemanager.conf, 9D%1§*1§Fﬁ Salt ?Iﬂéﬂg@,, )ﬂJJS‘UL'F%jU

[etc/salt-minion/minion.d/susemanager.conf.
master: <HrEHNZ>

2. HENEFIHLEER Salt RS, AIMUBEITU <!
systemctl restart venv-salt-minion
&, MNREKRMEA Salt @FFE, ME1T:
systemctl restart salt-minion

29.30.1.3. ;&3 Rz Highstate A EE iR

&, BERZENBT2EEE Salt FFIRECE, 1B Highstate, WA Highstate S E#fiETFE URL 19
FEMRo

29.30.2. EFfificHCIE

F—MIBHHNENLE, YIRS SHIEBNZASHZENAE, BXFHAER, 550
Installation-and-upgrade > Install-proxy,

MRBEIENMEFER PXE 35|, WUXTREZRENEELE, NRETIERRL
SUSE Multi-Linux Manager Proxy 4.3 £/ PXE 5|1, NFEEHMECE tftpsynco

0 ERBIHNERTUTHS:
mgrctl exec -ti -- configure-tftpsync.sh

29.31. RPC BRI &S

T MK EER IS MEHERZETT, RPC ERANTEN, XSRS THEHA R ERIETTIE
BEFH. ErRILLEIRIERE X RIFE RPC EEAI IERMRKAE, RBAXTEERRMLERE, ErJLL

1797 #1907 2031 o oo SRR



fEHIRR A2 .

iS12: %R RPC EHEERY

1. £ SUSE Multi-Linux Manager Server t, T [etc/rhn/rhn.conf X4 HiGERABIME (UFRRAL
) -

server.timeout =‘#=F"

2. £ SUSE Multi-Linux Manager fX32 £, $T7F /etc/uyuni/proxy/config.yaml X4 Hi&ERABEE (L
B , MNEBRRIERE, B ReE:

timeout =‘#=F"

3. 7EfER zypper B9 SUSE Linux Enterprise Server EFim L, ¥J7F [etc/zypp/zypp.conf XHHIRERK
HBEE (UPREA) :

tH BXE: [0,3600]
# ERIAE: 180
download.transfer_timeout = 180

4. 1EfERA yum B9 Red Hat Enterprise Linux P ix_E, FTFF /etc/lyum.conf XHFHIGERAEIE (LIF
AL -

timeout =‘#=F"

0 SNRIENE RPC BRIIREIS/NT 180 7, AJRERAPIESERIEEAUIRIE,
LLJ — A AY RS A .
29.32. 3t Salt &P im 2T A XHEIAZSEIREEH DNS g8
N +
HITE
BfiE Salt EPIHIETEIRTT, WA SRS AREXFRIRFLAIESITRARK, HETRUTES:
RIEFRBEXHANTEEK RO

FLERT, BRHAERLHZIEE. MREMTHMY, KERENREFGEET DNS EEEHIR.

(1] BIEIRSREERIHIAING, BESRIN LIBT mgretlterm,
Salt RPIHERRY, HERRERF grain BY, FRIHZITEHE FQDN grain, H7E grain ALHITRIRISTMN
BRZo 2§ SUSE Multi-Linux Manager Server EZHRIRIEKEEHITEY, SUSE Multi-Linux Manager Server
RETRFRFAEFIHEA N test.ping, LUBREF LM LERIETT, AIUARAZIEE,

FAIABLT, SUSE Multi-Linux Manager Server & fF 5 #03K3R15 test.ping sn SHIMAN, WNR7E 5 FAKI
Bman, MERZRFEREARY, HERESEEEPREXANLERKR.

18071 / #1905 20.32. 34 Salt BA WE TSR ST ONS iemiTzs4 | [SUSEMURENUIEN S o



BRI, FEERFin LB DNS f#fr, E%FIRTEARTH FQDN BYARE-RE 5 #0AtEL,

MBTLEEE, BHERE  SUSE  Multi-Linux  Manager Server L [etc/rhn/rhn.conf XXffrh
java.salt_presence_ping_timeout F{EIE ZE AT 4 B9{E,

fBlgn:

mgrctl term
vim /etc/rhn/rhn.conf
java.salt_presence_ping_timeout = 6

RRIEITUTHL:
mgradm restart

o BItEE A SUSE Multi-Linux Manager BRS2EEEKN BN EZITIHEE L AE
B EMR, S5 SUSE Multi-Linux Manager ARS5 28 SRR E B I8 8 HFE K.

29.33. WHPABALERMMiREHRITESS

MNRNEARKNY, FIEERSICEMPIEHEM spacewalk IRSBEARBE. BEDEEN LIEIT mgradm
start FREVA X INAIH S80I 015 B AR

(1) BAERRSRABAIHIANING, BERBEN LT mgretl term,

A U EEERRFIETRALE:

systemctl status uyuni-check-database.service

E17

journalctl -u uyuni-check-database.service
NREFRIZITEEMA mgradm &<, AJUEAXLEHLTERRER.
29.34. A ELE

B ERMHNREERS, BRIEAEXEZRERFAER, BETUTHL:

export URLGRABBER_DEBUG= DEBUG
spacewalk-repo-sync -c <BEBR> <GEW> > /var/log/spacewalk-repo-sync-$(date +%F-%R).log
2>8&1

A LIEE Zypper 7 [var/log/zypper.log 2 EIERBE

18171 / #1905 20.33. SHBF M 255 | [SUSEMUGINUMENaEe o



GPG ZARILES

SUSE Multi-Linux Manager A= B&hfEE%E =7 GPG Eff. MIRUNHBRL LK, REETEERED GPG
BHRRZEE, ErILUESFTH /var/log/rhn/reposync HEH I TFFRREIRRBEX 2B 2 REFTE

['/usr/bin/spacewalk-repo-sync', '--channel', 'sle-12-sp1-ga-desktop-
nvidia-driver-x86_64', '--type', 'yum', '--non-interactive']

RepoMDError: FEEIGIRIfERRE. AIRERSNGEFRE P6 R

BfRRZIAE, FER GPG ZHHE AN SUSE Multi-Linux Manager, XS\ GPG ZHRFAEE, BS
7 Administration > Repo-metadata.

M spacewalk-repo-sync X% GPG %4H

When a GPG key for repository has been manually imported using spacewalk-repo-sync, and this key
is no longer needed (for example if the key was compromised, or was used for testing purposes
only), it can be removed from the zypper RPM database used by spacewalk-repo-sync with the
following command:

rpm --dbpath=/var/1ib/spacewalk/reposync/root/var/1lib/rpm/ -e gpg-pubkey-*

Hrh gpg-pubkey-* EEXEFRH GPG BB T,

37 GPG =$A
MREBLITEA GPC 1A, BAERIAENR, ARERHSNHER.

KISFARITE
WMERIRLLFNLI, [var/log/rhn/reposync/*.log BEXHEHAIEES BRI FEIRAIEEIR:

Repo Sync Errors: (50, u'checksums did not match
3263904c2fbd7a0e20033c87fc84ebbabb24d937 vs
afd8c60d7908b2b0e2d95ad0b333920aea9892eb ', 'Invalid information uploaded
to the server')

The package microcode_ctl-1.17-102.57.62.1.x86_64 which is referenced by
patch microcode_ct1-8413 was not found in the database. This patch has
been skipped.

AT LOEE FE S IRRAT FER -Y ETUET TR R R IR
spacewalk-repo-sync --channel <EERZHE> -Y

ERINE R 2 IR EF AR, MARKM T 43R FAIR T,

Ei&iEn
SR TEHBRH LI LT IR

28: BMEREXIE, I& 300 WEIEREERR/NT 1000 F15/5



SR LB TE Jetc/rhn/rhn.conf FEE reposync_timeout #1 reposync_minrate ECE(ERARRILE
R RINBERT, SARTE 300 FHAEFEERZF/NF 1000 F1/#, WTFEHEsHLLE, EeTLUER
reposync_minrate JAE S F T, HFEH reposync_timeout FEEEFHFIIFEL

BRI EAEIFSEEZR
ERLERT, HisiTreposync BY, EoIgeEEFohi%= GPG &H, fu0:

# spacewalk-repo-sync -c nvidia-compute-sle-15-x86_64-we-sp3
1 7 : 07 : 4@ o o o oo

17:07:40 | Channel: nvidia-compute-sle-15-x86_64-we-sp3

1 7 : 07 : 4@ o o o o oo

17:07:40 Sync of channel started.

New repository or package signing key received:

Repository: nvidia-compute-sle-15-x86_64-we-sp3

Key Fingerprint: 610C 7B14 E068 A878 070D A4E9 9CDO A493 D42D 0685
Key Name: cudatools <cudatools@nvidia.com>

Key Algorithm: RSA 4096

Key Created: Thu Apr 14 16:04:01 2022

Key Expires: (does not expire)

Rpm Name: gpg-pubkey-d42d0685-62589a51

Note: Signing data enables the recipient to verify that no modifications occurred
after the data

were signed. Accepting data with no, wrong or unknown signature can lead to a
corrupted system

and in extreme cases even to a system compromise.

Note: A GPG pubkey is clearly identified by its fingerprint. Do not rely on the
key's name. If

you are not sure whether the presented key is authentic, ask the repository
provider or check

their web site. Many providers maintain a web page showing the fingerprints of the
GPG keys they

are using.
Do you want to reject the key, trust temporarily, or trust always? [r/t/a/?] (r):

29.35. Taskomatic Z§

EFETHIEERERE — N R EEERNREHE, Fit Taskomatic FIEEFEE/LD A BETTM. 15
» 0% Taskomatic BE5:, NIfETFETTEHEEREMFIRER 1.

(1) EEIRSREENIHIAING, BEDBIN LIST mgretlterm.

903 Taskomatic HTEIETT, HEZHIZERS, WARMHEERHATEETE Web Ul FEMAIA, ERAZERERF
imt, HFEZSHEREFLHRERK. EXTERT, zypper ref (s BRI FRIRAIEHIR:

EHEER RL EHAREIERIcEdE

EFEIFIRE, EME Taskomatic BEFMEEMMBEETHIE, RERTRETHR. FETHTIEER
4R, HNEERREER Taskomatic LUIEERITEFiREHR.

3F2: R Taskomatic R)RH

1. £ SUSE Multi-Linux Manager Server £, #% /var/log/rhn/rhn_taskomatic_daemon.log XX LAHfE
EREEATHIEENERHRENTIET, NERTRETHR.

1837 1507 IpTRa——



2. EBE Taskomatic:

service taskomatic restart

3. 7£ Taskomatic BEXMHH, SJLUEEEEW FRRABITHE RTINS St iiBE T EAE X89S0
v

<YYYY-DD-MM> <HH:MM:SS>,174 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Generating new repository
metadata for channel 'cloned-2018-q1-sles12-sp3-updates-x86_64"'(sha256) 550 packages,
140 errata

<YYYY-DD-MM> <HH:MM:SS>,704 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Repository metadata
generation for 'cloned-2018-q1-sles12-sp3-updates-x86_64"' finished in 4 seconds

29.36. ¥ Web Ul T MNEHRIRELHITESE

B, Web Ul EEBEASME,. MRMHAFNENZMN IP MU S5IHRSERER, XMERESZHN K
EEAN. MNRANEHNEM IP HUHEE RIS E—L X 2= R,

ARREFHENMBOIE A LRI, EARSHNEEP, @Ik Ctrl + F5 PERILE,

#1847 / ££1905 29.36. 3% Web Ul Txmasoia g rzss | [SUSEMUENUCNANAEerony



Chapter 30. GNU Free Documentation
License

Copyright © 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with
or without modifying it, either commercially or noncommercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms that
the software does. But this License is not limited to software manuals; it can be used for any textual
work, regardless of subject matter or whether it is published as a printed book. We recommend this
License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated
herein. The "Document", below, refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in a
way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either
copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document’ s
overall subject (or to related matters) and contains nothing that could fall directly within that overall
subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not
explain any mathematics.) The relationship could be a matter of historical connection with the subject
or with related matters, or of legal, commercial, philosophical, ethical or political position regarding
them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of

Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The



Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or
(for drawings) some widely available drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input to text formatters. A copy made in an
otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not Transparent
if used for any substantial amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCIl without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image
formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and
edited only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of
thework’ sttitle, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or
contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ stands for
a specific section name mentioned below, such as "Acknowledgements", "Dedications",
"Endorsements", or "History".) To "Preserve the Title" of such a section when you modify the Document
means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in this
License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.



You may also lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document’ s license notice requires Cover Texts, you must enclose
the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these conditions, can
be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opaque copy, or state in or with each
Opaque copy a computer-network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy of the Document, free
of added material. If you use the latter option, you must take reasonably prudent steps, when you begin
distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an Opaque copy
(directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to give them a chance to provide you with an updated version of the
Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). You may use the same title as a previous version if the original publisher of that version
gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.

D. Preserve all the copyright notices of the Document.



E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the public permission to
use the Modified Version under the terms of this License, in the form shown in the Addendum
below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document’ s license notice.

H. Include an unaltered copy of this License.

l. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the
title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there is
no section Entitled "History" in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy
of the Document, and likewise the network locations given in the Document for previous versions it
was based on. These may be placed in the "History" section. You may omit a network location for a
work that was published at least four years before the Document itself, or if the original publisher of
the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor
acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles.
Section numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some or
all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version’ s license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a
Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of Front-
Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one
entity. If the Document already includes a cover text for the same cover, previously added by you or by
arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their



names for publicity for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else a unique number. Make the
same adjustment to the section titles in the list of Invariant Sections in the license notice of the
combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single copy
that is included in the collection, provided that you follow the rules of this License for verbatim copying
of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this License
in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright
resulting from the compilation is not used to limit the legal rights of the compilation’ s users beyond
what the individual works permit. When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document’ s Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the
Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document



under the terms of section 4. Replacing Invariant Sections with translations requires special permission
from their copyright holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include a translation of this
License, and all the license notices in the Document, and any Warranty Disclaimers, provided that you
also include the original English version of this License and the original versions of those notices and
disclaimers. In case of a disagreement between the translation and the original version of this License or
a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the
requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for
under this License. Any other attempt to copy, modify, sublicense or distribute the Document is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

ADDENDUM: How to use this License for your
documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU
Free Documentation License".


http://www.gnu.org/copyleft/
http://www.gnu.org/copyleft/
http://www.gnu.org/copyleft/
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