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https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html
https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html
https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html
https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html
https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html

1. SUSE Manager Web UI0] A AJAE! K& AFSH> Ansible > QIMIER| 2 0| SSHL|LCt,

2. QHIER] H2E SEISHH Mo 20|l M HAZIC = QI ER| HALS AT & AFLICH

= =
2.4. E&jlo|5 HM
E20|= CIHEZE Foloh = A|AH M[F AFE> Ansible > £2|0|5 10| X|0]| M Z2i|0| 52 AMY &~ JUELICH

QUHIEE| HARL OFMIHX| 2 S20|5 AM U2 Mo =E0|M Ao = A-E LT

2.5. &ef|0|5 &

MAR MR FE > Ansible > E3|0]5 H[O|X|0f| M Z20]F HHE of|of +~ AFLICEH M S 0|=S
?_“.ﬂEEI FE SECHR tiwol E2|0|5 A% of|of Chol X0 Af Atet 2 =
EHSLX| 2@ Mo =0 Y E 7|2 QHERTF AFEELICH =R Hiws

I = CIHEC[M 22 HME QIMEZ(Z MHATLICL diE 52 S oIS
HIER| =02 HAIFLICE 2o QHIEE| Z=E UHY £ AFLICH

r° rIJIH r_L

O LS S0|5 &8 A2 *% MEHSEALE 2 H|QlS MEMSILICE, 2| ZXH Q2 SUSE Manager= Z3|0|5S H|0f
Lo Moo= HMBILCE 2 At Y M AL HO|X0IM & £ ASLIT

2.6. Ansible |0 .E MH

Ansible M|0] ==& MAEst2{H SUSE Manager Web UIO| M CHS THA| S AatigtL|Ct,

Xk} Ansible M0 L= MA

1. SUSE Manager Web UI0I[A &2|x} > AX| OPHAL > HE2E 0|S5H0| SUSE Linux Enterprise Server 15
SP5 x86_64 3! SUSE Manager Client Tools for SLE 15 x86_647 ME{E| 1 S7|5tE|0f Q=X| &HolstL|Ct,

2. SUSE Linux Enterprise Server 15 SP5 22t0|AE S s Z&tL|Ct,

3. SUSE Manager Web UI0f|A{ 22}0|HEQ| A|AE > J|R H[O|X| 2 O|STIL|CH AXES 0| » AT EQ0 H'ES
Melistn 22t0|1E S SUSE Linux Enterprise Server 15 SP5 x86_64 5! SUSE Manager Client Tools for
SLE 15 x86_64 x2S 7S EL|C}.

e SUSE Manager 22t0|1E =710]|= ansible {7 | X| 7t ZLEtE[0f LSLICE.

4. ZEI0|HEQ| MIE Ate > £M S MENSHLIC} Add-On System Types 2 Z0i|A| Ansible H|0] LEE 2A35t
[ 44 HdIo|E |E SalatLCt.

5. 22l0|¢E 7§ Q H|0|X| 2 0| 535t0{ AEH > HighstateZS MEistT [ Highstate M |2 S2!3fLCt,

6. O|HIE EHS MEHST highstate2| AEHS =HolEtL|Ct,

2.6.1. SCAP Kot 7}0| = ojj7| x| A X|

+H 8 AHst2{H Ansible M0 .= =0f| SCAP 2t 70| = T{7|X| & A X|sHOf BHL|C}.

HKk}: SCAP EQt 7}0| = ojj7| x| A %]

7% [ WM 177% 2.4, Z2i|0|= Z A | SUSE Manager 4.3



L MAR JHRO0M 22I0|HES MENSH S ATEY0] > IHF|X| > XS S2ISfLCH

2. scap-security-guideS ZM3I0{ A|AHIO| Xettt Ii7|X|E AX|SLICH Ii7|X| BiE 27 AFE2 CI3 HIO|[E2
X ESHAAIL.

H 1. SCAP 29t 7j0| = Ijj7|X| 2+ Al

of7|x| o] & X 2sl= A AR
scap-security-guide openSUSE, SLES12, SLES15
scap-security-guide-redhat CentOS 7, CentOS 8, Fedora, Oracle Linux 7,

Oracle Linux 8, RHEL7, RHEL8, RHEL9, Red Hat
OpenStack Platform 10, Red Hat OpenStack
Platform 13, Red Hat Virtualization 4, Scientific

Linux
scap-security-guide-debian Debian 9, Debian 10
scap-security-guide-ubuntu Ubuntu 16.04. Ubuntu 18.04, Ubuntu 20.04

2.6.2. Ansible QIHIE 2| I} A4

Ansible Integration =7= Z2{|0|8£S QIHER| DIUZ HiZetL|ct _HIO|E 1_0f LIEE 2t 2F Hx|of cHsl
QIHIER| MM SHLHY MM BT

HX}: Ansible QI E2] mH A4

1. Ansible0i[ A 2t2|gt oIHIEZ| mo| SAEE MM 5l
Jetc/ansible/hosts QI L|C}.

N

JFErLICt. Ansible QIHIEZ|S] 7|2 HZEE=

EE 1. QHES] oAl

client240.mgr.example.org
client241.mgr.example.org
client242.mgr.example.org
client243.mgr.example.org ansible_ssh_private_key_file=/etc/ansible/some_ssh_key

[mygroup1]
client241.mgr.example.org
client242.mgr.example.org

[mygroup2]
client243.mgr.example.org

[all:vars]
ansible_ssh_private_key_file=/etc/ansible/my_ansible_private_key
2. SUSE Manager Web UI2| Ansible E0iA] Ansible > M0 =EZ 0|S5l0] MO L=0f QHIER| TS
F7hetct

3. Playbook Directories 40X Add a Playbook Directories ZZ=0{ /usr/share/scap-security-
guide/ansible2 F7iot = [ & |2 S&/gLICt.
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4. QHER|0| A QHIER| IpY 7} Lo QIHMIES| I (XIS =I5t [ M S =L

=E 2. 004l

/etc/ansible/sles15
/etc/ansible/sles12
/etc/ansible/centos7

O %2 Z2)|0|8 o|Al= https://github.com/ansible/ansible-examplesofl A &gt 4 AU&LCt.

2.6.3. Ansible L E2} EAl MX5}7|

XX}l Ansible .=E2} EM MX 57

1. Q2|0 M AHE F2I SSH 7|1E &Lt

ssh-keygen -f /etc/ansible/my_ansible_private_key
2. MHEEISSH 7| £ Ansible 22| 2210|HE0f| SAFRLICE Of|Al= CHS 1 Z&LICE
ssh-copy-id -i /etc/ansible/my_ansible_private_key root@client240.mgr.example.org
3. etc/ansible/ansible.cfgOfl CtS 2t 20| 7HQI 7| & MAAELICE.
private_key_file = /etc/ansible/my_ansible_private_key
my_ansible_private_key= 7iQ! 7|7} etEl Mt o] 0| SO 2 HHEL|CE,
4. MO LE0i[M Ot BE S HABI0 Ansible 2t& ({2 S EHIAESHIAIR

ansible all -m ping
ansible mygroup1 -m ping
ansible client240.mgr.example.org -m ping

O|H| =g Mast 4= ASLICH
AtAIEE LHE 2 Administration > Ansible-compliance-as-code0| A 2Q1Et 4= UEL|CE,
o N A
2.7.AEH A8 Ex
0| 2M0lM= Ansible PlaybookE At8%t @2t AE 32 MAst= LHo|| Ciet SHHS MSLICH

bash AFZEE A8t RE $HOE N4 g HMs= LHo|| Cheh Xtu|Et LIB2 -8 HESHIAIL.

mufn

2.7.1. Ansible E2i|0|S 2 A%t £+ A

Ansible ®0] =7 ZQBtL|Ct XIAM|3H LHE2 Administration > Ansible-setup-control-node0i| A &tolgh 4
UA&LICE
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https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
administration:openscap.pdf#remediation

Lt EXHe Ansible 220|158 AFE50] nH S HAst= 2HES AURLICEH

E1t: Ansible S2|0|5& Ar8%t 8 2
L H[0] le= A|AE 0| 7014 Ansible > Z3[0] 52 MeiELICt Br ¥g HE3 S Sajo|=g MeigL|ct

2. 280|535 St

For a list of supported SCAP profiles supported by SUSE, please
refer to:

o * SLE 12: https://static.open-scap.org/ssg-quides/ssg-slel2-qguide-
index.html
* SLE 15: https://static.open-scap.org/ssg-quides/ssg-slel15-guide-
index.html

3. 280|155 d¥sta{H S20[AEQ| 0S HIER|

(5=

o

EE JEEL|Ct o= Ch3at 25T

/etc/ansible/sles15
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SUSE Manager= CHst Q1E gf

5 X|¢gtL|ct, o] MMojME= PAM(pluggable authentication modules) %
SSO(AZ Atel2)ol CHalf MHFFLIC.

3.1. SSO(AZ AloIR)Z 9IS

SUSE Manager= SAML(Security Assertion Markup Language)2 Z2EZS FHsl0] SSO(AZ Atel2)
X| gLt

uin

A2 MRA22 ALERI7E ot JHe| XtH SEQZ of2] OiS2|AH[0| Mo AMA T = JAEE SFE Q1T T2 M AYL|C,
SAMLE 215 % #ot 20 HIO|HE wetstr| et XML 7|8t BEZERIL|CH. SAML ID MH|A Z2XHIdP)= SUSE

|
Manager S AMH|A ZSZXHSP)0l 1F U Hot 20| MH|AE HSLICH SUSE Managere A2 Ael=22 s
2t S0 she AIEXOIE N JHE &=L CL.

SUSE Manager2| SSO7t X|5t= At

* SSOE 2IQIgL|Ct.

* MH|A HMSXEAIZE A2 230H2(SLO) & ID MH|A M SAE 2 230+ MH|A(SLS)2 2 10HSfLICE,

Ty

o O{MM 5l hamelD ¢35},

[ ]
2
nx
I
X
02

* AuthNRequest, LogoutRequest U LogoutResponses Zgt HIA|X| A{H.
o Oj&M AH|Xt MH|A JEZQIES S MSFRL|CE

o A2 202 MH|A JEZQIES S MSFRIL|CE

* SP HEIH|O|E{(ME 7ts5EHE AlARLICE.

SUSE Manager®| SSO«= CHEE XISHX| &L Ct.
° ID MH|A MZXHIdP)E 2Iet MZ ME 5 73,
o J|EF IS0l ChEt SAML X2 (SHE IS HEA 2Hel).
SSO 7$19| of| = Administration > Auth-methods-sso-example0i| Al 2HQ1EH 4= QI&L|CE,

7|2 01x "o A2 ARIROZ HASHH A SSO XHH ZHO
o mgr-sync L= spacecmd?t Z2 Z20|YUE T3 72 2
f

3.1.1. MN| =A

AlZ5t7| 7 o|2{et mi2t0[E{ S AFESt0] QIR ID MH|A HSAHE sliof gLt X &2 IdP 2 M E 2Hel5HAIL.

=

o %

|dPOl|= uid2t= IdP AFS XL =H[Q12] AL X} 0| 50| EEHEl SAML:Attribute?t RL0{0F BfL|LC}.
SAML:Attributed]] MEE uid SM2 A2 ARRIRE &d3517| M SUSE Manager AHEX}
7|50l A A4 A =[ofof BFL|LCY.
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HeotAEZQIEE= CHZ0 Z&L T

o OJEM AH|XF MH[A(EE ACS): MHIA HMSAto| Cigt MES HESH| 28 SAML HAXIE #E5t=
A= IOIEQILCY, The endpoint for ACS in SUSE Manager is:

https://server.example.com/rhn/manager/sso/acs

o M= 2012 MH|A(EE= SLS): IdPO|AM 230t2 2™ E A|&St= AEXQIERQL|CE The endpoint for SLS
in SUSE Manager is: https://server.example.com/rhn/manager/sso/sls

o H|EIC|O|E{: SAMLO|| CH$F SUSE Manager HIEHH|O|E{E ZM3Bt7| [t AIEZQIEQILICE The endpoint for
metadata in SUSE Manager is: https://server.example.com/rhn/manager/sso/metadata

AH2Xt orgadming ALt IdP 2150 H35tH orgadmin AMEXE7L SUSE Managerd| Zxlist= 29 SUSE
Manager0il orgadmin AL&XtE 2301 EL|CE

3.1.2.SS0 A}
SSO AH82 OE RdYe 51 &=z HHEIMO|H gMet e H[gMetELICh SSO=
" 712X o2 H|&MSIE|0f U&L|C

Hx}: SSO gMztsto|
1. OFZEl AL2Xt7t SUSE Manager0ll gl= 29 HA MAMs{of ghuct.

2. [etc/rhn/rhn.confS st MY E0f CFS 212 FItEiLICt.
java.sso = true

3. [usr/share/rhn/config-defaults/rhn_java_sso.confOi|A] A2 Xt Ho|gt mi2t0|E S RH&LICH ALEXL HolEt
mt2t0|E{E [etc/rhn/rhn.confof &Ql5t1 java.ssoE EFALZ E2QILICH O|E S04, Jusr/share/rhn/config-
defaults/rhn_java_sso.confOi| A C}S2 ZMBLICY,

onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-HOSTNAME-OR-
IP/rhn/manager/sso/acs

AEXLHO|5t2{H Jetc/rhn/rhn.confi| A &M 0|E0]f java.sso.E M FAIZ 20 ST M2 MMEL|CE,

java.sso.onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-
HOSTNAME-OR-IP/rhn/manager/sso/acs

HZAHSHOF St= E d=g Foz{H OtANA YOUR-PRODUCT %! YOUR-IDP-ENTITY XI2| HEA|XIE
AMELICt D Tf2i0lElol = olojol cht 2Heret o] B MZELICH

4. Spacewalk AMH|AES CHA| A|ZFSHO] tHE AtetS X E8fL|CL
spacewalk-service restart

SUSE Manager URLZ 0|S3IH 2150 2FEl SSOE IdPZ 2|C|AMEL(Ct. B0 d35tH ASE AHEXIZ
272184 SUSE Manager Web UI2 2ICI{H8LICL SSOE AMG2 212101M £X17t 2 3tet SUSE Manager
ZI0|M X3 LIS S Eoldt & UL Ct.
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3.1.3. 0f|A] ssO ¢

0| of|of| Al SSO= SUSE ManagerZ 3712| AEZEQIEE =381 Keycloak 21.0.1 0| &2 ID AH|A ZZXHIdP)Z
AHE5H0] A EL|Ct,

Keycloak IdPE &X[8t £ SUSE Manager MHE MHSI AZSHUAIR. O3 CHS AEZQEE Keycloak
S2l0|HER X 716110 AF2XIE MATh & QAL LT

This example is provided for illustrative purposes only. SUSE does not recommend or
A support third-party identity service providers, and is not affiliated with Keycloak. For
Keycloak support, see www.keycloak.org.

You can install Keycloak directly on your machine, or run it in a container. In this example, we run
Keycloak in a Podman container. For more information about installing Keycloak, see the Keycloak
documentation at https://www.keycloak.org/guidest#getting-started.

EX}: 1D MH|A 32X 2H
1. Keycloak ¥ MO t2t Podman ZIE|0| 0]l KeycloakS A X|EtL|CE.

2. ZEMAE A& EASHAH td QS AHESI0 ZAH|0|H S H™BHAL.

podman run -td --name keycloak -p 8080:8080 -e KEYCLOAK_USER=admin -e
KEYCLOAK_PASSWORD=admin quay.io/keycloak/keycloak:21.0.1

3. ma| AFEXIZ Keycloak Web UI0 23018110 CHS MR HEE AIESIH Q15
IS WdgtLCt
° oz Lo 9 0|22 UBLICE o2 S0, sumaQlL|CH.
° ocmele TEO|A saML 2.0 ID 2% ot gojy LIS 22I%h|Ct 1HqH
SUSE Manager 74 Do E)\P* ANEZQIEL} ASMI BHAE=
H|O|X| 2 O| S &L}
Keycloak2 MX[stn EHS Mot 0= SUSE Manager MHHE FH|S &~ A&LICEH

HXl: SUSE Manager M 41

1. SUSE Manager MOl A jetc/rhn/rhn.conf 714 TIYZS S0 O[2{ot If2t0|EHE
T ZIBHL|CE. <FQDN_SUMA>S SUSE Manager Ax%|o| HAstEl CHQl 0|20 2
Hp LTt

il

java.sso.onelogin.saml2.sp.entityid =
https://<FQDN_SUMA>/rhn/manager/sso/metadata
java.sso.onelogin.saml2.sp.assertion_consumer_service.url
https://<FQDN_SUMA>/rhn/manager/sso/acs
java.sso.onelogin.saml2.sp.single_logout_service.url =
https://<FQDN_SUMA>/rhn/manager/sso/sls
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https://www.keycloak.org/
https://www.keycloak.org/guides#getting-started

2. 74 AN <reon_ipp>E Keycloak AMHCS| HASEl THQl 0|ECZ

HHEL|C} <ReaLM>2 Q1T S (0f]: sumMa) 2 2 HEL|LCE,

java.sso.onelogin.saml2.idp.entityid =
http://<FQDN_IDP>:8080/realms/<REALM>
java.sso.onelogin.saml2.idp.single_sign_on_service.url
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml
java.sso.onelogin.saml2.idp.single_logout_service.url =
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml

. IdP HIEIH|O|E{Of|A 3& x509 UBME FSLICE It uses this format:
http://<FQDN_IDP>:8080/reaIms/<REALM>/protocol/saml/descript
or. In the configuration file, specify the public x509 certificate of the

|dP:
java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE
<CERTIFICATE> ----- END CERTIFICATE-----

SSOE gXatst = SUSE Managerdl| A rhn.confo| 0f|= CtS 2t Z&LICt.
java.sso = true

SAMLv2? Z2EZ=S §ot 5S0(Single Sign-0n) T4 ]1}°'°'|_||:}

SSO0E dstote™ /et

T HE AMG: O] MUOM CHSS ZAeLCt.

- YOUR-PRODUCT

- YOUR-IDP-ENTITY

BE mA0EO) Ci3t REAE Lf82
AZ A U 0] TUo| olzfel FHS HRSHIAIR.

M

MEEX| 7Lt %§§}EIII 22 HAIXIE HEELC).
LEDL, SIS 2AZ5| MEX| S= HAKIE HEELIC,

JOHX| 4 2FHO| QK] °~*I'_ 340 =EELct,
CJH1 GC gMs(on =)

SP g=9| MEXH(URIHOF &)
java.sso.onelogin.saml2.sp.entityid =
https://sumaserver.example.org/rhn/manager/sso/metadata

T o R R R R R o o R R R R o o R o R R R

# <AuthnResponse> MIA|X|Z7} QEXH(O] B SP)OI|A| HFete|0{of Sh=
# fAKIet 2o et §=HE X|FgLCt.

# 1dP2| <Response>7t ©tehE! URL 2IX|
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://sumaserver.example.org/rhn/manager/sso/acs

# <Logout Response> HIAIX|Z7} QEXH(O] B SP)OI|AH| HFete|0{of St=

#t X[t gtHo| st HEE X|™etL|Ct,
java.sso.onelogin.saml2.sp.single_logout_service.url =

14% [ ®H| 177% 3.1.SS0(42

"strict' 7} True@l AL Java ToolkiteE MEE|AHLL A SHE|0{ofF SHX|TH

c/rhn/rhn.confOllA java.sso = trueZ MHEBIMAIL,

i Z2HMof|M o] mat0jg &% MEt0|E = "true"2 HFE0{0F SLCt.

2 Afle)z

L
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https://sumaserver.example.org/rhn/manager/sso/sls

# IdP &=2| AMEXH(URIGOF &)
java.sso.onelogin.saml2.idp.entityid = http://idp.example.org:8080/realms/SUNMA

# IdPo| SSO AMEZQIE FHUL|CL, (S Q¥ TZEE)

# SP7t 215 RF HIAXIE == IdPo| URL CHe
java.sso.onelogin.saml2.idp.single_sign_on_service.url =
http://idp.example.org:8080/realms/SUMA/protocol/saml

# IdP2Q| SLO AEZEQIE FHHRILICE,

# SP7t SLO £XES 2 IdP2| URL 9K
java.sso.onelogin.saml2.idp.single_logout_service.url =
http://idp.example.org:8080/realms/SUMA/protocol/saml

# IdP2l S7H x509 2ASA

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE-----
MIIC1zCCAX8CBgGC+tPbVjANBgkghkiG9w@BAQsFADAPMQOwCwYDVQQDDARTVU1BMBAXDTIyMDkwMTIWNTEWNFoXDT
MyMDkwMTIwNTIONFowDzENMASG
ATUEAwwEUTVNQTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAMNSWIAa1B5mShTkMBOSmrsOosyheEL8/A
37WvugDPwwEfm4x0cG7gmMHVONXYXZk+LRyz0Q12sBrNFrbMuwu5dnah5ZSMxQyUu697S280m4vIiegGaFdbgH+g4F
GBu
eSis1ssMzTcES+NUuI7pLkMLNmSQtncESnoL9q2SyeQSwYtr5dz1yd16IzjwtaWeyQIEGINtItLk3U4+arLPCpHAwg
FAnLO9NeYcRDNUKhNBs1v5mHP+L@66PZu1/DkE@mSgy/+qXaS@CgZVKqz8qB+bvHVuAqIW60g1CjqZKbwvPu72p/7+
d8z
9DxXPIZ1uxdqn19q/kLEP2TYLtgQobSHECAWEAATANBgkqhkiGIw@BAQSFAAOCAQEAga+ralMIDo/P/yN1Z6SGGocK
227WFqovBiE/mLY1p5Ff0+0jS1USTp1SppI94x0r8j0m7HWOWuS5xCz600hzXTEtnfIbeRyr1Rms3BWdxyXgQ9IbWleZ
MWz
HfDkTbhgRRmjDEwSSfEXRKQNvw41Cpn1B3610++ejgGnjDvH7BbkCaoW55]F5j6DT/WYRAn7MkE120va9CHAe9X7Gn
y810Ag260ziy@6uy3P/1x9Z9RmHnvpvN/Q34SGEq9z/H1QVuP12UPj//iT211c1700ZFsZQX1GFTG6bXKmO42W8FdU
DJU

ONoXZgjMb3eC7U691YyeowoqTY7mIKxNPprYY/1LOw== ----- END CERTIFICATE-----

t X%

java.sso.onelogin.saml2.organization.name = SUSE Manager admin
java.sso.onelogin.saml2.organization.displayname = SUSE Manager admin
java.sso.onelogin.saml2.organization.url = https://sumaserver.example.org
java.sso.onelogin.saml2.organization.lang =

# A=A

java.sso.onelogin.saml2.contacts.technical.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.technical.email_address = suma@example.org
java.sso.onelogin.saml2.contacts.support.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.support.email_address = suma@example.org

SUSE Manager AIEEQIEE Keycloak0il =7t 4= JAELICE Keycloak2 AEERIES 22

°
re
Im
tu
oz
P
o
Il
Il

Hxl: dCHOIEE ZEolo|HER F7}
1. Keycloak Web UIOIA CHS M2 Atet2 AFRSH0] M| 22I0|HEE MMBtL|CH
O

g8 O A saMLS MEHSHL|LCY,

b EHEOM MH 4 mo X[FHE QAEZRIEE
java.sso.onelogin.saml2.idp.entityid = UHeiL|C, For examp le,
https://<FQDN_SUMA>/rhn/manager/sso/metadata.

2. 41 HO|M LIS MR HEE AHE5tH S20[AES D|A| ZF gL Ct.

g2l

o

g2l
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MY

? MmojuM AQKIE H#yOR ESELIC

Mo ¢rpajs T E0f| A RsA_sHA1S MEHSILICE,
SAML A 7] o|2 EEO||A] 51 1pE MESIL|CE,
3. 71 Ol A

Zetolle ME e E ny|E AE L O]

4. Mzstel sAML glezole M AMMO| az EHO|A CI2 ME ™MEE ALE3}0

ANEZEQIE = I E F=IIfLCE.

O oM aum Mua ZEO|, MB A mol XHE ASHQIES
java.sso.onelogin.samlZ.sp.assertion_consumer_service.urli ?:! :'EI'L|E|' For
example, https://<FQDN_SUMA>/rhn/manager/sso/acs.

O E zoog Mua EEO|, M TN ool XFE J=HIEE

java.sso.onelogin.saml2.sp.single_logout_service.url= %I HefL|Ct. For

example, https://<FQDN_SUMA>/rhn/manager/sso/sls.

22to[e

mlm
[m

Ex Z X7t5tH 22t0|HE HR|E P50 Keycloakat SUSE Manager ZHol| AFEXHS DHZIE
o

RIE
AELIC.

R

Hx}: S2t0|HUE He U ojm 74

1. Keycloak Web UI0{| A E2}0|HE > S2}o|d
7| 20| E e %“:o*?:.”—llif.

HQ| EHO 2 0| S51X role_listS

-|o
IE

2. S2O|HE_He|> i HO = 0| S350 7|22t AHESH ALKt &4 uid0i| CHet
O E F=7tefL|Ct. O] SAML £ SUSE Managerof| 2L38fL|Ct,

3. S2I0|HE M| > I £ 0|S5t0 oz == INHE S2IELICH o oz
7|2 2™ eL(C

Jp
o

M
(=

4. AF8XL > HE|X} MMHo= 0|Sste] 2| AFEXIE MdgiL|ct o] AM8Xh=
SUSE Manager 22| AFEXtet YX|SHX| QoL E.'I-Itr.

5. MEXt > dg o™ HOoZ 0|5st0 SUSE Manager 2| AFEXtQ| ALEX}

O| 21t YX[SH= 2t S = vid2he SHE FIHLICE

6. AF2%} > XtH S #OZ 0|5510] SUSE Manager 2| ALEXt7L ALESH=E
Aut SYstHYHS E A™BIL|CL

7. HE Afets XMLt

Il

HE 225 HX|7} o 4THZE 2SSH=X| HAEY = AFLICL SUSE Manager MHE TAIZSHH HA AE S
X831 SUSE Manager Web UIZ O|SgLICh AX|7t SHIZA| 2F5IH 3HMOE QB & U= Keycloak
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SSO H|0|X| 2 2|C[2A EE LT},

3.2. PAMCE Q&

SUSE ManagerE PAM(pluggable authentication modules)2 At23sH= HIER3 7|8t oI5 A|AHRIS
PAM2 SUSE ManagerE £ T&A 21F HALIZZ S50 o3| HYHSE J|fe BRIt ¢
2to|E2{2| 22 YL|Ct. SUSE Manager= PAME At83H= LDAP, Kerberos %! 7|Et HIEQ|3 7
X|@gct,

(i ] ARt O|S0llE 2L ol -, _, ., @S AR £ ALICL
Hit: PAM 243}

1. /etc/pam.d/susemanagerd| PAM AMH|A THUS MMeHL|CEH MY O|E2 AEXI0{0F 5HH tomcat AHE X7}
QI8 & UO{of BILICL O] mYU2 SUSE ManagerdlAl SHIE PAM T4 IiYS ZCohy| 9st &2

AtEELCH
#%PAM-1.0
auth include common-auth
account include common-account
password include common-password
session include common-session

=& 3. SUSE Manager A{2| BH ZEZENM REER sss PAMZES
FIIHAMR.

pam-config -a --sss

0| HH2 ZE2 /etc/pam.d/common-auth 714 Mol Z=7tefL|ct, o] S 2FY HESHK| = 20|
E5LCt.

2. [etc/rhn/rhn.confO| Ct3 2IQ1 S F71510] AH|A DA S ZHE AFESHAIL.
pam_auth_service = susemanager

O] oflofl Al PAM MH|A US| 0| 52 susemanagerL|Ct.

3. 74 A = SUSE Manager MH|A S THA|ZFSHA A2,

4. SUSE Manager Web UIOIA AEX} > AFBX} WHOZE 0|55t MER Ex= 7|E ASKE gd21sto]
PAMS Z QIEBfL|Ct,

5. PAM(Pluggable Authentication Modules) 2QI2tS MEASIMA|R. O] ZHQIE2 H|UHS 3! H[LHS 20l
ZC of2Hol| AELICE.

SUSE Manager Web UIOIM H|ZHSE HASHH SUSE Manager AMH{e| 2Z H|ZHOH
A

o HFELIC OH':* AFEXIO Chol PAMO| EdsteEl 22 2 H|LHDIL AEEX| S +
°'*|—|Ef HE , Flel ollofA Kerberos H|2H= = HAL|X| gd5LICt Of2{sh ALEXIQ|

FRHERZ HHIﬁQI HIZHS HE HFHLISS AESI0 H|Z2HS & HESHYA| 2.
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A28 TH| Q1SS 7832 YaSTE A8 E 4= UAELICE. yast2-auth-client 7| X[ S ZX[3HOF BHL|CE.

PAM F-d0i| chigh XpMISH LIE2 Z|Ef HIERZ J[Et Q1T A= MEE= LHHl o7t ZetEl SUSE Li

- O od [ |

Enterprise Server 29t 7t0|=E& &ZotAA|2. Active Directory AH|AE T stE o chst MHT UELICH
m

o

XEAst LH8 2 https://documentation.suse.com/sles/15-SP4/html/SLES-all/part-auth.htmlofl A EHQlE

= AFLICE
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Chapter 4. W] 5! 54

HIO|E| &A1 YX|5t2H SUSE Manager MX|E H7|H O 2 wisljof BtL|C}, SUSE Managers MX|El 27124 gl
M0k ofL|2t E1I0IE1H1I0I¢§ 28835t7| ol dX|e ZE 4 QAE West= 20| ZQLICt 0| HolM=
HIsHOF Sh= mUof| Chel 2 r" CIO|E{H|O| A et S E2[st= smdba =72 AJHBILICE ESH A|AH QR T}
2t AR A0 S)SHs YOl CiE HE T ZotE[of JUELICH

™N

tol M| HH O] &2 AL 4= RA0{OF RILICE

@ | U Yun Aol ax Ny S Asis 2
2710] REBD elo| MTfZ 4 0D £A|2 HOISHIAIL,

SUSE Manager &% ist= 71 2ol A2 23 o 8l CHMEZE Mst= AYLICh of YHS
AL W 22| A[ZhS Bt £ ACH @FIF Lt R 7|stet 4= AFLICE 2L

=H =
O] A2 43| 2 #2229l L]

of w=A ChAl BX] 8 S
= Ol AlZHo| 224 23 £ ASLIC.

Ll oot CIAE2| 2 SHASIHH LS S22 AFESIHMA|R. 0| ZENAE O ZHHSHK|2F O
0 nz 3 7] 912l C|2Ea|®ol OfL|2} fetc U root CIAERE EW2

E 10| Z&LICH Y8 mHU2 2t SUSE Manager 7150| A& At E w2t Z=xHete|Ch,
/etc/cobbler/

/etc/dhcp.conf

Jetc/fstab & QS X E |SO OIRE EOIE,
UUID7t HAEZ AL 10| 2} fstab =2 S AO0|EQE=X| ERISHAAIL,

e [etc/rhn/

* [etc/salt

* [etc/sudoers

* [etc/sysconfig/rhn/
* [root/.gnupg/

* [root/.ssh

SSH E{& E£&= SSH pushE At8dt= 22 0 IhU0| ZEXHEILICE. Kot id-susemanager 72| A== X Z3l{0F
SH|C}
= .

[root/ssl-build/

/srv/formula_metadata

/srv/pillar

/srv/salt

[srv/susemanager

[srv/tftpboot/
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/srv/www/cobbler
/srv/www/htdocs/pub/
[srv/www/os-images
/var/cache/rhn
/var/cache/salt
/var/lib/cobbler/
/var/lib/cobbler/templates/ ({7 4.0 O|H0fl= /var/lib/rhn/kickstarts/)
[var/lib/Kiwi
/var/lib/rhn/
[var/run/pgsql/
[var/lib/salt/
/var/run/salt/
/var/spacewalk/

ASRE, ZIAEIE EE= AutoYaST Z2I, ALEZL Ho| RPMIt 22 AEX} Fo| C|Oo[E{7} Zetel 2E
Cl2 =2 Lt

(1) 3 OO E{| 0| A & EHRisHO 51, O] 2@} 2 smdba TS AFRBI0] £33 4 UALICE

Ak 25 oM 22

1.

SUSE Manager AMHE CiA| MX|SHUA|2. XtA[SH LIE2 Installation-and-upgrade > Install-server-
unifiedol| M 2olgh &~ JUEL|CE

. yast2 susemanager_setup2=E SUSE Manager AMHE AXNTLICL XtMEH LHE2 Installation-and-

upgrade > Server-setupOf| Al 2olgt o~ QI&L|Ct,

. SUSE Manager Web UIE At8%t7Ll HE ZEIZEONM mgr-sync =+E AHE3I0{ SUSE Manager

2|ZX|E2|E LA S7I2ISIU AL, HIZS THA| SE5HHLE S5 % SSLAUSAM 8 MHS 24E 4 ASLICH

. [root/ssl-build/rhn-org-httpd-ssl-key-pair-MACHINE_NAME-VER-REL.noarch.rpm  I{7|X|E LC}A|

HRSHAIL.
rhn-search AMH|A7F TS0 AIZHE of ZA QAo THYHE OfASHHAIR. O] FH2 LI HIAX|ZE

Aot 7 HAIXI= HE5HK| &L

rhn-search cleanindex

mgr-sync refresh --refresh-channels
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4.2. smdba= H|O|E{H|o| A Ziz|

smdba T7= 2% PostgreSQL GIOIEHIOIAS B2lsty| gt 8=2 ALBHLILL 0 =TE A8
CIOIE{HIO|AS el U =elohn WS 2|2 4 UBLICH 3, HlOEHI0|A AEHS SoIshn ChAl AlXtTH 22
22| BHUS 2%ot7| AHME ALSE 4 AsLICH.

smdba == EZ PostgreSQL CO|E{H[O] AN AT ZFotH, AHOE MMAE|= H|O|EH|O|A E= Oracle
Cl|lO|E{t|O| A0 M = EHSSHR| & LILCE.

smdba == A|AH HAS MAHSHT| Q8 sudo AAMA Heto| HRTILICE A|ZSE| Fof
Ct2 @0l CHst Jetc/sudoers IS £01510] admin AF2XH0| CHS sudo WMAS

o YoM =R] 2elgfuc.

admin  ALL=(postgres) /usr/bin/smdba
CtES AHZ5H0] C|O|E{tf| 0| A HEIRS AEHE 2HQIRtL|CY.
smdba db-status
0| BH2 online = offline2 gHatetL|Ct. of = CH2 1t Z&LICH

Checking database core... online

HIO|E{Hf| O] A A% 8 SX|

rir
ful
0jo
fjo
>
0p
o
2
4>
Ool-
met
4>

o
Il
il
i)

smdba db-start

smdba db-stop

4.3. smdba& A9t 0|0 E{tf|O] A Ui

smdba == A% OfFt0|E S +MBtL|Ct Of MY HY2 oixf M St HIO|E{H[o| A0 MEE RE HE
Atgholl chigt =2a0f 29| J|ZE WY MUS AL YILICH SO0 ZWsHH HA| CjA39| 7hE 2|2 WY T A

I .
HiO|E{H|o|A MENE =R LhS ®xll MHQl 28 FAstA WSt C|OIE{H|0|AS wixf HEHZ E[SELICH
o - o

smdbaS A% A& OfFt0|E B2 |O|E{H|O| AT M3 Fol MEfo|M SHE|DE =S FX| A|ZH0| HRSHX|
ot&LCt

O Q] dhHo ObYIO| UHIMOZ UptEl AYMALS MAMSHK T B2 NME Z7HS KX £ JASLICL 2ol
ArEE £ A= oA CO|E{H|0|A 37|19 M| Hif oMl S7H0| A=X| SISt AL, 3ix| H|O|E{H|o|AL| 37|&=
Jvar/lib/pgsql/2 0| S5t df -hE Aasto] &olgt 4~ S L|CE,

smdba == Of7I0|EE #t2|sto] 7HE %2 wHeint 29| o}

SR Of7to[ERE |X[gLICt. 21 medo| X|Ch
37|& 16 MBO|E22 T}HU0| o] A7|0fl =EHSHHA A 23 AYELITH M S W oot 23 32t
o

o
et 57| /5l o 0| MAHELICH AEE|X|7t REXOZ H2|=| =X cronS AHE310] smdba H S of 5t

=]
Hu ne
2

El mo me
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At oS CHH|SH g MHS FH|SH= 20| Z&LICH

4.3.1. & Cl|O|E{H]|O] A W O} -2

smdba == FEE0M 2Y 2 4~ ASLILE X M2 E= 742 3 HE L =5 HIO|EH|0|A WA S
ddot= Aol EELIC

smdbaS XS HHSHHL W 9[X|E HETH FR OIFI0|EE £&5t7| Toj C|O|E{H[0| A
o M A=t OF ghLICE. ofof 2t ofZtol 2tE FX| AlZto] 2Lt F7| CllO[E{H|0| A i Hofl=
S SX| AlZto| 2RStX| §ELIC

X} CllO|E{HjO] A i -3
1. HAS 2ot 7 NEH IS BtLICt O] dliME [var/spacewalk/d = CIHIEE|E AFEEL|CE O]
I 2 Qo] FAH QI CHAO| E[2 2 MO SHAF AT 4= QIEX] SHOISHMAIL,

install -d -o postgres -g postgres -m 700 /var/spacewalk/db-backup

3. SHHZ W 9IX| Heto| MFE|O| UL 2ol

M = -

gfLct

chown postgres:postgres /var/spacewalk/db-backup

4, M2o=F g MMSI2{™H enable M2 MASID smdba backup-hot HHES AlsistL|Ct, O A SHH
XM= ClER|of o] MEE|D HRst AL O|O|E{H|0| A S XHA|ZFEFLICY,

smdba backup-hot --enable=on --backup-dir=/var/spacewalk/db-backup
O] BHE2 ClH 1 HAIX|E HHst] £H5t0 b=z ELICH
INFO: Finished
5. 8iQd mlo| fvar/spacewalk/db-backup C|Z E2|0f| Y =X| &t0lst0] B M2 6|2 E =tolstL|Ct,

4.3.2. X}& Hed 2 olefsto|

smdbaS ALE5HH Ci|O[E{H[O]|A MAS ML I3l A|ARS S 27 IELICH J2{L tir2 ZH0]7]
m20i| o] HA=|= St HIO|E{H|o[A ’g% | Msta = ASLICE SEHE 2| 2sst7| 2fc E2HE 0] H2 AlZtof
H7| H|O|E{H|0| A A S of|ofst= 20| S LIC.

o SixH CIO[E{t[O|A 37(Q] M| Hi O|Ate| Z7tS U0l ALEY
HlO|E{#[0| A 2] 37| = [var/lib/pgsql/Z O| S5t h

Ex}: xtS WY 2 ol2otr]
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1. U2 QI3 Ol E2|S MAS L ZEE MM HEIS MEYLIC)

install -d -m700 -o postgres -g postgres /var/spacewalk/db-backup

2. [etc/cron.d/db-backup-mgr2 S7{Lt ZXHstX| o= 2 M6t CHS 2HQlE F715H0] cron 2 A 4.

@ 2*** root /usr/bin/smdba backup-hot --enable=on --backup-dir=/var/spacewalk/db

-backup
3. MY CIAMEE|E HI|HO = 20I5t0] Wi l0| SHIZA| 2Fh=X| 2elgtL|Ct.

Ex}: HAM S

1. H|O|E{H|O|AE B=FILICL

2. 2 T2 MAE A|ESHD 2t Z E o 7EX| 7| 'L CF,
smdba backup-restore start

3. CIO|E{H|O| A S RHA|ZFEFLICY.
smdba db-start

4. RPMIt C|O| E{H| O] 201 X}O| 7} RA=X| &l efL|Ct
spacewalk-data-fsck

4.5 0f7lo|l2 21 MH™

Ot7to|E 2 S AESHH H|O|EH|0O|A 22| =7 smdbaS AHESI0] & MAS UMY & JFLICL 7222
HMS = HOIE{H[O] A7t L= SUSE ManagerOf| A= OF7H0|2 20| 7|2X 2 2 4ot 0f ASLICE.

PostgreSQL2 H|$tel 4=2| OF7t0|E 25 |X| &2[EL|Ct. 7|= F4S AHESHH 37|17t 16MiB2! THUO| of 6474
MEELIC

MEXIE ddsta MdS S7|etgfLct

* SLES12-SP2-Pool-x86_64
e SLES12-SP2-Updates-x86_64
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* SLE-Manager-Tools12-Pool-x86_64-SP2

* SLE-Manager-Tools12-Updates-x86_64-SP2

PostgreSQL2 2F 1GB2| 37t C|O|E{ & Y- efL|ct. 22{E = e Tt
EQeL|C}

J

o
4>
o
ot
kl
JII
ru|o
ox
N
oA
|0
HU
0=
0x
ot
rr
N
o

of7to|2 23 var/lib/pgsql/data/pg_xlog/(postgresql)oil K= L|CE.
4.6. 0|0] AF2 =2l Cjo|E{Hjo|A SZte] 7l HM

H|O|E{H|O| A Zt2|XH= space-overview 52| EHS AF2SH0] 0|0] AF2 2l H|0|
UELIC, o= CHS 2 2 &L C.

nic

SZtol chet 2O ME =tele

smdba space-overview

Ct2at Zo| - &Lt
SUSE Manager Database Control. Version 1.5.2
Copyright (c) 2012 by SUSE Linux Products GmbH
Tablespace | Size (Mb) | Avail (Mb) | Use %

postgres | 7 | 49168 | 0.013
susemanager | 776 | 48399 | 1.602

PostgreSQLOIM= smdba BHES Ar8Y £ JUASLICL O XpM[et EOME 2Ql5H2{H space-tables 5t¢l Ed2
AFZSHYAIR. J2{H Eo| =2t olie 2 7|7t MZELICH o= Ch3 2t Z& LT

smdba space-tables
CtEat 20| - EL

SUSE Manager Database Control. Version 1.5.2
Copyright (c) 2012 by SUSE Linux Products GmbH

Elol=2 | 27|
______________________________________ +___________
public.all_primary_keys QHIO|E
public.all_tab_columns QHIO|E
public.allserverkeywordsincereboot 0HIO|E
public.dblink_pkey_results QHIO|E
public.dual 8192HI0|E
public.evr_t QHIO|E
public.log 32kB

4.7. H|O|E{H|0] A O] F

HIO|E{H|0| A S THE 9IX| 2 0| 4= UAEFLICE 0| S S0, HIO|E{H|0| A X Z S7to| = Z L7} ofof s EfLICE

—
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X} Hlo|E{H|o| A O] F

1. SUSE ManagerQI 712 NME fIXl= [var/lib/pgsql/LICt. O|E =01, [storage/postgres/Z O0|S52{H

== Tol:l

2. BHOEIDENM RE Hotoz M Sl H|0|E{H|0[ A S SXIELICE
rcpostgresql stop
A¥ =0l Spacewalk AMHIAE E=FLICEH
spacewalk-service stop
3. -a, --archive S8 AL8510] cp BHOZ oixf 2 CIHEE| XS FSAFZLICE off:
cp --archive /var/lib/pgsql/ /storage/postgres/

0| BHE /var/lib/pgsql/2 LIES /storage/postgres/pgsql/= SAFELICY,

jvar/libjpgsql CI%E2lo] LI8S SYUstA| |XIsioF LICL J2ix| 2O SUSE
©  venagerdolEiol A 0XSE 4 YELICk T3, oIS HS3 A3 BUE HRN
sfolafof grLct,

4. Ct22| M H[O|E{H|O| A C|M E2| S OR2 EILICY.
mount /storage/postgres/pgsql
5. MC|2E2|2 HASHT CHS HH S Maso] AR20| root:root’ Ot postgres:postgresI x| £HoIstL|Ct,

cd /storage/postgres/pgsql/
1s -1

Chaat 2o EHEL(C

total 8
drwxr-x--- 4 postgres postgres 47 Jun 2 14:35 ./

6. etc/fstabs TSI MH fstaboi| M| ClIO|E{H|O|A OH2 E ZQIES FIfLICt.

7. CtZ BY 22 Tf|O[E{H[O]| A A|ZIRILICE.
rcpostgresql start
8. Spacewalk MH|AS A|ZfefL|CL.

spacewalk-service start
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4.8. &4 El RE DIE|MOj|M S+

2E IIE|MO| ZE3H= AR E JHX| £7t tHAE E3lf SUSE Manager AIHHE THA|EHE 4 Q)

LI}, O] MMof|lM=

/var/lib/pgsql 3! /var/spacewalk/0l| OF2EE CIO|EH[O|A 3 xHHo]| CHo Ho| THE|ME ALESI] MHE

2t dES 7PEELIth

|ABIS M2 MX(E F hREo] ASXH Y DB T2 IDS HALICH iR el AlA
ID CHAI 0|28 MESHT SHIZ AQWUT HOR MAS BeIBHL|CE J2iLt JIZ el
OFRESHs ZL0I ARHS M A A 2O} BHLIC

HX}: 24HE R E OIE|MO|M S+
1. SUSE ManagerE AX|ELIC}. /var/spacewalk ! /var/lib/pgsql TtE|ME OFRESHK| OHMAIL.
2 E W7HX| 7|Ch2l = CHS THAIZ TS A2,
2. H|O|E{H|O|AZ ZFEHL|CE,

rcpostgresql stop

spacewalk-service stop

4. |var/spacewalk % /var/lib/pgsql TtE| M S OFREBILICE
5. SUSE Manager #ijofl LIZE ClME2| S S2L|ct

6. IO|E{H|O| A A|ZFRILICE,
rcpostgresql start

7. Spacewalk MH|AS A|ZfetL|CE.
spacewalk-service start

O|H| SUSE Manager?} ClIO|E{H|O| A EE= S| ot El A2 S| &4 glo| FUH 2 AF3l{of gL|Ct.

4.9. HIO|E{H|0| A HZE HE

[etc/rhn/rhn.confOllA CtS H4E FI16ELE HESI SUSE Manager C|O|E{H|o| A0 HASHY| 23t HEE

AL

db_backend = postgresql
db_user = susemanager
db_password = susemanager

db_name = susemanager
db_host = localhost
db_port = 5432

db_ss1_enabled =

b

rn
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AHO[E2 2 f | 7HIH9|7(|E % I3f7| M 0|2| CH22E5t7| ?let 8= AFZELICH J2{H of|of ZA| {7 [X|E

5.1. Z4HE AH|O[H &-ds}

e L =

-

A3 FAOIM ZEHE AHj0|FS Bal £ AL

53t XX 22
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* salt_content_staging_advance: 8 hours

* salt_content_staging_window: 8 hours
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rmt-cli export data /mnt/usb
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rmt-cli export settings /mnt/usb
rmt-cli export repos /mnt/usb
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9.2. YA

SUSE Managert 712802 DLIEYES CIlE2(014 A 7Hs3t & S210] 10% O|2H0|B Z1S WABLICH
SUIE{YE|E CIER|7}H A THs 8t 37| 59 0|8Ho 2AsHe 918 ZnE Mastct,

spacecheck_free_alert 5! spacecheck_free_critical I}ZI0|E{E AMESt0] ol2{st A1 AAZtS HEY
olaL|ct
M- .

oll:

spacecheck_free_alert = 10
spacecheck_free_critical = 5

9.3. MH|A S=&

712X o =E SUSE Managere= ¢/& 210 A0l T=SHH Spacewalk MH|AE ZEELICL

spacecheck_shutdown IfZIO|EHE AL O] SEg HAY £ JUSLICE 20| trued|H BEE 7|50|
gHStEILICH CHE 2 7| s S HIgdstefL Lt

- HATT

52% [ MM 1772 9.1. 2LH L= C|AE2] | SUSE Manager 4.3



oll:

spacecheck_shutdown = true

AL} 2T

—

=
[l
0x
Iot
of
N
do
of
of
ot
ro
n}
oo
X
m
o>
=
o

systemctl stop spacewalk-diskcheck.timer
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For more information on Containers, see
https://documentation.suse.com/container/all/html/Container-guide/.
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SUSE ManagerE AMZ3t0{ O|0|X|E YESIZH WE SAES WM 51 FH5l{0F SL|CL AE|O| UE SAEE=
SUSE Linux Enterprise 12 O|AS Al g E9of x7| #4oj| cHet

HES MSELIC

ogt
Ot
rir
wn
Q
=
Y
I
=
re
Im
e
r
=)
1z
rx
2 0
x
rr
ne
n
fot
|>

WE SAEQ| 2F H|M|= CHe 0|0]X|2| 2F H|H|2k LX|SHOF ShL|Ct.

Ol S0, SUSE Linux Enterprise Server15(SP2 O|&) OS HFHOZ AEEE "=
o SAEON| M= SUSE Linux Enterprise Server 15 7|2t 0|0|X|& " E=gtL|Ct, SUSE Linux

Enterprise Server12 SP4 HE= SUSE Linux Enterprise Server12 SP4 OS HZTQ=

TEE|E Y= SAENAE SUSE Linux Enterprise Server 12 7|2t 0|0|X| £ 2l =gt CL,

Of7[EX 2t @ E= XIEE|X| gd&LICt

SUSE Manager Web UIOI| A CtZ HHAIE £85I WE S AES FHYLICE
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https://documentation.suse.com/container/all/html/Container-guide/

Hi: SAE WE

1. AJAED 7HE HO|X|of| N LE SAEZ X|HE Salt 22I0|AEE ME4BILICE

2. MENSE ZEI0|AES| aam Mz g HO[X|0|AM ZEH|O|H ZES &Y
2ZEY0] > AZEY 0 XE= 0[St ZE|O|H EES Edetehl|oHo|
SLE-Module-Containers15-Pool 5! SLE-Module-Containers15- Updates) [1E HA S
Z2I510 2kolstL|C},

3. MAH MR AR > £ H|O0|X|Q] 3t 715 A2et g8 SEO0M 2ol wE s2E5
G EILICE [ 44 diole 1S 2=!6H0] =HRIRfLICY,

4. HighstateS H &350 TRt ZE I7|X|IE HAXLICE A|AH N2 Ate
H|O|X[0f|A AEH > HighstateE MEHGIL Highstate ®g= Z=|SL|CH £
SUSE Manager At B& £0i|A HighstateE M EgfLILCt.

I'II'

salt '$your_client' state.highstate

10.2.3. ZiEj[o| LA of| Cit s} 7]

SUSE ManagerE ArE3t0{ ZEph E|0[H= O|0IXIE LEY off st 7|of AZE IS 2EXE2=Z
5 A t

t
AFEEILICE O] MMM = of2{et XS ?lol YAl &det 7|1E Hddts 2y s dEeLL,.

o ZiE|0 HE US| fISHME SUSE #2IZb 7123k olelel Mgy AEE st 7|7t
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&, Create Activation Key @

Activation Key Details

Systems registered with this activation key will inherit the settings listed below.

Description:
Use this to describe what kind of settings this key will reflect on systems that use it. If
left blank, this field will be filled in ‘None'
Key: 1-
Activation key can contains only numbers [0-9], letters [a-z A-Z], -, and "
Leave blank for automatic key generation. Note that the prefix is an indication of the
SUSE Manager organization the key is associated with
Usage:
Leave blank for unlimited use.
Base Channel: SUSE Manager Default j

Choose "SUSE Manager Default” to allow systems to register to the default SUSE
Manager provided channel that corresp to the installed SUSE Linux version.
Instead of the default, you may choose a particular SUSE provided channel or a
custom base channel, but if a system using this key is not compatible with the
selected channel, it will fall back to its SUSE Manager Default channel.

Add-On System Types: [ Container Build Host

I Virtualization Host
Contact Method: Default H

Universal Default: L=}
Tip: Only one universal default activation key may be set for this organization. By
setting this key as universal default, you will remove un al default status from the
current universal default key if it exists. If this key is set as universal default, then
newly-registered systems to your organization will inherit the properties of this key.

Create Activation Key

Hxt: g 7] 4

L NAR> 248912 Meptct

ES YLt EELR2 HIRE AE5I0 0] 7|2t HEEY 712 ay

mjo

XMt LHE2 Client-configuration > Activation-keysOjA| =tolgh

A LIC.

10.2.4. O|O|X| X{ZErA MM

LEE 2E O|0|X|= O|0|X| M2 FEA[ELICE O] MM0fj= O|0|X| ME4 Hgol| thist Y2 7F Zetk|of ASLICE

i= Image Stores @ 2 Refresh | + Create

Items 0-0 of 0 Select All 25 j items per page
There are no entries to show.

Page 1 of 1
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XX} o|O| K] A=A MM

oo
1. o|Ojx] > MEAZ

MERIL|CE
2. wys SEIOI M MEAE ddgLtt

# Create Image Store

Store Type *: Reg

Label *:

#lojz 2 =0] O[0|X] ME42| 0|FS FelELCt.
Aol HX[AEZ] ZAE(WRE HE= 2%)9 FQDN(E
0| )22 uri 2= YSI0] O[0[X| K| AEE| 2 S AL

registry.example.com

et
=efLlCt.
2IXIAEZ] URIE AFESIH O|0] ArE
XEe =2 AL

=9l

S =

HIX|AEE2[ O|O|X] XFEra

ool

=
=
registry.example.com:5000/myregistry/myproject
6. (4412 SEISI0] Al O|0|X| MEAE FIHELICh
10.2.5. O|O]X| =2 m}Q! H
SE ZH0|H o|0|X|= 2E X[Ho| ZetEl O|0|X| Z2OUS ALESIe LEEL|LE, 0o MMofl= SUSE Manager
Web UIE AH23t0{ 0|0|X| Z= It S H-45t= 0| et FEI7F Totk[of AELICEH
= Image Profiles @ 2 Refresh | + Create
Items 0-0of O Select All 25 jnems per page
There are no entries to show
Page 1of 1
EXL: oo|X| Z2med Y
1. ojojx| Zz2mt g MMsta{H o|0|x| » TROAUS MESt D [ MM 12 S22/t
58% | MM 1778

10.2. ZiE[0|LA O|O|X| | SUSE Manager 4.3



# Create Image Profile

Label *;

Image Type *: Dockerfile B
Target Image Stare *: Select an image store j
Path *:
Format: giturl#branch:dockerfile_location
Activation Key: None j

Custom Info Values: | Create additional custom info values |

& Clear fields

. glo|g 2=E ZHY5te o[0|X| Z=Io| 0| FS YHLIC

0 Zgojd o|o|X] EfT9ol FHAO| myproject/myimage?t Z2 AL O|0|X| XNEA
g X[AEE| URIO /myproject TO|AIZF ZBE|Of QL=X| &holgfL|Ct

. DockerfileZ O|0|X] RH2 = ALEEILICE

. EE0HR M5 AHESH0] th4d O|0|X] MEA HEO|AM 2X|AERIS MERLICE

. B2 0| GitHub, GitLab &+ BitBucket 2[ZX|E2| URLS UHHLICH URL http, https = E2 ¢
URLO[O{OF BIL|CL LIS WA S ot HE ALS:

GitHub 22 M

O GitHub Bt AF2X T2 N E 2|XX|E2]

Ol

https://qithub.com/USER/project.qgit#branchname:folder
© GitHub X Z2ME 2|ZX| £z
https://qithub.com/ORG/project.qit#branchname:folder

O GitHub E2 9=

git 2IZXE2|7} HISHe 2L QABS EelSl=E D2mAo| URLE SHELICL T URL HAS
AFE5H0] GitHub E22 2 o158t Ct,

https://USER:<AUTHENTICATION_TOKEN>@github.com/USER/project.qgit#master:/container
/

©  GitLab Y AF2X Z2HE 2| EX| E2|
https://qgitlab.example.com/USER/project.qgit#master:/container/
© Gitlab 18 Z2HE 2| XX E2|

https://gitlab.example.com/GROUP/project.qgit#master:/container/
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O GitLabEZ

|£
o

git 2| ZX[EE2|7} H[SIHO|1 SIHH = HHAY 4 Gl= BR QUES Zo=E T20tA9 git URLE
Holjof ZLICt CHE URL HAIE AH310] GitLab EE22 2 21 5:

https://gitlab-ci-

token:<AUTHENTICATION_TOKEN>@gitlab.example.com/USER/project.git#master:/containe

r/

git —-—7|E X|HSHX| gtoH
e AL 0o|0|X| 24 (Dockerfile 2A)=
ClZE2|of| LO{OoF &L|Ct.

ot

O|0|X[E

7|1E O|0|X| Z2mat
10 xH

HESHH Z=mAS A8%h= &2
a2 B E WF|XE AEStER

o 4 L,

T[4

0z

1HES

rulu

ollA| Dockerfile 2 A

MArEe

ARG II2I0|E{E AESHH U EEl 0|0|X|E SUSE ManagerOll M M33t=
gt & AUELICH ARG Lt2H0|E{ E AHESHH SUSE Linux Enterprise Server2| O|0|X| HHZ

Ol =0 ARG repo Li2t0|EQ} 2| EZX|EE| TIY S 7t2|7|= echo HH
CHeot 2| XX E2| IHUo]| SHIE 2 E Mot = MlgiL|Ct.

2| ZX|E2[= O|0|X| Z2 oo 2t &dst 7|2 2

2oL =

gLt

FROM registry.example.com/sles12sp2
MAINTAINER Tux Administrator "tux@example.com"

i AZF: O] 2tR12 {productname}et &l ArE37| ffsil EREILICE

ARG repo

ARG cert

# SHIE QISAM =7t

RUN echo "$cert" > /etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT.pem

# ASM M2 MEFL HHOIE
RUN update-ca-certificates

# o|0|X|of 2[ZX|E2| HEE FI}
RUN echo "$repo" > /etc/zypp/repos.d/susemanager:dockerbuild.repo

it Z: 0| 2tel2 {productname}t EH At2st7| s ZLBL|CE.

60% | MM 1773

SHHE 2 3 7 |X|of

712802 nfAE 7|7t ASELICE Bt XIHE K]
GitHub E= GitLab M|30}Re

zE

1+

BE o|ojx|7t

Qe o[ofx| ZROUL https://github.com/SUSE/manager-build-profilesofl AIAlELICE.

st= 2| EX|ER|2t

AEL
degd s UM, Ol HAE2 UE SAE XHH|0| M AHE3H= SUSE Linux Enterprise Server
M3 CHE & AELICH

Hots A BT
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#t Ii7|X| AFEE =7t

ADD add_packages.sh /root/add_packages.sh
# I7|X| ASRE Ay

RUN /root/add_packages.sh

# 2E = O|O|X|oilM 2[EXEZ] HZ HA
RUN rm f /etc/zypp/repos.d/susemanager :dockerbuild.repo

A2 X} "ol MH 7|-2F M2 Docker BuildargsE A
A Fol FEE 7|-3t *% gEsted o|0jX| Z2Oo HEE HEY £+ JUSLICH ES of2{st 7|-3f &=
buildargsZ Docker = H&of| MHEL|CE

ME 7tset AHER HE 7| 3 37t 7| M dofl Chet XtMet L E 2 Reference » SystemsOi| A 2eleh = QUL L,

10.2.6. OjO|X] 2=

O|0|X|& F=dt= WH2 F 7HX|ULIC 1% EM ZZ0(A O|0]X] > RES MEHSIZLE O|0]X] > ZEIA S Z0f| A
WE ofo|2g 23 4 YL
% Build Image @
Version: latest Profile Summary
Image Profile *: Select an image profile j @ No profile selected
Build Host % Select a build host -
Earliest: s 0506 | @ 18 | CEST
Add to: new action chain
Ak of0|x| WE
L. o|Ojx] > HEE MEHBIL|CE,
2. 712 =u0] O CHE HES Holse F2 LHE E2 0|2
71 A 2 (ZAE| O] L Of| 2k SHE).
3. gcmany Y uc sasS MEHSIL|CE
YE LE 92Zo| neny gug SARITLICL LE TRmelS
©  degein des zzmol oft XM FHEIE of Fof
HA|ELC

212|9| O|0[X|E
AFXtO| EIAE AFX}

=3 3 ZAIE 4 YL YI% B BZ0A 0|0|X| > O|0|X| SES MEBLIC YEE TH3}

=== =] [=]

[= R | —
LELICh M2t 2t2E|H I ESH0|0|X| 7t o] 0] X] S& m| o[ X|of| LtE E LTt

=

Tl
|
)
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AL ojofx| HEE
L ojn|x] > o] x| SFoil M [ YEE | S S2/sto] 0fn|x| YLE chzt XS HLIT
2. o|n|X| AZE Chst Ax0IM Tk BES YHBHLCE

O[O X] x4
AALE 2l3li O[0|X|E E0{2= 2X[AE2| LT

o[o|x] o] &

ZIX[AE2|of QL= olo|X[2] O] S LICt.

o[o| x| T

X AEE[0f A= ol0|X|2] B LIt

4ESAE

O|0|X|E B HAIS= HE SAEQILICE,

g4t 7|
O[O|X|E HAISt=E 2T ES)|0f Moj| tist 22 E MSot= 4t 7| LIt

3. EolstH{H [ARE |E S2ELICH

O|O0|X| &=0| H|O|E{t|0| A0f| M| 0 SUSE Manageri| CHEH O]OJX] Z4AF Zf40] of|2FEL|CE.

2|7t g2 = ojnjxl 280 M QZES o]0

= XE &S + ASLICEL O|0|X[E YEEYSS LIEILLZ| 2o LE 20
CHE OFO| 20| EAIELICH Y ESH 0[0|X|<] 2 2lg

o
=
|0]X|2] JHQ ROl M = 2ol 4= AELICE

=

@ =]
2
°
o
rh

10.2.8. =X &

Of0|X| =t 25t 2eixl R x| 2= Ch3at Z2&L T

S2t0[ A E0f| BYZ3HOF BfL|CE.

o 94Xl DockerE A2t SSH git UM A= X H=[X| k& LT

10.3. OS o|O| x|

OS O|O|X[= Kiwi O|0]X| A|ARM0] oslf WEEIL|C £3 O|0|X[= AFAL F7t 7H538HH PXE, QCOW?2, LiveCD
L= J|EF ROl O|0|X|E 4 AFLICE

For more information about the Kiwi build system, see the
https://doc.opensuse.org/projects/kiwi/doc/.

10.3.1. RA}E

Kiwi O|0|X| Y= 7|52 SUSE Linux Enterprise Server 12 % SUSE Linux Enterprise Server 110] A& z|= Salt
S2I0|HEOM AL S & Mﬁ'-llif
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Kiwi O|0|X| - It 8l 71 ATREE=THE 91X S o ROl|IM HAHAE 4= AO{OF BfLICE

o Git2|ZX|Eg
e HTTP =AE! tarball

c RZYUC SAEL|AEZ

For an example of a complete Kiwi repository served by git, see https://github.com/SUSE/manager-
build-profiles/tree/master/OSImage.

KiwiZ 2EE 0S O|0|X|E st AEM = AFBE 4= U= 1GB 0|4 RAMO| 2Rt}

==

© o2z zze oome wn 3o gt CEUCL A B2 T2 NAY A
sfolz 4 L,

A 9 SAEL Salt 2210|QEC{OF BHLICH LE SAEZ J|ZE 2210[QIE R MX|SHK| OFYA|Q.

10.3.2. HII: SAE MM

=3
SUSE Manager2 ZE Z7F2| O[0|X|E LUEsIHH UE SAEE MY U AHTLICE OS O|0|X| HE SAEE
SUSE Linux Enterprise Server 15(SP2 O|4}) EE= SUSE Linux Enterprise Server 12(SP4 O|Ah)0flA| A3lz|=

Salt 22t0|AEYL|LY.

O| MAH=HIE SAEQ| x7| 2MS MEHBH|C},
LUE S AEQ| 2F NAl= CH4 o[0|X|2] 2 H|H|2t Y X[SHOF gfL|Ct.

Ol S0, SUSE Linux Enterprise Server15(SP2 0|&) 0S HTO=Z IASEs €=

SAEO|ME= SUSE Linux Enterprise Server 15 7|2t 0|0|X|E& WEgILICH SUSE Linux
o Enterprise Server12 SP4 HEi= SUSE Linux Enterprise Server12 SP4 OS HZFQO=E

TEE= Y= SAENAE SUSE Linux Enterprise Server 12 7|2t 0|0|X| & 2 =gtL|CL,

OFF[HIN Ztoll= L ES 4~ gIELICE O|E S0, SUSE Linux Enterprise Server 15 SP37} A&
e Raspberry Pl(aarch64 O7|ElX]) UE ZAEO|A= Raspberry Pl SUSE Linux
Enterprise Server 15 SP3 0|0|X|E W Es{of SFL|CY,
EAt: SUSE Manager Web UIOA HE SAE 1M
Lo A|AH 7R Ho|X|o| M WE SAEZ X|™He SEI0|HEE MEABILICE
2. AAH MIE AFE > £ HHOZ 0| S5H0] 271 715 N2A™ 98 0s ojnjx| wE SAES

=y 0
S Mol BtLICE (44 nlole 12 SHQIRLICE.

—
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& d186.suse.de® & Delete System | @ Add to SSM

Software Configuration Provisioning Groups Audit States Formulas Events

Overview Remote Command Hardware Migrate Notes Custom Info

Edit System Details
System Name: d186.suse.de

Base System Type: Salt

Add-On System Types: |:\ Container Build Host
[w OS Image Build Host

Description: 0S Image Build Host {for KIWI images)

Facility Address:

City:
State/Province:
Country: Neone j

Building:

ZE0 > ARER0] LR 0[SOt UE SAE H{HO|

3. AJAHI MEB AFSH &
AIDE _"O_I XH'—"O gl-)k-|9|.ol-|_||:|-

2 = st

o

SUSE Linux Enterprise Server12 ZE T AEO0Q|= SUSE Manager
22}0|HE T (SLE-Manager-Tools12-Pool 5! SLE-Manager-Tools12-Updates)”|
HoetLct.

SUSE Linux Enterprise Server1l5 ZE SAEO|= SUSE Linux

Enterprise Server 2= SLE-Module-DevTools15-SP4-Pool 3 SLE-Module-

DevTools15-SP4-Updates’| H QEIL|C}, Of|2FSt = [=ro1 12 E=|L|C

4. HighstateE HE5I0{ Kiwi 3! Z= ¢ 7 |X|E XL AAH MF Ate
H|O|X|0l| A #EH > HighstateE MEHSIL [Highstate Mg 12 SEELICL E=
SUSE Manager At B Z0| A HighstateE M 2&fL|Ct.

salt '$your_client' state.highstate

SUSE Manager &l MH Z¢l 215 A RPM

-

e SAE IDRH|XE2 SUSE Manager Q13A RPME2 YL TAEON SARSLICEL O] 213A= SUSE
Manager0il M MS5t= 2| ZX|E2[0f| AM[ASH| 2ot =2 AL EILICE.

ZME mgr-package-rpm-certificate-osimage IH7|X| A3ZE0| 2/sf RPMOZ Ii7|ZELICH I§7|X]
A2 E= M SUSE Manager AX| 30| XI5 02 SEEILICE,

spacewalk-certs-tools I7|X| £ 2 02[0|=5t= 22 YO2|0|E ALtZ| Q= 7|22 A0 I7|X| ASREE
SEYLICE J2{Lt ABM ZE7H HEEUHL ALEY = ole 42 ¢02|0| = EX7t 25 E = --ca-cert-full-path
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<path_to_certificate>E AE5I0{ If7|X| AT ZEE £ 502 SESHIAL.

7| x| ASFEE 5= 0f

/usr/sbin/mgr-package-rpm-certificate-osimage --ca-cert-full-path /root/ssl-build/RHN-ORG-
TRUSTED-SSL-CERT

IE M7t ZetEl RPM IH7| K| = CH2 1t 20 Salt7h AM AL =~ U= CIAE2|0f] M EE LT

/usr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm

B M7t ZetEl RPM N7 |X| = O 22 WE SAE 2|XX|E2|0f| M3 EL|C

/var/1ib/Kiwi/repo
WE AA0 SUSE Manager SSL @1EM7t ZetEl RPM M7|XIE X[Fst Kiwi 0
HEAEY MMo| L4 1m{7|X|Z rhn-org-trusted-ssl-cert-osimage7t Z8E[0| UEX]
gholgtLct.

= 4. config.xml

..;packages type="bootstrap">

<package name="rhn-org-trusted-ssl-cert-osimage" bootinclude="true

II/>
</packages>
10.3.3. OS O|O|X|oj| CHTH &3} 7] *H4d

O[0|X|E 22 U OS O|O|X[7} 2| ZX|EE| 2 A S + A= A2t HEE 4t 7| S WHeLT.
243t 7|= 0S O|0fX| 2 =of E-L|ct.

(i ) OS O|0|X[E 2 =3t SUSE #2|x} 7|22k 0] 2[2] 2 nt HAE &-det 7|7t HREfLIC

65% | M| 1772 10.3.0S O|O|X| | SUSE Manager 4.3



&, Create Activation Key @

Activation Key Details

Systems registered with this activation key will inherit the settings listed below.

Description:

Usage:

Base Channel:

Add-On System Types:

Contact Method:

Universal Default:

AL 24 7] Y

Use this to describe what kind of settings this key will reflect on systems that use it. If
left blank, this field will be filled in ‘None'

Activation key can contains only numbers [0-9], letters [a-z A-Z], -, and "

Leave blank for automatic key generation. Note that the prefix is an indication of the
SUSE Manager organization the key is associated with

Leave blank for unlimited use.
SUSE Manager Default j
Choose "SUSE Manager Default” to allow systems to register to the default SUSE
Manager provided channel that comresponds to the installed SUSE Linux version.
Instead of the default, you may choose a particular SUSE provided channel or a
custom base channel, but if a system using this key is not compatible with the
selected channel, it will fall back to its SUSE Manager Default channel.

T Container Build Host

[ Virtualization Host

Default

n

a defau\ suusfrﬂn'the
as universal default, then
newly-registered systems to your DrJamza tion will mhermhe properties of this key.

Create Activation Key

L. Web UIOI A AIAS > 8413} 7|2 Meish|ct
2. 71 s 22
3. 4%, 7] 0152 Yo SECI2 AXIE ALSOH0] 7|9t 2B 712 MES MepiLct

4. [E¥st 7| ¥4

XMt LI 2 Client-configuration > Activation-keysOi| A &t

10.3.4. O|0] X] X{ZrA MM

o| &}
=

A

OS O|O|X|oll= 2ot o] XM J7to| HRY £ JUFLICE J2E=Z OS O|0|X| XME A= XA MEIM £ FE
OE[M1p HEO| Btrfs 5t¢l 2&0 fIXIst= 20| E5LICH 7280 = O|0|X] MEAS HEE [srv/www/os-
images!L|Ct.

A|AEL 71 81 7|EL O|0IX|E UESH| fls At E|= Kiwi HE S& 2| 0[0|X| XEAE OFF

X=X &

s& Lt

Images are always stored in [srv/www/os-images/ORGANIZATION-ID and are

accessible via
images/ORGANIZATION-ID.

HTTP/HTTPS

10.3.5. O|O|X| = mjed 244

Web UIE AHE3t0] O|0|X| Z20pA

o
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EE |mage Proﬂles @ < Refresh | 4 Create

Items 0-0of O Select All 25 j items per page
There are no entries to show

Page 1of 1

X} o|0|X] 2 md M

L ojojx| z2 ot s H-d5t2{H o|0|X] » T2OpA0 M MEtst [ MM |2 SalefLicth

# Edit Image Profile: 'SUSE-MicroOS-Default’

Label *:

Image Type *: Kiwi
Target Image Store *: SUSE Manag
nth
Config URL *:
jorking
Kiwi options:
Kiwi command line optior
Exampl fi
Activation Key *: 1-image
64
tes fo
Custom Info Values: Select.

ey-value pairs will be added to the bulld command as 'bulldarg’ values
Create additional custom info keg,s

# Update & Clear fields

2. glo|g Z=oj ojojx| Z2mAS| 0| ES AAFLICE

3. O|0|X] RO Z KiwiZ At2etL|Ct.

4. O|0|X| MEAE XSO E MEHEIL|CE

5. Kiwi 714 Ihlo| Tl C|2 E2|0f URL PMS 2dgL|Ct.

a. git URI

o

. HTTPS tarball

(. SAERAC|YERS YC= AR

6. L%t 2, Kiwi M2 =HTLICt Kiwi 714 mo| oy T2 2 X|HSt= E2 --profile <name>2
Ar85te] 2 T2mU S MEfStL|Ct CHE M0 CHo M= Kiwi ABAME B XA 2.

7. g4s} 712 MEHRiLIC et 7|2 AEStH T2 S AHEot= O|0|X|7H SHHE ME B I |X[of 2

UAFLIC
0 O|0fX| Z2OU0| SHIE AZEL M 8 2= IH7|X| S A== &4t 7| 0|0
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%OWMPP“NWEdEgHﬂENEHQUm&WWhﬂEﬂEﬂﬂHM%%W“EV%%QUME

https://github.com/SUSE/manager-build-profiles
URLOIIM # 2Xt Flofl 7|5 XI™E = AELICE O] 0|0l M = CHS master £7|5 AFERLICE
https://github.com/SUSE/manager-build-profiles#master

22Xt Fof olgox] AA7 EEE ClAEZIE XFEE £ UYSLICE o dooAME oS
OSImage/POS_Image-Je0S62 AIEBiLICE,

https://github.com/SUSE/manager-build-profiles#master:0SImage/P0S_Image-Je0S6

O tarballofl CH8F HTTP(S) URL

2 MH0|M 2 ARIE|= tar OF7H0|E (23 = H| =) URLYLICE

https://myimagesourceserver.example.org/MyKiwiImage.tar.gz

Kiwi 25 A|A”> AATF ZotEl CIHER] Z2E AHBLICE O LA EE|= MEioh ZE S AE| 2{X|3H0F

/var/1ib/Kiwi/MyKiwiImage

Kiwi 2A2] o

Kiwi 2A = %| 23t config.xmlZ FHE/L|CtH LEHOZ config.shet image.sht BH EEHEILICH £ A00= root
Stel CIAE2[of £|ZF o|0|X|of| EX|g I = TohEl = JAEL|CE

Kiwi 21 = A|AEIOf| Ci3t LIS Kiwi documentationOf| A gholsh £ Ql&L|Ct,

SUSE= SUSE/manager-build-profiles 374 GitHub EZ|ZX|EZ|0A 2tHstH| ZSsH= 0|O0|X] AA9 OIS
HSect,

2 E 5. Je0S config.xml2] 6i

<?xml version="1.0" encoding="utf-8"?>
<image schemaversion="6.1" name="P0S_Image_Je0S6">

<description type="system">
<author>Admin User</author>
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10.3. 0S oJO|x]|

<contact>noemail@example.com</contact>
<specification>SUSE Linux Enterprise 12 SP3 Je0S</specification>
</description>
<preferences>
<version>6.0.0</version>
<packagemanager>zypper</packagemanager>
<bootsplash-theme>SLE</bootsplash-theme>
<bootloader-theme>SLE</boot1loader-theme>

<locale>en_US</locale>
<keytable>us.map.gz</keytable>
<timezone>Europe/Berlin</timezone>
<hwclock>utc</hwelock>

<rpm-excludedocs>true</rpm-excludedocs>
<type boot="saltboot/suse-SLES12" bootloader="grub2" checkprebuilt="true"
compressed="false" filesystem="ext3" fsmountoptions="acl" fsnocheck="true" image="pxe"
kernelcmdline="quiet"></type>
</preferences>
<l-- CUSTOM REPOSITORY
<repository type="rpm-dir">
<source path="this://repo"/>
</repository>
-->
<packages type="1image">
<package name="patterns-sles-Minimal"/>
<package name="aaa_base-extras"/> <!-- wouldn't be SUSE without that ;-) -->
<package name="kernel-default"/>
<package name="salt-minion"/>

</paé&éges>
<packages type="bootstrap">

<package name="sles-release"/>

<!-- this certificate package is required to access {productname} repositories
and is provided by {productname} automatically -->

<package name="rhn-org-trusted-ssl-cert-osimage" bootinclude="true"/>

</packages>

<packages type="delete">
<package name="mtools"/>
<package name="initviocons"/>

</paékéges>
</image>
10.3.6. 0|0]X| &HE

Web UIE Ar&3t0] 0|0|X|E LESH= YHoll= 27FX[ LTt O0|X] > REES MENSH L} 0|O|X] > ZEMY S 04| A

2L ofo|2 S SEYLIC
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8 Build Image @

Version: latest Profile Summary
Image Profile *: Select an image profile j @ No profile selected
Build Host *: Select a build host j
Earliest: = 05.06. Q 180 | CEST
Add to: new action chain
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* SUSE Manager a8 AE M7t ZotEl RPM {7 |X|= =Sl HZ 0|0
/usr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm0i|A{
At 4 QUELICEH S8 Q15 M RPME MZ 1 X|= whHof| chet RM[st LHE2 25 S A E A HolA golgt &
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10.3.8. H[gt ALt
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S20[AE|| BiESIAHL =52 = FJ5HOoF St

* Kiwi 7|8t o|0|X| JEE = X|HE|X| gd5LICt
L ojojx|
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& Images @ & import | & Refresh

[Jshow cbsolete 100 v items per page

ltems 1-30f3 Select A

O Type Name Version Revision Updates Patches Packages Build Last Modified |5 Actions

[0 Container Image  suse_key latest 15 (] 0 0 (] 21 hours ago o

[0 ©Simage Building profile: suse_os_image - 2] o 0 @ 2 days ago o

O o©SImage POS_Image_JeOS7_uyuni 700 1 o o ] [ 5 days ago
Page 1 of 1

B Go to OS image directory listing
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™ El Zts S| AlZh 7|2 23 = Al SUSE Manager M2 S0t 2tF SX| A2t H, = F, 0|0 =A3l{0F 5t=
HE HHS 7|sts A2 oHE £ ASLILE MY 2F S7|9t 2202 MH E= SUSE Manager ZEA| S SUSE
Manager At 2t A|ARIE FEFS groO =z n2{sljof ghL|Ct

SUSE SUSE Manager Q1 Z2tE %“g % UEE SAET}

M HEZ R NS HEYLICL K7]0fl= MH, ZEA| 3L &
ESIX| o H Hg A|FH| L 2F S U O|ESHK| RE £ ASLITH.

O MMoll= 2 EAIS 8ot 271 HE Y39 BS BX| AIZt 7|24 Aots ZAF S 20| makE|of YALIT,

1. %A HH|0|EE X %tL|CL. Installation-and-upgrade > Server-intro| Al Z=sHAAI,
2. Hoot A2 A4 MH|A WO = 20| =gL|Ct.

3. spacewalk-service statusE &St LR BE MH|ATH MW FOIX| &olgtL|Ct.

Cllo|E{t[o|A AZ|OF ¢T2[0|= 5! PostgreSQL Ot0|12{|o|Mof| CHSE L2 Installation-and-upgrade > Db-
introOf| A =tolgt &~ ISL|CE

I§7|X| 2| XHE AH26t0] HH0|EE MAIE & UELICH
* YaST At80o| cHst W82 https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-
onlineupdate-you.htmloflA 2tolg 4~ QUEL|LCE
* zypper AE0] tit L2 https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-sw-

cl.html#sec-zypperoll M olet 4= U&LICt,

7|25 0= SUSE Manager Aol sl 0f2f IEI0|E Higo| 4 3 Ehaste|of ASLICH A TH7|XI2t o] =
Ij7|X| S RSO R ALRE 4 YaLiCt

SUSE Managerg %[& #E|2 |X|5t{H SUSE Customer Center0i| 2%

X ™ AHBIHLE Repository Management
Tool(RMT)E AREILICH RMTE ¢ Z0| 271 8 A0 22 MX| AAZ AIRY £ Q)

USLIL.

A ARIOM HEOIE HES ALY £ A=K HHelE 4= A= FE2 LS €L

JE | A8 JHs | 6PG HAF | M2 1A
——————————————————————————————————————————————————————— o mmm oo
SLE-Module-Basesystem15-SP2-Pool Yes (r ) Yes No
SLE-Module-Basesystem15-SP2-Updates Yes (r ) Yes Yes
SLE-Module-Python2-15-SP2-Pool Yes (r ) Yes No
SLE-Module-Python2-15-SP2-Updates Yes (r ) Yes Yes
SLE-Product-SUSE-Manager-Server-4.1-Pool Yes (r ) Yes No
SLE-Product-SUSE-Manager-Server-4.1-Updates Yes (r ) Yes Yes
SLE-Module-SUSE-Manager-Server-4.1-Pool Yes (r ) Yes No
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SLE-Module-SUSE-Manager-Server-4.1-Updates | | (r) |
SLE-Module-Server-Applications15-SP2-Pool | | (r) |
SLE-Module-Server-Applications15-SP2-Updates | Yes | (r ) Yes | Yes
SLE-Module-Web-Scripting15-SP2-Pool | | (r) |
SLE-Module-Web-Scripting15-SP2-Updates | | (r) |
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sle-live-patching15-pool-x86_64-sp4
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[J Package Name |2 Architecture
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company-calendar

[) calendar
iCalendar

LABEL:
- SUMMARY: Production Servers

- DATE: Each Sunday
- TIME: 22:00 - 00:00

- SUMMARY: Production Servers
RECURRING EVENT

- DATE: 2020-06-28

-TIME: 13:00 - 14:00

- SUMMARY: Testing Servers
- DATE: Each workday

- TIME: 08:00 - 16:00

EVENT

| RECURRING EVENT

@ Schedule 2

NAME: Production Servers

TYPE: MULTI
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mgr-sync [-h] [--version] [-v] [-s] [-d {1,2,3}] {list,add,refresh,delete}

H 3. mgr-sync H#

Bd 49 OlAl AHE

list ME, 2R XNAE SHE=HMELIE mgr-synclist channels

add e, 22 XA ZHE=MHE F7F mgr-sync add channel

<channel_name>

refresh ME, ML U259 2L AR ME mgr-sync refresh
kS,

delete 2 AAHIM 7|ZSCC =X X+H  mgr-sync delete credentials
S A

sync KNHE HE 7|3t B3O Z mgr-sync sync channel
SHEH <channel_name>

M ofA 2 M My OflA] A

help h WY AIRH U SMHEA  mgr-sync--help

version N/A X A2l mgr-sync HHH  mgr-sync --version
A

verbose v XtMist £3 HS mgr-sync --verbose

refresh

store-credentials s A zsHES 2 =4 mgr-sync --store

mdofl X & -credentials
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e SUSE Linux Enterprise 12
e SUSE Linux Enterprise 15

® openSUSE Leap 15.x

SUSE Manager At{et HE 2| A|ARI0| Prometheus X GrafanaE &X[s{OF gL|C} ELIEZ MH 2 22| 2| = Salt
SUSE S2t0[AEE AtE3H= 20| ZELICE THE 22H0|UE= 2L MH 2 X[/ K| 4L T

A = SetololE0] et TCP HZS My
4 QI0{0F BHLICE. S2to|E0l STt PRI EETL QI0{0F o0} HIEYIS Sof AT 4 0{0F BiLICE EE

ks T2 NS AFRSI0] HAS HHY 4 AL,
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Prometheus= 2 442 AFE5I0] HIERIS 7IMQEZ MH = ELHEE|
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o DLEHEY 2t Z2to|AHE| et ELHE F7t 7|5 50| JA0{0F &LICt. SUSE Manager
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16.1. Prometheus % Grafana

16.1.1. Prometheus

Prometheus= AlAIE ClIO[E{H|O| A0 HAIZE HIEERIS J|83H7| ?f8] MEEE=E QE 24 ELEHZ =FUL|C
HEZ2 HTTPE St 2012, 1d 52 &ddS 7Hs5tA YLt

Prometheus HEZ2 A[AE H0|H L& St OF £= Xt £ot= EfYAHI LD HEE2 o|Fat

2ol HEe =2 DRt AEELIC

HEZ o2 2ol efgiagm gt

[ ] [ ]
http_requests_total{status="200", method="GET"} @1557331801.111 42236

SLEEE= 2 oiS2[AI01M = AL
= EOHOF LICt.

ro

AL A& = Prometheus AAXE

muin

£8f glo| HAoR vEalS

16.1.2. Prometheus AT E

AAZEE= ERAF A|AHIQ] HEZIZ Prometheus HEZIQZ AAZEY 0f RESHAH A8 = U
2to|22{2| LTt AAZE = Prometheus HIERIE AHESH0] £ O Z2|H|0[M == A|A-E HF HIFSH= 20
£7t52 Mottt KREYLICE ZUEHALE SAENM o2 HARZES HHSI 22 HES JARES
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Prometheus HRLE|= 34 AATE ZES NStH, HFLIE| 7|0 E Sl LS 37+ AULICH XtAlet L2t
ZHRStAARTE S22 https://prometheus.io/docs/instrumenting/exporters/olA golgt 4= AU&L|Ct,

16.1.3. Grafana

Grafana= H[O|E AlZfeh, HLIERE 2 24 S 2Iet =7 ILICH O2|10 2F 7|2t Set 5 HEZIS LEL = 120

TotEl CHAIEEE MMSY| st B2 AMRELICE YEHOZ Grafanas Prometheusﬂ S AFEEIX| T,
ElasticSearch, MySQL, PostgreSQL %! Influx DB2 22 CtE C|0|E AAE X|YBfL|Ct Grafanadil CHSE XpA|SE

LHE2 https://grafana.com/docs/0ll M &g o JA&L|CE

16.2. DL|E{R AMH 27

DLIEZ MHE MA35I2{™ Prometheus?t GrafanaS A x| 3! 2Msljof gL|Ct,

16.2.1. Prometheus %]

DLIEZ MHIL Salt 220[HEQI A SUSE Manager Web UIE AF23t0] Prometheus IH7|X|E Mx|& £
UAELICH J"HX] gfoH HLIEHE M| I7|XE 8522 CHRELSIH MX|g & ASLICE Prometheus
AT EQ|0{= SUSE Manager Z2A| 9! SUSE Manager for Retail 27| AHO|MZ AFEE 4 ASLICE

o Hl0|E{E XMZst2{™ PrometheusOl POSIX It A|AHEI0| ERPHLICH, POSIX =% mHY
A|ARIO| Op IHY A|ABI2 X[ E[X| R&LICH NFS IHY A| AR X E|X| b&L|Ct

HXl: Web UIE A2 Prometheus 4 %]

1. SUSE Manager Web UI0IlA PrometheusE 2 XIg A|ARQ| M AL HO|X|E B3 4 O =2 0| SELICE

2. Prometheus &QI2tS MEHSIO| DL|E{Z ~AS 2 Mos D [ HE |2 22/t

3. MC 02| Prometheus ®1O 2 0| 58tL|Ct,

4. SUSE Manager AH MlM0j| @23t SUSE Manager APl AtA ZES 2{gtL|ct, 2ist XtA ZHo| ZL|EE
CHAE A| AR E SOl CHEE WM A S S ESH=X| 2elgfL|Ct.

5. 2R0j| w2t 7|Et 714 M S AT FolEL Tt
6. [+ XMF ]S S=/gLIch
7. highstateE M3t §SHO = AR LY =X 2HQIBfL|CE

8. Prometheus QIE{H0|AS SHt2H| EYEX] SQIBILICL HatX0|A 9090 ZE Prometheus?t Mx|El
ME{S] URL(M: http://example.com:9090)Z o|s&fL|Ct.

24 DL o] Cht XtMI3H LHE-2 Specialized-guides » Saltof| A £ X3t A|2.

HXl: £SO Prometheus %] 9

1. BLIEZ Mol A golang-github-prometheus-prometheus If7|X| & X
zypper in golang-github-prometheus-prometheus

2. Prometheus AMH|A S 2t SIEHLICE,
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systemctl enable --now prometheus

3. Prometheus QIE{H|O|AJ} SHIZAH REE|=X  QIgh|ct,  H2lRXolM, 9090 ZE(of:
http://example.com:9090)0| M PrometheusZt &x|El AMH2| URLZ O|SEfL|LC},

4. [etc/prometheus/prometheus.ymlOiA 74 THUES S o] 1N HEE FIIELICE server.urlE SUSE
Manager AlH{ URLZ HHRD SUSE Manager At ZE1} 2AX|SI=ZE AL2A 0|2 Yl H|UHST ZCE
ZEEHL|C}.

pe e == |

# {productname} self-health metrics
scrape_configs:
- job_name: 'mgr-server'
static_configs:
- targets:
- 'server.ur1:9100" # Node exporter
- 'server.url:9187"' # PostgreSQL exporter
- 'server.url:5556" # JMX exporter (Tomcat)
- 'server.url:5557" # JMX exporter (Taskomatic)
- 'server.url:9800"' # Taskomatic
- targets:
- 'server.url:80' # Message queue
labels:
__metrics_path__: /rhn/metrics

# 22|=l= AAR HEZ;
- job_name: 'mgr-clients'
uyuni_sd_configs:
- server: "http://server.url"
username: "admin"
password: "admin"
relabel_configs:
- source_labels: [__meta_uyuni_exporter]
target_label: exporter
- source_labels: [__address__]
replacement: "No group"
target_label: groups
- source_labels: [__meta_uyuni_groups]
regex: (.+)
target_label: groups
- source_labels: [__meta_uyuni_minion_hostname]
target_label: hostname
- source_labels: [__meta_uyuni_primary_fqdn]
regex: (.+)
target_label: hostname
- source_labels: [hostname, __address__]
regex: (.*);.*:(.%)
replacement: ${1}:${2}
target_label: __address__
- source_labels: [__meta_uyuni_metrics_path]
regex: (.+)
target_label: __metrics_path__
- source_labels: [__meta_uyuni_proxy_module]
target_label: __param_module
- source_labels: [__meta_uyuni_scheme]
target_label: __scheme__

5 7+ IS ML

6. Prometheus AMH|AE THA|ZFBfLICE,
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http://example.com:9090

systemctl restart prometheus

Prometheus T4 SMof|l CHst XpM[st W8 hitps://prometheus.io/docs/prometheus/latest/
configuration/configuration/el 34 Prometheus M A0l A ZQl1g 2 JUSLICE

16.2.2. Grafana &%|
DLIE™ M7} Salt 22t0|HEQI AL SUSE Manager Web UIS AH23t0] Grafana IH7| XIS MA|& £ &LICE
JX| to™ DL EY Mo I |X|E 822 CHREE6H0] MX|e 4~ JUELCH

o GrafanaE SUSE Manager ZZA|0f| A A% 4 l&LICH

Hx}: Web UIE A3t Grafana H%]
1. SUSE Manager Web UI0l| A GrafanaE AX[2 A[AR2| MR ALE H|O|X|E €1 £ O 2 0| SELICE
2. BLIHE A2 #43915t2{H Grafana 2QI2HS MElStT [ ME |2 Sl
3. Mt 0F2| Grafana 2O 2 0| SEL|CH
4. Grafana 243} % 74 MH0|M Grafanall 2321517| I8 ArE 22[Xt XHH ZHS L etL|C.
5. CloJE| £ HM0{| M Prometheus URL ZE7t PrometheusE &% FQI A|ARS J12|7|=X| golgL|ct.

6. Heof met 7|Et 7o SME ALE R FolgL L.

8. highstateZ X831 MZMOZ AR E|QU=X| QlgL|Ch.

9. Grafana QIE{H|O|AE SHIZH| 2EFEX| QlptL|Ct, HELRXO0|A 3000 ZE GrafanaZl MX|=l AHO|
URL(Xl: http://example.com:3000)2Z o|sgfL|Ct.

o SUSE Manager= At XiA| &, 7|2 S2t0|UE ELIEZ S 2l6H AP 2EE tHAIRES
MSELICE =4 319 HO|X|of| M Z2H| M tHA|2=E ME &~ ELICH

AXl: Grafana =3 44|

1. grafana 47| X|E MX|LIC}
zypper in grafana
2. Grafana MH|AE 23 gtL|Ct.

systemctl enable --now grafana-server

w

B2t X0l A 3000 ZE GrafanaZt AX|El M| URL(M: http://example.com:3000)Z 0| SgtL|Ct.
4. 221 H|O|X[0f| A AHEXt 0| E2t H|ZHS Ol adminS Y= SfLICE

5 [RaeQl]s SgLnt. 2010 Y SstH H|2WHD S HFSI2H= HIAIX[ 7} EAIELICH

o
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16.3. SUSE Manager ZL|E{Z! 31 M

SUSE Manager4 O|A2 AtE3HH M7t Prometheus AtH| AEf HIEZ2IE LES=E MANstn Zz2t0|MHE
ANARIO| AATES MX| ! e = JELICH

16.3.1. MH XA 2L|E{

M XpA| AEf HIEZl0|= StERI0, 2F A 8! SUSE Manager LHE 7t ZEHEIL|CE 0]2{3F HIE2I2 Prometheus
AAIER} ABE Java OHEZ|A|O| ML A XS Sl AHEE = USLILCL

SUSE Manager A2t &H M S &= AARE 17| X|= CtZ 0t Z5LC
° LE JAIXE: golang-github-prometheus-node_exporter. https://github.com/prometheus/
node_exporterg HxstHA|2.

® PostgreSQL AAZE: prometheus-postgres_exporter. https://github.com/wrouesnel/
postgres_exporterg HxsHHA|2.

° JMX 9IAXE: prometheus-jmx_exporter. https://github.com/prometheus/jmx_exporterg
HESHIAIR.

® Apache AUAZE: golang-github-lusitaniae-apache_exporter. https://github.com/Lusitaniae/
apache_exporterg &ZstMA|2.
SUSE Manager ZE A2t &4 M3 == AAZLE T{7|X|:
° LE OJAIZE: golang-github-prometheus-node_exporter. https://github.com/prometheus/
node_exporterg Bx=stHA|2.
® Squid 9IAIZE: golang-github-boynux-squid_exporter. https://github.com/boynux/squid-

exporterg ¥ESHAIL.

ZE 17| X|i= SUSE Manager Mt 5! ZEA|0f O|2] EX[=[0] QX[ 2t A|AH G222 7|EXH 2 H|E-d et of

EA}: K| 2L EE 2}
1. SUSE Manager Web UI0{| A 2t2|x} > 22|xt 14 > BLE{ZO 2 0| S&LIC
2. [MH|A gdet S St
3. Tomcat & Taskomatic2 XHA|ZtetL|Ct,
4. 9090 X E Prometheus MH2| URL(M|: http://example.com:9090)2 0| S&L|Ct.

5. Prometheus UIOf| A HEl > CHAO 2 0| 5510 mgr-server 152 2 E AIEZEQIE T} &f

off
of
o
e
fot
o

6. Web UI2t & Grafana M X|¢t 2L SUSE Manager Mt CHA| 2 =0 R MH HE 7L EA|EL|CE
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@ SUSE Manager Configuration - Monitoring®

- Manag

Only server self-health monitoring can be enabled using the Web Ul. Metrics for a
proxy are not automatically collected by Prometheus.

To enable self-health monitoring on a proxy, you need to manually install exporters,
including prometheus-postgres_exporter, and enable them.

SUSE Manager MHOIM T &= 2 HEZI2 CH31F Z&L(C

H5. MH S4/(ZE 80)

HEz2| 74 a4

uyuni_all_systems AlO[X| TH| A A 4~
uyuni_virtual_systems AlO[X| Thel A AR
uyuni_inactive_systems AloIX| HIgHd A AH
uyuni_outdated_systems AlOIX]  QEfE IF|X|7F U= AA”>
H 6. PostgreSQL HAXE(9187 XE)

HEz2| 7Y a9
pg_stat_database_tup_fetched counter 2|0 2Js HX| == ol 5
pg_stat_database_tup_inserted counter  2|0f 2fol &Y== A
pg_stat_database_tup_updated counter 2|0l 2|3 HUH|O|EE|= A2 =
pg_stat_database_tup_deleted counter FHZ|0f| 23l AH|=|= HOf £
mgr_serveractions_completed gauge  2AZE EAo| 4
mgr_serveractions_failed gauge  AI{fst =il &
mgr_serveractions_picked_up gauge  MEHEI =il 4
mgr_serveractions_queued gauge  CH7|ZOf 3=TtEl &0l
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BE7.JMXAYARXE(Tomcat ZE 5556, Taskomatic ZE 5557)

HE=! fd =k
java_lang_Threading_ThreadCount gauge S A EQ £

java_lang_Memory_HeapMemoryUsage_use gauge  $iXf 8 H|22| A2
d

E 8. Me| HIAX| CH7 |2 (2 E 80)

HEz! M

40
ot
02

message_queue_thread_pool_threads counter HEE HAIX|CHZ|E A EL|

message_queue_thread_pool_threads_activ gauge — $1% &M HIAIX| CH7|B A EQ|
e

message_queue_thread_pool_task_count counter HMEE EfAZTS

message_queue_thread_pool_completed_ta counter 2t=E EjAIS| 4
sk_count

H 9. SaltCH7|E(XEE 80)

HE2 2y A

salt_queue_thread_pool_size gauge

SaltCh7|8 & MY & A ES| £ salt_queue_th gauge
read_pool_ac
tive_threads

CH7 | o 3 &2 Salt ABEQ salt_queue_th counter
read_pool_tas
k_total

CH7 18 MEE EfA30| salt_queue_th counter

read_pool_co
mpleted_task
_total

2 E salt_queue Z0l= 7|8 HS E 2O = ZH= queuelt= 20| =0] /ELICE

H 10. Taskomatic Scheduler(ZE 9800)

HEz2! 74 A4
taskomatic_scheduler_threads counter MMEIAFHEDH AYHEQ £
taskomatic_scheduler_threads_active gauge X =M AFHFE A= £
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HEZ| 7 29

taskomatic_scheduler_completed_task_cou counter gt=E EJAIS|
nt

16.3.2. 2t2|x|= Al A HLIEY

rgarm Salt S2to|¢E0]| M| o FHY 4 UELICE D47|X|E= SUSE
' -I

Prometheus EHIEE AAZTELE £AZ A
el 828 4 AOMH SUSE Manager Web UIOA] X

Manager 22t0|HE =3 oA At gdst 8l F4e £+
A& LIC
ChE AAZE= 2| == A|A-0| 2X|g £ ASLICH

° LE 9AIZE: golang-github-prometheus-node_exporter. https://github.com/prometheus/
node_exporterg EZstMA|2.

* PostgreSQL ALE: prometheus-postgres_exporter. https://github.com/wrouesnel/
postgres_ e><porter§?§I SHYA2.

* Apache QAXE: golang-github-lusitaniae-apache_exporter. https://github.com/Lusitaniae/
apache_exporterg H=stMAI2.

6 SLE MicroOllM= Node A A XLE{Q} Blackbox A A LE{T AFREF 4= QI&LCY,

AAZLES HX| U 7Y 20= PrometheusE AHE3H0] HLIEE SO AIAROM HERIS £HS = AHLICH
Web UIZ ZLIEE MHE 7435t 22 HEZ0| IS E T ELICE
Exl: E2l0|HENIM Prometheus AAZE M

1. SUSE Manager Web UI0lA ZLI|E{2Igt 22I0|HEQ| ME ALY TO|X|E S 4 O =2 0| STLICE

2. Prometheus AT E A0 A SMSHEl 2OIZHS MEHSIL|CY,

5. gMatg AATES MeRstn Qof w2t QI8 AKX HolgiLich F4 TEols E20| ¢l 2= ZE
t$5(:9100) EE= 25| Q1T 4 Q= T4 (example:9100)S AR E 4 JUELICH
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16.3.3. Grafana H|YHS HA

Grafana H|2HS E HZASI2{™H Grafana EA0f| MHE chA E wSL|CE

* https://grafana.com/docs/grafana/latest/administration/user-management/user-
preferences/#change-your-grafana-password

Grafana Z2|At H|2HS S 2 AT F 2 LS HES AESI0] rootZ MEYY = ASLILE

grafana-cli --configOverrides cfg:default.paths.data=/var/lib/grafana --homepath
/usr/share/grafana admin reset-admin-password <new_password>

16.4. HESI3 3

Prometheus= & A2 AFE3I0 HIERIS JIMQEE MH = ZLEZE= S20|AEN TCP HES 4FY £+
Qlojof StLICE 7|2 X O 2 PrometheusOl|A AF2E|= ZEQIL|LCE

o LEOAAIXE:9]100

* PostgreSQL AAIZE: 9187

* Apache AAXE: 9117

F7MHO =, PrometheusE H&St= SAET Ot THE AENAM F1 ZHE|XHE A= L 9093 ZEX
Z0{0F LIt

ZeteC QIABA0| MAIE 22f0|ES| B BLIEIY Aol Chgt AM|A ABt0| s Hot IZ0| W ZES
2718 4 ALt

L= AATES 2 HEQ 0 Prometheus QAHAS HIESH D HC{20|8 S TEE £ ASLICE 0|F S8l 7|2
SLEHE MH7L 2 Prometheus QAAHANM A|AEES A3 = JAFLICE O] YHE A= ER
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config-files-latest
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Chapter 21. £t
21.1. OtAE HE X| 20| 2o|SE 8-

| =2 UIERIS 780l Salt 22H0|AETL 5 DFAEO HAEN UA=X| 2Qlotn HS = ASLICH
SCI0|UEOM OAEZ RRd HASE HEHsIHH ChZ EXHE Wt Jetc/salt/minion 74 T Lo OrAE Q|

Ex}: OFAE Q] X|2S EC0|HE| =7t
E

1. OfAEoHH TET

=2
Rl
n
[m
rH
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|0
Hu
inl
gjo
08

HEZ AL2510] master.pub X|22 &&LICt
salt-key -F master

SCI0|AE| A [etc/salt/minion 74 TtH S FLICH CHZ 2fRle| T4 ME|E M8t oAl X|ZS tHA[Sh=
OrAE K22 YHELCH

master_finger: 'ba:30:65:23:d6:9e:20:4f:d8:b2:f3:37:d4:65:11:13"
2. salt-minion MH|AE THA|ZFRIL|CE
#f systemctl restart salt-minion

Zato|HEoA 2ot Mol it L8 https://docs.saltproject.io/en/latest/ref/configuration/
minion.htmlofl A &olgt 4~ JAELICt,

21.2. 2| EX|E2| HEIH|O|E] ME

2| ZZX| E2| HIEITH|O|Efol] MESH2H ALEXHF2| GPG 7|7t 2L

Ex}: AHEXLH2| GPG 7| ¥

1. RE MEXtZ gpg BHE AHE5I0] M 7| S WHSLICt
gpg --full-generate-key

o 7| QYO Meietm, 7|o| M3t o2 NS MeFLICE A 7o) chzt
S
St 22, 718 Aot o =20 5 432

4. ELEONM 7|15 H=6}7| 9ot H|RHS S T}
gpg --list-keys
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6. [etc/rhn/signing.conf 74 THA0|| 7|2o| H|YHSE FIIetL|Ct O] HUS SSHHH EIAE HET|0|AM

oS Fn OH3 2fel g FIhetLch
GPGPASS="password"

GPG 7| ZAl0f| cHst XtA|3t LI 2 Administration » TroubleshootingOf| A &0l &~ QI&L|CH
mgr-sign-metadata-ctl B 2 ALE5t0] BHE0|| M HIEHH|O[Ef MBS 2H2|E &~ UAELICH

EXt: HIEHHIO[E] M Ed 3t

1 A BT 7|9l B2 AlEXE LOLoF HLICEH ALEE 4= U= B2 Ao S8 7|15 LHEE &+ AFLICE

gpg --keyid-format short --list-keys

pub  rsa4@96/3E7BFEQA 2019-04-02 [SC] [expires: 2029-04-01]
A43F9EC645ED838ED3014BA35CFA51BF3E7BFEQA

uid [ultimate] SUSE Manager

sub  rsa4096/118DE7FF 2019-04-02 [E] [expires: 2029-04-01]

2. mgr-sign-metadata-ctl 3 2 2 H|EIC|0|E MBS 2ttt

mgr-sign-metadata-ctl enable 3E7BFEQA
0K. Found key 3E7BFEO@A in keyring.
DONE. Set key 3E7BFE@A in /etc/rhn/signing.conf.
DONE. Enabled metadata signing in /etc/rhn/rhn.conf.
DONE. Exported key 3E7BFE@A to /srv/susemanager/salt/gpg/mgr-keyring.gpg.
DONE. Exported key 3E7BFEQA to /var/spacewalk/gpg/<KEY_NAME>.key.
NOTE. For the changes to become effective run:
mgr-sign-metadata-ctl regen-metadata

3. L2 Y2 F40| SHIEX| =elgfL(tt.

oo

mgr-sign-metadata-ctl check-config
4. MH|AS THA|ZFSE D HIELE OB T-d-4 S o 2F5to] HAAIR S MLt
mgr-sign-metadata-ctl regen-metadata

mgr-sign-metadata-ctl HES AL8%I0] CIE ZYPS ALY £ JASFLICH TN S=2S 22 mgr-sign-
metadata-ctl --helpS A2 LT

2|ZX|E2| HEHOE M2 Y SHYLICH Stz Mol ZE ATEL 0 oM gLt o=
MEol| A2 E 2= S20|AETIHF|X|E EX|5H7 L Y0 E5HH M GPG 7|& LlZ[sliof &= 2|0l ghL|Tt.

EAl: 22H0|AEA GPG 7| HEE
1. S20|AE0] GPG 7| S HHZ 2 Salt AlEH Telg +a% 4 QlasLict,

2. SUSE Manager Web UIE A3t highstateE X &fLICt,
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GPG 7| 2| sii Zofl ch$t XMt L2 2 Administration > Troubleshooting0i| A &tQlgt 4= Q& LTt

21.3. &A 0jj7|X] O]2{2

ZZ|M XA I7| XS EESHALE HA QI 0[R2 7| X|0f Chet AA FEIH QP AL SUSE Manager A{H{0[A
o

=
AATH7|X|S 0]2{2E 4 YAL T
(5 ) O2{2) AA 7| K| = Abget k0| C|AT B7H2 AFRE 4 QA LICH

Kl AA I§7|X| O]2{2

1. Jetc/rhn/rhn.conf 714 TS E 11 COHF 2RI S FT71EtL|Ct
server.sync_source_packages = 1
2. Spacewalk MH|AE CHA| A|ZFSH0] HA AFEE M E8fL|CE

spacewalk-service restart

& o] 7|52 2E 2| ZXE2(0f CHal| MM =0t gdotd o+~ ASLICE OIS &t7| ?I6 HE 2[ZX|E2|E
AMetet o~ glELICE

0| 7|50| gt Chg H 2| X X|E2| F7|2 & SUSE Manager Web UIOIA £ TH7|X|E AtET 4 JASLICH
Of= HiO|H2| TH7|X|Q] AA 2 FAIZ|H Web UIOIM 2 22 E8 = JAEL|CH 22 17| X[= Web UIE AHE5H0]
SCto|UE| EX[E 5= ST

21.4. OpenSCAPE A28t A|AH! HOL

SUSE Manager= OpenSCAPE AHE3t0] 22I0|AHE0| CHet ZALE SATLICH ZE 220 E| CHet Ad &

HALS of|of 8l =helet 4= AELICH

21.4.1. SCAP 27|

SCAP(Security Content Automation Protocol)= FRLIE| OtO|C|0{0f|A DHMEl AT R80| 7Hsst A9
TYOE, AEIEI0[X AAHRIS AA”R HOtS RX|SH7| /i NIST(National Institute of Standards and
Technology)Oll M SX|E45H= AFLZLICE

SCAPE AAHI Hots RX|8t7| I3t EESHE M2 WAIS MS6H7| 2ld 2HEUFOH, MAEE= EE2 HFLIE[ Y
AE{I2}0|= H|XL|AQ| LIXE FZFIV| ol XNEHOZE HAELICLH Ya™o|1 84S Jtsst HE &Y SE2

b M | od — | [=]
HMS5t7| 213l A+t A2 NISTS| SCAP 2|2 F7[0]| ofh 22| ELICH XhM|S LIS 2 CHS0IM geld 4= AE LT

* https://csrc.nist.gov/projects/security-content-automation-protocol
* https://www.open-scap.org/features/standards/

* https://ncp.nist.gov/repository?scap

SUSE Manager= OpenSCAPE AtE3t0] SCAP AIXES F8BLICE. OpenSCAPE XCCDF(Extensible
Configuration Checklist Description Format)E &&3%t= ZAl =FLICL. XCCDF= dAb SE9Q LHES
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LIElLHE EZE HAo|H Hob A F5EZ2 FolgL|ch =3, CPE(Common Platform Enumeration),
CCE(Common Configuration Enumeration), OVAL(Open Vulnerability and Assessment Language)ot 22
CHE AtEat Aelst] SCAP @13 MZ0|M M| = e SCAPE BEAE| = AL =52 MdefL(ch

OpenSCAP= SUSE Hot ElojjM ‘ddst ZAHES AHE3H0 X7t A=X| 2ILLICH OpenSCAP2 A|AH Hot
o3

T4 2ES gelotn BE G ALl 7|HSt #AS 28I A|A”S| &4 FFE HAMRILITH SUSE 22F Fofl Tt

XMIEt LI 2 https://www.suse.com/support/securityg =St A2,

21.4.2. SCAP AZHE 2|l ECl0|UE Z=H|

AZt5E7| T, SCAP AZHE {3l S2t0[AUE A AR S FH[oHOF & LICt.

(5 ) SSH 2} W 2 AL83H= Salt 22H0|AE M= OpenSCAP ZALS AFRE 4 QlALICY.
A7H 220|IE S AZHO| 28 Z91 Zat0|HEO|A IREO| 2|t HEE IS ADE &
o Q&LIC} Red Hat 2210|Q1E0| ZS AZHSH 2t 2210|AE0| M A4 2 GBS| RAMS AFRE 4
Q10{oF BHL|C}

7|Z 9 Salt 22t0|HEQ| AL, A|ZISHI| H OpenSCAP AJ{L 8! SCAP £t 10| =(HHIE) I{7|X|2 A X|sHof
grLict 2 Mol what oj2{st 7| X| = 7|2 2B M|A| == SUSE Manager 2210|HE =710f| ZEHEL|Ct

Ot2H E|0| S0l = 22t0|HE 2B MA[of| it HRot 7| X|7F LI [0 ASLICEH

H 12. OpenSCAP Ij7|X|

= A= 294 HHEE

SLES openscap-utils scap-security-guide
openSUSE openscap-utils scap-security-guide

RHEL openscap-utils scap-security-guide-redhat
CentOS openscap-utils scap-security-guide-redhat
Oracle Linux openscap-utils scap-security-guide-redhat
Ubuntu libopenscap8 scap-security-guide-ubuntu
Debian libopenscap8 scap-security-guide-debian

RHEL 7 & 5%t A|ARI2 @efE HHIET}L Z3HEl scap-security-guide IN7|X|S |3 EtL|Ch SUSE Manager
220|E =10 & El scap-security-guide-redhat I{7| X| £ At25t= 20| E&LICH

SUSEE CtFst openscap ZZIHAU0]| i3t scap-security-guide I 7| X|S H|&EtL|C. scap-
security-guide®| 2%l H{ 0| A SUSEZ} X|&5t= T2 mH:

o ® SUSE Linux Enterprise Server 12 3! 158 DISASTIG Z2I}Y
e SUSE Linux Enterprise Server 12 5! 158 ANSSI-BP-028 =1}

e SUSE Linux Enterprise Server 12 5! 158 PCI-DSS =21}

115% [ M 1778 21.4.0penSCAPE AF8ot A|AHI HOt| SUSE Manager 4.3


https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security

SUSE Linux Enterprise Server 15& HIPAA Z =10t

SUSE Linux Enterprise Server 12 8! 158 CIS T2}

SAP Applications 15& SUSE Linux Enterprise Server2| & 22t E 0|0|X| &5}
* SUSE Linux Enterprise 152 28 22t 23t

* SLE12Y 158 BEZE AAR Hot T2

of 589 OE ZZOiU2 HFLIE[OAM HMSg Z0|0 SUSENM SANMCZ X[
ok

HISUSE 2% Hde Z2 Z&E Z2m2 HRLEOAM XIstse ZRorAL|ch
SUSEOIM= SAIX o 2 X|2I5HK| F&LICE

21.4.3. OpenSCAP ZHIE mjg!

OpenSCAPS SCAP ZHIE THUS AFg3f0] HIAE F412 MOIEILIC) 0J2{3t ZIHE TAS XCCDF s OVAL
EES 7802 WHELICE SCAP HOt JI0|S#0t OfLI2t BHHOR A8Y 4 Qi HHIE NS ClRECetn
QAR et AFSRE FHolBt 4 YALICH 12T 7|2 AHE I HME2I8 SCAP 2ot 70| Th7|XIE MAIE 4

UFLIL}. &= XCCDF = OVALOY| 5ot Z 2 XHA| ZIHIE ol s Mde 4 AELICH

AE3t0| SCAP ZIHIE Meds st 20| Y ELITH XAl AAEA Fel AHHE
4 U AMESHE R A0| BE IS Lroliof YLICH AR Ho| AHE T3
510 A|ARIO| & El B SUSEO|M X[JBHX| §h5 &+ R

E2 F&BH0F BHLICE 225 KA 0HHIE ALBSHALF Salt(0]): salt-
o} LIEYSE S¢f 12 THUS 0|5 uet S ng J

- O

SUSE ManagerZ 22|st= S2to[AE0| HHE mMAS tiXst= Ii7|X[E WMSH= 20| HEELICH FELS
S| 2o THI|X|I7F ME 2 HEE 5 JSLICH XtASE LHES2 Administration > Custom-channels0ilA

SoIst + YALIC

21.4.4. OpenSCAP Z 21 X7|
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rpm -ql <scap-security-quide-package-name-from-table>

DEB 7|8t 2F MF0M LtE B S ALE0I AL 758t SCAP I Q| XS el gfLCt.

dpkg -L <scap-security-quide-package-name-from-table>

AR Hetet SCAP ZIHIE oY
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oscap info ./usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xml
Document type: Source Data Stream
Imported: 2021-03-24T718:14:45

AER: scap_org.open-scap_datastream_from_xccdf_ssg-slel15-xcedf-1.2.xml
MME: (null)
HA: 1.2
HIAZAE:
Ref-Id: scap_org.open-scap_cref_ssg-slel5-xccdf-1.2.xml
AMEl: draft
MME: 2021-03-24
SHZE: true
TZ2m:
HM|=: CIS SUSE Linux Enterprise 15 Benchmark
Id: xccdf_org.ssgproject.content_profile_cis
HM=: Standard System Security Profile for SUSE Linux Enterprise
15

Id: xccdf_org.ssgproject.content_profile_standard
X|=: DISA STIG for SUSE Linux Enterprise 15
Id: xccdf_org.ssgproject.content_profile_stig
HZE 2ol IY:
ssg-sle15-oval.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-sle15-ocil.xml

system: http://scap.nist.gov/schema/ocil/2

https://ftp.suse.com/pub/projects/security/oval/suse.linux.enterprise.15.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5

o

| )

tot

- Ref-Id: scap_org.open-scap_cref_ssg-slel5-oval.xml
Ref-Id: scap_org.open-scap_cref_ssg-slel15-ocil.xml
Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-oval.xml
AP
Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-dictionary.xml
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HXt: Web UIGIA] ZEAF AZH A5
1. SUSE Manager Web UIO|A] AJAR] > AJAB SEOZ 0|S5t0] AZHY S2I0[HEES MEHBIL|CY,
). ZAEHO R 0| S310] M 8t MO 0|SELILH,

3. XCCDF 2M ZE ZEof| S2t0|HE0|M AH8E SCAP ’IES! % Z2mtof CHet mb2to|HE YHFLICH ol
ChE ot Z2&Lct

H&: /usr/bin/oscap xccdf eval
HHE 2l: --profile xcedf_org.ssgproject.content_profile_stig
XCCDF EMe| ZZ: /usr/share/xml/scap/ssg/content/ssg-slel15-ds-1.2.xml

" --fetch-remote-resources IIZt0|E{E A2SHH C{ZS| RAMO| EQ@rL|Ct EESH
file_recv_max_size /2 =2{0F & &= ELICL
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o XCCDF ZHIE m2 R2dS At £ #F AA-M S>ELICH ARE THdof| ZXE
Q7t EStE[H HAETL

1. A&sto| ™, A71E 2210|AE0]| Python 3 XML-RPC 2t0|E2{2|7t MX|=|of Q=X| Sheleti|ct,
2. 7|2 ATREE MEHSIHLL system.scap.scheduleXccdfScanS Sdll A|AH ZHAS ofsts| st
ASZEE MMYL|CL o= CHS 2t Z2&LICH

#!/usr/bin/python3
import xmlrpc.client
client = xmlrpc.client.ServerProxy('https://server.example.com/rpc/api')
key = client.auth.login('username', 'password')
client.system.scap.scheduleXcedfScan(key, <1000010001>,
"<path_to_xccdf_file.xml>",
'--profile <profile_name>")
client.auth.logout(session_key)

O| Ofl0f|Af: * <1000010001>2 A|AE! [D(sid)ILICE * <path_to_xccdf file.xml>2 Z2I0|HEQ| HEHE
U Q|x|of cHst AZQILICE O E £01, [usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xmIYIL|C}. *

<prof|le name>2 oscap ol CHet = Ql=dL|ct. olE =04,

united_states_government_configuration_baseline(USGCB)2 AtEgtL|LCt.

Adlst ZAtof CHet M E = SUSE Manager Web UI0] X &LICt Z1t H|O|SS &elstz{H ZHAL > OpenSCAP > B E
AZHO = O|SELICE O] EB|0] =2 H|0|E{0]| CHEH XbA|EH LHE-2 Reference > Auditoll A Ztoleh &~ QU&L|CH

EolM EMstsfof FLICE. SUSE Manager Web UIOIAl 2t2|X} >
ISLICE 8 O 2 0| S50 XIM|Et SCAP MY YEE M3 FMS
D= AZHOIM XtMSt FHETF TEHEl Z27F HTML THUo| MM ElL|CE Zotoll= CHEat QAL

spacewalk-report system-history-scap
spacewalk-report scap-scan
spacewalk-report scap-scan-results

HJ||'|
T
iy
=
1]
g
re
g
1
H'|
0
it}g
-
1

SUSE Manager APIE AFE3t0{ system.scap
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21.4.7. 34

EZ0|HE AAHIES Z356817| Q8 £F Bash ATZESQ} Ansible 23020 St SCAP EOF 710| = 17| X|of|

HzEH Ef. Ol= L3t 25Ut

E 6. bash AERE

/usr/share/scap-security-guide/bash/sle15-script-cis.sh
/usr/share/scap-security-quide/bash/sle15-script-standard.sh
/usr/share/scap-security-quide/bash/sle15-script-stig.sh

E 7. Ansible Z&|o|&2

/usr/share/scap-security-guide/ansible/sle15-playbook-cis.yml
/usr/share/scap-security-quide/ansible/sle15-playbook-standard.yml
/usr/share/scap-security-qguide/ansible/sle15-playbook-stig.yml

S2I0|HE A AR M AnsibleS 2dstol = #H HHS ALES71Lt AnsibleS AHE3H0] Adlie + ASLICH

Bash A3EEE A5t 1 A

02

D E A A|ABIO] scap-security-guide IH7|X|E A X|RLICE XtA[SH L2 Administration > Ansible-setup-

control-node0i| A Eolgh 4~ QU&L|CE

CHU A|AEIOA Bash A3 RIEE &

LoAAH- > JHR oM QAARAS MEdptL|CH 21 CHE MIE AP > #1F B-oilM CHZ 1t 20| Bash 23
A'I'o“ ||:|-
od

#!/bin/bash
chmod +x -R /usr/share/scap-security-guide/bash
/usr/share/scap-security-quide/bash/sle15-script-stig.sh

2. [€d™ ]S S

o] A|AEIOM AJAE] M E 22| XIS AFR2SI0] bash ATUE AlsH

HH 2kt I AtoJofj A A EILICE ol &l O Al =& Bash A=

k=]
Ofl M =helet 4= AELICE.

=

=
U AIYE 0|F
o

1z iy
= o

o ol of2] A[AEIO|M 212 FHEOZ Bash 23T ES HABtL|C

L AM2E OF0] HEE[H AR OFES S2/6t3 HO|S0M SSMOIA] AFZS =BTt

2. NAH ME #2|xt2] 7|EL> 212 HHEO|A CH21F 20| Bash AR ES F4etLct.

2t 29 MIH % diEof w2t CHELICE siE o= O Al =2 Bash AT EE

M MO0| A

J2IEE
I:IEE

==
g =
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#!/bin/bash

chmod +x -R /usr/share/scap-security-quide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

OlAl &8 Bash 23 EE

SUSE Linux Enterprise openSUSE 3 H%

Ol A] SUSE Linux Enterprise % openSUSE A3 & E H|0|E,

{7 x|
scap-security-guide
e
* SLE12:SLES12 ¥HI0|E

* SLE15: SLES15 2 & Basesystem G0 E

Bash A3 E C|HEZ|

/usr/share/scap-security-guide/bash/

Bash AEZE

opensuse-script-standard.sh
sle12-script-standard.sh
sle12-script-stig.sh
sle15-script-cis.sh
sle15-script-standard.sh
sle15-script-stig.sh

Red Hat Enterprise Linux % CentOS Bash &

Ol A| Red Hat Enterprise Linux %! CentOS 23 & E H|0|H.

0 centos7-updates®| scap-security-guide®ll= Red Hat Enterprise Linux AZZED

ZHE|0] AFLICH

47| x|
scap-security-guide-redhat
X2
* SUSE Manager =+
Bash A3RIE C|HER|
/usr/share/scap-security-guide/bash/
Bash AEZE

centos7-script-pci-dss.sh
centos7-script-standard.sh
centos8-script-pci-dss.sh
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centos8-script-standard.sh
fedora-script-ospp.sh
fedora-script-pci-dss.sh
fedora-script-standard.sh
ol7-script-anssi_nt28_enhanced.sh
ol7-script-anssi_nt28_high.sh
ol7-script-anssi_nt28_intermediary.sh
ol7-script-anssi_nt28_minimal.sh
ol7-script-cjis.sh
ol7-script-cui.sh

ol7-script-e8.sh
ol7-script-hipaa.sh
ol7-script-ospp.sh
ol7-script-pci-dss.sh
ol7-script-sap.sh
ol7-script-standard.sh
ol7-script-stig.sh
0l18-script-anssi_bp28_enhanced.sh
0l8-script-anssi_bp28_high.sh
018-script-anssi_bp28_intermediary.sh
0l8-script-anssi_bp28_minimal.sh
0l8-script-cjis.sh
0l18-script-cui.sh

0l18-script-e8.sh
0l18-script-hipaa.sh
018-script-ospp.sh
0l8-script-pci-dss.sh
018-script-standard.sh
rhel7-script-anssi_nt28_enhanced.sh
rhel7-script-anssi_nt28_high.sh
rhel7-script-anssi_nt28_intermediary.sh
rhel7-script-anssi_nt28_minimal.sh
rhel7-script-C2S.sh
rhel7-script-cis.sh
rhel7-script-cjis.sh
rhel7-script-cui.sh
rhel7-script-e8.sh
rhel7-script-hipaa.sh
rhel7-script-ncp.sh
rhel7-script-ospp.sh
rhel7-script-pci-dss.sh
rhel7-script-rhelh-stig.sh
rhel7-script-rhelh-vpp.sh
rhel7-script-rht-ccp.sh
rhel7-script-standard.sh
rhel7-script-stig_gui.sh
rhel7-script-stig.sh
rhel8-script-anssi_bp28_enhanced.sh
rhel8-script-anssi_bp28_high.sh
rhel8-script-anssi_bp28_intermediary.sh
rhel8-script-anssi_bp28_minimal.sh
rhel8-script-cis.sh
rhel8-script-cjis.sh
rhel8-script-cui.sh
rhel8-script-e8.sh
rhel8-script-hipaa.sh
rhel8-script-ism_o.sh
rhel8-script-ospp.sh
rhel8-script-pci-dss.sh
rhel8-script-rhelh-stig.sh
rhel8-script-rhelh-vpp.sh
rhel8-script-rht-ccp.sh
rhel8-script-standard.sh
rhel8-script-stig_gui.sh
rhel8-script-stig.sh
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rhel9-script-pci-dss.sh
rhosp10-script-cui.sh
rhosp10-script-stig.sh
rhosp13-script-stig.sh
rhv4-script-pci-dss.sh
rhvd-script-rhvh-stig.sh
rhv4-script-rhvh-vpp.sh
sl7-script-pci-dss.sh
sl7-script-standard.sh

Ubuntu Bash A3 2 E H|0|E]

OlA] Ubuntu 232 E H|0|H.

oj7|x|

scap-security-guide-ubuntu

M2
* SUSE Manager =+
Bash A3ZIE C|HER|

Jusr/share/scap-security-guide/

Bash AEZE

ubuntu1804-script-anssi_np_nt28_average.sh
ubuntu1804-script-anssi_np_nt28_high.sh
ubuntu1804-script-anssi_np_nt28_minimal.sh
ubuntu1804-script-anssi_np_nt28_restrictive.sh
ubuntu1804-script-cis.sh
ubuntu1804-script-standard.sh
ubuntu2004-script-standard.sh

Debian Bash A3 2 E 0|0|E{

Ol|A| Debian A3 2! E 0| .

7| x|

scap-security-guide-debian

e
* SUSE Manager =+
Bash A3ZE C|AER|

/usr/share/scap-security-guide/bash/

Bash AEZE

debian10@-script-anssi_np_nt28_average.sh
debian1@-script-anssi_np_nt28_high.sh
debian10-script-anssi_np_nt28_minimal.sh
debian1@-script-anssi_np_nt28_restrictive.sh
debian10-script-standard.sh
debian11-script-anssi_np_nt28_average.sh
debian11-script-anssi_np_nt28_high.sh
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debian11-script-anssi_np_nt28_minimal.sh
debian11-script-anssi_np_nt28_restrictive.sh
debian11-script-standard.sh

21.5. ZtA}

SUSE ManagerOf M= 2& 2| ZA RS ol 12 MY o= ASLIC E"Ef0|°“50ﬂ 2= CVE(S7H 2ot mix]) 7t
HEE|0 X4 LEQIX| 2eldta, 75 LK S +ASIH, OpenSCAPE AHESH0 At E4= ({25 2ol = JEL|CE

SUSE Manager Web UIO| A ZEALZ O| S3t0] ZHAL &t S S efL|CL.

21.5.1. CVE ZHAL
CVE(ZE #UdH A &)= SIHHOZ ATl 2ot FtHof chet ™ L|Ct

©

tEe = UAA| &l Al CVEE S2H0|UE0]| X E3ljof ghL|Lt.

Zt CVEOl= A Hs | F|ekdof o
CVE-YEAR-XXXX2!L|C},

E

2 % =7t 20 oist 2370 ZeE0] ASLICE CVE AlE H ol A2

SUSE Manager Web UI0i| A A > CVE ZHAF= 0| S5t0| = 2210|AE S =0} oixf K| &EfE 2letL|Ct.

72X 2= CVE H|0o[E{= OH& 2300A/0] YH[O|EELICE CIOIEE M2 X A4 X7} JA=X]| 2elet = CVE
YALE AlESHE 20| LT

X} CVE H|o[E] Ao E

1. SUSE Manager Web UIOM Z2[X} > Z AHESZ 0|S3t0 cve-server-channels-default 2E 2
MEdBLICE

2. [ cve-server-channels-bunch ]£ £&!stL|Ct.

SHEREG

(e A R

>
02
i
mjo
M
I
of
i
2
1%
mjo
rto
H
rot
ot
(@]
<
m
oy
>
i
V]
I
gl
Oor
ot
r
fim}

X} i X] el 2l
1. SUSE Manager Web UI0l|A{ ZFAF > CVE ZHAFZ O| S&fLICE.

2. £% CVEQ| TiX| HEHE =holst2{H CVE M= TEof| CVE A'EXtE = L(Ct

3. A2 IX| YEHE MESI AL R E HEHE =eldteH R E HEHE M E JEf2 FX[LC
4. [MH ZAFE 23I0610] 2= AA-S 2l Lt [ o]0|X] ZA | 2=/t 2= 0|0[X| & =eletL|Ct.

Of H[O|X|Of| M AHEE|i= THX| &EH OFO| 20| Chet XkM|St LHE 2 Reference > AuditOf| A 2HQ1et 4= AELICE

CHE 2 S0M= ZF A|2-of Tt F|ofH S sl Zot| fIoh +-~sHof 5h= ol tHet Y2 E MSELICE sigst=
ZR 22 ME E= X SEX MSELICH FIMHQ L& X2 S 2loh MAH MEO| A|ARS 2 2 AFLICH

SUSE Manager APIE AtE3t0{ 22t0|E Q| IHX| “EHE
API HAEE ALESHH ELICH O] Yol Chet XA|et LHE

olgt & AELICE audit.listSystemsByPatchStatus
USE Manager AP| 7}0| Z0f| A &HQlEt 4 QI &L|Ct,

(./) JiOP

I'I'I[IJ
<
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21.5.2. CVE HE

Z2I0|ES| CVE MEf

gag w3, I Wx| g2 L= mXIEL|CL offst
ManagerOiM At8Y = U= HEDIOZ HFE

SUSE Manager LHO{|A] O|2{¢t Fo|7} HEE|= thy2 32t Z&LIC,

FIAHOR HA[E 23 IhX| 2| Oi7|X| B 20t 52 0| 17| X|7F DX AR LT

E3 Fotel TS WK B AAY

FIHHOR HA[E 23 IX|0| = A= ZXIE 7| X|7F EX|=| K| 42 Al A=Y LT

Lo

S |20l il XIS A AL

FIAHOR HAE 2 IiX|Q S 17| X| T 0| 42| IH7|X|7t BX|El A|ARUL|CY,

=

23 2ol M SUSE Manager7t 2247 Tix|L|Ct,

&Eff= SUSE

SUSE ManagerOilA 2t2|st= MEZ, AIAH] 2EE M, AL e SHE M2 A=, ALH

HX[E HZo HEE ME E= A0 TS 2t = 0212 Mu]A 1 X Z LT,

SUSE Manager LHOIIM AFEE o= Qlol L& e M= CVE ZAF 2kt Yelstx|

o o
ot= IiF|X| = O|FE S A|AHIR

O  zeucos so, pesEm et g, BelsK ¢
4 BLich

124% | ®HH 177% 21.5. ZAH| SUSE Manager 4.3



Chapter 22. SSL 21E A

SUSE Manager= SSL 215 A E AFE3t0] 22t0[AHETF SHHE MO SEEIRA=X| 2 BtL(CE

SSLE AFE3t0 SUSE Manager MH 0| SE3t= 2E S20[AE= AH AS M| Ui R4S HASIH SHIE
Meofl HZst 0 A=K| QARfLICt O] ZZMAS SSLHEMO| T2t BfL|CY.

SSL MENO|2 St S2t0[A

AEE= MH QIS MO| S AE 0[F0| HRot 0|1 LKXISH=X| 2helgfL|ct. 220|AEE=
SESHMH QIS ML A" 4 A=X] 2Qlslof gL,

|_

E AUS Mol MBI 2ol MEEI= ASMYULILE ZE ASME T 7|2H(CA)0IM MEsHot
FE[H 220[AET AS 0] Thal| ZX|AIZ 4= ASLIC.

SSL 2150| SHEHA| ZSs2{H Z2f0|UEI RFE CAS U=s0F LTt =, FE CAZt BZE 220U E0
EX|=|0{oF BLCt.

SSL 2159 7|2 WH2 SUSE Manager?t AtH| ME QIZME AtE%t= ARILICE O] A< SUSE Manager’?t 2=
ABME HIUOH T E CATL MH QS Moi| ZI5F MESILIC

S CAE ME0ts Y ASLICE 0| 32 RE CA= T2 CAM| MERLICE O3 Ch=2 B2t CA= Hdt= #2| CHE
St CAol|l MEE = AOM OFX| 2 CAE MH QS Aol MERILICE 0| |2l IS Mat: LT,

HEE AS MM S CAZE AE3tE 2, FE CAE S20|UEN| EX|=|10 M S M= Mol X ELICH SSL
HENM|O|Z St 220[AEE FE CASL M QIS Ato|o] TA| St ABM H|QIS gele £ A0{oFStEZ, 2E
S ASMof| KM AT 4~ AO{OF BHL|CE

0| Edot= & 7HX 8 Ho| AsLICH oIJH S| SUSE Manager®iM= 7[2X2z2 ZE FZt CA%t
S2to[AEof| AX[ELICE. a2{Lt MM ME|AS P50 S20[AEN IS k=

HEHO|Z St MH = AH QIS At 2= St CAE HMSELICE ol o] HAlo] 7|2 FH2
72X 2= SUSE Manager= &7t CA g10| XtAl| MY ASME AL =7t HetS Il S Mol MEst==
ERAL CAE X[EY & JUAEFLICH EtAL CA= ABMO| HAIE AsH0] ZotEl HEIt efolghL|ct, 2|2
LM O = O MH| A0 T3 HZF RF S YHELICE EFAL CAS AFESHH S ME AFLSH| O o{E 1 AX|of CHt
=7t 227t MISELICE EfAF CAM|M Mot IS A7t /U= B2 SUSE Manager & -

O] #F MOl M= SSL ABAM AFES 2CHA|=Z B EfLIC

1. SUSE Manager =75 ArE¢H XtA| ME QS M M Hh

2. SUSE Manager Mt EE= IEA[0f 215 A H I HhH

Kt EE= Q5 PKIQE 22 EfAF QAR AOM QISMIL HSE = 2 o HAIE AHE £ AFLICH

° XM M QS A Mol cHst XtA|et LI 2 Administration > Ssl-certs-selfsignedOf| A =toleh &~ QIELICE

° QIZ M AZEO Cist XtA|SH L2 S Administration > Ssl-certs-importeddi| A o1& 4= QU&LICH

K| MEBE SSL 2SN

7|2X Qo2 SUSE Manager2(£) XAl ME QIZME ALERILICE 0] 32 215 A= SUSE Managerof| 2|s AAd 5l
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MEELICE O YHOIME= ASAM MF Areto] Feholx| efelsty| 2ol S8 QIF 7|22 AME3HA| ELICh EtAL
CA= S Mof| ZetEl FEIL FHetotx| 2Qlsty| 9i3l HASE AL T

® ERAFCAO] CHEH XEAISH L2 2 Administration > Ssl-certs-importedOf| A &to1%t & Q& LT},

* OIZ M HHRZ|0f CHEE REM[SE LHR-2 administration:ssl-certs-imported.pdfoi| A Ztolst 4= QI&L|Ct.
o] MMM Al EE= 7|1E MO M XHH| MY E QIS ME MMStAHLE CHA| M5t dhH S MESLIC

SSL7| X ABM2 S AE O|F2 0| S HIESH= A| AR YHotE = AE 0|2t LX|sHof LT,

o

7|1E ABMIt 22 E|UALE O O| R 2 XF0| SXIE L 7|1E CAUM M MH ASME Y& £ AFLICH

Ak 71E MH 2ISA HAY

1. SUSE Manager Mo HE TETEO|M Mt QB ME < d-detL|ct.

rhn-ss1l-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.com" --set-cname="example.com" --no-rpm

set-cname I}2t0|E{7} SUSE Manager At{2| H2tEl =@l 0| S QIX| =elgtL|Ct of2{ HAlo| Hest 22
set-cname I}2t0[E{ S 0f2] H A SHH EL|CH

HQl 7| 8! MH QIZEAME [root/ssl-build/susemanager/ C|HEZ|0|A server.key 3! server.crtZ %2 4
UELICH ObX| 8} C|M E2[2] 0|22 --set-hostname St S| A2 =l SAE 0|50 w2t CHELCE

mgr-ssl-cert-setup £ A835t0f M QB Mt 7|1E HHEFLICE XiMe LHE2 administration:ssl-certs-
imported.pdfofld =olgh £ A&L|C}.

o FE CAZ uAMoHoF o= BR0= Fldlof LT MEef S2t0|HE Zho| M2| Hjelo] B =+
AFLICE O2{gt ZL #e| ArEXI7F 2E 22t0|AE0| 221510 CAS =17 HiZ8H{OoF BfL|CE.

Rk M QS M YA

1. SUSE Manager MH{ 2| H& ITETE0]|M 0| QIS M CIZEZ|E M ?|X| = O|SELICt.

r

mv /root/ssl-build /root/old-ssl-build

rhn-ss1l-tool --gen-ca --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-common-name="SUSE Manager CA Certificate" \
--set-email="name@example.com"
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administration:ssl-certs-imported.pdf#ssl-certs-import-replace
administration:ssl-certs-imported.pdf#ssl-certs-import-replace
administration:ssl-certs-imported.pdf#ssl-certs-import-replace

3 M A Q1A A

rhn-ss1l-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.top" --set-cname="example.com"

set-cname I}2t0|E{ 7} SUSE Manager At 2| H2tEl Q! 0| S QIX| ZeletL|Ct of2{ HAlo| et 32
set-cname If2t0[E{ S of2] H AFESHH ELIC

S AE O|F 8 cnameS AFE3I0] 2t TEA|0]| T M= M IS M E A-gsHOF BfLICt.

22.2. SSLQIEM X

o MM&0jM= A SUSE Manager2| #X|Z 93l SSL ABME FHst= LEHM 7|E ASME LHS= U™
A‘l '6' |__||:|-
od

mjo

N=fs7| H, the g golsfiof ghich,

o QIZ J|2HCA) SSL 37K 1B M. CAHIRIS AE3t= B2 ZE S CAT AHEe == A0{0F FLICt.

* SSL MH 712l 7]
* SSL MH QIEAM

DE mj2 PEM ¥4{0|0{0F ZfLCY.

SSL MH QIZSMO| S AE 0|2 UBAM HIE Ci&lo| == A[AEQ| HetEl 2 AE O|F1t 2X|3H{of BfLCt, 2

X509v3 Subject Alternative Name MMM SAE 0|22 M £ QELICE S| LR ER 3] =
O|ES2 LIEE £ JUSLICE X = 7] 82 RSA X EC(Elliptic Curve) LT},

EbAL 71 2t2 "E'HPE.QE S CAE MEdI RFE M ASMof| M 2
2F CAS X|Es7| flol A 8Y = U= F7t Of2t0|H L= 40| l= 3R ZE CARE CAY &2
Xt L
o

CAE 3H—f°| Hf"a‘ | X&5HOF gLt

I
o
°
oX
40
s
)
10

H

rin

O

P
]
=

0 0j0
o
Ny

22.2.1. M &X| & lol] 215 M EE

712X 2= SUSE Managere= AtM| MEE ASME ALRILICE x| dHS etEst
QB MZ HiE 5= USLICH

ot

N
i
re
0l
Rl
muin
oo
e
[m
r

HX}: Ml SUSE Manager AMHO0|AM QIZM QAEE
1. Installation-and-upgrade > Install-intro2| X|&l0j (2} SUSE Manager MHHE AX[gtL|Ct,
2. Installation-and-upgrade > Server-setup0i| 2t &=7| @& S etz BiL|C}.

3. BE LEIZEO|M SSL &8 H7t IS M I XIS 71217| =5 ELICt 0|2 23l CHSS ALt

export CA_CERT=<path_to_CA_certificates_file>
export SERVER_KEY=<path_to_web_server_key>
export SERVER_CERT=<path_to_web_server_certificate>
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yast susemanager_setup
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22.2.2. M ZEA| M| 913t QSN YRE

7|2X 2= SUSE Manager ZEA[= XAl MEE QISME ALSRILICE 27| 2HE 2=
S M2 HHE 5= ASLICE

ot
N
rh
ro
oA
Rk
]
oo
H
|m
Ot

At M SUSE Manager ZEA|0|A QISA YEE
1. Installation-and-upgrade > Install-intro2| X| &0j| [t2t SUSE Manager ZEA|S AX|gtL|Ch

2. Installation-and-upgrade > Proxy-setup0i| (2t £7| ™S t=Z gLt

3 ¥Y IEmEoN CH32 Ayt

configure-proxy.sh

BHCA)2 AFRBIO] AfH] ! TEAJof Cht BE AfH] QS Mol AHELICE CI2
SN = LK[SHK| g&L|CE

22.2.3. QIS A{ Ht27|

SUSE Manager &X|o| 24 ABSME M 2ABMZE WHE 4 JASLICE ASME WHSHH HX|E CAASMHE M
CAZ WA|st = C|O|E{H|0| A E AO|O|ESHH ElL|CY,

ME{Ol| A

XL 7|E ASM uA|

1. SUSE Manager M2 HE TEIXEO||A QIS ME m2t0[E 2 510 mgr-ssl-cert-setup BHE S &:

mgr-ssl-cert-setup --root-ca-file=<Path_to_Root_CA_Certificate> \
--server-cert-file=<Server_Cert_File> --server-key-file=<Server_Key_File>

=
=)

Zt CAE --root-ca-file2 X|HE IIAAM AFRSI7HL} --intermediate-ca-fileZ2 =7} SMOZ X|HY £
UELICE. —-intermediate-ca-file M2 042] H X|HT 4= QUELICL O] HH2 M3 El THLof CHal CHASt EIAEES
e} 28 4 U=X|E HAERL|LCE,

FAHSIO] IUO| R EHH QY E AL ARZ|of] At

1. MHIAZ TAIZSH] HE AN S METLLY.

o
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spacewalk-service stop
systemctl restart postgresql.service
spacewalk-service start

TEANAM

A0 SAtSHOF
ot AlOi[M THU S
AH2E £ QA E|H SUSE Manager ZEA|O|AME mgr-ssl-cert-setupS AM25t0] QIZAME HHELICE SUSE
Manager Z=A[0]= postgreSQL ClIO|E{H|O| AT} Glo Bz HE TEA| JAIZ HH

5 |H
Ju Jhu

spacewalk-proxy restart

Salt 22}0|HE0| R E CAHIE

FE CAZI HEE B2 SUSE Manager0i| 2 E 2= S210|HE0f| HfZZSHOF grL|Ct,

EX}: salt 22I0|AHE0| FE CAHYE
1. SUSE Manager Web UI0{| A Systems > 2R 2 0| S&L|Ct.
2. NAHINE 22| Xtof| F7H5HH 2 E Salt S2H0|HES MEdBIL|CE
3. A AE A|AE N E 22X} > IR O 2 0| EFL|CT,
4. MEl HEO|M [HE ]2 226t AL MENE HEFLICH

5. Highstate H[O|X|0f| A [ Highstate & |2 S2I5t0] HEAE S S20[AE0| HIotetL|Ct.

7|1E E210|AE2| 7t A2

7|Z Et 22I0|ME= [ 0|4 X|RIE[X| ¥ B 2 Salt S2t0|AE 2 CHA|SHOF ©HL|Ct
SUSE Manager0f| A&E 7|Z9| #2|E[= S2t0|HET | EXot= R CAZ wH[StA™ R 7kX| =7t TA| 7t
Lo

B2 E= 22H0|UE o[ B A RE CA ABSME HIZESIL 0|2 ME[HLICH T8 ME S A

S S2t0[AEf Bt A HH 7|53 ASSI M2 MEAE MGt

Atgt2 A CAZt SUSE Manager M 8! ZEA|0|M Z-dstE of S2t0[¢ES| HEO| BOX|X| gb=Lt=
b o3

ro Y o
oM I° o
> I oro

C
I

SUSE Manager Mt 5! ZEA|0| M M ABME 2dstot =, HEO| S35t S2H0|AENM ZHS Al ofofet £
UEX| HAERIL|CL 0] 22 '0|™' RE CAS 22I0|HEMM HMAHE 2~ USLICH

22.3. HTTP Strict Transport Security

HTTP Strict Transport Security https://developer.mozilla.org/en-
US/docs/Web/HTTP/Headers/Strict-Transport-Securityis a policy mechanism that helps to protect
websites against man-in-the-middle attacks such as protocol downgrade attacks and cookie hijacking.

SUSE ManagerE AH86HH HSTSE &42t5t0 SUSE Manager AMH O]l CHsH & Matet 4~ &Lt
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HX}
1. Jetc/apache2/conf.d/<filename>.confO| A A& mM(0]: /etc/apache2/conf.d/zz-spacewalk-www-

custom.conf)S MMHL|C},

2. Header always set Strict-Transport-Security '"max-age=63072000; includeSubDomains" ==
F7tghLct.

3. systemctl restart apache2= ApacheS T A|Z}EtL|Ct,
O|Z SUSE Manager ZEA|0f| A 2M3}5I2{H L2 A RLICH

22Xt

1. /etc/apache2/conf.d/<filename>.confO| A H& m (0. /etc/apache2/conf.dz/zz-spacewalk-proxy-
custom.conf)2 MAEL|CH

2. Header always set Strict-Transport-Security '"max-age=63072000; includeSubDomains" ==
#IKgLCt

3. systemctl restart apache2Z ApacheZ M A|ZfEtL|Ct,

When naming the new config file <filename>.conf, make sure it is loaded at the right
time. For example, to override something defined in spacewalk-www.conf the new

A file needs to be alphabetically after this file. For more information about how Apache
loads files, see https://httpd.apache.org/docs.

When HSTS is enabled while using the default SSL certificate generated by SUSE
Manager or a self-signed certificate, browsers will refuse to connect with HTTPS

o unless the CA used to sign such certificates is trusted by the browser. If you are using
the SSL certificate generated by SUSE Manager, you can trust it by importing the file
located at http://<SERVER-HOSTNAME>/pub/RHN-ORG-TRUSTED-SSL-CERT to
the browsers of all users.
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Chapter 24. & A A=

AME FoE BE XY FS2 BElxt > 2 2 or2Hol| LIE ELC

+ create schedule

@ SUSE Manager Schedules @

Below is a list of defined schedules. A schedule defines frequency, how often a predefined bunch shall be triggered.

1-230f23

25 j items per page

Schedule name | Frequency Active From Bunch
auto-emata-default 05/10%* %7 2018-06-05 11:40:50 CEST auto-emrata-bunch
channel-repodata-default [EEETE] 2016-06-05 11:40:50 CEST channelrepodata-bunch
cleanup-data-default 00237%% 2018-06-05 11:40:50 CEST cleanup-data-bunch
clear-taskologs-default 002372%% 2018-06-05 11:40:50 CEST clear-taskologs-bunch
pxx*x3 2018-06-05 11:40:50 CEST cobbler-syn
compare-configs-default 002372%% 2018-06-05 11:40:50 CEST compare-configs-bunch
cve-server-channels-default 00237%% 2018-06-05 11:40:51 CEST cve-server-channels-bunch
daily-status-default 002372%% 2018-06-05 11:40:50 CEST daily-status-bunch
errata-cache-default DR 2018-06-05 11:40:50 CEST errata-cache-bunch
errata-queue-default O#*k%? 2018-06-05 11:40:50 CEST errata-queue-bunch
gatherer-matcher-default 0007%* 2018-06-05 11:40:51 CEST gatherer-matcher-bunch
kickstart-cleanup-defauft 0010 *%%7 2018-06-05 11:40:50 CEST kickstart-cleanup-bunch
kickstartfile-sync-default 00/10%**7? 2018-06-05 11:40:50 CEST kickstartfile-sync-bunch
mgr-register-default 00/15%%%2 2018-06-05 11:40:50 CEST mgr-register-bunch
magr-sync-refresh-default 06172%% 2018-06-05 11:40:51 CEST magr-sync-refresh-bunch
minion-action-cleanup-default 00**%? 2018-06-05 11:40:50 CEST minion-action-cleanup-bunch
package-cleanup-default 00/10%**? 2018-06-05 11:40:50 CEST package-cleanup-bunch
reboot-action-cleanup-default 0Q***7 2018-06-05 11:40:50 CEST reboot-action-cleanup-bunch
sandbox-cleanup-default 0547%% 2018-06-05 11:40:50 CEST sandbox-cleanup-bunch
session-cleanup-default 00/15***? 2018-06-05 11:40:50 CEST session-cleanup-bunch
ssh-push-default [(EREEE] 2018-06-05 11:40:50 CEST ssh-push-bunch
token-cleanup-default 0007** 2018-06-05 11:40:51 CEST token-cleanup-bunch
uuid-cleanup-default 00**%? 2018-06-05 11:40:51 CEST uuid-cleanup-bunch

A eH 2ES Uollo|EstH [ 2™ HE ]S 2L,

184

LIC}. O|E HIZYeStHLL HIEE

Click [ Disable Schedule ] in the upper right-hand corner to disable a schedule.

g Only disable a schedule if you are absolutely certain this is necessary as they are

essential for SUSE Manager to work properly.

When a task is disabled, it is still shown in the list. When you click SUSE Manager Schedules > Schedule
name you can activate the job again by clicking [ Activate Schedule].

133% / ®MHI 1778

oll'e SEH7F EAIELICE

| SUSE Manager 4.3



errata-cache-default:
LQotER X MRHE O|0|EE of|efefL|C.

channel-repodata-default:
2| X X|E2| H|EIH|O|E MU S (CHA]) M-St Ct.

cleanup-data-default:
CilO|E{H|O] A0 M 2ot Ii7|X| HZE 213 3 LI A[AE 0| E FalgfLICt

clear-taskologs-default:
CllOIE{H[O]| A0 M 2t REO| W2t XY E o 5 X0t 2t AlEl(taskomatic) 247 7| S H|O|E{E X|ZLICH

cobbler-sync-default:
SUSE Manager0ilA| CobblerZ HHZ 3! 20t H|O|E{E S7|=HefLICt. CobblertiiM HSdt= XS AX|0f
CHst XtMIsH LH2 2 Client-configuration > Autoinst-intro0i| A &1t 4= Q& L|Ct,

compare-configs-default:
4 k2ol MTE M U 2= P4 s MBI MEE DU S H|WEL|CH B0 E HES{H A|AHM &
25t 2ol U= AlA”ES  MEfehch Fd > O Hu=E o|SELCL XM WHE

reference:systems/system-details/sd-configuration.pdfoll A &l & U&L|CE

cve-server-channels-default:
ZHAL > CVE ZAL HIO|X[of] Z2tE EAISHY| 2[sH AHEE|= O]2]
CVE ZIAI Ho|X|e| Z#M ZIt= o] Yol Oix|ar HHOZ
Auditof| A =tolgh 4= ASL|CH

Al&tE LIS CVE GIOIE S 0| ERILICE. ZHAL>

A
bl 1I |[EEILICE XtMISH LHE2 Reference »

daily-status-default:
2 FAE Y HA ofo|

STLICH EX AMEXI0|| st 2212 FMst= 20| CheE XtAISH LHEe2
Reference > UsersOi|A| &1t &~ Q&

errata-cache-default:
LHE THX[ FHA| CllO|E{HIO| A E{|O|EE YCIO|ESIHH, Ol= 2t M| st HH|0|ETF st IF|X|E &7 9
SCZ MEELICE 5t EX DfX|of ZAO0| JAS 5+ Y= AEX0|A L2 oMY= MATLICE THX| o CHet
XtM|SH LI 2 Reference > PatchesOl|A 2Holgh 4~ QI &L Lt

-
ot

errata-queue-default:
XS YHOIE(MX)E A= E FHE MHE CH7|E0f| Z=IFLICE

gatherer-matcher-default

Virtual Host ManagersOil 4%l Virtual Host Gathererg %30"3}01 It ZAE HO|HE $EELICH
HH|O|EE HIO|HE AR T & UA| =|H Subscription Matcher 2t 0| A ElL|CE,
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kickstart-cleanup-default:
el =l Kickstart MM H|0|E{E H2|gtL|C},

kickstartfile-sync-default
T OPHALO M M-St Kickstart Z2IHA0)| s SH= Cobbler TS M grL|Ct

mgr-forward-registration-default

Z210|]9E SZ H|0|EHE SUSE Customer Center2t S7|StefLICL 7|[2XMOo=Z My, HA L= AFEl
E210|AHE H|O|E{7t MEEILICE [etc/rhn/rhn.confl| M ™ El 57|31 E H|& M52 H OS2 ST CL.

server.susemanager .forward_registration = 0

SCCete| H|o|E| S7|3E H|ZAMstsHH RMT, SMT, SUSE Manager®t SCCO| 2 S= =

S2H0|AE AO[0i| M 2t2| == S20| A E0]| Tt 7EA[ 0] 2 BfLC
A HIO|HE S7[etotH SEEl ZE S20[AES LEH el 4+~ ASLC

MBIA 20 =F0| B =5 ARSIAI= 0| R E HHFTYUAL.

mgr-sync-refresh-default
SUSE Customer Center®t S7|3Hmgr-sync-refresh)giL|Ct, 72X 0oz DE AEA Mol HET 0] =9
QHZ ZY|SEILICE AMRXE Mol xE ST|stol ChEt XMISE LHEE  administration:custom-
channels.pdfoll A gtolgt £ JQEL|LCE

minion-action-chain-cleanup-default
e El = N2l H|o|E E ™a|ghL(C.

minion-action-cleanup-default

T AAROIA HASH S2tololE Xl GlOJES AMELICH 4, Salt &e Al MEE s ZnE
Zustol SREIX| o Elo| ARE ATBLICL MHoIM XY Huprt L2E FS, ABEX %2 Ho|
st 4 LICH BHOE AR E 0| FP NBE ATRE T S| OfE[HES HAHBILITE

minion-checkin-default
SCI0|AHE| st M| 3212 et Ct,

notifications-cleanup-default
DR E 2T HAIXIE FalgL

package-cleanup-default
It A|ARIO| M B4 T 7| K| I S APHIEL|

reboot-action-cleanup-default
oM AlZtS xatsto] of7| 32 ZE NP U2 dufet A= FA|=| D 243 H|0|E{ 7} G| O|E{H|0] A0 M
Me|guch MEE =Y oo it XMet W82  reference:systems/system-details/sd-
provisioning.pdfoilA golgh = QUEL|C.

==
ok
-
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sandbox-cleanup-default
sandbox_lifetime 714 M20|E(7| 22 Q2 3Y)E Zutot MESIA 19 M gl x2S Fa[HL|Ch HEHIA
o2 s QI AJAY £ DHUAM AZES MAJLICE XEMEH LHEE reference:systems/system-
details/sd-configuration.pdfoiA] Ztolgt 2 !

o>
L
iul U

session-cleanup-default
24 g Hmo|A MM, LEX O = AFEXIIE 201 U A ZE MET = 20H26H7| Mol EE2tRKNE e
CIO|EE Ha|ghL|Ct.

ssh-push-default

S2I0|AUET SSH FA| &2t HHoz JHE FR SSHE &3l SUSE Managerdll A3 2stat= HIAXIE
HA[LC,

system-profile-refresh-default
2= AM2ROM StERO M2 nES AHATLICE O A2 Y +H=|0 SUSE Manager AMH2| £31E
BIMAZE & USLICE o] ZHoM = Specialized-guides > SaltS AFSTILICE HiX| 27| =H™oj| chst HEL
specialized-guides:large-deployments/tuning.pdfollA golg 4 A &LICE

token-cleanup-default
Salt 22t0|HAE7}F IiF|X| 9! HEIC|O|E{ & CHR ZESHY| IS AFE5t= St El 2| ZX|E2| EES ANgL|Ct.

update-payg-default

Collect authentication data from configured PAYG cloud instances.

update-reporting-default
2Z H11 H[0|EH|0|AE AH[O|ERL|CE.

update-reporting-hub-default
ZH SUSE Manager M0l 2= 21 H|0|E{E &3t Hub Reporting DatabaseE 0| E&LICE.

uuid-cleanup-default

2=l UUID 3|2 EE Ma|ghL|Ct.,
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A T§7|X|9 P ¥ 27 &2 2=20| YLLK 0| HlO[EIE 7|2 HOR IR ZEE|XIY, RXISHE H0| By K83
Ml OfgLICh CHR REE|E ¥ 2 oiEto|Elel S Higtoln CIAT 37+ Hofot7| 9lsf ClAZo0| KX/
82 22 R 4 ABLICH

0| 714 S82 Jetc/rhn/rhn.conf 273 THU0|| RAELICE. Ti2t0|E{2| 7|2 Z{2 200|H, 0| 25 02 = HESHH 2H|¢t
=9 &=F0| MSELIL.

java.max_changelog_entries = 20
O| m2t0|EE AESHH M Ii7|X|7t S 7|2t ol 2t M ZEL|Ct.
o| mtz2to|E{E HASH = spacewalk-service restart=2 AH|AS XHA|ZFEFL|CE,
FHAIEl IO|E £ AtX|St 0 "M dsto] @2 E H|O[HE MAY =+~ ASLIC
FHAIEI HIO[HE AfH| 2l XHHMSH| QoAM= AlZto] @2 ZE 4 JSLICH ERstD U= 1HE
o ot Al Clo|Ee of a2l B oAlZto] HE £ JUELICH Y2 Taskomaticoll 2sh
Ot AYEDE ZYo| dEE= 52 SUSE Managerg A& ALY £ UX|TH

M50| ozt 24 4 ULt

YISO FHAIE CIOIE S ARt W E S QEBLICH

spacewalk-sql -i

O O3 SQLCO[EH|0| A TEXE| Ch3E Y=L,

DELETE FROM rhnPackageRepodata;
INSERT INTO rhnRepoRegenQueue (id, CHANNEL_LABEL, REASON, FORCE)
(SELECT sequence_nextval('rhn_repo_regen_queue_id_seq"'),
C.label,
"cached data regeneration’',
IYI
FROM rhnChannel C);
\q
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HIZMSHEl AF2XHE SUSE Manager Web UIO| ZIQI8t7LL XS ofjekst 4= Ql&LICt H|ZMstz|7| o
AFEXE7F of| of st 2l 2 Zted CH 7| 2ol 'Hot AELICH HIZ Sl AtXH= SUSE Manager 2t2|Xt7t CHA| ghdotet &
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Setup failed
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1f has been backed up to vhost-ssl. co

earing report dat

omcat/catalina.out or /var/log/tomcat/catalina.$(date +%Y-%m-%d).log for errors.
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1
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root
root
root
root
root
root
root
root
root
root
root
root
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catalina.policy
catalina.properties
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Oct
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root
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suma:~ # 11 /var/cache

3 root root 24 Jan 14 18:25
drwxr-xr-x 36 man man 4096 Jan 15 02:21
2 root root 6 Jan 14 18:25
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suma:~ # umount /var/cache

suma:~ # 11 /var/cache/

total @

drwxr-x--- 2 wwwrun root

drwxr-xr-x root root

drwxr-xr-x root root

drwxrwx--- 2 root 1p

drwxr-xr-x root root

drwxr-xr-x root root

2 root root 23

2 man man 6

2 root root 6
WWWrUN Waw 21

drwxr-xr-x 3

drwxr-x--- 4 root salt 34
)
5

drwxrwx--- root tomcat 46
drwxr-xr-x root root 45

suma:~ # 11 /var/cache/tomcat/

total ©

drwxrwxr-x 2 root tomcat 6 Oct 16 08:36
drwxrwx--- 2 root tomcat 6 Oct 16 08:36
drwxrwx--- 2 root tomcat 6 Oct 16 08:36
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SEAEY 2|EX|E2|0f Ci$t XHMISH LHE 2 Client-configuration > Bootstrap-repositoryS & ZsHUA|2.
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mgr-create-bootstrap-repo --list --force
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2. SLE-12-SP3-x86_64
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H-sloF SLICt AF2Xt Fol AH20| 5t9l= HEHE|0{0f Sh= Z? CLM(ZEE 2t0|ZM0| S 2H2|)S AHZ3HH o|2{et
HFE dMye = ASLICH OHE E2|olM CLM Z2HEQ| AAS FTtet —1‘— AFLICE of2fet H2HE ALESHH
AEXRE HOl x{'E0| 2= 2H LHof| A &h9f of2Hofl RXIELICE J2{Lt K M E2|= ALSAL Fo| Mg S REAER
2|ZX| 2] glo] RXAIELICE J2{H SEt0|HE SF0| SHIZA| &S e
EE0ot= M7|X|(salt, zeromq )7t TEE ALEXE Fo| 20| otel ME= MHEl= F2 L3 HAIE Sl ZRE
YR = ASLIC

EXb AFEAFE e xHZ0f|M DH7 K] S= U]

1Al Mol 8t MUY= AKX ™Mol IS mMATLICE AHMst LHES administration:custom-
channels.pdfoflM gtolgt 2 U&L|CH

2. Hzo| E2|of] AHEX Ho| x2S MAMBfLICE XtMlet LHE2 administration:custom-channels.pdfoflA
golg = AEFLICE CLM(ABIE 2to|Zio| 2 2+2])of| A A}%ﬂ Mol HdS stel ME= LR ES2H CHSS
AAStLICE
©  SUSE Manager Web UIOflAf ZIEIE 20| ZMO|S2 0|Ssln [E2HME MM |2 S2gLict o] U

glolgs YeLct.
© EE"“EOH AS AZSLICH HRok WIE k2t ALK Ho| S ALZELICE (CentOS82 AtEet
© m2HEof A2 F£IIELICE 0|2 501, CentOS8E AL EILILCE.
O #ys Yo E [WE] HES SYLICL 0 TS WS A3t J|of HAE|D S2t0[JES
HEAEMSH| /6] M £ U= HIE] U ALEX Ho| k20| ZetE &Z 0l M ElL|Ct.

3. 3R ¥1: CLM ZZ2HE0|M, 2H|7t UL ZE5H= TH7|XIE M 2l5h= n'H% F7sh= 20| E&LICH 2K
2o 22I0|¢E ACI0|E 0| HAE HIt Of £2 £Sok= W7|X|7 AXIELICH HE 0| CHet XpMg
LH&2 administration:content-lifecycle-examples.pdfoll A &l 4 QU&L|CE.

4. CLM (ML 3! AFEXE Fol xiE Zeh)ofl 2|4 XIS mhX|sta{H T2 HEM [HE] HES S2IgLICHL
Ol= &&S LAl 2E317| 2ol 2efL Tt

CLMof| CHst XtA|3E LH2 2 Administration > Content-lifecycle0l| A 1% 4 QI &L|CE,

Red Hat Enterprise Linux 22t0|AHE (& S 2te|= SUSE Liberty Linux, CentOS, Oracle
Linux S)0IA =% EPEL(Extra Packages for Enterprise Linux)2 AF23tH EPELO|A] Salt
IH7|X| 7} MX|=|H, 6{7|0l= SUSE Manager M3 Salt TH7|X[0f|A AFE Jbsst L8 7|50]
o F2tEIL|CE Ol= H| SUSE Salt TH7[X|7} ZXgtEl SEEAERY 2|ZX|EEE HMSIEE £
ZQYLICE M2t 0] 2RE= X[JEX| %&LICt EPEL 2|EZX|EE|E AHE2E MHOf St=
Z20l= AtHo| EPELOIAM Salt Ii7|X[E EEZ(Ol: AZEQ0 > &2| > X2 > EPEL »
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administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_creating_custom_channels_and_repositories
administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version

I} X]0j| A Salt IH7|X| X|H)sHOF BFL|Ct.

28.8. FQDNS At H|g-d2t A ol Z

FQDNS grain2 A|AEI0| A= 2= T DNS MH|AS] 85 2E +35t=
2= E[X|Z DNS 20| X F8E F2 O W2 A0 228 £ °'§|—|Ef 01“* < 22|

E[ALL 2SS XY 5= A&

olzfet EXME YX[staH Sal

t Eei0=z
DES AEdH 220|HEI RSE A

FQDNS grain2 H|ZdststH ELICL graing HIEHSSIH HESQZ
MEWTLHE £

|31 20| FQDNS MH|AZ HZE & QUALICH

o O|F Salt 22t0|HEN|2F HEEL|Ct £[Z0f| Salt 22I0|AEE SEJUCHH FQDNS grainO|
7|2H o2 HIggete|of AELICE

SUSE Manager Ao H2& T2 T EOj|A C}S HHS AL FQDNS graing H|ZAsgtLCt,

salt '*' state.sls util.mgr_disable_fqdns_grain

O] S LASHH 2t S2HO[AETF TYAZTE| 1D ME7F X2|3}{0F Shi= Salt O|HIES WHBILICE S2t0[AES| =7t
Ui G2 Z2 ol Ch3ah 20| X REZ HHES 4dY +~ ASLIC

salt --batch-size 50 '*' state.sls util.mgr_disable_fqdns_grain

HiX| E@EO| S 2tz winpx| Z|CHELCE Ctrl + (2 Z2NA S AE-ESHK| OYA|2.

28.9.C|23 37 EH| i &

37to| EESHH SUSE Manager CIO|E{H[0]A 5! mid £2x0f| 25t Jok2 O] £ JACH, RS B2
g & A&LIC SUSE Managers §d ClHEZ|9 o R 37t2 ZLEHES D 14 U
t =

XAt L2 2 Administration >» Space-managementOi| A &tolst

ALESHR| gb= AZEQ0 MES MASHY ClA3 e 57Y £ JASLICH HG HES AHsts Lol et
X|%/2 Administration > Channel-management0| A &0l USLICH ALEXE Ho| x2S AMHlSH=
o]

Sk A
= T
CH$t X| %12 Administration > Custom-channelsOll A 2018t 4= QI&L|CE,

3

r

AFEAL Fo| MFo| S7|%t|= HIEE =olg 4= ASLICH ALEXL "ol &E S7I3HE Ma|sh= W chet XIE2
administration:custom-channels.pdfoil o &tolgh 4= Q&L|Ct,

ALZIR] Bhe B4t 7|, AHIE ato|Zuto|2 ZEHE ol Zato|dlE S2g Halele| ClA3 B2g B 4&
QIBLICE 5% OJENHIOlA $2E HAE 45 QLT
EAL: 5 Hlo|E{H|o| A g5 2H| i #5}7]

1. spacewalk-data-fsck B S AF235I0{ &= H|O|E{H[0|A & =2 LIF LTt

2. spacewalk-data-fsck --remove &S AF23t0{ ALK BfL|CL,
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administration:custom-channels.pdf#_custom_channel_synchronization

28.10. HisjH 25

Ll E2 S XHEots St S At
7

= B2 HERZ QHO0| /Y L= MFIY & ASLICH ARIZE M™sHH SUSE
Customer Center2t S7|}st= A|ZH0| X2t £~ JUELICH
Ol &713t Z2M|ATF SUSE Customer Center#0t OftL|2t SUSEZt Ol E2t0|HEE 2|3t I{7|X|E H3st=

EbAL 2| EX|E2[0f UM ABHOF 5H7| w20l W SFLICH SUSE Manager A7t Of2{st 2| ZX|E2[0f| =& R24
eiolS Al otH AotHo| RFYE ARSI S7[2h= AlZHo] ZabE wintx| SEE A& 7ICHiLIC

O] 22 S7I8t7} Hufst7|7HX| Q&M A|ZH0| Z2|H SUSEZL Ol HIE2 HME S =01l HA|=|X| 4&LIC

7bE ZHERSE SHH2 SUSEZE OFHl 2| ZX|E2|0f| Bt URLO| CHEE BMA S SO WeotH S ddh= ALIC
O[A| tH S7|8t T2 MATHURLO| &5t §3HOZ e e = JASLIC

ol Efl2 518 4 gle 22 MAl tHA SUSE Manager?| 7§ QMO Wate S BtLICt 0| A St ERAL
URLO|l Chet 2740] ARED 2 F7[ot AjZH0] ZaE(X| g1 =7[0f HIjstH HF0| S50 EAI=X| 4&LICH

2ohHo| A M| A HEHO| glE B SUSE Manager AHOf| = o| ot S chAl MAE 4 AESL|CE
28.11. WAN HZS E38 SUSE Manager A2} TEA|

WebUIO|N AHE|= HAAZO|LL HHIE EE= A AR M- CHE APl S Z 2 Sofl A= HZE AR 2}, cobbler
sync B2 SUSE Manager AHOl|A| SUSE Manager ZEA| A|ARIOZ MAUS &S| o LRE £ JUELICH
0|Z 28l Cobbler= [etc/cobbler/settingsOll XIHEl T2 A| SES A TILICE

H7|% cobbler sync= HEE|AHLE 2| 20] FItEl TR S7|8kH= 20| 27HSELICH

CHAl cobbler syncE &#stH Jetc/cobbler/settingst| FME ZE X[HE ZE
ClAE2|e MA| S7|2t7F E2|HELICH B, 2t A AR 7ol WAN S8 CH7| A|Zte] EakS BhELCE

/var/log/cobbler/2| 20| 2}, 7|2t TENAE 2tE6H= O Aot A|ZHo] A3 £~ QJSLICE
ol =01, CH30l| AlZFE:

Thu Jun 3 14:47:35 2021 - DEBUG | running python triggers from
/var/1lib/cobbler/triggers/task/sync/pre/*
Thu Jun 3 14:47:35 2021 - DEBUG | running shell triggers from
/var/lib/cobbler/triggers/task/sync/pre/*

2 Cr30l ZRE:

Thu Jun 3 15:18:49 2021 - DEBUG | running shell triggers from
/var/1lib/cobbler/triggers/task/sync/post/*
Thu Jun 3 15:18:49 2021 - DEBUG | shell triggers finished successfully

A2k
—_Oo

o

of 1.8GBRELIC}. &0 2F 30=0| ZRELICH

rlo
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o[of| H|dH /srv/tftboot2t ZH2

]
1o
o)
m
ne
=
ne
i
>
rir
#e
HI
=
=2
ro
HU
il
-
in]

SUSE Manager M2t TEA| Zt0f| IHAS SAISHE rsync 7|2 H2 A= HESHH HE 8l U7] A2t E0l=
o =20| € & AFLICH

o ZAs S| st AIBEE https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/
1i000000115B/B2AmVIIN2_JsAyjTQzCVP_x5i0VgdObYNIXONpMugS8ollM CHR2Eg 4 A&LICH.

SYES| N THO| ALBY 4 Yk XS MBI YBLICH ASYEY LR Ty
=1 7

| &
o T2 AMA W A CiEt JHRE MBdte AE SHE YLICH FIHEQ 20|
L Q5 Z2 SUSE Consulting0ll 22|5HMA|2.

* SUSE Manager ZEA| A|AHIO| WAN HZEE S| JZELICL
* [srv/tftbootOi| HiZ S M 5! S2t0|HE PXE & MH0| Bo| ZEHE|0f LM, HA| mAO| M JH UELICE

e /etc/cobbler/settingsle| ZE ZEA[7} H|ZMtE|JSLICH THX| ¥O™M SUSE Managers 7
TEANO A& S7|8tetL|Ct.

HE

=
==

fiproxies:
# - "sumaproxy.sumaproxy.test"
# - "sumaproxy2.sumaproxy.test"

2ik ME2R 37/t &5 24

1. SUSE Manager % 2t& A|AE 7k0| TCP E2fT HIXE JtXZLCt.

©  SUSE Manager MH{0f| A:

tepdump -i ethX -s 200 host <ip-address-of-susemanagerproxy> and not ssh

©  SUSE Manager T2 A|0f|A:

tepdump -i ethX -s 200 host <ip-address-of-susemanager> and not ssh

O 2 EMg Msty|o| ZE8 200702 THF|X| 7|9 HAELC.
©  SUSE Manager7t T2 |22 E410f| ALRSH= 2t U E Q|3 QIE{H| 0| A0 CHEt ethXS ZHBILICH
O DBELH, o 04 THF|X| £ F0|7| 2I8H ssh S410] 4K E|X| S&LICE,

2. Cobbler S7|2+E A& RILIC.

O 57|32 4w AdstH, 2M Cobbler json FHA| IS ALR| St Z Cobbler sync Al3:

rm /var/lib/cobbler/pxe_cache.json
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cobbler sync

3. Cobbler7t 2t2&|H TCPdumpE SXIELIC.
4. WiresharkE AHE23t0{ TCPdumpE €11 87| > th3} 2 0| Ssto] @7t 2 uh7tx| 7|CHL|CE

5. TCP HO=Z HetatL|Ct, o] Biof| EA|El =Xt= SUSE Manager?t SUSE Manager Proxy ZHoll X &l & cist
£ LIEFLICE

6. 712

e
blas
N

(5 ) ILE 4505 % 45062 Salt S0 ALEE|S2 KAJRILCE,

TCP HZE EAfol Zu SUSE Manager MHOIM ZEA|Z F 1,800H[0|E 37|9| %2 MtAE WESh= O &
Th mUof| Cioll AHZ2 TCP HZO0| MHE7| WiFEof 22 e =7t

B2 |4 HE A2t 2'83._* HE (A0l M= 2F 5,0007H)E L™ TA| TS AlZhol| chet CHEFA Q1 of & A[ZHo]
5000 * 0.3 /60 =25&0|2} 2 = AL

oHE 28| &

AEE pingstt] HZ {EE =QlBtL|Ct 24A|Zt 0|4 Taskomatic M3 210
MENE ZHFEILICE Web UIO|A HIEAH S2I0|¢E S5 Hi{H A|AH ) AJAH

===

I'IF
ﬂJlO
o

28.12. H|EtM Zz2to
o=z

Taskomatic Zgi2 F7|H
SHSIX| = S20|HE=H|E

EE)H|§M-|0§0| ShL|C},
S2I0|UEE= 02| O|RZ HIZYSHE + AFLICH

o Z20|HE7} SUSE Manager A{H|A0f| CHst X2 0] 20 =|X| k& LICt.
o 7|Z 220|HENA rhnsd AH| AT} HIZMSE|ASLICE

° HTTPS HZ2 I 85IX| @i= Lt 2ol S2t0|AE T} @I X[SfLICE.
o SZO|AUETI R FHE TEA|Q 20| 2| X[SfLICE

o 220|AET} CHE SUSE Manager M2t 41 S0|7LE HE0| HR FHEIAELICE
o Z2}0|AUET} SUSE Manager A2t S4

o "5tHO| 22t0|AHEL} SUSE Manager AMH Zto| E2fT S Xttt SlL|Ct,

* TaskomaticO| 22 EEASLIC

MHZo| Z22t0|AHE HZA| it XtAst LH22 Client-configuration > Contact-methods-intro0i| A &olg 4
UAFLICH

T E 7M0of chst XtMI$t L2 Installation-and-upgrade > PortsOi| A 2tolst 4= QI&L|Ct,
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atste 2| sl Zofl chet XkMIS L2 2 Administration > Troubleshooting0il A &tQlst 4= Q& LICE,

28.13. M 2t S7|3t =H| sH&E

M 2t &7

SHe FHA

IS AHESHO] ISS OFAE] B! £20|2E Z2|gfLICt. of={et AN = BRE =2 WHst=
HI7F 2l5t7] eELIT of 32 FHAIZF ofTs| BRE §FS AHEstD 7| WEN HIE siZst= HELZ
YOOI ESt 20| M7t Ede £ JUELICE 1SSl M HECZ A=K, O{Fs| M7t LdstHE 2=
HAIE HMAHSHO 2H|7H & d5H= O] e=0[ 2= |7 &[0{0F BfL(Ct.

Al RFE CHdet 279t eH S7/=t Mz O|0E &+ AUX|L, 2F HAXl= LUHOR Ligi 22 g5
k- Be g

/var/cache/rhn/satsync/*0|Al satellite-sync FHAIE H[Hstn SLS SMOZE satellite-syncE
CHA| AEBtL|Ct,

=2od

ISS OFAE] 3L ISS £2|0| 20l M FHAIS AH|SH0 O] 2HIE SHEE == U

A
=T M

|0

02 78t 43X 2 = E LT

[

il 1SS Y 2F o E

1. ISSOIAE S| HE IETEO|M FE Mot = OFAEOf et FHA| THU S AFR| LT,

rm -rf /var/cache/rhn/xml-*
2. MH|AS THA|ZFL| T
rcapache? restart
3. ISSOIAE S B ZEDEOM FE PO 2 £2{|0[H0f| TS FHA| T S APMIELIC
rm -rf /var/cache/rhn/satsync/*
4. MH|AS THAIZFELICE,
rcapache? restart

4 Hi

N
co
[T
S

X

_..
9

r

SM =M SHE

Hu
m\ll
[UE
o OH

YR O|H REAEYM ATREE HRE 9IX|0f 2Z ASMf chet A E WIELICE O 2o, zypper?t 22 Xt
QIZ Mol CHoll QIME £ el QR E HHEILICL [etc/ssl/certs/ CIFEZ|E &Qlst] 2Z UZXt 1S Mof| CHst
YA} SHIEA| MY [=K] 2 4= AFLICE Ol2{et 2H|7F LUSHH zypperZt SHIZAH| &St 8 FEAER
A3REZS YHI0|EdSt= S ol OF gLICt

7128902 SUSE Manager Web UIOIA & AH2Xt7} 30 2 =0 ChA| 23 Q1s{0F BL|CE A o] what 2921 A|ZH K| st
UsS =Y 4 ASLIC
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22 ZHH™ rhn.conf 3! web.xml2 25 HZAGHOF BLICL [etc/rhn/rhn.confOll M= gf2 X THR|E2 HNstD
web.xmlo| M= 2 T2 2F2 MO BL|Ct F 2h2 AlZHe| 20| S s oF ghLCt.

>

Ol S01, It A2t 22 o A7t E HASHZ ™ rhn.confl| 7}2 3600= =, web.xml2| /S 6022 =2 AHBLICL.

HXl: Web Ul 291 A|ZHH|$H ZF =X

1. MH|A BX]:
spacewalk-service stop

2. [etc/rhn/rhn.confS €1 MZ2 A|ZFH|TH 2H(X) S ZLISHEE OHS 2Rl S F715HALE HAEELIC,
web.session_database_lifetime = <Timeout_Value_in_Seconds>

3. oH

x-|xl-6|- |:r$|_| |:|._

-
S
oL T =

njo

4. [srv[tomcat/webapps/rhn/WEB-INF/web.xmlE E1 MZER AlZt Mot 22 & T2 XSS O
2tRIS FItStALE MEBLIC

<session-timeout>Timeout Value_in_Minutes</session-timeout>

, letc/rhn/rhn.confOi|A| SSL &=

=
% Mo
do
el4
ro
oA
mjo
it
0%
ot
el
kl
>
oo
Pal
S
i[]
i}
==
ne
rE
fot
i
0z
10
rot
ot

Hot oY &
STARTLSE

java.smtp_server = string (default: localhost)
java.smtp_port = integer (default: 25)
java.smtp_auth = true/false (default: false)
java.smtp_ssl = true/false (default: false)
java.smtp_starttls = true/false (default: false)
java.smtp_user = string (default: null)
java.smtp_pass = string (default: null)

SMTP Mt EA19| HZ A2t H|etE 52|24 H Jetc/rhn/rhn.confOll A CI2 Oi2HO|E S A E 4= Q&L|CEH

java.smtp_timeout = integer (default: 5000)
java.smtp_connection_timeout = integer (default: 5000)
java.smtp_write_timeout = integer (default: 5000)
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28.17. noexecE A3l

Salt= 2210|9E ot AI*E"°I JtmpOllM 22 B2 S MSlistL|Ct, 12{2Z noexec SMOZ [tmpE OIRESHA|
ototof gtL|Ct o] 2XIE siZst7| 2/3t CHE WH2 noexec SM0| M HE|X| 42 CIAEZ|E 7t2|7| =5 Salt AH|A

X|4E TMPDIR &4 ._—’.*—E QA CIHE 2| Z2E ™ Olst= ZHULICH S2t0|AENM Salt HEES MEStE ER
systemd E&¢! 7A I /etc/systemd/system/venv-salt-minion.service.d/10-TMPDIR.confS AtE3t7L}
salt-minion2 A2dt= ZR0|= /etc/systemd/system/salt-minion.service.d/10-TMPDIR.confE AtEdt=
20| ZELICL EEQ! 7 oY LHE2| of:

—-
~

tmp OI2E 28| sl Z

[Service]
Environment=TMPDIR=/var/tmp

28.18. noexecE A%t /var/tmp OI2E =X| s

Salt SSHE [var/tmpE AM23t0{ Salt Bundle2 HHESID HEE Python2Z Z2t0|AHEO0|A Salt HH2
AHAHBILICEH J2{2 2 noexec SMOE [var/tmpE U2 ESIX| QOtOF IL|CH BEEAEYM TZ A= Salt SSHE
Atgste] S2I0|HEN TESIEZ [var/tmp7t noexec SMCE OIREE 22I0|HEE Web UIZ REAEYMS &
iSLICt

28.19.C|A3 37t 2= ZH| ol

AEY = UE Eléi SIS 2elet = 0r0| 2|04 S A|RSHYAIL. BE0| XFS T A| A0 M Jvar/spacewalk

b

Bro| A AARS HFotE BR0= [etc/fstabS HESHL Jvar/lib/pgsql 517l 2 &2 MAHSHHAIR. MHE
MEESIH HE AtetS HESIHAIL.

A(0|= ZH|ofl CHEt XtMIet M E = O0to[22f|o|M 21 MU S &QIsHAIR. 20 MA2 A 20|E QI A|AHIS|
/var/log/rhn/migration.log0il Q/&LICt.

28.20. 2 2 sl Z

22 HAIXIS] 7|2 +E2 300|H, 1 o|=0= 47| HElRL 2AIRIO| HIAIX|ZH CIO|E{H|O| A0 A AFH|E LICE. Of

[=] I:H |_ | A
242 HESIHH Jetc/rhn/rhn.confOl| M Tt 2tQ1S FI5H7ALE HESLICY,

java.notifications_lifetime = 30

orz| O
A2l 24

sl

fjo
2

43} E= H| o5t E Jetc/rhn/rhn.confOl| A CHS 2tR1S 715 LT HEELICE

java.notifications_type_disabled = OnboardingFailed,ChannelSyncFailed,\
ChannelSyncFinished,CreateBootstrapRepoFailed,StateApplyFailed,\
PaygAuthenticationUpdateFailed, EndOfLifePeriod,SubscriptionWarning

712 43 gl 14 SM2 usr/share/rhn/config-defaults/rhn_java.conf 2 Z 3! TS A FTSHAA| L,

156% [ MH| 177& 28.17. noexecE A% /tmp OHRE 2X| 8H& | SUSE Manager 4.3



28.21. OES 2| EX|E2| &d3} ZH| off 2

SUSE Manager AH0{|X OES(Open Enterprise Server)E g&-dststa{™ MEE| = HALE WELICH

HA}: OES 2|ZXX|E2| &M3}
1. OESOf| HAM|AT 4 = Microfocus?| 012 XtA ZHO| U=X| =HQlFfL|Ct.
2. SUSE Manager A{t{0l| 23QIgtL|Ct.
3. B2|Xt> M oAl > X X1 SHO = 0| SELIC
4. SUSE ManagerOf| Ci$t SUSE Xt# SH0| o|0] U=X| 2l gfL|Ct.
5. M2 F7t5t7| 93t M S MEistD Microfocus At S gL|C.
6. E2|xt> M3 opHAL > XX AHH SHOE 0|55t0] M2 DA 0| 2tE & mi7Hx| 7|CHaiL|CE

7. M2 DE HF S50l OES7t EAI=|0{0f BILICH O|H| CHE MEMY &dstet o= ASLICH

252 Z 0= jabber?t € & U= 2|t Tt =7t AZE OSAD 2=H0|AES| 2L XS = AFLIL,

J2{gt 22 OSAD 22t0|¢E= SUSE Manager MH0|| HZY =~ glon ZE 52220 M jabberdel & AlZt0]
Z

—_

0I =32 OSADE AE3I0| AZE S20[AET} 81927HE £1tst= Z042 LT, Of
2 oYl Salt 220[AEE AI8SHE 20| ZELICE U2 X ZFof tigt xtMet LIg2

Speuallzed guides > Saltoi| A =eleh 4 UELICE

ot

jabberd 2Z 74 mMAS HESIH jabberd| AFEEY £ U= MY 5 =8 & JUSLICHL 7|2HCE MU
Jetc/systemd/system/jabberd.service.d/override.confoi| Q&LICE

1. BHOTEIENA

systemctl edit jabberd

2. Ol MM S ISt LE HERILICE

[Service]
LimitNOFILE=<soft_limit>:<hard_limit>

MEHE| = gh2 2t 8of w2t CHELICH ol S0, 22t0IAETH 950071 U= B £ E gh= 1000M 960022
=2|11 5= g2 10000 A 1050022 sELICH
[Unit]
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https://www.microfocus.com/documentation/open-enterprise-server/
https://www.microfocus.com/documentation/open-enterprise-server/
https://www.microfocus.com/documentation/open-enterprise-server/
https://www.microfocus.com/documentation/open-enterprise-server/
https://www.microfocus.com/documentation/open-enterprise-server/

LimitNOFILE=
LimitNOFILE=9600:10500

o systemctl Ite| 7|2 HE|
ZEZ0|S%tA twq E

[etc/jabberd/c2s.xmlOlA]  max_fds I2t0/E{=  ¥H|O|EsioF  gLICh ol CfS® Z&LCh
<max_fds>10500</max_fds>

AOE I Hishe T Tz A2 E2l ohdo| 2o LTt SUSE ManagerOllA| 7H8 BO| 2H[SH= Z2M|AE
S2I0|UEY HES 0= c2sYLILh. c2s7t SHIEA| 2S5H7] 2ol 2ast HIHZ TS +8% &= AXE ¢7(0f
Z7b mrol 10070 F=It=[RAELICE StE HMSt2 jabber0ll £tz 2= ZZAHA0| MEE|H 2RE, c2s 3 sm
T2 H20M B2l oA D2 ElL|Ct

28.23. I{7|X| 2L X| =H| i Z2

22/0/9lE9| I7|X|7t 7! ZL SUSE Manager AH{7t X Jhsst x| Tgg ut2r ZHsx 2
AELICE 0] Z2 Web UlolA IH7|X| LEOIES AIBY 4 X, S2toliEol EAIEIX| goni Z2tole!
2z} =

LS —
YHO|E Al=7h ottt 7|X] &= 3 Mo S5 =elste O[HENIN THF|X[7} A U=X|
M| o|=|=X| eelgtL|ct.

rrm -|>

S20[AEM IHF|X| EHZ K Ml SFS 2Hlsto] Hi7|X[7F &2l SEHRIX] = M| Q= R=X] el etL|C.

=

o 2hEh x| ZEHE0| M [etc/yum.confS 2015t exclude=S ZAMEHL|CE,

* SUSE Linux Enterprise %! openSUSEO| A zypper locks 2E S AtEEtL|CL.

28.24. TEA S Stt 2| ZX|E2| Al EH| ol 2

LR FR IEAQ squid A7t £E 4= ASLICE Of X7 LAsHH ZEA0f HEE S20|HEN|M IH7|X| E=
2| ZX|E2| HEIH|OIE 7t 7(7t Hulsta ket RF HIAIX[ZF EAIEL|CE

squid ZHA| FE[= LBt TEA| L= TE|O[LH ZEA|0M CtEA| A E LTt

L ZEAQ FR ZEA| A|A-IO|M CHS BALS - ELIC

systemctl stop squid

rm -rf /var/cache/squid/*
squid -z

systemctl start squid

podman2 = A= H 0| ZEA|Q L SAE AARO0|M THS ZAIE +>RLICH

systemctl stop uyuni-proxy-pod
podman volume rm uyuni-proxy-squid-cache
systemctl start uyuni-proxy-pod
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28.25. MZ} OHIERZ X} HE =M 5HZ

Salt 22t0|AHE &= A|=E uiOICt machine_id graing SUSE Manager2 MY $L|C} SUSE Manager= 0| graing
ALl 22H0[AET SEEIJU=X HFEE BHEBILICE 0| Z2MAE THsHHH S7| Salt =£0| HRELIC S7|
Salt &2 CHE Z=MAES AICHSIEZ Ch0 S20[AETL SA|0f| AZSHE 3R Z2MATL HE3| X[HE £

UFLIL.

o 2H|E s1Z3t7| S8 ol £7] Salt SHS YWK|Z 4

rir

MZL 7|50| Saltof] = =[A&LICE.
0| 7|52 At83I2{H 0| 7|52 X|¥sH= 2EI0|AE| A S2t0|HE F-o| A m2to|H & F7tshH ELICh,
0| ZZ M| AT} §IES| RIS E|A| 5t2{™ mgr_start_event_grains.sls = 0| Salt AEHE AF2SHH ElL|Ct,

0 o[ S=ot S=t0|HENZE MEELICE £[20| Salt EE0|UESE SFYHH o 714
m2t0|E{ 7t 7| 2 Mo 2 FI7He|0] AELICH

SUSE Manager A|H2| B TETEf| A CHS HH S AFEdl start_event_grains 718 =20|E g MalgtL|Ct,

salt '*' state.sls util.mgr_start_event_grains

0| FH2 2R FYS S20|UES F-Y0i| 71511, S2H0|AES TA| A U 0| S HERILICH S2H0|AETF 474
0@ B2 Z<2 Lol TS0t 20| HiX| REZ HHES MY 4= ASLICH

salt --batch-size 50 '*' state.sls mgr_start_event_grains

28.26. PAYG =H| o| 2

At 53 gol
o ASYET}RIZ B 2T0| ATISIE 23 U Web UI0] HEEt ©F HIAIXI7} EA|S|0{0f $LICH
« X}7 50| TS| YO reposyncoll HEet 927} FA|5|0fof BHLICH,

registercloudguest 2|

o 22 Z2IRE HUHI0|E 22t thPt registercloudguest HZAS MEZ TX|HL HEAS T XA ZSHS
AH83ste | Wl 7t | X| gfotof ghL|Ct.

[AE FFEo| M 22tRE HE0| SEE0 UK A2 Z2 registercloudguest --cleanS

A|AEIO] PAYGQIX| OH-IX| 2tolstz{™ SUSE Manager®iAl sudoS AM23t0] instance-flavor-check =15
AAsH{oF gLt

J|2NMOR HEEQ &F Wy RAESE DZH0| http ZEAE A 3¢ 22 0] ¥F0| sudoZ SHIEH|
2| =X| golsof ZL|Ct.

0|E £=3li5}7| I3t 5t 7HX| BIH2 Jetc/sudoers.d/keep_proxy.conf I} 0f| C}S LIS 2=7t6H= ALICE
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#otst ZE ZEA 74 /X
Defaults env_keep += "http_proxy https_proxy no_proxy"

0| S3ll 2t 0| AZ20]d Sof| ZEA| 22 &t H4-2 /XY &= AFLICH

[l )

28.28. ZEA| HZ 2L FQDN ZH| sH&

LZEAE St ABE S240|AETH Web UI0 EAIZ[X|2 ZEAS Sl AZEUSS BAISHA| g BR7F AELICH
HEO| HH| =@l O|F(FQDN)S ArESHA| @81 TEA|7} SUSE Manager0ll Ze{X[X| ¢t2 H2 Ol={et X7t
HEASE 2 Ol |C}

o= T M-d

O[2{et S2tS WSt ™ L3 20| ZEA[S| 220[AE 714 M| M =7t FQDNS grain22 X[ FoHHAI2.

grains:
susemanager :
custom_fqdns:
- name.one
- name.two

28.29. 2H| 5| A 2X|=l S2jo|elE S2

SUSE ManagerE A8t 7tat HAS 2E2|dt= 2 VM 222 MHdt= A0l R8Y + ASLICEL 2E2 7|1E
Cla39| SAM=2Ql 7|2 C|A3E A= VMY LI

—

<
<
o
2
N
o
L
x
nm
m§
1
$0
Pl
ra
inl
|>
L
=2
oM
dr
rn
>
&
0%
H
N
g0
o
2
Mo
>
N
nE
0=
mot
1
£0

SLIC

sEE 2 S=23t1, SUSE Managers F 719
HE EfOIMEE SEStaxt & 5+ U 289 Ml ID7} St B SUSE

oln| S 2folel=l = 3% Y Betoloims 28S Sy
o 4 QB r
Managert= & 220l £ 8 siLlel AAHOR SZotn 7|§ Z210|91E Hlo|E|S 229 lo|E| 2 HojLict,

i
;;
|
IE
_!:
ro
rHI
uju
'l
o
re ot
|m
x¢}

Of

Ol SUSE Manager?t 228 MZ LCIE 220|UE F = QASI=E S22 HA IDE HESHH
olAL|C}

LS

@ | 0\ 2 EAs S SISO SYBLCL 0| A SUSE Managerol SRS
A2 Lot i #iz) 22f0lgES FRfoK| BtLIth,

_—= L (Eoy=]

Ex}: ZH|E salt 22H0[AEM| A S5 HL ID SHE

1. EHIE HAOIM SAE 0[S P 3

= £ HATILICL Jetc/hostsOll A AN} 2H}
U=X| ZolgtLct,

Il
fot
[>
[m
oot
o
k=)
H
oot
n
=)

2. systemdE X|@5t= B2 A2 HAS M D7 S H2, SHE 2 220U E
APH|SEI CEA| S BtL T

2

RE

[m
rH
rot
|0
HuU
=
e
o

rm /etc/machine-id

rm /var/lib/dbus/machine-id

rm /var/1ib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure
systemd-machine-id-setup
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UX[SHX| O™ journalctl2 Z1E HME 2 ¢f

SHE AAHOT /var/log/journal/o ZC7L A= E M AAR DO w2t 0| ES tHASHOF ELICt. 0[S0]
5 MSh 2~ 21O podman logs= OHR

LHE = HAISHA| gd&LICt.

mv /var/log/journal/* /var/log/journal/$(cat /etc/machine-id)

1. systemdE X|SIX| b= HHZ RO HR RE #oto

E Ao = dbusOfl M M D d-&efLCt.

rm /var/lib/dbus/machine-id

rm /var/1ib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure

2. 22t0|E0 T3] St Salt 2=2H0|UE ID7F A= ER Z S20[AENA minion_id IS
AH|ELICHFQDNS 22I0|HEES AR mf M Al AFEE). Salt O|LIA 22t0|HES| = L3t
ZaLL.

rm /etc/salt/minion_id
rm -rf /etc/salt/pki

Salt'Hs S=t0|HES| F L L 25 LI

rm /etc/venv-salt-minion/minion_id
rm -rf /etc/venv-salt-minion/pki

3. 2EY Ho|X|oM SQlEl 7I1E AHISt SUSE ManagerOfl A A|AH” Z2mAS
S20[AES TAIE

AtH|st =
FSELICE. Salt Minion 22I0|HEQ| B!

service salt-minion restart

Salt H=S S2t0|HES| F L LiZa Z2ELICt.

service venv-salt-minion restart

4. 2ctO|UEE CHA| SEY

_—=

L|C}. O|H| Zt 2210|HE Q| Jetc/machine-id7} CI2H, A|AE J§Q m| 0| X|of| SHI2H|
HA|=[0fOF BfL|CE.

Xl SHIE 7|1E S20|HENM = MU ID | Z

1. SHE HUM ZAE O|E1t IP FAE HEYLICE Jetc/hosts0l| HEANS I SHIE S AE S=0| ZotE 0]
UAE=X| 2elgfLct.
2. O3

/etc/init.d/rhnsd stop
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n

fE= 2|4 systemd 7|2 A|ARQ| AR ChE S AAHTLL,.

service rhnsd stop

3. L2 22 osad X|gtL|Ct

/ete/init.d/osad stop

CC

—_

rr

service osad stop

CC

—_

rr

rcosad stop
4. osad 215 71 MU 3 A|AR D M RLCE
rm -f /etc/sysconfig/rhn/{osad-auth.conf,systemid}

5. M ID7F Tt oS APH|EfLICt

© SLES12:

rm /etc/machine-id

rm /var/1lib/dbus/machine-id
dbus-uuidgen --ensure
systemd-machine-id-setup

© SLES1I:
suse_register -E

6. XA S oL S ®AELIC

O SLES 22to|9IE
rm -f /etc/zypp/credentials.d/{SCCcredentials,NCCcredentials}
©  Red Hat Enterprise Linux 220|YE:

rm -f /etc/NCCcredentials

o
m
i
i)
2:
m%
ot

SfLICH OlM| S HE AIAE-S THY2ISHK]| @80 M = SUSE Manager®lM S| €

162% | A 177% 28.29. BX| si12 =&l 22t0|HE S5 | SUSE Manager 4.3



28.30. 28| s Z Web UI0A SE0| Anfst 2F7}
HA|E|X| 2

Web UIO| XS] £7| SEE Q8| ZE Salt 22I0|HE £ Salt SSHE AFEEL|CY

72X OZ Salt SSH 22I0|AHEE MHO| QRS CHA| 2 08tX| Q& LIC

J2{Lt Salt SSH 22I0|HE = LR E AAE £ U= Jvar/log/salt-ssh.logdll 208 2Z 2 X ZrgfL|C},
=) A S = (o]

28.31. ;I = 2 2lO|HE AtH| £ Salt O|L|YHC 2 SE A9

HE

=N| of| 2 2t

fust AlL2[27} ofgL|ct YUMoz Za0|AEES

oto|23|0| MEtLICt, Salt= 7|1ZE S20|MET U2S Xt

t

SHX|2H 7|1E S20[AEE OfFAIE AHSt = Salt DL
Salt O|L|RIS 2 SESIHAIL.

ARSHR] %1 JIE ZEfolEE Salt OlLICR
SOz AX[stn WL HAS AMEHOE LWL
O CH| SE5H2E, [+ EAE 23t = Zat0|ES

O = —_—=

1. Ch3 THE RIA:
/etc/sysconfig/rhn/systemid

2. L2 Ii7|X| S M| AT

zypp-plugin-spacewalk

28.32. 7|Z Red Hat EZI0|HE S&E =M SHE

7|1Z9| Red Hat Enterprise Linux 7 % SLES Expanded Support 7 22t0|HE 7} SUSE Manager0®i|Al SHIZA|
A5 U2 MYE[X| 42 7 |X|7F HRSIEE, 0|23t S2I0|HE ||| CHet ALEXL Fo| g2 utxo=z

pgcheck 2235 MA sHAMELICL. 32{Lt rhnplugin.conf DY O|2{st A™ME FAlstd GPG HAIE
FAISESHL|C},

m}oi cm

Z, 7|Z Red Hat Enterprise Linux7 % SLES Expanded Support7 22t0|HEJI SEE AL A%t Ho|
oM gpgcheck?t HIZMSHE 0| S20[AE= AFSX Ho| Mo MEEX| %2 IHI|XIE HX[SHK]|
ot&LCh

22X E siZst2H, Jetc/yum/pluginconf.d/rhnplugin.conf Tt S HESI GPG HALS HIZASISI] ML
o2 I§7|X| HX|E &43tst S220|HET O MTHE 2SS L

28.33. 2H| 52 Red Hat CDN A 2 C}= Q1= A

Red Hat ZAHE XZ U EXI(CDN) ME2 Z<0 w2t o2 ASME MS5HKIZE SUSE Manager Web Ul= 8t
JHo| QIE Mt AR ES 4 QUEL|CEH CDNO| SUSE Manager Web UIOIA 210 Q1= Q1B AL CHE QB ME N E8t=
82, E M7} SHIEEEE K24 AAO| Hoist 2| ZX|E2|0f CHot HMATE AR ELICH S5 2F AKX

rI

Il

[error]
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Repository '<repo_name>' is invalid.
<repo.pem> Valid metadata not found at specified URL
History:
- [|1 Error trying to read from '<repo.pem>'
- Permission to access '<repo.pem>' denied.
Please check if the URIs defined for this repository are pointing to a valid repository.
Skipping repository '<repo_nam' because of the above error.
Could not refresh the repositories because of errors.
HH:MM:SS RepoMDError: Cannot access repository. Maybe repository GPG keys are not imported

O] ZHE siZsHHH st 2= AZME Y .pem IHUZ Heldt © SUSE Manager®ilA AFESHEE QABME

rin

HX}: 2] Red Hat CDN Q1= A{ sl Z

1. Red Hat 2:2l0[9EQ] ©d DEDENAN, ZRE HECEZ Y rh-cert.pem Y9
Jetc/pki/entitlement/0 A 2E SXH QIS ME £RTtLCL,

cat 866705146090697087.pem 3539668047766796506.pem redhat-entitlement- authority.pem
> rh-cert.pem

2. Tt rh-key. pem It Q| /etc/pki/entitlement/0| A 2E #xY 7|2 £EITtL|Ct,
cat 866705146090697087-key.pem 3539668047766796506-key.pem > rh-key.pem

Client-configuration > Clients-rh-cdn?| X|&0j 2t O[F| A 2IZEME SUSE Manager MHZ JEEY
AFLICH

28.34. SUSE Manager A|H 0O|§ HA 2| sl &

SUSE Manager MH2| SAE 0|§2 EZZ HHSIH SUSE Manager EX|7t MCHZE =S5HX| gb&L|CH fLfsHH
O|E{t| 0| A0i[ M tHZAFRtO] ME&|X| @it A AFEO| 22I0|AEQ} TEA|Z HIbE|X| §47| W2 LT

SUSE Manager AH{S| SAE OIE% Aljof sh= 22 spacewalk-hostname-rename A3ZEE ALE5H0]
HZAY £ JAGLICH 0] AIREE PostgreSQL H[O|E{H|O[AS] ME 5! SUSE Manager?| LHE FXE
Yolo|EgLCt

spacewalk-hostname-rename 232 E = spacewalk-utils I{7 | X[ 2| £ IL|C},

AR EQ Rt H4 Mf2t0|E{= SUSE Manager M 2| A2 FEEl [P FAQLICH

Hx}: SUSE Manager At 0|5 HA

1. DNS MH0IA 22 % 2702 AIAH 2Z0I4 Aol HEY SFS HHBLICE Se 0|2 2ol 93t
Y MHEZ RTofoF BLICH HEYT Y WS C}2 AAHO| 0/S2 WA mot SUN WAoE

ALY,

2. MUIEQIR FEE A3t 2 AE 0|F0| HEEU=X| 2flst2{H SUSE Manager MHE TR SfLICE

3. Mol 28 IP 42 ATZE spacewalk-hostname-rename A3ZES MAMSHL|CH MHIL M SAE
0|52 AESIX| gfo™ AIRETL MIiSHA| EL|Ct o] AR EE ZE Salt S2H0[AE0| Ciet E H|O|HE
MEZ X0, d¥st= o 22l AZt2 SEE 2210|HEQ| 40 w2t CHELICE
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4, ge2lo|HEJ} SUSE Manager & *I% Sl H2|=l= AR o] THAIE A ELICH 2F 2te|=[= S20|HAETt
M SAE 0|23t P —’F—iE QIAISIEE CHA| L L|Ct. Salt 22t0|AUE 74 mHAoi|A Af Salt OFAE{(SUSE
Manager AMH)e| O|ES X|&EdHoF °*LIEH 2l 0|22 /etc/venv-salt-bundle/minion0O|7{L} Salt HES
AHESHR| b= HR0ll= /etc/salt/mmlon?zl LIC}).

master: <new_hostname>
5. venv-salt-minion AH|A CHA| A|ZH(Salt HE S A 2l E2):
systemctl restart venv-salt-minion
IL = salt-minion AMH|A(Salt HE2 AMRSHX| s B 2R):

systemctl restart salt-minion

r2

6. TAE 0|EZ Salt 22H0|UE 70| 25| MmSt=H highstateS HMEYLICE highstateS X &6t
2|ZX|E2| URLS SAE 0|Z20| UO|0|EE/L|CE,

DE ZEAE CHAl FE8l0F LICE A A QISAet 7|2 ZEAI0| SASIY configure-
o proxy.sh AIZEE Malleljof SfL|Ct. TEA| £40] CHot XtA[St LIE2 Installation-and-
upgrade > Proxy-setupOi|A] Ztolet & Q& L|Ct.

Directly connected traditional clients have the /etc/sysconfig/rhn/up2date configuration file that must
be changed. With a re-activation key you can re-register traditional clients (if there are any). * On
traditional clients behind a proxy, as root, copy /etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT
from the proxy to the client, and run update-ca-certificates on the traditional client (replace <proxy
FQDN> with the fully qualified domain name or your proxy):

cd /ete/pki/trust/anchors

mv RHN-ORG-TRUSTED-SSL-CERT RHN-ORG-TRUSTED-SSL-CERT.old

scp <proxy FQDN>:/etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT .
update-ca-certificates

2olsf{ofF BfLICE ZEAI0|AM

IEAE Sof PXE BYS AI8StE 32 DE2Al9| 74 4ES
ES SE YBLICE AAE LhE2

o configure-tftpsync.sh 88 A3E
Installation-and-upgrade > Proxy- tup01|)\1 grolgh £~ JASLICEH

28.35. =H| sH& EHé,* MAH B A

thed Al ARS CHAl 200k St R LHS B TEHA2.

1. [root/.MANAGER_SETUP_COMPLETEZS AA|gfL|LCt.
2. PostgreSQLE EX|st1 /var/lib/pgsql/datas H|7{etL|Ct.

3. HE AMAR SAE 0|1 ZX[oI== et A|A” 2 AE 0|F S AEELCH
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4. [etc/hosts It S QIS0 RSt F L +HBLICH

5. CHed A A0 A Jetc/setup_env.shS 2215104 G|O|E{H|0| A O| Z0| A E[0] U=X| 2FQIRtL|Ct.

MANAGER_DB_NAME="susemanager '

7. mgr-setup= CHA| A BfL|C

28.36. =H| 5sHZ& RPC €& AlZt F|gt

HESD £E7F 2| AL HIESRS 37t CHREI0| RPC HZO| A7t Histof] =Ehet & U&LICE 0]of| k2t TH7|X]
CH2 2 E o= BiX| ZHI0] SEE(ALE o 20t @2 ZRILCH 7o TS MBI RPC HZ0| 22 F 4= U= Z[CH
AlZte =8 £ UAELICHL O ZUS +H= HIEAZ EMIE HZERE KT, Z2HAE SHEX g0
AIstA Lot

Mk RPC A2 AIZt HI3t Btol

1. SUSE Manager AHHO|| A /etc/rhn/rhn.conf THY S €10 X|Cl A|ZH S ZH(ZX)S ATt C
server.timeout =‘number®

2. SUSE Manager ZEA|0f| A /etc/rhn/rhn.conf I} S E 11 E|CH A|ZH H|BE h(X)S MEEL|C
proxy.timeout =‘number®

3. zypperE AH23H= SUSE Linux Enterprise Server 22t0|AE0|A [etc/zypp/zypp.conf IS B0 %|CH
Azt Hlst 2h(x)S H-EL o

## Valid values: [0,3600]
## Default value: 180
download.transfer_timeout = 180

4. yum= AME3%t= Red Hat Enterprise Linux 22t0|HEO0A /etc/yum.conf TS F10 A|Cf AlZH H$

timeout =‘number®

(i ) RPC AlZt H[3HS 180 % 0|20 2 H|ststH, 2Fs| M A QI £Q10| ZLHE 9(30| UBLILCE

28.37. =H| ol Z CI2 3! DNS MO = HA|Fl Salt
S20|AUE

Salt S20[AHET} Al Sl 0= 7 [X| M= 1 = HE HEi S2 Yol M= HEAZ|H ChZ HAIX[Z
HEAELCE
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MinionO| & FX|=|HLt HZEY + GSLIC.

0| ZL A YHS WA HUNL. YHS HHR £ 2

rir
oX

© 22 DNS 740| 22| 2191 4 ALk,

Salt 22t0[AET} CHA| AL T2)|Q10] A2 IXMX|= Z<2, S2I0|HUE= FQDN 12 S A4St 122lo|
TIE mf7tx] SEStX| &LICH SUSE Manager AHHOIA Of2tEl & AMEE mj SUSE Manager AHE
Z20|HEE ACE test.ping2 ATt T AA =S +sto]| S2O0|HEI MNE HAHE T AL 0|
E2|HE 5= A=K FHAFL|CE

72X Qo2 SUSE Manager MH = test.ping BE2| SES +4I57| I8 5% St C7|RLICE 5% O|LHol| SEO|

£ AE|X| UOH ZEI0|HE T CHRE|U L HES 4 QICH=E HIAIXIE EAISH 2t 0| HIist=5 M- EIL|CH

O] EXIE silZstzH S2t0|HEN A DNS 202 £Hst0 FQDNS 2Qlst= S0F S2I0|HET 5% St HEX]
|.

7tstR| &2 AL SUSE Manager MH 2| Jetc/rhn/rhn.conf I0f| = java.salt_presence_ping_timeout
US4 2 UCE BISHIAIR.

of:
java.salt_presence_ping_timeout = 6
2|10 CHS 2 AH25H0] spacewalk-servicesS XHA|EFRELICE,

spacewalk-services restart

8.38. Saltboot £=2! 2H| s Z

2UE S7HAIF|H SUSE Manager M7}t OJL|H0]| HEE & iALE SESHK] =X o8
Qlst= o AlZto] O @2 ZE £ e 2 SUSE Manager A7t Mutdoz L 1X|71I-+
EfohX| QLT

0[0 ot 2

N

AlAHE THEIM 3] ghel 22 Qlsl, U HR Saltboot =412 SLE 11 SP3 Z2I0|HE|M WM E mf Mujet £
UAFLICE 2|0 ChE0 22 LEI EAE = ASLIC

ID: disk1_partitioned
Function: saltboot.partitioned
Name: disk1
Result: false
Comment: An exception occurred in this state: Traceback (most recent call last):
File "/usr/11b/python2 6/site-packages/salt/state.py", line 1767, in call
**cdata[ 'kwargs'])
File "/usr/lib/python2.6/site-packages/salt/loader.py", line 1705, in wrapper
return f(*args, **kwargs)
File "/var/cache/salt/minion/extmods/states/saltboot.py", line 393, in disk_partitioned
existing = __salt__['partition.list'](device, unit="MiB")
File "/usr/1lib/python2.6/site-packages/salt/modules/parted.py", line 177, in list_
'"Problem encountered while parsing output from parted')
CommandExecutionError: Problem encountered while parsing output from parted

167% [ ®N 177% 28.38. Saltboot #=4! =H| ¢iZ | SUSE Manager 4.3



O] EXl= 2% MM7F 2l THE|MHo| 37| § S22 7450 o2 4= AFLILE 27|17t SHIEAH BFEH 54
Mol o M= ZHS et

E*x}: Saltboot #=2{0jlM S22 TIE[M 37| 4

1. SUSE Manager Web UIOIlA AJAE > AJAR JOFCZ 0|5t RFTE |FELSH= SLE 11 SP3 22H0[AETL
HStEl stERo] ¥ 28 S MERILICE 4] B0]A Saltboot 52| Q= 0| SEfLICE
2. G MAZHZEE DE|MS 20 mEIM 37| HEof MES 37|(MiB BHel)E LHESLCH

EiIOIE | AIfsHH I11|0|E1H1|0|* HH Z*.’L' 5! 7|Et 2= Spacewalk MH| ATt AZHE|X] G5 LT XhA|e

systemctl status uyuni-check-database.service

CC

_

rir

journalctl -u uyuni-check-database.service

O 20l spacewalk-service BE S MAMSGHX| o= 22 0| BHS Sl C|HI HE

il
Mt
A

o

o 4= AELICH

28.40. =X & S7I=}

S7|et= o2 0| R 2 HIE

1
50
i
r
n
e

Z ZH(ofl chet XEMIS LHE S 2felsta{H thg FE S A elLIct.

=

export URLGRABBER_DEBUG=DEBUG

spacewalk-repo-sync -c <channelname> <options> > /var/log/spacewalk-repo-sync-$(date +%F-
%R).1log 2>&1

ZypperZt 8%t 2T |var/log/zypper.logt A = Qg 4= UEL|CE,

GPG 7| EX|
SUSE Manager= EtAL GPG 7|1 € XFS Q2 AME[SHX| & LICE THI|X| 57|27t AofstH A2 & gl= GPG
M2 4= AELICE Jvar/log/rhn/reposyncE 11 LISt 242 QREE #OH 0|2{st 20| siiYsh=X] =
7ts:

['/usr/bin/spacewalk-repo-sync', '--channel', 'sle-12-sp1-ga-desktop-
nvidia-driver-x86_64"', '--type', 'yum', '--non-interactive']
RepoMDError: Cannot access repository. Maybe repository GPG keys are not imported

ERE diZs2{H GPG 7|2 SUSE Manager2 UZELHOF SILICH, GPG 7| YEEO| CHEH XbAISH LHES
Administration > Repo-metadata0i|A| 21E 4= ASL|CE.
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spacewalk-repo-syncOlAl GPG 7| H|7{
spacewalk-repo-syncE ALE6t0] 2| XX|E2|E GPG 7|E 322 YEERL 0 7|7t O 0|4 EHRSHX| ok

G
AR(0l]: 7|7t 2ME[JAAL HIAE SHO 20 AL E H ), spacewalk-repo-synci| A AH&SH= zypper RPM
CIlO|E{H| O] AOI| M | A o= UAELICE O QU AL =+~ U= BH2 LIS Z2ELICH

rpm --dbpath=/var/lib/spacewalk/reposync/root/var/lib/rpm/ -e gpg-pubkey-*

017| M gpg-pubkey-*= X|7{& GPG 7|2] 0|2 QLICH.

GPG 7| A
GPG 7|1E ZAist2{H HX O)H 7|1 M2t = M 7| S dodstod JREFLICY.

H3d =22

=t

|32 40| Mifst AL /var/log/rhn/reposync/*.log 21 T+A0f| C}S 2t 22 LB HA|E 4= UASLICH

Repo Sync Errors: (50, u'checksums did not match
326a904c2fbd7a0e20033c87fc84ebbabh24d937 vs
atd8c60d7908b2bAe2d95ad0b333920aea9892eb’, 'Invalid information uploaded
to the server')

The package microcode_ct1-1.17-102.57.62.1.x86_64 which is referenced by
patch microcode_ct1-8413 was not found in the database. This patch has
been skipped.

0| QFR=-Y SHE AIE5I0{ BH TEILEO|M 57|25 At 3l 2 7ts e Ct.
spacewalk-repo-sync --channel <channelname> -Y
0| M2 ZZLZ FHAIE! M2 do| ot 7|2t Toj| 2| ZX| £2| C|0|E{ £ =telgtL|Ct.

HE AlZHH[S

CH2ZE AZHO| THE F ot i X 1tst= ZR0f s eLict.
28, '&o| HF LELCH 22 300x Lo MEE XZ 1000HH0|E 0|2t

0| 2F = [etc/rhn/rhn.confOl|A] reposync_timeout 3! reposync_minrate 714 22 X[HsI0| 2 &
[qSLICL  7[2XMe=2 300X S¢9F XT 1000H0|E 0O|fto] MEEH CIREEJ STHELCH
reposync_minrate=Z X &t HIO|E &8 ZTHSI1 reposync_timeout2 2 C7| A|ZHE)S ZHE 4 USLICE

-_

Manually Trusting the Key During reposync

It is possible that in some cases when reposync is run, you may need to accept the GPG key
manually. For example:

# spacewalk-repo-sync -c nvidia-compute-sle-15-x86_64-we-sp3
1 7 : 07 : 40 o o o oo

17:07:40 | Channel: nvidia-compute-sle-15-x86_64-we-sp3

1 7 : 07 : 4@ NS S S S o o o o o o oo

17:07:40 Sync of channel started.

New repository or package signing key received:
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Repository:

Key Fingerprint:

Key Name:

Key Algorithm:
Key Created:
Key Expires:
Rpm Name:

nvidia-compute-sle-15-x86_64-we-sp3

610C 7B14 EQ68 A878 070D A4E9 9CDO A493 D42D 0685
cudatools <cudatools@nvidia.com>

RSA 4096

Thu Apr 14 16:04:01 2022

(does not expire)

gpg-pubkey-d42d0685-625893a51

Note: Signing data enables the recipient to verify that no modifications occurred
after the data

were signed. Accepting data with no, wrong or unknown signature can lead to a
corrupted system

and in extreme cases even to a system compromise.

Note: A GPG pubkey is clearly identified by its fingerprint. Do not rely on the
key's name. If

you are not sure whether the presented key is authentic, ask the repository
provider or check

their web site. Many providers maintain a web page showing the fingerprints of the
GPG keys they

are using.

Do you want to reject the key, trust temporarily, or trust always? [r/t/a/?] (r):

28.41. 2H| s Z Taskomatic

2[ZX|E2| HEHOIE HMHE2 HuX FHHMl ZZMAO|ZZ TaskomaticS 2=dtH{H R F0| ZE #
UG LIL}. £, TaskomaticO| HSotH 2| ZX[E2| HIEHH|O|E Md-go| SEE £ AFLICH

TaskomaticO| O3] &M FO[AHLt Z2MATH SEo F2 IH7|X| HHIO|E7F Web UIOIM AtEE &= A= AME

=
2 o+ AX, S20|AEN= HAIEX] F2H S20|HE AUCI0[E A7t HufEfLItt. O] E<L zypper ref
HHOM B = Q7= LSt Z2ELIC

XEE URLOIM =t MEIEIOIHE &S + §f

0jo

O|F +¥3tz{H TaskomaticO| 03| 2| EX[EE| HEIHO|HE Hdst= SAUX| L= S50| A = A=K
efQIgtL|Ct, 22I0|AE YC|0|ETL SHIEA| +™E=5 HEIC|O[E HMH0| 22 E W7tX| 7|Li2[HL S& =

Taskomatic2 M A|ZFEILICE

HX}l: Taskomatic 2| &l

1. SUSE Manager AHO|A /var/log/rhn/rhn_taskomatic_daemon.log It S olsto HIEIH|O|E] XijAliA

T2 MA7}OFA] M8l SOIX| = 50| ZUU=R| eflet|c.

2. taskomatic2 ZHA|ZFErL|C,
service taskomatic restart

2telS Aot HIEtHIOfE R guh 2 E MES

rr

3. Taskomatic 21 MAOM Ct3at 22 o= 2tel % &

Ae & JBLICE
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<YYYY-DD-MM> <HH:MM:SS>,174 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Generating new repository
metadata for channel 'cloned-2018-q1-sles12-sp3-updates-x86_64"'(sha256) 550 packages,
140 errata

<YYYY-DD-MM> <HH:MM:SS>,704 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Repository metadata
generation for 'cloned-2018-q1-sles12-sp3-updates-x86_64"' finished in 4 seconds

28.42. Web Ul 2E A1 ZX]| sl &

7t& Ofo| 20| M 20| Web UIZt 2EE[X| 84E + UASLICE O] 2X= M A|A™S SAE O|F W IP F47F7|E
AL SYUSH 2R F2 B2t N0l Qo LARLIC Ol2{¢t 522 LR HEIRK|M 250] 4
ALt

HAIE X2 HO|X|E CHA| 2E38HH O] EX|7E sHEE LIt tHREES] H2tXo| M= Ctrl + F5 & =2 0| EXIE
it = A| S 2 4= ASLICH
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Chapter 29. GNU Free Documentation
License

Copyright © 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with
or without modifying it, either commercially or noncommercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms that
the software does. But this License is not limited to software manuals; it can be used for any textual
work, regardless of subject matter or whether it is published as a printed book. We recommend this
License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated
herein. The "Document", below, refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in a
way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either
copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document’s overall
subject (or to related matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not explain any
mathematics.) The relationship could be a matter of historical connection with the subject or with
related matters, or of legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The
Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
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then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or
(for drawings) some widely available drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input to text formatters. A copy made in an
otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not Transparent
if used for any substantial amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image
formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and
edited only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of
the work’s title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or
contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ stands for
a specific section name mentioned below, such as "Acknowledgements", "Dedications",
"Endorsements", or "History".) To "Preserve the Title" of such a section when you modify the Document
means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in this
License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.
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3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document’s license notice requires Cover Texts, you must enclose
the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these conditions, can
be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opaque copy, or state in or with each
Opaque copy a computer-network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy of the Document, free
of added material. If you use the latter option, you must take reasonably prudent steps, when you begin
distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an Opaque copy
(directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to give them a chance to provide you with an updated version of the
Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). You may use the same title as a previous version if the original publisher of that version
gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.
D. Preserve all the copyright notices of the Document.
E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the public permission to
use the Modified Version under the terms of this License, in the form shown in the Addendum
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below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document’s license notice.

H. Include an unaltered copy of this License.

l. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the
title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there is
no section Entitled "History" in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy
of the Document, and likewise the network locations given in the Document for previous versions it
was based on. These may be placed in the "History" section. You may omit a network location for a
work that was published at least four years before the Document itself, or if the original publisher of
the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor
acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles.
Section numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some or
all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version’s license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a
Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of Front-
Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one
entity. If the Document already includes a cover text for the same cover, previously added by you or by
arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their
names for publicity for or to assert or imply endorsement of any Modified Version.
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5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else a unique number. Make the
same adjustment to the section titles in the list of Invariant Sections in the license notice of the
combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single copy
that is included in the collection, provided that you follow the rules of this License for verbatim copying
of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this License
in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright
resulting from the compilation is not used to limit the legal rights of the compilation’s users beyond
what the individual works permit. When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document’s Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the
Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document
under the terms of section 4. Replacing Invariant Sections with translations requires special permission
from their copyright holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include a translation of this
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License, and all the license notices in the Document, and any Warranty Disclaimers, provided that you
also include the original English version of this License and the original versions of those notices and
disclaimers. In case of a disagreement between the translation and the original version of this License or
a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the
requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for
under this License. Any other attempt to copy, modify, sublicense or distribute the Document is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

ADDENDUM: How to use this License for your
documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU
Free Documentation License.
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