GC®E SUSE

firewal ldDHIE

=
Linuxth —NEH—EXZRETI-HDEERY—ILTH
BfirewalldiCDWTEELX Y, firewalldid. Z2<DEHFT AR
Ea—>a i3 T 74D DFEERR Y NI —JBEIX A=
ALTY, BRERNAY —UR—2DEBEFREMEEEICEID. —
EXEFMTZERLRY NTI—O NS T4 v O ERICHIHTE
E

BaY
firewalldid. BB T 717 04— ILDIL—ILZEBERNHRYS —> ¢
H—ERHRILT BT, LInuxRATFLEDIRY ND—01%2

T4 2B TRHDORAN. BN TIA-—HFTL Y RIBHFEZR
HI37H. RAIRTT,

FRERFR
CDEEDERICIF0DIFLZELX T,

BiE
Linux> X5 LDOEFa )T ZMBEMICEIELRLT 5 Z Ko

firewalldDHE



A W N

(o) BN O3

21

sudoE 7=ldroothEtE, firewallddVY VR, BICT AT I 4—
CILIL=ILISKENABREEEZIMZ DAV Y RiZld. BRINIISIE
DUBID B TT,

firewalldid. ZL<DOEFDOLINUXTA A RJE2a—>3 00T

CTFINMDT AT I4—=ILTGe YATLICTVA VR =)L
TNTLVAEWEEIX. firewalld Xy T —2% 4> —ILT 3
RERHD £,

Linuxis R O BE AR RIBEA R R T,

F¥17H:11/12/2025

SP/N

firewalldiCDWT 3

2747 04=ILIL—=ILEY—2VDER 7
—iEY R firewallddY > R 11
firewalldD b Z I a—FT1 27 14
FEIERR 17

EHVEIR 18

GNU Free Documentation License 18

firewalldDHIE



1 firewalldlcDUL\T

firewalldid. LINUXS AT LEDRY FDT—0 ST 4 v I RFHHD DMERMICH
I3 T 717 04— ILEBEBY—EXTY, BEFOEGZFIIBZIEHLE
BEIDR3EHNTETET, firewalld=FEAHITIFSIEXDODEHD TY,

o BINREBIFOERZVIM T2 i<, BEEZAEICERATEE Y

s A—HILYRUBAVRTT—R -V e Y —ERGERB T 7 A TI4—ILIL—)L
EBELLET,

o HISMb:—AEHYA S ) A Tl nftables/L— /L2 BEERETIHEIIHD FHA.
o KRR EBRESRBOMIT NI —IILZBEICEETEXT,

o KETMIRERTE: T 7 )L Tl firewalldld. BARBIICHFAI SN TULARLED, IART
DEEBNS T4 v o%TOv I 9 Bdeny-al URANICEDVWTEEL X,

1.1 firewalldV —Y

T7ATT3— NV —=2F BEDRY FT—0A4 VBT T —RAFIEEETIPT KL RITH
TRIRZEXY TS T4 v I DMIBFEERET IERBADIL—ILtEY FTT, &
V—=2ld BEERITONTVWERY FT—JDEGBBZEELANILZRLET, *v T—0%
BORETICEOVWT, SEIFREF2VTsRIS—%2BHRATETET,

V=2 EFxa) 70 7O771ILDESBHDTY, L XlE. DEDOWI-FilEli
BEBR—LRY NT—UICEBBRZ 7747 74— L= ZEBALEWVEELNHD £

Jo firewalldV—>Zz@EHET 2. COLEEMNDIL—ILEY bZEEL. TN
CTEETEEY, XY F7—0#FIL. 1DDfirewalldy — > DIL—ILDAHITHREVE

9o, firewalldV —>Illd. BHORY T =04 2T —REIIXETIPTRLRA%ZES
HBEENTEFET,

Jusr/lib/firewalld/zones/7T+ L 27 FUICIE. FBRIERBZADY —UH AT ET, X
ICHlZERL £

> /usr/lib/firewalld/zones 1s
block.xml dmz.xml docker.xml drop.xml external.xml home.xml internal.xml nm-
shared.xml public.xml trusted.xml work.xml

BRERABHY —2DT T I FRED—BIIRDEED T,
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drop

o EBHELANIL:ZT2ICEELEEA.

s BMEIRTOZRERY M7=y I, BEAZLTRrROYENET, X
T LD SR INIEREEGOADFIINE T, CNICED. AEBBOHEEICIT
SRATFLDEELRVWESICRZS TRFILR] E—RANRMHINE T,

o FARAEM:XTILAM X2 ) T ERARICEOHZHICFERBL. FER LS
T4 v I%RLICEBRHLEYT, BEEERZERICZIFANTIEVWTAEWY —NDE
BET I LTELTWVWET,

block
o SFELANJLIEREICTEL,
o BRI RTORERY FT—UEFIL. IPVADIFEILicmp-host-prohibited X v
=, IPv6DIGEIXicmp6-adm-prohibited X v —S THETEINE T, TN
& D, BEDERNICIESINE I CHAREEICBHMEINE I, X T LN SHA
INIREEROADHBETT,
o FABEM:ESHTHA IOV ITN TV Z X EEICHATMICENT 31551
BHEINET,
public

o BHELANILEFETIARVL, FENTU v,

o BEMDIRTFLEERBLAEV. NTVYIDEBETIRVRY FI)—0%FFKL
x93, T74ILETIE. SSH. DHCPV6I SA 7> bR X BIRENIBEEHD
HAHZIFTANSNE T,

o BAEF:I)L—RDODWANT VR T T—RBE. 41— v MIEEBESGINT-T
VRTIT—AD—ENBET I ALY =2 Tl tHOTFNA X ZFIHTE AL
2y RNT—=IOANDEFPTENE,
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external

o BHELANIL:TZIAL— FFEDHNER

CHHE T AT UA—IIUNDT =TT A FIZIL =2 LTHEEET 255 DAER
ZYy rT—=2M[ITTY, BE. NATYZAAL—RIET 7L TERICER>TUVE
T CORY NT—U OO I T LEEFEBELTLWAVWCWVWSHIRET. BERIN
IEERERDOADZRITANSGNET,

o FRBEMLInUXxI S UHIIL—RE LTEEL. RERD FSAR—bRy bT—0%
INTVw oA Z—2y MCERT35EICEREINE T, S22 71 —Xid
COYV—=2ICEESN. ARy 7= bROPZRLANS. AT 17>
EHA >R =2y FREDAEB)Y —RICTIERATEDLSICLET,

dmz (Demilitarized Zone)

o BHELANIFBRESNINT VY IT7 71,

s BMENT Vv o7 o RARERED. RERY FT—IADT7 71 XIFHIRITNT
WADMZY —>RD Y AT LA, BIRINIEEGEGOAD=ZITANSGNET, T
T A MCIGBEE. SSHY RT3 20Ot —EXREENE T,

o FAEEM:Webt—/\. X—JLH—/\, DNSH—NBRED/NXT U woH—/NICHEL
TWEY, N6 —NIFERNICTA VX —2y MIRFASINTUVWETH. AEE
DEDEBRTETZ2RY NT—IDSIIRBEINTVE Y, FRREBRIAPBI>TZ
AN OFvAD) RV ZRNBICHRABNS, A1 VF—FXy MITIEATEDS
MENDH DT —ERXZRA N R5EITERNTY,

work

o L ANIL:IZIZEE(ERRR).

o BMEMEERIBTIZ. BE. Xy U= ot 1 —2%FEFELE
o SSH®DHCPV6Y 17> haY. ERERIETXI K ERAINIFHEDEEEN:
ZEHFALEY,

o FABER:A T4 AR Y R T—IRRELANEDY X T LICELTWETD,

5 firewalldDHE



home

o BHELANI:UZIFERE(R— LETRER),

e BIER—LIRIETIZ. XY bT—J LOMDI R T LZIEIFEELE T, NT
Vo) =N =2 EDHZL DY —EXZFALET, Z<DIFE. 77
TIHB. X775 =N TV IRBEO—RNBR—LRY FT—IH—EX
ICIIR < SSHX®DHCPV6Y 517> hHEENET,

o FREHR—LIXY FT—IXRINRRER—LA T 2Dy 7 v FICRET
ER

trusted
o SHELANILEDHEL,

s BMEIRTORY hT—0U8EX. 70IILR2) VTR LTRITANSNET, C
DY —VICEIDYTHONTIEGTICIZ T 71 74— ILIEREIN TV EE A

o ERAEFEREOEVERABICTFHNEINATLE Y

1.2 firewalldZhRo—XIL—])L

firewalldR) o —I&. IEERKDOYV -2 B LT SOBETERLEXYNTI—I STy
VEBHEERBLEY, ChICED. bFT0v P H—EX. R—b. BLUFHFH. IE

B, FOYTRBREDT IS aVDRXETEBAZIBEE T IEERIL—IIZEERETITET, ch
DRI —F. BERIN—T 1 2P R— b RERZRELED. B—RIMNATHBESINT
Xy D=0 IXY bEEKLIED TIHEICEF T,

firewalldZ/RU > —ld. V—=2%FABALTIL—ILEY FEERZLE T, IL—ILIEXT—FTIL
I O—FRIGERAIND O, —ARICr STy I 70— %2F&KT B L. firewalldid!

R—=VNREBENICEHFAILET, CNBHDRUS—E. ADV = Z T vIHABB
ROV = (bZ 70 v IohHZBRMZ)>ILET, CHICED. RUP—DIL—ILH
BRAINZEMNBNICAADPERINE T, L XIE. RUS—IFRDLSICRRTEE
ER

> /usr/lib/firewalld/policies 1s
allow-host-ipv6.xml

T7AT7Tx—ILIL—d Ry bT—O ST v I ZIERICHEIEL. FaIEciE7Oy
JLTORTLZEF 2V TADBENSRETETEX I, 771774 ILIL—ILId. EfETT
ERBEDIPTRLRA, R—b XY T—IA VR TT—RBLEDETEIFTLERICEDV
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THEDEEXTEHRELEX T, firewalldid. 7717 T4+ —ILIL—ILEY) =2 RIS —IIH
17E T, firewalldDEY —IlIE. BETBZIRY N T—I0A VB TIT—IAANDNZ T4 v D
1EREZRETIEEDIL—ILEY FHHD FT,

13 H—EXRCKR—*F

FRERBADOY—EXDFRATESHEIE. Y—EXZERAI B CHHERINE T, 1tk
ZIE HTTPATCPAR— F80ZEAL TWB I 2RI THELADDIC, httpH—E X =B
BRI TEAET. CHUSED IS—MRELICKCBD, BEDLBRZICARDET, ¥—
EXNEFERSNTVRVEER. Y —ERICARZLR—- FZEALTLSBEIR
R—bZEALTLKESVY. TIALN —2DT7 I 74 TRY—EREKR—FE ROAX
YR THEEETEET,

> sudofirewall-cmd --list-services

> sudofirewall-cmd --list-ports

2 747 0x=)LIL—=I)L&ey—>DER
firewalldV —> & EDIL—ILIE. I F 71 HIL7EWeb-1 > &2 7 = —XCockpitFzidgav >
RS UEIHBDfirewall-cmd 1—F« U T ZFEALTHRETTE T,

2.1 firewalld-cmd1—7 -+ )5+ Z{EMAL =firewallJL—IL &
—>0EE

CLIt >R 7 —XEFEAL CfirewalldV —>%#BEBETE X9,

2.1.1 firewalldV — > BN
FlLUfirewalldV —>% BN I

1. LW —2ZERLE T, fi:

> sudofirewall-cmd --permanent --new-zone=test

2. TIANLEIMFEERT BV —VOEHELANILZRELE T,
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> sudofirewall-cmd --permanent --zone=example --set-target=trusted

3. firewalld—EXZBO—RLTHLVLEREEZERL 95

> sudofirewall-cmd --reload

2.12 V=AY —E XDEN
V=Y —EXZEBMT 3ICI3:

1. INTOTF—EXZ—ERRL T T—EXNITICEFERINTVEINE SHZhE
L&Y

> sudofirewall-cmd --get-services
0-AD RH-Satellite-6 RH-Satellite-6-capsule afp alvr amanda-client amanda-k5-
client amgp amgps anno-1602
anno-1800 apcupsd audit ausweisapp2 bacula bacula-client bareos-director
bareos-filedaemon bareos-storage bb bgp bitcoin bitcoin-rpc bitcoin-testnet
bitcoin-testnet-rpc bittorrent-1sd ceph ceph-exporter ceph-mon cfengine checkmk-
agent civilization-iv civilization-v cockpit collectd condor-collector cratedb ctdb
dds dds-multicast dds-unicast dhcp dhcpve dhcpv6-client distcc dns dns-over-quic
dns-over-tls docker-registry docker-swarm dropbox-lansync elasticsearch etcd-client
etcd-server factorio finger foreman foreman-proxy freeipa-4 freeipa-ldap freeipa-
ldaps freeipa-replication freeipa-trust ftp galera
ganglia-client ganglia-master git gpsd grafana gre http http3 https ident imap
imaps ipfs ipp ipp-client ipsec irc ircs
[...]

2. U—ERE FR2AM Lty aryBAIC—RNICEMT 3 Cb. KEMISEMT 5
EHTETE, fl:

> sudo firewall-cmd --zone=public --add-service=http

> sudo firewall-cmd --zone=public --permanent --add-service=http

--permanent 7 ZJIC& D IR TOBRERDHEENHITFINT T,
3. firewalld—EXZBO—RLTHLLREZBERAL £,

> sudofirewall-cmd --reload

4, EREFEIELET,

> sudofirewall-cmd --zone=public --list-services
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2.13 VJ—2ADR—~DENM

TIVT—2aVICRRIERBAHDT —EZXDRBRVEEIE BEDKR— b XIIR— ~ D&
FZRA< N TERT.

1. R—kiE. 21y a > AIC—RMNICEBINTS . KEMISEBMTS L
:E)Tf_’?i?_o @J

> sudo firewall-cmd --zone=public --add-port=8080/tcp

> sudo firewall-cmd --zone=public --permanent --add-port=8080/tcp
--permanent 7 SICE D, TRTOBEEBRLEENMIFTINT TS
2. firewalld—EXZBO—RLTHLVEEZEBALE T,

> sudofirewall-cmd --reload

3. BREEIELET,

> sudofirewall-cmd --zone=public --list-ports

2.14 firewalldy — > DHIBR
V=BT B ICI3:
1. V=UhF 74 THERPTHEVW C2BRLE Y.
> sudo firewall-cmd --get-default-zone
V-V MERRERIRT 7 AL FOBE. MOV -V ERELET, Fi:
> sudo firewall-cmd --set-default-zone=NEW DEFAULT ZONE
2. FYRT—IAYRTI—ZADY —VIENA Y RENTUVBHESHhEREL T,
> sudofirewall-cmd --zone=ZONE TO BE DELETED --list-all

3. HSDinterfaces 71 —JLRICIE. IRTOA VR T T —AD—EBRRINEFT, C
NS5O >V27T—RIRNDOY —VICBEIDHTITIRELHD XT, RIHERLE
ER

> sudofirewall-cmd --zone=public --permanent --change-interface=ITERFACE NAME

4, J—>7ZHIFRL £,
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> sudofirewall-cmd --permanent --delete-zone=ZONE TO BE DELETED

5. firewalld—EXZBO—RLTHLLEREZEALE I,

> sudofirewall-cmd --reload

22 Cockpitickd 77470 x—ILILl—ILV—2DEE

CockpitTld. FILWLWY —> DIERCBIFDOY — > OEFHZITOI N TEET,
7 7’(7'7 T_)La);&/ri—t“\ \j\_\/‘:ﬂ_lﬁ‘x%ﬁhu L/TC D\ ’-J_s_ l\/\o)Tg‘t{Z
ZEFAILIEDTEF T,

@ 7EEC: Cockpittr—E X l3uws’E
Cockpith —EZEF T AL R DT 7T I 4= LY =V SEIRLAVTL 2
Vo Cockpith —EZATOw 7 Eh. H—/AHSEME N3 EEEMA D D £ 3,

221 TFAT I x—ILY—>DEM

publiczone (N7 ) w oI = NET 7AW SDT7AT7I4—IL)—>TY, FiLLW—>
ZEMT BIiE. XOFIRICREWVE T,

FIELFLVWI 717U x—ILY — 2 DEN

1. Y b T—=F 2 IR=JICBHLFT,

2. = =2 EiRET BT )T LED,
3. V—2DEMZIV Y I LET,

4, EELANILEBERLET, 2y NT—JEROBEELANILIZIE. BT —EXD
BRIERBADTY FHHD £9(Cockpitth —EXIFTARTOEFELARIICHBELE
9o

5. V—VRNTHATBET7RFLRAZERLET T, ROVTIhHDIEZFERL £,
e Uy 2K -HTRY FADIRTOT7 FLRZFALET,

o HHE -IPVRLREIN=—TA4 2T TLITI4VADAVIXYID YR b, o X
(&, 192.0.2.0/24,2001:db8::/32TT,
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6. V—DENMNZFERL THITL X I,

222 V—=2ADFAIT BT —ERICR— ~DEN

RICHEAT 2L D5I1C. BIFED I 74 70— LV —VICH—EXZEBIMTE X,

FIE2: 77 AT 4=I)=2ADH—EXDENM

1. %Y FT—F U IR=JICBEBLE T,

2. = =2 EiRETEEI VI LED,

3. T—EZXDENMZEIVYILET,

4, Y —EXZEBMITBICIE. T—EXZAVICLT URAMDSH—EXZEIRL X7,

5. ARAZLR—bZFHRTBICIE. DAFLR—bZ2Ad2ICL T UDPERIITCP. %3
WEIZDOEADR— MEZIEELE . COR— MMIHBFZEIDETEILNTEE
ED

6. TEXMRT 303, ¥ —EROBMERLGHE— FOBMEZNENI Uy LET,

3 —gMfirewalldd <Y R

firewall-cmd YV RS54 Y —ILiE. firewalldT—EVDREE ERICFERAT
NE¥d, CNFEOTENGI—T0 )T THH. T—EXDEENLGHEEZ
WMBERSICT7ATI+—ILIL—IL%ZERM. ZE. HIFTE370H. 707107
By NI —UEBEOPIHZHSENTETET,

—xE R firewall-cmd I > RHICIERDHDHH D £ 7,

o firewalldWEITHENE SHF TV I $ 3, HAErunning. not running. F7c
|ERUNNING BUT FAILEDTY, XICHlERLET,

> sudofirewall-cmd --state
running

o FARREBRINRTOY -2 2—ERTT 3. fi:

> sudofirewall-cmd --get-zones
block dmz docker drop external home internal nm-shared public trusted work
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12

* TTAINKI—2ERTT B, Al

> sudofirewall-cmd --get-default-zone
public

c TUTATIHRI—2EEIDETONTVWEY —2ZRTT %, fi:

> sudofirewall-cmd --get-active-zones
docker

interfaces: docker0

public (default)

interfaces: 1o enplsO

¢ TITAINMY—=2DIRTDIL—ILZRTT S, fi:

> sudofirewall-cmd --list-all
public (default, active)
target: default
ingress-priority: 0
egress-priority: 0
icmp-block-inversion: no
interfaces: enplsO lo
sources:

services: cockpit dhcpv6-client ssh
ports:

protocols:

forward: yes

masquerade: no

forward-ports:

source-ports:

icmp-blocks:

rich rules:

rule family="ipv4" source address="192.168.1.100" service name="ssh" accept

o BEDY —2DIARTDIL—ILERTT 3.

> sudofirewall-cmd --zone=public --list-all
public (default, active)

target: default

ingress-priority: 0
egress-priority: 0
icmp-block-inversion: no
interfaces: enpls0 lo

sources:

services: cockpit dhcpv6-client ssh
ports:

protocols:

forward: yes

masquerade: no

forward-ports:
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source-ports:

icmp-blocks:

rich rules:

rule family="ipv4" source address="192.168.1.100" service name="ssh" accept

° MAARBINTOFINERAAT —EXRZ2—EXRTT 5. fi:

> sudofirewall-cmd --get-services
0-AD RH-Satellite-6 RH-Satellite-6-capsule afp alvr amanda-client amanda-k5-client
amgp amgps anno-1602 anno-1800
apcupsd audit ausweisapp2 bacula bacula-client bareos-director bareos-filedaemon
bareos-storage bb bgp bitcoin bitcoin-rpc
bitcoin-testnet bitcoin-testnet-rpc bittorrent-1sd ceph ceph-exporter ceph-mon
cfengine checkmk-agent civilization-iv civilization-v
cockpit collectd condor-collector cratedb ctdb dds dds-multicast dds-unicast dhcp
dhcpv6 dhcpv6-client distcc dns dns-over-quic dns-over-tls
docker-registry docker-swarm dropbox-lansync elasticsearch etcd-client etcd-server
factorio finger foreman foreman-proxy freeipa-4 freeipa-ldap
freeipa-ldaps freeipa-replication freeipa-trust ftp galera ganglia-client ganglia-
master git gpsd grafana gre http http3 https ident imap imaps
ipfs ipp ipp-client ipsec irc ircs iscsi-target isns jenkins kadmin kdeconnect
kerberos kibana klogin kpasswd kprop kshell kube-api kube-apiserver
kube-control-plane kube-control-plane-secure kube-controller-manager kube-
controller-manager-secure kube-nodeport-services kube-scheduler kube-scheduler-
secure

[...]

e TIAIM—VTREFAINTVWEI T —EXZ—EBERTT 5, fi:
> sudofirewall-cmd --list-services
cockpit dhcpv6-client ssh
° TIFIBMY—=UIIH—ERZKGIICEMTY %, Bl
> sudofirewall-cmd --permanent --add-service=http
success
s Y—EXZZTLICHIFRT %, fil:
> sudofirewall-cmd --permanent --remove-service=http
success
o TIIAINMY—VTHREMWVWTWER— b Z2—ERTRT D, fi:
> sudofirewall-cmd --list-ports
22/tcp
° BEDTCPR— b Z—BFRIICRE <o Bl

> sudofirewall-cmd --add-port=8080/tcp
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success

e HWLWTWAR— M EELICHIBRT %, f:

> sudofirewall-cmd --permanent --remove-port=8080/tcp
success

e BEDY —ICA VAT T —RE—BERICEMNT %, fl:

> sudofirewall-cmd --zone=trusted --add-interface=ethl
success

4 firewalldD bS5 I a—Fa >0

firewalldD b ST a—T4 2 JICIF AT—RADF v, IL—ILOKE
i T—EXOBEFXIFBO-—FAZENET, BMEIEELIIERIE. BB
WKISCTT Ny I=zB LD, OJZR/ARED, T7AT7 0 4—ILIL—IL%ZH
BLEDTEET,

41 firewalldAT7—XXADFTwvY

* systemctl status AV REFERAL X, F

> sudosystemctl status firewalld.service
e firewalld.service - firewalld - dynamic firewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld.service; enabled; preset: enabled)
Active: active (running) since Thu 2025-07-17 09:47:36 CEST; 5min ago
Invocation: a7ea482f16d2431fa92d6204c297ebd9
Docs: man:firewalld(1)
Main PID: 921 (firewalld)
Tasks: 2
CPU: 262ms
CGroup: /system.slice/firewalld.service
L-921 /usr/bin/python3.13 /usr/sbin/firewalld --nofork --nopid

* firewall-cmd --stated~ > FIl&. running. not running. F7c
|ERUNNING BUT FAILEDE AN TEEABRIXT—RXAF T v I%1TVWE T, RIHZERLE
ER

> sudofirewall-cmd --state
running
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° firewalldDBETINTULARLVIGEIL. systemctl start firewalld <> REERL
7

> sudo systemctl start firewalld

o firewalldF—EXNIT XTI INTWVWBRHERIF. FTEDH—EXDIRA I ZHEFRL.
RICEHICLTHSREEL £, B

> sudosystemctl unmask --now firewalld
> sudosystemctl enable firewalld

> sudosystemctl start firewalld

4.2 firewalld/L—ILDF v

e firewall-cmd --list-all-zonesdVY > R, IRTOY -2 ZFDIL—ILERRL
£9, B

> sudofirewall-cmd --list-all-zones
block

target: %%REJECT%%
ingress-priority: 0
egress-priority: 0
icmp-block-inversion: no
interfaces:
sources:
services:
ports:
protocols:
forward: yes
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

dmz
target: default
ingress-priority: 0
egress-priority: 0
icmp-block-inversion: no
interfaces:
sources:
services: ssh
ports:
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protocols:
forward: yes
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

docker (active)
target: ACCEPT
ingress-priority: 0
egress-priority: 0
icmp-block-inversion: no

loaol

e firewall-cmd --list-ports <> RlF. LW TWBR—FrZRRL XTI,

> sudofirewall-cmd --list-ports
22/tcp

* firewall-cmd --zone=YOUR ZONE --list-all. <> RiI. HEDY —2DR—Fr%
—EBXRRLET, B

> sudofirewall-cmd --zone=dmz --list-all
dmz

target: default
ingress-priority: 0
egress-priority: 0
icmp-block-inversion: no
interfaces:
sources:
services: ssh
ports:
protocols:
forward: yes
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

4.3 firewalld®DF/\wvo

® --debug=[level]ZFIREWALLD ARGSIZENIL T. /etc/sysconfig/firewalldD 7 /\w
JEBEMLEFT, Bl

> sudo vi /etc/sysconfig/firewalld
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# firewalld command line args
# possible values: --debug
FIREWALLD ARGS=--debug=[level]

° -.debugA I a3 EIEL CfirewalldZzH L £9,

> sudofirewalld --nofork --debug

2025-07-23 11:10:05 DEBUGl: start()

2025-07-23 11:10:05 DEBUGl: Loading firewalld config file '/etc/firewalld/
firewalld.conf'

2025-07-23 11:10:05 DEBUGLl: CleanupOnExit is set to 'True'

2025-07-23 11:10:05 DEBUGL: CleanupModulesOnExit is set to 'False’

2025-07-23 11:10:05 DEBUGLl: IPv6 rpfilter is enabled

2025-07-23 11:10:05 DEBUG1: LogDenied is set to 'off'

2025-07-23 11:10:05 DEBUGl: FirewallBackend is set to 'nftables'

2025-07-23 11:10:05 DEBUG1: FlushAllOnReload is set to 'False’

2025-07-23 11:10:05 DEBUGl: RFC3964 IPv4 is set to 'True'

2025-07-23 11:10:05 DEBUG1: NftablesFlowtable is set to 'off'

2025-07-23 11:10:05 DEBUG1: NftablesCounters is set to 'False’

2025-07-23 11:10:05 DEBUGl: Loading lockdown whitelist

2025-07-23 11:10:05 ipset not usable, disabling ipset usage in firewall. Other set
backends (nftables) remain usable.

2025-07-23 11:10:05 iptables-restore and iptables are missing, IPv4 direct rules
won't be usable.

2025-07-23 11:10:05 ip6tables-restore and ip6tables are missing, IPv6 direct rules
won't be usable.

2025-07-23 11:10:05 ebtables-restore and ebtables are missing, eb direct rules won't
be usable.

2025-07-23 11:10:05 DEBUGLl: Loading icmptype file '/usr/lib/firewalld/icmptypes/

address-unreachable.xml'

2025-07-23 11:10:05 DEBUGl: Loading icmptype file '/usr/lib/firewalld/icmptypes/bad-
header.xml'

2025-07-23 11:10:05 DEBUGl: Loading icmptype file '/usr/lib/firewalld/icmptypes/
beyond-scope.xml'

2025-07-23 11:10:05 DEBUGLl: Loading icmptype file '/usr/lib/firewalld/icmptypes/
communication-prohibited.xml'

2025-07-23 11:10:05 DEBUGl: Loading icmptype file '/usr/lib/firewalld/icmptypes/

destination-unreachable.xml'

[...]
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A GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor,
Boston, MA 02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful
document "free" in the sense of freedom: to assure everyone the effective freedom to copy
and redistribute it, with or without modifying it, either commercially or non-commercially.
Secondarily, this License preserves for the author and publisher a way to get credit for
their work, while not being considered responsible for modifications made by others.
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This License is a kind of "copyleft", which means that derivative works of the document
must themselves be free in the same sense. It complements the GNU General Public
License, which is a copyleft license designed for free software.

We have designed this License to use it for manuals for free software, because free
software needs free documentation: a free program should come with manuals providing
the same freedoms that the software does. But this License is not limited to software
manuals; it can be used for any textual work, regardless of subject matter or whether it

is published as a printed book. We recommend this License principally for works whose
purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice
placed by the copyright holder saying it can be distributed under the terms of this License.
Such a notice grants a world-wide, royalty-free license, unlimited in duration, to use that
work under the conditions stated herein. The "Document", below, refers to any such
manual or work. Any member of the publicis a licensee, and is addressed as "you". You
accept the license if you copy, modify or distribute the work in a way requiring permission
under copyright law.

A "Modified Version" of the Document means any work containing the Document or a
portion of it, either copied verbatim, or with modifications and/or translated into another
language.

A "Secondary Section" is a named appendix or a front-matter section of the Document
that deals exclusively with the relationship of the publishers or authors of the Document
to the Document's overall subject (or to related matters) and contains nothing that could
fall directly within that overall subject. (Thus, if the Document is in part a textbook of
mathematics, a Secondary Section may not explain any mathematics.) The relationship
could be a matter of historical connection with the subject or with related matters, or of
legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as
being those of Invariant Sections, in the notice that says that the Document is released
under this License. If a section does not fit the above definition of Secondary then it is not
allowed to be designated as Invariant. The Document may contain zero Invariant Sections.
If the Document does not identify any Invariant Sections then there are none.
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The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or
Back-Cover Texts, in the notice that says that the Document is released under this License.
A Front-Cover Text may be at most 5 words, and a Back-Cover Text may be at most 25
words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a
format whose specification is available to the general public, that is suitable for revising
the document straightforwardly with generic text editors or (for images composed of
pixels) generic paint programs or (for drawings) some widely available drawing editor,
and that is suitable for input to text formatters or for automatic translation to a variety

of formats suitable for input to text formatters. A copy made in an otherwise Transparent
file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not
Transparent if used for any substantial amount of text. A copy that is not "Transparent" is
called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup,
Texinfo input format, LaTeX input format, SGML or XML using a publicly available DTD, and
standard-conforming simple HTML, PostScript or PDF designed for human modification.
Examples of transparent image formats include PNG, XCF and JPG. Opaque formats
include proprietary formats that can be read and edited only by proprietary word
processors, SGML or XML for which the DTD and/or processing tools are not generally
available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages
as are needed to hold, legibly, the material this License requires to appear in the title page.
For works in formats which do not have any title page as such, "Title Page" means the text
near the most prominent appearance of the work's title, preceding the beginning of the
body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either

is precisely XYZ or contains XYZ in parentheses following text that translates XYZ in
another language. (Here XYZ stands for a specific section name mentioned below, such
as "Acknowledgements", "Dedications", "Endorsements", or "History".) To "Preserve the
Title" of such a section when you modify the Document means that it remains a section
"Entitled XYZ" according to this definition.
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The Document may include Warranty Disclaimers next to the notice which states that

this License applies to the Document. These Warranty Disclaimers are considered to be
included by reference in this License, but only as regards disclaiming warranties: any other
implication that these Warranty Disclaimers may have is void and has no effect on the
meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or non-
commercially, provided that this License, the copyright notices, and the license notice
saying this License applies to the Document are reproduced in all copies, and that you
add no other conditions whatsoever to those of this License. You may not use technical
measures to obstruct or control the reading or further copying of the copies you make

or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section
3.

You may also lend copies, under the same conditions stated above, and you may publicly
display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of
the Document, numbering more than 100, and the Document's license notice requires
Cover Texts, you must enclose the copies in covers that carry, clearly and legibly, all these
Cover Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on the back cover.
Both covers must also clearly and legibly identify you as the publisher of these copies.
The front cover must present the full title with all words of the title equally prominent
and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these
conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the
first ones listed (as many as fit reasonably) on the actual cover, and continue the rest onto
adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100,
you must either include a machine-readable Transparent copy along with each Opaque
copy, or state in or with each Opaque copy a computer-network location from which the
general network-using public has access to download using public-standard network
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protocols a complete Transparent copy of the Document, free of added material. If you use
the latter option, you must take reasonably prudent steps, when you begin distribution

of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an
Opaque copy (directly or through your agents or retailers) of that edition to the public.

Itis requested, but not required, that you contact the authors of the Document well before
redistributing any large number of copies, to give them a chance to provide you with an
updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of
sections 2 and 3 above, provided that you release the Modified Version under precisely
this License, with the Modified Version filling the role of the Document, thus licensing
distribution and modification of the Modified Version to whoever possesses a copy of it. In
addition, you must do these things in the Modified Version:

A.

22

Use in the Title Page (and on the covers, if any) a title distinct from that of the
Document, and from those of previous versions (which should, if there were any,
be listed in the History section of the Document). You may use the same title as a
previous version if the original publisher of that version gives permission.

List on the Title Page, as authors, one or more persons or entities responsible for
authorship of the modifications in the Modified Version, together with at least five of
the principal authors of the Document (all of its principal authors, if it has fewer than
five), unless they release you from this requirement.

State on the Title page the name of the publisher of the Modified Version, as the
publisher.

Preserve all the copyright notices of the Document.

Add an appropriate copyright notice for your modifications adjacent to the other
copyright notices.

Include, immediately after the copyright notices, a license notice giving the public
permission to use the Modified Version under the terms of this License, in the form
shown in the Addendum below.

Preserve in that license notice the full lists of Invariant Sections and required Cover
Texts given in the Document's license notice.
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0.

. Include an unaltered copy of this License.

Preserve the section Entitled "History", Preserve its Title, and add to it an item stating
at least the title, year, new authors, and publisher of the Modified Version as given

on the Title Page. If there is no section Entitled "History" in the Document, create

one stating the title, year, authors, and publisher of the Document as given on its
Title Page, then add an item describing the Modified Version as stated in the previous
sentence.

Preserve the network location, if any, given in the Document for public access to

a Transparent copy of the Document, and likewise the network locations given in
the Document for previous versions it was based on. These may be placed in the
"History" section. You may omit a network location for a work that was published at
least four years before the Document itself, or if the original publisher of the version
it refers to gives permission.

For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title
of the section, and preserve in the section all the substance and tone of each of the
contributor acknowledgements and/or dedications given therein.

Preserve all the Invariant Sections of the Document, unaltered in their text and in
their titles. Section numbers or the equivalent are not considered part of the section
titles.

Delete any section Entitled "Endorsements". Such a section may not be included in
the Modified Version.

Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title
with any Invariant Section.

Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as
Secondary Sections and contain no material copied from the Document, you may at your
option designate some or all of these sections as invariant. To do this, add their titles to
the list of Invariant Sections in the Modified Version's license notice. These titles must be
distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but
endorsements of your Modified Version by various parties--for example, statements of
peer review or that the text has been approved by an organization as the authoritative
definition of a standard.
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You may add a passage of up to five words as a Front-Cover Text, and a passage of up to
25 words as a Back-Cover Text, to the end of the list of Cover Texts in the Modified Version.
Only one passage of Front-Cover Text and one of Back-Cover Text may be added by (or
through arrangements made by) any one entity. If the Document already includes a cover
text for the same cover, previously added by you or by arrangement made by the same
entity you are acting on behalf of, you may not add another; but you may replace the old
one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission
to use their names for publicity for or to assert or imply endorsement of any Modified
Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under
the terms defined in section 4 above for modified versions, provided that you include in
the combination all of the Invariant Sections of all of the original documents, unmodified,
and list them all as Invariant Sections of your combined work in its license notice, and that
you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical
Invariant Sections may be replaced with a single copy. If there are multiple Invariant
Sections with the same name but different contents, make the title of each such section
unique by adding at the end of it, in parentheses, the name of the original author or
publisher of that section if known, or else a unique number. Make the same adjustment
to the section titles in the list of Invariant Sections in the license notice of the combined
work.

In the combination, you must combine any sections Entitled "History" in the various
original documents, forming one section Entitled "History"; likewise combine any sections
Entitled "Acknowledgements", and any sections Entitled "Dedications". You must delete all
sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released
under this License, and replace the individual copies of this License in the various
documents with a single copy that is included in the collection, provided that you follow
the rules of this License for verbatim copying of each of the documents in all other
respects.
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You may extract a single document from such a collection, and distribute it individually
under this License, provided you insert a copy of this License into the extracted document,
and follow this License in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent
documents or works, in or on a volume of a storage or distribution medium, is called an
"aggregate" if the copyright resulting from the compilation is not used to limit the legal
rights of the compilation's users beyond what the individual works permit. When the
Documentisincluded in an aggregate, this License does not apply to the other works in
the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document,
then if the Document is less than one half of the entire aggregate, the Document's Cover
Texts may be placed on covers that bracket the Document within the aggregate, or the
electronic equivalent of covers if the Document is in electronic form. Otherwise they must
appear on printed covers that bracket the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the
Document under the terms of section 4. Replacing Invariant Sections with translations
requires special permission from their copyright holders, but you may include translations
of some or all Invariant Sections in addition to the original versions of these Invariant
Sections. You may include a translation of this License, and all the license notices in the
Document, and any Warranty Disclaimers, provided that you also include the original
English version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this License
or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History",
the requirement (section 4) to Preserve its Title (section 1) will typically require changing
the actual title.
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9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly
provided for under this License. Any other attempt to copy, modify, sublicense or
distribute the Document is void, and will automatically terminate your rights under this
License. However, parties who have received copies, or rights, from you under this License
will not have their licenses terminated so long as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free
Documentation License from time to time. Such new versions will be similar in spirit to the
present version, but may differ in detail to address new problems or concerns. See https://
www.gnu.org/copyleft/ a.

Each version of the License is given a distinguishing version number. If the Document
specifies that a particular numbered version of this License "or any later version" applies
to it, you have the option of following the terms and conditions either of that specified
version or of any later version that has been published (not as a draft) by the Free Software
Foundation. If the Document does not specify a version number of this License, you may
choose any version ever published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the
“with...Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the
three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing
these examples in parallel under your choice of free software license, such as the GNU
General Public License, to permit their use in free software.
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