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* You can also perform remote commands on one or more of your clients.

©  Remote commands allows you to issue commands to individual clients, or to all clients that
match a search term.

2.1. BRI LT o a >

You can apply recurring actions on individual clients, to a system group, or to all clients in an
organization.
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Use this procedure to run a remote command via Salt.
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Procedure: Running Remote Commands on Clients
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2.
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Chapter 3. AnsibleD{#ES

Ansible is a tool to manage computer client systems. For more information, see
https://www.ansible.com.

SUSE Multi-Linux Manager supports managing Ansible control nodes. For more information, see
administration:ansible-setup-control-node.pdf.

The supported version for the Ansible Control Node is Ansible 11.3. It should be obtained from the
operating system vendor’s official repositories. For example, on SUSE Linux Enterprise 15 SP6 and SP7,
Ansible is available through the Systems Management Module. For Control Nodes running operating
systems other than SUSE Linux Enterprise, use Ansible shipped together with that distribution.

Ansible software is also available for SUSE Multi-Linux Manager Proxy and SUSE Multi-Linux Manager for
Retail Branch Server.

3.1. HEEDBIE

SUSE Multi-Linux ManagerTld. ¥ X7 LEEEH Ansiblefilfil/ — REIRETEX T, HHR—FIh 38
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BLTLLIEEL,

° playbookid. 1 >R> U DEESEZHATIHETT, playbookdE#AIC DL T
I&. https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.htmlzE&8 L T
{TEELY,

3.2. B BAFEE

To use Ansible features, you need to register the already existing Ansible Control Node to the SUSE Multi-
Linux Manager Server. In the Web Ul, on the System Details > Properties page of the registered system,
you must enable the Ansible Control Node system type of the Add-on System Types list.
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YA R=LEN. AT LD > Ansible? 7 TAnsible#gENBIICHE D £,

RDRATY T LT PRATLOFH > Ansible > FIffl / — K X—2 TAnsible playbook7« L7 b UE LT
AR T7AINADNIZHRELET, ARV MYNZE LT, BEDAnsibler > XY MUY
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[etc/ansible/hosts=FHTE XY, playbookT+ Lo k1) LT, playbookZ 7 1 ILAMRESINLTL
BEIMH/ — R EODEEDTA LI M) EFERATEEY, playbook7 1 L7 ~UIZiF. .ymlT7 71 ILHEE
NTWVBH. yml7Z 7ML EEODH T T LI MIBEENTVET,

Ansibleflffl / — KD+ > X =)L EREICDWVWTIE. Administration > Ansible-setup-control-node% %
BLTLIESL,

33. 1RV N DEE

ARV RN REEZE L. SUSE Multi-Linux Managerz B L TEZORAREZBRETT Y,

70— v:Web UID 501 ARV M) DIRE
1. SUSE Multi-Linux Manager Web UIT. & X7 LDl > Ansible> 1 RV MU ICBEL FT

2. AR RYNRNZREZTZ )OI LT, il /) —ROA IR FUBREEY 7ILRALTRITLETD,

3.4. Playbook®#&iH

playbookT 1 Lo hUZEERLIERT. P XTLDHHM > Ansible > playbook~— TplaybookZ #&H T
e

AR M) DRECRAFRIC. playbookDIREIRIEIFHIEH / — K ETU ZILE A LICKRTIhET,

3.5. Playbook®£17T

playbookdE1TIE. AT LDHM > Ansible > playpbookR—SHS5R7 Va2 —)LTEET, RITT
%playbookZzER L 7= T. [playbook®DRITDRT7r<a—I] 447070 [1 RV FUNR] ROy

TEIVARZa—DBRITITZA RN T 7ML BIRTEET, BEEZERLAWVWESE. HIE/ —
FTRESNTLBET 7L LD IR MUDMBRHETNE Y, ROy FEATUAZa—IliE 1RV E
DINATEELIEA R M X playbookT« LI M) TAO—AIICKREHSINIZA R FUDRRREIN
£9, _NHld. playbookdFFEMIC [ARELA IRV ED] BEHYLTRRINET, =OEZa VAN
UNZAZANTZECHTEET,

ZD1%. playbookDRITHZ % EIRT 2D EF— V% B&RLET, H=EMIC. SUSE  Multi-Linux

Managerl&Hlfil/ — R TEIfEE L TplaybookZR1TL £d, BRIEDERIZ. BIEOFFHR—TJICRTI TN
E

3.6. Ansibleflffl/ —FDtEy 7 v

Ansibleflfil/ — Rzt w k7w 7§ 3ICI&. SUSE Multi-Linux Manager Web Ul 5 RD X 7w FZERTL
£9,

7547 > hzAnsiblefllffl/ — R & LTERET BICIE. EDY X7 LICAnsible/Nw 4

o —INAVZA=IILENTVBRENRDHD FT, BE. Ansible/ Ny Tr—2F. FXL
—TA VIO RTLRNYEADRAL R FUHDSEIR YT 2UENBHD £, ez

{&. SUSE Linux Enterprise 15 SP635 &K T'SPTTld. Ansibleld. Systems Management



Module® 5 AFTE£T,

Z7A>— ¥: SUSE Linux Enterprise 15 SP6 £ 7=1&SP7> X 7 L TDAnsiblefl
W/ —rFoty b7y

1.

SUSE Multi-Linux Manager Web UIT. B > £y b7y T U —F > B@ICHE L. SUSE Linux
Enterprise Server 15 SP6 x86_64 (L{[%)r Systems Management Moduled & V% E 74 Python 3
Module ' BIRE S URHHINTVWB e 2R LT,

. SUSE Linux Enterprise 15 SP6 (£ 7 I&ZNUMUBE) DI S 1 7> b 2ERL X9,

- SUSE Multi-Linux Manager Web UIT. 7547 bDIRT L) BIBR—JICBBILET. YT LD

I7 > YIMITT7FYRINEERL. V547> F%ESUSE Linux Enterprise Server 15 SP6
x86_64 (F7=IEENLEDSP). Systems Management Module. & & U'Python 3 ModuleF v > =%/l
ICHTRISATLET,

S OSATY O TANT ZBRLET, [BBIVEAMLAYE] VR BT [AnsibleflfEl/

—F] ZBEMICLT [FTANTA DEH |20V v I LET,

U547 FOBER—JICBE L. REE > highstatez:#IR L T. [highstateDiBRA =20 v o L%
ERS

CARY 2T EFEIRL T, highstateDREZ R L £

o SUSE Linux Enterprise 15 SP4Z 7zI&SP50 51 7> MZFT L W Ansiblex 1 > X k=)L
9 3% &%, Python3 ModulexBRMICTIHRELRHD £,

Ansible®DF L WA= 3 > Tld. EVWPythonN\—2 3 V2B L7/ — ROEEIZY
R—bENBBDE L, BENR/ —RFHIMKAL L THUVPYythonN—> 3 >% 577

o I P LTRELTWBIHEE. playbookDEITHICESI TS —PEENRKE I S AEE
MHRHD EFT, CHICHUT BICIE. AIEETHNIIBENR/ — RDPythonz 7 v FJ
L—F L. AnsibleD1 >~R> b £7IEFHRETIE L VLWPython > 2 —F 1) R %Z8RET
BZRENHDFT,

3.6.1. Ansiblef YAV MU 7 71 ILDIERE

Ansiblefi&Y —ILi&. playbookZz A >R ) 771l LTEiRLE T, _Table 1_IC—BFRRTNATL
BELKDFANRL—T 4 VIS RTLIEICIDDA AN M) T 7L ILEERLE T,

70> — v Ansiblet YAV ) 7 71 ILDIER

1

AnsiblehEIB T 21 AR M) T 71K M ZER L GEMLE S, Ansibler RV MUDT 7
# )L b /N X, [etc/ansible/hostsTY,

DAL ARY F)OBF

client240.mgr.example.org
client241.mgr.example.org
client242.mgr.example.org
client243.mgr.example.org ansible_ssh_private_key_file=/etc/ansible/some_ssh_key

[mygroup1]

14K~ | £208R— 36. Ansibleit ) — ot v +7 v 7 | [TCENURINeneee e



client241.mgr.example.org
client242.mgr.example.org

[mygroup2]
client243.mgr.example.org

[all:vars]
ansible_ssh_private_key_file=/etc/ansible/my_ansible_private_key

2. SUSE Multi-Linux Manager Web UI'G. [ Ansible] Z 7h'5Ansible > §lffl/ — FICBEIL T, HIfH/
—RICAIRYR)T7AILZEMLET,

3. [playbook¥ s Lo kU] £ 3> T. [Add aPlaybook Directories] (playbookT L2 kU ®D
1BIN) 7 —JL KIC/usr/share/scap-security-guide/ansiblezEiIL. [REF]Z I U VI LET,

4 [ARYFIT7AL] OTFD ARV MV T7AINDEN] 71 —LRICA 2RV BT 7LD
BrREBmL. [REFEIZ7VvILET,

JZ b 2.4l

/etc/ansible/sles15
/etc/ansible/sles12
/etc/ansible/centos?

Z DD playbookdFICDWTIE. https://github.com/ansible/ansible-examplesz&BB L T 2
Ty

3.6.2. Ansible/ — K £ Di@{S DL

70>—< v: Ansible / — R ¥ D@(EDFEIL
1L AR M) THEALTWASSHEF—ZER L £,

ssh-keygen -f /etc/ansible/my_ansible_private_key
2. EENISSHF¥ —ZAnsibleBIEENR I S 7> MMIOE—-LEX Y, i

ssh-copy-id -i /etc/ansible/my_ansible_private_key root@client240.mgr.example.org
3. WD & 5 I [etc/ansible/ansible.cfg TR EEZEEL £ 9,

private_key_file = /etc/ansible/my_ansible_private_key

my_ansible_private_key%Z. WEREBEEZL 7 71 IILOLRICEIHRI £,

4. GHE/ — RHSXROOATY RZEERTL T, AnsibleBIEL TVWBCEZETAMLEFT,

ansible all -m ping
ansible mygroup1 -m ping
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ansible client240.mgr.example.org -m ping

INTEREEZRTTIET, FHEICOVWTIE. ansible-compliance-as-code.pdf# BB L T2 L,

3.7.3—FELTOOYT A7V R

CDORF2XYLTIE Ansible playbookZ AL T. A—REELTAV TSI 7V RERITTIHE
ICDWTEHBAL XY,

bashX 2 ) 7 h#EALTIA—REEL LTIV TISA TV RERITITB3HEDHMCOVTIE. ElExs
BLTLIEEL,

EE%RITT BICIE. Ansiblelfil/ — RICSCAPEF 2 U T4 HA RIXw T —O% A ¥ X k=L T ZHEN
BOET.
TAS=S v SCAPEF VT A HARNYT=SD1 VA =L

LORFTLH>BENS. ISATUREBIRLET, RIS VIMIZTONT=SH> AR M=)z
Uy I LET,

2. scap-security-guidex &3 L. CHEHDS AT ALICELIENY T —S% 14V —=ILLET, NuT
—CHEADEHICOVTIE. XDKREBBLTLIEE L,

K1.SCAPExX AT HALI RNy Tr—SDEH

NyTr—o% BR—FEINTVWBESXTL
scap-security-guide openSUSE. SLES12. SLES15
scap-security-guide-redhat CentOS 7. CentOS 8. Fedora. Oracle Linux

7. Oracle Linux

8. RHEL7. RHEL8. RHEL9. Red Hat
OpenStack Platform 10. Red Hat OpenStack
Platform 13. Red Hat Virtualization 4. Scientific

Linux
scap-security-guide-debian Debian 12
scap-security-guide-ubuntu Ubuntu 20.04. Ubuntu 22.04

3.7.1. Ansible Playbook% {&f L 7-1&18

Ansibleflffl /) — RAKETY, FMICDLTIE. Administration > Ansible-setup-control-node% £ L
TLREE W,

RDTOS—T v TlE. Ansible playbookZz L TEEZEITI B2 HEICDOVWTHAL XY,

70> —< % Ansible PlaybookZ{EH L TIEEEZR1TT S
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ansible-compliance-as-code.pdf
administration:openscap.pdf#remediation
administration:openscap.pdf#remediation
administration:openscap.pdf#remediation
administration:openscap.pdf#remediation

L&/ —RDIRFLXZa—h5. Ansible> playbook%#:#iR L. playbookx 271w L %7, 4l
sle15-playbook-stig.yml

2. playbookZzEITTBICIF. IFA T ED [ARYMUNR] ZFIRLET, B
/etc/ansible/sles15

[Schedule] #2)wo L %9,
3. [ARYE] 2T T ATV a—ILENfcARYMNDRAT—RAEERBLET,

playbookH'BID T« Lo U ICH B35EIE.  [Ansibleflfil/ —FDEy b7y T] AD) Y IZIZEST,
ZDBMAE IR TEET,
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Chapter 4. S35E 5%

SUSE  Multi-Linux Managerid. W< DN DEAZEREEAEZTR— L TWEYT, O/ 3>T
I&. pluggable authentication modules (PAM)B LUV 2T IV A > A > (SSO)ICDWTERRAL 95

4.1. 2T WY1 27 > (SSO)IC & 5525

SUSE Multi-Linux Managerid. Security Assertion Markup Language (SAML)270O kL ZEETZ L
T VTN 2F(SSO)EHR—ELTWETD,

>>7wﬂ4>1>u\1—#%&@@%%%%%@%LT@&@77U7—93>u77txv45;5u

ZEMTOELRTY, SAMLIE. RIS S UFHFRAIT— R EZRIRT D DXMIR—IDIRIETT, SAML
ID*T—l:X?’EI/\’I"St’(IdP)LEt\ SUSE Multi-Linux ManagerZx & @4 —E X 7O/NA 4 (SP)IZFREEH & UFFA]
H—EX%ERMHELEFT. SUSE Multi-Linux Managerid. > > JILHA A > E2EHICTIRENHZ30D
IVRRAY I ZRFALETS

SUSE Multi-Linux Manager®SSOIEMU T = HR— kL F 9,

* SSOZfERALOT 1>,

e T—EXTOANAEDERB LIS > TIOJ T T MSLO) BLUIDF—EXTONAIZD )L O
g7 —EXSLS)2fERALTAI 7V T %,

o 7H—2 3> nameldDBES1t,

* FH—2 3> DES,

* AuthNRequest. LogoutRequest. & & ULogoutResponderiidk 2 Xy t—TFH,
o PH—3YAYTa—-IY—EXIYFRLY FOEML.

e DVUNOTINY—ERIVRRAALY OB,

* SPX&RT—%(EXATIEE)DHEIT,

SUSE Multi-Linux Manager®SSOIFA Tz R—k LEEA.

o IDH—EXZFO/NA A (IdP) DB FDER & R4,
o OBFMDSAMLY R— MEBEHED RF 2 XY FTHERELTIEIV),
SSOMEEAIZ DLW TIE. Administration > Auth-methods-sso-examplez SB[ T 72&
TIHINDREEREDS S VTN A VA VICEET 356 $1LULSSOERIER

IEWeb UNCD&HBERAINET,  mgr-syncspaceemd’2 DY 541 7 > Y — LI,
SIS T 74 bOFREEARX TOAEEL T,

4.1.1. AR

1A T BHIIC. TNHDNTX—X%ZER L,'CﬂﬁBID‘b“—I:“ZjEI/\"rﬁ%EQE LTELBED DD XY,
FIBICDOWTIE IdPO RFF a2 X > bR LTRE
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|dP1—1 £ SUSE Multi-Linux Managerd—#®D < w E > JIESAML:Attribute THEE L
F9, SAML:Attributel&IdPTHEE L. SAMLEBEERFICSUSE Multi-Linux Manager|Z/Ed
BEHNHD ET. CORMICIFudE WS RFIZMIT. OF 1 U R&RICY Y TENTSUSE

Multi-Linux Manager1—H#%ZZH23HENBD £, PV TINTA VI Z2EBMICTS
HilC. SUSE Multi-Linux ManagerbMER SN TWIRELAH D £9,

UFOIYRRAY EHBETT,

o PH—13>OrPa—<IH—EX(ACS): SAMLAYtE—C%FRIFANTH—EXTONAEZADE Y
SaAVEBITRZIIVRARIY K, SUSE Multi-Linux Manager®ACSD I Y KR > b
l&https://server.example.com/rhn/manager/sso/acsT¥

o Iy HNOY T U MF—EX(SLS): IdPHSOJ 7Y MEREZRIBISZIIY RARA > ;s SUSE Multi-
Linux Manager®SLSD I > KRR > MEhttps://server.example.com/rhn/manager/sso/slsT¢

° X&ZF—%: SAMLOSUSE Multi-Linux ManagerX27—2%zZBEd2IT> RRA >k, SUSE Multi-
Linux  Manager® XX 7—RNDI > RKRA > MMEhttps://server.example.com/rhn/manager/sso/
metadataT9

d—4orgadminZ FH L7zIdPIC & BEREEN TN L 7= T, orgadmin1—'A'SUSE Multi-Linux Manager
ICTFET 2% E1d. orgadmin1—+ ¥ L TSUSE Multi-Linux ManagericO7 1 > L &9,

4.1.2. SSODEE
0 SSODERIE. DEZ+ FDRIECBEICHHMBITH D BHINEHDOVITNH T,
SSOKET 7 # )L R THEMCB>TVET,

o P—NAVTFTRTY T%ZRITT S80I, mgretltermZzFER L F 7,

7O =2 v:SSODEMIL
1. A—HHF7SUSE Multi-Linux ManageriCZE L BAWEEIE. FFERL T ZE L,

2. letc/rhn/rhn.confZiREL T. XDIT2 7 71 ILOREIEML £,
java.sso = true

3. /usr/share/rhn/config-defaults/rhn_java_sso.confC. h XA A XTBNTAXA—RZBDITFT,
HREIA X T 3/NF A—2%[etc/rhn/rhn.confIiCIBEA L. ENS5D/NT X—FDEIICjava.ssoz {TFiT
9, 7mr ZIE. [usr/share/rhn/config-defaults/rhn_java_sso.conf T TERDIF£ 7,

onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-HOSTNAME-OR-
IP/rhn/manager/sso/acs

HRABZIAXTBICIE. 77> 3 V&DFHIICjava.sso. ZFIT T, g d4 o3>
% [etc/rhn/rhn.confIC{ERE L 95

java.sso.onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-
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HOSTNAME-OR-IP/rhn/manager/sso/acs

ZETIZNERHDZIRNTOHREEREDITSICIE. L —XKRILAYOUR-PRODUCTH & TX'YOUR-IDP-
ENTITYZ 7 7 T LR TRELE T, IARTDONTX—ZITIF. TOEKICOVWTOEEAHBENE E
NTWxd,

4. spacewalkF —EXZzBES L TEEZRIEL X I,
mgradm restart

SUSE Multi-Linux Manager®URLIC7 7€ X9 3 &, SRz BERINSSORIAPICUR AL bEhFET,
FREEICAEINYG % & SUSE Multi-Linux Manager Web UlICU&Z Lo bEh, SREEShiza—HrLTOy
1Y LET, SSOZFEALEOY 1 > THRIELNFEE L-HEIE. SUSE Multi-Linux Manager® 04 TG
REBIBLTETL,

4.1.3. SSODEEHI

COBITIE. 3DDOI Y FRA > b%ZSUSE Multi-Linux ManagerTaR L. Keycloak 21.0.1Xf&%IDH —E
27ONAH(dP)E LTEAY 5 EICKk 2 TSSONRESTNTULE T,

F9'Keycloak IdPE 1 > X k—)LL TH'5. SUSE Multi-Linux Managerty —N\%={ELFJ, I, TUR
KA > b%ZKeycloakoy S 7> b LTEML. A—HYZERTEEX T,

CORIS. BREADAHFZEBEME LTWET, SUSERR. H—RNA—F1DIDY—EXTO
A NARAZWRFIZHR—FLTEST. Keycloak& IFREL TV EE A,  Keycloak
DY R— MMIDWTIE. https://www.keycloak.org/ZBB LT 2T L,

Keycloakid. YO VICEHRA VA M=ITEHdH. AVTFTATRITIZEHTEET, ZDRFT
I&. Podmand> 77+ TKeycloakzETL X7, Keycloak®d 1 > X k=)L DFFMAICDWT
I&. https://www.keycloak.org/guidestgetting-startediZ# dKeycloakd R F a2 X> r BB L TR
T\

7O =2 v IDY—EXTONAL ZDEE
1. Keycloak® K& 2 X > MZHE> T Podmand > 7 FilKeycloakz 1 > X b—JLL T,
2. td5| Bz FRELTIOYTHZEERTL. TOEXRDERTEINLETRICHE->TVWEI e zBERLET,

podman run -td --name keycloak -p 8080:8080 -e KEYCLOAK_USER=admin -e
KEYCLOAK_PASSWORD=admin quay.io/keycloak/keycloak:21.0.1

3. Keycloak Web UlicadminZ—H& LTH 1>+ > L. ROFMIEHRZER L CERAEL L LZER L £
ED

O [gE] T14—ILRIC. LILLOZFEIZEANLET, - ziE. MLM,

O [TYEHALYF] 71—JLRT. [SAML 2.0 Identity Provider Metadata] ') > 2% 2w oL
¥9, CZhITkD. SUSE Multi-Linux ManagersRE7 71 JLICOE—9 3T KRR > kiR
ENRTINZIR=JICBHLET,
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KeycloakZ 1 > X b—JLL TLILLZERR L7=5. SUSE Multi-Linux Managertt—N\% &/ TET £ 9,

70— % SUSE Multi-Linux Managert —/\D&E

1. SUSE Multi-Linux Managertf—/\T. [etc/rhn/rhn.confiRET7 7 1 ILEZFRZI. CNE5DNFTA—R%
RELE9, <FQDN_MLM>%SUSE Multi-Linux Manager®-f > X b —JLDFZEBHI R X1 VRZICES
Bz EY,

java.sso.onelogin.saml2.sp.entityid =
https://<FQDN_MLM>/rhn/manager/sso/metadata
java.sso.onelogin.saml2.sp.assertion_consumer_service.url
https://<FQDN_MLM>/rhn/manager/sso/acs
java.sso.onelogin.saml2.sp.single_logout_service.url
https://<FQDN_MLM>/rhn/manager/sso/sls

2. RE T 7L T. <FQDN>Z Keycloaktt —/N\DELEEI R X1 VAICEZHZX T, <REALM>%ZER:
l/}l/-L\ ‘:Egﬁ'gii?o TC&i‘iMLMo

java.sso.onelogin.saml2.idp.entityid =
http://<FQDN_IDP>:8080/realms/<REALM>
java.sso.onelogin.saml2.idp.single_sign_on_service.url
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml
java.sso.onelogin.saml2.idp.single_logout_service.url
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml

3 IdPART—R T, INT )y UXS09GERAEEIREL 9, g Pl = http://<FQDN_IDP>:8080/
realms/<REALM=>/protocol/saml/descriptorofexlXhiMERINET, FREZ 77/ T, IdPD/X
7w X509 EBREZIEEL £ 9,

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE----- <CERTIFICATE>
————— END CERTIFICATE-----

LURIE. SSOZBERIC L 7= DSUSE Multi-Linux Manager®rhn.confD B TY
java.sso = true
This is the configuration file for Single Sign-On (SSO) via SAMLv2 protocol
To enable SSO, set java.sso = true in /etc/rhn/rhn.conf
Mandatory changes: search this file for:
- YOUR-PRODUCT
- YOUR-IDP-ENTITY

See product documentation and the comments inline in this file for more
information about every parameter.

If "strict' is True, then the Java Toolkit will reject unsigned
or unencrypted messages if it expects them signed or encrypted
Also will reject the messages if not strictly follow the SAML

T T R e R o R R R R R R o R R R R
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# WARNING: In production, this parameter setting parameter MUST be set as "true".
# Otherwise your environment is not secure and will be exposed to attacks.

# Enable debug mode (to print errors)

# Identifier of the SP entity (must be a URI)

java.sso.onelogin.saml2.sp.entityid =
https://MLMserver.example.org/rhn/manager/sso/metadata

# Specifies info about where and how the <AuthnResponse> message MUST be
# returned to the requester, in this case our SP.

# URL Location where the <Response> from the IdP will be returned
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://MLMserver.example.org/rhn/manager/sso/acs

# Specifies info about where and how the <Logout Response> message MUST be
# returned to the requester, in this case our SP.
java.sso.onelogin.saml2.sp.single_logout_service.url =
https://MLMserver.example.org/rhn/manager/sso/sls

# Identifier of the IdP entity (must be a URI)
java.sso.onelogin.saml2.idp.entityid = http://idp.example.org:808@/realms/MLM

# SSO endpoint info of the IdP. (Authentication Request protocol)

# URL Target of the IdP where the SP will send the Authentication Request Message
java.sso.onelogin.saml2.idp.single_sign_on_service.url =
http://idp.example.org:8080/realms/MLM/protocol/saml

# SLO endpoint info of the IdP.

# URL Location of the IdP where the SP will send the SLO Request
java.sso.onelogin.saml2.idp.single_logout_service.url =
http://idp.example.org:8080/realms/MLM/protocol/saml

# Public x509 certificate of the IdP

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE-----
MIIC1zCCAX8CBgGC+tPbVjANBgkqhkiGIw@BAQsFADAPMQAwCwYDVQQDDARTVUTBMBAXDTIyMDkwMTIwNTEWNFoXDT
MyMDkwMTIwNTIONFowDzENMASG
ATUEAWWEUTVNQTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAMNSWIAa1B5mShTkMBO5SmrsOosyheEL8/A
37WvuqDPwwE fm4x0cG7gmMHVONXYXZk+LRyzoQ12sBrNFrbMuwu5dnah5ZSMxQyUu697S280m4vIiegGaFdbgH+g4F
GBu
eSis1ssMzTcES+NUuI7pLkMLNmSQtncESnoL9q2SyeQSwYtr5dz1yd16IzjwtaWeyQIEGINtItLk3U4+arLPCpHAwg
FAnLO9NeYcRDNUKhNBs1v5mHP+L@66PZu1/DkEOmSgy/+qXaS@CgZVKqz8qB+bvHVuAqIW6@g1CjqZKbwvPu72p/7+
d8z
9DxXPIZ1uxdqn19q/kLEP2TYLtgQobSHECAWEAATANBgkghkiGIw@BAQsFAAOCAQEAga+ralMIDo/P/yN126SGGocK
227WFqovBiE/mLY1p5Ff0+0jS1USTp1Sppl94x0r8j0m7HWOWu5XCZz600hzXTEtnfIbeRyr1Rms3BWdxyXgQ9bWleZ
MWz
HfDkTbhgRRmjDEwWSSTEXRKQNvw41Cpn1B3610++ejgGnjDvH7BbkCaoW55]F5j6DT/WYRON7MkE120va9CHAe9X7Gn
y810Ag260z1y@6uy3P/1x9Z9RmHnvpvN/Q34SGEq9z/H1QVuP12UPj//iT211c1700ZFsZQX1GFTG6bXKmO42W8FdU
DU

ONoXZgjMb3eC7U691YyeowoqTY7mIKxNPprYY/1LOw== ----- END CERTIFICATE-----

# Organization

java.sso.onelogin.saml2.organization.name = SUSE Manager admin
java.sso.onelogin.saml2.organization.displayname = SUSE Manager admin
java.sso.onelogin.saml2.organization.url = https://MLMserver.example.org
java.sso.onelogin.saml2.organization.lang =

# Contacts

java.sso.onelogin.saml2.contacts.technical.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.technical.email_address = MLM@example.org
java.sso.onelogin.saml2.contacts.support.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.support.email_address = MLM@example.org

SUSE Multi-Linux Manager T~ RRA > b %ZKeycloakiZBMTE £9, KeycloakidTY RRA> +E2T S
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TOa>—Cv IVRRA U MEIFATRELTEMT S
1. Keycloak Web UIT. CNH5DFFMZERALTHLWI ST b Z2ERLE T,

©  [Clienttype]l (V51 TF7>Yr2A7) 714—ILET. [SAML] %&IRLET,
© [¥45147>FID ] 74—ILRIC. Y—NBET 7ML TIEESINTVWBIY RESY +

% java.sso.onelogin.saml2.idp.entityid L TAHIL £9, ez
I&. https://<FQDN_MLM>/rhn/manager/sso/metadata.

2. [BE] 27T InNSoFElZzERAL TS T7 Y b aWEAELE T,
©  [signassertions] (7H—> 3 ICBLTS) & (Y] ICYIDEZET,

©  [signature algorithm] (% 7)LdJXL) 74 —JLRT. [RSA_SHA1] ZZEIRLET,

©  [SAML Signature Key Name] (SAMLE&*—%) 71 —JLRT. [KeyID] (¥—ID) %3%&iR

LEI,
3. [F—] 2T TROBEEITVE T,

©  [Client signature required] (/547> FOEZHHRE) % [£7] ICBRELET,

4. [Advanced] (5¥#l) #7® [Fine Grain SAML Endpoint Configuration] £2>3>T. Th5D
HMzERL C2OOIYRRI Y b ZEMLET,

©  [Assertion Consumer Service] (7H—>3>a>>a—IH—ER) T1—ILROBEHICH—
NRET7AINTHEESNTVWAIY RRTI >
% java.sso.onelogin.saml2.sp.assertion_consumer_service.urly L CTASIL £ 95, IR
I&. https://<FQDN_MLM>/rhn/manager/sso/acs.

o

[Logout Service] (OJ 7T hH—ER) J4—ILROEAIC. T—NRET7 7ML TEESN
TW3 I RKRA > k*%kjava.sso.onelogin.saml2.sp.single_logout_service.urle LTASL £
9. Tz, https://<FQDN_MLM>/rhn/manager/sso/sls.

IVRRAVEEIZAT R LTEMLIES. 25472 M RO—F%Z&KE L. Keycloak SUSE
Multi-Linux Manager®E T1—H%ZIYvEYITEET,
IO =Sv: 94TV MRA-TEIYN—EBRET S

1. Keycloak Web UIT. 2547 k> Client scopes (/547> rRO—7) RTICHEL. 77+
bDUZA47>hROA—TE L Trole_listzBIDEHTET,

2. Client_scopes > Mappers (¥ v /X\—) T7ICBEHL T, I—HFEHudOT Y N—%ET T )L ~DfE
ZERALTEMLEY. ZOSAMLEMIZSUSE Multi-Linux ManageriC & > TEESNTWVWET,

3. Client_scopes > Mappers (¥ w/\—) (C#&L. [role_list] Yv/N\—%Z2oUvoL%xd, [Single
Role Attribute] (E—&EIEM) = [#>] ICRELZX T,

4 =Y > BEELIIIVICBHL. BEI-YZERLEFT. OI—HIE SUSE Multi-Linux
Manager&B1—HIC—HITB3HNEIHD £ Ao

5. =% Role mappings (O—JLYwvE>Y) 2 TICHEL T, SUSE Multi-Linux ManagerEiE1—
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HFOA-—FRIC—HI 3EZFHOuidBEZEML T,

6. =4 BEIBEHR X 7ICBB L T. SUSE Multi-Linux Managerg 1 —H(IC &> TERAINZDERFL
NAT—REFRELEFT, . BEEZRELET,

BRENTT LB, 1 YRM=ILHEFEEDICEEL TWR I ETANTEEX Y,  SUSE Multi-Linux

Managertf —N\%=BigH L TEEZ BT L. SUSE Multi-Linux Manager Web UNZBEILET, 1> k—
IHIEBICEEL TVWBIHESIE. Keycloak SSOR—JICUA AL I bEN. CCTIHIERICERERETE XY,

4.2. PAMIC & B E35E

SUSE Multi-Linux Managerid. SSSD%ZFL\% C & T. pluggable authentication modules (PAM)ZfER L
ey FT—OR—RDFBIAS AT LEYR—ELTWVWET, PAM [&. SUSE Multi-Linux Manager% s/
WA NZALERETEBRELIICTEZ—EDTATSVTHD, BERONRT—RERXZBEN LR
D %9, SUSE Multi-Linux Manageri. LDAP. Kerberos. LU ZDMDFRy kT —oR—XDFREEFO
FOLZHR—ELTWET,

4.2.1. SSSDDRTE

70> —2 % : SSSDDERE

1. SUSE Multi-Linux Manager Web UIT. 2—% > A—HDERICEEL. HLLWI-—HXLEEFEDOD
—HHDPAMTERREECNB L DICLFE T,

(5 ] A—HETld. EHRFICMI T « _ . @OFTINTLET,

2. [Pluggable Authentication Modules (PAM)] F T w IRy I XA VICLET,

3. H—NOAYTFTSSSDZEHREL £9- SUSE Multi-Linux Managerd>FFRX boax> k7O~
ET. roote LTH—NOYTFHICADET,

mgrctl term

4. AVTTRATROFIEZRITLET,

a. REICHE> Tletc/sssd/sssd.confriRE L 9 Bz D>WTIE. administration:auth-
methods-pam.pdfZB88B LT 7ZE L,

b. ®fTL7eH. AVTFEKRTLED,
exit
5. SUSE Multi-Linux Managerz Bi2#h L £ 9

mgradm restart

SUSE Multi-Linux Manager Web UID/XZXT—RZZET 3. SUSE Multi-Linux
o Managerty —/\ODO—AIILNZXT—RDADEEINE T, PAMBEDI—HFICHL T
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administration:auth-methods-pam.pdf#auth-methods-pam-ad
administration:auth-methods-pam.pdf#auth-methods-pam-ad

BWTHE->TWVWBRIEGEE. O—AWILNRAT—RIEE o< ERINBRVTEEENLH D £
o TozIE. FEICEREL/-HITIE. Kerberos/SXT—RIFZEEThFtHA, RV b7
— Y —EZXDNAT—REEAAZILZFHALT. TIN50 —FDNIAT—R%
ZTELEY,

PAMDEREDFFHMAIC DWW TIE. TSUSE Linux Enterprise Servertzxal)Fa 4 K1 #B8BL TS
Wo TEFaUFoAARY ICIE DRy FT—IOR—XDFFEHETHRET 2 —RNBFANZTENT

WFTJ, F7z. Active Directory (AD)H—EXZH/RETDAEICDODVWTHHBLTWVE T, FHICDOWVWT
I&. https://documentation.suse.com/sles/15-SP6/html/SLES-all/part-auth.htm|Zz BB L T =&

LYo

4.2.1.1. LDAP X Active Directory D&l

Active Directory £ DLDAPIREIC DWW T, XDOBIEFEHTEE Y,
J—RRXZRY PT BRBICISLTRO T L —RFILNAZEELE T,

Sdomain
RXA 2%

Sad_server
$domain $Suyuni-hostname' 5 BEN&E S NAWEEIE. ADT—/NXDFQDN: TDADY 1 7 > hHER
BEINBIITOISVDEE, RESNTULARWEEIZ. uyuni-server.mgr.internaliZ2 b £3,

Jetc/sssd/sssd.confd X =~y kDB

[sssd]
config_file_version = 2
services = nss, pam
domains = $domain

[nss]

[pam]

[domain/$domain]
id_provider = ad
chpass_provider
access_provider
auth_provider = ad

ad
ad

ad_domain = $domain

ad_server = $ad_server
ad_hostname = $uyuni-hostname
ad_gpo_map_network = +susemanager

krb5_keytab = FILE:/etc/rhn/krb5.conf.d/krb5.keytab
krb5_ccname_template = FILE:/tmp/krb5cc_%{uid}
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Chapter5. \w o7 v 7T &iEwx

This chapter contains information on the files you need to back up. With the built-in backup and restore
solution (mgradm backup) you create SUSE Multi-Linux Manager backups. Information about restoring
from your backups in the case of a system failure completes this chapter.

SUSE Multi-Linux Managerid. 7—2~R—2, BLUVA YA M=—)LENTOT ST LEREICKELTVS
7D, AYAR—ILDIRTDAVER—RV 2NV I TV TITBEHNEETT, SUSE  Multi-Linux
Manager-f > X b= )LZEHANICNY O 7w LT 7—2#EXKZHIEL. RRICEETEFSL5I1ICLTL
72T L\,

FERTZINY I Ty THECHDDLET. BEDA VA= THERLTVWERED3

BULDEZREINVETY, BEINTEIBZDENYITYTIHRMT B8N H S
Te®. SAEICHERLTIRTE L,

5.1. Disable old method with smdba

Skip this section if you installed SUSE Multi-Linux Manager 5.1 from scratch.
With the advent of the built-in solution, the old method with the smdba backup tool
o is deprecated. If you migrated from an old system with smdba to the new solution,

you must disable the old funtionality and remove the old backup archives.

Either disable smdba before migrating (recommended) or later on the migrated SUSE Multi-Linux
Manager 5.1 system.

Procedure: Disabling old method with installed smdba before migration

This procedure only works when smdba is still installed.

Commands are different on SUSE Manager 4.3 (non-containerized
installation) or SUSE Manager 5.0 (containerized installation) present (so
5.0 or on 4.3 before migration):

SUSE Manager 4.3

On the command line, as root, execute:

smdba backup-hot --enable=off

SUSE Manager 5.0

On the command line of the container host, as root, execute:

mgrctl exec -- smdba backup-hot --enable=off
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This will change archive_command in /var/lib/pgsql/data/postgresql.conf as follows:

archive_command = '/bin/true’
Now your old system is ready to be migrated to SUSE Multi-Linux Manager 5.1.

Procedure: Disabling old method on SUSE Multi-Linux Manager 5.1 after
migration
Use this procedure after migration, when smdba is no longer available.

1. On the container host, as root, edit jvar/lib/containers/storage/volumes/var-
pgsql/_data/postgresql.conf and set these options:

archive_mode = off
archive_command = '/bin/true’

2. Restart the container:

mgradm restart

5.2. SUSE Multi-Linux Manager®/\wv o7 v/

SUSE Multi-Linux Manager® - > X b—ILz/N\v o7 v 7§ 2&0EENLHEIF. mgradm  backup
create VY REFHTZ L TY, UKD, Nw o7y TOBRBICHH ZEBEEHNTSE. BERE
BICEA YA M—IILEBRBAZLDRCEITTEERY, L. COHAETIE T« RIBEEHLD B D HBEIC
BB1H. Ny I Ty TOERTICHEHADIND ZehHD £,

mgradm backup create Y RiE. T4 LI MUADNY I Ty THERITLET. DT LT MU
O—AILARL—=UTHITYREINTEVE—FIAML—UTHHEOVLEE A,

mgradm backup create Y > RiE. Ny I Ty TORBZETEXIEBRAETHREIAATEET, FIA
AJRER TR TDA T2 3 IZDLWTIE. mgradm backup create --helpz BB L T 72& 0\,

5.2.1. Full backup of SUSE Multi-Linux Manager

SUSE Multi-Linux Manager® Z LNy 2 7w Fld. ROAVKR—2> ~DNY I 7y TTHERINE T,
* SUSE Multi-Linux ManageriRl) o2 — Ly
© F=BN—=ZRa—L

E

Kd

° podmanxwy kTJ—%

* podman>—7Lw bk

SUSE Multi-Linux Manager systemd—E X

21K | 22088~ 52, SUSE Mt Managero/ ¢ 27 - | EEEERRare]



e SUSE Multi-Linux Managerd> 77+ A X—2
TNy Ty TOERICET BEE. SUSE Multi-Linux Managerty —E X IZBEIRIC

A BLEINET, COFIVEA LIRS GBI DD EFT. NvITYvINETT
%K\ ﬂ_E\Xligﬁm‘:ﬁﬁﬁéhi?o

Procedure: Creating full backup with mgradm backup create

1. AYFTFRART, roote LT ROOAR YV RTNY I 7w I%4ERL L
£,

mgradm backup create $path
Spathz /N 7 7w THEFANDIN A TEZT R £7,

5.2.2. Partial backup of SUSE Multi-Linux Manager

mgradm backup create —/LZfER T2 LEHRNY I Ty T2 ERTETE T, BLROR) a—LFIFT
RTOR)2a—LZZAF Y TLIED, T—ER—=XDNVITYTRAAX=—JEIAFY FLIEDTZ N
TEEd,

FICT—AR—RONY I 7w THRAFy FENiHE. SUSE Multi-Linux Managerth —E X Z{E1EE IS
INY O Ty THMER . 2BRFEN Y 77y TFIBDOLEREE L THEBEL £ 95

Partial backups are only considering a part of the data, and do not take potential
dependencies with other parts which may not have been backed up in consideration.
Therefore they cannot guarantee backup/restore consistency.

Procedure: Creating partial backup by skipping database backup

1. AYFFHRABRT, roote LT, MOOAI YV RTNY I 7 v T%={ERR L
£9,

mgradm backup create --skipdatabase $path
spathe /N I 7w TIBFAND/N A TEZHA T,

Procedure: Creating partial backup by skipping a volume

1. AYFTFHRART, roote LT ROAXY Y RTNY I 7w I%=4ERL L
£9,

mgradm backup create --skipvolumes $volumes $path

$pathZE /N I 7 TIEFAND/INNA TEIHRZ 7,
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Replace $volumes by the name of the volume name to be excluded from
the backup, or by a comma separated list of volumes to be excluded.

AZFERTEIE. T—EIR—AR) a—LZRIRTOR) 2a—L%ZR
Fv7LFET,

5.2.3. BMARY) a—LONYITvT

mgradm backupJ< > K&, SUSE Multi-Linux Manager’R) 2 —LDWHMI XA b EFRALEFT, 12Xk

—IJLHRISEMDARY 2 —LDERESNIGE. £ENY o7y AITEBMORY) 2—L%EEBIMY 32H%ELDH
31581, --extravolumes SvolumesZ{EH L TIEETIHELHD £,

Procedure: Creating backup with additional custom volume

1. AT FHRART, roote LT XOOAR YV RTNY I 7w I%4ERL L
£,

mgradm backup create --extravolumes $volume $path
Spath /N 7 7w TIHEFAND/IN A TEET R £7,

$volumes. NI 7V FICEHBR) 2a—LDEFE]. £IEFSHBHR)
A—LDAVIRYIDDURNTESHZ T,
5.2.4. Perform a manual database backup
Procedure: Performing a manual database backup
LNy o7y TRISKENBZA L —CREZEIDETET,

2. SUSE  Multi-Linux ~ Managerd> 7} RALDOIAXY>YRFOY T+
T. root& LTXROOY Y RZFRALET,

mgradm backup create --skipvolumes all --skipconfig --skipimages $path

5.3. Restore SUSE Multi-Linux Manager from the
existing backup

SUSE Multi-Linux ManagerzBIzD /Ny O 7 v THh5EIT TR L. EXHROR)a—L A1 X=20 &
UREDNY O Ty THFESNE T, NvIT v TOERSFUF LIFRARD. ETRIETIZIAEBOR

A—LURZFEREST. NvIT7YTRICEETZIIRTOR) 2a—LFIFAX—HAEHBICERHT

n¥xd,

EANROEEDY X FHIRETNTIET, FERELEBEMOF I Vv IDNRITEINET, FEFIVIICK
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D Ny IT7yTDERICE>TEIFEDRY 2a—L A X=I, TLBRENR->TLEEZTEINBZ LD
kEh&Es, BeMFzvoid. Ny o7y 7EHEOFI v IV LZFEI S TERITEINET,

AAEDF Ty IDHINT B E. EEONY I T v TOEBRHNRITENEXT,

¢’ SUSE Multi-Linux Managerty—E Ri&. Nw o7 v IDETHRT LA T, BEMIC
HImENEzLE Ao

Procedure: Restoring from an existing backup

1. AYTFRABMT, roote LT RO FZFEALTSUSE  Multi-
Linux Managertf —\%BEfEL £,

mgradm stop
mgradm backup restore $path
mgradm start

$pathz I\ I 7w TIBAIND/NATEZTHERA X T,

N T Ty TOWREIFERED DD BIREIC R D RIEEMEN DD £ Nv o 7w TOBREMEN MO FE THRFR
INTWVBIHE. -skipverifyd 7> 3 > Z2FERA T2 TRIEZRAF Yy I TEFT,

ASHDERATNY I Ty FIZEETZHR) 2a—LDETRE XFTY TITI3UNELND B5E1F.
--skipvolumes $volumes#+ 7> 3 V= FHTET X9,

5.3.1. Recommended steps after restoring a backup

Procedure: Recommended steps after SUSE Multi-Linux Manager restore

1. SUSE Multi-Linux Manager Web UlZfEfR 9 %A > 7F+ROITV R
70> 7k Tmgrsync’Y —)L%Z{#H L T. SUSE Multi-Linux Manager') 7R
CPhUZBRAMALET., HmZzBEBERIIHN. BRELUSSLARBESE
Mto>aeEAxy TIE3QZTERTEEXT,

2. On the container host, check whether you need to restore
/var/lib/containers/storage/volumes/var-spacewalk/_data/packages/. If
/var/lib/containers/storage/volumes/var-spacewalk/_data/packages/ Was not in your
backup, you need to restore it. If the source repository is available, you
can restore [path]” " /var/lib/containers/storage/volumes/var-
spacewalk/_data/packages/’u  with a  complete channel
synchronization:

mgrctl exec -ti -- mgr-sync refresh --refresh-channels
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3. Schedule the re-creation of search indexes next time the rhn-search
service is started.

This command produces only debug messages, it does not produce
error messages.

On the container host, enter:

mgrctl exec -ti -- rhn-search cleanindex
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Chapter 6. F ¥ > R IILEIE
FooRIEV T Tz TN T—S%IIWN—F1dTBHETY,

SUSE Multi-Linux ManagerTld. Fv Y RILIER—XF v VR EFF v RILICTIL—FbETh, X—X
FroRIEARL =T A VIO RTLDRAT N=23> BLUVT7—FTI7FvillcTdIL—TFE
N FFYoRILSEETEIN—XF v oRILEEEER DD ET, 75472 bDIR=ZXF v > JLICE
DHETENTLBIHE. EDZATLTIIEESTZFF v o RILDAZAVAM—ILTEXT, ZDAHET
Fr xR IT DL BEREDOHEZNY T —2PDHDES AT LICA VA M—=ILENET,

VIR T7FrvoIE VRS M) ZFRAL TNy —JZRMEBLE T, FroRILEURI R
ZSUSE  Multi-Linux Manageric= =) >J L. Ny T—CEHRZEDMDT—2IESUSE  Multi-Linux
Manager7 —ZNR—IRESINET, 1DOF v U RILCEEGIFTSNZURI MUV DTHIFOC
ENTEET, INBOURSRNIDY T NIITE V54T b eBYBRF YRV TROZ4T
FTBRBCETIIFAT Y RMIAYRAM=ILTEEXT,

TI3AT Y RREIR=XF v URILICDHEIDETEIENTEXT, OB I74T7 Y HE EDR—X
Fr ORI EEDFF v RILOVWTNMIEEMITONIL YRS MU Ny =22 VA M=ILET:
IFEHFTETET,

SUSE Multi-Linux ManageriZi&. SUSE Multi-Linux Manager® 2179 3 71=OICRBRIRTDDHDEIRMHET
3. BHORYAF v XIIHAHBRINTWVEY, SUSE Multi-Linux ManagerOBIBE & F v O RILEEE
ICId. FryURIIVEBERLAHD. CHICED. HMBOARZLF v oIV ZERLTEERTSZ LTS
¥9., RETHBONY T —C%2FRAT35813. DAZLF v URILZERTEET, NRELFVYOXR
WER—=ZAF v >R LTERTZZEH. RUEAR—AF v O RIICEEMITZ B TEFT,

NRABZLF v > ZILDIERDEFEMIC DUV TIE. Administration > Custom-channelsZ&B L T L\,

6.1. Fv XILER

FIAIETIE TRTOA—HYDYRATFLICF v oI EYTZRISATTEET, WebUIEERLTF
Y ORIICHBEERETETEI,
TAo=Sw: FoRINADYTRISANT I XADFIIR

1. SUSE Multi-Linux Manager Web UIT, Y7 ;D7 > FYyoRILVRAMIBEL T, RETEIFv>
FIEFERLE T,

2. [A—HTroHITRoUTFavER] o a3 ERDITT. [COEBRDEESN-1—FDH
BEDF ¥R TRISAITTEET] 24 ICLET,. [EF1ZIZVvILT. TEZREFL
£9,

3. [HIRISAN] 2TICBEFL T BEICH L TA—YZBIREISBRBERL £ 95

6.2. Fv > RILDOHIER

ORYRZ7AY T EDBRIAY IRz T7F v o RILEHIBRTE £,

32005 | 220885 1.7 v vves | O



TOS=Sv: ROAFv ORIV ZHRT S
1. SUSE Multi-Linux Managertf —/N\O Y > R FOYF KT, root& LT, ERATERIRYEAF v xR
z—EBICL. HIRT3Fv>RILZXELET,

mgr-sync list Fv¥>=xJL
2. Fr oI ZHIRLET,

spacewalk-remove-channel -c <channel-name>

© Fy R EFBTYRT 35EOMIC DL TIE. Administration > Removing-channelsz

BLTLIES L,

DR LF v > ZILDHIBRICDOWTIE. Administration > Custom-channelszZ&B L T T
Lo

6.3. hRAZLFv >R

ARBLF v oRIINEERTBRE. I53A T 2B IBLODICERATES. BEOV I bI T NYT
—JEURSMIZRERTEXR T, Fleo RERTY—RFRN—FTAARXUEADEMBIZV I bz T2 ERY
B3CHTEET,

CDEILarTIE ARZLF v oI EER. BE. BLVBIRT 2FAEICOVWTEHMRICHRAL I,
ARZLF v oI ZERE L VEERTETSL5ICTBICIF. BEEEEBNMBETI,

6.3.1. Creating custom channels and repositories
NRZLF v Y RIVEERT BH1IC. BEFFBR—IFroRrLE. AVTFIVICERTIURS L U%E
RELET,

DIAT VN RATLIZA VAN =IWTIRENHZNRARZLY TR T TN T—0H2561E. HR
BRLFFv N ZERLTEETEERY, YATLICFYy>RILZEODHTSHIC. SUSE Multi-Linux
Manager Web UITF ¥ Y RILEIER L. Ny T —SDURIS M) EERT Z2HRELH D £7,

o DSAT R RTFLERBBEDEVWNY =SS0 FF v o RILEERLAEWVWTC
=&,

RUBAICE>TREENIN Y T =D FRTB5EIF XN—ZXF v URILELTARYEF v o)L %ZER
TEET, Feld [#L] Z2BRLT. ARELF v ORIV ZER—RF v X)LUCLET,

Procedure: Creating a custom channel

1. SUSE Multi-Linux Manager Web UIT. Y7 ko x7 > B> FyoxIL
ICBREL T, [Frozlormlz 7 ) v I LET,



2. [vorwz7FvrziLorR] R—I T, Fr2oRILICABI(TE ZIE. My
Tools SLES 15 SP1 x86_64)\ BJ:U“%/\“)L(T:&:iL;t‘\ my-tools-sleslSsp1-x86_64)
ZHTET. INILCERAR-ZRAFIRBANFZEDBRVTLREL,

3. [B@Frrxn] FOYTATUT, EETEIR—AFyvURIL(TCR
I&. SLE-Product-SLES15-SP1-Pool for x86_64) % &R L £9, /Nwi—JICHEE
HDHZIHF v o RIINZERLTVWE =R LEF T,

4, [7=%70F%] ROV TIHIVT, BUYBN—RITT7T7—FTIF v
fce ZI1E. xs6_64)ZEIRL £ 9,

5 TEADRRICKH LT, EREDOFHE. FvyoRILT7 7RG, &
UGPGT « — L RICEMERZATILE T,

6. [FyvoxLotER 127 )y I LET,

ARZLF v RILTIE BIIOEF2) T RENMVEICRDZEDHDET, ZLDY—FN—FTaAX
YRFE. GPCZEHEAL TN T —2%ZtFxa )T RELTVET, ARXXLFvFRILTGPGTRESN
TN r—2ZERY 315818 XX T —ZDEBRICERAENIGPCT —Z2EE I 2XENDBD X, R
¢ [XEF—2RBBRINTVETDN?] FIVvIRYIRZFUICLT. Ny T —IXRET—2%ZFET
EBGPGF—LEBELE Y,

DE—FFvURILBLIVVRIS FUDGPCE—TELINTWVBREHES. CNS5DGPGEF—% 1 Y R—kL
TEFEIBEHTEET, fee &, SUSE Multi-Linux Managerty —/N\O X > K51 > hH
5spacewalk-repo-syncEE1TL £ 9,

/usr/bin/spacewalk-repo-sync -c <channellabelname> -t yum

This command and procedure is for temporary GPG key synchronization only. For storing the key
permantenly, see this section later on.

HEB v szypperd—)Lix. FIFARERGESIFF—%F 1 VAR—bLET, WebUlIZD#REZIRMHEL TL
FH Ao

CHE. ST—FBURISMNIUDKRBRFETERESNTUVT, BEOEDRI FJIZ T£—) HIRMHES
NTVWBERICDOAEEELET o . Open Build Service (OBS)ICk 2 TEMINIZIRTDURT +
DICZELET, TOMDURIS RIICDWVWTIE. UTTEHRT 2455 0ERRAT Y THRETT,

TI7F#ILETIE FILWF v o RILEZERT BRIC [GPGF vy I DEMIL] 71—l
R AN TOET. Fr RILUCARZLS YT —S Y P U —S 3 Y %BM

o TBEAI. COTA—ILREATICLT. BLIATUAWSY ST —I% A YR h—
LTEBESICLTLRET N, Ny r—UPERThTUANY —XHB0LDTHS
IBE. GPGF T v I REMICT B rtxal)Tq URINELET,

You can only add a repository to the SUSE Multi-Linux Manager with the Web Ul if it is a valid software
repository. Check in advance that needed repository metadata are available. Tools such as createrepo



and reprepro are useful in this regard. mgrpush can help with pushing a single RPM into a channel
without creating a repository.

® For more information on createrepo_c see https://manpages.opensuse.org/Leap-15.6/
createrepo_c/

* For more information on reprepro see https://manpages.opensuse.org/Leap-15.6/reprepro/

Procedure: Adding a software repository

1. SUSE Multi-Linux Manager Web UIT. Y7 ko x7 > &> URI KV
ICREIL. (VRS rUoHRIZD ) v I LET,

N

VRS rUDER] R—I Ty DRI FJIZTRIL(TzE ZIE. my-tools-
sleslSspl-x86_64-repo) = TT_I'U' £95,

3. [uESrUURL] T —JLRIC. repodata” 7 1 JL(T= & Z UK. file:///opt/
mytools )2 BL T4 LI FUADNZAEZIBELEXET, ZDT74—ILRT
. FROBEMABT7 RLABEORINZERTEET,
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5. 77 ay: DRSS KITOSA 7Y MNEEESGIAMNERIBS . SSL
TJ4—=ILRICAHALET,

6. [UVESFUDIERE ] Z 7w I LEX T,
EICRLETOS—U vt SS—USTTRURS NURBLOBICHZ VRS RIS Tx—) #E2MHT
ZBEICOIMEELE T, CHIFOBSICE > TERSINIETANTOURS FUICHEYLETH, @, OBS
Lk S TIRBINTVWEBWARL —F 4 VTS ZFLOMD RS R ICIFZY L Ao
FERT 2 UES FUICGPGEF—N B VESIE. HOPTGPGE—%3EE L. GPGE—%F— 1 Y |ICFETAH

VIR—FTEEY, gpgd~N > RZ10 Y —)L%FEHL T/var/lib/spacewalk/gpgdir:—1) > J |l —% 1
VIR— TR, KEMNICRESNE T, chrootIREBIEESINTH., F—IXFEREINE T,

Procedure: Creating a software repository with GPG key

1. On the container host, the command to import a key into the keyring,
is:

mgradm gpg add /path/to/gpg.key

2. For more information, see Client-configuration > Autoinst-
owngpgkey.

o uyuni_suite. uyuni_component. & & Uuyuni_arch® 7 T /NZ X —R2%ZERAL
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6.3. AR LFv >R

T. Debian®IET7 Sy FURT FUEEBMLE S,

uyuni_suite
WETY, Debian® RFFaX> bkTld. ZniddistributionE HIFENTWET, ZD/NNTAXA—HAT
IE. aptV —ZXZERELEFT, ONTA—ZERELBZWVEEIE. T 7 7O—FHMERINE T,
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uyuni_component
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uyuni_arch
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HEHEINEF T, FyoXIDT—FFUF v r—BLAEVSEIE. BERMICuyuni_arch#38E L £
FT(T7—FTI7FvDBEDDHVEVRIEELHD £9),

ISV DD DB B D FT,

F2.DebiandE7 S5y FURIS RITYEDS

2147 Y =217/ URL

apt VY — 1T deb https://pkg.jenkins.io/debian-stable
binary/

URLY v E>Y https://pkg.jenkins.io/debian-stable?

uyuni_suite=binary/

apty — 1T deb https://deb.debian.org/debian/dists
stable main
URLYw E>Y https://deb.debian.org/debian/dists?

uyuni_suite=stable&
uyuni_component=main

Debian U R FUEERT #—< v MIEATRBRIEICE5Z BTV, COER

l&. https://wiki.debian.org/DebianRepository/Format#OverviewiZEIWT LV &
ED

RS MIEERTA—T Y MIXODEED T,
deb uri suite [AYR—F%> ] [AVEKR—2>b2] [...]

IR
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deb https://deb.debian.org/debian/dists stable main

EJ e

deb https://pkg.jenkins.io/debian-stable binary/

AA=bAVR=RI FDRT LIS, AR TIER—ZURL + suite + component(ZE
DVWTHEINAENDURLZEZELTWET,

Procedure: Assigning the repository to a channel

LY2box7)>8E> FyoRILICBEL T, FICERSNICA RIS L
FroRINDREZEI VYT L. FILWIRS NI ZHDIXZLTF v 2%
JLICRIDETET,
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BoTWARI =R L. (VRS roREIZZ7 v I LET,

3. T7AILETIE. AEZ7OEREICICHBRINE T,
F v O XILOREAOFEMIC DOV TIL. administration:custom-channels.pdfZ 8RB L T T W,

Procedure: Adding custom channels to an activation key

1. SUSE Multi-Linux Manager Web UIT, XTL> FITa4R—=>3 > *F
—ICBEILT. NREZLF v R ZEMTEF—ZERLEFT,

2. (@ RTD [#Fv>ozn] URAMT, BEMITZFvroRILEZERLE
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administration:custom-channels.pdf#custom-channel-sync

java.unify_custom_channel_management = 0
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LET, CoFr7O7IClE FEHROZBHBOTTN—HRREINET,

® SUSE Multi-Linux Manager®Web UIT. Y7 bz 7> B> FyoRILICBEL. URD b ICEHE
FFSNTVBFroRILZEI Vv I LET, VRSMI > AL TICBELE T, VRIS MURDOHE
IC [FIHAREE] MRRENET,

e OXRYRZOYZ+TEEOI 7 7Lz HERL T,
tail -f /var/log/rhn/reposync/<channel-label>.log
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6.3.3. Add packages and patches to custom channels

BEOF v o022 ERETICHLWAR S LF v RILZERT 2%E. €DF v > RILIC
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Procedure: Adding packages to custom channels
1. SUSE Multi-Linux Manager Web UIT. Y7 ko x7 > B> FyroRI
ICBEIL T, [nwr-o] 27ICBBILE T,
2. 77 ay: [—smmmg] 2T7ICBBILT. BEF v RILAICHDT
NTCDONyT—2#RRLET,
3. [em] RTICBELT. FroRILUSHLWNAYT—UZEBMLE T,
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5 ARBLF ¥ XILISEBMT /Ny —2%F I LT [ 18y r—S okl
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Procedure: Adding patches to a custom channel
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4, Ny FREITEI3HEF vy RILEERL. [EEHFshENyFORTIZE D )
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6.3.4. Manage custom channels
SUSE Multi-Linux ManagerEi8#& & F vV RILEBEIEEDF v o RIL e LTEXIFHBRTET X T,
Fr Y RIVEBBELGHRTIEREMOI—FITNETZICIF. YIFITT > BB FroRILICE
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Procedure: Deleting custom channels

1. SUSE Multi-Linux Manager Web UIT. Y7 ko x7 > B> FroRI
ICBEIL T, HIBRT3F v o RILEERLE T,

2. [VIr9TPFv o208 Z7 ) v o LET,

3. [Frvyvznosmg] R—I T, HIRT23F v > RILOGFEMZTRESEL. [z
FLOYTRIS1TEME] FTVIRYIRZAVICLT. YIRS
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£9,

4. [Frorolglz 7 ')y LET,
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6.4. Third-party Channels

SUSE Multi-Linux Manager includes the ability to synchronize the content of optional third-party
repositories with some of the products that can be managed by it.

Some third-party GPG keys are included by default in the SUSE Multi-Linux Manager database, and some
are not. For third-party keys that are not included, the relevant keys need to be imported when choosing

to synchronize such third-party repositories.

To import a GPG key, use the following command syntax, executing the command on the SUSE Multi-
Linux Manager host server:

mgradm gpg add <path-to-gpg-key-file-or-URL>
1. Example: Adding a GPG key from a file:
mgradm gpg add repomd.xml.key

1. Example: Adding a GPG key from a remote repository using a URL:

mgradm gpg add
https://public.dhe.ibm.com/software/server/POWER/Linux/yum/0SS/SLES/15/ppc641le/repodata/re

pomd.xml.key

To list the keys currently held in the SUSE Multi-Linux Manager GPG database, run the following
command:

mgrctl exec -ti -- gpg --homedir /var/lib/spacewalk/gpgdir --list-keys

When installing a package on the client, you may also need to trust the GPG key on
o the client itself. This requires that the GPG key is also available there.

For more information, see: Client-configuration > Gpg-keys.
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6.5.1.1. Fv RILDSNILDKE
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1. SUSE Multi-Linux Manager Web UIT. Y 7,7 > FvORILVRA > TRTICEBIL T,

2. TOR—JIZ. Channel Name (F¥YRILR)DPRREINET, FyoRILED) VIEEIRTS
. ChannelLabel (F¥YRIDFRIL)DT 4 —IL RHARRENE T,

3. HIRTBF v URILEFF v oRILERELE T,

F7A =S¥ ARV RS VZERALIEF v o RILDSNILDORE

1. SUSE Multi-Linux Managerd> 77+ R R T, ROOAYY FZRITLT. FroXRILDY I MZEIET
FET,

mgrctl exec -ti -- spacewalk-remove-channel -1

6.5.1.2. D XTLDF ¥ »RXINDYTXOV TS 3 VDR
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TOo=S%: ARV RSA1 %2 ERB L. SDXATLDF Y RIVLOYTROS
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1. SUSE Multi-Linux Managerd> 77 HRX FTROOAI Y RERTLET,

mgrctl exec -ti -- 'spacecmd -- softwarechannel_listsystems <Channel Label>'

6.5.2. Fv > ILOHIR

FroRIINEEFDART—RIF. AXYRTA VY —I)LTOHHIRTET £, spacewalk-remove-channel
ATV RIE. OF v o RIUDSBRINGBL BRIV I NI 7Ny T =2 BEMICHIBRLES,. Lk
MNoT XET—=RIFT—ER=ZW5. T7AIIIEA ML= X T THSHIBREINET,

6.5.2.1. FF v > RILOHIFR
7As=Yv: AV RS V2 ERLIEFF v 2 RILOHIBR
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1. BLRDF v oI ZHIBRYS ZICIE. SUSE Multi-Linux Managerd> 7R M TROOAT Y RERITL
£,

mgrctl exec -ti -- spacewalk-remove-channel -c channel-label

2. BEOF v oI ERFICHIRT 3ICIE. FSF v RILICHLT-c 755 %2FEHAL. £D%ICchannel-
labelz FIT£d, RICHERLET,

mgrctl exec -ti -- spacewalk-remove-channel -c channel-labell -c channel-label?

6.5.22. HF v ORI EEDITARTODFF v 2 RILDOHIBR

O =S BF v ORILEEDIRTOFF v RILOYIR

1L BHF v ORILEITRTOFFv o RILZHIBRY BIC1E. spacewalk-remove-channelz -a 7> 3> %
FEE L TE1TL. parent-channel-label % sles12-sp5-pool-x86_64D & S F v > RILSARILICESE
Bz £,

mgrctl exec -ti -- spacewalk-remove-channel -a parent-channel-label



Chapter7. A7 7o ¥)LaAYEa—T
127
Confidential Computingld. N— R T 7R—XOEEERITRR(TEE)ZMA L T, £ARDT—2ZRE

TETBRMTY, TEEC K. T—2DESMH. T —2OREE. $LUPI-FOESHICHL Tk hic
LANLDEF2 )T 1 Z2RHTBTRIRDE AT T,

7.1. SUSE Multi-Linux Manager T®Confidential
Computing

TEEDEEMEIFRA IO RICE>TF v I INET, SUSE Multi-Linux Managerz. BffchTLnd>
AT LDRFF—NE L THERATEE T, ChUCED. COE—RTHELTVWES X TLDLAR— FR—
CHERINET, CNSDY AT LIRBERNICRAE LV F Vv ITIBENHDET, BEDOFI VY
DEEHHREFINTESD, EXICIGCTHATEE Y,

Confidential Computing®1&Eid. FRAEEINZ S AT LDNRITINTVWBFERAN—RI T 7 EREICE ST
HLD XY,

o Confidential ComputingD 33 IEx86_647 —F 72U F v COAMATET X7,

7.2. B%

Confidential Computingld. ROFEZFRORRICEY b7 v T TEX Y,
o FEESN BT R T L(IREY S >)HSLES15 SP6T&H D SUSE Multi-Linux Manageric7—c XA bS5 v
INd
® /\— R 77|CAMD EPYC Milan CPU £ 7=|ZAMD EPYC Genoa CPUALMEE SN TV A HNEHLH S
* BlOSh'Confidential ComputingDEREEZEFAI 3 2 L S ICRETN TV R HENDH B

° R MOSE RIEILY 7 b = 7 (KVMB &L Ulibvirt) TConfidential ComputinghihR— kTN TULZ %
BEhHD

7.3. #IPRSIA

* SLES15 SP6MConfidential ComputingDEREEId TV /O FLEa— LTREIhTVE T,

 SUSE Multi-Linux Manager®Confidential ComputingDi&3iEE 72 /O FLEa— LTREINT
W&Edo,

e tXaFT—hIFREEThEITH WMAEDETBAKIMEF 2 T T— FESNPT X MMIAEBFHCERT
TEEA

UPR— [ £208R—T 7.1. SUSE Multi-Linux Manager T®Confidential Computing | _



7.4. SUSE Multi-Linux ManagerTdConfidential
ComputingDfEMA

o Confidential ComputingZ R MMty b 7Y 7L TRET D EELFIEICOVT
F. OSRYADYZ a7 EBRLTIETW

70— % SUSE Multi-Linux Manager®-f Y X b=JLRR|CERSEOA >V T+ %E
McT B

1. 88REd > 7 7FI&. mgradm install podmanZz {£f L TSUSE Multi-Linux Managerzf > X k—JL9 3%
BICHERICLET,

7 74 )lmgradm.yamlUZ U T ZEBML £,

coco:
replicas: 1

70— v: SUSE Multi-Linux Manager® - > X b—JLgICERsEa> T+ %E
MCTB

LAY M=)VRICERE IOV T FZEMCTBICIE. ATV R NTA—EZmgradmZFREL 95,
2. kDAY RERITLET,

mgradm scale uyuni-server-attestation --replicas 1

Procedure: Disabling Attestation Container After the SUSE Multi-Linux
Manager Installation

1 I CICAEMARREI YT TEEMCTSICIE. XOOT Y REETLED,

mgradm scale uyuni-server-attestation --replicas @

7O =S BB/ MICTS

1L BRLIO AT LT, BEE > Confidential Computing» S8E (A 707> vILaAYEa—Fa 25
>HRENBELET,

2. FUNWNREVEERL TR ZBMICLE T,
3. 74 —ILRBRIBAA4T T, FOV TRV URIMHSELWATS a v ZEERLET,
4. [RE1ZVVy I LT, EEZRELE T,

7o =Sy %ﬁb‘a‘munE%Z#/J_}l’j—%

L BRLIV AT LT, BEE > Confidential Computing » List Attestations (1> 7« F> v )LaVE
1_7_—‘]’ \/ﬁ‘>mu\uE0) )9 7‘:*5@.][/353_0
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2. [BBEIDRT 22— ER/ETB |20 )vILET. FILLWI+—LHHEETET,

3. IEERRIBRICR 72— T, SHEEOERTEZZERL £ I,

4 BEIBLT. UTFICEBMA 7> a3 v BRL T FILER LR Z#EF T —VICEBML £ 9,
5 [R7T2a—-NL1200y o LT HILLEREIOETZREL TR Y a—ILLEY,

T7O =S SAT LD SIREILR— b ERTT S

1 BRL 7> X7 LT, BEE > Confidential Computing > List Attestations (1> 7 1 7> v)LOVE
1—T4A VU >BAD—E)ZTICBEL XTI,

2. RRIBLR—bZROIFTTERLET,

3 BRLIEEEL R— b2 v I3, BB THVHTET,
4. RO TSEV-SNPICBEENL £,

5 RIS, ROXTEFaT7T—MIBBHLET,

7A—=Sv . BEEHNSKREELR— FERTI S

L reEF—> 3> N—h5. BEE > Confidential Computing (A 74 F>>vI)ILAYEa—Ta>9)
ZEIRLET,

2. AAYNRIVICIRTOFBHED ) R bHRFENE T
3. RRIBLR—bZROIFTTERLET,

741. LR=FDRXT—RR
BLL B — MEROVWFTNH DR T —FRITHRD T
b

NIRRT D a—ILENEREDT 74 FDRAT—R AT, TOCLADELEHABRINTULERVDTE
TLTWAWES, LR—MIELEFIATRETIEDH D FE A

FETh

Z#yl_}LénTuWL\DIE‘uJ: oM EN ﬁTTﬁE’&\ I//T\ I‘h{{lﬁﬁzéhé N 7[1‘['_’20317_‘—92L315£17]
IO FET,

£

AT T a—ILENIGERBEEDRE L. EORBRLAR— FIMER SN AEWEE. TOLRDIAT—RRF%
BICBEDET,

75.BFFEY Y

Confidential Computing@ eI DWW TIE. https://www.fortanix.com/platform/confidential-computing-
manager/what-is-confidential-computing[ C 5 5] 8B L T 2TV

46R= | 220K ot e | EOSEURNEE



Chapter 8. :I‘/v_-‘/“J%'f 721V IER

AVTFIOVSATHAIIVEEBTIZERY S REBHITIRMCNYT—SEAREIIAABELUVTX
FTEEY, Nd. BonfcX> T+ '7 VROURICEFREERT A2NENHBIHEICRICIRIBE
ERS

AVTUYSATHAVIIEERTIE VI LTI T7Frvor)ey - LTGERL. HEICIH U TRERIC
BOETHRELT. ERI ATV MIAYAM—ILTEEICHENICTRANTZZENTERT,

NUAFv o) ZEEEETEICRTEIREAD. Ny T =S8 AR LNy FZEMETIFHIFRT 2
CET. ENSDFvoRIILOoO->%ZERL. 70— 22ZEEIHehTEFET, hsoryo—r
FrorINEeT AN SATMIBIDETT, 9547 bHBFEEDICEET B 2B TEX
ERS

FIAIETIE. 2O0—IRVAFv O RILETTOR VA F v o)L E—8 L. K1FE
ZEBHMISBIRL F 9, [etc/rhn/rhn.confilRDA T 3V EBMTZZZICED.
" IJO—CF v oRILOBEERREENICTETET,

java.cloned_channel_auto_selection = false

KIS, TRTOTFRAMMIERTRE, 70— F v RN ERAY—NICTOE—FTEFET,

NI VI RDZT7FvoRIBTATHA TN TBHTES —BOREZBL TRETNTT. 1FCA
EORBSATHA I DECEHBTIAMRRBEEARENEEFNTVLVEITH BELHORRZH
DIENTEFT,

ZDOtEITa>Tid. BEXNAIYTUOYSATIHACIIILFIBE. BLOEATRELR 7 ILZICDWTEHRAL

F9. &DOEFEBLRHAIZDOVTIE. Administration > Content-lifecycle-examplesz S L T<2E W

8.1.AVTVUZSA 7141707 FDERK

AVTIVSAITHAVIINERET ZICIE. TOP T b SRBTIHENHDEFT, TOJIIKT
B VIRIITFooRILY =R KyT—SORRICERINZ 71 LE. BLUVEILRBEICOWT
EELET,
Procedure: Creating a content lifecycle project
1. SUSE Multi-Linux Manager Web UIT. AYFYS17912)L> 70O
JxVMIEHL. [(Fovzsroti1Z ) v I LET,

2. [5an] Z4—JLRIC. 7O bDOIRILZANLET. [5A0]
T14—=ILRICIF. MNXFE. HFE. EVUAR. N1T7>. XU TUE—
AAT7DHEZAINTETET,

3. [&#] Z4—JILRIC. 7Oz bObHDRTVWEEIZADLFT,
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4. (R 1RE2 =)o LT, 7Oz FEERL. 7O T bR—
JICRED X9,

5. [Attach/Detach Sources] (VY —ZXDEIDHT/EOANL) 20U v I LZFT,

6. [v=z] 4700 T. V—XEAT%ERL. 7OV btD R—2X
Fry oI ZBIRLET, FryroXILHBREMERININICET BB
RESH. BIRLIEAR—XAF ¥ VR TERAIBERFF v U RILHERTR
SNE9,

7. BEBERFFrvoRrINZAVICL. (BEIZZVy 2L T, 7OV bR
—JICEDEd, BERLEVIMIZTZ7FyORILDBARRINTWVSIE
3T,

8. [ 740208y T WMbaLIZT v I LEXT,

9. [z4n%] E4 70T, 7O T MCEIDY TR 70 IILEX%EEIRL
F9. FILWI A IILEZERTBICIE. [HLOWI 201 ZT ) v L
£95,

10. (BEBoem|Zz7 ') v LET,

11. [B@Es1790o0] 44700 T, BYIDEREEBIC. &El. NI, KO
SEBZETIT T, (@122 w I LETd. [S5An] T7a—ILRICIX. X
F.HBFE. EUAR N1T72, BLUOT7UEA—RAT7DHEASITE
£9,

12 47 IIINDIRTOREBENRT T2 FT. BEOEREZHEITLE
To  {ERRBFIC [#ciEA]l 71— IILRTCEHREBZERTIDZIZET. 5147
1UIINDEREBEDIEFR%#FEIRTETE I,

8.2. Filter types

SUSE Multi-Linux ManagerTld. 7OY 7 FOBRIERATZ A>TV EHIETRHIC. THEITER
BATDTAIINRZERTEET. TN EZEBITRE. EILRICEDEZINYT—IXIFEIL KD SR
NTEINYT—CEBEIRTEERT, RERIF. IRTOA—RINYT—2FFA LD, —EBBD/NY T —
COFEDI ) —ADAHEZHBZENTEET,

HR—EETNTVB T ILRIERDEED T,

o NI —=IDTILRIYT
© byname (&#i3)

9 by name, epoch, version, release, and architecture (%&&f. TRy, N—I3>, UU—2Z,
y p



LUV T—FTIFvi

© by provided name (E%FE TN 7=%H15))
* NyFT4NLBUVY

© by advisory name (7 K/\1 41 %5)

© by advisory type (7 K/SA 41 &+ F5)

© by synopsis (HIE7)

© bykeyword (F—7— K5l

©  bydate (AfRI)

© by affected package (FE%Z(F3/8v 4o —I)
e EVa—)l

©  bystream (R kU —L3)
(5 ) Ry r—SOfER. AYTFIYDT A ILE) Y IRICBBRINEE Ao

TAILETHERATEENYF Vv —I3BBHDFT, FATIZIYTFvy—I& ERLICT IR Z1T7ICK
DTEBDFET,

ERATEBYYF Y —IFRDEEND T,

=15

o — X (ERRROEAZWMBHBENDHD FT)
e FLL

°* FHLWL

o HLLHAELWL

o HLAZELL

o L

o FLLAEZELWL

8.2.1. Filter rule parameter

BTN RICITHRAXCIFESTSOVITNNCRETET 3rule/ NI A—EHBHDET, TAILRIIRDLSIC
WIBENET,

o Nur—=CFRBNYFIMEE T 1 LR ZR/IETHEIE. BROSHFEATNET,

o Ny —CFEEFNYFHHFAT I EZR/I-THEIE. BRICBEENFTT EE 7L 2ITE>THR
NASINIBETH) o NYT—JICRTBHFT T ILRIEINYT =T LR TOHIEL. /Ny FIC
WIBHFRATAIINREINYTFITAINEZTDOHIELET, DFED. N T =TT LR TR NyFT
A IIBATHRASNTENY T —HBUOBMT 283 TEERHA. £lew Ny T —J T LR THEAS
NIENYFZBUOEBMTSCHTEEE A



COEEIF. —MREVR BT TR ZEALTESHONy T - XT3Ny FZERAL. BED A T+«
WETHEDNY T—IF 3Ny Fz TFx)-EvT) $35RICKRIEET,

o ATV T4 L RIFEBARATI/O-—NILBHOTHO, 7OV FETHETE X
ER

7OV MCTTICHBRERSNILY —IDEENTWVBIHEE. RIFZEMT 3. BifF

o QAT YRBENICAATNET, J2TUVIE YA IILOLURDOREN 55| S
HEIhET (FELTULEER) o MEIORELNBVSESIE. 7027 bV —ID'E
EREINZETEDIRICRDET,

8.3. Filter templates

WS OO D—RHN B F VA TT 1 ILZDIERZEXIZET 7. SUSE Multi-Linux ManageriZid7 1 L& T
TL—FHBEETNTVET, M50 T7YTL—bZ2ERT L. HEDI—XT—XIZEHETHXR
BAIAXENc—ED T« LR ZERIIERTEE T,

COtrTarTR. ERARBRT Y TL— M EZOFERAEICOVTHALE Y,

8.3.1. Live patching based on a SUSE product

SATNYFIBZZLC IO TV bTR. SATNYFNYT—=SDHNI 147> MIBHE L TRE
SNBES5IC. EFHNBRROA—RILNY T —OZFNATIRBERDBD ET. —AT. PRTLOEEMN
THRFITBLDIC. ITICA YA M—LLETNTVBBEDA—RILNY T =22 8D BREDNHD T,

CDTYTL— b EEBEIT?E. COEBMEERIRTIOICHERIDD T 4 ILEZDMERENE T,
o R—2A—FILN—Y 3> 2ECkernel-default/N v —S# ST /Ny FEHE TS

° reboot_suggested¥*—T— RZFL/NvFEERTS

¢ installhint(reboot-needed) L WS &BIZIRETEZ2N VT —CHEEUC NV FZETTS

SATNYyFRBTOD 0 bOFREFEDFHFMICDOWVWTIE. administration:content-lifecycle-
examples.pdfZBBLTIZE WL,

7O =Sy 77— FDER
1. SUSE Multi-Linux Manager Web UIT, A>TV SAL 791> T«
JLRICFBEN L T\ [CreateFilter] (71 ILADIERR) Z0)wv I LET,
2. 447 OJT. [Fo7L—be@E@mT3127 ) v I LET. ENICIELTA
IHEEEINE T,

3. [FL7492] T4 —=ILRICHBIOTL T4 R EZANILET, Z DfE
IF. YT L—MIE>TERSINTELZD T 1 ILEZDLBIOBIICEN
INEd, TUL—MAFOCSTIZFOOAYTFEINTERINTL


administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version
administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version

BB COT4—=ILRICIZZOS TV CSRILDBFRIICAHINE T

o

4, [Fv7L—r] T4 —ILRT. [sUSEBRIZES< SNy FE] = ERL
ERS

5 el 74—IILFT. SATNYFUIEZERET 5HmzERLE T,

6. [H=z0] T74—ILRT. BERLERBTERBIERN—-S3 DU R
DS AH—RIN—=2a3 % FBIRLET, UBOBEDOH—RILINYF
EERTDTqILRIF. CON—2a o icEDIEET,

7. 18120V v LT, 700252 ERLET,

8. AVTIVIATYA I > TAS I MIBEL T, 7O b &&E
RLET,

0. [Za020BbYET WMbALIZTI )Y I LET,
10 8L TL T4 0 REF DT ILE%E3DFERL. (BE1Z27 v oL
£,
8.3.2. VAT LICEDILL ST Ny FuiE

BEODEFEAVATLICAVAR=ILEINTVWRH—RILN—=Ja VIICESVWTSA I Ny FRIBZOD
IV MEERETDIHE. [DRATLICEISSATNYFUIE) T L—bEFERATEED,

COTYTL—bZEBRAIBZE. COMEERRT BIODICBERIDDT 1 LEHBMEREINE T,

° R—ZAA—FRIN—=2 3 v eE LCkernel-default/N\y 77— SO /NNy F2HAIT 3
* reboot_suggested¥—T— R EZFL/NvFEETTS

* installhint(reboot-needed) Lt WS &BIZIRETE2N VT —CEZEONY FZERTT S

SATNYyFRIBFOS 0 bOREHEDFHFMICDOLTIE. administration:content-lifecycle-
examples.pdfZBB LTI,

70 =Sy 77— FDER

1. SUSE Multi-Linux Manager Web UIT, A>TV SAL 791> T+
IWRIZEFH L T, [CreateFilter] (7 JLRXDIERL) 0w I LFT,

2. A4 T7OJ T, [Fv7L—reERT3120 ) v I LET, FTHIIELTA
INEEEINEF T,


administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version
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w

[FL7492] T4 —ILRIZ. BEIOTL T4V RX%ZANLET, ZODfE
ET Y TL—MILK>TER SN IARTD T 1 ILZDEZEIDETICEN
SNEd, TUAL—tPFOC IO TFANTERAINTL
BBEIE. COT—ILRICIETAS TV b IRILDEFFIIADINE

ERS
4, [Fv7L—r] T4 —ILRT. [BEOLRFLICEISIINyFuE] ZER
L9,

5 [ez5n] 74—=ILRET. URAMDBIVRTLEERTZIHD. VXT L
ZDOANZBEBLT. 773> EKDIAZET,

6. [h=zn] TZ4—ILRT. BIRLIZDATLICA VA R—=ILTNTWVDS
N=T3> D) AMDSA—RIILN—=2a 5 FERLET,. UEOEE
DH—FINYTFZIEBRITBDT1ILRIE. CON—=JaVIlEDEE
RS

7. 8127 )y o LT, T ILEZERLFT,

8. AYTIVIATYA 0> TAS I MIBHL T, 7O M &E
RLET,

0. [7Zal2ngb YT WMbALIZV ) v I LET,

10. IBELIETL 749 R%HDT IR E3DBIRL. (#1227 v oL
£9,

8.3.3. 7 7 #JL FDAppStreamES 2—=JL

OV MCEEFNTVWBRED 25— URIMITIRNTOED 2a—IILZFERATETEL5ICT 3513
CODTANETUTL—b2ERALTED2—I/ILZEBNICEMTET XY,

COTYTL—rEEATRE. EPa—ILTEICAppStream 7 4 LA EZFDT T 4L R ) — LHDMERL
INEJ,

Co7OEIATOS T hOR=IUHBETINEIHE. 70 )LAEZEFNICTOS 7 MIBMENE
I, BMTNAEBRWERIE. ERSN=T70 2% TIVIA4T7H140IL > T ILRIC—ERTL. BE
ICISLTHEED 7O T2 MIEBMTEET,

BRDT71IILE2ZRELTRHDEDS 2 —ILA M —LZBIRLIED, 2—7 Y IR FUHDSEDED 2
—ILZBRA T BIOICTERICHIRLIED TEE Y,

TARTOED 2—ILZA M) —LHHEEICEBREDHZ DT TIERVH. BLDX )

(’ —LEZEETRC. EYVa—IILBKEEBERZESICHERTISRVAREREADD £, <
DIFE. 7O T FOFHAR—Z DT IILEARA VICKIERHATZ IS —HRRS



N IRTDEDV 2 - IILOBRFMERIEZHOLSICHRB I TEIL RRZ VISEMICE

DFEI,
Red Hat Enterprise Linux 9Lf%. EZ a—ILICIXERBBADT 7 AIL K X MU —LDH
o D&t A. LT7=H'>7T. RedHat Enterprise Linux90Y —XTZ DT> 7L — bz ER

LTOMRIEHOD EE A

AppStreamU RS h)Z ATV SA TR A VIIEERTRET 25 EDFMICOVT
i&. administration:content-lifecycle-examples.pdfZ B8R L T 72& L\

70 =Sy 77— FDER

1. SUSE Multi-Linux Manager®Web UIT. Content Lifecycle > Projects
ICBREL. 7Oz b ZFBRLET,

N

[74042] T3 >T. [74 02088 T / WOALIZY ) v L. [HL
R PIIR-1)Y 3 A A BRI OF- S IS

3. 4470 YT T [FyFL—reERT3 127w LET, FNICIHLECTA
I EBEEINE T,

4. [FL7492] T4 —ILRIZ BBIOTL T4V RAZANDILEFT, ZDfE
ETF Y TL—RMIL>TER SN IR TD T 1 ILZDOEFIORIICIEN
ShEd, TYTL—MA7OPIZ 0OV TFIMTEREINTL
BGaIE. TOT4—ILRICIEFOC 7 FSRILHAERIICANINE

ERS
5 [F¥7L—-+] T14—ILRT. [-7""7>.|'JLI~0JAppStream-'E~>“:|.—}lo] ZEIRL £
ERS

6. [Fvrzn] 74—ILRT, EZa—-ILEZREITBZIESa5—Fvy>ox)l
EBIRLFET, COROYTEIVICIE. EZa5—F v >oRILDOAIEH
RLREINET,

7. 82120V v o LT, 74025 ERLET,

8. [zq4n%] £ a>EFTRo/O-JLLT. FILLEIDHTSN
TcAppStream 7 1 L X = HESR L £ 95

0. LD T4 ILAZREMBRLT. ——XIcEHLETFOS TV b EFEEK
TEXY,

8.4. Build a content lifecycle project

7Oz b EERL. BEEERL. VR ITIIEEZEDYU TS, f1HTTOS I F2BRTE

53— [ £208R— 8.4. Build a content lifecycle project | _


administration:content-lifecycle-examples.pdf#appstream-filters

EJCR

BRICE->T, BIDHETONLY —RICTqIILEZDEASHh,. 7O 17 FORVIDRRICETNSHERS
nxJ,

BEOO>ToY7OS IO MDY —RELTRILRYAF v ORI EFERTEEY, CDFE. SUSE
Multi-Linux ManagerldZO—>F v XL CICFHLWANYyFoO-2ZERLEFEA. KHDIC. 120D
Ny FOO=RIRTOI7O-—2F v URIILBETEEINET, UKD Ny FHREISINIFEEP
INYFRDONYT—IOWBEINTHZERBE RUADNNYFEEET S EHEIRE TSR NH D &
Yo ATV 7OP I bO12%#BHRIZI . AVToVY 7O TV FOMORECHEBEADMD I
TIOVTAS TV M F v IRIICF v ORILDHBHBETH. 70— Ny FEHETEZIIRTOF v =*
DT ITAILETAVSFILEERREINET, COBEIE. EBORETEE/NYFERBEZA IICTS L
TEETEFT, NvFZHBELTVLWEBIIRTOF v URILDONYFZHTFEITREATSICIE. VI RY
T7 > Bl FyoRIICBEL. RET 2FroxILazo)yo LT, [EH] H727IC8E8LET,
Ny FeFHTRBPLTH. Ny FEZHEITIIRTOMBF v > RILICKELFT,

Procedure: Building a content lifecycle project

1. SUSE Multi-Linux Manager Web UIT. A>TV 314 7914 7I)L> 70O
JxUVMIBHL. BRITBZ IOV FEBERLEFT,

o 7O M EEBETZEIIC. FBRRARENAHZ L
HEHERLTLLIETL,
2. I ZTHNY —Re T I 2%=/ERL. [ELk1ZZ7U v I LET,

3. COENRDEEIIIEHRZHATIN-—2arAvt—I%RMHL
9o

4. [mEs1791o0] €2 a3V TEILROETIRREZERTET X,

EIWRDET TR REN-—2a3 VA DBR VIMIIT7Fv UoRILBEDEIRY —REISAT Y
MIBIDETEZ W TERT,

8.5. Promote environments

AV bHEREIND L. BRINLCY —XZIER. BRRICTOE-—HFTEE Y,

Procedure: Promoting environments

1. SUSE Multi-Linux Manager Web UIT. A>TV 314 791 7I)L> 7O
JxUMIBHL. EETH7O00 I FEBERLEFT,

2. [B@Es1791o0] €O 30T BMRKRICTOT—MIBZREZRED
7. [Promote] (ZOE—K) ZOUwILET,

54R— [ £208R— 8.5. Promote environments|_



3. [mES1790o0] B3> TEILROETREZERTET X,

8.6. Assign clients to environments

AVTFIVIAIHA oI TOP o b BRSSO TOE— T3 . SUSE Multi-Linux Manageridy 7
FITT7Fv oDV —EERLET, 51472 MEEREBICEBMTZICIE. 97147280 [RTF
LOMM@] X—YOYIRIIT > YIRIITFroREFEBLT. A=Y IR TFr R
FYTRIIT7FvoRxIINEITATY MIBIDETET,

Ff-iCEBmMSnf=oO0—>F vy RGOS 7y McEENICEID S TSN EH A
V—XEEBMELIZITOE—-FT358I1F. FroRIEDYUTE=FETHERL TEHR
c’ TRIRELDHD X,

BEEID HTIE. S%D/N—2 3 2 TSUSE Multi-Linux  ManageriZBIIE N3 FET
ER

8.7. ATV IA 71V IEEDH

COtooarTR ATV IATHAVINEEDERAED—RNGHZ VNS DHIRLET. N5
DOFZFERL T MBICAREIIAXENIREZERLE T,

8.7.1. BRINyFH1roID7TO> TV FOIER
BXRINyFH17IIlo7O o MMlid. UATTERINE T,

e ByDate (Hfth)) 7« ILZDIERK

e 7O2I Y MADT 1 JLZDEM

FLWTOS T REILRAD T 1 IILEZDER

7O T RH 5Dy FOBRN

IOz MINYFEEDB

8.7.1.1.ByDate (BH{3HI) 7« IILXDIERK

BELBMUEIC) ) —RSNITARTD/NY FidBy Date (AfH5)) 7w ILRICL>THRASTNE T,
COTaIIEIFE BRINYFHA VIS AT OVSA IV 7))L TOaS o MIRIIBEET,

Procedure: Creating the By pate filter

1. SUSE Multi-Linux Manager Web UIT, ATV SAL 791> T«
IWRIZEEH L T, [CreateFilter] (7 JLRXDIERL) =0 ) v I LFT,

2. [74n28] Z4—ILRIZ. 741 2D%EI1ZEATILET, ez
|, Exclude patches by date (H{TBIIC/Ny FZBEANTSB) »
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3. [74n82147] 714—I)LRT. [pPatch (Issue date)] (/N F(F1TH)) %=

ERLE,
4, [?‘y?v—] 7«1 —IJL KTl [laterorequal] (%TLD(F%) ﬂ‘gyﬁgjﬂé
nxd,

5 BRZ#ERLET,
6. 1REIZT v I LET,

8.7.1.2, Add a filter to the project
Procedure: Adding a filter to a project

1. SUSE Multi-Linux Manager Web UIT. AYFYSA17912)L> 70O
DIV MIBEBLT. UZRMNSTOP T FEBERLET,

2. [740208bET, /MOAL]I) > I%E I )W LT, IRTOEARIBER T

1IN EZRRLET
3. $TL U [ Exclude patchesbydate] (BfIBIC/Nw F=EBFENTB) ZFERL X
ER

4. RV Y I LET,

8.7.1.3. Apply a filter to a new project build
FLOWITALEDN T LZU I MIBMENETA. 7OV TV MCERYTZBENBDET. T1ILE%
BRI 3ICIF. RYIOREBEZHERTIVENHD £,
Procedure: Using the filter
LIeER1ZZ)wI LT, RYIDEREZEBELET,
2. 7o av: Xyt—C%EMLET. Xvte—272@EHLT. EILRE
EZzEBHiTE XTI,

3. FAMG—NTHFLLWF vy ORI ZFERALT. 71I)LEHIEL < #aE
TWBZezhEEELET

4. [Promote] (ZOE—FbF) Z2Uw o LT, RORBICOAV TV ZTHE
L¥xd. ZHDODTAqILADHB3HBE. £ISERBICERLISZEIE. EIL
RICE/EADDD £75,
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8.7.1.4. Exclude a patch from the project
TAME BEZERITIDICRIDHBENHD £Y, BELRON-IFEIE. by date (HHR) 7
IWEZDENZD ) —RENTBED/NNY FZBRALF T,

Procedure: Excluding a patch

1. SUSE Multi-Linux Manager Web UIT. AYTYYZ14 791> T«
ILRICFE) L T, [CreateFilter] (71 ILRZDERL) Z2) v I L XY,

2. [ 74n88] Z4—ILRIZ. 701 2D&EBIZEANLET, T Rid
[Exclude openjdk patch]  (openjdk/\w FDBRHN) o
3. [74n22147] 714—JLRT. [pPatch (Advisory Name)] (/N F (77 R/\NA

H1)4g) EBRLET,
4. [=wvFv—] T14—ILRT. [gLw] ZBIRLF T,

5 [7Penayve] 70—ILRIC. PRNAMHFUO&FIZADLET, &
Z X, SUSE-15-2019-1807,

6. [(BEIZT7 )Yy I LET,

L AYTIZA4791 70> TAS I MIBEHL T, 7OV h2E
RLET,

8. [Ze020gbyT WMbaAL]) > T%201) w2 LT, [Exclude openjdk patch]
(openjdk/N\yw FDRS) ZFIRL. (#1227 v I LET,

[ELRIRE>ZFERLTIOS Y b 2BEETZ . FILLW I ILEH ENICEML: [ by date]
(BfHR)) 70 ILBeeBICERAETNET,

8.7.1.5. Include a patch in the project

COBITIE. EFa) T4 75— rEZELTVEYT, EEAEXFaU)TANvFH. BEEELTVWSAH
DEVOEMSHABICU) —XENELT FLWL/NYFDLAIIFSUSE-15-2019-2071 TS, ZDHL
WY FZIRIBICEDZHNELHD £,

o (B¥aT] 7+ L2RAIG. [BEE] 71 LERAIORAEEZ EESLET, FFMICD
WTI&. Administration > Content-lifecyclez B8R L T2 &L,

Procedure: Including a patch in a project

1. SUSE Multi-Linux Manager Web UIT. AYFYSAL 791> T«
ILRICFE) L T, [CreateFilter] (71 ILRZDERL) Z2)wILET,

2. [z4n8%] 714—ILERIC. 74 20&FIEADLET, R
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|\ Include kernelsecurity fix (I—RILEF 2V T BEZSHB) -

3. [74n82147] 74—J)LRT. [pPatch (Advisory Name)] (/N F (77 R/\NA
H14Z) ZFERLET,

4. [=wvFv—] T714—ILRT. [gLw] ZBIRLF T,

5 [ 7enxawvga]l 74 —JLRIC. Tsuse-15-2019-20711 . ASL. [#a] #
FICLET,

6. [BEIZT7 Vv I LT, 71412 Z2&FEFLET,

L AYTIIZA4T794 70> TAd I MIBHL T, U A 57O
TV hEFERLET,

8. [Z402n8bET MOALIZ T ) w2 LT, linclude kernel security patch]
(A—RINEF2VTaNVFZEDHB) ZFRLET,

O. [(®EI1ZV)wvw I LEXY,
10. [ERLRIZZDU O LT, REZBEELEX I,

8.7.2. Update an existing monthly patch cycle
BRNYFHAIADRETTEL. ROADNRYFHA VL EBHTEET,

Procedure: Updating a monthly patch cycle

1. [by date] (BfIE) 7«1 —ILFT. Z0IILZOBENMZXROBICEBELF
Yo FFCFLLWIqILEZZERLT. 7O hADEIDETZ
BELEY,

2. SUSE-15-2019-1807DfRN T 1 LA EZ O T FHSERDHN T ENTE
BDHESHHERLET. CORIEZFBRIDIHICHERATETSIHLLIN

wFDBHBBEDHD £7,

3. L ENCEMLE [#m] 702 EZWRONLES, NYFIETTAILET
EFENTVET,

4 7OV b EBEBEL T, KBONyFEZERALFHLWREZ (ER
LE¥d,

8.7.3. Enhance a project with live patching

CtEoarTR FATNYFULERORIRZERT 57DDT 1 LEZDREICDOVWTEHRALE T,
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When you are preparing to use live patching, there are some important
considerations:

SDRATLTA—RIUN=23 2 ZIDRIFERALTEE L. ST /Ny FREN
VT—=JIF BEDH—RILEEDBICA VA M=ILENET,

SATNY FRBOEHIZ. 120Ny Fe L THEFINE T,

FLOWSD =D TNy FUEBA—ILERIBTZA—FILNyFILIC. B
BEHISINRRINET, NS5DA—RINYFITIE. STy FUIBY
—IHMIBLTWVWE T, FTNSEAVIM=ILLIES. BEIZRZEICDRLC L
H1EY R T LEBESTIHNELRHD £,

AVAM=IBEHA—FXIN=23a BT BT TN FEHFOHZA VX b
_“/in_a_o

SATNYFIF. A2V R7OYNyFe L TREINES, REANVIA—ILE
NTVBH—FIN=23 2 EDBFHLVWA—KIN=23 > DBEDH—RILN
YFEINTHRANTBREDBD ET,

8.7.3.1. Exclude packages with a higher kernel version

CDFITIE. SUSE-15-2019-1244/X F T AT L= EBH L E T,

4.12.14-150.17.1-x86_64N0'Z FNTULE T,

K OIFLWLWAN— 3 > Dkernel-default ¥ kernel-default-baseZ ST TR TD/N Y F BN T IHELRDHD

EJCR

Procedure: Excluding packages with a higher kernel version

1. SUSE Multi-Linux Manager Web UIT. A>T YSAL 791> T«

N

SR

59R—2 [ £208R—

JLRAICF2E L T, [CreateFilter] (71 JLAXDIERR) =20 )w o LXT,

[74n48] 714—ILRIC. 710 2D&FIZASILET, ez
|, Exclude kernel greater than 4.12.14-150.17.1 (4.12.14-150.17.1&D&FH L WLA
—XILZBRANTB) o

[7402%2147] 7+4—I)LET. [Patch (Contains Package)] (/N 9’-(/\"‘y’7'
—J%Z3T) TERLFT,

[vyvFv—] 714—I)LRT. [version greater than] (?EE L7=bD&DH
LWN=23Y) Z2FRLET,

(Nvsr—o%] T+4—ILFIC. Tkernel-defaulty AL FT,
[z#ys] T14—ILRZEZEDFFICLET,
[K=sav] Ta—ILERIC. Ta1214) CEADLET,

SEOEEpnep— |

ZD/NyFIZlE. kernel-default-



8. [uu=z] Z4—JLKIC. T1s5017.11 CAHNLET,
0. [RE1Z Vv I LT, 742 REFLET,

10. AYFoYSA4790 00> FASx I MIBEL T, 7O h%&E
RLET,

11. [Za208bYT WMoAL1Z7 v I LET,

12.  [Exclude kernel greater than 4.12.14-150.17.1]  (4.12.14-150.17.1&KD#FL WA
—RILZFNTB) ZBIRL T, (120 v I LET,

kernel-default-base/N v —JICDWTH. COFIEZZEDIRTHENRHD £9,

[ELR]1Z2)voF3L. HILLREMEEENE T, FLLWREKRICIE. 12X b=—ILLIN=YarE
TOIRNTOA—RINYFHEENRTUVE T,

o EOFHLOWA—RILN=232DIRTOA—RILINY FIFHEBRENE S, STy
FUEBA—ILIF. ) —XDORITHRVERD., 5|SHSFERTETET,

CO7Oy—2vRT4INETUIL— b EERLTEMETEE Y. ANV FUIBTAILETYTL
— OBERAEDFHMCDOVLTIE. administration:content-lifecycle. pdf# BB LT 23 L,

8.7.4. Switch to a new kernel version for live patching

Live patching for a specific kernel version is only available for one year. After one year you must update
the kernel on your systems. Execute these environment changes:

Procedure: Switch to a new kernel version
1. 7YTTL—REIZA—RIN=23 0 FRELET, fl: 41214150321
2. HLWA—RILN=23 2T L2 ZER L E T
3. Detach all previous Live Patching filters associated with the old kernel.

4. Attach the new kernel version filter.

5.[enk1Z2Uv o LT, REZBEELE,

Once the build is complete, you must immediately re-
attach the two filters which:

o ° reboot_suggested ¥ — T — RZZFL NV FZEE TS

installhint(reboot-needed) & WL\ D ZHI T2t 95 /N v —
CEEUCNYFRIERTS
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administration:content-lifecycle.pdf#filter-templates

The new environment contains all kernel patches up to the new kernel version you selected. You need to
reboot systems after they have performed the upgrade. The new kernel remains valid for one year. All
packages installed during the year match the current live patching kernel filter.

8.7.5. AppStream filters

AVTIOYSATHAOIIWERTOD 7 T, AppStream 7« LZZ AL T €E2a5—URI
ZBEDVRSMIICEBRTEEFT, CENYT—SF2URSRMIICHERIFL. EV2—IOXET—R%
HIFR T2 CICEDITONET o ZORBREBRSNICIRD FUIE BEDURD ) EELCHZETSUSE
Multi-Linux ManagerCfERTE £ 9,

o LAt o T 27Ot XIFAppStream ) RY MU HIREST B ODICHBTIEHD FH
Ao

AppStream 7 1 LR EZ—4y FUKRS FUICEDZE—DES 21— LA M —LEBRLET, EHOT
LILEEBMLT, EROES 21— M) —LEBRTEET,

CLMZOY ¥ hTAppStream 7 1 LA EFRALABRWVESIF. EXa25—YV—XDET2—IAXARZT—42IF
KMIDEET, Z—T v bIRSRIIZIERILEY 2—ILXART—2HEFEFNET, CMTFOP TV T
DR EH1DDAppStream 7 1 LEADENICER > TWVWBRD. IRTOE—7 v NURTI KUHBEED
RO MJIZEBEINET,

BEICESTIE COEZa—ILDONYT—JHBHTICEBED RS M) EZBRLIEWVGEDNHD £7,
NZziT3IciE. Yy Fvy— BL (EZa—IULZENICTS)ZERAL T AppStream7 1 JLEZEIL £
To ZHUED Z—TYRIRSFIADIRTDED 2—IHEMIEDET, hid IFLACDE
Ta—IDTIFININ=3 ODBED/NY T = L TAppStream RS M JIZT TICEENTL

%. Red Hat Enterprise Linux 902 54 7 > MIHICIRIIBE £ T,

AppStream”7 « L2 %= ¢ 5ICI&. Red Hat Enterprise Linux AppStreams 2 DEY 25 —1)KRI k1

ERUCMTOS T bHUETY, BIAT3HIIC. BERES2—IHY—RLLTEENTVBILE
BLTLIES L,

Procedure: Using AppStream filters

1. SUSE Multi-Linux Manager Web UITT. Red Hat Enterprise Linux 8% 7c
IF9 CLMZ7OC 7 MIBBLEY, FOP U MIAppStreamF v >
FILHFENTVWE 2R L FT,

2. [Create Filter] (74 JLRDER)Z ) v L. RONFXA—R2=ZHEAHL X
ERS

[74n22] T1—ILRICIZ. FILLWI 0 IILZDOERIZADLET,

[7402247] 74—JLRT. [Module (Stream)] (EZa—J)L(X b
)—L14)) =FIRLZXT,

[vyFv—] 714—JLET. [mLw] ZERLET,
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o

[€va-ne] 74—ILRIC. EZa—-IIL&%ZAAOLET, ez
X postgresqlo

[2rU=8] Ta—ILRIC. BORX M) —LOEZFIZADTLET,
frezIE 100 CDTA4—ILRZZDFFICTIHES. EZPa—-ILD
FTIAILEFDR ) —LHNEREINE T,

3 REIZI7VY I LT FiILLWIaIILR2ZERLE T,

o

4 AVTIVIATHA7IL>TASz I MIBEL T, 7O &
RLET,

5. 174050808 T WMosALIZ P ) v L. $TLWAppStream”7 « LR % &
RLT. (#5120 v I LET,

[Create/Edit Filter] (7« ILZDER/IRE) 74 —LDT SV IMEEZFEAL T, EXa5—Fv xR
TEREBES2a—IILA M) —LOYRA DS ED2—IILZERTETET,

Procedure: Browsing available module streams

1. SUSE Multi-Linux Manager Web UITT. Red Hat Enterprise Linux 8% 7c
IF9 CLMZ7OC 7 MIBBLEY., FOP U MIAppStreamF v >~
FILHFENTVWE 2R L F T,

2. [Create Filter] (74 JLRDEM)Z ) v L. RONFXA—R2=ZHEAHLF
ERS

[74n22] T1—ILRICIZ. FILLW I IILZDOERIZADLET,

[7402247] 74—JLRT. [Module (Stream)] (EZa—JL(X b
)—L14)) =FIRLZXT,

[vyvFv—] 714—JLET. [=Lw] ZERLET,

3. [Browse available modules] (ERAIGERET 2 —ILETZTX) =7 1)w
LT, IRTOEDaS5—FvyoxILazR-LET,

4. FDa—IVERM)=—LZ2TS3UXT23Fv oI ZZERLET,

° [eva-na] 714 —IRT. RETIES2—ILLDOANEEET
ZH. UXRHDSERLED,

[2rU=b] T4 —ILRT BEITZIAM)—LEBEOATERIBTS
M VRO EERLET,

o

o FroIBREES 2—ILDTS5IXDAHAEENE LTVWET, BIRLEFYo=RIL
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74 ReHBIEESNT . CLIMTOERICIEREL FTE A

B—y FURI FVICEDZIMDED 2—ILZ M) —LAISEMDAppStream 7 « LR ZER TE X7
BRUICRA M) —LDMKEFTBED2a—ILA M) —LIFEFNICEENE T,

HAT3. BREOBV. FERELTVWBEI2—ILR M) —LEEELEVES
(i ) CEELTCRE V. kR ALES1—LD5200 h—LEERYT 3 LE
MICHED XTI,
Procedure: Disabling modularity

1. SUSE Multi-Linux Manager Web UIC. Red Hat Enterprise Linux 8% 7c
IF9 CLMZ7O2 7 MICREILE Y, AP Y MIAppStreamF v >
FIDFENTVWBRCZHERLE T,

2. [Create Filter] (71 ILADIERR)Z 2w I L. MOINSA—2%ZFERALF
ER

[74n22] T74—ILRICIZ. LW I IILEZD&RIZASTLE T,

[740252147] T74—JLRT. [Module (stream)] (EZa—JL(Xk
)—L1)) Z&EIRLET,

[vvFv—] T4 —JLRT. [#L (Eva-MeeEmcs3)] Z3BIRLF
ERS

3. 8By I LT FILLWI LB =EL ET,

4 ADTIIZFATHL0IL> TAS I MIBHL T, 7O b ZE
RLFTS

5. 74020805 T MoALIZT )y L. $TLUWAppStream 7 1 JL X%z &
RLT. (120w o LET,

CHUSED, BEDPa— BTNV T—JZBRVWT, EDa—ILOXET—2nR2—7ry cURI ~UH
SHMEMICHIFRSNE I,

Web UID[EILR JREZ > FERLTCMTOS T FEBETIIHEE. 42—y FIJRIS RUIEK BRLE:
EZa—IARNI=LDEDONY TS0, EPa—-IILEZEEFHRVEEDURIS FUTTY,

Red Hat Enterprise Linux 8D 7O T FTEZ a—J)UELZZRICEMICT I . —88

DET 2—I)LH Red Hat Enterprise Linux STOIEEBEEICRAIRNTH 370, BEIEIC
REGHELCZAEMELHD £,
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Chapter9. AT VYDA T—I V9

2RT=U00F 95AT7 Y RDBA VA M=ILENCNNy =S EBRINICA DY O— R I3 7=OICERAINE
T CHNUTED NYT—CDA VA= %ERTa—IILENEESTCICEHBTES0H. XVTFF2UR
T4 Y RUICHNBRIFEZERETITXT,

0.1 AVTIIYRT—=I T DHEIME

HRBLEDI YT UYRT—IU VI EEBTEE Y, SUSE Multi-Linux Manager Web UITT. EIR > $B#EIC
BEL T, FRTEGEBOV I MERRLET,. HEBoRFEZzI)v oL, [RF=S2FaYFIOYD
gLl Ry IRZAVIILT COMBOI AT DN T —ST—RERT—OV 0 TEDLSIC
LET,

o R EERR S L UEE Y 121, SUSE Multi-Linux ManagergiB&r LTOJ1>9%
MENRHD XTI,

[etc/sysconfig/rhn/up2date=fRE L. XOTEEMELIFFEL T, AV RTOYFNTRT—=I VY
ZEWCTBZRCHTEEY,

stagingContent=1
stagingContentWindow=24

stagingContentWindow/\ 5 X — X [FERE B TR EINBKEET. U >0O— R OBREEZREL &
To CHUF AT TP a—TNA VA b—ILERISEFRRHEE TORBHBTY. CofTE. 1Y b=
VR D24BEFIC Y T YDA TV O— RENET, 47U >0O— FOREIEEIE. X T LTERLE
BISHEICL > TEARD X T,

REL 7o2avhRrTa—)lehde. Nyr—JRBEENICAY>O-RFSnEFIH 1A=L
BENEEA. RTPa—IILENEEREIC. RT—22T NNy T =2 YA h=ILENET,

9.2. AVTIVRT—S VI DHEE

—VVIERET BIDIFEREINBZIRD2DDNIXA—INRHD XT,

\|I

arrrv

* salt_content_staging_advanceld. OV 7>V RT—I2 0710 Y RUDA FTORMTY (RREE
fii)e Chid. 1A b—ILHHEREINS ETORBET. COBEISETZ Ny Tr—204o >0
—RZzHwBTEET,

* salt_content_staging_window|3. IV T VY RT—I VT 0« > RO (BFREA) TY, ch
i AYZAM—IDBERENBETICI AT Y DNV T =2 AT =D V03 2HEN D B REHK
—G_g_o

e 2L salt_content_staging_advanceh'6EFfEICERE SN TULV T, salt_content_staging_windowH'26F
BMICRESNTWBIHEE. AT 2071 Y RIIEA VX M—)LEEO6ERFEATICHE S, 2BV X X
ICBDET, A VAM—ILHBBREINZ X T, KODIRBURICNY T —J@3A7>yO0—-RENEE Ao

salt_content_staging_advance® & U'salt_content_staging_window D5 ICE LEZHRET 355
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AR =IIHDBEBENBZEXE TNy T —PZ AT O0—-RTEXT,
/usr/share/rhn/config-defaults/rhn_java.confC. J> 7V RT—I VI NI A—RZR/ELF T,
T 7 %)L MME:

¢ salt_content_staging_advance: 8 hours

¢ salt_content_staging_window: 8 hours

o CNEDNTA—REELKKERESEZICIE. OAVTIOVRT=IU VI % BT 2%
EABHDOET,
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Chapter 10. tlfrchhictty b7y 7
SUSE Multi-Linux Managerid. f >&—xv MERTEIHWVIEEIE. VSN ICRIETHERTE XY,

YRS kU IS5—1) 25V —)L(RMT)IESUSE Linux Enterprise 15L& THERATE £9, RMTIE. HULSUSE
Linux Enterprisef Y X b—JLTERATES. Y TRV TS 3 VEBY—ILSMT)ICRDZHD T,

YT EN/=SUSE  Multi-Linux Managertzw b7 v FTld. RMTHIESMTIIAEBRY bT—0%ZFRAL
TSUSE Customer Centeril###iL£T. IRTOYV I LTI TFvoRILEVRI MIIE. UL—=NTIL
ARL—=UFNARICEHEINET, OB AML—IFNARZERLT. YIBTEN7ASUSE  Multi-
Linux Manager®-f Y X b—JLEZBHTET XY,

Dty 7w A& D, SUSE Multi-Linux Manager®- > X b—=)L&EA 754 > T, YIS IZREBD X
FICTEET,

SUSE Multi-Linux Managertr—N\%E#EE Y 3ICIE. RMTE/IESMTA Y X2V X%
FERTAIZUNELNHDET, HAXT—RT2HEBDORMTEXIEISMTA VARV X Z=ERY
BI-DICERTRICIETEFZEE A

RMTOEEIZ DWW TIE. https://documentation.suse.com/sles/15-SP6/html/SLES-all/book-
rmt.htmlzB8B LTIV,

10.1. SCCHSFv¥ U RIEVRIS M) ZRHAT S

10.1.1. RMTD[FIHA

SUSE Linux Enterprise 151 >~ X b — )L CRMT%Z{ER L T. SUSE Linux Enterprise 12f#ZE{TLTW3 D
ATV EEETEEY,

SUSE Multi-Linux Manager®-f > X b =)L EICERARMTA Y AZ VR ZRET D L2 B8D L EI,

70— v: RMTODRE
1. RMTA 2 XRAYV ATy RMTNNw —S %AV =)LLET,

zypper in rmt-server
2. YaSTZfEA L TCRMTZEREL £75

yast2 rmt

3370 T MRS TA YA =ILZTETLET,

RMTOEREDFMIC DL TIE. https://documentation.suse.com/sles/15-SP6/html/SLES-all/book-
rmt.htmlZBRB LTIV,
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mgrctl exec -ti -- systemctl restart tomcat
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mgrctl exec -ti -- mgr-sync list channels
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For more information about volumes, see Installation-and-upgrade » Container-management.
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The image store for the Kiwi build type is pre-defined as a file system directory in the srv-www volume.

The image files can be downloaded from https://MANAGER-HOST/os-images/ORGANIZATION-ID/
FILE-NAME. The exact location can be determined from the image details page.

122. AV TFAX=S
12.2.1. Bff

O 7 FHBEIE. SUSE Linux Enterprise Server 12Mp#= X7 L TW3Salty 517> hTHERATE X7,
IR Y BHIIC. CHEADRRNMROBHZBILTVWS I ZRERL TLRTL,

* Dockerfile FRER V) T b Z U RITEADEtIRI R, VRS EIENTV v IIZHTTAR—
MCZH TEL GitHub. GitLab. F7-IdBitBucket T RX FTAIMNELRH D £,
° DockerL Y X MR EDBEPIRESNIA A= XM To

A>T HOEMIC DOV TIE. https://documentation.suse.com/container/all/html/Container-guide/
ZBRLTLEIL,

12.2.2. #8ER X FDIERL

SUSE Multi-Linux ManagerTA X—S % BE T 3I1CI1d. BRI M EERL TRETIHENHD FT, O
YT FEIJRAKRZX M. SUSE Linux Enterprise 12 RITLTWVW3Salty A4 7> TS, DI
3 VT BRI FOPHRREICDOVWTHALE I,

12R—3 | £208R— 1214 x—vorgons | ISR


https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://MANAGER-HOST/os-images/ORGANIZATION-ID/FILE-NAME
https://documentation.suse.com/container/all/html/Container-guide/
https://documentation.suse.com/container/all/html/Container-guide/
https://documentation.suse.com/container/all/html/Container-guide/
https://documentation.suse.com/container/all/html/Container-guide/
https://documentation.suse.com/container/all/html/Container-guide/
https://documentation.suse.com/container/all/html/Container-guide/
https://documentation.suse.com/container/all/html/Container-guide/
https://documentation.suse.com/container/all/html/Container-guide/
https://documentation.suse.com/container/all/html/Container-guide/

BREIAMEDARL =T VIO RT LI Z—T Y A AXA=JLEDARL—FT 0 >
JOATLE—HTBIHEDDBD XTI,

7= Z1E. SUSE Linux Enterprise Server 15 (SP2LAE)DOSN—2 3 > % RTLTWVWS
HEZER X b _EIZSUSE Linux Enterprise Server 15— DA X—J%EHE L £9, SUSE

o Linux Enterprise Server 12 SP5& 7z |&SUSE Linux Enterprise Server 12 SP4 0S/N\—< 3
HERITLTVWBEBEARR _EICSUSE Linux Enterprise Server I2R—XDA X—J%
BWELFT,

JART7—=FTIFVvEILRIETR— TN TULEEA.

SUSE Multi-Linux Manager Web UID'5. XD R Ty T2 EITL T BREILZRELE T,

7O =S v KX DB

LORTL)> SRATLBER—IH S, BERI M LTHEESNSSalty
A7 b eFERLET,

2. BRLIOSAT2 D [vz27nomm] XR—2H5, AVTHFED a—
WZEIDETES, YI7b9x7 > YIMIIT7FvoRILICEEL
T AYTFTEDa—I)L(fz& ZIE.  [SLE-Module-Containers15-Pool] &

[SLE-Module-Containers15-Updates] )ZBXICL £ [RAITHATL X,

3. [varwzrFyyziozE] X7 a—)LL. (BR1ZZUv o LET,

4, [vzrnosml 7H6. FANTAR—J%EFIRL. [BBTI>21FL%
Y] DR RO S5avs+eks2bZBMCLE T,  [FAOnNF<0EH =TT
w2 LTHEELE,

5. highstateZ BA L TRELRIRTONY T —SHA VA M=ILLEY, &
AT LDFEMAZ T T, IREE > highstateZ EIR L. [highstated:@E % 7 ')
wo L&Y, F7ld. SUSE Multi-Linux Managerty —/\@ AV RS54
> H ShighstateZ BHA L £ 9,

salt '$your_client' state.highstate

12.23. AT FTFAR7 9714 R—=>3 > F—D1ERK

SUSE Multi-Linux ManagerzfEf L TBEINLIVTHIF. AIX—JZBRTIEEIIS. TIT1R—
IVF—ICEEMITIONEF Yy ORILEVRS MV LTHERALEY. COEI>3>TE. COEMODT
DICTRRYITITAR=2a30F—ZER T BHEICDOVWTEHALET,

o A>T+ %EET 311E. SUSE Manager Default Ao\ DF v > R ILICBEEFIF 5TV
BTITANR=3VF—HBETT,

1355 | 22088~ 12 35551 |



7O —=Sv: TI9Ta4R—=2 3% —DIERK
L ORFLI>TITFAN—=a3rF—%FRLET,
2. [¥—ote1 =7 ) v I LET,

3. [smm] & [#-] AN LET, PROvITIAIIAZa—%FERALT
COFXF—BEEMITD [x=z2Fvrzi] ZBIRLET,

4 [POTF4~R—2avi—oE I CHREELE T,

FEMRIC DUV TIE. Client-configuration » Activation-keysz BB L T 7230\,

1224 A A= X 7 DIER

All built images are pushed to an image store. This section contains information about creating an image
store. Image store is generally referenced as a registry.
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FROM registry.example.com/sles12sp?
MAINTAINER Tux Administrator "tux@example.com"
##t#t Begin: These lines are required for use with {productname}

ARG repo
ARG cert

# Add the correct certificate
RUN echo "$cert" > /etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT.pem

# Update certificate trust store
RUN update-ca-certificates

# Add the repository path to the image
RUN echo "$repo" > /etc/zypp/repos.d/susemanager:dockerbuild.repo

###t End: These lines are required for use with {productname}

# Add the package script
ADD add_packages.sh /root/add_packages.sh

# Run the package script
RUN /root/add_packages.sh

# After building remove the repository path from image
RUN rm -f /etc/zypp/repos.d/susemanager:dockerbuild.repo
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The second way to get an image is to import and inspect arbitrary images. To do that, select Images >
Image List from the left navigation bar. Complete the text boxes of the Import dialog. When it has
processed, the imported image is listed on the Image List page.
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12.3. OS images
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12.3.2.1. SUSE Multi-Linux Manager web server public certificate RPM
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/usr/sbin/mgr-package-rpm-certificate-osimage --ca-cert-full-path /root/ssl-build/RHN-ORG-
TRUSTED-SSL-CERT
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/usr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm
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1) X b 3. config.xml

..;packages type="bootstrap">

<package name="rhn-org-trusted-ssl-cert-osimage"
bootinclude="true"/>
</packages>

12.3.3. Create an activation key for OS images
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o To build OS Images, you need an activation key that is associated with a channel
other than Default activation key.
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0S Images can require a significant amount of storage space. By default, the image store is using the srv-
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o The image files can be downloaded from https://MANAGER-HOST/os-images/

ORGANIZATION-ID/FILE-NAME. The exact location can be determined from the
image details page.
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https://myimagesourceserver.example.org/MyKiwiImage.tar.gz
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ZADFERIELTULET,

1) X bk 4. JeOS config.xmlDfl

<?xml version="1.0" encoding="utf-8"?>

<image schemaversion="6.1" name="P0S_Image_Jle0S6">

<description type="system">
<author>Admin User</author>
<contact>noemail@example.com</contact>
<specification>SUSE Linux Enterprise 12 SP3 Je0S</specification>

</description>

<preferences>
<version>6.0.0</version>
<packagemanager>zypper</packagemanager>
<bootsplash-theme>SLE</bootsplash-theme>
<bootloader-theme>SLE</bootloader-theme>

<locale>en_US</locale>
<keytable>us.map.gz</keytable>
<timezone>Europe/Berlin</timezone>
<hwclock>ute</hwclock>

<rpm-excludedocs>true</rpm-excludedocs>
<type boot="saltboot/suse-SLES12" bootloader="grub2" checkprebuilt="true"
compressed="false" filesystem="ext3" fsmountoptions="acl" fsnocheck="true" image="pxe"
kernelemdline="quiet"></type>
</preferences>
<l-- CUSTOM REPOSITORY
<repository type="rpm-dir">
<source path="this://repo"/>
</repository>
-->
<packages type="1image">
<package name="patterns-sles-Minimal"/>
<package name="aaa_base-extras"/> <!-- wouldn't be SUSE without that ;-) -->
<package name="kernel-default"/>
<package name="venv-salt-minion"/>

</paékéges>
<packages type="bootstrap">

<package name="sles-release"/>

<!-- this certificate package is required to access {productname} repositories
and is provided by {productname} automatically -->

<package name="rhn-org-trusted-ssl-cert-osimage" bootinclude="true"/>

</packages>

<packages type="delete">
<package name="mtools"/>
<package name="initviocons"/>

</paékéges>
</image>
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12.3.6. T X—S DIEEE

There are two ways to build or get an image using the Web UI. Either select Images > Build, or click the
build icon in the Images > Profiles list.
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<f2E L,

12.3.8. #lIPREIA

CDEIIIAVICE. AX—CEBETRZEEOVW OO DOEMOMENTENTVET,
o HTTPY — X F7cldgit VRS MUADT It RICHERINBHTTPSIEREIE. HRZLRET 71 )LIC
FOTIOTATY NIRRT 2D FETRETD2VELHD XTI,

* KIWIN—ZX DA X=YDEDAHFHR— TN TVEEA,

124. EILFAM A=SDIV X b

FRATEBELRAA=—JZ—EICTBITIE A RXR=DH> A RA=JVIAFZERLET, IRTDAMAX=D
DYIRHRRENE T,

AX=DICETBIRTINCT —ZICIE A X=20D [&FI] « 20 [N—=Yar] . [WEYaY] | &
VELRD [RF—42Z] BEENFT. Flo A AXA—JICEATEIZAREDOHZ/NyFRNYT—20D
FHFDOVZA L Z2EALTAAXA—VDERRAT—ZRAZHRIT B LHTEXT,

OST X—=UDiza. [&f] LU IN—2ar] Ta—ILRZkiwiV —IDSEREN. EJLRDEINL
TCETICEHINE I, EILRRRLBELRDERBLILRIZ. Ch5DT7 1 —ILRICIETO7 71I)L4AIC
BEOC—BBRRHRTENE T,

(VEYaYy] BEILRPERNTBLUICEFNICEIE T, OSTA—CDBE. BHOVET 3 VA X b
TRICEEFETEEXT,

AVTFAAXR=DDHE. AMTICREHRIED 3 VOIHINFRFENET, MURIOVED 3 v (INyiTr—I.
Ny FRE)NCET 2 BERISRFSN. FHERORT] FTv IRy I XA Z2EALT-RICTZILHTE
9,

AX=CD[ERE2> %20 )y o5, FEa—DRREINET, FHE—ICIE. BETZINYF
DIEELB) A AX=DPRICA VA L=ILENTEIRTONYT—IDI) X b BELUVELRFOTHEE
nExJ,

[RIBRIREZ>%Z0) w0338, URARDSAA—DHHIRENET, Ffco BETBES—. 0S1AX—
DRETHEDT A, BELUHEEEDOUED 3 VHHIFREINE T,

(i ) RyFE&TRYT =S U X M B REORERENERT S TBEICOBHERT
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27T a—IENR TR LR TEE T 2154, SUSE Multi-Linux Managertt —NNOEERA TR
1 LDFHI. ZORF. BLUVETORICITOIBEDNH B INTOEEZREI TH K CENRABERBENDHD X
Yo H—/NRERER L —TH—/\PSUSE Multi-Linux Manager 7O 272 £ MSUSE Multi-Linux Manager
H—NEEDS AT LOXEZZTZHD. ERTIVENHD X,

SUSETI&. ®IZSUSE Multi-Linux Manager1 > 73X S0 F v ZBH LTI ez B8O L E
o UK =N FOF D BERIMDEFENE T, SUSE Multi-Linux Managertr —/N\%ZE# L
Flranwe. BERBRICRIBEO—HMZEH TETRWVGENHD 7,

COtrTavilid. AUV LBEOF TV IR e, ERT Y TORTICET BFMERADY >~
IHEENTUVET,

13.1. =N

7Aads—=J v P —NDOHER
1 OB ZEALET,
2. BEICISL T, BROT—ERNYIICT7yFIL—RFLES,
3. spacewalk-service statusz 21T L. BDER IR TOHF—EIDBTEL TVWEIHLESHhZHERLFT,

Ny T—=II2—IveEALTERZA A M—-ILTEET,

* YaSTOEMIC DLW TIE. https://documentation.suse.com/sles/15-SP6/html/SLES-all/cha-
onlineupdate-you.htmlzBB L T ZE LY,

* zypperMFREDNFMIC DL TIE. https://documentation.suse.com/sles/15-SP6/html/SLES-all/
cha-sw-cl.htmlisec-zypperz BB L T T L\,

77 #J)L kb Tld. SUSE Multi-Linux Managertr—/NICR L TOWK DO DEFHF ¥V RILHDRES N, BHIC
BOoTWET, FRBLUVEFH NNV T —2IFBBNICFERTEEICHRD £75,

SUSE  Multi-Linux ~ Managerz & DX XICT BICIE. SUSE  Customer  CenteriCE#EER T 2
' Repository Management Tool (RMT)ZERL 9. RMTIE. HIfichicREOO—AILA>V I =)L
V—RELTERATEEY,

RKOAR Y REZFEBAL T, BFHF v RN CEBOV AT LATHERTE S 2R TEEY,
zypper 1r

HAOERDESICBDET,

Name | Enabled | GPG Check | Refresh
________________________________________________________________ +___________ —_———— e ——
SLE-Module-Basesystem15-SP4-Pool | Yes | (r ) Yes | No
SLE-Module-Basesystem15-SP4-Updates | Yes | (r ) Yes | Yes
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SLE-Module-Python2-15-SP4-Pool Yes (r ) Yes No
SLE-Module-Python2-15-SP4-Updates Yes (r ) Yes Yes
SLE-Product-SUSE-Manager-Server-4.3-Pool Yes (r ) Yes No
SLE-Product-SUSE-Manager-Server-4.3-Updates Yes (r ) Yes Yes
SLE-Module-SUSE-Manager-Server-4.3-Pool Yes (r ) Yes No
SLE-Module-SUSE-Manager-Server-4.3-Updates Yes (r ) Yes Yes
SLE-Module-Server-Applications15-SP4-Pool Yes (r ) Yes No
SLE-Module-Server-Applications15-SP4-Updates Yes (r ) Yes Yes
SLE-Module-Web-Scripting15-SP4-Pool Yes (r ) Yes No
SLE-Module-Web-Scripting15-SP4-Updates Yes (r ) Yes Yes

SUSE Multi-Linux Managerid. FTLWN\y 77— ZRMH T 3 1eHICRTFEHMMU)Z VU —ILEXT. RTFE
Fig. FLOUN—2 3 VBESTRINE T, It xid. XPv—U =431k MURD ) —XENh3B
CAIUTA VI IAXY NENFT,

Web UIDFES =S a Y N—DTFEZzBRB LT, RTPON—J 3V 2HERTEET, api.getVersion()
XMLRPCAPIO—=ILTN—=2 3 VESZTIVFIBCHTETET,

13.1.1. 931472 Y=L

When the server is updated consider updating some tools on the clients, too. Updating venv-salt-
minion, zypper, and other related management package on clients is not a strict requirement, but it is a
best practice in general. For example, a maintenance update on the server might introduce a major new
Salt version. Then Salt clients continue to work but might experience problems later on. To avoid this
SUSE makes sure that venv-salt-minion will always be updated safely.

13.2. ¥—NEHRBEAL—-TH—N

H—NREEER L —TH—N\%2EHAL TLWSHEIE. SUSE Multi-Linux Managerty —N\E#FHHFTT LIZET
BEHL TSV,

SHIC DLW TIE. Specialized-guides » Large-deploymentsz 28 L T 723 LY

13.3. E= &2V T =N

PrometheusiCEZ& ) > JH—N\ZEHRA L TWSHEIE. SUSE Multi-Linux Managertf —/NOEHMNTT
LIEBTEHL TS L,

EZZY VT OEFMICDOLWTIEZ. Administration > MonitoringZ= 2B L T 723 L\,

13.4. 70OF >

70OF &, SUSE Multi-Linux Managertt —NOEFNTT L7c5 T SICEH T IBELHD £,
—MEEIC. BION—2 3 >0 —NICEGESNETOF D OEITIFTR—FINTVEEA. ME— D BFISY
& T—N\DRANCEFEINS CECHFRINZEHABDOZES T, 7OFVIFUGION—2 3 v 2—FH
ICRITTEXT,
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Chapter 14. SUSE Multi-Linux Manageric &
33417 INy Fu0E
N—FIIVEBEHERTIBICIE. BE. YA T LOBESNUETY, HBMFBERRF(CVE)/NY FIFTES

RIIRBRTZBENBDEITN 4V V21 LZFHFBRTIRVERIE. SATNyFRIBZFERL TS
NSNEBRREHZHAL. BEBHOBEMZIXY TTEFXT,

SATNYFNIEBZHRETD IO — vIESLES 122 SLES 15TldhdTMCERD Fd, COtEI> 3> T
IEmAD 7O —wICDWTERREL £,

14.1. S TNy FURIEBRADF v RILDERE

FREBND—XINY T =B TR LVICBEINVETT, Ld>T. FATNyFUEBZFEALT
WBI514T7 Y ME BIDHETONTULBF v o RILTHLLWA—RILZFERATELVWIEHEETY,
ATNyFUEBZFERLTWR IS4 T7 Y ME. SATNY FRIBF v ORIV TEITROA—RILOEFH %=
BSLET,

SATNYFRIBROF v >R ZEET BICIPRD2DDAEELNHD £,

AVTIOYSATHAVINERBZERAL TR]EY )V —0o7O0— %R L. BEITFON-IU3 > E0HLV
A—FIIN—=23a Y ZBIBRLET, —O7O>—Twid. administration:content-lifecycle-
examples.pdf THEATNTWE T, CHIIHEINBZHRETT,

F7:1F. spacewalk-manage-channel-lifecycle’y —)L#FERAL 7, OO —CvIEEDFETH
D, WebUIEERICOAY Y RSA VY —ILHMETY, ZOTAS—I¥IFSLES15 SP5OZ DI 3>
TEHEASNTWLWEITH. SLE12 SPALETHMBEL £,

%fl.l.l. S 4 7Ny FUIBADspacewalk-manage-channel-lifecycle % fiEF
)

spacewalk-manage-channel-lifecycleldBELE SN, SEBDV ) —XTHIREINBZFET
(1) Fo HhDIC, H— PR THREBEL YT Y S 74+ 2 LER(CLM) APIZE]
DBEXZczb8HLET,

BRHINIAVEF v o xI)LIE. BEDOBEIIdev. ERDIZEIStestingX 7cIZprod TR EBHENHD &
T ZOFOY—J ¥ TlddevZO—>F v o RILEER L. EOF v > X/ Ztestinglc 7OE— b SHEE
ED

7O =S SATNY FURIEBF v O RILDOER
1L 547> rOORYRTIOYTRT, roote LT BEON YT —JF v ORIV —2B8LFE

ER

# spacewalk-manage-channel-lifecycle --list-channels
Spacewalk Username: admin

Spacewalk Password:

Channel tree:
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administration:content-lifecycle-examples.pdf#enhance-project-with-livepatching
administration:content-lifecycle-examples.pdf#enhance-project-with-livepatching

1. sles15-sp7-pool-x86_64
sle-live-patching15-pool-x86_64-sp7
sle-live-patching15-updates-x86_64-sp7
sle-manager-tools15-pool-x86_64-sp7
sle-manager-tools15-updates-x86_64-sp7
sles15-sp7-updates-x86_64

2. spacewalk-manage-channel Y > K [Cinit5|MZIEEL T. ORIV AF v RI)LOF LWHEE SO
— > EEMICIER L £9,

spacewalk-manage-channel-lifecycle --init -c sles15-sp7-pool-x86_64

3. dev-sles15-sp7-updates-x86_64H0'F ¥ > JLU X N CHEHETEZ e 2L £,

ELTcdevo O—>F v ORIV R L. BREBDVELD—RILEHZ IR THIFRLE T,

T7AS=Sv: 90— F v ORIDBIEFATA—RILINY FEHIRT S

LOZRTL > DRATL=EDS 7547 r2BERL. [A—FRI] To—ILRICRFENBZN-2a >
ZAELT. HEOA—RIN-Ua 2R LTI,

2. SUSE Multi-Linux Manager Web UIT. S RTLO>BEHNS IS4 T7 Y h=ERL. VI b7 EE
» FeoRIRTICBEL T, dev-slesl5-sp7-updates-x86_64% RN £, [INvF] X TICEF
LT [Ny FO—BRRHR]z2VvILET,

3LBBEN—IC TH=2I] EABL. 9547 FHREFALTVWRH—RILIC—T B H—RILN—
SavERELEY,

4 BEAVAR=ILTNTVWEZH—FILEDFLVWIRTOD—IN=2a 0 FHIBRLE S,
NTFYURILCTA TNy FUIEBZBERT 3L SICREIN. testinglC 7TOET—FTEFELSICHBDE
Lfce ZO7O>—T%TlE. SATNYFURIBOFF v >oRILDHISA4T7 MIEBEML. BEATE3LD
ICZEfmL £,

7O =S SATNYyFUREBFYyXIILOTOE—F

1. 247> b0 RFOY T FTL root LT, dev-sles15-sp7-pool-x86_64F v > % ILZHTL
UWtestingF v >R JLICTOE— L TEELE T,

# spacewalk-manage-channel-lifecycle --promote -c dev-sles15-sp7-pool-x86_64

2. SUSE Multi-Linux Manager Web UIT. S XRTLO>BEHIS I 47> hZERL. VI I TH>Y7T
FIOTT7Fv RN TICBELEFT,

3. #L Litest-sles15-sp7-pool-x86_64 11 XA X LF vV XILZHER L TNR—XAF v X)L Z2ZEL. mAHD
WIET 271 TNy FUIBOFF v >R R LET,

4 [RN20) v LT FFEPELVWC EZRERL T, [MEB]Z 7 )y I LT BEEZREFLE T,

CNT. FATEBCENYFEERLTRLAL. ANy FUEBTINSOEER N —XILEFHzER
TEBLIICHBDFELT
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14.2. SLES 15TD 51 7 /\y FHLIE

SLES 15L& D> X7 L TlE. T4 7 /%y FAIEIFklp livepatch'y — )L TEEINFE T,
Ftad 5R0IC. UATZHELET,

* SUSE Multi-Linux Managerh'SE2ICEF INTW S,
° SLES 15 (SP1BF)ZRITL TWB1DUEDSalty 17> b hidp %,
® SLES 15 Salt¥ 5+ 7> ~IESUSE Multi-Linux ManageriC B I TW 3,

o SATNYFUEBDFF v >IN ZEdC. 7—FTIFvICELISLES15F v VY RILICTIVERTE
3o

° UZAT7 Y hHRLICEHEINATVLS,
c USATURETA TNy FUEBBICERINTVWESIO0—2F v O RILICEIDE TS, ZEROFMIC
DWW TlF. Administration > Live-patching-channel-setupz&8B L T 23 L\,
TOo—=2v: 4T INy FUIEBEDEE

LOZRFL BBHSSATINYFUEBTERBIZIVSATYRERERL. VIMOTT7 > Nyr—=2)
AVAM=IR2TICFEELE T, kernel-livepatch/Nw s —2%#BELT. 1A —ILLET,

E g137.suse.de @ @ Delete System | @ Add to SSM
Details Configuration Provisioning Groups Audit States Formulas Events
Patches Scoftware Channels SP Migration
List / Remove Upgrade Profiles Non Compliant
—

® Installable Packages

The following packages may be installed on this system.

Select All Unselect All 1 -6 of 6 (1 selected) Install Selected Packages

The list of 6 item(s) below Is filtered.
Clear filter to see all 2,602 items.

kemel-livepatch = Select first character = 25 :I items per page
(] Package Name |& Architecture
[ kemelivepatch-4_12_14-195-default-4-10.1 X86_64
@ kemel-livepatch-4_12_14-197_10-default-1-3.3.1 x86_64
D kemel-livepatch-4_12_14-197_4-default-3-2.1 x86_64
D kemel-livepatch-4_12_14-197_7-default-2-2.1 x86_64
l:] kemel-livepatch-tools-1.1-8.5 x86_64
[ kemelivepatch-tools-devel-1.1-9.5 x86_64

2. highstatez BRL T TNy FULEBZEML. /517> b zBEFHLET,
3. FATNyFUIEBTEIETZIIAT7 Y FIEICRDIRLFT,

4 SATNRYTFUEBRELLBMWMESNTWE I ERERT3ICIE. YXATFL > SDATFL—EBHNSIT51
T hEERL. [A=FI] T4—=ILRICSATNRYFHARRINTVWER I EZERLET,
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T7OS—=Sv: FATNYFDH—RILADER

1. SUSE Multi-Linux Manager Web UIT. ¥ XTLH > BENS VA7 b2 ERLET. BHEDO LD
NF—=IZ. V547 MIFERTEZIEERLGNY T —JRE. BEETIRBWVWNY 7 —SHHARREINE
ER

2 [BEXR1%Z22) v 093, ERAUBRBERBNYFOI)XMDNRRIEINET,

3. [Important: Security update for the Linux kernell (ZZE: LinuxA—XJ/LBEDEZF2UT71EH) &
WSBEBEDNYFZBIRLET. EFXxal) 7o NJICIFZETIHEIICVERESHIENE T,

4 FFar: BRTZ/INYTFOCNEESHDLI>TWEIERIF. BEE > CVEEETREL. RELRISA
TYRINyFEBEBLEY,

¢ IRTDA—RINYFHIATNYFTHIDITTREDBD EEA. FFATH—
FILNYyFIE [EFaVTFq] P—IRT7AAVORICHD [EFEH] 71>
TRENET. INSONY FTIREBICBEHIVETT,

o * SATNYFEBRTZET, TRTDEF2UTBEEBETIZHIFITE
HOEEA, —HMOEF2VTHEIE D—FRILORLBEFZHERI S LIC
SO TOHMEETE. BEBMNMVETY, NH5OMBEICEID Y TSNICVEES
B ZATNYFIBEENTVEE A, CVERAETE. COBHFLPRRINE
ER

14.3. SLES 12TD 51 7 /\y FHLIE

SLES 122 R T LiTlde FA T /Ny FUEIFIKGraft TEEIN E T, kGraftDERICEE T 35HMICDUL T

I&. https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft htmlEBB L T2
LYo

FS BR1IC. UTZHERLE T,

* SUSE Multi-Linux ManagerhB'Z2ICEHF INTL 3,
° SLES12 (SPIMU) A RITLTWB 1D EDSalty 517> bH'dH 3.
* SLES 12 Salt 5 77> FH'SUSE Multi-Linux ManagerlZBEERINTW 3,

o SATNYFUEBOFFv oI 280, 7—FTIFvICELISLES 12F v U RILICTIEXTE
Do

* USAT Y HREICAHINTVLS,
o USAT U ESATNYyFUEBRICERBINTVWS 70— >F v URILICEIDYE TS, EfEOEFMIC
DWW TIF. Administration > Live-patching-channel-setupzZ &8 L T f2& L\,
70— v: 4TIy FUEBDETE

LOZTL > BIEDNSSA TNy FUEBEFER L TERIZ VA7V M a&ERL. AT LOEHER—
STYVIRITT7 > N T=O) AVAM=IETICBHLET, kgraft/ N\wIr—J%&EL T, 1
YA=ILLFET,
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& doctesting-minsles12sp2_DEV.tf.local ©  Delete System | © Remove from SSM

Details Groups  Audt  States Events
Paiches Software Channels  SP Migration

List/Remove  Upgrade Non Compliant

¥ Installable Packages
The fol "

lowing packages may be installed on this system.

Install Selected Packages

rrrrrrrrrr

2. highstatez BRL TS TNy FUBZEML. /517> hzBEFHLET,
3. TATNYyFURIBTEETSZ7 547 M LICRDIERLET,

4 SATNY FUBHERBICEMESNTVSE L EZRRTBICIE. P RATL > SRATL—ENSI 51
TYhEERL. [SATNYyFRE] B [A—RIL] T4 —ILRICRETN TV e ZzMEEL &
ERS

TOo=Sv: SATINYFDH—RILADER

1. SUSE Multi-Linux Manager Web UIT. S XTL > BENSI ATV FEBIRLEY., EEOLEOD
NF—=IS IFAT7 Y MIERATEZEEL Ny T —J8 e, EETRBVWNy r—JEHRTRENE
ERS

2 [EXR]Z2Vv T3, BRAURBERBNYFOIIDRRENET,

3. [Important: Security update for the Linux kernel] (ZZ: Linuxh—XJLBEDE X217+ BH) &
WOSBIEDONY FZBERLET. EFaUToNTICIIHRETZHSIECVERESHEENE T,

4 FFa : BRTZ/INYTFOCNNEESHDL>TWEIERIF. BEE > CVEEETHREL. RELRISA
TYMINYyFEBERALED,

¢ IRTDA—RINYFHIATNYFTHIDITTREDBD EEA. FFATH—
FILNYyFIE [EFaVTq] P—IRT7AAVORICHD [EBEH] 73>
TREINEI, INSDONY FTIREBICBESHIVETT,

o * SATNYyFZBRALTH, IRTOEFaUTAHEZEBETETEDITTIEHD
FtA, —BOELFaUToOREIF A—RIDOTLLBEFZERIZLETD
HMEETE. BEBINVETYT, NOSORMEICEIDZTSNCVEESIE. 51
TRYFICREENTULEEA., CVEBEERATRIOEHIARTEINET,
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SUSE Multi-Linux ManagerOX> 7+ >R« Y RUKBEZREATZ . AT P a—ILENcXYTFH VR
DY ROMERICT O 3V ERTTHESICRT V2~ TEET, AVFFYRI4YRIRTVa
—IZER LTI A7 MIBRATZ . HEE LICHBNMI—BDT I a3 V2RI TERIABDET,

XVTFYVRT4 Y RIIE PRTLOVIEIFBRBZHETEELEYT, YRXTLO
YOIRBBICRCTA Y EEATICTDBIONETH. XOTFY ATV RIT

(i ) B7 o avEHTT AHMNSERSNES. . FEUSNETIL 3V RSN
7o arvhELEDERT, PXTLOYVIDOFMICDOVLTIE. Client-configuration
» System-lockingZ &R L T 7280\,

AVTFFURT4 Y RIICIE. ALIA—ERT P a—ILOmADPBRETT, HLUA—E. EEHHEAAN
VEEBUXYTFIVRTI4VRIARY FOBFERZIZERL. icallERICTBIHENRHDET., X7
Ta—)liF. ALUA—TEEINIARY M ZFEBRLT. XTFHF YRV ROZEERLES, AT
A—ILEERTBEIC. 7y 7O— RE®Dical7 71 IILEEMT B H\. ical 7 71 ILICU > I LTHL VA —
ZER T DRENHD 7,

27 a—)LZER L5, SUSE Multi-Linux Managertf —/NIZERINTWBR 7507 MIEIDYHTS
CENTEET, XVTFUVRARTDa—IIHEDHETONTWVWBRISAT Y MEI XVTFYRAT4 VR
DUANCHERE N7 I 302 RITTETFE A

FRESNT I a VL >TITAT Y MHKRBICEESN, 51472 FORTZFELESE ZAEEMED
HDFET, FIRESNIET IS a>DBIIRODEED T,

o NuT—DAYR =)L

* VAT DTV TIL—F

HmDBIT

e Highstate application

FRSNT o2 avid. RETHBEARTEN. 75472 MCRHEDNRET BBV +—7
223> TY, GRSNETISa>ORIERODEED T,

o N\wr—27O7 71 ILOEH

* N—RUITDOEH

c VINIITFYIXRINDYTRISA4T
IR T BR1IC. 7y 7O— RFADIcal7 7 1 IILZER T 5 H\ ical 7 7 A ILICU VO LTHL VA —ZER T
BZHENHD £, ical7 71 J)LIE. Microsoft Outlook. Google Calendar. KOrganizer’a ¥ D EHFHDH
LA —Y—I)LTIERTEE T,
7O>=Sv: FiLWAYTFHFORALA—D7yFO—F

1. SUSE Multi-Linux Manager Web UIT. X7 a=IL > XVTFYRV14 2V FD > ALVH—ICHEE
L. [ERE]z2 )y o LET,



2. [ALyE=4] tooavic. ALVA—0&EiE A LE T,
3ical 7 7T ILADURLEIEE ST BH. 7 7ML EZBEE7 Yy TO—-RLET,

4. [Create Calendar] (AL >#—DER) #0Uwo LT, ALA—%2FRELEFT,

7O—=Sv: iILWRT S a—ILDERX

1. SUSE Multi-Linux Manager Web UIT. X7 a—=Il> AT FIRI04 VR0 A7 a—ILICHEEL
T [ ]Z2V v o LET,

2. [Rrva—ng] Eooavii. R72a—I)IlO%&RiZANILET,

3.ATay ical T FAIICERDORT S a—ILICBRT 3RV S ENTUVWRESIE. [TILF]
HEANICLET,

4. CORTZa—LUCEIDE TR AL VA —ZERLET,
5 [RTrZa—Loflzs )y o LT A7 a—LeZR®RELET,

TOS—Sv: A7 a—I 31T MIEDETS

1. SUSE Multi-Linux Manager Web UIT, S RTL > PXATL—EICBEL T. X7 a—JLICEIDET
30747 %EIRL. [System Properties] (XFLDFO/NT«) NXIIL%ZBDIFT. [CTh
SOTOANT+EZRELET 20V v I LFET, Flld PATL > SDATLEY M IR—D VIR
L. €Ot > XTFURAVs VRO ETEZFERLT PATLEYMIRX—DvH5I54T 2k
ZEIDHTEHLNTEET,

2. [PRTLOFEMERE] R—IT. [XATFYRRTPa-] 714—ILFZRDIFT, EIDETS
RT7rTa—)lo%EEERLE T,

3NF7ANTFADEHF 2TV v I L. AVTFYRRTDa—)L72EOYTET,

FLWAYTFFYRRT S a—ILEISATY MIEIDYTR L, V547V RTTT
IZWK OADEIRESNET oL a VA Ry S a—ILENTWBEREMABD. chsh
FLOWXYTFYRART D a—LERATHEMERHDFT, ZDIFEIE. Web Ul

t’ IS—ARRIN. TS a—LEISATYMCEID YT LA TEE Ao SO
FISEEMRT 31013, X7 Ua—LEBIN ST L 3ic. [HET3HEDF v tIL]
FFoavEFICLET, CHUCED. FILWXYTFURRT S a—ILEFRET
3. MEICRT S a— L ENEBEDN TR THF v oL SN ET,

AVTFIRT4 VR IHEER LTS, AT FHF VR4 RURICETEINDE. N T—SOEHBED
ERENETOS 3V ERT S a—ILTEET,
A= v N =Ty TIL—FDRTroa—=I)L

1. SUSE Multi-Linux Manager Web UIT. S RTL > PRXATL—BICBBILT. 7vSJIL—KFRT305
ATV RZEIRL. VIMIZTONYTr—=> Ty T IL—R2TICBELET,

2 VAT FIL—RTBNvTr—27&R. [INVT—20F7yFIL—FK120 ) v o LE
ER

30 [RTFFYVRI4VET] Ta—ILRT. V54T TYvTIL—RORTICERTEXVTF



VRT4 Y RUEERLES,
4[R2y I LT Ny T—207 v FIL—RER7Pa—-ILLET,

151. X TF D RRFSa—=IV2147

DA —%ER TR, IERDDARY MFEIEDIRLEETDZIARY FOVWTNHAESTIRY D
ZHEENE T, BIRIKMIG [BE] 7J0—ILRDAEENET, 1D2DAL A —IIHLTEHRD A
FFURRT S a—IL 2R TZEEIF. BB ] J4—ILRZFERALT. TNZThOIRY L ZIEETE
£9,

ezl BRY—NORT I a—ILEERL. TXARF—=NIZBORT D a—=ILZERLIEWEELHD
9, ZDBE. BAYT—/NDA AR FICIZSUMMARY: Production Servers #8E L. 7 X b —/NDA
A ;IZIZSUMMARY: Testing Servers 8 E L £ 9

E Calendar

LABEL: company-calendar

iCalendar

EVENT

- SUMMARY: Production Servers
- DATE: 2020-06-28

- TIME: 13:00 - 14:00

7| RECURRING EVENT
® Schedule 2 - SUMMARY: Production Servers
D Prod System —=| wame: production servers - DATE: Each Sunday
- TIME: 22:00 - 00:00

TYPE: MULTI
RECURRING EVENT

- SUMMARY: Testing Servers
- DATE: Each workday
- TIME: 08:00 - 16:00

AT a—ILCiE. ST ERILFD2ODRA THHDEFT, HLIUA—ICEBRORTS 2—ILICER
TNBIRYEDEENTVWEBEIE [RILF] 2&RL. ALOA—T 7L TERBLE [BE] 71—
ILRICR S TRT S a—ILICKEIE [T RHRBLRHD £7,

TOo=S%: IIWNFRTS 2a—ILDIERK

1. SUSE Multi-Linux Manager Web UIT. RTZa=I> XA TFI R4V R0 Ao a—)LICHEL
T [fERE1Z20 Vv o LEY,

2. [RFroa—ng] €ooavic. R72a—-IILO%eiIZANLET, HALVEZ—0 [BE] 71—
RIC—ELTWB e zmEBL £ 7,

30 [RUF] A7 a>zFUICLET,

4. ZORTTa—LUCEID Y TR AL UA—EBIRLET,

5 [RTSa—LOEK] =0V v I LT A7 a— L2 RELET,
6. RORTJa—ILEZERT BICIE. [ER]1E 2 )y o LET,

7. [RFTa—=Na] E02avii. 2BEOR 7P a—IL0%&eiZAALET., 2BEBHOALYZ—0 [
BIE] 70— )LRIC—BLTWVWB I e ZmMEELE T,
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8 [RWF] #TF>a>zdUICLET,
0.[RTTa—=ILDERK]1Z0") v I LT A7 a—I)LzRELET,
10. ?FEE?%LZ‘E?{)‘%%%X’T‘\/\\J_)Lp ‘rt—r‘f‘*b in-a_o

15.2. §IRS N7 o2 a Y IR BWT 223>

Dt avidiE FIRESNE=T7 oo a eHBRINAEVNWT I3 >0 A M 2EmAEENTUVET,

FRSINIT o> avIcED. VATV MOKBICEBESN. V547> COEITHEIET ZETEEMED B
DET, BIREINLTIZ IV XOTFYRTV4 VY RIRICOAERITTEEY, HIRESNLTIS 3>
IERDEED T,

o W= zIE Ny T =201 YR =)L B, TISHIFR)

* Ny FDEH

° U347 hDBIEE

o bIUHUIITOO-INYD

° REBEDEERRY

* Applying a highstate

s HEIM VA M—ILEBAYRA =)L

e UE—HFIATXUF

° HmBTT

° VI RA—1RE

It is possible to run remote commands directly at any time by navigating to Salt »
o Remote Commands. This applies whether or not the client is in a maintenance

window. For more information about remote commands, see Administration >
Actions.

FRSNBZVWT I avid. RETHBIEABIN. 75172 MCREDEET BRI DRVWT 17
—7023arTY, 7UaryhHERINZVEE. EETIE. EFIRTHOD. WOTHRITTEFT,
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Chapter 16. . D{ER

mgr-syncY —/JLiZ. AR 7OV T THERAINET, Web UITIZH T LBHERTES LIFRS %4
ULWSUSE  Multi-Linux ~ Managerz{EH 3 310 DIEREZIRMEL £ 9, mgr-syncD £ Fi&IE. SUSE
Customer Centernd¥Zfi. H@mE LUV /w7 —JIFEROEIS. SUSE Multi-Linux Managerty — /N [FIEAY
B1-ODF v RILDERFTY,

CDY—=I)LE. SUSEHR— G TR0 T2 a > THERIT DL SICRITINTULET,
openSUSE. CentOS. UbuntuBREDA—T>YV =T 4 AU E2—> a3 VICIIBREDHD FH A

mgr-synciCfEATEZ IR Y RELVFIHEUTORIC—ERRLTUVWET, mgr-syncIY > RICIFRD
BX=EALEY,

mgr-sync [-h] [--version] [-v] [-s] [-d {1,2,3}] {list,add,refresh,delete}

& 3. mgr-syncAY K

= 7 B1L)E fERH

list Fy oI, EBOBERBER. £ mgr-sync list channels
3R E—BERRT S

add FyvoRIL, HBEOERF]R. £ mgr-syncadd channel
el 3HmZENMe % <channel_name>

refresh B, Fry oI, BLXUHT X mgr-syncrefresh
g7 aryoo—A)ldE—%
BT D

delete O—AILYXTLHDSEEZEDSCC  mgr-sync delete credentials
B OERIERZHIFRT 3

sync BESNF vy > EEHTS mgr-syncsync channel

M ZEHEOFFOHEIFENRS  <channel_name>
ARVRICEBDA 723> A M eRAT B3I ROOARY FZ2ERLET,
mgr-sync <command> --help

R 4. mgr-syncF T 3 »5|1#

FFoa>r EWmAT>ay e fERH

help h O ROERAZELA  mgr-sync--help
TFarERRTB

version N/A RWEA>VAR—I)LENT  mgr-sync --version
W3 /N\—23 > Dmgr-
synczRmnd S
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FFoay

verbose

store-credentials

debug

no-sync

mEAFoay

N/A

mgr-syncD A7 (ZRDIZFRICH D £9,

e
BB ERIT S

BERERZO—HNILORE
L7 71ILICRET S

BT /NNy JiERE O
JIZEEERT %o LARIL
1. 20 3B ETY, 3
iF. RHBZLDTNYY
BRZIRELE T,

add OY > R —#&ICE
BLT. FfRZMEEEY
ICB@ERIETF v o3I
ZEBMY 3

e /var/lib/containers/storage/volumes/var-log/_data/rhn/mgr-sync.log

fERF

mgr-sync --verbose
refresh

mgr-sync --store
-credentials

mgr-sync -d 3 refresh

mgr-sync --no-sync add
<channel_name>

* /var/lib/containers/storage/volumes/var-log/_data/rhn/rhn_web_api.log

102R—2 [ £208R—



Chapter 17. Prometheus & GrafanaZz A L
fcEZH2VT

Prometheus & Grafana%zf#F L T. SUSE Multi-Linux ManagerfRIEZBHTEF £ . SUSE Multi-Linux
Managertf —/\& Z0OF < idself-health metricsZiRMTEE I, Ffow Satv 517> M EICEBH
MDPrometheus exportersz 1 Y XA b—J)LLTEEB T2 HTEET,

17.1. E¥

Prometheus & Grafana/\w 7 —ZIFATFDOSUSE  Multi-Linux ManagerZ 24 7> Y —JLICEEFN TV E
ER

® SUSE Linux Enterprise 12

® SUSE Linux Enterprise 15

® openSUSE Leap 15.x
() EROUSATY bOBNEZRY VTN LTHR— FSNET,

SUSE Multi-Linux Managertf —/N & IEBID Y ~IZPrometheus & Grafanaz 1 > X b — L 3HENH D
F9, BENRDSaltSUSEYZ A 7Y b ZEZR ) VI —NE L TERT 28O LET,

Prometheusid 7L XA X LZFERALTXN) I T v FI37H. T—NFERIRISA 72~
ANDTCPERZHIITEAINELRHDEFT, 77472 MNMIIHISTEIA—FVR—FrDHD, Ry hT—
IENLTERETETAIMNENHDFT, Fihld. UN—X7OF2FALTEGEZHIITACHTEE
ERS

BRT2ISMT7 RIS BEZRVYITRAYGT ROV T a ViR ETY,
o SUSE Customer CenteriZ 72+ X L T. SUSE Multi-Linux Manager®t% 7 X2 1) 7
I ZBELTLEEL,

17.2. Prometheus & Grafana

17.2.1. Prometheus

PrometheusigA —7>YV —XDEZA) VTV =L T, UTINEALXRN) v I ERBRIT—AR—XIC
SCERG ATHDICERTINET, XMJUYIIFHTTPRBETYILENS O, SVWNT +—T > A EILERED
RIFELFY,

PrometheusX kU w ZI3BERT)T—R, £RIEFBALIIN—TRT A X aUVIBT 321 LRI T
TOMETYT, APV YIIEFZEDOEFHIE INILEY FTEBICEHANETNE T,

AU o | NI ’S”l’AX’?l‘/j fi&

[ | [ 1
| |

[ ] [ ]
http_requests_total{status="200", method="GET"} @1557331801.111 42236
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ERNROZ TSV r—2a > FREO AT AR, = R4 VX MNILAYT—2 3> FI&Prometheus
exportersZfFERAL T. LEBOEATA NI v I ZREATIHENHD £7,

17.2.2. Prometheus exporters

Exportersid. H—RN—=FT 4 S XTLHS5 KX M wv I %ZPrometheusX by LTIIRR—+T3BD
ICIRII D517 51T, Exportersid. PrometheusX kv o= BEEERAL TRED 7 IUr—>a>F
IS RTLZA VALY FTERWERICRIIBE T, EHDexportersz BRI REF X b ETHEIT
LT, O—HAIAXMI YOIV ZAR—FTEXT,

Prometheus X 2 =7 « &2 exportersO U X b Z L. THICZLDHDZIIa =T DEMEL
TROIFZZEHTEXT, P &K VexportersD 7R 1) X MIDWTIE. https://prometheus.io/
docs/instrumenting/exporters/Z8B LT 7ZE L,

17.2.3. Grafana
Grafanald. F—ZDEE. TE=ZXULY. BLUPHEFTS2HDOY—ILTT, —ELHEOEEDX b~
Dy oERINZINEERALTY v aR— REERT 3-DICEREINET, Grafanaldi@

#. Prometheus —#ICERAINEIH. Elasticsearch. MySQL. PostgreSQL. Influx DB%AE DfthdDF
—R2Y—2HHPR—FLTVWEY, Grafana®sFMICDOWVWTIE. https://grafana.com/docs/EBBR L TL
72& 0,

17.3. Set up the monitoring server

EZRY T —NEHETBICIE. Prometheus& Grafanaz 1 > A —JILL THRETINELRDHD £,

o SUSEZ AT Y hDADEZZU VY TH—NELTHR—rENET, TREHBUIb
IZDW T administration:monitoring. pdfZ B8R L T 72T W\,

17.3.1. Prometheus®1T > X k=—IJL

TR T —=N\HSalty 547 > bDFE. SUSE Multi-Linux Manager Web Ul%Z 8/ L TPrometheus
NVT—=2FAVAS=I)LTEFERT, AVRAM—ITEFRVESGIF. EZX) I —NICFETNYT—
SHEATVO—RLTAYAM=)LTEEXT, PrometheusV 7 b7 x 7lF. SUSE Multi-Linux Manager>
A= > & & U SUSE Multi-Linux Manager for Retail 7 5 > FH— N\ THFERATEX I,

® To access a shell inside the SUSE Multi-Linux Manager Server container run
mgrctl term on the container host, or to execute one command run mgrctl exec
o <options>— <command>.

* To copy files from inside the container to the container host use mgrctl cp.
Prometheus|& T — 2 DRTFICPOSIX 7 7 1L AT LZBEL TWVWET, FEPOSIXEERL

O S SRTLEFR-RINTOEYA. NFST ALY AT AEER— R ENT
WEtA.
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administration:monitoring.pdf#monitoring-requirements

Procedure: Installing Prometheus using the Web Ul

1.

SUSE Multi-Linux Manager Web UIC. Prometheusz1>X k=)L 93
AT LDFMR—2ZHE. [Formula]l ZTICBEL XY,

[Prometheus] F T VIRV I R%=AICLT. EZXU IR E=BRIC
L. (#1227 ) v o LEY,

FEEX =2 —® [Prometheus] X TICEEHL £,

[SUSE Multi-Linux Manager #—n] 2> 3 (12 BWASUSE Multi-Linux
Manager APIBENBHRZANLET, ANLLEBERBRTEZRXRU>VY
TRBVATLEYMNITIERATER xR LTLLIETL,

MEBIZIGLE T MMOEREA T a>xa2hAZITAIILET,
[Save Formula] (Formula®fRfE) =2 U v o L9,
highstatez BRA L. ERBICE T LI ZzHEELET,

Prometheust A2 71 —XHDELLKO—RINBZ =B LET, 7
SIHT. R— ;9090 T. Prometheushtf X b—J)LEnTWLWBH—
INDURLICEFH L £9 (/& ZIE. http://example.com:9090)s

TR VITRDOFMICDOVWTIE. Specialized-guides» Saltz BB L T 723 L\,

Procedure: Manually installing and configuring Prometheus

1.

TZ=4&1) >4 —/\T. golang-github-prometheus-prometheus/\ v 77— % A
\/Z I\ _}l/ L/ i 3_0

zypper in golang-github-prometheus-prometheus

Prometheustt —EXZBICLF 9,

systemctl enable --now prometheus

Check that the Prometheus interface loads correctly. In your browser,
navigate to the URL of the server where Prometheus is installed, on
port 9090 (for example, http://example.com:9090).

Open the configuration file at /etc/prometheus/prometheus.ymt and add this
configuration information. Replace server.urt with your SUSE Multi-Linux
Manager server URL and adjust username and password fields to match
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your SUSE Multi-Linux Manager credentials.

# {productname} self-health metrics
scrape_configs:
- job_name: 'mgr-server'
static_configs:
- targets:
- 'server.url:9100" # Node exporter
- 'server.url:9187"' # PostgreSQL exporter
- 'server.url:5556" # JMX exporter (Tomcat)
- 'server.url:5557" # JMX exporter (Taskomatic)
- 'server.url:9800"' # Taskomatic
- targets:
- 'server.url:80' # Message queue
labels:

__metrics_path__: /rhn/metrics

# Managed systems metrics:
- job_name: 'mgr-clients’
uyuni_sd_configs:
- server: "http://server.url"
username: "admin"
password: "admin"
relabel_configs:
- source_labels: [__meta_uyuni_exporter]
target_label: exporter
- source_labels: [__address__]
replacement: "No group"
target_label: groups
- source_labels: [__meta_uyuni_groups]
regex: (.+)
target_label: groups
- source_labels: [__meta_uyuni_minion_hostname]
target_label: hostname
- source_labels: [__meta_uyuni_primary_fqdn]
regex: (.+)
target_label: hostname
- source_labels: [hostname,
regex: (.*);.*:(.%)
replacement: ${1}:${2}
target_label: __address__
- source_labels: [__meta_uyuni_metrics_path]
regex: (.+)
target_label: __metrics_path__
- source_labels: [__meta_uyuni_proxy_module]
target_label: __param_module
- source_labels: [__meta_uyuni_scheme]
target_label: __scheme__

address__]

5. BET7AINERELE T,
6. Prometheustt —E X =B L £,

systemctl restart prometheus

Prometheusi&E4 7> 3 > OFMAIC DWW T, https://prometheus.io/docs/prometheus/latest/
configuration/configuration/iZ# % T Prometheus R F a2 X > F BB LTI,
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17.3.2. Grafana®1 > X k—=JL

TR 2T —/\HNSUSE Multi-Linux ManagerCTEIEINTW3Y 5107 > bDIFEIF. SUSE Multi-
Linux Manager®Web UlZ R L TGrafana/X\w 7 —2 %A Y XA =L TE £ T, ThUADFEIF. EZ
BT —=NIINY T —CZFH T O—RLTA VYA M=)LTEET,

o Grafanald&SUSE Multi-Linux Manager 7O F > TIXMERTE £ Ao

Procedure: Installing Grafana using the Web Ul

1. SUSE Multi-Linux Manager Web UIC. Grafanah'f > X k—JLEh3 >
AT LDFMR—ZHE.  [Formula] X7 ICBHL £,

2. lerafanal FT VIRV IR%=AICLT. EZR) TR E=BRIC
L. (#1227 )v o LEXYd,

3. EBBXZa—®D [Grafana]l] X T ICEEL £,

4. [Enable and configure Grafana] (Grafana®BIMLEHKRE) I/ a >
IC. GrafanalcO7 4 >3 7cHICERT S EEEERBRZANDILE
ER

5. [patasources] (F—HY—R) £ 3> T. Prometheus URL7 1 —
JL KHPrometheushEITEINTWVWBR I X T LZIBELTWA e =EEL
£9,

6. REICHLC T, MOREA T2 a>EehXAEZIAALET,
7. [saveFormula] (Formula®RTE) =2 U v o L%x9d,
8. highstateZ#ER L. IEBICET LI e ZzHERLE T,

9. Grafana1 A2 7 x—XHAELLO—RTINTWVWBR =2 LET, 7
ST, "R—bF3000T. Grafanah'r > X k—=J)LETNTWLWBH—/N
DURLICEHI L £9 (7= XX, http://example.com:3000),

Ensure that port 3000 is open on the firewall to successfully access
Grafana
SUSE Multi-Linux ManageriZid. H—NDEILIANILR, BEXNEBISA TV MEZR
D2 IBREDIDHDE v aR—RABSHLOBRINTVWET, FOELD3=>Y
T3L YL aR—RiE ROBRER—STERTEEY,

Procedure: Manually installing Grafana
1. grafana/\Ww T —2%Z A A —=)LLE T,
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10.
11.
12.
13.

14.

15.

zypper in grafana
Grafanatt—EXZBMIIL £ T,
systemctl enable --now grafana-server
751 T, R—F3000T. Grafanah’ 1 > X b=JLThTWVWBH—/N\

DURLICEEI L X9 (Fc& ZIF. http://example.com:3000),

Ensure that port 3000 is open on the firewall to successfully access
Grafana.

OJ4>R—=I T, A—HRENRT—RiZadminE AAJLE T,

Click [Log in]. If login is successful, then you will see a prompt to
change the password.

ZAYFbrTlok1ZI )y I L. NRT—RZEBLET,

HARXZa—OEET7AAVICH—YVILEZBE#H TR, REA S>3
UHRRINE T,

[Datasources] (F—XY—X) #O)vw o L%,

[Add data source] (T—AXY —XDEM) =7V wodde. HR—rE
NTWVWBRITARTDT—RY =D ZAMDBRRREINET,

PrometheusT—4Y —X&ERL F 9,

Prometheustt —/NXDIELWURLEZIEE L TL T LY,

[Save&test] (RIFETRAL) Z#UVUwOLET,

Ay ari—REAVR—bFT3ICIE YA R XA Za2a—D[+] 71 A%
20w L. (mbr& 27 )v I LET,

SUSE Multi-Linux Managerty —/NO#BZEICDOWVWTId. # v > a7R— FID:
175692z O0— R L £ 9,

SUSE Multi-Linux Manager?Z 27> bOBEICDOWVWTIF. Zv P aR
— FID:175s70Z2 00— K L&,
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2

4.13GB

210.3GB

* EZRUVIKDOFEMICDOWVTIE. Specialized-guides > SaltzB8HBL T EE
(AN

o o Grafana%ZFFHTT VA F—ILBEXUVERET 2 HEDFMICOWVT
i&. https://grafana.com/docsEBEBL TS,

17.4. Configure SUSE Multi-Linux Manager
monitoring

SUSE Multi-Linux Manager 44 Tid. H—/\HPrometheus self-health metricsz RBETE 3L SICL
T, 9747V b RT Lilexportersza 1 Y A R—J)LLTERET DI EHTEFET,

17.4.1. Server self-monitoring

Server self-health metricsidg. N—RT 7. ARL—F1 VI XF L. BELUSUSE  Multi-Linux
ManagerORFBZHHRE L TLET, CNS5DX U wIE. Prometheus  exportersEfiAEHEIN
fos Java7 TV =23 DA VAR Y T—=2 3 UK > THARREICHRD £7,

LR dexporter/\Nw 7 — 2 1ESUSE Multi-Linux Managerty — NICEEN TV E T,

* Node exporter: golang-github-prometheus-node_exporter,
© https://github.com/prometheus/node_exporterg BB L T EE L,
* PostgreSQL exporter: prometheus-postgres_exporter,
© https://github.com/wrouesnel/postgres_exporterz BB L T fZE LY,

* JMX exporter: prometheus-jmx_exporter,

©  https://github.com/prometheus/jmx_exporterZ 8B L TL 2 & L,
BUFdexporter/\w 7 — 2 1ESUSE Multi-Linux Manager 7O F D ZEMEINTVE T,

* Node exporter: golang-github-prometheus-node_exporter,

© https://github.com/prometheus/node_exporterz BB L T EE L\,
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e Squid exporter: golang-github-boynux-squid_exporter,

© https://github.com/boynux/squid-exporterz BB L T 7ZE&E L\,

exporter/\w /7 —IFSUSE  Multi-Linux  Managertf — NS LUV 7OFVIZHERIA VA M—ILENTUVET
H. BsystemdT—EVIEFT 7 I ETEMIHR>TULET,

Procedure: Enabling self-monitoring

1.

SUSE Multi-Linux Manager Web UIT. B> YR—CvRE > EZ4 U
DUICRELED,

[Enableservices] (F—EXDBEML) 20UV v o LT,
Tomcat& Taskomaticz Bife& L £ 9,

R— 9090 T. Prometheustt—/NDURLICBEIL £ (7 X
(. http://example.com:9090).

Prometheus UIT. X7—4/ X > Targets (2—=4%v k) ICBEL
T, mgrserver IL—TDIRTDIY RRA Y EDEEBLTWVWE R
2L E 9,

Web UlIZ R L TGrafanab 1 > X F—JLL TWBIHE, H—/N1 Y
- FHSUSE Multi-Linux Managerth —/\& w > 2R — K OEE[Manager
Configuration > Monitoring (Y % —2 v DFRE > E=H U 2 J)[ICKRTR T
nx9d,

Web UIZER L TEMICTEZDIF. U —NDEILIANILIEZZVVITREIFTTT, 7

o OF> DX MU woid. Prometheusic& > TEHBIMICINESNEEA,. TOF>TE

IWINNZAEZR) T ZEBMT BICIE. exporterszFETA VX F—JLLTEMIC
FTRIMELRHD £T,

LUTFDREEX 1) w7 HSUSE Multi-Linux Managert —/NICINE TN E T,

& 5. ¥ —/\$ist(F— +80)

XrUyo 2147 B0

uyuni_all_systems = 23 2T LD
uyuni_virtual_systems = R8> 2T LD
uyuni_inactive_systems = KIEF DS X T LD
uyuni_outdated_systems = BNy =2/ DO X T LOE

< 6. PostgreSQL exporter (;K— +9187)
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XUy 217 B1L

pg_stat_database_tup_fetched Ao>R JINICK>TT Ty FEINITE
pg_stat_database_tup_inserted ho>i JITVICK>THEASINELT
pg_stat_database_tup_updated ho>i JITVICK > TEHFEINITE
pg_stat_database_tup_deleted ho>R JITVICE > THIBRS AT
mgr_serveractions_completed r= TTLIETI>a >0
mgr_serveractions_failed r= KMLIETo>a >0
mgr_serveractions_picked_up = EvoT7yTEnkr7osa>oi
mgr_serveractions_queued T Fa—ICANGNET I3 >DOR

& 7. JMX exporter (Tomcat7R— 5556, TaskomaticZR— 5557)

XkUwys 217 BT

java_lang_Threading_ThreadCount r= TOT14TRALY RO

java_lang_Memory_HeapMemoryUsage_use 7' — WEDE—TXEFERHE

d

R F—NAyE—2Fa1—(FK—1+80)

XkUwyo 2147 BIL

message_queue_thread_pool_threads A7V >% CNFTIERINTAYyE—IF a2 - Ly
NOF

message_queue_thread_pool_threads_ #'— WETITA4TBAyE—2CFa—ZALY RO

active #

message_queue_thread_pool_task_cou A7 >%& CNFETICKEBEINLZ AT D

nt

message_queue_thread_pool_complet H17o>#% CNETICET LI R DE

ed_task_count

% 9. Salt Queue (£ — F80)

b8 W/ 2147 B0

salt_queue_thread_pool_size T= Salt¥a—JCICER SN AL v FDO#

salt_queue_thread_pool_active_thread 4 —2 Fa—CCICRET VT T RSatR Ly RdD

s #

salt_queue_thread_pool_task_total ho>i Fa—TULICEEBEINR T DH
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XUy 2147 A

salt_queue_thread_pool_completed_ta Ho>#% Fa—TUICETLIERRIDH
sk_total

IARTODsalt_queuefBicid. Fa—HFBSZEE LTHED lqueuel CWSEFIOINILHAHD £7,

< 10. TaskomaticX 7 < 22— (K— +9800)

XrUvo 2147 shen

taskomatic_scheduler_threads o> CNETICER SN CRATS2a—5 ALY RD
#

taskomatic_scheduler_threads_active 47— WETIVTATRATTa—5 ALy FO

taskomatic_scheduler_completed_task #17o>#% CNFETICKET LIEZRT D

_count

17.4.2. Monitoring managed systems

Prometheus metrics exporters can be installed and configured on Salt clients using formulas. The
packages are available from the SUSE Multi-Linux Manager client tools channels, and can be enabled
and configured directly in the SUSE Multi-Linux Manager Web UI.

N5 DexportersiEBIENR AT LICA VA M—=ILTEET,

* Node exporter: golang-github-prometheus-node_exporter,

© https://github.com/prometheus/node_exporterz 8B L T £ L,
® PostgreSQL exporter: prometheus-postgres_exporter,

© https://github.com/wrouesnel/postgres_exporterz BB L T f2E L\,
* Apache exporter: golang-github-lusitaniae-apache_exporter,

© https://github.com/Lusitaniae/apache_exporterz BB L T 72& LY,

6 On SL Micro, only the Node exporter and the Blackbox exporter are available.
exporterz 1 X b—JLLTEREL 5. Prometheus®fEH L TERMRI AT LDNSX M) v I EINE

TEEI,. WebUlZEBLTEZZU VI —NZRELTULRIHFE. X M)y IIREIZEFNICITHONE
ER

Procedure: Configuring Prometheus exporters on a client

1. SUSE Multi-Linux Manager Web UIT. BEfRXIRD T 1 7> b DFFEMNR
—2%FAE. FormulaZ 7IZB8EHL £,

2. [Prometheus Exporters] formulaT. [g®%] FT v IRV IXZAICL
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7,
B IREIZIVY I LET,
4. Formula > Prometheus Exporters X 7 ICBE# L £ 9,

5. BMICT BexportersziEIRL. HEICIGC T MZHAEZIA XL F
Io [7rLz] Ta—JLRIE. OOV THEZR— LES(9100)h . 5T
(ICHRRAIEETR 77 K L X (example:9100) D VT N\ Z R IFANK T o

6. [SaveFormula] (Formula®f®RT®E) =2 U v o L%,
7. highstatez#EB L £7,

The following ports need to be enabled and not blocked by the firewall:

o * on the monitor: 9090/tcp
* on the monitored system: 9100/tcp, 9117/tcp, and 9187/tcp

o TRV IR BT BTIL—TRADELDL AT LICERTNTVWSDERELRK
EZBATEDCEICE ST YATLTIIL—TICHRETEXT,

TR VTRDFMICDOWTIE. Specialized-guides» Saltz BB L T 72& L\,
17.4.3. Change Grafana password
Grafana/NA T — REZZE T 3(CIF. Grafana® RF 2 XY MIBHEHINTWVWBE X Ty FITRWVWE T,

* https://grafana.com/docs/grafana/latest/administration/user-management/user-
preferences/#change-your-grafana-password

GrafanaBIEE/NX T — REHELIEHERIE. ROOAY> RTroote LTV Y FTEXT,

grafana-cli --configOverrides cfg:default.paths.data=/var/lib/grafana --homepath
/usr/share/grafana admin reset-admin-password <new_password>

17.5. Network boundaries

PrometheusiZd 7L XAZXLZFERALTX M) I %2 T2 v F T30, T—NIFERTRISA 72~
EDTCPIEFHEHIITEZMNENHD 9, T 7 #J)L bTIE. PrometheusldXXDR— +EFERALE T,

* Node exporter: 9100
* PostgreSQL exporter: 9187

* Apache exporter: 9117

T 51 PrometheuszEITT 2R X b EIFEA DR kTAlertmanagerz21TL TW3HEIE. R—
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FO03HLBHK MENH D £, AlertmanageridPrometheusV ) 2 —2 3 > D—EFTH O . Prometheustr
—NAVRABYVRABED I SA T T TV =23 Il& > TEESTNZ TS — M ERIEBLZE

9, Alertmanager®FliiC DL TIE. https://prometheus.io/docs/alerting/latest/alertmanager/=%
BLTLLEEEL,

ISV RAVRARVAICA VA M=ILENTWE I ATV hDIFE. EZRV Y —NIITFIVERTE
B2EFX )TN —FITHEBRR— b ZBMTEEXT,

F7zlE. Prometheust > XR > X%ZexportersOO—A)Lxy bT—2I277O4 L. 7z 7L—>3>%
BMETEHLDHTETET, NIZED. XAYOEZRY) >JH—NIEO—A)LDPrometheust > X2 >
ADSRRINEZILAEYTTEET, COREZFERT 3HBEIE. Prometheus APIZR— ~(9090) % fA <
EITTEAE T,

Prometheus7 =7 L —> 3 YOFMIC DWW TIE. https://prometheus.io/docs/prometheus/latest/
federation/Z&8B LTIV,

Xy NI—UBRNSERETITOF S TEIEHTEET,  PushProxdLS5AHY—ILiF. 7O0F> 05
A7 hERY FT—oNY 7OEANCEfRL. PrometheusHNATARE DRy D —2 MROS LK TE)
fECEBLS5ICLET,

PushProx@FF#IC DWW Tid. https://github.com/RobustPerception/PushProxzBB L T 2E L,

17.5.1. Reverse proxy setup

Prometheusli3 I XAZXALEZFRALTXA N ) v I Z Ty FI5H. T—NEFERRIRISAIT7> b+
LED&exporter ANDTCPERZ I TEIZRELHBD X, T7A 70— IREEBHRILT S
. exportersiCc ) N\—X7OF > #FALT. B—DR— b TIRTDOA NI I ERBETEEY,

Procedure: Installing Prometheus exporters with reverse proxy

1. SUSE Multi-Linux Manager Web UITT. BEfRXIRD S X7 LDFEHR—
ZHE. [Formula] 2 TICBELFT,

2. [Prometheus Exporters] F T WU Rw I R%Z 74 I LT, exporters
formulazBZNICL. (RE1ZT VY I LET,

3. EEEX = a3 —® [PrometheusExporters] X JICHEEILFT,

4. Check the Enable reverse proxy option, and enter a valid reverse proxy port
number. For example, 9999.

Ensure that port 9999/tcp is open on the firewall.
5 HEIZR L TtDexportersc HARZIYA XL £,
6. [Save Formula] (Formula®i®R?E) =2V wv o L9,
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7. highstatezBRAL. ERICET LIl zHBL£T,

TR DTRDFMICDOVWTIE. Specialized-guides» Saltz BB L T 72& L\,

17.6. tF*aVVFrr

Prometheustf—/\ ¥ Prometheus node exporterid. TLSEES(LEEREETI Y RARA > M ERET H7-0HD
AARAAHANZ X LZRMLES, SUSE Multi-Linux Manager Web UllE, BI&ET 2 IR TOIVR—RY
FOREZBRILLET., TLSAERAZFIF. I—THDURHL TERRET ZIHBENHD £J, SUSE Multi-Linux
ManagerTld. XOEFa) 71 ETILZEMLET,

* Node exporter: TLSEEE{t & U 51 7 > hMEERBER— X DERE

e Prometheus: TLSESS{b & EAETEE

FMEBEAERIRTOA TS 3 > OREDHFMICDOLTIL. Specialized-guides > Saltx= B L T 723 L\,

17.6.1. TLSEEFAE D4R

7 7 #J)L b TI&. SUSE Multi-Linux Managerid =4 ) Y/ REZFRE T 2O DIAEZIRMEL £E Ao
TxXa) T 2R TEIHIC. BEBAIN . FET—RN—F s OBIAB(CAICK > TEL I
NRRZLFERREEEREFIE1 YV R— b TEET,

CDEU 3> TlE. SUSE Multi-Linux Manager CATBECE#% L 7-Prometheusd & U'Node exporter
minions® I 54 7> /Y —NFEREZ LR T B HEICDOVWTEHAL X T,

JOo—=S v Y—=N/U 54T > FTLSSEEBE D{ER

1. At the command prompt of the SUSE Multi-Linux Manager container
host, as root, run the following commands:

a. To generate certificate files, run the following command.

Ensure that the set-cname parameter is the fully qualified domain
name (FQDN) of your Salt client. You can use the the set-cname
parameter multiple times if you require multiple aliases:

mgrctl exec -ti -- mgr-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="minion.example.com" --set-cname="minion.example.com" --no
-rpm

Resulting in:

11555 | 22083 116 > - | R



Generating the web server's SSL private key: /root/ssl-
build/minion/server.key

Generating web server's SSL certificate request: /root/ssl-
build/minion/server.csr

Generating/signing web server's SSL certificate: server.crt

b. Copy server.crt and server.key files from the server container to the
host:

mgrctl cp server:/root/ssl-build/minion/server.key server.key
mgrctl cp server:/root/ssl-build/minion/server.crt server.crt

c. Copy server.crt and server.key files from the host to the monitoring
client:

ssh minion.example.com 'mkdir /etc/ssl/mlm-server-certs'

scp /root/server.* minion.example.com:/etc/ssl/mlm-server-certs

ssh minion.example.com 'chmod go+r /etc/ssl/mlm-server-certs/server.*; 1s
-la /etc/ssl/mlm-server-certs'

2. To configure Salt formulars, enter the directory names specified in the
previous steps.

formular server Server Certificate /etc/ssl/mlm-server-certs/server.crt
Server Key /etc/ssl/mlm-server-certs/server.key

a. formular minion

11655 | 22083 116 > - | R



Chapter 18. 8%

#8#8i%. SUSE Multi-Linux ManagerA TA—H D7/ LR A2 BRI 5 -DICFERAINE T,

FEALDRIRETIE, B—0EBTHITY, L. SDEMBRIZETIE. BROBBIUERIZEDLH
DEY, EDRIANOYIEBNRIBAC IS, FREFTESTREDRIAKE CICHEBZRE L LWIFED
HHET,

HEBZER LS. - ZERL THRBICEIDETEZENTEER I, RIS HEBLANILTEHAIZEDY
TRIEDTEET . COFHIF. HHBICEIDETONILIRTOI—FICT 74 b TERAINE Y,

PAM® S VT I A VA 7 LV ORI EERET A ECHTEFXET, EEEDEFMICDWLWT
IZ. Administration > Auth-methodsZ&B L T2 &0,

o BBz ERS S UEET 3ICIE. SUSE Multi-Linux ManagerBEB&r LTOJ 1> 3
MERHD XTI,
70— v i LWEEDIER
1. SUSE Multi-Linux Manager Web UITT. EI > #B#@ICHEL T, [HBOER]1ZI7V v I LET,
2. [$BSMERR] 471700 T, XOT7 1 —ILRICAAILE T,

©  [Organization Name] (fE#i%) 7« —/LRIC. FLVEBOZETZANL £ T, %H0IE3
~128XFTHEIUBEN DD £,

O [FEoOd1v] To—ILRIC. HBOBEEICERT IO/ Y2EANLET, CHEEHL
WEBETHYY FTHIBENHDET, BET V1Y LTLWREEESD. BEOSEET
A b EERLT. FLWERICH Y1 Y T3 LIETEE A

O [BEDONZXT—FK] To—ILRIC. FILLEBOBEED/NRT—REAHLET, [IXRD—
RO®ER] 74— IILRICNZAT—REBEADLTHERELET, NAT—ROBEIF/NAT—R7
14—ILROTFTOEMEN—TRENET,

O [BFXA=NL] To—ILRIZ. FLLVEBOBBEBEDEFA—ILTRLRAZANLET,

O [7P=RbFER—L($)] Tr—ILRT, BEXEBRL. FLWMEGOEEEDLTIZANLE
P

O [SRPER=LME)] To—LRIC. FLLMABOBSEZEOBEAILET,
3. [MEOERR 122U v o LET,

18.1. HEDEE

SUSE Multi-Linux Manager Web UITT. B » #8(ICBEL T, FIATELEROV I b Z2RRLET. B
By siozaizs Vv LES,

EE BT I arvho, BBOI—F. . RE. BLUREBZEEIZXTICTIEITEEY,

" S SETEZDEBEEENDATT, BEEEEET3ICE. ZETIEGOELVE
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HELLTHA VAL TWVWB I EZREBL TS EE L,

18-101- mﬁl_ﬁ

[A—%] 2 7ICBEFL T BBICEEMITOSN TR TATODI—HFZ0O—ILDOU X ERELE
T, A—HYREIVY I TR, A—H%EBM. BE. £HIFHRTS [2—Y] XZa2—IZ8FHLEFT,
18.1.2. (ESf AT h TV 5485

[EfE] 2 7ICBEHL T, SEINTVIEMEEMEISHBRLET, ERETEEEZBIITACICK
Hh, ZNo0EBEITIOYT oY EHBL. HHEBMHDSHDERICISTA T M EERETEBRLSITED
x93,

18.1.3. {HEDRE

[(BE] #7ICBFL. HBOERE=EBELEY, NillE. AF—=JyInfar7FoVYoER. &
U'SCAPT7 71 IILDFERANEENE T,

AVTIOYRT—=IJ VT OFEMAIC DWW TIL. Administration > Content-stagingz BB L T 2E L\,

OpenSCAPDEEMHIC DU TIE. Reference» Auditz BB L T 7230\,

18.2. KEDEE

[REE] 2 TICBEML T, BBOIRTOI S 7Y hDSaltikEEZzEE L F3, KEZFEAITZIE. 70O
—NILEFaUT4RID—ZFRLIED, IRTOI A7 MIHBOEBEI-HZEMLIDTEX
ER

SaltiRREDIBEIRIC DL\ TIE. Specialized-guides» Salt= 2B L T 723 L,

18.2.1. MEF v » RILDEE

HEB2EICERITIREF v U RIEERTEE I, HREFv>FRILIF. SUSE  Multi-Linux  Manager
Web UITERE > Fy U RILICBENL TERTE £9 . SUSE Multi-Linux Manager Web Ul7% {8 L THEREIC
REFv¥ I EBERALET,
7O =S v HBADRETF v > ILDEH

1. SUSE Multi-Linux Manager Web UIT. F"—L > FREE/ME > SREF v o RILICBELE T,

2. BEMEEZERL T, BRICF vy XL ZRDOITET,

3ERETAF Y URILEFVICL. [EERDOREFEIZIVVYILET, HICED. T—EXR—=XIIRE
INFEITH. FyUoRIICEBIEHINEE Ao

4 [@BRA1ZVVy I LTEEZERLEY, ChICED, HBROIRTOI S 7Y MIEENERTE
NBELSICERIDRT a—ILENET,
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Chapter 19. /vy FEIR

COETI. Ny FEERICEEIZETXTERMEYIICDOVWTEHRALE Y,

19.1. @B NNy F

RUADSFHFLWNYyFRNI ) —=RENBE. TAMTRESINAD 2TV DD F VA TIE. Ny F
ICEFELLBVEER(EX 2 T0. BEM)DELZAEMUNHD T, CNHRET S EFERICEN).
RURIGEE. FILWNYFED)—ZALET, CDONYFICIE. TDORVAHEEL TVWBAIE IO X
ICK > Tld. BEEEIIBEINZHEELHD T,

SUSETIE. MEEIENI/NNyFI1 EMENZFHLWANDZ I LQ021IE)ZEAL. COLSHB/NVFOT R
NAHI)RATF—2 X% ( TRI&) F£7=1F TREI TIEERL) THE] ICRETDIIE T, FFMEICZOLS
BNy FEERDELET,

T RNAHFUIT—2ZABMED THE ICRESNTWVWBBE. Ny Fid THEL SN
o TVET, Ny r—Un EShE Sy FICBLTOWBES. ZO/Nyr—JiF T
#El ShTuwEd,

RISy FEd/yr—J1E. SUSE Multi-Linux Manager®> X7 LICIEA YA =L TS FE
Ao BEISNINYT—S%A VA M=)V 2HE—DTEIE. zypper installz A L TFEHTRITL. IE
RNy T—N—=a3VEIBET A TY, fi:

zypper install vim-8.0.1568-5.14.1

NYFBELUNYT—COREIRT—2 Zi&. SUSE Multi-Linux Manager®Web UID®7 1 A TRENE
To T zUIE UTEBRLTLLESL,

o Fy I XILDNYIT—=JD) R B

o Fy I XILDODNYFDI)R L
SATLIZA VA= ENTVWBNYFEXENY T—Uh8EISN2 8. EDSRATLDA VA M=)
BAHAINYT—JUZAMI@7 A AVDHRRINET, SUSE Multi-Linux ManagerTld. TDESH/NYFF
1IN =SR2 L—REBAEIFRBESINATVLERE A,
19.1.1. FyoxIo0O—>

BRINF vy ORI ZERTIHEE. TOF v RIDSIO0—AOREISNT RNAHF) X 7—
HADCREIER T IHEDHD T,

RYUAFv RN ZBBITERTIE. FroRrIINyFHERINET,
RUADNF v > RILAD/NY FZHE L. SUSE Multi-Linux Managerh'C DF v > I ZREHT 3 (lzL X
. BECaJeEATS) . THHEL BEEZO-—NyFIERESINT. 7O0->2F v oRILICH TR

IIATENIISATY MIE>TERSNEEA, BREZI/O—2F v URILICEET B ROV
ThhDHEZERBLET,
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°* NyvFEHA(VIZ o7 > EI> cloned channel (Z/AO—=>Fv>2RIL) > Ny F > EH), ZDOiseE

ZEATBE. JO—2F v oRILONYFOREZA VS FIICEDEZ N TETET,

AVTIVZIATHAVINER, A>TV IATHAVIILNEEBOIYTFAMTOO—VF v %
JLOEEMIC DWW TIE. Client-configuration > Channelsz&8f L T 2L\,

19.1.2. X\wFOHE

HEBATEBROR YA F vy oI O—->%1ERT 2mEa. /Ny FIFEHEERINZDTIEAL. 70
—VF v ORIILBETHEINE T, ZOFER. Ny FREEEZ-IZEROIA> TV SA T U ILERE
EEALOEREINTNYFZEEATI . BEINENYFEFERTZ3IRTOF v U RILTEOEED

HEREnxd,
)
1L220AVTIYSA YA VIIER IO U bprjlpri2z &5t L £ 95
2. Chen7Ozy FOMAIC2DDERE devitesth'd D £9,
3.0 7O0P Y bOBAICY —AF v RN ELTRESNIAVAF v X IDHD T,
4, COOFVFADIRTODF v U RIVEFFHADDI7O—2F v o RI)IE. ROAF v 2RI ORFOIRE
ICEDOETHREINET,
5 RYADY =XF v RILRDO/Ny F2RE L. BED 3 THED/\w F7%SUSE Multi-Linux Manager
ICEHAL £9,
6. 4D2DF v XILDOWVWTNE. Ny FZERFHRAITIOTIEAR. NyForO—>Z2FALTVWSIE
H. COEBEZRAMLEE AL
7. Ny FZEATZTCI(CNS2207OP 7 FOWT IO ZIBET 3H. £hld4>0o7O0->F

voRILOWTNDO TNy FRIEAKEZERT3). Ny FORBICED, §ATO/7O0->Frv o2l
NEDNY FeREISNIHDETHELE I,
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Chapter 20. SUSE Multi-Linux Manager
DPTFsD{ER

SUSETIE. BERICEREFCNIRAEYR—FENTVBIRTOY U a—2 3 VI L T—RIBEE
ZRMIELTWVWE T, TNS5DPTFs (7O 5 LDO—KRIAELE)IE. SUSE Multi-Linux ManagerCEIEAT E %
DRI RV ELTHATESLSICRD E LT

20.1. PTFNw r—2IC2WT

PTENNw o —237Ox Ny =N L TA X b=ILEn. ptf-xxxxxx & WS ZRIDMTIF 5N E T,
C 2Ty x000XXIE NNy r—SDN—3 > TiIEL. NyvT—C 0B S CERD—EF T,

NBIE. VIR I TICEBEREEFNTVLWBR I EDADD>TWVWBRELWN=3 >Ny —JIC&kizL
i?o :o)g’rjo)/\c‘yb__:/“‘!;;k@tj—)\b?jo
¢ RO TAYVRM=INTBLIETEFEHEA(DED. zypperEFFHIFA VA M—ILEZHEL FHA)

* BROTHIBRT B LI TETEERBA(MDED. I—HDzypperaAX Y RS54 Y THRRICEEE LB WVIER
DLFLONY T =IO N=I 3 VIFPTFN—U 3 VICBS DD FHEA)

° PTRICK » T ENICEREINIZEEORBICH LOUN=Ja Uil 3 2 e bbb > TWOWBBEICD
HEFINET,

o DZXATALICTTICAVAM=ILEINTWVWBINYT—SOHEBEHLET(DED. VI Iz T7HEHD
NV —JIZREENTVWBIES. PTRIZIRESATFLICA YA R=ILEINTVWBINY S-S DA ERE
EHRZET),

HR— b7 —IFAEDOBEET. Ny T—JDELVIDE. BEEZRITET—EXDER/BESAAEICDOVT
DIETRMSUSEY R— MK > TRMHEIN E T,

20.2. PTFENYT—=S DALV =)L

PTF/NwH —3IRE. SLE 128 KUSLE 1I5R—XDV AT LTOAYR— kTN TLY
" $T, ON—U 3 Y EEARL—T 1 VIS T LR OB N T8, R—
SREFINEL A

o Access to PTF channels via SUSE Multi-Linux Manager needs to be requested from L3
support.

TO>—=Sv: ARV RS ZFEBLTPTFURS MU ZERICL. REATS
1. A>Y—I)LT. mgr-syncrefreshE AL,

2. Tmgr-sync list channel] Y A/1L. SCCTHT Y FRLEFDEZRDptfsTHREDZ F v U RILEFELF
9o fil: a123456-sles-15.3-ptfs-x86_64,

3. mgr-sync add channel <label>ZfEF L TPTFF v > X ILZEBMICLE T,

COF v rRIVSREERARICED. ALA—XFv R ZFERLTVWSIRTOI I T LISENTE
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EJCR

PTENY T —2ld, AT LOEFHEFICEBNICIHBEIRSNAWVWO. BBRIICA VX M—ILT2HEND
DET, SUSEHZXEZTY—HR— LI FEOHBEZEET ZHOPTFESZRELTVWEY, C0ESZ
FALT. PTFURMTTOFRINYT—CZR/ETET FT, SUSE Multi-Linux Managerd®Web UlIZIE.
YRAR—ILTEBZPTFAMREINTUEZIIRTOY X TLAIC, PTFZ—EICLIER—IDHBD T,

70— +: SUSE Multi-Linux Manager®Web UI%ZfERB L7=PTFURS U D
BitE LU EHA

1.

SUSE Multi-Linux Manager®Web UIT. BB >y b7y 7o —FH> "@ICBEL. PTFUKRD b
BT 2HBERLET,

HmRHAR T -2 2DBICH B[ HRF Y O RILDRT 27 ) v I LET,
HROBBEFv XN EF T arFr oI e—ERRLIERY 7y TIHRRREINE T,

FF7oa>OF v RILUIRNT, BODSCCT AU Y MR eptfsTRABIDHREDF v oI ZHELE
9, fil: a123456-sles-15.3-ptfs-x86_64,

FrorNBOBIIHBIFTVvIRY I RZERLTF v orILEERL. [BR]zY ") v LTHE
ZRT7Ta—-ILLET,

FT72arvFroRIEEBMTERELSICTRICNE. BREAVIAM-ILTIHELNH B CITEFELTL

ke

LYo

A= v PTENYT—=SDA1 XA =)L

1.

SUSE Multi-Linux Manager Web UIT. ¥ XFTL)> P RATL—EICBEHL T, PTFZA VX h—ILT37
AT EBERLET,

SRAFLIVITIMIT T Ny T=S5 Y I RI T T F v oRILICHEE L. PTF channel (PTFF v > =%
L) Z#RLET,

[RA] [VIMOIT7FvoRIOEERER] . [BR]Z27)VILET,

FroXIILORDETHARTLTVRILE SHZHERT BICIE. AT L Events» History (1R> k
» BEE)ICBE L TRRZHIELE I,

SRATLOVIRIITOPTFS > A VA= TRTICBEL T,
AVRAL=ILTBPTFNY T =P ERLE Y,

[PTFO1 X k—=JL]. [Program Temporary Fixes (PTFs)f > X b—ILDF:3] . [ER]1zoU v
LE9,

PTFD A >V X b= IUER%ZRERT 5I1CId. & AT L Events» History (TR b BE)ICBEIL X7,

APIZERLTPTFZA YA =L B3RENDH DI HEIF. TOFINYT—JREEHICBRE
Msystem.schedulePackagelnstall APIZERTE £ 9,
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20.3. PTFD1 > X b—IL1%

PTFERESEL THRESNBBICHU T D . BRININYT—JIF. BEOA VT FURABEHELTE
HURS M) TILLERINZFIC. SEOX VT FUIERICEDDINRE L TEBIHEINE T,

COEERECEBNABHNY U—XENB L. PTFOBHN—Ca>b7ho > NEEOPTFURY k)
IKUU—REhET, BHRINEPTRCS D MELKEBEIHBRIN. BHEBEE VI —LTES&
3B FT,

PTFOEBEZSURTEFOBIRZ X, ZEON YT —CFHELINYFOA YR F=ILICE>TEH
MICITThNE T,

(o] « \d » (] » \ I}
20.4. )Ny FEREBEHIN— 3 DNy Tr—J OB
PTFET7 A YA R=ILT2REBLAHD., Ny FHAERAINTLWAEWN=3 0Ny T —S% Y X T AIC
AR M= TRRENHZHE. BNy Tr—JHIRISERTEXEA. PTFNNY I —2d. ZENY
=) A RR=UTIHERTET X Ao
Z7O>— % PTENY o — DOHIRR

1. SUSE Multi-Linux Manager Web UIT. S XTL)> AT L—EBICHEL T, PTFZHIRRT 20517 >
hzBEIRLE T,

2. AT LY I b7 PTFs —EBRT/HIBT T2 JICBELE T,
3. HIBR S BPTF/Nw o — & FIRLE T,

4. [PTFsDHIBR1Z 2 ) w2 L. [Program Temporary Fixes (PTFs)HlIBRDEER] ~X—2 T, B2z
Uy L&Y,

S. BRZHRITBICIE. PATLOAIRY M BEICERELEY,
PTFZHIFRS 3 ICiX. FRE/N—2 3 > Dlibzyppzyppers 7 51 7Y b AT LICA
o VAR=ILTBRELHD £9, removeptfii R—EINTVWBIHESHERET S

ICiE. zypper —-helpz 2L 9, [List/Remove (U X MHEIBR)] 2713, TDOEHE%
L TWBBRICOARTINE T,

APIZERE L CPTFZHIRR T BN H BHEIE. TOFI Ny T —JRHEEHISEE
Msystem.schedulePackageRemove APIZfEFTE £7,

20.5. 73472 b LONYy FERBEHN—a32DINY
T—C%HIBRY 3
AV =) Z@BRELTPTFZY 547> L TEZREIRT 2HELH D55, 15574007 Fzypper

removeptfZ (EFAB T ZHRENHD £ T, MOAEIEITANT. T5—IChZIH. BEBENYT—SHNOITL
DOHIBREN T AT LADMERTEICAD L EDEXFHVIEXIB BIREMLH D £,
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spacewalk-report

Chapter 21. L’ R— D4R

SUSE Multi-Linux ManagerTld. 2—HHNEIFIFHLLR—bZERTEET, ThoDLR—MIFTR
VAT LIS RAT L. A—F, BLIUEBOA ARV M) ZEET2DICRIBET, LR—+DfER
& FICBHOU I T LEEER L TVW3IHEIE. SUSE Multi-Linux Manager Web UIH'5 FETIER% INE
TRLDBERIZENZNTT,

R Y RSa >V —)Lspacewalk-reportz A L THERIRESNILR— b E2ERTEIENTEET

M. Specialized-guides > Large-deploymentsZ&A 3L T, BRICAZXZIAIENILER—+%&
Y MTZCHTEFY, hid. SQLEEBZHR—FI3FBDOLR—FTa > I Y—IZLR—FT1 27
T—AR—REHREL. TRZERBEH IS THRIRTETEY, T XOTRAMCESOF@ICOVT
. LR=—FT 1 VI T —ER—IAZAF—YDORFaXYFEBRLTIEETL,

2 1 o 1 . spacewalk-report@ﬁm

o P—NAVTFTRTY TZRITTSE0IC. mgretltermZzERL X7,
LR—rEERT 3I1C1F. spacewalk-reports/X\w 7 —2% A VX = )LLTWVWBHRELHD T,
spacewalk-report 1< > R&E{FEA T S . SUSE Multi-Linux Manager2{&n > 7>V, AT L. LV
A—HFI)Y—XIETBLR— M ZEEBLTRRICTITET,
Specialized-guides > Large-deployments®EAIZ& D . spacewalk-reportidT 7 +
(1) LRTLER—F 4 VI F—ER—ADBF— R EINET B & SIADE LT, IO
W Tldspacewalk-reportds KN LR — T« v 7 — 2N — 2 HBBRLTIET L,
RICBETBLR—FEERTEZET,

DRATLAIRY R
SUSE Multi-Linux ManagerlZBHINTVWE TR TDY AT LZ—EICLE T,

Ny F
BREINTULWBSXATLICEAETZIRTONYyFZ2—EICLET, EXE. BLVHED/NY FITE
RAENZSRTLTNYFZY—FTEET,

a—t—
TRTOBFEAL - ELIREDL—HICEHETEZIRNTDOIRXTLZ—BEICLET,

CSVEERTLR— hZEEET3ICIE. H—NDOY Y R7AY I TROOI Y REETLE T,
spacewalk-report <report_name>

21.2. spacewalk-reportBJ: U l/'-.l-:_7—- 1 ?7‘7_‘;—9 “_Z

spacewalk-reportid. T 7 AN ETH LWL R—FT4 VI 7—EaR—Rz2ERLT7—X2ZzHHLEd., C
N, FILKERSNIELER—RIIE. T—2DOBELERICVWS OLDEENHZ e ZzBHKLET. T
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RNTOLR=MIHBIZHEERIIRDEED TY,
o LIR=FTF=RIEVTILRALTEEEINT . RTVa—-ILENLEXIDERITICE>TDHEHS
nxJ,

o T—RDEEHNHIFRIN. LUFTE T2E] EHBRINTUVEIIZIE. jTRYSNIEERDENS END
KOICHED FL T ChUFFEf. AT RZA4>F T 3 --multival-on-rows &
-separatorH'FH L LWL AR— MMIIGERSINARC B2 IEHEKRLET, CNld. TNSOFENRT T
FI IR STl TT,

o TRTDOLKR—FT. FLWLIDOmgm_idsynced_date N EA I N, NTSFUADEERBY—/NE.
TIV =23 T —aN—INSBERNIRBICEF SNIERZHAL F7,

o IRTDT—I)LEIF. 1/0fETIE%A < True/FalseTRINBZ L SICHRD F LT
° Florg_idiF. BRI F Tl < #BM%Z ST, organization ICEZHR SN FE LT,

o TH—/)\] CVWSHFEIF TOXTL ICBETHIONE LT,
IEsystem_id & PFEND K5 ICAD FL T,

L7ehto T, 7= zid. Flserver_id

LR—FEBEDEEICOWVWTIE. AR LR —FD U X FEBEBLTEIL,
COEBEINTBEICKL > TRENRELLIZE. FTILWA TS 3 >--legacy-reportz
(1) FERLT. 77— a3 F—AR— R L TEFINBEOLA— ~CT +—IL
NY I TEXT,

hubLR— ~DFFMIC DUV TIE. Specialized-guides > Large-deployments Z 5B L T 7230\,
N

21.3. EATgELRLR—FDU X F

COXRIF. FERATUEGLR—-bZ2—ERRLET,

5% 11. spacewalk-report L 7N — |

--multival

Report Invoked as Description Uses reporting Specific
database differences
Actions actions All actions. Yes The column id is
now called
action_id
Activation Keys activation-keys All activation keys, No
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and the
entitlements,
channels,
configuration
channels, system
groups, and
packages
associated with
them.



Report

Activation Keys:
Channels

Activation Keys:
Configuration

Activation Keys:
Server Groups

Activation Keys:
Packages

Channel Packages
Channel Report
Cloned Channel

Report

Configuration Files

Latest
Configuration Files
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Invoked as

activation-keys-
channels

activation-keys-
config

activation-keys-
groups

activation-keys-
packages

channel-packages

channels

cloned-channels

config-files

config-files-latest

Description

All activation keys
and the entities
associated with
each key.

All activation keys
and the
configuration
channels
associated with
each key.

All activation keys
and the system
groups associated
with each key.

All activation keys
and the packages
each key can
deploy.

All packagesin a
channel.

Detailed report of a
given channel.

Detailed report of
cloned channels.

All configuration
file revisions for all
organizations,
including file
contents and file
information.

The most recent
configuration file
revisions for all
organizations,
including file
contents and file
information.

Uses reporting
database

Specific
differences

No

No

No

No

Yes

Yes

Yes



Report

Custom Channels

Custom Info
Patches in

Channels

Patches Details

All patches

Patches for Clients

Host Guests

Inactive Clients

System Inventory

Kickstart Scripts

Kickstart Trees

All Upgradable
Versions

Newest Upgradable
Version
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Invoked as

custom-channels

custom-info

errata-channels

errata-list

errata-list-all

errata-systems

host-guests

inactive-systems

inventory

kickstart-scripts

kickstartable-trees

packages-updates-
all

packages-updates-
newest

Description

Channel metadata
forall channels
owned by specific
organizations.

Client custom
information.

All patches in
channels.

All patches that
affect registered
clients.

All patches.

Applicable patches
and any registered
clients that are
affected.

Host and guests
mapping.

Inactive clients.

Clients registered
to the server,
together with
hardware and
software
information.

All kickstart scripts,
with details.

Kickstartable trees.

All newer package
versions that can
be upgraded.

Newest package
versions that can
be upgraded.

Uses reporting
database

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Specific
differences

The columnidis
now called
channel_id

The mandatory
parameter is now
called threshold.

The column
osad_status has
been removed.



Report

Proxy Overview

Repositories

Result of SCAP

Result of SCAP

System Data

System Currency

System Extra
Packages

System Groups

Activation Keys for
System Groups

Systems in System
Groups

System Groups
Users

System Hardware
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Invoked as

proxies-overview

repositories

scap-scan

scap-scan-results

splice-export

system-currency

system-extra-
packages

system-groups

system-groups-
keys

system-groups-
systems

system-groups-
users

system-hardware

Description

All proxies and the
clients registered
to each.

All repositories,
with their
associated SSL
details, and any
filters.

Result of
OpenSCAP sccdf
evaluations.

Result of

OpenSCAP sccdf
evaluations, ina
different format.

Client data needed
for splice
integration.

Number of
available patches
for each registered
client.

All packages
installed on all
clients that are not
available from
channels the client
is subscribed to.

System groups.

Activation keys for
system groups.

Clients in system
groups.

System groups and
users that have
permissions on
them.

System hardware
information.

Uses reporting
database

Specific
differences

Yes

No

Yes

Yes

No

No

Yes

Yes

Yes

No



Report

History: System

History: Channels

History:
Configuration

History:
Entitlements

History: Errata

History: Kickstart

History: Packages

History: SCAP

MD5 Certificates

Installed Packages

System Profiles

Users
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Invoked as

system-history

system-history-
channels

system-history-
configuration

system-history-
entitlements

system-history-
errata

system-history-
kickstart

system-history-
packages

system-history-
scap

system-md5-
certificates

system-packages-
installed

system-profiles

users

Description

Event history for
each client.

Channel event
history.

Configuration
event history.

System entitlement

event history.

Errata event
history.

Kickstart event
history.

Package event
history.

OpenSCAP event
history.

All registered
clients using
certificates with an
MD5 checksum.

Packages installed
on clients.

All clients
registered to the
server, with
software and
system group
information.

All users registered

to SUSE Multi-Linux

Manager.

Uses reporting
database

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

No

Yes

Specific
differences

The column
created_date has
been removed.

The column
created_date has
been removed.

The column
created_date has
been removed.

The column
created_date has
been removed.

The column
created_date has
been removed.

The column
organization_id
has been removed.



Report Invoked as
MDS5 Users users-md>5
Systems users-systems

administered

Description Uses reporting
database

All users for all Yes

organizations using

MD5 encrypted

passwords, with

their details and

roles.

Clients that Yes

individual users
can administer.

Specific
differences

The column
organization_id
has been removed.

The column
organization_id
has been removed.

BL2DLR— BT ZFEMCDOVWTIE. 7> 3 v--infoF 7zld--list-fields-infob KU L R— bR EIETE

L T. spacewalk-reportZ %217 L %9,

TENEY,

TAT I LOMUHELEF TS 3D

U'spacewalk-report 1< > RD--help/N\ T XA —2% BB LT T,
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Chapter22. €% a5+
22.1. 5%

SUSE Multi-Linux ManagerTld. —EDBEEBEX XV ZBLTISA 7Y MBI TEET, 75317V
IRTONTVyIEFa )T /NNy F(CVE)ZBERAL TERFHOREICHE->TWS e z/EEL. TTXIY
T2a v FrIEETLT, OpenSCAPZFER L THKRO AV TFSA1 7V R ZHRTEE I,

SUSE Multi-Linux Manager Web UIT. [BiZE] ICBEL T, BEBERX XV ZRITLF T,

22.1.1. CVEEEE

CVE (h@Ressttssn F)id. —MRICHISNTWSEF a2 T OIS T SEETT,
o CVEDMARIBEICAR 2 Tc 5 TSI TAT Y MIERT2HENDHD £,

LCVEICIZ. HABES. HBEMOHA. BLUHMBRAD) Y INEENTUVET, CVEF A &S
|, CVE-YEAR-XXXXDF:RZERL 9,

SUSE Multi-Linux Manager Web UIT. E5& > CVEEEICBEL T. IRTDISA 7Y FEEDRED/NY
FRT—RZADIV A+ ZRRLEFT,

FIAILRTHE. Ny FF—2IEBE300ICTHINET, CVEEBZBEKTRHIC. F—252FH LTS
DNy FHEAINTVB L ERAT I 2 B8O LET,
TOo—S v NYFTF—20EH

1. SUSE Multi-Linux Manager Web UIT. &I > #XI X7 2 a—IJLIC#EE L. cve-server-channels-
default X722 — )L ZZEIRL £ 7,

2. [ cve-server-channels-bunch ]z 21w L %9,

3. [—EDHFDRITATSa—lL]z20 )y LT BRVZRT72a—ILLFET., CVEEEZHKITISHI
IS BRI ZFETTETLLES L,

TOas—2 v Ny FRT—R XD
1. SUSE Multi-Linux Manager Web UIT. B5% > CVEEEICBEIL 7,

2. BEDCVED/INY FRT—H X ZMRT 3I1C13. [CVEEBS] 7+ —JLRICCVEIDZANLE T,

3LRBETBINYFRT—RARABERTEND. INTORT—RXAZFVDFFICLTIRTEZRELZE
ERS

4 [BEBY—N]1ZT7V I LTIRTDOI AT LZHERTZD. [BEEA A= 127 ) v I LTIRTD
AA—DZRHEBLET,

COR=JTHEAINBZINYFAT—RAT A IAVDOFEMICDOWLWTIE. Reference ) AuditzZBL T2 E
LYo
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BIORTLIZDOWT, [Fo2av] FCid. BRBMHICHLT ZHICRITIZHENHBBEHRMNRTIN
E9. ZHIB3HBIE BREAF v RNy FOUIMBREIINE T, THICNYFRIEZTS I
DICTRATL%Z [PXATLEY ] ICBDHETEIEDHTEED,

SUSE  Multi-Linux ~ Manager  APIZERLT. 95347V bDONYFRT—ZXAZHETETE I,
audit.listSystemsByPatchStatus APIXYw RZFERALET, DOXYVvw RFOFEM@ICDOWVWTIE. TSUSE
Multi-Linux Manager APl i1 Ry ZBBRL T ZE0L,

22.1.2. OVAL

Fv oI T—IDSCVEBRZEIG I HEEICIMA . SUSE Multi-Linux ManageriZi&

IBE. OVAL7 7T ILD'SCVEDEME 7 = v F 9 3 RBHAREENSENTVE T,
o DEBEIFIRTE. T2/APFTLEa— LTREINATULE T,

dA—HE. COMEZELTTIr— RN\ I EHFEIZCHHEESINET, 7L,

FRAMRETORENARTI M ETHTIC. ERRETHERTAILIFHREINEE

Ao

CVEEEEREIF. F+v > JLLOVAL (Open Vulnerability and Assessment Language) L W32DDEERT
—2Y —REBFELTVET, ChoD2D0OY —Rid. CVEEEZEMTIODAXAIT—R%RMHL. T
NENHPELZENZRILEFT.

Frozi
Fr RIS Sy FERCBHINAY T YT TRy —SHARENTED. BREICHLT 2
FDICUBEREER/ Sy FICET 3 AREEELET,

OVAL (34/AS7FLEa—)

WHRAYIC. OVALT —&IF. MEFHMEZDHDICET 31BH. BLUVT X TLZCVEICK L THESEICT B/
wir—JICE T 3IBHRERELET,

CVEREBEREF v RILT—2DIHEFALTEBTETEIN OVALT—2ZREAETHE S T, HiZ. €O
T BRSSP ER RIS /Ny FABR I NIHRSEIMEICEEYT 37— X T, BROBEIHLELEY,

OVALT—HI3F v Y RILT—REDBHIEZMNIEETT, 7 zlE. openSUSE Leap 15.4D0VALT —#%
IF#I50MB T9,

OVALT —#%ZEHIL7c7213 T, ITICCVEBEERZEML. > X T LD CVEICKH L THRFEH ESH ZRER TS
9o IelEls Ny FRFrURILDSEIEENSE D, Ny FZBRATZLIETEEE Ao

OVALKEBED E4FHHIIID EED TY,

o FIFILFTEML: COHEERXTIAILETAIICARS>TED, I—HYHERET
7 )lrhn.conf=EH L. BEST I —EXZBEHT 2 Z & THRMNICERLT
0 BDUREHHD X,

* MICRE3: MENMEELIIBZES. I—HIIREDF v U RILR—XDCVEEREICR
TIENTEET,
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o N7 A—IVRACEATIEEEIE: HTIMIEHEEATIN. NT3—T VX
ICREAT3BEPFELHD. TOHRBBECHBEBICABFEENDD T,

* TT7#JLETIE OVALT—RI3EBH23:00ICEFHFINE T, CVEEREZMHIWRT 35
IS T—2Z2BH L TRFIOBBUEALT -2 BRINTVWS L ZRER I3 C
CeBBHLET,

7O =S w: OVALTF =42 R— b 2EHICTS

1. Add or modify the following setting in file /etc/rhn/rhn.conf in the container:
java.cve_audit.enable_oval_metadata=true

2. Tomcatd & UTaskomaticth—E Xz HiEeg L £ 7
systemctl restart tomcat taskomatic

BELNEEL. T 74 FOBEICRIBELDHBHEIE. RDKSICKREL T OMEEZEMICL T
L%

70 =2 %: OVALT—42 5 R— FDOEXL
1. rhn.confiCRDEREZ B F/-IdMREL 9,

java.cve_audit.enable_oval_metadata=false

2. Tomcatd & U Taskomaticth —E X #Bis L 3,

systemctl restart tomcat taskomatic

70— %: OVALTF—AX DEH

1. SUSE Multi-Linux Manager Web UIT, B> #XI X7 a—ILIC#BL. oval-data-sync-default X
TPa—LEBERLEY,

2. [oval-data-sync-bunch]z 2 v o L %9,
3[1EDHFDRITRTSa—N]120 )y I LT BRV%ZRT7Pa—I)LLF¥T,

CVEEEEZHITT RHIC. IRITERTIETLESTL,

22.1.2.1. CPEDINE

BEDYV AT MIOBATNZMHEEZERICRET BICIE. TDIS1T7 Y bAMERLTULWSARL—
TAVIIATLEGERETIHENDBDET, TDDH. V771472 FDCPE  (Common  Platform
Enumeration)Zsalt grain L TIRE L. T—EX—XITREFELFT,

HRRERINICO 1472 bOCPERR. BEIRICINESN., T —EN—RIREFEENET, L. BFED
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I3A4T7 2 MIDVWTIE DB EDBIRINYTF—JSURMDEFHT 7> 30 2RITIBREDHD T,

7O =S Ny =X NOEH

1. SUSE Multi-Linux Manager Web UIC. ¥ RXTL)> P RATL—E> IRTIIBEHL T, /517> hZi#
RLES,

2. [V7bkox7] 2TIIBEL. Ny —=2] 7R THEERLET,
3. [Update Packages List] (/N\w7—JUXMDEH) 20w I LT 95472 FDCPEZINEL
F9,

22.1.2.2.OVALY —X
OVALT—Z DM RIFEX R 572, SUSE Multi-Linux Managerid. $RTORBORNXA VT
FT—DOREINBZOVALT — R ZHHMMICERL £, UTIC. OVALT—2Y —XDU X bZRLET,

#* 12. OVALY —2X

8 Y —AURL
openSUSE Leap

openSUSE Leap Micro

SUSE Linux Enterprise Server https://ftp.suse.com/pub/projects/security/

oval
SUSE Linux Enterprise Desktop
SUSE Linux Enterprise Micro
RedHat Enterprise Linux https://www.redhat.com/security/data/oval/v2
Debian https://www.debian.org/security/oval
Ubuntu https://security-metadata.canonical.com/oval

OVALXZT—#IE. CVEEEETY S/ 7> DY Tty by 74D 5. openSUSE

o Leap. SUSETL>R—F5 4 X&g. RHEL. Debian. F7zl3UbuntuZzER$37 51

TYRDHFEAINE T, Thid. tORRICIIOVALIEIEMERX X7 —2HFEL
BTWIESHTT,
22.13.CVERXRFT—%H R

V74TV FDCOVERT—RRIIBE. BEEZIITVET. BEEZRITFEA. FLENYFERESDOV
TN TT, TNEDRTF—ARRIE. SUSE Multi-Linux Manager CEB TE B BMICOAE TV TVET,

SUSE Multi-Linux ManagerAT. XOERNBEHINE T,
HEDOHBUEDEEEZZITZ AT LA

MEssEN~Y — o SNTBE/N Y FROBIL /NN —SON—23 Y EDFION—23 > DNy —IH
AVAR=ILENTWVWBE AT Lo
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BEDHHEDZELZITBEWVWS AT LA
BHUENT— SNEEENYFICHEENTVWBNRN YT =R YA A= ILENTUVEWS T L,

WEDMSEEICHTINy FHERASINED AT LA
EssEN Y — 0 SNTCEENY FROBIL NNy T —2SON—= 3 YU EDON=23 > DNy r—OhA
VAR=ILENTWVWE Y X T Lo

BE/N Y F
BE&EY % F + > % JLTSUSE Multi-Linux Manageric & > THIS N TW3 /Ny Fo

EET3Fv oI

2R T LICEID HTS5MFSUSE Multi-Linux Manageril& > TEEINZF v > XL, AT LIZEID
HToNoO—2FvyoRIINDAVSFILF v R SRATLICA VR M=ILENTWBSEGAICY
VOSNEFv oI, BV RTLOBEXRBFIROT—ERNY I F v 2,

SUSE Multi-Linux ManagerA TERIN TV EED . RIS K > TIFCVEREESRE

0 RNELLBWSEEDR DD ET, L RIF BEESNTLWRVLWFyY >3RI, BEINT
WEWNY =20 ERIFERL TVWEWVWS R T LDRS> THRESNBAIeeMELH D F
ER

222. 931472 b 2R A —IRHERICHET B
BEICRSA Ty hT—JRETI. Salts 547> MWEDY R Z—ICEEL TS C L ERRLEL

BERHBDET, V5472 MHBIRE—ADRIALZERTET BIIE. Salt MinionDRET 71 ILHICY R
X—DiENEAILE T,

TSalt MinionZ{EB L TLW3I154. /etc/salt/minion.d/custom.conf

TSalt BundleZ{EH L TLW 3154, [etc/venv-salt-minion/minion.d/custom.conf
Z0%. ROT7OS—=JvICRWVET,

o B—=—NAVTFARTOIIIICT IR TBICIE. A2 TFHEX M TmgretltermZz 3170
7,

TAS =S v:RAZ—DENE 75172 MIEMT S

1. YAZ—OIAR Y R7AOY TR T roote LT, ROOAY > RZEAL T, master.pubDigiz RO
7E7,

salt-key -F master

75472 kT, [etc/salt/minion.d/custom.conf /=3 /etc/venv-salt-
minion/minion.d/custom.confiXE7 7 1L ZHT £ T, XD1T%=. ENDOFEZEITHRIATIZAZ—D
EBIUCEBMLEY,
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master_finger: 'ba:30:65:23:d6:9e:20:4f:d8:b2:f3:37:d4:65:11:13"
2. H—EXRZHBEHL £J, salt-minionDFEIF. XOIATY RZETLET,
systemctl restart salt-minion
3. &7l venv-salt-minionDIFEIF. ROIATY FZRTLET,
systemctl restart venv-salt-minion

Salt Bundle®&fiC DL TI&. Client-configuration > Contact-methods-saltbundlez BB T 2T
LYo

ISAT7Y D50 EF2) T DREICDWVWTIE. https://docs.saltproject.io/en/latest/ref/
configuration/minion.htmlZBEB LT 3L,

BMEONY T —2Z2O—NILICKERY 3155, FRFENGIERTNY T —20Y —X1— FHRERISE
I&. SUSE Multi-Linux Managerty —N\EDY =Ny 7r—2%225 )20 TEFEY,

" V=N T —=SIZ—)2JFTBE. REDT 1 AVARENHEEIND NN D
DFEd,
‘) Y—NAVTFTRTY TZRITTBE1IC. mgretltermZzEARAL X7,

TOL—Sv: V=AY T —SDI 5=y

1. [etc/rhn/rhn.confs&E 7 7 1 L EBWT, XDITZEML £,
server.sync_source_packages = 1

2. Spacewalkh —EXZHBiEEH L T. EEZEIELFT,
mgradm restart

RE. COBEIZTRTOURS MJICHLTI/O—NILICOABMCTEEYS,. IF—U2JICELZDY
REPVEBERTZC I TEEEA

COMEEZEMCTDE. ROURD FURIRIC, V—X/N\w/r—IHSUSE Multi-Linux — Manager
Web UITERTE3EL3ICA8DET, INSEINAFUNYT—2DY - LTERREN. Web UID S
EEADVO-RTEEXRT, WebUIZFBRALT. V—INYT—2ZISATVMIAVRAM=ILTBRL
IEITEEE Ao
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22.4.0penSCAPIC L B AT LEF 2T

SUSE Multi-Linux Manageri&OpenSCAPZERL T/ 517> b 2BELEF T, ROV S 7> DY
TI2ATVRARAF Y ZRATPa—I)LLTRRTEFT,

22.4.1. SCAPICDWT

Security Content Automation Protocol (SCAP)IE. DX a=7 1 D74 77 H 5%k LI-iBEER TRt
BREMRELIEHDTY, N IVER—TSARXRTLDY AT LAEF 2 T4 ZHF T
IC. National Institute of Standards and Technology (NIST)IC & > THIF SN TV —EDTERKR T,

SCAPIF. PRTLDEF2) T TR ODIEELINIT TO—FZ2RHIT B 1DICERINEFL
Too Flo. FRINZZEIF. IS 2274 PREOEDRAZ—XZB T OICHENICEEINE
To  FLWEERIENISTOSCAP) ) —XH A JI)LICK > TEEIN. —EM0HZ3BIRAELRHRETI—0 7
O—% HLET, FHMICOVTIE. UTESBBLTLIEIL,

* https://csrc.nist.gov/projects/security-content-automation-protocol
* https://www.open-scap.org/features/standards/

* https://ncp.nist.gov/repository?scap

SUSE Multi-Linux Manageri&OpenSCAPZ f§f L TSCAPE#%R%EL £J, OpenSCAPIZ. Extensible
Configuration Checklist Description Format (XCCDF)Z#f L 7=8s&Y —JL T9, XCCDFiF. Fzwv oI U R
FOWNBERIAT DIEENLBHETHD, EFXa)TFoFzv IR MEEERELF T, £/, Common
Platform Enumeration (CPE). Common Configuration Enumeration (CCE). Open Vulnerability and
Assessment Language (OVAL) 7% & Dt D1k A EHE T SCAPIREEE & DR THUIET & B SCAPRIR
DFTvIIRANEERLET,

OpenSCAPIFSUSEEF a2 U T« F—LAMERLcO> TV ERLT. Ny FOEEZERLEF T,
OpenSCAPIF. Y RTLtEFalT4H/EZF v I L. BECARICEDVWIIL-IILZERLT. X7
LIZBEDOKBEN VWD ESHZRELE T, SUSEEFa U T« F—LOFMICOWVT
I&. https://www.suse.com/support/securityz BB L T 72E L,

22.4.2. Prepare clients for an SCAP scan
BIEAT BHIIC. SCAPRF v VRICY SA T b AT LEERT ZUENHD £,

o OpenSCAPEEE I, SSHEERIAY v RZEEA T 3Salty S 7> FTIRIERTEFE
Ao

ZETVISATY M. RF vV TBISATY FORE L HBENEARICHE
" FBEEMAB D £F. Red HatZS1 7> FOIEE. XX v TBEISATY LT
DL EH2GBORAMDMERRIRETH D Z e ZREERL T2 LY,

FtA Y 5R1IC0penSCAPRF v F Y SCAPEF 2 U T A R( AV TIOVYINY I —2% A4V A =)L LTKL

72EWV ARL—TFT A VI RATLICIGL T, INEDNYT—DER—=A AR L —FT 0 VTP AT LFT:
I&SUSE Multi-Linux ManagerZ 514 7> kY —=JLOWETNMIEENTUVET,
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RORIC. BBBNYT—22—BRRLET.

%% 13. OpenSCAP/Nyir—

ARL—FT1 VI RT L AFxvT aA>Foy

SLES openscap-utils scap-security-guide
openSUSE openscap-utils scap-security-guide

RHEL openscap-utils scap-security-guide-redhat
CentOS openscap-utils scap-security-guide-redhat
Oracle Linux openscap-utils scap-security-guide-redhat
Ubuntu libopenscap8 scap-security-guide-ubuntu
Debian libopenscap8 scap-security-guide-debian

RHEL 7H&LUEMES X7 LTIE. scap-security-guide/Ny 7 —UHRHINWTWET, CONYIT—JI(C
& AVRBLEFENTVWET, SUSE Multi-Linux Manager? 51 7> kY —)LIZ &% % scap-security-
guide-redhat/\w 7 —JZ RT3 28O LET,

SUSElF. £7:%0penSCAPZFO7 7LD scap-security-guide/\w 7 —J &1L
TWEY, scap-security-guideDIRED/N— 3 > Tld. SUSEIRXRDTOT7 71 /L%
PR—FLTWVET,

e SUSE Linux Enterprise Server 128 KT 15DDISASTIGO 7 71 )L

e SUSE Linux Enterprise Server 128 K T'15MANSSI-BP-028 7O 7 71 /L

* SUSE Linux Enterprise Server 128 &K T'15DPCI-DSSTA7 71 )L

e SUSE Linux Enterprise Server 15MHIPAAZO 7 71 )L

e SUSE Linux Enterprise Server 128 KU 15DCISTO7 71 )L

® SUSE Linux Enterprise Server for SAP Applications 150/NT ) w50 R4 X
— ARt

* SUSE Linux Enterprise 15®D/NT7 U w2057 kD&t

* SLERELUVISOREDS AT LEF a7« 7OT7 71

COURMIBHEIhTOWAWMBOTOT7 7I)LId. I 2274 PRETZHDTH
D, SUSEICK > TARICHR—FETNTLEE A,

SUSEADARL =T« VI RTLDIGE. 8EN3 707 7)LEAIa=7«H
RHLFET. INSESUSEICE>TARICHR—FEINTULEEA.

22.4.3. OpenSCAP content files

OpenSCAPIE. SCAPOY T2V I 74N ZERALTTAML—IZEERELEXY, hoDIYTYVYT7
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1 ILIE. XCCDFEToIXOVALREICE DLW TR T NE T, FSCAPEF 2 )T« HA Ry ICMMR T
TNTVWBRIYT YT 720 2O—RLT. ERHICEDETHREIAIATEEY, TIHILELD
ATV TF7ANTTL—ADSCAPEF AT HA RN T =224 VX —ILTEET, Fik
I&. XCCDFXT7IFOVALICKEB L TWBIBRIE. MBOAY T Y I 7ML ZERTE X T,

TUTL—bERALTSCAPOAY T YT 72T 3 zb8HLEI. I

A BOARZLAYTYY I 7 I ZER L TEAY 35k, BEEETHERLTE
TV ARRLAVTOVITFANEFERLTS AT LDBIELIISE. SUSEDHYR
— bERIFSNBVAIEEEL B D FT,

ATV T F7AINEER LIS, 77ANZ 05472 MIEETAHNENHDFT, Nnid. ¥IENR
AML=X T 72 ERL MO T 7ML EBETAOERILCALETITSIENTEEXET, £iF. Salt (
fee z I, salt-cpxSalt  File Server). ftpescpZEALTHRY FT—IEN L TBE TS cHTEE
ERS

SUSE Multi-Linux ManagerCEBEL TWE IS4 7Y MIOAY TV I 7N EBRGE T D /Ny T—J%ER
TREEBEOLET, Ny T—COBEMERHRTZOHIC. Ny T—JICBBLTKREET 28N T
TFEI, FEMICOLTIEZ. Administration > Custom-channelszZB L T T,

22.4.4.0penSCAPZO7 7 1 ILDIRER

ARL—=T 4 VI RXTLICE T, FHEABEROpenSCAPAY TV 7 7L 7OT7 71 IILHERD £
o 12QAVTIUVIF7AIIEROTOT7 7MLV EEHBZ N TEFET,

RPMAR—=ZDARL =T« VI AT LTIE ROIATY RZEAL T, EATERKSCAPT 71 LD5H%Z
RELET,

rpm -ql <scap-security-guide-package-name-from-table>

DEBR—XDARL —F 4 VT RAFLTIF. ROIATY REFEHAL T, FEATBERSCAPT 7 1 ILDIBFI%
RELET,

dpkg -L <scap-security-quide-package-name-from-table>

Z—=XIZES12D SCAPAVTF IV I 7AINERELIES. 9547 MIERATREATO7 71ILE—E
ICLE9,

oscap info /usr/share/xml/scap/ssg/content/ssg-sle15-ds.xml
Document type: Source Data Stream
Imported: 2021-03-24T718:14:45

Stream: scap_org.open-scap_datastream_from_xccdf_ssg-slel15-xccdf-1.2.xml
Generated: (null)
Version: 1.2
Checklists:
Ref-Id: scap_org.open-scap_cref_ssg-slel5-xccdf-1.2.xml

Status: draft

Generated: 2021-03-24

Resolved: true

Profiles:
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Title: CIS SUSE Linux Enterprise 15 Benchmark
Id: xccdf_org.ssgproject.content_profile_cis
Title: Standard System Security Profile for SUSE Linux Enterprise
15
Id: xccdf_org.ssgproject.content_profile_standard
Title: DISA STIG for SUSE Linux Enterprise 15
Id: xccdf_org.ssgproject.content_profile_stig
Referenced check files:
ssg-slel15-oval.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-slel15-ocil.xml
system: http://scap.nist.gov/schema/ocil/2

https://ftp.suse.com/pub/projects/security/oval/suse.linux.enterprise.15.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5

Checks:

Ref-Id: scap_org.open-scap_cref_ssg-slel5-oval.xml

Ref-Id: scap_org.open-scap_cref_ssg-slel5-ocil.xml

Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-oval.xml
Dictionaries:

Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-dictionary.xml

AF v U Z2RITTBLEODDOT7AINRETOT7AINEXELF T,

22.4.5. Perform an audit scan

ATV TFANEA YA —ILETRBEELCS. BEEAF vV ZERITTETED, BEBEXAFvY
t&. SUSE Multi-Linux Manager Web UIZERL TR UAHTE XY, SUSE Multi-Linux Manager API%Z {£F3
LT, EBHNBRRF vy ZRT722—-I)LTB5HTEET,

Procedure: Running an audit scan from the Web Ul

1. SUSE Multi-Linux Manager Web UIT. X7 L)>» PXATL—EIIBEL
T RF Vv 293095472 +2BRLET,

2. [m#x] 27, LU [=rsa-n] $TRTICBELEI T,

3. [xceoFk#Faxyraonz] 714 —ILRIC. 547> b TERT SSCAP
FOTL—be7OT77AINDINT A= HZANLET. Hi:

° Command: /usr/bin/oscap xccdf eval

o .
Command-line arguments: --proflle

xccdf_org.ssgproject.content_profile_stig

Path to XCCDF document: /usr/share/xml/scap/ssg/content/ssg-slel5-
ds.xml

--fetch-remote-resources/\ 7 X — & %ﬁﬁﬁ ERA) i’%@f‘i\ j(%
o DRAMMKNETY, T 5. file_recv_max_sizeD{E % HEX>
TRENBZIGELNHD F£T,
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4. RF v NE 54TV RORICRT D a— L SNIEIHARFICEIT SN

EJCRY
o XCCOFAYF YW 7 7 L) E— b Y AF LTHRITSNBRICREShET, IV7
VYT FAINCEN B MDEENTVBHER. TAMIKMLET,

Procedure: Running an audit scan from the API

1. BRI BHEIIC. RF¥EY 2T BT T4 T MMIPythonds K UXML-RPCS A
TRV RAM=ILENTVWER e ZHERELET,

2. BEFED R D) 7 b %3FEIRT BH. system.scap.scheduleXcedfscan’x R L T
ATLAF v 72 RTDa— LBV T =2ERLET, Al

#!/usr/bin/python3
import xmlrpc.client
client = xmlrpc.client.ServerProxy("https://server.example.com/rpc/api')
key = client.auth.login('username', 'password')
client.system.scap.scheduleXcedfScan(key, <1000010001>,
"<path_to_xccdf_file.xml>",
"--profile <profile_name>")
client.auth.logout(session_key)

_ DHEITIS:

<1000010001>(E > X 7 LD (sid) T,

? <path_to_xccdf_filexml> is the path to the content file location on the
client. For example, [usr/share/xml/scap/ssg/content/ssg-slel5-ds.xml.
© <profile_name>|doscap A< > R DENMDF T, ez
| united_states_government_configuration_baseline (USGCB)Z AL £
ERS
3. AR R7AOVT 6. REVYVITBRBITAT7NETROV T b %
RITLET,

22.4.6. Scan results

KITLIRF v BT 31EHIF. SUSE Multi-Linux Manager Web UlIZH D 9, ERODRERRT DI
I%. B5Z > O0penSCAP>» 2RXFX v VICBEILE T, COXRDT—XDFMC DUV TIL. Reference> Audit
BRLTLZEL,

AF v BT AFHMIBHREZFERATET AL DICTBICIE. 95472 FTEMICTIHNELNHD £7,

SUSE Multi-Linux Manager Web UIT. B> f#ICBEL. /517 MBI 2EBZEI Vv I LET,
[(B&E] 27I1CBBL. [FHEAESCAPZ PAIOTy7O—REBMCTE] £ 73> %FVICLET,

BMICTBRE. RF v T BIMBERZSTEMOHTIMLTZ 7 A ILAEREINE T, HERICIF. RO &K
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SEMDITNRREINE T,
Detailed Results: xccdf-report.html xccdf-results.xml scap-yast2sec-oval.xml.result.xml

ARV RSAUHDBERF v UIEHREIIET 521, spacewalk-report AV REFEHALF T,

spacewalk-report system-history-scap
spacewalk-report scap-scan
spacewalk-report scap-scan-results

SUSE Multi-Linux Manager APIZ B L T. system.scap/\> RS2 AL TRRERRTBZICHTEX
ER

22.4.7. 1818

IAT YN RTLE®BET B2, EEADBashX o) 7k X Ansible playbookh'[E LSCAPtF 2
DT A RNy = TRESNE T, Fi:

)Xk 5.bashX2 U7k

/usr/share/scap-security-guide/bash/sle15-script-cis.sh
/usr/share/scap-security-guide/bash/sle15-script-standard.sh
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

1) X k 6. Ansible playbook

/usr/share/scap-security-quide/ansible/sle15-playbook-cis.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-standard.yml
/usr/share/scap-security-quide/ansible/sle15-playbook-stig.yml

9547 > b RXFT LTAnsibleZBRIC L%, UE—RIOT Y REIFAnsiblezFHL TERITTEE
T,

22.4.7.1.BashX 7V 7+ #2EAL TIEEZRITTS

scap-security-guide/\w 7 —CZ IRTDR—7T Y b AT LICA VA M=ILLEFT, FHICDOWT
I&. Administration > Ansible-setup-control-node%= &M L T &L\,

NT—20 FroRIbe AOUT M ARL—Fo VIS RTFLEBBIEICERD ET, 1E1EBash
200) TR0l avichlE—BERRELTVETD,

224711 VE—FIOYVRELTE - XTLTBashRI VT F 2 RT3

B—2 27 ATUE—FIRYRELTBashRI U T hZ2RITLET,

LORTFLH>BEZTHE. AV REZVIAZERLET, RIC. 3#l> VE—FIYYFT. Bashxo U
TrERDESICERLET
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#!/bin/bash
chmod +x -R /usr/share/scap-security-quide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

2. [Schedule] =2 Uwvw o L%,

t’ BREN—ayOBTIAINARER T TR EbDh Y, [21EBashx 1)~
DGl S gl E—BERRLTULWETD,

224712 BBOOZATFLTORATLEY FIX—=SvZEHALTbash RV VT 2E1TT3

EBEDOORTFLT)E—-FITYYRELT—EICBashZR VU P ERITLE T,

1. RFLTIN—=THMER NS [SRTFLIN=TF] 200w L. T—TIH5 [SSM T @] *
BRLEFT,

2. [SRFLtEy b= v] H5. FOM > VE—FIOIVFOTT. KDL S5HBashX V) Fh%

L XY

#!/bin/bash
chmod +x -R /usr/share/scap-security-guide/bash
/usr/share/scap-security-quide/bash/sle15-script-stig.sh

3. [Schedule] =2 w o L%,

22.4.7.2. {&1EBashX 2 ) 7 D fi

22.4.7.2.1. SUSE Linux Enterprise openSUSE & & U'H @

SUSE Linux Enterprised & fopenSUSEX 7 1) 7 k5 —2 D,

Ryr—y

scap-security-guide

Fv oI

e SLE12: SLES12 Updates

e SLE15:SLES15 Module Basesystem Updates
BashXZ U rT4L IRV

/usr/share/scap-security-guide/bash/

BashX2 U7k

opensuse-script-standard.sh
sle12-script-standard.sh
sle12-script-stig.sh
sle15-script-cis.sh
sle15-script-standard.sh
sle15-script-stig.sh
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22.4.7.2.2. Red Hat Enterprise Linux$ & T¥¥Cent0S BashX o U 7 k5F—4

Red Hat Enterprise Linuxd & U*CentOSZX 2 1) 7 b 7 —2 DHl,

o centos7-updates®scap-security-guidelZi&. Red Hat Enterprise Linux X2 ') 7 kD&
AEENTVET,

Nor=o

scap-security-guide-redhat

Frox
e SUSE Manager”/—JL

BashX2 U k571 Lo K

/usr/share/scap-security-guide/bash/

BashX2 U7k

centos7-script-pci-dss.sh
centos7-script-standard.sh
centos8-script-pci-dss.sh
centos8-script-standard.sh
fedora-script-ospp.sh
fedora-script-pci-dss.sh
fedora-script-standard.sh
ol7-script-anssi_nt28_enhanced.sh
ol7-script-anssi_nt28_high.sh
ol7-script-anssi_nt28_intermediary.sh
ol7-script-anssi_nt28_minimal.sh
ol7-script-cjis.sh
ol7-script-cui.sh

ol7-script-e8.sh
ol7-script-hipaa.sh
ol7-script-ospp.sh
ol7-script-pci-dss.sh
ol7-script-sap.sh
ol7-script-standard.sh
ol7-script-stig.sh
0l18-script-anssi_bp28_enhanced.sh
0l18-script-anssi_bp28_high.sh
0l18-script-anssi_bp28_intermediary.sh
0l18-script-anssi_bp28_minimal.sh
0l8-script-cjis.sh
0l8-script-cui.sh

0l18-script-e8.sh
0l8-script-hipaa.sh
0l18-script-ospp.sh
0l18-script-pci-dss.sh
018-script-standard.sh
rhel7-script-anssi_nt28_enhanced.sh
rhel7-script-anssi_nt28_high.sh
rhel7-script-anssi_nt28_intermediary.sh
rhel7-script-anssi_nt28_minimal.sh
rhel7-script-C2S.sh
rhel7-script-cis.sh
rhel7-script-cjis.sh
rhel7-script-cui.sh
rhel7-script-e8.sh
rhel7-script-hipaa.sh
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rhel7-script-ncp.sh
rhel7-script-ospp.sh
rhel7-script-pci-dss.sh
rhel7-script-rhelh-stig.sh
rhel7-script-rhelh-vpp.sh
rhel7-script-rht-ccp.sh
rhel7-script-standard.sh
rhel7-script-stig_gui.sh
rhel7-script-stig.sh
rhel8-script-anssi_bp28_enhanced.sh
rhel8-script-anssi_bp28_high.sh
rhel8-script-anssi_bp28_intermediary.sh
rhel8-script-anssi_bp28_minimal.sh
rhel8-script-cis.sh
rhel8-script-cjis.sh
rhel8-script-cui.sh
rhel8-script-e8.sh
rhel8-script-hipaa.sh
rhel8-script-ism_o.sh
rhel8-script-ospp.sh
rhel8-script-pci-dss.sh
rhel8-script-rhelh-stig.sh
rhel8-script-rhelh-vpp.sh
rhel8-script-rht-ccp.sh
rhel8-script-standard.sh
rhel8-script-stig_gui.sh
rhel8-script-stig.sh
rhel9-script-pci-dss.sh
rhosp10-script-cui.sh
rhosp10-script-stig.sh
rhosp13-script-stig.sh
rhv4-script-pci-dss.sh
rhvad-script-rhvh-stig.sh
rhv4-script-rhvh-vpp.sh
sl7-script-pci-dss.sh
sl7-script-standard.sh

22.4.7.2.3. Ubuntu BashX 2V 7 r5¥—4%

Ubuntux 2 ) 7 k=42 D,

Nylr—o

scap-security-guide-ubuntu

Fyoxl
e SUSE Manager”—JL

BashX2 U FkrF1 Lo KV

/usr/share/scap-security-guide/

BashX2 U7k

ubuntu1804-script-anssi_np_nt28_average.sh
ubuntu1804-script-anssi_np_nt28_high.sh
ubuntu1804-script-anssi_np_nt28_minimal.sh
ubuntu1804-script-anssi_np_nt28_restrictive.sh
ubuntu1804-script-cis.sh
ubuntu1804-script-standard.sh
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ubuntu2004-script-standard.sh

22.4.7.2.4. Debian BashX 2 ) 7 b 5F—4%
DebianX ) 7F b7 —2DHl,
NYIr—>
scap-security-guide-debian
Fr>oxi
® SUSE Manager” —JL
BashXZ U7 +TF«o LIV
/usr/share/scap-security-guide/bash/
BashXo )7+
# Debian 12
debian12-script-anssi_np_nt28_average.sh
debian12-script-anssi_np_nt28_high.sh
debian12-script-anssi_np_nt28_minimal.sh

debian12-script-anssi_np_nt28_restrictive.sh
debian12-script-standard.sh

225. U RS MY XBTF—2
RS U XEF— B BHTESESICT BIIEN R E LGPCF—DEBETT,

o H—NAVTFTFARTYTILUITI7ERT3ICIE. D> TFHRR FTmgretl term%z 21701
79,

7O =2 v AR R LGPGHF—DER
1. rootA—H e LT, gpgd~X Y RZEALT. FiLLWF—ZERLFT,

mgrctl exec -- gpg --full-generate-key
2. 7OV T KRR EINTS. 1 XH2048E Y FDRSAZF—42 1 T L GEIRL. F—DBYILER

HARZ#ERLE T, MLV T —OFMZEELT. Tyl CADLTHEELES,

3. 7AVT EAREFEINS. F—ICEEMITONIEGREBEFX—IILT RLAZAALET, HEICD
CT. F—OFANCRIDOXRY b ZEBMTZEHTETEY, I—FIDICAAEIBITNIE. TOoJ &
AL THEELE Y,

4. 7OV T EDRRERSNIS, F—ZFRETBZNIATL—-XZAAILET,
5 F—FBBNICEF—VJICEMENE Y, F—U2JICF—Z2—ERTLTHEETTEI,

gpg --list-keys
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6. TFRARNITAETI7MILEHE. ROITEEMLT, F—U2YIDNRT—R%
Jetc/rhn/signing.confs&E 7 7 1 JLIZEBML £7,

GPGPASS="password"

GPGF—DEHIC DL TIE. Administration > TroubleshootingZ BB L T 72& L\,

mgr-sign-metadata-ctl Y Y REZ AL TIOY Y RS VY TXET—REBLEZEETET £,

TAY=S v XA T—2E20FML

1L RT3 —0REVERNFzM>TULWBIHRENDHD T, EATRLAHBZEVERATEBERRTE
EJCRS

mgrctl exec -- gpg --keyid-format short --list-keys

pub  rsa4@96/3E7BFEQA 2019-04-02 [SC] [expires: 2029-04-01]
A43F9EC645ED838ED3014B035CFA51BF3E7BFEQA

uid [ultimate] SUSE Manager

sub  rsa4096/118DE7FF 2019-04-02 [E] [expires: 2029-04-01]

2. mgr-sign-metadata-ctl IV FZ2fFHL TAXT—2ERZB ML T,

mgrctl exec -- mgr-sign-metadata-ctl enable 3E7BFE0A
OK. Found key 3E7BFEQ@A in keyring.
DONE. Set key 3E7BFE@A in /etc/rhn/signing.conf.
DONE. Enabled metadata signing in /etc/rhn/rhn.conf.
DONE. Exported key 3E7BFE@A to /srv/susemanager/salt/gpg/mgr-keyring.gpg.
DONE. Exported key 3E7BFE@A to /var/spacewalk/gpg/<KEY_NAME>.key.
NOTE. For the changes to become effective run:
mgr-sign-metadata-ctl regen-metadata

3. CDANRY P EFERALTRENELVWI CZRETEE T,
mgrctl exec -- mgr-sign-metadata-ctl check-config

4 Y—EXZBEFL. X4T—20BERZEXT7P 21— I)LLTEEZRIGLE Y,
mgrctl exec -- mgr-sign-metadata-ctl regen-metadata

mgr-sign-metadata-ctlI<Y Y R EFERA L THOEZ XV ZRTTHeHTEELET,  mgr-sign-metadata-
ctl--helpZFERALT. BE&BUXFZERRLET,

VRS B XART—RBRIZIO-NILA T3> TY, BMTRE H—NEDIRTOV T RTTT

FroRILTEMCEDET, Chid. T—NICERINTVWBEIRNTOI AT M Ny Tr—I%A
YAL—ILETBEHRTESLSICTBDIC. FILLGPCF—ZBHIIXENHDZEZzRBHERLET,

TO>—=Sv: 931472 FADGPGHF—D 1 VR—F
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225 VRS IURXAT—4

1L GPGF—Z 0547 bCERI B . saltkETEEL X7,

2. SUSE Multi-Linux Manager Web Ul%Zf££F8 L ThighstateZBAL £,

GPGF—D rZ TN a—T 1 T DFMICDLTIE. Administration > Troubleshootingz &8 L T< 72
e A
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Chapter 23. O—JILR—XDT7 7t Xl
fE(RBAC)

A—IAR—XD7 7t XFIH(RBAC)IE. EIDHToNO—LICEDWVWT, Fadsnficai—FoasaHI Y —
T IERATESRELSICTBEF2) T FETY, SUSE Multi-Linux ManagerTld. RBACICK D I—
FIFBARNICHFRI SN T o> a> P UV —IANDT IV ELADHZERTTETBLOIC8D. X2 T74H
it h, BENMERIELINET T,

RBACO A7 RENIXRDEED T,
o RIMERDER: 1—HHRERXIERITTILOICHEBRT VL AEDHENET 3,
o FHHDEHIME: FFEDKBEICT L TEHMH AFHIHEIRMET 3,
o BFEDRE: BE——HEEL OIS L GAEICHIET 2 Z & %5t 3,
o BEMTIEEMY: - D7 I 3 YA EEREICETERLDICT B,

23.1. RBACO T Bl

RIARBACEEICIEZ. UTOIT7HRZIER IS CHEETT,

* Role: A collection of permissions defining a specific set of capabilities within SUSE Multi-Linux
Manager.

o Roles are assigned to users, granting the user aggregated permissions.

o ¥Fa]: SUSE Multi-Linux Manageri CTHRED 77> a Y ERITLEED . BEDWebR—JIZT I L
1eO. BEDAPIZY RARA Y FEMUHLIED T578DT b3 v U58R], SUSE Multi-Linux
ManagerTld. HFAIFR—LAR—REEZDTIELRAE—RIZL>TRINZE T,

e J—4#: SUSE Multi-Linux Manager& P DEXD §23ELDT7HU > bo A—FICIF1 DU EDOO—ILHE]
DETHNFT,

o =LAR=: Y—DLSHIEETER SN, 77 EIGFEEOZTOHMOREN, ITAEDR—
LAR—=X|CIE. BARER TRR) E—RFE TEE] E—RHEBDFT,

23.2. SUSE Multi-Linux ManagerTa—H%0O—JL

SUSE Multi-Linux ManagerTld. BRIEREINO—-IILZREL. 77> 3> T, oO—ILDOEAEDE
ZWME L TEMDARZLO—IILZERT B EDHTETET,

23.2.1. ERiERASO—I

ERERBEAO—IILEZOHBEDOTLA U X MIDOWTIE. administration:users.pdf# BB L T2
(AN
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administration:users.pdf#administrator-roles

23.2.2.  EMMOO—-ILDEE

EMOO—ILZEERT BICIE. ROBIEFZERITTETET,

o R EMET BAEFOO—ILEEHEIRT 3,
o PO REFHATBEBIMDR—LAR—IAEZIEET Do

23.3. SO BT IELADIHDHR—LAR—=R

2—LZAR—=ZIEV ) —DESBEBETHER SN, SOOI LTI/ EIGIHEREBELE T, IFEAZDFR
—LZAR—=ATIE. F—LAR—=AADT7IERIF TRR] E—RE EF] E—RICL>TETS5ICHDME
INET,

R4 Fl: A A= EEDR—LAR=RETI7EXE—F

F—LANR—R TOEXE—F B

cm.build EE AT FFIFKiwiA X =Sz BB L ET

cm.image.import Z&E BRBAINA—JSZANTHE AV TFAX—CZRDIAHRET

cm.image.list R ITRTDA A= Z—BRRLFT

cm.image.list rE I A= ZHRLEY

cm.image.overvie X AX=C DM, Ny F. Nyr—2 BEOJ. V724215

w HReRTLEY

cm.image.overvie ZE A AX—CZRE. BEE. HIRRLET

w

cm.profile.details xR AX=FOT77IILOFERERTLET

cm.profile.details Z&E AX=UFOT7 70N ZERL. 7O7 71 LOFEAEREL
Y

cm.profile.list TR TRTDA A= FOT 714N E—ERRLET

cm.profile.list EE AX=TOT7 7ML ZHIBRLET

cm.store.details &R AXR=D AT OFMZRTILET

cm.store.details ZE AAXA=D AT ZER L. A NTOFHERELET

cm.store.list EaN ITRTDAA=—D AT Z—ERTLET

cm.store.list xE ARX=JZTEHBRLET

F—LAR—REZDHBOTIENA ) X M. access.listNamespaces APIXY v REMUH$ Z & TEYF
TEEY, UVIVIXMBLURBREAXZSOFHFMCOVTIE. SUSE Multi-Linux Manager APIRF 2 X >
EBRLTLLETL,
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23.4. RBACOHEIR

RBACO—JL E EFRIDEIRISIRTE. APIZEL TDAHBETY, WebUlZNLTA—HICO—ILEZDYHTS
IZ1E. Administration> Users=2B L T T L\,

23.4.1. APIZ 4 LT=RBACDHEIE
SUSE Multi-Linux Manager APli&. O—JL. 5fAl. BLVI—HDEOETZ IO S LTEETZLHD
XYy RZRHELET,
23.4.1.1. 7t ZAPI
CNBEDAPIXY w Rid. O—JILEZFNICEET S T7IEXZEBELE T,
* listNamespaces: SUSE Multi-Linux Manager CRIARIRER R—LAR—R, TIERE—R, BLUE
NoDFHBEE—ERXRTLET,
e listPermissions: O—JLICEFAI TN TUVE R—LAR—RZz—EBXRTLET,
e listRoles: SUSE Multi-Linux ManagerIDBIEDO— L Z#—EBRKTL 7,
* createRole: HIL LWO—ILZER L E T, 77> 3> THEFEOO-ILNSEFAZIE—LE T,
* deleteRole: O—JLZHIPRL £ J,
° grantAccess: A — LAR—ZAANDT I ERZHTL X7,

e revokeAccess: F— L AR—IAANDT I ZAEZWDELET,

23.4.1.2. 2—%API

UTFODAPIXY vy RIgA—HrO—I)LOEDYTEEEBLET,
¢ listPermissions: 21— OB RHFI*—ERTLE I,
e listRoles: 1—HDEIOHTHENI-O—IILE—EBRRLET,
* addRole: Z1—HICO—ILZEIDYTF T,

* removeRole: I—HHh5O0—)L%ZHIFRL £9,

DO IRMBLUVREERESOFHMAAPIRF 2 X2 MMIDWTId. SUSE Multi-Linux Manager AP1) 7 7
LY ZXz2BRBLTLIETEL,

23.5.RBACRZA TS50 T71 R

NEDRZANTSIT4 RS T T, LT, %hEMT, BELPITUVRBACREEHIFTET EJ,

* RIMEIRDFRL: BFHZZETI31OICBEGRNROFAZI-FICHEICHELE T, BEICLER
FFRNIEHF TSI T L

e EHINALEa— I—HICEODETOSNO-ILEEHFAZEHNICLE2— LT, ZhodMkRAe L
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23.5.RBACRZX N TS50 T 1 R

THEYITHO, REDEF 2 VT RIS —ICERULTVWE e ZRELEF T,
° O—IOXE:ER T 2N XL LO-ILOBEN R ZBEICELL T,

c BBOSE: B I1-—UHEELTOCICHLTCRAEICHIETS 2T 27, BFEODH#Z
BHEITEZO0—ILZzRELET,
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Chapter 24. SSLEEFAE

SUSE Multi-Linux ManagerTid. SSLEFAZEZERALT. V317> bAELWH—NIZBRINTWVWS C
CEMRELET,

SSL#EER L TSUSE Multi-Linux Managertt —/NICESRT 2 IRTDI S 7> ME. H—/N\GERAEICHL
TREET B2 CICED, BYAT—NICHERLTVWS I EZRRBLET, COTOERIEFSSLAY RS T—
JEMINE T,

SSLANY R =0, 75472 MEY—NEBEDRIA FEADFHL TVWERIA M RE—HTE L
HEHERLET, 7747 ME. —NRAENEETEINESHDERITINELHD £,

FRELE(CA)IE. BDFERAEICER T B cOICFERINBARAETY, MARASIEMTHILHBRTN. 75
A7 Y hHEIRAZCERICIBETET 3L 3ICTBICIE. TANTORENRELB(CA)ICE>TEREINTL
BPHEDBDET,

SSLEREENIE LK HRET B 7 DICIE. 517> bDIL— FCAZERE T ZHENHD £, S JL—
FCARIRTDISAT Y MIA VA —ILENBHBENDHZ L ZB®RLE T,

SSLERSED T 7 # )L b DA EIE. SUSE Multi-Linux ManagerCBCERAZE#FERAITZETY. D5
&+ SUSE Multi-Linux Managerid X TOEREZEZEM L. JL— FCARZT —/N\FEREICEEREEZER L TLE
ED

RDFHES. FRCAZERT2HETT. CDHAE. JL— FCAIIHREICAICELLET, FRECAIERDH
OMOFFECAICER T B D TE. REOCARKT—/N\GEBREICELLEFT, hEFI—ViBAZECH
BENFEdo

Fr—VEERAE THRCAZERA L TWBEEIF. IL—rCADRN I SA TV MIA VX b=l SN, T —/\GEFA
ENMT—NICAVZAb=ILEh&ET, SSLNY R T—THII. 751472 ML — CALH—/NGEERED
FOFRBEIRAEDF T — V2B 2RI TET M EDHBD E T, EDD. 753147 > MIITRTOHRHEERA
BTV ERTE2RENHD XY,

CNERIRT BT EIC220FENHD ET, UIDO/N—2 3 > DSUSE Multi-Linux ManagerTld. 7
T TIRTORBCAN I SA T MIA VA M=ILENET, L. Y—NETH—-EXZREL
TOZAT7YMIRETZIICHAERETT,. DFE. SSLAY Rz —IFc. H—NIEH— /NGRS &
INRTOFECAZIRTRLF T, COAXANZIALRBRE. TI7AIERECLTERAEINTUVETD,

7 7 #JL b TI&. SUSE Multi-Linux ManagerldHBCA%Z LOBEERIAEZFRALET. EtF¥all7a
2T BDIC. Y—FN—T 1 DCAZFE L TARBICBRLTETEYd. Y—RN—FT 1 DCAIZ. FEHA
ZILEFNIBERPELVWC L ZHR T B7DICF v I2RTLET. BE. COY—EXICREREN
MO ET, U—RN—T1rDCAZERT B L. SEABEDRXT—T 4 VIH#LL RO A1 VX ~—)LICH
TERRENREINE T, Y—RN—FT 1 DCAICK > TELRINIEEHEN H BB E1E. SUSE Multi-Linux
Managerd-f > X b—JLIRIBICA Y R— b TEEX T,

CDOYZaT7ILTIE. SSLEEBRZDFERICDOWT2DD ATy T THBEL 9,

1. SUSE Multi-Linux ManagerY — Lz L TECEBRIRAEZFN T 55 E
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2. SUSE Multi-Linux Managertt— N\ E7cld 7OF 2 ICEIEE % Bifw 9 2 574

SERREN BB DOPKIPHAEPKIGEDY — FN—=FT 1 DAV RAZ U AT >TRESNTVBIHEIE. AT
T1Z ¥y TTEXT,

° BOEBLIFAZEDERDFEMIC DL TIZ. Administration > Ssl-certs-selfsigned# 8B L T2
(A

° FABAED A VAR— FDFEMIC DL TIE. Administration > Ssl-certs-imported= 2B L T 7230\,

24.1. SUSE Multi-Linux Managerd > 7+ A®DSSLEEA
Z DR

24.1.1. Podman

SSLEERAZE IEpodman>—o Ly hE LTRESN. ENENO IV TFHICEIDHETENE T, Podman
SSLY—2 Ly MEXRDEHEDTY,

* CAGEERE

© uyuni-ca

©  uyuni-db-ca

o Y—NEEREL ¥ —

©  uyuni-cert

uyuni-key
° FT—AR—ZFAZ L F—
9 uyuni-db-cert

9 uyuni-db-key

24.2. HEEASSLEIEAE

77 #J)L hTIE. SUSE Multi-Linux ManageridB2ERIAZEZEALE . CDIHFE. SAZEIESUSE
Multi-Linux ManageriZ&k > TIER T, BRINE T, DHETIE. FEAZSOFMHIEL W C ZRAE
TRDITIRI LIRS E AL F Ao — RIN—F 1 CAld. SIREICEEFNZBERANAELV EERE
RIBEHICFvIZRITLET,

* H— R/N—F ¢ CASEEAZ Ds##IC DL\ Tid. Administration > Ssl-certs-importedZ 8B L T £E
Lo

* SIAEDB I MR AEADHFMICOWVTIE. administration:ssl-certs-imported.pdf# BB LT £
(A

COtUT 3T FRFLIZEAGFOA VI M=) TECERERSZER I LIIBIERT 2 HEICDL
TERAAL XY,
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administration:ssl-certs-imported.pdf#ssl-certs-import-replace

SSLEF—BLVARAZED TR FRIFENS ZERRT DV VOREEBMHAR FRIC—HITBIVELNHD FT

o

24.2.1. BIFDY — /N\FEEAE D BIER

BFOIRECENHARITIN TV S D FASHDERATEHFZFLELTVSIEEIE. BIEFEOCANSH LWL
Y—NARETZERTETET,

7O =S v BIEO Y —/N\GIBAE D B{ERK

1. SUSE Multi-Linux Managerd> 777K bDOAR Y R 7OV T+ T, H—/NEBHZEEBERL 7,

mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.com" --set-cname="example.com"

set-cname/\ 5 X — & H'SUSE Multi-Linux Managertt —/\DZ2EEHI R X1 VA THZ CEHRLE
To BHOIA) 7 IANMRELIZEIIEKE. set-cname/NT A — R EZFEATET X,

Mgyt — /\FEREZE LY —NO > TFADT 1 L2 kU /[root/ssl-build/susemanager/|Zserver.key
Cserver.crt LTHRETEEY, BREDTa LI KJDEHIIK. --set-hostnamerd 7> 3 >V TEAINS
RAMGICKIEFELE T,

AYTFFDRZ bpodmand—2o Ly b ZEHL T FTLWIEAZE v+ —ZzBfEEiFM >R —rLET,
ERINTIEDD DEERRE R « > R— M T 3 AEDFEMIC DWW TIE. administration:ssl-certs-
imported.pdfZ8B LTI L,

24.2.2. 5ILWCAS KUY —/\SIRAE D 1ERK

IL—FrCAZBEZBZZMNENHDGEIFTFELTLIETV, Y—NEIS14T7 Y ORI
o DIEEF T — VAT B3ALEEABD ET, Z0BEIE. BEBI-—HATRTDYS
A7y MO 1 Y LTCAR BIERET 3 UENBD £7,

70— v: #i L VLERAZE OER
1. SUSE Multi-Linux Managerd> 77 AR DAY R 7OV T T, HVIEBBET 1 L7 U EFHLL
BRTICBEL 7,

mgrctl exec -- mv /root/ssl-build /root/old-ssl-build

2. HILWCASERRE Z £ L £96

mgrctl exec -ti -- rhn-ssl-tool --gen-ca --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-common-name="SUSE Manager CA Certificate" \
--set-email="name@example.com"
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3.HLWH—NEEREZEML F T,

mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.top" --set-cname="example.com"

set-cname/\S X—&ZA'SUSE Multi-Linux Managertt —/\NDZEL2EHi R X1 V8 TH3 R LE
Yo BHOIA) 7 IANMELIZEIFERE] set-cname/NTA—RZEHATE XY,

KRR hZEcnameZEAL T, E7O0F O —/\GEAZEDER T IHELNHD £,

24.3. SSLEEEAZ D1 >R —F

ZDEU> 3> TlE. FLUWSUSE Multi-Linux Manager®-f > X b —JLICSSLEFBAZE %2 RET 255, H&
UBIFORIRE = BS MR 2 AEICDOWTEHAL XY,

MR 2E1IC. U TH DD e zmLET.
e FREEE(CA) SSLINT U w UGEAE, CAFI—>ZFEALTVWEHEEIEF. IRTOFRRECALFRATES
MENBHD XTI,
o SSLY—N\MER
o SSLY—/\iEFAZE
o SSLT—AAN— XK

o SSLF—4A~N— ZEFERZE
TRTDT7 71 IHBPEMER THZHBELHD 9,

SSLY —/N\GEBRE DR X b4ld. BT VDORLEEMHRIA FBE—BHLTWBRRERHD FT., Kb+
$lE. SEBIZ MX509v3 Subject Alternative Nametz /> 3V TRETIT £, RETHUELRBEIE. B
DRRAMEZ—BICTZeHTEFET, HR—bFINTLWEF—DFELEIFZ. RSALXEC (Elliptic Curve)T
ED

o T—RNR—ZSSLAAAE Tld. reportdb & dbhiSubject Alternative Name& L THET
ERS

Third-party authorities commonly use intermediate CAs to sign requested server certificates. In this
case, all CAs in the chain are required to be available. The mgrdadm commands are taking care of
ordering the certificates. Ideally, the root CA should be in its own file. The server certificate file should
contain the server certificate first, followed by all intermediate CA certificates in order.

24.3.1. FILWAL X F—ILEBEIRAE DT > 7R— b+

By default, SUSE Multi-Linux Manager uses a self-signed certificate. Certificates can be imported with
third-party certificates at the installation time.
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Procedure: Importing certificates on a new SUSE Multi-Linux Manager
server

1. Installation-and-upgrade > Install-server®F|[E(Z1E > TSUSE Multi-
Linux Managertf —N\ZEfEL £ 9. ELVLWITF7AMILZNFTA—H
& L Tmgradm install podmank__ﬂg LTLIET VW NIAXA—=RIEHKRDEHEDT
ED

H— R N—F ¢ SSLEEBRR T 54 ]
--ssl-ca-intermediateX %] HRECAZEEAZ D /X

--ssl-ca-root>F%5 JL— hCASEERE D /XX
--ssl-server-certX=5%l H—/N\FEEEE D /N R
--ssl-server-keyX =%l H—NF—D/NR

--ssl-db-ca-intermediateXF%] 7 —XX—XDOAHFECASERAZ D /V X
(—NDIRE L ERB3158)

--ss1-db-ca-rootX =% F—RZNRN—ZXD)L— CASEEBEZE D /Y X
(B—NDIRECERBZ5HE)

--ssl-db-cert string

--ssl-db-key string

N—ZFEAZED /N R

T4
F—RER—XF—D/\RX

Intermediate CAs can either be available in the file which is specified with --ssl-ca-root, or specified as
extra options with --ssl-ca-intermediate. The --ssl-ca-intermediate option can be specified multiple
times.

24.3.2. Import certificates for new proxy installations

The proxy certificates are embedded in the generated configuration. In order to use a third-party
certificate, it needs to be provided during the configuration.

Procedure: Importing certificates on a new SUSE Multi-Linux Manager
Proxy

1. Installation-and-upgrade > Install-proxy®F/EICfit > T. SUSE
Multi-Linux Manager7O0F>%Z 1 > XA b—JLL F T,

2. 7AY T MIR->TEY h 7y T2 T LET,
Use the same certificate authority (CA) to sign all

0 certificates for servers and proxies. Certificates signed
with different CAs do not match.

24.3.3. Replace certificates

You can replace active certificates on your SUSE Multi-Linux Manager installation with a new certificate.
There are two cases to consider: replacing only the server or database certificate, and replacing the root
CA.

Replacing the root certificate requires more time and planning to avoid disruption as all the registered
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proxies and systems will need to have the new CA in their database before switching to it at the server

level.

When using third-party certificates signed by an intermediate CA, the intermediate CA certificates need
to be appended to the server or database certificate file

The order is important: first comes the server certificate, then the CAs from the one which signed the
certificate to the one signed by the root CA. The root CA certificate should not be appended to the server

certificate file.

Procedure: Replacing all existing certificates

1. The following considers that you have root-ca.pem, intermediate-cal.pem,
intermediate-ca2.pem, server.pem and server.key files. It may be different
depending on the number of intermediate CAs in the server certificate
signature chain.

2. Combine the intermediate CAs and server certificates. The order
matters, the server must be first and the intermediate CAs in order. Do
not add the root CA last into the chain as it will be passed separately to
uyuni-ca and uyuni-db-ca secrets. If there is no intermediate CA, then you
can use the server.pem instead of the combined file in the next steps.

cat server.pem intermediate-cal.pem intermediate-ca2.pem >combined-server.pem

3. On the SUSE Multi-Linux Manager container host, at the command
prompt, recreate podman certificate secrets passing the files paths:

podman secret
podman secret
podman secret

podman secret
podman secret

create
create
create

create
create

--replace
--replace
--replace

--replace
--replace

uyuni-ca $path_to_ca_certificate
uyuni-cert $path_to_combined_server_certificate
uyuni-key $path_to_server_key

uyuni-db-ca $path_to_database_ca_certificate
uyuni-db-cert

$path_to_combined_database_certificate
podman secret create --replace uyuni-db-key $path_to_database_key

Procedure: Restarting the server
L AYTHERIALT, Y—NZzBEHL TEEZIHFLE T,

mgradm restart

7OFZFALTVRHRIR. E7O0F DRI G EcnamezEAL T, E7O0F S HOT—/\GEA
ERPMZEMT2HENHD ET, #HLLEEtarballzEpk L TERmL 9,

FIC DWW T, installation-and-upgrade:container-deployment/mlm/proxy-deployment-
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installation-and-upgrade:container-deployment/mlm/proxy-deployment-mlm.pdf#_generate_proxy_configuration

mim.pdiZSB LT ZE L,

If the Root CA was changed, it needs to get deployed to all the clients connected to SUSE Multi-Linux
Manager. This is ideally done in advance to minimize the disruption.

If the CA certificate was updated, a RPM file with Kiwi certificate needs to be
repackaged.

On the SUSE Multi-Linux Manager Server container host, execute following

o command:

mgrctl exec mgr-package-rpm-certificate-osimage

After that, apply highstate on the Image Build hosts to deploy the new certificates for
Kiwi to use.

Procedure: Deploying the root CA on clients

1. SUSE Multi-Linux Manager Web UIT. Y ZXT L >BEICEEHL XTI,

2. IRTDITZAT7ob%EFTyvI LT PRATLEY NIRZ—UvITE
mLxd,.

3ORTLOY VAT LEY M IR—= v BEICBHLET,
4. [yee] 74 —IJLRT, (@R1Z27V v o LT >XATLOREZERLZE

ER
5. [highstate] ~X—< T, [highstatedi@A1Z 7 ) v LT 951472 ~IC
EE=BLET,

24.4, HTTP Strict Transport Security

HTTP Strict Transport Security (HSTS)I&. 7O RINA TV T L—REREX I yF—NAT v v IRED
FREIEREN SWebt 1 FZRETDDICRIIDRI S — XD ZXLTT,

On SUSE Multi-Linux Manager, HSTS is enabled by default. If you need to disable it on the server, follow
this procedure:

Procedure: Disabling HSTS on the server

1. On the server container host, as root, execute the following command
to create a new configuration file with setting max-age=o:

mgrctl exec -- \
echo 'Header always set Strict-Transport-Security "max-age=0;
includeSubDomains"" \
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> /etc/apache2/conf.d/zz-spacewalk-www-hsts.conf
2. RDHAY > KR TApachez Bifcg L £ 9

mgrctl exec -- systemctl restart apache2
If you need to disable it on the proxy, follow this procedure:

Procedure: Disabling HSTS on the proxy

1. On the server container host, as root, execute the following command
to create a new configuration file with setting max-age=o:

echo 'Header always set Strict-Transport-Security "max-age=0;
includeSubDomains' \
> /etc/uyuni/custom-httpd.conf

2. MOAR R EEFTLET.

mgrpxy install podman --tuning-httpd /etc/uyuni/custom-httpd.conf config.tar.gz

FILWERE T 7 1 JLiC<filename>.confX L\ S &ai% (F1F 3B E1F. BYAREII VY
TO—RINBELSICLTLIETL, = zxlE. spacewalk-www.confTEEREINH

A DELEZTZICE. HLOUT 7 AUATILT 7Ry METIDT 71 ILDBICH B
ERHDFET, Apacheh' 7 71 )L O— R § 3 5EDFMICDONT

I&. https://httpd.apache.org/docsEBBL T EE L\,

SUSE Multi-Linux ManagerCEREINTT 7 #JL bDSSLEFAE - I3 BB LHE
ZERAL THSTSZBMICT D L. CO&LDBAREICERL T B DHICER ST NICAN
TIIHICL>TEBEINTVWARVLRD, TS IHIFHTTPSTOEFZERT L £7,

o SUSE Multi-Linux Manager CAER S NT-SSLAFAREZFRAL TV 3155
I&. http://<SERVER-HOSTNAME>/pub/RHN-ORG-TRUSTED-SSL-CERTIZ#% %
T7AINETRTOA—FDTZIIHICA Y R—rTBETIDIAEZEET ST
EMTEFT,
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Chapter25. XU Fo oy Fod

SUSEBFRICIESUSE Customer Center (SCOICL>»TEBEBINZ Y IR I T arhHRETY, SUSE
Multi-Linux Managerid. SCCT AT Y MR L TETRBEADEISA T MDY TRV TS 3> AT—4
2EFIVvITRIRELA—bERITLET, TOLAE—MIIE EDISATY DR EDH T RO T
IVEFALTVSD. BODDT TRV )T aVBEFERATEZH IRV T3> BLUVREOY
T201)T2a b BVWISAT7 Y MIBETIBERIRTIEINET,

BEE>HITRIOVTareyvFoIIiB8sLl T, LR—bZ2RRLET,

[Subscriptions Report] (HJ7XoUTF> 3> LKR—k) #27ICIF. BEOHY TRV )T 3> CHRY)
NY TRV T aVICATIBERIRTIINET,

[Unmatched Products Report] (—L%AWVEGELR—F) 271CIF BEOH TR U TS 3 0h %0
V4T D) A MDRRREINET, CHUTIE. B TERD -T2 F 17>~y SUSE Multi-Linux
ManagerliZIREZFRINTVWERVWISATY MAEENF T, ZOLR—FCIF BHEBEEFE—HLTW
BWORTLOEIEENFT T,

[Ev] 2T TlE. BEITZH TRV VIBELOI AT N EEMITZ e TEEXET, N
g, YITRODV T aqURR—Jv NS4 T hEY TR TS 3 VICHEMNICIES ICBEEMITRVIG
BICHFICIRIIB £,

[(Ryt—=2] 2TICIF. Ry F 97O RFCHTRo) T a Iy Fr—IlE>TERTNIETA
TOXYyE—UHRRINET, hbld. BREZEEL. Ty F I a2WETIDICKRILDBEREIRMEL
£9,

LAR—ka.esvERTH D >O—RTZZcH. AT R7OVF M5 /var/lib/spacewalk/subscription-
matcher/7« LI MU TT7 2R3 HTEEXT,

TI7AIENTIE. TRV T2 aryFry—I3BEFRIORHIETINET, NEEEITIICE B
B RRVR7rTa—LIC#EEHL. [gatherer-matcher-default] #271) wv o LET, KBBICGLTRATY
2—ILZEEL. [RTPa—-IOBH]=IVvILET,

LR=MIREOISATYMEREOH TRV T a > LHA—HEEEZ A TETRVD. —HHE
OB EBHICEILTEZIEHBDET, BLIZATYIANRICACHY TIRIVTave—HT 30
ITRBDFEA. CHE FRISAT7 2 bOBREITBERER. DLIBYTRIV TS 3> DEM
FIFHARYIND RE TH B RIREMED B D £

HBIROVTaVRyFv—Id. FAVYMAOY TRV T 3V OREBICE>THIRIN S, F—H
OHEHZBEFMISESES L LFET. L. FAREB/N—FI T 7ER. FRABREBYS VR ~OF)
DT, FRIEFBABNTVYIITITRTRITINTVWEISAT7Y M HZ5EIE. FIBETRERYT T X
207 ar i+ R TRV EIYFy—ICRREINZ e HD T, IEFEMZHRT B0, B
ICSUSE  Multi-Linux ManagerliCBEN3 75472 MBI RIREBT—ENHZ e zHERL T T
(A

o HITROVT2arvRyFrv—Iid BILIFATU Y TRV T a V72 ERIC—
HSEBCRBBO EEA. CHIZEEICKDZHDTIEHD FHA.
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25.1. 951472 b2 TRV T aVICEVERET S

YITROUTOa oIy Fvy—DNREEDISATYREELWH T RO TS 3 0 EBFNIC—EHTEAL
BEIF. ENSEFHTEVRETDIENTEEY, EVEERTDIE. YTRIV T a>oIvFv—
IFBEOH TR P avawBEOS AT LERIZYATLOIIN—Te—REIEB3 e =BELET,

fel2le v Fv—EBICEVZEETBIDIITIEIHD EEA. Thid. FIBERIEETTRIU T ar,
BLVH TRV T2 a2 34T MIBRTERDESNCE>TEBDEY, THICC TTRXT
T2 DREIGERT B2 —BHEELIIZE. FLRBEVHERESNIIGEICI Yy Fv—D & D IEREL—
HeRELIES. EVIIEHREINET,

HLOWE>ZEBMT BICIE. [EVDENM]ZV) Yo L. EVZRETSITAT7 2 b EERLET,
EHNIC. EEZBHDOI ATV MIEYDOREZERAIT S CIFEHMOLEHA

Subscription Matchery —JLid. —fZEIICIZEAE DA VA b= )LICHRHIBELH D
£9,
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Chapter26. XV RXr<a—Jl

BRIERSNIEIRTORRINYFIE. BEBE> ARV RATTa—-ILOTIC—ERTINET,

@@ SUSE Manager Schedules @

Below is a list of defined schedules. A schedule defines frequency, how often a predefined bunch shall be triggered.

1-230f23

Schedule name 1=
auto-emata-default
channelrepodata-default
cleanup-data-default
clear-taskologs-default
cobbler-sync-default
compare-configs-default
cve-server-channels-default
daily-status-default
errata-cache-default
errata-queue-default
gatherer-matcher-default
kickstart-cleanup-default
kickstartfile-sync-default
mgr-register-default
mgr-sync-refresh-default
minion-action-cleanup-default
package-cleanup-default
reboot-action-cleanup-default
sandbox-cleanup-default
session-cleanup-default
ssh-push-default
token-cleanup-default

uuid-cleanup-default

Frequency
05/10%%%?
DrExxy
00237%%
00237**
DrEx%7
00237**
00237*%*
00237%*
DrEEED
DEEx%7
0007**
00/10***?
00/10***?
00/5***?
0617%%
DO**%*2
00/10%**?2
DO***?
0547%%
D0/15%%*?
Drexk?
0007%*

DD*%%7

Active From

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:51 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:51 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:51 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:50 CEST

2018-06-05 11:40:51 CEST

2018-06-05 11:40:51 CEST

+ create schedule

25 j items per page

Bunch

auto-emata-bunch
channelrepodata-bunch
cleanup-data-bunch
clear-taskologs-bunch
cobbler-sync-bunch
compare-configs-bunch
cve-server-channels-bunch
daily-status-bunch
errata-cache-bunch
errata-queue-bunch
gatherer-matcher-bunch
kickstart-cleanup-bunch
kickstartfile-sync-bunch
mgr-register-bunch
mgr-sync-refresh-bunch
minion-action-cleanup-bunch
package-cleanup-bunch
reboot-action-cleanup-bunch
sandbox-cleanup-bunch
session-cleanup-bunch

ssh-push-bunch

token-cleanup-bunch

uuid-cleanup-bunch

SUSE Multi-Linux Manager Schedules (SUSE Multi-Linux ManagerX7 < a—=JL) » A7 a—IL&%
1)y LT R Pa—=Il4 » BERNBATrDa—LFEl=HE. EMICLiD. BEEZZELDTE

EJER

[Edit Schedule] (R4~ a—ILDiRE) #oUwv o LT,

HECRTIa—IILZEHLET,

Rr2a—IzZENEd 313, BELERBO[RTFZa—-ILoEmElz2) v o LET,

g SUSE Multi-Linux Managerh IEBICEIET B DICRRIRTH B 7. ATV a—ILH
METHZDLEELTVWBRHBRICOH. RTTa—ILZENEL TSI,

ZRUODEMELEINTH. URXMIFRREINEFT, SUSE Multi-Linux ManagerR7a—IJL > X7a

-z r )y ITBHE. [RT

va

—ILEBMMLTB 120 )y I LT PadzBEBMLELTEET,

NFREIIVVITBRE. EDNYFRATDIVEEDRAT—RADY) A MHRREINET,
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FRREO) > I )y o338, RT2a—Ia> BFENEBRATr2a—ILE#lICED 7,

26.1. BRIEBBHDIAXRINIF

ROEMEBFADRZAINYFIFTFIAILETZATDa—ILlEhhTEh. BETETFT,

auto-errata-default
MBI TESIS—42EHZXT5a—ILLET,

channel-repodata-default
RS MUART—RT 741 Z(B)ERLET,

cleanup-data-default
WA T —SBEOJZ ) =27yl T—ER—IWSRRINT—2ZER/RLEFT,

clear-taskologs-default

S TRAAIGEL T, FEELEEARELDDIHWVWE XTIV v (taskomatic) BT — 2% T — 2N —
A7) TF7LETD,

cobbler-sync-default

SUSE Multi-Linux Managerh*5CobbleriCBfT—2 e 7O7 7 IILT—2%ZRHAL £9, Cobbleric

KB VX —ILOFMIC DOV TIE. Client-configuration > Autoinst-introz B8R L T 2T
(A

compare-configs-default
BEF v URINCEREFESNTVIRE T 71ILE. IRTOHRENIGT—NICFRESNTWVWE 771l
ZHRLFT, UBEHRIBICIE PATLETZ0Uv oL ROV ATLZERLET, F|E
> T77TILDOLBICEE L £T, SHAIC DWW TIE. reference:systems/system-details/sd-
configuration.pdfZ8BL T2 L\,

cve-server-channels-default
BEEE > CVEEBR—JIERERTIDDICEATNDS. BRIICHBESINIRECVET—2%=FH L
9, EEE > CVEEBER—JOBRERERIZ. CORTZa—ILOREOETICEHFINE T, FEMHICDOL
Tld. Reference> Auditz BB LTIV,

daily-status-default
FETZT7RLRABRLAR—FEFA—I Z2XEFELFT,. HEDI—TFOBMZRET 5 HEDFH
ICDWTIE. Reference>UsersZEBB L TLZEL,

errata-advisory-map-sync-default
MEBDSUSE/NY FAVAT RNAH ) —F—IR=R7—=TILZEBHLET, FAAREGISE
&, SUSEICE > TIREINZTOT7 RN U =D&/ FEFHEED (RVATRENAHU—] €723
VICRTREINE Y,
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errata-cache-default
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errata-queue-default
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gatherer-matcher-default
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kickstart-cleanup-default
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kickstartfile-sync-default
REV 1Y —RICK > TER SN Kickstart 707 7 1 JLICKISS B Cobbler7 7 1 ILE ML £95

mgr-forward-registration-default

SUSE Customer Center& 2 S44 7> hEFT—2%EEALET, T 74/ LTI, FilR. TEEH.
FIFHIRBEAISA T T =2 EmrINE 7, [etc/rhn/rhn.conf TRIEAtz v b ZERHIZT B I
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server.susemanager .forward_registration = 0
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mgr-sync-refresh-default
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minion-action-chain-cleanup-default
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minion-action-cleanup-default
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administration:custom-channels.pdf#_custom_channel_synchronization
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7O avHERBICTET LISGEIR. RITSNERIVT I 7AMNBEDT =T« 7 72 FHEIRRE
nxJ,

minion-checkin-default
ISA4T7 Y ML TEEHNAF T vIA>%RTLET,

notifications-cleanup-default
HRRYINOBHAXA v -0 ) =T v FLET,

oval-data-sync-default
CVEEEI TV DHBEZRA LI 3 -OICHEROVALT —RZER L F T,

package-cleanup-default
T7AINS AT LS EHWNY T =7 71 ILEHIBRL £,

reboot-action-cleanup-default
RSN LRI OBRES 7/ a V3R L TR —o 8N, BET— 42D T—aR—=IAn 5o —>
Ty TENET, BEE 7> a>vORTI a—I)LEREDFHFMICOVNT
i&. reference:systems/system-details/sd-provisioning.pdfZ 8B L T 72E L,

sandbox-cleanup-default
sandbox_lifetime FRENTA—R(T 7L b TIE3A)&KDHEHWVWH YRRV I ABRET 7MILEF ¥ >
INEIV=2TwTLET. YRRV IRT7AILE SRTLFELISHAEFO T 71ILD S 1>
R—bENLT7AILTT, FHIC DWW TIE. reference:systems/system-details/sd-
configuration.pdfZ BB L T 7ZE L,

session-cleanup-default
HUWebr > 2 71—ty a>zo )27y FLET, BRIE. 2—¥HrOJr>L. OdT7Y
FEBEICT S OHZEAL L EI—BFNICREINSET—XTY,

ssh-service-default
547> bHSSH PushDIFEHTIX Y v R TEREINTWBIHEE. SSHIEEHE TSUSE Multi-Linux Manager
ICFTvIAVTRELICOTAT7o MOV T ERRLET, oo BEBRICHEFI—>%
BRALEY,

system-overview-update-queue-default
SATLBET—REZEHLE T,

system-profile-refresh-default
TRTCDVATLTN=—RITT7OEFHZRITLET, CNIBBDAFEE L. SUSE  Multi-Linux
Managertt —/\NOEEHIENNT B A8EMN B £9, 23 JidSpecialized-guides > SaltzfEAL %
To Ny FH1XDRAEICDOWVWTIL. specialized-guides:large-deployments/tuning.pdfZ &8 L T
<IEEL,
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token-cleanup-default

SatI ZAT Y RNV T =P e AR T =220 O— R I B3DICERTIHBTINDO VRS Y -
— I ZHIBRLE T,

update-payg-default
B INTPAYGD Y ST RA VARV AN SR T— 2 NEL T,

update-reporting-default
O—ANLR—FT1 I T—ER-RZEFLET,

update-reporting-hub-default

[AiD#%23SUSE Multi-Linux Managertf —N\D'SIRTDOLR—T1 I T7—2%ZN&EL. NTLKR—TF
AT T—ER—RAEBHLET,

update-system-overview-default
SRATLBET DRI TH 2 2 EHNICHRLFT.

uuid-cleanup-default
HWUUIDLO—RZIU—=>T7 v TLET,
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Chapter 27. ZE O J D:AE

—ED/NYT—JICiF. ZEOJIVRIDEVWIIMEHDES, ZOTFT—XET TN LTHE Y>> O—
RENFETH. BT LHBFRBFBIRNZIEIUDBREIIBD FA, AUV VO—-RITBZIZLTEOTDXAT—HE
EHPEL. T4 RIVBEZENTBR-DIC. TARVIFE T3 MNIEBEFIRTE XS,

(1] H—NAYFFTRT Y TEETT B80T, mgretltermEERAL 9

COREA T 3> [etc/rhn/rhn.confERE T 7 A ILICHD £To NTAX—EDT T #IL F20TT, C
DIEZOICEET B L. EFHROBDOTY FUMRMIEINET,

java.max_changelog_entries = 20

CONFA=—BZRETBE FILWOWNYT—CHEBSNZ EEICOAEMIAED £,
CDONSA—EEZEBLI%T. mgradmrestartZ AL TH—EX=BEFHL X7,
FrviadhlcT—2ZHIRLTHEERL. dWT—XZHIRLIEVSEDHD T,

F vy adNEF—RONBEBERICIEEEN DB BN BN ET, BETEF
Y URILBEEIRT 3T —RBICEL T MBI DB ARELHD 3, 222

(’ ldTaskomaticlc & > TNy 249 59y RTRITENB T, IRIEAET T3 £ TSUSE
Multi-Linux Managerz R LKITZ N TETEITH. 2LONT+—I Y XDETFH
FHREINET,

IRVRESAUDEFvyadhicT—2ZHIBRL T, BERZERTEET,
spacewalk-sql -i
RIS SQLTF—EAR=RTFOY T T ROELSICADLES,

DELETE FROM rhnPackageRepodata;
INSERT INTO rhnRepoRegenQueue (id, CHANNEL_LABEL, REASON, FORCE)
(SELECT sequence_nextval('rhn_repo_regen_queue_id_seq'),
C.1label,
"cached data regeneration',
IYI
FROM rhnChannel C);
\q

168R—3 [ £208K—Y  SUSEMuli-Linux Manager 5.1



Chapter 28. 1 —H—

SUSE Multi-Linux ManagerEI2#&(3# L W1 —H DEM. FADME. I—HOEMER/CIFHIFREITS
ENTEEY. ZHOI-—HZEELTVBRHER. A2 ITLTIL—FICEIDHETT, JIL—-TL
NILTHAZEETEE Y, EBPT—YDTIAIILERE. WebUIDSYRTLAT I A b ZEEITBL
HTTFEI.

o [2—#] XZa—I& SUSE Multi-Linux Managerg8BE&7HU > rTOJ1> LTV
BBBRICOAMEBTEEXT,

SUSE Multi-Linux Manageri—#%#EEd 3(l&. I—H[1——8 > §RTUBEHL. SUSE Multi-
Linux Manager7 —N\DIANTOI—HZRRLET, UIXAPROZFI—HIZIFI—H4H. U7ILE. 8D
gTonza—J)l. A—¥HRBICBALIEEMN. 2 —HFOREDRXT—RADNRRINET, [A—HFD
B 122Uy o LT ILLWIA—HTHOY EERLET, 1—HEZ2I )y o LT [A—F D]
R=JICBHLET,

RO —EEBICEMT3ICIE. [2—FDER 122V v o LT, HILLWI—FOFMEREEL. [OY
1TYDER 1 Z0) v I LET,

28.1. N7 — FEHF

SUSE Multi-Linux Managerid. 77 # )L MBEDBIRShi-RETHEEINE T,

ITRTOFLWVWIA—HYNRT—RFHMEBDOEF a2 ) T BEICHERICEM T S L SIS0 SUSE Multi-Linux
ManagergB&(ICIEFNR T — RIERIIL—ILZ @B T 24 T a>hH b £,

Web UIT, BIE» IR—JVERE > NAT—RARU—IIBEL. XXAT—REH#ZEHZLEFT,. XDT 4
—JLROEAEDLEEFERLE T,

BINRT—FE
CDT74—IILFZEALT. NRT—FORNMEZERELET,

BANRT—FER
CDT7«4—ILFZALT. NRT-FORARZEEZELIT,

BFEHIBE
D74 —IRZFEALT. NRT—FICBF(0~9) 22D 2BENBEINEINZEEELE T,

INCEDBE
CDT14—=ILREFERLT. NRAT—RIIWXFE(a~2) 2 SDBZIUNELHZIHESIHEIEBELE T,

KIXFEHBE
CDT14=ILREFERLT. NRAT—RICANFEA~)ESHZRELNHZINESHEIEELET,

169X —3 | £208K— 2817527~ ¢+ | [SUSENUURUENSEero



EEIF 2 HIIR
CDT7«4—)LFZEALT. ERXFLNHRINEINESHZEEELE T,

BHNFEHDBE
D74 —IREFERALT. NAT—RIIFARXFZEDINELHZINESIHEEELE T,

EATE 31HXF

DT 14— RIE. BHNFIBENBIRTNTVWIBEOAEMCERDET, OT7s—ILR%ZFEH
LT, FHETERUXFEEZIRELE T, Lz, |@#5%&* 7R Y,

Restrict Character Occurences (XFZDHIRZFIRT 3)
CDT74—I)LREFALT. §IRTNEZIXFOHRZI/ELF T,

Max Character Occurences (RANXF HIREE)
COT714—=IREFEALT. RAXFHREEHZEELE T,

[®FE1Z2Vv I LT, BELIENRT—REEZRELET,
[VEy F]ZERTBZE. INTOREZT 7FILMIRICEHTEET,
SUSE Multi-Linux Managerid. XDOFT 7 #JL METHBEEINE T,

o o ZNWNNRAT—RE:4
° FARNAT—RE:32

o ANFEHWMUE: FTvIFEHL

28.2. 7 h » FOERNL EHIBR

A—HTAVY EHRBICB S TBEIE. EEIRFHIFRTE XY, ELSNcI—TFThU Y M
WOTHEBEMLETEET, HIRSNIcI—FT7HIY MEIRTINT BUETEEEA

I-—HEREDOT AT Y b2 EMETETEY, L. I—FICEBEO-IDDHB5EIE. 7HAU Y bz
I BEIIC. O—ILZHIRT BBENHD I,

| SN I- 21— IFSUSE Multi-Linux Manager Web UlliCOJ 1> LTch, 70> 3>&#R7r2a—)L L

1D TEFEEA, EWLORICA—HICE>TRTDa—IEnic7o>avid. 7o>a>Fa—I2%D
9, EbSINic2—HIEXSUSE Multi-Linux Manager&ZI2&IC L > THEBEMNLTE £,

28.3. 2—%0O-I)L

I—HICIFEROO-IILZEDETEZ LA TEE T, Fleo FROO-IILZHFEFTZ1I—FIE. WO TH
BHEEETZIEDNTEET, BICPBEDHIADEM%SUSE Multi-Linux ManagergI2BENHNETT,

SUSE Multi-Linux ManagerBIBEO—I/LZR<. I—HoO0—-IIZZEJ3IClF. 2—HFH> A—HF—&E> ¢

170%=5 | 22083 252 7007 Fomncc s



RTICBEL T, TEITZIA—TERBIRL. BEIGLCTEBEO-IILEA Y EIZA T7ICLET,

J—H®DSUSE Multi-Linux ManagerBIBEO—ILZZEY3ICId. B > A—HFICBEHL T BEICIHL
T. [SUSE Multi-Linux Manager&iB#&?] Z4 > X7/cl3F 7ICLF T,

+F15. 2—5O—-ILDFA

O-)% FeA

SUSE Multi-Linux Manager&i2# HOI—HOEROEEZEST. INTOMKEZRE
TTEEY,

EmEEE TIOTAN—23rFE—( BE. FroxI. &
VI RTLIIN—TZEEBLFTY,

TIOTAN—2 3 F—EEE TIOTAN—2a3>F—%ZBELFT,

1 XA—UEEE AX=o7O7 71 EILR. BLURNT7ZE
BLET,

REBESE ATLREEZBELET,

Fv oRIEEREE FyoxNzdO—NILIZH TR 4 THABEICL

DO FHILWFrvoRILZ2ERLIEDTBRE. V
ThIIT7FvorIIZEELET,

SRTLTIN—TERE AT LIN—T DR CHIBR. BIFED T IIL—TA
DIZAT > DEM. JIL—FADI—HT I+
ADEERYE. YATLIIN-TZ2EELFT,

BAED —H BELNILOT I AERELE T, FRERTN
TcaA—HIFEHMNICCoO—-ILICRID Y TENE
‘3_0

28.4. : EMNO—ILDIERK

SUSE Multi-Linux Manager® A—ILARN—XX D7 7t AFITHTIE. EMO—ILZzERL T, 1—H5FFrZ R
BTEET, O—-IILOBEHEDFMEICDOULTIE. Administration > Role-based-access-controlz &8 L
TLIET L,

28.5. A—YHFA AT

IIAT U EEETEVRATLIIN—TZ2ERLTWRIHEEIE. BEBITS3JIIL—TZ2z1—HICEIDHETS
CENTEET,

A—HYHEIRTFTLTIN—FICEDHTBICIF. 22— » A—HP—EIIBEFLT. EITI2—HEEIU Y
IL. [PRFLIN-T] 2TICBBLET, ZTDYHTBZIIN—T%ZFVICLT. [T74ILEFDEHR %
1)y L%

A-—HDIDUEDT T AHILEDIRTLIIIN—TZFERTZCDHBTEET, I—FHHLWVWISATY

171R—3 [ £208R— 3 284 8me—Loter | USROS



FEFERTDE. TIAIWERTERLESRATLYTIL—FICEDODHTENET, nicEb. a—IEHE
TICBR NI SA TV MIEBICTIERATEE T,

AT IN—THEETB3IE. A=Y > SXATFLTN-TREIIBEILT. [SEEREE ] 27ICBELE
T, [HNBITIN—TDIERE] 20V v o LT HILWARIIL—THERLET. JIL—FIC&m1% T
T BYBRSATLTIN—FICEIDHTET,

S RTLTIL—TDEMIC DOV TIL. Reference> SystemszSI L T T LY,
A—YHEBTEZMADI 47> b 2ERT3ICIF. A=Y » A—HF—BIIBHL. BETI 1Y%
Zz70y LT, [PRTFTL] 2T7ICBEBMLET, —JFEXRXIVZEFTTRICIE VRSB IZATURE
BERL. SRTLEY MYR—DvICEMLET,

AT LY bIYX—J v DFFAIC DV TIE. Client-configuration > System-set-managerz 28 L T<
72E 0,

28.6. 1—H L F ¥ ¥ R ILOHH

FroXIDS AT UVEHETETITRISANELT. B FryURILBHRZEETEZEEEL
LT A—HZHEBROV I AT 7FroRILCEIDHETE A TEET,

A—HEF v ORI T RIS T$3ICIF. A= » A—HF—BIIBHL. REITI2—TEEIT )Y
JLT. FoRIDIER> B ITROV TR TICBELET, EDYTERIFvy>oRILEZAICLT |
HFADEFH =7V v I LET,

A—HICF vy RIIVEBFAIZH593IF. 22— » A—Y—E|IIBEL. BEITZ 21— HEIVVD
LT, FYoRILDIER > B2 JICBH LT, BDYUTEIFroRILEAVICLT. [FTOEFH =2
w2 LEY,

JUZXMAD—BBDF v RIETTRISATTERWVWEEDRHDFT, ThiT@ER. 1—HEBEEDOIT
—RR, TR Fr RO/ O-NILERENRERTY .

28.7. A=Y DT 7 I FEFE

HLOWI-—HZERT D LI, Web UITEHERAI 3EFEZERTEET, A—TFZERLIERT. K—L>
BMEICBHL T, SEZEETEET,

T 7 #IL NEEBIE. rhn.conflRET7 7 1L THRESNE T, TI7HINEEBEEETBIC
I&. Jetc/rhn/rhn.conf7 7 1 LZFWT. ROTHEEBMELISRELE T,

web.locale = <LANGCODE>

INTA=EHEERESINTVERWEE. T 74/l FS5ElFen_USTTY,

SUSE Multi-Linux Manager CfEREIREA EFEBITRD L H D T,

172 | 2208~ 256 21— e 7 v o |



+& 16. EARTRELSEI— K

EEI-F EL Hd14T7LI b
en_US W3R KE
zh_CN PEGE L. fBkF

28.71. A FIxINrDL R TT—RT—

7 7 #J)L b TI&. SUSE Multi-Linux Manager Web Ulld-r > X b—JL L7c&RISEYI R T—ZFERL £
Yo T—YZZEBELT. Uyunix7zIZSUSE Multi-Linux Manager®®B%ZRMTE 9, SUSE Multi-Linux
Manager®7T—~Tld. 4—0F T3 >HEATETET,

rhn.confsR E7 7ML TT 74 MDFT—IX%ZEETEE T, FTIAINEDT—IEEETBIC
IZ. /etc/rhn/rhn.conf7 71 JLEFAWVWT. XDITZEBME/ITHEEL X,

web.theme_default = <THEME>

= 17. EHATEELEWebUIT—<

F—T% & 221
suse-light SUSE Multi-Linux Manager 74 bk
suse-dark SUSE Multi-Linux Manager A=
uyuni Uyuni Z1k

17385 | 2085 w1, 3-ror7 2 TR



Chapter 29. Support

When you manage systems in SUSE Multi-Linux Manager where you are entitled for support from SUSE,
you can get the support data like supportconfig or sosreport. You will get the data from the managed
client and upload it directly to SUSE Global Technical Support.

29.1. Create a service request number

Before handing over the support data to Global Technical Support, you need to generate a service
request number first.

To create a service request, go to https://scc.suse.com/support/requests and follow the instructions
on the screen. Write down the service request number.

Privacy statement

o SUSE treats system reports as confidential data. For details about the SUSE privacy
commitment, see https://www.suse.com/company/policies/privacy/.

29.2. Collect and upload support data from SUSE
Multi-Linux Manager to SUSE

Procedure: Collecting support data and uploading with the SUSE Multi-
Linux Manager Web Ul

1. In the SUSE Multi-Linux Manager Web Ul, navigate to Systems >

System List » All and select the client which support data should be
added to the case.

2. Then navigate to the petails tab and select the support sub-tab.

3. In the field support case Number enter the service request number created
above.

4. In the field upload Region select option Eu or us depending on the server
where you want to upload your data.

5. In the field command-line Arguments you can enter options for tool which is
used to collect the data from the target system. Which tool will be
used can be found in the tip below this field.

6. In the field Earliest select the time of running this action.

7. Click button [Schedule]. The action is scheduled and will be executed
defined time. It will collect the data from the client and upload it
directly to the upload server.
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29.2. Collect and upload support data from SUSE Multi-Linux Manager to SUSE

Supported Products where support data can be collected:

e SUSE Multi-Linux Manager 7O %<

e SUSE Multi-Linux Manager Server when it is registered as Peripheral Server in a

o Hub Scenario

¢ all SUSE Linux Enterprise Server and openSUSE clients
e SUSE Liberty and compatible clients

e Ubuntu clients

* Debian clients

o To upload the support data from the main SUSE Multi-Linux Manager Server please
still use mgradm support config from the container host.
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TOF > LBET B7HICSUSE Multi-Linux ManagerhMER T 38Ry hT7—0 4 >2 71—
ICehtXZFEL XTI,

O BBIC. I8N —SHEBIRT S5, sshiBEIEF vy 7FryInEt A

. cobbler sync=BItAL £ 9,

© REAEREIT B8, R¥ICCobbler json¥ vy a7 7 ILEHIRLTH S, cobbler sync% %
TLET,

rm /var/1lib/cobbler/pxe_cache.json
cobbler sync

cobbler syncHh& 7 L7 5. TCPdumpsZz{ElEL %9,

WiresharkZfEF8 L CTCPdumps%Bi=. [Statistics (#5t) > Conversations (®5%) 1 ICEIL
T AT EIN20%=[™F5%F 7,

TCPRTICHYIDEZRE T, CORTICRREINZEIF. SUSE Multi-Linux  Managert —/\ & SUSE
Multi-Linux Manager 7OF S TF v FF v SNIicGFE R ERLTULE T,

[Duration] (HARE) FZEIEL £,
© FIEICY—FLTEBL. 77 1ILOEEICHD > -/ \EREZREELET,
O BRIBEICY — F LTEATL. A—RILRinitrdDEEA Y. ASAT7MILOBRAEERAEL T,

() R— F4505 450613 SaltBEICERAINZ=HEEL T T,

TCPdumpsD 73 Tld. SUSE Multi-Linux Managerthy —/\D'5 7OF S AD. H 1 XHHI1800/81 ~ D/
B 7AILDEEICK0IMD D >l e ZRLTVWET,

REBRT7AINRBZL DD ETRATLIED, NEBT7MILOENZ VD, FTWXSNE T 7ML EICH
LWTCPEAMER S, BEIL SN ERBNZ < BD LT

ABBIRWHAREE08YR 3 USE Multi-Linux Managerty — /N 7OF S BEOREVEEARBICET S~ I a—FT1 >0 .



L7ch o T S NRXEE & BB REHE (7o & ZIE. $95000) D Nl (xRS A0 B EHEERE D
5N F9(5000*0.3/60=25%).

30.11. BB OISATO MDD NS TN a—Fa0 Y

TaskomaticPa 73, 77147 FHEREINTWVWE Z EZ R T 7D 77107 > MIEHNICpingZ
EKELET. 747> 24K ETaskomaticOF v 714 VICIWELBWESIF. BHTHDI L H
BINET, WebUITENRISAI T DI MZRRTBICIF. PATL> DATL—E > BHICES)
LFET,

34T MITETEREHTEMCHSZRIEEDHD £,

* U547 > MMISUSE Multi-Linux Managerf —EXADI >V HZA FILXY EHMFETNTULZA L,
* USAT Y EHHTTPSERZFFAILBWIT 717U+ —ILOBERICH S,
* UIAT Y EDMROTRESNLTOFLDERICH B,

°* U547 > hHEABSUSE Multi-Linux Managertf —/NEBEL TWLWE D, BFEHDIELERESNTL
AW

° U547 > hHSUSE Multi-Linux Managertf —NE@ETE 3Ry N T—JRICHRL,

o J7AT I A—ILHY 54T > b ESUSE Multi-Linux Managertt —/\BEDO > 71 v o270y oL T
W3,

* Taskomatich'IE L < BRE TN TLVELY,

H—=NADT 547> MEGDFHRIC DL TIL. Client-configuration > Contact-methods-introz8E L
TLEEL,

R— FREDEMICOWVWTIE. installation-and-upgrade:network-requirements.pdfZ B8R L T 72T
(A

T77A4T70F3=INDEZTIa—T1 2T DFEMICDOLTIE. Administration > Troubleshootingz &8
LTLIEE L,

30.12. —NHRBDO F STV a—-F1 2T

H—N\EREETIE. FrvPaxFRALTISSYAZ—CAL—T%EEBLEY, cNbDFvywall
. EWBITY M) ZERT2NIDREETZHEMDNHDET, DFE. FvviadfxiE\EHETY
FUEBRALTWSTH. NTEBRITDZIN—2aVICEFILIEBTONITDBRRINZTEENH D £

To FLWN=T3>DISSICT7 Yy TSI L—RLTHBEIERLBRVESIE. IRTOFvryazol
7LT, BEORRCAZHEVWIY MDA BWC EEZRELET,

FrvPaIS—Il&D. TETERIFT—THEBNKRBRI BABEELNHD ETH. T5—AXvt—2E
B RDESBABZLR—-FLET,

consider removing satellite-sync cache at /var/cache/rhn/satsync/* and re-run satellite-

184R— | £208— 01185051 T RO STy a—5 o | [N


installation-and-upgrade:network-requirements.pdf#ports

sync with same options.

CNZRRT BICIE. ISSKAZ—LISSAL—TTHv v aZHRL T REFMERICETISELS5ICL
E3E

o H—NAVTFFRTYTILUCT I RTBICIE. T TFHHRR FTmgretl term%zR17L
F9.

7O =S ISSF v v a5 —DER
LISSYRRAZ—DIOAR Y RTIOY T RT, roote LTy YRE—DF v v a7 71 IL%HIBRLET,

rm -rf /var/cache/rhn/xml-*

2. —EXRZBEFHLE T,
rcapache? restart

3. ISSYRAZ—DIOAR YR TOYFRT. roote LT AL—TDFvvoaT77IILEHIRRLES,

rm -rf /var/cache/rhn/satsync/*
4 H—EXRZzBEBLET,

rcapache? restart

30.13. A—AIIEITEAPBEDO S TN a—To 2T

—EDOHFWT— RSy TR FRE. O—AILABEEADY VI ZME S TIBFRICERLE T, h
IC& D, zypperldA—HILDFITEIIBAE ICRA T S Unrecognized errorziR L £9, /etc/ssl/certs/T+ L
DRUEFITYITEILICED. O—AINFITEIEREANDY VIHELERINTWVWE Z EZEET
TEJ, COMEHLRELEBEIE. zypperBIFEEDICIHET B ESICT— A NSYTRI )T %E
BT 2R TIHNENHD £,

30,14. O A2 LT7O MDD NS TN =T 2T

7 7 # )L b Tl&. SUSE Multi-Linux Manager Web UllZ—H 2300 ICBEOJ 1> T35 L SICEKLF
T WEICE>TE OV RALT I COEZRELIZWVEEDRHBD £,

{E%#FHET BIClF. rhn.conf web. xml@l’ﬁ?‘if‘ﬁ%?%%gﬁﬁ D%9d, [etc/rhn/rhn.confTHERID
B, web. xmI THEMNOEEHRELTLIEE CD2DODEIXFEICERICE L BZMNELRHD £9,

T ZlE A LT MEZIBRRICEE T 31213, rhn.confOE%E3600F5%E L. web.xmlDfE%Z 605
ICERELE T,
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70— w:Web UIOG A 21 LT MEDTHEE
1. OAYTFHRANT, Y—NAYVFFRATIAI VRS2 EET,

mgrctl term

a. Jetc/rhn/rhn.confZBAWVV T, XDITEZEMF/-ISMREL T, WEMNOFHFLLWZALT Y MEZED
9,

web.session_database lifetime = <Timeout Value_in_Seconds>

b. 771V eR®RELTHALE I,

c. [etc/tomcat/web.xmlZ BT, XOTEEBMELISFEL T, DEMNOFLWVWZA LT Y MEE
ELEER

<session-timeout>Timeout_Value_in_Minutes</session-timeout>

d 771 z2RELTHALCE Y,

2. AVTFRAMTY—NZBEFHL T HFLULREZEALET,

systemctl restart uyuni-server.service

30,15. X=LERED TN a—TFT1 2T

BRI AX—)LBEICT 278, RAfZzEMI L. I—HFHENRT—RZEEL T [etc/rhn/rhn.conf
TSSLF 7 IISTARTLSZEMICT B LN TE T,

java.smtp_server = string (default: localhost)
java.smtp_port = integer (default: 25)
java.smtp_auth = true/false (default: false)
java.smtp_ssl = true/false (default: false)
java.smtp_starttls = true/false (default: false)
java.smtp_user = string (default: null)
java.smtp_pass = string (default: null)

SMTPH —/VEEDEHRY 1 LT 7 b 2P TICIE. [etc/rhn/rhn.confTRD/INS A —FEZHZETETET:

java.smtp_timeout = integer (777 JL k: 5000)
java.smtp_connection_timeout = integer (77 =#JL k: 5000)
java.smtp_write_timeout = integer (77 #JL k: 5000)

30.16. Mass Machine_id Duplication

SUSE Multi-Linux Managerzff L TREY > Y EEBE L TW3EEIE. REY>>0oO0—->%ZERT 3
CRIUDHZENHDET, sO0—2kid BIFEOT 1+ RAVDERAGIE—THEI T 71X )T+« AV ZER
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TBRREIYSDIETT,

RE<S >0 O—- 2%k % CREZ KIBICEINTEZID. 71 XJ LOBABHRHIEELEL TVSE T
DICEEDNRET BRIREMEDHD X,

If you try to register two machine where one is the clone of the other, you probably want SUSE Multi-
Linux Manager to register them as two separate clients. However, if the machine ID in both the original
client and the clone is the same, SUSE Multi-Linux Manager registers both clients as one system, and the
data is overwritten one the second machine is registered.

This can be resolved by changing the machine ID of the clone, so that SUSE Multi-Linux Manager
recognizes them as two different clients. For more information and instructions on how to change
machine ID, see Administration > Troubleshooting.

However, in some situations, it is neither feasible nor practical to change the machine ID on all systems,
as this could disrupt other applications that depend on the existing machine IDs. In those cases, a option
is available where a fake machine ID is generated to be used in the context of SUSE Multi-Linux Manager.

Procedure: Generating machine ID for SUSE Multi-Linux Manager at
registration time

1. Create a Bootstrap script (skip this step if you already have it) For

more information, see Client-configuration > Registration-
bootstrap.

2. Open the file and change the parameter:

GENERATE_OWN_MACHINEID=1

3. Start using your bootstrap strict, and machine ID will not collide
anymore.

30.17. noexecT/tmpZEI VY FFB3HZED LTI
A=T12J

Saltlx oS4 7>V bD T 7AW AT LALEDtmpH S E—FIT Y REEITLET, L7ehto
T. noexecA 7 a VHEBEL T tmpEIY U FLABWVWTLK IV, COMBEZBRTZDHEEIE. —
BT Lo hUNZESaltY —E XICHEESN-TMPDIREEZH TLEE LT, noexect 7 3 VH'RE
TNTVWEWT A LI MU EETLSICTZ L TY, SaltBundlezfERT 358 IEsystemd ROy 71>
ERTE 7 7 1 )L /etc/systemd/system/venv-salt-minion.service.d/10-TMPDIR.confZ L. 751 7> k
Tsalt-minionZz {FH 7 315513 /etc/systemd/system/salt-minion.service.d/10-TMPDIR.confZ £ 9 %
CrEsBMmHLET, FOVYTIVBETI 71ILOREBDFZRISRLET .

[Service]
Environment=TMPDIR=/var/tmp

PP R



30.18. noexec't“/var/tmp’&?"j FBRIEEDETT
Woa—7129

Salt SSHI&. /var/tmpZ{#F L T. Salt BundleZHfEL. /N> RILEN7PythonEEB LTI/ 17>~
ETSaltav Y REEFTLTVWETS, LD 2T, noexect 7o 3 VU EIBEL Tlvar/tmpE T > b LAL
TLIETLN, T—rRA LSy 77O 0T MMCRREY B 7oHICSalt SSHZERL TWa 7
&. [var/tmphinoexecHt I 3 VTN IV SNV TA T b EWeb UITT— XY T3 CIE
TEEtHA.

30.19. +93 %71 RV BEDVBEWVGEDFSTIILS a—
T Y
BB T IE0IC. FRTI3T A RAIVREXERL TS MLIDXFST 71 ILS AT L

T/var/spacewalk ¥ [var/lib/pgsqlxF T e 2 HEOH L E 7,

MEADTF7AILS AT LEERELTWVWSIEE. [etc/fstabziRE L. [var/lib/pgsqltr TR 2 —L%ZHIFRL
9, Y —N\E=BEFLTEEZEREFLET,

Tw 7L —ROBBEDEMICOWVWTIE. BTOJ 771 EERL TS AJ771id. 7v 7
JL—RLTW3EYZXT LD/var/log/rhn/migration.loglZ$H D £,

30.20. B SN a—=TFT1 T

BHNXA =0T 74 COBEMEARIL30HTY ., ZOEBNMBTF D . XvtE—JEHAAARRT—4
ARG T —EAR—ZADSHIBREINE T, CDEZZEET SICIE. [etc/rhn/rhn.conf TRDITE B £
TZIdREL £,

java.notifications_lifetime = 30

BHSA TEENEIIFERICT BICIE. Jetc/rhn/rhn.confTRD K SICITEEBME-ISREL 95

java.notifications_type_disabled = OnboardingFailed,ChannelSyncFailed,\
ChannelSyncFinished,CreateBootstrapRepoFailed,StateApplyFailed,\
PaygAuthenticationUpdateFailed, EndOfLifePeriod,SubscriptionWarning

T 7AW EREEHREA TS a3 IZDWTIE. usr/share/rhn/config-defaults/rhn_java.conf>> 7L — k
T7AINEBRLTIEETL

370 21.OESURS FUDBIMED S TN a—-FT1 >

SUSE Multi-Linux Managertt—/\TOpen Enterprise Server (OES)ZABICT B ICik. BTN TWS 7O
=TI RVET,

T7O2—2v: 0ESURD M) DB

188R— [ £208/R—30.18. noexec T/var/tmpEX T > b 23HBED ST T a—FT1 >0 |_



1. OESIC7 7t XA TE B Microfocush 5D X 5 —ERRIEHRHH 2 e 2R L FT,

2. SUSE Multi-Linux Managertt—/NicOg 1 > L £ 95,

3. [BE>ty bFyTUo¥—F>BRBOERER] ICBHLIT,

4. §TIZSUSE Multi-Linux Manager®SUSEE&IBERHI $ 5 Z L AL £,

5. FHEBMOA 7> 3 > %FERL. MicrofocusEgEHREAITLE T,

6. [BEB>ty b7y T oo ¥ —F>EBOERBER] ICBHL T, EFRENTTIZ0ZFEET,

7. OESIIFEFHEINHR I A MIRTINET, NT. HOBROLSIC. BMITETELIICHDF
L7

OESOEMIC DLW TIE. https://www.microfocus.com/documentation/open-enterprise-server/z£
BLTLLIEEL,

3022 Ny T—PDRBED S TN a—FTa 2T

VA7 b EON Y=o 0Oy I ENTLWSBIEE. SUSE Multi-Linux Managert — /NS BB RTEER/\
FOty bZELKHITERWEELHD XTI, COBE. N T—2DOEFHIEWeb UITERTE XY
P IFATYMIBRREINT, V547V hZ2EHLEISETBREERMLET. Nyr—JoOvok
BAVRbZ2FTv I LT 9547 ETRY =280y I TN TVBHBRATHTUL SO ZHIBTL
ESr N

9747 hET Nyr—=200v I AV R EZFT v I LT Nyr—2A0y 7 ENTULWS DN,
AT TVE D ZzHBL £,

° RV KR—bTTv b TA—LTIE [etc/lyum.confzF v o LT, exclude=21REL T,
* SUSE Linux Enterprised® & (fopenSUSE T, zypperlocks A< > RZEFERALE T,
4 " N - EA — . &
30.23. grainZRABAI RNV MIETIESDO NS TV a
— ~ \d
T 20
SaltZ7 54 7> h&. 28T 7. machine_id grainz SUSE Multi-Linux ManageriZiE L £9, SUSE
Multi-Linux Managerid. CDgrainzfEALT. 750472 bHERINIDAESHZHELEFT, D7
Ot X TiE. AfASaltI—IILHAMETY, BEfASaltdI—)Lid. 20O 7O ZTOv I3 370D, L8
DU AT > b ERKICEE T 356, KBGELENRET ZAREMLHD 7,
COREZRIRT 27D R DOEEASaltOI— )Lz BT 270 DHFH L LWEEEEN SalticBATh F L7

COMREZFERATB3ICIF. COMBZYR—FLTWEISATY DI TAT Y FREICKRE/NTA—H
ZEMTEEXT,

OO R%EBEICT BICIE. mgr_start_event_grains.slsA\)L/N—SaltDREEFERAL £ 7

‘, CDEREIF. BEBEADISAT Y MIOAFBERAINET, BOSAtVSA7> hEE
FBLIEBE. CORENTAXA—FIFTILILETEMEINATVLET,
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SUSE Multi-Linux Managertf—/NXDIAY > K 7OYF T, RO > R%Z{EH L Tstart_event_grainsi&
EANLN—ZBMILEFT,

salt '*' state.sls util.mgr_start_event_grains

COOARVRERITTRE. BRERBENISATYRORET 7 ILICEMEN. 2547 > =EBiLH
LceEICBERAINE T, 951072 MIOEWEE. Ny FE-—RTIOAYYRERTTEET,

salt --batch-size 50 '*' state.sls mgr_start_event_grains

30.2;, TO*S DEESLUVFQDND RS TS a—F
.

TOFURETERINTWVWE IS4 T7 Y D Web UNZRRENZZEHHBDETH. EDLIBRIZAT
YEATOFVRBRETERINTUVWECCIETREINEEA. TREHN X1 > %(FQDN)ZER L THERL T
WA WSS, SUSE Multi-Linux ManagerT7OF A REMINBVE. COBENRETEIeHHD £
ED

COEEZEET ZICIE. FOFSDI ST MRET 71/ Tgraink L TEMDFQDNZIEEL F7

grains:
susemanager :
custom_fqdns:
- name.one
- name.two

30.25. 70— 9517V FOBRO ST a—F
1270
SUSE Multi-Linux ManagerzfEfA L TRET S Y ZEBEL TW3HEIF. REY>>0/70-2%2 KT %

CRIUDBEDHBDEY, 70— rid BIFEOT A AIDERBZIE—THBT7A1IV T+ A2 %R
TBRREBIS>DIETT,

RS >DIO—>%ERT 3 CRBZKIBICERTEZ TN, T4 XUV LOHEBRIEEL TWVWS T
DICEEDRET SRS DHD £,

TTICERINTWVWR I ZAT7 Y MBI HEIE. €047 booO—>%zERLTHS. 70—
ZERLELS TR B85 SUSE Multi-Linux ManagerTEZENHEZ2DDHRDI AT b LT
BRIDIMERHDET, L. TDITA7>heoO—>0I> VIDARFELEHE. SUSE Multi-Linux
Managerld@BE DI A4 7> b Z1DDI AT LE L TERL. BEOI A7 b 7—R1F70—->D7—
ATEESTINES,

Cfd. SUSE  Multi-Linux  Managerh2DDRID I 147> b LTERETES LS. 7O0—>DIY
VIDZEETBETHATETET,

" COFOY—SYDERATFY AFIO—2IS5AT Y FTEFEINET, coFOv—
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2 ¥ TIFSUSE  Multi-Linux ManageriCERENTFETHD. TDI AT > bz
ELFEH Ao

TO =Sy BRINSat I SAI 7V FTOEEIT BV VIDZRRT S
1. Initial System Configuration
a. J0—>I2 2T, RAMZEIPZRLRAZZE L XTI, Jetc/hostsiC
MASGNIEEBEELWRANIVMUARAEENTVWE e =ML
9,

2. Resolving Duplicate Machine IDs

a. Fordistributions that support systemd:

.. If your machines have the same machine ID, as root, delete the
files on each duplicated client and re-create it:

rm /etc/machine-id

rm /var/1lib/dbus/machine-id

rm /var/1ib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure
systemd-machine-id-setup

ii. If the cloned machine also has a folder in jvar/log/journal/ it needs
to be renamed accordingly to the new machine ID. If names do
not match, journalctt could not retrieve any log and podman logs
would not show anything.

mv /var/log/journal/* /var/log/journal/$(cat /etc/machine-id)

b. For distributions that do not support systemd:

I. As root, generate a machine ID from dbus:

rm /var/1lib/dbus/machine-1id
rm /var/1ib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure

If you are cloning a Red Hat Enterprise Linux 8.10

server that will later be liberated to SUSE Liberty

Linux, you must perform extra steps to fix the kernel
o configuration files.

Red Hat Enterprise Linux uses the machine ID to

1K= ST 025 55T 0BRSS 7+ |



generate kernel entries in /boot/loader/entries. Not
performing these steps will result in a mix of old and
new kernel entries after the liberation, as SUSE Liberty
Linux kernels will create new entries instead of
replacing the old ones.

After changing the machine ID and before liberating,
run:

sudo rm -rf /boot/loader/entries/

sudo for ver in $(rpm -q kernel --qf '%{VERSION}-
%{RELEASE}.%{ARCH}\n"); do echo "Reinstalling kernel
$ver..."; sudo kernel-install add $ver /lib/modules/$ver;
done

sudo grub2-mkconfig -o /boot/efi/EFI/redhat/grub.cfg

For more information and example on liberating
Red Hat Enterprise Linux 8.10 server, see Common-

workflows > Workflow-liberate-rhel-with-
secureboot.

3. Reconfiguring Salt Clients

a. If your clients still have the same Salt client ID, delete the minion_id
file on each client (FQDN is used when it is regenerated on client
restart).

I. For Salt Minion clients:

rm /etc/salt/minion_id
rm -rf /etc/salt/pki

i. SaltBundleZ 517> DA

rm /etc/venv-salt-minion/minion_id
rm -rf /etc/venv-salt-minion/pki

b. Delete accepted keys from the onboarding page and the system
profile from SUSE Multi-Linux Manager, and restart the client with.

i. For Salt Minion clients:

service salt-minion restart

19205 [ $UEN=-T 025 501257 0BRSS 7+ |



i. SaltBundleZ 517> FDIFE:

service venv-salt-minion restart

C. 72472 rEaBEFRLET, 754072 MMIRK B /etc/machine-id
ZEFDOLDICHD. [vz7nomE] R—JIZIELKRRINDIFTT
ERS

30.26. SL Micron®D ) E—FMIL— OG>

For enhanced security, new installations of SL Micro 6.1 and later do not allow password-based remote
root login anymore, which affects server and proxy container hosts running on SL Micro and managed SL
Micro clients. Also, SLE Micro 5.5 clients with password-based remote root login which will when be
migrated to 6.1/6.2 will suddenly lose this access and must be newly configured. For more information,
see SL Micro Release Notes 6.1 (https://www.suse.com/releasenotes/x86_64/SL-Micro/6.1/
index.html#jsc-SMO-405).

SUSE Multi-Linux Manager 703 < 7% £ ®SUSE Multi-Linux Managerd>R—% > bz Bl d 2MIC. 77
#I T NRT=REXR=ZDOUE—bMIL—+OATAVPBETYT, NAT—REXR—=ZDUE—FIL—FO
TAVERDRAT Yy TTHEMELTEET,

7Ao =T v: SLMicroTONRT—RZEALSSHIL— AT 1 > DOEZIL

You can enable SSH root login in two different ways. Either of them will
work; choose the one that best fits your setup.

Option A: Use the preconfigured package

1. Install the package openssh-server-config-rootlogin from the UI/API on the
client.

2. Reboot the container host to activate the new configuration either
from Ul or from terminal

Option B: Edit the SSH configuration manually

1. Add a drop-in config /etc/ssh/sshd_config.d/permit_root.conf file, with the
following content:

PermitRootLogin yes

2. Reload the SSH server configuration

systemctl reload sshd

193K | 22085 2026, S Moo - 05+ > |
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3. If connected using SSH, before disconnecting from the server, validate
the SSH server is working correctly by opening a new SSH connection.

transactional-updateDEElIC D WL TIE. https://documentation.suse.com/sle-micro/6.1/html/Micro-
transactional-updates/Z BB L T /&L,

30.27. HIRENF O STV FDEZD STV a—
T
(1] Y—NIVFFTRT Y TERITT BRI, mgretltermEERLE T,

HIBR SN (BRBRIN) IS4 TV R EFLCBERTERVWCEAHBD FT, COMEERRT BIC
&, BERZHS—EHASHIIC. SUSE Multi-Linux Managert —/\(Saltv X # —) E T—&BdDSaltF v+ v >
A7 7AINEHRTDIBELRHD £,

rm /var/cache/salt/master/thin/version
rm /var/cache/salt/master/thin/thin.tgz

30.28. Web UID' 5 DBEHNRKBL, TS—HRREIN
BWEED TN a—FT129
Web UIH 5 OFIFAEERTlIE. IARTDSalty 17> bhtSalt SSHZFR L TWLWFE T,

ZOME L, SatSSHI A4 7> bEY—NICIS—ZHRELEFEA.

7=72L. Salt SSHZ A 7> hid. I5—%ZHETE 50O Z/var/log/salt-ssh.logicO— D ILICREL £
ED)

30.29. Red Hat CDNF ¥ > )L L IEBDEHED k57
Voa—F1 29

Red Hatd> 7>V TNV Ry 7= (CON)F v > RILISEBDORAEZREIZ A HD T
A\ SUSE Multi-Linux Manager Web UlIZE—DIEERE LD > R—hTEEtE Ao CDNASUSE Multi-
Linux Manager Web UICERSBIEIN TV RIIFAE L IFB R ZFFAEZ IR LB E. RSN ERTH-TH
BEENERB L. VRS MIADTIELZAN—Z v a vHEEEINE T, ROELSIBIZT—XvtE—Ih%
&9,

[error] ([Z5—1)

Repository '<repo_name>' is invalid. (JZRT k1) '<repo_name>' |[SEN T, )

<repo.pem> Valid metadata not found at specified URL (BB XXTF—2HIEEINTWLS
IRLTRODD FHATLR)

History: (RBFE:)

- [|] Error trying to read from '<repo.pem>' (

"<repo.pem>' NS DFAAAFFICTT—HNRELF LK)

- Permission to access '<repo.pem>' denied. ('<repo.pem>' NDT7 I EZAMEFINF LT )
Please check if the URIs defined for this repository are pointing to a valid

repository. (COURIS FUBICEZRINTVWBRINENARURS MU EIELTVWEZHE SH%ERE
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MLTLREL, )

Skipping repository '<repo_nam' because of the above error.
(ERBTS—D7sd. VR R <repo_name>'#XF v FLET, )

Could not refresh the repositories because of

errors. (ES—HMRELLLDH. VRS M) EBEHTIEFLATLS . )

HH:MM:SS RepoMDError: Cannot access repository. Maybe repository GPG keys are not

imported (HH:MM:SS RepoMDError: URIS hUICTIVERATEF A, URI KU

GPaF —H' A Y R— TN TVRWVWATEEMDL B D £7)

COMBZRTDICIE. TR TOEMBIRAZZ1DD.pem”7 71 )LICY— L. SUSE Multi-Linux
Manager T 9 3EFAZE = HBIER L £ 75

F|E: $5#dDRed Hat CDNSFBAE D fRR

1. Red Hat 754 7> DX > ROV MT. root LT, /etc/pki/entitlement/H 5 TR TDIRIT
DEEAE% B — rh-cert.pem” 71 JLICINEL £ 9

cat 866705146090697087.pem 3539668047766796506.pem redhat-entitlement-authority.pem >
rh-cert.pem

2. [etc/pki/entitlement/H' 5 TR THIRITDOF —%BE—Drh-key. pem”7 71 JLICWNEL £ 95
cat 866705146090697087-key.pem 3539668047766796506-key.pem > rh-key.pem

I, Client-configuration > Clients-rh-cdn®FIRICHE > T. L LEEBAEZ SUSE Multi-Linux Manager
HF—NICAVR—bTEFT,

30.30. SUSE Multi-Linux Managerd—/\D&ZTZEED
— \d ~ — \}

| o Rl ol 27

SUSE Multi-Linux Managerty —/N@D7R X b O— AL TEET 335E1F. SUSE Multi-Linux Manager- >~

Zb—ILDBEYICHREEL R AD ET, hiE. EEDNT—ER—IATITONTVWARW . ZEELNI S

T he7aFVICERINEVEOHTY,

30.30.1. H—NDHAEE

If you need to change the hostname of the SUSE Multi-Linux Manager Server, you can do so using the
mgradm server rename command. This command updates the settings in the PostgreSQL database and
the internal structures of SUSE Multi-Linux Manager.

30.30.1.1. H—/\E&E

The command takes no mandatory parameter, but can take the new hostname if it is not the one from
the container host.

In case any SSL certificate needs to be generated to match the new hostname, the SSL CA password
needs to be provided. This is safely achieved using a configuration file

Procedure: Prepare the configuration file for the SSL CA password
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1. Write a config.yaml file with content like the following:

ssl:
password: "<THE CA PASSWORD>"

70— +: SUSE Multi-Linux Manager—/\O &/ ZEE

L SZAFLLARLOY—=NDRy bT—UFEZ. DNSH—NTO—ALELVIE-FTEELFT,
5| SLABRDICDDREZIEET IHBEDHDET. Fv T —IREDEEIF. DT LD
BHEBELRLAATRITINE T,

2. SUSE Multi-Linux Managertf—N\ZzHi&EE#HL T, HILLRY FT—IERZERL. "X MEHEET
NTVWBZrzmRLET,

3. On the container host, from the command line, execute the following command. Add -c config.yaml
if you created the file to store the SSL CA password:

mg radm server rename

If the new hostname is not resolvable, the command fails.

The renaming procedure also takes place during the restart of the server container. The logs can be
found by running this command:

mgrctl exec -ti -- journalctl -u uyuni-update-config

Be aware that this command triggers a refresh of the pillar data for all Salt clients when restarting the
server container: the time it takes to run depends on the number of registered clients.

30.30.1.2. BEEEINTWVWE I 517> FOBRE

95472 FHSUSE Multi-Linux Manager7OF>Z N LTEEBINTWESIE. COFIEZXFv S
L¥d,

ROTOAY—TvefEALT. BEEFEEINTVE TSI 7V M Z2BREL. HILLWRX MR EIPTRLZR
ZRAHTEBLSICLET,

TAOo—S v BEEEERINTVWSI 517 FOBRE
L IRNTOISA 7Y hDSalty 517> MREZ 7L T HLULSaltv RZ—(SUSE  Multi-Linux

Managertf —/N\)D%&EIZIEEL £7, 7 71L&l Jetc/venv-salt-
minion/minion.d/susemanager.confG¢, Salt BundleZfEAR LAVEEIE. [etc/salt-

minion/minion.d/susemanager.conf T,

master: <new_hostname>

2. IRTDIZAT7> LT, Saltr—eXZBEH LT, XIAYVRERTLET,
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systemctl restart venv-salt-minion
F7zld. SaltBundleZER LB WMESIE. ROOAT Y FZRITLET,

systemctl restart salt-minion

30.30.1.3. highstateZBRA LV 51 7 > MES

RIS, RRAMEDSAtI 47> FREICERICEEIND L SICT BICid. highstateZBA L £9,
highstateZ AT 5 . JRI FJURLDKRR FEHEFINET,

30.30.2. 7AOFX > DBHRE

IRTOTOF O ZBREITIHVEDNHDET, HLLWT—NAECF—Z27OFDICOE—TIHEN
HOFT, FMICDOUVTIE. Installation-and-upgrade > Install-proxyz B8 L T 7230\,

TOFRHATPXED — b2 EHET 25813 7OF S OREZHRTI2HELNHD £
T, VT HEETNTULARLSUSE Multi-Linux Manager 7O 24 38BHTPXET — k%
EEY 2583, titpsync 2 BREI ZHEHLHD £,

AYTFHERIART, ROOAYY RERITLET,

mgrctl exec -ti -- configure-tftpsync.sh

== — > ~ — -~ .
30.31. RPCES AT LT IMND S TN a—F1 Y
RPCIEHTIE. R FT—IOWEREICHE-T=D. XYy b T—T Y IORE T LD TR=HICZA LTI
FTRAZEDLHDFT, FOHR. NvTyr—ORA T O—ReNyFOaINNYSTLIEDFEEDEHER
D FET, BET7TIL%ZIRET DTy RPCIEMBFICHHDIRAREZALTCETEI, 7L, Ch
TlExy D= 0REIFREINT . TOECZIBRN T TEIDOTIEFHRCEKBLE T,

70— v RPCIEG 21 L7 kDR

1. SUSE Multi-Linux Managertt—/\T. /etc/rhn/rhn.conf7 7 1 JLEZBWVT. BAZ A LTV MEFE
f)ZHRELE T,

server.timeout =‘number®

On the SUSE Multi-Linux Manager Proxy, open the [etc/uyuni/proxy/config.yaml file and set a
maximum timeout value (in seconds). The proxy containers need to be restarted for the change to
be effective:

timeout: ‘number®

2. zypperz £/ 9 % SUSE Linux Enterprise Server? 5 7> kT, [etc/zypp/zypp.conf” 7 1 JLZBHL)
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T BRRZA LT MEMEM) ZRELE T,

## Valid values: [0,3600]
#tt Default value: 180
download.transfer_timeout = 180

3. yum%Z 9 % Red Hat Enterprise Linux2Z 57> kT, [etc/[yum.conf7 7 1 JLZFAWVT. RKZA
L7 MEMEBEM)ZRELEX I,

timeout =‘number®

o RPCRA L7 T b Z180MKRFEICHIRY 335513, TRICEBGRRENFIEINS ) XD
N"HOET,

30.32. 4 eRTINBSalty S5 17> F EDNSERE
DESTNSa—Fa9

Sato A7 Y FHRITENTVBRHETH. Ny T—COEHCREOEBRBLLEDT 7 avid. ROX
vE—JTERRELTY - N BrR@ELHBD £9,

MinionB A > L TWAH. EHETITEFHATL

CDH/E. T avDRTDa—ILEZTELTAHATLETV, TP a—ILOZENKINLI-EE. BE
DIREIIDNSEHEDIRD THARIEEMELH D £9,

o B—NAVTFTRTOTIICTI7ERT3ICIE. AT FHHRR FTmgretl term% 2170
E N

Salty/ S+ 7> bHBREE SN F. £iE grainhBFHINIIFE. 75172 MMIFQDN grainzstHE
L gralnb‘ﬁLIE*#’Léi'CﬁI\Kinﬁ/uo SUSE Multi-Linux Managertt —N\TRX&IJa—ILEhiz7 o>
3 UHRITEINZHE. SUSE Multi-Linux Managerth — /NI, EBO 7O a>ORICT ZA4T7 > MMIRL
Ttest.pingZE1TL. V547> FAERICEITEINTVWT T a>vZ M)A TEZCZHRLET,
77 #I)L b Tl&. SUSE Multi-Linux Managertt—/\idtest.pingd< > RH S DB EEIE T % oI5
FHLE T, SHWURICREDZEINBWVGEE. 7723 VIFKBICERESN. 9547 MDA T LT
WBH BRCTERN 27 WS Xy E—UDBRRENEFT,

CNZEETBICIE. 77172 FDODNSEERZEIELT. 754072 A FQDNDERFPICSER X v &
LBWEKSICLET,

A TEARVFEIE. SUSE Multi-Linux Managerb‘—/\td)/etc/rhn/rhn conf7 7 1)L
(Djava.salt_presence_ping_timeoutDfEZ4L D KELMEICEP L TAHTL S

1

mgrctl term
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vim /etc/rhn/rhn.conf
java.salt_presence_ping_timeout = 6

2% ROIRVRZETLET,
mgradm restart

CDEZAREI TS L. minioniICHETE HVO D minionHIHE LR LD H & SUSE
o Multi-Linux Managert—/\H\HEEE 9 2 D ICEFREA DD D SUSE Multi-Linux Manager
F—NOLENEREMETLIEDIGE LR RO LET,

30.33. AFxF—=VYDT7 v I L—FHRHITIEED+S
Y ~ — \d

INoa—FT1>9

AF—IDT Y TIL—RIZKRT R L. T—ER—ADN—2 3 VERE LV Z DTN TDspacewalk

H—EXDFBEINELEA. RS LUFRITIZAZEDNDEY MIDWVWTIE. mgradm startzRITL T 2T

LYo

o B—NAVTFTHRTOTIICITI7ERXT3ICIE. AV TFHRR M Tmgretlterm% 2170
£9,

N=2 a3 VEREIYTFHFETERETIBZCDHTEERT,
systemctl status uyuni-check-database.service

FrelE

journalctl -u uyuni-check-database.service

—f&E7%  mgradmIY Y REEITLAVGE. CNH6DOATYY RERTIZ TNy IBERIAHASINE
ERS

3034. D F S TN a—TFTo 2T

FEHAIZ T ZTEREATRRI B AIEMDH D ET, EFEEICRY 35FMBRzEIGY 5ICE. RDOIY
YRERITLET,

export URLGRABBER_DEBUG=DEBUG
spacewalk-repo-sync -c <channelname> <options> > /var/log/spacewalk-repo-sync-$(date +%F-
%R).log 2>&1

[var/log/zypper.logl_d 3 ZypperiC & > TER S N/-OJ = RT3 HTEET,

GPGF—DF—H
SUSE Multi-Linux Managerldt— K /N\—7 1 OGPGF—Z BEIMNICEHEL £t A. Ny 7r—JREANK

199~ | £208EE. X7 T L~ KRBT 380 k55— 7+ - |



T B5EIE. EEINTUVERVGCPCEF—HRERTHBIEREMELHD £, _DBE
I&. /var/log/rhn/reposyncZ BT, MDLS BRI T —%REKIT B THRETT T,

['/usr/bin/spacewalk-repo-sync', '--channel', 'sle-12-sp1-ga-desktop-
nvidia-driver-x86_64"', '--type', 'yum', '--non-interactive']
RepoMDError: Cannot access repository. Maybe repository GPG keys are not imported

CORIBERERY BIC1&. SUSE Multi-Linux ManageriCGPGF—% 1 V7 R— F I 2URBRHD 7,
GPGF—D - »7R— hDEHAIC DL TIL. Administration > Repo-metadataz 2B L T 72a W

spacewalk-repo-synch*5 D GPGF —DHIER

AR M) DGPGH— #Hispacewalk-repo-synczfEH L TFH T VR— b, COF—HFREICR
SIEFE(Te ZIE. F—PEEINLBEPL. TXANENERTERINIIESR). RO Y REFEH
L T. spacewalk-repo-synciC & > TR I N 5zypper RPMT—RZR—ZINSHIBRTE XY,

rpm --dbpath=/var/lib/spacewalk/reposync/root/var/1lib/rpm/ -e gpg-pubkey-*

C CT. gpg-pubkey-*IFHIFRENBGPGF—DHEEI T,

GPG*—DEH
GPGF—ZEH I 3HTIE. FTHLF—ZHRLTHS. HLVWF—ZERLTIYR—bLET,

Frv IV LOFR—H

Frv I LHKRKT B . [var/log/rhn/reposync/*.loga Yy 7 7 1 JLIZRD K ST 5 —HRRS
BIZENHD FT,

Repo Sync Errors: (50, u'checksums did not match
3263904c2fbd7a@e20@33c87fc84ebb36b24d937 Vs
afd8c60d7908b2ble2d95ad0b333920aea9892eb’, 'Invalid information uploaded
to the server')

The package microcode_ct1-1.17-102.57.62.1.x86_64 which is referenced by
patch microcode_ct1-8413 was not found in the database. This patch has
been skipped.

YA T avEFERLT. ARV RSAYTOY T SREEEZETTRIE T COIS—%RT
EEIERS

spacewalk-repo-sync --channel <channelname> -Y

COATariEO—NiFvyatNicF oy IHLICKETZDTIF A< ARFICURD ~
7T —RZREELE T,

BHEATLTO R
AV O—RPIRDIS—THA LTI T BEE:

28, 'Operation too slow. Less than 1000 bytes/sec transferred the last 300 seconds
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C DI Z—IE. [etc/rhn/rhn.confTreposync_timeout ¥ reposync_minrate DR EMEBHIEETH T
BRERTEET, T7AIEFTIE 300 TIH=D 10001 FRFBOEEDITHND . F7>O—R
HlEEINET,  reposync_minrate Tl B 7= D D/N1 M E A TE. reposync_timeout THFHEY
MMz RAETETET,

reposyncDRITHICF —EFHTHEET S
reposyncDE1TRC. GPGF—Z2FETHER I IMVENHZHENHD FT, fi:

# spacewalk-repo-sync -c nvidia-compute-sle-15-x86_64-we-sp3
1 7 : 07 : 4@ e ————————————————

17:07:40 | Channel: nvidia-compute-sle-15-x86_64-we-sp3

1 7 : 07 : 4@ e ——_——

17:07:40 Sync of channel started.

New repository or package signing key received:

Repository: nvidia-compute-sle-15-x86_64-we-sp3

Key Fingerprint: 610C 7B14 E@68 A878 070D A4E9 9CDO A493 D42D 0685
Key Name: cudatools <cudatools@nvidia.com>

Key Algorithm: RSA 4096

Key Created: Thu Apr 14 16:04:01 2022

Key Expires: (does not expire)

Rpm Name: gpg-pubkey-d42d0685-625893a51

Note: Signing data enables the recipient to verify that no modifications occurred
after the data

were signed. Accepting data with no, wrong or unknown signature can lead to a
corrupted system

and in extreme cases even to a system compromise.

Note: A GPG pubkey is clearly identified by its fingerprint. Do not rely on the
key's name. If

you are not sure whether the presented key is authentic, ask the repository
provider or check

their web site. Many providers maintain a web page showing the fingerprints of the
GPG keys they

are using.
Do you want to reject the key, trust temporarily, or trust always? [r/t/a/?] (r):

30.35. Taskomatic SN a—Fa 29

RS M) AT —HOBEERIFHBNEFNLE IO X TH B 7. Taskomatich'ZT 3 £ TICHHH
M BEEEMDBHD T,  F. Taskomatich'V T v a LiBza. VDAY M) XZFT—2OBERH T
SNBEEEMEDL DD £,

o HF—NAVTFTARTYTIUITI7ERT3ICIE. A>T FHRR FTmgretl term%z 21701
9,

Taskomatic AELEITINTVWBIGE. £EE7OINRI T v aLiBEE. WebUIT/Nyr—J8

FHOMERARICRZZHENHDETH. V1TV MMIKRRINT. 947V Z2EHLLOETBE
KMLET, CDHE. zypperref AV REFHTIE. RDLSBIS—HRRINET,

Valid metadata not found at specified URL
CNEEIET BICIE. TaskomatichE/ZV R MU XET—RZEFRTHZD FWBITv I ahEE

LIcATREED B A HhESH EHILET. A7V ROEFHNELLEITINDZLDIC. XET—H2DE
EHNATTT2ETHEIN. 775 vailTaskomaticsBiEEE L 9,
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70— v : TaskomaticD BEIED RR

1. SUSE Multi-Linux Managert—/\T. /var/log/rhn/rhn_taskomatic_daemon.log” 7 1 /L = FEZZ L
T AET—RBERTOCIDELEERITINTVED, Ty ahBELEEIESHEHIEL £
ER

2. taskomaticz B L £ 9,
service taskomatic restart

3. TaskomaticAZ 7 71 ILT. XDESBEABRE LR TITERRIT DI E T, X2 T—2BEMICEE
TR VERETEEXT,

<YYYY-DD-MM> <HH:MM:SS>,174 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Generating new repository
metadata for channel 'cloned-2018-q1-sles12-sp3-updates-x86_64"'(sha256) 550 packages,
140 errata

<YYYY-DD-MM> <HH:MM:SS>,704 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Repository metadata
generation for 'cloned-2018-q1-sles12-sp3-updates-x86_64"' finished in 4 seconds

30.36. Web UIDSBABDERT BBED RS TS
e Rl 2l a2

BITR. Web UINSARAENBVEEDHD £T, HLLWSRATLDKI MRABLIVIPT FLANHVS R
TLLRULHEG. BF. COTIT—R@FTI9HDF vy anGRATY., COEHICL>T—HRDT IV
HUEELT SRR B D 9

COBEIE. FvviaZld )T L TIR-DZ2BHRAAATRIEHMRLET. BEALDTIUHYTIE. C
DEfEIF. Ctrl + Fh ZH I TRITTETE Y,
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Chapter 31. GNU Free Documentation
License

Copyright © 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with
or without modifying it, either commercially or noncommercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms that
the software does. But this License is not limited to software manuals; it can be used for any textual
work, regardless of subject matter or whether it is published as a printed book. We recommend this
License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated
herein. The "Document", below, refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in a
way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either
copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document’s overall
subject (or to related matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not explain any
mathematics.) The relationship could be a matter of historical connection with the subject or with
related matters, or of legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The
Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
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then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or
(for drawings) some widely available drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input to text formatters. A copy made in an
otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not Transparent
if used for any substantial amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image
formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and
edited only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of
the work’s title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or
contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ stands for
a specific section name mentioned below, such as "Acknowledgements", "Dedications",
"Endorsements", or "History".) To "Preserve the Title" of such a section when you modify the Document
means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in this
License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.
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3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document’s license notice requires Cover Texts, you must enclose
the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these conditions, can
be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opaque copy, or state in or with each
Opaque copy a computer-network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy of the Document, free
of added material. If you use the latter option, you must take reasonably prudent steps, when you begin
distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an Opaque copy
(directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to give them a chance to provide you with an updated version of the
Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). You may use the same title as a previous version if the original publisher of that version
gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.
D. Preserve all the copyright notices of the Document.
E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the public permission to
use the Modified Version under the terms of this License, in the form shown in the Addendum
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below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document’s license notice.

H. Include an unaltered copy of this License.

l. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the
title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there is
no section Entitled "History" in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy
of the Document, and likewise the network locations given in the Document for previous versions it
was based on. These may be placed in the "History" section. You may omit a network location for a
work that was published at least four years before the Document itself, or if the original publisher of
the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor
acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles.
Section numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some or
all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version’s license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a
Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of Front-
Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one
entity. If the Document already includes a cover text for the same cover, previously added by you or by
arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their
names for publicity for or to assert or imply endorsement of any Modified Version.
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5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else a unique number. Make the
same adjustment to the section titles in the list of Invariant Sections in the license notice of the
combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single copy
that is included in the collection, provided that you follow the rules of this License for verbatim copying
of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this License
in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright
resulting from the compilation is not used to limit the legal rights of the compilation’s users beyond
what the individual works permit. When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document’s Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the
Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document
under the terms of section 4. Replacing Invariant Sections with translations requires special permission
from their copyright holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include a translation of this
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License, and all the license notices in the Document, and any Warranty Disclaimers, provided that you
also include the original English version of this License and the original versions of those notices and
disclaimers. In case of a disagreement between the translation and the original version of this License or
a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the
requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for
under this License. Any other attempt to copy, modify, sublicense or distribute the Document is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

ADDENDUM: How to use this License for your
documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU
Free Documentation License".
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