c®e SUSE

BiEtarm



E -
Chapter 1. BiS

Administration Guide + SUSE Multi-Linux Manager 5.1

ISR BLEIR. MIE AR B E X SUSE Multi-Linux Manager RS 2885 B I2(E 53,
L HEH: 2025-07-31

R T S e s i e it I S S A

MeAXFRE © 2011-2025 SUSE LLC F#EfSA. REFAENF, 1RIE GNU BHEIIEFRE (GNU Free
Documentation License) i 1.2 3¢ (IRIBEAVERR) hRZS 1.3 PR, HEREBEFEER. 92%/FEHR
ASCHEEIINR ; ASHRAE BRFIF A e A 2B PFaThids 1.2 BRI A B S7E Legal» License E¥5,

A% SUSE &%, EEM https://www.suse.com/company/legal/s FiBSE=AErRBINENFIEEN
W=, Atnfs (O ™ %) &K SUSE REXBATINGER. 25 () RRE=FEF. FEEOKEEE
T, EXTEEMRAIERERTIR. SUSE LLC REXBEAT. FEMZFEN TR EENNEIRHBLLER
HNEREFEBRE,


https://www.suse.com/company/legal/
https://www.suse.com/company/legal/
https://www.suse.com/company/legal/
https://www.suse.com/company/legal/
https://www.suse.com/company/legal/

Contents

=111 1
A E 8
2.1 EEMRE 8
2.2, 1 1FHE 9
2.3.1nf2@m< 10
BLANSIble BEAE .. 12
3.1. ThEE#DA 12
3.2. ERMEAREE 12
33. EERE 12
3.4. BIA &I 13
3.5. BI&RIT 13
3.6. 1% & Ansible £#|Ti 5= 13
3.6.1. Bl Ansible FEEXC#F 14

3.6.2. 5 Ansible T B ILE(E 14

3.7. RIS 15
3.7.1. R% SCAP ZLIgmMH& 15

3.7.2. fEF Ansible RIZ#1Ti8E 16

A4 BB E TR 17
4.1. EABRER (SSO) #1THHRIE 17
4.1.1. FoRE M 17

4.1.2. R SSO 18

4.1.3. 715 SSO S 19

4.2. £ PAM #1759 50I0E 22
4.2.1.SSSD P& 22

5. BIAMIRE 25
5.1. &% SUSE Multi-Linux Manager 25
5.1.1. SUSE Multi-Linux Manager 528 &1% 25

5.1.2. SUSE Multi-Linux Manager B9&B 53 & 19 26

5.1.3. BHEIMIE 26

5.1.4. MATFohERES D 27

5.2. MBI B &1 E SUSE Multi-Linux Manager 27
5.2.1. ME&EHBENHITHZE 27

0. BB BT . 29
6.1. BEEIE 29
6.2. ffpFEE 29
6.3. BENIEE 30
6.3.1. BIZBE XIBEMEEE 30

6.3.2. HEMIBERS 33
6.3.3. WG a N T ARINEI B E X EE 34

6.3.4. BIEEE @B 35

6.4. =ffEE 35
6.4.1. EEERBEE 35

6.4.2. AFRiEE 36

O 152 = 38
7.1. SUSE Multi-Linux Manager ByConfidential Computing 38
7.2. K 38
7.3. PRl 38
7.4. {65 SUSE Multi-Linux Manager FEJConfidential Computing 38
741 IRERE 40

7.5. X EM 40
8. NBREMBEABIE 41
8.1. RIBAR L es AR E 41



8.2. 3 ISA3,E
8.2.1. 3SR ES4L
8.3. IS ER
8.3.1. 1R#& SUSE F@mi# T B
8.3.2. IRIBAGZHITIEL B
8.3.3. fEAEAIAERY AppStream 1Rk
8.4. WENAEEIRIA
8.5. AHLRIFIR
8.6. & P inte Ik EIIFIR
8.7. N & e ARG
8.7.1. hERE«AHLIEIE
8.7.2. EMIAE T AENEHA
8.7.3. A SEEMEAME 581
8.7.4. )R E| SEEHME XM TN i it 45
8.7.5. AppStream id 2%

O.NBEFE oo

90.1. BHANRHETRE
9.2. B ENAHE=E

10. BrFFEERZRVIRE ...

10.1. M SCC EIF BEMETERE
10.1.1. @¥ RMT
10.1.2. [B% SMT

10.2. HEBE

10.3. B EIERIARSS 28
10.3.1. ZpE
10.3.2. @®

11L.HEE=EEE ...

11.1. SuENEF
11.2. &

11.3. XHARS
11.4. ZRAZFEKRE

12. MMEMEBRNEIRE ...

12.1. BUYSFEEREAR

12.2. A2E0R%
12.2.1. Bk
12.2.2. plEMEEH
12.2.3. hARBREBERA
12.2.4. RIEEMYRIZHEX
12.2.5. BIEMISECE ST
12.2.6. ¥R
12.2.7. S\
12.2.8. &5t

12.3. #safﬁ,%,,bﬂyef%
12.3.1. R
12.3.2. BIEMEEM
12.3.3. HIRER GG O S E 4R
12.3.4. RIEEMYRIFEX
12.3.5. B RS ED B S 14
12.3.6. t32RuE
12.3.7. =5
12.3.8. Rl

12.4. ¥ RIS R

13 BRZRMEIRESS

13.1. BRS528

13.1L1. BFIRTA
13.2. [RS525EIRD MIBARSS 25
13.3. AR5 28

830/ #173W



13.4. 32

14. {3 SUSE Multi-Linux Manager #17 KB {&#b
14.1. ig B REHMERMEIE
14.1.1. ASBHEHMER spacewalk-manage-channel-lifecycle
14.2. SLES 15 ERYSZES{E b
14.3. SLES 12 FRYSEES{E4H

IS HHPBYER ...

15.1. P AiE R HERE
15.2. RIRFIFIFZIRIZIE

16. &4 MEE-SYNC o ottt et e et e e et
17. {8/ Prometheus 1 Grafana #1743 ... ...

17.1. X

17.2. Prometheus #1 Grafana
17.2.1. Prometheus
17.2.2. Prometheus & 28
17.2.3. Grafana

17.3. I8 B 5Tk 28
17.3.1. &% Prometheus
17.3.2. &% Grafana

17.4. B & SUSE Multi-Linux Manager %45
17.4.1. fRE[BEFH T
17.4.2. BIESERS
17.4.3. Bt{ Grafana O%

17.5. MZIA R
17.5.1. REARIBIRE

17.6. 2%
17.6.1. £ TLSiEH

18 rﬁ.—l\ ......................................

18.1. EIE4HLN
18.1.1. AR
18.1.2. 2{EEAE
18.1.3. EgE4HLR
18.2. BIERES
18.2.1. EIEfCB @B

I9.4MTEIE

19.1. EU BT
19.1.1. 1BiE= &
19 ]_ 2 ?I\T/\;

20. 7£ SUSE Multi-Linux Manager H{#/ PTF ...

20.1. TR PTF #4681

20.2. &% PTF #4562

20.3. ZE PTF /5

20.4. BRI HFEHE B R

20.5. TE P is L EBRIE B B R

2LAERERSE

21.1. {E /3 spacewalk-report
21.2. spacewalk-report F1IR & £0EE
21.3. T AIRGYIER

22. BB

22.1. 81t

22.1.1. CVE &3t

22.1.2. OVAL

22.1.3. CVE k&
22.2. 18 B ATEF IR FIFIRIEAIFEA
22.3. RIBERHEE

88401 | $£173]



22.4. M OpenSCAP RA SR 2 116

22.4.1. XF SCAP 116
22.4.2. A& Pk SCAP 13 & iiF & 116
22.4.3. OpenSCAP NA X% 118
22.4.4. T} OpenSCAP BL& X4 118
22.4.5. TEIHAM 119
22.4.6. 13184 120
2247.188 120

22.5. {E1F AR 124
23. Role-Based Access Control (RBAC) ... ... 127
23.1. Key RBAC Concepts 127
23.2. User Roles in SUSE Multi-Linux Manager 127
23.2.1. Predefined Roles 127
23.2.2. Defining Additional Roles 127

23.3. Namespaces for Fine-Grained Access 128
23.4. Managing RBAC 128
23.4.1. Managing RBAC via API 129

23.5. RBAC Best Practices 129
24. SSLAET oo 130
24.1. Providing SSL Certificates to the SUSE Multi-Linux Manager Containers 131
24.1.1. Podman 131

24.2. BEE S SSLIEH 131
24.2.1. EFEIEMBNRSRIEH 131
24.2.2. SIEEFHY CAIEBMARSSIIEPH 132

24.3. F N SSLIEH 132
24.3.1. HFERESNIES 133
24.3.2. J9FHI Proxy RESNIEH 133
24.3.3. BHIEH 134

244 HTTP P& fEianLk £ 135
25 TR 136
25.1. BE P imXBE T 5 136
26. ESBHETHE .. 137
26.1. FiE XSS A 138
27. BB BE 141
28. FA 142
28.1. OCEXR 142
28.2. Z R MIFRDK 143
28.3. User Roles 143
28.4. Creating Additional Roles 144
28.5. AP XRA ARGt 144
28.6. FAF A@EA R 145
28.7. AFEIANES 145
28.7.1. BFEAIAFRE & 145

20, B 147
29.1. BEhREE®E 147
29.2. WA EIEE R mi5 | SEFEHITESS 147
29.3. ¥ 5 2R Salt B imH TE 148
204 WARBLETEAREMHITES 148
29.5. I RUETZ R 1T 5E 148
29.6. WEEBEHRREEHNEE X BEHITER 149
29.7. 3FZ2F3 FQDNS grain BY tH LAY Rl @H 1T 55 150
29.8. iR =) 150
29.9. BiAIEE TR 151
29.10. 3Fi@id WAN ZE$ZE1E SUSE Multi-Linux Manager Server 5 Proxy 151

ZERZ BB KAV EE TR S



29.11. IEENE ikt 153

29.12. lRZBEIR T ER 154
29.13. ik E I P E 155
29.14. B RiBAI B 155
29.15. BpMHECE TS 155
29.16. XIfEF noexec & /tmp Y HIIARIEH I TESE 156
29.17. 3HEF noexec & /var/tmp B H I BUH I TE 156
29.18. X “HMEBTEIAE" HIZHITESE 156
29.19. BAIEE 156
29.20. 32 A OES f#ZER MR Bu# 1T E S 157
29.21. WHRHBEA—RinBHITERE 157
29.22. 34 Grain 5345 BohE A4 HIM R @R 1TERE 157
29.23. XIEEEF] FQDN &5 158
29.24. 3 M R R R F imey HINRY R BT E A 158
29.25. Remote root login on SL Micro 160
29.26. XA EMIBREVE P imAt HINAY a1 T E S 160
29.27. X7E Web Ul 7ML B R B E iR R @u# 1 TE 161
29.28. % Red Hat CDN @EM Z MERHITESE 161
29.29. SUSE Multi-Linux Manager Server Efp & & 161
29.20.1. EHBRER 162
29.29.2. EFEIE 163
29.30. RPC B EE 163
29.31. ¥t Salt P IR E R AXEAIRSHRZF] DNS g EH{TER 164
29.32. WNEAHRK KW )@ TE R 164
29.33. AP EE 165
29.34. Taskomatic &5 167
29.35. X Web Ul /A MNE YRS TE S 167
30. GNU Free Documentation License ......... ... ... ... ...... 168



88701 | $£173]



Chapter 2. 121k

ERILLEE ZMARERN A N EENZ P IRHITHVRE:

A RH BT EE MIRIE, LURRISEN BIRRHIE Highstate AR —A B X RERAFEF o
A ES RN AT RNEF R, RAATNREEFERE MR,

A LT S AR RIS B B IR A THORR

O ILUZEIOIRAMRISIRIESE, FIFHTHENTEE L MBESETT

o FAILE—IHEA Salt BRI HHITRRES S,

© ERZEHSALIAR Salt FFHHE SERALENFIE SN HE HH P,

2.1. EEHREF

BT Salt R UR. R4A. ARPHMEREFHNAESHRE,

SUSE Multi-Linux Manager B aise #5118 LA MEER B E S 141 1F:

* Highstate: 117 Highstate,
o BEXKE: HIT—HBEXKS., BEXKERLUE SUSE Multi-Linux Manager IRERREPRE,
AILAZ AP eI ECE®IE,

BxiE@EriFAES, 158U Client-configuration > Configuration-management.

g2 IEMNESHIRE

1. BEREEMRFENATENERE, BSMEIRE, BTENHEERRETHNER G, AGRSMEIEE
HEREETT R,

2 BRESEURFENATASYE, FSMIRSK > R5A, EEENHRERRRHNG, AESNIIES
HHIRIEIETTR,

3. BE[eE]
4. MIR(EEBITHIT IR PIEFIZEREL,
5. BT B2 L HIR MR,
6. EEREE HRIFRISIR:
O S BASNRREENDHK. G, MRIEE 15, WESNEE 15 DHEETEE.

© §A: EEESANNE, FI%, MNRIEFE 01:00, WTE SUSE Multi-Linux Manager Server FR7ERYX
#&H 01:00 iE1TIR1E,

© SA: EEREPHEHMZERPHIE, UEESEEERERITIEE.
© §A: ®EAMBEMMZBPPHEE, WEESHEEERERITIRE

s#om ) su73m 21 et R



© AEXQuartz¥X: BEEBFMMET, BERANBEN Quartz FHH, i, EESIANED
287X 02:15 IB1TEE MR, B!

01527 *7

7. AN RMERRA X AITH, UAENRER 1T AR

8. WTFEEMRELERE, BMAIARSTIRPERRS, ARETE [FEEN] RERSFRELSR
ERERE, MARREFARERH,

9. TP ERP, HHRFMERSEEERITIRFEHS, ARRE [#iAl
10. B [QIZAERA] RERE, AEEUERRETHNTRYIXR.

PREESAINARFHFMERTPIHRENREES HRF. SMEERN > WHALR > ESMHEE, BITEER
ERTENMLNPFIEES TR,

SUSE Multi-Linux Manager B2 R AFTEARPHNFAEEFIHRENFIEES HRE. SMEIEE > 44,
EEFREENAR, AESMERE > EERERELTF.

2.2, E{EHE

MREFENZFIRRITESTNEFIRIE, ATUEIR— MR ERURRERZINF.

AINBRT, REVEFRIEREBLEILENITIEF. ERERAT, BFRERKME, XAIgERE
ZERHBRERRK. fia, MREETEFRESS, ARAEEZ <, WEZMREERIEIKK,
HENESISMEHRTT. AHRIGEIRERBIREETT, BERRIFE.

NFESEMARY, BRIFEIERMRBANT, BEIHTESISIEF. XARETER

o LERRA,

BXiF4MEE, 155N Client-configuration > Clients-slemicro,
AILEFTE B P iR LE IR, BT UESEERE. XBAEEIMFHNLUTIRE:

° RYAT > TiEHT

° REAT > RHIRRESIS

° RHGHT > K& > Highstate

° REAT > NP> RHE > FIH/ER
° REATH NP> RHFEH RE

° REATH NP> R AR

° REAETH Wi #T

° REATH NP> REE



© RAHETH RE
© BARO 92
@ REEEAPTIR. BE WebUl FEBEBRIFRE, EUFUIRIEMIRERNANSHE
R
SiE: eUEFIR(FRE

1. 7£ SUSE Multi-Linux Manager Web Ul F1, SMZIERERIEEFRITHNE—MEME. Hld0, SMEEF
HHREAT, ARRE [ RHRRESIF].

2. WERRMBEITE, AREREFRERNZINRIERE:
O MBXSEME— RO, EERMBIRIE,
O MBRIBIEHEDIFE, BMIIRPERET,
© MBREEHREE, BREE— MRS, ERNIRIEREN SRR IZIRIEE,
3. WMRIE, ZIRERRIEINGT, MSERMIIRIESE, HEREINBET— M RIALTANEES,
4. WEEIRIERINENRIERE, 75 %R PRI B E R BRI EEER B 7o
5. RIISERIEGE, SMEIBRRH BIEREH MR ERIRIEE,

6. BRI EHEREERIUEREFHIIREINF, SHREEINSEEENHRNTRFNE iR, 8E [
RF ] UREFEN.

7. RHHREHRIZITEE, AERE [REHRH]. NREEFRE [RF] S [REHRH] OB TS
FoiHE, BEFABERRENENL.

o SIRIRFREPRRE MR, BRIFEREEFEL, BEABRITHIRF.

AILUBES SHME BRERE FRITHIRERE SRR ERHR(F

=104/
I T g
AR PRI E NITE a7 S, XiF, BLEEERRNEFPIENERT, UellBEEFihkg )84

F'F' 70
IkIThEEE Salt ¥R im EEBMEA, BEFHITEAEMEE, A UERUTIREFIERZIEE.

TRz A, BERFRENZEFPHEITHEATHRAMRZERMERENIAFRE, AXITHREEENIFHE
&, 330 Client-configuration > Channels,

° WFESEMAREL, FERIEEFSITEREMREBAIET. XA ERLR
fl. BXFMEE, BEZ M Client-configuration > Clients-slemicro,

(’ o MEGYEMEFB LN /tmp BERIEITH. NHBFEREHSSERNIT, B0ER
noexec priA Uik ==Y [tmp, BEXFMES, BEEN Administration >
Troubleshooting.



EREGSTEETNREGSEBEZFIF L root 81917, RILMERIBERTEE
BEHEMNRSKLETHS, BESREFARERBAEGS,

232 £ Salt EPiF LiETiniEm<S

1. 213 Salt » iImfEds <.

2. FE—NFETMN @ 5281, BALBELXEMGS,

3. ABETAFRTN @ 522G, BAEEEELREGLHNE iR, AUEARNEFIRHZEER 1D,
WAL REETTHEE — R IIE P iR(EN BT,

4. B [ BB EREENEMNER I, HEIALR T ERBAET,
5 BEH [BIIHL ] AEFZEF LGS,



Chapter 3. Ansible &R

Currently, the supported version of Ansible is 2.9 (LTS) shipped in SUSE Multi-Linux Manager Client Tools
for SLE 15 channels. The supported OS version for the Ansible Control Node is SUSE Linux Enterprise
Server 15 SP3, or later. Ansible software is also available for SUSE Multi-Linux Manager Proxy and SUSE
Multi-Linux Manager for Retail Branch Server. For Control Nodes running operating systems other than
SUSE Linux Enterprise, use Ansible shipped together with your distribution.

a A
3.1. Thgektid
SUSE Multi-Linux Manager FJit RAEIZSIRIEH Ansible 26T =, ZHRFNVINEEELE:

* FEEXMHE
* RIEIZ
o HITRIZA

B2

oIk

B

° EERIERE Ansible TRHFSIR,. BXNAEEBEEENFHAER, FER
https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.html,

° RIARBAFHARNINAERERF,. BXRANEAEE, 5L https://docs.ansible.com/ansible/
latest/playbook_guide/playbooks_intro.htmls

3.2. EXRMIBAEE

Z(EMA Ansible Thag, BREREEM Ansible 1=HIT =/EAN Salt FFuREME SUSE Multi-Linux Manager
Server, 1£ Web Ul FEZMASZHNRGAT > BUIE L, XS FEMMASLSETIRPH Ansible 25175 =
RyREY,

[EF8 Ansible IZ8IT SRS A 5, @IE Highstate 70 ansible 4 S AR HRRE RS L REZRGEE,
LURTE RS > Ansible EIT-RFE5E Ansible ThaE,

TR, ERSAT > Ansible > BB S TTE LEE Ansible BIABRMEGEXHENRR, WFEERRZR, &
LIEAMRE Ansible FETFE&R /etc/ansible/hosts, 3 FRIZABER, vl UEREMERIAXHIIEGIT R EE
AEFR. BIABRFEE . yml XEHEE yml XENFER

BXRUNAILREMIZE Ansible =5 T =5 S, 7550 Administration > Ansible-setup-control-node,
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EXEFRREZRE, EaU#ER SUSE Multi-Linux Manager B EHHHAR.
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1. 7£ SUSE Multi-Linux Manager Web Ul &, SMEIR44Y > Ansible > FETE

2. BERNEFRRE, AENTR EXHRITEFRE,

3.4. BlAs &3

EXEIZBRE, FIUERSKHT > Ansible > BIZASTIE £ A IE 7,

SEFRE—H, BRI ORI R EREHET

3.5. BIFHiT

FILITE RG4S > Ansible > BIBRTIEFRLHRIAHIT, EFEHRITHRIANG, ATUMRHIBIARITEENE
EFRE TR BEPEZFERITHEEX 4. MREREFEMAS, FEREHT RPRENRINER. T

REPIER T EREEFREFEXNET, URERIABRPEMELINNET. JEEFERIFATHETA

BEXEFD. eI EREFRR.

AfE, TR LUEERRIZAHITE B S0EFIEIFiE, &£, SUSE Multi-Linux Manager 7T = ERERIA(ER
IRERPIT. BIUTERFAT IE L EERIFER.

3.6. 18 = Ansible I§IH =

BEiGE Ansible #7558, JB7E SUSE Multi-Linux Manager Web Ul FHUiTLUTFH &,

To configure a client as the Ansible Control Node, the Ansible package must be
installed on that system. Usually, the Ansible package should be obtained from the

o operating system vendor s official repositories. For example, on SUSE Linux
Enterprise 15 SP6 and SP7, Ansible is available through the Systems Management
Module.

Procedure: Setting up Ansible Control Node on a SUSE Linux Enterprise 15
SP6 or SP7 system

1. In the SUSE Multi-Linux Manager Web Ul, navigate to Admin > Setup Wizard > Products, verify that
SUSE Linux Enterprise Server 15 SP6 x86_64 (or later) with the Systems Management Module and
the required Python 3 Module are selected and synchronized.

2. Deploy a SUSE Linux Enterprise 15 SP6 (or later) client.

3. In the SUSE Multi-Linux Manager Web Ul, navigate to the Systems > Overview page of the client.
Select Software » Software Channels and subscribe the client to the SUSE Linux Enterprise Server
15 SP6 x86_64 (or later SP), Systems Management Module and Python 3 Module channels.

4 EERFFIRIAT > B, EHMINRARBTIRPER Ansible F8IT =, ARSE [ EMEM .
AMEIE P ImE e oImE, EFIRE > Highstate, AFE T [ B Highstate ],

=
6. ERFEMEI-RHRI Highstate BIIRTS.

() If you want to install a newer Ansible on a SUSE Linux Enterprise 15 SP4 or SP5 client,

137 #17m o e RS



you must enable the Python 3 Module.

Newer versions of Ansible no longer support managing nodes with outdated Python
versions. If a managed node still defaults to an older Python version, you may

0 encounter connection errors or failures during playbook runs. To address this, user
should upgrade Python on the managed node, if possible and set the correct Python
interpreter in the Ansible inventory or configuration.

3.6.1. BllZ Ansible FEETE3 ¥
Ansible £ TESERIAHBNEEFZX . BAR 1 RIENEMRERGRIE—NEEX S

1332 el Ansible FE1EX 4
1. SIEENVHBEERNINEIR Ansible BEIERIEEX S, Ansible FEFFZHIERIARRIE A [etc/ansible/hosts.

5k 1. EfFETG

client24@.mgr.example
client241.mgr.example
client242.mgr.example
client243.mgr.example

[mygroup1]
client241.mgr.example
client242.mgr.example

[mygroup2]

client243.mgr.example.

[all:vars]

.0rg
.0rg
.org
.org ansible_ssh_private_key_file=/etc/ansible/some_ssh_key

.0rg
.0rg

org

ansible_ssh_private_key_file=/etc/ansible/my_ansible_private_key

2. 7£ SUSE Multi-Linux Manager Web Ul 1] Ansible i£T-£EH, SA1%E Ansible > IF§IT R, BEEXXH

AINENRZIEHT RS

3. ERIZBEREBH T, J5 Jusr/share/scap-security-guide/ansible FRMZFMBIAERFEEF, ABREE [

*®E

4. EEEXHT, BENEFEXHUERNEIFIEEXGTR, ARG [REF]

FFR 2. Tl

/etc/ansible/sles15
/etc/ansible/sles12
/etc/ansible/centos?

BXEBEZEIERA], 1§20 https://github.com/ansible/ansible-examples,
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1. SIS BT EFHERMN SSH 2R,

ssh-keygen -f /etc/ansible/my_ansible_private_key
2. B SSH ZEAEHIE Ansible REE Fif. =l

ssh-copy-id -i /etc/ansible/my_ansible_private_key root@client240.mgr.example.org
3. $0FFRRTE Jetc/ansible/ansible.cfg FIEERFARZREA:

private_key_file = /etc/ansible/my_ansible_private_key

155 my_ansible_private_key &8 &FABZ RGN H 3o

4. BI MEHT RBITIA T a2 KM Ansible 2B IERIETT:

ansible all -m ping
ansible mygroupl -m ping
ansible client240.mgr.example.org -m ping

MEEALUEITER. BXFHES, 1550 Administration > Ansible-compliance-as-code,

3.7. SRR

ISR T B XM Ansible BIZETTE ML RIS B ERSRANE R
BXMEM bash HAZITAMMEEIRBEENEAEE, BELEE,

3.7.1. R SCAP ReismiFa
BRITIEE, ERBIE Ansible IHIT5 R E R4 SCAP REIEHRH .

1312 R SCAP Z2iEHHHE
1L E&4% > MEPEEE iR, AERERE > RH4eH» &
2. £2 scap-security-guide HZEEGRBAANRHE, EXRUNHFERKEK, BB TR

R 1. SCAP Z2iEHNFEENR
REEEEH HHRY

scap-security-guide openSUSE. SLES12. SLES15
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Biraam ZIFNRS

scap-security-guide-redhat CentOS 7. CentOS 8. Fedora. Oracle Linux
7. Oracle Linux
8. RHEL7. RHEL8. RHEL9. Red Hat
OpenStack Platform 10. Red Hat OpenStack
Platform 13. Red Hat Virtualization 4. Scientific

Linux
scap-security-guide-debian Debian 12
scap-security-guide-ubuntu Ubuntu 20.04. Ubuntu 22.04

3.7.2. M Ansible BlZsi# {78 E

TE— Ansible ITH T =, BXFMEE, 5SS M Administration > Ansible-setup-control-node,

The following procedure will guide you through running remediation using an Ansible playbook.

i3F2: {#EH Ansible BI&iE1TEE

1. From the control node system menu select Ansible > Playbooks, and click a playbook, for example:
sle15-playbook-stig.yml

2. Torun the playbook, select the Inventory Path for the clients, for example:
/etc/ansible/sles15

B [ BERH].
3. EEHRETR THEERHIEHIIRES.

In case playbooks are in a different directory, you can follow the link to Setup Ansible Control Node to
find out how to add it.
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Chapter 4. B1353851E 5%

SUSE Multi-Linux Manager X#¥ZMARNZMIIETE. AENBEHEASHRIEEIR (PAM) F1RRER
(SSO)o

4.1. EFAESEFR (SSO) #HITHRIEIE

SUSE Multi-Linux Manager i@ LM LR £FEARZIE S (SAML) 2 CREZFFE S E R (SS0).

BRERE—MEMNRIEEIE, EATRBRER—4HASMNEILELRNZ TN NAREF. SAML 2—EETF XML B9t5
H, BTFRREGIIENIENEIR. SAML S5RSIRMEE (IdP) MARSREE (SP) RIESHIIEMITINARSS
, 30 SUSE Multi-Linux Manager, SUSE Multi-Linux Manager AF="MNms=, SAEAENAE#HTES
TR

SUSE Multi-Linux Manager H1#9 SSO 3%

* £/ SSO &ERo

o FRARSRMELRNE ST (SLO) MF MRS IRME 2 T HARSS (SLS) o
* FSBAF] nameld 0%,

* FERAES,

* f#/ AuthNRequest. LogoutRequest ] LogoutResponses #THEZE R,

° BRFRERERSKHR.

° BRRRIHRSHSR

* X% SP t#E (AIER) o

SUSE Multi-Linux Manager F1f9 SSO Rz #¥:

* BHIRSIRME (IdP) B miEEM LI,
o MWHEMmAY SAML 3#F (BEBMBEXMI™mXME) o

B X SSO HIRFISSIE, 355 0 Administration > Auth-methods-sso-example,

o MREMBASHIIEF FERNERBER, WH SSO BHEIEUERT
Web Ul, mgr-sync 5 spacecmd %% Fin TENARBEERABINS R INIES o

4.1.1. FoRFF
A2 E, BEFAEARESYEE—MMISHRSREE. BEE P SRR,

IdP FAF 5 SUSE Multi-Linux Manager FAF ZBIRYBREITE SAML:Attribute FIEE. #47
o 7£ |dP HEZE SAML:Attribute, HEMHE SAML SHWIEFEEEEL SUSE Multi-

Linux  Manager, ZBM®# W& A “uid” , FEXNEEERES5HEMER  SUSE

Multi-Linux Manager FAF . ®IIERUESR RE R ZA18IZ SUSE Multi-Linux Manager.
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FEL TS
o FEAFEAERS (ACS): % SAMLER LRI SRSEMENRIENHS, SUSE Multi-Linux Manager
1 ACS MIlRs=2: https://server.example.com/rhn/manager/sso/acs

o BUETHARSS (SLS): M IdP & FEHIEKMERS, SUSE Multi-Linux Manager A SLS Himm=E
. https://server.example.com/rhn/manager/sso/sls

o JTEUE: ATHE SAML Y SUSE Multi-Linux Manager st#i#EiVif . SUSE Multi-Linux Manager 17t

BIBMIRS2E: https://server.example.com/rhn/manager/sso/metadata

fEFAMAF orgadmin FINEE IdP SERBMRIEGE, &ELL orgadmin AR &3 ERE] SUSE Multi-Linux
Manager, Hi}gsE SUSE Multi-Linux Manager H97£7E orgadmin FA .

4.1.2. |5H SSO
(5 ) SSO SHAMHSGHIMERERN: FEABA, BARA SS0. BRIABRA SSO.
(1) TATERRSS B4 BRI THAINT S T 2 A1 A mgretl term,

g3z B SSO
1. NBRERIAFTE SUSE Multi-Linux Manager R ARETE, BRI,
2. 4548 [etc/rhn/rhn.conf, EXXHRERIMTE—1T:

java.sso = true

3. £ /usr/share/rhn/config-defaults/rhn_java_sso.conf F(EIEEHEX NS, BEBTEXWSHIE
N [etc/rhn/rhn.conf, HTEXLESEMETEMNL java.sso. YEARIZ. 0, 7E /usr/share/rhn/config-
defaults/rhn_java_sso.conf AL E):

onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-HOSTNAME-OR-
IP/rhn/manager/sso/acs

BEBEENXILBE, 157E [etc/rhn/rhn.conf FREIZAENABETHEEIE METE I Ljava.sso. fEARIZ:

java.sso.onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-
HOSTNAME-OR-IP/rhn/manager/sso/acs

EEREEEETROFFESELA, BEXHDIER LM YOUR-PRODUCT #1 YOUR-IDP-ENTITY, &
MNEEE T T HEBNEERE,

4. BR5h spacewalk BRSS LAN FASERL :
mgradm restart

518 SUSE Multi-Linux Manager URL BY, ZEEFEME SSO B9 IdP, BEEHPEMEH R, SDIIERK
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InfE, BEEERE SUSE Multi-Linux Manager Web Ul, HULESMIIENARBHER. WREEFER
SSO B REVIBE|RIRR, JEEE SUSE Multi-Linux Manager BE T @45 2o

4.1.3. ;Rf5 SSO £

Lt BlEid A SUSE Multi-Linux Manager AF = MNimmHER Keycloak 21.0.1 IEBhRAEAFHIRS 1R
& (IdP) 3R3EI SSO.

B &RE Keycloak IdP, #A/SI&E SUSE Multi-Linux Manager BR$32%. Z/aRILUE IR =R INA Keycloak A
A OIEAF,

n R TFIHEBE R, SUSE RENMALZHE =1 BNIRSIRMESE, HES Keycloak
FEEMBXRR. B% Keycloak ZHHEE., BB https://www.keycloak.org/e

AL EZEELZINITEN LR Keycloak, HETERBRFIETT Keycloak. LRHIFE Podman A2EHIETT
Keycloak., BHX%% Keycloak BUF¥HER, EBM https://www.keycloak.org/guides#getting-started
L9 Keycloak 314,

312 RESRRSEEE

1. 1R#E Keycloak XH4FMARTE Podman A28 R % Keycloaks

2. (£ td SHIE1TE R, URRHAREREET:
podman run -td --name keycloak -p 8080:8080 -e KEYCLOAK_USER=admin -e
KEYCLOAK_PASSWORD=admin quay.io/keycloak/keycloak:21.0.1

3. Ll admin P 5% & %% Keycloak Web Ul, AGFERUTHATCIESHINIEIE:
© ERMFTRPBASHNEZ. Forexample, MLM.

EiR|AFERS, BE SAML 2.0 SHRMEETHREREE, NSRRI —I nE, EP2EREET

F| SUSE Multi-Linux Manager g & S 45 891 s FIIE

L4 Keycloak HEEGUHSG, ErILUER SUSE Multi-Linux Manager ARZ528.

i3#2: 3&E SUSE Multi-Linux Manager Server

1. £ SUSE Multi-Linux Manager Server E3TF /[etc/rhn/rhn.conf ECEXM, AEHEXLESEH,
Replace <FQDN_MLM> with the fully qualified domain name of your SUSE Multi-Linux Manager
installation:

java.sso.onelogin.saml2.sp.entityid =
https://<FQDN_MLM>/rhn/manager/sso/metadata
java.sso.onelogin.saml2.sp.assertion_consumer_service.url
https://<FQDN_MLM>/rhn/manager/sso/acs
java.sso.onelogin.saml2.sp.single_logout_service.url
https://<FQDN_MLM>/rhn/manager/sso/sls

2. EEREXHH, 1§ <FQDN_IDP> B AER Keycloak fRSS 2312 REHHZ. Replace <REALM> with
your authentication realm, for example MLM:
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java.sso.onelogin.saml2.idp.entityid =
http://<FQDN_IDP>:8080/realms/<REALM>
java.sso.onelogin.saml2.idp.single_sign_on_service.url
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml
java.sso.onelogin.saml2.idp.single_logout_service.url
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml

3. 7F IdP JTHUEAR, HEIQHE x509 EH. EPERWMTEL: http://<FQDN_IDP>:8080/realms/
<REALM=>/protocol/saml/descriptor, EEEXHHIETE IdP B9 x509 IEH:

java.sso.onelogin.saml2.idp.x5@9cert = ----- BEGIN CERTIFICATE----- <CERTIFICATE>
————— END CERTIFICATE-----

TERBHA SSO 5 SUSE Multi-Linux Manager L9 rhn.conf B97R{1:

java.sso = true

This is the configuration file for Single Sign-On (SSO) via SAMLv2 protocol
To enable SSO, set java.sso = true in /etc/rhn/rhn.conf

Mandatory changes: search this file for:
- YOUR-PRODUCT
- YOUR-IDP-ENTITY

See product documentation and the comments inline in this file for more
information about every parameter.

If 'strict' is True, then the Java Toolkit will reject unsigned
or unencrypted messages if it expects them signed or encrypted
Also will reject the messages if not strictly follow the SAML

WARNING: In production, this parameter setting parameter MUST be set as "true".
Otherwise your environment is not secure and will be exposed to attacks.

Enable debug mode (to print errors)

Identifier of the SP entity (must be a URI)

java.sso.onelogin.saml2.sp.entityid =
https://MLMserver.example.org/rhn/manager/sso/metadata

T o R e R R R R R R R Rk R R R R R R R B

# Specifies info about where and how the <AuthnResponse> message MUST be
# returned to the requester, in this case our SP.

# URL Location where the <Response> from the IdP will be returned
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://MLMserver.example.org/rhn/manager/sso/acs

# Specifies info about where and how the <Logout Response> message MUST be
# returned to the requester, in this case our SP.
java.sso.onelogin.saml2.sp.single_logout_service.url =
https://MLMserver.example.org/rhn/manager/sso/sls

# Identifier of the IdP entity (must be a URI)
java.sso.onelogin.saml2.idp.entityid = http://idp.example.org:8080/realms/MLM

# SSO endpoint info of the IdP. (Authentication Request protocol)

# URL Target of the IdP where the SP will send the Authentication Request Message
java.sso.onelogin.saml2.idp.single_sign_on_service.url =
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http://idp.example.org:808@/realms/MLM/protocol/saml

# SLO endpoint info of the IdP.

# URL Location of the IdP where the SP will send the SLO Request
java.sso.onelogin.saml2.idp.single_logout_service.url =
http://idp.example.org:8080/realms/MLM/protocol/saml

# Public x509 certificate of the IdP

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE-----
MIIC1zCCAX8CBgGC+tPbVjANBgkqhkiGIw@BAQsFADAPMQAwCwYDVQQDDARTVU1BMBAXDTIyMDkwMTIwNTEWNFoXDT
MyMDkwMTIwNTIONFowDzENMASG
ATUEAWWEUTVNQTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAMNSWIAa1B5mShTkMBO5SmrsOosyheEL8/A
37WvuqDPwwE fm4x0cG7gmMHVONXYXZk+LRyzoQ12sBrNFrbMuwu5dnah5ZSMxQyUu697S280m4vIiegGaFdbgH+g4F
GBu
eSis1ssMzTcES+NUuI7pLkMLNmSQtncESnoL9q2SyeQSwYtr5dz1yd16IzjwtaWeyQIEGINtItLk3U4+arLPCpHAwg
FAnLO9NeYcRDNUKhNBs1v5mHP+L@66PZu1/DkEOmSgy/+qXaS@CgZVKqz8qB+bvHVuAqIW6@g1CjqZKbwvPu72p/7+
d8z
9DxXPIZ1uxdqn19q/kLEP2TYLtgQobSHECAWEAATANBgkqhkiGIw@BAQsFAAOCAQEAga+ralMIDo/P/yN126SGGocK
227WFqovBiE/mLY1p5Ff0+0jS1USTp1Sppl94x0r8j0m7HWOWu5XxCz600hzXTEtnfIbeRyr1Rms3BWdxyXgQ9bWleZ
MWz
HfDkTbhgRRmjDEwSSTEXRKQNvw41Cpn1B3610++ejgGnjDvH7BbkCaoW55]F556DT/WYRON7MkE120va9CHOe9X7Gn
y810Ag260z1y@6uy3P/1x9Z9RmHnvpvN/Q34SGEq9z/H1QVuP12UPj//iT211c1700ZFsZQX1GFTG6bXKmO42W8FdU
DU

ONoXZgjMb3eC7U691YyeowoqTY7mIKxNPprYY/1L0Ow== ----- END CERTIFICATE-----

# Organization

java.sso.onelogin.saml2.organization.name = SUSE Manager admin
java.sso.onelogin.saml2.organization.displayname = SUSE Manager admin
java.sso.onelogin.saml2.organization.url = https://MLMserver.example.org
java.sso.onelogin.saml2.organization.lang =

# Contacts

java.sso.onelogin.saml2.contacts.technical.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.technical.email_address = MLM@example.org
java.sso.onelogin.saml2.contacts.support.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.support.email_address = MLM@example.org

R LUK SUSE Multi-Linux Manager i s A INE] Keycloak o Keycloak i = #R 79 % F o

32 BimsRmAaERiG
1. 7 Keycloak Web Ul #1, fER AT RIEHE i
O EEFBERFERHER SAML,

O EEPBID FEP, MARSREEXMHHLL java.sso.onelogin.saml2.idp.entityid F X IEE I
Mo Forexample, https://<FQDN_MLM>/rhn/manager/sso/metadata.

2. IEREATET, BN TATNEF R THRARE:
O BMEBEERF XA
© HEZEREETERIEE RSA_SHAL
O 1Z SAML ERBHBRHTERT, LEREH ID,

3. BT

O BEEEPBRISEUIRNE,
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4. ERFETF_EAEL SAML i RECE S, R TATRINK N nS
© EERERERSTET, BANRSREEHFRLL

java.sso.onelogin.saml2.sp.assertion_consumer_service.url FZRXiEEMIFE, For example,
https://<FQDN_MLM>/rhn/manager/sso/acs.

© EEMBRSTERY, BARSREEXEHLL
java.sso.onelogin.saml2.sp.single_logout_service.url I8 EIF =, For  example,
https://<FQDN_MLM>/rhn/manager/sso/sls.

BinRNARPRGE, ATUEERFIRERE, H1E Keycloak A SUSE Multi-Linux Manager Z B]BRETFHF o

B18: GEEPIRCEMMRSIERF
1. 7£ Keycloak Web Ul #, SMEIERR > EFPREEIEI R, 2GR role_list IEEARINE P IHEE,

2. SMMRIERPCE > MEIEFEN £, ARERIGAMERMBL BN VID fUBRSIFERF, SUSE Multi-Linux
Manager 21tk SAML B4,

3. SMEIEFIREED MR, AERE role_list METTER. REMABREMIZENFH,

4 SMEIAR > EERNSHEE—ESEAF, WWARAREFEES SUSE Multi-Linux Manager EIEFRFIL
Fico

5 SMEIAR > AEMRHETE, $AS5 SUSE Multi-Linux Manager BEI2RFBAF R LERNERNZ R
uID M/E M,

6. SMEIAPR » BPEILAT£, &8 SUSE Multi-Linux Manager EXERAFFIANRE—O%, . REEX.

SEREEE, AT LRER TR TE, EEED SUSE Multi-Linux Manager ARSZ 2N BENERN, R
[ESME SUSE Multi-Linux Manager Web Ul, SIREMLEIEETIE, WIEEKEEME Keycloak SSO TIHE
, PIEHEARINTER Z 7T,

4.2. (8 PAM #1T B {15830

SUSE Multi-Linux Manager ##&ERPIH#EN SR IIEER (PAM) #1 SSSD BIEFMEM B ILIERS. PAM
2—1NEEMH, AT SUSE Multi-Linux Manager SEHXEMHIENGIMEER, LA EEZEZA
%, SUSE Multi-Linux Manager 3z#¥ LDAP. Kerberos F1EMEFTMLEHI B IIEMMNo

4.2.1. SSSD fid&

ig12: BCE SSSD
1. 72 SUSE Multi-Linux Manager Web Ul #, SfiZIAF > SIZARF, HArARSIRERF €A PAM
HITE ML,

0 ERREH, RTFEBRFFNN, ERFER-. . .M @

2. AR S HISIERIR (PAM) E3EHE,

3. ERSRABPEE SSSD, 7£ SUSE Multi-Linux Manager BE2EH MG SIRTALL, L root BH#HN
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mgrctl term

4. ERBRE, FITUTHE:

a. [RIEEMECERLE  [etc/sssd/sssd.conf, Bxff, 550 administration:auth-methods-
pam.pdf,

b. STRfE, RHEEEE:
exit
5. ERU T < ERBDH SUSE Multi-Linux Manager:
mgradm restart

7£ SUSE Multi-Linux Manager Web Ul I O< R =& e8 SUSE Multi-Linux Manager
o Server FRZSHIOS, MERZAFPEA PAM, NATRERARSFERAMOS, Fli0, &
EERIRBFIFR, Kerberos OLHKREN, ERMERSHOLEANFIRELNXLERFAR

0%

BXEE PAM U458, 185 (SUSE Linux Enterprise Server ££38/) , HPRET—MNERTA,
ZnBIEEERTEMETMENZHIIIES . ko, BENBTMMEE Active Directory (AD) fRSS. &
XFMER, BB M https://documentation.suse.com/sles/15-SP6/html/SLES-all/part-auth.html,

4.2.1.1. LDAP 5 Active Directory &R

EJ§ LDAP 5 Active Directory A%, A LUER LT RA,
ERIBEEH, RIBENIFEESLLT SOIT:

Sdomain
B2

Sad_server

FM $domain Suyuni-hostname FEENHENEIR AD ARZ52889 FQDN: Itk AD B FimRZFER T EE
Fo WNRKIZE, M uyuni-server.mgr.internal,

Jetc/sssd/sssd.conf BIRGIAADES :

[sssd]
config_file_version = 2
services = nss, pam
domains = $domain

[nss]

[pam]
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https://documentation.suse.com/sles/15-SP6/html/SLES-all/part-auth.html
https://documentation.suse.com/sles/15-SP6/html/SLES-all/part-auth.html
https://documentation.suse.com/sles/15-SP6/html/SLES-all/part-auth.html
https://documentation.suse.com/sles/15-SP6/html/SLES-all/part-auth.html
https://documentation.suse.com/sles/15-SP6/html/SLES-all/part-auth.html
https://documentation.suse.com/sles/15-SP6/html/SLES-all/part-auth.html

[domain/$domain]
id_provider = ad
chpass_provider
access_provider
auth_provider = ad

ad
ad

ad_domain = $domain

ad_server = $ad_server
ad_hostname = $uyuni-hostname
ad_gpo_map_network = +susemanager

krb5_keytab = FILE:/etc/rhn/krb5.conf.d/krb5.keytab
krb5_ccname_template = FILE:/tmp/krb5cc_%{uid}
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Chapter 5. F3kE

This chapter contains information on the files you need to back up. With the mgradm backup tool you
create SUSE Multi-Linux Manager backups. Information about restoring from your backups in the case of
a system failure completes this chapter.

Because SUSE Multi-Linux Manager relies on a database as well as the installed program and
configurations, it is important to back up all components of your installation. Back up your SUSE Multi-
Linux Manager installation regularly to prevent data loss and enable quick recovery.

o TREERABHENTTE, TATEUNRYRLEERNTEENED=E, TEFE
ARESBEEHRN, RtEEENEIRAZE,

(5 ) SUSE Multi-Linux Manager HE % H smdba &4 TH,

5.1. &{# SUSE Multi-Linux Manager

E&1% SUSE Multi-Linux Manager £%, 2EHGEEER mgradm backup create &5, X5 ERN
AUTERNEENE, EaUEAERENERMERTEMNERREY., 8, XMAEEEAREUETIE)
, FETREEEER KA BESER & 14

#n <% mgradm backup create JEMNENE R, XTERALUEAM B RFEHNITIEZFMETIE.

i< mgradm backup create RIFEHEXENRNE. BXFERIAED, S mgradm backup create
--help,
5.1.1. SUSE Multi-Linux Manager BI52 & {9

SUSE Multi-Linux Manager R &N S U THGNER

e SUSE Multi-Linux Manager &
o BUEES
° podman MEERE
* podman #2
* SUSE Multi-Linux Manager systemd AR
° SUSE Multi-Linux Manager Rzs{&
The SUSE Multi-Linux Manager service is automatically stopped for the time it takes

to create a full backup. The downtime can be significant. After backup is done,
service is automatically restarted.

1352 : 1 mgradm backup create BlJiE2EEF )
1 ERRENLE, Blroot BMHAITUAT RS BIESMD:
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mgradm backup create $path
1ER Spath B AB M BRI,
5.1.2. SUSE Multi-Linux Manager B9&8 43 & 1%

mgradm backup create TR A EIEE D&, ERILUBKINIEHFIEE. BRI BEEEDMRE,

32, HERIBUIEEEME, RASCIESHMAFLE SUSE Multi-Linux Manager RS, &1 EILUEAR
M ERE IR — M ERETT,

A R EPTARIEE B/ IREH—B

gig: elEpnsEhn (BSHiERESEHn)
L ERBINL, Lroot SHRITUTHLOIREN:

mgradm backup create --skipdatabase $path
BR Spath B AEH BRI,

gig: elEpnsEhn (Hhids)
L ERBENLE, Llroot SHRITLTHLIREN:

mgradm backup create --skipvolumes $volumes $path
5% $path BN E MBI,
5% $volumes BN E MNP EBSHRENEH—RTILLES HIRHIER T,
£/ all IR FrEE (BUBREERD) o

5.1.3. FPEIrE

#5% mgradm backup BIfEMA SUSE Multi-Linux Manager BHIRNE5IR, MRLEREEE T Hitts, oA
HtERERNDEMDTH, WEFFEFA --extravolumes $volumes 1EEX LS,

g1z tIEesHMBEXENE?R
L EBRINLE, Llroot FHHIITUTHLIREH:

mgradm backup create --extravolumes $volume $path

B Spath B HEMHUBERIRIZ.

B¥ Svolumes BERANEMHREBREHNENEH—RTILLES D IREIER o
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5.1.4. RITFEhIBESE R
12 MITFEEREES
L EAEHRKAFEEE,

2. 1£ SUSE Multi-Linux Manager 23 =M SRATL, M root HHHITIU TR

mgradm backup create --skipvolumes all --skipconfig --skipimages $path

5.2. MIRB&FPRE SUSE Multi-Linux Manager

MILEEMDE SUSE Multi-Linux Manager BY, RERNEE. MENEENSHUETRE, SeIEED
i RAE, MEREAERRSEIIR, MEBMENEDPEFENFIEEIRE,

WEHHREMBYIRE, RASPITEFEENTEMENSE, FEMNERTHRAMESNHNASEINESINE
. MEREE, TBENEEIIHEEHIENREMTM.

RIS EELR, +aRITRRRIEDIRERE.

(1] WREIRIESRUE, SUSE Multi-Linux Manager RSS2 E1ahE .

g2 MNB&RIRE
1. B EN L root BMEITIATE<, EFEFE SUSE Multi-Linux Manager k5528

mgradm stop
mgradm backup restore $path
mgradm start

5% $path BN E M ENRER.

WIFEMRFRANTRERRRK. MRAEIHEMAEMEREN TR, WALER --skipverify EHBLIR
s

MRETFREFRFERIMEEFDFHIENE, AJLUEAR --skipvolumes $Svolumes 3ET,

5.2.1. REFHEERNAITHIR

i3%2: kS SUSE Multi-Linux Manager GEIAITHIS B

1. f£A SUSE Multi-Linux Manager Web Ul S#E &2 RIap CIRTAAER mgr-sync TEEHELSER
SUSE Multi-Linux Manager %72, Er] LUAEREHEM™m, S EMA SSLIEBERESD .

2. ERBRENL, RERTFEME /var/lib/containers/storage/volumes/var-
spacewalk/_data/packages/, %1% /var/lib/containers/storage/volumes/var-

spacewalk/_data/packages/ FELZNENF, WHEEBREE. WRFEMEEETR, WEDLUBETEE
BERP FmE |var/lib/containers/storage/volumes/var-spacewalk/_data/packages/:
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5.2. MIIE &S SUSE Multi-Linux Manager

mgrctl exec -ti -- mgr-sync refresh --refresh-channels

Schedule the re-creation of search indexes next time the rhn-search service is started. This command
produces only debug messages, it does not produce error messages. On the container host, enter:

mgrctl exec -ti -- rhn-search cleanindex
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Chapter 6. &EHEIR

BEERREE I EN—TFTG .

£ SUSE Multi-Linux Manager /1, @EHAEMEEN FEE, BEM@EERIRERFRE. REAMNEREH
N4, FEESHEAXNEMBERS. REFPRERIEMBER, ZRLRELEEXNFEBE, X
BRARBERBHRES N AR LNELERBTRMAEE,

W BEEREERERIEMIRGE, BERE SUSE Multi-Linux Manager REVETFEE, G-EBFRAE %K
#EFHETE SUSE Multi-Linux Manager BUEER, A LUERSEMBEXKNEERENMEERE. AETMU
B IR AN EEE, BXEEFEPRNRGREER iR,

FFIRRBEEIRE— M EAEE, A5, FRGEDURENENSZEMEEREERFEEXKHEEESD
BRI B

SUSE Multi-Linux Manager {eff T IF SN EEE, XLEBENEIRM TIET SUSE Multi-Linux Manager Fit
FH—1), SUSE Multi-Linux Manager BIE2RMNBEERERAEBESIENR, MITrIUEEMEEEINE
EXEE, NMREREREPERBECHNRGE, TUSIBBENEE, BEXBEUAERMEE, &
TR LU e 5 M SR EEE X E,

BXOIEEEGREMIFAEER, 52 M Administration > Custom-channels,
-~ A 3 V.’
6.1. BEEIE
BINBERT, EEEFPEHAIUERFETITIRER, ErILUER Web Ul 3@ E AR,

SIE: PRETIRE FHEERF IR PR
1. #£ SUSE Multi-Linux Manager Web Ul Hf, FH1E 8 > BEFIR, HIXZFEERIEEE,
2. RESAFEITEREE S FiEh QESEAPEERAF AT LITALEE, 25 [ B | REER.
3. SMELTAEED, HRIEFTEEFIEVEHEERF,

- A3
6.2. fflpFiEE
BILAM R QIR BR AR R R iR IE
SIE: MIPRMHRIEEE
1. 7£ SUSE Multi-Linux Manager Server ERI7EsR SR T, L root B A5 AT BARMRE@EE, Hi2T
TERIFRAYEE

mgr-sync list channels

2. MFRIEIE |



spacewalk-remove-channel -c¢ <@i&E®&FR>

For more information about deleting channels manually, see Administration > Removing-
channels.

© BEMBEENEEEE, 52T Administration > Custom-channels,

[ — K\ .
6.3. HEN @8
BHENXBEFEEERAER NG EMNEREE, AR UMERAXERGaNEEERENRENE iR, B
T{EIREEBIEIF IR E A E = A HN IR 4.

FURMEEXROMASE. EENRFREEBEBENESAT, BUITUREEERST et BMNEEREEEXE

i
6.3.1. BIB BE M BEMETFRE
HAREESCBE YA, FREBFEXHIP MBS, URENNBERMLEEE,

MREFEREEXNRGALEERFHASZ L, AJUAEBEXFEEREEEN]. FEE SUSE  Multi-
Linux Manager Web Ul EIE@E, HAREBOIRMEETE, ASKZBEEREI RS,

o FEEBEPERHESEPHRARAIHRENFEE,

NREEERBNFRENREE, AILUERENEBEEARMBE, E, EEXTUBREEXBEIRAE
RIS,
g2 QIEEENEE

1. 7£ SUSE Multi-Linux Manager Web Ul /1, Sz > IR @E, AL [ IEEE ],

2. FHIBMHEETE L, RIEMEESSE (30 My Tools SLES 15 SP1 x86_64) Fir% ({540 my-tools-
sles15spl-x86_64) . IMEFREEETHRIAAEFE,

3. EREE TR SRR XEREE (flg0 SLE-Product-SLES15-SP1-Pool for x86_64) ., RN
MG EERERHRIBEE,

4. EBREM TR BPIRFSYAEHARLEN (140 x86_64) o
5. IRIEIFRIVRE, RS EAT. EEIFEEFIF GPC FRPRMERMIIES.
6. B [QUEBEE].
BEXBEARNFEIIIMNILEIRE, TEF=AHNEER GPG RIFRMHE. MIREEBEEEICBEFE

Fi% GPG (RIFHVIHE, REEEAFRATHIEERMN GPGC &R, G, JULEFaEBERNTHRIE? Sk
1, URRHETHIESZEEN GPG BAHITILE.,

MBRIBBEMNEEFEEEER GPG ZPTR, NEUSAFEEXE GPG A, B, M SUSE Multi-
Linux Manager Server L89a3<1T#1T spacewalk-repo-sync:



/usr/bin/spacewalk-repo-sync -c¢ <BEIREZIE> -t yum

Eilt zypper FAAKBESNER (NRERMHE) . Web Ul Fi2HitbIhaE,

This only works when the repository you want to mirror is set up in a special way and provides the "key"
in the repository next to the signature. This is the case for all repositories generated by the Open Build
Service (OBS). For other repositories special preparation steps are needed, as described further below.

HEeEMmBER, FARETBA GPGC BEFE, MREEREEXRHENNARER
ANEEREE, BSCIUEEFIFER, UEERBREREZNREE. NRRHEER
BAREERR, WER GPCRESHERELNM,

NYEEFEERERMNGMETZER, A 8EFER Web Ul BEZME] SUSE Multi-Linux Manager. 15IRRIICER
TR T PENMEEFEETEIE, SILUER createrepo 1 reprepro ETEHITXFIRZE, mgrpush BIEENE
BB RPM HEXEEE, MEAFLEMEEE BXIFMES, 1580 createrepo_c #l reprepro BIFARTI,
IR RINERFETFERE

- 7£ SUSE Multi-Linux Manager Web Ul #1, SR > BB i#72FE, ARESRE [ QEMEEEE 1.

. (EREMETERETIE £, AZMEEFEEEERT (f)90 my-tools-sles15sp1-x86_64-repo) o

=

N

w

. TEf#7ERE URL FEXH, IREEE repodata XHFHBERMERRF (flwn file:///opt/mytools/) . AITE
tF P ERE AR NI U

4. BEUHEREEEERMTRE? SEE
5. Al WIREMBEEFEFTEZPREBRMNEIE, 5ES SSL F&Ko
6. B [ QIRRGETFEE 1o

REEEFGHEFEPEESRZRMET “key” B, AREIEETRLATIE, OBS EMBFIBEMEEEHE
XMIE5, B ZH OBS RIENIRIFRAMEEFEHIFMILL.

MREEREREFERES GPG &1, ERILBCRE— GPG BAHFIRESNERIF. MREMER

gpg MLITITEEZEASA [var/lib/spacewalk/gpgdir AR, BERAFHEIZZH. EMEBET chroot KR
, UERBAREZEDR.

B2 £ GPG RiACIEBMGEERE

1. BTFREASANBRINSHTE:
mgradm gpg add /path/to/gpg.key

o fEF3 uyuni_suite. uyuni_component #1 uyuni_arch ZiHZEGRM Debian IEFEEF
=

uyuni_suite

BWHEM, 1E Debian X4, kB LT distribution, EALLSEHFEILIETE apt R. MIRFRMELS
8, WERRBTGZ. MREBH LR, WBHEEETNRAFEEEE,


file:///opt/mytools/
file:///opt/mytools/
file:///opt/mytools/
file:///opt/mytools/
file:///opt/mytools/

]
(mk

6.3. HEX

uyuni_component

BANER. WEHRBRE— AN, TEFVILAN. —1 apt RIAFREES MM, EXTF Uyuni T
EHEIR—R. Wik, BTN AR RIRAIEEE,

uyuni_arch

BANER. MRFHE, WRER SQL EWAKIEEFHEEITEARREMRIT. MRuyuni_arch55&
BARRENALE (BRNEREEGRTHEEH) , BELRELSH.

THERMT —LERE:

Mg 2. Debian IEFEEETFEMRET

xE

apt BT

URL R

apt BT

URL BR&T

i#{T/URL

deb https://pkg.jenkins.io/debian-stable
binary/

https://pkg.jenkins.io/debian-stable?
uyuni_suite=binary/

deb https://deb.debian.org/debian/dists
stable main

https://deb.debian.org/debian/dists?
uyuni_suite=stable&
uyuni_component=main

UTFEX Debian EEEEXEANEEET https://wiki.debian.org/
DebianRepository/Format#Overview,

EFREE XAR TV T

deb URI Ef [4BfF 1] [4AH 2] [...]
fign:

deb https://deb.debian.org/debian/dists stable main
=1

deb https://pkg.jenkins.io/debian-stable binary/

M TFE—WEHNASF, WEEXT—MRIEE URL + Eff + AEFITEAIFRE URL.

Hi2: SHEEEREREIEE
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https://pkg.jenkins.io/debian-stable
https://pkg.jenkins.io/debian-stable
https://pkg.jenkins.io/debian-stable
https://pkg.jenkins.io/debian-stable?uyuni_suite=binary/
https://pkg.jenkins.io/debian-stable?uyuni_suite=binary/
https://pkg.jenkins.io/debian-stable?uyuni_suite=binary/
https://pkg.jenkins.io/debian-stable?uyuni_suite=binary/
https://pkg.jenkins.io/debian-stable?uyuni_suite=binary/
https://deb.debian.org/debian/dists
https://deb.debian.org/debian/dists
https://deb.debian.org/debian/dists
https://deb.debian.org/debian/dists
https://deb.debian.org/debian/dists
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://deb.debian.org/debian/dists?uyuni_suite=stable&uyuni_component=main
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview

L@l SR> €18 &8, HRERENEEXEENZT, BitEEERIRE BEBE,
2. SMEBEEEDR, BREEPEEDRIZBENMEERE. 2 [ REHETEFE ]
3. BIMERT, RIS,

BXBERSHFMEE, BB administration:custom-channels.pdf,

12 BEEXGEERMEMERR

1. 72 SUSE Multi-Linux Manager Web Ul #7, SRZIRSE > BEHH, AGEEEERBE XCBERIFINE
o

2. ERTAT R LV FEETIRT, EREXBRNEE, WMRFE, EAEESNEE,
3. B [ EMHCEEA 1

6.3.2. HEXEERY
HTRRHIEREH, SUSE BB IR EBAREN B E B RIS R,
BABRT, COlRMFTEEEEBERaHRS. ARTS, EUTER FERERS:

o 7£ Ul &8 spacewalk-common-channels S iEZERMNE@ES
° EITHEMES mgr-sync-refresh-default BiZ 24, XGRS EHIFRE BE XGEEFMEL HEE,

ZHEILEIATT N, 157E Jetc/rhn/rhn.conf IS E :
java.unify_custom_channel_management = @

KALLEME, BA=EEHTERY, BEEEEXBERGRN, BFE!
o BEIEFMEIRSERFHES [ LAY | RFHED LEE.,
o EfEFEREETFHIKEBMET BiEZH

TdiEAeE, TEdEMATINERERTETKED !

® 7£ SUSE Multi-Linux Manager Web Ul #f, SfiZIEE > REMS, AREEFmAT R, F=@mRETH,
EIHEER A= RETR— DT,

® 7£ SUSE Multi-Linux Manager Web Ul &, SAnZIEE > BIE > B8, ARRESHEEFEXRNBE, S
fEimenu:[fE7FE > BFETR R, EFEZTELRETASRE.

T:EF'F‘ < ;iEa__?-?—F*_é[ |__|5 E IL.\Y{LF
tail -f /var/log/rhn/reposync/<channel-label>.1log

ST FEEERPIRFEERBENEE. ERELEHRAEREMBEN FRERSXYE, UHRREY T
%o


administration:custom-channels.pdf#custom-channel-sync

AIER T B E X BIER D &

RECEMEEEPERNBEPIRGE
TR R A AR o

FRFENR
FEES#H T,

XEAY &GS
RED BRI ELAR S,

BIEA XA ETRERM
It ETUEE—NHERY BT A T B B R 2 Kickstart BIE R

HEMEAIFEIRETR L
MRKREHR, WELRS,

BhHSMEEKAREFXEER, FRTRAPZH, RE[IBRAY Kt 2R EFEE R,

6.3.3. I B+ T HRME B EEE

NRECIRFNBENEEERNEBERE, NEEZNBEERELSEARGEHIT . AJUER  SUSE
Multi-Linux Manager Web Ul 7RNIIFR BBV G B4 T o

BEXBEEREBERENRIEEBEXNREEHHHT, HEXERGEEHH T HASBERNERARLEDE
ILEZ, AINEIBEXOEER T UIUER F B BRI,
BIE: BREERME R ESGRE
1. 7 SUSE Multi-Linux Manager Web Ul /1, SAiZIRH > B B8, ARHIREEEDF,
2. Bk BT SMETIH/ERETREE SF 8 S TEETRHRE R,
3. B SMEFRMET R ERINEEE,
4. EEFEAHREMHREENRIBE, AERE [ EERHAHE ] LUERTIR.
5. REEMNTEEBENRHAE, AREE [FNRER].
6. SIRETIFEFAE, BRE [HHIARM | LOFRA4ERMELEE,
1. Bk AILUBE SMBREG > B> @E, ARRIREHE  RETF, BHa@EETNRGas5Ht
BERHREEHITILR. EERMBEER, BRE [ GHER ] R, ABRMRAMEHRS,
2. F TR BEEE
1. 7£ SUSE Multi-Linux Manager Web Ul #, SMEIERH > B> B8, ARFEIHTIED R,
2. Bk EISMEFIN/ERETNREE LA STEEERRIFREH T,



w

B SAEFIMED+, AREEFERNAAT A, B TRNEEE,
4. EFEAHREMITHIRBE, ARSE [ EREBEHT | LUART IR,
5 WEBERNEBENXBENAT, ARET [#iAl
6. NREHSEFEGIS, BB [HIA ] UGN T RINEIEE,

6.3.4. EIEEEGEIE

SUSE Multi-Linux Manager B2 R A1@E EI1E 53 °] LA E K Sl PR E i,

ERTHMAF BRIMREENNR, ESMIRG > E18> 88, ARERERENEE, SNEIEEET
O+, FEPFEEERTRRNAF. 2 [ B ] UREEX.

o INRERFENERIKE—AZT A IRIEE, 5ENFEEXRKNEMNERFIKIEERTS
RIBENER. XBA T WIRTEMERE B X T R BRFT MR E L.

Tk E R Web Ul iR SUSE Multi-Linux Manager @i, RaeMIbkE E X iEiHE,

g2 BIPREENGEE
1. 7£ SUSE Multi-Linux Manager Web Ul /1, Sz > I @&, AEEEERFRIBEE,
2. BE [ BRI HEE ]

3. EMipREEDIE £, MELENFRIBENAT, AREFECHITARRKEEE, UNEMTEEIEITEH
BARFRERFZBEEXEE,

4. B [ BREE ]
mEFEEn, T=BERERIRGE, G AEHREEESRMEREERTE,

BJLATE SUSE Multi-Linux Manager Web Ul Fffliif5i@i@ R B XENRHEE. SMERHE > EE > R, %
HEERRNREE, ARRE [ IRRERE].

6.4. E[fiBiE

ATTBUEIM SUSE Multi-Linux Manager RFahZERR SUSE IRMHHAEE. BIEEmAREERN™ R, B
RIS TE MR,

6.4.1. HEFZXEREE
TEERBEZH, HIAIRANEERIEENIFS, AJLIER Web Ul 2iap<1T3#1TIR51,

¢ ERAFEERAGIMEITHNEE, HELHTENRAITHNEE,

o o MRRFGHAESITHT ERBERRIEE, BAARXERAREBCEEITR, RAEH
ERIZEE,



6.4.1.1. IRFiBEIRE
212 EA Web Ul iR5IBEIRSE
1. £ SUSE Multi-Linux Manager Web Ul /1, SfiZI5k% > @i#@85IR > FiB.
2. WA ErEERH. NREEFEERITMNNEE, FaEgiBERETE,
1/\HUE£IS$E’JL£$D¥LLO
312 ERHGLSITIREEIRE
1. BJTE SUSE Multi-Linux Manager B2 EH LIZ1T A T e L IRBUBESIR

mgrctl exec -ti -- spacewalk-remove-channel -1

6.4.1.2. BISBERSAITIA

312 £ Web Ul BEEERLKITIA

1. 7£ SUSE Multi-Linux Manager Web Ul /1, SHAZIE > @iEFIR > FiB.
2. EEMIKREIRGET

3. REBREBRNBEREANFRENNNRLKT.

diE: EAGLITRIGEERSKITH

1. £ SUSE Multi-Linux Manager B2 EM BT T@H<

mgrctl exec -ti -- 'spacecmd -- softwarechannel_listsystems <Channel Label>'
6.4.2. BfREE
EREEd ST T AEER@EERETHIE, spacewalk-remove-channel S92 BEMERBNIGE, Bl
EHMBERES| AXLEREE, WS MBIEEREFREXTHIE, FMFEEAEPERREXHE,

6.4.2.1. K¢ FiEiE
212 FAGSITERFEE
1. BEMRENEE, 157 SUSE Multi-Linux Manager 23 E# EIEBfTIA Tdn<

mgrctl exec -ti -- spacewalk-remove-channel -c channel-label
2. EENERZMNEE, BRENREERMA -ci1E, 5 channel-label, fI30:

mgrctl exec -ti -- spacewalk-remove-channel -c channel-labell -c channel-label2



6.4.2.2. EpBEREFEFEE
i21E: EREEREMREFBE

1. BERRIBENEFEFiBE, 15517 spacewalk-remove-channel FHi5E -a %I, FEBTIE parent-
channel-label & 791BERE, I sles12-sp5-pool-x86_64:

mgrctl exec -ti -- spacewalk-remove-channel -a parent-channel-label



Chapter 7. NFitE

f&BiConfidential Computingf AR, AJLUERETREARAEHITIME (TEE) REPEAPRIEHIE, XFIFRE
RHESHRERFIKHRGIETEMS. SENZENAETEN,

7.1. SUSE Multi-Linux Manager B9Confidential
Computlng

%+5<]‘Jtt$§‘t"F£ﬁE’J%éﬁkiﬁﬁﬁ%ﬁiﬁo m%&ﬁﬂﬂ]‘ﬁ‘i“?2?3&?‘?%&%!]@750 L_JLH?ﬁ%#&laz‘??mfﬁu
FRERLIER.

Confidential ComputingiAIEBUR FFi A BVRE S IR ZINER RSB TRRTEAVIR IR,

o Confidential ComputingiAIE{GEFE F x86_64 (A R 451,

7.2. R

AILATE BB LU FHERVIF IR IZ B Confidential Computing:

FZINENRS (EBIMA) 79 SLES15 SP6 HEHBE SIS ZE SUSE Multi-Linux Manager

A& E AMD EPYC Milan CPU 2 AMD EPYC Genoa CPU

A7 BIOS BRE A /v iFConfidential ComputingIAJE

FHIRERFEFEIMEIRE (KVM F libvirt) #470iz#FConfidential Computing.

7.3. PRl

* SLES15 SP6 LIRATSERIAZ Rt Confidential ComputingiAiiE,
* SUSE Multi-Linux Manager MUt AT BIAZ Rt Confidential ComputingiAiiE,

* R25|FEBRINIE, BR, KVM Z25|F# SNP Guest BAIT/E—#EIETT.

7.4. £ SUSE Multi-Linux Manager HFfJConfidential
Computing

o BXREEH EIEEMNEE Confidential Computing®IEFSE, F2NIRERSHENEX
o

1372 7R3 SUSE Multi-Linux Manager HRiglB BiAIER 28
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s U R B B TR Y —EX B El,

g0, NS salt_content_staging_advance IR & 97/)\BY, salt_content_staging_window i&E A% /)\BT,
M 12T ERTE R (B R Z BI897V BTG, FHFEM/NET, EREFIBZ RIS NIRRT S TEHE
EETSES N

WNEREH salt_content_staging_advance # salt_content_staging_window i&EERNNE, METLUERE
FHAZ B T EREE,

7£ /usr/share/rhn/config-defaults/rhn_java.conf FEEENFEF S
EININIEH

* salt_content_staging_advance: 8 /B

* salt_content_staging_window: 8 /B
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Chapter 10. B iEiEayig &
T AR SUSE Multi-Linux Manager iR BEAMEY, &0 UTEMAEZNIFRRERE.

£ SUSE Linux Enterprise 15 f1EEARA L AT LAEAMEFESRER TR (RMT), RMT X TITREETA (SMT)
, FEEERIAR SUSE Linux Enterprise REHA A,

TERTFEREA SUSE Multi-Linux Manager i&&™, RMT =t SMT fERIMIBMLLERES] SUSE Customer
Center, FRAEMMEEMBEEES2RDS DATEEMEIEE. 2G5, AIUERZEESEEMAEEN SUSE
Multi-Linux Manager &%,

HIE B AIEERY SUSE Multi-Linux Manager 23R BB 1E M AR EIZ AR A IR E AR,

o 189 RMT 2% SMT 2B BT EIZEEIE SUSE Multi-Linux Manager Server, EREERT
BIRLEERI S — RMT 3¢ SMT 324,

BX RMT BIF4EE, B30 https:;//documentation.suse.com/sles/15-SP6/html/SLES-all/book-
rmt.htmlo

10.1. M SCC @F @EMEFRE

10.1.1. [F& RMT

BJLATE SUSE Linux Enterprise 15 3£ RMT KEIRIZTT SUSE Linux Enterprise 12 S{ESRARIZ A
o

BATERWE RS SUSE Multi-Linux Manager £2£18 B — 1N & B RMT L6,
di2: 188 RMT
1. 7£ RMT 565l %% RMT 3482

zypper in rmt-server

2. f£F3 YaST ECE& RMT:

yast2 rmt
3. BRI TR,

BXIGE RMT BF4MEER, 1580 https://documentation.suse.com/sles/15-SP6/html/SLES-all/
book-rmt.htmle

i232: ¥ RMT 5 SCC A%
1. 75 RMT 2k, U RE4BLRa] A = S
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rmt-cli products list --all
rmt-cli repos list --all

2. EAFEBLR A BB ERN:
rmt-cli sync
XA LAEHR systemd 3§ RMT BBE RN ERRY .
3. BRFENm. I, EEMA SLES 15, BIE1TU <!
rmt-cli product enable sles/15/x86_64
4. RERZHIIESHEATENEE, FHR6F, FEEERNERMEN /mnt/usb:
rmt-cli export data /mnt/usb
5. BERANEEES DRI R EEFME:

rmt-cli export settings /mnt/usb
rmt-cli export repos /mnt/usb

(’ HREIEEESHE] RMT BRESWER, BJLUTE [etc/rmt.conf BY cli ZoAHEN
RMT BFI&E,

10.1.2. @& SMT

SMT BEREMI7E SUSE Linux Enterprise 12 A, mJFEFEIRIETT SUSE Linux Enterprise 10 S ESRAHEF
iiio

SMT ERETE SMT LIS — ARG B R U D iE 7 R 6o

BXREMEEE SMT HNEZAT, 58 https://documentation.suse.com/sles/12-SP5/html/SLES-
all/book-smt.htmle

22 IESMT 5 SCC A%
1. 7E SMT 2k, Bl —MEEE RS

smt-sync --createdbreplacementfile /tmp/dbrepl.xml
2. BRERSHNEES LR TEEME, FLHRGIR, FEEERNERAIE /mnt/usb:

smt-sync --todir /mnt/usb
smt-mirror --dbreplfile /tmp/dbrepl.xml --directory /mnt/usb \
--fromlocalsmt -L /var/log/smt/smt-mirror-export.log
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curl https://scc.suse.com/multi-linux-manager/product_tree.json -o
/mnt/usb/product_tree.json

o HREREINEEFEIESE RMT BRI EE R, BJLUTE [etc/smt.conf HIEEER SMT A&
=8

10.2. HE@EIE

= EBFMERAY SUSE Multi-Linux Manager EFin TEI@i&, 7 #:fF SUSE Multi-Linux Manager BEfBRIF 44
EREE, NRAKBRAXLEEE, SUSE Multi-Linux Manager AJgE TS A4 M EIZ ™ Sho

BITUTHLEAXLELFENEE:

SLES 12 fIEFE™=m, 5190 SLES for SAP 5% SLE HPC
RMT: rmt-cli products enable sle-manager-tools/12/x86_64

SMT: smtrepos -p sle-manager-tools,12,x86_64

SLES 15 fIEFE8™=m, 5190 SLES for SAP 5% SLE HPC
RMT: rmt-cli products enable sle-manager-tools/15/x86_64

SMT: smtrepos -p sle-manager-tools,15,x86_64
AEHREEEHSH.
AILBREMRITEHSNEREN, BXBRERGNTREENEFENFAER, BESIXHY:

RMT

https://documentation.suse.com/sles/15-SP6/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-
mirroring-enable-disable

SMT

https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-
mirroring-manage-domirror

10.3. BEfFEZRIARSS 88

Z 4§ SUSE Multi-Linux Manager & E 4 B FFEZIIARSS 28, 1B IRRYIERE AP E RV BRIR(E,

10.3.1. #B3E

It is recommended to deploy a disconnected server as a Virtual Machine (VM) using a provided image.

For an air-gapped deployment of SUSE Multi-Linux Manager Server, see Installation-and-upgrade >
Container-deployment.

FAER, RITRE— T HLTHREES -mirror &I, HI§ </media/disk> Fif A ERER =
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mgradm install podman --mirror </media/disk>

10.3.2. @&
NREEMH T SUSE Customer Center FIERIRIENRIK, RILIEREXRED BB ERIIARS 2R,

g BTFRZPNABEEGITIEATER —HEHR LRI A WMRKEHFMERE, BREMAL
BT, ENESEEHERT.

di2: EP B EEARSS 28

1. EF5) Tomcat fRS:

mgrctl exec -ti -- systemctl restart tomcat
2. RIFAHERIE

mgrctl exec -ti -- mgr-sync refresh
3. BITEY:

mgrctl exec -ti -- mgr-sync list channels
mgrctl exec -ti -- mgr-sync add channel channel-label

BEE, IRKET server.susemanager fromdir, SUSE Multi-Linux Manager ¥7%7%
& SUSE Customer Center SMFIEREEN. ik, RASET—NMESES, MF
1T SCC B E,

An alternative to disconnected setup may be to copy content between servers using Inter-Server
Synchronization (ISS). For more information, see Specialized-guides > Large-deployments.
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Chapter 11. (#8256 &8

B =SB R 2 ATAEA R SUSE Multi-Linux Manager $UBEERIAHEHSRM RN, FERLEERT, Xig
MRETIRE.

SUSE Multi-Linux Manager RisiEFLEEH R TA#ETE, S UENZHIENE RMEIENE S, A%
B#R7E [etc/rhn/rhn.conf ECE X HEE,

HENZEEERNTATERTESHEN, SNERENEFEHFILLXE—FER, HEERTTANSE
ﬁ_%ﬁ%uo

11.1. REENE R

SUSE Multi-Linux Manager BRIANGIEUTER:

e /var/lib/pgsql
e /var/spacewalk
* /var/cache

° [srv
&R LUE spacecheck_dirs S EN S WIEMNBE R, JLUEEZ N BRHBTRIEEHD R,

fBIgn:
spacecheck_dirs = /var/lib/pgsql /var/spacewalk /var/cache /srv

For more information about volumes, see https://documentation.suse.com/multi-linux-manager/
5.1/en/suse-manager/installation-and-upgrade/container-management/persistent-container-
volumes.html.

11.2. E{E

RIABRT, HRBEERNVAAZTEDFESIATERRN 10% B, SUSE Multi-Linux Manager SRlIEE S,
YERBEERNIATEMRT ST ATER 5% B, FelEXBER.

EA] LUEFE spacecheck_free_alert 7] spacecheck_free_critical 23 E X IR HE,

folan:

spacecheck_free_alert = 10
spacecheck_free_critical = 5

ssom 173 e
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11.3. XHABRSE

BUABERT, XEIXBELIRMERT, SUSE Multi-Linux Manager &%) spacewalk ARS3.
R LAER spacecheck_shutdown S EXUILITA. true BERAXATHEE, EAIEMEZAXFTHEE,

fIgn:
spacecheck_shutdown = true
11.4. ZATENEE
HINCEREZTEKRETR, BaERAUThS=eZRtTA:

systemctl stop spacewalk-diskcheck.timer
systemctl disable spacewalk-diskcheck.timer

2 spacewalk-diskcheck.timer [5, MIRXFNERHE, BELRZEIHEBFIMEER, BESEBNNEE
TEERTUEBITNE,
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Chapter 12. G EIR
12.1. & EER

SUSE Multi-Linux Manager A2 A EERWERBNIRFRARG, HRBEFRIEEEIMRGEEFHER.

JiE: MERMMEXRER
L EXBEGEER.
2. EX—MRGEEXHHEEER (git EFERBR) 18X,
3. MBI,
4. RGBT A

SUSE Multi-Linux Manager Z#Ffhig23E8! : Dockerfile #1 Kiwio Kiwi #ZELEBFHRERFAME. B
R AN E AthBR AR,

Kiwi #EERRMEEFEXTIE X AR N XERGER, HRFENRSRB LB [srv/www/os-images, SUSE
Multi-Linux Manager #&id HTTPS M https://<fz55%% FQDN>/os-images/ FBMGTZMEXIRENR. BEE
EXUBERHE—/, FRIBEX.

BRIKTEAETE [srv/www/os-image/ORGANIZATION-ID H1,

12.2. BZ3IR(&

SUSE Manager
Image

Build Host

Salt Minion

Caas Platform

#6151/ #1735 12.1. Bgtozeiei | [SUSEMUIGRURURMENagero
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12.2.1. &R
A 2RINEEE A FIB1T SUSE Linux Enterprise Server 12 S{Eshi <8y Salt Pk, EFEZHET, IBHERIENIF
BHR L TEK:

o —MEE Dockerfile FMEBMANELRHE git EFEE ZBEEEAIURLABRITHEN, NITEXE
GitHub. GitLab 3§ BitBucket Lk,

o —NEMEERIRGEMER, B9 Docker EMR,

BXAHBEMEERE, 15BN https://documentation.suse.com/container/all/html/Container-
guide/o
12.2.2. SUEEEEM

EfEM SUSE Multi-Linux Manager #2R%, ERECIBHEE—MIEEN. FBWETNEEIT SUSE
Linux Enterprise 12 StEShRASHY Salt FP . ATFERETAMMEENBIGBEE,

R EN ERRERFLINS BARIRIR R IERRILEC,

530, 7Ei=fT SUSE Linux Enterprise Server 15 (SP2 SiEEARAS) RIERFHRASHIME

o FHN EMEETF SUSE Linux Enterprise Server15 HIM{&, 7£i54T SUSE Linux
Enterprise Server 12 SP5 3§ SUSE Linux Enterprise Server 12 SP4 #2{ERFihRAHIHIE
FH EHEETF SUSE Linux Enterprise Server 12 BB,

PP REMITE,

£ SUSE Multi-Linux Manager Web Ul &, $TATH B UREMEEN:

S WEEN
L RS> RAMSTERERBIEENREN Salt BF .

2. EFMEFE P IENRFATIETIERESHER. SNMERE > REBEHZHEBIER (flgd SLE-
Module-Containers15-Pool 1 SLE-Module-Containers15-Updates) . 5 [ F—% ] b4k,

3. RHERMHEEER, ARRE [#IL].

4. NRGATET-RRERRMEDIE, HMMMAKXRBETIRPERBRGEIN, AGRE [EWEE] X
ko

5. @i A Highstate ZEFMEMNENHNHEE, ERFMATEMFPIEFIRE > Highstate, RAFEE [
F Highstate ], =&, M SUSE Multi-Linux Manager fR$328en<1TR 8 Highstate:

salt '$your_client' state.highstate

12.2.3. AR R ERHFRH

T SUSE Multi-Linux Manager #EZH AR EREWEMGIENEEFREXEKIIZBERANEE, £TRKE
SR BREIE— IR SRR R,
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" EMERS, EE—5EBEXBKNEEEN, BZBETER SUSE Manager
Default,

dig: SIEAEE A

L ERRG > BIEEH.

2. i [ BIEREE .

3. MARBATIEEERN, B THRSEEE S HERXROBMEE.
4. B | EMERE ] Wik,

BXF4EE, 1520 Client-configuration > Activation-keys,

12.2.4. BIEEBRRTFHEX
MRNFTEREBEEEMEEHRR, AHEaEXRRGFERNES.,

BIE: SUEMRRFMEEX
L EZm G > =g
2. BHRNELICIENENE,
3. From the Store Type select the correct type.
4. EREFRPE XREFHERX R,

5. @FEE URI FRRAIRMHMREEIMERMNRE, ZREMAERIIMRIN (TIEBABERING) HNE2R
EFE (FQDN),

registry.example.com
AR URIE R A FHEE ERE AR EMRPAVIREGIEMEX,
registry.example.com:5000/myregistry/myproject

6. B [ 8IE ] LURIFTHBRIRTFAEX,

12.2.5. SIEEBR{GED & X 1

FrEBRMRGHEEAESWERPIRGEEX RN, ATEEEXMEA SUSE Multi-Linux Manager
Web Ul gIBRGECE X HRIE R

g1z elEMEGEENXF
L EBOIRBMEGEEXM, BEF0REG> REXH, REHE[HR].
2. BYASHRETRRURGEEX B,



6 MREHBBIMEIRICKART myproject/myimage FIETR, BRFREHMEE
EX EAMER URI 5 /myproject [F4%

3. &K Dockerfile {E/IBR GRS,
4. (B THI B M BRRGEER TSR R,

5. (ERREFET, ¥ GitHub. GitLab Y BitBucket f&7FZE URL, ZBRIFMEIUSHWETNNAHMBE R,
1% URL [/iZ:2 http. https HLESMDIIUE URL, WNRZE GitHub ¢ GitLab f&ERE, FRAUTHERXZ—

GitHub &{F%EIN
O GitHub BEP B (412E

https://qithub.com/USER/project.qgit#branchname:folder
©  GitHub ALRT B E7ZE
https://qithub.com/0RG/project.qgit#branchname:folder

©  GitHub $HESHIIE

NRER git EFEERTRH, BENEEXMHDN URL UEE5HRIE. AT URL BEd
GitHub < REITH HIRIE:

https://USER: <B B3I F#E>0github. com/USER/project.git#imaster:/container/
© GitLab BEFTIBEEE
https://gitlab.example.com/USER/project.qgit#master:/container/
©  GitLab ATE f&TEE
https://gitlab.example.com/GROUP/project.qgit#master:/container/

O GitLab RS MHIIE

IRER git EEERTRANBERTLRFRR, WEEEMREEXHH git URL LEESHIEIE, &
FALLTF URL 1 T0EE GitLab < hE#1T S 13301 :

https://gitlab-ci-token:<
BRI hE>0egit1ab. example.com/USER/project.git#master:/container/

o WMREKRIETE git D%, MEIASER master 9%, NRKIETE folder, NIBE
&E (Dockerfile J&) FREAMITF GitHub Y GitLab checkout 9 HIIRE FH,



6. ER—NEERH, HERAUHERERRE XA RIREIERE ERREER R,

6 RAERIASREEEXHXEKG, FIUBRRERZEEXHREMREEZERLE
TRV EE LA R % amiE R R AR Lo

7. B [ QIR ] 4%

12.2.5.1. 75l Dockerfile i&

https://github.com/SUSE/manager-build-profiles £%& % T A] &5 R HIRGER B X1

ARG S HHFMEMMIES SUSE Multi-Linux Manager I2{EMIFTEE7ZEMEXEL, ARG
SR B FHERRFAZENASZFRA SUSE Linux Enterprise Server irZs#9 SUSE
Linux Enterprise Server BR{&AR 7S,

o BI40: ARG repo ZHLIKASMEMEFEX A echo sr L BIRIEMRIERIE, ARIFEENE
PR @B hR A B ETR RS o

77 EE SR E IR EC B XA RYBUE BRI R E
FROM registry.example.com/sles12sp?
MAINTAINER Tux Administrator "tux@example.com"
it F4: 5 {productname} ECE&{ERATEEXLELT

ARG repo
ARG cert

# AINEMBYIES
RUN echo "$cert" > /etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT.pem

# EIRNEBEEEME

RUN update-ca-certificates

S RETFEERRIZANINE PR

RUN echo "$repo" > /etc/zypp/repos.d/susemanager:dockerbuild.repo
K £5R: 5 {productname} ECEREMIIHEEXLEST

# ANINFT ELREZR
ADD add_packages.sh /root/add_packages.sh

# BT B
RUN /root/add_packages.sh

# R[5 MBRIR R PR ETEERR R
RUN rm -f /etc/zypp/repos.d/susemanager:dockerbuild.repo

12.2.5.2. EABENXE 2 58-{EXEH Docker buildargs

EOILIEREENXEER-EX, WS EEERIMERIEN M, b, XLER-EXIE(EN buildargs Zi4
Docker @<,

EXTTHAEEXESENCIRZEMESRINFHAES, 155N Reference > Systems,
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12.2.6. f9E2AR{G

There are two ways to build an image. The first way is to create it from scratch. To do that, select Images
» Build from the left navigation bar, or click the build icon in the Images » Profiles list and follow the
procedure.

d3i2: WEmRE

L FEEIAMR O 1R,

2 MPETEERMANBMIEA (NSHBAX) , MECAEMIRE, BRIREIREE .
3. P MRRE S A L.

0 FEATHEFRENNEEXHEE. TEERMBEEEXMHE, BXRPMEREXH
BIFAE B BRI R,

4. BRAHDE, BFRE [ ] %5,

12.2.7. S A&

The second way to build an image is to import and inspect arbitrary images. To do that, select Images >
Image List from the left navigation bar. Complete the text boxes of the Import dialog. When it has
processed, the imported image is listed on the Image List page.

d3i2: SAREK
L fEBRfG O BEFIRA, B [ SN ]TFSABEIHEE,
2. ESNBEIHEEFHE U TFE:

BR{ETFAEX
2 MR EHTTIE B EMR.

BRI% A R
TERRER BRI EI R FRo

BR{R kR 2
AR ARG BIAR N

HEEM
TR EBRIR AT EZ E Ao

HEEA
BOERH, ElRUBTRERGNREBERNREZ.

3. BE [SAN] LA

FERSTESIRE P OIEZBRRIN, FH7E SUSE Multi-Linux Manager ERHHGEMIKIZIE,



IBSTRE, ERILEBEFIRTIHZESANRE. EEMRYITERT — M FENE, ERZREES
No WA LATEBREBIBESETT -+ £ B EI B SNRGRVRSET.

12.2.8. &=

12.2.8.1. B&ISE

ARG (BC) MHERTSITENMMERMG, (BHTF BCl NEERME, TR MHEHITIRERM
HWFRE TAME,

ENERRMERE, GRS MINTRIEIRES:
libssl.s0.1.1: cannot open shared object file: No such file or directory

BCl EERATHERHBWRENLMER Salt MHABHITOEZINMIEMTR, ENREFEEERTLE, N
WA A N2 AR R R o

AT GBI, EFET Dockerfile AR 7NN libopenssl H EFEEME,

1B libexpat B EESCIN LB B9,

12.2.8.2. —fgial@h
THERMEREGHFEN—LEEMR-:
* RAFRRLEMREL git EFRER HTTPS IEBNIEE B E R A EE EI%E F o

o BEIARZIFER Docker #41T SSH git Aial,

12.3. R FKIRE:

BRERFIMEH Kiwi MERSWE, MEBEGEIBEEN, AILE PXE. QCOW2. LiveCD siHEthZEBAIBRIR,
B Kiwi WERZFAEE, 521 Kiwi i,

12.3.1. R

Kiwi BRIGHIEETHEEE A F381T SUSE Linux Enterprise Server 12 #1 SUSE Linux Enterprise Server 11 9 Salt
B

WIRAITE LT E 2 —1A1R] Kiwi BYRECE XX FIBC B M4

° Git fi&FEE
o HTTP 3 HTTPS $E&H tar 7744

* WEEN LRAHER
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BX gt REMTE  Kwi EEENTSE, ESW https://github.com/SUSE/manager-build-
profiles/tree/master/OSImage,

o MFIBEITER Kiwi WERIRERARGIEN, EVFEREM 1G6GB RAM. BAFIFEHEE
TEREVRFIREGBISSFR AN BXFAER, FERNRERFHIXE,

12.3.2. SIEEMEEMN

ZEf SUSE Multi-Linux Manager ¥ &G, BFRIRHRE—MIEIN. BRIERAFMEDEINEE
SUSE Linux Enterprise Server 15 (SP2 s{&mhivax) 3 SUSE Linux Enterprise Server 12 (SP4 X E=hiiads
) EiBE1THY Salt B i,

e S BRI IR E.
N LBRIER SIS BARREG ERIRIERAILES,

fl80, 1£3i577 SUSE Linux Enterprise Server 15 (SP2 S{EShRZA) IRIERSRRAHIDE
EN EWEETF SUSE Linux Enterprise Server15 HBR{&, 7£i54T SUSE Linux

o Enterprise Server 12 SP5 2% SUSE Linux Enterprise Server 12 SP4 1&{E R Gk A HIi03E
FH_EMEETF SUSE Linux Enterprise Server 12 BBR,

TERIMBARREMNEE, g0, HAIEIETT SUSE Linux Enterprise Server 15 SP3 By
Raspberry Pl (aarch64 A& 45H) #32EH| L5932 Raspberry PI SUSE Linux Enterprise
Server 15 SP3 B,

i3#2: 7€ SUSE Multi-Linux Manager Web Ul REZE1E

L #&% BREPEFRIEE MR ENE iR,

2. Navigate to the System Details > Properties tab, and check the Add-on System Type > OS Image
Build Host box.

3. Confirm with [ Update Properties ].
4 SMEIRSAT > Y RHFEE, RIEWEEVMRARBAENRFEE,
@]

SUSE Linux Enterprise Server 12 ¥ FHFEE SUSE Multi-Linux Manager EF T H (SLE-
Manager-Tools12-Pool #1 SLE-Manager-Tools12-Updates) .

(©)

SUSE Linux Enterprise Server 15 #J#2F#1FEE SUSE Linux Enterprise Server 23R SLE-Module-
DevTools15-SP4-Pool #1 SLE-Module-DevTools15-SP4-Updates,

© EEBERRTH, AERE [#Al

5. @I Highstate 23 Kiwi FIFTEXEHNREE. ERFATUEFIEZFRE > Highstate, A8 E
[ BZF8 Highstate ], 5%, M SUSE Multi-Linux Manager Server #5417 Highstate:

salt '$your_client' state.highstate
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12.3.2.1. SUSE Multi-Linux Manager Web fRS3 23 2 45F+ RPM

HWEEHNBEEIE SUSE Multi-Linux Manager iE+ RPM SEFIZIMZEEN. HIEFBATFIHE SUSE Multi-Linux
Manager IR HETF 2,

ZIEFH mgr-package-rpm-certificate-osimage T8 ZAITEE RPM A, ELHEEE SUSE Multi-Linux
Manager f#Aial= BahiA R ZIT 84,

HIEFHLR spacewalk-certs-tools 4B, ARAREFERABRERZITE/AE, B2, MRIEPREE
BRHAATA, BEARIETREER --ca-cert-full-path <iEBE&R> FrhiERIZITEHIZS,

12.3.2.2. {TaflzsEA ARG

/usr/sbin/mgr-package-rpm-certificate-osimage --ca-cert-full-path /root/ssl-build/RHN-ORG-
TRUSTED-SSL-CERT

BEIEHHY RPM G E7FE7E Salt RIIFIRIRYERF, Fa0:
/usr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm
BEIEHRY RPM G BE A MADE EAGETF PRt

/var/1ib/Kiwi/repo

EMERERIEEE S SUSE Multi-Linux Manager SSL IEHH RPM 46, HEREREHN
Kiwi B2& 25 rhn-org-trusted-ssl-cert-osimage {4 bootstrap 289 X B EE,

5% 3. config.xml

..;packages type="bootstrap">

<package name="rhn-org-trusted-ssl-cert-osimage'
bootinclude="true"/>
</packages>

12.3.3. JiRE R SR(E IR BB H A
QRSEE (FEMERGEHRERGMRE T ELRIEREEE) XRIEER.

AR MBS R AT B BRIRERARE,

o EWRBIRERFEME, FE—S5SEEXBIEEEH, Bi28EREELE SUSE Manager
Default,

diE: UEHERR
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L £ Web Ul Hh, ERZRS > BIEHHR.

2. BEBIEER,

3. WNREANI BB, HEA THIEEEE ST AXKIVEREE,
4. B [ QUERGERA ] iAo

BXiFMEER, 158 Client-configuration > Activation-keys,

12.3.4. SIEBBR{GTFHERX

BRIFRSMRGRIEFEAEEFMETE. Eit, HMTBNRRFRAGREEEXRETEESPIENSX L Btrfs
FEL, ASRDEDH. BINERT, BREFHEXGT /srv/www/os-images.

BRIRZH Kiwi WEEEHNATHERRIER. EPBRMEN E R RHMREFEX,

o BRRIGERTZETE [srv/www/os-images/<4H4£2-1D> A, mhEl HTTP/HTTPS
https://<susemanager_Z#1>/os-images/<4H4R D> iAidl,

12.3.5. BIEEBRIKEDE X 1F
{5EF8 Web Ul SIZ2BMEERE X f

d3i2: elEMEGEENXF
L EOIRMMEREXH, BERG > REXMERE, ARSE [R]
2. FEIRETFEN, RIMGEREXHIET,
3. AR Kiwi {E /BB A,
4 ROEEEEEIRGTEER.

5 BWAEE Kiwi EBEEXHHE R BE& URL, Fli0, git URI (80 https://github.com/SUSE/manager-
build-profiles#tmaster:0SImage/SLE-Micro54) . EMEMEE HTTP ot HTTPS $£EH tar 17443
WEENENAME R, EXFAER, BELADRENFEIET,

6. IRIEFEZEHA Kiwi &8, 1R Kiwi EBEEXHEE T ZMECEX M, 151ERA --profile <name> & 7ERNED
BEXff. BXRHEMED, FS N Kiwi 3,

7. ER—NEGERS, BUERA R ERRE XA RIREGIEIKE ERBEEN R,

6 RAUERASREECEXHFEXEL, URIRGECE X HER EWB R @ E I
B EL

8. B [ BUEE | ZHHIA.

RS %I
o EAETERER git/HTTP(S) URL
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A RRFAR git EEEN URL, ZEEESSEMENGIENRE. RIBEEFEENTS, % URL
AIRER:

https://github.com/SUSE/manager-build-profiles

BILATE URL By # FRIEEHEE— 1%, IR fIfERT master D% :
https://github.com/SUSE/manager-build-profiles#master

BILTE : FRIEEEEESMGENER. WRFIERT 0SImage/POS_Image-Je0S6:
https://github.com/SUSE/manager-build-profiles#master:0SImage/P0S_Image-Je0S6

* 5 tar FABI HTTP(S) URL

EMAEETE Web ARS328 LAY tar 71 (E48UR/E4E) HY URL.
https://myimagesourceserver.example.org/MyKiwiImage.tar.gz

o BRI ERYERATEE

BWAES Kiwi EZZRSGRNBROBER. LERUEEERIHEEN EFE.
/var/1ib/Kiwi/MyKiwiImage

12.3.5.1. Kiwi JERYT {51

Kiwi JEZE/DEE config.xml, BEHEFIXE config.sh Al images.sh, JRXAIUESEREXE root FERT
AR BRG FRRY1

BX Kiwi WEREFNER, 1BE50 Kiwi 305,
SUSE 7£ SUSE/manager-build-profiles 23t GitHub fE&FREEPHRH T IhREFF SR ERAI R B,

5% 4. JeOS config.xml ;3= fl

<?xml version="1.0" encoding="utf-8"7?>

<image schemaversion="6.1" name="P0S_Image_Je0S6">

<description type="system">
<author>Admin User</author>
<contact>noemail@example.com</contact>
<specification>SUSE Linux Enterprise 12 SP3 Je0S</specification>

</description>

<preferences>
<version>6.0.0</version>
<packagemanager>zypper</packagemanager>
<bootsplash-theme>SLE</bootsplash-theme>
<bootloader-theme>SLE</bootloader-theme>
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<locale>en_US</locale>
<keytable>us.map.gz</keytable>
<timezone>Europe/Berlin</timezone>
<hweclock>utc</hwclock>

<rpm-excludedocs>true</rpm-excludedocs>
<type boot="saltboot/suse-SLES12" bootloader="grub2" checkprebuilt="true"
compressed="false" filesystem="ext3" fsmountoptions="acl" fsnocheck="true" image="pxe"
kernelemdline="quiet"></type>
</preferences>
<l-- CUSTOM REPOSITORY
<repository type="rpm-dir">
<source path="this://repo"/>
</repository>
-->
<packages type="1image">
<package name="patterns-sles-Minimal"/>
<package name="aaa_base-extras"/> <!-- wouldn't be SUSE without that ;-) -->
<package name="kernel-default"/>
<package name="salt-minion"/>

</packages>
<packages type="bootstrap">
<package name="sles-release"/>
<!-- this certificate package is required to access {productname} repositories
and is provided by {productname} automatically -->
<package name="rhn-org-trusted-ssl-cert-osimage" bootinclude="true"/>
</packages>
<packages type="delete">
<package name="mtools"/>
<package name="initviocons"/>

</paékéges>
</image>

12.3.6. H32MR{E&
ETLUER Web Ul AR SU0R2IR G, YEIEMRIG > 8, SEEBE > BRESIAESIR-POORELT.

JiE: WERE
L RS M,
2 MBEFEERRNOBIIRA (VEMTRR) , MEEBEMRE, BFNRRARCE .
3. PEFMMGEE AR,

t’ WERFERENZETREXHEE. TEERMEBEEXME, BXFMEEE XY
HAE B ERELL,

4. BRAMDE, BRE [ ] &5,
ERRGHEIRER, WERSBLEETEALXNBEHERRERF. RER, FHET

o B root SH4IET Gnome £iF, BRI EIEHIEEERIET, NBMEITETUR)
=H, (BRMEERBATIEE TR, NTSEEM,
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FRIAEIRE S, HEMERMEEIFIE, EHOEME, SUSE Multi-Linux Manager RIEEE XIRERER

o BRGEFRLENRGETIR
o BRGAIIRIGAHN
o BRGIEBIFEMMRAT
WMRDEBRGHEEZE PXE, MIESER— Salt pillar. B pillar FETEHIEES

, Salt FRATTLUHIA X RGBT, %S EIERME S {EFR T (i BRI ARG
0 HHME. MERKT. ME3ISHENEE, 55,

£ B pillar AJHFAEERRIE A iHER.

12.3.7. &5t

WERGFEZTR/LMEXNT R, MRWEKXK, BE Salt REERMWEB TR THERKERE.,
MRREY, BIAITIAFE:

o MEFHEE T LIAFIRMEER
3 ENLA SUSE Multi-Linux Manager BRZ528 LR B NIREGIRE T EBRIHETE
ARG KE Y IERE@EE
ERANMEZRESAN

@%& SUSE  Multi-Linux Manager 2HIEPH RPM HRHBEREERMN, HEERR
/usr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm TigfH,
BXMNEARIFARIES RPM B4R, BB 0IEME T

12.3.8. [Rl
AT EEFERMENFEEN—E 2500 #,

* BTFIAIE HTTP JREL git 77 R HTTPS IEBRLES B E RS XHHEREPin, NFHITEE,
° RZRFNET Kiwi BIBRE,

12.4. 9ZERIMREFIER
E5|H e AR EMEME, BIEFEMEG > BETIR, NS S RFIEMERNTIR,

RREREARR IR IERGRIRIR. RRE. EITHRAERE. TAIUEEREGEITRS, UNAIEERTZ
BRRAYAN T AR B EHT IR,

NTFRERFRE, BWMREFRERS Kiwi J&, ERDTRERESEN. EZRESmEZRANE, X
L RAREREX AR —MEiS &R

EBATHRSESXRIIMER BENEE, MTRERGMRE, S METRAIUEEETRZ.
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MFABMRE, FHEPIRAIFRERMRS. BXIBEITHR (4. #T7F) HNEERERE, JUERART
EIIRE AR HX EAETT R,

BERG LN [T ] FESER—MFANE, FANESEXTHRITIR. REPLRENFIENRGE
B RMWER T,

B [ MR ] HHE S MFIRPRERRG. FRESBFMRERGMRGAEX PRI pillar 03, RS EIRY
&1ThiRo

0 YRR EIRS AN, 4 2ERGTHRAEETIR,



Chapter 13. EfiliZeth4irEss

MRIEFERLHBENER, ATRERIRMEICEE SUSE Multi-Linux Manager Server X4 XfhExEAME
Mz, BRIz EEEMBIFFESEE. SUSE Multi-Linux Manager Server HXR4 (faIARSZ23EIRE M
[EBR53283% SUSE Multi-Linux Manager Proxy) U= EI0M, SAEBRELHPREEEEN.

SUSE BIVEIALL% SUSE Multi-Linux Manager BERIEEMRIFEIRS. XBIERS2R. KEBEMNBEEN. 0
SR AE SUSE Multi-Linux Manager Server (RIFEHTIRE, AR TEAERERNEMRIFENFELES,

FERMHT —HENRERZNER, HRESEXATETTENESEBHNTHE,

13.1. R5528

gig: RSHNE
1. RZFBRHTEH.
2. INEBEFREIRHRS .

3. 1&17 spacewalk-service status F 1O ERBXHENRS 2B EIEBIET.
ARG O BRI L E:

* BXfEA YaST MR, EEM https://documentation.suse.com/sles/15-SP6/html/SLES-all/
cha-onlineupdate-you.html,

* BXfEA zypper BER, 58 https://documentation.suse.com/sles/15-SP6/html/SLES-all/
cha-sw-cl.html#sec-zypper.

BIAEZA SUSE Multi-Linux Manager Server BEEHERZ N Efm@E. MRGENEMNREESBHER
AR,

Z(F SUSE Multi-Linux Manager fR#F&H#, B HERIEZE SUSE Customer Center Biff Repository
Management Tool (RMT). BILUR RMT R{EMHEIFER St 22 R,

AR U THNEEMBER R EENARRLAIA:

zypper 1r
B0

Name | Enabled | GPG Check | Refresh
——————————————————————————————————————————————————————— T T
SLE-Module-Basesystem15-SP4-Pool Yes (r ) Yes No
SLE-Module-Basesystem15-SP4-Updates Yes (r ) Yes Yes
SLE-Module-Python2-15-SP4-Pool Yes (r ) Yes No
SLE-Module-Python2-15-SP4-Updates Yes (r ) Yes Yes
SLE-Product-SUSE-Manager-Server-4.3-Pool Yes (r ) Yes No
SLE-Product-SUSE-Manager-Server-4.3-Updates Yes (r ) Yes Yes
SLE-Module-SUSE-Manager-Server-4.3-Pool Yes (r ) Yes No
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https://documentation.suse.com/sles/15-SP6/html/SLES-all/cha-sw-cl.html#sec-zypper

SLE-Module-SUSE-Manager-Server-4.3-Updates | | (r) Yes |
SLE-Module-Server-Applications15-SP4-Pool | | (r) Yes |
SLE-Module-Server-Applications15-SP4-Updates | Yes | (r ) Yes | Yes
SLE-Module-Web-Scripting15-SP4-Pool | | (r) Yes |
SLE-Module-Web-Scripting15-SP4-Updates | | (r) Yes |

SUSE Multi-Linux Manager & m4EIFEHT (MU) LURMHESREVIRE G, HiFEHRAMNMRASRT. HIdl,
ERHEMUE, TRIThR 4.3 FEEN 4.3.1

ALUEEEE Web Ul REATZ RIS SRS ERITITHMRAS, EAILIER api.getVersion() XMLRPC
AP B A SRIRERhR S S

13.1.1. EFPigTH

LIRS EREMY, BEERANERR G LNRELETR, HIEF—TEEEMEF LG LA salt-minion. zypper #
HMEXEENRGE, E—RELTRIFXFE M. i, RSELAEIPETERSINTN Salt Ehiids, A
&, Salt BPFiRE—EEER UMSLIERIETT, BERATESEIMA@, AT E#EXMIER, EESNERT
BEWNEH salt-minion 2148, SUSE HRIBL AT LAL 2 EH salt-minion,

13.2. 53 22iEIRL MIBER S5 23
MREFERIRS2REIRT MEIRSSS, 1BTE SUSE Multi-Linux Manager iRSZ 28 B e fE X H# 1 T8 #o

For more information, see Specialized-guides » Large-deployments.

13.3. MRS 2=

NERIEMER Prometheus ¥1EAR5528, IB7E SUSE Multi-Linux Manager Server B #i5eml /a3t Hi#TE#.

BXBEHIFMER, B2 Administration > Monitoring,

13.4. {CIE

SUSE Multi-Linux Manager Server E#5eifE, RIENXIENEH,

—MRIERT, FXFEITEHEMRA LIRS SFEEENRIE, H—fIMEREEERE, RERRE
WhksseE, EILARERIREEIETTIRRZS,

A GASEFHRIRS SR, ARBFHRERRE,
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Chapter 14. {£/ SUSE Multi-Linux
Manager #{732B3{& %k

RITAREMBEREESISRR. NRENAAHLKAMREE (CVE) #7T, BURELEZRZEN, AILUME
FASERMEHREANXEEEFH, XHFMFERESFo

XF SLES 12 #1 SLES 15, RESERMEAHN T IZRERE. AERERERFXHMRENITE,

14.1. 1% =B ERME4NEE

BREMTENARRGEEHEFEESS. Eit, BIHREREMEMNZTAIREENFEREEES
REABHNEHNZ. ERKEMNNE P REE L EMEEPIERETRRNZBIER.

A AT AN EELHENEE:

ERARNSLE G AREERES RN, HERILERGTHIRAERNANZARD. administration:content-
lifecycle-examples.pdf ANBT HiZTE, XZEINOBART %o

%, AILUEA spacewalk-manage-channel-lifecycle TE, WIREERETFoNREE, FEFHAGITL
ALK Web Ulo ZT5%t3F SLES 15 SP5 /TR T Ithid12, BRBREFER T SLE 12 SP4 SiESRZS.

14.1.1. AFEHE#MER spacewalk-manage-channel-lifecycle

spacewalk-manage-channel-lifecycle has been deprecated and will be removed in an
o upcoming release. Users are advised to switch to the supported and feature-rich
Content Lifecycle Management (CLM) APl instead.

RPERNMEBER ZHE RIS dev (RTFFR) . testing 3t prod (RT&EM™) . FEIEREH, ETROIE—
N dev efE@iE, ARRKIZEBFR testing,

di2: FEpERHErMEE
L EEP ENSSIRRET, Moot SHRIYUFIRIQBEN:

# spacewalk-manage-channel-lifecycle --list-channels
Spacewalk Username: admin

Spacewalk Password:

Channel tree:

1. sles15-sp7-pool-x86_64
sle-1live-patching15-pool-x86_64-sp7
sle-live-patching15-updates-x86_64-sp7
sle-manager-tools15-pool-x86_64-sp7
sle-manager-tools15-updates-x86_64-sp7
sles15-sp7-updates-x86_64

2. &5 init S £ spacewalk-manage-channel 85 < B oh I 2 RIS ML @8 R FF & Sebehiias :

w77 2173 ERe—


administration:content-lifecycle-examples.pdf#enhance-project-with-livepatching
administration:content-lifecycle-examples.pdf#enhance-project-with-livepatching

spacewalk-manage-channel-1lifecycle --init -c sles15-sp7-pool-x86_64
3. WEBETIRPESIEMT dev-sles15-sp7-updates-x86_64,

WELER dev R[EBE, HEMREMNTEESISHINZEN.

d3i2: MREEEERERIFEZRZG T
L MRS > RAFIRPEZEF BUGELUFIRIRE, 2 FRETEERIRA,

2. 7£ SUSE Multi-Linux Manager Web Ul #7, ME&% > #RFIRIZERFi%, SMERG > BB BERm+
, SRfE1%3E dev-sles15-sp7-updates-x86_64, SMEITEI £, AREE [ FIH/EBRHT 1o

3. EERREDRBEANE, HiRHSENE P i S F1 AR ILECR N ZhR 2N,
4. BERPRE LSBT R BRI AR E BN

MENEHEEIRE T LEHEX, FPEEFAERN testing, TEULTTEF, EXEHERS AT N B AYSEAHE AN FiBiE R
2T &EF i,
D18 ARIEHEHMEE
1. BRI EANHGSRTAT, L root B9  dev-slesl5-sp7-pool-x86_64 EiEFA LRI FerEEIFAY
testing @& :

# spacewalk-manage-channel-lifecycle --promote -c dev-sles15-sp7-pool-x86_64

2. 1£ SUSE Multi-Linux Manager Web Ul 1, M&% > BISHIRER iR, AESMIRG > REFEEIRD
+o

3. EAHFHY  test-slesl5-sp7-pool-x86_64 HESIEELENEMIEE, FHikPM MERHILEHE N FIE
-

4. BE[T—¥], WHINETIER, AREE [#WIA] UREEX.

WA LUEFEMESRTAN CVE4NT, Fild KM AXEEENNILE .

14.2. SLES 15 ERYSCAHESM
7£ SLES 15 ME SR RS L, AILUED kip livepatch TEEIESLAf{E4b,
EFBZEI, BHR:

* SUSE Multi-Linux Manager B2 E#,
o BB —1HZEMETTSLES 15 (SP1HESMRA) Y Salt FF o
o &89 SLES 15 Salt EF imEFME SUSE Multi-Linux Manager.

o BERGARESEIERLEME SLES 15818, SF—1HE N REHFEE,
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°» BRHMEREREY,
* BEFIEERINLENEENREEE, BXEFIENFARES, 1551 Administration > Live-
patching-channel-setup.
d12: IR ECRHER

1 M&% > BEPERCEERAXMNENEENEFL, ASSMENRG > B8 > REETR. HBE
kernel-livepatch R B H &2k,

E g137.suse.de @ @ Delete System | © Add to SSM
Details ftware Configuration Provisioning Groups Audit States Formulas Events
Patches Packages Software Channels SP Migration
List / Remove Upgrade nstall Profiles Non Compliant
—

® Installable Packages

The following packages may be installed on this system.

Select All Unselect All 1-6 of 6 (1 selected) Install Selected Packages

The list of 6 item(s) below Is filtered.
Clear filter to see all 2,602 items.

kernel-livepatch @ Select first character 25 :I items per page
[ Package Name |2 Architecture
D kemel-livepatch-4_12_14-195-default-4-10.1 xB6_B4
[¥ kemelivepatch-4_12_14-197_10-defauli-1-3.3.1 X86_64
[0 kemelivepatch-4_12_14-197_d-default-3-2.1 X86_64
D kemel-livepatch-4_12_14-197_7-default-2-2 x86_64
l:] kemel-livepatch-tools-1.1-8.5 x86_64
D kemel-livepatch-tools-devel-1.1-9.5 x86_64

2. R Highstate U AL &R, ABES|ISEF i,
3. MEEFALEHNEENS I IEFIRES LRTE,
4 BOBEREBEERBARMERN, BNRE > RAFVIRFEEEZFE, HHREEESTHINETREFE
o
32 BELHTRATFRZ

1. £ SUSE Multi-Linux Manager Web Ul 1, M&% > BIRHIEERER iR, FREMEHNERER T & IHR
AR XBMIEXBREEIE,

2. B [RB ] EEIRBRIXREANT F%R

3. MEFHBMERTIANEER: Linux REMNRLSEMRIEAHHT. 2 bug ®EEH CVERS (WREMA) -

4wk REHMEENARANTH CVE RS, AJLFEREIT > CVE Bt EREZA T, ARENATERNT
EEHEF o

o HIAFFMBERZATERELAN T IFELRZAN T HREERERZINREESS
o Efr&kr. XEHTENARKREARTEESS.
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* HIFFMBER2RFER I LUEE M ATELA T KR, FLEREHA

REmE N AT

NIZEHRBR, HEEESS. HHXEEFERE CVE HKSABSEELAT

F, CVE B ERILER,

14.3. SLES 12 _ERYSCEHE R

£ SLES12 HR%L, uJb@Ed  kGraft

EELAMERN BX

kGraft FZEFFAESR, FER

https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html,

EFaZE, EHER:

* SUSE Multi-Linux Manager B2 E#o

o BBE—"HZMNBITSLES 12 (SP18EShAN) B Salt FF k.

o &R SLES 12 Salt w2 EME SUSE Multi-Linux Manager,

o TERIARESEIIERLEMM SLES 12818, SEF— MRS REHFEE,

s BEFIRERERAY,

* RERPIREIREINLEHEERN R EEE,
patching-channel-setup,

di2: IRE RS

BEXEEIFNFEAES,

&2 Administration > Live-

L M&SH BEPEREECARNEHNEENT R, AREASKATNE LSMEREG > REFE > RE

W, 9% kgraft NG EH L,

& doctesting-minsles12sp2_DEV.tf.local @

Details Groups  Audit  States  Events

Software Channels  SP Migration

ist/Remove  Upgrade Non Compliant

® Installable Packages

The following packages may be installed on this system.

Select All | 1-250f 78 (1 selected) | «| <[> >

tem(s) below is filtered.
402 items.

L

2. FZf8 Highstate LA/Z LR &4, RAEESISEFif.

3. WEEFEALHENEENES I TR REE LRIz,

RAFIRPERZTAU, HAHRIMMEHHINERERTER

4 BUEEEEERBAERE, BEMRE >
S

di2: BELHTRATRZ

Install Selected Packages

:::::::::::

1. #£ SUSE Multi-Linux Manager Web Ul 1, M&% > IR HEREE iR, FRINSNERETR T EF A

FRERBMIERRIR M EHE,

$880% / #173]
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https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/cha-kgraft.html

2. BE [ X ] EEYRHOXBHT IR,
3. EEFHEHBESTHEER: Linux IBNREEHRNEMAWHT. T2 bugRERH CVERS (MREA) -
4.\ MREFERNARANT B CVE RS, AILIEET > CVE BHitRRRZA T, HRENBTENT
BENEF iR
o FHIAEFRARZATHEELA T IFELNZA T HREERENSUNREESS
Efr&R. XEHTENARGBEARTEESS.

o * HIFFMER2RFERRI LUEE N ATELA T KRR, FERRFREBINVATE
NIZEHRBR, AREESS. HXERFERE CVE BSABSEEEAT
F, CVE B ZERILERK,
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Chapter 15. 43PB3ES

fEM SUSE Multi-Linux Manager SRRY4EIFRTERINAE, AJLUSRIERHIETE B4EFRTERHIT. MREEIRT
HIFRNERBRETAHRBENBTER R, WIEAEREEIRUIMUTRELERE,

HIPNBEN TSR TETRARBUE. RABMAHIRTFITHIXE, MEFRENZEN R
0 TFHITIRERUBTIEIEG. LLSh, RIFMZIRAVRIEHRTER. BXEARURFARER, BS
% Client-configuration > System-locking,

HIFRNERFEAMMARER. BREEFNRES (BEEEMEN) NEEME, FELRA ical
B, BRRELHHERBATEXNEFKEIZBEIFNR. BACIZE—TELHOY ical XHF, JHEEE ical X+
LI RRG, ARAeELIZBESZH

BIEHERHE, APEEERAEEME SUSE Multi-Linux Manager Server & P i, 15IkE 4P HIERH
BYZ P IRTE IR BT B AN B T R PRIZ1E.

ZIRBESH B P REITEKREN, FAESEEFPRELET. RRIBFH—ERFISE:

° it

* Highstate &ZF8 (53¢ Salt &F i)
EZRFNRER T RERE, —MANENELZLH, FRUERKERTFP G LLERB, IFZRIEEN—LLR
BIEsE:

° RGaREXHER

o BRI

o TR EEE
TEFaZ AT, HABIE—E LEM ical X, HEEEE ical XHFUEERR. AIMEERFNEHIE (f)
40 Microsoft Outlook. Google Calendar = KOrganizer) m6l%E ical 14,
g2 LRSI AR

1. 7£ SUSE Multi-Linux Manager Web Ul /1, SfiZIBRERH SiPetER> BH, AREE [ ]

2. ZABEEWE S, HEHBAN—1ER.

3. 2t ical X{FHY URL, SEZE EHIZXE

4. B [QIBBER | UREFENBR.

gig: tIEFBBRERH
L. 1E SUSE Multi-Linux Manager Web Ul &, SiEIET2RH > #IPEE > BERH, AE%H QR ].



2. EAERHBHIS, NERZHRNA TR,

3. Al IRER ical XA EEBBENATZINEERHNEN, HERST.
4. EEFERRREIL AR LHRE R,

5 B [ gIZBRERH] UREFEENBERESH

di2: BRERHHEREIE iR

L. 7£ SUSE Multi-Linux Manager Web Ul #, SfiZIR% > RE4FIR, EREERARRHERINEF IR,
HERKRMEER, AGRG [REXERE] oE, ALEIRAREEESERER R, 7A2SME
4 AREEEBHEREM > HPRERIETR,

2. FERIBRASKATIIE T, HEGIPRERHITER, AREREREIRBRERARRN.
3. B [ EfEY ] LsR4EF B
LERHNSEIF BRTHHERIENE PR, AIBEEEANREFPIHRRH T —LZIRIZE
o , MIXEREIMERESHBAER BT HAE AR, IRAXEXMER, Web Ul ZER5H

%, HEETEEZARLHHEREIZEFin, 2RI, FERIKBERHES
[ BCESZRMMBRIE | &, XEMSBUREIRHIN SHdin B RHP R AR,

BIBHIFIYER S, PR RFBREEIFRERARITIR IR, GINMRHEAE.

d3i2: RHEEFEAE

1. 1€ SUSE Multi-Linux Manager Web Ul &, SMEIR4 > RATIR, EREALNEF iR, AEEIIRHE
» R8> ARIETR,

2. MPIRPEZREFARORGE, AREE [ARRHEFE ]
3. TEMIPRIER TR, R E P In AR T AR BVAEIF TR
4. B [#A ] URHRHEHAR.

15.1. fIFHIERHIEE

tIZERE, ZBRIBEEWSEM, XEEHARE—REEN, LrRREENEN. 8TFEFEE—
WEFR. MREEAN—NERIESMEFBRERH, AILUERBEFZRAS I ERETHHEES .

N, ERIREEEANEFRSB[EBE—ARERH, HAANEHRSSHIES— M EERH. EXMERT, &
MM EF RSN EHEERE: £FRSE#, A NRRSBONEHETERE: MiLRSEE.

8351 / #1737 15.1. ey Eresestcs | [SUSEMUGINUNENageroan



[) calendar

LABEL: company-calendar

iCalendar

EVENT

- SUMMARY: Production Servers
- DATE: 2020-06-28

- TIME: 13:00 - 14:00

7| RECURRING EVENT
® Schedule 2 - SUMMARY: Production Servers
D Prod System |—=| wave: Production Servers - DATE: Each Sunday
- TIME: 22:00 - 00:00
TYPE: MULTI
RECURRING EVENT

- SUMMARY: Testing Servers
- DATE: Each workday
- TIME: 08:00 - 16:00

ARRHSARMER: “®” 5 ‘%7 , MRENEHEEZATZ N EHETHNES, NEXINEES,
HHRIRIER A X ERNRBEFR AN BREZHS S,
B2 IESHERH
1. 7£ SUSE Multi-Linux Manager Web Ul &, SinEI AR #PER > BIERHE, RAE2H [ ].
2. TARRHBMIS, RAABRZHNEN, WHRIESMNSBHIBEFERILE,
3. EHRBETL,
4. MEEERIILBERHN AR,
5 BE [SIBBRERH] UMREFEHBERERH.
6. BEIRT—TRIELH, BRE[SIB].
7. EAERHBHE D, RASTARRENET. BEREZTSE - BHBEFRIA,
8. W ZETIL,
0. BE [IBBRERH] UREFEHBERERH.
10. HWREIEZNE N ARRHES HiRIE,

15.2. ZRHIFNIEZ IR#R(E
OSBRSS,

SIRIZERM B I#HITERER, TSR EFIHELEET. SRIEEREEELIPNERIET. SRIZEE
¥&:

o MEEIRE (BIINRE. FHRERUEE)

o INTEH

° H35|8E iR

* ERES

8471 173 15.2. 2msnszrs | [T



o MMEEEENES

° [ZF Highstate (£t Salt &%)
REMEHLLE

(EDTRS

(=
(=]=]

o BFERIR(F

°
iy

> W

[ ]
(S
4

w
H
&

T Salt BF U, vlLAMEREE SME Salt» mIEfSREZEITIEDS, Tt Salt &
Pine T TF4IPER, BeLUXEM, BXZEGSHNFEAEE, BESNI
Administration » Actions,

IFZMRENREB T REERE, —RUANENBREN, TAITEREFFH LEMIF, NREMEERZR
fill, MEEEX LMEIFZIRIENE, FEIERRILIETT.

8551/ #1730 15.2. 2msnszrs | [T



Chapter 16. £/ me-un

mgr-sync TEZEEGLRTFLER. BRI T A SUSE Multi-Linux Manager FTEEIIEINTHEE, HAPHE
EB37E Web Ul BBR12#, mgr-sync BIFEEAIRZ1EIZE) SUSE Customer Center, WEFRIMREGEEE,
FEEIFEEUES SUSE Multi-Linux Manager BRSS 28R

WTEWNS SUSE ZHATRIEES A, openSUSE. CentOS #1 Ubuntu EFREAITEHAREERT A,

TEFRAFIET mgr-sync IR iR SSE, X mgr-sync as S ERLTIEE:
mgr-sync [-h] [--version] [-v] [-s] [-d {1,2,3}] {list,add,refresh,delete}

F"H& 3. mgr-sync &%

W iER wBIAE

list FIHBE. AL S EIEE 5 mgr-sync list channels

add AINBE. AREHEIEH ™R mgr-sync add channel

<channel_name>

refresh RIFr= G, BEMITRNZAEIZ  mgr-sync refresh

delete MRS RRIFRIIE R SCCHL  mgr-sync delete credentials
SHEIE

sync FFIEENEE, WRGBEEZH mgr-sync sync channel
Bz, NIEKEMEZTR <channel_name>

EEERTTENHSNRRBIRMYIR, BEAUTHL:
mgr-sync <&p<> --help

FH& 4. mgr-sync AiESHK

A0 RI4ES iEA wHIRE

help h BREHSRENIER mgr-sync --help

version EA ETRERIREN mgr- mgr-sync --version
sync frzs

verbose v RIEIFRE mgr-sync --verbose

refresh

store-credentials s BB EIEEEAMEE  mgr-sync --store

ioipvg ==l -credentials



priAl] EBGES A TR

debug d IERMMEIREE. EE mgr-sync-d 3 refresh
BERH 1. 2. 3. 31k
HHNRAEEERS

no-sync & 5 add S5 $4EA A, L mgr-sync --no-sync add
AN REEE, MR <EERT>
FriaREE

mgr-sync WHETF:

* /var/lib/containers/storage/volumes/var-log/_data/rhn/mgr-sync.log

* /var/lib/containers/storage/volumes/var-log/_data/rhn/rhn_web_api.log



Chapter 17. f£f Prometheus 1 Grafana i#
1TiafE

&R LAER Prometheus # Grafana 15#% SUSE Multi-Linux Manager ¥f1%., SUSE Multi-Linux Manager
Server M Proxy BEfBIREBFHEITINRLEITIER. BEAILITE Salt P IH EREFMEE—L Prometheus §
et

17.1. R

Prometheus #l Grafana R B EEU T LITEHH SUSE Multi-Linux Manager & i TEH:

® SUSE Linux Enterprise 12
® SUSE Linux Enterprise 15

® openSUSE Leap 15.x
o Only the above listed clients are supported as a monitoring server.

You need to install Prometheus and Grafana on a machine separate from the SUSE Multi-Linux Manager
Server. We recommend to use a managed Salt SUSE client as your monitoring server.

Prometheus fEFAIEXNIGIHREIETR, EIEARSSBHMEEB SR HIER FIREIL TCP &EiE, TP in EASFTH
MNAEO, HEGRELUBENEIRRE iR, &, EaLUERRARIEREILERE,

0 HFEERENE IR iR, SH0E—NEEMNITIRE. 1EiAE SUSE Customer Center
MUEIRERY SUSE Multi-Linux Manager iT15#o

17.2. Prometheus ¥ Grafana

17.2.1. Prometheus

Prometheus @— M HENRETR, BFENFHIEEDRICRENISIR, 5@ HTTP #BY, MMeASEE
=4 REFN AT RLE M

Prometheus EMENFHE, NERRBTR— T HREENTHEEE, EImHEANM—EREE—T

iR

EIRB R | RS ENIEIESY (=]

[ ] [ ]
http_requests_total{status="200", method="GET"} @1557331801.111 42236

BT RBENNAREFRALGIUET ARSINEL Prometheus T 283 EIRE N AT 5T,

17.2.2. Prometheus $12%
SRR E=H RSEHRMIEIRIEN Prometheus IERSHEMNE. SYUTAEEFER Prometheus 81T



MEENNAEFHRSGEN, SHBEMREER. TUEREEFN LETE N SHBUSHARIET.

Prometheus #XIRETEHSHBHTIR, FEEM—EENHXTHRARRENSHE. BXFMAEEMN
SHBHIFMTIR, BB M https://prometheus.io/docs/instrumenting/exporters/e

17.2.3. Grafana

Grafana  B—MEUEAIML. BIEM2T IR, TRTFERNERR, EFNERAKIZENBBRANSER
tro Grafana i@%5 Prometheus —#CfEfH, {B324#F ElasticSearch. MySQL. PostgreSQL # Influx DB &
Hith#iEIR. BX Grafana BiF4ER, 1580 hitps://grafana.com/docs/e

17.3. 1B SIFIRS 33

Eig B MITIRSES, EE %L Prometheus 1 Grafana F X Ei#1TEC B,

0 Only SUSE clients are supported as a monitoring server. For a complete list, see
administration:monitoring.pdf.

17.3.1. &3t Prometheus

NREHEIEARS2RE Salt FFum, NWIEBTLMER SUSE Multi-Linux Manager Web Ul &2 Prometheus X
o BN, AIUTENITARSS 28 EFoh FEHREZIFE, Prometheus HEAIAF SUSE  Multi-Linux
Manager Proxy #1 SUSE Multi-Linux Manager for Retail Branch Server,

o o BERSBEBAIFAING, BEDIENLLIEZTT mgretl term,

o ENABRATERIXMH, 1BER mgretl cpo
o Prometheus TBEEFH POSIX XHRGRFMEEIE, FZIFARE POSIX ARENX GRS
, FEIEFRZHF NFS X &S

i3F2: {EA Web Ul &£2& Prometheus

1. £ SUSE Multi-Linux Manager Web Ul #1, fTHZEZHEFRE Prometheus WRAZWATITIE, AR
VN §via iy S

2. ¥ Prometheus EXELIBBYEAR, AREE [RE]
3. IEInEk 2 SA1%El Prometheus 3£+,

4. 7£ SUSE Multi-Linux Manager Server 3§53, 3ABMHY SUSE Multi-Linux Manager APl &4k, #
RN F P IR TR EERITNRSE,

5. IRIBREEE XA HE BT,
6. BE [REAR ]
7. RZF Highstate HHIAE R INTERK.

8. 1% Prometheus RAEEREEEME,. XK, FRHIKO 9090 SAMEILET Prometheus BIARSS 28
B URL (f51g0 http://example.com:9090) .
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https://prometheus.io/docs/instrumenting/exporters/
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https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/exporters/
https://prometheus.io/docs/instrumenting/exporters/
https://grafana.com/docs/
https://grafana.com/docs/
https://grafana.com/docs/
administration:monitoring.pdf#monitoring-requirements
http://example.com:9090

BEXEEARIFHARER, 152U Specialized-guides > Salt.

i31E. FohREMECE Prometheus

1. E5IERS 28 L, L% golang-github-prometheus-prometheus Zi{46:

zypper in golang-github-prometheus-prometheus

2. BF Prometheus RS

systemctl enable --now prometheus

3. 197 Prometheus RERHIEEME.
B URL (5180 http://example.com:9090) .

4, STHEREXH [etc/prometheus/prometheus.yml HHFMUTEERE S

ENS 2R, EARO 9090 SMEILET Prometheus BIARSS 28

154 server.url EiRHEH

SUSE Multi-Linux Manager fRs588 URL, 3% username 1 password FEZLUESEAY SUSE Multi-

Linux Manager S12 & IELED,

# {productname} self-health metrics

scrape_configs:

- job_name: 'mgr-server'
static_configs:

- targets:
- 'server.ur1:9100" # Node exporter
- 'server.url:9187"' # PostgreSQL exporter
- 'server.url:5556" # JIMX exporter (Tomcat)
- 'server.url:5557" # JMX exporter (Taskomatic)
- 'server.url:9800' # Taskomatic
- targets:
- 'server.url:80' # Message queue
labels:

__metrics_path__: /rhn/metrics
# Managed systems metrics:
- job_name: 'mgr-clients’
uyuni_sd_configs:
- server: "http://server.url"
username: "admin"
password: "admin"
relabel_configs:
- source_labels: [__meta_uyuni_exporter]
target_label: exporter
- source_labels: [__address__]
replacement: "No group"
target_label: groups
- source_labels: [__meta_uyuni_groups]
regex: (.+)
target_label: groups

- source_labels: [__meta_uyuni_minion_hostname]

target_label: hostname

- source_labels: [__meta_uyuni_primary_fqdn]
regex: (.+)
target_label: hostname

- source_labels: [hostname, __address__]
regex: (.*);.*:(.%)
replacement: ${1}:${2}

$890%T / #173]
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target_label: __address__

- source_labels: [__meta_uyuni_metrics_path]
regex: (.+)
target_label: __metrics_path__

- source_labels: [__meta_uyuni_proxy_module]
target_label: __param_module

- source_labels: [__meta_uyuni_scheme]
target_label: __scheme__

5. RFZECEX o

6. BB Prometheus RS :
systemctl restart prometheus

BX Prometheus MEEMAFMESR, BB https:;//prometheus.io/docs/prometheus/latest/
configuration/configuration/ £ Prometheus B 7 X134,

17.3.2. &% Grafana

INREMARSSEEZ SUSE Multi-Linux Manager BIEMIZFim, MWERILIER SUSE Multi-Linux Manager
Web Ul %22% Grafana 88, &M, AITEMIIARS 88 EFah FEHREZRMG 6.

0 AAJLATE SUSE Multi-Linux Manager Proxy _E{#F3 Grafana,

3F2: (A Web Ul &3t Grafana

1. 7£ SUSE Multi-Linux Manager Web Ul #, THEEHEFRE Grafana WRKHNATTIE, AESMIL
HiEm+,

2. 1% Grafana i ELIBAEEAR, ARRE [RE]

3. EINEPFE P FANE Grafana iEI =,

4. TR ECE Grafanaifyy, WABATER Grafana WEER S AR,

5. {EEIRREEE S, HafR Prometheus URL FERIEMEIETT Prometheus B4

6. IRIEFE B E X IHMEEED,

7. BE [REAR ]

8. A Highstate HHIAERIITEM.

9. 1% Grafana REERERME. TX5EEF, EAKO 3000 FAMEILET Grafana RIARSSZEAI URL (
a0 http://example.com:3000) .

o SUSE Multi-Linux Manager A3 BEHIETTRSITIER. EXEFiRnESFERREM
FTRBIERR. ERAIUEANEE N EFEFEE &R,

i312: FEhRE Grafana
1. &% grafana &

HOLTT | #1737 173 e arnass s | SUSEMURUNUMNGNSE I
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https://prometheus.io/docs/prometheus/latest/configuration/configuration/
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zypper in grafana

2. B Grafana frRs3:

systemctl enable --now grafana-server
3. fENEEET, SMEIRET Grafana BIARSS23RY URL, fEAIRA 3000 (f4n
http://example.com:3000) ,
4. EBRIER, WA admin fEARAFREMOL,
5 BH[ER]. NRANER, ERBINEXREEROCTHIRT.
6. fxfRm s [ME], ARERENOL,
7. B RN RPN ARENR L, EEETISET.
8. B [ BiEHR I
9. B [RINBIER | 2B 32 IFNFE SRR R
10. 3%&#F Prometheus $iE1R.
11. S)¥EFEIEHBY Prometheus ARS528 URL.
12. B [REFHMR I
13. BN, BREUERESRH [+] EiR, ARBEE (SN
14. 33F SUSE Multi-Linux Manager ARZ5 288858, 1BMME{YERIR ID: 17569,

15. 3FF SUSE Multi-Linux Manager B F iR, EMNEINRR ID: 17570,

2

413 GB

210.3 GB

* BXEEATIFHAEE, FB N Specialized-guides » Salt,

0 °* BXMAFohLEMEE Grafana BNFMES, BB https://grafana.com/
docse

9251 / #1735 173,328 #2555 25 | [SUSEMUIELINUXMENSger o
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17.4. id® SUSE Multi-Linux Manager 5%

£ SUSE Multi-Linux Manager 4 f1ESRAT, ErILILARSS 83 AFF Prometheus BEREBI TR EITIENR, H
AUERFIRRG L REMNRES 1R,

17.4.1. [REZ#(EH T
RS B[BEHTITIORMSITIEIRRE TS, BIERSH SUSE Multi-Linux Manager REREH, XLEIEIRELE
& Prometheus S 85i@:d Java W AIEFMIREMN,

SUSE Multi-Linux Manager AR5323B8MT 7 LA TS H28:

* Node §Hi28: golang-github-prometheus-node_exporter,
E& M https://github.com/prometheus/node_exporter,

* PostgreSQL S$ii23: prometheus-postgres_exporter,

© &M https://github.com/wrouesnel/postgres_exporter,

° JMX Z 23 prometheus-jmx_exporter,

© &SR https://github.com/prometheus/jmx_exporter,

SUSE Multi-Linux Manager Proxy F&li 7 LA SH a4

* Node §Hi28: golang-github-prometheus-node_exporter,
© EsR https://github.com/prometheus/node_exporter,
° Squid §Hi28: golang-github-boynux-squid_exporter,

© EsR https://github.com/boynux/squid-exporter,

SHE ML ETE SUSE Multi-Linux Manager BRSS28MARIEH, BHEHZBEH systemd SFHFEFRIAEEA.

312 BHERLE
1. £ SUSE Multi-Linux Manager Web Ul 1, SMEIEE > EBREE » KiE,
2. B [ IBARS 1.
3. EF5) Tomcat #1 Taskomatico
4. fEFAI®O 9090 FMnE Prometheus ARS328AY URL (140 http://example.com:9090)
5. 7£ Prometheus Ul 1, SMEIKE > BIRHHIA mgr-server AHMFBEIGREE B 5.
6. INREAFER Web Ul £2£7T Grafana, MBTLIEE SUSE Multi-Linux Manager ARS5 28X ERIR LRVEIE »

ERRRE > KNEERSFIANER.

o RfefEA Web Ul BRARSZH|EHIZTRRE. Prometheus A= BERIERE
fr. BEERELEAEREITRAKRE, FEFHRESUBHBAEN .
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17.4. B2 & SUSE Multi-Linux Manager %

£ SUSE Multi-Linux Manager fR55 25 EUREE LA T HEXFE4T-

g 5. IRS[/AIHEEE (IO 80)

fatn

uyuni_all_systems
uyuni_virtual_systems
uyuni_inactive_systems

uyuni_outdated_systems

F+HE 6. PostgreSQL SiH2% (i[O 9187)

=L
pg_stat_database_tup_fetched
pg_stat_database_tup_inserted
pg_stat_database_tup_updated
pg_stat_database_tup_deleted
mgr_serveractions_completed
mgr_serveractions_failed
mgr_serveractions_picked_up

mgr_serveractions_queued

32

EA

FRE R4 88

REIARFER

EISETEN 54
LETIHNRGEINRGE

A
EIRENBYITE
EWHRNRITER
EWEHRIITE
EMIFREITER
TERCHTIRIFEL
ESIGREEES 5
HREXBVIRIFEL
HERABYIRIELL

KB 7. I MX SH3E (Tomcat ig[d 5556. Taskomatic %[ 5557)

=L

java_lang_Threading_ThreadCount

java_lang_Memory_HeapMemoryUsage_use it=223

d

xig 8. IRs32HHBMTI (3RO 80)

=L

message_queue_thread_pool_threads

message_queue_thread_pool_threads_ i

active

message_queue_thread_pool_task_cou

nt

58941 [ #173]

e

A
LS T a5
YRR ERE

EA
2 BRI LEBIRAYHE BRAT A2
A FERPRESEYHE B AT ILA2 2L

B BRI IERRES K
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Ei={on 3 EA

message_queue_thread_pool_complet %528 EIB el IEERRIES
ed_task_count

4% 9. Salt A% (&w0 80)

fetR -3 L]

salt_queue_thread_pool_size ITER 1 Salt AT BIEBILAZEL
salt_queue_thread_pool_active_thread it=2% BT HFIFIEEIRESHY Salt LLF28K
s

salt_queue_thread_pool_task_total TR F I BRRIESE
salt_queue_thread_pool_completed_ta it#%23% B Y ESERBIES$K

sk_total

B salt_queue BEE—1R 7 queue EHNTIHSBITRE,

M 10. Taskomatic HIERHI#ERF (1w 9800)

fatn 34 HiEA

taskomatic_scheduler_threads THEss FBai AL IR AR RHRE R &I
taskomatic_scheduler_threads_active  i+232§ S FESIRSH BIERHIEF &2
taskomatic_scheduler_completed_task 3t+%%28% EIB Rl IE R RIES

_count

17.4.2. KIS ERS

AIUERAARTE Salt BFH EREMECE Prometheus 1EIRS L2, XEREE LM SUSE Multi-Linux
Manager & Fim TEIBEIRTE, FHBeIMEZE SUSE Multi-Linux Manager Web Ul H/EFFIECE.

ARXESHEREERERS L

* Node §iHi23: golang-github-prometheus-node_exporter,
© EBR https://github.com/prometheus/node_exporter,
* PostgreSQL §Hi28: prometheus-postgres_exporter,

EEM https://github.com/wrouesnel/postgres_exporter,
e Apache §Hi2§: golang-github-lusitaniae-apache_exporter,

© EsR https://github.com/Lusitaniae/apache_exporter,

o £ SLE Micro £, R#EfFH Node Exporter #1 Blackbox Exporter,

$895T1 / #1730 17.4. BLE SUSE Multi-Linux Manager ¥4 | _
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TEHRESHEGE, ErJLIFFRER Prometheus MERBRMASZIREE S, WRESHER Web Ul ELE TS
MRS, W=EIREES,

318 EEPFiRLAE Prometheus SiHiE8
1. 7£ SUSE Multi-Linux Manager Web Ul Hf, fTAZBMNEFIHNATTIE, FSMEQETR,
2. %t Prometheus SHB AN LB RBASEE,
3. B [RE ]
4. SMEIAR > Prometheus SHEFET+,

5. MREERANSHBHRRERTEREN S, MUFRIESESHANHKOS (:9100) 5T AIFTRIM
it (example:9100),

6. BE [REAR .
7. RZFR highstate.

o BRI ARGARERIEAR, RENBENAPE T RAERANRE—MECERNE,
BXEEARIFMESR, 1520 Specialized-guides > Salt,
17.4.3. B4 Grafana O%
BEK Grafana %, EHEIR Grafana XHSFRFHRR S BI21E:

* https://grafana.com/docs/grafana/latest/administration/user-management/user-
preferences/#change-your-grafana-password

MRESIETY Grafana BIERAS, AIUERUTHSEEEZEN root:

grafana-cli --configOverrides cfg:default.paths.data=/var/1lib/grafana --homepath
/usr/share/grafana admin reset-admin-password <¥rE<>

17.5. M&iAR

Prometheus R HEWHIIRENIENR, FILARS[/ONEER ST BIERFPIHEIL TCP &%, Prometheus ZRiA
R TIRA:

° Node §Hig8: 9100

* PostgreSQL $iH28: 9187

* Apache 28 9117
o, MRERREIZTT Prometheus ME—& TN LIETEIREESE, WEEEEFREEN LLITHREO
9093, EiREIEESE Prometheus fRRFEMN—I9. SUERFIKNBETESE (W Prometheus AR 285L41)

RENER, BXEREERNFMER, BEEL https://prometheus.io/docs/alerting/latest/
alertmanager/,
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MNFREFERKAENER G, BJLUSARERRCARNE BN RTRSHENR AP,

}E, IUESHBNAMMERIE  Prometheus I, HEEEKS, Xi¥, FETRSBIMEEM A
Prometheus SSBIFRHTERES . SIREMEAILTS R, RFEFTH Prometheus APl i (9090) BIFT,

BXx  Prometheus BXEHIF4MER, EBW  https:;//prometheus.io/docs/prometheus/latest/
federation/s

fEA B] LB P48 R Fh3%iE K, PushProx EITESENERENRRSERENEFmE, Fa1F
Prometheus BEM4EE (HI40 NAT) I1E

BX PushProx B4 82, B85 M https://github.com/RobustPerception/PushProx.

17.5.1. RANREIRE
Prometheus fERHIEXAHEIIREVESR, FEIARSSBUIEEB SR KITEFin LRSS SHEREL TCP &, A
TEWPAMERE, AASESEFERARARE, UWEEE MO LATREET.
312 RRFEARBERN Prometheus S8
1. 7£ SUSE Multi-Linux Manager Web Ul /1, THZGENAZNATITIE, HSMEARED+,
2. % Prometheus SHBERELUBASHBAN, AERE [RE]
3. I EFFHE Prometheus SHIEFETF,
4. EHERARAKEED, HEABMHRAREROS, 509999,
5 RIEREBEXHMSHER.
6. B [REAR ]
7. RZF3 Highstate HH#IAE BRIITER.

BXEEARNIFMESR, 155 Specialized-guides > Salt,

17.6. &%

Prometheus BRZ328H] Prometheus Node SHZBRENEBNFIATFED TLS MEMZHBIIERFIPHiR
Mo SUSE Multi-Linux Manager Web Ul &£ T FRAEHEXAHNEE. TLS IEB4AHAFIRENEE, £
SUSE Multi-Linux Manager ] AR TR SRR

* Node §Hi88: TLS MMBMETFTEF IRIEPHSPIEIE
* Prometheus: TLS MIZMERSHINIE

BXEEFME R AEIMIFAEE, B2 Specialized-guides > Salt,
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17.6.1. &£pE TLS iEH

FAIABRT, SUSE Multi-Linux Manager NMERERATFRIPEIZECERIER. NTRERSM, ERIUER
HSANBEXIES, SEERERIEPBRAEE=SIERMANIE (CA) ERHTIES.

A TIRBEANMEI AR SUSE Multi-Linux Manager CA B E & Prometheus 1 Node SHBEZTIRERE P
i/ AR S5 88IE o

di2: SIBARSS2E/FE iR TLS iEH

1. 7£ SUSE Multi-Linux Manager Server EH@{RRA FiEfTUU T@m<:

rhn-ss1l-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="minion.example.com" --set-cname="minion.example.com" --no-rpm

1R set-cname B2 EH Salt B IHHSELREEE (FQDN), MNREBEZ 515, AILIZRER set-
cname 24,

2. %% server.crt #l server.key X+ EHIZ| Salt Z3%i%, F74 prometheus AP IRAEEUARIINAR,



Chapter 18. £A4R
4R AT &I SUSE Multi-Linux Manager HRE9 B P i a1 A PR A 4 A A PR

MNFRZSHIFEMS, —MHRAEEER. BR, REFNIMRAIRFES MR EAUNE RSN
B EHAER SRR HER,

SUERARE, FAIUSIZAPHBHEIBKEIAR, AR, AIUEAREHIERIIR, XERPREIARGR ATk
P e Sy Ll

R AR AR E BRIt 5%, BiF PAM MBELAER, EXBMRIEFEAEE, B3R
Administration > Auth-methods.,

o &AL SUSE Multi-Linux Manager B2 R S5 R eERIZMERAL,

SIE: SUERRALR
1. #£ SUSE Multi-Linux Manager Web Ul /1, SiZIEIE » AR, AGERT [ BIEAL ]
2. TERIBALIHEEFIET LU T FE:
O EAABHFED, BARALNEH, ZATHKENR 3 B 128 MFHF,

© HEEANERETERT, PAERTALEERANERE, VAR HNEERKF, BT
ERIANEELRK, (BEIRERANERIKF) BEREFAR,

© EEBEFANOSTES, BAMALBEERNOS. EWAOSFRIERBAZOSURIA. 0%
BERASFRTAHNFERET.

O ERFHRMETERT, BANALSEIERAB TR,
© HBFTRHEZE—MIE, ARRARAREERNET,
© EMEFET, BARASAEERNER,

3. g [ QIERAA ]

18.1. EHE4AAN

£ SUSE Multi-Linux Manager Web Ul /7, SiEIEE » ALARTEFTHARNTIR. BHEEMEARNBIRA
SHHBHITEE,

B ARERSD, AILUSIRMERANET-REERARNAF . EE. EETMRS.

0 AARGERHEEREE, BEEEAR, FHRUEEEMNARNEREEZSNHE
Fo

18.1.1. A48 AR

SMEIRREN R EESHRXKNMERAPNIIREEATR, BHETAFARIKIAPXSE, FIEHF
A0 ECREmIFRAE A

$8997T [ #1735 18.1. BIEALR | _



18.1.2. R{EEAR

SMEEEET RN ERFRREEEAR. FEARAZERIEEAMLEMEERZERNS, XFEHAUER
EIRRLR Z BIIRE P i

18.1.3. Eg &R
SMEREBETN R UEEARNEE, XBEEREFREMER SCAP X,
BXAREENFMES, 1520 Administration > Content-staging,

B % OpenSCAP B34 2, 155 Reference » Audit,

18.2. EIRIATS

SMERFTET I UEBARPAEREFHDN Salt KE. EARSATUEX2RL2HRN, HEFLHEE
SAPRINEIFEEF .

Bx Salt KEIFMER, EE N Specialized-guides » Salt,

18.2.1. EIRficEi@iE

AILUEREERENMAR RN AL EEE, AILTE SUSE Multi-Linux Manager Web Ul REA1EIEEE > &8
ROIEECE @i, FMA SUSE Multi-Linux Manager Web Ul ¥ BB @i N A T B89,

di2: BEE@ENATAR
1. 7£ SUSE Multi-Linux Manager Web Ul 1, SMiZIET > AR > iEEE,
2. (ERRRIEIRBAITEIEE,
3. RAENANEE, ARRE [REEN]. XSRELRFILEE, EFaRENATEE,
4. B [MA ] UEAENR. BIRRHEESNATARTNREEPIHNES.



Chapter 19. # T EI2

FEAEEXNT EENZ T

19.1. EkE%T

EHRNEREERNNTE, 2T EEMER THRSFERNAERR (ERet. REMSE) , ™
EXMERARBISMILIRF HR, MREMXMER GFEFER) , HNEBESLEHAT, LIIEAEES
2N EEHBRE, BEBURTZHNESEEIRERRIZ.

SUSE SINT —MRABHEI# T B9FHLE (2021), RILUBERUSEA THIRICRSIRENBKE (MFERE
HRE) FEKREBTEX LT,

o MRENTHENRESEEIZRERN retracted, MSWETZANT . MIREPREEBETE
WERYAN T, MSURERZAR .

FEEE S SUSE Multi-Linux Manager &4t ERFEEWEIRA T 4B, LREBREIRGEHE—TE
EfER zypper install HsE WYIRV I ELARA R FRhRE, Fli0:
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21E: RGFENRGE
1. ¥TFF Jetc/rhn/rhn.conf LB XX G H RN TE—1ITHS:

server.sync_source_packages = 1
2. ER5h Spacewalk BRSS LN R :

mgradm restart

Bri, REENFTEEEFEEE2RERBRILIEE. TAEFEEMEREETE.

AoEltTheelE, FRRHERE NAEEERDFEESRTE SUSE Multi-Linux Manager Web Ul 1, EfI2RAZ
HEEEE0R, AJLUEEM Web Ul T8, TTAfER Web Ul EF P i LR FERIH 6o

22.4. £ OpenSCAP R R ARE

SUSE Multi-Linux Manager fF OpenSCAP KEItEFif. EAWENERAZEFERHaIMEREAEES
AR,

22.4.1. XF SCAP

LERB BN (SCAP) BIRIBH KM RAITEHN—ESS MR RPN, ERHEERFRINVESRAH
Fibe (NIST) 4EP—RFINBE, BTERELRAFNART 2.

HIE SCAP HEMRBIRE—MINENAERERZFTEN, HEFERANINESRIBEXAME BT RAETLE
ko FTHSEARIE NIST B9 SCAP ZF AR #1TIES], URE—HETEENRITILIERE. EXIFHAREE, /7S
:

* https://csrc.nist.gov/projects/security-content-automation-protocol

* https://www.open-scap.org/features/standards/

* https://ncp.nist.gov/repository?scap
SUSE Multi-Linux Manager {#/H OpenSCAP k523 SCAP #1358, OpenSCAP 2— | BEAY BE &5 SR
30 (XCCDF) MBIt TR, XCCDF BREBREABMEX REFRINES R, EXRGS T HMAE, FHlalE
¥ a™MEs (CPE). BAEEME (CCE) RAMRRMTLIES (OVAL), LABIE SCAP FKiXRY. AJH SCAP IE
IBZ A mAbIBRYE R,

OpenSCAP f&£f SUSE Z2FI\ERNABRILIEs T BEFE. OpenSCAP ERETIRENAERIRE NG
ERARZLRBERE, HRERAARSHFETERNERNER, X  SUSE  Z2HMFEAER, FER
https://www.suse.com/support/securitys

22.4.2. AEPiRAY SCAP 1T &S
EFGZE, EEARFImASH SCAP M E&.
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o OpenSCAP EIt7EER SSH BX & /574 Salt EF % LR AT A,

o HEE P ina] RS HFER IR P IRRIREBREFEMITEES. XTF Red Hat EF IR, 5

FRENEAENEF K EE/1E 2 GB 7] RAM,

TEFEZ A, EERE P EREE OpenSCAP 13E2FH SCAP 215/ (NB) MHE, RIBIRIERY, XL
REBELABEEERRERAFR, BEABETE SUSE Multi-Linux Manager &P im LA,

TRIIE TR

H& 13. OpenSCAP {48

RERE AmER

SLES openscap-utils
openSUSE openscap-utils
RHEL openscap-utils
CentOS openscap-utils
Oracle Linux openscap-utils
Ubuntu libopenscap8
Debian libopenscap8

nE

scap-security-guide
scap-security-guide
scap-security-guide-redhat
scap-security-guide-redhat
scap-security-guide-redhat
scap-security-guide-ubuntu

scap-security-guide-debian

RHEL 7 MIERBARFIRMT — scap-security-guide #4E, HFESBEIHNMNRE. BEiVEFER SUSE
Multi-Linux Manager & F i T E/8Y scap-security-guide-redhat 2X {46,

SUSE AAREM openscap BLEXMHIZET scap-security-guide 46, 1EHAThRAHY

scap-security-guide 7, SUSE XU TEEXH4:

* &M TF SUSE Linux Enterprise Server 12 #1 15 # DISA STIG BR &4

e JEFTF SUSE Linux Enterprise Server 12 #1 15 89 ANSSI-BP-028 B & X 14

* J&EFF SUSE Linux Enterprise Server 12 #1 15 89 PCI-DSS E2E X 4

e J&FTF SUSE Linux Enterprise Server 15 B HIPAA B2 & S 4

o * JEFTF SUSE Linux Enterprise Server 12 #1 15 89 CIS E2B X4

* 581K SUSE Linux Enterprise Server for SAP Applications 15 925 =M 1&

* SUSE Linux Enterprise 15 IAB =&

* SLE12 0 15 iR AR EMEEXH

AR HAYEMECE X R XM, SUSE RAEREESZH.

X FIE SUSE #RE RS, BESNEREXHMEXEM. SUSE RAHEREME S X,
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22.4.3. OpenSCAP AN

OpenSCAP £/ SCAP WAEXMRECMIAAMN, XERNBXHZRIE XCCDF ¢ OVAL thEIER. BRT
SCAP  Z2IEEZI, EEAIUTHAANABTXHHRBEERNEH#ITEEN . AINRINAB X FIRIRRE
SCAP Z2iEmM Mt E, &, WNREHE XCCDF 5k OVAL 193, AILIEIEE SHRE XM

HINNBWEERERKEIZBCH SCAP ABX Y. MRECIBHERBCHEEXAR
X, REBAKR, MRENRERERBEEXAEXHMHIF, SUSE AERZAE
Rz,

BIEARTY MG, FEREXHEREIER R JUGBIEMEMSH—, ERYIEEMERAEEIRT
, BEGEA Salt (flgn salt-cp 8 Salt S HARZ522) EMLE L@ ftp 3 scp FHIZX 4

BINBVESIB— MG ELERB XD X EIEA SUSE Multi-Linux Manager EEMEF IR, aPEHREE
TERFANEHITRIGUAFRETEN, BXIFHAES, 520 Administration > Custom-channels,

22.4.4. &3 OpenSCAP R B X 14

TRBEIER SRR OpenSCAP REXHMEEX o —ITREXHAUBEE S M CEX .

EET RPM BIRERSA L, RIMERU T <SHER A SCAP XH4HIIE !

rpm -ql <R SCAP Z2ismRHERR>

£ET DEBHRERF L, RIERLU T <SHERIA SCAP MXHMAIE:

dpkg -L <RHRY SCAP Z2iEEURHGEBTT>
HWET—1MIEIEFERE SCAP AEX G, FIHhEF in LRI ABVEES !

oscap info /usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xml
Document type: Source Data Stream
Imported: 2021-03-24T18:14:45

Stream: scap_org.open-scap_datastream_from_xccdf_ssg-slel5-xcecdf-1.2.xml
Generated: (null)
Version: 1.2
Checklists:
Ref-Id: scap_org.open-scap_cref_ssg-slel5-xccdf-1.2.xml
Status: draft
Generated: 2021-03-24
Resolved: true
Profiles:
Title: CIS SUSE Linux Enterprise 15 Benchmark
Id: xccdf_org.ssgproject.content_profile_cis
Title: Standard System Security Profile for SUSE Linux Enterprise
15
Id: xccdf_org.ssgproject.content_profile_standard
Title: DISA STIG for SUSE Linux Enterprise 15
Id: xccdf_org.ssgproject.content_profile_stig
Referenced check files:
ssg-slel5-oval.xml
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system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-slel15-ocil.xml
system: http://scap.nist.qgov/schema/ocil/2

https://ftp.suse.com/pub/projects/security/oval/suse.linux.enterprise.15.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5

Checks:

Ref-Id: scap_org.open-scap_cref_ssg-slel5-oval.xml

Ref-Id: scap_org.open-scap_cref_ssg-slel15-ocil.xml

Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-oval.xml
Dictionaries:

Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-dictionary.xml

B TRATFRITHENXAREMECEX .

22.4.5. AITEHIHE

ZERFERMABTNHG, TUHRITEITEE. TR SUSE Multi-Linux Manager Web Ul filt & B33, £
A LAER SUSE Multi-Linux Manager API SR HEE #1318,

i332: M Web Ul E1THiITAH
1. 7£ SUSE Multi-Linux Manager Web Ul 1, SfiZIRS > RFFIR, AREEBEFENE IS,
2. RS EIENAT R BRRRH IR,
3. 7£ XCCDF XHSMERIRF R, MABEEETFin L EHAMN SCAP BiRFMEE XIS, Fa0:
#3<: /usr/bin/oscap xccdf eval

L fT8E: --profile xcedf_org.ssgproject.content_profile_stig
XCCDF SZ#4H9E&1E: /usr/share/xml/scap/ssg/content/ssg-slel15-ds-1.2.xml

0 WNREERA --fetch-remote-resources &%, BHFEKRE RAM, ItIh, AIRERFIENN
file_recv_max_size MI{&,

4 SHBTER P I F— R HHES BE T,

o XCCDF ABRXHEIRIZRS LBITZRIRET NI, MRABTXHEETHSH, Wl
Bk

iZ12: M APIBITHITAME
1. fEFFAZ T, IERAZIEENE IR LB R % Python #1 XML-RPC &,
2. EFRMAENBZARSEIE— A, BTFEY system.scap.scheduleXccdfScan ZHR LT, F190:

#!/usr/bin/python3
import xmlrpc.client
client = xmlrpc.client.ServerProxy('https://server.example.com/rpc/api')
key = client.auth.login('username', 'password')
client.system.scap.scheduleXcedfScan(key, <1000010001>,
"<path_to_xccdf_file.xml>",
"--profile <profile_name>")
client.auth.logout(session_key)
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EIRFIF: * <1000010001> 2F%: ID (sid) * <path_to_xccdf_file.xml> 2 EAEF i EHRANX
HAIBRIERTR, 530, /usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xml, * <profile_name> 2
oscap iy HIMIINESER, 0, M united_states_government_configuration_baseline (USGCB),

3. AR T, MEERENEF mEi T,

22.4.6. PSR

BXBEETHAENEBIEERE SUSE Multi-Linux Manager Web Ul F1, Sf7ZE it > OpenSCAP > FiE#
HWEUERERR, AXIIRPIHIENIFHAEE, 1580 Reference » Audit,

NHEREEEXAENFAEE, FEETF K LEBENIRE, 7 SUSE Multi-Linux Manager Web Ul 1,

SMEIER > AAHRIEFIKFIENAR. SMERERDF, HiEREAIFHE SCAP X EHET, BRAE
, BRAERBSIIMNER— M ESMINESN HTML X, SRPEERINTARBIMNIT:

JELER . xcedf-report.html xccdf-results.xml scap-yast2sec-oval.xml.result.xml
EMBLITIRERRARESR, 15 spacewalk-report 55 :

spacewalk-report system-history-scap
spacewalk-report scap-scan
spacewalk-report scap-scan-results

BT LUER SUSE Multi-Linux Manager API i@id system.scap MBIEFREELE R,

22.4.7. 188

18[E SCAP L 2tEm I B iRt 785 Bash filZ<# Ansible BlZx, LIsgfvEFimARLS. fla0:

513K 5. bash fii4s

/usr/share/scap-security-quide/bash/sle15-script-cis.sh
/usr/share/scap-security-guide/bash/sle15-script-standard.sh
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

53R 6. Ansible ElZs

/usr/share/scap-security-guide/ansible/sle15-playbook-cis.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-standard.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-stig.yml

ARXPIHARFTEA Ansible /5, FJLUERITIZE <L Ansible i1 TX LRI TR,

22.4.7.1. (/A Bash BZsiE1TEE

EFMEBEMAK LLTE scap-security-guide 6, BXIFMER, EEN Administration > Ansible-
setup-control-node,

#1205 / #1735 22.4. {858 OpensCaP i 5z | |SUSEMURELRUXNENEero



BFEMRERANLITEHNREE. BEMMAERE, (2= Bash FIZAR 0] —F55IE 7 REl,

22.4.7.1.1. TN RS L& Bash BIA{ERiTI2di €i51T
EBENZRS IS Bash B EAIRZGHSIET.

L #&% BRETRPERENLfl. AEEHT > EEH<SHES—1 Bash fild, Fia0:

#!/bin/bash
chmod +x -R /usr/share/scap-security-qguide/bash
/usr/share/scap-security-quide/bash/sle15-script-stig.sh

2. B [ BEERHEL

o X4RFFAZIEG DI RITEFMREPEER, (22 Bash BIARN —BHET R
Bl

22.4.7.1.2. TS ARG LERARRKEEIRRIST Bash fizs

—REEZNRF LR Bash HIAEARIEHLIEIT,

L gIBRGAE, BERFEAHMRPIEETE SSM PER,
2. FRFKEEBIHEM > ZIEF L THRES —1 Bash flZ, fign:

#!/bin/bash
chmod +x -R /usr/share/scap-security-guide/bash
/usr/share/scap-security-quide/bash/sle15-script-stig.sh

3. B [ BEERHE.

22.4.7.2. {&8 Bash 75
22.4.7.2.1. SUSE Linux Enterprise openSUSE f1Z5{&
SUSE Linux Enterprise #1 openSUSE il zs#kiE R,
nHa
scap-security-guide

@i

e SLE12: SLES12 &%

e SLE15: SLES15 f%1R Basesystem E#

Bash iAsB &

/usr/share/scap-security-guide/bash/
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Bash fiizs

opensuse-script-standard.sh
sle12-script-standard.sh
sle12-script-stig.sh
sle15-script-cis.sh
sle15-script-standard.sh
sle15-script-stig.sh

22.4.7.2.2. Red Hat Enterprise Linux #1 CentOS Bash ilZs#53E

Red Hat Enterprise Linux #1 CentOS A%z 51,

0 centos7-updates Y scap-security-guide {X & & Red Hat Enterprise Linux fiiZs,

nite

scap-security-guide-redhat

iBiE
e SUSE Manager TR

Bash HI&sBH

/usr/share/scap-security-guide/bash/

Bash fiizs

centos7-script-pci-dss.sh
centos7-script-standard.sh
centos8-script-pci-dss.sh
centos8-script-standard.sh
fedora-script-ospp.sh
fedora-script-pci-dss.sh
fedora-script-standard.sh
ol7-script-anssi_nt28_enhanced.sh
ol7-script-anssi_nt28_high.sh
ol7-script-anssi_nt28_intermediary.sh
ol7-script-anssi_nt28_minimal.sh
ol7-script-cjis.sh
ol7-script-cui.sh
ol7-script-e8.sh
ol7-script-hipaa.sh
ol7-script-ospp.sh
ol7-script-pci-dss.sh
ol7-script-sap.sh
ol7-script-standard.sh
ol7-script-stig.sh
018-script-anssi_bp28_enhanced.sh
0l18-script-anssi_bp28_high.sh
0l18-script-anssi_bp28_intermediary.sh
0l8-script-anssi_bp28_minimal.sh
0l8-script-cjis.sh
0l18-script-cui.sh
018-script-e8.sh
0l18-script-hipaa.sh
0l18-script-ospp.sh
0l18-script-pci-dss.sh
018-script-standard.sh
rhel7-script-anssi_nt28_enhanced.sh
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rhel7-script-anssi_nt28_high.sh
rhel7-script-anssi_nt28_intermediary.sh
rhel7-script-anssi_nt28_minimal.sh
rhel7-script-C2S.sh
rhel7-script-cis.sh
rhel7-script-cjis.sh
rhel7-script-cui.sh
rhel7-script-e8.sh
rhel7-script-hipaa.sh
rhel7-script-ncp.sh
rhel7-script-ospp.sh
rhel7-script-pci-dss.sh
rhel7-script-rhelh-stig.sh
rhel7-script-rhelh-vpp.sh
rhel7-script-rht-ccp.sh
rhel7-script-standard.sh
rhel7-script-stig_gui.sh
rhel7-script-stig.sh
rhel8-script-anssi_bp28_enhanced.sh
rhel8-script-anssi_bp28_high.sh
rhel8-script-anssi_bp28_intermediary.sh
rhel8-script-anssi_bp28_minimal.sh
rhel8-script-cis.sh
rhel8-script-cjis.sh
rhel8-script-cui.sh
rhel8-script-e8.sh
rhel8-script-hipaa.sh
rhel8-script-ism_o.sh
rhel8-script-ospp.sh
rhel8-script-pci-dss.sh
rhel8-script-rhelh-stig.sh
rhel8-script-rhelh-vpp.sh
rhel8-script-rht-ccp.sh
rhel8-script-standard.sh
rhel8-script-stig_gui.sh
rhel8-script-stig.sh
rhel9-script-pci-dss.sh
rhosp10-script-cui.sh
rhosp10-script-stig.sh
rhosp13-script-stig.sh
rhv4-script-pci-dss.sh
rhv4-script-rhvh-stig.sh
rhv4-script-rhvh-vpp.sh
sl7-script-pci-dss.sh
sl7-script-standard.sh

22.4.7.2.3. Ubuntu Bash filds¥kiR
Ubuntu FiZ #3251,
nHa
scap-security-guide-ubuntu
&
* SUSE Manager TH

Bash HIA&sB#

Jusr/share/scap-security-guide/
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Bash fiizs

ubuntu1804-script-anssi_np_nt28_average.sh
ubuntu1804-script-anssi_np_nt28_high.sh
ubuntu1804-script-anssi_np_nt28_minimal.sh
ubuntu1804-script-anssi_np_nt28_restrictive.sh
ubuntu1804-script-cis.sh
ubuntu1804-script-standard.sh
ubuntu2004-script-standard.sh

22.4.7.2.4. Debian Bash BZs#kiE

Debian fiZs#E R,

neta
scap-security-guide-debian
&
® SUSE Manager TR
Bash =B R
/usr/share/scap-security-guide/bash/
Bash fiizs
# Debian 12
debian12-script-anssi_np_nt28_average.sh
debian12-script-anssi_np_nt28_high.sh
debian12-script-anssi_np_nt28_minimal.sh

debian12-script-anssi_np_nt28_restrictive.sh
debian12-script-standard.sh

22.5. fEfFRETCENR
FE— N EEN GPG B RN TTHIRR 2.
(1) EEIRSRERRIHIAING, BEDRIN LIFT mgretlterm,

g12: ERBEEX GPG #f
1. Ll root F3F S1A1EF gpg SRR E:

mgrctl exec -- gpg --full-generate-key

2. IRIEIRTIESE RSA 1EAETAREL, BAR/IMEER 2048 i, HARBPEFELMRM A, WERTHEN
AT, ARENy LA

3. RIERTHWAE S ZBAXKAIRMAE FER i, RFE, EERILUIDLERUEEENIRS 2% A,
NRENAFBMIREREFE, BHEN 0 LA,

4. REER TR MNETTO L URIPFERE R,



5. ZZEAN BEhARNEIENZ AR, T LUBE I H B2 AR PRI TIOE
gpg --list-keys

6. EXALRIBIRTITH [etc/rhn/signing.conf ELEXHHFMTE—TAZR, BEHEHFNOSHMEIZX
%

GPGPASS="password"

BXWMELT GPG %4H, 720 Administration > Troubleshooting,

AILATES S 1T mgr-sign-metadata-ctl S5 REBTHIES B,

gig: BRATHRIEESR
| ERBAEFMEERNEANIEITAT. ILGERRFIL PRI ALER:

mgrctl exec -- gpg --keyid-format short --list-keys

pub  rsa4096/3E7BFEQA 2019-04-02 [SC] [expires: 2029-04-01]
A43F9EC645ED838ED3014B035CFA51BF3E7BFEQA

uid [ultimate] SUSE Manager

sub  rsa4096/118DE7FF 2019-04-02 [E] [expires: 2029-04-01]

2. £/ mgr-sign-metadata-ctl < B ATHIEE R

mgrctl exec -- mgr-sign-metadata-ctl enable 3E7BFEOA
OK. Found key 3E7BFEGA in keyring.
DONE. Set key 3E7BFEQA in /etc/rhn/signing.conf.
DONE. Enabled metadata signing in /etc/rhn/rhn.conf.
DONE. Exported key 3E7BFEQA to /srv/susemanager/salt/gpg/mgr-keyring.gpg.
DONE. Exported key 3E7BFEQA to /var/spacewalk/gpg/<KEY_NAME>.key.
NOTE. For the changes to become effective run:
mgr-sign-metadata-ctl regen-metadata

3. JUERU TSN E LN ER S IER:

mgrctl exec -- mgr-sign-metadata-ctl check-config
4. ERMIRSHELRATBIEERER U AEN:

mgrctl exec -- mgr-sign-metadata-ctl regen-metadata

A LA mgr-sign-metadata-ctl S SHITEMESS, #H mgr-sign-metadata-ctl --help AIEFTET
o

EEETHIEERRERET. BAG, BNRSH LNRERTEERBIZET. XEWE, ERIRSSE
HFE & P in S 25T GPC BB BERENEMR R Eo
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22.5. fETFRE TR

dig: EEPH LS GPG &R
1. ¥ GPG HABBEHEF IHISIBEAT Salt K7

2. £/ SUSE Multi-Linux Manager Web Ul Rz Highstate,

BX GPG ZATHEIIFMESE, 755N Administration > Troubleshooting,
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Chapter 23. Role-Based Access Control
(RBAC)

Role-Based Access Control (RBAC) is a security method that restricts resources access to authorized
users based on their assigned roles. In SUSE Multi-Linux Manager, RBAC ensures that users can only
perform actions and access resources for which they have explicit authorization, enhancing security and
simplifying administration.

The core principles of RBAC include:
* Principle of Least Privilege: Granting only the necessary access rights for users to perform their
tasks.

* Granular Control: Providing fine-grained control over specific functionalities.

* Separation of Duties: Preventing a single user from having too much control over critical
processes.

* Auditability: Allowing for clear tracking of user actions and permissions.

23.1. Key RBAC Concepts

Understanding the following core concepts is crucial for effective RBAC management:

* Role: A collection of permissions defining a specific set of capabilities within SUSE Multi-Linux
Manager. Roles are assigned to users, granting the user aggregated permissions.

* Permission: An atomic authorization to perform a specific action, access a specific web page or call
a specific APl endpoint within SUSE Multi-Linux Manager. In SUSE Multi-Linux Manager, permissions
are represented by namespaces and their access modes.

* User: An individual account that interacts with SUSE Multi-Linux Manager. Users are assigned one
or more roles.

* Namespace: A granular unit of access control organized in a tree-like structure. Most namespaces
have distinct "View" or "Modify" modes.

23.2. User Roles in SUSE Multi-Linux Manager

SUSE Multi-Linux Manager provides predefined roles and allows for the definition of additional custom
roles, optionally inheriting from a combination of other roles.

23.2.1. Predefined Roles

Refer to administration:users.pdf for a complete list of predefined roles and their descriptions.

23.2.2. Defining Additional Roles

To define additional roles, you can:
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administration:users.pdf#administrator-roles

* Select a number of existing roles to inherit permissions from.

* Specify additional namespaces to grant access to.

23.3. Namespaces for Fine-Grained Access

Namespaces provide fine-grained access control, organized in a tree-like structure. For most
namespaces, access within a namespace is further granularized by "View" and "Modify" modes.

Z=1% 14. Example: Image Management namespaces and access modes

Namespace Access Mode Description

cm.build Modify Build container or Kiwi images

cm.image.import  Modify Import container images from a registered image store
cm.image.list View List allimages

cm.image.list Modify Delete images

cm.image.overvie View View image details, patches, packages, build log and cluster
w information

cm.image.overvie Modify Inspect, rebuild, delete images

w

cm.profile.details View View details of an image profile

cm.profile.details Modify Create image profiles, edit profile details
cm.profile.list View List all image profiles

cm.profile.list Modify Delete image profiles

cm.store.details  View View details of an image store

cm.store.details Modify Create image stores, edit store details

cm.store.list View List allimage stores

cm.store.list Modify Delete image stores

A comprehensive list of namespaces and their descriptions can be retrieved by making a call to the
access.listNamespaces API method. Refer to SUSE Multi-Linux Manager APl documentation for detailed
information, including request and response formats.

23.4. Managing RBAC

Managing RBAC roles and permissions is currently only possible through the API. To assign roles to users
via the web Ul, refer to Administration > Users.

581280 | #173; 23.3. Namespaces for Fine-Grained Access | _



23.4.1. Managing RBAC via API

The SUSE Multi-Linux Manager API provides methods for programmaticaly managing roles, permissions
and user assignments.

23.4.1.1. The access API

These APl methods manage roles and their associated access:
* listNamespaces: Lists available namespaces, access modes and their descriptions in SUSE Multi-
Linux Manager.
* listPermissions: Lists permitted namespaces of a role.
* listRoles: Lists existing roles in SUSE Multi-Linux Manager.
* createRole: Creates a new role, optionally copying permissions from existing roles.
* deleteRole: Deletes a role.
* grantAccess: Grants access to namespaces.

* revokeAccess: Revokes access to namespaces.

23.4.1.2. The user API

These APl methods manage user-role assignments:

¢ listPermissions: Lists effective permissions of a user.
e listRoles: Lists a user’ sassigned roles.

* addRole: Assigns a role to a user.

* removeRole: Removes a role from a user.

For detailed APl documentation, including request and response formats, refer to SUSE Multi-Linux
Manager API reference.

23.5. RBAC Best Practices

Adhering to these best practices will help maintain a secure, efficient, and manageable RBAC
environment:

* Principle of least privilege: Always grant users the minimum permissions necessary to perform
their duties. Avoid overly broad permissions.

* Regular review: Periodically review assigned roles and permissions for users to ensure they are still
appropriate and comply with current security policies.

* Document roles: Clearly document the purpose and permissions of each custom role you create.

* Separate duties: Implement roles that enforce separation of duties to prevent a single user from
having too much control over critical processes.
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Chapter 24. SSL if$

SUSE Multi-Linux Manager /8 SSL IE PR BRE P im M2 ERIRS 5.

FMER SSL EMEI SUSE Multi-Linux Manager Server 9% P inidi@id IR S 2HE BRI EC BT EED
IEMARSS 28, LEIFEFRA SSLIEF.

£ SSL EFHAE, FRIHEREERSFHEBPHENRESSTHEIENT. ERHEETENRERSB[IELTEER
(==

IEBIANE (CA) RRTFHEMIEBERER. FAEIEBLARIEBMANE (CA) B2, REXE, 45
ReEMMnER, HEEFIHAERIItTEE ],

FfE SSL BNIIERESIE B 31T, FRIHRGIEER CA. XERELIES MR IR LLEIR CA.

BHABY SSL BpI8IEA A R1E SUSE Multi-Linux Manager R BRERZIER, EXMHERT, SUSE Multi-
Linux Manager BERFIBEIES, HER CAEERNRSH[IEPER.

B ERERRIE CA, EXMBERT, 1R CARNFIE CAER. AEHIE CA JAEEHRENEMPIE CA
R, MEE—THE CA NRSFIEBER. XMAEIER.

NREEFEEBPEARIE CA, WiR CARBRETEF L, MARS[IEBNRETARSE L. £ SSLIEF
HAlE], BFIROTREBIRIOIR CA SERSZBSBEBZEINENPENERE, EILENISHEE81hRFE RIEkiE
Ho

AILUEE A EE A XSS E R, E5RIBARASE SUSE Multi-Linux Manager &, Fra [l CA BRINEBREETE
ERmL, A, EHAIUERS S LERERS LGHEHRMBEE iR, EXMMERT, £ SSL EFHE, RS
BRMARS[IEBUKRPIERE CA. LG ERERRIALE,

SUSE Multi-Linux Manager BRIAERAZEFIE CA WERERIER. NTRER2Y, BIULH—ME=R
CA RRERIERER, F=7F CA FITREUBFRIIBHESNEEER. MITEE X HIARS WENES,
fERAE=7 CAFLURSIEBRIMEHE, HARERHMMAFRF. IRENIEBERE=S CAER, &7
LUBES N SUSE Multi-Linux Manager &%,

NFM 2 FNA SSLIEBHIRE:

1. #0falf#EA SUSE Multi-Linux Manager TERIZBRERZIEP

2. $0{a7E SUSE Multi-Linux Manager Server 5% Proxy EEEE+
NRIEBHE=ARF (FIENEHFIMNERH PKI) 12, METUBI TR 1o

° BXRMAIRIZEBREZBIEBIIFAMES, BES Administration > Ssl-certs-selfsigned,

° BXIESNIEBIFMES, 550 Administration > Ssl-certs-imported,



24.1. Providing SSL Certificates to the SUSE Multi-
Linux Manager Containers

24.1.1. Podman

SSL certificates are stored as podman secrets and assigned to respective containers. Podman SSL
secrets are:

® CA certificates

© uyuni-ca

©  uyuni-db-ca

e Server certificate and key

©  uyuni-cert

©  uyuni-key
* Database certificate and key

©  uyuni-db-cert

9 uyuni-db-key

24.2. BEER SSLiEH

SUSE Multi-Linux Manager FUAMEABRER IR, EXMERT, IEFHH SUSE Multi-Linux Manager 81l
MEZ, WHAERFERMBIGERMANARFIDEBNATERTEIR. =5 CA BRITRE, URRFRIESR
FEENERERTIR.

°* BXE=FH CAWFMAES, 1550 Administration > Ssl-certs-imported,

° HXRUMABIERAIFMESR, BB administration:ssl-certs-imported.pdf,
AU BNMAEHRERNEREF IR ERMNEZERERIEH.
SSL ZHRMIEBHNEN B 45 HEBRRITENHTEIRE 4 ZHETE.,

24.2.1. EFMIENANMRS FIEH

MREHIMBIERERNS L FERRRMABERLE, ErTLUMIE CA ERGFTRIARSS SFIER.

g2 EFRCIZRIBEIRS RIS
1. £ SUSE Multi-Linux Manager B23 VR TR, B EMARS[IES:

mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.com" --set-cname="example.com"
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administration:ssl-certs-imported.pdf#ssl-certs-import-replace

1R set-cname SE2EM SUSE Multi-Linux Manager fRSE 23T ERERZ. NRFEZMIE, 7
L% R {EF set-cname £,

FAAZHAMRS I BT RS 23R 280 [root/ssl-build/susemanager/ BRHiE, EXHEA
server.key #ll server.crt, &E—1"ERHNBMERTS --set-hostname EMLESFERAMENZ.

Deploy or import the new certificate and key by updating container’ s host podman secrets. For more
information about importing the just generated certificate, see administration:ssl-certs-imported.pdf.

24.2.2. SIFEH CA I BHARSZEBIEH

(' BHIR CA BHE/IDo XTSRS B EF AR BIREERE. MREZEXMER,
FEUENEERAPERISNEF RHEREDE CA,

SiE: IEMIED

1. £ SUSE Multi-Linux Manager B2 N TR, BIHIEBERBIFUE:

mgrctl exec -- mv /root/ssl-build /root/old-ssl-build

2. HERHTRY CAES:

mgrctl exec -ti -- rhn-ssl-tool --gen-ca --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-common-name="SUSE Manager CA Certificate" \
--set-email="name@example.com"

3. ERGTRIARSS BIET

mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.top" --set-cname="example.com"

ifafR set-cname SEZ &MY SUSE Multi-Linux Manager IRZ BT 2REEZ. WIRBEZ 57, A
LZR{EF set-cname 251,

REEFEARENENEM cname AT MIEBERRS EIIET,

24.3. §\ SSLiE+H

AT NBUWE R SUSE Multi-Linux Manager Z23E0E SSLIEH, WURMMAEAIERIIAIESR,
FEFaZ I, EREREESIT:

o —MEBHFAN (CA) SSL RHEH, WNREEER CAHE, NFFEHIE CA BAIAT A,

1327 #1757 2 8 ssu v+ | R


administration:ssl-certs-imported.pdf#ssl-certs-import-replace

* —/ SSL AR5 22FAFEEER
o —SSLARSSEIEH
* An SSL database private key

e An SSL database certificate
FrE XX AR A PEM 182,

SSL ARSZSEBHIENBLASHEZZNHENMTEREENALE, &R LFEIEFRR X509v3 Subject
Alternative Name HDFIREFHH, BAJLUREFRINTEETIHS M ENR. IHEHEALEH RSA M EC
(BERhL) -

o Database SSL certificates require reportdb and db as Subject Alternative Name.

F=FAANDEREERPE CA XKANEKRHVIRSSBIEPBER, EXMERT, EFFRE CA &M ATH,
B ETINSIENAT R B TFHeERIE] CA, 15 EEFA CA (1R CAFMI|E] CA) &EEHEE—IXEH,
24.3.1. IFRRESNIED

SUSE Multi-Linux Manager BAIAERBRERIER. THARIRER, EPERIAMERERNSNIEHR,

i312: TE#FEY SUSE Multi-Linux Manager Server EF S NiE$H

1. Deploy the SUSE Multi-Linux Manager Server according to the instructions in Installation-and-

upgrade > Install-server. Make sure to pass the correct files as parameters to mgradm install
podman. The parameters are:

3rd Party SSL Certificate Flags:
--ssl-ca-intermediate strings Intermediate CA certificate path

--ssl-ca-root string Root CA certificate path
--ssl-server-cert string Server certificate path
--ssl-server-key string Server key path

--ssl-db-ca-intermediate strings Intermediate CA certificate path for the
database if different from the server one

--ssl-db-ca-root string Root CA certificate path for the database if
different from the server one

--ssl-db-cert string Database certificate path

--ssl-db-key string Database key path

Frja] CA AJLATE(ER --ssl-ca-root 18RI Rz (t, WEJLIER --ssl-ca-intermediate {EAMIINEIISRTE
Eo BIUZRIETE --ssl-ca-intermediate 3%EIR,

24.3.2. HEHY Proxy RESNIEB

SUSE Multi-Linux Manager Proxy BAAFRABEREZIER. TRVGIEER, ERILUSRINERZEIRISADN
IEH.

idF2: 7EFREY SUSE Multi-Linux Manager Proxy LS NIEH

1. Install the SUSE Multi-Linux Manager Proxy according to the instructions in Installation-and-
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upgrade > Install-proxy.

2. BRI TEAIRE.

o BEARIEBMANE (CA) NIRSBHMAIENFIERSSHJIEDER. EATRE CA &5
BOIEF R AL,

24.3.3. HiwirH

&R AR SUSE Multi-Linux Manager RERBENERERAFIER, ESBRIED, ATLUISERERN CAIEPH
B AHE CA, AREHEURE,

312 BB IMAEIES

1. On the SUSE Multi-Linux Manager container host, at the command prompt, recreate podman
certificate secrets:

podman secret create --replace uyuni-ca $path_to_ca_certificate

podman secret create --replace uyuni-db-ca $path_to_database_ca_certificate
podman secret create --replace uyuni-cert $path_to_server_certificate
podman secret create --replace uyuni-key $path_to_server_key

podman secret create --replace uyuni-db-cert $path_to_database_certificate
podman secret create --replace uyuni-db-key $path_to_database_key

mgradm restart

g1z EmRiRSESE
L EARBENL, ERHRSUNAER:

mgradm restart

MNREEANEARE, WEEEAEXRENEINEZ cname IS MMEBEBR—MIRSH/IEE RPM. EREH
RYBRE tarball FHITE,

For more information, see installation-and-upgrade:container-deployment/mlm/proxy-
deployment-mlm.pdf.

R CABER, NEEFHEPEERIS SUSE Multi-Linux Manager EZRIFIE & F o

312 EEPinLEPEIR CA
1. #£ SUSE Multi-Linux Manager Web Ul /1, SfRZIRS > %,
2. AR PR ERNIZ RS EEER,
3. SMAIRY RAKEER > BK.
4. EREFERSP, BE [ A ] UZARGKRS.
5. £ Highstate A, 2 [ BZA Highstate ] LU E X EEEIE F ifo

8813451 #1735 243. A SSLIEB |_


installation-and-upgrade:container-deployment/mlm/proxy-deployment-mlm.pdf#_generate_proxy_configuration
installation-and-upgrade:container-deployment/mlm/proxy-deployment-mlm.pdf#_generate_proxy_configuration

24.4. HTTP ™igfEiaRg et

HTTP FEigfeiaR et (HSTS) SEBIPEMISER PERIAKE (FIaNhiNERI S Cookie £H5) HISRBEAL
il

SUSE Multi-Linux Manager A¥F/EFA HSTS, &7 SUSE Multi-Linux Manager Server B HSTS, i&HITIL
TR

gz

1. ERLUTar< MBI AN

mgrctl exec -- echo 'Header always set Strict-Transport-Security "max-age=63072000;
includeSubDomains"' >/etc/apache2/conf.d/zz-spacewalk-www-hsts.conf

2. R Ta<EF5N Apache:
mgrctl exec -- systemctl restart apache2
3y SUSE Multi-Linux Manager Proxy B HSTS, BEHITUU TR E:

diz
1. BIEEFAVECE XM, B30 /etc/uyuni/custom-httpd.conf,

2. AIAT—17:

‘Header always set Strict-Transport-Security "max-age=63072000; includeSubDomains'.

mgrpxy install podman --tuning-httpd /etc/uyuni/custom-httpd.conf config.tar.gz

NIEBEXYE  <filename>.conf mAN, ERECLEERNNENE, fim, SE:
A spacewalk-www.conf HENHELEGE, HXHERMFHXEZE (REEIFFE) . &
% Apache SIfEIMNEX HAVFAES, 1ESN https://httpd.apache.org/docs,

7EfERA SUSE Multi-Linux Manager £mRIZRIN SSL IEPBHEREZZIEPNERTEA
HSTS /5, RIMSSKIEAET HTTPS BT, BMIERFRHISEHEEM CA TRk

o (EE, WIBEEANE SUSE Multi-Linux Manager 4R# SSL EH, AILUETE
http://<BRS3 22414 >/pub/RHN-ORG-TRUSTED-SSL-CERT S-S AFIFE
PP B SRS AR
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Chapter 25. iJi#ICED

1389 SUSE == REEITH, 1TIEE SUSE Customer Center (SCC) &2, SUSE Multi-Linux Manager £5517#%&
BlRE, MIQEER SCC kP TAIE B EMEBF P IHINTIRRS. ZIRERMEE XPLR P inERMLEITR. &
BFRIT IR BITIRLE, URBERFimEEEE T RNER.

SHzlE ITRARRUEERS.
TR EET-RIR A X HRI TR B R LEVIT B E R

FRRM=RIBS AT RREEE HRITRNEFRHIIR, XEELTELLENEF R, HHFIRFEME]  SUSE
Multi-Linux Manager B9 Fif, ZRSEIE™REB TN RLRN ARSI,

ERBET R, AJLOEENEPImXEKEAEXAITIE. MRITHEERTERIIMIEE F is B e X EXETiH
, MEIREFRIE Ao

HEBRSIMEERITHLESRELEIREFEMNFME RS, XEHSREGHTAR 7RERMUATER
58,

1

XA LR .csv IBRUIRE, TE MBS SIRRIATTE /var/lib/spacewalk/subscription-matcher/ B RHifia]
XL

=

BINBERT, ITRACRSEAFRET. EEXILE, BEMIIER > ESEEXRHHSEE  gatherer-
matcher-default, RIEEEFXAERH, AT [EHBERH]

HTFREREFEF IS Sa0iTHERE, RIbERERAILEERERBEMEN. B—1TFFEA—
ELS5R—MTHALE, RRREEHEFHELEMIAREIM, HERNTITHSITHRS,.

TTHLRR= SRR AR~ miE, BABEREKAPITHNFRMFARE. B2, WREH
SEATE. EPWIENERKRN, HEBZFHERNAEFIETT, NIRRT ETEREEBNAA
1T, IESWHRHHE X SUSE Multi-Linux Manager REHE FIRFISEEEUE, UREBIHRE BER.

(1] TR T —E SRR E P HAITA. CHIESESRE I

25.1. B EPimX<EXETiH

NRITALECER T A B ER F iR S EWBITIRMELE, S UFHXREKEN]. QIZXEKfE, 1THTE:S
B PR EIT NS L ENRRH RS AT,

B2, LESEHIFMKRETKE, XERTITHEETA, URTHREIUNATZEFin. i, WRX
KSBILRERITENFRMF MG, HEMNRLAESENVEEREXEKNER T LEEREER, RSB
KEXo

BANNFTRER, BRE [RMXKEK], ASEREXEKEE P i,

o BITFENE B ERAXRKIENAERTPIREAXEK, NTFAZSHRLEMS, 1THLE
HBTLRBEE B ER.
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Chapter 26. 5 HIERHE

BB ESARRATIYILAETIE XHIESH,

@@ SUSE Manager Schedules @

Below is a list of defined schedules. A schedule defines frequency, how often a predefined bunch shall be triggered.

+ create schedule

1-230f23
25 j items per page

schedule name |2 Frequency Active From Bunch
auto-emata-default 05/10%**? 2018-06-05 11:40:50 CEST auto-emata-bunch
channelrepodata-default Qr*rx? 2018-06-05 11:40:50 CEST channelrepodata-bunch
cleanup-data-default 00237%* 2018-06-05 11:40:50 CEST cleanup-data-bunch
clear-taskologs-default 00237** 2018-06-05 11:40:50 CEST clear-taskologs-bunch
cobbler-sync-default [(EREEE] 2018-06-05 11:40:50 CEST cobbler-sync-bunch
compare-configs-default 00237** 2018-06-05 11:40:50 CEST compare-configs-bunch
cve-server-channels-default 00237%% 2018-06-05 11:40:51 CEST cve-server-channels-bunch
daily-status-default 00237%% 2018-06-05 11:40:50 CEST daily-status-bunch
errata-cache-default [ER L] 2018-06-05 11:40:50 CEST errata-cache-bunch
errata-queue-default Qxe%? 2018-06-05 11:40:50 CEST errata-queue-bunch
gatherer-matcher-default 0007?%* 2018-06-05 11:40:51 CEST gatherer-matcher-bunch
kickstart-cleanup-default 00/10***? 2018-06-05 11:40:50 CEST kickstart-cleanup-bunch
kickstartfile-sync-default 00/10%%+*? 2018-06-05 11:40:50 CEST kickstartfile-sync-bunch
mgr-register-default 00/15%**? 2018-06-05 11:40:50 CEST mgr-register-bunch
mgr-sync-refresh-default 0617%% 2018-06-05 11:40:51 CEST mgr-sync-refresh-bunch
minion-action-cleanup-default DO***? 2018-06-05 11:40:50 CEST minion-action-cleanup-bunch
package-cleanup-default 00/10%%%2 2018-06-05 11:40:50 CEST package-cleanup-bunch
reboot-action-cleanup-default 0O***? 2018-06-05 11:40:50 CEST reboot-action-cleanup-bunch
sandbox-cleanup-default 0547 %% 2018-06-05 11:40:50 CEST sandbox-cleanup-bunch
session-cleanup-default 00/15%**? 2018-06-05 11:40:50 CEST session-cleanup-bunch
ssh-push-default A A 2018-06-05 11:40:50 CEST ssh-push-bunch
token-cleanup-default 0007?2%* 2018-06-05 11:40:51 CEST token-cleanup-bunch
uuid-cleanup-default 00**%? 2018-06-05 11:40:51 CEST uuid-cleanup-bunch

B SCC BiERH > RIRRHEITFRRREH > DETHESAT, EEFTUSARARRHREN

BT [EEERH] AERTMNEEEZHELZH.
Click [ Disable Schedule ] in the upper right-hand corner to disable a schedule.

a Only disable a schedule if you are absolutely certain this is necessary as they are
essential for SUSE Multi-Linux Manager to work properly.

When a task is disabled, it is still shown in the list. When you click SUSE Multi-Linux Manager Schedules
» Schedule name you can activate the job again by clicking [ Activate Schedule ].

MREBIHFENMARN, BERZARENETIIRMEITRS.

BhFiaiEE RO BRI BIERHESAT,
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26.1. FiE XHESSEH
FEBAR R THEXNOESE, BIHLHTEE:

auto-errata-default
RIEEELHBohENREH,

channel-repodata-default
(B#) EREFRE TR

cleanup-data-default
MEGEREEIE S B H 6 B ok B S i iT BT e 45U,

clear-taskologs-default
RIBEELVER, MEIBEFBRBIIEERMAESSIZ (taskomatic) L ¥R,

cobbler-sync-default

& SUSE Multi-Linux Manager B3 T EIEFECE X EUERZL B Cobbler, BXH Cobbler 1Rz 1589
BHLEMNFMESR, EE M Client-configuration > Autoinst-intro.

compare-configs-default

REtERERETNREN G SFHEMEERARENRS SR LA #HITHHR, ZEERILRER,
BRERAXTRHEFEXRS. RIERE ’ b, EXFRER, BEL
reference:systems/system-details/sd-configuration.pdfs

cve-server-channels-default

FHATFEHEI > CVE it im L ERERWASFITE CVE 3B, Hit > CVE EittETHiERERE
RIE BRELHN ERB1TEREH. BXFHMES, 1550 Reference » Audits

daily-status-default

BEHIRSBFHHLZRME I, BXOAANMSFERAFREEBNIFMES, 55 Reference »
Users,

errata-advisory-map-sync-default

Updates internal SUSE patch vendor advisory database tables. If available, the original advisory
provided by SUSE is shown in the section Vendor Advisory of each patch detail.

errata-cache-default

BRI T EEHIRER, XERBTERES MRSBNEEETHNNGE, ESAXERTEMFE
T RSB ZXBEH B TS, BXTHIFEMES, 1558 Reference > Patches,

errata-queue-default
NEENZWBCHEH GANT) HRSSIGXLESEH GT) HBA,
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reference:systems/system-details/sd-configuration.pdf#sd-config-compare-files

gatherer-matcher-default

BEEITEENEN SRR FEEREM TR, REENENESIE. SEEROHES, THT
Foas R BN =317,

kickstart-cleanup-default
BT BT Kickstart 2iEE3E,

kickstartfile-sync-default
ERSEEERSEIERN Kickstart EEE X489 Cobbler X4,

mgr-forward-registration-default

BEPIHEMEIES SUSE Customer Center B, BIASEREHIN. BEEXMD EMIFRHNE P imEGE,
B2 [etc/rhn/rhn.conf FIEEMESL, FiElT:

server.susemanager.forward_registration = @

Disabling data synchronizing with SCC will lead to reduced visibility of your
managed clients between RMT, SMT, SUSE Multi-Linux Manager and SCC-directly
registered clients.

A

BEETSHIE, EURRAIEEMEPHEESR—IRE,
SHRNMNEEZREENRE, MMEBBISHIRIRARSS

mgr-sync-refresh-default

5 SUSE Customer Center {##%E5 (mgr-sync-refresh), BRINERT, HIESHITIRPBEELSFR
BEEXBE, BXEEXBERSIFMEE, 1HE5I administration:custom-channels.pdfo

minion-action-chain-cleanup-default
AR BT AR EREERIRE,

minion-action-cleanup-default

MX B RG R RIFRI IRE P IR EE. Bk, IWESERZHETERFME Salt (FULEEPRIEN
SR, R EARIBERTTRATIE(E, MRRS[WERT TIRFER, MAIREAEIRIERTRIE L. HTF
PUINTTRLEVIR(E, WWESARARERITHMEXHETE,

minion-checkin-default
ERPIHEHITEIBNZEN.

notifications-cleanup-default
pE SV G EVSINEIS

oval-data-sync-default

Generate OVAL data required to increase the accuracy of CVE audit queries.
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administration:custom-channels.pdf#_custom_channel_synchronization

package-cleanup-default
M4 RGP IR B B B 3

reboot-action-cleanup-default

BTN RN ES | SR RITC AR, SEEFRXBREUERHEE. AXTHES S
BRIEEAER, 1H8 M reference:systems/system-details/sd-provisioning.pdf,

sandbox-cleanup-default

EEEEE sandbox_lifetime BEBES#E (BRIAMEHR 3 X) HVHBEEXHNBEE, DHEXGEMNRAS
NXHHEEAANXME, BXFAER, BSR reference:systems/system-details/sd-
configuration.pdf.

session-cleanup-default
BRI EE Web RAERE, XBEERAFERZE, TEHZEIXAN KR IR FEEE.

ssh-service-default

MRAEFIHACE 7 SSH XX RS E, MIRTREFimEI SSH k5 SUSE Multi-Linux Manager i&iflo
B, EESISEHFRITIRIEE.

system-overview-update-queue-default

Update the systems overview data.

system-profile-refresh-default

EFRB RS LITREMRIH. IHESABA RHIT R, ETREREM SUSE Multi-Linux Manager fR5588 £
Bfaf. ZfElaER  Specialized-guides >  Salt, MBEEFEHAA/N, EBW  specialized-
guides:large-deployments/tuning.pdfs

token-cleanup-default

IFR Salt 2P imAR T HIR A BN THIEN ERUEFES .

update-payg-default

Collects authentication data from configured PAYG cloud instances.

update-reporting-default
EAHIIR S EIRE,

update-reporting-hub-default
MEFME SUSE Multi-Linux Manager AR5 28USERFRAE IR S #5138, HEH Hub Reporting #iEE,

update-system-overview-default

Regularly ensure the systems overview data are up to date.

uuid-cleanup-default
B BRI UUID IER.
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reference:systems/system-details/sd-provisioning.pdf#sd-power-management
reference:systems/system-details/sd-configuration.pdf#sd-config-add-files
reference:systems/system-details/sd-configuration.pdf#sd-config-add-files
specialized-guides:large-deployments/tuning.pdf#java-salt-batch-size
specialized-guides:large-deployments/tuning.pdf#java-salt-batch-size

Chapter 27. #HiAERBAE

RERHENERETIIIRERK. A THEXEYE, EATHRENEEFT—TEER. 7 7TIRETH
BERHTTHIEEH TEMETE, B9 LR HRERIIEEINFRE

(1] VETERRSS SR BRI THEINT S B 2 1A mgretl term,

IEECEETRTFE [etc/rhn/rhn.conf ECESXfFH, ZEHAGAKERN 20, FULEENN 0 SRERREEN
i,

java.max_changelog_entries = 20
MREREINSH, EREBPHRHEENEER.
BRUEBHE, 15ER mgradm restart EREIARS.
eI Re R EMIPRB B EREFNEUE, UERIRHE,
IR B EM E R EFNEIER e R ERKE B, RIBEMEERENENIFAEES, It
(’ HREATRERE /LN, Z1ESSH Taskomatic EEHIETT, FELLEE] LATEIRIESERET 4.

£ F SUSE Multi-Linux Manager, {BRIZFEIEIMESEM T

AILAM B L 1TRIBR B RV EIBH B R ERR L R R
spacewalk-sql -i
AFSTE SQL #BER A T

DELETE FROM rhnPackageRepodata;
INSERT INTO rhnRepoRegenQueue (id, CHANNEL_LABEL, REASON, FORCE)
(SELECT sequence_nextval('rhn_repo_regen_queue_id_seq'),
C.1label,
"cached data regeneration’,
IYl
FROM rhnChannel C);
\q
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Chapter 28. BF

SUSE Multi-Linux Manager B2 R rILURINFTAR . #FNRUKREASMEFRAF. MREETEERENA
F, AIEAPIEREIRGE, UETARIIEENR, EAIUAER Web Ul WRFARINME, BIEESMEHR
BIAE,

[ ) {4 &M SUSE Multi-Linux Manager SRR IKF BRET, MARAA A,
ZEEIE SUSE Multi-Linux Manager FBF, 15SMEIAP > BPYIR > FIELIES SUSE Multi-Linux Manager
RSSBHNFIEAF, JIRPHNSTHAFSETHAFRE. EXHE. BKNAR. AR DXERBH, UKA
FHHEPRES, & [IBARP ] TMeEMNAR K, 2SERFPES# \BPATIIE,

ERFARRAIZENAR, F2E [IRAR ], HERAFNAT, ARRE [RERB].

28.1. O$ER

SUSE Multi-Linux Manager i/ Bt B — R 5 IR IAE,

NREFAEHFAFPOSHTEARNTLITE, SUSE Multi-Linux Manager B 5 AIEIESREIH1T O < B2
o

£ Web Ul #r, SMEER > EEREE > OLHER LUEXOALER, JHSGERAUTFE:

AL KETIR

B AT EX ALHR/NFFH.

A< KE LR

FERATFEXALHRAFFH.

FEEsHT

ItFERATFEEAOSEEUMNEEHF (0-9).

EE8IEFE

ItFERATFEEASEEUNEENEFE (a-2).

FEESKEFH
FERATFHEEASEEUNEEATFE (A-2).

PREIELHFFF
tEFERATIEE RS IR EAELNF.

FEEINHFN
IFERATEEOSESVNESHHF .



FIFERBISHF
REETREQAIRHFEN, LFEATH. ETRTEEATERNEHEZRA (U !@#5%&* F) -

RHESHFF
FEATFHEERLENFHES R,

EEFHHLER
tFEATFEEFTNRAEE R,

BF [REFE] JREOIRENEEN.
BF [EE ] ITRABIREMERRINME.
SUSE Multi-Linux Manager A< SRESHIZABII T :

o c OSKETIR: 4
° OLKELIR: 32
° TEWEAEFTH: BiEF

28.2. (S FAFNIBRHT F

TR LUEAERFTIBRENAFIKF . EEFRNAFKAREINATUERNE EMRIBAKARKAR,
BRI R,

BFRAELUEAECHKF, B2, IRAFEBEERAE, WHSTMEERZAEER, ARTERERKF,

BERNARPTEERE SUSE Multi-Linux Manager Web Ul SRR HHE[II&1E, AP EERZ R HIIRIES
{REBEIRIEIATIA, SUSE Multi-Linux Manager B R A AEHECEEERNAF,

28.3. User Roles

Users can be assigned multiple roles, and there can be more than one user holding any role at any time.
There must always be at least one active SUSE Multi-Linux Manager Administrator.

To change a user’ s roles, except for the SUSE Multi-Linux Manager Administrator role, navigate to
Users > User List > All, select the user to change, and check or uncheck the administrator roles as
required.

EEHNAFR SUSE Multi-Linux Manager BERAE, FSMEIEIE > AP, HREFEEDPHEVHIEH
SUSE Multi-Linux Manager Admin? ,

##& 15. User Role Permissions
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Role Name Description

SUSE Multi-Linux Manager Administrator Can perform all functions, including changing
privileges of other users.

Organization Administrator Manages activation keys, configurations, channels,
and system groups.

Activation Key Administrator Manages activation keys.

Image Administrator Manages image profiles, builds, and stores.

Configuration Administrator Manages system configuration.

Channel Administrator Manages software channels, including making
channels globally subscribable, and creating new
channels.

System Group Administrator Manages systems groups, including creating and

deleting system groups, adding clients to existing
groups, and managing user access to groups.

Regular User Provides standard level of access. Newly created
users are automatically assigned to this role.

28.4. Creating Additional Roles

With Role-Based Access Control in SUSE Multi-Linux Manager, you can create additional roles to fine-
tune user permissions. Refer to Administration > Role-based-access-control for more detailed
information on how to manage roles.

28.5. AP PRI RS

NRECERREREERF IR, AILUBAEEREIBR, ittiT#1TEE,

ERAFPERIARSA, BESMEAR > APYIR, BEEEENAFAR, ARKRIIRFEET R, EREE
KBV, ARRET [ EMFRIAE]

BRI LUNAREFE— IS M ONRRH, SZAPEMREF RN, RASBEEREFMENRAH, X
B, ZAFRAEILENARFTEMBYE P ko

EEIPINGRA, FEMEIAP > RGARE, ARRIINBSHIELT -+, 2& [ QIERIMNBA ] Ue/B—1
HISMEBE. MizdanE, HREEIREESHNRSA,

BXRZSARNFHAGES, ESN Reference > Systems,

ETEARTUUEERENEINEFE, BSNEIAF > APYIR, S5ERENAFS, ARRIIRFEDR,
BRITHEMES, JUMTIRPERZTPIHRUBEERIZIRAEEESR,

BXRAFESESBMNFMESR, EB M Client-configuration » System-set-manager.
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28.6. AP MEEMN R

ALV EAERBERNSIITINE, SEFARTUBTERRENEER, HIKFAAPHIRERE,

EHARITHBEE, BSNEAR > BRYIR, REEREENAFR, ARRIEENR > ITEED <, %R
BIEIREEE, RGPS [ MR .

ENRAFAETREEENR, BEMEAF > APYIR, STERENAFS, ARRIEENR > BEER
®o EREIRIKENEE, AEHE [ BRI

FIRPPRELEBERIRELETH. FREBEESHAPNEEIRSHBEEERRERTX.

28.7. AR #INES

BT AR, SR LUEE Web Ul EABVES. QIZAFGE, ATEBISMEER RNERBRENES,

Ekl}\l’é Z1F rhn.conf EEEXHHIRERN, BEHRIUNES, 1BFTH Jetc/rhn/rhn.conf XHHFNNHHEET
—{THA:

AR
web.locale = <IESMEE>

MRKIKEEE, WEIAESH en_US,

£ SUSE Multi-Linux Manager e LIER U TIES:

*xi& 16. A AIES XD

BB BE =

en_US HiE ESJES]

zh_CN =24 FRE AP fE A
28.7.1. AFEAREERR

SUSE Multi-Linux Manager Web Ul BRIAERER F AL EN RN ER, Ea]ERFDMERME Uyuni 5
SUSE Multi-Linux Manager Efifs, SUSE Multi-Linux Manager R RHER BIED,

EATATE rhn.conf BREXXHFPERIAETE, EFWEIAEM, BTH [etc/rhn/rhn.conf XEH RN RIE
TE—TARAA:

web.theme default = <F >

F=4H& 17. AT AHRY WebUI FE&
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Theme Name
suse-light
suse-dark

uyuni

814651 | #1737

28.7. HFEVINES

Colors
SUSE Multi-Linux Manager
SUSE Multi-Linux Manager

Uyuni

Style
Light
Dark

Light



Chapter 29. g

EENA T ETEFER SUSE Multi-Linux Manager BYAJgES B B —L & I Rl B H AR 7%
S5 BENHEXNEREEZEESITNE.

BEXNECTHELR, 1580 Specialized-guides > Public-cloud-guide,

29.1. BohREETE

NRAEFAEIER Salt (salt-minion) SSI#ITERE, TR ABITHERAFIAMENRYS (RHE) ERENEF K
WEPY A, REMELEEIMS SUSE Multi-Linux Manager —i2f$M.

fERAZRIARY Salt #4060 (venv-salt-minion) LI, EREFE—EFFIELEBEFEANTFEE, ZBEESENE
PinEMEERS. FIENENREGEEBEESTE Salt ImgieH,

RERENENALSNBFRET S5 BoREREXHPHNEMBERXNE Fin TAER@E,
o MBERENEM SUSE Multi-Linux Manager 12t T TE@EEAFEE.

o (NHfEAEER Salt (salt-minion) SLHIRY, FEFIMUEXRBIBERESRM T HFHNRAEMNER
R,

29.2. WEMRAHACE R~ miI5 | FHEFEHITEE

B 22500 @AY, S BEITE SUSE Multi-Linux Manager Server EOIENREHEMS | SiEFEE. Lr-mEl
RERERERBAERER 2R, NRECERSEERALS R, MARFEIES|ISEFE,

BXE|SMHEEENFMAEE, 153N Client-configuration > Bootstrap-repository,

B2 SIBEGAMEERTmS|SEFE

1. £ SUSE Multi-Linux Manager B2 XA LRI, Ll root B FHNRS RS
mgrctl term

2. EREAEL, RITUTHE:

a. €M --force I P BIV AR 3ZH5095 | ShE=F R, fla0:

mgr-create-bootstrap-repo --list --force
1. SLE-12-SP2-x86_64
2. SLE-12-SP3-x86_64

b. EREHMEEERMIENTmITE, RS ISMERE:

mgr-create-bootstrap-repo --create SLE-12-SP2-x86_64 --force
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MREARBF LIRS SMEFE, AIURELFEN~mi5 | REFERSE LTSS,

29.3. M EPERY Salt BEFIm#ITEE

MREBLZERATBREEEFRELARER, AREEMRERN Salt FF I, ERIESIWEILITH#HIR:
/R, HARIZRS

REZHERNERZRHHNRERARASUANEIMAFZEEHEENITEN 1D, ErIUFARILHIEUESEZ
B1x, AREA]RINEMER RS

BXiFMEEFI%EE, 7ES 0 Administration > Troubleshooting.

- PN S 4= H
29.4. HERB BT AREHHITER
MREFEANBRKAMFHIEENE BEENEMETEAR, EEERNEAEHE,
SR LRI T A MR ESRARR AR AR/, MNMERRIEIE, TEAREN L root BE1TUTEIESH S,
212 ABEFEMEIEER)N
1. BB KN BEXRIUTABHEEUR T EENZEFE,
2. MRMEBEHX (B0, #E /dev/vdb 7Z7E /dev/vdbl #X) , BFEITUTHS

a. parted /dev/vdb
b. (parted) print

c. (parted) resizepart NUMBER 100% E, NUMBER 2 print &< ERMNOXS (0, NRm@EE
E [dev/vdbl, ZGmLRETR1)

d. (parted) quit

3. ABNXHRAN KN B9, JF XFS XHRS, EEITUTHES
xfs_growfs /dev/vdb1l

FTERMIZEEE, XFS XHRANZAERZEE ERFE R B=IE.,

29.5. MIIFREERE HITESE

EEETHEXHPNESIRSRASEN, XARIEERRT P IRINEREE. ErLUBIEMFBEERE
BRI EES (SRR RILIRE, ERGTRIEEFESIEX MG, BN IXE IRTRER# T,

2. RGETF R RIR IV
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1. BB /var/cache/rhn/repodata/<i@EFEE> HHFIEXH. WNMREFHEBEGFEEMTA, AIME
SUSE Multi-Linux Manager Web Ul RS ZIE M > Bi& > BEREIREI T,

2. ERBEN LG SITHRRITUTSRS, UERSPEREREF:

mgrctl exec -ti -- spacecmd softwarechannel_regenerateyumcache <channel-label>

29.6. HEFHFHRRGENEEEEHITER

RECGEEARREENBEEXCEEN, REEE (FINeIEs|ISHEEE) TRESSBREXNITH, HER
PR R Mo

g, MRASRENEARRGERIERESESISHEEES . ERGE (6190 python3-zmq X zeromq)
ARERSHOIES | SHEEFNEE, REERF N5 SHES -,

AR E@EE FTHAIEEX@EE (50 EPEL &@@) B, TEREEBRRAEHNREE, thin@ssRRS
FERBEEXBESHNEBED . FETRMIMTRIZEEXEE, NRFEREEXBEFNFEE
BiX, FILUERAREMERER (CLM) SIZILERIFR. AJUMAERINGARN CLM B1E FEYF. NRERXM
HiE, BEEBERFRBEMEROIMEHINRINZ T, B2, HESBEM{NATESBEXEEM5|SMHEF
Feo PAIRRILAE S EME F i

RESEPRUHENEENEE (salt. zeromqF) CIEANFEER, UTHBREIEAB TR RZIE:

d3i2: BRAEEETESHEARNRGE

1L MNRBEREMRENFBENBEXEE, BXFAEER, 580 administration:custom-
channels.pdfs

2. EREMNPRIREEXEE, BXFMES, 1551 administration:custom-channels.pdfe  B7E
RAEmAIRER (CLM) RRIIEA FEENBESCEE, BERITUTERE:

© 7 SUSE Multi-Linux Manager Web Ul 1, SfZIRBEREL, AEHE [ RSHE ] BASH
FHRE,

O EEEINE, CHEMENENEENEEEE, (HEA Cent0S8 BIRMA)
O BIMERMEIBES, F0, A CentOSs,

© BWEIE, BeE [(HR] B, XS0E—NEARNEBENEE S CEENTE, XEEEn
SHERAEXEARTIISE iR

3. EEWRA: ECLMIES, BIAM—NaEsATHGRE AR E ARG E. SNSTERFPIHEMR
R RERSSRENEARRGE. BXTIENEFAEE, BEENL administration:content-
lifecycle-examples.pdfs

4. BRI TRNE CLM 7 (BaHUmBENaEIGEs) , BENERss [HR] K. BER
FTLLIR P R EATRRIF

O B%CLMEiF4{EE, 520 Administration > Content-lifecycle,

o SNSRE#ETE Red Hat Enterprise Linux & F i (8¢ SUSE Liberty Linux. CentOS. Oracle
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administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_creating_custom_channels_and_repositories
administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version
administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version

Linux ERBR4) LFEMH Extra Packages for Enterprise Linux (EPEL), $§&%% EPEL
IREAY Salt BB, X2FEK SUSE Multi-Linux Manager 12189 Salt R EHhEEHE
LEIhRE, LERAIERETE, AAXERSER—TEEIF SUSE Salt MHAERISISM#EE
B AL, RAFZFFXEFNERTR,

NREFRRA EPEL (87, BSVIRANTIERE EPEL f2IER9 Salt Z+E (I, £
4> &8> B8 > EPEL > REFEH XL Salt MH8) o

29.7. 3EF FQDNS grain B IIAY R B 1T 58

FQDNS grain ZREIZSHFIE TERE DNS ARSHITIR. @ERERIRMAETAX LS SIS, EIR DNS
RBEEHIR, HENNERNESKES. AREBRT, BERPREIEMRLMIRSHE 5.

ATHIERELLRR, ERLUFER Salt FREREA FQDNS grain. WREA grain, EERLUIERMSIRIRE
it FQDNS fRsS, MASEIGE F i ENaR RSB XL

o X{GERFRIAM Salt BRI, MREEHICEM Salt EFIHAY, FQDNS grain BIAR

2.

£ SUSE Multi-Linux Manager Server LRI <1RATT T, FRAMUTH<SEEA FQDNS grain:

salt '*' state.sls util.mgr_disable_fqdns_grain

AN
CEEE
—_

L 2ERNENEFRHLEMRSHRZTEZLIEN Salt Hff. MREMZFFHKIFES, AIULARBIEER
WITIZE<

salt --batch-size 50 '*' state.sls util.mgr_disable_fqdns_grain

FIHHBERSHITR. BAERK Ctrl + C Flnzdiz.

29.8. BB EE

MR R R B RIRER X SUSE Multi-Linux Manager #UBEMXHLEMER™ERN, TAZHERT, X
MM ARE S, SUSE Multi-Linux Manager 2 51z € BRI ATIE, EEINANSAHER (FIREE) .
BxZTEIEENFMAEE, 152 M Administration >» Space-management,

—RIBERT, BEEESTVXEGRGHETE, Y btrfs XEHRFWIERE, EAIRETEMERS G, BMRR
LtbiRlER, BILAGER btrfs device add i< AX M RAIGERIN D EFETIE, XiF, EEALUMBRXMH, M
NH—FT G RAEIPIRIEBRE— T8, HIPTME, PTLUER btrfs device delete EFRIGEIFE= ],
BXIEFFREFMEE, BB https://www.suse.com/support/kb/doc/?id=000018779

A LU X pRAR R R @E Rk i S R = 8],

° BXRMEMPRMEL E@ERNEA, 1550 Administration > Channel-management.

° BRIUNAMIEREEXBERNAE, 520 Administration > Custom-channels,
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TR LR EBE XBENBP IR, AXMNAMEEEXBERSRIREA, BEER
administration:custom-channels.pdf,

EAI U@ BB AREANBCEER. ABREGARMBEMNEF mEMEREiETE, B UERZRIVEIE
JZET

312 BIRZSREVBIEEED
1. {53 spacewalk-data-fsck s 5 HFRE Z REVEIEZEIN,

2. £/ spacewalk-data-fsck --remove & il BRiX IR,

29.9. BiKIEESR

NREFERNFMERILETERRE, TARESIEEHEFMNEZIER, MRIZBAIERENESR, M5 SUSE
Customer Center BY[E% FIBESEBAY,

ZERAREXMIE R, RRABRSHEZEHNNIE SUSE FFIH (MAIYXZE SUSE Customer Center) 12
HREBHE=EEFEE, H SUSE Multi-Linux Manager fREBEIRXIHRXEMEEFEEFEUREENREE MY
, BABRERFIER, FERSHESKRSEFRN, BB,

MREEXMIER, BATRHFERKEE, ARKRY, FEEIESUSE =RFA2EREFRIIRF,

B LUEIT Z R ERY 75 AR R L R #,

EfE RN TTER I AEECE N AVFIIRIEAE SUSE f877 IR URL, XHF, R HEZREEIRXEE URL HAL
H5Eko

MBREEAVFINBARE, BB AEEE NELRE SUSE Multi-Linux Manager B93EK, MAREFR. X=E
#ITE =7 URL B9iEK, ALtEF EFIRMMAEEN, HEFRF2EREIIRS.

WMRIETNECE RS AIE, ATLIE BTE SUSE Multi-Linux Manager Server L 83hi& B — N A%,

29.10. 35853 WAN #E$E7E SUSE Multi-Linux Manager
> — S= S Sl ) —

Server 5 Proxy ZiglE¥ Bt Ehd KA il#{TE 5

RIBTE WebUl BT APl AAMEATEHRAAIRERITNEN, TREFEEEA cobbler sync &<

SUSE Multi-Linux Manager BR$3288 B934 1£4%E] SUSE Multi-Linux Manager RIE2R %, Ak, Cobbler &

£ /etc/cobbler/settings 5 E ISR,

cobbler sync Ei% 1t AN EL B BV S &E AR INRI X 5o

SLPRIBEE, 1T cobbler sync =f %45 [srv/tftpboot B R 2 FEH E| [etc/cobbler/settings HEZERIFAE
BIEERENRIE, tHdERFTEEXRSL 28 WAN EIZFERAIRE,

1R#Z /var/log/cobbler/ A, FELIiErIAERERKIIEIA ETTH.

510, ZadiEFIREYIE A


administration:custom-channels.pdf#_custom_channel_synchronization

Thu Jun 3 14:47:35 2021 - DEBUG | running python triggers from
/var/lib/cobbler/triggers/task/sync/pre/*
Thu Jun 3 14:47:35 2021 - DEBUG | running shell triggers from
/var/lib/cobbler/triggers/task/sync/pre/*

e EIYIN

Thu Jun 3 15:18:49 2021 - DEBUG | running shell triggers from
/var/1lib/cobbler/triggers/task/sync/post/*
Thu Jun 3 15:18:49 2021 - DEBUG | shell triggers finished successfully

RHEALIN 1.8 GB, FHaTEsE 75 30 1%,
MEEZ T, E%l—15 [srv/tftboot X/MBRIFIAX 4R FE L7 #HEIRI FE Mo

MAET rsync 8975757 SUSE Multi-Linux Manager Server 5 Proxy ZB1E HIX IR B TR/ MEHERM
ZE15aTia,

ATLAM https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/1i000000115B/
B2AMVIIN2_JsAyjTQzCVP_x5ioVgdObYNIXINpMugS8 T & AT et ESS I,

The script does not accept command line options. Before running the script, you need to manually edit it
and set correctly MLMHOSTNAME, MLMIP and MLMPROXY1 variables for it to work correctly.

g AR AN FIRE. ZHAREESHIRSERECRIREUNESEND
ROUEER, MBH—FHEER), BEKR SUSE Fi8ER o

WNFUTER, =RFEREINAIMIARZE:
° SUSE Multi-Linux Manager RIZRFi = il8id WAN ZEiZ89;

* [srv/tfthoot BERELITEMXMAMEF i PXE 3I1SXMH, SHBERT XN

° BZH [etc/cobbler/settings FHIE—HIE, TN SUSE Multi-Linux Manager MR ERD EIF
I,

fiproxies:
# - "MLMproxy.MLMproxy.test"
# - "MLMproxy2.MLMproxy.test"

312 SRS EE
1. 73 SUSE Multi-Linux Manager S#X R4 Z 8/ TCP R E I %,

© 7 SUSE Multi-Linux Manager R385

tepdump -1 ethX -s 200 host <SUSE Manager Proxy B9 IP 3it> and not ssh

© 7% SUSE Multi-Linux Manager {32

WAN HE27E SUSE Multi-Linux Manager Server 5 Proxy 2 [SR1 BHE K #0 B T4 | -
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tepdump -1 ethX -s 200 host <SUSE Manager B9 IP 3iiit> and not ssh

O BB RAWEANS 200 WREER, BREUETH.
© ¥ ethX J§% 9/ SUSE Multi-Linux Manager B3R 5 AIB@ I HAER ML&HE O,
© BE, TaEHEssshi@, M#E—SEL T RESHEE.
2. FF3a1R1T cobbler sync,
© &R, 35%MIFR Cobbler json E7EX M, SAGRE cobbler sync #5%:

rm /var/lib/cobbler/pxe_cache.json
cobbler sync

3. cobbler sync Eff5, 11k TCPdumps,

4. fEF Wireshark T#F TCPdumps, #%%l Statistics (4iit{=8) > Conversations (3iF) , HEFFINHE
fio

5. % “TCP” &Ik, LA+ ERBREVEFREE SUSE Multi-Linux Manager AR$3285 SUSE Multi-
Linux Manager {{I2 2 [BliEIARIAHE 22K

6. %% Duration (¥4EEdia]) .
O HARARHRE, HRHERSERIEERIRENE,
O WFiREFEHRE, HRHEAXSERNENEAM, FIRZEH initrd £,

(5 ) 7RBEIHO 4505 §1 4506, EHEAIATF Salt @,

TCPdumps ZITEREKAE, BARNAA 1800 FHHVNXHM SUSE Multi-Linux Manager Server 4%
Proxy K&9TEET 0.3 7,

HRANAXHERS, MAER/NXGSHEILTAEER, HASER—TXHMELIZME TCP &,

Fitt, FHEREEMIEMPITEERY (EARMIPRLAN  5000) BIRRT, AIMAEMGEL SERETE
: 5000 * 0.3/60=2573%,

= EYTT] H

29.11. EETI B P TS

A Taskomatic fEIL=7EHR ping B IHUBARENMREEZRRS. B 24 /B EKBYE)R0MME Taskomatic
BNNEPIFEHAANIEEDIREP iR, B Web Ul FEFIEEDIR P IRNGIR, ESMEIRS > RAEVR > 365
o

&P imA] fER T ZSMRAMENIFERS

o B IRTAER LA SUSE Multi-Linux Manager RS
o BPIRMITARAYF HTTPS EZMIBA AIE G HE.
* BPRUFEEFAENNIEEE,
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° BFIRIEESEM SUSE Multi-Linux Manager Server i@ifl, & EZRERH,
° BFIRATEALLS SUSE Multi-Linux Manager ARS3 28 @i BIMLE H,

o [hASERELET B P URS SUSE Multi-Linux Manager Server 2 ja]fyi@ifl.

* Taskomatic FEER Y,

BXEFImSIRSSEEZNIFMAESS, 1H5 0 Client-configuration > Contact-methods-intro,
BXREEROMNFMEE, 1BSN installation-and-upgrade:network-requirements.pdfs

BXMEETHEVIFAES, ES W Administration > Troubleshooting.

29.12. [R=BiERF ESE

ARSS2RERL EAEFRERE ISS TRSBAMERS B[, XEEEFAZHIM bug, SEEIRTHHTL, X
MIERT, BMEEFHEIRRRT bug BIMRAS, XL bug iR AJREHIL, RANERFNECRALTHNI, MREFAEK
ZUFhi 1SS RHAABEIRE, BRMFAEET, MUHERABEIBTUERKEE,

EEFHRAURSEETZRKALINSMHER, EHXEEREIRSOTAS:

ZEEPR /var/cache/rhn/satsync/* I8 satellite-sync EfFHERAERMIERERTT
satellite-synco

BILUEE MR 1SS EARSS 28 1SS MBARSS 88 LR ETFRERRILIRE, X#F, FFENERINTEM.

(1] SRS RARAHIEING, FEAREN BT mgretl term,

B2 fRR 1SS EBIFTEIR
1. 7E 1SS TSR EMHIRTH T, Llroot SHMBEMRSRAEE L

rm -rf /var/cache/rhn/xml-*

2. EREARSS:
rcapache? restart

3. £ 1SS EARS B/ LML TFT T, U root BLHIBRMEIRS 23MVERFC M :
rm -rf /var/cache/rhn/satsync/*

4. BERIARS:

rcapache? restart
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installation-and-upgrade:network-requirements.pdf#ports

29.13. AL B BEE

KL AR5 | SHASEH IR E IR AMIE BRI, XZFH zypper IROA XAMINL EIEBHITER
RMEEIR, EAILLETIRE [etc/ssl/certs/ BREWMREMOIZAMIAEEPRIHER, MREBEILLRE,
N2 FREHT 5| SHIALUHR zypper IFEAIEIT.

29.14. ERENELR

FAIABLT, SUSE Multi-Linux Manager Web Ul 25K A 7E 30 DHHEEMER. RIBENIFER, AIeFER
BERBIE,

EFEZE, EERNTE rhn.conf 1 web.xml F#HTEN, HIRTE /etc/rhn/rhn.conf FIEE LIFI A EAIA
&, 7£ web.xml FigE D FhABRMMNE, XK MEDARTAERERIETIE,

flan, EREHMEER—NEY, 3BR rhn.conf RBYEIZE S 3600 7, & web.xml RFHEIRE T 60 8,

i312: A Web Ul ERiEBINE

1. Onthe container host, open a command line inside the server container:
mgrctl term
a. ¥T7F [etc/rhn/rhn.conf HRME4RIE FTE—1TRE, UEE UM AHRARFEE:
web.session_database_lifetime = <IAF) A EANIAVEBEIE>

b. REFHXHEX o
C. $T7F [etc/tomcat/web.xml HARMEGIELLTT, UEE U #HRMURFTEIE:

<session-timeout>Timeout Value_in_Minutes</session-timeout>

d. REHXHIZX o

2. ERRIN L, ERTHARSS B LGRHIN AMECE:

systemctl restart uyuni-server.service

29.15. HRMFECEETE

NiREFEAR S, EAILIAE /etc/rhn/rhn.conf FERASHEIE, EXARAMOL, HEMA SSL =
STARTLS:

java.smtp_server = string (default: localhost)
java.smtp_port = integer (default: 25)
java.smtp_auth = true/false (default: false)
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java.smtp_ssl = true/false (default: false)
java.smtp_starttls = true/false (default: false)
java.smtp_user = string (default: null)
java.smtp_pass = string (default: null)

E SMTP IRE 2R BEIEIEBNKEE SHE, TJLITE Jetc/rhn/rhn.conf FIRE LTS

java.smtp_timeout = integer (default: 5000)
java.smtp_connection_timeout = integer (default: 5000)
java.smtp_write_timeout = integer (default: 5000)

=X N =1 R & -
29.16. 3 noexec ¥ EFH /tmp BT HITBYREH#HITE
Salt NEFPIEXXHRZR [tmp BIE{TITIZm <. EIt, Y1776 noexec ETHER /tmp. B— MR RILE
M7 ER, FAR Salt IRFZIEEN TMPDIR IMELEEEIGNEREEE, FHIEMXKRIZE noexec EMHIE
Fo BIEA systemd fENEZE X [etc/systemd/system/venv-salt-minion.service.d/10-TMPDIR.conf (

MREFEAT Salt #48E) = [etc/systemd/system/salt-minion.service.d/10-TMPDIR.conf (W1RZE it
fERY salt-minion) . HANREEXHFRBTHRGIIOT:

[Service]
Environment=TMPDIR=/var/tmp

29.17. ¥H{EMA noexec & /var/tmp BT INAY R EE#HTT
B
Salt SSH £/ [var/tmp FERE T HFE Python W& is EEBE Salt IMEPEMMIT Salt 5. Et, T17ER

noexec EIIER, /var/tmp, FT/EET Web Ul 5| F A noexec iEIES, /var/tmp EF iR, EA5|FiEE
ZEH Salt SSH KiFRIE FimRY,

29.18. ¥ “MRFTEAFE" WIRHITER

EFETEE e, BRERREETE. BIEIE [var/spacewalk #1 /var/lib/pgsql FRF AR XFS X
HRGH,

B RN HRARY, miE [etc/fstab F &R [var/lib/pgsql &, E5|SREZeFUNEEN.

ERMBEXARRBENFERER, BEEIHHEXMHN. ZHEXGHREEARNARLE LD
[var/log/rhn/migration.log.

29.19. BHEE

BELHEMBIAEMERA 30 X, HEREESMEIEEFRIPFES, TIEARESNME, EEXILE, 137
Jetc/rhn/rhn.conf FFRMNEHRETE—ITHS:

java.notifications_lifetime = 30
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EEASEZRAEMEMZER, 51F Jetc/rhn/rhn.conf PRMNEFHE TE—1THRE:

java.notifications_type_disabled = OnboardingFailed,ChannelSyncFailed,\
ChannelSyncFinished,CreateBootstrapRepoFailed,StateApplyFailed,\
PaygAuthenticationUpdateFailed, EndOfLifePeriod,SubscriptionWarning

BXBINEEMEE XD, 1520 usr/share/rhn/config-defaults/rhn_java.conf &R,

29.20. ¥ /5 OES fiffF R LI REHITE tE

E7f SUSE Multi-Linux Manager Server E£/EF Open Enterprise Server (OES), iB¥REBFTIAMISIZHITIR
Eo

id12: BH OES filifFEE
1. HREHE Microfocus IRIAIEAIE OES MIRE S 7RI,
2. BRI SUSE Multi-Linux Manager Server,
3. REEE > RERS > AASHEIE.
4. HyIRIEBEHE SUSE Multi-Linux Manager #9 SUSE S144Z3iE,
5. EER TR B M EIERED, AFRA Microfocus 13,
6. ZXEEHE > REMT > AASMEIE, ARFERIFIRIETN.
7. OES N=ERE BRI~ mYIERFR, EMETUGBEREAEM~R—FEHAE,

BXx OES HIi¥4ER, 8L https://www.microfocus.com/documentation/open-enterprise-
server/,

S g S H

29.21. MR HFER—HREHITER

YR ENRGEWPIER, SUSE Multi-Linux Manager Server BIBETAIEMMRE SR T £, MEK
EXMER, REBEEMSETRE WebUl , BREERERFFIHL, HESHAENEFRHRAK. KER
HEMEMHRYIR, UWHESTES PG EBESHMRT R4,

HEEPG L, RERGEOMEMHRIIR, UREREEMERHRRGE:

o I EXIFFE L, KE Jetc/lyum.conf FH1¥ZX exclude=,

* 7£ SUSE Linux Enterprise #1 openSUSE _E, £ zypper locks 5%

29.22. #¥& Grain £EE48 REIEHITH IR BRI TE 8

Salt EFmEXBEEIEENSR machine_id grain %47 SUSE Multi-Linux Manager. SUSE Multi-Linux
Manager fEfALL grain ERFIHES S M. LIEFEHTEY Salt @A, AL Salt EARAXELEH
2, AtiNREEAEZFimRENELR, ZIIZa eSS BT ERIER,
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AT RRLERE, Salt 5| NT —IUFIHEERE S HTRIMBIED Salt A
ZEALLINEE, ERIUESZIFZTEENE PG L AR P HREERRIN— ML ES .
MRBEBRMTERILETE, Ea]LUIFER mgr_start_event_grains.sls B1F Salt k7%,

o XVERTFEEIMNEF . MREBRLEM Salt FFRE, RERAZFINLEES

o

£ SUSE Multi-Linux Manager Server ERE<IERTT T, AL T &< /BH start_event_grains BEC&EEIF:

salt '*' state.sls util.mgr_start_event_grains

L 2EF P RREXFPMIFIFENEE, AESEFRERINAEN. MRENEFRIEES, 7
B AR BRI T IR <

salt --batch-size 50 '*' state.sls mgr_start_event_grains

29.23. AIBiEEH FQDN =45

B, BIREBEENEZEFHZERE Web Ul &, ERZERE(2EIRIEERN, NREERRERN
FRELMRENEZ (FQDN), MEERT SUSE Multi-Linux Manager M= @RHMB, FAIaeRE LB R,

BEIFITH, BERELNEPREEXAPiEEEM FQDN fE4 grain:

grains:
susemanager :
custom_fqdns:
- name.one
- name.two

29.24. MR ERIE P iR IR R EH I TE 15

YOSRIEMER SUSE Multi-Linux Manager SREIZREMNL, ERIELAIMEIE VM MRERAZRER. "ERERE
EREHEE (SUBHESTSHERREIZR) B VM.

BRTE VM AU ARENE, BHE EEHNRRAESENESHINHE,

MREE—NEAMNEF IS, HOIRT ZEFPHNFEERE, E5iEZsarEhaey, EaJaesHE  SUSE
Multi-Linux Manager #RIEE FisFFiERASEMAE N FRNE Fif. B2, MNREFEEE F im0 5 Eh
RIS ID 48R, M SUSE Multi-Linux Manager & XPANEFmIEMA—N RS, FENBERF iR
BHRERENBIBRES.

BILUEE EeRFe PERRASRYTTEA ID SKARRILRE, LAE SUSE Multi-Linux Manager ¥ EMTIRF AR N REH
=i

o EENS NS BEBERENE K LT, BIEFSNRIEE P TIRIE, RIe%
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PRI EME SUSE Multi-Linux Manager,

12 BRER Salt FFRPESITEMN ID
1 TESRMEROM BN L, ERREHER P ik, HAR [etc/hosts B EFRHAYE A EMEIEN T,

2. WF%HF systemd BATTEM . RERITENRBRERITEMN ID, 5L root SMHRIRERIBISNE
Fim BRI, RREHEIEXLEX !

rm /etc/machine-id

rm /var/lib/dbus/machine-id

rm /var/1ib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure
systemd-machine-id-setup

WMRFTERITENE /var/log/journal/ THEE—IMXHK, WFRERIEFITEN ID SHEGZ., MRBFF
A=, journalctl L ENREMBE, HE podman logs A2 EREMNE.

mv /var/log/journal/* /var/log/journal/$(cat /etc/machine-id)
1. WFARLZH systemd BIRITEH: LLroot BHM dbus ERLiHEMN ID:

rm /var/1lib/dbus/machine-id
rm /var/1ib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure

2. MRENE P IRHAREHERR Salt A% ID, BERFRESNEFKELN minion_id X (XFMEER
HEEFIHERMBTEREMD FQDN) o T Salt ZHTHE Fif:

rm /etc/salt/minion_id
rm -rf /etc/salt/pki

XtF Salt L EF %!

rm /etc/venv-salt-minion/minion_id
rm -rf /etc/venv-salt-minion/pki

3. MYIMAECE TUE R RIFREZHIZEAFM SUSE Multi-Linux Manager R RAEREX Y, ARERIE
Fife ¥ Salt RizimE P im, BERUTHS:

service salt-minion restart
FHF Salt IR E i .

service venv-salt-minion restart
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4. ENEMBER K. 81MEFPHIEHE—IFREDN  [etc/machine-id, HENSIEHERERAMEIIE
£

29.25. Remote root login on SL Micro

For enhanced security, new installations of SL Micro 6.1 and later do not allow password-based remote
root login anymore, which also affects server and proxy container hosts running on SL Micro and
managed SL Micro clients. Also SLE Micro 5.5 clients with password-based remote root login which will
when be migrated to 6.1/6.2 will suddenly lose this access and must be newly configured. For more
information, see SL Micro Release Notes 6.1 (https://www.suse.com/releasenotes/x86_64/SL-Micro/
6.1/index.html#jsc-SMO-405).

While deploying components of SUSE Multi-Linux Manager such as a SUSE Multi-Linux Manager Proxy, by
default, password-based remote root login is required. You can enable password-based remote root
login with the following steps.

Procedure: Enable SSH root login with a password on SL Micro

1. On the container host, start a transactional shell:
transactional-update shell
a. In Jusr/etc/ssh/sshd_config file, set:
PermitRootLogin yes

b. Leave the shell with exit to save the new configuration.

2. Reboot the container host to activate the new configuartion:
transactional-update reboot

For more information about transactional-update, see https://documentation.suse.com/sle-micro/
6.1/html/Micro-transactional-updates/.

29.26. ¥ EMEMPREE P inET LR EETEE
(1) TETERRSS B8 A BARTIAN S B2 B1EMA mgretl term,

BNARETEEIEIMER S (BEBUEIM BFFIR. ERRILE, NiZS5E SUSE Multi-Linux Manager
ARs388 (Salt £izlw) LEMFR—LE Salt REXMH, ARBRHENEM:

rm /var/cache/salt/master/thin/version
rm /var/cache/salt/master/thin/thin.tgz
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29.27. 37 Web Ul ;3% B R B R iREY 0] 2
HITEE

£ Web Ul #7404 EMBY, FRE Salt B P infEMAYERE Salt SSHo
MEMBURE, Salt SSH B iEA=MARSS R OHREIR,

g, Salt SSH B iReE B EFMHESMAY /var/log/salt-ssh.log F1, ERIIUEEPIOEREIR,

29.28. ¥} Red Hat CDN @B ZMEBHITESS

BBY, Red Hat IAS &ML (CDN) @iE=RHZMIEH, M SUSE Multi-Linux Manager Web Ul REESNE
MEH, WE CDN RMAHEFHS SUSE Multi-Linux Manager Web Ul BMIBSERRRE, BMEZIEEERTIR
, WIFBARKK, HEBREEENNIRSEIES, WRINEIRESWNT:

[$&iR]

f&7EE '<repo_name>' TR

<repo.pem> 7EFSEM URL KRILFNBEMITEIE

AEIER:

- [11] %EEM '<rep0.pem>' RENEERY i E

- 3408 '<repo.pem>' HINPRIFIELE,

ERERLEEEEXN IRl 2EEEEMEEE.

BMTFARLE EARHEIR, EEBLIERFE "<repo_name>'s,

BTAEHEIR, TEARFEEFRE,

HH:MM:SS RepoMDError: T EIAIRIETRRE. RIRERSNEEE 6P6 Z$A

ERRARE, BERAAEERIERBEHEIED pem XEHR, AEEMEIEPBLUUME SUSE  Multi-Linux
Manager {#F:

212: #4219 Red Hat CDN iEH

1. 7 Red Hat B iH_ LM SIRRFT T, LA root B15%F [etc/pki/entitlement/ REIFFE HENIEBEH IR
™ rh-cert.pem Xfb:

cat 866705146090697087.pem 3539668047766796506.pem redhat-entitlement- authority.pem
> rh-cert.pem

2. ¥ |etc/pki/entitlement/ FHIFRE HEIZASHEIE rh-key. pem SXHH:
cat 866705146090697087-key.pem 3539668047766796506-key.pem > rh-key.pem

M7E, EAILI3RERClient-configuration > Clients-rh-cdnFEEBREFHIEFR SN SUSE Multi-Linux Manager
Server,

29.29. SUSE Multi-Linux Manager Server Ef 2 &5

WNSREIEAMEEL T SUSE Multi-Linux Manager Server B9ZE#1%&, SUSE Multi-Linux Manager REERKTIELE
BT, XEEAEKREHEEPMEENLEN, AMXLEERTENENE P RFERCEERELR,

16171 / #1735 20.27. 3HE Web Ul EBA B B EmaEizmnme 2 | [SUSEMUINNEaEeo



29.29.1. ERRARSS 23

NREFEE LY SUSE Multi-Linux Manager ARS588RY %, RILAGEF spacewalk-hostname-rename filZs
REH, UEHIZSSEH PostgreSQL #xERE LI SUSE Multi-Linux Manager BFYREREM P AR B

29.29.1.1. fR3BECE

spacewalk-hostname-rename iz 2 spacewalk-utils 2 ERI—EF 57

ZH AR ME—NFESEE S SUSE Multi-Linux Manager Server $iECE /Y IP bk,

i3#2: E|d# SUSE Multi-Linux Manager Server

1. 7£ DNS fR$328 L, AMFATIEEARRRIMRSBHINEIRE, CEEFTERMAT RO VERTRIE
BiRE, ENMERENARNSEnRTAEMRZNGNER,

2. E5|% SUSE Multi-Linux Manager Server LU {ERHMEEEHBRENEEK.
3. ERRIN LS LITHRHIITUTH S, UERERSRBHQLL P Htk:

mgrctl exec -ti -- spacewalk-hostname-rename <PUBLIC_IP_ADDRESS>

MRRS WAREAFENSR, WEHESKW. FEE, WHASRIFHFAE Salt BFIHAY pillar #4E: &
TR ERIEUA T EMBIE P inii Eo

20.20.1.2. B EEEEENE A

YN5Ri®Z SUSE Multi-Linux Manager XIBEEBE iR, 58I LtidiE,

B TENSEEMEEEREIENE PR, WERENIFERSSFAVFENEM IP thit,
312 ENilEREEENE iR
1. EENEP N Salt EFIRECE XM, f5EH Salt T4 (SUSE Multi-Linux Manager fR$328) B9

. HHNECEXHR N [etc/venv-salt-minion/minion.d/susemanager.conf, IREKRFEA Salt HHLP
1, MXHZA [etc/salt-minion/minion.d/susemanager.conf:

master: <FTENE>
2. BB EFiR LEF5 Salt fRSS. RILUBTTUA TG
systemctl restart venv-salt-minion
&, WREAREEM Salt #4861, MistT:

systemctl restart salt-minion

8816201 / #1735 29.29. SUSE Multi-Linux Manager Server B2 &5 | _



29.29.1.3. i#id I A Highstate 5B EIZE P iR

&E, ERZENRT2EER Salt EFIRECE, BN Highstate, N Highstate S EMfifFE URL By
FHZo

29.29.2. EFffcENIE

S MIBEH S NEHEE, YIRS RIEBNZAEFIBENAIE, EXFAER, BER
Installation-and-upgrade > Install-proxy,

MBEBEBIENMIEFER PXE 3518, UXTKREZRENGLEEILE, IREIIEFENL
SUSE Multi-Linux Manager Proxy 4.3 {£F PXE 5|, NIFEEEMECE tftpsync.

(1) EBREN LRITUTaS:

mgrctl exec -ti -- configure-tftpsync.sh

29.30. RPC BRI &t

HFMKREEEISHMEGEEZMFT, RPC EEENSEN, X2SEIME THEHAIRFIEREIETTIE
B, ErRILUBE RIEACE X4 RIEE RPC EEA UEBENR K E, BAXTEEMRMEEZ, BRI
(EizEZ SIS =T =

iIi2. #ER RPC EIEE
1. 7£ SUSE Multi-Linux Manager Server k£, $TFF [etc/rhn/rhn.conf X#HHI§BERABNE (R REM
) -

server.timeout =‘#F"

2. 1€ SUSE Multi-Linux Manager Proxy £, T7F [etc/rhn/rhn.conf XHFHIGBERABINE (LR AERAL)

proxy.timeout =‘#=F"

3. £ zypper B9 SUSE Linux Enterprise Server EFin L, ¥J7F [etc/zypp/zypp.conf XHFHIRERK
FBEME (UFDAENAD)

i BRE: [0,3600]
#t FRIAE: 180
download.transfer_timeout = 180

4. 7£fEH yum B9 Red Hat Enterprise Linux EF % L, 17 [etc/yum.conf XEHIKERAEINE (LT
NEANL)

timeout ='#F"

1637 #1757 2030, o e SRR



0 Y0RIENE RPC BRSIREI /T 180 7, HJRERTIETTRIEEAUR(E,
Ll — h Ay S A -

29.31. ¥} Salt FF IR RTAXFRSHYIRZF DNS 128
> o, — ﬂ
H#HITER
BIfE Salt ®PIHIETEIRIT, MESRINHSNARESXFIRELRAIRESITRARY, HETUTHES:
RiTlRE XA T EK Ro
FEWERT, ERAERRHIZIZIE. MREHMLHMAT), KERANRERREET DNS BEFIR.

(1) BAERSRABAIHIANING, BERBEMN LT mgretl term,
Salt EFIHERBHET, NERLERIE grain Y, FAIBEITEE FQDN grain, H7E grain S4ITRIRIET
MRS, 2 SUSE Multi-Linux Manager Server LZRHFHVIZIEIGEEHITE, SUSE Multi-Linux Manager
Server 2 FLPRIZIEME P in & H test.ping, UERE P PR EIETEIETT, A LUALAIZIRE,

FAIABLT, SUSE Multi-Linux Manager Server 2% fF 5 #03K3R1F test.ping sn SHIMAN, R 5 FAKRI
Bmn, MERZREREANRY, HERESEEEPREXANLERKR.

BRI, BEEE P i LY DNS 8, E& P IREMTE FQDN BIARS R 5 #b8dial,

MRTEEE, EZAE  SUSE  Multi-Linux  Manager Server L Jetc/rhn/rhn.conf Xffh
java.salt_presence_ping_timeout FUEIEE KT 4 BI(E,

folan:

mgrctl term
vim /etc/rhn/rhn.conf
java.salt_presence_ping_timeout = 6

REEBEITUTHES:
mgradm restart

o B EEASE SUSE Multi-Linux Manager BRSE#BEBRE KR EINEZZIREETEE
ZEHTMA, §3 SUSE Multi-Linux Manager fR53 88 B AR E B IS5 88 DB K.

29.32. MPNEARKRMBREHITE S

MEBENEFARELM, BIBFEREOEFMAEEM spacewalk IREBAER. BERIEN LIZIT mgradm
start FRERE X WAL HIEA(E SRR,

(1] BIEIRS RBRRHIAINS, BEDRIN LIET mgretl term,

WA EEERRPBITREAEE:

$1647 | #1737 2031 3 Salt BFMET R RARSHINEH ONS 1Bt r72r%% | [SUSEMUNINUMANAEeToin



systemctl status uyuni-check-database.service
)9
journalctl -u uyuni-check-database.service

NREAEBITEENN mgradm 6<%, HJLUEAXLEHSTIRIFRIER,

29.33. AP &EE

BZRMNREERSZ, BREEXERDTANVFAEE, BEITUTHL!

export URLGRABBER_DEBUG=DEBUG
spacewalk-repo-sync -c <IBERZR> <> > /var/log/spacewalk-repo-sync-$(date +%F-%R).1log
2>&1

TR LRE Zypper 7£ /var/log/zypper.log & RIEHIBE

GPG ZARILAD

SUSE Multi-Linux Manager A& BEEE =75 GPG Zi. MNRUGERP RN, REREEZED GPG
BRFRZEE, EFTLUEIITH /var/log/rhn/reposync FHEH I FAAIRMNEIRRHEX D SREFRE

['/usr/bin/spacewalk-repo-sync', '--channel', 'sle-12-sp1-ga-desktop-
nvidia-driver-x86_64', '--type', 'yum', '--non-interactive']

RepoMDError: FiEIAIRIETFRE. RIEERSNGEFE GPG Z$A

ERRZIRE, FER GPG EFAT N SUSE Multi-Linux Manager. BXS N\ GPG ZHHIVFHES, 15S
T4 Administration > Repo-metadata,

M spacewalk-repo-sync Zk% GPG %48

£ spacewalk-repo-sync FEhENMEEEN GPG Fiile, MBEABEENZH (B0, BTFZZHE
HMEHNATFIXER) , AELUTHSM spacewalk-repo-sync £ zypper RPM $U3EEH ERRZ

A
rpm --dbpath=/var/lib/spacewalk/reposync/root/var/1lib/rpm/ -e gpg-pubkey-*

Hrh gpg-pubkey-* 2EXREY GPG ZERRIZ FRo

447 GPG A
MREBLITEA GPC 1A, BAERIAER, ARERHSNHER.

RIS AR ITED
SNRIRIFNKL, [var/log/rhn/reposync/*.log BEX HFHRIAER B0 FRRAYEIR



Repo Sync Errors: (50, u'checksums did not match
3262904c2fbd7a0e20033c87fc84ebbabb24d937 vs
afd8c60d7908b2bAe2d95ad0b333920aea9892eb ', 'Invalid information uploaded
to the server')

The package microcode_ct1-1.17-102.57.62.1.x86_64 which is referenced by
patch microcode_ct1-8413 was not found in the database. This patch has
been skipped.

BILUBE RS LR T MER -V EBUEITED KA RIL IR

spacewalk-repo-sync --channel <iBEZFE> -V

LRI R 7 IR EF AR, MARKM T AR FAIRT,

EiZiEa
R THEBIH LI AT HIR:

28: BIFREXIE, d& 300 MeufFiamERE)\T 1000 F13/5

EELUEETE Jetc/rhn/rhn.conf FFEE reposync_timeout 1 reposync_minrate ECE{ERAR R
R WANERT, WIRE 300 FREFEREERZENF 1000 FH/F, WTFHEHESPIE, EAILUER
reposync_minrate ARSI F T, HEH reposync_timeout HEREEFHIFEL

Manually Trusting the Key During reposync

It is possible that in some cases when reposync is run, you may need to accept the GPG key
manually. For example:

# spacewalk-repo-sync -c nvidia-compute-sle-15-x86_64-we-sp3
1 7 : 07 : 40 o o o oo

17:07:40 | Channel: nvidia-compute-sle-15-x86_64-we-sp3

1 7 : 07 : 4@ o - - o o oo

17:07:40 Sync of channel started.

New repository or package signing key received:

Repository: nvidia-compute-sle-15-x86_64-we-sp3

Key Fingerprint: 610C 7B14 E068 A878 070D A4E9 9CD@ A493 D42D 0685
Key Name: cudatools <cudatools@nvidia.com>

Key Algorithm: RSA 4096

Key Created: Thu Apr 14 16:04:01 2022

Key Expires: (does not expire)

Rpm Name: gpg-pubkey-d42d0685-62589a51

Note: Signing data enables the recipient to verify that no modifications occurred
after the data

were signed. Accepting data with no, wrong or unknown signature can lead to a
corrupted system

and in extreme cases even to a system compromise.

Note: A GPG pubkey is clearly identified by its fingerprint. Do not rely on the
key's name. If

you are not sure whether the presented key is authentic, ask the repository
provider or check

their web site. Many providers maintain a web page showing the fingerprints of the
GPG keys they

are using.
Do you want to reject the key, trust temporarily, or trust always? [r/t/a/?] (r):



29.34. Taskomatic

EEFETHIEERERE — N R EEERNREMHE, Fit Taskomatic FIEEFEE/LD A BETTM. LI
,» Y05 Taskomatic AE5:, NIfETFETTEIRERERMFIE= Al

(1] EEIRSREERRIHAING, BEDRIN LISIT mgretlterm,

903 Taskomatic HTEIETT, HEZHZERD, WARHEERHATEET Web Ul FEMATA, ERZERERF
ik, HEAZHAEMEFRIRK. EXMERT, zypper ref 8L ERINTAIREYEIR:

EHEER RL EHARIEMRIcEdE

EEIF e, EHE Taskomatic RBEEREEFEETTHE, B RTRET . FiEFmTiuEEqR
£/, BT REERLN Taskomatic LLIEEHITE P iEEH,
332: R Taskomatic R)RH

1. #£ SUSE Multi-Linux Manager Server t, % /var/log/rhn/rhn_taskomatic_daemon.log X4 LAHTE
REBEATTHIEEREMHFARRNEIERT, AERTRE T,

2. EJE5h Taskomatic:

service taskomatic restart

3. 7£ Taskomatic BEXMHH, FILUESEEWN FRRMABITHSE RTINS S B E T £ AE X89S0
VA

<YYYY-DD-MM> <HH:MM:SS>,174 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Generating new repository
metadata for channel 'cloned-2018-q1-sles12-sp3-updates-x86_64'(sha256) 550 packages,
140 errata

<YYYY-DD-MM> <HH:MM:SS>,704 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Repository metadata
generation for 'cloned-2018-q1-sles12-sp3-updates-x86_64"' finished in 4 seconds

29.35. 3 Web Ul To:E MR EHITE S

B, Web Ul TEEBEAFASME. MRMHAFNENZM IP it 5IHRSERER, XMELEDZHNE
BIFFN. M NRAMNENRM IP HUEE AT AE S E—LEN S8R = R %,

BREFHENMBTIE A AR, FARZSHN KT, A@dk Ctrl + F5 REFRL R,
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Chapter 30. GNU Free Documentation
License

Copyright © 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with
or without modifying it, either commercially or noncommercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms that
the software does. But this License is not limited to software manuals; it can be used for any textual
work, regardless of subject matter or whether it is published as a printed book. We recommend this
License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated
herein. The "Document", below, refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in a
way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either
copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document’ s
overall subject (or to related matters) and contains nothing that could fall directly within that overall
subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not
explain any mathematics.) The relationship could be a matter of historical connection with the subject
or with related matters, or of legal, commercial, philosophical, ethical or political position regarding
them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of

Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The



Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or
(for drawings) some widely available drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input to text formatters. A copy made in an
otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not Transparent
if used for any substantial amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCIl without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image
formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and
edited only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of
thework’ sttitle, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or
contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ stands for
a specific section name mentioned below, such as "Acknowledgements", "Dedications",
"Endorsements", or "History".) To "Preserve the Title" of such a section when you modify the Document
means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in this
License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.



You may also lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document’ s license notice requires Cover Texts, you must enclose
the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these conditions, can
be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opaque copy, or state in or with each
Opaque copy a computer-network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy of the Document, free
of added material. If you use the latter option, you must take reasonably prudent steps, when you begin
distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an Opaque copy
(directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to give them a chance to provide you with an updated version of the
Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). You may use the same title as a previous version if the original publisher of that version
gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.

D. Preserve all the copyright notices of the Document.



E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the public permission to
use the Modified Version under the terms of this License, in the form shown in the Addendum
below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document’ s license notice.

H. Include an unaltered copy of this License.

l. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the
title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there is
no section Entitled "History" in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy
of the Document, and likewise the network locations given in the Document for previous versions it
was based on. These may be placed in the "History" section. You may omit a network location for a
work that was published at least four years before the Document itself, or if the original publisher of
the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor
acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles.
Section numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some or
all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version’ s license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a
Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of Front-
Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one
entity. If the Document already includes a cover text for the same cover, previously added by you or by
arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their



names for publicity for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else a unique number. Make the
same adjustment to the section titles in the list of Invariant Sections in the license notice of the
combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single copy
that is included in the collection, provided that you follow the rules of this License for verbatim copying
of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this License
in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright
resulting from the compilation is not used to limit the legal rights of the compilation’ s users beyond
what the individual works permit. When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document’ s Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the
Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document



under the terms of section 4. Replacing Invariant Sections with translations requires special permission
from their copyright holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include a translation of this
License, and all the license notices in the Document, and any Warranty Disclaimers, provided that you
also include the original English version of this License and the original versions of those notices and
disclaimers. In case of a disagreement between the translation and the original version of this License or
a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the
requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for
under this License. Any other attempt to copy, modify, sublicense or distribute the Document is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

ADDENDUM: How to use this License for your
documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU
Free Documentation License".


http://www.gnu.org/copyleft/
http://www.gnu.org/copyleft/
http://www.gnu.org/copyleft/
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