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AMER| A2 SECLS Bl Bal01E A olof st AXtoA A oluEz) % g
MEHSIX] QB RI0f S0 TAE 7|2 QM ER|7} AFBELICE EELHR i
0% CASEi 2UD AU AUSRI2 HATLCL dY Y2 TN AR Yol N8R B
WEE| 202 BAIGLICL Yolo| QMR FRE Y 25 ALLIC

O ChS Z(0|15 &8 AZts MEStALE 2 Mels MEtetL|t, 25X 2= SUSE Manager:= 220|153 |0
Lo Moo= HMBILCE 2 At Y M AL HO|X0IM & £ ASLIT

2.6. Ansible |0 .E MH

Ansible M|0] ==& MAEst2{H SUSE Manager Web UIO| M CHS THA| S AatigtL|Ct,

Xk} Ansible M0 L= MA

1. SUSE Manager Web UIO|A 22|x}t > MX| OPHAL > HESZ 0|55t SUSE Linux Enterprise Server 15
SP5 x86_64 3! SUSE Manager Client Tools for SLE 15 x86_647 ME{E| 1 S7|5tE|0f Q=X| &HolstL|Ct,

2. SUSE Linux Enterprise 15 SP5 220|HEZ H{Z5tL|C},

3. SUSE Manager Web UI0lA] 22t0[HES] AJAH > JHR HO|X|Z O|STILICE ATXES0] » AXEQ0 H'ES
Melistn 22t0|1E S SUSE Linux Enterprise Server 15 SP5 x86_64 5! SUSE Manager Client Tools for
SLE 15 x86_64 fi'dS F+=2LICH

0 SUSE Manager 22t0|1E =710]|= ansible {7 | X| 7t ZLEtE[0f LSLICE.

4. Z2t0|HEQ| MK ALSl > £M 2 MEHSEL|Ct, Add-On System Types =20 A Ansible M| =ES &A3}5H =
[*M Ol[-||o|E ]E EI?SI-L_||:|-

5. 22l0|HE JHR H|0|X| 2 0| 535t0{ AEl > HighstateS M5ty [ Highstate HE |2 22I&L|Ct.

6. O[HIE B3 MENSI I highstateQ| #ENE =teletL|Ct.

SCAP K¢t 710| = 7| X] A %]

+HE Melislz{H Ansible M 0] = =0f SCAP 292t 7t0| = 147 | X| S A X|sl{OF BtL|CL.

HKk}: SCAP EQt 7}0| = ojj7| x| A %]
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L AJAE JHR0||M S2H0|HEE MEfot S AXEQ|0] > I|F|X] > MX|E S2IFLICH

)

2. scap-security-guideS ZM5I0] A|ARI0)| Xt 17| X| S BX|LICE T7|X| BiE 27 A2 TS HI0IES
EHZTSHMAIL.

H 1. SCAP 29t 7j0| = Ijj7|X| 2+ Al

of7|x| o] & X 2sl= A AR
scap-security-guide openSUSE, SLES12, SLES15
scap-security-guide-redhat CentOS 7, CentOS 8, Fedora, Oracle Linux 7,

Oracle Linux 8, RHEL7, RHEL8, RHEL9, Red Hat
OpenStack Platform 10, Red Hat OpenStack
Platform 13, Red Hat Virtualization 4, Scientific

Linux
scap-security-guide-debian Debian 12
scap-security-guide-ubuntu Ubuntu 20.04, Ubuntu 22.04

Ansible QIHIEZ| I} A M

Ansible Integration E7= B20|22 QMER| U2 HEBILICL _BlolZ 1_of LIZE 2 2 Ao cish
QY E2| If RIS SHLI WA BHLICE

1T ood

Ak} Ansible QIHIEZ| T} MM

1. Ansible0i[A 2t2|gt oIHIERZ| mUo| SAEE M 8l FIILICL Ansible QUHIEZ|S| 7|2 FE&
Jetc/ansible/hosts QI L|C}.

EE 1. QHES] oAl

client240.mgr.example.org
client241.mgr.example.org
client242.mgr.example.org
client243.mgr.example.org ansible_ssh_private_key_file=/etc/ansible/some_ssh_key

[mygroup1]
client241.mgr.example.org
client242.mgr.example.org

[mygroup2]
client243.mgr.example.org

[all:vars]
ansible_ssh_private_key_file=/etc/ansible/my_ansible_private_key
2. SUSE Manager Web UI2| Ansible #0|A Ansible > Hl0o] EZ 0|53t0{ X0 =0 QHIER| THUS

FIhedLct.

3. Playbook Directories 40X Add a Playbook Directories ZZ=0{ /usr/share/scap-security-
guide/ansibleS F7I3t = [ & |2 S2/gLICh
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4. QHER|0| A QHIER| IpY 7} Lo QIHMIES| I (XIS =I5t [ M S =L

=E 2. 004l

/etc/ansible/sles15
/etc/ansible/sles12
/etc/ansible/centos7

O %2 Z2)|0|8 o|Al= https://github.com/ansible/ansible-examplesofl A &gt 4 AU&LCt.

Ansible =2} EA MAS}7|

=X =]
Hk}: Ansible = ELQ} EA1 MX}7|

1. QIHIEZ|OM AFE FQI SSH 7|1 & MdgtLct.

ssh-keygen -f /etc/ansible/my_ansible_private_key
2. MHEEISSH 7| £ Ansible 22| 2210|HE0f| SAFRLICE Of|Al= CHS 1 Z&LICE

ssh-copy-id -i /etc/ansible/my_ansible_private_key root@client240.mgr.example.org
3. etc/ansible/ansible.cfgOfl CtS 2t 20| 7HQI 7| & MAAELICE.

private_key_file = /etc/ansible/my_ansible_private_key

my_ansible_private_key= 7iQ! 7|7} etEl Mt o] 0| SO 2 HHEL|CE,

4. Mo =20 M Lz BE S HASHH Ansible 2E (R E HIAESHIAIL

ansible all -m ping
ansible mygroup1 -m ping
ansible client240.mgr.example.org -m ping

+HE AT & USLICL XIAMIEE LHE 2 Administration > Ansible-compliance-as-code0| A &tolgh 4~

SCAP K¢t 710| = I 7| X] A X]|

)l
oi

5t2{H Ansible M[0 .. =0f| SCAP 22t 7t0| = T 7| X| & EX[8HOf gfL|Ct.
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https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
administration:openscap.pdf#remediation

Xk}l SCAP Ot 710|E I 7| x| MX]
1 A|AED JHRO|M S20|HES MElst S ATES0] > IiF|X| > MX|E S23tLICt,

2. scap-security-guideS 25104 A|ARI0]| Ko Ii7|X| S XISfLICH I7|X| BHE 27 A2 CHS HIOIES
HZESHIAIL.

H 2. SCAP 29t 7[0| = 1jj7|X| 27 At

oj71x| o| & K== A AH
scap-security-guide openSUSE, SLES12, SLES15
scap-security-guide-redhat CentOS 7, CentOS 8, Fedora, Oracle Linux 7,

Oracle Linux 8, RHEL7, RHELS8, RHEL9, Red Hat
OpenStack Platform 10, Red Hat OpenStack
Platform 13, Red Hat Virtualization 4, Scientific

Linux
scap-security-guide-debian Debian 12
scap-security-guide-ubuntu Ubuntu 20.04, Ubuntu 22.04

Ansible Z8|0| 22 A28t 2H

- T O

Ansible ®0| =7 ZRBtL|Ct XtM|EH LHE2 Administration > Ansible-setup-control-node0i| A 2tolgt

A
= T
UFLIL.
Lt EXHe Ansible 220|158 AFE0H0] nd S dAst= 2HES AURLICEH

AL Ansible Z2|0| 22 A3 X M3
1. X'”O'I LE Alﬁ% D'”'II'_FO‘”A-I AnSible) E‘“OI % AME 'c'>'H__||:|.. EL-__I EH% ShRbFsH :.?__ %Eﬂol:‘?;% A'lE_||'|'<'>JL_||:|-.

2. 280|523 St

3. E2)|0|E2 Maistz{™ S20|HEC| OS QUHIER| HEE MENSIL|C, o= OS2t Z&LICE
/etc/ansible/sles15

4. [EF ]2 S=LIch

5. OJHIE o[ M Of| 2fEl OHIE S| &HEHE =FeletL|Ct.

o =
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SUSE Manager= CHst Q1E gf

5 X|¢gtL|ct, o] MMojME= PAM(pluggable authentication modules) %
SSO(AZ Atel2)ol CHalf MHFFLIC.

3.1. SSO(AZ AloIR)Z 9IS

SUSE Manager= SAML(Security Assertion Markup Language)2 Z2EZS FHsl0] SSO(AZ Atel2)
X| gLt

uin

A2 MRA22 ALERI7E ot JHe| XtH SEQZ of2] OiS2|AH[0| Mo AMA T = JAEE SFE Q1T T2 M AYL|C,
SAMLE 215 % #ot 20 HIO|HE wetstr| et XML 7|8t BEZERIL|CH. SAML ID MH|A Z2XHIdP)= SUSE

|
Manager S AMH|A ZSZXHSP)0l 1F U Hot 20| MH|AE HSLICH SUSE Managere A2 Ael=22 s
2t S0 she AIEXOIE N JHE &=L CL.

SUSE Manager2| SSO7t X|5t= At

* SSOE 2IQIgL|Ct.

* MH|A HMSXEAIZE A2 230H2(SLO) & ID MH|A M SAE 2 230+ MH|A(SLS)2 2 10HSfLICE,

Ty

o O{MM 5l hamelD ¢35},

[ ]
2
nx
I
X
02

* AuthNRequest, LogoutRequest U LogoutResponses Zgt HIA|X| A{H.
o Oj&M AH|Xt MH|A JEZQIES S MSFRL|CE
o Y2 20t2 MH|A AEZQIES SHdotptL|Ct,

* SP H|EtCO[E{(ME 7t5¢HE AlAIRILIC
SUSE Manager®| SSO«= CHEE XISHX| &L Ct.

* ID MH[A MSXHIdP)E ¢let MF M= & 9.

o J[Et ®Z0f CHEt SAML X[ (s ®IZ MEA =),
SSO 7$19| of| = Administration > Auth-methods-sso-example0i| Al 2HQ1EH 4= QI&L|CE,

712 215 YoM o2 Ael2e= HESHH M SSO Xt
o mg = spacecmd®? Z2 ZZI0|9E = 7
b

A =A

&

<

=

(a]

1]

A O

M og
o

M =

AlEFet7] i of2{gt mkt0|E{S ALSBHO] 9/ ID M A HIZXHE AIBH0F BILICE RIS IdP MBME Holshi AR,
IdP AMSX®t SUSE Manager AMSXH 2te| OHES  SAML:Attributed| XIFELICH
o SAML:Attribute2 IdPOlIA TABjoF St SAML ©1Z0lA SUSE Managero M &0{of
gLt £49| 0|52 uido{oF 3t 279l = HEE SUSE Manager ALEAIE ZE &0l OF
$HL|CH SUSE Manager2(E) BHE & E3t 0152 g stslof shL|C),
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HeotAEZQIEE= CHZ0 Z&L T

o O|HM AH|Xt MHIA(EE ACS): MH|A HSXHo| CHet MMES HESH| 28 SAML HIAIXIE ESt=
A=ZQIEQILICE SUSE Manager2| ACS JIEXEQIE: hitps://server.example.com/rhn/manager/sso/

acs
o A2 2I0HR MH|A(EE SLS): IdPOIM 20t2 2K AlEtsts A= HLQIEL|CH SUSE Manager2| SLS
AEZQIE: https://server.example.com/rhn/manager/sso/sls

* MECO|E{: SAMLO|| CHet SUSE Manager MIEICO|E{E ZA517| 9ot A=ZQIERILIC, SUSE Manager?)
HIEIH[O|E] AEZERIE: https://server.example.com/rhn/manager/sso/metadata

A2Xt orgadming ALESt IdP 2150 HZ5tH orgadmin AF2X}7L SUSE Managerd| Zxfst= 29 SUSE
Manager0il orgadmin AL&XtE 2301 EL|CE

SSO AlE
0 SSO A2 2 8ol Q53 A3 HHEINo|H A3 == HIEMIELICL SSOE
712 %02 HlZA st o] YLt
(1) M ZAE0|Lf Lo EHA|S A5t7| Hofl mgretl term2 AR BILIL.

Hx}: SSO 2 AM3ts}o|
1. OFE| AFEXt7F SUSE Manager0ll 9= 2 MX M AdsHof ghL|Ct.
2. [etc/rhn/rhn.confE WSt MY 0] CFS 212 FIHEiLICt.
java.sso = true
3. /usr/share/rhn/config-defaults/rhn_java_sso.confOi| A AF2X} HO|gt Oi2t0|H E AELICH AFSX} Mol
m2t0|E{E [etc/rhn/rhn.confof 4Ql5t1 java.ssoE EHFALZ E2QLICH O|E S04, Jusr/share/rhn/config-

defaults/rhn_java_sso.confOi| A CtSS ZAstL|C},

onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-HOSTNAME-OR-
IP/rhn/manager/sso/acs

A Xt Ho|5t2{™ [etc/rhn/rhn.confi A FM 0|20 java.sso.E B FAIZ 20 siE SMS MMstL|Ct,

java.sso.onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-
HOSTNAME-OR-IP/rhn/manager/sso/acs

2 %toz{™ moA| YOUR-PRODUCT Z! YOUR-IDP-ENTITY Xt2| EA|XIE
JMSHL|CEH 2= Oh2t0| o= s olojof| ciet Ziakst dHo| & Ml ZElLICt,

4. Spacewalk MH|AE CHA| A|ZHSH0] HE AretS X &7fLC

mgradm restart
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https://server.example.com/rhn/manager/sso/metadata
https://server.example.com/rhn/manager/sso/metadata
https://server.example.com/rhn/manager/sso/metadata
https://server.example.com/rhn/manager/sso/metadata
https://server.example.com/rhn/manager/sso/metadata

SUSE Manager URLEZ 0|=5tH Q50| R E SSO8 IdPE 2|C[=MELICE 150
279Ist SUSE Manager Web UIZ 2|C|ZMELICt SSOE AH8%t _._|01|A1 X7t ey
Z0M XpAISH L S telet = AELICE

ollA] SSO 131

0| of|oll A SSO= SUSE Manager2 3712| AIEXQIEE L E5t1 Keycloak 21.0.1 0|42 ID AH|A SZXHIdP)2
AH85H0] ol gLt

Keycloak IdPE MX|st = SUSE Manager AMHHE MASI0| AlZfotAA|R., T3 ot
Z210|HER AJIS5ID AFRKIE MAME & Q&L CH

njo
2

EXQIEE Keycloak

0| o= 84 SXHOZE0 MISELICE SUSEE EtAL ID MH|A FHSXHE HESHAHLE X|&ISHK]|
A olom Keycloakzt HIZSHK| okAL|Ct Keycloak Xl CHi M=
https://www.keycloak.org/8 & Z=sHA|2.

.{

Keycloaks AIARO| = EX|StALE HEO[M A 4 AFLITE O] KoM= Podman ZIH|O|L0 A
Keycloakg AHSLICE Keycloak AX|of CHEF XtMIe LI https://www.keycloak.org/guides#getting-
startedoflM Keycloak ¥HME &ZsHMA|2.
Zx}: ID MH| A SSA 2F

1. Keycloak 8B A0l 2} Podman ZiE|O|L 0| KeycloakS MX|IEL|C}.

2. ZEMAE A& HASIHH -td Q5 AHESH0] ZIH|0|HE HASHUAIL.

podman run -td --name keycloak -p 8080:8080 -e KEYCLOAK_USER=admin -e
KEYCLOAK_PASSWORD=admin quay.io/keycloak/keycloak:21.0.1

.0 ID 3E%t HlE} clole] 23S Z=2/etL|ct. 12{H SUSE Manager T4
|5 M7t A== T|0|X| 2 o] SEtLCt.

ro
|m
o
o N

KeycloakE MX|st1

_IR

2 MM =0f= SUSE Manager MHHE FH|E 4 Q&LICEH

HX}: SUSE Manager At dH

1. SUSE Manager AHOIA /etc/rhn/rhn.conf T4 DS F1 o[zt mzi0je{E HEFLICH
<FQDN_SUMA>E SUSE Manager & X|2| M2} El =0|Ql 0| S 2= HHEL|CE.

java.sso.onelogin.saml2.sp.entityid =
https://<FQDN_SUMA>/rhn/manager/sso/metadata
java.sso.onelogin.saml2.sp.assertion_consumer_service.url
https://<FQDN_SUMA>/rhn/manager/sso/acs
java.sso.onelogin.saml2.sp.single_logout_service.url
https://<FQDN_SUMA>/rhn/manager/sso/sls

2. #M T <FQDN_IDP>Z Keycloak MH29l H7RsteEl THQl 0292 HIEL|CL <REALM>E 2IF
o (0fl: SUMA)2 2 HHZL|LCE,
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java.sso.onelogin.saml2.idp.entityid =
http://<FQDN_IDP>:8080/realms/<REALM>
java.sso.onelogin.saml2.idp.single_sign_on_service.url
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml
java.sso.onelogin.saml2.idp.single_logout_service.url
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml

3. |dP HEtHIO[E{0lA =& x509 ¢!

protocol/saml/descriptorel &
#0| X|™gfLCt.

1> O

ME F&LICL http://<FQDN_IDP>:8080/realms/<REALM>/
AF2SHIAIR. O] 7 mHHO|M 1dPel 38 x509 IEME L3t

Al

=2
=

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE----- <CERTIFICATE>
————— END CERTIFICATE-----

SSOE &d%}st = SUSE Manager® A rhn.confQ| 0= CHS 1t ZH&L|Ct.
java.sso = true

SAULv2? Z2EZ=S Sot 5S0(Single Sign-On) T4 DFAULIC
SS0E &Mststa{™ /etc/rhn/rhn.confOlA java.sso = trueZ MHBIMAIL,

T4 w2 AR 0 IfRlof CH2S ZABiLICH
- YOUR-PRODUCT
- YOUR-IDP-ENTITY

SE mEt0jEof Cist XtMet LHE2
ME 28M % o] mo| eletel FAMZ HXSHHAIR.

[

"strict' 7} True@l B Java Toolkite= MEHE|HLE 5 35te|0{of SFX|2t
MEE|X| A7LL °*§§PE|I| 2 HAIXIE HEELICE,
LS, SAMLE HZAS| WEX| s HAIX|E HEEL|CH,

Z1: T2EMo|M o] mz2in|g &3 mi2t0E= "true"= HFE|0{0F PfLICEH
J=X| o™ 3HAHO0| QHFSHK] o+—| 2 A h:xE'l—|E|'.

ClHO 2E QI'A‘IQI-(QE =)

SP &=2o| AEXH(URIGOF &)

java.sso.onelogin.saml2.sp.entityid =
https://sumaserver.example.org/rhn/manager/sso/metadata

T o R e R R R R R R R R R R R R R R R o o

# <AuthnResponse> MIA|X|Z7} QEXH(O| B SP)O|A| gtet=|0{oF StH=
# fIX[2 Yol cist "ES X|I™SfLICt.

# 1dP2| <Response>7t HtEhE! URL 9IX|
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://sumaserver.example.org/rhn/manager/sso/acs

# <Logout Response> HIAIX|7} QEXH(O] B SP)OI|AH| HHete|0{of St=
# fIX[e wHo cist HEE XIFELIC
java.sso.onelogin.saml2.sp.single_logout_service.url =
https://sumaserver.example.org/rhn/manager/sso/sls

# IdP &=2o AEX(URIGOF )
java.sso.onelogin.saml2.idp.entityid = http://idp.example.org:8080/realms/SUMA

# IdPo| SSO AME=HQIE FELILH, (U5 RE ZZEE)
# SP7t 215 RF HIAXIE EE IdP2| URL CHet
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java.sso.onelogin.saml2.idp.single_sign_on_service.url =
http://idp.example.org:8080/realms/SUMA/protocol/saml

# 1dP2| SLO AEZRIE HHRIL|C,

# SP7t SLO A2 ¥ I1dP2| URL £IX|
java.sso.onelogin.saml2.idp.single_logout_service.url =
http://idp.example.org:8080/realms/SUMA/protocol/saml

# IdP2| 371 x509 Q1B A

java.sso.onelogin.saml2.idp.x509cert = ----- BEGIN CERTIFICATE-----
MIIC1zCCAX8CBgGC+tPbVjANBgkqhkiGIw@BAQsFADAPMQOwCwYDVQQDDARTVUTBMBAXDTIyMDkwMTIwNTEWNFoXDT
MyMDkwMTIwNTIONFowDzENMASG
ATUEAWWEUTVNQTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAMNSWIAa1B5mShTkMBOSmrsOosyheEL8/A
37WvugDPwwEfm4x0cG7gmMHVONXYXZk+LRyz0Q12sBrNFrbMuwu5dnah5ZSMxQyUu697S280m4vIiegGaFdbgH+g4F
GBu
eSis1ssMzTcES+NUuI7pLkMLNmSQtncESnoL9q2SyeQSwYtr5dz1yd16IzjwtaWeyQIEGINtItLk3U4+arLPCpHAwg
FAnLO9NeYcRDNUKhNBs1v5mHP+L066PZu1/DkE@mMSgy/+qXaS@CgZVKqz8qB+bvHVuAqIW6@g1CjqZKbwvPu72p/7+
d8z
9DxXPIZ1uxdqn19q/kLEP2TYLtgQobSHECAWEAATANBgkqhkG9w@BAQsFAAOCAQEAga+ralMIDo/P/yN1Z6SGGocK
227WFqovBiE/mLY1p5Ff0+0jS1USTp1SppI94x0r8j0m7HWOWu5xCz600hzXTEtnfIbeRyr1Rms3BWdxyXgQ9bWleZ
Mwz
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y8i10Ag260ziy@6uy3P/1x9Z9RmHnvpvN/Q34SGEq9z/H1QVuP12UP;j//iT211c1700ZFsZQX1GFTG6bXKmO42W8FdU
DU

ONoXZgjMb3eC7U691YyeowoqTY7mIKxNPprYY/1LOw== ----- END CERTIFICATE-----

it ==

java.sso.onelogin.saml2.organization.name = SUSE Manager admin
java.sso.onelogin.saml2.organization.displayname = SUSE Manager admin
java.sso.onelogin.saml2.organization.url = https://sumaserver.example.org
java.sso.onelogin.saml2.organization.lang =

# A2

java.sso.onelogin.saml2.contacts.technical.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.technical.email_address = suma@example.org

java.sso.onelogin.saml2.contacts.support.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.support.email_address = suma@example.org
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java.sso.onelogin.saml2.sp.assertion_consumer_service.url2 AHerL(ct. ofl:
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3. Mt ZiH|0|L{0l| A SSSDE FASHIA|R. SUSE Manager ZiH|O|L{ SAEQ| Y TETE0|M RE HotoR
MH ZE[0|HE LB 2.

mgrctl term

4. ZAH|O| LHOIIM Tt THA| S ARSI AIL.

a. Mol w2k Jetc/sssd/sssd.confS HAEFLICE Ood= administration:auth-methods-
pam.pdfollAf 2tolgh 4= AUEL|C,
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b. 2t=dtH ZEH0|HE
exit
5. CH22 AFE5t0] SUSE Managerg(E) CHA| AI&FgiL|Ct.

mgradm restart

-

SE Manager AMH2| 2Z H|UHZ O
? 2Z HZHZI} MEEHX %2 =
L f of2{gt AtEXt|

SUSE Manager Web UIO|M HIYHSE HZASHH

HFELICH EHE* AFEXtof| CHe PAMO| ZAd3tE
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PAM T1Aof CHst XtM|SH L2 SUSE Linux Enterprise Server £9t 7}0| =5 £IxstAA|Q, 0] Ot 70| =0 =
(=]

TMSHE whH T MdEBLICE XpASE LI 2 https://documentation.suse.com/sles/15-SP4/html/SLES-all/

t.
part-auth.htm|2 & =38t
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Active Directory?} LDAP S¢& ||
Active Directory2t LDAPE ZIH Sgfdt2{H L3 oM E Ar&5HH ELIC
= R0l A AL RS20l et OFe Kf2| EAIXHS M s
$domain

Eoel ol

Sad_server
$domain $uyuni-hostnameOf|A Xt5 ZX|E|X| Qb= 2R AD M| FQDNO'LIEf O|= 0| AD SZ2I0|AHET}
otof sh= ZFEE{Q| 0| EQL|Ct AHSHX| 2 O™ uyuni-server.mgr.internal 2 8 & ElL|Ct,

Jetc/sssd/sssd.confOl| CHEH O[A] 2 E =2

[sssd]
config_file_version = 2
services = nss, pam
domains = $domain

[nss]
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[pam]

[domain/$domain]
id_provider = ad
chpass_provider
access_provider
auth_provider = ad

ad
ad

ad_domain = $domain
ad_server = $ad_server
ad_hostname = $uyuni-hostname

ad_gpo_map_network = +susemanager

krb5_keytab = FILE:/etc/rhn/krb5.conf.d/krb5.keytab
krb5_ccname_template = FILE:/tmp/krb5cc_%{uid}
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mgradm backup create BE 2 AIE5IH MY LHES CHASHA| ALX Holgh & USLICEH AFE 7tSTH 2E M2
mgradm backup create --helpE & ZIHA|2.

SUSE Manager M| ui¢d
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* SUSE Manager 2&
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* podman HE®Z 74
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* SUSE Manager systemd AH|A
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mgradm backup create $path
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mgradm backup create --skipdatabase $path
$pathS MY 9(X|Q| Z=2 =2 HiEL|CE

AL BES HLIFI0| 2 el 55|

1. AHO|H S AEM RE Mol 2 LSS Sl MY:

mgradm backup create --skipvolumes $volumes $path

SpathE Y 9(X|2| == HiEL|C.

SvolumesS B0 ZEAZ EE 0|59 0|EEE= X

Clo[EHo|A~ 2ES MSt ZE =282 ZUF 2T allS A

X7} 28 o
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.
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mgradm backup create --extravolumes $volume $path
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S71=t

SUSE Customer Center H[0|E{7} ZEE 0|S 4! O|C|0{E ALE3t= HR 0|2 AHE3I0] HZ0| B2l MHE S7|ote
A OlAL|CH
P VN =] .

S7I312 9ld) AISts O|SA| OCiofs T4 SUS OI2E EOIEUN ALBY 4 Uojob
A SILICH MEA 0jH7t OH2EEX| Ske B S7|SHE Ealetx| OHMAIQ. JafP Hlo|E 7t
aabglL|Ct,

Ex}: AZE0| 32 MH S71=}
1. Tomcat MH|AS TYA[ZFILICE
mgrctl exec -ti -- systemctl restart tomcat

2. 2Z HI0[EE M=z nEELICH

mgrctl exec -ti -- mgr-sync refresh

3. S7|5HE Lot

mgrctl exec -ti -- mgr-sync list channels
mgrctl exec -ti -- mgr-sync add channel channel-label

server.susemanager.fromdirg 4&sH SUSE Manager0lA{ SUSE Customer Center
o QABM7t REoHX| HRE &ole 4~ glEL(Ch ), 210 EA|Z7F EAIE[2T SCC 222! =Hl0|
T X| &L

HZO| #Zl 2| A2 ISS(MH Zt S7|=h)E MESIH MH ZHof| HES SAKE & ASLICE XpAS LHE2

7
Administration > Iss_v20{| A &5t 4= Ql&L|Ct,
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1

S7t0| EFSHH S77t 27hs8t SUSE Manager G[O|E{H]|0]A 3! mpd 2ol M2fet I&
f

SUSE Manager= AME 7tsst ClA3 Z7t2 o Y8 ClHERIE ZLHIYLICHL ZLHAL = ClHEZ] 3
MAe [etc/rhn/rhn.conf 714 DA A LM EIL|CE

SDLEEEE CIHMER] & ot M8 Ths 3740| 31 AR Doz ZHAsHH, EE O|HY FAZ HAIX| 7}
HEE 2000 H|O|X] &Ehof| 20| EAIELCE,

10.1. BL|E{RE| = ClH EC|

SUSE Manager®i[M 7|2X 22 HLIEE L= L E2|= Ch3 a2t 2L T

e /var/lib/pgsql
e /var/spacewalk
* /[var/cache

° [srv

-

spacecheck_dirs I210|E{SE AME3t0] ZLE{ > DA ER|S HEAY & AFLICL 0| R SUWO=Z FE3H0] 0
CAMEZE XYY = ASLIC

ofl:
spacecheck_dirs = /var/1ib/pgsql /var/spacewalk /var/cache /srv

SE0]| chst XtMIt L2 https://documentation.suse.com/suma/5.0/en/suse-manager/installation-
and-upgrade/container-management/persistent-container-volumes.htmloi|A] &olgh & QU&LICt,

10.2. A2k

SUSE Managers= 7|2X0z DLIEZEE Cl2E2(0M A JH53t & B2H0)
BUE-ES CIER|7} AL THs 3t B210| 5% 0|3tQE ZAHE ¢

s
oy 0
oo
i
=
0% =
ot
r
o

spacecheck_free_alert 2 spacecheck_free_critical ItZO|E{E AEst0] Ol2{st AL A2 HEY 2
QIAL|C}
Py =] .

ofl:

spacecheck_free_alert = 10
spacecheck_free_critical = 5
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10.3. AMHA SR

7|12M Q=2 SUSE Manager= I8 211 YAIZt0l =E=5IHH Spacewalk AfH[A

=l

g & gl %

spacecheck_shutdown I2tO|E{E AM23ste] 0| FZt2 #HE 240] trueO|H ZZ 7|50

SYStELIL THE 22 7153 HIgdstetLTt.

oll:

spacecheck_shutdown = true

10.4. SZt HAL HIE S35}

A=

FeTe 712X Q2 dotE|of JAELICH 25| H|2de}5t| ¢
systemctl stop spacewalk-diskcheck.timer
systemctl disable spacewalk-diskcheck.timer

spacewalk-diskcheck.timerS H|2M3totH 210 A |70 =Eot 22 ®7|=Ql o|H|Y &
L2 2301 H|O|X| MThof] A& EAIELICE

Kl

7t SXIE[X[2H, 31

)
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Chapter 11. O|O|X| 1 = 5! 22|
11.1. ojO|X| HE J{R

SUSE Manager2(8) At83t® Al 22| xt7t 2160|L{2t OS O|0|X|S WEst ZIHE 00X HE L0 FAIZ 4
ABLICH
EAt: o|O|x] ZE S FA|

1. O[0|X] MEAES FHolgLict,

2. O|0|X| Z2ItUS FHo|5tT 0|F 22 (git 2| EX| 2| = Cl2Ea))ot HZLICY,

3. O|0|X|Z LEgHLIct,

4. O|0|X| £ O|0|X] M 42 FAIRLCY

SUSE Manager2(=) Dockerfilezt Kiwigt= = 7HX| 2E RS XY ELICH Kiwi LE 82 A|AR] JHA 91 7|Ef
O|0|X|E EESIY| QI8 8= ALEELICE

Kiwi 2= R3of st o|0|X| MEAE MOl [srv/www/os-imagesOl| IH A|AE ClHER|Z 0|2 Ho|%|0f
JA&LICE SUSE Manager= https://<SERVER-FQDN=>/os-images/olAl HTTPSE Edff O|0|X| XMEAE

HMSELICE O|0|X| ME 4 IX[= DR/OHH AHEAF Folg = glE LT

0|0 X|:= /srv/www/os-image/ORGANIZATION-IDO| X ZHElL|Ct,

11.2. Zig|0]L o[ O] %]

SUSE Manager

Build/Inspect
Application
Image

Build Host

Salt Minion

Image Registry Caa$S Platform
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A

ZE[0[H 7|&& SUSE Linux Enterprise Server 12 0|22 FSE|= Salt 22I0|UEOM ALY £ JUSLICL
AlZfSt7| M, 49| CHE @7 Alet 35 o R E gelgfLct.

SEEIL ZE AME git 2| ZX|E2| LT 2| ZX 22 = 37 £ HISHY = A2,

e Dockerfile 3! M A
b t£= BitBucketOf| A S AEIL[0{0F 2FLICE,

GitHub, GitLa

* Docker Zl|X[AEz2|ot 20| SHI=A| Gl O|0|X] MFALICt.

Agolo st XMIEE W8  https://documentation.suse.com/container/all/html/Container-
guide/ol|A =olet 2 JUEL|LCE

U SAE MY
SUSE ManagerE AMZ3t0{ O|0|X|E YESIZH WE SAES WH 51 FH5l{0F SL|CL AE|O|H UE SAEE=
SUSE Linux Enterprise 12 0|&& AA#d5t= Salt 22t0|HUERILICE O] MMM = YE SAEQ| X7| 240j CHet
A2 M3ELct
WE SAEQ| 2F H|H|= CHe 0|0]X|Q| 2F H|H|<k LX|SHOF ShL|Ct.
0l 50, SUSE Linux Enterprise Server15(SP2 O|&) OS HFHOZE AEEE "=
o SAE0N M= SUSE Linux Enterprise Server 15 7|¢t O|O|X|E YWESBL|CL. SUSE Linux
Enterprise Server12 SP4 HE= SUSE Linux Enterprise Server12 SP4 OS HZTQ=
TEE|E Y= SAENAME SUSE Linux Enterprise Server 12 7|2t 0|0|X| £ 2l =gt CL,
OF7|El X 2t Y E = X|2IE|X| gF&LICE
SUSE Manager Web UIOI| A CtE HHAIE £85I WE S AES FHYLICE
Hil: SAE HIC

1. AJAED AJAH 7HL HO| X[ M UE SAEZ X|FE Salt 220|HE S MEfBiL|CE

2. MEHSE S2L0|HEQ| AJAH! M5 AR I|O|X|0f| M| ZAE|O| RES SEBtL|CH AZES0] » ATES 0] L=
0|sstd ZEo|| 2ES A3 0f: SLE-Module-Containers15-Pool 3! SLE-Module-Containers15-

Updates)giL|Ct. [ CHS ]2 S2I8t0f Al&Et|ct.
3. AZESo] xi'd WA S of|ofstn [ &l |2 2=t

4 NAH ME AR BOIM &Y DOIXE Meold, £t Tl AIAH R S=20|H Heo| WS SAES
SBIEILICE [ 44 YBIOIE |2 22isto] Solsiict,

5. HighstateS X 8310 2= B IN7|X|S AXIFLICH AJAR M5 ALE &0l A &El > HighstateS MEistn
Highstate M8 |2 22!8tL|Ct. &= SUSE Manager M HZZ0 A HighstateS M EgtL|Ct.

—

salt '$your_client' state.highstate

ZiE|o[ LA off chigt E-dst 7] Wd

[ =)

=
SUSE ManagergE A8%t0] ZESH AHO|H= O[0[X|E UEY f gdst 7|9t HEE MES 2ZEXEEZ
AFEEILICE O] Mo M= of2fet M S 2l YAl 2det 7|18 ysts 2y s dEetL|T).

— -
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o ZHOIHE ZESH7| flohAM= SUSE #2|xt 7|2zt oo xHdat AZE Edst 7|7t
st

i 2gst 7] 4

Lo AAH 23t 7|1 S HEBL T

XMt LIE 2 Client-configuration > Activation-keysOf| A tQlst 4= Q& LICH,
OjO|X] XMTa W

YL E 2= 0|0|X|i= O|0|X| MF A2 FAELICE 0] MM0i|= O|0|X| ME A Mol et HE7F TetE|of ASLICE

= Image Stores @

Z Refresh | 4 Create

Items 0-0 of 0 Select All 25 j items per page

There are no entries to show.

Page 1 of 1

AL O|0IX] AL 44

o o

Loojojx] > MEAE ML,

# Create Image Store

Store Type = Registry =

Label *;
URI *;

[ Use credentials

Username *:

Password *:

& Clear fields

3. #lolg 2 E0i| 00| x| ME 4ol 0|52 FelsLTt.

4. ZH|0[H 2X[AEZ

SAE(LHE FE 9/F) FQDN(HSHE =Ml 0|2)22 URI ZEZ Y450 0|0|X|
HXAEZ| F2E L

Ct.

registry.example.com
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SIX|AE2| URIE AHESHY 0]0] AL Sl | X[AEZ|Q O|0|X| MEAE X[FY = JASLICEH
registry.example.com:5000/myregistry/myproject
5. [¥d ]2 2=2/504 A O|0|X| MEHAE F7hetLCt.

oj0|X] T2} MM

SE AH 0 O|0|X|E EE X[HO0| ZEE O|0X| Z2OIUS AFES] ZEELICH 0] MMol= SUSE Manager
Web UIE AtE3H0] O|0[X| T2t S MMst= o et HEIF ZehE|of AELIC

= Image Profiles @ 2 Refresh | + Create

Items 0-0of 0 Select All 25 j items per page
There are no entries to show.

Page 1of 1

EXL: o|O|X| Z2med M

L o[ojx| Z2otel s H-g5t2{H o|0|X| » Z2OpA S MEHSI [ MY |3 S2leLICh

# Create Image Profile

Label *:

Image Type *: Dackerfile j

Target Image Store *: Select an image store j

Path *:
Format: gituri#branch:dockerfile_location
Activation Key: None ~|
Custom Info Values: Create additional custom info values j
& Clear fields
2. #lo|g ZEE 2435t0] O|0|X| Z2 OOl 0|52 Y=etLICt.
6 ZiEf|o[4 O|O|X| EfS| HAlO| myproject/myimage?t Z'2 ZL O[O|X| XMEA
2| X[AE2| URIO| /myproject TO|AIZF ZLBHE|Of QL=X] &hQlgfL|Ct,

3. O|OJX| R8O 2 DockerfileS AF2ELILCE
4. EECH2 W& ALE5I0] Ch4 o|0|X] MEA TEO|M HX|AEZ|E MEdSfL|CE,

5. A2 ZCo| GitHub, GitLab = BitBucket Z|EX|EEZ| URLS QgtL|Ct 2= YE SAEQ ZH
ClHERZ|Y = JASLICL URL http, https E£= EZ 215 URLO|0{OF BILICE. GitHub & GitLabll 22
CHS "4 F SILIE AFZRLIC

GitHub 22 M

O GitHub B AFRX T2 M E 2|XX|E2]
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GitHub % ZTZHE 2|ZLX|E2|

https://qithub.com/0RG/project.qgit#branchname:folder

GitHub EE 2=

git 2|ZX[E2|7} HISIQ 22 2ES EYSIEE T=mo| URLE +FELICH T2 URL dAlg
AHE380 GitHub E29 2 oI5%tL|Ct,

https://USER:<AUTHENTICATION_TOKEN>@github.com/USER/project.qgit#master:/container

/
©  GitLab Tt AF2X Z2HE 2| XX E2|
https://qgitlab.example.com/USER/project.qgit#master:/container/
© Gitlab 1E Z2HE 2| XX E2|
https://gitlab.example.com/GROUP/project.qgit#master:/container/
0

GitLab E20l=

A [
T o= &

git 2IZXIE2|7t HISIH0| 1 SIHHLZ M A
S Al

S olE2 HEHIEE D209 git URLS
4H8f0} FLIC} CHS URL

2 A5 GitLab EEQ = Q1=:

https://qitlab-ci-

token:<AUTHENTICATION_TOKEN>@gitlab.example.com/USER/project.git#master:/containe
r/

git B7|1E XIZoHA| §eE 7|=XH22 oA 27|7t A E UL EE7t X HE[X|

o ot AL 0|0|X| £A(Dockerfile 2A)E GitHub L& GitLab H|30IRe RE
Cl2 E2|of| LOo{OoF &L|Ct.

6. gyst 7|15 MEfRILICE st 7|2

= CEfgtL|CE & SOl Z=MAS ALEsh= O|0|XIE SHIE M2 & W7 |X|of e +
UG LIL.
6 gdst 712 00X Z2OiUar AZSHH ZROAS AMESts ZE O[0|X|7t SHHE
A

E9fo X2t A2 BE I7|XIE AESHER & = AFLIL

7. [M4 ] HES S2sLICL,

ollA] Dockerfile 22

AR S 4= Q= O|0|X| Z2MYUL hitps://github.com/SUSE/manager-build-profilesol| A|AIELICE.
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ARG Jlf?-fUIH% Ar2stH WEE 0|0|X|E SUSE ManagerdlA H3sts st= 2| EXE2|2t
2 2 JAELICH ARG II2I0|E{ & AH2SHH SUSE Linux Enterprise Server?| O|0|X| {2
Cgt 4+ OH, ol HEHE WE SAE XIH0|M AHESH= SUSE Linux Enterprise Server
M CHE =~ AUSLICH

i

o€ =01 ARG repo If2t0[E{Q} 2[ZX|E2| THUZ 7t2|7|= echo HH2 #st= ME HHO|
Chet 2| ZX|E2| mjof| SHIE Z2E Yt = LT

2|ZX[E2|E 0|0|X| =Tl et &yst 7|= 2FEL.

FROM registry.example.com/sles12sp2
MAINTAINER Tux Administrator "tux@example.com"

#ith AlZf: o[2{8t 2tR12 {productname}dt(2t) &H AtE37| 2ldf ERELICEH

ARG repo
ARG cert

# SHIZ ABN %7}

- Lo

RUN echo "$cert" > /etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT.pem

# ASM ME MEFL HHOIE
RUN update-ca-certificates

# o|0|X|of 2[ZX|E2| HE FI}
RUN echo "$repo" > /etc/zypp/repos.d/susemanager:dockerbuild.repo

it Z: ol2{st 2tel2 {productname}zt(2t) EH AtEst7| 2l TREBILICE

# 7K A3BE F7}
ADD add_packages.sh /root/add_packages.sh

N

# IH7|X| ASEE M
RUN /root/add_packages.sh

# 2= = O|O|X|o|M 2[EX|EZ] HZ A
RUN rm f /etc/zypp/repos.d/susemanager :dockerbuild.repo

AH2Xt "ol ME 7|-2t W2 Docker buildargsE AL
A8 Ho| HE F|-3f *% getsto] O|0|X| Z2opol| MEE MEY o USLICH =3, ol2{at 7|-2t W
buildargsZ Docker = Haof| MEL|CE,

A8 7tsTt AFE Rt HE 7| B F71 7| M AMof LSt XtA|SE LHE 2 Reference » SystemsOi| A &Qlgh o~ Q& L|CE

ojojx| H=

O[IXIE PAH WS T IAXIYULICE 1% B4 B0 A OJU|X| > WES Meist7L} O|U|X] » ZRIHY S0
UC ofo|2g 223 4 AUBLIC
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8 Build Image @

Version: latest Profile Summary
Image Profile *: Select an image profile j @ No profile selected
Build Host *: Select a build host j
Earliest: i} 05.06. o] 18:¢ | CEST
Add to: new action chain

Et: ojofx] 2E
1. o|OjX] » WEES MEHSHL|CT,
2. 7|2 H|Mo| Oftl C}2 BT g 23t A2 CHE E11 0|52 F 7t Al 2(2IE| 0|0l 2t 3HE).

3. WEDZmMU I UE SAES MEHBILCE

@  ic ¥c °FT meud gas suguc ye menus dep dew
2] cifg XA FE7H 0] o EAELICE,
4. UES oforste{n [ WE | HES S2piict
ojojx] YZE
2lolo| 0|0|xIS YEES T ZAE 4 USLIC A% B D014 0[0X] > 0|0|X| SEE MeBiLICh YRE Chat
ARto| MAE AR l2ELICE H2|7} el Y AEES 0]0|X|7t olo|x] 25 Ho|Xlof LIZELICE

Exf: ojofx| AEE

L. o|ojx] > o[O|X| ZE0i| A [ HREE ] S=I5t0] 0|0|X| YZE CHot &AHE FLCH.

2. o|o|x] YZE Chzt 47Xt ChS HES YFLIC

O[O X] x4
HALE 2l3li O[0|X|E 20{2= XA E2|YLCE

o[o|x] o] &
XA EE[0f = o|0]X|2] O|F LI,

olo|x| X
Bx|AE2|0f e ofn|X|e] HHeILICH

LUC SAE

O[O|X|E E0{21 HASH= 2= S AEQILICE

e

O|0|X|E AASH=E 2ZE90f 20l thet Z2E MISdts 24t 7| LT

w
Jtot

folstew [ UZE | S2gLc,
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O|O0]X] &=0| H|O|E{H| 0| A0f| M4 =| 1 SUSE Manager0i| CHSt O]0JX| Z4AF 24210] of| 2FElL|CE.
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CHE OFO| 20| EAIELICH I ZESHO|O|X|Q| &EH OF0|Z2 0|0 XS] R Ol M = 2telet 4= AELIC
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Rt 2E =79t 2t0[E2{2| 7t MISE K| gE & UASLHICH

ZiE|0|A O|0[X|E AArS W LSt 22 2

Ju
=
=
A
N
HH
>

UFLIL.

libssl.s0.1.1: &% ZH| OIL2 & + US:

ot
e
UL

I Ee ClEe| 8l

ZH 0| HE SAEQ} Salt HES A0 ALESts 39 2T OtL|2} CHE d&0ME BCIE AFEE =+ AR,
HAE HSA7|7| 2l M= 25 4 AT E0S D|2] F=7}3H{0f BT},

0|2{3t 2XIE YX[st2H Dockerfile2 AtE3t0] O|0|X|0f libopenssl2 3=7t5t11 O|0|X| £ CHA| & =5{of BfL|Ct,

libexpat2| 20l = OFEZEX|LICE,

O[0fX| = nt 2Bt &2 Zl R 7HX| 2= Ch3 a0t 25U L

BIXIAEZ| E= git 2|EXEZ|0| HMASHY| ot HTTPS EME= AR Fo| e mMAS ALESHH
S2t0| A E0of| B Z8HOF LTt

o 3% DockerE A28t SSH git HMA = X E[X| t&LICt,

11.3. OS O|O| x|
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£ 3. config.xml

0

<packages type="bootstrap">
<package name="rhn-org-trusted-ssl-cert-osimage"

bootinclude="true"/>
</packages>
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# Edit Image Profile:'SUSE-MicroOS-Default'

Label *:

Image Type *: Kiwi
Target Image Store *: SUSE Manager OS Image Store
hitps:/fserver if locallos-image:
Config URL *: ttps:ligithut USE/manager-build-profi r:0SIma E-Mi
the- king
Kiwi options:
Kwi command line optors
Example: - s
Activation Key *: 1-image
Custom Info Values: Select.

These key-value pairs will be added to the bulld command as 'buildarg' values
Create additional custom info keys

# Update & Clear fields
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3. O|O|X] REOZ KiwiS Attt

4. O[O|X| M¥A= AHSL 2 MEE LT

5 Kiwi 74 mo| ZgE CldEz(of URL fMS =HELICL & §0, https://github.com/SUSE/
manager-build-profiles#master:0SImage/SLE-Micro54 Z2 git URIE YHELICL CtE SHOZE
HTTP = HTTPSZ SARE|= tar OF710|E = WE SAEQ| 2 ClHE2|7t YSLICH XpMEH LHE O]

74% | M| 178% 11.3.0S 0|0|X| | SUSE Manager 5.0


https://<susemanager_host>/os-images/ORGANIZATION-ID
https://<susemanager_host>/os-images/ORGANIZATION-ID
https://<susemanager_host>/os-images/ORGANIZATION-ID
https://<susemanager_host>/os-images/ORGANIZATION-ID
https://<susemanager_host>/os-images/ORGANIZATION-ID
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54
https://github.com/SUSE/manager-build-profiles#master:OSImage/SLE-Micro54

Al 2M

o 1 - -

MMof obx|atof MBS &= &

|>

= xt
= O

A
ot

AL

6. 2ot A2, Kiwi SM2 =2L|Ct Kiwi 714 THU0o| o8| T=2MU S X|Hst= EL --profile <name>=
Ar85te] 2y T2mUS MEfStL|CE 7|Ef 482 Kiwi HBME HFERSHMA|IL.

7. B2} 712 MEBILIC 242} 7|2 ALSSHH IR2UIS AFSs O|0|X|7} SHHE AE X ThYIXIof Bee 4

0 O[0|X| Z=mel0| SHHE 2T ESOf 22 5 2= I{7|X|E AESHES &dst 7|2 O|0]X|
T2 ap AZ LT

[O]X|e] £A7F ZotEl SIH E= HISH git 2| ZX|E2|2] URLYLICE 2|XX|E2|2] 2{|0|otR0] 2t
RL2 CHE2t 25U Ch

N

or In
oF
C o

https://github.com/SUSE/manager-build-profiles
URLOIIM # 2Xt Fofl 2712 X1-e &= AELICE 0] 00l M= CHS master 27| AHSELICH
https://github.com/SUSE/manager-build-profilestmaster
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https://github.com/SUSE/manager-build-profiles#master:0SImage/P0S_Image-Je0S6

* tar O}7}0|=40f| CHBH HTTP(S) URL

4 MHO|M = ARIE|= tar OF7H0|E (23 = H| =) 2 URLYLICE

https://myimagesourceserver.example.org/MyKiwiImage.tar.gz

Kiwi 2= A|A”R AATF ZotEl ClAE2] Z2E YHYLICL O] CAME|= MESh UE SAE| 2|X|3lof

/var/1ib/Kiwi/MyKiwiImage
Kiwi 222 of||

Kiwi 22 %A%t config.xmlZ L ELICEH YEEOZ config.sh2t image.shT 271 ZLeHEIL|CE AA0|= root
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Kiwi 2= A|AEl0| CHst LIS Kiwi documentationof|Ad telst 2~ QI&L|C},

SUSE= SUSE/manager-build-profiles 374 GitHub EZ|ZX|EZ|0A 2tHstA| ZSsH= 0|O0|X] AA9 OIS
HSect,

2 E 4. Je0S config.xml2] 6j

<?xml version="1.0" encoding="utf-8"?>

<image schemaversion="6.1" name="P0S_Image_Je0S6">

<description type="system">
<author>Admin User</author>
<contact>noemail@example.com</contact>
<specification>SUSE Linux Enterprise 12 SP3 Je0S</specification>

</description>

<preferences>
<version>6.0.0</version>
<packagemanager>zypper</packagemanager>
<bootsplash-theme>SLE</bootsplash-theme>
<bootloader-theme>SLE</bootloader-theme>

<locale>en_US</locale>
<keytable>us.map.gz</keytable>
<timezone>Europe/Berlin</timezone>
<hwclock>ute</hweclock>

<rpm-excludedocs>true</rpm-excludedocs>
<type boot="saltboot/suse-SLES12" bootloader="grub2" checkprebuilt="true"
compressed="false" filesystem="ext3" fsmountoptions="acl" fsnocheck="true" image="pxe"
kernelemdline="quiet"></type>
</preferences>
<I-- CUSTOM REPOSITORY
<repository type="rpm-dir">
<source path="this://repo"/>
</repository>
-->
<packages type="image">
<package name="patterns-sles-Minimal"/>
<package name="aaa_base-extras"/> <!-- wouldn't be SUSE without that ;-) -->
<package name="kernel-default"/>
<package name="salt-minion"/>

</paékéges>
<packages type="bootstrap">

<package name="sles-release"/>

<!-- this certificate package is required to access {productname} repositories
and is provided by {productname} automatically -->

<package name="rhn-org-trusted-ssl-cert-osimage" bootinclude="true"/>

</packages>

<packages type="delete">
<package name="mtools"/>
<package name="initviocons"/>

</paékéges>
</image>
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SUSE Manager2 #|4 ME|Z RX|5t2{H SUSE Customer Center0i| 2% HZs}7{Lt Repository Management
Tool(RMT)2(E) ALERILICE RMTE Q20| 871 &tF0| 22 HX| AAE AEY £ JUSLICHL
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Jot
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0|8 | A2 7t | 6PG A | ME 1A
_______________________________________________________ +_________+___________ -———————
SLE-Module-Basesystem15-SP4-Pool Yes (r ) Yes No
SLE-Module-Basesystem15-SP4-Updates Yes (r ) Yes Yes
SLE-Module-Python2-15-SP4-Pool Yes (r ) Yes No
SLE-Module-Python2-15-SP4-Updates Yes (r ) Yes Yes
SLE-Product-SUSE-Manager-Server-4.3-Pool Yes (r ) Yes No
SLE-Product-SUSE-Manager-Server-4.3-Updates Yes (r ) Yes Yes
SLE-Module-SUSE-Manager-Server-4.3-Pool Yes (r ) Yes No
SLE-Module-SUSE-Manager-Server-4.3-Updates Yes (r ) Yes Yes
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company-calendar

[) calendar
iCalendar

LABEL:
- SUMMARY: Production Servers

- DATE: Each Sunday
- TIME: 22:00 - 00:00

- SUMMARY: Production Servers
RECURRING EVENT

- DATE: 2020-06-28

-TIME: 13:00 - 14:00

- SUMMARY: Testing Servers
- DATE: Each workday

- TIME: 08:00 - 16:00

EVENT

| RECURRING EVENT
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Chapter 16. s A

mgr-sync =7 = Y TETEN M ASEH, Web UM Y8 B2 AL2E 4 gl= SUSE ManagerE AHE3t7|
st 752 MIELICE mgr-sync® =2 8= SUSE Customer CenterOf] ®Zstn, HME 2 7|X| HEHE
AMBHH, SUSE Manager MH2t2| S7|2HE fIoll K22 &H|5H= A L|Ct.

0| =7= SUSE X[ =1t otH| AFEStE=E MA E|AHOMH, openSUSE, Cent0S % Ubuntu § 2E AA HIZH=
ZLQSIX| t&LICt

mgr-syncOlM ALY £ A= FHat Ql¢= Of HIO|S0|M =l & AFLICE mgr-sync Ho| THE FES
AEELIC.

mgr-sync [-h] [--version] [-v] [-s] [-d {1,2,3}] {list,add,refresh,delete}

H 4. mgr-sync HH

Bd 49 OlAl AHE

list ME, 2R XNAE SHE=HMELIE mgr-synclist channels

add e, 22 XA ZHE=MHE F7F mgr-sync add channel

<channel_name>

refresh ME, ML U259 2L AR ME mgr-sync refresh
kS,

delete 2 AAHIM 7|ZSCC =X X+H  mgr-sync delete credentials
S A

sync KNHE HE 7|3t B3O Z mgr-sync sync channel
SHEH <channel_name>

M ofA 2 M My OflA] A

help h WY AIRH U SMHEA  mgr-sync--help

version N/A X A2l mgr-sync HHH  mgr-sync --version
A

verbose v XtMist £3 HS mgr-sync --verbose

refresh

store-credentials s A zsHES 2 =4 mgr-sync --store

mdofl X & -credentials
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debug

no-sync

CHE2 mgr-syncoi| CHSH 22| | X[ LCE,

e /var/lib/containers/storage/volumes/var-log/_data/rhn/mgr-sync.log

* /var/lib/containers/storage/volumes/var-log/_data/rhn/rhn_web_api.log
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e SUSE Linux Enterprise 12
e SUSE Linux Enterprise 15
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Prometheus HRLE|= 34 AATE ZES NStH, HFLIE| 7|0 E Sl LS 37+ AULICH XtAlet L2t
ZHRStAARTE S22 https://prometheus.io/docs/instrumenting/exporters/olA golgt 4= AU&L|Ct,

Grafana
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ElasticSearch, MySQL, PostgreSQL %! Influx DB2 22 CtE C|0|E AAE X|YBfL|Ct Grafanadil CHSE XpA|SE

LHE2 https://grafana.com/docs/0ll M &g o JA&L|CE
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[UEGLICL JFEX| o™ HLIHE AMHo| IHF|X|E #8522 CIRELste MX[E £ UESLICH Prometheus
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o o Mt ZH|O|L LHE Q| Mof| A M| At H FHE| 0| SAEO|A mgrctl termS A BHLICE,
o ZAH[O| LHEOIA DU S SALSI2{H mgrctl cpE AHERLICE
o HIO|E{E XMZstz{™ PrometheusOl POSIX It A[AHRIO| LRPILICE POSIX g mHY
A|ARIO| Op IHY A|ABI2 X[ E[X| R&LICH NFS IHY A| AR X E|X| t&L|Ct
HXl: Web UIE A%t Prometheus AX%]
1. SUSE Manager Web UI0IlA PrometheusE 2 X A|ARO| M ALt HO|X|E B 4 O =2 0| SELICE
2. Prometheus 2QI2tS MEHSIO] DLIEE +~AlS SMalstal [ ME ]S 22U CL
3. Mt H52 Prometheus B9 2 0| S&tL|CY,

4. SUSE Manager At M 40] =%t SUSE Manager API Xt
CHe AJAR EEholl Tt HMA S 51 25H=X| =l gLICt.

il
0I>|

S YLIC Y XH 0| ZLE

5. 2R0j| w2t 7|Et 714 M S AT Fl LTt

7. highstateE M3t §SHO = AR LU= 2HQIRfL|CE

8. Prometheus 2IE{H|O|AE SHIEA| 2EEM=X| &L |Ch H2t2X0A 9090 ZE Prometheus?t &X|E
ME{S] URL(M: http://example.com:9090)Z o|s&fL|Ct.

4] DLEZIof| Cit XbM|EH LHE 2 Specialized-guides > Saltoi| A EZSHIA|2,

il £=5O2 Prometheus &%| & 1A

1. BLIEZ Mol A golang-github-prometheus-prometheus If7|X| & X|:
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zypper in golang-github-prometheus-prometheus

=13
=

2. Prometheus AMH|A S 2t SIEILICE,

systemctl enable --now prometheus
IE{H|O] AT}

3. Prometheus SHIEA|

2oE =X

golgtL|ct,  HEtRXolA, 9090 EE(:

http://example.com:9090)0| A Prometheus7} &X|E MHS| URLE O|SEtL|C}.

(=]

4. [etc/prometheus/prometheus.ymlOf|A A mUS
Manager At{ URLZ H1 SUSE Manager Xt

ZEEUC

# {productname} self-health metrics

scrape_configs:

- job_name: 'mgr-server'
static_configs:

4 HEE FIIELc
UX[St=Z AIEXL 0|

server.url2 SUSE

(o= | Ol
=1

> o - =
= | Hlnlu-lg o=

Yt

- targets:
- 'server.url:9100" # Node exporter
- 'server.ur1:9187" # PostgreSQL exporter

- 'server.url:5556'
- 'server.url:5557"

# JMX exporter (Tomcat)
# JMX exporter (Taskomatic)

- 'server.url:9800"' # Taskomatic
- targets:
- 'server.
labels:

__metrics_path__:

url:80' #t Message queue

/rhn/metrics

# 2E|E= AIAE HEZ]:
- job_name: 'mgr-clients'
uyuni_sd_configs:
- server: "http://server.url"
username: "admin"
password: "admin"
relabel_configs:
- source_labels: [__meta_uyuni_exporter]
target_label: exporter
- source_labels: [__address__]
replacement: "No group"
target_label: groups
- source_labels: [__meta_uyuni_groups]
regex: (.+)
target_label: groups

- source_labels: [__meta_uyuni_minion_hostname]

target_label: hostname

- source_labels: [__meta_uyuni_primary_fqdn]

regex: (.+)
target_label: hostname

- source_labels: [hostname,
regex: (.*);.*:(.%)
replacement: ${1}:${2}
target_label: __address__

address__]

- source_labels: [__meta_uyuni_metrics_path]

regex: (.+)

target_label: __metrics_path__

- source_labels: [__meta_uyuni_proxy_module]

target_label: __param_module
- source_labels: [__meta_uyuni_scheme]
target_label: __scheme__
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6. Prometheus MH|AE THA|ZFRfL|C
systemctl restart prometheus
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5. HIOJE{ 2A MIMOj|A Prometheus URL 2 =7t PrometheusE A& £Q1 A|AEIS 712|7|=X| &olgtL|Ct.

6. Heof met 7|Et 74 SME ALERE FolgL L.

8. highstateE M3t S HO = AR LU= 2HQIRL|CE

9. Grafana QIE{H|O|AE SHIEA| EEFE=X] hQIBtL|C HEtRX{0|A 3000 ZE GrafanaZl MX|E AHQ|
URL(Xl: http://example.com:3000)Z o|s&fL|Ct.

o SUSE Manager= AH{ XiA| AEl, 7|2 S210|¢E ZLIHY S8 2o AP LEE tHAEEE
HSeLict =4 74 Ho| X[ M Z2H| K'Y CHA|ZES Metsh 4= AELICE

AXl: Grafana =3 44|

1. grafana 47| X|E MX|LIC}
zypper in grafana
2. Grafana MH|AE g otEfL|C
systemctl enable --now grafana-server

3. E2t2X0|A 3000 ZE GrafanaZt &X|=l MO URL(GH: http://example.com:3000)Z o|s&tL|Ct,

4. 232 H|O|X|o| M AHE X} 0| S2t HIZHZ0f adming Y={RILICH
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10. Prometheus HIO|E| AA S MEHSIL|C,
11. Prometheus AtH2| 2HIE URLE X|&sHOF ghL|Ct.
12. [NZ L HAE |2 22/t
13. HAIEEE YZESIHH AO|E O 70l [+] Ot0| 2E St 2 [ JEE |E SELICL
14. SUSE Manager At 7H22| 29 CHA|Z S ID: 175695 2E3HLICH,

15. SUSE Manager 2210|21E 7HR9| ZQ tHA|ZE |D: 175702 2= 8L Ct.

210.3GB

° A LE 2o cHst XkAIS LH2 2 Specialized-guides » Saltol| A &=sHUA| 2.
o ° Grafana? $£5 Mx| 9 M ghHo| gt RpMIE RS https://grafana.com/
docsollM =holet £ AFLICH
17.3. SUSE Manager ZL|E{Z! 1M

SUSE Manager4 O|AS2 AtE3HH M7t Prometheus AtH| AEf HIEZ2IS L ESI==2 MAstn Sz2f0|ME
AAHIO| AATES MX| W Y s JAELICH

M XM 2L E{E

M XHA| AEf HE2Iofl= SESUI0], 2F MM 3! SUSE Manager LH 7t ZEHEL|CE O|2{et HIE2l2 Prometheus
AL Et ZelE Java O Z2|Z|0[H2 AZS Sl AHEE = UAFLICE

SUSE Manager AMH2t 871 S &= AAZE|= CHEat Z&LICH

o LE AATE: golang-github-prometheus-node_exporter.
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© https://github.com/prometheus/node_exporterg &=stdA|2.
* PostgreSQL AAZE: prometheus-postgres_exporter.

© https://github.com/wrouesnel/postgres_exporterg &EsHAAI.
° JMX AAZE: prometheus-jmx_exporter.

© https://github.com/prometheus/jmx_exporterg &=stdA|2.
SUSE Manager ZEA|2} &4 M S &= AAEE Ii7|X|:

o LLE MAIIE: golang-github-prometheus-node_exporter.
©  https://github.com/prometheus/node_exporters &&EsHIAI2.
e Squid AAIZE: golang-github-boynux-squid_exporter.

©  https://github.com/boynux/squid-exporter® &ZstMAIL.

ZE{= SUSE Manager Mt 9 TEAJ0f| OJ2] HX|=|0 A}XITH 2t systemd HIE2 7|22 H|gd%tE|0]

EXp: XA 2L E(R Edst

SUSE Manager Web UI0{| A Z2|x} > 22|} 314 > BLIE{Z 22 0| STL|Ct.

=

2. [MH|A Y3t S S2letLT.

3. Tomcat % Taskomatic2 X{A|ZHetL|Ct,

4. 9090 ZE Prometheus MH 2| URL(0l: http://example.com:9090)Z 0| 5&tL|Ct.

5. Prometheus UI0l|A MEll > CHAHO Z 0| 53810{ mgr-server 152 2 E A= QIE T} ZHE FQIX| EHolgtL|ct,
6. Web UI2t &7H GrafanaT MX|st 22 SUSE Manager At CHA|2=9| 2ta|x} > 2t2|xt 14 > BL|E{Z0i|A

MH QIAOIEE = &= ASLILE.

Web UIE AFEISto] Wi XA e} 2uIE{2lpt SHSEHEl & 2Lk Prometheusts ZEA
@& i3t HEZS RSO ATSHR| RBLICL TEAOIN Xixl AE) BLEZS st
AATES 2502 MX| U FASHHO} BLICH

SUSE Manager MHOIM T &= 2 HEZI2 Ot Z&L(C

H 6. MH S7|(ZE 80)

HEz2! 7Y a4

uyuni_all_systems AlOIX| TH| A A
uyuni_virtual_systems AlO[X| Thel A AR
uyuni_inactive_systems AloIX| g A AEN
uyuni_outdated_systems AlO[X]| Qe E 7|7 U= A A=>

101% / MH| 178% 17.3. SUSE Manager 2L|E{& 14 | SUSE Manager 5.0


https://github.com/prometheus/node_exporter
https://github.com/prometheus/node_exporter
https://github.com/prometheus/node_exporter
https://github.com/prometheus/node_exporter
https://github.com/prometheus/node_exporter
https://github.com/wrouesnel/postgres_exporter
https://github.com/wrouesnel/postgres_exporter
https://github.com/wrouesnel/postgres_exporter
https://github.com/wrouesnel/postgres_exporter
https://github.com/wrouesnel/postgres_exporter
https://github.com/prometheus/jmx_exporter
https://github.com/prometheus/jmx_exporter
https://github.com/prometheus/jmx_exporter
https://github.com/prometheus/jmx_exporter
https://github.com/prometheus/jmx_exporter
https://github.com/prometheus/node_exporter
https://github.com/prometheus/node_exporter
https://github.com/prometheus/node_exporter
https://github.com/prometheus/node_exporter
https://github.com/prometheus/node_exporter
https://github.com/boynux/squid-exporter
https://github.com/boynux/squid-exporter
https://github.com/boynux/squid-exporter
https://github.com/boynux/squid-exporter
https://github.com/boynux/squid-exporter
http://example.com:9090
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pg_stat_database_tup_inserted counter
pg_stat_database_tup_updated counter
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©  https://github.com/prometheus/node_exporter=
* PostgreSQL AAZE: prometheus-postgres_exporter.

© https://github.com/wrouesnel/postgres_exporterg &ZsHHA|2.
* Apache dIAIZE: golang-github-lusitaniae-apache_exporter.

©  https://github.com/Lusitaniae/apache_exporters &xsHAI2.
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* https://grafana.com/docs/grafana/latest/administration/user-management/user-
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rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="minion.example.com" --set-cname="minion.example.com" --no-rpm
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Chapter 21. H11A| MM

SUSE ManagerS AFSSHH AFSXP7L CHYS HOME MME 4 9
-5 b

)
ol
i
o
>~ o
HT
[
o =
o
N
18
rot

ZZ|o| AHELZE ZYe 1 RESHA AEY + AFLICE E3], 22| %9_ 42 32 83t=
4410] SUSE Manager Web UIOIIM HEE #3522 £Est= YAIECH ?_E._°”—|Ef

2t Specialized-guides > Large-
UAELICE Ol= SQL AN E X|St= EN =7 E ED
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HHE =7 spacewalk-reportS ALE5I0] AFH AHEI 2D
deployments2| TQIOZ 2t St=Al HIME MMst &
H|OE{H|O| A0 HASID HIO|HE & FESIH &Y
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(1) MH ZAEo|Lf Lol BHA|S Al3s7| Mol mgretl termS AFRBILIC

r2

HOME HM52{H spacewalk-reports If7|X|7} HX|=|0] RL0{0F BILIC}. spacewalk-report BHE AESt
SUSE Manager2| ZAHIE, A| AR ST ALEX} 2| AA0 CHS HOME 18 S EAIE 4= USLICE

Specialized-guides > Large-deployments? =92 O|X| spacewalk-report=
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spacewalk-report <report_name>

21.2. spacewalk-report nxl E._'L EIIOIE'I H'"olﬁ

spacewalk-report= 7|2XMOZ A H11 H|O|E{H[0|AE ALESI0] H|0|E{E FERLICL Ol= ME MEE HA7}
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errata

74 7|2: ZIAEIE  system-history-

kickstart

I 7|12 17| X| system-history-

packages

74 7|=: SCAP system-history-
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MD5 21Z M system-md5-

certificates

AX|E 7| x| system-packages-

installed

AAE T=md system-profiles

NN users
MD5 AtEX} users-md5
22| E|= A AR users-systems

] EJ_MO{I I:H°* ﬂ Mgt LHE2 --info L= --list-fields-info
Q/UESLICEH J8{H BN M 7ts

T2 £ 8l S0 chet XiAet LiE=2
--help TIEIO[HE F XY AIL.
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M A= ASLICE

created_date €0|
M A ASLICE

created_date €0|
H A= ASLICE

created_date E0|
MHE|RASLICE

organization_id
EO| MAHE|RSLICE.
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Chapter 22. H¢t
22.1. OtAE HE X| 20| 220|SE -

=o 20 £2 YEYI PHOIME Salt S2AAET SF DRAE| HZSHD YK Selsiop st ZL7t
ULICL S2AOIAENN DIAER REY ZAS Mol WA Salt O|LY 74 U0 OjAES] KBS
e

Z20|AHENM a4l Salt O|L|HS AF2SH= AR [etc/salt/minion.d/custom.conf L=

o S2I0|HE0|M Salt HES A= AL /etc/venv-salt-minion/minion.d/custom.conf
02|30 ChS BALS nhELch.
(1) Mt ZE 0|1 Li5L0| Aoi| M| ASH2{H ZAE|0|Lf ZAEOH| M mgrctl term AL Ct,

Ex}: OFAE| 2] X| 22 EC0|HE| =7t

1. OIAEQ BHE TEDENM RE A= OHZ BHE AHZ510] master.pub X[22 Z&LICEH
salt-key -F master

Z2I0|HENA /etc/salt/minion.d/custom.conf EE= [etc/venv-salt-minion/minion.d/custom.conf
TN oS gLICt o] 2+l =715t Of| K| X| 22 CHAIE OtAE S| X2 2l efL|Ct.

master_finger: 'ba:30:65:2a3:d6:9e:20:4f:d8:b2:f3:37:d4:65:11:13"
2. MH|AE CRA| A|ZFRLICE salt-minion| 22 CSS ALt

systemctl restart salt-minion
3. EE= venv-salt-minion| 22 CtSS AAeLICt

systemctl restart venv-salt-minion

Salt HE0|| CHst XtA|SE LHE 2 Client-configuration » Contact-methods-saltbundle0i| A 218t 4= QI&L|CE,

Z2to|HENA Eot Mo it L8 https://docs.saltproject.io/en/latest/ref/configuration/
minion.htmlollA =olg 2 JQEL|CE

22.2, 2| ZX|E2| HEIH|O]E]
2|2 K| £ 2| OEICIO|E{0] HRSI2IE ALEX Hel GPG 717 BRELICH
© M HEI0IL Lo o] 9K AR HEfO|] SASOIA mgretl term AWEILIC

EXl: AH2A He| GPG 7| 4
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1. RE MEXtZ gpg BHE AE5H0] M 7| S WHLICt.
mgrctl exec -- gpg --full-generate-key

). TETEO|M RSAS 2048H|E 37]9| 7| SO Mefstm, 7|o| HE ol WS MeStL|CH A 7|of Cigt

ote 8%, 718 MEsh= ol =320 == 88S

gpg --list-keys

6. [etc/rhn/signing.conf 4 THAU0|| 7|Z Q| HIUHSE FIIEILICE O EUS et H HIAE HET|O|NM
oS F0 CHS 2kl S F7HetL ct.

GPGPASS="password"

GPG 7| ZAAl0f| cHst XtA|8t LHE 2 Administration > TroubleshootingOf| A 2t0lg &~ QI&LICH,
mgr-sign-metadata-ctl B2 ALE5t0 BH S0l M HEIH|O|H MES 22| & ASLICH

Zx}: HIEHHIO[E] ME g3}

1 AMET 7|9 B2 AEXE LOtOF BLIC ALSE 4= A= B2 g4
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ot
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mgrctl exec -- gpg --keyid-format short --list-keys

pub  rsa4096/3E7BFEQA 2019-04-02 [SC] [expires: 2029-04-01]
A43F9EC645ED838ED3014B035CFA51BF3E7BFEQA

uid [ultimate] SUSE Manager

sub  rsa4096/118DE7FF 2019-04-02 [E] [expires: 2029-04-01]

2. mgr-sign-metadata-ctl O = H|EIC|O|E MBS 2ttt

mgrctl exec -- mgr-sign-metadata-ctl enable 3E7BFEOA
OK. Found key 3E7BFE@A in keyring.
DONE. Set key 3E7BFEQ@A in /etc/rhn/signing.conf.
DONE. Enabled metadata signing in /etc/rhn/rhn.conf.
DONE. Exported key 3E7BFEQA to /srv/susemanager/salt/gpg/mgr-keyring.gpg.
DONE. Exported key 3E7BFEQA to /var/spacewalk/gpg/<KEY_NAME>.key.
NOTE. For the changes to become effective run:
mgr-sign-metadata-ctl regen-metadata

3. g BB 2 F40| SHIEX| =lglL|ct.

=

oo

mgrctl exec -- mgr-sign-metadata-ctl check-config
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4. MH|AE THAIZFSHD HIEFH|O|E XA S of| ofsto] tHAALetS X 8fL|Ct.
mgrctl exec -- mgr-sign-metadata-ctl regen-metadata

mgr-sign-metadata-ctl HHE ALE5t0] CHE AHYUS Y s JSLICL TH =E2 E2{H mgr-sign-
metadata-ctl --helpS AI2¢tL|Ct,
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2. SUSE Manager Web UIZ Ar23t0q highstateE X 28fL|Ct,
GPG 7| 2x| si{ Zof| cHst XEMI$H LHE 2 Administration > Troubleshooting0i| A oIt 4 QI&LIC
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LESHHLE HXQl 0| RE Ti7|X|of| Chet AA FEJH QP AL SUSE Manager A0l A

=
o AELICH

mot

() Dl2{2 AA I§7|X| = A3t o] C|AT B2 ALRY £ Q&L
(1) Mt ZE 0[] LHoll A EHAIS Aelist| Fofl mgretl termS AMRSILILL.

K} AA O§7|X] O]z

1. [etc/rhn/rhn.conf 714 ItU S E 11 L3 2HQIS F7HgfLC
server.sync_source_packages = 1

2. Spacewalk MH|AE CHA| A[Z5H0] tHE AletES X ETfL|C
mgradm restart

SE [ZX|E2|of cha HAH o 23k Sdetet o~ JAELICE 0|2 S 57| 2o 7HE 2| ZXEL| S

rx et
m
et
I~y

0| 7| 50| gt Lt M 2|XX|E2| S7|2 & SUSE Manager Web UIO|A A4 TH7|X|E AHEY 4 AFLIC
Ol Hto|H2] ThF| X[ 222 HA|Z|H Web UIO|M 21F CH22E8 4= QGL|CH 24 T§F|X[= Web UIE AFE3HH
S2to|UE| EX[ 4= Q&L

22.4. OpenSCAPE A28t A|AH! Kot

SUSE Managere= OpenSCAPE AHE5t0] 22I0|HE0]| CHet ZALE ™ ELICE ZE S2H0|AUE oot #d E

HALS of|of 8l etelet 4= AELICE
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SCAP 274

SCAP(Security Content Automation Protocol)= FRL|E| OtO|C|0{0f|A DHMEl AT R80| 7Hsst A9
SO R, AEIEt0o|X AAHIO AAHR HOLZ RX|SH7| I8 NIST(National Institute of Standards and
Technology)Oll M SX|E456H= AFLZLICE

SCAPE AIAZ BoH2 QX[s}7| 28t BESHE T2 WAS HSo7| Ao BHS0HOM, 85 BES HRLIE X
AE{Z2L0|X HIXLIAS| LIXE SFe7| 9o K4XOZ HAFLIC, YBTO|D vz Tt WY T 558

HMS3t7| sl A7t AFE2 NISTS| SCAP E2[A F7|0f 2J3f| 22| ElL|C XEMISH LHE 2 THOIA gfelet &= JAELICE
* https://csrc.nist.gov/projects/security-content-automation-protocol

* https://www.open-scap.org/features/standards/

* https://ncp.nist.gov/repository?scap

SUSE Manager= OpenSCAPE AtE3t0] SCAP AIXES F8BtLICE. OpenSCAPE XCCDF(Extensible
Configuration Checklist Description Format)E &&83st= ZiAL =HRLICE XCCDF= ZAAL 559 g2
LIEfLlE HEZE 2Ao|H Hot AA S22 H™MogfL|Ch 3 CPE(Common Platform Enumeration),
CCE(Common Configuration Enumeration), OVAL(Open Vulnerability and Assessment Language)=t 22
CHE ArFat AetsHo] SCAP Q1F MIZ0IM ME|e 4= A= SCAPE HAE= HA SE2 Yot

r\l.l

OpenSCAPE= SUSE Eet HollA Mot HHES A3t X[7h AE=X| 2ARLITH OpenSCAP2 A[AH Hot
74 2EE golotd BE G Ao 7|HSt #AS &SI A|A”S| &4 FFE HAMRILITH SUSE 22F Fofl Tt

XEMISE LIS 2 https://www.suse.com/support/securityE =oAL,

rot

SCAP AZHS 2I5l| S2}0IHE FH]

AIEFSE7| ™, SCAP AZHE fl3l| 22

-

O[HE AR S ZH[oHOF gLICt.

(5 ) SSH 12t HHH 2 AL23= Salt 22H0|HEO|| M= OpenSCAP ZALS AFRE 4 glgLCt.
A7 Z20[QIEL AZHO| 43 ol Z2to|AEol|A 7ROl HBa|e HEE OIS 238 4
o ABLICE Red Hat 220|9IE Q| Z AZHEt 2t 22L0|HE0|M %4 2 GB2| RAMS ALRE 4
Qlofof gfL|ct

AlZtSE7| Hof| 22t0|HEN OpenSCAP AFHL2F SCAP Security Guide(ZIHIE) IH7|X| 2 A X|EtL|Ct 2 AIF|of
w2t o2t If7| Xl 7|2 2F M| =& SUSE Manager 22t0|HE = 720f| Zatz|of JAELICt,

ozl Hio|=0ll= Rt M7 X|7F LFE &[0 QISLICE

H 13. OpenSCAP I 7| X|

29 N AN HElE
SLES openscap-utils scap-security-guide
openSUSE openscap-utils scap-security-guide
RHEL openscap-utils scap-security-guide-redhat
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https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap
https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security

2 M= 2314 gHAE

CentOS openscap-utils scap-security-guide-redhat
Oracle Linux openscap-utils scap-security-guide-redhat
Ubuntu libopenscap8 scap-security-guide-ubuntu
Debian libopenscap8 scap-security-guide-debian

RHEL 7 & =%t A|ARI2 @efEl HEHIET}L Z3tEl scap-security-guide IH7|X|E H|BELICH SUSE Manager
Z20|HE =70 ZEHEl scap-security-guide-redhat 117 | X| £ At25t= 20| E&LICH

SUSEE Cst openscap Z2IHA0] CH3t scap-security-guide I 7| X| S M SEfLICE scap-
security-guide®| oixj| H{T0| A SUSEZ} X|{5t= T2 Ip:
e SUSE Linux Enterprise Server 12 3 158 DISASTIG 20}
® SUSE Linux Enterprise Server 12 5! 158 ANSSI-BP-028 =1}
® SUSE Linux Enterprise Server 12 3! 158 PCI|-DSS =1}
e SUSE Linux Enterprise Server 158 HIPAA Z2 I}
* SUSE Linux Enterprise Server 12 % 158 CIS ZZ1}!
o * SAP Applications 158 SUSE Linux Enterprise Server?| 38 22t 0|0|X| 2%t
e SUSE Linux Enterprise 158 28 Z2z2tE 43}

o SLE12 3 152 EZF A|A" HOF T 2Tl

Of 259 tE Z=m2 FHFLIE|MM HISet ZiojH SUSEMM SAMe=z X|#5HA|

HISUSE 2% HHe Ze ZotE Zzm2 HRUEAM HIdts Z=obUulct
SUSEXME SAHL =2 X|/USHA| §AELICt.

OpenSCAP Z{HIE m!

OpenSCAPE= SCAP ZIHIE HIUS AESIO| HAE AAS FOlglL|L). o|2{gh AHE M2 XCCDF £& OVAL
EES 7oz HYELICH SCAP Hot 7H0| =T OfL|2t SIHMO = AR Y 4= = HUHE TiUS HHR2EE5D
QA0 w2k AL X Fold 4 AELICH O2|10 7|2 HHE MY JZSI8 SCAP 2t J10| = I7|X| S EX[g £

— - ——

UFLIL}. EE= XCCDF = OVALO]| =50t 22 Xt ZIHIE el s dde +~ AELICH

HESS AIESI0] SCAP HHE MUS dYdt= 20| AFELICE XA ALEXL Fo| ZHE
A oS WY 9 AI8StE ZR AM0| BE IS H4oloF eLICh ASXL Fo| AHE s
AHSt0] A|ARIO| &4HEl Z 2 SUSEOAM XIISHR| gb2 &= A&ELICH
ZHE ojls Yyt 20 =oig s —E*Efol01 EZ Ssliof FLch 225 MF MHIE AHE3t71Lt Salt(Cll: salt-
cp = Salt File Server), ftp ££= scpE AFEH0] HEYIE S8l THE TYS 0|SY Wt St A= 0f

SUSE Manager2 #2[sh= S2t0|AE| HE mMAS HiEsH= I7|X[E ddst= 0| AT ELIL F2ES
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https://docs.saltproject.io/en/latest/ref/cli/salt-cp.html
https://docs.saltproject.io/en/latest/ref/cli/salt-cp.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html

[sf THZ|X[7t MY 2 ASE 4+ JSLICE XASE LHE2 Administration > Custom-channelsOi|A|
|

OpenSCAP ZE2I}! At7)

2 M|Foff 2t ChFSt OpenSCAP ARIE T Sl T2 MAUS AFSS 4 QUL ZHIE Ot o JHofl= Z20t0|
FOH ol et ZetE & AELICEH

RPM 7|8F 2 KXol M CHE BHEE AFE5I0] AH2 7Hs et SCAP IHE Q| 9K S =helgtL Ct.
rpm -ql <scap-security-quide-package-name-from-table>

DEB 7|8t 2 H|H|0i| M Ct=2 HHE ALESHY ALE 75t SCAP LU 2| 9IX| S 2l gfL|C.
dpkg -L <scap-security-quide-package-name-from-table>

Xt

=

A0 Mt SCAP ZHIE Il

o

A

1]
rio
ox

2 SCI0|UENM A Jtset T2 S LIS}

oscap info ./usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xml
Document type: Source Data Stream
Imported: 2021-03-24T18:14:45

AE&Rl: scap_org.open-scap_datastream_from_xccdf_ssg-slel5-xcedf-1.2.xml
MME: (null)

HH: 1.2
HIAEAE:
Ref-Id: scap_org.open-scap_cref_ssg-slel5-xccdf-1.2.xml
AMEH: draft
MME: 2021-03-24
OH”E'. true
oZ2ot:
XM|=: CIS SUSE Linux Enterprise 15 Benchmark
Id: xccdf_org.ssgproject.content_profile_cis
M|=: Standard System Security Profile for SUSE Linux Enterprise
15
Id: xccdf_org.ssgproject.content_profile_standard
M| : DISA STIG for SUSE Linux Enterprise 15
Id: xccdf_org.ssgproject.content_profile_stig
AXE ool m:

ssg-slel5-oval.xml

system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-sle15-ocil.xml

system: http://scap.nist.gov/schema/ocil/2

https://ftp.suse.com/pub/projects/security/oval/suse.linux.enterprise.15.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5

SIGIE
Ref-Id: scap_org.open-scap_cref_ssg-slel5-oval.xml
Ref-Id: scap_org.open-scap_cref_ssg-slel5-ocil.xml
Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-oval.xml
NS

Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-dictionary.xml

AME A St I F2 S 2ol s | Sl SLCh
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|>
:

7

=

HHE DS X = TESHH LA AUE A + ASLICEH SUSE Manager Web UIE AFESHO] ZAt
E & Il AAE ofofe == AELIC
Ex}: Web UIOIA ZHAF A7H 2

1. SUSE Manager Web UI0I| A AJAE > AJAR SEO = 0|S3510] A7t S20[HES MEHBIL|CY,

2. BA S = 0| S50 2 Ste| Mo = O S LIt

3. XCCDF 2M 2 Z=of Z2t0[AUE0M AH8E SCAP HIES! 3! T2mtof Chet mj2to|HE YeLCh ol

= =
Chsat Z&L T

H&: /usr/bin/oscap xccdf eval
HHZE Ql: --profile xccdf_org.ssgproject.content_profile_stig
XCCDF -,-k|°| ZAE: /usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xml

0 --fetch-remote-resources IIZt0|E{E Ar2StH CHEZFO| RAMO| TPIL|Ct, st
file_recv_max_size /2 S0 & = JU&LICH

o XCCDF ZIHIE m2 Reds ditet = 3 A|AHM Jd>ELICH ARE oo Xz
QU7 | H HAETF MnfetL|ct.

EX}: APIOIIA] ZEAF AZH A

1. AEFS| H, AzHst 22H0|AE0f| Python B! XML-RPC 2t0|E2{2| 7t MK|=|0f Y =X| =HolstL|ct,
2. 7|2 ATRZEE MEHSIHLL system.scap.scheduleXccdfScanS Sdli A|AH ZHAS ofsts| st
ASZEE MMYL|CL o= CHS 2t Z5LICH

#!/usr/bin/python3

client = xmlrpc.client.ServerProxy("https://server.example.com/rpc/api')
key = client.auth.login('username', 'password')
client.system.scap.scheduleXcedfScan(key, <1000010001>,
'<path_to_xcedf_file.xml>",
"--profile <profile_name>")

O] oflolM: * <1000010001>2 A|AHE! |D(sid)RILICt * <path_to_xccdf file.xml>2 Z2t0|1EQ| HEHIE
ot Q| x|of| cHst ZZQILICE o|E S0, /usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xmIQ!L|C}t, *
<profile_name>2 oscap HFo CHet =7t 1=t oE =04,

[ = |

united_states_government_configuration_baseline(USGCB)2 AFE&LILCE.

3. BY CETEO|M, AT S2t0|oE0| ASYES ML

Aot ZAtof Cet HE = SUSE Manager Web UI0| R&LICt 21 0|22 &l5tHH ZHAL > OpenSCAP > B E
AMOE O[S TfLIC. O H|0| =2 Cl|0|E{0f| CHEH XiA|TH LHE-2 Reference > Auditol| A 2holeh 4= AU LICE

U
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ol chEt RtMlst HEE ALSStE{T S2H0IIE 0| A BHBISOF BILICE SUSE Manager Web UIOIA BH2|} >
%oz 0|Sot 22H0|AET} 43 TXS S2UBLICH 74 WO O|SSH0] AMIS SCAP IR P2 T3} 42
LIC}. ZABtole, DE AZHO|A XPAISH B2 7 EBHE 27k HTML TH0] WA ELICH ZTtols CHn QAR
felo] EAIELICE,

NSt
ESIE]

spacewalk-report system-history-scap
spacewalk-report scap-scan
spacewalk-report scap-scan-results

SUSE Manager APIE AtE3t0] system.scap S Z ZtE 2ol & JUGLICE
23

Z2l0|HE AAEIS Z3518H7| @8] &8 Bash AIZIEQ} Ansible Z2{|0|20] 53t SCAP EQt 710| = 17| X|of|
M ZELICt o= ChS 2t Z2&L

/usr/share/scap-security-quide/bash/sle15-script-cis.sh
/usr/share/scap-security-guide/bash/sle15-script-standard.sh
/usr/share/scap-security-quide/bash/sle15-script-stig.sh

E 6. Ansible Z3|0|&

/usr/share/scap-security-guide/ansible/sle15-playbook-cis.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-standard.yml
/usr/share/scap-security-quide/ansible/sle15-playbook-stig.yml

S20[AUE A AR0|M AnsibleS &-dottt = HH Y S AFESH7LE AnsibleS AHE0H0] A & ASLICE

Bash ASHEE A8 £3 &

o2

2= CHA A AR scap-security-guide TH7|X|E A X|LICL XtA[et L8 2 Administration > Ansible-setup-
control-node0i| A =toleh 4~ JUELILCE

e W AIREE 2F 2 M W HiIofl what CHELICH s ols OffA] - Bash AT EE MMojA

Thd A|ARIOM Bash 23 EHEES #4 BHOZ MAHTL|C.

L MAR JHR Ol M QIABIAS MERSHLICEH O3 CHS M AP > 312 B™-oi|M LSt 20| Bash A3REES
xEABH|C)
od
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#!/bin/bash
chmod +x -R /usr/share/scap-security-quide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

2. [2d™]= S=EL

=

o 20 9 ASZE 0|22 IR BT Afo|ofl A HAELICE OfF|= 0| A| 47 Bash A 22 =
MO M EoIBt 4 ALt

0i2] A|ARIO|A A| AR ME 2H2|XHE AFE510] bash AT RE 4

oh Hoj| of2] A|ARIOM RAH HHOZ Bash AFEEES AAetL|CE

L A2 OF0[ HY=|H A AR 2FS S 25130 H|0| S0f| A SSMO|A AFES MEHBILCY,

n...

2. NAH MIE t2|xte| 7|E > @1 B0 M CrZ2F 20| Bash 2A3EES ZHIEfLC.

#!/bin/bash
chmod +x -R /usr/share/scap-security-quide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

oAl &8 Bash A3 EE
SUSE Linux Enterprise openSUSE 3 H3%

Ol A] SUSE Linux Enterprise % openSUSE A3 & E H|0|E.

o7 | x|
scap-security-guide
e
* SLE12:SLES12 ¥HI0|E
* SLE15: SLES15 2 & Basesystem G0 E
Bash A3 E C|HEZ|

/usr/share/scap-security-guide/bash/

Bash AEZE

opensuse-script-standard.sh
sle12-script-standard.sh
sle12-script-stig.sh
sle15-script-cis.sh
sle15-script-standard.sh
sle15-script-stig.sh

Red Hat Enterprise Linux %! CentOS Bash A3 & E H|0|E

Ol A| Red Hat Enterprise Linux %! CentOS 23 & E H|0|H.
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o centos7-updates?| scap-security-guided= Red Hat Enterprise Linux A3ZERt

Zote|of ASLICE

7| x|

scap-security-guide-redhat

* SUSE Manager =+

Bash A3ZE C|AER|

/usr/share/scap-security-guide/bash/

Bash AEERIE

centos7-script-pci-dss.sh
centos7-script-standard.sh
centos8-script-pci-dss.sh
centos8-script-standard.sh
fedora-script-ospp.sh
fedora-script-pci-dss.sh
fedora-script-standard.sh
ol7-script-anssi_nt28_enhanced.sh
ol7-script-anssi_nt28_high.sh
ol7-script-anssi_nt28_intermediary.sh
ol7-script-anssi_nt28_minimal.sh
ol7-script-cjis.sh
ol7-script-cui.sh

ol7-script-e8.sh
ol7-script-hipaa.sh
ol7-script-ospp.sh
ol7-script-pci-dss.sh
ol7-script-sap.sh
ol7-script-standard.sh
ol7-script-stig.sh
0l8-script-anssi_bp28_enhanced.sh
018-script-anssi_bp28_high.sh
018-script-anssi_bp28_intermediary.sh
0l18-script-anssi_bp28_minimal.sh
0l8-script-cjis.sh
0l8-script-cui.sh

0l18-script-e8.sh
018-script-hipaa.sh
0l8-script-ospp.sh
0l8-script-pci-dss.sh
0l18-script-standard.sh
rhel7-script-anssi_nt28_enhanced.sh
rhel7-script-anssi_nt28_high.sh
rhel7-script-anssi_nt28_intermediary.sh
rhel7-script-anssi_nt28_minimal.sh
rhel7-script-C2S.sh
rhel7-script-cis.sh
rhel7-script-cjis.sh
rhel7-script-cui.sh
rhel7-script-e8.sh
rhel7-script-hipaa.sh
rhel7-script-ncp.sh
rhel7-script-ospp.sh
rhel7-script-pci-dss.sh
rhel7-script-rhelh-stig.sh
rhel7-script-rhelh-vpp.sh
rhel7-script-rht-ccp.sh
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rhel7-script-standard.sh
rhel7-script-stig_gui.sh
rhel7-script-stig.sh
rhel8-script-anssi_bp28_enhanced.sh
rhel8-script-anssi_bp28_high.sh
rhel8-script-anssi_bp28_intermediary.sh
rhel8-script-anssi_bp28_minimal.sh
rhel8-script-cis.sh
rhel8-script-cjis.sh
rhel8-script-cui.sh
rhel8-script-e8.sh
rhel8-script-hipaa.sh
rhel8-script-ism_o.sh
rhel8-script-ospp.sh
rhel8-script-pci-dss.sh
rhel8-script-rhelh-stig.sh
rhel8-script-rhelh-vpp.sh
rhel8-script-rht-ccp.sh
rhel8-script-standard.sh
rhel8-script-stig_gui.sh
rhel8-script-stig.sh
rhel9-script-pci-dss.sh
rhosp10-script-cui.sh
rhosp10-script-stig.sh
rhosp13-script-stig.sh
rhv4-script-pci-dss.sh
rhv4-script-rhvh-stig.sh
rhv4-script-rhvh-vpp.sh
sl7-script-pci-dss.sh
sl7-script-standard.sh

Ubuntu Bash 23 & E {|0|E

oAl Ubuntu 232 E H|O|H.

7| x|

scap-security-guide-ubuntu
N
e SUSE Manager =+

Bash A3ZE C|AEZ|

/usr/share/scap-security-guide/

Bash AEZE

ubuntu1804-script-anssi_np_nt28_average.sh
ubuntu1804-script-anssi_np_nt28_high.sh
ubuntu1804-script-anssi_np_nt28_minimal.sh
ubuntu1804-script-anssi_np_nt28_restrictive.sh
ubuntu1804-script-cis.sh
ubuntu1804-script-standard.sh
ubuntu2004-script-standard.sh

Debian Bash A32 E 0j|0|E{

Ol|A| Debian A3 2 E H|0|H.
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7| x|

scap-security-guide-debian

e
® SUSE Manager =+
Bash A3 ZE C|HEZ|

/usr/share/scap-security-guide/bash/

Bash AEZE

# Debian 12
debian12-script-anssi_np_nt28_average.sh
debian12-script-anssi_np_nt28_high.sh
debian12-script-anssi_np_nt28_minimal.sh
debian12-script-anssi_np_nt28_restrictive.sh
debian12-script-standard.sh

22.5. #A

SUSE Manager0fl A= 20| ZtAl Ztolg Soff nZ4g X3t 4 QIALICE Z2t0|HEN BE CVE(Z7) 2ot mx]) 7t
™ 2 0f 2| Al AE{QIX| Sfolstn, = UX|S £85LH, OpenSCAPS ALRSHO] ALt 22 stolst 4 QLI
SUSE Manager Web UIO|| A ZEALZ O| 55104 ZEAL RtH S SastL|Ch
CVE ZAL
CVE(ZE 398 U L £)= ZHH O Ua{xl Hot #|oFHof ot XL Ct

(1] A 2 Q7 Bl ZA| CVEZ S2to|HEof HEsfjof Bt
2} CVEOIl= Al 5, &|obMof| Tt A ol 27} Heof| th3t 237 Zete|of QUBLICEH CVE Al W o| 3Ale

CVE-YEAR-XXXXQ!L|C},
SUSE Manager Web UI0{| A ZHAF > CVE ZEALZ 0| S5t0] 2= S2t0|HE S= 3t HxH I X| MEfE &holgtL|Ct,

J|2XoZ mX| HI0|E{= DHY 23:00A10 HCIO|EELICE HOIEE M2 TX A& HX|7F Q=X &Ist = CVE
AAE AFSHE Z80] ESLICH
2t %] Hjo]E] HH|o|E

1. SUSE Manager Web UIOflA| 2t2|X} > Y AHESZ 0|S3I0| cve-server-channels-default 2T
MEfBLICE

2. [ cve-server-channels-bunch ]£ £&2!&tL|Ct.

3. [ 2 2 ]S S2/6t0] 2 S ollfHLIC AU S 220t = CVE HAE A% TIdgLIC

Exf: D] el 2l

1. SUSE Manager Web UI0i|A{ ZAl > CVE ZHALZ O S&fL|Ct.
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2. £ CVEQ TiX| HEHE =telst2{™ CVE HE ZEOf CVE Al'EXHE & L(Ct

=

3. RS UK MEHS MEOLILE BE MEHS SQIStH BE MEiS MEE el QAIBLIC

-"1—- O

4. [ MH ZAH]E S2I6t0 2= A[A-IS =I5 Lt [ O|0IX] ZAt [ S215t0 2= 0[0|X|E =hlgL|Ct.

=

& G0l M= 2t ALl chet FFH

% = HS o Z5t7| 2lsll +&sliof St Aol st HEE MISELIL sieddts 3¢
FEAME = WX SEE MSEUCHL F7HXQ 22 K2| S 216 AAH MEO| AARS S £ ASLICH

SUSE Manager APIE AE5t0{ 22I0|HEQ| IiX| MEHE 2ol £~ AUESLICE audit.listSystemsByPatchStatus
API | AEE AFESHH ELICH o] 2ol Chst XtA|$ L8 2 SUSE Manager API 7}0| Z0| A 2olgt 2~ QUEL|LCE.

= =T

OVAL

M2 Hio[Efofl M CVE HEE HMst= 7|5 /o= SUSE Manageroﬂh O|H| OVAL I}0j| A
CVE MF AMEE 7IME X J150] ZE[of AFLILE 0] 7|52 X 7I& D|2|H7]|=2

o 2t

AL2XE7F 0] 7|58 AlYstl OEHS
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HHHOI| OVAL HlIOIE = #| b XHA|ofl CHet HE oF A|ARIO| CVEO| F|ASte & RStz TH7|X|E MISELICh

M2 Cllo[E{ 2t ALE3I0| CVE HALE +&5t= A= 7hsSSHX|T, OVAL HIO|EE S7|=t5tH £3| M=ZH|0] FF-o|Lt
SE X Fofya 2HE F2 2nto| ety S e o+ ASLICL

OVAL Clo|E&= xHE dlo|HECt M JpHELICH OlE =0, openSUSE Leap 15.49] OVAL CO|EH&
of 50MBYILICE.
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=

MM ®MSE[= 20|12

OVAL 7|52 #8 S¥2 tt3a Z &Lt

o JI2Yo = HEM3E: 0| 7|52 72X E THM UM, ALEXI7t rhn.conf 4 IIUS
YOO ESt 27 MH|AE CHA| AJZISHO] HAIX 2 = 2 stel{of BTt

o E|EE = AZ: EXVFLUSHH AEX= EE ME 7|8 CVE MR B S + ASLICH

S 13 Afgh x7| HAEJL S™EAX T, d5u 2 TS| == 2&20|
O, 72 XXt Hedh = JUELC

131% [ HX| 178% 22.5. 4 AH| SUSE Manager 5.0



* 7|2X2=Z OVAL HO|E{= OHY 23:00A01 HCO|EELICE HOJEE M=z UK =
Flofdo| A=X| Ztelot = CVE ZHAME A|ZHSH= 20| Z&LIC

Ex}: OVAL Hio]E| x| &3}

1. rhn.conf It M Ot BE S FI15HALE =3t
java.cve_audit.enable_oval_metadata=true
2. Tomcat % Taskomatic A{H|A CHA| A[ZE:
systemctl restart tomcat taskomatic
ZH7H 2SI 7|2 SR | S2{0k 5h= B T2 S HHSIH 7|53 HIZ M A2,

AKX} OVAL HIO|E| X| & H|gM 3}

1. rhn.conf IHA0| M L2 HEE FIISHALE £F:
java.cve_audit.enable_oval_metadata=false

2. Tomcat % Taskomatic A[H|A CRA] A[ZE:
systemctl restart tomcat taskomatic

ZX}: OVAL H|0|E{ HL0|E
1. SUSE Manager Web UI0i| A Zt2|X} > &Y AH|ZE O 2 0| 5510] oval-data-sync-default &S MEHSHL|CY,

2. [ oval-data-sync-bunch ]= 22!%fL|Ct,
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S2ye0f B3 oloptict,

CPE 3%

E7% Z22to|AE0 ofe FAHO0| U=X] HetstA metstH e S2t0|HET A= 2F MK XSS Al
stL|Ct, O|2 Qe Z2t0|AEQ| CPE(Common Platform Enumeration)E salt J3QI9Z $ZEst C}
il O|E{Hf| O] A0l X =FghL|ct.
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502 £uE|0] Glo|E{H[0| A0 MEEILICL stx|2 7|E Sato|dES| &
A
EAt: Ij7|1X] =5 HH0|E

1. SUSE Manager Web UI0f|A AJAH A|AH S5 REE 0|55l0{ S2I0|HES MEHSIL|CE

2. 2AEES)o| HO = 0| S50 7 |X] 5t -2 O|SELIC
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3. [HZ1X] S5 YOI0|E S S2/5t0] Hi7|X|E YC0|Edt S2t0|HES| CPES & &LC.

OVAL &4

OVAL H[o[E{e] RH Y1t X|AlM8E EXEHI| QI8 SUSE Manager2(s) ZE MEQ 34 #2|Xt2EEH OVAL
CIO|E{E SEX Q2 AIEELICH OVAL HIO|E] 229 S =2 Of2fjof A =teleh £ AELIC.

H 14. OVAL &4

M= AA URL

openSUSE Leap

openSUSE Leap Micro

SUSE Linux Enterprise Server https://ftp.suse.com/pub/projects/security/

oval
SUSE Linux Enterprise Desktop
SUSE Linux Enterprise Micro
RedHat Enterprise Linux https://www.redhat.com/security/data/oval/v2
Debian https://www.debian.org/security/oval
Ubuntu https://security-metadata.canonical.com/oval

OVAL H|EIH[O|E{= €82 Z2I0|HE, Z openSUSE Leap, SUSE AE{Z2t0|= HM|E, RHEL,
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https://www.redhat.com/security/data/oval/v2
https://www.redhat.com/security/data/oval/v2
https://www.redhat.com/security/data/oval/v2
https://www.redhat.com/security/data/oval/v2
https://www.debian.org/security/oval
https://www.debian.org/security/oval
https://www.debian.org/security/oval
https://www.debian.org/security/oval
https://www.debian.org/security/oval
https://security-metadata.canonical.com/oval
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Chapter 23. SSL 21E A

SUSE Manager= SSL 215 A E AFE3t0] 22t0[AHETF SHHE MO SEEIRA=X| 2 BtL(CE

SSLE AFE3t0 SUSE Manager MH 0| SE3t= 2E S20[AE= AH AS M| Ui R4S HASIH SHIE
Meofl HZst 0 A=K| QARfLICt O] ZZMAS SSLHEMO| T2t BfL|CY.

SSL MENO|2 St S2t0[A

AEE= MH QIS MO| S AE 0[F0| HRot 0|1 LKXISH=X| 2helgfL|ct. 220|AEE=
SESHMH QIS ML A" 4 A=X] 2Qlslof gL,

|_

E AUS Mol MBI 2ol MEEI= ASMYULILE ZE ASME T 7|2H(CA)0IM MEsHot
FE[H 220[AET AS 0] Thal| ZX|AIZ 4= ASLIC.

SSL 2150| SHEHA| ZSs2{H Z2f0|UEI RFE CAS U=s0F LTt =, FE CAZt BZE 220U E0
EX|=|0{oF BLCt.

SSL 2159 7|2 WH2 SUSE Manager?t AtH| ME QIZME AtE%t= ARILICE O] A< SUSE Manager’?t 2=
ABME HIUOH T E CATL MH QS Moi| ZI5F MESILIC

S CAE ME0ts Y ASLICE 0| 32 RE CA= T2 CAM| MERLICE O3 Ch=2 B2t CA= Hdt= #2| CHE
St CAol|l MEE = AOM OFX| 2 CAE MH QS Aol MERILICE 0| |2l IS Mat: LT,

HEE AS MM S CAZE AE3tE 2, FE CAE S20|UEN| EX|=|10 M S M= Mol X ELICH SSL
HENM|O|Z St 220[AEE FE CASL M QIS Ato|o] TA| St ABM H|QIS gele £ A0{oFStEZ, 2E
S ASMof| KM AT 4~ AO{OF BHL|CE

0| Edot= & 7HX 8 Ho| AsLICH oIJH S| SUSE Manager®iM= 7[2X2z2 ZE FZt CA%t
S2to[AEof| AX[ELICE. a2{Lt MM ME|AS P50 S20[AEN IS k=

HEHO|Z St MH = AH QIS At 2= St CAE HMSELICE ol o] HAlo] 7|2 FH2
72X 2= SUSE Manager= &7t CA g10| XtAl| MY ASME AL =7t HetS Il S Mol MEst==
ERAL CAE X[EY & JUAEFLICH EtAL CA= ABMO| HAIE AsH0] ZotEl HEIt efolghL|ct, 2|2
LM O = O MH| A0 T3 HZF RF S YHELICE EFAL CAS AFESHH S ME AFLSH| O o{E 1 AX|of CHt
=7t 227t MISELICE EfAF CAM|M Mot IS A7t /U= B2 SUSE Manager & -

O] #F MOl M= SSL ABAM AFES 2CHA|=Z B EfLIC

1. SUSE Manager =75 ArE¢H XtA| ME QS M M Hh

2. SUSE Manager Mt EE= IEA[0f 215 A H I HhH

Kt EE= Q5 PKIQE 22 EfAF QAR AOM QISMIL HSE = 2 o HAIE AHE £ AFLICH

° XM M QS A Mol cHst XtA|et LI 2 Administration > Ssl-certs-selfsignedOf| A =toleh &~ QIELICE

° QIZ M AZEO Cist XtA|SH L2 S Administration > Ssl-certs-importeddi| A o1& 4= QU&LICH

K| MEBE SSL 2SN

7|2X Qo2 SUSE Manager2(£) XAl ME QIZME ALERILICE 0] 32 215 A= SUSE Managerof| 2|s AAd 5l
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MEELICH o] &M=
CA= ASMof| gtz §E7f

Heotx| efelsty| 2ol S8 QIE 7|23 AESHA| ELICh EtAL
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® ERAFCAO] CHEH XEAISH L2 2 Administration > Ssl-certs-importedOf| A &to1%t & Q& LT},

* QIEZ A HHR7|0f ch3t XEMSHLHE 2 administration:ssl-certs-imported.pdfoi A gQlgt 4= Q&LICE.

Of MMM Aot o= 7|1E EX[0M XA MBE ABME WHSIAHLE THA| M ddts A S AEeL|T)

71E MH AF M x84

7|1E ABMIt 22 E|UALE O O| R 2 XF0| SXIE L 7|1E CAUM M MH ASME Y& £ AFLICH

r

r

Ak 71E MH 2ISA HAY

1. SUSE Manager ZIE|0|L] SAEQ| HH TET E0f| A A QIS A R A:

mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0RGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.com" --set-cname="example.com" --no-rpm

set-cname I}2t0|E{7} SUSE Manager At 2| H2tEl Q! 0| S QIX| 2eletL|Ct of2{ HAo| Heot 32
set-cname I}20|E{ S 2] H ALSSHH EL|C

JHel 7| 8l MH QIEME M ZE|0|H2Q| [root/ssl-build/susemanager/ C|ZIEZ[0|A server.key 2!
server.crt2 32 £ UELICL O1X|2 C|2AE2|Q| 0|22 --set-hostname S M1} 87| AIREl SAE 0|20 [}t

CHELIC.

mgr-ssl-cert-setup =75 ALE5I] M 21EM B! 7|15 HIZESIAHLE A ERILICE E3 Mot oI5 AXE0 CHet

Lt
XMt L8 administration:ssl-certs-imported.pdfoll A &elgt 4= JU&LICt,

M CA 3! M QIS M M4

o FE CAZ WAoHOF o= BR0= Flslof LT MEef S2t0|HE Zho| M2| Hjelo] BZ 5
AFLICE a3t FL #e| ArEXI7F 2E Z2H0[AE0| 221510 CAS =17 B Z3H{OF BfL|Ct.

KL M A A

1. SUSE Manager ZIE|0||] SAEQ| HH TET E0f|A O|H QIZA CIAMEZ|E M /X2 0|5:

mgrctl exec -- mv /root/ssl-build /root/old-ssl-build

mgrctl exec -ti -- rhn-ssl-tool --gen-ca --dir="/root/ssl-build" --set
-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
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administration:ssl-certs-imported.pdf#ssl-certs-import-replace
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--set-org-unit="ORGANIZATION UNIT" --set-common-name="SUSE Manager CA Certificate" \
--set-email="name@example.com"

mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set
-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="0ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.top" --set-cname="example.com"

set-cname I}2t0|E{7t SUSE Manager MtHe| H3tEl Q) 0| §QIX| helgtL|Ct o] o] Rt 22
set-cname It2t0|E| £ 02] H AFESHH ElL|CH

SAE O|E % cnameS A3t 2t ZEA|0]| CH3H M = M S M E H-JsH{OoF LT,

23.2. SSLQIESM &

O MMOME M SUSE Manager| AX|E 9fsf SSL OIEME pAlets WDt 71Z ASME wHsHE WY
l:l=|'<‘5+|__||:|.
od .

mx
njo

AZst7| ™, LS 2helsliof ghct.

* Q15 7|2HCA) SSL 3 1B M. CAHIRIE AMESt= B2 ZE S CAT ALEE == A0{OF FLICt.

D= OhY2 PEM @ 2]0[0{0f SfL|LC}

SSL M QIZ MO TAE 0|E2 QIEAM HHE CHAO| | = A|ABIS| HStEl S AE 0|E3t YX[SHOF LICE 21F A9
X509v3 Subject Alternative Name MM0|M SAE 0|22 MM £ QUELICE A QT AR o2 SAE

O|E2 LY = ASLICH X[ El= 7] 82 RSA % EC(Elliptic Curve)

-
o

EbAb 7|22 LHPHO = F2F CAE AMESt0] ¥ E MH ASMo| MEHLICE 0] 3R Hele] ZE CAE AI8Y +
AC{OF LTt SZF CAS XS] 216 AFEE &= U= 71 Li2f0|E = FM0| gle B2 ZE CA(RE CAY B2t
CA)E Lol Thof X ZshoF gfLCt.

M EXIE 2lsH 1S AT

712X 2o= SUSE Manager= XAl MEE ASME ArEELICH. x£7| B¥S tast
ASMZ HtE 5= ASLICH
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At M SUSE Manager MHO|A QISAM QAR E

1. Installation-and-upgrade > Container-deployment2| X|£0j [}2} SUSE Manager At{E H{ZZEtL|C},
mgradm install podman0i| SHIE It 2 mi2t0|E 2 M ESHOF SLCH MH2t0|E = Ct2 1t ZH&L Ct

EFAF SSL Q1B A Ze2f:
--ssl-ca-intermediate 2AIE AUA| CA QIBM EHE
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--ssl-ca-root 2XHE FE (A QBN EE
--ssl-server-cert XAt A BN FE=E
--ssl-server-key =Xt MH 7| =2

P k=g

2t CA= --root-ca-file£ K| At IIAO| M AFRSE/LE --intermediate-ca-file2 AF25t0] £ SMOE X|™HE &

=
S
UAELILCE. --ssl-ca-intermediate M2 02 H X|Hg & ASLICt

SN 418 912 I5H YZE
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7|2X = SUSE Manager ZEA|= XA MEE QISME ASRILICH £7| AHE 2528 = 7|2 SN

S 2 HHE 5= ASLICE

At M SUSE Manager ZEA|0|A QISA YEE

1. Installation-and-upgrade > Container-deployment2| X|X0| 2t SUSE Manager ZEAE
AX|ghct,

2. ZETES M2t HYS AL

)

o SYst oI5 7|
CAZ Mg ol

OI= A H}37|

83510 M 5l IEA0] CHEt ZE MH S Mol MERLICE CHE

M

muin

SUSE Manager x| &4 oI

SME M ABME BHE 4 YALICE ASME DAY MXIE CA ABA
CAZ IH|gt 3 GlO|E|H|0| A |

O|EdtH E Lt

Ex}: 2E 7|E ASAM uH|

1. SUSE Manager ZIE{|0|{ S AE0|M, BE ZEIE0|M S M TS ZAE[0|L{0l| [Al= SAFSLICE

<Root_CA_Certificate> <Server_Cert_File> <Server_Key_File>2| foil CHsll Ct2S A

mgrctl cp $f server:/tmp
done

2. SUSE Manager ZIH|0|{ S AEO|M LHE YO E 2 E5t0 ASAME TEt0|EH 2 HMSsh= ZAH[0|L LR A

mgr-ssl-cert-setupS A& stL|Ct.

mgrctl exec -ti -- mgr-ssl-cert-setup --root-ca-file=/tmp/<Root_CA_Certificate> \
--server-cert-file=/tmp/<Server_Cert_File> --server-key-file=/tmp/<Server_Key_File>

3. ZIHO|H0I|M YAl= SALSH MY S K A:

mgrctl exec -ti -- rm /tmp/<Root_CA_Certificate> /tmp/<Server_Cert_File> \

/tmp/<Server_Key_File>
mgradm restart

.l

oA
et

me ne
m < 4

7t CAE= --root-ca-file2 X| %t IHA0| A AH2SE7LE --intermediate-ca-file2 ALE5I0] £} FMOZE X
USLICL intermediate-ca-file 82 02| H X|&E & JUSLICL mgr-ssl-cert-setup BH2 H|ZE I}
FEstn QFE AL Atz|of| Mot HAERLCE O3 CHS o] E¥2 mUo| RSt ZE [x[of ot
SAFSHALE B SFL|C

ot
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EXE: ME R A|Z

1. AE|0|] ZAEO|M MH|AE THA|ZSH HA AN

ok
mjo

MLt

0!

mgradm restart

DEANE M8tz 8%, 2 TEA|Q A E 0|F1 cnameS AFE5H0] 2t TEA|0f| CHot M 215 M RPMS “d-4sliof
ZLICE ME2R 71 tarball2 -5t B L}

KEMIE g2 I
suma.pdfofM =holet 4 AFLICH

=
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CA7} HAHEl 22 SUSE Manager0f| 3 &2 E 2= S210|HE0]| B sHOf BFL|Ct,

Ex}: SCO|UE RE CALE

1. SUSE Manager Web UI0{|A{ Systems > iR 2 0| SetL|Ct.

H

2. ANAR A 2| Xtof| FIHstH R E 22t0|HES MEiStLICt

r

3. A& AR ME B2|XLH> RO Z 0| S L L.
4. e 2EO|M [HE ]S 226t AL HEIE HEELICH

5. Highstate 0| X|0i| A [ Highstate H& |2 22I5t0{ HHZAAIY S 2210|AHE0]| TmpefL|Ct.

23.3. HTTP Strict Transport Security

HTTP Strict Transport Security(HSTS)E ZZEZ Ct2330|= Z& 9 7| to|xfZnt 22 =27
SHOZEE ¢l AIO|EE ESot= O =30| Bl= HA Hj7{LIZLICE.

SUSE ManagerE AH235tH HSTSE &42t5t0] SUSE Manager AHO]| CHalf gHdstet 4~ AELICE

22Xt

LM 78 oes d8gLith

mgrctl exec -- echo 'Header always set Strict-Transport-Security "max-age=63072000;
includeSubDomains"' >/etc/apache2/conf.d/zz-spacewalk-www-hsts.conf

2. L2 W™ O Z ApacheZS MA|ZtstL|CY,
mgrctl exec -- systemctl restart apache2
O|Z SUSE Manager ZEA|0| M Z-4otste{H Ch5 2 A EfLICE

e
1. M 7 ords MASH|CHO: /etc/uyuni/custom-httpd.conf).

2. Ch3 2tels F7Hetuct
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installation-and-upgrade:container-deployment/suma/proxy-deployment-suma.pdf#_generate_proxy_configuration
installation-and-upgrade:container-deployment/suma/proxy-deployment-suma.pdf#_generate_proxy_configuration
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security

*‘Header always set Strict-Transport-Security "max-age=63072000;
includeSubDomains*®

3 B A,

mgrpxy install podman --tuning-httpd /etc/uyuni/custom-httpd.conf config.tar.gz

M MH melo| 0|22 <filename>.confZ X|Mst= 2R MAESH ELO|2 0| 2 =E|0{0F BHL|Ct,
OE S0, spacewalk www.confol| HolEl a=5S xHFEQSIHH o mY Fof M oS
A Loz 20{0F FL|CH Apache?t MYES EEsh= HitHo| CHSE XMt LHER

https://httpd.apache.org/docsoi|A] gtolgt 4= Ql&L|Ct.

SUSE Manager0il A ‘85t 7|2 SSL Q1B M = XMl MEE QIBME M8tz

MR s QS M0l M| o AFEE CATL EEIR XM AZ|ste ZRE FMelstn
o HEIRX = HTTPSE &% AZES HREELICH SUSE ManagerolA ‘d4%t SSL QIZEME

A2ste E2, http://<SERVER-HOSTNAME>/pub/RHN-ORG-TRUSTED-SSL-

CERTO| = Y S D= A HEtR M2 AR ESI M2 4 JAELICH
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https://httpd.apache.org/docs
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http://<SERVER-HOSTNAME>/pub/RHN-ORG-TRUSTED-SSL-CERT
http://<SERVER-HOSTNAME>/pub/RHN-ORG-TRUSTED-SSL-CERT
http://<SERVER-HOSTNAME>/pub/RHN-ORG-TRUSTED-SSL-CERT
http://<SERVER-HOSTNAME>/pub/RHN-ORG-TRUSTED-SSL-CERT
http://<SERVER-HOSTNAME>/pub/RHN-ORG-TRUSTED-SSL-CERT
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SUSE HM|ZE0l|= SUSE Customer Center(SCC)Ol|A 2t2[dt= 71=0] BRetL|Ct SUSE Manager= Okt EI1ME
A0 SCC A™o| SEE ZE S20|HES 715 MEHE HQATL|CH HIM= OfFH S20|HET o 15S
0|838t=X|, Aot ot L AFEE 4~ U=X], M| =50 gl= S20|HEo| Ciet HEE MILICE

HOME MAT{EHH ZAL 5 UK 2 0| SELCL
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A AHE

X o E X 220 3 Xl ol X AHE|
M FolEl 2E Y RS2 BElXt HY LF ofHof LIS E L.
@ SUSE Manager Schedules @ + create schedule
Below is a list of defined schedules. A schedule defines frequency, how often a predefined bunch shall be triggered.
1-230f23
25 j items per page
Schedule name | Frequency Active From Bunch
auto-emata-default 05/10%* %7 2018-06-05 11:40:50 CEST auto-emrata-bunch
channel-repodata-default [EEETE) 2016-06-05 11:40:50 CEST channel-repodata-b
cleanup-data-default 00237%% 2018-06-05 11:40:50 CEST cleanup-data-bunch
clear-taskologs-d 002372%% 2018-06-05 11:40:50 CEST clear-taskologs-bunch
cobbler-sync-default QEEEEy 2018-06-05 11:40:50 CEST cobbler-sync-bunch
compare-configs-default 002372%% 2018-06-05 11:40:50 CEST compare-configs-bunch
cve-server-channels-default 00237%% 2018-06-05 11:40:51 CEST cve-server-channels-bunch
daily-status-default 002372%% 2018-06-05 11:40:50 CEST daily-status-bunch
errata-cache-default DR 2018-06-05 11:40:50 CEST errata-cache-bunch
errata-queue-default O#*k%? 2018-06-05 11:40:50 CEST errata-queue-bunch
gatherer-matcher-default 0007%* 2018-06-05 11:40:51 CEST gatherer-matcher-bunch
kickstart-cleanup-defauft 0010 *%%7 2018-06-05 11:40:50 CEST kickstart-cleanup-bunch
kickstartfile-sync-default 00/10%**7? 2018-06-05 11:40:50 CEST kickstartfile-sync-bunch
mgr-register-default 00/15%%%2 2018-06-05 11:40:50 CEST mgr-register-bunch
magr-sync-refresh-default 06172%% 2018-06-05 11:40:51 CEST magr-sync-refresh-bunch
minion-action-cleanup-default D0***7 2018-06-05 11:40:50 CEST minion-action-cleanup-bunch
package-cleanup-default 00/10%**? 2018-06-05 11:40:50 CEST package-cleanup-bunch
reboot-action-cleanup-default 0O***7? 2018-06-05 11:40:50 CEST reboot-action-cleanup-bunch
sandbox-cleanup-default 0547%% 2018-06-05 11:40:50 CEST sandbox-cleanup-bunch
session-cleanup-default 00/15***? 2018-06-05 11:40:50 CEST session-cleanup-bunch
ssh-push-default prxe*p 2018-06-05 11:40:50 CEST ssh-push-bunch
token-cleanup-default 00Q7** 2018-06-05 11:40:51 CEST token-cleanup-bunch
uuid-cleanup-default 00**%? 2018-06-05 11:40:51 CEST uuid-cleanup-bunch
ol ol =20 =Z|S ol = ol H ALS o2l SIMSLS =] =
SUSE Manager 23 > 24 0|E= 2={5H 2F 0|8 > 7|2 €F MIRAFZo| SRLICE. HIZHetdtr Lt BIEE
St A OlA
Ml & ol 2 o ° ol Xl 12 = 2|51Al
AR eH LAE S HOO|Esta T [ 2™ WA |2 St AI2.
oIX S AHIS 2 XX AMCHO| [ QI Al = 3z|gtAl
2YE AHSHH QLEE JTo| [ 2 AH| 12 S2sHHAIL.
ol o o] 2HI= S OlsH mIA _ oogs =) ot=
AXE2 SUSE Manager?| SHIE =32 2fIof X022 HIEA| HRSICID SHASH=
oopllol el = SEAMBLE A e s
o2t LY S Hig oot Lt APm|sHOF BfLIC.
=) =22 A2|G SHEF 22 O 50| Al ol sHEk A =]
Fe[0|S= SR MY T3 Rl 2 S5 L o JEf7F EA[ELICE
Xt a|g= =alslH olx g2 oIx| MIE ALS =07t
AIZEAIZEYSE S2I5IH Y 015> 712 2™ MR AF2 2= SORZLT,
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errata-cache-default:
LQotER X MRHE O|0|EE of|efefL|C.

channel-repodata-default:
2| X X|E2| H|EIH|O|E MU S (CHA]) M-St Ct.

cleanup-data-default:
CilO|E{H|O] A0 M 2ot Ii7|X| HZE 213 3 LI A[AE 0| E FalgfLICt

clear-taskologs-default:
CllOIE{H[O]| A0 M 2t REO| W2t XY E o 5 X0t 2t AlEl(taskomatic) 247 7| S H|O|E{E X|ZLICH

cobbler-sync-default:
SUSE Manager0ilA| CobblerZ HHZ 3! 20t H|O|E{E S7|=HefLICt. CobblertiiM HSdt= XS AX|0f
CHst XtMIsH LH2 2 Client-configuration > Autoinst-intro0i| A &1t 4= Q& L|Ct,

compare-configs-default:
4 k2ol MTE M U 2= P4 s MBI MEE DU S H|WEL|CH B0 E HES{H A|AHM &
25t 2ol U= AlA”ES  MEfehch Fd > O Hu=E o|SELCL XM WHE

reference:systems/system-details/sd-configuration.pdfoll A &l & U&L|CE

cve-server-channels-default:
ZHAL > CVE ZAL HIO|X[of] Z2tE EAISHY| 2[sH AHEE|= O]2]
CVE ZIAI Ho|X|e| Z#M ZIt= o] Yol Oix|ar HHOZ
Auditof| A =tolgh 4= ASL|CH

Al&tE LIS CVE GIOIE S 0| ERILICE. ZHAL>

A
bl 1I |[EEILICE XtMISH LHE2 Reference »

daily-status-default:
2 FAE Y HA ofo|

STLICH EX AMEXI0|| st 2212 FMst= 20| CheE XtAISH LHEe2
Reference > UsersOi|A| &1t &~ Q&

errata-cache-default:
LHE THX[ FHA| CllO|E{HIO| A E{|O|EE YCIO|ESIHH, Ol= 2t M| st HH|0|ETF st IF|X|E &7 9
SCZ MEELICE 5t EX DfX|of ZAO0| JAS 5+ Y= AEX0|A L2 oMY= MATLICE THX| o CHet
XtM|SH LI 2 Reference > PatchesOl|A 2Holgh 4~ QI &L Lt

-
ot

errata-queue-default:
XS YHOIE(MX)E A= E FHE MHE CH7|E0f| Z=IFLICE

gatherer-matcher-default

Virtual Host ManagersOil 4%l Virtual Host Gathererg %30"3}01 It ZAE HO|HE $EELICH
HH|O|EE HIO|HE AR T & UA| =|H Subscription Matcher 2t 0| A ElL|CE,
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reference:systems/system-details/sd-configuration.pdf#sd-config-compare-files

kickstart-cleanup-default:
22l Kickstart MM H|O|E & Ha[gfL|Ct.

kickstartfile-sync-default

T Ot Aol M J4-dot Kickstart Z= A0 82 dh= Cobbler ThY S M efLIC.

mgr-forward-registration-default

E22I0|HE S5 HI0|E{E SUSE Customer Centerzh(2t) S7|sttLICE 7|2HOZE A, HE EEs AFE
E210|AHE H|O|E{7t MEEILICE [etc/rhn/rhn.confl| M ™ El 57|31 E H|& M52 H OS2 ST CL.

server.susemanager .forward_registration = 0

SCCIH(e)el Hlo|e S7|$tE H|gd2lstH RMT, SMT, SUSE Manager % SCCol| &1
S=2 220/l AolojN 2lsls S20|AES FAHO| ZATLICL COlES
A oo sss e scioes s 2 2800 55017 18 2 2700

1
ME[A MO =23 F AL

mgr-sync-refresh-default
SUSE Customer Centerzt(2H)S 7|3t (mgr-sync-refresh)BfLICt. 7|2HOZ TE ALEX} HO| tHEx O
Qo ARZ FIISHEILICE AR ™ol ME ST|tof et XbMlgt &2 administration:custom-
channels.pdfollA gl 4 QL&LICH

minion-action-chain-cleanup-default
Qe E 2 K|l C|o|E E ™a|ghL(Ct.

minion-action-cleanup-defaul:

o A|ARIOM RS Z2H0[AE X HIO|HE AMELCE 24, Salt =Y FHAIM MFE g Z2E
Ao 2RE|X| 2 MYl #=2E ATYLICE MHOM 2 2Tt F=2fE &2 Aol

e 3%, 2=ER|
o| 2 HAE AFEE MU SO| OtE|HES M A ELICt.

5=

LS

S A A ra
ghast O|_|__||:|-. gl_é_ = o— =

=2o2 T M-d

il
|0
Hu
rto
H
il
bl
e

minion-checkin-default

S2to|A Eof et Y7 HAels AL

notifications-cleanup-default

DtEE 2 HAIXKIE Yalgc

package-cleanup-default

IH A| AR M 24 I§7]X| DHUS APH|ELIC

reboot-action-cleanup-default
M AlZtS xPste] Ch7] 32 2E R Y2 Aojet A2 HA|E|1 2+ C|O[E{ 7} Ci|O|E{tH|0] 201 A
Me|guct. ™MEY =Y oo it XMst W82  reference:systems/system-details/sd-
provisioning.pdfoilA golgh o~ U&LICH

sandbox-cleanup-default

sandbox_lifetime 7 Ot20[E{(7|2X Q2 3Y)E Zuteh ME8tA 19 o 8l x2S Fa[HL(Ch HEEA
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https://suselinux.fra1.qualtrics.com/jfe/form/SV_0ooNnrY0rYuQScS
https://suselinux.fra1.qualtrics.com/jfe/form/SV_0ooNnrY0rYuQScS
administration:custom-channels.pdf#_custom_channel_synchronization
administration:custom-channels.pdf#_custom_channel_synchronization
reference:systems/system-details/sd-provisioning.pdf#sd-power-management
reference:systems/system-details/sd-provisioning.pdf#sd-power-management

mA2 JHE FQ AJAR = MHUM YZESH mAJLICE XEMEH LHEE reference:systems/system-
details/sd-configuration.pdfoil A Ztolgr 4~ UEL|C}.

session-cleanup-default
24 g HIo|A MM, LHXM o= ARV 201 I YA E METH = 201267 Mol EE2IRKNE He=
CIlO|E{E H™a|ghL|Ct.

ssh-service-default
SCI0|HETL SSH FA| ¢t tHoZ 1 MEl HQ SSHE
HAIELICH ot HEE = =2

ofm

8ff SUSE Manager(2)2 |3 2lst2t= HIA|I X7t

system-profile-refresh-default
DE AAHOA StEL ME DHS HHYLICE O A2 i +HWEMH SUSE Manager AHS| Eat
SIAZ £ UELICE o] HHAME= SpeCIallzed-gmdes > Salt2 AF2SILICE HiX| 37| Z=Hof| ChEH i
specialized-guides:large-deployments/tuning.pdfoll A &Holgt 4= A&L|Ct,

ro i

token-cleanup-default
Salt 22t0|HEJHIH7|X| 2! HIEIH|O|H & CHREESHY| QI8 AH8dt= BtaEl 2| XX E2| EZS AX[ELIC)

update-payg-default
configure PAYG 222 E QIAEHAN|A 215 H|0|EHE ST ELICE

update-reporting-default
2Z 11 H[0[EH|0|AE Ao EFLICE.

update-reporting-hub-default
ZtH SUSE Manager MHO|AM 2= 211 H|0|HE £&3t12 Hub Reporting DatabaseE &H|0| E&L|Ct.

uuid-cleanup-default
Q24 UUID |2 =E Ha|ghct.
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reference:systems/system-details/sd-configuration.pdf#sd-config-add-files
reference:systems/system-details/sd-configuration.pdf#sd-config-add-files
specialized-guides:large-deployments/tuning.pdf#java-salt-batch-size

U= I7|X|9| P ©Y 21 &2 20| YLLK 0| Ho|ElE 7| 2XOR IR REEIX|E, SISt 20| Sy 883
Aeit OfELIC CH22EEE W 271 ojetciolete] 28 A2 ClAa 278 Hofs| 918 ClAT0| SA2
2 22 WY £ YBLICL

(1) At ZEO[L] Lol M EHAIS Agist| Hofl mgretl termS AMRBILIC,

O] 718 &2 [etc/rhn/rhn.conf 714 Tt0]| AELICH THEIO|E{ Q] 7| 2t2 20ULICE O 22 022 HESH &5
27t 2H3to 2 EAEL|CH

java.max_changelog_entries = 20
Ol mz2t0|E & MFstH M Ii7|X|7} 7|2+ oot M E LT}
0| It2to|H & HAT = mgradm restart2 A{H|A S T A|ZFHEtL|CE,
FHAIEl GIO|E1 S APAISHD MM H5t0] 22 E HIO|HE HMAY 4 ASLICE

FHAIE CIOIEE AH| B! HH45t7| flshM= AlZHo| @2 ZE &~ ASLICHL RSt A= M
=2 A clolEe of mat I Azl A & JUASLICE EAL Taskomaticol| 2fsh

o HIORE0A AYE D2 Q0| 2t2E= SQ SUSE Managerg A& AL2E £ UX|TH
M50| oAzt 2HE = JAELICH

HHEOM FHAIE CIOE S ARt T WE S QELICH

spacewalk-sql -i

O O3 SQLEIO[EH|0| A ZE X E| Ch3E Y=L,

— =0

DELETE FROM rhnPackageRepodata;
INSERT INTO rhnRepoRegenQueue (id, CHANNEL_LABEL, REASON, FORCE)
(SELECT sequence_nextval('rhn_repo_regen_queue_id_seq'),
C.label,
"cached data regeneration’,
IYI
FROM rhnChannel C);
\q
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AEXI0IA AME 22| AetS FO5H2AH }9-7(} » AH2XF 5822 0| S350 HAT ALEX} 0|2 E=I5t1 *i'd Ash>
B2 Yoz o|SELC. 2 MHES =elstn [ st HOI0|E 1€ S2/eLch

220/ UL XIS TS 4 QLI LIS AWHOR S} 2K HEf EE KL W B HRYLICE

M ALEXHE MAe i Web UIO AFEE A E MEIS £~ JUSLICH AL2XIE MMt = 2o L 7|2 HO =2 0|83y

HO|E HAL £ USLICE

7|2 A0 rhn.conf 74 D0 M0 JYELICEH 7|2 HAE HASIHH [etc/rhn/rhn.conf IS 1 CH3
2kl 8 FItstLE HEBLICE,

web.locale = <LANGCODE>
oo 7t EYE K| 42 2 7|2 A0 = en_USRLIC

CH22 SUSE ManagerOi| M At8g 4= U= 1o L|CE

oo A AHof x4
en_US =0 o=
zh_CN =0 EE,ZH

AFEXE 7|2 lE{H|o] A E|of

71289 = SUSE Manager Web Ul= AMEXEZE AX[oh ®|ZF0o Mot HOME AFEELICE. Uyuni = SUSE
Manager &2 HESH: = H|OS HEY 4= AELICH SUSE Manager E|OH0fl= 0| F2 S8 ASLICH

rhn.conf 74 IANAM 7|2 HOE HAY = UYELICE 7|2 HOIE HASIHH Jetc/rhn/rhn.conf OIS E11
CtS 2ol FItstALE MEELICE,

web.theme_default = <THEME>

H17. 88 5+ A= € Ul HO}

Elof 0| E My AERY
susemanager-light SUSE Manager A
susemanager-dark SUSE Manager o=l
uyuni Uyuni A

151% [ A 178% 27.6. ALFXt 7|2 2101 | SUSE Manager 5.0



Chapter 28. 2H| siZ

0| M M0]l= SUSE ManagerOf| A 'L4ie o~ Qli= R 7hX| QutxQl 2X| 9t off 2 20| |0 USLICE

28.1. A5 2X| M| sHE

SAE flef LH Salt(salt-minion) FE At g0z FYE S2H0IFE xMAoM RS ZE
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e T3 &'40| SUSE Manageroil 5t¢| M'd = XS =l =X| =elgfL|ct.

o At Salt(salt-minion) TS A8dts Z0T 2 MM s TiF[X|et RE 582 MEE =+
UEX| T eflgtL|Ct,

28.2. +E SR NS ?let 2| EX|EL| REAERY ZX HZE

X Ests ®ME0| S7|ote|H REAEYM 2 EX|E2[7F S22 MY SUSE Manager AHOIIA xHH4 S ELICEH
HEZO| =¥ S=0| =0t X|EH0| SHE B MES A M8t 1oH HEAEWM S|EXE2E 522
Aol oF BfLICt.

SEAEY 2|EX|E2|0f CiEt XtMITH LHE 2 Client-configuration > Bootstrap-repositoryS & ZsHUA|2.
i +H EZR MEe REAEY 2| XX EE| MY

1. SUSE Manager ZIE|O|L{ S AEQ| HH TELEO|AM R E Mot 2 M HE|0|HE Y.
mgrctl term
2. B0 LHOIM Chg EAIS MestiAl.
a. --force SHZ AL 7}5%t O|X| @ REAERM 2| ZX|E2|E LIESLICH Of|Hl= CHE 2t Z2& LT

mgr-create-bootstrap-repo --list --force
1. SLE-12-SP2-x86_64
2. SLE-12-SP3-x86_64

b. Ct3at 22 XA 2| ZX|E2| 0| ES MZ 2[0S 2 A8l REAEY 2[ZX|E2|E W FLIC
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mgr-create-bootstrap-repo --create SLE-12-SP2-x86_64 --force

REAEY B EXELE +3522 MYSt HX| §CiH Hot HF 3 FEAEY 2[EX[E2|0] LTSSE AMEY +
UEX| | FE 2QISHA| 7] HEE LT,

N
9°

3. 220|AHE S| salt 220|HE ZH| s Z

O|T{HIO|N =X RFEEIEISE ALt = =X Salt 22I0|UES SESHA YCHH Ch3a 22 LRI EAE =

S SR|E M AIAHO| SEE JIE ALY SUSHAIAH D7 7| GE2YLICE 0] DS 502
4

Q—FE]— [
HEYoto LR S HIZE D SHE AA-S S8Y + ASUIC

Zeo|H el St AE2|X| M| = Ot EEl ME C|ATS[ AEZ|X| S2H0| #F2 F 2 718 =X7H HQfL|Ct.

AEZ[X]| O|Ljof 37| = ZHE sHEStHH LSS +HYLICH HHO|H SAEMM LIEE 2ZE FHE root
HSIO = ML,
Xt AE2|X] OjH| 27| =H

L 23 37|15 sEIYA 2. Ao 2 22 EX| &Zojl w2t CHE LI

2. CIARE 25t Z2(0: C|A 32 /dev/vdb10]| /dev/vdb7} = H ) CHS BE S A etL|C.

Ce B MysILIC,

a. parted /dev/vdb
b. (parted) print

c. (parted) resizepart NUMBER 100%0{A| NUMBERE= print HHOZ HA|E|E IE[M HZ(0]:
/dEV/de]..O_I ST l)OIL-lEl'.

d. (parted) quit

3. O A|AEI 37|12 ZHTILICE 0|E S0, XFS O A|AHIO| AL OIS HAHS ASHBlL|CY
xfs_growfs /dev/vdb1

EALE = SHH XFS It A|ARO| LI AT M ALE 7Hset 2E S2hE AFEsta A0{OF L L.
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28.5. &A=l g|ZX| E2| 28| s

2| 2| 2| HlEH|0|Ef T HErt &ALt BHRE 4 ASLICH olof et Sato| e 0| E0f 2|7t e
4 BLICH THYE M UMY of BHIS HZY 4 ABLICH M 2TX|E2| CO|E TUS ABsHH
|0l E7+ o Aeh 2 ZHS8fiof ghuch,

AL &4E 2| ZX|E2| Clo]E] 2X| sHZ5}7]

1. /var/cache/rhn/repodata/<channel-label>0iA] 2E IIUS HAHTLICL KE 2022 REE= ER
ADEQo] > M'd > x4 2|o| EZ 0| S35+0] SUSE Manager Web UIO|N & & A&LICEH

2. ZE|O|H] SAEQ| HHEO|A Lt BB S 2SI Z4E|0[{ Q] IS CrA| M-detL|ct.
mgrctl exec -ti -- spacecmd softwarechannel_regenerateyumcache <channel-label>

28.6. 3=ot= 7| X7 ekl ALEXEEe M2 2l sHE

e[ EX| 22 dYnt 22 S50t HIIX] 71522 At Fo MiES 2T o Yo=K &2 SE0|

E
=d
Hstn 2EL0|UE SEO| MY 4= ASLICH

g S0, HH HoIt o £2 SS5ts WI|X|7F REAEY 2| ZXE2|0f| ZEHE 4 AFLICH Ol21e Th7 | X (o
python3-zmq = zeromq)= RFEAEY 2[EX|E2|9| HES &4A|7|7{Lt 2I0|UE REAERY S| EXE

Ao 4 AgLict,

AFEXE 2l RE(0fl: EPEL A{'2)0] &l W] xH'2 of2lol| =ItE|H £Sdt= m7|X| 2HE =H HEY 4+ lSLICH
{0 L=

O|E dljZ&st= L2 AMEXF Fol xids #H xH2at E2dt= AYULICH AEXF Fo ME2 EXol E2|0A
MdslioF SLICH AFZ2XL Fo| RE0] 5tel2 MEE|00f St B CLM(ZHE 210 ZM0| 2 2H2])S AFESHY 02Tt
gEds Wde = ASLICH CHE E20|M CLM Z2HEQ| 225 FTtg —’.‘— UAELICE ol2{et Y2HE AIESIH
AFEXFO 20| YWE 2tF LHoI[A &l of2ol| RX[ELICH 2Lt #IE xHE E2|= AIEX Fo M2 L FEAEH
2|ZX|E2| 3lo| RX|E/LICH J2{H S2t0|HE SZ0| SHIZA| ZSELICH

EE5t= I7|X|(salt, zeromq §)7F Z&HE ALEX el 20| 5te| ME2 W= ER O3 HHAIE Sl 2ME
HEX|SH 2 QIAL|C}

o =T M-d

Ex}: AFEXE G2 xHE0IM IHF|X] S LA

1Al Mol St MYEZ AKX ™Mol tHES mMATLICE AHMSE LHES administration:custom-
channels.pdfoll A gtolg & JAEL|CE

2. 8o E2|of AL8Xt Mol xS MHFLICE XME LIS administration:custom-channels.pdfoflA
eiole = ASLICE CLM(ZBIE 20| ZM0|Z 2t2|)ofl M AZ XL Fel MES otel 2= YXESHHH 23S
Agt|ct.,
©  SUSE Manager Web UI0il A ZIEHIE 20| ZMO|S2 0|S3t1 [ ZRHE MM |2 223LCt o] Y

glo|SS =gt
© DERHEN AAS AZELICH TR HIE MHID ALRAF Ho| MES AFBELIC (CentOS8E AMS3t

S5 OilH)

© n2HE 2AS FIIELICE 6|S S01, CentOS8S AL EILILY.
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administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_creating_custom_channels_and_repositories

stde Yootz [UE] HES S2LCL o] HYPS +3stH 2yat 7|9t AT S20|HES
HEAEMSY| 2Io AHE o~ Q= HIT B ALEXL Fe| 2{'20] ZetEl 2tF 0| MLt
3. 38 ¥1: CLM ZZ2HE0||M, 2|7t J7LE ZE5H= TH7|XIE M 2lst= BEE F716t= 20| F&LICHL I
%o Z20|ME HYHI0|E Fo| HAE HEIt O 22 St W7IXI7F AXIELCH TEZO| et XiAlet
LH&2 administration:content-lifecycle-examples.pdfoll A &l 4 L&L|CE
4. CLM A (M 3 ALEXH Fo| Mg Zaholl 2| A IHX|E mX|st2{H T2MEM [HE] HES S2/LICH

O|= &8 2 ChAl 2E5H7| 9f3ll 2EfLC.

CLMoOf| CHst XtA|3E LH2 2 Administration > Content-lifecycle0l| A 2lg 4 QI&L|CE,

Extra Packages for Enterprise Linux(EPEL)E Red Hat Enterprise Linux 22l0|HE (E£&

2t 7H5: SUSE Liberty Linux, CentOS, Oracle Linux S)0lA 2% AF238HH EPELS| Salt

I§7|X|7} MX|=|H, of7|0fl= SUSE Manager M& Salt IH7|XI0A HSEE L8 7|50|

S2EEIL|C}, 0|= SUSEZ} Ol Salt IHF|X|7} ZEEl HEAEZ 2|ZX|EZE MAMSOZ
o 2ot At L|Ch. w2t 0] AlLtE| 2= X[ E|X| gF&LCt.

EPEL 2|ZX|E2|E 2delelof 5h= Z<2 O|2| EPELOIA Salt IH7|X|S ZE{ZISHOF SL|THO:
ATES|of> 22| > M'E > EPEL > T§Z|X|0i| A Salt THZ | X| | A).

28.7. FQDNS X} H|gtd st 2H| s Z

FQDNS grain A|AHI0] A= ._ =5 2 Al
I E[X|2F DNS 2H0| R THE Z2 O B2 AZ0| 22F £ JAELICL o™ 22 220|HE

E|ALL ZESE XY = ASLIT

SE ™A DNS MH|A9| S8S HigtetL|rt, o] HEE $Hdt= 2Y
ME =

o|2{st EME WX|stHH Salt S21=2 FQDNS grainS H|2M3tstH ELIC graing H|IZ2H3stH HE/S
LEES AE3l S2H0IAETL R SH LE{THE 2/ 10| FQDNS MH|AE HMSE = AELICH

o O|F Salt 2E2t0|HEN|2F HEEL|CL £[Z0f| Salt 22I0|AEE SEJUCHH FQDNS grainO|
7|22 HIZYete|o] AELICE

SUSE Manager MH2| HE TE X EO|M CHZ HE S A3 FQDNS grain2 H|gdatefL|Ct,

salt '*' state.sls util.mgr_disable_fqdns_grain

O] BHS HASHH 2} Z2H0[AET MAIZE|D MEIL K2|310F Shi= Salt O|HIEES H-dBfLIC. 220U ES| 47+
Ui 2 Z2 ol Ch3ah 20| X RE2 HHES e +~ ASLIC

salt --batch-size 50 '*' state.sls util.mgr_disable_fqdns_grain

HiX| BHo| MM S etee wintx| Z|CHELICE Ctrl + ( 2 Z2MAE AEHESIX| OHYA|2.

28.8. C|A3 27 2F| 4 &

ClA3 Z7t0] £&5HH SUSE Manager H|O[E{H[O| A 81 mp! 7xof AMztst o2 O|E 4 JUOH, HEE9| AL
0| 57¢ & 1&LICH SUSE Managers 4 CIMER|2 O{f 37t8 ZLIEYSID 14 7t 20Tt JYELICH
27t 22| of chst XpA[SH LHE 2 Administration » Space-management0i|A] Q18 4= QI&L|Ct
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administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version

YutMo 2 7H|O|H EE2 TAE MY A|AHID Z7t8 ZRYLICH btrfs IHY A[AEIO| 7HS XIH DA S AFK[SH]|
28 2 JQELICL O] ENMIE silZst7| 2IsH btrfs device add HES ALEs0] DY A|AHIY A2 AEZ|X|E
UAZ It = JUSLICL of2{et HAOZ MAUS AX|SHY F7F THY AARIS| RXESE e 372 HEY £
UESLICE X227t b2 E[H btrfs device deleteZ A AEE|X|E MHE £ UELICE O FH|0of| CHSF XtA|SH
LHE2 https://www.suse.com/support/kb/doc/?id=0000187798 H=EsHHAI2.

AHBSHX| b= AZERQO ME S HHSIH ClAT Z7tE S+ = USLICL

o s k2 AbH|0f| CHEE LHE 2 Administration » Custom-channelsOl| A Etolgt 4= QI &L|CE.

° AEXF HO| DS AfN|SHE ghHof| CHE kM| LH22 Administration > Custom-channelsOf|A 21 4
ol&L|CH
AN = .

AHEXH HO| M'do| S7|ote|= B SOl &~ JASLICH AR Mol kiE S7|3HE XNz2(dt=
administration:custom-channels.pdfoilA gQlgh 4~ U&LICE

0z
IE
=2
o
rot
Ral
o2t
ro

AFZIR] Bhe B4t 7|, ZHIE ato|Zuto|2 ZRTE ol Sato|olE SEg Hajsle] [|A3 Bg 87 25
QIBLICE 5% COJENHIOlA 228 HAE 45 QgL
Ext: = HlolE{H|o|A 2= 2| sl Est|

1. spacewalk-data-fsck S AF235I0{ Z= H|O|E{H[0|A & =S LIFeL|Ct.

2. spacewalk-data-fsck --remove &S AL25I0] AK|EL|Ct,

28.9. &z | ol Z

Ul B S XHEHSt= %@tﬂ% Af%ﬁf ZR UEHZ 2F0| /R E= MHY = ASLICH AHIZ 2F5HH SUSE

Ol= &7|3t ZTEM|ATL SUSE Customer Center22Tt OfL|2t SUSEZ} Ol E2t0|HEE 2|t {7 |X|E H3st=
EFAF 2| EX|E2[0f] HM|ABHOF 87| L2 0f &S|, SUSE Manager A7t O[2{3t 2| EX|E2|0f ZEst0] S8M

eiolE A otH AetHo| RFYE AH|St S7[2h= AlZto] EabE wintx| SEE 7% 7| CHILI L.
0| 22 37247t {57 7kX] & A[Zto] Z2|0 SUSEZH Ot HIZ2 MIZE S =0l EAIEX| g¢&LICH
O ZXME o2f YHZ s Z2E 4= AFLICE.

of &2 SUSEZH Ol 2| ZX|E2]0ff 2R URLO CHEE M| A
Al otH S7Iet Z2MA7FURLO| &SI D 3 MO = 2ts 4= ASLCH

QE EfuE 518Y 4 Sl= Z <2 4H| CHdl SUSE Managerol HE QN O utslH e AN BHL|Ct, 0|2 A 5HH EfAL
URLO]| CHet Q0| HRE|D 2 S7|2t A[ZHo] X=X 9410 7|0 AIisHH K| Z0| =SS0l TA|=|X| 4&L(CH

YotHf| 7 AMA A

%

0| gl= & SUSE Manager AH0i| B=of ot S ch il Ee & AFLICH
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28.10. WAN HZ S E5t SUSE Manager A2} ZEA|
- =
2b9] 71 57|31 AjZH ER| 812
WebUIOA £ HHIE EE= A|AR MHof CHst API S22 Sof| M8iz|= HE Absto]| w2t SUSE Manager A1H101|A1
SUSE Manager ZEA| A|ARICZ THUS MESHI| /A= cobbler sync B0 g &~ JUEL|Ct 0| 2l

Cobbler= /etc/cobbler/settings0l XIHEl TEA| S22 AL TILICE

27| & cobbler sync= HAE AL 2| 20f FIHE DiL R S7|ok0h= A

k=)
I
N
or
ot
i
iul

CH4l, cobbler syncE A&stH [srv/tftpboot C|2IE2|E /etc/cobbler/settingsOll L E ZE X|™HE TEAZ
MA| S7|3FetL|C EEsh 2 A|AE ZE9] WAN S CH7| A|ZH| Qs M = Feks ghsL|Ct,

/var/log/cobbler/2| 20| 2}, 7|2t TENAE 2tE5H= O Aot A|ZHo] A3 £~ QJSLICE
ol =01, CH30l| AlZFE:

Thu Jun 3 14:47:35 2021 - DEBUG | running python triggers from
/var/1lib/cobbler/triggers/task/sync/pre/*
Thu Jun 3 14:47:35 2021 - DEBUG | running shell triggers from
/var/lib/cobbler/triggers/task/sync/pre/*

NS S=E:

Thu Jun 3 15:18:49 2021 - DEBUG | running shell triggers from
/var/1lib/cobbler/triggers/task/sync/post/*
Thu Jun 3 15:18:49 2021 - DEBUG | shell triggers finished successfully

A2k
—_Oo

o

oF 1.8GBRELICE.

rlo
ra
o>

off 2 30=0| 2R &L
ofoil HIsH /srv/tftbootet 22 3 7|0| LHEE Tt I SAh= H & Lol RE=ELICE

SUSE Manager AHet TEA| 7tof| IHA S SASH=S rsync 7|EH M2 WAOZ MetstH ME 3 o7 A|ZHS E0l=
ol =20| & & A&LCH

of ZAS ¥yl st AIBEE  https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/
1i000000115B/B2AmvIIN2_JsAyjTQzCVP_x5i0VgdObYNIXINpMugS8alM CHR ZES 4 UALICE,

HAZS SN2 29 6}II OFALICH A3ZE

35 Mg 59 Hisb| B, A26ER +502 HIHT B2

LItk AT-ES} L T2

ASZEQ| JHE E’goﬂ A8 £ A= XS MBEX %E FM2
A Telof g TEMA 9 A0 e JHRE MBste Ae SEE LCh FIHEC =20
QT AL SUSE Consultmgoﬂ 2O

* SUSE Manager ZZA| A|AEI2 WAN HZE Soff HZEL|CL

* [srv/tftbootOl| BREZE T 5! 220|E PXE £ THU0| B0| Zetk|0f A0, TA| THUO| =K I AELIC.
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* /etc/cobbler/settings0ll U= TEA|J} HIZHDLE|/ISLICE OFX| 9™, SUSE Manager2(=) ZEA 0
ZHEE 7|& 7|3ttt

f#iproxies:
# - "sumaproxy.sumaproxy.test"
# - "sumaproxy2.sumaproxy.test"

Mk MR 5713 S5 B4
1. SUSE Manager % 2t& A|AH] 7k0| TCP E2iTl H IS It ZLCt.

O SUSE Manager MH{0f|A:

tepdump -i ethX -s 200 host <ip-address-of-susemanagerproxy> and not ssh

© SUSE Manager T A|0]|A:

tepdump -i ethX -s 200 host <ip-address-of-susemanager> and not ssh

O 3 EM2 M0l 323200712 THF|X| 27|aF AHElL|CE,
© SUSE ManagerZt T2 A|2to| EA0f| AF3SH= 2} | EQ| 3 QIE{m| 0| A0)| LS ethXS Z=FBILICH,
O OpEL, o O|& Ih7|X| £Z F0|7| 9I8H ssh SAI0] K=/ X| et&LICt,
2. cobbler syncS A|ZfEiL|CE,
O E7/3t2 ZH A#st2{H, Cobbler json A IS HA AKXt = cobbler syncS A#stLCt
rm /var/lib/cobbler/pxe_cache.json
cobbler sync
3. cobbler sync7t 22 =M TCPdumpE X &LICt.
4. WiresharkE Ar235t0 TCPdumpE €11 87| > th2t2 0| Sste] E 7t 242 Wihx| 7| CHELIC,

5. TCP HQZ MttL|Ct o] ol A== <Xh= SUSE Manager AHet SUSE Manager ZEA| ALO|0]|A]
=T E B i3t =5 LIEHHLICE

6. 712t

e
s
N

(5 ) ILE 4505 U 45062 Salt S0 ALEES2 K AJRILICY,

TCP HZZE EAfol Zu SUSE Manager AMHOIM ZEA|Z F 1,800HI0|E 37|9| %2 Mtg=s HESh= O &

tHET A0l BXl= UXIT MEE RE B iAo thal 22 TCP AZ0| Yd=(7| Zof %2 Mol 7t
RO B2 o AZO| AHELICH

2B A4 HE A2 Bot HE £=(0|Alo| M= 2F 5,0007H)S & HA| & A

Zbol Chet ChaEmQl oot AlzEo]
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5000 *0.3/60=25=20[2t= A5 & &= UFLICE

28.11. HI%“& SC0|HE EX| HE

2t0[AEE pingdto] HZE RS =teletL|C 24A[Zt 0|4 Taskomatic A2 2!0]
.I

Taskomatic 22 FI|XC 2 2

OEHFXI o= %EFOI?J = H|ZM MEfZ ZEFEILICEH Web UIOA HIZ M SEI0|HE S53 H2{H A|AH > AJAH
£ HIgHo =2 o|SELC}

ZCI0|HE = o] 0| R Z H|ZHM3tE o JAELICE

o 22t0|AET} SUSE Manager A{H|AO|| CHEH X2 0| 204 =[X| §RUELICE

° HTTPS (&S 5183tX| b= WatHo| S0 22t0|AE T} X[ CL

o SCO|AUETER FHE TEA|Q S0l ¢|X[SfLICE

o Z2{0|HET} CHE SUSE Manager At 2t 41 S0|7Lt HEHO| HR 2 HE|}SLICE
o Z20|HE7} SUSE Manager M2t 41 =~ Q= WEY 30| Si&LICH

o HI5tH0| 22t0| A E2t SUSE Manager AH 7Ho| E{T S K&t SIL|Ct,

e TaskomaticO| 22 2 ME|}ELICE

MEH 29| 22t0|HE HZ| Cigh XtM|sH LHE2 Client-configuration » Contact-methods-intro0i A 2Holg 4
AELIC
TE Mo ofgt XMIsE W2 installation-and-upgrade:network-requirements.pdfoilA] =olgh %

2ot 2| sl Zofl chet XEMISt L2 2 Administration > Troubleshooting0il A &tQlst 4= Q& LT,

28.12. MH 2t S 7|3} -.'?_-Iil oiZ

MH 2t S71|=t= FHAIE AHE5H0] ISS DFAE] 3! £2{|0|2E Z2[gtL(Ct of2{et FHAI0M = 2R E =8 ddst=

HI7b 2lst7] eELIT of 32 FHAI7F TS| BRE EFS AHEst 7| WEN HIE siZst= HELZ

HH0|Et 1.5-01IE H'|17f LY = UASFLICH 1SS2| A HECZ HI20| =X, TS| EX7F LdstH ZE
I-

Aotz 01 &=F0| 2= X7 = 0fof L|Ct.

Al RFE CHdet 279t e
k- Be s

/var/cache/rhn/satsync/*0|A satellite-sync FHAIE H|AHstn ST
CHA| AEBtL|Ct,

o
mo
i
|0
Hu

M satellite-syncE

ISS OFAE] 3L ISS £2[0| 20l M FHAIE AA[SH0] O] Z2HIE SHEY = AL Z 7|7t HSHL 2 b= EL|L,.

(1 ) Mt ZE 0|1 Li5L0| Aoi| M| ASH2{H ZiE|0|Lf ZAE0H| M mgrctl terme A3t Ct,

2L 1SS M 27 SH&E
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installation-and-upgrade:network-requirements.pdf#ports

1. ISSOrAE|S| B TE T EO|M RE HotQ = OAE 0] TRt FHA| THY S AFHIRLICE
rm -rf /var/cache/rhn/xml-*

2. MH|AZS THA|ZFtL| T,
rcapache? restart

3. ISSOIAES HE TEXENAM RE HTIOZ £2{|0|=20i CHEH FHA| IHY S AFH|RELICE
rm -rf /var/cache/rhn/satsync/*

4. MH|AE THA|ZFEfL|C

rcapache? restart

gy T

N
o
=2
w
Hu
|/
U
i OH
2
re
OI)I

LR O REAEM AIZE= ZRE /X0 2Z S Ao chet 3 E MEetL|Ct 2 23t zypperZt 22 L& Xt
AAZMoi| CHoll AME 4 el= QRE HFEILICL [etc/ssl/certs/ CIFEZ|E &QI5t] =2Z UZXt IS Mof| Chst
YAt SHIZA| MY A=K 2Qle = JASLICE 0|28t ZH| 7t LWStH zypperZt SHIZAH| XS5 E FEAEH
ASREES HO0|EdH= S Ua{ohof gLict.

N
&
[

201 AZEHIgt 2H| sH&

7128902 SUSE Manager Web UIOI A& AH2 X7} 30 £ =0 CHA| 23 Q1s{oF BL|Ct, 2tA0f| w2t 23921 A|ZH H|st
US 2HE + ASLCHL

z\J

{2 ZH2{™ rhn.conf ¥ web.xml2 2 5F HAGOF &L|CI, /etc/rhn/rhn.confUilA|= IS % T2 HHst
web.xmlof|A = 2 tHR| 2 Z2f2 AXoHof RILICE F gt AlZte] 20| SYsHof BrL|Ct.

Ol S0, Mt A2t Zt2 B AZtS 2 tHA 2™ rhn.conf2| 2} 3600% 2, web.xml2| 22 6022 = M BiL|CL.
(1) e ZAE|0] L Lol B2 Aeistr| Mol mgretl termE AR SiLIC,

HXl: Web UI 27901 A|ZHH|sH ZF =H

1. MH|A BX]:
mgradm stop

2. [etc/rhn/rhn.confE S0 ME2 A|Zt X3t 2H(X)

mjo

Eolote 8 O 2118 FI5t7 LT HE LT,

Ho

web.session_database_lifetime = <Timeout_Value_in_Seconds>
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4. [etc/tomcat/web.xmlE S ME2 A|Zt H$E 2H(E)S E&SHE S CHS 2RI S FI1stALE HEELICE,

6. MH|AE THAIZFRILICE

mgradm start

HOt MY EAMZ 2lol QB2 2Mstst, AHEXL O|E1t HIEHSE Hl$t =, [etc/rhn/rhn.confOl|A] SSL EE=
= A
=

java.smtp_server = string (default: localhost)
java.smtp_port = integer (default: 25)
java.smtp_auth = true/false (default: false)
java.smtp_ssl = true/false (default: false)
java.smtp_starttls = true/false (default: false)
java.smtp_user = string (default: null)
java.smtp_pass = string (default: null)

SMTP MH S419] A A|ZE H|EH2 =2|21H [etc/rhn/rhn.confi|A Ct2 M2t0|HE BHE 4 ASL|CH

java.smtp_timeout = integer (default: 5000)
java.smtp_connection_timeout = integer (default: 5000)
java.smtp_write_timeout = integer (default: 5000)

28.16. noexecE AlE%t /tmp OI2E EH| ol E

Salt= S2I0|HE IHY A|AEIS[ [tmpOl|lA HH HEHS AASILICL J2{E 2 noexec SM2E [tmpE OHRESHK|
ototof grL|Ct o] EXIE s Zst7| ot CHE Y2 noexec M0 HHE[X| 2 CIAER|E 7I2|7| =5 Salt AH|A
X|EE TMPDIR 22 Ha2 YA CIAEEZ| Z=2E MAolst= ALICH SEt0[AENM Salt HES AMEdt= B2

systemd E&Q! 714 I Jetc/systemd/system/venv-salt-minion.service.d/10-TMPDIR.confE ALE35t7L}

salt-minion2 AlE35t= ZR0= /etc/systemd/system/salt-minion.service.d/10-TMPDIR.confS AtE3t=
20| ZEELICL EFQ 74 I LiE2| of:

[Service]
Environment=TMPDIR=/var/tmp

28.17. noexecE A28t /var/tmp OI2E =H| i 2

Salt SSH= [var/tmpE ALE3StH Salt Bundle2 HiZEst %E.J Python@Z Z2t0|HEO0|AM Salt HHS
ASSILICEH O 22 noexec MO Jvar/tmpE 02 EGSHA| kOLOf tL|C EEAEM TZNAE Salt SSHE
ArE3to] 22I0|HEN TESIEZE Jvar/tmp’t noexec SMOZ OI2EEl Z210|HEES Web UIZ REAEME £
Si&Lch

Mo
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NE= 4‘— P EI*E S 2elel = 0r0|T2{|0[ 4 S A|RSHYAIL. BEo| XFS T A| A0 M Jvar/spacewalk
ELY

N
3
o
~
©
[o1:]
w
.Q
HJIO
rlF
e
=)
OHM
o>
I
Inl

Hro| o AARIEZ HYst= HAR0= [etc/fstabs TSI [var/lib/pgsql 52 EES HAHSHUAIL. AHE
THEESHo] HE Al 2 HESHMAI2.

T30 = ZH|ofl CHEt XtMlet M E = O0to 22f|o|M 21 MAS &QISHYA|R. 21 MA2 A 30|E I A|ARIS
/var/log/rhn/migration.log0il Q/&LICt.

28.19. ¢& EX| ol Z

o
otz

Zl HIAIXIS] 7|2 +H2 300|H, O o|=0f= 217 AEfb 2AIR10] HIA|IX| 7} HIO|E{H|O] AN AK|EILICE O]
Z2+2 HASIZ{H [etc/rhn/rhn.confOl A C}2 2012

£718t7{LE HEEHLI,

OI'>

java.notifications_lifetime = 30

LE RAES Syst E= HIZ M5 H [etc/rhn/rhn.confOi| M CHS 21012 F715HHLE HEELICE

sl

fo
L

java.notifications_type_disabled = OnboardingFailed,ChannelSyncFailed,\
ChannelSyncFinished,CreateBootstrapRepoFailed,StateApplyFailed,\
PaygAuthenticationUpdateFailed, EndOfLifePeriod,SubscriptionWarning

7|12 44 gl 1M SM2 usr/share/rhn/config-defaults/rhn_java.conf 2 Z 3! IS A TSHAA| L.

28.20. OES 2| & X|E2| g2l X off 2

SUSE Manager AHHO|A] OES(Open Enterprise Server)E &43tst2{H HHEE| = HALE HEL|CH

EAt: OES 2| XX E2| 23}
1. OESO|| HMAE 2= L= Microfocus?| 012 X4 SHO| U=X| SRIFfLICE
2. SUSE Manager Mtof| 2 3QIgL|C}
3. B2|Xt> MF oAl > X X1 SHO = 0| SHLICH
4. SUSE Manageroi| CHet SUSE At 30| o]0 L=X| &lgtL|ct.
5. MZ F7t817| I3t M2 MeEdSE Microfocus A4 S L= etL|Ch.
6. #e|xt> M™ opHAL > ZX AHH ZSHOE 0|55t M2 & xHJo| 2= E mi7tx| 7|CHRiL|CE,

7. MZ DX HF S=Z0{ OES7t EAIZ[0{0F ELICH O CHE RMEME gt = ASLIC
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https://www.microfocus.com/documentation/open-enterprise-server/
https://www.microfocus.com/documentation/open-enterprise-server/
https://www.microfocus.com/documentation/open-enterprise-server/
https://www.microfocus.com/documentation/open-enterprise-server/
https://www.microfocus.com/documentation/open-enterprise-server/

28.21. I{7|X| 2L X| =H| i Z2

Scto|UES| m7|X|7F &2l B SUSE Manager MH7t H& Jhsot MK Tets SH=AH 2HoHK| =€ +
UELICE O] HL Web UM T{7|X| HCIOIES AT = UX|T, SEO|AUENE EAIEX| fH Z20[AE
YHO|E A7t AmfgfL(Ch m7|X| H= U Mol S5& &elste| SEt0|AENM 7 |X|7F BA UA=K E=
M| =[=X| eflgtL|Ct.

S20[AEM IHF|X| &2 X Ml SFS &Hlst] W7 | X7 &2l SEHRIX] = N Q= R=X] el etL|C.

o 2hEh X Z2HE0)| M [etc/yum.confS 0I5t exclude=S ZMEHL|CE,
* SUSE Linux Enterprise % openSUSEOI A zypper locks HE S AtEEtLICE.
ol ClF 33 o A

28.22. A|Z} O|HIEZ X} ME 2H| ol &
Salt 22t0|H E= A|ZHe m{OICH machine_id grainS SUSE Manager2 ME&L|Ct. SUSE Managere 0| graing
A8l 22I0|AHET SEEJ=X| HEE BhHBILICE 0| ZENAE ZHSHHH 7| Salt =E0| HRELICL S7|
Salt @F2 CHE ZZMNAE XILHIEZ Chpo 22I0|UET SA0| AZSHE 292 Z2MATF M| XHE =
UA&LC
O| ZHIE SHASHY| RISt B2 S7| Salt 2E2 UWXE + A= MER 7150| Saltol] == AELICE
0| 7|5E A85I2{H 0| 7|52 K|tz 20| EN| M S2H0|HE 0] 7o m2t0|EHE F716H ELCt

0| ZZ M| AT} §IES| XISE|A| 5t2{™ mgr_start_event_grains.sls = 0| Salt AEiE AF2SHH ElL|Ct,

o o[ S=¢t S=t0|AENZE MEELICE £[Z20| Salt EE0|UESE SFYHH o] 714
oj2tolE{7} 7|2 M 2 FIte|0] AELICE

SUSE Manager MH2| HE TEXEO|M CHZ HHE S ALl start_event_grains 714 =<0|S g43tefL|Ct,

salt '*' state.sls util.mgr_start_event_grains

ol YY2 TR PHS StololE0] 7Y A7tk 20|AES AR T 0|2 MEELICH S20|AE T 47t
DS B2 FS CHAIO) CHS T 20| HiX BER HYS M 4 ULCt

28.23. TEA HZ 3 FQDN | s Z

DEANE Soll AZE 20| E7L Web UI0] EA|Z|X|2 ZEAIS Sol| HEEIU[ASS BAISHK| 5= 327 ASLIL
HAO| M| =0i|Ql O|F(FQDN)S AESHX| @0 TEA|7} SUSE ManagerOll 2{X|X| g2 H<S ol2{st ZX|7t
HFAHSH [e]]

O|21gt 2 WHstH L3t 20| ZEA|2| S2t0[E 74 THUO|| M 37t FQDNE grain2 2 X|FEHAIL.

grains:
susemanager :
custom_fqdns:
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- name.one
- name.two

28.24. 2| 52 X5l 22l0|AE E2

SUSE ManagerS AF83t0] 7H4t DAl Bal3ts 29 VMO 222 WSt 20| 8% + ABLICL 222 7|E
ClAS0] SAHEQI 7| [|ATE 83 VML

VM

mjo

SRISH Al7HS T Hopgr 4 QXIS ClAT0| FRE AlY Bt o8 2Rt s

$0

sLCt
o|0| SE& 220IAETL U= 2 ST 220[AES 2 ES MHst = SE5t1, SUSE Managerg 5 712
WE SE0|HERZ SEotuAt & 4 AFLICE J2U = S2Ho[Eet 22| MY ID7} SYe 9 SUSE
=
=

t
Manager= 5 22I0|UES SHLtQ| A|ARIC 2 SESH1 7|ZE S2H0|UE HI0|E{E 222 H|0|E = Ho{&LICt.

-

Ol SUSE Manager’t 228 M2 CIE Z20|IE £ Ji2 QlAlstz S 220| M4l IDS HZsY 2y +
ABLICH
= of Fxte| 2kt =R Sato|HE0| M SHELICH 0] HrHs SUSE Managerd| SS
AN ot Ui 2l S2to|AES AFEHR| kgLt
EAl SH|E salt E22L0|HENM S5 HA IDHE
L 2HE HAM SAE 0|53 1P FAE HAYLICH fetc/hostsoll HAAILT SHIE SAE g20| ZetE|0]
QUEX| gfolgtLict,
2. systemdS X|iots HHZS| 22 DAl M4l D7} SUs AL, SAIE 2t Z2to[lE0M RE Yoo 2 ntUg

Bl
AR CHA| & gfLICt.

rm /etc/machine-id

rm /var/lib/dbus/machine-id

rm /var/1ib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure
systemd-machine-id-setup

SHE AAHIOZ /var/log/journal/ol ECI7} U= F2 M A|AE! DO m2t O|E2 HZASHOF ELICL O|F0|
UK|SHX| O™ journalctl2 21 ZME 4= 21OM podman logs= OFF LHE = HA|SHX| QF&LICH

mv /var/log/journal/* /var/log/journal/$(cat /etc/machine-id)
1. systemdE X|5HX| ob= HHETO| AR FE OO Z dbusOllA Al ID HHELIC}

rm /var/lib/dbus/machine-id
rm /var/lib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure

2. 22I0|E0 TS| St Salt 2E2H0|UE D7 A= ER 2 S20[AENAM minion_id TiLS
AH|IELICHFQDNS 22t0IHES AR mf M Al AFEE). Salt OIL|A 22t0|HES| = L3

ZaLL.
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rm /etc/salt/minion_id
rm -rf /etc/salt/pki

Salt S S2t0|¢ES| E 2 L3t Z&LICh

rm /etc/venv-salt-minion/minion_id
rm -rf /etc/venv-salt-minion/pki

3. 284 Ho|X|o|M &2lE F|1E AX[St1l SUSE Manager®iiM A|ARI T2OUS AMX|SH = CH2E AHESHY
Z210|AHE THA|ZFELICE. Salt Minion 22I0|AEQ| B2

service salt-minion restart
Salt HE E2I0|HEQ| A2 Ct21t Z&LICH
service venv-salt-minion restart

4. 2EH0|UEES CHA| SEELICE O|X 2t 22f0|AEE= MZ CHE Jetc/machine-idS 7HX|H, AlAH
H|O|X|0f| SHF=H| FA|=|0{0F RfLICH.

28.25. AN El ECI0|HE S&E =M SHE

(1) e ZiEf|0] L Lol B S Aeist7] Mol mgretl termS AR SHLIC,
M| (SZEIX &42) 220|AEES M2 S21X| £ 4 Q&LICH o 2H S siZst2{H SUSE Manager At (Salt
DIAE)OI M L Salt FHA| THUS ARIBH 3 ChA| SE8fof gtLich.

rm /var/cache/salt/master/thin/version
rm /var/cache/salt/master/thin/thin.tgz

28.26. -.'?_-xﬂjll’a:' Web UIN|M S50| A1ljst1 2F7}
HAE|X] S

Web UloIHe] £7| S22 9/s) BE Salt 22H0|2E S Salt SSHE AIEBILICH

J|=XO2 Salt SSH 2210|2IE = Aol QRS CHA| & T8X| etaLict.

J2{Lt Salt SSH 22I0|HE = QR E AALE 4= U= [var/log/salt-ssh.logdl 21& 2Z 2 X &L C}

28.27. M| ol 2 Red Hat CDN X2 % C}F QIS A

Red Hat ZAHIE X5 WESLIS(CDN) X222 Z<0f w2t ofq QB ME HSSHKIZH SUSE Manager Web Ul= gt
JHo| QIE Mt AR ES 4 QUEL|CH CDNO| SUSE Manager Web UIOIA 210 Q1= Q1B AL CHE QS ME HEst=
82, AEM7} SHIEMEIE R24 AAO| Aoidt D 2| ZX|E2|0] Ciet AMATF AR EL|CE fAEE F HAX=
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[error]
Repository '<repo_name>' is invalid.
<repo.pem> Valid metadata not found at specified URL
History:
- [|] Error trying to read from '<repo.pem>'
- Permission to access '<repo.pem>' denied.
Please check if the URIs defined for this repository are pointing to a valid repository.
Skipping repository '<repo_nam' because of the above error.
Could not refresh the repositories because of errors.
HH:MM:SS RepoMDError: Cannot access repository. Maybe repository GPG keys are not imported

O] ZH|E sHZstHE Rast 2
CHA| LESIAAIR.

rin

AEME Y .pem MAUZ BT S SUSE ManagerOilM ALESIZE QABME

HX}: 06{2] Red Hat CDN Q1= sl Z

1. Red Hat Zcz2fo|gES] HH IDEDEQA, RE HsloZ o rh-cert.pem  IHUQ
Jetc/pki/entitlement/0| A 2= S QIS ME £ZRBtL|Ct,

cat 866705146090697087.pem 3539668047766796506.pem redhat-entitlement- authority.pem
> rh-cert.pem

2. B rh-key. pem It 9| Jetc/pki/entitlement/0| M 2= XY 7|2 $=ZITtL|Ct,
cat 866705146090697087-key.pem 3539668047766796506-key.pem > rh-key.pem

Client-configuration > Clients-rh-cdn?| X|H0i| 2t O[H| Af QIEME SUSE Manager MHZE JZEY =
UAELICH

28.28. SUSE Manager AMH{ 0|E HZA 2x| sl H

SUSE Manager MH{2| SAE 0|52 ZZHZ HZSIH SUSE Manager HX|7t MCHE =S 5HX| &L|CH fLfstH
CO|E{H| O] A0f| M tHHAFetO] ME&|X| gi0t HE AFO| 22I0|AEL} TEA|Z HOHE[X] 47| WiZ LT

MH 0|5 HF
SUSE Manager Mt{2| SAE 0|F2 HZAHO 5t= ZS spacewalk-hostname-rename A3ZEE AE5H0

AE
HASE & UHLICH 0] AIBIEL PostgreSQL HIO|E{H[0|AQ] AMF I SUSE Managere L% 7ZE
0| ERtLICE

M 74
spacewalk-hostname-rename A3 2 E = spacewalk-utils I 7| X| 2| L& lL|C},

The only mandatory parameter for the script is the new fully qualified domain name of the SUSE
Manager Server.

Xl SUSE Manager At 0|§ HZ

1 DNS M0 22 3 2120z AIAH 2Z0IM MHo| HED SFS HALICH e 0| golg 9
T MEE MIeoF WL HEYD MF WS 12 AAHO| 0SS WA el SUN WAlo=
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Aot
2. MUESS FHS AR SAE 0|Z0| HMAE|=K| Bolst2{® SUSE Manager MBS MEEIFLIC

3. On the container host, from the command line, execute the following command to update the
settings of the server:

mgrctl exec -ti -- spacewalk-hostname-rename <NEW-FQDN>

Be aware that this script refreshes the pillar data for all Salt clients: the time it takes to run depends
on the number of registered clients.

In case third party SSL certificates are used on the SUSE Manager server, the server certificate and key
need to be recreated with the new FQDN.

Procedure: Renaming SUSE Manager Server with third party certificates

1. Copy the root certification authority certificate, the new server certificate and key to the SUSE
Manager Server host.

2. Copy them to a temporary folder in the container using mgrctl cp.
3. Run spacewalk-hostname-rename with parameters to deploy the new certificate.
mgrctl exec mkdir /tmp/ssl
mgrctl cp ca.crt server:/tmp/ssl/ca.crt
mgrctl cp srv.crt server:/tmp/ssl/srv.crt
mgrctl cp srv.key server:/tmp/ssl/srv.key
mgrctl exec -ti -- spacewalk-hostname-rename <NEW-FQDN> --ssl-ca-cert=/tmp/ssl/ca.crt

--ssl-server-cert=/tmp/ssl/srv.crt and --ssl-server-key=/tmp/ssl/srv.key
mgrctl exec rm -r /tmp/ssl

= 22| 2210l MY
22l0|9EJ} SUSE Manager ZEA|E Soff 22|5|= AL o] ”XHE ZAL{ELIC
CtS Extojl w2t 217 22| 22H0|HET A TAE O3 IP FAES QASHEE ML C

FEx}: 2]H el S2o[AE Y

1. BE 2210|¢EQ| Salt 2210|91E 74 MU0 M Salt OFAE{(SUSE Manager MH)2| 0|22 X|HBHL|C}.
ote! 0|52 [etc/venv-salt-minion/minion.d/susemanager.conf == Salt HES ALESHX| = ELR
/etc/salt-minion/minion.d/susemanager.conf2!L|C}.

master: <new_hostname>
2. B E S2I0|UE|M Salt MH|AE CHA| A|ZFSILICE CHE & SHLEE AdgL|CL
systemctl restart venv-salt-minion

CC
-

rr

Salt HES AFE5HA| gi= 4 R0= LSS A™eLIct.
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systemctl restart salt-minion

re
iy

High StateE X 8%t 220|UE

OFX|2fe 2 SAE 0|2 Salt 220|AUE 740f| @S| MIfst2{H highstateS X 8¥fLICt highstateS X &3tH
2|ZX|E2| URLS| 2 AE 0| 50| ACl|o|EELICE.

TEM x4

LE ZEAES CHA| FE0tiof ZLIC Al M Q1B ARt 7|1E ZEA0 ZALSHOF BLICEH XEAISH LIE2 Installation-

— —=

and-upgrade > Install-proxy0i| A £tQI8t 4= QI&L|CE,

OEAE Sl PXE REE ME88H= 32 TEA|2Q| 714 HF S =olslof ghL|Ct. Z4H|0| LSt X|
k2 SUSE Manager ZEA| 432 Sdll PXE 2EE AI8SH= E 2, tftpsyncE M 46l0}
'c‘>'|-|__||:_|-

=

o ZEol] SAEO|M CHS

o
nx
o

9'1-
i
o

mgrctl exec -ti -- configure-tftpsync.sh

28.29. =HX| oiZ& RPC & A|Zt m|gt

HEYT SE7t =aliLt YESIS Y37t ChElof RPC 0| A2t Mgt & g QIBLICE. Olof 2t 47|
IS EE W) X0 SR UL oo FLICH 29 U Mo RPC A0 208 + 2 A
AZte ZHE 4+ UL 0 HUS AT UENY SRV HZEXE XD, THAL SeteR gn

AIotA ELCt

Hx}: RPC HZ AlZH H[S 2!

1. SUSE Manager AHHO{| A /etc/rhn/rhn.conf I}Y S €10 X|C A|ZH AT ZH(ZX)S METILICE
server.timeout =‘number®

2. SUSE Manager Z=ZA|0f| A /etc/rhn/rhn.conf I} S E 10 £|CH A|ZH R|BH h(X)S A ELIC
proxy.timeout =‘number®

3. zypperE A8%t= SUSE Linux Enterprise Server 22t0|AE0||A /etc/zypp/zypp.conf IHAS S Z|CH
AZHHIEE Zh(Zx) 2 dE gL

## Valid values: [0,3600]
## Default value: 180
download.transfer_timeout = 180

4. yumE A%tz Red Hat Enterprise Linux S22t0|AHENAM [etc/yum.conf IS F1 XCi AlZH Kot
7

al(X)2 2T
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timeout =‘number®

(5 ) RPC AIZH H|SHS 180 % 0|2 = H[otdHH, 25| YAl 20| St 2IFol ASLIC

28.30. 2X| slZ C}2 S DNS ™Mo =2 B A=l Salt
20| E

Salt 220[AHET} & Sl ZR0= 7 [X| M= nH E= HE HEi S2| 20
HEAELCE

>
=2
Hu
=
>
0
=
_|T‘_

0o
=
>
Ral
N

MinionO| & FX|=|HLt HZEY + GSLIC.

0l Z 3

UHS HAN HUA Q. YHS HA 4 Q= 2 AR E DNS 40| 2|2 101 4 l&L|ch,
(1) M ZiE|0| L LHE.2| Moj| M| ABI2{ B Z1E|0|L] SAEO||A mgretl termS AS$HL|C},

Salt 22f0|AETL LAl AIZE[Z4L} T210] M= MK = F2, E20[AUE= FQDN 22QlS A|4sta Jz|elo]
o

ZIME mi7bx] SEotX| &L SUSE Manager ME{OIA o2zl =teio| MSME mf SUSE Manager MHE=
ZEI0|HEES HMOR test.pingS Tt = MX| XS +Asto] S20[AUET HME HHE T U0 ZH0|

E2|HE £ Q=X| EolstL|C},

e = |

2XOZ SUSE Manager MH{= test.ping BH2| SEHE £4I6H7| QI8 5% St Ch7|hL|Ct 5 o|Liof SE O
A X| ko™ S2I0|HET} CHRE UL HAY = QICh= HIAIXIE HEAISHD 20| HIfst=§ d-EL|Ch
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7bstR| &2 AL SUSE Manager MH 2| Jetc/rhn/rhn.conf I0f| = java.salt_presence_ping_timeout
US AL 2 UCE SIS,

mgrctl term
vim /etc/rhn/rhn.conf
java.salt_presence_ping_timeout = 6

O|=0l CtES dARfLICt

mgradm restart

0| 22 B7IAI7|H SUSE Manager AH7} O|L|A0] HALY 5 gi7 Lt SESIX| gi=X &
o stolste o AlZH| Of @2 22 4 YOO, SUSE Manager AH{7} Mutsoz 1XI71Lr
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(1) At ZAE] 0| L L 520] Aof| x| ASHRIH ZAE|0] L] SAE0|M mgrctl termS AdgL|CE,

ZE|O|LA0IM 2 HH 2fols Ml 2 Q&L
systemctl status uyuni-check-database.service
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journalctl -u uyuni-check-database.service
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export URLGRABBER_DEBUG=DEBUG
spacewalk-repo-sync -c <channelname> <options> > /var/log/spacewalk-repo-sync-$(date +%F-
%R).log 2>&1

ZypperZt At 2= |var/log/zypper.logt A = 218t 4= UEL|CE,

GPG 7| Y%
SUSE Manager:= EtAL GPG 7| RIS 22 M2[5HX| gd5LICH TH7|X| 7|87t HulstH M2 4~ gl= GPG
W2 = AFLICE /var/log/rhn/reposyncE E1 L2t 22 RFE HOH 0[2{¢ 20| diEdt=X] =tel
Its:

['/usr/bin/spacewalk-repo-sync', '--channel', 'sle-12-sp1-ga-desktop-
nvidia-driver-x86_64"', '--type', 'yum', '--non-interactive']
RepoMDError: Cannot access repository. Maybe repository GPG keys are not imported

ZHE o2t GPG 7|12 SUSE Manager2 UZEs{OF THLICE GPG 7| YEEO CHst XtMEH LHES
Administration > Repo-metadata0i| A 21g 4= UEL|CE.

spacewalk-repo-syncOlA] GPG 7| H|#
spacewalk-repo-syncE AH26t0] 2| XX|E2| GPG 7|E 522 YEEZMT 0| 7|7t O O A HRSHX| b2

ol
A2(0l]: 7|7t 2ME[JAAL HIAE SHO 20 A E Z ), spacewalk-repo-synci| A AH&SH= zypper RPM
CIlO|E{H| O] AOI M | A 5= AELICE O QU AL S =+~ U= BH2 LIS Z2ELICH

rpm --dbpath=/var/1lib/spacewalk/reposync/root/var/1lib/rpm/ -e gpg-pubkey-*
07| M gpg-pubkey-*= M GPG 7|2| O| ERILICH.
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GPG 7| 4l
GPG 7|1E A5t ™ HA O] 7| E Mot = M 7| W&ot YEEL|LY.

M3y S

H=2do| Miist B2 /var/log/rhn/reposync/*.log 20 Tt CtS1t 22 LTI EAIE 4 USLICH

Repo Sync Errors: (50, u'checksums did not match
3262904c2fbd7a0e20033c87fc84ebbabb24d937 vs
afd8c60d7908b2bAe2d95ad0b333920aea9892eb’, 'Invalid information uploaded
to the server')

The package microcode_ct1-1.17-102.57.62.1.x86_64 which is referenced by
patch microcode_ct1-8413 was not found in the database. This patch has
been skipped.

0| QFRE=-Y ZSHE AIE5I0{ BH TELE|M 57|25 HAsHH 3l 2 7ts T Ct.
spacewalk-repo-sync --channel <channelname> -Y

O M2 ZZZ HAIE MAHo| ot 71t Tof| 2|ZX|E2| HI0|HE =l gLt
HE AMZHHE
CH2ZE AZHO| THE F ot i X 1tst= ZR0f s gLict.

28, 'EA0| {2 L2IL|CE X2 300X LHO| M&El XCf 190eH}O|E D)ot
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-
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1. SUSE Manager )\1 0lM /var/log/rhn/rhn_taskomatic_daemon.log TS Q150 H|EIH|O|E] XHAHA
T2 MATOHE A8 FOIX| = S=0| UMM =X| =felgtL|ct,

2. taskomatic2 MA|ZFEL|CE,

service taskomatic restart

3. Taskomatic 23 UM CtZ1t 242 o= 2l 8 = 2118 ot MEIC|OE et 2HE MMS

SEEREN=

A

<YYYY-DD-MM> <HH:MM:SS>,174 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Generating new repository
metadata for channel 'cloned-2018-q1-sles12-sp3-updates-x86_64'(sha256) 550 packages,
140 errata

<YYYY-DD-MM> <HH:MM:SS>,704 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Repository metadata
generation for 'cloned-2018-q1-sles12-sp3-updates-x86_64' finished in 4 seconds
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Chapter 29. GNU Free Documentation
License

Copyright © 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with
or without modifying it, either commercially or noncommercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms that
the software does. But this License is not limited to software manuals; it can be used for any textual
work, regardless of subject matter or whether it is published as a printed book. We recommend this
License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated
herein. The "Document", below, refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in a
way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either
copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document’s overall
subject (or to related matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not explain any
mathematics.) The relationship could be a matter of historical connection with the subject or with
related matters, or of legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The
Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
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then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or
(for drawings) some widely available drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input to text formatters. A copy made in an
otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not Transparent
if used for any substantial amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image
formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and
edited only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of
the work’s title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or
contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ stands for
a specific section name mentioned below, such as "Acknowledgements", "Dedications",
"Endorsements", or "History".) To "Preserve the Title" of such a section when you modify the Document
means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in this
License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.
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3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document’s license notice requires Cover Texts, you must enclose
the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these conditions, can
be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opaque copy, or state in or with each
Opaque copy a computer-network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy of the Document, free
of added material. If you use the latter option, you must take reasonably prudent steps, when you begin
distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an Opaque copy
(directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to give them a chance to provide you with an updated version of the
Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). You may use the same title as a previous version if the original publisher of that version
gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.
D. Preserve all the copyright notices of the Document.
E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the public permission to
use the Modified Version under the terms of this License, in the form shown in the Addendum
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below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document’s license notice.

H. Include an unaltered copy of this License.

l. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the
title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there is
no section Entitled "History" in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy
of the Document, and likewise the network locations given in the Document for previous versions it
was based on. These may be placed in the "History" section. You may omit a network location for a
work that was published at least four years before the Document itself, or if the original publisher of
the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor
acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles.
Section numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some or
all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version’s license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a
Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of Front-
Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one
entity. If the Document already includes a cover text for the same cover, previously added by you or by
arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their
names for publicity for or to assert or imply endorsement of any Modified Version.
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5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else a unique number. Make the
same adjustment to the section titles in the list of Invariant Sections in the license notice of the
combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single copy
that is included in the collection, provided that you follow the rules of this License for verbatim copying
of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this License
in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright
resulting from the compilation is not used to limit the legal rights of the compilation’s users beyond
what the individual works permit. When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document’s Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the
Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document
under the terms of section 4. Replacing Invariant Sections with translations requires special permission
from their copyright holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include a translation of this
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License, and all the license notices in the Document, and any Warranty Disclaimers, provided that you
also include the original English version of this License and the original versions of those notices and
disclaimers. In case of a disagreement between the translation and the original version of this License or
a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the
requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for
under this License. Any other attempt to copy, modify, sublicense or distribute the Document is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

ADDENDUM: How to use this License for your
documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU
Free Documentation License".
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