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SAP Digital Manufacturing Edge on SUSE

Date: 2026-09-03

SUSE® offers a complete stack for container workloads. This best practice document de-
scribeshow to use these offerings for installations of Digital Manufacturing Edge included
with SAP Digital Manufacturing Cloud. This document does not cover operating SAP Digi-
tal Manufacturing Edge or SAP Digital Manufacturing Cloud.

Disclaimer: Documents published as part of the SUSE Best Practices series have been con-
tributed voluntarily by SUSE employees and third parties. They are meant to serve as exam-
ples of how particular actions can be performed. They have been compiled with utmost atten-
tion to detail. However, this does not guarantee complete accuracy. SUSE cannot verify that
actions described in these documents do what is claimed or whether actions described have
unintended consequences. SUSE LLC, its affiliates, the authors, and the translators may not
be held liable for possible errors or the consequences thereof.
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1 Introduction

This document describes how to prepare your infrastructure to install Digital Manufacturing Edge on
Rancher Kubernetes Engine 2 using SUSE Rancher Prime. It guides you through the following steps:

¢ |nstalling SUSE Rancher Prime
e Setting up Rancher Kubernetes Engine 2 clusters

¢ Deploying required components for Digital Manufacturing Edge
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2 Supported and used versions

The following support matrix lists the software versions used in this guide.

Product

SUSE Linux Micro
Rancher Kubernetes Engine 2
SUSE Rancher Prime
SUSE Storage
cert-manager

MetalLB

PostgreSQL

Istio

Dex

External Secrets Operator

Strimzi Kafka Operator

o Important

Version

6.2

1.34

2141

1113

1.20.3

0.16.1

16.14

1.30.3

2451

2.8.0

11.0

Y ou can use other versions, but they are not tested.
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3 Prerequisites

® Get subscriptions for:

® Rancher for SAP applications *

e SUSE Linux Enterprise High Availability **

* The Rancher for SAP applications subscription contains support for all required components like SUSE
Linux Micro, SUSE Rancher Prime and SUSE Storage.

** Only needed if you want to set up SUSE Rancher Prime in a high availability setup.
Additionally,

e check the storage requirements.
e get an SAP S-user ID to access software and documentation from SAP.

® read the relevant SAP documentation:

® https://help.sap.com/docs/sap-digital-manufacturing/setup-and-operations-guide-for-

sap-digital-manufacturing-for-edge-computing/ <

® https://me.sap.com/notes/3513927 A

o Important

SAP provides an overview of tested Kubernetes versions which need to be taken into account be-
fore deploying Digital Manufacturing Edge: https://help.sap.com/docs/sap-digital-manufactur-
ing/setup-and-operations-guide-for-sap-digital-manufacturing-for-edge-
computing/release-process-and-

strategy?locale=en-US#tested-kubernetes-distributions-and-versions <

The same applies for the databases known to work with Digita Manufacturing
Edge: https://help.sap.com/docs/sap-digital-manufacturing/setup-and-operations-guide-for-

sap-digital-manufacturing-for-edge-computing/postgresql-database?locale=en-US <

Before installing the clusters, ensure that you meet al SAP requirements.
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4 Installing SUSE Linux Micro 6.2

You caninstall SUSE Linux Micro 6.2 using several methods. This best practice guide uses the graphical
instaler. However, for cloud-native deployments, we recommend using infrastructure-as-code technol o-
gies to automate deployment and lifecycle management.

4.1 Installing and configuring SUSE Linux Enterprise Micro

On each server in your environment for Edge Integration Cell and SUSE Rancher Prime, install SUSE
Linux Enterprise Micro 6.0 as the operating system. There are several methods to install SUSE Linux
Enterprise Micro 6.0 on your hardware or virtual machine. A list of all possible solutions are available in
our Documentation SLE Micro 6.0 (https://documentation.suse.com/sle-micro/6.0/) 7.

At the end of the installation process, in the summary window, you need to verify that the following
security settings are configured:

e Thefirewall will be disabled.
® The SSH service will be enabled.

e SELinux will be set in permissive mode.

Set SELinux to permissive mode, because otherwise, some components of the Edge Integration Cell will
violate SELinux rules, and the application will not work.

@ Tip

If you have already set up all machines and the operating system, skip this chapter.

4.2 Registering your system

To get your system up-to-date, you need to register it with SUSE Manager, an RMT server, or directly with
the SCC Portal. Find the registration process with adirect connection to SCC described in the instructions
below. For more information, see the SUSE Linux Enterprise Micro documentation.

Registering the systemispossiblefrom thecommand lineusingthetransactional-update register
command. For information that goes beyond the scope of this section, refer to the inline documentation
with SUSEConnect --help.
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To register SUSE Linux Enterprise Micro with SUSE Customer Center, run transactional-update

register asfollows:
sudo transactional-update register -r REGISTRATION CODE -e EMAIL ADDRESS
To register with alocal registration server, additionally specify the URL to the server:

sudo transactional-update register -r REGISTRATION CODE -e EMAIL ADDRESS \
--url "https://suse register.example.com/"

Do not forget to replace

e REGISTRATION_CODE with the registration code you received with your copy of SUSE Linux
Enterprise Micro.

° EMAIL_ADDRESS with the e-mail address associated with the SUSE account you or your orga-
nization uses to manage subscriptions.

Reboot your system to switch to the latest snapshot. SUSE Linux Enterprise Micro is now registered.

Find moreinformation about registering your systemin the SUSE Linux Enterprise Micro 6.0 Deployment
Guide section Deploying selfinstall images (https://documentation.suse.com/sle-micro/5.4/html/SLE-

Micro-all/cha-selfinstal-procedure.html) &.

4.3 Updating your system

Loginto the system. After your systemisregistered, you can updateit withthetransactional-update
command.

sudo transactional-update

4.4 Disabling automatic reboot

By default SUSE Linux Enterprise Micro runs atimer for transactional-update in the background
which could automatically reboot your system. Disable it with the following command:

sudo systemctl --now disable transactional-update.timer
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4.5 Preparing for SUSE Storage

For SUSE Storage, some preparation steps are required. First, install some additional packages on all
worker nodes. Then, attach a second disk to the worker nodes, create afile system on top of it, and mount
it to the default SUSE Storage location. The size of the second disk will depend on your use case.

Install some packages as a requirement for SUSE Storage and Logical Volume Management for adding
afile system to SUSE Storage.

sudo transactional-update pkg install lvm2 jq nfs-client cryptsetup open-iscsi
After the required packages are installed, you need to reboot your machine.

sudo reboot

Now you can enablethe iscsid server.

sudo systemctl enable iscsid --now

4.5.1 Creating file system for SUSE Storage

The next step is to create a new logical volume with the Logical Volume Management.

First, you need to create a new physical volume. In our case, the second disk is called vdb. Use this as
SUSE Storage volume.

sudo pvcreate /dev/vdb
After the physical volumeis created, create a volume group called vgdata:
sudo vgcreate vgdata /dev/vdb
Now create the logical volume; use 100% of the disk.
sudo lvcreate -n lvlonghorn -1100%FREE vgdata
On the logical volume, create the XFS file system. Y ou do not need to create a partition on top of it.
sudo mkfs.xfs /dev/vgdata/lvlonghorn
Before you can mount the device, you need to create the directory structure.

sudo mkdir -p /var/lib/longhorn
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Add an entry to fstab to ensure that the mount of the file system is persistent:
sudo echo -e "/dev/vgdata/lvlonghorn /var/lib/longhorn xfs defaults 0 0" >> /etc/fstab
Finally, you can mount the file system as follows:

sudo mount -a
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5 Installing SUSE Rancher Prime cluster

At this point, the operating system isinstalled on every Kubernetes node, and you are ready to install the
SUSE Rancher Prime cluster.

5.1 Preparation

To provideahighly available SUSE Rancher Prime setup, you need aload balancer for your SUSE Rancher
Prime nodes. If you aready have aload balancer, you can use that to make SUSE Rancher Prime highly
available.

If you do not plan to set up ahighly available SUSE Rancher Prime cluster, you can skip this section.

5.1.1 Installing a haproxy-based load balancer

This section describes how to set up a custom load balancer using haproxy.

Set up avirtual machine or abare metal server with SUSE Linux Enterprise Server and SUSE Linux En-
terprise High Availability or use SUSE Linux Enterprise Server for SAP applications. Install the haproxy
package.

sudo zypper in haproxy

Create the configuration for haproxy. Find an example configuration file for haproxy below and adapt
for the actual environment.

sudo cat <<EQOF > /etc/haproxy/haproxy.cfg
global
log /dev/log localo
log /dev/log locall notice
chroot /var/lib/haproxy
# stats socket /run/haproxy/admin.sock mode 660 level admin
stats timeout 30s
user haproxy
group haproxy
daemon

# general hardlimit for the process of connections to handle, this is separate to
backend/listen

# Added in 'global' AND 'defaults'!!! - global affects only system limits
(ulimit/maxsock) and defaults affects only listen/backend-limits - hez

maxconn 400000
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+AES128:

defaults

# Default SSL material locations
ca-base /etc/ssl/certs
crt-base /etc/ssl/private

tune.ssl.default-dh-param 2048

# Default ciphers to use on SSL-enabled listening sockets.

# For more information, see ciphers(1SSL). This list is from:

# https://hynek.me/articles/hardening-your-web-servers-ssl-ciphers/
ssl-default-bind-ciphers ECDH+AESGCM:DH+AESGCM: ECDH+AES256:DH+AES256: ECDH
DH+AES : ECDH+3DES : DH+3DES : RSA+AESGCM: RSA+AES : RSA+3DES : 'aNULL : 'MD5: IDSS
ssl-default-bind-options ssl-min-ver TLSv1.2 no-tls-tickets

mode tcp

log global
option tcplog
option redispatch
option tcpka
option dontlognull
retries 2

timeout connect 5s
timeout client 5s
timeout server 5s
timeout tunnel 86400s
maxconn 400000

listen stats

bind *:9000

mode http

stats hide-version
stats uri /stats

listen rancher apiserver

bind my 1b address:6443

option httpchk GET /healthz

http-check expect status 401

server mynodel mynodel.domain.local:6443 check check-ssl verify none
server mynode2 mynode2.domain.local:6443 check check-ssl verify none
server mynode3 mynode3.domain.local:6443 check check-ssl verify none

listen rancher register

12

bind my b address:9345

option httpchk GET /ping

http-check expect status 200

server mynodel mynodel.domain.local:9345 check check-ssl verify none
server mynode2 mynode2.domain.local:9345 check check-ssl verify none
server mynode3 mynode3.domain.local:9345 check check-ssl verify none
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listen rancher_ingress80
bind my 1b address:80
option httpchk GET /
http-check expect status 404
server mynodel mynodel.domain.local
server mynode2 mynode2.domain.local
server mynode3 mynode3.domain.local

listen rancher ingress443
bind my 1lb address:443
option httpchk GET /
http-check expect status 404
server mynodel mynodel.domain.local
server mynode2 mynode2.domain.local
server mynode3 mynode3.domain.local
EOF

Check the configuration file:
haproxy -f /path/to/your/haproxy.conf -c
Enable and start the haproxy load balancer:

sudo systemctl enable haproxy
sudo systemctl start haproxy

:80 check
:80 check
:80 check

1443 check check-ssl verify none
1443 check check-ssl verify none
1443 check check-ssl verify none

Do not forget to restart or reload haproxy if any changes are made to the haproxy configuration file.

5.2 Installing RKE2

Toinstall RKE2, the script provided at https://get.rke2.io # can be used as follows:

sudo curl -sfL https://get.rke2.io | INSTALL RKE2 VERSION=v1.31.7+rke2rl sh

For HA setups, you must create RKE2 cluster configuration files in advance. On the first master node,

do the following:

sudo mkdir -p /etc/rancher/rke2
cat <<EOF > /etc/rancher/rke2/config.yaml
token: 'your cluster token'

system-default-registry: registry.rancher.com

tls-san:

- FQDN of fixed registration address on load balancer
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- other hostname
- IP v4 address
EOF

Create configuration files for additional cluster nodes:

cat <<EOF > /etc/rancher/rke2/config.yaml
server: https://"FQDN of registration address":9345
token: 'your cluster token'
system-default-registry: registry.rancher.com
tls-san:
- FQDN of fixed registration address on load balancer
- other hostname
- IP v4 address
EOF

o Important

You aso need to consider taking etcd snapshots and perform backups of
your Rancher instance. These topics ae not covered in this document, but
you can find more information in our official documentation. Helpful links
are https://documentation.suse.com/cloudnative/rke2/latest/en/backup_restore.html <
and https://documentation.suse.com/cloudnative/rancher-manager/latest/en/rancher-ad-
min/back-up-restore-and-disaster-recovery/back-up-restore-and-disaster-recovery.html #.
IMPORTANT: For security reasons, we generally recommend activating the CIS profile when in-
stalling RKE2. This is currently still being validated and will be included in the documentation
at alater date.

Now enable and start the RKE2 components and run the following command on each cluster node:
sudo systemctl enable rke2-server --now

To verify the installation, run the following command:
/var/lib/rancher/rke2/bin/kubectl --kubeconfig /etc/rancher/rke2/rke2.yaml get nodes

For convenience, you can add the kubect 1 binary to the $PATH and set the specified kubeconfig via
an environment variable:

export PATH=$PATH:/var/lib/rancher/rke2/bin/
export KUBECONFIG=/etc/rancher/rke2/rke2.yaml
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5.3 Installing Helm

Toinstall SUSE Rancher Prime and some of its required components, you need to use Helm.

Oneway to install Helmisto run:

curl https://raw.githubusercontent.com/helm/helm/main/scripts/get-helm-3 | bash

5.4 Installing cert-manager
To install the cert-manager package, do the following:
kubectl create namespace cert-manager

Toinstall cert-manager from the application-collection, you must create an imagePul| Secret.

How to create the imagePullSecr et is described in the Section 70.7, “Creating an imagePullSecret for the

Rancher Application Collection”.

5.4.1 Installing the application

Before you can install the application, you need to login into the registry. Y ou can find the instruction in
Section 10.2, “Logging in to the Application Collection Registry”.
helm install cert-manager oci://dp.apps.rancher.io/charts/cert-manager \

--set crds.enabled=true \

--set-json 'global.imagePullSecrets=[{"name":"application-collection"}]"' \

- -namespace=cert-manager \
--version 1.15.2

5.5 Installing SUSE Rancher Prime

To install SUSE Rancher Prime, you need to add the related Helm repasitory. To achieve that, use the
following command:

helm repo add rancher-prime https://charts.rancher.com/server-charts/prime
Next, create the cattle-system namespace in Kubernetes as follows:

kubectl create namespace cattle-system
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The Kubernetes cluster is now ready for the installation of SUSE Rancher Prime:
helm install rancher rancher-prime/rancher \
--namespace cattle-system \
--set hostname=<your.domain.com> \
--set replicas=3
During the rollout of SUSE Rancher Prime, you can monitor the progress using the following command:

kubectl -n cattle-system rollout status deploy/rancher

When the deployment is done, you can access the SUSE Rancher Prime cluster at https://<your.do-
main.com>[]. Here you will also find a description about how to log in for the first time.
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6 Installing RKE2 using SUSE Rancher Prime

After having installed the SUSE Rancher Prime cluster, use it to create Rancher Kubernetes Engine 2
clustersfor Digital Manufacturing Edge. SAP recommends setting up separate development and QA sys-

temsfor Digital Manufacturing Edge in addition to a production landscape.

Creating new RKE2 clustersis straightforward when using SUSE Rancher Prime.

Navigate to the home menu of the SUSE Rancher Prime instance and click the Create button:

= fmJ'RANCHER FT1
Welcome to Rancher q *
What's 27
what Preferen X Links

Clusters 0  Manage | 5]
Forums

State Name Provider Kubernetes Version cpy Memory Pods L

ilean

There are no rows to show. L

FIGURE 1: RANCHER HOME MENU
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The window displays the available options for creating new Kubernetes clusters. Ensure the toggle button

on the right side of the screen is set to RKE2/K 3s:

= Cluster Management

o

@ Clusters
Cloud Credentials Cluster: Create
Drivers
RKEZ Configuration SIS ina hosted Kuber
Advanced e

c— Alibaba ACK

Provision new nodes and create a cluster using RKE2/K3s

l K § AmazonEKS

==
=

‘E%i Azure AKS
Shb Azure

@ Google GKE

rie1 @D re2/ss

‘ Amazon EC2

Azure

‘ Linode

Use existing nodes and create a cluster using RKE2/K3s

@ -

FIGURE 2: RANCHER RKE VERSION SELECTION
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To create Kubernetes clusters on existing (virtual) machines, select the Custom option at the very bottom:

= Cluster Management

©Clusters o

e Cluster: Create

Drivers
RKEZ Configuration SIS ina hosted Kuber
Advanced >

Provision new nodes and create a cluster using RKE2/K3s

c—) Alibaba ACK

ava
=

‘E%i Azure AKS
Spib Azure

. Google GKE

rie1 @D re2/ss

‘ Amazon EC2

‘ Linode

Use existing nodes and create a cluster using RKE2/K3s

@ -

FIGURE 3: RANCHER CREATE CUSTOM CLUSTER
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The Kubernetes cluster configuration window appears as shown in the following figure:

Cluster Management

@ Clusters o
Cloud Credentials Cluster: Create Custom
Drivers
RKE1 Configuration v
Cluster Name * Cluster Description
Advanced M example

FIGURE 4: RANCHER CREATE CUSTOM CLUSTER CONFIG

Cluster Configuration

Basics

Kubernetes Version
v1.26.13+rke2r1

Project Network Isolation

System Services
CoreDNS @ NGINX Ingress @ Metrics Server

Cloud Provider
Default - RKE2 Embedded

Enter acluster name. The name is used only within SUSE Rancher Prime and does not affect workloads.
Next, select a Kubernetes version supported by the target workload.

If no additional Kubernetes requirements exist, click Create at the very bottom. Otherwise, consult your

administrator before making changes.
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After clicking Create, the cluster registration view appears as shown in the following figure:

= Cluster Management

®Clusters 1

Explore Detail Config. E

Cloud Credentials

Drivers
RKE1 Configuration ~
Advanced ¥ Provisioner: RKE2

Step1

Node Role
Choose what roles the node will have in the cluster. The cluster needs to have at least one node with each role.

etcd @ Control Plane @ Worker

Show Advanced

Step2

Registration Command

Run this command on each of the existing Linux machines you want to register.

curl ~fL https:// /systen-agent-install.sh | sudo sh -s - --server https://rancher.linuxlab.cloud --label ‘cattle.io/os=linux' --token
n2wz8f msrozt5)8 --etcd --controlplane --worker

Insecure: Select this to skip TLS verification if your server has a self-signed certificate.

Run this command in PowerShell on each of the existing Windows machines you want to register. Windows nodes can only be workers.

The cluster must be up and running with Linux etcd, control plane, and worker

FIGURE 5: RANCHER CREATE REGISTRATION

Select the roles for the nodes. A typical high-availability setup consists of:
® Three etcd / control plane nodes
® Three worker nodes

Copy the registration command to the shell of each target machines and execute it. If the SUSE Rancher
Prime instance uses a self-signed certificate, ensure to activate the check box for the text bar containing
the registration command.

Y ou can run the command on all nodes in parallel. When all nodes are registered, cluster status at the top
changes from "updating” to "active". The Kubernetes cluster is now ready for use.
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/ Preparing storage

To make storage available for Kubernetes workloads, prepare the selected storage solution. This chapter
describes how to set up storage and prepare it for Digital Manufacturing Edge.

7.1 Installing SUSE Storage

To deploy the chart, createtherelated namespace and imagePull Secr et first. To create the namespace, run:
kubectl create namespace longhorn-system

Find instructions how to create theimagePullSecret in Section 10.1, “Creating an imagePullSecret for the

Rancher Application Collection”.

Before you can install the application, you need to log in to the registry. Find the instructions in Sec-
tion 10.2, “Logging in to the Application Collection Registry”.

Create avalues.yaml file with the following configuration:

global:
imagePullSecrets:
- name: application-collection

Then install the SUSE Storage application:

helm install longhorn oci://dp.apps.rancher.io/charts/suse-storage \
-f values.yaml \
--namespace longhorn-system \
--version 1.11.3

For more details, visit https://documentation.suse.com/en-us/cloudnative/storage/ .

7.1.1  Configuring SAP Digital Manufacturing Edge to use SUSE Storage

After successfully installing SUSE Storage, you must configure the SAP Digital Manufacturing Edge
Helm chart to useit asthe storage provider. Add the following storage configuration to the values . yaml
filefor SAP Digital Manufacturing Edge deployment:

global:
storageClass: "longhorn"
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8 Installing mandatory infrastructure components for
Digital Manufacturing Edge

This chapter presents an example setup for MetalLB and SUSE Private Registry.

@ Note

Keep in mind that the following instructions might differ from the deployment required for your
specific infrastructure and use cases.

8.1 Logging in to Rancher Application Collection

To access Rancher Application Collection, log in using the console and Helm client. The easiest way to
do so is to use the built-in shell in SUSE Rancher Prime. To open the shell, navigate to the cluster and
select Kubect! Shell:

-
= B3 demo Only User Namespaces v o2 B B 0 o=
==
L
Projects/Namespaces Cluster Dashboard
- Dok ¢
Provider:RKE2  Kubernetes Version:v1.27.42 wkezr  Created: 32 mins ago 2 Install Monitoring £5 Add Cluster Badge
Cluster and Project Members
Events =60
Workloads >
862 Total Resources 6 Nodes 12 Deployments
Apps >
Service Discovery >
Storage .
Capacity
Policy >
More Resources > Pods cPU Memory
Used 455% Reserved 875% Reserved 136%
a - ¢
Used 1.16% Used 5.28%
[ -
v Etd v Scheduler ' Controller Manager
Events
Full events list
Reason Object Message Name Date(
Killing Pod dashboard-shell-n62mx  Stopping container shell dashboard-shell-n62mx.17c6b3bd022c2d3f  Tue, Apr 16 2024 9:58:52am
a Killing Pod dashboard-shell-n62mx  Stopping container proxy dashboard-shell-n62mx.17c6b3bd022d644a  Tue, Apr 16 2024 9:58:52am
« Created Pod dashboard-shell-n62mx  Created container proxy dashboard-shell-n62mx.17c6b3bc5c8a684c  Tue, Apr 16 2024 9:58:49 am
Pulled Pod da a 2 L pL image "r. v0.1.22"in 4. .764413037s including waiting) dashboard-shell-n62mx.17c6b3bc50ebd385 Tue, Apr 16 2024 9:58:49 am
Started Pod dashboard-shell-n62mx  Started container shell dashboard-shell-n62mx.17c6b3bc59aaf29f Tue, Apr 16 2024 9:58:49 am
°
- Pulled Pod dashboard-shell-n62mx  Container image "rancher/shell:v0.1.22" already present on machine dashboard-shell-n62mx.17c6b3bc59b42635 Tue, Apr 16 2024 9:58:49 am
3] Started Pod dashboard-shell-n62mx  Started container proxy dashboard-shell-n62mx.17c6b3bc630ed81d  Tue, Apr 16 2024 9:58:49 am
& Cluster Tools Created Pod dashboard-shell-n62mx  Created container shell dashboard-shell-n62mx.17c6b3bc53378e5f  Tue, Apr 16 2024 9:58:49 am
About Scheduled Pod dashboard-shell-n62 u I hell todemo-worker-7cbd3a15-tmkar dashboard-shell-n62mx.17c6b3bb0ecB321e  Tue, Apr 16 2024 9:58:442m

FIGURE 6: RANCHER SHELL ACCESS
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A shell will open:

= BN demo Only User Namespaces v B B O
.
Projects/Namespaces Cluster Dashboard
oMo Nodes
Provider:RKE2Z  Kubernetes Version:v1.27.12 wezrs  Created: 32 mins ago # Install Monitoring £ Add Cluster Badge
Cluster and Project Members
Events “en
Workloads >
869 Total Resources 6 Nodes 12 Deployments
Apps >
Service Discovery >
Storage > .
& Capacity
Policy >
More R > Pods CPU Memory
Used 455% Reserved 875% Reserved 136%
a - [}
£ Cluster Tools
Used 116% Used 5.34%
[ -
> Kubectl:demo (30 &
4 Run rubect ] comman
4 ovg. Jubectl get all
@
°
About Connected

FIGURE 7: RANCHER SHELL OVERVIEW

To log in to Rancher Application Collection, proceed as follows:

helm registry login dp.apps.rancher.io/charts -u <yourUser> -p <your-token>

8.2 Preparing the Digital Manufacturing Edge name space

Severa subsequent components, such as Istio, Dex, ESO, and Digital Manufacturing Edge, require the
target name space to exist first.

Create the dm- edge name space:

kubectl create namespace dm-edge

Follow the instructions in Section 10.1, “Creating an imagePullSecret for the Rancher Application Collec-
tion”to ensurethe application-collection secret isavailablein the dm-edge name space.

8.3 Installing MetalLB on Kubernetes cluster

Thefollowing chapter guides through the installation and configuration of MetalLB on a Kubernetes clus-
ter used for Digital Manufacturing Edge.
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Before proceeding, ensure that the following networking resources are available for configuration:

e A static IP address allocated for the MetalLB IPAddressPool. This address must be outside the
DHCP pool range, but routable within the network cluster.

¢ A configured DNS record (A or AAAA) matching the desired domain name that points directly to
the allocated | P address.

The DNS nameis used later in thisguide and is called <L B-addr ess>.

Q
If you do not control the DNS and are running a proof-of-concept setup, append .sdlip.io to your
IP address. Do not use thisapproach in production environments.

8.3.1 Installing and configuring MetalLB

There are multiple ways to install the MetalLB software. In this guide, we cover how to install MetalLB
using kubectl or Helm. A complete overview and more details about MetalLB can be found at official
website for MetalLB (https://metallb.universe.tf/)a.

8.3.1.1 Prerequisites

Before starting theinstallation, ensure that all requirements are met. In particular, you should pay attention
to network add-on compatibility. If you are trying to run MetalLB on a cloud platform, you should also
look at the cloud compatibility page and make sure your cloud platform works with MetalLB (note that
most cloud platforms do not).

There are several waysto deploy MetalLB. In this guide, we describe how to use the Rancher Application
Collection to deploy MetalLB.

Make sure to have one | P address available for configuring MetalLB.

Before you can deploy MetalLB from Rancher Application Collection, you need to create the namespace
and an imagePullSecret. To create the related namespace, run:

kubectl create namespace metallb

Instructions how to create theimagePull Secr et can befoundin Section 10.7, “Creating an imagePullSecret

for the Rancher Application Collection”.
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8.3.1.2 Installing MetallLB

Before you can install the application, you need to log in to the registry. You can find the instructions in
Section 10.2, “Logging in to the Application Collection Registry”.

Create a values.yaml file with the following configuration:

global:
imagePullSecrets:
- name: application-collection

Then install the metallb application.

helm install metallb oci://dp.apps.rancher.io/charts/metallb \
-f values.yaml \

- -namespace=metallb \

--version 0.16.1

8.3.1.3 Configuring MetalLB

MetalL B needs two configurations to function properly:

¢ |P address pool

e |2 advertisement configuration
Create the configuration files for the MetalLB | P address pool:

cat <<EOF >iprange.yaml
apiVersion: metallb.io/vlbetal
kind: IPAddressPool
metadata:
name: first-example-pool
namespace: metallb
spec:
addresses:
- 192.168.1.240/32
EOF

Create the layer 2 network advertisement:

cat <<EOF > 12advertisement.yaml
apiVersion: metallb.io/vlbetal
kind: L2Advertisement
metadata:

name: example

namespace: metallb
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EOF

Apply the configuration:

kubectl apply -f iprange.yaml
kubectl apply -f 12advertisement.yaml

8.4 Installing SUSE Private Registry (optional)

This chapter describes how to set up a SUSE Private Registry. Find more details about the
SUSE Private Registry at https://documentation.suse.com/cloudnative/suse-private-registry/html/

private-registry/pr-introduction.htm| 2

@ Note

Installing SUSE Private Registry is optional when deploying Digital Manufacturing Edge. To pro-
ceed without a SUSE Private Registry, skip to Section 8.6, “Gateways”.

8.4.1 Prerequisites

Before starting the deployment, ensure that all requirements for your selected environment are met:

® non-HA setups (https://documentation.suse.com/en-us/cloudnative/suse-private-reg-

istry/html/private-registry/pr-deployment.html#pr-deployment-prerequisites) @

® HA setups (https://documentation.suse.com/en-us/cloudnative/suse-private-registry/html/

private-registry/pr-deployment-ha.html#pr-deployment-ha-prerequisites) <

Asthe referenced Persistent Volume (PV) provisioner, SUSE Storage can be used.

8.4.2 Deployment
This chapter describes how to deploy a basic SUSE Private Registry without high availability.

0 Warning

The exampl e deployment uses self-signed certificates. Self-signed certificates present security risks
in production environments. We recommend using certificates signed by atrusted certificate au-
thority (CA) in production environments.
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Before starting the deployment, create a Kubernetes secret that stores the login credentials as de-
scribed in thedocumentation at https://documentation.suse.com/en-us/cloudnative/suse-private-reg-
istry/html/private-registry/pr-deployment.html#pr-deployment-kube-secrets @

8.4.2.1 Gathering login information

Before deploying SUSE Private Registry, gather the login credentials for the official SUSE registry and
save them in a Secret in the Kubernetes cluster.

@ Note

For the most up-to-date deployment guide, seehttps://documentation.suse.com/en-us/cloudna-
tive/suse-private-registry/html/private-registry/pr-deployment.html#pr-deployment-kube-

secrets 4.

To retrieve login credentias, log in to SUSE Customer Center and select the organization holding the
Registry subscription. Click Proxies as shown in the image below:

Q Search (D) SCCHelp @ English ~ 2

SUSE | customercCenter Support Documentation Product Resources  Subscriptions & Systems  Learn

@ Hom 0§ Dashboard & Users (& Subscriptions G Systems | [0 Proxies
i i - n
INTERNAL TOOLS organ]zat]on
©  Customer Management SUSE Linux Enterprise Server SUSE Server Extensions Recent activity
3 0o @ 8 products activated on your systems
mlﬂ Products 273an 2026
High Availability Real Time
O 1lsystemadded
6 273an 2026
MY ORGANIZATIONS (4) Q 00 1 )
Geo Clustering Long Term Service @ 1product activated on your systems
. u Subscriptions im0
O Viewall events
2
SUSE Support Additional Products

SLE Live Patching 2
2 @ Enterprise Storage 1
SLES for SAP Applications 1
Learn more Expanded Support @ 0
SLEWE () 0
MY TOOLS
63 Support
& Activate subscriptions

Patches and Packages ()
Packages

Patches

=]
=]
&
1

Container Images

G SUSE
©2026 SUSE, All Rights Reserved
Privacy and Cookie Policy

FIGURE 8: SCC PROXY
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The Mirroring credentials section on the right discplays your user name and password:

) Search (D) SCCHelp @ English = 2 kevinkKlinger@suse.com ~

SUSE | customercCenter Support Documentation Product Resources  Subscriptions & Systems  Learn

A Home 0§ Dashboard & Users & Subscriptions [J Systems IE) Proxies
i HEE [ | ||
INTERNAL TOOLS Al [PIEELES for @ Mirroring credentials
for all proxies of this organization
® Customer Management
M0 Products . ©
MY ORGANIZATIONS (4) Q
= 10perpage ©
2
SUSE MANAGER SERVER SUSE MANAGER SERVER
2
Unique ID Unique ID
- Host system (not avaiatle) @) Host system (not avaiatle) ()
Last seen Last seen

over 4 years ago over 4 years ago

Reported systems (1 Reported systems (12

Show details Show details

Displaying all 2 registration proxies

FIGURE 9: SCC PROXY CREDENTIALS

To revea the password, click the eye icon. Ongoing, this guide refers to these credentials as PRI-
VATE_REGISTRY_USERNAME and PRIVATE_REGISTRY_PASSWORD.

Next, save the PRIVATE_REGISTRY_PASSWORD to a password. txt file. To log in and verify that
your credentials work, run the following command:

head -1 ./password.txt | helm registry login registry.suse.com --username
<PRIVATE REGISTRY_ USERNAME> --password-stdin

Create a namespace for the registry-related resources.
kubectl create namespace <PRIVATE REGISTRY_ NAMESPACE>
The deployment requires an imagePullSecr et saved in the previously created namespace:

kubectl create secret docker-registry suse-registry \
--namespace <PRIVATE REGISTRY_ NAMESPACE> \
--docker-server=registry.suse.com \
--docker-username=<PRIVATE REGISTRY USERNAME> \
--docker-password=$(head -1 ./password.txt)
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In this example, the secret is named suse-registry. The next chapter references this secret.

8.4.2.2 Deploying without high availability

Deploying without high availability isthe most basic approach becauseit requires no keystore or database

dependencies.

o Important

By default, the SUSE Private Registry Helm chart allocates low storage capacity for the image
registry volume, which can cause disk saturation. Before deployment, adjust this value based on
application sizing requirements.

For more information about customizating storage sizes, see the
official SUSE Private Registry Persistence Parameters Documenta-
tion (https://documentation.suse.com/cloudnative/suse-private-registry/html/private-reg-

istry/pr-helm-chart-override.html#helm-persistence-parameters)a.

Thefollowing configuration shows example valuesfor deploying the registry with Helm using a NodePort
service for exposure, including the persistence configuration parameter:

expose:

type: nodePort

nodePort:
annotations: {}
labels: {}
name: harbor
ports:

http:
nodePort: 30002
port: 80

https:
nodePort: 30003
port: 443

auto:

commonName: <PRIVATE REGISTRY FQDN>

externalURL: https://<PRIVATE REGISTRY_ FQDN>
harborAdminPassword: "<MY_ PASSWORD>"
imagePullPolicy: IfNotPresent

imagePullSecrets:
- name: suse-registry
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persistence:
persistentVolumeClaim:
registry:
size: "5Gi" # Adjust this size based on your requirements

Warning

The example configuration creates a self-signed TLS certificate. Self-signed certificates present
security risks in production environments. In production environments, we recommend using cer-
tificates signed by atrusted certificate authority (CA).

To actually deploy, save the preceeding configuration to avalues.yaml.
To deploy SUSE Private Registry, run the following command:

helm install suse-registry oci://registry.suse.com/private-registry/private-registry-helm
-f values.yaml --namespace <PRIVATE REGISTRY NAMESPACE>

8.4.3 Configuring the Registry

This section describes how to configure the registry after deployment, including how to create a registry
user and the corresponding project.

8.4.3.1 Create a registry user

We recommend creating a new registry user to share credentials with deployment tools or Kubernetes
clusters.

If you already have an existing user or want to continue the deployment as admin, proceed to the project
creation section below (see Section 8.4.3.2, “Create a Proxy Cache Project”).

To create a new user, log in with an account that has user creation permissions, for example, an admin-
istrator account.
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® LIGHT
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FIGURE 10: CREATE REGISTRY USER

8.4.3.2 Create a Proxy Cache Project

Configure the SUSE Private Registry as atransparent proxy cache. This eliminates the need to manually
transfer images or maintain replication rules. When the cluster requests an image, SUSE Private Registry
automatically fetchesit from the source registry, cachesit locally, and servesit seamlessly.

8.4.3.2.1 Create the Registry Endpoint

Before creating a Proxy Cache Project, define a Registry Endpoint that points to an external, upstream
container registry. To do so, log in to your registry and perform the following steps:

1. Navigateto Administration — Registries.

2. Click NEW ENDPOINT.
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Registries

FIGURE 11: CREATE REGISTRY ENDPOINT
3. Configure the following parameters:
® Provider: Docker Registry
* Name: A generic name (for example, source-registry-endpoint).

* Endpoint URL: The URL of the source registry where the images to be cached are located
(for example, https://<SOURCE REGISTRY URL>).

® Access|D / Access Secret: Your user credentials for the source registry.

4. Click TEST CONNECTION to validate, then click OK.

8.4.3.2.2 Create the Proxy Cache Project

After the Registry Endpoint isset up, createthe Proxy Cache Project. To do so, perform thefollowing steps:

1. Navigateto Projectsand click NEW PROJECT.
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SUSE Private Registry

& Projects Projects

FIGURE 12: CREATE REGISTRY PROJECT

2. Enter aproject name (for example, proxy-cache-project).

3. Enablethe Proxy Cache toggle switch.

Projects Repositories
Public
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New Project

Project Name
Access Level (T)
Project quota limits (T)

Proxy Cache (1) ®
Endpeint = hit|

Bandwidth (T) -1

Max connection to upstream -1

registry (i)

Serve stale content when |:|
upstream is unavailable (3)

FIGURE 13: ENABLE PROXY CACHE CONFIGURATION

4. Select the previoudly created endpoint (for example, source-registry-endpoint) from the
Endpoint drop-down menu.

5. Click OK.

Qv
Tag Retention Palicy: When the project is created, navigate to Configuration > Policy to adjust
retention rules (for example, to prevent deleting cached images or to apply custom criteria).

8.4.4 Updating Helm values for the Proxy Cache

To route image requests through the newly created SUSE Private Registry Proxy Cache (configured in
Section 8.4.3, “Configuring the Registry”), you must update the SAP Digita Manufacturing Edge Helm

values.yaml file.

Locatetheglobal.dockerRegistry parameter inyour customvalues.yaml fileand updateit to point
to your SUSE Private Registry FQDN and the specific proxy cache project name.
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Modify your values.yaml file asfollows:

global:
dockerRegistry: "<PRIVATE REGISTRY_ FQDN>/<PROXY_ PROJECT NAME>"
# Example: "suse-registry.example.com/proxy-cache-project"
security:
imageCredentials:
username: "<SPR USERNAME>"
password: "<SPR_PASSWORD>"

@ Note

Ensure that the user name and password provided in the imageCredentials block correspond
to aregistry account that has at least read permissions (Pull role) assigned within the specified
proxy project.

8.5 Installing Cert-Manager

This chapter describes how to install cert-manager and prepare it for the usage with other mandatory
components like the Gateways or Dex.

8.5.1 Prerequisites
To deploy the chart, create the related namespace and imagePull Secr et first. To create the namespace, run:
kubectl create namespace cert-manager

Find istructions how to create the imagePullSecret in Section 10.1, “Creating an imagePullSecret for the

Rancher Application Collection”

Before you can install the application, you need to log in to the registry. Find the instructions in Sec-
tion 10.2, “Logging in to the Application Collection Registry”.

8.5.2 Deploying the chart

Create a values.yaml file to store configurations for the cert-manager Helm chart. The configuration
looks like the following:

global:
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imagePullSecrets: ['application-collection']
installCRDs: true

Toinstall the application, run:

helm install ingressgateway oci://dp.apps.rancher.io/charts/cert-manager \
-f values.yaml \

- -namespace=cert-manager \

--version 1.20.3

8.5.3 Using self-signed certificates

8.5.3.1 Define self-signed Issuer

To bootstrap the certificate chain, create a self-signed I ssuer. This component generates atemporary local
signing authority. Save the content below into aselfsigned-issuer.yaml file:

apiVersion: cert-manager.io/vl
kind: Issuer
metadata:
name: selfsigned-bootstrap-issuer
namespace: cert-manager
spec:
selfSigned: {}

8.5.3.2 Defineroot CA

Next, create theroot certificate used by the final Clusterlssuer to sign other certificates. Save thefollowing
configurationto amy-ca-cert.yaml file

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: root-ca
namespace: cert-manager
spec:
isCA: true
commonName: "self-signed-root-ca"
secretName: ca-key-pair
privateKey:
algorithm: RSA
size: 4096
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issuerRef:
name: selfsigned-bootstrap-issuer
kind: Issuer

Applying this configuration creates the r oot-ca secret in the cert -manager namespace.

8.5.3.3 Defining the global Clusterlssuer

Create a Clusterlssuer so that certificates issued by this resource are signed by the root CA. Using a
Clusterlssuer allowsissuing certificates across multiple namespaces. Save the following content to amy -
ca-issuer.yaml file and ensure that the secr etName matches the secr etName of your root CA.

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: my-cluster-ca-issuer
spec:
ca:
secretName: ca-key-pair

8.5.3.4 Apply the issuers

To apply the configurations you previously created, run:
kubectl apply -f selfsigned-issuer.yaml

kubectl apply -f my-ca-cert.yaml
kubectl apply -f my-ca-issuer.yaml

8.6 Gateways

Digital Manufacturing Edge requires a Kubernetes Ingress Controller to be installed in the cluster, which
handlesthetraffic routing to Digital Manufacturing Edge components. Asof today, there are two supported
Gateways.

® |stio
® NGINX

This chapter describes how to deploy both of them and how to prepare them for Digital Manufacturing
Edge.
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8.6.1 Istio

8.6.2 Installing Istio

This chapter describes how to install Istio in an RKE2 cluster using Helm.

8.6.2.1 Prerequisites

To deploy the chart, create the related name space and imagePull Secr et first. To create the name space,
run:

kubectl create namespace istio-system

Find instructions how to create theimagePullSecret in Section 10.7, “Creating an imagePullSecret for the

Rancher Application Collection”.

Before you can install the application, you need to log in to the registry. Find the instructions in Sec-
tion 10.2, “Logging in to the Application Collection Registry”.

8.6.2.2 Deploying the chart

Createavalues.yaml fileto storethe configuration for thelstio Helm chart. Thefile content can resemble
the following example:

base:
DR null
enabled: true
profile:
cni:
DR onull
enabled: false
profile: "'
gateway:
R null
enabled: true
profile: ''
global:
DR null
imagePullSecrets: ['application-collection']
imageRegistry:
platform: "'
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istiod:
"kt onull
enabled: true
profile: ''
ztunnel:
Rty null
enabled: false
profile: "'

o Important

Because of aknown bug in the chart, name the helm installation ingr essgateway.

To install the application, run:

helm install ingressgateway oci://dp.apps.rancher.io/charts/istio \
-f values.yaml \

--namespace=istio-system \

--version 1.3.3

This deploys the Istio application, including a L oadBalancer Service that consumes the |P address con-
figured in Section 8.3.1.3, “Configuring MetalLB".

To alow Digital Manufacturing Edge to properly route traffic using the Istio service mesh, enable auto-
matic sidecar injection on the target name space. To label the dm-edge name space, run the following
command:

kubectl label namespace dm-edge istio-injection=enabled

For more information on installing and configuring Istio, check the Istio reference guide (https://doc-

s.apps.rancher.io/reference-guides/istio/) .

8.6.3 Certificates

To alow TLS encrypted traffic through the Istio gateway, configure the certificates.

8.6.3.1 Istio Gateway server certificate

Thefirst certificate needed is the Istio server certificate. Its purpose is to terminate HTTPS traffic at the
Istio Gateway and present the server identity for the *.<LB-address> domains to inbound connections.
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Save the following configuration to an istio-server-cert.yaml file, and fill out the required fields:

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: istio-server-cert
namespace: istio-system
spec:
secretName: tls-secret
duration: 8760h
renewBefore: 720h
commonName: "<LB-address>"
isCA: false
privateKey:
algorithm: RSA
size: 4096
usages:
- server auth
dnsNames:
- "server.local"
- "localhost"
- "<LB-address>"
- "*.<LB-address>"
issuerRef:
name: my-cluster-ca-issuer
kind: ClusterIssuer

To apply it, run:
kubectl apply -f istio-server-cert.yaml

This creates a secret in the istio-system name space called tls-secret.

8.6.3.2 C(Client Certificate

The next required certificate is the client certificate. It serves as a client-side identity (client.crt and
client.key) to authenticate requests to the cluster.

Save the following configurationto amy-client-cert.yaml file

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: my-client-cert
namespace: istio-system
spec:
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secretName: client-tls-secret
duration: 8760h
renewBefore: 720h
commonName: "dm-edge-services"
isCA: false
privateKey:
algorithm: RSA
size: 4096
usages:
- client auth
issuerRef:
name: my-cluster-ca-issuer
kind: ClusterIssuer

To apply it, run:

kubectl apply -f my-client-cert.yaml

This creates a secret in the istio-system name space called client-tls-secret.

8.6.3.3 Istio CA Bundle

Finally, create a placeholder certificate to automate copying the root ca. crt into istio-system. This sat-

isfies the hardcoded <ingressServerCertificate>-cacert naming requi

Save the following configuration to amy-client-cert.yaml file

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: istio-ingress-ca-bundle
namespace: istio-system
spec:
secretName: tls-secret-cacert
commonName: "dummy-istio-ca"
duration: 8760h
isCA: false
issuerRef:
name: my-cluster-ca-issuer
kind: ClusterIssuer

To apply it, run:

kubectl apply -f my-client-cert.yaml

rement for SAP DM Edge.

This creates a secret in the istio-system name space called tls-secret-cacert.
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8.6.4 NGINX

Warning

Ingress NGINX reached end of life in March 2026. For more information, see https://kuber-
netes.io/blog/2025/11/11/ingress-nginx-retirement/ 2. Thus, we recommend using Istio with
Digital Manufacturing Edge.

By default, NGINX isdeployed on Rancher Kubernetes Engine 2 for Rancher Kubernetes Engine 2 cluster
versions earlier than 1.36. This means, unless you opt out in the SUSE Rancher Prime Ul during cluster
creation or use installation script suffixes when using the installation script, NGINX is deployed on those
clusters.

For Rancher Kubernetes Engine 2 clusters after version 1.36, you can still select NGINX in the SUSE
Rancher Prime Ul during cluster creation.

8.7 Database

SAP Digital Manufacturing Edge requires a database to operate. While embedded databases can be used
for PoC purposes, an external database is recommended for production environments.

8.7.1 Installing PostgreSQL

This chapter describes how to set up an external PostgreSQL database for the Digital Manufacturing Edge
deployment.

IMPORTANT
SUSE does not offer 3rd level database support for PostgreSQL or CloudNativePG on Kubernetes.
Find information about support options at The PostgreSQL Global Development Group (https://

www.postgresql.org/support/) 2.

IMPORTANT
Theinstructions bel ow describe only onevariant of installing aPostgreSQL database with the Cloud-
NativePG operator. There are other possible ways to set up PostgreSQL which are not covered in
thisguide. It isalso possibleto install PostgreSQL as a single instance on the operating system. This
section describes how to install PostgreSQL in a Kubernetes cluster using the CloudNativePG oper-
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ator. Using the CloudNativePG operator requires aRancher Primefor SAP applications subscription
or Rancher Prime Suite. For more information, see https://docs.apps.rancher.io/get-started/sub-

scriptions @

8.7.1.1 Deploying PostgreSQL

We recommend using Rancher Application Collection, although CloudNativePG is available in SUSE
Rancher Prime Apps. For the CloudNativePG chart, see https://apps.rancher.io/applications/cloudna-
tive-pg 4.

8.7.1.1.1  Deploying the operator

To deploy the operator chart, create the related name space and an imagePullSecret first. To create
the name space, run:

kubectl create namespace cnpg-system

Instructions how to create the imagePullSecret can be found in Section 70.7, “Creating an imagePul-

ISecret for the Rancher Application Collection”.
Before installing the application, log in to the registry. Find the instructions in Section 10.2, “Logging in
to the Application Collection Registry”.

Next, install the operator using Helm by running the following command. Make sure to replace
<your pg_version> with the actual version of PostgreSQL :

helm install cloudnative-pg oci://dp.apps.rancher.io/charts/cloudnative-pg \
- -namespace=cnpg-system \
--set global.imagePullSecrets={application-collection} \
--set images.postgresql.tag=<your pg version>

@ Note

To get a complete list of available PostgreSQL versions, visit https://apps.rancher.io/applica-

tions/postgresqgl/components A
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8.7.1.1.2 Deploying the database cluster

Create the name space where the database will be deployed:
kubectl create namespace edgedb

Like the operator, database pods a so pull images from the registry. Ensure you create the imagePullSe -
cret in this new name space as described in Section 10.1, “Creating an imagePullSecret for the Rancher
Application Collection”.

8.7.1.1.21 Configuring database credentials

The CloudNativePG operator requires two separate credentials: one for the database superuser (which
manages the PostgreSQL cluster) and one for the application user (which accesses the specific application
database).

Create afilenamed create user secret.yaml to define these credentials:

apiVersion: vl
kind: Secret
metadata:
name: cluster-pg-superuser
namespace: edgedb
type: kubernetes.io/basic-auth
stringData:
username: postgres
password: "<your password>"
apiVersion: vl
kind: Secret
metadata:
name: cluster-pg-appuser
namespace: edgedb
annotations:
labels:
type: kubernetes.io/basic-auth
stringData:
username: appuser
password: "<your password>"

Apply the configuration to the cluster:

kubectl apply -f create user secret.yaml

45 SAP Digital Manufacturing Edge on SUSE



8.7.1.1.2.2  Configuring TLS certificates

To secure internal and external database connections, create Kubernetes secrets containing the TLS cer-

tificatesusing cert-manager.

This example issues a server certificate with DNS names matching the CloudNativePG services and a
client certificate required for PostgreSQL streaming replication. The global my-cluster-ca-issuer
signs both certificates.

Create afile named edgedb-certificate.yaml with the following content:

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: my-edgedb-server-cert
namespace: edgedb
spec:
secretName: my-edgedb-server-cert
secretTemplate:
labels:
# CRITICAL: This label tells the CloudNativePG operator to
# automatically reload the database when this cert renews.
cnpg.io/reload: ""
usages:
- server auth
- digital signature
dnsNames:
- postgres-rw
- postgres-rw.edgedb
- postgres-rw.edgedb.svc
- postgres-ro
- postgres-ro.edgedb
- postgres-ro.edgedb.svc
- postgres-r
- postgres-r.edgedb
- postgres-r.edgedb.svc
issuerRef:
name: my-cluster-ca-issuer
kind: ClusterIssuer
apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: my-edgedb-client-cert
namespace: edgedb
spec:
secretName: my-edgedb-client-cert
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secretTemplate:

labels:

cnpg.io/reload: ""

usages:

- client auth
commonName: streaming replica
issuerRef:

name: my-cluster-ca-issuer

kind: ClusterIssuer

@ Note

Inthisguide, the databaseis created on the same cluster running Digital Manufacturing Edge, using
internal database service names. If in your setup PostgreSQL runs outside the cluster, change the
dnsNames values.

Apply the certificate configuration to the cluster:

kubectl apply -f edgedb-certificate.yaml

8.7.1.1.2.3 Creating the database

Create afilenamed postgres-values.yaml with the following configuration for the PostgreSQL clus-
ter database:

apiVersion: postgresql.cnpg.io/v1l
kind: Cluster
metadata:
name: postgres
namespace: edgedb
spec:
imageName: dp.apps.rancher.io/containers/postgresql:16.14-31.5
instances: 3

superuserSecret:
name: cluster-pg-superuser

bootstrap:
initdb:
database: edgedb # The name of the application database to create
owner: appuser # The username (must match the 'username' key in the
secret)
secret:
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name: cluster-pg-appuser

# Configure CNPG to use the cert-manager secrets (from previous steps)
certificates:

serverTLSSecret: my-edgedb-server-cert

serverCASecret: my-edgedb-server-cert

replicationTLSSecret: my-edgedb-client-cert

clientCASecret: my-edgedb-client-cert

storage:
size: 50Gi

Apply the configuration to deploy the database cluster:
kubectl apply -f postgres-values.yaml
Verify the status of the cluster by using kubect:

kubectl get clusters.postgresql.cnpg.io -A
NAMESPACE  NAME AGE  INSTANCES READY  STATUS PRIMARY
edgedb postgres 16m 3 3 Cluster in healthy state postgres-1

8.7.1.1.3  Configuring SAP Digital Manufacturing Edge to use the database

After successfully deploying the PostgreSQL cluster, configurethe SAP Digital Manufacturing EdgeHelm
chart to connect to it instead of using the embedded database. Add the following database configuration
to your values.yaml file for the SAP Digital Manufacturing Edge deployment:

global:
database:
useEmbedded: false
type: postgresql

auth:
host: "postgres-rw.edgedb.svc.cluster.local"
port: 5432

database: "edgedb"
username: "appuser"
password: "<your password>"

8.8 Installing Dex

This chapter covers the deployment of Dex for the usage with Digital Manufacturing Edge.
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o Important

Refer to official SAP documentation (https://help.sap.com/docs/sap-digital-manufactur-
ing/setup-and-operations-guide-for-sap-digital-manufacturing-for-edge-computing/use-

external-dex) 7 to get latest information about the configuration of Dex.

For the purpose of this guide, the installation of Dex within a Kubernetes cluster and how to expose it
through Istio or NGINX is described. For the Digital Manufacturing Edge setup, this can be the same
cluster used for the Digital Manufacturing Edge workload.

8.8.1 Setup SUSE Rancher Prime as an OIDC provider

o Important

Dex supports integration with various OIDC providers. For alist of supported connectors, see the
Dex Connectors documentation (https://dexidp.io/docs/connectors/) 7. This guide describes

how to use Dex with SUSE Rancher Prime.

Y ou can use SUSE Rancher Prime asthe OIDC provider for Dex. For complete configuration instructions,
see: Configure Rancher as an OIDC provider (https://documentation.suse.com/cloudnative/ranch-

er-manager/v2.14/en/rancher-admin/users/authn-and-authz/configure-oidc-provider.html) &

49 SAP Digital Manufacturing Edge on SUSE


https://help.sap.com/docs/sap-digital-manufacturing/setup-and-operations-guide-for-sap-digital-manufacturing-for-edge-computing/use-external-dex
https://help.sap.com/docs/sap-digital-manufacturing/setup-and-operations-guide-for-sap-digital-manufacturing-for-edge-computing/use-external-dex
https://help.sap.com/docs/sap-digital-manufacturing/setup-and-operations-guide-for-sap-digital-manufacturing-for-edge-computing/use-external-dex
https://dexidp.io/docs/connectors/
https://documentation.suse.com/cloudnative/rancher-manager/v2.14/en/rancher-admin/users/authn-and-authz/configure-oidc-provider.html
https://documentation.suse.com/cloudnative/rancher-manager/v2.14/en/rancher-admin/users/authn-and-authz/configure-oidc-provider.html

8.8.1.1 Using SUSE Rancher Prime

To set up SUSE Rancher Prime, open the application and select Users & Authentication in the left nav-
igation panel, as shown below:

= (©®& SUSE Rancher Prime

Welcome to Rancher Prime

Clusters

State Name Provider ©

There are no rows to show. Slack
File an Issue
Get Started

SUSE Application Collection

V2132

FIGURE 14: RANCHER DASHBOARD USER ICON
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Next, In the left navigation panel, select OIDC Apps:

Users & Authentication Q Y
o

"

Role Templates Users

0IDC Apps o

Enabled > 1D Name{ Provider Local Username Last Login Disable After Delete After Age

2, ufffai Demo Local demo 1.7 mins ago - - 543days

FIGURE 15: RANCHER USER OIDC TAB
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Make a note of the Issuer URL, which is required when configuring Dex. To allow the SAP Digital
Manufacturing Edge application to authenticate through Dex, create a new OIDC App. To do so, click
Add Application in the upper right corner, as shown below:

= Users & Authentication Q .
e
PS Users.
Role Templates |Here Frdiersahn e ity provi »

Provider Endpoints

JWKS URI
https://rancherlinuxlab. Jowell- jwks json &1

State Name g Client ID Token Expiration RefreshToken Expiration

There are no rows to show.

FIGURE 16: RANCHER USER MENU
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The OIDC creation page opens:

= Users & Authentication Q .
]
Users
Role Templates OIDC App: Create

0IDC Apps. o
N

Authorization Callback URLs *
‘Add Callback URL
Token Expiration

6

o)

«@

2
e

FIGURE 17: RANCHER USER MENU

Enter aname for the OIDC application and specify the callback URL which must be <your-Dex-URL >/
callback. Use this callback URL astheredirectURL vaueinthe Dex Helm chart.

After clicking the Add Application button, the overview page for the OIDC application opens, displaying
the Client ID and the Client Secrets. These values are used to configure Dex and are referenced in this
guide as <clientl D> and <clientSecret>.

8.8.1.2 Using a manifest

Y ou can also apply amanifest to the SUSE Rancher Primelocal cluster to create anew OIDC application.
Upload the following manifest using the SUSE Rancher Prime Ul or save the content and apply it using
kubectl:

apiVersion: management.cattle.io/v3
kind: OIDCClient
metadata:
name: sap-dme-dex-client
spec:
description: "0IDC Client fir Digital Manufacturing Edge Dex"
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redirectURIs:

- "https://<your-Dex-URL>/callback" # This must be used for the redirectURL later
tokenExpirationSeconds: 3600
refreshTokenExpirationSeconds: 86400

8.8.1.3 Gathering the client secret

SUSE Rancher Prime automatically generates a Kubernetes Secret in the cattle-oidc-client-se-
crets namespace for each 0IDCClient resource. The Secret’s name matches the 0IDCClient client
ID. Initially, the Secret contains asingle client secret. To retrieve the client secret, query it using kubectl
asfollows:

kubectl get secret <client-name> -n cattle-oidc-client-secrets -o
jsonpath="{.data.client-secret-1}" | base64 -d

8.8.2 Creating the Dex server certificate for Ingress (Only for nginx)

If you are using nginx, you need a certificate for incoming Ingress traffic.

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: dex-server-cert
namespace: auth
spec:
secretName: dex-server-tls-secret # Put this name into your Helm values under
“secretName®
duration: 8760h
renewBefore: 720h
commonName: "dex-dex-idp.auth.svc.cluster.local" # Match your Dex service name in
Kubernetes
isCA: false
privateKey:
algorithm: RSA
size: 2048
usages:
- server auth
dnsNames:
- "dex-dex-idp.auth.svc.cluster.local" # Match your Dex service name in Kubernetes
- "<your-Dex-URL>"
issuerRef:
name: my-cluster-ca-issuer
kind: ClusterIssuer
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8.8.3 Prerequisites

To deploy the chart, create therelated namespace and imagePull Secr et first. To create the namespace, run:

kubectl create namespace auth

Instructions how to create theimagePull Secr et can befoundin Section 70.7, “Creating an imagePullSecret
for the Rancher Application Collection”.

Before you can ingtall the application, you need to log in to the registry. Y ou can find the instructions in
Section 10.2, “Logging in to the Application Collection Registry”.

8.8.4 Deploying Dex

You are now set to deploy Dex. Create avalues.yaml file to store the configurations for the Dex Helm
chart. The file content can resemble the following example:

config:
issuer: https://<your-Dex-URL>/ # This must match your dex server address
oauth2:
skipApprovalScreen: true
# Refer to https://dexidp.io/docs/configuration/storage/#kubernetes-custom-resource-
definitions-crds
storage:
type: kubernetes
config:
inCluster: true
connectors:
- config:
clientID: <clientID>
clientSecret: <clientSecret>
issuer: https://<your-Rancher-URL>/0idc
insecureSkipVerify: true
redirectURI: https://<your-Dex-URL>/callback # This must match your configured
Callback URL for your 0IDC app
scopes:
- openid
- profile
- email
- groups
userIDKey: sub
userNameKey: email
insecureEnableGroups: true # Ensures that group information is included in the ID
token for DM Edge access
id: rancher-oidc
name: Rancher Login
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type: oidc
getUserInfo: true

expiry:
idTokens: 10m
refreshTokens:

validIfNotUsedFor: 15m # Define a value which is no shorter than 15 minutes (15m)
and no longer than 24 hours (24h)
absoluteLifetime: 24h
disableRotation: false
reuseInterval: 1m
# Register a UI application (DM Edge or your own custom UI application) with dex as a
client
staticClients:
- id: sap-dm-edge-client # Define an ID for the UI application
secret: "super-secret-password-shared-with-sap-dm" # Define a secure secret for the
UI application
name: 'SAP Digital Manufacturing for Edge Computing' # Define a meaningful name for
the UI application
# Callback URL for Dex to redirect the user post authentication
redirectURIs:
- https://edge-ui.<your-Dex-URL>/callback

o Important

Ensure the clientID and clientSecret match the configuration in Section 8.8.1, “Setup SUSE
Rancher Prime as an OIDC provider”. Also, ensure that the <your-Dex-URL> matches the address
where the Dex server is accessible.

To access Dex through an Ingress controller, add the following snippet to the values.yaml file. This
will create and configure Ingress for Dex:

ingress:
enabled: true
className: nginx

hosts:
- host: <your-Dex-URL>
paths:
- path: /
pathType: Prefix
tls:
- hosts:

- <your-Dex-URL>
# Specify the secret you created previously for the Dex server certificate
secretName: dex-server-tls-secret
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o Important

Ensurethe secretName matchesthe secretName value configuredin Section 8.8.2, “Creating the

Dex server certificate for Ingress (Only for nginx)”.

Toinstall the application, run:

helm install dex oci://dp.apps.rancher.io/charts/dex-idp \
-f values.yaml \

- -namespace=auth \

--version 0.24.1

8.8.5 Creating a secret for Dex

To deliver the root ca. crt into the dme namespace, create a placeholder certificate. SAP Digital Manu-
facturing Edge mounts this secret to mathematically verify that OIDC tokens issued by Dex are valid and
signed by atrusted source.

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: dex-ca-bundle
namespace: dm-edge
spec:
secretName: dex-ca-secret
commonName: "dummy-dex-ca"
duration: 8760h
isCA: false
issuerRef:
name: my-cluster-ca-issuer
kind: ClusterIssuer

8.8.6 Using Istio

To route traffic to Dex using Istio, configure the required Istio routes. A dedicated Gateway specifiesthe
domain name and certificate, while aVirtualService routes incoming traffic through the gateway to
the Dex service.

Save the following configurationinadex istio.yaml file:

apiVersion: networking.istio.io/v1l
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kind: Gateway
metadata:

name: dex-gateway

namespace: auth # Deploy in the same namespace as DEX
spec:

selector:
istio: ingressgateway # Must match the name of the Istio gateway pod

servers:
- hosts:
- <your-Dex-URL>
port:
name: https
number: 443
protocol: HTTPS
tls:

credentialName: tls-secret
mode: SIMPLE

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: dex-route
namespace: auth # Deploy in the same namespace as DEX
spec:
hosts:
- "<your-Dex-URL>"
gateways:
- dex-gateway # Must match the gateway used by the wildcard service
http:
- match:
- uri:
prefix: /dex
route:

- destination:
host: dex-dex-idp.auth.svc.cluster.local # Your actual internal DEX service

K8s DNS
port:
number: 5556 # Your DEX service port

@ Note

If you followed the guide and configured MetalLB and Istio, the value of <your-Dex-URL> can be
asubdomain of <LB-address>. For example, if <LB-address> is 192.168.1.66.s3lip.io, the <your-

Dex-URL> can be dex.192.168.1.66.sdlip.io.
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Now apply the manifests to create the resources in the Kubernetes cluster:

kubectl apply -f dex istio.yaml

8.8.6.1 Verifying reachability (optional)

To verify if your deployed Dex works as expected, use the following commands:

kubectl get secret dex-ca-secret -n dm-edge -o jsonpath='{.data.tls\.crt}' | base64 -d >
client.crt

kubectl get secret dex-ca-secret -n dm-edge -o jsonpath='{.data.tls\.key}' | base64 -d >
client.key

kubectl get secret dex-ca-secret -n dm-edge -o jsonpath='{.data.ca\.crt}' | base64 -d >
ca.crt

curl -v -i\
--cacert ca.crt \
--cert client.crt \
--key client.key \
https://<your-Dex-URL>/.well-known/openid-configuration

The command produces output similar to the following example:

"issuer": "https://{dex-server-URL}",
"authorization endpoint": "https://{dex-server-URL}/auth",
"token endpoint": "https://{dex-server-URL}/token",
"jwks uri": "https://{dex-server-URL}/keys",
"userinfo_endpoint": "https://{dex-server-URL}/userinfo",
"device authorization endpoint": "https://{dex-server-URL}/device/code",
"introspection endpoint": "https://{dex-server-URL}/token/introspect",
"grant_types supported": [
"authorization code",
"refresh _token",
"urn:ietf:params:oauth:grant-type:device code",
"urn:ietf:params:oauth:grant-type:token-exchange"
I,
"response_types supported": [
"code"
1,
"subject types supported": [
"public"
1,
"id token signing alg values supported": [
"RS256"
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15
"code challenge methods supported": [
"S256",
"plain”
o
"scopes_supported": [
"openid",
"email",
“groups",
"profile",
"offline access"
15
"token endpoint auth methods supported": [
"client secret basic",
"client secret post"
15
"claims_ supported": [
"iss",
"sub",
"aud",
"iat",
"exp",
"email",
"email verified",
"locale",
“name",
"preferred _username",
"at_hash"

When using a custom Dex instance, adjust the Helm values for the deployment of Digital Manufacturing

Edge accordingly. When following this guide, the values can resemble the following example:

global:
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dex:

useEmbedded: false
dexIssuer: https://{dex-server-URL}
dexCACertificate: dex-ca-secret
dexClient:

clientID: sap-dm-edge-client

clientSecret: super-secret-password-shared-with-sap-dm

idpLogoutUrl: https:/{rancher-URL}/oidc/logout
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8.9 Installing Kafka

To configure Kafka for Digital Manufacturing Edge, use the Strimzi Kafka Operator. This operator na-
tively handles the lifecycle, security, and scaling of the Kafka cluster on Rancher Kubernetes Engine 2.

For more information about configuring and connecting Strimzi Kafka to Digital Manufacturing Edge,
see https://help.sap.com/docs/sap-digital-manufacturing/setup-and-operations-guide-for-sap-digi-

tal-manufacturing-for-edge-computing/appendix-4-set-up-and-connect-to-strimzi-kafka @

8.9.1 Prerequisites

Before deploying the Strimzi Operator, create the related name space and imagePull Secr et. To create the
name space, run:

kubectl create namespace kafka

Find instructions on how to create the imagePullSecret in Section 10.1, “Creating an imagePullSecret for

the Rancher Application Collection”.

Before you can install the application, you need to log in to the registry. Find the instructions in Sec-
tion 10.2, “Logging in to the Application Collection Registry”.

8.9.2 Deploying the Strimzi Operator

Install the Strimzi Cluster Operator using Helm from the Rancher Application Collection:

helm install strimzi-cluster-operator oci://dp.apps.rancher.io/charts/strimzi-kafka-
operator \

--namespace kafka \

--set global.imagePullSecrets={application-collection} \

--set replicas=3 \

--version 1.1.0

8.9.3 Deploying the Kafka Cluster

When the Strimzi Operator pods are running, you can deploy aKafkacluster. To deploy the cluster, create
afilenamed strimzi-kafka.yaml with the following configuration:

apiVersion: kafka.strimzi.io/vl
kind: KafkaNodePool
metadata:

name: controller
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namespace: kafka
labels:

strimzi.io/cluster: kafka-cluster

spec:
replicas: 3
roles:
- controller
storage:
type: jbod
volumes:
- id: ©0
type: persistent-claim
size: 5Gi
kraftMetadata: shared
deleteClaim: false
class: longhorn
apiVersion: kafka.strimzi.io/vl
kind: KafkaNodePool
metadata:
name: broker
namespace: kafka
labels:

strimzi.io/cluster: kafka-cluster

spec:
replicas: 3
roles:
- broker
storage:
type: jbod
volumes:
- id: ©0
type: persistent-claim
size: 128Gi
deleteClaim: false
class: longhorn
apiVersion: kafka.strimzi.io/vl
kind: Kafka
metadata:
name: kafka-cluster
namespace: kafka
spec:
kafka:
version: "4.3.0"
metadataVersion: "4.3"
authorization:
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type: simple
listeners:
- name: plain
port: 9092
type: internal
tls: false
authentication:
type: scram-sha-512
- name: tls
port: 9093
type: internal
tls: true
authentication:
type: scram-sha-512
config:
offsets.topic.replication.factor: 3
transaction.state.log.replication.factor: 3
transaction.state.log.min.isr: 2
default.replication.factor: 3
min.insync.replicas: 2
entityOperator:
topicOperator: {}
userOperator: {}

NOTE
The configuration above createsaKafkacluster with 3 brokersand 3 controllers, each with persistent
storage. Adjust the sizes according to your environment.

Apply the configuration to the cluster:

kubectl apply -f strimzi-kafka.yaml

8.9.4 Creating the Kafka User and ACLs

After the Kafka cluster is deployed, create a Kafka user for Digital Manufacturing Edge and configure
the necessary Access Control Lists (ACLS) to allow Digital Manufacturing Edge to read and write to its
internal topics.
Create afilenamed strimzi-kafka-user.yaml with the following content:

apiVersion: kafka.strimzi.io/vl

kind: KafkaUser

metadata:
name: kafka-user

63 SAP Digital Manufacturing Edge on SUSE



namespace: kafka
labels:
strimzi.io/cluster: kafka-cluster
spec:
authentication:
type: scram-sha-512
authorization:
type: simple
acls:
- resource:
type: topic
name: com.sap.dsc.dm.
patternType: prefix
operations:
- Read
- Write
- Create
- Describe
- Delete
- resource:
type: group
name: "*"
patternType: literal
operations:
- Read
- Describe

Apply the user configuration:
kubectl apply -f strimzi-kafka-user.yaml

The Strimzi operator automatically generates a Kubernetes Secret containing the user’s credentials. Re-
trieve and decode the password, as you will need it for the Digital Manufacturing Edge installation (Sec-
tion 8.9.5, “Connecting SAP Digital Manufacturing Edge to Strimzi Kafka”):

kubectl get secret kafka-user -n kafka -o jsonpath='{.data.password}' | base64 -d

8.9.5 Connecting SAP Digital Manufacturing Edge to Strimzi Kafka

When the Kafka cluster and user are ready, configure the SAP Digital Manufacturing Edge Helm val-
ues.yaml to disable the embedded Kafka and point to the external Strimzi deployment.

64 SAP Digital Manufacturing Edge on SUSE



@ Note

The configuration example below uses the standard in-cluster Kubernetes DNS address (kaf -
ka-cluster-kafka-bootstrap.kafka.svc.cluster.local:9092). If your Kafka cluster
uses a different name space, custom domain name, or DNS endpoint, make sure to update the
brokers field with the actual server address and port.

Update the values . yaml file with the connection details and the decoded password retrieved in the pre-
vious step (Section 8.9.4, “Creating the Kafka User and ACLs"):

global:
kafka:
useEmbedded: false
auth:
brokers: 'kafka-cluster-kafka-bootstrap.kafka.svc.cluster.local:9092"'
username: 'kafka-user'
password: ‘'<your-kafka-password>'

8.10 External Secrets Operator (ESO)

External Secrets Operator allows you to manage sensitive information in a secure and centralized manner.
It isacollection of custom API resources (such as ExternalSecret and SecretStore) that provide a
user-friendly abstraction for an external API that stores and manages the lifecycle of secrets for you.

The operator reads information from external APIs and creates native Kubernetes secrets based on the
retrieved information, updating them automatically when the external secret changes.

@ Note

Installing External Secrets Operator isoptional when deploying Digital Manufacturing Edge. With-
out External Secrets Operator, you must manage passwords and credentials manually in the Helm
values file. To proceed without External Secrets Operator, skip to Section 9, “Deploying Digital
Manufacturing Edge”.

8.10.1  Prerequisites

Before installing the operator, ensure the target namespace exists.
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kubectl create namespace external-secrets

Follow the instructionsin Section 10.1, “Creating an imagePullSecret for the Rancher Application Collec-
tion” to create theimagePullSecret in the external-secrets namespace.

Before you can install the application, you need to log in to the registry. Find the instructions in Sec-
tion 10.2, “Logging in to the Application Collection Registry”.

8.10.2 Installing External Secrets Operator

Install External Secrets Operator via Helm using the SUSE Application Collection repository. For more
information on the available configuration options, refer to reference guide at https://docs.apps.ranch-

er.io/reference-guides/external-secrets-operator /.

helm install external-secrets-operator oci://dp.apps.rancher.io/charts/external-secrets-
operator \

--namespace external-secrets \

--set global.imagePullSecrets={application-collection} \

--version 2.8.0

o Important

The command above performs a standard deployment. Harden the operator’ s permissions (for ex-
ample, by restricting globa ServiceAccount token creation or disabling unused cluster-wide re-
sources). Refer to the official Security Best Practices (https://external-secrets.io/latest/guides/
security-best-practices/) 7 to secure your setup.

8.10.3 Configuring the Kubernetes Provider

In this guide, External Secrets Operator is configured using the Kubernetes provider. This enables the
operator to retrieve credentials directly from native Kubernetes secrets in the cluster.

@ Note

For a complete list of supported providers, refer to the officia site https://external-secrets.io 2
and navigate to the "Provider" tab.
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Setting up the Kubernetes provider involves creating a SecretStore resource. This resource acts as the
connection bridge, pointing the operator to the Kubernetes API and defining the authentication method.
For detailed technical information and advanced settings, refer to the official Kubernetes provider doc-

umentation (https://external-secrets.io/latest/provider/kubernetes/) 7.

8.10.3.1  Provisioning the ServiceAccount Token

To configurethe Kubernetes provider, create aservice account token that External Secrets Operator can use
to authenticate with the Kubernetes API. This token is used to access secrets in the dm-edge namespace.

Execute the following command to create a service account token:

cat <<EOF | kubectl apply -f -
apiVersion: vl
kind: Secret
metadata:
name: default-sa-token
namespace: dm-edge
annotations:
kubernetes.io/service-account.name: default
type: kubernetes.io/service-account-token
EOF

@ Note

The default service account is used here for simplicity. In a production environment, consid-
er creating a dedicated service account with limited permissions, or using a different authentica-
tion method. Refer to the official documentation at https://external-secrets.io/latest/provider/

kubernetes/#authentication <.

8.10.3.2 Applying RBAC Permissions

After generating the authentication token, you must grant the necessary permissions for External Secrets
Operator to operate securely within the dm-edge namespace.

Thisstep createsaRole and aRoleBinding that allow thedefault service account to read secrets(get,
list, watch). Thisalso enables the operator to validate its access through the selfsubjectrulesre-

views API.
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Execute the following command to apply the RBAC configuration:

cat <<EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1
kind: Role

metadata:

name: eso-secret-reader-role

namespace: dm-edge

rules:

- apiGroups: [""]
resources: ["secrets"]
verbs: ["get", "list", "watch"]

- apiGroups: ["authorization.k8s.i0"]
resources: ["selfsubjectrulesreviews"]
verbs: ["create"]

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:

name: eso-secret-reader-binding

namespace: dm-edge

subjects:

- kind: ServiceAccount
name: default
namespace: dm-edge

roleRef:

kind: Role

name: eso-secret-reader-role

apiGroup: rbac.authorization.k8s.io

EOF

8.10.3.3 Provisioning Secrets

This step creates the source secrets in the dm-edge namespace. These secrets serve as the local vault for
External Secrets Operator.

Digital Manufacturing Edge allows integrating external secrets for various components. Execute the fol-
lowing commands as needed for your specific deployment. Ensure you replace the placehol der valueswith
your actual credentials.

# 1. Kafka Credentials

kubectl create secret generic kafka-credentials \
--namespace dm-edge \
--from-literal=KAFKA USERNAME="kafka-user" \
--from-literal=KAFKA PASSWORD="<your-kafka-password>"
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# 2. UAA Credentials

kubectl create secret generic uaa-credentials \
--namespace dm-edge \
--from-literal=CLIENT ID='your-dm-uaa-client-id' \
--from-literal=CLIENT SECRET='your$strong$uaa$secret' \
--from-literal=URL="https://<your-authentication-url>"'

# 3. Database Credentials (Password only)

kubectl create secret generic database-credentials \
--namespace dm-edge \
--from-literal=DB_PASSWORD='SuperStrongDatabasePassword123$'

# 4. Docker Registry Credentials

kubectl create secret generic registry-credentials \
--namespace dm-edge \
--from-literal=DOCKER REGISTRY USERNAME='your-registry-username' \
--from-literal=DOCKER REGISTRY_ PASSWORD='your$registry$password’

8.10.3.4 Creating the SecretStore

When the secrets are provisioned, establish the connection bridge. The SecretStore resource instructs
External Secrets Operator about where to find the secrets and how to authenticate securely.

In this configuration, the operator connectsto theinternal Kubernetes API (https://kubernetes.de-
fault.svc). It validates the internal TLS connection using the cluster’s default Certificate Authority
(kube-root-ca.crt), and authenticates using the default-sa-token created in the previous steps

(Section 8.10.3.1, “Provisioning the ServiceAccount Token”).

@ Note

Using an internal Kubernetes DNSroute, such askubernetes.default. svc, requirestherefer-
enced service to be deployed and accessible within the same Kubernetes cluster. If the deployment
setup differs, update the url field accordingly.

Execute the following command to create the SecretStore:

cat <<EOF | kubectl apply -f -
apiVersion: external-secrets.io/vl
kind: SecretStore
metadata:
name: dme-secret-store
namespace: dm-edge
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spec:
provider:
kubernetes:
remoteNamespace: dm-edge
server:
url: "https://kubernetes.default.svc"
caProvider:
type: ConfigMap
name: kube-root-ca.crt
key: ca.crt
auth:
token:
bearerToken:
name: default-sa-token
key: token
EOF

8.10.4 Configuring the Chart with External Secrets Operator

Finally, configure the Digital Manufacturing Edge Helm chart to consume the SecretStore.

By enabling this feature, the chart delegates credential management to External Secrets Operator by de-

ploying ExternalSecret manifests. These manifests fetch the credentials provisioned earlier in Sec-

tion 8.10.3.3, “Provisioning Secrets”.

Update the values . yaml file to map each application component to its corresponding remote secret key:

global:
security:
externalSecrets:
enabled: true
secretStoreRefKind: SecretStore
secretStoreRefName: "dme-secret-store"

database:
enabled: true
remoteRefKey: "database-credentials"

dockerRegistry:
enabled: true
remoteRefKey: "registry-credentials"

serviceKey:

enabled: true
remoteRefKey: "uaa-credentials"
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kafka:
enabled: true
remoteRefKey: "kafka-credentials"

Note

When externalSecrets.enabled is set to true, ensure that you remove or leave empty
the corresponding plain-text passwords in other sections of your values.yaml (such as glob-
al.uaaClientSecret, global.database.auth.password, etc.) to prevent configuration

conflicts.
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9 Deploying Digital Manufacturing Edge

At this point, al mandatory components are instaled and you ae ready to
deploy Digita Manufacturing Edge. First, create an edge device as described
in https://help.sap.com/docs/sap-digital-manufacturing/setup-and-operations-guide-for-sap-digi-

tal-manufacturing-for-edge-computing/create-edge-device #.

Afterward, follow theinstructionsat https://help.sap.com/docs/sap-digital-manufacturing/setup-and-
operations-guide-for-sap-digital-manufacturing-for-edge-computing/install-with-helm #. Skip the
certificate creation, as certificates were created in previous chapters.

If you followed this entire guide, you can find an example of what the values.yaml looks like:

o Important

The following excerpt shows an example using Istio, Dex, PostgreSQL and Kafka with values
described in this guide. For clarity, it displays the values without the External Secrets option.

deviceld: '<your-device-id>'
connectionString: <your-connection-string>
global:
tenantId: '<your-tenant>'
dockerRegistry: '<RSBC-Repository-URL>'
gateway:
hostname: <LB-address>
storageClass: longhorn
uaalrl: '<your-uaaURL>'
uaaClientId: <your-uaaClient>
uaaClientSecret: <your-uaaClient-Password>
ingressType: istio
istioNamespace: istio-system
ingressCACertificate: tls-secret-cacert
ingressServerCertificate: tls-secret
dex:
useEmbedded: false
dexIssuer: https://<dex-server-URL>
dexCACertificate: dex-ca-secret
dexClient:
clientID: sap-dm-edge-client
clientSecret: super-secret-password-shared-with-sap-dm
idpLogoutUrl: https://<your-Rancher-URL>/0idc/logout
database:
useEmbedded: false
type: postgresql
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auth:
host: "postgres-rw.edgedb.svc.cluster.local"
port: 5432
database: "edgedb"
username: "appuser"
password: "<your password>"
kafka:
useEmbedded: false
auth:
brokers: 'kafka-cluster-kafka-bootstrap.kafka.svc.cluster.local:9092'
username: 'kafka-user'
password: '<YOUR DECODED KAFKA PASSWORD>'
security:
imageCredentials:
username: <RBSC-docker-registry-username>
password: <RBSC-docker-registry-password>
externalSecrets:
enabled: false
size: production
edge-object-store:
storageClass: longhorn
hasRWXSupport: true

To get abetter understanding of the values, refer to https://help.sap.com/docs/sap-digital-manufactur-
ing/setup-and-operations-guide-for-sap-digital-manufacturing-for-edge-computing/helm-values #
When the helm install command succeeds, Digital Manufacturing Edge is de
ployed and ready to use. For subsequent steps, follow the officid SAP documenta-
tion a https://help.sap.com/docs/sap-digital-manufacturing/setup-and-operations-guide-for-sap-

digital-manufacturing-for-edge-computing/enable-and-trigger-initial-load?locale=en-US @
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10 Appendix

10.1 Creating an imagePullSecret for the Rancher Application
Collection

To make the resources available for deployment, you need to create an imagePullSecret. In this guide,
we use the name application-collection for it.

@ Note

For details on authenticating with the Rancher Application Collection, refer to the Rancher Ap-
plication Collection (https://docs.apps.rancher.io/get-started/first-steps/#distribution-plat-

form)a.

@ Note

If you do not want to create multiple imagePul| Secrets, you can also add the application collection
as aregistry to your cluster. Therefore add dp.apps.rancher.io as aregistry as described in Sec-
tion 10.4, “Adding o registry” (page 79). If you do so, make sure to create an HTTP Basic Auth
Secret with your access token or service account credentials.

10.1.1  Creating an imagePullSecret using kubectl

Using kubect1 to create the imagePull Secret is quite easy. Get your user name and your access token for
the Rancher Application Collection. Then run:

kubectl -n <namespace> create secret docker-registry application-collection --docker-
server=dp.apps.rancher.io --docker-username=<yourUser> --docker-password=<yourPassword>

As secrets are namespace-sensitive, you need to create this for every required namespace.
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10.1.2 Creating an imagePullSecret using SUSE Rancher Prime

Y ou can also create an imagePull Secret using SUSE Rancher Prime. To do so, open SUSE Rancher Prime
and enter your cluster.

Navigate to Storage — Secr ets as shown below:

= B9 demo Only User Namespaces v 2 » B o i ul=
-
" Workloads > Cluster Dashboard
Apps
Provider:RKE2  Kubernetes Version:v1.27.12 wezrs  Created: 32 mins ago 4 Install Monitoring S5 Add Cluster Badge
Service Discovery >
[Storage <
PersistentVolumes 0
871 Total Resources 6 Nodes 12 Deployments
StorageClasses 0
ConfigMaps “2
PersitentVolumeClins WO L
[Secrets o
Policy > Pods CPU Memory
More Resources > Used 455% Reserved 875% Reserved 136%
[ | - [
Used 142% Used 5.30%
[l -
v Etcd +/ Scheduler +/ Controller Manager
Events
Full events list
Reason Object Message Name Date{
Killing Pod dashboard-shell-hdr5] Stopping container shell dashboard-shell-hdr5].17c6b4c012425¢89 Tue, Apr 16 2024 10:17:25 am
o Killing Pod dashboard-shell-hdr5j Stopping container proxy dashboard-shell-hdr5j.17c6b4c0124393af Tue, Apr 16 2024 10:17:25 am
« Created Pod dashboard-shell-hdr5] Created container proxy dashboard-shell-ndr5.17c6b4284c5b4e89 Tue, Apr 16 2024 10:06:33 am
Started Pod dashboard-shell-hdr5] Started container proxy dashboard-shell-hdr5j.17c6b42852de50f3 Tue, Apr 16 2024 10:06:33 am
Created Pod dashboard-shell-hdr5] Created container shell dashboard-shell-hdr5.17c6b428432c7fef Tue, Apr 16 2024 10:06:33 am
2 Started Pod dashboard-shell-hdr5] Started container shell dashboard-shell-hdr5].17c6b428497fcc26 Tue, Apr 16 2024 10:06:33 am
[::] Pulled Pod dashboard-shell-hdr5] Container image "rancher/shell:v0.1.22" already present on machine dashboard-shell-hdr5].17c6b4284989bele Tue, Apr 16 2024 10:06:33 am
# Cluster Tools Pulled Pod dashboard-shell-hdr5j Container image "rancher/shell:v0.1.22" already present on machine dashboard-shell-hdr5].17c6b42840150778 Tue, Apr 16 2024 10:06:33am
About Scheduled Pod dashboard-shell-hr5] hell-hdrS; to d er-7chd3a15-tmkzr dashboard-shell-hdr5j.17c6b42819ed3c15 Tue, Apr 16 2024 10:06:32am

FIGURE 18: SECRETS MENU
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Click the Create button in the top right corner.

B demo

Cluster >
k) Workloads > Secrets

Service Discovery >

Storage M
PersistentVolumes 0 state (S
StorageClasses o

ConfigMaps w2
PersistentVolumeClaims o

Secrets =o

Policy >

More Resources >

4 Cluster Tools

About

FIGURE 19: SECRETS OVERVIEW

Kind &

There are no rows to show.

Only User Namespaces R S = A B = < R

Data Age

A window will appear asking you to select the secret type. Select Registry as shown here:

= B3 demo

Cluster >
hd .
Workloads > Secret: Create
- Apps >

Service Discovery > Custom Type

Storage v e Create a Secret with a custom type
PersistentVolumes o
StorageClasses 0

ConfigMaps 2 Opaque
R € Default type of Secret using key-value pairs
SSH Key
@ Public key and private key for SSH authentication

Secrets “o
Policy >
More Resources >

4 Cluster Tools
About

FIGURE 20: SECRETS TYPE SELECTION
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More Info & E

-
Only User Namespaces. v a > [ B O m 3 K
-
HTTP Basic Auth More Info 2
@ Authentication with a username and password
Registry More Info &
Authenticated registry for pulling container images
TLS Certificate More Info 2

More Info & E

Store a certificate and key for TLS

Cancel
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Enter a name such as application-collection for the secret. In the text box Registry Domain Name, enter
dp.apps.rancher.io. Enter your user name and password and click the Create button at the bottom right.

= BN demo Only User Namespaces v 2 » m B O m
Cluster >
f X .
Workload > Secret: Create Registry
PMO Apps >
Service Discovery N Namespace* L e ) Description ) }
default application-collection Image Pull Secret for the Rancher Application Collection
Storage v
PersistentVolumes o
StorageClasses o
I Dat:
ConfigMaps =2 Data
Labels & Annotations
PersistentVolumeClaims o @ Custom
Secrets “o DockerHub
Quay.io
Policy > Artifactory
More Resources >
pass
“
o

4 Cluster Tools

About ‘ Cancel ‘ Edit as YAML

FIGURE 21: SECRETS CREATION STEP
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10.2 Logging in to the Application Collection Registry

To install the Helm charts from the application-collection, you need to log in to the registry. This needs
to be done with the Helm client.

To log in to the Rancher Application Collection, run;
helm registry login dp.apps.rancher.io/charts -u <yourUser> -p <your-token>
Thelogin process is needed for the following application installations:
® Cert-Manager (Section 5.4.1, “Installing the application” (page 15))
® MetalLB (Section 8.3.1.2, “Installing MetalLB” (page 26))

e Kafka(Section 8.9, “Installing Kafka")

10.3 Fully removing SUSE Rancher Prime

While helm uninstall triggers the removal of the SUSE Rancher Prime components, timeouts can occur,
leaving residual components on your cluster. Therefore, we recommend to fully uninstall SUSE Rancher
Primefrom your Kubernetes cluster using the cleanup script found at https://github.com/rancher/ranch-
er-cleanup @ .

To run the script without cloning the repository, use the following command:

kubectl create -f https://raw.githubusercontent.com/rancher/rancher-cleanup/refs/heads/
main/deploy/rancher-cleanup.yaml

To keep track of the deletion process, you can run:
kubectl -n kube-system logs -1 job-name=cleanup-job -f
To verify the deletion was successful, run the following commands. Y ou should receive an empty output:

kubectl create -f https://raw.githubusercontent.com/rancher/rancher-cleanup/refs/heads/
main/deploy/verify.yaml
kubectl -n kube-system logs -1 job-name=verify-job -f | grep -v "is deprecated"
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10.4 Adding a registry

To avoid creating identical imagePull Secrets in multiple namespaces, you can also introduce a registry
in your cluster configuration. This can be configured in the Cluster Configuration at the tab Registries
as shown below:

o mm
= Cluster Management § Q Ly
Clusters 11
L
Cloud Credentials Cluster: Create Custom
11 Drivers >
users
Advanced > ClusterName* & Cluster Appearance Cluster Description
‘s # Customize
Esv

Basics
On Kubernetes 1.30 or greater, the Azure Cloud Provider the documentation for
ailonaiantey Kubernetes Version Cloud Provider
e v1.33.7+rke2r1 v Default - RKE2 Embedded 82
Cluster Agent Show deprecated Kubernetes patch versions
e Container Network
calico v
Fleat Agent
Labels & Annotations
Security
Seeall
Compliance Profile
(None) v
Upgrade Strategy
Pod Security Admission Configuration Template
m Advanced Default - RKE2 Embedded v
i
Project Network Isolation
@

System Services
CoreDNS @ NGINXIngress @ Metrics Server

Cancel Editas YAML Create

FIGURE 22: CLUSTER CONFIG REGISTRY
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When opened, click Show Advanced as displayed in the picture below:

[ 2% T

v2123

Cluster Management
Clusters 10
Cloud Credentials

Drivers >

Advanced >
Cluster Name ™

Cluster Configuration
Basics
Member Roles
‘Add-on: Calico
‘Additional Manifest
‘Agent Environment Vars
Cluster Agent
eted
Fleet Agent
Labels & Annotations
Networking

I Registries
Upgrade Strategy

Advanced

Cluster: Create Custom

A Cluster Appearance Cluster Description

# Customize

Registries

Enable cluster scoped container registry for Rancher system container images

If enabled,

imag: i
Default Registry i tting

registry s di
Enable cluster scoped container registry for Rancher system container images

Container Registry
registry.rancher.com

Authentication

None

FIGURE 23: CLUSTER CONFIG REGISTRY ADVANCED
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By default, Rancher wil

official Hel

apps. If the cluster scoped

Create
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Scroll to the very bottom and enter your registry FQDN, as shown below:

o mm
= Cluster Management H Jay T
Clusters 10 Flest Agent
f
Cloud Credeutialy Labels & Annotations
‘w i v
Blits 2 Networking Non
Advanced
Y v > I Registries
Hide Advanced
Upgrade Strategy
For ing pri istry mirrors, see the RKE2 documentation.
Advanced
Mirrors @
i fes. Tt i i . and the first working one is used.
Registry Hostname Mirror Endpoints
Rewrites @ X
Add Rewrite Config
Add Mirror
Registry Authentication B
Define the TL i fon for i andmi
m Registry Hostname s
PRIVATE_REGISTRY_FQDN None v
i
Authentication CACertBundie x
@ ; .
None
Skip TLS Verifications

v2123 Cancel ‘ Edit as YAML ‘ Create

[ 2% T

FIGURE 24: CONFIGURE REGISTRY AT CLUSTER CONFIG

There’ s no need to start with http:// or https:// prefix, neither with the /project as a suffix. If you are using
certificates from an unknown CA, make sure to enable Skip TL S Verifications.
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11 Legal notice

Copyright © 2006-2026 SUSE LLC and contributors. All rights reserved.

Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free
Documentation License, Version 1.2 or (at your option) version 1.3; with the Invariant Section being this
copyright notice and license. A copy of the license version 1.2 is included in the section entitled "GNU
Free Documentation License".

SUSE, the SUSE logo and YaST are registered trademarks of SUSE LLC in the United States and other
countries. For SUSE trademarks, see https://www.suse.com/company/legal/ 2.

Linux is aregistered trademark of Linus Torvalds. All other names or trademarks mentioned in this doc-
ument may be trademarks or registered trademarks of their respective owners.

Documents published as part of the SUSE Best Practices series have been contributed voluntarily by
SUSE employees and third parties. They are meant to serve as examples of how particular actions can be
performed. They have been compiled with utmost attention to detail. However, this does not guarantee
complete accuracy. SUSE cannot verify that actions described in these documents do what is claimed or
whether actions described have unintended consequences. SUSE LLC, its affiliates, the authors, and the
translators may not be held liable for possible errors or the consequences thereof.

Below we draw your attention to the license under which the articles are published.
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12 GNU Free Documentation License

Copyright © 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA. Everyoneis permitted to copy and distribute verbatim copies of thislicense document,
but changing it is not allowed.

0. PREAMBLE

The purpose of this Licenseisto make amanual, textbook, or other functional and useful document "free"
in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with or
without modifying it, either commercially or noncommercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
modifications made by others.

ThisLicenseisakind of "copyleft", which means that derivative works of the document must themselves
be free in the same sense. It complements the GNU General Public License, which is a copyleft license
designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms that
the software does. But this Licenseis not limited to software manuals; it can be used for any textual work,
regardless of subject matter or whether it is published as a printed book. We recommend this License
principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants aworld-
wide, royalty-free license, unlimited in duration, to use that work under the conditions stated herein. The
"Document”, below, refers to any such manual or work. Any member of the public is alicensee, and is
addressed as "you". Y ou accept the license if you copy, modify or distribute the work in away requiring
permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or aportion of it, either
copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals exclu-
sively with the relationship of the publishers or authors of the Document to the Document’ s overall subject
(or to related matters) and contains nothing that could fall directly within that overall subject. (Thus, if the
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Document isin part a textbook of mathematics, a Secondary Section may not explain any mathematics.)
The relationship could be a matter of historical connection with the subject or with related matters, or of
legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The
Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent” copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document straightforwardly
with generic text editors or (for images composed of pixels) generic paint programsor (for drawings) some
widely available drawing editor, and that is suitable for input to text formatters or for automatic translation
to a variety of formats suitable for input to text formatters. A copy made in an otherwise Transparent
file format whose markup, or absence of markup, has been arranged to thwart or discourage subsequent
modification by readersisnot Transparent. An image format is not Transparent if used for any substantial
amount of text. A copy that is not "Transparent” is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image for-
mats include PNG, XCF and JPG. Opaqgue formats include proprietary formats that can be read and edit-
ed only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of the
work’ stitle, preceding the beginning of the body of the text.

A section "Entitled XY Z" means a named subunit of the Document whosetitle either is precisely XYZ or
contains XY Z in parenthesesfollowing text that translates XY Z in another language. (Here XY Z standsfor
a specific section name mentioned below, such as " Acknowledgements', "Dedications”, "Endorsements”,
or "History".) To "Preserve the Title" of such a section when you modify the Document means that it

remains a section "Entitled XY Z" according to this definition.
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The Document may include Warranty Disclaimers next to the notice which states that this License applies
to the Document. These Warranty Disclaimers are considered to be included by referencein this License,
but only as regards disclaiming warranties: any other implication that these Warranty Disclaimers may
have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercialy,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.

Y ou may also lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document’s license notice requires Cover Texts, you must enclose
the copiesin coversthat carry, clearly and legibly, all these Cover Texts. Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. Y ou may add other material onthe coversin addition. Copying with changeslimited
to the covers, aslong asthey preservethetitle of the Document and satisfy these conditions, can be treated
as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many asfit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opagque copies of the Document numbering more than 100, you must either in-
clude amachine-readable Transparent copy aong with each Opaque copy, or statein or with each Opagque
copy a computer-network location from which the general network-using public has access to download
using public-standard network protocols a complete Transparent copy of the Document, free of added
material. If you use the latter option, you must take reasonably prudent steps, when you begin distribution
of Opague copiesin quantity, to ensure that this Transparent copy will remain thus accessible at the stated
location until at least one year after the last time you distribute an Opaque copy (directly or through your
agents or retailers) of that edition to the public.
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It is requested, but not required, that you contact the authors of the Document well before redistributing

any large number of copies, to givethem achanceto provide you with an updated version of the Document.

4. MODIFICATIONS

Y ou may copy and distribute aModified Version of the Document under the conditions of sections 2 and

3 above, provided that you release the Modified Version under precisely this License, with the Modified

Version filling the role of the Document, thus licensing distribution and modification of the Modified

Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

86

A.

Usein the Title Page (and on the covers, if any) atitle distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). Y ou may use the sametitle asapreviousversion if the original publisher of that version
gives permission.

List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principa authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

State on the Title page the name of the publisher of the Modified Version, as the publisher.

. Preserve all the copyright notices of the Document.

. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

Include, immediately after the copyright notices, alicense notice giving the public permission to use
the Modified Version under the terms of this License, in the form shown in the Addendum below.

Preserve in that license notice the full lists of Invariant Sections and required Cover Textsgiven in
the Document’ s license notice.

Include an unaltered copy of this License.

Preservethe section Entitled "History", PreserveitsTitle, and add toit anitem stating at |east thetitle,
year, new authors, and publisher of the Modified Version as given on the Title Page. If thereis no
section Entitled "History" in the Document, create one stating thetitle, year, authors, and publisher
of the Document as given on its Title Page, then add an item describing the Modified Version as
stated in the previous sentence.
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J. Preservethe network location, if any, giveninthe Document for public accessto a Transparent copy
of the Document, and likewise the network |ocations given in the Document for previousversionsit
was based on. These may be placed in the "History" section. Y ou may omit a network location for
awork that was published at least four years before the Document itself, or if the original publisher
of the version it refers to gives permission.

K. For any section Entitled "Acknowledgements' or "Dedications’, Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.

L. Preserveall the Invariant Sections of the Document, unaltered in their text and in their titles. Section
numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements’. Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary Sec-
tions and contain no material copied from the Document, you may at your option designate some or all
of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the Modified
Version'slicense notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements”, provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as
a Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any
one entity. If the Document aready includes a cover text for the same cover, previously added by you or
by arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their names
for publicity for or to assert or imply endorsement of any Modified Version.
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5. COMBINING DOCUMENTS

Y ou may combine the Document with other documents released under this License, under the terms de-
fined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in itslicense notice, and that you preserve al their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multipleidentical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but dif-
ferent contents, make the title of each such section unique by adding at the end of it, in parentheses, the
name of the original author or publisher of that section if known, or else a unique number. Make the same
adjustment to the section titlesin the list of Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled " Acknowledgements®, and
any sections Entitled "Dedications”. Y ou must delete all sections Entitled "Endorsements’”.

6. COLLECTIONS OF DOCUMENTS

Y ou may make a collection consisting of the Document and other documents released under this License,
and replace the individual copies of this License in the various documents with a single copy that isin-
cluded in the collection, provided that you follow the rules of this License for verbatim copying of each
of the documentsin all other respects.

Y ou may extract asingle document from such acollection, and distributeit individually under thisLicense,
provided you insert acopy of thisLicenseinto the extracted document, and follow thisLicensein all other
respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivativeswith other separate and independent documents or works,
in or on avolume of a storage or distribution medium, is called an "aggregate” if the copyright resulting
from the compilation is not used to limit the legal rights of the compilation’s users beyond what the indi-
vidual works permit. When the Document is included in an aggregate, this License does not apply to the
other works in the aggregate which are not themselves derivative works of the Document.
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If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the Doc-
ument is less than one half of the entire aggregate, the Document’s Cover Texts may be placed on covers
that bracket the Document within the aggregate, or the electronic equivalent of coversif the Document is
in electronic form. Otherwise they must appear on printed covers that bracket the whole aggregate.

8. TRANSLATION

Trandation is considered akind of modification, so you may distribute trand ations of the Document under
the terms of section 4. Replacing Invariant Sections with trandations requires special permission from
their copyright holders, but you may include translations of some or al Invariant Sections in addition to
the original versions of these Invariant Sections. You may include a trandation of this License, and all
the license notices in the Document, and any Warranty Disclaimers, provided that you also include the
origina English version of this License and the original versions of those notices and disclaimers. In case
of adisagreement between the trandation and the original version of thisLicense or anotice or disclaimer,
the original version will prevail.

If asectioninthe Document isEntitled " Acknowledgements', "Dedications", or "History", therequirement
(section 4) to Preserveits Title (section 1) will typically require changing the actual title.

9. TERMINATION

Y ou may not copy, modify, sublicense, or distribute the Document except as expressly provided for under
this License. Any other attempt to copy, modify, sublicense or distribute the Document is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long as such parties remain
in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License
from timeto time. Such new versionswill be similar in spirit to the present version, but may differ in detail
to address new problems or concerns. See https://www.gnu.org/copyleft/ 2.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version” applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
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published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software

Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled “GNU
Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replacethe” with... Texts.” line
with this;

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge those
two aternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend rel easing these examples
in parallel under your choice of free software license, such as the GNU General Public License, to permit

their use in free software.
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