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1 About SLE-VMDP

SUSE Linux Enterprise Virtual Machine Driver Pack contains Windows* disk and network device drivers
to enabl e the high-performance hosting of these unmodified guest operating systems on top of SUSE Linux
Enterprise Server. Paravirtualized driversfor SUSE Linux Enterprise Server are available, but not included
in this Driver Pack. Paravirtualized drivers for SUSE Linux Enterprise Server are distributed under an
open source license. They are included in both physical and electronic media of SUSE Linux Enterprise
Server and corresponding SUSE Customer Center update channels.

1.1 Introduction

Virtualization allows the consolidation of Linux workloads on newer, more powerful, energy-efficient
hardware. Paravirtualized operating systems such as SUSE Linux Enterprise Server are aware of the
underlying virtualization platform, and can therefore interact efficiently with it. Unmodified operating
systems are unaware of the virtualization platform and expect to interact directly with the hardware.
Because thisis not possible when consolidating servers, the hardware must be emulated for the operating
system. Emulation can be slow, but it is especially troubling for high-throughput disk and network
subsystems. Most performance loss occursin this area.

1.2 Bringing performance

Thedevicedriversin SUSE Linux Enterprise Virtual Machine Driver Pack bring many of the performance
advantages of paravirtualized operating systemsto unmodified operating systems: Only the paravirtualized
device driver (not the rest of the operating system) is aware of the virtualization platform. For example, a
paravirtualized disk device driver appearsasanormal, physical disk to the operating system. However, the
device driver interacts directly with the virtualization platform (with no emulation) to efficiently deliver
disk access, allowing the disk subsystems to operate at near native speeds in a virtualized environment,
without requiring changes to existing operating systems.
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1.3 VMDP signature

1.3.1 VMDP-WIN-VERSION

VMDP-WIN-VERSION contains the Microsoft WHQL signed driver files for the Windows Server
versions of the drivers contained in vmdp-211015. The Windows Server drivers will aso run in the
corresponding Windows client versions. Windows 10 32-bit client drivers are signed by SUSE and
certified by Microsoft. All other 32-bit client drivers are signed by SUSE only.

The 64-bit drivers signed only by SUSE can be installed only after the initial Windows installation.
Windows must have the Testsigning mode activated for the driversto load on reboot.

1.3.2 VMDP Community

VMDP-WIN-VERSION-Community contains the same drivers as found in vmdp-211015. The Windows
10 Server versions (both 32 and 64-bit) have drivers signed by SUSE signed and certified by Microsoft.
All other 32/64 hit drivers are signed by SUSE only.

1.3.3 Windows Server 2008 R2

Windows Server 2008 R2 VMs need to be updated to recognize the new WHQL signing format. Without
the update, the WHQL signatures are treated as unknown and the drivers will not load.

1.4 Support subscription

The customer support you receive for the SUSE Linux Enterprise Virtua Machine Driver Pack is at the
samelevel asyour SUSE Linux Enterprise support subscription (https://www.suse.com/support/programs/

subscriptions/) /.

1.5 Whatis newin 2.5.3

The key update in version 2.5.3 are:
e Added native drivers for Windows 10-2004/Windows Server 2022

¢ Better support for wsl2
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What is new in the PV block driver:

e Handle force unit access commands for virtio

¢ Add support for IOCTL_SCSI_MINIPORT_FIRMWARE
What is new in the PV SCSI driver:

® Process Srbs at DPC time rather than interrupt time
What is new in the PV net driver:

¢ Update to NDIS 6.85 spec for w2k22

® Add priority vlan tagging support

Add packet length to IP header for IPv4 LS0v2

Added the ability to use indirect descriptors for TX packets.

Added parameters to enable or disable IndirectDescriptors and TxSgCnt to specify the maximum
number of TX descriptorsto use

2 SLE-VMDP certification

SLE-VMDP has been certified by Microsoft: http://www.windowsservercatalog.com/item.aspx?
idltem=979ea66f-7f52-a04c-df5b-88ecc4dfaSb0&bCatlD=1282 @

2.1 WHQL

SLE-VMDP has passed WHQL certification. See http://msdn.microsoft.com/en-us/windows/hardware/
00463010.aspx A for more information.

2.2 SVVP

The SVVP program has validated our SLE-VMDP paravirtualized drivers. Thus, Microsoft customers
running copies of Windows* Server they have acquired and licensed from Microsoft directly
can receive technical support for Windows* Server in virtualized environments. See http:/

www.windowsservercatalog.com/svvp.aspx 2 for more information.
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3 General installation

The SUSE Linux Enterprise Virtual Machine Driver Pack isavailable at https://www.suse.com/download/
suse-vmdp/ 2 for download as one binary file - aWindows self-extracting ZI P file (.exe extension). There
isalso an SO image (.iso) for Windows* 2008 and newer that may be used for VMs running on KVM.

3.1 Prerequisites

e SUSE Linux Enterprise Server 12 SP3 or later

e Fully virtualized Windows* virtual machines

3.2 Setup.exe installation instructions for KVM and Xen

1. Download the Windows* VMDP-WIN-VERSION.exe filedirectly into your Windows* VM.
2. Launchthe VMDP-WIN-VERSION.exe to extract the installation program.

3. Launchthe setup.exe from the root of the newly created directory.

4. Accept the EULA and follow the prompts to compl ete the driver installation.

5. Reboot the VM when prompted by the installation program.

3.3 Additional KVM VirtlO setup instructions

Setup.exe can be run with and without VirtlO devices present in the VM. If the devices are present in

the VM when setup is run, the drivers are installed and loaded at that time. If the VirtlO devices are not
present when setup is run, shut down the VM, add the VirtlO devices, and start the VM. After booting,
Windows* will discover the new devices and load the previously installed drivers.

To boot arunning VM on aVirtl O disk, the VirtlO disk driver must be installed on a secondary/temporary
(e) VirtlO disk. After the driver is installed and controlling the disk, shut down the VM. From virt-
manager, delete the secondary VirtlO disk and delete the IDE boot disk. Now add a disk of type VirtlO
or VirtlO SCSI and give it the location for the boot disk. Boot the VM. The VirtlO driver will now be
controlling the boot disk.
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@ Warning: Installation failure

Failuretoinstall aVirtlO disk driver on asecondary disk before changing the boot disk to aVirtlO
or VirtlO SCSI disk will causethe VM to crash with bug check 0x7b (inaccessible boot disk).

3.4 Installation instructions .1so0

A Windows* VM may attach the SLE-VMDP iso. The ISO contains VirtlO disk drivers for Windows*
2008 and newer. It also contains the full SLE-VMDP *.exe file that contains al the VirtlO and Xen
driversfor al supported Windows* platforms.

3.5 .iso for VirtlO boot disk installation at VM creation

This method is only used for VMs running on KVM and is used to install the VirtlO disk driver on the
boot disk while the VM is being installed.

1. See Section 8, “Step-by-step installation” for attaching an 1SO, setting upVirtio Network, and a
VirtlO disk for the Windows* VM.

2. Add the SO to the VM configuration.

3. Set the boot disk to be of type VirtlO or VirtlO SCSI.
4. Finish al other VM configuration options.

5. Start the VM installation.

6. For Windows 2003, at the very beginning of the installation there is an option to press F6 for an
OEM SCSl disk installation. At that time, press F6.

7. For Windows 2008* and newer, on the Where do you want to install Windows screen, select Load
driver and follow the prompts. Thiswill alow the VirtlO disk driver to beinstalled for the boot disk.

8. Continue the Windows installation.

9. After the VM iscompletely installed, the remaining VirtlO drivers can be installed by copying the
VMDP-WIN-VERSION.exe fromtheiso ontothe VM'sdisk and performing anormal VMDP-WIN-
VERSION.exe instalation.
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3.6 Additional Xen setup instructions

Setup and the /boot vscsi option: The Xen SLE-VMDP SCSI driver is capable of controlling a
physical SCSI disk such as /dev/sdb. To run the SLE-VMDP SCSI driver on the boot disk, use
setup /boot vscsi. If the /boot vscsi option is not used with setup, pvctrilw.exe can be used
later to indicate that the SLE-VMDP SCSI driver should control the boot disk. Before using the /
boot vscsi optionor pvctriw.exe, the VM's configuration file must already contain the necessary
SCSI information for the boot disk: the disk line needs to reference the physical disk, for example
disk=["phy:/dev/sdb,..."] and there must beavscsi= linethat correspondsto the physical disk. SCSI devices
and disks, other than the boot disk, that are to be controlled by the SLE-VMDP SCSI driver are not placed
in the disk= line but are only referenced in the vscsi= line.

3.7 Uninstalling the driver pack

To uninstall the SUSE Linux Enterprise Virtual Machine Driver Pack, executethe uninstall.exe from
the \Program Files\vmdp folder. Uninstall.exe will uninstall the SUSE Linux Enterprise Virtual
Machine Driver Pack and remove the associated files for the hypervisor that the VM is currently running
on. The /virtio and /xen parameters forces the uninstall of those drivers regardless of the running
hypervisor. When uninstalling, it isimportant to reboot the VM on the currently running hypervisor to all
alow the uninstall to clean up additional files and registry entries on reboot.

3.8 Upgrading the driver pack

Setup.exe can be used to update most existing installations. To update an existing installation do the
following:

1. Download the VMDP-WIN-VERSION.exe toyour Windows VM.

2. Run VMDP-WIN-VERSION.exe toextract theinstallation program and support filesinto asubfolder
of the folder containing VMDP-WIN-VERSION.exe.

w

. Run Setup.exe from theroot of the extracted subfolder and follow the on-screen instructions.

N

. Any Found New Hardware Wizard dialogs that pop up after the update can beignored or canceled.

With some older installations, setup cannot perform an update. In these cases, setup will inform you that
the existing installation will need to be uninstalled first. Uninstall the existing installation. After being
completely uninstalled, setup.exe can then be used to install the new files.
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3.9 Recovering from a failure

If afailureis caused by the driver pack, you can safely remove the driver pack and return to your previous
system configuration.

1. Shut down the virtual machine and reboot in safe mode.

2. Uninstall the driver pack (see Section 3.7, “Uninstalling the driver pack”).

3.10 Known issues

For information on known issues for this release, see the README file within the archive, or consult the
SUSE Linux Enterprise Virtual Machine Driver Pack guides.

4 QEMU guest agent

This section explain what gemu-ga is and how to install it.

4.1 Qemu guest agent

SLE-VMDP setup alowsfor theinstallation of the gemu guest agent service for Windows* when invoked
with the /qemu-ga command line parameter. The gemu guest agent requiresthe VM to be equipped with
the gemu guest agent channel (see Step 4). Without the gemu guest agent channel, the gemu guest agent
can install but will not load. Trying to load without the channel resultsin errorsin the event log.

The gemu guest agent is built in the mingw environment on a Linux system with no modifications to the
guest agent source code. The guest agent and supporting DL L sremain under their respective GPL licenses.

Currently many of the features of the guest agent supported in Linux VMs have not yet been implemented
for Windows*. Therefore the usage of guest agent in Windows* is somewhat limited at present.

4.2 Qemu guest agent installation

Open acmd.exe from the start menu. Go to the path that containsthe gemu-ga directory. View the help
with the command gemu-ga.exe --help. Toinstal the service use:

gemu-ga.exe --service install
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To start the service you can use the Windows* Service Administrative tools, or the command line:

net start gemu-ga.exe

IC:sUserssAdministratorsDown loadsgemu—gasx64>gemu—ga.exe ——help
Usage: gemu—ga.exe [-m <{method> -p <{path>] [<options>]
Guest Agent 1.7.93

- ——method transport method: one of unix-listen, virtio—serial. or
isa—-serial {(virtio-serial is the default?

. ——path devicessocket path (the default for virtio—serial is:
“oNGlobalvorg.gemu.guest_agent @,
the default for isa-serial is:

- ——logfile zet logfile path. logs to stderr by default
- —pidfile specify pidfile {default is C:“\ProgramData“gemu—ga“gemu—ga.p|

» ——statedir specify dir to store state information (absolute paths

only, default is C:\ProgramData“gemu—ga)

——verhose log extra debugging information

——yersion print version information and exit

i hecome a daemon

service commands: install. wninstall
conma—separated list of RPCs to disabhle <no spaces, 7"
to list available RPCs>
display this help and exit

Report bugs to <{mdrothPlinux.vnet.ibm.com>

SAdministratorsDownloadssgemu—gasxb4>gemu—ga.exe ——service install
ing QEMU Guest Agent USS Provider:
Ad

atorsDown loadssgemu—gasxb6dgga—vss.dll
atorsDownloadssgenu—gasxbd gga—vss.t1lh
d successfully.

IC:sUserssAdministratorsDownloads gemu—gasx64>net start gemu-—ga

The QEMU Guest Agent service is starting.
The QEMU Guest Agent service was started successfully.

IC:sUserssAdministratorsDownloads\gemu—gasxbd>

5

Thevirt-v2v utility providesan easy way to convert virtual machinesfrom one hypervisor format to another
(for example, from Xen to KVM). In the case of Windows* guests running under Xen, this conversion
process includes support for the automatic deployment of the SLE-VMDP.

5.1

The virt-v2v-vmdp RPM is a repackaging of the Windows* SLE-VMDP drivers into a directory
structure usable by the virt-v2v utility. After being installed on a KVM host, any Windows* guests
migrated to that host using the virt-v2v process can have the SLE-VMDP drivers automatically installed.

By default, virt-v2v will first check for the existence of the SLE-VMDP on the Windows* guest
undergoing conversion. If found on the guest, and the virt-v2v-vmdp RPM is installed on the target host
(the machine running the virt-v2v process), virt-v2v will automatically install the SLE-VMDP drivers as
part of the conversion. This driver reinstallation is required to replace Xen specific drivers with virtio
driversfor use with KVM.
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5.2 v2v --vmdp parameter

Installation of the SLE-VMDP can be manually influenced during virt-v2v migration using the —-vmdp
parameter:

e --vmdp=auto: only install the SLE-VMDP if already installed on source image
® --vmdp=always : dwaysinstal the SLE-VMDP during Windows* guest conversions

e --vmdp=never: never install the SLE-VMDP

In addition to installing the drivers included with the virt-v2v-vmdp RPM, it is possible for virt-v2v to
copy the SLE-VMDP setup program itself to the converted guest. While not required, if the virt-v2v
host is configured to perform this, the SLE-VMDP setup program will be automatically ran upon first
login. This will ensure the install/uninstall program is registered with Windows* and any residual Xen
driversare correctly uninstalled. To allow for this capability, the SLE-VMDP setup program ( VMDP -WIN-
VERSION.exe) must be copied to /var/lib/virt-v2v/software/windows on the virt-v2v host.
After copying the executable in place, ensure the setup executable name is correctly specified in /var/
lib/virt-v2v/virt-v2v.db asfollows:

<!-- SUSE Virtual Machine Driver Pack (VMDP) setup program -->

<app os='windows' name='vmdp'>
<path>windows/VMDP-WIN-VERSION.exe</path>

</app>

The virt-v2v-vmdp RPM isavailablein the same download location asthe SL E-V M DP setup program.

5.3 Xen to KVM documentation

e For SUSE Linux Enterprise Server 11, see https://documentation.suse.com/sles-11/html/SLES-

xen2kvmquick/art-sles-xen2kvmquick.html 2.

® For SUSE Linux Enterprise Server 12, see https://documentation.suse.com/sles-12/html/SLES-all/

art-sles-xen2kvmaquick.html & .

e For SUSE Linux Enterprise Server 15, see https://documentation.suse.com/sles-15/html/SLES-all/

art-sles-xen2kvmquick.html @ .
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6 Best practices

This section describes best practices, usage and potential problems using SUSE Linux Enterprise Virtual
Machine Driver Pack.

6.1 Avoiding problems with the drivers

To avoid problems and potential failure of the device drivers in the driver pack, you should avoid the
following actions:

® Using the Device Manager to manage (update, disable, uninstall, etc.) the devicedriversinthedriver
pack.

¢ Deleting driver files manually. Always use the uninstall utility (see Section 3.7, “Uninstalling the

driver pack”).
¢ Uninstalling the driver pack with the installation CD attached to the virtual machine.

e Canceling theinstallation when you see asecurity alert that indicates that the bus driver has not been
properly signed. Click Yesto continue the installation.

e Upgrading the Linux  kernel of the virtual machine host without upgrading the driver pack at the
same time.

¢ Installing or uninstalling the driver pack by any other process than what is documented in this guide
(see Section 3.7, “Uninstalling the driver pack” and Section 3.7, “Uninstalling the driver pack”).

6.2 Before the installation

Before installing SUSE Linux Enterprise Virtual Machine Driver Pack in your production environment,
we strongly recommend that you run it in atest environment to ensure that it functions properly with your
system.

6.3 Network configuration

Do not give the server afixed |P address before installing the driver pack, otherwise you need to switch
to adifferent intermediate | P address before finishing the installation.
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7 Advanced installation options

How to deal with SLE-VMDP install and uninstall.

7.1 Expert ilnstallation

To help with automated installations, setup.exe currently has the following parameters:

SUSE Drivers for Windows on Xen/KVM Installation

usage: setup [auto_reboot | /no_reboot] [/lic_accepted] [force] [repair

Yl [/reset_net_params | /preserve_net_params] [/qemu-gal [vd_agent
/vd-agent] [recover] [/drss] [/hwxen | /hvivm] [ws12] [/enable_mem_stats]
[1/xen] [virtiol] | [/pwd] [winxp | Aw2k3 | /w2ka | An7 | AWing | Awing]
win10 | /win10-2004] [17]

b

® /auto_reboot

® /no_reboot

® /eula accepted

* /force

® /reset_net_params
® /xen

® /virtio

The default isto install the drivers for the hypervisor that the VM is currently running on. Howerver, the
Xen and virtio drivers can be installed at the same time if both the /xen and /virtio parameters are
given.
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/auto reboot: will cause the Windows* VM to automatically reboot after the setup has
completed

/no_reboot : will prevent the reboot prompt from being displayed after the setup has completed

/eula accepted: implies that the EULA has been read, accepted, and agreed to in all aspects.
Accepting the EULA in this manner will therefore prevent the EULA acceptance dialog from being
displayed during the setup process.

/force: will force theinstallation of the drivers and overwrite any previous driversthat may have
been installed

/reset net params :will removeany net driver parametersthat are still set to the default values.
Thisis useful in upgrades when a net driver's parameter default changes. This will alow the new
default to be used

/xen : will install the Xen drivers

e /virtio: will install thevirtio drivers

Additional options when running on a Xen hypervisor are:

13

® /boot vscsi: will configurethe Windows* VM to boot off a supplied SCS| device. To usethe /

boot vscsi option, the VM's configuration file must contain avscsi= line and adisk = [phy:/...]
line

e /xvdisk: tellsxenblk to only control disks of type xvd

* /netfront: tellsxennet to only control NICs of type=netfront
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Advanced parameters of the Setup.exe command:

® /w2k3, /w2k8, /win7, /win8, /win8l, /winl® and /winl0-2004 : are mutually
exclusive. They allow the specified drivers to be installed in the running operating system, if
compatible. These parameters are for testing purposes only and are not supported

7.2 Uninstall expert mode

Uninstall has some parameters:

® /auto reboot: will cause the Windows* VM to automatically reboot at the completion of the
uninstall

e /virtio: will uninstall virtio drivers

e /xen: will uninstall Xen drivers

8 Step-by-step installation

This section describes how to configure the Windows* VM under virt-manager and how to install the
VMDP while installing Windows Server 2022. This exampleis an instalation of aKVM host. Using the
ISOisonly valid on KVM hosts.

8.1 Virt-manager for Windows Server 2022

1. Thevirtio Network interface

B Overview Details XML

B9 5 information -

= Virtual Network Interface

{7} cpus

== Memory Network source: | Virtual network 'default’ : NAT -

35 Boot Options
. VirtlO Disk 1

Device model: | virtio -

) SATACDROM1 MAC address: | 52:54:00:11:36:1e
=5 NIGAREHD IP address: Unknown @&

[#] Tablet

L] Display Spice Link state: [ active

Eif soundicho
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= > o

B overview
B 05 information

&5 Memory

&% Boot Options
|| VirtlO Disk 1
() SATA CDROM2
= NIC :11:36:1e

B overview
Performance

ﬁ Processor

B2 Memory

EE! Boot Options

(&) s€si COROM 1
() 1DE COROM 1
BB NIC 37:77:d4
[# Tablet

@ Mouse

B ispiay v
mf Sound: ich6
&%ﬁ Serial 2

@ Video Vga

Mf Controller pci
m Controller IDE
BB controlter scsi
m Controller USB

E Filesystem z:\

4. The Windows*

2. The SLE-VMDP Virtua CD-ROM ISO:

A -
Details XML
Virtual Disk

Source path: = /home/aginies/Downloads/VMDP-WIN-2.5.3.iso a

Device type: SATA CDROM 1
Disk bus: SATA
Storage size: 45.78 MiB

» Advanced options

3. The Windows* VM Virtio disk:

Virtual Disk
Target device: VirtlO Disk 1
Source path: /home/aginies/ISO/images/win qcow?2
Storage size: 12.53 GB

Readenly

Shareable

-/ Advanced options

Disk bus: |Virtio ¥
Serial number:

Storage format: | qcow?2 =

+/Performance options

+/10 Tuning

o Tip: ‘source’ refers to information seen from the host OS,
while 'target’ refers to information seen from the guest OS

VM Qemu-ga

org.gemu.guest_agent.0

Browse

Channel device with

Device

parameters  set  to:
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8.2
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g 0S5 information Details XML

Performance Ch_[D :
{:} CPUs EE;WE evice .
== Memory evice type: u.nnf

& ; Target type: virtio

&5 Boot Options

] . Target name: org.qemu.guest_agent.0

. VirtlO Disk 1

=) SATACDROM1

©) SATA CDROM 2

=P NIC :11:36:1e
[#] Tablet
=

) Mouse

== Keyboard
= Display Spice
Eif soundich9
o Seriall

= Channel spice

# Channel gemu-ga

Bl A~ MY

Windows Server 2022 installation

Boot the Windows Server 2022 installation CD-ROM. The Select driver to be installed dialog will

be displayed:

@ i Microsoft Server Operating System Setup [
Select the driver to install
Load driver ﬁ

To install the device driver for your drive, insert the installation media containing the

driver files, and then click OK.

Mote: The installation media can be a CD, DVD, or USE flash drive.
— Q Browse I QK I Cancel
[ Hide arvers tiac aren © companone wit s COnmputer s naraware
[ Browse [ Rescan Next
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2. Browseto the directory that contains the SLE-VMDP driver:

@ é] Microsoft Server Operating System Setup

Select the driver to install

Browse for Folder

Browse to the driver, and then dick OK.

I ThisPC
¥ Downloads
I Desktop
B 0 objects
| Documents
J’ﬁ Music
‘ Videos
| Pictures
o CD Drive (D:) VMDP 2.5.3v
o CD Drive (E:) 5S5_X64FRE_EN-US_DVS
== Boot (X:)

[ Hide drivers that

==
Browse TESTAIT T Next

3. Select the SUSE driver:

@ G Microsoft Server Operating System Setup

Select the driver to install

SUSE Bus/Balloon Driver for Windows (D:\winl0-server\x64\ v pvwxbn.inf)
SUSE Bus/Balloon Driver for Windows (D:\winl0-serveru®4' pwvvi pvwxbn.inf)
SUSE Metwork Driver for Windows (D-\winl0-server\add\ pvwi\pvwxnet.inf)
SUSE Metwork Driver for Windows (D:Awinl0-server\sfd\ pvwi\ pvvxnet.inf)
SUSE QEMU Fw(Cfg Driver for Windows (D:\winl0-serverufid\pvdfwefg.inf)
SUSE Serial Driver for Windows (D:\winl0-serveruGd\pwodvirtic_serial.inf)
SUSE Serial Driver for Windows (D:\winl0-serveruxGd\pvndvirtic_senial.inf)

I
b

[ Hide drivers that aren't compatible with this computer's hardware.

[ Browse Rescan

4. Finishtheinstallation of Windows Server 2022.

5. Onfirst boot, go to the directory which contains the SLE-VMDP driver (this should be a CD-ROM
as defined in virt-manager). The VMDP-xxx.exe needs to be copied from the CD (1SO) onto the
hard disk and expanded. Then double-click the Setup.exe program.

A pop-up window will appear.
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6. To confirm the action, click Yes;

) Do you want to allow the following program to make

& changes to this computer?

@ Program name:  SUSE Driver Setup for Windows on

Ken/KVM
Verified publisher: Nowvell, Inc.
File origin: Hard drive on this computer
() Show details | ves [ N |

7. Accept the End User License Agreement:

SUSE(R) Linu Enterprise Virtual Machine Driver Pack (VMDP) -
SISE End User License Agreement i

FLEASE READ THIS AGREEMENT CAREFULLY. BY
INSTALLING, DOWNLOADING OR OTHERWISE USING THE
SOFTWARE, YOU AGREE TO THE TERMS OF THIS
AGREEMENT. IFYOU DO NOT AGREE WITH THESE TERMS,
YOU ARE NOT PERMITTED TO DOWNLOAD, INSTALL OR USE
THE SOFTWARE AND YOU SHOULD NOTIFY THE PARTY
FROM WHICH YOU PURCHASED THE SOFTWARE TO OBTAIN
A REFUMD. THE SOFTWARE MAY NOT BE SOLD,
TRAMSFERRED, OR FURTHER DISTRIBUTED EXCEFT AS
AUTHORIZED BY LICENSOR.

¥ | accept thiz agreement
| do not accept this agreement

Cancel |

8. The program will install the SUSE Drivers for Windows Server 2022:

SUSE Drivers for Windews on Xen/KVM Installation (2]
Setup: installing pv service ~ & | SearchCD Drive (D) VMDP-W... ©
([ITTTTTITI1]] 3

Date modified Type Size
5 Desktop . lang File folder
gemu-ga le folder
uet( ¥ Downloods ‘ vd_agent le folder
& Documents  # winT-12 le folder
intg [ Pictwes * Win8.1-2012:2 le folder

n

8 This PC wing-2012 le folder
Win10-2004 le folder
ous 2 CD Drive (x) VMDP-! win'0-server le folder
Win2008 le folde:

o CD Drive (E:) S55_X64

1piny x64 le folder

¥ Network x86 le fold

ng ] LICENSE File KB

| README Text Document KB
[#] setup Application 24KB

utof
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9. Restart your computer:

SUSE Drivers for Windows on Xen/KVM Installation

A restart of your computer is required to apply these changes.
Before restarting, save any open files and close all programs.

Restart now?

e ] e |

10. Use the Windows device manager to check if all drivers have been successfully installed:

;.l._ Device Manager
File Action View Help

e =B HF B kX

~ & WIN-093GM3P4RED
> O Computer
v Disk drives
- JUSE Virtlo Block SCSI Disk Device
» @l Display adapters
> aa DVD/CD-ROM drives
» f Human Interface Devices
» =@ IDE ATA/ATAPI controllers
» = Keyboards
» . Mice and other pointing devices
» [ Monitors
» P Network adapters
» B¥ Other devices
> §f Ports (COM & LPT)
» # Print queues
» [ Processors
» B Software devices
» i Sound, video and game controllers
v &y Storage controllers
& Microsoft Storage Spaces Controller
S SUSE Block Driver for Windows
» @ System devices
> @ Universal Serial Bus controllers

9 Legal notice

All content is copyright 2006- 2024 SUSE®, Inc. All rights reserved.
Legal Notice
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This manual is protected under SUSE® intellectual property rights. By reproducing, duplicating or
distributing this manual you explicitly agree to conform to the terms and conditions of this license
agreement.

This manual may be freely reproduced, duplicated and distributed either as such or as part of a bundled
package in electronic and/or printed format, provided however that the following conditions are fulfilled:

That this copyright notice and the names of authors and contributors appear clearly and distinctively on
all reproduced, duplicated and distributed copies. That this manual, specifically for the printed format,
is reproduced and/or distributed for noncommercial use only. The express authorization of SUSE®, Inc
must be obtained prior to any other use of any manual or part thereof.

For SUSE® trademarks, see the SUSE® Trademark and Service Mark list https://www.suse.com/
company/legal/ 2. * Linux is aregistered trademark of Linus Torvalds. All other third party trademarks
are the property of their respective owners. A trademark symbol denotes a SUSE® trademark; an asterisk
(*) denotes athird party trademark.

All information found in this book has been compiled with utmost attention to detail. However, this does
not guarantee complete accuracy. Neither SUSE®, Inc., SUSE® LINUX Products GmbH, the authors,
nor the tranglators shall be held liable for possible errors or the consequences thereof.

GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document "free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with or
without modifying it, either commercially or non-commercially. Secondarily, this License preserves for the author and publisher a way to get credit for their work, while not being considered responsible for
modifications made by others.

This License isakind of "copyleft”, which means that derivative works of the document must themselves be free in the same sense. It complements the GNU General Public License, which is a copyleft license
designed for free software.

We have designed this License to use it for manuals for free software, because free software needs free documentation: a free program should come with manuals providing the same freedoms that the software
does. But this License is not limited to software manuals; it can be used for any textual work, regardiess of subject matter or whether it is published as a printed book. We recommend this License principally for
works whose purposeis instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License appliesto any manual or other work, in any medium, that contains a notice placed by the copyright holder saying it can be distributed under the terms of this License. Such anotice grants aworld-wide,
royalty-free license, unlimited in duration, to use that work under the conditions stated herein. The "Document"”, below, refers to any such manual or work. Any member of the public is alicensee, and is addressed
as"you". You accept the license if you copy, modify or distribute the work in away requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section” isanamed appendix or afront-matter section of the Document that deals exclusively with the relationship of the publishers or authors of the Document to the Document's overall subject (or
to related matters) and contains nothing that could fall directly within that overall subject. (Thus, if the Document isin part a textbook of mathematics, a Secondary Section may not explain any mathematics.) The
relationship could be amatter of historical connection with the subject or with related matters, or of legal, commercial, philosophical, ethical or political position regarding them.

The"Invariant Sections” are certain Secondary Sectionswhosetitles are designated, as being those of Invariant Sections, in the notice that saysthat the Document isreleased under this License. If asection does not fit
the above definition of Secondary then it isnot allowed to be designated as Invariant. The Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections then there are none.
The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in aformat whose specification is available to the general public, that is suitable for revising the document straightforwardly with
generic text editors or (for images composed of pixels) generic paint programs or (for drawings) some widely available drawing editor, and that is suitable for input to text formatters or for automatic translation to a
variety of formats suitable for input to text formatters. A copy made in an otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or discourage subsequent modification
by readersis not Transparent. An image format is not Transparent if used for any substantial anount of text. A copy that is not "Transparent” is called "Opaque”.
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Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image formatsinclude PNG, X CF and JPG. Opaque formats include proprietary formats that can be read and edited only
by proprietary word processors, SGML or XML for which the DTD and/or processing tools are not generally available, and the machine-generated HTML, PostScript or PDF produced by some word processors
for output purposes only.

The"Title Page" means, for a printed book, the title page itself, plus such following pages as are needed to hold, legibly, the material this License requires to appear in the title page. For works in formats which do
not have any title page as such, "Title Page" means the text near the most prominent appearance of the work's title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XY Z or contains XY Z in parentheses following text that translates XY Z in another language. (Here XY Z stands
for a specific section name mentioned below, such as "Acknowledgements', "Dedications’, "Endorsements”, or "History".) To "Preserve the Title" of such a section when you modify the Document means that
it remains a section "Entitled XY Z" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License applies to the Document. These Warranty Disclaimers are considered to be included by reference in this License,
but only as regards disclaiming warranties: any other implication that these Warranty Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or non-commercially, provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this License. Y ou may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you distribute alarge enough number of copies you must also follow the conditionsin section 3.

Y ou may also lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document, numbering more than 100, and the Document's license notice requires Cover Texts, you must enclose the
copiesin covers that carry, clearly and legibly, al these Cover Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as the
publisher of these copies. The front cover must present the full title with all words of the title equally prominent and visible. You may add other material on the covers in addition. Copying with changes limited to
the covers, aslong as they preserve the title of the Document and satisfy these conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first oneslisted (as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opague copies of the Document numbering more than 100, you must either include a machine-readable Transparent copy along with each Opaque copy, or state in or with each Opaque
copy acomputer-network |ocation from which the general network-using public has access to download using public-standard network protocols acomplete Transparent copy of the Document, free of added material.
If you use the latter option, you must take reasonably prudent steps, when you begin distribution of Opague copiesin quantity, to ensure that this Transparent copy will remain thus accessible at the stated location
until at least one year after the last time you distribute an Opaque copy (directly or through your agents or retailers) of that edition to the public.

It isrequested, but not required, that you contact the authors of the Document well before redistributing any large number of copies, to give them a chance to provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and 3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Useinthe Title Page (and on the covers, if any) atitle distinct from that of the Document, and from those of previous versions (which should, if there were any, be listed in the History section of the
Document). Y ou may use the same title as a previous version if the original publisher of that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the modifications in the Modified Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.

D. Preserveal the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, alicense notice giving the public permission to use the Modified Version under the terms of this License, in the form shown in the Addendum below.
G. Preservein that license notice the full lists of Invariant Sections and required Cover Texts given in the Document's license notice.

H. Include an unaltered copy of this License.

Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there is
no section Entitled "History" in the Document, create one stating the title, year, authors, and publisher of the Document as given on its Title Page, then add an item describing the Modified Version
as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy of the Document, and likewise the network locations given in the Document for previous versions
it was based on. These may be placed in the "History" section. Y ou may omit a network location for awork that was published at |east four years before the Document itself, or if the original publisher
of the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications’, Preserve the Title of the section, and preserve in the section al the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.

L. Preserveall the Invariant Sections of the Document, unaltered in their text and in their titles. Section numbers or the equivalent are not considered part of the section titles.
M. Delete any section Entitled "Endorsements”. Such a section may not be included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any Invariant Section.

O. Preserveany Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary Sections and contain no material copied from the Document, you may at your option designate some or all of these
sections asinvariant. To do this, add their titles to the list of Invariant Sections in the Modified Version's license notice. These titles must be distinct from any other section titles.

'Y ou may add asection Entitled "Endorsements”, provided it contains nothing but endorsements of your Modified Version by various parties--for example, statements of peer review or that the text has been approved
by an organization as the authoritative definition of a standard.
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'Y ou may add apassage of up to five words as a Front-Cover Text, and apassage of up to 25 words asaBack-Cover Text, to the end of thelist of Cover Textsin the Modified VVersion. Only one passage of Front-Cover
Text and one of Back-Cover Text may be added by (or through arrangements made by) any one entity. If the Document already includes a cover text for the same cover, previously added by you or by arrangement
made by the same entity you are acting on behalf of, you may not add another; but you may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their names for publicity for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

Y ou may combine the Document with other documents released under this License, under the terms defined in section 4 above for modified versions, provided that you include in the combination all of the Invariant
Sections of all of the original documents, unmodified, and list them all as Invariant Sections of your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections may be replaced with asingle copy. If there are multiple Invariant Sections with the same name but different
contents, make the title of each such section unique by adding at the end of it, in parentheses, the name of the original author or publisher of that section if known, or else aunique number. Make the same adjustment
to the section titlesin the list of Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents, forming one section Entitled "History"; likewise combine any sections Entitled "Acknowledgements”, and
any sections Entitled "Dedications”. Y ou must delete all sections Entitled "Endorsements”.

6. COLLECTIONS OF DOCUMENTS

Y ou may make acollection consisting of the Document and other documents released under this License, and replace the individual copies of this License in the various documents with asingle copy that isincluded
in the collection, provided that you follow the rules of this License for verbatim copying of each of the documentsin all other respects.

You may extract a single document from such a collection, and distribute it individually under this License, provided you insert a copy of this License into the extracted document, and follow this License in all
other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright resulting
from the compilation is not used to limit the legal rights of the compilation's users beyond what the individual works permit. When the Document is included in an aggregate, this License does not apply to the
other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the Document is less than one half of the entire aggregate, the Document's Cover Texts may be placed on covers that
bracket the Document within the aggregate, or the electronic equivalent of coversif the Document isin electronic form. Otherwise they must appear on printed covers that bracket the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document under the terms of section 4. Replacing Invariant Sections with translations requires specia permission from
their copyright holders, but you may include translations of some or all Invariant Sections in addition to the original versions of these Invariant Sections. Y ou may include a translation of this License, and all the
license notices in the Document, and any Warranty Disclaimers, provided that you also include the original English version of this License and the original versions of those notices and disclaimers. In case of a
disagreement between the translation and the original version of this License or anotice or disclaimer, the original version will prevail.

If asection in the Document is Entitled "Acknowledgements", "Dedications”, or "History", the requirement (section 4) to Preserve its Title (section 1) will typically require changing the actua title.

9. TERMINATION

Y ou may not copy, modify, sublicense, or distribute the Document except as expressly provided for under this License. Any other attempt to copy, modify, sublicense or distribute the Document is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or rights, from you under this License will not have their licenses terminated so long as such parties remain
in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License from time to time. Such new versions will be similar in spirit to the present version, but may differ in
detail to address new problems or concerns. See http://www.gnu.org/copyleft/ 7.

Each version of the License is given adistinguishing version number. If the Document specifies that a particular numbered version of this License "or any later version” appliesto it, you have the option of following
the terms and conditions either of that specified version or of any later version that has been published (not as a draft) by the Free Software Foundation. If the Document does not specify a version number of this
License, you may choose any version ever published (not as adraft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the “with...Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge those two alternatives to suit the situation.
If your document contains nontrivial examples of program code, we recommend releasing these examples in parallel under your choice of free software license, such asthe GNU General Public License, to permit
their usein free software.

22 Installation Guide


http://www.gnu.org/copyleft/

	Installation Guide
	Contents
	1. About SLE-VMDP
	1.1. Introduction
	1.2. Bringing performance
	1.3. VMDP signature
	1.3.1. VMDP-WIN-VERSION
	1.3.2. VMDP Community
	1.3.3. Windows Server 2008 R2

	1.4. Support subscription
	1.5. What is new in 2.5.3

	2. SLE-VMDP certification
	2.1. WHQL
	2.2. SVVP

	3. General installation
	3.1. Prerequisites
	3.2. Setup.exe installation instructions for KVM and Xen
	3.3. Additional KVM VirtIO setup instructions
	3.4. Installation instructions .iso
	3.5. .iso for VirtIO boot disk installation at VM creation
	3.6. Additional Xen setup instructions
	3.7. Uninstalling the driver pack
	3.8. Upgrading the driver pack
	3.9. Recovering from a failure
	3.10. Known issues

	4. QEMU guest agent
	4.1. Qemu guest agent
	4.2. Qemu guest agent installation

	5. SLE-VMDP and v2v support
	5.1. SLE-VMDP RPM package
	5.2. v2v --vmdp parameter
	5.3. Xen to KVM documentation

	6. Best practices
	6.1. Avoiding problems with the drivers
	6.2. Before the installation
	6.3. Network configuration

	7. Advanced installation options
	7.1. Expert iInstallation
	7.2. Uninstall expert mode

	8. Step-by-step installation
	8.1. Virt-manager for Windows Server 2022
	8.2. Windows Server 2022 installation

	9. Legal notice
	10. GNU Free Documentation License

