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Preface

1 Available documentation

Online documentation
Our documentation is available online at https://documentation.suse.com 7. Browse or

download the documentation in various formats.

@ Note: Latest updates

The latest updates are usually available in the English-language version of this doc-

umentation.

SUSE Knowledgebase
If you run into an issue, check out the Technical Information Documents (TIDs) that are
available online at https://www.suse.com/support/kb/ 7. Search the SUSE Knowledgebase

for known solutions driven by customer need.

Release notes

For release notes, see https://www.suse.com/releasenotes/ 4.

In your system
For offline use, the release notes are also available under /usr/share/doc/re-
lease-notes on your system. The documentation for individual packages is available at
/usr/share/doc/packages.
Many commands are also described in their manual pages. To view them, run man, followed
by a specific command name. If the man command is not installed on your system, install

it with sudo zypper install man.

XX Available documentation SLED 15 SP6


https://documentation.suse.com
https://www.suse.com/support/kb/
https://www.suse.com/releasenotes/

2

Improving the documentation

Your feedback and contributions to this documentation are welcome. The following channels

for giving feedback are available:

Service requests and support

For services and support options available for your product, see https://www.suse.com/
support/ <.
To open a service request, you need a SUSE subscription registered at SUSE Customer

Center. Go to https://scc.suse.com/support/requests 7, log in, and click Create New.

Bug reports

Report issues with the documentation at https://bugzilla.suse.com/ .

To simplify this process, click the Report an issue icon next to a headline in the HTML
version of this document. This preselects the right product and category in Bugzilla and
adds a link to the current section. You can start typing your bug report right away.

A Bugzilla account is required.

Contributions

Mail

XXi

To contribute to this documentation, click the Edit source document icon next to a headline
in the HTML version of this document. This will take you to the source code on GitHub,
where you can open a pull request.

A GitHub account is required.

@ Note: Edit source document only available for English

The Edit source document icons are only available for the English version of each
document. For all other languages, use the Report an issue icons instead.

For more information about the documentation environment used for this documentation,
see the repository's README.

You can also report errors and send feedback concerning the documentation to doc-
team@suse. com. Include the document title, the product version, and the publication date
of the document. Additionally, include the relevant section number and title (or provide

the URL) and provide a concise description of the problem.

Improving the documentation SLED 15 SP6
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3

Documentation conventions

The following notices and typographic conventions are used in this document:

XXii

/etc/passwd: Directory names and file names
PLACEHOLDER : Replace PLACEHOLDER with the actual value
PATH: An environment variable

1s, --help: Commands, options, and parameters

user: The name of a user or group

package name: The name of a software package

Alt , ALt —F1 : A key to press or a key combination. Keys are shown in uppercase as

on a keyboard.
File, File > Save As: menu items, buttons
Chapter 1, “Example chapter”: A cross-reference to another chapter in this guide.

Commands that must be run with root privileges. You can also prefix these commands

with the sudo command to run them as a non-privileged user:

# command
> sudo command

Commands that can be run by non-privileged users:
> command

Commands can be split into two or multiple lines by a backslash character (\ ) at the end
of a line. The backslash informs the shell that the command invocation will continue after
the end of the line:

> echo a b \
cd

A code block that shows both the command (preceded by a prompt) and the respective
output returned by the shell:

> command

Documentation conventions SLED 15 SP6



output

® Notices

Warning: Warning notice
Vital information you must be aware of before proceeding. Warns you about security

issues, potential loss of data, damage to hardware, or physical hazards.

o Important: Important notice

Important information you should be aware of before proceeding.

@ Note: Note notice

Additional information, for example about differences in software versions.
@ Tip: Tip notice
Helpful information, like a guideline or a piece of practical advice.

® Compact Notices

@ Additional information, for example about differences in software versions.

@ Helpful information, like a guideline or a piece of practical advice.

4 Support

Find the support statement for SUSE Linux Enterprise Desktop and general information about
technology previews below. For details about the product lifecycle, see https://www.suse.com/

lifecycle .

If you are entitled to support, find details on how to collect information for a support ticket at

https://documentation.suse.com/sles-15/html/SLES-all/cha-adm-support.htmla.

xXiii Support SLED 15 SP6
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4.1 Support statement for SUSE Linux Enterprise Desktop

To receive support, you need an appropriate subscription with SUSE. To view the specific support

offers available to you, go to https://www.suse.com/support/ # and select your product.

The support levels are defined as follows:

L1
Problem determination, which means technical support designed to provide compatibility
information, usage support, ongoing maintenance, information gathering and basic trou-
bleshooting using available documentation.

L2
Problem isolation, which means technical support designed to analyze data, reproduce
customer problems, isolate a problem area and provide a resolution for problems not re-
solved by Level 1 or prepare for Level 3.

L3

Problem resolution, which means technical support designed to resolve problems by en-
gaging engineering to resolve product defects which have been identified by Level 2 Sup-
port.

For contracted customers and partners, SUSE Linux Enterprise Desktop is delivered with L3

support for all packages, except for the following:

® Technology previews.
¢ Sound, graphics, fonts, and artwork.
® Packages that require an additional customer contract.

® Packages with names ending in -devel (containing header files and similar developer

resources) will only be supported together with their main packages.

SUSE will only support the usage of original packages. That is, packages that are unchanged

and not recompiled.

XXiv Support statement for SUSE Linux Enterprise Desktop SLED 15 SP6
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4.2 Technology previews

Technology previews are packages, stacks, or features delivered by SUSE to provide glimpses

into upcoming innovations. Technology previews are included for your convenience to give you

a chance to test new technologies within your environment. We would appreciate your feedback.

If you test a technology preview, please contact your SUSE representative and let them know

about your experience and use cases. Your input is helpful for future development.

Technology previews have the following limitations:

Technology previews are still in development. Therefore, they may be functionally incom-

plete, unstable, or otherwise not suitable for production use.
Technology previews are not supported.
Technology previews may only be available for specific hardware architectures.

Details and functionality of technology previews are subject to change. As a result, up-
grading to subsequent releases of a technology preview may be impossible and require a

fresh installation.

SUSE may discover that a preview does not meet customer or market needs, or does not
comply with enterprise standards. Technology previews can be removed from a product
at any time. SUSE does not commit to providing a supported version of such technologies
in the future.

For an overview of technology previews shipped with your product, see the release notes at

https://www.suse.com/releasenotes 4.

XXV
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1 Bash and Bash scripts

Today, many people use computers with a graphical user interface (GUI) like
GNOME. Although GUIs offer many features, they are limited when performing au-
tomated task execution. Shells complement GUIs well, and this chapter gives an

overview of several aspects of shells, in this case the Bash shell.

1.1 Whatis “the shell”?

Traditionally, the Linux shell is Bash (Bourne again Shell). When this chapter speaks about “the
shell” it means Bash. There are more shells available (ash, csh, ksh, zsh, ...), each employing

different features and characteristics.

1.1.1 Bash configuration files

A shell can be invoked as an:

1. Interactive login shell. This is used when logging in to a machine, invoking Bash with the

--login option or when logging in to a remote machine with SSH.

2. Interactive non-login shell. This is normally the case when starting xterm, konsole, gnome-

terminal, or similar command line interface (CLI) tools.

3. Non-interactive non-login shell. This is invoked when invoking a shell script at the com-

mand line.

Each shell reads different configuration files. The following tables show the login and non-login

shell configuration files.

Q
Bash looks for its configuration files in a specific order depending on the type of shell

where it is run. Find more details on the Bash man page (man 1 bash). Search for the
headline INVOCATION.
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TABLE 1.1: BASH CONFIGURATION FILES FOR LOGIN SHELLS

File

/etc/profile

/etc/profile.local

/etc/profile.d/

~/.profile

Description

Do not modify this file, otherwise your modi-
fications may be destroyed during your next
update.

Use this file if you extend /etc/profile

Contains system-wide configuration files for

specific programs

Insert user specific configuration for login

shells here

The login shell also sources the configuration files listed under 7able 7.2, “Bash configuration files

for non-login shells”.

TABLE 1.2: BASH CONFIGURATION FILES FOR NON-LOGIN SHELLS

/etc/bash.bashrc

/etc/bash.bashrc.local

~/ .bashrc

Additionally, Bash uses multiple files:

TABLE 1.3: SPECIAL FILES FOR BASH
File

~/.bash_history

~/ .bash_logout

Do not modify this file, otherwise your modi-
fications may be destroyed during your next
update.

Use this file to insert your system-wide modi-

fications for Bash only

Insert user specific configuration here

Description

Contains a list of all commands you have
typed

Executed when logging out
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File Description

~/.alias User defined aliases of frequently used com-
mands. See man 1 alias for more details

about defining aliases.

No-Login Shells

There are special shells that block users from logging into the system: /bin/false and /sbin/
nologin. Both fail silently when the user attempts to log into the system. This was intended as a
security measure for system users, though modern Linux operating systems have more effective
tools for controlling system access, such as PAM and AppArmor.

The default on SUSE Linux Enterprise Desktop is to assign /bin/bash to human users, and /
bin/false or /sbin/nologin to system users. The nobody user has /bin/bash for historical
reasons, as it is a user with minimum privileges that used to be the default for system users.
However, whatever little bit of security gained by using nobody is lost when multiple system
users use it. It should be possible to change it to /sbin/nologin; the fastest way to test it is

change it and see if it breaks any services or applications.

Use the following command to list which shells are assigned to all users, system and human

users, in /etc/passwd. The output varies according to the services and users on your system:

> sort -t: -k 7 /etc/passwd | awk -F: '{print $1"\t" $7}' | column -t

tux /bin/bash
nobody /bin/bash
root /bin/bash
avahi /bin/false
chrony /bin/false
dhcpd /bin/false
dnsmasq /bin/false
ftpsecure /bin/false
lightdm /bin/false
mysql /bin/false
postfix /bin/false
rtkit /bin/false
sshd /bin/false
tftp /bin/false
unbound /bin/false
bin /sbin/nologin
daemon /sbin/nologin
ftp /sbin/nologin
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1p

mail

man

nscd

polkitd

pulse

gemu

radvd

rpc

statd

svn
systemd-coredump
systemd-network
systemd-timesync
usbmux

vnc

wwwrun
messagebus

scard

1.1.2 The directory structure

/sbin/nologin
/sbin/nologin
/sbin/nologin
/sbin/nologin
/sbin/nologin
/sbin/nologin
/sbin/nologin
/sbin/nologin
/sbin/nologin
/sbin/nologin
/sbin/nologin
/sbin/nologin
/sbin/nologin
/sbin/nologin
/sbin/nologin
/sbin/nologin
/sbin/nologin
/usr/bin/false
/usr/sbin/nologin

The following table provides a short overview of the most important higher-level directories that

you find on a Linux system. Find more detailed information about the directories and important

subdirectories in the following list.

TABLE 1.4: OVERVIEW OF A STANDARD DIRECTORY TREE

Directory

/bin

/boot
/dev

/etc

Contents

Root directory—the starting point of the directory tree.

Essential binary files, such as commands that are needed by both

the system administrator and normal users. Usually also contains the

shells, such as Bash.
Static files of the boot loader.
Files needed to access host-specific devices.

Host-specific system configuration files.
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Directory Contents

/home Holds the home directories of all users who have accounts on the
system. However, root's home directory is not located in /home

butin /root.

/lib Essential shared libraries and kernel modules.
/media Mount points for removable media.

/mnt Mount point for temporarily mounting a file system.
/opt Add-on application software packages.

/root Home directory for the superuser root.

/sbin Essential system binaries.

/srv Data for services provided by the system.

/tmp Temporary files.

/usr Secondary hierarchy with read-only data.

/var Variable data such as log files.

/windows Only available if you have both Microsoft Windows* and Linux in-

stalled on your system. Contains the Windows data.

The following list provides more detailed information and gives some examples of which files

and subdirectories can be found in the directories:

/bin
Contains the basic shell commands that may be used both by root and by other users.
These commands include 1s, mkdir, cp, mv, rm and rmdir. /bin also contains Bash,
the default shell in SUSE Linux Enterprise Desktop.

/boot
Contains data required for booting, such as the boot loader, the kernel, and other data that

is used before the kernel begins executing user-mode programs.
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/dev

Holds device files that represent hardware components.

/etc
Contains local configuration files that control the operation of programs like the X Window
System. The /etc/init.d subdirectory contains LSB init scripts that can be executed

during the boot process.

/home/USERNAME
Holds the private data of every user who has an account on the system. The files located
here can only be modified by their owner or by the system administrator. By default, your
e-mail directory and personal desktop configuration are located here in the form of hidden

files and directories, such as .gconf/ and .config.

@ Note: Home directory in a network environment

If you are working in a network environment, your home directory may be mapped

to a directory in the file system other than /home.

/lib
Contains the essential shared libraries needed to boot the system and to run the commands
in the root file system. The Windows equivalent for shared libraries are DLL files.

/media
Contains mount points for removable media, such as CD-ROMs, flash disks, and digital
cameras (if they use USB). /media generally holds any type of drive except the hard disk of
your system. When your removable medium has been inserted or connected to the system

and has been mounted, you can access it from here.

/mnt
This directory provides a mount point for a temporarily mounted file system. root may
mount file systems here.

/opt
Reserved for the installation of third-party software. Optional software and larger add-on
program packages can be found here.

/root

Home directory for the root user. The personal data of root is located here.
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/run
A tmpfs directory used by systemd and various components. /var/run is a symbolic link

to /run.

/sbin
As the s indicates, this directory holds utilities for the superuser. /sbin contains the bi-
naries essential for booting, restoring and recovering the system in addition to the binaries

in /bin.

/srv

Holds data for services provided by the system, such as FTP and HTTP.

/tmp

This directory is used by programs that require temporary storage of files.

o Important: Cleaning up /tmp at boot time

Data stored in /tmp is not guaranteed to survive a system reboot. It depends, for

example, on settings made in /etc/tmpfiles.d/tmp.conf.

/usr
/usr has nothing to do with users, but is the acronym for Unix system resources. The
data in /usr is static, read-only data that can be shared among various hosts compliant
with the F