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Running Podman in Rootless
Mode

WHAT?

Everything you need to know about using rootless containers with Podman.

WHY?
Using Podman in rootless mode makes managing containers more efficient and
secure.

EFFORT
Approximately 20 minutes of reading time.

GOAL

Understand how to configure, use and troubleshoot rootless containers with
Podman.

REQUIREMENTS

A SUSE Linux Enterprise Server system with Podman installed.

Working knowledge of Podman.
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1 Rootless Podman on SUSE Linux Enterprise

Podman isthe default container management and orchestration tool on SUSE Linux Enterprise. In addition
to providing a drop-in replacement for Docker Open Source Engine, Podman offers severa advantages,
including the ability to run containers in rootless mode. This allows regular users to deploy containers
without elevated privileges. In other words, rootless mode means that you can deploy a container without
becoming root or using sudo.

By default, Podman launches containers as the current regular user. Support for rootless containers is
enabled for all newly created usersin SLE by default, and no additional steps are necessary.

@ Note: Data storage for rootless containers

When working with container images and containers as aregular user, all relevant datais stored in
$HOME/ . local/share/containers/storageinstead of /var/1lib/containers. Makesure
that the home directory has enough storage space to accommodate the data.

2 When to use rootless containers

Improved security is the key advantage of using rootless containers. Similar to regular users, rootless
containers cannot access and manipulate resources that require root privileges. This safeguards the host
system from malicious processes running within rootless containers.

Because running containers in rootless mode provides better security and normally does not require any
additional configuration, use it as the default method of deploying containersin most situations.

A typica scenario for rootless containers would be running a devel opment environment based on aLan-
guage Stack SLE Base Container Image. Aslong as the devel opment environment does not require write
access to the system files on the host, you can run it as a rootless container.

Rootless containers also makeit possible for multiple regular usersto run containers on the same machine.
This can be particularly useful for deploying containers in high-performance computing environments.

3 When not to use rootless containers

Although Podman makesit easy to run containersin rootless mode, there are scenarios, such asthoselisted
below, where that is not an option.
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® You need the container to have write access to the host's file system. For example, you need to
launch a container using adatabase dump storedin /var/1lib/postgresql and being ableto write
datatoit.

® You need to bind the container to a port lower than 1024, without reconfiguring sysctl.

@ Note: Rootless containers and slirp4netns

Because unprivileged users cannot configure network namespaces on Linux, Podman relies on a
user space network implementation called s1irp4netns. It emulates the full TCP-IP stack and
can cause a heavy performance degradation for workloads relying on high network transfer rates.
This means that rootless containers suffer from slow network transfers.

If slirp4netns isnot on your system, you can install it using the zypper install slir-
p4netns command.

4 Configuring rootless containers

4.1 Giving Podman access to ports below 1024

On Linux, unprivileged users cannot open ports below port number 1024. This limitation also appliesto
Podman, so by default, rootless containers cannot expose ports below port number 1024. Y ou can remove
this limitation temporarily using the following command:

sysctl net.ipv4.ip unprivileged port start=0

To remove the limitation permanently, run sysctl -w net.ipv4.ip unprivileged port_s-
tart=0.

Note that this allows all unprivileged applications to bind to ports below 1024.

4.2 Using cgroups v2

When using rootless containers with Podman, it is recommended to use cgroups v2. cgroups v1 have
limited functionality compared to v2. For example, cgroupsvl do not allow proper hierarchical delegation
to the user's subtrees. Additionally, Podman is unable to read container logs properly with cgroups vl and
the systemd log driver.
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To find out which cgroups version is default on your system, use the following command:

> mount|grep ~“cgroup|awk '{print $1}']|uniq
cgroup2
cgroup

Thefirst entry in the output indicates the default cgroups version.

If you are using aversion of SUSE Linux Enterprise Server with cgroupsv1l, you can enable cgroupsv2 by
adding the following to the kernel cmdline: systemd.unified cgroup hierarchy=1. Then update
GRUB using the grub2-mkconfig -o /boot/grub2/grub.cfg command.

Even on setups of SUSE Linux Enterprise Server with cgroup v2, the default configuration delegates no
controllersto user sessions (for performance reasons) and chosen controllers should be enabled explicitly,

https://documentation.suse.com/sles/single-html/SLES-tuning/#sec-cgroups-user-sessions 4.

4.3 Enabling read access to the SUSE Customer Center credentials

Running a container with Podman in rootless mode on SUSE Linux Enterprise Server may fail, because
the container needs read access to the SUSE Customer Center credentials. For example, running a con-
tainer with the command podman run -it --rm registry.suse.com/suse/slel5 bash andthen
executing zypper ref resultsin the following error message:

Refreshing service 'container-suseconnect-zypp'.
Problem retrieving the repository index file for service 'container-suseconnect-zypp':
[container-suseconnect-zypp|file:/usr/lib/zypp/plugins/services/container-suseconnect-

zypp]
Warning: Skipping service 'container-suseconnect-zypp' because of the above error.
Warning: There are no enabled repositories defined.
Use 'zypper addrepo' or 'zypper modifyrepo' commands to add or enable repositories

To solve the problem, grant the current user the required access rights by running the following command
on the host:

> sudo setfacl -m u:$(id -nu):r /etc/zypp/credentials.d/*

Log out and log in again to apply the changes.

To give multiple users the required access, create a dedicated group using the groupadd GROUPNAME
command. Then use the following command to change the group ownership and rights of filesin the /
etc/zypp/credentials.d/ directory.

> sudo chgrp GROUPNAME /etc/zypp/credentials.d/*
> sudo chmod g+r /etc/zypp/credentials.d/*
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Y ou can then grant a specific user write access by adding them to the created group.

5 Understanding user mapping

5.1 User mapping and rootless containers

By definition, rootless containers are run by aregular user. At the sametime, certain applications deployed
using containers expect to be run as root. This leads to a problem: how do you run a container as root,
when you are not root on the host system? To solve the issue, Podman relies on user namespaces to map
user IDsin the container to different user IDs on the host. By default, Podman maps the root user inside
the container with the user ID (UID) O to the UID of the current user on the host system.

To illustrate how this is done in practice, create atemporary SLE BCI-Base container (the sleep value
determines for how long the container runs):

> podman run -d --rm registry.suse.com/bci/bci-base sleep 600

Then run the podman top command as follows:

> podman top -1 user huser

USER HUSER

root 1000
The output indicates that the root user in the container is mapped to the user with UID 1000 on the host,
S0 aroot process inside the container is treated by the kernel as UID 1000 outside the container. This
means that even though the processis running as root inside the container, this process does not have root
privileges outside of the container. Moreover, if afile owned by aUID, and thisUID isnot mapped into the
user namespace, thefileistreated as owned by “nobody” (UID 65534). This aso meansthat the container
process is not allowed to access the file, unless the file is world readable and writable.

There are also situations, when a process or an application inside a container must run as the current host
user. The - -userns=keep - id option solvesthis problem by instructing Podman to map the user as itself
into the container. To see how thisworks, create atemporary SLE BCI-Base container, but this time with

--userns=keep-id:

> podman run -d --rm --userns=keep-id registry.suse.com/bci/bci-base sleep 600

Run the podman top again:

> podman top -1 user huser
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USER HUSER
tux  tux

The output now shows that the regular user on the host system is mapped into the container.

There is another way to see how thisworksin practice. First, run the following command:

> podman run --rm -it -v ~/Downloads/:/downloads:Z registry.suse.com/bci/bci-base:15.5 1s
-al /downloads

The command creates a container from the SLE BCI-Base container image, mounts the Downloads di-
rectory on the host system asthe downloads directory inside, and then runsthe 1s -al command in the
downloads directory. The output of the command looks something like this:

-rw-r--r-- 1 root root 4417088 Aug 25 09:21 document.pdf

This shows that the file is owned by root. Now, run the same command, but thistime with the - -usern-
s=keep-id option:

> podman run --userns=keep-id --rm -it -v ~/Downloads/:/downloads:Z registry.suse.com/
bci/bci-base:15.5 1s -al /downloads

Thistime, the output looks slightly different, indicating that the file is owned by the host user:

-rw-r--r-- 1 tux users 4417088 Aug 25 09:21 document.pdf

6 Troubleshooting

6.1 Rootless mode fails

If Podman failsto launch containersin rootless mode, check whether an entry for the current user is present
in /etc/subuid on the host system:

> grep $(id -nu) /etc/subuid
user:10000:65536

When no entry isfound, add the required sub-UID and sub-GID entries via the following command:

> sudo usermod --add-subuids 100000-165535 --add-subgids 100000-165535 $(id -nu)

To enable the change, reboot the machine or stop the session of the current user. To do the latter, run
loginctl list-sessions | grep USER and note the session ID. Then run loginctl kill-
session SESSION ID to stop the session.
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The usermod command above defines arange of local UIDs to which the UIDs allocated to usersinside
the container are mapped on the host. Note that the ranges defined for different users must not overlap.
It is also important that the ranges do not reuse the UID of an existing local user or group. By default,
adding a user with the useradd command on SUSE Linux Enterprise Server automatically allocates sub-
UID and sub-GID ranges.

6.2 Rootless containers and the storage graph root

Podman stores the containers data in the storage graph root (default is ~/.local/share/contain-
ers/storage). Because of the way Podman remaps user IDs in rootless containers, the graph root may
contain files that are not owned by your current user but by a user 1D in the sub-UID region assigned to
your user. Asthese files do not belong to your current user, they can be inaccessible to you.

To read or modify any file in the graph root, enter a shell asfollows:
> podman unshare bash

> id
uid=0(root) gid=0(root) groups=0(root),65534(nobody)

Note that podman unshare performs the same user remapping as podman run does when launching a
rootless container. Y ou cannot gain elevated privileges viapodman unshare.

Warning
Do not modify files in the graph root as this can corrupt Podman's internal state and render your
containers, images and volumes inoperable.

7 Legal Notice

Copyright© 2006-2026 SUSE LL C and contributors. All rights reserved.

Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free
Documentation License, Version 1.2 or (at your option) version 1.3; with the Invariant Section being this
copyright notice and license. A copy of the license version 1.2 is included in the section entitled “GNU
Free Documentation License”.

For SUSE trademarks, see https://www.suse.com/company/legal/#. All other third-party trademarks
are the property of their respective owners. Trademark symbols (®, ™ etc.) denote trademarks of SUSE
and its affiliates. Asterisks (*) denote third-party trademarks.
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All information found in this book has been compiled with utmost attention to detail. However, this does
not guarantee complete accuracy. Neither SUSE LLC, its affiliates, the authors, nor the tranglators shall
be held liable for possible errors or the consequences thereof.

A GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin S, Fifth Floor, Boston, MA
02110-1301 USA. Everyoneis permitted to copy and distribute verbatim copies of this license document,
but changing it is not allowed.

0. PREAMBLE

The purpose of thisLicenseisto make amanual, textbook, or other functional and useful document "free"
in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with or
without modifying it, either commercialy or non-commercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
maodifications made by others.

ThisLicenseisakind of "copyleft", which means that derivative works of the document must themselves
be free in the same sense. It complements the GNU General Public License, which is a copyleft license
designed for free software.

We have designed this License to use it for manuals for free software, because free software needs free
documentation: a free program should come with manuals providing the same freedoms that the software
does. But this License is not limited to software manuals; it can be used for any textual work, regardless
of subject matter or whether it is published as a printed book. We recommend this License principally for
works whose purpose isinstruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such anotice grants aworld-
wide, royalty-free license, unlimited in duration, to use that work under the conditions stated herein. The
"Document”, below, refers to any such manual or work. Any member of the public is alicensee, and is
addressed as "you". Y ou accept the license if you copy, maodify or distribute the work in away requiring
permission under copyright law.
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A "Modified Version" of the Document means any work containing the Document or aportion of it, either
copied verbatim, or with modifications and/or trand ated into another language.

A "Secondary Section” is a named appendix or a front-matter section of the Document that deals exclu-
sively with the relationship of the publishers or authors of the Document to the Document's overall subject
(or to related matters) and contains nothing that could fall directly within that overall subject. (Thus, if the
Document isin part atextbook of mathematics, a Secondary Section may not explain any mathematics.)
The relationship could be a matter of historical connection with the subject or with related matters, or of
legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections' are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The
Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
then there are none.

The "Cover Texts' are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent” copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document straightforwardly
with generic text editors or (for images composed of pixels) generic paint programs or (for drawings) some
widely available drawing editor, and that is suitable for input to text formatters or for automatic translation
to a variety of formats suitable for input to text formatters. A copy made in an otherwise Transparent
file format whose markup, or absence of markup, has been arranged to thwart or discourage subsequent
modification by readersis not Transparent. An image format is not Transparent if used for any substantial
amount of text. A copy that isnot "Transparent” is called "Opague".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image for-
mats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and edit-
ed only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requiresto appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of the
work'stitle, preceding the beginning of the body of the text.
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A section "Entitled XY Z" means a named subunit of the Document whose title either is precisely XY Z or
contains XY Z in parenthesesfollowing text that trand ates XY Z in another language. (Here XY Z standsfor
aspecific section name mentioned below, such as"Acknowledgements’, "Dedications’, "Endorsements’,
or "History".) To "Preserve the Title" of such a section when you modify the Document means that it
remains a section "Entitled XY Z" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License applies
to the Document. These Warranty Disclaimers are considered to be included by referencein this License,
but only as regards disclaiming warranties: any other implication that these Warranty Disclaimers may
have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or non-commercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.

Y ou may also lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document's license notice requires Cover Texts, you must enclose
the copiesin coversthat carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. Y ou may add other material onthe coversin addition. Copying with changeslimited
to the covers, aslong asthey preserve thetitle of the Document and satisfy these conditions, can be treated
as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many asfit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either in-
clude a machine-readable Transparent copy along with each Opague copy, or statein or with each Opagque
copy a computer-network location from which the general network-using public has access to download
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using public-standard network protocols a complete Transparent copy of the Document, free of added
material. If you use the latter option, you must take reasonably prudent steps, when you begin distribution
of Opaqgue copiesin quantity, to ensure that this Transparent copy will remain thus accessible at the stated
location until at least one year after the last time you distribute an Opaque copy (directly or through your
agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to givethem achanceto provide you with an updated version of the Document.

4. MODIFICATIONS

Y ou may copy and distribute aModified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Useinthe Title Page (and on the covers, if any) atitle distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). Y ou may use the sametitle asapreviousversion if the original publisher of that version
gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principa authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.
D. Preserveall the copyright notices of the Document.
E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, alicense notice giving the public permission to use
the Modified Version under the terms of this License, in the form shown in the Addendum below.

G. Preservein that license notice the full lists of Invariant Sections and required Cover Texts givenin
the Document's license notice.

H. Include an unaltered copy of this License.
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I. Preservethesection Entitled "History", PreserveitsTitle, and add toit anitem stating at least thetitle,
year, new authors, and publisher of the Modified Version as given on the Title Page. If thereis no
section Entitled "History" in the Document, create one stating the title, year, authors, and publisher
of the Document as given on its Title Page, then add an item describing the Modified Version as
stated in the previous sentence.

J. Preservethe network location, if any, given inthe Document for public accessto a Transparent copy
of the Document, and likewise the network locations given in the Document for previous versionsiit
was based on. These may be placed in the "History" section. Y ou may omit a network location for
awork that was published at least four years before the Document itself, or if the original publisher
of the version it refers to gives permission.

K. For any section Entitled "Acknowledgements® or "Dedications’, Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.

L. Preserveall the Invariant Sections of the Document, unaltered in their text and in their titles. Section
numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements’. Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary Sec-
tions and contain no material copied from the Document, you may at your option designate some or all
of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the Modified
Version's license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements’, provided it contains nothing but endorsements of your
Modified Version by various parties--for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as
a Back-Cover Text, to the end of the list of Cover Texts in the Maodified Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any
one entity. If the Document already includes a cover text for the same cover, previously added by you or
by arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.
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The author(s) and publisher(s) of the Document do not by this License give permission to use their names
for publicity for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

Y ou may combine the Document with other documents released under this License, under the terms de-
fined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multipleidentical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but dif-
ferent contents, make the title of each such section unique by adding at the end of it, in parentheses, the
name of the original author or publisher of that section if known, or else a unique number. Make the same
adjustment to the section titlesin the list of Invariant Sectionsin the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled " Acknowledgements’, and
any sections Entitled "Dedications". Y ou must delete all sections Entitled "Endorsements’'.

6. COLLECTIONS OF DOCUMENTS

Y ou may make a collection consisting of the Document and other documents released under this License,
and replace the individual copies of this License in the various documents with a single copy that isin-
cluded in the collection, provided that you follow the rules of this License for verbatim copying of each
of the documentsin all other respects.

Y ou may extract asingle document from such acollection, and distributeit individually under thisLicense,
provided you insert acopy of thisLicenseinto the extracted document, and follow thisLicensein all other
respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or itsderivativeswith other separate and i ndependent documents or works,
in or on avolume of a storage or distribution medium, is called an "aggregate” if the copyright resulting
from the compilation is not used to limit the legal rights of the compilation's users beyond what the indi-
vidual works permit. When the Document is included in an aggregate, this License does not apply to the
other works in the aggregate which are not themselves derivative works of the Document.
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If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the Doc-
ument is less than one half of the entire aggregate, the Document's Cover Texts may be placed on covers
that bracket the Document within the aggregate, or the electronic equivalent of coversif the Document is
in electronic form. Otherwise they must appear on printed covers that bracket the whole aggregate.

8. TRANSLATION

Trandation is considered akind of modification, so you may distribute translations of the Document under
the terms of section 4. Replacing Invariant Sections with trangations requires special permission from
their copyright holders, but you may include translations of some or al Invariant Sections in addition to
the original versions of these Invariant Sections. Y ou may include a translation of this License, and all
the license notices in the Document, and any Warranty Disclaimers, provided that you also include the
original English version of this License and the original versions of those notices and disclaimers. In case
of adisagreement between the translation and the original version of this License or anotice or disclaimer,
the original version will prevail.

If asectioninthe Document isEntitled " Acknowledgements', "Dedications", or "History", therequirement
(section 4) to Preserveits Title (section 1) will typically require changing the actual title.

9. TERMINATION

Y ou may not copy, modify, sublicense, or distribute the Document except as expressly provided for under
this License. Any other attempt to copy, modify, sublicense or distribute the Document is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long as such parties remain
in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License
from timeto time. Such new versionswill be similar in spirit to the present version, but may differ in detail
to address new problems or concerns. See https://www.gnu.org/copyleft/ 4.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version” applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
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published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software

Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the “with...Texts.” line
with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge those

two aternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing these examples
in parallel under your choice of free software license, such asthe GNU General Public License, to permit

their use in free software.
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