SUSE Manager 4.3

#Ze| 7hol=

20247052 6€

SUSE



RES gos 2
L L B R 2
B == 3
L3 A B 4
Ansible S¢g! 7
2. IS T 7
2.2, R A B T L 7
2.3, QI B A Ab 7
2.4 RO A 8
2.5, B O Al 8
2.6.Ansible MI0] le i M 8
2.6.1. SCAP ot ZF0| E TH | K| A K. 8
2.6.2. Ansible QIHIE 2| Th A A 9
2.6.3.Ansible =Bt B MGt 7| .. o 10
R L B S 10
2.7.1.Ansible Z20|2 2 AL S H Al 10
Q15 Y 12
3.1 SSO(A R AR ) I 12
3 L L M R 12
3.2, S 0 A 13
B3 L3 O A SO A B 14
3.2, PAM O QG 17
i gl = 19
4.1, SUSE Manager Bl Lo 19
4.2.smdbaZ ClO[EHIO| A BEa|. . o 21
4.3.smdbaS AFESHO|O|EHIO| A B 21
4.3.1. S HIO|E{HO| A B 8 22
4.3.2. RS B A Ol kG| L 22
L L == 23
4.5, OLZI0|E B T A 23
4.6.0[0] A2 ZQIHIO|EHIO|A SZE JHE M 24
4T O O E O A Ol L 24
4.8 AME BE IE[ MU A B 25

4.9 HIOIEHIO| A B T 26



o L— L— o
5.1 EHIE AE O B, 27
5. 2. HEIE AH O . 27
CKE 2| 29
B = I = 29
6. 2. U AL 29
6.3, B B M| 30
6.4, AL R O R . 30
6.4.1. AFBRE ™ ME Bl Bl R R A 30
6.4.2. AERFEO RHE Bl . 33
6.4.3. ALEXF ™| MEof THF|X| S THKI 327, .. 34
6.4.4. B RO RN BhR] L 35
. ZHIE 2}o|ZMf0| S e 36
7.1 AHE BIO| I MO0l 8 E M E M 36
0= 1= I 37
7.2 . e A I R O B 38
T3 ] B 38
7.3.1.SUSEMIE 7|8 BEO|E IR K| L. 38
7.3.2. AABIZIHEBIOIE TN L e 39
7.3.3. 71220 AlE AppStream B & ... o 40
T4 ZAHE BIO|EMO| 2 E M E B 40
T . B S 41
7.6, B0 B0l E B 41
7.7 HEIE 2LO| IO Z BER O Al . ..o 41
7.7. 1 EZHINK| FI[O CHSt TR RE MM e 42
772, 7|2 H O K T OO B 44
7.7.3. B0l B IfX| 2 T ™ E G A 44
774 20|ETHXIE St MAHE HHEOZ HEt 45
77,5, APPStream BB L 45
LA o] siH =l M 48
B L RMT BT . o 48
8.2, SMT B R . o 49
8.3 B R 50
8.4. HZO B2 ME B8t ..o 50
.ClA3 27t el 52
9.1 BLIEREIS CIER 52

0 A T 52



0.3 M H A B R L 52

0.4, B2t A A H I A B 53
10. o|OfX| HE 9l e 54
10,1, Of O R Tl e 54
10.2. ZHIOIL OJOIR] ...t 54
10,2, R AR 55
10.2. 2. S A E 55
10.2.3. ZAEO|LAOf| TSt E S 7| A 55
10.2.4. Ol O K| K= A A 56
10.2.5. OO K| B 2 I A 57
10.2.6. Ol O | e e 60
10.2.7. Ol O R I E 61
10.2.8. B Bl oo 61
10.3. OS OlO Rl et 62
10.3. 0. R AR 62
10.3.2. 8 E S A E M 62
10.3.3. 0S O|O| X[l cHt &ML 7| M 64
10.3.4. Of O K| = A A 65
10.3.5. Of O] K| B I A 66
10.3.6. Ol O K| e 68
10.3.7. B BHZ oo 69
10.3.8. IBE AR 70
104, S Ol R B 70
11. 912t X H 4 XA 12
B 1 72
B 0 == 0] e 73
11.2. M ZES 718t SI01E MB L 73
103 L R M 73
B = 2= 3 73
12. MH 2t 57|t 74
121 ME 2 ST o - B L 74
12,2, MH 2t S 7 ot - T 2 75
12,2, 0. 1SS T T R A L 75
12,22, HH E BT 8l 75
12.2.3. HIOIEHIO| A B F A 76
12,24, B R RIS AR 76

13. SUSE ManagerE Arg¢$t 2t0|E T K| [



13.1. IOl E T & RS Al A 77
13.1.1. 2t0|E I X|0i| spacewalk-manage-channel-lifecycle AFE ...................... 77

13.2. SLES 150] h0 E M K| .. 78
13.3. SLES 120] 2E0 | M K| .. 80
14. R X|E4 7|2t 82
14,1 BRI R A R 83
14.2. MIgHEl = 2 A M e K| Qb= R 84
15.mgr-sync At2 86
16. Prometheus & GrafanaE A3t ZL|EZ 88
16.1. Prometheus B Grafana. ... ...t 88
16.1.1. Prometheus ... 88
16.1.2. Prometheus A L E | 88
16.1.3. Grafana. ..o 89

16,2, L E R M A 89
16.2.1. Prometheus A K| . ... 89
16.2.2. Grafana A Kl ... 91

16.3. SUSE Manager B LI A A 93
16.3. 1. A RER R L B L e 93
16.3.2. 2 e = A AR B B 96
16.3.3. Grafana Hl & H S B . 97

16.4. L E R T B . 97
16.4. 1, A EE I A M 97

16,5, O 98
16.5. 1. TLS QI A A 98

17. =2 100
0 NS = 100
0 O S D = N 100
17,02, A B QR R 101
0 R TR e 101

172 BB B 101
17, 2. 1 A R B . 101

18. TH| 22| 102
18 L E T K o 102
18, L. L A B 102
18, L 2 T R B ot 103

19. EM MM 104

19.1. spacewalk-report AF ... o 104



19.2. spacewalk-report L B O[O[E{H|OIA | . 104

193 A B = U E B B 105
20. 20F 109
20.1. OFAE HE K 20 EE0l A E A 109
20.2. 2| EX|ER| HIEIE O B M 109
203 AA T K] O R 111
20.4. 0penSCAPE Aot Al AR H Ot 111
20.4.1. SCAP AT 111
20.4.2. SCAP AHE QIS EEI0IUE EH| ... ... 112
20.4.3. 0penSCAP I E I 113
20.4.4. 0penSCAP B I AT | 113
20,4, 5. A A AT 114
20.4.6. A0 B b 115
20,4, T A 115

20,5, B A 120
20.5. . CVE A e e 120
20.5.2. CVE A Bl o 120

21. SSL 2IE AN 122
211 REM| Ml SSL QB A L 123
21.1.1. 718 MH QB M R 123
21.1.2. M CA S M QB e 123

21,2, SSL B M A L E 124
212, 1 MRS Rt QB M I E 124
212 2. M EEA ARIE Qe QB M e 125
21,23, R B M HE | 125
21.3.HTTP Strict Transport SECUrity ...t e 126
22. 75 YK 128
22, 1. 0l RO A E I L 128
23. & AAE 130
23 L AR Ol R R . oot 131
24 HA =21 B 134
25. AR} 135
25 L A HIZ S S AR 135
25, 2, B R 135
25. 3. AR R B B B A A 136
25.4. AR A R Ot 136

25, . A R T O] 137



25.5.1. AFEAL 7|2 QIE{H|O| A E|O}

26. SUSE ManagerOl| A PTF AL

26.1. PTFIHZ|X|O| CHOH RYOFET| ..o
26.2. PTRIHZIRI A R| Lo
26.3. PTF R &
26.4. THZ|XIQ THRI EHT ®MI ..o
26.5. 220[AEOM THF|XIQ] TR HH MA ...

27. 2H| shZ&

27.1. =2 22t E(BYOS)2| HIOIHE fIgt B2l C|A3E AHE¢t SUSE 2t2|X &

27.2. X3 x| 2H &

27.4.+H SR HES Pl 2| EXEE| RE
27.5. 2210|ME =H| Salt 220|HE =H| SHZE
27.6. &¢E

21.7. 8
27.8. FQDN

27.9.C|A3 St 22X S &

[>
|m

o
Mo
=
ot

N

27.11. WAN €12 ES E%t SUSE Manager AHQt TEA| Zt2| 71
27.12.
27.13.
27.14.
27.15.
27.16.
27.17. noexecE At
27.18. noexecE Al

27.19. 023 S 2E ZH HE
A

=
i
T
or ©
re
Im
40
=
el
I

o >
N L= 1

HU
-L||'2[u5r_\'l_0_>|.
> o
pal
=2 T

0%

Ho

2 =
St

I

=
ne

Ml

27.24. TEAE St 2| ZX|E2| At 2H| 31 &
27.25. A|ZH O[HIEZ X+ HE X &

27.29. 2H| 82 SH el S2H0[HE S=

[ = e T R I R )

27.30. =X 2 Web UIOf| M S=0| H0istn LRI BAE X &S ............

273 HIOTHIE AIAR ERISHE

27.10. o BRI B Z

omn
N
_tg_}
>
N
Mo
=
el
I

ot/var/tmp ORRE EMHE ...
27.20. LA I B .
27.21. OES B|EX|E2| St BRI SHB . ...
27.22.OSAD Y jabberd M SHZA ... ..o
27.23. 07 R 2K BRI SHZ .

27.26. PAYG B SH A . . .
27.27. Proxy 20f| Pay-as-you-go 7+4 ...
2728 TEAN HAUFQDN BN SHZ. ...



27.31. 7|Z Z2210|HE AH| S Salt O|LIGCZ SE A R sZ H. .................... 158
27.32.71ZRed Hat E20|HE SE EXISHE ... ... 159
27.33. 28 8iZ RedHat CDN M2 H LS QB M ..o 159
27.34.SUSE Manager M O|E HA BRI SHZ. ... 160
27.35. 2R 8l Z CHAF AJ AR M THAIE 161
27.36. 2H 6HZ RPC A8 Azt MGt . 161
27.37. M| sHZE CH2 U DNS MHOZ HA|El Salt 2240IHE ... 162
27.38. Saltboot =& BRI BB . ... o 163
27.39. AF|0F A T0|E MIH BRI SHZ ... 163
27.40. BRI Sl S 71t . 163
27.41. BRI BHZ Taskomatic . ....ooviii e 165
27.42. Web Ul 2 Aol B SHZ . ... o 166

28. GNU Free Documentation License 167



2| 7tojE R
0| E Y 2024-05-06

0| 7t0| == SUSE Manager AHO|A 2| =S 85t

rir

I:<I3|'

2ol o

-
ot

N

PN |
=

(=]
=

HlZ eIk,

1/172



=

—

ofl 2t Highstate &HEl EE= 129 AFEX} H Q|
HE ZSEtO|HENE, AIA™R OF Wl 2

o

2H
o
—

A
=

Saltet 7| Z Ef 22I0|HE LZ0f|

Chapter 1.

__L_ N . T o
g ) ) ~ =
| Ao =) R &
m 3 M_H_ ﬁ.nl_ I
2 = A fo o
] =) <+ r
_._.__._._ = o _._.__.= =.__.H_
o & fol rl
= - © od i -
n =] S oI w| w_w
EL a1 = = & A
N o 4 2 I
o 4 = nl
0 w.ou N 7 5 il =0
) 0j0 £ > on
0o Joll 0
{0 = R = v X0 =
o3 H o o © i 2
+ o s O <0 g °
@ R w o or £ w-
2 zl 4o %0 : K
o = - S ofl M
15 = ol o K 2
ol of = ] 0o 2 =) o]
W mo oo = = 7o uim
ol .y o U o - 20 % i
wo IE oo = . € ° g
o3 = R0 2 0 ) MH <l
4 L o OF T ol <
= o3 P 1 B4 2 T ~
g <O K8 MWz S
B om R <ot g A m
R Mo < s = <l
e 47 n B Tal 5 B <
= 0 L W B ] y
M m._.a ol rl K o ® .r.m ) ._.._m_._l
B Rw oM oy o8 o 5
R T = = ol O K - - — K oo
5 w3 AL 5 B - B - SRS
o - Ul w Kog <z = 4o ol o
ot =& o B g 220 K
+ o9 S 0~ om oma WOz K . &
N i A T ~ T
UNCEY m z = T = 3 w7 ¥
5 osw 31 05 T OEZFEX OB O@roz@ i
> o=n KW & £ X K K so =
2 3% g g & £ w2 F yood oA
— R o = © o g g0 wmol
oo gyl 58w R U = mE
5 Zor K 5 & oo I o1 <
o 2 - F » z T T i TR X
ol ™~ X . N =3 o o Ko »
¥ W o~ ® @ - RN

2/172

SUSE Manager A2 A[ZFCHOIA OH 0100A|Of]

o

OHA| 15201 2 S S BfLICE

| —

—

EHELICE
E 50,15
£ 50, 01:00

L|C}.
MEdghL|CE, o

t

=]

.
o

o
[L

O AEZ HOl Quartz YA XHMISH SHS Ee{H AEX FO| Quartz 2EY S YHELICE o E S0, 0HE
EQY 02150 ™7|H

H7IN B YOR 0|5

6. &7



01527*7

LICt.

I

=
o
=]

= =1
s E=

M EAE BE A9

FHEAE BEOA YXE

o
[=]
o

7. ME4 A

> U Z5 > HI|H Aef2

o= ASFLICHL Z

Xlsh
(=]

ol

J

t2| xp

pr
i

SUSE Manager

11

1]

Salt 22}0|

AlELICt.

ol
o1
KI

}.

.{

Kr

g7

-
Al
|
ol

22t0]

ol Alzto] @z Hz|lE2=2

ofn
o

FLHOlA e H[elo]

LHA
H A

Bl &

O = wimtx|

4 gL,

o|sl
—_=

XtMI3H LHE 2 Client-configuration > Clients-slemicro0i| A &

7|Z 2E20|HES Salt 22I0|HE ZROM 2] MAS AFEE £ UAFLICH =AMt

2y= e

5
oo

Ct

ol
Pyl
Kr
Al
o3

3/172

o AJAEIME AL ATEQ0] > INF|X] > 22/H|AH
o AAENE ALEH ATES)0] > IF|X| > A%

o AJAEIME ALSH ATDEQ0] > I§F|X] > Ha0|E
o AJAE N AFSH ATDEQ0] > AT ES|0] x{L

o AIAR MS AR HEY > Highstate
o AJAE MK AFSH AXES0] > D]

SUSEWISRagEas | 1.2. 5=t 4|2



E|X| gfELICt.

SH

A
=

LICt oI
tol

=7

3

=
X

.
o

L|Ct.
Al
(=]

3

=]

.
o

RIoZ 0|=
A S XM

P
S

d

*:
A

F

=

& M lo] SX[E[ 0

fLICE.

ez
ks

—

A
2 Aol At ELICE,

il

£ 232 2204
o=

7|1& Ztg Aelo] oo
toil FA|IE LICE

—

e Aelo] ofn
e P k=)

Al
(=]

(6]
o

1. SUSE Manager Web UI0f|l A =+ K| Q10| Af 34
Xt

o AARHIE A 7Y

e O|O|X|>YE
U™ 7] Z EHAOZ 0| FS6H0] 2 HIQUKIA O 2El ZA S = o~ USLICE

T

n

go
Rr

oH

P o= AFLICE O|E Stll S2t0IUE0] 2T MM ASHA| e

ojn!
o

LiCt 7]

t

el F0t2 4" 27t glELI 71 Ef

ekl
L|Ct.

=

=

Salt 22I0|HENA XtS2Z
XIE o}

o] 7Is2

L
=

T ANESHAR, AT EQ0 &

Qlst

o

b okl 2o SEEO A=K

Hehst

| ol

X E 29

t

~N

E

=0 of

4/172

4 UL,

.
[=)
=

—

Fo| HAHEC= Hol| FolsHoF
[e]

b4 UELICE

=
—_=

sto
=3

Sl== 7|E Et E22I0|HE 74517

1

X
XtM|Et LHE 2 Client-configuration > Clients-slemicro0i| Al &

XtA[st L{E 2 Client-configuration > Channelsoi| A

I.

—

o
o



1 2X3Hx| 42 2 22H0|UES FY ZEIZE|M mi7[X| Z2|XE AHE3H0 rhncfg, rhncfg-client B
ns 7| X|E 2 XISfLICt ofli= CHSat Z2& L

rhncfg-actio
zypper in rhncfg rhncfg-client rhncfg-actions
2. FE Hotoz ZE0|HES BH EELENM 22 71 CI2E2|0f| CHE 2 E Mg eLich.

mkdir -p /etc/sysconfig/rhn/allowed-actions/script

3. A CI=2lof 0[O0l rundl ¥l MU ML o Thele 8
Ag U3t 2

Z HHEZ M3 & Ql= SUSE Manager AlH
touch /etc/sysconfig/rhn/allowed-actions/script/run

Salt 22}0|QIE0| A 92 WS 2210|AEQ| /tmp/ CIHE2|0IA AMEILIC} §2 Ho|
o Mol HESIEE S12{H noexec SMS AFSO /tmpS OF2ESIK| OHIAIR. XAt
Li €2 Administration > TroubleshootingOf| A 2fQlgt 4~ QI&L|CE

ﬁ HE T HOIXofM dAE[= ZE T2
A o

S 2= BYe 220llE0M root ML AASTIEE
AFEBHO] Of2] AL N BYS M 4 U g

LIct Bg Masty| H ghat FolshiAle,
HAL 7|E 2210[AE| M #H HY ¥

=
1. SUSE Manager Web UIOIM A|ARICZ O|F5tn 14 HHES AAY Z2H0|HEE 22Ut
FH "oz o|SeLCh

2. T2 AI8XH 01502 M¥ HWCo| HYS Ay S2H0|ES| ASK ID(UID)E YHBLICL = 1802
M3 WES| OF ID(GID)E AHBOI0] B2 A 188 NHY 45 UBLICL

3. M| AR AIZH FBH LEO| T Mg AZHS X T9lE QIBLICL O Y7t Lholl AWEIX| eop ol
M| ekLCt,

4. 20|12 WO Yyl 0|52 YBLIT

5. AZRE WO Ny BY TS ASRES YL

6. HYS AW Lo AITHS HESILE A1 Hlolof 17 HYS A biict

7. (2" ]2 22otol 21 BYS oofeLict

Zted A Qlofl CHet XM|st Li2 2 Reference > Scheduled| A &018t 4 QI&LILCE

Bl Salt E2H0[AEM M BH T &
1 salt> 212 HHo= o|sLICt,
2. 3 R Lol M 0 713 Yol MY B e

3. 5 B HEOM o 7= Flof B¥E HAY Z20|AEE YHYLICL HE S20|HUES| minion-idE
UG L AUETIES AHESH S2H0|UE He|Q the S XIEY &= AELICH

ih
0%
ol

SUSE Manager4.3|1.3. 2 5/172



6/172



Chapter 2. Ansible £%

#xl X| 2l Z|= Ansible {2 SUSE Linux Enterprise 15 Client Tools {20 A B &= 2.9(LTS)LICE Ansible
Control Node&2=& X|YE= OS HTE SUSE Linux Enterprise Server 15 SP3 O|&LICL Ansible
AT EQ0{= SUSE Manager ZEA| %! SUSE Manager for Retail X|& MHO| T AHEE 4= RELICE SUSE Linux
Enterprise 0|2/2| 2& M2 1SE|= M0 ==9| AL HiZItal 3HH MBS &= Ansible2 AFESHY AL,

2.1.7|s MK

SUSE ManagerE At83HH A|AR 2|7t Ansible M0 =EE XHET £ JUSLICL X|HEE 7[s2 CHS
ZEAL|C}
Ed .

=

o QUHIEE| ItA ZHA}

o HIEEZ|= P2[A Ansible =E=of FEE =EYULCE HEZ] YO ot XiAe

—

ot LHES
https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.htmlolA  =tolg 4
USLICE

o EY0|52 AHIED| 2| LHS SHPLICH. S0|=0f chet XpAISH LHE
A
T

2 https://docs.ansible.com/

ansible/latest/playbook_guide/playbooks_intro.htmloflA Ztelg 4~ &LILCY,

2.2. 27A 87|12 4

Ansible 7|58 Atg5t2{™ 0[0| = Ansible Control NodeE SUSE Manager At{0]| Salt 22t0|HEZ SEH{0f
ZLICH Web UIOIA SEE A[ARIO| AJAR MM AFZ > £ HO|X|0M =71 J|s AIA"E |8 ==2| Ansible
Control Node A|AE! @& S 24 S}sl{OF BfLICE.

Ansible Control Node A|AE! RS MM highstateO| F:7t6t0] ansible INF|X|IE A|ARIO| MX[stn
A AH MIEL AL Ansible B0l M Ansible 7|5 S g3t 4= ASLICEH

CtS CHAIZ AJAH M5 AFE > Ansible > H|[0] l.E TH|O|X|0| A Ansible Z2i|0|5 CIAEz2| 3 QIHIER| mHA0]| CHSE
ARE FMELICE QHIER] H2Z HEZE Ansible QIHMIEZ|] HZ /etc/ansible/hostsE AMRE £ USLICH
Zz0|5 ClAEH2Z|Z2= 22015 OHYo| MEE Ho LEo ZE CIHEZIE MY £ JELICL 205
ClEEe[olEs .yml TFY &= L yml THYO| U= 6tel ClA ER| 7 et L|CE

Ansible M| == Mx| 8! MHo| cisiA= Administration > Ansible-setup-control-node0f|A &0l 4
UAELICE

No

3. QI EE|

HIEZ| 22

D\l

AL

o
ﬂllﬂl

Holt 20f|= SUSE ManagerE AH25t0] LIE S AAFY & U&LICH

ZXl: Web UI0f| M QIHIER] HAL

SUSEWISRager s [ 2.1. 7|5 i 2 7/172


https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.html
https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.html
https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.html
https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.html
https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.html
https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.html
https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.html
https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.html
https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.html
https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html
https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html
https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html
https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html
https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html
https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html
https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html
https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html
https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_intro.html

1. SUSE Manager Web U0l A A|AE MIEL AL > Ansible > QIMIE 2|2 0| S2fLICE.

2. QAHIEE| ZZE SEISHH Mo 20| M HAZICZ QHIEE] HALS MY 4 AFLICH

Z2)|0|= CIMER|E Holot = A|AH MK AFE > Ansible > E21|0|5 H|O|X|0of| A 20| 5 & AMe & U&LICH

QU ER] ZARL OFEZLX| 2 S2f|0|5 HA 22 MO =20l M HAZIe 2 A EL|CE

2.5. 2|0|F &

AR M5 BE > Ansible > E2|015 HO| |0 A B20|S AWS olofar + ALLIC At B2o|

WER| Z2 CEOH Hikel Z20% A ol st Aol At ol 4 '
SOLX] QOB IO S0 RHE 7|2 QIMER|T ALSELICL EELIR Bl QR
Plols CiElERlolM 222 HME HERIR HAZLICL oY B22 B0l AP HEolH ASx Fo
g2 Y202 EAIFLICE Yolol AMER| FRE YUY 25 UBLICL

r° nJIH r_t o >

T Ohg Z2(0|=F A AlZhS MEISHALE 2] H|QlS MEdRtL|CE 2| ZX O 2 SUSE Manager= E2(0|52 H|Of
CEo| PO Z MMHTIL|CE 2] 2= 2 MR AFY TO[X[0f| M 2 4 ASLICH

2.6. Ansible M0 = A

Ansible [0 =EE dHst2{™ SUSE Manager Web UIO|A] CHS THAH S A3gtL|Ct,

Ex}: Ansible Mo .= M

1. SUSE Manager Web UIO||A 2t2|X} > MX| OpHAL > HESZ 0|53t0] SUSE Linux Enterprise Server 15
SP5 x86_64 3 SUSE Manager Client Tools for SLE 15 x86_647t MEHE| T S7|ot|0 Y=X| EHQlstL|Ct,

2. SUSE Linux Enterprise Server 15 SP5 22t0|H EZ B E&HL|Ct,

3. SUSE Manager Web UI0f|Al S22t0|HE Q| AJAH > IR H|O|X| £ 0| STLICH AZES 0] > AT EQ 0] xfES
MEist] 22I0|HE S SUSE Linux Enterprise Server 15 SP5 x86_64 5! SUSE Manager Client Tools for
SLE 15 x86_64 x2S F+S2LICt

6 SUSE Manager 2210|21E S0l ansible 17| X7} EaHE|0f YBLICH

4. Z20|HEQ| M5 AFSh> &M S MEHSHL|CE Add-On System Types 220 M Ansible HO| == M3lst s
[£M Hol|o|E | SalgLCt.

5. 2210|HE 71 Q 10| X| 2 0| =3l0{ Al > HighstateS AEi5t T [ Highstate & |2 228t C}.

6. OJ¥IE £ Mefs} D highstate] AEHS StolstL|CH,

2.6.1. SCAP =t 710 = T 7| X| X

+H 8 AHst2{H Ansible H0] .= =0f| SCAP 2t 70| = I 7| X| & A X|sHOf BhL|C}.

HX}: SCAP EQt 710| = ojj7| x| A %]

SUSEWVISRageras | 2.4. 22015 &M 8/172



1 AJAH JHQ0|M SEI0|HEE MEist 5 AT ES|0] > IfF|X| » MX|E S2IstL|Ct

2. scap-security-quideE MBI A|AHIO| XEtot )7 | X[ £ HX[SfLICt IHF|X] HHE 27 AFS2 O3 HIO|ES
RSN 2.

H 1. SCAP H¢ot 7j0| = m{7| x| 27 AFg

o7|x| o] & Xl = A AR
scap-security-guide openSUSE, SLES12, SLES15
scap-security-guide-redhat Cent0S 7, CentOS 8, Fedora, Oracle Linux 7,

Oracle Linux 8, RHEL7, RHEL8, RHEL9, Red Hat
OpenStack Platform 10, Red Hat OpenStack
Platform 13, Red Hat Virtualization 4, Scientific

Linux
scap-security-guide-debian Debian 9, Debian 10
scap-security-guide-ubuntu Ubuntu 16.04. Ubuntu 18.04, Ubuntu 20.04

2.6.2. Ansible QIHIEZ| @ MM

Ansible Integration =7 220|528 QHE2| TtU= H{ERILICH _HO|S 1_0f LEE 2f 2 Ao CHsl
QIHIEE| IS SHLIA g etL|ct.

AX}: Ansible QIHIE 2| M MM

1. AnsibleOiA Zt2|g QIHIERZ| MAUN SAEE MM 51 FIIPHL|CE Ansible QIHIEZ[Q 7|2 FEEE
/etc/ansible/hosts®ILILCt,

25 1. UHEZ| 6|A|

client240.mgr.example.org
client241.mgr.example.org
client242.mgr.example.org
client243.mgr.example.org ansible_ssh_private_key_file=/etc/ansible/some_ssh_key

[mygroupl]

client241.mgr.example.org
client242.mgr.example.org

[mygroup2]
client243.mgr.example.org

[all:vars]
ansible_ssh_private_key_file=/etc/ansible/my_ansible_private_key
2. SUSE Manager Web UI2| Ansible E{0lA] Ansible » M0 EZ 0|S3st0] Mo =0 QIHIER| IUS
F7hetct.

3. Playbook Directories MMOA Add a Playbook Directories ZEO| /usr/share/scap-security-
guide/ansible2 FItot 2 [ & ]2 S2I&LICt

4. AHIEZ|Of| M Qi ER| ot FIFHEO AHES| MY 9|KIS 71510 [ M ]S S22l

=

SUSEIISREEERZEs | 2.6. Ansible H|0f == M 9/172



2E2. 04

/etc/ansible/sles15
/etc/ansible/sles12
/etc/ansible/centos7

o g2 Z3|0|£ olAl= https://github.com/ansible/ansible-examplesoll A Zolgh 4 QI &L|CY,

2.6.3. Ansible = EQ} EAl MXE}7|

HX}: Ansible EQ} E4I MAS}7|

1. QHIEZ|0|M AHE F2I SSH 7|1E W& etLCt.

ssh-keygen -f /etc/ansible/my_ansible_private_key
2. MMHEl SSH 7|1E Ansible 2t2| 220|AE0f| SALLICE Of|A|= Ct2 1t Z&LCt
ssh-copy-id -i /etc/ansible/my_ansible_private_key root@client240.mgr.example.org
3. /etc/ansible/ansible.cfg0ll CtS 2t 20| 7§l 7|1 & MARILICE
private_key_file = /etc/ansible/my_ansible_private_key
my_ansible_private_keyE 7HQ! 7|7} ZBtEl MU S| 0| S Q2 HHEL|CE.
4. Mo cE0| M Ct2 HHES HAHSH Ansible 2t3 0 R E HAESHYAIL.

ansible all -m ping
ansible mygroupI-m ping
ansible client240.mgr.example.org -m ping

OlH| =S &Y 4 AFLIC

AAMIEE LHE 2 Administration > Ansible-compliance-as-code0| A &Q1E 4= UEL|CE,

=

2.7. 3 A8 =2

0| M0l M= Ansible PlaybookS A8t S8t TE $H S Aedish= Yol et SHHS HIeLICh

bash ASZES A% FE £HOZ XS HASt= YO ChSh XtMS I8 2 -8 BESIYAIR.
. o e D~

2.7.1. Ansible S2[0|5E AtE¢t T &

Ansible HM0f ==7t L ¥tL|Ct, XtA[SH LIE2 Administration > Ansible-setup-control-node0f| A Qlgt 4
UAELICE

SUSEVEREgends | 2.7. 28 78 =4 10/172


https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
https://github.com/ansible/ansible-examples
administration:openscap.pdf#remediation

CtZ ZXHe Ansible 220|158 AF83H0] nd S HAst= 2HES URLICE

AL Ansible E2(|0| 55 A8t 3 &Y
L H|of == Al AH 0570/ Ansible > EH|0|52 MetgL|Ct Brf Wg aret > Z2fo|Sg MetgtL|Ct
2. Bejo|=g 2=gLict,

3. 20|53 4t 2210|AE2| OS AMER| Z2E MEHBL|C,, o= Ch3 1t Z&LICH

/etc/ansible/sles15

SUSEVEREgends | 2.7. 28 78 =4 11/172



SUSE ManagerE }%@ Q1= dhHS X|REL|CE o] MMofAE= PAM(pluggable authentication modules) %

3.1.SSO(d= ARIZ)2 215

SUSE Manager= SAML(Security Assertion Markup Language)2 ZZ2EZS 73ot0] SSO(AMZ AlRIR)E
X|ghe|ct.
AZ ARRIRE ngPf ot 7Hel XtH ZEHOE of2] O Z2|(0|Mof| HM|AT £ JEE siF= ¢l
SAML2 ¢QIZ % st 20f HIo|HE §J3} | 23t XML 7|8t EE=QLICt, SAML ID AH[A

Manager s MH|A ZZXHSP)0ll 1F5 U #Hot 20| MH|AE HSELICH SUSE Managere &= Afel2E fldl
g yoteliof st ASIQIE M| 7HE L EBILICH

|1|.I ol
_>'|_
a
T =
rr
(9]
C
wm
m

ol
=)

SUSE Manager2| SSO7t X|5t= At

e SSOZ ZI9IgfL|LCE
o MH|A XS AR A= 210F2(SLO) X ID MH|A HFZAtH &2 20H2 MH|A(SLS)2 20F28fL|Ct,

o OH{AM Bl namelD =3t

[ ]
2
nx

SpE
(il

Rl
o)

o AuthNRequest, LogoutRequest % LogoutResponses gt HIA|X| AH.
o OJHM AH|Xt MH|A AEZQIES SHyotptLCt,
o A2 202 MH|A AEZQIES SMDRtL|Ct,

o SP HIEH|O|E{(MTE 7t5%HE AHAIELIC
SUSE Manager2| SSO= LSS K| 45HX| ¢&LICt.

o ID MH|A HZXHIdP)E 22t HIZF 1= 5 73,

o ZIELHMIEOf CiEt SAML K| (S HIE MEA =Hl),
SSO 7¢19| of = Administration » Auth-methods-sso-example0i| A 15t 4= Q& L|CE

o 7|2 21E WiHoM A2 ARIRo = HASHH M SSO AtE 3HO| Web UI0I2H M ELICE mgr-
spacecmd?t 22 SE0[HE £ 7|2 15 YHO 20 A| K8 A ZFS L Ct.

o
=
—

sync &£

3.1.1. ©H =
AlZ5t7| T of2{et mi2f0[E{ S AFESI0] 2| & ID MH[A HSAHE Fd8liof gL X2 IdP @Y M E &elot AL
IdPOll= uid2t= IdP AFEAL =M 12| ALE X} 0| 50| &

mtE
SAML:Attributed]] MYEl yid EM2 AZ AIRI2S &MS
7|2t A MM z|o{of BhL|Ct,

| SAML:AttributeZt L0{0F SFL|C},
otst7] M SUSE Manager AHEXL

0l
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= T

AN AH|Z MHIA(EE= ACS): MHIA HISXHo| CHet MMES HZSH| QI8 SAML HAIXIE eish=
EIZQIEQILICt SUSE Managere| ACS AIEIXQIE: https://server.example.com/rhn/manager/sso/
o M2 20t MH|A(EE SLS): IdPOIA 230t 2K S AlXfsts ASZAEQILICE SUSE Managere| SLS
EXQIE: https://server.example.com/rhn/manager/sso/sls

o HEIH|O[E|: SAMLOI| CHt SUSE Manager HIECIO|E{ S HAH5t7| 2|ot AE=ZQIEQIL|CE. SUSE Manager®)

—d

HIEIH|O|E| AIEZQIE: https://server.example.com/rhn/manager/sso/metadata

AEXL orgadming A% IdP Q1B0| H38tH orgadmin AF2Xt7F SUSE Managerd| Zx{st= 29 SUSE
Manager0il orgadmin At&XtE 2 IQIEL|CE

3.1.2. SSO A8
@ SSO A2 CH2 f¥el =1 4% HiERNo|n B EE HEMSIELILL SSOE
FEEEETERECE MR

HK}: SSO EAM35ts}|

java.sso =true

3. /usr/share/rhn/config-defaults/rhn_java_sso.confOllAl AMEXL Holgt miZiO|E{E ASLICE ALEXt

Holgt m2tolHE  /etc/rhn/rhn.confOfl &stD  java.ssoE TFAIZ 2gLIC GE S0,
/usr/share/rhn/config-defaults/rhn_java_sso.confOi|A] TS S ZMEtL|Ct,

=~

onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-HOSTNAME-
OR-IP/rhn/manager/sso/acs

A Xt Ho|5t2{™ /etc/rhn/rhn.confOlA &M 0|50 java.sso. S HFAIZ 20| ol M2 MAELICE

java.sso.onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-
HOSTNAME-OR-IP/rhn/manager/sso/acs

HZASHO} st RE =S 3t0{™ TFU0Al YOUR-PRODUCT & YOUR-IDP-ENTITY Xt2| EAIXIS Z{ABHL|CE,
2 E mato|eof= s ofojofl cst Ztefst Mol &M MS LIt

4. Spacewalk AH|AS CHA] A|Zf5H0] tHE Arets MEtL|Lt.

=

spacewalk-service restart

SUSE Manager URLE 0|35 2150| 28 E SSOE IdPE 2|C|HMEL|Ct 210
27918k SUSE Manager Web UIZ 2|C|2IMELICE SSOE Attt 20100 ZH|7F &

SUSEWISREESAS | 3.1. SSO(&2 Afl2)= 2
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https://server.example.com/rhn/manager/sso/metadata
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ZI0IM XAt LHE S Belet = AF LT

3.1.3. 0| A| SSO 9

0| oflofl A SSO= SUSE ManagerZ 3712| AEZXQIEE =51 Keycloak 21.0.1 O|A2 ID AH|A ZSZXHIdP)2
AHE5Ho] oI EL|CE

Keycloak IdPE #X[et £ SUSE Manager MHE 2T AIZSHYAIR. O3 CtZ AEZQIEES Keycloak
Z2l0|HER X715t AF2RIE MM A QlA ||}

0] o= ME SHOZ0t ®MSELICL. SUSEE EHL ID MH|IA HISKHE AHES
A ofom Keycloakzt HF S| FELICE Keycloak X|&of
https://www.keycloak.org/E & =sta A2,

84t KI2A5tR|
| oele

Keycloake AIARIO| XX MAX|SALE ZAE|O[H0IM ML = JUZFLICL O] ofloil= Podman ZAE|O|L0f A
Keycloaks A#BILICt Keycloak MX|of cHet XpM[Et LI https://www.keycloak.org/guidestgetting-
startedof|A Keycloak 8EAME E XA,
ZX}: ID MU|A 3SR EH

1. Keycloak MEAof w2} Podman Z4E|O|LH0f| KeycloakS A X[EfL|CE.

2. T2HAE A& HESH -td Q15 AHEBI0] ZIH|O|L{ & M3t AIL.

podman run -td --name keycloak -p 8080:8080 -e KEYCLOAK_USER=admin -e
KEYCLOAK_PASSWORD=admin quay.io/keycloak/keycloak:21.0.1

ZolM SAML 2.0 ID S=Ar MEF C|o|E 235 S=IgfLItt. 22{™ SUSE Manager 74
Aol AL AEZQIES} QIF M7 HA|E|= HO|X| 2 O] ST,

=

Keycloak2 MX[stn EHS MMt 20f= SUSE Manager A\HHE FH| g & &Lt

Xl SUSE Manager M 4%

1. SUSE Manager MHOl X /etc/rhn/rhn.conf 7+ Tt S S0 0O[2{¢F Mt2t0|E S MESLICE. <FQDN_SUMA>E
SUSE Manager &X|2| Frtetel £H|Ql 0§22 HiEL|Ct.

Lava .sso.onelogin.saml2.sp.entityid

ttps://<FQDN_ SUMA>/rhn/manager/sso/metadata

Lava .sso.onelogin.saml2.sp.assertion_consumer_service.url =
ttps: //<FQDN SUMA>/rhn/manager/sso/acs

lhava .sso.onelogin.saml2.sp.single_logout_service.url =
ttps://<FQDN_ SUMA>/rhn/manager%sso/sls

2. 7 mAoIA <FQDN_IDP>S Keycloak A{H{Q] M33tEl 09l 0202 HFEL|C} <REALM>S 91Z F(0f:
SUNA)© 2 HFEL|C},

SUSEIVEREEERS | 3.1. SSO(H2 Afel2)2
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java.sso.onelogin.saml2.idp.entityid = http://<FQDN_IDP>:8080/realms/<REALM>

Lava.sso.onelo in.samlz.idp.single_siEn_on_service.url =
ttp://<FQDN_IDP>:8080/realms/<REALM=>/protocol/saml

java.sso.onelogin.saml2.idp.single_logout_service.url =
ttp://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml

3. |dP HEIHOIE0A B3& x509 QABME FHELICE http://<FODN_IDP>:8080/realms/<REALM=>/
protocol/saml/descriptore] HAlg ALt AL, 0] 7148 THA|A I1dPL] 38 x509 QIZAME CHSt 20|
Xl &gt

java.sso.onelogin.saml2.idp.x509cert = -----BEGIN CERTIFICATE----- <CERTIFICATE> ----- END
CERTIFICATE-----

SSO

i
ot

tM oLt & SUSE ManagerOll A rhn.confQ| Oll= ChSat Z&L|Ct.

java.sso =true

0
r

,_
<
ok N
I=!
HU
HM
Uk

E£3t SSO(Single Sigln-On) T oA L Ct
Jetc/rhn/rhn.conf0i|A] java.sso = trueZ AHSIA A2,
o

Atel: O] IO M CHS S HAelLICt.
-PRODUCT
-IDP-ENTITY

LW 2O

oo+ o=z

SSrE
oY

H

oF2t0[E{of| CHot XEM|oF LHE 2
HEA 8l o] mdo| Qlafel FMS HESHIAIL.

N

=

'strict'7t True®l 2 Java Toolkit= MEE| 7L 2= ot|0{0F 5|2
HE[X| AL Hote| K| §E2 HA|X|S H S SfLIC,
[ AAS| M2X| b= HAIX| = HE LT

jalnd

=

[H
Hu

Ji0
rx Mo

10{| A O] mp2t0|E MM m2t0[E = "true" = AH E|0{OF ErL|Ct,

ot AH0| Ot SHK| @1 ZAH| L= EILICE

Mol eF &3

# SP ot=9| A= XHURIO} &)

java.sso.onelogin.saml2.sp.entityid =
ttps://sumaserver.example.org/rhn/manager/sso/metadata

# <AuthnResponse> HIA|X|7} @ M X}(0] Z < SP)0{|A| Htete|0{0f SH=

# 2| K|t 2rHoi chet M2 E X[~ etL|Ct

#1dP9| <Res?onse>7k HhstEl URL 9K

java.sso.onelogin.saml2.sp.assertion_consumer_service.url=
ttps://sumaserver.example.org/rhn/manager/sso/acs

# <Lo%out Response> H|A|X| 7} @ HX(0] B2 SP)0i|H| Htetz|0{0F St=

# 2| K[>t 2Hof cfot 2 E X" eL|CE

java.sso.onelogin.saml2.sp.single_logout_service.url =
ttps://sumaserver.example.org/rhn/manager/sso/sls

#1dP g=2| AlEXHURIO{OF 2t
java.sso.onelogin.saml2.idp.entityid = http://idp.example.org:8080/realms/SUMA

#1dP2| SSO MEZQIE MHRILICH (5 RN T2EE)

#SP7tQ1E 28 HAIXIE 2 IdPS| URL CHA

java.sso.onelogin.saml2.idp.single_sign_on_service.url=
ttp://idp.example.org:8080/realms/SUMA/protocol/saml

#1dP2| SLO AMEZQIE FEHQIL|CE,
#SP7tSLO 28 2 IdP2| URL {14

e e e S N S S N S S S S
fotr e
tot

OO0y
Foll 1
(W=l

H&2

1o

=

I

y
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http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descriptor
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java.sso.onelogin.saml2.idp.single_logout_service.url =
ttp://idp.example.org:8080/realms/SUMA/protocol/saml

#1dP2| 371 x509 1B M

java.sso.onelogin.saml2.idp.x509cert = -----BEGIN CERTIFICATE-----
MIIClzCCAX8CB%GC+thV'ANngqhkiG9w0BAQsFADAPMQOWCWYDVQQDDARTVU1BMB4XDTIyMD
kwMTIWNTEWNFoXDTMyMDkwMTIWNTIONFowDzENMASG
AlUEAWWEUlVNQTCCASIWDQYJKoZIhvcNAQEBBQAI?Vﬁ_gIEPADCCAQnggEBAMNSWJAalBSmShT
kMBO5mrsOosyheEL8/A37WvuqDPwwEfm4x0cG7gmMHVONXYXZk+LRyzoQI2sBrNFrbMuwu5dna
h5ZSMxQyUu6975280m4vliegGaFdbgH+g4FGBu
€Sis1ssMzTcES+NUul7TpLKMLNmMSQtncESnolL9q2SyeQSwYtr5dz1lyd|6lzjwtaWeyQIEGJINtJtLk3U4
+arLPCpHAwqFANLO9NeYcRDNUKhNBs1v5SmHP+L066PZul/DKEOmMSgy/+qXaS0CgZVKqz8qB+bv
HVuAq9W60g1CjgZKbwvPu72p/7+d8z

9DxXPIZ1luxdgnl q/kLEP2TYLt%QobSHECAWEAATANB kqhkiGO9wOBAQsFAAOCAQEAga+raLMJD
0/P/yN1Z6SGGocK227WFqovBiE/mLYIp5Ff0+0jS1US1plSppJ94x0r8j0m7HWOWuU5xCz600hzXTEt
anbeR%/rlRms3BdengQ9bWUeZMWZ

HfDkTbhgRRmjDEWSSFEXRKQNvw41C nlB36I0++engnjDvH7BbkCaoW55JF5£'6DT/WYROn7MkE12
Ova9CH0e9X7Gny8i0Ag260ziy06uy3P/IX9Z9RmHNvpvN/Q34SGEQ9z/HIQVuUP12UPj//iT21Jc1700
ZFsZQXIGFTG6bXKmO42W8FdUDJU

ONoXZgjMb3eC7U691YyeowoqTY7TmJKxNPprYY/ILOw== -----END CERTIFICATE-----

RN

java.sso.onelogin.saml2.organization.name = SUSE Manager admin
Java.sso.onelogin.saml2.organization.displayname = SUSE Manager admin
Java.sso.onelogin.saml2.organization.url = https://sumaserver.example.org
Java.sso.onelogin.saml2.organization.lang =

# A2t

java.sso.onelogin.saml2.contacts.technical.given_name = SUSE Manager admin
Java.sso.onelogin.saml2.contacts.technical.email_address = suma@example.org

Java.sso.onelogin.saml2.contacts.support.given_name = SUSE Manager admin
Java.sso.onelogin.saml2.contacts.support.email_address = suma@example.org

SUSE Manager AIEXQIEE Keycloak0ll =7t 4= AELICH Keycloak2 AEZQIEE Z2I0|AHEZ HAFLICE

Xl AdEROIEE Z30|HER F7}
1. Keycloak Web UIOIl A CFS |52 AFEHS AFBHO] A 2210[QIES MAIBHLIC,
O Zzto|9lE QY HWEO|M SANLS MENSHLICE,

© ZZo[AE D oA A H T4 ool INESEE ACHIIEES
java.sso.onelogin.saml2.idp.entityid® QHPILICL. O|E S0, https://<FQDN_SUMA=>/rhn/
manager/sso/metadata & Y=ELICE

2. 2 "M LIS MR YEE AHE5H0] S22t0|HES O|M| ZF LT,
O ME ofEd AQAXIE AHLE ESYLICL
O ME Y2|F ZEO0|M RSA_SHATS MEHSHL|CY,

O SANL ME 7| 0|5 BE0|M 7| IDE MEHSIL|CE
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o SUSE Manager MHE ZF He[ste{H RMT £ SMT QAEHAE AtEsl{oF FLICE Of&
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RMTOl cH3t XiM3t W82 https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-
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rmt-cli export data /mnt/usb
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rmt-cli export settings /mnt/usb
rmt-cli export repos%mnt/usb
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SMT+ SUSE Linux Enterprise 120f Zet=|0f 20 SUSE Linux Enterprise 10 O|&& Aalist= Z2I0|HEE
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SMTE A5t H 2| ZX|E2|2 IHF|X|E S7|=t5t7| fIo SMT QAR A 22 0j2] L2 EE2| S 4dsliof BfLICt.

SMT MX| 9 2Mof ch3t XtAlst LHE2 https://documentation.suse.com/sles/12-SP5/html/SLES-all/
book-smt.htmlofl A =releh & U&LICH

EA}: SMTeE SCC 3713t

1. SMT QUAEI A0 A H|O|E{H|O] A CHA| THA S MetL|Ct,
smt-sync --createdbreplacementfile /tmp/dbrepl.xml
2. S7|3tEI HIO|HE 0| SA AER|X|Z2 AATETILICE Of Of|of| A AE2|X| OfK|2] OHRE B E /mnt/usb:

smt-sync --todir /mnt/usb
smt-mirror --dbreplfile /tmp{d brepl.xml --directory /mnt/usb \
--fromlocalsmt -L /var/log/smt/smt-mirror-export.log
curl https://scc.suse.com/suma/product_tree.json -o /mnt/usb/product_tree.json

SUSEWVIaRageras | 8.2. SMT 5713t 49 /172


https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html

[m
mn
$Q
rr
A
fot
-0

o RMT AMEXE & £ = CIEEZ|Y Y XMEAJF O
/etc/smt.confOlA SMT ARt HHS HAY £ JUSLICE
| A L=

8.3. ¥
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SLES 12 % SLES for SAP &£= SLE HPC®t Z2 HIE 7|8 M| E
RMT: rmt-cli products enable sle-manager-tools/12/x86_64

SMT: smt repos -p sle-manager-tools,12,x86_64

SLES 15 3} SLES for SAP &£= SLE HPC®} Z2 HIE 7|8 M| E
RMT: rmt-cli products enable sle-manager-tools/15/x86_64

SMT: smt repos -p sle-manager-tools,15,x86_64
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RMT

https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-
mirroring-enable-disable

SMT

https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-
mirroring-manage-domirror

8.4. HE&0| B NH 7|t

SUSE Customer Center HIO|E{7} 2EE 0S4 0|CI01E ALBSHE ZS 01 AFZsto] 20| B2 MHE 57|13k
& &Lk,

Exh 20| 32 M 7|2t
1. O|S4! O|C|0 ZX|E SUSE Manager AH{0l| OF2ESfLICH O] 0|0l M O E ZQIE = /media/diskLICE.

2. /etc/rhn/rhn.conf& V1 CHS EIQIS FI7I6tALE HESHY O E EQIE H9|:
server.susemanager.fromdir = /media/disk
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e /var/lib/pgsql
e /var/spacewalk
e /var/cache

e /srv

spacecheck_dirs IZHO[E{S AFS3t0] BLIE{RIS CIA SRS WS & YALICL 0| 3L ZHOR T2sto] 0f2f
Cl2E2l2 XFE 4 AL,
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Enterprise Server12 SP4 EEE= SUSE Linux Enterprise Server12 SP4 HEC=E
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SUSE Manager Web UIOl| M C}2 THAIE S&5H0] &
Hil: SAE HIE
1. AJAE JHQ H|O|X|O|M E SAER XX Salt 2210|HES MEHSIL|CE,

2. MENSt Z2O|HEQ| A|AR ME AFE HO|X|0|A ZEO|H RES SHELICL 2ATXES0] > ATE 0 XHiE2
0|56t ZE|0|] ZES EMS}eL|CHO: SLE-Module-Containers15-Pool & SLE-Module-Containers15-
Updates). [ 7+5 HA ]S 2alct¢| =telgtL|ct,

3. NAH MR AR S8 TOIXI 27F 715 AIAE 28 SR0M ZE(O|L] YUE SAES BYSHHLICL [44

O o
YOI0|E ] = S2!5t0] efelgtL|ct.

10

MEHSE T Highstate M88 S=IELICH &= SUSE Manager Al B3 Z0||A HighstateS M g¢L|Ct.

4. HighstateE M 80l0] Rt ZE W7 |X[E MXIZLICE AAH ME AtE HO|X[of|A AMEH > HighstateS

salt 'Syour_client' state.highstate

10.2.3. ZIE|O|LA0f| CHet &gt 7| 4o

b ZIEO|HE O0XIE EEY mf g4zt 7| AZE MEE 2EXEEZ
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&, Create Activation Key @

Activation Key Details

Systems registered with this activation key will inherit the settings listed below.

Description:
Use this to describe what kind of settings this key will reflect on systems that use it. If
left blank, this field will be filled in ‘None'
Key: 1-
Activation key can contains only numbers [0-9], letters [a-z A-Z],-, " "and "
Leave blank for automatic key generation. Note that the prefix is an indication of the
SUSE Manager organization the key is associated with
Usage:
Leave blank for unlimited use.
Base Channel: SUSE Manager Default j

Choose "SUSE Manager Default” to allow systems to register to the default SUSE
Manager provided channel that coresponds to the installed SUSE Linux version.
Instead of the default, you may choose a particular SUSE provided channel or a
custom base channel, but if a system using this key is not compatible with the
selected channel, it will fall back to its SUSE Manager Default channel.

Add-On System Types: ' Container Build Host
I Virtualization Host
Contact Method: Default =
Universal Default: =]
Tip: Only one universal default activation key may be set for this organization. By
setting this key as universal default, you will remove universal default status from the

current universal default key if it exists. If this key is set as universal default, then
newly-registered systems to your organization will inherit the properties of this key.

Create Activation Key
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2 Client-configuration > Activation-keysOi| A &Qlgt 2= Q& LTt

10.2.4. O|O|X| ME A dd

LEE ZE O|0|X|= O|0|X] A2 FEAIELICE 0] MM0f|= 00| X| XMZE 4 H-goi| Thigt E7F Zete|of R

= Image Stores @ 2 Refresh | + Create

Items 0-0of 0 Select All 25 j items per page
There are no entries to show
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A} 0|O] K| FEHA MM
1. 0|0|X] > HEAS MEHSHL|CE,
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# Create Image Store

Store Type *: Registry j

Label *:

[ Use credentials

Username *:
Password *:

& Clear fields

3. 2[0|= 0] O|0|X| M 42| 0| FS HolLTt.

4. ZiEH|O|H HX|AEZ| SAE(LHE L= 2/F)2 FQDN(Zetel =0Ql 0|F)2=Z URI EEES U=5H 0|0|X]|

SN AEE HZE U™ E.'—Ilif

registry.example.com

5. YX|AE2| URIZ AF83t0] 0|0 AtE ¢l 2 X|AE2|2] o|0|X] MFAE X Fe += AFLICE

registry.example.com:5000/myregistry/myproject

6. [Hd ]2 2=t M O|0|X| MEHAE FIFRILICH

rIJI

10.2.5. 0|0 X| T2t MM

DE #HO| o|O|X[= YUE X|XOo| ZetE o|0|X| Z2OAS AtEste] LUEEIL|Ct 0] MMofl= SUSE Manager

Web UIE AHE3H0] 0|0[X| T2t S MMst= 20 et HEIE Xt of AELIC

i= Image Profiles @
Items 0-0of 0 Select All

There are no entries to show.

Page 1of 1
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SUSEINEREGERES | 10.2. 746/0]4 0[0]%]

i Refresh | + Create

25 j items per page

57/172



#" Create Image Profile

Label *:

Image Type*: | Dockerfile 5

Target Image Store *: Select an image store j

Path *:
Format: giturl#branch:dockerfile_location
Activation Key: None j
Custom Info Values: Create additional custom info values j
& Clear fields
o ?_'IE‘”Old 0||:||X| EHJQ' §dé!0| myproject/myimagegl- 7!-% 7C:>|_c'>_ 0|U|XI X‘I’é,*i E‘”Xlﬁéﬂ
URIOI| /myproject & O|AF7} ZEHE|0f QU=X| 2HoIhL|CY,

. Dockerfile2 O|0|X| REOZ AFETILILCE,

. EEL2 HwE AFESHo the O|0|X| ME A HEOM HX|AERIE MEBILICE

. 22 Lo GitHub, GitLab =& BitBucket 2|ZX|E2| URLS Y ELICE. URLE http, https £= E2 215
URLO|O{OF BfLICE CHS YAl & o 7HE AHS:

GitHub Z2 3M

O GitHub Bt ArEXI Z2ME 2| XX E2|
https://github.com/USER/project.git#branchname:folder

O  GitHub =X ZTZHE 2| ZX|E2|
https://github.com/ORG/project.git#branchname:folder

O GitHub EE292Z

git 2| XX E2|7 H|SIHQl AR Q152 Lot & T2MAUC| URLE A ELICH TS URL F4AI2 AHESIY
GitHub E22 2 215 gL}

http/s ://USER:<AUTHENTICATION_TOKEN>@github.com/USER/project.git#master:/conta
iner

O  GitLab Y ALBX EZ2HE 2|ZX|EE|
https://gitlab.example.com/USER/project.git#master:/container/
O  GitLab 1E ZZHE 2|ZX|E2|

https://gitlab.example.com/GROUP/project.git#master:/container/
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O Gitlab E2 Q=

git 2|ZX|E2[7} HISHO| SIHHZ MMAY £ @l ER ASS LT ZT20HYUQ| git URLS
Zoljof BfLICH CHS URL YA S AFE3HY GitLab E22 = ?

https://gitlab-ci-

token/< UTHENTICATION_TOKEN>@gitlab.example.com/USER/project.git#master:/cont
ainer

git 27|12 XIHOHK| Q™ 7|2HO=2 OtAH 7|7 AFEELILE. ZE7F XIEE(X]|

o k2 AL o|0|X| AA(Dockerfile £A)= GitHub L= GitLab H30tR9| FE
Cl2 E2/of] RLO{OF BfL|LCY,

6. 23t 7|8 MEPLICt Y3t 7| Sl T2 S AME3t= O[0|X|E SHIE M2 ! WX 2 =
UE LT
o g4st 7|2 O|0|X| Z=melnt HASHH D=OUS AF8sts ZE O|0|X|7t SHHE
ATE0 a2 RE WF[XE AESHES & = ASLIC
7. [4d ] HES S

ollA| Dockerfile 22

AR E £ Qe o|0|X| Z2IYUL https://github.com/SUSE/manager-build-profilesoll AIA|ELICE,

ARG ]1}EH:||E1E AtgstH 2 EEl 0|0|X|E SUSE Managerdl A XMEsts dsts 2| XX E2|2
HAZE 4= ASLICH ARG It2t0|E{ S AHESHH SUSE Linux Enterprise Server®| O|0|X| HEE
<] S

USH, O] HE2 HE SAE N[0l M AH23t= SUSE Linux Enterprise Server
= UASLICE

E PN =]
O£ £0{ ARG repo M2t0|E{2} E|ZX|E2| IMYE 7I2|7]&= echo
CHgt 2| =X E2| IHYol| SHIE Z2EE MMt MUgL|ch

—

2 Hot= ME HHo

2| ZX|E2[= O|0|X| Z2ojUof et Edst 7|2 ZFELIC

2oL =
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10.2. Ziglo]L ojofX|

10.2.5.1. AR Mol HH 7|-2f &3S Docker Buildargs= AtE

st

AMERF ol HE 9|—’* e Yool o|0jx| Z2Oo| FEE HEY = ASLICH E, o2 7|3 Y2

2
buildargsZ Docker 2= HHE| MEL|CE

ALE 7hset 8RR 7| 8 3717 d-gof| chet XtAet LHE2 Reference > SystemsOi| A &elet 4= Q& L|C.

10.2.6. O|O|X| 2 E

O|O|X|E F&ot= LY 2 F 7HXIQLIC 2AF M 230A o[0]X] > HES MEHSHZ{LE 0|0]X] > ZETIY S 504 A
4Ic ofoj2g 2T 4 YBLICH
% Build Image @
Version: i latest ] | Profile Summary |
Image Profile *: ‘ Select an image profile j‘ @ No profile selected ‘
BuildHost* | Select a build host -l
Earliest: i =] | 05.06." | <] | 18¢C | CEST ]
Add to: l new action chain M
XL ojojx| 2=
L ojojx] » HES MEfSILIC.

2. 7|2 £|2I0] Ofl THE TS o= R CHE B 0| B2 FIISHU A (ZIH[O] LA of| 2t 31 ).

3.8c DEnY Y EE SAES MEfFLCt
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10.2.7. 0|0 X| I E

22[2| O|0|X|E YEESTH T HAret 4= UAELICE 1% B4 230 M O|0|X] > O|0|X] SEE MEBLICE JEE Chet
YO HAE YALE YT M| 7t b2 E|H JEES 0[0|X|7} 0[0[X| =5 m|o|X|of LI & LTt

i} o|0|X| X E
1. o|ojx] > o|O|X] 2E0|M [ YEE |E S2I6}0f 0|0|X| AXE L} MRS HL|CH

2. O|0|X] YEE ol HXt0M Lt HES =L,

ojo|x] &2

HALE 2I¢l O|0|X|E E0{ 2= 2 X[ AER|IL|CE

o[ojx] ol &

XA~ E2|off L= o|o|X[2] O] S Y LCt.

olo|x| X
x| AE2|0f QL olo|X|e] BHeILICH

HIE SAE

O|O|X|E B0 HASH=E 2E 2 AEQLCE

4317

O[0|X|E HAPSh= AZEQ0f Mol CHEt 22 E MSshs st 7| LTt

3.

ot

Qlot{H [ARE |E S2FLICE
0|0|X| &=0| H|0|E{t|O| A0f| MM =| 0 SUSE ManagerOfl CHEt O|0|X| ZAFZt40] of| 2FEL|CE.

e[zt == O[O SF0|M YEESH O|0|XIE XS 4 USLICL O|0[X[E JZEMSS LIEIHT| 2o 2=
Z0f| C}E OO 20| EAEIL|C}. Y X ETHO|O|X|2f &Ef Ot0|22 0|0|X[2] 7H2 oM = 2ol o~ UAFSLICY,

O|O|X| 2t up 2rEAsto] L2qZl & 7kX| EX= LSt Z2ELIct.

o HXIAERZ| E= git Z|EX|EZ|0| HMAS| AT HTTPS ABM= ALEXF Fo| MEf MAS AHESH0]
E2to| ¢ E0f| YR8 OF BHL|CE.

o M DockerE AFE¢t SSH git AM| A= X =|X| gb&LICH
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10.3. OS o|Of x|

OS O|0|X|= Kiwi O|O|X| A|AR4of| ofgh WEEL|LE, =3 O|0|X|= ArEAL F2|7t 7+s3tH PXE, QCOW?2, LiveCD
= J|EF ROl O|OIX| Y 4 AELICE

Kiwi &= A|AEl0f| CHst XEM|BE LIS Kiwi documentationof| A telst 4~ QI &L|Ct,

10.3.1. R ALst

Kiwi O|0|X| &£ 7|52 SUSE Linux Enterprise Server 12 % SUSE Linux Enterprise Server 110| 2| = Salt
S0 E0M ALY = JASLICE

Kiwi O|0[X] 78 2 Sl 71 AT-EE= LIS 91K S oF X0 M HM| AT = QLO{OF BHL|CY.
o Git2[ZXEZ
e HTTP =AE! tarball
o EHUCE SAECIYER

gitoll M HSst= ™A Kiwi 2[EZXIEZ|Q o= https://github.com/SUSE/manager-build-profiles/tree/
master/OSImageoflA &elg 4 ASLICE

Kiwi£ 2=l OS O|0|X|E AldistE SAEN = ALEE 4 = 1 GB 0|4 RAMO| ZQBtL|C}.
0 C)AS 272 o|o|x|e] AX| 7|0 et CHELICE XHHI3H LIRS 7|8 AJAE! 5o
stolst & QLY
A HIE BAEL Salt 22/0|1E0{0F BILIC), MIE SAEE 7| 2210 ER MA[SHK| OHIA|S.
10.3.2. YlE SAE MM
SUSE Manager2 SE E29| 0|0|X|S WCoH WE SAES MM I TABLICE 0S 0|0]X] YE SAES
SUSE Linux Enterprise Server 15(SP2 O|4) &= SUSE Linux Enterprise Server 12(SP4 OI**)OHH HlE|=

Salt 20| AEYIL|LY.

O| EXt= EE S AEQ X7 g2 HEYLIC
UE SAEQ 2F MH= thy ol0|X|o] 2 MMt L X|sHOF ghL|Ct.

Ol S0, SUSE Linux Enterprise Server15(SP2 0|&) 0S HTO=Z IASEEs €=

SAE0N A= SUSE Linux Enterprise Server 15 7|¢t O|O|X|E YWESBL|CL. SUSE Linux
o Enterprise Server12 SP4 HE= SUSE Linux Enterprise Server12 SP4 OS HZTQ=

TEEE Y= SAENAME SUSE Linux Enterprise Server 12 7|2t 0|0|X| £ 2l =8t CL,

Ol7|ElN ZHollE UEE 4 GI&LICH O|E §0{, SUSE Linux Enterprise Server 15 SP37} Al

&¢l Raspberry Pl(aarch64 OF7|EiX) YUE SAEON A= Raspberry Pl SUSE Linux
Enterprise Server 15 SP3 0|0|X| € Y =3s{of BrL|C},
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EAt: SUSE Manager Web UIOA 2E SAE 1M
1 AJAH I Q TO|X|0|M HE SAEZ X|HE S2I0|HE S MEstL|Ct,

2 AAH HE A 44 BOR OS50 27 J|5 AIAH 805 0[0|X] WUE SAES BHSLICL [44
2H|0|E |2 rolghct,

[y = |

E d186.suse.de ° @ Delete System | © Add to SSM
Detalle Software Configuration Provisioning Groups Audit States Formulas Events
——
Overview Propertie: Remote Command Hardware Migrate Notes Custom Info

Edit System Details

System Name: d186.suse.de

Base System Type: Salt

Add-On System Types: ["| Container Build Host
[+ 0S Image Build Host

Description: 08 Image Build Host (for KIWI images)

Facility Address:

City:
State/Province:
Country: None j
Building:
3. AAR MR ARE > ATE0] ) AXEH0] H{EZ 0| st UE SAE HTO|| M2} RSt ATEL0 MES

gttt
O SUSE Linux Enterprise Server12 YE S AE0|= SUSE Manager 22t0|HE E=7(SLE-Manager-
Tools12-Pool U SLE-Manager-Tools12-Updates)7t HREfL|Ct.

O SUSE Linux Enterprise Server 15 2#E SAEO0|= SUSE Linux Enterprise Server 2& SLE-Module-
DevTools15-SP4-Pool % SLE-Module-DevTools15-SP4-Updates?t EQ@tL|Ct, ofjst = [&el]S
et

= T Ii7|XIE AXIZL|CH AIAH NS AL I 0| X|ofl A &EH > HighstateE

=2

4. HighstateE H85t0| Kiwi X &
Z2IetL|Ch = SUSE Manager M BEZ0i|M HighstateE X &Lt

ME4ST [ Highstate M8 12

salt 'Syour_client' state.highstate

10.3.2.1. SUSE Manager & M 52! 215 A RPM

2E SAE IDZH|XY2 SUSE Manager 215A RPMES YL SAEQN SAfglct 0] 21EAME SUSE
ManagerOil M M33st= 2| X E2|0] HAM|ASH| 5t 82 A EILICE

QIZME= mgr-package-rpm-certificate-osimage Ii7|X| A3ZEON 2l RPMZE mi7|AELICt IHF|X|
3ZE = M SUSE Manager & X| 0| Xt50 2 SEEL|CH
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spacewalk-certs-tools If7|X|2 Y 2|0|Edt= AR HO20|= ALI2|E 7|22 ARSI Ii7|X| ATREES
SEYLICE J2{Lt ABM 227 HEE|UHLE ALY ? Y 0|E HAIL FE T --ca-cert-full
-path <path_to_certificate>E AFESIH 7 |X| ATZEE +522 S ESHAIL.

10.3.2.2. {7 |X| ATEE 2= 0f

/usr/sbin/mgr-package-rpm-certificate-osimage --ca-cert-full-path /root/ssl-build/RHN-ORG-
TRUSTED-SSL-CERT

QIZ A7t etEl RPM IH7|X| = CHZ 2t 20| Salt7h AM AL &~ = ClHE2|of| KZEILICEH
/usr/share/susemanager/salt/images/rhn-org-trusted-ssl-cert-osimage-1.0-1.noarch.rpm
QIZ M7} ZEHEI RPM I 7|X| = CHS 22 YWE SAE 2|ZX|E2|0f| MSELICE

/var/lib/Kiwi/repo

E AA0| SUSE Manager SSL QI3A 7t ZetEl RPM Ii7|X|E XI™StD Kiwi A0
HEAEM MMO| L IF|X|Z rhn-org-trusted-ssl-cert-osimageZt EEE0] UY=X|
gtolgfL|Ct,

o = £ 4. config.xml

"%packages type="bootstrap">

<package name="rhn-org-trusted-ssl-cert-osimage" bootinclude="true"/>
</ packages>

10.3.3. OS o|O|x|of| gt &gz} 7| 4o
0|0IX|S LEE f 0 O|0|X|7} 2IEX|E2|2 AISE 4+ AUt MDY HZE TY3 7|5 WAELICE

243t 7|= 0S O 0| X| 2 =of E4- LTt

©  osommsucerae suse meln s12g olzlel dn A B 71t Bas,
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&, Create Activation Key @

Activation Key Details

Systems registered with this activation key will inherit the settings listed below.

Description:
Use this to describe what kind of settings this key will reflect on systems that use it. If
left blank, this field will be filled in ‘None'
Key: 1-
Activation key can contains only numbers [0-9], letters [a-z A-Z],"-,_"and "’
Leave blank for automatic key generation. Note that the prefix is an indication of the
SUSE Manager organization the key is associated with
Usage:
Leave blank for unlimited use.
Base Channel: SUSE Manager Default j

Choose "SUSE Manager Default” to allow systems to register to the default SUSE
Manager provided channel that comresponds to the installed SUSE Linux version.
Instead of the default, you may choose a particular SUSE provided channel or a
custom base channel, but if a system using this key is not compatible with the
selected channel, it will fall back to its SUSE Manager Default channel.

Add-On System Types: [ Container Build Host
[ Virtualization Host
Contact Method: ~ Default =
Universal Default: L=}
Tip: Only one universal default activation key may be set for this organization. By
setting this key as universal default, you will remove universal default status from the

current universal default key if it exists. If this key is set as universal default, then
newly-registered systems to your organization will inherit the properties of this key.

Create Activation Key

TR @4 7| MY
1 Web UIOIIA AJARY > 23} 7| S MEISL|CH

2. 7| H8E 2=

+
30
>
-
il

XtM|3t LI 2 Client-configuration > Activation-keysOi| A &tolgt

10.3.4. O[O X ME A dd

OS o[OjX|ofl= &gt &l XME Z7t0| e 4 JAFLICH 2222 0S O|0|X| MFL= AA| LE|M £E= FE
oiE|MOt BEO| Btrfs ot =2F0 ?IXIot= 0| ZELILE 7|2X22 O[0|X| M9 BZE /srv/www/os-

images®L|C}.

A AR, 7H4 8l J|EL O|O|X|E B ESH| I8 AFEl= Kiwi 2E R¥2| 0|0|X| K& AE O
X #&| x| gf&LICt

o olojXl&  &4&  /srv/www/os-images/ORGANIZATION-IDO  MZEEH  HTTP/HTTPS

https://<susemanager_host>/os-images/ORGANIZATION-IDE &8l HAH2AT £
UELICH
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10.3. 0s ojO|X]|

10.3.5. O|O|X| ==t ‘4o

Web UIE AHZ3t04 O|0|X| T2t g 2t2|ghL|Ct,

EE |mage Proﬁles @ < Refresh | 4 Create

Items 0-0of O Select All 25 j items per page
There are no entries to show

Page 1of 1

ZEXx}: o|0|X] =2utd My

o " " o .
L ojo|x| Z2ojd S MMst2{H o|O| x| » TR0 A MEHS D [ MM |S S2I8hL|Ct
# Edit Image Profile: 'SUSE-MicroOS-Default’
Label *: SUSE-Micro0S-Default
Image Type *: Kiwi
Target Image Store *: SUSE Manager OS Image Stora
https:/fserver tf.localios-imagess
Config URL *: Tt jithuk SUSE/manager-build-profiles#master.OSImage/SUSE-Mi OS5
Git URL pointing he
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Examlo
Activation Key *: 1-image
Custom Info Values: Select.
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Version: latest Profile Summary
Image Profile *: Select an image profile j @ No profile selected
Build Host *: Select a build host j
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0|E | AHE 7S | GPG AL ME D&
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SLE-Module-Basesystem15-SP2-Pool |Yes |(r)Yes |No
SLE-Module-Basesystem15-SP2-Updates | Yes L(r ) Yes | Yes
SLE-Module-Python2-15-SP2-Pool |Yes |(r)Yes |No
SLE-Module-Python2-15-SP2-Updates |Yes |(r)Yes |Yes
SLE-Product-SUSE-Manager-Server-4.1-Pool |Yes |(r)Yes |No
SLE-Product-SUSE-Manager-Server-4.1-Updates |Yes |(r)Yes |Yes
SLE-Module-SUSE-Manager-Server-4.1-Pool |Yes |(r)Yes |No
SLE-Module-SUSE-Manager-Server-4.1-Updates |Yes |(r)Yes |Yes
SLE-Module-Server-Applications15-SP2-Pool |Yes |(r)Yes |No
SLE-Module-Server-Applications15-SP2-Updates |Yes |(r)Yes |Yes
SLE-Module-Web-Scripting15-SP2-Pool |Yes " |(r)Yes |No
SLE-Module-Web-Scripting15-SP2-Updates |Yes |(r)Yes |Yes
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18.1.2. THX| 5 &

ZHO0M ofz] HIE MHE SES HG5HHE A7 o] H SHEX] 20 SHE HE 2o SFELIL. 2aHez
SHE HAE Solete H(mX] S718t 7IsE AESHLE /oM et HHE Zf0|ENO0|Z HE[E AHEDH0Y)

EHE XIS ArE5tE ZE M20| o HE ANt S Th=A| ELIC.
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1. 5 4o HEHIE 20| ZMO|Z &2 TEME prij1 &l prj2E M2s EJSLICE
0| £ TZHE|= dev X teste F 7HX| 2t 0| AELICH.
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spacewalk-report

Chapter 19. E11 M MM

SUSE ManagerE AMEStH AEXL/} Cet EUME WHT = JAELICE Of EUM= JHiet AA-, AHEXE 8
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8fA10] SUSE Manager Web UIO|M BEE 502 +TsH= WA HCHE ZHoHeL|CE
HEHZE T spacewalk-reportE A0 A PME HIOME Mg &~ UX|TH Specialized-guides > Large-
deployments2| TO= 2t™ UEA HIME MMoh £ ISLICE 0= SQL ?_101§ Xste En E1E E0
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19.1. spacewalk-report AtE

HIME MMIHM spacewalk-reports IH7|X|7F MX|=|0 QLo{0F SHLICE spacewalk-report HHE AIRSHH
SUSE Manager2| AHE, A| AR S ALEXL 2| A A0 CHE HOME 74 W HAIY 4= ASLICH

Specialized-guides > Large-deployments®| =29=Z, O|H spacewalk-reporte=
7|2XQ 2 =1 O|0|E{H|0| A0 M HIO|E{E SF LI XtMet LI 2 spacewalk-report
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3. A8 SEE EE AMEX Y ST ALEXtet AR 2= A|ARS LIEELIC
HOME CSVHEACZ JIMQ{H MH 2| HE TETE|AM Lt FES LI
spacewalk-report <report_name>

19.2. spacewalk-report 5! & 11 H|O|E{H[O| A
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A 7|2 M EO  system-history- AAE AL ofl
entitlements OIHIE 7|5,
nH 7B = system-history- QF O|HIE 1A ol created_date EO|
errata 7|1E. M A= ASLICE
WA I|F: ZHAAELE  system-history- ZIAELE O[HIE 3t o created_date €0|
kickstart 7|1E. M A= ASLICE
4 7|2 1j7| K| system-history- o 7| X| O|HIE T}A of created_date €0|
packages 7|15, HAH=|A}AELIC
o7 7|1=: SCAP system-history- OpenSCAPO[HIE o created_date €0|
scap A 7|8, A=A ELIC
MD5 21Z XA system-md5- MD5 X|3+40| ZetEl ofL R
certificates ABSME A=
SEEIRE
Z20[AHE
Mx| =l I 7| X| system-packages- ~ SZI0|HEO| HX|E o
installed o{7|X].
AAER T 2O system-profiles ATEQO W AIAR OfL|R
J5 HEet ety
MHO| SEE 2E
Z220[¢E.
A2 Xt users SUSE Manageroi| of organization_id
SEE 2 E ALEXL ZO| M| A= RASLICE
MD5 AtEX} users-md5 ME A Sl gt of organization_id
SHH MD52 s 3tEl Ol MAHE|AELICE
HIYHS E MEst=
o= xxjo pE
INEEIND
HE|E = A|AH users-systems I A XE7E 22 o organization_id
& A= E2H0[AHE. Ol MAHE|AELICE

N EM0f cHe Kbt LI --info EE= --list-fields-info M 3
reportS ASHo] 2ol 4= UEL|CH O2{H 2 aMO|M 7Hsst ZEo| M}

HL

1M O|E2 A3l spacewalk-
E0| EAIEL|CE.
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Chapter 20. 22t

20.1. 0}AE HAZ X 20| 22}0|HE M A

2ot £70] £2 HEYD oI Salt 22f0IAET S DRAE0| AZE|O] YEX| HIStD HE + YSLICL
Z2{0|AAEN DIAEIR Q24 HALS IOl LS HAIS W2t /ete/salt/minion 74 T2 Lol DRAE{S)

——

Zx}: DFAE 2] X| 22 ECO0IUE =7

1. OfAE{S| BE EEDEOM RE A Z L3 HH S AHESIH master.pub X|ZE HELIC,.

o —a—=—

salt-key -F master

SCtOIUEN /ete/salt/minion 74 TtUS FLICH CHZ 2tR12 =M X2[E Mot oAl XIES tHHISH=
OrAE X222 LS

master_finger: 'ba:30:65:2a:d6:9e:20:4f:d8:b2:f3:a7:d4:65:11:13'
2. salt-minion A|H|AE THA|ZFRILICE,

# systemctl restart salt-minion

Zzto|HENM Hot TMo| gt W82 https://docs.saltstack.com/en/latest/ref/configuration/
minion.htm[& F=EsHY A2,

20.2. 2| ZEX|E2| HEIH|O|E AEH
2| x| E2| B|EFE| 0| of] M St H AL XL ®O| GPG 7|7F ZRELIC
Xt Ar2X "2l GPG 7| MM
1. 2E AIXIZ gpg HHS ALRSH0] M 7|2 MAEHLICE
gpg --gen-key

2. TEIEO|A RSAS 2048H|E 37|19 7| REO=Z Meotn, 7|9 Bt 02 LIS MeistLict A 7|0l ch3t

ok
IS AR EHolot v @i2isto] Helgtict,

o =20| == 485

I'IF

3 ZEDEOIM Flot HFY OIS 3 OjH|Y FAES BT Bt FL, IS MMt
o

gpg --list-keys
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6. /etc/rhn/signing.conf 7+ 0| 7|22| HIYHSE FIIRILICE O] HYS fAsI2H HAE

oS G ohg efelE FoHeLCh

GPGPASS="password"

GPG 7| ZAlofl cist XtM|$H LH2-2 Administration > Troubleshooting0i| A &tolst 4= Q& LTt
mgr-sign-metadata-ctl BHS AFE 50| HHZE0| A HIEHH|OIE MY S 2t2[E 2 JSLICH

EXt: HIEHHIO[E] M &3t
=]

1 AEE 7|9 B2 A

gpg --keyid-format short --list-keys

pub rsa2048/3E7BFEOA 2019-04-02 [SC] [expires: 2021-04-01]
A43F9EC645ED838ED3014B035CFAS51BF3ETBFEOA

uid [ultimate] SUSE Manager

sub rsa2048/118DE7FF 2019-04-02 [E] [expires: 2021-04-01]

2. mgr-sign-metadata-ct1 HHEOZ HIEIG|O|Ef MEES &S}t

= O

m}%r—sign—metadata—ctl enable 3ETBFEOA
OK. Found key 3E7BFEOA in keyring.
DONE. Set key 3E7BFEOA in /etc/rhn/signing.conf.
DONE. Enabled metadata signing in /etc/rhn/rhn.conf.
DONE. Exported key 4E2C3DD8 to /srv/susemanager/salt/gpg/mgr-keyring.gpg.
DONE. Exported key 4E2C3DD8 to /srv/www/htdocs/pub/mgr-gpg-pub.key.
NOTE. For the changes to become effective run:

mgr-sign-metadata-ctl regen-metadata

3. 2 HYE o=z 70| SHHEX| gfelgfLct.
mgr-sign-metadata-ctl check-config
4. MH|AS T AIZFSE D HIEIH|O|E] T MM S o 250 HAARS X EEILICH

mgr-sign-metadata-ctl regen-metadata

mgr-sign-metadata-ctl EHE AMEsto| C}
metadata-ctl --helpE AtETtLICE
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3teS

mjo

KIS OO BfLICH A Y 4= U= B2 YAo S8 FIE LIEE &= ASLITE

U S YBLICL WA 2ES =22Y ngr-sign-

2|ZX|=2| HEICO[E] ME2 Y SHULICH SYoteH Mol 2E AZE0| MM S-gotELICt ol=

— ==

A
MEo| AZE 2= S2H0|HETIHF|XIE R[5t 7L YO E5HH M GPG 7|E L=Z[sliof &= of0fghL|Ct.

Ext: 22I0|UEA GPG 7| HEE
1. 22f0|2E0] GPG 7|5 HIE IR Salt Al S 232 4 LICH

2. SUSE Manager Web UIE At83t0 highstateE M LILC}.
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GPG 7| 2| si{ Zofl cst XMI$H LHE 2 Administration > Troubleshooting0i|A] ol &~ Ql&LIC

20.3. &2A I{7[X[ 0|24 &

ZHM X4 I7|XIE EESHALE EHRl 0|72 7| X|off CHet A4 =T AL
22 IHF|X|E O[22 E o= ASLIC

o

2 SUSE Manager AEHO{| A

O  ceracmpms sz oo naa 3zs A48T 4 YU

EXp 22 07| X 02

1. /etc/rhn/rhn.conf & OtY S S0 CHS 2412 FIHetLCE
server.sync_source_packages = 1
2. Spacewalk MH|AE CHA| A|ZfSH0] HE AtE S M E8fL|CE

spacewalk-service restart

G o] 7|52 2E 2| ZXE2(0f CHal MM o=t 2hdote 4~ AFLICE 0|2 S S&H7| ?l6 HE 2[ZXE2|E

et 4 gigLct,

0] 7|50| gM3teH CHS H 2|ZX|E2| 57|32 & SUSE Manager Web UIOIA 24 THF|X|E M % = USLICH
0| Hio|{2| 7| K| AAZ HA|E|H Web UIOA 2 CH2EES > JUSLICEH AA TF|X|= Web UIE AHE S0
20| E0 MX|g 4 glELICt

20.4. OpenSCAPE ALESH A|AH! HOt
SUSE Manager= OpenSCAPE AE5t0] 22t0|AHEO| CHSE ZALE S ELICE 2E S2t0|HE| CHE AN &

HALE oo} U spolst £ IALIT

20.4.1. SCAP 271

SCAP(Security Content Automation Protocol)= #RLIE| OfO|C|0{0flA IFYE A= 280| 7Hsst Ae|
TYOR, A Imeto|= AAHIS AA" HOtZ RX|SH7| I8 NIST(National Institute of Standards and
Technology)Oll X X E45t= At LT

SCAP= AlAHE] Hotg RX[5H7| oot HEESHE H2 A2 MBI flo HSHY M, AIEl= BEE2 HRLIE &
AE{Z20|= H|ZL|AQ| LIZE SFHY| fld X&Hoz HAELICH LeAX0|D gt Jhstt W 2 SES
HSot7| floh At AFF2 NISTS| SCAP 22| A F7(0f| 28l 2t2| ELICH XtAISH LHE2 CHZ0ilM 2Hele 4= A& LICE
e http://scap.nist.gov/timeline.html
e https://csrc.nist.gov/projects/security-content-automation-protocol

e https://www.open-scap.org/features/standards/

e https://ncp.nist.gov/repository?scap
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http://scap.nist.gov/timeline.html
http://scap.nist.gov/timeline.html
http://scap.nist.gov/timeline.html
https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://csrc.nist.gov/projects/security-content-automation-protocol
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://www.open-scap.org/features/standards/
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap
https://ncp.nist.gov/repository?scap

SUSE Manager= OpenSCAPE At835t0] SCAP AIFE FoBLICE. OpenSCAPE  XCCDF(Extensible
Configuration Checklist Description Format)E &&%t= ZAl EHYLICL. XCCDF= dAAL =E£9| i8S
LIEfLlE HEZE ghAlojH HOb AHAAL S22 HMogtL|ch. £3h, CPE(Common Platform Enumeration),
CCE(Common Configuration Enumeration), OVAL(Open Vulnerability and Assessment Language)zt 22
CHE Atat Z2e5t0] SCAP @15 MZ0IAM Ma[e = U= SCAPE EA|E|= HAL S ES YL

OpenSCAP= SUSE Hot Elof|M Mdst AHEES AHE5H THX[7F JA=X| 2RITHLICE OpenSCAP2 A|AR! HOt
2 st

74 2ES golotd BE G AL 7|HSt #AS S80I A|A”ES] &4 S E HAMRLITH SUSE 22F Zof Tt

XMt I8 2 https://www.suse.com/support/securityg EZstHA| 2.

20.4.2. SCAP A7 S 2|5 22I0|HE ZH|

AZSE7| H, SCAP AHE 2|8l 22H0|AUE A AR S FH[SHOF & LICt.

o SSH ¢l2} 811 S AL StE Salt 2210 AE 0| A= OpenSCAP ZHAFE AFESH 4 giLICH,
A7H 220|IE S AZHO| 23 01 Sat0|HEM (1RDO| 2|t HEE TS AQS &
o QIZLITE Red Hat 2210 E 0| S AZHSH 2t 2210|AAE 0 A| |4 2 GBS RAMS AL 3t 2
Q10{0F BHLI},

7|1& % Salt 22I0|AES| B2, AZSH7|  OpenSCAP A7l 81 SCAP H ot JH0|E(HEE) IHF|X|E M X|sHO}
Lot 2F HMAof wat 0|31‘£ I[H5’|7(|.': 7|12 2% M|A| E£= SUSE Manager 2210|E = 710]| ZeHE LTt

ozl Eflo]=0= 220U E 2F MAof w2t et i 7| X| 7F LHE E[of S LICE

H 12. OpenSCAP I{7|X|

29 M| 2914 HEE

SLES openscap-utils scap-security-guide
openSUSE openscap-utils scap-security-guide

RHEL openscap-utils scap-security-guide-redhat
CentOS openscap-utils scap-security-guide-redhat
Oracle Linux openscap-utils scap-security-guide-redhat
Ubuntu libopenscap8 scap-security-guide-ubuntu
Debian libopenscap8 scap-security-guide-debian

RHEL 7 % S8t A|ARIS Q= HEIET} ZHE scap-security-guide IHZ|XIE HMSELICE. SUSE Manager
2210|HE =70f| Z3HEl scap-security-guide-redhat IN7|X|2 AtESH= Z40| E&LICE.
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https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security

SUSEE Ct¥Fst openscap 20| Cist scap-security-quide IH7|XIZ M EtLICE. scap-
security-quide®| X B0l A SUSEZ} X[ A5tz TEm:

e SUSE Linux Enterprise Server 12 5! 15& DISA STIG =20t

e SUSE Linux Enterprise Server 12 % 15& PCI-DSS T2}

o e SUSE Linux Enterprise Server 12 % 158 HIPAA ZTZ0}
Cls ZZ2mdut 2 OHE T 202 HFLIE|0M HS5HH SUSEOIM = SAXOZ XI5t
ot&LICh

HISUSE 29 HHel d¢ Zgel Zz=ml2 FHFELUEGAM HIsts Z=oiL|ct.
SUSEX|ME SMHe = X|/ASHA| gh&LICt.

20.4.3. OpenSCAP ZAHIE T}
OpenSCAPE SCAP ZIFIS THeIS A83i0f Hl S 2 BOIULIL ol2f¢t HHE 12 XCCDF £ OVAL

BES 7|80z HYELIC SCAP 2QF 7H0| =0t OtL[2t SIHH 2 AI8Y &+ U= UHIE MYUS CHREESYD
A0 a2k AFEAF FolY %‘*l—llif Jg2|n 7|2 I E oy JESIE SCAP e J10|= 17| X|E ZX|e

B Af%5f04 SCAP ZHE s Wysts 20| AFELICE XM AFER He| ZHHE
% o° LY EE $I34% YaoloF LI AFEX} Hol HE mMels

HHE ot S MM S0f|l= oY T S S2t0|HEZ MSoloF BiLict S2|X X& 0fHIE A StALE Salt(d: salt-
cp K& Salt File Server), ftp = scpE AHE50] HESIE Solf CHE DY S 0|5 Mot SUsH YAOZ 0]

SUSE Manager2 #t2[st= Z2f0|HE| HHE mMAUS viXst= IjF|X|E HMst= o] HEELICL REYS
HESt7| 2o THIIX|I7F ME 2 HEE & JASLICEH KNS LHES Administration > Custom-channels0ilA
stolgt o USLICH

20.4.4. OpenSCAP =20t 7|

& MIx[o] w2t CHESE OpenSCAP ZHIE M Bl I2MAS ALY = JUELICH Y E It 3t Jiofl= 200
—'|:- 7 oleh ZEE & AFLICEH

RPM 7|8 2 KXol M CHE BHEES AFE5I0] AH2 JHs et SCAP IHE 2| XIS =helgtL|Ct.
rpm -ql <scap-security-guide-package-name-from-table>

DEB 7|8t 2 H|H|0il M Ct2 HH S ALESH0] ALZ 7hstt SCAP I Q| 9IX|E 2l EfLC.
dpkg -L <scap-security-guide-package-name-from-table>

Xt
=

A0 Mt SCAP ZHIE Il

ro

A

22 220|AENM A 7t5Et Z2HS LIE LT,

1]
rlo
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https://docs.saltproject.io/en/latest/ref/cli/salt-cp.html
https://docs.saltproject.io/en/latest/ref/cli/salt-cp.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html

oscap info ./usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xml
Document type: Source Data Stream
Imported: 2021-03-24T18:14:45

AEZ: scap_org.open-scap_datastream_from_xccdf_ssg-sle15-xccdf-1.2.xml
MME (null)
HA: 1.2
H3ZAE:
Ref-1d: scap_org.open-scap_cref_ssg-sle15-xccdf-1.2.xml
ALEN: draft
MM E:2021-03-24
SHEE: true
oT2m:
X|=: CIS SUSE Linux Enterprise 15 Benchmark
Id: xccdf_org.ssgproject.content_profile_cis
X|=: Standard System Security Profile for SUSE Linux Enterprise 15
Id: xccdf_org.ssgproject.content_profile_standard
X|=: DISA STIG for SUSE Linux Enterprise 15
Id: xccdf_org.ssgproject.content_profile_stig
EZE 2ol md:
ssg-slel5-oval.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-slel5-ocil.xml
system: http://scap.nist.gov/schema/ocil/2
https://ftp.suse.com/pub/projects/security/oval/suse.linux.enterprise.15.xml
ol system: http://oval.mitre.org/XMLSchema/oval-definitions-5
Ref-Id: scap_org.open-scap_cref_ssg-slel5-oval.xml
Ref-Id: scap_org.open-scap_cref_ssg-slel5-ocil.xml
APHRef_Id: scap_org.open-scap_cref_ssg-sle15-cpe-oval.xml

ok

Ref-Id: scap_org.open-scap_cref_ssg-slel5-cpe-dictionary.xml

AWE S| ot MY F=2 S Z2OAUS 7[Z SLICH

HHE mAS MX| E= MESHH ZAL AHE Al £ UESLICH SUSE Manager Web UIE AHE5H0 ZiAL AZHE
E2|7{g 4= AELICH SUSE Manager APIS AR50 M 7| AALS of|2fet & AELIC

1. SUSE Manager Web UIOI| A AJ AR > AJARI 2O E 0| 55t0{ AZHY S2t0|HES MEHSIL|CH

2. A RQ R 0| S5t0] &7 ot B = o|SELICt.

3. XCCDF 2M Z=E ZCof S2t0|AUENM AHE SCAP HIZES! 3l T=mplof| chgt mi2t0|HE U= SLICE ol

I21‘'%'§:7lusr/bin/osc.ap xccdf eval . . .
HHZE Q1= --profile xccdf_org.ssgproject.content_profile_stig

XCCDF EM2| E&: /usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xml

o --fetch-remote-resources II2tO|E{E AtEStH cCi2Fe| RAMO| ZPL|Ct EEsH
file_recv_max_size gf2 SO Y & JYELICE.

M2 2Et0|AEQ| LSO ol 2fEl 7|2t Al 2> E LT
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-

o XCCDF ZHIE M2 RadsS At £ #A AA-M d-ELICH AHE THdof| ZXE
Ql7h EEE|H B AET AOfRLCH

Ex}: APIOIA] ZEAF AZH Al

1. AZfSH7| ™, Azie 22H0|AE0)| Python 3! XML-RPC 2t0|E2{2|7F X =|0] =X =eletL|Ct,

2. 7|& AQREE MEISIALL system.scap.scheduleXcedfScans Solf A|AH HALE of2fsty| 9ot AIRIEE
MAMSILICE of| = CS 2ot Z&LICt

#'/usr/bln/Fython3
client = xmlrpc.client. ServerProxy( https //server example.com/rpc/api')
key = client.auth.login('username’, 'password’)
cllent szstem .scap. schedulechdecan(key, <1000010001>,
'<path_to_xccdf_file.xml[>',
--proflle <profile_name> i)

O] oiloflM: * <1000010001>2 A|AE! ID(sid)ILICE * <path_to_xcedf_file.xml>2 Sz2t0|HEQ| AHHIE mel
X0 cHst AE2LICEH OIE E01, /usr/share/xml/scap/ssg/content/ssg-slel15-ds-1.2.xmlJL|Ct *
<profile_name>2 oscap ZHo| et =7t Ql=QL|Ct. olE =04,
united_states_government_configuration_baseline(USGCB)2 AtEEtLICY,

AaSt Aol CHSt HE = SUSE Manager Web Ul A &LICE 21t E|O| =2 &lstz{™ ZAL > OpenSCAP > 2 E
AMOZ O|SBLICE. O] B0 22| Cf|O|E{0fl L3t XkA| 3t LHE 2 Reference > Auditof| A el e 4 Q& L|Ct,

AZHO| CHS XPHISH MBS ALSSI2{H S2H0|AAS0 A BB BHLICE SUSE Manager Web UIOIA B2} >
ZFOZ 0|53t S2H0IAAETL 43 £XI SUBLICEL T4 WOR 0|S5H0] AHE SCAP T YRS AL
SMS MESILICH TABISIR, DE AZHO|M XIS B ot EEHE £7F HTML THU0| MAEILICH Zojolls ChHe o
QArEH 71 2kelo] EAIELICE

XtMlet A2t xcedf-report.html xcedf-results.xml scap-yast2sec-oval.xml.result.xml
HYZOM A HEE HAMSI2{™H spacewalk-report HHS ALERILICE

spacewalk-report system-history-scap
spacewalk-report scap-scan
spacewalk-report scap-scan-results

SUSE Manager APIZ AFE23t0{ system.scap SHE2Z ZutE &olst = UELICH

204.7. =4

Z22I0|UE AARIS H31517| fI8l =8 Bash 23 ES} Ansible £2{[0[£0] 32t SCAP & 2F 710 = {7 | X[ of
HSELIC o= T2t 2L Ct
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22 6. bash AEYE

/usr/share/scap-security-guide/bash/sle15-script-cis.sh
/usr/share/scap-security-guide/bash/sle15-script-standard.sh
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

2E 7. Ansible Z&|0|&2

/usr/share/scap-security-guide/ansible/sle15-playbook-cis.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-standard.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-stig.yml

S20|AE A|AR0M AnsibleS 2ottt = #H TS AHES7LE AnsibleS AFESH0] A & JAELICE

20.4.7.1. Bash ATZ EE A0t ™ Al

2 E A A|ARNO)| scap-security-guide THF|X|E MXILICE XtA|et LHE2 Administration > Ansible-setup-
control-node0i| A &toleh 4= Q& LICE,

SZEE 2 2F MM ¥ uizofl wat CHELICH s ol Ol Al =& Bash AT EE MMoM

CHY A|ABIO|A Bash ATBES §4 BHOE MATILICE

1 MAR 7HR SHOA QIABAES MEABILICE O3 CHS MIE AFE > &1 HHFO|A CHS 2t 20| Bash 23R EE
gLt
#!/bin/bash

chmod +x -R /usr/share/scap-secu rity-%uide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

2. [2d]= SEEL.

0 EM 9 ASZE 0|22 Ui ETtT} T Ato|of| A HAELICE oK &= 0| A| =& Bash AT EE
4 A Ol A
M =

20.4.7.1.2. o{E] A|AEOAM AJAR] M E Z2|XHS AFESH0] bash AT EE A

rot

FEHO| Of2] A|ABIOA 212 HHOZ Bash AT EE AlatistL|C},

1 AMABRI OF0| MMEH AAR T F2 S2/5t10 H|O|ZS0)| A SSMO[A] AHES MEfRL|CE
2. NA"- ME zt2|Xte] 7|E} > §H HHEO| A CHS 2t 20| Bash AT ZEE ZHASfL|C.
#!/bin/bash

chmod +x -R /usr/share/scap—security—%uide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh
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20.4. OpenSCAPE A2t A| A HOt

3. [€¥]= =Lt

20.4.7.2. 0fA| =% Bash 23 EE
20.4.7.2.1. SUSE Linux Enterprise openSUSE I 3
OllAl SUSE Linux Enterprise % openSUSE A3 & E H|0|E.

oj7[x|

scap-security-guide

e
e SLE12:SLES12 ¥C|0|E
e SLE15:SLES15 2 & Basesystem C|0|E

Bash A3 E C|AER|

/usr/share/scap-security-guide/bash/

Bash AEERIE

20.4.7.2.2. Red Hat Enterprise Linux ¥ CentOS Bash 23 & E H|0|E]

OllAl Red Hat Enterprise Linux % CentOS 23 & E H|0|H.

o - centos7-updates®| scap-security-quideOil= Red Hat Enterprise Linux A3ZEDt
- EEE|o] AELICH

oji7[x|

scap-security-guide-redhat

e
e SUSE Manager =+

Bash A3ZE C|HEZ

/usr/share/scap-security-quide/bash/

Bash AEEE
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fedora-script-pci-dss.sh
fedora-script-standard.sh
ol7-script-anssi_nt28_enhanced.sh
ol7-script-anssi_nt28_high.sh
ol7-script-anssi_nt28_intermediary.sh
ol7-script-anssi_nt28_minimal.sh
ol7-script-cjis.sh

ol7-script-cui.sh

ol7-script-e8.sh

ol7-script-hipaa.sh
ol7-script-ospp.sh
ol7-script-pci-dss.sh
ol7-script-sap.sh
ol7-script-standard.sh
ol7-script-stig.sh
ol8-script-anssi_bp28_enhanced.sh
ol8-script-anssi_bp28_high.sh
ol8-script-anssi_bp28_intermediary.sh
ol8-script-anssi_bp28_minimal.sh
ol8-script-cjis.sh

ol8-script-cui.sh

ol8-script-e8.sh

ol8-script-hipaa.sh
ol8-script-ospp.sh
ol8-script-pci-dss.sh
ol8-script-standard.sh
rhel7-script-anssi_nt28_enhanced.sh
rhel7-script-anssi_nt28_high.sh
rhel7-script-anssi_nt28_intermediary.sh
rhel7-script-anssi_nt28_minimal.sh
rhel7-script-C2S.sh
rhel7-script-cis.sh
rhel7-script-cjis.sh
rhel7-script-cui.sh
rhel7-script-e8.sh
rhel7-script-hipaa.sh
rhel7-script-ncp.sh
rhel7-script-ospp.sh
rhel7-script-pci-dss.sh
rhel7-script-rhelh-stig.sh
rhel7-script-rhelh-vpp.sh
rhel7-script-rht-ccp.sh
rhel7-script-standard.sh
rhel7-script-stig_gui.sh
rhel7-script-stig.s
rhel8-script-anssi_bp28_enhanced.sh
rhel8-script-anssi_bp28_high.sh
rhel8-script-anssi_bp28_intermediary.sh
rhel8-script-anssi_bp28_minimal.sh
rhel8-script-cis.sh
rhel8-script-cjis.sh
rhel8-script-cui.sh
rhel8-script-e8.sh
rhel8-script-hipaa.sh
rhel8-script-ism_o.sh
rhel8-script-ospp.sh
rhel8-script-pci-dss.sh
rhel8-script-rhelh-stig.sh
rhel8-script-rhelh-vpp.sh
rhel8-script-rht-ccp.sh
rhel8-script-standard.sh
rhel8-script-stig_gui.sh
rhel8-script-stig.s
rhel9-script-pci-dss.sh
rhospl10-script-cui.sh
rhospl0-script-stig.sh
rhospl3-script-stig.sh
rhv4-script-pci-dss.sh
rhv4-script-rhvh-stig.sh
rhv4-script-rhvh-vpp.sh
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20.4. OpenSCAPE A2t A| A HOt

20.4.7.2.3. Ubuntu Bash A3 2! E 0j|0|E{

OlAl Ubuntu 232 E H|0|E.

oj7|x|

scap-security-guide-ubuntu

e
e SUSE Manager =7

Bash AR E C|HEZ]

/usr/share/scap-security-guide/

Bash AEERIE

20.4.7.2.4. Debian Bash A3 2! E {|0|E{

Ol A| Debian A3 2!/ E O|O|E.

oj7[x|

scap-security-guide-debian

e
o SUSE Manager =+

Bash A3ZE C|HEZ

/usr/share/scap-security-quide/bash/

Bash AEEE
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20.5. At

SUSE ManagerOf M= L2 ZHAL ZIUS Soll 1S MY 4= AFLICH S2H0[AE0 ZE CVE(SIH E et miX]) 7t
HEE[Of 2[4 HEHRIX| 2HQI5t, 715 LK S +ASHH, OpenSCAPE A5 At E4= 6| R 5 2hele = JASLICH

SUSE Manager Web UIO| A ZEALZ O] S5H0] ZHAL &t E S 3 BL|CH

CVE(ZS #19H8 % )= SoH5O2 eteizl mot 3100l chet +3elLIct,
O sz wiE 0 cvEs aoles0) Mg HL,

Zt CVEO|l= Al T FoFMof| st ME 8l 271 HEof it &3 7F Zate|o] UELICH CVE Al HSo| HAle
CVE-YEAR-XXXXQIL|C},

SUSE Manager Web UI0I| A ZAt> CVE ZHAF= 0| S35t0| 2 E 2210|AE S =0} oixf K| &Ef S &HlstL|Ct.

7[2X2= CVE C|0JE{= OH 2300A[0] HH[O|EELICE CIOIEIE M2 X A& miX|7F JAEX] 2felet
HALE AlEfStE 20| E5LIL

ot

CVE

EX}: CVE HI0[E] HLI0|E

1. SUSE Manager Web UIOIA E2|x}t > B AHESZ 0|S56t0] cve-server-channels-default YES
MEHBILICE,
2. [ cve-server-channels-bunch ]2 S2!/gfL|C},

3. [t A

[—

S 22510 S o|ofRLC XS 22 et = CVE HAMS A% TgtLIct.

HK}: o x| AEl =0l
1. SUSE Manager Web UI0i|A| ZHAl > CVE ZHALE O] S&fL|Ct.

2. E3 CVEQ TiX| HEHE =tolsta{™ CVE Hz HEO| CVE AHALE YARLICE

CHe S FoIAS ZH AIARIO T3t 312FHS sHZot7| Slof +-3sHof st Brelof Chst MRS RIBBLICE shefots
F2 28 MY EE A S2E MBELICHL 27H YT H2IS 9o AL MEN AAHS HTE 4& JBLIC

SUSE Manager APIE At83%t0] 22t0|HES| miX| MEfE =Hle 4 UELICE audit.listSystemsByPatchStatus
API HIAEE AFESHH ELICH o] 2ol Chot XtA|$ L8 2 SUSE Manager API 7}0| =0 A 2olgt o~ QUEL|LCE.

20.5.2. CVE &Ef

S2t0|UES| CVE MEf=
Manager®ilA At8E &= U=
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oot
mjo
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rir

K| E LIt ol2{gh &Elil= SUSE
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SUSE Manager LHOfl A 0|28t Fo|7t M E&[= th&d

rlo

Chaa Z&UCh

FIAHOR HA[E 23 IhX|2| Oi7|X| HH 20t 52 Ol 17| X7t DX AR LT

FIfHo = HAIE 2 X0 = s EX[E W7 [X|7F X = K] 82 Al A— YLt

LS

£ |0l il XIS A AL

-|)+

(Y2 HAIE 2t IiX|t St 7| X| {7 O &of IHF|X| 7t & X|El Al AR YLICt.

22 K20l M SUSE Manager?Zt 22{ %! mhX| L |Ct.

SUSE ManagerOil Al Zt2|st= k{id@, AJAHIO) SHehel &l AJA0f Setel 2X|El xjgol 2=, AJAH
2XE HZol HEE HE == A|A-0)| CHet 0k BE= D2H2f MH|A I &2 LTt

SUSE Manager L0l ARl BO|2 olsh 2 Aol CVE 20t bt atetn] 92 4
©  zeucos so, BasK es e, BRASK RSN TE 0|F AAYE 2R B0
4+ gLich
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Chapter 21. SSL 2= A
SUSE Managerz SSL 215 ME ALE510{ 2210|AE 7L ZHIE MHO| SEE|U=X| 2elefL|Ct.

SSLE AHE3t0 SUSE Manager MOl SE3t= ZE S20|AEE MH US| L3l FRdS AASIH SHHE
Meofl HZst 0 A=K QARfLICt O] ZZMAE SSLHENO| T2t BfLIC.

SSLHEM0|2 S S20[AEE= MH Q1B MO TAE 0|F0| 2%t 0| E2t LX|SH=X] =l
SESHMH QIS ML A" 4 AE=X] 2elslof ghL|Tt,

gfLICt 220|IEE

J
r

21F 7|Z(CA)2 LHE ASAMol MEBL7| 2leh AHEE= ASMYLICE ZE ABME AF 7IZH(CA)MIM ME8HOF
Frot AR ZtFE|H SE0|UETL S Mo Chal LX[AZ = UASLICE.

SSL QI50| SHIZA| ZSstHH S20|AEIL FE CAE ME[sljof LICE &, FE CAJ = 22H0[AE0
HX|=|o{of BfLCt.

7|2 22 SUSE ManagerZt XHH| ME QIZSME AHE38H= AYLICE 0] 22 SUSE Manager?t 2&
ABEME 3‘85951 FE CATt MH 1B Mol| =7 MESfLICE.

S CAE ME0ts Y UASLILE 0| 32 RE CA= S CA| MEEILICE O3 L=z S22t CA= Hot= #2| CHE
St CAOl|l M = AOM OFX| 2 CAE MH QIS Aol MERILICE 0| A2l 1S M2t: LT,

CA= Z22I0|HE0] X =2 MH QB M= MHof| X|EL|Tt. SSL
s

=4
zE
4012 et BAOIRIEE 2E CAZt A SIBA Aolo] TN B2 BN el Helet > slojof iz, 2E

L— T

0| BYSE & 7HX 2 YHo| AFLICE O|JH TS| SUSE Manager®iM= 7|2X82e=z ZE F7t CA%t
S0 E| EX[ELICE. a2{Lf MM MH|AE P05t S20[AEN HMISE = ASLICE 0] B SSL
HEMO|Z St M= M ISAMet ZE St CAE HMSELCt OfFl o] HFHLIEOl MZ2 7|& Fde=
A ELICt.

712822 SUSE Manager= £7t CA 210| Xtx| ME B ME AZELICH F7F HOtS 2I6 /S Mol M=
EtAL CAE XIFE & UELICH B CAE AEXMO| HAIE SASHY EQE.J HEIt SHEX| golgfL|ct. Oz
LHFH O 2 O] MH|A0] CHo A7t RF-S HARLICH EFAL CAE AFBSIH ABME AFWSHY| [ ofF 1 M X|0f| CHSt
7t E2 7t MISELICH EFAL CAOIM MBS QIS M7 U= B SUSE Manager K2 UEET £ JSLICL

Jiot

Ol M Mol A= SSL OIEM AFR S 25H 2 MaietLch,

1. SUSE Manager =& A% XAl ME QIS A 4 diy
2. SUSE Manager At = IEA|0]| Q15 A HY I 2

KHA| EE= Q& PKIQE 22 EfAF QAR AOM ASMIL HSE= 32 o HAIE AHE £ AFLICH

o XMl MY QIBME MYst= ol Cht XtAlst LI 2 Administration > Ssl-certs-selfsigned0i| A 2olgt
A OlALICH
A H .

o 2B M UREE L0 CHEE XhA|SH LY

0l

2 Administration > Ssl-certs-importeddi| A 2ol 4~ AL L|CY,
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21.1. XtH| MEEl SSL 1S XM

712X o= SUSE Manager= AtH| MHE QISME ALSEILICE 0] 22 Q13 M &= SUSE Managerdl| 2fs A4 3l
MEELICE o] M= ABAML MF Ateto] F=totx| &fQlsty| 2l S8 2F 7|2S AHZSHX| 4&LICH ERAL

- O H =

12N of =
CA= QIBAMof ZotEl MEIF SHIEX HQI57| e HAE SHELICE ERA CAO| CHSE XtMlst LHE2
Administration > Ssl-certs-imported0i| A 2HQ1st 4 Q)

O MMl M=t = 7|1E EX|0M XHH| MEE ASME H-dot7{Lt ChA| dEsts dES 2Lt

SSL7| X B2 S AE 0|52 0| S HiESH= A|ARIS| FrietEl 2 AE O|F2t LX|8HOf gL,

21.1.1. 7| & MH QIS M R4 o

7|E ABSMIt T2 E|RAALE O{TH O| R 2 XF0| SXIE L 7|E CAUM M MH ASME &g = ASLICL

HAE: 7|1E MH AS A xS
1. SUSE Manager AMt{o| B TEIEO|M MH ASME MM detL|Ct.

rhn-ssl-tool --gen- server——dlr-"/root/ssl build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set- org-"ORGANIZATION"\

--set-org-unit="ORGANIZATION UNIT" --set emall—"name@examp e. com"\
--set-hostname="susemanager.example.com" --set-cname="example.com"

set-cname I2t0|E{7} SUSE Manager M2 H1stEl =0l O|EQ1X| EelgfL|ct. o2 HAlo| HRst 22
set-cname II2}0|E1E of23] H AL 4 Q&L L}

7Hel 71 2 MH QI3 M= /root/ssl-build/susemanager/ CIEEZ|0M server.key ¥ server.crt2 &g
UAELICt Opx| 8} CIAM E2| Q] 0| &2 --set-hostname SM 2t BTH AHEEl SAE 0|0 w2t CHELICE

21.1.2. M CA S M 1B M dd

o FE CAZ WAoHOF 5= ZR0= Flsliof LT MH{ et S2t0|AE Zhe| 2| Hjelo] B 4
USLICH J2{st L 22| ALEAI7E 2 E S20[AEM 201510 CAS = HiZZ3HOF BHL|CE.

EXf: M IS 4y

1. SUSE Manager AtH2| HE TEITE0f|A 0| QIZ M CIAEZ|E M ?|X|Z o|STLICE
mv /root/ssl-build /root/old-ssl-build
2. M CAQIZME MdefL|Ct,

rhn-ssl-tool --gen-ca --dir="/root/ssl-build" --set-country="COUNTRY" \

--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-common-name="SUSE Manager CA Certificate" \
--set-email="name@example.com"
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3. M M ASM dH:

rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \

--set-org-unit="ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.top" --set-cname="example.com"

set-cname It2t0|E{7} SUSE Manager Mo Mstel =2l O|SQIX| &olgtL|Ct, 02| HAlo| LRst HL
set-cname II2t0|E{E o2 H ALE S 4= Q& L|CH

ZAE O|F % cnameS AFE3I0] Zf TEA|0f| T M= M IS ME H-gsHoF BfL|Ct.

21.2.SSLQISM AEE

O] MM0jM= M SUSE Manager2| 2X|E I3l SSL 2ABME FH5= LM 7|E ASME LS Y-
HELIC

mjo

Al=kety] ®, Cheg 2folstor gL,

=

o 23S 7|2H(CA)SSL BN B M. CAH[QIE AHEDt=E B RE S CAE AHEE 4= QUO{OF FLICE

D= OhY2 PEM @ £]0[0{0f BfL|C,

SSL MH{ AIZMO 2 AE 0|2 QB M BIE CHAO| E[= A|ARQ| HrotEl S AE 0|2 LX|3HO0F RLICE 215 A<
X509v3 Subject Alternative Name MMOIAM SAE 0|28 MFE £ UZ/LICL SH0| LRt AL of2] SAE
o |_|

O|E2 LIge += ASLICE X YEl= 7| K2 RSA X EC(Elliptic Curve) ¥

ERAL 7122 LMo 2 F7F CAS MESIH ¥ E MY ASMof| MERILILH 0] Z2 Mo 2= CAE A EE +
AO{OF LTt FZF CAS XS] 2I6h AFEE #= U= F71 Li2}0|E] = SM0| §l= R ZE CA(RECAY B2
CA)E dtLtof Thof| {ZsHoF gfL(ct.

=
M

21.2.1. M 2X| = 2loll 2/EM &

HH
Im

ot

N
J)i
o
Ol
nd
i
oo
i
(m
rot

2X0o= SUSE Managere AHM| MEE ABSME ALSRILICE =7 d™E &tEot
SME HHE £ UELICH

7|
2l
At M SUSE Manager MHO|A QISA QR E
1. Installation-and-upgrade > Install-intro2| X| & 0j| 2} SUSE Manager Mt E MX|gtL|Ct,
2. Installation-and-upgrade » Server-setup0i [zt &7| 4™ s etZ2FfL|Ct.

3. Y IEZE0|M SSL2tE a7t S M T /1K E 712|7| =5 LTt OIS I8 LHES - LICt

export CA_CERT=<path_to_CA_certificates_file>
export SERVER_KEY=<path_to_web_server_key>
export SERVER_CERT=<path_to_web_server_certificate>
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4, C+3 SUSE Manager M8 2 2t=2 gLt

yast susemanager_setup

= SA ATM MF AL S E= HAIXIZE EAIEH 2|2 ZtS =Lt 22 ¥ IETEM Xt
UL = MY ELC

1]

S Mof|A yast susemanager_setup HES AMABILICE

riot
o
rE
4>
L]
2
>
H
Im
rot

21.2.2. M ZEA| EX|E flet 2T

7|12H 22 SUSE Manager ZEA|= AtH| MEE QIS ME ASRLICH £7| 2HS A 2 7|2 ABME YEES
ASMZ HHE 5= AELICH

Rl
oo
K
Im

At M SUSE Manager ZEA|0|A QISA YR E
1. Installation-and-upgrade > Install-intro2| X| & 0j| 2} SUSE Manager ZEA|E AX|gL|C}
2. Installation-and-upgrade > Proxy-setupOf| ti2t &£7| &S 2L Ct,

3. B ZELEAMCIZS HAYLICH

configure-proxy.sh

4. 7|Z ABME YEESHAZEHIN? ZETENAN y E U=ELIC

5. ZEZEES M2 4HS et fLich

S AE3H0] M 8L ZEA0] Cist 2= MH AS A0l MEELICH CHE CAZ
LX[SHX| gf& LIt

2 o
02 Mo
rhn rot
e ro
X ol
RN
r
2

21.2.3. QIE A HHALY|

SUSE Manager 2X[2| &4 QASME M ASM=Z uNE 5= AELICL ASME wH|st2{H HEX|E CA SN
CAZ uH|et = H|O|E{H|O| AS A0 ESHH ELICE,

uin

M
A} 71E ASM 2H
1. SUSE Manager Mt{2| & TEITEO|A mgr-ssl-cert-setup BHS SEstT QIS M E O2t0|EHZ Y.

mFr-ssl -cert-setup --root-ca-file=<Path_to_Root_CA_Certificate> --server-cert
-file=<Server_Cert_File> --server-key-file=<Server_Key_File>

F7t CAE --root-ca-fileZ2 X|HE TAOM AFESEHLE --intermediate-ca-file2 F7t SHMOZE K™Y £
UELICt --intermediate-ca-file M2 o2 H X[HE £ JUSLICL O] HHS M3E DU CHe Crkst
HAEE £A5t0] IHU0| REsHH QEE ALE At AFE S £ } =X E HIAEZLICE
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1. MH|AE THAIZSH] HE A S HE|LIL.

spacewalk-service stop
systemctl restart postgresql.service
spacewalk-service start

OEANE MESt= 42 ZTAE 0|E™ cnameS AHESH0] 2f TEA|0] CHet M B M RPME M4dsioF SfL|Ct
CIZME 1AM[st2{™ SUSE Manager ZEANMT mgr-ssl-cert-setup2 ArEsHOf BILICE. SUSE Manager
I EAM0= postgreSQL HIO|E{H[O| ATt 17| i Z20f| spacewalk-service restart®h U™ ZEBIL|CE,

E CA7I HEEl Z 2 SUSE Managerol| & 2= 2210| A E0f| i ZL3{OF SfL|C,

Ex}: Salt 22I0|HUEN FE CAHHE
1. SUSE Manager Web UI0I| A Systems > ZHR 2 0| S&fLICt.
2. AAHI M E 22| X0l 71612 B E Salt 2210|HEE MEdSHL|CY,
3. AJAEI, AJAEI HE BH2|X} > JHRO 2 0| SBHL|C}
4. ME| HEO|M [HE ]S 22U6t0] A|AH MEHE M ERLICE

5. Highstate H|O|X|0j| A [ Highstate H& ]S 22/5t0] HE ALY S S2t0[AE0| TTtelL|C},

21.2.3.1. 7| Z ScI0|AES| =71 XE|

7|Z Et 22I0|GIEE= [ 0|4 X|RE[X| ¥ B 2 Salt S2t0| A E = ChA|SHOF gL |Ct.

L LS ——

SUSE Manager0fl &% 7|Z9| #2|k[= S2t0|HET S| EXot= FR CAZS wH|StA™ R 7HX| =7t TA 7t
2ot

2 M CAZ} SUSE Manager Mt 3! ZTEA|0|M 2dote of 22t0|HES| HEO| BOX|X| =Ct=
oS g= S2H0[AE0 "0 BN FE CA ASME HiZS D 0[S MZ|PLICH 74 MBS AHE5HY
M 11} 2S S2H0[AE0 BiESI D AA HE 7|53 At M= MFAE EHetLTt.

SUSE Manager Mt Sl ZEA|0| M M ASME 2dstot =, AZ0| 253t S2H0|AENM ZHS Al of ofet 5~
U=X| HAEGIL|LE, 0] 2R '0[H' £ E CAE 2=H0|AENM HMAHE & ASLICE

21.3. HTTP Strict Transport Security

HTTP Strict Transport Security(HSTS)E ZZEZ Ct2I30|= ZF 9 F7| sto|xfZnt 22 Jt=2kH7|
SHOZEHE Y AMO|EE ESSHE O =30| Bl= MA ML S LICE

SUSE Managers AH25tH HSTSE &83t6t0] SUSE Manager AH{O]| CHalf ZHA3tet 4= ELICE

Xt

1. /etc/apache2/conf.d/<filename>.confOll Af M& MA(: /etc/apache2/conf.d/zz-spacewalk-www-
custom.conf)S MAMetL|Ct,

2. Header always set Strict-Transport-Security "max-age=63072000; includeSubDomains" ZE=
=g,
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security

3. systemctl restart apache2Z ApachesS RHA|ZEiL|CE.
O|Z SUSE Manager ZEA|0f| M gHdotsta{H LSS - ELICH

EAt
1. /etc/apache2/conf.d/<filename>.confOll M M% HA(0d|: /etc/apache2/conf.dz/zz-spacewalk-proxy-
custom.conf)S MAMetL|Ct,

2. Header always set Strict-Transport-Security "max-age=63072000; includeSubDomains" ZE=
I,

3. systemctl restart apache2Z ApacheZ MA|ZtEtL|C,

M HA Tl 0|EE <filename>.confZ X[Hst= L XA Efo|Lof| 2=&|0{0f rL|Ct,
o2 E0{, spacewalk-www.conf0| HeolEl &t Holstz{™ o mY Fofl M oS

A Lm0z 200 PL|CH Apache?t MUS ELdH= HHO| CHSE XMt LHES2
https://httpd.apache.org/docsollA golgt

SUSE Manager0ll A 44413t 7|2 SSL Q15 A T XiA| MBE OIS ME AIRSH= S0t HSTSTI
SASLE|E ST QIS Aol MTSIT| s ALREl CATE B ROA Al2|ste 704 = He/stn
o HEIQX = HTTPSS 3 IHS HEELICE SUSE ManageroilAl AA3H SSL QISME
Agst= @,  http;//<SERVER-HOSTNAME>/pub/RHN-ORG-TRUSTED-SSL-

CERTO e DL E ZE AFEAIL| E2tRMZ JYEESI M2 4 ASLICE
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ol
Chapter 22. 715 «%|
SUSE HMIZ0fl SUSE Customer Center(SCC)0IAN 2t2|5H= 50| BRELICE SUSE Managere OFZF EXIME
A0 SCC A™o| SEE ZE 220|HES 715 MEHE HQATYL|CH HM= ofF 220|HET o 152

O|&3H=XI, ZOtLt ot A1 A 4= AEX], X 7=0| gl= S2H0[AE st YL E MSELIC.

HIOME AmEEH ZAb 5 LK 2 0| SELIC,

TE HIA BolAS H) L OHE ofF TS0l 3 HES golsr 4 AL

ARG e ME EIM oM #H 150| gl 220|E S2S QI 4 YALICH 0f7|0s AK|GHA]
847{Lt $15 SUSE Manageroll SEEIX| g2 220|9E7} EHEILIC BT Mol HE 0| S 3 UX|eHR| e AlAE
27t EBELIC,

Hoe2 ALSOHE WY SEOES BE S0 HFT £ YALCL Ol 7S B2} S20|AES S0

=

=) =
Ase= AESH| gh= R0l £ RELICt
HAIX] ol LA Z2MAMAM 7= 0AIF Mdet 2= HIAXIZF EAIELIC O[2{gh HIAIX|= Z2tE Olsst
XIS JHMS= Ol ==20| == HEE FMS e

HIOME .csv gAOZ CIR2ZES8IAHLE /var/lib/spacewalk/subscription-matcher/ CIZEZ2[Q| sfigt HH
ODETENM 2DM0| HMAE 2= QJUESLICH

J12Moz = ME{J|E= oY XpEof| AHELICE 0| HASIHH 22|} » ZY AHFEOZ 0|50 gatherer-
matcher-defaultE S2IgfL|CH 20 M2t YN S HASH D [ Y™ LHI0|E 1€ SIeLCt
HIME $Hxf 50| Qe sixf S2t0|HETH AX|AIZ

= 7| WEZ0], AlZHo| X|'eof| wet LX| eh=0| HFELIC

= | [
SYc S20|AET} ehet SUT =1 LR|SH= A2 OFELICE Ol= M S2H0|ET S& = S5 FAEHAAL
TE0| 27 EE BRI H2Y 4 YBLIC

T MEiy|s AYe RS R W2t YRISHK| B ABS| 42 RSO HolD ASBLICL DLt 2o
SIERIO| HE, & 4 gl ThA DA SAE BT EE o 4 gl B8 S2ALRCO|N A3 501 Z2H0|AETL Y BL
MEf7|s MBS 4 9 REO0| SEOIX %22 BAIZ 4+ UBLICL HYS BI617| 9loh, 24 SUSE Managerdi
EHE D7 22 0|0|E{7} 2SR ToloHIAl L.

o = UEY|7L g 220[AEL} =S FASH LXIAT7|= A2 OILIH, ZAHS CHAISH| flst
87t OFELICt.

22.1. 7+=0{ ScI0|¢UE 1 F

TE Me7|7t S S2eH0|IES SHZ TSI SO UXATIX Yt FS £50= T 4 YBLCH B
WO S Mely|s SF PSS FOIT AIAH EE A IED AKX/ AIT|E HS M ELIC

o
w2t CHELICH 3, 59| 0|8 oF 2t
XIS ZXISHH EO| FA[ELIL,

JR{LE MET|IV Y TS MEE A2 OFHLITH AFSY 4= A= 7= 8 752 220|UEN HEY = A=K R0
=2 H |. _<'3_0

= €K& Eeliots 3R £ HO| FAE= ZX[Xt7t O Hetet

M EE Fotote{H [ H 7t ]S SE/5tn 0¥ S2H0|HEE M
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@ SUSE Manager Schedules @

Below is a list of defined schedules. A schedule defines frequency, how often a predefined bunch shall be triggered.

1-230f 23

Schedule name |2 Frequency Active From

auto-emrata-default 05/10%%+? 2018-06-05 11:40:50 CEST
channelrepodata-default Qxe%? 2018-06-05 11:40:50 CEST
cleanup-data-default 002372%% 2018-06-05 11:40:50 CEST
clear-taskologs-default 00237%% 2018-06-05 11:40:50 CEST
cobbler-sync-default Rt 2018-06-05 11:40:50 CEST
compare-configs-default 00237%% 2018-06-05 11:40:50 CEST
cve-server-channels-default 00237%% 2018-06-05 11:40:51 CEST
daily-status-default 00237%% 2018-06-05 11:40:50 CEST
errata-cache-default O 2018-06-05 11:40:50 CEST
errata-queue-default [ EEEEE] 2018-06-05 11:40:50 CEST
gatherer-matcher-default 0007%* 2018-06-05 11:40:51 CEST
kickstart-cleanup-default 00/10***? 2018-06-05 11:40:50 CEST
kickstartfile-syne-default 00/10%%*2 2018-06-05 11:40:50 CEST
magr-register-default 00/15%**? 2018-06-05 11:40:50 CEST
mgr-sync-refresh-default 0617%* 2018-06-05 11:40:51 CEST
minion-action-cleanup-default DO***? 2018-06-05 11:40:50 CEST
package-cleanup-default 00/10***? 2018-06-05 11:40:50 CEST
reboot-action-cleanup-default 0O***? 2018-06-05 11:40:50 CEST
sandbox-cleanup-default 0547%* 2018-06-05 11:40:50 CEST
session-cleanup-default D0/15***2 2018-06-05 11:40:50 CEST
ssh-push-default QreTxsy 2018-06-05 11:40:50 CEST
token-cleanup-default 0007?%* 2018-06-05 11:40:51 CEST
uuid-cleanup-default 0p*w*7 2018-06-05 11:40:51 CEST

SUSE Manager €% > ¢ 0|52 22/5t0] LH 0|5 > 7|12 LH MF A
HEY = JASLICH
MAED e 2 S HOo|Este{H [ Y HEF 12 S2stHAIR.
LHES MHSIEH QES MTHo| [ L™ AN| |E St A2,
U™ SUSE Managere| SHIE =52 2l E4A
2002t YT S v MBSt ALE AK|sHOF BfLICE.
T2 0|ES SEotH Y F2 ¥ MY 55 3l o MEf7t EAIELICL
AZEFAIZHIAE S26tH L™ 0|18 > 7|2 € MR A2 SorLct.

SUSEINEREGERAS | Chapter 23. 19] AHS

+ create schedule

25 j items per page

Bunch
auto-emrata-bunch
channelrepodata-bunch
cleanup-data-bunch
clear-taskologs-bunch
cobbler-sync-bunch
compare-configs-bunch
cve-server-channels-bunch
daily-status-bunch
errata-cache-bunch
errata-queus-bunch
gatherer-matcher-bunch
kickstart-cleanup-bunch
kickstartfile-sync-bunch

mg ister-bunch

mgr-sync-refresh-bunch
minion-action-cleanup-bunch
package-cleanup-bunch
reboot-action-cleanup-bunch
sandbox-cleanup-bunch
session-cleanup-bunch
ssh-push-bunch
token-cleanup-bunch

uuid-cleanup-bunch
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errata-cache-default:

Lot R XS HRH YUO|0|ES of|ofgtLCt.

channel-repodata-default:
2| X X|E2| HEIH|O|E M-S (CHA]) M-defLICE.

cleanup-data-default:
CilO|E{H|O] A0 M 2ot 7| X| HZE 21 3 LI A[AE 0| E FalgfLICt

clear-taskologs-default:

CllOE{H|O| A0 M %Y ol w2t XY E & 5 Eatot 2 AT (taskomatic) 247 7| = H|0|HE X|SLICH.

cobbler-sync-default:

SUSE Manager0ilAf CobblerZ HiZ 3! T2 H|O|HE S7|2tetLICt. Cobbler®iiM H|Z3st= XS A X|of|
CHst XEMISE L2 -2 Client-configuration > Autoinst-intro0f| A oISt 4= Q& LTt

compare-configs-default:
T8 Mol MFE Y o BE Y Jhs M| MEE DU S B W LCH HnE AESE{H A|AM S
225t 20l U= AAHES  MEfehct. Rd > oY HWZE  O[FELICH XtMet W82

reference:systems/system-details/sd-configuration.pdfollA &QIg 4 A&LICE

cve-server-channels-default:
ZHAL > CVE ZHAL HIO|Xof| Z2tE EAISHY| 2lsH AFEE|= O|2| A[AHEl LS CVE C|O|E{E RIT|0| ERtLICt, ZHAL >
CVE ZAF mo|Xx|e ZAM ZAut= o] YNl Opx|ar Moo= Mo|EELIC XtMEH LHE2 Reference »
Auditoi| A =tolsh &~ JUSLICE

daily-status-default:
2HH FAZ Y HIOM 0

=2 SLICH EX AtEXto]| CHeh 22lg FASHE Yol st XiMst LHg2
Reference > UsersOil A &1t 4= 9l

- =

errata-cache-default:
LHE DHX| FHA| HIO|E{H|O]A HIO|E 2 IC|0|EStH, 0= 2F Mol CHSE Y0 EZ Rt THF|XIE &7| 23t
L2 AEELICEH o EF miX[of A0l JE £+ U= AEXIOA L o|HYE MSTL|C THX|of| CHot
Xt LI 2 Reference > PatchesOl| A &Holgt 4= QI &L Lt

errata-queue-default:

XS YOOI E(WA) E LBt =S & MHE TH7| 20 =7HEfL(Ct

gatherer-matcher-default

Virtual Host Managers®ll M=l Virtual Host Gathererg A&sto] 74 SAE H0|HE X ELICH
HH|O|EEI HIO|HE AT & UA| =|™ Subscription Matcher 2t 0| A3 ElL|CE.
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reference:systems/system-details/sd-configuration.pdf#sd-config-compare-files

kickstart-cleanup-default:
el &l Kickstart MM H|O|E{ E M2|gfL|Ct,

kickstartfile-sync-default

T4 OFH ALl M g8t Kickstart Z2IHU0f| s &dh= Cobbler TS Mg gfLICt.

mgr-forward-registration-default

E2I0|9E SZ H|0|EHE SUSE Customer Center?t S7|StefLICt 7|20z AH,
22}0|HE H|0|E{7} MEEILICE /etc/rhn/rhn.confoll M HEl S7|31E H|E M S}812{H LIS

server.susemanager.forward_registration =0

mgr-sync-refresh-default

SUSE Customer Center2t S7|3Hmgr-sync-refresh)&LICt 7|2MOZ BE ALEXF MOl xHE = 0] 19|
o=z ZJ|SHEILICH AKX Ho Y So|stof st XMIBE WL administration:custom-
channels.pdfollA glgh 4 L&LICH

minion-action-chain-cleanup-default

Qe = M2l H|o|E S Yl gLt

minion-action-cleanup-defaul:

o A|ARIOM SASH Z20[AE X HIO|HE AMELICE 24, Salt =Y FHAI MFE g Z2E
Aot 2RE|X| 42 MY H=ZE ATYLICE MEOIM 2 BntIt F2tE R, FEEX| 42 X0
=] M

2oL ——

2 & AELCHL S HOZ = E 20| Z HME ASRE It S| OfE[HE S H|HetL|Ct,

minion-checkin-default

S20| Eof thet H7| M3 elS +HetL|Tt.

notifications-cleanup-default

Tt E 2 HAIXIE LI

package-cleanup-default

oH A| AR 2 Oi7|X| DL S APH|ELIC

reboot-action-cleanup-default
oAl AlZHE X5t 7| ¢ ZE MEE g2 Mgt o= HAIE|D 2t O|O[E{ 7t O O|E{H| 0| A0 A

.I
Mejguch MeY =Y ool hEt XpMIEt W82  referenceisystems/system-details/sd-
provisioning.pdfollAf zteleh £ Q&L|Ct.

sandbox-cleanup-default
sandbox_lifetime 74 O2t0|E(7|2M Q2 3Y)E Xutot MEBIA 14 M 8l S HalgfL|ct HELA

o2 JHY B A|AE = ObUo|M JEETH MFARULICE XbAIEE LIE2 reference:systems/system—
details/sd-configuration.pdfoilA 2elg 4 &Lt
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administration:custom-channels.pdf#_custom_channel_synchronization
administration:custom-channels.pdf#_custom_channel_synchronization
reference:systems/system-details/sd-provisioning.pdf#sd-power-management
reference:systems/system-details/sd-provisioning.pdf#sd-power-management
reference:systems/system-details/sd-configuration.pdf#sd-config-add-files
reference:systems/system-details/sd-configuration.pdf#sd-config-add-files

session-cleanup-default

A AEHO|A MM, dEMOo = AIZXIF 20l o (A2 XMESH = 2T0HRSH7| Hof| E2tXE 'HE
HIo|E & HalghL|Lt.

ssh-push-default

SCt0|MET SSH FA| Azt wHoz FHE H? SSHE Sl SUSE Managerdfl M3 0stet= HIAXIE
HA[ELC,

system-profile-refresh-default
2= AM2EOM SHERN M2 nHS HAYLICE O A2 Ui A= SUSE Manager AHS| 5t
BIMAZE £ UELICE o] =M= Specialized-guides > SaltS AFRELICE BiX| 27| =Hof| it LIS
specialized-guides:large-deployments/tuning.pdfollA &elgr 4 A&LICE

ro mu

token-cleanup-default

Salt 22t0|AET} 7| X| L HEHHO|H E L2 2 E5t7| 9l AHEdt= U=l 2| ZXEE| EZS AN[ELIC

update-payg-default

configure PAYG 22t E QIAEHA0|M 215 HIO|E E ST gLt

update-reporting-default

22 21 ¢|0|E{H|0| A S ACf|0| ERLICH.

update-reporting-hub-default

ZH SUSE Manager MHO|AM 2= 211 H|0|HE &3t Hub Reporting DatabaseE &H|0| EgL|Ct.

uuid-cleanup-default

QE{E UUID B|ZEE He|gLIct.
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specialized-guides:large-deployments/tuning.pdf#java-salt-batch-size

Chapter24. HZ 21 B

LR I7|X|e| 22 HE 21 &5 JFEO0| ZLICh O Clo[E = 7|2 M2 LH22 EE[X|2 |RX[5h= A0| g4 fE¢t
HEE= ofgUCh CH22ER = ¥ 23 HEIH|O[E 2| S Metdta C|A3 2t Hofstr| ff6 L2300 FX

2 22 M 4 YL

O] #M4 SME /ete/rhn/rhn.conf AH Tof| JASLICH Tf2t0jE| 7|£Zf2 200|H, O] g2 02 HASHH

FHIS =2 &=0| MSELIC.
java.max_changelog_entries = 20
O m2t0|E & 2FSHH M Ii7| X7t S7|=tE wol| 2k & S E LT

0| mt2t0|E{E HASE & spacewalk-service restart@ AJH|A S XHA|ZFSIL|CE,

FHAIE CIOIE{E AfA|ot D xH M H3to] 22 E HIO|H S ®AHE = ASLIC.

FHAIE CIOIEE AH| B! XY HH5t7| s = AlZho| @2 A3 = AELICHL RSt A= M
=2 AHE clolEQ of wmat I AlZto] A 2 JUASLICE HYL Taskomaticoll 2fsH
SO0 AYEDE 20| dEE= S SUSE Manager2 A& ALY £ UX[TH

40| ozt 24T £ YL

HHE0|M FHAIE CIOIE S At A HH S QB BT
spacewalk-sql -i
2 CH2 SQL HIO|E{H|o|A TETEOf OS2 Y& Bt

DELETE FROM rhnPackageRepodata;
INSERT INTO rhnRepoRegenQueue (id, CHANNEL_LABEL, REASON, FORCE)
(SELE?Tbs?quence_nextval(‘r n_repo_regen_queue_id_seq'),

C.label,

‘cached data regeneration’,

\ FROM rhnChannel C);
q
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Chapter 25. AFEX}

SUSE Manager Zt2|Xt= M AFEALE 715t 2hs RO{SIH ALEXALE HIgdst L= ARIE 4= AELICH Hi# 2
MEXIE HEot= 3R ALBXE A" 80 2E g & AFLIC 2dof 8L H|op
7| 2%t S ZESI] Web UIS] A|AH 7|28t HEY +5 AFLICH

91

o
Ot
e
[
iE(t
4>
M
=2
x
™
rot
mo o
o
L)
I

o AFR X} Bl 4= SUSE Manager EH2|Xt AR O2 2918t 2200t AFRS 4 UALICH
SUSE Manager At8XHE 225t H AF2XL > AL2XH S5 > MH|Z 0/S3t0] SUSE Manager AMH2| BE ALEXIE
StoIBHLIC} 220 2t ALRLet BEBHMS ARX} 0|2, g'e; stchsl ofst AFRXI} DRX|SlOZ2 20Ish Lt ol

=x
AEXRES| oix HEHZF EAIELICE [AFEXL MY [S S2I5t0 M AFEXL AIF S WHRILICL ALEXt 0|5 S 22I5t0]
MEXL MF Abet IO X| 2 O] S gL LY.

ZE0| M AFBAIE Z7ketIE [ALSA WA 12 S2stn M ALS X0l Chet M5 ARS elziet 3 (200l ]S
s2gct

D
25.1. A8 H| &gzt 5 A

o AX AHE HlEARt ES AR + USLITH HIZHSE ABX ABE ARIEX| CHA
AHIE| AFB R} AR2 EAISIR] 2hon] A & gleLiC,

MR Rl

A SLICE J2{LE ALSXof A 22|Xt HEO| A= E2 slig S HMAHHOF
AES Higdstret

I
1
$0

Hig-dotEl AF2XH= SUSE Manager Web UIO| 21QI8t7ALE A4S ofjefed = QIELICE HIZHEeE7] Hof
AFEXLZL of| oot R 2 2 CH7| 2ol & O0F ASLICEH HIZdSHEl ALEAHE SUSE Manager 22|17 CHA| g ote 4
olAL|C}

A - .

25.2. Ze|X HE

MEXE O3] 22X HEE &+ ACH, AREX| H2[Xt LS ot= AEAHE & 8 0|4 &= ASLICH Zd SUSE
Manager 2t2[Xh= &4 ot & 0| 40]0{0F BfLCt,

SUSE Manager B[Rt 9i2t2 F|2/8t AFBRIO| Bi2|%t of2s wste|H
HZE AFSRHE MEfShD TRO| ufet 2| o2 MEfsiiLE Mt

—

AH8Zt2| SUSE Manager #2|xt Sgts HZFSIHHE 22|x} > AFAIZ 0|Sst0| R0 M2t SUSE Manager
HE[XO|MLIN?E HEHSI AL MBS F A BT,

H 13. AFEX} 22| xp Hg Aot

CELTE L

AAE I8 Mg} BE NSO ABE EE AL

SUSE Manager E2|7t CHE ALgXIS| M3t #E 5 BE 7158 3 4
T

=% pen Tyt 7|, T4, e U A D5 BB
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A AH= O F0 ch

2 S=0|A 220[AES MEHSIH] A|A™ HE 22|Xof

Jhet 4 ULk,
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25.5. AF XL 7|2

A0

o Web UI0]| AHE

=
ALt

A= rhn.conf 74 DA 2AHE0] Q&LICE 7|2
AJ4SH7LE HAISH|C}

CHE2 SUSE ManagerOl| M At8E &= = AL Lt
E14. M 88 + A= Ao 2E

oloj 3£ palyl

en_US o

zh_CN 530

25.5.1. At 7|2 QIE{H[o] A E|Of

UBLICE ALBTIE 4

A E HE

et 2> W72 882z 0|35t

8t24™ /etc/rhn/rhn.conf ItYS S C}

mjo

712X 22 SUSE Manager Web Ul= AHEXt7F MAX|ot MZ0| Mot HOtE AFEELICH Uyuni &= SUSE
Manager M2 #HHSHE £ H|OLE HAY 5= JAELICH SUSE Manager H|OIO= 0|52 SM T AELICH
rhn.conf 74 AN 7|2 HIOIE HAY = JASLICE 7|2 HIOLE HESH{H /etc/rhn/rhn.conf IYS 11
CHE 2tRlS F715HALE HEELICh
web.theme_default =<THEME>
H 15. A2 + = ¢ Ul o}
Hlof o1& My AEHY
susemanager-light SUSE Manager A
susemanager -dark SUSE Manager Gl=X
uyuni Uyuni A
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Chapter 26. SUSE Managerd| A PTF ALE

SUSEE 1Z{0f|A| X1 S 2= 3l X2l R E S2M0) cish A &8 At 2 HISELICH 0[2{$t PTF(ZZ2 33
ngo)E O|H| 2| EX|E2|2 AMEE 4= UM SUSE Managerdil A S7|atet 4= JL&LICt

26.1. PTF I 7| X|of| CH3H 2rOtE 7|

PTF Ti7|Xl= ZEA| H{7|X|E Sl X|=|0 ptf-xxxxxx2t= O|E0| XIHELICE K7|M xxxxxx= HZO| OfL|2}
Ho ot Ii7|X| O|F o YR ULIC

Ol= 2T E0{0f =F AletS Zeldt= TH7|X| 9 F2hot B wh2f Z2HELIC o2t R THF|X|=:

=

o HE AXH 5 YSLICHZF, zypper YOOI EO| M ELHZ 2X| S M QSHA| g43).
o HFE HAHY £ YUSLICHF, A7} zypper & S0M BAXHLQZ XY= ZRE Melsta 2| 17| X|
0| PTF S CHAISHX] 843).

o Z|LH{O| PTFOi|Af O] ol s ATt £ =RIE A

Aoz AT 0]k A0 EE LICE

OF
=

25t

o AlZE0H| 0|0 EX[E 7| X2 HHO|EYLICHS, 2ZE 07} 62 IF X2 2EE B2 PTF= oixi| A|L=0f
AX[E 7| X2 AH]).

rir

oi7|X|2| Feteh IDE FES Y MHIAE HHZE/IHAIZSHE Yol thet X[& ok ehAl X3 Akl ZAL 280l A SUSE
Kol M= gfLIct.

26.2. PTF I 7| X| 2X]

o PTF Ti7|Xl= #™ SLE 12 8! SLE 15 7|gh A|AROMEE X AELIC CHE HTO|LE 2F
HMH|ofl= Ot~ 0] 7| 50| HIS = X g4 H|O|X[7} EAIZ[X| & LICt.

il HE E2 A2 PTF 2| EX| E2| 43 % 713}

1. 2&0IM mgr-sync refreshS LELICE

2. mgr-sync list channelE =5t SCC AIE 0|E2t 0|F0| ptfsE AESt= K@ S FHELICE 0f: 3123456-
sles-15.3-ptfs-x86_64.

3. mgr-sync add channel <label>Z AMESH0] PTF AE S &MatatL|Ct.

Ol Ol S AMEZ = ACH ST 7|2 M

o

AMESH=E ZE AlA”-If =71 = AS LT

PTF Ti7|X|= Al2EE ACIO|EY f XtS= MEE(X] ooz E”AI"*OE “XI3H0|= gHL|Ch SUSE 112 x|
ME= £F 2XE siZsH7| 2l PTF H=E MSELICH ZEA Ii7|X|= AHBSLO] PTF SE0IM &S >
UELICE EXE += A= PTFZF A= ZE A|A0f= PTFE LHESH= SUSE Manager Web UI T|O] X| 7} QUELIC,

EX}: SUSE Manager Web UIE Sl PTF 2| ZX|E2| &3} & 7]

1. SUSE Manager Web UIOIIA 22| > 8% OPEAL > HIESE 0|S3t0| PTF 2|XX|E2|
Eu= 1N u

i
nig
0%
LO_I-
gt
=
it
mjo

2. HIE S71%t e Holl A= [FF M BAM S S2IeLIch
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3. ®ME0l et Ha 3 MEd kD 2 LIE o= 0| EA|=|0{0F 2L|CE.
2

Ol 4] SCC A 0|2t O|E0] ptfsE A&SH= DS RESLICE 0l a123456-s1es-15.3-ptfs-

HZ0l X =|of Aojof ®IFoll SH AHES FIred = UAFLICE

AKXl PTF O§7| X] A %]
1. SUSE Manager Web UIO|A] MJAEL > MJARI SEEO 2 0| 5510 PTFE MX|g 2210|HEE MEfBiL|CE,
2. menu: A|AEI[ATEY 0 > IH7|X| > AT EL 0] M{Z]2 0| S350 PTF xHL S MEfEL|CY,
3. [CI2 ]S 2stn AZELQ0| k2 HE Zolo|M [&el |2 S2IFLIch
4. ANAHOJHIE > 0] O 2 0|55t ZME AI{E N Mid SL0| AR E|A=X] FlefL|ct.
5. MAE ATELQO] > PTF > MX| 52| O Z 0| SEHL|CY,
6. SX| PTF I§7|X|S MEHRIL|CE,
7. [PTFE%| ]S 2=/5tn 2024 AA| =F(PTF) 2K =telojM [&el ]S S=IgfLct.
8. AJAHL, OJHIE > O|H O = 0| S50 PTF MX| ZtE tQlgfL|Ct.

APIE M85t PTFE MX|HOf SH= B2, TEA| I{7|X| O|F2t &H et system.schedulePackageInstall APIE
AEY = AELICH

26.3. PTF X[ =

PTFE Sdi E0E A7t siBE= A= 2el=H, UH0|EE Ij7[X= &% |XIES YUHO|E EHES
FHE = HO0|E 2| ZX[EE|0M F7| X RX|IE HH0|EZ E2| B EEL|CE

30| ZetEl o] H7| HHlo|E7t 2| AEH PTFS HH0|EE HTT AHEE PTF 2[EX|EE|Z S| AF LT
HHO|EE PTFOIM = AASH 440 HAHEH YHO|ES CHAl 2X1E £ JA=F LT,

PTFE +730| ZetEl RX[E4 HUC0|EZ WASHH HF I47|X| UCI0|E £i= THX| 2XIE S8 M52 =2 +HE LT

26.4. I 7| X[ 2] THX| H{F H[AH
PTFE 2X| M35t mf7|X|Q] IHX|=|X| 2 HTS A|AH0 HX|SH0F ot= 2B ZHEtet II|X] MAHE Sl 0|
e 2 QIELICH PTFINY|X| = E& 7| X| =5 H|O|X|0l| M MEigh &~ gi&LICE

1. SUSE Manager Web UIO{| A A|AE] > MJAHI 220 2 0|5350§ PTFE X|7{& S2t0|HES MEfshL|Ct,

2. NAH”H 2ATEQ0] > PTF > S8/H|H ot9l YO Z o|SgtLCt.

3. MAE PTFI§7|X|E MEHStL|CE

4. [PTFHIA1E Sstn 203 AA| $H(PTF) HAH = Ho|X|of|Af [ &el ]S Salst|ct,

5. Z1HE =olstH

=

28> 0IE > 0|2 = 0| SFLCY.
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26.5. 2CtO|HE|A] o{7| X|2] THX] B R

PTFE MAst2{™ 1ibzypp X zypper2 4 HTES 22t0|HE A|AR0| EX[sof gfLICt.

o
=
© e hewps sorstol renovept 7t RIFEIEK HolstAlL. Lig/Ho He o Kziol
SZ5= Z90 EAGLC

APIE AtE310] PTFE H|7{slof ot= 2 Yt system.schedulePackageRemove APIE ZZA| I§7|X| 0| St &H|
AH8Y 2 JAELICH

26.5. SctO|HEO| A i 7| X|Sf THX| B XA

CHE 2= %%‘:1% A|--9-6'|-D=I QE7P A5t AL *Iﬁ'%'oilﬁ St H7[X|E ®MAHH A2HS f%%* T 817” EI.‘: 59-
QIK| ot= SXto| QEE 4= QI&LICE

£ ABHE https://www.suse.com/de-de/support/kb/doc/?id=000020596 & &t =8I A2,
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Chapter 27. 24| sl 2

O] MM0fl= SUSE ManagerOf| A 2 4ligt 4= Ql= R JHX| LAl 2|2t ol 2 Yol Zee|of AELIC

27.1. I{=2! 222 E(BYOS)Q HIO|HE et HEo| CIATE
At SUSE 22| XA X

MH|AE CHA| A|ZHSH= S2F SUSE Manager A8 0| A 2771 2 MU S LICE
Tomcat2 CHA| A|ZFEh o H¥of MmigtL|Ct,
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tcpdump -i ethX -s 200 host <ip-address-of-susemanagerproxy> and not ssh
O SUSE Manager ZZ2A[0f|Af:
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cobbler sync

3. Cobbler7t 262 & TCPdumpE SXIELIC}.

4. WiresharkE A3t TCPdumpE 211 4 > Chetz 0| S35t HXot &4 & x| 7|CHE LT
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ChE3 THRL0] BRI QUIUXITH MLE BE Er THU0| Chef M2 TCP HZO| MAE7| B2 X2 THUe| 7}
OB B2 40| ¢1Z0| LT

J2 22 XA ME AZtnt Heot HZE (0A0M= 2 5,0007H) S 2™ MA| TS AlZHof| CHet CHEFA QI of| &F A[ZHO]
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Ak Taskomatic Hl=22l0]|
HZN S20|HE SE2 Ha{H A|AH  AJAH

=

Taskomatic ZI¢l2 F7|M2 2 S20|HUEE pingdtt| & {FE efIetL T}, 24412t O]
SHOIX| gh= S2f0[AHEE= HIZY SEf2 ZHFELICEH Web UI0f| A
S5 > HEYEC= o|SELIC

Z22I0|¢E= o 0| R 2 H| g dotE 4= JELICH
o 2ZI0[AUETI SUSE Manager AMH|A0| CHEE Xt20| ROE|X| tA&LICH 22H0[AEE 1802 (670E) S¢t
Xt#0| 2O &[X| o™ | AHELIC
o 7|Z Z22I0|HE|M rhnsd AMH|A T} HIZ S| A& LICE
e HTTPS HZAZS 5{85X| gt= Wt o| SHtof| S2t0|HE T} | X[SfLICE
o ZEI0[AUET AR A ME TEAQ O 2IXIFLICE
o Z2I0|HET}CHE SUSE Manager A2t §41 Z0|7ALt HZO| &R A=Y SLIC
o =ZI0|HET} SUSE Manager M2t S4lg 2 Q= WEY 30| Si&LICH
o USHHO| 22H0|ERt SUSE Manager At Zte| Ec{TlS Xttt SILICH
e TaskomaticO| X FLHE|USLICE

MHZo| 22t0|HE HZ| it XtA[St LHE2 Client-configuration » Contact-methods-intro0i| A &olg 4
UA&LICH

ZE PMoj chst XpA|SH LHE 2 Installation-and-upgrade » PortsOi| A 2HQ1Eh 4 QI&L|CE,

gtote 2| sl Zofl cHst XkMI$H LHE 2 Administration > Troubleshooting0i| A &0l 4 QI &LIC
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27.13. M 2t S7|=t =X s &

ME 2t S7|=t= FHAIE AHESH0] ISS OFAE 8l "EIOIEE ZE[SLICE 0|23t FHAIOM = BRE TS Yot
HIO7b &d5t7| eELTh of 3% JHAIZF TS| #RE 52 APO5P A7 WE| HIE At

OO ESH 2Of|= B} gt = AUELICE 1SS Al HTQZ P 20|=X|2H, o{HS| 2H7h &

HAIE MBSO 2|7t & dSh= O] e=0[ 2= |7 &|0{0F ZfLICt.

Al RFE CHdet 279t eH S7(=t Az O|01E = AX|Y, @F HAX= LUHOR 31 22 =S
ink B g

Q@- r/c che/rhn/satsync/*oﬂ)\‘l satellite-sync 7HA|E A5t STt FM O 2 satellite-syncE CHA|
EO

ISS OFAE] 3L ISS £2[0| 20| M FHAIE A A[SH0] O] 2HIE SHE Y = UALEZ FI[e7t dSHO 2 t=ELICE

XL 1SS MY 27 sHZE

1. ISSOrAE Q| B TETENM FE Mot = OpAEOf el FHA| TH S AFR| LT

rm -rf /var/cache/rhn/xml-*

2. MHIAZ RA|RFEHLICE,

rcapache2 restart

3. ISSOIAE{S FH TEIEO|M RE AStOZ S2{|0[20]| TSt FHA| IS AM|SfLICE

rm -rf /var/cache/rhn/satsync/*

4. MH|AZ RYAIERILICE

rcapache2 restart

F{ HFOTL Ol= M =2l 24 A

27.14. =L &5 uxl' |_|ok| T'_—I'” °H =

UL O|F REAERM AR EL ZR2E| Q|X|0f| 2Z QIS Mo Cist 2132 MAstLICt, O 23 zypper?Zt 22 22Xt
OIZ MOl CHBH QIAISH 4 gl= @22 utststL|Ct, /ete/ssl/certs/ CIHER|S stolsto] 22 L2 Xt Q1S A of| CHst
23T} SHIZA| MM E|A=K] 2o1E 4 QUELICE 0|2{8H 2|7t LMSHH zypper?t SHIZA| RS8IEE REAEM
AAZEE AM|0|ESt= Z4g nafslof BtL|ct

27.15. 231 AZH H|et 2| shZ

2™ rhn.conf & web.xmlE 25 HAGHOF BILICt. /ete/rhn/rhn.confOME ZS % 2 MHSt
xmlolA = 2 T2 gf2 AASloF 2HLICH & 22 AlZHe| 20| SaloF BfLCt,
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Ex}: Web UL 2301 AlZH I 2 =X

1. MH|A SX:

spacewalk-service stop

mjo

2. /etc/rhn/rhn.conf& 1 ME2 A7t Mgt 24 (E)S XY= E CHS 21l S F 76 L HEELICE

web.session_database_lifetime = <Timeout_Value_in_Seconds>

4. /srv/tomcat/webapps/rhn/WEB-INF/web.xmlS S0 MZ
Z7FSHALE HE LI

AlZE Rt gk

mjo
HT
r
40
HU
M
oot
Of
H1
Jhu
il
njo
]
re
o

Ho

<session-timeout>Timeout_Value_in_Minutes</session-timeout>

6. MH|AE THA|IZFRILICE

spacewalk-service start

Hot oY SAS 23l Q15S Hdeloti, AL8Xt 0|t HIZHS E Holst £, /ete/rhn/rhn.confOlA SSL &
gL

java.smtp_port = integer (default: 25)
Java.smtp_auth = true/false (default: false)
Java.smtp_ssl = true/false (default: false?
Java.smtp_starttls = true/false (default: false)
Java.smtp_user = string (default: null)
Java.smtp_pass = string (default: null)

SMTP Mt S419| HZ AZEH|etS 52|21 /ete/rhn/rhn.confOil A CHE T2I0[EHE EEY 5 USLICEH

java.smtp_timeout = integer (default: 5000)
Java.smtp_connection_timeout = integer ﬂdefault: 5000)
Java.smtp_write_timeout = integer (default: 5000)

27.17. noexecE AtE%H /t

Salte S2f0|UE mpH A|ARC| /tmpOfl A & H
gf0tOoF BL|Lt. o] 2H|E sl Zst7| ¢let CHE WY

X|EEl TMPDIR & HZ JA| C2EE| F2E M2t

02 E =H| &

3
g O

o
SM0| AFE|X| 42 CIHMEE|E 712|7| =5 Salt AH|2
= AYLICE S2H0[AENM Salt HES AHESH= B2
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systemd E&Q! 714 MY /etc/systemd/system/venv-salt-minion.service.d/10-TMPDIR.confS ALt

salt-minion2 AIEStE HARO|E= /etc/systemd/system/salt-minion.service.d/10-TMPDIR.conf& A2SH=
40| ZELICL EEQ 74 I LHE 2| of:

[Service]
Environment=TMPDIR=/var/tmp

27.18. noexecE AIE%t /var/tmp OI2E =X| {2

Salt SSH= /var/tmpE AHB3t0| Salt Bundleg H{ZSI HEE PythonOE Z220[HE0M Salt B
AMEBLICH J2{2 2 noexec FMOE /var/tmpE OF2ESHA| Qt0tof |Ef HEAEY TZHALE Salt SSH
At85to] S20|AUE0 TESEE /var/tmpZt noexec ML E ORREE S2I0|UEE Web UIZ REAERMY
ASLICEH

-|> mun o

rH'I |IOI-

Z7H2 EQISH = 010 2|0| M2 A|ZFSHA AR, H o] XFS It A|AEIO|A /var/spacewalk
-

H o It A|AHIZ A5t AR0= /ete/fstabS HESED /var/1ib/pgsql ot 2 MAHSHHA L. MHE
E

J3|0|= ZH|ofl CHet XtMiet M E = O0to| 22fojM 21 M-S QlsHyA|R. 21 MA2 A 30|E I A|ARC
/var/log/rhn/migration.log0l X &LIC.

N
-
)
o
1

= ZH SHZ

22 HAIXIS 7|2 +H2 30Y0|H, O o|F0fl= 47| MEff 2AI@10] HIAIX|7} HIO|E{H|O| AN AK|EILICE O]
2f2 HASIEH /ete/rhn/rhn.confOlA CHS 2t S F7tSHAHLE T RIS C,

java.notifications_lifetime = 30

otz O
A2 7

1o
i

M3t £= H|ZA5FSHH Jete/rhn/rhn. confO| M CHS 2tQIS Z=Ttsk{LE BRI EHLICE

java.notifications_type_disabled = OnboardingFailed, ChannelSyncFalled,\
ChannelSyncFinished,CreateBootstrapRepoFailed, StateApplyFalle \
PaygAuthentlcatlonUpdateFalled EndOfLifePeriod. ,SubscriptionWarning

712 M gl 1 M2 usr/share/rhn/config-defaults/rhn_java.conf ElE3] IUS A XTSI,
27.21. OES 2| ZEX|E2| 23t 2| o &
SUSE Manager AHHO|A] OES(Open Enterprise Server)E &43tst2{H HHEE| = »ALE HELICH

Hik: OES 2| EX|E2| 243}

1. OESOf| HM|A T 4= = Microfocus®| O]2] Xt ZHO| Q=X| 2olgtL|Ct.
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. SUSE Manager AMH0j| 22IgtL|Ct.
22Xt > MF OpEA > 23] XHH ZHCE o|SHLICH

. SUSE Manager0i| Ci$t SUSE At 0| 0|0 /=X| elefL|C}.

. MZ 71517 23t S M8 MEYSH Microfocus AHH SHS Ql2dgtL|Ct,

o oA W N

#e|XE > AF OPEAR > =2 X SEC=2 0|S5t0] Mz nH 20| 2tz wi7hx| 7|CHE LT,

7. MZ 20X M F S0 OES7h EA|IZ[0{0F RfLICH O[H CHE RMISME E-dete &= ASLICE

27.22. OSAD %! jabberd =H| 5 Z

LR ZR0l= jabber7t @ = A= Z|CH THY =7t HZAEl OSAD 2EH0|AES| £=HLH XS 4 JAELCE
J2{gt 22 OSAD 2210|¢E= SUSE Manager M0 HAY = §loM ZE 52220]| A jabberdel & AlZt0]
L2 @ AZL|Ct

O] =2 OSADE ArE3t0] HEE S2t0[AETt 81927HE X 1tdt= Z 202 2Rt Lt of
22 il Salt S20|AEE MESH= A0| ZHLICE i EX =Fof thet XMEt g2

—

Specialized-guides » Saltof| A ol & QU&L|C,

jabberd 2Z 74 mMUS MG jabber0| AIEE # U= MY 5 S8 £ ASLILCHL 7|1E2HQZ OiYUR
/etc/systemd/system/jabberd.service.d/override.confOfl Q&L|CE.
EX}: o ob Y 5~ =F

- o
1 B DTEDENM FE Het

[

|0
Hu
rg
ial
et
Hu
e
4
0x
=
ne
mjo
13%]
r
ul

systemctl edit jabberd

2. O| MM S FI15HAHLE HERILIC

[Service]
LimitNOFILE=<soft_limit>:<hard_limit>

Mefe|s gre

Aof| et CHELIC HE , 220|AET 950071 U= ER £2ZE = 1000(A 960022
10000{M 105002 = '—E'LIEL

L HA §|_
se|RotE ¢S

[Unit]
LimitNOFILE=
LimitNOFILE=9600:10500

3. o

mjo

Mot HEI|E S=YUC
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https://www.microfocus.com/documentation/open-enterprise-server/
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o systemctl ItQ| 7|2 vimL|Ct IS XMEStD ZEstHH Esc £ =2 L

HEZ0|Sot1 iwq S YH

pooA
RSN

/etc/jabberd/c2s.xmlOlA  max_fds IO2f0jH=  OO|Esiof  @LICh ol CtEm  ZSLICh
<max_fds>10500</max_fds>

AOE o Hishe B T2 A2 E2l ohd ol 2|t LTt SUSE ManagerOllA| 7HE B0| £H[SH= Z2MAE
ZE0|MEY HES o= c2sYLICE c2s7t SHIEA| 2S517| 2ldf ERst H|HZ Ef%% +8% £ AXE of7|0f
27t mAol 10070 F7HE|A}ELICE SIE H[et2 jabberl £35t= ZE ZEMAN MEE|H 2t2RE, c2s U sm

mE AN B2 TUE DAL

27.23. W7|X| S &K =H HE

S2t0|UES| m7|X|7t &2l HS SUSE Manager MH{7} M& Jhsot HiX| et SHI=AH Z2FoH| =Y
USLICE. O] B2 Web UIOfA IH7|X] HCIO[ES AHEE 4= AX|T, S=EH0|AEN = EAZ|X| 2 Z2t0[A
YHOIE A7t HmgfLict 7|X EHZ X Mol S5 2elste| S20|HENM TF|X|7F BA A=K E
H el E[=X| etelghL|Ct,

rrm 4>

S| E M IH7|X] &2 A Mol SFS &elott] ii7|X|7F FH2l SEfRIX| E= M Q| =[=X] 2elgtL|Tf.

=

tot

taF X[ ESHE0|A /etc/yum.confE &2ISt exclude=E ZAMBtL|CE,

°
J

e SUSE Linux Enterprise % openSUSEM|A zypper locks EHS AF2%L|CE,

27.24. TEA E St 2| EX[EC| AFRE ZX| o 2

L B EEAQ squid HHAIZF &4 E = JAFLICE O] ZH|7F ZdstH TEAof HZE 220U EM M I7|X| =
2| ZX|E2| HEIH| O 7t 7|7t Auhst f fot Q7 HIA|X|7F EA|E LT,
squid FHA| Fe|= L TEA £= ZHO|L] ZEA|O|M CH=AH| B EL|CE

=

L ZEAQ FR ZEA| A|AHIO|M CHS BALS - ELIC

systemctl stop squid

rm -rf /var/cache/squid/*
squid -z

systemctl start squid

podmanE MWL = ZE|0|] ZEA|Q B ZAE A|AHIM CHE BXHE > etL CE

systemctl stop uyuni-proxy-pod
podman volume rm uyuni-proxy-squid-cache
systemctl start uyuni-proxy-po

27.25. A% O|HIEZ YA HE =X i Z
Salt 22t0|AHE &= A|Zfe WHOICt machine_id graing SUSE ManagerZ2 ME®fL|Ct. SUSE Manager= 0| graing

AtEdl S20[AET} SEEAEX (R E TEPLICE O] ZZMAE TIHSHEH 7| Salt =0| R 7
Salt 2E2 UE ZZMAE AHSIEZ Ch0 S20[AETL SAI0f| A|ESHE 3@ Z2AMAT 4E3]| X[HE &
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UFLIL.
O] ZHME o &Z5H7| fleh B2 7| Salt 2 ES YA = A= MZ2 7|S0| Saltol] == ASLICH
0| 7|5E ArE5I2H 0| 7|52 X|¥dt= S2t0|UEN| M S2H0[AE 40| 1o DH2t0|H S FI15HH E LTt

O T2 M AT} YEd| RIME|A St2{™ mgr_start_event_grains.sls =20| Salt AEiE Ar2stH ElL|Ct,
o o|Hof| SEst
meto|e{ 7t 7|2

SUSE Manager MH2| HE TETEO|M CHS HH S ALl start_event_grains 74 =05 2HotEfLICt

FOIO*EOH'“P HMEEILICt %20 Salt E2I0|HEE SEJYCHH 0o 74
o= x7t|0] Y ALICH

JH rulu

salt "' state.sls util.mgr_start_event_grains
O] HH2 Rt 1d=S Sc0|UES| 40 7151, S20[AEE THA| =S 1 0| X ERfLICt. S2t0|AET} =7t
0 B2 Z< ool CHSat 20| HiX| REZ HHES ’é‘%%* = AL

salt --batch-size 50 "*' state.sls mgr_start_event_grains

27.26. PAYG ZH| s{ &2

o AIREIIXAH ZH 7o) MujstH 20 5 Web Ul0] ME st 2F HIA|X| 7} EA|E[0{0F EfL|CE
o XtZ ZHO| ZHE5IX| 942 ™ reposyncOfl HE s Q3 It HA|Z|0{0F EL|Ct.
registercloudguest MX|

o 28 22IRE YHI0|E QIm2tof| CH$t registercloudguest HZES MZ DXLt HAMNT XA ZHS
AF86H= O] Bel 7t =[X| gfotof L|Ct.

o SERE HAE FIHo| M 22RE HEO| SEE0 UX| %2 ELR registercloudquest --cleans
HAHSHH ZH|7 LMe -~ UELICH

27.27. Proxy 20| Pay-as-you-go #4

A|AEIO] PAYGQIX| OF-IX| 2fQlst2{™ SUSE ManagerOlAl sudoE A3t instance-flavor-check =FE
AABHOF L Ct.

2 FE29 &d Has RAEEZE 10| http ZEAE A2 2 22 0| #F0| sudoZ SHIEH
X

QI st 7tX| YHHE Jete/sudoers.d/keep_proxy.conf It CHS LIRS F 7tk ZiQIL|C

#7t53t IE T2A| 2A QK|
Defaults env_keep +="http_proxy https_proxy no_proxy"

0| Sofl Zlet ol AZ20]d Sof| ZEA| 22 &F H4-Z |A = AFLICH

[yl

SUSEWVISREgEnais | 27.26. PAYG 2X| 812 155/172



No

7.28. Z=EA| HZ Sl FQDN =X| 3 &

DEANE Soi HZE SEH0IUETF Web UIO] EAEX|Z ZEA S St HEEJASS BEAISH] gi= 3R7F ASLICH
HZO| HA| o2l O|S(FQDN)S AtESHX| g4 TEA|7} SUSE Manager0fl 22{X|X| §i2 Z< O[2{et EX|7t
I:éI'AH'é'I- A OI¢|__||:|.

o=2 T M- .

ol2{et SAS wHste{H CHZat 20| ZEA|Q| S2I0|UE 4 THA0A =7t FQDNES grain2 2 X|HoHYAIL.

grains:
susemanager:
custom_fgdns:
- name.one
- name.two

27.29. 2HM| oW Z SH|l 20| E S5

VMS 2RI A|ZHS 3| Hotet 4 QX9 ClAZ0] SRE Al FwJt ov 27t e 4 AL

0|0 SEE 220|AET} U HP ST 2et0|ES| SRS M4 $ 22S S6kT, SUSE Manager2 £ He)
N ZetollER SEeknR & 4 YBLICL J2Lt HE SejolEet 220 BAl ID7 SUs FL SUSE
Managert & S2}0|9E S SlLto| NAMOZ SE6kn 7|E 22t0|9iE B0|E(S 22| Hl0|E|2 HojiLct,
Ol SUSE Manager’t 222 M2 CHE S2H0I9IE & JH2 QIAstzE 22| Bl IDS WZsHe ZY 4
Lt
® of FAto| 2t £l =N 2etolAE0A £HELICE 0] HAHs SUSE Managerol S2&
M2 ot 9l ez 2at0|IE S TEEHR| UALICE

1. SHE MMM ZAE 0|1t [P FAE HAYLICE /etc/hostsoll HAARR I SHIE SAE 2t50| Zotk|0f
° 3l

2. systemdE X[#ot= HIEO| Z: A2 Ml ID7 SYUS 22, =XEl 2 220|UENM RE A2 THUS
AP CHA| g gfLICt.

rm /etc/machine-id

rm /var/lib/dbus/machine-id

rm /var/lib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure
systemd-machine-id-setup

3. systemdS X|8IX| Qb= HIE TS| ZQ R E YO Z dbusOl| A Al ID MM EL|Ct,

rm /var/lib/dbus/machine-id
rm /var/lib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure
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27.29. 2H 12 ZHE 22to

A

Im
ojn

=
=

4, 22fO0|HEN ofFs| S Salt S2H0|ME DI Y= HLR 2zt Z2H0|AENAM minion_id LHAS
AHELICHFQDNS 22I0|HEES AR wf MdH Al AHEE). Salt O|LIYH 220[AES| = CH3X
ZrAaL|C}

Edg .

-

=l
mN

Salt H= S20|UES HR LIS

t

S LT

5. 229 Ho|X|ojM &2lE J|E AHSt SUSE ManagerOijA AJAR TZmHd
S2}0| E T A|ZFtL| T,

1o
it
>
ot
ot
fnl
blo
o
>
ol
_o'_l-
2

6. SEI0|HEE CHA| SETLCE O|H| ZH 22t0|AHEQ| /ete/machine-id7t CH2O, A|AH! 7§ H|O|X|0of| SHIZA|
HA|Z|0f0f BHL|CE.
Mzt 2HIE J|= Saj0|AE0IM F2 HA ID 5HZ

1. SHE MM SAE O|E1t [P FAE HAYLICE /etc/hostsoll HAALY DL SHIE SAE ot50| ZotE[0]

UEX| it

2. CtSE AM8%10 Red Hat Enterprise Linux Server 6 3 SUSE Linux Enterprise 110X rhnsd H&2
SX|eLCt

IR
i
[rad

|4 systemd 7|t A|ARYQ| AR Ch5 S AHBL|CE,

3. CF2 2 2 osad SX|ELICE.

ta
rir

tR
rir

o
ol

0%
_EI_
ne
)|.D

4. osad T I A|AE D ML C,

r
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rm -f /etc/sysconfig/rhn/{osad-auth.conf,systemid}

5. Ml ID7F ZotEl TS APetLCt.

O SLES12:

rm /etc/machine-id

rm /var/lib/dbus/machine-id
dbus-uuidgen --ensure
systemd-machine-id-setup

© SLES11:

suse_register -E

6. X4 3 LU S HAELIC

© SLES ZZI0|¢E

rm -f /etc/zypp/credentials.d/{SCCcredentials,NCCcredentials}
O Red Hat Enterprise Linux 22t0|AHE:

rm -f /etc/NCCcredentials

EEE CHA| & ELICH OIX =HE AA-S T YQASHA| 2810 SUSE ManagerOil Al S| El

27.30. =Xl ol Z Web UI0|A S50| A1lst 2 QFT 7t EAIE|X] g2
Web UI0IMe] £7] S22 93 2E Salt 22109l = = Salt SSHE ALBRILICE,
JI2HOE Salt SSH22H0IR1E S HHol 2FE CHAl 2Tk 2Lt

J2{Lt Salt SSH 220|HEE @R E AME 4= U= /var/log/salt-ssh.logll 218 2HZ A EILICE

27 31. 7|Z& S20[QE AH| = Salt D|LIHC =2 S5 Ale| ZH| &

fa%t AlLt2[@7} obgL|Cch YHHHo=Z ZZI0|AEE AMHSHX| %1 J|E Z2I0|YUEE Salt O|L|¢IoZ
oto|J2f|lo| MEtLICE Salt= 7|ZE Z2t0|UETL JUSE XAHSC=E ZX|stn ERt HAS KHHOE LHELICE
SHX|2H 7| & S2t0|HEE O{EAIE Mgt = Salt O|LIACE CHA| SESHHH, CHS HAE WS = SEI0[AUEE
SaltO|LIY O 2 SESIMAIR.

1. ChS TH J|A:

/etc/sysconfig/rhn/systemid
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2. Ch3 W7 XIS AR

zypp-plugin-spacewalk

> — [ -+
27.32. 7| & Red Hat 220[¢HE S5 ZH| ol &
7|Z9| Red Hat Enterprise Linux 7 % SLES Expanded Support 7 £2t0|HE7} SUSE ManagerOll A SHEH|

tSota™ 28 MBE[X| @f2 If7|X|7} HRSIEZ, 0|2{0t 220|HE RHO| CHet ALK} Fo| HE2 YHtHo=
gcheck 2235 HX oHAMELICL. O2{Lt rhnplugin.conf M2 O[2{3t M™ES FAStD GPG ZHAE
AatetL|ct

bal

s g

Z, 7|Z Red Hat Enterprise Linux7 % SLES Expanded Support7 22I0|HEJl S2E ZL ALEX H9|
KoM gpgcheck7t HIEMetEl A0 S20[AE= ALEXF Fo| *EoM MHEX 42 W7 |XE HX|SHK|
ef&LCt.

2HE &8, /ete/yum/pluginconf.d/rhnplugin.conf TItYS MGt GPG HALS HIZ M6 L[|
o2 7| X| HX|E gMstst SEt0|HET O 4THE XESEF rLCt.

27.33. =X| 51 Z Red Hat CDN *{'2 & Ct= QIS A

Red Hat ZHIE X3 WESZ(CDN) A{E2 F20 w2t of2| ASME HSSHX|2t SUSE Manager Web Ul= gt
JHo| QIE Mot AR ES 4 QUEL|CH CDNO| SUSE Manager Web UIGIA 210 Qs Q1B AL CHE IS ME N Est=
22, EMIt SHIEMEIE R A0 AIistn 2| XX E2|0f CHot HMATE AR ELICH £ E= 27 HAX|=
CtS ot Z&LICh

[error]

Repository '<srepo_name>' is invalid.

<repo.pem> Valid metadata not found at specified URL

History:

- I[:l] Error trying to read from '<repo.pem>"'

- Permission to access '<repo.pem>' denied.

Please check if the URIs defined for this repository are pointing to a valid repository.

Skipping repositori/1 '<repo_nam' because of the above error.

Could not refresh the repositories because of errors.

HH:MM:SS RepoMDError: Cannot access repository. Maybe repository GPG keys are not imported

O EXIE oiZst=H fuet 2=

CHAl 2ESHY A2,

e
ol

ME thd pem A2 HEot £ SUSE ManagerdllM ALESHEE AEME

AXt: 6{2]{ Red Hat CDN QIS A sl Z
-

1. Red Hat Z:2I0|HEQ d IDEIENAM, FE JHoteE EY rh-cert.pem  IHUQ
/etc/pki/entitlement/0IM 2E Bl ASME +EELICE

cat 866705146090697087.pem 3539668047766796506.pem redhat-entitlement-
authority.pem > rh-cert.pem

2. T rh-key. pem ItUO| /etc/pki/entitlement/OlA BE 31X 7|2 BT

cat 866705146090697087-key.pem 3539668047766796506-key.pem > rh-key.pem
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Client-configuration > Clients-rh-cdn?| X|&0j w2t O[F| A 2/ZEME SUSE Manager MHZ JEEY
ASLIC

27.34. SUSE Manager At 0| & HE 2x| i 2

SUSE Manager MHH2| ZAE 0|§S2 Ea*i tHZASHH SUSE Manager AX|7} M2 &S HX| QbSLICH eHListH
G| O[E{H|O] 20| M HAALEO| MEE|X| k0t HA ALEH0| S2I0|AE TEA|Z HOtE|X| 287| HiZLICt

SUSE Manager MH2| S AE 0|§& HAHOF ti= 22 spacewalk-hostname-rename AR EE A0 HAY
& UELICE 0] ASB E = PostgreSQL H|O|E{t|0] A 9| A 8 SUSE Manager®| I8 £ ZXE

spacewalk-hostname-rename A3BE &= spacewalk-utils 7 |X|2] YL L|CE,

AFZEQ| YUt L M2t0|E = SUSE Manager MO AZ2 A E P FALICE

Hx}: SUSE Manager At{ 0| & HZ

1 DNS MH{OIA 22 U §HO=Z AIAH £Z0IA AHo| HESIT SHS HHBLICL Qw3 0|2 oIS 93t
Y MEE B0 BUCL UEYD M WS 12 AAHo| 0|22 WY ue SUs WA=

S|t

2. MUIEQIR FEE AL 22

[m

0| S0 HEE|AU=X| &Ql5t2{™ SUSE Manager MH E M ESfLICE

EE

3. MHel = FAE AIRE spacewalk-hostname-rename AIRUES A
ALE3HA| °JOD=| ASEEJH HIistA| ELUCh o] A3BEE= 2E Salt 22

— Hd— H— 1

XM, dlst= ol Zel= AZt2 S5 2210[AES| 20f wef LHELICEH

HELICE ME7H A 2 AE O|F
to[2E0] CHet & HIOIEE AHE

4, 22}0|HEJ} SUSE Manager ZEA|E S3ff 22|E|= AL 0| TS ALEL|Ct 2 pa|=|= 220|HET}
M =AE O|&1HIP —’F—_’-*_S QIASHES CHA| FHBILICE, Salt 22t0|HE 74 MMM M Salt OFAE{(SUSE
Manager At{)e| O|§2 X[HsHof BfL|CHIIY O|E2 /etc/venv-salt-bundle/minionO|AL} Salt HES
AHESHX| b= A0 /ete/salt/minionQLICEH).

~ On

master: <new_hostname>
5. venv-salt-minion AMH|A CHA| A[ZHSalt HES AL SQ ER):

systemctl restart venv-salt-minion

L= salt-minion AMH|A(Salt HES ARSI b= ER):
systemctl restart salt-minion
6. ZAE O|SS Salt S2I0|UE 70| 2txs| MISHHH highstateg X EELICt highstateS X &%tH

2|XX|E2| URLS = AE 0|E0| HO|0|EEL|CE.
DE ZEAE CHAl P80k LT M M S Met 7|& ZEA0] ZASH configure-

©  proy.sh 23EE B0 HUICH ZEA| 30| Chet KA1 LIEE Installation-and-
upgrade > Proxy-setupOi|Af ol & QI&LICY
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XH AZE 7|Z= S20|HE| HAGOF St= /ete/sysconfig/rhn/up2date 714 THAO| UASLICEH MEMS 7|12
ALt 7|1E ZEOIME(UE FR)E O 852 = USLICL XMt L2 Client-configuration »
Registration-cliofl A 21 =~ U&L|CE

OEAE Sl PXE REHE MEB%t= 22 EEAQ 2
o configure-tftpsync.sh & AJBE
Installation-and-upgrade > Proxy-setup0i|A{ &tolgt

eoleoF ghL|Ch, ZEAI0fA
I.

(=3
o= =
HEE UHPLICH XAS 82
o

27.35. @XM SH 2 i &f A|A= BF MA
CHA A ARIS CHA| 270l 0F 3t E R CHS EHAIE MEHA L.
1. /root/.MANAGER_SETUP_COMPLETES A{R|gHLICH,

. PostgreSQLE &XI5t1 /var/1ib/pgsql/dataE M ELICE

= A SAE O|S7 UXGHEE CHA AR SAE 0|2 MFBLIC

Of

. /etc/hosts THU 2 &tQlsto| LRt AL A BfLICE

oA W N

CHAF A|ABIOA /ete/setup_env.shE 2Q15H0] H|O|E{H|O| A O] 50| MM |0 UY=X| 2olgtL|Ct,

MANAGER_DB_NAME='susemanager’

7. mgr-setupS CHA| AASFLICE

27.36. M| o 2 RPC A& A[Zh A5t

HESQA £=71 “2|AL HIEYZ 237} CH2E[0f RPC HZO| Azt I1I5._01I =) —1‘— UqELICE ofof k2t T 7 |X|
CHR2EE = HiX| ZHY0| BEH=[ALL o & =0 @24 ZEIL|CH 74 IS HESIH RPC AN ARE 4 U= Z[Cf
AZtg =g = USLICL o] HPE T HWENHZ XTI AKX IE ot I._, DTEMAE STHEX| o1
AuistA EL|ct.

Mk RPC 97 AlZH M3 Btol

e =

1. SUSE Manager MEHO|A] /etc/rhn/rhn.conf It S B X A[ZF I3 ghH(X) S D™ BILICE
server.timeout =" number’

2. SUSE Manager Z2A|0I|A /etc/rhn/rhn.conf IS F1 A|CH A|Zt ®St ZH(X)S MAEtLICE
proxy.timeout =" number’

3. zypperE At

838t= SUSE Linux Enterprise Server 22t0|HEO0|A /etc/zypp/zypp.conf ItHS B E|CH
AZHHEIBE g (E)S M

Heuck
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## Valid values: [0,3600]
## Default value: 180
download.transfer_timeout =180

timeout="number’

0 RPC AIZH XI3HS 180 % O|BtO 2 M| $tsted, 24| HAEQl XtQjo| ZEHE 9|30] QL

27.37. 2X| SHZ CIR 2 DNS AXMO 2 HA|=l Salt 220|HE

Salt 22I0|AET} MM Tl ZL0| = M7 |X| M2 0H F= HE e 52| ZH0| M2 EAZ|H CHE HAIXIZt
HEA[ELCE,

MinionO| & SX|=|7{Lt HZE = glELIC,.

0| 3% 2y &d

mjo
rE

Bl EHARL. 2HE HEY &= A= B2 EXE DNS 40| EX2| HUL + AFLICH

Salt 22t0IAETL CA] AIZE|Z4L} T2f210] M= 1IXMX|= F2, S20[AEE= FQDN 12lS A|4sta T2f|2lo]
TIHE Witk SEOHX| gb&LICt. SUSE Manager AHOIM Of2FEl Ztio] M= ] SUSE Manager A=
SC0|UEE YR test.pings T = 4K ZHYS $+ASIH S2t0|UETL M= HAHE[D D ZHO|
E2|AHE 5= UA=X| 2eletL|ct,

2XO= SUSE Manager AMHHE test.ping BEL
A X| ko™ S2I0|HE I} CHR2EU[HLE HEY == QICh= HIAIXIE EAISHD 20| IStz S M3 ELICH

olo
il
o
4>
r>
o
N
40
St
()]
Pt
ofn
re
o
N
o
i
fiul
()]
Pt
o
=l
=2
00
il
k=)

O] EXIE oiZst={® 22t0|2E0|A DNS 2lS +F3t0f FQDNE &¢ldt= S S2t0|AET 5= St HEX|
|

JbsSHR| gk2 AL SUSE Manager MtH2| /ete/rhn/rhn.conf THO| U= java.salt_presence_ping_timeout
US 420 2 UCE BIISHUAIL.

java.salt_presence_ping_timeout =6
2|1 CHS 2 ME8H0] spacewalk-servicess XHA|ZFetL|CE,

spacewalk-services restart

0| 2t2 Z7FAI7IB SUSE Manager A7} O]LIQI0| 2B & Q7L SEHSHK| SH=X] of52
0 Solst O] A|ZH0| Of Q2 2 4 YOO, SUSE Manager AMB{7} HUIHO=Z Laix|Z{Lt
o
o
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27.38. Saltboot 4! 2X| s Z

AXEl IEIE 37| gt EHE QIsl, Y5 22 Saltboot =412 SLE 11 SP3 220U E0|M WM E wf Mofet 5
UAFLILE J2|D L3 E2 LFEI EAE = AFLIC

ID: disk1_partitioned
Function: saltboot.partitioned
Name: diskl
Result: false
Comment: An exception occurred in this state: Traceback (most recent call last):
File "/usr/lib/python2.6/site-packages/salt/state.py", line 1767, in call
**cdata['kwargs'])
File "/usr/lib/python2.6/site-packages/salt/loader.py", line 1705, in wrapper
return f(*args, **kwargs)
File "/var/cache/salt/minion/extmods/states/saltboot.py", line 393, in disk_partitioned
existing=__salt__['partition.list'](device, unit="MiB')
File "/usr/lib/python2.6/site-packages/salt/modules/parted.py", line 177, in list_
'Problem encountered while parsing output from parted')
CommandExecutionError: Problem encountered while parsing output from parted

O EXl= 29 MH|7t ZeEl TE[Ho] 37|8 #3522 F
dHo| of| T2 =St

1Tod

0x
of
2
=t
Y
ot
1>

UFLICE 27|17} SH=2A| SEEH 54

Exl: Saltboot 20| M +F2 = OIE[M 37| 1Y

1. SUSE Manager Web UIO|A AJAHE] > AJAEI IFOZ 0|55t RLEE RUst= SLE 11 SP3 20| ET}

EHESIERO R OFS MRELICE 4] #0M Saltboot 5t¢ B2 = O|SEILIL.

. 2 AMH7F ZerE oE|MS R MHE[E 37| Z2Eo| MAES 37|(MIB BHel)E YL

-

w N

[ =2 M ]S 22511 highstateE M &3t0] HFAret S MEELICH

™ =l 9l J|EF 2E Spacewalk AH[ATE A ZHE|X| Qb L|CH XEA|SH

systemctl status uyuni-check-database.service

CC

_

rir

journalctl -u uyuni-check-database.service
O LM Ol spacewalk-service HHS MEHSIX| AOB{= 22 0| HHS S4ff [ HEE Z2jat & QAL

27.40. X ol 2 s7|=t

S7|2h= 2] O| R 2 A &~ AFLICE A EH|0f TSt ZhM[et i8S =helsta{H LS H S AL,

=
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export URLGRABBER_DEBUG=DEBUG
spacewalk-repo-sync -c <channelname> <options> > /var/log/spacewalk-repo-sync-$(date +%F-
%R).log 2>&1

ZypperZt 8%t 23 /var/log/zypper.logOI A= 2Qlgt & &L|Ct,

GPG 7| 2¥%]|
SUSE Manager= EtAt GPG 7|E AHS O 2 A 2|SHX| t&LCt IHF|X| 57|847F MojstH M2|g & gle GPG
2L 4 AELICE /var/log/rhn/reposyncE €1 Ct21} 22 QI E A0M 0[2{8t A0 siZst=X| &l

Its:

['/usr/bin/spacewalk-repo-sync', '--channel', 'sle-12-sp1-ga-desktop-
nvidia-driver-x86_64', '--type', 'yum', '--non-interactive']
RepoMDError: Cannot access repository. Maybe repository GPG keys are not imported

ZHE o2t GPG 7|1E SUSE Manager2 YUZES{OF THLICE GPG 7| YEE CHst XtMEH LHES
Administration > Repo-metadata0il A 2Q1gt 4= U&L|CE

spacewalk-repo-syncOlA GPG 7| ®IA
spacewalk-repo-syncE AHE5t0] 2|EZX|E2|E GPG 7|1E 822 YEEMT 0] 7|7t O 0|4 EHRSHX| g2
B2(0: 717t 2HEIJUAL HIAE SHO 20 AL El HL), spacewalk-repo-syncOlAl At3t= zypper RPM
CllO|E{H| O] AOI| A R A 4= JAELICE O E Qs AL S = U= BH2 CHS 1 Z2SLICH

*

rpm --dbpath=/var/lib/spacewalk/reposync/root/var/lib/rpm/ -e gpg-pubkey-

0{7|X gpg-pubkey-*= MHE GPG 7|2| O|SL|Ct.

GPG 7| AM
GPG 7| dulste™ HX O] 7| S MHet = M 7| YHsto] YEEIL|L,

H3Mo| Mufst AL /var/log/rhn/reposync/*.log 21 Tt Ct2 1t 22 QLRI EA|E 4 Q&L|CH

Repo Sync Errors: (50, u'checksums did not match
326a904c2fbd7a0e20033c87fc84ebbabb24d937 vs
afd8c60d7908b2b0e2d95ad0b333920aea9892¢eb’, 'Invalid information uploaded
to the server')
The ﬁackage microcode_ctl-1.17-102.57.62.1.x86_64 which is referenced by

atch microcode_ctl-8413 was not found in the database. This patch has

een skipped.

0| LFE= -Y SHS AIEOI0 B TELEN| M S7|=tE Aot 32 7ts T LIt

rr
mjo

spacewalk-repo-sync --channel <channelname> -Y

O M2 2ZZZ JAIE M3 40| ofl S7|=t Hof| 2[ZX|E2| HIO|H E =felgtL|Ct,

—
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CH2ZE A|ZH0| CHE @72t 8H X at5h= 4 R0l siEefLct.
28, 'A1H0| T =&LICH =2 300 LHof| & E X 1000HI0|E 0|2k

0| F= /ete/rhn/rhn.confOllA reposync_timeout % reposync_minrate 714 S XHstH siadg £
[AELICL 7[2XHo=2 300k S¢F =% 1000HtO|E 0OJPt0] MEEH CIREEJL ZTHEL
A
=

reposync_minrateZ X HIO|E £2 M3t reposync_timeoutQ 2 CH7| AIZH(X)S =H™E £ QU

27.41. 2X| o| Z Taskomatic

2|ZX|E2| HEHO|E] MM H|mA ZIoFXQl ZZMAO/EZ TaskomaticE 2Zsi3{H ¥ 20| ZE £
UELICH E3H TaskomaticO| E=6HH 2| EX|E2| HEHH|O|E R MM0| STHE & JUELICE

TaskomaticO| 0{T35| & SO[7L Z2M AT SS8t 22 I7|X| YH|O|ETL Web UIO|AM AtEE = A= AN EH
2 o AL, SHO|UENE EAE X ol S2H0|HE HO0|E A=7h HIiRL|CE O] B zypper ref
HHOM B = Q7= LS Z2ELIC

X|EE URLOIM Rzt HIEIHIO|E S XS + 8IS

0]

€ +ZstHH TaskomaticO| O{X3| 2|ZX|E2| HIEIHOIHE MHdst= FAX| E
sto

StOIStL|Ct, 22I0|ME YUHO|E7L SHIZH| $™E==2 HEIHO|E AMo| 2=ZE wintx] 7|Ct2|HL S =
Taskomatic2 HA|ZHEtL|C,

5 A ol
0| Zdg £ A=K

rir
ot

Hk}: Taskomatic 24| ol

1. SUSE Manager MHO|IA /var/log/rhn/rhn_taskomatic_daemon.log ItYE =tQlsto] MIEH|O[E XHAYA
T2 M AT} OHE] M FQIX| tE= SE0| WM =X =teletL|Ct,

2. taskomaticS XHA|ZFEFL|CY,
service taskomatic restart

3. Taskomatic 21 DU M Ch3 1t Z2 o = 2t¢ & BH= 2tQ1S Kot HIELTHOfEf XMt 2t El MM S AlHet

2 &Lt

<YYYY-DD-MM> <HH:MM:SS>174 [Thread-584] INFO

com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Generating new repository

r11;|1re0tadata for channel 'cloned-2018-q1-sles12-sp3-updates-x86_64'(sha256) 550 packages,
errata

<YYYY-DD-MM> <HH:MM:SS>,704 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Repository metadata generation
for 'cloned-2018-ql-sles12-sp3-updates-x86_64' finished in 4 seconds
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27.42. Web Ul 2EE AT}

7t& 0to|2gj|o| M =0of Web UI7t EEE|X]|
ANAED S5 AR =2 HEIRKA A
UELICE,

=X ol Z

2E = ASLILEL O] EXlE M AA”ES 2AE 0|F & IP 27t I1E
ofch LHPILICt Ol2{st SFC= R BN 250| Zde &

JHAIE X2 HO|X|S CHA| 2E5HH O] 2H|7t i ZEILICH 22 E2tMoflM= Ctrl X+X F5 S 52{ 0| 2XE

W27 o2 4 AALICH
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Chapter 28. GNU Free Documentation License

Copyright © 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing itis not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with
or without modifying it, either commercially or noncommercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms that
the software does. But this License is not limited to software manuals; it can be used for any textual
work, regardless of subject matter or whether it is published as a printed book. We recommend this
License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated
herein. The "Document", below, refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in a
way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either
copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document’ s
overall subject (or to related matters) and contains nothing that could fall directly within that overall
subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not
explain any mathematics.) The relationship could be a matter of historical connection with the subject
or with related matters, or of legal, commercial, philosophical, ethical or political position regarding
them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The
Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
then there are none.
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The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or
(for drawings) some widely available drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input to text formatters. A copy made in an
otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not Transparent
if used for any substantial amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image
formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and
edited only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of
the work’ stitle, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or
contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ stands for
a specific section name mentioned below, such as "Acknowledgements", "Dedications",
"Endorsements", or "History".) To "Preserve the Title" of such a section when you modify the Document
means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in this
License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of
this License. You may not use technical measures to obstruct or control the reading or further copying of
the copies you make or distribute. However, you may accept compensation in exchange for copies. If
you distribute a large enough number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY
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If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document’ s license notice requires Cover Texts, you must enclose
the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these conditions, can
be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opaque copy, or state in or with each
Opaque copy a computer-network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy of the Document, free
of added material. If you use the latter option, you must take reasonably prudent steps, when you begin
distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an Opaque copy
(directly or through your agents or retailers) of that edition to the public.

Itis requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to give them a chance to provide you with an updated version of the
Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). You may use the same title as a previous version if the original publisher of that version
gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.
D. Preserve all the copyright notices of the Document.
E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the public permission to use
the Modified Version under the terms of this License, in the form shown in the Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document’ s license notice.
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H. Include an unaltered copy of this License.

l. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the
title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there is
no section Entitled "History" in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy
of the Document, and likewise the network locations given in the Document for previous versions it
was based on. These may be placed in the "History" section. You may omit a network location for a
work that was published at least four years before the Document itself, or if the original publisher of
the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles. Section
numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some or
all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version’ s license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a
Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of Front-
Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one
entity. If the Document already includes a cover text for the same cover, previously added by you or by
arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their
names for publicity for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.
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The combined work need only contain one copy of this License, and multiple identical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else a unique number. Make the
same adjustment to the section titles in the list of Invariant Sections in the license notice of the
combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single copy
that is included in the collection, provided that you follow the rules of this License for verbatim copying
of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this License
in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright
resulting from the compilation is not used to limit the legal rights of the compilation’ s users beyond
what the individual works permit. When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document’ s Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the
Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document
under the terms of section 4. Replacing Invariant Sections with translations requires special permission
from their copyright holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include a translation of this
License, and all the license notices in the Document, and any Warranty Disclaimers, provided that you
also include the original English version of this License and the original versions of those notices and
disclaimers. In case of a disagreement between the translation and the original version of this License or
a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the
requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual title.
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9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for
under this License. Any other attempt to copy, modify, sublicense or distribute the Document is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU
Free Documentation License.
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