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scap-security-guide openSUSE^SLES12^SLES15

scap-security-guide-redhat CentOS 7^CentOS 8^Fedora^Oracle Linux
7^Oracle Linux
8^RHEL7^RHEL8^RHEL9^Red Hat
OpenStack Platform 10^Red Hat OpenStack
Platform 13^Red Hat Virtualization 4^Scientific
Linux

scap-security-guide-debian Debian 9^Debian 10

scap-security-guide-ubuntu Ubuntu 16.04^Ubuntu 18.04^Ubuntu 20.04
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1. h i « ¬ u R v 0 1   ­ Ansible , - 0 â \ o b2Ansible â \ 0 ê ë l m w /etc/ansible/hosts 2

` « 1. ú ù ± ²

client240.mgr.example.org
client241.mgr.example.org
client242.mgr.example.org
client243.mgr.example.org ansible_ssh_private_key_file=/etc/ansible/some_ssh_key

[mygroup1]
client241.mgr.example.org
client242.mgr.example.org

[mygroup2]
client243.mgr.example.org

[all:vars]
ansible_ssh_private_key_file=/etc/ansible/my_ansible_private_key
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2. R ( ª 0 SSH ® ¯ K *   Ansible ã , ? @A2 û º í

ssh-copy-id -i /etc/ansible/my_ansible_private_key root@client240.mgr.example.org
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private_key_file = /etc/ansible/my_ansible_private_key
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ansible all -m ping
ansible mygroup1 -m ping
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"
For a list of supported SCAP profiles supported by SUSE, please
refer to:
* SLE 12: https://static.open-scap.org/ssg-guides/ssg-sle12-guide-
index.html
* SLE 15: https://static.open-scap.org/ssg-guides/ssg-sle15-guide-
index.html
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Chapter 3. ¾ ¿ À Á Â Ã
SUSE Manager ç é 8 9 : ; 0 i Å   ¼ < ?2 ! ½ ¾ ¿ 4 À ­ i Å   ¼ Ô Á (PAM) e \ É Â k (SSO)2

3.1. ¼ Ç ù ó Ä ³ (SSO) Å v ¾ ¿ À Á
SUSE Manager 6 7 ï à F ¦ ° ± | Ã Ä Å (SAML)Ê2 ÆÇ k ç é \ É Â k (SSO)2

\ É Â k ì U 9 i Å   ¼ 7 Q E 3 È É [ @Å [ U V i Å Ê ¼ Q R 8 ] Z [ Q q2SAML ì U Ü Ë D XML 0 |
s E [ D Ì Ð i Å   ¼ e p r ¹ Í2SAML i Å é / $ %É (IdP) Ç é / $ %É (SP) $ % i Å   ¼ e p r é /
E º » SUSE Manager2SUSE Manager Î Î Ï ] A É E w è U [ 3 Ð Ñ õ " + \ É Â k2

SUSE Manager a 0 SSO ç é í

¥Å [ SSO Â k2

¥Å [ é / $ %É ä Ò 0 \ É WÓ (SLO) e i Å é / $ %É \ É WÓ é / (SLS) WÓ2

¥ ° ± e nameId 1 ®2

¥ ° ± Ô ¯2

¥Å [ AuthNRequest^LogoutRequest e LogoutResponses " + Õ õ Ô ¯2

¥U [ ° ± Å [ É é / A É2

¥U [ \ É WÓ é / A É2

¥ä Ö SP × ¹ Í f 4 Ô ¯ h2

SUSE Manager a 0 SSO : ç é í

¥ i Å é / $ %É (IdP) 0 ' Ø ¤ § e ï à2

¥> v M ' Ø 0 SAML ç é f ú ÆÇ Ù ' 0 ' Ø o µ h2

& ' SSO 0 û º ï à E ú ù û Administration Ý Auth-methods-sso-example 2

" » ¼ 3 ¨ ê ë i Å   ¼ < ? È B w \ É Â k E ½ ® 0 SSO i Å Ê ¼ Ú x [ D Web
UI2 mgr-sync  S spacecmd  Û ? @A ^ _ ! ¢ Ö õ Å [ ê ë i Å   ¼ < ?2
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( Î Z ø r E æn $ Ü Å [ ô ñ ù ¹ â m U ] Ý ï i Å é / $ %É2 ú ÆÇ IdP o µ Þ ß à ±2

"
3 0 IdP w è & U ] SAML:Attribute E v a + , IdP [ @á 0 [ @¯ E ° w uid 2 ( ë í
\ É Â k ø r E w è ( SUSE Manager [ @â a h i ( SAML:Attribute a f ã 0 uid  ä
L2
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¥ ° ± Å [ É é / (ACS) í P ã SAML Õ õ 5 i ï Ñ é / $ %É 0 × ñ 0 A É2 The endpoint for ACS in
SUSE Manager is: https://server.example.com/rhn/manager/sso/acs

¥ \ É WÓ é / (SLS) í ¨ IdP ä Ò WÓ ú ¨ 0 A É2 The endpoint for SLS in SUSE Manager is:
https://server.example.com/rhn/manager/sso/sls

¥× ¹ Í í [ D y Ü SAML 0 SUSE Manager × ¹ Í 0 A É2 The endpoint for metadata in SUSE
Manager is: https://server.example.com/rhn/manager/sso/metadata

Å [ [ @ orgadmin  ª T 6 7 IdP á ª i Å   ¼ £ E 3 R 5 orgadmin  [ @i Å Â k   SUSE Manager E r $
ì SUSE Manager a Ù ( orgadmin  [ @2

3.1.2. É Ç SSO

! SSO Ñ v M ê ë 0 i Å   ¼ ì å æ0 í ú n ç U [ E n ç è [ SSO2 ê ë 2 è [ SSO2

6 7 + É Ç SSO

1. » ¼ 3 0 [ @( SUSE Manager a g : Ù ( E ú Ü h i M Ð2

2. s t /etc/rhn/rhn.conf E ( o b é ê 0 1 è E U + í

java.sso = true

3. ( /usr/share/rhn/config-defaults/rhn_java_sso.conf  a ë   3 n H O W0 ù ¹2 R n H O W0 ù ¹ À
­ /etc/rhn/rhn.conf E u ( ô ñ ù ¹ 0 r E 1 ) java.sso.  C w r ì2 º » E ( /usr/share/rhn/config-

defaults/rhn_java_sso.conf  a ë   í

onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-HOSTNAME-OR-
IP/rhn/manager/sso/acs

n H O WÕ ù ¹ E ú ( /etc/rhn/rhn.conf  a h i Ù Z 0 ¤ ¥ u ( ¤ ¥ ¯ ° r E 1 ) java.sso.  C w r ì í

java.sso.onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-
HOSTNAME-OR-IP/rhn/manager/sso/acs

n Æë 3 æn È B 0 b & ù ¹ ï º E ú ( o b a Ö Ü í @Ë YOUR-PRODUCT e YOUR-IDP-ENTITY2 ´
] ù ¹ g Å î } v C [ 0 ï n à ±2

4. J U spacewalk é / 5 Z [ È B í

spacewalk-service restart

Q R SUSE Manager URL z E 3 R J O Ç   SSO 0 IdP E æn ( v a á ª i Å   ¼2 i Å   ¼ ª T £ E 3 R J
O Ç   SUSE Manager Web UI E u 5 ð 7 i Å   ¼ 0 [ @i Å Â k2 » ¼ 3 ( Å [ SSO Â k z ñ   R ò E ú
ÆÇ SUSE Manager P ó } ô ò ô ö õ2
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3.1.3. ± ² SSO Ê  

Õ û º 6 7 Å [ SUSE Manager Î Î Ï ] A É u Å [ Keycloak 21.0.1 S È Ñ � ! C w i Å é / $ %É (IdP) k
ï à SSO2

õ Ü F ] Keycloak IdP E ¢ £ l m SUSE Manager é / e2 ø £ 4 5 R A É 0 1 w Keycloak ? @A u h i [
@2

#
This example is provided for illustrative purposes only. SUSE does not recommend or
support third-party identity service providers, and is not affiliated with Keycloak. For

Keycloak support, see www.keycloak.org .

You can install Keycloak directly on your machine, or run it in a container. In this example, we run
Keycloak in a Podman container. For more information about installing Keycloak, see the Keycloak

documentation at https://www.keycloak.org/guides#getting-started .

6 7 + £ l ¾ ¿ Ë Ì Í Î Ï

1. ö Í Keycloak o µ b ç ( Podman î e a F ] Keycloak2

2. Å [ -td  ù ¹ | + î e E 5 ç Ø " Q Ø é | + í

podman run -td --name keycloak -p 8080:8080 -e KEYCLOAK_USER=admin -e
KEYCLOAK_PASSWORD=admin quay.io/keycloak/keycloak:21.0.1

3. 5 admin  [ @i Å Â k   Keycloak Web UI E ¢ £ Å [ 5 è ô ~ h i i Å  
¼ ÷ á í

³ ( ¬ ­ Ê / a É ­ ÷ á 0 ¯ °2 º » SUMA2

³ ( { ó Ê / a E \ ¡ SAML 2.0 ¾ ¿ Í Î Ï Ð Ñ Ò j P2 » Õ 3 R ø   U ] D E
E v a × 9 û n K *   SUSE Manager â m o b a 0 A É e ¼ ù2

F ] Keycloak u h i ÷ á £ E Â 4 5 s ú SUSE Manager é / e2

6 7 + £ l SUSE Manager Server

1. ( SUSE Manager Server ) Ñ Î /etc/rhn/rhn.conf  â m o b E ¢ £ s t ô ñ
ù ¹2 R <FQDN_SUMA> ³ Ð w 3 0 SUSE Manager F ] 0 á ¦ ) O á ¯ í

java.sso.onelogin.saml2.sp.entityid                       =
https://<FQDN_SUMA>/rhn/manager/sso/metadata
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://<FQDN_SUMA>/rhn/manager/sso/acs
java.sso.onelogin.saml2.sp.single_logout_service.url      =
https://<FQDN_SUMA>/rhn/manager/sso/sls
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2. ( â m o b a E R <FQDN_IDP> ³ Ð w 3 0 Keycloak é / e 0 á ¦ ) O á
¯2 R <REALM> ³ Ð w 3 0 i Å   ¼ ÷ á E º » SUMAí

java.sso.onelogin.saml2.idp.entityid                   =
http://<FQDN_IDP>:8080/realms/<REALM>
java.sso.onelogin.saml2.idp.single_sign_on_service.url =
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml
java.sso.onelogin.saml2.idp.single_logout_service.url  =
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml

3. ( IdP × ¹ Í a E ë   Î û x509 ¼ ù2 It uses this format:
http://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml/descript
or . In the configuration file, specify the public x509 certificate of the
IdP:

java.sso.onelogin.saml2.idp.x509cert = -----BEGIN CERTIFICATE-----
<CERTIFICATE>  -----END CERTIFICATE-----

è E ì U [ SSO £ SUSE Manager ) 0 rhn.conf  0 û º í

java.sso = true

# This is the configuration file for Single Sign-On (SSO) via SAMLv2 protocol
# To enable SSO, set java.sso = true in /etc/rhn/rhn.conf
#
# Mandatory changes: search this file for:
# - YOUR-PRODUCT
# - YOUR-IDP-ENTITY
#
# See product documentation and the comments inline in this file for more
# information about every parameter.
#
#
#
#
# If 'strict' is True, then the Java Toolkit will reject unsigned
# or unencrypted messages if it expects them signed or encrypted
# Also will reject the messages if not strictly follow the SAML
#
# WARNING: In production, this parameter setting parameter MUST be set as "true".
# Otherwise your environment is not secure and will be exposed to attacks.
# Enable debug mode (to print errors)
# Identifier of the SP entity (must be a URI)
java.sso.onelogin.saml2.sp.entityid =
https://sumaserver.example.org/rhn/manager/sso/metadata

# Specifies info about where and how the <AuthnResponse> message MUST be
# returned to the requester, in this case our SP.
# URL Location where the <Response> from the IdP will be returned
java.sso.onelogin.saml2.sp.assertion_consumer_service.url =
https://sumaserver.example.org/rhn/manager/sso/acs

# Specifies info about where and how the <Logout Response> message MUST be
# returned to the requester, in this case our SP.
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java.sso.onelogin.saml2.sp.single_logout_service.url =
https://sumaserver.example.org/rhn/manager/sso/sls

# Identifier of the IdP entity (must be a URI)
java.sso.onelogin.saml2.idp.entityid = http://idp.example.org:8080/realms/SUMA

# SSO endpoint info of the IdP. (Authentication Request protocol)
# URL Target of the IdP where the SP will send the Authentication Request Message
java.sso.onelogin.saml2.idp.single_sign_on_service.url =
http://idp.example.org:8080/realms/SUMA/protocol/saml

# SLO endpoint info of the IdP.
# URL Location of the IdP where the SP will send the SLO Request
java.sso.onelogin.saml2.idp.single_logout_service.url =
http://idp.example.org:8080/realms/SUMA/protocol/saml

# Public x509 certificate of the IdP
java.sso.onelogin.saml2.idp.x509cert = -----BEGIN CERTIFICATE-----
MIIClzCCAX8CBgGC+tPbVjANBgkqhkiG9w0BAQsFADAPMQ0wCwYDVQQDDARTVU1BMB4XDTIyMDkwMTIwNTEwNFoXDT
MyMDkwMTIwNTI0NFowDzENMAsG
A1UEAwwEU1VNQTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAMNSWJAalB5mShTkMBO5mrsOosyheEL8/A
37WvuqDPwwEfm4x0cG7gmMHvONxYXZk+LRyzoQl2sBrNFrbMuwu5dnah5ZSMxQyUu697S280m4vIiegGaFdbgH+g4F
GBu
eSis1ssMzTcES+NUuI7pLkMLNmSQtncESnoL9q2SyeQSwYtr5dz1ydl6IzjwtaWeyQ9EGJNtJtLk3U4+arLPCpHAwq
FAnLO9NeYcRDNUKhNBs1v5mHP+L066PZu1/DkE0mSgy/+qXaS0CgZVKqz8qB+bvHVuAq9W60g1CjqZKbwvPu72p/7+
d8z
9DxXPIZ1uxdqn19q/kLEP2TYLtgQobSHECAwEAATANBgkqhkiG9w0BAQsFAAOCAQEAga+raLMJDo/P/yN1Z6SGGocK
227WFqovBiE/mLYlp5Ff0+0jS1US1plSppJ94xOr8j0m7HW0Wu5xCz6oOhzXTEtnfIbeRyr1Rms3BWdxyXgQ9bWUeZ
MWZ
HfDkTbhgRRmjDEwSSfEXRKQNvw41CpnlB36I0++ejgGnjDvH7BbkCaoW55JF5j6DT/WYR0n7MkEl2Ova9CH0e9X7Gn
y8iOAg26oziy06uy3P/lx9Z9RmHnvpvN/Q34SGEq9z/HlQVuP12UPj//iT21Jc17OOZFsZQXlGFTG6bXKmO42W8FdU
DJU
ONoXZgjMb3eC7U691YyeowoqTY7mJKxNPprYY/lL0w== -----END CERTIFICATE-----

# Organization
java.sso.onelogin.saml2.organization.name = SUSE Manager admin
java.sso.onelogin.saml2.organization.displayname = SUSE Manager admin
java.sso.onelogin.saml2.organization.url = https://sumaserver.example.org
java.sso.onelogin.saml2.organization.lang =

# Contacts
java.sso.onelogin.saml2.contacts.technical.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.technical.email_address = suma@example.org
java.sso.onelogin.saml2.contacts.support.given_name = SUSE Manager admin
java.sso.onelogin.saml2.contacts.support.email_address = suma@example.org
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6 7 + w { ó p q | y z {

1. ( Keycloak Web UI a E Å [ 5 è ô ~ h i ® ? @A í

³ ( y z { > ? Ê / a ¤ § SAML2

³ ( y z { ID  Ê / a E É ­ é / e â m o b a 5
java.sso.onelogin.saml2.idp.entityid  ü = " O 0 A É2 For example,
https://<FQDN_SUMA>/rhn/manager/sso/metadata .
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2. ( £ l ¤ ¥ ¦ a E Å [ 5 è ô ~ > ? @A " + ý ô þ c í

³ R Ó Ô Õ Ö ¬ Î ' Ï Ð w Ö 2

³ ( Ö ¬ × Ã Ê / a ¤ § RSA_SHA12

³ ( SAML Ö ¬ Ø Ù ¬ ­ Ê / a E ¤ § Ø Ù ID 2

3. ( Ø Ù ¤ ¥ ¦ a í

³ R Ú ê y z { Ö ¬ Ï Ð w Û 2

4. ( Ü f ¤ ¥ ¦ ) 0 Ý V SAML { ó k l ï · E Å [ 5 è ô ~ 0 1 ÿ ] A É í

³ ( Ô Õ ¼ Ç Ï Ë Ì Ê / a E É ­ é / e â m o b a 5
java.sso.onelogin.saml2.sp.assertion_consumer_service.url  ü = " O 0 A É2
For example, https://<FQDN_SUMA>/rhn/manager/sso/acs .

³ ( Þ ß Ë Ì Ê / a E É ­ é / e â m o b a 5
java.sso.onelogin.saml2.sp.single_logout_service.url  ü = " O 0 A É2 For
example, https://<FQDN_SUMA>/rhn/manager/sso/sls .
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1. ( Keycloak Web UI a E 1 ü   y z { Ý y z { à á ¤ ¥ ¦ E ¢ £ R
role_list  " O w ê ë ? @A ! "2

2. 1 ü   y z { à á Ý m â 7 ã ¤ ¥ ¦ E ¢ £ Å [ ê ë %0 1 [ @ä L UID 0
# $ Q q2 SUSE Manager æn Õ SAML ä L2

3. 1 ü   y z { à á Ý m â 7 ã E ¢ £ \ ¡ role_list  # $ Q q2 R ù ä å î 0 l m
w Ö 2

4. 1 ü   Ç z Ý ! " æ ï · u h i U ] , - [ @2 Õ [ @: æn Ñ SUSE
Manager , - [ @à â2

5. 1 ü   Ç z Ý ä å m â ¤ ¥ ¦ E Å [ Ñ SUSE Manager , - [ @0 [ @¯
à â 0 %0 1 ¯ w UID 0 ä L2

6. 1 ü   Ç z Ý ¾ ¿ ç Á ¤ ¥ ¦ E l m SUSE Manager , - [ @b [ 0 ; U
& Ä2
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á ª â m £ E 4 5 Ò Ó F ] ì ¡ M ' À ^ C2 J U SUSE Manager é / e 5 Z [ 3 0 È B E ¢ £ 1 ü   SUSE
Manager Web UI2 » ¼ 3 0 F ] # ´ ^ C E ½ 3 × J O Ç   Keycloak SSO D E E 4 ( v a ª T á ª i Å  
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3.2. ¼ Ç PAM Å v ¾ ¿ À Á
SUSE Manager ç é Å [ 4 À ­ i Å   ¼ Ô Á (PAM) 0 Ë D ( ) 0 i Å   ¼ _ `2PAM ì U ] â Ü b E 4 [ D
R SUSE Manager Ñ © a = i Å   ¼ ¬ * © ª E ¨ Ú O æÃ * 8 ] & Ä2SUSE Manager ç é
LDAP^Kerberos e v M Å [ PAM 0 Ë D ( ) 0 i Å   ¼ _ `2
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6 7 + É Ç PAM

1. ( /etc/pam.d/susemanager  a h i U ] PAM é / o b2 o b ¯ w è . [ µ - E u K 4 5 ­ tomcat  [
@. ß2SUSE Manager Å [ Õ o b k 1 v # ç 0 PAM â m o b í

#%PAM-1.0
auth     include        common-auth
account  include        common-account
password include        common-password
session  include        common-session

` « 3. Ê� SUSE Manager Server Ä : Y Z Í ± è é ê ë root ¾ ¿ p q sss

PAM I ì +

pam-config -a --sss

Õ � Ä R Ô Á 0 1   /etc/pam.d/common-auth  â m o b2 / Ð : i Ç & P s t Õ o b2

2. 6 7 R è E U + î î 0 1   /etc/rhn/rhn.conf  k 0 * Å [ é / o b í

pam_auth_service = susemanager

( Õ û º a EPAM é / o b ¯ w susemanager 2

3. È B â m £ J U I SUSE Manager é /2

4. ( SUSE Manager Web UI a E 1 ü   Ç z Ý 8 9 Ç z E u È É ® [ @S à & [ @Å [ PAM " + i Å  
¼2

5. ¤ a í î ï ¾ ¿ À Á I ì (PAM)  K ¤ ó2 Á K ¤ ó @D & Ä e & Ä ç ë Ê / è <2

"
( SUSE Manager Web UI a È B & Ä Ö × È B SUSE Manager Server ) 0 ! j & Ä2 »
¼ w Á [ @U [ PAM E ½ 4 õ ö ! : × Å [ ! j & Ä2 º » E ( ) E 0 û º a EKerberos
& Ä u H È B2 Å [ ( ) é / 0 & Ä È B ¬ * k È B ô ñ [ @0 & Ä2

n â m _ ` ! " 0 i Å   ¼ E 4 5 Å [ YaST2 æn F ] yast2-auth-client  a b +2
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Á û º ; N x [ D v M Ë D ( ) 0 i Å   ¼ < ?2 v a } ¾ ¿ } » V â m Active Directory é /2 & ' ò ô ö
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4.1. ð ¿ SUSE Manager
ú Å SUSE Manager F ] 0 ß á c < ? ì ú Å Ù ' o b e å k2 ô 4 5 ~ @ú Å , - z { E u K ( ä ( 6 7 z
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» ¼ 3 Ö 5 ú Å b æ0 o b e å k E ú Å [ 5 è ª «2 w Å Õ 7 Q È ï \^ È á c E / Ð
i Ç ú Å c ] /etc  e /root  å k E Ú : Ú Ú ì Õ C " O 0 å k2 ð ñ o b Ú ( 3 ï D Å [
Ù ' SUSE Manager T õ z Ñ Ù (2

¥ /etc/cobbler/

¥ /etc/dhcp.conf

¥ /etc/fstab  e b æ0 . V ISO u v É2

» ¼ 3 0 UUID 2 È B E ú ç Ø 2 Ù Z j È ® fstab  ¥2

¥ /etc/rhn/

¥ /etc/salt

¥ /etc/sudoers

¥ /etc/sysconfig/rhn/

¥ /root/.gnupg/

¥ /root/.ssh

» ¼ 3 Å [ SSH E ó S SSH push E ½ Õ o b Ù (2 Õ Ý E w è 2 Ø Ù id-susemanager  ¬ 0 F !2

¥ /root/ssl-build/

¥ /srv/formula_metadata

¥ /srv/pillar

¥ /srv/salt

¥ /srv/susemanager

¥ /srv/tftpboot/

¥ /srv/www/cobbler
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¥ /srv/www/htdocs/pub/

¥ /srv/www/os-images

¥ /var/cache/rhn

¥ /var/cache/salt

¥ /var/lib/cobbler/

¥ /var/lib/cobbler/templates/ f ( 4.0 � ø r w /var/lib/rhn/kickstarts/ h

¥ /var/lib/Kiwi

¥ /var/lib/rhn/

¥ /var/run/pgsql/

¥ /var/lib/salt/

¥ /var/run/salt/

¥ /var/spacewalk/

¥+ , H O W¹ Í f º » S !^Kickstart S AutoYaST â m o b h e H O W RPM 0 . V å k2

" } æn ú Å 3 0 ¹ Í â E Õ B C 4 5 Å [ smdba  ̂ _ k á ª2

6 7 + ¼ Ç ò ó ð ¿ Ñ Ò ô õ

1. J ® F ] SUSE Manager Server2 & ' ò ô ö õ E ú ù û Installation-and-upgrade Ý Install-server-
unified 2

2. Å [ yast2 susemanager_setup  F ] SUSE Manager Server2 & ' ò ô ö õ E ú ù û Installation-

and-upgrade Ý Server-setup 2

3. Å [ SUSE Manager Web UI S ( � Ä $ û Ë è Å [ mgr-sync  ^ _ J ® ; ù 3 0 SUSE Manager ì Ù
â2 3 4 5 ¤ § J ® WX ' Ø E S G 7 WX e SSL ¼ ù ( ª ï ·2

4. J ® F ] /root/ssl-build/rhn-org-httpd-ssl-key-pair-MACHINE_NAME-VER-REL.noarch.rpm  a b +2

5. F G ( è H U I rhn-search  é / z J ® h i Ö Ü Ü ü2 Õ � Ä Ú ( ª þ Ó Õ õ E Ú : ( ª I J Õ õ í

rhn-search cleanindex

6. y Æì ¡ æn } 8 /var/spacewalk/packages/ 2 » ¼ /var/spacewalk/packages/  : ( 3 0 ú Å a E ½
æn } 8 32 » ¼ K ì Ù â 4 [ E ½ 3 4 5 6 7 á c 6 ó ; ù k } 8 /var/spacewalk/packages/ í

mgr-sync refresh --refresh-channels
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smdba  ^ _ [ D , - ! j PostgreSQL ¹ Í â2 3 4 5 Å [ 3 k ú Å u } 8 ¹ Í â E 5 ê , - ú Å2 3 } 4 [
D y Æ¹ Í â 0 X Y^ * + J U I Û , - . /2
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smdba  ̂ _ Ú x [ D ! j PostgreSQL ¹ Í â E Ú : x [ D ~ Q Q R 0 ¹ Í â S Oracle ¹ Í â2

"
smdba  ^ _ æn sudo  Q R r ) E 5 Â õ L * + _ ` È B2 ( Î Z ø r E ú 6 7 y Æ
/etc/sudoers  o b a 0 è E U + E k ç Ø w admin  [ @U [ } sudo  Q R r ) í

admin   ALL=(postgres) /usr/bin/smdba

Å [ 5 è � Ä y Æ¹ Í â 0 | + z X Y í

smdba db-status

Õ � Ä M N online  S offline E º » í

Checking database core...       online

4 Å [ 5 è � Ä U I e I J ¹ Í â í

smdba db-start

e í

smdba db-stop
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ñ 0 P ó E Å ¹ Í â U K   y r X Y2 smdba  O > Ù µ ú Å ì ( ¹ Í â # ( | + 0 ì í è * + 0 E ÿ Õ O æ I
¬2
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smdba  ^ _ 4 & P ¨ � Ä + | +2 / Ð i Ç 3 ( F ] £ ï ã | + Y I ¹ Í â ú Å E S É ( > â m " + . V J î
È B £ | + Y I ú Å2

! õ H | + smdba  S É È B } ú Å @m z E æn Ü J U I ¹ Í â E ¢ £ L * + Ù µ2 ô × 1
? ] ^ 0 I ¬2 O À ¹ Í â ú Å á ¦ : æn I ¬2
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1. w ú Å · â _ ` Ù ì n {2 Õ û º Å [ /var/spacewalk/  a 0 å k2 Õ å k R ª w ú Å 0 _ ` å | E ÿ Õ

ú ç Ø 3 0 é / e Z õ 4 5 Q R Õ å k2

2. ( 3 0 ú Å @m w ú Å h i U ] å k í

5 root i Å | + 5 è � Ä í

install -d -o postgres -g postgres -m 700 /var/spacewalk/db-backup

3. ç Ø 3 > ú Å @m a & x y 0 r ) í

chown postgres:postgres /var/spacewalk/db-backup

4. õ H h i ú Å z E ú | + smdba backup-hot  � Ä u l m enable  ¤ ¥2 ô × ( " O 0 å k a h i ú Å E
u ö Í æn J U I ¹ Í â í

smdba backup-hot --enable=on --backup-dir=/var/spacewalk/db-backup

Õ � Ä R ( ª þ Ó Õ õ E ª T á ª z × M N 5 è É ã í

öõí2áª

5. y Æ /var/spacewalk/db-backup  å k a ì ¡ Ù ( ú Å o b E ç Ø ú Å ª T2
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O æ' b _ ` ã 4 Å [ smdba  * + ¹ Í â ú Å2 4 ì E ­ D ú Å ì U ¥ î ¶ Ô B C E ÿ Õ ( | + ú Å z E ¹
Í â L õ 4 õ × è c2 / Ð i Ç 3 R O À ¹ Í â ú Å F G ( d e - z / E 5 f - g < a h2

" ú ç Ø ; < $ %y r ¹ Í â î µ Ï = 0 4 [ n { [ D ú Å2 4 5 6 7 1 ü  
/var/lib/pgsql/  u | + df -h  k y Æy r ¹ Í â î µ2
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1. w ú Å h i U ] å k u l m x y 0 r ) f 5 root i Å h í

install -d -m 700 -o postgres -g postgres /var/spacewalk/db-backup

2. Ñ Î /etc/cron.d/db-backup-mgr f » ¼ Á o b : Ù ( E ú h i h E u ( v a 0 1 è E U + î î 5 h i
cron C i í

0 2 * * * root /usr/bin/smdba backup-hot --enable=on --backup-dir=/var/spacewalk/db
-backup
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6 7 + ö ð ¿ õ ô õ

1. ' b ¹ Í â í

smdba db-stop

2. U I } 8 7 Q u Û j 3 á ª í

smdba backup-restore start

3. J U I ¹ Í â í

smdba db-start

4. y Æ RPM e ¹ Í â ø { ì ¡ & k l2

spacewalk-data-fsck

4.5. K ö ) ÷ £ l
¹ Í â , - ^ _ smdba  4 5 6 7 Ù µ P ó Ã k k * + m ú Å2 ( + , n ­ = ¹ Í â 0 SUSE Manager a E ê
ë 2 U [ Ù µ P ó Ã k2

PostgreSQL o p & ) ¹ - 0 Ù µ P ó2 ( Å [ ê ë â m 0 ì í è E î q 4 5 Ù ì 64 ] î µ w 16 MiB 0 o
b2

h i [ @u ; ù 6 ó í

¥SLES12-SP2-Pool-x86_64

¥SLES12-SP2-Updates-x86_64

¥SLE-Manager-Tools12-Pool-x86_64-SP2

¥SLE-Manager-Tools12-Updates-x86_64-SP2

PostgreSQL × r Ý ( ª î q 1 GB ¹ Í2 ÿ Õ E ú / w c d ú Å s å u O À h i ú Å2

Archive logs are stored at /var/lib/pgsql/data/pg_logical/  (postgresql).
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4.6. ô ø ù Û ú Ç : Ñ Ò ò û ü : %§
¹ Í â , - â 4 5 Å [ ` � Ä space-overview  k Þ ß & ' í [ 0 « n { 0 t u E º » í

smdba space-overview

É ã í

SUSE Manager Database Control. Version 1.5.2
Copyright (c) 2012 by SUSE Linux Products GmbH

«n{   | îµ  (Mb) | 4[  (Mb) | Å[²
------------+-----------+------------+------
postgres    | 7         | 49168      | 0.013
susemanager | 776       | 48399      | 1.602

smdba  � Ä x [ D PostgreSQL2 » æÈ ò ô 0 t u E ú Å [ space-tables  ` � Ä2 3 4 5 ª ã « ê v î µ E
º » í

smdba space-tables

É ã í

SUSE Manager Database Control. Version 1.5.2
Copyright (c) 2012 by SUSE Linux Products GmbH

«                                  | îµ
--------------------------------------+-----------
public.all_primary_keys               | 0 Ê~
public.all_tab_columns                | 0 Ê~
public.allserverkeywordsincereboot    | 0 Ê~
public.dblink_pkey_results            | 0 Ê~
public.dual                           | 8192 Ê~
public.evr_t                          | 0 Ê~
public.log                            | 32 kB
...
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/storage/postgres/ E ú * + 5 è B C2

2. ( � Ä $ û Ë è E 5 root i Å I J # ( | + 0 ¹ Í â í

rcpostgresql stop
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spacewalk-service stop

3. ú § -aþ--archive  ¤ ¥ Å [ cp  K * y r ^ C å k ú x2 º » í

cp --archive /var/lib/pgsql/ /storage/postgres/
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ls -l
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total 8
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rcpostgresql start
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spacewalk-service start
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rcpostgresql stop
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spacewalk-service stop
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rcpostgresql start

7. U I spacewalk é / í

spacewalk-service start
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4 5 6 7 ( /etc/rhn/rhn.conf  a 0 1 S s t 5 è y - k l m SUSE Manager ¹ Í â O P ö õ í

db_backend = postgresql
db_user = susemanager
db_password = susemanager
db_name = susemanager
db_host = localhost
db_port = 5432
db_ssl_enabled =
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The new environment contains all kernel patches up to the new kernel version you selected. Systems
using these channels have the kernel update available for installation. You need to reboot systems after
they have performed the upgrade. The new kernel remains valid for one year. All packages installed
during the year match the current live patching kernel filter.
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