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AX}: Ansible QIHIE 2| M MM

1. AnsibleOiA Zt2|g QIHIERZ| MAUN SAEE MM 51 FIIPHL|CE Ansible QIHIEZ[Q 7|2 FEEE
/etc/ansible/hosts@IL|C},

25 1. UHEZ| 6|A|

client240.mgr.example.org
client241.mgr.example.org
client242.mgr.example.org
client243.mgr.example.org ansible_ssh_private_key_file=/etc/ansible/some_ssh_key

[mygroupl]

client241.mgr.example.org
client242.mgr.example.org

[mygroup2]
client243.mgr.example.org

[all:vars]
ansible_ssh_private_key_file=/etc/ansible/my_ansible_private_key

2. SUSE Manager Web UI2| Ansible B0llA Ansible > M0 =EZ 0|53t0{ M0 =0 QHER| IiUS
ZFIFec,

3. Playbook Directories MMOA Add a Playbook Directories ZEO| /usr/share/scap-security-
guide/ansible2 FItot 2 [ & ]2 S2I&LICt

4. AHIEZ|Of| M Qi ER| ot FIFHEO AHES| MY 9|KIS 71510 [ M ]S S22l

=
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EE2.0jlA|

/etc/ansible/sles15
/etc/ansible/sles12
/etc/ansible/centos7

O %2 Zaj|o|= oflAl= https://github.com/ansible/ansible-examplesoil A 2tIgt 4 ALICt,

2.6.3. Ansible =E2} EAl MHE}7|

HX}: Ansible . E2} EM MXS}7|

1. QHIEZ|OM AHE Sl SSH 7|5 M-deLct.

ssh-keygen -f /etc/ansible/my_ansible_private_key
2. ‘44 E SSH 7|Z Ansible 22| 22t0|HE0f| SAFSLICH oAl = CHE 2t Z2& L CE

ssh-copy-id -i /etc/ansible/my_ansible_private_key root@client240.mgr.example.org
3. /etc/ansible/ansible.cfg0ll CtS 2t 20| 7§l 7|1 & MARILICE

private_key_file = /etc/ansible/my_ansible_private_key

my_ansible_private_keyE 7HQl 7|7} ZetEl Mol O|F2 2 HHEL|CE.

4. Mo 20| M ChE BEE H5H0 Ansible 21E O({R S EHIAESHIAIL.

ansible all-m plnf
ansible mygroupI-m ping
ansible client240.mgr.example.org -m ping

H ™2 Mgt & Ql&L|Ct XtAlst LIE 2 Administration » Ansible-compliance-as-code0f| A Q1gt 4

2.7.1. SCAP = Qt 710 = 17| X| X

+3 2 HASIHH Ansible H|0] . =0f| SCAP £t 7H0| = I§7|X| E A X|3HOF BfLIC.

Xk}l SCAP 29t 10| E I 7| x| MX]
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https://github.com/ansible/ansible-examples
administration:openscap.pdf#remediation

L AMAHHIHQ0|M 220|HES MEtot = ATEY0] > Ij7|X] > BX|S S2lefL(CH

A=) Zehet {7|X|E EX|LIC H7|X| BHE 27 A2 CHS HI0IES

0.

2. scap-security-quideS Z{Asto] A
RSN 2.

H 2. SCAP H¢t 710| = I 7| X] 7 Algt

o7|x| o] & Xl = A AR
scap-security-guide openSUSE, SLES12, SLES15
scap-security-guide-redhat Cent0S 7, CentOS 8, Fedora, Oracle Linux 7,

Oracle Linux 8, RHEL7, RHEL8, RHEL9, Red Hat
OpenStack Platform 10, Red Hat OpenStack
Platform 13, Red Hat Virtualization 4, Scientific

Linux
scap-security-guide-debian Debian 11, Debian 12
scap-security-guide-ubuntu Ubuntu 20.04, Ubuntu 22.04

2.7.2. Ansible 22i[0| 82 AtEt =H

Ansible ®0| =7 ZQBtL|Ct, XIAM|EH LHE2 Administration > Ansible-setup-control-node0i A &tolgh 4
UAELICE

CHS EAt= Ansible 280|522 A6 W™ S Mlist= o™ S QHLHBLIC
A1l Ansible 20|52 ALt £ Al
L MO == A|AE {50 Ansible » Z3|0|2S MEHSIL|Ct ZE0 HS talst £ Z2|0|22 MEHEL|CE,

2. 20|52 22FLIcH

3. 20|52 st H 2210|AEL| OS AMER| Z2E MEHBL|L,. o= Ch3 2 Z&UICh

/etc/ansible/sles15
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SUSE ManagerE }%@ Q1= dhHS X|REL|CE o] MMofAE= PAM(pluggable authentication modules) %

3.1.SSO(d= ARIZ)2 215

SUSE Manager= SAML(Security Assertion Markup Language)2 ZZ2EZS 73ot0] SSO(AMZ AlRIR)E
X|ghe|ct.
AZ ARRIRE ngPf ot 7Hel XtH ZEHOE of2] O Z2|(0|Mof| HM|AT £ JEE siF= ¢l
SAML2 ¢QIZ % st 20f HIo|HE §J3} | 23t XML 7|8t EE=QLICt, SAML ID AH[A

Manager s MH|A ZZXHSP)0ll 1F5 U #Hot 20| MH|AE HSELICH SUSE Managere &= Afel2E fldl
g yoteliof st ASIQIE M| 7HE L EBILICH
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SUSE Manager2| SSO7t X|5t= At

e SSOZ ZI9IgfL|LCE
o MH|A XS AR A= 210F2(SLO) X ID MH|A HFZAtH &2 20H2 MH|A(SLS)2 20F28fL|Ct,

o OH{AM Bl namelD =3t

[ ]
2
nx

SpE
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Rl
o)

o AuthNRequest, LogoutRequest % LogoutResponses gt HIA|X| AH.
o OJHM AH|Xt MH|A AEZQIES SHyotptLCt,
o A2 202 MH|A AEZQIES SMDRtL|Ct,

o SP HIEH|O|E{(MTE 7t5%HE AHAIELIC
SUSE Manager2| SSO= LSS K| 45HX| ¢&LICt.

o ID MH|A HZXHIdP)E 22t HIZF 1= 5 73,

o ZIELHMIEOf CiEt SAML K| (S HIE MEA =Hl),
SSO 7¢19| of = Administration » Auth-methods-sso-example0i| A 15t 4= Q& L|CE

o 7|2 21E WiHOoM A2 ARIRo = HASHH M SSO AtE Z3HO| Web UI0I2H M EELICE mgr-
spacecmd?t 22 SE0[HE £ 7|2 15 YHO 20 A| K8 A ZFS L Ct.

o
=
—

sync &£

3.1.1. ©H| =
AEFSE7| T of2{et m2t0|E{ S AFZ5H0] 2% ID MH| A HISAHE F48l{oF LT X|E2 IdP 2B ME &QI5H AL,
IdP AtEXtet SUSE Manager AMEXE 7te| OHEZ2 SAML:Attributed| X|FELICE
o SAML:Attribute2 IdPOlA F4doF stH SAML QI1ZB0i|A SUSE Managero| TEL|0{of

gLIch §Mol 0|E2 uido{oF 5tH 219l £ DHEE SUSE Manager ALEXIE Egldlof
2LICt SUSE Manager2(E) THE = S 2152 &M atsi{of ghL|Ct.
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rot
2
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H

QEE= LISt Z2ELIT.

AMd AH|IX MH|A(EE ACS): MHIA HZXtHol| CHet MME HZASH| I8 SAML HIAXIE +2ot=
EIZQIEQILICt. SUSE Managere| ACS AIEIZQIE: https://server.example.com/rhn/manager/sso/

o &2 EI0I2 MH|A(EE SLS): IdPOIM 20t 2FE Al&SH= A=EZQIEQIL|CL SUSE Manager?| SLS
EXQIE: https://server.example.com/rhn/manager/sso/sls
o MIEIH|O|E]: SAMLO| CHet SUSE Manager HIEIH|O|HE ZHMSIY| /ot AIEZQIERILICE, SUSE Manager®)

HIEIH|O|Ef AIEZQIE: https://server.example.com/rhn/manager/sso/metadata

AH2Xt orgadming A% IdP 2150 H3SHH orgadmin AFEXIZt SUSE Managerd ZXst= A$ SUSE
ManagerOf| orgadmin AFEXtE 2 QIE LT},

3.1.2. SSO AtE

o SSO A2 LHE R¥9l A3y 4=z H{EMO|H gdst L= HIgdSHELLh. SSO=
72X H[ZYeteof ASLIC.

© s zEioL el BAS e Bolngretl ternS AR EILICY,

EXl: SSO EYets}|
1. OF=| AF8X}7t SUSE Managerdfl §li= 2 HA M-4sfjof gfLct,

2. /etc/rhn/rhn.confS ME ST M 2of| Lt 2tel2 F7hstL|Ct,
java.sso =true

3. /usr/share/rhn/config-defaults/rhn_java_sso.confOllAl AMEXL Holgt miZiOjE{E ASLICE ALEXt
Holgt m2tolHE  /ete/rhn/rhn.confOfl &stD  java.ssoE TFAIZ 2gLCh GE S0,
/usr/share/rhn/config-defaults/rhn_java_sso.confOil A CtSS Z4A4stL|Ct,

onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-HOSTNAME-
OR-IP% rhn/manager/sso/acs

AEXFHO|5t2{™ /ete/rhn/rhn.confOllA &M 0|0 java.sso.E HFAIZE 20 i S WM ELICE

java.sso.onelogin.saml2.sp.assertion_consumer_service.url = https://YOUR-PRODUCT-
HOSTNAME-OR-IP/rhn/manager/sso/acs

Zolof st= BE 58 A

2™ mA0[A YOUR-PRODUCT 2 YOUR-IDP-ENTITY Xt2| EAIXIE HAgtL|Ct.
E': oj2t0|E{of|= diE 2/ ofof| o =2f

— =
bZh2kst Aol &M HISELICt.

— 71—

rOI' i

4, Spacewalk MH|AZ CHA| A|ZFSIO] HA AfstS M 2% Tt

mgradm restart
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SUSE Manager URLE 0|33l 2150| 28 E SSO& IdPE Z|C| 'LIEf B0 43
27918t SUSE Manager Web UIZ Z|C|2IMEELICE SSOE AHESt 2210 2H[7 &l
Z2T0|M XtMISH LHE S el &~ UELIC

ABE MEXIZ
E Manager

3.1.3. 0| A| SSO 9

0| oiloilAf SSO= SUSE Manager2 3712 A=EXQIES £t Keycloak 21.0.1 O|AH2 ID MH|A SEXHIdP)2
AHE35t0] oI EL|CE,

Keycloak IdPE HX|gt = SUS

E MHE HESH] AZSHMAR, O3 CHZ AEEQIEE Keycloak
S2I0|UER FII5t 0 AFEXIE MM

Manager

g 2= AFLICH
0| ol= ¥ SHoZ0t NS ELICL. SUSE= EMAL ID MH|A HISXIE HES

A %o Keycloakzt  HMZstx|  &LICE  Keycloak — X[¥of
https://www.keycloak.org/& &ZstHA|2.

84t KI5t
| thehs

Keycloake AIARIO| XX MAX|SALE ZAE|O[H0IM ML  JUZLICL O] ofloilM= Podman ZAE|O|L0f A
Keycloaks A#BILICt Keycloak MX|of cHet XpM|Et LI https://www.keycloak.org/guidestgetting-
startedoflM Keycloak BEME EHZsHAAIL.
EA}: ID MU|A 3SR HEH

1. Keycloak M Aof 2} Podman ZE|0|LH0f| KeycloakS A x|gfL|CE.

2. T2HAE AL HASHH -td A5 AHESI0] ZH|O|HE HATHIAIL.

podman run -td --name kegcloak -p 8080:8080 -e KEYCLOAK_USER=admin -e
KEYCLOAK_PASSWORD=admin quay.io/keycloak/keycloak:21.0.1

3. Z2[ AH2XtZ Keycloak Web UI0] 2101513 THE M2 FEE AIESIY 91F A S et

O
o
]

H
[n
=2

I°]

2
o
]

S QIBIL|CE o2 S0, SUMARILICE.

COoflM SAML 2.0 ID S=At OEt Hlo|H @3S S=FLItt. J2{H SUSE Manager 74
mpUof| AL AERZQIEQL QIS M 7L HAIE| = TO|X| 2 0| STLICE.

Keycloak2 MX|stn EHS Mot 20l= SUSE Manager A\HHE FH| g & A SLICE

Xl SUSE Manager M 4%

1. SUSE Manager ME{Of|A{ /etc/rhn/rhn.conf 7 TS B0 O|2{¢t M2t0|E{ S HEBILICE <FQDN_SUMA>E
SUSE Manager & X|2| M2tz =0|Ql 0| E2 2 HHEL|CE.

Lava .sso.onelogin.saml2.sp.entityid

ttps: //<FQDN SUMA>/rhn/manager/sso/metadata

Lava .sso.onelogin.saml2.sp.assertion_consumer_service.url=
ttps://<FQDN_ SUMA>/rhn/manager/sso/acs

lhava .sso.onelogin.saml2.sp.single_logout_service.url =
ttps://<FQDN_ SUMA>/rhn/manager%sso/sls

2. 7 mA0IA <FQDN_IDP>S Keycloak A{H{Q] MF3tEl 09l 0202 HFEL|C} <REALM>S 91Z F(0f:
SUNA)O 2 H}EL|C},

0l

13/171


https://www.keycloak.org/
https://www.keycloak.org/guides#getting-started
https://www.keycloak.org/guides#getting-started
https://www.keycloak.org/guides#getting-started
https://www.keycloak.org/guides#getting-started
https://www.keycloak.org/guides#getting-started
https://www.keycloak.org/guides#getting-started

java.sso.onelogin.saml2.idp.entityid = http://<FQDN_IDP>:8080/realms/<REALM>

Lava.sso.onelo in.samlz.idp.single_siEn_on_service.url =
ttp://<FQDN_IDP>:8080/realms/<REALM=>/protocol/saml

java.sso.onelogin.saml2.idp.single_logout_service.url =
ttp://<FQDN_IDP>:8080/realms/<REALM>/protocol/saml

3. |dP HEIHOIE0A B3& x509 QABME FHELICE http://<FODN_IDP>:8080/realms/<REALM=>/
protocol/saml/descriptore] HAlg ALt AL, 0] 7148 THA|A I1dPL] 38 x509 QIZAME CHSt 20|
Xl &gt

java.sso.onelogin.saml2.idp.x509cert = -----BEGIN CERTIFICATE----- <CERTIFICATE> ----- END
CERTIFICATE-----

SSO

i
ot

tM oLt & SUSE ManagerOll A rhn.confQ| Oll= ChSat Z&L|Ct.

java.sso =true

0
r

,_
<
ok N
I=!
HU
HM
Uk

E£3t SSO(Single Sigln-On) T oA L Ct
Jetc/rhn/rhn.conf0i|A] java.sso = trueZ AHSIA A2,
o

Atel: O] IO M CHS S HAelLICt.
-PRODUCT
-IDP-ENTITY

LW 2O

oo+ o=z

SSrE
oY

H

oF2t0[E{of| CHot XEM|oF LHE 2
HEA 8l o] mdo| Qlafel FMS HESHIAIL.

N

=

'strict'7t True®l 2 Java Toolkit= MEE| 7L 2= ot|0{0F 5|2
HE[X| AL Hote| K| §E2 HA|X|S H S SfLIC,
[ AAS| M2X| b= HAIX| = HE LT

jalnd

=

[H
Hu

Ji0
rx Mo

10{| A O] mp2t0|E MM m2t0[E = "true" = AH E|0{OF ErL|Ct,

ot AH0| Ot SHK| @1 ZAH| L= EILICE

Mol eF &3

# SP ot=9| A= XHURIO} &)

java.sso.onelogin.saml2.sp.entityid =
ttps://sumaserver.example.org/rhn/manager/sso/metadata

# <AuthnResponse> HIA|X|7} @ M X}(0] Z < SP)0{|A| Htete|0{0f SH=

# 2| K|t 2rHoi chet M2 E X[~ etL|Ct

#1dP9| <Res?onse>7k HhstEl URL 9K

java.sso.onelogin.saml2.sp.assertion_consumer_service.url=
ttps://sumaserver.example.org/rhn/manager/sso/acs

# <Lo%out Response> H|A|X| 7} @ HX(0] B2 SP)0i|H| Htetz|0{0F St=

# 2| K[>t 2Hof cfot 2 E X" eL|CE

java.sso.onelogin.saml2.sp.single_logout_service.url =
ttps://sumaserver.example.org/rhn/manager/sso/sls

#1dP g=2| AlEXHURIO{OF 2t
java.sso.onelogin.saml2.idp.entityid = http://idp.example.org:8080/realms/SUMA

#1dP2| SSO MEZQIE MHRILICH (5 RN T2EE)

#SP7tQ1E 28 HAIXIE 2 IdPS| URL CHA

java.sso.onelogin.saml2.idp.single_sign_on_service.url=
ttp://idp.example.org:8080/realms/SUMA/protocol/saml

#1dP2| SLO AMEZQIE FEHQIL|CE,
#SP7tSLO 28 2 IdP2| URL {14
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java.sso.onelogin.saml2.idp.single_logout_service.url =
ttp://idp.example.org:8080/realms/SUMA/protocol/saml

#1dP2| 371 x509 1B M

java.sso.onelogin.saml2.idp.x509cert = -----BEGIN CERTIFICATE-----
MIIClzCCAX8CB%GC+thV'ANngqhkiG9w0BAQsFADAPMQOWCWYDVQQDDARTVU1BMB4XDTIyMD
kwMTIWNTEWNFoXDTMyMDkwMTIWNTIONFowDzENMASG
AlUEAWWEUlVNQTCCASIWDQYJKoZIhvcNAQEBBQAI?Vﬁ_gIEPADCCAQnggEBAMNSWJAalBSmShT
kMBO5mrsOosyheEL8/A37WvuqDPwwEfm4x0cG7gmMHVONXYXZk+LRyzoQI2sBrNFrbMuwu5dna
h5ZSMxQyUu6975280m4vliegGaFdbgH+g4FGBu
€Sis1ssMzTcES+NUul7TpLKMLNmMSQtncESnolL9q2SyeQSwYtr5dz1lyd|6lzjwtaWeyQIEGJINtJtLk3U4
+arLPCpHAwqFANLO9NeYcRDNUKhNBs1v5SmHP+L066PZul/DKEOmMSgy/+qXaS0CgZVKqz8qB+bv
HVuAq9W60g1CjgZKbwvPu72p/7+d8z

9DxXPIZ1luxdgnl q/kLEP2TYLt%QobSHECAWEAATANB kqhkiGO9wOBAQsFAAOCAQEAga+raLMJD
0/P/yN1Z6SGGocK227WFqovBiE/mLYIp5Ff0+0jS1US1plSppJ94x0r8j0m7HWOWuU5xCz600hzXTEt
anbeR%/rlRms3BdengQ9bWUeZMWZ

HfDkTbhgRRmjDEWSSFEXRKQNvw41C nlB36I0++engnjDvH7BbkCaoW55JF5£'6DT/WYROn7MkE12
Ova9CH0e9X7Gny8i0Ag260ziy06uy3P/IX9Z9RmHNvpvN/Q34SGEQ9z/HIQVuUP12UPj//iT21Jc1700
ZFsZQXIGFTG6bXKmO42W8FdUDJU

ONoXZgjMb3eC7U691YyeowoqTY7TmJKxNPprYY/ILOw== -----END CERTIFICATE-----

RN

java.sso.onelogin.saml2.organization.name = SUSE Manager admin
Java.sso.onelogin.saml2.organization.displayname = SUSE Manager admin
Java.sso.onelogin.saml2.organization.url = https://sumaserver.example.org
Java.sso.onelogin.saml2.organization.lang =

# A2t

java.sso.onelogin.saml2.contacts.technical.given_name = SUSE Manager admin
Java.sso.onelogin.saml2.contacts.technical.email_address = suma@example.org

Java.sso.onelogin.saml2.contacts.support.given_name = SUSE Manager admin
Java.sso.onelogin.saml2.contacts.support.email_address = suma@example.org

SUSE Manager AIEXQIEE Keycloak0ll =7t 4= AELICH Keycloak2 AEZQIEE Z2I0|AHEZ HAFLICE

Xl AdEROIEE Z30|HER F7}
1. Keycloak Web UIOIl A CFS |52 AFEHS AFBHO] A 2210[QIES MAIBHLIC,
O Zzto|9lE QY HWEO|M SANLS MENSHLICE,

© ZZo[AE D oA A H T4 ool INESEE ACHIIEES
java.sso.onelogin.saml2.idp.entityid® QHPILICL. O|E S0, https://<FQDN_SUMA=>/rhn/
manager/sso/metadata & Y=ELICE

2. 2 "M LIS MR YEE AHE5H0] S22t0|HES O|M| ZF LT,
O ME ofEd AQAXIE AHLE ESYLICL
O ME Y2|F ZEO0|M RSA_SHATS MEHSHL|CY,

O SANL ME 7| 0|5 BE0|M 7| IDE MEHSIL|CE

4, M2tz SAML A=ZRIE 1 MMl N RO M CHE T HE S AHZ5I0] AEHEQIE T IHE ST Ct.
© &5 o4H AH[RE MH[A HEo, MY FH Ofo XFE  AEZEQEES
java.sso.onelogin.saml2.sp.assertion_consumer_service.url2 et ofl:

https://<FQDN_SUMA>/rhn/manager/sso/acs.
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java.sso.onelogin.saml2.sp.single_logout_service.url2 gLt ofl:
https://<FQDN_SUMA>/rhn/manager/sso/sls.

EZQIEE S2I0|ER FII61H S210|E HIE 45t Keycloakdt SUSE Manager 7H0l| AFE XIS oHE S

1. Keycloak Web UI0IlA S20|HE > S2I0|HE HQ| MO= 0|S38t0 role_listE 7|2 22I0|KE HZ
s

FOINE_®Me| > 0 O =2 0|Sste 7|23 AHEsl AF8XE £4 uidoll CHeH B E FIHEfL(Ch O] SAML
42 SUSE Manageroi| ZQgtL|C}.

2. 28
E
=

=z|
="

3. S2t0|UE_Hel> M 2 0| S3l0] Y == ofm

i
oot

fLICH B A £42 #H7|2 dFeLoh.

4. AFEX} > 2[R} MMHo=Z 0|F5to] 22| AFEXIE YHBLICE O] AF8Xh= SUSE Manager 2| AL8Xtet
UK|SHX| @Ot EILICE.

5. AF8Xt > HE IjY B2 0|55t SUSE Manager 22| ALXtS| ALEXL 0|1t Y K|Stz S e vidats
£4S FIHELICH

6. AFEXL> Xt B HO = 0|55H0] SUSE Manager 22| AFX[7H ALE 3= Zint S Yot HIZHS E MHFLICH
CHE AreE ME L

lal |

S 2=SIH X7t | U2 ZSSH=X] HAEY 4= AGLICH SUSE Manager MHE THA|ZISI0] HE AretS
X831 SUSE Manager Web UIZ O|SELICH AX[7} SHIEA| ZSstH Hd3Xo= 2
SSO H|O|X| 2 2|C|H EEL|C,

3.2. PAMC = Q&

SUSE Manager2(£) SSSDE ME%t= E2{0d 3 EE(PAM)E2 ALESHH HIERIZ 7| 2IE A|AHRIS

X|¢EL|Ct. PAM2 SUSE Manager(E) 2434 QI3 H7{LI B2 S&8Y 4+ A= 2H0|E82| Z82 =, o2 749
HUHSE J|AE LRIt lELICE SUSE Manager2(£) LDAP, Kerberos % 7|EF WER3 7|8t Q&S
X @t

O  ieExososzxxied -, 8 A8 4 L

HX}: SSSD 4

1. SUSE Manager Web UIO|A] AFEX} > AF2X} MM OZ 0| St MER & 7|E AIEXIE ZM43}5t0] PAMRE
&Lt

2. PAM(Pluggable Authentication Modules) 2QIZtS MEASHYA|R, O] 2tQI2t2 H|ZH S Sl H|UMD 2ol HE
ofzhofl AELICE
3. ZiE0[LH0l| M SSSDE - etL|Ch CHE2 AHZ5H0] 4B Lol HZ gLt

mgrctl term
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/etc/sssd/sssd.conf
4, Ct3 8 AH23t0] SUSE ManagerS(E) CHA| A|ZFgtL|Ct,

mgradm restart

SUSE Manager Web UIOi|A HIZHZE HZASHH SUSE Manager MH2| 2Z H|ZHZ Ok
o HFELIC 3H” AFEXtof chel PAMO| ZdsteEl 39 2Z H|ZHDIL MEEX| g5 +
°"‘|—IEF oHE , ?12l ool A Kerberos H|ZH == HAZX| F&LICE 0|28t AHEXIQ|

=
HISIHAIL.

o | [k
R HERZ *1H|£9I HZHS HE HFHLIES AHE5t] HEHS S
PAM <L0i| CHSt XpA[eH L2 CHE HIERZ 7|8t o1F WHoE ME&= LYHAQl of™|7t ZehEl SUSE Linux
Enterprise Server 2t 710|E0f| A =telgh 4= AUEL|CE O] 7H0|E= Active Directory MH|AE Fdsh= L0
CHeh MHE FMISELICH XpAsE L2 https://documentation.suse.com/sles/15-SP4/html/SLES-all/
part-auth.htmlollM Zelg 4= JA&LICH.

[ T
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Cllo|E &4 2 "X|5t2™ SUSE Manager MX|E 7Moo 2 WAs{of 2rL|CH SUSE Managers AX|El T2 034 8l
OF OtL|2} CI|O|E{H|O|AE &83t7| MEo| HX|o RE 714 RAS Wst= 20| ZRELICE 0] FoMe

= THUo]| CHol MHSt C|O|E{H[O0| A HHAS 2t2|SH= smdba =TS ATNYLICH B A|AR QI It
P HA0M SsH=s WHOl| et HEE ZotE[of JSLICH

@ T T EAROINN GX Y B 4SE BU AU 0N MST + L0 HLT:
T7H0| REGID 0| A2 4 AT £A|2 HOISHIAIL,

4.1. SUSE Manager

H

SUSE Manager 8X|S ot 7ha E2Hel wee
o Q57
I

2 2 o 8l CHER[E #MYgsts AYLICh O] YyS
ALESHH MY 22| A[ZhS B + ACH QEIF LSt A2 O W= ChA| 2X| 8 S7|ote o AELICH J2{Lt
O] Y2 &Td| 2 F29 C|A3 SZH0| BRI MAS M= O A|ZH0| 22 2 4= ASLICH

O -

e /etc/cobbler/
e /etc/dhcp.conf

o /etc/fstab U LSt IE SO OIRE ZQIE,
UUID7t HAZ AL 10| 2} fstab S22 UHO|ESH=X| EQISHIAIL,

e /etc/rhn/

o /etc/salt

e /etc/sudoers

e /etc/sysconfig/rhn/

e /root/.gnupg/

e /root/.ssh
SSH E{2 E= SSH pushE AH23%t= Z2 0| Ih0| EXHLICE HED, id-susemanager 712 AH2E K 2ol Of
gLt

e /root/ssl-build/

e /srv/formula_metadata

e /srv/pillar

e /srv/salt

e /srv/susemanager

e /srv/tftpboot/
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e /srv/www/cobbler

e /srv/www/htdocs/pub/
e /srv/www/os-images

e /var/cache/rhn

e /var/cache/salt

e /var/lib/cobbler/

e /var/lib/cobbler/templates/ ({7 4.0 O|MOfl= /var/1ib/rhn/kickstarts/)
e /var/lib/Kiwi

e /var/lib/rhn/

e /var/run/pgsql/

e /var/lib/salt/

e /var/run/salt/

e /var/spacewalk/

o 23EE, ZIAEIE E= AutoYaST ZE2E, ALEX Fo| RPMIF Z2 AEX Fo| Ho[E7} ZetEl 2E
Cla E2[L|C.

o e 3t GIO|EfH[O| A & HABHOF 5104, O] S smdba TS AFRBI0] £33 & UALICH

Ak 45 ol 2
1. mgradm install podmanZ AE3t0 SUSE Manager AHHE CHA| HHEBELICY,

2. SUSE Manager Web UIE AME3tAL EE ZEZEOM mgr-sync =75 A%t SUSE Manager
2| EZX|EE|E CHA| 713t AR, MIZE CHA SE3H7LE S5 L SSLAUSM dd ME S 2HE = JASLICH

3. /var/lib/containers/storage/volumes/root/ssl-build/rhn-org-httpd-ssl-key-pair-MACHINE_NAME-
VER-REL.noarch.rpm I{7|X| S CtA| HX[EfL|CE.

4. rhn-search MH|AJF CHZ0| AZHE mf AM HjA9l HUHES oAotHAIL. O] BH2 CIHI HiAIX[2
dgotn 27 HAIK|= HY5HK| 45 LIC

rhn-search cleanindex

5. /var/lib/containers/storage/volumes/var-spacewalk/_data/packages/S =Z{slof st=X| QlghL|ct,

/var/lib/containers/storage/volumes/var-spacewalk/_data/packages/7} 0| gl= AL, 0|2
S@6iop  gLct  AA  EEXEZIE MY £ A FR, HH MHE SI&RE S
o

/var/lib/containers/storage/volumes/var-spacewalk/_data/packages/E SE 4 USLICH

mgr-sync refresh --refresh-channels

4.2. smdbaZ H|O|E{H{|O| A Zt2|

smdba == 2 PostgreSQL HIO|EH|O|AS 2t2|5t= O AFEELICEH CO[E{H|0[AE Y] 8l =RI5tn HAS
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el 4 ASLICH S, CIO[EH0|A HEHE =helstn AR 22 22| HPS 35| 2ol A EE
AL

[— |} %
. smdba =70i Ciist XtM|SH LI 2 [reference:cli-smdbalollA &elgh 4= Ql&LCE.

-

smdba == EZ PostgreSQL HIO[E{H[O| A M RF5HH, FHACE MMAE|= C|O[E{H|O|A E= Oracle
Cl|O|E{H|O| A0 M= XtS8HR| b&LICt.

- 10

o M ZH[O| Lo Hof| AWAMASHH AHEHO|] SAEMNAM mgretl termS AAELICE O
X0 M Bt Z0| CLI =7 E &Y = ASLICH

smdba == A|AEI HAS M3HsT| 2|8l sudo AMA Eeto] HRBIL|CE A|ZHSHZ| Mof| CHe
SHoj| CHSt /etc/sudoers TS 2Q18L0] admin A2 X0 CHSH sudo UMAZ EMSIH=X]

o efolgfLct.

admin ALL=(postgres) /usr/bin/smdba
CHEE AFE5H0] G|O|E{H| 0| A HEFY AEHE =tolefL|Ct,
smdba db-status
O| A2 online EE= of flineS YHetEiLICE Ol = CHS 2t Z&LICH
Checking database core...  online
CIO|E{H|O] A A%t 2 FX|= CHEE2 M85 f3eh 4= USLICE

smdba db-start

smdba db-stop

4.3. smdbaZ At

sndba ETE @i OF7H0|Et WIS SBHLICY, O
Abgtol cifgt 209 Uzio| 7|E W THUS HBfBL
OlEHI0IA AEIS SR TS X
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i
o
m
=
o
| >

=
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M MM St HiojE{Ho[A0 HEE ZE HE

Ol HitHOS

H o -dio 1O 1 — - -O
Ct. £=0| ZdotH HA C|239] 7k 2|2 HY DA A
~
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=
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H5t0] HIO|E{H|O[AE HA HEi= = SELICH
smdbas ArE¢h A% Of7t0|2 EA2 Ci|O[E{H|O|ATH A&l Fol HEHIM =22 XS SX| AlZH0] BRSHX|

=~

O| uHQj HIHS obdMO| YHMOR UptEl AHAS MYSIX|OH U2 T 37HS KXY £+ ASLICH Ao
AF8e & U= #xf ClO|EH[o|A 3T|9] A| HY O|atel Z7to] U=X| QIS AR, X H|O|EH|0| AL 37|
/var/1ib/pgsql/2 0|Sstn df -hE Mesto] 2folet &~ USLICt,

smdba == OF7I0|E & 2t2|5t0] 712 (2 #H 1t 2 9] oIXf Ot7H0| E2F | X|ghL|Ct 213 ThYof A It 37| =
16 MBO|2 2 m0| Of 2 7|0ff =&SIH Af 21 Thu0| M ELICH M HHS W miojtt C|A3 S2tS &fHs|
2leH O HMH0| MAELICH AES|X|7t 2E8XHO2 #E|E =T crons AHESH0 smdba MY S of2fstn Mg WE
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4.3.1. == Cl|O|E{H|| O] A B4 Q] =

smdba == SHE0IM 2T HAY + ASLICH X X2 E= FES 3 HEe Z2 3 HIO|EH|0[A #S
ddot= 2ol EELIC

smdbaE XS ALl MY XS HEY R OFI0|EE +Aot7| Tof| HO|E{H|0[AS
o M AIZFsH{oF LT, ofof 2t ofZto| &t FX| AlZto| ZetL|Ct, 7| CllO[E{H|0| A Ao =

S SX| AlZto| ERStHX| 5Lt

L W2 9% B MF B2 BYBLICL 0| oloIME /var/spacenalk/ol Ui CIMERIS AGELICE O]
Xl uQfo] Aol CHATO| £ D2 MO A B4 M AT 4 QUX| SHOISHIAIL.

install -d -o postgres -g postgres -m 700 /var/spacewalk/db-backup

3. 2tt

FII'IJ

e} 2|K| Heto] BFE[0] A=X] =lgfL|ct.

- — =

chown postgres:postgres /var/spacewalk/db-backup

4. NZo= HMAS W52 H enable SMS HFSt 1 smdba backup-hot BHES HAetL|Ct O|HA St X|HE
ClE2(of W o] Hoe|n ot B HIO|E{H|0[A S T A|ZghL|CY.

smdba backup-hot --enable=on --backup-dir=/var/spacewalk/db-backup
0| BH2 C|H O HAIXIE Mdstn Z5t0] etz E LICE

INFO: Finished

4.3.2. Xt Y SF of|efoto|

smdbaS AMESHH CiO[E{H|O]A WS BT loH AlAH
m=20]| o] HAHx|= St HIo|EH| 0|~ HS50 !
H7| tIo[E{H[0] & A S of|ofSt= 0] Z&LICE

= SEY ZQ7t ELIC a2t a2 2|7
Mote = ASLICL STHE 2| 2015t7| 2/o E2HE0] H2 AlZtof

o A CIO|E{HO|A 37|29 M| B O|AQ JZ7tE HFo| AIRE & UE=X|
HlO|E{H|O|A S| 2 7|= /var/11b/pgsql/E O] S8t df -hE MEsI &holgt & QUELICE.

Ak XS WY Y ofofst|

NSUSEWEREEEREIN | - 2. smabas Arg st clolEfuo] e 21/171



[
1=
e
mjo
do
rot
n
1
Hm
o
]
=
%
Ot
kl
Hu
[m
Hu
b}
Ja}
Of
H
Ot

2. /etc/cron.d/db-backup-mgr2 SHLI EXHSHX| gb= B A Hst CI3 22l FII5H0 cron 2 M A:

0b2 *I: * root /usr/bin/smdba backup-hot --enable=on --backup-dir=/var/spacewalk/db
-backup

3. HACHESS
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n

4. Aol A =
mdba =TS AFZ5H0] A A BA0| M FE 4= USLICE
ik Aol A 22
1. CIO|E{H|O|AS B= L Ct.
smdba db-stop

2. S ZZNAE AESHY b= E Wi7bx] 7| gt

smdba backup-restore start
3. ClIOJE{H|O| A S THA| R RFLICE.
smdba db-start
4. RPM1} G| O| EfH| O] 201 X}O| 7} RL=X| &I StLCt.

spacewalk-data-fsck

4.5.01710|H 20 MH

Ot7t0|2 2Z S AtE5HH C|O|EfH|0| A 22| =7 smdbaS AHESH0] 3t Y S e = JFLICHL 7|22 MSE=
HIO|E{H| O] A7} U= SUSE ManagerOi| A= OF710| 2 20| 7|2X o = &-dote|of ASLIL.

PostgreSQL2 HIgtEl =2 Ot7}0|H 25 |X| 2t2|L|Ct. 7|2 S 2 AHESHH 37|71 16MiB2! IHA0| 2f 6474
x1x+5| |__||:|..

MEAE Mdsta M2 S7IstgfL

o SLES12-SP2-Pool-x86_64
e SLES12-SP2-Updates-x86_64



4.6. 0|0] AHE F2! HIO|E{H|0]A Z7t] iR HM

o SLE-Manager-Tools12-Pool-x86_64-SP2
e SLE-Manager-Tools12-Updates-x86_64-SP2

PostgreSQL2 2F 1GB2| =7} C|O|H £ M- etL|Ct. 2222 M Mafs 25t WS HI|H oz MHst= 20|
= QS
SRuL“:I'-

Ot7t0|E2 234 /var/1ib/pgsql/data/pg_xlog/(postgresql)oil MZHElL|Ct.

4.6.0[0| AHE S/ C|O|E{H|0]| A S 7| 7L H M

[O|E{H|O & BH2|XF= space-overview oh9f BES ALESIO 0[0] ALE S¢l E0o|S S2Hofl thet 2ME =helgt &
UAFLILE o= THE2 ZELICH

PostgreSQLOIM = smdba S AFEE & USLICH O XiMSt EIME =Qlsta{H space-tables otel BH
AM2SHAAIR, OJ2{H E|O|2 3t sliE 3 7|7} S ELICE o= CHS 1t Z &L Ch

mjo

4.7. t|O]E{H|0| A O] =

ClIO[E{H|O| A S CHE 9IX|2 0|FY 4= ASLICH O E S04, CIO|E{H[0] A T SZH0| £F ot ZL7t 0]of| sigetL|Ct.

Ex}: diojEjH|o| A 0] F
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4.7. tlo|E{H|o| 2 o] S

1. SUSE Manager®| 7|2 X% 9|X|= /var/lib/pgsql/QLICt. O|E E0{, /storage/postgres/E 0|S55t2{H
Ct2g sAELCh

YILELENM RE Ao = Al F2l H|0|E{H|0| AS SXISLICE

2.

(ol=}

>
Ool-

&2l Spacewalk AH|AE Z2EfL|CE,

T & iz 2| 7
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ot

3. -a, --archive ¥ FLICE. of:
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o
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o
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/var/1ib/pgsql/2| LHES /storage/postgres/pgsql/= SAtEtLICE

/var/Lib/pgsql CIFE2|o] LHES SUskAl SAISHOF BILICE 12X 2O SUSE
Manager HIOIE{#I0| A7} QEHE S 4 QUGLICE E3t AL THs 8t C|AT BT SEH|
SHoIsHof BHLICH.

4. Ch22| M HIo|E{H|o|A LA E2| S 02 ERLICE

5. M C|A =22 tHF5t o 4

0o
0%
o
mjo
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eld
2
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Ol root:root7t Ot postgres:postgres@IX| 2tolgtL|Ct,

P

]
dlo
i
my
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M
JI'IJ
ot
-
m|

6. etc/fstab2 MRS AH fstabOfl A Ci|O|E{H|0| A Of x

7. Ct2 BE2Z CO|E{H|0| A S A|ZfELIC,

Ho
Im
ro
Im
i
-t

7Fgtuct,

8. Spacewalk A{H|AE A[ZtEHL|CE
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4.8. £AE 2E THE| M0 A 27

—

2E ME|MO| St 2 9 7HX] £7} SHAE Sl SUSE Manager MHE RA|Zte 4= QIELICE O] MMojjA =
/var/1ib/pgsql % /var/spacewalk/0ll OF2EEl CIO|E{H|O|A 5! xHHOl| CHOH HXo| MEIME ALESIH MHE
MYt dgs T LI

NARS M2 X3 3 o] X U IES CH2 IDS HALICH (2ol we AlAge

©  powoss dzen suE ARA A%oz KYs S, Il JIE HEME
DI Ess 2Ll RS M AAL0l 230} BILI
Xl &4 E RE LIE| MM 7

1. SUSE Managers MX|gLICt. /var/spacewalk % /var/1ib/pgsql DIE|ME ORESHX| OHYAIR. MX|7}
2 m7HX] 7|CHe 2 CHS THAIE TS A2,

2. HIO|E{Hf|0| A S S=ELICY.

rcpostgresql stop

spacewalk-service stop

4. /var/spacewalk % /var/1ib/pgsql TIE|MS OFR EEHL|C
5. SUSE Manager 2120l LIZE ClAE2|E S L|Ch

6. CIIO|E{H|O| A S A|ZFetL|Ct,

rcpostgresql start
7. Spacewalk MH|AS A|ZfefL|CE

spacewalk-service start

O|X| SUSE Manager?| H|O|E{H| 0| A fEi= S7| =t &l ME 2| &4 §lo| WYX 2 XFoHOoF LICt.

4.9. H|O|E{H|O| A HE FE

/etc/rhn/rhn.confOilM CtE HEE FIISEAHLE HESIH SUSE Manager H|O|E{H|O| A0 HZESH| 2ot HEE
MAEELICH

db_backend = postgresql
db_user = susemanager
db_password = susemanager
db_name =susemanager
db_host = localhost
db_port=5432
db_ssl_enabled =
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5.1. SUSE Manager X% Confidential Computing

Chapter5. 7|2 AFE

Confidential Computing= HI0|E| 224, Hl0|H 7|YM, ZE 2
SHES0] 7|8 TEE(MZ| AR 2HF)E AL8SI AL8 S HI0|HE Ead = U= 7|

5.1. SUSE Manager Z gt Confidential Computing

TEEQ| ME|HS TH T2 NAE Soff ol & JSLICE SUSE Manager2(£) SSEl A|AHIC| Q1T MHE AtES

4+ LItk 121 0] 2EE AElS AAHo| et 20A HO|XIS YHBILICE 0l2i3 AAL HIIMOR 5

S ZARSHOF RELICE, B HAL 7|12 MEEH 20| [zt AL E 4= AELIC

Confidential Computing ZE2 AIEE|= SIE0{2 B CHa A|ARI0| Ml = StAof| w2t ZabEL(C
(1) Confidential Computing S22 x86_64 OF7| =Kol ot AL 4 Y LICY,

5.2. 27Are

Confidential Computings £40| Ct3at 2

rlo
rg

ZoM 2Ee = AFLICH

o SHE|= A|AE(I}A HA)O| SLES15 SP60|H SUSE Manager(2)2 S EAEMEIL|C},
o SFERIO{0l AMD EPYC Milan CPUEEE= AMD EPYC Genoa CPUZF QUO{OF BfLICE.
o Confidential Computing &2 51835t E BIOSE F1AdsHof gfL|Ct,

o TAE OS U I3 AT EQI0{(KVM X libvirt)7t Confidential ComputingS X[ 2/8{OF gfL|C}

5.3. Mlet Aret

e SLES15 SP60f= Confidential Computing 30| 7|& 0|2| 27| 2 HMS3EL|Ct.
o SUSE Manager0l|= Confidential Computing 0| 7| 0|2| 27| 2 HZEL/Ch

o HOHRETJIZHEEIJUELICE TJ2{LE ¥ KVM EQH ECI SNP AIAE = &7H 2S5HX| & LT

5.4. SUSE Manager0i|A| Confidential Computing A2

Hekst s 05 MZEYH MBS

rr

o SAEO|M Confidential ComputingE &H 5! 7 4st
XS 2.

EXl: SUSE Manager &X] 0| 3 ZiE|o|] &3}
1. 3 AH|0|L=mgradm install podmans A3t SUSE Managers(E) AX[dt= ¢t &M etEL|Ct.

2. Ct22 mgradm.yaml TFLOf| 227t CY,

coco:
replicas: 1
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Hx}: SUSE Manager &%| £ ZH ZiE|o|L] &3}

L 8% % 5% 2e|0|LIS TAsfol BYS TH2A0/E ngradn AHSBILICE
2. By Ny

mgradm scale --coco-replicas 1

EA}: SUSE Manager 2X| = £ ZiH|o|L{ &3}

n it
1. o|o| 2ystEl B AUE|0|HE Bl detol{H Chg FES A™eLICh

[

mgradm scale --coco-replicas 0

=SUSEsManager > systems 8 Q @systemsselected & & admin <k SUSETest 95 O
Search page &
& suma50-min-slesi5sp6.dev.local @ B Delete System
# Home e
Q Systems . Details Software Configuration Provisioning Groups ﬂ States Formulas Recurring Actions Events
) OpenSCAP  Confidential Computing
System List - ————
System Groups Settings List Attestations
System Set Manager @ ,
# Settings

Bootstrapping
Proxy Configuration

ot e
Advanced Search

Activation Keys
© Enableattestation

Stored Profiles
Environment Type: KVM on AMD Epyc Processor, second generation (milan) V.

Custom System Info
Autoinstailation v Executions: @ Peformattestation during the boot process

Virtual Host Managers

@ salt v
8B images <
@ Patches <
i software >
[ Content Lifecycle v
Q Audit v
Copyright Notice P

SUSE Manager release 5.0.0
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Manager » systems

Search page

A Home

&3 systems
System List
System Groups
System Set Manager
Bootstrapping
Proxy Configuration
Advanced Search
Activation Keys
Stored Profiles.
Custom System Info

Autoinstallation

& suma50-min-slesI5sp6.dev.local o

Details  Software  Configuration  Provisioning ~ Groups ~ Audit  States  Formulas  RecurringActions  Events
OpenSCAP Confidential Computing

Settings  List Attestations

& Confirm Attestation Execution

‘ =] ‘1024—06—26 | o ‘16:45

OAddto: new action chain

Virtual Host Managers

salt

@

Images

%

Patches

Software

Content Lifecycle
Q Audit

Copyright Notice
SUSE Manager release 5.0.0

System:

& Delete System

Search page

& suma50-min-slesi5spé6.dev.local o

A Home

&3 systems
SystemList
System Groups
System Set Manager
Bootstrapping
Proxy Configuration
Advanced Search
Activation Keys
Stored Profiles
Custom System Info

Autoinstallation

“ Details  Software  Configuration  Provisioning ~ Groups ~ Audit  States  Formulas  RecurringActions  Events
OpenSCAP Confidential Computing

Settings  List Attestations

iE Confidential Computing Attestations

Attestations
Items 1- 1of 1

Attestation Created Last modified

Virtual Host Managers

Salt

H @

Images

Patches

=%

i Software

Content Lifecycle
Q Audit

C it Notice
SUSE Manager release 5.0.0

Attestation #1 run on 2024-06-26 at 15:58 38 minutes ago 4minutes ago

> Page 1of 1

HIM S S2I8HH OverviewZt EILICEH

_ | 5.4. SUSE Manager0ilAf Confidential Computing At&

Status

X Failed

& Delete System

£ Schedule Attestation

25+ items per page

Attestationtime Actions

N
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Search page

# Home

&3 systems
System List
System Groups
System Set Manager
Bootstrapping
Proxy Configuration
Advanced Search
Activation Keys
Stored Profiles.
Custom System Info
Autoinstallation

Virtual Host Managers

@ salt
8 images
& Patches

fii sortware

[l Content Lifecycle

Q Audit

Search page

A Home

&3 systems
SystemList
System Groups
System Set Manager
Bootstrapping
Proxy Configuration
Advanced Search
Activation Keys
Stored Profiles
Custom System Info
Autoinstallation

Virtual Host Managers

Salt

B @

Images

%

Patches

i Software

Content Lifecycle
Q Audit

Copyright Notice
SUSE Manager release 5.0.0

& suma50-min-slesl5sp6.dev.local o

Details  Software  Configuration  Provisioning ~ Groups ~ Audit  States  Formulas  RecurringActions

OpenSCAP Confidential Computing

Settings  List Attestations

[2 Attestation Report details

Overview v AMD SEV-SNP X Secure Boot

Status: Failed

System: suma50-min-sles15spé.dev.local (1000010000)
Environment Type: KVM on AMD Epyc Processor, second generation (milan)
Createdon: 39 minutes ago

Last modified on: 5 minutes ago

Action: Confidential Computing Attestation scheduled by admin

& suma50-min-slesi5sp6.dev.

local @

Details  Software  Configuration  Provisioning ~ Groups ~ Audit  States  Formulas  RecurringActions

OpenSCAP Confidential Computing

Settings  List Attestations

[3 Attestation Report details

Overview v AMDSEV-SNP % Secure Boot
Result Type: AMD SEV-SNP
Description: AMD Secure Encrypted Virtualization-Secure Nested Paging (SEV-SNP)
Status: Succeeded
Attestedon: 13 minutes ago
Details:
Attestation Report (1184 bytes):
Version: 2
Guest SVN: 0

Guest Policy (196608):

ABI Major:
ABI Minor

SMT Allowed:
Migrate MA:

Debug Allowed:
single Socket:

Family ID:
90 60 00 60 60 60

eoor oo

90 00 00 00 00 08 60 08 00 00

10. OFX|2 Q2 CH2 B Secure BootZ O|SEfLILCY

_ | 5.4. SUSE Manager0ilAf Confidential Computing At&

Events

Events

@ Delete System

© Delete System

29/171



Search page

& suma50-min-slesl5sp6.dev.local o B Delete System
# Home -
D Systems . Details Software Configuration Provisioning Groups Audit States Formulas Recurring Actions Events
. OpenSCAP  Confidential Computing
SystemList ~ P B
St Crotins Settings  List Attestations
System Set Manager S g 5
[2 Attestation Report details
Bootstrapping

Proxy Configuration

Advanced Search

Activation Keys Overview v AMDSEV-SNP % Secure Boot
Stored Profiles
Result Type: Secure Boot
Custom System Info
Description: Secure Boot enabled
Autoinstallation 4
Virtual Host Managers S Ealled
DeBlE secureboot disabled
@ salt v
8 images 2
& Patches -
i software v
[l Content Lifecycle v
Q Audit &

Copyright Notice

SUSE Manager release 5.0.0

HX}: ZAMOIAM ZH BE1AM 2]
L et IS0 M ZHAb 7|Y ZHEES MetLch

2. BE 3O F50| 7|= W20 EAIELICH

# & admin & SUSE

Search page

Confidential Computing Attestations

A Home >
B3 systems Attestations
@ salt b

ltems 1- 1of 1 25 items per page
£ Images i

Attestation System Environment Type Created L Status i Actions
& Patches 2
Attestation #1 run on 2024-06-26 at 15:58 suma50-min-sles15spé.dev.local KVM on AMD Epyc - Milan 37 minutes ago 3minutes ago x Failed N/A El

i software .

Pagelof 1
[ Content Lifecycle 2
Q Audit ~

CVE Audit

Subscription Matching

OpenSCAP 2

I Confidential Computing
il& Cconfiguration >
© schedule N
& Users 2
& Admin 7
& Hep v

<

% External Links

Copyright Notice

SUSE Manager release 50.0

HR S
OleFEl 39 7|2 HENULICE T2 HATF OFX] AIRE|ALE LR E|X] 2447 WE0 HME OFX AIBY
fELICh.
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Chapter 6. ZAHIE AE|0|Z

AH|O|E2 S2t0IMETZ IHF|X|E HX|5t7| M O|2| CHRZESH| flot 82 AFZEL|CH J2{H of|of ZA| {7 [X|E
o

X" AL Z {X| 22| 7120 E= AlZtE Y = ASLICL

ZX| MM oM HEE AHO|ZS 2a|E 4 ASLICE SUSE Manager Web UIOA] 22|X} > ZX|O 2 0|S5}0] At

Jtsst =% ZSE2g =QIFLICL =X 0|82 Z2lstn ZHE AHO|F Mt MAXE MEisto] of =X
€  zns w0 HeIY SUSE Manager BRIt 20180} BLI

HH TETEQ A AHO|AHS &M3}18I2{H /ete/sysconfig/rhn/up2dateS TSt CHS S FIF E= WAL

stagingContent=1
stagingContentWindow=24

stagingContentWindow If2IO|E{ = AZIQ 2 HEA|E|E A2t PO Z CIR2ZE AlZ A S Z2XsHH
UOO[E AlZt 0|2 A[ZEALICE O] ofloflM ZHIEE MX|
H

=2
9
n

alil 24A2E Hof| LI22EELLH TR2EE Al
A ARO[ M MEDH 2t ol w2t CHELICH e 2t Y2 TS ngr_check7t HE|= AlZIS B8

ChE0ll 2f40| oflof=|™ m7|X|7t XIS = 2R EEX[2 X|=|X[= SELIC o2kl AlZtol ZH|E 7| X| 7t
X ELct.

6.2. Z1HIE AH|0|Z] LM
HHE AB|0|HS T43H= Bl AFRElE T2tolE F JH:

e salt_content_staging_advance= ZHIE &FH| 7|7tE Atz AMM AlZHAIZH 2 E, Ii7|X|E CIREEY £
U= K| A=A A ZHAL|CE
e salt_content_staging_windowes ZHIE F=H| J7|ZHAIZHCZ, S2I0|HETL HX[E Al=sty| Ho| {7 |X|E

ZH|ot= ol E= AlZHILICEH

OlE =0, salt_content_staging_advance?} 6A|ZIQE MAE|1 salt_content_staging_window?} 2A|ZIQE
AHEH AHOIA 7|Z2t2 HX| oA AlZE HO| A|ZE|0 & AlZHSOF B2 QELICH X 7F A= ui7hx| 2 Wl A2
St IHZ|X| 7t CHRE EE|X| g4& LT

salt_content_staging_advance % salt_content_staging_window IH7|X|0]| St 22 MAESH MX|J7t A=t
UW7HX| THF | K| E CHREEY 4 U SLICH

/usr/share/rhn/config-defaults/rhn_java.confOilA] ZIEIE AE|O| X nj2to|E{E P e Ct,

Chs

rlo

7|2t

e salt_content_staging_advance: 8 hours

e salt_content_staging_window: 8 hours
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Chapter 7. &g 2t2|
HE2 AZEQ 0 If7|X|E JE2tot= W L|CE

SUSE Manager0ilM M2 2 MM /€, HH Sl of7[HINE= OFste 7|2 Mdat 23 7|2 M setels
otel Mzt 7 712 Sl otel ME 2 D FetE LI S20[AET} 7|2 20l LT e A0 A2 22 5t
MES 2XE = ASLICE o2t Ao = X P S FH5IH D 2te| = I 7| X| 2k 2 A[ARof| X[ E LT

ATEQ0 ME2 2| EXE2E A0 I7|X[E MSELICH 22 SUSE Manager2| 2|ZX|E2|E D|2{ st
Ii7|x| O|F ! 7|Et Ci|O|E{= SUSE Manager Ci|O[E{H|O| A0 MEELICE xEat AEE 2| ZXEE| 0= H O]
fELICE O3 Otg 220U ES MAES Mol SFot0] sy 2[ZX|E2(9] 2ZEL0{E S20[AE LA £
USLIL.

Cha oig 712 e 8l g ofel Mgz HEE

(=}
=
USLICE

[l

712 Mg o joflet SE0|HEE EEE + AsHCL 2
2|ZX|E2[0f| A S20[AET} IHF|X|E EX[SHALE HH0|EY 4~

SUSE Manager= SUSE ManagerE &d5H7| Qs 2Rt ZE MEE MSdh= o] WiH 22 M3 L/t SUSE

Manager 22| Xt 3z 22| Xtof| A= xH'E 22| HTHo]| RO{E|H, 0| Sl 17 AFSAL Fo| MES MM 5l aalg
2 UELICEH SHFHON DR3P IHF|X|E A2t AFSXF Ho| S MEY & ASLICH ALEXH Mo fidg 7|2
MEZ2 ALESHALE I 7|2 Mot HAT &~ JASLICE
AR Q| kol chst XEM|SH LI 2 Administration > Custom-channelsOil A 218t 4~ QL& L|CE,
L4 1
7.1. x4 2te|
J|2XHOR DE MEXIE AAHN MES A5 £ USLICH Web UIE AHESHO] A'Eof| Cish M AtetS 1S 4

AL

ZAL: Aol et =X HMA At
1. SUSE Manager Web UIOIlA AZE0] > M'd SFEOE 0|S5t0 MEE x2S MEHILICE

2 AIBTE TS A AN MM ROF EX LjOIM MEiEl ALSXIRH o MY 7S JhsS Mesc |

=~

YOI0|E |E S2/5t0] tHE AretS MF LT

3. PEAHHOE O|SoH0f TR Lfet ABAIE MetstHL MEIS ShRIELICE

7.2. X2 AfH|
olef TR E 0| M WL AZELO| LS AT 4 YL

EXf: HIC] xH'E ALK

1. SUSE Manager MHS| BE TEIZENM FE HotC= AL 7ttt #IE M2 LIESD A &
7| ERfLCt.

mjo

mgr-sync list channels

2. MES ArmELC)

=~



spacewalk-remove-channel -c <channel-name>

O 2ZO02 r'd Aol Ch$t XEMIEE LHE 2 removing-channels.pdfoflA Zteld 4= AELICt.

O AFXIHo| ti'E Abx|o] CHEE L2 2 Administration > Custom-channelsOf| A 2HQISH & QI&L|CE.

AMEXF x2S AHE3IH Z20[AEES YUTIO0|ESH| I3 A 4= U= 1R AZER0| Ii7|X| & 2[EX|E2|E
A = UASLICE £, AL 2HE0|M ERAFHIE 7L HS3hs 2T ENE AL EE 4= AS LI

O] MMM = AL Fol MES W, 2l 3 AH|SH= S0l Tioh XbMIS| AHELICH ALEAF Fo x2S M 8
a[sta{H 2a|X AeHol ALo{oF BfL|Ct.

—

7.3. 1L MEXRHe M A 2| EX[Ee| Y

-

AR Hol HE S WE5t7|

ra
rﬂ

22 7|2 Mga AHEO| AI8Y 2| ZX|E2[E 2HELICH

S2H0I91E AIAHO| KIS0 St ALSRE Hol AZEO X7 Ui FS A O okl HLS Mystol
2|2 4 ALICE SUSE Manager Web UIOIA KIS 448kD 17| X|of cigt 2| BXIS2IS YAet = A2
A2 SeoF BLICk,

O  =zeoies grgn snnN g WIIR EEE o9l Hi2S LR DAL,

HICIO| M ®Sot= 7 |XE AFESEH HIH AHES 72 P2 HEfe + AFLIC £, USS HEBH ALEA}
ol xdS 7|2 Md= FELIC

=2od
R} AR "o xid MM
1. SUSE Manager Web UIO|A 2AZEQJ0] > 22| > = o|Sotn [ *d MM 12 S=IBLICt

2. ATEQ o] ki MM mo|X|of|A, xH2ofl O|=(Cl: My Tools SLES 15 SP1 x86_64) 2 20| (0il: my-tools-
sles15sp1-x86_64)2 XI™eILICE. 20| S0ll= 3 = CHEXHE EESHK| 9F0toF SfL|Ct.

3. 42 xE =EECHR20IM 2 7|2 ki (o: SLE-Product-SLES15-SP1-Pool for x86_64)2 MEHBIL|C
IH7| X|ofl CHol = etel= &9 xHE 2 MERHE=X| 2elgtL|Ct.

4. Ot7 |8 EECH20(AM K=t SF=2)|0f OF7 =X (0f: x86_64)S ~1EHBILICE,
5 LQStCHE, A2t M2 HE, fHd HMA Ko U GPG EEo| £7t HEE =gt

6. [*'2 ¥4 ]= 2L,
AEXF x20llE =71 2oF B0l 2ot FRIt ASLIC B2 EfA HIEJL GPGE IH7| XIS B e, AFXt
Hol oM GPG 2= W7 |X|E AHE5H2H HIEIH|O|E MO ALEE GPG 7|1E M 2[cHoF gLt O3 L MEE

MIEIC|O|E{ 7} AF L2 etelzhs MESHo] 2S5 A= GPG 7[2+ 17| X| HIEIC|O|E{ S LXIAZE £ AFLICH

A M 9 2|ZX|ER[7F GPG 7|12 MYHE ZE ol GPG 7|2 YEE 8! M2 £ ELICE o2 £0{, SUSE
Manager A 2| BHZEO A spacewalk-repo-sync A2H:

/usr/bin/spacewalk-repo-sync -c <channellabelname> -t yum
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removing-channels.pdf

A8E £ U= R 71 zypper TE0| 7|5 X EYLICE Web Ul 0] 7|52 MSSHR| &LICE

0| 7|s2 0|2{HE 2| X E2[7} E4 WA
OBS(Open Build Service)ofl 2|sf| M=l =
ZgtL|CHOotH =),

2 2FED ME Fof 2[ZX|E2(0f "F["E MS5t
£ 2| ZX|E2|of sigetLict. CHE 2| ZXE2| 2

JI2HOR M MLS WA 0 PG ZAF EAISH TETH M 0f YLICE Lol AR He)
TH7|X| 9 O Z2IA(01 S FTtot2 B MYEIX| 242 TH7IKIS AT 4 UEE o BES| Mg

O o g0 wsiz 4 i B3N HEE WIS 22 R 2AE R dsiore wo
240 B & USLICE

7ot ATEQ O 2| ZX|EE[Q B2 Web UIE AHE3H0 SUSE Manager0il 2| ZX|E2|E =7t = JASLICH
2%t 2|ZX|E2| HEHHOIEE ASY = A=K 0|2 QIS A|R. 0|2t BH M= createrepo 3 reprepro®t
254

FEEQ

Z 288/ AFRSH & Ql&L|CH mgr—pUShE 2| ZX|E2|E MK ok T RPME {0l ZEA|SH| 9|t
SotA AL E 4= ASLICH XHMIEH LHE 2 createrepo_c I reprepro man H|O|X| 0| A] &tolEt 4 Q& LT

o0 my mE Ho0

X 2ZERof 2|ZX| B2 =Tt
1. SUSE Manager Web UI0I[A] AZLEg0] > 22| > 2| EX|E2| 2 0|55t [ 2| EX|E2| MM |5 S=/aLCt
2. 2|ZX|E2| MM HO|X|0 M KA A0 2|0 = (0ll: my-tools-sles15sp1-x86_64-repo)=2 XI™BILICE.

3. 2|ZX|E2| URL B=0f repodata It0| E&E ClE2|2] AZ(0: file:///opt/mytools/)E Y=iEtLICt. 0
Lo SHIE FA XY IZESS ASE 4 JSLICL

4. MEE HEICIO[E{7} JAELINT 2elzto] MEHS | ASL|Ct,
5. UE AbS: 2| EX|E2|0f| 22H0|HE T M 2150| 2Rt FR SSLEES YSHHAIL.
6. [EIZX|ER| MY ]S S=/gLIch
flof Ext= 2P 2| ZXEL|7F MY FHoll A= 2| ZX[EE|Q "F|"E MISdt
old

L=
dHE ZE 2[EX[E2(27t ofof sHYBHR|Z, LHHO= OBSOIA HMSSHA| o
SHEsHX| ELICt.

B0l ZrSELICt. OBSOl 2fsh
= 2% MH<el CHE 2 EXER=

AL8e 2| EX|E2|0| GPG 7|7t gle 2R A MBS & 522 GPG 7|E 71U 2R JIME = UELICH gpg BHE
TF1E A8t J|E /var/lib/spacewalk/gpgdir 7|ACE 7M™ FRHOZ XEELICE 0| F|= chroot
20| M7 &= 20 |XIELCHL

Ex}: GPG 7| AHE50 2 Ef0] 2| EX|E2| 4d

1L 7157122 JINE EY2 L3 ZELICh

mgradm gpg add /path/to/gpg.key

o uyuni_suite, uyuni_component % uyuni_arch #2| I2t0|E{E ALE5t0] Debian =23
2|EX|E2|E F7HetLCt
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7.3. AFEXF "ol M

uyuni_suite

ZQLICt. Debian 2YMO|M= 0| S B Z 2t BHL|CE, O] THEIO|E S ALESH0] XS AA S X FEILICE Of
ofeto|E{ 7t L™ 2l ™2 LA 0] AAEELICH mt2f0lE 7t /=2 ELHHE 2| ZX|E2|7t SO = MEFLICH

uyuni_component

e AFFILICE O TefOlEfs Shte] 74 QAT X HE & YBLICL 74 RAS LIYE £ giSLICH HEH
AX Y22 ABOIR 012 T RAS XY £+ AX/S, Uy
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ol 2 of 2| ZX|E2|E H-dsljof ghL|Ct.
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uyuni_arch

MEd AFSFQILICE AMEfsHH Oof7| Bl 0IEOI CIlOJE{t[O| A9 xHEoll CHSH SQL 2|2 AAHEILICE *Eol
OF7 |El X oF LUX|SHK| 9= AR uyuni_archE HA|HOZ X| ™A A| (07 |EIX 0| 20| Bt

ol thaa Z2&L

H 3. Debian =21 2| EX|E2| 0!

7Y AA 2ol [ URL

apt &2 2fel deb https://pkg.jenkins.io/debian-stable
binary/

URL OHE https://pkg.jenkins.io/debian-stable?
uyuni_suite=binary/

apt &4 2ol deb https://deb.debian.org/debian/dists stable
main

URL oH™ https://deb.debian.org/debian/dists?

uyuni_suite=stable&uyuni_component=main
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e HEE Debian 2|EX|EZ| Ho| Ao chst HEZ https://wiki.debian.org/
DebianRepository/Format#Overviews 7|9t 2 tL|Ct.

2|ZX|E2| Mo HAl2 o3 Z2ELIC
deb uri suite [componentl] [component2] [...]
oll:

deb https://deb.debian.org/debian/dists stable main
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o

rr

deb https://pkg.jenkins.io/debian-stable binary/

suite 3 component®| 2} 0f| CHoH AFFR 7] URL + suite + componentOi|A] AAHEl IR
URLE HolgfL|Ct.
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Xl xigoll 2| ZX| B2 2
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EEECI=S
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o UIOIAN EE&= spacewalk-common-channelsE AFEst0] kLol 2|ZX|EE|E =I5t &=

o 2 X mgr-sync-refresh-defaulte| YEZ, 0| AR 2E AEXH Ho| Y HIr #'H0| 57|SHE/LICE.

0| 7|2 S5 H|2tM3tste{™, /ete/rhn/rhn.confof| A& etL|Ct,

TR 1157 e i /111


https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
https://wiki.debian.org/DebianRepository/Format#Overview
administration:custom-channels.pdf#custom-channel-sync

java.unify_custom_channel_management =0

LS —

0l 442 NH 57|37} RIS O 2 $3ME|X| oM, AFRXF Ho| MES A MEl2 QXM Ce e S8t ct,
o S7IStHOR 0|F3t 0 [XIZ 57I%H]E 2280 522 FI|eteiLCt

o ZIEX|EZ| MM XtF S7|0t 2 E S SHYLICH

T HA7FAZEH ME0| S7|9HE AZYEX] 2l +~ A= TS 22 R 7K SYol ASLIC

=

e SUSE Manager Web UI0I|A 2| > Mx| OpHALZ 0| S5t0] |
F0fl 2 MZofl et ZIHE AUTHE FEAIRLIC

EHS MEHNSHL|CE, O] CH3} ARt =7|3HE|=

IHh

e SUSE Manager Web Ul A 2ZE#0] > 23] > {22 0|S¢t L3, 2[EZX|E2|0f HEE HES S=letL|ch,
menu:[2|ZX|E2]| > 7|2t B2 O|SHLICt 2| XX E2| 0| Holl 572k EN7 HAIEILICE

o SYILEILENAM S7|st 20 IS =AQIFLICE

tail -f /var/log/rhn/reposync/<channel-label>.log

2t ob9l ME2 S71et HdE = Set Atd 238 WEELILh 7|27t A2 =R =X Eelst{H 2E 7|2 8
Stel M2 20 M S =telsof gLt

Chs ABZL XY ME S718t S9E M8 + AELICH

2|ZXIE2 oA HMHE 22 7| XIS FRIELIC

0| ZtAS £38tH strict ZEIFHEILICE

RRE SI|2H1K 2

-]
WX E S7|etsHA| O Al 2.

£ M o7 | x| 2 S 7|2

E| M I X HEE S 7|25 A2,

Jy
[>

EIE 7ts Eg| 44
oMo

0| 2ME Kickstart Xt AX|of| Al2E 2~ Q= C|HEE| EB|E FH|&HL|C},

ozt M2 2 Mo s IFH2=Z MPELULE [XF S718] HEE M2 HS MY = S7I=E

7.3.3. AFEXHE & 20f o7 |X| S oiX| =7t

7|1E M2M SHSHR] o0 A ALEX Fo| X2 S Mo IHF|X| EE= HX|7F ZeE|X| 5 LICE SUSE Manager
Web UIE AtE3H0] 2Rt 17| X| 8l IHX|E 371 = AF LT,

TR 1157 e i s9/1m1



MEXL Hol ME2 ZHE[ALE AFEXE FolEl IHF|X] = X2 Zote 4 AOM [ME2| 7|2 OfF =X <F LX|sH 0
SLIC ArERE Hof AHEof| It TiA|= xH'20f| U= 17| X[off X & =[0f0F L|Ct.

EXt: ALE AL F2 xH'2 ol 17| X] =7t

1. SUSE Manager Web UI0IlA 2T E9f|0] > #2] > )= 0| S3st 17| X| O = o] SfL|Ct.

2. UEARS LHE/RH FC 2 0| S3He oAl A 20 l= 2E W7 XIS =elgfLict.
3. 7RI 2 0| S5tof xH'2of| M IH7| XIS F7HEfLICt.

4. WIXE MSE &2l HES MestD [II|X] 27| ] £ 225t 52 MSLICh
5. AFEXAFFol 2ol 7t 7 |X|E efelsta [WFIX] 7] E S=IgLICh

6. M= AtStol REESHEH [ 37} =l S 22150 M20l| 7| XIS =TtetLct.

1. MEALS: AZEQ0] > 2t2] > e 2 0| S5t IHF|X] > HR O Z 0|S3t0d Y x'22| 17 |X|E CHE *E<
Ii7|X|2t H| W &= JAELICE F x2S SLSH erS2AH [ ko] BE | HES 22/t F=2 HAFLIC

Ext: AFEXEE 2| xH'20ll THX] 227t

1. SUSE Manager Web UI0IlA AT ES]0] > 22| > ' = 0| S5t IHX| YO = O SFLICH

2. AEAFE LHFE /R B2 2 0| Sote] R ki 2ofl Ql= 2E THX| S efelghL|Ct.

3. F7H QR 0| S5t 7t IiX| SFE MESH AH20l| M IHX| S FItet|c.

4. X E M2 de MigdsS Mot [ 2 Ix| 27|12 225t 552 MBS
5. AFZXFFol k{20l o1 X[ 2helst [ 2ol ]S S=IefLct

6. M= Artol| RH=sH [ 2kl S 22I5t0 AH2of| x| S =7t Ct

7.3.4. AEXHEL M2 e

SUSE Manager #2|X} 3 #'d 2t2|Xt= RE IS HE = AHE £ ASLICHL

=13

#llol > 22| > 2= 0|3t HE

CHE ALEXOIA| A2 S HBSIZLE AME = U= Hets Rose{H ATE SESEL
£ ROfst=x| =elgL|ct [HOIOIE ]E S50 HE

=
MES MEMSiLIC), 22X -2 0[Sot| ArEXt7t Mot
AtgtE MEgct

o S0 E ol 2 E MES AMSHHE AHE A 8l HEE 2E St0|AES| AHE HEHTt
ZA| YOO EELICE 0| S Sdlf HE Ateto| 2| ZX|E2| Tt o F2tshA| HHEE & JASLIC

Web UIE AH23H0] SUSE Manager M2 S Al

=
et
4>
£Q

SLICH ALEXE Fo AR AFRIE &= AELICEH

Hxb: ALK "o XY A
1. SUSE Manager Web UI0Il M 2AZE9)0] > 22| > ' 2 0| S38t0] Alx| e 1 DS MEiStLICE,
2. [ATES)of zHi'3 At ]1E S2ELCE

3. K2 AH| HIO|X[ofA A 22| MR HEE 2Helst A|AH 7l F|4 2tel2ts MEISHo] ofx] 7Hel ¢l
AlABIOM ALERE O RHE S FM A LT

TR 1157 e i w0/1m



7.4. M2 ®HA

4. [*H'E AHH| 1€ S=/eich

A0l A o ARE MLol UKo s WK XSO MASIK SLICE MLo| ARIE T7|xIs
AEl0| 8 4 glgLict.

= T HAHK

SUSE Manager Web UIOflA {21t HZE[X| gf2 IH7|X|E MY = ASLICL 2ZEL0] > 2] > I{I[X|=
0| St MAE mi7| XIS 2tlst [IHF|X] &HH| ]S S=2IgfLict.

7.4. 142 &7

7.4.1. A2 Ab|

ol Y2E2= +Y0| Z=E MES ’“EIOWLF SUS AESIAL 7|EF X2 =E SUSE Manager0ll A SUSE H3

7.4.2. THAE X|H

& ME A= ME HA =6 W AE M2 FQE L

~

4.2.1. M2 ®AH Z=H|

HMst7| Hofl MAE M2 2| 21|0]=S Thefstiof BL|CE. O] Y2 Web UIS(E) AHE0I7 L HFE0|AM &

o AAZIO| BT TS FO|ZLL AIAHS S O H MDE RHOHK YEE FOISHIAIL.
& o A L0 B TS FO NAHO| AL FS ofT AAHS YIO|ESHHL 7SS
L]

"o
FlAg wintx| 42 S ®ASHK| efotof SfLCt.

7.4.2.1.1. X< glo| 2 Ay

EXl: Web UIE AHE510] 2iE 20| = 2]E
1. SUSE Manager Web UI2| AlO|EHIO|M AT EL0] > xid Z& > MH|Z o] SHILICH

2. O] H|o[X[ofl= xH'2 O|F0| HAIELICE xH'2 O|Fof Chist A3 E MEHSHH 12 2402 BE=TF EAIELIC

r

3. HAE Mgaotel 2 S MERLI,

Ex}: BEES AHEoto] M 2jo|S AE

=

1o

gjo
mjo

A M2

S22 ol 4 UBLICL

nt

spacewalk-remove-channel -|

7.4.2.1.2. M'3 A|AH 15 20l

XK} Web UIE AF23510] 1 A|AEI L= $tol

O 1< a/m



7.4. M2 ®HA

1. SUSE Manager Web UI2| AtO|=HIO| A AT ESL0] > Xid S5 > MH|= 0| STfLICH
2. QEZO|M A|AEI EE RELICH

3. MAZ ME EE o9l HEe A|A™ ES =elFL T

Ex}: SHES AHEot0] A2 A|AH 35 2ol

spacecmd -- softwarechannel_listsystems <Channel Label>

7.42.2. M2 ™A

HEH|O|E{ 7} A= rHE Q| AR spacewalk-remove-channel BHE AFE6H0] SUMA HHEE|M HHE 4= ASLICEH
O| BE2 mU A|ARIO|A IHF|X| XEH|E M| AHSHA| @b&LICt.

IHY A AR M IHF|X| & MAStE HHof| thst MHE [cleaning-up-channel-packages|olA ®MS-ELICt.
7.4.2.2.1. 708 < ®|A
AL HE ES AL JHE M2 MA

HE 2 S HASHAHE ks EF S 2@RLCh

spacewalk-remove-channel -c channel-label

+. 2] x2S S0l HMAHst2H 2t H20l| -c Z2HIE AL THS channel-labelS AFSELICE Off:

spacewalk-remove-channel -c channel-labell -c channel-label2

7.4.2.2.2. &9 % 2= k2l 22 ®A

22 3. WAL A9l L BE 19l M A . CH 2ol $2 HES BE Shel KL g
AL 25 QELICL+

spacewalk-remove-channel -a sles12-sp5-pool-x86_64

7.4.2.2.3. Web UIZ(E) Sdll CliO|E{H|0] 20{|A 1Y | X] K| A
7.4.2.2.4. O} A ARI0A DH7|X] H2|

S5 4. EAL ok A|AE0[M 17| X S ’“EI°”—|Ef CHS Y2 oY A|AH—0=
EAMEIX|2F SUMA IO[E{HIO| A0l = EA|S|X] §b= R E SFS 2ttt = MAE LI,

# spacewalk-data-fsck -r-S-C-O

O 1< w2/m



7.4. M2 ®HA

43/171



Chapter 8. ZIHIE 2}0|ZM}O|Z 22|

ZHE 2I0|ZMO0|Z 2E2|E AMESIH I7|XIE AHEXE Folsta BA

USLICE wMetE X 22| 7|2 SO UH0|EE HE8Hof 5t= R 53| REYLICE

ZHIE ZIO|EMO0|Z ZE[E Sl 2ZES MES AA2 MESHD 2tF0f S| ZHoHH EX| HIAEE +Aet
2ol Z=HM8 220U E0] EX|E = ASLICH

HIL x2S Y ¥ += Xl AT = HH9IXI U ARZR "o X FI15HAL ®AHs =HE =8 +
UASLICH Ol2{St SHIEl AHE S HAE SCHO|AE| 20 O T2 2SSH=X| 2fele 4= ASLICE
Jlgdez =RE MEEAM ME2 °JEH MZEGA Mo LRSHH SHES KAS2=2
MEMSILICE. /etc/rhn/rhn.confOl LS SMES FIK6t0 SHE 2ol it Xt HEHS
o Highgote & AELICH
java.cloned_channel_auto_selection = false
JH L 2EHAEI SMEH SHE HESE 2F M= 53 5= ASLIC
Ol AZESI0 HME0| 2Ho[EMO0|Z S 0|5 + U= Lo #FS Sdf FYELL. UREe 23
2t0| I M{O| 20l = XA THEHAE Sl T2 M 2tH0| ZE[X|2F Bt I3 B2 2tF 3 JHE = JASLICH

O MMojM= 7|2 ZHE Zo|ZMO|Z Hxtet ALE 7hsth TEO| CHef HHRLICE HOb FH=Q o
Administration > Content-lifecycle-examplesOi| Al 2Q1E 4= QI&L|CE

rr

8.1. ZHIE 2}0| T M0|2 T2 HE MM

ZHE 2l0|ZMO0|2 S HFote{H T2HERE AZHOF PLICH Z2HEE= ATE0 ME 22, THF|X|E A7
2o Ar2Eli= 2E 3 2E 2 S FolgiLTt.

EAL U E 2fo|ZM0|E T2 HE WY

1. SUSE Manager Web UI0i| A Z{EIE 2lo|ZMo|2 > T2HEZ 0|Sst1 [ ZZHE MM |2 S2lshL|Ct.

2. 20]= EEo Z2HEQ| 20|SS UHYLICE 202 BE0= AFX, X OFYH, 510|E S EEU MES &

UELICE
3. O|E HEO| TEMEE MHSH= 0|E2 L LICE
4, [MMHES 22lsto] ZZHEES MMt TZHE H|0|X|Z SotL|Ct
5. [2A AE[GHH [E S=/gfLCt
6 MEetst 7| =

L AX Of} AXOIA A2 RS Mefstn ZRMEC| |2 MY MEBLICH Hes 7|2 Kol A THsE
89| a3t o] TQIx] HIRIKof chet . So| EAIELIC

Fel Mg S grelstn [ME ]2 221st0] Z2HE H|0[X|2 SOtL|C). O MEfet AT EL0] 0]

8. [ 2E| AZ/3HH = 22T

9. ZE Uit &Xtol M Z2HE| HREY LEIS MEBLICEH A 2E S HY5t2H [ A 2E HY ]S S/

NSUSEWEREEEREI0N | ... 2171 2oimuolz m2m = 4y 44/171



10. [&38 F7t]E S=FLICh

i

11 247 2{0|ZOIZ That MRIOIA 3 T 217
B ARX}, 27, OHAE, 50| Z 4 2ET
12. 2Ho|uto| 20 T3t BE Ho| AR WTHK]

Meetof 2to| Zufo| S0 0| AMES Melz

8 2 JIIE.I o-<'5

o

o

SUSE Managerg AtEotH Lol o] ZEE WHsto| T2
ZEE AFE5HHE Lo IHEZLE HQ=E= W7XIE

QU= M7 |X|o EX g |ADHLESHA OIAL|CE

= o =
Xl = 2E:

o WFIX| 2EHEY
© OIF7IE
O O|F, dZE3, HH, e|A Sl o7|EIN 7| &
© HMIoIE7IE
o IiX| 2EEY
o HIOIEIIE

o A}

r
r2
[m
1=}
o
om
o
2

rir
=2
)
Rl

O

>.

0x
2
&t
Y
mn
A

ZEQL SH AHE T &= U= 2] HEHT| 7} USLICE AL Tt

off w2 CHELICE

40



2 HE0|= 518 = HEZ 2EE & A= & mf2t0[E 7t ASHCH BE = thEat 20] M2| Lt

o W7[X| 2= THX|7t HE HEHE SFotH 220 M Ml ELC.
o IN7IX| E&= THX| 7t 518 HEIE SFHH Aol IEELICHHE ZEof 2fsl H|elE 20z shE).

O] SHS At 74 WEIS AFZOI0 B2 40| I7|X| Ei HAIS MQIstn S 6|8 WEIZH HBE S I7|X| £
TX|S "M ol R0l RBBLIC,

ZHE HE = =X A0 HEEH Z2HE ZHof| SR & AFLICH

meHE ofn] YSE AAT} EEO] YU
MIRELICL S 71| oI 80| SLE 32 g SIM HELIC o/ 30) gl
m2HE AAT}CHA] UEE whtx] H]of

Mol A|L}2Z| Q0| CHSH EIZ Ma|stH MAE 4 YZE SUSE Managers E HZ31S HZeLICt
ol2{ot HIZElS MEStH EX AL At|of SHA| Ao 2E Hgg e = o RELIC

TTod

8.3.1. SUSE MIZ 7| 2}0| 2 T X|

2to[2 miX|7t ZetE Z2HME|ME= F7IHel = 7E I7|XIE H|lslof 2t0| 2 mHX] Ij7|X|2t S2to[AE0f Chst
YH0|EZ MSEUCE gHHoj ojo] EX|El dHt AHE W7|X[= AAH RALE |XISH7| I8 oT5| ZetE|0fof
stL|Ct
=1 .

Ix
o HIZS

HEotH 0] SEHS +&oH| 2ol RSt ZE Ml 7H7t Mg E LT

o

mjo

o 7|12 g HE D} SUS kernel-default 7| XIS X Edst= THX| 512
e reboot_suggested 7|9 =7 ZEHE THX| HE

e installhint(reboot-needed)2t= O|ES MSot= 7| X 7F EotEl IHX| HE

2tole mix| ZEHEE MdMst=  wHo| oiEt XME W82 administration:content-lifecycle-
examples.pdfoll M =elg 4= A&LICH

xRS HE

1. SUSE Manager Web UI0i| A ZIBIE 2lo| TM{0|2 > HE{= 0| 5ot [ HE MM |2 S2FLICH

OS] o = = /111


administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version
administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version

2. CHst ARtof| A [RIESR AL ]S ST J0f w2t (o] HAELC

mjo

3. EFA EHE0l| O HFAE UHYLICE 0] 22 HES0) oo HdE 2= HE EEQ| 0|F Aol =7HELICE
HESI0| T2ZHE HHAE|M HEE|= ZR 0| 2E= ZZHE 3|0|S2 0|2| MFLIC,

. AES ZEOM SUSE HF 7|8 2tol2 IiX|S e gL Ct.

AN
m

6. ?1‘5 ’é‘EQI MeEdst ®Z0ilM M%%* = As HE S=0M 72 HTS MEELICL o|=ol 2t HE XS

Ed AMAHO 2XE HE HTS [z 2o[2 x| ZZHMES AFSt{H "A|AH- J|H 2to[=2 X|"

O| SIS XM ESHH 0| SHES +&H7| floh Bt HE M W7t HdEL(Ct

o 712 Y HMI S Ut kernel-default IHF|XIE Z&st= THX| 32
o reboot_suggested 7|9 =7} IHE THX| HE

e installhint(reboot-needed)2t= 0|52 MSot= 7| X7t EotEl IHX| HE

gtojl2  mix] ZEMEEZS MdAst= dol| chst XpME W82  administration:content-lifecycle-
examples.pdfollM gtelg 4= A& LT

2 ASS NHE

1. SUSE Manager Web UI0{| A ZIHIE 20| ZMO|S > HE| = 0| S5t [ HE| MM |S S2lgfLICh
2. Ot ARto A [RESR AL ]S 22T T0j w2t 20| HF EL|Ct.

3. HEAL BEO| 0|5 MEALS YBILICL 0] 2 YEHO| ofof A
Io

ME|
- Ol_
HZ3l0| ZZHE A AE0| M HBE|s A2 0| WEL TN E 20|22 0|

- Si—

HE ZE9| 0|F 2ol FIHELICE
2| X Lt

H|

L |

SEEM EF AIAR| J[EE 2l0|E mHX|S MEBL|Ct,

SN
m

ﬂIIH

5. AIAS TEO| M, SR0|AM AIAHS MeShLE AIAR 0|22 Yietol &4 oIS FELICt,

11l
£
>
ﬂJlO
>
EE
et
L
n
2
ot
1o
e
E:_
)
i
=
==
ﬁ

6. 72 HEO|A MEYSH AIARO EX|E HHY SF0[M HHE £ 7Rt

ZEE= Ol TS 7|2 FLICt.

OS] o = = a1/m


administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version
administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version

8.3.3. 7|2320| J= AppStream 25

DZNEQ ZotEl R 2[EXEZ0M 25 252 ABY = UATE 52T 0| HE HEAS AE3IH X522
x7pst & Q& LT}
o =T M-d .

g2l o] Y=

— A

rlo

2

mn
i)

7|82 AEZIHZ AppStream ZE S MMELICE,

ol TZAAT} ZRHE Ho|X|o| M +MEF LE7} TRYEC NSO AIFELICH IYX YOB MAE TES
ZEIE 210 TM0|2 > TE{0] LISl D LRo| M2t RS TRNE X718 45 USLICH

WE HEE MESIH LIE 28 AEZS MESLE 23] M5 e 2| ZXE2|of|A siE ZES HeE &+

COE 5 AER0 ME Z8EEs A2 OLEE, JHE AERS HASHH 25 Z84s
©  y3mo= sze 2 4 etk o 32 T2HE N A HolXl| e Ho| XS
HESH= QLRI BEAE D 2E 25 MEi0] SeHE mi7tx| YE HEO| H|Z M LICH
o Red Hat Enterprise Linux 9 0|2 2 &0{= F2lEl 7|2 AERI0| gI&LICE J2{EE Red Hat
Enterprise Linux 97H2[ AA 2t 817l O] RIESIS AL = &= ut7t §iELICE

ZHE zlo|ZMo|E 2|E AE%t0 AppStream EZ[EX|EZ|E HFsH=E WHO| it XtME LHES
administration:content-lifecycle-examples.pdfol A &l & QU&L|CE

ik WEA MG

o
1. SUSE Manager Web U0 A ZIHIE 2lo|ZM0|2 > TEVEZ 0|S5t0{ TEZME S MEHBILICE
2. ZE MMoM [ RE HE/6HH £ Salct = [ M 2E WY |s S L
3. CHet MXtoll A [ES AMZ 12 S/t Jof w2t 2do] HAELIC

=

4. HEA E'Eou 0|5 HEALS YBILICL 0] 2 WBAo| o) WHE BE HE(Q 0|F Yo FIHELICL
ST z 2

2 0/2| A FLct
5. AISS HEOM 7|22t Zeh AppStream 2SS MEHBIL|CE

6. X2 EEOM 2SS 7IME REY MES MHYLICL 0| EEL20= 25 22 BAIELICH

8. WE{ MMHoZ AIESIH MZE HEE AppStream ZE E =QlgtL|Ct,

9. 7H'E ZEE HEU/MAHSH HRSt 2 Z2HMES ZFS & AFLICH

H,1||:-| LS ofe| HHE TZHEO| AAZ AET 4= QIELICL 0] AL SUSE Managers S| 2t x|
£ MYsHR| gf&Lct ofdl e x| 20| SHE ZE M2 2| SRELICH #HE7 XS
a —-—7(1I7f LMo &~ ASLICE OIS S0, INX| 7} H| =| ALt K| LHe| IH7 | X| 7k HZEl 27t oof siZhetL|Ct.

[l
o
oF
oF o o
—__
I
ﬁ
o
—_>"—

NSUSEWEREEEREI0N | < +. zt7t1= etojmuolz mom = we 48/171


administration:content-lifecycle-examples.pdf#appstream-filters

ZHE Z2ME F SHLHE ZLEotHE 20| HHE Z2MEQS| OHE 2HFO|Lt =X THE ZHHE Z2HE o
UAHEIE FHE HAIE SRols 2= 0| 7[2H2 H=21t S7(SHELLE =% 2F0M XS M| S7[=HE
SiFst] o] SEES HEAY 4 AFLICL LIS HAIE SRt ZE B0 CHe S22 WX E S7|=t5tH
AOE0f > 23] > X o|Sstn S7|=tste= xEds 2=

215t = 7|3t ot9l MOZ Oo|SELICL 5 DX
S7|ete WA E S/t ZE =X M0l S-S n|ELIC

&
H

EX}: G E 2jo|ZM0|E ZZHE U

1. SUSE Manager Web UI0i| A ZIEHIE 2lo|ZMo0|2 > TRHER 0|56t YEST T2HES ME{FL|CE

O sz usumus s neNEs Yoo
2 AR A2 3 WElS PEStD [WE |2 22

YLt 2t E|H 2t HTO| SHLHA S715t 0 AT EQof Midat 20| YEE 225 S2H0|UE| LEet 4= ASLICE

= = 11— [ N =]
2. 5 2f0|Tit0|2 MMoIN 4 HHOR ST #YS A [4F ]S 22sHLCt

w

. 2F 2O[ZM0|2 MH0lM EE T s ZLIE>E  AFLIC

8.6. 2E0f| 2=H0|HE 2

ZHIE 2to|ZMo|2 Z2HMES YUE 3 $Ag 0 SUSE Manager= AZESQI0] k2 E2|E HHeL|Ct A0
SC0|UES FII5t2{H S2I0|UEQ A|AH MF FE H0[X|2| 2AXEH0]» 2XE0| XS AHE3I0] 7|2 2
s

Stel 2T ES0f x2S SEI0|HEN 2

srehetL|C
MZ £7t=l SX|E L2 S210|HEN XSO 2 e X| RAELICH 2AAE FItH L= SHSHE
o AR K 22 502 =olstn io|o| Edlof FL|Ct.
s g2 gk HH0| A SUSE Managerdf| =72 of| M IL|CE.

—

8.7. ZAHIE E}O[ZM[O|Z Zr2| of| A

O] MH0jj= ZHE 2f0|ZMO0|Z 22| E AESt

[

A3 AHAI RSl Tl QletEl f3 S LESHYAIL.

rr

LRI0l CHet R IEX] 2EH QL of| 7F ZEE[of AELICE. Of2{et oS



8.7.1. EZh IjX| Z=7[0f| CHet Z2=HE 2H-o

HZHIiX] =710f cHet R Z2MEE Lo = Y ELIC

o ZEZHEOM IX| X<

o IZMEO| x| 2t

8.7.1.1. &M 7|& 2E 4d

=20 J|E BEE XEE W 0|20 HE|AE 2E XIS M|t o] EEE HZt X FI|& WEE HHE
20| M0 2 ZZHMEO| KL

ZAE g 7| & 2HE 4
1. SUSE Manager Web U0l A ZIHIE 2to|ZM0|Z > LE|{Z 0| S5t [ E WM |2 S2efLch

. 2E O|F =0 ZE 0|ES YHYLICL OIE S0, EWE 7[Z22 A A LT,

~A W oN

iz}
m
30
o2t
iz}

-
=2
=
2
R
e
=
miu

>

]

o
=
n

(S}
L
=
e}
>
~
mjo
rx
12
1
=
fiml

8.7.1.2. Z=HE0f T I}
A Z2HE| E 37t

1. SUSE Manager Web UI0|A] ZIGHIE 20| ZM0|Z > TRV EZ 0|56t SF0AM ZEHES MEAFL|CE

2. A 7k T BE WEIS Hafe [ HE 9/6M ] Y25 32

|IOF

fLICE.
3. M EW 7|E oA He HEE MEiSL|Ct,

4. [ME]= 2=t

8.7.1.3. M ZZHE 2o ZE Mg

M EE{7} 2E S50 =7t X2, Z2HE| HE0oF LIt HEE MEdt{H M Huy &F S L=l of ghL|Ct.

2. B AFS HIA[X| S FIFELICE HIAIXI S AFESHH RE 7|58 XY 4= AELIC

3. HIAE MHOIM M JHE S AHESIH] BT SHIZA| IS YEX] 2elgfL(tt.



4. [87]2 22stol AHES [+ YO O|SLICE T 27} BIHLE 0hS BT S UE AjZH0] of 23

8.7.1.4. T=HE | M I{X| X<

HAEE= Z2H A0 =20 2 = ASLICE A7 A=E & 7|E EE oMo e|AE =X X2
HelstiAl 2.

Hx}: I x| H <
1. SUSE Manager Web UI0i|A] ZIEIE 2to|TMtO| 2 > HE|{Z 0| S5ty [ HE| MM |2 S=IgLct.
. ZE 0|2 Lo ZE 0|52 Y TILICE ol §04, openjdk IHX| H|<|QIL|CH,

. 2HE R HEOM X[(21 0|F)E MEfelLICh

. M1 0|5 BEo| 12| 0| E2 Y=BLCE oS S0, SUSE-15-2019-1807 4 LICH.

~ (o)) ol N w N
mx
12
N
ne
[n
=2
Rl
my
ajo
mjo
rx
12
ot
-
m

HHE 2lo|ZMo|2 > TRMEZ 0|Sst0] TZHES Meystct,

(o]
(]
m
re
Y
~—~
g;
=
o
|
M
rIJlJJ
=
ot
o
o
D
2.
a
=~
82
>
!
o
ru|m
_°,+
El
Rl
0z
o
rulu
EE*
I
Il

8.7.1.5. =M EQ]| mjX| &gt

Hot ANE H2 oA YLICE oIzl 2 FQl go| 5tE 7 XLt HE 20| Z2e ot IiX|7t 22| AR AJASLICH M
x| 9| 0|22 SUSE-15-2019-2071LIC}. Of Aj IHX|Z B+ 0fl Eetsfof S|,
o 58 TE FA2 HE HE 7A9 Mol 7|sECt SMYYLICE XtA|EH LHE2 Administration »
Content-lifecycle0i| A 2olgh 4~ ASLICE

Kl 2N E | IjXx] Zet
1. SUSE Manager Web UIOi|A{ ZAHIE 2lo|ZMo0|Z > HE|Z 0| S5t [ HE| MM |12 S=2/gtL|ct.
ZE 0| Lo ZE 0|52 YHELICLOE &0, HE =t = EEUL|C

B 7 ZooM mix| (22 O|F)E MEigfLICt.

> W N
e

3
r#
[
°
I:IIHJ
2
v
[
(%2]
|'|'|
3
l\)
<
LO
l\)
S
:‘
ﬂJ|0
_o,‘F
[
of
00
o
rx

m
oot
L
o

1. ZAGHIE 2to|ZMO|Z > ZRMEZ 0|S5t1 S 20| M Z2HMES MEABHL|CY,

8. [EE| AZ/AHH ]E S=5tn 72 Heb A Zehs MEFL T,

10. [RE ]S 22510 2tF S CHA| ZEFLIC

NSUSEWEREEEREI0Y | .7. zt%t1= etojmutol= 2l ofx 51/171



8.7.2. 7|1& EZ oijX| 7| &H|0|E

HZHIHX] #7171 2= E|H ChE 2Ol IHX] F7|E YO|0|ES & AFLICE

Ex}: 22 ofx] 37| HdIo|E

L En 7|& 20N EE EME g 22 HAYUCL E= M EEHE ddotd Z2HE gt 2
HF LI
2. SUSE-15-2019-180701 CHe! Mo HEE Z2HE|AM HE SHAE 4 A=Kl 2letL|Ct. O] XIS sHZsH7| 23l

ArgE £ = M X 7F U2 4 UELICEH
3. O|™of| =7+t allow ZE{Q HA

4, T2HEES CHA| LESH0] CHS =2H0f| CHE THX|7F ISl A 2 E S Mg gfLlct

8.7.3.2}0|E I k|2 T2 M E kA

Of MMofl M= 2fo| 2 IHX| E flet 28 S H-85t7| flet BE 20| tish 2 ELICt

2401t TiX] AFRS ZHIZ 0 T2fs0F oh 3 7HX| FQ3H ALBI0| YALICE

o MAEOIA SHLES| 7Y BB ALSSHOF BILICE. 2|2 ThK| T7IXIS S At 2
SR,

o 210l THX| YEjolE = hel k2 RIBELICH,

o o MZ2 2to[E2 mHX] 2 AZZE AFSH= 2 AHE miX|ols MREEY R Z2H3%t
HEAELICE ol2{gt & mfX|= 2tol2 X =7 eH HMIEUCE ol2gt WXE
HX[SH LHZ & O| ol A|ARS oF tH o] & xR ESHOF LICt.

o EX|E FHE HT 1} LX[Sh= 2t0[ = 1 X] Fo|0| E2F HX|HOF BfLICE

o 0|2 IiX|= S Y WA= MSELCH S X8 HE HELEL 22 78 HTO|
ZotEl 2 E 2t AHE X| = A 2| =[0{0F BfLICt.

8.7.3.1. &%l A2 HT mi7|X| X[

Ol ofloflM= SUSE-15-2019-1244 THX|Z A|ABRIZ YUHO|ERLICL. O] IHX|O= kernel-default-4.12.14-

150.17.1-x86_647F IEE|0] AELICE.
kernel-default] 49| 0| EetEl @ = IHX| S K| 2|3HoF ghLiCt,
AL 491 72 HHE {7|X] W<

1. SUSE Manager Web U0l A ZIHIE 2to|ZMo0|Z > WE|{ =2 0|55t [ HE| MM ]S SefLCH

. Z2E{ 0| B0 ZE 0|52 YHYLICL OIE 501,4.12.14-150.17.1 Ol HE H|[LICh.

OF

. 2H &

T COf| A DY X| (DHF| K| Z8HE MEdstL|Ct,

0!

2

3

4, ME{7| HEO|M O HE X5 MEfpiL|Ct

5. I{7|X| O|E =0 kernel-defaultS 2istL|Ct,
6

. Epoch ZEE H|¥ SLICt.

NSUSEWEREEEREI0Y | .7. zt%t1= etojmutol= 2l ofx 52/171



10. ZiHIE 2lo|ZMO|Z > TRHME 2 0| S50 TRHES MedL|Ct,

[ZRE]E S2/6H MZ2 20| WY ELITH M 2Z0l= EX|et T[S ZE H'E WHAI7F ZEEO AFLICH
o O =2 7 HTO| ZetEl 2E AHE A7t HZAELICH 2t0|2 IHX] HE2 Al2[=2] A H
HEel FRE HQStD AL ALY 4 AELICH

o o] Mxt= EE HESIS AME8sH0 Xtasty & ASLICH 2to|8 mix| e HEE HEsl=
gl CHet REMISELHE-2 administration:content-lifecycle.pdfollA tolgt 4= A&L|Ct

f |E DiX|= o 32 At e &~ UFLICE. ot 3|7t X[LH A|ARS| 72 S H[0] E8HOF LT,

i M HE HEC = HMet
1 9a80|= 2 ' HFE AFELICE Ol CH T LTt 4.12.14-150.32. 1
2. M7 BH HES YABLIC

3. 0| 2F 4.12.14-150.17.1 =3} {2 H|2|2| HZA S oix|5t2 M ZEE HAFLICE

[RE]E 2250 &dS ChA| LERLCH A 2tEol= MEieh M HE HENXIS] RE HE WX[7F &0
UAFLILCE 0l21gt MES ArE3t= AIA”= BXIE 26 AFE + A= 7E YHOIET AFLICE ¢azo|=st
O|=0ll= A|IAES HEESHOF RLICE M 7HE2 & A2t MET = AUSLICE oie A0 EX|E 2= 7 [X|= A7
20| E x| 7'2 ZE{t LKIBfL|C

8.7.5. AppStream ZH

ZAHIE 2t0|ZM0| 2 22| Z2HMEO|A AppStream 2E S A2t ZEH 2| EX|E2|E L 2| EX|E2| = tHatet
= AFLILE o EHE= 2|EXEZ0 HFXE RSt ZE HEHOIHE M7t 0|F sAeL|Ct. SUSE
ManagerOl M 21t 2| ZX|E2|= 2t 2| XX E2|Q STt UA 0= ALY 4= AUFLICY

AppStream ZEE WY ZEZXE2(0f Zety T BE AEZHS MEYLICL o8 EHE 71510 o8 28

A Ol |
12T M-"

SUSE Manager 5.0 E{ AppStream 2|ZX|E2|= Web Ul MA|0|A 7|2HO 2 XY ELICE

JEZ 0| Z2MAE= AppStream 2| ZX|E2| ZHH0| M BIEA| 2o T2 M| AT} OFEL|CE,

o
o

CLM Z=2HEO0|M AppStream ZE{E AIESHA| §oH e 4AA9 RE HEIHOEHE 2 |X[=2 Y

NSUSEWEREEEREI0Y | .7. zt%t1= etojmutol= 2l ofx 53/171


administration:content-lifecycle.pdf#filter-templates

2| XX E2|ofl= SYst 2= HEHH|O|E{ 7t BHEILICE CLM ZE2H E0f|A AppStream ZE{7} $F 7H 0] & 2 5}E|0f
UACH ZE e 2| ZX[E2| 7t 2t 2| XX E2| 2 HBHEL|C,

2R FR ZE0| I7|XIE EeSHA| i Lt 2| EX|EE|E FHot= 0| JtsELIL 0IF fIsiM= HME7] none

(disable moduleity)E AHE%t0 AppStream EEHE $7f°fé (2. 2{H Y ZZXE2Q B2E ZEO0|

a
H|gtdatELICt 0|Zd2 Red Hat Enterprise Linux 9 22I0|HE0| £3| R LICt HEES 2E2| 7|2 HE2
AppStream 2| ZX|E2|0f Yt I{7|X|2 0[0] Z =0 UELICT.

AppStream ZE{E AE238I2{H Red Hat Enterprise Linux AppStreams®t Z2 ZEY 2Z|ZXX|E2|7t e CLM
DTZEEJ LQPL|CE AIZSH| Foj| LRt RES AAZ TEHEX| &holsti|Ct,
HX}l: AppStream LE| A2

1. SUSE Manager Web UIOlA| Red Hat Enterprise Linux8 &= 9 CLM Z2HE=Z O|sgL|Ct. ZE=HEO
AppStream ME2 L&Y =X| tQlBtLCt,

2. [EE ¥4 ]2 2=/t O3 O2t0|E S At 8L T,
O HEE O|Z HE0i M 2E{Q 0|52 Y=Lt

=1

O HE R WU DE(AEY)S MeBiLICH

O BE O|ZZCO 2= 0|52 YHELICL O E S0, postgresql LIt

O AER WO Ysts AEZC| 0|22 YHTLICL OIS SOf, 10ULICE 0| WES B9 £H TEO| 7|2
AEZ 0| MefELITt

HAL: AR 75t RE AER HotH7|
1. SUSE Manager Web UIOlA| Red Hat Enterprise Linux8 £& 9 CLM Z2HEZ 0|SgL|Ct. ZE2HE0
AppStream M'2 2 et =X| &olgtL|Ct,
2. [EE ¥4 ]2 2=/t O3 mf2t0|E S At e T,

o mH oz WE

3. REESE IS B2H ME Jtset RE HotET|E S
4. 2= Sl AERIS B xdS MEEL|Tt

O DE 0|2 WU YA D /S S YRISHLE SR A Meistct,

O AEZ HEO|M PAE AS 023 YRISIILL S 20| A MeEfBLICE

NSUSEWEREEEREI0Y | .7. zt%t1= etojmutol= 2l ofx 54/171



g Mo DE S QM ALSY
O

UaLIC Mehsh xde mEje s KEEX]
St ofufst 4| :

= A
CLM ZZ M| A0 &S DIX[X| SS&LICE

1
o]
il
-
n
X
m
ot
>
[m
u
o

Chet 2| EXIE2(of Zate OHE 2E AEZ0)| thet =7t AppStream ZEIE W&
83l= ZE ZE AEHO| X522 ZeHELICH

o ESot7Lt 22tEX| AU FEE 2 AEHS K
St ZEUM AEHS F I MEHSH= A2 HESHA| LT

Rk BEY B3
1. SUSE Manager Web UIO|A| Red Hat Enterprise Linux8 £& 9 CLM Z2HEZ 0|SgL|Ct, ZE2HE0
AppStream *MEd=S I Eéﬁfﬂ stolstL|C},
2. [E| MM |2 22I3l 1 C}2 D2t0|E 2 AFRSL|C,
o

ZE| 0|5 2E0f Af ZE{2| 0|52 Y=etLICt.

© ZH R¥EU=NM ZE(2ER)S MERLICH

4. HBIE 20| ZMO|Z > TRHE R 0| S5l TZHES Meyph|ct,

5. [HE HZ/dliNl 1S S2I5t 1 Af AppStream ZEISE MEioH S [ XME ]S S2/gL/Ch

[y i

= dotH e 2 EXEZ0M 2E HEHOIEI 2Ho 2 HMAHELILH B, 250 &3 W7|X=

Web UIOIIM [RIE] HES AHE3I0 CLM Z2HES UCY of Cd 2| EX|E2|= MEip B8 AERIQ| II|X|S
Eosh= ZE0| T X| o2 Lt 2| ZX| =2 LT

o Red Hat Enterprise Linux 8 Z2MEA ZE8d2 Z5 H
X

2t M5t8tH Red Hat Enterprise
Linux 80| HMXMOZ RF5t2{H UK DE0| HHH0|22 2

b0l 28 + ASLHCH

NSUSEWEREEEREI0Y | .7. zt%t1= etojmutol= 2l ofx 55/171



e

Chapter 9. HZ0| dlix|E MH
SUSE ManagerE QIE{Ulof HEY = gl= 22 HZO| slid| & 2td Lo M At8e o= &LCt

2|ZX|E2| 0212 =3 (RMT)E SUSE Linux Enterprise 15 O|At0f| M A2 & 4= U&LICH RMTE 0| SUSE Linux
Enterprise 2X|0 M AtEe 2= U= 7t 22| =7 (SMT)E CHAIRLICE

HZHO| s{x|El SUSE Manager EH™0A RMT & SMTE= 2|8 HIEYIE AH23H0 SUSE Customer Centeroi|
HAZABIL|CEH ZE ATEQ O Dt 2|ZX|E2= 0|54 AE2|X| ZK|of| S7|stELCt O3 Cg AEZ|X| &X|E
2

=]

Abgsto] HZ0| sl =l SUSE Manager 8|S HC|0|ES 4= AUELICH

0| 2H S AHE5IH SUSE Manager &X|E HZO| i El 2I2tel 2F0f|M FXIE = ASLIC

o SUSE Manager MHE ZF He[ste{H RMT £ SMT QAEHAE AtEsl{oF FLICE Of&
HAAO|ZO| M & HIY RMT B2 SMT QIAHAE 2t2|ot7| I At 4 & LICEH

RMTOl cH3t XiM3t W82 https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-
rmt.htmlollA 2ol &~ JU&LIC

9.1. SCCOlM M2 &l 2| ZX|EE| S7|=t

9.1.1. RMT 573}

SUSE Linux Enterprise 15 AX|0i|A RMTE AH23t0{ SUSE Linux Enterprise 12 0|AS Adlst= S2I0|HEE
| 2 ASFLICH

Zf SUSE Manager 2X|0f| T3l & RMT QIAHA S AEHSH= 20| E5LICH

HXL: RMT 873

1. RMT QIAEAO|M CHS RMT IH7|X|E AX[SfLICE
zypper in rmt-server

2. YaSTE AHE5I{ RMTE #4gLCt.
yast2 rmt

3. ZEZEO| w2t 2K S et efLict

RMT MHo chst XtMst LH2 https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-
rmt.htmlol[A Zhelgh 4= UEL|CH.

HXl: RMTR2I SCC S7I2t517|

1. RMT QIAEAOM =X 0f CH3 AE S = U= ZE ME A 2| EXES| LHE:

NSUSEWEREEEREI0N | o.1. sccoin 2 2 elmni =2l 5713t 56/171


https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html
https://documentation.suse.com/sles/15-SP4/html/SLES-all/book-rmt.html

rmt-cli products list --all
rmt-cli repos list --all

2. ZZ|of CHsh AHBE = U= 2= YHIO|EE S7(=tLICE.
rmt-cli sync
systemdE ALESI] HI|X Q2 ST[SHSIEE RMTE 78 = U&LICH
3. Rt HES 2d3tetLICt oS S04, SLES 155 37|35t L3 2 &8s oF gLt
rmt-cli product enable sles/15/x86_64
4, S7|32tE HIO|EE 0|54 AEZ|X|Z WA ESILICE O] oflof| M| AEE|X| OfA|2| OF2E ZE /mnt/usb:
rmt-cli export data /mnt/usb

5. ZYotE B[EX|E2|E O|SA AEE K2 HAZEFILICE

rmt-cli export settings /mnt/usb
rmt-cli export repos%mnt/usb

o RMT AP & # U= CEEZN of AEZX|7 OREEU=X =elg|ct.
/etc/rmt.conf cli MMO| M RMT AFEXt BEHE HAS £ ASLICH

9.1.2. SMT 57|%}

SMT= SUSE Linux Enterprise 120i| Z8E(0] Q2 SUSE Linux Enterprise 10 0|42 M= S2I0|HEE
#Ha|ot7| 3t B2 A2 S £ A&LCh

SMTE AtE5t2{H 2[ZX| E2|2 IH7| X E S7|2t5t7] 9I8i SMT I AE A0 22 0|2] LA EE| S g8 oF BfLCt.

SMT Mx| 8! pMof| cist XiMist 82 https://documentation.suse.com/sles/12-SP5/html/SLES-all/
book-smt.htmloflA Zelgt 4= JAELICE.

Mk} SMT SCC =7|3}

1. SMT QIAEIAO0]| M C|O|E{t|O| A CHA| THY S M etL|Ct.

smt-sync --createdbreplacementfile /tmp/dbrepl.xml

2. S7|<tEl CIo|EE Ol A AE2|X|2 AAZEDILICE O] OfF|0| M= AERIX] OiA|ZE /mnt/ushoil OF2 EE[0]
o

NSUSEWEREEEREI0N | o.1. sccoin 2 2 elmni =2l 5713t 57/171


https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html
https://documentation.suse.com/sles/12-SP5/html/SLES-all/book-smt.html

smt-sync --todir /mnt/usb
smt-mirror --dbreplfile /tmp/dbrepl.xml --directory /mnt/usb \
--fromlocalsmt -L /var/log/smt/smt-mirror-export.log
curl https://scc.suse.com/suma/product_tree.json -o /mnt/usb/product_tree.json

o RMT AEXE & £ A= CIEEEZ/Y 2F XMELAIL OIREEJ}EX] =olgiL|Ct,
/etc/smt.confOl A SMT ALEX M™ S HAY £ ASLICH
o] A L

0.2. x4

SUSE Manager?t X|HE IS S7|3tst2™ st SUSE Manager 22I0|HE = xfdo| LEfL|Ct, ol=2{%t
xfo| M3t of UX| FOH SUSE Manager®il A s MES ZXISHK| RE 4= JAELICE

SLES 12 9 SLES for SAP E£= SLE HPCS} Z2 M| E 7|8t HI =
RMT: rmt-cli products enable sle-manager-tools/12/x86_64

SMT: smt repos -p sle-manager-tools,12,x86_64

SLES 15 % SLES for SAP E£= SLE HPCSt Z2 M E 7|8t HIE
RMT: rmt-cli products enable sle-manager-tools/15/x86_64

SMT: smt repos -p sle-manager-tools,15,x86_64

J# o

gjo

L2 0|2{2lstn AA T EDIL|CE

7|Et HHIE fE= OFF|HIN E Edetet & ASLICE MEF ME E£= 2 EXEL| S D[St T 2dstst
KtMIet L2 Chs BB MM eheld 4 AELICH

Aol chet

—

rir

RMT

https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-
mirroring-enable-disable

SMT

https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-
mirroring-manage-domirror

9.3. HZ Sff{H[El AMH
SUSE Manager2(E) &2 slidlEl MHZ dFSHHH air-gapped HiE X| & S THEL|CE

9.3.1. HHZ

HZ sliF el MHE SSX7t MBSt 0|0|X|E A8 SH0] VM(Virtual Machine: 7t HA) O 2 HiZsH= Zd0| Z&LICE
SUSE Manager ServerQ| air-gapped HHZO{ CHEF XtAeH LIE2 Installation-and-upgrade > Container-
deploymentOi| A gtolet o~ QUEL|CE


https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/15-SP4/html/SLES-all/cha-rmt-mirroring.html#sec-rmt-mirroring-enable-disable
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror
https://documentation.suse.com/sles/12-SP5/single-html/SLES-smt/index.html#smt-mirroring-manage-domirror

OFX|2t HHEES --mirrorPath MO 2 Malist 0 </media/disk>S OFRE EQIEZ HHYOf BfL|C,

mgradm install podman --mirrorPath </media/disk>

9.3.2. 57|t
SUSE Customer Center HIO|E{7t 21 0154 DIC|01E ALS3H= 22 OIS AFZsto] 20| B2 MHS S7|3ke

2 &Lk

SN SU OIRE HOISUIN ALBE 4 lofo}

S7I=tE I8l ALEdt= OlS4! olof =
2 3% S7IstE E2|7{5HA| oA, J2{H H|o[E 7t

A SiLICH K& A O§%7} OfSESX| o

E A ELICE
HA}: HZo| #2 MH S713t
1. Tomcat MH|AZS R{A|ZFEEL|CE,
mgrctl exec -ti -- systemctl restart tomcat

2. ZZ H|O[HE M= nEELICt,

mgrctl exec -ti -- mgr-sync refresh

mgrctl exec -ti -- mgr-sync list channels
mgrctl exec -ti -- mgr-sync add channel channel-label

server.susemanager.fromdire MX3}
&

=2 o
O zwiszancssmuz s
sl gLl
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ol

SUSE Manager0llA{ SUSE Customer Center
Ch CHdl, 210 EAIZF HAIE[2D SCC 22t21 =2Hel0|
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37H0| BEstH 577t 2715t SUSE Manager ClIO|E{H[0]A S md F1Z0f| M2feh g
f

SUSE Manager= At 7tstr ClA3 3zt ¢l L& CIAEER|E ZLEHZELN. 2LIEE = CHEZ] 8
M™He

o
MME|= ADNE SFTHAQIALICH BE /etc/rhn/rhn.conf 714 MU0 A - EIL|CE

DLIHZEE CIAMEZ| & stLtC| A2 7Hs 27H0] A1 A2t 0|gtoZ ZtAstH THE o|HY FAZ HAIX|7}
M&E| T 2391 00| X| ArThof] 2210] EA|EIL|CH,

[
10.1. 2L|E{2E| = C|AEE|
SUSE Manager0ilM 7|2X o2 2L 2L = C|2 E2|= Ctgat Z&LICH
e /var/lib/pgsql
e /var/spacewalk

e /var/cache

e /srv

.J=
HTI
M
I'E
fll?l

spacecheck_dirs Tt2I0[EE AFESH0] ZLIE{™EE C|z & JUSL|CH 0] 22 3oz FESHY o

CIMEZE X - = AELICH
oll:
spacecheck_dirs = /var/lib/pgsql /var/spacewalk /var/cache /srv

SEo0i cHet XtMist LH2 https://documentation.suse.com/suma/5.0/en/suse-manager/installation-
and-upgrade/container-management/persistent-container-volumes.htmloj A &olg 4= JL&LILC.

10.2. A|Zk

SUSE Managers 72802 DUE{YEE ClAS|old AIG THs8t &
SUEYE S T2 A8 TH5 8 2710 5% DBO R 2tAstel 913 3

37t0] 10% D|2t0|H HE MdefL|ct.

o [
UE dggct

spacecheck_free_alert 3! spacecheck_free_critical II2tO|E{E AMESI0] O|2{st AT UAZE HEY
ol&LCH
M- .

oll:

spacecheck_free_alert =10
spacecheck_free_critical =5

10.3. MH|A =

712X o =Z SUSE Manageres #& 211 A0l =E3HH Spacewalk MHIAE ZEfLICE
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spacecheck_shutdown If2tO|E{E AFESI0] O] &

=2 7o

CHE 22 7|52 HIZdstatLt.

ofl:

spacecheck_shutdown = true

10.4. 37t AAH[EE2
37 AA EPE JlEHoR HystEof

2tXS

DRy

systemctl stop spacewalk-diskcheck.timer
systemctl disable spacewalk-diskcheck.timer

spacewalk-diskcheck.timerS H|&MststH 21
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11.1. O|OX[ HE IR
SUSE Managers () ArE3tH A| AR 2t2[Xt7t Z4E|0| L2t OS O[0|X|E 2 ESt 1 Z1HE 0|0|X| ME A FAIZ
UA&LILCE
Al 0|0]X] 2= 3 A

1. O[0fX| MEHAE FolgtCt.

2. O|0|X| Z2MAUS HOolstal 0|5 A A(git 2| ZX|E2| & ClH E2|)ot HZTHL|CE

3. O|OJX| & HESL|CE.

4. O[0|X|Z O[0|X| MEH A2 FAIRLICE

SUSE Manager2(=) & 7tX| CH2 Y E 9, dockerfilezt Kiwi O[0|X| A|ARIS X[ BILICE,
Kiwi 2= A2 AAE JH4 9 J|EF O|0|X|E HESHY| /et 8= AFSELICE Kiwi 2= R Cigt o]0

XMELE MHQ /srv/wwew/os-imagesOll I A|AH ClHEZ|Z 0/2] Hol=[0| AFLICL. SUSE Managers
//<SERVER-FQDN>/0s-images/0ilA HTTPSE Sl O|0|X| MEAE HSELICH O|0|X] MEA flXl= 1]SHH
AL H ol 4 Q&L

O|0|X|= /srv/www/os-image/ORGANIZATION-IDOY| &M ZHEIL|CY,

11.2. ZiE{|o]H o|O]X|

SUSE Manager

Build/Inspect
Application
Image

Bu|ld Host

Minion

Image Registry Caa$S Platform
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11.2.1. 3 ALst

ZH[0|H 7|&& SUSE Linux Enterprise Server 12 0|22 T SE|= Salt 22I0|UEOM ALY = JUSLICL
AESE | ™, 2| O 27 A & o R & =helgtLct.

S
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o Dockerfile 3! 7+ 23RIEJ ZotEl AAE git 2| ZX|E2| YL} 2| EXER[= S0 L= H|S7
GitHub, GitLab &= BitBucketO| A = AE!=|0{0F BFL|Ct.

o Docker [X|2EZ|ot Z0| SHIZA| F-HEl 0|0|X| XM ZE LT

Zeojof ohst XiMIEE W82 https://documentation.suse.com/container/all/html/Container-
guide/of| A 2ol 4 QEL|CE

11.2.2. BlE SAE MM
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o2 S0, SUSE Linux Enterprise Server15(SP2 0|&) 0S HTOZ IASEE €=
o SAE0N M= SUSE Linux Enterprise Server 15 7|gt O|O|X|E YWESBLICL. SUSE Linux

Enterprise Server12 SP4 HE= SUSE Linux Enterprise Server12 SP4 OS HZTQ=E

TSE|E Y= SAENAE SUSE Linux Enterprise Server 12 7|2t 0|0|X| £ 2l =8tL|CL,

Of7|EIX 2t R E= X| A= K| 45 LT

SUSE Manager Web UIOIM CtS THAIE S35t YUE SAES FMBL|C

Hih: SAEHC
1. ANJAE I HO|X|0|M LHE SAER X|HE Salt 2210|HEE MEHSHL|CT,
2. Mefst 22t0|AEQ| A|AHI NE Ats HO|X|0f| A E|O|H BES SHEILIC ATEY 0 » ATE O L=
0|=5t0d ZiE|o|] ZES &M3EL|CHOl: SLE-Module-Containers15-Pool & SLE-Module-Containers15-
Updates). [ 715 HZA ]S 2250 =olgLCt.

3. NAH ME A S8 HOIXIO 27t J|5 AlA 93 SR0H 20| UE SAES BNSBLICL [ 44
2AL0|E 12 S2sto] 2relfLCt.

=

4. Highstate2 ME¢t0] RSt RS MF|X|S AX|FL|CH AJAS M5 AR HO|X|0fA] Al > HighstateS
MEHSET Highstate M88 S=IYLICH BE= SUSE Manager Al @& Z0{|A HighstateE M EgtLICt.
salt 'Syour_client' state.highstate

11.2.3. AH|o|of| CHet 2-dst 7| 4o

SUSE ManagerE ArE3t0{ ZEoh AE|O[H= O|OIXIE LEY of st 7|of HZE IS 2EXEZ=Z
A t

= t
AFEEILICE O] MMM = of2{et XS ?lo YAl &det 7|1E Hddts 2d s dEeLh.
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o ZEO|HE ZUESHY| fIsiME= SUSE Z2IXt 7|22 olelel xH2u AZE st 7|7t
Qs
=

XtM|3t LI 2 Client-configuration > Activation-keysOi| A &tolst

i
0
r
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LEE 2E O|0|X|= O|0| K| MF A2 FA[ELICE O] MM0jj= O|0fX| ME 4 Hgol| tist Y27+ etk ASLICE

i= Image Stores @

& Refresh | + Create

Items 0-0of 0 Select All 25 j items per page

There are no entries to show

Page 1 of 1

X} o]0 X| K ZFA M
1. O|O|X| > H{EAS MEHSHL|C},

2. MM

L AEE 260 M MEAE Mgt

mjo

& Create Image Store

StoreType®: | Registry El

Label *:
URI *;

[ Use credentials

Username *:

Password *

& Clear fields

3. 2[0]= EE0] O|0|X] MF 20| 0| F2 HOlLLY.

o
4. 20| BRIAER| SAE(E T 9l%)e| FQDN(HFSHE Zool /)92 URI WES Yfetof ofo|x|
AR AR 228 YL ict

registry.example.com
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ZX|AEZ| URIE AHESHY 0|0] A8 F2l 2IX|AER|Q| 0|0|X| MEHAE XIH
registry.example.com:5000/myregistry/myproject
5. [4d ]2 225t M o|0|X| MEAE FIHeLct.

11.2.5. 0|0|X| ==t ‘4o

D E ZH0lH o|0|X|= ¥E X[HOo| Xt O|0|X| Z2OUS AHESI] YWEEL|CE 0o MMof=
HEIL ZeE[of ASLIC

Web UIE AtE5H0] O|0[X| Z2mtel S M 4st= Ao Chet

= AELIC

SUSE Manager

= Image Profiles @
Items 0-0 of 0 Select All

There are no entries ta show

Page 1 of 1

Ex}: o|o|X] Z2mped MY

L oj0jx| Z2otY S Hdst2{H o|0|X] > ZE=OtUS MEstn [ ]2 228t

Z Refresh | 4 Create

25 j items per page

# Create Image Profile

Label *:

Image Type *: Dockerfile j
Target Image Store *: Select an image store j
Path *:
Format: giturizbranch:dockerfile_location
Activation Key: None j
Custom Info Values: Create additional custom info values j
& Clear fields
2. 2|02 HEE Hg5to] O|0|X| Z2IYUO| 0| ES Y BILICE
o ZiE|o| O|O|X| E§32] HAIO| myproject/myimagelt 22 AP
URIOI /myproject FO[ARZ} ZLEHE|Of QEX| SQlgtL|Ct,

3. Dockerfile2 O|0|X| REOE AFETILILCE

4. EECIR HIwE AF8St0] th4 O|0|X| MEFa BEO|M HXIAER|S MEHSILCY,

5. 42 Zof GitHub, G|tL b I = BitBucket 2|ZX|E2| URLS 2 ELICE URL http, https

URLO|O{Of BfL|C}. CHS
GitHub Z2 M

O GitHub T AFEXI Z2ME 2| XX E2|

A FOILIE ALEELICH

O0fX| MEA HX|AEL

E=EEZQ
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https://github.com/USER/project.git#branchname:folder
O  GitHub =% ZZHE 2|ZX|E2|
https://github.com/ORG/project.git#tbranchname:folder

O GitHub EE292l=

git 2| ZX|E2|7} H|S7HQl B Q15 S Zatst s T2 URLE +HBLICH CHS URL Y4IS AE3tH
GitHub E29Z QI=stL|C},

http/s ://USER:<AUTHENTICATION_TOKEN>@github.com/USER/project.git#master:/conta
iner

O  GitLab B AFEXI ZZME 2| XX E2|
https://gitlab.example.com/USER/project.git#master:/container/

O  GitLab 18 Z2HE 2|ZX|E2|
https://gitlab.example.com/GROUP/project.git#master:/container/

O GitLabEZE Q2=

git 2|ZX|E2[7t H|370|1 SHHOZ HMAE £
L 3dA
O

1= AS oI5 HSIEE D209 git URLS
4o} SLICH THS URL 0

AH
H.
AlS AF2SH0] GitLab EE2Q 2 Q15:

https://gitlab-ci-

token/< UTHENTICATION_TOKEN>@gitlab.example.com/USER/project.git#master:/cont
ainer

git 27|12 X|HOIK| QOW JEHMOZ UpAE EI|7} ARELICH ZC{7} X HEX]
o ke Z2 0|n0X| 24 (Dockerfile AA)= GitHub X GitLab X|30i2e] 2E
]2t & 2| of] 2/0{OF L},

6. Zdst 7|2 WEPLIC gdst 7| Sl Z2OAS AMESt= O[0|X|E SHIE M2 3 WX 2 =

o
ASLICH
0 g4st 71§ O|0|X| Z=melu HAASHH DZ2OMUS AR8dts ZE O|0|X|7t SHHE
ATELOf Eut 22 2= 71X E AT & 4= ASLICE
7. [4d 1 HES SE/LC]

11.2.5.1. 0| A| Dockerfile 2A

A E £ Qe o|0|X| Z2IYUL https://github.com/SUSE/manager-build-profilesoll AIA|ELICE,
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ARG I}2t0|E{ S AtEstH YEE 0|0|X|E SUSE Managerdl| A ®3st= st= 2| ZX|E2|9t
HZE 2 UASLICEH ARG I2t0|E{E AFE3HH SUSE Linux Enterprise Server?| O|0|X| HEZ
dEY = JACH, Ol HE2 UE SAE XHH|0| A AHE3H= SUSE Linux Enterprise Server
M3 CHE & AELICH

OlE =0 ARG repo If2fOIE{Qt 2|EZX|E2| TFUS 7t2|7|= echo B2 Hot= ME HHO|
st 2| ZX|E2| ool SHIE 228 ddet = AL

[}

2| ZX|E2[= O|0|X| Z2OpUof 2ot st 7|2 ZYELIC

FROM registry.example.com/sles12sp2
MAINTAINER Tux Administrator "tux@example.com"

### A2} 0] 2kl 2 {productname}et & AtE5H7| o ZBtL|Ct.

ARG repo
ARG cert

# SHIE QIS M =7t
RUN echo "Scert" > /etc/pki/trust/anchors/RHN-ORG-TRUSTED-SSL-CERT.pem

#QIESM 42| MEA YO|0|E
RUN update-ca-certificates

# o|0|X|of| 2| ZX|E2| A= F7}
RUN echo "Srepo" > /etc/zypp/repos.d/susemanager:dockerbuild.repo

### 2. 0| 21212 {productname}e} eH At25}7| 2o ZRBLIC

# I§7|X| AR E F7}
ADD add_packages.sh /root/add_packages.sh

# 7 |X| ASZE M
RUN /root/add_packages.sh

# LE = O|0|X|0|M 2| ZX|EE| = ®IAH
RUN rm -f /etc/zypp/repos.d/susemanager:dockerbuild.repo

11.2.5.2. ArEX Ho| MHE 7|-2f WS Docker buildargsE AtE

AR "ol "ME 7|-3f 42 2E5to o|0|X| Z2mo HES MRPY £ UFLICH ED
buildargsZ Docker 4= BHEO| MFEL|C

A 7hsSt ALEXH FE 7| 3 7t 7| ddof Chet XiM|eE LI 2 Reference » SystemsOf| A 2tolet 4= IELICE
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% Build Image @

Ut fatest Profile Summary
Image Profile *: Select an image profile j @ No profile selected
Build Host *: Select a build host j
Earliest: i} 05.06. o] 18:¢ | CEST
Add to: new action chain

EAL: ojofx] 2=
L ojojx| > WES MedgfL|ct,
2. 7|2 #|tlo] ol CHE A S §Iehe 22 CHE E1T1 0128 F7HeHIAI 2 (2AEf|o] Lol 2t B ).
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® WE WE 92Fo| mEnY Qo HOIPLIC WS DRMAS MeshH Mes
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Est = A 2 ASLICH 2% B4 RS0 A O|0|X] > O|0|X| S£E ME{RILIC YEE CHst
eLCh M2 7t 2t2=|H JEES 0[0|X|7} 0[0[X| =5 m|o|X|of L& & LTt

22|29 O|0|X|E YXE
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1 ojojx| > 00| x| S20i| A [ YRE |E Sto] 0[0|X| YE Cha} MRS FLlch

2. O|0|X] YEE CHz} HXtofA LHE HEE 2{etL|Ct,

O[O X] x4

HALE 2l3li O|0|X|E B0 = 2 X[AE2|YLICt
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SLE-Product-SUSE-Manager-Server-4.3-Pool |Yes |(r)Yes |No
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SLE-Module-SUSE-Manager-Server-4.3-Pool |Yes |(r)Yes |No
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SLE-Module-Web-Scripting15-SP4-Pool |Yes " |(r)Yes |No
SLE-Module-Web-Scripting15-SP4-Updates |Yes |(r)Yes |Yes
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PTFE X M7t m7|X|Q| X|=|X]| 42 HTS A|AHI] HEX|s{0F otz FL 2T 7 |X| HAS Sl 0|2
THY = QELICHL PTFIZ|X|= EE T{7|X| S5 H[0|X|0| M MEHE 2= gi&LICE
Xl PTF O4Z| X] M|A
1. SUSE Manager Web UI0I[ A AJARS > A|AR S2O = 0|S510{ PTFE M 22t0|HES MEfptL|Ct,
2. NAR ATESQ0]> PTF> S&/HA stel BQ 2 o|STLCh
3. HAY ptf 17| X|E MEHSIL|C,

4. [PTFHEIAH]E 225t =024 AA| £H(PTF) M =l Ho|X|oA [l 1S St
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20.5. Z2to|AE 0| M 17| x| 2| TX| B H|H
5. ZME =T AAH > OHIE > O] O 2 0| SFLICE

PTFE HHst7| fIshM= S2t0|HE AAHIY E4 HEO T1ibzypp X zypperZt HX|E[0f
o UO{OF BrLICt, zypper --helpE FHStM removeptf/t X|RIE[=X] &QIBtLICt, 0] =710
SEE = Z202 S /XA Ho| EAELICE

APIE AE23t0] PTFE M HsH{Of St HL Y system.schedulePackageRemove APIE T EA| IH7|X| O] Szt &H|
ArgE 4 JAELICE,

N
<
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M A= ASLICE
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H A= ASLICE
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ZO| HAH=IK}ELIC
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EO| MHE[RELICE.
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EO| MHE[RELICE.

2 --info EE= --list-fields-info &M U 21N 0|EE A5t spacewalk-

efolgh &~ AELICE J22{H 20 Mol| M Jhset 2Eo| 2 S50| EAIELCE
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Chapter 22. 22t

22.1. 0tAH 43 X =20 2EI0[HE EF

2ot +F0] =2 HESRZ FY0M= Salt 2240[AET} EF DFAE| AZStD A=K 2helsiof sh= F27t
UAFLICE Z20[AENM DAEZ Rad HAME H2T5HE HA Salt IJI'—I‘.’_* 74 Dol DtAEQ XIES
oladstL|C}
H=dg .

o ZCIO|AHEAM 224 Salt O|LIHS A= B /ete/salt/minion.d/custom.conf EE=

o SEIO|HEOA Salt HES AFEdt= B /etce/venv-salt-minion/minion.d/custom.conf

J2|10 CE ®XLE [HEL|LCY,

o Kt ZHE O] LHELO] Aofl o M| A BB ZHE|O|L] SAEO|M mgret] ternS AISSHLICE

—

Exf: OrAE{2] X[ 22 ECI0|HE| 7
1

1. OtAEQ HE TET Ef

H OE M RE MO E [I3 BEHS AHESI0] master.pub XS HELICH
salt-key -F master

E2t0|MENM /etc/salt/minion.d/custom.conf EE= /etc/venv-salt-minion/minion.d/custom.conf
T oA 2 EL|Ct o] 2112 =715t oA X| 22 CHM[E OtAE Q| X[ 22 =Bt

master_finger: 'ba:30:65:2a:d6:9e:20:4f:d8:b2:f3:a7:d4:65:11:13'
2. MH|AE CHAl A|ZFRELICE salt-minion2| 22 CSS A¥eL|Ct
systemctl restart salt-minion
3. £ venv-salt-minion2| 2L C}SS AdtighL|Ct.

systemctl restart venv-salt-minion

Salt HHE0f| CHst XkM|BH LHE 2 Client-configuration > Contact-methods-saltbundledi A golst &~ QI&L|Ct,

Zzto|EoM Hob Mo et W82 https://docs.saltstack.com/en/latest/ref/configuration/
minion.htm[2 & =sHYA L.

22.2. B|ZX|E2| HIEIC|O|E ME

2| ZX| = 2| HIEICH|O|Efoll MESH2AH ALXtF2| GPG 7|7t 2EfLICt.

© s zEioL el Mo Ay AstaE HeElold A0 ngretl ternS AWELICY,
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EXE: AH2A Eel GPG 7| 4

L E ASXIE gpg YHS ALBI0] M 72 WA BLICE

mgrctl exec -- gpg --gen-key

2. TETEO|K RSAS 2048H|E 7|9 7| QYOS Menetn, 70| MTS B2 WS MepiLct A 7o) chet
NS AR SHolstn y2 @l2fsto] SHolghLict,

3. ZEIEO|M Flot HHY OIS % oju|Y FAE YL Wt B, 7S A O T30 5= MY
7t $5 ABLICH ALBXH DO BHE L 0Z 2J2istol Zolghct

4. DEDEO|N 712 H8t7| 93 H|LHSE Yipht

v
S

Ir
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Ol
|0

2 7|20i| Z=7t=[o{oF BfLICE 7|0l 7| S LIE St =heletL|ct,

—

gpg --list-keys

6. /etc/rhn/signing.conf 74 IO 7|2 HIZHS S FIIEILICL O] HUS +ASHHH HAE HE |0
oS E10 CH 2telg F7HELICh

GPGPASS="password"

GPG 7| AAl0f cHst XtA|gt LHE2 Administration > TroubleshootingOf| A 2ol &~ Q& L|C
mgr-sign-metadata-ctl BHS AHE5t0] BHZ0i| M HIEHH|O|Ef MES 22|d &= USLICL

EXt: HIEHHIO[E] M E-d 3t

1 A 7|9 B2 AEXE LOLOF HLICE AL EE 4= U= B2 FAe S8 7|12 LHEE &+ AFLIL

mgrctl exec -- gpg --keyid-format short --list-keys

pub rsa2048/3E7TBFEOA 2019-04-02 [SC] [expires: 2021-04-01]
A43F9EC645ED838ED3014B035CFAS51BF3E7TBFEOA

uid [ultimate] SUSE Manager

sub rsa2048/118DE7FF 2019-04-02 [E] [expires: 2021-04-01]

2. mgr-sign-metadata-ct1 HHEOZ HIEIG|O|Ef MEES sttt

mgrctl exec -- mgr-sign-metadata-ctl enable 3ETBFEOA
OK. Found key 3E7TBFEOA in keyring.
DONE. Set key 3ETBFEOA in /etc/rhn/signing.conf.
DONE. Enabled metadata signing in /etc/rhn/rhn.conf.
DONE. Exported key 4E2C3DD8 to /srv/susemanager/salt/épg/mgr—keyring.gpg.
DONE. Exported key 4E2C3DD8 to /var/spacewalk/gpg/<KEY_NAME> key.
NOTE. For the changes to become effective run:
mgr-sign-metadata-ctl regen-metadata

3. O3 BERZ 40| SHIEX| =helgtL|ct.
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mgrctl exec -- mgr-sign-metadata-ctl check-config

4. MH|AZE MAIZFSE HIEHHO]E] T8 S ol 2Fste] tHEAret S HETLL.

mgrctl exec -- mgr-sign-metadata-ctl regen-metadata
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A+ ASLCL WA SFS 22T mgr-sign-

mjo

mgr-sign-metadata-ctl FHS AIEsto| Ct
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metadata-ctl --helpE AFETtLICE

2|ZX|=2] HEIHO[E ME2 Y SHULICH Sdoted MHo| RE ATE0 MM S-dotEL(tt o=
Meol| A2 E 2 E S20|AUETIHF|X|E EX|SH7L 0| ESH2H M GPG 7|& lZ|sliof &= of0fetL|Tt.

Hk}: Selo|AEN M GPG 7| URE
1. 2210|HEO| GPG 7|= B Z 51 Salt AfE) XHQIS Lt £ QIALICE

2. SUSE Manager Web UIE At83t0 highstateS HE&fL|LC}.
GPG 7| 2| siiZofl ch$t XMt L2 2 Administration > Troubleshooting0i| A &tolgt 4= Q& LTt
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O  ceracwms gz e naa 3zs AsE 4 YU
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1. /etc/rhn/rhn.conf 74 OtUS S CHS 241 S F7tgtLCE
server.sync_source_packages =1
2. Spacewalk AMH|AE CHA| A|ZHSHO] HA AFEFS M E%LICE

mgradm restart
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22.4. OpenSCAPE ALESH A| AR HOt

SUSE Manager= OpenSCAPE At83t0] 22I0|UE0| CHot ZALS A etL|CL 2= S20[AE0| et 78 &=
HALS of|of 8l =elE 4= ASLICH

22.4.1. SCAP 271

SCAP(Security Content Automation Protocol)= FRL|E| OtO|C|0{0flA] DHMEl AT R80| 7Hsst A9
SYOE, AEIEI0|= AARIQ AAHR HOMS RX|SH7| 28] NIST(National Institute of Standards and
Technology)dlM S X245t AFSZLICE

SCAPE AlAE! HOkS SX[6H| I8t BESHE 2 WAIS HZ8t7| $Is BHSOIHON, ALREl= BES HAL|E o
AET20% BIXLL0 LIKE S| 0] HAHOR WALLICL YOI e Jis Y A 2B
HIZ517] 9180 4177 ALES NISTE] SCAP Z2|A Z57|0f] o3 B2 ElLIch KtAet LIS SOl M SHolgt 4 LI,

e http://scap.nist.gov/timeline.html
e https://csrc.nist.gov/projects/security-content-automation-protocol
e https://www.open-scap.org/features/standards/

e https://ncp.nist.gov/repository?scap

SUSE Manager= OpenSCAPE AF83t0! SCAP AtZE HBLICE. OpenSCAP= XCCDF(Extensible
Configuration Checklist Description Format)E &&3h= ZAl EFLICH XCCDF= &AL =89 W82
LIEfLHlE HEZE gAlojH Hot AA S22 H™MogtL|ct L3t CPE(Common Platform Enumeration),
CCE(Common Configuration Enumeration), OVAL(Open Vulnerability and Assessment Language)zt 22
CHE Atfah Z2e5t0] SCAP 15 MZ0IAM Ma[g = U= SCAPE EA|E|= HAL S ES HH LI

OpenSCAPL= SUSE &9t El0jA Afet ZHES
TN 9SOl EE Y AR 7|uHst 7AS

=~

AHE3to] THX| 7} U=X| SQIRtLICE OpenSCAPS A|AE! HOb
28510] A| ARl 24 WS E AHARRILICH SUSE E et Elof CHet
XEMIst I8 2 https://www.suse.com/support/securityg EZ=sHA| 2.
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AlZFSE7| Hoj| 22t0|HEo| OpenSCAP A7HL{ 2t SCAP Security Guide(ZIEHIE) 1{7 Ilz MX|LCt 22 Ao
w2t ol2{ st If7|X| = 7|2 2F M|H| E=E= SUSE Manager 2210|HE &= 720f Z&HE|of QL&LICH
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https://www.suse.com/support/security
https://www.suse.com/support/security
https://www.suse.com/support/security

29 M|
SLES
openSUSE
RHEL
CentOS
Oracle Linux
Ubuntu

Debian

RHEL 7 & =2t A|AEI2

27911 HHE

openscap-utils scap-security-guide

openscap-utils scap-security-guide

openscap-utils scap-security-guide-redhat
openscap-utils scap-security-guide-redhat
openscap-utils scap-security-guide-redhat
libopenscap8 scap-security-guide-ubuntu
libopenscap8 scap-security-guide-debian

220|ME =70 ZEEl scap-security-guide-redhat I{7|X|E AESH= 20| E&LICH

SUSEE= Ctkst openscap ZZ2IFU0| CHSH scap-security-quide IH7|X[E HMBSELICE scap-
security-quide®| #x{ HEO| M SUSEZ} X|{dH= Z20HY:

e SUSE Linux Enterprise Server 12 3! 15& DISA STIG Z2mtY

e SUSE Linux Enterprise Server 12 % 158 ANSSI-BP-028 T2t

e SUSE Linux Enterprise Server 12 % 15& PCI-DSS T2}

e SUSE Linux Enterprise Server 15& HIPAA =20}

e SUSE Linux Enterprise Server 12 8! 158 CIS T2t}

o SAP Applications 158 SUSE Linux Enterprise Server®| 28 22t2E o|0|X| Z3}

e SUSE Linux Enterprise 158 28 2zt E Z3}

o SLE125l 158 HZF A|AH Hot TZT

SE9| HE Z=m2 FHRLIEIAM HMIet Aol SUSEMM SAHo=z X|#6HA|

HISUSE 2% HHe| 3¢ ZgtEl Z=m2 HFLEGAM MIst=s Zz=odL|ct
SUSEXIME SAHC = X| /US| eAELICt.

22.4.3. OpenSCAP ZIHIE It

OpenSCAP= SCAP ZIHIE MIUS AE3I0| HIAE &S FolgtL|rt, o|2{gt AHE me2 XCCDF L& OVAL
BES 7|80z HYELICE SCAP 2QF 7H0| =0t OtL|2t STHX 2 A8 Y &= U

[
N

QFA| K2f ArEA ol 4~ AELICEH 12|10 7|2 HHE oY JESIE SCAP 2 J710|E Ii7|X|E ZX|E &

UASLICH = XCCDF &= OVALO]| 2lot 22 XAl AHIE Mt S Mgt = ASLIC

A

SUSEWBRAREBGN >« openscrps e Aiw e

HAESES ALE5I0 SCAP HUHE mAS WHst= 20| AFEHLICE XA ALEXE Fo| HHE
os Wy 3 ARgSHE 32 R0l ZE f”E dadlo FE LICt ArEXL Fo| AHE mAS
A8t A ARIO| 22t El Z R SUSEO|A X {5HK| 942 4= ASLICE

QefEl HHEIL ZEE scap-security-quide IN7|XIE MSELICH. SUSE Manager

ZHE oY S CH22RE5
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ZHIE T} WAt 2ol oY TAS 220/ E 2 WsHof BILICE 221X M 0KIS AL Salt(of: salt-
it scpS ALBOIO! LIEYISS Soff 12 IUS 0|SH 1fet Ut WAOR 0

o=2 o1

SUSE Manager2 #Z|5t= S2I0|HE0| HHE mAS HiXSH= DI |XE HMst= 20| HEELLCH REME
F21 fls THZ|XI7F ME 5 2EE = JSLICEH XtM[eh LiE2 Administration » Custom-channelsOi|Af
F

1
:

22.4.4. OpenSCAP T 21t Xt7|

23 MH[oll w2t Chket OpenSCAP ZIHIE Ml Sl T2 M S ALEE 4= AFLICH AHE Ml of JHofl= Z2040

T H o|& ot #c:blﬁl—llih

RPM 7|8 2 HK[0l| M CHS BHE S AFE5H0] AL 7158 SCAP IH Q| 9K E &helgtL|Ct.
rpm -gl <scap-security-guide-package-name-from-table>

DEB 7|2t 2 M|H[o| M CtZ HHEE AHZ3H0] AL 7Hs et SCAP It Q| 9| X[E &helgtL|Ct.
dpkg -L <scap-security-guide-package-name-from-table>

Xt

=

AR Hetet SCAP ZIHIE ot

rot

7h

i
ro

B S2HO[AENM AHE 7ttt Z2ES LIEELICH

oscap info ./usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xml
Document type: Source Data Stream
Imported: 2021-03-24T18:14:45

AE2l: scap_org.open-scap_datastream_from_xccdf_ssg-sle15-xccdf-1.2.xml
MMEL: (null)
B 1.2
HAZ|AE:
Ref-1d: scap_org.open-scap_cref_ssg-sle15-xccdf-1.2.xml
AEN: draft
MM E:2021-03-24
SZE: true
T2O:
M= CIS SUSE Linux Enterprise 15 Benchmark
Id: xccdf_org.ssgproject.content_profile_cis
X|=: Standard System Security Profile for SUSE Linux Enterprise 15
Id: xccdf_org.ssgproject.content_profile_standard
X|=: DISA STIG for SUSE Linux Enterprise 15
Id: xccdf_org.ssgproject.content_profile_stig
EZxE gol m:
ssg-slel5-oval.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-slel5-ocil.xml
system: http://scap.nist.gov/schema/ocil/2
https://ftp.suse.com/pub/projects/security/oval/suse.linux.enterprise.15.xml
ol system: http://oval.mitre.org/XMLSchema/oval-definitions-5
Ref-Id: scap_org.open-scap_cref_ssg-slel5-oval.xml
Ref-Id: scap_org.open-scap_cref_ssg-sle15-ocil.xml
1Ref—ld: scap_org.open-scap_cref_ssg-sle15-cpe-oval.xml

g

ot

P

Ref-Id: scap_org.open-scap_cref_ssg-sle15-cpe-dictionary.xml

A7
—1

o

TS| et Y = 3 I2MUS 7| Z8l SLIC

[

r

EUEERERREER 2. openscarz st
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https://docs.saltproject.io/en/latest/ref/cli/salt-cp.html
https://docs.saltproject.io/en/latest/ref/cli/salt-cp.html
https://docs.saltproject.io/en/latest/ref/file_server/index.html

=

i

HHE mUS MX| L= MESHH ZAL AHE S 2~ JUSLICEH SUSE Manager Web UIE AH8SH0] ZHAF A7
E b HI7| AALE oo == QUELICE
EXt: Web UIOl| A ZEAF A7H A8

1. SUSE Manager Web UI0I| A AJAH > AJAH SEO 2 0|S5t0] AZHE S2t0|HES MERBIL|CE

2. ZALHOR 0| 535t0] 2 otel IQZE o| SR Ct.

3. XCCOF 2AM ZE ZEof S20|HENAM ASS SCAP HIZS Y T2 plof| CHet mi2t0|E{ S ={SLICt. o=

ChE 2 25U Ch

IE'%''%'élusr/bm/oscap xccdf eval
HFZE 2l --profile xcedf_org.ssgproject.content_profile_. stlg
XCCDF —E—k|°| A=Z: Jusr/share/xml/scap/ssg/content/ssg-slel15-ds-1.2.xml

o --fetch-remote-resources WZIO|EE At2SHH CHES| RAMO| EEprL|CH EESt
file_recv_max_size #f2 SO Y £ & JYELICE.

4, A2 S20[AEL| CHSHO| of|ofEl S7|sH Al A ELICE

o XCCDF ZIHIE M2 Rads dAet £ #A A|A-OM dJELICH AHE THdof| ZXE
Ql7h EEE|H B AETL AOfRLCE

Ex}: APIOIA] ZEAF A7H Al

1. AZfsH7| ™, Azie 22H0|AE0)| Python 3! XML-RPC 2t0|E2{2|7F X =|0] =X ZelefL|Ct,

2. 7|& ASRZEE MEHSEILt system.scap.scheduleXcedfScans Sl A|AH ZHALS of2fst7| ISt ATRIES
MgetL|ct o= Ch3at 250 Tt

#'/usr/bln/Fython3
client = xmlrpc.client. ServerProxy( https //server example.com/rpc/api')
key = client.auth.login('username’, 'password’)
client. szstem .scap. schedulechdecan(key, <1000010001>,
'<path_to_xccdf_file.xml[>',
--proflle <profile_name> i)

O] oiloflM: * <1000010001>2 A|AE! ID(sid)ILICE * <path_to_xccdf_file.xml>2 Sz2t0|HEQ| AHIE mel
Ixlofl cHet HEYLICE GIE S0, /usr/share/xml/scap/ssg/content/ssg-sle15-ds-1.2.xmlJL|Ct, *
<profile_name>2 oscap FHo| CHet = Ql=dL|Ct. olE =04,

united_states_government_configuration_baseline(USGCB)2 AtEEtLICY,

3 HHPOT=E EOﬂkI AFHSH 2EI0|HEQ| AT ZIEE AlSHSH|C},

. O O

Adiot ZAtof CHet &= SUSE Manager Web UI0| R&LICH 21} EH|0|E& &lstHH ZHAL > OpenSCAP > B E
AHOZ O|SHLIC oI Efl0| =2 i|O|E{of] CHEt XtAMS LHE-2 Reference > AuditOfl A 2tQlet o~ QI LT

BTSN 2. ovenscovz 415t A o 120171



XtMIgt 1t xcedf-report.html xcedf-results.xml scap-yast2sec-oval.xml.result.xml
HHEO|M AH HHE HMSIH spacewalk-report HHES AL EHL|CE,

spacewalk-report system-history-scap
spacewalk-report scap-scan
spacewalk-report scap-scan-results

SUSE Manager APIS AtZ3t0] system.scap HEZZ ZatE &0l = Q&LICH

224.7. +%8

220|E AAHRIES Z3t5t7] 8 &8 Bash 23 ZEL} Ansible E2|0|50| 5% SCAP E2F 70| = T 7| X| 0
HSELIct ofl= 2t Z2&LCt

2E 7. bash AEZE

/usr/share/scap-security-guide/bash/sle15-script-cis.sh
/usr/share/scap-security-guide/bash/sle15-script-standard.sh
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

2 E 8. Ansible Z3|0|&2

/usr/share/scap-security-guide/ansible/sle15-playbook-cis.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-standard.yml
/usr/share/scap-security-guide/ansible/sle15-playbook-stig.yml

S20|AE A AR M AnsibleS 2ottt £ ¥ A Y S AHES7LE AnsibleS AFESH0] A & UAELICE

22.4.7.1. Bash AJEES AIE%t =8 A

2E 4 A AR scap-security-guide IN7|XIE AX|gL|Ct XtM|Tt LIE2 Administration > Ansible-setup-
control-node0| A Etolgh 4= QIELICE,

3EEE 2 2F MM ¥ uiZofl wat CHELICH s ol Ol Al =& Bash AT EE MMoM

22.4.7.1.1. Tt A|AHIO|M 2 H HHORE Bash AT EE M3
CHl A\|AEIOA Bash AT ZEE A Ha o 2 ASHSHL|C}

L AIAE HHQ HOI A QIABIAS MefBHLICE 13 ChS NS AR > §12 HROIM TS} 20| Bash AT RES
REASHL|C},

-1 0O

I
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#!/bin/bash
chmod +x -R /usr/share/scap-secu rity-%uide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

2. [2™]8 2ELh

=1

o 20 9 A32E 0|S2 HEED BT Ao|ofl A HAELICE ofF| 0| A +7 Bash A 32 =
MU0l M EoIBt 4 LIt
22.4.7.1.2. {2 A AROIM AIAR HIE Z2IXHS ALBSH0] bash AT YE 4H

=

== S5t HIO|S0[A SSMO|IM AHE S MERILIC.

]

L AIAE DE0| MAElE AAY IE

O O

2. AAHN HE 22|Xte) 7|EL> @A HEO|M CHS2t 20| Bash 23R ES 2 gfLCt.

#!/bin/bash
chmod +x -R /usr/share/scap—security—%uide/bash
/usr/share/scap-security-guide/bash/sle15-script-stig.sh

22.4.7.2. 0| A| &8 Bash A3 EE

22.4.7.2.1. SUSE Linux Enterprise openSUSE % H#

Ol Al SUSE Linux Enterprise % openSUSE 232 E H|0|H.

oj7|x|

scap-security-guide
e
e SLE12:SLES12 ¥H|0|E

e SLE15:SLES15 2= Basesystem HC|0|E

Bash A3ZE C|AEQ|

/usr/share/scap-security-quide/bash/

Bash AEZE

opensuse-script-standard.sh
slel2-script-standard.sh
slel2-script-stig.sh
slel5-script-cis.sh
slel5-script-standard.sh
slel5-script-stig.sh

BTSN 2. ovenscovz 415t A o
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22.4. OpenSCAPE At2% A|AE] HOt

22.4.7.2.2. Red Hat Enterprise Linux % CentOS Bash A3 & E | 0| E{

OllAl Red Hat Enterprise Linux % CentOS 232 E H|0|H.

oj7|x|

scap-security-guide-redhat

centos7-updates®| scap-security-guide®l= Red Hat Enterprise Linux A3ZED
Zote|Of AFLICH

e
o SUSE Manager =+

Bash A3ZE C|AE7|

/usr/share/scap-security-quide/bash/

Bash AEERIE

TSR] 22 ooerscirs w2t AL o 121/1m1



22.4. OpenSCAPE At2% A|AE] HOt

22.4.7.2.3. Ubuntu Bash A3 2! E 0j|0|E{

Gl Al Ubuntu 23 & E H|0|E.

oj7[x|

scap-security-guide-ubuntu

e
o SUSE Manager =+

Bash AR E C|AER|

/usr/share/scap-security-guide/

Bash AERIE

22.4.7.2.4. Debian Bash A3 2 E | 0| E{

G Al Debian 232 E H|0|H.

TSR] 22 ooerscirs w2t AL o 128 /171




7| x|

scap-security-guide-debian

e
o SUSE Manager =+

Bash A3 E C|HER|

/usr/share/scap-security-guide/bash/

Bash AEZE

# Debian 11
debianll-script-anssi_np_nt28_average.sh
debianll-script-anssi_np_nt28_high.s
debianll-script-anssi_np_nt28_minimal.sh
debianll-script-anssi_np_nt28_restrictive.sh
debianll-script-standard.sh

# Debian 12
debianl2-script-anssi_np_nt28_average.sh
debianl2-script-anssi_np_nt28_high.s
debianl2-script-anssi_np_nt28_minimal.sh
debianl2-script-anssi_np_nt28_restrictive.sh
debian12-script-standard.sh

22.5. ZAt

SUSE ManagerOf M= L& 2| ZAL RS S DS MY o= ASLICE S20[AEM ZE CVE(S/H 2ot THX]) 7t
HEE|0 A4 LEHRIX| 2eldta, 75 LK E +HSIH, OpenSCAPE AHESH0] At E4= ({25 2holet & JEL|CE

Zf CVEOl= A2 Hz, F|okdol| ohigt 4 8 =7t Yo thet 2370 ZE(0f ASLICH CVE A2 H ol A2
CVE-YEAR-XXXXRILICE.

SUSE Manager Web UI0| A ZAL > CVE ZHAFZ 0| Sot0| 2= 2210|AE S =0t oAx IiX| &Ef S SHlgtL|Ct.

712822 CVE H|O|E{= OH 2300AI0 H[O|EELICE CIOIHE M2 10X =& X7t A=X| =telet = CVE
YALE AlEfSHE 20| S5LIL

ZEX}: CVE HI0[E] HL|o|E

1. SUSE Manager Web UIOflA 22[X} > X AHZOZ 0|S3t0 cve-server-channels-default ™S
MEdStL|Ct,

2. [ cve-server-channels-bunch |£ 22/ C}



3 [HY Ny

0z
o

SEIot0 2t S ol AetLCE 2 S R0 = CVE ZALS 7| T SLICt

EX}: I X] 2l =l
1. SUSE Manager Web UI0ilA] ZtA} > CVE ZHALZ O| S &LIC.
2. EX CVEQ| IiX| HEHE SHolstz{H CVE HS TEO| CVE AHXIE LHFLICH
3. A2 K| HEfE MEHSIALL 2= MENS Selst{ T 2= MEE MEIE HEf 2 R

4. [MH ZAHE 2215t ZE AA-S 2QIst L [ O|0]X] ZHAF]E 22I5t0] 2= O|0|X[E =HlfL(Ct

SUSE Manager APIE At83%t0 S2t0|HE Q| miX| ”EH%
API HAEE ALESHH ELICH O] Yol ChEt XA|EH LHE

tolgt 4 QUELICE audit.listSystemsByPatchStatus
USE Manager API 7}0| =0 A golgh 4= QI&L|CY,

U’ ot

22.5.2. CVE &Ef

SCi0|UES| CVE dEi= HINOR Fets U3, Sge X %S L= WMAIEYLICE of2fet dEi= SUSE
ManagerO| M AL E 4= Q= HEEIO 2 ZFEL|L,.

FIAHOR HA[E 23 ThX| 2| Oi7|X| 20t 52 0| 17| X7t DXl AR LT

FIAHOZ HA[E 23 IX|0l = A= SXIE 7| X7t BX|=| K] 42 A|A-JLICE

£ |20l il THEIE A AL

FIfHo = HAIE 23 miX|ef S Ii7|X| M 0| 2| 7| X|7F A X|E A[ARIL|CE

2

—_

=

re

BN
2t x'Dol| A SUSE ManagerZt 224Xl IHX| LT,

e

He
SUSE ManagerOilM 2t2[st= ME2, A|AH SEE M, A|2H S2EE SHE ME A=, AL
AX[E HFo HEE ME E= A0 TS 2t = 0212 M| 1 xE LT,

&BEMmmgrmWMM%%§q§ oI8} U B0 A= CVE ZHAF 227} &
‘, QUZALICE 02 Sof, Ha|S|X| oHe K, Ba|EIX] ot I7|X| T 0|E4 AlAHS B2 B
& QBLICH



Chapter 23. SSL 21E A
SUSE Managerz SSL 215 ME ALE510{ 2210|AE 7L ZHIE MHO| SEE|U=X| 2elefL|Ct.

SSLE AHE3t0 SUSE Manager MOl SE3t= ZE S20|AEE MH US| L3l FRdS AASIH SHHE
Meofl HZst 0 A=K QARfLICt O] ZZMAE SSLHENO| T2t BfLIC.

SSLHEM0|2 S S20[AEE= MH Q1B MO TAE 0|F0| 2%t 0| E2t LX|SH=X] =l
SESHMH QIS ML A" 4 AE=X] 2elslof ghL|Tt,

gfLICt 220|IEE

J
r

21F 7|Z(CA)2 LHE ASAMol MEBL7| 2leh AHEE= ASMYLICE ZE ABME AF 7IZH(CA)MIM ME8HOF
Frot AR ZtFE|H SE0|UETL S Mo Chal LX[AZ = UASLICE.

SSL QI50| SHIZA| ZSstHH S20|AEIL FE CAE ME[sljof LICE &, FE CAJ = 22H0[AE0
HX|=|o{of BfLCt.

7|2 22 SUSE ManagerZt XHH| ME QIZSME AHE38H= AYLICE 0] 22 SUSE Manager?t 2&
ABEME 3‘85951 FE CATt MH 1B Mol| =7 MESfLICE.

S CAE ME0ts Y UASLILE 0| 32 RE CA= S CA| MEEILICE O3 L=z S22t CA= Hot= #2| CHE
St CAOl|l M = AOM OFX| 2 CAE MH QIS Aol MERILICE 0| A2l 1S M2t: LT,

CA= Z22I0|HE0] X =2 MH QB M= MHof| X|EL|Tt. SSL
s

=4
zE
H0|Z S0t SB20|AES ZE CA A IS A Atolo] FA| 2t QIS A HI2IS oIzt 4 glojo} =, BE

L— T

2t RAZ MOl MM AE 2= UO{OF BFLICE

0| BYSE & 7HX 2 YHo| AFLICE O|JH TS| SUSE Manager®iM= 7|2X82e=z ZE F7t CA%t
S0 E| EX[ELICE. a2{Lf MM MH|AE P05t S20[AEN HMISE = ASLICE 0] B SSL
HEMO|Z St M= M ISAMet ZE St CAE HMSELCt OfFl o] HFHLIEOl MZ2 7|& Fde=
A ELICt.

712822 SUSE Manager= £7t CA 210| Xtx| ME B ME AZELICH F7F HOtS 2I6 /S Mol M=
EtAL CAE XIFE & UELICH B CAE AEXMO| HAIE SASHY EE*E.J HEIt SHEX| golgfL|ct. Oz
LHFH O 2 O] MH|A0] CHo A7t RF-S HARLICH EFAL CAE AFBSIH ABME AFWSHY| [ ofF 1 M X|0f| CHSt
7t E2 7t MISELICH EFAL CAOIM MBS QIS M7 U= B SUSE Manager K2 UEET £ JSLICL

Jiot

Ol M Mol A= SSL OIEM AFR S 25H 2 MaietLch,

1. SUSE Manager =& A% XAl ME QIS A 4 diy
2. SUSE Manager At = IEA|0]| Q15 A HY I 2

KHA| EE= Q& PKIQE 22 EfAF QAR AOM ASMIL HSE= 32 o HAIE AHE £ AFLICH

o XMl MY QIBME MYst= ol Cht XtAlst LI 2 Administration > Ssl-certs-selfsigned0i| A 2olgt
A OlALICH
A H .

o 2B M UREE L0 CHEE XhA|SH LY

0l

2 Administration > Ssl-certs-importeddi| A 2ol 4~ AL L|CY,
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23.1. XtH| MEEl SSL 1S XM

712X O SUSE Manager= XHH| MEE QISME AHSEILICE 0] 22 ¢
MEELICE o] WHoM = B MO MF Ago| Hg 3]
CAE QIBAMo =ZgEl HEIL SHHEX| =elsty

Administration > Ssl-certs-imported0f| A oIt

S M SUSE Managerof| 2fsi M4 2!
2 2T 7|22 AMBOIK| RSLICH EfAL

H =

o =
8 ZALE 4SBILICH ERAL CAOl CHEH Xiust Ljge
ol

oMz M E= 71E EX|0M XHH MEE ASME Hdot7L ChA| dEsts dES 2Lt
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AL 71E MH ISM MY S
1. SUSE Manager Mt{2| @& TEIE0| M A1 o5 M S MALELCt

mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.com" --set-cname="example.com"

set-cname It2t0|E{7F SUSE Manager M2 Erstel M@l O|F QX =telgfL|ct, oz EEo| et B2
set-cname If2t0|E S 021 H AFE S 4 AFLICH

el 7] & MH QB ME /root/ssl-build/susemanager/ CIZIEZ|O|A server.key % server.crtZ %8 %
UAELICH OFX| 8} C|M ER|2] 0|22 --set-hostname S42t EHH| ALBEl SAE 0| S0 et CHEL|CH

23.1.2. M CA S M 2B M dd

o FE CAZ WAoHOF 5= ZR0= Flsliof LT MH{ et S2t0|AE Zhe| 2| Hjelo] B 4
USLICH J2{st L 22| ALEAI7E 2 E S20[AEM 201510 CAS = HiZZ3HOF BHL|CE.

Ak M ASH Y

1. SUSE Manager AtH2| HE TEITE0f|A 0| QIZ M CIAEZ|E M ?|X|Z o|STLICE
mgrctl exec -- mv /root/ssl-build /root/old-ssl-build
2. M CAQIZME MdefL|Ct,

mgrctl exec -ti -- rhn-ssl-tool --gen-ca --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-common-name="SUSE Manager CA Certificate" \
--set-email="name@example.com"
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mgrctl exec -ti -- rhn-ssl-tool --gen-server --dir="/root/ssl-build" --set-country="COUNTRY" \
--set-state="STATE" --set-city="CITY" --set-org="ORGANIZATION" \
--set-org-unit="ORGANIZATION UNIT" --set-email="name@example.com" \
--set-hostname="susemanager.example.top" --set-cname="example.com"

set-cname It2t0|E{7} SUSE Manager Mo Mstel =2l O|SQIX| &olgtL|Ct, 02| HAlo| LRst HL
set-cname II2t0|E{E o2 H ALE S 4= Q& L|CH

ZAE O|F % cnameS AFE3I0] Zf TEA|0f| T M= M IS ME H-gsHoF BfL|Ct.

23.2.SSLRISM YEE

o] MMoflM= A SUSE Managere| MX|E 2[si SSL QIBME 7S
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2XMORE SUSE Manager= XA MBE ASME AFSRLICE X£7| AHE k=%t
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S M2 HiE 4= ASLICE

At M SUSE Manager MHO|A QISA QR E

1. Installation-and-upgrade > Container-deployment?| X|&0j 2t SUSE Manager AHE HHIZEIL|CE.
mgradm install podmanOl SHIE Mt S m2t0|E 2 MESHOF BFL|CH M2t0|E = Ca ot Z&LIC

EFAFSSL QIS M Safi1:

--ssl-ca-intermediate EXtE UA|CAQISM AHZ
--ssl-ca-root 2Xt& EECAQBSMEZ
--ssl-server-cert A&  AHQUSM EHZ
--ssl-server-key 2X4t2  MH 7| 2=
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At M SUSE Manager ZEA|0|A QISA YEE
1. Installation-and-upgrade > Container-deployment2| X|£l0j [}2} SUSE Manager ZTEA|E A X|EL|C,

2. ZEIZES M2t 4F S d=ELCH

23.2.3. 215X HHALT|

SUSE Manager &X|2| &d QIZME M ABSME uHe
CAZ uH|ot = G|O|E{H|0| AE AT|0|ESHH EL|CH

E 7|2tS AHESH0] ME Bl ZEA|0f Ciet 2E M QS Mol MEELICE CTHE CAZ
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1. SUSE Manager AH{2| B TETEN| A mgr-ssl-cert-setup BHES S ESIT QIS A E Tf2t0|EHZE LH:

mFrctl exec -- mgr-ssl-cert-setup --root-ca-file=<Path_to_Root_CA_Certificate> --server-cert
-file=<Server_Cert_File> --server-key-file=<Server_Key_File>

F7t CAE --root-ca-file2 X|HE MAOM AFESEHLE --intermediate-ca-fileR F7t FHOE K™ £
UELICE --intermediate-ca-file M2 o2 H XEY £ JASLICH o] FH2 XNIE Do chsl CHkst
HAEE £+3st0] ItU0| R7stH QEE AL At AFEE 4= Y =X E HIAESILILCE,

1. MH|AZS THAIZSHO] tHE AN S HERL|L,

mgrctl exec -- spacewalk-service stop )
mgrctl exec -- systemctl restart postgresql.service
mgrctl exec -- spacewalk-service start

AE MBSt B2 TAE 0|3 cnameS AHESI0] ZF TEA|0f| CHEE MH 215 A RPME MAsof BfL|Ct.
ME HMSl2{™ SUSE Manager ZEAIOIMZ mgr-ssl-cert-setup= AHSHOF BILICE SUSE Manager
Aloll= postgreSQL Hl|O|E{H|O| AT} g17| {20l spacewalk-service restart®t QoM ZEILICE
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FE CAVt HEE E<2 SUSE Manager0f| 22 & 2= Z210| A E0f| i E8HOF LTt

EAl: Salt 2210|AUE0| FE CAHIE
1. SUSE Manager Web UI0Il A Systems > ZHR 2 0| S2fLICt.
2. AAHNME g2|Xtofl =716t 2 Salt 22H0[AHEE MEHSIL|C

3. AMAH A|AR HIE 22|X}> RO 2 0| 5L
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4. SEf =M [HE ]S 22I6H0 AL - HEHE HE-LICE

5. Highstate H|O|X|0j| A [ Highstate H& ]S 22/5t0] HE A S S2t0[AE0 TOtelL|Ct,

23.3. HTTP Strict Transport Security

HTTP Strict Transport Security(HSTS)= Z2EZE CRIH0|E 34 89l F7| slo|xfZat Z2 Jt=ZxH7|
ZHOELRE Y AMO|EE EZ6H= O 20| &= FM 0|7 L ZLIC

SUSE ManagerE At23tH HSTSE &83t6t0] SUSE Manager AH{O]| CHalf ZH3tet 4= QUELICE.
EAl

1. AH :ruk-l ]1|. I%A -I'61|_||:|-

mgrctl exec -- echo 'Header always set Strict-Transport-Security "max-age=63072000;
includeSubDomains"' >/etc/apache2/conf.d/zz-spacewalk-www-hsts.conf

2. Ot HHE O Z ApacheS XHA|ZFEtLICE,

mgrctl exec -- systemctl restart apache2

0|2 SUSE Manager T2 A|0f| M 2t 3lsl2H Ct22 4 etL|Ct

At
1 M 7N oS MMBHLCHO: /ete/uyuni/custom-httpd. conf).
2. Ct3 2iel3 FItect.
" Header always set Strict-Transport-Security "max-age=63072000; includeSubDomains ™
3. 3 Ad:

o =

mgrpxy install podman --tuning-httpd /etc/uyuni/custom-httpd.conf config.tar.gz

M 23 M9l 0|F2 <filename>.confZ X|Hdh= H X EIO|YU0| 2EE[0{OF BIL|CE,
g o€ S0, spacewalk-www.confOll HelEl =S MFISIHH o] ThY Fof M TS
dmHizo= E0{0F YLICL ApacheZt IS ZESH= A0 gt XiMe WE:2

https://httpd.apache.org/docsoi|A gtolgt 4= Ql&L|Ct.

SUSE ManagerOllA| A5t 7|2 SSL 21Z M EE= XM MEE QIBSME AES
MM ST QIE A0 MBS fIsH AFEEl CAT} E2tRX oA AME[SH= =

o HEIOKE HTTPSE 38 9AS AHRELICL SUSE ManagerdlA AAst SSL QISME
A8st= @,  http://<SERVER-HOSTNAME>/pub/RHN-ORG-TRUSTED-SSL-
CERTO| A= oS ZE AFEXI| HE2tRK 2 YEESIH Mg 2~ JSL|CE
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SUSE HMIZ0fl SUSE Customer Center(SCC)0IAN 2t2|5H= 50| BRELICE SUSE Managere OFZF EXIME
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HIME $Hxf 50| Qe sixf S2t0|HETH AX|AIZ

= 7| WEZ0], AlZHo| X|'eof| wet LX| eh=0| HFELIC

= | [
SYc S20|AET} ehet SUT =1 LR|SH= A2 OFELICE Ol= M S2H0|ET S& = S5 FAEHAAL
TE0| 27 EE BRI H2Y 4 YBLIC
75 HE7|= AFol 5 of2of w2t LXISHA| b= HFQ +E ANHS22 F0[2 1 A|=gfLICh 2Lt ST

= =
SIERO BE, 2 = et HU SAE ST T = S8 SARE0AM 2 S SE0|AEI A= R
HET[=E MEY = U=E F=0| ZEHX| 4SS BAY = ASLICE =S 2FB17| fI6H, 24 SUSE Managerof|
IOHEl 024 22 O|O|E{ 7t ETBHA| 2RISR,

o = UEY|7L g 220[AEL} =S FASH LXIAT7|= A2 OILIH, ZAHS CHAISH| flst
87t OFELICt.

24.1. =0 ScI0|¢UE 1 F

TE Me7|7t S S2eH0|IES SHZ TSI SO UXATIX Yt FS £50= T 4 YBLCH B
WO S Mely|s SF PSS FOIT AIAH EE A IED AKX/ AIT|E HS M ELIC

o

et CHELICH 3, RS0l 0] 4t

-,

JR{LE MET|IV Y TS MEE A2 OFHLITH AFSY 4= A= 7= 8 752 220|UEN HEY = A=K R0
=2 H |. _<'3_0

= €K& Eeliots 3R £ HO| FAE= ZX[Xt7t O Hetet

XIS ZXISHH EO| FA[ELIL,

M EE Fotote{H [ H 7t ]S SE/5tn 0¥ S2H0|HEE M

SN . +=o 2ei012i= 2 136/171



24.1. 50| S2o[AE 1 H

o NFE YIIHO R ABOALE B2 2| 220|AE0| sl M= AHESHA| gt= 20| Z&LILE
= MY £ = YHN O 2 TR ES| HX[0|M S| HetELCh

SN . +=o 2ei012i= 2 w37/m



@)
Q

O

oA
10
ri

2

-~

25. & Ad|=

Y Fa2 Helxh> 2 2 of2holl LI ELIC

=~

b
S

t

™D

r

rin

@ SUSE Manager Schedules @

Below is a list of defined schedules. A schedule defines frequency, how often a predefined bunch shall be triggered.

1-230f 23

Schedule name |2 Frequency Active From

auto-emrata-default 05/10%%+? 2018-06-05 11:40:50 CEST
channelrepodata-default Qxe%? 2018-06-05 11:40:50 CEST
cleanup-data-default 002372%% 2018-06-05 11:40:50 CEST
clear-taskologs-default 00237%% 2018-06-05 11:40:50 CEST
cobbler-sync-default bl 2018-06-05 11:40:50 CEST
compare-configs-default 00237%% 2018-06-05 11:40:50 CEST
cve-server-channels-default 00237%% 2018-06-05 11:40:51 CEST
daily-status-default 00237%% 2018-06-05 11:40:50 CEST
errata-cache-default [EEE ] 2018-06-05 11:40:50 CEST
errata-queue-default [ EEEEE] 2018-06-05 11:40:50 CEST
gatherer-matcher-default 0007%* 2018-06-05 11:40:51 CEST
kickstart-cleanup-default 00/10***? 2018-06-05 11:40:50 CEST
kickstartfile-syne-default 00/10%%*2 2018-06-05 11:40:50 CEST
magr-register-default 00/15%**? 2018-06-05 11:40:50 CEST
mgr-sync-refresh-default 0617%* 2018-06-05 11:40:51 CEST
minion-action-cleanup-default DO***? 2018-06-05 11:40:50 CEST
package-cleanup-default 00/10***? 2018-06-05 11:40:50 CEST
reboot-action-cleanup-default 0O***? 2018-06-05 11:40:50 CEST
sandbox-cleanup-default 0547%* 2018-06-05 11:40:50 CEST
session-cleanup-default D0/15***2 2018-06-05 11:40:50 CEST
ssh-push-default QreTxsy 2018-06-05 11:40:50 CEST
token-cleanup-default 0007?%* 2018-06-05 11:40:51 CEST
uuid-cleanup-default 0p*w*7 2018-06-05 11:40:51 CEST

+ create schedule

25 j items per page

Bunch

auto-emrata-bunch
channelrepodata-bunch
cleanup-data-bunch
clear-taskologs-bunch
cobbler-sync-bunch
compare-configs-bunch
cve-server-channels-bunch
daily-status-bunch
errata-cache-bunch
errata-queus-bunch
gatherer-matcher-bunch
kickstart-cleanup-bunch
kickstartfile-sync-bunch
mgr-register-bunch
mgr-sync-refresh-bunch
minion-action-cleanup-bunch
package-cleanup-bunch
reboot-action-cleanup-bunch
sandbox-cleanup-bunch
session-cleanup-bunch
ssh-push-bunch
token-cleanup-bunch

uuid-cleanup-bunch

SUSE Manager 2% > 2% 0|22 2252 €% 08 > 7|2 M M| JALICH HIZY

WA 4 AL

S 0 UHES YulolEstaH [ YW B S 22UHIAR.

AMS MOt E QB AEto| [ UM AN ]S SR,
AFS SUSE Managerdl SHIZ XSS 9i¢f WAH0|I2 HWEA| BRSCHD
Z20I0H UHS HIZABISEALE ARISHOF BHLICE,

22 0|22 S2ete oY B3 KHO| Y 22 Y o Aei7t EAIELICH

A= AIZH T2 2251 2 018 > 712 & NS AFSIO 2 SOfILICE
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errata-cache-default:

Lot R XS HRH YUO|0|ES of|ofgtLCt.

channel-repodata-default:
2| X X|E2| HEIH|O|E M-S (CHA]) M-defLICE.

cleanup-data-default:
CilO|E{H|O] A0 M 2ot 7| X| HZE 21 3 LI A[AE 0| E FalgfLICt

clear-taskologs-default:

CllOE{H|O| A0 M %Y ol w2t XY E & 5 Eatot 2 AT (taskomatic) 247 7| = H|0|HE X|SLICH.

cobbler-sync-default:

SUSE Manager0ilAf CobblerZ HiZ 3! T2 H|O|HE S7|2tetLICt. Cobbler®iiM H|Z3st= XS A X|of|
CHst XEMISE L2 -2 Client-configuration > Autoinst-intro0f| A oISt 4= Q& LTt

compare-configs-default:
T8 Mol MFE Y o BE Y Jhs M| MEE DU S B W LCH HnE AESE{H A|AM S
225t 20l U= AAHES  MEfehct. Rd > oY HWZE  O[FELICH XtMet W82

reference:systems/system-details/sd-configuration.pdfollA &QIg 4 A&LICE

cve-server-channels-default:
ZHAL > CVE ZHAL HIO|Xof| Z2tE EAISHY| 2lsH AFEE|= O|2| A[AHEl LS CVE C|O|E{E RIT|0| ERtLICt, ZHAL >
CVE ZAF mo|Xx|e ZAM ZAut= o] YNl Opx|ar Moo= Mo|EELIC XtMEH LHE2 Reference »
Auditoi| A =tolsh &~ JUSLICE

daily-status-default:
2HH FAZ Y HIOM 0

=2 SLICH EX AtEXto]| CHeh 22lg FASHE Yol st XiMst LHg2
Reference > UsersOil A &1t 4= 9l

- =

errata-cache-default:

LHE THX| FHA| ClIO|E{HIO| A E{|O|E2 HOI0|ESIHH, O|= 2t M| CHet HH0|ETF st 7 |XIE %7 flst
S 2 MEELICH 5t EX DiX|0f ZAO0| U2 = A= AEX0A LT O|HYE MSTILICE THXO CHE
Xt LI 2 Reference > PatchesOl| A &Holgt 4= QI &L Lt

errata-queue-default:

X3 YOOI E(WX])E A= E Y E MHE th7|Bol| =7hehLCt.
gatherer-matcher-default

Virtual Host Managers®ll M=l Virtual Host Gathererg A&sto] 74 SAE H0|HE X ELICH
HH|O|EEI HIO|HE AT & UA| =|™ Subscription Matcher 2t 0| A3 ElL|CE.

ajo

139/171


reference:systems/system-details/sd-configuration.pdf#sd-config-compare-files

kickstart-cleanup-default:

Qe =l Kickstart MM H|O|E{E ™2|gfLCt.

kickstartfile-sync-default

T4 OFH ALl M g8t Kickstart Z2IHU0f| s &dh= Cobbler TS Mg gfLICt.

mgr-forward-registration-default

E2l0|E SZE H|0|EH{E SUSE Customer Center2t S7|StEfLICt 7|2MOZ M7, HZA L= AMHE
22}0|HE H|0|E{7} MEYEILICE /etc/rhn/rhn.confdll ¥ HEl S7|31E H|Z S8 H LIRS £

server.susemanager.forward_registration =0

Disabling data synchronizing with SCC will lead to reduced visibility of your
managed clients between RMT, SMT, SUSE Manager and SCC-directly registered

A clients. By synchronizing data, you ensure a uniform view of all registered clients.
Help us improve our services by sharing your reason for opting out

mgr-sync-refresh-default

SUSE Customer Center2t S7|3}(mgr-sync-refresh)BfLICt. 7|2HOZ2 DE ALEAF ol tHET O =9
ez =7|StEIL|CH AFA FMo| My =7|sto| ChEE XHMSE W22 administration:custom-
channels.pdfoll A gtolgt & JA&L|CE

minion-action-chain-cleanup-default

2N E Y M2l H|0|HE FeFL/Ct

minion-action-cleanup-defaul:

Th AAOIA A S20|olE &Y HlOIES MRIBILICH 94, Salt &2 A NIE Y HS
Zusio] B2eix) 92 xglol U2 NSULICE MuolN XY Fapt welE B2, A2 g2 X0
WS & ABLICL HTHOR HRE X0 B MYE AIRE 0 So| OfE[WES K| BILITH,

minion-checkin-default
Salo|HEo]| St X 7| M3 01 L3tstL|Ct,

notifications-cleanup-default

DtE E 2 HAIXIS F2|ELIc

package-cleanup-default

IH A| AR M 24 I§7|X| DU S APH| gL Ct.

reboot-action-cleanup-default
o4 AlZte X1tstof Cf7| 2 2E MEE P2 Mifst Z4o=2 HA|Z[11 2t O|0|E{7} T O] E{H| O] A0 A
Ma|guch MEE =Y oo it XMIFt &2  reference:systems/system-details/sd-
provisioning.pdfollA gtelgh = A& LTt

l
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https://suselinux.fra1.qualtrics.com/jfe/form/SV_0ooNnrY0rYuQScS
administration:custom-channels.pdf#_custom_channel_synchronization
administration:custom-channels.pdf#_custom_channel_synchronization
reference:systems/system-details/sd-provisioning.pdf#sd-power-management
reference:systems/system-details/sd-provisioning.pdf#sd-power-management

sandbox-cleanup-default
sandbox_lifetime 74 MH2t0|E (7|2X Q2 3Y)E Xutot MEHA Jd I
o2 s QI AAH £ Ao YEED DA/JALICEH XHMITH LIRS reference:systems/system-
details/sd-configuration.pdfoilA 2elg 4 QU&LICE

It ol ae Haletich, Meuta

session-cleanup-default

Hu

24 2 QIE{HO|A MM, UUHOR ARSI ZIQIS T YN Z KA
CNEESEE)

J0pRSE7| Moi| 2EtRME BE

ssh-service-default

Z22I0|AETL SSH FA| 2t 2oz FHE FR SSHE Sdll SUSE Manager(2)2 |3 Qlst2t= HAIX|7t
HA[EILIC ot R = 2 Al S R LI

system-profile-refresh-default
DE AARIOM StEQO] M2 THES MATLICL o] Y2 i =M SUSE Manager M| 23515
SItAZ 2 AELICt o] oAM= Specialized-guides > Salt2 AFEEILICE HiX| 37| =Hof Cist HES
specialized-guides:large-deployments/tuning.pdfoil Al Zrolgt 4 U&L|LC},

token-cleanup-default
Salt 22t0|UEJ} I 7| X| 3! BIEIH|O|E & CH2ZE51Y| fI8 Ar8%t= Rtz 2| ZX|E2| EZ S ANELICE

update-payg-default

configure PAYG 22t2E QIAEHA0M 215 HIO|HE ST L Ct

update-reporting-default
E2Z 21 H|o[E{H[0| A E AH|O| EGILILCE.

update-reporting-hub-default
ZH SUSE Manager MH0|AM 2= 21 H|0[E{E &35t Hub Reporting DatabaseE G0 E&L|CL.

uuid-cleanup-default
Q= UUID HZEE He|stL|Ct.
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reference:systems/system-details/sd-configuration.pdf#sd-config-add-files
reference:systems/system-details/sd-configuration.pdf#sd-config-add-files
specialized-guides:large-deployments/tuning.pdf#java-salt-batch-size

Chapter26. H& 21 &Y

LR I7|X|e| 22 HE 21 &5 JFEO0| ZLICh O Clo[E = 7|2 M2 LH22 EE[X|2 |RX[5h= A0| g4 fE¢t
HEE= ofgUCh CH22ER = ¥ 23 HEIH|O[E 2| S Metdta C|A3 2t Hofstr| ff6 L2300 FX

2 22 M 4 YL

© s zEioL Lol eI e Bolngretl ternS A ELIC,

0l 74 SMS Jete/rhn/rhn.conf T4 TIUol YUSLICH Ti2t0jE(e] 71222 20LICE 0] ZtS 002 wZsiH
12 27}t DRSO 2 HAEILICE

00t

java.max_changelog_entries = 20
Of m2t0|E & 2FSHH M Ii7| X7t S7| =t wol| 2k X & E LT
O| m2t0|E{E HASH T mgradm restartZ MH|AS xHA|ZFEILICE,

FHAIE CIO|E{E AfA|St D xH M H3to] 22 E HIO|H E R = ASLICE.

FHAIE HIOIHE AR S HdEst7| flsi M= AlZto] 221 ZE 4 ASLICH EF/dt A= ME
2t MR ClolE{2] ol w2t R OAlZto] 2 + UAFLICH ZY2 Taskomaticoll 2fsh
HIRE M HHEEZ HYPO| 2ZRE= S SUSE Managers & ALY = UX|T

M50] o7t 24T £+ YL

HHEO|M FHA|E CIOIE S A M5t MME S @ eLCt.
spacewalk-sql -i
O3 OS2 SQL HIO|E{H|0| A TE T Eo)| Ct2 S 2istL|Ct.

DELETE FROM rhnPackageRepodata;
INSERT INTO rhnRepoRegenQueue (id, CHANNEL_LABEL, REASON, FORCE)
(SELCEICTbs?quence_nextval(‘r n_repo_regen_queue_id_seq'),
label,
‘cached data regeneration’,

\ FROM rhnChannel C);
q
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Chapter 27. AFEX}

SUSE Manager Zt2|Xt= M AFEALE 715t 2hs RO{SIH ALEXALE HIgdst L= ARIE 4= AELICH Hi# 2
MEXIE HEot= 3R ALBXE A" 80 2E g & AFLIC 2dof 8L H|op
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" AFR X} Bl 4= SUSE Manager EH2|Xt AR O2 2918t 2200t AFRS 4 UALICH
SUSE Manager At8XHE 225t H AF2XL > AL2XH S5 > MH|Z 0/S3t0] SUSE Manager AMH2| BE ALEXIE
wawwrEE%’*MRMﬂLﬁhW$'MRMOE,§§ stchsl ofst AFRXI} ORX|SlOZE 2018 LNt g

=x
AEXRES| oix HEHZF EAIELICE [AFEXL MY [S S2I5t0 M AFEXL AIF S WHRILICL ALEXt 0|5 S 22I5t0]
MEXL MF Abet IO X| 2 O] S gL LY.

ZE0| M AFBAIE Z7ketIE [ALSA WA 12 S2stn M ALS X0l Chet M5 ARS elziet 3 (200l ]S
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O ole EROIX| 42 AEXAL AHE HIZHs L= MY 4 AFLICH HIZYSE A AE2 AREX CHAl
gyotet = UASLICE AHE ALEX AE2 BAIEX] oM HAe = gIELIT,

AMEXHE Rhile

A SLICE J2{LE ALSXof A 22|Xt HEO| A= E2 slig S HMAHHOF
AES Higdstret
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Hig-dotEl AH2X= SUSE Manager Web UIO] 2I18tAHLE ZlS ofjefe & @i&LICH H|ZMStE7| Hof
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Manager 2t2[Xh= &4 ot & 0| 40]0{0F BfLCt,

SUSE Manager B[Rt 9i2t2 F|2/8t AFBRIO| Bi2|%t of2s wste|H
HZE AFSRHE MEfShD TRO| ufet 2| o2 MEfsiiLE Mt
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AH8Zt2| SUSE Manager #2|xt Sgts HZFSIHHE 22|x} > AFAIZ 0|Sst0| R0 M2t SUSE Manager
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27.5. At} 7|2 A0

dI o Web UIOf| ALSE A0{E MBS & QUESLICHL AFEXIE dHst = B> L 7|12 ™22 0|535to
o

=
= o
A0S HEY 4= ASLICH

mjo

2 A= rhn.conf 74 MU 2HE0 JASLICH 7|2 HHE HHSHAH /ete/rhn/rhn.conf MY S S0 C}
OIS FItst7 Lt MEgtL|C

CH22 SUSE ManagerOi| M AL 4= Q1= 210{ 1Lt

of oo x4
en_US o o=
zh_CN =0 2E 7H|

27.5.1. AtEXL 7|2 QIE{H[0o] A H|Of

712822 SUSE Manager Web Ul= ArEX7E AX|gH ®Fol Mgt BIOHE AMERLICE Uyuni E= SUSE
Manager M2 #HHSHE £ H|OLE HAY 5= JAELICH SUSE Manager H|OIO= 0|52 SM T AELICH

rhn.conf 74 A0 7|2 EIOIS HEY £ ASLICE 7|2 HOHE HESIZH /ete/rhn/rhn.conf TMHEES B2
CHE 2telS 715k LE HESLIC

web.theme_default = <THEME>

H 16. AH8E + A= ¥ Ul HIO}

Elof o] & My AEIY
susemanager-light SUSE Manager A
susemanager-dark SUSE Manager &
uyuni Uyuni A
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Chapter 28. 2H| i Z

O] MM0fl= SUSE ManagerOf| A 2 4ligt 4= Ql= R JHX| LAl 2|2t ol 2 Yol Zee|of AELIC

28 22t2E 2H sl 2o tigt LH2 2 Specialized-guides > Public-cloud-guidedi|Af Q18 4= Ql&L|CE

28.1. Xt X =X s &
712 Aol what A} XHS A1X| m2 ko] Tk Th| K7} 2tEl Ko JhelE 4 YALICH
xS M%7} RS stelR CHS T 22 FIX|7t Bedic

e pyOpenSSL
° rhnlib
e Libxml2-python

e spacewalk-koan
O| Z2M|E s A5t2{™ HA CHS A S SRISHAI2.

o XI5 Mx| m2mbRlo| 7|2 ki at 220| Qe =7 AT ES0] AHE0| = Gl AFZ XA M S &E[=X| &QlgtL|Ct,
e T X{'20| SUSE Manageroll 5t¢| {2 2 M3 E[=X| 2telefL|Ct.

o LA IR BE FANS AT ALOIA AR 4 T SoIBLCY,
A = I o St H (| L
28.2. =8 SR MES ?let 2| EXEE| REAEM ZH SHE
FIESHs HBO| BIsHsIY $EASH XS NEOR YYD SUSE Manager Aol YL BLICE

HZ0l =¥ =0 =25t X|@0| SHE FR MEFS AL A8t 4oH FEAEHM 2K E2E 522
A-gelfoF BfLct.

HEEAEHY 2| X|E2|0f cist XtM|2t LIE-2 Client-configuration > Bootstrap-repositoryS HZstA| 2.

i +H ER MEQ REAEY B|EZXER| MY

1. SUSE Manager AMHS| HH TEITE0|N root Mot Z CIZ 0|2t 20| --force FMES 0|88 A8 JtsT
OIXI HEAEY 2|mX|E2|S LIRILICE O 12 2L,

mgr-create-bootstrap-repo --list --force
. SLE-12-SP2-x86_64
2. SLE-12-SP3-x86_64

2. CH33t 20| MEot 2| XX 2| 0|ES MZF OIS 2 A8l FEAEM B[ EX|E2| S MY EfLITh.

mgr-create-bootstrap-repo --create SLE-12-SP2-x86_64 --force
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28.3. 2EI0|HE =X| Salt 220[HE ZH| i 2

O|mHHIO|X =X REZIEIS AIEY = SHE Salt S2H0[AEE SEot YCHH LSt 22 LRI EAE £

[

olz{et 27Ol Hel2 = 1I5| M AIA—O SEE 7|1E A2 St AL ID7L 7| HELICE O] IDE =822
HESI LEE HIZH D ERE A|ARS SEY = JASLIC

28.4. TH| C|A3 O[HIE et ZAH[O|L] ZH| 3B
ZiEf0|L{o| @7 AE2|X| OHH|Z 0t EE HE ClAT0| AEalX| 370 $EY FP 713 FA7HEREC,

—

AERX| OiH 27| = 2XIE s Zst2{H L3S - ELICH

Exh: AE2|X| O0fX] 27| =7

1. CJAZ(0: /dev/vdb) 7|2
ArgefL|Ct.

ZILICH GE S04, C|AZ7F QCOW?2 O|O|X|Ql HL gemu-img resize BHS

ﬂJII’

2. OIE|MO| ALE Jtstt BE 322 AL83t=X] &l
© mgrctl termE AHESH0] ZH[O[L{0l| A S HLIC.
O sudo parted /dev/vdb
O (parted) print

O (parted) resizepart NUMBER 100%0il Al NUMBERE print BEHOZE HA|E|= DHE[M HS(04: /dev/vdb1Ql
AL 1)YLct.

O (parted) quit

3. ThH A A" 37|15 ZFELICL ol E S0, HE| 0 LR S| oM HAHE|= XFS THH A|A-2 F2

sudo xfs_growfs /dev/vdbl

HXIE 22 6HH /dev/vdb12l XFS ThY A|ARIO| T AT M AHE 7tstt BE S2HE AFE5E QU0{0F SfL|Ct,

28.5. &4l E|EX[EE| 22X HE
2| X £ 2] BEtelo]e] ThUol BHEt A MEHLE SRS 4 ABLICH olof w2t S2tololE Yrjo|=0] 27t Lzt

= =
= UAFLCH THUS MAHst MUHsto] o] ZHME o2 &+ AFLICH M 2|ZXE2| HO|E TS ALESHH
GO ET of T2 =t S3HOF RfLICt.
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EAl &dE 2| 2X|E2| Hlo]E 2X| sHZ 57|

1. /var/cache/rhn/repodata/<channel-label>0l ZE MAS HAYLICL ME 2o0l22 ZE= 32
ATELo] > M'E > x4 3|o| EZ 0| 55+0] SUSE Manager Web UIO| M &2 & A&LICEH

2. IS0 oL S MY S LIC

spacecmd softwarechannel_regenerateyumcache <channel-label>

No

8.6. SE I IH7|XI7H E3tEl ALSX WOl M 27| of

—

EAEY 2ZXEZ| YY1 22 SSots WX 71522 AMER Yo xS AEY o Fol=|X| 2 S0
st n S20[AE SEO| HufE 4= AELIC

OlE S0, HH HSIt O £ S&cte WIX[7t RFEAEY 2[EX|E2|0f ZEHE = AUSLICH ol2{st TH7|X](ol:
python3-zmq = zeromq)= FEAEHY Z|EX|EZ[Q HHE &4A|F|7LI 220|UE BEAEYM F0| ZHME
Yoz & AFLCt

AEX Fol M (0ll: EPEL x{'2)0] &9l T A2 of2hofl FIt=|H SS5t= W7 |X| EXME Y siZ 4= RS
Ol dliZsts Y2 AMEXAt Fol x2S HiE MEx 2E2fohs AYLICH AEAF Fo| HE2 ELo E2[0fA
Aok LIt AFEXH Fol AHEO| 5t9l = HEE|0{0F St Z? CLM(ZHE 2t0[ZM0| S 2H2[)S AHE5HH Of2fet
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YR = AF LT

X} AFE2 X" X0l M I 7| X] S & W]
1 A2 oM ot AMLEZR AEA ™Mo #MES HMATLICL XHMl$t LHES administration:custom-
channels.pdfoll A gtolg o~ JQEL|CE

= Ez|of A% ™Mo xS MMELICE XtMEH LHE2 administration:custom-channels.pdfoflA
oolgh 4 QUELICL CLM(ZIEE 2to|ZMo|Z 22l)ol| A MRX} Hol K2 S otel HE2E YRESIHHE 22
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©  SUSE Manager Web UI0O||A] HHIE Zl0|EZMO|EE 0|Sstr [Z2ME MM ]2 Z=IgLICL 0|F &
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rot
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30

O si¥g WColRH [WE] HES SSLICL 0 HYS oI TN J|ot HAED S2A0|MES
SEAEWSL| 9Io) AFBE 4 QU= HICH U AFBRE HO| X'g0] TeHEl #20| YAELIC,

3. 32 A3 CLM Z2HE|N, 287} AL SE0H= I7IXIE Melshs TEIS kst 20| F&LICH I

orOB 2210|91E Hfl0|E B0 M WSk O 52 SS0Hs 17| X|7h A% ELIC ZEIZo| Chst XpAIS LHB 2

administration:content-lifecycle-examples.pdfoll A &l 4 QU&L|CE

4. CLM 2tZ (I 5! AFEXH Fol &HE Zeh)of A[M IHX|E XISt Z2HMENM [HE] HES SEILIC
Ol= &S LAl 2E317| 28l 2efLct.
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administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_manage_custom_channels
administration:custom-channels.pdf#_creating_custom_channels_and_repositories
administration:content-lifecycle-examples.pdf#exclude-higher-kernel-version

O CLMoi| CHst XtM|$t LH2 2 Administration > Content-lifecycle0l| A 2tolst 4= Q& LT},

Extra Packages for Enterprise Linux(EPEL)E Red Hat Enterprise Linux 22I0|HE(E&

S % 7bs: SUSE Liberty Linux, CentOS, Oracle Linux S)0IA & At2stH EPELS| Salt

{7 X7t MX|E|H, 6{7|0l= SUSE Manager A& Salt 7|X[0fAM MSEE= L8 7150

F2tElLICE Ol SUSEZF oftl Salt TH7[X|7F ZXEtEl REAEY 2|EX|EZ|E HHsEE
o Z= QS AFSIRIL|CE W2A] O] A|LIE| 2= K| E|X| et&L|CT,

EPEL 2|ZX|E2|E 2delelof 5h= < O|2| EPELOIM Salt IH7|X|S ZE{ZIoHOF SHLITH:
ATESof> 22| > &2 > EPEL > I§7|X|0i| A Salt TH7 | X| | A).

28.7. FQDNS X} H| 2=t ZA| o Z

FQDNS grain2 A|AR0) A= 2= TA DNS MH|A9] SES fteteltL|rt, o] YEE £TSt= X2 ChoH w=A
2ZE[X|Z DNS 20| X FEE 2 O B2 AlZ0] 222 4 AFLICL oH FL S20|HEE

E[7L HEE XY = ASLICH

ol2fet EXIE YX[SH=H Sa

It Z2H1Z FQDNS grainS HZAsfotel ELICL graing 2SS HESIS
DES A SA0IAET 28

AfeY7} = 913 21| FQDNS MH|AS M2 2 4 YaLict,

=7

=
CHA
=

?2&

o O|H™ Salt Z2to|HEN 2t HEEL|Ct £[Z0f Salt 22I0|HEE SEJMCHH FQDNS grainO|

7|50z HlZMate|of UALICH

SUSE Manager MH2| B TEXEO|M CHZ B S AHZ3H FQDNS grain2 H| 2 otgfL|Ct.

salt "' state.sls util.mgr_disable_fqdns_grain
Ol BES HASIH 2t S2to|HETE AR T ME T X 2|3H0F SH= Salt O|HIEE M-detLICt E2t0|HEL| £7}
OH 2 B2 Z 2 Ciilof CHS 2t 20| HiX| ZEE HHS Malg o~ GLICE

salt --batch-size 50 "' state.sls util.mgr_disable_fqdns_grain
HiX| EHEO| &S et mintx| 7|CHLICE Ctrl X+X € 2 ZEMAE QIEZESIX| OHYA|2.
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o HIG K AMX|0f| CHSt LH2 2 Administration >» Custom-channelsOl| A &1t 4= Q& L|CE

o AFEXL Ho| ki AlH|ote= viHof| CHet XEASH LIE 2 Administration > Custom-channelsOl|A 2tolgt &
olALICH
Py =] .

AL "o M| ST|otk= Bz E lY = AFLICL ALEX Fo| k8 S7|HE XN2|st= YHof thet XE2
administration:custom-channels.pdfoilAf Qlgt 4= &L|CE.

AESHA| b= gdst 7|, ZHE 2t0|ZM0|Z Z2HE 5l 2210|HE S8E H2[5t0] L|A3 3t 57E =k

h
QUSLICH =2 [|0|E{H|0| A S22 H|HE £ E Q& L|CH

o—|E

Ex}: 5 lo|E{Ho| A &= ZEH| sHESH|

1. spacewalk-data-fsck @EE AH235t0 Z= CO|E{H|0|A &= S LIEELICE

0

2. spacewalk-data-fsck --remove HEE AFRSI0] AMR|EHLICY,

28.9. Yot EX| ol 2

2A E2f T2 XICHohs WetHE AL Sts 2R WERIR ™0 HE = AN £ JSLICH AN 2 M™sHH SUSE
Customer Center?} S7|3}6t= A|ZH0] Z1E! 2~ QI&L|C}

Ol 57|3t T2 MAJt SUSE Customer Center22t ofL|2t SUSEZt Of:l S2t0|HEE 2|8t IHF|X|E MSsH=
EbAF 2| EX| E 2|0l M| AsHOF 5t7| fE ol LAMBHLICE SUSE Manager AlH{7t 0|23t 2| ZX|E2|0f| ZEst0] R4
eolS AotH Lot o] RF S AHStD S7|sh= AlZH0] XatE Wi7tx| SEE 7<% 7| LT

0| 22 S7|2k7} Hulist7| kx| et A|ZHo| Z2|H SUSEZH Ot MIZ2 MIZE S=0f| EAIEX| k& LICH

O] Z2Hl= ofe] YHZ S EY 4+ ASLICE

7tz ZHErot B2 SUSEZH OFl 2| ZX|E2|0f 2ot URLO Ciet HMA S HESHEE WotH S Ldsh= A LICH
O[A| 5tH S7|8t T2 MAJFURLO &5t §3XOZ tee & JAELICH

QF ELS HEY = l= 2 Al CHl SUSE Manager2| 715 Q= Wt g 7 etL|C 0| A SHH EfAb
URLO CHet RF0| AREEZ S7(t A|ZH0| E2hE|X| g4 Z7|0f| HIH5IH ®IF0| S =0 A= X| ELIC

23t of] 114 AMA HPBH0| gl= B SUSE Manager MOl Hiof WotH S CAl M-S 4 USLICE

——

28.10. WAN ¢ 22 E%t SUSE Manager A|HQt ZTEA| ZHo| ?I
=53} AlZH 2 012

WebUIO| M EE= B E fE= A|AH] AHO|| CHEH API 252 Soll AAE= M AP0 w}at, SUSE Manager A{H{0[A
SUSE Manager ZEA| A|AHOR MAS |8l Al= cobbler sync Bo| WSt 2 QALICE 0| 2o

H 3
Cobbler= /etc/cobbler/settingsOll X|HE ZEA| 552 AHETLICH

M7 cobbler synce HAEZHLE 20| F=IHE DHATHS 7|9}

Ot
rr
N
k=)
I
N
orr
ot
i
iul

CHAL, cobbler syncE HAlSHH /srv/tftpboot CIZIER|E /etc/cobbler/settingstf| FHE ZE X[HE TEAZ
MA| S7|stetL|ch, ot 22 A AR ZE9] WAN HZ 7| AlZHo| QJsh M = EEkS Hh&LICE

- =
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administration:custom-channels.pdf#_custom_channel_synchronization

ol S0, CSofl AlZHE:

Thu Jun 3 14:47:352021 - DEBUG | running python triggers from
/var/lib/cobbler/triggers/task/sync/pre/*

Thu Jun 3 14:47:352021 - DEBUG | running shell triggers from
/var/lib/cobbler/triggers/task/sync/pre/*

s S=E:

Thu Jun 315:18:49 2021 - DEBUG | running shell triggers from
/var/lib/cobbler/triggers/task/sync/ﬁost/*
Thu Jun 315:18:492021 - DEBUG | shell triggers finished successfully

XA 2k
O O

rlo
10

f 1.8GBASLICE T&0i| of 30=0] ZRSLICEH
O[oj| HI3H /srv/tftbootet 22 7|2 8 T It FA= H 2 Uof 2tz ELIC.

SUSE Manager AH2t TEA| ZHoj| ItAS FAISHE rsync 7|8 M2 LA L2 HetstH H& 8l thr] AlZtE F0l=
o =20| € + AFLICH

o] =g S#sty| st A3IBYEE  https://suse.my.salesforce.com/sfc/p/1i000000gLOd/a/
1i000000115B/B2AmMVIIN2_JsAyjTQzCVP_x5ioVgdObYNIXINpMugS80lA CtR2 2 EE £ UL&LICE

ASRYEL YYE SMS LQISHR| o&LIC AIZYES M| M, AIUES 2502 WL 2Hi2)
A& 5t ™ SUMAHOSTNAME, SUMAIP 5! SUMAPROXYT H~E SHIEH| AH 6l
ASYES MY IHO| A £ Ys A2 HMBEX YaLCh ATUEY Y FML
A\ mefor g max 2 el ot a8 MZets g 2EE U F7HHel £80
.

o /etc/cobbler/settingsOll Q= ZEA|IZ} HIZHBLEJSLICEH T-X| kO M, SUSE Manager2(=) ZEA|0|
HHEE A& S7|9petL .

#proxies:
# - "sumaproxy.sumaproxy.test"
# - "sumaproxy2.sumaproxy.test"

EiL MER 37/t &£ 24

1. SUSE Manager 3! 2t A|AR ZtO| TCP Ezff ] HIXE It ZLICE

O SUSE Manager A{HHO{|A:

tcpdump -i ethX -s 200 host <ip-address-of-susemanagerproxy> and not ssh
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O SUSE Manager ZZA[0f|A{:

tcpdump -i ethX -s 200 host <ip-address-of-susemanager> and not ssh

O 2 EMS Masty|of Z2% 200702 147 |X| 27|12t A ELICE
©  SUSE Manager?t ZEA|2te] S0 AFE3SH= 2t W ES| 3 QBT 0| A0 CH$t ethXE Z=FEfLICE
O OpELY, O o| & mi7|X| =& Z0|7| 2I5lH ssh S 410 A =|X| Qf&LIC.
2. cobbler syncE A|=tgtL|CY,
O S7|9t2 ZH| Atistz{™, Cobbler json FHA| THY S MX| AK|$E = cobbler syncS AgHsiL|Ct.
rm /var/lib/cobbler/pxe_cache.json
cobbler sync
3. cobbler sync?t 2t=E|H TCPdumpE XL Ct.
4. WiresharkE AtE35t0{ TCPdumpE €11 E7| > tist2 0|55t HX 7t A2 uf7tx| 7|ChiL|ct,

5. TCP o2 HatgtL|ct, o] Hofl EA|El £Xt= SUSE Manager®t SUSE Manager Proxy ZHoll ZHN =l & chst
=5 LIEFLICE
6. 712t &7
O A XME ARE XA AZHS ISt H M LEAI=C 2 HBAYLICE

—

O UKz AL FHSI0, S S0 72 Y initrd &1t 22 tHEZ 09| X|THZtS H&LICH

‘, TE 4505 3 45062 Salt S0 AFRE|DE 2A|SiLICH.
TCP YZEZ 243t 27} SUSE Manager ME{OIlA| TEA|2 o 1,800HI0|E 37|o| Xe TS Masts of of

CHEE MHO0| BXl= AUX|T, HEE ZE thY DHAo] Cish MZ2 TCP HZ0| WHE7| W20 22 The| 7+

HOM G2 #o| AFO| HFELICH

2B A4 ME A2 Bt HE £(0|A0 M= 2F 5,0007H)5 L MK TE AlZHol| CHEE CHEEX QL of| 2F A ZHO]
Qo

5000 *0.3/60=25&20[2t= A5 & 4= USLICE

Taskomatic Y2 F7|H 2 ANE
SHETIX| = S20|HE = I ME|Z ZEFEILICH Web UIO]
SE > HEMOZ o|STL|Ct

EE pingdto] HZA {2 E &QlIgtL|Ct. 24A|7t O] 4 Taskomatic M3 210f|
.I

HigH 22L0|oIE S22 BB AAH > AAY

S20|AEE= 02 O|R = HIZEoHE 4 AFLICH

T

o S2IO|UETF SUSE Manager AMH| A0 Cigt XtH0| SO =|X| §EAELICE

o HTTPS HEZS 5{E0IX| gi= UetHo| 20| S2H0|HET X EfLICE.
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o S2I0|HET}CHE SUSE Manager Ao} E21
o =ZI0|HET} SUSE Manager M2t 4
o USHHO| 22H0|ERt SUSE Manager At Zto| Eef{TlS Xttt SILICE

e TaskomaticO| X L HE[R}ELICE

MHZo| 22t0|HE HZ| it XtA|St LHE2 Client-configuration > Contact-methods-intro0i| A &olg 4
UA&LICE

ZE PMoj chst XpA|SH LHE 2 Installation-and-upgrade » PortsOi| A 2HQ1Eh 4 QI&L|CE

aiste 28| s Zofl chgh XkMI$ L2 2 Administration > Troubleshooting0l A &tolst 4= Q& LTt

28.12. N\ Zt S7|s} ZHX| ol £

MH 2t S7|et= HHAIE Afﬂﬁroll ISS OFAE 2 E1I |2 Z2|gfLict. of2{et AN = #RE 52 YEst=
HIoF 57| St 0I 2 HAIZH TS| BRE AFS *f%ﬁf.ﬂ A7| W20 HIAE SHZst= HEC=E
ZHO|ES =0f|= H'IJ ek = AFLICE 1SS M HToZ H20|=EJX|T, TS| 2X7 HdstH EE

HAIE MBI 2|7t 2 ddSh= o &=0[ 25 M| &|0{0F BfLICt.

WAl RFE CHYet 27t eH S7(et 4z O|01" = JUX|L, 2F HAX= LUHOZ O3 22 §=S
BgfLct.

ar,
SHS!

/+ |che/rhn/satsync/*Oﬂ)H satellite-sync ZHA|E M7{5t1 SYot MO = satellite-syncE CHA|

/v

Al

= o

ISS DFAE] 21 |SS 2a[0| 20 A JHAIZ AH|5101 O £H|S 6428 4+ YOO £7|2}rt MZMOZ A= ELCE
o K ZEO|L] LS| Mofl M| ABIE{B HE|O|Ld SAEOIM mgret] termS AIHBHLICE,

Erh:ISS MY 27 SiE
o=

1. ISSOrAE Q| HH IEDEM FE Moo= OPAEOf et FHA| THU S AFR| LT,

rm -rf /var/cache/rhn/xml-*

2. MH|AZ THA[ZFEfL|CY,
rcapache2 restart

3. ISSOIAES HH ZETEO|M FE HotQ = £2|0|H0f| Cieh 7HA| ThY S APHISLICE
rm -rf /var/cache/rhn/satsync/*

4. MH|AZE T AZFRILICY,
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rcapache2 restart

4 HF—1 = ] 2

28.13. 2EZ HgX} IS M 2| o

U 0|7 HEAEY ASRES HLE 9IX0| 22 AFMo| thgt YIS MAFLICE 1 Ak, zypper’t 22 wIR
OIZ MO Chall 2lAlet 4= Q= QR E vtatstLICt /ete/ss1/certs/ CIRAIER|S OIS0 22 YWZ Xt QIS Aof Cist
237t SHEE) MAIEIQET] SHOIE 4 JALICE O[2{3t 27 2481 zyppertt SUI2H| THSeHES REAEY
ATZEE HH|0|Est= 22 ne{of{of &rL|Ct

28.14. 221 A2t Mgt ZX| ol Z

242 ZH5tA™ rhn.conf X web.xml S 25 HZAGHOF &LICL /etc/rhn/rhn.confOlME IS = T2 st
web.xmlOIA = 2 T2 gf2 MASof BHLICH & 22 AlZHe| 20| S dloF BLCt,

o2 S0, Mt A2t ZH2 St A|Zto 2 HASIE{™ rhn.confQl 242 3600X 2, web.xm12| 2t 2 60222 METIL|LCT.

@  suizsio Lol elE et Hollngretl terng AL ELICE
Hxl: Web UI 2391 AJZH A8t 3 =H
1. MH|A FX]:
mgradm stop
2. /etc/rhn/rhn.conf& 1 ME2 A7t Mgt 24 (E)S ZTYSHEE CHS 211 S F 76k LE HERELICE

web.session_database_lifetime = <Timeout_Value_in_Seconds>

rot

4. /etc/tomcat/web.xm1E 1 ME2 A|ZH A 2HE)2 EYSITE CHS 2112 =716t L MR EL T

<session-timeout>Timeout_Value_in_Minutes</session-timeout>

6. MH|AE THAIZEILICE

mgradm start

2
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Hot oY SIS 23l 5S Hdeldti, AF8Xt 0|t HIYHS E Holst £, /ete/rhn/rhn.confOllM SSL &=
I

java.smtp_port = integer (default: 25)
Java.smtp_auth =true/false (default: false)
Java.smtp_ssl = true/false (default: falsez
Java.smtp_starttls = true/false (default: talse)
Java.smtp_user = string (default: null)
Java.smtp_pass = string (default: null)

SMTP Mt S419| A& Azt HehE 52|21 /ete/rhn/rhn.confOil A CHS M2I0|HE HEY 4 USLICEH

java.smtp_timeout = integer (default: 5000)
Java.smtp_connection_timeout = integer ﬂdefault: 5000)
Java.smtp_write_timeout = integer (default: 5000)

Salts 2210 E THY A|AEIS| /tmpoflA &

= = o [ -

28.16. noexecE AIE%t /tmp OF2E EX| o &

Z " S MMBHLCEH O2{E 2 noexec SMOZ /tmpE OIRESHX]
Qtotof ELICH o 2XIE siZst7| 2t CHE WH2 noexec SMO0| MHE[X| 42 CIAEZ|E 712|7| £ 5 Salt AH[A
XI™El TMPDIR 2tE M2 UA| CIHEEZ| Z2E MAEQSH= AYULICH S2H0|HENM Salt HES AMH8%t= Z2
systemd E&¢Q! 74 MY /etc/systemd/system/venv-salt-minion.service.d/10-TMPDIR.confS ArESAHLE
salt-miniong AE3tE ZR0E /etc/systemd/system/salt-minion.service.d/10-TMPDIR.confE AtEdst=
0| ZE5LICL EEQ 714 I LHE9| 0of:

[Service]
Environment=TMPDIR=/var/tmp

28.17. noexecE A3t /var/tmp OI2E 2X| i &

Salt SSHE /var/tmpE AH2%t0] Salt Bundle2 B{ZEst HEE PythonQZ Z20|HEOAM Salt HHS
MBI, 02|22 noexec SMOZ /var/tmpS OF2ESHX| Qt0tof BHL|CH BEAEYM TZMALE Salt SSHE
Ar25t0] 220|MEN| TESIEZ /var/tmp?Zt noexec SMOZ OREEl 22I0|AEE Web UIZ REAEMS £
ASLICE

28.18. |23 St BE ZH| SHZE

AHBE & U= LA Z7H2 &olth = 010 20| M ARSI AR, HEL| XFS IHY A|ABIO|A /var/spacewalk
2! /var/lib/pgsqlE &&= 40| EELICE

0z

Bro|l o A|AES EF5Hs FR0= /ete/fstabs HESHL /var/1ib/pgsql ot¢l E&S MASIHEAL. MHE
ME-SIH HE AletS HESIHAIL.

dz|o|= 2F|of chet XM|$t M 2= Oto| TJ2fo|d 23 U S SQIsHAR. 23 IHU2 P T3[0|= T2l A|ARIQ|
/var/log/rhn/migration.log0ll }&LICt.
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OF

No
o

19, ZE EH o Z

=

(0]

2 HAIX|S] 7|2 2 30”0|H, O o|=0l= HEfQE ZHAGLO[ HIAIX[Zt CIO[E{H|O] 20 A APK|ELIC. Of

23 o &7l
242 HEFsI2H /ete/rhn/rhn.confOll M CH 2tQl S F74SFALE HESLICE

java.notifications_lifetime = 30

otz OF:
=0 Tro

o
i

A%t L= HIZHYotSt2{H /ete/rhn/rhn. confOll A CtZ 2tQ1S FIFSHALE M BHLICE

java.notifications_type_disabled = OnboardingFailed,ChannelSyncFailed,\
ChannelSyncFinished,CreateBootstrapRepoFailed,StateApplyFailed,\
PaygAuthenticationUpdateFailed,EndOfLifePeriod,SubscriptionWarning

712 MY Y 28 FM2 usr/share/rhn/config-defaults/rhn_java.conf @ES TUS HESHUAL.

28.20. OES 2| ZX|E2| gt & o &

SUSE Manager AH 0l X OES(Open Enterprise Server)E g&43}sta2{H ML=

nx
>t
i
o
T
ful

Hxl: OES 2| XX E2| A3}

1. OESO| HMAE =~ = Microfocus?| O|2] Xt2 SHO| JL=X| &lgtL|Ct.
. SUSE Manager MH0j| 22IgtL|Ct,
#E|X > AF OPHAL > =2 X SEQ= o|sEL

SUSE Managerol| CHet SUSE X2 ZE0| o|0| JL=X| ZlgtL|Ct.

. M2 FI15H7| 28t M2 MEFSED Microfocus Xt 3EE LAY LICH

o oA woN

o

#E|xt > HF DFEA > ZE XHH SZ22 OISt Mz 0 20| =& wintx| 7|Chgiu Ct

r

7. MZ 0X M F S0 OES7h EA|IZ[0{0F FfLICH O[H CHE RMIEM Y Zdote &= ASLICE

28.21. H{7|X| S EX| =X SHZ

S2t0|UES| m7|X|7t &2l ES SUSE Manager MH{7} M& Jhsot x| et SHI=AH Z2FsH| =Y
USLICE 0] Z2 Web UM T{7|X| YCIO[ES MEES =+ UK, SHO|AEM= EAIZX| 2l Z2t0[A
YHO|E A7t HmgfLict H7|X| EHZ X Mol S5 &lste| S20|UENM 7 |X|7F BA A=K E
H el =[=X| etelgtL|Ct,

n

S| E M IH7|X] &2 A Ml SFS &elott] 7 |X|7F &2l SEfRIX| E= M E[U=X] 2eletL|T.

=

H

tot

o A XY EHEO|A /ete/yum.confE &St exclude=5 HMEHL|C

J

e SUSE Linux Enterprise % openSUSEM|A zypper locks EHS AF2%L|CE,

| 1022 o2 156171


https://www.microfocus.com/documentation/open-enterprise-server/
https://www.microfocus.com/documentation/open-enterprise-server/
https://www.microfocus.com/documentation/open-enterprise-server/
https://www.microfocus.com/documentation/open-enterprise-server/
https://www.microfocus.com/documentation/open-enterprise-server/

28.22. N[ Z O|HIEZ X T ZX| ol 2

Salt 22t0|AHE = A|&Fe miOtCt machine_id graing SUSE Manager2 M2 8tLICL SUSE Manager= 0| grain2
ALES SEI0|AUETL SEEJ=A| HREE ZHESL|CL O] ZZMAES TS S7| Salt @£0| HREL|Ch S7]
Salt @£2 CHE TZENAE XILHSIEE Cho 22I0|AET SA0f| AESHE 22 TENATE M| XHE
olALICH
M- .

O] ZHME o &Z5t7| fle B2 7| Salt 2 ES YA = A= ME2 7|S0| Saltol] == ASLIC

rir

0 7|5E AHE5I2{H 0| 7|52 X|ddt= S2t0|UEN| M S2H0[AE 40| 7o D2t0|H S FFI15HH LT

0| T2 M| AT} §Ed| RIME|A St2{™ mgr_start_event_grains.sls =20| Salt AEHE At2stH ElL|Ct,

o ojTo| S=¢t S=t0|HENZ MEFHLICE £[Z20| Salt S220|HEE SFEYHH o 74
mjEf0|E 7t 7|2 M 2 F7tE|0] AS LT

SUSE Manager M2 B TETE0|M CHS BHS AF8dl start_event_grains 714 =05 gMatetL|Ch.

salt "' state.sls util.mgr_start_event_grains
O] HH2 Rt Y= Sct0|AES| 40 7151, S20[AEE THA|ZHE 1 0| HEILICt. S2t0|AET} =7t
0 B2 Z< CiAlof TSt 20| HiX| REZ HHS MAY 4= ASLICH

28.23. Z5A| HZ S FQDN =Xl sl Z2

TEAE Soll HAZE S2I0|HUETH Web UI0 EAEX|T IEAIE o HAEJAS S HAISHK] gt 227t ASLICL
HAZO| ™A =Ml O|E(FQDN)S AFEstX| g1 TEA|JF SUSE Manageroll 22{X|X| g2 ZL olz{st ExXI7t
HEAHSH ol

Olz{et 2= WHSHH LIt 20| TEA|2| E240[AUE 74 THUO|A 7t FQDNE grain2 2 X|FoHHAIL.

grains:
susemanager:
custom_fqdns:
- name.one
- name.two

28.24. ZX| ol 2 =H| 2l 2CI0|UE S5

SUSE ManagerE A83%t0 7t HAS 22|dt= 2 VM 222 Mddts 0| R8E + ASLILEL SE2 7I1E
Cl239 |A=EQ! 7| A3 E AHESt= VMYULIL.

ojn| s==& %EFOIME FAE B2 ol S2H0[AES| S ES WHSt = 2ES SFot1, SUSE ManagerE F 712
WE SE0|HERZ SEotuAt & £ AFLICE J2U A= S2Ho[Eet 22| MY ID7F SYS B2 SUSE
Managere & 20| EE SHLS| A|ARQ 2 S5t 7|Z S2t0|AE HI0[EE 222 H|O|H =2 FH{HLIC
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O]= SUSE Manager’t 222 M=Z LHE Z220[AHE T H=Z AASIE=E S22 HY ID
A& LICt.

]
rE
o
Ot
r2
o
ih]
ng
1

Jn
rmn

o Of ZXto| zt EtAl= FHIE S2H0[HEM M s> ELICE O] EXH= SUSE Managerdl S
HEi= Hot = 2 20U ES ZXSHX| A& LICE

1. EXE HAHM SAE 0|51 P FAE HATILICL /etc/hostsOf| HAAIE DL SHIE SAE SH50| LEHE|0f
o o|3t
[y = |

rm /etc/machine-id

rm /var/lib/dbus/machine-id

rm /var/lib/zypp/AnonymousUniqueld
bus-uuidgen --ensure

systemd-machine-id-setup

3. systemdE X|¥5HX| Q4= HIE MO FR FE HPOZ dbusOf| A M4l ID Md Lt

rm /var/lib/dbus/machine-id
rm /var/lib/zypp/AnonymousUniqueld
dbus-uuidgen --ensure

|[HEN ofTs| Set Salt S20|HUE D7} As R Z S2O[AUENM minion_id DIHAS
ARIEILICHFQDNS 220|UES MAIRY of Mdd Al AF2E). Salt D|L! 22t0|AES FRE CHEat

rm /etc/salt/minion_id
rm -rf /etc/salt/pki

Salt H= S2t0|HES| FL L3 Z25LICt

rm /etc/venv-salt-minion/minion_id
rm -rf /etc/venv-salt-minion/pki

5. 229 Ho|X|oM &2lEl JF|E AHISt SUSE ManagerOilM A|AR ZZMAS MHS = CHSE AFESHY
2210|HE THA|ZFRELICE Salt Minion 22t0|HE S| B2

service salt-minion restart
Salt HE S20|HEQ| AL L3 &L
service venv-salt-minion restart

6. 22I0|AEE CHA| SEYLICL O|H| 2t 22H0|UE= MZ CHE /etc/machine-idE 7HXIH, A[AH JHR
H|O| X|off SHI=A| FA|=|0{OF RfLICH.
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28.25. AM|El E20|¢E 5= 2HX| of &
o KB ZIEO|Lf LHO| EHA|Z AlsHot7| Mf mgretl termS ALRBHLICH

MR (SEEIX] ¢2) 20| ES

EEMES ICt. o] 2H|E sl 25t2{™ SUSE Manager AH(Salt
OrAE])OA L& Salt FHA| THY S AlH|et =

=
=
A

rm /var/cache/salt/master/thin/version
rm /var/cache/salt/master/thin/thin.tgz

28.26. =H| ol Z Web UI0[A S=0| &0iot1! LRIt HA|E|X] b5
Web UIolMe] £7] S22 98 2E Salt 220/ E = Salt SSHE ALZRILICH,
7120 = Salt SSH 22f0ltE S Muiol 2R S ChAl 2T LT,

J2{Lt Salt SSH 20| EE= LFE AA

ok

2 Q= /var/log/salt-ssh.log0l 235 2ZHZ XMEBHL|CE,

28.27. H| 32 Red Hat CDN M2 3 CtF QIS A

Red Hat ZHIE X3 WESRZ(CDN) g2 Z0 w2t o2] QB ME HSSHK|2H SUSE Manager Web Ul= &t
JHo| eIE Mot AR ES 4 QUEL|CH CDNO| SUSE Manager Web UIOIA 210 Q1= Q1B A QL CHE IS ME K Est=
22, EMIt SHIEHEIE R HALo| Aoistn 2| XX E2[0) CHot HMATF AR ELICH $HE= 2F HAX|=
CtS ot Z&LICh

[error]

Repository '<repo_name>' is invalid.

<repo.pem> Valid metadata not found at specified URL

History:

- I[J] Error trying to read from '<repo.pem>'

- Permission to access '<retpo.pem>' denied.

Please check if the URIs defined for this repository are pointing to a valid repository.

Skipping repositorﬁ '<repo_nam' because of the above error.

Could not refresh the repositories because of errors.

HH:MM:SS RepoMDError: Cannot access repository. Maybe repository GPG keys are not imported

O] BH|E sliZstz{H Rust ZE QIBSME THY .pem OIUZ HESH = SUSE Managerd|Al A2 E QIS A
CHA| ESHMAI 2.

uin

Ex}: 0oi2] Red Hat CDN Q15 A si{ A

o
1. Red Hat Z:20|HES &Y IDIEITENA, FE JHoto= EA rh-cert.pem AL
/etc/pki/entitlement/0IM 2E ¥ ASME $SELICE

cat 866705146090697087.pem 3539668047766796506.pem redhat-entitlement-
authority.pem > rh-cert.pem

2.t rh-key. pem IOl /etc/pki/entitlement/O|M 2E $Hx 7|5 +EEL|Ct,

cat 866705146090697087-key.pem 353966804 7766796506-key.pem > rh-key.pem

on

=)
=

HO
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Client-configuration > Clients-rh-cdn?| X|&0j w2t O[F| A 2/ZEME SUSE Manager MHZ JEEY
ASLIC

28.28. SUSE Manager At 0|2 #1Z 2x| 512

SUSE Manager MHH2| ZAE 0|§S2 Ea*i tHZASHH SUSE Manager AX|7} M2 &S HX| QbSLICH eHListH
G| O[E{H|O] 20| M HAALEO| MEE|X| k0t HA ALEH0| S2I0|AE TEA|Z HOtE|X| 287| HiZLICt

SUSE Manager MH2| S AE 0|§& HAHOF ti= 22 spacewalk-hostname-rename AR EE A0 HAY
& UELICE 0] ASB E = PostgreSQL H|O|E{t|0] A 9| A 8 SUSE Manager®| I8 £ ZXE

spacewalk-hostname-rename A3BE &= spacewalk-utils 7 |X|2] YL L|CE,

AFZEQ Rt H4 M2t0|E{= SUSE Manager M 2| A2 FEE [P FAYLICE

Hx}: SUSE Manager At{ 0| & HZ

1 DNS MH{OIA 22 U §HO=Z AIAH £Z0IA AHo| HESIT SHS HHBLICL Qw3 0|2 oIS 93t
Y MEE B0 BUCL UEYD M WS 12 AAHo| 0|22 WY ue SUs WA=

S|t

2. MUIEQIR FEE AL 22

[m

O|E0| HAL|AU=X| 2Holstz{™ SUSE Manager AIHE MEEIBHL|CE

3. NHe SEIP F EZ
ALESHR| o™
DRH, Mest=

4. 22I0|HET} SUSE Manager ZEA|E Sdll #2|&l= 22 o] HHAE A ELICH =H 22|== S2t0|AHET}
M ZAE 0|2t IP —’F—_’-ES QIAIStT = CA| MEILICE Salt 22H0|HE M mHA M A Salt OFAE(SUSE
Manager AMt{)2| 0|52 X|HsoF FLICHIY OS2 /etc/venv-salt-bundle/minionO|AL} Salt HES
AHESHX| b= A0 /ete/salt/minionQLICEH).

ZlE spacewalk-hostname-rename 2A3ZEE A
7f AnSHA gt o] A3 EE EE Salt 22
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master: <new_hostname>
5. venv-salt-minion AMH|A CHA| A[ZHSalt HES AL SQ ER):

systemctl restart venv-salt-minion

L= salt-minion AMH|A(Salt HES ARSI b= ER):
systemctl restart salt-minion
6. ZAE O|SS Salt S2I0|UE 70| 2txs| MISHHH highstateg X EELICt highstateS X &%tH
2|ZX|E2| URLS ZAE 0|20| YH|0|EEIL|LC},
o DE DTEAE CHA| FM8oF SILICE A M 2B Met 7|E ZEA|0 SASED configure-
proxy.sh 2A3ZEE AM3lisof ghL|Ct.
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o DEAE Soll PXE RES M8%t= 22 ZEAQ 74 HES =QlsHof FLICE ZTEA0|A
configure-tftpsync.sh 88 AIZEE Mot @¥E = FEE AHLICL
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29. =H| s Z RPC HZE A[Zh Aot

HERZ &7t =2|Lr HERR 237} Ch250f RPC HZ0| AlZH ®igtofl =E2e 4 AELICH 00| 2t mH7|X|
CH22E D= HiX| ZHI0] SEE(ALE ot 20t @2 ZELLh 71 TS MBI RPC A& 22 E 4= U= 2|l
AZte =82 5 JFLILL of S M= HERZ XV HB=X = $X(T, T2HA= SHEX &2
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1. SUSE Manager ME{0l[A /etc/rhn/rhn.conf TFYS S X[CH A7t B 2H(E)S HFBLIC
server.timeout="number’

2. SUSE Manager ZZA|0f|M /etc/rhn/rhn.conf IHAS F1 %[ A|ZE Mst ZhH(X)S M™ELICE
proxy.timeout =" number’

3. zypperE AH83H= SUSE Linux Enterprise Server 22t0|AEO|N /etc/zypp/zypp.conf DS S0 X|CH
AZE AT 2h(Z=)2 MEELICE

## Valid values: [0,3600]
## Default value: 180
download.transfer_timeout =180

4. yum2 A83%t= Red Hat Enterprise Linux Z2t0|AEO|M /etc/yum.conf IILES S [ AlZhH Ao
2

a(X)S 2dgLct

timeout =" number’

o RPC AIZH XI3HS 180 % 0|9tO 2 M| $Hs1E, 24| HAE 0l Xtejo| ZEHE 9|30] Q&LICt,
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Salt 22I0|AETL MM Tl ZR0| = W7 (X[ M2 0H E= HE e SO X0 M2 HEAZ|H THg HAIXI7t
HA|ELIC,

MinionO| Z& SX|=| ALt HEe = gELICE

0 29 52 YBS WY BUAQ. UE HH 4 Ut Z2 WRE DNS 7H0| X2l AAY 4 YBLich
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Salt S2t0[AET} CHAl AJZFE|ZLE O2j[Qlo] M2 XK= Z2, 220/ E= FQDN 12le Aitsta azjelo]
TIME mintx] SESHX| E&LICH SUSE Manager AMHOA of2fEl Ztejo| MEHE i SUSE Manager M=
Z20|MEE HHOE test.pingE AT = AN ZYS A S2H0|AUET MHE HAED JD ZH0|
EZ|AHE &= A=K =gt

=XHO 2 SUSE Manager MH= test.ping BB SES +4I817| 918 5= St ch7|gfLItt. 52 o|Liof SEO
L O S2O[AETICI2E|AZALE HEE 4= QICh= HIAIXIS EAISHL 20| st T DY ELIC.

O] 2H|E sliZstz{EH S20[AE|AM DNS &els #3350 FQDNE =eldt= et SEI0|UETL 5& SO HFX|
UYL

7tstR| %2 AL SUSE Manager AIHHQ| /etc/rhn/rhn.conf TFUO| U= java.salt_presence_ping_timeout
U2 4HLCH 2 U E BIISHMAIL.

ofl:

mgrctl term
vim /etc/rhn/rhn.conf
java.salt_presence_ping_timeout =6

O|=0l CtEs HRLCt

mgradm restart

O] 22 B7tAI7|H SUSE Manager A7t O|L|A0| HAE 4 AL SESIX| =X K&
o sfolsts O AIZH0| Cf @2 22 4 YOO 2, SUSE Manager MH7t HMuts{o=z ﬁquu
SHESHX| at&LICt.

28.31. 270t ¢¥12)|0|= A ZX| SHZ

A7(0r F[0] =0f HuisHH C|OE{H|0| A H{H 2l 5l J7|E} 2= Spacewalk AH[AZF A|ZRFE|X| §4&LICH REAISH
HEo T wHoj| Tt Pl E= ZE|0|LH 2 AEO0M mgradm startE AAsH0] =telet £ AELICE

© s zEio el mo Ay AstaE HE0ld A0 ngretl ternS ABELICE,
B0 L0 A HT BT 218 MUY 5 YL

=

systemctl status uyuni-check-database.service

CC
o

rir

journalctl -u uyuni-check-database.service
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28.32. ZH[ o 2 7|2t

S712h= of2] O| R 2 Amgt &~ UAELICE HZ ZH|of CHEt ZhMet Li8S 2helsta{H LS WS AATLC,

export URLGRABBER_DEBUG=DEBUG
S)aacewalk—repo—sync -c <channelname> <options>> /var/log/spacewalk-repo-sync-$(date +%F-
%R).log 2>&1

ZypperZt MMt 23L& /var/log/zypper.logdI A= SHQIEt & QI&L|Ct,

GPG 7| 24X
SUSE Manager= EFAL GPG 7| € XS 2 ME|SHK| etSL|CH THF | X| S7|2t 7t AostH Mz 4~ §f
HEY 4 AELICE /var/log/rhn/reposyncS E1 CH3 1t 22 QLEE A OH 0|2{st L0

ts:

OF
===
oR

ot >

['/usr/bin/spacewalk-repo-sync’, '--channel', 'sle-12-sp1-ga-desktop-

nvidia-driver-x86_64', '--type', 'yum', '--non-interactive'] ;

RepoMDError: Cannot access repository. Maybe repository GPG keys are not imported
ZHE silZst2{H GPG 7|1E SUSE ManagerZ EES{OF BILICL GPG 7| YEEO| CHEH XiMSH LIS
Administration > Repo-metadata0i| A &21& 4= UEL|CE

spacewalk-repo-syncOlA GPG 7| X7
spacewalk-repo-syncE A%t 2|EX|E2|E GPG 7|1E 822 UEER D 0| 7|7t O 0|4 HRSIX| 42
B2(0: 717t 2HEIUHL HIAE SHO 20t AL El H2), spacewalk-repo-syncOlA AL&3t= zypper RPM
CllO|E{H| O] A0 M AL = AELICE O|Z 2l A8 4= = A2 LSt Z&LICH

rpm --dbpath=/var/lib/spacewalk/reposync/root/var/lib/rpm/ -e gpg-pubkey-*

47| X gpg-pubkey-*= MHE GPG 7|2| 0| S LILCH.

GPG 7| 24!
GPG 7| AA5t2{H WA O] 7|12 MAHe = A 7|12 M5t X ESIL|CE

H3H =LA

Hl32Mo| Mufst AL /var/log/rhn/reposync/*.log 21 OtU0]| CtS 1t 22 QI EAIE £ UELICEH

MR

0

Repo Sync Errors: (50, u'checksums did not match
326a904c2fbd7a0e20033c87fc84ebbabb24d937 vs
afd8c60d7908b2b0e2d95ad0b333920aea9892eb’, 'Invalid information uploaded
to the server')
The Eackage microcode_ctl-1.17-102.57.62.1.x86_64 which is referenced by

atch microcode_ctl-8413 was not found in the database. This patch has

een skipped.

nx
N
orr
i
L
o

O] LRE -Y ZHE AL B IEZE0|M S7|=tE HAsH0] 3

njo

spacewalk-repo-sync --channel <channelname> -Y
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28.33. 2X| ol Z Taskomatic

2| EX|E2| HEIHOIE MYH2 HwX FHoFXMOl TZAHAOEZ TaskomaticS s R 20| 2 +
A LICH 2, TaskomaticO| Z=5tH 2| E X[ E2| HIEHO|E T4 H0| SEHE 4= ASLICEH

© s zEioL el mo Ay AstaE HeEold A0 ngretl ternS ABELICY,

TaskomaticO| 45| &l FO|HL T2 MATL S0t 22 I7|X| LO|0|ETF Web UIOIA AMEE & U= HAXEH
H £ QAX|2H ZS2H0|HEE EAIEX| Aol Z20|HE UH0|E A=t MIfgiL|Ct O] A zypper ref

s —

FHOM BEAE| = 2F = HEat 25U

X|¥E URLOIM f=r HEIHOIEE &2 4+ &

alo

O|E £H3l2{™ TaskomaticO| 0{H3| 2|ZX|E2| HEIHO|EE MMHst= FQIX| £= F=0| LMl & J=X|
StoIgtL|Ct, 22I0|ME YUHO|E7L SHIZH| ™| =2 HEIHO|E Mo 2R E wintx| 7|Ct2|HL S8 =
Taskomatic2 M A|ZFEILICE

fl

A%l Taskomatic 28| &l

1. SUSE Manager MHO|IX /var/log/rhn/rhn_taskomatic_daemon.log ItE =tQlsto] MIEIH[O[E XHAYA
T2 M| AT}OHE] Ml FQIX| tE= ESE0| Yl =X =teletL|Ct,

2. taskomatic2 MA|ZFELICE

service taskomatic restart

3. Taskomatic 21 DU M ChZ1F 22 of = 2t¢ & BH= 2tQ1S KOt HIELTHO|Ef XA Hat 2t El MM S AlHet

= AFLIC

A

<YYYY-DD-MM> <HH:MM:SS>,174 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Generating new repository
m%tadata for channel 'cloned-2018-q1-sles12-sp3-updates-x86_64'(sha256) 550 packages,
140 errata

<YYYY-DD-MM> <HH:MM:SS>704 [Thread-584] INFO
com.redhat.rhn.taskomatic.task.repomd.RepositoryWriter - Repository metadata generation
for 'cloned-2018-q1-sles12-sp3-updates-x86_64' finished in 4 seconds
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Chapter 29. GNU Free Documentation License

Copyright © 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing itis not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with
or without modifying it, either commercially or noncommercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software
needs free documentation: a free program should come with manuals providing the same freedoms that
the software does. But this License is not limited to software manuals; it can be used for any textual
work, regardless of subject matter or whether it is published as a printed book. We recommend this
License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated
herein. The "Document", below, refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in a
way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either
copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document’ s
overall subject (or to related matters) and contains nothing that could fall directly within that overall
subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not
explain any mathematics.) The relationship could be a matter of historical connection with the subject
or with related matters, or of legal, commercial, philosophical, ethical or political position regarding
them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The
Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
then there are none.
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The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or
(for drawings) some widely available drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input to text formatters. A copy made in an
otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not Transparent
if used for any substantial amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image
formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and
edited only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of
the work’ stitle, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or
contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ stands for
a specific section name mentioned below, such as "Acknowledgements", "Dedications",
"Endorsements", or "History".) To "Preserve the Title" of such a section when you modify the Document
means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in this
License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of
this License. You may not use technical measures to obstruct or control the reading or further copying of
the copies you make or distribute. However, you may accept compensation in exchange for copies. If
you distribute a large enough number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY
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If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document’ s license notice requires Cover Texts, you must enclose
the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these conditions, can
be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opaque copy, or state in or with each
Opaque copy a computer-network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy of the Document, free
of added material. If you use the latter option, you must take reasonably prudent steps, when you begin
distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an Opaque copy
(directly or through your agents or retailers) of that edition to the public.

Itis requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to give them a chance to provide you with an updated version of the
Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). You may use the same title as a previous version if the original publisher of that version
gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.
D. Preserve all the copyright notices of the Document.
E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the public permission to use
the Modified Version under the terms of this License, in the form shown in the Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document’ s license notice.
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H. Include an unaltered copy of this License.

l. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the
title, year, new authors, and publisher of the Modified Version as given on the Title Page. If there is
no section Entitled "History" in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy
of the Document, and likewise the network locations given in the Document for previous versions it
was based on. These may be placed in the "History" section. You may omit a network location for a
work that was published at least four years before the Document itself, or if the original publisher of
the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles. Section
numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some or
all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version’ s license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a
Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of Front-
Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one
entity. If the Document already includes a cover text for the same cover, previously added by you or by
arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their
names for publicity for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.
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The combined work need only contain one copy of this License, and multiple identical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else a unique number. Make the
same adjustment to the section titles in the list of Invariant Sections in the license notice of the
combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single copy
that is included in the collection, provided that you follow the rules of this License for verbatim copying
of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this License
in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on a volume of a storage or distribution medium, is called an "aggregate" if the copyright
resulting from the compilation is not used to limit the legal rights of the compilation’ s users beyond
what the individual works permit. When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document’ s Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the
Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document
under the terms of section 4. Replacing Invariant Sections with translations requires special permission
from their copyright holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include a translation of this
License, and all the license notices in the Document, and any Warranty Disclaimers, provided that you
also include the original English version of this License and the original versions of those notices and
disclaimers. In case of a disagreement between the translation and the original version of this License or
a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the
requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual title.
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9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for
under this License. Any other attempt to copy, modify, sublicense or distribute the Document is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2
or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU
Free Documentation License".
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