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Maintaining Data Integrity of Al Applications

WHAT?
Maintaining the security of the entire Al stack environment.

WHY?
To learn how to prevent data leaks and maintain the correct functioning of your Al ap-
plication.

EFFORT
Understanding the security threats and safety measures for running Al services requires
less than 30 minutes of your time.

GOAL
Understand how attackers can exploit your Al stack to access sensitive data and learn
safety techniques to prevent such attacks.
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1 Maintaining data integrity of Al applications

This topic describes how to avoid compromising Al applications and keep sensitive data secure.

1.1 Why care about the security of Al applications?

Al applicationsuse Al-driven chatbotsto interact with users. These chatbots are powered by large language
models (LLMs) and can process external datasources (RAGs). Such applicationsare proneto cyber attacks
as any other software solutions. Attackers may impersonate users and apply a series of techniques to steal
data and to corrupt the responses provided by Al models.

1.2 Which SUSE Al Factory components are prone to
attacks

Users interact with SUSE Al Factory via the Open WebUI user interface. With Open WebUI, you can
manage users, permissions, Al models, knowledge bases, and chat interactions. The following SUSE Al
Factory components are the most susceptible to security attacks:

Open WebUI
Open WebUI enables you to specify external data sources to improve responses. On a user level,
you can append documents directly to the chat input field. With administrator privileges, you can
upload documentsto create a knowledge base that enhancesthe Al model. The knowledge base acts
as adomain-specific augmentation tool for the LLM. It prevents chatbot hallucination and improves
the model’ s responses with accurate and up-to-date information.

Q ™
Actions performed by users—both the administrators and guests—are recorded in an audit
log. With theaudit log, it is possibleto map all actionsthat took the system toits current state.

Milvus
It is possible to input documents directly into Milvus—the vector database responsible for the low-
level implementation of the knowledge base concept. Although the user interaction normally takes
place viaOpen WebUlI, attackers may bypass Open WebUI to interact with Milvus. This can happen
if no identity access management (IAM) policy is controlling database access.
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Ollama
Ollama manages the interactions with several LLMs. It can search, download, start and manage
modelswithin aunified interface. Ollamadoes not offer authentication and authorization by default.
Therefore, Ollama’s API should not be exposed without a an element providing IAM capabilities.

In SUSE Al Factory, user interacts with Ollama via Open WebUI, which is able to configure and
secure Ollama.

1.3 What are common attacks and security risks?
This section lists severa attacks and security risks related to Al applications.

RAG poisoning
A common exploit when aknowledge base—often avector database—that providesacontext for Al
model responsesis corrupted by the addition of misleading, false or even harmful content. The ma-
licious documents tend to be crafted specifically to provide wrong answersfor a set of user prompts.
Thiskind of attack usually requires access to a user with privileges to configure the whole platform
or the vector databases that support the platform.

Facilitated data exploits
RAG-powered models can search knowledge bases, summarize content and provide references.
Attackers may use these characteristics to discover and retrieve organizational data with simple
prompts instead of relying on more refined data-exploitation techniques.

Prompt leaks

User prompts may contain sensitive data, so chat caches and system |ogs need to be protected against
attackers.
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1.4 What safety measures should my organization
follow?

To avoid having your system corrupted, there are a few security measures that need to be properly imple-
mented. Open WebUI and Milvus allow high level user access configurations. Besides these high level
configurations, provide access management with low level network configurations. To verify that your
whole Al stack is secure, consider the following points:

Adopt strong IAM policies.

At the authentication level, limit the creation of guest users.

At the authorization level, never allow new users to be automatically set as system adminis-
trators.

Limit the number of users with privileges for adding documents to your knowledge base.

Keep in mind that the same policies set for Open WebUI need to be propagated in all systems
composing the Al stack.

Limit the exposure of internal services (such as Milvus and Ollama) to the Internet.

Configure authentication and authorization for all components of the Al stack.

Adopt an audit log review policy.
Periodically check the audit logs provided in the Web interface, from both the chatbot and the vector
databases. Look for abnormal behavior from one or more users.

Set up retention policies.
Avoid saving chat prompts and system logs.

Train users to avoid LLM overreliance.
Encourage usersto approach the answersfrom the RAG-based model swith acritical mindset. Make
sure they are able to verify the references provided by the Al chatbot. Files used in the context of
auser prompt are appended to the Al model’ s answer.

Facilitate incident reports.
Educate your users about how to report problems with the Al model’ s answers. Assign responsibil-
ities for the system support.

Ensure fast action against attacks.
Remember that when a security breach happens, the sooner the system is restored to atrusted state,
the less damage your organization takes.
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Set up a secure environment for your applications.
M ake surethat there are components enforcing authenti cation and authorization rules over thewhole
installation of the Al Stack. We do not recommend exposing Milvus and Ollama without proper
network configurations.

1.5 For more information

® Thearticleat https://cloudsecurityalliance.org/blog/2023/11/22/mitigating-security-risks-in-re-
trieval-augmented-generation-rag-lim-applications @ includes a comprehensive overview of se-
curity controls.

® Specifying external data sources to the Al model knowledge base is described in Open We-
bUI chat input field usage (https://documentation.suse.com/suse-ai/1.0/html/openwebui-us-

ing/index.html#openwebui-chat-input-field-usage) 2.
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A Glossary

Air gap
A security measure where a computer network is physically isolated from unsecured networks, in-
cluding the public Internet.

Al, artificial intelligence
Refers to the simulation of human intelligence in machines that are designed to learn and solve
problems like humans. Enables computers to understand language, make decisions and improve
from experience.

Batch size
The number of samples processed simultaneously during model inference, affecting processing
speed and resource utilization.

BYOC, bring your own certificate
A practice allowing users to provide their own SSL/TLS certificates for securing communications
instead of using default or auto-generated ones.

CA, certification authority
An entity that issues digital certificatesto verify the identity of certificate holders and ensure secure
communications.

Chat template
A structured format for organizing conversations between usersand Al models, defining how system
prompts, user inputs, and Al responses are formatted and processed.

Context window
The maximum amount of text (tokens) that an Al model can process at once, including both the
input prompt and generated response.

Chain-of-thought (CoT) prompting
A prompting technique that guides Al models to break down complex problems into step-by-step
reasoning processes, improving response accuracy and transparency.

CRD, custom resource definitions
Extensions of the Kubernetes API that allow users to define custom resources and their controllers
in a Kubernetes cluster.



CUDA, Compute Unified Device Architecture
NVIDIA’s parallel computing platform and programming model used to accelerate Al workloads
on GPU hardware.

Data leakage
The unintended exposure of sensitive information through Al model responses, potentially compro-
mising data security and privacy.

Embeddings
Numerical representations of data (text, images, etc.) in a high-dimensional space that capture se-
mantic relationships and enable Al models to process information effectively.

Fine-tuning
The process of further training apre-trained Al model on specific datato adapt it for particular tasks
or domains, improving its performance for targeted applications.

GenAl, generative Al

A type of artificial intelligence that can create new content such as text, images or music.

GPU, graphics processing unit
Specialized hardware designed for parallel processing. In Al applications, GPUs accelerate model
training and inference tasks.

Hallucination
An Al behavior where the model generates false or unsupported information that appears plausible
but has no basisin provided context or real facts.

Helm
A package manager for Kubernetes that helpsinstall and manage applications. Helm uses charts to
define, install and upgrade complex Kubernetes applications.

Helm chart
A packageformat for Kubernetes applicationsthat containsall resource definitions needed to deploy
and configure application workloads.

laC, infrastructure as code
The practice of managing and provisioning infrastructure through machine-readabl e definition files
rather than manual processes.

Inference
The process of using atrained Al model to make predictions or generate outputs based on new input
data.



Kubernetes pods
The smallest deployable unitsin Kubernetes that can host one or more containers, sharing network-
ing and storage resources.

LLM, large language model
An advanced Al model trained on amounts of text data to understand and generate human-like text.
Can perform tasks like trand ation, summarization and answering questions.

Model weights
Thelearned parameters of an Al model that determine how it processesinputs and generates outputs.
These weights are adjusted during training to optimize model performance.

NLG, natural language generation
A process of automatically generating human-like text from structured data or other forms of input.
Designed to convert raw datainto coherent and meaningful language easily understood by humans.

NLU, natural language understanding
A process Al uses to analyze and understand the meaning of the input query.

NVIDIA GPU driver
Software that enables communication between the operating system and NVIDIA graphics hard-
ware, essential for GPU-accelerated Al workloads.

NVIDIA GPU Operator
A Kubernetes operator that automates the management of NVIDIA GPUsin container environments,
handling driver deployment, runtime configuration, and monitoring.

Ollama
An open source framework for running and serving Al modelslocally. Ollamasimplifiesthe process
of downloading, running and managing large language models.

OpenGL
A cross-platform API for rendering 2D and 3D graphics, commonly used in visualization applica-
tions and GPU-accelerated computing.

Prompt Engineering
The practice of crafting effective input queriesto Al modelsto obtain desired and accurate outputs.
Good prompt engineering helps prevent hallucinations and improves response quality.

Prompt injection

A security vulnerability where malicious inputs attempt to override or bypass an Al model’ s system
prompt or safety constraints.



Quantization
A technique to reduce Al model size and computational requirements by converting model parame-
ters to lower precision formats while maintaining acceptable performance.

RAG, retrieval-augmented generation
A technique that enhances Al responses by retrieving relevant information from a knowledge base
before generating answers, improving accuracy and reducing hallucinations.

RBAC, role-based access control
A security model that restricts system access based on roles assigned to users, managing permissions
and authorization in Kubernetes clusters.

Semantic search
A search method using Al to understand the meaning and context of queriesrather than just matching
keywords, enabling more relevant results.

System prompt
Initial instructions given to an Al model that define its behavior, role and response parameters.
System prompts help maintain consistent and appropriate Al responses.

Temperature
A parameter controlling the randomnessin Al model outputs. Lower values produce more focused
and deterministic responses, while higher values increase creativity and variability.

Token
The basic unit of text processing in Al models, representing parts of words, characters or symbols.
Models process text by breaking it into tokens for analysis and generation.

Top-K
A parameter that limits token selection during text generation to the K most likely next tokens,

helping control output quality and relevance.

Top-P
Also known as nucleus sampling, a parameter that selects from the smallest set of tokens whose
cumulative probability exceeds P, providing dynamic control over text generation diversity.

Vector database
A specialized database designed to store and efficiently query high-dimensional vectors that repre-
sent datain Al applications, enabling similarity searches and semantic operations.



Vector store
A specialized storage system optimized for managing and querying vector embeddings, essential
for semantic search and RAG implementationsin Al applications.



B Copyright

Copyright © 2026-2026-08-13 SUSE LLC and contributors. All rights reserved.

Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free
Documentation License, Version 1.2 or (at your option) version 1.3; with the Invariant section being this
copyright notice and license. A copy of the license version 1.2 is included in the section entitled 'GNU
Free Documentation License'.

For SUSE trademarks, see https://www.suse.com/company/legal/ 7. All third-party trademarks are the
property of their respective owners. Trademark symbols (®, ™ etc.) denote trademarks of SUSE and its
affiliates. Asterisks (*) denote third-party trademarks.

All information found in this book has been compiled with utmost attention to detail. However, this does
not guarantee complete accuracy. Neither SUSE LLC, its affiliates, the authors nor the translators shall be
held liable for possible errors or the consequences thereof.
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C GNU Free Documentation License

Copyright © 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA.. Everyoneis permitted to copy and distribute verbatim copies of thislicense document,
but changing it is not allowed.

C1 0. PREAMBLE

The purpose of this License isto make amanual, textbook, or other functional and useful document "free"
in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with or
without modifying it, either commercialy or non-commercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
maodifications made by others.

ThisLicenseisakind of "copyleft", which means that derivative works of the document must themselves
be free in the same sense. It complements the GNU General Public License, which is a copyleft license
designed for free software.

We have designed this License to use it for manuals for free software, because free software needs free
documentation: afree program should come with manuals providing the same freedoms that the software
does. But this License is not limited to software manuals; it can be used for any textual work, regardless
of subject matter or whether it is published as a printed book. We recommend this License principally for
works whose purpose isinstruction or reference.

C2 1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants aworld-
wide, royalty-free license, unlimited in duration, to use that work under the conditions stated herein. The
"Document”, below, refers to any such manual or work. Any member of the public is alicensee, and is
addressed as "you". Y ou accept the license if you copy, modify or distribute the work in away requiring
permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or aportion of it, either
copied verbatim, or with modifications and/or translated into another language.
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A "Secondary Section” is a named appendix or a front-matter section of the Document that deals exclu-
sively with the relationship of the publishers or authors of the Document to the Document’ s overall subject
(or to related matters) and contains nothing that could fall directly within that overall subject. (Thus, if the
Document isin part a textbook of mathematics, a Secondary Section may not explain any mathematics.)
The relationship could be a matter of historical connection with the subject or with related matters, or of
legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The
Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent” copy of the Document means a machine-readable copy, represented in a format whose
specification isavailable to the general public, that is suitable for revising the document straightforwardly
with generic text editorsor (for images composed of pixels) generic paint programsor (for drawings) some
widely available drawing editor, and that is suitable for input to text formatters or for automatic translation
to a variety of formats suitable for input to text formatters. A copy made in an otherwise Transparent
file format whose markup, or absence of markup, has been arranged to thwart or discourage subsequent
modification by readersisnot Transparent. An image format is not Transparent if used for any substantial
amount of text. A copy that is not "Transparent” is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image for-
mats include PNG, XCF and JPG. Opaqgue formats include proprietary formats that can be read and edit-
ed only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of the
work’ stitle, preceding the beginning of the body of the text.
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A section "Entitled XY Z" means a named subunit of the Document whose title either is precisely XY Z or
contains XY Z in parenthesesfollowing text that trand ates XY Z in another language. (Here XY Z standsfor
aspecific section name mentioned below, such as"Acknowledgements’, "Dedications’, "Endorsements’,
or "History".) To "Preserve the Title" of such a section when you modify the Document means that it
remains a section "Entitled XY Z" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License applies
to the Document. These Warranty Disclaimers are considered to be included by referencein this License,
but only as regards disclaiming warranties: any other implication that these Warranty Disclaimers may
have is void and has no effect on the meaning of this License.

C3 2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or non-commercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. Y ou may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.

Y ou may also lend copies, under the same conditions stated above, and you may publicly display copies.

C4 3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document’s license notice requires Cover Texts, you must enclose
the copiesin coversthat carry, clearly and legibly, al these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. Y ou may add other material on the coversin addition. Copying with changes|imited
tothe covers, aslong asthey preservethetitle of the Document and satisfy these conditions, can be treated
as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many asfit reasonably) on the actual cover, and continue the rest onto adjacent pages.
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If you publish or distribute Opaque copies of the Document numbering more than 100, you must either in-
clude a machine-readable Transparent copy aong with each Opague copy, or statein or with each Opaque
copy a computer-network location from which the general network-using public has access to download
using public-standard network protocols a complete Transparent copy of the Document, free of added
material. If you use the latter option, you must take reasonably prudent steps, when you begin distribution
of Opaqgue copiesin quantity, to ensure that this Transparent copy will remain thus accessible at the stated
location until at least one year after the last time you distribute an Opaque copy (directly or through your
agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to givethem achanceto provide you with an updated version of the Document.

C5 4. MODIFICATIONS

Y ou may copy and distribute aModified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

1. Useinthe Title Page (and on the covers, if any) atitle distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). Y ou may use the sametitle asapreviousversionif the origina publisher of that version
gives permission.

2. List onthe Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principa authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

3. State on the Title page the name of the publisher of the Modified Version, as the publisher.
4. Preserve all the copyright notices of the Document.
5. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

6. Include, immediately after the copyright notices, alicense notice giving the public permission to use
the Modified Version under the terms of this License, in the form shown in the Addendum below.

7. Preservein that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document’ s license notice.
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8. Include an unaltered copy of this License.

9. Preservethesection Entitled "History”, PreserveitsTitle, and addtoit anitem stating at |east thetitle,
year, new authors, and publisher of the Modified Version as given on the Title Page. If thereis no
section Entitled "History" in the Document, create one stating the title, year, authors, and publisher
of the Document as given on its Title Page, then add an item describing the Modified Version as
stated in the previous sentence.

10. Preservethe network location, if any, given in the Document for public accessto a Transparent copy
of the Document, and likewise the network |ocations given in the Document for previousversionsit
was based on. These may be placed in the "History" section. Y ou may omit a network location for
awork that was published at least four years before the Document itself, or if the original publisher
of the version it refers to gives permission.

11. For any section Entitled "Acknowledgements" or "Dedications’, Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.

12. Preserveall thelnvariant Sections of the Document, unaltered in their text and in their titles. Section
numbers or the equivalent are not considered part of the section titles.

13. Delete any section Entitled "Endorsements’. Such a section may not be included in the Modified
Version.

14. Do not retitle any existing section to be Entitled "Endorsements’ or to conflict in title with any
Invariant Section.

15. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary Sec-
tions and contain no material copied from the Document, you may at your option designate some or all
of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the Modified
Version’'slicense notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements’, provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as
a Back-Cover Text, to the end of the list of Cover Texts in the Maodified Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any
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one entity. If the Document already includes a cover text for the same cover, previously added by you or
by arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their names
for publicity for or to assert or imply endorsement of any Modified Version.

Co6 5. COMBINING DOCUMENTS

Y ou may combine the Document with other documents released under this License, under the terms de-
fined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multipleidentical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but dif-
ferent contents, make the title of each such section unique by adding at the end of it, in parentheses, the
name of the original author or publisher of that section if known, or else a unique number. Make the same
adjustment to the section titlesin the list of Invariant Sectionsin the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled " Acknowledgements', and
any sections Entitled "Dedications’. Y ou must delete all sections Entitled "Endorsements”.

C7 6. COLLECTIONS OF DOCUMENTS

Y ou may make a collection consisting of the Document and other documents released under this License,
and replace the individual copies of this License in the various documents with a single copy that isin-
cluded in the collection, provided that you follow the rules of this License for verbatim copying of each
of the documentsin all other respects.

Y ou may extract asingle document from such acollection, and distributeit individually under thisLicense,
provided you insert a copy of thisLicenseinto the extracted document, and follow thisLicensein all other
respects regarding verbatim copying of that document.
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C8 7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or itsderivativeswith other separate and independent documents or works,
in or on avolume of a storage or distribution medium, is called an "aggregate” if the copyright resulting
from the compilation is not used to limit the legal rights of the compilation’s users beyond what the indi-
vidual works permit. When the Document is included in an aggregate, this License does not apply to the
other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the Doc-
ument is less than one half of the entire aggregate, the Document’s Cover Texts may be placed on covers
that bracket the Document within the aggregate, or the electronic equivalent of coversif the Document is
in electronic form. Otherwise they must appear on printed covers that bracket the whole aggregate.

C9 8. TRANSLATION

Trangdlation is considered akind of modification, so you may distribute trand ations of the Document under
the terms of section 4. Replacing Invariant Sections with trandations requires special permission from
their copyright holders, but you may include translations of some or all Invariant Sections in addition to
the original versions of these Invariant Sections. You may include a trandation of this License, and all
the license notices in the Document, and any Warranty Disclaimers, provided that you also include the
original English version of this License and the original versions of those notices and disclaimers. In case
of adisagreement between the trand ation and the original version of thisLicense or anotice or disclaimer,
the original version will prevail.

If asectioninthe Document isEntitled " Acknowledgements®, "Dedications’, or "History", the requirement
(section 4) to Preserveits Title (section 1) will typically require changing the actual title.

C10 9. TERMINATION

Y ou may not copy, modify, sublicense, or distribute the Document except as expressly provided for under
this License. Any other attempt to copy, modify, sublicense or distribute the Document is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long as such parties remain
in full compliance.
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C11 1. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License
from timeto time. Such new versionswill be similar in spirit to the present version, but may differ in detail
to address new problems or concerns. See https://www.gnu.org/copyleft/ 2.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version” applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

C12 ADDENDUM: How to use this License for your
documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU

Free Documentation License".

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replacethe "with... Texts."" line

with this:;

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge those
two aternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend rel easing these examples
in parallel under your choice of free software license, such as the GNU General Public License, to permit
their usein free software.

18 1. FUTURE REVISIONS OF THIS LICENSE


https://www.gnu.org/copyleft/
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