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Monitoring SUSE Al with OpenTelemetry and SUSE Observability

WHAT?
This document focuses on techniques for gathering telemetry datafrom all SUSE Al
Factory components, including metrics, logs and traces.

WHY?
To observe, analyze and maintain the behavior, performance and health of your SUSE
Al Factory environment, and to troubleshoot issues effectively.

EFFORT
Setting up the recommended monitoring configurations with SUSE Observability is
straightforward. Advanced setups for more granular control may require additional time
for specialized analysis and fine-tuning.

GOAL
To visualize the compl ete topol ogy of your services and operations, providing deep in-
sights and clarity into your SUSE Al Factory environment.
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1 Introduction

This document focuses on techniques for gathering telemetry datafrom all SUSE Al Factory components.

For most of the components, it presents two distinct paths:

Recommended settings
Straightforward configurations designed to utilize the SUSE Observability Extension, providing a
quick solution for your environment.

Advanced configuration
For users who require deeper and more granular control. Advanced options unlock additional ob-
servability signalsthat are relevant for specialized analysis and fine-tuning.

Several setups are specific to the product, while others—particularly for scraping metrics—are configured
directly within the OpenTelemetry Collector. By implementing the recommended settings, you can visu-
alize the complete topology of your services and operations, bringing clarity to your SUSE Al Factory
environment.

1.1 What is SUSE Al Factory monitoring?

Monitoring SUSE Al Factory involves observing and analyzing the behavior, performance and health of
its components. In acomplex, distributed system like SUSE Al Factory, thisisachieved by collecting and
interpreting telemetry data. This dataistypically categorized into the three pillars of observability:

Metrics
Numerical data representing system performance, such as CPU usage, memory consumption or re-
quest latency.

Logs
Time-stamped text records of events that occurred within the system, useful for debugging and
auditing.

Traces
A representation of the path of arequest asit travels through al the different servicesin the system.
Tracesare essential for understanding performance bottlenecks and errorsin the system architecture.

1 What is SUSE Al Factory monitoring?



1.2 How monitoring works

SUSE Al Factory uses OpenTelemetry, an open-source observability framework, for instrumenting appli-
cations. Instrumentation is the process of adding code to an application to generate telemetry data. By us-
ing OpenTelemetry, SUSE Al Factory ensures a standardized, vendor-neutral approach to data collection.

The collected data is then sent to SUSE Observability, which provides a comprehensive platform for
visualizing, analyzing and aerting on the telemetry data. This allows administrators and developers to
gain deep insights into the system, maintain optimal performance, and troubleshoot issues effectively.

2 How monitoring works



2 Monitoring GPU usage

To effectively monitor the performance and utilization of your GPUs, configure the OpenTelemetry Col-
lector to scrape metrics from the NVIDIA DCGM Exporter, which is deployed as part of the NVIDIA
GPU Operator.

COLLECT GPU METRICS (RECOMMENDED)

1. Verify RBAC permissions. The OpenTelemetry Collector requires specific permissionsto discover
the GPU metrics endpoint within the cluster. These permissions are automatically configured when
you install the collector with the clusterRole sectionintheotel-values.yaml file.

@ Note

If you installed the OpenTelemetry Collector without the clusterRole configuration, you
must upgrade the collector with the updated otel-values.yaml that includes the clus-
terRole section.

2. Configure the OpenTelemetry Collector. Add the following Prometheus receiver configuration
to your OpenTelemetry Collector’s values file. This tells the collector to scrape metrics from any
endpoint in the gpu-operator namespace every 10 seconds.

config:
receivers:
prometheus:
config:
scrape_configs:

- job _name: 'gpu-metrics'
scrape_interval: 10s
scheme: http
kubernetes sd configs:

- role: endpoints
namespaces:
names:
- gpu-operator



3 Monitoring Open WebUI

The preferred way of retrieving relevant telemetry data from Open WebUI is to use the SUSE Al
Factory Filter (https://github.com/SUSE/suse-ai-observability-extension/blob/main/integrations/oi-

filter/suse_ai_filter.py) 7. It requires enabling and configuring Open WebUI Pipelines.

CONFIGURING PIPELINE FILTER DURING OPEN WEBUI INSTALLATION (RECOMMENDED)

1. Verify that the Open WebUI installation override file owui custom overrides.yaml includes
the following content.

pipelines:
enabled: true
persistence:
storageClass: longhorn @
extraEnvVars: @
- name: PIPELINES URLS ©
value: "https://raw.githubusercontent.com/SUSE/suse-ai-observability-
extension/refs/tags/v2.0.0/integrations/oi-filter/suse ai filter.py"
- name: OTEL_SERVICE NAME @
value: "Open WebUI"
- name: OTEL EXPORTER HTTP_OTLP_ENDPOINT ©
value: "http://opentelemetry-collector.suse-
observability.svc.cluster.local:4318"
- name: PRICING JSON @
value: "https://raw.githubusercontent.com/SUSE/suse-ai-observability-
extension/refs/tags/v2.0.0/integrations/oi-filter/pricing.json"
extraEnvVars:
- name: OPENAI API KEY @
value: "Op3n-w3bu!"

@ Note

In the above example, therearetwo extraEnvVars blocks: one at theroot level and another
insidethepipelines configuration. Theroot-level extraEnvVars isfed into Open WebUI
to configure the communication between Open WebUI and Open WebUI Pipelines. The
extraEnvVars inside the configuration are injected into the container that acts asaruntime
for the pipelines.

@ longhornor local-path.

® Theenvironment variables that you are making available to the pipeling’ s runtime container.
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©® A list of pipeline URLSs to be downloaded and installed by default. Individual URLSs are sep-
arated by asemicolon (;).
For air-gapped deployments, you must provide the pipelines at URL s that are accessible from
the local host, such as an internal GitLab instance.

@ Theservicenamethat appearsin tracesand topological representationsin SUSE Observability.

© Theendpoint for the OpenTelemetry collector. Make sure to use the HTTP port of your col-
lector.

O A filefor the model multipliersin cost estimation. Y ou can customize it to match your actual
infrastructure experimentally.
For air-gapped deployments, you must provide the pipelines at URL s that are accessible from
the local host, such as an internal GitLab instance.

@ Thevaue for the APl key between Open WebUI and Open WebUI Pipelines. The default
valueisOp3n-w3bu!.

2. After you fill the override file with correct values, install or update Open WebUI.

> helm upgrade \
--install open-webui oci://dp.apps.rancher.io/charts/open-webui \
-n SUSE_AI NAMESPACE \
--create-namespace \
--version 7.2.0 \
-f owui custom overrides.yaml

@ Tip

Make sure to set the version, namespace and other options to the proper values.

After theinstallation is successful, you can accesstracing datain SUSE Observability for each chat.

Q
You can verify that a new connection was created with correct credentials in Admin Pan-
el > Settings > Connections.
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FIGURE 3.1: NEW CONNECTION ADDED FOR THE PIPELINE

3.1 Configuring a pipeline filter in Open WebUI
(recommended)

If you already have a running instance of Open WebUI with the pipelines enabled and configured, you
can set up the SUSE Al Factory Filter in its Web user interface.

REQUIREMENTS

® You must have Open WebUI administrator privileges to access configuration screens or settings

mentioned in this section.

1. In the bottom left of the Open WebUI window, click your avatar icon to open the user menu
and select Admin Panel.

2. Click the Settings tab and select Pipelines from the left menu.

3. In the Install from Github URL section, enter https://raw.githubusercon-
tent.com/SUSE/suse-ai-observability-extension/refs/tags/v2.0.0/
integrations/oi-filter/suse ai filter.py andclick theupload button ontheright

to upload the pipeline from the URL.

4. After the upload is finished, you can review the configuration of the pipeline. Confirm with
Save.

6 Configuring a pipeline filter in Open WebUI (recommended)



Settings

Manage Pipelines

http://open-webui-pipelines.suse-private-ai.svc.cluster.local:9099 ~

Upload Pipeline

Click here to select a py file. P&
Install from Github URL
&
Warning: Pipelines are a plu em with arbitrary code execution — don't fetch random pipelines from sources you don't trust
Pipelines Valves
suse_ai_filter (filter) ~ 1
Pipelines Custom
£ Pipelines
Priority Custom
0
Otlp Service Name Custom
Open WebUI
Otlp Endpoint Custom

http://opentelemetry-collector.observability.svc.cluster.local: 4318

Capture Message Content Custom

! O
Debug Log Enabled Custom
Pricing Information Custom

https://raw.githubusercontent.com/SUSE/suse-ai-observability-extension/refs/heads/main/integrations/oi-filter/pricing.json

FIGURE 3.2: ADDING SUSE Al FILTER PIPELINE

3.2 Configuring default Open WebUI metrics and
traces (advanced)

Open WebUI also offers certain built-in OpenTelemetry integration for traces and metrics. These signals
arerelated to the APl consumption but do not provide details about the GenAl monitoring. That is, why
we need to configure the SUSE Al Factory filter as described in Configuring pipeline filter during Open

WebU| installation (recommended).

1. Append the following environment variables to your extraEnvVars section in the owui cus-
tom overrides.yaml filementionedin Configuring pipeline filter during Open WebUI installation

(recommended).

extraEnvVars:
- name: OPENAI API KEY
value: "Op3n-w3bu!"

7 Configuring default Open WebUI metrics and traces (advanced)



- name: ENABLE OTEL
value: "true"

- name: ENABLE OTEL METRICS
value: "true"

- name: OTEL_EXPORTER OTLP_INSECURE
value: "false" @

- name: OTEL EXPORTER OTLP ENDPOINT
value: CUSTOM OTEL ENDPOINT @

- name: OTEL SERVICE NAME
value: CUSTOM OTEL IDENTIFYER ©

@ Setto "true" for testing or controlled environments, and "false" for production deployments
with TL'S communication.

® Enter your custom OpenTelemetry collector endpoint URL, such as " http://opentel emetry-col-
lector.suse-observability.svc.cluster.local:4318".

© Specify acustom identifier for the OpenTelemetry service, suchas0I Core.

2. Savethe enhanced override file and update Open WebUI:

> helm upgrade \
--install open-webui oci://dp.apps.rancher.io/charts/open-webui \
-n <replaceable>SUSE_AI NAMESPACE</replaceable> \
--create-namespace \
--version 7.2.0 \
-f owui_custom overrides.yaml

Configuring default Open WebUI metrics and traces (advanced)



4 Monitoring Milvus

Milvus is monitored by scraping its Prometheus-compatible metrics endpoint. The SUSE Observability
Extension uses these metrics to visualize Milvus's status and activity.

4,1 Scraping the metrics (recommended)

Addthefollowing jobtothescrape configs section of your OpenTelemetry Collector’ s configuration.
It instructs the collector to scrape the /metrics endpoint of the Milvus service every 15 seconds.

config:
receivers:
prometheus:
config:
scrape_configs:
- job_name: 'milvus'
scrape_interval: 15s
metrics path: '/metrics'

static configs:
- targets: ['milvus.SUSE AI NAMESPACE.svc.cluster.local:9091'] @

@ Your Milvus service metrics endpoint. The example milvus.SUSE AI NAMESPACE.svc.clus-
ter.local:9091 isacommon default, but you should verify that it matches your installation ser-
vice name and namespace.

4.2 Tracing (advanced)

Milvus can also export detailed tracing data.

o Important: High data volume

Enabling tracing in Milvus can generate alarge amount of data. WWe recommend configuring sam-
pling at the collector level to avoid performance issues and high storage costs.

To enable tracing, configure the following settings in your Milvus Helm chart values:

extraConfigFiles:

9 Scraping the metrics (recommended)



user.yaml: |+
trace:
exporter: jaeger
sampleFraction: 1
jaeger: url: "http://opentelemetry-collector.observability.svc.cluster.local:14268/
api/traces" @

@ TheURL of the OpenTelemetry Collector installed by the user.

10 Tracing (advanced)



5 Monitoring OpenSearch

OpenSearch is monitored using the OpenTelemetry Collector'selasticsearch receiver. This configu-
ration allows you to collect metrics such as disk usage, cluster health, and node performance.

5.1 Configuring the OpenTelemetry Collector
To enable OpenSearch monitoring, updatetheotel-values.yaml filewiththefollowing configurations.

1. Update the collector image to use the contrib version, which includes the elasticsearch re-
ceiver.

image:
registry: docker.io
repository: otel/opentelemetry-collector-contrib
tag: 0.140.0
pullPolicy: Always

2. Addtheelasticsearch receiver tothe config. receivers section.

config:
receivers:
elasticsearch:
endpoint: "http://opensearch-cluster-master-
headless.<OPENSEARCH NAMESPACE>.svc.cluster.local:9200" @
# If you have basic auth enabled:
username: "<USERNAME>"
password: "<PASSWORD>"
# If using self-signed certs or internal CAs:
tls:
insecure skip verify: true
collection_interval: 10s
# Optional: Enable detailed node metrics
metrics:
elasticsearch.node.fs.disk.total:
enabled: true
elasticsearch.node.fs.disk.available:
enabled: true

@ Replace <OPENSEARCH NAMESPACE> with the namespace where OpenSearch isinstalled.

3. Add elasticsearchtothe receivers listintheservice.pipelines.metrics section.

1" Configuring the OpenTelemetry Collector



service:
pipelines:
metrics:
receivers: [otlp, spanmetrics, prometheus, elasticsearch]
processors: [memory limiter, resource, batch]
exporters: [debug, otlp]

5.2 Applying the configuration
After updating the otel-values.yaml file, apply the changes by running the Helm upgrade command.

> helm upgrade --install opentelemetry-collector \
oci://dp.apps.rancher.io/charts/opentelemetry-collector \
-n observability -f otel-values.yaml

12 Applying the configuration



6 Monitoring vLLM

vLLM is monitored by scraping its Prometheus-compatible metrics endpoints. The SUSE Observability
Extension uses these metrics to visualize vVLLM’ s status and activity.

6.1 Metrics Scraping (recommended)

Addthefollowingjobtothescrape configs section of your OpenTelemetry Collector’ s configuration.
This configures the collector to scrape the /metrics endpoint from al vLLM services every 10 seconds.
Remember that you can have several jobs defined, so if you defined other jobs—such as Milvus—you can
just append the new job to your list. If you have deployed vLLM’s services with non-default values, you
can easily change the service discovery rules.

Q T
Before using the following example, replace the VLLM NAMESPACE and VLLM RELEASE NAME
placeholders with the actual values you used while deploying vLLM.

config:
receivers:
prometheus:
config:
scrape_configs:

- job _name: 'vllm'
scrape_interval: 10s
scheme: http
kubernetes sd configs:

- role: service
relabel configs:
- source labels: [ meta kubernetes namespace]
action: keep
regex: 'VLLM NAMESPACE'

- source labels: [ meta kubernetes service name]

action: keep
regex: '.*VLLM RELEASE NAME.*"

13 Metrics Scraping (recommended)
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Warning: SUSE Observability version 2.6.2 and above

With SUSE Observability version 2.6.2, a change of the standard behavior broke the vLLM mon-
itoring performed by the extension. Tofix it, update otel-values.yaml to include the following
additions. No changes are required for people using SUSE Observability version 2.6.1 and below.

® Add anew processor.

config:
processors:
. # same as before
transform:

metric_statements:

- context: metric

statements:
- replace pattern(name, "“~vllm:", "vllm ")

* Modify the metrics pipeline to perform the transformation defined above:

config:
service:

pipelines:

. # same as before
metrics:

receivers: [otlp, spanmetrics, prometheus]
processors: [transform, memory limiter, resource, batch]
exporters: [debug, otlp]

Metrics Scraping (recommended)



7 Monitoring user-managed applications

To monitor other applications, you can utilize OpenTelemetry SDKsor any other instrumentation provider
compatible with OpenTelemetry’ s semantics, for example, OpenLIT SDK. For more details, refer to Ap-
pendix B, Instrument applications with OpenLIT SDK.

OpenTelemetry offers several instrumentation techniques for different deployment scenarios and applica-
tions. You can instrument applications either manually, with more detailed control, or automatically for
an easier starting point.

@ Tip
One of the most straightforward ways of getting started with OpenTelemetry is using the Open-
Telemetry Operator for Kubernetes, which is available in the SUSE Application Collection. Find
moreinformationinthisextensive guide (https://docs.apps.rancher.io/reference-guides/open-

telemetry-operator/) # on how to use this operator for instrumenting your applications.

7.1 Ensuring that the telemetry data is properly
captured by the SUSE Observability Extension

For the SUSE Observability Extension to acknowledge an application as a GenAl application, it needs to
have ameter configured. It must provide at least theRequestsTotal metric with the following attributes:

® TelemetrySDKLanguage
® ServiceName

® ServicelInstanceld

® ServiceNamespace

® GenAIEnvironment

® GenAiApplicationName
® GenAiSystem

® GenAiOperationName

® GenAiRequestModel

15 Ensuring that the telemetry data is properly captured by the SUSE Observability Extension
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Both the meter and the tracer must contain the following resource attributes:

service.name

The logical name of the service. Defaultsto 'My App'.

service.version

The version of the service. Defaultsto '1.0'.

deployment.environment
The name of the deployment environment, such as 'production’ or 'staging'. Defaults to 'default’.

telemetry.sdk.name
The value must be 'openlit'.

The following metrics are utilized in the graphs of the SUSE Observability Extension:

gen_ai.client.token.usage
Measures the number of used input and output tokens.
Type: histogram
Unit: token

gen_ai.total.requests
Number of requests.
Type: counter
Unit: integer

gen_ai.usage.cost
Thedistribution of GenAl regquest costs. Thisisanon-standard metric, available only when explicitly
set by the application or when the application is instrumented with OpenLIT.
Type: histogram
Unit: USD

gen_ai.usage.input_tokens
Number of prompt tokens processed.
Type: counter
Unit: integer

gen_ai.usage.output_tokens
Number of completion tokens processed.
Type: counter
Unit: integer

16 Ensuring that the telemetry data is properly captured by the SUSE Observability Extension



gen_ai.client.token.usage
Number of tokens processed.
Type: counter
Unit: integer

7.2 Troubleshooting

No metrics received from any components.

* Verify the OpenTelemetry Collector deployment.

® Check if the exporter is properly set to the SUSE Observability collector and with the correct
API key and endpoint specified.

No metrics received from the GPU.

® Verify that the clusterRole configuration isincluded in the otel-values.yaml and the
collector has been installed or upgraded with it.

¢ Verify if the metrics receiver scraper is configured.
® Check the NVIDIA DCGM Exporter for errors.

No metrics received from Milvus.

e Verify if Milvus chart configuration is exposing the metrics endpoint.
® Verify if the metrics receiver scraper is configured.

® For usage metrics, confirm that requests were actually made to Milvus.
No metrics received from vLLM.

¢ Verify if thevLLM chart configuration is exposing the metrics endpoint.
® Verify if the metrics receiver scraper is properly configured, in particular, the placeholders.

* |f some metrics are present, but not usage-related ones, verify if you actually made requests
tovLLM.

e |f vLLM wasnot identified and/or vLLM metrics have the prefix "vlim:" , check the collector
configuration. You may be using SUSE Observahility 2.6.2, which requires additional con-
figuration.

17 Troubleshooting



GPU nodes are stuck in NotReady status.

® Verify if there is a driver version mismatch between the host and the version that the GPU
operator expects.

® You may need to reinstall the Kubernetes stackpack.
No tracing data received from any components.

¢ Verify the OpenTelemetry Collector deployment.

® Check if the exporter is properly set to the SUSE Observability collector, with the right API
key and endpoint set.

No tracing data received from Open WebUI.
e Verify if the SUSE Al Observability Filter was installed and configured properly.
* Verify if chat requests actually happened.

Cost estimation is far from real values.
Recal culate the multipliers for the PRICING _JSON in the SUSE Al Observability Filter.

There is high demand for storage volume.
Verify if sampling isbeing applied in the OpenTelemetry Collector.

18 Troubleshooting



8 Monitoring with the OpenTelemetry Operator

This section describes how to instrument Kubernetes applications using the OpenTelemetry Operator for
Kubernetes. It also explains how to forward telemetry (metrics and traces) to SUSE Observability. The
Operator ssimplifies the deployment of OpenTelemetry components. It also enables automatic instrumen-
tation without modifying the application code.

The guidance is presented in two paths:

® Path A: You already have an OpenTelemetry Collector deployed and configured.

e Path B: You prefer to have the Operator manage the Collector using an OpenTelemetryCollec-
tor custom resource.

8.1 Prerequisites
Ensure the following are in place before proceeding:

° A Kubernetes cluster managed with Rancher.
e cert-manager installed (required for the Operator’ s admission webhooks).

® SUSE Observability installed and reachable from the cluster with avalid service token or API key.

8.2 Installing the OpenTelemetry Operator

Install the OpenTelemetry Operator into your cluster using the SUSE Application Collection Helm chart.
The Operator supports managing OpenTelemetry Collector instances. It also supports automatic instru-
mentation of workloads.

o Important

Pin the chart version explicitly to avoid unexpected changes during upgrades.

1. Install the Operator into the namespace where you run your SUSE Observability resources.

> helm install opentelemetry-operator oci://dp.apps.rancher.io/charts/opentelemetry-
operator \

19 Prerequisites



--namespace <SUSE OBSERVABILITY NAMESPACE> \

--version <CHART-VERSION> \

--set manager.autoInstrumentation.go.enabled=true \
--set global.imagePullSecrets={application-collection}

@ Note

If the previous command fails with your Helm version, use the following alternative.

> helm install opentelemetry-operator oci://dp.apps.rancher.io/charts/opentelemetry-
operator \

--namespace <SUSE OBSERVABILITY NAMESPACE> \

--version <CHART-VERSION> \

--set manager.autoInstrumentation.go.enabled=true \

--set global.imagePullSecrets[0].name=application-collection

The Helm chart deploys the Operator controller. It manages the following custom resources (CRS):

® OpenTelemetryCollector: Defines and deploys OpenTelemetry Collector instances man-
aged by the Operator.

® TargetAllocator: Distributes Prometheus scrape targets across Collector replicas.

° OpAMPBridge: Optional component that reports and manages Collector state viathe OpAMP
protocol.

® Instrumentation: Defines automatic instrumentation settings and exporter configurations
for workloads.

2. Veify that the CRDs are installed.

# kubectl api-resources --api-group=opentelemetry.io

8.3 Path A: Use an existing Collector

If you already have an OpenTelemetry Collector deployed (for example, installed via Helm and exporting
telemetry to SUSE Observability), follow these steps. This enables auto-instrumentation without replacing
the Collector.

20 Path A: Use an existing Collector



8.3.1 Enable OTLP reception on the Collector

Ensure your Collector is configured to receive OTLP telemetry from instrumented workloads. Enable at
least one OTLP protocol (gRPC or HTTP).

The following snippet shows a SUSE Al Factory example otel-values.yaml:

receivers:
otlp:
protocols:
grpc:
endpoint: "0.0.0.0:4317"
http:
endpoint: "0.0.0.0:4318"
service:
pipelines:
traces:
receivers: [otlp, jaeger]
metrics:
receivers: [otlp, prometheus, spanmetrics]

After adding the protocols, update the Collector.

> helm upgrade --install opentelemetry-collector \
oci://dp.apps.rancher.io/charts/opentelemetry-collector \
-n <SUSE OBSERVABILITY NAMESPACE> \
--version <CHART_VERSION> \
-f otel-values.yaml

8.3.2 Create an Instrumentation custom resource

Create an Instrumentation custom resource that defines automatic instrumentation behavior and the

OTLP export destination.

o Important

Namespace rule: The Instrumentation resource must exist before the pod is created. The Op-
erator resolves it either from the same namespace as the pod, or from another namespace when
referenced as <namespace>/<name> in the annotation.

1. Create afilenamed instrumentation.yaml with the following content.

apiVersion: opentelemetry.io/vlalphal
kind: Instrumentation

21 Enable OTLP reception on the Collector



metadata:
name: otel-instrumentation

spec:
exporter:
endpoint: http://opentelemetry-collector.observability.svc.cluster.local:4317
propagators:
- tracecontext
- baggage
defaults:
useLabelsForResourceAttributes: true
python:
env:
- name: OTEL EXPORTER OTLP ENDPOINT
value: http://opentelemetry-collector.observability.svc.cluster.local:4318
go:
env:

- name: OTEL_EXPORTER OTLP_ ENDPOINT
value: http://opentelemetry-collector.observability.svc.cluster.local:4318
sampler:
type: parentbased traceidratio
argument: "1"

@ Note

Most auto-instrumentation SDK's (Python, Go, NodelS) default to OTLP/HTTP (port 4318).
If your Collector only exposes OTLP/gRPC (4317), explicitly configure the SDK endpoint.
2. Apply the resource.
> kubectl apply \

--namespace <SUSE OBSERVABILITY NAMESPACE> \
-f instrumentation.yaml

8.3.3 Enable auto-instrumentation for workloads

To instruct the Operator to auto-instrument application pods, add an annotation to the pod template. Use
the annotation matching your workload language.

® Java instrumentation.opentelemetry.io/inject-java: <namespace>/otel-in-

strumentation

® NodelS: instrumentation.opentelemetry.io/inject-nodejs: <namespace>/otel-
instrumentation
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e Python: instrumentation.opentelemetry.io/inject-python: <namespace>/otel-
instrumentation

e Go: instrumentation.opentelemetry.io/inject-go: <namespace>/otel-instru-

mentation
For Go workloads, an additional annotation is required:

® instrumentation.opentelemetry.io/otel-go-auto-target-exe: <path-to-bina-
ry>
Y ou can also enable injection at the namespace level:
apiVersion: vl
kind: Namespace
metadata:
name: <APP-NAMESPACE>

annotations:
instrumentation.opentelemetry.io/inject-python: "true"

Or per Deployment:
spec:
template:
metadata:

annotations:
instrumentation.opentelemetry.io/inject-python: "true"

Annotation values may be:
e "true" tousean Instrumentation resource in the same namespace.
® "my-instrumentation" to use a named resource in the same namespace.
® "other-namespace/my-instrumentation" for across-namespace reference.
* "false" to disableinjection.
When a pod with injection annotations is created, the Operator mutates it via an admission webhook:
* Aninit container isinjected to copy auto-instrumentation binaries.
* The application container is modified to preload the instrumentation.

* Environment variables are added to configure the SDK.
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EXAMPLE 8.1: ENABLE AUTO-INSTRUMENTATION IN SUSE Al FACTORY
The following procedure shows how to inject instrumentation into the open-webui-mcpo work-

load.

1. Edit the deployment.

> kubectl edit deployment open-webui-mcpo -n suse-private-ai
2. Add aninjection annotation to spec.template.metadata.annotations.

spec:
template:
metadata:
annotations:
instrumentation.opentelemetry.io/inject-python: <namespace>/otel-

instrumentation

@ Note

For Go workloads, the binary being instrumented must providethe . gopclntab sec-
tion. Binaries stripped of this section during or after compilation are not compatible.
To check if your ollama binary has symbols, run nm /bin/ollama. If it returns no
symbols, auto-instrumentation will not work with that build.

3. Roll out the updated deployment.

> kubectl rollout restart deployment open-webui-mcpo -n suse-private-ai

8.3.4 Verify the telemetry workflow

After injecting instrumentation, verify that an init container was injected automatically.

> kubectl -n suse-private-ai get pod <OPENWEBUI MCPO POD> \
-0 jsonpath="{.spec.initContainers[*]['name', 'image']}"

Example outpult:

> opentelemetry-auto-instrumentation-python \
ghcr.io/open-telemetry/opentelemetry-operator/autoinstrumentation-python:0.59b0
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8.3.5 Verify SUSE Observability Ul

In the SUSE Observability Ul, verify that application traces and metrics are visible in the appropriate
dashboards. For example, check the OpenTelemetry Services and Traces views.

After completing the instrumentation steps, allow a short period of time for data to be collected. Ensure
that the instrumented pods are receiving traffic. Once datais available, the application appears under its
service name (for example, open-webui-mcpo) in OpenTelemetry Services and Service Instances.
Application traces are visiblein the Trace Explorer. They are also visiblein the Trace perspective for both
the service and service instance components. Span metrics and language-specific metrics (when available)
appear in the Metrics perspective for the corresponding components.

If the Kubernetes StackPack is installed, traces for the instrumented pods are also available directly in
the Traces perspective.

From OpenTelemetry services.

99 components (@ open-webul-mcpo (otel service) v

8= Highlights & Topology 18] Events | Metrk
open-webui-mcpo (otel service)
v About > Monitors 2monitors
otelservice
> Noevents Include related resources @D
10
v Traces © Viewal
cluster-namesiocal
Kas-scopelocal/suse-privats Span duration 2 .1 spanermorrate £ 7 spanrate »
namespace:suse-private-al
senvice.name:open-webut-mepo | nn
— I Ll
senvice namespace:suse-private-al
> ” S A n A R g g~
senvice
<
stackpacko
telemety.sdk name opentelemetry
telemetry.sdk version1.38.0
S5th percentie SPAN_KIND_ INTERNA SPAN_KIND_INTERNAL All SPAN_KIND_INTERNAL
= 95th percentile SPAN_KIND_SERVER == SPAN_KIND_SERVER = All SPAN_KIND_SERVER
v Related resources
v Service 1
Lservice n
2
< Last1hour v Q  Topology Today, 22:26:41 ~ W Pause

FIGURE 8.1: VERIFYING OPENTELEMETRY SERVICE VIEW IN SUSE OBSERVABILITY Ul
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From the traces perspective:

<« C O & suse-observability/#/traces?timeRange=1767809522774_1767813122774 80% 1% @ signin &)

o
Traces

GETion

15s
0364
8025
8 6s
75548
Taes

FIGURE 8.2: VERIFYING TRACES VIEW ON SUSE OBSERVABILITY Ul

8.4 Path B: Use an Operator-managed Collector

If you prefer the Operator to manage the Collector deployment and configuration, use the OpenTeleme-
tryCollector custom resource.

8.4.1 Configure image pulls from the Application Collection

To pull the Collector image from the Application Collection, create a ServiceAccount with imagePul -
1Secrets. Then attach it to the Collector CR viathe spec.serviceAccount attribute.

> kubectl -n <SUSE OBSERVABILITY NAMESPACE> create serviceaccount image-puller

> kubectl -n <SUSE_OBSERVABILITY NAMESPACE> patch serviceaccount image-puller \
--patch '{"imagePullSecrets":[{"name":"application-collection"}]}"'

8.4.2 Create an OpenTelemetryCollector resource

AnOpenTelemetryCollector resource encapsulatesthe desired Collector configuration. Thisincludes
receivers, processors, exporters and routing logic.
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1. Create afilenamed opentelemetry-collector.yaml with the following content.

apiVersion: opentelemetry.io/vlbetal
kind: OpenTelemetryCollector
metadata:

name: opentelemetry
spec:

serviceAccount: image-puller

mode: deployment

envFrom:

- secretRef:
name: open-telemetry-collector

config:
receivers:
otlp:
protocols:
grpc:

endpoint: 0.0.0.0:4317

http:

endpoint: 0.0.0.0:4318

prometheus:
config:
scrape _configs:

- job _name: opentelemetry-collector
scrape_interval: 10s
static configs:

- targets:
- 0.0.0.0:8888
exporters:
debug: {}
nop: {}
otlp:

endpoint: http://suse-observability-otel-collector.suse-
observability.svc.cluster.local:4317
headers:
Authorization: "SUSEObservability ${env:API KEY}"
tls:
insecure: true

processors:
tail sampling:
decision wait: 10s
policies:
- name: rate-limited-composite
type: composite
composite:
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max_total spans per second: 500
policy order: [errors, slow-traces, rest]
composite sub policy:
- name: errors
type: status code
status_code:
status codes: [ERROR]
- name: slow-traces
type: latency
latency:
threshold ms: 1000
- name: rest
type: always sample
rate allocation:
- policy: errors

percent: 33
- policy: slow-traces
percent: 33
- policy: rest
percent: 34
resource:
attributes:

- key: k8s.cluster.name
action: upsert
value: local

- key: service.instance.id
from attribute: k8s.pod.uid
action: insert

filter/dropMissingK8sAttributes:
error_mode: ignore

traces:
span:
- resource.attributes["k8s.node.name"] == nil
- resource.attributes["k8s.pod.uid"] == nil
- resource.attributes["k8s.namespace.name"] == nil
- resource.attributes["k8s.pod.name"] == nil
connectors:
spanmetrics:

metrics expiration: 5m
namespace: otel span

routing/traces:

error_mode: ignore
table:
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- statement: route()
pipelines: [traces/sampling, traces/spanmetrics]

service:
pipelines:
traces:
receivers: [otlp]
processors: [filter/dropMissingK8sAttributes, resource]
exporters: [routing/traces]

traces/spanmetrics:
receivers: [routing/traces]
processors: []
exporters: [spanmetrics]

traces/sampling:
receivers: [routing/traces]
processors: [tail sampling]
exporters: [debug, otlp]

metrics:
receivers: [otlp, spanmetrics, prometheus]
processors: [resource]
exporters: [debug, otlp]
2. Customize the configuration to include any scrape jobs, processors, or routing logic required.
3. Apply the resource.
> kubectl apply \

- -namespace <SUSE OBSERVABILITY NAMESPACE> \
-f opentelemetry-collector.yaml

8.4.3 Configure Instrumentation, annotation, and verification

Thesestepsarethe sameasfor Section 8.3, “Path A: Use an existing Collector”. Follow Section 8.3.2, “Create
an Instrumentation custom resource” through Section 8.3.5, “Verify SUSE Observability UI”.

8.5 Common validation steps

e Collector readiness: Ensure the Collector isrunning and listening on the configured OTL P endpoint.

* |Instrumentation injection: Pod annotations should result in injected init containers or sidecars.
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* Telemetry export: In SUSE Observability, confirm that traces and metrics from your applications
appear alongside other monitored data.

® Resource enrichment: Kubernetes attributes (for example, k8s.pod.name and k8s.name-
space.name) help SUSE Observability correlate telemetry with topology.

8.6 Troubleshooting

Go auto-instrumentation silent or failing.

¢ Go auto-instrumentation (eBPF-based) may require kernel support, shareProcessName-
space: true, and (depending on the Operator version) privileged containers.

* Verify Operator version reguirements and feature gates.
® Ensure pod security settings allow eBPF.

e |f thisisnot possible, use manual SDK instrumentation.
No init container or injection not happening.

® Thismay be caused by atypo in the annotation, the wrong language annotation (for example,
inject-java vsinject-python), or the Instrumentation resource not being present
in the namespace at pod startup.

¢ Confirm that the annotation matches the intended language.
e Ensurethe Instrumentation resource existsin the pod namespace before pods are created.

® |f pods are aready running, redeploy them after creating Instrumentation.
Telemetry not reaching the Collector (exporter pointing to localhost).

® |nstrumentation defaults to http://localhost:4317 if spec.exporter.endpoint is
omitted. Telemetry is dropped or sent to a pod-local endpoint.

® Set spec.exporter.endpoint to the Collector Service FQDN (for example, http://

<collector-name>.<namespace>.svc.cluster.local:4318).

® Verify OTEL_EXPORTER OTLP ENDPOINT in the pod environment.
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Webhook or admission failed (TLS or cert errors).

® The Operator webhook rejects resources. Y ou can see error events for webhook certificates.
® Ensure cert-manager isinstalled.

® Ensure the chart values enable certificates (for example, admissionWebhooks. certMan-
ager.enabled: true), or enable auto-generated certificates per chart values.

® Check kubectl get validatingwebhookconfigurations and review the Operator
logs.

Image pull or permission issues.
® Theinit container failsto start due to image pull errors.

¢ Run kubectl describe pod andlook for ImagePullBackOff.

® Fix the image pull secrets and registry access.
Late annotations (Operator did not inject).
® The pod started before the Instrumentation resource existed.

® Delete and recreate the pod after the Instrumentation resource exists.

® Alternatively, add automation around re-initialization during rollout.
TLS to the Collector (secure OTLP).

e Your environment requires Instrumentation.spec.exporter.tls (MTLS or acustom
CA).

¢ Create a ConfigMap containing the CA bundle.

® Referenceit from Instrumentation.spec.exporter.tls.configMapName.
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A Cost estimation

The cost estimation is calculated for every chat interaction between the Open WebUI user and the Al
model with the following formula:

cost = (prompt tokens / 1000) * model prompt multiplier + (completion tokens / 1000) *
model completion multiplier

Each multiplier comes from the pricing. json file, which is structured in away that each model has a
multiplier for the prompt tokens and compl etion tokens.

If the cost estimation deviatesfrom the actual costs of your environment, you can cal culate new multipliers
and update your pricing.json.
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B Instrument applications with OpenLIT SDK

OpenLIT has a Python and a Typescript SDK available. The following procedures describe examples of
instrumentation, one for each language.

QT
For thefull list of configuration optionsfor OpenLIT SDKSs, check the upstream documentation
(https://docs.openlit.io/latest/sdk/configuration) .

B1 Instrumenting using Python OpenLIT SDK

1. Open termina and add a OpenLIT dependency.
> pip install openlit

2. Import OpenLIT and initialize it in your code, usually in the main entrypoint. Remember to adjust
the OpenTelemetry Protocol (OTLP) endpoint.

import openlit

openlit.init(otlp endpoint="http://otel-
collector.observability.svc.cluster.local:4318")

3. Withthiscodein place, you will start receiving telemetry datafrom the libraries currently supported
by OpenLIT. You can test it with Ollama by following this example:

import ollama
import openlit

openlit.init()
response = ollama.chat(model="'gemma:2b', messages=[

{'role': 'user', 'content': 'Why is the sky blue?'},

1)
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C Glossary

Air gap
A security measure where a computer network is physically isolated from unsecured networks, in-
cluding the public Internet.

Al, artificial intelligence
Refers to the simulation of human intelligence in machines that are designed to learn and solve
problems like humans. Enables computers to understand language, make decisions and improve
from experience.

Batch size
The number of samples processed simultaneously during model inference, affecting processing
speed and resource utilization.

BYOC, bring your own certificate
A practice allowing users to provide their own SSL/TLS certificates for securing communications
instead of using default or auto-generated ones.

CA, certification authority
An entity that issues digital certificatesto verify the identity of certificate holders and ensure secure
communications.

Chat template
A structured format for organizing conversations between usersand Al models, defining how system
prompts, user inputs, and Al responses are formatted and processed.

Context window
The maximum amount of text (tokens) that an Al model can process at once, including both the
input prompt and generated response.

Chain-of-thought (CoT) prompting
A prompting technique that guides Al models to break down complex problems into step-by-step
reasoning processes, improving response accuracy and transparency.

CRD, custom resource definitions
Extensions of the Kubernetes API that allow users to define custom resources and their controllers
in a Kubernetes cluster.
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CUDA, Compute Unified Device Architecture
NVIDIA’s parallel computing platform and programming model used to accelerate Al workloads
on GPU hardware.

Data leakage
The unintended exposure of sensitive information through Al model responses, potentially compro-
mising data security and privacy.

Embeddings
Numerical representations of data (text, images, etc.) in a high-dimensional space that capture se-
mantic relationships and enable Al models to process information effectively.

Fine-tuning
The process of further training apre-trained Al model on specific datato adapt it for particular tasks
or domains, improving its performance for targeted applications.

GenAl, generative Al

A type of artificial intelligence that can create new content such as text, images or music.

GPU, graphics processing unit
Specialized hardware designed for parallel processing. In Al applications, GPUs accelerate model
training and inference tasks.

Hallucination
An Al behavior where the model generates false or unsupported information that appears plausible
but has no basisin provided context or real facts.

Helm
A package manager for Kubernetes that helpsinstall and manage applications. Helm uses charts to
define, install and upgrade complex Kubernetes applications.

Helm chart
A packageformat for Kubernetes applicationsthat containsall resource definitions needed to deploy
and configure application workloads.

laC, infrastructure as code
The practice of managing and provisioning infrastructure through machine-readabl e definition files
rather than manual processes.

Inference
The process of using atrained Al model to make predictions or generate outputs based on new input
data.
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Kubernetes pods
The smallest deployable unitsin Kubernetes that can host one or more containers, sharing network-
ing and storage resources.

LLM, large language model
An advanced Al model trained on amounts of text data to understand and generate human-like text.
Can perform tasks like trand ation, summarization and answering questions.

Model weights
Thelearned parameters of an Al model that determine how it processesinputs and generates outputs.
These weights are adjusted during training to optimize model performance.

NLG, natural language generation
A process of automatically generating human-like text from structured data or other forms of input.
Designed to convert raw datainto coherent and meaningful language easily understood by humans.

NLU, natural language understanding
A process Al uses to analyze and understand the meaning of the input query.

NVIDIA GPU driver
Software that enables communication between the operating system and NVIDIA graphics hard-
ware, essential for GPU-accelerated Al workloads.

NVIDIA GPU Operator
A Kubernetes operator that automates the management of NVIDIA GPUsin container environments,
handling driver deployment, runtime configuration, and monitoring.

Ollama
An open source framework for running and serving Al modelslocally. Ollamasimplifiesthe process
of downloading, running and managing large language models.

OpenGL
A cross-platform API for rendering 2D and 3D graphics, commonly used in visualization applica-
tions and GPU-accelerated computing.

Prompt Engineering
The practice of crafting effective input queriesto Al modelsto obtain desired and accurate outputs.
Good prompt engineering helps prevent hallucinations and improves response quality.

Prompt injection
A security vulnerability where malicious inputs attempt to override or bypass an Al model’ s system
prompt or safety constraints.
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Quantization
A technique to reduce Al model size and computational requirements by converting model parame-
ters to lower precision formats while maintaining acceptable performance.

RAG, retrieval-augmented generation
A technique that enhances Al responses by retrieving relevant information from a knowledge base
before generating answers, improving accuracy and reducing hallucinations.

RBAC, role-based access control
A security model that restricts system access based on roles assigned to users, managing permissions
and authorization in Kubernetes clusters.

Semantic search
A search method using Al to understand the meaning and context of queriesrather than just matching
keywords, enabling more relevant results.

System prompt
Initial instructions given to an Al model that define its behavior, role and response parameters.
System prompts help maintain consistent and appropriate Al responses.

Temperature
A parameter controlling the randomnessin Al model outputs. Lower values produce more focused
and deterministic responses, while higher values increase creativity and variability.

Token
The basic unit of text processing in Al models, representing parts of words, characters or symbols.
Models process text by breaking it into tokens for analysis and generation.

Top-K
A parameter that limits token selection during text generation to the K most likely next tokens,

helping control output quality and relevance.

Top-P
Also known as nucleus sampling, a parameter that selects from the smallest set of tokens whose
cumulative probability exceeds P, providing dynamic control over text generation diversity.

Vector database
A specialized database designed to store and efficiently query high-dimensional vectors that repre-
sent datain Al applications, enabling similarity searches and semantic operations.
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Vector store
A specialized storage system optimized for managing and querying vector embeddings, essential
for semantic search and RAG implementationsin Al applications.

38



D Copyright

Copyright © 2026-2026-08-13 SUSE LLC and contributors. All rights reserved.

Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free
Documentation License, Version 1.2 or (at your option) version 1.3; with the Invariant section being this
copyright notice and license. A copy of the license version 1.2 is included in the section entitled 'GNU
Free Documentation License'.

For SUSE trademarks, see https://www.suse.com/company/legal/ 7. All third-party trademarks are the
property of their respective owners. Trademark symbols (®, ™ etc.) denote trademarks of SUSE and its
affiliates. Asterisks (*) denote third-party trademarks.

All information found in this book has been compiled with utmost attention to detail. However, this does
not guarantee complete accuracy. Neither SUSE LLC, its affiliates, the authors nor the translators shall be
held liable for possible errors or the consequences thereof.
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E GNU Free Documentation License

Copyright © 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA.. Everyoneis permitted to copy and distribute verbatim copies of thislicense document,
but changing it is not allowed.

E1 0. PREAMBLE

The purpose of this License isto make amanual, textbook, or other functional and useful document "free"
in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with or
without modifying it, either commercialy or non-commercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
maodifications made by others.

ThisLicenseisakind of "copyleft", which means that derivative works of the document must themselves
be free in the same sense. It complements the GNU General Public License, which is a copyleft license
designed for free software.

We have designed this License to use it for manuals for free software, because free software needs free
documentation: afree program should come with manuals providing the same freedoms that the software
does. But this License is not limited to software manuals; it can be used for any textual work, regardless
of subject matter or whether it is published as a printed book. We recommend this License principally for
works whose purpose isinstruction or reference.

E2 1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such a notice grants aworld-
wide, royalty-free license, unlimited in duration, to use that work under the conditions stated herein. The
"Document”, below, refers to any such manual or work. Any member of the public is alicensee, and is
addressed as "you". Y ou accept the license if you copy, modify or distribute the work in away requiring
permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or aportion of it, either
copied verbatim, or with modifications and/or translated into another language.
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A "Secondary Section” is a named appendix or a front-matter section of the Document that deals exclu-
sively with the relationship of the publishers or authors of the Document to the Document’ s overall subject
(or to related matters) and contains nothing that could fall directly within that overall subject. (Thus, if the
Document isin part a textbook of mathematics, a Secondary Section may not explain any mathematics.)
The relationship could be a matter of historical connection with the subject or with related matters, or of
legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The
Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent” copy of the Document means a machine-readable copy, represented in a format whose
specification isavailable to the general public, that is suitable for revising the document straightforwardly
with generic text editorsor (for images composed of pixels) generic paint programsor (for drawings) some
widely available drawing editor, and that is suitable for input to text formatters or for automatic translation
to a variety of formats suitable for input to text formatters. A copy made in an otherwise Transparent
file format whose markup, or absence of markup, has been arranged to thwart or discourage subsequent
modification by readersisnot Transparent. An image format is not Transparent if used for any substantial
amount of text. A copy that is not "Transparent” is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image for-
mats include PNG, XCF and JPG. Opaqgue formats include proprietary formats that can be read and edit-
ed only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of the
work’ stitle, preceding the beginning of the body of the text.
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A section "Entitled XY Z" means a named subunit of the Document whose title either is precisely XY Z or
contains XY Z in parenthesesfollowing text that trand ates XY Z in another language. (Here XY Z standsfor
aspecific section name mentioned below, such as"Acknowledgements’, "Dedications’, "Endorsements’,
or "History".) To "Preserve the Title" of such a section when you modify the Document means that it

remains a section "Entitled XY Z" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License applies
to the Document. These Warranty Disclaimers are considered to be included by referencein this License,
but only as regards disclaiming warranties: any other implication that these Warranty Disclaimers may
have is void and has no effect on the meaning of this License.

E3 2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or non-commercially,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. Y ou may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.

Y ou may also lend copies, under the same conditions stated above, and you may publicly display copies.

E4 3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document’s license notice requires Cover Texts, you must enclose
the copiesin coversthat carry, clearly and legibly, al these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. Y ou may add other material on the coversin addition. Copying with changes|imited
tothe covers, aslong asthey preservethetitle of the Document and satisfy these conditions, can be treated
as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many asfit reasonably) on the actual cover, and continue the rest onto adjacent pages.
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If you publish or distribute Opaque copies of the Document numbering more than 100, you must either in-
clude a machine-readable Transparent copy aong with each Opague copy, or statein or with each Opaque
copy a computer-network location from which the general network-using public has access to download
using public-standard network protocols a complete Transparent copy of the Document, free of added
material. If you use the latter option, you must take reasonably prudent steps, when you begin distribution
of Opaqgue copiesin quantity, to ensure that this Transparent copy will remain thus accessible at the stated
location until at least one year after the last time you distribute an Opaque copy (directly or through your
agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing
any large number of copies, to givethem achanceto provide you with an updated version of the Document.

E5 4. MODIFICATIONS

Y ou may copy and distribute aModified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

1. Useinthe Title Page (and on the covers, if any) atitle distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). Y ou may use the sametitle asapreviousversionif the origina publisher of that version
gives permission.

2. List onthe Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principa authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

3. State on the Title page the name of the publisher of the Modified Version, as the publisher.
4. Preserve all the copyright notices of the Document.
5. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

6. Include, immediately after the copyright notices, alicense notice giving the public permission to use
the Modified Version under the terms of this License, in the form shown in the Addendum below.

7. Preservein that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document’ s license notice.
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8. Include an unaltered copy of this License.

9. Preservethesection Entitled "History”, PreserveitsTitle, and addtoit anitem stating at |east thetitle,
year, new authors, and publisher of the Modified Version as given on the Title Page. If thereis no
section Entitled "History" in the Document, create one stating the title, year, authors, and publisher
of the Document as given on its Title Page, then add an item describing the Modified Version as
stated in the previous sentence.

10. Preservethe network location, if any, given in the Document for public accessto a Transparent copy
of the Document, and likewise the network |ocations given in the Document for previousversionsit
was based on. These may be placed in the "History" section. Y ou may omit a network location for
awork that was published at least four years before the Document itself, or if the original publisher
of the version it refers to gives permission.

11. For any section Entitled "Acknowledgements" or "Dedications’, Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.

12. Preserveall thelnvariant Sections of the Document, unaltered in their text and in their titles. Section
numbers or the equivalent are not considered part of the section titles.

13. Delete any section Entitled "Endorsements’. Such a section may not be included in the Modified
Version.

14. Do not retitle any existing section to be Entitled "Endorsements’ or to conflict in title with any
Invariant Section.

15. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary Sec-
tions and contain no material copied from the Document, you may at your option designate some or all
of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the Modified
Version’'slicense notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements’, provided it contains nothing but endorsements of your
Modified Version by various parties—for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as
a Back-Cover Text, to the end of the list of Cover Texts in the Maodified Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any
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one entity. If the Document already includes a cover text for the same cover, previously added by you or
by arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their names
for publicity for or to assert or imply endorsement of any Modified Version.

E6 5. COMBINING DOCUMENTS

Y ou may combine the Document with other documents released under this License, under the terms de-
fined in section 4 above for modified versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multipleidentical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but dif-
ferent contents, make the title of each such section unique by adding at the end of it, in parentheses, the
name of the original author or publisher of that section if known, or else a unique number. Make the same
adjustment to the section titlesin the list of Invariant Sectionsin the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled " Acknowledgements', and
any sections Entitled "Dedications’. Y ou must delete all sections Entitled "Endorsements”.

E7 6. COLLECTIONS OF DOCUMENTS

Y ou may make a collection consisting of the Document and other documents released under this License,
and replace the individual copies of this License in the various documents with a single copy that isin-
cluded in the collection, provided that you follow the rules of this License for verbatim copying of each
of the documentsin all other respects.

Y ou may extract asingle document from such acollection, and distributeit individually under thisLicense,
provided you insert a copy of thisLicenseinto the extracted document, and follow thisLicensein all other
respects regarding verbatim copying of that document.
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E8 7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or itsderivativeswith other separate and independent documents or works,
in or on avolume of a storage or distribution medium, is called an "aggregate” if the copyright resulting
from the compilation is not used to limit the legal rights of the compilation’s users beyond what the indi-
vidual works permit. When the Document is included in an aggregate, this License does not apply to the
other works in the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the Doc-
ument is less than one half of the entire aggregate, the Document’s Cover Texts may be placed on covers
that bracket the Document within the aggregate, or the electronic equivalent of coversif the Document is
in electronic form. Otherwise they must appear on printed covers that bracket the whole aggregate.

E9 8. TRANSLATION

Trangdlation is considered akind of modification, so you may distribute trand ations of the Document under
the terms of section 4. Replacing Invariant Sections with trandations requires special permission from
their copyright holders, but you may include translations of some or all Invariant Sections in addition to
the original versions of these Invariant Sections. You may include a trandation of this License, and all
the license notices in the Document, and any Warranty Disclaimers, provided that you also include the
original English version of this License and the original versions of those notices and disclaimers. In case
of adisagreement between the trand ation and the original version of thisLicense or anotice or disclaimer,
the original version will prevail.

If asectioninthe Document isEntitled " Acknowledgements®, "Dedications’, or "History", the requirement
(section 4) to Preserveits Title (section 1) will typically require changing the actual title.

E10 9. TERMINATION

Y ou may not copy, modify, sublicense, or distribute the Document except as expressly provided for under
this License. Any other attempt to copy, modify, sublicense or distribute the Document is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long as such parties remain
in full compliance.
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E11 1. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License
from timeto time. Such new versionswill be similar in spirit to the present version, but may differ in detail
to address new problems or concerns. See https://www.gnu.org/copyleft/ 2.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version” applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

E12 ADDENDUM: How to use this License for your
documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU

Free Documentation License".

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replacethe "with... Texts."" line

with this:;

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge those
two aternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend rel easing these examples
in parallel under your choice of free software license, such as the GNU General Public License, to permit
their usein free software.
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