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XY S IEBBIEEAR T ARINMECE SUSE Linux Enterprise Server, UREXZTRITIEIER
X Y-
BEHER, ®IPRFNIERMUSREIRE, TE2EEIBXNENMMENIE AR,
o5 PCI DSS — N EEARI O S I MIRIENAS
1. SRR LEE,

2. REHEENEEHTHAEEN: EER N RERER T AR,

@ ==: PCIDSS %EAHA
SUSE 7IRAFEANINE PIREIREE@ERVISE, UEMMIIESR2E5AM. NRKRExX
FIRERRRHITIEN, MBI ELHAIEmPEESNgE, XEE G
A ZARBMESENSIRBEEASIE. XEHFLARTEMANFERREEBE
faIs=fE, BANERE. AIEMSERIE MM ERBAR RN RIL,

1 f+4=& PCIDSS?

ZARITEER 2478 (PCI DSS) BHESERFIPR AN —EENR, ZINERSZIFNY
K 12 NERFFNARNEELR, MEWMEERE. FRIF. EPNEREERARSRALUBLIE
FRFTS R R T

PCIDSS H PCl ZetEIREER (SSC) FIEMLEP, ZIEEXH Visa. MasterCard. American
Express. Discover #1 JCB A A{EHARVIMEIIL, 2004 F 12 B&# T PCIDSS 1.0, BHIEH/E
ABRIBIRINTELE B RVERA. =#Fhiads PCI DSS 4.0 X%F 2022 £ 3 B,

MENHIFRENBS AR

1. 5317 "BX1: REAHEFIHAMSEE LURIPFRASIE"

2, £327T "BXK2 FEERAHNBNRZOSCHEMLZ2SHIRHERNAIAE"
RIFFFR A BRI

3. 337 "BXR3: FRIPFERIFRALZEE

4, 347 “BR4A WNEABBIAHME L EmpE R ASIEETINE"
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iR RERER
5. 35T “BX5: RIFFFERAREEENHNEG, HEMEMBHRESRETIER"
6. £3.6T “BXK6: AARHEIPL2RAGZNNARER"
SEHEF AR BT IH IRl BIHEbE
7. £3.77 "BXT7: REIEWAA R EFEEZAERRFF AR
8. $3.8T "EXS8: IRFIHRIENRFEAHMHRIIIR
9. 5397 “BXKI: REIXFEFALBIERIEE)
TE HA S R 4%
10. 553.107 “EK 10: RERA SN PSR RNEE -~ ASIERIFIE 1R
11. 553117 "X 11: TSR RANRIE
HIPE B RLHRER
12. 3127 “EX12: #PATREMBENAGEE L2 ERIRE"

PCI DSS IR ZHERIMEHMARIEFRN, AIEMBHFEIRFFARENATEENRE
o MTFHRALHE, BEFREARKIEE,

XEWRE, FEHHFEITAGSRENRLELZ2MSERSER, MERTFESER, Eib, AR
BV I RBENSEHE PCI DSS IRt EF =, FEH—THIT,

2 AXHENER. SRERFHEXIAGE

PCIDSS BV IFZ A EEB S FARIERX. EFHIFFESEBSRIFRSGEX, XHEF=
EERAXEREXNASE, MEERTAXMRERAERENSE, 2!

° RipRe
o IlaldE]
o BEEMSEEMRRN RS LR

UTEFREREBCEHERN: SUELENARER. $EEFRT, UNKABTIRERSSCE
EFURIZ. BAMS, AXEAIFMVICER 9 (FREIVIERR) MEXR 12 (4HPREK)
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3 EXiF4HiREA

THNETRBIRERSIREFX PCI DSS BIMEXERD#H1T T Bk,

3.1 EX1: REFHPHMSEE URIPFRADGE

APHEHNEREER IR, XEMEXRESENER, MPHAENEESSHETHE Ek
SR EH. PEICRNRE, HEFENSMEHNGEMEXE, NKLITEIEDMZIME. B
BXMIAIR. ZRIPHEBGEEIRS 2IME. WMELZ BIRRE TSN AR BB X E S HE &R,

B2 T & FABH ASEFIERERESLAS, SUSE Linux Enterprise Server iXB&EM T & T iptables B9 E#,
BAAiE. AU RAECE A NAFRENILG O _ EREZEET, £/ YaST BhAIEIRER, Fr kL
EXEEZFHFN, FIaniELk BRIEMURERE. XFEETURRMALAHAIBESE—
EEBRAREREMELS N B A AEIZ T,

BHEMS, EX 1HHRAERWT:

o RBIARLEBIARS TN
o IREILARZHIRE, UEBLERFENRE,

1.1.6.b IRFIAFHAR LIRS, hilHlxO; REREPEICR T SHRSHELINEE
IESESTEA XN BRAL LIZTHFMEIRSMIDIGHERESESENERP. F
BRHRXEANESRLZENEAIRSMNN. MRERAFREMARSTINN, BIHH*
TiHE, UTHRENBERERM. NiZFERASERISEEFRLERRS SN,

1.2.1.b BRI NUEFIH LR E R T IR AIFEASIBIFIR S BRI E,
ROZEEAIEANEE R AFHIERE. IR AFH RSN,
FEATRERIER T, & SSH SFIPI2RFIREI A ReeiEid MM EIRZEOiAR, mMAGEET—/
HIRMEZEORR. EXIRS 2IFHRERIFE L,
a0, BN EFHLL DNS EKEEZEO etho R1FARSE2E 10.0.0.1, EFMH:

> sudo firewall-cmd --permanent --direct --add-rule ipv4 filter OUTPUT 23 \

-d 10.0.0.1/32 -0 eth0® -p udp -m udp --dport 53 -j ACCEPT
> sudo firewall-cmd --reload

ZMEIEFAIEEMBIERE, B5W 1.2.1.c I EGIREELRTE M LEH H ISR E,
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1.2.1.c SR B IARIEL A Hith NitFI it S,
ELRRIE L — TR EX BEGISMERNPIE HIGF NI RE, HAREEREIETA
ZEsHTEeRA, BN XiRRIRS2RE A
) firewalld ERIAZPELEFRB NIERE,
ZFEIEFRBEHISRE, EFRMU TR :

> sudo firewall-cmd --permanent --direct --add-rule ipv4 filter OUTPUT 0 -m
conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT

> sudo firewall-cmd --permanent --direct --add-rule ipvé filter OUTPUT 0 -m
conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT

> sudo firewall-cmd --permanent --direct --add-rule ipv4 filter OUTPUT 99 -

j DROP

> sudo firewall-cmd --permanent --direct --add-rule ipvé filter OUTPUT 99 -

j DROP

> sudo firewall-cmd --reload

toh, ERILGEE TCP HEREFREXH /etc/hosts.deny FFERARSECE NILR
£,

TENAZSHESHIRINTED: NEHRIE XN B IERNSEEERREN
B¢ (5190 DMZ MEEXW) Z[ElREABHRERFI N BN RAEBIERBITAARNSR N
HERRE,

1.3.3 FHERA R B HahEsRAS MFHBE LE (SRR IP ik NI
£ SUSE Linux Enterprise Server A al@:id fif$75 U SCHE(A R B 18 5E

o £/ iptables ¥, XLEMMNIFREIEEZEOLIFEMUNTEN: ALUER
g B FRERMAE X AT @AYt =8l AR ERXEE XA BT A ER T e
ZICREBSPHBAER.

e Linux RERAERESIE: LHEsEFTRLEESIAEFNGENZEONGEES,
LtbINBETE SUSE Linux Enterprise Server FEVABE B, AIERAUTHSHREHEZA

K&
> cat /proc/sys/net/ipv4/conf/all/rp_filter

MRERBA, aLzRME 1,
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1.3.5X5tiF “BEILK EEH#EANMLSE.
firewalld @it iptables BREERE. RMASEF SRS HIMBRZOMEILA
EiE. RAATSERIMNEZEEXENEE,
B LAE X A PLE R SR EISM IR O, B, XMEXBATEEML LKL,
B, BAERE BB S REENE—ENENZE VBB REH T HIEX
ENEZABMERS FEENERENZ—ETEEHN DMZ W, AF, SUSE Linux
Enterprise Server &4 L BVE R A SR o] EEBhE e S8 RECE, THF B4,

1.3.7 FERKRFRINSGZEEZTLAMA P UL ABIES,
SUSE Linux Enterprise Server R4tiXr] e S8 28, KRB —MEONWRER RIS —
MEOLEWNS—1WLE, B UTEIMNBIEO L FER MR (NAT), XEERREILER
SMERAFFARER IP Hudlk, XFAMHUERBRIZR/ DM EE R B ITMEREENEREIRY
ER. BRI DRI ERZIEZD NI ENHE TR RIFREARER NAT,

3.2 EX2: FEFERENEANRZOSHMEMEZT2SHIRHEAIE
N

%% SUSE Linux Enterprise Server 5], BERABIRE—RREHOS, ZKEXSFERO
LHESR (cracklib ) RIBENFHERIRFIBWMANG AL, XEKE, MELECEEEFH
REHMARSE XL 2IET,

BXZERALTEMINEAEE, 1580 SUSE Linux Enterprise Server Security Guides

2.1 EMRPRERFZAIGARSECUBNEREEIAE, HERKNERARBERIRIANKR.
WGP RARSHNEEE R TR aMRENRT&NE, XEIERPTAI YRS
RAFEHIREMRAHZRIRREI, MUKREXHREGIFSHIIE, SUSE Linux
Enterprise Server WA B B AEBIRERIFNE KT M, BEFRILUHE—F M,
Bign, UTREMIEERRESIEX:

o FIANBRT, SNMP SFHREFNAIFEENBERAXE localhost, BE, FHIAB
HEXFRFEHRZN public, NIEESEMNGIEE Z BINUER,

o BUNBRT, BBEXH /etc/ssh/sshd config R sshd REFIHH TR
sshd SFIFEFHNELERLL EFILE. fl, EERRAALELHMARE 1 F=0O<

(PermitEmptyPasswords no)o
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E#—FIRE SSH T2, 580 PermitRootLogin i&E N no FKiEfEHE
89 root 418 (WIREA) o

AT LLEIE R AutoYaST BEE X EITRAALT R RBEXRINGE ., XIEFEETLL

& *R#TEY SUSE Linux Enterprise Server 3£f5l, # BB HABE ST ENEE, Al

LAfEF SUSE Manager SEHLILLIR B IS 2R BEifb. BXIFMER, BB https://
documentation.suse.com/suma/ 7 LE#J SUSE Manager 34,

ZRINBERTT, SUSE Linux Enterprise Server 78Ik root EEAF LIIMIE MK
Fo. /etc/passwd FEXT—LRHAKF, BXEKRFAREIE, FHLFEEZER, 0]
LUBIZIeE /etc/shadow MHHRIHNARIIEX—R,

£ /etc/shadow A, FETHIRTFEXHOL:

« BS () RAMREXFENOZL, FELEMEENIKS,
o BINS (! ) RREBERIKS, FAIREIMITETR, MARREREASHABRIAIE,

2.2 AFREZSAGHIERREIRE. BRIEITEEBBRFIAENREER, HF51TIARIE
RainEE—.
40 PCI DSS XHEFRFA, 1TIERHIR 2R UARERRIRERIREIE!

1. BEERZ 20 (CIS)
2. EFRTAELAEZR (1SO)
3. SysAdmin it R £ (SANS) the

4. EZEEFRIFERARRRE (NIST)
BT REBHIE PCIDSS X, REBUIMESEAKERZBISEEENXR, T, H
et FREL AT XERERMEER), HEHPEFE SUSE Linux Enterprise Server
Security Guide,

2.2.1 hEERS[|NER—DEEEE, UHLEEFERRLZEEAHNIIEER—SRS{LH
7. (N, MIEFRFRAVBRSS 28 L3HE Web BRS528. #XIEFERRSS 2840 DNS, )
EEEBNREARSS, AJLAER SUSE Linux Enterprise Server FEMiRI S MMM B 851L 5
& KVM. Xen. LXC # Docker,
A LUTE VMware ESX 8§ Microsoft Hyper-V 5 = 75 ML IR S5 28 _£i51T SUSE Linux
Enterprise Server SRSLI RS FRE.
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88 SUSE Linux Enterprise Server NEHETRY, FS .

o BEXEIMELMIEER, BB ISUSE Linux Enterprise Server Virtualization Guides

o BEXABUMIEE, BB SUSE Linux Enterprise Server Docker Open Source
Engine Guide,

2.2.2 NBHIEBBITRGFILHINRS. thiY. FIFEFRF.
IEMESER 1 FHEZFMEEREX . NATEEFEEAEFERZTSMINFNSENRS
(1.1.6.b IRFIAWFNA L LIRS, hiXHiKO,;, REEEPHEIERTBIRSHNLL
88) o PRFEMRXAHXIBRERFTLEBNFENNK, MR, BRBECRHEEER
AL LN BRSSP KA XL,
EARALLT systemctl i< ERAMEZREASKRS:

® > systemctl status SERVICE
® > sudo systemctl enable SERVICE

® > sudo systemctl disable SERVICE

B RG ERENFIERARS MEIRT, BERAMUTm<:

> systemctl list-unit-files --type=service

2.23.aEREIRE, MRERESPEICRHIET SHHAAEFRL2IRS. FHPEFHIMYE
ﬁélbﬂbo
EWNALZEHNRSFMTINIL LR, BFER VPN BEE (130 IPsec) o f#M VPN BFER]
PR LRSI mE, HBAERB SEERINEMIMERE . BIFER, VPN &
imm FRBEHIN AR S, BEREEEN—TRERIEE,
7% SUSE Linux Enterprise Server REiE= %<2, 18 SELinux 8¢ AppArmor, &
i, XEAEZRRIEE R ERXAEEERN,

* BX SELinux B9 E, 1B 0 SUSE Linux Enterprise Server Security Guide,
Chapter Configuring SELinux.

* B AppArmor 958, 8 SUSE Linux Enterprise Server Security Guide,
Part Confining Privileges with AppArmor,
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2.2.5.a EERFAGHSESHICERE, URKFAEREENTIEE (FIM4s, REhiERF. ITh
iE. FRR. XHREF) BREER
Linux AiZ@ EERFAAH. EEE—MZOME, RIEREHNRFIITHINEIARZIER
KINZRGHITH B, HlUl: SRIBRANN-REHINEMRIREIEF. AIUBAXHR
SRR B Linux ARZBIXX 4 RS2 85
MEBHNRIZIERNFIRBEBRRK, HPEEE/RAERANER, AZIERER D IFRFIER
MAERZE, UKBRHIEMEIINEE,
ERHIEINEIRIR, 15@Y /etc/modprobe.d BREEXLERIR, 0, IEEE
MBIRGHIBN RS T EERNIZIRIR floppy . IEREREIREIBMNAS L, FILE
LIEMNEZER: QIRESUTRENEEXH /etc/modprobe.d/00-disable-

modules.conf :

install floppy /bin/true

floppy BB R ZEHIIE RAM B ITHREIMNEM, FLk, BEER dracut FIHINE
BEEREREET initrd X (& NAME B %a] initrd B9R#R, ¥ KERNELVERSION
B YehsiTmZ)

> sudo /usr/bin/dracut --logfile /var/log/YaST2/mkinitrd.log --force /boot/
$initrd-NAME $KERNELVERSION

EFERFNAREFIERSERE, RARSHERT, MR FEINAREFNEESS
ZH, EEBEIRBFRXHER—ERB T Rt ARRIIEE: MREXHFEMFED RPM AR {+E
RN, EMZRMEEMEEMREEX .

2.3 fEFSRIMNERINEBFAE TR S EERAIE, A SSH. VPN 5 TLS FRAH#HTABEEIEN
FREY Web i) B B4 & AR
MZFREEEMSKIAR: ERNFERVIZE SSH UNRFER2ESNELREIRE.
BIEH RN RBEI LUBE ISR T EXMBERT, BN EESRESER AR ZIERIT
BERPEHITING, PILUEE TLS # X.509 IEBLRILL B AT,

3.3 EK3: RIPFMHENFRARE

ATGRAINAR LB AMSHIIEEHE. UTEXER:
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o FIRAMIESERRARRMEKS (PAN) FER.
o SMHIIEEIERE DN AIRSIS (PIN) F1-RIEIERS (CVC2)o

BFEASBIEMBHIIESIEZ BNEEEFNETET, EXNFAAFEFEEEMDRIEEIE. Mtz
T, PAN FHIRER I UFER, BMREITMZBEREE, URKGEIFRXLEFEAEIE,
BT EEFEASUBNSIRERIT A EERNAEASEER, A, Erh@Ed ARG Nk
&

o DBMS B LATEEIR R T R ER YIRS,
o E, AILUNELIEEX .

e SUSE Linux Enterprise Server X152 8IN%E, EIEEZAIMBENIBEEEEX, &
i, FEMNEEEN AN SIHRAENZEEN SR EX 3.4.1 Pb#HT 7 iF4EN
47

=Ho

3.4.1.a NREREENME, FHEEREHMEZHIIERIE, MRIEMMEXGRARIZIES
RS BBE—MEFIURERASHIGINHFRENNG (FliN, RERAZStREF P SRE
ES—RIMKERIHEI) KM,
PCI DSS SUEH R AR WINERNMEM T :  “@R/IMNZB G FEME YRR
RIPENIE, EULRIEEE S A TEMER R ABENEENIRE. 7
MEERNAEMS, £/ Linux i—ZFAIKE (LUKS)/dm-crypt SSIIEVIRIGE N AT 1
H—MERE, B ZERE A UG ERRINBREEREERNEGR,
Fith, REEFEANHRFIRMII—A ACL APRRIRHIFNESR., EFFSLER, FrENME
BRI B ERA—RER BN RIS AR IIES EHE X,
B LUKS BERLUARLLER: 519, MAEIERISEHFoiEHRERFERIMEA
A<,
LUKS B5e2 5 ZI SUSE Linux Enterprise Server 1, BILUET YaST EAEREIEHD
Xo
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3.41LcEEREHIERRE, MRIEABIRE LN RARIBERE T ICEFHEEMALEIIM

=

L O

9N 3.4.1.a MREAHBENE, BREREAFMRISMHIIERE, DIRIEMINZE MRS
ZiEIN PR S Bl —M S AHUEER S S M IIENGI AR BRG] (Bla0, FERZAMA
Pk SEES—ARHINEE R S0 FTIE) SEIBY. AR, LUKS/dm-crypt I2ftayE

BINZAILUR B IINE K, R e AR B e NRIRRE O < Kin Rl 7 iERYEX
o

3.4 EX4: WEABHNAHME LERFRASTERITNE

EEI AR EHIMEF AT ASREN AN X EHEHITME, BRERT, REIMINA
MMEFAERE. X, WhHEERERIASES UK FFF ABIEF RSSO R R,

4.1 B3 FR 2R EMEBRIFEASIERE, FRMMEBEMRZSMY (FIin
TLS. IPSEC. SSH %) fRIPXLEEIE, BEREEEIE: (1) (UEZUEHNEHIES; (2)
BRI RERAHEE; (3) MEEEESFRANNES .

11

WA SE R SRS B REE R G IR .
MFENNEFIHER, BEEER HTTPS X SL £ TLS iE#E. FH X.509 AHHE
PHITEMWIE, ZEPBE—ERE LEBIELRSFEREF BiHRNAB MG R
SUSE Linux Enterprise Server Bt 7 —48 7]t HTTPS E#EZ EIFRIFHIARSH TR, 5
W, SJLAE#EER Apache HTTP Server 883 stunnel (FEHAIERIEM TLS MNZETH
E) XM ERIP,
BILAEFE IPsec St VPN SARFRIFED A HMEERIIMEE 2 BIHERE. 0] LAE
FA X.509 AR RIPLEER, X TRASAR, TLUERAIERMAZNE (CA) KA
X.509 MEBHEZ UNIRERAEEH.
£ SUSE Linux Enterprise Server #1, AL EE@E strongSwan (— 1M ETF IPsec 89
VPN iR Z) 58T OpenVPN (FRABEEXZ2MIN) RARMEIX—=,
EEIRIRERS, BFER SSH, BXEE SSH MIRHEEREMNER, BE8NE31 T
“BER 1 REHEIFHMBREURIPFRASIE” M$E 3271 “EK2: FEFERM
MEARFOLSHNE ML ESHIRENINE -
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3.5 EXS5: RIFFMBERSREGENHNIRE, HEHEMR
SR NIERF

ERT5 PCIDSS MsE, FEMETEERENKR T, FIUERERMRSRGHEERMENE=
RSN, FIEEEMRE Linux 185, SUSE Linux Enterprise Server ikt 7 FFIRAIBA TR
&F5|% ClamAV,

ClamAV RIfZH—A B PRAVIATETNAE, S =Ar~mMELteEBRR. ALk, ClamAV FiHiR geR
HERREP,

5—7AE, BHTF ClamAV 2 SUSE Linux Enterprise Server BEMIEY, TERENRSZ2SHAIEI A
H—H%E, XEMATURHEELLENX, BhREEFBMIEE5E =7 mBEFERR
&5

WO

3.6 EK6: FAHMGIPLERFNNARRRF

LEIMERMFEE T E MBI L. XAEFIGITHEE, BT AXEEE. R
i, SUSE Linux Enterprise Server 12t 7 ZBENARAARTEHITA:

o M{HEIETEES Zypper & SUSE Linux Enterprise Server BI— Mg AT H, BREMARZIN
RESN, EREEMRMIHEE. M. REEMITHKEIXER, BEE—DBiENHIATL
TERGE, HEET —IEEBNEMER, ATHRERRSAL TSRS HEEEBHTE
BHR 2R,
zypper 2FfE SUSE Linux Enterprise Server Z&0A/MES, HAFIMZEETER
AR B EEE,

B Zypper BEE, 1S SUSE Linux Enterprise Server Administration Guide,
Chapter Managing Software with Command Line Tools, Section Using Zypper,

* SUSE #2f#7T SUSE Manager B F#I1TRAAEIR, ZIEFRET ARG EZRERALT
BHRE. TRt SUSE Linux Enterprise Server #1 Red Hat Enterprise Linux ik %
SNTEEIER, TARERRIMER, SEFENESNRAN SR EMRESUNEEN T
BHR2REEN, X—aikAE B,

B X SUSE Manager 958, 1580 SUSE Manager documentation page (https://

documentation.suse.com/suma/) 7,
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6.2.a EESR LT REMXNERIIGIE, URIEEEZENXT UTERENGRE: (1) T4
BAHEAXRER2HTEHN—TAAREXEHT; (2) TELHMREFEEA (FIN=1AR)
REMUBRENFRBEERAREHT.

BIRAFELEURIPRASL 2T, IBHITUTRE:

BRRMEREEE, UWREENHER:

> sudo zypper refresh
SAIGIER Zypper UM T XS :
s BRRRLENEELRLEBERER:
> zypper list-patches --category security --severity important

o WETLUEE CVE 8¢ SUSE Bugzilla RS, BIABERT, o< RIFIHHBENHT,
ERMETRERENHT, BEASHK --all:

> zypper list-patches --all --cve=CVE-2016-4957
o BYIHEBMNT VAT, 5EH patch-info F&p<:

> zypper patch-info SUSE-SLE-Product-SLES-15-SP3-2021-2126
o EXLEETEMNREFT, BEM patch Fip<:

> sudo zypper patch --category security --severity important

ZEEMNITER, BILUERPTE Zypper Fn<#ZHHM - -non-interactive £,
B Zypper WiFHEE, 1520 SUSE Linux Enterprise Server Administration Guide,

Chapter Managing Software with Command Line Tools, Section Using Zypper,

3.7 EXT: Rl XelhR EFENENFRASGE

IRERGHFRIERIRNE RN T, FHF, I PCIDSS EXXRHTLREEIE, thRkEFEHE
B HEMFRFZERIPRSH, SUSE Linux Enterprise Server ki T BB FIRHIFHFE R G XIHFA M
BII5IRIBIERE R Linux TA:

o BILAMERESRY Unix IRIRE B 5 ERY A P A R AREH AR,
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BEXBEENENEER, B2 SUSE Linux Enterprise Server Security Guide, Chapter

Access Control Lists in Linuxe

o —MNERTXHRFARE RENNGIZIFEZHEIFIR (ACL), ErRRHEERANERIS

1o SELinux BESSKIIEBNAAIRREN, HAIMIEHEERSED AFEENE RN
PRo SELinux A1 AppArmor REARSHHEEREA, ENIEZFRENRFRIFTEIHEE
HH WX B RS

* BX SELinux B8, 35E M SUSE Linux Enterprise Server Security Guide,
Chapter Configuring SELinux.

o X AppArmor BIE 8., 1S SUSE Linux Enterprise Server Security Guide,
Part Confining Privileges with AppArmor,

7.1.2 45 AR 1D BRI PRFR S B ITER ST F i R R (R A%

14

PR Unix RPRAF A F 14 ID 1R E Read. Write # Execution #5&. & others
3% world BEMATE X T AEEMMNGIFHENENEF IR, X7 —HMEeE
B EREFTHIEL N XA RAZRIIARIR,

ACL 1R T ENIMYPRFIZR S, BRERA— AR ID KBRS HANE, FAS— 1 EFR
ID I EFEEUA RN R, *FF4H ID A IR IR E,

fEF getfacl 1 setfacl &< (FEHI7E SUSE Linux Enterprise Server 89 acl %X
HaH) AIUEREAXXHRARR. FiW, EHXMAR wilber 10EMIEE /tmp/
test.txt XY ACL BR#I, BERITUAT @S

> getfacl /tmp/test.txt
# file: /tmp/test.txt
# owner: tux

# group: users
user::r--

group::r--

other::r--

> setfacl -m "u:wilber:rw" /tmp/test.txt
> getfacl /tmp/test.txt

# file: /tmp/test.txt

# owner: tux
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# group: users
user::rw-
user:wilber:r--
group::r--
mask::r--

other::r--

FAE Unix AR BIEFMBMH{L. XA ERLL EERITRIERERNAF EmREek
PITXERRF, LWIHAERHAEIANRAIE passwd TE, ©EEEK /etc/shadow F&E
EXAFO%.

E L EERE#H A NBRR RN T E GG ERIESTA, BERYT B’IEE. — 1
RINERY BIEENRAISH<SZE ping (BEEHHE iputils &)

ping EEMKAIX ICMPIP &, Altt, EFER CAP_NET RAW IHEEIZEN “B¥ER
W (+ep):

> sudo getcap /usr/bin/ping
/usr/bin/ping = cap_net raw+ep

A LAER RN B I0IEESR (PAM) SREBRFZE RIHAIESH]. SUSE Linux Enterprise
Server IR T ZMER, RFIERERNEL. ZNEHEIENHILIRHOEIERE (F190
NIS. LDAP = Active Directory) Fi&H,

BEXEENRAIFEAEE, 5B MW SUSE Linux Enterprise Server Security Guide,
Chapter Access Control Lists in Linuxo

3.8 ZEK8: IRAIHWIUER RGTAH AT

BRERT, MNERESAFPEENROEIEEURE—IRIRRT (UID) RIZFHIELITIFERSA
AERVARINIR, XA AR A SRR TN —ARSS[NFIHRGRINIR, & NEIERE
TF2IMI%FIHEE DBMS RFAHINR.
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GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA. Everyone is permitted to copy and distribute
verbatim copies of this license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document "free" in the sense of freedom: to assure everyone the effective
freedom to copy and redistribute it, with or without modifying it, either commercially or non-commercially. Secondarily, this License preserves for the author and
publisher a way to get credit for their work, while not being considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must themselves be free in the same sense. It complements the GNU General
Public License, which is a copyleft license designed for free software.

We have designed this License to use it for manuals for free software, because free software needs free documentation: a free program should come with manuals
providing the same freedoms that the software does. But this License is not limited to software manuals; it can be used for any textual work, regardless of subject matter
or whether it is published as a printed book. We recommend this License principally for works whose purpose is instruction or reference.
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1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the copyright holder saying it can be distributed under the terms of
this License. Such a notice grants a world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated herein. The "Document", below,
refers to any such manual or work. Any member of the public is a licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in
a way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either copied verbatim, or with modifications and/or translated into
another language.

A"Secondary Section" is a named appendix or a front-matter section of the Document that deals exclusively with the relationship of the publishers or authors of the
Document to the Document's overall subject (or to related matters) and contains nothing that could fall directly within that overall subject. (Thus, if the Document is in
part a textbook of mathematics, a Secondary Section may not explain any mathematics.) The relationship could be a matter of historical connection with the subject or
with related matters, or of legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of Invariant Sections, in the notice that says that the Document is
released under this License. If a section does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The Document may contain
zero Invariant Sections. If the Document does not identify any Invariant Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover Texts, in the notice that says that the Document is released under
this License. A Front-Cover Text may be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose specification is available to the general public, that is suitable
for revising the document straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or (for drawings) some widely available
drawing editor, and that is suitable for input to text formatters or for automatic translation to a variety of formats suitable for input to text formatters. A copy made

in an otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or discourage subsequent modification by readers is not
Transparent. An image format is not Transparent if used for any substantial amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input format, LaTeX input format, SGML or XML using a publicly
available DTD, and standard-conforming simple HTML, PostScript or PDF designed for human modification. Examples of transparent image formats include PNG,

XCF and JPG. Opaque formats include proprietary formats that can be read and edited only by proprietary word processors, SGML or XML for which the DTD and/or
processing tools are not generally available, and the machine-generated HTML, PostScript or PDF produced by some word processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed to hold, legibly, the material this License requires to appear

in the title page. For works in formats which do not have any title page as such, "Title Page" means the text near the most prominent appearance of the work's title,
preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or contains XYZ in parentheses following text that translates XYZ

in another language. (Here XYZ stands for a specific section name mentioned below, such as "Acknowledgements", "Dedications", "Endorsements", or "History".) To
"Preserve the Title" of such a section when you modify the Document means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License applies to the Document. These Warranty Disclaimers are considered
to be included by reference in this License, but only as regards disclaiming warranties: any other implication that these Warranty Disclaimers may have is void and has
no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or non-commercially, provided that this License, the copyright notices, and the license
notice saying this License applies to the Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this License. You may not
use technical measures to obstruct or control the reading or further copying of the copies you make or distribute. However, you may accept compensation in exchange
for copies. If you distribute a large enough number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document, numbering more than 100, and the Document's license notice
requires Cover Texts, you must enclose the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front cover, and Back-Cover
Texts on the back cover. Both covers must also clearly and legibly identify you as the publisher of these copies. The front cover must present the full title with all words
of the title equally prominent and visible. You may add other material on the covers in addition. Copying with changes limited to the covers, as long as they preserve the
title of the Document and satisfy these conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed (as many as fit reasonably) on the actual cover, and continue the
rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either include a machine-readable Transparent copy along with each
Opaque copy, or state in or with each Opaque copy a computer-network location from which the general network-using public has access to download using public-
standard network protocols a complete Transparent copy of the Document, free of added material. If you use the latter option, you must take reasonably prudent steps,
when you begin distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus accessible at the stated location until at least one year
after the last time you distribute an Opaque copy (directly or through your agents or retailers) of that edition to the public.
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Itis requested, but not required, that you contact the authors of the Document well before redistributing any large number of copies, to give them a chance to provide
you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and 3 above, provided that you release the Modified Version under
precisely this License, with the Modified Version filling the role of the Document, thus licensing distribution and modification of the Modified Version to whoever

possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Usein the Title Page (and on the covers, if any) a title distinct from that of the Document, and from those of previous versions (which should, if there were any,
be listed in the History section of the Document). You may use the same title as a previous version if the original publisher of that version gives permission.

B. Liston the Title Page, as authors, one or more persons or entities responsible for authorship of the modifications in the Modified Version, together with at least
five of the principal authors of the Document (all of its principal authors, if it has fewer than five), unless they release you from this requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.
D. Preserve all the copyright notices of the Document.
E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include,immediately after the copyright notices, a license notice giving the public permission to use the Modified Version under the terms of this License, in
the form shown in the Addendum below.

G. Preservein that license notice the full lists of Invariant Sections and required Cover Texts given in the Document's license notice.
H. Include an unaltered copy of this License.

I. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the title, year, new authors, and publisher of the Modified
Version as given on the Title Page. If there is no section Entitled "History" in the Document, create one stating the title, year, authors, and publisher of the
Document as given on its Title Page, then add an item describing the Modified Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy of the Document, and likewise the network locations
given in the Document for previous versions it was based on. These may be placed in the "History" section. You may omit a network location for a work that
was published at least four years before the Document itself, or if the original publisher of the version it refers to gives permission.

K. Forany section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section, and preserve in the section all the substance and tone of each

of the contributor acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles. Section numbers or the equivalent are not considered part of the

section titles.
M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified Version.
N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any Invariant Section.
0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary Sections and contain no material copied from the Document, you
may at your option designate some or all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the Modified Version's license notice.
These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your Modified Version by various parties--for example, statements of
peer review or that the text has been approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the
Modified Version. Only one passage of Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one entity. If the
Document already includes a cover text for the same cover, previously added by you or by arrangement made by the same entity you are acting on behalf of, you may
not add another; but you may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their names for publicity for or to assert or imply endorsement of any
Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms defined in section 4 above for modified versions, provided that you
include in the combination all of the Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of your combined work in its
license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections may be replaced with a single copy. If there are multiple
Invariant Sections with the same name but different contents, make the title of each such section unique by adding at the end of it, in parentheses, the name of the
original author or publisher of that section if known, or else a unique number. Make the same adjustment to the section titles in the list of Invariant Sections in the
license notice of the combined work.
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In the combination, you must combine any sections Entitled "History" in the various original documents, forming one section Entitled "History"; likewise combine any
sections Entitled "Acknowledgements", and any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this License, and replace the individual copies of this License in the various
documents with a single copy that is included in the collection, provided that you follow the rules of this License for verbatim copying of each of the documents in all
other respects.

You may extract a single document from such a collection, and distribute it individually under this License, provided you insert a copy of this License into the extracted

document, and follow this License in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or works, in or on a volume of a storage or distribution medium, is
called an "aggregate" if the copyright resulting from the compilation is not used to limit the legal rights of the compilation's users beyond what the individual works
permit. When the Document is included in an aggregate, this License does not apply to the other works in the aggregate which are not themselves derivative works of
the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the Document is less than one half of the entire aggregate, the
Document's Cover Texts may be placed on covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the Document is in electronic

form. Otherwise they must appear on printed covers that bracket the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document under the terms of section 4. Replacing Invariant Sections with
translations requires special permission from their copyright holders, but you may include translations of some or all Invariant Sections in addition to the original
versions of these Invariant Sections. You may include a translation of this License, and all the license notices in the Document, and any Warranty Disclaimers, provided
that you also include the original English version of this License and the original versions of those notices and disclaimers. In case of a disagreement between the
translation and the original version of this License or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the requirement (section 4) to Preserve its Title (section 1) will typically require

changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for under this License. Any other attempt to copy, modify, sublicense or
distribute the Document is void, and will automatically terminate your rights under this License. However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License from time to time. Such new versions will be similar in spirit to
the present version, but may differ in detail to address new problems or concerns. See https://www.gnu.org/copyleft/ 2.

Each version of the License is given a distinguishing version number. If the Document specifies that a particular numbered version of this License "or any later version"
applies to it, you have the option of following the terms and conditions either of that specified version or of any later version that has been published (not as a draft) by
the Free Software Foundation. If the Document does not specify a version number of this License, you may choose any version ever published (not as a draft) by the Free

Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the “with..Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge those two alternatives to suit the situation.

21 SAFFIT I EHER 2176 (PCI DSS) 155


https://www.gnu.org/copyleft/

If your document contains nontrivial examples of program code, we recommend releasing these examples in parallel under your choice of free software license, such as
the GNU General Public License, to permit their use in free software.
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