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11

12

c®E SUSE

Beatam

U8R 7T SUSE Linux Enterprise Server R4S RS, HTREE
—IMAM AR, SIS EHAER. 7Moo, URMEHIRAR
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1 Linux 32&fEN

Linux BSEE TR EREML S E, AIEREEN LANETENMEENEIMIFR, RAR
TFRF#HEREDN Linux RIZEM=E, UKRATHER (CPU. WE. B&1/0. MKE) B1F
BIRZIEHIZE (cgroup).

5 Xen # KVM i@ EBIMEERITREED Guest IR1ERAARRE, Linux RESHEHEZEFEREMN
BIERFAZ.

EARSENNE

o Kih: BRRENZRBSBTNAREFAENRAE, MEMINESEMEER

4o

o tHEE: BSMRMBESHRIERE, FASEMMEARIMEEL, ERZFHER,

o B2t EARKIUBNAREFRERBESEST, EESENAGNEREAHSD
o

o FREE: TILUGAIEHIBREMNR CPU. NTF. HE 1/0. WEENFAN (Bl

cgroup) o

o RiE: ARMEEAETNARFAZENFEVER. KBTS, FILATE
M EZ PN EN EFITHRNEE,

ARHERY
o RBHEZEFNALKNINIZ, FILAIAIERENIRHEBVRFERNAZARZS,
o £ Linux EH EReERUET Linux W BEF.

o RERIRIETERARLEN (Fli0 AMD64/Intel 64 3 AArch64) BI—i#&Isct, FHit,
MBERRBAEMAT, 79 AMD64/Intel 64 BRI A 2: R AETE AMD64/Intel 64 R4+
WM LEIB17,

o RBASHALLERBINBRITSHBINHER S, RENEAREMEURTENR
%, BRIAFLUET AppArmor 3¢ SELinux BCE X4 RRIPB LN BIEF, BR2
ZEMNLINEENETHERBSEMEMFN BEF T2 T AN,
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1.1 Podman WEE M E N

R% Docker FFR5 | Z 2B FAIBMUSTIASRIURITRRS R, BEEEZMBER Podman 8]
LIBEZE Docker, B% Podman BIF4EE, iB8WE 147 “Podman " . xEES
BENBEEMS, UNCIERSIMEHFER Podman FiETRSSHNEARIIIE,

EHAKH Podman TIEFRIENT:
Comn o mme | omen || mmee | s |

ERMITENRERSFETRREE I RUTIE:
1. IREAREG, HEARRFENEMERHRINE ST EN.
2. Bl —> Dockerfile, HERAERETERRENE—BEEXRE,
3. ARG — TS E .

Bn188, REBE— MG, REESETNAREFFBHNEIBMKII, 550, SLEBCI-
Base BUR B 21&FE TRV ERH B SLE R1TEMS.

RERTUMEFIARIZE, BROENAREFEBEXMTIMERIERIET. B, X%
HIERT, FRNANERMEENAIT. BERMRGEERT, HIEN, ERUEMREH
Ehitl,

REEA U ERERMEGERIZITRSS, EEAMENETERRET HOEBE X BEGIER,
HEXMEGRILUETE SN ENARER. RS3H. RSFNSHR.

EARRGI EEXRGE R LUBEFRE “EMR" NIRMREFERS. PRIFEAMRIEE 7 2M

&=, BN Podman M openSUSE (https://registry.opensuse.org) # #l Docker Hub (https://
docker.io) 7 ARG, REERUFNIRINERMRE, B Podman FIUEHEBE
X &Y B iR BN E AN IR,

EMEBEXME, HAIE—EHR Containerfile 3 Dockerfile BFHX Y, HbE
BHEE<L, 590, Dockerfile AINBERATEMRANMG. REMENARER. 1THRE

MmO, BT <LEFNES.
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https://registry.opensuse.org
https://docker.io
https://docker.io

HENMR{E 3

B X Rk 2

BEXBR{ER

EZRIR{R

EAMXA UETFTEARGWERE, MERIUETBEEXMREWERE, EHILERTUEERZS
TRARBRG, BXIFAER, BEEE 197 CIEEHEXEHEMRE o

2 ATWEMGRNEESSENIA

TEFMAMEFETIERE (Open Build Service (https://openbuildservice.org) 2 Bg4M) #EES
£ SUSE Linux Enterprise Server Containers &R/, &R LITE SUSE Customer Center
(https://scc.suse.com/packages) 7 B Containers {EIRHPEFTEHNINEETIR.

2.1 SUSE Fftk

https://registry.suse.com 7 & SLE BEXRRR[BIRGNE ARIF. HPEEFELSNL. &
FAIAERY SLE EARR 2R, SUSE EMRPHNMEIRESTEIAERE, UEEEHNE
8. SUSEFMRM Web AR REFIHT —E ST ARG: BEXRB[MR. FLHELD 2
%&. NAEFALEME. SUSE Linux Enterprise Server Y&, UKRFABEZ—RRZIFRRZAS,
ZWeb AR RAEXRETESNREGNEMES, SFAMBAMR. RGN, K BGEHEL
PR R BYER B,
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https://scc.suse.com/packages
https://registry.suse.com

2.2 Docker

Docker R TFEIEMERARRNASL, HiZOE Docker FHES|Z (https://github.com/
moby/moby) 7, XE—MWREHEMMERSR, JEESEN LRNETZINE
2%, Docker B8 AJ LU Dockerfile #9312,

2.3 Podman

Podman (https://podman.io) # &7 Pod Manager TR, ER— "N ETIFEFINASS

5%, BFE Linux RAELFA. BIEMIETT Open Container Initiative (OCI) (https://
opencontainers.org/about/overview/) 2 Ras, TJLIEIZEUL Docker, Podman @#EZRE T
SLES fY&28E1THY. B X Podman NEENE, 5EWE 147 “Podman #1547 ,

2.4 Buildah

Buildah (https://buildah.io) 72 BT OC| BEEMEHSLAER. B2 Podman B%h 7
TE, £+, podman build &5<{# M Buildah RHUITESMUSHDEE, &B) Buildah, &a]
WUMETFIE. ETIMAEBERLUR R Dockerfile R1932M &, /A Buildah <7 TEMET
OCI EEHAR (%0 containers/image # containers/storage) ¥/ OCI B&E
Brli%iEa, FALLRILE Docker FHRS IR IRHIETT, AXRREMMEA Buildah IER, &S
M5 18 % “Buildah #E1R”

2.5 skopeo

skopeo (https://github.com/containers/skopeo) 7 @— 1@< ITHAIER, BTEE. K&
ABIRGENEEEEHNEHEZ., EATRERESAMARIMRPNBR[MEGTE,
TR LUERRNEEG IR 2 B2 I A 25M%, skopeo B 7E SUSE Linux Enterprise Server £
Basesystem Module 1,
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https://github.com/moby/moby
https://github.com/moby/moby
https://podman.io
https://opencontainers.org/about/overview/
https://opencontainers.org/about/overview/
https://buildah.io
https://github.com/containers/skopeo

2.6 Helm

Helm (https://helm.sh) 72 @ Kubernetes X4 B E1228, ©FHERTE Kubernetes 5%
HERR U ARFNELTE, Helm AJATFE Kubernetes IR RE. EMMEREEWL
RMATER. EXRTLUEXENZIR, WEE. FEES. 5Ii, AILUFEREREE RMT RS
22 (BXEEE, B8R RMT XY (https://documentation.suse.com/sles/15-SP4/single-
html/SLES-rmt/index.html#sec-rmt-deploy-kubernetes) #) o

2.7 Distribution

Distribution (https://github.com/distribution/distribution) # 2—MFRAEM RS, B
TiEd OCl R AFEFEN D A BRI ER, ENWERMIEIMRBRAENEITERT AT
RIRH T BE. R AEMRIEM, Distribution XA L iEE Docker Hub, {BREEFHGE
R EMER (https://docs.docker.com/registry/recipes/mirror/#gotcha) 2,

2.8 Open Build Service

Open Build Service (OBS) (https://openbuildservice.org) 7 1Z{HAFHERITEHE

RPM B8 (BIEFANSEEN) HREREMIEN, OBS &8k (https://
registry.opensuse.org) 7 {Eft i OBS #32MFTE RaIRGRANFMT IR, HIMTHIGIRER
ENEEAHIMER G L. ER LURIBRIE R KIEEX OBS openSUSE A28 EIRR (https://
build.opensuse.org/image_templates) 7, XZRIEEECHNBENZRERNGE. EAILL
5 Dockerfile @it Docker TEMIMBMGHE R ZME, WAL KIWI NG BR{EAE
FRIR T 28 MK FHIRFT R IRIR

A& (https://openbuildservice.org/2018/05/09/container-building-and-

distribution/) 72 AR T H X INMEITE OBS EAERIRAVIER,

SUSE A28BMEHT A SLE BAR MUK (SLEBCI), BEIRNENEARRME. hitps://
build.opensuse.org 7 ERIBALXLEME, OBS LIRMHA RPM 5FH SUSE Linux Enterprise
Server —&#843 93 & H RPM HARE2ME, XEBKRETATE https://build.opensuse.org 2 £
B RRME,

BXSLEBCIRVIFAER, BBME 47 8 SLE EREHERET -
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https://helm.sh
https://documentation.suse.com/sles/15-SP4/single-html/SLES-rmt/index.html#sec-rmt-deploy-kubernetes
https://documentation.suse.com/sles/15-SP4/single-html/SLES-rmt/index.html#sec-rmt-deploy-kubernetes
https://github.com/distribution/distribution
https://docs.docker.com/registry/recipes/mirror/#gotcha
https://docs.docker.com/registry/recipes/mirror/#gotcha
https://openbuildservice.org
https://registry.opensuse.org
https://registry.opensuse.org
https://build.opensuse.org/image_templates
https://build.opensuse.org/image_templates
https://openbuildservice.org/2018/05/09/container-building-and-distribution/
https://openbuildservice.org/2018/05/09/container-building-and-distribution/
https://build.opensuse.org
https://build.opensuse.org
https://build.opensuse.org

2.9 KIWING

KIWI (https://github.com/OSInside/kiwi) # Next Generation (KIWI NG) @—#h B T2
NZIhEET R, FRERIER. BIMEE 1SO MG U EMWIARE 250, KIWI NG ErHaEEd
PXE 5§ Vagrant 25| S8R, KIWING FHFEMZEERZME XML %R, X2—1 &
& config.xml 3 config. kiwi X UNMMIAHEELHIENE R, FH KIWI NG SIZEMER
WidiERTE B, FEERMAFRRE, BEIBIEMENTAEEREERENH
config.xml 21, FJLUERA config.sh # images. sh filds B E MiZM (&,

Q s

BEIE KIWING (HAiMRZE 9.20.9) SEABEFNIBMA (7T.xx HERIRDS, IE
FFIBAR KIWI (https://documentation.suse.com/kiwi/) 2) AKX 53

BXIARE KIWING UINRERERDEMERIER, BESR KIWING 321% (https://
osinside.github.io/kiwi/) 2, KIWI NG GitHub f7ZE (https://github.com/OSInside/kiwi-

descriptions) 2 LRt T —RIIRFIBREGIER,

KIWING FATURM T A ZTANBEXER. EihEFMIT, 15X kiwi-man-pages fF
128

3 SLE BRBF[MREREIT

SLE EAA 2504 (SLE BCI) &7F SLES 15 BUfFREIMRE, AIRTHA. HMENEZNAIE
FFo SLE BCl BEREFHAEE:

* &M SLE BCl I TWEBEX A RREMNEEBEN AT,
o F&MERK SLE BCI AL ERIZES A ANEEN BiEFRHEBRNIFR,

SUSE 7S (https://registry.suse.com) 2 gt T SLE ARG, HPREEEL MR
*ﬂ@?ﬁﬂ’] SLE BEARAFRIRER, SUSE FMRAPIFIEIMSEHERN—MEFEE, HENIREGE

BRI AREFHEE, SUSE EMERMN Web BFREYIE T —ZH T B %R, BX SUSE
&ﬂﬂ%%ﬁ’ﬂn B, BEBRE 217 “SUSEEMER" o
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https://github.com/OSInside/kiwi
https://documentation.suse.com/kiwi/
https://osinside.github.io/kiwi/
https://osinside.github.io/kiwi/
https://github.com/OSInside/kiwi-descriptions
https://github.com/OSInside/kiwi-descriptions
https://registry.suse.com

SUSE ‘EMERFRY SLE BEARRESIWEIL 2 EH, HIREE SUSE ZHFtRIR, BRXEZFT
YFEAER, BERE 227 “FREENZEES

3.1 AR SLE B A28

SLEBCIHZtT—1TF A, BTRIEET SLES WEEXABRMEMAIEEN ANERUN AT
FF. SLEBCI B 5 SLES HHERAIFM B a5 EHA. SLE_BCI 15 SP3 1 SP4 fi#7FE (SLE
fBFERFE) {8 SLE BCI 8EB%IA1R] 4000 MEFF AMD64/Intel 64, AArch64. POWER #1
IBM Z (A REMHREE, EEEFHRGEEE SUSE NRERIEHESHRSHIT, MU
FIPS I EEH EiT1TE, BRMIKTTS FIPS #15E. Rtz 9, SUSE XA L@ SUSE 1T
&9 SLE BCl {2504,

Zet
SLE_BCI| ffzEFHNES MR EER LT L2™H1t, SLEBCI ZH5 SUSE Linux Enterprise
Server tH[ERY CVE BN, FrEAIMAEE KRR ED B FHr4AZ I8y CVE T1E
(https://www.suse.com/security/cve/) 2 L OVAL 1 CVRF #iEMIF.R A%, NHRRMHELN
HHNRe, FIER2MEIE[MMA Notary vl. Podman B9 GPG &% # Sigstore Cosign
HITEE,

CIESKS
AT SLE BCI EF SLES, FItE{IEEHRAINNREMEMRERIE, KIUF
SLES, SLE BCI BJLUBIS P EHFRKIRT bug BE. BAMZ 24T,

TEMERK
SLE BCI §1EA hub.docker.com ERRITAR SRR U EZE AT, & LUER@EA
SLE BCI RERENIA T EREIZBE X BERRER, MALHER SLE BCl Ai9ERZEKL
R REF R EEMAFAEN T,

BHnk
SLE BZAZAIZERA EULA (https://www.suse.com/de-de/licensing/eula/#bci) # &k
WRTN, ERIUENAETF SLE EAB RGN BEE X B EEME,
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https://www.suse.com/security/cve/
https://www.suse.com/security/cve/
https://www.suse.com/de-de/licensing/eula/#bci

32 E=ETE
e SLE BCI 5 SLES 2%, EXFITHAMNAEITMS %,
o WEHNIRIERSLL FIPS R iz17HS, SLE BCI £BnhLL FIPS #FAERIE1T,

* 84 SLE BCI #8E2& RPM #uiEE, HELLrILIE IR BRGNS, EEILIER RPM £
FERAE AR L EXHFTERN RPM RGBS EMRT. XEIUBRASBREFETZTIE
MR RN B ERFRNF .

* FE SLE BCI (8% Zypper B9 SLE BCI B&5h) #BFIH container-suseconnect AR
%o ALk, EEFEMAY SLES N EBITHBE 2RI LAAIRISEEEM SLES fEFE. SEER
51T Zypper = BE&EA container-suseconnect, ZIRSSIFIEHRY SLES &7FE
FRMEIEESITNASRF, 2R EMAY SLES EHELIE SLES EHN L, ZRSFHITEM
B, BXEZER, BENE 1127 “¥ container-suseconnect 5 SLE BCI fig &1
B’ .

Q) 'x&: SLE_BCIfiEE
81 SLE IR55 888 —1 SLE_BCI 7, XEMkE, BT SP4 Y SLE BCI RILLIAIR]
SP4 By SLE_BCI 577, FrEET SP5 Y SLE BCI rJLAfEFR SP5 Y SLE_BCI {75,
KILEHE, B SLE_BCI FER SRR, 5IRMEIER. REREF (84 YasST) .
SEIFENBREERER (fI30 KVM 0 Xen) ZIMIEMETE SLE REE.

Q iiE: EREKHTGE
9N3R SLE_BCI fEFERNESEFIHRVARMT €, EALURENMmMEsE. AR SUSE
ERP O LIERINEEIER. @A AT LUBETE Bugzilla (https://bugzilla.suse.com/
enter_bug.cgi?product=SUSE%20Linux%20Enterprise%20Base%20Container
%20Images) 2 HEIEEERIEREIEIREE,

4 B SLE EXRA2E0%

B SLEBCI BT, ST ERMREFENNHEREMERERLD, MEHRIEKX/N. @
F3 SLE BCl BEMZ B E X BB REREM, SBERERERHITE.
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SUSE #2187 LUT /L@ SLE BCI SRIEAERE BArsk A IELIE B E X BUEHIER: BCI-

Base. BCI-Minimal. BCI-Micro #1 BCI-BusyBox, XtERR&Z @MY SLES Eiti, FHE]
AR E B S NN AR L. FIEMEGAS RPM BUEE (BMERENMEAEE RPM
REEEER) , ZIEETRTREMEPES N XENREF. SMREGEEE SLESIEPRH K
B, BEENMBREFAILIETZS K BFERRFAINERRIRLE TLS &%,

T&REZER T SLE BCl-Base. SLE BCI-Minimal. SLE BCI-Micro #1 SLE BCI-BusyBox Z[g]
NES.

|1 ZFFERE
ThiE SLE BCI-Base SLE BCI- SLE BCI-Micro SLE BCI-
Minimal BusyBox
glibc v v v v
CAIEH v v v v
rpm HREE v v v v
coreutils v v v busybox
bash v v v X
rom (Z##IX v v X X
%)
zypper v X X X

4.1 SLE BCl-Base #1 SLE BCI-Init: EE R E M4

SLE BCI-Base i Zypper B @ BRI M %2509 SLE_BCI fE1FE, XiF, TERLULEE
EEPRENRGEHENEREEEX MG, ZMENRRETEXR)N. ERRANER SLE
BCI, ALLER—ERRIEMNIPBIEIEIL,

79 SLE BCI-Init BY SLE BCI-Base TIARFARE T systemd, EHEEHT systemd EEIEaS
hEEIRSHAZES, SLE BCl-Init ARG ARG R,
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© ==: 55 SLE BCl-init 5 Docker B2 & £ F3
& SLE BCl-init 8285 Docker Ee&ERR, AR TS 8EMF systemd EH 28
FIE s TE:

> docker run -ti --tmpfs /run -v /sys/fs/cgroup:/sys/fs/cgroup:rw --
cgroupns=host registry.suse.com/bci/bci-init:latest

BIEXARRS, BERAUTHL!

> docker kill -s SIGRTMIN+3 CONTAINER ID

4.2 SLE BCI-Minimal: FFE Zypper B

X5 SLE BCl-Base M&RUFE Bk ds, SLE BCI-Minimal R4 Zypper, FiZHFPZRET RPM
RGEOEER. XEMKBRNT ZBEHNADN. B2, R/ RPM AIULRENERRGE, B
TR Z I EFEN B e RFITET Y #F, FItk, SLE BCI-Minimal BURETERTOIREHER
23, AEERBPLEMEN RPM BB, REETUREMBIKEIN, BEEF T
FRATX LRI, i, REINEAXMAE, ANERESHHE.

4.3 SLE BCI-Micro: EEZFEEFHS T HFISHEY

ItEBRRZEMTF SLE BCI-Minimal, {EXAEE RPM R4S EIEE, ZMENETERGIZIEE
I RV B TE Z N BRI HA R E BV ER S T I . T SBEEE T AN AT UIERS
IR R E MR, FLIFRITEINNERZAZTHRY 7TRE KB, HERFEIMND
ZITRIER (5190 Python 3% Ruby) BY, 7 M SLE BCI-Micro MUEREPEIE,

4.4 SLE BCI-BusyBox: FTZE&/\WMERBTE GPLV3 ZANET

FAF SLE BCI-Micro, SLE BCI-BusyBox UG fiFREANITE, B, XETHARZH
BusyBox B, HIFRRRILUE—FR/NA/N. LI, ZIREREE GPLV3 RAXAYER
%, FERIZMEEY, &3 BusyBox TEAH GNU Coreutils Z[lfFE—EES, Fit, $XE
FA GNU Coreutils WA SRS BRI g R B3 &8 A R AT BusyBox.
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45 KEKN

LUTFSIREM TS SLE BCl AR KIMEESE, 5i1cE, RENKFEMEEMLITHE,
e SLE BCI-Base ~94 MB
e SLE BCI-Minimal ~42 MB
e SLE BCI-Micro~26 MB

e SLE BCI-BusyBox ~14 MB

5 &/ SUSE ZMRFHIKEIIRS B FadaR &

registry.suse.com/ 7 _HRET KEIIRS BKHE (LTSS) ZESBR(G, BiSimAlEmILRARm
18, 1EBFHREER LTSS ST,

LTSRS BT SUSE MR, A7 AR T4 LTSS ARG, MBI
B,

ERENAKRSEMINEE

NREBATHEIEITERNENRSEEI AR LTSS BBZREGFAFRIEMRITIEM,
BAZA LUERENBERE R RERIEMR.
X /etc/zypp/credentials.d/SCCcredentials FEETHARZNOS, XEH
PRI ERESS LR EMRN TV AFRRITH T BNERSSE. EaIUERXESHEIE
W T RER SUSE FMER (BTE echo S RIFRARS TG, LUBRIESHEILE
FRERISMRAEIERT) -

> set +0 history

> echo PASSWORD | podman login -u USERNAME --password-stdin

registry.suse.com
> set -0 history

{EA g JhAY SUSE Customer Center ;£S5
MR FN ARG FRTE SUSE Customer Center HEA, &R LUMERBRAY SUSE Customer
Center ;FMIRERFMER, WWTFA:

> set +o0 history
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registry.suse.com/

> echo SCC REGISTRATION CODE | podman login -u "regcode" --password-stdin
registry.suse.com

> set -0 history
=GR AFP SR AEFEFERE regcode, SCC REGISTRATION CODE MJZM SUSE 3£
EXRY SRR AR AR,
EAARRE ST
TR P] UMERABLRRGE S R EIERER SUSE JEMEKR, SNTFR:
> set +0 history
> echo SCC_MIRRORING PASSWORD | podman login -u "SCC MIRRORING USER" --

password-stdin registry.suse.com
> set -0 history

XS FRILL R RANIRERFEIINN, 825 SUSE EMRPIEHEMREERX
BT, BMRILAERENR, RIFXBTERRGEMR.

6 FFA&MHt% SLE ERRZMER

FF & 3% SLE BCI #9328 7E SLE BCl-Base FVEMZ £. SN 2IMEHI™ Zypper MR ZERY
SLE BCI &7, Itsh, SN MGESETERECESHETHMENSENBEFNRERL
H, HH O FIH[AMERRETE, UNRRETESNRGEEIES

TEHHR T SUSE JEMFE (https://registry.suse.com) 7 R EAYFF & 3% SLE BCl,

python
BEMT tag LUKz pip3. curl. git TEHH python3 k7,

node
B tag. npm # git B9 nodejs hras, FILAERA npm install -g yarn i< %i
yarn RE-aEIER,

Wi

openjdk
B&EFMY OpenJDK iz17HY, ETERTIBE Java NAERF.

openjdk-devel
%7 OpenJDK iBfTEtZ 9, T EHE OpenJDK IFAERD . FHANDOSR jshell 4h5%,
A= Bash,
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https://registry.suse.com

ruby
BT Ruby 2.5 BfREFRIFE, BEMT ruby. gem F bundler LR git # curl,

rust

BEMT Rust 4mi%28H0 Cargo 4B E1E2S,

golang
FERf tag FPFEERY go IRiFERhRAS,

dotnet-runtime
B2 Microsoft B9 .NET iz{TBI#] Microsoft .NET &2,

dotnet-aspnet
B&RT Microsoft B9 ASP.NET iz17B3#] Microsoft .NET 7%,

dotnet-sdk
BEMT Microsoft BY .NET #1 ASP.NET SDK, LUK Microsoft .NET {75,

php
B&Rt tag HFIERERY PHP hivZs,

7 NATER SLE EAR2SiE:

RIFAFERF SLE BCI @ETF SLE BCl A 2ME, HPESIFENNBIER, U0 PostgreSQL %X
EEM Performance Co-Pilot (RAELKMEEDTITEB) . NMATER SLE BCI £ SUSE JHffE:
(https://registry.suse.com/#apps) 7 B9%E|JE8 5 iR,

8 X7 SLE BEARFHFMREFFIRSHEZR A

PREARIRG UM ELIFRE B 23R B ai#l AL NI ATIR , SUSE FAENHRMZR. It
SR A7 registry.suse.com (https://registry.suse.com) 7 Bk EER. 1o, BB
com.suse.supportlevel IFZERIETRENBRIRNEES N FRATNG RS, AILUER
skopeo 1 jq SLRAERFEFRSE SLE BCI BURES, WTFFAIR:

> skopeo inspect docker://registry.suse.com/bci/bci-micro:15.4 | jq

'.Labels["com.suse.supportlevel"]'
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https://registry.suse.com/#apps
https://registry.suse.com

"techpreview"

> skopeo inspect docker://registry.suse.com/bci/bci-base:15.4 | jq
'.Labels["com.suse.supportlevel"]"'
Il'l-3ll

Z EERIRAGIF, bei-micro B2EMEAHAT com. suse. supportlevel FF&IEE N
techpreview, RRZMENDEFEARTNEIRES. HHEEZ T, bci-base BEsMGNERS
2/ L3 X#F, 518/ SLE BCI RE, FA&H% SLE BCl oJRERETE SLES DA EHHEmE
HA: REAENAESHREEBIRIESIF, FAHE SLEBCI MZXiF. 52, #MhRAH SLE
BCl (B OCI#Ri2&T) BIRESRTE SLES Service Pack VA EAEIN A, MIAMAAERZT
¥, 1BiIAIA) https://suse.com/lifecycle 7 FEHRXARBREENZT T

O ==
SLE EAABNRGIEEZFAPERERABEH. MREKEXMER, EFRIWEIER
pp3I

9 SLE EXRAZFIEIRZ
SLE BCl AB U THRE,

com.suse.eula
#r~ SUSE EULA BYBf—E8 & F T B 255,

com.suse.re lease-stage

e RBRIGAY L i & TR RN ERo
* prototype IERARIRG FIREMN L,

* alpha BHLE A 2SR B/R1E registry.suse.com Web REH, BEMEZMEEIZFRE S
AT Ao -IZ{EE*EIU__\E%%H%{%EI‘J Alpha G-

* beta 7 registry.suse.com Web REH “Beta B23MUE™ HTHFILBIIMUER, HH
ZBRERIN Beta 17, ZEIRIET A 8RR Beta B8,

* released IEnBRRRGEATHEERETES.
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com.suse.supportlevel
BB SR RIERA

o L2 AERRE, ZEASHFRA EESHRE. EMETF R, REREKE, Hit
R 1 NRERRRAVIP R (AR T 7R, HeRUES TIELIRRZA ! 3 0,

o 3 RIEBER, ZIAZFFRA ETEEB T2 /AR R F 2 STFPRHEE B Gaitk

Peo
° acc 5 SLE EARBMRE—ERXTNREFIEEFTESEINBERS
e techpreview ZIUEARZZF, STEATHRIIRALZR,

e unsupported FAAMRGIRMHEZHE,

com.suse.lifecycle-url
$8M https://www.suse.com/lifecycle/ 2 TiH, ZAEREMGFIE T~ RBERE
ﬂﬂ{%l%\o

9.1 f{¥H SLE BCI 5%

FrEREARBREERESNENBMRASFES. HERURMEIESRERIRER R M,
Et eI A FIRER PRGNS 28

TERZ podman inspect BRBIREEBHIRAGI:

podman inspect registry.suse.com/suse/slel5
[...]
"Labels": {
"com.suse.bci.base.created": "2023-01-26T22:15:08.381030307Z2",
"com.suse.bci.base.description": "Image for containers based on
SUSE Linux Enterprise Server 15 SP4.",
"com.suse.bci.base.disturl": "obs://build.suse.de/SUSE:SLE-15-
SP4:Update:CR/images/1477b070ae019f95b0f2c3cOdcel3daf-slesl5-image",

"com.suse.bci.base.eula": "sle-bci",
"com.suse.bci.base.image-type": "sle-bci",
"com.suse.bci.base.lifecycle-url": "https://www.suse.com/

lifecycle",
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"com.suse.bci.base.reference": "registry.suse.com/suse/
slel5:15.4.27.14.31",

"com.suse.bci.base.release-stage": "released",

"com.suse.bci.base.source": "https://sources.suse.com/
SUSE:SLE-15-SP4:Update:CR/slesl5-image/1477b070ae019f95b0f2c3cOdcel3daf/",

"com.suse.bci.base.supportlevel": "13",

"com.suse.bci.base.title": "SLE 15 SP4 Base Container Image",

"com.suse.bci.base.url": "https://www.suse.com/products/
server/",

"com.suse.bci.base.vendor": "SUSE LLC",

"com.suse.bci.base.version": "15.4.27.14.31",

“com.suse.eula": "sle-bci",

"com.suse.image-type": "sle-bci",

"com.suse.lifecycle-url": "https://www.suse.com/lifecycle",

"com.suse.release-stage": "released",

"com.suse.sle.base.created": "2023-01-26T22:15:08.381030307Z2",

"com.suse.sle.base.description": "Image for containers based on
SUSE Linux Enterprise Server 15 SP4.",

“com.suse.sle.base.disturl": "obs://build.suse.de/SUSE:SLE-15-
SP4:Update:CR/images/1477b070ae019f95b0f2c3cOdcel3daf-slesl5-image",

"com.suse.sle.base.eula": "sle-bci",

"com.suse.sle.base.image-type": "sle-bci",

"com.suse.sle.base.lifecycle-url": "https://www.suse.com/
lifecycle",

"com.suse.sle.base.reference": "registry.suse.com/suse/
slel5:15.4.27.14.31",

"com.suse.sle.base.release-stage": "released",

"com.suse.sle.base.source": "https://sources.suse.com/
SUSE:SLE-15-SP4:Update:CR/sles15-image/1477b070ae019f95b0f2c3cOdcell3daf/",

"com.suse.sle.base.supportlevel”: "13",

"com.suse.sle.base.title": "SLE 15 SP4 Base Container Image",

"com.suse.sle.base.url": "https://www.suse.com/products/
server/",

“com.suse.sle.base.vendor": "SUSE LLC",

"com.suse.sle.base.version": "15.4.27.14.31",

"com.suse.supportlevel": "13",

"org.openbuildservice.disturl": "obs://build.suse.de/
SUSE:SLE-15-SP4:Update:CR/images/1477b070ae019f95b0f2c3cOdcel3daf-slesl5-image",
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"org.opencontainers.image.created":
"2023-01-26T22:15:08.381030307Z2",

"org.opencontainers.image.description": "Image for containers
based on SUSE Linux Enterprise Server 15 SP4.",

"org.opencontainers.image.source": "https://sources.suse.com/
SUSE:SLE-15-SP4:Update:CR/slesl5-image/1477b070ae019f95b0f2c3cOdcel3daf/",

"org.opencontainers.image.title": "SLE 15 SP4 Base Container

Image",

"org.opencontainers.image.url": "https://www.suse.com/products/
server/",

"org.opencontainers.image.vendor": "SUSE LLC",

"org.opencontainers.image.version": "15.4.27.14.31",

"org.opensuse.reference": "registry.suse.com/suse/
slel5:15.4.27.14.31"

b

FRrEMEEETRRR, URRKEMRGTEXRBESMGHNEENATNERFSHRES,
BILAEA Podman R EARMBEIIFE, LTS YIHFrEIRS, BXFIH bei-
base:15.5 MGMIIFEEE:

podman inspect -f {{.Labels | json}} registry.suse.com/bci/bci-base:15.5
A LSRG EREZRE:

podman inspect -f {{ index .Labels \"com.suse.sle.base.supportlevel\" }}
registry.suse.com/bci/bci-base:15.5

TEMSSIE com. suse. sle.base. supportlevel Fr&ME,
£/ skopeo TAUKNEIRGITE, MEZETRBUZRER, Fla0:

skopeo inspect -f {{.Labels | json}} docker://registry.suse.com/bci/bci-
base:15.5

skopeo inspect -f {{ index .Labels \"com.suse.sle.base.supportlevel\" }}
docker://registry.suse.com/bci/bci-base:15.5
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10 SLE BCI #rid

WA T5IBME, MMCERIMEZMNVARED . SERRE, FicrIUBREX, BFEAT
RITRAES,

MRENMREFETZORER, WEERARHNEREGR, RIRGEIRERE DAL B FIRER
F7igo

EIBIPRIEHE LA repository name: image version specification (F&EEE MR
xS) . U0, HFAHE SLE 15 SP2 BRGHIFRIEN suse/slel5:15.2,

11 TH#% SLE BCI

SLE BCl E—LE53MMr=m (fIS0ETF Debian 3¢ Alpine Linux BYBR{R) REIBVFE. 7HEHAT
B TFHERERERERNEINAZE SLE BCl NERATER.

11.1 HMHEEER

SLES FMIZLAI MBI 12282 Zypper. 5 Debian #2fY APT A Alpine Linux ##9 APK 2£
X, Zypper AIAFAEMRHEEEESRE— GSITRE. TEFEHANEIMEX Zypper t5
LTHEER R,

RER R
zypper --non-interactive install PACKAGE NAME

RINETEEE
zypper --non-interactive addrepo REPOSITORY URL; zypper --non-

interactive refresh

EMFRRGE

zypper --non-interactive update

IR

zypper --non-interactive remove --clean-deps PACKAGE NAME (- -
clean-deps tREHRERI IR B HEERIARIN)
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AR IR S {4

zypper clean

BHXERA Zypper WiFHEE, 1S https://documentation.suse.com/sles/html/SLES-all/
cha-sw-cl.html#sec-zypper 2,

FrRBIFRE R <LEER - -non-interactive FRERBGIHIA, RAERBIWEIREETIEF
MEIRXLERT. FicE, AR ZINESEMERRENGS—EFR. B15FEE, --non-
interactive R@— “@FAR” #1&. --non-interactive WIANBAFPMEE, 0,
MREANHIT - -non-interactive TN LREGSRESANHNEEFESZEH, Wizm<
RKaRW, BAZREXIHEFBDRRK,

11.2 3% container-suseconnect 5 SLE BCI E2&1EH

container-suseconnect (https://github.com/SUSE/container-suseconnect) #

E Zypper FEMIBYFRHE SLE BCI REy— PRI FEHEF. HiZiEMAMEIEAAY SUSE Linux
Enterprise Server FME R EIEN, SEAXLESMHEILMA2EF Xt SUSE Linux Enterprise
ETEEERIAINR, X EIERE TS 2 SLE_BCI (77 R EARRAN LU R84 G kR4S,
BXUN{AHER SLES. openSUSE #19E SLES EHMIMEEERFAMES, BEME 1337

“container-suseconnect” .

113 ERUMMHE
TEARGIESR T SEITE SLE BCl RLARETF Debian A TR ELES
EFFHIIEVIR R

e Debian: apt-get autoremove -y

e SLEBCl: $1R&fER zypper --non-interactive remove --clean-deps
PACKAGE NAME ERRERENRHE, NARFELIN
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RN RBHIERLEH

e Debian: dpkgArch="$(dpkg --print-architecture | awk -F-
'{ print $NF }')"

e SLEBCI: arch="$(uname -p)"
REGFRBNRGEE
e Debian: apt-get install -y build-essential

e SLEBCI: zypper -n in gcc gcc-c++ make

B3% GnuPG ¥4
® Debian: gpg --batch --verify SIGNATURE URL FILE TO VERIFY

e SLEBCI: zypper -n in dirmngr; gpg --batch --verify
SIGNATURE URL FILE TO VERIFY; zypper -n remove --clean-deps

dirmngr; zypper -n clean

11.4 REEGdRAE

SLE Z{4E BB RZLES Debian. Ubuntu # Alpine A&, 5 Red Hat Enterprise Linux B3
BAERNEL, FEEANTTENALRGE BIEaAXGMaEERAXXGNIRGe) &
SLE Fdp#% 79 PACKAGE -devel, [1E Debian #1 Ubuntu FRII2#5% /9 PACKAGE -dev, 18
5%0), BEAUTHSEERGE: docker run --rm registry.suse.com/bci/bci-
base:0S VERSION zypper search PACKAGE NAME (3&3% 0S VERSION & AERN AR

ShRAS, Bla015.3815.4) .

11.5 700 GPG & =4A

SUSE Z3AB1E SLE Base Ba8IR&AY RPM #3EEF, ELIERBIN.

B, RIMNMEFEERNNZIARNERBREGERBEFTESNBATHRAGEHTERR GPG &Eh.
XA LAGEA rpm --import KEY URL 8R<3K5Th. XZWEARIEI RPM BUERE, SARH
UL E T EFRIPTA R B
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12 SLE BZAREaSERIRNI]

BILAE$EM SUSE JEMFE (https://registry.suse.com) 7 LL OCl AR 2SR AIAZ U FREY SLE
BCI, HAIUGEREMEMBSRMEGE—IFERT], Flun:

> podman run --rm -it registry.suse.com/bci/bci-base:15.4 grep '~NAME' /etc/os-
release NAME="{sles}"

8%, B W FFrR{E Dockerfile H{#M SLE BCI:

FROM registry.suse.com/bci/bci-base:15.4
RUN zypper --non-interactive in python3 && \
echo "Hello Green World!" > index.html
ENTRYPOINT ["/usr/bin/python3", "-m", "http.server"]
EXPOSE 8000

SAIEATLUEFE docker build . 8¢ buildah bud . S<$HEA MG

> docker build .
Sending build context to Docker daemon 2.048kB
Step 1/4 : FROM registry.suse.com/bci/bci-base:15.4
---> e34487b4cdel
Step 2/4 : RUN zypper --non-interactive in python3 && echo "Hello Green
World!" > index.html
---> Using cache
---> 9p527dfad5e8
Step 3/4 : ENTRYPOINT ["/usr/bin/python3", "-m", "http.server"]
---> Using cache
---> 953080e91ele
Step 4/4 : EXPOSE 8000
---> Using cache
---> 48b33ec590a6
Successfully built 48b33ec590a6

> docker run -p 8000:8000 --rm -d 48b33ec590a6
575ad7edf43e11c2c9474055f7f6b7a221078739fc8ce5765b0e34a0c899b46a

> curl localhost:8000
Hello Green World!
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13 SEMFERAETFZE

E7F SUSE Linux Enterprise Server L{ERRES, BB SLE Containers 3R, tHE
RASAFBEXNURGEAR, HPEIERR5IZEMZO0RRTE, flatimR,. Bx
SLE B3REVIFAE R, 1EE M https://documentation.suse.com/sles/html/SLES-all/article-

modules.html7,

= SLE ITIHE &% &M SLE Containers &R,

13.1 {#F YaST B2 EE A Containers 1=3R

1. [B5h YaST, RREEFENM > PIHEFE,
2. BEAINFTHMINS s S &,
3. £ Registration Server Ai%E#F Extensions and Modules, RE8ETH F—%,

4. IR Y EMERY|FRFEF Containers Module 15 SP4 x86 64, AFRLT F—
4, X&¥ Containers ModuleMEMEEFEERINBRSETS,

5. WREEA Repository Mirroring Tool, EE# RMT RS3 28 ERIETEES IR,

13.2 {EH SUSEConnect MEr<{TEH Containers f&iR
& a] LAER LA T 8540 Containers #&3R :

> sudo SUSEConnect -p sle-module-containers/15.4/x86 64

13.3 container-suseconnect

container-suseconnect (https://github.com/SUSE/container-suseconnect) # &
Zypper FEMBIFRA SLE BEARAB[IMERII— NI ARG, a0 E ENEY SUSE
Linux Enterprise Server JFM S EIERY, ERXLSHEIERABEEEF 3 SUSE Linux
Enterprise 7z BV iREIANPR, HAPEIES SLES REEMNPIA RG-SR HIL A PRATHIANE
R
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13.3.1 7£ SLES # openSUSE _Ef§F container-suseconnect

NRIZETEFER Docker IZ{TEEMEY SLES R4, container-suseconnect =B &N
FERITH, MEREHRITEMRE

£8 24 Docker B openSUSE &4 L, B /etc/SUSEConnect 1 /etc/zypp/
credentials.d/SCCcredentials MBJEMA SLES iTBHNEFIFIAMITEN., HFR, X
LHIGER RMT BIE M S M EIENAHE /etc/SUSEConnect X4

13.3.2 7£3E SLES F#1_E{FH container-suseconnect ZIFH S Podman
A0 Buildah Bd &1EH

FE—EFMBY SLES R4 BETEIE SLES M EfEMA container-suseconnect 5
RHS5 Podman # Buildah BE&fEMA. LLRRRAILUZYIEN. EIMWNEREIMT
SUSEConnect #Y SLE BCl-Base &#8-
MRIEAER RMT, 5% /etc/zypp/credentials.d/SCCcredentials EFIFFLITE
Mo BMIEEH /etc/zypp/credentials.d/SCCcredentials #1 /etc/SUSEConnect
X1,
B LAERA LT e < IREX SCCcredentials (5% REGISTRATION CODE EiA&EHI SCCiER
=)
podman run --rm registry.suse.com/suse/slel5:latest bash -c \
"zypper -n in SUSEConnect; SUSEConnect --regcode REGISTRATION CODE; \
cat /etc/zypp/credentials.d/SCCcredentials"
NREIEFEIZITET SLE BCI H9& 28, 188 SCCcredentials (LAKANER /etc/
SUSEConnect) EHEIEMRYBEFF, LUTRAIEEAIEELSF TIEE RPHER

SCCcredentials:

podman run -v /path/to/SCCcredentials:/etc/zypp/credentials.d/SCCcredentials \
-it --pull=always registry.suse.com/bci/bci-base:latest

BEARENE SCCcredentials # SUSEConnect XHEHIZIR2ZMES, UETETIFXLLE
HRMIREMGER, ERANE, RAENMGERFENE, MAEIENMEHN—ER57.
Ak, #E¥ SCCcredentials (AR AIERY SUSEConnect) MIBIASHKEIX M4 RS ERIEAMI
B, HESER Zypper B RUN 15, W FFR:

25 v



FROM registry.suse.com/bci/bci-base:latest

RUN --mount=type=secret,id=SUSEConnect \
--mount=type=secret,id=SCCcredentials \

zypper -n in fluxbox

Buildah #@d - -secret fEEHNER, MTFAR:

buildah bud --layers --secret=id=SCCcredentials,src=/path/to/SCCcredentials \
--secret=1d=SUSEConnect,src=/path/to/SUSEConnect .

Q iE: ExEm
FRER ZypperHT_T, container-suseconnect #=BohiE T, RKEREFMEY
SLES F#1, EolRe=BIIUTHEIRER:

> zypper ref

Refreshing service 'container-suseconnect-zypp'.

Problem retrieving the repository index file for service 'container-
suseconnect-zypp':

[container-suseconnect-zypp|file:/usr/lib/zypp/plugins/services/
container-suseconnect-zypp]

Warning: Skipping service 'container-suseconnect-zypp' because of the

above error.

AURRIZEE, EAENXEKA container-suseconnect T2 ZE A SUSE Customer
Center BEIE, FEIMTERNTEERN SLE f&8FRE, E{MFAHEX SLE_BCI f#FERT
DIHRR, 7B USSR ER S S,

13.3.3 FERAMEIFRRE =K

container-suseconnect AFEB&IF SLE IRRINEI B2 B 28K, RIARINHILE
EIREIFIE T = ADDITIONAL MODULES A%E, ZE 2V FESHRIEIRBEMTIR, &
Dockerfile A, AJLAfER ENV $8<5eRtEIR1E, S0 TFFA:

FROM registry.suse.com/bci/bci-base:latest
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ENV ADDITIONAL MODULES sle-module-desktop-applications,sle-module-

development-tools

RUN --mount=type=secret,id=SCCcredentials zypper -n in fluxbox && zypper -n

clean

14 Podman #fiA

Podman (https://podman.io/) # 2 Pod Manager TEME#, ©f— ML TIFEFNAS
5|2, AT Linux &4 LB Open Container Initiative (OCl) 25, EIAE LT, Podman
XHFFE root tXPRE2E, XD TIEITRSRNMKEE. AILfER Podman @3 Dockerfile
M—H55 Docker FHR5 | ZEMEENER < R EIZETTS OCI FEN B 2 E, F180, podman
build s<#1T75 docker build HEMIES. EZ, Podman BJLAE#EE Docker IR
31%&,

M Docker FFRS|ZF# 5] Podman REEMBEEN TIEREHTEAER. ELFEEWER
%, AILUERT2MEENGSREENEEMRE, UAEITMITHIEES.

Podman 5 Docker AR5 | EMEFMAIMERNHE:

* Podman AMERTIFIER, RILRRSIZEFENKERSMEEMR. BEMBREFE
X% E,

* Podman EBZW] systemd &£THEE, RIFER systemd Kiz17828. Podman
Y #5F A podman generate systemd dn < REMFTEM systemd o X, It

4b, Podman AJ LITE R 28 ERIZTT systemd,

* Podman T root FiX BN AT B B2 F i1 TR 28, XEBkE Podman BEEELL root AP &%
1517, WEEEIERAOFERIETT, b9, IEINAFIENBSEEN LT EFREESTE
2R EE AU

e T3% Podman BC & i@ iEEY /etc/containers/registries. conf XEREEZ
AR,

e Podman ATLUM Kubernetes ;5B ZZ N AIZF

* Podman TR 2ENEBB T systemd, HERERRINAIEEFEX PRI ERRRT o

27 v


https://podman.io/

B Podman AT UG 21 B2REEM Pod. Pod HER—1MEEO, KE I RBAEEHE—
Pod R EIHRZE: —1MRBRESITHIERE, 5— 1 FREFHNZBIEENEF K. BX Pod
MEZER, BERE 2117 A Podman BUEAZHFEN o

14.1 Podman &

Podman BRIARUAZRIAFRNE D BchAR. XM FIFESNAR, XEKELUE root KIRERE
B ER. FIAE N SLE FARAEFEMAFBA T XX root INRB M1, THRMITIIMIL
.

9N Podman FE/ELLTE root RIS ThE 28, 1BKE /etc/subuid FESHFELHRIAFHY
X R IO -

> grep $(id -nu) /etc/subuid
user:10000:65536

NRKIXENZI, EEE LA T ap L AMPAFERF UID F1F GID It
> sudo usermod --add-subuids 100000-165535 --add-subgids 100000-165535 $(id -nu)

ERREN, BEESISIHENFELLEAFNSIE. BERITE—TUHRE, 151517 loginctl
list-sessions | grep USER#HiE T=i& ID. #A/5i51T loginctl kill-session
SESSION ID LUELERIE,

EER usermod EX T EN _EB—RTFIZH UID, HDECABRTRAIEFH UID EiRET 2] XLk
UID. iHER, NTERFREXIEERFESE, AFEENE, XL TETEESFERNESR
MR UID, BRINERT, 1€ SUSE Linux Enterprise F{#H useradd < FMBAR R
Bzh5 B2 F UID FF GID SEE.

fERAEE Podman BIT root APREZEY, EIVEH cgroupsv2, 5 cgroups v2

#Et, cgroups vl FEINRER ETFEPRSI. 140, cgroups vl RAAFXAFHF
MBITEHNPEEIK. ItkIh, Podman TR cgroups vl # systemd BiE
IKEHIEFIEHIREN A AE. BB cgroups v2, IBBUTRARNNEIANZGS

17: systemd.unified cgroup hierarchy=1
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£ SUSE Linux Enterprise Server LT root i FRIEZEA Podman iziT A2 Al HES R,
NEREFEAE SUSE Customer Center B3 EIERVIEEURRINR. 190, FHA< podman

run -it --rm registry.suse.com/suse/slel5 bashiz{T&2s, AGEHIT zypper
ref 2SHHIMUTHEIZES

Refreshing service 'container-suseconnect-zypp'.

Problem retrieving the repository index file for service 'container-
suseconnect-zypp':

[container-suseconnect-zypp|file:/usr/lib/zypp/plugins/services/container-
suseconnect-zypp]

Warning: Skipping service 'container-suseconnect-zypp' because of the above
error.

Warning: There are no enabled repositories defined.

Use 'zypper addrepo' or 'zypper modifyrepo' commands to add or enable

repositories

B RZAE, BEENLEETUTLNEIBA R TARERIHENER:
> sudo setfacl -m u:$(id -nu):r /etc/zypp/credentials.d/*

AHARENRERUNBEER,
BRNZPREFPRFERENIAIENGE, 15EH groupadd GROUPNAME S5 lE—1NEBH, A
BRERUTHSENR /etc/zypp/credentials.d/ B RFHXXHEAFRE NN,

> sudo chgrp GROUPNAME /etc/zypp/credentials.d/*
> sudo chmod g+r /etc/zypp/credentials.d/*

Zla, EBEALUEIFEE R AR e ZRAR A ER T B NARRR,

14.1.1 XF 7 root N PEA AR FIHIG

Podman P ID EFRETEIT root WNER 25, TELUATRAIF, Podman & Za1HE P EHE
RIS AIBRIARF

> podman run --rm -it registry.suse.com/bci/bci-base id
uid=0(root) gid=0(root) groups=0(root)

HAR, BMEERERHTR root AR, WAEEREIMNIIREGER A
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S5ENHZLHEN, NRAZHXHERB TSNP RERF ID, XMHEFERRI 6
SFEERERM, PJUERGITING - -userns=keep- id RABRIZIAIEA, ZAFERLURE
AeRBVHRIAF ID:

> podman run --userns=keep-id --rm -it registry.suse.com/bci/bci-base id
uid=1000(user) gid=1000(users) groups=1000(users)

5%EHH AN, 15E - -userns=keep-id 8] LR HZEIARIKER |

> podman run --rm -it -v $(pwd):/share/ registry.suse.com/bci/bci-base stat /
share/
File: /share/
Size: 318 Blocks: 0 I0 Block: 4096 directory
Device: 2ch/44d Inode: 3506170 Links: 1
Access: (0755/drwxr-xr-x) Uid: ( 0/ root) Gid: ( 0/ root)
Access: 2023-05-03 12:52:18.636392618 +0000
Modify: 2023-05-03 12:52:17.178380923 +0000
Change: 2023-05-03 12:52:17.178380923 +0000
Birth: 2023-05-03 12:52:15.852370288 +0000

> podman run --userns=keep-id --rm -it -v $(pwd):/share/ registry.suse.com/
bci/bci-base stat /share/
File: /share/

Size: 318 Blocks: 0 I0 Block: 4096 directory
Device: 2ch/44d Inode: 3506170 Links: 1
Access: (0755/drwxr-xr-x) Uid: ( 1000/ user) Gid: ( 1000/ users)

Access: 2023-05-03 12:52:18.636392618 +0000
Modify: 2023-05-03 12:52:17.178380923 +0000
Change: 2023-05-03 12:52:17.178380923 +0000

Birth: 2023-05-03 12:52:15.852370288 +0000

Podman ¥R RBHEIBEFMEEFEERBERFP (BRIAHN ~/.local/share/containers/
storage) . HHF Podman £ root R RA P EMSAF ID WA, BRERATEES
AEHISFAFAEN, MERF VUID KiH 2 EcazAFRAR ID ENX G, ATFXEX
HARETHTAF, ELERIgEXERRE .

ZREINSE N ERE RPIERIXG, BEN TATENINE:

> podman unshare bash
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> id

uid=0(root) gid=0(root) groups=0(root),65534(nobody)
BAE, TR root (NPRAEAS, podman unshare & podman run —iF17 B E 5k
5, & 518 podman unshare REURFH AU,
BAZENEIRBRPIXME, RAXAEIBIT Podman BIRERATS, HERE. BRENE
FTEEBET.

14.1.2 AXT root NIRRT EEI

HFIEFNAE P TATE Linux EECEMKZZFR= (8], Eitk Podman &k F &7 slirpdnetns
AP TEIMKREI, ZSLIEIMTTEER TCP-IP i, FTRESSHAHTIRE MR EHMEREN
TEAHEHIMTENMETR, ISR, SNBERREREIEN, T root INRAREZEIF
0,

£ Linux b, IESNAR AT FBOS/NF 1024 im0, tREHHBIERF Podman,
FLEGAERT, T root KRB BREEZAFHIROS/VF 1024 BYixH. AJLAER sysctl
net.ipv4.ip_unprivileged port_start=0 d&n<EERILIRS,

ERAGHRRSI, 151517 sysctl -w net.ipv4.ip_unprivileged port_start=0.
BAR, XA FREIRINE BEFRHERIROS/NF 1024 BigH.

14.1.3 podman-docker

HF Podman 5 Docker FHE5 | ERHE, AtEREERNGSITRE. BRI URERY
1 podman-docker, LUERILUSEIAR Docker CLI 5 Podman B2 &1, g0, MEMR
IR A 235 HY docker pull ap XA MNIT podman pull, docker build sF<#A1T

podman build Z&<,

Podman XAHE5 Docker RS | ZERANERT, aERAUTHIREHZERT:
> sudo systemctl start podman.socket

E 1A% 5 Docker FIR5 | Z@IABIN 2R ] LAER Podman E#F@id Podman LUERRR
RBEIBE, Podman EEF A AT EH docker compose BriAg%E, MELEITTT Docker F
JR5|E,
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14.2 FREXBE23hR%

14.2.1 FEIERZZFME

EUANBERT, Podman EEEA{X(ER SUSE JFAR. EfF Podman B5TiEZE SUSE JFARHE
F3 Docker Hub fEAEIREZRIR, 1BHfR /etc/containers/registries.conf X4&E&

UTEE:

unqualified-search-registries = ["registry.suse.com", "docker.io"]

14.2.2 EEMRPERME

£/ podman search &5 <A LIFIH /etc/containers/registries. conf ENXAEM
RPN AR,
ERFBEEMRPIER, BETUATHRL:

podman search go
BERENEMRPER, BIETUTHS!

podman search registry.suse.com/go

14.2.3 T (RE) MU%

podman pull 75 MBRGE AR ZRIZENAR(E: |

> podman pull REGISTRY:PORT/NAMESPACE/NAME:TAG

fBugn:

> podman pull registry.suse.com/bci/bci-base

EEE, MRFKIEEMIE, Podman 3$2E latest #xido
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14.3 EopRIEMRERITIE

NMCE T AR SRRG D ECHERERIR, HEIRFIZ G,
M SUSE ;AR + 28X SLE BCl-Base {5 :

> podman pull registry.suse.com/bci/bci-base
Trying to pull registry.suse.com/bci/bci-base:latest...
Getting image source signatures
Copying blob bf6ca87723f2 done
Copying config 34578a383c done
Writing manifest to image destination
Storing signatures
34578a383¢c7b6fdcb85f90fbad59b7e7a16071cf47843688e90fe20ff64a684

FIH R ENAYAR R -

> podman images

REPOSITORY TAG IMAGE ID CREATED
SIZE
registry.suse.com/bci/bci-base Tlatest 34578a383c7b 22 hours ago

MB

¥ SLE BCl-Base BU&E a4 /9 my - base:

podman tag 34578a383c7b my-base

podman images

REPOSITORY TAG IMAGE ID CREATED
SIZE

registry.suse.com/bci/bci-base Tlatest 34578a383c7b 22 hours ago
MB

localhost/my-base latest 34578a383c7b 22 hours ago
MB

BEEXIRE 1 (RAXEMREMRZ 1) FNE my-base:

> podman tag 34578a383c7b my-base:1
> podman images

REPOSITORY TAG IMAGE ID CREATED
SIZE
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registry.suse.com/bci/bci-base Tlatest 34578a383c7b 22 hours ago 122

MB

localhost/my-base latest 34578a383c7b 22 hours ago 122
MB

localhost/my-base 1 34578a383c7b 22 hours ago 122
MB

BEAR, BIMTIE latest AT,

14.4 ZEBSZZME

5 Docker FHRSIZH,, Podman BEBURERIIZITASS, FEATLUREMAIERE, ELL
REIRIETIT suse/slelb g, EFERUTHS:

> podman run --rm -ti suse/slel5

Q iFE: BEXLEEIMLKIHIEE root RIRHIZ SR
B root KRN AR B TR EMIMER IR, ZIAIREH firewalld EFTIIEE KA
NHEFH Podman BIMLE/EH (CNI 2 Netavark) SUEMEMIGESANIG A, I
B ROARR TS5 2EF podman network reload --all @< EHNME Podman X
&, INRESER Netavark 1.9.0 UE S AENMLE G, ABARTLUERM netavark-
firewalld-reload.service BRSZEKAMBRZIH. BAHBNZARSHIAG U
T

# systemctl enable netavark-firewalld-reload.service
# systemctl restart netavark-firewalld-reload.service

1EAI AP F@EIE1T podman info --format "{{.Host.NetworkBackend}}"
podman info --format "{{.Host.NetworkBackendInfo.Version}}" %
FirfE AR fE i AN A s

B AFE ] NENIMR L RIS 28 MK ARG ASEREN . X4 5] LA RAR N £ B A3
EFMHEMARRES I SHNIEEKRK, XMAERRETERNREE (B, ERTFER
N BRLR 4 RER firewalld Xi3) o
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Q i&E: #1BM-2/1Z G LB EASEHHRNR
EF IBM Z RE LE root NIRHN BB FR B IFAHITTHEENN AER (Fla0
OpenSSH) , %J{EA - -cap-add=AUDIT WRITE B#iz{TA8%5. 74 podman run
--cap-add=AUDIT_WRITE -it IMAGE,

14.5 {#/ Podman 2

Podman ATLLM Dockerfile #9224, podman build &<$H1T755 docker build 48
[, HEEZHEERED,

Podman RYECET A Buildah {2t 75— MG S, BX Buildah WEZER, S
WEE 185 “Buildah #ER”

15 i&E Docker FFJED|E8

15.1 EFEEM

EREMEMS Docker HEXHNMHEEZHI, FTERF Containers &R

Q ’iE: W Docker HHELIF
Az4mHEE Docker FHRSIZEM—EF7. RE R LITE SUSE Linux Enterprise FR{ER LI
&, 1B SUSE HARRMEW TR, LWINREIEARATINIRM, F/ Kubernetes #17
BasRH. AXAT, BB Kubernetes 3214 (https://kubernetes.io/docs/getting-
started-guides/kubeadm/) 2,

15.1.1 ZEHMEIE Docker FFR5|E

1. &3 docker Hi461:
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> sudo zypper install docker

2. 2 Docker BR%5, EHERSS|IFYEED:

> sudo systemctl enable docker.service

X#EF£EREA docker. socket,

3. #T# /etc/sysconfig/docker X, #EZZSE DOCKER OPTS #7R/0 - -insecure-
registry ADDRESS OF YOUR REGISTRY.

a. 3§ CAIEHFME/BR /etc/docker/certs.d/REGISTRY ADDRESS:
> sudo cp CA /etc/pki/trust/anchors/
b. ¥ CAIERERFI RS H:
> sudo update-ca-certificates
4, B35 Docker BRSS:
> sudo systemctl start docker.service
Xt¥=FEB/E5) docker. socket,

Docker PP G S IIT{X A {4 root FBF LAAz docker AR R IR) At EIE=F, docker 42
REZENRGEHEBEEIER,
BAFIETE AP IEIESZAH Docker SHPIERE, EEBUTHS:

> sudo /usr/sbin/usermod -aG docker USERNAME

EXRAFZAR S74# Docker SPF2RFE /L,

15.2 EOEMNLE

BERIBAEBIHIESMELE, B ipv4 ip_forward M.
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15.2.1 Docker 75|25 iptables X ER AT

ETREXB[RNAR IR E RIS ZRAEBAEREFHAES, EEM Docker 32
1 (https://docs.docker.com/v17.09/engine/userguide/networking/default_network/

container-communication/) @

W e LABELE Docker FFRS|Z4%(E iptables, &M Docker 324 (https://docs.docker.com/

network/iptables/#prevent-docker-from-manipulating-iptables) <

15.3 TFEEER
Docker FFiR3 | &% R RN EIRAIZR

e vfs: 9NR Docker ENXGRAAZIFENNES, BENEALEKSNERF, WIKmERF
EbEAFRFIIRChIZF BB R, FIeft Docker FHRS | ZBMELME, GINEZRE, ILIRE)
ERRERE, BRI,

 devicemapper: IIREHFEFMKIT device-mapper FEEIHRMIER, EXRFEANRNES,
E it BEME IR Docker RS I ZMERE ML,

e btrfs: LEIRTHIZRIKEHT Btrfs i1 Docker FRRS | FREMFREINRE, E{EMALLIREHTE
FF, /var/lib/docker BR#® i F Btrfs XFRF L,

SUSE Linux Enterprise 2RIAEEF Btrfs XF R %, X=58 Docker FHR5 | Z(ER btrfs IRaptE
o

B LUEIE ek /etc/sysconfig/docker XH4HEXHI DOCKER OPTS BEERIEEEFH

HIREHIERF. AILAFEN#HITUILER, HRILATE YaST RIS EIZ S » /etc/sysconfig 4RiEsEs » &
45> E12 > DOCKER_OPTS 8, ZAFHIN -s storage driver ZRIEHITER,

40, EEA devicemapper IREHiERE, BRINU T

DOCKER OPTS="-s devicemapper"

o BE: 3 /var/lib/docker
BiERMNSsXeE EIES /var/lib/docker, X, EXEHERFEHRITNBERT,
BRIERREBAZ 2 IiETT Docker FHRS|Z
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WNREA /var/1lib/docker 4R T Btrfs X4 RS, @B AHBIE—NF

o XAILBRMXGRFRBPHERZE R, NRAFMIRIBPHER /var/1ib/
docker, BATEFRHFERRGTRA, MEHAXGRFAERBETENNG, Lt

5, EIRFIUFINREBHESEE Docker #IEEMNIRG, BXIFMER, 1B5SN https://
documentation.suse.com/sles/html/SLES-all/cha-snapper.html#sec-snapper-setup-

customizing-new-subvolume 2,

15.4 EEH

Xt docker MG BAHITHFABEEMBITEH “REX” (B, AE2BMEH) , LERRE
ARSI EITHER LIEAHBEINER. £ Docker FFRSIEEFHZAT, BFLLFIALE
EIEITHA SR,

ABFLEEIRESL, 1EERERKITE Docker FHRS [ ZEHGEMBoINB RN IEAEH, R
EMBEALEHATLUET - - live- restore EIMERSRAEBEEFHMBRIRFIEITRES, EXMHE
MR RE= SEUERE T %, SUSE AHFltThae.

16 BCERGRFMEX

FLEBEEXMGZ ], EERTEMENEHEUE. REPNBRAARBRHIUGHEXE] Docker
Hub (https://hub.docker.com) 2, BRINERT, #XE Docker Hub BIFRE R ERE X F IR
%o TIMEFRBUREIBH RIFNAVEIFHARE

&R LB LU T A RIS B E X B 2sbRE&Ry518)
o (FERITIEHZ B] LLEE Docker Hub SIEFARERE,
o {EAIH Docker JEMTR AT UIFMEEBIA L FR AN S R34,

&0 BUE1T Docker JEMFRBIAMIZA, MAZEMER Docker Hub, Docker JFtRE— 1T HT =
BN R RMERNTRES,
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16.1 iz1T Docker R

SUSE JEMRIBE T — 1 A28M%, mTATIEAM Docker FFMRIEANBIEIT. TIEHENE
BIZMEERRANESR /var/lib/docker-registry MNMEHR, BiEMRIEGRER
BEN EIFA BRPEEHEIARPH /var/lib/docker-registry, XrJHR#EIXME
GERBBRENERE.

BT TS M SUSE S FMRIZECEMRAB 2%, FHBoh— A LUEE RO 5000 iHRME
23, AR R[BEEHPTEHEIZMBER /PATH/DIR/:

> podman run -d --restart=always --name registry -p 5000:5000 \
-v /PATH/DIR:/var/lib/docker-registry registry.suse.com/suse/registry

5E, 9 SUSE EMERBOIZNGRE registry, WK

> podman run -d --restart=always --name registry -p 5000:5000 \
-v registry:/var/lib/docker-registry registry.suse.com/suse/registry

ATEREMEREME, BEIBENNRSETT:

> podman generate systemd registry | \
sudo tee /etc/systemd/system/suse registry.service

BRHFEEMRRS, ARRBERS:
> sudo systemctl enable suse registry.service

> sudo systemctl start suse registry.service
> sudo systemctl status suse registry.service

B X Docker FFMRNMERENEZMT, FEN https://docs.docker.com/registry/ 2 LHNE
75X 1o

16.2 R4

Docker JEMRFEMAKFIEME:
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o BRMEAIFANSHIIE. XBKE, BIAIE Docker SEARAVEMAZR LAAEHE
EBRR U MPIRENIR G, BEETIAMRE. BISEFEMEZNAVRRRE, 0 £k
B https://distribution.github.io/distribution/about/deploying/#restricting-access #
IR,

o TEBEEMLMEEHEE] Docker ‘MR, EHEEICTHPEHERIRE, I, ER
1ZRINAE,

17 REAZEMER

A LRRE A UIAELRR, NMBFRENENZ 2. AEREEXNBSEMEZ[NR
BRBRENER.

17.1 {£H Docker K5 SLE BEARR25&

@it SUSE SEMRIZAEMIREZ Z7ZME7E Notary 1, {Ea] LUER LU T an S 1504S E YR IS
A

> docker trust inspect --pretty registry.suse.com/suse/IMAGE:TAG

540, #< docker trust inspect --pretty registry.suse.com/suse/
slel5:latest R EHT SLELS BEARMEGNZT L,

BTN AT B BhI0IEIZBR G, 15I5IF1E T2 DOCKER CONTENT TRUSTIREN 1, ffli0:

env DOCKER CONTENT TRUST=1 docker pull registry.suse.com/suse/slel5:latest

17.2 fEA Cosign 5% SLE BEZAA 23005

E RS SLE BCl, iBER28HIBTT Cosign. U TFan<aM SUSE FMFRIZINE S SUSE B E
£A8Y cosign B28, HEMZZARRIEHIE SLE BCl BARR 23 4.

> podman run --rm -it registry.suse.com/suse/cosign verify \
--key /usr/share/pki/containers/suse-container-key.pem \

registry.suse.com/bci/bci-base:latest | tail -1 | jq
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"critical": {

"identity": {

"docker-reference": "registry.suse.com/bci/bci-base"
}
"image": {

"docker-manifest-digest":
"sha256:52a828600279746ef669cf02a599660cd53faf4b2430a6b211d593c3add047f5"

b

"type": "cosign container image signature"
},
"optional": {

“creator": "OBS"
}

B2 ZIATTATFRILFTA SLE BCl, SUSE Linux Enterprise Bt T8 &%$H (/usr/share/

pki/containers/suse-container-key.pem X&) o

18R] LA BB B T BH E bk S# rekor (https://github.com/sigstore/rekor) 7 #2 SLE BClo
fign:

> podman run --rm -it -e COSIGN EXPERIMENTAL=1 registry.suse.com/suse/cosign \
verify --key /usr/share/pki/containers/suse-container-key.pem \

registry.suse.com/bci/bci-base:latest | tail -1 | jq

"critical": {
"identity": {
"docker-reference": "registry.suse.com/bci/bci-base"
},
"image": {
"docker-manifest-digest":
"sha256:52a828600279746ef669cf02a599660cd53faf4b2430a6b211d593c3add047 5"
}

“type": "cosign container image signature"
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I
"optional": {
"creator": "OBS"

WNRKLEK, M cosign verify ap< VI TFFAT.

Error: no matching signatures:
crypto/rsa: verification error
main.go:62: error during command execution: no matching signatures:

crypto/rsa: verification error

17.3 {#F Cosign k5% Helm chart
Cosign tBATA T4 Helm chart, AA2ERAUTHS:

> podman run --rm -it registry.suse.com/suse/cosign verify --key /usr/share/pki/
containers/suse-container-key.pem registry.suse.com/path/to/chart

17.4 {E/ Podman X5 SLE EAS25M1%

7EfEA Podman #5G SLE BCl Z A, EHAFTIERE registry. suse. com fENRATFIREREE
B EM RS

- =
Q &
£ SUSE Linux Enterprise LIgBLI b F T, RAEHPELRIEE 7 ERNECE.
Ak, EELUTEE RS /etc/containers/registries.d/default.yaml:
docker:

registry.suse.com:
use-sigstore-attachments: true
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AJLATE /etc/containers/registries.d/ PERFAENXHRNE—IXYE, MAER
4§ default.yaml,

¥ T¥E, {Bo4 /etc/containers/policy.json (https://github.com/containers/image/blob/
main/docs/containers-policy.json.5.md) # X4, 7 docker BT, FIN TR
registry.suse.comfitE:

"default": [
{
"type": "insecureAcceptAnything"
}
e
"transports": {
"docker-daemon": {
m

{
"type": "insecureAcceptAnything"
}
1
}
"docker": {
"registry.suse.com": [
{
"type": "sigstoreSigned",
"keyPath": "/usr/share/pki/containers/suse-container-key.pem",
"signedIdentity": {
"type": "matchRepository"
}
}
I
}
}

e EMEZE %45~ Podman. skopeo # Buildah #2354 registry.suse. com &7 T AR
%o X#, Podman MIRERINIMEZAIERIEEN ARZAREEZ G, WRRKEX
W, E=IELZME,
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Q iE
IBAEZEPRR transports.docker FHIIBD, & registry.suse.com By ITE
IEIEZIE

M SUSE FRZ%4A (https://www.suse.com/support/security/keys/) 2 $2EXFE¥ A SLE BCI &
BAHER, HEAUTHES:

> sudo curl -s https://ftp.suse.com/pub/projects/security/keys/container—key.pem
\
-0 /usr/share/pki/containers/suse-container-key.pem

-
Q =
£ SUSE Linux Enterprise LRJLARHITILES B, FREIAETE /usr/share/pki/

containers/suse-container-key.pem Figf

MILTE#S, Buildah. Podman #l skopeo =Bzh#R¥M registry.suse. com iZEXHIE MR
%o THEWITIINNTE,
NRIRIGKK, ZopLERENTAATRHNEIRER:

> podman pull registry.suse.com/bci/bci-base:latest
Trying to pull registry.suse.com/bci/bci-base:latest...
Error: copying system image from manifest list: Source image rejected:

Signature for identity registry.suse.com/bci/bci-base is not accepted

MREZZHMRENENEERBNE, ErIUSRERTHERE,

18 Buildah #fi

Buildah (https://buildah.io/) 7 RBFHERSE OCI tREMNBSMEAN T A, Buildah rIAME
ITFES:

o MLFFAESERETINEMEAIES S,
o EFTEASEE® T Dockerfile AlIEEM1E,
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o 13 OCI 5§ Docker FFR5 | ZMEIE LIRS,
o HHTFRBIRXHRFLUHITIRIE,
o EABBRXERANEERABIENXGRFAEREIZHIRE,
pR TIER 2Rk, UNEHEAMER,
5 Docker FFR5|248tL, Buildah EBELUTRE:
o EARTAAUEHTIIFSRBIXHERS, EZrAIHEENISE,

e @I fEA Buildah Fep$HIHIZA (AR Containerfile 8 Dockerfile) mILAEEH
HITEEA Buildah 2R 28 MRAYIT T,

* 5 Podman {4, Buildah REBEITTIFER, AJHIFFIAF €A,
o AILIEAHER Docker EEFHIBR TERSAMIEMRE, XFAILUREE 2,

Podman #1 Buildah 3R] A F i R28001%, =X Podman B]it BB {EH Dockerfile #y3ER%k
%, 1B Buildah 12 ARG EIXRINATHEEE 72,

18.1 Buildah &3

E2it Buildah, i&iz178< sudo zypper in buildah, =1785% buildah --version
KMEREEBEMIIRE Buildah,

WNREELE Podman HFEEHIGENTET root NEER TER, WEBHITH—TEE, FLEE
FIEERIAE R ER Buildah, WMIEREZEH Buildah BT root BIRER, HETUTHS:

> sudo usermod --add-subuids 100000-165535 --add-subgids 100000-165535 USER

It N EHBIBEPBRTX root RIEIN. BEiTizm<ehE, THAREMERINTBRAEN.

UERSREENLENX— ?n’i']zliiﬂ! UID, S EctaBesFIVEF R UID SEBRETEIIXEE UID, 75
AR, ATRAFEXEEREESE, AFEENE, XECEFEEEFEREAIERM
BRFPZARN UID, BUANBERT, ZIIII%E SUSE Linux Enterprise FfEF useradd #5750

P, B£B85h9Ee subUID 1 subGID &,
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Q EE: F root WIRIER THI Buildah
£ root AXFRIZIL T, Buildah sp LA MERAFNEEBAR ZFZEPIT. EFHAN

B P Z#r=ia), 5517682 buildah unshare. TN, buildah mount <&

KMo

18.2 {#F Buildah ¥4
Buildah EF RS RKIDEMEG:, MAEREEIESHNEHRX Y, F/A Buildah f97EM1ES

RUUTSE:

o BITETHEEMREGNESE

o RIERHR (RENMHE. KERES)

o ECEA R

* KFrE B E

TR IR R

BAITEATREEFEHEMPE (FIi, EHACRABRNONAGRS) , ERANIIEREZE

AR,

THEAVREIALLERE T ##ANEIFER Buildah #ERE,

container=$(buildah from suse/slel5) @

buildah run $container zypper up @

buildah copy $container . /usr/src/example/ ©

buildah config

buildah config -
buildah config -
buildah config -
buildah config -

buildah commit

--workingdir /usr/src/example $container @
-port 8000 $container

-cmd "php -S 0.0.0.0:8000" $container
-label maintainer="Tux" $container @
-label version="0.1" $container

$container example @

buildah rm $container @

O IEEETIERMME (IAflhy slels) WAS {HATHEDSE) .
© ENRIIRN TIEERTRETHS. EHFAIT, Buildah 51T zypper up &%,
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O RXHMBEREHINABPHIEEME, EUIRHFIHP, Buildah REFIERNEBRA
E%1% /usr/src/example/,

O buildah config G<IEERRED, HPEREEXTEER. AHROUKRTERENER
BT8R,

O buildah config --label SiSATHABRDEGS, T

maintainer. description. version %,

O BEIRXMBEETIIFEHEIERS,
(7 I =2

19 EIEBEXEERE

EH|EBEENME, FEH SUSE Linux Enterprise Server BIE IR, & A LUEBERTIM
#£9 SUSE Linux Enterprise Server B,

19.1 #2BX SUSE Linux Enterprise Server 27sB{%
ERETENE AR, EFERAUTHES:

> podman pull registry.suse.com/suse/IMAGENAME

530, X4F SUSE Linux Enterprise Server 15, #&3<40F:

> podman pull registry.suse.com/suse/slel5

BEXRIBFERRREIER, BBRE 3T SLEEAEFZREET o
AEERGEEMAERR, ERILURRE 1927 "BEEXEERE RARNEHITEEN.

47 v



19.2 BEXZFHME

19.2.1 fEFEMEM

TR MG RECEEFAIMEERE, BAEESEARRIY R, ENE8E—1 zypper 5
(https://github.com/SUSE/container-suseconnect) 7, ZIRSZIRIBIZITA 2RI SUSE
Linux Enterprise Server ENBIACEEXH SUSE Customer Center 3 Repository Mirroring
Tool (RMT) ARZ528, ZARSZSIRENA 22K PR A~ miV Pl A fEFESIR, EErIERTE
Dockerfile FEBRY &, BXIFMER, BRI 5 13.3 T “container-suseconnect” o

Q ii&: SLE_BCIfiEEE
AIANBRIRRELE SLE_BCI 17, XERENBREEREMAY SLES EH LRI
REWREN LE1TH, NEISRBTEAEREIMBMDRIUN, T ERALEEE. ZiE7F
PRt —af 0 A AT EE X SLES B3GR SLE 8. TEEIMENAIERZMEERE,
{B SUSE A EfR 2 HFo

BAREBEABRIMEPRINEMBHDEIE, EH docker SHFIEFEBNEITEN S EIEEN
B8P /run/secrets B, XEHERATFENRSR /etc/SUSEConnect X4, ZX
H=8aENEl /run/secrets BRH,

Q EE: snEiFNRek
/run/secrets BERNABKETRBEEBRIER, XRTIEESHEDEED
R

Q iE: EBT RMT MRS EEMRE
NRATHESSMEMNENRLTE RMT 1M, NEIATARAFHWERERBES
FHMERENE2R. Hli0, NREHNBERENE SLE 15 74, MEGARBEEIZEN L1
EETF SLE 15 B9iR{R, EAAERY SLE kiR (190, SLE 15 A1 LAY SLE 12) HgEEhR
%, AREMRMRANENTENSHEIEHEANRIRSEP WTFR) .
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BAR, IR RMTIRSB[BEABREZIEDH, WEERKTEMN CAIEFRME
CA_TRUSTSTORE/rmt-server.pem AR IFA BEIZZ IR,

MREHNZRL DT SUSE Customer Center B35EAF, MItLFREIFIEA,

ERBEEESIR, BERAUTHRS:

> sudo zypper repos

XEEMEEEFEERIZIBZSEY. WTRNBRANESNMERFRE, #XITE /etc/zypp/
repos.d FRIB—NEIXMF, XLEAEFER URL 28— NME 12 /MR EBERMMHE SR,
BT, BiaiTmS zypper ref -s, BXEXHEAESERSMEPRSHREMNEZSE
})—(LB‘_‘LO

BFER—ARRMNEHEIE, BEBEENX /etc/zypp/credentials.d/SCCcredentials

XHBANBZMER, ZXHFRTENSMEIIESEEFERNITIN, XEHEH
F SUSEConnect Xf¥: BEBEZEITRHNENRFALMNMEXY, BEEENX /etc/

SUSEConnect X RINEI B3R E&H,
ME, ETLUREBE 19227 “ASLE 12 SPS M EEMACIEEE Y iME” hEmRER
Dockerfile ReEBENX B2sM%,

‘w48 Dockerfile &, ®id7f Dockerfile FREEMNERHIETU TS M EME

> podman build .

BX podman buildEBRNFAEER, BBWE 5 Podman 321 (https://docs.podman.io/
en/latest/markdown/podman-build.1.html) 2

19.2.2 79 SLE 12 SP5 MIE =A<l B & X 1K
TER Dockerfile 2IE—1ETF SUSE Linux Enterprise Server 15 B8 2 S 28I {% :

FROM registry.suse.com/suse/slel5
RUN zypper ref -s && zypper -n in vim && zypper -n clean

g0%R Podman EHITEAEEASR RMT fRS350EM, NHXREGFEE RMT £/A8Y SSLIEH:

FROM registry.suse.com/suse/slel5
# Import the crt file of our private SMT server
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ADD http://smt./smt.crt /etc/pki/trust/anchors/smt.crt
RUN update-ca-certificates && \

zypper ref -s && \

zypper -n in vim && \

zypper -n clean

INREENF SLE ¥ RARIRAMNEIRG R, ITSWE 13337 FERANIEI SR A 250
& o

19.2.3 TERBTEHPRILTE SLE L EMEREIRER

MREBEAELREL (AWS. GCE 3 Azure) HFENIZFEENAREMILAIZEIBY SLE SEFI LHER
#IRE, BRERTIINIT R, BERENHENEN, EREELELMIEREIEMEM
R, IERZRMET SUSE ELABRREBLIZER RMT IRS2ET1F

Eit, ERTENEEREIFMENRSHRAEHITHNIEIE, XEILER containerbuild-
regionsrv lRSKTM. BI LB RHEBNBHREN 2B RGP RELRS. TR
B2z, BIBEIBITUTHLERE LN LEARSS:

> sudo systemctl start containerbuild-regionsrv
ZiLZRSERS S| SN EMER, ERRZRS:

> sudo systemctl enable containerbuild-regionsrv

SLE BEARMRGIRMHR Zypper EFREREILARSS, HORSHIIEAT UNREXESHE#
RS eEIRIER. Altt, BTEBATHNERIER TEEeE, Fla:

> podman build --network host build-directory/

BT AR HHEMEMIEAET RMT TF, FHit, ARRETFTEN SLE lRZ<HY SLE hRZASHTE
SLE RGBEFERERNRE] (B EE 2T RMT AUEMEIASZ EIEIRE) o

20 gIENARIEFAZRRE

EREAEANENETHNAIZF SIETIFER. Web IRSS8BURATF IP @iflis O8N BIERF.
ERLAEA Podman B AR SAMHRITHEIE. WEMREG, AGEETRENTHRE
TR M AR E T 12,
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TERBARETAEFEBUTNE:
c BENARRFNMERRITEIEITAR Linux ENALITESFMAHIARSS 288 2 [B1151E.,
o AILUEREFEEREZENAEFIRE,
o FILERSMENRERERFRBIRIRE, MARERMKIX F 5 EAYE .
o BILUETTRI—NAER Z MRILIRIT RIS A,
£ Podman N AIZF ARG TS
o AILUEREBENMYEIFRRIRE,
o ARFAUERRZENE— M IERIBET.
* ARAGAILER—IFREFMHER, MIEEEFFIRHERN—F,

T—TRETEXANNAEFCIES SRR RAIREN, EHERIEZA], BRERER
BBZ5 19.1 75 “H2HY SUSE Linux Enterprise Server B 7xB(&” thFFiAEGE SUSE Linux
Enterprise Server B4,

20.1 BITRARERFERANNABRRZR

NREHRAREFFAENRGERATETFRAE LLZENREGEIRE, EaTUE—EEN
BREFFERGERANREIRE, TEARAE Dockerfile RFFERIIAR example 5
BRI ER T &# SUSE Linux Enterprise Server i ZsfYBR{E :

FROM registry.suse.com/suse/slel5
LABEL maintainer=EXAMPLEUSER PLAIN
RUN zypper ref && zypper in -f example-1.0.0-0
COPY application.rpm /tmp/
RUN zypper --non-interactive in /tmp/application.rpm
ENTRYPOINT ["/etc/bin/application"]
CMD ["-i"]

#BI7E Dockerfile FRERIB RPIBITUU T an < KATERE:

> podman build --tag tux application:latest .
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FERTRH Dockerfile RAISTEMSIGERZIIREPHITUU TIRIE:
1. 5537 SUSE Linux Enterprise Server &£,
2. REMFEM example REERRZ
3. B ARFREEERZEIRG, BIAEHEIFERRE Z#HE RPM.
4. BN BRFREE.
5. RERTN S REARBRMEBITNARER.

FUIHAAEE tux_application BMR/S, RIERLI T &< BIET RGNS

> podman run -it --name application instance tux application:latest

BicfE, XANAREFRE, BRt=iRE.

20.2 BITXRABBEERENNBER

ERTERARERENES, BEeEREMGHEEFEIMMMEE,. UTREIERXY /
etc/example/configuration example EZE &9 example FIN TR :

FROM registry.suse.com/suse/slel5 @
RUN zypper ref && zypper --non-interactive in example @
ENV BACKUP=/backup ©
RUN mkdir -p $BACKUP @
COPY configuration example /etc/example/ ©
ENTRYPOINT ["/etc/bin/example"] @

L 7RG Dockerfile $iTLATi/E:

@ RFE 1917 “4RHYSUSE Linux Enterprise Server Z7x8%” HFFIRIREY slel5 E7by
%o

©® RF example BBEFEMZRE,
IRE BACKUP IMEL 2 (EMIGBoINBSRPRARENEE) . BREZIJUEETE
BB IEEHERES ZTENE.

®
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O 6l /backup B=.
O % configuration example EZIRE,

0@ izfTexample AR,

20.3 ENAREFSENRSGZEEZEHE

Podman AV EREEENMER 2B HZHIE. EAILEEE Dockerfile PIEEEH =
B2, FBETE Dockerfile PIEEFNMALZLMNBE R, ENZBREWENTIRET EAR, £
IHERLK LM /var/lib/docker/volumes/ FHEEHMNB R,

Q iiE: EEWBHEMERFHNENR
f£F VOLUME 15218 EHHE AT, BEEFEA RUN 5L B RAMEAIFIE®ER. 187E
BEHSE, ZEREANIRNARN—E7, MRMEEEEERZIGRER. XRTES
RLREER, BANEIEEER A ZARITXERE, fI, NREFEESMNR, BE
HITEREEN, AIRHBTE Dockerfile AEiZB RIEENEH =

TITASEN, £/ -vETEEENAS LS EEHR .

> podman run -it --name testing -v /home/tux/data:/data slesl2sp4:latest /bin/
bash

=
@ /E/%\

MREERBPEERRNERR, -vIEIRES VOLUME 5<%,

AR Dockerfile R HaE—MRER, HPBE—MMNENXHRFIRE Web AEH Web
ARS5 28,
FROM registry.suse.com/suse/slesl2sp4
RUN zypper ref && zypper --non-interactive in apache2

COPY apache2 /etc/sysconfig/
RUN chown -R admin /data
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EXPOSE 80
VOLUME /data
ENTRYPOINT ["apache2ctl"]

LEBRFIZRE Apache Web fRSZ 2L EEIER, HEENEEEEFFZMER, data BRH
admin ARG, BEFHEMIINER S

204 #EREGETHNARER

MREHEBREFREENTIREFERAET, REENATHENRONLARFET, &
AILERS B E(TE S

AFFHOBIRARZRFIRG) Docker file MITRTR:

FROM registry.suse.com/suse/slel5 @

© @ ® 6 )

®

54

LABEL maintainer=EXAMPLEUSER PLAIN @

ADD etc/ /etc/zypp/ ©

RUN zypper refs && zypper refresh @

RUN zypper --non-interactive in apache2 @

RUN echo "The Web server is running" > /srv/www/htdocs/test.html @
# COPY data/* /srv/www/htdocs/ @

EXPOSE 80 @

ENTRYPOINT ["/usr/sbin/httpd"]

CMD ["-D", "FOREGROUND"]

¥5 19.1 75 “42EY SUSE Linux Enterprise Server 27sB{%” MR g EXE 2B,
IGEVAEIRE (BNE) o

EEHF /etc/zypp/repos.d #l /etc/zypp/services.d BEFEEMRS X,
XL HERER PRI EN LA,

RAFRIFEEFEEMRSEL,

FF %% Apache2 B9& <,

FAF AR RS T, WMR—VIRFETHA, el LAURBRLETT.

COPY 5 R ENMARATPHNEIEEFZIRSFBMATBTNER. FISHSFNT #) Kt
TS AER, RAFSHITIT.

Apache Web ARZ5 2889 AFF iR,
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Q iE

BEARO 80, BFHERENFKEEMEMRSFNGELIROEIET,

ZEAR, FHITUTEE:

1. EFFRATHRITHEIRENENRS,

a.

MR ENRSEITIH SUSE Linux Enterprise Server #J Server Applications &1,
EEECRENRRN REHMITIR, JFFTH YaST HikiE “RMASKY BE
ik” o

HREIZIEEE 19.1 7 “42EX SUSE Linux Enterprise Server EZKB{&” HhpfiR%est
7 SUSE JFAftZRAAY SLE BR1&,

¥ Dockerfile f#7%%) docker B®H,

. EARET, ERBRNREEIV LEMOEFEMRS. BEEXEEEFENRS

B, BEEENFIMEEXXEESEl docker/etc BR:

> cd docker
> mkdir etc
> sudo cp -a /etc/zypp/{repos.d,services.d} etc/

BHRI LA SR EEENRS XM, REHESEAFHN—HIX .

. WIS EEE (BE0 HTML Xf8) 0% docker/data BEE%, LWEERMABEE

HIZI A RIRER, MITIEH Web ARS5288 %0

2. ERLR. FH -t RMARGIKERE (ETENGLSH, ITEH
EXAMPLEUSER PLAIN) :

> docker build -t EXAMPLEUSER PLAIN/apache2 .

Docker FFR5|Z =17 Dockerfile FigEHIES: IRIEXME. EFIAR. RIFH(E
FEE. &#k Apache2 &,

3. NE—THheIZrBRE B A28 SE B!

55

v



> docker run --detach --interactive --tty EXAMPLEUSER PLAIN/apache2
Docker FHR5 | ZRHREIA2: ID, fl40:

7bd674eb196d330d50f8a3cfc2bc61a243a4a535390767250b11a7886134ab93

4. 1ENSESHFTH http://localhost:80/test.html 2, ERIZEFEEHE Web IRSZEBIETEIE

17

5. EEBIETEETHRENMLE, 15517 docker ps --latest &is

> docker ps --latest

CONTAINER ID IMAGE COMMAND [...]
7bd674eb196d
tux/apache2 "/usr/sbin/httpd -..." [...]

BEIEHMPREES, BBTUTHS:

> docker rm --force 7bd674eb196d

SR IRIT A TS BREREMB A 238D Apache2 Web ARSZ 2311 EUE
1. ¥ Dockerfile H:

o 7E:f5) Dockerfile /1, FFELLRUN echo FFkE91T, AiARTELITAIFF LA
# Fo
o 7E7ffl Dockerfile #, BUHERRLL COPY FFkHI1T, HiARERAIS # T/
2. EWEMEKR,
3. AR BEATEITHRE:
> docker run --detach --interactive --tty EXAMPLEUSER PLAIN/apache2
Docker FHR5 IRk EIA 2R ID, fl40:

e43fff4ae9832ecdb7677c058a73039d7610c32145al1d9bb6ad0aded52b5c4dc7

EEFAMIIEIE, B8N Ea88M http://localhost:80/test.html 2,
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AT BEFMIEHIEERIZIREF, BEERHAZZNHENER. AXEFAEE, BER

https://docs.docker.com/storage/volumes/ @,

21 AeadmAr

TEFIMER, BrSBEZ 1B, BEERAZI A, EUITIRES IR SRHAGH —

Pod, % Pod BB XEEHZITESENAE, HATFENHEFENNEEIR. WS, Pod
SREEZ N RERNNARERTEM— 87T, pod BWBLEEH Kubernetes (https://
kubernetes.io/docs/concepts/workloads/pods/) 2 5| \B, Podman {#H 7T 5 Kubernetes
HMERIRIE Xo

BE, —1 Pod FHASFAILUEZEEEE . 81 Pod 88— EiiZ1EEE (INFRA), H
BERRREZMZTIE. INFRAZEAF Podman 7£ Pod FARIMEMALS, IHO48E. cgroup-
parent (EHINZBIFT Bl 2EB D BCa MR B 8. Et, UETEENXEFERRIER—

N

"o

Pod

N - -
N N
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Pod FHENBRAEBEBNKEITIERLA, ZETREFSBITRRBNHEE, NRZERHE

BIEEFFREHRHMAE, ZEFEFRFTAEESSIMN tty #0. H Podman iR
E'_f, T UERZGEREF U BIRAIETARS, BALERSREETT, HFAFEHEEH
ttyso

21.1 M Podman BB R4

podman pod 2ETRIE. EiR. THICE Pod WH<SITIRE, ERAIUEE H L0y
(https://docs.podman.io/en/latest/markdown/podman-pod.1.html) # HZ& % podman pod
B Fir <o

podman pod create Zt|E—KENEREY Pod, AILAER - - name £%4 Pod R ECFAH

o

> podman pod create
344940492c00bbal9ecechc5b109351bf0a3b8b19b3c279a097da7a653¢c592d0

B LAfEF podman pod list &5< %I Pod:

> podman pod list

POD ID NAME STATUS CREATED INFRA ID # OF
CONTAINERS
344940492c00 suspicious curie Created 2 minutes ago 617d7e3ce399 1

TR AT PR B 28 IR EL K EXRY Pod:

> podman ps -a --pod

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES POD ID PODNAME

617d7e3ce399 localhost/podman-pause:4.3.1-1669118400 5 minutes
ago Created 344940492c00-infra 344940492c00 suspicious curie

IR Pod & —i@d localhost/podman-pause: 4. x FIFIRH infra 28, LA 28
HAZREMES Pod XEXBIZHFR=IE], FE Podman BEFSTE Pod FRIZAINE 1A 28,

£/ podman run --pod S A LUEITRFIEERMEIFAFER Pod, B8, U TSR
T—1MET suse/slel5 MERIEEE, HIFZE 88 HME suspicious_curie Pod:
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> podman run -d --pod suspicious curie registry.suse.com/bci/bci-base sleep 1h
8f5af62a7c385bbdla3a5cc3a53a8d0f8cf942adc26a065960d4232fcc93ac98

o

[==1

MRS BERUTES, 217 3E SLES T4 E{EA container-suseconnect 5
¥HS Podman. Buildah #1 nerdctl B2 &R (https://documentation.suse.com/
container/all/single-html|/SLES-container/#sec-bci-suseconnect-podman-buildah-

nerdctl) @ :

WARN[0005] Path "/etc/SUSEConnect" from "/etc/containers/mounts.conf" doesn't
exist, skipping
WARN[0005] Failed to mount subscriptions, skipping entry in /etc/containers/
mounts.conf: open /etc/zypp/credentials.d/SCCcredentials: permission denied

LFERGSARMN—MAER 60 SHAGERENSSS. B/XETTpodman ps -a --pod #i<,
BRIZ2EEZ Pod MEE SR BR.
el UfEA® S podman pod ps K&EE:

> podman pod ps

POD ID NAME STATUS CREATED INFRA ID # OF
CONTAINERS
344940492¢c00 suspicious curie Running 21 minutes ago 617d7e3ce399 2

E(E | FFEM objective jemison B2S, BEFERUTHS:

> podman ps -a --pod

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES POD ID PODNAME
617d7e3ce399 localhost/podman-pause:4.3.1-1669118400

14 minutes ago Up 4 minutes ago 344940492c00-

infra 344940492c00 suspicious curie 8f5af62a7c¢38 registry.suse.com/bci/
bci-base:latest sleep 1lh 4 minutes ago Up 4 minutes ago
objective jemison  344940492c00 suspicious curie

> podman stop objective jemison

objective jemison

> podman pod ps
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POD ID NAME STATUS CREATED INFRA ID # OF
CONTAINERS

344940492c00 suspicious curie Degraded 25 minutes ago 617d7e3ce399 2

> podman ps -a --pod

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES POD ID
PODNAME
617d7e3ce399 Tlocalhost/podman-pause:4.3.1-1669118400
25 minutes ago Up 15 minutes ago 344940492c00-

infra 344940492c00 suspicious curie 8f5af62a7c¢38 registry.suse.com/bci/bci-
base:latest sleep 1h 15 minutes ago Exited (137) 14 seconds ago
objective jemison  344940492c00 suspicious curie

EFILAfEFE podman pod stop {51t Pod REFFEASE:

# podman pod stop suspicious curie
344940492c00bbal9ecechc5b109351bf0a3b8b19b3c279a097da7a653¢c592d0
> podman ps -ap

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES POD ID
PODNAME
617d7e3ce399 Tlocalhost/podman-pause:4.3.1-1669118400
29 minutes ago Exited (0) 7 seconds ago 344940492c00-

infra 344940492c00 suspicious curie 8f5af62a7c¢38 registry.suse.com/bci/bci-
base:latest sleep 1h 19 minutes ago Exited (137) 3 minutes ago
objective jemison  344940492c00 suspicious curie

&X B LAEF sudo podman start CONTAINER NAME. podman pod start POD NAME
¢ podman pod restart POD NAME RBEpFERFIAE XN R

B LB f S N ERRMIBR Pod, BILAEA podman pod rm #&5%ABE—1N3% 1 Pod, T
%, BILUEA podman pod prune s ERRFIEBEELER Pod. BEXEBF—13Z1 Pod, &

W FFrRia1T podman pod rm&<:
> podman pod rm POD

POD B L2 Pod &#55k Pod ID. EXFRFIE HFIEFL1EM Pod, 15 podman pod prune
7%, 7Eiz1T podman pod prune < 78], FHRFAEEFELLN Pod REBEXRRRH
Pod, BNEFEERREERR Pod BIXIBE,
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ﬁﬁﬁ@%&iﬁﬂj‘ﬂuiﬁmﬁEJJ1’E?9$’|\§%§6&£E’\JEH§EF“ . BR, MIREEEETEES
BRONBRER, REEEERSASISNEEINEBRER, HENREFRLEREER

ﬁjJ, EBERLR/EER. B Kubernetes Z XM A BRH TR EF IR RXENTER, BE

(MEERTEEHE T TENEESHRIBRAL, ﬁﬁXiﬁéiﬂ?%‘*ﬁ-%mo systemd #1

Podman EES8ItEHTR, ARNENFAERERETIENE —BEEF,

Podman 235 podman generate systemd Fan<$ 8l systemd BT, ZFHS

BIE—1 systemd BT, EERILUEE systemd 1THIB 885K Pod, EAZETXE, A

MRS | SR BEIARE Pod, EREMIEINBHERBE Pod, HREBEREFE
journald =,

UTFRBIER—ME 2R NGINX B28:

> podman run -d --name web -p 8080:80 docker.io/nginx
c0148d8476418a2da938a711542c55efc09e4119909aea70e287465¢c6fh51618

BIAIFRR AR 2R 4R systemd B7T:

> podman generate systemd --name --new web
# container-web.service
# autogenerated by Podman 4.2.0
# Tue Sep 13 10:58:54 CEST 2022

[Unit]

Description=Podman container-web.service
Documentation=man:podman-generate-systemd(1)
Wants=network-online.target
After=network-online.target
RequiresMountsFor=%t/containers

[Service]

Environment=PODMAN SYSTEMD UNIT=%n

Restart=on-failure

TimeoutStopSec=70

ExecStartPre=/bin/rm -f %t/%n.ctr-id

ExecStart=/usr/bin/podman run \
--cidfile=%t/%n.ctr-id \
--cgroups=no-conmon \

--rm \

61 v



--sdnotify=conmon \

--replace \

-d \

--name web \

-p 8080:80 docker.io/nginx
ExecStop=/usr/bin/podman stop --ignore --cidfile=%t/%n.ctr-id
ExecStopPost=/usr/bin/podman rm -f --ignore --cidfile=%t/%n.ctr-id
Type=notify
NotifyAccess=all

[Install]
WantedBy=default.target

Podman F—1MExX i Elizh e, sPSISXHBRNEF 8T systemd BR
(~/.config/systemd/user/ ‘JZ/etc/systemd/user/) WAL ETT systemd BF
(/etc/systemd/system) 1, BRLUE systemd £ 28, - - new &I Podman
EEBMNENRCIRES. XAILUHR systemd BT B ELAMRN, TR TERIMEBRK
o --name IERAIATARBDE— AR RIFNRIR. WMRFEELTE, Podman &
FA% 23 ID MAEHRZMR,
BRBBFNRAF B TR, BRITUTH !

> podman generate systemd --name --new --files web

/home/user/container-web.service

> mv container-web.service ~/.config/systemd/user/
> systemctl --user daemon-reload

WMIERILAfEA systemctl --user start container-web B&i&Egs:
> systemctl --user start container-web

> systemctl --user is-active container-web.service

active
iz1T podman ps S UEBMEIEEEITHRZNGIR:

> podman ps
CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES
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af92743971d2 docker.io/library/nginx:latest nginx -g daemon o... 15
minutes ago Up 15 minutes ago 0.0.0.0:8080->80/tcp web

B systemd EERBIFAZ —ZEBER R RIIENERNEER. AILUETR SIGKILL
RIXEN B SRy EHAZRAE AR 5 -

> podman ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES
4c89582fa9cb docker.io/library/nginx:latest nginx -g daemon o... About a

minute ago Up About a minute ago 0.0.0.0:8080->80/tcp web

> kill -9 $(podman inspect --format "{{.State.Pid}}" web)

> podman ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES
0b5be4493251 docker.io/library/nginx:latest nginx -g daemon o... 4

seconds ago Up 4 seconds ago 0.0.0.0:8080->80/tcp web

AR, MRBR[EERFILEN (B0@d podman stop web) , MFAEERFEN,
EFERRIKRERET, 57T podman generate systemd F7HRINIRE - -restart-

policy=always.

21.2 EFEAZEMG

ERMRNA EZRSRE B SR REKITAZEH. AJLUEBTR - -pull=always in&ARMNEIETT
X4 ExecStart=TERABRZAIM, BIFFR, XIEMARNEHE, HESRER
M EFHRG, F—MITAEEKE, BRREENESEINEKN bug MEHBHRTLH
HILEIRBTEE 2 MR BT o

Podman Y auto-update (https://docs.podman.io/en/latest/markdown/
podman-auto-update.l.html) # FapSRMT —MEIITIRRRT E. BiInE
io.containers.autoupdate=registry HINZIE2S, # Podman 7£iz1T podman auto-
update BY MIEMRPIZEN A 23ARERAVITAR A, XHE, LRI LATERRERIBTEIER—&Kan < B
ERRBIE, MBEFRSIEN systemd BoHI B EhET(E],
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BILUEIYIE - -label "io.containers.autoupdate=registry" \ —{THRINZIASS
systemd BT ExecStart= TRBABHEMNEE. T NGINXRBI, FUWTFARE

2% ~/.config/systemd/user/container-web.service:

ExecStart=/usr/bin/podman run \
--cidfile=%t/%n.ctr-id \
--cgroups=no-conmon \
--rm \
--sdnotify=conmon \
--replace \
-d \
--name web \
--label "io.containers.autoupdate=registry" \
-p 8080:80 docker.io/nginx

EMMBTiRFEFHERDARRE, RITEMRET (MRFRAUBRTSIRGSEMER)

> podman auto-update --dry-run
UNIT CONTAINER IMAGE POLICY
UPDATED
container-web.service 87d263489307 (web) docker.io/nginx registry
false

SEUFHITINRINR, U R B — RIS R T RS NE, RIS R
FREAFE, BILUES B podman-auto-update. timer it Podman BzEhiEHAN A&
B

# only for the current user

> systemctl --user enable podman-auto-update.timer

Created symlink /home/user/.config/systemd/user/timers.target.wants/podman-
auto-update.timer -» /usr/lib/systemd/user/podman-auto-update.timer.

# or as root

> sudo systemctl enable podman-auto-update.timer

Created symlink /etc/systemd/system/timers.target.wants/podman-auto-

update.timer - /usr/lib/systemd/system/podman-auto-update.timer.
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21.3 EHEzZARE

RLENVAREFEERM TS INRRTEERIETT, FlIU Web 5ils. [FimARSS M EIE

. Docker compose (https://docs.docker.com/compose/) 7 BIEEEH BN LBELEES
NARFHN—MEILTER, 2 Podman HFAREELHF compose in %, BEARZHIBERT,
B LUK compose X & #1EZIFE 4 Podman Pod #1Z 1N A28,

LU RBISIERAD Pod H988% Drupal # PostgreSQL A28, FHiEid systemd BTEIEXLER
2%, B, BIE—2QF Drupal Web FEBIH Pod:

> podman pod create -p 8080:80 --name drupal
736cab072c49e68ad368ba819e9117bel3ef8fa048a2eb88736b5968b3al9%a64

8% Pod /5, Bah Drupal BilmMEEEH PostgreSQL #EE:

> podman run -d --name drupal-frontend --pod drupal docker.io/drupal
ffd2fbd6d445e63fb0c28abb8d25ced781819211d3bce9d6174fe4912d89f0ca

> podman run -d --name drupal-pg --pod drupal \

-e POSTGRES DB=drupal \

-e POSTGRES USER=user \

-e POSTGRES PASSWORD=pass \

docker.io/postgres:11
a4dc31b24000780d9ffd81a486d0d144c47c3adfbecfOf7effee24a00273fcde

XREMR=NEEIEITHASS: Drupal Web R E. PostgreSQL #3EZEH Pod BIEMZEHMA
250

> podman ps

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS NAMES
2948fal476c6 localhost/podman-pause:4.2.0-1660228937
2 minutes ago Up About a minute ago 0.0.0.0:8080->80/tcp 736cab072c49-
infra
ffd2fbd6d445 docker.io/library/drupal:latest apache2-foregroun. ..
About a minute ago Up About a minute ago 0.0.0.0:8080->80/tcp drupal-
frontend
a4dc31b24000 docker.io/library/postgres:11 postgres
40 seconds ago Up 41 seconds ago 0.0.0.0:8080->80/tcp drupal-pg
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79 Pod €2 systemd BB A ERINTF AR B ECRL ST

> podman generate systemd --name --new --files drupal
/home/user/pod-drupal.service
/home/user/container-drupal-frontend.service
/home/user/container-drupal-pg.service
> mv *service ~/.config/systemd/user/
> systemctl daemon-reload --user

Podman HiEMLEAREZRE T drupal Pod IR INAIE X LR 2ZM systemd BT, FLLATLAE
HRARFIURINE] Pod MBETXMHH, XEKE, SEBMEIFLE Pod B, systemd 2HAfRIZ
Pod HRIFIE A28 BB NS L,

ERE systemd BIRHIIMELE R, 5L ELE drupal Pod, BRI EN EHFIRERIET

GREES N

> podman pod stop drupal
736cab072c49e68ad368ba819e9117bel3ef8fa048a2eb88736b5968b3al%a64
> podman pod rm drupal
736cab072c49e68ad368ba819e9117bel3ef8fa048a2eb88736b5968b3al9a64
> podman ps -a
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS
NAMES

i@t systemctl start --user pod-drupal.service Ezfdrupal Pod, systemd &
[BEhiZ Pod YA 28!

> systemctl start --user pod-drupal.service
> podman ps
CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS NAMES
d1589d3ac68b localhost/podman-pause:4.2.0-1660228937
5 seconds ago Up 5 seconds ago 0.0.0.0:8080->80/tcp ca4lb505bd13-infra

ad49bea53c20c docker.io/library/postgres:11 postgres
4 seconds ago Up 5 seconds ago 0.0.0.0:8080->80/tcp drupal-pg
dc9dca0l8dad docker.io/library/drupal:latest apache2-foregroun. ..

4 seconds ago Up 5 seconds ago 0.0.0.0:8080->80/tcp drupal-frontend
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21.4 AB=x Podman BNiFHEE

WMREIE T #EH X Podman FIAIE Pod IENEZEE, 154 https://docs.podman.io/en/
latest/ @ #1 https://github.com/containers/podman 2,

21.5 {EH Kubernetes BIZA28EH

Kubernetes (https://kubernetes.io) 7 @— N HERHHEIZE, BFBshiTRs WA
EFNHE. ¥ ENMEELIE. ZAERMERZREITEEES (CNCF (https://www.cncfio/
about) 2) £,

M Kubernetes AIEZ &1 EN (HBRSV[BHT ) BEBHEITIEHAK—

N, AEEALUET API RSIMBFER T, FITEINEER Rancher (https://
ranchermanager.docs.rancher.com) 7 3R&ZE Kubernetes B HEIBERHEPIZITHN ATE
F. 21 Rancher BRI ABEBEEAMEEITHNZ N Kubernetes 885 MRV EIZ M=
RS 1R,

B X Rancher (NFHE R, BB E 75 Rancher 3214 (https://

ranchermanager.docs.rancher.com) 2,

21.6 B=% Kubernetes (k3s)

K3s (https://k3s.io) 2 BE AYIEXMFAS I+ EME B3 CNCFINEREEZR Kubernetes &
17hR. 5 Kubernetes RN[El, K3s f#HEANENARE] 60 MB BIZHSBISMH, FHEHxt Arm ZRA9#1T
T Rtk

BEXFAEE, BB MW K3s &7 (https://www.suse.com/c/rancher_blog/introduction-
to-k3s/) 2 F1AN{AITE SUSE Linux Enterprise Server £& % K3s #1 Rancher (https://
documentation.suse.com/trd/suse/html/kubernetes_ri_rancher-k3s-slemicro/id-

deployment.html) 2,
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22 FEAEMEMFFFRM

KRB ‘LI ERIFRENEE: a) TheEEAEE (FIUIENMER) BFEAER, MU
K2 b) SUSE [\ SUSE BRI 2. RIE https://www.suse.com/products/
terms_and_conditions.pdf 2, RIFZIFEREGITIA SUSE =M. HAZIFU TATA,

22.1 XJ SLES EHNBIZFF

BEANTFMREMER, BERFMENENAGNESRAGHREARXHH .

®2: THPERE
EN | BERG SLES 12 SLES 15
SLES 12 SP5 v *
SLES 15 v v
SUSE Linux Micro v v
SUSE Multi-Linux Manager v v
V ST XHF

* AR (B2 “BRXFRE" )

O ==: BRIFRS

RTFABUNAREFAIESEARBARTEENAZFAARAA, SUSE # SLES 12 SP5
FHEBITHET SLES GA B SHRM T BRI, AT BREBERNNLMFRE %R
&, SUSE ZWAALHEMENERBERIARS BhRES,

SLE BCI 3285 LA AR EEH . AMD64/Intel 64, AArch64, POWER#l IBM Z, BEEHIFRLEEH
DS ENBIEREELE, FLENASMENIRAZZF.
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FERZHIERT, NRNBERFREXRIIAEZSRETAZRSNEIBE R ETTEEN
(ioctl. /proc. /sys. routing. iptables. nftables. BTF. (e)BPFZ) =i&iR

(KVM. OVS. SystemTap &) X E, MFFH SLE AR IZ A Big(E. NEIESNABFFIE
MNEEILZEPIRMEX ioct1 B9ZIFAX /proc BIIAIRIINER,

22.2  3F9F SLES FHNBIZH

BAET SUSE IR BZEIFTEXH, VMRV ENIF RN 7 52
H#, SUSE X258 T SUSE BARRMVA N, B RE SUSE fEFERRTFE, BEPRIEHM
AN ATERE SUSE XIFHEER, WREIKERIRFE SLE 115,

ETF SLES 12 SP5 I SLES 15 (FAERRSE) MRSBBIEEE S EGANMN TERAMARNTES
X

XFUTE=BERENTFS,

% 3 3tdE SLES EMMBIZHF

BHRENFES AaiaiThe TS
Rancher Kubernetes docker v

Engine (RKE)

Rancher Kubernetes containerd v
Engine 2 (RKE2)

K3S containerd v
Red Hat OpenShift cri-o v
Microsoft Azure containerd v

Kubernetes Service (AKS)

Google Kubernetes Engine containerd *
(GKE)
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BRENTFS BB ZI/RE

Amazon Elastic Container containerd v
Service for Kubernetes
(EKS)

IBM Hyper Protect docker/podman v
Platform

V e RBEReRT

¥ EURT IRAR: Te2R%HF, ERFUEATSHEE (ISNEEMEN INBEFRE (B
BEE5AZMRARENHIRSN. RS ENERERE) ME

BX3 Rancher X mBZFINIFMER, 1BEBMW Rancher 55— 15 % (https://

www.suse.com/suse-rancher/support-matrix/all-supported-versions/) 2,

22.3 =FTH
H=I1 SUSE BELIHIIESEI,

1. R GBAE SRR EREXFmIvESEE,
540, SLES 15 SP4 R2sMR{GE1E SLES 15 SP4 £ dsFHA,

2. BRRHREESHEX = REPRSHEITEL,
g0, 0% SLES 15 SP4 4 F Alpha. Beta. RC I GA BER, MIBXAREZEEREN AT

3. RBREFEAEX RPN EmERN,
{5180, SLES 15 SP4 A8sME2EAS SLES 15 SP4 AR 4 B MR,

BXEZEER, BHET a3 AR (https://www.suse.com/lifecycle) 2 T1E, WUKIERA
F SUSE JEMFE (https://registry.suse.com) 7 H4FTE = 23ARERAY SRS,
ARG U TFARANZFERES, AN ElNZRFaEER ., AXRERSRMRGENES
=B, BSIMENM https://registry.suse.com 7 TIE,
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224 BBMENFIRZFFHRR

AR 2RRAIN SUSE EHIFEHR SLES BB

SUSE RN B BN ENIFMRT2T X R XUERTARERZFI™Mm, SE A<
fRZ B #F (https://www.suse.com/products/long-term-service-pack-support/) # (LTSS)o
BE TS IEMEMNSENH R BNENIMER T2, KERER FINEER

Bee. EVUIRRUNSZ R (BE—RRZ#H0 LTSS) THFEF M.

BAET SUSE IARBRFTEXH, THIFRFRRVIREULLA R FANIF R AN 5Tt

¥, SUSE %##KH8 SUSE BEAXRB[AVAH, E2H5K8 SUSE EEFEENIREE,. BBEFEM
(RN FAREF N 1E SUSE ZHRVSEEIRN. WNIREET SLE BCI 3¢ SLE_BCI iZERN AN B9
IREREE, TREITH M. EMEESTE SLE RIIPHNREFENEZRE, BEEWEITH,

fEB CReBIA R B S XERGarIEERE,

FERREINEAS SN ENIMEEZERZR, HXATIES SUSE ZHEIPAITIE, ZEIPAT
TXNRFHITORHLHERBALTREN, TEAEMBERT, EVIMRHHIRRER LIS

FAHIF R AN 7 17 ST IR

22,5 AT
PRI NIRRT A 2RI G H SUSE ', BRNZRN T LEREBEREFIHFRAHIER
o MR T KA, 1BEKF SUSE AR, UDZFEHZLMAR, ErIRImE TR
RRALIFEE R,
FRARFRSEFTE AT PRI -

o KRATGAIRETETNRE L AT, T REXENESEERHER,

° RRATHARZ 2o

o FRARTRG A RENIE A TS E R AR L,

o RRATGHIATIAINAERIREMER 2 R E T . Eib, AP ARETEAREIBRAT GG
iR7s, MRBEEEFHEE.

o HABERYRIRESBUBRATIS . 590, R SUSE KMENFRARTEZEFL K HITHR
K, HERTFESERAUITE, MAIRERSEUHZINE. SUSE REERFRHARHLILERARNZ
S FFRZS
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BERIEATIC AT, HETE registry.suse.com (https://registry.suse.com) 7
FHRAXMIRIE. I, FARARTGNRENASRINGERRMETEEFES
com.suse.supportlevel="techpreview" #5&, AJLUfEMA docker inspect eidHE

R B EITRPREN G SRETHIERS B &8 1Zn%,

22.6 METFEHMFE
SLE EARIEBRHER L FEAMFEETIR

* F3¥MY openSUSE Leap ({XPFR AMD64/Intel 64)

FG 2 #5M9 SUSE Linux Enterprise Server RRZAFIFE AR 454

SUSE Liberty 55 8 k#1585 9 Kk (1XFR AMD64/Intel 64)

BHTHY Ubuntu LTS (YR AMD64/Intel 64)

CentOS Stream ({XPE AMD64/Intel 64)

* FIEEEAE = Kubernetes £ &, &3 Microsoft Azure Kubernetes Service. Google

Kubernetes Engine 1 Amazon Web Services

SLE EAR2IEEER Podman # Docker #1TMik. A FIPS IANIEMZRER SLE BARZ:
YR ETE FIPS IAERIF & _E# 1T,

23 BiE

23.1 f{#HM container-diff SRS &

WNSRTE SLE EARBRIMEEA FEBEE X Docker FFES | ZE ARG T AIRTEA AR T
€, container-diff TEREBEDIMZMEHKERTFERNEXERE,

container-diff AJADHREGHNZEN, EELARHEMREGZENERHUENZEA T4
BIRAENER. ZTRALRHBRASERAGE. BSRRGENBTRREPIXHNESR
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container-diff AJLURMEARMAZZME (EHFIZE daemon://) « IEFEFMRPAVIRER
(fEFERIZE remote://) , UUKSERN . tar TR, BILUEA container-diff it
BIEH AR R SITER A Z BN E S

EBL% container-diff, i5i&{T sudo zypper in container-diff &<

23.1.1 EZA&® container-diff ap<

i< container-diff analyze IMAGE M ENMEGIZITINES . ERIASREI A IR
BEEFE AN WMFAIEBMEIRANMEERFEIFAEE, BEERFENS TR, FH --
type BEIEEFFZN D728, M IREBANIINEE history (REMEGECIZENRETIR)
M file (REIXHRAFZRBHNTIR, BIFEZM. BEMKND)

> sudo container-diff analyze --type=history daemon://IMAGE> sudo container-diff
analyze --type=file daemon://IMAGE

EEEFMEASHNRERENE, 5E1T container-diff analyze --help @<,

£ container-diff diff (<SRRI BRREHRERENER. HUT
container-diff analyze @<, container-diff diff ZiFZ S, TENTHIS
LSRRG, HIREEXNEMETF IMAGEL 83 IMAGE2 #YIREATIZR,

> sudo container-diff diff daemon://IMAGE1l daemon://IMAGE2 --type=history

EEEMERRASHAEEERA, 151517 container-diff diff --help &<,

24 K15
B
BFREETHERRRENIETHES, SMEREMALEITHE—RIZR ID KRG,

EHI4A
=HIA (BFRA cgroups) B—I Linux RiZIheE, AIBETFREES (#iE) MEFREFM
RAadN oY BALERAE, UBSEEZRER,
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Docker FFiE5| 5
Docker FFR5 | ZB—fiRE 23-F R IRL NN AR, BTFRITSR[EXMFFET
%%, Docker FIES I B TAGMIA:

o SFHPIERE: + Docker FHRS I MRS 28, AREIEFAE Docker R (M. &
25, R FHANMEEES)

e RESTAPI: + VARERAUERLL APl B 5FiFiER &1,

o CLIZRIR: +ALESFIFEREN. RTFIFERS CLI ERIHEARBRITEN
L1517, CLIZERIHALAERA Docker RS | IR BN EEF 5 REST API #17i8
Ho

Dockerfile
Dockerfile 2B X UNAE S 25515, Docker FE5|ZE%15%EX Dockerfile A9
8%, FIRIEXLESSHEMIRE,

R
MUK Z AT OIRE M RIFER, Docker BMEHM—RIIEEEMMENERAR. 51
BN F—UUKAMER, Hlin, ZARFRN—IEH, EXNFEER N Dockerfile 19
X, BXESAT, BFBNET Docker i (https://docs.docker.com/engine/
reference/glossary#image) 7,

BaRRG
BRMEZ NI ELRIERS X, SEEFHRITR, FEIATLTE IT &2 _EiETT
R RHIZ. MEBRRGE. RETAUNERRLTE LETREFARENAEMBTEIR
Bl BEEMREEIERMGEREARRE EWENXHRFERHTRZE.

HaAx &
EHAM&G 258 RIEHIRE, 7 Dockerfile 1, EZNMEH FROM scratch 5<$#1T
IR 5o

SSBR{G:

ZTUHEMBFRRGEMAME, 52, IREIREFRZERIEG, NEkE BRI
%o 7 Dockerfile 1, FROMIES18MIAIRIER, KZ% Docker BB E & A2
A9
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BAIR=z(a]
Docker ARSI ZANEBERMER Linux BIFEiE, XA LURBASESBMBNER.

YmE
EEEHER, CERSEFABNEHT A LB IFZRSNEE, Bes K ILihiE,
A EE R T —MEERBEHEIERZS. BIEERaNITATR AR RmHEE, BER
Kubernetes 238,

AR
AMREEERGHNEREX, CEREE S MEFRE, ETMRAMHLE:

o NHIIMEFR: HAAF (BEREEAMIER) AU THMERMREG, AHEMRE
BYBARYRAIZ Docker Hub (https://hub.docker.com/) 7

o TREMR: (REERFIALE, EMNSELZARSIAEE,

fittz =
FRE R EMRPIREREEX

25 DOHEXE
BT AR L A TR A SRS BRI 55

BRSSERMZF
BXRFmA ARSI ZFHAD, 155 https://www.suse.com/support/ 2, Z8l
ERRSSIEXR, ZE7E SUSE Customer Center HEMITIRIAY SUSE =5, iBRITE https://
scc.suse.com/support/requests 2 HE R, AGBEIHE,

Bug R
7E https://bugzilla.suse.com/ 2 FRIRENERIA (FE BugzillatkF) . Efgtited
12, AILUERASAE HTML AR SRS, KytrismEiaiga, AREEN
SHERNRERIGES S 2 ERERE, XFESBETE Bugzilla FEZF EFMR RS
A, FARMHBFETHEEE, BMETUETS bug k.
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73
BEBSGHASNY, 1EFERASN HTML likZd<# Y Edit source document (ZR3iEIRX
1) ¥EE (FEEGitHub tKFP) o BXirsmMENIEE, AREANSMERIRHR
RIS B FHIREGRIM, XEEIEEET GitHub ERYRE, s EEFIRHHEGEK,

2|

Q #&E: “Editsourcedocument” (4WIEIEXIY) VERTF
IR
Edit source document (SRR SEEUEMTE NOMMEERS. 3T RALAT
BES, BREXFAERREREHEE,

BXAXEERNXEIMEIFAER, ESNMEFEN README X4 (WHkA https://
github.com/SUSE/doc-unversioned/blob/main/README.adoc #)

B {4
B ] LIS B XA IR U R R IR &% ZE doc - team@suse. com, AEEFEE XY
Rl FEERhRASFI AL Z B, LS, BESHEXNET SRR (ERME URL) ,
FiR AT B iR,

N =
26 /f T$F':' Eﬂ
RRAYERE © 2006- 2025 SUSE LLC FliEfs Ao REBEFERF,

R4E GNU B R34 AI3E (GNU Free Documentation License) fras 1.2 5 (1RIBZAVIERR)
s 1.3 REERR, FEURTFEES. 9 &M/ TUECIASHERIINIR ; AShiRi A BRI Al IEpt &
REI T &Sy, PFEThRZs 1.2 BIRIABESTE “GNU Free Documentation License” #B43

B % SUSE &15, 158 https://www.suse.com/company/legal/ 7, FREEHME=AEIRD
AAENFREENI, BIF/FS (. ™%F) R SUSE REXEARINER. 25 () KRS
=F R

BIERAKAZFAEAT, EXFERRTIERERTIR, SUSE LLC REXBEAF. fFEMIZF
EXWF AR MR A LSRN EREREABRE,
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27 GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor,
Boston, MA 02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful
document "free" in the sense of freedom: to assure everyone the effective freedom to copy
and redistribute it, with or without modifying it, either commercially or non-commercially.
Secondarily, this License preserves for the author and publisher a way to get credit for
their work, while not being considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document
must themselves be free in the same sense. It complements the GNU General Public
License, which is a copyleft license designed for free software.

We have designed this License to use it for manuals for free software, because free
software needs free documentation: a free program should come with manuals providing
the same freedoms that the software does. But this License is not limited to software
manuals; it can be used for any textual work, regardless of subject matter or whether it

is published as a printed book. We recommend this License principally for works whose

purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice
placed by the copyright holder saying it can be distributed under the terms of this License.
Such a notice grants a world-wide, royalty-free license, unlimited in duration, to use that
work under the conditions stated herein. The "Document”, below, refers to any such
manual or work. Any member of the publicis a licensee, and is addressed as "you". You
accept the license if you copy, modify or distribute the work in a way requiring permission

under copyright law.
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A "Modified Version" of the Document means any work containing the Document or a
portion of it, either copied verbatim, or with modifications and/or translated into another
language.

A "Secondary Section" is a named appendix or a front-matter section of the Document
that deals exclusively with the relationship of the publishers or authors of the Document
to the Document's overall subject (or to related matters) and contains nothing that could
fall directly within that overall subject. (Thus, if the Document is in part a textbook of
mathematics, a Secondary Section may not explain any mathematics.) The relationship
could be a matter of historical connection with the subject or with related matters, or of
legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as
being those of Invariant Sections, in the notice that says that the Document is released
under this License. If a section does not fit the above definition of Secondary then it is not
allowed to be designated as Invariant. The Document may contain zero Invariant Sections.

If the Document does not identify any Invariant Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or
Back-Cover Texts, in the notice that says that the Document is released under this License.
A Front-Cover Text may be at most 5 words, and a Back-Cover Text may be at most 25

words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a
format whose specification is available to the general public, that is suitable for revising
the document straightforwardly with generic text editors or (for images composed of
pixels) generic paint programs or (for drawings) some widely available drawing editor,
and that is suitable for input to text formatters or for automatic translation to a variety

of formats suitable for input to text formatters. A copy made in an otherwise Transparent
file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not
Transparent if used for any substantial amount of text. A copy that is not "Transparent” is

called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup,
Texinfo input format, LaTeX input format, SGML or XML using a publicly available DTD, and

standard-conforming simple HTML, PostScript or PDF designed for human modification.
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Examples of transparent image formats include PNG, XCF and JPG. Opaque formats
include proprietary formats that can be read and edited only by proprietary word
processors, SGML or XML for which the DTD and/or processing tools are not generally
available, and the machine-generated HTML, PostScript or PDF produced by some word

processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages
as are needed to hold, legibly, the material this License requires to appear in the title page.
For works in formats which do not have any title page as such, "Title Page" means the text
near the most prominent appearance of the work's title, preceding the beginning of the
body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either

is precisely XYZ or contains XYZ in parentheses following text that translates XYZ in
another language. (Here XYZ stands for a specific section name mentioned below, such
as "Acknowledgements", "Dedications", "Endorsements", or "History".) To "Preserve the
Title" of such a section when you modify the Document means that it remains a section
"Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that

this License applies to the Document. These Warranty Disclaimers are considered to be
included by reference in this License, but only as regards disclaiming warranties: any other
implication that these Warranty Disclaimers may have is void and has no effect on the

meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or non-
commercially, provided that this License, the copyright notices, and the license notice
saying this License applies to the Document are reproduced in all copies, and that you
add no other conditions whatsoever to those of this License. You may not use technical
measures to obstruct or control the reading or further copying of the copies you make

or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section
3.
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You may also lend copies, under the same conditions stated above, and you may publicly
display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of
the Document, numbering more than 100, and the Document's license notice requires
Cover Texts, you must enclose the copies in covers that carry, clearly and legibly, all these
Cover Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on the back cover.
Both covers must also clearly and legibly identify you as the publisher of these copies.
The front cover must present the full title with all words of the title equally prominent
and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these

conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the
first ones listed (as many as fit reasonably) on the actual cover, and continue the rest onto
adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100,
you must either include a machine-readable Transparent copy along with each Opaque
copy, or state in or with each Opaque copy a computer-network location from which the
general network-using public has access to download using public-standard network
protocols a complete Transparent copy of the Document, free of added material. If you use
the latter option, you must take reasonably prudent steps, when you begin distribution

of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an
Opaque copy (directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before
redistributing any large number of copies, to give them a chance to provide you with an
updated version of the Document.
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4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of

sections 2 and 3 above, provided that you release the Modified Version under precisely

this License, with the Modified Version filling the role of the Document, thus licensing

distribution and modification of the Modified Version to whoever possesses a copy of it. In

addition, you must do these things in the Modified Version:

A.

81

Use in the Title Page (and on the covers, if any) a title distinct from that of the
Document, and from those of previous versions (which should, if there were any,
be listed in the History section of the Document). You may use the same title as a

previous version if the original publisher of that version gives permission.

List on the Title Page, as authors, one or more persons or entities responsible for
authorship of the modifications in the Modified Version, together with at least five of
the principal authors of the Document (all of its principal authors, if it has fewer than

five), unless they release you from this requirement.

State on the Title page the name of the publisher of the Modified Version, as the
publisher.

. Preserve all the copyright notices of the Document.

. Add an appropriate copyright notice for your modifications adjacent to the other

copyright notices.

Include, immediately after the copyright notices, a license notice giving the public
permission to use the Modified Version under the terms of this License, in the form

shown in the Addendum below.

Preserve in that license notice the full lists of Invariant Sections and required Cover

Texts given in the Document's license notice.

. Include an unaltered copy of this License.

. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating

at least the title, year, new authors, and publisher of the Modified Version as given

on the Title Page. If there is no section Entitled "History" in the Document, create
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one stating the title, year, authors, and publisher of the Document as given on its
Title Page, then add an item describing the Modified Version as stated in the previous
sentence.

J. Preserve the network location, if any, given in the Document for public access to
a Transparent copy of the Document, and likewise the network locations given in
the Document for previous versions it was based on. These may be placed in the
"History" section. You may omit a network location for a work that was published at
least four years before the Document itself, or if the original publisher of the version

it refers to gives permission.

K. Forany section Entitled "Acknowledgements" or "Dedications", Preserve the Title
of the section, and preserve in the section all the substance and tone of each of the

contributor acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in
their titles. Section numbers or the equivalent are not considered part of the section
titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in
the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title

with any Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as
Secondary Sections and contain no material copied from the Document, you may at your
option designate some or all of these sections as invariant. To do this, add their titles to
the list of Invariant Sections in the Modified Version's license notice. These titles must be
distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but
endorsements of your Modified Version by various parties--for example, statements of
peer review or that the text has been approved by an organization as the authoritative
definition of a standard.
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You may add a passage of up to five words as a Front-Cover Text, and a passage of up to
25 words as a Back-Cover Text, to the end of the list of Cover Texts in the Modified Version.
Only one passage of Front-Cover Text and one of Back-Cover Text may be added by (or
through arrangements made by) any one entity. If the Document already includes a cover
text for the same cover, previously added by you or by arrangement made by the same
entity you are acting on behalf of, you may not add another; but you may replace the old

one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission
to use their names for publicity for or to assert or imply endorsement of any Modified
Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under
the terms defined in section 4 above for modified versions, provided that you include in
the combination all of the Invariant Sections of all of the original documents, unmodified,
and list them all as Invariant Sections of your combined work in its license notice, and that
you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical
Invariant Sections may be replaced with a single copy. If there are multiple Invariant
Sections with the same name but different contents, make the title of each such section
unique by adding at the end of it, in parentheses, the name of the original author or
publisher of that section if known, or else a unique number. Make the same adjustment
to the section titles in the list of Invariant Sections in the license notice of the combined
work.

In the combination, you must combine any sections Entitled "History" in the various
original documents, forming one section Entitled "History"; likewise combine any sections
Entitled "Acknowledgements", and any sections Entitled "Dedications". You must delete all

sections Entitled "Endorsements".
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6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released
under this License, and replace the individual copies of this License in the various
documents with a single copy that is included in the collection, provided that you follow
the rules of this License for verbatim copying of each of the documents in all other

respects.

You may extract a single document from such a collection, and distribute it individually
under this License, provided you insert a copy of this License into the extracted document,

and follow this License in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent
documents or works, in or on a volume of a storage or distribution medium, is called an
"aggregate" if the copyright resulting from the compilation is not used to limit the legal
rights of the compilation's users beyond what the individual works permit. When the
Documentisincluded in an aggregate, this License does not apply to the other works in
the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document,
then if the Document is less than one half of the entire aggregate, the Document's Cover
Texts may be placed on covers that bracket the Document within the aggregate, or the
electronic equivalent of covers if the Document is in electronic form. Otherwise they must

appear on printed covers that bracket the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the
Document under the terms of section 4. Replacing Invariant Sections with translations
requires special permission from their copyright holders, but you may include translations
of some or all Invariant Sections in addition to the original versions of these Invariant
Sections. You may include a translation of this License, and all the license notices in the
Document, and any Warranty Disclaimers, provided that you also include the original
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English version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this License

or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History",
the requirement (section 4) to Preserve its Title (section 1) will typically require changing

the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly
provided for under this License. Any other attempt to copy, modify, sublicense or
distribute the Document is void, and will automatically terminate your rights under this
License. However, parties who have received copies, or rights, from you under this License

will not have their licenses terminated so long as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free
Documentation License from time to time. Such new versions will be similar in spirit to the
present version, but may differ in detail to address new problems or concerns. See https://

www.gnu.org/copyleft/ a.

Each version of the License is given a distinguishing version number. If the Document
specifies that a particular numbered version of this License "or any later version" applies
to it, you have the option of following the terms and conditions either of that specified
version or of any later version that has been published (not as a draft) by the Free Software
Foundation. If the Document does not specify a version number of this License, you may

choose any version ever published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document

under the terms of the GNU Free Documentation License, Version 1.2
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or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the

“with..Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the

three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing
these examples in parallel under your choice of free software license, such as the GNU
General Public License, to permit their use in free software.
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