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AR S BIF TS E MR AR 72 2 o
NRFHFEIFIZERNIE, NERBHIER SRR RERT, XEM A A BERRIZI IR
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ERNEEE, ZEFMEEPHNEINREBE=1EH T,

HYARE MR RBNEFE PR (140, @&3Z RESTAPI) , RESREFME AN REREE
JAEH (PG1EIPG4) . /S, CRUSH BARIRIEEENRINIAEA, HEERNKREFMHEEIT
£ 0SD,

FULRAIFR, SEHIRENEN. XABRBENRNEFTFEEFRNEN L. RIBTHEF
MK ERERIRF, WNREEFMETAEAFERIRNE= 0SD Lo
EAMRHNARE— Ceph OSD (EZE Ceph 0SD) 3XEH, FE Ceph OSD A BEHIT7E,
HEFRTA E A OSD FEXN REHINE NI I2TT M.

9NR osd.5 REMPE, osd.1 LNERM PCL FRPIENR, —BEBAMED OSD REH
f&, 53— 0SD RUAMEETF. EUtRAFIF, osd.4 BFER osd.5, #A/F, osd.1 E7F
BN REERIE osd. 4, UREEHIKT,
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?

, P’o’okl A

(2 replications, 2 Placement Groups)

?

) Pool B )

(3 replications, 2 Placement Groups)

-

Logical Structure / ’
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ::ft.:::;,,..,, ‘4 | o o TS, WU,
Hardware

T — < - e e e, X === ——— .

___________________________

_______________________________________________________

1.2 : /MRE CEPH R4

INRFGEEH OSD UM TTRAINEISRE:, SERERSIKHIENR. #A/G, CRUSH REHREIXR
MAREME, W UENNREREREN. WITRFESFRE 0SD KT EfER.

1.4 BlueStore

M SES 5 FH#&, fEH BlueStore fE9 Ceph BIFTBRIATEB/S IR, BlueStore BYMREML T
FileStore, EBE2IIBRINMNEELEIEE,

EREERE-—E=1TFHELE. EREEIBERT, BlueStore ZEA—ITEFMIRSE. HIKER
B BRI

1. — M2 BlueFs BBV X, AT 3558 RocksDB FRrERRISIN 4+ R 4eHIThAE,

2. HREDEER—TRANSX, SATIRENRRTIE,. ©EHIZH BlueStore I, &
BFFESEREIE. tFigEEE BT HEE RPBIRTT S TEHERITIR.

TR ERIMY I % K EBE BlueStore:
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WAL iﬁ%ﬁjﬁﬁa:ﬁﬁ% BlueStore E,‘JWE‘ZIZEIL.\:E%H 5 Ell_,\o E 11?5@%5 i':F'El'] block.wal ﬁ
SHHERINR. 2B WAL IEFERELL E1%HEK DB IRFIREY, FRHSEMA WAL &&A ELIRE
A, i, TIERMRES

e WAL &% =2 NVMe, DB I&#HE = SSD, #uEig#&E = SSD =f HDD,
o WAL #1 DB i§Z 23 IHEAY SSD, #IEI1&EZE SSD 3¢ HDD,

DB ig & A T 1#fi# BlueStore BIAEFT#E, BlueStore (BN, SHRAIL RocksDB)
SR ROIBEZMTTHIRENT DB 1&F, LURHI4eE. BARER, REHE DBIRERELLEIE
FiReY, HNHZ DBI&EA BFBIE

() #=: MR DB A/
MYIBHEEZEFE5, RN DB IRE N ECEBRIAK . NR DBIKEHIEH, iR A
HEEiGHE, XSM™ERE OSD BltEE.
1&B] LU{ER ceph daemon osd.ID perf dump #5907 WAL/DB P X E2EENEE
#REtHe. slow used bytes BEREIEGHAVIES:

cephuser@adm > ceph daemon osd.ID perf dump | jq '.bluefs'
"db_total bytes": 1073741824,

"db used bytes": 33554432,

"wal total bytes": 0,

"wal used bytes": 0,

"slow total bytes": 554432,

"slow used bytes": 554432,

9 BlueStore | SES 7.1



1.5 MIINER

o fFA—THKXINE, Ceph BEREBFEMNBNXE, HTAFMARTENER, 7S
T4 https://docs.ceph.com/en/pacific/ 7,

* i3 S.A. Weil. S.A.Brandt. E.L. Miller #1 C. Maltzahn 125 R #ER CRUSH:
Controlled, Scalable, Decentralized Placement of Replicated Data (CRUSH: £l
HIENZIE. AIER. DHRANE) BETHX Ceph AR LIERIENER IR, 1532
BB ARAMIRERFY, WEEIRIRIXE, BJ7E http://www.ssrc.ucsc.edu/papers/weil-
sc06.pdf 2 E3RENIZSCER,

e SUSE Enterprise Storage A] 53F SUSE OpenStack R1TEMHEECER, Ceph BFRmEE
SUSE Enterprise Storage &%,

Q 1=
SUSE z2#5 Ceph ZERIARS 28484, MEFIHNIE OpenStack ZITEMH M IR
H3%,
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2 FEFENRMEN

Ceph BWEEHERERAIZE LEURT 10 TEfaE, EEFHITIFANNIE, NEETEEMAG

R

—MRIERT, ATARANEINERARRREN. NRFE—aHENLEZNEHE, WEERRS

CPU. RAM. HEEFMEERK,

2.1 RIZRHE
Ceph B LT /LNEHERLE:

o BRNHRLEIIFIIHRILE,

o BNEBMKHRIERNIMMSE (FIRMLS) o HHUZRIER.
o WMRM—PEHZNEFIHEML, LEARNEMLS, RERERINETEEZA.

NHEMLEZ Ceph FRHIERE ZBIURSEEF in 2 B#ITETNMNE, XEREFA Ceph

SEEnENELZMSLE (BESEMSHNERSD) .

KEMEE OSD TR ZENEHME, ATFHITES. ENFEEMNRERE MREET LA
WL, WEBERIERT, ESRERETAENENHER FRINN=ZAEF) , HAE0OSD&
i g mE M OSD RIXFE N EIAR, AHMEAFEFHMMXZIE, BFEREF—IHS

Monitor. Manager. MDS T3, OSD T m=#{Ti@ifle Monitor. Manager #1 MDS I R tB&(E

FAZM4&5 OSD T i TiE .,

Ceph Client
L) O

A
Request ' Response
]

O—0
Public Network
00O 00

SR I

Ceph MON Ceph MDS

-

2]
1]
0T O
=
000
w
L=}

A
The cluster network relieves !
0OSD rePIication and heartbeat |
traffic from the public network. v

O—=0
[ Cluster Network

2.1 MRS

11

PILEHELS | SES 7.1



2.1.1 MREIN

BINBENEREEEBHRNE—FENE, LUAREHNER, XTF Ceph AHMEIFE, FHil
I fE @i 802.3ad (LACP) 4BRERIMINMBAE 25 GbE (EMRAY) MLKIZEO, XA Ceph
MNER/NEE, NREEFEREREMSE, NENEFERMNIER 25 GbE MO, PEM T
BEZMEZOMRTHERSREESNERE, HoiREUREENRIEN, #MmEe TS
MR AP,

R RT LLBIEE VLAN RIR R B 4 F MR RRERE. HIt, ErIUeIE—MIE R H
A VLAN #0, —MRTFAENSE, S—1TRATEENS, BEiKE Ceph MEBRFFEXF
. BXRHPEIZEOMNFMEE, BB https://documentation.suse.com/sles/15-SP3/html/
SLES-all/cha-network.html#sec-network-iface-bonding @,

B RAHREISREET, FTUIEEREN. ATREMENSEMY, ATMRMNMRIZAIMLE
£0OFk (NIC) SBE—MEO, UEEN NIC HIVBERIREERP. B, TR ZEeE
—GBE BT TE RN RIRA IV R R RIP, BINESNEIGEHAENE, USRS
BHERH.

O ==: FHEENER
HMEBWEKIZE (FIE0erLI SSH. Salt 3 DNS M2 FRANIZE) RETMAtBREZ
25

() =7T: & DHCP BEBMT A
NREFMHET RE@ET DHCP ECERY, MEABIEIREERIK, FTERIEER T Ceph
SHPEIZERIERECEMS, NREEXMIER, Ceph MON #1 OSD KT AIEHE
& ((B1T systemctl status ceph\*F~=% “FTEHE" $HIR) . NBRKEILF]
&, BIREEEERSPES AL DHCP ZERImENZEIMEME 307, ALk, AI%E
B TNREERUTRE:
£ /etc/sysconfig/network/dhcp 1, &&

DHCLIENT WAIT AT BOOT="30"

7£ /etc/sysconfig/network/config #, 188

12 PL&ERIY | SES 7.1
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WAIT FOR INTERFACES="60"

2111 BERAMEHRNEETEEITRER

NREIEERE Ceph HABIKRIEE LTS, NARRILFERANERE N RHENLKIFR, RE Ceph
BAIEAHMERIERZTIT, BNRERETS— 1N THEHNS, Ceph NERENR2MREF
ngIIEEHo gi*%ﬁﬁ\ﬂl%: §/|\ Ceph %ﬁtf:i\%ﬁﬁﬁ\w—ﬁo

FENE Ceph TRNAUTENR, W/ NEEBHITIURERRERMIRR, BNREHES
HEEEHTITR, NIEEEATsE+257E0,

1. FEAUTHTIREERNLS:
# ceph config set global cluster network MY NETWORK
E/F50 OSD UUSBE FIEE RIS BN

# systemctl restart ceph-*@osd.*.service

2. RETHEBENEESETE 0S LHHRFHAT(E,

2112 AEFMPREET R

g0 Monitor WRALFZNFMF (B0, IFREBINEFHBERERIIRTIRMHARSS) , W
BEZELL CIDR FEEE H A ML it

cephuser@adm > ceph config set mon public network
"MON_ NETWORK 1, MON NETWORK 2, MON NETWORK N

fBgn:

cephuser@adm > ceph config set mon public network "192.168.1.0/24, 10.10.0.0/16"
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a4
= H

MRBATIFIR AR (BEE) MBEE T ZTWEER, WXEFRMPEE—FRE
WIMEES I HMPREFM, BN, FRMLER ) MON S5HEM Ceph SPR#HIZIFET
FBEW, HESEREZIFRD. LI, NREFERHAE, BIHRTE iptables FEES
NP itEF W, HIREREEMET R LAETFiRD.

2.2 ZBRREWEE

SUSE Enterprise Storage sz#¥ x86 fl Arm A& 4515, ZRBMAREWN, BSELWEIEMNE
> OSD WL #. 7R RAM WAEMES, AER/ CPU BRREWEXNMARSEHFHLREIRE

=
Fto

S58uNE x86 Ah3EEE (FEARSSER) —1F, MRERMERIET Arm BRIZEIRET AR MR ERLR,
Y5512 A T A3 e med

Q &

EEY YR, fER SYSTEM-ARCH X% x86 5% Arm,

2.3 HEFECE

NTRERETRELE, BWEMEFNSERECET R, X URSEErsitaeERRRE
B, BANERTXFHRREREKE.

23.1 =R&EHEE
IR~ mE A E BE!
o EAOMAMIETR (OSDHR) , ZHMSHE
o YERGBEMLEHIIN 10 Gb LAKM
o —MRIEETR (RAILTESNERT = EEPME)

14 ZIRRLEWECE | SEST.1



FAECEWNT:

15

* 5B 4GBRAM. MMHWiZM 1 TB FERENIMIZEET R, BEE Salt FiThsT
o Ceph fRS#Mx (/%0 Ceph Monitor. JtkiEARS328. Ceph OSD. &M%}
NFS Ganesha) EEET R LAZLEF, AACEEMIIMEHIERFEHMNALKIIE,

o EAOMMBEOSD TR, BT NRE/\PNOSDHE, AXEKBFEENE 24171 "SI
Rz ﬂ”%ﬁ BENK/N), UEEE—ITRATA, ERSSE (BERFR) B8
1d 80%e.

* =4 Ceph Monitor &6, HFIERREH, FEi@iL SSD/NVMe 7Zi#iE1T Monitor, fifR
%ﬁ it HDD iz l_'f—_ro

e Monitor. TEEIEIRSZSEBMMEXAIUEBEZ OSD Ta L, EEWNE2.12T “H=—&R
2809 OSD A Monitor” LT f# Monitor £8, MNRHEERS, WEEEREFM CPUE
KA,

* iSCSIMx. FMNRMAXMTEHIERSZ2ZE D EEILE 4 GB RAM FIEMZilh

o WIREERABZ CephFS. S3/Swift. iSCSI, MEDFERMANAE (FTEiERSS2:.
MERMK. iSCSI) BYSEFIA BESEIM TR A A 1%

o XU %% BT SUSE Enterprise Storage, FARSHATEMEMYIE. BRUEE
PME TR,

o NR VM HBEETEMMK (iSCSI. FHRMXK. NFS Ganesha. JTiEIRSE2RE) , MK
te VM AEHRETE N EMERAGIRHRSHYIETEN L. (XHIEKE, BREN]H
ERHEBERSZ IR, )

o FERROWIEER ZINUBREERF DRARSEREN VM BY, AE R EE AR
Ro
N, AEER—BRAEEREF LHESTEXAR, HIE0Z 1 MON 2 MDS L4,

° £ VM REER, BSRHIRT REBRANMSEZEN RIFHN T IEREIEY

o BREERFTROTNEBKR, LBRZEIHMEA CPU. RAM, MEBMEFMHER IR TIE
AEBITFH

SAREREE | SES 7.1



|
4 OSD Nodes

Colocated:

Gateways

Admin Node: Monitors
Salt Master Manager

Metadata Server
Ceph Dashboard| -

—
L_"_-—,-':a

T

VM or Bare metal Bare Metal

2.2 miR&EsicE

232 BWEFSREEE

—BIS BT &8, B Ceph Monitor. sT#iEARSZS BN XEREMEI ARV TR, MUIK
SEHFHNEEL.

o EIHEREHETR
* BTN RABIEEFHEEER 15% £4h.

o WIFRERSFENA), UEEE—ITNRAEUA, ERASFE (BERR) t
g 80%s.

© 25Gb AKME LA L, #HITHE, —MATREERENE, S—1TATINAHEK
o
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o BMFESREFE 56 LA LERI OSD,
s BXHE—FPRI, BHBNE 2417 "RIEER"
o TRIYIEREASEHT R

e =4 Ceph Monitor T 4GBRAM, MOizZ4ME2E, RAID 1 SSD s,
BXRH—FTEWN, FEIE 25T “Monitor B2 o

o WERMXT=: 32GBRAM, J\#Z4bIE25, RAID 1 SSD w##,
BEXH—FEN, BFBNE 26T “WEWFETS .

e iSCSIMXxTs=: 16 GB RAM, J\#Z4bIE28%, RAID 1 SSD f4&,
BExX#H—FEN, BEENE 29T “ISCSIMFETE" o

o THIERS ST R (—PNIIE/— 1 HEI) . 32 GBRAM, J\#ZAb1E2E, RAID 1
SSD FEEE,
BEXH—FSEN, BFBENE 27T “TEHERSHTE

o —NSESEET . 4GBRAM, PUiZ4bE2s, RAID 1 SSD ffE,

233 ZRREEE

NREFPZRIZEY, BHR LM ZEEXHFPH devices &5 TEE!

multipath component detection = 1, BILUE lvm config fi$#HITILIE,

55, #R VM@ LVM SR8 & IRIR &Y mpath . AFETUIFE.

=

Q &
TENXEMY, RBEETEILE multipath component detection = 1B7ARNZE
FEXHE

BXZRIRAMEMNFMEE, BB hitps://documentation.suse.com/sles/15-SP3/html/
SLES-all/cha-multipath.html#sec-multipath-lvm 2,
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24 WREFHETR

241 ®REEK
o LUF CPU EBiNEtXtIh i F Ceph EARILE:
o FHEREHLER 1x 2GHz CPU 475,
5 SSD 2x 2GHz CPU 472,
£ NVMe & 4x 2GHz CPU 472,
° JRITHY 10 GbE ML (AH/FFIRFAER) , FE 4x 10 GbE, #iX 2x 25 GbE,

o S2itFF%E RAM =0SD #/& x (1 GB + 0osd_memory target)+ 16 GB
BHX osd _memory target WEZFMEER, 158N (BIEMIRIEESRE) ,F528%
“Ceph £HELE” ,% 28417 “EBDNEEANAE”

OSD t#& XA JBOD ECE =i S2JRAY RAID-0 BCE,

OSD HERILAIEETE OSD Hi&2 Lo

OSD Fg# W i%Z % JH SUSE Enterprise Storage £/,

**T’IE‘.ZTZ\U)L%ﬁH EIJE%'E}*D SSD’ H‘i@?kﬁﬁ RAID ]. EBEO

* fNRIL OSD ENFHERTEFIENEFEFELN &7, WEDNBIMINIE 4 GB
RAM,

e Ceph Monitor. RIXMTIERS BT UFBENREE TR L.

o HFMBMEEEE, OSD TREHN TR, OSD TR EARGEITHM T ERE, BRIFE
Ceph Monitor #1 Ceph Manager HI&{KIZE.

° *E?E 6:1 El] SSD E % 0OSD E’Jl:sz] E/u\?ﬁE{ﬁ SSDO

=
@ /E/%\

HatR OSD T R B BRAHEIEZ RIS EE, 140 iSCSI 8¢ RADOS Rig &R Ko
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242 m/NHEEXR/N

HETE OSD LizfTAMEEIAVHARE=S8]: AT WAL/DB i &M= B AR B FHFEHIENES
|8, WAL/DB By&/)v (BRIA) {E79 6 GB. #iERIER/NTIEIN 5GB, RARFZBNNTF 5
GB BY3 XEEMNE 0o

Fitb, RE OSD NE/MNEE=IEA 11 GB, BAREINEEA/INF 20 GB iR, BEMEEIHA B
=3 (1]l e

2.4.3 BlueStore B9 WAL #1 DB i& & BI3EIN K/

O =% BzE8

BX BlueStore IFIEE, 1BEWE 147 “BlueStore” o

o AT WAL I&ETRE 4 GB, =R RBD & A TIEusR &/ NEHEE K/ 64 Gb,
BEBFEIRM K CephFS TIRERNBUBEANEENTIRERTEN 2% (BEEDR
196 GB) »

O ==
HFEHHBE, BIVEAEALN DB, 327 RGW 5 CephFS BRAKREMN
BRT. NERE, EMG—LEE () RREBESHEE, WRHEAN DB
il

o MNREITHER WAL # DB IFEFR—HE, BINEAXWMEFEER— 12X, MAE

AEMEEERBEIRND X, Xi¥, Ceph EAILUER DB i&&FHIT WAL $21E, i_Slj‘:.F
BRTENEEBELREEN, EN Ceph AxTERENT = WAL FH DB 7K, F—

YFRLE, WAL BEIEHBIAIREMERD, HizPKKRTELF AN, ETEHARRE, M2
FEF DB 21,
E5 WAL = DB &%, BFEIEE WAL i&%&, ME{UEE DB &,
BXIEE OSD mRIFHAES, BFEN (B ﬁ%ﬂ?ﬁéfﬁ?‘aﬁ» F13IE “BEES,
5% 13.4.3% “{FH DriveGroups MSEAN OSDs ” ©
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2.4.4 F3F WAL/DB 53 [XEY SSD

AR (SSD) RASHaEE, KAILUA D EHIBEBERIREGER, FEIREEST
£, BT SSD H9%5 MB (MEAABFAER AR, SSD RIBATRIUZHEE,

Y1525 WAL/DB 5 KAZHE7E SSD b, FEHRMIBIEIEEIR MR £, 0SD MMAERSEIA

B So

) =%: A% WAL/DB HKHE SSD
T WAL/DB 72X (5 FBRY= BB 4L, R AT A% WAL/DB 73 XHZE—> SSD
£, FEE, HZEW WAL/DB nXEZ—1, SSD MEMNMEMSEN FE—2. T&
WIERE—1 SSD M HE 6 UL LRI WAL/DB X, FHETE NVMe BEEHH=Z 12 4
A_EHY WAL/DB 53X,

245 HEHNREXREINHE
T E—ERSSR LERFAATNERRENHRE, NUSERSHBNVHENEN, FBE
BATFILR:
s MFZHR: T ERS[PEANHEHZ, PITHRES NRIENAIUEE MR &R
EREZ,
o ATF:. RASIEHBT 2 GB B9 RAM AT BlueStore 877, ¥ osd memory target &

FENNME 4 GB BY, ZEIREFA/ N TS TR S 2R EEN. JNRER SSD 5
NVME, EZBIEMEFA/NAR D ELLED OSD BY RAM, LUESRAIRERS £,

o Bfh: BoRSBLEHEN, ZRSBESHERS, NEEEIEKXR OSD m
%, Ithh, NTHEREFIMUEIET, FERERERSSFPOPIEHRIESEHIZIEEFEY
HT =0

2.5 Monitor T

EDEZE= MON Tig, Monitor #EMNIEL FZTEL (1+2n).

* 4GB RAM,
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o BEMEERRILEES,

o SRZUEZINIT Monitor fiEF3 SSD SRE R E BB IRAVEFESEE, 1532 ¥ S Monitor T3
=Ry /var/lib/ceph 12, EAMPEAIERREBMETERRS. BIRHHNRA
RAID 1 FeBE R SRILINITR. IS Monitor #HIZERMIIAVHE, HEE /D EIMIH
HENX, LBLEAEXHEILEF I Monitor BYR] HE =8 R Eo

* BT RRBEE— Monitor #12,

o REBBBIEMZRAIAN, 7 XFRA OSD. MON HIMEMAXT R, XEKE, X
TRRERSHBERSHENERK,

o 5PN ERIF N EED,

26 WEMXTR

WNERMEXTREDNE 6 1 CPU AIZH 32 GB RAM, INRFHMHABHETR—SIHENL,
NFEBRERFNEK,

2.7 JTEGEARS ST R

TTHIEIRS 81 2NEH K/ NEURATHRHERGl. —RMES, TTHIRRSIEEZLIEITAXH
%, FREEEM CPU fl RAM FiE%., LU TEREEK:

o AN THIERSS SETIRHZDEC 4 GB BY RAM,
o HPEMLEIZEC,

* 25GHz CPU, EDBERWIWZo

28 BETR

F/DFHRE 4GB RAM MW1Z CPU, HREFEEEE TR EEIT Salt gk, MFESHEIT
RHIARBUERE, BiIURM 6 GBRAM,
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2.9 iSCSIRxTI=

iSCSI MXxTRZE/MNE 6 1 CPU N#%H 16 GB RAM,

2.10 SES AEfth SUSE ~m

ATEEE X SES S5HAM SUSE mERNEZRER.

2.10.1 SUSE Manager

SUSE Manager 5 SUSE Enterprise Storage R&h, EILt SUSE Manager HaiTo A &2 SES
£,

2.11 ZFRPRH!

—MRIERT, Ceph AZFHEECEX M. FEMBTR. AFREFABTHREMIEASCI FT. B
B Ceph &850, EINTEFAE Ceph MR /ECERMPERBRNFHRFFH (A-Z, a-
z. 0-9) MRLEMFRFS (7 “7 0 7)o

2.12 HE—8HR55288Y OSD #1 Monitor

REMBEAR _EHEIENHIFEPRE— SRS 28 £151T OSD # MON, {B3@ZUEBINEEF IR
F A8 Monitor TRERMIIMARSSE. TERERT T — S8#E S8 0SD %, MON
TREENITH /0 BEriE%, R, T MON TS5 OSD ZEHE—&ARSS2:8Y, OSDI1/O
1RIE 2 Monitor T RRYPRFIEZ.

F—IMEBERE, BHEM O0SD. MON TR 5MRSH LNRERGZBIHZEHE., ERIFE

B8 NRARE, B —MRUMNEELIHAT OSD, FHR—aIMiIRARSS2EAF Monitor T3
&

RE Ceph ZHFETFTHERR OSD, B OSD MIGRBE— 1T HMEE, MARSERERGHE—
MEE,
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0O &%
NRBEEVELER—ERS 23 LIE1T OSD # MON T, 1B — MR HAEER /
var/lib/ceph/mon BRLUEZEE 51T MON, XiFa] AR EERE,
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3 BETRHAKRE

BETARIE!T Salt HITIHARSH Ceph BT R, EEEEEHNHERT R, ETAXE

TR Salt RITHARSHRE A HIET. EBEHSEAHMRS, 5140 Grafana (X&RE (B
Prometheus 51z TR BRMLH)

MREETHRAEKRE, BEFENZTSIRENITERYG, HEIRANEHMETEN

KB R. XM EREN, HESRERHRE

ARG IEHINE FEET RfES B Ceph SR HRE TR, BINERN Ceph BEETTRFERASHA
M (HA) 884,

3.1 BETRH HA REHIR

HASEBNRER, SHP—MERTRAEREN, A5 — M TR EHEEHRE, SEEMN
HEET R, ERAIGER, Hitt Ceph EHTRARBAINEEET R AEHE,

BET RRRE HA RS RFELUTREM:

o MAREBZITEESHAMY B/ SUSE Linux Enterprise LA BRH L B IR 2 BIIEHAR
e b

° MIHEPNAMEBNREIE, HIIIEIMEILEHE,

c BTREEETNREMMEEMREIEZEE, UIEBEIXMEIRSFINENHZEE
fiio a0, HZ=ZFMEALIE NFS SHBL. Samba =8¢ iSCSI B17o

BXRERBERNEZIEMMEER, EIAIE hitps://documentation.suse.com/sle-ha/15-SP3/
single-html/SLE-HA-install-quick/#sec-ha-inst-quick-req @,
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Ceph Admin node Ceph Admin node
M VM
Fibre channel e

switch

Shared storage

3.1 EETANWNT S HAES

3.2 WEABEET AN HA &8

UTERCATHEEEET SRR HA KRBV REENS R, EXIFMES, BENL

87 %

1. RE— " EBEHEEFMEHOERNT = HAESEE, U0 https://documentation.suse.com/
sle-ha/15-SP3/single-html/SLE-HA-install-quick/#art-sleha-install-quick @ HIFTR,

2. ERNEET R L, REEIT KM BRERERM libvirt TEGMRENFRERHEE,
40 https://documentation.suse.com/sles/15-SP3/single-html/SLES-virtualization/

#sec-vt-installation-kvm @ HETIR,

3. EE—INEETSLE, #AH libvirt QIEFHE KVM EMAL (VM), 30 https://
documentation.suse.com/sles/15-SP3/single-html/SLES-virtualization/#sec-libvirt-

inst-virt-install 2 FFTIR, ERATMEERNHZFERTME VM BUEEEIRE,
4. VM iRERE, FEEESHEIHZEFME LR XML X ERUTIEE!

# virsh dumpxml VM NAME > /path/to/shared/vm name.xml
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5. NEETR VM EIEER. EX6iE HA ZRN—MRES, 1550 https://
documentation.suse.com/sle-ha/15-SP3/single-html|/SLE-HA-guide/#cha-conf-
hawk2 @, http://www.linux-ha.org/wiki/VirtualDomain_%28resource_agent%29 <

IR T B XN KM B8 R IREIFEE R

6. TEMEIEMI VM guest 1, MEEET R, SREECFEETH LERNEMARS. R
75 6% “BE salt” PREXS R, BB, 723F HA EBARSS 88 LEBEH R Ceph &5
e

el
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ZEEFMEBE SUSE Linux Enterprise Server 30
Z8E Salt 31

A ceph-salt BES| S &R 34

f#H cephadm FEHRZOARS 56
EEMMNARS 73



febs A T Ak
4 [ENFERES
B SUSE Enterprise Storage 7 #2, LAZ&23MIF RPM G BRIF.LEE Ceph RS, HBELEE
BRNMERSRE:

BES|ITRE
LR RS 1 REBE, BEUTES: RERRIRFERS, ECE Salt &%, BEH
—> MON #1—"> MGR ARSS AR B/ )\EEBS,

o EFREEEET = ERE SUSE Linux Enterprise Server 15 SP3 H 52 KEIRIER S
HNEAAE.

o EFEEHT R LERE Salt BhtigEHy, LUEEE ceph-salt HITHIRIEES.
o 1&1d ceph-salt e BEEENEREMHHITEHE,

ERE FINBRSS
£58 2 XEBEHAE], FEPEMMZOMIERZC Ceph BRSS, HISORIKAN i ittko

O ==
IR, TVREREHAE], Ceph #tXX1#HfEMA cephadm bootstrap 5<%, ceph-
salt =BnhEHA cephadm bootstrap i<, BN EIZIZ{T cephadm bootstrap

¥, AZIFEM cephadm bootstrap #HiTEMFHN Ceph EEEIE,

4.1 HRAEITHH
EA1TiHEA, BILREIE X B SUSE Enterprise Storage B9 E— M R 1T/EFm# TR R
HER. ERITHBUTHE:

o BHREGREBRHFIESIL

° FRERNERRGERERETEXREN.

° BERRENEI LR LRI,
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RITIHBRREAREENRITREAFMIHNER, ENEEEEXEMIREAIREA,
R release-notes-ses MHBZE, RIEAMEY /usr/share/doc/release-notes
BRI https://www.suse.com/releasenotes/ 2 PITA LR B &7 R,
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ZAEEMEIE SUSE Linux Enterprise Server

. EENEET S EREFH M SUSE Linux Enterprise Server 15 SP3, 1E%&% SUSE

Enterprise Storage HAigl, TBEIARIEFHNGR, HLbAIUEM. EOEEUTRR:
* Basesystem 1&iR

e Server Applications Module

BXNME%EE SUSE Linux Enterprise Server WEZiF4MER, SN https://
documentation.suse.com/sles/15-SP3/html/SLES-all/cha-install.html &,

. EENERT 5 %%t SUSE Enterprise Storage 7.1 1 &o

() iR ¥ SUSE Enterprise Storage 5 SUSE Linux
Enterprise Server —fe &t
&R LITELR % SUSE Linux Enterprise Server 15 SP3 Z f5 8 h &% SUSE
Enterprise Storage 7.1 ¥ &, tBRILATE SUSE Linux Enterprise Server 15 SP3 &£
I RPRINEZYT B

BXMARET BNEZIFMAEE, 155N https://documentation.suse.com/sles/15-
SP3/html/SLES-all/cha-register-sle.html 2,

AR ELEENKIRE, SEIERD DNS 2. BXEEMKBIIFAE

B, B8 https://documentation.suse.com/sles/15-SP3/single-html/SLES-
admin/#sec-network-yast 7, BXxEZE DNS RSZ2VIFEMEE, 15BN https://
documentation.suse.com/sles/15-SP3/single-html/SLES-admin/#cha-dns @,
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2fZE Salt

SUSE Enterprise Storage £/ Salt #1 ceph-salt #{T¥IIAEEHER, Salt AIEEBIEM—1R
79 Salt EFIRME A VRN N SN EF D REEENIEITHh <. THE Salt 21, EFEEEMU
TER:

31

o Salt Ri=iREH—1R 7 Salt TITIHAYE BT RITHRIT o

° WNR Salt TFIHENNETF Ceph EBN—EID, NEFBIZTECH Salt iR, BX

R

() 77 GARSBHLEZ I ABG
MRS HEHHBETE—MRIIT=LE, U Ceph EEBNMREERREN, BXPR
HEENZERSTMRBHE—ITR, MEREEREUNRALRIZLINEE,
BENAEET R EE Ceph OSD. TT##EARSS283K Ceph Monitor 8,

° Salt RiTimFEERIEE B EREN Salt TIRHNENE. RINBERT, ZiEiK ST

salt THB, BIETTLUE /etc/salt/minion XEPIEER@EEMKiHRIERE M
FHNBRo

. 7£ Salt EIFiET m R salt-master:

root@master # zypper in salt-master

. W& salt-master RESREEBAHRBR, HRIEFERECERHBE:

root@master # systemctl enable salt-master.service
root@master # systemctl start salt-master.service

. SNRBEAGAIE, BHIA Salt EIFHET REENPE Salt RIFHT R/RITH 7 iwH 4505

#4506, INRXLIFOAMFRFRS, AILUAFEH yast2 firewall ap$FHEEd 2 iFMEN
X1 salt-master RSB FFTH XL IR, Fl90, public,

. EAMERIEET R ERE salt-minion €L

root@minion > zypper in salt-minion

|SES 7.1
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. YRi8 /etc/salt/minion HEGEFRLUUTIT:

#log_level logfile: warning

¥ warning BELBIEHRA info,

Q #E: log level logfile# log level
log level BFEHIRELEETRNEETES, M log level logfile AFiE
L HZHEBREANEI /var/log/salt/minion,

F':Il
0|]]ﬂ

@

VEFIBER (BT T=LIBAEERR.

. BRFME AT RE R LB ST R BT R IRRER R AR N QTSR LE £/ 1P Hbtk,

. BArERRIRECENERE TR, MR EBEIENS salt ipie Salt £i£iw, 1HYw

XM /etc/salt/minion, HEIEESUTRBF XY /etc/salt/minion.d/
master.conf:

master: host name of salt master

NRX ERECEXHRIT T EAEDN, BEPFERXAEY Salt Zizis EERTH Salt kS5 :

root@minion > systemctl restart salt-minion.service

. REMET R LERERBAHBR salt-ninion RS, BIEREBAHBIMNZRS:

# systemctl enable salt-minion.service
# systemctl start salt-minion.service

. FIAE Salt RITImAVIESL, WNRISILAS, NIER Salt I=im _ERYFRA Salt ZiR.
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>, =

Q &
IR Salt FIFTIHIESOREIT H, B8R Salt RITimAE Salt EIRmicE BF S
Salt FiFiHEI.

I

B RITIHAESC

root@minion > salt-call --local key.finger

local:
3f:a3:2f:3f:b4:d3:d9:24:49:ca:6b:2c:el:6c:3f:c3:83:37:f0:aa:87:42:e8:Ff...

WEBIFRA Salt RITWHAVIESUE, KW Salt TiFim EFE RIER RITHEZ AL

root@master # salt-key -F

[...]

Unaccepted Keys:
minionl:
3f:a3:2f:3f:b4:d3:d9:24:49:ca:6b:2c:el:6c:3f:c3:83:37:f0:aa:87:42:e8:Ff...

INRZIRIRBIIEAILED, NMERXERR:

root@master # salt-key --accept-all

10. RLEEEEREN:

root@master # salt-key --list-all

11. MR R EFRE Salt SRR LY, ;

root@master # salt-run manage.status
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7 {£M ceph-salt 3 E5| SEE

E5TRERE R Ceph SR HVERE, BFAMIR TERYNT, FRGENIRFHITF

7.1 %% ceph-salt

ceph-salt 127 AFEEH cephadm BEIEH Ceph £EM T A, ceph-salt f#£/H Salt &
BIEMRPITIRERAEIE (B0, REEHTEIRE) , HH Salt FIEHE X AR,
£ Salt izl %% ceph-salt EE.:

root@master # zypper install ceph-salt

LT EMESIE ceph-salt-formula ZEAKHIT, ©BIE /etc/salt/master.d BR
RN B 2R T Salt EiTiRAcE. ENFAENR, 15ERFoh salt-master.service
FEE Salt #&R:

root@master # systemctl restart salt-master.service
root@master # salt \* saltutil.sync all

7.2 ECESEREME

£/ ceph-salt config SRR EEHNEXREM,

O ==

/etc/ceph/ceph.conf XM cephadm B2, HFPREHEIZE. RNERHHN
ceph config fp<i&E Ceph ELES . BEXEZER, BEEN (BEMIEFERERE) ,
B 28F “Ceph&FALE” ,% 2821 “MEIEE .
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7.2.1 f{EH ceph-salt 4%

MRERFEMABRFRFHRSHERTIEIT config, EEHANZXER ceph-saltceph-salt
HhR. MREBEEMMEEEZNEN, HEAFEBARENGSIEL, FRINESIEEHE,

root@master # ceph-salt config

/> 1s
0 [...]
0- CepPh ClUSTEI ittt it e e [ ]
| 0- MINZIONS ottt e [no minions]
| 0- FOlesS ot e [...]
| @2 ECE 0oo00ob0000000000000000000000000000000000000000 [no minions]
| 0- DOOTSTrap .ot e [no minion]
| 0- cephadm . ... . e [no minions]
[ 0- tUNEA ot e [...]
[ 0- latenCy .. e [no minions]
| 0- throughput ........ ... i i e [no minions]
0- cephadm bootstrap ........ .. i e [...]
| 0- @dvanced . ... ... e [...]
| 0- ceph _cont oo e [...]
| o- ceph image path ..........cc i [ no image path]
| 0- dashboard ........... . e [...]
| | o- force password update .......... . .0 [enabled]
| | 0- PasSSWOIrd .. e [admin]
| | 0- ssl certificate ........ccoiiiiiiiiiinii i [not set]
| | o- ssl certificate key ........iiiiiiiii i [not set]
| | O- USername ... ... e [admin]
| 0= MON I ottt e [not set]
0- CONTAINErS . i e [...]
| 0- registries conf . ... [enabled]
| | O- Fegistries ...t e [empty]
| 0- registry auth . ... e [...]
| 0- PASSWOIA . u ittt e e [not set]
| 0- FEOLSTIY vttt et e e [not set]
| 0- USEINAME vttt e ettt a s st e s aann e eeens [not set]
0- SSh L e [no key pair set]
| o- private key ..... .. [no private key set]
| 0- public key ... s [no public key set]
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0- time Server ......iiiiiinrnnnnnnns [enabled, no server host set]

0- eXterNal SEIVEIS ..ttt e [empty]
(o =Y = = [empty]
0- SUDNET .. e [not set]

M ceph-salt B 1s LHEFPEATUEER, EHEERUNIKREWAELSN, EF ceph-
salt INEPECESERBNISERMY, RIMERUL TR INED:

o NEFIUERITHRS, HANBENENRZENE IS

/> /cephadm bootstrap/dashboard 1s

0- dashboard . ... e e s [...]
0- force password update .......... . [enabled]
0- PASSWOIA Lttt ittt ittt e e [admin]
0- ssl certificate ..... .. e [not set]
@- 88l _CArtidiileaE® [X8Y coocoouoooooaocooooaoooooaoooooanooanane [not set]
Lo T U £ <Y o =111 [admin]

/> /cephadm_bootstrap/dashboard/username set ceph-admin

Value set.

c BRANFRBRRENG T THNEMRNKRRE:

/> cd /cephadm bootstrap/dashboard/
/ceph _cluster/minions> 1s

@@= @ESEEEAMRE ococaoocoocooooocoonoocoonosoo000oo00000000000000000000 ¢ [...]
0- force password update .............iiii i [enabled]
0- PASSWOIA oottt ittt it i e e et [admin]
0- ssl certificate .......coiii i e [not set]
0- ssl certificate Key ......oiiiiiiiiiii e [not set]
O- USEINAME .+ttt ittt s st an s st an st as e an e nn s s e ennnns [ceph-admin]

() =7 BohemEERBER
7t ceph-salt 75, ERILUERRIMFE Linux 5M5% (Bash) B ahFThRY B 7T
IhgE. BRIUSEREERE. FidH Salt ZXHRF. BoheRElERKE, AR
U RANZET
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o BiINTTEAE SR BERAMN R, BIRTABHE -1 BR
o BIINTTTAENERE, BN / FHRTABRE -1 AR

0O =7 EETRESH
MRERM s cdceph-salt MAFEMEER, Nz SRHEIIEEEBFICENRIRE
1, EREEIREMMIITATENRES. EeILUERR EME T EFRERITZES
il 3% Enter HITHING, IEERFERERNRE AR,

O ==: 4
ATREXHEN—EHE, RIS ERRE—IEE, MARA ceph-salt shss, a0,
TR AR T an <5 S EFEC AN

root@master # ceph-salt config 1s

7.2.2 70 Salt Z15us

RBENEEZ 6= 5= Salt” PEBHEZNMEHES Salt RITHEEF) Ceph £HECE
. EEILLUBE £ BIEE Salt iz, WaILERA glob RxX “” f 2 7 —Xk@E&E1D
Salt Z1%if, 7 /ceph cluster/minions BE TFEMH add Fir<. UTHLEEMEEE

%2 Salt izl
root@master # ceph-salt config /ceph cluster/minions add '*'
HIAR S AN T HEER Salt izl

root@master # ceph-salt config /ceph cluster/minions 1s

0- MINIONS .t u it ettt e [Minions: 5]
0- Ses-master.example.COmM . ...ttt tnnnn et [no roles]
0- SesS-Minl.example.COm ...ttt itiineee e e et annnnnen s [no roles]
0- Ses-min2.example.COm ... ...ttt innnnn e [no roles]
0- SeS-Min3.example.COm . ...ttt ittt naann e [no roles]
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0- SeS-Mind.example.COmM ...ttt ie e et innanns s [no roles]

7.2.3 157EH cephadm BB Salt ZFi%

FEEMPLE T =48 B F Ceph £ H cephadm BIE, BE%i51T Ceph REMFIET R UKE
BTa:

root@master # ceph-salt config /ceph cluster/roles/cephadm add '*'

724 EEEETR

BIETRERE ceph. conf EEEXMHH Ceph EIRZERAIANTI =, B
Ceph #HXM#H<,

=l
Bt
I
i
ot
o
I_I_
i
a1
)

O &7 salt ERBENBEETRUTRA—T=
EFRE A ZEENERE T SUSE Enterprise Storage BIEIZRIFEH, BIEERET =M
Salt BB FR—EM.
Xt F—1 Salt BetLEMIEE L MR8 (140 SUSE Enterprise Storage 1 SUSE
Manager) MIRMIFE, BMKEET =M Salt FIFHE FTR—FN.

BREEEETR, BT Ta<:

root@master # ceph-salt config /ceph cluster/roles/admin add ses-
master.example.com

1 minion added.

root@master # ceph-salt config /ceph cluster/roles/admin 1s

Lo T = o |11 [Minions: 1]

0- ses-master.example.Com ..........c.uuuunnnnnnn [Other roles: cephadm]

©) =R EEIMALERE ceph. conf BB
MIRLHWEFR, EAUES S RS Ceph REXHMBBRIR. LFRLE
H, HREFELEESENFIET R L.
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7.2.5 I EEE—NMON/MGR T =

REBIET B ES | SERAVEEY Salt ZiTif. WWITIHFEMFE—1E1T Ceph Monitor
Ceph Manager RSB HIZ 4T o

root@master # ceph-salt config /ceph cluster/roles/bootstrap set ses-
minl.example.com

Value set.

root@master # ceph-salt config /ceph cluster/roles/bootstrap 1s

0- bootstrap ....... ..o s [ses-minl.example.com]

o, BEEBEAHMLE EISESIS MON B9 IP sk, LUFAMR public network 2308 E
IEH, filan:

root@master # ceph-salt config /cephadm bootstrap/mon ip set 192.168.10.20

7.2.6 EEHENEE

EEEIE RNt IR EE T oEENEE, Ait, BEERAUTHSENRINXLRS
&

S

T=

ol]]ﬂ

— 2T IR A REREATIEA latency A throughput A,

root@master # ceph-salt config /ceph cluster/roles/tuned/latency add ses-
minl.example.com

Adding ses-minl.example.com...

1 minion added.

root@master # ceph-salt config /ceph cluster/roles/tuned/throughput add ses-
min2.example.com

Adding ses-min2.example.com. ..

1 minion added.

39 $EESE—" MON/MGR F552 | SES 7.1



7.2.7 4% SSH Z5AX
cephadm fEEF SSH hiX SE£ET 2@, FBEIEIER N cephadm BB FH B F SSH

Eiflo
MEELER SSH ZAX AR ATLER S
root@master # ceph-salt config /ssh generate

Key pair generated.
root@master # ceph-salt config /ssh 1s

0- SSN o e [Key Pair set]
0- private key ..... [53:bl:eb:65:d2:3a:ff:51:6c:e2:1b:ca:84:8e:0e:83]
0- public key ...... [53:bl:eb:65:d2:3a:ff:51:6c:e2:1b:ca:84:8e:0e:83]

7.2.8 BECEREIARSS S
PSSR TS R A R E S A MR IELRTEY BRI, T VRS AT ISR ELES EE 5

o MRFMEEET REBEENEMAPME NTP RSEL HEYE, ExeZ A EIRSS 284
1

root@master # ceph-salt config /time server disable

o MRENEREER—IER, BTHEEMNBIRNENS:

root@master # ceph-salt config /time server/servers add time-

server. example . com

* 5%, ceph-salt AJLIECE— Salt RIFIHERAHERBFERZ LR ERSE. B
Y, EWRMA “NEEARSEE o EILAER, ceph-salt KECERNIEEIRS2E
(RZAEAF— Salt Zi2iE) UEEMESIMEERSS2E (B8 pool.ntp.org) [E
T, FHRAEEMZITIRECE ) MR ERET BIAR S5 28 REXET (Bl, AJ LU LA T an<sRSEI

root@master # ceph-salt config /time server/servers add ses-
master.example.com
root@master # ceph-salt config /time server/external servers add

pool.ntp.org
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/time server/subnet ETUEEAIF NTP FFim@ T HiAE) NTP RSZ2BHFM, HE
8% /time _server/servers B, *B&&EIZET,. NRFEEIZAN FoniE
€, 1BialT:

root@master # ceph-salt config /time server/subnet set 10.20.6.0/24
OB EIARSSSRINE

root@master # ceph-salt config /time server 1s

0- time SerVver ... e [enabled]
@= EIEAMEL SEMYEMS coooboo000000000000000000000000000000000000000C [1]
| 0- POOL.NEP.OrG vttt e [...]
®= SBEFYEFS cooooo0000000000000000000000000000000000000000000000000C [1]
| 0- ses-master.example.Com ...... ...t [...]
0- SUDNET oo e e [10.20.6.0/24]

BXGERBIRESHIFMEE, FSM https://documentation.suse.com/sles/15-SP3/html/
SLES-all/cha-ntp.html#sec-ntp-yast 2,

7.2.9 B2E Ceph Dashboard R {HEIE

ERESEEAERG{ER(FER Ceph Dashboard, ZEifjia] Ceph Dashboard, EEEIZEBERHIA
PRMZ, fi0:

root@master # ceph-salt config /cephadm bootstrap/dashboard/username set admin
root@master # ceph-salt config /cephadm bootstrap/dashboard/password set PWD

) =R EHIHBER
BINMERT, RERKEHE—(INRERFEERERNRENERHEZE, ERALLI)
gE, BEBEITU TS

root@master # ceph-salt config /cephadm bootstrap/dashboard/
force password update disable
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7.2.10 (FEHRR:FME
Ceph EBFERBIHNREMER, LUESETHAIEREL Ceph ARS. ATLAER LA TR
FEIFEEMER:

o WNRMEHERTT L (BZFFEINIE) 58] registry.suse.com EMEIAFME, &
A& ceph-salt HiZfsMIt URL, METHEIEAMIEMR, HEHITE 7.2.102 7
“TLERBMERIERE PP E,

o WIREBTFAPFINEMER (B0, EALAREHE) , CFEELESMAR M
& CIRHRERMIEMKE, FTER ceph-saltEEE,

7.2.10.1 GIEHBEEARMIMR (A1iE)

O ==
SIRAHMIEMERNTG ZE S, A THHHBREEXELEN AL EMRITE. &
KIZITRBEEMERM—ARE S, 158 https://documentation.suse.com/sles/15-
SP3/single-html/SLES-container/#sec-docker-registry-installation 2,

©) &R FABMBONGER
EEBTRFE T REA AR EN LEE MR, BNEEET R LEE, MR
INE MmO 5000,

AR TRL, FRUTHRTHERRORESA:
ss -tulpn | grep :5000

NREM#HIE (U0 iscsi-temu) BTEMIALTEE 5000, WHERIRAFREIEMES
2RO 5000 B3 — MRS AR,

HBIE 7.1 QIEASHIEMR

1. #iA Containers Module ¥ EBREH,

> SUSEConnect --list-extensions | grep -A2 "Containers Module"
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Containers Module 15 SP3 x86 64 (Activated)

2. BIABRELTHEE: apache2-utils IRBHETZREEMER) « cni. cni-

plugins. podman. podman-cni-config #l skopeo,
3. WEUTER:
o EMERENBITEIRERR (REG_HOST_FQDN),
o AFMETESFMER RO 5000 BRIAEROS (REG_HOST PORT).
° IMKRIBTESE (insecure=[true|false])
4. ERoIAR28EMER (RET SSLMNE) , BHRITUTERE:
a. ARL2EMREE ceph-salt:

cephuser@adm > ceph-salt config containers/registries conf enable
cephuser@adm > ceph-salt config containers/registries conf/registries

\
add prefix=REG HOST FQDN insecure=true \
location=REG_HOST PORT:5000

b. BEIFAREIVIME, BEFRMCENCIEXENBR (5180 /var/lib/registry)
F{EF podman s BaEMR:

# mkdir -p /var/lib/registry
# podman run --privileged -d --name registry \
-p REG_HOST PORT:5000 -v /var/lib/registry:/var/lib/registry \

--restart=always registry:2

c. BEEIMKRERRESITERR, BAHHEHCIEHEA systemd BTXF:

> sudo podman generate systemd --files --name registry
> sudo mv container-registry.service /etc/systemd/system/

> sudo systemctl enable container-registry.service
5. EEmhLeFMR, BHITUTLE:

a. SIELERR!
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# mkdir -p /var/lib/registry/{auth,certs}

b. 4%p SSLIEP:

# openssl req -newkey rsa:4096 -nodes -sha256 \
-keyout /var/lib/registry/certs/domain.key -x509 -days 365 \
-out /var/lib/registry/certs/domain.crt

Q =

¥ Cn=[value] MERENENBITERELR ([REG_HOST_FQDN])o

c. FIZEBERFIEHNAET R EHRIFNIERER:

# salt-cp '*' /var/lib/registry/certs/domain.crt \
/etc/pki/trust/anchors/
# salt '*' cmd.shell "update-ca-certificates"

d. ERATREMRHITEMIVIENAR M EAS!

# htpasswd2 -bBc /var/lib/registry/auth/htpasswd \
REG_USERNAME REG_PASSWORD

e. BENRLEMER, 15 REGISTRY STORAGE DELETE ENABLED=true 15,
LIE 2 [SHE(ER skopeo delete fp<lFRAR{E,

podman run --name myregistry -p REG_HOST PORT:5000 \
-v /var/lib/registry:/var/lib/registry \
-v /var/lib/registry/auth:/auth:z \
-e "REGISTRY AUTH=htpasswd" \
-e "REGISTRY AUTH HTPASSWD REALM=Registry Realm" \
-e REGISTRY_AUTH HTPASSWD PATH=/auth/htpasswd \
-v /var/lib/registry/certs:/certs:z \
-e "REGISTRY HTTP TLS CERTIFICATE=/certs/domain.crt" \
-e "REGISTRY HTTP TLS KEY=/certs/domain.key" \
-e REGISTRY STORAGE DELETE ENABLED=true \
-e REGISTRY COMPATIBILITY SCHEMA1 ENABLED=true -d registry:2
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f. M XSEMRIZ 2508

> curl https://REG HOST FQDN:REG HOST PORT/v2/ catalog \

-u REG_USERNAME:REG PASSWORD

6. SIEAMITMERG, EEN registry.suse.com EEFH SUSE JEMERFP A 2RIEE
SEIARMEMR, SJLUAFER skopeo BFEHR skopeo sync s RELIMUILBER, BX
FAEE, 158 0FME% (man 1 skopeo-sync), ZEETFFIRMA:

B7.1: EFFEXH

skopeo inspect docker://registry.suse.
skopeo inspect docker://registry.suse.

jq .RepoTags

skopeo inspect docker://registry.suse.

server:2.32.1 | jq .RepoTags

skopeo inspect docker://registry.suse.

exporter:1.1.2 | jq .RepoTags

skopeo inspect docker://registry.suse.

alertmanager:0.21.0 | jg .RepoTags

f7.2: AFEBER
EIHFiE Ceph Bif&:

ceph /root/images/

X [ED = HTBIBRIR :

ceph:latest /root/images/

i 7.3 . [E% GRAFANA BR{%:

grafana /root/images/

X [EF =HH Grafana BRM&:

com/ses/7
com/ses/7

com/ses/7

com/ses/7

com/ses/7

.1/ceph/ceph | jq .RepoTags
.1/ceph/grafana |

.1/ceph/prometheus-

.1/ceph/prometheus-node-

.1/ceph/prometheus-

skopeo sync --src docker --dest dir registry.suse.com/ses/7.1/ceph/

skopeo sync --src docker --dest dir registry.suse.com/ses/7.1/ceph/

skopeo sync --src docker --dest dir registry.suse.com/ses/7.1/ceph/
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skopeo sync --src docker --dest dir registry.suse.com/ses/7.1/ceph/
grafana:latest /root/images/

517.4 . FI% SR PROMETHEUS B{&

skopeo sync --src docker --dest dir registry.suse.com/ses/7.1/ceph/
prometheus-server:2.32.1 /root/images/

skopeo sync --src docker --dest dir registry.suse.com/ses/7.1/ceph/
prometheus-node-exporter:1.1.2 /root/images/

skopeo sync --src docker --dest dir registry.suse.com/ses/7.1/ceph/

prometheus-alertmanager:0.21.0 /root/images/

312 7.2 | REEAHEMRM AR S5
1. ECEZAMIEMZRAT URL:

cephuser@adm > ceph-salt config /containers/registry auth/registry
set REG HOST URL

2. BEEAF BMEE LU A ER R

cephuser@adm > ceph-salt config /containers/registry auth/username
set REG_USERNAME

cephuser@adm > ceph-salt config /containers/registry auth/password
set REG PASSWORD

O #B7: IMREE
B G ERMFNEMARNENRRLS AMEMER, EIUEREETMRERF.
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7.2.10.2 EEFBMEAERI

O ==
ATEREEEES | SEE (BEHSE—1 Ceph Monitor #1 Ceph Manager x) HYAZ3MR
BHREZ, ZRETERATHMRS (NEiTHER) NEERE.

() =R BEHTTPS R
NREFEFEARIERS IR IMRRS BB, BEFREEEFTR LRITUTEREY

Z:
1. SRR EXH:

> sudo cp /usr/share/containers/containers.conf /etc/containers/

containers.conf

2. RIEEFEHINXMY, EXHH [engine] IR http proxyi&E, fFu0:

> cat /etc/containers/containers.conf
[engine]
http proxy=proxy.example.com

[...]

cephadm FEMERSFMEHE M URI BER. FITUTHSRIEIKINGE
root@master # ceph-salt config /cephadm bootstrap/ceph _image path 1s
MREAFEESFSHIEMEMR, FIEEIIAR SUSE B!

root@master # ceph-salt config /cephadm bootstrap/ceph image path set
registry.suse.com/ses/7.1/ceph/ceph

MREHHBEFERERR (FINAMEMREBE) , BROTARETRE:

root@master # ceph-salt config /cephadm bootstrap/ceph _image path
set LOCAL REGISTRY PATH
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7.2.11 BRZIEERPMNE (msgr2)

Messenger v2 ¥ (MSGR2) & Ceph BI& L&Y, TiRMET —FaI X EE@iE MK Eme
FREHIERITINENRZ 2R, HETHSMIIEERNE, HIFRRERFTHSDIIFRER
(5140 Kerberos) o

O ==

Linux A1% Ceph % (530 CephFS #1 RADOS Ri&&) HaTASZHF msgr,

Ceph SPF#IZRI I EEIZ MmO, LUELLIR Ceph B IRFNSH v2 BT P UG AENSIE
EEE—&E. RANBRT, s v2 i, MON IEZSPEE!] IANA 15 E ViR O
3300 (CE4h 3 OxCE4) , MftxfIHAR v1 thil, MELBERIIHMIERIARO 6789,

v2 11X (MSGR2) 5 LA FRFEIZIRL:

crc 18z
BALEERHITIRAIIA B 9 0IEA CRC32C MK E,

secure &5
BILEENBITRBEMNIIE, FRFAEEMRIIEREHTEEME, SFENETE
MRE,

MNFARZHER, B—LRma] LUEHIE AR

ms_cluster_mode
FF Ceph sFiP#iZ 2 BIRVEENBENNERER (HAFHEN) . R T ZHiE
X, MEERTHIHAE,

ms_service_mode
EEDEHN AR P IRFERANEYIZR,

ms_client_mode
5 Ceph £EBITY, HEPIHRER (AT BERERTIR, REERTHF,

BE—HE AT Monitor WHITIENE, AFEERIZES Monitor BiflVARE (BEELZE)
EK,
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ms_mon_cluster_mode

£ Monitor Z EIfEABIERIEL (AFHIRT)

ms_mon_service_mode
E#E Monitor BY, EPFIREEM Ceph SFIFHIZFEANATFERTIR

ms_mon_client_mode
%1% Monitor BY, =P imaiE Monitor SFRFHIZERIEZER YR, &5 IEIH
o

E7rEpEHRIEIB A MSGR2 NIER, BEEEIETT ceph-salt apply Z#if ceph-salt i &
A IN—LEAC BRI,
ZfFH secure IR, BT TEHS

| FREBETAHR ceph_confceph-salt HFMELFEEB57.

root@master # ceph-salt config /cephadm bootstrap/ceph conf add global
IRE LA ED:

root@master # ceph-salt config /cephadm bootstrap/ceph conf/global set
ms_cluster mode "secure crc"

root@master # ceph-salt config /cephadm bootstrap/ceph conf/global set
ms _service mode "secure crc"

root@master # ceph-salt config /cephadm bootstrap/ceph conf/global set
ms_client mode "secure crc"

Q &

1R secure % F crc.

EoREIER secure B, BT THS:

root@master # ceph-salt config /cephadm bootstrap/ceph conf/global set
ms_cluster mode secure

root@master # ceph-salt config /cephadm bootstrap/ceph conf/global set
ms_service mode secure

root@master # ceph-salt config /cephadm bootstrap/ceph conf/global set
ms client mode secure
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O =T TWigE
MREBER EREMIKE, 1B Monitor ELEFMETIRERLEE R, LHIR{EFER ceph

config set <3,

root@master # ceph config set global CONNECTION OPTION CONNECTION MODE [ - -

force]
fBgn:

root@master # ceph config set global ms cluster mode "secure crc"
MREBVNELFIE (BEFRIAME) , BETUTHS

root@master # ceph config get CEPH COMPONENT CONNECTION OPTION
a0, EFKEX OSD MIms cluster mode, iHE{T:

root@master # ceph config get osd ms cluster mode

7.2.12 ECESEFMS

(AIiE) WMNRBITHORIMIIAVEREMLE, NPT EIRE LR IP It HEEREFER
MRS ER4Y, {5190 192.168.10.22/24,

ﬁ?
Lflu

BT T a2 alEHA cluster network:
root@master # ceph-salt config /cephadm bootstrap/ceph conf add global

root@master # ceph-salt config /cephadm bootstrap/ceph _conf/global set
cluster network NETWORK ADDR

7.2.13 HIASEEECE
BREHRECRN. BHERTHEERESER:

root@master # ceph-salt config 1s
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0- Ceph _ClUSTer o e e [ |
| 0- MINIONS ... i e [Minions: 5]
| | o- ses-master.example.Com ........ .o nnnneeeesss [admin]
| | o- ses-minl.example.Ccom ......... i viiuiuiiunnnnnns [bootstrap, admin]
| | 0- ses-min2.example.Com . ......ouuiiiinnnnnnnnnnnnnnneens [no roles]
| | o- ses-min3.example.Com ........uuiiiinnnnnnnnnnnnnnneens [no roles]
| | o- ses-mind.example.COm .........ccuiiiuniniinnennnnnennns [no roles]
| 0= FOLES ottt e [...]
| 0- AdMIN ottt e [Minions: 2]
[ | o- ses-master.example.com ............cciuuuren.. [no other roles]
[ | o- ses-minl.example.com ................. [other roles: bootstrap]
| 0- bootstrap ........cciiiiiiiii i [ses-minl.example.com]
| 0- cephadm . ... .. e [Minions: 5]
| @= WUNE® 0o00000000000000000000000000000000000000BE0A0ADADANADC [...]
| 0- latenCy ..t s [no minions]
| 0- throughput ........ ... i e e [no minions]
0- cephadm bootstrap ....... ... e [...]
| @= EXNENEEE coooaono00a00000000000000000000000000000000006000000C [...]
| 0- ceph cont o e [...]
| o- ceph image path .............. [registry.suse.com/ses/7.1/ceph/ceph]
| 0- dashboard ..........c.i i e [...]
[ o- force password update .............. . .0t [enabled]
| 0- PASSWOId .ttt ittt e [randomly generated]
| 0- USEINAME &\ttt vt ettt a e s st st e e aaa sttt nnaae s e [admin]
| 0- MON AP .+t e [192.168.10.20]
Lo R oo o 1 o= T 8 < [...]
| 0- registries Conf ... ... e [enabled]
| | 0- registries . ... e [empty]
| @= [MEEpSERY EERN cooooaono00000000000000000000000000000006000000C [...]
| 0- PASSWOIA &ttt ittt e e [not set]
| 0- FEOISTIY ittt e e [not set]
[ ©®= USEIMEME coocooocoonooonoocononooooncoooonoo0o00000000c [not set]
0- SSh i e e e e e e [Key Pair set]
| o- private key ..... [53:bl:eb:65:d2:3a:ff:51:6c:e2:1b:ca:84:8e:0e:83]
| o- public key ...... [53:bl:eb:65:d2:3a:ff:51:6c:e2:1b:ca:84:8e:0e:83]
0- TIME SEIVeI i e [enabled]

0- eXternal SErVerS ...t [1]
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| o- 0.pt.pool.ntp.org ..
[1]

0- servers
| o- ses-master.example.com

0- subnet

©) =% EREBNRS
ERILUBEIEIT A T o SR ERHNIEER T AN

root@master # ceph-salt status

cluster: 5 minions, O hosts managed by cephadm

config: OK

7.2.14 SHERERE
ERETEXREHABEHREENZE, RFFERESHIIXHEH:

root@master # ceph-salt export > cluster.json

e

=]

ceph-salt export fiIHHEE SSH FABZEH. NMREELRLMH, BREERXR
SREVE LIS ERERYIE R FHRITIEE R <,

SN

NREHEERIHFTEME R EONRS, BB1T:

root@master # ceph-salt import cluster.json

1.3 BEMTRASISm/NES
BB, WEHAES S LR

root@master # ceph-salt update
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MRT SEEHEAEIRE Reboot is needed, MRTEEBMIRIERZANEE (FliiRiz) B
FHEEHRA, BEBESES ST RARENATER,
EEHS|IEMEFEESISHT R, 1FEM - - reboot &I

root@master # ceph-salt update --reboot

NETERIRPTBERESFXET R

root@master # ceph-salt reboot

O ==

KIEF=1EE ceph-salt update --reboot 3¢ ceph-salt reboot @< ES|T
Salt iR, 1R Salt TITHFEEST, BREFIHITESS

BTRE, 185|F&/\EEH!

root@master # ceph-salt apply

Q =

SIS 5EmE, EEIEHE— Ceph Monitor F1—> Ceph Manager,

UESLHITA— I RERNBFRE, HPSERS M RERINSFHE,

7.1 BREm/ER
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O =7 FxEE
MREBEEMNHENARE, S8 —MIERXENIBEBERN. EXTENTZITENTES
HRNMREER, EABINERNMENER LNHEEFE RSN ARPEMRTIL:

root@master # ceph-salt apply --non-interactive

7.4 EBE=ENTE

£ ceph-salt apply <TG, BERMZEE— Ceph Monitor #1—4> Ceph
Manager, ERIZEEFBTEREMILL root B EER sudo BY cephadm R B3 ##%F admin £
BNZIiThG_ EINIETT ceph status <,

G4 BEIEFER cephadm ZBEENIMY Ceph Monitor. Ceph Manager. OSD. M#E3E%AN
ZIESN

HETHI, BEEMEHNNEIZE, I, BRIETE ceph-salt BESHR /
cephadm_bootstrap/mon ip 3ABIEIEZ T public networki&E. A, L&EE
FAF Ceph Monitor, ERILMERUTHRSERIISE:

root@master # ceph config get mon public network

X Ceph ER TEFTREMNRIREE, BEXRENERILL public_network &4 global, X
BEKECENATFREREM Ceph SFIP#IE, MAXEZEF MON:

root@master # ceph config set global public network "$(ceph config get mon
public network)"

Q &
P BERRNEN, BNRAERIIZE, Ceph OSD MEMFIF#HIE (Ceph Monitor
BRIM) R RRAE ik,

INREFELEE OSD ZEfEATEMIUINMLHITEN, JEITUTHS

root@master # ceph config set global cluster network

“cluster network in cidr notation"
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HAT I E SRR EER BRI OSD M—FF AR E FAFRERRY SR B 4R

MRENEFSENREEETR (BT ENEEE 621 0SD) , EHAfRA Ceph OSD 1EE
ERRImO. PRINEE (6800-7300) HaEiAFENENERED 62 1 0SD. WFRABEEET
HHVEERF, 1BRIgE ms bind port max FAREEZHAE. 1 OSD EER 8 MESMYIR
M. 0, MR—EENIRENIEIT 96 1> 0SD, MEE 768 MnH. ELEITUTHS, B
ms bind port max E/MEEH 7568:

root@master # ceph config set osd.* ms _bind port max 7568

SEEMENMEEAEIRET REFERIEE L. BEXEZELR, 1550 (Troubleshooting
Guide) , % 13 & “Hintsandtips” , 5 13.7 T “Firewall settings for Ceph” .

1.5 FERAARENEFin

M Pacificv15.2.11 2, SINTHHNBRRIAESRENERATF TARENEFIRIMNES. Lt
EEBIASHTH, Ceph Dashboard =RBASEFZ T HEALTH_WARN R, 7Eap<1T LERIGE
BERES2EMNENTER:

cephuser@adm > ceph status

cluster:
id: 3fe8b35a-6891-4970-819d-0e6b11f6707C
health: HEALTH WARN
mons are allowing insecure global id reclaim

loaal

HEHRT Ceph Monitor HIERIFARIBANBYIRIRE F iniEEERr. XiFrIRRTEARER,
NEEFIRLEIEEES, EEELFEEFEMRNNE, SEFHNMEEF RBALIIR
#hikAsBY Ceph [7, BITIA TS ERARIE4MNIE P iR

cephuser@adm > ceph config set mon auth allow insecure global id reclaim false
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8 {EM cephadm SFEEHRZORS

HEEAK Ceph B2 G, HRZORSBEINEZEHT R, NERFIHEEBIHRIERFNIE,
R EEETIMIRS.
BHai, Ff1Z#5ER Ceph orchestrator (ceph orch F&%) 7E&<1T EEFE Ceph IRS.

8.1 ceph orch &%

Ceph orchestrator #5< ceph orch 2 cephadm #REVIEO, ©HEFIHERBAMHHERD
ST R EEE Ceph BRS.

8.1.1 =7 orchestrator X%
LTSS ERYaEIHA Ceph orchestrator BPIRZS,

cephuser@adm > ceph orch status

8.1.2 FIHig&E. RSMTIFHE
BOIFEHRIEE, BETUTHS:

cephuser@adm > ceph orch device 1s

Hostname  Path Type Serial Size Health Ident Fault Available
ses-master /dev/vdb hdd 0d8a... 10.7G Unknown N/A N/A No
ses-minl  /dev/vdc hdd 8304... 10.7G Unknown N/A N/A No
ses-minl  /dev/vdd hdd 7b81... 10.7G Unknown N/A N/A No

loaal

() =R RSMSFPHIE

RSB ERTIFEREM Ceph IRSH—FEAARIE, 40 Ceph Manager.
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FIPHEBERTIRSHFESSG, FHINERA ses-minl TR EiEITHHFE mgr. ses-
minl.gdlciko

B3| cephadm BEXIBFAIEIRSS, 1BIE1T:

cephuser@adm > ceph orch 1s

NAME RUNNING REFRESHED AGE PLACEMENT IMAGE NAME IMAGE ID

mgr 1/6 5m ago - <no spec> registry.example.com/[...]
5bf12403d0bd

mon 1/06 5m ago - <no spec> registry.example.com/[...]
5bf12403d0bd

0O &F
TR LUERANER -—host 2HEFIRNETRET R LRSS, BAIERA
ERY - -service-type BHETIRNETERERRS, FIHEZHEEE

mon. osd. mgr. mds 1 rgws.

E5|HH cephadm EEMFABEEBEITPTFIFHIZ, 1FETT!

cephuser@adm > ceph orch ps

NAME HOST STATUS  REFRESHED AGE VERSION IMAGE ID
CONTAINER ID

mgr.ses-minl.gd ses-minl running) 8m ago 12d 15.2.0.108 5bf12403d0bd

b8104e09814c
mon.ses-minl ses-minl running) 8m ago 12d 15.2.0.108 5bf12403d0bd

a719e0087369

0O #F
EEHEMIETIFHEZIRE, 1A - -daemon_type # - -daemon_id, XF
OSD, ID 7%= 0SD ID, ¥F MDS, ID AXHREFZRFR:

cephuser@adm > ceph orch ps --daemon type osd --daemon_id 0
cephuser@adm > ceph orch ps --daemon type mds --daemon_id my cephfs
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8.2 HxSSHNAEME

18E Ceph RS IEBVTZFHIEREIE— YAML XX, HPhaEFEEERSHIR

&
cat

o

8.2.1 EIERRSIE
RIS TR AL AR S SRR S SRR A, AN

root@master # cat nfs.yml
service type: nfs
service id: EXAMPLE NFS
placement:
hosts:
- ses-minl
- ses-min2
spec:
pool: EXAMPLE POOL
namespace: EXAMPLE NAMESPACE

5E, ERLE—MERMLET RS TIERSHIXHE (190 cluster.yml) FIEEZ D
(BFrAB) BRSSEEL, BIERAZMMRITS (- - -) PRSI MRS LR

cephuser@adm > cat cluster.yml
service type: nfs
service id: EXAMPLE NFS
placement:

hosts:

- ses-minl

- ses-min2
spec:

pool: EXAMPLE POOL

namespace: EXAMPLE NAMESPACE
service type: rgw
service id: REALM NAME.ZONE NAME
placement:

hosts:
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- ses-minl
- ses-min2

- ses-min3

EREMERE XA

service type
BRSSHIZERY, ©RILLRZ Ceph lRSS (mon. mgr. mds. crash. osdZ§ rbd-
mirror) « M% (nfs 3 rgw) B iEITHERE (alertmanager. grafana. node-

exporter @ prometheus) .

service id
RS589 R, mon. mgr. alertmanager. grafana. node-exporter #l
prometheus ERNFEAEE service id B,

placement
BEMLET RBIETIRS. BXESFMER, BENFE 82271 “CIEEAEFIE

spec
5iRSLEEME XA E IS,

O B#F: HLABERS
Ceph £ RZBEEABTZLTREL. AXZTRISMENRFIFFAESE, B5S
WE 83T “EFE Ceph ARSE” o

8.2.2 EIEFEME

EIE Ceph fRSS, cephadm EEMEETH FHEXLRSIT =, 1B placement
MHIHENARSHTH R ENR EERR:

cephuser@adm > cat cluster.yml

[...]
placement:
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hosts:

- hostl
- host2
- host3

8.2.3 NNASKEIE

SIEBEMERSRETENIENTE cluster. yml X2 /5, BEEIETU TGRS
EIVEEES =

cephuser@adm > ceph orch apply -i cluster.yml

EEEEEBNIRES, 151517 ceph orch status 8%, BXAT, HEBNEL1.1T “Ex

orchestrator JX&”

8.24 SJHIBITHEEIIMTE

BRABERAWE 827 "IRSHAEICE" PATRRIEX RS EEE] Ceph &85, BEX
PR fESEPERNEEREIRBREME. 5, EhagaTREMBRIEX 4,

BRRIGITHEENTEIE, 551!

cephuser@adm > ceph orch ls --export
placement:
hosts:
- hostname: ses-minl
name: "'
network: ''
service id: my cephfs
service name: mds.my cephfs
service type: mds
placement:
count: 2

service name: mgr
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service type: mgr

0O ®&F
SR LGB - - format ETUAERERIARY yaml faHE e EEILIM json. json-
pretty 3 yaml Fu#{TiEE, flan:

ceph orch ls --export --format json

8.3 ZFZE Ceph BRSS

FIETESERZE, ERILUE Ceph IRSHEFHMTI <o

8.3.1 ZfZE Ceph Monitor #1 Ceph Manager

Ceph EBENAETN R ZEIFET =MHEN MON, MNREFHHPBEEINHES TR, NEINED
ZX 1 MON, HIHUER, & MGR &8E7E5 MON AR R Lo

O ==: 95355 MON
7£EBE MON # MGR BY, HIBREEEE 7.25 17 “1BEE—1 MON/MGR T5:" Hf
BEAREEINRMAIE— MON,

EHBE MON, BNAMUTHE:

service type: mon
placement:

hosts:

- ses-minl

- ses-min2

- ses-min3
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Q iE

MRFBERNE— TR, FEE— YAML FIRFEMENEZ. 5HI40:

service type: mon
placement:

hosts:

- ses-minl

- ses-min2

- ses-min3

- ses-min4

B, ZEEMGR, BNAUTIE:

O ==

WRIENSEEESMEEFRE LB =1 Ceph Manager.

service type: mgr
placement:

hosts:

- ses-minl

- ses-min2

- ses-min3

0O #x

g0R MON ¢ MGR RERI—F W, NFEEMFMbit, F40:

service type: mon
placement:
hosts:
- ses-minl:10.1.2.0/24
- ses-min2:10.1.5.0/24
- ses-min3:10.1.10.0/24
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8.3.2 ZBZE Ceph OSD

O == YUEmsETRN
NRFBELUTFRE RN, NEELEFRANRTA:

RERB DX,

RERBEA VM R

IREREH

RERNEESXH RS

GEFAEE BlueStore OSD,

& ARTF 5GBo

MRATFELREZMH, Ceph EIELMLIZE OSD,

BT LAERS LU MM 75 TUKERE OSD:
o &% Ceph ERFIE A AMAERANFMEILE:

cephuser@adm > ceph orch apply osd --all-available-devices

* {£/ DriveGroups (B0 (EEME(FER) , % 138 “BIFES" 513437 “&A
DriveGroups FSEAAN OSD, 7 ) £IE OSD S, ZAEA T RiRIEREREME (Fi
%&ERE (SSDELHDD) . REBSHI. NNHIREFAENTR) MBENRE. ARE
FIETTUA TS AE:

cephuser@adm > ceph orch apply osd -i drive groups.yml

8.3.3 mREITEIEARSS 2

CephFS ZEE— 1 I Z N iiEIRS 28 (MDS) fRSZ. EEIiZE CephFS, BAE@EIN AL THE
Bl MDS RS 28:
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=

Q iE
ENRAUTHSEZE, BHEREDEIBRT R MefEt, — A TFE CephFS #iE, 55—
T FE CephFS TR,

service type: mds
service id: CEPHFS NAME
placement:

hosts:

- ses-minl

- ses-min2

- ses-min3

MDS IE&iE1T/E, BlI& CephFS:

ceph fs new CEPHFS NAME metadata pool data pool

8.3.4 EFEXWRMX

cephadm £F I RMXZE N SRR E AN XIFHTIPHIENES,

ERI LR RMKARS SMENTHAKIEEXEK (EXEZFAER, FEN (BEIEMIRE
15m) ,%21E “Ceph MERMX" ,5$21.13 7 “ZUSAMERMX" ) , HAILIBERFEN
REALM NAME #1 ZONE NAME, NALATECE /5% B ohelE e N s X :

service type: rgw
service id: REALM NAME.ZONE NAME
placement:
hosts:
- ses-minl
- ses-min2
- ses-min3
spec:
rgw_realm: RGW REALM
rgw _zone: RGW ZONE
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8.3.4.1 {ERAZTZE SSLiAIA]

BEAINEKRMINLE SSLiERE, ERE—XNEMH SSLIEBMERAXYE (BXEZFHA
BR, 52N (BEMNRFERERE) ,%£21E “CephXMRMX" ,E 217 “AWNKWXEH
HTTPS/SSL” ) o EF/ERBR SSL, 8% SSL E#ZRYIR S MUK SSLIEBFMZ A o
ERASSLHEERAS, BEINCHFEEUTRSA:!

spec:
ssl: true

rgw_frontend port: 443

B8R SSLIEBMNEH, AIURKRERNTEEMAME] YAMLABEX . 1TRIVEENS (|) S5
DIEF TR EANZ1TF T &, 0.

spec:
ssl: true
rgw_frontend port: 443

rgw_frontend ssl certificate: |

MIIFmjCCA4KgAwWIBAQIJAIZ2n35bmwXTMAGGCSqGSIb3DQEBCWUAMGIXCzAIBgNV
BAYTAKFVMQwwCgYDVQQIDANOU1cxHTAbBgNVBAOMFEV4YW1wbGUgUKAXIFNTTCBp
[...]

MIIJRAIBADANBgkghkiGOwOBAQEFAASCCSAwggkqAgEAAOICAQDLtFwg6LL12j4Z
BDV+1iL4A07VZ9KbmWI t37M12W6y2YeKX3Qwf+3eBz7TVHR1dm61iPpCpgpQjXUsT9
[...]

O =%
&R LLEBE rgw_frontend ssl certificate: # rgw frontend ssl key: X
F, FREel LHIEEHEE, MASHM SSLIERPNZEAXGNAR:

cephuser@adm > ceph config-key set rgw/cert/REALM NAME/ZONE NAME.crt \
-i SSL_CERT FILE

cephuser@adm > ceph config-key set rgw/cert/REALM NAME/ZONE NAME.key \

65 WEIFRME | SEST.1



-1 SSL KEY FILE

8.3.4.1.1 FMRMXECEHFBIPIPALED 443 7 80
R M RMXEE HFEBIEITIEHO 443 (HTTPS) 7180 (HTTP), EHRITUTHE:

==
@ /E/%\

ZoIEPRE A default FUFANXIE,

1. REASEXHURBENRMK. BXRNEMAICEHNEZIFMESR, BENE 8347
TERERRMKT o AU TS

cephuser@adm > ceph orch apply -i SPEC FILE

2. MNRAEX KRR M SSLIES, BEAUTa<HRINES:

cephuser@adm > ceph config-key set rgw/cert/default/default.crt -i
certificate.pem
cephuser@adm > ceph config-key set rgw/cert/default/default.key -i key.pem

3. B rgw frontends EIMAIERIAME:

cephuser@adm > ceph config set client.rgw.default.default rgw frontends \
"beast port=80 ssl port=443"

4. MIpx cephadm BIEMFERE, BTUTHLSMFIE rgw frontends ETUE AW Bin
FCERY:

cephuser@adm > ceph config dump | grep rgw

a0, Bir2 client.rgw.default.default.node4.yiewdu, MifR
rgw_frontends HFitvE&E:

cephuser@adm > ceph config rm client.rgw.default.default.node4.yiewdu
rgw_frontends
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0O =%

SR LUARMIER rgw frontends W&, MEfsEHE, 5I0:

cephuser@adm > ceph config set
client.rgw.default.default.node4.yiewdu \
rgw_frontends "beast port=80 ssl port=443"

5. EREINERMX:

cephuser@adm > ceph orch restart rgw.default.default

8.3.4.2 fERFEEAE

FEREENEHAQERPNTR, UDRIIERE, LRI ERERN. NRERFEH
17888, IBNAUTRE:

service type: rgw
service id: REALM NAME.ZONE NAME.SUBCLUSTER
placement:
hosts:
- ses-minl
- ses-min2
- ses-min3
spec:
rgw_realm: RGW REALM
rgw _zone: RGW ZONE
subcluster: SUBCLUSTER

8.3.5 ®HFFE iSCSIMx

cephadm FIERE iSCSI MIX, ER—MIFMEXIEMLS (SAN) i), PlitEFim (FRIERIERR
FF) ¥ SCSI sp < RIXERZARSS 28 LAY SCSI FFfiEig®E (BHR) o
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R TEREHITIE, MR trusted ip list B&FFA iSCSI MXH Ceph Manager T2
B9 IP it (GBS W TEMREHRG) -

==
‘§§’ pa )\

BHRARTEN AU TAEZ At 2 g,

service type: iscsi
service id: EXAMPLE ISCSI
placement:
hosts:
- ses-minl
- ses-min2
- ses-min3
spec:
pool: EXAMPLE POOL
api_user: EXAMPLE USER
api_password: EXAMPLE PASSWORD
trusted ip list: "IP ADDRESS 1,IP ADDRESS 2"

==
@ /E/%\

BEHEREX trusted ip list FIHH IP EES HREEBE TR

8.3.5.1 Z&ESSLECE

E21£ Ceph Dashboard 1 iSCSI B#5 APl Z[Ef§ AR % SSL i, BFE—WHHAI SSLIEH
MEZAX. ENTUR CATAR, BEIUEERERN (B0 (BEEMZRFER) ,£105
“FHECE” ,$ 10117 “QIEERERIER ) . BEEMASSL, FEENISEXHFES

api secure: trueifE:

spec:

api _secure: true

BHETE SSLIERMNZEIA, AILURERABEZMILE] YAML AEXHH, {TREVELRNS (|) &F
DITEFTERREN Z1TF TR, F40:
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spec:
pool: EXAMPLE POOL
api_user: EXAMPLE USER
api password: EXAMPLE PASSWORD
trusted ip list: "IP ADDRESS 1,IP ADDRESS 2"
api secure: true

ssl cert: |

MIIDtTCCAp2gAwIBAgIYMC4XNzc1NDQxNjEzMzc2MjMyXzxvQ7ECMAOGCSQGSIb3
DQEBCwUAMGOxCzAJBgNVBAYTALVTMQOWCwWYDVQQIDARVAGFoMRcwFQYDVQQHDAST
[...]

MIIEvVQIBADANBgkqhkiGO9wOBAQEFAASCBKcwggSjAgEAAOIBAQC5jdYbj tNTAKWA
/CwQr/7w0ilLGzVXxChn3mmCIF3DwbL/qvTFTX2d8bDf6LjGwLYLoXHscRfxszX/4h

[...]

8.3.6 3BZE NFS Ganesha

O ==

NFS Ganesha x#§ NFS 4.1 flEShRas, A3Z#F NFS 3 ks,

cephadm RAIEFFIE X AY RADOS TZf# Al vl 3Em) & RS [B]EBE NFS Ganesha, EEFE NFS
Ganesha, BMNAUTIE:

Q &
BEBEE—PFIENR RADOS 77figi#, TN ceph orch apply R{EERK. BXE
BEEFHEORIEAER, 550 (BEMREER) ,F 188 “BiEFMt” ,5$18.1%
“BIBREMEM

service type: nfs
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service id: EXAMPLE NFS
placement:
hosts:
- ses-minl
- ses-min2
spec:
pool: EXAMPLE POOL
namespace: EXAMPLE NAMESPACE

e EXAMPLE NFS, B&AFHRIRNFS SHINERFRE,
* EXAMPLE POOL, B&%57%f# NFS Ganesha RADOS ER & X R EITEi# I E FFo

* EXAMPLE NAMESPACE (AIi%) , BEFrERMRMK NFS Zif=(a) ()
i, ganesha) .

8.3.7 =B=E rbd-mirror

rbd-mirror RBHATZEMR Ceph & 2 [B][EH RADOS HGHEMEG (BXELZFMER, 15
0 (EEMIRIFERE) ,520E “RADOSHRKE” ,5 2047 “RBD MYEIRE” ) » BB
% rbd-mirror, EFERAUTHE:

service type: rbd-mirror
service id: EXAMPLE RBD MIRROR
placement:

hosts:

- ses-min3

8.3.8 HBREIITHEK

ISR B1 8 Prometheus. Prometheus SHF2F. Prometheus SZEIE2S
Grafana, Ceph Dashboard XL 4 REFMHBEMEME X EEHEREMMEEERIFHAE

Eo
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0O &%

NREHEEFE

% 16 = “lls w*uﬁ:%z”

),

WIS AR SR B E X B AR VARG, B2 (BEEMIRES

1611 “EEEEEXEEZM@H%%” °

BEE IR, BRITUTIR:

71

1. 7 Ceph Manager sF#F#12-H/Z A prometheus &R,

X AFRER Ceph EZ, LUE

Prometheus B] LUEEUXLEE B

cephuser@adm > ceph mgr module enable prometheus

o=z
TR

O

1BHRTEESE Prometheus ZHIETTIE RS, MNRIBPERIFRIZTT

TiZEn%, MHBHE

H#1ERZE Prometheus 7 8EE# Prometheus BIECE :

cephuser@adm > ceph orch redeploy prometheus

service type:

placement:
hosts:
- ses-min2

service type:

service type:

placement:
hosts:
- ses-min4

service type:

placement:
hosts:

2. SIEEESWMTARAEXX S (Flgmonitoring.yaml) :

prometheus

node-exporter

alertmanager

grafana
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- ses-min3

cephuser@adm > ceph orch apply -i monitoring.yaml

BERITARSFAIREFE M.

O ==

Prometheus. Grafana #1 Ceph Dashboard £#<B&hEcE HHEEEIN, AMmi0_EmFr
RH#{TEBZERY, Ceph Dashboard F¥ELIINEESEE R Grafana &k

B2/ RBD BGHITHRIERFTEA TN, BXESZER, BE2N (BEEMIRES
M) ,B16E “IIEMEE” ,%16.54T “SH RBD RE&inE”
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O =BEMIINARSS

9.1 Z&EiSCSI M=%

iSCSI B—ThTFEXIHML (SAN) thill, BJiLEFiE (FRERIERR) & SCSI S REER
2RSS 2% LAY SCSI 77418 % (B#K) o SUSE Enterprise Storage 7.1 &1&—NAli@id iSCSI
MNEEHEF I (%0 Microsoft Windows* 1 VMware* vSphere) FF1iK Ceph &R
TH, ZEEEFEISCSIpRnLIXERPmIIa] A Sa AN, ok, ZAREN iSCSI Y
£& Fim5 SUSE Enterprise Storage 7.1 S8 Z BRIt T —REIMIR 2IEE. ZAEBETH
27 ceph-iscsi, f#M ceph-iscsi, Ceph ZFHBEERTIUEXEREENSIAKE
Hl%, ZEZFRIRWRE, 5%, UMk Ceph RADOS #Ri&% (RBD) BB EhA/NEARE, A
&, BIERALUETE ceph-iscsi MXENHZIFLHEEHREEBZNZSIMXENRSH
%o Linux. Microsoft Windows & VMware LA LAfER iSCSI &S, FLLrIGRE
Al Efth SCSI PUGE—HHEER, XELE, SUSE Enterprise Storage 7.1 EF 2fx LRI 7E
Ceph LiZITAB RS SAN FAETHEERM BN B RFEEMSM T RS, MMERRIIE
MER,

REFMTBINENIEE Ceph SERFERLEMF iSCSI WX, FRFHENEEEED iSCSI i,
GERMFEILE L —FERITEFENEUE.

9.1.1 iSCSI R7Ffi#

iSCSI /& RFC 3720 FR#E%ERY. ERRERM MK (IP) BB B ASEZD (SCSI) sr L &ay—F
SEht. iSCSI LABRSS 2SR, H, &R (RiEEiERF) 7 TCP ik 3260 E@IRIERSAR
528 (B#5) @il iSCSI BRRY IP #uitAMim O iSCSITIR, Hip, — 1 Efrr@d—1 ek
ZNRO2/F. —MBEIRS— 1SN mONASHRABIRITIFA (TPG)

iSCSI FREHUEHEREHICBE AKX, EEAMIE, WA ISCSI EtiZEHEERA 10 Gige X

AWM ERUMBLIMRETLE, BIVEINTE iSCSI MX5GiH Ceph &8# 2821z 10 Gb L
PNEHES:S
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9.1.1.1 Linux R iSCSI Btx

Linux R1% iSCS| BfFmAFR1E linux-iscsi.or 89 LIO, ERMBEMERBEMMNIE, EidE
—ERBYE], ERATF Linux FEHiSCSI BirERE~=mA LTI, B LIO fEhE—IiSCSI &
REMRERE T EEAEMSE, LIONERRNZABEREREEASMNEN “Bir” , B
X5 “Bfftzl” S&MEIsHEEm BT BIER,

AT, B & FABEIRT BERFE iSCSl, B2, LIO thZiFNLFEE (FC). EF LKW
#1181 (FCoE) A E 2 aitmihil. Bri, SUSE Enterprise Storage {X323F iSCSI ¥

& AN BT EIRT BIEREMEB S EMEEREN LERSHEARRISENT BIER,
tkiRREZ 7 iblock. 1BE, LIO B —1 RBD S EMNGIHT BIZIR, &I BAZIRZHFxS RBD It
BHITHITILZRZ /0 1718,

9.1.1.2 iSCSI %£itci2=

ETHEENA Linux. Microsoft Windows 1 VMware & E#ERH iSCSI ZEFRF,

9.1.1.2.1 Linux

Linux FFEBIRELICIZEFE open-iscsi. open-iscsi KBEITFIFHIE iscsid, G,

B A U ERZTFIPEERAME A ERO LR ISCSI Bin. EREIBR, MRS ISCSI
%o iscsid &5 SCSI FEEBEHUCIRAZPIRGE, AE, RZETGRFRAREAE
A SCSI RIGF—H R EBXEIGE, AULEEIRFRFEF ZEEE (open-iscsi) TA—#E
EBE dm-multipath AECi2F, LURHESERIAER iSCSIRIEE,

9.1.1.2.2 Microsoft Windows #1 Hyper-V

Microsoft Windows 1E{ERFRIERIA iISCSI RHTiZRF 2 Microsoft iSCSI &#CiZRr, iSCSI ARSZAI
BdEFRFRE (GUI) #TEE, HXIFERAZKREI /0 LUESTAM,
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9.1.1.2.3 VMware

VMware vSphere 1 ESX BUZRIA iSCSI L #2t2F & VMware ESX 3Xf4 iSCSI K iCiZRr
vmkiscsi, BEIZARERE, @ vSphere P IHTFEA vmkiscsi-tool <X Hi#
TR E. ARG, TILUMER VMFS FA8zU@id vSphere iSCSI IF8I1E AL 38 EIEN1EMES, H&
FREMEM VM FEISE—FEREN]. VMware RiEREFHZIFFERAZRKREZ /0 LS H
o

9.1.2 XF ceph-iscsiH—fREE

ceph-iscsi F#HE RADOS HISEMIME S iSCS| TFAARTEAER . @I TE iSCSI BAREN]

(79 iSCSI M%) LERF ceph-iscsi, EAIBEN ARFMEINBETZm T Ceph, BIE
FRZHHES Ceph BF IR A ARGISN, TP RILAGER iSCSI SiERIEfth B inain iy
EREEI LIO BiR, Mimel LRSS RBD FiERIFRBE B4R 1/0.

0OSD1 0OSD2 0OSsD3 0osD4
200 B00 200
rbd.ko RBD
LIOrbd N Image
backstor
e
. iISCSI
LI_IC_)alrz(eitSI Initiator

9.1: G551 I1SCSI M*%H CEPH &8

ceph-iscsi ARMEBASHAMN, HARFZREIERE Alt, TERLAERFENAUERS
N iSCSI X SLME A BIEM eI H4E . SEEZITMXH iISCS| EEE@MY, RERFAIES
MK ZEISLI iSCSHERMAH T, MREIWNREAERE (FEAREARE, HENEFE
WER) , BFEISF—TIWXLUERA S /0,
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OSD1 0osD2 0sD3 osD4

200 200 200
]

RBD
Image

RBD || RBD
module module

LIO iSCSI LIO iSCSI
Target Target

iISCSI
Initiator

9.2 . B15%Z1 ISCSI M/ CEPH &8

9.1.3 HEBEZEFM

% ceph-iscsi FIRAK SUSE Enterprise Storage 7.1 B0 & LA TFAMAR

o — Ceph 7#fi5E8%, % Ceph R EVEEMNAYIERSE, HbEBaRSBELHRE
I\ RIFETIPHIZ (OSD), EULEECER, =1 0SD TTRFII7EZ Monitor (MON)
FEMo

o —/i@id ceph-iscsi BREBiz1T LIO iSCSI B4#rHY iSCSI BiriRS 28,

o —&iSCSI REEIRF XN, BiB{1Topen-iscsi (Linux). Microsoft iSCSI &R#Ei2F
(Microsoft Windows) S fE{RIE 3R AR iSCSI L2 I h.

% ceph-iscsi I SUSE Enterprise Storage 7.1 £/~ B0 & LA TAMARM :
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o — Ceph FfE&%EEE, —1 Ceph £FEEHRIENHE BEL 10MULE) OSD T
(BT RBEIETT 10-12 N REFMESTIFHZ (0SD)) UARZELD=1%FH MON FHl14
o

° Z83& ceph-iscsi BtE BizfT LIO iSCSI BARAY iSCSI BARARSS 88, J9SEI iSCSI #K
PEFERS A T, XLEARSIIMIUBITZHF target core rbd fERBAZ, L@
SUSE Linux Enterprise Server 43PRiEFRENE NG,

o EE¥ER ISCSI KEEFEN, XLFNIZTIT open-iscsi (Linux). Microsoft iSCSI
RHCIERE (Microsoft Windows) S{ERIE 3B R iSCS| KATIERF 5,

9.14 ZEMEE

AST5974R7E SUSE Enterprise Storage BIE Al EZLEEFEZE iSCSI XTI,

9.1.4.1 X5 iSCSI MXEFZEE] Ceph &2E#

CephiSCSI MxXRBAE5HEM Ceph IREHERBIFIZHITEE, BMER cephadm, BX4T, 15
BN 8.3.5T “EfEISCSIMK" o

9.14.2 ¢l% RBD MR

RBD BRIREIZ T Ceph FiEXF, FEE=SHEiSCSl, BIAILFER %L AR RADOS 7 fi#it,
TR LATERESEM Ceph rbd si 91T AREFERIFREFNEMEIN LIRS, XFEE ik
EDBH—ERER ceph. conf EBEX M, UMRAENAY CephX HIRIES 4 FIE,

Bi@d iSCSI Q12— MR HSHAYHE, 156 rbd create ssSHIEEEA/ (LAMB
FEML) o fBIIN, EFERA iscsi-images MIFFEMPEIER A testvol BV 100GB &, 15

BT T

cephuser@adm > rbd --pool iscsi-images create --size=102400 testvol
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9.1.4.3 & iSCSI & RBD MR{&

Ei@5d iSCSI S RBD B, f&BILUER Ceph Dashboard Web &z ceph-iscsi gwcli 52
RiEF. EATH, EMNIAERNAE gwcli, BERIEIERH<SITE/EZSE RBD &R iSCSI B
o

=
Q &
TiA@d iSCS| FH AR LI TEMER RBD MR{R:

* 2H journaling IhEERIBRE

° stripe unit/F 4096 FTIRVERER

L root S{2# N iSCSI X A28

# cephadm enter --name CONTAINER NAME

L root B3 E50iSCSI MXm<$ITRE:

# gwcli

#%F|iscsi-targets, ABGIER iqn.2003-01.0rg. linux-
iscsi.iscsi.SYSTEM-ARCH:testvol BYB4R:

gwcli > /> cd /iscsi-targets
gwcli > /iscsi-targets> create iqn.2003-01.0org.linux-iscsi.iscsi.SYSTEM-
ARCH:testvol

BT HEE M X 2 #RA IP k6l iSCSI X!

gwcli > /iscsi-targets> cd iqn.2003-01.0rg.linux-iscsi.iscsi.SYSTEM-
ARCH:testvol/gateways

gwcli > /iscsi-target...tvol/gateways> create iscsil 192.168.124.104
gwcli > /iscsi-target...tvol/gateways> create iscsi2 192.168.124.105

0O #x

£ help S <A 2R HAEE T R PRI A 7%,
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E7FfEM iscsi-images AR testvol BY RBD BRER:

gwcli > /iscsi-target...tvol/gateways> cd /disks

gwcli > /disks> attach iscsi-images/testvol

1 RBD BRIGBRESEI B 7 :

gwcli > /disks> cd /iscsi-targets/ign.2003-01.0rg.linux-iscsi.iscsi.SYSTEM-
ARCH:testvol/disks
gwcli > /iscsi-target...testvol/disks> add iscsi-images/testvol

Q s

TR ERASIRENIE (B30 targetcli) REAAMEEE, B AERELE,

0O &%
ERILUER s L EERE, AERETREXH infom<, ZnLAURATETRES
HAES.

BER, RARINSER ACL BHRIE, EtBRIEAREARLERR. BXSHIIEMIFEE
FIRFAES, EBWE 9.1.44 7 “SHIEIEALREES” .

9.14.4 B YRiEinRiEs]
iSCS| SHHMIE+HRE, HET WSS HRIETEEN,

9.1.4.4.1 £ ACL H{35SE

EHBEIER KRB ERAREREFIE AN B AR ERER LUN, ErTLUBEEA ACL 1130
IERE AT S 43830 :

gwcli > /> cd /iscsi-targets/iqn.2003-01.0org.linux-iscsi.iscsi.SYSTEM-
ARCH:testvol/hosts
gwcli > /iscsi-target...testvol/hosts> auth disable acl
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9.1.4.4.2 {ER ACL S{RIEIE
ERETLEREFRIH ACL BHIIER, IAEXNAERFEITER, ErIETIET
AT REX KiLIZF:

gwcli > /> cd /iscsi-targets/iqn.2003-01.0rg.linux-iscsi.iscsi.SYSTEM-

ARCH:testvol/hosts

gwcli > /iscsi-target...testvol/hosts> create
ign.1996-04.de.suse:01:e6ca28cc9f20

EX B &R ECiErr |mIARENSERR, (BREETHIRIERRRAINEIZLEZFRY RBD BR{R:

gwcli > /iscsi-target...:e6ca28cc9f20> disk add rbd/testvol

9.1.4.4.3 [SH CHAP S{355iE
BRT ACL LISh, EErILiBI NS M RERFIEERF RMEEHKERA CHAP S0IIE:

gwcli > /> cd /iscsi-targets/iqn.2003-01.0rg.linux-iscsi.iscsi.SYSTEM-

ARCH:testvol/hosts/igqn.1996-04.de.suse:01:e6ca28cc9f20

gwcli > /iscsi-target...:e6ca28cc9f20> auth username=commonl2
password=pass12345678

Q &
AREKEXIN 8 E 64 NFHR, FIMBEAFEHRFFMA. .. & -« _H H
BIKEXNAN 12 E 16 MFR, AJUESFERFFE. @0 -« _2H/

(AI3E) EHBILATE auth S5 H$ERE mutual username #l mutual password 2%, LB
F3 CHAP 1B &39I,

9.1.4.4.4 EEERIMBE SIS

RIM BRI F 2 BN B RIIES . ZBMNRIEFEESHEIEAREHITS, ©IEaiE
®RE, ETETUTHhRSERE:
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gwcli > /> cd /iscsi-targets
gwcli > /iscsi-targets> discovery auth username=dul23456 password=dp1234567890

-

Q &
FRRBKEXTN 8 E 64 1NFFF, Hb
EBRNKELRA 1216 M7/, AEREEEFE. o0 -« _:/

i
@
»
+t

4
®
ot

(AIi%) WA LUFE discovery _auth §5$H#EE mutual username

mutual password &%,

A LAEAR U T e S REA R MBI

gwcli > /iscsi-targets> discovery auth nochap

9.145 EESKRE

BILLA ceph-iscsi BCEREGISE(E34 LIO 1/0 BAFMNERSE., B8O target M disk
2,

a4
= H

FRES AR, SNARENEXESRERNERIERIARE.

9.1.4.5.1 ZEEHIFSE

ERILAMER info s S EEXEIREMNIE:

gwcli > /> cd /iscsi-targets/iqn.2003-01.0rg.linux-iscsi.iscsi.SYSTEM-
ARCH: testvol
gwcli > /iscsi-target...i.SYSTEM-ARCH:testvol> info

TR LU reconfigure S BRI E !

gwcli > /iscsi-target...i.SYSTEM-ARCH:testvol> reconfigure login_ timeout 20
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A AR target IREBIE:

default_cmdsn_depth
ZHABY CmdSN (F2INFES) RE. FREiSCSI RiiEREERNZITTHENARLIEF
K=,

default_erl
AR E RS o

login_timeout
ERENE (UWARA) .

netif_timeout
NIC $P&EEEeY (LAFP AL »

prod_mode_write_protect
WMRIREN 1, MWPEIEENEI LUN,

9.1.4.5.2 ETEFWEISE
eI LUMER info p S EE XIS EE:

gwcli > /> cd /disks/rbd/testvol
gwcli > /disks/rbd/testvol> info

AL reconfigure S BERILE !
gwcli > /disks/rbd/testvol> reconfigure rbd/testvol emulate pr 0
AN disk KEBIE:

block_size
[REIKEBIRKN,

emulate_3pc
MRgEN L, WEH “F=HEH .

emulate_caw
MRKEN 1, WESH “tEEHEN”
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emulate_dpo
WRILEN 1, W “BHEIEEH” .

emulate_fua_read
WRILEN L, WER “saflRoxEBuam” .

emulate_fua_write
MRKEN 1, WEH “@FBTENAN

emulate_model_alias
MRIGEN 1, NERARHEIEEZIMIERIRREFIZ,

emulate_pr
WMERIGEN 0, BREASCSIFE (BIEKkAATNE) ZHF, BAHIZZHFIE, SESISCSIW
XA BE=RBETIBRE, SFBUFKIERBERFEH,

0O &F
IR iISCSI RIEEFZFAFRE SCSI B ZHE, B backstore emulate prig
B0,

emulate_rest_reord
MRIKEN 0, MG EEZEMFTHNEFHHIFEZR,

emulate_tas
WMRIZGEN 1, WEAR “ESEHRILERET

emulate_tpu
MRIKEN 1, WESA “FEEE - BUEMES” .

emulate_tpws
MRKEN 1, WESH “BEicE - EANERRE .

emulate_ua_intlck_ctrl
MRIZEN 1, WEA “BroZEHEB .

emulate_write_cache
MRIKEN 1, WHTHF “BREANEEFE .
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enforce_pr_isids
WMRIGEN 1, NMEFIXKAMETNE ISID,

is_nonrot
WRILEN 1, WEEEENIEREILSE.

max_unmap_block_desc_count
UNMAP BB KBREEIR T4,

max_unmap_lba_count:
UNMAP Y& K LBA #4,

max_write_same_len
WRITE_SAME IR AKE,

optimal_sectors
BXAHREERKI.

pi_prot_type
DIF fRIPZFEE,

queue_depth
PATIRE

unmap_granularity
UNMAP #iE,

unmap_granularity_alignment
UNMAP HIE3$55,

force_pr_aptpl

MRBRAIZLE, TIEFinen @ aptpl=1 ZH THEMIEK, LIO BBEXKE KA T
BIREE HRIRAGFHEX, X3t LIO B9A#Z RBD A EE AN, ZEHREERSR
B PRUE. BitL, MIREASHBEIRERAIZIZE, target core rbd &L %

ZBEFHIREN 17 HiHER.

unmap_zeroes_data

=00 LIO BB &M SCSI RKEL2F A% LBPRZ, RARKEHITESEUHIRSTIAY UNMAP

8¢ WRITE SAME 83 < /G MEAN X [EIRS,
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9.1.5 {FH tcmu-runner 4 RADOS RiGFM{&

BEANES

ceph-iscsi &#F rbd (BEFWiZ) # user:rbd (tcmu-runner) F&EME, XEERNSEY
ETEER, FRIMFE&EEHE.

Z&. BEATR
EF tcmu-runner B9 iSCSI WX EE B el LI AT SRV A g,

S5EFRZAY iSCSI MXZBEARRE, EF tcmu-runner B iSCSI X ARZIFZEKF 1/0 5 SCSI

KAETNE,
E(FH temu- runner S RADOS SRISEMER, BREFEZHERISE user: rbd F&EF

fiEBNmr

gwcli > /disks> attach rbd/testvol backstore=user:rbd

~ )\ ﬁ
@ /E/%\

fEF tcmu- runner BY, SHAY RBD BEAZE A exclusive-lock 4514,
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11 M SUSE Enterprise Storage 7 A4 ZEIk4A 7.1 111



10 M SUSE Enterprise Storage 6 72k Zhk7s 7.1

ZxE5i5BA3§ SUSE Enterprise Storage 6 4R ZIARZS 7.1 B s
FHEREEUTES:

* M Ceph Nautilus £k %! Pacific,
* Mi&I RPM BB ZREMIZTT Ceph R EITE B2 FIEITo

o 522ffikk DeepSea # LA ceph-salt # cephadm &R,

O

]]|||m

=5
EEFHFAREESOERTM DeepSea F) cephadm BIFHHK, MNREETE SUSE CaaS F
& L EB%E SUSE Enterprise Storage, BAEZIRNIRIRX LR BFIRIE,

O ==

A3 MIETF 6 B9 SUSE Enterprise Storage hRAF4k, EEBLFLKE SUSE
Enterprise Storage 6 BVERFThRZS, AEBIREBARERFIIAND BIE(E.

10.1 FHEKAI

FaFR 2z EI, BMTTHUTES. 7E SUSE Enterprise Storage 6 4 &5 /E #AA nI FERY A1 TIXLE
£5.
o WIEFRETHITM FileStore 2| BlueStore 9 OSD xE#, [} FileStore £ SUSE
Enterprise Storage 7.1 FARZ ¥, H % BlueStore LUK M FileStore :FHBHIE 2%

MEE, BFEM https://documentation.suse.com/ses/6/single-html/ses-deployment/

#filestore2bluestore @,

o MRITBITHEINTEMERA ceph-disk OSD WIIAEEE, NEEEAHLAIHES ceph-
volume, BXFMEER, EEMhttps://documentation.suse.com/ses/6/single-html/

ses-deployment/#upgrade-osd-deployment 2,
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10.1.1 FZEHER
FHEET, BSLWERUTHE, BRETRIIEBBRITHES.

o FRERITIHEA. ERITIHEAS, AILUKEIEZE XA SUSE Enterprise Storage By E—1
WA R ITRFTHITHEE R, MERITHRIALLT #E:
o BB EEERHIEEI,
o FIEANEAREERETRAETEAFEN,

° BERFENEHRELBFATIPER.

RITHBATRIRHRERREAFMHNER. ENNEEBEEXEMIAIZAYIEA,
IEAEILATE https://www.suse.com/releasenotes/ 7 E3REIBXH] SES 7.1 K175 FE,
tb4h, %%t SES 7.1 R release-notes-ses B2 G, BIFEAMAY /usr/
share/doc/release-notes BRAHEL https://www.suse.com/releasenotes/ 2 [T
LHEIA1TIHER,

o FIIREE I 2f49r “EPE Ceph ££Ef” , A ceph-salt # Ceph orchestrator, THET
REXRSAENER.

o FHREEFFIREF B RKAYIE] - FRrREIRLIANFAL—a 1T BEARIBERUEET R .

o MEBEHFLR Salt FiTls, FAEIE DeepSea Hii A ceph-salt # cephadm, EVESE
ZIPRE Ceph Manager TR&EF G, E7aeF1A(ER cephadm orchestrator &R,

* MfEFA Nautilus RPM AL EERA Pacific RRFE—F Fil,. XEKRELEE—RARE
/|\:|t-|'-u£\\) ﬁx%_;i{yﬂé&_ﬁ\%??}ﬂi&%%o

e #Z0ARSS (MON. MGR. OSD) WALREF#HITH. BTIRSEALBEEITA. AR
ZORSEFEEMMEMXARS (TiERSS28. WERMX. NFS Ganesha. iSCSI M
xX) o TESMRSHEFERIEHITE:

O ==
TCEUIRARSS 23 N3 R X BIENET 8] B 19 R M SUSE Linux Enterprise Server
15 SP1 #+4& % SUSE Linux Enterprise Server 15 SP3 744, BEIRIFHFIIELE

R EFMEBXLERS NI, FAIREXERSSS MON. MGRE OSD HE
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NEEEZEIX—xR, ANENAURSAERNEEARIEZERERLTERR
o MRXMERN R, BEBEARINERINT R LD 5 EEXLERR
5, URAIREEE e T ERIRSHE, Mit, FHMNEEREMNXT R
FHRAVRFERT(E], MARBNREARBIFFERITIE,

e M SUSE Linux Enterprise Server 15 SP1 #4k %] SUSE Linux Enterprise Server 15
SP3 HAiEl, NFS Ganesha #1iSCSI MIXN&EET RESISHATFERARSE, H&%E
UBRBUEREMTBES MRS EEEL T ERARS.

10.1.2 Ein&EEFECEM LT

BRI ETEF 1A TR E) SUSE Enterprise Storage 7.1 Z BB EE ICEMEURE. BX
AR PERESEERIRAE, B8 MW https://documentation.suse.com/ses/6/single-html/ses-
admin/#cha-deployment-backup #,

10.1.3  HIASCRIARRTE

NRIESTHIBMARES 5 FHRBY, EFRIAFREIRRZS 6 B3 ERIHTER :
WZ /srv/salt/ceph/configuration/files/ceph.conf.import X2 &EFE.
b2 42 7E M SUSE Enterprise Storage 5 74k %! 6 HAig]H engulf #2602

B, configuration init: default-import &E7E /srv/pillar/ceph/
proposals/config/stack/default/ceph/cluster.yml FigE,

3R configuration init %A default-import, MFRREEHFR
ceph.conf.import iM3E DeepSea FIZKIA ceph.conf fEAHEEXH, FEET /srv/
salt/ceph/configuration/files/ceph.conf.d/ PHIXEFHITRIR.

Ak, BHREEHE ceph.conf.import FREEEMBENXEE, HIREZSEGENEER
Z| /srv/salt/ceph/configuration/files/ceph.conf.d/ FHEF—NXHEH,
SAIEM /srv/pillar/ceph/proposals/config/stack/default/ceph/cluster.yml
iRk configuration init: default-import 17,
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10.1.4 SR RAMIAERERN

ffaiA SUSE Linux Enterprise Server 15 SP1#1 SUSE Enterprise Storage 6 BNFRE R EMES
BNAEIFEERET A

# zypper refresh && zypper patch

O &F
BEXEHEHTAMNEMER, BB hitps://documentation.suse.com/ses/6/html/
ses-all/storage-salt-cluster.html#deepsea-rolling-updates 2,

NAEHE, ERE) Salt Xz, BDH Salt iRIR, AR EREHERNR:

root@master # systemctl restart salt-master.service
root@master # salt '*' saltutil.sync all

cephuser@adm > ceph -s

10.14.1 ZEAARLRENEFiR

M Nautilus v14.2.20 £, 5INTHHRBEIRAESREMNERF T AREMNE P IHMAEE,
W EEFIAZITH. Ceph Dashboard =&RAALEFALTF HEALTH WARN RS, ai<iTRIRIAT
FRimiRERRE:

cephuser@adm > ceph status

cluster:
id: 3fe8b35a-689f-4970-819d-0e6b11f6707c
health: HEALTH WARN
mons are allowing insecure global id reclaim

[...]

& &H R Ceph Monitor HERIFARIBANYIBIRE P imiEiRER. XiFAIHRREARER,
NEEFIRNAERSESR, EE5EEETEMRNNE, SEENMEE P REBALEIR
HhiiAsBY Ceph f5, TITUA T s SERAREAIZ P iR

cephuser@adm > ceph config set mon auth allow insecure global id reclaim false
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10.1.5 AR A EREBVIH R

AT E N EEE T 2 #RAEAIR SUSE Linux Enterprise Server 15 SP3 #1 SUSE Enterprise
Storage 7.1 IR UM B 2RRGEM R,

10.1.5.1 HHFIR

WRFAET REBETE SCC FyEA, EERILIEER zypper migration mS$#HITHSR. BX
EZPEFMER, BES M https://documentation.suse.com/sles/15-SP3/html/SLES-all/cha-

upgrade-online.html#sec-upgrade-online-zypper 2,
NRTIRRTE SCC HEM, BRAFMBMBUMGIR, HAUTE N EAM Pool # Updates
IR

e SLE-Product-SLES/15-SP3
e SLE-Module-Basesystem/15-SP3
e SLE-Module-Server-Applications/15-SP3

e SUSE-Enterprise-Storage-7.1

10.1.5.2 ZA2si&

FrEEHET REEEIAN B RMEIMR. EAZHERT, ERFFEM registry.suse.com
R SUSE JEMR. ERELITIREG:

e registry.suse.com/ses/7.1/ceph/ceph

* registry.suse.com/ses/7.1/ceph/grafana

e registry.suse.com/ses/7.1/ceph/prometheus-server

e registry.suse.com/ses/7.1/ceph/prometheus-node-exporter

e registry.suse.com/ses/7.1/ceph/prometheus-alertmanager

E, NN TRARERE, BEEAMIMRABIANERSE —HIERNERERETA,
BXREESRMAB[REIMROEZFMER, BBNE 72107 “EHESEIME -
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10.2 Fk Salt Fixi%
AT IR T AR Salt FITiHAILIE:
1. BREBRERSFRE SUSE Linux Enterprise Server 15 SP3:
o WFAETREBETE SCC HFMBVEESE, 171E1T zypper migration,

o WFNHAEEFIEENRHIRENEERE, 151517 zypper dup, REBIBETT
reboot,

2. 2F DeepSea MERLUBREIMER, EUTHRBRME /srv/pillar/ceph/stack/
global.yml:

stage prep: disabled
stage discovery: disabled
stage configure: disabled
stage deploy: disabled
stage services: disabled
stage remove: disabled

REXHFHNMAEN:

root@master # salt '*' saltutil.pillar refresh

3. WMREKRMFER registry.suse.com FHAEME, MEFERARMEEN MR, BR
%8 /srv/pillar/ceph/stack/global.yml LL&4] DeepSea BEAM Ceph A28
BRGFEMR, 5190, EE5/H 192.168.121.1:5000/my/ceph/image, &R TE
JUAT:
ses7 container image: 192.168.121.1:5000/my/ceph/image

ses7 container registries:
- location: 192.168.121.1:5000

MREFENIMERIEESMIIEES, 155 ses7 _container registry auth:
R, HIgn:

ses7 container image: 192.168.121.1:5000/my/ceph/image
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0S:

o N o U b W N

5. BIAFERAR

order:
1:

PN

- location:

4. ELIIBECE:

IR

N
IGNO 5N

REXHFHNAEN:

ses7 container registries:

192.168.121.1:5000

ses7 container registry auth:
registry: 192.168.121.1:5000
username: USER NAME
password: PASSWORD

Byt P] REEI SR B ECE T 5= -

root@master # salt-run upgrade.status

Nodes running these software versions:

root@master # salt '*' saltutil.refresh pillar

cephuser@adm > ceph config assimilate-conf -i /etc/ceph/ceph.conf

The newest installed software versions are:
ceph: ceph version 16.2.7-640-gceb23c7491b
(ceb23c7491bd96ab7956111374219a4cdcf6f8f4) pacific (stable)
SUSE Linux Enterprise Server 15 SP3

admin.ceph (assigned roles: master, prometheus, grafana)

Nodes running older software versions must be upgraded in the following

monl.ceph (assigned roles: admin, mon, mgr)

: datal.
: data2.
: data3.
: datab.

ceph
ceph
ceph
ceph
ceph

(assigned
(assigned
(assigned
(assigned
(assigned

roles:
roles:
roles:
roles:
roles:

: mon2.ceph (assigned roles: admin, mon, mgr)
: mon3.ceph (assigned roles: admin, mon, mgr)
: data4.

storage, mds)

storage)
storage)
storage)
storage,

rgw)
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10.3 A%k MON. MGR# OSD 11 =

FRFALHK— Ceph Monitor. Ceph Manager #1 OSD . W FEMIRS, BRITUTSE:

94

1. RFER OSD TiRZAl, BERIT OSD 5 REVERIRLIZHE OMAP BIBHIBEL, 127
BUBIHEBIZT R LIET B TS RATTHR(E:

cephuser@adm > ceph config set osd bluestore fsck quick fix on mount true

OSD R RTERAIIETTR/E BT,

Q =
HARFTENEE AT BE MR D RISV N A, BEARKEUATEXERES
B OMAP 1B &, BXIFMER, FEZE hitps://docs.ceph.com/en/latest/
releases/pacific/#upgrading-non-cephadm-clusters 2,

2. NREBEAKIE OSD T, FELETUTIRSBEREARIEFR OSD tric
out:

cephuser@adm > ceph osd add-noout SHORT NODE NAME

¥ SHORT NODE NAME Ei#:59 ceph osd tree <A ERNT SMEIERMF. &
UTFHRINP, ENEREZFA ses-minl Fl ses-min2

root@master # ceph osd tree

ID CLASS WEIGHT TYPE NAME STATUS REWEIGHT PRI-AFF
-1 0.60405 root default
-11 0.11691 host ses-minl
4 hdd 0.01949 osd.4 up 1.00000 1.00000
hdd 0.01949 0sd.9 up 1.00000 1.00000
13 hdd 0.01949 0sd.13 up 1.00000 1.00000
[...]
0.11691 host ses-min2
hdd 0.01949 0sd.?2 up 1.00000 1.00000
hdd 0.01949 0sd.5 up 1.00000 1.00000
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3. BIRBRIERAHLRE SUSE Linux Enterprise Server 15 SP3:
o WREENT REE7E SCC HEAR, 18IB1T zypper migration,

o RGBT REBFIIEENRER, 151517 zypper dup, AERBET

reboot,

4, E5|8TRfE, BITE Salt IFiH LIZTTUU T, BizT = LEFREIAE MON. MGRA
OSD sripstiztiT R 231k

root@master # salt MINION ID state.apply ceph.upgrade.ses7.adopt

B MINION ID BMAEEARNZITHD ID, EAILUEIETE Salt iTim L1517 salt-
key -L @n<RRENZIZR ID 9%,

0O =%
EEERBIVRSHHEE, 5K E Ceph Dashboard 7E Salt 3T Liz{T FE
Hp— @

root@master # ceph status
root@master # ceph versions
root@master # salt-run upgrade.status

5. MR ARE, IREEALNTRE OSD TR, BEUHIKE noout #5&:

cephuser@adm > ceph osd rm-noout SHORT NODE NAME

10.4 ALEMXT =

ETR, SALKEZTMXTR (Samba Mx. T#IERS2E. WRMX. NFS Ganesha 5
iISCSIMX) o FRENTERKBRIERFAFALEI SUSE Linux Enterprise Server 15 SP3:
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o WNREEMT S#FE7E SUSE Customer Center F3E A, 151517 zypper migration &

A
~o

o MRKENTRABFEENRMTIR, 151517 zypper dup, A/SHIETT reboot &3

A
~o

P BOEATRETERF#EEKRIEEAMAGHNEATR (WERE, FEEBET salt-key
-L sn SR Salt FFiH_ ERVENTIR, FHIEHS salt-run upgrade.status s H%
HHEHITLER) o

AEREHTRET A LNIRERAE, T—PRBKE ceph-salt R OHNAEHRE. A&
SRR, SUBRBURAEIRBELRIIRM KRS

N =

Q &
MF+ZE| SUSE Linux Enterprise Server 15 SP3 Fft4, BEEARIIRLE RN EFHIE T
HIRARS BB RMKARS AL, XEEHREXLEARSE R AT,

10.5 %% ceph-salt HNAEEEE

TR E ceph-salt HNAEHEEX—J1281, BABIETUTLEEREFNALINK

.
TON o

root@master # ceph status
root@master # ceph versions
root@master # salt-run upgrade.status

1. B DeepSea BI3EAY rbd exporter # rgw exporter EBFESS (cron job), 7E Salt
FiFiH L, L root B9i51T crontab -e % LI4REE crontab, MFRTFIIME (WR7E
) .

# SALT CRON IDENTIFIER:deepsea rbd exporter cron job

*/5 * * x x /yar/lib/prometheus/node-exporter/rbd.sh > \
/var/lib/prometheus/node-exporter/rbd.prom 2> /dev/null

# SALT CRON IDENTIFIER:Prometheus rgw exporter cron job
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*/5 * x * * /yar/lib/prometheus/node-exporter/ceph rgw.py > \
/var/lib/prometheus/node-exporter/ceph rgw.prom 2> /dev/null

. BEEBETIL TSRS M DeepSea SHEEHICE

root@master # salt-run upgrade.ceph salt config > ceph-salt-config.json
root@master # salt-run upgrade.generate service specs > specs.yaml

. 0%t DeepSea, H1E Salt E#ziF ERE ceph-salt:

root@master # zypper remove 'deepsea*’

root@master # zypper install ceph-salt

. ERH Salt ExiwHED Salt Rk

root@master # systemctl restart salt-master.service
root@master # salt \* saltutil.sync all

. & DeepSea HEBFECE S A ceph-salt:

root@master # ceph-salt import ceph-salt-config.json

. NEET RBENER SSH &iR:

root@master # ceph-salt config /ssh generate

@ 7N

HINEEEM DeepSea SNEEFECE, HISTE A REIRIHYIELIN .
root@master # ceph-salt config 1s

BXREHIENTERR, BERE 727 "KESHER .

. AEEHEHA cephadm:

root@master # ceph-salt apply

. NREFHRMUAMAREME URL FHRISMHFEIE, BRIRE 72107 “EHAEIEE

iER" MR BRI,
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9. MREFEHRNARRE registry.suse.com FHEEMER, MeEdtEEREME, 1BiE
T T ES &40 Ceph BEEANBEIRE

root@master # ceph config set global container image IMAGE NAME

fplan:

root@master # ceph config set global container image 192.168.121.1:5000/my/
ceph/image

10. {Z1EF2 A SUSE Enterprise Storage 6 ceph-crash SFP#12, TG BB IXLE
TIPSR AR s,

root@master # salt '*' service.stop ceph-crash
root@master # salt '*' service.disable ceph-crash

10.6 FrERFFRA TR

UTIRESRAMSERNEAT BXEZIFAER, B20 (EEMEFER) ,% 16

:2: “”[—j: *Dtt@” )
1. &{Z orchestrator:
cephuser@adm > ceph orch pause

2.

3

1517 Prometheus. Grafana Ml1&EZEEss (A Salt £17im) T AL, BITUTF
A .
5

cephuser@adm > cephadm adopt --style=legacy --name prometheus.$(hostname)
cephuser@adm > cephadm adopt --style=legacy --name alertmanager.$(hostname)

cephuser@adm > cephadm adopt --style=legacy --name grafana.$(hostname)

0O &7
MRETITHRBIABSEBMEEMER registry.suse. com, NEEEE
LHISEBRERANME, Fl:
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cephuser@adm > cephadm --image 192.168.121.1:5000/ses/7.1/ceph/
prometheus-server:2.32.1 \

adopt --style=legacy --name prometheus.$(hostname)
cephuser@adm > cephadm --image 192.168.121.1:5000/ses/7.1/ceph/
prometheus-alertmanager:0.21.0 \

adopt --style=legacy --name alertmanager.$(hostname)
cephuser@adm > cephadm --image 192.168.121.1:5000/ses/7.1/ceph/
grafana:7.5.12 \

adopt --style=legacy --name grafana.$(hostname)

(EEMZFER) , £ 16 & “WITNEE” ,$16.17 “EEBTENXT AR
5" PIIH T FBRNBERERARR b AN,

3. MERBT = iFR Node-ExporterNode-Exporter FEEFHE, E1ENFA specs.yaml
X4EAB SR EN LS.

> sudo zypper rm golang-github-prometheus-node exporter

}E, EAUEEET S LA Salt EEMATE T =H ik Node-Exporter:

root@master # salt '*' pkg.remove golang-github-prometheus-node exporter

4. WAEZEIM DeepSea SHRIBRSHIE

cephuser@adm > ceph orch apply -i specs.yaml

@ R
NRIFBITHRBIRINB BIMEEM R registry. suse. com, MEASHELET
&, IBESFE Node-Exporter BiXf cephadm #17E2E, LUES Node-Exporter

MECEAAMEMERFOERME TN, ERTLOBS LS BHZREUTE

H .
= .

cephuser@adm > ceph config set mgr mgr/cephadm/
container_image node exporter QUALIFIED IMAGE PATH
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HREITIRS AT E BRI G EIEmAEMR, MANZE Node-Exporter FYBR
%o WP BRAEKEST Node-Exporter HITLLIRIE, BEINELLEITE cephadm A
KPR T ARG ERIL B NiE AR,
NBERXEM, BIERSHFHHEURERTZ LG ERBIAG cephadm
B, BRATEREENERS NREXFREHE) , HERZIWBESHEE
HIARSS .

(BEMIREER) ,F£ 16 E “IRITMEE” ,$£16.17 “EEBTEXSAMM
&” BNBTEWATEE cephadm LUERZHTAMR DS IIRE,

5. 4% orchestrator:

cephuser@adm > ceph orch resume

10.7 EFEFEMRARSS

10.7.1 AR REXK

7 SUSE Enterprise Storage 7.1 1, MRMXICKRELERT— M, UARREAZILRIRMH
i (BXEZEAES, BFEN (BEMIREERE) ,F21E “Ceph WRMX" , % 21.13
T “ZUILEXRMRK" ) . GNRMEIE SUSE Enterprise Storage 6 FF T Rk 52 X5 ) kg
B, BRBUTSERIGN, NRERITEERSILRINEE, MaTLUATR. XIFAM K
ZMMER default (B

1. U
cephuser@adm > radosgw-admin realm create --rgw-realm=REALM NAME --default
2. (AN%k) Eand BRI XIEH,

cephuser@adm > radosgw-admin zonegroup rename \
--rgw-zonegroup default \
- -zonegroup-new-name=Z0NEGROUP_NAME

cephuser@adm > radosgw-admin zone rename \
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5.

--rgw-zone default \
--zone-new-name ZONE NAME \
- -rgw-zonegroup=Z0NEGROUP_NAME

3. BCEE XA

cephuser@adm > radosgw-admin zonegroup modify \
--rgw-realm=REALM NAME \
- - rgw-zonegroup=Z0NEGROUP NAME \
--endpoints http://RGW.EXAMPLE.COM:80 \
--master --default

4. BEXXI, Ak, BRF\ESAT system iRERNMNRMXAFH ACCESS_KEY

SECRET_KEY, Xi@&E = admin BP., EJREX ACCESS_KEY #1 SECRET_KEY, i5ia1T

radosgw-admin user info --uid admin --rgw-zone=ZONE NAME,

cephuser@adm > radosgw-admin zone modify \
--rgw-realm=REALM NAME \
- - rgw-zonegroup=Z0NEGROUP NAME \
--rgw-zone=Z0NE_ NAME \
--endpoints http://RGW.EXAMPLE.COM:80 \
--access-key=ACCESS KEY \
--secret=SECRET KEY \
--master --default

R EHMEECE:!

cephuser@adm > radosgw-admin period update --commit

BRNRMKRS TR, BKE 83470 "HENRWX" FRRSIBEIEX G, ARNA
X o

cephuser@adm > ceph orch apply -i RGW.yml
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10.7.2 F2k NFS Ganesha

O =

NFS Ganesha x#§F NFS 4.1 flEShas, A3Z#F NFS 3 hr7s,

TEERINENRFIETT Ceph Nautilus BYELE NFS Ganesha fR53:1:E# 213517 Ceph Octopus B9
NFS Ganesha A28

o

==

MU SHEEREBERINALR T #%:0 Ceph ARSS-

NFS Ganesha &7f RADOS it R FERRSMITIFHIZ ERCEFH SHECE., FRECERN
RADOS 7Zfi# 18] 7£ ganesha. conf Xf#J RADOS URLS 3REYwatch url 7 LE#El, EAE

RF, EFEMEERE 7 ganesha_config
EZUERNEESREITEMEB 20 X S EMMUT RADOS Fi# PR FIF#ERE T REIE
—pElE, EREIEIEM RADOS 7ZfiEits, HETUT@m<:

cephuser@adm > grep -A5 RADOS URLS /etc/ganesha/ganesha.conf

5lth RADOS FAEHIAA |

cephuser@adm > rados --pool ganesha config --namespace ganesha ls | sort
conf-node3
export-1
export-2
export-3
export-4

Sl RADOS % :

cephuser@adm > RADOS ARGS="--pool ganesha config --namespace ganesha"
cephuser@adm > 0BJS=$(rados $RADOS ARGS 1s)
cephuser@adm > for obj in $0BJS; do rados $RADOS ARGS get $obj $obj; done

cephuser@adm > 1ls -lah
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total 40K

drwxr-xr-x 2

-rw-r--r--
-rwW-r--r--
-rw-r--r--
-rw-r--r--
-rw-r--r--

“rW-r--r--

T

#%o

103

1. =1k

[ = L =

e b

ﬂl-lj/\’

root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root

4.0K Sep 8 03:30 .

4.0K Sep 8 03:23 ..

90 Sep 8 03:30 conf-node2
90 Sep 8 03:30 conf-node3
350 Sep 8 03:30 export-1
350 Sep 8 03:30 export-2
350 Sep 8 03:30 export-3
358 Sep 8 03:30 export-4

FE(FILIAB NFS Ganesha RS, RAEREBIRNE cephadm BEENS

HEBIMAER NFS Ganesha RS :

cephuser@adm > systemctl stop nfs-ganesha

cephuser@adm > systemctl disable nfs-ganesha

A, EF

2. {ZILIAERY NFS Ganesha fR55 2/, FILUERA cephadm £ R B HEFE —MHTRIARSS .
ERE—IRSBIE, HPESRKBATFIMRLLHE NFS £8#8) service id.

FIAENSEHREAENIIEFIEIB T RENR, UNKEEFRECE NFS SUENRH

RADOS Ffi#githAl ARz

service type:

nfs

i8], 4n:

service id: SERVICE ID
placement:

hosts:

- node2

pool: ganesha config

namespace:

ganesha

BXROZBABNCHIFAER, BBRE 82T "RSNEFEIE" o

3. AEAEME:

cephuser@adm > ceph orch apply -i FILENAME.yaml

4. WINEN LR

HiE{THE NFS Ganesha SFIPH1E:
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cephuser@adm > ceph orch ps --daemon_ type nfs

NAME HOST  STATUS REFRESHED AGE VERSION IMAGE NAME
IMAGE ID CONTAINER ID
nfs.foo.node2 node2 running (26m) 8m ago 27m 3.3

registry.suse.com/ses/7.1/ceph/ceph:latest 8b4be7c42abd ¢c8b75d7c8f0d

5. #%8 1 NFS Ganesha TREE LR R, ERAFENES T REIBRIRFIIRSHE.
BRERS T RENRZRMEIIE NFS IRSHEH, AREHRN AT,

MENSH eI LB A & #TES:

e {#H Ceph Dashboard FahEH I EHEHISE-

o FRIRKETiR#HE RADOS WRIVABEHIZIF IR NFS Ganesha BAECE .
312 10.1 : FEpIESHERIZI NFS GANESHA i@ARCE N+

1. WESTIP#HIE RADOS WMRAFIK:

cephuser@adm > RADOS ARGS="--pool ganesha config --namespace ganesha"
cephuser@adm > DAEMON OBJS=$(rados $RADOS ARGS 1ls | grep 'conf-"')

2. EFETIPHZR RADOS WK

cephuser@adm > for obj in $DAEMON OBJS; do rados $RADOS ARGS get $obj $obj;
done

cephuser@adm > 1ls -lah

total 20K

drwxr-xr-x 2 root root 4.0K Sep 8 16:51 .

drwxr-xr-x 3 root root 4.0K Sep 8 16:47 ..

-rw-r--r-- 1 root root 90 Sep 8 16:51 conf-nfs.SERVICE ID

-rw-r--r-- 1 root root 90 Sep 8 16:51 conf-node2

-rw-r--r-- 1 root root 90 Sep 8 16:51 conf-node3

3. HiIFHEHEIBRNRHTIRS:

cephuser@adm > cat conf-* | sort -u > conf-nfs.SERVICE ID
cephuser@adm > cat conf-nfs.foo

surl "rados://ganesha config/ganesha/export-1"

surl "rados://ganesha config/ganesha/export-2"
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surl "rados://ganesha config/ganesha/export-3"
%surl "rados://ganesha config/ganesha/export-4"

4. 5)\HBY NFS Ganesha @A E {4

cephuser@adm > rados $RADOS ARGS put conf-nfs.SERVICE ID conf-
nfs.SERVICE ID

5. @%0 NFS Ganesha SFiP#H7E:

cephuser@adm > rados $RADOS ARGS notify conf-nfs.SERVICE ID conf-
nfs.SERVICE ID

Q =

R ST ERER MR E.

BIhE2RRSE, B LUMBRET Nautilus BY NFS Ganesha ARZ3.
1. MIB&R NFS Ganesha:

cephuser@adm > zypper rm nfs-ganesha
Reading installed packages...
Resolving package dependencies...
The following 5 packages are going to be REMOVED:
nfs-ganesha nfs-ganesha-ceph nfs-ganesha-rados-grace nfs-ganesha-rados-
urls nfs-ganesha-rgw
5 packages to remove.
After the operation, 308.9 KiB will be freed.
Continue? [y/n/v/...? shows all options] (y): y
(1/5) Removing nfs-ganesha-
ceph-2.8.3+git0.d504d374e-3.3.1.x86 64
[done]

(2/5) Removing nfs-ganesha-

rgw-2.8.3+g1it0.d504d374€-3.3.1.X86 64 ...ttt
[done]

(3/5) Removing nfs-ganesha-rados-

urls-2.8.3+git0.d504d374€-3.3.1.X86 B4 ...ttt ittt
[done]
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(4/5) Removing nfs-ganesha-rados-
grace-2.8.3+0git0.d504d374€-3.3. 1. X806 B4 . ...t

[done]
(5/5) Removing nfs-
ganesha-2.8.3+git0.d504d374€-3.3.1.X86 B4 . ...ttt e

[done]
Additional rpm output:
warning: /etc/ganesha/ganesha.conf saved as /etc/ganesha/

ganesha.conf.rpmsave

2. M Ceph Dashboard FffiBRIHAIEEHZ B

cephuser@adm > ceph dashboard reset-ganesha-clusters-rados-pool-namespace

10.7.3 AL EIERS 2

5 MON. MGR#10SD R[E, FTEmMmMEATEIERS 2R, THRE[EM Ceph orchestrator £
ABPHITEIRE,

1. i&17 ceph fs 1s an L LUREIEXXHFRFRIRTR, fa0:

cephuser@adm > ceph fs 1s
name: cephfs, metadata pool: cephfs metadata, data pools: [cephfs data ]

2. BEFRAXGRARIFEN service id, HIEEREITTT MDS SFIF#HZNIEM,
0% 8337 “HIELHUERSZET RATRGIEMARSIEX M mds . yml, fY0:

service type: mds
service id: cephfs
placement:

hosts:

- ses-minl

- ses-min2

- ses-min3

3. i&1T ceph orch apply -i mds.yml &< LN ARSHSEHEE MDS SFIF#HIE,
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10.7.4  F4R iSCSI M=%

EBFLRISCSI X, EEE(FH Ceph orchestrator FARPEMIEIZM K, MNREHFZH
iSCSI WX, MWEEZFNEMIE, LUBRLDIRSEHETEL

1. FIEHERSISCSI MXTI = LRYILE iSCSI sPiF#iz:

> sudo systemctl stop rbd-target-gw
> sudo systemctl disable rbd-target-gw
> sudo systemctl stop rbd-target-api
> sudo systemctl disable rbd-target-api

2. ¥R58.3.57 “EBE iSCSIW=X" HRETR, J9iSCSI MXEIZRSIE. Ak, EEEM
B /etc/ceph/iscsi-gateway.cfg XHHEI pool. trusted ip list#api *
RE, MREBRA7T SSLX#F (api secure = true), MIRFEE SSLIEP (/etc/
ceph/iscsi-gateway.crt) #%%A (/etc/ceph/iscsi-gateway.key).

40, WR /etc/ceph/iscsi-gateway.cfg B&EUTEHE:

[config]

cluster client name = client.igw.ses-min5

pool = iscsi-images

trusted ip list = 10.20.179.203,10.20.179.201,10.20.179.205,10.20.179.202
api port = 5000

api_user = admin

api password = admin

api_secure = true

MEFEELIRUATARSHEXF iscsi.yml:

service type: iscsi
service id: igw
placement:
hosts:
- ses-min5
spec:
pool: iscsi-images
trusted ip list:
"10.20.179.203,10.20.179.201,10.20.179.205,10.20.179.202"
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api port: 5000

api _user: admin

api password: admin
api secure: true

ssl cert: |

MIIDtTCCAp2gAwIBAgIYMC4xNzc1NDQxNjEzMzc2MjMyXzxvQ7ECMAOGCSqGSIb3
DQEBCwWUAMGOxCzAJBgNVBAYTALVTMQOwWCwYDVQQIDARVAGFoMRcwFQYDVQQHDAST

[...]

MIIEvQIBADANBgkqhkiG9wOBAQEFAASCBKcwggSjAgEAAOIBAQCS5]jdYbjtNTAKWA
/CwQr/7w0ilLGzVxChn3mmCIF3DwbL/qvTFTX2d8bDf6LjGwLYloXHscRfxszX/4h
[...]

Q =
pool. trusted ip list. api port. api user. api password.
api_securei&E5 /etc/ceph/iscsi-gateway.cfg XEFRERNIZEE
[Blo FIMIRAE SSLIERMZEAXGFRER) ss1_cert M ssl_key B, HIAXLE
EREMEHIEH, HH ssl cert: M ssl key: THREREETREREFTR
| GEERLER iscsi.yml XHFHAR) o

3. 1T ceph orch apply -i iscsi.yml &< AN ERSZISEHEEN iSCSI FXFiP#

2o

4. MNSPILA iSCSI XTI = FMIERIARY ceph-iscsi 2RHAHEL:

cephuser@adm > zypper rm -u ceph-iscsi

10.8 FAREEE

AR, BHRITUTBESE:
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1. BICEZHRIRY Ceph A7, HINEREEERNAR:

cephuser@adm > ceph versions

2. MWfR2BIARY OSD MINEEEE:

cephuser@adm > ceph osd require-osd-release pacific

3. RIEEERENBFMME pg_autoscale mode:

O ==

ZRIAER T, 7E SUSE Enterprise Storage 6 FR7ZfiithHY pg_autoscale mode i&

BN warn, XESHE PC HERKIRENBMERES, BEMFLHRELER

Shi BB, 7E SUSE Enterprise Storage 7.1 &, ¥7Zfi&tH pg autoscale mode

EIARINIE A on, FHLk PG KFr BB B, MARIEHASBhERIE

ZfiEMH pg autoscale mode, MIREEGHELN on U DT BB BaE

BIIhEE, SN (BEMNRMEER) ,B17TE “EHIOHESE ,$17412%H
‘B PG Bohi 28" HHViHER,

BXIFAES, BEN (EEMRFER) , B 178 "FHROBUEEE ,$174127
“BR PG By B o

4, FHIEETF Luminous MRZASHIZE i

cephuser@adm > ceph osd set-require-min-compat-client luminous

5. BRATERRR:

cephuser@adm > ceph balancer mode upmap

cephuser@adm > ceph balancer on

BXFAGEE, BFEN (BEMEEER) ,%$ 295 “Ceph Manager #£3R” ,5529.1 1
“FER o
6. (FIIX) BRAEEIR:

cephuser@adm > ceph mgr module enable telemetry
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cephuser@adm > ceph telemetry on

BEXFAEE, BB (BIEMIREER) ,%$ 295 “Ceph Manager #3R” ;58 29.2 1
‘BRENZER
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11 M SUSE Enterprise Storage 7 F4kZhRk7s 7.1

ZAZ 3 BE¥E SUSE Enterprise Storage 7 AR ZIARZS 7.1 B,
FHREFELUTES:

* Y&JEK/E SUSE Linux Enterprise Server 15 SP2 74 %] SUSE Linux Enterprise Server 15
SP3 h7<,

* M Ceph Octopus F£&Z! Pacific,

11.1 FZkai

FHEFRZHI, BRI TES. & SUSE Enterprise Storage 7 £ &5 EHAA a] FaAT Hh 17X LE

5.

11.1.1 FZEHER
FEET, BELEBEUTHE, BRETRIEBERTHES.

o FIREITIHEA. ER1TIHEAH, ATLUKEIEZHE X SUSE Enterprise Storage By E—1
WRZAS R 1TRFH TR E R, KMERITRAUT#E:

o BHRREHRERRHFIRSEIL
° FIERANERNRGERERETEREN,
° BERRENEMRESL T AT

RATHEARRHRERREAFMINER. ENEESEXEMBZRATNHA.
&/ LATE https://www.suse.com/releasenotes/ 2 3 EIEXH SES 7.1 X175 B
kg, &% SES 7.1 FEFH release-notes-ses REBZ/E, BITEAMEY /usr/
share/doc/release-notes BRAHEL https://www.suse.com/releasenotes/ 21 fTT
FFRITHA,

o FIIREE I 2f49r “EPE Ceph ££Ef” , 3 ceph-salt # Ceph orchestrator, THET
A XIRSAENER.
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11.1.2 HBpEEREMNEIE

A BRI ETEF GARZENFIESEEENRE. BXNASOFIEEHIENREA, 5
20 (EEMR(FER) , 158 “SHNMRE" .

11.1.3  HA AR A 2=BREBV IR

WIARE S NEET S #RRESIR SUSE Linux Enterprise Server 15 SP3 1 SUSE Enterprise
Storage 7.1 SR M B 2RIRGUEM R

11.1.3.1 #HER

WMRFAET SEETE SCC FiEA, EEALMGER zypper migration m<$#HITHE. BX
BZI¥AER, 2 Mhttps://documentation.suse.com/sles/15-SP3/html/SLES-all/cha-

upgrade-online.html#sec-upgrade-online-zypper 2,
WRTIAKRME SCC HIEAM, BRAFMBIBHNHER, HALUTEN BAM Pool #1 Updates
R

e SLE-Product-SLES/15-SP3

e SLE-Module-Basesystem/15-SP3

e SLE-Module-Server-Applications/15-SP3

e SUSE-Enterprise-Storage-7.1

11.1.3.2 H2EH1E

FrE&SET SRR EINNBRMEIMR. EAZHERT, ERFEM registry.suse.com
ERYRH SUSE JFtR. BRELUTE:

e registry.suse.com/ses/7.1/ceph/ceph
* registry.suse.com/ses/7.1/ceph/grafana

* registry.suse.com/ses/7.1/ceph/prometheus-server
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e registry.suse.com/ses/7.1/ceph/prometheus-node-exporter

* registry.suse.com/ses/7.1/ceph/prometheus-alertmanager

5E, NN TFRARERE, BEEAMIMRHABINECESE —HEBNARERETA,
BXEEAMBRMREEMRNEZFMAES, BENE 72107 “EEBIEME -

11.2 FEM&EEFT = £ SUSE Linux Enterprise
Server ¥#% % SUSE Linux Enterprise Server 15 SP3

hiRZs

WNRERT SECE S SUSE Customer Center, ERILUER zypper migration &<,
MREFF T RN FREFIEEN, NWREEFIALRT o

B X1EMA zypper H4k SUSE Linux Enterprise Server BUF4{E 8, FS MW https://
documentation.suse.com/sles/15-SP3/html/SLES-all/cha-upgrade-online.html#sec-

upgrade-online-zypper 4,

11.3 ALEITEET R LS SUSE Enterprise
Storage HBXHIEHFE

Z 1 SUSE Enterprise Storage M B H K &HMAMRA, 5 ceph-salt update &<,

BXFAER, B5% (EENEFERER) ,F 138 “BMFES" ,$£13.67 “ENEED
5‘\”

o

11.4 HLRINE Ceph EEEARSS
MEET SPEBEITU TS RKIGEA Ceph B ALK Pacific likZs:

cephuser@adm > ceph orch upgrade start --image registry.suse.com/ses/7.1/ceph/
ceph
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A BETF b “Pacific” /N2y Ceph 3P &

SUSE Enterprise Storage 7.1 FRYJL MBI EIIET Ceph B9 Pacific g% 5. 3
Ceph IH (https://github.com/ceph/ceph #) #£ Pacific RFIFLHFA/RAET, SUSE
Enterprise Storage 7.1 BN #1, UMR™mNARHN L Bug BEHAI#HITIHEEM/GHE
=1

AEFENBERELHIH W ETRFEENET L NNREFHNEEEN,
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AR

—f8

Alertmanager

FAF 432 Prometheus BRS5 88 R IXN S EH BRI R AP R RD TSI
Ceph Dashboard

— PAERET Web 8 Ceph EIEMBITNA, AREEEHNZIMNAENNR, (NRE
£ Ceph Manager 1&3R 525,
Ceph Manager

Ceph Manager 3 MGR @ Ceph Manager B4, SRENEBENMMERSWEST—L,
Ceph Monitor

Ceph Monitor 8 MON & Ceph Monitor ¥4,
Ceph OSD sFipi#tig

ceph-osd sT#F#i2E Ceph WAMY, AFERMIXHRSA LFHETKRHEMKZPIRENE
1189371,
Ceph 7l SE8¥

BT E6ER PSRRI EAEER R0
Ceph EPF iR

Bo IEESH Ceph Monitor 1 OSD £Hfl.
B LAifIE) Ceph TFiEEEEERY Ceph A&
HBNAE. RZERH FUSE & F i,

Ceph 3575 fi#

PN

5. HPEIEMRNERMRX. Ceph HRi&&HE. CephFS K
MREME TR . IRS|INEE, H Ceph FEEEFH Ceph MERMKAM.
ceph-salt

1R{HEA Salt 23 H cephadm BEIEMY Ceph EEMT A,
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cephadm
cephadm AFEEMEIE Ceph £8#, ©E2EIT SSH M Manager SFP#HIZEZ I ENLUR
. MIBRELEH Ceph SFPHIZR S

CephFS
Ceph X4 %%,

CephX
Ceph BAIIEY. Cephx #E5S Kerberos KM, BEREE—HIER,

CRUSH 371y
EATEMIEEE DN ZNE0E1B89 CRUSH FdRVAZ RN,

CRUSH. CRUSH %5
ETFAEBMENRIESS. BditBHEFEFEIERBENAFENLRIENS
ko CRUSH FEFRENEBFHZR S IR ADIFENAY S TU7E OSD FRFMEMIQEREE, FLA—EHY
BAEENERHR D HEIE.

DriveGroups
DriveGroups & FTBRETE¥IRIRsh2s Y — 1B % OSD #/FEMAEER, OSD REX T
Ceph WAITERF S5 E AN AR A _E LRI ES OSD 7= 1if,

Grafana
PARE D TS RAER G R,

osD
MEFHELE —MIENEEEERET,

OSD Him
— IR R, ATEEHE. RIBHESS. ME. . EMTEEUAEINEHEM
Ceph OSD 5F#Fi##24 Ceph Monitor IR FLEMSIME R,

PG
JFEH: FiEtevds, BFIEREIET.

Prometheus
RFEBMMEEZT AR,
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RADOS 3Rig%#& (RBD)
Ceph BIIRIZfEERH, HFFA Ceph IRI&EE,

Samba
Windows &,

Samba %

Samba MXMAZE] Windows 15iH#Y Active Directory, LU#ITHF SHIIEFIE,

TCEERRSS 23
TEUHEARS5 88X MDS i Ceph JTHUBI K

X1

AJEEES B REFE (RADOS)
BT FiEA P SRR ER AR OES (MON+OSD).

ZXiy

=it
REMT RB SRR ERREWH— TR0

FHEED REIR
FIFRIRI R K EKIHLURE S3 WRARAG SEIEREV RIRR,

MRFx
Ceph MRIFERY S3/Swift MxBH, HFRA RADOS W% (RGW),

UNE S
EAREE bug L 2EERIRIThRES,

ith
BT AR EETRVEE D X,

EETR
£H Fiz1T5 Ceph BXBan < LIBIEER ENAIEN

TR
Ceph &8¢ REAI— &I BN EARSS 28
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g LIE |
RFHEFERRERIE BRI,

BRER IR
BB R ZRS BTN AR B BN EAREE.
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