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MREAEELEMHHENF R MARLIAR, ERERE LXESISLKRITIIE, MR
ZEERERE (UMWAEA) BA, ERETSGENER (UTRFIFARY) BE. it
{B#E%E vmstat NHITHVEFRTRER. MRTEELE, BTEE—HIZTEIFHEFEL.

2.1 EGHTEN LN vmstat itk

tux > vmstat 2

procs ----------- memory---------- --- swap-- ----- io---- -system-- ------ Ccpu-----
r b swpd free buff cache si SO bi bo in cs us sy id wa st
1 0 44264 81520 424 935736 0 0 12 25 27 34 1 0098 0
0

0 0 44264 81552 424 935736 0 0 0 © 38 25 0 0 100 O
0

0 0 44264 81520 424 935732 0 0 0 © 23 15 0 0 100 O
0

0 0 44264 81520 424 935732 0 0 0 O 36 24 0 0 100 0O
0

0 0 44264 81552 424 935732 0 0 0 © 51 38 0 0 100 O
0

2.2 SHETEN LS vnstat @t (3 CPU FRH)

procs ----------- memory----------- --- swap-- ----- io---- -system-- -----
Cpu------

r b swpd free buff cache si o) bi bo in Ccs us sy id wa
st
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32 1 26236 459640 110240 6312648 0 0 9944 2 4552 6597 95 5 0 0
23 1 26236 396728 110336 6136224 0 0 9588 0 4468 6273 94 6 0 O
35 0 26236 554920 110508 6166508 0 0 7684 27992 4474 4700 95 5 0 0
28 0 26236 518184 110516 6039996 0 0 10830 4 4446 4670 94 6 0 O

21 5 26236 716468 110684 6074872 0 0 8734 20534 4512 4061 96 4 0O O
BE—. +A s ’,—
O) 77 BHENE—T
vmstat HiHAE—1THRA BB ERES I RLERFIYE,

BIEBTRUTER:

ERATFRAIBITRSHERZR, XEHIZIETEHRIT, NEEFHFEIAEN CPU M, MRIL
FIRRHIZS RS S TAIA CPU BB, AlaERT CPU BHRE.

b
ERIEESFFRR CPU LUMETRRIHIER, WMRILTIFHEFIRA, AJgERRHEINT 1/0 7]
R (MBI HER) o

swpd
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free
FEFAHAEFEE (KB)o

inact
RO ARFEANEEINIRNE. NHESFERSE -a GEiINER) AR vmstat B, 15!
7 o

active

OB FERNEERBER TASEIRIARGF. NHEESERASH -a (BIWER) #E
vmstat BY, ILEHIA R,
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RAM FREIE SERRXX AR TET (KB)o SRS -a BA vmstat B, HIFRFA
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si/so

bi

bo

Cs

us

Sy
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MRAERK—ERMIEA si BERK, AJRERTERKEEILRTFIFENRESHNBRREFIE
WME T ENRES. MRERK—EEEA si # so BEHRA, WNEAEERIRET, #
ARERTBEERAPLEES RAM, RAREEBHIARFAIUBRHN IS,

FMBUGEWEIBIRER (Fla0, HBEIZRED . HER, KRt MtdERE, ®
KIMBIEXHF RS, BrLUER stat LREFRAT. IRFESHEHIE, WA
HH iostat,

B ERIGEREARE (BIE0, HESN) . HER, [ttt EReE,

SR HUTE, MNRILERK, TIEERT /0 &7 (WMEM/HEE) Be, BLEAEER
HFEHMERERAL T IRES, fi0, EtiEsifhk 70288 E Tk, FSHENEE /
proc/interrupts LURS|FERISIE,

BUWIMRTHRER, XRAZEAFR—MEFRARITRBEE RN S —E2FREHITH
EEUR .

HMITR FATERFAUBERY CPU ERE R L.

HITRIZALEERY CPU ERZEE 2 L.
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CPU =SB E Db, MRERK—ERNEINILENE, FRRER CPU EEEHAR T
Bo XA—EZRERENTR — RFEESE r Ml b JIFHERBECHHENESAEER
By CPU &7,

wa
R “wa” BEARANE, RFBRFEESFHFI/OMRRTELE, MieHe]seRrlEER,
a0, WRREERFRENXAMEEERITER LREHEEFERN, LI, ErTEE
RAFEEHRT (NENER) . &fa, XARKRTHEEHNAEMRNEFEES (55
WEIAE “HEARFEEFRSE ) o

st
MEIANHEER CPU BHEI B 4Lt

BXEZIRW, 580 vmstat --help,

2.1.2 dstat

dstat E\ft T vmstat. iostat. netstat = ifstat =T H, dstat LRETREXH
FRBENEE, BN, EAILEEKE IDE THIZZH ML IRERERER, EaHMERTE
(LIMERERYERR) LIRSS HBo

AINBERT, HRERETRES THIRNEES, 5E, FJUERCSYV (EEREREFRER
NEI) R,

dstat LA Python 45 Y, AILUET HAHRIEE,
TEE—RRIEE:

dstat [-afv] [OPTIONS..] [DELAY [COUNT]]

FRrE MBS AR AEN, MRARFEABE, dstat FEREXCPU (-c. --cpu) .
# (-d. --disk) « W% (-n. --net) . #%; (-g. --page) UKESH (-y. --
sys) FRERFIIFRLINSIT, ETREAtET BT

root # dstat
You did not select any stats, using -cdngy by default.
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----total-cpu-usage---- -dsk/total- -net/total- ---paging-- --- system- -
usr sys idl wai hiq siq| read writ| recv send| in out | int csw

© 0100 O O 0| 15k 44k| @ | © 82B| 148 194

0 0 100 0 0 0] 0 0 |5430B 170B| 0 0 | 163 187

0 0 100 0 0 0] 0 0 |6363B 842B| 0 0 | 196 185
-a. --all

HYTF -cdngy (BRIAE)

-fo --full
'’ -C. -D. -I. -N#M -S &IFIF

-V, --vmstat
MBHF -pmgdsc. -D total

DELAY
SYNELIEES N
COUNT

FRLZ AR B RBVERTRER

ZUANIER A 1, iHERRIEE (TBRED) o
BEXFAGEER, 158N dstat BIFMIT, EMWULA http://dag.wieers.com/home-made/
dstat/ <,

2.1.3 BREEMNEE: sar

sar AILUVERKT/IFAEEENRIUESINEMRS, EREHE CPU. WE. IRQ EFA
R, 10 HEW, SEAUMSERIRS. sar M /proc XHRFEWEFRE TR,

Q EE: sysstat HfE
sar = sysstat RHBEHN—E85, BILUER YaST 8¢ zypper in sysstat K%

b= o
42?0
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2.1.3.1 fEF sar £RIkE

EohSERIRS, 1HERA sar HiEEER 7)) Mit#k. EMXHERIRS, BEMEDR -f

BEXMHE, MARIETEEIRMITE. MRKRIEEXHEZ. ERMITE, sar =AM /var/
log/sa/sabD £miiRes, HEAF DD ®R-HFTHE, XE sadc (RFEoHEIBWESRS) KEH

RS ANTINEINIE, RS - IRmMEIEZ XM,

sar 2 10 # on-the-fly report, 10 times every 2 seconds
sar -f ~/reports/sar 2014 07 17 # queries file sar 2014 07 17

sar # queries file from today in /var/log/sa/

cd /var/log/sa && \

sar -f sa@l -f sa0d2 # queries files /var/log/sa/0[12]

THRETERN sar FATRHRERRE, BXE8YEaXNFAEE, FEW sar B man
(1)

Q ¥E: BREIELEAI sysstat B
Y sysstat BRSBFLEET (FlW0, EE5ISFXNEAE) , ZTANSEIBENET /
usr/lib64/sa/sal -S ALL 1 1 ssRWERE—IHIISTT. RN ZHFILIEE
FERGUETHERES P,

2.1.3.1.1 CPUHEHRS: sar

MRARLEESERTMENIAR sar, E2ETREX CPU FRAEXENEARIRE, EZNERITEN
L, BL2FrE CPURIER, %I -P ALL XAIEESZ CPU B4,

root # sar 10 5

Linux 4.4.21-64-default (jupiter) 10/12/16 ~x86 64 (2
CPU)

17:51:29 CPU suser %nice  %system  S%iowait %steal %idle
17:51:39 all 57,93 0,00 9,58 1,01 0,00 31,47
17:51:49 all 32,71 0,00 3,79 0,05 0,00 63,45
17:51:59 all 47,23 0,00 3,66 0,00 0,00 49,11
17:52:09 all 53,33 0,00 4,88 0,05 0,00 41,74
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17:52:19 all 56,98 0,00 5,65 0,10 0,00 37,27
Average: all 49,62 0,00 5,51 0,24 0,00 44,62

Yiowait R CPU fEF1 1/0 BRI A F=ARSHISEIF 0L, MRERK—EREHEIALL
BEZZATE, NXRTI/O0 ARG (WEIHER) FEMRT, NRERK—ERIER %idle EA
£, NRTEHN CPU EEULBETE

2.1.3.1.2 REFRERS: sar -r
ERIED -r £ERARSNTF (RAM) BYSAE1R.

root # sar -r 10 5
Linux 4.4.21-64-default (jupiter) 10/12/16 ~x86 64 (2 CPU)

17:55:27 kbmemfree kbmemused %memused kbbuffers kbcached kbcommit %commit kbactive kbinact kbdirty

17:55:37 104232 1834624 94.62 20 627340 2677656 66.24 802052 828024 1744
17:55:47 98584 1840272 94.92 20 624536 2693936 66.65 808872 826932 2012
17:55:57 87088 1851768 95.51 20 605288 2706392 66.95 827260 821304 1588
17:56:07 86268 1852588 95.55 20 599240 2739224 67.77 829764 820888 3036
17:56:17 104260 1834596 94.62 20 599864 2730688 67.56 811284 821584 3164
Average: 96086 1842770 95.04 20 611254 2709579 67.03 815846 823746 2309

kbcommit 1 %ocommit IR RHRI TEAH AT RERENRARNEFE (RAM MIZIR=E]) AYE
ME. kbcommit BRI KB ABMAIEIEF, Y%commit MEREDLE.

2.1.3.1.3 S n%itiRE: sar -B

fEFET -B RI2RA&S TSk,

root # sar -B 10 5
Linux 4.4.21-64-default (jupiter) 10/12/16 ~x86_64 (2 CPU)

18:23:01 pgpgin/s pgpgout/s fault/s majflt/s pgfree/s pgscank/s pgscand/s pgsteal/s Svmeff
18:23:11 366.80 11.60 542.50 1.10 4354.80 0.00 0.00 0.00 0.00

18:23:21 0.00 333.30 1522.40 0.00 18132.40 0.00 0.00 0.00 0.00
18:23:31 47.20 127.40 1048.30 0.10 11887.30 0.00 0.00 0.00 0.00
18:23:41 46.40 2.50 336.10 0.10 7945.00 0.00 0.00 0.00 0.00
18:23:51 0.00 583.70 2037.20 0.00 17731.90 0.00 0.00 0.00 0.00
Average: 92.08 211.70 1097.30 0.26 12010.28 0.00 0.00 0.00 0.00

majflt/s (BMEKXREIRER) JIEREEZOIMEEEHINER, BIRATEREXHAR
HIRSN. BNHITFZEARIRRIEEN. 5, ENAEFBohIREME S HIXMHE
o MRENAEFNENEGRHARBLUIEKAER, ARERTEINERE, LHERNEE
PITKEREZERE (pgscand/s) B,
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Yovmeff FIRRIAWAYDIER (pgscand/s), B FMERFEFHARIRER (pgsteal/s) PEERE
EIWRINER, ERERE 100 (EEEEERAERBINES NS

AN, HERTFIE
) 30 CGREMEMDR) . ZEFREE 30 LT

2.1.3.1.4

RigggiHRS: sar -d

fERED -d AIERRIgE (EE. SEWREEE. USBEFIRES) o S5 AERAMMNIEIR -
p (EXFTEN) KfE DEV FIEZ F 5%,

root # sar -d -p 10 5
4.21-64-default (jupiter)

Linux 4.

18:
18:
18:

18:
18:
18:

18:
18:
18:

18:
18:
18:

18:
18:
18:

46:
46:
46:

46:
46:
46:

46:
46:
46:

46:
46:
46:

46:
46:
46:

09
19
19

19
29
29

29
39
39

39
49
49

49
59
59

Average:

Average:

Average:

DEV
sda
sro

DEV
sda
sro

DEV
sda

sro

DEV
sda
sro

DEV
sda
sro

DEV
sda
sro

tps
1.70
0.00

tps
8.60
0.00

tps
40.50
0.00

tps
1.40
0.00

tps
3.30
0.00

tps
11.10
0.00

rd sec/s
33.60
0.00

rd sec/s
114.40
0.00

rd_sec/s
3800.80
0.00

rd_sec/s
0.00
0.00

rd_sec/s
0.00
0.00

rd_sec/s
789.76
0.00

wr_sec/s
0.00
0.00

wr_sec/s
518.10
0.00

wr_sec/s
454.90
0.00

wr_sec/s
204.90
0.00

wr_sec/s
503.80
0.00

wr_sec/s
336.34
0.00

10/12/16
avgrq-sz avgqu-
19.76 0
0.00 0
avgrq-sz avgqu
73.55
0.00
avgrq-sz avgqu
105.08
0.00
avgrq-sz avgqu
146.36
0.00
avgrq-sz avgqu
152.67 0
0.00
avgrq-sz avgqu
101.45 0
0.00 0

S

.00
.00

=57
.09
.00

86 64

await
0.47
0.00

await
7.12
0.00

await
8.86
0.00

await
0.29
0.00

await
8.12
0.00

await
8.07
0.00

(2 CPU)

svctm
0.47
0.00

svctm
0.93
0.00

svctm
0.69
0.00

svctm
0.29
0.00

svctm
1.70
0.00

svctm
0.77
0.00

Sutil
0.08
0.00

Sutil
0.80
0.00

Ssutil
2.80
0.00

Ssutil
0.04
0.00

Sutil
0.56
0.00

Ssutil
0.86
0.00

ELARFR AR tps. rd_sec/s #l wr_sec/s B Average B, SASR svctm F %util FIRME—E
B]K, BIRERT 1/0 FRSEM A,

MR BENERS A,

NEIFEUREANEIFE. FRENEEZEYSIDH1/0. F

ZIRIMERESRSZRE. I, MREZSMEFRE, FETERENERL N, ZEHEHE

BMENAZLD,
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2.1.3.1.5 MELSKITKRS: sar -n KEYWORD
T -n AL ERZPMNERXIRS. 5 -n —EBIEEUTXEFZ2—:

e DEV: ERFMENEIKENRITIRSG

EDEV: EMFIEMSKIRENEIRGIHRS

NFS: A&RE NFS BRIRRISRITIRS

NFSD: 4B NFS RS 2889401HREG

SOCK: B XEEFNSRITRS
o ALL: ERFTENBAHITIRS

2.1.3.2 TAI{{L sar ZUE

sar IREF—ELEILBRBERD T, FHER sar FUERIMILE Java RZFBTER kSar, €
EBZTRENER. EEEXRILER PDF RS, kSar Al ahSE R BVEIE AR S 4 RIEE
EHIE, kSari@iT BSD WRIIEEAMR, BIM https://sourceforge.net/projects/ksar/ 7 $KBR

22 RGMER

kY

2.2.1 BFRAHEE: iostat

ERMARILENE, BFA iostat, WTRAENNIRE TR TFEERIIRANYIEHEZ
B] BB G 1T S 3 T 1

EgeBF A iostat , FBLENRHE sysstat,

F—f1 iostat REBTBSISRAURBENSAIHES. BERENEE F—iREZEMN
B El,

tux > iostat

Linux 4.4.21-64-default (jupiter) 10/12/16 ~Xx86 64 (4
CPU)
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avg-cpu: %user %nice %system %iowait %steal %idle
17.68 4.49 4.24 0.29 0.00 73.31

Device: tps kB read/s kB wrtn/s kB read kB wrtn
sdb 2.02 36.74 45.73 3544894 4412392
sda 1.05 5.12 13.47 493753 1300276
sdc 0.02 0.14 0.00 13641 37

XM AAR iostat AIEEEHEEHERT SRR, EFRBRERERE, AR

iostat -x £ BIRETTUEF A LLERB, G, FBREPIAINEEEXFY
AT AN ERFITEINE R. WIRER -z AXHBRTNRIGE, BA]UAEREMMITGEEK
1. 7 iostat BYFMTI (man 1 iostat) FELUIKEIERHENFIIREIE X

TR R LS E MARIE E BV IR ARV E 1R &, B, BER=MERNILE sda ERAEHEK
&, B!

tux > iostat -p sda 3 5
ZEETWEXHRS (NFS) 4it, sTLUER TR RN EBRER:
* nfsiostat-sysstat FEMiFHMH4E sysstat .

* nfsiostat FEMIFEEE nfs-client A,

2.2.2 AIBEESEGHIAM: mpstat

SRR mpstat ES M ABALESRENES. MRENVAFNE—1ERS, KikS2H/HF
Bgit,

TSR IESS iostat an<tERE. WA mpstat 2 5 SLIRIDEIRY)ZFE L IESR
GNERYEie=]

root # mpstat 2 5
Linux 4.4.21-64-default (jupiter) 10/12/16 ~Xx86 64 (2 CPU)

13:51:10 CPU  S%usr %nice %sys Siowait %irq %soft S%steal %guest %gnice %idle

13:51:12 all 8,27 0,00 0,50 0,00 0,00 0,00 0,00 0,00 0,00 91,23
13:51:14 all 46,62 0,00 3,01 0,00 0,00 0,25 0,00 0,00 0,00 50,13
13:51:16 all 54,71 0,00 3,82 0,00 0,00 0,51 0,00 0,00 0,00 40,97

13:51:18 all 78,77 0,00 5,12 0,00 0,00 0,77 0,00 0,00 0,00 15,35
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13:51:20 all 51,65 0,00 4,30 0,00 0,00 0,51 0,00 0,00 0,00 43,54
Average: all 47,85 0,00 3,34 0,00 0,00 0,40 0,00 0,00 0,00 48,41

M mpstat FEFETLUEER:

° %usr 5 %sys Ztbo fIE0, tb{E 10:1 RRTEAHFIEREITNAERNE, DNES
NiZENRERF. tHE 110 RRTEREEREERZSEREIRE], ESZEHERZ.
5E, MENREFAATEANZSERIIRG, UKEE R UERXMER.

o MEERFABESARENERT, BEME—ED CPUJLFHKEL2ER. VERSR
CPU AJgeR R LIRS EARAITH, EREREMEERINITEN LRITAIEERF,

2.2.3 IEZEINZKIGA: turbostat

turbostat 2/~ AMD64/Intel 64 AMESZHVSNZER, faZ. BEMAIERES ], b T EeEELAFFH
BRIE1T: NRERAENGSIAR, BREGISHE, HITHEERSIT. WNRAFER
2517, SHERAVETREMNSIT, 5 FE, turbostat EXREHARIZIER msr,

tux > sudo turbostat find /etc -type d -exec true {} \;
0.546880 sec
CPU Avg MHz  Busy% Bzy MHz TSC MHz
416  28.43 1465 3215
631 37.29 1691 3215
416 27.14 1534 3215
270  24.30 1113 3215
406  26.57 1530 3214
505 32.46 1556 3214
270 22.79 1184 3214

u b W N PR O

WMHBURTF CPU £E, mlgeBARE, BEETEENMENEEZHAT, 1B5EA - -debug %
I, BXBEZmSITENUNFEGIBVERE, 1850 man 8 turbostat,

224 1F5EiEAL: pidstat

MREFBEEREESHERSEMBNE, BEA pidstat 8%, LR FIEEME
EESHGER, FFIE Linux RIZEIERFIEESHVES) (MNRKRIEEES) . BERLIRE
BRTHREE, UKRESE)ERR.
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g0, pidstat -C firefox 23 XF|EMLSIMEEFRHE “firefox” HESHAHESIT.
SREMLTIE=DRE.

root # pidstat -C firefox 2 3

Linux 4.4.21-64-default (jupiter) 10/12/16 _x86_64 (2
CPU)
14:09:11 uIbD PID %susr %ssystem S%quest %CPU  CPU Command
14:09:13 1000 387 22,77 0,99 0,00 23,76 1 firefox
14:09:13 uIbD PID %susr %ssystem S%quest %CPU  CPU Command
14:09:15 1000 387 46,50 3,00 0,00 49,50 1 firefox
14:09:15 uib PID %Susr %ssystem %guest %CPU CPU Command
14:09:17 1000 387 60,50 7,00 0,00 67,50 1 firefox
Average: uiD PID %Susr %system %guest %CPU CPU Command
Average: 1000 387 43,19 3,65 0,00 46,84 - firefox

Kth, FILIER pidstat -d RIHEESERHRITZLD /00 ESEHRITXE /0 HEEL
FHRERIRT, URESEHIIHEE R,

2.2.5 RAZIFFELEHX: dmesg

Linux AZEESEAKPRERZLHE. BEEEXLHSE, BRAGS dnesg -T,
RIBFEHFICRTE systemd BicH, BXHIEHIFAER, BN (BEER) ,F17TE

“Journalctl: Fiff systemd HE” -

2.2.6 FTAXHHFIER: Lsof

BEEFRNEFHE D PID BHBFTANFIEXHRIFIR, BER -p. flWN, BEEEFZLR
shell EERBFRIBEX M, M

root # lsof -p $$
COMMAND PID USER FD  TYPE DEVICE SIZE/OFF NODE NAME
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bash 8842 root cwd DIR 0,32 222 6772 /root

bash 8842 root rtd DIR 0,32 166 256 /

bash 8842 root txt REG 0,32 656584 31066 /bin/bash

bash 8842 root mem REG 0,32 1978832 22993 /1ib64/1libc-2.19.s0
[...]

bash 8842 root 2u CHR 136,2 0to 5 /dev/pts/2

bash 8842 root 255u CHR 136,2 0to 5 /dev/pts/2

FRTHEH% shell ZE $$, ESHER shell B#72 1D,
5 -i &£5#EAK, lsof XSFH HF1FT AR 4

root # lsof -i
COMMAND PID USER FD  TYPE DEVICE SIZE/OFF NODE NAME

wickedd-d 917 root 8u IPv4 16627 0t® UDP *:bootpc

wickedd-d 918 root 8u IPv6 20752 0t0 UDP [fe80::5054:ff:fe72:5ead]:dhcpv6-client

sshd 3152 root 3u IPv4 18618 0t® TCP *:ssh (LISTEN)

sshd 3152 root 4u IPv6 18620 0t® TCP *:ssh (LISTEN)

master 4746 root 13u IPv4 20588 0t® TCP localhost:smtp (LISTEN)

master 4746 root 14u IPv6 20589 0t® TCP localhost:smtp (LISTEN)

sshd 8837 root 5u IPv4 293709 0t0 TCP jupiter.suse.de:ssh->venus.suse.de:33619 (ESTABLISHED)
sshd 8837 root 9u IPv6 294830 0t0 TCP localhost:x11 (LISTEN)

sshd 8837 root  10u IPv4 294831 0t0 TCP localhost:x11 (LISTEN)

2.2.7 R#%HM udev EHFY|EEF2S. udevadm monitor

udevadm monitor A A#Z uevent LA udev MNILZHEHEL, HESEHNEEREI
(DEVPATH) IR 2iTHIE, HiERE USB ICIZIERSEIM—RYISEG:

Q FE: MW udevEH

D3 root FAF@IZIETT udevadm #5540 udev B4,

UEVENT[1138806687] add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2
UEVENT[1138806687] add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2
UEVENT[1138806687] add@/class/scsi host/host4

UEVENT[1138806687] add@/class/usb device/usbdev4.10

UDEV [1138806687] add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2

UDEV [1138806687] add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2
UDEV [1138806687] add@/class/scsi host/host4

UDEV [1138806687] add@/class/usb device/usbdev4.10
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UEVENT[1138806692] add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2
UEVENT[1138806692] add@/block/sdb

UEVENT[1138806692] add@/class/scsi generic/sgl

UEVENT[1138806692] add@/class/scsi device/4:0:0:0

UDEV [1138806693] add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2
UDEV [1138806693] add@/class/scsi _generic/sgl

UDEV [1138806693] add@/class/scsi device/4:0:0:0

UDEV [1138806693] add@/block/sdb

UEVENT[1138806694] add@/block/sdb/sdbl

UDEV [1138806694] add@/block/sdb/sdbl

UEVENT[1138806694] mount@/block/sdb/sdbl

UEVENT[1138806697] umount@/block/sdb/sdbl

2.3 iE

2.3.1 #HiZ[EhEF: ipcs
% ipcs ERYATERMERN IPC ARITIR:

root # ipcs
------ Message Queues --------
key msqid owner perms used-bytes messages

------ Shared Memory Segments --------

key shmid owner perms bytes nattch status
0x00000000 65536 tux 600 524288 2 dest
0x00000000 98305 tux 600 4194304 2 dest
0x00000000 884738 root 600 524288 2 dest
0x00000000 786435 tux 600 4194304 2 dest
0x00000000 12058628  tux 600 524288 2 dest
0x00000000 917509 root 600 524288 2 dest
0x00000000 12353542  tux 600 196608 2 dest
0x00000000 12451847  tux 600 524288 2 dest
0x00000000 11567114  root 600 262144 1 dest
0x00000000 10911763  tux 600 2097152 2 dest
0x00000000 11665429  root 600 2336768 2 dest
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0x00000000 11698198
0x00000000 11730967

k

2.

ey

3.2

tux > ps axu

USER PID
root 1
root 2
root 3
root 5
root 6
root 7
[...]

tux 12583
tux 12587
tux 12591
tux 12594
tux 12600
printer

tux 12625
provider

tux 12626

laa

ZHREFZ D sshd #HREERIETT, BRHEDR

al

semid
Oxal2e0919 32768

FHIZRTHIZ 1D,

o ©O © © ©
o O © © ©

©® 0o © © ©
®© B O © o

%CPU
0.

0

(<]

W o R =

10.

o © © © ©

Semaphore Arrays

SMEM
0.

3
0
0
0
0
0

root 600
root 600
owner perms
tux 666

HIZFIZR: ps

Y ps £RHEENTIR, PEAZHS
B HESEETR
fEF ps axu FIHFAEHEZUNRBRMG<SITE

-o+/E
RIFTELEE B,
B

VSZ RSS TTY STAT START
34376 4608 ? Ss Jul24
0 07 S Jul24
0 07 S Jul24
0 07 S< Jul24
0 07 S Jul24
0 07 S Jul24
185980 2720 ? Sl 10:12
198132 3044 ? Sl 10:12
181940 2700 ? Sl 10:12
1418216 163564 ? Sl 10:12
393448 5972 ? Sl 10:12
227776 10112 ? Sl 10:12
890972 23540 ? Sl 10:12

tux > ps -p $(pidof sshd)

o

BEHERAFEREHFITIR:

21

PID TTY
1545 7
4608 7

LIRIETE

STAT TIME COMMAND

Ss 0:00 /usr/sbin/sshd -D

Ss 0:00 sshd: root@pts/0
HIZFIRAIE 1ET L 3

e —E T EE

196608 2 dest
524288 2 dest
nsems

2

TIME
102
100
100
100
100
100

© © © © © ©

100
100
100
103
100

© © © © o

-p 5% pidof —iCfEMA,

HHS. FE

COMMAND
/usr/lib/systemd/systemd
[kthreadd]

[ksoftirqd/0]
[kworker/0:0H]
[kworker/u2:0]
[migration/0]

/usr/lib/gvfs/gvfs-mtp-volume-monitor

Z ps --help AIFKEME

8]

/usr/lib/gvfs/gvfs-gphoto2-volume-monitor

/usr/1lib/gvfs/gvfs-goa-volume-monitor

/usr/bin/gnome-shell

/usr/1lib/gnome-settings-daemon-3.0/gsd-

/usr/1lib/gnome-control-center-search-

/usr/bin/nautilus --no-default-window

XTI

2

=

E

R[EFFE XBFRTIR. BN T LRI LA ERFR

#HiZFIR: ps
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tux > ps ax --format pid,rss,cmd --sort rss
PID RSS CMD
PID RSS CMD

[kthreadd]

[ksoftirqd/0]

[kworker/0:0]

[kworker/0:0H]

[kworker/u2:0]

[migration/0]

[rcu_bh]

0 N OO U A W N
© © © ©O © o ©

[...]

12518 22996 /usr/lib/gnome-settings-daemon-3.0/gnome-settings-daemon
12626 23540 /usr/bin/nautilus --no-default-window

12305 32188 /usr/bin/Xorg :0 -background none -verbose

12594 164900 /usr/bin/gnome-shell

EAM ps iFAHE

ps aux --sort COLUMN
¥ COLUMN Xiamt#iTHER. B35 COLUMN iy

pmem (FRTYIERFLLE)
pcpu (¥R~ CPU L)
rss (RIBEHEKXD, BIRRIRHYIEANTEF)

ps axo pid,%cpu,rss,vsz,args,wchan
ETREMNHE. HPID. CPUERR. AEXN (BEHMEM) . BMRERAIAR.

ps axfo pid,args

BRI,

2.3.3 #HFEN: pstree
¥ pstree LM MRHIZTIR:

tux > pstree
systemd- - -accounts-daemon- - - {gdbus}
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| | -{gmain}

| -at-spi-bus-laun---dbus-daemon
| | -{dconf worker}
I | -{gdbus}

| | -{gmain}

| -at-spi2-registr---{gdbus}

| -cron

| -2*[dbus-daemon]

| -dbus-launch

| -dconf-service---{gdbus}

I | -{gmain}

| -gconfd-2

| -gdm- - -gdm-simple-slav---Xorg

++

-{gdbus}
-{gmain}

2.3.4 #HIZFR: top

< top ( “table of processes”

| -gdm-session-wor---gnome-session---gnome-setti+

| -gnome-shell+

| -{dconf work+
| -{gdbus}
| -{gmain}

(#HI2R) HNRXES) BRERMIUDRBIFIIHEIIR. B

KRR, B o B B -n 1 AER—RHEFIRELLER. THEHRZ top -n 1 &<

RO

tux > top -n 1
Tasks: 128 total,

23

1 running, 127 sleeping,

0 stopped,

HIZR: top

0 zombie
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%Cpu(s): 2.4 us,

KiB Mem: 1535508 total,
KiB Swap: 1541116 total,
PID USER PR NI VIRT
1 root 20 0 116292
2 root 20 0
3 root 20 0
5 root 0 -20 0
6 root 20 0 0
7 root rt 0 0
8 root 20 0 0
9 root 20 0 0
10 root rt 0 0
11 root 0 -20 0
12 root 20 0 0
13 root 0 -20 0
14 root 0 -20 0
15 root 0 -20 0
16 root 0 -20 0
17 root 0 -20 0
18 root 0 -20 0

0 used,

RES
4660

© ©O O O © O O O O O O O o o o o

1.2 sy, 0.0 ni, 96.3 id,
699948 used,

0.1 wa,

0.0

835560 free,
1541116 free.

SHR
2028

© © O O O O ©O O O OO o o o o o

© ©O O O © O O O O © O O o ©o o o o

%CPU
.000
.000
.000
.000
.000
.000
.000
.000
.000
.000
.000
.000
.000
.000
.000
.000
.000

© O O O ©O O O O O © O O o ©o o o o

SMEM
.303
.000
.000
.000
.000
.000
.000
.000
.000
.000
.000
.000
.000
.000
.000
.000
.000

hi,

© ©O O O O O ©O O ©O O O O © o o o o

0.0 si, 0.0 st
880 buffers
377000 cached Mem

TIME+

:04.
100,
:00.
:00.
:00.
100,
:00.
:00.
:00.
:00.
:00.
:00.
:00.
:00.
:00.
:00.
100,

45
00
07
00
00
00
00
24
01
00
00
00
00
00
00
00
00

COMMAND
systemd
kthreadd
ksoftirqd+
kworker/0+
kworker/u+
migration+
rcu_bh
rcu_sched
watchdog/0
khelper
kdevtmpfs
netns
writeback
kintegrit+
bioset
crypto
kblockd

BINBERT, Rk CPU AR (51 %CPU, REEHA shift -p ) HiF, EAUTHSE

ol L E N HEF T EL
shift - M : BIEFRNTE (RES)
shift - N : #HFZE ID (PID)

shift — T : BY[E] (TIME+)

REREAEMFRHITHR, BR F FMNFIRPER—IFR, BUREFINF, 5ER

Shift — R o

28 -U UID RSMERERFP XEM#HE, UID NERANBFWAF ID. A top -U

$(id -u) AIRTRHRIAFHE

24
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2.3.5 IBMZBEREEEFKLZE: hyptop

hyptop &3 debugfs fEFRZEMLEIIRIEM IBM Z B EEREFIFENNSENAE,. E
IEATF z/VM 5 LPAR BREERERF. i, eI URIERIBANEIE, E/ER0 LPAR 5 z/VM
Guest B9 CPU 5NTFEEE, TIREEMMUT top HSHET curses WEF AR E, hyptop 12
HEIEO:

° sys_list: FIHHFIBREEREF EESITHRSA
e sys: BIFMAMETR—NRS

T UERER (BAIN) THEA -b EHEHMER TIEIT hyptop. EREERT, AL
¥ ? (B%h hyptop /3) FRENEEEN,

LPAR Y sys_list B4 :

12:30:48 | CPU-T: IFL(18) CP(3) UN(3) ?=help

system #cpu cpu mgm Cpu+ Mgm+ online
(str) (#) (%) (%) (hm)  (hm) (dhm)

HO5LP30 10 461.14 10.18 1547:41 8:15 11:05:59
HO5LP33 4 133.73 7.57 220:53 6:12 11:05:54
HO5LP50 4 09.26 0.01 146:24 0:12 10:04:24
HO5LPO2 1 99.09 0.00 269:57 0:00 11:05:58
TRX2CFA 1 2.14 0.03 3:24 0:04 11:06:01
HO5LP13 6 1.36 0.34 4:23 0:54 11:05:56
TRX1 19 1.22 0.14 13:57 0:22 11:06:01
TRX2 20 1.16 0.11 26:05 0:25 11:06:00
HO5LP55 2 0.00 0.00 0:22 0:00 11:05:52
HO5LP56 3 0.00 0.00 0:00 0:00 11:05:52

413 823.39 23.86 3159:57 38:08 11:06:01

zZ/NM T “sys_list” O

12:32:21 | CPU-T: UN(16) ?=help
system  #cpu cpu Cpu+ online memuse memmax wcur
(str) (#) (%) (hm) (dhm) (GiB) (GiB) (#)

T6360004 6 100.31 959:47 53:05:20 1.56 2.00 100
T6360005 2 0.44 1:11 3:02:26 0.42 0.50 100
T6360014 2 0.27 0:45 10:18:41 0.54 0.75 100
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DTCVSW1 1 0.00 0:00 53:16:42 0.01 0.063 100
T6360002 6 0.00 166:26 40:19:18 1.87 2.00 100
OPERATOR 1 0.00 0:00 53:16:42 0.00 0.063 100
T6360008 2 0.00 0:37 30:22:55 0.32 0.75 100
T6360003 6 0.00 3700:57 53:03:09 4.00 4.00 100
NSLCF1 1 0.00 0:02 53:16:41 0.03 0.25 500
EREP 1 0.00 0:00 53:16:42 0.00 0.03 100
PERFSVM 1 0.00 0:53 2:21:12 0.04 0.06 0
TCPIP 1 0.00 0:01 53:16:42 0.01 0.12 3000
DATAMOVE 1 0.00 0:05 53:16:42 0.00 0.03 100
DIRMAINT 1 0.00 0:04 53:16:42 0.01 0.063 100
DTCVSW2 1 0.00 0:00 53:16:42 0.01 0.03 100
RACFVM 1 0.00 0:00 53:16:42 0.01 0.02 100

75 101.57 5239:47 53:16:42 15.46 22.50 3000
LPAR THY sys B O%ait :
14:08:41 | HO5LP30 | CPU-T: IFL(18) CP(3) UN(3)
cpuid  type cpu  mgm visual.
(#) (str) (%) (%) (vis)
0 IFL 96.91 1.96 |#######HHHHHHHHHHH R
1 IFL 81.82 1.46 |#H#H#HHHHH#HHHHHHAHHHHHHHHHHHHHHHHHH
2 IFL 88.00 2.43 |#####HHHHHHHHHHHR
3 IFL  92.27 1.29 |######HHHHHHHHHHHHH
4 IFL 83.32 1.05 |#H#H#H#HHH#H#HHHHHHHAHHHHHHHHHHHHHHHH
5 IFL 92.46 2.59 |###HHHHHHHHHHHHHHAAHHHHHH SRR
6 IFL ©0.00 0.00 |
7 IFL ©0.00 0.00 |
8 IFL ©0.00 0.00 |
9 IFL ©0.00 0.00 |

534.79 10.78
z/VM TR sys O
15:46:57 | T6360003 | CPU-T: UN(16) ? = help
cpuid cpu visual
(#) (%) (vis)
0 548 .72 | ##HHHHH A SRR |
548.72

26 IBM Z BB EIRIZF 528 hyptop
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2.3.6 T=z1/0 51128: iotop

iotop SLARFRHAREHLIZETR I/0 ERABRE.

Q i&E: wiotop
AR ZLE iotop, EFEELL root B9ER zypper in iotop RFah&iL,

iotop ETRXFEFHEEMHZXIME NN /0 FEMN, ERERIZHBETRNN URES
|/O BFRTEZEET IR B DL, RETSMHEN 1/0 AR CE/ERH) o Wb, EREREINED
BRFIFHRENREAENRE 1/0 5,

o £ - M - BAIESHF.
o fEA R BAREHFIFE,

o f£F o PEIEERRFIEHENLZE FUAME) MXETRIIT /0 HHEMLAZZ B
. (LLINREEMTFESLITLAM --only, )

o FH p BAUETETRLERE FUANE) METRHEZEZBEITIE, IHEEEMUTF - -
only, )

o FH A BAUEETRYAII/0FR (BAME) METREEE iotop LEENRIT I/0 2E
HEzEIH, (HEIHEEXRMTF --accumulated, )

o A 1 RAIELENFEREREDHEZNEENMR LR,
o {FF o #|ARYE iotop.
o R E MRS IRERIF.
TERIETT find 1 emacs B, @< iotop --only HYRfFliEL:

root # iotop --only
Total DISK READ: 50.61 K/s | Total DISK WRITE: 11.68 K/s

TID PRIO USER DISK READ DISK WRITE SWAPIN I0> COMMAND
3416 be/4 tux 50.61 K/s 0.00 B/s 0.00 % 4.05 % find /

275 be/3 root 0.00 B/s 3.89 K/s 0.00 % 2.34 % [jbd2/sda2-8]
5055 be/4 tux 0.00 B/s 3.89 K/s 0.00 % 0.04 % emacs
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TR EHUER (-b) TEA iotop, HaHEEEEX P UMBE DN, BRTERIED
&, BB FAM (man 8 iotop).

2.3.7 BHOHIENZRIEMNTS: nice # renice

RIZIZBRHIZH nice K7 (WIRAFRMESR) AEWLHIZEER CPU B ja b E fthi#iZE
%, HIEH “nice” KIHEE, TIRENE CPU Bjaliky HH#FZstE L. Nice KINISEEIM
20 (BRIE “nice” Z&30) 219, H1{EREER root AFIEE.

ST B KHERAARE CPU Bt alpyIFRd B XEEHIZR , AEFRNARIRER.
Bign, ZERBFITEMESHRS ERFRAZE, KILEHIZER “nice” FIBESEHREREM
£55 (40 Web fRS328) RIFESRIM TR,

BERARHEASEHN nice RYIE LI RRMI:E:

tux > nice
0

1Z1T nice COMMAND S¥LATER<SHILE] nice &30 10, A nice -n LEVEL
COMMAND AT LUEEHN F HaiENFT R R IR,
EENZTHHENERM LS, BEH renice PRIORITY -p PROCESS ID, fu0:

tux > renice +5 3266

BREMRERNTERFABNFIEERENRIRMIR, BEMREM -u USER. ERZEM -g
PROCESS GROUP_ID SEHmi&EHIZARFEIRM LK.

24 Wiz

241 RFA=: free

SCRER free & RAM I EERR, BETEXARAAEMEERRT UK
RIFAESR:

tux > free
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total used
Mem: 32900500 32703448
-/+ buffers/cache: 26660416
Swap: 2046972 304680

iﬁ_-:lﬁ 'b\ 'k\
RETRB SR

2.4.2

free shared buffers cached

197052 0 255668 5787364
6240084
1742292

HMRTFREZ: /proc/meminfo

-m M -g DRLUFET. KB. MBI GB HEBEMEREH. &8 -s delay
DELAY #RIFT—X, 5140, free -s 1.5 SR 1.5 WEREHRRNS—R.

H8Lt free, f£F /proc/meminfo BILURENEXAEFEREENEIFAEE. Ehrk, free
ARFERTHXHRHNELHIE, TEREE 64 URFA LM RFEmE. BFEE,

[, £ 32 UR%K ERBHERERE:

MemTotal:
MemFree:
MemAvailable:
Buffers:
Cached:
SwapCached:
Active:
Inactive:

Active(anon):

Inactive(anon):

Active(file):

Inactive(file):

Unevictable:
Mlocked:
SwapTotal:
SwapFree:
Dirty:
Writeback:
AnonPages:
Mapped:
Shmem:

Slab:
SReclaimable:

29

1942636
1294352
1458744
876
278476
0
368328
199368
288968
10568
79360
188800
80

80
2103292
2103292
44

0
288592
70444
11192
40916
17712

kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB

FHARNIFEAEZ: /proc/meminfo

BTAREEER
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SUnreclaim: 23204 kB
KernelStack: 2000 kB
PageTables: 10996 kB
NFS Unstable: 0 kB
Bounce: 0 kB
WritebackTmp: 0 kB
CommitLimit: 3074608 kB
Committed AS: 1407208 kB
VmallocTotal: 34359738367
VmallocUsed: 145996 kB
VmallocChunk: 34359588844
HardwareCorrupted: 0 kB
AnonHugePages: 86016 kB
HugePages Total: 0
HugePages Free: 0
HugePages Rsvd: 0
HugePages Surp: 0
Hugepagesize: 2048 kB
DirectMap4k: 79744 kB
DirectMap2M: 2017280 kB
XEETRY & XA -
MemTotal

RAM 2 £,
MemFree

SKAEMK RAM £,

MemAuvailable

kB

kB

TEARZRIER TR T RN AREF N AFE.

Buffers

RAM FRELE X R T BRI X E A X & 1T

Cached

RAM FREYTIER R, XAEEEPXEFNRMET, BEEE Shmem R

SwapCached

R AERITTER

30
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Active, Active(anon). Active(file)
RIEEANAE, FRIEVESBFHIEKR, BUREEU. Active & Active(anon) 5
Active(file) ZF0.

e Active(anon) IRERSZFFRIANE, XBETANEZERNEZMBRE, URSTREA
R EHHREERNT AT

e Active(file) IREREMIX R G FFHIATFo

Inactive. Inactive(anon). Inactive(file)
BERBRIVNNTE, BESREEU, Inactive Z Inactive(anon) 5 Inactive(file) Z
o

* Inactive(anon) IRERIMZFFHIANF, XBETHMAZHNERRSY, UKRFTEREN
B EHIRERRNT AT

e Inactive(file) RREFEMXHRAZIFHNRZ,

Unevictable
TN EZ (fli0, AFER Mlocked AE RAM BEE)

Mlocked
B mlock RLAAIRMEIEHNNEE, mlock AIPHEE X B EEIIRNTZIRST YR
RAM HIBENEB5. 1B, mlock RRIESEIXFNE (L,

SwapTotal

=B E,

SwapFree
RMEANRIRTEIE,

Dirty
BT EEEMEESHENEZENAGTE ERTEEET) . REABEAIEREE
IBREHNARFHAZHITERNRS, BAEREANMIEENERTERZEERERE
BfiEl, MMSEEH, aIfEH sysctl 848 vm.dirty ratio Z¢ vm.dirty bytes
REFAIEERNEEENREANBIERE (BXEZAT, BHENE 14157 5
B ) .
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Writeback
LA EEE NEENAREFES,

Mapped
£/ mmap RFERERNNZ.

Shmem
EHZAZ BHZMARE, 90 IPCEEE. tmpfs HIBENHEZNERRF,

Slab
RIZABEEE N E DAL,

SReclaimable
AJ[E|UkAY Slab B85>, BIN4E7F (inode. dentry ) .

SUnreclaim
FEJEIUKET Slab 2543

KernelStack
NARERF (BIRAFER) FRNNKTEREFES,

PageTables
ERTFREHENTIIRNAEFE,

NFS_Unstable
BAXEIIRS S, BREARERSIPIERH NFS T,

Bounce

BIGEMEEE P X FERNNE,

WritebackTmp
I&BY B Bl H X8 FUSE SERINATE.

CommitLimit
RIS EFEARRBRBARANAEFEE. NEBRATEERINIEFERAITE, 7258
It FR 1,

Committed_AS
B TERHERFBERATEENAEFEEE (RAM FME=TE) EME.
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VmallocTotal
PECHRZE I T E) &2,

VmallocUsed
BfEANRZEN TR E,

VmallocChunk
A] FHRZ R =S (B B R R IE SR,

HardwareCorrupted
BERENRNEE ((XEEA ECC RAM B A RIHNE])

AnonHugePages
LIRERE LI IIERIIER FLUERA N N#HIZSD

BT EI AP =EITTRNER AT, XL
FoRY, ELEENMEFRAIERAD (THP),

HugePages_Total
& SHM HUGETLB #1 MAP HUGETLB MY, HEIRIE /proc/sys/vm/
nr_hugepages FRIENEY hugetlbfs XERFFERAIFNS B ATIEL

HugePages_Free
CIN:EPANDE &

HugePages_Rsvd
BERRZBIARTIE,

HugePages_Surp
#8ig /proc/sys/vm/nr _overcommit hugepages HENXH

HugePages_Total ( “#B&” ) WRIAATIE.

Hugepagesize
RIIBIAN — 72 AMD64/Intel 64 £, ERIAE 2048 KB,

DirectMap4k %
MAEIEGLAERN (REIFH 4kB) MIIHAZRES,

FHARNIFEAEZ: /proc/meminfo SLED 15 SP3
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243 #HERFHEZ: smaps

8 top = ps FMMET AL EZRYMBTEINCHEERNNEEZE. NREFTERTINEIE,
BERAMN% 2.6.14 5| \BY smaps FHE S, AJLUTE /proc/PID/smaps HIkEIZFRS, ©
28R ID A PID NHREHMERNTAREFERHMNREANNEFEILIH. EsXOHZARENET

BRNE, AIEUEEHEFRANNGESE, EPFEESHEMHERZNAE. EXiFHE
B, 18 /usr/src/linux/Documentation/filesystems/proc.txt (EBZREWR

€ kernel-source) o
EE smaps 2FEREMNFHE. Flt, FERNSEEMMERITEN, MENERTSIFE
HAZBY A XA

2.4.4 numaTOP

numaTOP @iEHAF NUMA (FE—E4RFIAR) REN—1ITE, ZIT ARRH NUMA RERY
ggﬂifﬁj\*ﬁ', ﬂﬁgﬂbb\ﬂu NUMA *E;éﬂ,g I‘ﬂiﬁbﬁﬁl)so

—REME, numaTOP AIiLE@EI Bz ZAF1A10] (RMA) #1. AHRTEAIR] (LMA) £2F0 RMA/
LMAEEER, KiRFIFBEEUERE (B, SMREFEERRSTRERAFERRZIERNE) /U#HIZ
*né&*Io

PowerPC LURZLLF Intel Xeon AbIE28S7#F numaTOP: 5500 &%, 6500/7500 %%, 5600 %
Fll. E7-x8xx BRFIFD E5-16xx/24xx/26xx/46xx B 5,

numaTOP EB AR EFET IR, EAILER sudo zypper in numatop Hi<REZT
B, EF& numaTOP, i5iZ1T numatop <. EIREY numaTOP ThEEM AENBLR, 151F

B man numatop @<,

(0] ?ma_-\: B

RTFFHA, ERNIZTNERENMEHE T ERERER N,

=)
i
\§|
E-J#}
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2.5.1 BARNEIZE: ip

ip RETIRENEHINEZEONBATR, RAIUERAERREEFEEXAZMBZONER
%Ziit. FltD, BOREERE), XERETZVHIR. ZEHE AR,
NEARESFERETAMMBEETT ip, EERENRL. EFHAEMLEO, EEA ip
addr show (BEBAMY ip a) - ip addr show up XFIHEEITHFHMKZELD, ip -
s link show DEVICE {X%IHIEEZANLIT:

root # ip -s link show bro
6: br0: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc noqueue state UP mode
DEFAULT

link/ether 00:19:d1:72:d4:30 brd ff:ff:ff:ff:ff:ff

RX: bytes packets errors dropped overrun mcast

6346104756 9265517 0 10860 0O 0
TX: bytes packets errors dropped carrier collsns
3996204683 3655523 0 0 0 0

ip FRIE/REO (link). BBHAR (route) &FF — 58X, 1551 man 8 ipo,

root # ip route

default via 192.168.2.1 dev ethl

192.168.2.0/24 dev eth® proto kernel scope link src 192.168.2.100
192.168.2.0/24 dev ethl proto kernel scope link src 192.168.2.101
192.168.2.0/24 dev eth2 proto kernel scope link src 192.168.2.102

root # ip link
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default glen
1000
link/ether 52:54:00:44:30:51 brd ff:ff:ff:ff:ff:ff
3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default glen
1000
link/ether 52:54:00:a3:cl:fb brd ff:ff:ff:ff:ff:ff
4: eth2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default qlen
1000
link/ether 52:54:00:32:24:09 brd ff:ff:ff:ff:ff:ff
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2.5.2

EFRLERT (0, WRMERERATRS

PID USER PROGRAM
zypper

27145 root
? root
26635 tux
? root
? root
? root
? root
? root
? root
? root
TOTAL

5 top M), nethogs IZHRE

..0:113:80c0:8080:10:160:0:

BTRHZRINZAEE: net

SiR=) , FEZITERRERIISH
#2F. nethogs TRt EEXUF top, AIBRTRFAEHEXHRENEANEL

/usr/1ib64/firefox/firefox

..0:

© O © o

..0:

113:
:113:
:113:
:113:
:113:
113:

unknown

80c0:
80c0:
80c0:
80c0:
80c0:
80c0:

TCP

8080:
8080:
8080:
8080:
8080:
8080:

10:
10:
10:
10:
10:
10:

160:
160:
160:
160:
160:
160:

= AL AN .
BEIfm<.

o © © © o o

100:

:100:
:100:
:100:
:100:
:100:
:100:

m o EETRER (kb/s. kb, b. mb) Zial{EF
R : 3% RECEIVED HEE
s SENT HiF

0 : BHY

2.5.3 LUIKMFEHT: ethtool
ethtool AIFAE RMERIUKRMIEENZ N AE. RINS)

B,

root # ethtool ethO
Settings for eth0:

Supported ports:

36

[ TP ]
Supported link modes:

hogs

30015

30045
30045
30015
30045
30045
30045

10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

MERN A

N
/)ilf.i

DEV ~ SENT  RECEIVED

eth® 5.719 391.749 KB/sec
0.102 2.326 KB/sec

ethO 0.026 0.026 KB/sec
0.000 0.021 KB/sec
0.000 0.018 KB/sec
0.000 0.018 KB/sec
0.000 0.017 KB/sec
0.000 0.017 KB/sec
0.069 0.000 KB/sec
0.000 0.000 KB/sec

5.916 394.192 KB/sec

nE, E

BTOHERIMSHE:

RYBIEEIRER SR

nethogs
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Supports auto-negotiation: Yes

Advertised link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Advertised pause frame use: No

[...]

Link detected: yes

TRETRTHTRTFEMMEEREEEM ethtool £

%+ 2.1: ethtool HIZEEEIGIZR

ethtool %I EmigENUTER

-a HIFSHER

-C TS HER

-g <t > Rx/Tx (¥l/fEH) HBSHIER

-i KEXHREHIZF(E 2

3 AR
> NIC FIBRENTRRF SRR HOL

2.5.4 BTRMEIRE:

ss EATEMBEEFSITNIEA, /B netstat <. BY|HFAEERE, BERATFES

B ss:

root # ss

Netid State Recv-Q Send-Q Local Address:Port Peer Address
u str ESTAB 0 0 * 14082 &
u str ESTAB 0 0 * 18582 &
u str ESTAB 0 0 * 19449 &
u str ESTAB 0 0 @/tmp/dbus-gmUUwXABPV 18784 &
u str ESTAB 0 0 /var/run/dbus/system bus socket 19383 *
u str ESTAB 0 0 @/tmp/dbus-gmUUwXABPV 18617 &

37 _LLTl_Jég:IkIL.\

:Port

14083
18583
19450
18783
19382
18616

54
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ESTAB
ESTAB
ESTAB

u str
u str
u str

[..]

0

* 17658
* 17693

BRTRYRITARNREMS RO, BERAUTGR<

root # ss -1
Netid State

nl UNCONN 0
nl UNCONN 0
nl UNCONN 0
nl UNCONN 0
nl UNCONN 0
nl UNCONN 0
nl UNCONN 0
nl UNCONN 0
nl UNCONN 0
nl UNCONN 0
nl UNCONN 4352

[...]

BTRMEIEER, AR

Recv-Q Send-Q

EERTHERZRFTEE: fI50 TCP (

TEZRFFIBZRFR PID MRZ o
THIFIE T FRE TCP EEMERX

MAEEIA) o -p ik

root # ss -t -a -p

State Recv-Q Send-Q Local Address:Port
LISTEN 0 128 *:ssh
LISTEN 0 100 127.0.0.1:smtp
ESTAB 0 132 10.120.65.198:ssh
LISTEN 0 128 1:1:ssh
LISTEN 0 100 r:lismtp

2.6

/proc XHhRGKE—

/proc XHRR

MR RS, BERXHRRT,

g0, ERALITEa<Exm CPU KA

38

Local Address:Port
rtnl:4195117
rtnl:wickedd-auto4/811
rtnl:wickedd-dhcp4/813
rtnl:4195121
rtnl:4195115
rtnl:wickedd-dhcp6/814
rtnl:kernel
rtnl:wickedd/817
rtnl:4195118
rtnl:nscd/706
tcpdiag:ss/2381

EEER. -a

Peer Address:Port

*:* users:(("sshd
*:*  users:(("master"
users: (("sshd",2103,5))

10.120.4.150:55715

1% users:(("sshd

1i:* users:(("master"

@/tmp/dbus-58TPPDv8qv 19352

* 19351
* 17657
* 17694

Peer Address:Port

-t) = UDP ( -

" 1551, 3))
,1704,13))

",1551,4))
,1704,14))

/proc XH#&4H%

*

*

*

CEIHA R P A BRI AERE (M0
2 TREZRFFERERS PID #1275,

NEZUEMX G REERER.
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tux > cat /proc/cpuinfo

processor 1 0

vendor_id : Genuinelntel

cpu family HIG)

model : 30

model name : Intel(R) Core(TM) i5 CPU 750 @ 2.67GHz
stepping : 5

microcode : Ox6

cpu MHz : 1197.000

cache size : 8192 KB

physical id 0

siblings 4

core id 0

Cpu cores 4

apicid 0

initial apicid 0

fpu :yes

fpu _exception : yes

cpuid level : 11

wp 1 yes

flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov

pat pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx rdtscp
1lm constant tsc arch perfmon pebs bts rep good nopl xtopology nonstop tsc
aperfmperf pni dtes64 monitor ds cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm
sse4 1 ssed4 2 popcnt lahf 1m ida dtherm tpr_shadow vnmi flexpriority ept vpid
bogomips : 5333.85
clflush size : 64
cache alignment : 64
address sizes : 36 bits physical, 48 bits virtual
power management:

loaal

O =T FEARERES

AT LAIETT x86info SKIRENA X AMD64/Intel 64 (AR LKy LM ERAVIFAE S,

A Toa<EIFiTR D ECH LR
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tux > cat /proc/interrupts

CPUO CPU1
121 0
0 0
0 0
16: 0 11933
18: 0 0
19: 0 117978
22: 0 0
23: 417927 0
40: 2727916 0
41: 0 2749134
42 0 0
43: 0 0
45: 0 0
46: 0 0
47 0 0
48: 0 0
49: 0 0
50: 933117 0
NMI: 2102 2023
LOC: 92 71
SPU: 0 0
PMI: 2102 2023
IWT: 47331 45725
RTR: 2 0
RES: 472911 396463
CAL: 48389 47345
TLB: 28410 26804
TRM: 0 0
THR: 0 0
MCE: 0 0
MCP: 40 40
ERR:
MIS:

maps X EE THRITXHZERMIHEK:

tux > cat /proc/self/maps

40

CPU2

© © © © © ©

3275185
0
0
0
2759148

2031
52464
0
339792
54113
24389
0

0

0

40

CPU3

© ©O © O © O © ©o © +H ©

2678206

387

1920
41

0
1920
46775
0
323820
50478
26157
0

0

0

40

I0-APIC-edge timer

I0-APIC-edge rtco

I0-APIC-fasteoi acpi
I0-APIC-fasteoi  ehci hcd:+
I0-APIC-fasteoi 1801 smbus

I0-APIC-fasteoi ata piix,+

I0-APIC-fasteoi  enp5sl
I0-APIC-fasteoi  ehci hcd:+

HPET MSI-edge hpet2

HPET MSI-edge hpet3

HPET MSI-edge hpet4

HPET MSI-edge hpet5
PCI-MSI-edge aerdrv, P+
PCI-MSI-edge PCIe PME,+
PCI-MSI-edge PCIe PME,+
PCI-MSI-edge PCIe PME,+
PCI-MSI-edge snd_hda i+
PCI-MSI-edge nvidia

Non-maskable interrupts
Local timer interrupts
Spurious interrupts
Performance monitoring int+
IRQ work interrupts

APIC ICR read retries
Rescheduling interrupts
Function call interrupts
TLB shootdowns

Thermal event interrupts
Threshold APIC interrupts
Machine check exceptions
Machine check polls
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08048000-0804c000
0804c000-0804d000
0804d000-0806€000
b7d27000-b7d5a000
b7d5a000-b7e32000
b7e32000-b7e33000
b7e33000-b7145000
b7f45000-b7f46000
b7f46000-b7f48000
b7t48000-b714c000
b7t52000-b7153000
loaal

b7f5b000-b7f61000
b7t61000-b7162000
b7f62000-b7f76000
b7f76000-b7f78000
bfd61000-bfd76000
ffffeb000-FffffOOO

--op

00000000
00004000
0804d000
00000000
00000000
b7e32000
00000000
00112000
00113000
b7t48000
00000000

00000000
00000000
00000000
00013000
bfd61000
00000000

03:
03:
00:
03:
03:
00:
03:
03:
03:
00:
03:

03:
03:
03:
03:
00:
00:

03
03
00
03
03
00
03
03
03
00
03

03
03
03
03
00
00

17753
17753
0
11867
11868
0
8837
8837
8837
0
11842

9109
9720
8828
8828
0
0

/bin/cat
/bin/cat
[heap]

/usr/lib/locale/en GB.utf8/
/usr/lib/locale/en GB.utf8/

/1lib/1libc-2.3.6.5s0
/1lib/1libc-2.3.6.5s0
/1lib/libc-2.3.6.5s0

/usr/lib/locale/en GB.utf8/

/usr/lib/gconv/gconv-module
/usr/lib/locale/en GB.utf8/

/lib/1d-2.3.6.5s0
/lib/1d-2.3.6.s0
[stack]

[vdso]

AJLAM /proc XF RGHERINABIFAE R, —EEBNXHERERBTAT:

/proc/devices
Bl RIg&E

/proc/modules
S RIARIZARIR

/proc/cmdline
NiZE 21T

/proc/meminfo

BXRAFERIFHAES

/proc/config.gz

HENSITRIRZEY gzip E4ECEX 4

[proc/ PID/

7 /proc/ NNN B RHZET La)

DL N— =

BITHIZRE

(PID), B MHIZERRILUIE /proc/self/ HEIHE BB AIFE,

41

/proc XH#&4H%

2, He NNN ZHEXHEZHHEE ID
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HMEBEXAXH /usr/src/linux/Documentation/filesystems/proc.txt #iE

7 (LEHHE kernel-source EEIBMHIESIH)

2.6.1 procinfo

< procinfo X /proc XHRFEHHEES

tux > procinfo
Linux 3.11.10-17-desktop (geeko@buildhost) (gcc 4.8.1 20130909) #1 4CPU

[jupiter.example.com]

Memory:
Mem:
Swap:

Total
8181908
10481660

Bootup: Mon Jul 28

user
20199w
nice
10928w
system:
10w
IOwait:
hw irq:
sw irq:
idle
guest :

uptime:

irq
irqg
irqg
irq 16:
irq 18:
irq 19:
irq 22:

42

1:54:

0:00:

0:25:

0:04:
0:00:
0:01:
12:14:
0:02:
3:45:

121

1

0

14589

0
124861
3742817

Used
8000632
1576

09:54:13 2014

41.84 12.7

o°

00.46 0.

(o]
o

38.00 2.

[o0]
o°

16.45
00.42
26.48
43.65 81.
18.59 0.
22.24

® ° ° ° o°

timer

rtco

acpi

ehci hcd:usbl
1801 smbus

=
=

Free
181276

104800

84

BT T R4

Shared
0

Buffers Cached
85472 2850872

Load average: 1.61 0.85 0.74 2/904 25949

page in :

page ou

page ac

page de
page fl

t:

t:

a:
t:

swap in :

swap ou

t:

context :

ata piix, ata piix, f

enp5sl

irq
irq
irq
irq
irq
irq

irq

10

9

41:
42:
43:
45:
46:
47
48:

2107312 disk 1: 52212r

1714461 disk 2: 19387r

466673 disk 3: 548r

272297
5754526
0

394

9809844

3238224
3251898
3156368

0

0
0
0

hpet3
hpet4
hpet5
aerdrv, PCIe PME
PCIe PME, pciehp
PCIe PME, pciehp
PCIe PME, pciehp
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irq 23: 479248 ehci hcd:usb2 irq 49: 387 snd _hda intel
irq 40: 3216894 hpet2 irg 50: 1088673 nvidia

BEEFBER, BEASW -a. B -nN 8 N BEF—RER. EXMERT, & o #
KRR,

HNBRTERERE, 8% -d £MERE, procinfo -dn5 ERIERMAEENH
&:

2.6.2 ZRGIEHIZSE:. /proc/sys/

AR SHATEEITRMEN Linux RS, EIMLTF /proc/sys/ #, TIfER
sysctl s REFNER. BFIHFIESE, 151517 sysctl -a. BILUfER sysctl
PARAMETER NAME | EBNBEK,

SEA NI, BIEA sysctl CATEGORY SH@EFIHAEN BRNATEHTILH, TEYIHT
REEMNRG, FEERERGE kernel-source FHEFKENE ZiHIENARIHEE,

sysctl dev (/proc/sys/dev/)
RERFENER,

sysctl fs (/proc/sys/fs/)
FERANXHAWR. EFMEMXHFRASRNSH, BXAT, 1580 /usr/src/

linux/Documentation/sysctl/fs.txt,

sysctl kernel (/proc/sys/kernel/)
BEXAESRERR. AAHEAFEMHMAZBEXSHNER. BX4AT, 550 /usr/

src/linux/Documentation/sysctl/kernel. txt

sysctl net (/proc/sys/net/)
BEXWIFN—RERNESHNES (FEAN ipvd/ FER) . BXHAT, BN /usr/

src/linux/Documentation/sysctl/net.txt

sysctl vm (/proc/sys/vm/)
LEFEPNIMSE XEMRF. JEMNEFNESHEX. X447, ESM /usr/src/

linux/Documentation/sysctl/vm.txt
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BIGENERHEIISIENSE, 15FEADS sysctl -w PARAMETER=VALUE ., EBXRAEN
RE, BT /etc/sysctl.conf HFHNM—4T PARAMETER =VALUE

2.7 BEHER

2.7.1 PCI&EIR: lspci

Q x&E: inim PCIEEE.
ARZEIRERGFE root AP INA R T X1 B PCl EBE Y7 RN R,

7% Lspci 5 PCI FHIR:

root # lspci

00:00.0 Host bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE \
DRAM Controller/Host-Hub Interface (rev 01)

00:01.0 PCI bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE \
Host-to-AGP Bridge (rev 01)

00:1d.0 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #1 (rev 01)

00:1d.1 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #2 (rev 01)

00:1d.2 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #3 (rev 01)

00:1d.7 USB Controller: Intel Corporation 82801DB/DBM \
(ICH4/ICH4-M) USB2 EHCI Controller (rev 01)

00:1e.0 PCI bridge: Intel Corporation 82801 PCI Bridge (rev 81)

00:1f.0 ISA bridge: Intel Corporation 82801DB/DBL (ICH4/ICH4-L) \
LPC Interface Bridge (rev 01)

00:1f.1 IDE interface: Intel Corporation 82801DB (ICH4) IDE \
Controller (rev 01)

00:1f.3 SMBus: Intel Corporation 82801DB/DBL/DBM (ICH4/ICH4-L/ICH4-M) \
SMBus Controller (rev 01)

00:1f.5 Multimedia audio controller: Intel Corporation 82801DB/DBL/DBM \
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(ICH4/ICH4-L/ICH4-M) AC'97 Audio Controller (rev 01)
01:00.0 VGA compatible controller: Matrox Graphics, Inc. G400/G450 (rev 85)
02:08.0 Ethernet controller: Intel Corporation 82801DB PR0O/100 VE (LOM) \
Ethernet Controller (rev 81)

fER -v AILIEREMIFARITIR:

root # lspci -v
[...]
00:03.0 Ethernet controller: Intel Corporation 82540EM Gigabit Ethernet \
Controller (rev 02)
Subsystem: Intel Corporation PR0O/1000 MT Desktop Adapter
Flags: bus master, 66MHz, medium devsel, latency 64, IRQ 19
Memory at f0000000 (32-bit, non-prefetchable) [size=128K]
I/0 ports at d010 [size=8]
Capabilities: [dc] Power Management version 2
Capabilities: [e4] PCI-X non-bridge device
Kernel driver in use: e1000
Kernel modules: e1000

MXfF /usr/share/pci.ids FIREVE XIRERIFETRIES. WXHFRRTILAY PCIID 45
B RANRE”
S -v EREFAEENEER. EEEANFE, BEASH -no

2.7.2 USBi1&%: lsusb

lsusb @< AF|HFRE USBi&&E. FH -v &, alfTENEMMFANTIR. #HEEMER
/proc/bus/usb/ HiEEN, TEEEEEELKSE. RAEFES. BENBRE USBIE&B R TIE
1T lsusb ErIE,

root # lsusb

Bus 004 Device 007: ID 0ea0:2168 Ours Technology, Inc. Transcend JetFlash \
2.0 / Astone USB Drive

Bus 004 Device 006: ID 04b4:6830 Cypress Semiconductor Corp. USB-2.0 IDE \
Adapter

Bus 004 Device 005: ID 05e3:0605 Genesys Logic, Inc.
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Bus 004 Device 001: ID 0000:0000
Bus 003 Device 001: ID 0000:0000
Bus 002 Device 001: ID 0000:0000
Bus 001 Device 005: ID 046d:c012
Bus 001 Device 001: ID 0000:0000

Logitech, Inc. Optical Mouse

2.7.3 BRMBARFRS: tmon

tmon RREBEEIAIMMAL. AN ERAFRANTHE, NRATERERSEHSE, tmon

R A MRS

———THERMAL ZONES (SENSORS)
|Thermal Zones:

|Trip Points:
|

acpitzoo
PC

r————— COOLING DEVICES
|ID Cooling Dev  Cur Max

Thermal Zone Binding

|
|
|06 Processor 0 LEETEETTET
|01 Processor 0 NRRERRERRNR
|62 Processor 0 RRRARRNARR
|o3 Processor 0 ARRERRERRNN
|04 intel powerc -1 50 [[TITEIFTTT
| |
| |
| 10 20 30 40 |
|acpitz 0:[ 8][>>>>>>>>>P9 €31
|

| CONTROLS

|PID gain: kp=0.36 ki=5.00 kd=0.19 Output 0.00
|Target Temp: 65.0C, Zone: 0, Control Device: None

Ctrl-c - Quit TAB - Tuning

BRIMAAREE. MIERAKIE, URIAEER tmon MBS E S EREE00F

MEE, BEENFMTI: man 8 tmon., HINBRTAEL

46
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2.7.4 MCELog: HEHNIERSE (MCE)

KEBHEIR (81F1/0. CPUFAEEIR) B, mcelog MG aNHERMO/FZRITEN KR
ESE (MCE), b4, HAREEEFHEIRIT, mcelog iFaT LALMEFNE LR 5T AN B iz OBt
Mo LI, LERIRRERE/ETRITH cron fEVER, IM7E, BHEIRETAH mcelog SFPIEFILED
RbIE,

Q ix&E: AMD FI%EHK MCA 85
SUSE Linux Enterprise Desktop x5 AMD MR8 HUt B EARREN (AT4EHK
MCA) . BIZER MCA 18387 AMD Zen MEZHPRVBBHEIRIRS . B BT MCA Bank
FIERMESR, KETHRREHIES T AIZHTE,
mcelog #3X MCAHE (rasdaemon #1 dmesg tHi#E¥k MCAH
B) - BXEAEE, 152N http://developer.amd.com/wordpress/
media/2017/11/54945_PPR_Family_17h_Models_00h-OFh.pdf # Y {Processor
Programming Reference (PPR) for AMD Family 17h Model 01h, Revision B1
Processors) (AMD %% 17h Model 01h {&iThR B1 QM I22ZHIRM IR 2R4RTES E (PPR))
958 3.1 “Machine Check Architecture”  GHENREARREN)

mcelog 27 /etc/mcelog/mcelog.conf HEIEH, man mcelog F1 http://
mcelog.org/ 2 BNBTEREEN, UTRERERT HEIAXHFHEN:

daemon = yes

filter = yes

filter-memory-errors = yes

no-syslog = yes

logfile = /var/log/mcelog
run-credentials-user = root
run-credentials-group = nobody
client-group = root

socket-path = /var/run/mcelog-client

AIAREA mcelog BRSS. FILUEE YaST RYARSRiEeE N an 1T R BB NZARSS

root # systemctl enable mcelog
root # systemctl start mcelog
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2.7.5 AMD64/Intel 64: dmidecode: DMI FK{ZIDZE

dmidecode Z/RITEARYDMIK, HAGEEHAHIFFISH BIOS {21ThRF

root # dmidecode

# dmidecode 2.12

SMBIOS 2.5 present.

27 structures occupying 1298 bytes.
Table at 0x000EB250.

Handle 0x0000, DMI type 4, 35 bytes
Processor Information

Socket Designation: J1PR

Type: Central Processor

Family: Other

Manufacturer: Intel(R) Corporation
ID: E5 06 01 00 FF FB EB BF
Version: Intel(R) Core(TM) i5 CPU
Voltage: 1.1V

External Clock: 133 MHz

Max Speed: 4000 MHz

Current Speed: 2667 MHz

Status: Populated, Enabled
Upgrade: Other

L1 Cache Handle: 0x0004

L2 Cache Handle: 0x0003

L3 Cache Handle: 0x0001

Serial Number: Not Specified
Asset Tag: Not Specified

Part Number: Not Specified

2.7.6 POWER: 5lHfEH

Ushw ZEH BRI EVNEAECE,

48
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2.8 XHFMXHFRS

2.8.1 MENMHEE: file
< file WIIE /usr/share/misc/magic HWE—PH—RFIXHFHIRE,

tux > file /usr/bin/file
/usr/bin/file: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), \
for GNU/Linux 2.6.4, dynamically linked (uses shared libs), stripped

2 -f LIST BEBREN—TH—RIIXMGR. -z AF file EREEXHFHIRNE:

tux > file /usr/share/man/manl/file.l.gz
/usr/share/man/manl/file.1l.gz: gzip compressed data, from Unix, max compression
tux > file -z /usr/share/man/manl/file.1l.9z
/usr/share/man/manl/file.1l.gz: troff or preprocessor input text \
(gzip compressed data, from Unix, max compression)

28 -1tk mime KENFRFBRMAZERAIIRH.

tux > file -i /usr/share/misc/magic
/usr/share/misc/magic: text/plain charset=utf-8

2.8.2 XHFRFZKREFERIBS: mount, df 7 du
< mount BRAEWMENTENBIOXHRS (BEAX)

root # mount

/dev/sda2 on / type ext4 (rw,acl,user xattr)

proc on /proc type proc (rw)

sysfs on /sys type sysfs (rw)

debugfs on /sys/kernel/debug type debugfs (rw)
devtmpfs on /dev type devtmpfs (rw,mode=0755)

tmpfs on /dev/shm type tmpfs (rw,mode=1777)

devpts on /dev/pts type devpts (rw,mode=0620,gid=5)
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/dev/sda3 on /home type ext3 (rw)

securityfs on /sys/kernel/security type securityfs (rw)

fusectl on /sys/fs/fuse/connections type fusectl (rw)

gvfs-fuse-daemon on /home/tux/.gvfs type fuse.gvfs-fuse-daemon \

(rw,nosuid, nodev,user=tux)

FERTS df AILUREERXAXGRAALIBERBERNER, B8 -h (& --human-
readable) FimtiiEiE - EAP o] LOEERIAZ

tux > df -h
Filesystem
/dev/sda2
devtmpfs
tmpfs
/dev/sda3

Size

206G
1,66
1,66
208G

Used Avail Use% Mounted on

5,9G
236K
668K

40G

136 32
1,66 1
1,66 1
159G 20

o°

/

/dev
/dev/shm
/home

o° o°

o°

fEAE< du AIUERAEBRMEFERFAEXHNEARN. B8 -s REFAEENE

t, RRESISHEN2T

tux > du -sh /opt

192M /opt

-h BREREERAEIN S SRR

2.8.3 BXELF T#EBINHFHHMER
A readelf SEFARRSRIRIN I NN, XESAAF HEMBIHAREMIERD

ELF 315 :

tux > readelf --file-header /bin/ls

ELF Header:

Magic: 7f 45 4c 46 02 01 01 00 00 GO 00 0O 00 0O 00 0O

Class:
Data:
Version:
0S/ABI:

ABI Version:

Type:
Machine:

50

ELF64

2's complement, little endian
1 (current)

UNIX - System V

0

EXEC (Executable file)
Advanced Micro Devices X86-64

BX ELF THBIXAHIEMES
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Version: 0x1

Entry point address: 0x402540

Start of program headers: 64 (bytes into file)
Start of section headers: 95720 (bytes into file)
Flags: 0x0

Size of this header: 64 (bytes)

Size of program headers: 56 (bytes)

Number of program headers: 9

Size of section headers: 64 (bytes)

Number of section headers: 32

Section header string table index: 31

284 XHEM: stat
< stat ERXHEM:

tux > stat /etc/profile
File: "/etc/profile'

Size: 9662 Blocks: 24 IO Block: 4096 regular file

Device: 802h/2050d Inode: 132349 Links: 1

Access: (0644/-rw-r--r--) Uid: ( 0/ root) Gid: ( 0/
Access: 2009-03-20 07:51:17.000000000 +0100

Modify: 2009-01-08 19:21:14.000000000 +0100

Change: 2009-03-18 12:55:31.000000000 +0100

ZH --file-system ERIEEXHIENX G RSREELAT !

tux > stat /etc/profile --file-system
File: "/etc/profile"

ID: d4fb76e70b4d1746 Namelen: 255 Type: ext2/ext3
Block size: 4096 Fundamental block size: 4096
Blocks: Total: 2581445 Free: 1717327 Available: 1586197
Inodes: Total: 655776 Free: 490312
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29 HAFEER

29.1 HRXERNRAF . fuser

ER A TRE S HER AP EERIFENX S, fll, RIEEHZ /mnt FEND
BEAMNXMHEZRS, umount IR[E] “deviceisbusy” (&&IEIL) . ASRIER fuser mSHE
PLEHAZ IE E IR IRIZILE

tux > fuser -v /mnt/*

USER PID ACCESS COMMAND
/mnt/notes. txt tux 26597 f.... less

E&LE less HEZ G (ZHEES —MRIELETT) , FUURMHEZXXGRAT. 5 -
k ML SFERAN, fuser XS IEIFEIRHIRIXHRHTE,

29.2 MEAFPERITHERE: w

fEAs< w AILAEEEERIIRS, UKRES AP ETHRITHRME Fl:

tux > w

16:00:59 up 1 day, 2:41, 3 users, load average: 0.00, 0.01, 0.05
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
tux :0 console Wedl3  ?xdm? 8:15 0.03s /usr/lib/gdm/gd
tux console :0 Wedl3 26:41m 0.00s 0.03s /usr/lib/gdm/gd
tux pts/0 :0 Wed13 20:11 0.10s 2.89s /usr/lib/gnome-

MREMAZHEAAFEZEER, WBH -f RETXEAFEME LEBITEZNITE
Mo
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2.10 BYja]A]HEA

2.10.1 f{EMA time #1TBYE]EE=

FA time SERREFBVE S RIATE R ERISE, WSLAREFAEM ThA: RNE Bash M2 (/

usr/bin/time),
tux > time find . > /dev/null

real Om4.051s @
user Om0.042s @
sys 0m0.2055 ©

Q@ MR BohEITERSERREET RYRYIE]

® ™ times RFFMAIKRERIAF, CPU BYia,

© ™ times RFEPFAHRERIZRSE CPU BHa,

/usr/bin/time WMIHEFMIES, BINESER -v AXEBTIGS, UEREMZEN
faitHo

/usr/bin/time -v find . > /dev/null
Command being timed: "find ."

User time (seconds): 0.24

System time (seconds): 2.08

Percent of CPU this job got: 25%

Elapsed (wall clock) time (h:mm:ss or m:ss): 0:09.03

Average shared text size (kbytes): 0

Average unshared data size (kbytes): 0

Average stack size (kbytes): 0

Average total size (kbytes): 0

Maximum resident set size (kbytes): 2516

Average resident set size (kbytes): 0

Major (requiring I/0) page faults: O

Minor (reclaiming a frame) page faults: 1564

Voluntary context switches: 36660

Involuntary context switches: 496
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Swaps: 0

File system inputs: 0

File system outputs: 0
Socket messages sent: 0
Socket messages received: 0
Signals delivered: 0

Page size (bytes): 4096
Exit status: 0

2.11 LHIEGEEIZR: RRDtool

THNEFPEERETENRNENEIE. fi, BENTK, HELHTENNLZEOLE
IRWHEIESE, RRDtool AIESBNIEMETRXLEERIE, FHRE M IFEAN T B E X ER.
RRDtool i&AF A% # Unix E&H Linux X1TEM. SUSE® Linux Enterprise Desktop k&R
7 RRDtool, i&EfEHR YaST a(&

Ll root BHEGSITHEAN zypper install rrdtool RZEWTE,

O =% B
12ftT RRDtool B9 Perl. Python. Ruby #1 PHP 483, {FEaEB URIFHNHMAIES RS
B 2B S AES,

2.11.1 RRDtool B T{FIRIE

RRDtool 21EIF E F#EZET E (Round Robin Database tool) WRX 4TS, EIfE 2R
FEEIEN—MAEZE. ERBEAEAXNEIE, MBI ESER, WEEH
3k, RRDtool fER1EIFE R#IEERMEEFMIRENESE,

SNHEIPTIA, RRDtool AAFALIEENBYE(LAVEIE. BARIZEFIEE RSB IEENEIERRE
EENZENEEE (PRIEE. REFE) , AEUIEERASLEIUE. WEBIETSEEED
RRDtool 232, ERLURFARMIEH CIEFRFAV R,

BT ATHAEREEIE, XEHIENEIREZES I TN IES GBI 148 RRDtool, EEE
B H & Fohig{E RRDtool,
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EE RRDtool BARZMNE R RFl, HAER 7 B RRDtool TIERIENFIE=1EEM
2. ClEEIERE. EilEEMEE L.

2.11.2 SEBR

BISENMNBWEHEE Linux RATREFERRINTUNER. IERGIEESD, HITRKLL4
#RiElfm, ME 40 #EHEERNNHSFIRTARNE. BOBEXF=MEEREEAZERANFHILN
FA%ER5: Firefox MITTNI%E28. Evolution BB FEBE4Z F iw#0 Eclipse FFRIEZS,

2.11.2.1 UREHIE

RRDtool AT MEMATMUMERE, EXMERT, SERAREMSIZEIENMN (SNMP),
TN AT A LRI S RI A BTSSR R B, HtIRIR, XLEE{EISEd RRDtool KAETE,
BX SNMP HUiF4HE 8, 1d8 0 http://www.net-snmp.org/ 7,

BARIBRBFAARE — HANFEFohIREESE. BIFRA free_mem.sh KR ERMAAAZF
HZRPAES, FRESANRER.

tux > cat free mem.sh
INTERVAL=4
for steps in {1..10}
do
DATE="date +%s”
FREEMEM="free -b | grep "Mem" | awk '{ print $4 }'°
sleep $INTERVAL
echo "rrdtool update free mem.rrd $DATE:$FREEMEM"
done

o BHE]EIFRIRE N 4 ¥HER sleep < KILHE,

o RRDtool #EZ R AFHERIAMMIEEE - FHBH Unix BYEl, LEEEIENX B 197T0F 1 B
1 B (UTC) A3 roFbEk, 5130, 1272907114 &7 2010-05-03 17:18:34,
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o JAREEERMER free -b UFTHRMIREN, BUEARMERRM (F1) MA
EfEBi (FIENKB) .

o %48 echo ... HPNITESIIEEY (free mem. rrd) BIRRKZFR, HERLET
FAF 53 RRDtool I $1T,

iz1T free_mem.sh /5, &

tux > sh free mem.sh

rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool

update
update
update
update
update
update
update
update
update
update

BI LA 75 (B fE A
sh free_mem.sh > free_mem_updates.log

Fen L HH EE R EIFEN A LRI e L EIRFHIT

free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.

free mem.

rrd
rrd
rrd
rrd
rrd
rrd
rrd
rrd
rrd

rrd

1272974835:
1272974839:
1272974843:
1272974847 :
1272974851:
1272974855
1272974859:
1272974863:
1272974867 :
1272974871

REEW TR L

1182994432
1162817536
1096269824
1034219520
909438976

832454656

829120512

1180377088
1179369472
1181806592

2.11.2.2 GIEHIERE
EA LTS A REIBIEANEIN S BAERE:

tux > rrdtool create free mem.rrd --start 1272974834 --step=4 \
DS:memory:GAUGE:600:U:U RRA:AVERAGE:0.5:1:24

B

o IkEan L =BIER N free_mem.rrd XM, BTFERMERSIEESEFNEE,

o --start EBUEERE—MERMEEIEZERISE] (RA Unix BYED) o EZ4RfGI9, Lk

BLt free_mem.sh HAYSE—PETENE (1272974835) /) 1,
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° --step FEEMPMIEFRANEHIENEIER (LI REMI) .

e DS:memory:GAUGE:600:U:U 353 5| NEIRERFEIER. LtE#IEIRE 7 memory,
AN gauge, FREFZEINRAXIEIFRA 600 7, MESTEFTME/NFEAERA
(U)o

* RRA:AVERAGE:0.5:1:24 RIiEEIFERFH (RRA), EhfEFiuE2 @t A FitELH
BRTFHENSFHERE (CF) IBA, SHEREM 3 NSHEEBIMIITTE,

MRAEBTEZDES, WHAEBRHPELIZT free mem.rrd #HiERE:

tux > 1s -1 free mem.rrd

-rw-r--r-- 1 tux users 776 May 5 12:50 free mem.rrd

2.11.2.3 EHHEEE

SIEHIEER, SEETERNEHE, 5211217 “WELHUE B, BITBEASHFTE
& rrdtool update &< free mem updates.log X, XLEGSIERFITITEIE
EEERIEH,

tux > sh free mem updates.log; ls -1 free mem.rrd

-rw-r--r-- 1 tux users 776 May 5 13:29 free mem.rrd

AIUEE, BMEREEHEIERS, free mem.rrd BIA/MBRIFARLE,

21124 BEEIN=E

HINENETE, IETHEE, AEHPEETNEE, RERNMETLUREZEERE, H
ORWEEHIKE.

BORBIBEDRNAEE, BEMSITLERAUATHS:

tux > rrdtool fetch free mem.rrd AVERAGE --start 1272974830 \
--end 1272974871
memory
1272974832: nan
1272974836: 1.1729059840e+09
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1272974840: 1.1461806080e+09
1272974844: 1.0807572480e+09
1272974848: 1.0030243840e+09
1272974852: 8.9019289600e+08
1272974856: 8.3162112000e+08
1272974860: 9.1693465600e+08
1272974864: 1.1801251840e+09
1272974868: 1.1799787520e+09

1272974872 nan

L3

* AVERAGE FMEUEEIREXFER, EANR@EE AVERAGE SEE X T —MEER

(55211227 "IEZdEE" ) , ARRBHMAIBRK.

o MHME—TYIESE 211227 “CIELIEE" PEXBEIERNZ M,

o EMIERFIERRENIER, BMERTIURFCHUERTN VAT EFHE.

° &E—1THH nan KF “FEHF
WER S — T ERRER R RIEEFEENE:

tux > rrdtool graph free mem.png \

--start 1272974830 \

--end 1272974871 \

--step=4 \

DEF:free memory=free mem.rrd:memory:AVERAGE \
LINE2: free memory#FF0000 \

--vertical-label "GB" \

--title "Free System Memory in Time" \

--zoom 1.5\

--X-grid SECOND:1:SECOND:4:SECOND:10:0:%X

Ex
e free_mem.png BRELIEHERINXHEFR.
e --start M --end [RHIEBLHIERBTESEE,

° --step ISEERNIEFETE (LI REMA) .
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e DEF:... Z9RERN free_memory BNEIEE X . EHUIEEM free mem. rrd #HIEE
REY, HEGERERZ A memory, FtETFHER, RAE 211227 “QIEHEEE" Hk
EXHMESR,

e LINE... BPEEELHEERTNEEZNES. HREN 2GR, HEXRES
free_memory X, BB RLE,

e --vertical-label REET v EYIRHRE, --title KEEBEIMERNENTE.
° --zoom FEEERNENARE. LWEHINKTE,

° --x-grid EENAFEERPEHINBERETE. NRAISR—EH XKL, 5
bR 4 MR —REMEL. B8 10 IR LHIEEMELE T

RGELE R AAEF

e _\_\_\_

0.9 G| _\_,_

08 G - - - - - - - - - »
14:07: 10 14:07:20 14:07:30 14:07:40 14:07:50

GB
—
[=]
(1]

E 2.1 : £ RRDTOOL IEMNRHIER

2113 BEZER

RRDtool @— 1M FEEFRNTHR, EMETIFZFanSMip1TIED, HP—LaiSHIEDR
A7IERE, BEFCEMPIENERHRIBENESFNEHITHIE, EEEREITFZHK,
7S % RRDtool BYFFMATT (man 1 rrdtool), EEFRRIBETEKRES, BRItz EiFR
ZEE RRDtool 11 (https://oss.oetiker.ch/rrdtool/) 7, $3t rrdtool @< &MEFBFm
SHE—DIEMRNRBE SR (https://oss.oetiker.ch/rrdtool/doc/index.en.html) 2, b4, TH
JUB A2 (https://oss.oetiker.ch/rrdtool/tut/index.en.html) 7 RIEEBH{EIRAZ F FARY RRDtool
TERTE.

MREIISMMERERNE, FEF MRTG (Multi Router Traffic Grapher) (https://
oss.oetiker.ch/mrtg/) 7. MRTG B] LUEHIFZ ML IGEFEIEIR. ©RLEA RRDtool,
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3 ANEEREASXH

RABEXGLOMBRAMAANREENESZ2— EX L, EXNRRHITHIPHEEN, F
— 4 ERREEERLAE XM, SUSE Linux Enterprise Desktop 2 BEhFHicR ALK LR E
N5 H. BMTIESR systemd 25, RIBEEURERE systemd HFFMIRSAR
SHHEERIERTE systemd Higdr (BEN (BiEiEE) ,F 17TE “journalctl: &if
systemd BE” ) . HMBAEXH (FERRFNAREFNEEXH) BUAXERAEN,
FEIERRIERIE ) IR BN, A LUERAMIAR DX E . Xe[itEdiRERS,

3.1 /var/log/ FRIRFHAEXXH

REHEXHIRANT /var/log BRT. UTHIRREMH T EEMEINZESG SUSE Linux

Enterprise Desktop FFFE £F HEX IR, BIEENRETERE, /var/log =88

A RFIHHNEMARS N BEFPNBEEX 4. TEMRNELEXHMBRU “GUfF &R
™, XEAREHENNNYARFNASERE(l. KEHAEXHNX root AFEIR,

apparmor/
AppArmor BEX . BX AppArmor YIS R, B8N (Z2MaEfbism) -

audit/
REHITERNBAE. BEXFEMEER, BEEN (L2fEtiEE) -

ConsoleKit/
ConsoleKit FiFiERF (BTFREMLERAFPEER, UNRMITNAIS TR BRI
*Ir_) E,JE Y]

cups/
Eﬁﬁ UniX ?TEU,%@)ZE ( cups ) E"J'lﬁlﬂ*ﬂfalaea Sho

firewall
fh A& E S
gdm/

*B8 GNOME B REERINBEEXH-
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krb5/
R H Kerberos W& B HIIERFRBEX s

lastlog

BESTHAP LRAERBXEENEIEE, AEA®S lastlog H#HITEER. EXIFHE
B, 1527 man 8 lastlog.,

localmessages
RLS|SHABETHES, Bl80, DHCP EFmAAE.

mail*
mEFARSS28 (postfix. sendmail) HE.

messages
XEFIEAZNMAZHTHENMAREFUE, HIMRENNEEEEZUE (UK /

var/log/warn) o

NetworkManager
NetworkManager BHEX -

news/

KEHERSHNETER.

chrony/
KB MBS BN F3FF2R (chrony ) WEE,

pk backend zypp*
PackageKit (M libzypp i) BEXHE

samba/
;E 5 Samba. Windows SMB/C'FS YTQ:HE%%%E’\J H /L.\;t'fq:o

warn
FFERRESMNERNAE, LT, VEREBRMUE (UK systemd HIZBY%H
) o
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wtmp
FREE R/ IHEIIZIZERNVEIERE, PIEAH< last #1TEF. BXIFHER,

E20 man 1 last,

Xorg.0. log

X.Org BehBEXH. MRERBEN X.Org BFHINAI, BFSEUXH. REKH X.0rg B
Ebﬂ"]EUYﬁ:mUZ‘KEﬁYﬁ:éﬁ?ﬁ Xorg ? logo

YaST2/
FR& YaST BHEX .

zypp/
libzypp BEX . AISEXEXHRERGERER L,

zypper. log
RBERSITRERERF zypper BWEE.

3.2 &EEMAHBEXH

BEEEHEXMH, JUERERIXARIESS. thh, ERIER—MERM YaST EIRREF
YaST =LA > 724 HE TRENRSKBE.

BEEXSIEHIEPEEFEREXY, BEFER®S less I more, 5/ head f tail AJEEFH
EXHNFLNLER, EXNEEREXHIEMD, EFEA tail -f. EXRUAFERAXET
ANER, BFEEENFMIL,

EEHEXHPERFRIBEHENRER, EEA grep. awk ATATAMMEFREANEE
o

3.3 fEH logrotate EIEHEXH

/var/log FTHIASEXHEXRERK, RRMEZLFIEEREK. logrotate TRAIFEHEERE
AEXHREERK, ERLTARTUARHR. Aif. EEMNEIERREAEXSF. AJUE
i (0. BAxEA) FEETEIHENNNAIEREX M,
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BEH systemd 8HIZ{T logrotate , FttRaBHBR—RBEX M. BEFEE—LEFIIH
B AN REIMmERBEX G, NR—KAZRIETT logrotate, HEWREHA
--force, M /var/lib/misc/logrotate.status AILAT iR ER4CHAEE I RYBT
18],

logrotate MEFEREXMHRE /etc/logrotate.conf, £HAEXEHNRZEREENIE
FF (5140 apache2) BEHBSEENXHKIE /etc/logrotate.d/ BRH, B /etc/
logrotate.conf &0 /etc/logrotate.d/ BHIAZR,

f513.1: /etc/logrotate.conf BRI

# see "man logrotate" for details
# rotate log files weekly
weekly

# keep 4 weeks worth of backlogs
rotate 4

# create new (empty) log files after rotating old ones
create

# use date as a suffix of the rotated file
dateext

# uncomment this if you want your log files compressed

#compress

# comment these to switch compression to use gzip or another
# compression scheme

compresscmd /usr/bin/bzip2

uncompresscmd /usr/bin/bunzip2

# RPM packages drop log rotation information into this directory
include /etc/logrotate.d
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O == BERHE
create EIMAEXF /etc/permissions* FFFIEEXHHNERMFAEN, NREE
BUXLIGE, BERFRIR5I AR,

3.4 {E£F logwatch S B EXHE

logwatch 2— " aIBEEX BB AN BEGEMEZ,. EAUSMRZBRSE. RENEERES,
HUBMSZENARERXLEEE, EFH logwatch, %% logwatch &,
AL 1T LER logwatch REMMSIRS, T cron REMIZBEXIRS. IRER
ERELVE. FREIXY, BTG LIXEIETRMUL, @F cron BEIERIRSERN, &
— MR E Ao

Eap<1T L, FATLAEA logwatch EstxH- MRS ESEEERNRS, UNEEEERFH
EE:

# Detailed report on all kernel messages from yesterday

logwatch --service kernel --detail High --range Yesterday --print

# Low detail report on all sshd events recorded (incl. archived logs)

logwatch --service sshd --detail Low --range All --archives --print

# Mail a report on all smartd messages from May 5th to May 7th to root@localhost
logwatch --service smartd --range 'between 5/5/2005 and 5/7/2005' \
--mailto root@localhost --print

--range WMEALRER — HXAT, AN logwatch --range help, EALUT
BRI ENFFARSIFIE:

tux > ls /usr/share/logwatch/default.conf/services/ | sed 's/\.conf//g'

logwatch FIBEXEERS. BEERINEEEEUHEFK. RINEEEXHEATF /usr/
share/logwatch/default.conf/ ., YIZNEXEXH, AAT—REHRNZERE
Befl. MBEXBESMAN /etc/logwatch/conf/ (BER]LUERABRIARE X HIENIE
#R) o /usr/share/doc/packages/logwatch/HOWTO-Customize-LogWatch AFRigHtT
BXBEEX logwatch ¥4I (EIEm. FEUTEEXH:
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logwatch.conf
FEREXMH, BAREHFEREIR, AIEnSTESTES M REIET,

ignore.conf

iIE#E logwatch N/ ZEMFIETT,

services/*.conf

ZRSBRES T NHEMRSHETIRSIEEX M+,

logfiles/*.conf
BXRNATEN RS AL B E X4 RESE.

3.5 {#F logger g AZHED

logger RRTFERAAHEFCIZEETMN IR, ©IRMET rsyslogd A4t HERRMINR S
O, B, FTE—1T6H<SR7E /var/log/messages HEZEEHIIEHT (IRKETAE
IBRIH) WHEEER:

tux > logger -t Test "This message comes from $USER"

RIELRIAFMNENR, BEREEWMT—17!

Sep 28 13:09:31 venus Test: This message comes from tux
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4 SystemTap — IDIEM DT RREIE

SystemTap e STRENMAIES A TABICEIRITH Linux RE (I55I12W1%) BYE
oo SystemTap BIZs2LA SystemTap BIZESHER, BEEHIFEN C RIBRIZIERHIHENE
Atz PRI ARE. TIRANCEEWE, MUEXEZaY%aen] e ThaeR @ T2
#r, SystemTap IREFISEEMTF netstat. ps. top # iostat FT AL, B,
ERRENERIRME T B LR 2L,

4.1 BESELR

FHEI151T SystemTap fIAES, #=Bah— SystemTap &if. AVFEITIZHAZ ],

BEH PRI MR AR, ZRAREREZNRAZIERF TS, MRUFIHITEIZ
MAHBREEMARFEAFLEER (i, FRANRFESHAIZRA. FEEREFEZAN

&) , SystemTap AEEREFZMA, MEER SystemTap &7F (~/ . systemtap) HfiE=E
By *.c # *.ko ¥R

Y tap FERIEITH, REEER, BXRFE), BERE 427 “LEMLZE" PrRiETH
B SUZ

4,1.1 SystemTap iz

SystemTap BIAEETF SystemTap Bl (*.stp ). XLEMASEHLN SystemTap BUKEHH
EER, URKREEEEERITHIIURE. HAZUEMT AWK F C #Y SystemTap fiiZ5iE
SHREN. BXESENX, EBM https://sourceware.org/systemtap/langref/ 2, http://
www.sourceware.org/systemtap/examples/ 2 iRt T KE2HRRAIRIZS,

SystemTap HIAE EHEXRMEE MR B4 HAHRMH QM IB12F - H SystemTap iIB1THIZs
B, EaMMBSENSEHS. REENEME, Linux RIZaBRERRERNFHRIETT, ARl
4, Alt, BHZYTETHEEFNMEAZSE, GIEEFTLUERIEENIIE, HURENS
T B

SystemTap BENERALVE/MEIE (B, FRTEHE, URXLERBFXEEA) Mz
gy OR. &M. BIFf. X¥) . CEERERANS (95AER) , BEFAFEIFHANE
B (R EEHOERDR) .
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B X SystemTap HIAREEBZIFMESR, BEWNE 437 “HAELE , UK
systemtap-docs B4 FIZHR stapprobes ] stapfuncs FHTI,

4.1.2 Tapset

Tapset B AJTE SystemTap AR ERANTULHES VIR NMREZE, SRAPEBETED
SystemTap BIZ<ES, SystemTap S1R3E tapset FEH B IZMIARIRNEEF N IERER, A

[&, SystemTap SAEHMEMNAVIRNFIREL, AEBEHEAEIRNC 5 SystemTapH%ﬂZiKZIS%
KM, tapset FEEAXHY EBE *.stpo

B2, 5 SystemTap BIARERIZ, tapset RAIEZENTT. EI MM T rIHEMIZALRRENE
XHE, Elt, tapset ER—TMERE, EEHERFEXSZHMELL. Tapset NAFAIEER
BEANSHEENRBIRMINZ, THRIERN?I2EBELISESENRZERER (FERZRAT
=) BB

4.1.3 mp<HEFN

5 SystemTap XEXHFEfH<SEIE stap A staprun, ERITXLESRS, EFEEHE root
151N, HEMME stapdev 5 stapusr ARG,

)

stap
SystemTap il B1T SystemTap IS GBI XHHITERAN) o LSRR
84 C RS, HRBEMNAZIERERTIETEEITH Linux WIZH. REHRITIERNEAESR
FRER IR MR ER

staprun
SystemTap fGif. FEHMEZE SystemTap FilHE K RIZER,

MEENHLHEMSIR, BFEA --help, BX4T, 152N stap # staprun F0T,

AT BB PN TFILAF B ER SystemTap WEHNMAEEF root HIAINIR, BEEAUT
SystemTap 42—, SUSE Linux Enterprise Desktop EERIAKRIBMHIX LA, BEALIGIEESA,

HAERMUECRIARINPR, F5h, MREMNIFBEARFFEXMEZLEM, Er]A% staprun &

THIRR,
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stapdev
LAEBIRE B3PI LAERE stap i&1T SystemTap fiild<, =X staprun 51T SystemTap T
AR, HTFIETHH stap S REIEMARIFAAZERIEHEHEIANZ, AR
RBBEERH root AR,

stapusr
It4BRIRL 5 R BERER staprun izfT SystemTap TE&RIR, 1tboh, thiTREEM /1ib/
modules/KERNEL VERSION/systemtap/ iZfTXLEARIR, LB FRHUIAE root
B, B root AFE N

4.1.4 BEXHNBER
WUFFIRIRMT SystemTap EEXAAE REVBA,

/lib/modules/KERNEL VERSION/systemtap/
1R7% SystemTap TEEIR,

/usr/share/systemtap/tapset/
RIFATER tapset o

/usr/share/doc/packages/systemtap/examples
FREBTFEMHBEHNZ AN RE SystemTap filzds, (RLBERE systemtap-docs R
BB A

~/ .systemtap/cache
421719 SystemTap XEHEIER o

/tmp/stap*
SystemTap X#HHIGRETER, S&8BHiRE C BENRZNR.

4.2 ZEINLEE

BT SystemTap FERAZBXRER, DRRE—LTIMINIZERRAEE. W TEERER
SystemTap MW ETNZ, FERETE—HRHE, XARHENIZSRZRAEFNE
(FETEEERPLL * $57R) T2E.
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O == a2EREENRGaniEEE
MRIERNRFITIR TEHNERH, EaJLIE “SUSE Linux Enterprise Desktop” 15 SP3
%8y *-Debuginfo-Updates BXN R fEZFEFIXE] debuginfo BFE, £/ YaST B
RZEFE,

JFL2H SystemTap I8 E, BLEUTRHEE (£ YaST & zypper) .
e systemtap
e systemtap-server
e systemtap-docs (i)
e kernel-*-base
e kernel-*-debuginfo
e kernel-*-devel
e kernel-source-*
® gcc

EiFRFMITABETEZMHBE NG BRA SystemTap BIAE S, BEINRE systemtap-
docs 48,

ERNTEREETEN LERTETHERGEUREE EAER SystemTap, B root 515
PITUA T2,

root # stap -v -e 'probe vfs.read {printf("read performed\n"); exit()}'

e B EIT— M IAFRERL, RIENEFEANNZ. MREHEMNFUTRE, U
7% SystemTap B IHEREH IR :

Pass @ : parsed user script and 59 library script(s) in 80usr/0sys/21l4real ms.

Pass @®: analyzed script: 1 probe(s), 11 function(s), 2 embed(s), 1 global(s) in
140usr/20sys/412real ms.

Pass @®: translated to C into

"/tmp/stapDwEk76/stap 1856e2lealc246da85ad8c66b4338349 4970.c" in 160usr/0sys/408real ms.

H
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Pass @ : compiled C into "stap 1856e2lealc246da85ad8c66b4338349 4970.ko" in
2030usr/360sys/10182real ms.

Pass @ : starting run.

read performed

Pass @: run completed in 1@usr/20sys/257real ms.

O RIBEMFIA tapset B9 /usr/share/systemtap/tapset/ HHIIE tapset FEHEH]
7, Tapset EHMIAARINE, FEHEEAIE SystemTap BIAHFERANTALRES BRI
FNER R,

MEMANEMEBER .

RRIAER A Co IBITARS C miFs UBTHIZARCIZEAZIRIR, £ C A (*.c) MKW
IZIEIR (* . ko ) ERAIETEIE SystemTap 7% ~/ .systemtap .,

0 TEHAPEIEZIIAZRKEHRAHBHARERN (FEHMLERER) . RINEHE

REINSH RS (VFS) 3EURE. AT ZEHETAAER L%, AbiTT EReL
2R (FIEXZE read performed) , HFEEBXHATIZERFLIE GREMEAIEE

%) o
O %Ik SystemTap RiEfE, ERRRNUHAHHAZRIR,
NRTEMHEA B H I TAEMERES, FRER L RIE KR OPLERGanRT, HiBR
ERREXERGE, HI, JEREERS|ISHRHENAINZ,

® o
B

4.3 BZAEE
SystemTap FIAE & LTI NMAM S5

SystemTap Hff (FM=R)
AEHRITHXEKAIERR ENAZESGRE, SHNRAIEEEFANTREFENRE. It
BEREMIg R, HERBMHLRLRIE.

SystemTap 2 IRF2F (IFMEF)
BATFEESYAEREEHNERITIRENHAES IBORY, BFEEMNEHIFERE
B, BEMEIIANTE, HIIEBER.

FHMEABNRIBIZFSRNEA T o SystemTap FEHEIRN FM5 o HNHLIEIEFHBIR
N M ER o

71 FilZSiER SLED 15 SP3



ERILATE SystemTap RIAREESMAEBASMIFINACER: £8 #. /* */ 2 // (EAIR
8o

4.3.1 HEE
— SystemTap IR LB EZ MR HIKAUTERAES RN :

probe EVENT {STATEMENTS}

STMRVE—IXNNEDR, EFRGTETE { } B, AESEHNSIEFRITHIE
Ao
ffl 4.1 : % SYSTEMTAP il

LUTFRflESR T — &8 SystemTap Rl Zs,

probe@ begin®

{©
printf@ ("hello world\n")@®
exit ()@
} 0
0 HEUFB,
® ZEfF begin (SystemTap IiEFIE) o
© IEREFENXNFSE, U { BT
O NEREFPEXHE DRI printf R
O printf REFIERFRIE, FRBITR (/n)o
0 NEREFTEXKEZMNERE: exit() ¥, FEE, SystemTap HAE—Hiz

TEIBAT exit() FEAL. MREBERFELLEMZANIT, 5% art-c¢ F
&hfE Lk,
Q@ NIEERFENER, M} BT
=M begin @ (SystemTap RIEFIR) A THEE { } PHRIERR. LtRGIH,
ZAEZFE printf i @. EAHIG, ZEHKFIE hello world FERIRITA
0. AFHZIRE,
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NREEFEAREESNER, SystemTap FIRINFHITXLE — EXEFESNER
ZIERENFHR DR L LS. B URE—MEARBRERS —MEDRFP, —RIER
T, SystemTap MIAFREVEGIRERBIEZNIENXS C RIZES PERRIER,

4.3.2 SystemTap B (HFN=)

SystemTap Z#ZTREEH.

—REHFIEEETFRANTSFY. XeIEEHEMTEDRARNED. I UERERTREE
BRiEE, BEFRERABFXEIREMARTOITRTERN. ARERETUEE * FRU
T EIHMOTRENEUS. RUSREIMER ? R, BErZRIREEl, #FETEELE
I ENTEELHE, E, RISERR | FF, BRZRUSEESAEN, BEREN.
SystemTap X#FHFEMRUEZIMEMH — FUES (, ) PRXESFH. NRE—TRVPEET
ZNEM, YRETAIEESHEHR, SystemTap HHITAIERRR,

—fems, BRI RUATER:

e EFEMH: HE—HETEAZKRKEPNREMERITIESH LY. CHEMBEMHRHT —
NBRE (5ihit) , MPRILERSEZIFREIR,
BSEHRREIN vfs.FILE OPERATION : FEE¥NSCZSE (VFS)BY FILE OPERATION
EHI, flaN, FE 42T “LEALZE" P, read MERTF VFSH
FILE OPERATION ZEfF,

o BPEH: FERBPIISEIESHAUBEXE, WRNSRRARTEFEETEITELEE. 1T8I28
IS,
ST EHMREIEE: begin (SystemTap £IEFIR) — i&1T SystemTap Bl
BY; end (SystemTap RiF4ER) FitETREM, ITINRSFHIEEETHNITHLIERE
%, 5130 example timer.s(SECONDS) 8 timer.ms (MILLISECONDS) o
S5HMEEERNRN—EFEREN, HINRE4LEYEEHER, TRILEEE—
SRRt

51 4.2 . &I EHAYEET
fFlan, UATHENEMRE 4 #5EXd “hello world” :

probe timer.s(4)
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printf("hello world\n")
}

BEXZHEHNEGMNIFMAEE, F2N stapprobes FMTI, ZFMAM “SeeAlso” (BiES
W) —TEReEs T HUFEMumsEE, BRI THREFRANAHFNZIFEHS,

4.3.3 SystemTap RIBREF (FRNEK)

1 SystemTap EHMH—TWNHLERR, ZAEERFENZEHEXH, B85—MNEF
o

4331 K

ﬁD%"J%ET‘ ZMRNPERERNEDSE, HEXEEGRE— P RER, UHSEEEE
REHERXEF function FRBMEXH, RBEZEEHENFTRIHBFSH (U

TEE’\JJBEE?E.TE) , ALREIENFERFREF,

function FUNCTION NAME (ARGUMENTS) {STATEMENTS}

probe EVENT {FUNCTION NAME(ARGUMENTS)}

4T EVENT BYRMIET, 354047 FUNCTION NAME HRE9iEAl, ARGUMENTS ZfENREHIALIE

=B

BIERAPRERMEEN K. RHAILIEZEER

B 4.1 “fE5 SystemTap fiA~” RENBT — MR EEEATNREK: printf K, BTFY
EHRAMNEIRE, £8 printf R, GEUERRIFHTRIEEETESHNAR. B

FRE|IEES ISP, JUEEH—PIRABBERT U % FREIN)

EEAPLERAFTRIRTENSRIIR RAFFHRAUES S MENIRAT — 515
FFSHENBSHELE. AIERESHRENSH,

f514.3 : HRIVHEATTEY printf HEX

printf ("@%s® (%5d@® ) open\n@ ", execname(), pid())

Q@ RBINFMFHAIFL, B " BT
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F ARV AT,
BB,
BAFHFHIKRE, U " BT

© ® 0

FRRFIAFRER T ELFPIHITXHES (execname() ), HUE#H (FFEEHESH)
RFNE#HIZ ID (pid() )o AfF, KRFIE— T, 817 open M—NMEITRF, WTFR:

[...]
vmware-questd(2206) open
hald(2360) open

loaal

BRT 4.3 “HETUREATTEY printf RE BEENFAEE execname() # pid() XU

ah, EREEMEMREBE printf S,
B & FIRY SystemTap R0 T
tid()

HFIL%IEN 1D,

pid()

HFILIZEIHEE IDo
uid()

LRIAFR 1D,

cpu()
Y87 CPU &S,

exechame()
HATHIZRIZ R,

gettimeofday_s()
B Unix2dsc (1970F 1 B 1 H) E&3mFE.

ctime()
R RIE R N F T B,

pp()
TR HalE R BRI S BV F R/ &R
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thread_indent()

RATFARARAVIEERNERAREH. ©5 (EAR) FEEESIMEIE (tid() ) WEHEITHES,
BZREER—1S, EHEE, ATiEnERLAENEH TSP RmsEERZ 0N
T ERREI—NFRE, HPEE—LZRIREHIE, UNBENN EHTIEEH, &[E
RUZREIREIIERT R (BB AEE LRIV ED)  HIZRIRMLEIE ID K5, XEE
ERILGRANER THERER. ERA 7 XLERE, UREET ZKE,
HRAOMEOBREFAREILESE (FWERAZLER) . EF—MEABAOKEEOZ
i8], BEASIETHEMEARAOMEO, St EEENTNOS5ER SO
HITRE, AAEsESAELE—TMREGARALON T — P REERY EH,

BXZHH SystemTap REHIFHAEE, 1HEN stapfuncs FHTI

4.3.3.2 EMERE

BRERIZLSN, EETILATE SystemTap RMEREFHEREME EE, SFTE. FHiEF (HW
if/else. while fEF. for &) . ARG SITEE

43.3.2.1 TE

AEHEAFNERUEEXTE, EEXTE, RFEEE— I, HBEIRHFREANE
MEE:

foo = gettimeofday( )

ARERUEREAXPERZTE, SystemTap IRIBLERIMREZEE! B ohiEdT S MRIRTTRIZE
B (FREINT) . AR —EHEHERENEIR. ELRTRAF, foo BEMDENEK
¥, A@Ed printf() ALESERABIHRIVIRAATT (%d) #1THIE,

BERINERT, ZEMATERENRNNAN: FTFeRERNIERERN, M. E€RH
REXLETE, BERMRNZEHZEE, BEHNATHEIEMNEREERIZETE, A
Ite, BEHRMAISMERFER global XiEF:

fl4.4: FHERTE

global count jiffies, count ms
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probe timer.jiffies(100) { count jiffies ++ }
probe timer.ms(100) { count ms ++ }
probe timer.ms(12345)

{

hz=(1000*count jiffies) / count ms

printf ("jiffies:ms ratio %d:%d => CONFIG HZ=%d\n",
count jiffies, count ms, hz)

exit ()

}

LR B AR R F A EE R ER A G FH TN T BT B 28R ITE A&

CONFIG_HZ &E., (HERIE—RAFITIIZPEEIFSLEE,. ERE— 3T 8] 8]
fREal, FAAHRBFENEEBATREEHFESNERSHRIER) . B3 global BaE
BILATERM timer.ms(12345) AEATE count jiffies # count ms. $EE +

+ B, TEEFIM 1,

4.3.3.2.2 %EHiEG
BILA7E SystemTap MBI ERALHEMHIEM, TEEREANKEES:

if/else iE6)
XEEMFERAUTRARIA:

if (CONDITION) @ STATEMENT1@®
else @ STATEMENT2 ©

if BORBREREASTHITHR. IRFHREN @ FAZE, WRITE—ED
0. MRFHRANANZE, WRITEZMED @, else 78 (O 1 @) FFEN. @
M @ WrILIZEAIR,

While fEIF
XEEMFERUTRIARIA:

while (CONDITION) @ STATEMENT @

RE condition FAF, MHITIED @. @ LAILIREAR. EOMNERENME,

Ltk condition R NE,
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For fi&IF
XEEARZ while BIFRRES T, FRUTHEARE:

for (INITIALIZATION@ ; CONDITIONAL® ; INCREMENT@® ) statement

O TEENREINATYRUEINERKIITEE, EFARRTRIFZAHIIT. BIFHRT
RS R G @ Nfalses (EBNMEFERNAREERTER) . © PHEEN
TENATEEET IR EESMERERNKERIT.

FHEEN
A EFHEARERAUTZERN!

==: &F
1=: RETF
>=: KTHT

<= N\FFTF

4.4 GIENZS

MRIEBELE systemtap-docs 48, AILIE /usr/share/doc/packages/
systemtap/examples H#kEIZ BRI SystemTap RIS,

ETFMANBT —MEHERRRGIZS: /usr/share/doc/packages/systemtap/

examples/network/tcp connections.stp,
f514.5 : {EMH tcp connections.stp MHMENE TCP iEiE

#! /usr/bin/env stap

probe begin {
printf("%6s %16s %6s %6s %16s\n",
"vip", "Cmp", "PID", "PORT", "IP SOURCE")

probe kernel.function("tcp accept").return?,
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kernel.function("inet csk accept").return? {
sock = $return
if (sock !'= 0)
printf("%6d %16s %6d %6d %16s\n", uid(), execname(), pid(),
inet _get local port(sock), inet get ip source(sock))

Itt SystemTap BIZESHR(E NRY TCP 3%E#%, HEEBEKEHRRIRERNA AR ERINRK 505
Ko ERBRHBENERZHNSMHEN TCPEZNUTMER:

o FAID(UID)

[ ]
-
¥

ZIERZRE <L (CMD)
o en¥HIHFZID (PID)
o ERZMFERMIRO (PORT)
o TCP E#ZHIRIE IP itk (IP SOUCE)
BBITIZHA, BHT
stap /usr/share/doc/packages/systemtap/examples/network/tcp connections.stp

HERRFS LAVRHIRIE, BEFMELMZE, #R art-c,

4.5 RARP=ZEER

REEEIXAF=EINAERF (40 DTrace AIHITAVRIERRFE) , SUSE Linux Enterprise
Desktop 15 SP3 Z#¥#H SystemTap #THEF TEIRN: AIEEABEFRTENBEFPENE
EXBTM=. ALk, SystemTap AILLIEER A= EFAF T EHRNRELEDNRAERTT .
EIRENFTER utrace ERELEFIF] uprobes RIZIEIRFITHPRTIENRM, BRTE 4.2 7 "Ll
ET PERYIRNIRGasS, ERELE kernel-trace W,

utrace LHE—ATFEFHIBFTEMESHESR, ERETIIHSMIRR ‘512 £HNE
O, ZBEOFEARTEHRNZERT, 5| ZERIMIEEHNERERE, AREZIEIEE
IREEAI%E, HTFERASMAAZFN “Re” MEAHN, FAEFSRHIAERANER
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Er U ITE MR, LU utrace IMIEFEM, 60, HEANFBRERFAAR. fork().
FHEAESAXES, %, https://sourceware.org/systemtap/wiki/utrace 2 HIRETHX
utrace BRI E LA,

SystemTap ZFHRMH NP TEHERHRE R MEREL AP =EME R RIFIE X AR
18, UKREMAF#ZESH,

ERNBEYFIETHAZERIRMEPIRN utrace 2, BFERAUTHS:

tux > sudo grep CONFIG UTRACE /boot/config- uname -r°

BXBAPTEIRNNEZAET, 1580 https://sourceware.org/systemtap/
SystemTap_Beginners_Guide/userspace-probing.htmla,

46 EEZER
EEURE T BIFEHY SystemTap #EiR, HX SystemTap BIFEER, 158F LI THEE:

https://sourceware.org/systemtap/ <
SystemTap B E M

https://sourceware.org/systemtap/wiki/ #
EHETHX SystemTap WAEEAER, MFHANARNARZARNXE, FiFEUkS
Hith THERLLIR, SERELREMET. ZIMEEE SystemTap &S, REIMFERAZE
B, H5HTHX SystemTap HRIEFHTFIIE,

https://sourceware.org/systemtap/documentation.html .~
LU PDF #1 HTML &0 1= T SystemTap #F2. (SystemTap Beginner's Guide)
(SystemTap #iF4Em) . (Tapset Developer's Guide) (Tapset A& AR¥gr)
{SystemTap Language Reference) (SystemTapiBE58%E) . BINEFIH THEXHF
i DA

SRR ATEFRRE RS /usr/share/doc/packages/systemtap T3 F SystemTap
BSBEM SystemTap HFZ, example FERFIRMHT SystemTap Rz,
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5 RIRN

AIZERNZ A TUEE Linux RIZIARESHNERESHN—ATIR, AXARNAREERERE
FERAXETARERAZHERRAMERT. ARG, AIUERRSHEERFMERS, UK
EMEE,
ERIRXERMHENEERRZGE, HiEETEnPRENREERAANLIERZR. AZER
NEBRBETT, ERUPHTENG, EXLETEENERZHESITRSR.
EFERARZIRN, BEEERS IERBUTENAZARIR, LEEARIREFE init A exit K, init
RE (U0 register_kprobe()) EEM—NHE MR, i exit EERATECH EAHXLE
Wl SEMREEX T ERRMENEIFL, UkEmPHENEERAN L EEZR, B—
RMEEMSEBCEEM—BIRN, "TLAERMEXE register <PROBE TYPE>probes() X
unregister <PROBE TYPE>probes() EK#%.
BEFER printk RIZFIERSARTRESER. printk E—1MWix=iE, HETHERE
B printf I8, BX printk BIFHER, BEEM Logging kernel messages (12 FEW1Z
SHE)  (https://www.win.tue.nl/~aeb/linux/lk/lk-2.html#ss2.8) 7, EFEERT, EALLED
1E systemd Hiclid (BEW (EiEiEm) ,%F 17E “journalctl: Eif systemd
&) BEXEHEHE, BXATXHNFEARGER, BERE 35 “OMMEERSHEX
% .

5.1 XFHIFREM
BT RIS L 50 SRR
* x 86
* AMD64/Intel 64
e Arm

* POWER

BITE TR RS L 50 7) SEREPAZ R
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° 1A64 (FXZFAES slotl fERERM)

* sparc64 (fEFRSEFEREIHERN)

5.2 WIZHRMAIRE

B=FWIZEN: Kprobe. Jprobe # Kretprobe, Kretprobe BRFRIEEEIE N, o] LA
F| Linux RAZHPErE = MRERIRNBRERE R, 1EEFBZR /usr/src/linux/samples/
kprobes/ (Ef4& kernel-source) .

5.2.1 Kprobe
Kprobe BIK{ANE] Linux RIZHRIERIES. £t Kprobe fa, ESEMRIMIESHE—ITFT
BN R, SRR RULMT R, B RFLERRIM, SASH Kprobe EERLELIE,

BARIT—IMEILERER, AERRITARERINES, &ERIT-1MELEER. MEE, THR
RfegamlREmiE<.

5.2.2 Jprobe

Jprobe Zifid Kprobe HHILHERN. TBRHIFANZIRIBHINOS, AFEREFIEEERMEIR L
NS, HABRERHENSHEYIRSREESTSFIRNEEER. B4R Jprobe, 5AMH
jprobe return() E#

fRFREA jprobe [&, RRFAER M, HEESEHEBER jprobe MIBEFFIFR. 2

&, EHNEERASMERNRBAFHERIMATHLIERR, &5, ZLOEEFEAR
jprobe return() K%K, HFTHIRIELIZHIRKEL,

—MRIBERT, ERIUE—TNREFBAZ MR, B2, Jprobe (NREMERE—1SEH,

5.2.3 R[N

R AR 28iE Kprobe SEiERY. A register kretprobe() R#AE, 2¥—1
kprobe MIMMEIFFIRMEENIND, RN, RIZIRMANGNG REFPIERNE AR B,
HREAAAREXMRERIERR, A, EFRCRERSLFTIRNBIR L,
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£AA register kretprobe() Zal, FEIKE— maxactive &%, ATFIEERILUE
BHRM Z DA RERSL B, MNRIGBEEX]D, BEITELERN,

5.3 Kprobe API

Kprobe M4wt2$% [ B AT EMABUHEMFTE B A AR R KRB ER AN IEAZ B B R 21 4H Ao
BXXERBRESHNERMRA, BENE55T "EZEE" FHERER.

register kprobe()
EEERMLE EEAN—D TR, sniZBT=BY, REM pre_handler Al
post handler,

register jprobe()
TEEE RV PR N — T = IZME U RN ER RV SE— MES Rt szl =
B, Rz TiEENRIERZR, ZAIEIZFISHTIRSIREEE N 5 NR EHEE.

register kretprobe()
NIEERREFEN—MRER, SFTRNRECREER, FEiTiEENLIERR, LK
HIERMINELRE 0, ERMELREH A SHEIRES .

unregister kprobe(). unregister jprobe(). unregister kretprobe()
AR, MR E R R A &R,

register kprobes(). register jprobes(). register kretprobes()
FEEERNEFIPRIENE MR,

unregister kprobes(). unregister jprobes(). unregister kretprobes()
EFEEMETIRRE MR,

disable kprobe(). disable jprobe(). disable kretprobe()

AR,

enable kprobe(). enable jprobe(). enable kretprobe()
HiYEAEZRARRN,
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5.4 debugfs &

TE&#THY Linux A%, Kprobe TEFAMZH debugfs 0, LixOARUSIHFRE E M
IR MH BT H I XFARRE R,

54.1 FIHEFMEIRZIFRN
FrE Hai 2 EAHRMRISIRAF /sys/kernel/debug/kprobes/list X,

saturn.example.com:~ # cat /sys/kernel/debug/kprobes/list
c015d71la k vfs read+0x0 [DISABLED]

c011a316 j do_ fork+0x0

c03dedc5 r tcp v4 rcv+0x0

FHFEENFARENRIRAZPRIMIE, F575EHRMAIEE: k R kprobe, j &
T jprobe, r RREIFRM. H=FHEEHRNNFGS. REMDERRZT. SEBIAIEYE
ERNPIREER. MRFRNVENZFBERAIEMMUE, R [GONE] 172, WNRFWEE
BY22FS, ¥§LL [DISABLED] #xig,.

542 =z=RER/FZRRAZEN

/sys/kernel/debug/kprobes/enabled X#&RR—MHX, IBEFEBEUNEGIEFTH
XA EEMBIRIZIRN, BEXFAXLERN, LEEFSITRRAN

root # echo "0" > /sys/kernel/debug/kprobes/enabled

(LA root B17) . ERXITAXLERN, TR

root # echo "1" > /sys/kernel/debug/kprobes/enabled

FAR, XASERVAPRES, MREMRUKENER, ERNE—Fh<TZE, &&R
F=BmEA, MeERF [DISABLED] K.
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55 BZER
AXPERNEAEE, WEEUTERR:

e /usr/src/linux/Documentation/kprobes.txt (& kenrel-source) A
RETEXAZRINEEAEE (BNEFEALE) o

e /usr/src/linux/samples/kprobes/ BR (@R kenrel-source) HigHT
FRE =X MBIRAE (UUAEXE Makefile) o

e (The Linux Kernel Module Programming Guide (http://tldp.org/LDP/lkmpg/2.6/
html/lkmpg.html) 2%  (Linux RIZIEREIZIERT) PIRMET B X Linux RIZAIEIRA]
printk RIZBIFEESRNER
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6 fEA Perf #{TETHE(TRYERE AL

Perf 2 — 1T ATF ARG IEE 4R MR TT (PMU) BURIERMETRRGEMH (Flaioiss
i®) WRE, EXFRICCERVEM. REREN G KVM EIXME Guest 131,
A LATER S RREFEMRIER. fli, REESEXEEHIES, HLERITHNEH

=8,
Perf HFER 2 £ERY -
o E/LE Linux RIZRIKEE, fAREEGELHIES,
o perf BRPTEIEARERF, FLEFERRZAIEHEEME D TUIREREEE,

6.1 ETHEHFHImN

TR RAERE T BEWERXNAREFHRAHIITRRANER, ATBIETFRENA
EM CPU S HIREUX (S R Perf SER T XXMM T
TEMANIERM S MEEEMETT (PMU), PMU BOIZITAITIEESYFER CPU MBX, fid, &
FERYE. FERITHSEMINEERYE CPU LA MR

817 PMU IREGE—HFFE . MaEEMAE (PMC) MM IEE (PMD), XK NEFEE
A, ERAPMC BAER, XEFFRATHFEERESMEE,

6.2 RAFHMITE
Perf 15 3 HIRHH:
o G SR BRERAL,

o BFEMIREF: —MAKCHRUINHEAN: S83XENSAMRINENREN, M
ER—MFEA

o BEFBIEIAIREE: —MAKBIINITHREN: BEXRIIRIERESR,

o BEFESHRE (IXRAMD64) : MERRIZIZATEEEIREINAES, HIXLER
LEMBERE. XFEAURIESEMES, AEEMERWHREREXEERNIES,
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6.3 &% Perf

Perf AIZIBEREERINNZT. BREBEAAFATRILARER, BRERHAE perf,

6.4 Perf F55d

ATWELEER, perf TEHEEZ N FHT. ANHRTRERANGFS,
EE—FaSHNFEMFEEEEL, 5ER perf help SUBCOMMAND 3% man
perf- SUBCOMMAND o

perf stat
Bii— 1R, HeIBZEFREEERNSIHER, perf stat AFXNEMHITE

perf record
Bi—1M2F, HEEEAMEITHSRERNIRSE. ZIREU perf.data EEFESHAE
R, perf record BTFXNEHEXRE,

perf report
R TR%&HIER perf record SIENRS.

perf annotate
ETREXGURERITRIEIRUERD, NRLETEXGS, WiEsZ2rRAE.

perf list
FltH Perf RTLAEAE SRTAZAZER CPU IREMVSEHEE, PIHRER T ISSEHLE — f)
W, BXEEEMSEM, 15ER perf list hw,
perf_event_open BIFMIURH T REEHEHIEENE, a0, E&EIX branch-
misses EFAIPEAE, 151¥ZE BRANCH MISSES (FEEHBEESR)

tux > man perf event open | grep -A5 BRANCH MISSES

SMENAREMTE. FEE, NEEASEAHRMHIFRGEGEMHHR, e
Perf BZBIRIREIRI, XL RN T/ TRZFFIER £ RN EEE MESEIMAIREA
E S
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HE0, 1 Intel bIEBE E, cpu-cycles BEHNNTFEGHEH
UNHALTED CORE CYCLES. f7E AMD &b3E23 £, MIXR/ FREM4EM4

CPU CLK UNHALTED,

Perf B FNERETFEHNRIRENG. EEHRXLEEHMNAE, 5EF CPU #
R (Architecture Software Developer's Manual) (IKREWHEGEFAARF
i) o 32677 “EZEE" PIRMET AMD64/Intel 64 L IRRZHIAE K AL EERE

perf top
ETRRENRSRED,

perf trace
tanMITHS strace K. FERALLFHRLAIUEERRNERNAIZSOHIZAIT T LRSS
WA, UAZEREIHZWETHEES,

6.5 FITRERENEH
BUSTREE (B0 perf List SRNEH) HAERY, HEA:

root # perf stat -e EVENT -a

BE—REG SMEENEMS, BYEXEFEHHES IR, fld, BSIt cpu-cycles M

instructions , F{EMH:

root # perf stat -e cpu-cycles,instructions -a

BEIERIE, B ctrl-c

BRI UG RN B ER ESEE RN A ERRER:
root # perf stat -e EVENT -a -- sleep TIME

I TINE B LU AT,

6.6 ERFETREMITHEMR

AEI M A NNITETHENLHEHRE:
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o BOEMARNGSRIRE, BER:
root # perf record COMMAND
ARERERABMHIZ, BHZH#RER, Perf RIEHAFLE,
o EREEITHRARNGTHAIEENRFNRS, FER:
root # perf record -a COMMAND
ARERERABM#HIZ, BRHZHRER, Perf RIEHARFLE,
o ZRIEBIBITHHIZRIRE, BER:
root # perf record -p PID
B PID BA#E ID, BELERIE, B arl-c,
WME, IFERUTHSEEREWREREIE (perf.data):

tux > perf report

X THA—MIBER R E. BREHER, B v . BB, B, o,
NRE AT ERERRE, B Perf B9 GTK+ 5!

tux > perf report --gtk

BiFEE, GTK+ RERINIEERAER,

6.7 BZER
AEURET EREMR, BXIFHEE, 1BSZLUTHE:

https://perf.wiki.kernel.org/index.php/Main_Page <
MEX0, KRR THEXER perf BIHIE,

http://www.brendangregg.com/perf.html
BEGFLEIT perf REARHMIEES T,
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http://web.eece.maine.edu/~vweaver/projects/perf_events/ 2
BEZIMABNIEEAT, TES Perf B9 Linux RIZRE R E APl #8%, B0, ke s
CPU &AM RMmIZIER.

https://www-ssl.intel.com/content/dam/www/public/us/en/documents/manuals/64-
ia-32-architectures-software-developer-vol-3b-part-2-manual.pdf 2
{Intel Architectures Software Developer's Manual, Volume 3B)  (Intel (AR &M% 14
HAEANRFME3IBH) o

https://support.amd.com/TechDocs/24593.pdf 2
{AMD Architecture Programmer's Manual, Volume 2) (AMD (AREMEFRFME 2
%) o

FTE “OProfile — RAKBEIR S HTEE
BRI E T REMMERER L,
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https://www-ssl.intel.com/content/dam/www/public/us/en/documents/manuals/64-ia-32-architectures-software-developer-vol-3b-part-2-manual.pdf
https://support.amd.com/TechDocs/24593.pdf

7 OProfile — &RSGSSEEIN S 128

OProfile EBFohSIEF DR EER. ERURAEEITREFIITHHIEERER.
AUEEXERER, AMNPREATE-TRURIET.

TR EMRFEAHERZFERRIEA OProfile, EERTERNZAT, BE, &
RENARRERN, S ERNNFHE, BERURTIERHMRERE,

7.1 BB

OProfile B—1TAR&IXEHIERF UAR— BT REHRIERTIFEF M. ©ERITSAESE LA
IR MBVEEMHERETTERE8. OProfile EBREFMENNE, BERZ. RIZIER. RIZPETLE
2. RaHEEMNEMNARER.

MV IR S SRR BB R I e TH IS I TIRE, IRIEFTARVALIESS, AIRESIRIITZ IR
2%, AUEAET NSRS MTRSHTHEEZ. SMITRSHE —MERBEREME,
)y, NEREARRIRERES.

EHITRAIED AR, BWEMBRER, FRFESHIUBREYE R D ERERZ M,

7.2 RERMEK

EFEF OProfile, 1AR% oprofile ¥, OProfile AI7E AMD64/Intel 64, IBM Z #l
POWER 4 #2288 EinfT,

NEBRENBXANBIEFLRE *-debuginfo RMEBEIFEER, MREEBIRENZ, ME
ZE debuginfo B,

7.3 TTHM OProfile SLHIEF

OProfile @& Z 1M LAER, BTREREHERERERNIE, UTIKEEBLETEARE
PERRIER .
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opannotate

WHHEHENRABEHIEFETIR (BEERERER) . AIREHERIRES

addr2line &5 A, LURBIIEEFEERSEXHMTT. BXFHMAEE, BES man
addr2line.,
operf

KREHRTH, flW, EHRERFLLS, opreport AJLULERIAMETFE CUR DIR/
oprofile data/samples/current HAIEIE,

ophelp
HI R A S H A B R AR,

opimport

R AR B S MIMNER — BRI AL O AR o

opreport
ETFREINHIRERRS.

7.4 {£H OProfile

£/ OProfile AILURE RN BT, REWIZES, ESH OProfile E7E &K
vmlinuz* Xff, £ --vmlinux EHHEEER vmlinuz* (BEAITF /boot

F) . NREFTERENZIER, OProfile BUAMESMITLIRIE, BF, BESHRIE http://
oprofile.sourceforge.net/doc/kernel-profiling.htmla,

NRAREFEEAFTEREANZ, RALLENZMER --no-vmlinux ETREMEEE.

741 SRS

BohTiFiEr. WEHIE. FIEFIPER, HeIENATER COMMAND BIiRE.
1. A root AR BMHITHINEHER

2. BHEREREXLZRTRE Linux Ri%:

a. oM Linux Btz BUITAUT &<, EA operf RBEAMERELERIRE:
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tux > cp /boot/vmlinux- uname -r".gz /tmp
tux > gunzip /tmp/vmlinux*.gz
tux > operf--vmlinux=/tmp/vmlinux* COMMAND

b. &%tk Linux W#%: FERUTHL:
root # operf --no-vmlinux COMMAND

BERHPEEWLRIUAR T MR, BEIMER --callgraph #ENHIRE
A DEPTH:

root # operf --no-vmlinux --callgraph
DEPTH COMMAND

3. operf BHEIES N CUR DIR/oprofile data/samples/current. operf @<
SR (HEH ceri-c Hib) 5, BIRIEA oreport HEE:

root # opreport
Overflow stats not available
CPU: CPU with timer interrupt, speed 0 MHz (estimated)
Profiling through timer interrupt
TIMER:O |
samples | % |

84877 98.3226 no-vmlinux

7142 FREEHGEE

EHEEN—RSEWT:
1. B%FHAEM CPU-CLK UNHALTED #1 INST RETIRED #EIEHUHI=
2. ERRENSFHERMI. BYHMM, BEMR< perf list,

MRIGEERBISENSEM, E5EH ophelp HSEENIBRTIZMATAEME (M Intel
Core i5 CPU £ BIRBlaiLE) -
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root # ophelp
oprofile: available events for CPU type "Intel Architectural Perfmon"

See Intel 64 and IA-32 Architectures Software Developer's Manual
Volume 3B (Document 253669) Chapter 18 for architectural perfmon events
This is a limited set of fallback events because oprofile does not know your CPU
CPU_CLK UNHALTED: (counter: all))
Clock cycles when not halted (min count: 6000)
INST RETIRED: (counter: all))
number of instructions retired (min count: 6000)
LLC MISSES: (counter: all))
Last level cache demand requests from this core that missed the LLC (min
count: 6000)
Unit masks (default 0x41)
0x41: No unit mask
LLC REFS: (counter: all))
Last level cache demand requests from this core (min count: 6000)
Unit masks (default 0x4f)
0x4f: No unit mask
BR MISS PRED RETIRED: (counter: all))
number of mispredicted branches retired (precise) (min count: 500)

EREI - -event IEEMEEITHEE M, ATUERAZMNED, WAMEEEHRIF (@l
ophelp X17§) FMER#E=H, Hlun:

root # operf --events CPU CLK UNHALTED:100000

& {FF CPU CLK UNHALTED i & FiE=X

RERRIFFRAEITEXNRSIEME, MKERSHRERAERILRTERRKA
BENTI, SEMUETAH. BYXREERMAERA OProfile IMAIMREEE, H&
A GR I E M MR FIURBERIR/ NRIER,
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7.5 SRS

EEMIRS ZHI, BHfR operf BfFELL, FBRIEEE[ER --session-dir I#tTHmHEB
%, BN operf SEHEEIES N CUR DIR /oprofile_data/samples/current, EmMRE TR
opreport 1 opannotate BIASTEIAIBEF IR,

TNMEREMNEDER opreport AJLURMTERE., AR AHRITXHEASE, WEN
KB FIHAHITXHRNRERE, MREZEDITLU C+ RENNHERER, BEA --demangle

smart &I,

opannotate A£MHIHESEREHOHE, SEEFERAUTEIIETIHS:

root # opannotate --source \

--base-dirs=BASEDIR \

--search-dirs=SEARCHDIR \

--output-dir=annotated/ \

/1lib/libfoo.so
ED - -base-dir & MMIAIREX SRS HNRFES 9RYIR. £ --search-dirs &
K2 HiE#RTXERZE, --search-dirs EMWE—MHATFEREXGHHNERES SR
Fo

Q iFE: FHSERAEDAIR

RFmiFRNL, REBAEIERIERERBDNMUE, 5F http://
oprofile.sourceforge.net/doc/debug-info.html 2 REEERILSE T EXMITANS
Yo

7.6 BZER
RGBT AR, AXRER, FEELTRE:

http://oprofile.sourceforge.net #
B E 01,

FH DT
B XA E T ERETRYFH 5,
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/usr/share/doc/packages/oprofile/oprofile.html
& OProfile Fft,

http://developer.intel.com/ 2
Intel RIRRBRVA RGNS E,
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8 —MWARHKRFEE

AR FRNEEN I ARIZEAIZN RIEFRIRAIER, TN —FIamIgE — M
BRENRS. IRBEDEXMXGRGENA NSRS B[EE, TEriRSHIER
B UKRZHGITESHN AN E SRR,

8.1 MyI&RE

BOMNNLZEATRARTESRBENERNBNRERS. 7 ERBARKRTEIUTE
RENE, ATRINHAEERSHAUTRERENZ ZZESBER ML, BXFAER,

=z [13

1E80 (Deployment Guide) ,55 4 & “Installation steps” , 5 4.14 %5 “Installation
settings” o

8.11 &KX

RIERS BN AREFEEMEGHR, PEXALRAESTMITENNEE (FIRMIEER
N o ZFMAIENNAARKELFLFERAEOXSR, RAKEL T AFMEITISTE
Eo BZ, TN ERE=ERRTM. ERAIIMEFRAN, XEMNFER,

o BRREE FInKBR LA ATE, RAEHEERNT A RMREERE
o g0, EIEE LT TVRREIGEITHIRERA S N8 52 82 RN EREEE |

o NRERG. BUEN BEXHERAFRHEE

o RFERFARSSERAVRALAL B RIME RIRAIHEE

* BERSB[HAF BREFRNHEZE DA

8.1.2 %ETH

BARECEFCZEHERZ T ENMEE, EIAEERRAHECEEZE AN, BINLER
RIBTIRSHBAFNRVENRGE, Ea8RVERGTENRAERZ4ER, BEERERE
WELD, I, ERRECEEARERRINAZ BB ENRS.
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SUSE Linux Enterprise Desktop BIILIETE “REHE” BERE LEEXRESTEE,. RIAMERT,
eI LUEER R ARG EESHIREE, BHaIlSsh YaST MU EESBUETRGEHITH
HiEE,

R—EFERRBFRZUT —IEHZS M EIMER

GNOME £mEIFiR
RSBV FERENEEIFR. IRFEZEFINE, RASFTLENBRSGR (Fl
lceWM) EE R,

XBAORS
MRRBIHITEERSBRENARER, BNAFAERENREN, BFFE, NziEit
BHIETT GUI NREFEEAZIER. NREHNNAEFEES GUI BB, HELER
4% GUI FRZSHY YaST, iBRE IR,

FTENARSS 2%
REEEMITBENITENE, A RELHET

8.1.3 FAUABTE

51T X Window RARBEHRAERR, ERSB[LVVFEE, BIURINFEEN multi-
user.target FRHNZRES. EIelLURiZBEsER N BERF.

8.2 ZHAARMERIIRS

RINLZREZBHE MRS (BMEMLECEME) . BFSMRSAZEERR, FHLEINE
BAREEMIRS. 51T YaST » 74 > kS B2 KBRS BRI,

NRIEERERARZASE YaST, AR ETIRER RS TIRFITHIF. AL ER LIRS
AIETEIETTARS B, FREM/(F LIRMEREITHRIENRS . EXAZRAZRS, 15
FAf= F /2 Fa¥asHo

LU TFFIERER T E% % SUSE Linux Enterprise Desktop [RERIAB SRS . KMEEEEMLELA
%, SAEEREMAN:

alsasound

ZEH Linux BRAEE RS,
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auditd
Audit RZEITIFIER (BT, 1580 (L2f5aisrm) ) » MNRERER Audit,
AR,

bluez-coldplug
SO IBIE FREHRIPERERLHEN

cups
FTEDMSFIPIER

java.binfmt_misc
BHA *.class & *.jar Java iZ2FMH1T.

nfs
N\ NFS BYFrEfIAR S

smbfs
M Windows* fR55283= N\ SMB/CIFS X4+ A ZBYFrEMARSS

splash / splash_early
ERohE BRI FES,

8.3 XHRLMEEIAI]

R ENASTEERIENAN, RLIEESHRT. FRAKESEIEAHNXARS
B FRA MR, ERFHRENEIEIEEHTZR /0 AR AILUE—F INER S,

83.1 MR

SUSE Linux Enterprise Desktop FEMi T Z N4 &RSE, €45 Btrfs. Ext4. Ext3. Ext2. #l
XFSo BIXHAFZHEZBNMSMERR.
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8.3.1.1 NFS

http://nfs.sourceforge.net/nfs-howto/ 7 £ NFS 12{EFeRPIFMNE T NFS (AR 3) %
5. EANNFS HEREHIWHE —TURIERFERENIEN wsize f rsize FiEEHRK
IMENE 327686

8.3.2 BIE(EFTRAR

XERFAPHENINXGNERE = RBENNE: EREESUaIetiEl (FRAipaledE) |
ERIER M ERRETE] (FRAECLETE]) , UKk ERERX 4 EdErIetiEal (FRigsEcind
E]) o ILIARIBEAARRIERMATERANMREFH, RAgR#TRIFHME=E—
BNEE. Alt, RABRT, REEHFIXHiEEEE —XHERFHEHRTEIHE
ERETIEIRY, BN HRGA KBHIFIAETE, tEIhEEFRAEX A BT (E], IFRZAYEENIE
relatime, ERILAER noatime RNEDSER A AR EIERH, BEERENHERFH
LA ERAXMER. XMHIRS2EM Web RS BHAMBEFEHELLFM. WMRBIABXT RS
BB EREAES TN AIER, BEA strictatime FENEDL,

RLVHRSG (5190 Extd) EZFHRENBEEH. £/ lazytime ENETSALLINEES,
FIENENESERAETERARYE, BFRRSENE#E, REEWL fsync F sync RAAR
B BFEMERE (FIX4RNEHR) MEAXEHESN. HREEE 24 /N, HERE
MAEHZFHEEENXHEEN, FREXME,

BEMXHRAERNENIED, 5EERE /etc/fstab, HEEBET YaST #XEFIE
AN XBSER Fstab I 3 iEHE,

8.3.3 {£H ionice fEEMEIFIRIL AR

ionice SLRILEIEE R NHBNEEIAIEM TR, X, BETLUSBRIRR 1/0 k%D

FRLa MBI AR AV ER B X RE S 8 #TE, HI&HFl. ionice FA[iLIIESEHE

B9 1/0 L5k, WHARLILHTZIGLRREMIIBNILINMER, FERALIIRENEEIENE, METANR
EREFEENEEFT, UWEREHBINAIZHES EEIKAEEFRSE, FEit, /0 RERLE
BEREATXES NIEME, BiEEE, 2E blk-mql/0 B&RZ8I BFQ I/0 AERRFAEST 1/0

MM ARIGE (FEBNE 1227 “FA blkemql/0 BEMETA /0 BFEEEX" ) o EALIg
BUT=RAEZE:
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=i
REKBEEMARIBKREE 1/0 B, FREERNIEELFRIHIZR TR PR,

RAmmA
RIBFKEFTE /0 AR EHZE S ERNEINEES. BJEM 0 F 7 BSERR (0
ERELRE) BREILEFIMRER. NFUBEENRNITMA (best-effort) L7 RIZITH
BFHBREAAIRHRS. RERNZRESZBERERNSALIER T (best-effort) £
FRIRLIER — BXRAT, BS W ionice(l) FMI.

i
YR B S RIS TR B IIAR. AIZEM 0 3 7 MSEEN (0 RESHE
1B) MR R. BEMLE, ENTHES SBE MR AR AR,

BXELZHATMATINGEE, SN lonice(l) FMl. MREFEEAFEMtizHIE
NARFRIAN®S, BERAE 05 "WiZiEHA” RFrRBIRZERIA,
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O MzizHlA

NizIEHI4E ( “cgroup” ) @—MWNIZINEE, PIRTHEIRMEGHENEFS KSR
o ERELARIRIIRGG LR LR AR,

9.1 #ir

AENHENFIER—NEIE cgroup. cgroup EERRFPREMDIRFETH. ERH 3B
RN BERNREMPNER D ZIGERIRRS, F190 CPU. ATF. HE 1/0 I HEE
%=,

£ SUSE Linux Enterprise Desktop £, systemd f#H cgroup U4 (systemd #Rz 71
F) RALRFREHE, systemd FiRE— N ARERAFIRE cgroup B

< systemd-cgls BRERFPIRE,

EEURMHTR. BXEZAT, BERATILBSEER,

9.2 HIRFRIT
LU BB HERETE AR cgroup FRIXENE cgroup BIRERFEFE o
SITHEMERR), BFEHIEANS, SFMEMRNEMBURTIERE, EFR, X— 1 8T

BRI ANEREGEER—IRPNAEET. RURNAMERXTA, UNEEEESEX
ERUIF PR ETTERSIT. ALk, FitasHRIHETF— 18T,

AJLAEREW MemoryAccounting= 5SS AB N RITIRERIT, HEE /etc/systemd/
system.conf #fEMA DefaultMemoryAccounting= 8$HNFIE BT RBIEESIT. X
AIAIESMIERYIR, E2M systemd. resource-control (5).
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9.3 RBERIRRH!

Q irE: XM
FAR, RFRERERABURTIEAFRBMITIME (5180, B/ EIEEERIAIN.
KRARFRIRETH. TERE) . i, NRMELRETK, BiNE (B REEHN
PR,

BILUER systemctl set-property &5<1i&8E cgroup BIRRE, EER:

root # systemctl set-property [--runtime] NAME PROPERTY1=VALUE [PROPERTY2=VALUE]

(1) A - -runtime &L, MRFEAMED, T—XRE5ISEERENRFIFZRE,
B NAME B systemd AR A, SEE. BEF. ENBREN, BREEERAUT

—Iqgy 2.

CPUQuota= PERCENTAGE
¥ CPU BYElEIRSG #HIZ2, HERER % (FAEENEDtt. WEMES
CPUAccounting=yes,

i

root # systemctl set-property user.slice CPUQuota=50%

MemoryLow= BYTES
HIEPET L RFIRBAFEAEW M ER MR, 7 BYTES FRBESZ K. M. G
To LEEMRES MemoryAccounting=yes,

il

root # systemctl set-property nginx.service MemorylLow=512M
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Q EE: S—IHIARRLEN
REFERTHZ—ITHARRERNLIREA R, HE2HA MemoryLimit=, B
BRS—IEHRIARE RGN, B systemd.unified cgroup hierarchy=1 {E
ARZELITSEENME] GRUB 2 5|SMEIEF. BXAECE GRUB 2 NELSHT,

BB (BEER) ,$14E “SISMEEF GRUB2” ,

MemoryHigh= BYTES
MREABLHIRFINEZAE, BEDNHESHIENNF. 7 BYTES EHREES
K. M. GE{ T, IlL/EMEEE MemoryAccounting=yes . f5I40:

root # systemctl set-property nginx.service MemoryHigh=2G

Q EE: S—IHIARRLEN
REERT R ITHIABRREMNIIGEA TR, HREMA MemoryLimit=. &
BRSG—EHIBARREN, 5% systemd.unified cgroup hierarchy=1 £
HRIZERLITEEENMEI GRUB 2 5| S1#HEF. BXEE GRUB2 NELZAT,
BB (EEER) ,$ 14E “SISMEIEF GRUB2”

MemoryMax= BYTES
REBARNEFENRARS. NRERNNFEBHATE, X IE#HE, 5 BYTES #H
BE& K. M. G T, LbEMFEE MemoryAccounting=yes.
5

root # systemctl set-property nginx.service MemoryMax=4G

DeviceAllow=
A read (r). write (w) 1 mknod (m) IHRIPR, fFLESIKET RIRBERT, UKRUT
AR ro w3 mFIR,
aNIK

root # systemctl set-property system.slice DeviceAllow="/dev/sdbl r"
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DevicePolicy= [auto|closed|strict]
REBA strict BY, {XA¥FIAIR DeviceAllow HFrFIAIRE., closed E9MAIFIA
BtRENRIEE, 8% /dev/null. /dev/zero. /dev/full. /dev/random #1
/dev/urandom. #13R DeviceAllow FREXFENFNM, auto RIFARIFAHEIL

&o auto BFRINIRE,

EXEZATNZEREEYIER, 15280 man systemd.resource-control,

9.4 f{#EF TasksMax Bf bR Vs

systemd 228 Mi+H{E S 512 B9 DefaultTasksMax PR, EMEMARLETTEI—XIECIZERMH
TEE LR 512 1, [HRRZBRRIARS, LPRFIRY B NEEI R LERITRH#HZ IS SRR
o, HEREAENZEMSRAARFER, URER2%.

BIERR2AN, B—EBAMEHTEERTHRAERS. LHZEH CPU Ml RAM FHEMZEFRZ
FREIET, 512 [RENEERAB/N, TERLERIENHESHARRR, MO TLIEAELEN
HIE (BIENEGERE) s, ZEXFBKR, 7 systemd 234 #, FKIAMEEENRHN 15%, BP
PRI 4915 MES (B9 32768 FIARIZIRHIEY 15%; iEZS M cat /proc/sys/kernel/
pid_max) . WENAMEBLRIHRmFE, AIEEREXHFPENR. mENFIAMEIZRE /etc/
systemd/system.conf A, EAILUREILLXHUBZRINME, RIERETEANEDFNSA
HithF %,

9.4.1 TEHIHaIAEIA TasksMax B

SUSE Linux Enterprise Desktop ffi T TN EEXEER T EER AR THNAR F Y L
INME, HEHEEIKEN infinity, /usr/lib/systemd/system.conf.d/20-suse-
defaults.conf & T@E/L{T:

[Manager]
DefaultTasksMax=infinity

/usr/lib/systemd/system/user-.slice.d/20-suse-defaults.conf B&T@E/L

17!
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[Slice]
TasksMax=infinity

infinity #&ERE. HAABR—EBESRIIAE, EKE—EREIATEBEITHILXE
HIZFEARLR T

90.4.2 ZEZEDefaultTasksMax B

B EFBEXH /etc/systemd/system.conf.d/90-system-tasksmax.conf &

M£fE DefaultTasksMax B, HEANTE/ITUBAENRABTIRERINBIAES LIRS
(256 1) :

[Manager]
DefaultTasksMax=256

BHINRE, AERWMSBEREEEX:

tux > sudo systemctl daemon-reload

tux > systemctl show --property DefaultTasksMax
DefaultTasksMax=256

BIECHNZEZRARIRIAE, ATRESFSETENRS LIREESHRS. RFERT
MariaDB, B4R ELFHENE:

tux > systemctl status mariadb.service
® mariadb.service - MariaDB database server

Loaded: loaded (/usr/lib/systemd/system/mariadb.service; disabled; vendor
preset>

Active: active (running) since Tue 2020-05-26 14:15:03 PDT; 27min ago
Docs: man:mysqld(8)
https://mariadb.com/kb/en/library/systemd/
Main PID: 11845 (mysqld)
Status: "Taking your SQL requests now..."
Tasks: 30 (limit: 256)
CGroup: /system.slice/mariadb.service
L-11845 /usr/sbin/mysqld --defaults-file=/etc/my.cnf --user=mysql
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Tasks 72/~ MariaDB A& a1H 30 MESIEEIETT, MEAIALRA 256, XX FHIREMS H
REW, LATRFIERINMERE MariaDB FIRRHITEESE 8192, A systemctl edit €lIiEH
NBEXMH, AERNHE:

tux > sudo systemctl edit mariadb.service

[Service]
TasksMax=8192

tux > systemctl status mariadb.service
@ mariadb.service - MariaDB database server
Loaded: loaded (/usr/lib/systemd/system/mariadb.service; disabled; vendor
preset: disab>
Drop-In: /etc/systemd/system/mariadb.service.d
Loverride.conf
Active: active (running) since Tue 2020-06-02 17:57:48 PDT; 7min ago
Docs: man:mysqld(8)
https://mariadb.com/kb/en/library/systemd/
Process: 3446 ExecStartPre=/usr/lib/mysql/mysql-systemd-helper upgrade
(code=exited, sta>
Process: 3440 ExecStartPre=/usr/lib/mysql/mysql-systemd-helper install
(code=exited, sta>
Main PID: 3452 (mysqld)
Status: "Taking your SQL requests now..."
Tasks: 30 (limit: 8192)
CGroup: /system.slice/mariadb.service
L-3452 /usr/sbin/mysqld --defaults-file=/etc/my.cnf --user=mysql

systemctl edit SIEBEEXH /etc/systemd/system/mariadb.service.d/
override.conf, HPNOEERENHAINERTXHFNENR, EFR—ELTE 8192, BN
ZREEETEREBIRS,
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9.4.3 SFtXAFBIERIA TasksMax PR

X AFNRIARSINARES, RABFKEREESZHNRR, BISIEHXE (Fli /etc/
systemd/system/user-.slice.d/user-taskmask.conf) , XA IEEEESHIE
IMB. TS EREIAMES 16284:

[Slice]
TasksMax=16284

REEFEER systemd UEHIE, HKRWOENX:

tux > sudo systemctl daemon-reload

tux > systemctl show --property TasksMax user-.slice
TasksMax=16284

tux > systemctl show --property TasksMax user-1000.slice
TasksMax=16284

NEFEEFRAMLE? RIBENITEAS. RARFNEMZRREEMNE, R TasksMax
BN, BRBIENLHRE (FZFEENAERA)  DECIERTFRIEREZENGE, U
RERIR: REOER “fork” KK, FHRAD 11 “BREANAAIR" FHIRHES.

BXTE systemd FEERARFENIFHAES, SN systemd. resource-control (5),

0.5 fERLLAHINERBRIEH] /0

ATBUEER Linux RAZAVER 1/0 1=HIZSRIETE 1/0 #BIERIR TR, cgroup blkio FHRYEr]
LUEFIFN ST RIEE L 1/0 B9ifiRl, B4 cgroup FRASEIPRESITR L cgroup I 4
A5 (WMMABXERS) AR ERT.

ATTHIRGIEER, BESANER—LAXX A NmEEBREIARSEHET, URMEFR—LLH
HFIEEVEINRIEEBIRIHE X /0 R1ENER. THIRH I cgroup-vl # cgroup-v2 & HHY,
TRE—NURXER, 8RNI XH2FATNLEENENENIEE. FRH yes el LUR
ROVEFMEFZARIIAXEIMIAX . UTREIGSEIET —MILER, AREHEHTIER
TR 537 MB R/NAIXCAS {4

hostl:~ # mkdir /io-cgroup
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hostl:~ # cd /io-cgroup
hostl:~ # yes this is a test file | head -c 537MB > filel.txt
hostl:~ # yes this is a test file | head -c 537MB > file2.txt

BIstT0l, A= e R, MMINERATIREESRHE, —MINTRTIEITIES /0 WY
B, ERfPEMREE T HLRT, MERERRR—RIEHIZER /0,

9.5.1 M cgroup-vl

fEF LU LGN E SRR S BT A MREN S #HAZ IR T LA R — R R E MIREN s HIZE = RY |/
O 1L ko

* blkio.weight ({X7f4.20 RARUTEHABIRRENAZTEIA, €A CFQI/0
2R AT LAfER)

* blkio.bfq.weight (1£5.0 XE=RAEEA blk-mq BIRZFEIA, /A BFQI/0
TREREFE LUER)

BTN, BER file2. txt BITEMRIEHE (ROIFZMEA SSDIREY) , EFRE
HIE 1/0:

[io-controller] hostl:/io-cgroup # sync; echo 3 > /proc/sys/vm/drop_caches
[io-controller] hostl:/io-cgroup # echo $$; dd if=file2.txt of=/dev/null bs=4k
count=131072

5251

13107240 records in

131072+0 records out

536870912 bytes (537 MB, 512 MiB) copied, 1.33049 s, 404 MB/s

0, BT —TME—EERRNEaHE:

[readerl] hostl:/io-cgroup # sync; echo 3 > /proc/sys/vm/drop caches
[readerl] hostl:/io-cgroup # echo $$; dd if=filel.txt of=/dev/null bs=4k

5220

[reader2] hostl:/io-cgroup # echo $$; dd if=file2.txt of=/dev/null bs=4k
count=131072
5251
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131072+0 records in
131072+0 records out
536870912 bytes (537 MB, 512 MiB) copied, 2.61592 s, 205 MB/s

FNHEBRE—FHNELERNITI/0 2E, IETER, IREMRMTHLE (8N EE—) , KR
BEERAT BFQ, F4 reader2 8B RRIMIINE:

[io-controller] hostl:/io-cgroup # cd /sys/fs/cgroup/blkio/
[io-controller] hostl:/sys/fs/cgroup/blkio/ # mkdir readerl
[io-controller] hostl:/sys/fs/cgroup/blkio/ # mkdir reader2

[io-controller] hostl:/sys/fs/cgroup/blkio/ # echo 5220 > readerl/cgroup.procs
[io-controller] hostl:/sys/fs/cgroup/blkio/ # echo 5251 > reader2/cgroup.procs
[io-controller] hostl:/sys/fs/cgroup/blkio/ # cat /sys/block/sda/queue/scheduler
mg-deadline kyber [bfq] none

[io-controller] hostl:/sys/fs/cgroup/blkio/ # cat readerl/blkio.bfqg.weight

100

[io-controller] hostl:/sys/fs/cgroup/blkio/ # echo 200 > reader2/
blkio.bfq.weight

[io-controller] hostl:/sys/fs/cgroup/blkio/ # cat reader2/blkio.bfqg.weight

200
ERXLIGE H readerl EEEBTHIERT, reader2 NXBLL I EESNEHLE:

[readerl] hostl:/io-cgroup # sync; echo 3 > /proc/sys/vm/drop caches
[readerl] hostl:/io-cgroup # echo $$; dd if=filel.txt of=/dev/null bs=4k
5220

[reader2] hostl:/io-cgroup # echo $$; dd if=file2.txt of=/dev/null bs=4k
count=131072

5251

131072+0 records in

13107240 records out

536870912 bytes (537 MB, 512 MiB) copied, 2.06604 s, 260 MB/s

EEBINERVIR S 1T reader2 IFEMEENM, W, BRABENERS—E:

[io-controller] hostl:/sys/fs/cgroup/blkio/ # cat readerl/blkio.bfq.weight
100

[io-controller] hostl:/sys/fs/cgroup/blkio/ # echo 400 > reader2/
blkio.bfq.weight
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[io-controller] hostl:/sys/fs/cgroup/blkio/ # cat reader2/blkio.bfq.weight
400

XS reader2 WEMEB—RIEM:

[readerl] hostl:/io-cgroup # sync; echo 3 > /proc/sys/vm/drop_caches
[readerl] hostl:/io-cgroup # echo $$; dd if=filel.txt of=/dev/null bs=4k
5220

[reader2] hostl:/io-cgroup # echo $$; dd if=file2.txt of=/dev/null bs=4k
count=131072

5251

13107240 records in

131072+0 records out

536870912 bytes (537 MB, 512 MiB) copied, 1.69026 s, 318 MB/s

9.5.2 {#H cgroup-v2

B, BRAEFAFMRIEEENMRIFE,
SRS, 1&1FEHM cgroup-vl BIERHE, HRIR 10 IS FIEEIRS. Ailt, BEARNIZESER
cgroup no vl=blkio #7515, RLEEFEMA T LLEHFHH 10 1£H28 (cgroup-v2) BIF:

[io-controller] hostl:/io-cgroup # cat /proc/cmdline
BOOT IMAGE=... cgroup no vl=blkio ...
[io-controller] hostl:/io-cgroup # cat /sys/fs/cgroup/unified/cgroup.controllers

io
ETREH 0 £H88:

[io-controller] hostl:/io-cgroup # cd /sys/fs/cgroup/unified/
[io-controller] hostl:/sys/fs/cgroup/unified # echo '+io' >
cgroup.subtree control

[io-controller] hostl:/sys/fs/cgroup/unified # cat cgroup.subtree control

io

MEBTREMNRLZE, 5 cgroup-vl WEEEM. iEFRIBPERGFEER. £ file2.txt
BITREAMEENZSHE (REIPMEA SSD iEEY) , [BEREHEIE1/0:
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[io-controller] hostl:/sys/fs/cgroup/unified # cd -

[io-controller] hostl:/io-cgroup # sync; echo 3 > /proc/sys/vm/drop_caches
[io-controller] hostl:/io-cgroup # echo $$; dd if=file2.txt of=/dev/null bs=4k

count=131072
5633
[...]

BT TMNE—HEERNEaHE, HEIEEHEE:

[readerl] hostl:/io-cgroup # sync; echo 3 > /proc/sys/vm/drop caches
[readerl] hostl:/io-cgroup # echo $$; dd if=filel.txt of=/dev/null bs=4k

5633
loaal

[reader2] hostl:/io-cgroup # echo $$; dd if=file2.txt of=/dev/null bs=4k

count=131072
5703
[...]

BPIHIERE—FMBELERNIT /0 ##F. REMMZHIAH (BT#HE—) , REBFQE

BRENIAEIRER, A reader2 B ARRBINE:

[io-controller]
[io-controller]
[io-controller]
[io-controller]
[io-controller]
[io-controller]
scheduler

hostl:/io-cgroup # cd -

hostl:/sys/fs/cgroup/unified
hostl:/sys/fs/cgroup/unified
hostl:/sys/fs/cgroup/unified
hostl:/sys/fs/cgroup/unified
hostl:/sys/fs/cgroup/unified

mg-deadline kyber [bfq] none

[io-controller]
default 100
[io-controller]
[io-controller]
default 200

ERMMLENRAELE, reader2 N2 REMTEIE,

hostl:/sys/fs/cgroup/unified

hostl:/sys/fs/cgroup/unified
hostl:/sys/fs/cgroup/unified

mkdir readerl

mkdir reader?2

echo 5633 > readerl/cgroup.procs
echo 5703 > reader2/cgroup.procs
cat /sys/block/sda/queue/

cat readerl/io.bfq.weight

echo 200 > reader2/io.bfq.weight
cat reader2/io.bfqg.weight

[readerl] hostl:/io-cgroup # sync; echo 3 > /proc/sys/vm/drop caches
[readerl] hostl:/io-cgroup # echo $$; dd if=filel of=/dev/null bs=4k
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5633

[...]

[reader2] hostl:/io-cgroup # echo $$; dd if=file2 of=/dev/null bs=4k
count=131072

5703

[...]
ZIEBRKE reader2 FINERE—E, ARNRTLE:

[reader2] hostl:/io-cgroup # echo 400 > readerl/blkio.bfq.weight
[reader2] hostl:/io-cgroup # cat reader2/blkio.bfq.weight

400

[readerl] hostl:/io-cgroup # sync; echo 3 > /proc/sys/vm/drop caches
[readerl] hostl:/io-cgroup # echo $$; dd if=filel.txt of=/dev/null bs=4k
[...]

[reader2] hostl:/io-cgroup # echo $$; dd if=file2.txt of=/dev/null bs=4k
count=131072

[...]

0.6 BEZER

o A (B4E kernel-source) : /usr/src/linux/Documentation/
admin-guide/cgroup-vl BB, KX /usr/src/linux/

Documentation/admin-guide/cgroup-v2.rst,

e https://lwn.net/Articles/604609/ # — Brown, Neil: Control Groups Series (3THlH%
5, XfF 2014 %, 57 1ME9) -

e https://lwn.net/Articles/243795/ # — Corbet, Jonathan: Controlling memory use in
containers (ITHIRBIPHAFFER, £fHTF 2007 F) .

==

e https://lwn.net/Articles/236038/ # — Corbet, Jonathan: Process containers (HIEE
2%, &f|TF 2007 &F)
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10 BHmpFEEFIE—EUERFIAIR (NUMA)

FEZ CPUNKERNEN, HEHSE-EYIERE, E485H, EERRTIRE
CPU 5RFZEIREBNFHERR. IF—EIERTF1AIR (NUMA) EE T BRI RS
SINB—TE REMIEL

IREFFEZ IR, 8T THREAME CPUNRENTFE. HREAFIERE
FHAFHEXNT CPUMMIERE, TEAHAMERREUATIARERE (UTFHRITLEN
CPU #sit) MWNAREFLZIZE. BiiFE NUMA AJ UIRR R EUET S R FihIR% 3
120 CPU AR AE T Ro £ NUMA MRS, XAJgesRieier1tae (BABT
ERETE) o

10.1 SChf
BohFE NUMA BE = MNEER P BN :

1. FEHAMEFEHRAMESHIE otut=E], HARCARTE, UE F—XiheEErR RIS
ARTEIRo

2. T=RipREIEZSENUMA giEIR. EFIER, AR EETZE5hRRFIE
SHEXBRNAET Ro

3. EREMES. RESERR CPU LIRZESHRNREFREE &L, AERFIRKHE
HHENES D EI—4H,

HIEBUHMRS TR B~ EFH, B2, —RIERT, 1iR5 CPU XEXHHIENLES
ORI 3Ho

10.2 BcE&

E—ERETEA, FBSEE—EBIEHIE NUMA BEH ENTEAZENEINSR. Alt, sTLUER
numactl. taskset T cpusets KEARFHRE., NUMA BRI BIERF ] LUERYF AP,
MRELIEFASRE, NWNZASTE NUMA, EALEEIRGRME A EHT T,
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numactl --hardware B¥ERTENNAGFLRE, UMTBEVEEZF NUMA, TEEE—
& 4 T RiIrEN EiETizem S ERE .

tux > numactl --hardware

available: 4 nodes (0-3)

node O cpus: 0 4 8 12 16 20 24 28 32 36 40 44
node size: 16068 MB

free: 15909 MB

cpus: 159 13 17 21 25 29 33 37 41 45
size: 16157 MB

node 1 free: 15948 MB

0
node 0
1
1
1
node 2 cpus: 2 6 10 14 18 22 26 30 34 38 42 46
2
2
3
3
3

node
node

node 2 size: 16157 MB
node free: 15981 MB
node cpus: 3 7 11 15 19 23 27 31 35 39 43 47
node 3 size: 16157 MB

free: 16028 MB

node distances:

nodke 0 1 2 3
0: 10 20 20 20
1: 20 10 20 20
2: 20 20 10 20
3: 20 20 20 10

node

BILUEEE 1 3 0 B /proc/sys/kernel/numa balancing, Z5/AHFI=IE
BREZRETE NUMA TheE. EXABHANZRLLINEE, 1BERRKIESITIED
numa_balancing=[enable|disable],

MREBAETE NUMA, Nl UREEASHEERITH. ESABERUEEMTE
NUMA 15 BRI E SR B PR AV BT a] Z [Bl# 1 T,

numa balancing scan delay ms
FEREBUEZ BIEAZUIUEFERY CPU BYa], X AT LARS LT # 2 EF R BOE M~ £ o

numa_balancing scan period min ms #

numa balancing scan period max ms
EHEIBESHURNME, RIBEIRFTENAE, FEMEERIGRIR. XEGERT
Hl iR/ M RAREINE,
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numa balancing scan size mb

I S ES R A T AR S 2 AL = EIK /)

10.3 it

REENESERESRIKI TN, HEERMERBFE NUMA NER T NZEHEE,
BUMER M, A UERRE TERENAMMTERESR (AR CPU ZHREXFMIEM) . oL@
& /proc/vmstat A TSEUE I E T % NUMA JELf:

numa pte updates
Frig NUMA AR L sEIRBVE TIRVERE.

numa huge pte updates
#ri2 NUMA il {Ls5iRAOIBEAATIRIE E, 5 numa pte updates &&&FEHEAIUTE
FRICRYHIAE =S (Rl S KN,
numa_hint faults
IER BRI NUMA BIAECEIRE.
numa_hint faults local
BRAHT R EHIAIBIR IR, S5 numa_hint faults &&EMERATTLUTEAHE
REIMRRIRFI OB DL, MRAMPIRILEIR SRS, RRTEMHERERS,
numa_pages migrated
BREZLVIHTFUEREMEEE. BFIBE2—TNETIRME, BT F& NUMAFr
FEFHNRA—EB.

10.4 =20

THEHER 7 ERTAFERIEHITERSHIANER T, £—8181T SpecJBB 2005 HFERAEA
JUM HIRY 4 F5 52 NUMA i8N LSRR ERENIREG. E5FE, I8 TEMHERNF
MEAHERE, HEIRAETF SUSE Linux Enterprise Desktop 12 Fi4&1ThRo

Balancing disabled Balancing enabled
TPut 1 26629.00 ( 0.00%) 26507.00 ( -0.46%)
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TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut

118

55841.
86078.
116764.
143916.
166854 .
195992.
222045.
248872.
270934,
297217.
311021.
324145.
345973,
354199.
378016.
392553.
396630.
399114.
413907.
413173.
420256.
425581.
429052.
426127.
422428.
424378.
419338.
403347.
408681.
406496.
404931.
397353.
382271.
388965.
374702.
367578.
367121.
355956.

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

© ©O © O ©O O ©O O O O O O O O OO O O OO O O O O OO O OO O o O o o o o o o

53592.

86443.
113272.
141581.
166706.
192481.
227143.
250123.
279314.
301878.
326048.
346855.
378741.
394268.
426782.
437772.
456715.
484020.
493618.
510386.
521016.
536214.
532469.
526548.
531994.
488340.
543016.
529178.
510621.
499781.
502313.
522418.
491989.
493012.
502677.
500588.
496977.
489430.

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

11.
12.
11.
15.
21.
19.
28,
23.
26.
24.
28,
25,
15.
29.
31.
24,
22.
24.
31.
28.
26.
34.
36.
35.
37.

© N b P W O
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TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut

40
41
42
43
44
45
46
47
48

350855.
345001.
336177.
329169.
329475,
323845.
323878.
310524.
311843.

Expctd Warehouse

Expctd Peak Bops

Actual Warehouse

Actual Peak Bops

SpecJBB Bops
SpecJBB Bops/JVM

00
00
00
00
00
00
00
00
00

—~ e~ M~~~ o~~~ —~

o ©O O ©O © © o o o
(o)
(<]
o°

487802.
468021.
462260.
467906.
470784.
450739.
435457.
403914.
459017.

00
00
00
00
00
00
00
00
00

Balancing Disabled

48.
310524.
25,
429052.
6364 .
6364 .

00
00
00
00
00
00

(
(
(
(
(
(

0.00

© © © o o

00
00
.00
00
00

(e)
%)

%

o°® o°

o°

o
“©

)
)
)
)
)

~ e~ M~~~ o~~~ o~

39.
35,
37.
42.
42.
39,
34.
30.
47.

Balancing
48.
403914.
29.
543016.
9368.
9368.

00
00
00
00
00
00

(
(
(
(
(
(

Enabled

0.00%)
30.07%)
16.00%)
26.56%)
47.20%)
47.20%)

BEShES NUMA BT TEREAE, BI7E NUMA it BN ESSREMRE, NERaTaE, i
MBNUESAHAMALEAS, UEEEIMTEREESX, B2, FMEEMERT, B
I NUMA RZB] IR FH 4 BE.
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11 HBREE

HREESERVEFRNERRFIZITHE, FNERGEERZRIFEN S
ERAYKT, R, BREBRETNRERSGRKIREEFERSTRETZ E#HITF
., AERSGNAERKENERAERERE. SAEEMERZED (ACP) FEXZE
X7 iggBRERENERERERSHERON—ANT. ATFERSSFIFEFITIEE
BELERLFEN, ALAERNB-EETBEHR, ARESRER T AN
BRSHH—ETA L,

11.1 CPU 5|89 EIREIE

7£ CPU 45!, mILUEE Z#AITHIBIRNER. fli, B3ERATHBRERES (CKRE) .
B CPUHMZE (PIRZE) FPRHI CPU (THRE) #iTiEHl. THEDRME T SMAENEREN
BRENTHENEEM, 7E http://www.acpi.info/spec.htm 2 EBTLUIREIEAMTE,

11.1.1 CIKE (RIEFIEITIRED)

MALIBIATH C-state BBETHEER. SIRMT SRMIRIE AR ERA UL
5 BEBORE S

LB AMBRIT C0 WSH, BREEERITIES. EEMER C RS FiET00ERE

BDFSRRS. CEENMTHA, CPUMRENMR: $XATSHAME, UBEER. 7
ERRRSE S EARIER, RARLSBHIER, B, CPURBERRSEKHINES 0,
RIETERE (REEAE, MK CPU MR, AREREHIERNNRRES) MEE (G
WG ENTETED) , BRRRERRRSHESEERA SN, BXREAT, 2

WE1132% “BA cpupower EERZZRSH .

BRSO — e A R A B AIER AR TR, ML CRSHTERIURA TARRA
ghERsE, B, C1 BAFM,

£1L1 CRE BRTREIMN CRE.
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F£11.1: CKRE

= EX

Co L_'fj"ij(lu\o CPU ;T-'Eé;:FEIo

Cl E—MTRRE, BIRMHELE CPU TER
EBESH, DL STl APIC (RIFEEET
170

C2 Lﬂﬁ%fq:rﬂ: CPU Egmﬁlzﬂj-{q:o rlﬂﬁ'lku

T, LEE%§A1%B‘DFE§$’K1¢_J’JL}|*ILA ) 1EI l_l\_.
Fp s B2 B ] gE TR 2 B AT {E],

C3 FLEFRE CPU RERES Y, AMIERAFBIRET
HEGFRERY, EFBESHEMRS. X
WIERH C3REFREER, FRERTEL
FR B b IE 23 MU BE PR TR AU RS B K AR

AT BREARENBIRERE, BiNaEBBNZERRERKRRESHNER T TIERFE#HIT
Ro BXRFMER, BEWNE 11327 “FH cpupower EENIZZHNST 3 cpupower-
idle-set(1l) FMm,

11.1.2 PRE (WIEFMEEERTE)

HAMBIREITE TF COKDE) , EFRERTFZ CPUMEERS (P #®a) WEAPZ— C
RERBREARE (BF CO ST TFZ=RRE) , M P K& NWERIRS CPU SRR EEHEX
MIEITIRSS.

PREHFHA, QMIBRNSITMEMBEHE. PIRENBFSIENRIERBX, EFRRAZE
BRLEAREREE. BE, PO pARMRERSNRE (52 11.1.37 “Turbo IhaE” HFh
REVERBRIN) o PREMVHFHA, RRVIERREWIE, BIHEHEMK. flW0, 57 P1 K
S TETHRIEEEL, &F P3 KESHAEREITREEIE, HRENBRELD, EUERP

WE&ET, DERBITLT Co KRS, XEREEETLIEMABRTFERIRT. ACPIHEH

EXT CPUPIKRE, BEIBEBM http://www.acpi.info/spec.htm 2,
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11.1.3 Turbo IfgE

R Turbo THAERT AT HMAZ O TR ERBRIAZSEY, #h7& overtick J&EIHY CPU il X
B LATHR & a2 1 BRI AR T & P 1T Th#E (TDP) BYFRH,

B2, CPUZOEILEREMNFHSRENKRENWERX, £5 11.37 “cpupower T
A7 A7 A EX LR IR B .

11.2 RNZPETES

AZFHETERE T Linux W% CPUfreq BfitigEty, TR TFEEITI ISR IRZINE, &0
¥ ATI A CPU MR TRECE FBIRER. CPUfreq TI28(EA P RSKELIAERMZRETR
HFE, SHSETIZS AT LURYE CPU EAZRIIR CPU A, LUETERIAME M AERIE R FE M 1588,
AT AT CPUfreq FR4:

tERERTI2R
¥ CPU SRS ENIRENRSME, USEMEEMLE, Eib, HEr2UItiETSENE
50

BESN £ 11417 PREBHIFEIT .

THERTIER
¥ CPU SMERBSIRBEN AN RN, XSMNMRERTER, RATELESRE

Zit, REEHFIBIMIARIET. —NEENFISNE intel pstate, ERIARA T
BE IR XZBEMHIFERRRMEAR, BRI LEHIZTAS 2% ETEEM

B, ERALLATREEFAITETINTRENR, RAREREEN CREELTER
RSN A ESEMEATIRE, EATREFATSEN, MERFURMKAIARIET, ALFEE
KEVBSIE] A BETTAk. XEME, ERIBTEKMNE, HERFEBHENTHN C RSN,
ORI . BT LOREEIE T B8 AT R RYE/ I VRERSEE (40, A cpupower 8517 L

8) .
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&7 CPU SRR RBEHIAZ K AT SRS mMAERERAR, ERAKBINERER,
BENBZFMRKENTRANRSNER, MREARRTHE, FEAT—ITRRMAE,
MRREFGEZLTHARMEARTS, NWERERRME, BIIREREABAMEAL,

O ==: FaEFEMAZTIETS
HIFFMB KRB ERARZF AT SRS TR ISR ERMZE, i
intel pstate RopiEF=BIFHFEEBFEINZE, FH cpupower frequency-info
LB LUATE RAERNIRER.

11.3 cpupower TH

cpupower TESERMATEITEN LZRFNME CPU BIREXSHNELR, SFEM (30
) KT, FRZIASRUEENENRAZERE CPUfreq A cpuidle RARIRE, UKS
MR TNRSLEXNEMIZE, SEMTUEMAELZR AT LA R NZAE XS HAESFit.
Hit, ©IEFEESHATHETN,. S5, ©EAIEEIRIBTIRGE S = WRES Z BRI,
L cpupower B[S, A cpupower --help ZEAAM cpupower Fir<, EH
man cpupower FIi5a]—ARFMTI, fFH man cpupower-SUBCOMMAND mIifiRl Fer<HIF
e

11.3.1 {EMH cpupower EE YIS E

cpupower frequency-info @< 2RAZPFEAN cpufreq RENEFIFIT, LtEIh, BR
KETRBIOSHEEXZFNMBATEM (FTINR) KE. MRAFEFEEETETT, ERETRWNT
Wit

5 11.1 : cpupower frequency-info BYR{GIHH

root # cpupower frequency-info
analyzing CPU 0:
driver: intel pstate
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CPUs which run at the same hardware frequency: 0
CPUs which need to have their frequency coordinated by software: 0
maximum transition latency: 0.97 ms.
hardware limits: 1.20 GHz - 3.80 GHz
available cpufreq governors: performance, powersave
current policy: frequency should be within 1.20 GHz and 3.80 GHz.
The governor "powersave" may decide which speed to use
within this range.
current CPU frequency is 3.40 GHz (asserted by call to hardware).
boost state support:
Supported: yes
Active: yes
3500 MHz max turbo 4 active cores
3600 MHz max turbo 3 active cores
3600 MHz max turbo 2
3800 MHz max turbo 1

active cores

active cores

EIREXFRA CPU M XAT{E, i5fEMA cpupower -c all frequency-info.

11.3.2 fEF3 cpupower EEMIZTHSIT

idle-info F@H<ERAZPERAM cpuidle REIFEFIS T, ©RIMUTEFER cpuidle WIZAE
ZOMFR B IR R LW LiB1T.

5] 11.2 : cpupower idle-info BYR{HliEH

root # cpupower idle-info
CPUidle driver: intel idle

CPUidle governor: menu

Analyzing CPU 0O:

Number of idle states: 6

Available idle states: POLL C1-SNB C1lE-SNB C3-SNB C6-SNB C7-SNB
POLL:

Flags/Description: CPUIDLE CORE POLL IDLE

Latency: 0

Usage: 163128
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Duration: 17585669

C1-SNB:

Flags/Description: MWAIT 0Ox00
Latency: 2

Usage: 16170005

Duration: 697658910

C1E-SNB:

Flags/Description: MWAIT 0x01
Latency: 10

Usage: 4421617

Duration: 757797385

C3-SNB:

Flags/Description: MWAIT 0x10
Latency: 80

Usage: 2135929

Duration: 735042875

C6-SNB:

Flags/Description: MWAIT 0x20
Latency: 104

Usage: 53268

Duration: 229366052

C7-SNB:

Flags/Description: MWAIT 0x30
Latency: 109

Usage: 62593595

Duration: 324631233978

fEF cpupower idle-info HHZIFHIMIERRTHRESE, AILUER cpupower idle-

set BLEABETNRS. BE, ARFEERAKAENMRIRRE, fi:

root # cpupower idle-set -d 5

5E, BFRERETHET 80 #IFAE CPU:

root # cpupower idle-set -D 80
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11.3.3 {EF cpupower S RIZFIREGS5t

M monitor FeaPuILURENIRZZRH,, LUK BN BY (81 B N RYSMZEAN = (N R RIS 4
ite BRINEIFRA 1 %, ErLER -1 RER. TAEPIHAMRILNESR ARSI
THEREE — HP—LTMRRAITHIER, F—LETMBEHFFSEFIR. ATRAN SR T
KEEHMERS, EH8 cpupower monitor -1 AJLUFIHXLENSHTEE, BXEMISMEEMIH
BH, iE& M cpupower-monitor FM T,

monitor FanLENLEHITIHREITEN. ERFE TIEHRNAZAITSEGAITHITILR, 15
BB, Blan:

cpupower monitor db test.sh
{51 11.3 : cpupower monitor RffliEH

root # cpupower monitor

|[Mperf | | Idle Stats
o (2]
CPU | CO | Cx | Freq || POLL | C1 | C2 | C3

0| 3.71] 96.29] 2833|| 0.00| 0.00] 0.02]| 96.32
1| 100.0| -0.00| 2833|| 0.00] 0.00] 0.00| 0.00
2| 9.06| 90.94| 1983|| 0.00| 7.69| 6.98| 76.45
3| 7.43] 92.57| 2039|| 0.00] 2.60| 12.62| 77.52

O Mperf 278 CPU T—ERETBIARY ISR, SFEINERME, LI, EXZER CPU
RTFEIRTES (CO) HEBMBRIRE (Cx ) NESEIE DL, BFESUIRSH BIOS E
12, FWTEREATERERINRE, EESEMEERFHILIESE L, REE@Ed
Mperf ¥E28HE HAFE CPU BOBTTIRME B

® |dle_Stats 7% cpuidle RIZFRANSIT. SHHFARBHTZHRE, AZHTSE
WXLE, HLb, HMEFRIERMNMRZOATFETRREEE—BATE, XLE
AlRESH RN EH.

BR7T ERTRGIFFMARR (—fg) mIsslsh, ErTUUEREMEREIFENESE. §

XFMEE, ESN cpupower-monitor FATI,

BT LR BN EMEERE, BTRREIXREMAAMXR, FHMETReNEN FIRE T ERHN
MR VI 113 RAJLIEER], CPU 0 RF=RRE (Cx BIERRIT 100%) , EHIBITMERAD
FES. XEEA, CPU 0 M 1 BUSIXREEE, XBHRERE ZEFEEMMRIK R
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11.3.4 {EFM cpupower B HEIEE

ZHLL root B9 cpupower frequency-set S FENYBIEE, inSHILES
EREATRAENR/NHERAK CPU MEE, HEIZMIETIEE. BEAIUER -c ETHEEE
ECRPLL R IREZRNIS B, WL AT IR N PR B QMRS E A — RS, MEZTRMAEES
WP E, BXEZSATMEIRIRD, 1550 cpupower-frequency-set FMb, K

i&1T cpupower frequency-set --help,

11.4 F5RIROREEIN

TIETERNB—LERRE,

11.4.1 P IRZSHIRIEEIN

CPUfreq FRZIRM P RSN S MUIREED: ERIUERENIATI 2 2B, FmEERRN
B/ EAK CPU i, SERENMATIESE.

EEETRIREIS— N ATIEE, B -9 £S5 cpupower frequency-set E5FER.
Blan, BEBTUTEHS (U root B3) SECEMEREATSS:

root # cpupower frequency-set -g performance

B EDHIAPER%RFENR/NFHERA CPU FiXRE, F9RER -d 3¢ -u &I,
o
11.5 &=

EEEBHA BIOS #%L?
2EA CIREH P RS, 15HME BIOS L.
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o BEM CRE, BHHEREBA CPU C K& HSEPLET, UEEZHBYSEIITEE,
o EfEF PIASH CPUfreq iBTIES, IBHAIRE A LIPS AEIRTS EETE LTI,

o BNfE P IRSH CIRESAIA, BalaEERE CPU SRR REHEIENER, MTSH
MEEXRE, a0, WMNRBEH pcc-cpufreq, MIRMERZREAEIH L LHIRT,
Mmia&E A UER R R. BRRILLRE, BILAE3 BIOS HEIERY CPU S, 1%
F RERRERE WRMED. £51%5, FERZNNIRIER, BIRF4HAN

E%RER M,

F+4k CPU BY, ESKE AL BIOS, BIOS FEREHT CPU REMTL#HE, LUERLL
=R LB NIRIER S,

EEEREXMHER?
£ systemd BHig (BN (BEiEiEm) ,F17E “journalctl: &Eiff systemd H
&) RERX CPUfreq FRAZNE ML, HPRSIRE™EHIR,
MREIRERTEN LB CPUfreq FRAR IR, Ee] LIS AEIMNER L. Ak, 56
Fi cpufreq.debug=7 E/A5|S5%, LA root BHHITUTHRL:

root # echo 7 > /sys/module/cpufreq/parameters/debug

X=
85X

o

S CPUfreq TERTHE T EZERIZRE! dmesg , XEEEHEITFHITIZH
LEMIINBIAEZCHE B ATREIR HIF R, EIIE N SIS R 7 R AX M

11.6 EZEER

FEEERERITHIZR (BMC) T &l eI M oL@t fRSS IR AR A Hth B R EIRAC B ik
o, XLERESHENHRNEEX, RERETHEEITICNER, EXFMAER, FSLM
IVt iOE S

Bx powerTOP BUIFAE R, 1EE N https://01.org/powertop 7,
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11.7

powerTOP AJZEBNINGIEBREBEAUNEASHNRE, TEICABERLE, KTESER, BN
REF/VEFEENEREKENMSENEE, LT A Intel #1 AMD 2228, LI—RRA
TENWTA:

tux > sudo zypper in powertop

powerTOP £&5 T EMEEXRE (IBEFE0M. IREEIERF. RIZET. BAIEEIMKERS
MEER AR A B ADRITR) #?ET#%%*H‘%FH?EEEE%EO S UER BRI TE T
B, ©F7E ncurses £iFHisT (5 ) .

tux > sudo powertop

F SR LT T TRASH

iz
e
iz
THATES
HHE
eh
iz
Gl
iz

11.1:
powerTOP ZiRESH N HTML 1 CSVe WUTFRAIER T —MNB1T 240 FLaVIRE

tux > sudo powertop --iteration=1 --time=240 --html=POWERREPORT.HTML

FHFE—ENERETIHIIIRS T ESEER. UTRHEIT powerTOP 10 %, SXIiET
20%), HABREITEIEMI HTMLIRS:

tux > sudo powertop --iteration=10 --time=20 --html=POWERREPORT.HTML
X 10 NHEIERIR S :
powerreport-20200108-104512.html

powerreport-20200108-104451.html
powerreport-20200108-104431.html
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HTMLREME 11.2 “HTML powerTOP #2%5” HhFRR:

RYER

PowerTOP RR#x 2.9 iE{764iE : 2020 £ 1 B 8 H(A=) 10:45:12
AiERE Linux k7 4.12.14-1p151.28.36-default

RIEHT Dell Inc.O0HHV7N

CPU {58 8 Intel(R) Xeon(R) CPU E5-1620 v3 @ 3.50GHz

WE CPUSREYiEl CPUME #NMAEE ‘&GS %A = AHCI FrH

BiR: 1 MR/ R 046.9 RIEEE/F)  CPU: 8.5% (EFEE  GPU: 0 RIR{E/AD  GFX: 11.5 IRAE/®  VFS: 0 RIR(EAS

T i 1 dbe
EENARNIRRE
L] %
FFEO wian0 BT e iw dev wlano set power_save on
REF] NMI BT echo '0" > Iprocisys/kernel/inmi_watchdog';
. s echo 'min_power' >
7 host2 [ SATA EERS PRI ‘Isysiclass/scsi_host/hosi2/link_power_management_policy’;
4 hostd S SATA F525 FIRITE echo ‘min_power >

11.2 : HTML POWERTOP g%

HTMLIREW “GUE” M RURREZEX TN “GIESH EmM-REHRET B F IS MHEIR
BN, HTMLIRERFIE &<, ErPREEHIE root ss<1T#1T M, 5140 echo '0"
> '/proc/sys/kernel/nmi_watchdog' . ncurses {12 Good #1 Bad Zia|fvfEiEL]]
R, %FE Good RIBITT— 1 ar <L RBATIEE; %#F Bad NaxiHATigE. BE—Kw<SBAME

powerTOP & & :

tux > sudo powertop --auto-tune

£55|1%E, MEXEERHI=EF. BHITKAMEDN, 5ER sysctl. udev 5
systemd 75| SETIEENTH S, powerTOP 2 systemd RSB X /usr/lib/
systemd/system/powertop.service, LU TFam<fEA --auto-tune ETZEN

powerTOP:
ExecStart=/usr/sbin/powertop --auto-tune

£/25) systemd ARSSZA1, BFANE, URECRERBRGABNER, EHITFFAFE
USB BEMERHEANTIRERT, RATHREXEGEIRIAN, S, EErIEREEML
BRFINERS. ATELEMHITIHNECERE, B56EA awk ZEX HTML iREHRIE<:

tux > awk -F '</?td ?>' '/tune/ { print $4 }' POWERREPORT.HTML

ERERE T, powerTOP £8BSMETT, EMFXEYE. CPU. Wi-Fi. USB @& LA
FRENZHIEE, LbIh, EEMHEERN, powerTOP RAIEMEIRIIRENTEIRE
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tux > sudo powertop --calibrate

ERI IR 4RI TERE, LURSRIAERMY:
tux > sudo powertop --calibrate --workload=FILENAME --html=POWERREPORT.HTML
BXELZER, BB

* powerTOP B B{iF: https://01.org/powertop 2

e 52621 “RHITHIBE /proc/sys/”

o (EIEfEm) ,HE15F “systemd STIFER

o (EiiEEm) ,$ 24T “ M udev #ITEIEARIKEEE”
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12 1R 1/0 £8E

I/O AERFIEHIRmN/fa L FR R FIfEF=ERI S e SUSE Linux Enterprise Desktop &
HESFEITIERENEM /0 BE TN BagEs) - BRE AT R EIIREH IS
E /0 IERMM LR,

MENEEFEREIEN |/0 BHEARNEBURF LIERA R, FEURTEHSH. fltl, SMATARER

4. SSD. RAID [5ISKM&ETF RS ER T E R ERIHIERER,

12.1 I 1/0BE

SUSE Linux Enterprise Desktop 7£5| S =i&EXERIARY I/O AERER, ERILENEMRIgHE
BIETEEAIIR B, B, ATARERAS XAGE UK ERIREMNZEIEERRNE .
RIBIEE BT IRG NI NS MEGEIEERIN /0 BERRF. NREheFEHAE, MK
BFQ I/0 JAE R, Hft1ig&RAIAIEE MQ-DEADLINE 5 NONE,

EFNEREITHRAZPIFERENERREZE, BHEITUTHS:
tux > sudo echo SCHEDULER > /sys/block/DEVICE/queue/scheduler

b4k, SCHEDULER @ bfg. none. kyber Z¥ mq-deadline HEfZz—, DEVICE 23&
& (BIE0 sda) . FEAR, WNENTEESIFHEFEHFRE, EXRFEIREHITRALEN /0
THERFEN, BERATUIR /0 AERFENGHN init Bz, SORFHENBY udev ANFRNIE
/lib/udev/rules.d/ #. BXILFEFHIERIRGI, FSN /1ib/udev/rules.d/60-1io-

scheduler.rules,

12.2 {#H blk-mq1/0 BB1ZHIEIA |/O BHREA

@& SUSE Linux Enterprise Desktop ERIFAF A blk-mq |/0 BEANIZENBHE LT
Ro MRENBHREZEEFRESH, IFERAUTHIIREXLESH:

echo VALUE > /sys/block/DEVICE/queue/iosched/TUNABLE

FLR&sS$d, VALUE @ TUNABLE BYFRE{E, DEVICE BIRIFE,
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BWERMIRE (B4 sda) EAMLEBEHEER, BEITUTHS (HAERNAERFIIE
HESH) -

tux > cat /sys/block/sda/queue/scheduler
[mg-deadline] kyber bfq none

12.2.1 MQ-DEADLINE
MQ-DEADLINE 2IEREMM I/0 HERERF. MQ-DEADLINE BEBLUITRIIASEK:

% 12.1 . MQ-DEADLINE "Jig&#%

Xf¥ UL
writes starved RS IEREUREM AR T NRERURE. B 3 RREHR

TENREZ BRI AT ZOREUR(E, IREBUR(HZIRAEREBYE
FEAENHITEE,
BIAMERN 3.

read expire RERBURENRGEARE (HFilE read expire f8) ,
LIZF A B,

FAIMEN 500,

write expire KESNRENREE (HFitE write expire
B , U= AEAL
ZINEA 5000,

front merges B (1) 3ZA (0) siima FHiaR=1,
ZINMER 1,

fifo_batch RESHHNRXBERY ((MOEHEFHARKMETE) o €A
LSRR S BEHEZ EISKIFE, WRIgEN 1 (BifE
H—MBRK) , MEFE “FLEXE 178, BEIGIERRE
&R, REEANEREREEELE.
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X A
FAIAMER 16,

12.2.2 NONE

YNRIEFE NONE ¥EAR blk-mq 89 1/0 BBEBEIEED, MAKEREM 1/0 BERF, #E1/05
REEBLIEE, MABE—LH /0 BERE,

NONE 72 NVM Express i &EHEIAE. SHAM 1/0 BHEAETMELL, WEMASFEFHE,
WikA BB 2 ATIELESEIG & 1EE 1/0 IERFIRM S o

NONE &B IAS .

12.2.3 BFQ (FIEL¥PAFI)

BFQ BUAFUNSRNRAERF. HidN “BF CFQ RARSEX VIR G

= /O HEEE. B BFQ =m#EREELME (MUBKHIT) mAZRER. ” (E

BXR: linux-4.12/block/bfg-iosched.c (https://github.com/torvalds/linux/
blob/6f7da290413ba713f0cdd9ffla2a9bb129ef4f6c/block/bfg-iosched.c#L31) a)

BFQ AIFRIEAERREABIEZ RIESTEIK /0 Lk (BEHIE 83371 £ ionice 15
EHERIARRTER” ) -

BFQ EAERRFAEB LU T AR

#+ 12.2 . BFQ AIi&%

Xf¥ A
slice idle BEUZERNEA, EELTERRESKEE, UF/FHZT

B T—MER,
BIAE 8.

slice idle us 5 slice_idle 8@, BLARFI AL,
AINEH 8000,
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X A

low latency 2R (1) 3¥ZH (0) BFQ BYRIERIET, RIS ER
MR (B, NRERERD) , FEARFFRENER,
RINER 1,

back seek max mEEINEARE (ML KB REML)
BHAEN 16384,

back seek penalty RAFIHERGEIHE,
RINER 2,

fifo expire async HAFIRERDEKENNE (U2 HEA) .
FINEA 250,

fifo expire sync BEUZEWREN, IEERDIEKVEBH,
BIMER 125,

timeout sync EEENMES G B, AERHRSHNEKEE (UZE77H
BMi) o

BINMEN 124,

max_budget £ timeout sync RAHEHREERZHNBXE LR, NRILE
7 0, BFQ BEAZPIRIE timeout sync F{EITHIIEERE
HEH—ME,
RINMERN 0 (RERNENHIA) -

strict guarantees B (1) HEH (0), FE BFQ 15EMMFILIE, FRETEIFESRM
T E R R EZ R,
ZINMER 0,
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12.2.4 KYBER

KYBER BLGERAFMERY /0 BERRF. ERAEAUIKERIUEIENED 5 NEIERBIRE
B, FHERE /0 BERUSATFEXEBIREER,

% 12.3 : KYBER Alig&#

X4 HiEA
read lat nsec KBRS ERER, U AEAL,

AINMEZ 2000000,

write lat nsec BB NRENBERER, URT AR,
ZIAMES 10000000,

=1 =z g
12.3 1/0 RBERIA
A fsyne 2 EHAERSIRMIE, FLTERS (B B3 o Bxd) SERARESR
B, SARBAEHBERHIFEA, UHEERLSREIABRSAES (BBt
_RRENTR) o MEERRALE ISR RA T SRS, RARELIR
S BB MEE,

o EE: XFSHH nobarrier XA

IFAR, XFSHY nobarrier &E5E2F A, B7E SUSE Linux Enterprise 15 SP2 #l
EERAPREEREHIAT, EAERIEEZITER XFS HEamSRBITEER XY
A%, AMHLEREXMR, BREREFEEEMAESE nobarrier A AT fstab
I,

eI LUMER nobarrier £ NEMZ A LIXE NRE,
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5. FHREANRSEEIERX
USRI R RHEER FERSNERN, 2RRMAESSETENXHRS
RFHSIBR L.
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13 FuAESHEAERER

HVIRIERS (5190 SUSE® Linux Enterprise Desktop) FRASRMEBITIFZES. Fli0, &
A ATE R XA 4 E U B F B AR R AR X EHI R IMNBER . XLEERESER
ARBITHLZEINNHEE, NTAESMESREMENRARR, Linux IXSFEEFR—WIA
HMEMESARAIARARR. XGEB TS HEREFNIERME.

THET#EET SHEBRAEMXNREEANT, HPENBTHEXESEEREFRRNEER
ERIE R, #7RT SUSE Linux Enterprise Desktop RIS AERRR, HiRMHT HMEXE
BRENEE,

13.1 &Y

Linux AZAFERIERSG LEBES (E#iE) WA, ESRAERER (BRMERIZEERR
[F) BRE F—RBZITHMESHAZANH. EARURESTVERRSRIR, LURIEED
FEHITZNMES. Eit, ERERZSESERERGNZOAN,.

13.1.1 84

ESREEEENELEERESRE, MRAFPEFESTABITIER, dIREEDFE—T
RIEEEIT. MRABTHIENSRBEEL T RAAPNIESEERE, WHIFFREHIZERRER
7o

Fit, RE#HEFREMEL (FEEL) , FEOHEERBERIET. BRAEEFRRE TR

BITRAT BN AR

gNRIFTIR, SEMAE Unix TEREM, Linux BRZESBRIERSR. B, ZMESAURNIE
1To Linux IBftFmBRYIE SEAESS, iILARREFRREMIEER M HE, XMabEERAe
fo M—FHERLAFRE Unix RAEIRM TiE HHZ1ES.

i
23

5
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13.1.2 Btak

RAIEXFEMHERERIE S ZARBITIHK, WK IRA#ERIE A, RniRftaE e
RUAMIERR AT [E) KA, B IEIRAE S, EERF AU ETHRNREME /AR, HBiLk
BAPHIE SR ER TR

13.1.3 #HIERTR

BERFETHRENNLACLHEHE, ESRAEEFEREARATEEENIRMNAL. &
BEEhAs M #HIZEEE—ME, RIBXE A1 #EELAER LIET.

13.2 #HESDE

BEREHENAENIT AN HED L, REGRAAXDFEEM, E—RIKAMFAEN
HITHE. XMFAEMNRIIRIL, EHFEEFER,
—MIAREEIED RN |/0 BEAFVIRZFER,
1/0 ZEE!
/0 RN /fahigE, FIMIRE. BIRRECENER, |/0 BEIAER A2 YE
ERERZIMEFIER L. effNEiTRks, EEEfRERE, FT=EESFFI/01E
KBYE iz,

IR EER
MBELZTF, AEREFEAESHNERENTAR L, BEIETIRAEREFESN
Iko EIAZIAESR /0 BERHERE, RILHEBTRRALUER, EEERER.

S—MEARKRERERHREI DN BTN A EM A #HR,
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o XEAHIBRAEMREITEERTEFR /0 BFXK (FINBEHEFRIE) L. FEREFLIUR
RPIERBRERERIHE, SUAFILKMFIRTLN, HEFERALYAN 100 2R, 7
NNARERF. XAgwERNEGLERFH2HUEAREHZ,

o HAMEHIBBEEREET, FREMHBN. HEEFEESNENDEBIRRINE
o ZHRIKFMER. HEFERERSIERAT XA TR EHEENEREIRA,

o LT HIBXEAAIRIRNUALARAE, FERREFFRIEXEHIZERE RS,
AT RIESIEAER TN AEF P2 LA #HZR AR,

13.3 ZERTFRAERER

M Linux RIZRRZS 2.6.23 748, KRBT —M#AERIBAEMNGTHNHE, T2 ATRERER
(CFS) /97 BRIA Linux RiZIAERER. BUtUMEAE TEATHMEUH, AEHRHNEEERT
RF2.6.32 fEEmANIZhRA (81F 3.x Wi%) B9 SUSE Linux Enterprise Desktop. EEIEFIF
BHARNENERS, 5INT ZIMEEHINEE:

BB
TR R BB B R, SRR, RRIIRERE,
REATRERS
FEPII% 2.6.23 TREINFHE 2.6.24 ST TV RAY CFS SiiRE MHRKEH “A
T BRI

LHZHE
Flan, MREREEITHEZNAPFHIEDH, U CFS 2R HNHEPES T HIEHEFENL
HRERATE],

ik, CFSgEBs RS HEMIREALLIAE,

13.3.1 CFSHIT{FRIE

CFS ZIHABNEETHESRIEQA TS, ATHRERTFENESEELS, EfATLE
WS, AERME—TERTFHNSIERERN, BUSESIRMEANTMERD, £H
B B RIS ST,
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L CFSAEMESE, E2RM “EPUsiTh” (vruntime), EFBITH T —NMERSBARZEES
7L ZE NN vruntime /BB MES . ERESIENETTIAY] (FREHRITRIHZAA K BTE]
%) FHESTEOEN, FIMRIE vruntime B/N\ESIAR RO AN E -,
ESHIRIT vruntime 5iZESHIMELRIER. SMFTRESH vruntime NEIDEE LM T
RESEIR, SHEMEMAFTELIER FIEITTERARES.

13.3.2 R#HEDA

M Linux RZhRZs 2.6.24 748, AI3F CFS #17H0A, MURIEAHEMAMNXZESRHELA T,
A, FENEITHESPEUMASEE, M CFS 2R HAXELAEMAZE N ABITHESR
HATE, BERFESZHAXELAFHNEMESREL TS,

NiZAEREF AL EERERERAIETHNESDE. BXESER, BERE 0= "Wizix
HA” .

13.3.3 AZBCEED

TR LLBE AR E RIS BEESRERFITANEERATE, REXLERTEFAZEIRT
BH—E7. BTARERIRER—ERES, BT AXERITICTER, EIESEHEX
HIE BRI,

25 AEmE
NRIETEFHIE SUSE Linux Enterprise Desktop FEMiFIRNIZ EiBfTiZ R4 (Flgn, EBFK
EIFNRIZ LEIETT) , BREELEBIZIFNF,

13.3.4 ARiB

BXESHERBIXEEERERA—ERARNE, EFEAEXLERNETGEIERER ST
MiER. TEHREPHN—LERE:

3ER
BEEETHHES KRRITIZHIZ Z BRYEEER,

142 B#HIEND A SLED 15 SP3



ET U FARNKENESIER Z ERIX AR
gran = ( lat / rtasks ) - ( lat / rtasks / rtasks )

Hr gran RTNIE, lat /RINIEIR, rtasks BIETEEITHIESE.

13.3.4.1 AEEE
Linux Rz F U T EAE RS

SCHED_FIFO
ERTRAHNEXEENAEFRAERE, SR Tkl HERE

SCHED_BATCH
BT CPU BERMESHIARE SR,

SCHED_IDLE
ERTIRERERESIRERES,

SCHED_OTHER
REDHIZERABIBIA Linux 77 B EESRER,

SCHED_RR
5 SCHED FIFO 2, EBfEBBEMFERBAERX.

13.3.5 f{£F chrt BoUARZRISSHNES

chrt s KEFNRSITPHIZNLNAERENS, HEERREENBHETRE M. &7

LURENEIG 2 T2 RY I8 E SR BE AN L 52K

FELUUTRAIA, FRAT PID 7 16244 AU#HIE,

ENZMBESHENEY, BERITUATHRL:
root # chrt -p 16244

pid 16244's current scheduling policy: SCHED OTHER
pid 16244's current scheduling priority: 0
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EXHERIRERIAE R Z A, FEREESMRERZNS/ N IRABERMER:

root # chrt -m

SCHED SCHED OTHER min/max priority : 0/0
SCHED SCHED FIFO min/max priority : 1/99
SCHED SCHED RR min/max priority : 1/99
SCHED_SCHED BATCH min/max priority : 0/0
SCHED SCHED IDLE min/max priority : 0/0

7L LRI, SCHED_OTHER. SCHED BATCH. SCHED_IDLE SN AFMELR 0, T
SCHED_FIFO #1 SCHED_RR BY{5E4R =T 9 1 & 99,

E1% 8 SCHED_BATCH JBEREE, BHITUTEH<:

root # chrt -b -p 0 16244
pid 16244's current scheduling policy: SCHED BATCH
pid 16244's current scheduling priority: 0

BX chrt NFEAREE, BESWEFMIT (man 1 chrt)

13.3.6 {EM sysctl #{Tiz{TH R

BAFESTRRENERAZSHN sysctl FOSINTEENTE, BB XETES
HMESZSEEREFIRINITH. sysctl BB ZIFERE B, KL root BHESSITLERNFR
BLUTHL,

EMNRZEEIREE, BN

root # sysctl VARIABLE
ZM{E, BN
root # sysctl VARIABLE=VALUE

BIRIFIE SIEEZFEXH sysctl TEMFIXR, BRI

root # sysctl -A | grep "sched" | grep -v'domain"

root # sysctl -A | grep "sched" | grep -v "domain"
kernel.sched cfs bandwidth slice us = 5000
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kernel.sched child runs first = 0
kernel.sched compat yield = 0
kernel.sched latency ns = 24000000
kernel.sched migration cost ns = 500000
kernel.sched min granularity ns = 8000000
kernel.sched nr migrate = 32
kernel.sched rr timeslice ms = 25
kernel.sched rt period us = 1000000
kernel.sched rt runtime us = 950000
kernel.sched schedstats = 0
kernel.sched shares window ns = 10000000
kernel.sched time avg ms = 1000
kernel.sched tunable scaling =1
kernel.sched wakeup granularity ns = 10000000

EEE, L “_ns” M “_us” EEMNTENHIEZ UARTARMNFD A BUME,
THIRETREETSAERER sysctl HUATEMYIR (iLF /proc/sys/kernel/ H)
MEREWRE:

sched cfs bandwidth slice us
M CFS HEREHIN, WESHIITHIMESHITHIA ST M E XTSRS TE
BEKE (FE) . BERMIAUEESZEEAEZLRETE, BERAKETRLD
ZiXF#H. ES Whttps://www.kernel.org/doc/Documentation/scheduler/sched-

bwc.txt @,

sched child runs first
MRERNFIERIMBEHITZRNEIT. BtSHiIgERN 1 BRI FERNFRTIKERST
RHITHIN FBTERF. 30, SN8R % sched_child_runs_first, make -j<NO CPUS> #Y
KRINELF, FAIAERN 0,

sched compat yield
BT RFNESBITETMIINERE IENFNREGH) , BAIBO(1) AERERN
F&h CPUBF1T . BMTENRREFA BINSE) By, @dL FHMHESITIR,
&% sched_yield(2) syscall iTANNAEEFIEESRKGEERS. Z3—FH, K&
XA ZEIMETIRR A LR, mAARRIRESE TIEAHEHKINE. FXIERIMME
AE FEEEY, A ERLZE, BIMERN 0,
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sched migration cost ns
B ERITEEIZKEE, STEIBRARPRENMESAN “GEARAR” . A
R ESAKAIERIEES— CPU, REARMTERTLURIMES TS, FINMER
500000 (%))
NREFEEITHIZEN CPU ZREEI T, BEIA/NEE, REST FIMEMTE
CPU (TR BBk, BRIRIERILE,

sched latency ns
CPU ZERESHNBENE SR, IEALTERIEN CPU BERESWEE R, E5H
BiE) A 2 HIBE R BRI A F D& -
el = EERE * ((ESRINE/ESTEETITPRIENE)
ESHINERURTFESSHY nice KFIFIAERES, SCHED_OTHER ESH&/IMESINEN
15, XM TF nice 19, IAESINE/ 88761, XM TF nice-20,
BHEl R REE A EIGIMMmE /N SrETESHNEBET
sched latency ns/sched min granularity ns B, IR
number_of_running_tasks * sched min granularity ns. fEltZal, TIHFETF
sched latency ns.
EREEENFITEFRREMIRESMAER S THRKNEIE, BALEEXEM
B EEMRERES ZAIZES R EEFERNIE, FLLSIENM CPU BRERESHNRAERFLE
iR, ERINMER 6000000 (FHFL) .

sched min granularity ns
CPU BZERESHIR/IMESHIE, BX4T, 158N sched latency ns. EIAMERN
4000000 (D) o

sched wakeup granularity ns
MREEIS KIS, AT ERRNREES S, NMARITERERESHTI. B/ LT
EAEEEXEREESNREEIEEMNETE, LEEIRTEEAMRMFEAGHINS CPU
BEAH TSI, BIAER 2500000 (HFL)

Lo REEHNMEENEE

REEET sched latency ns N—FRESERAFA=LEMREEL S, RIIERARE
SR EENS CPUBBRHRLERS.
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sched rr timeslice ms

£ SCHED_RR S #IE HH B FESTIRKEZRIAIBEITHEF-

sched rt period us

MELIHESHEIRHIRIATEIER. FAINMEH 1000000 (FHHD) o

sched rt runtime us

£ sched_rt_period_us BYBIEE D BC4a SEEHMESHIE T IKEN -1 R2A RT wE5E=ES,

RINBERT, RTIESESFAIAEHFE 95%CPU, HEMFEIT 5%CPU/F) (5% 0.05F)) i
SCHED_OTHER E531ER,. ZXIAEA 950000 (FFHFY) o

sched nr migrate

EHIARIM AT ELIERTZRES . BT FEGIERADE (softirg) RIIE
RTEERIEITATI, ERRIERSREHMESRY IRQ IER, AL, BRI ERESIEAKRE
SCHED_OTHER Z2/YttRE, MM IEMSKEMESSRY IRQ B, BAIAEN 32,

sched time avg ms

S HATIRE TR RRESEITREIN I EPMKIERIER. ZTIIEREEE CFS
HAETFERE, HIER CPURESRARINESHEICREE.
SHHREREERAEE LS TEMHAX, ARURTERESHSITRRNETH
KERAZE.

1337 B RENBERERST

CFS FEM 7 #ratgag B A RE, FHREETRSEIHER. HEAXGERME /proc XHE&
4, A cat I less LRI EXLEXH, THEHIRME THEX /proc XHNFIRKMEERE
AR

/proc/sched debug

147

BETMESEERFTHNRMEDREZE (F2IE 13367 “EMA sysctl#iT
EITIR0OET ) BIEEIE. CFS 4eit, LUIRB XA AAER FRETTRATIRIER
(CFS. RTHIREHIR) . IIMNESEREMLESE LIZTHESHE. ES58TRHM
PID, UNBERFRENSIT. RAETHE tree-key 5, HaR T ESHEMNE
TR REFERZRIRNR, EAERNPRIRIEENAETIETES#EITHF. switches

AR EMNIEEREFST SLED 15 SP3



148

IR ERE (BiEFERERE) , prio BEABHEHEMALK, wait-time
ERTESHFAENNE, &E, sum-exec 1 sum-sleep H3IFEit TESTELIE
2 EIETTIHE ST RIS Z26E (UAF REAL)

root # cat /proc/sched debug

Sched Debug Version: v0.11, 4.4.21-

ktime

sched clk

cpu_clk

jiffies

sched clock stable

sysctl sched
.sysctl sched latency
.sysctl sched min granularity
.sysctl sched wakeup granularity
.sysctl sched child runs first
.sysctl sched features
.sysctl sched tunable scaling

Cpu#0, 2666.762 MHz
.Nr_running
. Lload
.nr_switches

[...]

cfs rql[0]:/
.exec_clock
.MIN vruntime
.min_vruntime
.max_vruntime

[...]

rt_ rql[0]:/
.rt_nr_running
.rt_throttled
.rt_time

.rt_runtime

64-default #1
1 23533900.395978
: 23543587.726648
1 23533900.396165
1 4300775771
: 0

: 6.000000

: 2.000000

: 2.500000

: 0

: 154871

: 1 (logaritmic)

01
: 1024
: 1918946

: 170176.383770
: 0.000001
: 347375.854324
: 0.000001

1 0

: 0

: 0.000000

: 950.000000
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dl rql[0]:

.dl nr_running 1 0
task PID tree-key switches prio wait-time [...]
Roccl a7 oesvER 197 120 000060 ...
/proc/schedstat

ER5YUFIBETAIIBXNAIT. BINEERFIA BEEANIESEN SMP AT ES 1T
RFmBRRA AR R, 1E#iE /usr/src/linux/Documentation/scheduler/
sched-stats.txt WARBAXRTEFHAEE,

/proc/PID/sched
EREXRHENEEEFEEREID (PID).

root # cat /proc/$(pidof gdm)/sched
gdm (744, #threads: 3)

se.exec_start : 8888.758381
se.vruntime : 6062.853815
se.sum_exec runtime : 7.836043
se.statistics.wait start : 0.000000
se.statistics.sleep start : 8888.758381
se.statistics.block start : 0.000000
se.statistics.sleep max : 1965.987638
[...]

se.avg.decay count : 8477
policy : 0
prio : 120
clock-delta : 128
mm->numa_scan_seq : 0

numa_migrations, 0
numa_faults memory, 0, 0, 1, 0, -1

numa_ faults memory, 1, 0, 0, 0, -1
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134 EZEE
TIFEAEX Linux DEESAENEENS, BUES MERRE, FERLP—LAR:

s BXRESFSAERFZZBAANNE, BSUHEXFMIT (F man 2
sched_setaffinity) .

e http://www.inf.fu-berlin.de/lehre/SS01/0S/Lectures/Lecture08.pdf # iR T H*
Linux AERZF REEMB L6 BiHEE,

* I Robert Love 2%/ Linux Kernel Development (Linux R#&FF%) (ISBN-10:
0-672-32512-8) REFHIMEAR T Linux #IZEE. 15&0https://www.informit.com/
articles/article.aspx?p=101760 2,

* | Daniel P. Bovet #1 Marco Cesati %89 (Understanding the Linux Kernel) (7 f#
Linux N#%) (ISBN 978-0-596-00565-8) H3EHE £ mEMBEIA T Linux AZBI R ERLEH.

e /usr/src/linux/Documentation/scheduler THXHFEESEXRESZSAERRFN
FEARER.
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14 HAREFEEREFRY

BTENMRARNZBNAEEERTA, BELERANTRETFRERSEMFRERINES
o

NEEEFRABMANENREFERSE, TXHZA “YM” . VM BERREEEMNAZUK
RPEFIYIERRF (RAM) DB, EXHTANAPHEREEMREFFME (A Linux i RE
I POSIXAPI#ITER) . &f&, SHRAEREN, VM AGTEBIEEEFIME “ER” W
F R RAM,

WENHE VM BETRNEEEETENFAERE VM EF. VM EFNEXBIrERAEE
HUR D SHRM X R G RF (BERNSXGRS) £/ I1/0 FiH. tEREZTE#R /0 5
LAEGFBIRR TR S 1/0 KSLH

XEEFRREEERHERIARNT. EENERRNFAIRNAGFEES, FENTRNIET
MEER. B2, MRBIRNEFEFAENER, BBEEFIREANTT.
MNFRENTEAHEMNS, NRELEMBMAIE —FEMRERAEH R RS IUEEIIR
REFHRR, E_AEEBIEARARSERIEEFNEERN.

&a, ENEEHNMELEAHAS, IRAITNARFETESHIZSLE, B HIER
HEEIXHREXIHEFIETT, W VM EFHRRAIER . AEFHELEZAS. NRNA
BFANBEDEETXEHET, WEFEATKRE VM EEFHNRIARGFELD, B2, EZHH
EMAIZF REERE B EANNSUESNEERNIT I/0, RILAILEFHFIAZ M.
FEHTIHET BERERERR,

14.1 RNERA=

—fikmE, AEFEDENSN BE” A “faE” ) o “FEET 5 AR .

14.1.1 ERZRATE

EZAFEFEREREN#ZATF (Bla >malloc()) . BERBAFSAEUKA, %W mlock
5B A BRI B FHRE SR ERRFUILTANRIRK, AR aEW. BFD
ECAILIEMRICRIRE, 32 1/0 (BERAMBITT) HMERFELLTIEE 1/0 BRI,
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14.12 Ti%TF

SR BT, MR SRARECIHE, NAREEETESS, NRNAENEGTE
B, WRBSHTEMBARMESE, tmpfs IRZREREHATIREES,
BAXHE, FYESEREENEET, ASESONHARNE (EERNSEES) .
W EAMRSENRIEN, ZRMN RSN Tl FETRSATMEMITY =
B T MHTAEARRE, AUEKEENRERT, REFEEREE, REATISAE
BHEER, ARG LRI,

1413 EhXER

XEEATRIgE (U0 /dev/sda) W—MTIEE. XHRGEINEER ERTHIEEN
(fl40 inode &R, HECMIEF) B, BESEREHIXET. IUGEWREF—FERESH
X&Fo

14.1.4 AKXk

FPXLR MRS, FERENRNEFNOEN. MRTEFNHEFXEEFR
BEEM, @R LUEMRER,

14.1.5 E[g

LN ARFEXHHRENIIER, TEFSTAREN, MEAXKEFIEESTARE N,
HRENAESERIEEHNIHE (UFTHEM) (vm.dirty_background_bytes). SEZEHXK
BEANAEFEESEAREFEZHERNSELE (vm.dirty_background_ratio), SEHTAFERENRK
BB sERE] (vm.dirty_expire_centisecs) Y, PRIZEMEBERETARE NI HEFIA
ERNEE,. EEFPHMLLEREERN, KEEF—IIEEE—1. RIFEFLZEETES
WITER, AFNBEFHSIEIT. R 1/0 BFR LNAEFRIEFEAREANNHEE, #8
RENSUEREIXRBIZE (vm.dirty_bytes 8] vm.dirty_ratio) , MIGFFAMREINAIERE, U
B LERE NSRBI I (B,
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14.1.6 Fli

VM S M IHEREH FTRE S AT T, FURSRTERRIFRAAITNSREE M R G352ET
BITUERFT. ERLLINRERILUERRERM I/0 BREMEEKR (MMREME) o HAIEEI/O0 L
EERT EIEETAEFIEHITI/0) -

14.1.7 VFS 41z

14.1.7.1 Inode &7%

XEETXMHRY inode FHMHIRNEFERERE. BEXMAR/N. NIRMFABNUISEX HEiE
BUtEH FRE .

14.1.7.2 HRINZER=F

XERGFERIBIANEFRETF. 288M OXHR) « XH5IAB inode, LUKkFH, &HE
REMRIGAVRF R R ERILER,

14.2 B/ LHER=

14.2.1 B’V malloc (ER) B=

5 SUSE Linux Enterprise Desktop 10 #8Et, SUSE Linux Enterprise Desktop 15 SP3 Ei&1T
MR AREFAPEEZAF. XEHEA glibc ERERAFRTERENSERERIN TR, BX
XEEBEAIRAE, E8 M http://www.gnu.org/s/libc/manual/html_node/Malloc-Tunable-
Parameters.html 2,

ERE &M TF SUSE Linux Enterprise Desktop 10 B9979, R M_MMAP_THRESHOLD
KB 1281024, Ak, AJLUAMEAERFEA mallopt(), HEEEITNAREFZAIRE
MALLOC_MMAP_THRESHOLD If BT =,
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14.2.2 RV RZANEFFE

EREFARHE, RA=BMFEAIRRNAZAT (LREEF) . EASOAZRELE
BIRgER, TeANZER—TTIEREEMN,
BRAAZEIELRHENERZBDAZRAFERE (RDHEE. B TANXHNEET,
FF)

14.2.3 REFIEHIZE (RTE cgroup)

NRAFERNTF cgroup ThaE, AILUBETERZEF 1T EIZ1E cgroup_disable=memory ¥HX
i, XA]LAFERUR DB AFERE. B UBSHeEMEE, XEFENHATF cgroup AT,
BMEERECEERIAE cgroup, RF=EVDENSHITFH.

14.3 EBINAREEESE (VM) T[S

0E VM BN EDE, REBARE—ENEA SR IIERSUNTENM. MRITERHE—
RPHEZL, WETHERANREBSZERANAFR, EREFHTAIRSELENEXN,
EEMFH TAIERMAERETLE,

14.3.1 [sl4fEE=R

/proc/sys/vm/swappiness
ITHEH AT EXAZREEZRNFNENEE B FREFEMHMER) . GMtE
IEINAHE. BRINMER 60,
I 1/0 BURRERFELLEA 1/0 BER1E %, B, HRRLEREEFEINNMEAAERE
BAFESRS. Nt m#TE ST,
WMREMEE T MBI ERMEIER, HIFNEERBNIESE, NRBIAEN /0 7F
HEBERRPHTIEFERL/), HEERSTARENKRNARER, BINLERTRENE
E3:128

HAR, RENSIERSZ, RAATLERN TERRABUEFIEREIRERK,
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/proc/sys/vm/vfs cache pressure
kT & A FIERIRZEW A T4&7F VFS RFHRNERESE X FREFNKHR) - 1M
IHE=IREE VFS ZEFRIRE,
AR E AT BY N S L EFHITER L IRAEME, Ree@d iR ¥k, slabtop #5<
(procps RHEN—ED) ERRZFAEANHIREFNNRENR. vfs &7
& “dentry” # “*_inode_cache” 3R, MNRXEWNFBHNAFEERTREEFMNS
B’AR, SITFNEIRIEMES. W, ErIaeEB TR, BRIAMER 100,

/proc/sys/vm/min free kbytes
IESEHATERIRETHEE “BRF DEZANSHME (BEFFLW ERANRNE
2, MRIEFARNRT AZENREFERR, SWBEEANEFRIESEH (BERTHRANNA
EFRMAERSHENAEIER) . NMRAETIMELI “TIHEKRK JHEMHELEE, 7
BUFEE 0 min_free_kbytes, HEIFEIRER, MRXLEHER/DHI, NWEFHEL. 2K
IMEBURT RAM £,

/proc/sys/vm/watermark scale factor
BHmE, IRARESAE. K &IKFE. NREFUEKT, U kswapd SMREELITER
SEIWATF. ERRARFERIIEKTEZE, Ea—BHATBRERS, HEXINEKTERN, &
RAEEFREHHERAE,
watermark scale factor ENXEMEEE kswapd ZHIT R/ RAFRIRNRNEE, UK
£ kswapd BEEIARERRS ZAIHERRZ VNF. BURAARZ/ . FRIAE 10 RIRKFE
BHNEERT =/RAFPAIAARER 0.1%. f&AEZA 1000, KATFEH 10%,
B S H A RERNEEEHEEREWRESHNIERE (B /proc/
vmstat ARV allocstall #I#f) B, FEHE, WR kswapd =ZEIREE (H
kswapd low wmark hit quickly #I#f) , "IRERTAN T B IEHEMRE A FARIDIEL
Ko

14.3.2 BS[EZEH

M SUSE Linux Enterprise Desktop 10 744, BE{TAN—MEBEENE, EFXHH
mmap() RELXEERERILEAANREANANT (AIH#HITEER) . MEMUE, XEREFSH
JHMETEIT msync() RRARNFRTFEREEAT, AF#HITEEL
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S FRARRE 7S B mmap ERAIT LA SBT3 ATAE N A T hs. SRS EILLERAIR
BT AR B T

/proc/sys/vm/dirty background ratio
XESUARAEFEESEIWAFEEZERNE D, SREANREFEEILE DL, B
BB ABELRIRE ARNF. BIAMEN 10 (%)

/proc/sys/vm/dirty background bytes
tEHE S EERZRIMIER ZEF RS RN FMATINARE NATF
£, dirty background bytes & dirty background ratio MI¥ESE. R
REHPHN—, WB—PSWENRE 0,

/proc/sys/vm/dirty ratio
5 dirty background ratio EMHBEDLHE, MRBILE, BES NNEEFHN
RREFEHEMEL, HEFRZESRIFREFZIZRLDREANAEZ, RIAMEN 20 (%),

/proc/sys/vm/dirty bytes
XX HEFINEIESHS dirty ratio A, RAIEHEAUFHAREMUNRENARF
2, MARAEWRENES L. BF dirty ratio # dirty bytes =HItBEIIIAT
&, NREEEPN—, WS— I SWEMEE 0, dirty bytes RFHN&/IVE
AR (UFTAREMA) ; EERTLESINERR R, HRREBIERE,

/proc/sys/vm/dirty expire centisecs
RERERFARS NRSEI BRIV ESIETE T —RRERFHIEFLEN SRS Ho KUY
BfRIEX 4 inode AVEERETIEITR, ALk, @I %EREN, B—XEPNESPREANTR
WEEE No

dirty background ratio # dirty ratio EERETREESEITHN. NREMNX
LBE, SEESZREANAFTERAAPRBEKNE,. RAFRTFHNEREANAGFES, BIEE
5o /0 MR EEN I/0 RAKEESELENNSMB R, BZ, IRATFEZHREARN
7, SRELWAENAIRESIEMIER, XESFESEIFIHMEN, EREERMETREER
( “BAFI") o

156

dn
[o]
W
W

4 SLED 15 SP3



14.3.3 SUSE Linux Enterprise 12 5 SUSE Linux Enterprise 11
Z I8l 1/0 E AN BRIER
RAEMARFRAEAFHREENFTESNEENETXHEER DL, XATUBERARHR

BETS D ECFT R EIBLEIR5ER |/0s I FREARSHEERNE ANNRARNEFEH
vm.dirty ratio (/proc/sys/vm/dirty ratio) ##%l, EMAERN:

40
20

SLE-11-SP3: vm.dirty ratio
SLE-12: vm.dirty ratio

£ SUSE Linux Enterprise 12 RERRELLEN T EMRE, ERERENER T UERM
SERX IR EE, ANRELZMMEFHEEAINERRE. XBRSE, NRAS LB
EEENIAREYE, MEIAERT, 7 SUSE Linux Enterprise 12 52 EFREAYEY 8 EL7E
SUSE Linux Enterprise 11 SP3 E&E/b, AZHTIERHRIEIAILTN, RANAEFER
fsync() AL #HE, HEBHIBEZAREANNREEREIR, FAZIPRE,
BREEFEE—LEHIMER. NRENNARFZILZMm, WEENREESHREIMEF. B
IESEN FARRF B AR EIRE NEUELLRRFINEMm, B8EM /proc/PID OF APPLICATION/
stack , MEBNHAREFIEEE balance dirty pages ratelimited EfEZRAERT(E,
INRMRENXER, MEXSH TR, B8 vm.dirty ratio {EENNZI 40 L& SUSE
Linux Enterprise 11 SP3 174,

BESHER, TIREAME, BKI1/0 BHEHREMEREN, E—HXFNXET I/0 HENPATIRET
I8

THIRGIER dd LS AE 30% NAGFENER, HRENFZE vm.dirty ratio A
BN N

root # MEMTOTAL MBYTES="free -m | grep Mem: | awk '{print $2}'°

root # sysctl vm.dirty ratio=40

root # dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
2507145216 bytes (2.5 GB) copied, 8.00153 s, 313 MB/s

root # sysctl vm.dirty ratio=20

dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
2507145216 bytes (2.5 GB) copied, 10.1593 s, 247 MB/s
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FAR, ZERSEMTRHLTAENEE, URIRENIEENEE, NRIRE
dirty_ratio=40, RZSEFEZMEATREEANEE. BFLER, EXRMER
T, 1/0 BRERERS, FEHERTEREZA dd FF RIS

root # sysctl vm.dirty ratio=40
root # dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))

conv=fdatasync

2507145216 bytes (2.5 GB) copied, 21.0663 s, 119 MB/s

root # sysctl vm.dirty ratio=20

root # dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))

conv=fdatasync
2507145216 bytes (2.5 GB) copied, 21.7286 s, 115 MB/s

BAR, dirty_ratio FMAAIFAZEMEMRRNE, BESSHBEATHERR.
b, dirty_ratio AZEEFM /0 t6E, BEARIFEMERBDINER TURTHATE
NI TR EHRVINEERE,

14.3.4 FNRZSE

/sys/block/<bdev>/queue/read ahead kb
MRE PRSP HIZRINFEZEIE DX, AZSEANIRN—LEE8E, LUBDHIZEFR
$HERIFERYEYE], (RATIRENRISSIREIEERIRIE /0 BELEN “BAF BEEMSITER,
IESEHATIREAZIEZR I X GENRABIEE, NRELAMMAXEH#ITAEEFIXERY
HEARBIR, AIASHIEBINIE, BEAKFIESBIURE? (AFMIEMNEFEAIA
ZRIREIN) SKitEE T (AANFEARENTAI/0) . BIAMER 512 (KB).

14.3.5 FEHATISE

FFABEEAATI (THP), AILLUBE#HIZRFMBHE AT, HE®I khugepaged RNIZEERK D
BCHEREI LU #H1T. WA EARETEAR hugetlbfs FohBEEATHN D EMER, THP WHFF
REZAFHRXNNTEAREER. EETRAESERNF AR SR IR, &8

BARIMITEEERL T 1000 2.

St
W
W
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ERLEFRTOEFIRE THP. BTFREERAXI A, REHBBRREHRIEXN I ERERARE
BfER THP, 0, HEEEEIREE[ 2 MB AEMAR 4 KB RRAEENEIR, RESBURR
B TT, 7EEF SUSE Linux Enterprise 12 SP2 f9kiRzs £, iR THP RN AR fES K
BEI FERIRTS, ELESMBEHIMZR THP 1% XF SUSE Linux Enterprise 12 SP3 18
B hRZS N7 EHT T It 2o

AJLUEE transparent hugepage= Wtx5#1EL sysfs BcE THP B9178., #1490, wILGEE
AINAZBEL transparent _hugepage=never , EJiE grub2 itE, AGESISFREZEH
THP, ERUTHLREEEERMA THP:

root # cat /sys/kernel/mm/transparent hugepage/enabled

always madvise [never]

MREZH, B never BREAESH, AL ERGIFFIR. WMNRIEEE always,
BIRAEHENERAHER THP, BURSEXRK, N=ZEM khugepaged ., INRIEEE
madvise , MISANARFENIEERMULZE] S E THP,

/sys/kernel/mm/transparent hugepage/defrag
kS A FIEHIEE THP BN B2 FAIEMN TEE, 1E32%F THP #Y SUSE Linux
Enterprise 12 SP1 fIEKMRAF, always BEHIAME. MR THP FAA, WARFRE
RMAFHITER IR, NMRAEFEEAKHE THP AAH, NAEFPEIREILREKR
EEFMR,
& madvise RRNNENAREFENIERE, THP KEIERA SHITHAEIE, X
SUSE Linux Enterprise 12 SP2 F1E SR AsAYERIAES
defer {i&MATF SUSE Linux Enterprise 12 SP2 1B &Eikds, ¥R THP ReJH, WHARE
FRERAER/NT, E2MEE kswapd 1 kcompactd RZ&REUER S XNRNEH#IT
22, #38H khugepaged HEB2ES THP,
R THP ReJ A, BARSHITEMEMETE, RE—TED never ¥R/,

14.3.6 khugepaged &%

 transparent hugepage i&& always 3 madvise BY, khugepaged =BTIBLN;
HEIGE N never BY, khugepaged =BzhXH, ®E, khugepaged LIBIEHIMEIZTT, B
Bl LATHIETT A0
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/sys/kernel/mm/transparent hugepage/khugepaged/defrag
0 B2 M khugepaged , RATHEITIPIEER THP, MFZmTF THP, BIREER
7£ khugepaged ZiXEH N ARFRAFEARNLZENEFINRIERBUREN HEF
M=, 2 khugepaged ATRE+HEE,

/sys/kernel/mm/transparent hugepage/khugepaged/pages to scan

ST 4 khugepaged 7ERHHIHMTTIN, HHIERIRIRIEHHEN THP &9
N, HIEREHRIIEE 58 THP, ERNE CPU BASEFE.

/sys/kernel/mm/transparent hugepage/khugepaged/scan sleep millisecs
SEREHE, khugepaged Rzt SEIEE MG E BfRIRBR—ERETE], LIPRSI CPU £/
X, BUNLERTERMERFSSE THP, ERNE CPUEAEAS. 187 0 B RHIL4
EE kN

/sys/kernel/mm/transparent hugepage/khugepaged/alloc sleep millisecs
S A TFiEHIH khugepaged TEEFEDEC TPH NEARIRZ A, UZERF kswapd
#0 kcompactd FEUETE.,

khugepaged NE RS/ DA FI4EERMIE, BT /usr/src/linux/Documentation/
vm/transhuge. txt FHEENA T XLESEH

14.3.7 EHfth VM &%

BX VM a2 HNTESIR, 580 /usr/src/linux/Documentation/sysctl/
vm.txt (R%E kernel-source RFEESEMHILXHE)

14.4 S VM 1T
—LERTEBB IS VM (T AMEE T A

1. vmstat: It TEIRHERX VM IEERITIRENEIA, BXFMAEE, BEILFE 2117
“vmstat” .

2. /proc/meminfo : WXHRERNFERUERNRA, EXFMER, BENE 2.4
“VFHARNEFERZ: /proc/meminfo” o

N

.
T
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3. slabtop: WTEEMHEXWIZ slab AFERRIFHAE
Bo buffer_head. dentry. inode_cache. ext3_inode_cache ERFEEF, NHE
procps FRIE T ItkER <,

4. /proc/vmstat : IEXXHRHERER VM ITHRIBBH, FRrEE&ERNRERNE, F—El
KR, REFEEREHIE /proc/meminfo A, HEEAIHLARFURGFARE
Mo ARMBRAMA, FELEMUEXH—ERETE], DUMBETLIER, BEMEMRKERN
REZREERERMT:

pgscan_kswapd_*. pgsteal_kswapd_*
XEREAAREBBhARFKLE kswapd EHEWBITIEL, XEERELERETEE
BALCIWE, RUERERERALETENIEKRAT, HAIRRHINEZ, BERHX
LR R ERER,

pgscan_direct_*. pgsteal_direct_*

XEREDARSNAEFEZERREHFRKRNTIE. tE#HFS5 allocstall it#kss
AOIENNAEREL, LEELFLE kswapd EEHEEE, FAXEEHERHRELTFEHR
o MM ESRETNIZES kswapd LIRS pgpgin. pgpout ELEEFN/FHER
=07 pswapin 3§ pswpout X, RRAKETLZH™ENE 7.

B LA(E R BRER R SR IRBF (S 2o

thp_fault_alloc. thp_fault_fallback
XTI T AERFEZSECH THP 218, UK THP Au] ARVRERFER )
R E. —EmE, FRIENAERX TLB EAHIFEHE, BTUREHNEERREL
=19

thp_collapse_alloc. thp_collapse_alloc_failed
XLETH 283 T khugepaged 9 ECHY THP 288, LU THP Re] ARREFE
F/NTIRRE . BRENEIERRERERACKA L, BMENAERFHRNFERERD
¥ THP, AR THP, Xt TLB ENLLRERNN ARERFMS, XEMA—10E

o
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compact_*_scanned. compact_stall. compact_fail. compact_success
B THP HERACHER B, XLIHEEErTERIGM. SNAERFEIE THP &
BIALEEHEY, =EM compact stall. FIFRAVITEZEITAITHEHIDIE, UK
PR INEN R I BVRE i B IR R4 £
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15 ROREMLE

MEFRRAIFBESR, HMASAERAREE LIURTRARNERARURSHIMNIAZE, 5
SOPLE RN B P IR EEE AR (XA BREEREMIK) o Linux RREEERZ RN
IR, MARRAHNEELE, HREFARIFRE e, ELURSERE.

15.1 AIECEMAREREFERAX

MBIERAIEE _L&RBT TCP/IP AR — M EREFEORKILER; BX TCP/IP RIF4E
B, BB (EEEm) ,£198 “BXNEMIR” o Linux IZBIERFRIXPHNERE
FRORGECERERENHE XERRERFEAXZREN.

O ==: Tcr aHHA
MAIZRZA 2.6.17 FFIEZ 2 BB HPX K/ (RAKN4MB) . XEKE, F
HAFEETZARRENEMLEE, BF, RFFAEREUTEE, 5E, &iHEF4HA
LERITHIERRR,
NREEMIBRRRIZER, EINEPRTFE) TCP I, 2B BohiiEAThEE,

/proc XERSEFRFHRX A LUERARERFEAKBA/NNITH; BX /proc XHR
GN—MRER, BERNE 26T “/proc XHRG o EUTUEERMSEEXAIX MG

/proc/sys/net/core
/proc/sys/net/ipv4
/proc/sys/net/ipv6

RIZXH (linux/Documentation/sysctl/net. txt) FNABTEM net TE, linux/

Documentation/networking/ip-sysctl.txt #1 linux/Documentation/

networking/ipvs-sysctl.txt FNBTHHk ipvd TE,

g0, £ /proc XHHRZHR, ATAMEMNISE “RAEEFEWRESNX" M “RAEETF

RiFEEHX” , HENA TCP tMREXFHMED (7 ipvd #) , NMBSFIEHINNILE
(£ core #) ,
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/proc/sys/net/ipv4/tcp moderate rcvbuf
R /proc/sys/net/ipv4/tcp moderate rcvbuf REHRN 1, MEEEBHE
HonSEBE XK,

/proc/sys/net/ipv4/tcp rmem
BE=ME, AT &ESMNERNATRRERXNERNRND. AR RAKR DN X
BEEXTERFREFERSR, mAXXE TCP EAKX.

/proc/sys/net/ipv4/tcp wmem
5 tcp_rmem @A, ERFIEESMNEENAFLEEFX,

/proc/sys/net/core/rmem max
1B I A] LRI A2 BB IS G KIS R RE R X K/

/proc/sys/net/core/wmem_max
IR BT AT ARSI A2 F RIS B KR A RIEE P X K/,

BILUEN /proc ZREAEER TCP INEE (BRIABFTHFE TCPIRE) - fAlaN, KELUTX
&

/proc/sys/net/ipv4/tcp timestamps
TCP BYBRTE RFC1323 H7E Mo

/proc/sys/net/ipv4/tcp window scaling
TCP B O4ERETE RFC1323 B E Yo

/proc/sys/net/ipv4/tcp sack
EFEHIA (SACKS),

fEF sysctl EEEE N /proc XHERFEMWTE, sysctl tb cat (BAFIREY) #0

echo (AFEN) ErE, RAETEEM /etc/sysctl.conf EEUEE, FHitk, SXES|
S5, XESEREBASEMRE TR, FA sysctl JUBRMWEERETENREME; K root
SMERTHSLTIE TCP HEXIRE:

tux > sudo sysctl -a | grep tcp
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Q iFE: HWEAMKTEMMERMNKET
HIANETEF SR IMEMARSRIR, B9 CPUSIRNEFERR,

15.2 MMZ RN 2 ia e

FEFFEHITMERIEZ /I, HAREMEMRIMFMERER . FLET An]FEEh X LR
o

LTI EaEBESTMSETE: netstat. tcpdump #1 wireshark., Wireshark @—1
L& E a8

15.3 Netfilter

Linux By ASEFIHERRINEER Netfilter RIZIRRIEM, HRRE—NSEAERENETHNRIME
2R, MRENMMNEENELE, Netfilter ST HIEEZE, HERBANNE XHITHH
1BIE ( “BiR ), FlnsbaAER,

Netfilter IREZEEEEZREN, R, EXHMNES, SAERVSEEMER. 5
5, BRERIRERFHAIEESK, Bz EMNEREE,

HAZTIERN, BEFMENRE, SBIAEERK,. EMNERERANER

T, “WEITH DEEAILAAERZAEREHENEE. BXSERER, 55 https//
home.regit.org/netfilter-en/using-nfqueue-and-libnetfilter_queue/ 2,

BXFAMEE, BEB N Netfilter F iptables BRI ETT http://www.netfilter.org 2

154 {EREWEF M (RPS) EXEMASERE

MANBSREOIREI UBHAENE, SEENMK T RIMEAMENREERER, A TR EMEE
FX, REBMEBR TIED ALZ1 CPU il
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RLEMANSZEO T ORI EEG PSS MERIATIF Z MEWEAY, BEBRIEN L%
N CPU il BR, BB —EMKZEONEE TR MY, KR MER N FTIRPL
EREEANE, BRRLER, BERFMA “HITH RUEZD CPUZRID AT £
SUSE Linux Enterprise Desktop L, ItIhgEE @i ZUEIRIT (RPS) SRTLMY, 1R B] ATEREIAIR
IRHEER RPS,

RPS &£/ IP it i O S AN SRR EE—RIE R, ERALRATHRERE—HIERNE
RiXFIFE— CPU, MIMmEBIRAERE.

RPS RIRIEM S IgEHWAATIIZORERN, EEXHFRFEUTERERN:
/sys/class/net/<device>/queues/<rx-queue>/rps_cpus

<device> RTMLEILE, FII0 eth0. ethl, <rx-queue> RRFFEUWPATI, B0

rx-0. rx-1,

INRMBEIE OB IF R MERIAT], TRTFE rx-0, MREXFSMERWY, NEH
EWEAFTIEBE—1 rx-N BRo

XEREXHEE CPU ENES DR IR BIAMERT, FEUEHKEN 0. ERALIKESR
LA RPS, Fitb, AIERETRY CPU WZAIEEPAT,

E B RPS HiLISER CPU A EEOZEWAATIFE, BRHXLE CPU EUBFHUEEIRE
7 1. g0, ik CPU 0-3 &3 eth0 BYSE—MEURATIRIEL, BIFALAIE 0-3 IRE N
1: 00001111, AfF, FRURTELA TS — EXFIFLERN Fo ERUTHLIR
B+ #HE:

tux > sudo echo "f" > /sys/class/net/ethQ/queues/rx-0/rps_cpus
NREBER A CPU 8-15:

1111 1111 0000 0000 (binary)
15 15 0 0 (decimal)
F F 0 0 (hex)

RAFgE/HBIE ff00 BE<LH:
tux > sudo echo "ff00" > /sys/class/net/ethO@/queues/rx-0/rps_cpus

7Z NUMA &N L, BIREREMRE, 0135 RPS B2E RNEAR— NUMA £/ CPU AMEIEZEO
EULBA T B9 R
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£3E NUMA BN L, BILERFRE CPU, MNRABMERRS, HbRETLAEMLIEZEON CPU
BIiRFHMERE, BILUEE /proc/interrupts MAERTMLIEOM CPU, Ba0:

tux > sudo cat /proc/interrupts
CPUO CPU1 CPU2 CPU3

51: 113915241 0 0 0 Phys-fasteoi  eth0

EABIFR, CPU 0 BME—— PNATFRIE etho FHFA CPU, AARE CPUO B1EIESE,
£ x86 1 AMD64/Intel 64 SE& L, AILUfEA irqgbalance BEEHHRTD &4% 1 CPU, BX

EZHT, 1580 man 1 irgbalance,
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16 1%3& SUSE Linux Enterprise for SAP

AENBIEEY sapconf A&EMHIE SUSE Linux Enterprise Desktop, WUEURESRE
F SAP W 2. sapconf iEHTF&EET SAP WAFERHY SUSE Linux Enterprise &4, &
%77 SUSE Linux Enterprise Server for SAP Applications BIZ P N saptune,

Q #E: BXM sapconf ®<
£ SUSE Linux Enterprise Server L% SUSE Linux Enterprise Desktop 11 1 12
1, sapconf dn<HEMITERZREFEF,
3FF SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server 15, ERB&4%
T1k: sapconf @S EMIEE sapconf FERR. ZHREGENES systemd ARS,
ABEBE sapconf @817 R, UMK sapconf/tuned EBBEXHEH tuned,

16.1 {£F sapconf 4 7§ SLE &%:

SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server for SAP Applications H#g
T sapconf BHE, HRHEEE tuned BBEXH sapconf, ERAX—MUBEEX
LR LU T 2B SAP L RIS EZINHISE: SAP NetWeaver. SAP HANA FIEF SAP
HANA BN 2o

SUSE® LINUX ENTERPRISE SERVER 12 Hfy sapconf4 {3

sapconf4 (EF tuned)

sap-netweaver (tuned BRESH)

sap-hana (tuned BCEX)

sap-bobj (tuned ECEXf)

sap-ase (tuned ECE{H)
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SUSE® LINUX ENTERPRISE SERVER 15 H1fy sapconf4 1%

sapconf4 (BF tuned)

sapconf (tuned ECEX{H)
FAR, NMREBZFENAAREH#ITTER, sapconf EEEXHAIGEREEXLEL,
sapconf FERFH IR HRM:

o —IN systemd AR, ZAREMHHE tuned MEBXRBETEEITHERE sapconf EE
X5

* tuned BEEXMH sapconf, ©ERMIAFMEEXHNBFEEEN sapconf HiFS
8

EfEA sapconf, BRREMNALK LELE tuned M sapconf B,

Q) EE: SUSE Linux Enterprise Server fl SUSE Linux
Enterprise Desktop 15 SP3 R4t —ED & X4

£ SUSE Linux Enterprise Server L%z SUSE Linux Enterprise Desktop 15 1 &Sk
A, JFEMTT — tuned EEEXH sapconf. BE5IBAR SUSE Linux Enterprise

Desktop FREMIFIEZE X4 sap-hana/sap-netweaver fEFRERE,

16.1.1 BEBRMEH sapconf HEBFBERS

=% sapconf /5, tuned BI&EH, #8 sapconf EEEXHSEEE. BR, MREEH
T5— tuned EEBXH, sapconf MASBHEBESM tuned BB,

HffR sapconf MAFMBERNIASH, TREEGFEESISFITEN.
&R RN FRRIAMSE S E X sapconf AVIRE:

o BEE sapconf REIIRE, BFETUTHS:

root # systemctl status sapconf
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ZIRSB N ERA active (exited), RAERATZEE tuned , BEiFEI=IRE,
* 225) sapconf AR5, HMIMBE) tuned ARSS, HIETTATEH<L!

root # systemctl start sapconf
° N sapconf {XFEARE, BEAUTHSBEBRAHB:

root # systemctl enable --now sapconf
e {21t sapconf BRSS, FMMFL tuned BRSS, BEITUA TR

root # systemctl stop sapconf

WAL tuned,, RS ITEFERERSHUMLIRE. REFTEESISRATERA/
RARNEDEI b

i

#mE sapconf, EFAUTHS:

root # systemctl disable sapconf

MREKRIFEBEITBA sapconf FRI&FAEMRS, Ntes<SESE2A sapconf FRfE
MK ZHFHASHANRERS,

B, SIS EMENRERS tuned AR
o EEE tuned IRBHIVIRES, BIEITUTEHL:
root # systemctl status tuned
o EEFLFNEEFEAMN tuned EEEXMH, BEITU TGS

root # tuned-adm active

MR HSREIMN YT T ERSHEE X ZFFARRE sapconf, BREZEEX
.

root # tuned-adm profile sapconf
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() #7: sapconf KFNWEMERSS

BT sapconf BREZAEZ LUK tuned BRSZLAIM, sapconf EMEKFFLATRE MRS :

* sysstat, ZIRSATWEREXRGECIRIEIE,

° yuidd, ZRSSEMETFEIEIRN UUID, BMERTESRIFLZAIESRIZOINISE
&, WEERIEXLE UUID BME—RY, XIF SAP NAREFME RSB E,

16.1.2 FECE sapconf4

—ARIER T, sapconf MEIAECECEMA SAP ZINMSHE, BINREEEHENR, LA
BiZT AU HEXLEERK,
sapconf WECE D AT . BT ARG NFREE X205

/usr/lib/tuned/PROFILE/tuned.conf
B LARBRIEHE 16.1 “ECE sapconf4 ELEX " HFrRRIEEFERIERNX G, &
ELXEPISE, BHEEEHE /etc/tuned THEEXEEXHER tuned,
REERXGPNE, NREFERUBESZXMG, WTREFHRGE sapconf BIER

ERFHEYE L,
T ERRER T —NEXIMNMEIAZE /usr/lib/tuned/sapconf/tuned. conf XHHY

e A, WEIFTR, IHMEMREBEXHITHITXES R, RU T EEmREE
332 16.1 : FEE sapconf4 BERE X

1. SIB— BB ENX tuned BBEXHER, H¥§ tuned.conf XHEHIZIEA:

root # mkdir /etc/tuned/sapconf
root # cp /usr/lib/tuned/sapconf/tuned.conf /etc/tuned/sapconf/

2. EIEFEFIM tuned.conf H, BEX script.sh W5|A, LUERERIRKESE
AR AN B 4E 3 BR AR -

script = /usr/lib/tuned/sapconf/script.sh
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AREESH| script.sh, X&&EM sapconf HIMEFHFA MR,

3. /®4E /etc/tuned/sapconf/tuned.conf FHEEL,

B|XREH sapconf 5, BEFURBEEXHSEENX tuned. conf BIRBEHITLL
o
S5httEXMNBEEEEESAN /var/log/tuned/tuned. log #,

/etc/sysconfig/sapconf

X HEE sapconf BRI S, WX HFFHSEEIER _LRMZAS /usr/lib/
tuned/sapconf/script.sh LA,

TRl ERRELIE . WX ERHNESHE @I EREMI SAP %A (RI1E https://
launchpad.support.sap.com/ 2 £&E) W5 BAHITRERE,

E# sapconf B, RARRAIBESMRBUNHFTNFAEEEX S, BE, GHE
FERSHREFRIFEEXHFR, AL, BNEEHEREUNNEEXRE (8

WHAE %185 /etc/sysconfig/sapconf. rpmsave) S5#hkas (fiiF /etc/
sysconfig/sapconf) ZEIMESR,
S5t HHEXNBEEEEREN /var/log/sapconf.log #.

REHPNE—XHN, %I, REEERITEN # FOIBE, XRTREZENS

HAEX, BERBEHRIAE

Bk, ERILUETERN # FEEREHFESR. BENIZBRXMECE, FEAXAIERFH

sapconf TCAIEENARE X4,
ENVRRENECE, 1BERB5) sapconf :

root # systemctl restart sapconf

HBIARSERNA T ETSHENSIRIESHNFRMS. Eit, UFAENBERSG:

fl16.1 : IESY

ERIAREENA TCP_SLOW START RUIRE, iBHITUUTRME:

* BF sapconf WEHEXH, LUAEERENATZE. 7 /var/log/
sapconf.log A, NEREEFEEEUTXARIT:

172 A& sapconfd SLED 15 SP3


https://launchpad.support.sap.com/
https://launchpad.support.sap.com/

Change net.ipv4.tcp slow start after idle from 1 to O

&, SHETEETE sapconf BEIZAEIEIEMRIZEE. EXMMBERT, sapconf BR
ENHE:

Leaving net.ipv4.tcp slow start after idle unchanged at 1

° AILUTE /proc/sys/net.ipvé4.tcp slow start after idle HFEHEcE
TCP_SLOW_START [FEAIERET, BIOEHKFRAEFIE, BEAUTHS:

root # sysctl net.ipv4.tcp_slow_start_after_idle

16.1.3 ZEPBx sapconf
ENRFZHERR sapconf, BERAUTHSHERNRGE:
root # zypper rm sapconf

AR, BITIHRIERSEIEE sapconf BYKHII, 1B sysstat #l tuned RSZIGHNEZER
RS MREMAZTEEFNE—RS, BSHERXBRAE,

% sapconf RARKERELSHINNGF. BXFMES, BESINFMMA man 7 sapconf
B9 “PACKAGE REQUIREMENTS”  (GrFBEX) E 5.

16.1.4 EZER

UTFMIRETAEX sapconf HWEZEE:
e sapconf FRAMIASHKNEEMA: man 7 tuned-profiles-sapconf
e sapconf KEMNFIEMIEASHIIF4XEE: man 5 sapconf
o BXEEEMBENX sapconf EEEXHHISE: man 7 sapconf

FiEB W https://www.suse.com/c/a-new-sapconf-is-available/ 2 LHIER RS, Hihi¥d
NB7T sapconf BIEFTARZS,

173 %R sapconf SLED 15 SP3


https://www.suse.com/c/a-new-sapconf-is-available/

16.2 £ sapconf 5 41 SLE &%

SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server for SAP Applications #
RILT sapconf MG, UARHERILITRER SAP MAREFISERINNSE: SAP
NetWeaver. SAP HANA F1EF SAP HANA BN FBTZ =,

SUSE® LINUX ENTERPRISE SERVER 12 $1fj sapconf5 #E%
sapconf5 (FEE tuned)
e sapconf-netweaver (EXf{T tuned ECEXHH sapconf ECEXH)
e sapconf-hana (BXf{T tuned ECEXHRY sapconf BCEXMH)
e sapconf-bobj (BXfXT tuned ECEXHHY sapconf BCEXH)
e sapconf-ase (BYXT tuned EEEXHH sapconf ECEXH)

SUSE® LINUX ENTERPRISE SERVER 15 Hfy sapconf5 {3

sapconf5 (FEE tuned)
THEESmEXH
BAR, NMREZFNAAREHITT EX, sapconf AGRESEEXLEEN,
sapconf 5BEMIT —1 systemd BRSS, ZIRSZS=MNBMIAHHFEEXINRS EEIETT.
E(FH sapconf , BARENARLZ LEELE sapconf BEFE,

Q) iE&E: SUSE Linux Enterprise Server 1 SUSE Linux
Enterprise Desktop 15 SP3 ARG SH & X4

£ SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Desktop 15 1, sapconf
FEZFEEX M.

16.2.1 5% sapconfi&E&

sapconf 5.0.2 MIESREPIRE TIET R sapconf_check, ATFREEETEERIZE
sapconf . f50:
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root # sapconf_check

This is sapconf check v1.0.

It verifies if sapconf is set up correctly and will give advice to do so.
Please keep in mind:

{{ - This tool does not check, if the tuning itself works correctly.}}

{{ - Follow the hints from top to down to minimize side effects.}}

Checking sapconf

[ OK ] sapconf package has version 5.0.2

[ OK ] saptune.service is inactive

[ OK ] saptune.service is disabled

[WARN] tuned.service is enabled/active with profile 'virtual-guest -> Sapconf
does not require tuned! Run 'systemctl stop tuned.service', if not needed
otherwise.

[FAIL] sapconf.service is inactive -> Run 'systemctl start sapconf.service' to
activate the tuning now.

[FAIL] sapconf.service is disabled -> Run 'systemctl enable sapconf.service' to
activate sapconf at boot.1l warning(s) have been found.

2 error(s) have been found.

Sapconf will not work properly!

MR sapconf_check RINT A, BRRMHEXWARRAFEIIRT. ZLAFTERBES
BEBBERS, RalWE sapconf 2REERISEHBER.

16.2.2 BEBRMEZH sapconf HFEBFERS

=4 sapconf g, ¥BEA sapconf ARS.

ERI LRI T AR B S EERY sapconf HUKAES:
o EEF sapconf IRJBEVIRE, BBE1TUTHL:
root # systemctl status sapconf

ZARSE R R active (exited)

° EF5f sapconf ARSS, BEITU TS
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root # systemctl start sapconf
° MR sapconf LFEARKE, BEAUTHSRKEBRHEB:

root # systemctl enable --now sapconf
o B{Z1k sapconf AR5, BEEITA TG

root # systemctl stop sapconf

IER SR ANERERSHMNIRE. REREES|ISRAT LS HA/ERRNEDHIN
o BHMH sapconf, BFEAUTHS:

root # systemctl disable sapconf

MRERFEBITRE sapconf FRKEBERARS, NtH<SIESZA sapconf FrfE
AR ZHHES M ERS.

() #%: sapconf {K¥INEMBRSS
BT sapconf ARSZLIM, BIEREKEHTFILTHEIARS:
* sysstat, ZIRFSATRERXRYUERBIEIE,

° uuidd, ZARS=EMETHIEIR UUID, BMERTFRIFLIESRZOANEE
&, WEERIEXE UUID BME—RY, XX T SAP NAREFM=IFEHE,

16.2.3 BcE sapconf5

—RIERT, sapconf HEUABLEEER SAP BB HE, BINREGRHEXR, AT
BEZTAUEFHEXLEFE R,

&R LUTE /etc/sysconfig/sapconf XHEE sapconf BFAESE, &rILL
BiEmELX G, tXGPHFRESHE @S M SAP %A (RIE https://
launchpad.support.sap.com/ 2 E&BE) W5|HHITHEE,
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§#1 sapconf BY, RASRAIRESHERBINHTPNREEEX S, BE, BNTEE
SHELFRIFREXX S, Alt, BNEEHNEORELFINEEXEE (EEMAEE
#%#%) /etc/sysconfig/sapconf.rpmsave) S5¥#hk4ds (iiF /etc/sysconfig/
sapconf) ZEIMNZER.

S5t 4EXNEEEEEEAN /var/log/sapconf.log A,

WEEPNE—XHN, BRI, BLEERITEN # FROIRE, XRTREZEHS
AR, EESEEENIAME

MR, ERIEITERD # FRFCIBIERTESH. BRZERXMEE, BAXATEESEN
sapconf TAERNAEEX M

ENAmENECE, BERB5) sapconf :

root # systemctl restart sapconf
WINRBEBNA T X NSRENSIVRESHNREMS. ALt, UTFAEXBIERA:

5l 16.2 . TS

EIAEEEMNA TCP SLOW START IRE, BHRITLUTIRME:

* &F sapconf WHEXH, UHEERENAT%E. & /var/log/
sapconf.log A, KNERBFEEEUTXARIT:

Change net.ipv4.tcp slow start after idle from 1 to 0

&, SEEIAETE sapconf BEIZAIBEMIEE. EXMERT, sapconf BFR
ENHEE:

Leaving net.ipv4.tcp slow start after idle unchanged at 1

o AJLUTE /proc/sys/net.ipvé4.tcp slow start after idle FRFhfcE
TCP_SLOW_START [GEMVEMIE, BENEHRKFFRIZERIE, BEERAUTHL:

root # sysctl net.ipv4.tcp_slow_start_after_idle
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16.2.4 ZEPBxsapconf
ENRZFERR sapconf, BEHRUTHSHERIRGE:

root # zypper rm sapconf

HAR, PITIHEEARSEIE sapconf BIKHIIN, (B sysstat IRSFKHNFERRS. MR
BANAFELLRSS, BSUBRERAE,

16.2.5 FHER
UTFMIRMETAEX sapconf HWEZEE:
e sapconf KEMNFMERASHIIF4IZEE: man 5 sapconf
o BXEEEMBENX sapconf EEEXHHIEE: man 7 sapconf

FiEB M https://www.suse.com/c/a-new-sapconf-is-available/ 7 LHIER RS, Hhi¥d
BT sapconf MIEFARZS,

16.2.6 ¥ tuned 5 sapconf —jCfEH

fEhRZs 551, sapconf ABA&#MT tuned, XEKE, XM NTEETLSEMFER, N8R
tuned IRSERDH, sapconf BEHBERIIEES,

o BE: & tuned 5 sapconf —iEEfER
INREEFBER tuned F sapconf , ESHIL, BAXHATARBNRASH
A
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VI

17
18

19

WIBR % ME

IREET A 180
Kexec 1 Kdump 192

£/ systemd- coredump $t XN ATERFAES#H 1T 211



17 IRizTH

SUSE Linux Enterprise Desktop F#li 7 21N TH, AJEBEREEXENRAENERER.
T RXLEEERTEMERN, Fit, IEAMEREFTNR. KIMMETENRRE, HE
REGTHNHEZEURTEFER THMLERAR R, ABHPTAEOEEREREF, FLEBER
T, BE@ITEIRTEA SUSE Software Development Kit REXLET E,

Q iFE: BEMMsEFM
BMEITHPHBENAZARNERAR, ZHENEEETE TR, BENXIRTERE
RN A ERRERT R,

17.1 {EH strace BIER%EARE

strace <A URERHZENARERUNHEZKEINES, strace AJLUGETHF S HIRE
HRESER, HEEELE strace MIMEIBETHGHG S, THNESTRETEERARARS
r, EEESH (EEESH) REEREE,

T THMEREERAAER, FNBERAZEMNGS, AEEMTHNFARARM
strace:

tux > strace 1s
execve("/bin/1ls", ["ls"]1, [/* 52 vars */]) = 0

brk(0) = 0x618000

mmap (NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) \
= 0x719848667000

mmap (NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) \
= 0x719848666000

access("/etc/ld.so.preload", R OK) = -1 ENOENT \

(No such file or directory)

open("/etc/ld.so.cache", 0 RDONLY) = 3

fstat(3, {st mode=S IFREG|0644, st size=200411], ...}) =0

mmap (NULL, 200411, PROT READ, MAP_PRIVATE, 3, 0) = 0x7f9848635000

close(3) =0

open("/lib64/librt.so.1", 0 RDONLY) =3
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[...]
mmap (NULL, 4096, PROT READ|PROT WRITE, MAP_ PRIVATE|MAP_ANONYMOUS, -1, 0) \
= Ox7fd780f79000

write(1l, "Desktop\nDocuments\nbin\ninst-sys\n", 31Desktop

Documents

bin

inst-sys

) =31

close(1) =
munmap (0x7fd780f79000, 4096) =
close(2) =

N O O ©

exit group(0) =
ER strace MIMBEIBZITRI#HE, FEEE -p FANEELMAHIZNHIZE ID (PID):

tux > strace -p “pidof cron’
Process 1261 attached
restart syscall(<... resuming interrupted call ...>) =0
stat("/etc/localtime", {st mode=S IFREG|0644, st size=2309, ...}) =0
select(5, [4], NULL, NULL, {0, 0}) = 0 (Timeout)
socket (PF_LOCAL, SOCK STREAM|SOCK CLOEXEC|SOCK NONBLOCK, 0) =5
connect(5, {sa family=AF LOCAL, sun path="/var/run/nscd/socket"}, 110) = 0
sendto(5, "\2\0\0\0\0\0\0\0\5\0\0\0root\0", 17, MSG NOSIGNAL, NULL, 0) 17
poll([{fd=5, events=POLLIN|POLLERR|POLLHUP}], 1, 5000) = 1 ([{fd=5,
revents=POLLIN|POLLHUP}1)
read (5, "\2\0\0\O\1\0\0\O\5\0\0\0\2\0\0\0\O\0\O\O\O\O\O\O\5\0\0\O\6\O\O\O". . .,
36) = 36
read(5, "root\0x\0root\0/root\0/bin/bash\0", 28) = 28
close(5) =0
rt sigprocmask(SIG BLOCK, [CHLD], [1, 8) =0
rt sigaction(SIGCHLD, NULL, {0x7f772b9ea890, [], SA RESTORER|SA RESTART,
0x7f772adf7880}, 8) = 0
rt sigprocmask(SIG SETMASK, [], NULL, 8) =0

nanosleep ({60, 0}, Ox7fff87d8c580) =0

stat("/etc/localtime", {st mode=S IFREG|0644, st size=2309, ...}) =0
select(5, [4], NULL, NULL, {0, 0}) = 0 (Timeout)

socket (PF_LOCAL, SOCK STREAM|SOCK CLOEXEC|SOCK NONBLOCK, 0) = 5

connect(5, {sa family=AF LOCAL, sun path="/var/run/nscd/socket"}, 110) = 0
sendto (5, "\2\0\0\0\0\0\0\0\5\0\0\0root\0", 17, MSG NOSIGNAL, NULL, 0) = 17
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poll([{fd=5, events=POLLIN|POLLERR|POLLHUP}], 1, 5000) = 1 ([{fd=5,
revents=POLLIN|POLLHUP}])

read(5, "\2\0\0\0\1\0\0\0\5\0\0\0\2\0\0\0\0\0\0\0\0\0O\O\O\5\0\0\0\6\0O\O\O". . .,
36) = 36

read(5, "root\0x\0root\0/root\0/bin/bash\0", 28) = 28

close(5)

[...]

-e EMANRG SN FIEMA S, flil, BRERITHAXNENSEEXHFNFRERE, BFERUT
e

tux > strace -e trace=open,write ls ~
open("/etc/ld.so.cache", 0 RDONLY)
open("/lib64/librt.so.1", 0 RDONLY)
open("/1lib64/libselinux.so.1", O RDONLY)
open("/lib64/libacl.so.1", O RDONLY)
open("/1ib64/1ibc.so.6", 0 RDONLY)
open("/1ib64/libpthread.so.0", O RDONLY)
[...]
open("/usr/lib/locale/cs CZ.utf8/LC CTYPE", O RDONLY) = 3
open(".", O RDONLY|O NONBLOCK|O DIRECTORY|O CLOEXEC) = 3
write(1l, "addressbook.db.bak\nbin\ncxoffice\n"..., 311) = 311

w w w w w w

B(RENEHEXNASAER, 1B#ER -e trace=network:

tux > strace -e trace=network -p 26520

Process 26520 attached - interrupt to quit

socket (PF_NETLINK, SOCK RAW, 0) = 50

bind (50, {sa family=AF NETLINK, pid=0, groups=00000000}, 12) = 0
getsockname (50, {sa family=AF NETLINK, pid=26520, groups=00000000}, \
[12]) = ©

sendto (50, "\24\0\0\0\26\0\1\3~p\315K\0\0\0\0\0\0\0\0", 20, O,
{sa_family=AF NETLINK, pid=0, groups=00000000}, 12) = 20

[...]

-¢ BT HERAREREES T ASRIER LE:
tux > strace -c find /etc -name xorg.conf

/etc/X11l/xorg.conf
% time seconds usecs/call calls errors syscall
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32.38 0.000181 181 1
22.00 0.000123 0 576
19.50 0.000109 0 917
19.14 0.000107 0 888
.11 0.000023 2 10
0.00 0.000000 0 1
[...]
0.00 0.000000 0 1
0.00 0.000000 0 1
0.00 0.000000 0 3
0.00 0.000000 0 1
0.00 0.000000 0 4
0.00 0.000000 0 1
100.00 0.000559 3633

BIRIRE MARENE FHIE, BER -

tux > strace -f systemctl status apache2.service

execve("/usr/bin/systemctl", ["systemctl", "status",

Ox7ffead4a3318 /* 56 vars */) =0

31

33

execve
getdents64
open

close
mprotect

write

getrlimit

arch prctl
futex

set tid address
fadvise64

set robust list

total

brk(NULL) = 0x55607T664a000

[...]

"apache2.service"], \

mmap (NULL, 8192, PROT READ|PROT WRITE, MAP PRIVATE|MAP_ANONYMOUS, -1, 0) =

0x7f98c58a5000

mmap (NULL, 4420544, PROT READ|PROT EXEC, MAP PRIVATE|MAP DENYWRITE, 3, 0)

0x7t98c524a000
mprotect (0x7f98c53f4000, 2097152, PROT NONE) = 0O
[...]

[pid 9130] read(0, "\342\227\217 apache2.service - The Apache"..., 8192) = 165
[pid 9130] read(0, "", 8027) =0
® apache2.service - The Apache Webserver227\217 apache2.service - Th"..., 193

Loaded: loaded (/usr/lib/systemd/system/apache2.service; disabled; vendor

preset: disabled)
Active: inactive (dead)
) = 193

[pid 9130] ioctl(3, SNDCTL TMR STOP or TCSETSW, {B38400 opost isig icanon

echo ...}) =0
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[pid 9130] exit group(0) =7

[pid 9130] +++ exited with 0 +++

<... waitid resumed>{si signo=SIGCHLD, si code=CLD EXITED, si pid=9130, \
si uid=0, si status=0, si utime=0, si stime=0}, WEXITED, NULL) =

--- SIGCHLD {si signo=SIGCHLD, si code=CLD EXITED, si pid=9130, si uid=0, \
si status=0, si utime=0, si stime=0} ---

exit group(3) =7

+++ exited with 3 +++

NREFEDI strace N, EBRHEHEAK, UBEEEHEaEOPEEGSE, 5
A -0, EXMERT, BRBREFARTENHEE, HINEXMMMIBEHENES. EERU
A -q REXEHEE (ERBRATRINERMEREF) . EERFFABNSITHALRMNN
8, BEEA -t

tux > strace -t -0 strace sleep.txt sleep 1; more strace sleep.txt

08:44:06 execve("/bin/sleep", ["sleep", "1"1, [/* 81 vars */]) =0

08:44:06 brk(0) = 0x606000

08:44:06 mmap (NULL, 4096, PROT READ|PROT WRITE, MAP_PRIVATE|MAP_ANONYMOUS, \
-1, 0) = Ox7f8e78cc5000

[...]

08:44:06 close(3) =0
08:44:06 nanosleep({1l, 0}, NULL) =0
08:44:07 close(1) =0
08:44:07 close(2) =0
08:44:07 exit group(0) =7

AR KIZE LITH strace BIITAMBEERN. BXFAEE, FSWHEXFMR (manl
strace)s

17.2 {EH ltrace IREEEIRAFE

ltrace AIREEHENIESERFA. HEZEMTF strace, MENKIBRSHETIEE LM
HEHEHBINE Y. BIANERT, ltrace A /etc/ltrace.conf 5 ~/.ltrace.conf
B, B2, EAILUER -F CONFIG FILE &IEEHMEE X4,

F& T RERZEIRALISN, &AF -S XA ltrace XA LURERERSA
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tux > ltrace -S -o ltrace find.txt find /etc -name \
xorg.conf; more ltrace find.txt

SYS brk(NULL) = 0x00628000

SYS mmap (0, 4096, 3, 34, Oxffffffff) = Ox7f1327eal000
SYS mmap (0, 4096, 3, 34, Oxffffffff) = Ox711327ea0b000
[...]

fnmatch("xorg.conf", "xorg.conf", 0) =0
free(0x0062db80) = <void>
__errno_location() = Ox7f1327e5d698

__ctype get mb _cur max(0x7fff25227af0, 8192, 0x62e020, -1, 0) = 6

__ctype get mb cur max(0x7fff25227af0, 18, 0x7f1l327e5d6f0, 0x7fff25227afo,
0x62e031) = 6

__fprintf chk(0x7f1327821780, 1, 0x420cf7, Ox7fff25227af0, 0x62e031
<unfinished ...>

SYS fstat(l, Ox7fff25227230) =0
SYS mmap (0, 4096, 3, 34, Oxffffffff) = Ox7f1327e72000
SYS write(l, "/etc/X11/xorg.conf\n", 19) = 19

[...]

O LMER -e iEMERREESEHIEE, UTRFFIES fomatch f strien ERKEHIEX
BIEERA

tux > ltrace -e fnmatch,strlen find /etc -name xorg.conf

loaal

fnmatch("xorg.conf", "xorg.conf", 0) =0
strlien("Xresources") = 10
strlen("Xresources") = 10
strlen("Xresources") = 10
fnmatch("xorg.conf", "Xresources", 0) =1
strlen("xorg.conf.install") = 17

[...]
BENETHEEFEENMGS, BEA -1 /path/to/library:

tux > ltrace -1 /1ib64/librt.so.1l sleep 1

clock gettime(1l, Ox7fff4b5c34do6, 0, 0, 0) = 0

clock gettime(1l, Ox7fff4b5c34cO, Oxffffffffffe00180, -1, 0) = 0
+++ exited (status 0) +++
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ERILAGER -n NUM OF SPACES BE T HBEFRREENTREGEdH, NtRShHNS 3
1o

17.3 fEA Valgrind #1TAIRAIRE

Valgrind R FRIHMREENRER, EHEBFERIZTEEDHEN—ETR. Valgrind 7]
DN SRAFEEMZERXRE, KA UREATFWENR TRAER, BARFAERM,

T AAgSFERESNAE, fIISBIETHEIER, SEETIHNNALZT AR TRE
EEREFITHNO

17.3.1 =%

¥R SUSE Linux Enterprise Desktop Z1TEHHFHKRBEMT Valgrind, BEERA LR
Valgrind, FZE3REX SUSE Software Development Kit, AE&&EZIRGHIEIT

zypper install VALGRIND
5 E X% SUSE Software Development Kit BR#, #ZF Valgrind REEHERUTH SRR

=+ =
e

rpm -i valgrind-VERSION ARCHITECTURE.rpm

SDK @i&FF SUSE Linux Enterprise B9#&3R, BILUEI SUSE Customer Center BYEXAE
ERE, HEM http://download.suse.com/ 7 F# (82 SUSE Linux Enterprise
Software Development Kit BIE[#kE]) . BXFHMER, i5EE (Deployment

Guide) , % 18 & “Installing modules, extensions, and third party add-on products” ,

17.3.2 ZHFMBEREN

SUSE Linux Enterprise Desktop Z#F7E LA MAR LM L Valgrind:

e AMD64/Intel 64
* POWER

e IBMZ
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17.3.3 _H§LT§/§\

Valgrind WEEMB B CREBSMENERETNITXHIESER. BEEEMRIIENIE
FEIRI{ERE. & FFARIETT Valgrind:

valgrind VALGRIND OPTIONS your-prog YOUR-PROGRAM-OPTIONS

Valgrind @& %1 IR, SN TAREBIERE. ANHPHNEEEERER, TieEA1
TA#HEH. REEZNEEERTUE - -tool, EBER Valgrind E@1THP TR, (NREBE
bR, ERIAZIERE memcheck . B30, E{EA Valgrind By memcheck THRIETT find ~ -
name .bashrc, BTERLITHRRANUATGRL:

valgrind --tool=memcheckfind ~-name .bashrc

TERM TR Valgrind TAFIRM B Ei%EA:

memcheck
KNMAEFESEIR. ErUESBMERARER, FHIERIEIT.

cachegrind
REZGFN. ErlBEBERRRER, FEHEITEREER,

i

callgrind
T#EAR5 cachegrind M, EXSWEREMEFRERER.

exp-drd
KNlZi2EEIR. BRI UEMERHEZSZEZRER, EREBET.

helgrind
B—MEREIRONEZ. EMUTF exp-drd , EEBERBENEARRS MR,

massif
—MERERS, HEERATHISHRESINRNEXS, It TREERIARER, UL
EFHE.

lackey
RAFERITAEARINGENRFITE,
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17.3.4 ZFRIAZEIN

Valgrind A] LATE B BhEHREUEDL, Valgrind 21@E="MIH:
1. 1517 Valgrind WAFMNEERHH .valgrindrc X4,
2. IFIZELE $VALGRIND OPTS

3. &17 Valgrind WHaIERP .valgrindrc X,

Z2REB FEMYINFESITXLERER, EEIEENETLALTFRmAIENIED, SE
Valgrind TEMEXBSEAIERZTANBIFN EESENFIR. 50, MNREHE
cachegrind IBEZIEIHRELHIBE N /tmp/cachegrind PID.log, BEE TFTE—ITHAMEE

BR%H .valgrindrc Xf:

--cachegrind:cachegrind-out-file=/tmp/cachegrind %p.log

17.3.5 Valgrind (9T {ERIE

Valgrind RERTITXH B Z BIBSEITEIN. ERMIZATHRITXHFE X = FERIREY
HEidER. AIRITXHINRIEEEBEIEERN Valgrind TR, ZTASRINESHNAIERL
BiAE. A5, ZRABERELE Valgrind %0y, MITIESAE,

#1g0 memcheck =AMBSMRBAFRES AT, ALt, EFEITRELERNR
TR EIERS

Valgrind RIENEFNERIES, Alt, ERXINERERFNNE, EROEMEEXE (8
ECE) . ATERIFRNE, FF, MRESHAGEMA Valgrind IR, B©RESKINKEXE
(FIg0 C. X11 5% Gtk ) AHEEIR. BHIFAHE 7HXLEEEIR, WFXMIER, Valgrind 7]
PUESR MG X L IRE B Ram RIPR B . - -gen-suppressions=yes £ Valgrind &
REXLRBAR, FETLEESHIZISHF,

BRARMHETLMNEITXH (F2883) EA Valgrind 2%, w0, MRENNBREFEELIH
75X Perl HiZsiziTHY, MPEEIRMULEIS /bin/sh (8] /usr/bin/perl) 1HXAIEIRR
&, EXMIERT, AILUER --trace-children=yes ¥R RIEIEHE, B2, FAATHITX
47 5 Bk 6 It () BE R RV AE AT R B o
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17.3.6 EBEE
Valgrind EiE1THHABISIREHR, HPESFMAERNEZEE G, UTTRABRE T XLH
B

tux > valgrind --tool=memcheck find ~ -name .bashrc

[...]

==6558== Conditional jump or move depends on uninitialised value(s)
==6558== at Ox400AE79: dl relocate object (in /1ib64/1d-2.11.1.s0)
==6558== by 0x4003868: dl main (in /1ib64/1d-2.11.1.so0)

[...]

==6558== Conditional jump or move depends on uninitialised value(s)
==6558== at Ox400AE82: dl relocate object (in /lib64/1d-2.11.1.s0)
==6558== by 0x4003868: dl main (in /1ib64/1d-2.11.1.so0)

[...]

==6558== ERROR SUMMARY: 2 errors from 2 contexts (suppressed: 0 from Q)
==6558== malloc/free: in use at exit: 2,228 bytes in 8 blocks.

==6558== malloc/free: 235 allocs, 227 frees, 489,675 bytes allocated.
==6558== For counts of detected errors, rerun with: -v

==6558== searching for pointers to 8 not-freed blocks.

==6558== checked 122,584 bytes.

==6558==

==6558== LEAK SUMMARY:

==6558== definitely lost: 0 bytes in 0 blocks.

==6558== possibly lost: 0 bytes in 0 blocks.

==6558== still reachable: 2,228 bytes in 8 blocks.

==6558== suppressed: 0 bytes in 0 blocks.

==6558== Rerun with --leak-check=full to see details of leaked memory.
==6558== 5| \ Valgrind B’ EE, HEEHIE IDHKS (PID). EAILUEEMIE Valgrind BER

S5REFASNHEX DR, HREWLESETFRERNHZ,
EIRSEIFAR Valgrind JHR, BER -v EFH -v -vo
eI LALL Valgrind B EE R REE =N AERUE
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1. BUABRT, Valgrind 2R EIBERZXEINXAH#ERR 2, BItmESIRmH, ERILUER --

190

log-fd=FILE DESCRIPTOR NUMBER &I, &% Valgrind FHEERIEIMEREM
R T,

. BIMEE (WIFREEANGE) 2R --log-file=FILENAME 3 Valgrind B9

HEBRERBIMENAX M, WATHERSIEE, FIi0, 1§ sp BN LRIFMREHEN
PID, X#¥, EEn]LURIEHTZEN PID MEERIXEIRRANIXH. %q{env var} HEif
A% env var BT EME,

T RHIGEE B Apache Web AR 23HABI AT REHIRHAFEE IR, FINRERF#HIZ, H
RE4m Valgrind JHE B ANEIIZER1#E PID X HAREXH:

tux > valgrind -v --tool=memcheck --trace-children=yes \
--log-file=valgrind pid %p.log systemctl restart apache2.service

HBREMXRAEFREIRET 52 MEHEXH, EARERA Valgrind WIERTERE 75 #3Riz
1T sudo systemctl restart apache2.service, MEREBRTRE 7, BITH
BAL9% 7T 10 &

tux > 1ls -1 valgrind pid *log
valgrind pid 11780.1log
valgrind pid 11782.1log
valgrind pid 11783.1log

[...]

valgrind pid 11860.log
valgrind pid 11862.1log
valgrind pid 11863.1log

. IS AT REM A T @I 4L & X Valgrind BE R, EEFER --1og-

socket=AA.BB.CC.DD:PORT NUM ETHEEMLEEIZFH aa.bb.cc.dd IP ikl
port_num xS, MNREHKOS, FEEA 15000

NRITAZIH BN LR BE RN AEFRERIEI Valgrind BUEE, BXLEH B REEIM
KERFIEERN. ERLL, FHITEER Valgrind —iECHeM 7 &R EREZRE
valgrind-listener., tEAIEFESIEEROLNERE, FREVENERNEE
HIBIAR AR
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17.3.7 HEBEHE

Valgrind KI2FFABEHIZERS, NRNEFEIR, ERZBERSHERESHTHR, It
FAAE Valgrind R EEENHIRES. NRBINEENEIR, ©EHIERZEIR, BRERE
fAER. NS LE%/ B AFEENEIRILERERM,

-v MR IRENHE (RESIHHRE) AME Valgrind fiThERE, b, R
¥ME] 1000 M ARRFEIRFE SN T 10000000 MEiR, Valgrind 2EIEUREREIR, IR
ERERUHILRFIHAEEEMMBEIRER, EER --error-limit=no,
BLEHRFEFRSEEMEIR, AL, BRERNEIMINFEESIR, HiSEER S TER

*‘_‘LEO

174 EZER

o BXTARRETEMEXAMNTESR, FSIMENAFMIT (man 1 strace. man
1 ltrace # man 1 valgrind) .

o Xf Valgrind SR AENNABBE T AXEAITIESERE, (Valgrind User Manual)
(Valgrind BFFM) (http://valgrind.org/docs/manual/manual.html) 28 & T 3E
BEEMNNA. NREFEEX Valgrind FEMETANBENBEZENESRES, BS
WAFEIXEE BT,
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18 Kexec #1 Kdump

Kexec B—MA] UM HRTIEITHRZS I SHENS —ARN TR, G UERRITERBEG9E
KRB R TIRARES IFRE, EEAILUEEFRSE, UEERRHEGRIER T5ISENS
—R%o

18.1 &E7T

R Kexec A IE1THPRIARZEBIR NS —R%Z, MELHEHESS. ZTRIFEER, REN
T

° MRAFKESITEHE
NREFEMEERSISRSR, Kexec AIUBETEKEIE,

o BERAA] FEERE AR
HENBHIFEESR, EREBHHENERIEMTENH, EHAFSEILANERIER]
FERVEH. Kexec AIRNIZE I REIEMRUBEANRITIRIR, XF, MAURAZEEE
DERFBRNRMBINPL,

o (RIEFHHRAIZAVELAE
Kexec AILMREMERAENAR. EETARRKERER, HERZ (EREREFEEER
BITHIMIINAN) SREFERERZBRS. RENREGAEBEHITELD .

° % GRUB2 EEERIAI5|S
LRGSR Kexec 31RARET, IPUI5IFNHEFHER. BH5|SIIZAIESHTS
SMHRFEEFNEIRMAK. £ Kexec, BHATELZESISNBEFEERESHE
o

18.2 FRFBHVEFE

ZFE7E SUSE® Linux Enterprise Desktop _E{# Kexec RINRES | S8 BEMEHRI, 15
RREXZE kexec-tools M, ZMHEEER N kexec-bootloader HIiZA, %
SFEG | SMEBEFERE, HERS BN SNEEFERBPNIZIETRIEZIT Kexec,

>
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BIRE— MR ERZERRE S EREUEIR E R RIIF R, IBHIRERE makedumpfile
R

£ SUSE Linux Enterprise Desktop FfEH Kdump BYEE AR IEE YaST Kdump 1EIRFK(E
. EffR YaST &R, EHRFRERE yast2-kdump 4.

18.3 Kexec NEPLEHS

Kexec PFEEERHAHBZ /sbin/kexec &<, BT REN S XER Kexec ZEH R
%:

o BAZEHEIENEFRZRMIETE], UHITERESIT:

root # kexec -1 KERNEL IMAGE

ZolLAIFEEER kexec -e 5|FEIAZ,
o BAZEHEIMENRNFXE:

root # kexec -p KERNEL IMAGE

LRGSR, =BA5|FUER%.

NREFLBERSA RS SR —ARHRBEFAZNEE, WEEME—NRARNETEEH
Xigd, £FRIZKERASEHIIKE, EAEFRIZNTIALTT A, WXISHETHRNZ,
AR USR8 4 = I R TE Do

EMPBXIE, ERED crashkernel EBMEIE~RZNG|S5<L1T. BHE crashkernel
MIFREE, EEES 1841 “11E crashkernel HEA/N R BBIRME,

HAR, XTEHRAZNS, BRAZTER Kexec,

BRARZSEHIIMBXYE, HEFNIZER. AE, Kdump 2=XERBERAEZ, BAEFE
RNIZELMEBERBAI S, XEKE, HEE Kdump BB ATEERK,

BREBRANIZ, FEFNMNIZSISEH, BE, ERG RAM XERFHITEIS. EalL
fERA --initrd = FILENAME $8EEZXH RS, A --append = CMDLINE 3ETUENE)
B5| SHRIZIHE LT
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AARINE = RZES 1T, ERILUER --append = "$(cat /proc/cmdline) " RfE&E
WEHIEHS1T, AILUER --append = "$(cat /proc/cmdline) more options" ¥R
INEE IR,

YR AT DU E SRS B NZ, BHEET -1 BMEHNNIZ, EER kexec -u . B
EEEE -p EMEH RN, BFER kexec -p -u @,

18.4 11E crashkernel 9Bz A/

BIEECHIRNIZER Kexec HUERBSNER Kdump, TEAFHIRAZSE RAM. SECA/
BRFIHBEANTEEHECE, REFEEEEIEE,

DEANEBURATFITENNEGAREN, BRRERERESERAAGTREHNIIE,
1372 18.1 : AMD64/INTEL 64 £ EA/N
1. EFREUTBANEE, BETUTHEL:

root # kdumptool calibrate
Total: 49074

Low: 72

High: 180

MinLow: 72

MaxLow: 3085

MinHigh: 0

MaxHigh: 45824

FREEILL MB J 81,

2. B2 Low # High BY{ES

Q ’x&E: LowHHigh EMEEM.
7£ AMD64/Intel 64 ItEA £, High BEXRTPIERBRENAGFNEE. Low B
7~ DMA32 K FRYAFTEE, B, FREREAED 4 GB LR,
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SIZE_LOW R{X3z#F 32 URIREFMENREFE. WK/ DMA32 B384 X 53E
64M, WREHIRS B A B S EMANZHF 32 iRV, /9 SIZE LOW 57 72 M
RERIA D EEAR/ N R R—YIER . —MRIRERIFISMERE, T NUMAIHEMN L,
UFEEFZM Low R1F. RILUEA numa=off 5|5 Kdump W%, LUHRE
RNIZDEAER Low HiFo

3. RIEMINZITENIA LUN Rz (IEFIRENRER) BEREL—SEHRH High
Bo AIEAUTARNTEREE (IMB RSN

SIZE HIGH = RECOMMENDATION + (LUNs / 2)

HAPERT LTS
e SIZE_HIGH: High HIERE,
e RECOMMENDATION: kdumptool calibrate ##iXfJ High {&,

° LUNs: FTIHAZTEITEMN LEIEMNRA LUN RIZEREEH. BEMLBFHHRZREZ
85, FNRBEBXEIRS,

4, MNRIKEIWENIEFTE DMA32 KIFNE T KENAF, WEFEREE Low B, ER,
ABEEAERATNAI U EXEE, Fib, #EEIXNAIEEFEZH—REXKLAT
2o

—F4a, EfERA kdumptool calibrate XA Low B
5. N7E, EEEEHRNUEIREE.

MREEEBEANEG LT
B U TRZETUE N5 SMEIZFRE

crashkernel=SIZE HIGH,high crashkernel=SIZE LOW, low

B EAIRT SIZE HIGH #1 SIZE LOW B AgimS BHMENE, HENFE
M (RZIMB) o
Bian, UATFEEEM:

crashkernel=36M, high crashkernel=72M, low
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MR ZEHHRE YaST GUI:
¥ Kdump REFFIRISENEHER Low E,
% Kdump W EIRIEBEAEHER High &

WMREEHMZ YaST s <175 Mm:
FERUTmS:

root # yast kdump startup enable alloc mem=LOW,HIGH

15 LOw BRAEHER Low B, B8 HIGH it ABEHERN HIGH &,

() =7 H& 1BM Z ERBMIETERD CCW 8%
RIERRIRENEE, crashkernel WZSHIEERNITENGFERREHTEY. &8
UARBRIZ(E, MEREINXAILAISERE, XAILER “crashkernel” REFFFHHY
RNEFE.

1.

3.

196

BRI E, FAILUBTT cio_ignore THEAMMBNA T RABEAEIRE (HAE
NS E A FFRYIREFRIN) o

tux > sudo cio _ignore -u -k
cio _ignore=all, !da5d, ! f500-f502

HI%iE1T cio_ignore -u -k BY, BEBERIHE, HIIASREMMERR
B, FREBRRERANES, ALEMNRERTEREFRER, EERNFH@E
%% (@ z/VM T8I CP ATTACH, 3% LPAR FHIZHE I/O BEEBEER) , SFXLE
REMAEMAERZ R, ABLEXWER, BREBFRBIKE, HEARTIE!T sudo
cio_ignore -1, #AIRiZ1T cio_ignore -u -k ZEXRENZIRE. HEEE
T AN EMAIZE I FE5 K.

. IE, BEE AT cio ignore WIZBEAMNE] /etc/sysconfig/kdump

A9 KDUMP CMDLINE APPEND , ffl#0:

KDUMP_COMMANDLINE APPEND="cio ignore=all, !da5d, ! f500-f502"

P ERE kdump BUEIZIRE:
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systemctl restart kdump.service

18.5 Kexec B %
EfEM Kexec, BEHRFRMENNARS EBRAHETET:
o RIEBEIRFITER Kexec fRSS:
tux > sudo systemctl enable kexec-load.service
* TR Kexec fRBIETEETT:

tux > sudo systemctl start kexec-load.service

ERIEH Kexec MERBIETETIE, BZIAEMA Kexec E5|FEIFHINZ, WRIRKBE
HARER, BSBERERNEERSEERS LIZTT. ARBITUTHL:

systemctl kexec

SR EXH T AR R FHHARIERSN, HIUEEEHN. ESUEETRRE
HHB. SFAZEISN, RBIREBGMNEMNE, BEREREREFNESHE,

() #R: £ reboot a3 SHER Kexec
E(F reboot £ Kexec MABRRITEMESIS, BEITUTHZ:

1n -s /usr/lib/systemd/system/kexec.target /etc/systemd/system/

reboot.target

FERY AT LUEIIMIFR etc/systemd/system/reboot.target EERILIEE,
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18.6 WA AHIFIZEES | SECE Kexec

Kexec BE B TMEESIS, HM0, MNRBITENEGHRNGIZEZEBEXERE KN EHEBHAR
AJ5E, MAILUERA Kexeco

IR, B Kexec ESIR ALK, F2EHEESGMSISNEER. EITEVRITEGESIS
ZAI, 5| SIMNEIERFEE MY E A ERER IS 2,

18.7 Kdump BEAEL &

BILAEA Kdump (REERZEEfE, WIRAZERR, FERBMENRNERGEFEIXGRARR
BEHR. AR, Bl EMEX G, MIRERZERRNERE, X O E

Kdump BITEARS Kexec R (BFBIE 185 “Kexec #l Kdump” ) o BITHMEFR
ZaasE, SRITHERAZ. XATET, Kexec BEFRZEIRR T HRAZ, A Kdump
B, (AR LUAR B R REFRZBIRESTIE, AT TE Kdump RIZEIIRIE R RIZE BRI A
FIRER,

O) =7 BEBIMRER
EAMEFEERNIMER, FEREBEIMEHITRIZEE. Kdump ZIFEEEIEENW
g0, FHEY initrd BEhZdED. LAN F VLAN O824, @il YaST HEE
/etc/sysconfig/kdump XH&HfER KDUMP_NETCONFIG EIRISE MLEiZOFE
I (DHCP ZEZ) o

O == YFHERBEREES Kdump NBARXH RS
ALE Kdump BY, AILEERFREZMERGNMUE (FOAUE: /var/crash) . @&
MIEACE Kdump BRBIENILUE, TNEEZSKK.

18.7.1 Kdump B9FERNECS

Kdump M /etc/sysconfig/kdump X#4HisEXEAELE, Kdump HERAERCE E LIFARER
HEENRFLIEETF, BEUBIMEEFH Kdump, 1HERBEUTHE:
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1. BEE 1847 “11E crashkernel 2 A/ HEIRERHE Kdump FREMRER,
MIRISERZSE crashkernel,

2. ENREHEN.

3. BA Kdump RS

root # systemctl enable kdump

4, TJLUTE /etc/sysconfig/kdump H4RIEEI, RAECEFRFEMT TR MNEIE Yo

5. £/ sudo systemctl start kdump HIT—X init &, HESIFERS,

ERARIMEECE Kdump f5, KEBEEZRIRFTHLIIF. HERIAFKEEAAFAER, BSEEM
EBRRSERRLK BT ARERUTIRE:

1. £/ systemctl isolate rescue.target tIRZIRIERR
2. EF5H Kdump BRSS:
root # systemctl start kdump
3. ERU T THHEMMRXERFUIMNIFIBHBE X 4 RSt
root # umount -a
4. URIERHEIRNRXERS:
root # mount -o remount,ro /
5. £ Magic SysRq A& procfs EOEA “WiZiEiR (kernel panic)” :

root # echo c > /proc/sysrq-trigger

O == mzEEx)
KDUMP_KEEP_OLD DUMPS EBUEHIFR{RE AZIEMENEE (BRIAMERS) « TRESE
HERT, BEXNRAKAIYIE RAM AFEHNADN. ERR /var 2K EBEBHNT
8o
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BRRIZE 51T, BERAZNAERBEREIIXEHRS. REKEH KDUMP_SAVEDIR
WEINIETE, BAIAA /var/crash, 313 KDUMP_ IMMEDIATE REBOOT iREAN yes, A%
BMES|ISE=AZ. BERHNERELEHE /var/crash TRIET ¥,

18.7.1.1 Kdump B9B#S IP BEE&

NRER Kdump EEENERAMKZIGEFHES IPEEE, WEEERWKEERME /etc/
sysconfig/kdump HHJ KDUMP_COMMANDLINE APPEND T E,

O ==: 3t Kdump BEEXXHMER

Eq /etc/sysconfig/kdump Xffg, FHEIETT systemctl restart
kdump.service. &N, BETRESISRAN, XEBRAZEN

i 18.1 : KDUMP: fEREEZA IPigBENTGIEE

BB TUTIRE:
e HethO BB TFA IP#it 192.168.1.1/24
e Hethl BB TES IP #hilk 10.50.50.100/20

e /etc/sysconfig/kdump HHY Kdump BB FFR/R:

KDUMP_CPUS=1
KDUMP_IMMEDIATE REBOOT=yes
KDUMP_SAVEDIR=ftp://anonymous@l0.50.50.140/crashdump/
KDUMP_KEEP OLD DUMPS=5
KDUMP_FREE DISK SIZE=64
KDUMP_VERBOSE=3

KDUMP DUMPLEVEL=31
KDUMP_DUMPFORMAT=1z0
KDUMP_CONTINUE ON ERROR=yes
KDUMP_NETCONFIG=ethl:static
KDUMP_NET TIMEOUT=30
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NEFEALEE, & Kdump Zid[@E FTP RSB35 NEMETE A 1A RN
2, EfRILR, HREMEEERMNE /etc/sysconfig/kdump #HHY
KDUMP_COMMANDLINE APPEND . ILhig{ERI—RIEICEN FFIR:

KDUMP_COMMANDLINE APPEND='ip=CLIENT IP:SERVER IP:GATEWAY IP:NETMASK:CLIENT
HOSTNAME : DEVICE : PROTOCOL "

MNFRBIEERAN:

KDUMP_COMMANDLINE APPEND='ip=10.50.50.100:10.50.50.140:10.60.48.1:255.255.240.0:dump-
client:ethl:none'

18.7.2 YaSTEcE

EEMA YaST B2& Kdump, FELE yast2-kdump #EE, FARTE YaST =40 FR g2
SFRBBENAZ Kdump 183R, E L root BHEHSITHEAN yast2 kdump,

YaST2 a x
T e
EfEiE
P =t Elmfgfﬁ Kdump
FFEIFIEH BRENEEEUL)
EREE ) E=FIKdump(D)

Kdump R7F
RANELE MiB]: 2047
o BRTE [MiB]: 1939

Kdump 7R E(L) [MIB] (72 - 2046)
|72 [=

Kdump PITEIA (H) [MiB] (0 - 2046)
|124 =

| ®mm | e | [ mRo |

18.1 : YAST KDUMP {&iR: BEhTT

FEEMEOREEEA Kdumps

HEBXTAZEON, RASBMEM Kdump AFRIE, B, XHFTEREXLEERERE
LHERRK, BIRBIEHRNE, HERES 1841 “i5H crashkernel HECA/N BB
Eo
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O == EXEHEERIZE Kdump R7EE

NREFEIHTBEN LEIRET Kdump, ERREER Kdump B8] RAM EERS
£, YaST {44 B A ERAEINIANFE.

BRI, BIRIEE 1847 “I1E crashkernel 9EA/N HBEFIRBXRAEFRE
Wﬁo %EE YaST qn%ﬁﬁﬁﬁlﬂﬁo

FAEERPREEELEDE, AERERESTERMETHNI. THEEEUTREASEIARERA

LA

° FFW
° AP#EER
* AR

FREETEOR, SREEERIEE, UREREERFEIR URL, MREEERET FTP 8
SSH FMENIN, NEFERMANBXAIFREIER.

0O 27 SHANARFLEREDS
A LUERE Kdump #ZENREFERET, HttARFRBAIUELRBEEPREREHE, H
Kdump EIEHIRBENX G, SReZREMNBEFINFEES .

NREFE Kdump BEEFHERESEEBRAE, BREEFEFHERENEOER, HEEX
EHEBOSRIE Kdump 5, BEHERHINER. NERE Kdump,.

18.7.3 Kdump i&id SSH &4

REXHEEEBBEE, FItNPERERNEEXLEHRE. BEATEIFREHNIMNEE
Witk #E, Kdump BILAER SSH hilOR i tE SR TF 2T A2 1T B Ao
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1. BARENE GBI F Kdump R BHB. FEMEIX—SA SERRKER=RER
IREREBUREIE. H Kdump £RFHEY initrd BY, =i51T ssh-keygen -F
TARGET HOST REEBEIRENNSZ . NH TARGET HOST AHZEABEHET,
ZAeIER L ER, KINZREN—ME RS ERE Kdump EN L root S5
TARGET HOST #3f SSH %#%,

2. Kdump AIEEB X BIFITEN#HITEMNRIE. BRREEFERARRASHEIE, BRINE
T, Kdump /A root MIFARZRER, BEINEA Kdump SIZBRIRAIZHE, AT LUEER
ssh-keygen fIEiZZH:

a. root # ssh-keygen -f ~/.ssh/kdump key

b. HRFRTAWNBITOLH, HR Enter (B, NMEREMBETOR) -

c. ¥TFF /etc/sysconfig/kdump #4& KDUMP SSH IDENTITY &&AH
kdump keyo SIRZXHARTE ~/.ssh T, AILAERETERIR,

3. 1% & Kdump SSH ZALIRNE RBITEEN.
root # ssh-copy-id -i ~/.ssh/kdump key TARGET HOST
4, igE KDUMP SAVEDIR. B MED:

RN EiEMY (SFTP)
SFTP @i SSH I G E LS . BnENAIBH SFTP F&4% (BiAA
SLE) o f3l:

KDUMP_SAVEDIR=sftp://TARGET HOST/path/to/dumps

RPN (SSH)
HthFELELITEMNERA SSH ZBREN LIZ1THEES <, SUSE Linux Enterprise
Desktop WA LAEAILL 5 7E. BFrEN_ER Kdump R SMEE—Na T T
LHERINE: mkdir. dd 1 omv, R0

KDUMP_SAVEDIR=ssh://TARGET HOST/path/to/dumps

5. EREN Kdump BRSS LAERFECE.
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18.8 I frERSIA% A

REERES, ERILFHBNEHITANT . RERHET ZMED
BT MER4I8 T RN GDB, BEEAUERMIHRERERLTR, f~d, ethEFEE—
LEFR R ANPRE -

* GDB H#HIFERAF AN EMEINTE,
* GDB Rz#F 32 iiF & EAY ELF64 #5115,
* GDB AEEIRFIRR ELF #ZAE LIS E MR (TTXIBIXERBRESE) o

RTFXERRA, HNKEHILHARERZ crash, crash BB TEEREEME, EaEAIRNEITHRY
245, RMTETRTIFR Linux RZEITHEE, BEGRATERAR.

NREAEER Linux W%, FRFVIMREHFAERRGE. ERUTHISRELENRS L
REEREZNMGE.:

tux > zypper se kernel | grep debug

O == osEREaNREaNEEE
MREARFITIR TEENEH, FEAILE “SUSE Linux Enterprise Desktop” 15 SP3
#*p *-Debuginfo-Updates BX#l R #E7FEFIXE] debuginfo BHFE. /A YaST B

RZfEE .
BEEMIZHERITEN LR crash FITHBRAVELNE, BEAWTAARNEGS:

crash /boot/vmlinux-2.6.32.8-0.1-default.gz \
/var/crash/2010-04-23-11\:17/vmcore

FE—MBURTAZMEG, EZNSHE Kdump IRV . BUARIYE /var/crash T
BRI o
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() #F: KRR RIE RSB
SUSE Linux Enterprise Desktop B&Mi T kdumpid SCRIEF (ESERBMNHREES)
RFIRFIARMB AL E, AIUFERLLSARERRERERER, FINAERSHFAIZMR
&, ©32#F lked. diskdump. Kdump XX4#0 ELF ¥%fi&, FH -v AXERLIERER
B, ER=EREIMER, FIENTENER. NIRRT BEMNZEEENig,

18.8.1 M ZT#EHISEREIL

Linux WIZRARHITS A HERET (ELF). LEXHEERN vmlinux , BEMFIEPEEE
ERM. FHIAEFTESISMEARFE T ELF Z#5IX, LHIEE AMD64/Intel 64 (AR L
o SUSE® Linux Enterprise Desktop 23R EMAREM EEE U THRAS R,

18.8.1.1 AMD64/Intel 64

SUSE $2#tA0& AT AMD64/Intel 64 FIAZARGEHREEHTIALX A vmlinuz Al

vmlinux.gz.

° vmlinuz : XZEH5ISMEEFERITHXG,
Linux RIZEAENERIAR: NiZES (vmlinux), UKHSISMEEFBETHIZENR
B, XFMEDXBRE—ELIET vmlinuz (BIEFE z 5 x BWEF) o
TEARZEMT, ZXHEA bzInage,

e vmlinux.gz: XZnH crash 7 GDB FRMESE ELF M{&, 1 AMD64/Intel 64
L, SISMBREFARE KITAXER ELF &, FEitb, IFEMTT —MNEERRZS,

18.8.1.2 POWER

POWER LR yaboot 5|SMEIEFEZIFER ELF MR, BARZEFESERY ELF MR, £
POWER RIZE4EEH, B— ELF Linux R#ZXff vmlinux. XF crash s, POWER
EREENE RS,

MRIEREES—EHEN LIRS, KTREITENNEREW, URERFENSH,
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REF—aBNETHEEERREMR Linux R4, FREEZITEN EOWEME BRER
=%, BEMSIHEN LER®<S uname -1 FLEBHIL.

NREEES—SItEN EoriEE, BFEEIRE kernel # kernel debug HHEHBNE

s,

1. BNizEEfE. /boot FRIRNZBRE LA /usr/lib/debug/boot FRIXKEXEIXEEX
HHE— =B RH,

2. lk4h, B8 /1ib/modules/$(uname -r)/kernel/ HHBIAZAEIREUK /usr/1ib/
debug/lib/modules/$(uname -r)/kernel/ HFHXEXIEIXEEXHEFIFE R
modules BIFBE R,

3. EEEEME. NIZMEREEIREEXH UK modules FEFMBEZRT, B5) crash
AR

tux > crash VMLINUX-VERSION vmcore

FELEMEITEN LDINHEAE, crash TRRFE LRI TARAVHEH:

tux > crash /boot/vmlinux-5.3.18-8-default.gz \
/var/crash/2020-04-23-11\:17/vmcore

crash 7.2.1

Copyright (C) 2002-2017 Red Hat, Inc.

Copyright (C) 2004, 2005, 2006, 2010 IBM Corporation

Copyright (C) 1999-2006 Hewlett-Packard Co

Copyright (C) 2005, 2006, 2011, 2012 Fujitsu Limited

Copyright (C) 2006, 2007 VA Linux Systems Japan K.K.

Copyright (C) 2005, 2011 NEC Corporation

Copyright (C) 1999, 2002, 2007 Silicon Graphics, Inc.

Copyright (C) 1999, 2000, 2001, 2002 Mission Critical Linux, Inc.
This program is free software, covered by the GNU General Public License,
and you are welcome to change it and/or distribute copies of it under
certain conditions. Enter "help copying" to see the conditions.

This program has absolutely no warranty. Enter "help warranty" for details.
GNU gdb (GDB) 7.6

Copyright (C) 2013 Free Software Foundation, Inc.
License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
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This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying"

and "show warranty" for details.

This GDB was configured as "x86 64-unknown-linux-gnu".

KERNEL :
DEBUGINFO:
DUMPFILE:
CPUS:
DATE:
UPTIME:
LOAD AVERAGE:
TASKS:
NODENAME :
RELEASE:
VERSION:
MACHINE:
MEMORY :
PANIC:
PID:
COMMAND :
TASK:

CPU:
STATE:

crash>

/boot/vmlinux-5.3.18-8-default.gz
/usr/lib/debug/boot/vmlinux-5.3.18-8-default.debug
/var/crash/2020-04-23-11:17/vmcore
2

Thu Apr 23 13:17:01 2020

00:10:41

0.01, 0.09, 0.09

42

eros

5.3.18-8-default

#1 SMP 2020-03-31 14:50:44 +0200
x86 64 (2999 Mhz)

16 GB

"SysRq : Trigger a crashdump"

9446

"bash"

ffff88003a57c3cO [THREAD INFO: ffff880037168000]
1

TASK _RUNNING (SYSRQ)

HYREEATEEANEIE. ERZEERIE 42 MESIETEET. BERNRER PID A
9446 FIESSAR T SysRq il & 28, ILESE—1 Bash #12, EAEREM echo 2 Bash 4%

HIARERER <o

crash SLATEFZ7E GDB HERM LR, rHREIFZHIIMNIGR<S. MREMAFHFEAS
#H bt , B3 EER RN IEEIZITESRIEN:

crash> bt

PID: 9446  TASK: ffff88003a57c3cO CPU: 1  COMMAND: "bash"
#0 [ffff880037169db0] crash kexec at ffffffff80268fd6

#1 [ffff880037169e80]  handle sysrq at ffffffff803d50ed

#2 [ffff880037169ecO] write sysrq _trigger at ffffffff802f6fc5
#3 [ffff880037169ed0] proc reg write at ffffffff802f068b
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#4 [ffff880037169f10] vfs write at ffffffff802blaba

#5 [ffff880037169f40] sys write at ffffffff802blclf

#6 [ffff880037169f80] system call fastpath at ffffffff8020bfbb
RIP: 00007fa958991f60 RSP: 00007fff61330390 RFLAGS: 00010246
RAX: 0000000000000001 RBX: ffffffff8020bfbb RCX: 0000000000000001
RDX: 0000000000000002 RSI: 00007fa959284000 RDI: 0000000000000001
RBP: 0000000000000002 R8: 00007fa9592516f0 R9: 00007fa958c209cO
R10: 00007fa958c209cO® R11: 0000000000000246 R12: 00007fa958c1f780
R13: 00007fa959284000 R14: 0000000000000002 R15: 00000000595569d0
ORIG_RAX: 0000000000000001 CS: 0033 SS: 002b

crash>

m7E, RENBERE—F TR T Bash 4MEHIASEE echo #n<¥@ /proc/sysrq-trigger
RIET—1PFfR. HUNAIEERTIRAILFRE, HA7T crash kexec() KR, LLEIEKA
BT panic() , B Kdump RFE7T #f#,

BT B GDB an ¥ UK bt BI BhRALIIN, crash TABFEENX TS Linux AtZEIE
KNEMEFS, XLHESHEIRG Linux REZHNAZEESH, HUBNZENEERXER
Ao BN, EEILUER ps YIHERINIEEIZITIES. /A sym BI UG B & MERMERIFR
BERZES, IBTWENMTSHE, £8 files JUETHENFAEITAXEERT, £
kmem FIULETREXAZRNEFEFERRNAT. FH vm AILUICEHENEINRNE, BEERETER
NGRS, BRAGSHIIRERK, HPEFLaSiHaiEEMEFRNED,
BIFRRNGS R T B Linux 8<% (190 ps 1 1sof ) EYLNRE. EFRIAIKNERKE
WIMNEHRIRE, FZE7TH GDB WAZEHASERAMNIEAIRNKREE, XEMINEBEH T AR AT
BEL I, BEETH Linux Rz, AXENKERMT ZNMEANSEEEXRR.

18.9 Kdump S4KECE

Kdump BIECEETFETE /etc/sysconfig/kdump H, EHAILUER YaST kA E

Kdump, Kdump BEEETE YaST =610 ARSE > NiZ Kdump T, KT Kdump i&
IR BEFT 18 Fo

BILAfER KDUMP_SAVEDIR AIERAZFEENE R, IR, AREERNIES
EEKR. NPRFETGHEREANDGRR BEE=TEKT KDUMP_FREE DISK SIZE i
TSERIE, Kdump RHELRFHE, B FS, KDUMP_SAVEDIR BJiR%F URL A8=(
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PROTOCOL://SPECTIFICATION , EMF PROTOCOL AIA file. ftp. sftp. nfs &
cifs, specification HRIBHINTE. BIa0, FIE FTP RS 28 LIRTFAZEENE, 1BER LU
T URL fER#&HR: ftp://username:password@ftp.example.com:123/var/crash,
NIZEAEREREARD, BESWE DM FEERNDL, A KDUMP_DUMPLEVEL iEIRAT LA
HBEILETT, ZATA#ER 0 B 31 ZEINHMFE, REE 0, BEXNERAN. NR
BE 31, BEMSIEE, BXOEENTERE, 155X kdump BFMDT (man 7
kdump ).

BE, FRERDNAZEEXDREER. 60, MREEBIMEEREMRE, NERFER
RUEERPTE—EHETE, FTURAXMEE, Ak, I KDUMP_DUMPFORMAT K&
compressed., crash SCRAEFSIFXEA RV EHITISREESE,

O == 3 Kdump BEEBEXHIMEX

ER /etc/sysconfig/kdump X#fGE, FEIz{T systemctl restart
kdump.service, &, BEETXRESISESRN, XEFRTSEX,

18.10 EZEE

HEE—RIEE Kexec Ml Kdump FIERNSEEESZXHE, B, TEAXEERARRABHE
THERESESE:

o X Kexec LHEFMAE, 1520 kexec BIFATI (man 8 kexec).

o f&AILUTE https://developer.ibm.com/technologies/linux/ # E£3XEIE % Kexec B9—H&

-
=8,

o HXE T SUSE Linux Enterprise Desktop B9 Kdump BNEZ4RT5, iBES 0 http://
ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf a,

o O] LATE http://Ise.sourceforge.net/kdump/documentation/ols2005-kdump-
paper.pdf 2 E3E Kdump REPLEATRNIEE,

BX crash ZEDTMIEARTAENESAT, BHEAUTHER:
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http://ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf
http://lse.sourceforge.net/kdump/documentation/ols2oo5-kdump-paper.pdf
http://lse.sourceforge.net/kdump/documentation/ols2oo5-kdump-paper.pdf

* (R GDBWYfEETM (info gdb) %k, https://sourceware.org/gdb/documentation/ 2 k£
TR A T I TENRYESRE,

e crash SLAREFREES BN ER), £/ help COMMAND AJLAER command HYEX
MEE BN,

o MNRICEFZFTEMN Perl 1288, mILUER Alicia REHE. &R LTE http://
alicia.sourceforge.net/ 2 E£3F| crash SEAEEFHILEET Perl 895K,

o MNRMRIFEEH Python, MNZE Pykdump, LLE BRI EEBNIEET Python BIZSIE
GDB,

* | Daniel P. Bovet #1 Marco Cesati %89 (Understanding the Linux Kernel) (7 f#
Linux #%) (ISBN 978-0-596-00565-8) H3EE £ mEMBEIA T Linux AZBI A ERLE.
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19 fEH systemd-coredump Xt TR AR R
1T

systemd-coredump RIWEHERAZZOFEE, BT A2MNBEFERE. HEMNHEZ
(XETFRARERNPE#E) RN, KTRRINSEZOE#EIZRE systemd BHiZ (40
BERRe A BIEE) , HIEZOEMEEEE /var/lib/systemd/coredump IR HE
W BEIEAILUEEMER gdb & crash EEMTARETRMEXH (BBWE 1881 “9ifA
SN ) o B—TMAMAREEFROEME, MENRHIZREIRRE, XEMETFRERD
BREENNES T,

19.1 AZEMEE

systemd-coredump FRIAERBH, BERTAIHIETT. BRIABENLTF /etc/systemd/

coredump.conf H:

[Coredump]
#Storage=external
#Compress=yes
#ProcessSizeMax=2G
#ExternalSizeMax=2G
#JournalSizeMax=767M
#MaxUse=

#KeepFree=

UTRAIZTRIAGER Vim #1TREBRINE, 7F7EREIE—1 segfault REM BIETMZ O
fifio

FI2 19.1 : 5 VIM I REL I fiE
1. 5F debuginfo-pool #1 debuginfo-update fE#EE
2. &% vim-debuginfo

3. B&h vim testfile HEBAN—LFH
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4. FKREY PID #H4 A% segfault:

tux > ps ax | grep vim
2345 pts/3 S+ 0:00 vim testfile

root # kill -s SIGSEGV 2345

Vim F&RHEIRER

Vim: Caught deadly signal SEGV
Vim: Finished.
Segmentation fault (core dumped)

5. FIHERIZOERNE, ARMEFITRE:

root # coredumpctl
TIME PID UID GID SIG PRESENT EXE
Wed 2019-11-12 11:56:47 PST 2345 1000 100 11 * /bin/vim

root # coredumpctl info
PID: 2345 (vim)
UID: O (root)
GID: 0 (root)
Signal: 11 (SEGV)
Timestamp: Wed 2019-11-12 11:58:05 PST
Command Line: vim testfile
Executable: /bin/vim
Control Group: /user.slice/user-1000.slice/session-1.scope
Unit: session-1.scope
Slice: user-1000.slice
Session: 1
Owner UID: 1000 (tux)
Boot ID: b5c251b86ab34674a2222cef102c0c88
Machine ID: b43c44a64696799b985cafd95dc1b698
Hostname: linux-uoch
Coredump: /var/lib/systemd/coredump/
core.vim.0.b5c251b86ab34674a2222cefl02
Message: Process 2345 (vim) of user O dumped core.
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Stack trace of thread 2345:

#0 0x00007f21dd87e2a7 kill (libc.so0.6)

#1 0x000000000050cb35 may core dump (vim)

#2 0x00007f21ddbfec70  restore rt (libpthread.so.0)
#3 0x00007f21dd92ea33  select (libc.so0.6)

#4 0x000000000050b4e3 RealWaitForChar (vim)

#5 0x000000000050b86b mch inchar (vim)

MREHZMLOEERE, coredumpctl info S ERFIAEXEZNEE, TR
PID. COMM (#<) = EXE (RI#ITXHRIEEERR) IS OF%ME, flil, &F Vim BUFT
Bz E1E:

root # coredumpctl info /bin/vim
& PID BEREBEMRILIEHE:

root # coredumpctl info 2345
REERIZOHHE gdb !

root # coredumpctl gdb 2345

PRESENT FIHHE SRAFECHEENZLE ME. NRZFEAT, WRREEEME
FRURZ0EEGE, coredumpctl EMBIEHIORHRER. EAILTE /etc/systemd/
coredump.conf AR Storage EWUEHILLITH:

* Storage=none — EHIBFIERIZOFEE, BRETF. XHEMEEBITRERBLVHRER
HNWES#EF, Flt, BFRFEe—REEERIPES) (GDPR) B/,

* Storage=external — R OMEFETE /var/lib/systemd/coredump H

e Storage=journal — BZOMEEE systemd BHicH

BRAEMOEEER systemd-coredump BYHSEH, Ak, T—XRizOEEN<NAEE
EE&’ ﬁ'ﬁal_: EFEZME1—JEEJUO

BERMRFAEZOEERISRE, EAILUEAR coredumpctl KAREZOE M. UTREIR
PID itz e fE, FHiEZOMERE vim.dump A
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root # coredumpctl -o vim.dump dump 2345

BXTEMNGSIIZIYIER, 550 man systemd-coredump. man coredumpctl #

man coredump.conf,
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20 iEHAETiElTY

MFMEIMEMS, ILITENMNEMEENNHRERSIEREXEE, BEMWIRRSZE]
KIMMLER, B, A (SEERE) ,£31E “FRANTP RDEIE FmRNr ZERIM
LZBF BN (NTP)o

FEHaRdiEY (PTP) Stk AEmlE, B NTP BEfft, PTP XS NNIZAMAF=IE, SUSE
Linux Enterprise Desktop FREYARIZ B & X WEIKshFZ IR AT PTP BYFHRYSZ 5o

20.1 PTP &Y

PTP BRI FNEREMEREN, NEBNHRRZEIHEN. BREWHS M EIET
MR ETE T (BMC) BiZE#H. RE— MmO HEILIE E BRI UIZ MBS T, H2ERY
MR A EER  (0C)e BB Z N HONHHEIUE—NRO LM ERNFUKRS —NHEO ERM
B, SRS TRFR AN BT 5 (BC)o TR ERSHIRNER 0, BRENHEIS2IKEN
4t (GPS) B, Xt¥, NERIMEEEB S ERESSREY

EHXHFE PTP WEBMBE . KFMZIIRAM MR OITH2 (NIC) #5<H PTP, BEFAR L
TEMLZWERER B AIE PTP B95EH, BAFRAE PTP BIShZ BIRNMBAH B PTP B4 L&
RV,

20.1.1 PTP Linux 3Zfi@

£ SUSE Linux Enterprise Desktop £, B linuxptp {46121 PTP 525, &R zypper
install linuxptp LEZUHE. ZHRGEEFRESHETHHELE ptpdl 1 phc2sys
12F. ptpdl 555t PTP AR sh A EN@ET ¢, WREREHNE, ptpdl = PTP HEMHET§h
B B EH. MREARGEE, ERBAANHRAS TR, XRYERRENBKRS
B e R BIMLEHE Ok (NIC) £89 PTP BEFESSHEY, 4 HE phc2sys,
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20.2 fER PTP

20.2.1 RBIXchiZF ARG 255

PTP ZER{EABIAZMAEIRENTE R STIFER IS BA B R AF AT B LtkSh, NIC Bz IR RE (e
HYBS B, ERILUER ethtool RIUIRENIZRFH NIC BSELTHAE:

tux > sudo ethtool -T ethO

Time stamping parameters for ethO:

Capabilities:

hardware-transmit (SOF_TIMESTAMPING TX HARDWARE)
software-transmit (SOF_TIMESTAMPING TX SOFTWARE)
hardware-receive (SOF_TIMESTAMPING RX HARDWARE)
software-receive (SOF_TIMESTAMPING RX SOFTWARE)

software-system-clock (SOF TIMESTAMPING SOFTWARE)
hardware-raw-clock (SOF_TIMESTAMPING RAW HARDWARE)
PTP Hardware Clock: 0
Hardware Transmit Timestamp Modes:

off (HWTSTAMP_TX OFF)

on (HWTSTAMP_TX ON)
Hardware Receive Filter Modes:

none (HWTSTAMP_FILTER NONE)

all (HWTSTAMP_FILTER ALL)

MENBREEUTSH
SOF_TIMESTAMPING_SOFTWARE

SOF_TIMESTAMPING TX SOFTWARE
SOF TIMESTAMPING RX SOFTWARE

EHNEEEU TS
SOF_TIMESTAMPING_RAW_HARDWARE

SOF TIMESTAMPING TX HARDWARE
SOF_TIMESTAMPING RX HARDWARE
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20.2.2 fEA ptpal
ERELL root SHEM -1 ETHEE S BB

ptpdl BIAEREHESEL,

Ho -m 1575 ptpdl FHHEDLYIEERERL, MAZYERRSGNEATIERIA!

tux > sudo ptp4l -m
selected eth® as PTP clock

port 1: INITIALIZING to LISTENING on INITIALIZE
port 0: INITIALIZING to LISTENING on INITIALIZE
port 1: new foreign master 00al52.fffe.0b334d-1
clock 00al52.fffe.0b334d

selected best master
port 1: LISTENING to

master offset
master offset
master offset
master offset
master offset

-25937
-27887
-38802
-36205

-6975

port 1: UNCALIBRATED

master offset

master offset BRI
sO0. sl. s2 {ETrBERNERNARRKE: s0 XREMB, sl JnEFTH

-4284

-i etho

UNCALIBRATED on RS SLAVE

{¢)
{¢)
{¢)
sl
s2
to
s2

freq +0 path delay 12340
freq +0 path delay 14232
freq +0 path delay 13847
freq +0 path delay 10623

freq -30575 path delay 10286
SLAVE on MASTER CLOCK SELECTED
freq -30135 path delay 9892

SHSERHZERNRE (LR AR

, S2 &

TEBE, MNRFARSFEBEIRS (s2), HH pi offset const FEMEREXHFHFIRE

NoE, NIRRT,

%0 0 ATt PTP &

INITIALIZING. LISTENING.

INITIALIZE.

MARASEEEE (BXIFAES, 520 man 8 ptpdl) .
freq ERTHEHIMRFERE (U+1Z29Z (ppb) NEML) .
path delay EFRTMENHLENED HBRFIHIER (LA NEL) .
R Unix IEREF, w0 1E etho #0,

UNCALIBRATED #1 SLAVE %4

RS SLAVE #1 MASTER CLOCK SELECTED H4MEXAIHORESRA.
KA M UNCALIBRATED EE2X A SLAVE BY, RRITENES PTP EREINES,

ERILAMER -S IS A &L

tux > sudo ptp4l -m

EET LA ptpdl (EARRSSIE
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tux > sudo systemctl start ptp4l

EFIIBERT, ptpdl BM /etc/sysconfig/ptpdl XHEEEVEED, ZHANBERT, X4
=15 ptpdl M /etc/ptpdl.conf SEXECE IR, BXx ptpdl EMMEEXHIKENIF
MEE, 1520 man 8 ptpdl.

EkABA ptpal RS, BETUTHS

tux > sudo systemctl enable ptp4l

BERZRS, BET

tux > sudo systemctl disable ptp4l

20.2.3 ptpal BBEXH

ptp4l FAIUMANERNEEXHRIEER R, ATRINKEREMEEXY, EFEEL -f 15
EEEX M

tux > sudo ptp4l -f /etc/ptp4l.conf

EEXHRNETEHD. 2FEEHD (L [global] #5R) AFIGERRFATL. BEHETAZIA
imEIR. HMH2SRHENROERX, SBERANROET. SoHRFEEEN KOS
M — B30 [ethO] o ERWOERDAIRATFEMRGSITIEDL

[globall

verbose 1

time stamping software
[ethO]

THIEE X AFR T LA T an <3k
tux > sudo ptp4l -i eth® -m -S

BX ptpal BEERMHTESIFR, 1550 man 8 ptpdl,

20.2.4 IERIN=
ptpd U B FMENBIIEIGR: /%5t (P2P) Ui 2l (E2E),
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P2P
LA EER -P 88,
E R B Rt MEIRIR PN E M R, HEEHMINEER, XESMROAMES
S— MmOk PTP EEMNNMEHAERLL G E. P2P R E@EHRFEPRBEEGNS
o

E2E
75 7EGER -E 8. ARINRE,

Bahi&EA &
LE757EER -A 8. Bkl E2E RIUSE) ptpdl, MRULETHFIERIFNK, N
B P2P 1R,

O == zENEs*
B4 PTP @il LRPRE B shas U E R ABEIRY 7 /A RN E R BIRER, SNREfEA E2E
MHIIRO LR T MEIERIEK, SEEFEA P2P MiHlfimO LR T E2E iERiE

X, BRINEES,

20.2.5 PTP BEEFim. pmc

ERILIER pmc B IRIRENVEX ptpd4l MEFAESE. pmc MTERAZEB SITIREIE S
MANEE ID IEEMVIRIE, ARBIEENERAEERE, HIEREINENEE. SR
B GET KFRIEEMIER, SET EMfEERIEE, CMD (3¢ COMMAND) %icisRERIEMF.

RIAMBERT, EEaSSEMAIRAO LI, ErILIER TARGET s a4 RIEENEN
BteRAlis . WNFHEIE ID BEETIXR, BEBIT pmc helpo

tux > sudo pmc -u -b 0 'GET TIME STATUS NP'
sending: GET TIME STATUS NP
90f2ca.fffe.20d7e9-0 seq 0 RESPONSE MANAGMENT TIME STATUS NP

master offset 283
ingress time 1361569379345936841
cumulativeScaledRateOffset +1.000000000
scaledLastGmPhaseChange 0
gmTimeBaseIndicator 0
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lastGmPhaseChange 0x0000'0000000000000000.0000
gmPresent true
gmIdentity 00b058. feef.0b448a

-b ETHEEFI R IXE S PARRKRE, FBILETUSKERN 0 SRIAF R4t ptpdl SE
B, IBINZEXRCREBAMIIFIEIRN PTP HRALAER, REINEETaEEE:

stepsRemoved
B B EPAVE T T R

offsetFromMaster. master_offset
ZE S a2 8] EOMEEMRE (7)) o

meanPathDelay
MERFERENES HENTITER (HF) .

gmPresent
SNRA true, MXRR PTP HHERD B EItH; AMEITHARZHERIER T,

gmldentity
Lt 9B E B & 1970

BX pmc SLITIEBRTEESIXK, BESN man 8 pmc,

20.3 f#EFH phc2sys [EZ Bt

£ phc2sys FIRAZRHED FIM-< LR PTP BE4RTTH (PHC). RETATTRRAL S MEHT
o, MR ERREA TR, PHC AZ B[R ptpdl @F (BFBZNE 2027 “EH
PTP” ) o M -s PIRIRESMKEOEE TN, £A -w IHERFES ptpdl #AERS
Ko

tux > sudo phc2sys -s eth0 -w

PTP #2[=| 7507 (TAI) 1517, MASRHERRIZNIFLEFRE (UTC). MREFRIEE -w KF
5 ptpdl AL, FILUERA -0 RIEE TAI 5 UTC ZEIRfRE (LIRS

tux > sudo phc2sys -s ethO® -0 -35
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WAL phc2sys EMBRSS

BT
tux > sudo systemctl start phc2sys

FILIERT, phc2sys M /etc/sysconfig/phc2sys i
EIMEFAER, 1550 man 8 phc2sys,

EXABA phc2sys RS, BETUATH<:
tux > sudo systemctl enable phc2sys

BRRZIRS, BE1T

tux > sudo systemctl disable phc2sys

JiBlEZ

Y PTP EE|EZ EE TEF BFER T E4ER, ptpdl I phc2sys =

HEESNERENMERTIES.
ptpal HHRfl:

ptp41[351.358]:
ptp4l1[352.361]:
ptp41[352.361]:
ptp4l1[353.210]:
ptpd4l[357.214]:
ptp4l[357.214]:
ptp4l[359.224]:
ptp4l[360.224]:
ptp4l[361.224]:
ptp4l[361.224]:
ptp4l[362.223]:
ptp4l[363.223]:
[...]

ptp4l[371.235]:
ptp4l[372.235]:

selected /dev/ptp0® as PTP clock
port 1:
port 0:
port 1:

port 1:
master offset 3304 s0 freq
3708 sl freq

-3145 s2 freq

master offset
master offset
port 1:
master offset -145 s2 freq
master offset 1043 s2 freq
master offset 285 s2 freq

master offset -78 s2 freq

phc2sys HitHnfl:

222

EI, BX phc2sys

INITIALIZING to LISTENING on INITIALIZE
INITIALIZING to LISTENING on INITIALIZE
new foreign master 00a069.eefe.0b442d-1
selected best master clock 00a069.eefe.0b662d
LISTENING to UNCALIBRATED on RS SLAVE

+0 path delay
-28492 path delay
-32637 path delay
UNCALIBRATED to SLAVE on MASTER CLOCK SELECTED
-30580 path delay
-28436 path delay

-28511 path delay
-28788 path delay

RIS E]RS

EfR RS AT

9202
9202
9202

9202
8972

9199
9204
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phc2sys[616.617]: Waiting for ptp4l...

phc2sys[628.628]: phc offset 66341 s0O freq +0 delay 2729
phc2sys[629.628]: phc offset 64668 s1 freq -37690 delay 2726
[...]

phc2sys[646.630]: phc offset -333 s2 freq -37426 delay 2747
phc2sys[646.630]: phc offset 194 s2 freq -36999 delay 2749

BE, ptpdl FEEMBEMBENES. EAILUER summary _interval 1596
H

RIzIR,

BERFERNN 2 BN RT. N, ERFmEsRRERANEE 1024 (FF2/10) ¥, BET

E—1TH 0% /etc/ptp4l.conf X,
summary interval 10

SRR LUERA -u SUMMARY -UPDATES &K phc2sys siSHIEFITE,

20.4 ECE

ATNEE/LD ptpal BEERG, XERFIFBTENEENH, MEEMEXHPIHERRY

FBEYIR, FRH ethX AKRIREFRISIRMEREO R MR,

f5120.1 : ERRMAEIEEIMEEISH
/etc/sysconfig/ptp4l :

OPTIONS="-f /etc/ptp4l.conf -i ethX”

Ktk /etc/ptpdl.conf HITER,

f5120.2 : fEMRREHIIEERIMIE BT
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”
/etc/sysconfig/phc2sys .

OPTIONS="-s ethX -w”

Kito%k /etc/ptpal.conf HITEX.

223 FCE

SLED 15 SP3



f5120.3 : fERAMEGISERRYERSH
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptpd4l.conf -i ethX”
/etc/sysconfig/phc2sys :
OPTIONS="-s CLOCK REALTIME -c ethX -w”

/etc/ptp4l.conf:

priorityl 127

f5120.4 : ERAMRAFISEMNERY (—RRFEINER)
/etc/sysconfig/ptp4l :

OPTIONS="-f /etc/ptp4l.conf -i ethX”
/etc/ptp4l.conf:

priorityl 127

20.5 PTP A0 NTP

NTP #1 PTP BRI TR UHTE, IR EtEREL,

20.5.1 NTPZ| PTP Y[EF

5 chronyd EZAMALKEIEES, B8 ptpdl EEENBRENT, LUEREE PTP M7
R ABTIE, £ /etc/ptpdl.conf M priorityl 3EIR:

[globall

priorityl 127

[ethO]

SAIEIETT ptpal:
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tux > sudo ptp4l -f /etc/ptp4dl.conf

FEREMREE, FE®I phc2sys 1§ PTP BANHEL B RG5!

tux > sudo phc2sys -c eth@® -s CLOCK REALTIME -w

20.5.2 FdE PTP-NTP [

TERECE ¥ PTP BTN SRR R ERHYLE R, WIRAILUER S EAEHEY PTP 8RN, N
THENA LN PTP MEHISE 1 /& NTP BRS3281E1T. LN BHFERINESNEREO, H
BErE R EIZERIBRENM. XAIUBREMNZPLNSERHNELD .

¥ ptpdl # phc2sys EZEFEENER—MMEZZROREL PTP BF A%, REE
chronyd EEENERS—ZORMERSAHE:
bindaddress 192.0.131.47

hwtimestamp ethl
local stratum 1

Q) ’x=: NTPFIDHCP
BUANERT, % DHCP BEFIH®H< dhclient UXEI NTP ARSZS2TIRRY, SIFXLERS
AMEINTP BCE, ABALEHIMITH, EHKE

NETCONFIG NTP POLICY=""

(£ /etc/sysconfig/network/config X#HH) o
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A GNU licenses

This appendix contains the GNU Free

Documentation License version 1.2.

GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St,
Fifth Floor, Boston, MA 02110-1301 USA. Everyone is permitted to copy and
distribute verbatim copies of this license document, but changing it is not
allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional
and useful document "free" in the sense of freedom: to assure everyone the
effective freedom to copy and redistribute it, with or without modifying it,
either commercially or non-commercially. Secondarily, this License preserves
for the author and publisher a way to get credit for their work, while not being
considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the
document must themselves be free in the same sense. It complements the GNU
General Public License, which is a copyleft license designed for free software.
We have designed this License to use it for manuals for free software, because
free software needs free documentation: a free program should come with
manuals providing the same freedoms that the software does. But this License is
not limited to software manuals; it can be used for any textual work, regardless
of subject matter or whether it is published as a printed book. We recommend
this License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains
a notice placed by the copyright holder saying it can be distributed under the
terms of this License. Such a notice grants a world-wide, royalty-free license,
unlimited in duration, to use that work under the conditions stated herein. The
"Document", below, refers to any such manual or work. Any member of the
publicis a licensee, and is addressed as "you". You accept the license if you copy,
modify or distribute the work in a way requiring permission under copyright law.
A "Modified Version" of the Document means any work containing the Document
or a portion of it, either copied verbatim, or with modifications and/or translated
into another language.

A "Secondary Section" is a named appendix or a front-matter section of the
Document that deals exclusively with the relationship of the publishers or
authors of the Document to the Document's overall subject (or to related
matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary
Section may not explain any mathematics.) The relationship could be a matter
of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are
designated, as being those of Invariant Sections, in the notice that says that

the Document is released under this License. If a section does not fit the above
definition of Secondary then it is not allowed to be designated as Invariant.

The Document may contain zero Invariant Sections. If the Document does not
identify any Invariant Sections then there are none.
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The "Cover Texts" are certain short passages of text that are listed, as Front-Cover
Texts or Back-Cover Texts, in the notice that says that the Document is released
under this License. A Front-Cover Text may be at most 5 words, and a Back-Cover
Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the general public,
that is suitable for revising the document straightforwardly with generic text
editors or (for images composed of pixels) generic paint programs or (for
drawings) some widely available drawing editor, and that is suitable for input
to text formatters or for automatic translation to a variety of formats suitable
for input to text formatters. A copy made in an otherwise Transparent file
format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image
format is not Transparent if used for any substantial amount of text. A copy that
is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without
markup, Texinfo input format, LaTeX input format, SGML or XML using a publicly
available DTD, and standard-conforming simple HTML, PostScript or PDF
designed for human modification. Examples of transparent image formats
include PNG, XCF and JPG. Opaque formats include proprietary formats that can
be read and edited only by proprietary word processors, SGML or XML for which
the DTD and/or processing tools are not generally available, and the machine-
generated HTML, PostScript or PDF produced by some word processors for
output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such
following pages as are needed to hold, legibly, the material this License requires
to appear in the title page. For works in formats which do not have any title page
as such, "Title Page" means the text near the most prominent appearance of the
work's title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose

title either is precisely XYZ or contains XYZ in parentheses following text that
translates XYZ in another language. (Here XYZ stands for a specific section name
mentioned below, such as "Acknowledgements", "Dedications", "Endorsements",
or "History".) To "Preserve the Title" of such a section when you modify the
Document means that it remains a section "Entitled XYZ" according to this
definition.

The Document may include Warranty Disclaimers next to the notice which

states that this License applies to the Document. These Warranty Disclaimers
are considered to be included by reference in this License, but only as regards
disclaiming warranties: any other implication that these Warranty Disclaimers
may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially
or non-commercially, provided that this License, the copyright notices, and the
license notice saying this License applies to the Document are reproduced in

all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading
or further copying of the copies you make or distribute. However, you may
accept compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may
publicly display copies.
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3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed
covers) of the Document, numbering more than 100, and the Document's

license notice requires Cover Texts, you must enclose the copies in covers that
carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly

and legibly identify you as the publisher of these copies. The front cover must
present the full title with all words of the title equally prominent and visible. You
may add other material on the covers in addition. Copying with changes limited
to the covers, as long as they preserve the title of the Document and satisfy these
conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should
put the first ones listed (as many as fit reasonably) on the actual cover, and
continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more
than 100, you must either include a machine-readable Transparent copy along
with each Opaque copy, or state in or with each Opaque copy a computer-
network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy
of the Document, free of added material. If you use the latter option, you must
take reasonably prudent steps, when you begin distribution of Opaque copies in
quantity, to ensure that this Transparent copy will remain thus accessible at the
stated location until at least one year after the last time you distribute an Opaque
copy (directly or through your agents or retailers) of that edition to the public.
Itis requested, but not required, that you contact the authors of the Document
well before redistributing any large number of copies, to give them a chance to
provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the
conditions of sections 2 and 3 above, provided that you release the Modified
Version under precisely this License, with the Modified Version filling the role

of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things
in the Modified Version:

A. Usein the Title Page (and on the covers, if any) a title distinct from that
of the Document, and from those of previous versions (which should,
if there were any, be listed in the History section of the Document). You
may use the same title as a previous version if the original publisher of
that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified Version,
together with at least five of the principal authors of the Document (all
of its principal authors, if it has fewer than five), unless they release you
from this requirement.

C. State on the Title page the name of the publisher of the Modified
Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to
the other copyright notices.

F. Include,immediately after the copyright notices, a license notice giving
the public permission to use the Modified Version under the terms of
this License, in the form shown in the Addendum below.

G. Preservein that license notice the full lists of Invariant Sections and
required Cover Texts given in the Document's license notice.
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H. Include an unaltered copy of this License.

I. Preserve the section Entitled "History", Preserve its Title, and add to
it an item stating at least the title, year, new authors, and publisher of
the Modified Version as given on the Title Page. If there is no section
Entitled "History" in the Document, create one stating the title, year,
authors, and publisher of the Document as given on its Title Page, then
add an item describing the Modified Version as stated in the previous
sentence.

J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise the
network locations given in the Document for previous versions it was
based on. These may be placed in the "History" section. You may omit
a network location for a work that was published at least four years
before the Document itself, or if the original publisher of the version it
refers to gives permission.

K. Forany section Entitled "Acknowledgements" or "Dedications",
Preserve the Title of the section, and preserve in the section all the
substance and tone of each of the contributor acknowledgements and/
or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in
their text and in their titles. Section numbers or the equivalent are not

considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be
included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to
conflict in title with any Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices

that qualify as Secondary Sections and contain no material copied from the
Document, you may at your option designate some or all of these sections

as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version's license notice. These titles must be distinct from any other
section titles.

You may add a section Entitled "Endorsements", provided it contains nothing
but endorsements of your Modified Version by various parties--for example,
statements of peer review or that the text has been approved by an organization
as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage
of up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the
Modified Version. Only one passage of Front-Cover Text and one of Back-Cover
Text may be added by (or through arrangements made by) any one entity. If the
Document already includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you
may not add another; but you may replace the old one, on explicit permission
from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give
permission to use their names for publicity for or to assert or imply endorsement
of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified versions,
provided that you include in the combination all of the Invariant Sections of all
of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty
Disclaimers.
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The combined work need only contain one copy of this License, and multiple
identical Invariant Sections may be replaced with a single copy. If there are
multiple Invariant Sections with the same name but different contents, make
the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else

a unique number. Make the same adjustment to the section titles in the list of
Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the
various original documents, forming one section Entitled "History"; likewise
combine any sections Entitled "Acknowledgements", and any sections Entitled
"Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this License

in the various documents with a single copy that is included in the collection,
provided that you follow the rules of this License for verbatim copying of each of
the documents in all other respects.

You may extract a single document from such a collection, and distribute it
individually under this License, provided you insert a copy of this License into
the extracted document, and follow this License in all other respects regarding

verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and
independent documents or works, in or on a volume of a storage or distribution
medium, is called an "aggregate" if the copyright resulting from the compilation
is not used to limit the legal rights of the compilation's users beyond what

the individual works permit. When the Document is included in an aggregate,
this License does not apply to the other works in the aggregate which are not
themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the
Document, then if the Document is less than one half of the entire aggregate,
the Document's Cover Texts may be placed on covers that bracket the Document
within the aggregate, or the electronic equivalent of covers if the Document is in
electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute
translations of the Document under the terms of section 4. Replacing Invariant
Sections with translations requires special permission from their copyright
holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include

a translation of this License, and all the license notices in the Document, and
any Warranty Disclaimers, provided that you also include the original English
version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this
License or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications",

or "History", the requirement (section 4) to Preserve its Title (section 1) will
typically require changing the actual title.
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9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as
expressly provided for under this License. Any other attempt to copy, modify,
sublicense or distribute the Document is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long

as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU
Free Documentation License from time to time. Such new versions will be similar
in spirit to the present version, but may differ in detail to address new problems
or concerns. See https://www.gnu.org/copyleft/ 2.

Each version of the License is given a distinguishing version number. If the
Document specifies that a particular numbered version of this License "or any
later version" applies to it, you have the option of following the terms and
conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does
not specify a version number of this License, you may choose any version ever
published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace
the “with..Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of
the three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend
releasing these examples in parallel under your choice of free software license,
such as the GNU General Public License, to permit their use in free software.
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