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RUM4a. 2KigE, FF, XEREATMA SUSE ZFARRECIEIFEIRNE
NER. B2, FAREXLEIRESINERINMA, UEBRE AR, Alt, SUSE
Linux Enterprise Desktop &t 7 —M& &M — 1M as ST LA F#17 Supportconfig
1 (SCA)e BXIFMER, 1BEN (BIEIEm) ,F41E “WRERRAEFEEUHZIAR
R .

XN TFFrRByE
root#2fF) o EAAES ([...])RTER, CERWRKEITHITIRIT. RKIITHVIRT
FFRRFZ (\ ) &To

> command

output
output
output
we
output
[...]
output

line
line
line
need
line

line

-X

Fo?, BREBXBENRG. ERFIHR, %

-y
1
2
3 is annoyingly long, so long that \
to break it
4

98

output line 99

—TRHLAEE (£ tux >

BIRERHARERT, UEESRARZSHELARER. ERUEFMIFHREIREHSH
BEER, KEWGBTEMRINBE --help, ZBHATERATESHNEETIR,
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2.1 ZHEIA

REBSD Linux RAERMTAIZBARENENFE, A2, AN TANEREEE
BTV RAREREE—SHRERGNE D, BAERAXETER,

2.1.1 vmstat
vmstat WEB X#HIE. W7E. HEFFl CPU IS E.:

vmstat [options] [delay [count]]

MREAEELEMHHENF R MARLIAR, ERERE LXESISLKRITIIE, MR
ZEERERE (UMWAEA) BA, ERETSGENER (UTRFIFARY) BE. it
{B#E%E vmstat NHITHVEFRTRER. MRTEELE, BTEE—HIZTEIFHEFEL.

2.1 EGHTEN LN vmstat itk

> vmstat 2

procs ----------- memory---------- --- swap-- ----- io---- -system-- ------ cpu-----
r b swpd free buff cache si SO bi bo in cs us sy id wa st
1 0 44264 81520 424 935736 0 0 12 25 27 34 1 098 0
0

0 0 44264 81552 424 935736 0 0 0 © 38 25 0 0 100 O
0
0 0 44264 81520 424 935732 0 0 0 © 23 15 0 0 100 O
0
0 0 44264 81520 424 935732 0 0 0 O 36 24 0 0100 0
0
0 0 44264 81552 424 935732 0 0 0 © 51 38 0 0 100 O
0

2.2 SHETEN LS vnstat @t (3 CPU FRH)

> vmstat 2
procs ----------- memory----------- --- swap-- ----- io---- -system-- -----
Cpu------
r b swpd free buff cache si o) bi bo in Ccs us sy id wa
st
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32 1 26236 459640 110240 6312648 0 0 9944 2 4552 6597 95 5 0 0
23 1 26236 396728 110336 6136224 0 0 9588 0 4468 6273 94 6 0 O
35 0 26236 554920 110508 6166508 0 0 7684 27992 4474 4700 95 5 0 0
28 0 26236 518184 110516 6039996 0 0 10830 4 4446 4670 94 6 0 O

21 5 26236 716468 110684 6074872 0 0 8734 20534 4512 4061 96 4 0O O
BE—. +A s ’,—
O) 77 BHENE—T
vmstat HiHAE—1THRA BB ERES I RLERFIYE,

BIEBTRUTER:

ERATFRAIBITRSHERZR, XEHIZIETEHRIT, NEEFHFEIAEN CPU M, MRIL
FIRRHIZS RS S TAIA CPU BB, AlaERT CPU BHRE.

b
ERIEESFFRR CPU LUMETRRIHIER, WMRILTIFHEFIRA, AJgERRHEINT 1/0 7]
R (MBI HER) o

swpd
HEIfERNRRTB)E (KB),

free
FEFAHAEFEE (KB)o

inact
RO ARFEANEEINIRNE. NHESFERSE -a GEiINER) AR vmstat B, 15!
7 o

active

OB FERNEERBER TASEIRIARGF. NHEESERASH -a (BIWER) #E
vmstat BY, ILEHIA R,
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buff

RAM REIE X RS TTEIRII X FE A X EF (KB). EaERAEIN -a 1HA vmstat
B, IEFIARA] o

cache

RAM FREIE SERRXX AR TET (KB)o SRS -a BA vmstat B, HIFRFA

Do

si/so

bi

bo

Cs

us

Sy

BYWMITRTE5E] RAM (si) 30E M RAM B RIS (8] ( so ) RIEUEE (KB). SNRER
K—EREFEIA so BRA, AIRERTNAREFEEEFERNT, HEMRNAFEEERL,
MRAERK—ERMIEA si BERK, AJRERTERKEEILRTFIFENRESHNBRREFIE
WME T ENRES. MRERK—EEEA si # so BEHRA, WNEAEERIRET, #
ARERTBEERAPLEES RAM, RAREEBHIARFAIUBRHN IS,

FMBUGEWEIBIRER (Fla0, HBEIZRED . HER, KRt MtdERE, ®
KIMBIEXHF RS, BrLUER stat LREFRAT. IRFESHEHIE, WA
HH iostat,

B ERIGEREARE (BIE0, HESN) . HER, [ttt EReE,

SR HUTE, MNRILERK, TIEERT /0 &7 (WMEM/HEE) Be, BLEAEER
HFEHMERERAL T IRES, fi0, EtiEsifhk 70288 E Tk, FSHENEE /
proc/interrupts LURS|FERISIE,

BUWIMRTHRER, XRAZEAFR—MEFRARITRBEE RN S —E2FREHITH
EEUR .

HMITR FATERFUBSRY CPU BE R L.

MITRZAEBRY CPU AE B 73t
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CPU =SB E Db, MRERK—ERNEINILENE, FRRER CPU EEEHAR T
Bo XA—EZRERENTR — RFEESE r Ml b JIFHERBECHHENESAEER
By CPU &7,

wa
R “wa” BEARANE, RFBRFEESFHFI/OMRRTELE, MieHe]seRrlEER,
a0, WRREERFRENXAMEEERITER LREHEEFERN, LI, ErTEE
RAFEEHRT (NENER) . &fa, XARKRTHEEHNAEMRNEFEES (55
WEIAE “HEARFEEFRSE ) o

st
MEIANHEER CPU BHEI B 4Lt

BXEZIRW, 580 vmstat --help,

2.1.2 dstat

dstat EXftT vmstat. iostat. netstat I ifstat FITE, dstat LBNETREX
RAERFENER. Fl90, EeIESKE IDE iTHIZN Pt RS, EaHETHE
(LIEEIRYEIRR) LIRS H .

RINMERT, HRHBETRES TRIENRER, 3E, ATUER CSV (EEaREEFRIES
ANER) Rt

dstat B Python 851y, BILUBISHAEMRIER,

TEHZE—WIEE:

dstat [-afv] [OPTIONS..] [DELAY [COUNT]]

FRrE MBS AR AEN, MRARFEABE, dstat FEREXCPU (-c. --cpu) .
# (-d. --disk) « W% (-n. --net) . #%; (-g. --page) UKESH (-y. --
sys) FRERFIIFRLINSIT, ETREAtET BT

# dstat
You did not select any stats, using -cdngy by default.
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----total-cpu-usage---- -dsk/total- -net/total- ---paging-- --- system- -
usr sys idl wai hiq siq| read writ| recv send| in out | int csw

O 0100 06 © 0] 15k 44k| © | © 82B|] 148 194

O 01006 0 0 0 0 0 |5430B 170B| 0 0 | 163 187

O 0100 0 0 0 0 0 |6363B 842B| 0 0 | 196 185
'as "a-l.-l.

YT -cdngy (ZRAE)

-fo --full
'’ -C. -D. -I. -N# -S &IFIF

-V, --vmstat
YT -pmgdsc. -D total

DELAY
FREHAVIERIER
COUNT

R Z AR B RBYERTRER

FRONIER A 1, 1HERRIEE (FERRED) o
BEXFAER, 158N dstat BIFMIT, EMWULA http://dag.wieers.com/home-made/
dstat/ 2,

2.1.3 RSGESNEE: sar

sar AJLUIERXT/IFFRIEERRSUERNSMIRS, HHREHE CPU. RTE. IRQ BE. 1/0
MWL, EEAJUKRNERKRE. sar s5<TM /proc XHRGUEEIE.

Q EE: sysstat #fE
sar ai¥RE sysstat M4 ERI—EB53. BILAEA YaST 3 zypper in sysstat @
LREZNHFE, sysstat.service BERINBR AR, HAERUTHISREB
R¥EohE:
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> sudo systemctl enable --now sysstat

2.1.3.1 f{EH sar £iikS

BRREMIRSE, FEAMA sar FEEER ®) M. EMXHEMMRSE, BEMER - f

EEXHR, MABREEERMNITE. NRKEEXHS. BEIRMItE, sar =M /var/
log/sa/sabDD %k, H DD RR=HaIEE. X2 sadc (REUEDNERIEWRSER) KH

HRESNEINEROMIE, RS -FRMERZ XM

sar 2 10 # real time report, 10 times every 2 seconds
sar -f ~/reports/sar 2014 07 17 # queries file sar 2014 07 17

sar # queries file from today in /var/log/sa/

cd /var/log/sa && \

sar -f sa@l -f sab2 # queries files /var/log/sa/0[12]

THRETERN sar HATRRERRE, BXE8YEAXNFAESE, 52N sar B man
(1)o

Q IE: RBELAA sysstat R
Y sysstat BRSBFLEET (FlW0, EE5ISFXNEAE) , ZTANSEIBENET /
usr/lib64/sa/sal -S ALL 1 1 ss<WERE—7FHRIGT. WERRNZHBIEIERE
FERGUETHEIE .

2.1.3.1.1 CPU BHZRE: sar
MEREESFEREMETIAR sar, E2EREX CPU HEMNESRIRE, TEZAESITEN
L+, BWLEFE CPUMER, HHIEN -P ALL IXAIEFEZ CPU B4t

# sar 10 5
Linux 4.4.21-64-default (jupiter) 10/12/16 _x86_64 (2
CPU)
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17:51:29 CPU suser %snice  %system  %iowait %steal %idle

17:51:39 all 57,93 0,00 9,58 1,01 0,00 31,47
17:51:49 all 32,71 0,00 3,79 0,05 0,00 63,45
17:51:59 all 47,23 0,00 3,66 0,00 0,00 49,11
17:52:09 all 53,33 0,00 4,88 0,05 0,00 41,74
17:52:19 all 56,98 0,00 5,65 0,10 0,00 37,27
Average: all 49,62 0,00 5,51 0,24 0,00 44,62

Yiowait iR CPU £ 1/0 BRI A F=RRTHESEI B AL, MIRERK—EREEIALL
BEZZATE, NWERTI/0 RS (WENER) FEMM. WREBRK—EREIA %idle B
£, NRTEN CPU EEULBTETE,

2.1.3.1.2 REFEHAERS: sar -r
FERIED -r £RAESKARTF (RAM) BNR2EIE iR,

# sar -r 10 5
Linux 4.4.21-64-default (jupiter) 10/12/16 ~x86 64 (2 CPU)

17:55:27 kbmemfree kbmemused %memused kbbuffers kbcached kbcommit %commit kbactive kbinact kbdirty

17:55:37 104232 1834624 94.62 20 627340 2677656 66.24 802052 828024 1744
17:55:47 98584 1840272 94.92 20 624536 2693936 66.65 808872 826932 2012
17:55:57 87088 1851768 95.51 20 605288 2706392 66.95 827260 821304 1588
17:56:07 86268 1852588 95.55 20 599240 2739224 67.77 829764 820888 3036
17:56:17 104260 1834596 94.62 20 599864 2730688 67.56 811284 821584 3164
Average: 96086 1842770 95.04 20 611254 2709579 67.03 815846 823746 2309

kbcommit # %commit FI B RHFI TEAHREEENRARNTFE (RAM FIx#T8]) Bk
PME, kbcommit B R KB REBEAMBLITEE, %commit MERB L.

2.1.3.1.3 S9n%KitikReS: sar -B

fEAEm -B RI2RA&I TSk

# sar -B 10 5
Linux 4.4.21-64-default (jupiter) 10/12/16 ~x86 64 (2 CPU)

18:23:01 pgpgin/s pgpgout/s fault/s majflt/s pgfree/s pgscank/s pgscand/s pgsteal/s %vmeff

18:23:11  366.80 11.60 542.50 1.10 4354.80 0.00 0.00 0.00 0.00
18:23:21 0.00 333.30 1522.40 0.00 18132.40 0.00 0.00 0.00 0.00
18:23:31 47.20 127.40 1048.30 0.10 11887.30 0.00 0.00 0.00 0.00
18:23:41 46.40 2.50 336.10 0.10 7945.00 0.00 0.00 0.00 0.00
18:23:51 0.00 583.70 2037.20 0.00 17731.90 0.00 0.00 0.00 0.00
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Average:

majflt/s (BREKRERH) JETRERS

H 0 2
B1X~F£Xo

To MNRENARFNENERHARBEMEAEIR,
PITRKENEZTME (pgscand/s) BY,
Y%vmeff 5 R RFFEBITIEL (pgscand/s), HEIFFMERFEFERRIREF (pgsteal/s) PEERF
FARIDI%. WWERTNEDIEWIINE, EEERZL 100 (EEEEFERERENE N EER
D) 50 (REWEFDR) . ZEFEED 30 AT,

2.1.3.1.4

92.08

BREIITZEAKRE

211.70 1097.30

H O =5
BI1XE

0.26 12010.28

0.00

0.00

0.00 0.

00

DIIMEEEHEINES. BHRATBERX AR

RigEFRIHRS . sar -d

fERIED -d ATERRIEE (R, ScEREEE. USB EFIRES) - 55
p (EMITEN) KfE DEV 5B S F ik,

# sar -d -p 10 5
4.21-64-default (jupiter)

Linux 4.

18:
18:
18:

18:
18:
18:

18:
18:
18:

18:
18:
18:

18:
18:
18:

46:
46:
46:

46:
46:
46:

46:
46:
46:

46:
46:
46:

46:
46:
46:

09
19
19

19
29
29

29
39
39

39
49
49

49
59
59

Average:

Average:

Average:

DEV
sda
sro

DEV
sda
sro

DEV
sda
sro

DEV
sda

sro

DEV
sda
sro

DEV
sda
sro

tps
1.70
0.00

tps
8.60
0.00

tps
40.50
0.00

tps
1.40
0.00

tps
3.30
0.00

tps
11.10
0.00

rd_sec/s
33.60
0.00

rd_sec/s
114.40
0.00

rd _sec/s
3800.80
0.00

rd_sec/s
0.00
0.00

rd_sec/s
0.00
0.00

rd_sec/s
789.76
0.00

wr sec/s
0.00
0.00

wr_sec/s
518.10
0.00

wr_sec/s
454.90
0.00

wr_sec/s
204.90
0.00

wr_sec/s
503.80
0.00

wr_sec/s
336.34
0.00

10/12/16
avgrq-sz avgqu-
19.76 0
0.00 0
avgrq-sz avgqu
73.55
0.00
avgrq-sz avgqu
105.08
0.00
avgrq-sz avgqu
146.36
0.00
avgrq-sz avgqu
152.67 0
0.00
avgrq-sz avgqu
101.45 0
0.00 0

EEM, B0, ERNARERFBHAE A ES HIXHE

ARERTEINERR, LHRFANER

~Xx86 64
sz await
.00 0.47
.00 0.00
sz await
06 7.12
00 0.00
sz await
36 8.86
00 0.00
sz await
00 0.29
00 0.00
sz await
.03 8.12
00 0.00
-sz await
.09 8.07
.00 0.00

(2 CPU)
svctm Sutil
0.47 0.08
0.00 0.00
svctm Sutil
0.93 0.80
0.00 0.00
svctm Sutil
0.69 2.80
0.00 0.00
svctm Ssutil
0.29 0.04
0.00 0.00
svctm Ssutil
1.70 0.56
0.00 0.00
svctm Sutil
0.77 0.86
0.00 0.00

WMERMIINEDT -

LUERFRERAERRY tps. rd_sec/s # wr_sec/s B Average B, N8R svctm A %util FIFHE—E
BK, BIRERT /O FRLAK AR,
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MRTBENERS MR, NWRFBUZBANEFR. FRENHEBZEIISNTH /0, FE
ZREIBERSESZRE. I, MRESMEFERRE, BETEEFNERAS N, ZEHEER
IBMENAZLD,

2.1.3.1.5 MEFKIHRE: sar -n KEYWORD
T -n AIEBERZDNEHERIES. 5 -n —EIEEUTEEFZ—:

° DEV: ERFTEMEIKENRITIRS

EDEV: ERFrEMEIGENBIZAITIREG

NFS: 4pE NFS ERIRNRITIRG

NFSD: 4R NFS BRSZS8M5HRE

SOCK: EBEXEEFNRITRS
o ALL: ERFTENSBARITIRS

2.1.3.2 AL sar UE

sar IREFR—E B8RP BN, FREERE sar FIEATMLAY Java K2R kSar, €l
BZTEENER,. EBEEXRILIAER PDF RS, kSar A2 0B A R RYEIE AR S RV BE
FEE, kSar@id BSD #FRIIERMN, AIM https://sourceforge.net/projects/ksar/ 2 3RBX,

22 REER

2.2.1 1§BHAHIEE . iostat

BUMAGIZE N E, 5FEH iostat, IWTEERNIRSUTRATFEEZIRAANYIERE Y
B B 4P ithadt 1T fa 3 e
Z{FA iostat, BEREMMHE sysstat.
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F—1 iostat IREETBEIISREAURKBENAITER. EEIRENHE L—MIREZEH
B8],
> iostat

Linux 4.4.21-64-default (jupiter) 10/12/16 ~Xx86 64 (4
CPU)

avg-cpu: %user %nice %system %iowait %steal %idle
17.68 4.49 4.24 0.29 0.00 73.31

Device: tps kB read/s kB wrtn/s kB read kB wrtn
sdb 2.02 36.74 45.73 3544894 4412392
sda 1.05 5.12 13.47 493753 1300276
sdc 0.02 0.14 0.00 13641 37

XML AR iostat AIMBEHEELERS SRR, BEF#ERRE. BIIFA
iostat -x MR RIRGEILIEFIAZILERR, Fi0, I BIEFSPIINESHEXTY
AFIAR/ NN FRFITEIRER. MREMA -z AXHBRTHRIGE, Er]UIERMMITHEL
1B, £ iostat FYFARTI (man 1 iostat) AELUKEIR RSN TIAFERIE Mo

SR A LB E MRS E BRSNS EI8E. BN, BER=MEFENIEE sda ERAHKIR
&, BfEM:

> iostat -p sda 3 5
EETWEXGRSE (NFS) 4tit, rTLUER TR MRS ARER:
* nfsiostat-sysstat BEMIFIHEE sysstat.

* nfsiostat BREMIFIHHE nfs-client.

2.2.2 AIBRREGHISM: mpstat

S 2R mpstat KES N TARIERERD. RENRAANE—LIESSE, BiRE2ETF
It

HHSHNITESRS iostat ai<iEE. WA mpstat 2 5 UURIEIMRYIEFAE LIRSS
MBS,
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# mpstat 2 5
Linux 4.4.21-64-default (jupiter) 10/12/16 ~x86 64 (2 CPU)

13:51:10 CPU  S%usr %nice %sys Siowait %irq %soft %steal %guest %gnice %idle

13:51:12 all 8,27 0,00 0,50 0,00 0,00 0,00 0,00 0,00 0,00 91,23
13:51:14 all 46,62 0,00 3,01 0,00 0,00 0,25 0,00 0,00 0,00 50,13
13:51:16 all 54,71 0,00 3,82 0,00 0,00 0,51 0,00 0,00 0,00 40,97
13:51:18 all 78,77 0,00 5,12 0,00 0,00 0,77 0,00 0,00 0,00 15,35
13:51:20 all 51,65 0,00 4,30 0,00 0,00 0,51 0,00 0,00 0,00 43,54
Average: all 47,85 0,00 3,34 0,00 0,00 0,40 0,00 0,00 0,00 48,41

M mpstat FIREFETLUEER:

* %usr 5 %sys ZLtbo 30, tb{E 10:1 RRTEAHEIBRIEITNAEZEFAE, DITESR
NiZENRERF. tHE 1:10 RRTEMHEETERNZSEZ RG], ESEZEHERZ.
BE, BENBREFNEERNZDEREIRE], UkEEA UEBXMIEIR.

o MEERFRBESARENBRT, BEME—&D CPUJLFH 2R, VERSR
CPU AIRERT LIRAEARIHITH, ERIEREMEERNITEN LHITRIRERF,

2.2.3 IEZEINZKIGA: turbostat

turbostat 2/~ AMD64/Intel 64 A IBSZHVSNER, faZ. BREMUIERES), b T EREWE LT
BXET NRERAENHSER, BREGSHE, HITHTBEERSIT. MNRERERG
{17, TEERANETREFRNSIt, &FE, turbostat EREHAZER msr,

> sudo turbostat find /etc -type d -exec true {} \;
0.546880 sec
CPU Avg MHz Busy%s Bzy MHz TSC MHz
- 416  28.43 1465 3215
631 37.29 1691 3215
416 27.14 1534 3215
270  24.30 1113 3215
406  26.57 1530 3214
505 32.46 1556 3214
270 22.79 1184 3214

u A W N R O

WHEBURAT CPU KE!, AIgeBfAR,. EENEREMBENZFELZAT, 1BFER - -debug i
I, BXBEZmTITENUNFENGIAVMERE, 1850 man 8 turbostat,
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224 ES5EM: pidstat

MREFBEEREESHERSEMBOE, BEEA pidstat &8, LR IIEEME
EESHESR, 5E Linux RIZEENFIEESRES) (MIRKBEMES) - BRALIRE
BRTRAIREER, LUKEE)E R

g0, pidstat -C firefox23 ZFIRLRMEEFHHE “firefox” BIESHIAHLIT. K
BRAMDIIZE=MRE

# pidstat -C firefox 2 3

Linux 4.4.21-64-default (jupiter) 10/12/16 ~x86 64 (2
CPU)
14:09:11 uID PID %susr %ssystem S%quest %CPU  CPU Command
14:09:13 1000 387 22,77 0,99 0,00 23,76 1 firefox
14:09:13 uib PID %Susr %ssystem S%guest %CPU CPU Command
14:09:15 1000 387 46,50 3,00 0,00 49,50 1 firefox
14:09:15 uiD PID %usr %system %guest %CPU CPU Command
14:09:17 1000 387 60,50 7,00 0,00 67,50 1 firefox
Average: uiD PID %susr %ssystem %guest %CPU CPU Command
Average: 1000 387 43,19 3,65 0,00 46,84 - firefox

KA, FTLAGERA pidstat -d RIHHESETERITSZ /0. ESEHITXLE /0 RESR
FRIERES, URESE R HEERE.

2.2.5 REIFFEHX: dmesg

Linux AZEFEAKPREXZLHE, BEEEXLHS, BRAGL dnesg -T,

$§|E|$T¢3|%E§E Systemd E/t_.\q:lo ﬁ?&ﬁuﬂﬁﬁééﬂﬁnu, 1%5 «éfﬁ?aﬁ» %215
“Journalctl: Fif systemd HE” -
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2.2.6 FAXHRYIR: lsof

EEFAEFHE D PID BHBFTANFIEXHRIPIR, BER -p. flWN, BEEEFZR
shell (ERRIFREX M, BHIN:

# lsof -p $%
COMMAND PID USER
bash 8842 root
bash 8842 root
bash 8842 root
bash 8842 root
[...]

bash 8842 root
bash 8842 root

FD
cwd
rtd
txt

mem

2u
255u

TYPE DEVICE SIZE/OFF NODE NAME

DIR 0,32
DIR 0,32
REG 0,32
REG 0,32
CHR 136,2
CHR 136,2

222 6772 /root
166 256 /
656584 31066 /bin/bash
1978832 22993 /1ib64/1ibc-2.19.s0

0to 5 /dev/pts/2
0to 5 /dev/pts/2

EATH% shel| ZE $$, ERER shell BI#7Z ID,

5 -1 48
# lsof -i
COMMAND PID
wickedd-d 917
wickedd-d 918
sshd 3152
sshd 3152
master 4746
master 4746
sshd 8837
sshd 8837
sshd 8837

USER
root
root
root
root
root
root
root
root

root

FD
8u
8u
3u
4u

13u

14u
5u
9u
10u

TYPE
IPv4
IPv6
IPv4
IPv6
IPv4
IPv6
IPv4
IPv6
IPv4

DEVICE SIZE/OFF NODE

16627
20752
18618
18620
20588
20589
293709
294830
294831

0to
0to
0to
0to
0to
0to
0to
0to
0to

ubpP
ubP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

fEMRRY, lsof BRFHHFFTARNEER !

NAME

*:bootpc

[fe80::5054: ff:fe72:5ead] :dhcpv6-client

*:ssh (LISTEN)

*:ssh (LISTEN)

localhost:smtp (LISTEN)

localhost:smtp (LISTEN)
jupiter.suse.de:ssh->venus.suse.de:33619 (ESTABLISHED)
localhost:x11 (LISTEN)

localhost:x11 (LISTEN)

2.2.7 R#ZHM udev EHFEY|EE28. udevadm monitor

udevadm monitor YAPrA#Z uevent LA udev FNIEEHES, FEEHINEEREIR
(DEVPATH) FI 221z &,

Q FE: M udevEH

D43 root FAF@IZIETT udevadm #3550 udev B,

HiERE USB iBIZ#R Il —RFISEH:

UEVENT[1138806687] add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2
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UEVENT[1138806687]
UEVENT[1138806687]
UEVENT[1138806687]
UDEV [1138806687]
UDEV [1138806687]
UDEV [1138806687]
UDEV [1138806687]
UEVENT[1138806692]
UEVENT[1138806692]
UEVENT[1138806692]
UEVENT[1138806692]
UDEV [1138806693]
UDEV [1138806693]
UDEV [1138806693]
UDEV [1138806693]
UEVENT[1138806694]
UDEV [1138806694]
UEVENT[1138806694]
UEVENT[1138806697]

2.3

AT

2.3.1

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/class/scsi_host/host4
add@/class/usb _device/usbdev4.10

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2
add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/class/scsi_host/host4
add@/class/usb device/usbhdev4.10

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/block/sdb
add@/class/scsi_generic/sgl
add@/class/scsi device/4:0:0:0

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/class/scsi _generic/sgl
add@/class/scsi device/4:0:0:0
add@/block/sdb
add@/block/sdb/sdbl
add@/block/sdb/sdbl
mount@/block/sdb/sdbl
umount@/block/sdb/sdbl

HFZEET : ipcs

% ipcs L£RMHAIEEEAR IPC FHRNTIR:

# ipcs

------ Message Queues --------

key msqid owner perms used-bytes
------ Shared Memory Segments --------

key shmid owner perms bytes
0x00000000 65536 tux 600 524288
0x00000000 98305 tux 600 4194304
0x00000000 884738 root 600 524288
0x00000000 786435 tux 600 4194304

20

messages

nattch
2

2
2
2

status
dest
dest
dest
dest

piiY
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0x00000000 12058628  tux 600 524288 2 dest
0x00000000 917509 root 600 524288 2 dest
0x00000000 12353542  tux 600 196608 2 dest
0x00000000 12451847  tux 600 524288 2 dest
0x00000000 11567114  root 600 262144 1 dest
0x00000000 10911763  tux 600 2097152 2 dest
0x00000000 11665429  root 600 2336768 2 dest
0x00000000 11698198  root 600 196608 2 dest
0x00000000 11730967  root 600 524288 2 dest
------ Semaphore Arrays --------

key semid owner perms nsems

0xal2e0919 32768 tux 666 2

2.3.2 #HIEFIR: ps

L ps ERHERNTIR, BERSHBSHH—ERETFHS. 15
BEYMNESE T TRFIFAT .
fEF ps axu FHFAAEHIEUKRARMGLITESR:

2% ps --help oK EE

> ps axu
USER PID %CPU %MEM VSZ RSS TTY STAT START  TIME COMMAND

root 1 0.0 0.3 34376 4608 ? Ss Jul24  0:02 /usr/lib/systemd/systemd

root 2 0.0 0.0 0 07 S Jul24 0:00 [kthreadd]

root 3 0.0 0.0 0 07 S Jul24 0:00 [ksoftirqd/0]

root 5 0.0 0.0 0 07 S< Jul24 0:00 [kworker/0:0H]

root 6 0.0 0.0 0 07 S Jul24 0:00 [kworker/u2:0]

root 7 0.0 0.0 0 07 S Jul24 0:00 [migration/0]

[

tux 12583 0.0 0.1 185980 2720 ? Sl 10:12 0:00 /usr/lib/gvfs/gvfs-mtp-volume-monitor

tux 12587 0.0 0.1 198132 3044 ? Sl 10:12 0:00 /usr/lib/gvfs/gvfs-gphoto2-volume-monitor
tux 12591 0.0 0.1 181940 2700 ? Sl 10:12 0:00 /usr/lib/gvfs/gvfs-goa-volume-monitor

tux 12594 8.1 10.6 1418216 163564 ? SUL  10:12 0:03 /usr/bin/gnome-shell

tux 12600 0.0 0.3 393448 5972 ? St 10:12  0:00 /usr/lib/gnome-settings-daemon-3.0/gsd-
printer

tux 12625 0.0 0.6 227776 10112 ? St 10:12 0:00 /usr/lib/gnome-control-center-search-
provider

tux 12626 0.5 1.5 890972 23540 ? SU  10:12 0:00 /usr/bin/nautilus --no-default-window

Tonoll

EBEHFZ /D sshd HIZEEIETT,

FHIZRVHAZ Do

21 #HIZFIR: ps

ERHED -p 5% < pidof —iEER, XKHIHLATE
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> ps -p $(pidof sshd)

PID TTY STAT TIME COMMAND
1545 ? Ss 0:00 /usr/sbin/sshd -D
4608 ? Ss 0:00 sshd: root@pts/0

AILRIERRIREHRTIRIBI EI L REIFMEXEFHGIR. WA T <A UERFR
BEHEEANFERERFYIR:

> ps ax --format pid,rss,cmd --sort rss
PID RSS CMD
PID RSS CMD
[kthreadd]
[ksoftirqd/0]
[kworker/0:0]
[kworker/0:0H]
[kworker/u2:0]
[migration/0]
[rcu_bh]

0 N O U A W N
© O © O © o ©

[...]

12518 22996 /usr/lib/gnome-settings-daemon-3.0/gnome-settings-daemon
12626 23540 /usr/bin/nautilus --no-default-window

12305 32188 /usr/bin/Xorg :0 -background none -verbose

12594 164900 /usr/bin/gnome-shell

BEAM ps AR

ps aux --sort COLUMN
¥ COLUMN X%t THERF. 188 COLUMN &

pmem (RRYIEAELLE)
pcpu (3R CPU LEX)
rss (RINBEHEKXD, BIFRRIGHYIEANTE)

ps axo pid,%cpu,rss,vsz,args,wchan
ETREN#HE. HPID. CPUHRE. REXN (BEMEM) « BMMRERAER.

ps axfo pid,args

BREHTER,
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2.3.3 #HFEWN: pstree
@4 pstree ERMEINHIETIR:

> pstree
systemd- - -accounts-daemon- - - {gdbus}

I | -{gmain}

| -at-spi-bus-laun---dbus-daemon

[ | -{dconf worker}

I | -{gdbus}

I | -{gmain}

| -at-spi2-registr---{gdbus}

| -cron

| -2*[dbus-daemon]

| -dbus-Tlaunch

| -dconf-service---{gdbus}

I | -{gmain}

| -gconfd-2

| -gdm---gdm-simple-slav---Xorg

[ | | -gdm-session-wor---gnome-session---gnome-setti+

[ [ | | | -gnome-shell+
++
| | -{dconf work+
I | -{gdbus}
I | -{gmain}
I
I

-{gdbus}
-{gmain}

ZH -p F#HiE ID AL ENZT. BitaTRERER, BEA -a S
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2.3.4 #HIEFR: top

i< top ( “table of processes” (#H#ER) NEXEE) ETRSRMAVRIFIHET IR B
KRR, 1F% o #, 8% -n 1 EER—RHEVREALEER. THEH= top -n 1 &<
BRI -

> top -n 1

Tasks: 128 total, 1 running, 127 sleeping, 0 stopped, 0 zombie
%Cpu(s): 2.4 us, 1.2 sy, 0.0 ni, 96.3 id, 0.1 wa, 0.0 hi, 0.0 si, 0.0 st

KiB Mem: 1535508 total, 699948 used, 835560 free, 880 buffers
KiB Swap: 1541116 total, 0 used, 1541116 free. 377000 cached Mem
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND

1 root 20 0 116292 4660 2028 S 0.000 0.303 0:04.45 systemd
2 root 20 0 0 0 S 0.000 0.000 0:00.00 kthreadd
3 root 20 0 0 0 S 0.000 0.000 0:00.07 ksoftirqd+
5 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 kworker/0+
6 root 20 0 0 0 0 S 0.000 0.000 0:00.00 kworker/u+
7 root rt o 0 0 0S 0.000 0.000 0:00.00 migration+
8 root 20 0O 0 0 0 S 0.000 0.000 0:00.00 rcu_bh
9 root 20 0 0 0 0 S 0.000 0.000 0:00.24 rcu_sched
10 root rt o 0 0 0 S 0.000 0.000 0:00.01 watchdog/0
11 root 0 -20 0 0 ©S 0.000 0.000 0:00.00 khelper
12 root 20 0 0 0 0 S 0.000 0.000 0:00.00 kdevtmpfs
13 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 netns
14 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 writeback
15 root 0 -20 0 0 0S 0.000 0.000 0:00.00 kintegrit+
16 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 bioset
17 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 crypto
18 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 kblockd

RINMERT, WHREZ CPURE (5 %CPU, REHZRA shift —p ) HiF, EAUTHSHE
B LA E AR FEL

shift - M : BIEATF (RES)
shift - N @ #3Z ID (PID)
shift — T : BYj&] (TIME+)
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BEEREMEMFERETHRF, BR F AMNIRPER—FR, BUMRHEFIRE, BER

Shift — R o

S -U UID REMSSERAP XEMNHE, UVID MR ABFPAF ID, EH top -U
$(id -u) AERHEIAPHE

235 IBMZBLEEZFLMEs: hyptop

hyptop i&id debugfs FERNZERENRKIEM 1IBM Z BREEEFIFENDSENMNE, ©
EAT z/VM = LPAR BREERZF. a0, ErLURIERIANEIE, 2E50 LPAR S 2/VM
Guest By CPU 5NTEEMEE, TRMHEMT top dSHET curses WEF RHE. hyptop &
HEIEO:

e sys_list: FIHSRIBREEREFEEETHNRY
® sSys. BIEFMMETR— MRS

O UAEREER (BN THEA -b EMEHER TIEIT hyptop. EXREERXT, AL
¥ 2 (FB5h hyptop &) FREXZEEEN,

LPAR TFHY sys_list B4
12:30:48 | CPU-T: IFL(18) CP(3) UN(3) ?=help

system #cpu cpu  mgm Cpu+ Mgm+ online
(str) (#) (%) (%) (hm)  (hm) (dhm)

HO5LP30 10 461.14 10.18 1547:41 8:15 11:05:59
HO5LP33 4 133.73 7.57 220:53 6:12 11:05:54
HO5LP50 4 099.26 0.01 146:24 0:12 10:04:24
HO5LPO2 1 99.09 0.00 269:57 0:00 11:05:58
TRX2CFA 1 2.14 0.03 3:24 0:04 11:06:01
HO5LP13 6 1.36 0.34 4:23 0:54 11:05:56
TRX1 19 1.22 0.14 13:57 0:22 11:06:01
TRX2 20 1.16 0.11 26:05 0:25 11:06:00
HO5LP55 2 0.60 0.00 0:22 0:00 11:05:52
HO5LP56 3 0.00 0.00 0:00 0:00 11:05:52

413 823.39 23.86 3159:57 38:08 11:06:01

zZ/NM B “sys_list” O
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12:32:21 | CPU-T: UN(16)

system  #cpu cpu
(str) (#) (%)
T6360004 6 100.31
T6360005 2 0.44
T6360014 2 0.27
DTCVSW1 1 0.00
T6360002 6 0.00
OPERATOR 1 0.00
T6360008 2 0.00
T6360003 6 0.00
NSLCF1 1 0.00
EREP 1 0.00
PERFSVM 1 0.00
TCPIP 1 0.00
DATAMOVE 1 0.00
DIRMAINT 1 0.00
DTCVSW2 1 0.00
RACFVM 1 0.00

75 101.57
LPAR B9 sys BO%HIH:

14:08:41 | HO5LP30 |

Cpu+
(hm)

959:

47

1:11
0:45
0:00

166:
100
:37
3700:
102
100
:53
:01
:05
104
:00
:00
5239:

© © © © © © ©o ©

26

57

47

53:
:02:
18:
16:
19:
16:
22:
03:
16:
16:
:21:
16:
16:
16:
16:
16:
16:

10:
53:
40:
53:
30:
53:
53:
53:

53:
53:
53:
53:
53:
53:

?=help

online memuse memmax wcur

(dhm)

05

120

26
41
42
18
42
55
09
41
42
12
42
42
42
42
42
42

(GiB) (GiB) (#)

1

© © © ©O © O © ©O M O OB OO ©

=
ol

CPU-T: IFL(18) CP(3)

mgm visual.

cpuid  type cpu
(#) (str) (%) (%)
0 IFL 96.91 1.96
1 IFL 81.82 1.46
2 IFL 88.00 2.43
3 IFL 92.27 1.29
4 IFL 83.32 1.05
5 IFL 92.46 2.59
6 IFL ©0.00 0.00
7 IFL ©0.00 0.00
8 IFL ©0.00 0.00
9 IFL ©0.00 0.00
534.79 10.78
z/VM TBY sys O
26

(vis)

| S e R s R s R s R
| S A R R

| i R R R e R

R e e e e e e R e e

| S A R

| #H##H#HH R R R R R A AR

IBM Z B BRI F M 2s: hyptop

.56 2.00 100
.42 0.50 100
.54 0.75 100
.01 0.03 100
.87 2.00 100
.00 0.03 100
.32 0.75 100
.00 4.00 100
.03 0.25 500
.00 0.03 100
.04 0.06 0
.01 0.12 3000
.00 0.03 100
.01 0.03 100
.01 0.03 100
.01 0.02 100
.46 22.50 3000
UN(3) ? = help
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15:46:57 | T6360003 | CPU-T: UN(16) ? = help

cpuid cpu visual

(#) (%) (vis)

0 548.72 | H#HHHHHHHHHHHHHHHHH RS |
548.72

2.3.6 TEz1/0 528: iotop

iotop LABRFIHARENAEZEET /0 FRIBERR.

Q i¥E: % iotop
AR ZLE iotop, EFEELL root B9ER zypper in iotop RFah&iL,

iotop BRFAFHEIEMHIZRIANE AR I/0 FENT. EXEETRZERRTEIRNN LUILFR
/O BYFREBERTEIN B 2 tt. KETRSMHER I/0 LR K/ o LI, EREREINER
BRFIFHAENRERA G NRE 1/0 5o

o fER « M - BAESHF.
o £ R REIREHFIRF.

o fEF o BAIEERFIEHENEGRE GUANE) MXETRIIT /0 RHEIEMLAZZ B
o (WINEERMTES<ITLAM --only, )

o £/ p RAEETRLE GUANE) MERHEZ BT, (LLIHEEEMTF --
only, )

o FA A BUEETRYFII/0FRE BIAME) MERBEEE) iotop LERRIRIT 1/0 124E
#WEzE#, (IhEEEMTF --accumulated, )

o A 1 BAENENEIENEREMHENLENR TR,
o £ o $FRY iotop.

o REMEMBESIEEIRIHE.
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TERIE!T find 1 emacs Y, &% iotop --only RURMGIHEEH:

# iotop --only
Total DISK READ: 50.61 K/s | Total DISK WRITE: 11.68 K/s

TID PRIO USER DISK READ DISK WRITE SWAPIN I0> COMMAND
3416 be/4 tux 50.61 K/s 0.00 B/s 0.00 % 4.05 % find /

275 be/3 root 0.00 B/s 3.89 K/s 0.00 % 2.34 % [jbd2/sda2-8]
5055 be/4 tux 0.00 B/s 3.89 K/s 0.00 % 0.04 % emacs

EAUEHAER (-b) TEH iotop, HRHBREEEXGHHRURBES . BXTEIEM
&, 52 FMT (man 8 iotop)s

2.3.7 {BEOHAERNZRIEMNLTS . nice # renice

RIZIZIRHFZH nice K7 (WFIRARBEMER) AEHLHIZFEER CPU B ja b HfthiH#iZE
HIZH “nice” RS, ©IREXH CPU Ba)iz Hi#HiEmiE L. Nice HIUASEEIM
-20 (E-ﬂ?E “nice” Z&%) 219, fAEHEER root AFIRE,

YIEITHRE B R K HERKE CPU BEIAYIERT B X HELHIZR, AERZRMEZSERER.
BN, EENHPITEMESHRA LREFNZ, FIHEHEN “nice” RIIASTHAKREM
£55 (Fl0 Web iRS35283) REESHIM TR,

ERAFEABSEHMN nice 252 HATRRMER:

> nice

11T nice COMMAND =¥LAEM<SHIZFEI nice 2700 10, £ nice -n LEVEL
COMMAND A]LUEEMEM T HaiEMNI R RN AR,
EEXITHHEN R RN LS, EFH renice PRIORITY -p PROCESS ID, fluM:

> renice +5 3266

EEMSERERAFRBENMMEHENZRMNTER, BEREDR -u USER, fERIEM -
PROCESS GROUP ID EFM&EHZAMEIRMER.
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2.4 NF

241 RNIFA=: free

SCRER free & RAM IRMTEAE, FETREXAREFNEEAREURIRKIER
FAER:

> free

total used free shared buffers cached
Mem: 32900500 32703448 197052 0 255668 5787364
-/+ buffers/cache: 26660416 6240084
Swap: 2046972 304680 1742292

i;i’,IJﬁ 'b\ ‘k\ - *D 'g ﬁ%IJLX$:H-\ KB\ MB&GB y‘j%{ﬁﬁﬁ_\iﬁtﬂo %?& -S delay Eﬁ
RETRHBSRE DELAY BRIFH—R. B8, free -s 1.5 R 1.5 WERERAT R,

2.4.2 FMRFRHE: /proc/meminfo

#8tt free, A /proc/meminfo ALURENE XAFRHENFIFMES. Kbrk, free B
BEATHXGFRHNRELRIE, TERE 64 NIAZELNRAEL, 518, ATRESER
E, £ 32 URFK LNHEERERR:

MemTotal: 1942636 kB
MemFree: 1294352 kB
MemAvailable: 1458744 kB
Buffers: 876 kB
Cached: 278476 kB
SwapCached: 0 kB
Active: 368328 kB
Inactive: 199368 kB
Active(anon): 288968 kB
Inactive(anon): 10568 kB
Active(file): 79360 kB

Inactive(file): 188800 kB
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Unevictable: 80 kB

Mlocked: 80 kB
SwapTotal: 2103292 kB
SwapFree: 2103292 kB
Dirty: 44 kB
Writeback: 0 kB
AnonPages: 288592 kB
Mapped: 70444 kB
Shmem: 11192 kB
Slab: 40916 kB
SReclaimable: 17712 kB
SUnreclaim: 23204 kB
KernelStack: 2000 kB
PageTables: 10996 kB
NFS Unstable: 0 kB
Bounce: 0 kB
WritebackTmp: 0 kB
CommitLimit: 3074608 kB
Committed AS: 1407208 kB
VmallocTotal: 34359738367
VmallocUsed: 145996 kB
VmallocChunk: 34359588844
HardwareCorrupted: 0 kB
AnonHugePages: 86016 kB
HugePages Total: 0
HugePages Free: 0
HugePages Rsvd: 0
HugePages Surp: 0
Hugepagesize: 2048 kB
DirectMap4k: 79744 kB
DirectMap2M: 2017280 kB
XESTRA & ST :
MemTotal

RAM 2 £,
MemFree

KREAR RAM £,
30

kB

kB

FHARNIFEAEZ: /proc/meminfo
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MemAvailable
EARARIMIBE R T B FRoif N BERNFITREFES,

Buffers
RAM H B & X4 RAARTTHIEN X HE P X EF,

Cached
RAM HTIE R, XAEIEEPXEEFMRIREE, BEHE Shmem N1

SwapCached
HHAFRIDIE .

Active. Active(anon). Active(file)
RIEERANAE, BRIEVEXARHIERK, FUARKEU, Active & Active(anon) 5
Active(file) ZH1.

o Active(anon) BRERRIEZIFHNEF., XEIETANEZWERMEY, ULTRB AN
B EHIHRIERINE BXH I,

o Active(file) EREREth X R R FFHIANE

Inactive. Inactive(anon). Inactive(file)
RIEARFRIVERNE, BESRELU, Inactive 2 Inactive(anon) 5 Inactive(file) Z
o

* Inactive(anon) IRERRIZIFHIAF. XEHETAMAZHERRE, UKRTHEAN
R EHIREERNT AT

¢ Inactive(file) REREMXHRFA IR,

Unevictable
TERWHIRNESZ (B0, AFER Mlocked SR E RAM FERE) o

Mlocked
B mlock RLIAAIRMIEFNNEE, mlock AIPHZE X B EHEINTZIRET IR
RAM HIBENEB4Y. 1B, mlock RRIESEIXFNE (L,

SwapTotal

R E) &,
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SwapFree
RMEBIRTIEE,

Dirty

HTFEEEAMEEFGENLENNEFE (BRTEEWET) . REANBIEREED

IEREHNAREFIAZEITERNED . BRRERS ANBIES NHEER

=5
Aemn

BRBEKRE

BfiEl, MMSEEH. BIfEH sysctl 828 vm.dirty ratio 3¢ vm.dirty bytes
REFAIEERNEEENREANBIERE (BXEZAT, BENE 14157 5

=)

Writeback
HEEEE \EENRES,

Mapped
£/ mmap RGERFRANNZ.

Shmem

EHRRAZ EHZENRNTE, F0IPCEIE. tmpfs HIENHZHNERAF.

Slab
RIZAEBEIRENARF S AL

SReclaimable
AJ[E|UkAY Slab Z8453, HIN4E7E (inode. dentry &) .

SUnreclaim
AAI[EULEY Slab ZB453s

KernelStack
NARERF (BIRAFER) FRANRKTEREFES.

PageTables
TRTHREHEENTTRNAFE.

NFS_Unstable
BARXEIARSS2E, BRKREARSS2EFIRZHT NFS Dl.

Bounce
RIS E BB L P X ERARTE.

32 FHARNEFRE
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WritebackTmp
I&BY B B4 A XY FUSE ERBNATF,

CommitLimit
RIS EFEARRBERBARANANEFEE. NEBATEEINIEFERAITE, 74253
I PR,

Committed_AS
B TERHERTFBERTEENAGFEEE (RAM =T E) EME,

VmallocTotal
DECHIRZEI L= B £,

VmallocUsed
BEfERNRZE I T E=,

VmallocChunk
A BNZ B 25 (8] Y BR KIELRIR

HardwareCorrupted
BHENAEFE ((XHFERA ECC RAM BIABIHNE) o

AnonHugePages
RS EI A PR REINRNE R AT, XETIBEARE T EKRNER FTUUERA X #HESD
oy, ELEEeEFRAZERAD (THP),

HugePages_Total
£ SHM HUGETLB #1 MAP HUGETLB {£R#Y, ZEIRYE /proc/sys/vm/
nr_hugepages FHENXET hugetlbfs XERLERAMTNSECATIE

HugePages_Free
CIN:EPANDE 5 &

HugePages_Rsvd
BERRBIR T,

HugePages_Surp
#83d /proc/sys/vm/nr overcommit hugepages HENXH
HugePages_Total ( “#8&” ) BRIAATIE.
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Hugepagesize
KIIBIK/)Y — 7E AMD64/Intel 64 L, BRINED 2048 KB,

DirectMap4k &
INEIRBLEXRN (RFIF7 4kB) NIIBAZAEFE,

243 HIZRNFHE: smaps

£ top ¢ ps FMET AL ARYIMBEERCHBEMNNGFE, NREFTERINIIE,
BEERARNZ 2.6.14 B5| N smaps F&HSF. RILTE /proc/PID/smaps FIRENIZFREA, ©
=ER DA PID NHRBHRMEANTHRAGFRENAREANAFIH. EsXIHERNFNE
AR%E, AEUEEHEERANAEFEZ, HPAeESEHMHERZENAT. BXFEARE
B, #2800 /usr/src/linux/Documentation/filesystems/proc.txt (FEELTER
8 kernel-source) o

EEY smaps 2FERENFHE. Fib, FENEE MM EH#HITIEM, MENERVGEMEE
HRER A XA

2.4.4 numaTlOP

numaTOP BiEAF NUMA GE—EMAREFIAR) RAN— 1T R, ZTAREMH NUMA REH
S, AIEEENIREI NUMA 8RB REHRFT.

—f&ME, numaTOP AIiLEE I S HTIZFZENFIRIE (RMA) #1. A#iA7EIAR] (LMA) #F1 RMA/
LMA LR, RIRFIFIFAELERE (B, sMREFERAESTERFREZLERE) HENL
o

PowerPC LA LA Intel Xeon 20 3E2837#F numaTOP: 5500 &%, 6500/7500 &%!). 5600 &
Hll. E7-x8xx &%!F] E5-16xx/24xx/26xx/46xX ZF,

numaTOP B AR, EoILIfEA sudo zypper in numatop fi$%LEZTE,
EZE5) numaTOP, IHE{T numatop <. EIREX numaTOP IheEMAARIBEIAR, B(EMR

man numatop <,
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2.5 ML

0O =% nE BR
NEMEHRRTE, EBRIZENERTNWEEE T ERIREREAAN,

2.5.1 BEARWEIZE: ip

ip RETIRENEHINEZEONBATR, RAIUEAERREEEFEXAZMBZONER
SZiit. flt, BMOREERE, XERETZLHIR. FEHE AR
NEARESFERETAMMBEET ip, EERENRL. EFHAEMLEO, EEA ip
addr show (BEGHAZMY ip a) . ip addr show up XFIEEITHHIMKZELD, ip -
s link show DEVICE {XFIHIEEZAMNLIT:

# ip -s link show br0
6: br@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc noqueue state UP mode
DEFAULT
link/ether 00:19:d1:72:d4:30 brd ff:ff:ff:ff:ff:ff

RX: bytes packets errors dropped overrun mcast

6346104756 9265517 0 10860 0 0
TX: bytes packets errors dropped carrier collsns
3996204683 3655523 0 0 0 0

ip FRIE/REO (link). BBHAR (route) &FF — 5X47, 1551 man 8 ipo

# ip route

default via 192.168.2.1 dev ethl

192.168.2.0/24 dev eth®@ proto kernel scope link src 192.168.2.100
192.168.2.0/24 dev ethl proto kernel scope link src 192.168.2.101
192.168.2.0/24 dev eth2 proto kernel scope link src 192.168.2.102

# ip link
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default qlen
1000
link/ether 52:54:00:44:30:51 brd ff:ff:ff:ff:ff:ff
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3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default glen

1000

link/ether 52:54:00:a3:cl:fb brd ff:ff:ff:ff:ff:ff

4: eth2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default qlen

1000

link/ether 52:54:00:32:24:09 brd ff:ff:ff:ff:ff:ff

2.5.2

2%, nethogs TEFi&ItLE

PID USER PROGRAM
zypper

27145 root
? root
26635 tux
? root
? root
? root
? root
? root
? root
? root
TOTAL

5 top M), nethogs IRHREH

..0:113:80c0:8080:10:160:0:

BRHIZRIES

AERLERT (B, WRMERER

ETF

=,
==

RTTR

T+ to

nethogs

FRS) , FEZTAKRREHRESEURENNA

, AIRRFREEREERE NAE LA

/usr/1ib64/firefox/firefox

..0:

o O © o

113:
:113:
:113:
:113:
:113:
:113:

unknown

80c0:

80c0O

80c0:
80c0:
80c0:
80c0:

TCP

8080:
:8080:
8080:
8080:
8080:
8080:

G2

10:
10:
10:
10:
10:
10:

ALA .
Y.

160:
160:
160:
160:
160:
160:

o ©O © © ©o o

100:

:100:
:100:
:100:
:100:
:100:
:100:

M EETER (kb/s. kb. b. mb) ZiE{EIF
R : 3R RECEIVED HiFe
s : RSENT HiE

0 : B

2.5.3 LAXKM-KF4AT5: ethtool
ethtool AIFAE RMERUAKRMIKENEZ N A EH. RIANBRT, ©

B,

36

30015

30045
30045
30015
30045
30045
30045

DEV
eth0

eth0

e
SENT  RECEIVED
5.719 391.749 KB/sec
0.102 2.326 KB/sec
0.026 0.026 KB/sec
0.000 0.021 KB/sec
0.000 0.018 KB/sec
0.000 0.018 KB/sec
0.000 0.017 KB/sec
0.000 0.017 KB/sec
0.069 0.000 KB/sec
0.000 0.000 KB/sec

5.916 394.192 KB/sec

RYBIEEIREN IR

ETHZMMLEAE: nethogs
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# ethtool etho
Settings for ethO:

Supported ports: [ TP ]

Supported link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Supports auto-negotiation: Yes

Advertised link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Advertised pause frame use: No

[...]
Link detected: yes

TRERTARTEMRERERESH ethtool EIN

£+ 2.1 . ethtool MIZEIFEIRFIR

ethtool &I EIFEHUTER

-a HESHER

" HETEHER

-g <t > Rx/Tx (/%4 HBHIER
-i KEHREFER

Kk BAER

-S NIC FIRHFERF 45 RE RIS I

2.5.4 RETRMEIRE: ss

ss ERTEMBEEFSRITHNTIA, rIEM netstat &<, BY|HFABEE, BERARAHESH
M ss:

# ss
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Netid
u str
u str
u str
u str
u str
u str
u str
u str
u str

[..]

State
ESTAB
ESTAB
ESTAB
ESTAB
ESTAB
ESTAB
ESTAB
ESTAB
ESTAB

Recv-Q Send-Q
0

© ©O © ©O © © © o ©
© © © © © ©o ©o o

ERR LRI NATERARD, FEAUTHS:

# ss -1

Netid State Recv-Q Send-Q
nl UNCONN 0 0
nl UNCONN 0 0
nl UNCONN 0 0
nl UNCONN 0 0
nl UNCONN 0 0
nl UNCONN 0 0
nl UNCONN 0 0
nl UNCONN 0 0
nl UNCONN 0 0
nl UNCONN 0 0
nl UNCONN 4352 0
[...]

BRMRIERZR,

TEEFREREFH PID 1A%,

THIFE T FRE TCP EEM A X EERIEF.

MIERIA) o -p EIMBTREZFFIEIEFR PID MZHK,

# ss -t
State
LISTEN
LISTEN
ESTAB
LISTEN

38

=€)

-p
Recv-Q Send-Q Local Address:Port
0 128 *:ssh
0 100 127.0.0.1:smtp
0 132 10.120.65.198:ssh
0 128 1i:ssh

Local Address:Port
rtnl:4195117
rtnl:wickedd-auto4/811
rtnl:wickedd-dhcp4/813
rtnl:4195121
rtnl:4195115
rtnl:wickedd-dhcp6/814
rtnl:kernel
rtnl:wickedd/817
rtnl:4195118
rtnl:nscd/706
tcpdiag:ss/2381

Peer Address:Port

Local Address:Port Peer Address:

* 14082 *

* 18582 *

* 19449 &

@/tmp/dbus -gmUUwWXABPV 18784 *
/var/run/dbus/system bus socket 19383 *
@/tmp/dbus - gmUUwXABPV 18617 &
@/tmp/dbus-58TPPDv8qv 19352 &
* 17658 &

* 17693 *

Port

14083
18583
19450
18783
19382
18616
19351
17657
17694

Peer Address:Port

*¥:*%  users:(("sshd",1551,3))

*¥:% users:(("master",1704,13))
10.120.4.150:55715 wusers:(("sshd",2103,5))

t::* users:(("sshd",1551,4))

BRMEIRE: ss

*

*

*

BAILEE BB TIVEIZFRE: FIWNTCP (-t) 8 UDP(-u). -p EHE

-a ETHRRERFIEERIIAERE (8
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LISTEN 0 100 1:1l:smtp 1% users: (("master",1704,14))

2.6 /proc XH&R%G

/proc XHRFHR—MRXHRS, EEXHRFER, AZUEMXHNTEAREERER.
flan, fERL < 2R CPU R

> cat /proc/cpuinfo

processor 1 0

vendor_id : Genuinelntel

cpu family HIG)

model : 30

model name : Intel(R) Core(TM) i5 CPU 750 @ 2.67GHz
stepping : 5

microcode : Ox6

cpu MHz : 1197.000

cache size : 8192 KB

physical id 0

siblings 4

core id 10

Cpu cores 4

apicid 0

initial apicid 0

fpu 1 yes

fpu _exception 1 yes

cpuid level ;11

wp 1 yes

flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov

pat pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx rdtscp
Im constant tsc arch perfmon pebs bts rep good nopl xtopology nonstop tsc
aperfmperf pni dtes64 monitor ds cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm
sse4 1 ssed4 2 popcnt lahf 1lm ida dtherm tpr_shadow vnmi flexpriority ept vpid
bogomips : 5333.85
clflush size : 64
cache alignment : 64
address sizes : 36 bits physical, 48 bits virtual

power management:
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“;” iﬂEfF-. ];ﬁéﬂ1&~j£E§H§1EULA
A LIETT x861info FIKEVA X AMD64/Intel 64 1R R 451 _EANIRRMIFAE B,

B8

16:
18:
19:
22:
23:
40:
41:
42:
43:
45:
46:
47
48:
49:
50:
NMI :
LOC:
SPU:
PMI:
IWI:
RTR:
RES:
CAL:
TLB:
TRM:

LEWFETRY S ECAGER
> cat /proc/interrupts

CPUO CPU1
121 0
0 0
0 0
0 11933
0 0
0 117978
0 0
417927 0
2727916 0
0 2749134
0 0
0 0
0 0
0 0
0 0
0 0
0 0
933117 0
2102 2023
92 71
0 0
2102 2023
47331 45725
2 0
472911 396463
48389 47345
28410 26804
0 0

40

CPU2

© © © © © ©

3275185

2759148

2031
52464
0
339792
54113
24389
0

CPU3

© ©O © O © O © ©o © +H ©

2678206

387

1920
41

0

1920
46775
0
323820
50478
26157
0

I0-APIC-edge
I0-APIC-edge
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
HPET MSI-edge
HPET MSI-edge
HPET MSI-edge
HPET MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge

timer

rtco

acpi

ehci hcd:+
i801 smbus
ata piix,+
enp5s1l
ehci hcd:+
hpet2
hpet3
hpet4
hpet5
aerdrv, P+
PCIe PME,+
PCIe PME,+
PCIe PME,+
snd _hda i+
nvidia

Non-maskable interrupts

Local timer interrupts

Spurious interrupts

Performance monitoring int+

IRQ work interrupts
APIC ICR read retries
Rescheduling interrupts

Function call interrupts

TLB shootdowns

Thermal event interrupts

/proc XH#&4H%
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THR:
MCE:
MCP:
ERR:
MIS:

40

40

40

maps X EE THRITXHZERMIHEK:

> cat /proc/self/maps

08048000-0804c000
0804c000-0804do00O
0804d000-0806e€000
b7d27000-b7d5a000
b7d5a000-b7e32000
b7e32000-b7e33000
b7e33000-b7145000
b7f45000-b7f46000
b7f46000-b7f48000
b7t48000-b714c000
b7f52000-b7f53000
loaal

b7f5b000-b7161000
b7t61000-b7162000
b7f62000-b7f76000
b7f76000-b7f78000
bfd61000-bfd76000
ffffeb000-fffffOOO

FILAM /proc XIFRGRERAE1F (S

/proc/devices
B RIRE
/proc/modules
LHHAIZIRR
/proc/cmdline
Rz <L1T
41

00000000
00004000
0804d000
00000000
00000000
b7e32000
00000000
00112000
00113000
b7t48000
00000000

r-xp
rw-p

rw-p

00000000
00000000
00000000
00013000
bfd61000
00000000

=]

03:
03:
00:
03:
03:
00:
03:
03:
03:
00:
03:

03:
03:
03:
03:
00:
00:

03
03
00
03
03
00
03
03
03
00
03

03
03
03
03
00
00

17753
17753
0
11867
11868
0
8837
8837
8837
0
11842

9109
9720
8828
8828
0
0

0
0

40

Threshold APIC interrupts
Machine check exceptions

Machine check polls

/bin/cat
/bin/cat
[heap]

/usr/lib/locale/en GB.utf8/
/usr/lib/locale/en GB.utf8/

/1lib/1libc-2.3.6.5s0
/1lib/1libc-2.3.6.5s0
/1lib/libc-2.3.6.5s0

/usr/lib/locale/en GB.utf8/

/usr/lib/gconv/gconv-module
/usr/lib/locale/en GB.utf8/

/lib/1d-2.3.6.s0
/1lib/1d-2.3.6.s0
[stack]

[vdso]

Bo —EEEMXHMEABIT:

/proc XH#&4H%
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/proc/meminfo

BXAFERFAER

/proc/config.gz
HENETTHIRIZN gzip EFRECE XXM

[proc/ PID/
7z /proc/ NNN BRHPEET AT THENGEE, HP NNN SHEXH#HZENHE D
(PID), B MHIZEREILITE /proc/self/ B EIH BB AIFTE.

HMERBEXDRXMH /usr/src/linux/Documentation/filesystems/proc.txt Fig
it (REDHEE kernel-source FaRMHIEXHE)

2.6.1 procinfo

7<% procinfo ¥ /proc XHHRFEPFHNEREEHITT B4

> procinfo
Linux 3.11.10-17-desktop (geeko@buildhost) (gcc 4.8.1 20130909) #1 4CPU
[jupiter.example.com]

Memory: Total Used Free Shared Buffers Cached
Mem: 8181908 8000632 181276 0 85472 2850872
Swap: 10481660 1576 10480084

Bootup: Mon Jul 28 09:54:13 2014 Load average: 1.61 0.85 0.74 2/904 25949

user 1:54:41.84 12.7% page in : 2107312 disk 1: 52212r
20199w

nice : 0:00:00.46 0.0% page out: 1714461 disk 2: 19387r
10928w

system: 0:25:38.00 2.8% page act: 466673 disk 3: 548r
10w

IOwait: 0:04:16.45 .4% page dea: 272297

hw irqg: 0:00:00.42 .0% page flt: 105754526

sw irq: 0:01:26.48 1% swap in : 0

idle : 12:14:43.65 81.5% swap out: 394
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guest : 0:02:18.59 0.2%

uptime: 3:45:22.24 context : 99809844

irqg 0O: 121 timer irq 41: 3238224 hpet3

irq 8: 1 rtco irq 42: 3251898 hpet4

irq 9: 0 acpi irq 43: 3156368 hpet5

irq 16: 14589 ehci hcd:usbl irq 45: 0 aerdrv, PCIe PME
irq 18: 0 1801 smbus irq 46: 0 PCIe PME, pciehp
irg 19: 124861 ata piix, ata piix, f irq 47: © PCIe PME, pciehp
irq 22: 3742817 enp5sl irq 48: 0 PCIe PME, pciehp
irq 23: 479248 ehci hcd:usb2 irq 49: 387 snd hda intel
irq 40: 3216894 hpet2 irq 50: 1088673 nvidia

EEEFMEEER, BEASH -a. B8 -nN 8 N PEF—XEE, EXMERLT, & o #
KIFEF,

RINBERTERRERE, 88 -d £MERE, procinfo -dn5 ERIERMWAEENH
&:

2.6.2 ZARFITHIZSE:. /proc/sys/

ARSI HISHAFEBITIMEN Linux RiZE#. ENIMITF /proc/sys/ #, BIFER
sysctl s REEFNEN. EFNHFIESE, 15517 sysctl -a. AILUER sysctl
PARAMETER NAME | ENBEK,

SO AIZE, BIER sysctl CATEGORY Fn@iddIHMEN ERNABKEIIEH, TEIIET
REEMER, FERENMHE kernel-source FHERENE SRR BHIHEE,

sysctl dev (/proc/sys/dev/)
RERENER.

sysctl fs (/proc/sys/fs/)
FERNXHaR. EaMEMXHRASANSE. EXHAT, BENW /usr/src/

linux/Documentation/sysctl/fs.txt,

sysctl kernel (/proc/sys/kernel/)
BEXESFSRERR. AAHEAFEMHEHMAZBEXISHNER. BX4AT, 550 /usr/

src/linux/Documentation/sysctl/kernel. txt
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sysctl net (/proc/sys/net/)
BEXMIFN—ERESHNESE (FEAN ipvd/ FER) . BXHAT, BN /usr/

src/linux/Documentation/sysctl/net.txt

sysctl vm (/proc/sys/vm/)
LR FRFNMSEXEMAE. JIRMNEFNEEMEX. EXAT, FENW /usr/src/

linux/Documentation/sysctl/vm. txt

BGENERHIISIENSE, 15FEAGS sysctl -w PARAMETER=VALUE ., EBXRAEN
RE, 1B /etc/sysctl.conf AFHNMN—4T PARAMETER =VALUE

2.7 HEHFER

2.7.1 PCI&EJR: lspci

©

A= iR PCIECE,
KRS HIRIERYRE root FIF A BERE TR BN PCI BRBAIS AR,

< lspci FIH PCI FIR:

# lspci

00:00.0 Host bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE \
DRAM Controller/Host-Hub Interface (rev 01)

00:01.0 PCI bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE \
Host-to-AGP Bridge (rev 01)

00:1d.0 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #1 (rev 01)

00:1d.1 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #2 (rev 01)

00:1d.2 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #3 (rev 01)

00:1d.7 USB Controller: Intel Corporation 82801DB/DBM \
(ICH4/ICH4-M) USB2 EHCI Controller (rev 01)
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00:1e.0 PCI bridge: Intel Corporation 82801 PCI Bridge (rev 81)

00:1f.0 ISA bridge: Intel Corporation 82801DB/DBL (ICH4/ICH4-L) \
LPC Interface Bridge (rev 01)

00:1f.1 IDE interface: Intel Corporation 82801DB (ICH4) IDE \
Controller (rev 01)

00:1f.3 SMBus: Intel Corporation 82801DB/DBL/DBM (ICH4/ICH4-L/ICH4-M)
SMBus Controller (rev 01)

\

00:1f.5 Multimedia audio controller: Intel Corporation 82801DB/DBL/DBM \

(ICH4/ICH4-L/ICH4-M) AC'97 Audio Controller (rev 01)

01:00.0 VGA compatible controller: Matrox Graphics, Inc. G400/G450 (rev 85)
02:08.0 Ethernet controller: Intel Corporation 82801DB PR0/100 VE (LOM) \

Ethernet Controller (rev 81)
A -v ATLUEREINIFHARTIR:

# lspci -v
[...]

00:03.0 Ethernet controller: Intel Corporation 82540EM Gigabit Ethernet \

Controller (rev 02)
Subsystem: Intel Corporation PR0O/1000 MT Desktop Adapter
Flags: bus master, 66MHz, medium devsel, latency 64, IRQ 19
Memory at 0000000 (32-bit, non-prefetchable) [size=128K]
I/0 ports at d010 [size=8]
Capabilities: [dc] Power Management version 2
Capabilities: [e4] PCI-X non-bridge device
Kernel driver in use: e1000
Kernel modules: e1000

MXfF /usr/share/pci.ids FIREVE XIRERETRIES. WWXHFRRTIHAY PCIID 45

B RANRE” o
S -v EREFAEENEER. EEEANFE, BEASH -no

2.7.2 USBi&%: 1lsusb

Lsusb @< AIFILFRE USB i&&. /A -v &0, FITENEMFARITIR. FAE

BMER

/proc/bus/usb/ FIREL, THEHEEEZEELRE. AFF. BENERS USBIRERTTIE

1T lsusb Er&IE,

45 USB 1&#: Isusb
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# lsusb

Bus 004 Device 007: ID 0ea0:2168 Ours Technology, Inc. Transcend JetFlash \
2.0 / Astone USB Drive

Bus 004 Device 006: ID 04b4:6830 Cypress Semiconductor Corp. USB-2.0 IDE \
Adapter

Bus 004 Device 005: ID 05e3:0605 Genesys Logic, Inc.

Bus 004 Device 001: ID 0000:0000

Bus 003 Device 001: ID 0000:0000

Bus 002 Device 001: ID 0000:0000

Bus 001 Device 005: ID 046d:c012 Logitech, Inc. Optical Mouse

Bus 001 Device 001: ID 0000:0000

2.7.3 BUMFBIEARFRS: tmon

=

tmon EBEEBEEAIANK. HIBEMNXERAFRENT R, NRNERTASEEE, tmon
RS IERIETT!

r——THERMAL ZONES (SENSORS) 1
| Thermal Zones: acpitz00
|
|

|Trip Points: PC
|

r——— COOLING DEVICES

|
|ID Cooling Dev  Cur Max  Thermal Zone Binding |
|00 Processor 0 3 [T

|o1 Processor 0 3 I

|02 Processor 0 ARERRARERNN

|03 Processor 0 3 [T

|04 intel powerc -1 50 [[ITITTT]

: |
| |
| 10 20 30 40 |
|acpitz 0:[ 8][>>>>>>>>>P9 €31

! |
: CONTROLS

|PID gain: kp=0.36 ki=5.00 kd=0.19 Output 0.00

|Target Temp: 65.0C, Zone: 0, Control Device: None
[
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Ctrl-c - Quit TAB - Tuning

BRUNAIRRSEE. NS RARE, URIEER tmon MAMGBIABAURE SERBEH1F
MER, HSNFMIT: man 8 tmon., FINER FASLERHEE tmon,

2.7.4 MCELog: itrENEESS (MCE)

REEHHEIR (B 1/0. CPUMRNTEFEIR) BY, mcelog MHAERIIZRMO/AFRiTENK
BERE (MCE), ItHh, HAEZRFHIRT, mcelog i a] LAKMEFUNEL L SIRRANA B shiZo Ot
Mo LART, LEiRl@AS/NEHITR cron fRILVEIR, BT, BEEIRPIE mcelog SFIFERFIZED
QEEO

Q ¥=: AMD AI%BK MCA 2#5
SUSE Linux Enterprise Desktop #F AMD BRI &I B ER RS (R4
MCA) . BIZ4ERN MCA 1E38 T AMD Zen RMEZHIVEHRIRIRS. EY BT MCA Bank
FIERER, ETHEIRVIEHIES T2,
mcelog ##%% MCAEE (rasdaemon #1 dmesg i#EFk MCA H
B) « BXIEFAEER, F2 N http://developer.amd.com/wordpress/
media/2017/11/54945_PPR_Family_17h_Models_00h-OFh.pdf# _E#J {Processor
Programming Reference (PPR) for AMD Family 17h Model 01h, Revision B1
Processors) (AMD %% 17h Model 01h &3iThi B1 & 3223RI0IRRKIZSE (PPR))
B9 3.1 1 “Machine Check Architecture”  (GHEHIREAREN)

mcelog 27 /etc/mcelog/mcelog.conf HEER, man mcelog F1 http://
mcelog.org/ 2 ANBTEEER, UTTROMET T HEBRIAXEREX:

daemon

yes
filter = yes
filter-memory-errors = yes
no-syslog = yes

logfile = /var/log/mcelog

run-credentials-user = root
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run-credentials-group = nobody

client-group = root

socket-path = /var/run/mcelog-client

BIAREBA mcelog BRSS. FILUEE YaST RYARS RiEss N an 1T R BB NZARSS

# systemctl enable mcelog

# systemctl start mcelog

2.7.5 AMD64/Intel 64: dmidecode: DMI| FKEZFD2S

dmidecode E/RItEHIR DMI K, HPESEMHRIFYISH BIOS EITHREFER.

# dmidecode

# dmidecode 2.12

SMBIOS 2.5 present.

27 structures occupying 1298 bytes.
Table at Ox000EB250.

Handle 0x0000, DMI type 4, 35 bytes
Processor Information

48

Socket Designation: J1PR

Type: Central Processor

Family: Other

Manufacturer: Intel(R) Corporation
ID: E5 06 01 00 FF FB EB BF
Version: Intel(R) Core(TM) i5 CPU
Voltage: 1.1V

External Clock: 133 MHz

Max Speed: 4000 MHz

Current Speed: 2667 MHz

Status: Populated, Enabled
Upgrade: Other

L1 Cache Handle: 0x0004

L2 Cache Handle: 0x0003

L3 Cache Handle: 0x0001

Serial Number: Not Specified

Asset Tag: Not Specified

750 @ 2.67GHz

AMDG64/Intel 64: dmidecode: DMI FKf#FI2S
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Part Number: Not Specified

2.7.6 POWER: %l
Ushw 2B 2RI ENMEHTRE.

2.8 XHFMXHFRS

2.8.1 MENMHIEE: file
i< file WIIZE /usr/share/misc/magic HE—PH—RFIXHFHIRE,

> file /usr/bin/file
/usr/bin/file: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), \
for GNU/Linux 2.6.4, dynamically linked (uses shared libs), stripped

2 -f LIST BEBREN—TH—RIIXMGR. -z AF file EBEEEXHFHINE:

> file /usr/share/man/manl/file.l.gz

/usr/share/man/manl/file.1l.gz: gzip compressed data, from Unix, max compression
> file -z /usr/share/man/manl/file.l.gz

/usr/share/man/manl/file.1l.gz: troff or preprocessor input text \

(gzip compressed data, from Unix, max compression)
S8 -1 Wl mime XEWNFRHEMAEELRDA,

> file -i /usr/share/misc/magic
/usr/share/misc/magic: text/plain charset=utf-8

2.8.2 XHRGZIMEMERER: mount. df #du

#% mount EFEMMERSERBIXMRS (IEMXR)
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# mount

/dev/sda2 on / type ext4 (rw,acl,user xattr)

proc on /proc type proc (rw)

sysfs on /sys type sysfs (rw)

debugfs on /sys/kernel/debug type debugfs (rw)

devtmpfs on /dev type devtmpfs (rw,mode=0755)

tmpfs on /dev/shm type tmpfs (rw,mode=1777)

devpts on /dev/pts type devpts (rw,mode=0620,gid=5)
/dev/sda3 on /home type ext3 (rw)

securityfs on /sys/kernel/security type securityfs (rw)
fusectl on /sys/fs/fuse/connections type fusectl (rw)
gvfs-fuse-daemon on /home/tux/.gvfs type fuse.gvfs-fuse-daemon \
(rw,nosuid, nodev,user=tux)

fEMa< df AILRBEXXH RS 2HERBRNER. 2% -h (8 --human-
readable) LIy E @R P A LIEFEIAZ .

> df -h

Filesystem Size Used Avail Use% Mounted on
/dev/sda2 206 5,96 13G 32% /

devtmpfs 1,66 236K 1,6G 1% /dev

tmpfs 1,66 668K 1,6G 1% /dev/shm
/dev/sda3 208G 406G 159G 20% /home

fERE< du AILERAEBRMEFERFAEXHNEAN. B8 -s REFAEENE
H, REHEEIMSHNEIT. -h BRERBERANENZERIEH:

> du -sh /opt
192M /opt

2.8.3 BXELF Z#HHIXHHNEMER

B readelf LHREFERIZN _HFIXEHNAST, XEEATRFAEMEGHEAREWERN
ELF X5 :

> readelf --file-header /bin/1s
ELF Header:
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2

P
AP

>

Size: 9662 Blocks:
Device: 802h/2050d Inode:
Access: (0644/-rw-r--r--)

A
Modify:
C

Magic: 7f 45 4c 46 02 01 01 0O 00 GO 00 00 00 0O 00 GO

Class:

Data:
Version:
0S/ABI:

ABI Version:
Type:
Machine:
Version:

Entry point address:

Start of program headers:
Start of section headers:

Flags:
Size of this header:

Size of program headers:

Number of program headers:

Size of section headers:

Number of section headers:

ELF64

2's complement, little endian
1 (current)

UNIX - System V

0

EXEC (Executable file)
Advanced Micro Devices X86-64
Ox1

0x402540

64 (bytes into file)

95720 (bytes into file)

0x0

64 (bytes)

56 (bytes)

9

64 (bytes)

32

Section header string table index: 31

8.4 XfFEME: stat

< stat ERXHELE:

stat /etc/profile
File: "/etc/profile'

I0 Block: 4096 regular file

132349 Links: 1

0/ root) Gid: ( 0/

ccess: 2009-03-20 07:51:17.000000000 +0100

2009-01-08 19:21:14.000000000 +0100

hange: 2009-03-18 12:55:31.000000000 +0100

2 --file-system EFIEEXHFIENXHRGNEEAT

> stat /etc/profile --file-system

51

File: "/etc/profile"

ID: d4fb76e70b4d1746 Namelen:

255 Type: ext2/ext3

XHFREM: stat

root)
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Block size: 4096 Fundamental block size: 4096
Blocks: Total: 2581445 Free: 1717327 Available: 1586197
Inodes: Total: 655776 Free: 490312

;Z.E) ;#a<f:3 Eglggi

29.1 HRXERNRAF . fuser

ERRATHE SR HZ AP EE AR ERNX 4, Flt0, RIZEEENE /mnt PEFHH
BEANXHRYS, umount 3R[E] “deviceisbusy” (REIEIL) . AERER fuser mLHE
L HAZ ETE RIS &

> fuser -v /mnt/*

USER PID ACCESS COMMAND
/mnt/notes. txt tux 26597 f.... less

ERLE less #EZE (iZ# T‘%—/l\%ﬁﬁ”"ﬁ_ti‘l?\:ﬁ) , BERILRINEHIEZXHRLT. 5 -
k T SEAN, fuser FESKIEIFFEIHIRISAHFHIZ,

2.9.2 MERPERITHILERSRE: w

fERs< w AILAERERERIIRSE, UKETAPEERITREME. F:

> w

16:00:59 up 1 day, 2:41, 3 users, load average: 0.00, 0.01, 0.05
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
tux :0 console Wedl3  ?xdm? 8:15 0.03s /usr/lib/gdm/gd
tux console :0 Wedl3 26:41m 0.00s 0.03s /usr/lib/gdm/gd
tux pts/0 :0 Wed13 20:11 0.10s 2.89s /usr/lib/gnome-

MREMAZHNTAAFEZIEER, WS -f RETXEAFEME LEBITEZNITE
Mo
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2.10 BYja]A]HEA

2.10.1 f{EMA time #1TBYE]EE=

FA time SERREFBVE S RIATE R ERISE, WSLAREFAEM ThA: RNE Bash M2 (/

usr/bin/time),
> time find . > /dev/null

real Om4.051s @
user Om0.042s @
sys 0m0.2055 ©

Q@ MR BohEITERSERREET RYRYIE]

® ™ times RFFMAIKRERIAF, CPU BYia,

© ™ times RFEPFAHRERIZRSE CPU BHa,

/usr/bin/time WMIHEFMIES, BINESER -v AXEBTIGS, UEREMZEN
faitHo

/usr/bin/time -v find . > /dev/null
Command being timed: "find ."

User time (seconds): 0.24

System time (seconds): 2.08

Percent of CPU this job got: 25%

Elapsed (wall clock) time (h:mm:ss or m:ss): 0:09.03

Average shared text size (kbytes): 0

Average unshared data size (kbytes): 0

Average stack size (kbytes): 0

Average total size (kbytes): 0

Maximum resident set size (kbytes): 2516

Average resident set size (kbytes): 0

Major (requiring I/0) page faults: O

Minor (reclaiming a frame) page faults: 1564

Voluntary context switches: 36660

Involuntary context switches: 496
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Swaps: 0

File system inputs: 0

File system outputs: 0
Socket messages sent: 0
Socket messages received: 0
Signals delivered: 0

Page size (bytes): 4096
Exit status: 0

2.11 LHIEGEEIZR: RRDtool

THNEFPEERETENRNENEIE. fi, BENTK, HELHTENNLZEOLE
IRWHEIESE, RRDtool AIESBNIEMETRXLEERIE, FHRE M IFEAN T B E X ER.
RRDtool i&AF A% # Unix E&H Linux X1TEM. SUSE® Linux Enterprise Desktop k&R
7 RRDtool, i&EfEHR YaST a(&

Ll root BHEGSITHEAN zypper install rrdtool RZEWTE,

O =% B
12ftT RRDtool B9 Perl. Python. Ruby #1 PHP 483, {FEaEB URIFHNHMAIES RS
B 2B S AES,

2.11.1 RRDtool B T{FIRIE

RRDtool 21EIF E F#EZET E (Round Robin Database tool) WRX 4TS, EIfE 2R
FEEIEN—MAEZE. ERBEAEAXNEIE, MBI ESER, WEEH
3k, RRDtool fER1EIFE R#IEERMEEFMIRENESE,

SNHEIPTIA, RRDtool AAFALIEENBYE(LAVEIE. BARIZEFIEE RSB IEENEIERRE
EENZENEEE (PRIEE. REFE) , AEUIEERASLEIUE. WEBIETSEEED
RRDtool 232, ERLURFARMIEH CIEFRFAV R,

BT ATHAEREEIE, XEHIENEIREZES I TN IES GBI 148 RRDtool, EEE
B H & Fohig{E RRDtool,
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EE RRDtool BARZMNE R RFl, HAER 7 B RRDtool TIERIENFIE=1EEM
2. ClEEIERE. EilEEMEE L.

2.11.2 SEBR

BIgENBREHEE Linux RAFRAEFHEERTUNER. AERFIEEDD, HITHEU4
#RiElfm, ME 40 #EHEERNNHSFIRTARNE. BOBEXF=MEEREEAZERANFHILN
FA%ER5: Firefox MITTNI%E28. Evolution BB FEBE4Z F iw#0 Eclipse FFRIEZS,

2.11.2.1 UREHIE

RRDtool AT MEMATMUMERE, EXMERT, SERAREMSIZEIENMN (SNMP),
TN AT A LRI S RI A BTSSR R B, HtIRIR, XLEE{EISEd RRDtool KAETE,
BX SNMP HUiF4HE 8, 1d8 0 http://www.net-snmp.org/ 7,

BARIBRBFAARE — HANFEFohIREESE. BIFRA free_mem.sh KR ERMAAAZF
HZRPAES, FRESANRER.

> cat free mem.sh
INTERVAL=4
for steps in {1..10}
do
DATE="date +%s”
FREEMEM="free -b | grep "Mem" | awk '{ print $4 }'°
sleep $INTERVAL
echo "rrdtool update free mem.rrd $DATE:$FREEMEM"
done

o BHE]EIFRIRE N 4 ¥HER sleep < KILHE,

o RRDtool #EZ R AFHERIAMMIEEE - FHBH Unix BYEl, LEEEIENX B 197T0F 1 B
1 B (UTC) A3 roFbEk, 5130, 1272907114 &7 2010-05-03 17:18:34,
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o JAREEERMER free -b UFTHRMIREN, BUEARMERRM (F1) MA
EfEBi (FIENKB) .

o #%H echo ...
FAFE#7 RRDtool {EHY

iz1T free_mem.sh /5, &

> sh free mem.sh

rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool

update
update
update
update
update
update
update
update
update
update

BI LA 75 (B fE A
sh free_mem.sh > free_mem_updates.log

Fen L HH EE R EIFEN A LRI e L EIRFHIT

free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.

free mem.

rrd
rrd
rrd
rrd
rrd
rrd
rrd
rrd
rrd

rrd

1272974835:
1272974839:
1272974843:
1272974847 :
1272974851:
1272974855
1272974859:
1272974863:
1272974867 :
1272974871

REEW TR L

1182994432
1162817536
1096269824
1034219520
909438976

832454656

829120512

1180377088
1179369472
1181806592

2.11.2.2 GIEHIERE
EA LTS A REIBIEANEIN S BAERE:

> rrdtool create free mem.rrd --start 1272974834 --step=4 \
DS:memory:GAUGE:600:U:U RRA:AVERAGE:0.5:1:24

B

mEHITEEEIRENX M (free_mem. rrd) BIRREM, HHEECIET

A
AR <T1To

o IkEan L =BIER N free_mem.rrd XM, BTFERMERSIEESEFNEE,

o --start EBUEERE—MERMEEIEZERISE] (RA Unix BYED) o EZ4RfGI9, Lk

BLt free_mem.sh HAYSE—PETENE (1272974835) /) 1,
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° --step FEEMPMIEFRANEHIENEIER (LI REMI) .

e DS:memory:GAUGE:600:U:U 353 5| NEIRERFEIER. LtE#IEIRE 7 memory,
AN gauge, FREFZEINRAXIEIFRA 600 7, MESTEFTME/NFEAERA
(U)o

* RRA:AVERAGE:0.5:1:24 RIiEEIFERFH (RRA), EhfEFiuE2 @t A FitELH
BRTFHENSFHERE (CF) IBA, SHEREM 3 NSHEEBIMIITTE,

MRAEBTEZDES, WHAEBRHPELIZT free mem.rrd #HiERE:

> 1ls -1 free mem.rrd

-rw-r--r-- 1 tux users 776 May 5 12:50 free mem.rrd

2.11.2.3 EHHEEE

SIEHIEER, SEETERNEHE, 5211217 “WELHUE B, BITBEASHFTE
& rrdtool update &< free mem updates.log X, XLEGSIERFITITEIE
EEERIEH,

> sh free mem updates.log; ls -1 free mem.rrd

-rw-r--r-- 1 tux users 776 May 5 13:29 free mem.rrd

AIUEE, BMEREEHEIERS, free mem.rrd BIA/MBRIFARLE,

21124 BEEIN=E

HINENETE, IETHEE, AEHPEETNEE, RERNMETLUREZEERE, H
ORWEEHIKE.

BORBIBEDRNAEE, BEMSITLERAUATHS:

> rrdtool fetch free mem.rrd AVERAGE --start 1272974830 \
--end 1272974871
memory
1272974832: nan
1272974836: 1.1729059840e+09
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1272974840:
1272974844:
1272974848:
1272974852:
1272974856:
1272974860:
1272974864:
1272974868:
1272974872:

L3

.1461806080e+09
.0807572480e+09
.0030243840e+09
.9019289600e+08
.3162112000e+08
.1693465600e+08
.1801251840e+09
.1799787520e+09
nan

= B © 00 00 B H R

* AVERAGE FMEUEEIREXFER, EANR@EE AVERAGE SEE X T —MEER

(55211227 "IEZdEE" ) , ARRBHMAIBRK.

o MHME—TYIESE 211227 “CIELIEE" PEXBEIERNZ M,

o EMIERFIERRENIER, BMERTIURFCHUERTN VAT EFHE.
° &E—1THH nan KF “FEHF
MEREH — M ERRRTEIEEPEFE:

> rrdtool graph free mem.png \

--start 1272974830 \
--end 1272974871 \

--step=4 \

DEF:free memory=free mem.rrd:memory:AVERAGE \

LINE2: free memory#FF0000 \
--vertical-label "GB" \

--title "Free System Memory in Time" \

--zoom 1.5 \

--X-grid SECOND:1:SECOND:4:SECOND:10:0:%X

Ex

e free_mem.png BRELIEHERINXHEFR.
e --start M --end [RHIEBLHIERBTESEE,

° --step ISEERNIEFETE (LI REMA) .
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e DEF:... Z9RERN free_memory BNEIEE X . EHUIEEM free mem. rrd #HIEE
REY, HEGERERZ A memory, FtETFHER, RAE 211227 “QIEHEEE" Hk
EXHMESR,

e LINE... BPEEELHEERTNEEZNES. HREN 2GR, HEXRES
free_memory X, BB RLE,

e --vertical-label REET v EYIRHRE, --title KEEBEIMERNENTE.
° --zoom FEEERNENARE. LWEHINKTE,

° --x-grid EENAFEERPEHINBERETE. NRAISR—EH XKL, 5
bR 4 MR —REMEL. B8 10 IR LHIEEMELE T

RGELE R AAEF

e _\_\_\_

0.9 G| _\_,_

08 G - - - - - - - - - »
14:07: 10 14:07:20 14:07:30 14:07:40 14:07:50

GB
—
[=]
(1]

E 2.1 : £ RRDTOOL IEMNRHIER

2113 BEZER

RRDtool @— 1M FEEFRNTHR, EMETIFZFanSMip1TIED, HP—LaiSHIEDR
A7IERE, BEFCEMPIENERHRIBENESFNEHITHIE, EEEREITFZHK,
7S % RRDtool BYFFMATT (man 1 rrdtool), EEFRRIBETEKRES, BRItz EiFR
ZEE RRDtool 11 (https://oss.oetiker.ch/rrdtool/) 7, $3t rrdtool @< &MEFBFm
SHE—DIEMRNRBE SR (https://oss.oetiker.ch/rrdtool/doc/index.en.html) 2, b4, TH
JUB A2 (https://oss.oetiker.ch/rrdtool/tut/index.en.html) 7 RIEEBH{EIRAZ F FARY RRDtool
TERTE.

MREIISMMERERNE, FEF MRTG (Multi Router Traffic Grapher) (https://
oss.oetiker.ch/mrtg/) 7. MRTG B] LUEHIFZ ML IGEFEIEIR. ©RLEA RRDtool,
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:3 ;?ié”JEﬂlLAIQCTq:

RABEXGLOMBRAMAANREENESZ2— EX L, EXNRRHITHIPHEEN, F
— 4 ERREEERLAE XM, SUSE Linux Enterprise Desktop 2 BEhFHicR ALK LR E
BNFE—NEH. BMNTEER systemd 25, WIZEHEUKREE systemd A FMBIARSAR
SHEBERICRTE systemd BEH (BB (EEiEE) ,%$21E “journalctl: &Eif
systemd BE” ) . HMBAEXH (FERRFNAREFNEEXH) BUAXERAEN,
FEIERRIERIE ) IR BN, A LUERAMIAR DX E . Xe[itEdiRERS,

3.1 /var/log/ ¥FHIRAEBEXH

REHEXHIRANT /var/log BRT. UTHIRREMH T EEMEINZESG SUSE Linux

Enterprise Desktop FFFE £F HEX IR, BIEENRETERE, /var/log =88

A RFIHHNEMARS N BEFPNBEEX 4. TEMRNELEXHMBRU “GUfF &R
™, XEAREHENNNYARFNASERE(l. KEHAEXHNX root AFEIR,

apparmor/
AppArmor BEX . BX AppArmor YIS R, B8N (Z2MaEfbism) -

audit/
REHITERNBAE. BEXFEMEER, BEEN (L2fEtiEE) -

ConsoleKit/
ConsoleKit FiFiERF (BTFREMLERAFPEER, UNRMITNAIS TR BRI
*Ir_) E,JE Y]

cups/
Eﬁﬁ UniX ?TEU,%@)Z‘:‘L ( cups ) E"J'lﬁlﬂ*ﬂfalaea Sho

firewall
fh A& E S
gdm/

*B8 GNOME B REERINBEEXH-
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krb5/
R H Kerberos W& B HIIERFRBEX s

lastlog

BESTHAP LRAERBXEENEIEE, AEA®S lastlog H#HITEER. EXIFHE
B, 1527 man 8 lastlog.,

localmessages
RLS|SHABETHES, Bl80, DHCP EFmAAE.

mail*
mRFARSS28 (sendmail. postfix) HE.

messages
XEFIEAZNMAZHTHENMAREFUE, HIMRENNEEEEZUE (UK /

var/log/warn) o

NetworkManager
NetworkManager BHEX -

news/

KEHERSHNETER.

chrony/
KB MBS BN F3FF2R (chrony ) WEE,

pk backend zypp*
PackageKit (M libzypp i) BEXHE

samba/
;E 5 Samba. Windows SMB/C'FS YTQ:HE%%%E’\J H /L.\;t'fq:o

warn
FRFERRESMNERNAE, HIMEHET, VEREBRMUE (UK systemd HERGH
) o
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wtmp
FREER/A5HED) MITBERNEIERE, rIEAH< last #H1TER. BXFAER,

E20 man 1 last,

Xorg.0. log

X.Org BehBEXH. MRERBEN X.Org BFHINAI, BFSEUXH. REKH X.0rg B
Ebﬂ"]EUYﬁ:mUZ‘KEﬁYﬁ:éﬁ?ﬁ Xorg ? logo

YaST2/
FR& YaST BHEX .

zypp/
libzypp BEX . AISEXEXHRERGERER L,

zypper. log
RBERSITRERERF zypper BWEE.

3.2 &EEMAHBEXH

BEEEHEXMH, JUERERIXARIESS. thh, ERIER—MERM YaST EIRREF
YaST =LA > 724 HE TRENRSKBE.

BEEXSIEHIEPEEFEREXY, BEFER®S less I more, 5/ head f tail AJEEFH
EXHNFLNLER, EXNEEREXHIEMD, EFEA tail -f. EXRUAFERAXET
ANER, BFEEENFMIL,

EEHEXHPERFRIBEHENRER, EEA grep. awk ATATAMMEFREANEE
o

3.3 fEH logrotate EIEHEXH

/var/log FTHIASEXHEXRERK, RRMEZLFIEEREK. logrotate TRAIFEHEERE
AEXHREERK, ERLTARTUARHR. Aif. EEMNEIERREAEXSF. AJUE
i (0. BAxEA) FEETEIHENNNAIEREX M,
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BEH systemd 8HIZ{T logrotate , FttRaBHBR—RBEX M. BEFEE—LEFIIH
B AN REIMmERBEX G, NR—KAZRIETT logrotate, HEWREHA
--force, M /var/lib/misc/logrotate.status AILAT iR ER4CHAEE I RYBT
18],

logrotate MEFEREXMHRE /etc/logrotate.conf, £HAEXEHNRZEREENIE
FF (5140 apache2) BEHBSEENXHKIE /etc/logrotate.d/ BRH, B /etc/
logrotate.conf &0 /etc/logrotate.d/ BHIAZR,

f513.1: /etc/logrotate.conf BRI

# see "man logrotate" for details
# rotate log files weekly
weekly

# keep 4 weeks worth of backlogs
rotate 4

# create new (empty) log files after rotating old ones
create

# use date as a suffix of the rotated file
dateext

# uncomment this if you want your log files compressed

#compress

# comment these to switch compression to use gzip or another
# compression scheme

compresscmd /usr/bin/bzip2

uncompresscmd /usr/bin/bunzip2

# RPM packages drop log rotation information into this directory
include /etc/logrotate.d
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O == BERHE
create EIMAEXF /etc/permissions* FFFIEEXHHNERMFAEN, NREE
BUXLIGE, BERFRIR5I AR,

3.4 {E£F logwatch S B EXHE

logwatch 2— " aIBEEX BB AN BEGEMEZ,. EAUSMRZBRSE. RENEERES,
HUBMSZENARERXLEEE, EFH logwatch, %% logwatch &,
AL 1T LER logwatch REMMSIRS, T cron REMIZBEXIRS. IRER
ERELVE. FREIXY, BTG LIXEIETRMUL, @F cron BEIERIRSERN, &
— MR E Ao

Eap<1T L, FATLAEA logwatch EstxH- MRS ESEEERNRS, UNEEEERFH
EE:

# Detailed report on all kernel messages from yesterday

logwatch --service kernel --detail High --range Yesterday --print

# Low detail report on all sshd events recorded (incl. archived logs)

logwatch --service sshd --detail Low --range All --archives --print

# Mail a report on all smartd messages from May 5th to May 7th to root@localhost
logwatch --service smartd --range 'between 5/5/2005 and 5/7/2005' \
--mailto root@localhost --print

--range WMEALRER — HXAT, AN logwatch --range help, EALUT
BRI ENFFARSIFIE:

> 1ls /usr/share/logwatch/default.conf/services/ | sed 's/\.conf//g'

logwatch FIBEXEERS. BEERINEEEEUHEFK. RINEEEXHEATF /usr/
share/logwatch/default.conf/ ., YIZNEXEXH, AAT—REHRNZERE
Befl. MBEXBESMAN /etc/logwatch/conf/ (BER]LUERABRIARE X HIENIE
#R) o /usr/share/doc/packages/logwatch/HOWTO-Customize-LogWatch AFRigHtT
BXBEEX logwatch ¥4I (EIEm. FEUTEEXH:
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logwatch.conf

FEREXH. RIAMREHFEAEETR, AIEaSITESEMECERTL

ignore.conf

id7EE logwatch N2/ ZBEIFIETT,

services/*.conf

ZiRSEREE T HANEERIRSHETIRSHECEX .

logfiles/*.conf
BRI TENIRSHML B S HHSE.

3.5 AN root BCEMMFIEA

RYFFIPIER. cron Rk, systemd itASSSFIE N FIER Al LI BB HIGE RIXLB RS
B root BF. BMNBERT, SMNEFPKFPEE— 4B, TERESWEIE XITHMEFD
EH,

XEHH AR AT ERAAEE R REMEMNNRZ 2EXIRENEG. ENFKREIEXXLE
ERFFEYIER], SRZVENEX LRI R EIE N ERN T RZi2B iR

i##23.1: A root AFEEHBHELR
N root ARPEAEME, BHRITUTIR:

1. ¥% yast2-mail ®4a:
# zypper in yast2-mail
2. ZITRER YaST Hp4FCE
# yast mail
3. IEEOKAMENERELE, ARBE T —I%#%ER,

4, MNP RERFIRS SRR, RIBRBEES (HI0IE, BPVBIMGRFISENE TLS &, LABS
BEWELEREMBBRRBRRS IR, BEH T —IH4E

65 A root BRE ML A& SLED 15 SP4



5. WANER root FF BYBRHEE % 2RV EE F R tutt, AR TeABCE,

O == FTEETTRE SMTP &
TEBRESZIIIZ SMTP &, TMZAHIHEIE 7T LHR4hdk,

6. AE—HERF LU R B ERR K

> mail root
subject: test
test

7. £/ mailq L REBEERENIXERF. WRMT, MEATINZANZT. ZHHNIZE
FRERECE R T RER IR

RIERERNITTENBNZZRIIRAZHEMBIAL, TR RNERYEFERH R
o EREEE—TAIRATE FHRFIK P UL B N R R FRIBR o

o ERTHFIBMRXAGIHRINARFERHIKS (BIRZEERFFIR) PUEREFRRSHIHE
o

o AN RGRIEIRITATE FHRAIKF

EERMIEIINERXAEFHEKS, X—REXEE, NTEUERTEHRINIEES
, BERLETVENES. BNAREFEENNAEEXES.

3.6 KAZHBRRAEPLARFGHTARS

AR ARG HEHIENS I RARAIINE LR ORSHTRS R, Xt¥, EERERIUAK
THEFRE N ENEM, HPERIIEGE T RENKREERERARASUBERERD,

RERORSZHERSFBMIIEHR MBI EN. BREEFOASKRSE, AREKERF K
M TIZi2 A EIE R
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3.6.1 KEFLRAHERS2:
i3%2 3.2 . & rsyslog ARS8

ZREPOLRABERSSS, BFRITUTIE:
1. JREEEEXH /etc/rsyslog.d/remote.conf,

2. EIZECENXHEY UDP Syslog Server @ TCP Syslog Server #8%, BUEFRLUT
7o 0 rsyslogd &7k IP #E4ERIER O,
TCP /=fjl:
$ModLoad imtcp.so

$UDPServerAddress IP@
$InputTCPServerRun PORT @

UDP =1

$ModLoad imudp.so
$UDPServerAddress IP@
$UDPServerRun PORT @

@ ZIN0ARY rsyslogd $ZORY IP bk, WIRAFIEEMUE, FRREFRBSRIAFIEZO,
® ZENIARY rsyslogd wMo AT 1024 B9 NIHO. FAIMEN 514,

© ==: TCP 5 UDP 1B
TERLE, RAGAEEER UDP GBI NEZRERBTHR. XMER AT
FHERLD, BRAFEMERE. EHERENERT, BEERAREEER.
TCP hiXERISE, HEILNZLkEREMAZ UDP,

Q i&: 5 TCPEZAMEAM ServerAddress

TCP ;~f5IFhEY $UDPServerAddress BEESHHEEHEIR. REERZRFES
UDP, {EE[RBYAF TCP #1 UDP,

3. REFEXMF.
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4, EF5) rsyslog RS

> sudo systemctl restart rsyslog.service

5. ERAERITHENARO. X5 TCP EEEEMAM firewalld, BEHKO 514 £z

,—

17!

sudo firewall-cmd --add-port 514/tcp --permanent
sudo firewall-cmd --reload

Vv

\"

0, BEEREFORARASTRSE. BETHK, BEEFFHUHITIZEATIER,

3.6.2 REFEFImITEA

318 3.3 : EEE—> RSYSLOG LA FiZZAEIZR
EREBITENUEBSZRIERIPORFATRSSE, BRITUTHE:

1. {RIEECEF /etc/rsyslog.d/remote.conf,

2. BUHERBRMENAYT (TCPZ{ UDP) , #3% remote-host Bt NEE 3.6.1 7T “EEH
DRZHERS2E” FIgBENHROERSH SRS SR,
TCP =:f51:

# Remote Logging using TCP for reliable delivery
# remote host is: name/ip:port, e.g. 192.168.0.1:514, port optional

*,* @@remote-host
UDP ffll:

# Remote Logging using UDP
# remote host is: name/ip:port, e.g. 192.168.0.1:514, port optional

* * @remote-host

3. RIFEX M

4, EBE5) rsyslog ARSS:

> sudo systemctl restart rsyslog.service
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5. REARZGHER RS A IEREHT:

> logger "hello world"

FORFZHERS 2 LMENSHIMAEEE hello world,

IEI.:T_ EEEE_/\%éﬁ LX’H H lL.\lZE*E?EiE%:EtIJ q:’t:\z%éﬁ H IL\HEQ%O %I_R-“-‘_l;-k_iilaiﬂ E T
HFFERAEES LIATTE,

363 EZER

HBEARGEREIEME, BGERTRIERREMSE, RIVGEZINGER TLS Z, BXFE—
IEREM LA,

FEESR, RETEENHNMAEESNLAESRSEROLORABERSE LHER. FEER
IR ENROE BSR4, HERERLFIRERDE

BXMNE. DEMEMESRETAFMESR, BER https://www.rsyslog.com/doc/master/
index.html#manual 2 £AY RSyslog 314,

3.7 £ logger BIERFZHEIN

logger RATERALAHEFCNEZATIHN IR, BRMET rsyslogd R4 HEERBIINT R
O, flgn, TE—1THSSTE /var/log/messages FEIZEEAET MNRKETASE
IBERTHR) BHEHES:

> logger -t Test "This message comes from $USER"

RIESFARPNENSR, ASEESWT—17:

Sep 28 13:09:31 venus Test: This message comes from tux
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4 SystemTap — IDIEM DT RREIE

SystemTap e STRENMAIES A TABICEIRITH Linux RE (I55I12W1%) BYE
oo SystemTap BIZs2LA SystemTap BIZESHER, BEEHIFEN C RIBRIZIERHIHENE
Atz PRI ARE. TIRANCEEWE, MUEXEZaY%aen] e ThaeR @ T2
#r, SystemTap IREFISEEMTF netstat. ps. top # iostat FT AL, B,
ERRENERIRME T B LR 2L,

4.1 BESELR

FHEI151T SystemTap fIAES, #=Bah— SystemTap &if. AVFEITIZHAZ ],

BEH PRI MR AR, ZRAREREZNRAZIERF TS, MRUFIHITEIZ
MAHBREEMARFEAFLEER (i, FRANRFESHAIZRA. FEEREFEZAN

&) , SystemTap AEEREFZMA, MEER SystemTap &7F (~/ . systemtap) HfiE=E
By *.c # *.ko ¥R

Y tap FERIEITH, REEER, BXRFE), BERE 427 “LEMLZE" PrRiETH
B SUZ

4,1.1 SystemTap iz

SystemTap BIAEETF SystemTap Bl (*.stp ). XLEMASEHLN SystemTap BUKEHH
EER, URKREEEEERITHIIURE. HAZUEMT AWK F C #Y SystemTap fiiZ5iE
SHREN. BXESENX, EBM https://sourceware.org/systemtap/langref/ 2, http://
www.sourceware.org/systemtap/examples/ 2 iRt T KE2HRRAIRIZS,

SystemTap HIAE EHEXRMEE MR B4 HAHRMH QM IB12F - H SystemTap iIB1THIZs
B, EaMMBSENSEHS. REENEME, Linux RIZaBRERRERNFHRIETT, ARl
4, Alt, BHZYTETHEEFNMEAZSE, GIEEFTLUERIEENIIE, HURENS
T B

SystemTap BENERALVE/MEIE (B, FRTEHE, URXLERBFXEEA) Mz
gy OR. &M. BIFf. X¥) . CEERERANS (95AER) , BEFAFEIFHANE
B (R EEHOERDR) .
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B X SystemTap HIAREEBZIFMESR, BEWNE 437 “HAELE , UK
systemtap-docs B4 FIZHR stapprobes ] stapfuncs FHTI,

4.1.2 Tapset

Tapset B AJTE SystemTap AR ERANTULHES VIR NMREZE, SRAPEBETED
SystemTap BIZ<ES, SystemTap S1R3E tapset FEH B IZMIARIRNEEF N IERER, A

[&, SystemTap SAEHMEMNAVIRNFIREL, AEBEHEAEIRNC 5 SystemTapH%ﬂZiKZIS%
KM, tapset FEEAXHY EBE *.stpo

B2, 5 SystemTap BIARERIZ, tapset RAIEZENTT. EI MM T rIHEMIZALRRENE
XHE, Elt, tapset ER—TMERE, EEHERFEXSZHMELL. Tapset NAFAIEER
BEANSHEENRBIRMINZ, THRIERN?I2EBELISESENRZERER (FERZRAT
=) BB

4.1.3 mp<HEFN

5 SystemTap XEXHFEfH<SEIE stap A staprun, ERITXLESRS, EFEEHE root
151N, HEMME stapdev 5 stapusr ARG,

)

stap
SystemTap il B1T SystemTap IS GBI XHHITERAN) o LSRR
84 C RS, HRBEMNAZIERERTIETEEITH Linux WIZH. REHRITIERNEAESR
FRER IR MR ER

staprun
SystemTap fGif. FEHMEZE SystemTap FilHE K RIZER,

MEENHLHEMSIR, BFEA --help, BX4T, 152N stap # staprun F0T,

AT BB PN TFILAF B ER SystemTap WEHNMAEEF root HIAINIR, BEEAUT
SystemTap 42—, SUSE Linux Enterprise Desktop EERIAKRIBMHIX LA, BEALIGIEESA,

HAERMUECRIARINPR, F5h, MREMNIFBEARFFEXMEZLEM, Er]A% staprun &

THIRR,
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stapdev
LAEBIRE B3PI LAERE stap i&1T SystemTap fiild<, =X staprun 51T SystemTap T
AR, HTFIETHH stap S REIEMARIFAAZERIEHEHEIANZ, AR
RBBEERH root AR,

stapusr
It4BRIRL 5 R BERER staprun izfT SystemTap TE&RIR, 1tboh, thiTREEM /1ib/
modules/KERNEL VERSION/systemtap/ iZfTXLEARIR, LB FRHUIAE root
B, B root AFE N

4.1.4 BEXHNBER
WUFFIRIRMT SystemTap EEXAAE REVBA,

/lib/modules/KERNEL VERSION/systemtap/
1R7% SystemTap TEEIR,

/usr/share/systemtap/tapset/
RIFATER tapset o

/usr/share/doc/packages/systemtap/examples
FREBTFEMHBEHNZ AN RE SystemTap filzds, (RLBERE systemtap-docs R
BB A

~/ .systemtap/cache
421719 SystemTap XEHEIER o

/tmp/stap*
SystemTap X#HHIGRETER, S&8BHiRE C BENRZNR.

4.2 ZEINLEE

BT SystemTap FERAZBXRER, DRRE—LTIMINIZERRAEE. W TEERER
SystemTap MW ETNZ, FERETE—HRHE, XARHENIZSRZRAEFNE
(FETEEERPLL * $57R) T2E.
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o 5E: g8 EENRGENEIR
MRIERNRSITIR T BEMEH, {E8]LFE SUSE Linux Enterprise Desktop 15 SP4 Ay
#% *-Debuginfo-Updates BXHLEMHFFEEFINEl “debuginfo” HE, FH
YaST Bz R,

I FEH SystemTap IRE, BREUTHRHEE (R YaST 3¢ zypper) o
* systemtap
e systemtap-server
* systemtap-docs (FJi%)
e kernel-*-base
e kernel-*-debuginfo
e kernel-*-devel
e kernel-source-*
® gcc

EiFRFMITABETEZMHBE NG BRA SystemTap BIAE S, BEINRE systemtap-
docs 48,

ERNTEREETEN LERTETHERGEUREE EAER SystemTap, B root 515
PITUA T2,

# stap -v -e 'probe vfs.read {printf("read performed\n"); exit()}'

e B EIT— M IAFRERL, RIENEFEANNZ. MREHEMNFUTRE, U
7% SystemTap B IHEREH IR :

Pass @ : parsed user script and 59 library script(s) in 80usr/0sys/21l4real ms.

Pass @®: analyzed script: 1 probe(s), 11 function(s), 2 embed(s), 1 global(s) in
140usr/20sys/412real ms.

Pass @®: translated to C into

"/tmp/stapDwEk76/stap 1856e2lealc246da85ad8c66b4338349 4970.c" in 160usr/0sys/408real ms.

H
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Pass @ : compiled C into "stap 1856e2lealc246da85ad8c66b4338349 4970.ko" in
2030usr/360sys/10182real ms.

Pass @ : starting run.

read performed

Pass @: run completed in 1@usr/20sys/257real ms.

O RIBEMFIA tapset B9 /usr/share/systemtap/tapset/ HHIIE tapset FEHEH]
7, Tapset EHMIAARINE, FEHEEAIE SystemTap BIAHFERANTALRES BRI
FNER R,

MEMANEMEBER .

RRIAER A Co IBITARS C miFs UBTHIZARCIZEAZIRIR, £ C A (*.c) MKW
IZIEIR (* . ko ) ERAIETEIE SystemTap 7% ~/ .systemtap .,

0 TEHAPEIEZIIAZRKEHRAHBHARERN (FEHMLERER) . RINEHE

REINSH RS (VFS) 3EURE. AT ZEHETAAER L%, AbiTT EReL
2R (FIEXZE read performed) , HFEEBXHATIZERFLIE GREMEAIEE

%) o
O %Ik SystemTap RiEfE, ERRRNUHAHHAZRIR,
NRTEMHEA B H I TAEMERES, FRER L RIE KR OPLERGanRT, HiBR
ERREXERGE, HI, JEREERS|ISHRHENAINZ,

® o
B

4.3 BZAEE
SystemTap FIAE & LTI NMAM S5

SystemTap Hff (FM=R)
AEHRITHXEKAIERR ENAZESGRE, SHNRAIEEEFANTREFENRE. It
BEREMIg R, HERBMHLRLRIE.

SystemTap 2 IRF2F (IFMEF)
BATFEESYAEREEHNERITIRENHAES IBORY, BFEEMNEHIFERE
B, BEMEIIANTE, HIIEBER.

FHMEABNRIBIZFSRNEA T o SystemTap FEHEIRN FM5 o HNHLIEIEFHBIR
N M ER o

75 FilZSiER SLED 15 SP4



ERILATE SystemTap RIAREESMAEBASMIFINACER: £8 #. /* */ 2 // (EAIR
8o

4.3.1 HEE
— SystemTap IR LB EZ MR HIKAUTERAES RN :

probe EVENT {STATEMENTS}

STMRVE—IXNNEDR, EFRGTETE { } B, AESEHNSIEFRITHIE
Ao
ffl 4.1 : % SYSTEMTAP il

LUTFRflESR T — &8 SystemTap Rl Zs,

probe@ begin®

{©
printf@ ("hello world\n")@®
exit ()@
} 0
0 HEUFB,
® ZEfF begin (SystemTap IiEFIE) o
© IEREFENXNFSE, U { BT
O NEREFPEXHE DRI printf R
O printf REFIERFRIE, FRBITR (/n)o
0 NEREFTEXKEZMNERE: exit() ¥, FEE, SystemTap HAE—Hiz

TEIBAT exit() FEAL. MREBERFELLEMZANIT, 5% art-c¢ F
&hfE Lk,
Q@ NIEERFENER, M} BT
=M begin @ (SystemTap RIEFIR) A THEE { } PHRIERR. LtRGIH,
ZAEZFE printf i @. EAHIG, ZEHKFIE hello world FERIRITA
0. AFHZIRE,
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NREEFEAREESNER, SystemTap FIRINFHITXLE — EXEFESNER
ZIERENFHR DR L LS. B URE—MEARBRERS —MEDRFP, —RIER
T, SystemTap MIAFREVEGIRERBIEZNIENXS C RIZES PERRIER,

4.3.2 SystemTap B (HFN=)

SystemTap Z#ZTREEH.

—REHFIEEETFRANTSFY. XeIEEHEMTEDRARNED. I UERERTREE
BRiEE, BEFRERABFXEIREMARTOITRTERN. ARERETUEE * FRU
T EIHMOTRENEUS. RUSREIMER ? R, BErZRIREEl, #FETEELE
I ENTEEYHE, 3E, RIRETR | FF, BRZRIAEEEN, tExEN.
SystemTap X#FHFEMRUEZIMEMH — FUES (, ) PRXESFH. NRE—TRVPEET
ZNEM, YRETAIEESHEHR, SystemTap HHITAIERRR,

—fems, BRI RUATER:

e EFEMH: HE—HETEAZKRKEPNREMERITIESH LY. CHEMBEMHRHT —
NBRE (5ihit) , MPRILERSEZIFREIR,
BSEHRREIN vfs.FILE OPERATION : FEE¥NSCZSE (VFS)BY FILE OPERATION
EHI, flaN, FE 42T “LEALZE" P, read MERTF VFSH
FILE OPERATION ZEfF,

o BPEH: FERBPIISEIESHAUBEXE, WRNSRRARTEFEETEITELEE. 1T8I28
IS,
ST EHMREIEE: begin (SystemTap £IEFIR) — i&1T SystemTap Bl
BY; end (SystemTap RiF4ER) FitETREM, ITINRSFHIEEETHNITHLIERE
%, 5130 example timer.s(SECONDS) 8 timer.ms (MILLISECONDS) o
S5HMEEERNRN—EFEREN, HINRE4LEYEEHER, TRILEEE—
SRRt

51 4.2 . &I EHAYEET
fFlan, UATHENEMRE 4 #5EXd “hello world” :

probe timer.s(4)
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printf("hello world\n")
}

BEXZHEHNEGMNIFMAEE, F2N stapprobes FMTI, ZFMAM “SeeAlso” (BiES
W) —TEReEs T HUFEMumsEE, BRI THREFRANAHFNZIFEHS,

4.3.3 SystemTap RIBREF (FRNEK)

1 SystemTap EHMH—TWNHLERR, ZAEERFENZEHEXH, B85—MNEF
o

4331 K

ﬁD%"J%ET‘ ZMRNPERERNEDSE, HEXEEGRE— P RER, UHSEEEE
REHERXEF function FRBMEXH, RBEZEEHENFTRIHBFSH (U

TEE’\JJBEE?E.TE) , ALREIENFERFREF,

function FUNCTION NAME (ARGUMENTS) {STATEMENTS}

probe EVENT {FUNCTION NAME(ARGUMENTS)}

4T EVENT BYRMIET, 354047 FUNCTION NAME HRE9iEAl, ARGUMENTS ZfENREHIALIE

=B

BIERAPRERMEEN K. RHAILIEZEER

B 4.1 “fE5 SystemTap fiA~” RENBT — MR EEEATNREK: printf K, BTFY
EHRAMNEIRE, £8 printf R, GEUERRIFHTRIEEETESHNAR. B

FRE|IEES ISP, JUEEH—PIRABBERT U % FREIN)

EEAPLERAFTRIRTENSRIIR RAFFHRAUES S MENIRAT — 515
FFSHENBSHELE. AIERESHRENSH,

f514.3 : HRIVHEATTEY printf HEX

printf ("@%s® (%5d@® ) open\n@ ", execname(), pid())

Q@ RBINFMFHAIFL, B " BT
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F ARV AT,
BB,
BAFHFHIKRE, U " BT

© ® 0

FRRFIAFRER T ELFPIHITXHES (execname() ), HUE#H (FFEEHESH)
RFNE#HIZ ID (pid() )o AfF, KRFIE— T, 817 open M—NMEITRF, WTFR:

[...]
vmware-questd(2206) open
hald(2360) open

loaal

BRT 4.3 “HETUREATTEY printf RE BEENFAEE execname() # pid() XU

ah, EREEMEMREBE printf S,
B & FIRY SystemTap R0 T
tid()

HFIL%IEN 1D,

pid()

HFILIZEIHEE IDo
uid()

LRIAFR 1D,

cpu()
Y87 CPU &S,

exechame()
HATHIZRIZ R,

gettimeofday_s()
B Unix2dsc (1970F 1 B 1 H) E&3mFE.

ctime()
R RIE R N F T B,

pp()
TR HalE R BRI S BV F R/ &R
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thread_indent()

RATFARARAVIEERNERAREH. ©5 (EAR) FEEESIMEIE (tid() ) WEHEITHES,
BZREER—1S, EHEE, ATiEnERLAENEH TSP RmsEERZ 0N
T ERREI—NFRE, HPEE—LZRIREHIE, UNBENN EHTIEEH, &[E
RUZREIREIIERT R (BB AEE LRIV ED)  HIZRIRMLEIE ID K5, XEE
ERILGRANER THERER. ERA 7 XLERE, UREET ZKE,
HRAOMEOBREFAREILESE (FWERAZLER) . EF—MEABAOKEEOZ
i8], BEASIETHEMEARAOMEO, St EEENTNOS5ER SO
HITRE, AAEsESAELE—TMREGARALON T — P REERY EH,

BXZHH SystemTap REHIFHAEE, 1HEN stapfuncs FHTI

4.3.3.2 EMERE

BRERIZLSN, EETILATE SystemTap RMEREFHEREME EE, SFTE. FHiEF (HW
if/else. while fEF. for &) . ARG SITEE

43.3.2.1 TE

AEHEAFNERUEEXTE, EEXTE, RFEEE— I, HBEIRHFREANE
MEE:

foo = gettimeofday( )

ARERUEREAXPERZTE, SystemTap IRIBLERIMREZEE! B ohiEdT S MRIRTTRIZE
B (FREINT) . AR —EHEHERENEIR. ELRTRAF, foo BEMDENEK
¥, A@Ed printf() ALESERABIHRIVIRAATT (%d) #1THIE,

BERINERT, ZEMATERENRNNAN: FTFeRERNIERERN, M. E€RH
REXLETE, BERMRNZEHZEE, BEHNATHEIEMNEREERIZETE, A
Ite, BEHRMAISMERFER global XiEF:

fl4.4: FHERTE

global count jiffies, count ms
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probe timer.jiffies(100) { count jiffies ++ }
probe timer.ms(100) { count ms ++ }
probe timer.ms(12345)

{

hz=(1000*count jiffies) / count ms

printf ("jiffies:ms ratio %d:%d => CONFIG HZ=%d\n",
count jiffies, count ms, hz)

exit ()

}

LR B AR R F A EE R ER A G FH TN T BT B 28R ITE A&

CONFIG_HZ &E., (HERIE—RAFITIIZPEEIFSLEE,. ERE— 3T 8] 8]
fREal, FAAHRBFENEEBATREEHFESNERSHRIER) . B3 global BaE
BILATERM timer.ms(12345) AEATE count jiffies # count ms. $EE +

+ B, TEEFIM 1,

4.3.3.2.2 %EHiEG
BILA7E SystemTap MBI ERALHEMHIEM, TEEREANKEES:

if/else iE6)
XEEMFERAUTRARIA:

if (CONDITION) @ STATEMENT1@®
else @ STATEMENT2 ©

if BORBREREASTHITHR. IRFHREN @ FAZE, WRITE—ED
0. MRFHRANANZE, WRITEZMED @, else 78 (O 1 @) FFEN. @
M @ WrILIZEAIR,

While fEIF
XEEMFERUTRIARIA:

while (CONDITION) @ STATEMENT @

RE condition FAF, MHITIED @. @ LAILIREAR. EOMNERENME,

Ltk condition R NE,
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For fi&IF
XEEARZ while BIFRRES T, FRUTHEARE:

for (INITIALIZATION@ ; CONDITIONAL® ; INCREMENT@® ) statement

O TEENREINATYRUEINERKIITEE, EFARRTRIFZAHIIT. BIFHRT
RS R G @ Nfalses (EBNMEFERNAREERTER) . © PHEEN
TENATEEET IR EESMERERNKERIT.

FHEEN
A EFHEARERAUTZERN!

==: &F
1=: RETF
>=: KTHT

<= N\FFTF

4.4 GIENZS

MRIEBELE systemtap-docs 48, AILIE /usr/share/doc/packages/
systemtap/examples H#kEIZ BRI SystemTap RIS,

ETFMANBT —MEHERRRGIZS: /usr/share/doc/packages/systemtap/

examples/network/tcp connections.stp,
f514.5 : {EMH tcp connections.stp MHMENE TCP iEiE

#! /usr/bin/env stap

probe begin {
printf("%6s %16s %6s %6s %16s\n",
"vip", "Cmp", "PID", "PORT", "IP SOURCE")

probe kernel.function("tcp accept").return?,
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kernel.function("inet csk accept").return? {
sock = $return
if (sock !'= 0)
printf("%6d %16s %6d %6d %16s\n", uid(), execname(), pid(),
inet _get local port(sock), inet get ip source(sock))

Itt SystemTap BIZESHR(E NRY TCP 3%E#%, HEEBEKEHRRIRERNA AR ERINRK 505
Ko ERBRHBENERZHNSMHEN TCPEZNUTMER:

o FAID(UID)

[ ]
-
¥

ZIERZRE <L (CMD)
o en¥HIHFZID (PID)
o ERZMFERMIRO (PORT)
o TCP E#ZHIRIE IP itk (IP SOUCE)
BBITIZHA, BHT
stap /usr/share/doc/packages/systemtap/examples/network/tcp connections.stp

HERRFS LAVRHIRIE, BEFMELMZE, #R art-c,

4.5 RARP=ZEER

REEEIXAF=EINAERF (40 DTrace AIHITAVRIERRFE) , SUSE Linux Enterprise
Desktop 15 SP4 Z#5#F SystemTap #{THEP TERN: AIEEABFR TEINBEFRFHEANE
EXBTM=. ALk, SystemTap AILLIEER A= EFAF T EHRNRELEDNRAERTT .
EIRENFTER utrace ERELEFIF] uprobes RIZIEIRFITHPRTIENRM, BRTE 4.2 7 "Ll
ET PERYIRNIRGasS, ERELE kernel-trace W,

utrace LHE—ATFEFHIBFTEMESHESR, ERETIIHSMIRR ‘512 £HNE
O, ZBEOFEARTEHRNZERT, 5| ZERIMIEEHNERERE, AREZIEIEE
IREEAI%E, HTFERASMAAZFN “Re” MEAHN, FAEFSRHIAERANER
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Er U ITE MR, LU utrace IMIEFEM, 60, HEANFBRERFAAR. fork().
FHEAESAXES, %, https://sourceware.org/systemtap/wiki/utrace 2 HIRETHX
utrace BRI E LA,

SystemTap ZFHRMH NP TEHERHRE R MEREL AP =EME R RIFIE X AR
18, UKREMAF#ZESH,

ERNBEYFIETHAZERIRMEPIRN utrace 2, BFERAUTHS:

> sudo grep CONFIG UTRACE /boot/config- uname -r°

BXBAPTEIRNNEZAET, 1580 https://sourceware.org/systemtap/
SystemTap_Beginners_Guide/userspace-probing.htmla,

46 EEZER
EEURE T BIFEHY SystemTap #EiR, HX SystemTap BIFEER, 158F LI THEE:

https://sourceware.org/systemtap/ <
SystemTap B E M

https://sourceware.org/systemtap/wiki/ #
EHETHX SystemTap WAEEAER, MFHANARNARZARNXE, FiFEUkS
Hith THERLLIR, SERELREMET. ZIMEEE SystemTap &S, REIMFERAZE
B, H5HTHX SystemTap HRIEFHTFIIE,

https://sourceware.org/systemtap/documentation.html .~
LU PDF #1 HTML &0 1= T SystemTap #F2. (SystemTap Beginner's Guide)
(SystemTap #iF4Em) . (Tapset Developer's Guide) (Tapset A& AR¥gr)
{SystemTap Language Reference) (SystemTapiBE58%E) . BINEFIH THEXHF
i DA

SRR ATEFRRE RS /usr/share/doc/packages/systemtap T3 F SystemTap
BSBEM SystemTap HFZ, example FERFIRMHT SystemTap Rz,
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5 RIRN

RIZIRNZ A TUE Linux R ESMNEREEEN—ATR, AAARNAREERBE
FRAXETERFAARIERRAMERT. ARG, AIUERRSHNIHIERFARS, UK
E%8E,

EEIRXERMENIERNZGIE, HiEEEGPEENMREERAANMIERER. WIZRN
NEBRBETT, ERUPHTENRG, ELETEENERNZHESISRESR,

EFEANERN, BEFERSHRIUTENRZIEIR, HFIRREIE init § exit Ko init
K# (180 register kprobe()) BLEM—IIHZ MR, M exit REETEUE XL
W, SEMEREEN T EEIRMENT AL, URESPRNEERARM N LEER, B—
TMEEMSEBCE M —ERN, sILEMREXE register <PROBE TYPE>probes() 3%
unregister <PROBE TYPE>probes() E%%

BEERA printk AZHIEBRSFERXMRSES. printk B— 1 AZ=E, BETFHERT
8] printf flf2. BX printk HFMER, SN Logging kernel messages (IBFAIZIH
2)  (https://www.win.tue.nl/~aeb/linux/lk/lk-2.html#ss2.8) 7, IEEEERT, EaJLiEid
& systemd HEMN@EE (BN (E1EEE) ,%£21E “journalctl: Eifsystemd H
T ) EEXEES, BXHEXHNFMAEE, BENEIE "ZaHEH

5.1 ZFRHAEREN
BT R L 50 SERPA
* x 86
e AMD64/Intel 64
e Arm

* POWER
BITE FHAZR LS L5070 SSREPAZ R
° 1A64 (F3ZHFxE<S slotl EAEM)

* sparc64 ([HREHEREHRN)
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5.2 MWtziHNAYEE

B=MRZIFN: Kprobe. Jprobe # Kretprobe, Kretprobe BBSFRER[EIFN, &A] LA
2 Linux RIZH B = MERFNERHEERFl,. I8EFBR /usr/src/linux/samples/
kprobes/ (¥4 kernel-source) .

5.2.1 Kprobe

Kprobe BIF{ANE] Linux RIZFRRVEMIIES. EM Kprobe [&, EREAMMRIMESHNE—ITFT
REBEN—T R B ESFarPIbiTRbE, FREFLESEEM, AJSH Kprobe 1ZE /AR,
BARIT—IMEILERER, AERRITARRINES, &ERIT-1TELEER. ME, ZHIR
R iR R fEEmAYE <.

5.2.2 Jprobe

Jprobe Zi@id Kprobe HEISEHER, ERFEAZIREBMINOS, AFEZIHREERNAIERE
W&, HAERREFHIENSEIRSREESTSFIRNEREER. B4R Jprobe, 5
jprobe return() K%k

FREA jprobe f&, RFREFAIEREM, HEIESEHEBER jprobe MIBEFFIFR. 2

&, EEUSERLSMERNRKHFAEHERFMATHLIERER. &G, ZAEBERERER
jprobe _return() ERE, FHRIZHIRRTICILEIEHIRE,

—MRIERT, ERUE—TREFEAZS MR, B=Z, Jprobe (NFRETERER—1EH,

5.2.3 R[EERN

IR[EFRNE 28T Kprobe SEHER. A register kretprobe() REE, £¥—1
kprobe HIMNEIFFIRMEEIND, ahRNE, RIZRMANGNS REFPTERNER AR B,
HRABAREXNREVIERR, Ra, EHREERLSFTIRNBIE L

£IAH register kretprobe() Z&l, FEIZKE— maxactive ¥, BFIEErIUE
BRI Z DA RERSE ), NRIGEEX), BT ELERM,
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5.3 Kprobe API

Kprobe M4wi21% [ A T EMAMBCHEMFRE B A RSN R KB ER AN R A2 = B BRI 21 4H Ao
BRXERHEREASHNEFMAA, HENE557T "EZEE FHEER

register kprobe()
EEERIE FHEAN— M=, szl =BY, K5IEA pre_handler
post handler,

register jprobe()
RS E R PIEN— M =, IZMIE U PRERNIRER AV SE— MET Rt Pzl =
B, R THEENRIERRR, ZAIERRFISEHTIRSIREEE N SRR EHERE.

register kretprobe()
PNEENREIEN—MRER N, SFFERVREREER, FiaTEENLERRF. LK
HAEAINETIRE] 0, EXRMETREIS A SHITEIRRS

unregister kprobe(), unregister jprobe(), unregister kretprobe()
ERFEERERN, MRS E R FER A &R,

register kprobes(), register jprobes(), register kretprobes()
EIEERETIPIEANE DR,

unregister kprobes(), unregister jprobes(), unregister kretprobes()
EFREEMETIRRE MR,

disable kprobe(), disable jprobe(), disable kretprobe()

ENEREENHRN,

enable kprobe(), enable jprobe(), enable kretprobe()
HiYEAEZARN.

5.4 debugfs M@

ERFEY Linux A%, Kprobe TEFERAMWIZEY debugfs %O, tiEORISIHFFE E M
RERNH 2 BT A XEFRE R,
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54.1 H|HEEMBEIAIZIRN

FrE Y2 EAHENNGIRNMATF /sys/kernel/debug/kprobes/list X,

saturn.example.com:~ # cat /sys/kernel/debug/kprobes/list
c015d71la k vfs read+0x0 [DISABLED]

c011a316 j do fork+0x0

cO03dedc5 r tcp v4 rcv+0x0

— 55 BN BRI AZP R, FF5SFEMEIRE: k RR kprobe, j &
7 jprobe, r RFRERM, F=FHEERNVNLTS. RWEMENEERZIR, FEAVFIETIE
BRINKEER. NRRMENZIFTEEREMME, LA [GONE] 172, SNRRNHE
BYZF, J§LL [DISABLED] #Ric,

542 =RBER/ZERRZHRN

/sys/kernel/debug/kprobes/enabled X#&RR—MHX, IBEFE2BEUNEGIEITH
XA BIEMBIAIZIRN, BEXFAXLERN, IFEFSITHRRAN

# echo "0" > /sys/kernel/debug/kprobes/enabled
(KL root 813) . ERERITAHXLERN, BHEAN

# echo "1" > /sys/kernel/debug/kprobes/enabled

BEE, XASFERURNAPRES. NIREMRNWERZA, ERNG—FHSZE, &Rl
=B&EH, Me®F [DISABLED] K&

55 BEZER

BXAZENFARES, BEEUTERR:
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89

e /usr/src/linux/Documentation/kprobes.txt (#{4€ kenrel-source) &
RETEXAZRINEZEAEE (BNEFEALH@) -

e /usr/src/linux/samples/kprobes/ BR (B4 kenrel-source) Higft7T
FRE =R NWARG (UUKAEXREY Makefile) o

e (The Linux Kernel Module Programming Guide (http://tldp.org/LDP/lkmpg/2.6/
html/lkmpg.html) 2)  (Linux RiZIEREIZIER) PR T B X Linux RAZIERA]
printk RZBHIFEFNENER
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6 fEA Perf #{TETHE(TRYERE AL

Perf 2 — 1T ATF ARG IEE 4R MR TT (PMU) BURIERMETRRGEMH (Flaioiss
i®) WRE, EXFRICCERVEM. REREN G KVM EIXME Guest 131,
A LATER S RREFEMRIER. fli, REESEXEEHIES, HLERITHNEH

=8,
Perf HFER 2 £ERY -
o E/LE Linux RIZRIKEE, fAREEGELHIES,
o perf BRPTEIEARERF, FLEFERRZAIEHEEME D TUIREREEE,

6.1 ETHEHFHImN

TR RAERE T BEWERXNAREFHRAHIITRRANER, ATBIETFRENA
EM CPU S HIREUX (S R Perf SER T XXMM T
TEMANIERM S MEEEMETT (PMU), PMU BOIZITAITIEESYFER CPU MBX, fid, &
FERYE. FERITHSEMINEERYE CPU LA MR

817 PMU IREGE—HFFE . MaEEMAE (PMC) MM IEE (PMD), XK NEFEE
A, ERAPMC BAER, XEFFRATHFEERESMEE,

6.2 RAFHMITE
Perf S5 SRR
o G SR BRERAL,

o BFEMIREF: —MAKCHRUINHEAN: S83XENSAMRINENREN, M
ER—MFEA

o BEFBIEIAIREE: —MAKBIINITHREN: BEXRIIRIERESR,

o BEFESHRE (IXRAMD64) : MERRIZIZATEEEIREINAES, HIXLER
LEMBERE. XFEAURIESEMES, AEEMERWHREREXEERNIES,
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6.3 &% Perf

Perf AR EREERINAZT. BEEAAFATRILARER, BRERHE perf.

6.4 Perf F55d

ATWELEER, perf TEHEEZ N FHT. ANHRTRERANGFS,
EE—FaSHNFEMFEEEEL, 5ER perf help SUBCOMMAND 3% man
perf- SUBCOMMAND o

perf stat
Bii— 1R, HeIBZEFREEERNSIHER, perf stat AFXNEMHITE

perf record
Bi—1M2F, HEEEAMEITHSRERNIRSE. ZIREU perf.data EEFESHAE
R, perf record BTFXNEHEXRE,

perf report
R TR%&HIER perf record SIENRS.

perf annotate
ETREXGURERITRIEIRUERD, NRLETEXGS, WiEsZ2rRAE.

perf list
FltH Perf RTLAEAE SRTAZAZER CPU IREMVSEHEE, PIHRER T ISSEHLE — f)
W, BXEEEMSEM, 15ER perf list hw,
perf_event_open BIFMIURH T REEHEHIEENE, a0, E&EIX branch-
misses EFAIPEAE, 151¥ZE BRANCH MISSES (FEEHBEESR)

> man perf event open | grep -A5 BRANCH MISSES

SMENAREMTE. FEE, NEEASEAHRMHIFRGEGEMHHR, e
Perf BZBIRIREIRI, XL RN T/ TRZFFIER £ RN EEE MESEIMAIREA
E S
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HE0, 1 Intel bIEBE E, cpu-cycles BEHNNTFEGHEH
UNHALTED CORE CYCLES. f7E AMD &b3E23 £, MIXR/ FREM4EM4

CPU CLK UNHALTED,

Perf B FNERETFEHNRIRENG. EEHRXLEEHMNAE, 5EF CPU #
R (Architecture Software Developer's Manual) (IKREWHEGEFAARF
i) o 32677 “EZEE" PIRMET AMD64/Intel 64 L IRRZHIAE K AL EERE

perf top
ETRRENRSRED,

perf trace
tanMITHS strace K. FERALLFHRLAIUEERRNERNAIZSOHIZAIT T LRSS
WA, UAZEREIHZWETHEES,

6.5 FITRERENEH
BUSTREE (B0 perf List SRNEH) HAERY, HEA:

# perf stat -e EVENT -a

BE—REG SMEENEMS, BYEXEFEHHES IR, fld, BSIt cpu-cycles M

instructions , F{EMH:

# perf stat -e cpu-cycles,instructions -a

BEIERIE, B ctrl-c

BRI UG RN B ER ESEE RN A ERRER:
# perf stat -e EVENT -a -- sleep TIME

I TINE B LU AT,

6.6 ERFETREMITHEMR

AEI M A NNITETHENLHEHRE:
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o BOEMARNGSRIRE, BER:

# perf record COMMAND

AR EBERRMNHE, BREHZHERN, Perf RIEHEELE
o EREEITHRARNGTHAIEENRFNRS, FER:

# perf record -a COMMAND

ARIEERERBMNHEIE, BRHZHIZEN, Perf RIEHRFLE,
o ZRIEBIBITHHIZRIRE, BER:

# perf record -p PID

B PID BA#E ID, BELERIE, B arl-c,

WME, IFERUTHSEEREWREREIE (perf.data):

> perf report

ST A—NMIBERRE. BRIGHE, 5% 1 . BRE, B8, o,
NRE AT ERERRE, B Perf B9 GTK+ 5!

> perf report --gtk

BiFEE, GTK+ RERINIEERAER,

6 . 7 E % é I%\
AEURMH T ERMR. BXEFAER, FSELUTHE!

https://perf.wiki.kernel.org/index.php/Main_Page <
MEX0, KRR THEXER perf BIHIE,

http://www.brendangregg.com/perf.html
BETFLEIT perf AARHMIEESR
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http://web.eece.maine.edu/~vweaver/projects/perf_events/ 2
BEZIMABNIEEAT, TES Perf B9 Linux RIZRE R E APl #8%, B0, ke s
CPU &AM RMmIZIER.

https://www-ssl.intel.com/content/dam/www/public/us/en/documents/manuals/64-
ia-32-architectures-software-developer-vol-3b-part-2-manual.pdf 2
{Intel Architectures Software Developer's Manual, Volume 3B)  (Intel (AR &M% 14
HAEANRFME3IBH) o

https://support.amd.com/TechDocs/24593.pdf 2
{AMD Architecture Programmer's Manual, Volume 2) (AMD (AREMEFRFME 2
%) o

FTE “OProfile — RAKBEIR S HTEE
BRI E T REMMERER L,
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https://www-ssl.intel.com/content/dam/www/public/us/en/documents/manuals/64-ia-32-architectures-software-developer-vol-3b-part-2-manual.pdf
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7 OProfile — &RSGSSEEIN S 128

OProfile RRFoISEF DTN DR, SR LIAEEITHRERNITAHEERER.
AUEEXERER, AMNPREATE-TRURIET.

TR EMRFEAHERZFERRIEA OProfile, EERTERNZAT, BE, &
AN ARERE, FEASFER/NFHE, BERURTIERHMRERE,

7.1 BB

OProfile B—1TAR&IXEHIERF UAR— BT REHRIERTIFEF M. ©ERITSAESE LA
SIRHAVRRHIEREITERE8. OProfile BEDMTPIENE, BIERZ. WIZIER, RiZPTGE
2. RaHEEMNEMNARER.

MV R S PR R M BT IEs IT O . IRIBFTARILESS, PIRESIRHITS I
2%, AUEAET NSRS MTRSHTHEEZ. SMITRSHE —MERBEREME,
)y, NEREARRIRERES.

EHITRAIED AR, BWEMBRER, FRFESHIUBREYE R D ERERZ M,

7.2 RERMEK

EFEF OProfile, 1AR% oprofile ¥, OProfile AI7E AMD64/Intel 64, IBM Z #l
POWER 4 #2288 EinfT,

NEERRHBXNBIEFLRE *-debuginfo RMEBEIFEEER, MREBEHHNIZ, ME
ZE debuginfo B,

7.3 TTHM OProfile SLHIEF

OProfile B & &M SEARER, ATREDITHERE DTSR, UTIRERLETREF
fERRIER .
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opannotate

WHHEHENRABRHIEFETIR (BETONER)  AIREHERIRES

addr2line &5 A, LURBIIEEFEERSEXHMTT. BXFHMAEE, BES man
addr2line.,
operf

SESTE. B, EPIELLS, opreport BILUMEERIAETETE CUR DIR/
oprofile data/samples/current HAIEIE,

ophelp
HI R A S H A B R AR,

opimport

R AR B S MIMNER — BRI AL O AR o

opreport
EFoHNEEERIR S,

7.4 {£H OProfile

f£F3 OProfile A AT ARZMN BIEF. 2HAZEY, 155K OProfile EE AL TR
vmlinuz* X, £ --vmlinux EIMFIFEEIER vmlinuz* GBE{IF /boot

) . MNREFEDHAZIRIR, OProfile BIAMESHITLIRIE, BE, 1BSHIRIE http://

oprofile.sourceforge.net/doc/kernel-profiling.htmla,

NRREFEEAFTEDNAZ, BLENZER --no-vmlinux ETREMEEE.

7.4.1 GIEIRS
BohsFiPIER. WEHEE. FLETIPER, HAIENBIER COMMAND BYIRE.

1. Ll root AR BMHTFINEHER.
2. HEREDITERA M Linux Ri%:

a. oM Linux Btz BUITAUT &<, EA operf RBEAMERELERIRE:

96 f&£EF OProfile SLED 15 SP4


http://oprofile.sourceforge.net/doc/kernel-profiling.html
http://oprofile.sourceforge.net/doc/kernel-profiling.html

> cp /boot/vmlinux-"uname -r'.gz /tmp
> gunzip /tmp/vmlinux*.gz
> operf--vmlinux=/tmp/vmlinux* COMMAND

b. &%tk Linux W#%: FERUTHL:
# operf --no-vmlinux COMMAND

BERHPEEWLRIUAR T MR, BEIMER --callgraph #ENHIRE
A DEPTH:

# operf --no-vmlinux --callgraph
DEPTH COMMAND

3. operf BHEIES N CUR DIR/oprofile data/samples/current. operf @<
SR (HEH ceri-c Hib) 5, BIRIEA oreport HEE:

# opreport
Overflow stats not available
CPU: CPU with timer interrupt, speed 0 MHz (estimated)
Profiling through timer interrupt
TIMER:O |
samples | % |

84877 98.3226 no-vmlinux

7142 FREEHGEE

EHEEN—RSEWT:
1. B%FHAEM CPU-CLK UNHALTED #1 INST RETIRED #EIEHUHI=
2. ERRENSFHERMI. BYHMM, BEMR< perf list,

MRIEBEBESTISENSEH, E5EH ophelp HSEENIBRTIZMATAEME (M Intel
Core i5 CPU £ BIRBlaiLE) -
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# ophelp
oprofile: available events for CPU type "Intel Architectural Perfmon"

See Intel 64 and IA-32 Architectures Software Developer's Manual
Volume 3B (Document 253669) Chapter 18 for architectural perfmon events
This is a limited set of fallback events because oprofile does not know your CPU
CPU_CLK UNHALTED: (counter: all))
Clock cycles when not halted (min count: 6000)
INST RETIRED: (counter: all))
number of instructions retired (min count: 6000)
LLC MISSES: (counter: all))
Last level cache demand requests from this core that missed the LLC (min
count: 6000)
Unit masks (default 0x41)

0x41: No unit mask

LLC REFS: (counter: all))
Last level cache demand requests from this core (min count: 6000)
Unit masks (default 0x4f)

0x4f: No unit mask
BR MISS PRED RETIRED: (counter: all))
number of mispredicted branches retired (precise) (min count: 500)

EREI - -event IEEMEEITHEE M, ATUERAZMNED, WAMEEEHRIF (@l
ophelp X17§) FMER#E=H, Hlun:

# operf --events CPU CLK UNHALTED:100000

&4 A CPU_CLK UNHALTED i BEREXR
REREIRERT ST EXMALIERE, MEERSIRERTTESLRIEMRK
BRENTI, SEEETH. BYXRIAZERAMAEER OProfile SMVtREEE, Hi&
IR IR E W MR T IR RIR/NRIFE,

98 KRINEGAE SLED 15 SP4



7.5 SRS

EEMIRS ZHI, BHfR operf BfFELL, FBRIEEE[ER --session-dir I#tTHmHEB

%, BN operf SEHEEIES N CUR DIR /oprofile_data/samples/current, EmMRE TR
opreport 1 opannotate BIASTEIAIBEF IR,

RMEREELETER opreport FILURMHERHEE, FRAENTHITXHENSE, KRN

KB FUAIHITXHRN DT EIE. REBESTU C+H+ REMNEER, BEA - -demangle
smart %I,

opannotate 4 EHE S RABPIHE, SEERAUTEIIETIEGS:

# opannotate --source \
--base-dirs=BASEDIR \
--search-dirs=SEARCHDIR \
--output-dir=annotated/ \
/lib/libfoo.so

ED - -base-dir & MMIAIREX SRS HNRFES 9RYIR. £ --search-dirs &
HZABEZTXERR, --search-dirs EMUE—MNAFEZEXEFNBEREZS HFES
Fo

Q iFE: FHSERAEDAIR
mFmiFENL, RBETRIBRIERERBDIMLE, &% hitp://

oprofile.sourceforge.net/doc/debug-info.html 2 REEERILSE T EXMITANS
Yo

7.6 BZER
RGBT AR, AXRER, FEELTRE:

http://oprofile.sourceforge.net #
B E 01,

FH DT
B XA E T ERETRYFH 5,
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/usr/share/doc/packages/oprofile/oprofile.html
& OProfile Fft,

http://developer.intel.com/ 2
Intel RIRRBRVA RGNS E,
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8 —MWARHKRFEE

AR FRNEEN I ARIZEAIZN RIEFRIRAIER, TN —FIamIgE — M
BRENRS. IRBEDEXMXGRGENA NSRS B[EE, TEriRSHIER
B UKRZHGITESHN AN E SRR,

8.1 MyI&RE

BOMNNLZEATRARTESRBENERNBNRERS. 7 ERBARKRTEIUTE
RENE, ATRINHAEERSHAUTRERENZ ZZESBER ML, BXFAER,

=z [13

1E80 (Deployment Guide) ,55 4 & “Installation steps” , 5 4.14 %5 “Installation
settings” o

8.11 &KX

RIERS BN AREFEEMEGHR, PEXALRAESTMITENNEE (FIRMIEER
N o ZFMAIENNAARKELFLFERAEOXSR, RAKEL T AFMEITISTE
Eo BZ, TN ERE=ERRTM. ERAIIMEFRAN, XEMNFER,

o BRREE FInKBR LA ATE, RAEHEERNT A RMREERE
o g0, EIEE LT TVRREIGEITHIRERA S N8 52 82 RN EREEE |

o NRERG. BUEN BEXHERAFRHEE

o RFERFARSSERAVRALAL B RIME RIRAIHEE

* BERSB[HAF BREFRNHEZE DA

8.1.2 %ETH

BARECEFCZEHERZ T ENMEE, EIAEERRAHECEEZE AN, BINLER
RIBTIRSHBAFNRVENRGE, Ea8RVERGTENRAERZ4ER, BEERERE
WELD, I, ERRECEEARERRINAZ BB ENRS.
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SUSE Linux Enterprise Desktop BIILIETE “REHE” BERE LEEXRESTEE,. RIAMERT,
eI LU R ARG EESHIRERMGSE, BHaILUSE) YaST R SRR UETRGE#ET
REAERR,

R—EFMERRBFRZUT —PIHZ M EIARAE:

GNOME £mEIFiR
RSBV FERENEEIFR. IRFEZEFINE, RASFTLENBRSGR (Fl
lceWM) EE R,

X Window &%
MRRBIHIITEERSBRENARER, BNFAERERNMGE, BiF5IE, N
HENVIETT GUI LBEFRELL NG E., NRENNAREFEET GUI BN, HEXR
4% GUI FRZSHY YaST, iB1RE I,

FTENARSS 2%
REEEMITBENATENR, A FEUR S

8.1.3 FAUABTE

51T X Window RARBEHRAERR, ERSB[LVVFEE, BIURINFEEN multi-
user.target FRHNZRES. EIelLURiZBEsER N BERF.

8.2 ZHAARMERIIRS

RINLZREZBHE MRS (BMEMLECEME) . BFSMRSAZEERR, FHLEINE
BAREEMIRS. 51T YaST » 74 > kS B2 KBRS BRI,

NRIEERERARZASE YaST, AR ETIRER RS TIRFITHIF. AL ER LIRS
AIETEIETTARS B, FREM/(F LIRMEREITHRIENRS . EXAZRAZRS, 15
FAf= F /2 Fa¥asHo

LU TFFIERER T E% % SUSE Linux Enterprise Desktop [RERIAB SRS . KMEEEEMLELA
%, SAEEREMAN:

alsasound

ZEH Linux BRAEE RS,
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auditd
Audit RZEITIFIER (BT, 1580 (L2f5aisrm) ) » MNRERER Audit,
AR,

bluez-coldplug
SO IBIE FREHRIPERERLHEN

cups
FTEDMSFIPIER

java.binfmt_misc
BHA *.class & *.jar Java iZ2FMH1T.

nfs
3 NFS BN FrERIARSS

smbfs
M Windows* BRS3 2834 SMB/CIFS X4 R FBTFrEMIARSS

splash / splash_early
ERohE BRI FES,

8.3 XHRLMEEIAI]

R ENASTEERIENAN, RLIEESHRT. FRAKESEIEAHNXARS
B TFRA MR, ERFHREBIRIEIEEHTZR /0 AR AILUE—FTINER S,

83.1 MR

SUSE Linux Enterprise Desktop FEMi T Z N4 &RSE, €45 Btrfs. Ext4. Ext3. Ext2. #l
XFSo BIXHAFZHEZBNMSMERR.
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8.3.1.1 NFS

http://nfs.sourceforge.net/nfs-howto/ 7 £ NFS 12{EFeRPIFMNE T NFS (AR 3) %
WAE. HEHNFS HENE RN FE—TURIERERERIZN wsize M rsize HIRBFHK
INENE] 32768,

8.3.2 BIE(EFTRAR

XERFAPHENINXGNERE = RBENNE: EREESUaIetiEl (FRAipaledE) |
ERIER M ERRETE] (FRAECLETE]) , UKk ERERX 4 EdErIetiEal (FRigsEcind
E]) o ILIARIBEAARRIERMATERANMREFH, RAgR#TRIFHME=E—
BNEE. Alt, RABRT, REEHFIXHiEEEE —XHERFHEHRTEIHE
ERETIEIRY, BN HRGA KBHIFIATE, tEIhEERRAEX A BT (8], X RZAVIEREI
relatime, ERILAER noatime BEFHEDSE2 A AR EERH, BEERENHERFH
LA ERAXMER. XMHIRS2EM Web RS BHAMBEFEHELLFM. WMRBIABXT RS
BB EREAES NN AIER, BEA strictatime HHHEDL,

RLVHRSG (190 Extd) EZFHRENBEEH. £/ lazytime HEEETSALLINEES,
FIENENESERAETERARYE, BFRRSENE#E, REEWL fsync F sync RAAR
B BFEMERE (FIX4RNEHR) MEAXEHESN. HREEE 24 /N, HERE
MAEHZFHEEENXHEEN, FREXME,

BEMXHRAERNERIAD, 5EERE /etc/fstab, HEEET YaST #XEFIE
AN XBSER Fstab I 3 iEHE,

8.3.3 {£H ionice fEEMEIFIRIL AR

ionice SLRILEIEE R NHBNEEIAIEM TR, X, BETLUSBRIRR 1/0 k%D

FRLa MBI AR AV ER B X RE S 8 #TE, HI&HFl. ionice FA[iLIIESEHE

B9 1/0 L5k, WHARLILHTZIGLRREMIIBNILINMER, FERALIIRENEEIENE, METANR
EREFEENEEFT, UWEREHBINAIZHES EEIKAEEFRSE, FEit, /0 RERLE
BEREATXES NIEME, BiEEE, 2E blk-mql/0 B&RZ8I BFQ I/0 AERRFAEST 1/0

MM ARIGE (FEBNE 1227 “FA blkemql/0 BEMETA /0 BFEEEX" ) o EALIg
BUT=RAEZE:
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=i
REKBEEMARIBKREE 1/0 B, FREERNIEELFRIHIZR TR PR,

RAmmA
RIBFKEFTE /0 AR EHZE S ERNEINEES. BJEM 0 F 7 BSERR (0
ERELRE) BREILEFIMRER. NFUBEENRNITMA (best-effort) L7 RIZITH
BFHBREAAIRHRS. RERNZRESZBERERNSALIER T (best-effort) £
FRIRLIER — BXRAT, BS W ionice(l) FMI.

i
YR B S RIS TR B IIAR. AIZEM 0 3 7 MSEEN (0 RESHE
1B) MR R. BEMLE, ENTHES SBE MR AR AR,

BXELZHATMATINGEE, SN lonice(l) FMl. MREFEEAFEMtizHIE
NARFRIAN®S, BERAE 05 "WiZiEHA” RFrRBIRZERIA,

106 {#H ionice I8 EHAEIH IR L ALK SLED 15 SP4



O MzizHlA

RIZEERILE ( “cgroup” ) B—MNZINEE, AR THEIFIREHIZAEEMS RYH
o EAEARRIPREE AN AR,

9.1 #d

AENHENFIER—NERE cgroup. cgroup EERRPREMDIZFTIH, EolH g
RN ERNREMPNEF O ZIGERRRS], Fl9 CPU. ATF. & 1/0 IMEH R
2,

£ SUSE Linux Enterprise Desktop 1, systemd {#H cgroup L34 (systemd #Z At
F) AL FRE#HIE. systemd FBIRH— 1 FRERAFILE cgroup B%,

¥ systemd-cgls BRERFPIRE,

A% cgroup APl BRI MNhRZS: vIFIv2, Ltb5h, AIEEE Z 1 cgroup BREF AFARERY AP,
MARZEIREAERE, BRMLILRIITAYERR:

o BE: TEAEHIZEMN v2 BREM; 1EHISRAIT vl BREHH
o 4i—: BISIEHERN v2 BIREN

HAMRIMEZRERIL (M SLESP3 F1R) . XAIUSHEERERANN AREFREFERE
FE. TR NERTSH— v2 BREM:

o ATEITHIZS: [BIRIP (X&Z 7 memory.low) . memory.high. PSI (EAKEZEEER)
° io =g . BETHl, HAvIEHEREE

o BiEHRERLIFENAR (TIREER)

° systemd FRBYRLEZE I

o B EMAMRRANRIRE

TR E— MR,
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EERS—ITHIARREN, B systemd.unified cgroup hierarchy=1 {EARZ
RITBHUEMEI GRUB 2 5|1 SMN#i28. (BXEE GRUB2WNELZHT, FEN (EiEERE)
£ 18% “5|FMEIERF GRUB2” , )

9.2 FIRGT

B OB R 2 4R AR IR ERY cgroup SRIREXVE A cgroup HZRIREFEEIE.

SITHIBER B, EAEHIEANT, EFMERNEMEURTIEAH, H— 1 RTaESRIT
SNAE—TIERNFAE R, ZUENFAERYIE, UKEEEXERXF PRIV

&SI

A LAER#EYW MemoryAccounting= HESAB N RITIRERIT, HEE /etc/systemd/

system.conf #fEMA DefaultMemoryAccounting= {8$NFAIE BT R/IEESIT. BX

AAESHIERYIR, 55 man systemd.resource-control,

9.3 IKBERIRIRH!

Q iE: etEEEE
BAR, RFRERRABURT IEAEMITIME (5180, /W EIEEHIAI.
LRERRIKETH. HERER) . FAit, MRIMELETH, BINE (B REZH
PR,

BILIfERA systemctl set-property @s<i&E cgroup FIRRHE, EER:

# systemctl set-property [--runtime] NAME PROPERTY1=VALUE [PROPERTY2=VALUE]

FEENERIZANA, &, WEA --runtime &0, EHEZESISEFAERE,
ER NAME B4 systemd BRSS. SEEIZTIF &R,

BEXRENEMYIRMEZAT, 52N man systemd.resource-control,
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9.4 {#EF TasksMax [BALEjk4E Vs

systemd ZIFASIHRETEEES RS, HEESMIFNRESES], E£iF systemd
BEMt T BT IRFIS TR THHESHENRIME (WZ2BREHIN 15%, 1517 /usr/sbin/
sysctl kernel.pid_max BAIEFERE) . SMAFBYIARSIAAZESIT 33%. B
&, XWF SLE, 1®RFAFIEMILE.

9.4.1 &I HEIREIA TasksMax B

R, EXLEKA, 2—RINEHFEERTABERAl, SUSE Linux Enterprise Desktop K& T
ANEEXEERTEZRARTHAR AN EREGAE, FHEMELIREA infinity, /
usr/lib/systemd/system.conf.d/ 25-defaults-SLE.conf ®&LUITT:

[Manager]
DefaultTasksMax=infinity

/usr/lib/systemd/system/user-.slice.d/25-defaults-SLE.conf E&LLITT:

[Slice]
TasksMax=infinity

fEF systemctl #%%& DefaultTasksMax {&:

> systemctl show --property DefaultTasksMax
DefaultTasksMax=infinity

infinity RRBRE, HABKR—EBENIINME, BiIRE—LREEIeEBTFHLEXE
HIZSB RS o

90.4.2 &= DefaultTasksMax &

B IEHRMNBEXH /etc/systemd/system.conf.d/90-system-tasksmax.conf &
M <fE DefaultTasksMax B, #FEANTE/ITUEASNRARTIRERPRIAMES RS
(256 1) :

[Manager]
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DefaultTasksMax=256
RHMKE, AERBIKERTEENR:

> sudo systemctl daemon-reload

> systemctl show --property DefaultTasksMax
DefaultTasksMax=256

RIBEHNFERRILAANE. JREFEER MRS LIRETRIRG. ~RFERT
MariaDB, BB HRIERNE:

> systemctl status mariadb.service
@ mariadb.service - MariaDB database server
Loaded: loaded (/usr/lib/systemd/system/mariadb.service; disabled; vendor
preset>
Active: active (running) since Tue 2020-05-26 14:15:03 PDT; 27min ago
Docs: man:mysqld(8)
https://mariadb.com/kb/en/library/systemd/
Main PID: 11845 (mysqld)
Status: "Taking your SQL requests now..."
Tasks: 30 (limit: 256)
CGroup: /system.slice/mariadb.service
L-11845 /usr/sbin/mysqld --defaults-file=/etc/my.cnf --user=mysql

Tasks T2/~ MariaDB XA 30 MESIEEIETT, MERIALRA 256, XM FEHIREMS FH
TR, UTRALERIMENE MariaDB HIFREIIREE ZE 8192,

> sudo systemctl set-property mariadb.service TasksMax=8192
> systemctl status mariadb.service
@ mariadb.service - MariaDB database server
Loaded: loaded (/usr/lib/systemd/system/mariadb.service; disabled; vendor
preset: disab>
Drop-In: /etc/systemd/system/mariadb.service.d
L50-TasksMax.conf
Active: active (running) since Tue 2020-06-02 17:57:48 PDT; 7min ago
Docs: man:mysqld(8)
https://mariadb.com/kb/en/library/systemd/
Process: 3446 ExecStartPre=/usr/lib/mysql/mysql-systemd-helper upgrade
(code=exited, sta>

Process: 3440 ExecStartPre=/usr/lib/mysql/mysql-systemd-helper install
(code=exited, sta>
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Main PID: 3452 (mysqld)
Status: "Taking your SQL requests now..."
Tasks: 30 (limit: 8192)
CGroup: /system.slice/mariadb.service
L3452 /usr/sbin/mysqld --defaults-file=/etc/my.cnf --user=mysql

systemctl set-property MAHIRS], HEIE—MEIFAGRFIEANRNXHE /etc/
systemd/system/mariadb.service.d/50-TasksMax.conf, HEFNEEEENETI
BERTNHNER, ER—EHLTE 8192, BRIZBESEITIERHMRE,

9.4.3 FrXARFPBEIA TasksMax FRHl

X AFNRIANRSINARY S, BNBAFREREEFSZHNRR, BICIEHXHE (Flin /etc/
systemd/system/user-.slice.d/40-user-taskmask.conf) , ¥ WEFIEEZEC
HBRINE. U TREIEERIZIAEN 16284:

[Slice]
TasksMax=16284

Q iiE: HTEEs=E
52 https://documentation.suse.com/sles/15-SP3/html/SLES-all/cha-
systemd.html#sec-boot-systemd-custom-drop-in 2 3R 7 BNV B F a1

%o

REEFEER systemd UEHIE, HKRIOENX:

> sudo systemctl daemon-reload
> systemctl show --property TasksMax user-1000.slice
TasksMax=16284

NEFIEEFEAMLEE? RIBEEHNIEAH. RARXFRNEMZRREME. AR TasksMax
B, BRBIENLEARE ERENATA) « TACERTLEMEENLERE, U
REEIR: REER “fork” KM, $#HIRAE 11 “WRENTIA" FHiIBER.

BXTE systemd FEREERARBFIFMES, ESM systemd. resource-control (5).
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9.5 fEH cgroup #17 1/0 =4l

ETMBIEER Linux RIZEVIR 1/0 IHI28RIETE 1/0 IREN TR RHI L SR (F, AT
F) A systemd 1Y ERECE cgroup, HITIRTERIEIZELHY 1/0 1=HIBY AT BEZTE RV FE R

9.5.1 FRFMH

UT™NDART ERITEE R RS IUR AR, ERAEE TR EENXAH
AR E.

9511 XHR%

BRI cgroup SEBANXAHRY (BNEHIESERE) o BN SLES XHRIHH
TH TR LA

e Btrfs (v4.3)
® Ext4 (v4.3)

® XFS (v5.3)

M SUSE Linux Enterprise Desktop 15 SP3 FH#&, ®JLUfEREMAGEXHEF RS

9.5.1.2 %i— cgroup BR4H

ZEHAITERE 1/0, HNERHERR I/0 MINFEHIZE cgroup BRE M, FHER cgroup v2
I/O =528, RS2, XEEKBENAERS— cgroup BREM, HIUBISTE SLES EiEA
ZESITIEM systemd.unified cgroup hierarchy=1 EEiEKIEL,

9.5.1.3 RI/0ORERER

FREIRBSTEER PR ESLS K, FAFEEITEREIMNERE, KLEF 1/0 THREEM
MARRSERES I BFQ IZHIZRMBE T RAHIRE, ATi/4E BFQ £Hl28. EXFERISEIR
EEBISEhEZRER, AL IUHBR BFQ BFMARIEERER. NEIFIEERER:
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> cat /sys/class/block/sda/queue/scheduler
mg-deadline kyber bfqg [none]

KRR E BFQ:

# echo bfq > /sys/class/block/sda/queue/scheduler

Vs EHRIRE (MFAEDX) . KEKBMHNRESAREENETIREN udev AN (5
A=, SLES FEMIRY udev MM E L Mt R ZREA T BFQ) o

9.5.1.4 Cgroup BREWHE

—MRIERT, FAEESEREREER cgroup F, ENSHEERS. HESD%E cgroup A
B, RERERLE cgroup ZiBlkE, X—RERTHKLLE 1/0 =24 RSB RENR G
BEANELE BRTE) -

5 I0Weight=100

- [c] IOWeight=300

d IOWeight=100

- [b] I0Weight=200

I/0 {JRE cgroup c Ml bo B c BINNEE S, HZUBRBMLERKLEE, AAESbZ
[EIfFERA = Fo

9.5.2 HEEIEHINE
AHEREERARATF (KEEETH) B

> sudo systemctl set-property fast.service IOWeight=400
> sudo systemctl set-property slow.service IOWeight=50
> sudo systemctl set-property throttled.service IOReadBandwidthMax="/dev/sda 1M"

=&, /0 IERINA TR <, Fli:

> sudo systemd-run --scope -p IOWeight=400 high prioritized command
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> sudo systemd-run --scope -p IOWeight=50 low prioritized command

> sudo systemd-run --scope -p IOReadBandwidthMax="/dev/sda 1M" dd if=/dev/sda

of=

9.5.

/dev/null bs=1M count=10

3 1/0 E=EHIIT AL E TR

UATHIRIME#A T 1/0 =517, UREMHFHAH THIHIER,

114

/0 ERIREEATEIEZ /0 #F (dEER) , KR 1/0 SERAHRENER (B
ZBEBITEEESE) AJRRUSMAEIVRIER, Fi0, 1/0 FHRILREER, EEYUREF

2 1/0 =/ (g0, TERADEIMRASEZHETEHEMITRR “BE° . AR 1/0

UK BRAMBIERT) o HFXERE, &L/ 1/0 FHELERHAFTRETEENE
AILEER,

systemd FITECENENA M (LURIEIRER BFQ NEEEHTIAR) , AtEENEL
ELERWARER,

bR T 23 sysctl ARz 4h, BRIEMEEURTRE NTIRHE

(vm.dirty background ratio # vm.dirty ratio) . HEKXBANIRHIDFHRTE
cgroup ZialBt, & cgroup WAERBIFISLZIZER, MMmulgEf2imiEX cgroup B 1/
O &k,

HIEFMBHEHEEEN, I/0ITHAERT /0 AERRFE, XM BEEFNITEREE
BUEF ERNSEBNSEFERM, MBS M)Eig&E. MD RAID #Z Btrfs RAID YIL&
BRayeZAEE NG, WULEIREFHIT 1/0 IR FTRER A M

BB BIRANIZE AT ARERAE N#E1TIREL A 1/0 251,

REEH] 1/0 IEHR R B REBRIL R ERREE 2 — (BAFRENZRIZIT IR RXMIZ
H) .

/0 REFREAR I/0 BEFE—HNEZER, XFTNRIE/BXGRALEN, H1/0ETHE
ERIEBSENTRN, MEZEIINEER, EXMEHIRERIETE, EEESHME
¥ (LA cgroup =FFRIE cgroup ES)

FERTALE, B—EESEITIEXHRFHIENE /0, ERANMREBAILEES. T
o, MRBIMXMEK, RABESEERFEEAY (SHREFRE) o
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0.6 BZER

o NIZXHY (B8 kernel-source) : /usr/src/linux/Documentation/
admin-guide/cgroup-vl HEXH, UM /usr/src/linux/

Documentation/admin-guide/cgroup-v2.rsto
* man systemd.resource-control

e https://lwn.net/Articles/604609/ # — Brown, Neil: Control Groups Series (3THlH%
5], XtF 2014 F, B85 T7T1MED) o

e https://lwn.net/Articles/243795/ # — Corbet, Jonathan: Controlling memory use in
containers (IFHIR2ZPHAERER, LHTF 2007 F) .

e https://lwn.net/Articles/236038/ # — Corbet, Jonathan: Process containers (HIER
28, RfTF 2007 &)
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10 BHmpFEEFIE—EUERFIAIR (NUMA)

FEZ CPUNKERNEN, HEHSE-EYIERE, E485H, EERRTIRE
CPU 5RFZEIREBNFHERR. IF—EIERTF1AIR (NUMA) EE T BRI RS
SINB—TE REMIEL

IREFFEZ IR, 8T THREAME CPUNRENTFE. HREAFIERE
FHAFHEXNT CPUMMIERE, TEAHAMERREUATIARERE (UTFHRITLEN
CPU #sit) MWNAREFLZIZE. BiiFE NUMA AJ UIRR R EUET S R FihIR% 3
120 CPU AR AE T Ro £ NUMA MRS, XAJgesRieier1tae (BABT
ERETE) o

10.1 SChf
BohFE NUMA BE = MNEER P BN :

1. FEHAMEFEHRAMESHIE otut=E], HARCARTE, UE F—XiheEErR RIS
ARTEIRo

2. T=RipREIEZSENUMA giEIR. EFIER, AR EETZE5hRRFIE
SHEXBRNAET Ro

3. EREMES. RESERR CPU LIRZESHRNREFREE &L, AERFIRKHE
HHENES D EI—4H,

HIEBUHMRS TR B~ EFH, B2, —RIERT, 1iR5 CPU XEXHHIENLES
ORI 3Ho

10.2 BcE&

E—ERETEA, FBSEE—EBIEHIE NUMA BEH ENTEAZENEINSR. Alt, sTLUER
numactl. taskset T cpusets KEARFHRE., NUMA BRI BIERF ] LUERYF AP,
MRELIEFASRE, NWNZASTE NUMA, EALEEIRGRME A EHT T,
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numactl --hardware B¥ERTENNAGFLRE, UMTBEVEEZF NUMA, TEEE—
& 4 T RiIrEN EiETizem S ERE .

> numactl --hardware

available: 4 nodes (0-3)

node O cpus: 0 4 8 12 16 20 24 28 32 36 40 44
node size: 16068 MB

free: 15909 MB

cpus: 159 13 17 21 25 29 33 37 41 45
size: 16157 MB

node 1 free: 15948 MB

0
node 0
1
1
1
node 2 cpus: 2 6 10 14 18 22 26 30 34 38 42 46
2
2
3
3
3

node
node

node 2 size: 16157 MB
node free: 15981 MB
node cpus: 3 7 11 15 19 23 27 31 35 39 43 47
node 3 size: 16157 MB

free: 16028 MB

node distances:

nodke 0 1 2 3
0: 10 20 20 20
1: 20 10 20 20
2: 20 20 10 20
3: 20 20 20 10

node

BILUEEE 1 3 0 B /proc/sys/kernel/numa balancing, Z5/AHFI=IE
BREZRETE NUMA TheE. EXABHANZRLLINEE, 1BERRKIESITIED
numa_balancing=[enable|disable],

MREBAETE NUMA, N UEEEEASHEERITH. ESPREERIUTEE TS
NUMA 15 BRI E SR B PR AV BT a] Z [Bl# 1 T,

numa balancing scan delay ms
FEREBUEZ BIEAZUIUEFERY CPU BYa], X AT LARS LT # 2 EF R BOE M~ £ o

numa_balancing scan period min ms #

numa balancing scan period max ms
EHEIBESHURNME, RIBEIRFTENAE, FEMEERIGRIR. XEGERT
Hl iR/ M RAREINE,
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numa balancing scan size mb

I S ES R A T AR S 2 AL = EIK /)

10.3 it

REENESERESRIKI TN, HEERMERBFE NUMA NER T NZEHEE,
BUMER M, AR TEREMAMATERESR (AR CPU ZHREXFMIEM) . 0@
& /proc/vmstat A TSEUE I E T % NUMA JELf:

numa pte updates
Frig NUMA AR L sEIRBVE TIRVERE.

numa huge pte updates
#ri2 NUMA il {Ls5iRAOIBEAATIRIE E, 5 numa pte updates &&&FEHEAIUTE
FRICRYHIAE =S (Rl S KN,
numa_hint faults
IER BRI NUMA BIAECEIRE.
numa_hint faults local
BRAHT R EHIAIBIR IR, S5 numa_hint faults &&EMERATTLUTEAHE
REIMRRIRFI OB DL, MRAMPIRILEIR SRS, RRTEMHERERS,
numa_pages migrated
BREZLVIHTFUEREMEEE. BFIBE2—TNETIRME, BT F& NUMAFr
FEFHNRA—EB.

10.4 =20

THEIRAT ERTANEREHITERSHIANBERT, T—&1E1T SpecJBB 2005 HERAEA
JUM HIRY 4 F5 52 NUMA i8N LSRR ERENIREG. E5FE, I8 TEMHERNF
MEAHERE, HEIRAETF SUSE Linux Enterprise Desktop 12 Fi4&1ThRo

Balancing disabled Balancing enabled
TPut 1 26629.00 ( 0.00%) 26507.00 ( -0.46%)
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TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut

119

55841.
86078.
116764.
143916.
166854 .
195992.
222045.
248872.
270934,
297217.
311021.
324145.
345973,
354199.
378016.
392553.
396630.
399114.
413907.
413173.
420256.
425581.
429052.
426127.
422428.
424378.
419338.
403347.
408681.
406496.
404931.
397353.
382271.
388965.
374702.
367578.
367121.
355956.

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

© ©O © O ©O O ©O O O O O O O O OO O O OO O O O O OO O OO O o O o o o o o o

53592.

86443.
113272.
141581.
166706.
192481.
227143.
250123.
279314.
301878.
326048.
346855.
378741.
394268.
426782.
437772.
456715.
484020.
493618.
510386.
521016.
536214.
532469.
526548.
531994.
488340.
543016.
529178.
510621.
499781.
502313.
522418.
491989.
493012.
502677.
500588.
496977.
489430.

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

11.
12.
11.
15.
21.
19.
28,
23.
26.
24.
28,
25,
15.
29.
31.
24,
22.
24.
31.
28.
26.
34.
36.
35.
37.
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TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut

40
41
42
43
44
45
46
47
48

350855.
345001.
336177.
329169.
329475,
323845.
323878.
310524.
311843.

Expctd Warehouse

Expctd Peak Bops

Actual Warehouse

Actual Peak Bops

SpecJBB Bops
SpecJBB Bops/JVM

00
00
00
00
00
00
00
00
00

—~ e~ M~~~ o~~~ —~

o ©O O ©O © © o o o
(o)
(<]
o°

487802.
468021.
462260.
467906.
470784.
450739.
435457.
403914.
459017.

00
00
00
00
00
00
00
00
00

Balancing Disabled

48.
310524.
25,
429052.
6364 .
6364 .

00
00
00
00
00
00

(
(
(
(
(
(

0.00

© © © o o

00
00
.00
00
00

(e)
%)

%

o°® o°

o°

o
“©

)
)
)
)
)

~ e~ M~~~ o~~~ o~

39.
35,
37.
42.
42.
39,
34.
30.
47.

Balancing
48.
403914.
29.
543016.
9368.
9368.

00
00
00
00
00
00

(
(
(
(
(
(

Enabled

0.00%)
30.07%)
16.00%)
26.56%)
47.20%)
47.20%)

BEShES NUMA BT TEREAE, BI7E NUMA it BN ESSREMRE, NERaTaE, i
MBNUESAHAMALEAS, UEEEIMTEREESX, B2, FMEEMERT, B
I NUMA RZB] IR FH 4 BE.
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11 HBREE

BHREESTRDEEFNERARRIZITHL, FENERSGERERRARIFEN SR
ERAIKF, Alt, BREBIBZTNERSIEIREEFERST %ﬁmZ@ﬁﬁ$
. FAERENARLSKEMERERERE. SREEMBEIRED (ACPI) FEL
X Tk EIREEREMERERSHRON— @MEOE$TW%%EE$M%EI
BEMESEFHNEN, AAERNB-LEFERS, FRERBERT IR
MXSHH—LETA L,

11.1 CPU%3IHEIREE

£ CPU 451, mILl@id ZMARITHIERNER,. 51, BdERTNBRERES (CRKR
A) . B CPUSAER (PIRE) FREICPU (TIRZ) #iTieHl, THIETIRMET &
FENERENBRERNTRENEEM, £ https://uefi.org/sites/default/files/resources/
ACPI_Spec_6_4 Jan22.pdf 2 ERTLUIREIEMINE.

11.1.1 CKRE (WMERBEITRED)
LA IR BTN C-state METTREEDR. EIIRMT =N IELEXHAERAVLEHE LSS

MTEERYRES .

SENMCEELT CO KRB, RAEETHITIES. TEAEM CKESTIEITRINIEREER
RF=RRE. CEENKRFHEAR, CPUMKRERINER: FXAELHAG, UTNEBRIR, &R
ERERSAUTEARERR RESSEMIER, B, CPUREREZEEKNEIMES Co,
RIBLIERE (MREELLTZ, A& CPURYER, SASHE/RIEIEFNARIRRKE) FMEESE (Bl
ML FNPRTESD) , RARRERRRSEBZERASEERE. EXREAT, /5SS
WEE 11327 “FH cpupower EERZT NS o
RERTEEE—LABFTATEEREANNFARN, RML C RS FRLBURA TEN Y
23R, B2, Cl BEAH,

F1L1L CRE BRTREIN CIRES.
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F£11.1: CKRE

= EX

Co L_'fj"ij(lu\o CPU ;T-'Eé;:FEIo

Cl E—MTRRE, BIRMHELE CPU TER
EBESH, DL STl APIC (RIFEEET
170

C2 Lﬂﬁ%fq:rﬂ: CPU Egmﬁlzﬂj-{q:o rlﬂﬁ'lku

T, LEE%§A1%B‘DFE§$’K1¢_J’JL}|*ILA ) 1EI l_l\_.
Fp s B2 B ] gE TR 2 B AT {E],

C3 FLEFRE CPU RERES Y, AMIERAFBIRET
HEGFRERY, EFBESHEMRS. X
WIERH C3REFREER, FRERTEL
FR B b IE 23 MU BE PR TR AU RS B K AR

AT RERVENGEFRE, BINSINERAMEZRRERERSHER T TIERFHFHITME,
BXEMMER, BEWE 11327 “EH cpupower EENIZZE NS+ 3 cpupower -
idle-set(1l) FMmi,

11.1.2 PRE (WIEFMEEERTE)

HAEBRETH (BF CORD) , TrRIEELTFZ CPUMEERS (P ®kE) WHEHPZ— C
RERBREARE (BF CO ST TFZ=RRE) , M P K& NWERIRS CPU SRR EEHEX
MIEITIRSS.

PREMFHEKA, BIEBRNEITMEMBEHR. PIRESHNHRFSHREHNNIEIEX, TARE
KAWL ARNZTER. B, PO AR MREESNIRE (511137 “TurboIhge” &
FrRBYESBRIN) o PIRSHEFHA, RAVIEREWIE, EFEHE. Fl, 577 P1 K
B TIETHIRIRRSELL, RF P3 RBHNAIEREITREEE, HEL. BLUEM P REE
17, IBERHLIRTF CO RE, XEFREBEEELIEMARRTERIRE. ACPIHLEAHEEX
T CPUPIRE, BIREBM http://www.acpi.info/spec.htm 214
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11.1.3 Turbo IfgE

R Turbo THAERT AT HMAZ O TR ERBRIAZSEY, #h7& overtick J&EIHY CPU il X
B LATHR & a2 1 BRI AR T & P 1T Th#E (TDP) BYFRH,

B2, CPUZOEILEREMNFHSRENKRENWERX, £5 11.37 “cpupower T
A7 A7 A EX LR IR B .

11.2 RNZPETES

MZHIETI 8RBT Linux A% CPUfreq B4y, AIRAFEGITIEISERAIERIME, &)
KA 280 CPU EMTIACE BIRIET. CPUfreq JATI2881EMA P KRB IR M IZ(TEE
¥eo IS TIRRFTLURYE CPU BENR CPU SRR, LUBERHAEERERVE R TRILTIRE.

T AT 28] BF CPUfreq F& %!

tERERTI2R
¥ CPU SRS ENIRENRSME, USEMEEMLE, Eib, HEr2UItiETSENE
50

BESN £ 11417 PREBHIFEIT .

THERTIER
¥ CPU SMERBSIRBEN AN RN, XSMNMRERTER, RATELESRE

Zit, REEHFIBIMIARIET. —NEENFISNE intel pstate, ERIARA T
BE IR XZBEMHIFERRRMEAR, BRI LEHIZTAS 2% ETEEM

B, ERALLATREEFAITETINTRENR, RAREREEN CREELTER
RSN A ESEMEATIRE, EATREFATSEN, MERFURMKAIARIET, ALFEE
KEVBSIE] A BETTAk. XEME, ERIBTEKMNE, HERFEBHENTHN C RSN,
ORI . BT LOREEIE T B8 AT R RYE/ I VRERSEE (40, A cpupower 8517 L

8) .
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7S CPU SRR RBSHIAZKE: AT RS ML ERAE, AEBINERERN, AT
HEFMRILENTANRSMER, MRAERTHE, BEAT—ITRMAR. WRA
SR BT RARBAPRE, WEBRFEMER, BRIRERRAIBMENIE,

O ==: FaEFEMAZTIETS
HIFFMB KRB ERARZF AT SRS TR ISR ERMZE, i
intel pstate RopiEF=BIFHFEEBFEINZE, FH cpupower frequency-info
LB LUATE RAERNIRER.

11.3 cpupower TH

cpupower TESERMATEITEN LZRFNME CPU BIREXSHNELR, SFEM (30
) KT, FRZIASRUEENENRAZERE CPUfreq A cpuidle RARIRE, UKS
MR TNRSLEXNEMIZE, SEMTUEMAELZR AT LA R NZAE XS HAESFit.
Hit, ©IEFEESHATHETN,. S5, ©EAIEEIRIBTIRGE S = WRES Z BRI,
L cpupower B[S, A cpupower --help ZEAAM cpupower Fir<, EH
man cpupower FIi5a]—ARFMTI, fFH man cpupower-SUBCOMMAND mIifiRl Fer<HIF
e

11.3.1 {EMH cpupower EE YIS E

cpupower frequency-info @< 2RAZPFEAN cpufreq RENEFIFIT, LtEIh, BR
KETRBIOSHEEXZFNMBATEM (FTINR) KE. MRAFEFEEETETT, ERETRWNT
Wit

5 11.1 : cpupower frequency-info BYR{GIHH

# cpupower frequency-info
analyzing CPU 0:
driver: intel pstate
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CPUs which run at the same hardware frequency: 0
CPUs which need to have their frequency coordinated by software: 0
maximum transition latency: 0.97 ms.
hardware limits: 1.20 GHz - 3.80 GHz
available cpufreq governors: performance, powersave
current policy: frequency should be within 1.20 GHz and 3.80 GHz.
The governor "powersave" may decide which speed to use
within this range.
current CPU frequency is 3.40 GHz (asserted by call to hardware).
boost state support:
Supported: yes
Active: yes
3500 MHz max turbo 4 active cores
3600 MHz max turbo 3 active cores
3600 MHz max turbo 2
3800 MHz max turbo 1

active cores

active cores

EIREXFRA CPU M XAT{E, i5fEMA cpupower -c all frequency-info.

11.3.2 fEF3 cpupower EEMIZTHSIT

idle-info F@H<ERAZPERAM cpuidle REIFEFIS T, ©RIMUTEFER cpuidle WIZAE
ZOMFR B IR R LW LiB1T.

5] 11.2 : cpupower idle-info BYR{HliEH

# cpupower idle-info
CPUidle driver: intel idle

CPUidle governor: menu

Analyzing CPU 0O:

Number of idle states: 6

Available idle states: POLL C1-SNB C1lE-SNB C3-SNB C6-SNB C7-SNB
POLL:

Flags/Description: CPUIDLE CORE POLL IDLE

Latency: 0

Usage: 163128
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Duration: 17585669

C1-SNB:

Flags/Description: MWAIT 0Ox00
Latency: 2

Usage: 16170005

Duration: 697658910

C1E-SNB:

Flags/Description: MWAIT 0x01
Latency: 10

Usage: 4421617

Duration: 757797385

C3-SNB:

Flags/Description: MWAIT 0x10
Latency: 80

Usage: 2135929

Duration: 735042875

C6-SNB:

Flags/Description: MWAIT 0x20
Latency: 104

Usage: 53268

Duration: 229366052

C7-SNB:

Flags/Description: MWAIT 0x30
Latency: 109

Usage: 62593595

Duration: 324631233978

£ cpupower idle-info I HZIFHHIERTHNIRESE, AR cpupower idle-

set HYRARMRE, BE, BARLLRA

# cpupower idle-set -d 5

5E, BFRERETHET 80 #IFAE CPU:

# cpupower idle-set -D 80
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11.3.3 {EF cpupower S RIZFIREGS5t

M monitor FeaPuILURENIRZZRH,, LUK BN BY (81 B N RYSMZEAN = (N R RIS 4
ite BRINEIFRA 1 %, ErLER -1 RER. TAEPIHAMRILNESR ARSI
THEREE — HP—LTMRRAITHIER, F—LETMBEHFFSEFIR. ATRAN SR T
KEEHMERS, EH8 cpupower monitor -1 AJLUFIHXLENSHTEE, BXEMISMEEMIH
BH, iE& M cpupower-monitor FM T,

monitor FanLENLEHITIHREITEN. ERFE TIEHRNAZAITSEGAITHITILR, 15
BB, Blan:

cpupower monitor db test.sh
{51 11.3 : cpupower monitor RffliEH

# cpupower monitor

|[Mperf | | Idle Stats
o (2]
CPU | CO | Cx | Freq || POLL | C1 | C2 | C3

0| 3.71] 96.29] 2833|| 0.00| 0.00] 0.02]| 96.32
1| 100.0| -0.00| 2833|| 0.00] 0.00] 0.00| 0.00
2| 9.06| 90.94| 1983|| 0.00| 7.69| 6.98| 76.45
3| 7.43] 92.57| 2039|| 0.00] 2.60| 12.62| 77.52

O Mperf 278 CPU T—ERETBIARY ISR, SFEINERME, LI, EXZER CPU
RTFEIRTES (CO) HEBMBRIRE (Cx ) NESEIE DL, BFESUIRSH BIOS E
12, FWTEREATERERINRE, EESEMEERFHILIESE L, REE@Ed
Mperf ¥E28HE HAFE CPU BOBTTIRME B

® |dle_Stats 7% cpuidle RIZFRANSIT. SHHFARBHTZHRE, AZHTSE
WXLE, HLb, HMEFRIERMNMRZOATFETRREEE—BATE, XLE
AlRESH RN EH.

BR7T ERTRGIFFMARR (—fg) mIsslsh, ErTUUEREMEREIFENESE. §

XFMEE, ESN cpupower-monitor FATI,

BT LR BN EMEERE, BTRREIXREMAAMXR, FHMETReNEN FIRE T ERHN
MR VI 113 RAJLIEER], CPU 0 RF=RRE (Cx BIERRIT 100%) , EHIBITMERAD
FES. XEEA, CPU 0 M 1 BUSIXREEE, XBHRERE ZEFEEMMRIK R
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11.3.4 {EFM cpupower B HEIEE

ZHLL root B9 cpupower frequency-set S FENYBIEE, inSHILES
EREATRAENR/NHERAK CPU MEE, HEIZMIETIEE. BEAIUER -c ETHEEE
ECRPLL R IREZRNIS B, WL AT IR N PR B QMRS E A — RS, MEZTRMAEES
IR E, BXEZHATAIHEIED, 520 cpupower-frequency-set FAm, Ik

i&1T cpupower frequency-set --help,

11.4 F5RIROREEIN

TIETERNB—LERRE,

11.4.1 P IRZSHIRIEEIN

CPUfreq FRZIR M P RSN ZMUAEI: S UEARRNIATSRZETIR. EmEFFRN
B/ EAK CPU i, SERENMATIESE.

BEGTIRES—NMETEE, B -9 &5 cpupower frequency-set &5,
Blan, BEBTUTEHS (U root B3) SECEMEREATSS:

# cpupower frequency-set -g performance

B EDHIAPER%RFENR/NFHERA CPU FiXRE, F9RER -d 3¢ -u &I,
o
11.5 &=

EEEBHA BIOS #%L?
2EA CIREH P RS, 15HME BIOS L.
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o BEM CRE, BHHEREBA CPU C K& HSEPLET, UEEZHBYSEIITEE,
o EfEF PIASH CPUfreq iBTIES, IBHAIRE A LIPS AEIRTS EETE LTI,

o BNfE P IRSH CIRESAIA, BalaEERE CPU SRR REHEIENER, MTSH
MEEXRE, a0, WMNRBEH pcc-cpufreq, MIRMERZREAEIH L LHIRT,
Mmia&E A UER R R. BRRILLRE, BILAE3 BIOS HEIERY CPU S, 1%
F RERRERE WRMED. £51%5, FERZNNIRIER, BIRF4HAN

E%RER M,

F+4k CPU BY, ESKE AL BIOS, BIOS FEREHT CPU REMTL#HE, LUERLL
=R LB NIRIER S,

EEEREXMHER?
£ systemd BE (BEN (BiEiEm) ,F21E “journalctl: &Eiff systemd H
&) RERX CPUfreq FRAZNE ML, HPRSIRE™EHIR,
MREIRERTEN LB CPUfreq FRAR IR, Ee] LIS AEIMNER L. Ak, 56
Fi cpufreq.debug=7 E/A5|S5%, LA root BHHITUTHRL:

# echo 7 > /sys/module/cpufreq/parameters/debug

X=
85X

o

S CPUfreq TERTHE T EZERIZRE! dmesg , XEEEHEITFHITIZH
LEMIINBIAEZCHE B ATREIR HIF R, EIIE N SIS R 7 R AX M

11.6 EZEER

FEEERERITHIZR (BMC) T &l eI M oL@t fRSS IR AR A Hth B R EIRAC B ik
o, XLERESHENHRNEEX, RERETHEEITICNER, EXFMAER, FSLM
IVt iOE S

Bx powerTOP BUIFAE R, 1EE N https://01.org/powertop 7,
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11.7

powerTOP I EEBNIRBIBEREAMNEA SRR, TEICABEMKLE, LtTERFER, RARE
R DEEFREN EICABRME ENEE, It TAXZHE Intel #1 AMD &0 3E28, MI—AgAXLEIT
1=

> sudo zypper in powertop

powerTOP £&5 T EMEEXRE (IBEFE0M. IREEIERF. RIZET. BAIEEIMKERS
RE2RV R B FISR) , HIREZHARXATEEXEERE, BUUEXREERER TEstT
B, ©¥% ncurses SiFHIET (BEN ) .

> sudo powertop

F SR LT T TRASH

iz
e
iz
THATES
HHE
eh
iz
Gl

iz

11.1:
powerTOP ZiRESH N HTML 1 CSVe WUTFRAIER T —MNB1T 240 FLaVIRE

> sudo powertop --iteration=1 --time=240 --html=POWERREPORT.HTML

FHFE—ENERETIHIIIRS T ESEER. UTRHEIT powerTOP 10 %, SXIiET
20%), HABREITEIEMI HTMLIRS:

> sudo powertop --iteration=10 --time=20 --html=POWERREPORT.HTML
X 10 NHEIERIR S :
powerreport-20200108-104512.html

powerreport-20200108-104451.html
powerreport-20200108-104431.html
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HTMLREME 11.2 “HTML powerTOP #2%5” HhFRR:

RYER

PowerTOP RR#x 2.9 iE{764iE : 2020 £ 1 B 8 H(A=) 10:45:12
AiERE Linux k7 4.12.14-1p151.28.36-default

RIEHT Dell Inc.O0HHV7N

CPU {58 8 Intel(R) Xeon(R) CPU E5-1620 v3 @ 3.50GHz

WE CPUSREYiEl CPUME #NMAEE ‘&GS %A = AHCI FrH

BiR: 1 MR/ R 046.9 RIEEE/F)  CPU: 8.5% (EFEE  GPU: 0 RIR{E/AD  GFX: 11.5 IRAE/®  VFS: 0 RIR(EAS

EENARNIRRE

L] %

FFEO wian0 BT e iw dev wlano set power_save on

REF] NMI BT echo '0" > Iprocisys/kernel/inmi_watchdog';

echo 'min_power' >
‘Isysiclass/scsi_host/hosi2/link_power_management_policy’;
echo 'min_power' >
‘Isysiclass/scsi_hosthost4/link_power_management_policy";

7 host2 B SATA iR IRERE
i hostd BA SATA s BIREE

B 11.2 : HTML POWERTOP iR$5

HTMLIREH “GuE” EM-RURRER TN “fTRASEH Em-REHEET B TFULEMER
RENGHT. HTMLIRERFIE&H<, ErRREERIE root s TEITME, I echo ‘0"
> '/proc/sys/kernel/nmi_watchdog' . ncurses #2{igfft Good #1 Bad ZEIHViE ]
R, %EFE Good RIBIT— M er<TRBATIEE,; &1F Bad MaXATI6E, BE—Fm<BRAME
powerTOP & & :

> sudo powertop --auto-tune

B55|SE, IEXEFREHI=EBE. EHRHITKAMEN, 15FA sysctl. udev T
systemd 75| SETIEENTH S, powerTOP 2 systemd RSB X /usr/lib/
systemd/system/powertop.service, LU TFam<fEA --auto-tune ETZEN
powerTOP:

ExecStart=/usr/sbin/powertop --auto-tune

£/25) systemd ARSSZA1, BFANE, URECRERBRGABNER, EHITFFAFE
USB EEMBEIRHATIRERIL, RAFMEBEXEIGERRMN, 555, EEAIERFEEMIZ
BRFINERS. ATELEMHITIHNECERE, B56EA awk ZEX HTML iREHRIE<:

> awk -F '</?td ?>' '/tune/ { print $4 }' POWERREPORT.HTML

AERUERIVT, powerTOP RIREZMETT, BIstXEYE. CPU. Wi-Fi. USBiR&MEEER
AENZ=NILE, Lbsh, BB, powerTOP RAIEMEIRAIRENSEILE:
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> sudo powertop --calibrate

ERI IR 4RI TERE, LURSRIAERMY:
> sudo powertop --calibrate --workload=FILENAME --html=POWERREPORT.HTML
BXELZER, BB

* powerTOP B B{iF: https://01.org/powertop 2

e £2627 “RGFITHIBE. /proc/sys/”

o (EIEEm) ,HE19F “systemd STIFER

o (EiEiEEm) ,$ 298 “ M udev #ITEIEAZIKEEE
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12 1R 1/0 £8E

/0 AE BT EHIF MmN /AL R R R EIEF= B850, SUSE Linux Enterprise Desktop &2
HESTRTIERHBER /0 BA (FiN BEs) . BEEAEMTRIEIRIFHE
7 1/0 BRI TR

SRR ESIERN I/0 BBEEENNEUR T LIRS, EEURTES. FliN, 81 ATABER
gt. SSD. RAID [%%skM&EEREF R AHFEZRREBHIERE,

12.1 I 1/0BE

SUSE Linux Enterprise Desktop 7£5| S =1EEXERIARY I/O AERERF, EaILENEMRIZHE
BB BRI E, fli, AIARERAS XNGE UK ERIBEMNSEIEERRNE %,

RIFSERDIRENIEHENEMREERRIA /0 BERRF. NRENREHE, Nk
BFQ I/O AERERF. HMiKEAIAEE MQ-DEADLINE B¢ NONE,

EENEREITHRAAPREIRENEREEE, BETUTHL:
> sudo echo SCHEDULER > /sys/block/DEVICE/queue/scheduler

itt4k, SCHEDULER 2 bfg. none. kyber @ mg-deadline HEfiz—, DEVICE @R
& (Bl sda) . FAR, WIMENEESISHEFRERE, EMFEIREHEITRAMN I/
O AERFER, 5% /usr/lib/udev/rules.d/60-io-scheduler.rules EfIZ /
etc/udev/rules.d/60-io-scheduler.rules , HiRIEZERIEBG—IXHE

12.2 {#H blk-mq1/0 BR1ZHIRIA |/O BB EE

EZ SUSE Linux Enterprise Desktop ERIFF A blk-mq |/0 BZRANIZENEHE XY
xo MRENBHREZEERESH, IFERAUTHIREXLESH:

echo VALUE > /sys/block/DEVICE/queue/iosched/TUNABLE

FLR&sS$d, VALUE @ TUNABLE BYERE{E, DEVICE EBRIgFE,
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BWERMIRE (B4 sda) EAMLEBEHEER, BEITUTHS (HAERNAERFIIE
HESH) -

> cat /sys/block/sda/queue/scheduler
[mg-deadline] kyber bfq none

12.2.1 MQ-DEADLINE
MQ-DEADLINE ELIERASMEM I/0 HE EF. MQ-DEADLINE EFLUTHEFESEL:

% 12.1 . MQ-DEADLINE "Jig&#%

Xf¥ UL
writes starved RS IEREUREM AR T NRERURE. B 3 RREHR

TENREZ BRI AT ZOREUR(E, IREBUR(HZIRAEREBYE
FEAENHITEE,
BIAMERN 3.

read expire RERBURENRGEARE (HFilE read expire f8) ,
LIZF A B,

FAIMEN 500,

write expire KESNRENREE (HFitE write expire
B , U= AEAL
ZINEA 5000,

front merges B (1) 3ZA (0) siima FHiaR=1,
ZINMER 1,

fifo_batch RESHHNRXBERY ((MOEHEFHARKMETE) o €A
LSRR S BEHEZ EISKIFE, WRIgEN 1 (BifE
H—MBRK) , MEFE “FLEXE 178, BEIGIERRE
&R, REEANEREREEELE.

135 MQ-DEADLINE SLED 15 SP4



X A
FAIAMER 16,

12.2.2 NONE

YNRIEFE NONE ¥EAR blk-mq 89 1/0 BBEBEIEED, MAKEREM 1/0 BERF, #E1/05
REEBLIEE, MABE—LH /0 BERE,

NONE 72 NVM Express i &EHEIAE. SHAM 1/0 BHEAETMELL, WEMASFEFHE,
WikA BB 2 ATIELESEIG & 1EE 1/0 IERFIRM S o

NONE &B IAS .

12.2.3 BFQ (FIEL¥PAFI)

BFQ BUAFUNSRNRAERF. HidN “BF CFQ RARSEX VIR G

= /O HEEE. B BFQ =m#EREELME (MUBKHIT) mAZRER. ” (E

BXR: linux-4.12/block/bfg-iosched.c (https://github.com/torvalds/linux/
blob/6f7da290413ba713f0cdd9ffla2a9bb129ef4f6c/block/bfg-iosched.c#L31) a)

BFQ AIFRIEAERREABIEZ RIESTEIK /0 Lk (BEHIE 83371 £ ionice 15
EHERIARRTER” ) -

BFQ EAERRFAEB LU T AR

#+ 12.2 . BFQ AIi&%

Xf¥ A
slice idle BEUZERNEA, EELTERRESKEE, UF/FHZT

B T—MER,
BIAE 8.

slice idle us 5 slice_idle 8@, BLARFI AL,
AINEH 8000,
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X A

low latency 2R (1) 3¥ZH (0) BFQ BYRIERIET, RIS ER
MR (B, NRERERD) , FEARFFRENER,
RINER 1,

back seek max mEEINEARE (ML KB REML)
BHAEN 16384,

back seek penalty RAFIHERGEIHE,
RINER 2,

fifo expire async HAFIRERDEKENNE (U2 HEA) .
FINEA 250,

fifo expire sync BEUZEWREN, IEERDIEKVEBH,
BIMER 125,

timeout sync EEENMES G B, AERHRSHNEKEE (UZE77H
BMi) o

BINMEN 124,

max_budget £ timeout sync RAHEHREERZHNBXE LR, NRILE
7 0, BFQ BEAZPIRIE timeout sync F{EITHIIEERE
HEH—ME,
RINMERN 0 (RERNENHIA) -

strict guarantees B (1) HEH (0), FE BFQ 15EMMFILIE, FRETEIFESRM
T E R R EZ R,
ZINMER 0,
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12.2.4 KYBER

KYBER BLGERAFMERY /0 BERRF. ERAEAUIKERIUEIENED 5 NEIERBIRE
B, FHERE /0 BERUSATFEXEBIREER,

% 12.3 : KYBER Alig&#

X4 HiEA
read lat nsec KBRS ERER, U AEAL,

AINMEZ 2000000,

write lat nsec BB NRENBERER, URT AR,
ZIAMES 10000000,

=1 =z g
12.3 1/0 RBERIA
A fsyne 2 EHAERSIRMIE, FLTERS (B B3 o Bxd) SERARESR
. SRESBSEERHFEN, UBRERSERIEAARESNES (BLmMEE—
RN . RS U R T e, RTINS
SRg e,

o EE: XFSHH nobarrier EREH

IFAR, XFSHY nobarrier &E5E2F A, B7E SUSE Linux Enterprise 15 SP2 #l
EERAPREEREHIAT, EAERIEEZITER XFS HEamSRBITEER XY
A%, AMHLEREXMR, BREREFEEEMAESE nobarrier A AT fstab
I,

AT LUER nobarrier HEHEAMEZRARIZE RIE,
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5. FHREANRSEEIERX
USRI R RHEER FERSNERN, 2RRMAESSETENXHRS
RFHSIBR L.
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13 FuAESHEAERER

HVIRIERS (5190 SUSE® Linux Enterprise Desktop) FRASRMEBITIFZES. Fli0, &
A ATE R XA 4 E U B F B AR R AR X EHI R IMNBER . XLEERESER
ARBITHLZEINNHEE, NTAESMESREMENRARR, Linux IXSFEEFR—WIA
HMEMESARAIARARR. XGEB TS HEREFNIERME.

THET#EET SHEBRAEMXNREEANT, HPENBTHEXESEEREFRRNEER
ERIE R, #7RT SUSE Linux Enterprise Desktop RIS AERRR, HiRMHT HMEXE
BRENEE,

13.1 &Y

Linux AZAFERIERSG LEBES (E#iE) WA, ESRAERER (BRMERIZEERR
[F) BRE F—RBZITHMESHAZANH. EARURESTVERRSRIR, LURIEED
FEHITZNMES. Eit, ERERZSESERERGNZOAN,.

13.1.1 84

ESREEEENELEERESRE, MRAFPEFESTABITIER, dIREEDFE—T
RIEEEIT. MRABTHIENSRBEEL T RAAPNIESEERE, WHIFFREHIZERRER
7o

Fit, RE#HEFREMEL (FEEL) , FEOHEERBERIET. BRAEEFRRE TR

BITRAT BN AR

gNRIFTIR, SEMAE Unix TEREM, Linux BRZESBRIERSR. B, ZMESAURNIE
1To Linux IBftFmBRYIE SEAESS, iILARREFRREMIEER M HE, XMabEERAe
fo M—FHERLAFRE Unix RAEIRM TiE HHZ1ES.

i
23

5
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13.1.2 Btak

RAIEXFEMHERERIE S ZARBITIHK, WK IRA#ERIE A, RniRftaE e
RUAMIERR AT [E) KA, B IEIRAE S, EERF AU ETHRNREME /AR, HBiLk
BAPHIE SR ER TR

13.1.3 #HIERTR

BERFETHRENNLACLHEHE, ESRAEEFEREARATEEENIRMNAL. &
BEEhAs M #HIZEEE—ME, RIBXE A1 #EELAER LIET.

13.2 #HESDE

BEREHENAENIT AN HED L, REGRAAXDFEEM, E—RIKAMFAEN
HITHE. XMFAEMNRIIRIL, EHFEEFER,
—MIAREEIED RN |/0 BEAFVIRZFER,
1/0 ZEE!
/0 RN /fahigE, FIMIRE. BIRRECENER, |/0 BEIAER A2 YE
ERERZIMEFIER L. effNEiTRks, EEEfRERE, FT=EESFFI/01E
KBYE iz,

IR EER
MBELZTF, AEREFEAESHNERENTAR L, BEIETIRAEREFESN
Iko EIAZIAESR /0 BERHERE, RILHEBTRRALUER, EEERER.

S—MEARKRERERHREI DN BTN A EM A #HR,
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o XEAHIBRAEMREITEERTEFR /0 BFXK (FINBEHEFRIE) L. FEREFLIUR
RPIERBRERERIHE, SUAFILKMFIRTLN, HEFERALYAN 100 2R, 7
NNARERF. XAgwERNEGLERFH2HUEAREHZ,

o HAMEHIBBEEREET, FREMHBN. HEEFEESNENDEBIRRINE
o ZHRIKFMER. HEFERERSIERAT XA TR EHEENEREIRA,

o LT HIBXEAAIRIRNUALARAE, FERREFFRIEXEHIZERE RS,
AT RIESIEAER TN AEF P2 LA #HZR AR,

13.3 ZERTFRAERER

M Linux RIZRRZS 2.6.23 748, KRBT —M#AERIBAEMNGTHNHE, T2 ATRERER
(CFS) /97 BRIA Linux RiZIAERER. BUtUMEAE TEATHMEUH, AEHRHNEEERT
RF2.6.32 fEEmANIZhRA (81F 3.x Wi%) B9 SUSE Linux Enterprise Desktop. EEIEFIF
BHARNENERS, 5INT ZIMEEHINEE:

BB
TR R BB B R, SRR, RRIIRERE,
REATRERS
FEPII% 2.6.23 TREINFHE 2.6.24 ST TV RAY CFS SiiRE MHRKEH “A
T BRI

LHZHE
Flan, MREREEITHEZNAPFHIEDH, U CFS 2R HNHEPES T HIEHEFENL
HRERATE],

ik, CFSgEBs RS HEMIREALLIAE,

13.3.1 CFSHIT{FRIE

CFS ZIHABNEETHESRIEQA TS, ATHRERTFENESEELS, EfATLE
WS, AERME—TERTFHNSIERERN, BUSESIRMEANTMERD, £H
B B RIS ST,
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L CFSAEMESE, E2RM “EPUsiTh” (vruntime), EFBITH T —NMERSBARZEES
7L ZE NN vruntime /BB MES . ERESIENETTIAY] (FREHRITRIHZAA K BTE]
%) FHESTEOEN, FIMRIE vruntime B/N\ESIAR RO AN E -,
ESHIRIT vruntime 5iZESHIMELRIER. SMFTRESH vruntime NEIDEE LM T
RESEIR, SHEMEMAFTELIER FIEITTERARES.

13.3.2 R#HEDA

M Linux RZhRZs 2.6.24 748, AI3F CFS #17H0A, MURIEAHEMAMNXZESRHELA T,
A, FENEITHESPEUMASEE, M CFS 2R HAXELAEMAZE N ABITHESR
HATE, BERFESZHAXELAFHNEMESREL TS,

NiZAEREF AL EERERERAIETHNESDE. BXESER, BERE 0= "Wizix
HA” .

13.3.3 AZBCEED

TR LLBE AR E RIS BEESRERFITANEERATE, REXLERTEFAZEIRT
BH—E7. BTARERIRER—ERES, BT AXERITICTER, EIESEHEX
HIE BRI,

25 AEmE
NRIETEFHIE SUSE Linux Enterprise Desktop FEMiFIRNIZ EiBfTiZ R4 (Flgn, EBFK
EIFNRIZ LEIETT) , BREELEBIZIFNF,

13.3.4 ARiB

BXESHERBIXEEERERA—ERARNE, EFEAEXLERNETGEIERER ST
MiER. TEHREPHN—LERE:

3ER
BEEETHHES KRRITIZHIZ Z BRYEEER,
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RIE
BE U T ARNRENESIERZ ERIXFR !

gran = ( lat / rtasks ) - ( lat / rtasks / rtasks )

Hrpgran RnKLE, lat RINER, rtasks BIETEIEITHIES K.

13.3.4.1 FAEZFE
Linux A HFUTRAESR:

SCHED_FIFO

ERTRHNEXEENAEFRAERE, R Tkl HERE
SCHED_BATCH

EATF CPU ZERESHIEE RS,

SCHED_IDLE
ERTIRRRERESRIRERES,

SCHED_OTHER
REDHIZERABIBIA Linux 77 B EESRES,

SCHED_RR
5 SCHED_FIFO M, EERBIMTERBAERZE,

13.3.5 fEMA chrt BECUHENLNEG

chrt SLRERORSITHHENINAEREY, HEEREENEBMEITE NG, &R
LARER S A 2R3 A2 A9 VA B SRBE FI L S Ro

FELUUTRAGIA, AT PID 79 16244 RUi#iE,

BIOFNEESHENEY, BRITUTHS:

# chrt -p 16244
pid 16244's current scheduling policy: SCHED OTHER
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pid 16244's current scheduling priority: 0

EXHERIGERIAE R Z A, FEREESMREREZNS/ N IRAERMER:

# chrt -m

SCHED SCHED OTHER min/max priority : 0/0
SCHED SCHED FIFO min/max priority : 1/99
SCHED SCHED RR min/max priority : 1/99
SCHED SCHED BATCH min/max priority : 0/0
SCHED SCHED IDLE min/max priority : 0/0

L ERfFld, SCHED OTHER. SCHED BATCH. SCHED_IDLE SEB&(R ATk 0,
SCHED_FIFO #1 SCHED_RR BYf5c4R =T /9 1 & 99,

1§ 8 SCHED_BATCH BERER, EHITUTHS:

# chrt -b -p 0 16244
pid 16244's current scheduling policy: SCHED BATCH
pid 16244's current scheduling priority: 0

Bx chrt NFAER, ESWHEFMIT (man 1 chrt),

13.3.6 fEM sysctl #7741

BFEETNOENERRNIZSHE sysctl FOSINTEENTE, ErALBIXETEE
HMESZSFEEEFNAINITH. sysctl BB ZIFERE B, ML root BHEMSITLERNFR
BLUT@HL,

EMNRZTEREE, BRI

# sysctl VARIABLE

BIRE, BRI

# sysctl VARIABLE=VALUE

SRR E SEERRFEXH sysctl TEMFIR, BEM@MAN

# sysctl -A | grep "sched" | grep -v"domain"
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# sysctl -A | grep "sched" | grep -v "domain"
kernel.sched cfs bandwidth slice us = 5000
kernel.sched child runs first = 0
kernel.sched compat yield = 0

kernel.sched latency ns = 24000000
kernel.sched migration cost ns = 500000
kernel.sched min granularity ns = 8000000
kernel.sched nr migrate = 32
kernel.sched rr timeslice ms = 25
kernel.sched rt period us = 1000000
kernel.sched rt runtime us = 950000
kernel.sched schedstats = 0
kernel.sched shares window ns = 10000000
kernel.sched time avg ms = 1000

kernel.sched tunable scaling =1
kernel.sched wakeup granularity ns = 10000000

BER, WU “_ns” M “_us” EEMNTEDFHET AT A RMNE,
THRHETREEXSHERR sysctl HFZENSIXR (fIF /proc/sys/kernel/ H)
MiE 2R

sched cfs bandwidth slice us
fEF CFS MmEaiEHlet, LbBMAITH MESRIEHIA R BMEXREITASIRET TR
B (FE) . BEBRIMERIUERESZEEARZLR/HFE, BERKERRLD
ZiXF#H. S Whttps://www.kernel.org/doc/Documentation/scheduler/sched-

bwc.txt 7 o

sched child runs first
WRENFIERDBEHITZRIET. KISHKERN 1 BAFEPNFRERERT
BHATRIN FITEF o

sched compat yield
TR RFNESBIETMIINERE IENFNREGH) , BAIBO(1) AERERN
F&h CPUBF1TH. BMTENRREA BINSE) B, @dL FHMHESITIR,
&% sched _yield(2) syscall iTANNAREFRIEESRKGHERS. Z3—FHHE, Rig
XA ZEIMETIRR A LR, mAARRRESE TIEAHGHKINE. FXIEERIMME
BE TEEEY, A ERALLTE, BIMERN 0,
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sched migration cost ns
B ERITEEIZKEE, STEIBRARPRENMESAN “GEARAR” . A
R ESAKAIERIEES— CPU, REARMTERTLURIMES TS, FINMER
500000 (%))
NREFEEITHIZEN CPU ZREEI T, BEIA/NEE, REST FIMEMTE
CPU (TR BBk, BRIRIERILE,

sched latency ns
CPU ZERESHNBENE SR, IEALTERIEN CPU BERESWEE R, E5H
BiE) A 2 HIBE R BRI A F D& -
el = EERE * ((ESRINE/ESTEETITPRIENE)
ESHINERURTFESSHY nice KFIFIAERES, SCHED_OTHER ESH&/IMESINEN
15, XM TF nice 19, IAESINE/ 88761, XM TF nice-20,
BHEl R REE A EIGIMMmE /N SrETESHNEBET
sched latency ns/sched min granularity ns B, IR
number_of_running_tasks * sched min granularity ns. fEltZal, TIHFETF
sched latency ns.
EREEENFITEFRREMIRESMAER S THRKNEIE, BALEEXEM
B EEMRERES ZAIZES R EEFERNIE, FLLSIENM CPU BRERESHNRAERFLE
iR, ERINMER 6000000 (FHFL) .

sched min granularity ns
CPU BEARESHR/IMELHIE, EXFMESR, 1580 sched latency ns. FIAE
73 4000000 (#FD) .

sched wakeup granularity ns
MREEIS KIS, AT ERRNREES S, NMARITERERESHTI. B/ LT
EAEEEXEREESNREEIEEMNETE, LEEIRTEEAMRMFEAGHINS CPU
BEAH TSI, BIAER 2500000 (HFL)

Lo REEHNMEENEE

REEET sched latency ns N—FRESERAFA=LEMREEL S, RIIERARE
SR EENS CPUBBRHRLERS.
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sched rr timeslice ms

£ SCHED_RR S #IE HH B FESTIRKEZRIAIBEITHEF-

sched rt period us

MELIHESHEIRHIRIATEIER. FAINMEH 1000000 (FHHD) o

sched rt runtime us

£ sched_rt_period_us BYBIEE D BC4a SEEHMESHIE T IKEN -1 R2A RT wE5E=ES,

RINBERT, RTIESESFAIAEHFE 95%CPU, HEMFEIT 5%CPU/F) (5% 0.05F)) i
SCHED_OTHER E531ER,. ZXIAEA 950000 (FFHFY) o

sched nr migrate

EHIARIM AT ELIERTZRES . BT FEGIERADE (softirg) RIIE
RTEERIEITATI, ERRIERSREHMESRY IRQ IER, AL, BRI ERESIEAKRE
SCHED_OTHER Z2/YttRE, MM IEMSKEMESSRY IRQ B, BAIAEN 32,

sched time avg ms

S HATIRE TR RRESEITREIN I EPMKIERIER. ZTIIEREEE CFS
HAETFERE, HIER CPURESRARINESHEICREE.
SHHREREERAEE LS TEMHAX, ARURTERESHSITRRNETH
KERAZE.

1337 B RENBERERST

CFS FEM 7 #ratgag B A RE, FHREETRSEIHER. HEAXGERME /proc XHE&
4, A cat I less LRI EXLEXH, THEHIRME THEX /proc XHNFIRKMEERE
AR

/proc/sched debug

148

BETMESEERFTHNRMEDREZE (F2IE 13367 “EMA sysctl#iT
EITIR0OET ) BIEEIE. CFS 4eit, LUIRB XA AAER FRETTRATIRIER
(CFS. RTHIREHIR) . IIMNESEREMLESE LIZTHESHE. ES58TRHM
PID, UNBERFRENSIT. RAETHE tree-key 5, HaR T ESHEMNE
TR REFERZRIRNR, EAERNPRIRIEENAETIETES#EITHF. switches
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149

IR ERE (BiEFERERE) , prio BEABHEHEMALK, wait-time
ERTESHFAENNE, &E, sum-exec 1 sum-sleep H3IFEit TESTELIE
2 EIETTIHE ST RIS Z26E (UAF REAL)

# cat /proc/sched debug

Sched Debug Version: v0.11, 4.4.21-

ktime

sched clk

cpu_clk

jiffies

sched clock stable

sysctl sched
.sysctl sched latency
.sysctl sched min granularity
.sysctl sched wakeup granularity
.sysctl sched child runs first
.sysctl sched features
.sysctl sched tunable scaling

Cpu#0, 2666.762 MHz
.Nr_running
. Lload
.nr_switches

[...]

cfs rql[0]:/
.exec_clock
.MIN vruntime
.min_vruntime
.max_vruntime

[...]

rt_ rql[0]:/
.rt_nr_running
.rt_throttled
.rt_time

.rt_runtime

64-default #1
1 23533900.395978
: 23543587.726648
1 23533900.396165
1 4300775771
: 0

: 6.000000

: 2.000000

: 2.500000

: 0

: 154871

: 1 (logaritmic)

01
: 1024
: 1918946

: 170176.383770
: 0.000001
: 347375.854324
: 0.000001

1 0

: 0

: 0.000000

: 950.000000
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dl rql[0]:

.dl nr_running 1 0
task PID tree-key switches prio wait-time [...]
Roccl a7 oesvER 197 120 000060 ...
/proc/schedstat

ER5YUFIBETAIIBXNAIT. BINEERFIA BEEANIESEN SMP AT ES 1T
RFmBRRA AR R, 1E#iE /usr/src/linux/Documentation/scheduler/
sched-stats.txt WARBAXRTEFHAEE,

/proc/PID/sched
EREXRHENEEEFEEREID (PID).

# cat /proc/$(pidof gdm)/sched
gdm (744, #threads: 3)

se.exec_start : 8888.758381
se.vruntime : 6062.853815
se.sum_exec runtime : 7.836043
se.statistics.wait start : 0.000000
se.statistics.sleep start : 8888.758381
se.statistics.block start : 0.000000
se.statistics.sleep max : 1965.987638
[...]

se.avg.decay count : 8477
policy : 0
prio : 120
clock-delta : 128
mm->numa_scan_seq : 0

numa_migrations, 0
numa_faults memory, 0, 0, 1, 0, -1

numa_ faults memory, 1, 0, 0, 0, -1
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134 EZEE
TIFEAEX Linux DEESAENEENS, BUES MERRE, FERLP—LAR:

s BXRESFSAERFZZBAANNE, BSUHEXFMIT (F man 2
sched_setaffinity) .

e http://www.inf.fu-berlin.de/lehre/SS01/0S/Lectures/Lecture08.pdf # iR T H*
Linux AERZF REEMB L6 BiHEE,

* I Robert Love 2%/ Linux Kernel Development (Linux R#&FF%) (ISBN-10:
0-672-32512-8) REFHIBEAR T Linux #IZFEE, 1BEE MW https://www.informit.com/
articles/article.aspx?p=101760 2,

* | Daniel P. Bovet #1 Marco Cesati %89 (Understanding the Linux Kernel) (7 f#
Linux N#%) (ISBN 978-0-596-00565-8) H3EHE £ mEMBEIA T Linux AZBI R ERLEH.

e /usr/src/linux/Documentation/scheduler THXHFEESEXRESZSAERRFN
FEARER.
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14 HAREFEEREFRY

BTENMRARNZBNAEEERTA, BELERANTRETFRERSEMFRERINES
o

NEEEFRABMANENREFERSE, TXHZA “YM” . VM BERREEEMNAZUK
RPEFIYIERRF (RAM) DB, EXHTANAPHEREEMREFFME (A Linux i RE
I POSIXAPI#ITER) . &f&, SHRAEREN, VM AGTEBIEEEFIME “ER” W
F R RAM,

WENHE VM BETRNEEEETENFAERE VM EF. VM EFNEXBIrERAEE
HUR D SHRM X R G RF (BERNSXGRS) £/ I1/0 FiH. tEREZTE#R /0 5
LAEGFBIRR TR S 1/0 KSLH

XEEFRREEERHERIARNT. EENERRNFAIRNAGFEES, FENTRNIET
MEER. B2, MRBIRNEFEFAENER, BBEEFIREANTT.
MNFRENTEAHEMNS, NRELEMBMAIE —FEMRERAEH R RS IUEEIIR
REFHRR, E_AEEBIEARARSERIEEFNEERN.

&a, ENEEHNMELEAHAS, IRAITNARFETESHIZSLE, B HIER
HEEIXHREXIHEFIETT, W VM EFHRRAIER . AEFHELEZAS. NRNA
BFANBEDEETXEHET, WEFEATKRE VM EEFHNRIARGFELD, B2, EZHH
EMAIZF REERE B EANNSUESNEERNIT I/0, RILAILEFHFIAZ M.
FEHTIHET BERERERR,

14.1 RNERA=

—fikmE, AEFEDENSN BE” A “faE” ) o “FEET 5 AR .

14.1.1 ERZRATE

EZAFEFEREREN#ZATF (Bla >malloc()) . BERBAFSAEUKA, %W mlock
5B A BRI B FHRE SR ERRFUILTANRIRK, AR aEW. BFD
ECAILIEMRICRIRE, 32 1/0 (BERAMBITT) HMERFELLTIEE 1/0 BRI,
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14.12 Ti%TF

SR BT, MR SRARECIHE, NAREEETESS, NRNAENEGTE
B, WRBSHTEMBARMESE, tmpfs IRZREREHATIREES,
BAXHE, FYESEREENEET, ASESONHARNE (EERNSEES) .
W EAMRSENRIEN, ZRMN RSN Tl FETRSATMEMITY =
B T MHTAEARRE, AUEKEENRERT, REFEEREE, REATISAE
BHEER, ARG LRI,

1413 EhXER

XEEATRIgE (U0 /dev/sda) W—MTIEE. XHRGEINEER ERTHIEEN
(fl40 inode &R, HECMIEF) B, BESEREHIXET. IUGEWREF—FERESH
X&Fo

14.1.4 AKXk

FPXLR MRS, FERENRNEFNOEN. MRTEFNHEFXEEFR
BEEM, @R LUEMRER,

14.1.5 E[g

LN ARFEXHHRENIIER, TEFSTAREN, MEAXKEFIEESTARE N,
HRENAESERIEEHNIHE (UFTHEM) (vm.dirty_background_bytes). SEZEHXK
BEANAEFEESEAREFEZHERNSELE (vm.dirty_background_ratio), SEHTAFERENRK
BB sERE] (vm.dirty_expire_centisecs) Y, PRIZEMEBERETARE NI HEFIA
ERNEE,. EEFPHMLLEREERN, KEEF—IIEEE—1. RIFEFLZEETES
WITER, AFNBEFHSIEIT. R 1/0 BFR LNAEFRIEFEAREANNHEE, #8
RENSUEREIXRBIZE (vm.dirty_bytes 8] vm.dirty_ratio) , MIGFFAMREINAIERE, U
B LERE NSRBI I (B,
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14.1.6 Fli

VM S M IHEREH FTRE S AT T, FURSRTERRIFRAAITNSREE M R G352ET
BITUERFT. ERLLINRERILUERRERM I/0 BREMEEKR (MMREME) o HAIEEI/O0 L
EERT EIEETAEFIEHITI/0) -

14.1.7 VFS 41z

14.1.7.1 Inode &7%

XEETXMHRY inode FHMHIRNEFERERE. BEXMAR/N. NIRMFABNUISEX HEiE
BUtEH FRE .

14.1.7.2 HRINZER=F

XERGFERIBIANEFRETF. 288M OXHR) « XH5IAB inode, LUKkFH, &HE
REMRIGAVRF R R ERILER,

14.2 B/ LHER=

14.2.1 B’V malloc (ER) B=

5|HRRas#BEL, SUSE Linux Enterprise Desktop 15 SP4 bizfTHIN AIEF R 2 ECE 2N 1%
XERA glibc ERERAFTEINFRSERERINTH. BXXESHWNIEA, FEL
http://www.gnu.org/s/libc/manual/html_node/Malloc-Tunable-Parameters.htmla,
EME S5IBRRAEMMIITA, B M_MMAP_THRESHOLD i€ &} 128*1024, Ak, BILAME
F ZFEB mallopt(), HETEITHNREFZHIIKE MALLOC_MMAP_THRESHOLD If5%

il

o
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14.2.2 RV RZANEFFE

EREFARHE, RA=BMFEAIRRNAZAT (LREEF) . EASOAZRELE
BIRgER, TeANZER—TTIEREEMN,
BRAAZEIELRHENERZBDAZRAFERE (RDHEE. B TANXHNEET,
FF)

14.2.3 REFIEHIZE (RTE cgroup)

NRAFERNTF cgroup ThaE, AILUBETERZEF 1T EIZ1E cgroup_disable=memory ¥HX
i, XA]LAFERUR DB AFERE. B UBSHeEMEE, XEFENHATF cgroup AT,
BMEERECEERIAE cgroup, RF=EVDENSHITFH.

14.3 EBINAREEESE (VM) T[S

0E VM BN EDE, REBARE—ENEA SR IIERSUNTENM. MRITERHE—
RPHEZL, WETHERANREBSZERANAFR, EREFHTAIRSELENEXN,
EEMFH TAIERMAERETLE,

14.3.1 [sl4fEE=R

/proc/sys/vm/swappiness
ITHEH AT EXAZREEZRNFNENEE B FREFEMHMER) . GMtE
IEINAHE. BRINMER 60,
I 1/0 BURRERFELLEA 1/0 BER1E %, B, HRRLEREEFEINNMEAAERE
BAFESRS. Nt m#TE ST,
WMREMEE T MBI ERMEIER, HIFNEERBNIESE, NRBIAEN /0 7F
HEBERRPHTIEFERL/), HEERSTARENKRNARER, BINLERTRENE
E3:128

HAR, RENSIERSZ, RAATLERN TERRABUEFIEREIRERK,

155 B RIZAREFFH SLED 15 SP4



/proc/sys/vm/vfs cache pressure
kT & A FIERIRZEW A T4&7F VFS RFHRNERESE X FREFNKHR) - 1M
IHE=IREE VFS ZEFRIRE,
AR E AT BY N S L EFHITER L IRAEME, Ree@d iR ¥k, slabtop #5<
(procps RHEN—ED) ERRZFAEANHIREFNNRENR. vfs &7
& “dentry” # “*_inode_cache” 3R, MNRXEWNFBHNAFEERTREEFMNS
B’AR, SITFNEIRIEMES. W, ErIaeEB TR, BRIAMER 100,

/proc/sys/vm/min free kbytes
IESEHATERIRETHEE “BRF DEZANSHME (BEFFLW ERANRNE
2, MRIEFARNET RAZENRNERE, SNBERERELSH EEBTHRANARE
FMAERS BN AZERF) . NMRASHMELHIR “TTWHERN HESMERRER, AL
FEE AN min_free_kbytes, BEIfFIREK. MNIRXLEERDHIM, MEEED. FRIA
EEUAT RAM £,

/proc/sys/vm/watermark scale factor
BHmE, IRARESAE. K &IKFE. NREFUEKT, U kswapd SMREELITER
SEIWATF. ERRARFERIIEKTEZE, Ea—BHATBRERS, HEXINEKTERN, &
RAEEFREHHERAE,
watermark scale factor ENXEMEEE kswapd ZHIT R/ RAFRIRNRNEE, UK
£ kswapd BEEIARERRS ZAIHERRZ VNF. BURAARZ/ . FRIAE 10 RIRKFE
BHNEERT =/RAFPAIAARER 0.1%. f&AEZA 1000, KATFEH 10%,
B S H A RERNEEEHEEREWRESHNIERE (B /proc/
vmstat ARV allocstall #I#f) B, FEHE, WR kswapd =ZEIREE (H
kswapd low wmark hit quickly #I#f) , "IRERTAN T B IEHEMRE A FARIDIEL
Ko

14.3.2 BS[EZEH

M SUSE Linux Enterprise Desktop 10 744, BE{TAN—MEBEENE, EFXHH
mmap() RELXEERERILEAANREANANT (AIH#HITEER) . MEMUE, XEREFSH
JHMETEIT msync() RRARNFRTFEREEAT, AF#HITEEL

dn
[o]
W
W
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S FRARRE 7S B mmap ERAIT LA SBT3 ATAE N A T hs. SRS EILLERAIR
BT AR B T

/proc/sys/vm/dirty background ratio
XESUARAEFEESEIWAFEEZERNE D, SREANREFEEILE DL, B
BB ABELRIRE ARNF. BIAMEN 10 (%)

/proc/sys/vm/dirty background bytes
tEHE S EERZRIMIER ZEF RS RN FMATINARE NATF
£, dirty background bytes & dirty background ratio MI¥ESE. R
REHPHN—, WB—PSWENRE 0,

/proc/sys/vm/dirty ratio
5 dirty background ratio EMHBEDLHE, MRBILE, BES NNEEFHN
RREFEHEMEL, HEFRZESRIFREFZIZRLDREANAEZ, RIAMEN 20 (%),

/proc/sys/vm/dirty bytes
XX HEFINEIESHS dirty ratio A, RAIEHEAUFHAREMUNRENARF
2, MARAEWRENES L. BF dirty ratio # dirty bytes =HItBEIIIAT
&, NREEEPN—, WS— I SWEMEE 0, dirty bytes RFHN&/IVE
AR (UFTAREMA) ; EERTLESINERR R, HRREBIERE,

/proc/sys/vm/dirty expire centisecs
RERERFARS NRSEI BRIV ESIETE T —RRERFHIEFLEN SRS Ho KUY
BfRIEX 4 inode AVEERETIEITR, ALk, @I %EREN, B—XEPNESPREANTR
WEEE No

dirty background ratio # dirty ratio EERETREESEITHN. NREMNX
LBE, SEESZREANAFTERAAPRBEKNE,. RAFRTFHNEREANAGFES, BIEE
5o /0 MR EEN I/0 RAKEESELENNSMB R, BZ, IRATFEZHREARN
7, SRELWAENAIRESIEMIER, XESFESEIFIHMEN, EREERMETREER
( “BAFI") o
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14.3.3 SUSE Linux Enterprise 12 5 SUSE Linux Enterprise 11
Z I8l 1/0 E AN BRIER
RAEMARFRAEAFHREENFTESNEENETXHEER DL, XATUBERARHR

BETS D ECFT R EIBLEIR5ER |/0s I FREARSHEERNE ANNRARNEFEH
vm.dirty ratio (/proc/sys/vm/dirty ratio) ##%l, EMAERN:

40
20

SLE-11-SP3: vm.dirty ratio
SLE-12: vm.dirty ratio

£ SUSE Linux Enterprise 12 RERRELLEN T EMRE, ERERENER T UERM
SERX IR EE, ANRELZMMEFHEEAINERRE. XBRSE, NRAS LB
EEENIAREYE, MEIAERT, 7 SUSE Linux Enterprise 12 52 EFREAYEY 8 EL7E
SUSE Linux Enterprise 11 SP3 E&E/b, AZHTIERHRIEIAILTN, RANAEFER
fsync() AL #HE, HEBHIBEZAREANNREEREIR, FAZIPRE,
BREEFEE—LEHIMER. NRENNARFZILZMm, WEENREESHREIMEF. B
IESEN FARRF B AR EIRE NEUELLRRFINEMm, B8EM /proc/PID OF APPLICATION/
stack , MEBNHAREFIEEE balance dirty pages ratelimited EfEZRAERT(E,
INRMRENXER, MEXSH TR, B8 vm.dirty ratio {EENNZI 40 L& SUSE
Linux Enterprise 11 SP3 174,

BESHER, TIREAME, BKI1/0 BHEHREMEREN, E—HXFNXET I/0 HENPATIRET
I8

THIRGIER dd LS AE 30% NAGFENER, HRENFZE vm.dirty ratio A
BN N

# MEMTOTAL MBYTES="free -m | grep Mem: | awk '{print $2}'"

# sysctl vm.dirty ratio=40

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
2507145216 bytes (2.5 GB) copied, 8.00153 s, 313 MB/s

# sysctl vm.dirty ratio=20

dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
2507145216 bytes (2.5 GB) copied, 10.1593 s, 247 MB/s
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FAR, ZERSEMTRHLTAENEE, URIRENIEENEE, NRIRE
dirty_ratio=40, RZSEFEZMEATREEANEE. BFLER, EXRMER
T, 1/0 BRERERS, FEHERTEREZA dd FF RIS

# sysctl vm.dirty ratio=40

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
conv=fdatasync

2507145216 bytes (2.5 GB) copied, 21.0663 s, 119 MB/s

# sysctl vm.dirty ratio=20

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
conv=fdatasync

2507145216 bytes (2.5 GB) copied, 21.7286 s, 115 MB/s

BAR, dirty_ratio FMAAIFAZEMEMRRNE, BESSHBEATHERR.
b, dirty_ratio AZEEFM /0 t6E, BEARIFEMERBDINER TURTHATE
NI TR EHRVINEERE,

14.3.4 FNRZSE

/sys/block/<bdev>/queue/read ahead kb
MRE PRSP HIZRINFEZEIE DX, AZSEANIRN—LEE8E, LUBDHIZEFR
$HERIFERYEYE], (RATIRENRISSIREIEERIRIE /0 BELEN “BAF BEEMSITER,
IESEHATIREAZIEZR I X GENRABIEE, NRELAMMAXEH#ITAEEFIXERY
HEARBIR, AIASHIEBINIE, BEAKFIESBIURE? (AFMIEMNEFEAIA
ZRIREIN) SKitEE T (AANFEARENTAI/0) . BIAMER 512 (KB).

14.3.5 FEHATISE

FFABEEAATI (THP), AILLUBE#HIZRFMBHE AT, HE®I khugepaged RNIZEERK D
BCHEREI LU #H1T. WA EARETEAR hugetlbfs FohBEEATHN D EMER, THP WHFF
REZAFHRXNNTEAREER. EETRAESERNF AR SR IR, &8

BARIMITEEERL T 1000 2.

St
W
W
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ERLEFRTOEFIRE THP. BTFREREIK, REHRRNELAEXNIERETES
fEF THP, g0, WEEBTRIREE(ER 2 MB REM AR 4 KB RAESMEIR, RATHIRAID
WeBl, 7EETF SUSE Linux Enterprise 12 SP2 BhfiaAs £, =id53EC THP BY N A2 Al Re = KAY
B FEHIRES, FLEMBELINEZR THP 1%, *F SUSE Linux Enterprise 12 SP3 {1E &
hfeZs 7 8 #TITAE SN

AJLLEE transparent hugepage= WiZSEE sysfs Bo& THP 89179, a0, mILLGEE
AINAZBEL transparent _hugepage=never , EJiE grub2 itE, AGESISFREZEH
THP, ERUTHLREEEERMA THP:

# cat /sys/kernel/mm/transparent hugepage/enabled

always madvise [never]

MREZH, B never BREAESH, AL ERGIFFIR. WMNRIEEE always,
BIRAEHENERAHER THP, BURSEXRK, N=ZEM khugepaged ., INRIEEE
madvise , MISANARFENIEERMULZE] S E THP,

/sys/kernel/mm/transparent hugepage/defrag
kS A FIEHIEE THP BN B2 FAIEMN TEE, 1E32%F THP #Y SUSE Linux
Enterprise 12 SP1 fIEKMRAF, always BEHIAME. MR THP FAA, WARFRE
RMAFHITER IR, NMRAEFEEAKHE THP AAH, NAEFPEIREILREKR
EEFMR,
& madvise RRNNENAREFENIERE, THP KEIERA SHITHAEIE, X
SUSE Linux Enterprise 12 SP2 F1E SR AsAYERIAES
defer {i&MATF SUSE Linux Enterprise 12 SP2 1B &Eikds, ¥R THP ReJH, WHARE
FRERAER/NT, E2MEE kswapd 1 kcompactd RZ&REUER S XNRNEH#IT
22, #38H khugepaged HEB2ES THP,
R THP ReJ A, BARSHITEMEMETE, RE—TED never ¥R/,

14.3.6 khugepaged &%

 transparent hugepage i&& always 3 madvise BY, khugepaged =BTIBLN;
HEIGE N never BY, khugepaged =BzhXH, ®E, khugepaged LIBIEHIMEIZTT, B
Bl LATHIETT A0
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/sys/kernel/mm/transparent hugepage/khugepaged/defrag
0BE=ZH khugepaged , BFATEHEEEHIRIER THP, WFZ&HTF THP, BRERR
7£ khugepaged ZiXEH N ARFRAFAER RENEFIKRIERBURE N BZFM
=, ZH khugepaged FIEE+HEE,

/sys/kernel/mm/transparent hugepage/khugepaged/pages to scan
k=8 A Fi=H] khugepaged EHERPIEANTIE, HERSIRFIPIEHHE I THP #Y
INDL, IENNILERIERMEFE 5 E THP, BRHNE CPU AEHS.

/sys/kernel/mm/transparent hugepage/khugepaged/scan sleep millisecs
SEREHE, khugepaged Rzt &EIEENEE BIfRRBR—E:ETE], LRSI CPU A
£, BUNLERERMERFSSE THP, ERNE CPUBEAS. 187 0 B RGI4HLEE
1.

/sys/kernel/mm/transparent hugepage/khugepaged/alloc sleep millisecs
S A TFiEHIH khugepaged TEEFEDEC TPH NEARIRZ A, UZERF kswapd
#0 kcompactd FEUETE.,

khugepaged NE RS/ DA FI4EERMIE, BT /usr/src/linux/Documentation/
vm/transhuge. txt FHEENA T XLESEH

14.3.7 EHfth VM &%

BX VM a2 HNTESIR, 580 /usr/src/linux/Documentation/sysctl/
vm.txt (R%E kernel-source RFEESEMHILXHE)

14.4 S VM 1T
—LERTEBB IS VM (T AMEE T A

1. vmstat: It TEIRHERX VM IEERITIRENEIA, BXFMAEE, BEILFE 2117
“vmstat” .

2. /proc/meminfo : WXHRERNFERUERNRA, EXFMER, BENE 2.4
“VFHARNEFERZ: /proc/meminfo” o

N

.
T
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3. slabtop: It TEIEHBEXRZ slab AEHAERIFA(E
Bo buffer_head. dentry. inode_cache. ext3_inode_cache ERFEEF, NHE
procps FRIE T ItkER <,

4. /proc/vmstat : IEXXHRHERER VM ITHRIBBH, FRrEE&ERNRERNE, F—El
KR, REFEEREHIE /proc/meminfo A, HEEAIHLARFURGFARE
Mo ARMBRAMA, FELEMUEXH—ERETE], DUMBETLIER, BEMEMRKERN
REZREERERMT:

pgscan_kswapd_*. pgsteal_kswapd_*
XEREAAREBBhARFKLE kswapd EHEWBITIEL, XEERELERETEE
BALCIWE, RUERERERALETENIEKRAT, HAIRRHINEZ, BERHX
LR R ERER,

pgscan_direct_*. pgsteal_direct_*

XEREDARSNAEFEZERREHFRKRNTIE. tE#HFS5 allocstall it#kss
AOIENNAEREL, LEELFLE kswapd EEHEEE, FAXEEHERHRELTFEHR
o MM ESRETNIZES kswapd LIRS pgpgin. pgpout ELEEFN/FHER
=07 pswapin 3§ pswpout X, RRAKETLZH™ENE 7.

B LA(E R BRER R SR IRBF (S 2o

thp_fault_alloc. thp_fault_fallback
XTI T AERFEZSECH THP 218, UK THP Au] ARVRERFER )
R E. —EmE, FRIENAERX TLB EAHIFEHE, BTUREHNEERREL
=19

thp_collapse_alloc. thp_collapse_alloc_failed
XLEIHERX . TF khugepaged S ECHY THP 28, LUK THP Re] AR EFME
F/NTIRRE. BRENEIERRERERACKA L, BMENAEFHRNEFAERT
THP, BAZMER THP, ¥ TLB EALRBBRINNAEFMNE, XSMA—E

o
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compact_*_scanned. compact_stall. compact_fail. compact_success
B THP HERACHER B, XLIHEEErTERIGM. SNAERFEIE THP &
BIALEEHEY, =EM compact stall. FIFRAVITEZEITAITHEHIDIE, UK
PR INEN R I BVRE i B IR R4 £
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15 ROREMLE

MEFRRAIFBESR, HMASAERAREE LIURTRARNERARURSHIMNIAZE, 5
SOPLE RN B P IR EEE AR (XA BREEREMIK) o Linux RREEERZ RN
IR, MARRAHNEELE, HREFARIFRE e, ELURSERE.

15.1 AIECEMAREREFERAX

MBIERAIEE _L&RBT TCP/IP AR — M EREFEORKILER; BX TCP/IP RIF4E
B, BB (EiEEm) ,£238 “BXNENIR” o Linux IZBIERFRIXPHNERE
FRORGECERERENHE XERRERFEAXZREN.

O ==: Tcr aHHA
MAIZRZA 2.6.17 FFIEZ 2 BB HPX K/ (RAKN4MB) . XEKE, F
HAFEETZARRENEMLEE, BF, RFFAEREUTEE, 5E, &iHEF4HA
LERITHIERRR,
NREEMIBRRRIZER, EINEPRTFE) TCP I, 2B BohiiEAThEE,

/proc XERSEFRFHRX A LUERARERFEAKBA/NNITH; BX /proc XHR
GN—MRER, BERNE 26T “/proc XHRG o EUTUEERMSEEXAIX MG

/proc/sys/net/core
/proc/sys/net/ipv4
/proc/sys/net/ipv6

RIZXH (linux/Documentation/sysctl/net. txt) FNABTEM net TE, linux/

Documentation/networking/ip-sysctl.txt #1 linux/Documentation/

networking/ipvs-sysctl.txt FNBTHHk ipvd TE,

g0, £ /proc XHHRZHR, ATAMEMNISE “RAEEFEWRESNX" M “RAEETF

RiFEEHX” , HENA TCP tMREXFHMED (7 ipvd #) , NMBSFIEHINNILE
(£ core #) ,
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/proc/sys/net/ipv4/tcp moderate rcvbuf
R /proc/sys/net/ipv4/tcp moderate rcvbuf REHRN 1, MEEEBHE
HonSEBE XK,

/proc/sys/net/ipv4/tcp rmem
BE=ME, AT &ESMNERNATRRERXNERNRND. AR RAKR DN X
BEEXTERFAREFERE, MAYE TCPEAKX/.

/proc/sys/net/ipv4/tcp wmem
5 tcp_rmem @A, ERFIEESMNEENAFLEEFX,

/proc/sys/net/core/rmem max
1B I A] LRI A2 BB IS G KIS R RE R X K/

/proc/sys/net/core/wmem_max
IR BT AT ARSI A2 F RIS B KR A RIEE P X K/,

BILUEN /proc ZREAEER TCP INEE (BRIABFTHFE TCPIRE) - fAlaN, KELUTX
&

/proc/sys/net/ipv4/tcp timestamps
TCP BYBRTE RFC1323 H7E Mo

/proc/sys/net/ipv4/tcp window scaling
TCP B O4ERETE RFC1323 B E Yo

/proc/sys/net/ipv4/tcp sack
EFEHIA (SACKS),

fEF sysctl EEEE N /proc XHERFEMWTE, sysctl tb cat (BAFIREY) #0

echo (AFEN) ErE, RAETEEM /etc/sysctl.conf EEUEE, FHitk, SXES|
S5, XESEREBASEMRE TR, FA sysctl JUBRMWEERETENREME; K root
SMERTHSLTIE TCP HEXIRE:

> sudo sysctl -a | grep tcp
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Q iFE: HWEAMKTEMMERMNKET
HIANETER SR IMEMARSHRIR, FIU CPUSRNEFRE.

15.2 MMZ RN 2 ia e

FEFFEHITMERIEZ /I, HAREMEMRIMFMERER . FLET An]FEEh X LR
o

LTI EaEBESTMSETE: netstat. tcpdump #1 wireshark., Wireshark @—1
L& E a8

15.3 Netfilter

Linux By ASEFIHERRINEER Netfilter RIZIRRIEM, HRRE—NSEAERENETHNRIME
2R, MRENMMNEENELE, Netfilter ST HIEEZE, HERBANNE XHITHH
1BIE ( “BiR ), FlnsbaAER,

Netfilter IREZEEEEZREN, R, EXHMNES, SAERVSEEMER. 5
5, BRERIRERFHAIEESK, Bz EMNEREE,

HAZTIERN, BEFMENRE, SBIAEERK,. EMNERERANER

T, “WEITH DEEAILAAERZAEREHENEE. BXSERER, 55 https//
home.regit.org/netfilter-en/using-nfqueue-and-libnetfilter_queue/ 2,

BXFAMEE, BEB N Netfilter F iptables BRI ETT http://www.netfilter.org 2

154 {EREWEF M (RPS) EXEMASERE

MANBSREOIREI UBHAENE, SEENMK T RIMEAMENREERER, A TR EMEE
FX, REBMEBR TIED ALZ1 CPU il
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RLEMANSZEO T ORI EEG PSS MERIATIF Z MEWEAY, BEBRIEN L%
N CPU il BR, BB —EMKZEONEE TR MY, KR MER N FTIRPL
EREEANE, BRRLER, BERFMA “HITH RUEZD CPUZRID AT £
SUSE Linux Enterprise Desktop L, LtIhgEE @ ZWE T M (RPS) SRIM, & 0] ATEREIAIF
IRHEER RPS,

RPS &£/ IP it i O S AN SRR EE—RIE R, ERALRATHRERE—HIERNE
RiXFIFE— CPU, MIMmEBIRAERE.

RPS RIRIEM S IgEHWAATIIZORERN, EEXHFRFEUTERERN:
/sys/class/net/<device>/queues/<rx-queue>/rps_cpus

<device> RTMLEILE, FII0 eth0. ethl, <rx-queue> RRFFEUWPATI, B0

rx-0. rx-1,

INRMBEIE OB IF R MERIAT], TRTFE rx-0, MREXFSMERWY, NEH
EWEAFTIEBE—1 rx-N BRo

XEREXHEE CPU ENES DR IR BIAMERT, FEUEHKEN 0. ERALIKESR
LA RPS, Fitb, AIERETRY CPU WZAIEEPAT,

E B RPS HiLISER CPU A EEOZEWAATIFE, BRHXLE CPU EUBFHUEEIRE
7 1, 540, ik CPU 0-3 &3 eth0 B —MEWEATIRVEL, BFALUE 0-3 1K E 9 !
1: 00001111, AfF, FRURTELA TS — EXFIFLERN Fo ERUTHLIR
B+ #HE:

> sudo echo "f" > /sys/class/net/eth0/queues/rx-0/rps_cpus
NREBER A CPU 8-15:

1111 1111 0000 0000 (binary)
15 15 0 0 (decimal)
F F 0 0 (hex)

RAFgE/HBIE ff00 BE<LH:
> sudo echo "ff00" > /sys/class/net/eth®@/queues/rx-0/rps_cpus

7Z NUMA &N L, BIREREMRE, 0135 RPS B2E RNEAR— NUMA £/ CPU AMEIEZEO
EULBA T B9 R
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£3E NUMA BN L, BILERFRE CPU, MNRABMERRS, HbRETLAEMLIEZEON CPU
BIiRFHMERE, BILUEE /proc/interrupts MAERTMLIEOM CPU, Ba0:

> sudo cat /proc/interrupts
CPUO CPU1 CPU2 CPU3

51: 113915241 0 0 0 Phys-fasteoi  eth0

EABIFR, CPU 0 BME—— PNATFRIE etho FHFA CPU, AARE CPUO B1EIESE,
£ x86 1 AMD64/Intel 64 SE& L, AILUfEA irqgbalance BEEHHRTD &4% 1 CPU, BX

EZHT, 1580 man 1 irgbalance,
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16 1%3& SUSE Linux Enterprise for SAP

AENBIEEY sapconf AZMHIE SUSE Linux Enterprise Desktop, WUEUSRIEARE
FH SAP N A#ERF. sapconf ZEHTZRET SAP WAERFHRI SUSE Linux Enterprise &4, &
%7 SUSE Linux Enterprise Server for SAP Applications FIE P N{EMH saptune,

Q x=: BXBksapconf &%
£ SUSE Linux Enterprise Server LAz SUSE Linux Enterprise Desktop 11 #1 12
&, sapconf an<SHEMITERRBIEEEH,

3FF SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Desktop 15, 15RE%
T @< sapconf EM sapconf BMEEH LR, ZRHEENESE systemd AR
%, XBHEA sapconf @¥1TLH, LUK sapconf/tuned EEEXHF tuned,

16.1 fEH sapconf 5 i SLE &%

SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server for SAP Applications #1
RMT sapconf €L, UEERHEIRILLITRER SAP W AEFIREEINAISEL: SAP
NetWeaver. SAP HANA F1ETF SAP HANA BIN FBFEF,

SUSE® LINUX ENTERPRISE SERVER 12 fifj sapconf5 #E%
sapconf5 (FEE tuned)
e sapconf-netweaver (EXf{7T tuned ECEXHH sapconf BELEXH)
e sapconf-hana (BfX7T tuned BCEXHHY sapconf BREH)
e sapconf-bobj (BXXT tuned ECEXHR sapconf BCEXMH)
e sapconf-ase (BT tuned BCEXHH sapconf EREX{H)
SUSE® LINUX ENTERPRISE SERVER 15 $1fj sapconf5 #E¥%

sapconf5 (FEE tuned)
THEESREXH
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WAR, IREBZAMASZREH#ITTELN, sapconf AIEREEXLEEN,
sapconf 5BEMIT —1 systemd BRSS, ZIRSB=MNBHMIAHBFEEXNRS EEIETT.
EFR sapconf , EHFRENREFALERE sapconf BE4E.

Q) ;E&: SUSE Linux Enterprise Server #1 SUSE Linux
Enterprise Desktop 15 SP4 F ARG SE & X4

7£ SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Desktop 15 9, sapconf
FEZFEEX M.

16.1.1 #KLG sapconf i&&

sapconf 5.0.2 MIEShRAHIZE TIET R sapconf_check, ATFRIETEERIZE
sapconf . f5la0:

# sapconf_check

This is sapconf check v1.0.

It verifies if sapconf is set up correctly and will give advice to do so.
Please keep in mind:

{{ - This tool does not check, if the tuning itself works correctly.}}

{{ - Follow the hints from top to down to minimize side effects.}}
Checking sapconf

[ OK ] sapconf package has version 5.0.2

[ OK ] saptune.service is inactive

[ OK ] saptune.service is disabled

[WARN] tuned.service is enabled/active with profile 'virtual-guest -> Sapconf
does not require tuned! Run 'systemctl stop tuned.service', if not needed
otherwise.

[FAIL] sapconf.service is inactive -> Run 'systemctl start sapconf.service' to
activate the tuning now.

[FAIL] sapconf.service is disabled -> Run 'systemctl enable sapconf.service' to
activate sapconf at boot.1l warning(s) have been found.

2 error(s) have been found.

Sapconf will not work properly!
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YR sapconf_check XTI, FSREEXRNMAFARDENRT. ZLEFAEREES
BEHMIARS, R2KE sapconf 2R EMSERERED.

16.1.2 BREMMZH sapconf HEBERE

=¥ sapconf g, ¥BA sapconf RS
SR LRI FRRCE R E X sapconf BURE:

o EEE sapconf REVIRE, BETUTHS:

# systemctl status sapconf

ZARE N B/ A active (exited)

o EFE) sapconf fRSS, BEITU TGS

# systemctl start sapconf

° MR sapconf LFEARE, BEAUTHSKEBERHEBR:
# systemctl enable --now sapconf

* B{F1L sapconf RS, BEEITATEHL:
# systemctl stop sapconf

I SR ENBRLARSHRANIEE. REREESISRAT S A/ ZRRIEmGIS,
o B2 sapconf, BERUTHS:

# systemctl disable sapconf

NREKRFEBEITEA sapconf FHRIMBVEMRARSS, Nikas<EZFEA sapconf FifE
RHARZBHAS MM E RS

() #%: sapconf {K¥NEMBRSS
BRT sapconf BRSZLASS, BIEKEBFUTHENIRS:
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* sysstat, ZIRZATWEEXARARENHIEE,.

e uuidd, ZARSEEMETHIER UUID, BMERTEH RIF LIRS ZOINIGE
&, WEERIEXLE UUID BME—RY, X3F SAP NAREFMEERESBE,

16.1.3 BCE sapconf5

—R1ERT, sapconf MENABRE SR SAP BINMWSHE, BUNREERHER, AJLUE
Bz TR UEFH#HE X LR K,

&R ATE /etc/sysconfig/sapconf XHEE sapconf BIFFESE, &0l
BiEmELILX G, XGPS HE @S RN SAP A (RI1E https://
launchpad.support.sap.com/ 2 +&EH) W5|RH#HITHRRER,

B sapconf B, RARRAESHEZUXHEFNIEBENX SN, BE, BRLEE
SYRLFERIFEEEXGPR, AL, BNEEHREREURNEEXERE (TEHEAERE
%% /etc/sysconfig/sapconf.rpmsave) S5#hk4ds (iiF /etc/sysconfig/
sapconf) ZEIHNZER.

S5t 4EXNEEEEEEAN /var/log/sapconf.log A,

HEEHPHNT XN, B2X, FLEESEITEN # TR, XRTREZSHSE
MiAMEXx, BESEEANARIAE,

MR, EALUETERN # FRRIBIEESH. B8R XWHE, RAXAIREESH
sapconf TAERNARRENX M

ENVRYRENACE, 1§ERB5) sapconf :

# systemctl restart sapconf

HIARSERNA T ETSRENSIVRIESHNFARMSR. Eit, UFAENAERA:
fl16.1: HEESEH

ERIAREENA TCP_SLOW START HIRE, iBHITIUTRME:

° BF sapconf WEHEXH, UAEERENAT ZE. & /var/log/
sapconf.log A, KNEREEFEEEUTXARIT:
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Change net.ipv4.tcp slow start after idle from 1 to O
5, SHAJRETE sapconf BEIZAIBERIRE. EXMIERT, sapconf KR

BERHE:

Leaving net.ipv4.tcp slow start after idle unchanged at 1

e AILATE /proc/sys/net.ipv4.tcp slow start after idle FFEHEE
TCP_SLOW_START [EEMVEMIE, BENEHLFFRIZERIE, BERUTHT:

# sysctl net.ipv4.tcp_slow_start_after_idle

16.1.4 P& sapconf
BMRARER sapconf, EEAUTHSHELGHE:

# zypper rm sapconf
B sysstat IRSIFHNZRRS. R

HAR, RITIHRIEARSEIZE sapconf BYAKHHIN
EHARBEIRS, BSVBBRBEE.

16.1.5 EZ[ER

UTFEMIURMETHEX sapconf WEZER
e sapconf ZEMNFIBEMIEASHBVIF4XEA: man 5 sapconf

o BXEEEMBENX sapconf EEEXHHIEE: man 7 sapconf
FiEB W https://www.suse.com/c/a-new-sapconf-is-available/ 2 LHIER RS, Hoi¥

NB7T sapconf BIEETARZS,
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16.1.6 ¥ tuned 5 sapconf —efE

fEhRZs 51, sapconf FEK#MT tuned, XEKE, XN TEET SR, N8
tuned ARSEREEN, sapconf FEHBEHRINEES,

o BEE. ¥ tuned 5 sapconf —{EfEH

INREEFBHER tuned F sapconf , EHHIL, BAXHNTARBNRASH
R
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VI

17
18

19

WIBR % ME

REETHE 176
Kexec 1 Kdump 188

£/ systemd-coredump $t3J N FFZF R SHTTIAIK 207



17 IRizTH

SUSE Linux Enterprise Desktop F#li 7 21N TH, AJEBEREEXENRAENERER.
T RXLEEERTEMERN, Fit, IEAMEREFTNR. KIMMETENRRE, HE
REGTHNHEZEURTEFER THMLERAR R, ABHPTAEOEEREREF, FLEBER
T, BE@ITEIRTEA SUSE Software Development Kit REXLET E,

Q iFE: BEMMsEFM
BMEITHPHBENAZARNERAR, ZHENEEETE TR, BENXIRTERE
RN A ERRERT R,

17.1 {EH strace BIER%EARE

strace <A URERHZENARERUNHEZKEINES, strace AJLUGETHF S HIRE
HRESER, HEEELE strace MIMEIBETHGHG S, THNESTRETEERARARS
r, EEESH (EEESH) REEREE,

T THMEREERAAER, FNBERAZEMNGS, AEEMTHNFARARM
strace:

> strace 1s
execve("/bin/1ls", ["ls"]1, [/* 52 vars */]) = 0

brk(0) = 0x618000

mmap (NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) \
= 0x719848667000

mmap (NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) \
= 0x719848666000

access("/etc/ld.so.preload", R OK) = -1 ENOENT \

(No such file or directory)

open("/etc/ld.so.cache", 0 RDONLY) = 3

fstat(3, {st mode=S IFREG|0644, st size=200411], ...}) =0

mmap (NULL, 200411, PROT READ, MAP_PRIVATE, 3, 0) = 0x7f9848635000

close(3) =0

open("/lib64/librt.so.1", 0 RDONLY) =3
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[...]
mmap (NULL, 4096, PROT READ|PROT WRITE, MAP_ PRIVATE|MAP_ANONYMOUS, -1, 0) \
= Ox7fd780f79000

write(1l, "Desktop\nDocuments\nbin\ninst-sys\n", 31Desktop

Documents

bin

inst-sys

) =31

close(1) =
munmap (0x7fd780f79000, 4096) =
close(2) =

N O O ©

exit group(0) =
ER strace MIMBEIBZITRI#HE, FEEE -p FANEELMAHIZNHIZE ID (PID):

> strace -p “pidof cron’
Process 1261 attached
restart syscall(<... resuming interrupted call ...>) =0
stat("/etc/localtime", {st mode=S IFREG|0644, st size=2309, ...}) =0
select(5, [4], NULL, NULL, {0, 0}) = 0 (Timeout)
socket (PF_LOCAL, SOCK STREAM|SOCK CLOEXEC|SOCK NONBLOCK, 0) =5
connect(5, {sa family=AF LOCAL, sun path="/var/run/nscd/socket"}, 110) = 0
sendto(5, "\2\0\0\0\0\0\0\0\5\0\0\0root\0", 17, MSG NOSIGNAL, NULL, 0) 17
poll([{fd=5, events=POLLIN|POLLERR|POLLHUP}], 1, 5000) = 1 ([{fd=5,
revents=POLLIN|POLLHUP}1)
read (5, "\2\0\0\O\1\0\0\O\5\0\0\0\2\0\0\0\O\0\O\O\O\O\O\O\5\0\0\O\6\O\O\O". . .,
36) = 36
read(5, "root\0x\0root\0/root\0/bin/bash\0", 28) = 28
close(5) =0
rt sigprocmask(SIG BLOCK, [CHLD], [1, 8) =0
rt sigaction(SIGCHLD, NULL, {0x7f772b9ea890, [], SA RESTORER|SA RESTART,
0x7f772adf7880}, 8) = 0
rt sigprocmask(SIG SETMASK, [], NULL, 8) =0

nanosleep ({60, 0}, Ox7fff87d8c580) =0

stat("/etc/localtime", {st mode=S IFREG|0644, st size=2309, ...}) =0
select(5, [4], NULL, NULL, {0, 0}) = 0 (Timeout)

socket (PF_LOCAL, SOCK STREAM|SOCK CLOEXEC|SOCK NONBLOCK, 0) = 5

connect(5, {sa family=AF LOCAL, sun path="/var/run/nscd/socket"}, 110) = 0
sendto (5, "\2\0\0\0\0\0\0\0\5\0\0\0root\0", 17, MSG NOSIGNAL, NULL, 0) = 17
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poll([{fd=5, events=POLLIN|POLLERR|POLLHUP}], 1, 5000) = 1 ([{fd=5,
revents=POLLIN|POLLHUP}])

read(5, "\2\0\0\0\1\0\0\0\5\0\0\0\2\0\0\0\0\0\0\0\0\0O\O\O\5\0\0\0\6\0O\O\O". . .,
36) = 36

read(5, "root\0x\0root\0/root\0/bin/bash\0", 28) = 28

close(5)

[...]

-e EMANRG SN FIEMA S, flil, BRERITHAXNENSEEXHFNFRERE, BFERUT
e

> strace -e trace=open,write ls ~
open("/etc/ld.so.cache", 0 RDONLY)
open("/lib64/librt.so.1", 0 RDONLY)
open("/1lib64/libselinux.so.1", O RDONLY)
open("/lib64/libacl.so.1", O RDONLY)
open("/1ib64/1ibc.so.6", 0 RDONLY)
open("/1ib64/libpthread.so.0", O RDONLY)
[...]
open("/usr/lib/locale/cs CZ.utf8/LC CTYPE", O RDONLY) = 3
open(".", O RDONLY|O NONBLOCK|O DIRECTORY|O CLOEXEC) = 3
write(1l, "addressbook.db.bak\nbin\ncxoffice\n"..., 311) = 311

w w w w w w

B(RENEHEXNASAER, 1B#ER -e trace=network:

> strace -e trace=network -p 26520

Process 26520 attached - interrupt to quit

socket (PF_NETLINK, SOCK RAW, 0) = 50

bind (50, {sa family=AF NETLINK, pid=0, groups=00000000}, 12) = 0
getsockname (50, {sa family=AF NETLINK, pid=26520, groups=00000000}, \
[12]) = ©

sendto (50, "\24\0\0\0\26\0\1\3~p\315K\0\0\0\0\0\0\0\0", 20, O,
{sa_family=AF NETLINK, pid=0, groups=00000000}, 12) = 20

[...]

-¢ BT HERAREREES T ASRIER LE:
> strace -c find /etc -name xorg.conf

/etc/X11l/xorg.conf
% time seconds usecs/call calls errors syscall
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32.38 0.000181 181 1 execve
22.00 0.000123 0 576 getdents64
19.50 0.000109 0 917 31 open
19.14 0.000107 0 888 close
.11 0.000023 2 10 mprotect
0.00 0.000000 0 1 write
[...]
0.00 0.000000 0 1 getrlimit
0.00 0.000000 0 1 arch prctl
0.00 0.000000 0 3 1 futex
0.00 0.000000 0 1 set tid address
0.00 0.000000 0 4 fadvise64
0.00 0.000000 0 1 set robust list
100.00 0.000559 3633 33 total
BIRFREMHEZNFAE FHE, BER -
> strace -f systemctl status apache2.service
execve("/usr/bin/systemctl", ["systemctl", "status", "apache2.service"], \
0x7ffead44a3318 /* 56 vars */) = 0
brk (NULL) = 0x5560f664a000

[...]

mmap (NULL, 8192, PROT READ|PROT WRITE, MAP PRIVATE|MAP_ANONYMOUS, -1, 0) =

0x7f98c58a5000

mmap (NULL, 4420544, PROT READ|PROT EXEC, MAP PRIVATE|MAP DENYWRITE, 3, 0)

0x7t98c524a000
mprotect (0x7f98c53f4000, 2097152, PROT NONE) = 0O
[...]

[pid 9130] read(0, "\342\227\217 apache2.service - The Apache"..., 8192) = 165
[pid 9130] read(0, "", 8027) =0
® apache2.service - The Apache Webserver227\217 apache2.service - Th"..., 193

Loaded: loaded (/usr/lib/systemd/system/apache2.service; disabled; vendor

preset: disabled)
Active: inactive (dead)
) = 193

[pid 9130] ioctl(3, SNDCTL TMR STOP or TCSETSW, {B38400 opost isig icanon

echo ...}) =0
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[pid 9130] exit group(0) =7

[pid 9130] +++ exited with 0 +++

<... waitid resumed>{si signo=SIGCHLD, si code=CLD EXITED, si pid=9130, \
si uid=0, si status=0, si utime=0, si stime=0}, WEXITED, NULL) =

--- SIGCHLD {si signo=SIGCHLD, si code=CLD EXITED, si pid=9130, si uid=0, \
si status=0, si utime=0, si stime=0} ---

exit group(3) =7

+++ exited with 3 +++

MREFEDN strace HWiad, EBREEEXK, UBTEERHEEOTEEZNS, 5
B -0, EXMERT, BXBEATENWHES, FIINEXMMMIEHENES. EEAUL
FA -q REXLHEE (ERBERTRIEEMEREF) . EERKARNSITALARME
8, BEER -t

> strace -t -0 strace sleep.txt sleep 1; more strace sleep.txt

08:44:06 execve("/bin/sleep", ["sleep", "1"1, [/* 81 vars */]) =

08:44:06 brk(0) = 0x606000

08:44:06 mmap(NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP_ANONYMOUS, \
-1, 0) = 0x7f8e78cc5000

[...]

08:44:06 close(3) =0
08:44:06 nanosleep({1, 0}, NULL) =0
08:44:07 close(1) =0
08:44:07 close(2) =0
08:44:07 exit _group(0) = ?

A LUTERAIZE 376 strace T AMBEERR. BXEFEMAEE, BSUMEXFMRT (manl
strace)s

17.2 {FH ltrace IREEEIRAFE

ltrace HJRERHENIEEERE. EREZEMT strace, MENKIDSHEBTIFELEM
HEHEHBINE Y. BIAMERT, ltrace A /etc/ltrace.conf 5 ~/.ltrace.conf
BB, B2, EAJLUER -F CONFIG FILE &IsEHMERE X4,

BR 7 IREREEIERLISN, HH -S AT ltrace iRr]LURERRSIEA:

> ltrace -S -o ltrace find.txt find /etc -name \
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xorg.conf; more ltrace find.txt

SYS brk(NULL) = 0x00628000

SYS mmap (0, 4096, 3, 34, oOxffffffff) = 0x7f1327eal000
SYS mmap (0, 4096, 3, 34, Oxffffffff) = 0x711327ea0000
[...]

fnmatch("xorg.conf", "xorg.conf", 0) =0
free(0x0062db80) = <void>
~_errno_location() = 0x7f1327e5d698

__ctype get mb _cur max(0x7fff25227af0, 8192, 0x62e020, -1, 0) = 6

___ctype get mb cur max(0x7fff25227af0, 18, 0x7f1327e5d6f0, Ox7fff25227afo,
0x62e031) = 6

__fprintf chk(0x7f1327821780, 1, 0x420cf7, 0x7fff25227af0, 0x62e031

<unfinished ...>

SYS fstat(1l, Ox7fff25227230) =0
SYS mmap (0, 4096, 3, 34, Oxffffffff) = 0x711327e72000
SYS write(1, "/etc/X1l/xorg.conf\n", 19) =19

[...]
SO UER -e BEIMENFREEHER, UTRHFIES fnmatch # strlen REMEX
FRIESIE)ER

> ltrace -e fnmatch,strlen find /etc -name xorg.conf

[...]

fnmatch("xorg.conf", "xorg.conf", 0) =0
strlien("Xresources") = 10
strlen("Xresources") = 10
strlen("Xresources") = 10
fnmatch("xorg.conf", "Xresources", 0) =1
strlen("xorg.conf.install") = 17

loaal

ENETRFEEFREENMS, BFER -1 /path/to/library:

> ltrace -1 /1lib64/librt.so.1 sleep 1
clock gettime(1l, Ox7fff4b5c34d0, 0, 0, 0) = 0
clock gettime(1, Ox7fff4b5c34cO, Oxffffffffff600180, -1, 0) = 0

+++ exited (status 0) +++

ERILAGEA -n NUM OF SPACES BE T HEFAREENTREgEH, NtRShHNS 3
o
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17.3 fEMA Valgrind #1TIAIRM 9

Valgrind @ BT EEHMO T ERNRER, EHEBERIZTEEDLEN—FETI A, Valgrind 7]
PN S AEEEMAEEXNRE, Er] a3 TR TRNESR, BRFRER,
T AAgSFERESNAE, fIISBIETHEIER, HEETFIHNHLZT AR TRE
ERRFITHO

17.3.1 =i

FRAERY SUSE Linux Enterprise Desktop Z1TEMHHKFEM Valgrind, EERFK LRE
Valgrind, FE3REX SUSE Software Development Kit, fAE&R&EZINGHIEIT

zypper install VALGRIND
5 & X% SUSE Software Development Kit BR#, #ZF Valgrind A EHERU TR SRR

®E
rpm -1i valgrind- VERSION ARCHITECTURE.rpm

SDK @i&FF SUSE Linux Enterprise BYt&E3R, AJLLEE SUSE Customer Center BYBXH @& IX
15, BXAY, B8R (ERAT EBRENT XE,

17.3.2 HERIEREWN

SUSE Linux Enterprise Desktop 2#F7E LA MAR L5 £ Valgrind:

o AMDG64/Intel 64
o POWER

* IBMZ

17.3.3 —f%EE

Valgrind (EBRBERCAEBSNENEHETRTIHREER. EEEENFMEREIE
FEEMERE. I FFTIEST Valgrind:
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valgrind VALGRIND OPTIONS your-prog YOUR-PROGRAM-OPTIONS

Valgrind &% 1M ITH, 81 TARRHIIEE, ATPNEESERER, TieERAWTT
B#iERH. REENMERTE - -tool,, LEIEHH Valgrind Biz{THITNTRE. MNREELE
W, FRIARIERE memcheck ., B30, E{EA Valgrind By memcheck TAETT find ~ -

name .bashrc, BEEMLSITHRMALTHL:
valgrind --tool=memcheckfind ~-name .bashrc

TERMH THE Valgrind TRESIRMEEiREA:

memcheck
KNAREFESEIR. ErUESBMERARER, FHEIERIEIT.

cachegrind
PREFETN. ErUEBERIARER, FEETEREER.

callgrind
TEAHSE cachegrind £, ERSWEEMEFIINER.

exp-drd
RMEI2HIZ, TAUENEHIASEISER, BEESET.

helgrind
B—EEEIRNEZS. RUTF exp-drd , EBFERARREEARFRS R,

massif
—PMEDITES. HRATHISAEFESERINEXE, T RuEMERIEARER,
FR=,

lackey

BT ERTRERINENTFI TR,

17.3.4 ERIAIZEIR

Valgrind 8] ATE B ohBTiEEGE, Valgrind 2ME=MIE:

183 AAIAIETR

LURD A

SLED 15 SP4



1. i&17 Valgrind WAFWEERFH .valgrindrc X4,
2. IFIELE $VALGRIND OPTS
3. i&17 Valgrind WERTERFH .valgrindrc X4,

TR FEMRFINE S ITXLERR, EEEENETNETRIELENED. S55%E
Valgrind TREMEXANETAERZTANZMN LEESENFIZ. Fli, NRERE
cachegrind BB DHEIBS N /tmp/cachegrind PID.log, EE TE—ITAMEE
BR$8 .valgrindrc Xf&%:

--cachegrind:cachegrind-out-file=/tmp/cachegrind %p.log

17.3.5 Valgrind W IT{ERIE

Valgrind SERTHITXH B Z BIBSEITEIN. ERMIZATHRITXHFIE X = FEAIREY
BEiREE. TTHRITXHNRIEEEEREIEERN Valgrind TR, ZTESHNEBINABERL
BiEid, AR, ZABERELS Valgrind 10y, MRITIHSHREL
#Ig0 memcheck =AMMBSMRBAFRESIAFHE. ALt, EFEITRELLERNR
TIMERERIEZ,
Valgrind RIENEFNERIES, Alt, ERXIKNERERFNNE, ERONEMEEXE (8
B CE) . BTFERIFENE, F%, MREZHAMERA Valgrind NEEIR, EESKMKEXE
(BIg0 C. X11 5% Gtk ) AHEEIR. BHIFAHE 7HXLEEEIR, WFXMIER, Valgrind 7]
LR MG XL EEiRE B IRm B . --gen-suppressions=yes &%l Valgrind &
REXLRBAR, FEATLEESHIZISXH4F,
BRI ESEMETITXE (W12853) fEA Valgrind 8%k, 0, MREEHNNARR &I
F8 Perl IZAIZITHY, MPEEEIRMUEE]S /bin/sh (8 /usr/bin/perl) BXAIEEIRIR
&, EXMERT, JUER --trace-children=yes R RILEH, B2, FERAATHRITX
{47 5 B3k 2 1t [R) BE R R AE AT R B o

17.3.6 EHE

Valgrind ZEIE1THHAEISIREHE, EFESIFHABIRNEESMG, UTRHIMERET XYLH
ISH
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> valgrind --tool=memcheck find ~ -name .bashrc

[...]

==6558== Conditional jump or move depends on uninitialised value(s)
==6558== at Ox400AE79: dl relocate object (in /1ib64/1d-2.11.1.s0)
==6558== by 0x4003868: dl main (in /1ib64/1d-2.11.1.so0)

[...]

==6558== Conditional jump or move depends on uninitialised value(s)
==6558== at Ox400AE82: dl relocate object (in /1ib64/1d-2.11.1.s0)
==6558== by 0x4003868: dl main (in /1ib64/1d-2.11.1.so0)

[...]

==6558== ERROR SUMMARY: 2 errors from 2 contexts (suppressed: 0 from Q)
==6558== malloc/free: in use at exit: 2,228 bytes in 8 blocks.
==6558== malloc/free: 235 allocs, 227 frees, 489,675 bytes allocated.
==6558== For counts of detected errors, rerun with: -v

==6558== searching for pointers to 8 not-freed blocks.

==6558== checked 122,584 bytes.

==6558==

==6558== LEAK SUMMARY:

==6558== definitely lost: 0 bytes in 0 blocks.
==6558== possibly lost: 0 bytes in 0 blocks.
==6558== still reachable: 2,228 bytes in 8 blocks.
==6558== suppressed: 0 bytes in 0 blocks.

==6558== Rerun with --leak-check=full to see details of leaked memory.

==6558== 5| \ Valgrind B’EE, HEEHIZE IDHS (PID), EAILUIEEMIE Valgrind BER
S5EFASHNRHX DR, HREWMLHEERETRENHE,

EREBEFAMAN Valgrind HE, BFER -v B -v -v,

&BLLLE Valgrind BEERE RZEEI =M REINE :

1. BUAERT, Valgrind 2 EER AR MHEARR 2, BFRESEIRREL. EaIUUER - -
log-fd=FILE DESCRIPTOR NUMBER &I, &l Valgrind EHEERXEFEREMX
#F?E ?__ro

2. EMAE (WFREEENAE) BfFFA --log-file=FILENAME ¥ Valgrind 9
HERXFMEN A . ETIEZZNTE, I, & sp BN SO HEN
PID, X#f, fR{E0]LIRIEHIZN PID HHE R XZIRREMNX M. %q{env_var} F&ik
X env var METEHE,
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U TR EERR Apache Web ARSZ2:HAIEI ATELMBIAEFRIR, RNRERFHE, H
RiF4BRY Valgrind JHE 5 NEIZEHR1#H7Z PID X3RRI S

> valgrind -v --tool=memcheck --trace-children=yes \
--log-file=valgrind pid %p.log systemctl restart apache2.service

IHBEEMXARSZFEET 52 MEHEXH, TAEA Valgrind WIERTERE 75 Rz
1T sudo systemctl restart apache2.service, MERBERTRFE 7, B1TH

BARE9% 7T 10 {2,

> 1ls -1 valgrind pid *1log
valgrind pid 11780.1log
valgrind pid 11782.1og
valgrind pid 11783.1log
[...]
valgrind pid 11860.1log
valgrind pid 11862.1log
valgrind pid 11863.1log

3. &I ATRE A T BT LR &% Valgrind BIEE. BEEH --log-
socket=AA.BB.CC.DD:PORT NUM JEINISEMLEZFH aa.bb.cc.dd IP #itA]
port num isHS. WRELEIROS, KFEEA 1500,

MRIFZ T EN LB AN RERF BRI Valgrind BUEE, BXEHEERED
KERFWESERX. ERMNLL, F1EER Valgrind —tKﬁMﬂ‘Tua%E’\J”kﬂﬁ&F
valgrind-listener, ltEIFREFEREERO LNEE, HREWIINERRSE
AR R o

17.3.7 $HRHEE

Valgrind KI2EFBEHIDER, NRNEFEIR, ESRZERSHERERHITHR, It

FEmLE Valgrind REEENHEIZER. IREMEENHEIR, EFIERZEIR, BEFERE
EES. LAFIEE R B AR EENEIRILETREERL,

-v M RREIREIHEE (REESIHHE) HRMNE Valgrind $ITHERIRE, LI, R

MZE] 1000 M AREREIRTE SN T 10000000 MEIR, Valgrind 2E1EUEEIR, TNR
CRERUELLRFIHAEEEMBREIRER, BFER --error-limit=no,
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BEERFEFRSREMEIR. A, BREBRNERINFEEER, HFSENEFHTEN
&,

174 EZER

o BXFIRIRE TEMEXEMNTESIR, 5 IMENNFMET (man 1 strace. man
1 ltrace # man 1 valgrind) .

 ¥f Valgrind @R AZENNBEBEH T ANERITISEE, (Valgrind User Manual)
(Valgrind BFFM) (http://valgrind.org/docs/manual/manual.html) A @& TIE
BEENNA. NREFEEGX Valgrind FEINETENRENBENESRESR, 155
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18 Kexec #1 Kdump

Kexec @—MRI UM HFNEITHIAZS I SHANS—AZHN TR, &0 UERRITEREGIE
KRIER TMRARES I SHE, TETLUERFRS, WETRFARTNERT5ISHENS
_p{MZo

18.1 &Y

£/ Kexec ATRHETTHHIAZB AR —RIZ, MEBEMHESIS. ZTRIEEER, EREN
T
o MMRARES|ISRE
MNREEBMEET|IFERS, Kexec AJUEBETEKEMEL,
o BT FEREFFEEY
HENBEGIEEESR, ERABHIPEGESHI™ER#E, EHADEEILENFEIRIEART]
E0REMH, Kexec AIEARZE | FRE VB HEHNZITINE, XF, MalURAEERE
DAZBEIRMBIX L,
* {RTFHETAIZBVEE %
Kexec AJLUREBMIERNEFENAS. EET-RZAENRES, BHiRZ (EMERNETCERN
BITHMIINANR) SEREFEEBERZIRES. FRENRGRIEMEHITEE D M.
* £E GRUB2 FEEENRI5| &
HBASRER Kexec 5| SR, =BGI5ISMEEZMER. BH5ISIEAESBHTFISM
HERLEPNEIRMEY,. FFH Kexec, BMAEEEESIRNESBIERTER.

18.2 FRFEHVEFE

FE7E SUSE® Linux Enterprise Desktop _E{#F Kexec RNNRES | S8 BEMREHRI, 15

HIREX%E kexec-tools MHEE, ZMRHEEEEH kexec-bootloader RIFHZS, ZH
SR I SMHBREE, HERASENSISMBBERNAIZIETRIETIT Kexec,

BigE— MR R E NI R EBNEREUEIRNE RAVFIR, ERIRERE makedumpfile

W,
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£ SUSE Linux Enterprise Desktop Ff& Kdump BYEIE S A 2@ YaST Kdump IR % (E
. EfFERA YaST 151, iEMAFRERE yast2-kdump B4,

18.3 Kexec NEZPLEH

Kexec PFEEERHAHBRZ /sbin/kexec &%, EBABEIRHARENS X ER Kexec ZEHR
%:

o BRZEHIENEFRZAMILTE, LU ITEMES S
# kexec -1 KERNEL IMAGE
Be] U TEEER kexec -e 3|1SFIARZ.
o BAZEHITMEHRFEXE:

# kexec -p KERNEL IMAGE

SRS, =855 RITEHZ.
NREHEBERSE RS ES—ARHRBEFAZBILE, WEEME—IRFERNETH
Xig, £FEPIZKITAREHINEXIE, RAEFRIZANALRTHE, XA TFHERRZ,
PUER] LUR BB PRI ATEDL
BMBXIE, B#RIED crashkernel BMEI4~RNZMEIF6HL1T. BEME crashkernel
MFREE, BF8EE 184 T “itE crashkernel HEIA/N HBYIHEBIRIE,
BAR, XFERHAAZNSE. HIRNIZAER Kexec,
BIRARSEHIMEXE, FEFAZEER. RE, Kdump 2ZERHEIRRZ, BRERS
RIZIELMER AR B S, XEKE, EZE Kdump BB ABERK.
EXHERAZ, FTERMIAZS|ISSH. BE, SFERYIE RAM XHRFHTTEIS. BTkl
A --initrd = FILENAME $8EZXH &S, £ --append = CMDLINE ¥ETUENNE)
E5| RHWZBH 1T,
IR INE =R G L1T. EAILUMER --append = "$(cat /proc/cmdline) " K&
WE ST, WAILUER --append = "$(cat /proc/cmdline) more options" ¥
EEESvANNE
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3
P
1

SRR U S a R NNIZ. BHEBET -1 EmMEHNAZ, EFH kexec -u 7
EEEE -p EIMEH RN, BFER kexec -p -u @,

18.4 itE crashkernel $EdA/N

BIEECHRANIZER Kexec HUUMERIAIVER Kdump, FENHEIRAZIE RAM, ECA/N
BRTFIHBEANTEAEHECE, RtEEEEELEE,

PERNEEBURTFIHENNESHER RSN, BREEBBESERAFAKRASHINTIE,
5372 18.1 : AMD64/INTEL 64 RIS ERA N
1. EREUTERANINEE, BiE1TU TS

# kdumptool calibrate
Total: 49074

Low: 72

High: 180

MinLow: 72

MaxLow: 3085

MinHigh: ©

MaxHigh: 45824

FRB AL MB J9 i,

2. i512F Low #1 High BY{E,

Q ’iE: LowH High EMEEM.
7£ AMD64/Intel 64 ItEBH £, High BRTFIETHAAENHNEMEE, Low (&
&~ DMA32 XIZHHAEMEE, B, FrEAREARED 4 GB LR,
SIZE_LOW 21Xz #F 32 UK EAMHRNAFE. AZRKFH DMA32 [Bls#E A X S
64M, WREHIRSZS[B A SN 32 iIVi%E, 79 SIZE LOW $EE 72 M
HBIAD B A/ N B R—IIER . —MelgEmBIsSMERE, T NUMAITEN L,
UFEEFZM Low R1F. RILUEA numa=off 5|5 Kdump W%, LUHRE
AP EAER Low R
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3. RIEMINZITENA LUN RiZER1IE (EFIRERNRER) BERFE L—DEHRH High
B, AIMEAUTANHESERE (LIMBRE)

SIZE HIGH = RECOMMENDATION + (LUNs / 2)

HAXPERT LTS
e SIZE_HIGH: High WER(E,
e RECOMMENDATION: kdumptool calibrate ##iX#J High {&,

° LUNs: FTHAZTEITEMN LEIEZMNRA LUN RIZEREEH. BEMLEFHHRZRE
K&, ABNEBERXLEIRE,

4, MNRIGEIRENIEFTE DMA32 KIHE T KENAF, WEFERE Low H., BER,
ABRAERANAI U EXEE, Fib, #EEIXNAIEFEZH—REXLAT
2o

—F4, 1EFEA kdumptool calibrate YAy Low {Eo
5. IE, EEREHNUEIREE.

MREEEEANGG LT
BRI TRZETLENE5 | SN FFECE |

crashkernel=SIZE HIGH,high crashkernel=SIZE LOW, low

B SN SIZE HIGH 1 SIZE Low BMANES BHMENE, FENFEE
M (RRMB) o
Han, UTFSEEX:

crashkernel=36M,high crashkernel=72M, low

R EEEMRRIZ YaST GUI:
¥ Kdump RE FIRISENEHRERN Low B
¥ Kdump RNF EIRIEENBMRER High &,

MREEHR YaST s 175 M@
FERUTmS:
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# yast kdump startup enable alloc mem=LOW,HIGH

B LOw BIRAEHREN Low B, B8 HIGH Bt ABEHRERN HIGH {E

() =7 Hb21BM Z ERBIAETERN CCW iE
RIERI RIS ERIEE, crashkernel RRSHIEENITEREEREHTE®, &0
URIEKRIZE, MERBINIZAILIIEEHE, XAILEE “crashkernel” &EFRFERT
AFE,

BRBRI%E, AILUETT cio_ignore THAEMMENMTIRZKIEIZRE (Hahd
sHY S ER NI ERIM)

> sudo cio ignore -u -k
cio _ignore=all, !da5d, ! f500-f502

HIiE1T cio_ignore -u -k BY, BEZRERIHE, HIINSREFRMERE
B, FRBERRERANGE, ALENNEERTEEFRSET, EERNFEE
%% (@i z/VM B CP ATTACH, 3 LPAR FHIEHE I/O BEBER) , SFXLE
REMHEMAERBE, ARBLEXWER, BFREBFRBIZE, HEARSKIETT sudo
cio_ignore -1, #A/5i&{T cio_ignore -u -k ZEXREFIZRE. HrEE
T ARMNEIEMAIZLE I FE K.

2. ITE, BEELATH cio ignore RIZEERMEI /etc/sysconfig/kdump
A9 KDUMP_CMDLINE_APPEND , ff¥0:

KDUMP_COMMANDLINE_APPEND="cio_ignore=all, !da5d, ! f500-f502"
3. BEERE) kdump BUEZISE:

systemctl restart kdump.service
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18.5 Kexec EAAE
B Kexee, BREBRAIRSDRMHEEET:
. BRI R RS Kexec RS

> sudo systemctl enable kexec-load.service

o Ha{R Kexec BRSS IEEIBTT:

> sudo systemctl start kexec-load.service

BRER Kexec FMERBERE TE, 1B=10FEA Kexec 5| SEIFHNAZ, HREZHTHKET
AREPESR, BREENEERSIEERS LiETT,. REBITUTHS:

systemctl kexec

FeRl EEH T AR R FHHARSERSN, FIUEEEETN. ESUEETRRE
HHS. HMAZEISH, SBRIFREEFNEBEFNE. FRERETENESHER.

() #R: £ reboot A3 H{ER Kexec

E(#F reboot £ Kexec MARHITEMESIF, BBITUTHZ:

1n -s /usr/lib/systemd/system/kexec.target /etc/systemd/system/

reboot.target

FERS AT LUBIS MIPR etc/systemd/system/reboot.target RiFRIIGE,

18.6 WA AHIFIZEES | SEE Kexec

Kexec BEBETFIMEESIS, W0, WRSITENMEGNFGIEZTERGREKMNEHBZHF
A5, MATLUER Kexec,

HAR, £ Kexec E5IR ALK, AREREBEGMGIFMNHE. EiHENHAITEEESIRZ
A, X5 F0#2RECE PR BV E R B CRER G BB,
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18.7 Kdump B4 &

AL Kdump (RENZEE(E. WIRAZERSR, SERRIMENRNERGEF X GRARR
BR. AR, EelLUEREE Y, LIKHAZERNERRE, XMA “ROFEE

Kdump BITEARS Kexec M (GEBIE 18 5 “Kexec #l Kdump” ) o BITHMEFR
2SS, SPITHIRAZ. XAITETF, Kexec BEFRZEIRR T HIRAZ, A Kdump
B, (eI LUAIR B R RE = RZIIRESTIE, AT LUTE Kdump RIZEIIRIE PR ZE B R RIZ A
FIRER,

O) =R BEBIMRER
EXRMEFERIFES, SEREBINEHITRIZEE. Kdump ZIFEEIEENM
#ig0, HBY initrd BEhZEO. LAN #1 VLAN BO9% X, @id YaST /ETE
/etc/sysconfig/kdump XH&Hf§ER KDUMP_NETCONFIG 3EIRISE MLEiZOFME
L (DHCP Z&#A) o

O == YFERBEHEES Kdump RBARXH RS
ECE Kdump BY, BILEE BT REEERGNMAE (BRIAGIE: /var/crash) o &
ERE Kdump BRiElEHLLUE, SNEERRKK.

18.7.1 Kdump MFoHEcE

Kdump M /etc/sysconfig/kdump X#HHiEENEALE, Kdump HNERARCE E IFARER
EENRFLIEE T, EUMIMEESFH Kdump, BERBRUTHE:

1. BEE 1847 “11E crashkernel 32k HEIREBHE Kdump FREMRER,
MIRISERZSE crashkernel,

2. EHFBEITEN.
3. BA Kdump BRS:

# systemctl enable kdump
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4, AJLUTE /etc/sysconfig/kdump F4RIEIRIN, HIEFRERT T RS METBE Xo

5. £/ sudo systemctl start kdump HIT—X init &, HEFIF RS,

ERRIAMERE Kdump [5, REBEEEREHRMATLIE. BRIMNSBEEENAFRER, BREEMA
BERSIEERS LinTT. ARERUTIE:

1. £/ systemctl isolate rescue.target YIRZIRIERLR
2. EF5H Kdump ARSS:
# systemctl start kdump
3. FERAUTRTHEREXHRFEUIIMIFEHREXH RS
# umount -a
4. PURIERHEMERRXERS:

# mount -o remount,ro /

5. {5/ Magic SysRq A& procfs EOFEA “WiZEEiR (kernel panic)” :

# echo c > /proc/sysrq-trigger

O == weEEEA
KDUMP_KEEP_OLD_DUMPS &TUZHIFR{RE NIZFLEREE (BRINMERS)  TERESE
MIERT, EEANRATTAYIE RAM REHKD. EHR /var X EEEBHE
1o

HRAZRER51T, EREARNNEFRERREIIXHRS. RFHEFH KDUMP_SAVEDIR
WEIHEE, BRIANA /var/crash. S0 KDUMP IMMEDIATE REBOOT i&EHN yes, BRHAn
BoES | REFAZ. BRHOERSERE /var/crash TRIET#fiE,
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18.7.1.1 Kdump B985 IPEEE

WMREIE Kdump BEENFEEMEZIGEPHHFHS IPEE, WESERNEEERNE /etc/
sysconfig/kdump ##J KDUMP COMMANDLINE APPEND T =,

O ==: 3 Kdump BEEXXHMER

Eq /etc/sysconfig/kdump Xffg, HEIETT systemctl restart
kdump.service, &, BEETRESISREANN, XEFRAEN.

f5118.1 : KDUMP: {EM#E IPIRENTHIRE
RETUTRE:

° ethOBLETEAS IP ik 192.168.1.1/24
° Hethl iEE THES Pt 10.50.50.100/20
e /etc/sysconfig/kdump AHY Kdump BCE W FFAR:

KDUMP_CPUS=1
KDUMP_IMMEDIATE REBOOT=yes
KDUMP_SAVEDIR=ftp://anonymous@l0.50.50.140/crashdump/
KDUMP_KEEP OLD DUMPS=5
KDUMP_FREE DISK SIZE=64
KDUMP_VERBOSE=3
KDUMP_DUMPLEVEL=31
KDUMP_DUMPFORMAT=1z0
KDUMP_CONTINUE ON ERROR=yes
KDUMP_NETCONFIG=ethl:static
KDUMP_NET TIMEOUT=30

NRFEALEE, & Kdump =ik FTP fRS 285 N E1A RN
%K, BRFALRIA, BRNEEERMNE /etc/sysconfig/kdump HHY
KDUMP_COMMANDLINE APPEND . Ithig{EBI—MIEZCE0 FAIR:

KDUMP_COMMANDLINE APPEND='ip=CLIENT IP:SERVER IP:GATEWAY IP:NETMASK:CLIENT
HOSTNAME : DEVICE: PROTOCOL '
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NFRBEERA:

KDUMP_COMMANDLINE APPEND='ip=10.50.50.100:10.50.50.140:10.60.48.1:255.255.240.0:dump-
client:ethl:none'

18.7.2 YaSTEcE

EEMA YaST B2& Kdump, BELRE yast2-kdump #EE, FARTE YaST =4l LHFR g2
FIRBEINZ Kdump #&iR, sELL root BHEGSITHEAN yast2 kdump,

YaST2 a x
N s
RfETE
P =t Elmfgfﬁ Kdump
FFEIFIEH ERREEEL)
EREE ) E=FIKdump(D)
Kdump H7F

RANELE MiB]: 2047
o BRTE [MiB]: 1939

Kdump BFFRE(L) [MiB] (72 - 2046)
|72 =

Kdump PITEIA (H) [MiB] (0 - 2046)
|124 =

| e |  mi#g | [ mEO |

18.1 . YAST KDUMP {EiR: BEhm

FEEMEOREREEA Kdumps

HEBRITAZEON, RASBMEM Kdump AFRIE, B, XHAFEHREXLEERERE
UHRFR. BIRBEIEMWIE, HEES 1847 “it5E crashkernel SEcA/N FRBYRBARE
Fo

O == EXEHEERIEE Kdump N7

NREFEHTBEN LIRET Kdump, ERREER Kdump B9AJ A RAM EEER A
£, YaST R4 B A ERAEIRMNAEE,
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EfRIERI, EHRIESE 1847 “itE crashkernel HECA/)N PERRBXRHEERE
mﬁo %EE YaST qquﬁbiﬁgmﬁo

FEERPRELELEDE, ARRERESTERMETHNI. THRESUTREAZEIAEEA

zin) :
LRV &Sl
° ZBEN
* FAFP#UER
° AIHR

FEREETEOR, mREEERIRE, UREREERTEIR URL, MREERT FTP 5
SSH FEMLEMIN, NEFEHAEXEIHRIE R,

() =7 SHUNRRFLZEERR
BILUETE Kdump BAERRTFERE, HttAREF BRI UERERREFERLE, 4
Kdump ;FIEHIREHEXHE, SReRBBEEMNBEFVEGEX G

MREFE Kdump BIEFEHHFEEEEERARE, BESTEFHGENEOGE, #EEX
HEBOPRE Kdump 5, BEEHERIAEN. IEEE Kdump.

18.7.3 Kdump 3&id SSH &8

REXHEEEBBEE, RN EREFNEEXLEHE. BEATEBIFAREHNNEE
HRILLIEERIE, Kdump BILUER SSH il E S R FRITAZ T B

1. BfRENEMBF Kdump R BHB. FEMEIX—SA SERERKER=RER
IREREBUREIE. M Kdump £RFHEY initrd BY, %i81T ssh-keygen -F
TARGET HOST XRZEiHBRENBE . NE TARGET HOST AHZEAEHIET,
ZAeIER Lt E, LINZREN—ME RS ERE Kdump EN LM root S5
TARGET HOST #3I SSH &%,
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2. Kdump &7geE BinitBVEITEHRIE. BaiReeERAAHEZEASHRIE. HKIAE
ST, Kdump A root FARZEEER, BEINERN Kdump SIZEIMMZER, ATLUER
ssh-keygen fIiEiZ=H:

a. # ssh-keygen -f ~/.ssh/kdump key

b. YRGRTWNBTOLH, iR eer (B), REMEMBTOL) o

c. ¥TFF /etc/sysconfig/kdump #4& KDUMP_SSH IDENTITY &EAH
kdump key., SAREZXMHEARTE ~/.ssh T, AILUERAHETERREZ,

3. I&E Kdump SSH ZELUIENE REITZEN.
# ssh-copy-id -i ~/.ssh/kdump key TARGET HOST
4, igE KDUMP SAVEDIR. B MED:

BN HEREMY (SFTP)
SFTP 2i&id SSH X HMEESE. BRENMLIBAE SFTP FR4% (BIAN
SLE) o mfil:

KDUMP_SAVEDIR=sftp://TARGET HOST/path/to/dumps

LI F Y (SSH)
HthFELLITEMSFERA SSH ZBFEN LIZ1THELS <, SUSE Linux Enterprise
Desktop AT AEALL £, BirEHN_ER Kdump BRHIEE— N HITUL T
LHERIE: mkdir. dd 0 mv, 1P

KDUMP_SAVEDIR=ssh://TARGET HOST/path/to/dumps

5. EREN Kdump BRSUAERFECE,

18.8 I fTERSIA% A

IRENEL S, ERILIFHANEHITONT . RERME T ZMNET,
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BT hEENYBI AR GDB, EEEUERMNFERFERILETR, /2, sthEE—
LEER S A PR

* GDB H#HIFERAFIEIANZEMEINTE,

e GDB A"%z#F 32 il & _EHY ELF64 —# &S5,

* GDB REEIRHIBR ELF BEZELIIMNYEMARI (BERIXELEAVEE) o
BT XEREE, RIS ARERE crash, crash BEIE O ITER REENE, EAETRIRTITHRY
R, ERETERTIAR Linux RIZMIHEE, BE&ATa&IAR.
&D%"T‘*ﬁgiﬂﬁt Linux 1%, BEFINLEHARXEENHE. FRUTHISKELNRSLE L

TEZHE:

> zypper se kernel | grep debug

O == 9aEREENRESNRER

WMRERNRFITIR T EAVERT, 0] LITE SUSE Linux Enterprise Desktop 15 SP4 Y
#X *-Debuginfo-Updates BXHLEMHFFEEFINEl “debuginfo” €, FH

YaST B ZHHEFIR.

BEEMIZHERITEN LR crash FITHBRAVELNE, BEAWNTAARNEGS:

crash /boot/vmlinux-2.6.32.8-0.1-default.gz \
/var/crash/2010-04-23-11\:17/vmcore

FE—NBHRTAZMEGE, EZNSHE Kdump FHIRIVEMES . BUARIYE /var/crash T
BRI o

O =7 MR RR R A S
SUSE Linux Enterprise Desktop F&Hi T kdumpid SERIEF (ESERBNHREES)

FIRBIARFMBIAZEEE. AT LUERLLSSRRREFERERELER, FIEREHFTRZR
ZISO ©X#F lked. diskdump. Kdump X&#0 ELF 3%6#. FH -v FXERLSERER
B, EREBEIMER, BIMtEVIEE., AZAGEF FFEMAZELE NI,
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18.8.1 NIz #HHFISTHERET

Linux AR AR HRITS eI 5 R (ELF). LEXHBESR vmlinux,, BERZIETE
BERM. FIEFRE5| SMEERE IR ELF 25X, LHZEE AMD64/Intel 64 AR 45+
o SUSE® Linux Enterprise Desktop TR EMAREM EFEE U THRRAS R,

18.8.1.1 AMD64/Intel 64

SUSE 1= {#£AEMA T AMD64/Intel 64 FINZM A EHREEM ML vmlinuz Al

vmlinux.gz.

e vmlinuz : XEH5ISMEERITHH.
Linux RIZEBRAENMEBDER: RizasS (vmlinux ), UKRBESISMEHSZTHIRERB,
XFENEBDFBERE—EGET vmlinuz (FEEFH z 5 x WER)
ERZERS, ZX%% A bzInage,

e vmlinux.gz: XZEAH crash # GDB fEHEMESE ELF B{%, 7 AMD64/Intel 64
L+, SISMEREFKETFASER ELF G, FEitt, RFEMT —NEGEhRES.

18.8.1.2 POWER

POWER £RY yaboot S|SB FFEE ELF MK, BAXIFESRY ELF G, £
POWER RtZE €, B— ELF Linux A#ZXH vmlinux, ¥F crash =, POWER
EExiE PR RLEM,

MREREES—BITEN L oEME, BIREITENNERED, UREEREIX 4,
REB—EBIHBENSEITHEEE RGN Linux RAE, AREEZITEN LD E BENER
B, FERAITEN LEAH<S uname -1 FELRGHEIL,

MNREEES—SITEN LoiEE, EFEEIREN kernel # kernel debug HHEHBNE
8,

1. BAZEE. /boot HBINZMREIUA /usr/lib/debug/boot FHIXRELFEIHER X
HRE—1T=EHRY.
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2. lt5h, 35K /lib/modules/$ (uname -r)/kernel/ FBINIZARIREAK /usr/1ib/
debug/lib/modules/$(uname -r)/kernel/ FHXEEIXEBXHEHIEIE N
modules MFBEFRH,

3. TEERE. IZMERERREEXH UK modules FERWE RS, B5E) crash
AR

> crash VMLINUX-VERSION vmcore

RELEMSHEN LoREME, crash TREFHSERN TRRNEL:

> crash /boot/vmlinux-5.3.18-8-default.gz \
/var/crash/2020-04-23-11\:17/vmcore

crash 7.2.1

Copyright (C) 2002-2017 Red Hat, Inc.

Copyright (C) 2004, 2005, 2006, 2010 IBM Corporation

Copyright (C) 1999-2006 Hewlett-Packard Co

Copyright (C) 2005, 2006, 2011, 2012 Fujitsu Limited

Copyright (C) 2006, 2007 VA Linux Systems Japan K.K.

Copyright (C) 2005, 2011 NEC Corporation

Copyright (C) 1999, 2002, 2007 Silicon Graphics, Inc.

Copyright (C) 1999, 2000, 2001, 2002 Mission Critical Linux, Inc.
This program is free software, covered by the GNU General Public License,
and you are welcome to change it and/or distribute copies of it under
certain conditions. Enter "help copying" to see the conditions.

This program has absolutely no warranty. Enter "help warranty" for details.

GNU gdb (GDB) 7.6

Copyright (C) 2013 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty" for details.

This GDB was configured as "x86 64-unknown-linux-gnu".

KERNEL: /boot/vmlinux-5.3.18-8-default.gz

DEBUGINFO: /usr/lib/debug/boot/vmlinux-5.3.18-8-default.debug
DUMPFILE: /var/crash/2020-04-23-11:17/vmcore

202 A Z#HISF R SLED 15 SP4



CPUS: 2
DATE: Thu Apr 23 13:17:01 2020
UPTIME: 00:10:41
LOAD AVERAGE: 0.01, 0.09, 0.09
TASKS: 42
NODENAME: eros
RELEASE: 5.3.18-8-default
VERSION: #1 SMP 2020-03-31 14:50:44 +0200
MACHINE: x86 64 (2999 Mhz)
MEMORY: 16 GB
PANIC: "SysRq : Trigger a crashdump"
PID: 9446
COMMAND: "bash"
TASK: ffff88003a57c3cO [THREAD INFO: ffff880037168000]
CPU: 1
STATE: TASK RUNNING (SYSRQ)

crash>

mLREEATISERNKE: ERZERNG 42 MESIEEIET. BRNERERZ PID A
9446 BIESSIAR T SysRq filk2s. LS E— Bash #12, ENFEREH echo 2 Bash 9%
HIREBER <o

crash LAEFE7E GDB AR 2N, rHERFSTINMIGS. IREMAFRHIMAES
#EY bt , B BERRNEEEITESHEN:

crash> bt

PID: 9446  TASK: ffff88003a57c3cO CPU: 1  COMMAND: "bash"

#0 [ffff880037169db0O] crash kexec at ffffffff80268fd6

#1 [ffff880037169e80]  handle sysrq at ffffffff803d50ed

#2 [ffff880037169ecO] write sysrq trigger at ffffffff802f6fc5

#3 [ffff880037169ed0] proc reg write at ffffffff802f068b

#4 [ffff880037169f10] vfs write at ffffffff802blaba

#5 [ffff880037169f40] sys write at ffffffff802blclf

#6 [ffff880037169f80] system call fastpath at ffffffff8020bfbb
RIP: 00007fa958991f60 RSP: 00007fff61330390 RFLAGS: 00010246
RAX: 0000000000000001 RBX: ffffffff8020bfbb RCX: 0000000000000001
RDX: 0000000000000002 RSI: 00007fa959284000 RDI: 0000000000000001
RBP: 0000000000000002 R8: 00007fa9592516f0 R9: 00007fa958c209cO
R10: 00007fa958c209cO® R11: 0000000000000246 R12: 00007fa958c1lf780
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R13: 00007fa959284000 R14: 0000000000000002 R15: 00000000595569d0
ORIG_RAX: 0000000000000001 CS: 0033 SS: 002b

crash>

m7E, RENBERE—FZR T Bash 5MTHIASZE echo &< M /proc/sysrq-trigger
RET—1NFf. HEHNMBERFTIRALLFRE, AT crash_kexec() F¥, LhEEIRE
7 panic(), B Kdump RET &,

BRT B GDB S LA bt BY BARZASLASN, crash SEAREFREENX TS Linux iz
KEME S, XLHRLANRA Linux RIZHRNEREIELEY, HUBEMNS ENERETRXLER
Bo B0, EoILUER ps YIHERINEEEITIES. A sym RIS H B SERMIERIFR
ERZES, ITIEMISHE, FA files AJUBTHIENRAEIT A XXHIRTT, £
kmem AU ETREXAZAEZRENAT, FH vn JLUICEHENEINRE, BEEEEED
TGRS, BRMTHIIRERK, HPEFSamIHBIRREMEFANET,
BIPRRNG SRR T EA Linux 8<% (F190 ps 1 1sof ) BYINEE. EFMAIAIRNERIKEH
HINEHIRE, FETH GDB WAZEHASEBRANEINREE. XLRIREBE T X595
SBEL LI, BRETHE Linux Nz, AXENKRERBT ZNEANSEEEXRR.

18.9 Kdump &RECE

Kdump BYECEETETE /etc/sysconfig/kdump . EHATLAERA YaST RECE

Kdump, Kdump BCEIEINTE YaST #=F|H ORI FES > Wiz Kdump FRME. BT Kdump it
A gEX I H Ao

BILAfEF KDUMP_SAVEDIR AIERAZFEENE R, IR, AREER/NIES
EEKR. NPRFETGHEEANDGRA BEEZ=TEKT KDUMP_FREE DISK SIZE i
IMISERIE, Kdump EIELREFRE. 1EFE, KDUMP_SAVEDIR #JiR%) URL A=
PROTOCOL://SPECIFICATION, ErA PROTOCOL B file. ftp. sftp. nfs &
cifs, specification RIEWMNME. HIU0, ETE FTP IRSBEB LRGFEAZEME, 1BERLU
T URL fERIEIR: ftp://username:password@ftp.example.com:123/var/crash,
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AREEEEEERY, S88FZ DM AEEND, £ KDUMP_DUMPLEVEL #%EIA] 1L
BERILRTT, ZETAES 0 | 31 ZEMNHFE, MNREE 0, HREXNERAN, R

BE 31, BEME I, BXOIEENTERE, 52 kdump B9FMDI (man 7
kdump ).

B, FRIFRIDWAREERNNSBEERER, §li0, NREEBETWEEEEZE, HEFTER
HEERPTHE—LHETE, nJLURAXME, Altt, 7% KDUMP _DUMPFORMAT 1&& M
compressed., crash SLAERZIFNEA EVEEHITHEEELE,

O ==: 3 Kdump EEEXHHIEXR

B /etc/sysconfig/kdump X5, FEIi5TT systemctl restart
kdump.service., &, BEETXRESISRESAN, XEFRTSEN,

18.10 EZER

HEBE—RME Kexec Ml Kdump FFERNGEESZEXHE, BR, TEXEERFRABHE
THRREESESE:

* BX Kexec SLAREFBIRE, 188N kexec BIFARTI (man 8 kexec)o

o {&AILUTE https://developer.ibm.com/technologies/linux/ # E£3XEIHE % Kexec B9—H&
HSH

o HXE T SUSE Linux Enterprise Desktop B9 Kdump BNEZ4T, S0 http://
ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf 2,

o O LATE http://Ise.sourceforge.net/kdump/documentation/ols2005-kdump-
paper.pdf 2 E3E Kdump REBLEFATRN IR,

BX crash HESHNEXTANESAT, BEAUTHEIR:

* R GDBWYfEETM (info gdb) %k, https://sourceware.org/gdb/documentation/ 2 k£
HHRMET I TENRTERE,

o crash LAREFIRHEEE BN EER), A help COMMAND AJLAE/R command HIEX
1k
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http://ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf
http://ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf
http://lse.sourceforge.net/kdump/documentation/ols2oo5-kdump-paper.pdf
http://lse.sourceforge.net/kdump/documentation/ols2oo5-kdump-paper.pdf
https://sourceware.org/gdb/documentation/

o MNRICEFEMN Perl 288, RILUER Alicia SKiEHER. &R LTE http://
alicia.sourceforge.net/ 2 £ % crash SEAEEFHILEET Perl B9,

o MNRMmIFEEA Python, MINz%%E Pykdump, LbERGEIBIE BN @ Python BiZsizH
GDB.,

* [ Daniel P. Bovet ] Marco Cesati 278 (Understanding the Linux Kernel) (7 f#
Linux N#%) (ISBN 978-0-596-00565-8) H3EH £ mEMBEIA T Linux AZBIRERLE.
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19 fEH systemd-coredump Xt TR AR R
1T

systemd-coredump RIWEHERAZZOFEE, BT A2MNBEFERE. HEMNHEZ
(XETFTREEFNFAEHE) Y, KTARASBEZOEEIZRE systemd BE (W0
BERRe A BIEE) , HIEZOEMEEEE /var/lib/systemd/coredump IR HE
Mo EETILLEEER gdb o crash FEMTARETRMEXHE (BBIE 1887 "9
SN ) o B—MAMAREEFZOEME, MENRHRERIBE, XEMETFRERD
BREENNES T,

19.1 AZEMEE

systemd-coredump FRIAERBH, BERTAIHIETT. BRIABENLTF /etc/systemd/

coredump.conf H:

[Coredump]
#Storage=external
#Compress=yes
#ProcessSizeMax=2G
#ExternalSizeMax=2G
#JournalSizeMax=767M
#MaxUse=

#KeepFree=

UTRAIZTRIAGER Vim #1TREBRINE, 757EREIE—1 segfault REM B ST Z O
fifio

312 19.1 . {E/ VIM IR 05%6E
1. B8 debuginfo-pool # debuginfo-update IR
2. &% vim-debuginfo

3. B&h vim testfile HEBAN—LFH
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4. FKREY PID #H4 A% segfault:

> ps ax | grep vim
2345 pts/3 S+ 0:00 vim testfile

# kill -s SIGSEGV 2345
Vim B A HEIRER

Vim: Caught deadly signal SEGV
Vim: Finished.
Segmentation fault (core dumped)

5. FIHERIZOERNE, ARMEFITRE:

# coredumpctl
TIME PID UID GID SIG PRESENT EXE
Wed 2019-11-12 11:56:47 PST 2345 1000 100 11 * /bin/vim

# coredumpctl info
PID: 2345 (vim)
UID: O (root)
GID: 0 (root)
Signal: 11 (SEGV)
Timestamp: Wed 2019-11-12 11:58:05 PST
Command Line: vim testfile
Executable: /bin/vim
Control Group: /user.slice/user-1000.slice/session-1.scope
Unit: session-1.scope
Slice: user-1000.slice
Session: 1
Owner UID: 1000 (tux)
Boot ID: b5c251b86ab34674a2222cef102c0c88
Machine ID: b43c44a64696799b985cafd95dc1b698
Hostname: linux-uoch
Coredump: /var/lib/systemd/coredump/
core.vim.0.b5c251b86ab34674a2222cefl02
Message: Process 2345 (vim) of user O dumped core.
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Stack trace of thread 2345:

#0 0x00007f21dd87e2a7 kill (libc.so0.6)

#1 0x000000000050cb35 may core dump (vim)

#2 0x00007f21ddbfec70  restore rt (libpthread.so.0)
#3 0x00007f21dd92ea33  select (libc.so0.6)

#4 0x000000000050b4e3 RealWaitForChar (vim)

#5 0x000000000050b86b mch inchar (vim)

MREHZMLOEERE, coredumpctl info S ERFIAEXEZNEE, TR
PID. COMM (#<) = EXE (RI#ITXHRIEEERR) IS OF%ME, flil, &F Vim BUFT
Bz E1E:

# coredumpctl info /bin/vim
& PID BEREBEMRILIEHE:
# coredumpctl info 2345
REERIZOHHE gdb !
# coredumpctl gdb 2345

PRESENT FIHHE SRAFECHEENZLE ME. NRZFEAT, WRREEEME
Fo90EfE, coredumpctl BMBEEHFIERERER, E0ILITE /etc/systemd/
coredump.conf AR Storage EWUEHILLITH:

* Storage=none — EHEFIERIZ LK, BEREF. XEHEHTREFVERER
HWESHERE, i, HFRFEa—MREIEFRIPES (GDPR) BWEH.,

* Storage=external — R OMEFETE /var/lib/systemd/coredump H

* Storage=journal — 1% MEFE systemd HEH

BRAEMOEEER systemd-coredump BYHSEH, Ak, T—XRizOEEN<NAEE
EE&’ ﬁ'ﬁal_: EFEZME1—JEEJUO

BERMRFAEZOEERISRE, EAILUEAR coredumpctl KAREZOE M. UTREIR
PID itz e fE, FHiEZOMERE vim.dump A
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# coredumpctl -o vim.dump dump 2345

BXTEMNGSIIZIYIER, 550 man systemd-coredump. man coredumpctl #

man coredump.conf,
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20 iEHAETiElTY

MFMEIMEMS, ILITENMNEMEENNHRERSIEREXEE, BEMWIRRSZE]
LI ERY, B, R (EiEERE) ,$ 395 “FA NTP EDEE” PFHRIY ZERRIM
LZBF BN (NTP)o

FEHaRdiEY (PTP) Stk AEmlE, B NTP BEfft, PTP XS NNIZAMAF=IE, SUSE
Linux Enterprise Desktop FREYARIZ B & X WEIKshFZ IR AT PTP BYFHRYSZ 5o

20.1 PTP &Y

PTP BRI FNEREMEREN, NEBNHRRZEIHEN. BREWHS M EIET
MR ETE T (BMC) BiZE#H. RE— MmO HEILIE E BRI UIZ MBS T, H2ERY
MR A EER  (0C)e BB Z N HONHHEIUE—NRO LM ERNFUKRS —NHEO ERM
B, SRS TRFR AN BT 5 (BC)o TR ERSHIRNER 0, BRENHEIS2IKEN
4t (GPS) B, Xt¥, NERIMEEEB S ERESSREY

EHXHFE PTP WEBMBE . KFMZIIRAM MR OITH2 (NIC) #5<H PTP, BEFAR L
TEMLZWERER B AIE PTP B95EH, BAFRAE PTP BIShZ BIRNMBAH B PTP B4 L&
RV,

20.1.1 PTP Linux 3Zfi@

£ SUSE Linux Enterprise Desktop £, B linuxptp {46121 PTP 525, &R zypper
install linuxptp LEZUHE. ZHRGEEFRESHETHHELE ptpdl 1 phc2sys
12F. ptpdl 555t PTP AR sh A EN@ET ¢, WREREHNE, ptpdl = PTP HEMHET§h
B B EH. MREARGEE, ERBAANHRAS TR, XRYERRENBKRS
B e R BIMLEHE Ok (NIC) £89 PTP BEFESSHEY, 4 HE phc2sys,
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20.2 fER PTP

20.2.1 RBIXchiZF ARG 255

PTP ZER{EABIAZMAEIRENTE R STIFER IS BA B R AF AT B LtkSh, NIC Bz IR RE (e
HYBS B, ERILUER ethtool RIUIRENIZRFH NIC BSELTHAE:

> sudo ethtool -T ethO

Time stamping parameters for ethO:

Capabilities:

hardware-transmit (SOF_TIMESTAMPING TX HARDWARE)
software-transmit (SOF_TIMESTAMPING TX SOFTWARE)
hardware-receive (SOF_TIMESTAMPING RX HARDWARE)
software-receive (SOF_TIMESTAMPING RX SOFTWARE)

software-system-clock (SOF TIMESTAMPING SOFTWARE)
hardware-raw-clock (SOF_TIMESTAMPING RAW HARDWARE)
PTP Hardware Clock: 0
Hardware Transmit Timestamp Modes:

off (HWTSTAMP_TX OFF)

on (HWTSTAMP_TX ON)
Hardware Receive Filter Modes:

none (HWTSTAMP_FILTER NONE)

all (HWTSTAMP_FILTER ALL)

MENBREEUTSH

SOF TIMESTAMPING SOFTWARE
SOF_TIMESTAMPING TX SOFTWARE
SOF TIMESTAMPING RX SOFTWARE

EHNEEEU TS
SOF_TIMESTAMPING_RAW_HARDWARE

SOF TIMESTAMPING TX HARDWARE
SOF_TIMESTAMPING RX HARDWARE
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20.2.2 fEF ptpal

ptp4l FUAEREAIE, EFELU root BHER -1 ETHEE BB E
Ho -m 1575 ptpdl FHHEDLYIEERERL, MAZYERRSGNEATIERIA!

> sudo ptp4l -m -i ethO

selected eth® as PTP clock

port 1: INITIALIZING to LISTENING on INITIALIZE
port 0: INITIALIZING to LISTENING on INITIALIZE
port 1: new foreign master 00al52.fffe.0b334d-1
selected best master clock 00al52.fffe.0b334d
port 1: LISTENING to UNCALIBRATED on RS SLAVE

master offset -25937 sO freq +0 path delay 12340
master offset -27887 sO freq +0 path delay 14232
master offset -38802 sO freq +0 path delay 13847
master offset -36205 sl freq +0 path delay 10623

master offset -6975 s2 freq -30575 path delay 10286
port 1: UNCALIBRATED to SLAVE on MASTER CLOCK SELECTED
master offset -4284 s2 freq -30135 path delay 9892
master offset EXRTMSFHNSENHZEINRE (AT AHE) .

sO. sl. s2 IERBETHMREIIRMAEIRS: s0 RROHEB, s1 XRRB#HSH, 2 K
TEBE, MNRFARSFEBEIRS (s2), HH pi offset const FEMEREXHFHFIRE
ARE, INHAES#H, MERSEEFE BEXFHAFES, 58 man 8 ptpal) .

freq EFRREHIVARERE (U+HZ53%= (ppb) BEMD) .

path delay ERTFMENWAZZNRDHSHFTER (UHHHEAD) -
IR0 0 BATF A PTP 1M Unix IERET. K0 12 etho #O,
INITIALIZING. LISTENING. UNCALIBRATED #1 SLAVE B%4*E

INITIALIZE. RS SLAVE #1 MASTER CLOCK SELECTED H4BIEMMRIIRESTRA. X
KA M UNCALIBRATED EE2X A SLAVE BY, RRITENES PTP EREINES,

SR LAER - S IS AR,
> sudo ptp4l -m -S -i eth3

ERILAK ptpal fEARRSSIEIT:
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> sudo systemctl start ptp4l

EFIIBERT, ptpdl BM /etc/sysconfig/ptpdl XHEEEVEED, ZHANBERT, X4
=15 ptpdl M /etc/ptpdl.conf SEXECE IR, BXx ptpdl EMMEEXHIKENIF
MEE, 1520 man 8 ptpdl.

EkABA ptpal RS, BETUTHS

> sudo systemctl enable ptp4l

BERZRS, BET

> sudo systemctl disable ptp4l

20.2.3 ptpal BBEXH

ptp4l FAIUMANERNEEXHRIEER R, ATRINKEREMEEXY, EFEEL -f 15
EEEX M

> sudo ptp4l -f /etc/ptp4l.conf

EEXHRNETEHD. 2FEEHD (L [global] #5R) AFIGERRFATL. BEHETAZIA
imEIR. HMH2SRHENROERX, SBERANROET. SoHRFEEEN KOS
M — B30 [ethO] o ERWOERDAIRATFEMRGSITIEDL

[globall

verbose 1

time stamping software
[ethO]

THIEE X AFR T LA T an <3k
> sudo ptp4l -i eth® -m -S

BX ptpal BEERMHTESIFR, 1550 man 8 ptpdl,

20.2.4 IERIN=
ptpd U B FMENBIIEIGR: /%5t (P2P) Ui 2l (E2E),
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P2P
LA EER -P 88,
E R B Rt MEIRIR PN E M R, HEEHMINEER, XESMROAMES
S— MmOk PTP EEMNNMEHAERLL G E. P2P R E@EHRFEPRBEEGNS
o

E2E
75 7EGER -E 8. ARINRE,

Bahi&EA &
LE757EER -A 8. Bkl E2E RIUSE) ptpdl, MRULETHFIERIFNK, N
B P2P 1R,

O == zENEs*
B4 PTP @il LRPRE B shas U E R ABEIRY 7 /A RN E R BIRER, SNREfEA E2E
MHIIRO LR T MEIERIEK, SEEFEA P2P MiHlfimO LR T E2E iERiE

X, BRINEES,

20.2.5 PTP BEEFim. pmc

ERILIER pmc B IRIRENVEX ptpd4l MEFAESE. pmc MTERAZEB SITIREIE S
MANEE ID IEEMVIRIE, ARBIEENERAEERE, HIEREINENEE. SR
B GET KFRIEEMIER, SET EMfEERIEE, CMD (3¢ COMMAND) %icisRERIEMF.

RIAMBERT, EEaSSEMAIRAO LI, ErILIER TARGET s a4 RIEENEN
BteRAlis . WNFHEIE ID BEETIXR, BEBIT pmc helpo

> sudo pmc -u -b @ 'GET TIME STATUS NP'
sending: GET TIME STATUS NP
90f2ca.fffe.20d7e9-0 seq © RESPONSE MANAGMENT TIME STATUS NP

master offset 283
ingress time 1361569379345936841
cumulativeScaledRateOffset +1.000000000
scaledLastGmPhaseChange 0
gmTimeBaseIndicator 0
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lastGmPhaseChange 0x0000'0000000000000000.0000
gmPresent true
gmIdentity 00b058. feef.0b448a

-b ETHEEFI R IXE S PARRKRE, FBILETUSKERN 0 SRIAF R4t ptpdl SE
B, IBINZEXRCREBAMIIFIEIRN PTP HRALAER, REINEETaEEE:

stepsRemoved
B B EPAVE T T R

offsetFromMaster. master_offset
ZE S a2 8] EOMEEMRE (7)) o

meanPathDelay
MERFERENES HENTITER (HF) .

gmPresent
SNRA true, MXRR PTP HHERD B EItH; AMEITHARZHERIER T,

gmldentity
[liyaf =t E e =L

BX pmc SLITIEBRTEESIXK, BESN man 8 pmc,

20.3 f#EFH phc2sys [EZ Bt

£ phc2sys FIRAZRHED FIM-< LR PTP BE4RTTH (PHC). RETATTRRAL S MEHT
o, MR ERREA TR, PHC AZ B[R ptpdl @F (BFBZNE 2027 “EH
PTP” ) o M -s PIRIRESMKEOEE TN, £A -w IHERFES ptpdl #AERS
Ko

> sudo phc2sys -s eth0 -w

PTP #2[=| 7507 (TAI) 1517, MASRHERRIZNIFLEFRE (UTC). MREFRIEE -w KF
5 ptpdl AL, FILUERA -0 RIEE TAI 5 UTC ZEIRfRE (LIRS

> sudo phc2sys -s ethO® -0 -35
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Wal LU phc2sys fENBRSIETT:
> sudo systemctl start phc2sys

FILIERT, phc2sys M /etc/sysconfig/phc2sys i
EIMEFAER, 1550 man 8 phc2sys,

EXABA phc2sys RS, BETUATH<:
> sudo systemctl enable phc2sys

BRRZIRS, BE1T

> sudo systemctl disable phc2sys

JiBlEZ

Y PTP EE|EZ EE TEF BFER T E4ER, ptpdl I phc2sys =

HESNERENMRRATIES,
ptpal HHRfl:

ptp41[351.358]:
ptp4l1[352.361]:
ptp41[352.361]:
ptp4l1[353.210]:
ptpd4l[357.214]:
ptp4l[357.214]:
ptp4l[359.224]:
ptp4l[360.224]:
ptp4l[361.224]:
ptp4l[361.224]:
ptp4l[362.223]:
ptp4l[363.223]:
[...]

ptp4l[371.235]:
ptp4l[372.235]:

selected /dev/ptp0® as PTP clock
port 1:
port 0:
port 1:

port 1:
master offset 3304 s0 freq
3708 sl freq

-3145 s2 freq

master offset
master offset
port 1:
master offset -145 s2 freq
master offset 1043 s2 freq
master offset 285 s2 freq

master offset -78 s2 freq

phc2sys HitHnfl:
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EI, BX phc2sys

INITIALIZING to LISTENING on INITIALIZE
INITIALIZING to LISTENING on INITIALIZE
new foreign master 00a069.eefe.0b442d-1
selected best master clock 00a069.eefe.0b662d
LISTENING to UNCALIBRATED on RS SLAVE

+0 path delay
-28492 path delay
-32637 path delay
UNCALIBRATED to SLAVE on MASTER CLOCK SELECTED
-30580 path delay
-28436 path delay

-28511 path delay
-28788 path delay

RIS E]RS

EfR RS AT

9202
9202
9202

9202
8972

9199
9204
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phc2sys[616.617]: Waiting for ptp4l...

phc2sys[628.628]: phc offset 66341 s0O freq +0 delay 2729
phc2sys[629.628]: phc offset 64668 s1 freq -37690 delay 2726
[...]

phc2sys[646.630]: phc offset -333 s2 freq -37426 delay 2747
phc2sys[646.630]: phc offset 194 s2 freq -36999 delay 2749

BE, ptpdl FEEMBEMBENES. EAILUER summary _interval 1596
H

RIzIR,

BERFERNN 2 BN RT. N, ERFmEsRRERANEE 1024 (FF2/10) ¥, BET

E—1TH 0% /etc/ptp4l.conf X,
summary interval 10

SRR LUERA -u SUMMARY -UPDATES &K phc2sys siSHIEFITE,

20.4 ECE

ATNEE/LD ptpal BEERG, XERFIFBTENEENH, MEEMEXHPIHERRY

FBEYIR, FRH ethX AKRIREFRISIRMEREO R MR,

f5120.1 : ERRMAEIEEIMEEISH
/etc/sysconfig/ptp4l :

OPTIONS="-f /etc/ptp4l.conf -i ethX”

Ktk /etc/ptpdl.conf HITER,

f5120.2 : fEMRREHIIEERIMIE BT
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”
/etc/sysconfig/phc2sys .

OPTIONS="-s ethX -w”

Kito%k /etc/ptpal.conf HITEX.
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f5120.3 : fERAMEGISERRYERSH
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptpd4l.conf -i ethX”
/etc/sysconfig/phc2sys :
OPTIONS="-s CLOCK REALTIME -c ethX -w”

/etc/ptp4l.conf:

priorityl 127

f5120.4 : ERAMRAFISEMNERY (—RRFEINER)
/etc/sysconfig/ptp4l :

OPTIONS="-f /etc/ptp4l.conf -i ethX”
/etc/ptp4l.conf:

priorityl 127

20.5 PTP A0 NTP

NTP #1 PTP BRI TR UHTE, IR EtEREL,

20.5.1 NTPZ| PTP Y[EF

5 chronyd EZAMALKEIEES, B8 ptpdl EEENBRENT, LUEREE PTP M7
R ABTIE, £ /etc/ptpdl.conf M priorityl 3EIR:

[globall

priorityl 127

[ethO]

SAIEIETT ptpal:
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> sudo ptp4l -f /etc/ptp4dl.conf

FEREMREE, FE®I phc2sys 1§ PTP BANHEL B RG5!

> sudo phc2sys -c eth® -s CLOCK REALTIME -w

20.5.2 FdE PTP-NTP [

TERECE ¥ PTP BTN SRR R ERHYLE R, WIRAILUER S EAEHEY PTP 8RN, N
THENA LN PTP MEHISE 1 /& NTP BRS3281E1T. LN BHFERINESNEREO, H
BErE R EIZERIBRENM. XAIUBREMNZPLNSERHNELD .

¥ ptpdl # phc2sys EZEFEENER—MMEZZROREL PTP BF A%, REE
chronyd EEENERS—ZORMERSAHE:
bindaddress 192.0.131.47

hwtimestamp ethl
local stratum 1

Q) ’x=: NTPFIDHCP
BUANERT, % DHCP BEFIH®H< dhclient UXEI NTP ARSZS2TIRRY, SIFXLERS
AMEINTP BCE, ABALEHIMITH, EHKE

NETCONFIG NTP POLICY=""

(£ /etc/sysconfig/network/config X#HH) o
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A GNU TFrRIIE
AHIREA GNU EIBRYFATEARA 1.2,

GNU free documentation license

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St,
Fifth Floor, Boston, MA 02110-1301 USA. Everyone is permitted to copy and
distribute verbatim copies of this license document, but changing it is not
allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional
and useful document "free" in the sense of freedom: to assure everyone the
effective freedom to copy and redistribute it, with or without modifying it,
either commercially or non-commercially. Secondarily, this License preserves
for the author and publisher a way to get credit for their work, while not being
considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the
document must themselves be free in the same sense. It complements the GNU
General Public License, which is a copyleft license designed for free software.
We have designed this License to use it for manuals for free software, because
free software needs free documentation: a free program should come with
manuals providing the same freedoms that the software does. But this License is
not limited to software manuals; it can be used for any textual work, regardless
of subject matter or whether it is published as a printed book. We recommend
this License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains
a notice placed by the copyright holder saying it can be distributed under the
terms of this License. Such a notice grants a world-wide, royalty-free license,
unlimited in duration, to use that work under the conditions stated herein. The
"Document", below, refers to any such manual or work. Any member of the
publicis a licensee, and is addressed as "you". You accept the license if you copy,
modify or distribute the work in a way requiring permission under copyright law.
A "Modified Version" of the Document means any work containing the Document
or a portion of it, either copied verbatim, or with modifications and/or translated
into another language.

A "Secondary Section" is a named appendix or a front-matter section of the
Document that deals exclusively with the relationship of the publishers or
authors of the Document to the Document's overall subject (or to related
matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary
Section may not explain any mathematics.) The relationship could be a matter
of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are
designated, as being those of Invariant Sections, in the notice that says that

the Document is released under this License. If a section does not fit the above
definition of Secondary then it is not allowed to be designated as Invariant.

The Document may contain zero Invariant Sections. If the Document does not
identify any Invariant Sections then there are none.
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The "Cover Texts" are certain short passages of text that are listed, as Front-Cover
Texts or Back-Cover Texts, in the notice that says that the Document is released
under this License. A Front-Cover Text may be at most 5 words, and a Back-Cover
Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the general public,
that is suitable for revising the document straightforwardly with generic text
editors or (for images composed of pixels) generic paint programs or (for
drawings) some widely available drawing editor, and that is suitable for input

to text formatters or for automatic translation to a variety of formats suitable

for input to text formatters. A copy made in an otherwise Transparent file

format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image
format is not Transparent if used for any substantial amount of text. A copy that
is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without
markup, Texinfo input format, LaTeX input format, SGML or XML using a publicly
available DTD, and standard-conforming simple HTML, PostScript or PDF
designed for human modification. Examples of transparent image formats
include PNG, XCF and JPG. Opaque formats include proprietary formats that can
be read and edited only by proprietary word processors, SGML or XML for which
the DTD and/or processing tools are not generally available, and the machine-
generated HTML, PostScript or PDF produced by some word processors for
output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such
following pages as are needed to hold, legibly, the material this License requires
to appear in the title page. For works in formats which do not have any title page
as such, "Title Page" means the text near the most prominent appearance of the
work's title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named sub-unit of the Document whose

title either is precisely XYZ or contains XYZ in parentheses following text that
translates XYZ in another language. (Here XYZ stands for a specific section name
mentioned below, such as "Acknowledgements", "Dedications", "Endorsements",
or "History".) To "Preserve the Title" of such a section when you modify the
Document means that it remains a section "Entitled XYZ" according to this
definition.

The Document may include Warranty Disclaimers next to the notice which

states that this License applies to the Document. These Warranty Disclaimers
are considered to be included by reference in this License, but only as regards
disclaiming warranties: any other implication that these Warranty Disclaimers
may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially
or non-commercially, provided that this License, the copyright notices, and the
license notice saying this License applies to the Document are reproduced in

all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading
or further copying of the copies you make or distribute. However, you may
accept compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may
publicly display copies.
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3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed
covers) of the Document, numbering more than 100, and the Document's

license notice requires Cover Texts, you must enclose the copies in covers that
carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly

and legibly identify you as the publisher of these copies. The front cover must
present the full title with all words of the title equally prominent and visible. You
may add other material on the covers in addition. Copying with changes limited
to the covers, as long as they preserve the title of the Document and satisfy these
conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should
put the first ones listed (as many as fit reasonably) on the actual cover, and
continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more
than 100, you must either include a machine-readable Transparent copy along
with each Opaque copy, or state in or with each Opaque copy a computer-
network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy
of the Document, free of added material. If you use the latter option, you must
take reasonably prudent steps, when you begin distribution of Opaque copies in
quantity, to ensure that this Transparent copy will remain thus accessible at the
stated location until at least one year after the last time you distribute an Opaque
copy (directly or through your agents or retailers) of that edition to the public.
Itis requested, but not required, that you contact the authors of the Document
well before redistributing any large number of copies, to give them a chance to
provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the
conditions of sections 2 and 3 above, provided that you release the Modified
Version under precisely this License, with the Modified Version filling the role

of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things
in the Modified Version:

A. Usein the Title Page (and on the covers, if any) a title distinct from that
of the Document, and from those of previous versions (which should,
if there were any, be listed in the History section of the Document). You
may use the same title as a previous version if the original publisher of
that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified Version,
together with at least five of the principal authors of the Document (all
of its principal authors, if it has fewer than five), unless they release you
from this requirement.

C. State on the Title page the name of the publisher of the Modified
Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to
the other copyright notices.

F. Include,immediately after the copyright notices, a license notice giving
the public permission to use the Modified Version under the terms of
this License, in the form shown in the Addendum below.

G. Preservein that license notice the full lists of Invariant Sections and
required Cover Texts given in the Document's license notice.
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H. Include an unaltered copy of this License.

I. Preserve the section Entitled "History", Preserve its Title, and add to
it an item stating at least the title, year, new authors, and publisher of
the Modified Version as given on the Title Page. If there is no section
Entitled "History" in the Document, create one stating the title, year,
authors, and publisher of the Document as given on its Title Page, then
add an item describing the Modified Version as stated in the previous
sentence.

J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise the
network locations given in the Document for previous versions it was
based on. These may be placed in the "History" section. You may omit
a network location for a work that was published at least four years
before the Document itself, or if the original publisher of the version it
refers to gives permission.

K. Forany section Entitled "Acknowledgements" or "Dedications",
Preserve the Title of the section, and preserve in the section all the
substance and tone of each of the contributor acknowledgements and/
or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in
their text and in their titles. Section numbers or the equivalent are not

considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be
included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to
conflict in title with any Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices

that qualify as Secondary Sections and contain no material copied from the
Document, you may at your option designate some or all of these sections

as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version's license notice. These titles must be distinct from any other
section titles.

You may add a section Entitled "Endorsements", provided it contains nothing
but endorsements of your Modified Version by various parties--for example,
statements of peer review or that the text has been approved by an organization
as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage
of up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the
Modified Version. Only one passage of Front-Cover Text and one of Back-Cover
Text may be added by (or through arrangements made by) any one entity. If the
Document already includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you
may not add another; but you may replace the old one, on explicit permission
from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give
permission to use their names for publicity for or to assert or imply endorsement
of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified versions,
provided that you include in the combination all of the Invariant Sections of all
of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty
Disclaimers.

SLED 15 SP4



The combined work need only contain one copy of this License, and multiple
identical Invariant Sections may be replaced with a single copy. If there are
multiple Invariant Sections with the same name but different contents, make
the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else

a unique number. Make the same adjustment to the section titles in the list of
Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the
various original documents, forming one section Entitled "History"; likewise
combine any sections Entitled "Acknowledgements", and any sections Entitled
"Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this License

in the various documents with a single copy that is included in the collection,
provided that you follow the rules of this License for verbatim copying of each of
the documents in all other respects.

You may extract a single document from such a collection, and distribute it
individually under this License, provided you insert a copy of this License into
the extracted document, and follow this License in all other respects regarding

verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and
independent documents or works, in or on a volume of a storage or distribution
medium, is called an "aggregate" if the copyright resulting from the compilation
is not used to limit the legal rights of the compilation's users beyond what

the individual works permit. When the Document is included in an aggregate,
this License does not apply to the other works in the aggregate which are not
themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the
Document, then if the Document is less than one half of the entire aggregate,
the Document's Cover Texts may be placed on covers that bracket the Document
within the aggregate, or the electronic equivalent of covers if the Document is in
electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute
translations of the Document under the terms of section 4. Replacing Invariant
Sections with translations requires special permission from their copyright
holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include

a translation of this License, and all the license notices in the Document, and
any Warranty Disclaimers, provided that you also include the original English
version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this
License or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications",

or "History", the requirement (section 4) to Preserve its Title (section 1) will
typically require changing the actual title.
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9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as
expressly provided for under this License. Any other attempt to copy, modify,
sublicense or distribute the Document is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long

as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU
Free Documentation License from time to time. Such new versions will be similar
in spirit to the present version, but may differ in detail to address new problems
or concerns. See http://www.gnu.org/copyleft/ 2.

Each version of the License is given a distinguishing version number. If the
Document specifies that a particular numbered version of this License "or any
later version" applies to it, you have the option of following the terms and
conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does
not specify a version number of this License, you may choose any version ever
published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace
the “with..Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of
the three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend
releasing these examples in parallel under your choice of free software license,
such as the GNU General Public License, to permit their use in free software.
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