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S. B2, FARBXLEIRESTEMIM, LUEBIREMB R, MLk, SUSE Linux
Enterprise Desktop it T —M& &M — 1 an TITTEA F#1T Supportconfig 74
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output line 1
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BTV RARERREE—TRERGNE I ERD, BAREAXETR,

2.1.1 vmstat

vmstat FIIREER XHIE. WTFE. /0. Rl CPUBKIER:

vmstat [options] [delay [count]]
MREAEEERMITHENERTABLTIE, E8ERE LRESISLCRNTINE, IR
SEFERERE (UMREA) AR, ERETRATEREE (UTRAPIFRT) BE. it

B8R vmstat WHITHVEFTRER. MRTEELE, LTAZ—HIzTT, BFIRFRFIFHRE
1k,

fll 2.1 : {RHFITEN L vmstat A

> vmstat 2

procs ----------- memory---------- --- swap-- ----- io---- -system-- ------ cpu-----
r b swpd free buff cache si SO bi bo in cs us sy id wa st
1 0 44264 81520 424 935736 0 0 12 25 27 34 1 0098 0
0

0 0 44264 81552 424 935736 0 0 0 © 38 25 0 0 100 0O
0

0 0 44264 81520 424 935732 0 0 0 © 23 15 0 0 100 0O
0

0 0 44264 81520 424 935732 0 0 0 O 36 24 0 0 100 0
0

0 0 44264 81552 424 935732 0 0 0 © 51 38 0 0 100 O
0

f512.2 . ERHEHTEN (CPURER) EAvmstat igih

> vmstat 2
procs ----------- memory----------- --- swap-- ----- io---- -system-- -----
Cpu------
r b swpd free buff cache si o) bi bo in Ccs us sy id wa
st
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32 1 26236 459640 110240 6312648 0 0 9944 2 4552 6597 95 5 0 0
23 1 26236 396728 110336 6136224 0 0 9588 0 4468 6273 94 6 0 O
35 0 26236 554920 110508 6166508 0 0 7684 27992 4474 4700 95 5 0 0
28 0 26236 518184 110516 6039996 0 0 10830 4 4446 4670 94 6 0 O

21 5 26236 716468 110684 6074872 0 0 8734 20534 4512 4061 96 4 0 0
B—_—. A Pax /,—
O) 77 BHENE—T
vmstat B E—TIAZ B RE DRES| S LRI TIE,

BIETRUTER:

ERATFRAIBITIASHEZR, XEHZIEERTT, REEFHEAIAN CPUE, MRILL
SIRRRYHIZE B S T RI A CPU 8B, AIRERT CPU BATRE.

b
ERIEEEFFMR CPU LINETRAHIZE, MNRILFIFIHFIRA, ARERRHIT 1/0 (8
(B HER) -

swpd
HaiE A= E£ (KB),

free
FEFAHAEFEE (KB)o

inact
RITARFEANTEINBRNE. NHESERSEH -a EiINER) AF vmstat B, 15074
11

active

REBFERNEEREBER TASBEIRIRGF. NHEESERSE -a (BINER) BB
vmstat BY, ItF)A A0,
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RAM FEE LM HFABTNINERE (KB), LLaFERASE -aAF vmstat BY, ILLYIFRF]
Mo

si/so

BYMIRT(E5E] RAM (s1) 3iEM RAM B EIZH = (8] (s0) BYEAIEE (KB). ¥R sofE
ERK—ERISEREIRA, AR AREREEREATE, HEMRIRFEERL,
9NR si EERK—EREIEIAERIRK, AJRERRERKEBARALGTIFERSHINBER
MERE TEIRS. R si M so BEERK—RNERERA, WHIEREFERRET,
HARERTRETARPLRES RAM, BNEEEBHNAFTUBTHITIES,

bi
FMBUEEWEIBRER (Fla0, BEEIRED) . RMOSEMILARRIE, RANE
XU AR, BeJLAEA stat SLRERRAE. NRFESFHTSHIE, NolER
iostat,

bo
B EBRIGEAIZRIRE (a0, HETN) . KiRtSsmitit EREE,

in
SRR, WMRILERKA, FIRERT /0 &5 (MEHM/SiE) Be, BHERRER
HFEMRRAL T IR, Fl0, EEshihk 7Rk, S UEREE /
proc/interrupts LRSI ETAISER,

cs
BIRTIRRE ., XRAZEARGFH—NMEFRN I RITHRIBE RN S —ERTHITH
FEHY R ER

us
WIT RS CPU BE8 9t

sy

MITRZAEBRY CPU AE B 73t
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CPU =Y EI B Dtb. MNRILETRK—ENEIRNEANET, RTAER CPU EE#HARTL
Bo XAR—ERTEFERA — BINEE r M b JIFHERBECHHENESAEER
By CPU &7,

wa
R “‘wa” BEFANE, REBFEEFFI/OMRKTELE, RGN T AR,
flgn, EURREEANXGMEEEETAR LIRBEEFER. i, TRz EFE
A (WEEER) . &a, XARKTEENAENANEFEESRS (FELE 155
“WEAREEEREFRSA ) -

st
MEIANHEER CPU BHE B 4Lt

BXEZRN, 550 vmstat - -help,

2.1.2 dstat

dstat oJLEX{t vmstat, iostat, netstatgfifstatZET H, dstat LRETREXERSE
RRAER. BIE0, ErI4ERE IDE ITHISSA MM REERE, NESHETTE (U
MHFEIMVERR) LMK HE .

RINERT, HRBRETRES TRIRMREPR, (&, AIUER CSV (EaREREFRES
AR o

dstat LA Python 485, mJLUEBIT G RIGREINEE,

TER—MWRIEE:

dstat [-afv] [OPTIONS..] [DELAY [COUNT]]

FRAE A SEE R AIEMN, WMRKISEEMSE, dstat BERBEXCPU (-c. --cpu) .
WEs (-d. --disk) . W& (-n. --net) . 9 (-9. --page) , UNRRFRFEIAIFE
e (-y. --sys) BGIHEEE;, ©ERIEMEMRIF—XEH

# dstat

You did not select any stats, using -cdngy by default.
----total-cpu-usage---- -dsk/total- -net/total- ---paging-- --- system- -
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usr sys idl wai hiq siq| read writ| recv send| in out | int
6 010 06 06 0] 15k 44k| © 6] © 82B| 148
6 0106 ©6 0 0] 0 0 |5436B 170B| 0O 0 | 163
6 0106 ©6 0 0] ©0 0 |6363B 842B| 0 0 | 196
-a, --all

ZF -cdngy (FRIAE)

-fo --full
yE-C -D -I. -NA -S &MFIE

-V, --vmstat
%F -pmgdsc. -D total

DELAY
FRERHIIERTDEL

COUNT
EIRHZ BIE B REYEHTRER

BINEERN 1, HEAKRERE (ERFD) -

BEXFMER, FEN dstat WFEMIIRENWDT (Mt http://dag.wieers.com/home-

made/dstat/ @) ,

2.1.3 AREGEDNEE: sar

sar AJ LIERR FILFFrE BB AGESNEMRE, HFEE CPU. W77 IRQBE. I/0H

ML, ©IRAILUSEREmMIRS . sar 89 M /proc X RFURELIE.

Q EE: sysstat HfE

sar s$ 2 sysstat BEEMN—2049 . 15 YaST 8 zypper in sysstat
ZEMEE, sysstat.service ERINBERTASER, HWIERUTHSRKBERHR

e

> sudo systemctl enable --now sysstat
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2.1.3.1 fEF sar £RIkE

BRREMRE, FEMA sar HisEER (7)) Mitsk. BEMXHERIRS, BEAED -f
EEXHR, MABREERRNITE. MRKEEXMHR. EIRMITE, sar =AM /var/
log/sa/sabD Epkiks, HA DD RRHR, XE sadc (RUACIHIERESR) KEMUES
NEIRBIAMIE, ERIERSZ - f BRSNS

sar 2 10 # real time report, 10 times every 2 seconds
sar -f ~/reports/sar 2014 07 17 # queries file sar 2014 07 17

sar # queries file from today in /var/log/sa/

cd /var/log/sa && \

sar -f sa@l -f sab2 # queries files /var/log/sa/0[12]

TEHRHTERY sar FRATAIRERRE. BXEYSXHNFAER, FSN sarfyman
(1),

Q iE: RSB sysstat R
3 sysstat lRSBFIERS (a0, FEE5ISSXVHAE) , ZTANSESEB6NHETT /
usr/lib64/sa/sal -S ALL 1 1&<WERE—SHHRIT, IWENZHEIEER
BT RSB ESE .

2.1.3.1.1 CPU fEBZERE: sar

MBREEEREMETAR sar, ERETEX CPU ERAENESRE, E50BEITEH
b, BRI CPUBIER, SRET -P ALL ATEES T CPU MGITHIKIE.

# sar 10 5
Linux 6.4.0-150700.38-default (jupiter) 03/11/2024 ~x86 64
(2 CPU)

17:51:29 CPU suser %nice  %system  %iowait %steal %idle
17:51:39 all 57,93 0,00 9,58 1,01 0,00 31,47
17:51:49 all 32,71 0,00 3,79 0,05 0,00 63,45
17:51:59 all 47,23 0,00 3,66 0,00 0,00 49,11
17:52:09 all 53,33 0,00 4,88 0,05 0,00 41,74
17:52:19 all 56,98 0,00 5,65 0,10 0,00 37,27
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Average: all 49,62 0,00 5,51 0,24 0,00 44,62

Yiowait R CPU EFHF /0 TR FE=RRSHBSEI B 2. MIRILEERK—ERER
HIATFE, WRRI/0RG (MEHEER) FEMT R %idle BEERK—ERISERER
£, RREM CPU EEHAE LI

2.1.3.1.2 RAEEAFRRSE: sar-r
ERE - r £ ALKNTF (RAM) B2 ER 1R,

# sar -r 10 5
Linux 6.4.0-150700.38-default (jupiter) 03/11/2024 ~X86 64 (2 CPU)

17:55:27 kbmemfree kbmemused %memused kbbuffers kbcached kbcommit %commit kbactive kbinact kbdirty

17:55:37 104232 1834624 94.62 20 627340 2677656 66.24 802052 828024 1744
17:55:47 98584 1840272 94.92 20 624536 2693936 66.65 808872 826932 2012
17:55:57 87088 1851768 95.51 20 605288 2706392 66.95 827260 821304 1588
17:56:07 86268 1852588 95.55 20 599240 2739224 67.77 829764 820888 3036
17:56:17 104260 1834596 94.62 20 599864 2730688 67.56 811284 821584 3164
Average: 96086 1842770 95.04 20 611254 2709579 67.03 815846 823746 2309

kbcommit # %commit IR RYFI TIEA B REEEMNRARNEFE (RAM FIx#iTE]) Bk
PME. kbcommit B/REL KB ARIMEITENE, %commit MERBESEL.

2.1.3.1.3 S9n4%itike: sar-B

fEFIEIN - B A] BRI TR TR,

# sar -B 10 5
Linux 6.4.0-150700.38-default (jupiter) 03/11/2024 ~x86 64 (2 CPU)

18:23:01 pgpgin/s pgpgout/s fault/s majflt/s pgfree/s pgscank/s pgscand/s pgsteal/s %vmeff
18:23:11 366.80 11.60 542.50 1.10 4354.80 0.00 0.00 0.00 0.00

18:23:21 0.00 333.30 1522.40 0.00 18132.40 0.00 0.00 0.00 0.00
18:23:31 47.20 127.40 1048.30 0.10 11887.30 0.00 0.00 0.00 0.00
18:23:41 46.40 2.50 336.10 0.10 7945.00 0.00 0.00 0.00 0.00
18:23:51 0.00 583.70 2037.20 0.00 17731.90 0.00 0.00 0.00 0.00
Average: 92.08 211.70 1097.30 0.26 12010.28 0.00 0.00 0.00 0.00

majflt/s (BMEKREIRH) JIEREMERMNBIARENTIE. FIRAUERXHFIHRHEIRS
B, BNBIITFZERBIREIEEN, HW, ENHAERF SRR oS HIMXMIER. 0
RENBREFNENESHINSBHIEAEIR, ARERTERNEAR, LEHERNEERITA
SN EEIE (pgscand/s) B,
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Yovmeff FIRRIAWAYDIER (pgscand/s), B FMERFEFHARIRER (pgsteal/s) PEERE
FARITIE, IHERTNETIEWRAINER, [EREERL 100 (EEESEAEMRENENEER
) 30 CGREMEMDR) . ZEFREE 30 LT

@ AR XFIA Linux Wz %vmeff Ef8iE 100% BVIRRS
S UL
2 %vmeff Ef8Z 100% B, RAEAFLWCIREF, IREVEIURTIE (pgsteal) &FH
BOIEL (pgscank)e X—MRAFETH, FAAFEEBBERT, AZEKRHTIERLES
HPEaIT1#,
A Linux Az (5.x REAERRZAS) R, AFEEMERESH A N EES
Yovmeff EREINAFRRIEMI eI SRR, XLEEREHE: BEablsaZEIRn
B E. UEANEREANTFEE. SINEREIWAE], ARG NUMA BRAFME
F cgroup IREFEIEN=F. EXEHOIESH sar ETRIRE pgsteal M pgscank
815, BEFELEBERTEM %vmeff EBIT 100% MK,
9NER Yovmeff 8iF 100%, BABREFENMREIEIR. BIIANBIUTARDITRE
HgE: U5¥= pgpgin/s M pgpgout/s THESDUET, MiE majflt/s M fault/s T HRERTT
1B5, UKY%IT /proc/meminfo FRAREFERIEE (80 Active. Inactive, Dirty F
Writeback) o Lt4h, Ri§ ERIEMFSNRAERRMRER 1/0 RN KES M, LURAETE
BRI TF RSB a] o

2.1.3.1.4 RigFFRITKRSE: sar-d

fERIED -d AJRRRigE (FEE. CEREHEE. USB FERES) . RS ERMIED -
p (EXHTEN) , & DEV FIEHifR,

# sar -d -p 10 5

Linux 6.4.0-150700.38-default (jupiter) 03/11/2024 ~x86 64 (2 CPU)
18:46:09 DEV tps rd sec/s wr sec/s avgrq-sz avgqu-sz await svctm Sutil
18:46:19 sda 1.70 33.60 0.00 19.76 0.00 0.47 0.47 0.08
18:46:19 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18:46:19 DEV  tps rd sec/s wr sec/s avgrq-sz avgqu-sz await svctm Sutil
18:46:29 sda 8.60 114.40 518.10 73.55 0.06 7.12 0.93 0.80
18:46:29 sr@ 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
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18:46:29 DEV  tps rd _sec/s wr_sec/s avgrq-sz avgqu-sz await svctm Sutil

18:46:39 sda 40.50 3800.80 454.90 105.08 0.36 8.86 0.69 2.80
18:46:39 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18:46:39 DEV  tps rd sec/s wr_sec/s avgrq-sz avgqu-sz await svctm Sutil
18:46:49 sda 1.40 0.00 204.90 146.36 0.00 0.29 0.29 0.04
18:46:49 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18:46:49 DEV  tps rd sec/s wr_sec/s avgrq-sz avgqu-sz await svctm Sutil
18:46:59 sda 3.30 0.00 503.80 152.67 0.03 8.12 1.70 0.56
18:46:59 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
Average: DEV  tps rd sec/s wr sec/s avgrq-sz avgqu-sz await svctm Ssutil
Average: sda 11.10 789.76 336.34 101.45 0.09 8.07 0.77 0.86
Average: sr@ 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

LUEREREHAERRY tps. rd_sec/s # wr_sec/s B Average B, SAR svctm A %util FIFHE—E
K, AIBERT /0 FRAEZMIM,

MRUHENERAZMEE, WRFRUREANTHFE. FRENUEZEIIIHH /0. F
ERIGFHARTEELRE. i, NMREZNFHEEBE, BEFEFE=EnER A,

Z M ENERN A Z D,

2.1.3.1.5 M@EHitRE: sar-n KEYWORD

I -n AL E RS HMERXIRS. 5 -n —EREUATXBFZ—:
° DEV: 4£RFEM&IE&ENAITRE

EDEV: “EmMFIEM&ISEHHEIRGIHRE

NFS: “ER NFS BP MRS

NFSD: &5 NFS ARSS2EMAITIRS

SOCK: 4mMA*EREFHAIHRE

° ALL: £mMFrEMBSAIHRE

2.1.3.2 H\J{{k sar #3E

sar IREWNFAPKIHERHRSZMRIE, M kSar X Java N AIEFEEG sar $#iERT ML,
THEMNER, SEEZRAUAER PDF #RE, kSar aJ3E52 5204 BRI EE LA S RYBE 1T
#¥B. kSar @it BSD FAIIERIN, BIM https://sourceforge.net/projects/ksar/ 2 3REX,
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22 RGMER

2.2.1 18/ M HEE: iostat

ERERRIGENE, 15FEA Llostat, W TEEMIIRES B FEEZIRFYIEHE 2 8]
B T E T
EfFF iostat, FLRERHE sysstat,
F—1 lostat IREBTBSISEFLRNENAITES. BHRIRENHE E—HIREZER
Bl

> iostat

Linux 6.4.0-150700.38-default (jupiter) 03/11/2024 ~x86 64
(4 CPU)

avg-cpu: %user %nice %system %iowait %steal %idle
17.68 4.49 4.24 0.29 0.00 73.31

Device: tps kB read/s kB wrtn/s kB read kB wrtn
sdb 2.02 36.74 45.73 3544894 4412392
sda 1.05 5.12 13.47 493753 1300276
sdc 0.02 0.14 0.00 13641 37

WMx#E AR lostat AJEBEMERTHERETSTAART, BERsEREER, BIEA
iostat -x MY BIRE A UEIFIBRE LK, Fl, FEBIREFIIMEEEXTHIMN
FIR/N Y EFEEIRE R, SRR -z AXRHBRTHRIEE, F0] UF RN G IR,
£ iostat FMDT (man 1 iostat) AEJLUKEI R RSN TINFEBIE Mo

BRI L E NARFE E VBl fR RV E 1R &, fll, BR=FERIILE sda ERANIR
&, BEMA:

> iostat -p sda 3 5
ERTRMEX GRS (NFS) NFIHEUE, sTLUER THIR KNS RAER:
e nfsiostat-sysstat EEMIFHHEE sysstat A,

e nfsiostat BRI F#4E nfs-client i,
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Q EE: AERFZEDMEA iostat
iostat LFAEFRET nvme list-subsys FIHMFTEREIE. BINER
T, iostat £EIEFIERE I/0 MRigE. B iostat RRFERE, BEALT

A
A<,

> iostat -p ALL

2.2.2 WIEZRESHEIT: mpstat

SCRtER mpstat WES N A AAESRAVER, MREMNARFNE—TLIESE, KiRE2R/EF
BRI R,

IHIISHTEA RS iostat a5 <4HE. WA mpstat 2 5 ZLARTDEIFESZERE L EER
RS

# mpstat 2 5
Linux 6.4.0-150700.38-default (jupiter) 03/11/2024 ~x86_64 (2 CPU)

13:51:10 CPU  %usr %nice %sys %iowait %irq %soft %steal %guest %gnice %idle
13:51:12 all 8,27 0,00 0,50 0,00 0,00 0,00 0,00 0,00 0,00 91,23
13:51:14 all 46,62 0,00 3,01 0,00 0,00 0,25 0,00 0,00 0,00 50,13
13:51:16 all 54,71 0,00 3,82 0,00 0,00 0,51 0,00 0,00 0,00 40,97

13:51:18 all 78,77 0,00 5,12 0,00 0,00 0,77 0,00 0,00 0,00 15,35
13:51:20 all 51,65 0,00 4,30 0,00 0,00 0,51 0,00 0,00 0,00 43,54
Average: all 47,85 0,00 3,34 0,00 0,00 0,40 0,00 0,00 0,00 48,41

M mpstat ZIEHETLEER:

° %usr 5 %sys ZLtbo 30, tb{E 10:1 RRTEAHFIERIEITNAERFNE, DITES
NiZENAERF. tHE 110 RrTEREEEERZSEREIRG], ESZEHMERNZ.
5E, MENRAEFAAEANZSERIIRE, UKEE A UEBXMER.

o MEERGRMBSMERENBERT, BRINHE—ED CPUJIFHT2ER. LERR
CPU AIRERT LR EARIHITH, ERIEREMEERNITEN LHITRIREERF,
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2.2.3 IEEINEKIGIT: turbostat

urbostat Z/x AMD64/Intel 64 L IBZHIINEK, fAH. BENE I, LT ERERURMAIEI
1T MNREAENGSER, BREGSHE, BEHSTMTEE RS R IR ER
BT, EERANSER—RERNSITEIE, £ turbostat ZEMHEFAZIEIR ms T,

h=!

> sudo turbostat find /etc -type d -exec true {} \;
0.546880 sec
CPU Avg MHz Busy%s Bzy MHz TSC MHz
- 416  28.43 1465 3215
631 37.29 1691 3215
416 27.14 1534 3215
270  24.30 1113 3215
406  26.57 1530 3214
505 32.46 1556 3214
270 22.79 1184 3214

o b W N PR O

mHATRE=E CPU AR, Emﬁ‘?ﬂf‘*ﬂ%ﬁ%@%éﬂi*ﬁ, JBfEA - -debug &, BXE
%R ITIEIM AR FELH AV RRRR, W man 8 turbostat,

224 ESEiE: pidstat

NREFETERTEESHERAEMNNE, BEA pidstat <. kHSITNEESMEE
ESRYER, HHIE Linux RIZEEBNPIBEESERN (IRKEEES) . BEJLUSEE

ETRBIREER, UETEERR.

g, pidstat -Cfirefox 23 RYIEGMSBIMEEFRE “firefox” MESHNABAITEIE,

SRAVRIIE=MIRE

# pidstat -C firefox 2 3

Linux 6.4.0-150700.38-default (jupiter) 03/11/2024 ~x86 64
(2 CPU)

14:09:11 uib PID %Susr %ssystem S%guest %CPU CPU Command

14:09:13 1000 387 22,77 0,99 0,00 23,76 1 firefox

14:09:13 uiD PID %Susr %system %guest %CPU CPU Command

14:09:15 1000 387 46,50 3,00 0,00 49,50 1 firefox
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14:09:15 uiD PID %Susr %system %guest %CPU CPU Command

14:09:17 1000 387 60,50 7,00 0,00 67,50 1 firefox
Average: UuIDb PID %susr %system %guest %CPU  CPU Command
Average: 1000 387 43,19 3,65 0,00 46,84 - firefox

LM, ATLIER pidstat -d KIFEESEERITZ A 1/0. ESERITXE /O NEERTF
WEE%IQ\’ L/(&EEifT T/ E’J Ej‘%*%?ﬂ% o

2.2.5 RAZIFFLEHX: dmesg

Linux RIZEREZEAKPREXLHS. BEEEXEHE, BaAm< dnesg -T,

RIAEMHRIZRTE systemd High, BXHIZHFARER, B2 (BiBEm) ,%218
“journalctl: Fif systemd Hig”

2.2.6 FIARXMHEFRIFIR: Lsof

BEEERNEFHE D PID (UEIRTARREXHRNTIR, BER -p. FlW, BEEFNHH] shell
ERMFREXF, BN

# lsof -p $%

COMMAND PID USER FD  TYPE DEVICE SIZE/OFF NODE NAME
bash 8842 root cwd DIR 0,32 222 6772 /root
bash 8842 root rtd DIR 0,32 166 256 /

bash 8842 root txt REG 0,32 656584 31066 /bin/bash

bash 8842 root mem REG 0,32 1978832 22993 /1ib64/1libc-2.19.s0
[...]

bash 8842 root 2u  CHR 136,2 0to 5 /dev/pts/2

bash 8842 root 255u CHR 136,2 0to 5 /dev/pts/2

ERTHHRINTZE $$, ERNERINTHIHELE ID,
5 -1 Z5EMAR, lsof RRFH LRI AR BRI 4!

# lsof -i
COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
wickedd-d 917 root 8u IPv4 16627 0t® UDP *:bootpc
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wickedd-d 918 root 8u
sshd 3152 root 3u
sshd 3152 root 4u
master 4746 root 13u
master 4746 root 14u
sshd 8837 root 5u
sshd 8837 root 9u
sshd 8837 root 10u

IPv6 20752 0t0 UDP [fe80::5054:ff:fe72:5ead]:dhcpv6-client

IPv4 18618 0t0 TCP *:ssh (LISTEN)

IPv6 18620 0t6 TCP *:ssh (LISTEN)

IPv4 20588 0t0 TCP localhost:smtp (LISTEN)

IPv6 20589 0t0 TCP localhost:smtp (LISTEN)

IPv4 293709 0t0 TCP jupiter.suse.de:ssh->venus.suse.de:33619 (ESTABLISHED)
IPv6 294830 0t® TCP localhost:x11 (LISTEN)

IPv4 294831 0t®@ TCP localhost:x11 (LISTEN)

2.2.7 MA#ZH udev EFF51EEH2s. udevadm monitor

udevadm monitor {filfN % uevent LA udev #NE BHEG, FBEEFMNISERRER
(DEVPATH) IR 2iTHIE, HiERE USB ICIZERS B —RYISEG:

M. kS
@ /E/%\- Jﬁ.fﬁ

udev B

H2IF root FAF&ETizTT udevadm 5% 1537 udev E4,

UEVENT[1138806687]
UEVENT[1138806687]
UEVENT[1138806687]
UEVENT[1138806687]
UDEV [1138806687]
UDEV [1138806687]
UDEV [1138806687]
UDEV [1138806687]
UEVENT[1138806692]
UEVENT[1138806692]
UEVENT[1138806692]
UEVENT[1138806692]
UDEV [1138806693]
UDEV [1138806693]
UDEV [1138806693]
UDEV [1138806693]
UEVENT[1138806694]
UDEV [1138806694]
UEVENT[1138806694]
UEVENT[1138806697]

20

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2
add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2
add@/class/scsi_host/host4

add@/class/usb device/usbhdev4.10
add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2
add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2
add@/class/scsi_host/host4

add@/class/usb device/usbhdev4.10
add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2
add@/block/sdb

add@/class/scsi _generic/sgl

add@/class/scsi device/4:0:0:0
add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2
add@/class/scsi_generic/sgl

add@/class/scsi device/4:0:0:0

add@/block/sdb

add@/block/sdb/sdbl

add@/block/sdb/sdbl

mount@/block/sdb/sdbl

umount@/block/sdb/sdbl
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< ipcs AR M FIIEEFERR IPC &

key

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

key
0xal2e0919

2.3.2

AT

iz (8)18

Message Queues

msqid

shmid
65536
98305
884738
786435
12058628
917509
12353542
12451847
11567114
10911763
11665429
11698198
11730967

Semaphore Arrays

semid
32768

Bifl: ipcs

owner

Shared Memory Segments

owner
tux
tux
root
tux
tux
root
tux
tux
root
tux
root
root
root

owner

tux

HIZFIFR: ps

RIERITIR:

perms
666

i ps ERHERITIR, BEAZHRSHEY—

81, ESRNFMIREGFATER,

used-bytes

bytes
524288
4194304
524288
4194304
524288
524288
196608
524288
262144
2097152
2336768
196608
524288

nsems

EFRETRS. BS

By HAE#IEUKRABRMG<LITER, BEMR ps axu:

21

nattch

2
2
2
2
2
2
2
2
1
2
2
2
2

messages

status
dest
dest
dest
dest
dest
dest
dest
dest
dest
dest
dest
dest
dest

T ps --help SRENEHELS
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> ps axu

USER PID %CPU SMEM VSsz RSS TTY STAT START  TIME COMMAND

root 1 0.0 0.3 34376 4608 ? Ss  Jul24 0:02 /usr/lib/systemd/systemd

root 2 0.0 0.0 0 07 S Jul24 0:00 [kthreadd]

root 3 0.0 0.0 0 07 S Jul24  0:00 [ksoftirqd/0]

root 5 0.0 0.0 0 07 S< Jul24 0:00 [kworker/0:0H]

root 6 0.0 0.0 0 07 S Jul24 0:00 [kworker/u2:0]

root 7 0.0 0.0 0 07 S Jul24 0:00 [migration/0]

loaol

tux 12583 0.0 0.1 185980 2720 ? St 10:12  0:00 /usr/lib/gvfs/gvfs-mtp-volume-monitor
tux 12587 0.0 0.1 198132 3044 ? St 10:12  0:00 /usr/lib/gvfs/gvfs-gphoto2-volume-monitor
tux 12591 0.0 0.1 181940 2700 ? St 10:12 0:00 /usr/lib/gvfs/gvfs-goa-volume-monitor
tux 12594 8.1 10.6 1418216 163564 ? SUL  10:12 0:03 /usr/bin/gnome-shell

tux 12600 0.0 0.3 393448 5972 ? St 10:12  0:00 /usr/lib/gnome-settings-daemon-3.0/gsd-
printer

tux 12625 0.0 0.6 227776 10112 ? St 10:12 0:00 /usr/lib/gnome-control-center-search-
provider

tux 12626 0.5 1.5 890972 23540 ? SU 10:12 0:00 /usr/bin/nautilus --no-default-window

[
ERNERZ /D sshd #IZIETTIETT, BRHED -p S56< pidof —iE(EA, XRFIHATE#H
F2H#EE2 1D,

> ps -p $(pidof sshd)

PID TTY STAT TIME COMMAND
1545 ? Ss 0:00 /usr/sbin/sshd -D
4608 ? Ss 0:00 sshd: root@pts/0

A LRIERBRIREHZTIRIBRI %I L REIFIEXBFRITIR. BN TR LAERFR
BEHIERAFEREHFNTIR:

> ps ax --format pid,rss,cmd --sort rss
PID RSS CMD
PID RSS CMD
[kthreadd]
[ksoftirqd/0]
[kworker/0:0]
[kworker/0:0H]
[kworker/u2:0]
[migration/0]
[rcu bh]

o N o U A W N
© © © © © ©o o

[...]

12518 22996 /usr/lib/gnome-settings-daemon-3.0/gnome-settings-daemon
12626 23540 /usr/bin/nautilus --no-default-window

12305 32188 /usr/bin/Xorg :0 -background none -verbose
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12594 164900 /usr/bin/gnome-shell
BERAM ps AR

ps aux--sort COLUMN
¥ COLUMN Xtimith 1 THEF. 154 COLUMN iy

pmem (RTRYIEREFELLE)
pcpu (R~ CPU EEER)
rss (RAEHEX), BIRZIRHYIEANTRE)

ps axo pid,%cpu,rss,vsz,args,wchan
ETREMNHE. HPID. CPUABE. REXN (BEHMEM) . BMRERFAA.

ps axfo pid,args

BRHIEN,

2.3.3 #HIEW: pstree
¥ pstree £HTIRIFIETIK:

> pstree
systemd- - -accounts-daemon- - - {gdbus}
I | -{gmain}
| -at-spi-bus-laun---dbus-daemon
| | -{dconf worker}
I | -{gdbus}
I | -{gmain}
| -at-spi2-registr---{gdbus}
| -cron
| -2*[dbus-daemon]
| -dbus-launch
| -dconf-service---{gdbus}
I | -{gmain}
| -gconfd-2
| -gdm- - -gdm-simple-slav---Xorg
| | | -gdm-session-wor---gnome-session---gnome-setti+
[ [ | [ | -gnome-shell+
++
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| | -{dconf work+
I | -{gdbus}

I | -{gmain}
I

I

-{gdbus}
-{gmain}
-{gdbus}
-{gmain}

[...]

240 -p FH#HA2 ID AL ERRIT. BiLS<THRERLE, B6ER -a B

2.3.4 #HIZFR: top

< top ( “table of processes” (HIER) MRNEES) cER—MHEFIR, ZIIRESH
HEMBIH—R. BELZER, 5% o #. S8 -n 1 JEER—RHETIREFELLIZE
FFo THZE top -n 1an<AyRflfat:

> top -n 1

Tasks: 128 total, 1 running, 127 sleeping, 0 stopped, 0 zombie
%Cpu(s): 2.4 us, 1.2 sy, 0.0 ni, 96.3 id, 0.1 wa, 0.0 hi, 0.0 si, 0.0 st

KiB Mem: 1535508 total, 699948 used, 835560 free, 880 buffers
KiB Swap: 1541116 total, 0 used, 1541116 free. 377000 cached Mem
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND

1 root 20 0 116292 4660 2028 S 0.000 0.303 0:04.45 systemd
2 root 20 0 0 0 S 0.000 0.000 0:00.00 kthreadd
3 root 20 0 0 0 S 0.000 0.000 0:00.07 ksoftirqd+
5 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 kworker/0+
6 root 20 0 0 0 0 S 0.000 0.000 0:00.00 kworker/u+
7 root rt 0 0 0 0S 0.000 0.000 0:00.00 migration+
8 root 20 0 0 0 0S 0.000 0.000 0:00.00 rcu_bh
9 root 20 0 0 0 0S 0.000 0.000 0:00.24 rcu_sched
10 root rt o 0 0 0 S 0.000 0.000 0:00.01 watchdog/0
11 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 khelper
12 root 20 0 0 0 0S 0.000 0.000 0:00.00 kdevtmpfs
13 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 netns
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14 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 writeback
15 root 0 -20 0 0 0S 0.000 0.000 0:00.00 kintegrit+
16 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 bioset
17 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 crypto
18 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 kblockd

BINBERT, W& CPUBE (5 %CPU, BREEHZRI shift —p ) HiF, EAUTASHE
AL B HIFFER:

shift — M : FIFRTF (RES)

shift - N : #7Z ID (PID)

shift — T : BE] (TIME+)

EFRAEAEMFEHITHRE, 7R F FMIIRPIEE—NFE. BURHFEIRRE, EFEH
Shift — R o

2% -U UID RIEIESHSER P XEE TR, 5§ UID BB FRARF ID, £/ top -U
$(id -u) B RYEIAFAHIZ

2.3.5 IBMZ B EEZFKEITEs: hyptop

hyptop i@t debugfs £ AZEMZEIIRKIRM IBM Z BREEEFHENHSENTE, ©
EBAT z/VM 5§ LPAR BREIEIER, a0, ©rILURIERIBRYEIE, S/E50 LPAR & z/VM
Guest B9 CPU SR EEE, TIRMEZEMUAT top mSHET curses WEF R, hyptop fEfit
mAEO:

° sys_list: FIHHFIBREEREF ETISITHRS
o sys: BIFMAMBIR—NRSA

TRILIER BRI (FAIA) THEA -b AR TiE1T hyptop, EXRXE&ERT, /B5h
hyptop /5, BILU#Z 2 ZREXESEA,

LPAR T8 sys_list @M :

12:30:48 | CPU-T: IFL(18) CP(3) UN(3) ?=help

system #cpu cpu  mgm Cpu+ Mgm+ online

(str) (#) (%) (%) (hm)  (hm) (dhm)
HO5LP30 10 461.14 10.18 1547:41 8:15 11:05:59
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HO5LP33 4 133.73 7.57 220:53 6:12 11:05:54
HO5LP50 4 99.26 0.01 146:24 0:12 10:04:24
HO5LPO2 1 99.09 0.00 269:57 0:00 11:05:58
TRX2CFA 1 2.14 0.03 3:24 0:04 11:06:01
HO5LP13 6 1.36 0.34 4:23 0:54 11:05:56
TRX1 19 1.22 0.14 13:57 0:22 11:06:01
TRX2 20 1.16 0.11 26:05 0:25 11:06:00
HO5LP55 2 0.60 0.00 0:22 0:00 11:05:52
HO5LP56 3 0.00 0.00 0:00 0:00 11:05:52

413 823.39 23.86 3159:57 38:08 11:06:01

z/VNM B “sys_list” BO%EH:

12:32:21 | CPU-T: UN(16) ?=help
system  #cpu cpu Cpu+ online memuse memmax wcur
(str) (#) (%) (hm) (dhm) (GiB) (GiB) (#)
T6360004 6 100.31 959:47 53:05:20 1.56 2.00 100
T6360005 2 0.44 1:11 3:02:26 0.42 0.50 100
T6360014 2 0.27 0:45 10:18:41 0.54 0.75 100
DTCVSW1 1 0.00 0:00 53:16:42 0.01 0.063 100
T6360002 6 0.00 166:26 40:19:18 1.87 2.00 100
OPERATOR 1 0.00 0:00 53:16:42 0.00 0.03 100
T6360008 2 0.00 0:37 30:22:55 0.32 0.75 100
T6360003 6 0.00 3700:57 53:03:09 4.00 4.00 100
NSLCF1 1 0.00 0:02 53:16:41 0.03 0.25 500
EREP 1 0.00 0:00 53:16:42 0.00 0.03 100
PERFSVM 1 0.00 0:53 2:21:12 0.04 0.06 0
TCPIP 1 0.00 0:01 53:16:42 0.01 0.12 3000
DATAMOVE 1 0.00 0:05 53:16:42 0.00 0.03 100
DIRMAINT 1 0.00 0:04 53:16:42 0.01 0.03 100
DTCVSW2 1 0.00 0:00 53:16:42 0.01 0.03 100
RACFVM 1 0.00 0:00 53:16:42 0.01 0.02 100
75 101.57 5239:47 53:16:42 15.46 22.50 3000
LPAR B sys GO
14:08:41 | HO5LP30 | CPU-T: IFL(18) CP(3) UN(3) ? = help
cpuid  type cpu  mgm visual.
(#) (str) (%) (%) (vis)
0 IFL 96.91 1.96 |#######HHHHHHHHHHHH AT |
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1 IFL 81.82 1.46 |#H#H#HHHHH#HHHHHAHHHHHHHHHHHHHHHHAH |
2 IFL 88.00 2.43 |###HHHHHHHHHHHHHHAAAHHHHH |
3 IFL  92.27 1.29 |#######HHHHHHHAHHHH RS |
4 IFL 83.32 1.05 |#H#H#H#HHHH#H#HHHHHAHAHHHHHHHHHHHHHHHAA |
5 IFL 92.46 2.59 |###H#HHHHHHHHHHHHHHAAHHHHHH R |
6 IFL ©0.00 0.00 | |
7 IFL ©0.00 0.00 | |
8 IFL ©0.00 0.00 | |
9 IFL ©0.00 0.00 | |
534.79 10.78

z/VM THY sys B4

15:46:57 | T6360003 | CPU-T: UN(16) ? = help

cpuid cpu visual

(#) (%) (vis)

0 548.72 | H#HHHHHHHHHHHHHHHHH |

548.72

2.3.6 TAER 1/0 4iE8s: iotop

iotop SLARFIZHIEHLIZE TR 1/0 BRBRKR.

Q #E: m#E iotop
ZRIAKR T iotop, BEELL root SEMR zypper in iotop FHRETE,

iotop BRREFHAEIE MEIZRENE AN 1/0 FENT, EXERETZHBETRANNUKLE
% 1/0 BYFRERIEINE DL, MTFENHERE, MIBRI/0 kR C/4EF)) o thh, T=%E
SRETRER B R AFRAEIRENA B ANRYE 1/0 5o

o £ - M - EAIESHF.
o £ R BAIREHFIRRF.

o fEF o BEIEERRFIEHENLZRE GUAME) S5XETRIT /0 RHEIEM LAz Z B
.  (WINEESINTER<1T LA - -only, )
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o £/ P BAEETRLERE FUANE) SERHEZETM. (LLIHEEEMT - -
only, )

o FA A BUEETYFII/O0FRE (BIAME) 5828 iotop BEILIRAIRIT /0 121E
WBZEYIE, (tEIhEEZMTF - -accumulated, )

o £ 1 BAENENEENERE MHENLENMER.
° 1% o ERIRMH iotop,
o IR Efth B IR &R
THE<EH find §] emacs [EEETTEAr< 1otop --only H/RfIEIL

# iotop --only
Total DISK READ: 50.61 K/s | Total DISK WRITE: 11.68 K/s

TID PRIO USER DISK READ DISK WRITE SWAPIN I0> COMMAND
3416 be/4 tux 50.61 K/s 0.00 B/s 0.00 % 4.05 % find /

275 be/3 root 0.00 B/s 3.89 K/s 0.00 % 2.34 % [jbd2/sda2-8]
5055 be/4 tux 0.00 B/s 3.89 K/s 0.00 % 0.04 % emacs

EA] ATEHHES (-b) TEEFA iotop, HiaHRKEHEEXHPUERGFI . BXTENER
%, BS0FMER (man 8 iotop),

2.3.7 {BEOHAENZRIEMNTS . nice # renice

RIZIRERHIZH] nice 7 (WIFRZRMAESR) REMLHIEFTER CPU BE L Hthi#iEE
%, HEM “nice” fFME, ©HAM CPU BEERZ H#HiZztE, nice &IIFSEEM
20 (BRfE “nice” Z&30) F| 19, f{ERAER root AFIEE.,

HIETHRER B KBS EAKE CPU FHEJAYIERT B XBEAIER, BAERBRMITEASRE
. #180, FERNHITEMESHRA LHEFAZN, BLIIEHEN “nice” KIESATHER
tES (Fla0 Web BRS328) RIEESMMER.

FERRHEASEHM nice 258 YRR RMELLR:

> nice
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iz1T nice COMMAND X344 Een<RIH AT nice £%50 10, fEF nice -n LEVEL COMMAND =]
U EME R F H ikl BFT R IR Ko

EBNERETRHIZNFIRMITR, B renice PRIORITY -p PROCESS ID, fign:

> renice +5 3266

EMETERFRENREREENZIRM L, BEMER -u USER, fERED -9
PROCESS GROUP_ID RIEFTigE#HIZARF IR ITR.

2.4 NF

241 RNFA=: free

SCRER free AJHE RAM IR BRI R, BETREXAIBAREFNEEAREFURIRXE
RIFAES

> free

total used free shared buffers cached
Mem: 32900500 32703448 197052 0 255668 5787364
-/+ buffers/cache: 26660416 6240084
Swap: 2046972 304680 1742292

T -b, -k, -m. -g PFHILUFET. KB. MBI GB AENMNBRHEL. B8 -s delay BRE
TARABEME DELAY #0RIF. B0, free -s 1.5 5 1.5 WEREHHNS,

2.4.2 WNFEERAIFIE: /proc/meminfo

M8tk free, &/ /proc/meminfo AJLRENE XAFEABRNEFARES, Eirt, free
SEAXHPR—EHRENTIE. TEHRE 64 IR LANRFRE. ATFAFEEESZARE,
£ 32 U R4 LV BRAE RE:

MemTotal: 1942636 kB
MemFree: 1294352 kB
MemAvailable: 1458744 kB
Buffers: 876 kB
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Cached: 278476 kB
SwapCached: 0 kB
Active: 368328 kB
Inactive: 199368 kB
Active(anon): 288968 kB
Inactive(anon): 10568 kB
Active(file): 79360 kB
Inactive(file): 188800 kB
Unevictable: 80 kB
Mlocked: 80 kB
SwapTotal: 2103292 kB
SwapFree: 2103292 kB
Dirty: 44 kB
Writeback: 0 kB
AnonPages: 288592 kB
Mapped: 70444 kB
Shmem: 11192 kB
Slab: 40916 kB
SReclaimable: 17712 kB
SUnreclaim: 23204 kB
KernelStack: 2000 kB
PageTables: 10996 kB
NFS Unstable: 0 kB
Bounce: 0 kB
WritebackTmp: 0 kB
CommitLimit: 3074608 kB
Committed AS: 1407208 kB
VmallocTotal: 34359738367
VmallocUsed: 145996 kB
VmallocChunk: 34359588844
HardwareCorrupted: 0 kB
AnonHugePages: 86016 kB
HugePages Total: 0
HugePages Free: 0
HugePages Rsvd: 0
HugePages Surp: 0
Hugepagesize: 2048 kB
DirectMap4k: 79744 kB
30
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DirectMap2M: 2017280 kB
XEETRRYE AT -
MemTotal
RAM 2=,

MemFree
REAB RAM =,

MemAuvailable
ERRENBER T RAT RN BREFNFITNES,

Buffers
RAM HEIE X4 AR TIIEN X HFE P X EF,

Cached
RAM HYTIE R, XAEIEEPXEEFMIIRERE, BEHE Shmem N1

SwapCached
R AFRYDIE TR

Active. Active(anon). Active(file)
RIEEANAE, RIEVESRHIEKR, BUR=EU. Active & Active(anon) 5
Active(file) ZF0,

o Active(anon) IRERSZZFFRIAE, XBETANEZRNEZMRE, MURSTREA
R EHIREENT A

o Active(file) ERERE I R R FFHINE

Inactive. Inactive(anon). Inactive(file)
ERERERENAE, BESmAEU. Inactive & Inactive(anon) 5 Inactive(file)
2

* Inactive(anon) IRERIMZIFHIAF, XEETHAMAZHERREY, UKRFTHEN
R EHIREERNT AT,

e Inactive(file) RREFEMXH R AZIFHANZ,

Unevictable
TEBEWHIRNEEZ (B0, AFER Mlocked SR {E RAM FiRE) o
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Mlocked
A mlock RAFRIREZIFHNAEFERZ, mlock RAVFHZE X R EEINNFIRSTEIYIE
RAM BYBE-NEBS. B2, mlock ARIESEINLXFNTE (ilo

SwapTotal

TR (A&,

SwapFree
RMEANRIRTIEIZ,

Dirty
HTESENMERSFEENEENANEFE ERTE&EFETE) . EEEAIEEETE
REHNARFXAZAREL . BAERMIES \NKErTERELEARENE, MM
HiZiH, vJfER sysctl &% vm.dirty ratiogfvm.dirty bytes RiTH|A[EFEE
FHEFERNREELSE BEXEZHAT, EERE 151571 “FE7 ) .

Writeback
HEIEES \NEENRES,

Mapped
£ mmap R4t EBANATE.

Shmem

A Z EHZENRNTE, FI0IPCEHIE. tmpfs BIENHZHERRNE.

Slab
RIZA LRGN ARF S AL,

SReclaimable
AJ[E|UkAY Slab B85y, BIN4E7F (inode. dentry ) .

SUnreclaim
AAI[EULEY Slab ZB453s

KernelStack
NAERF (BERAIAR) FRNAZTEIAREE,

PageTables
ERTFREH#HENTIIRNAEFE,
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NFS_Unstable
BAIXEIIRS2S, BREARERSIPIERH NFS T,

Bounce
RIS R RY[C]384E H X (F B R T1F,.

WritebackTmp
IREY S [E148HX B9 FUSE ERBIAF.

CommitLimit
RIS EFEAXRRBRBARFANANEFEE. NEBATEERINIEFERAITE, 74258
ItE PR,

Committed_AS
YR TENHERFBER TRENAEEE (RAM MRETE) fME,

VmallocTotal

DECBRZE I = E) &,
VmallocUsed

BfEANRZEN R E,
VmallocChunk

A BNZ B 2 (8] Y ER KIELR IR

HardwareCorrupted
ERENRESE ((XEFEH ECC RAM B A RIRMED)

AnonHugePages
RS EI A P REINRNE R AT, XETIBEARE T EKRNER FTLUERA X #HESD
FoRY, FEME(EFRAEERKDT (THP)

HugePages_Total

fft SHM_HUGETLB #1 MAP_HUGETLB &R BECATIEK, HERYE /proc/sys/vm/
nr_hugepages FEYESGES hugetlbfs X RFfERARMDECATIEL,

HugePages_Free
I RAARTIE.

HugePages_Rsvd
BRI AT
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HugePages_Surp
B HugePages_Total FYETAADI# ( “HB&ED” ) , 7£ /proc/sys/vm/
nr_overcommit hugepages HE N,

Hugepagesize
RIIBIAN — 72 AMD64/Intel 64 £, ERIAETI 2048 KB,

DirectMap4k &
MSNEIRBLEARN (RFIF7 4 kB) NIIHAZAFE,

243 HIZRNTFHE: smaps

£ top 8¢ ps FinET AT A HYIMBEREHIZEENAFE. IREFEHIVEIE,
BEAR% 2.6.14 F5| N smaps F& %, & FHRHAMT /proc/PID/smaps 1, =&

I~ ID 79 PID R HEME AR T ENERNEDIE. ESXKAHZRAFNERARNT, ELLE
LU EEHEFERNRNEE, HPFERSHEMHIERZNRNGE, BXEFEAER, BEL/
usr/src/linux/Documentation/filesystems/proc.txt (EEZEHHE kernel -
source)

BN smaps R ERBHF S, Fit, FRNEEMEHMEHTSR, MRERTMREE
HAZES A XA

2.4.4 numaTlOP

numaTOP @&MAF NUMA (FF—EMERFERRE) REGEN—PIR. ZITREM NUMA R4
KBS, AIEEBNIRGI NUMA AB RV 4 BEHR F,

—REME, numaTOP AliLE@EI D HZiZAFiAIE] (RMA) 2. AMIATEIAIR] (LMA) #EH
RMA/LMA Eb=, SERAFAEMLERNE (B, SMAFHESTREAGFTHRAEZLLRME) HE
IES7 N

PowerPC LAK AT Intel Xeon 2887+ numaTOP: 5500 &%, 6500/7500 &%, 5600 %
Hll. ET-x8xx &FIFN E5-16xx/24xx/26xx/46xX 250

numaTOP T E A HiEFEDIRM, ErILIEEA sudo zypper in numatop ss<¢ & &EZT
B, BB numaTOP, &IE{T numatop #<, EAM T numaTOP ThAEMA%, EEMA
man numatop &<,

34 HIZENTFEAE: smaps | SLED 15 SP7



2.5 ML

O 7 REBW
NRMEFFRRT I, EBRIZANERTNWEEE T AERIREEAAN,

2.5.1 EZAXRRKIZE: ip

ip REFREMEHNESZEONZEATR, EAILUEATERREEER XASMKZZEONER
guitiddE. fli, MORTERH, HRRET ZVHEIR. ZEREHFR

MRAEESFERETAMMSHIETT ip, EXERENHE. EYIHAEMEREO, BRHA ip
addr show (4EEH-= ip a) . ip addr show up XHIHBIEFEZITHMLEELD, ip -s
link show DEVICE X5 HIEEHOANFKITEIE:

# ip -s link show br0
6: br0: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc noqueue state UP mode
DEFAULT
link/ether 00:19:d1:72:d4:30 brd ff:ff:ff:ff.ff:ff
RX: bytes packets errors dropped overrun mcast

6346104756 9265517 0 10860 0O 0
TX: bytes packets errors dropped carrier collsns
3996204683 3655523 0 0 0 0

ip FAILLEREO (link), BRAXK (route) FEE - BXHAT, 550 man 8 ip,

# ip route

default via 192.168.2.1 dev ethl

192.168.2.0/24 dev eth® proto kernel scope link src 192.168.2.100
192.168.2.0/24 dev ethl proto kernel scope link src 192.168.2.101
192.168.2.0/24 dev eth2 proto kernel scope link src 192.168.2.102

# ip link
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default glen
1000
link/ether 52:54:00:44:30:51 brd ff:ff:ff:ff:ff:ff
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3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default glen
1000

link/ether 52:54:00:a3:cl:fb brd ff:ff:ff:ff:ff:ff
4: eth2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default qlen
1000

link/ether 52:54:00:32:24:09 brd ff:ff:ff:ff:ff:ff

252 ETHEHNMEZHAZ: nethogs

ERLEBERT (BN, MENEFRERALRF/IS) , FEEAZIARDELRES|IAESHE
HIN ATERF. nethogs TATEIRIT LS top KM, AIRRAAIBHEXHENEANNELRE:

PID USER PROGRAM DEV ~ SENT  RECEIVED

27145 root zypper eth® 5.719 391.749 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30015 0.102 2.326 KB/sec
26635 tux /usr/1ib64/firefox/firefox ethO 0.026 0.026 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30045 0.000 0.021 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30045 0.000 0.018 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30015 0.000 0.018 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30045 0.000 0.017 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30045 0.000 0.017 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30045 0.069 0.000 KB/sec
? root unknown TCP 0.000 0.000 KB/sec
TOTAL 5.916 394.192 KB/sec

5 top —#¥, nethogs XHHFXEIAR<:

M FEETRER (kb/s. kb. b. mb) ZiaElfEF
R : ¥ RECEIVED HiF

s : ¥R SENT HiF

0 . BH

2.5.3 LUKMFET: ethtool

ethtool FIF AR M EURMIEENE T AH. AIABERT, ERFIBIEEIRFNIFNIR
B,
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# ethtool etho
Settings for ethO:

Supported ports: [ TP ]

Supported link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Supports auto-negotiation: Yes

Advertised link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Advertised pause frame use: No

[...]

Link detected: yes

TRETRTHRTFEEREHEE SR ethtool &I

# 2.1 . ethtool WZEifEFIER

ethtool option EigENUTER

-a HIESHER

-C hEEHER

-g <¢AXf4> Rx/Tx (/L) MSHIER

-i KEXRIRThIZF (S 2

Kk BIER
-S NIC FIREHIZ 45 EBISTIH 4R

2.5.4 BTRMEIRE:

ss RHTEMEERFIITHIENITA, B netstat &5, EFNHMEER, BFERTT
2B ss:

# ss

37 ERMEIRA: ss | SLED 15 SP7



Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port

u str ESTAB 0 0 * 14082 * 14083
u str ESTAB 0 0 * 18582 * 18583
u str ESTAB 0 0 * 19449 * 19450
u str ESTAB 0 0 @/tmp/dbus-gmUUwXABPV 18784 * 18783
u str ESTAB 0 0 /var/run/dbus/system bus socket 19383 * 19382
u str ESTAB 0 0 @/tmp/dbus-gmUUwXABPV 18617 * 18616
u str ESTAB 0 0 @/tmp/dbus-58TPPDv8qv 19352 * 19351
u str ESTAB 0 0 * 17658 * 17657
u str ESTAB 0 0 * 17693 * 17694

[..]

BRRUTITFOFEREHR, FERUTHS:

# ss -1

Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port
nl UNCONN 0 0 rtnl:4195117 *
nl UNCONN 0 0 rtnl:wickedd-auto4/811 £
nl UNCONN 0 0 rtnl:wickedd-dhcp4/813 &
nl UNCONN 0 0 rtnl:4195121 *
nl UNCONN 0 0 rtnl:4195115 %
nl UNCONN 0 0 rtnl:wickedd-dhcp6/814 *
nl UNCONN 0 0 rtnl:kernel &
nl UNCONN 0 0 rtnl:wickedd/817 e
nl UNCONN 0 0 rtnl:4195118 %
nl UNCONN 0 0 rtnl:nscd/706 B
nl UNCONN 4352 0 tcpdiag:ss/2381 &

loaal

BRMEEEN, ELIEEEERNERTRE, g0 TCP (-t) 5 UDP (-u), -pifIAlE
TERFERZEFR PID &,

THIFILE T FRE TCP EiEfERAXEEZENER. -a ZNARRESRAIEBEILINEE (I
FMIAEMIR) o -p &R B REZRFREZFH PID F1&FF.

# ss -t -a -p
State Recv-Q Send-Q Local Address:Port Peer Address:Port

LISTEN 0 128 *:ssh *:* users:(("sshd",1551,3))
LISTEN 0 100 127.0.0.1:smtp *:% users:(("master",1704,13))
ESTAB 0 132 10.120.65.198:ssh 10.120.4.150:55715 wusers:(("sshd",2103,5))
LISTEN 0 128 ERSISh 1% users:(("sshd",1551,4))
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LISTEN © 100

t:lismtp

2.6 /proc XH&E%G

/proc XHERZR—IMIXMHRYE, TRXHRET, ARUENXXANEARBERESR.
e, fERMU < 2R CPU KR!

> cat /proc/cpuinfo

processor
vendor_id

cpu family
model

model name
stepping
microcode

cpu MHz

cache size
physical id
siblings

core id

Ccpu cores
apicid

initial apicid
fpu

fpu _exception
cpuid level

wp

flags

1 0

: Genuinelntel

HIG)

: 30

: Intel(R) Core(TM) i5 CPU
: 5

: 0x6

: 1197.000

: 8192 KB

0

4
1 0

4

0

0
1 yes
1 yes

11
1 yes

B

users: (("master",1704,14))

750 @ 2.67GHz

: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov

pat pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx rdtscp

Im constant tsc arch perfmon pebs bts rep good nopl xtopology nonstop tsc

aperfmperf pni dtes64 monitor ds cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm

sse4 1 ssed4 2 popcnt lahf 1m ida dtherm tpr_shadow vnmi flexpriority ept vpid

bogomips

clflush size
cache _alignment :
address sizes

power management:

39

: 5333.85
: 64

64

: 36 bits physical, 48 bits virtual

/proc X %4t | SLED 15 SP7



‘;” *ﬂizr'. ]Eﬁéﬂ1g~jﬁgéﬁiﬁzluﬂ
A LLETT x861info RFKENAE Xx AMD64/Intel 64 (AR LEHy LM IBRRATIFAA(E B

FAT58

16:
18:
19:
22:
23:
40:
41:
42:
43:
45:
46:
47:
48:
49:
50:
NMI :
LOC:
SPU:
PMI:
IWI:
RTR:
RES:
CAL:
TLB:
TRM:

LEEFRTRY S ECAGER
> cat /proc/interrupts

CPUO CPU1
121 0
0 0
0 0
0 11933
0 0
0 117978
0 0
417927 0
2727916 0
0 2749134
0 0
0 0
0 0
0 0
0 0
0 0
0 0
933117 0
2102 2023
92 71
0 0
2102 2023
47331 45725
2 0
472911 396463
48389 47345
28410 26804
0 0

40

CPU2

© © © © © ©

3275185
0
0
0
2759148

2031
52464
0
339792
54113
24389
0

CPU3

© ©O © O © O © ©o © +H ©

2678206

387

1920
41

0

1920
46775
0
323820
50478
26157
0

I0-APIC-edge
I0-APIC-edge
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
HPET MSI-edge
HPET MSI-edge
HPET MSI-edge
HPET MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge

timer

rtco

acpi

ehci hcd:+
i801 smbus
ata piix,+
enp5s1l
ehci hcd:+
hpet2
hpet3
hpet4
hpet5
aerdrv, P+
PCIe PME,+
PCIe PME,+
PCIe PME,+
snd _hda i+
nvidia

Non-maskable interrupts

Local timer interrupts

Spurious interrupts

Performance monitoring int+

IRQ work interrupts
APIC ICR read retries
Rescheduling interrupts

Function call interrupts

TLB shootdowns

Thermal event interrupts
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THR:
MCE:
MCP:
ERR:
MIS:

40

40

40

maps AR EE R IT XX ZERT L S EC -

> cat /proc/self/maps

08048000-0804c000
0804c000-0804d000
0804d000-0806€000
b7d27000-b7d5a000
b7d5a000-b7e32000
b7e32000-b7e33000
b7e33000-b7145000
b7f45000-b7f46000
b7f46000-b7f48000
b7t48000-b714c000
b7t52000-b7153000
loaal

b7f5b000-b7f61000
b7t61000-b7162000
b7f62000-b7f76000
b7f76000-b7f78000
bfd61000-bfd76000
ffffeb000-FffffOOO

FJLAM /proc X RGIRENAE ¥ 41

/proc/devices
AT AIRE
/proc/modules
INERIRIZAEIR
/proc/cmdline
NIZE 21T
/proc/meminfo
BXRAGFEARTIFA(
41

r-xp
rw-p

rw-p

--op

00000000
00004000
0804d000
00000000
00000000
b7e32000
00000000
00112000
00113000
b7t48000
00000000

00000000
00000000
00000000
00013000
bfd61000
00000000

=
=5

03:
03:
00:
03:
03:
00:
03:
03:
03:
00:
03:

03:
03:
03:
03:
00:
00:

=
8/5vo

03
03
00
03
03
00
03
03
03
00
03

03
03
03
03
00
00

® Threshold APIC interrupts
0 Machine check exceptions
40 Machine check polls
17753 /bin/cat
17753 /bin/cat
0 [heap]
11867 /usr/lib/locale/en GB.utf8/
11868 /usr/lib/locale/en GB.utf8/
0
8837 /1lib/1libc-2.3.6.s0
8837 /lib/1libc-2.3.6.50
8837 /lib/1libc-2.3.6.s0
0
11842 /usr/1lib/locale/en GB.utf8/
9109 /usr/lib/gconv/gconv-module
9720 /usr/lib/locale/en GB.utf8/
8828 /1lib/1d-2.3.6.s0
8828 /lib/1d-2.3.6.s0
0 [stack]
0 [vdso]
—LEEENXGRERATUT:
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/proc/config.gz
HENSTTRIAIZEY gzip E4RECE X

[proc/PID/
/proc/NNN BRA1RMET HanafTHRENER, HA NNN 248x#F2893#52 ID (PID).
FHIZEBEILITE /proc/self/ ik EIE B 5 a4,

XA /usr/src/linux/Documentation/filesystems/proc. txt HIBHETEZZE
(REMHE kernel-source FREMIEEXHE)

2.6.1 procinfo
< procinfo AILUCE /proc XM RATHEEES:

> procinfo
Linux 3.11.10-17-desktop (geeko@buildhost) (gcc 4.8.1 20130909) #1 4CPU
[jupiter.example.com]

Memory: Total Used Free Shared Buffers Cached
Mem: 8181908 8000632 181276 0 85472 2850872
Swap: 10481660 1576 10480084

Bootup: Mon Jul 28 09:54:13 2014 Load average: 1.61 0.85 0.74 2/904 25949

user : 1:54:41.84 12.7% page in : 2107312 disk 1: 52212r
20199w

nice : 0:00:00.46 0.0% page out: 1714461 disk 2: 19387r
10928w

system: 0:25:38.00 2.8% page act: 466673 disk 3: 548r
10w

IOwait: 0:04:16.45 .4% page dea: 272297

hw irq: 0:00:00.42 .0% page flt: 105754526

sw irq: 0:01:26.48 1% swap in : 0

idle : 12:14:43.65 81.5% swap out: 394

guest : 0:02:18.59 0.2%

uptime: 3:45:22.24 context : 99809844
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irq ©O: 121 timer irq 41: 3238224 hpet3

irqg 8: 1 rtco irq 42: 3251898 hpet4d

irq 9: 0 acpi irq 43: 3156368 hpet5

irq 16: 14589 ehci hcd:usbl irq 45: 0 aerdrv, PCIe PME
irq 18: 0 1801 smbus irq 46: 0 PCIe PME, pciehp
irq 19: 124861 ata piix, ata piix, f irq 47: 0 PCIe PME, pciehp
irq 22: 3742817 enp5sl irq 48: 0 PCIe PME, pciehp
irq 23: 479248 ehci hcd:usb2 irq 49: 387 snd _hda intel
irq 40: 3216894 hpet?2 irg 50: 1088673 nvidia

EEEMBEER, BEASH -a, S -NSRNIEHF—REE. EXMBERT, TR

0 BEFELER.

RNBERTERENME, EASEH -d BERERE, procinfo -dn5 BREir 5 #RNEXR
&:

2.6.2 RFITHISE: /proc/sys/

AGIEH BB FEGITIMENR Linux RiZE8E, EfMiTF /proc/sys/ #, BIfER
sysctl mS$REFMEN. BEFIHFAESE, 1Bi5iTsysctl -a, FJLIfEA sysctl
PARAMETER NAME Bl g NBE],

SO, 7FER sysctl CATEGORY g@id 5| AN B R EHIH, TEIIET
REEMNRT, EELRENHE kernel-source A EEIREVE LN B IR

sysctl dev (/proc/sys/dev/)
RERENER.
sysctl fs(/proc/sys/fs/)
ERNX 4R, EEIMMEMERAXERENSH. BXFAER, 550 /usr/src/

linux/Documentation/sysctl/fs.txt,

sysctl kernel (/proc/sys/kernel/)
BEXAESRERR. AAHEAEFEMHMAZBEXISHNER. BXFHAER, FEW/

usr/src/linux/Documentation/sysctl/kernel. txt

sysctl net (/proc/sys/net/)
BXMFH—NESHNERS (FEN ipvd/ FER) . BXAT, BZW /usr/

src/linux/Documentation/sysctl/net. txt
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sysctl vm(/proc/sys/vm/)
IERRIZPNIS B XEMRE. KINEFREEEX. BX4HAT, 1550 /usr/src/

linux/Documentation/sysctl/vm. txt

BIRENERHRRIEN S, 1BEMAS sysctl -w PARAMETER=VALUE, Z/KA BRI
IRE, B7E /etc/sysctl.conf daifn PARAMETER=VALUE 17,

2.7 BEHER

2.7.1 PCIZHEIR: lspci

Q EE: mimPCIEE,
AREZEIRERAFRE root AP FINA R T X 1T B PCl EBE YRR R,

< Uspeci 5 PCI HIR:

# lspci

00:00.0 Host bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE \
DRAM Controller/Host-Hub Interface (rev 01)

00:01.0 PCI bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE \
Host-to-AGP Bridge (rev 01)

00:1d.0 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #1 (rev 01)

00:1d.1 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #2 (rev 01)

00:1d.2 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #3 (rev 01)

00:1d.7 USB Controller: Intel Corporation 82801DB/DBM \
(ICH4/ICH4-M) USB2 EHCI Controller (rev 01)

00:1e.0 PCI bridge: Intel Corporation 82801 PCI Bridge (rev 81)

00:1f.0 ISA bridge: Intel Corporation 82801DB/DBL (ICH4/ICH4-L) \
LPC Interface Bridge (rev 01)

00:1f.1 IDE interface: Intel Corporation 82801DB (ICH4) IDE \
Controller (rev 01)
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00:1f.3 SMBus: Intel Corporation 82801DB/DBL/DBM (ICH4/ICH4-L/ICH4-M) \
SMBus Controller (rev 01)

00:1f.5 Multimedia audio controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) AC'97 Audio Controller (rev 01)

01:00.0 VGA compatible controller: Matrox Graphics, Inc. G400/G450 (rev 85)

02:08.0 Ethernet controller: Intel Corporation 82801DB PR0/100 VE (LOM) \
Ethernet Controller (rev 81)

£ -v ATLUE R E IR AARYTIR

# lspci -v
[...]
00:03.0 Ethernet controller: Intel Corporation 82540EM Gigabit Ethernet \
Controller (rev 02)
Subsystem: Intel Corporation PR0O/1000 MT Desktop Adapter
Flags: bus master, 66MHz, medium devsel, latency 64, IRQ 19
Memory at f0000000 (32-bit, non-prefetchable) [size=128K]
I/0 ports at d010 [size=8]
Capabilities: [dc] Power Management version 2
Capabilities: [e4] PCI-X non-bridge device
Kernel driver in use: e1000
Kernel modules: e1000

M+ /usr/share/pci. ids RIRENVEXRIGEERMBENIER. LEXXAHRFILR PCIID 1R
B RANRE”
S - ERREFAIERNMEER. EEEANFE, BERASH -n,

2.7.2 USB1&%: lsusb

i< Lsusb 5IHFRHE USB 1&&. FEREM -v o5 EFiFMAN5R, MBER /proc/bus/
usb/ EEEMERS. TEHREEEESZSE. NER. BENERS USBIE&IBER BT
Lsusb 589%iH.

# lsusb

Bus 004 Device 007: ID 0ea0:2168 Ours Technology, Inc. Transcend JetFlash \
2.0 / Astone USB Drive

Bus 004 Device 006: ID 04b4:6830 Cypress Semiconductor Corp. USB-2.0 IDE \
Adapter
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Bus 004 Device 005: ID 05e3:0605 Genesys Logic, Inc.

Bus 004 Device 001: ID 0000:0000

Bus 003 Device 001: ID 0000:0000

Bus 002 Device 001: ID 0000:0000

Bus 001 Device 005: ID 046d:c012 Logitech, Inc. Optical Mouse
Bus 001 Device 001: ID 0000:0000

2.7.3 BIEMHBIEARFRS: tmon

tmon BEESEEBIRIANML. IAFMNIKERZAFRANITE, NMRAFEREMESEZ6), tmon
BLUSITRRETT:

r——THERMAL ZONES (SENSORS)
| Thermal Zones: acpitzoe

Trip Points: PC
| Trip
L

r——— COOLING DEVICES

|
|ID Cooling Dev  Cur Max Thermal Zone Binding |
|00 Processor 0 3 [T

|01 Processor 0 3 [HHHHETTT

|02 Processor 0 NARRRRRRRRR

|03 Processor 0 3 [T

|04 intel powerc -1 50 [[TITTIFTTT

| |
| |
| 10 20 30 40 |
|acpj_tz 0:[ 8][>>>>>>>>>P9 C31 |
| |
: CONTROLS

|Target Temp: 65.0C, Zone: 0, Control Device: None

I
|PID gain: kp=0.36 ki=5.00 kd=0.19 Output 0.00 |
|
| |

Ctrl-c - Quit TAB - Tuning

BXRIARRBRIIR. WENSRALEE, URMNMEEER tmon NN ARIARRILE 5% B3 F 4
8, B8N FMri. man 8 tmon, EHABR FTASZERGE tmon,
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2.74 MCELog: IHEWKERSE (MCE)

Q ii&: TAK

It T B{GERTF AMD64/Intel 64 &4,

KEEHEIR (B1E1/0. CPUMKWEEIR) B, mcelog MEERIIERM /31T BN
ERE (MCE)o It4h, LHAEEEFEIRIT, mcelog F AT LAMEFUNEL LR ST AR B ShiZ OBR

Mo LAET, LbiRIBES/NEITHY cron fRALETE, IM7E, EHRIRAIH mcelog SFHPIERFIZED
PUSEN

Q iE: AMD A% MCA H%
SUSE Linux Enterprise Desktop #F AMD BaI 8T B ERR LS (R4
MCA) o FIZ&EiX MCA 18387 AMD Zen AME2RFRVIEHTHIRIRS. EY BT MCABank
PIERMER, A THEIRMIEREAFHIRS T A28,
mcelog AJf#HFK MCAJBE (rasdaemon #1 dmesg 1 a]#H5k MCA jE
B) - BXIEFHER, BB (Processor Programming Reference
(PPR) for AMD Family 17h Model 01h, Revision B1 Processors) BJ% 3.1

Machine Check Architecture” (https://developer.amd.com/wordpress/
med|a/2017/ll/54945_PPR_Fam|ly_l?h_Models_OOh—OFh.pdf 7)o

mcelog 7£ /etc/mcelog/mcelog. conf FRECE, AXEEETNER, 15SM man
mcelog # https://mcelog.org/ 2o UTFRHUNERT REIAXEFHIERL:

daemon = yes

filter = yes

filter-memory-errors = yes

no-syslog = yes

logfile = /var/log/mcelog
run-credentials-user = root
run-credentials-group = nobody
client-group = root

socket-path = /var/run/mcelog-client

PIAREBA mcelog BRS5. FILUEE YaST RFARSRiERE N A 1T R AN B hZARS
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# systemctl enable mcelog
# systemctl start mcelog

2.7.5 AMD64/Intel 64: dmidecode: DMI| FK#EZFDZS
dmidecode A 2/RITEANE DMI R, HASEEEMEYISH BIOS BITHRERER.

# dmidecode

# dmidecode 2.12

SMBIOS 2.5 present.

27 structures occupying 1298 bytes.
Table at Ox000EB250.

Handle 0x0000, DMI type 4, 35 bytes
Processor Information
Socket Designation: J1PR
Type: Central Processor
Family: Other
Manufacturer: Intel(R) Corporation
ID: E5 06 01 00 FF FB EB BF
Version: Intel(R) Core(TM) i5 CPU 750 @ 2.67GHz
Voltage: 1.1V
External Clock: 133 MHz
Max Speed: 4000 MHz
Current Speed: 2667 MHz
Status: Populated, Enabled
Upgrade: Other
L1 Cache Handle: 0x0004
L2 Cache Handle: 0x0003
L3 Cache Handle: 0x0001
Serial Number: Not Specified
Asset Tag: Not Specified
Part Number: Not Specified
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2.7.6 POWER: FIWHEEH
Ushw ET1REG 2Rt BAAEHEE.

2.8 XHNXHFRS

2.8.1 MENXHRE: file
< file @I /usr/share/misc/magic RHEEFE NI RZER,

> file /usr/bin/file
/usr/bin/file: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), \
for GNU/Linux 2.6.4, dynamically linked (uses shared libs), stripped

S - LISTIREEREN—IH—RIIXHER. -z 2iF file EEEXHHNAEEL:

> file /usr/share/man/manl/file.1l.gz
/usr/share/man/manl/file.1l.gz: gzip compressed data, from Unix, max compression
> file -z /usr/share/man/manl/file.l.gz
/usr/share/man/manl/file.1l.gz: troff or preprocessor input text \
(gzip compressed data, from Unix, max compression)

244 -1 itk mime REWFRFHEMAZESHAINA.

> file -i /usr/share/misc/magic

/usr/share/misc/magic: text/plain charset=utf-8

2.8.2 YXHRSGNEMBZE: mount. df Ml du
% mount RETEMMERAHRINXARS (REMRT)

# mount
/dev/sda2 on / type ext4 (rw,acl,user xattr)
proc on /proc type proc (rw)

sysfs on /sys type sysfs (rw)
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debugfs on /sys/kernel/debug type debugfs (rw)

devtmpfs on /dev type devtmpfs (rw,mode=0755)

tmpfs on /dev/shm type tmpfs (rw,mode=1777)

devpts on /dev/pts type devpts (rw,mode=0620,gid=5)

/dev/sda3 on /home type ext3 (rw)

securityfs on /sys/kernel/security type securityfs (rw)

fusectl on /sys/fs/fuse/connections type fusectl (rw)

gvfs-fuse-daemon on /home/tux/.gvfs type fuse.gvfs-fuse-daemon \

(rw,nosuid, nodev,user=tux)

e < df JURB[EXRXAHRALHBERBRNER. 2% -h (8 - -human-readable)

Rekan A0y & A o] LUERERIAZ o

>

df -h

Filesystem
/dev/sda2
devtmpfs

tmpfs
/dev/sda3

Size

20G
1,6G
1,6G
208G

Used Avail Use% Mounted on

5,9G
236K
668K

40G

136 32
1,66 1
1,66 1
159G 20

o°

/

/dev
/dev/shm
/home

o° o°

o

fERmn< du JLURTRAEBRREFERPAEXANEKRN. 2 -s IRRREIFMAEESHE
t, RIEMESISHRNE. -h EXRRLERAENS BRI

> du -sh /opt

192M /opt

2.8.3 AXELF Z#HGIXHHNEMER

£/ readel f LEERFIEN_H#EIXENAS,. XEEAAT HEMBEHEREMERA ELF
XA

> readelf --file-header /bin/1s
ELF Header:
Magic: 7f 45 4c 46 02 01 O1 00 OO0 00 OO OO OO 00 OO 00

50

Class:
Data:
Version:
0S/ABI:

ELF64

2's complement, little endian
1 (current)

UNIX - System V
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ABI Version:

Type:

Machine:

Version:

Entry point address:

Start of program headers:
Start of section headers:
Flags:

Size of this header:

Size of program headers:
Number of program headers:
Size of section headers:
Number of section headers:

0

EXEC (Executable file)
Advanced Micro Devices X86-64
0x1

0x402540

64 (bytes into file)
95720 (bytes into file)
0x0

64 (bytes)

56 (bytes)

9

64 (bytes)

32

Section header string table index: 31

2.8.4 XfFEME: stat

s stat ERNXHEEM:

h=]

> stat /etc/profile
File: "/etc/profile'
Size: 9662

Device: 802h/2050d

Access: (0644/-rw-r--r--) Uid:

Blocks:

Inode:

I0 Block: 4096
Links: 1
0/ root) Gid: ( 0/ root)

regular file

Access: 2009-03-20 07:51:17.000000000 +0100
Modify: 2009-01-08 19:21:14.000000000 +0100
Change: 2009-03-18 12:55:31.000000000 +0100

B8 - -file-system EMEE X FFAIEBIX R SHIB 14T

> stat /etc/profile --file-system
File: "/etc/profile"
ID: d4fb76e70b4d1746 Namelen: 255 Type: ext2/ext3
Block size: 4096 Fundamental block size: 4096
Blocks: Total: 2581445 Free: 1717327 Available: 1586197
Inodes: Total: 655776 Free: 490312
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29 HAFEER

29.1 HRXERNRAF . fuser

CE AT S SRR A EE NN, I, B RENHNEERE /mt
HXHF RS umount BBl “REIEN” . REFTLUER fuser HOWEMLEHIZEL ST
B

> fuser -v /mnt/*

USER PID ACCESS COMMAND
/mnt/notes. txt tux 26597 f.... less

TR less #iZZfE (Z#HEES—MRIFLIETT) , BIRTAIHEIEZXHRS. 5 - K&
LEEREY, fuser ER(FIEIEEIRIFHRYHZ,

29.2 MWERFERITHERE. w

e < wAILIBEREEREIRS, UAES AR EERITREME fla:

> w

16:00:59 up 1 day, 2:41, 3 users, load average: 0.00, 0.01, 0.05
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
tux :0 console Wedl3  ?xdm? 8:15 0.03s /usr/lib/gdm/gd
tux console :0 Wedl3 26:41m 0.00s 0.03s /usr/lib/gdm/gd
tux pts/0 :0 Wed13  20:11 0.10s 2.89s /usr/lib/gnome-

MRHMRAENTAAABZEER, NEY - f RERXERF REERNITENL.
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2.10 BYja]A]HEA

2.10.1 fEH time it=HYE

fEF time SLRAEFRE KRBT EMNIE, LEBIEFER M. WE Bash #iERF (/

usr/bin/time),
> time find . > /dev/null

real 0m4.051s @
user Om0.042s @
sys 0m0.2055 ©

0 Mo BrhEITEM K FEIRYETE],

® H times RFIFAMBIRSHIAF CPU Bial,

© M times RFFAIREHNAL CPU Bl

/usr/bin/time WHRIHE¥ME L, BIVESER -v FXEBTUHS, UWERBEMS ENHE
Ho

/usr/bin/time -v find . > /dev/null
Command being timed: "find ."
User time (seconds): 0.24
System time (seconds): 2.08
Percent of CPU this job got: 25%
Elapsed (wall clock) time (h:mm:ss or m:ss): 0:09.03
Average shared text size (kbytes): 0
Average unshared data size (kbytes): 0
Average stack size (kbytes): 0
Average total size (kbytes): 0
Maximum resident set size (kbytes): 2516
Average resident set size (kbytes): 0
Major (requiring I/0) page faults: 0O
Minor (reclaiming a frame) page faults: 1564
Voluntary context switches: 36660
Involuntary context switches: 496
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Swaps: 0

File system inputs: 0

File system outputs: 0
Socket messages sent: 0
Socket messages received: 0
Signals delivered: 0

Page size (bytes): 4096
Exit status: 0

2.11 =HIEGEEIZR: RRDtool

EHNEEPEFEEAREEMERNENEIE, i, BENTH, HEETENNSEOLE
IFWHIEIEE., RRDtool AIFEBNEFMEXLELIE, HLUFAMNTTEEXEREMEN,
RRDtool i&AF A Z# Unix FEH Linux X1TEM. SUSE® Linux Enterprise Desktop k&R
B RRDtool, iEfEH YaST s(&

LA root 47817 zypper install rrdtool REEILT A,

O =R B
FA1RET RRDtool B9 Perl. Python. Ruby 1 PHP 487, LUEERELURIFRIRIZIE
RS B SRSk,

i

2.11.1 RRDtool B T{FIRIE

RRDtool 21&FE A%#EET A (Round Robin Database tool) WEX 4 S, BIFERAER
EIEERIEN—MA 5. ERBABEFEPXNERIE, FrERIBTELREERE, gEHF
3. RRDtool EREIF S R¥IEERFEMIEEE LR,

SNFIFTIR, RRDtool FAFMIERNB T LAVENIR, BREIZRM 2 ERBEITERET AR EIREUN
SENHIE FIINERE. REF) , RAEUEERASHIE. EHBUE+21EEEE RRDtool
IR, EEILEIIEH AR R .

BENTETHEMREEIRE. FEMGEXEHIENEIA 88 HIZ(#4 RRDtool, BEEE
B EEFohR(F RRDtool,
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EE RRDtool BARZMNE R RFl, HAER 7 B RRDtool TIERIENFIE=1EEM
By QUBEUERE. EMVEENEERR.

2.11.2 SCRRRZ AT

BIgENBREHEE Linux RAFRAEFHEERTUNER. AERFIEEDD, HITHEU4
F¥AiaErE, M= 40 WETEIENMNHEFRRARNE. BoBEXFA=MEERERAERARNENL
FA%ER5: Firefox MITTNI%E28. Evolution BB FEBE4Z F iw#0 Eclipse FFRIEZS,

2.11.2.1 UREHIE

RRDtool ZEAFNEMEREHUEMARNEW. EXMERT, XEREEMEEENN
(SNMP), It AT A KIS F IR ER T ER2RA0MERE, WK, XLEERET RRDtool
F17fE. BX SNMP BIFHER, SN http://www.net-snmp.org/ 7,

BARIBREFAARE — BAFEZFoHREEE. — T BIFHIZ free_mem. sh =k Ei5EXAT A
RFBERPRES, HRES N TERL.

> cat free mem.sh
INTERVAL=4
for steps in {1..10}
do
DATE="date +%s"
FREEMEM="free -b | grep "Mem" | awk '{ print $4 }'°
sleep $INTERVAL
echo "rrdtool update free mem.rrd $DATE:$FREEMEM"
done

o BYEEIRRIRE N 4 7, Xi@id sleep sp SR KH.

* RRDtool #= KRB EE 2, BIFFBAY Unix BYiE], LtLESE)EN AE 1970 F 1
B 1 BF% (UTC) FFea& 3 mufbas, a0, 1272907114 =7~ 2010-05-03 17:18:34,
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o ATARFEREMERA free -b UIFTHBEMUKREN, BMARHERRMA (FT) MAE

BB (FIE0KB) -

e s echo ...®m%

F8FE# RRDtool EAIH ST,
iz1T free_mem.sh 5, EREEINWMTFARNEL

> sh free mem.sh

VTR EWIEEXM (free_mem. rrd) BARRZR, AHRLIET

rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool

update
update
update
update
update
update
update
update
update
update

A LA fEsthfE R

free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.

free mem.

rrd
rrd
rrd
rrd
rrd
rrd
rrd
rrd
rrd

rrd

1272974835:
1272974839:
1272974843:
1272974847 :
1272974851:
1832454656
1829120512
1272974863:
1272974867 :
1272974871

1272974855
1272974859

1182994432
1162817536
1096269824
1034219520
909438976

1180377088
1179369472
1181806592

sh free_mem.sh > free_mem_updates.log

RSt EE REIE DX BRI L BIRFKHRIT.

2.11.2.2 GIEHEE
EE L TS ARl B EEIN S BEIRE:

--start 1272974834
DS:memory:GAUGE:600:U:U RRA:AVERAGE:0.5:1:24

> rrdtool create free mem.rrd --step=4 \

2

o lkER SR BIER N free_mem. rrd (X4, ATFEREIAEBEEEREFENEE.

o --start IS ER E—MERINEIERIEERYE (KA Unix BYiE]) o E4RGIH, 1t

{att free_mem. sh ka9 —AYiE)E (1272974835) /) 1o

o --step {EEREBUEERMHNELIEN EIERE (UM REMA) o
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e DS:memory:GAUGE:600:U: U Z73 AT INKIEEFERFEIER, LHiERSZ AN
memory, XA} gauge, MXEFHZENRAEFEN 600, NETCENRNDNEXE
ARA (U)o

* RRA:AVERAGE:0.5:1:24 22BN EA)IM (RRA), EFEFHENIIEREIATITE
PR R FERAFHEER (CF) RIERY, SHERHHN 3 MSHEBEMEITE.

MRAETRBIFHEE, WLHFIEBFRPERET free mem. rrd HuEE:

> 1ls -1 free mem.rrd

-rw-r--r-- 1 tux users 776 May 5 12:50 free _mem.rrd

2.11.2.3 EHEEE

SIEIEER, EEETERNERIE. £52.11.2.1 7 “WELHE" §, BRITBASEF—
& rrdtool update s5<H) free_mem updates.log Xff, XL ARITHITEIE
EEERIE .

> sh free mem updates.log; ls -1 free mem.rrd
-rw-r--r-- 1 tux users 776 May 5 13:29 free mem.rrd

AUEE, BMEREEMMIERS, free_mem. rrd BIR/IMIFRIFFAE,

21124 ETHENEE

HINENETE, IBTHEE, HEHEPEFETNEE. NERNATLURERKERE, Hia
RREEHE.

BORBIBEDTNAEE, BEMSITLERAUTHS!

> rrdtool fetch free mem.rrd AVERAGE --start 1272974830 \
--end 1272974871
memory
1272974832: nan
1272974836: 1.1729059840e+09
1272974840: 1.1461806080e+09
1272974844: 1.0807572480e+09
1272974848: 1.0030243840e+09
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1272974852: 8.9019289600e+08
1272974856: 8.3162112000e+08

1
1
1
1

272974860: 9.1693465600e+08
272974864: 1.1801251840e+09
272974868: 1.1799787520e+09
272974872: nan

=]

o AVERAGE  MEIEFERINTIIER, FEAR@d AVERAGE S0 IEE X T —MEIER
(55211227 “IEdEE" ) , RBEHMRHEATA,

o WHRE—TFIES 2.11.227 "CIRMEE" hEXKEERINZT,
o EMERFIFRTE MBS, AMERTIURFICHERT N NAYNE FIIE,

* &RF—1THRI nan "R “FEHEF o

ER ST — T ERRER R RIEEPFENE:

>

rrdtool graph free mem.png \
-start 1272974830 \

end 1272974871 \

step=4 \

DEF:free memory=free mem.rrd:memory:AVERAGE \
LINE2:free memory#FFO000 \

-vertical-label "GB" \

-title "Free System Memory in Time" \
-zoom 1.5 \

-x-grid SECOND:1:SECOND:4:SECOND:10:0:%X

2

58

e free_mem.png BELIENERIXHZ.
e --start # - -end [RHIELHIFEFRAIBTESEE.
o --step IEEERIBYEMEITE (LIFPREAD S

e DEF:... B9 28 free_memory HEIBEEX . HEIESM free_mem. rrd #iERE
REY, HEWEREZ A memory, RARKITEEIYESR, BAZE 211227 “QliEZUE
[ RERENXHMER
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o LINE. .. SOIECBLFZBERFTHNEALNENE. HRERN 2 KX, HEXE
free_memory EX, BB ALIE,

e --vertical-labelgEBER y 3 LFEIRE, --title REBEIMERNERE,
o --zoom IEEERNBHRALK. LEBIATE,

o --x-grid {sEMAEERPLEEINBENRETE, ARFIESR—EH—RNRLE, &
bR 4 PR —REMEL. B8 10 MWRIRLHIEEMELE T

RGEREIRT ARG

e _\_\_\_

0.9 G| _\_,_

08 G - - - - - - - - - 2
14:07: 10 14:07:20 14:07:30 14:07:40 14:07:50

GB
—
[=]
(1]

2.1 : M RRDTOOL #lERRHIEIR

2113 BEZER

RRDtool B—1M"EFRM TR, EMHETIFLFaHp<TITIED, HPh—LadHiEmERS
2%, EEFHEMMMENERHRBEENSEFNEHITHNE, AREEERTFLSIK,

bR TR IHE (S 2 RY RRDtool BYFARTI (man 1 rrdtool), AN IZEE RRDtool =11
(https://oss.oetiker.ch/rrdtool/) 7, rrdtool sp$ NMEFE FinSHIFHMAYY (https://
oss.oetiker.ch/rrdtool/doc/index.en.html) 2 AIEBE, b4, EBJLRZAGE (https://
oss.oetiker.ch/rrdtool/tut/index.en.html) 2 A]EEBHIE IR AR & FBAY RRDtool TEARTE,

MREEEBRIENLZRE, 1HEE MRTG (Multi Router Traffic Grapher) (https://
oss.oetiker.ch/mrtg/) 7, MRTG B LUEHIFZ MR EHENEIR. © LUER RRDtool,
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3 %é}b E /L.\KTI'-F

RABEXGLMBRAMABANREENTESZ2— EX L, EXNRRHITHIPNEEN, F
— 4 EREREEERLKAE XM, SUSE Linux Enterprise Desktop 2 BEhiFHRicR 2L LA
ERNFE—ENH. BMTES systemd Z2f5, WIZEEURETE systemd FERH AR
SHYHEERIERTE systemd Hidd (GB&N (EiEfEm) ,% 21 E “journalctl: &if
systemd Hig” ) . HMBAZEXH (FERRFNAREFNBEEXMH) BUAXERAEN,
FRIfERRIERRE D TIB BN, A LUERMIAR XL . XelHETRERS,

3.1 /var/log/ FHIRGHEXH

AREBEXMHIRAUT /var/log BR . LUTFFIRIRM T7EFERL SUSE Linux Enterprise
Desktop MUERINREGH LFE AL RS XEER, RIBENSEERE, /var/log ¥ &
BERBIARINENEMRSNBAEFNBEX . TEMRNELXHMBRU “G1i
7 RR, REARETHNNEBEREFNASEREN]. AZHBAEXXMHRI root BFEI,

apparmor/
AppArmor BEXH. BX AppArmor BNFHER, B8N (R2MELIER) -

audit/
REHITERNAE. BEXFEMEER, BEN (ZeMEtiEE)

ConsoleKit/
ConsoleKit PR BIEE. ZTFIFEFATREMLERFEER, UAMIIMASIT
BHRE

cups/
1B Unix $TENZRSZ (cups) BUipinFEIRAE.

firewall
Fh A& E S

gdm/
k85 GNOME EREERNBEEX 4,
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krb5/
3B Kerberos W B I0IE R AR B EX S,

lastlog
BEE AP LRERBXERNIIERE. aJERAH< lastlog #17E8F, AXEZE
5, i5=0man 8 lastlog,

localmessages
%‘tbmvﬂfﬂzkmau/ﬁ % ) ﬁwu, DHCP %‘F E’JEII_;\O

mail*
mRFARSZ2E (sendmail, postfix) HE.

messages

XEFMEAZMAZEEERNARIAMREFUE, EMOBNNEEERZUE (Uk/
var/log/warn) ,

NetworkManager
NetworkManager BE3 {5

news/

KBEFERSB[BHEETHES

chrony/
kB RS EI Y SFiPiER (chrony) BYEE,

pk backend zypp*
PackageKit (f#/ libzypp Fi%) BEXH.

samba/
&8 Samba. Windows SMB/CIFS {453 2809 B E X4,

warn
FRFERAESNERNAE, HMEZET, YEREBMAE (UK systemd BHiZRYE
) o

wtmp

FrEE R/ FHEFITIEERNEIEE, JERAMS last #1T7EE. BXEZER, B
Zman 1 last,
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Xorg.NUMBER. log
X.Org BahHEX M, MREBEN X.0rg BRHERIRE, B8,
XHZHB NUMBER BEETR4mS. 5190, FAIARY Xorg.0.log BET%=S 0 B9H
&, Xorg.1l.log R4S 1 WWHE. Fcrily X.Org BohEH~ENBAEXHRER
Xorg.NUMBER.log.old &,

=
YL root &9EEN X.0rg KiEBY, /var/log/ BFRHARER X.0rg BE
Xt MR LMEAEME S BS#EE X.Org £3%, METLFE ~/. local/share/
xorg/ BRPHEIBEXH-

YaST2/
FrE YaST HENX s
zypp/

libzypp BEXF, AISEXEX R EREHE,.

zypper. log
KRB LITRERERF zypper HEE,

3.2 EFEMAHBEXH

BEEERAEXMN, JUEREAXARER, I, EAUER—ERA YaST BIRKEER
YaST =HIFRLRI I > 24 HE TRENARZHS.

BEXAEHEPEEREXY, 5EA®S Lless o more, £ head ] tail AIEFHE
XHHFLNERE, BEXNEFEMEIBEXHNEE, 15FEM tail - f, EXAEFERXLE
TEMNEER, BEEENNFMI.

BEASXHPERFATHRBENFRAN, BEA grep. awk sfLIAFHEANES BEX M
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3.3 fEHf logrotate EIEHAEXH

/var/log THHHEXHEXREPRIEK, RRMELR[EKX. logrotate E—Mr[EENETEIE
BEXHHIZHHIZKRENT R, FRALTATUBRIE. . EEAEXH, UKE
SR IEXE M, AIUER (BH. 8A%EA) HETEIREANNLEREX 4,
logrotate &XH systemd 517, FHLtAIEESRIAER—RBEXH. BEFE—LEFIIME
5 BRI K REITERBEX R, NR—KAZXRETT logrotate, EWNREA - -
force, {#H /var/lib/misc/logrotate.status AIffE LIRS E ST BIETE],
logrotate WEAEX M /etc/logrotate. conf, £REEXHHNARLKINGFEM

12 (40 apache2) BHBBMEREXHKIE /etc/logrotate.d/ BRH, /etc/
logrotate.d/ WRAEET /etc/logrotate. conf @&,

f513.1: /etc/logrotate.conf BRI

# see "man logrotate" for details
# rotate log files weekly
weekly

# keep 4 weeks worth of backlogs
rotate 4

# create new (empty) log files after rotating old ones
create

# use date as a suffix of the rotated file
dateext

# uncomment this if you want your log files compressed

#compress

# comment these to switch compression to use gzip or another
# compression scheme

compresscmd /usr/bin/bzip2

uncompresscmd /usr/bin/bunzip2

# RPM packages drop log rotation information into this directory
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include /etc/logrotate.d

O == BeURTR
create ZMaxiE /etc/permissions* RFFIEEXHRIRRFFAEN, MREER
XEGE, FRERARSIRAR,

3.4 fEH logwatch iz HEXH

logwatch 2— Ml EEX BAEANNBESEHA, EAUARRLRSE. RIEEEE,
HUBMZENAXETRXEER, BfEMA logwatch, FRE logwatch HHEE,
A[7EA <17 LER Llogwatch SRAEM NSRS, @i cron REHCIREBEXIRS. IREF
ERELIE. ®REIXMH, SU@IEBHRXEIIEENMLL, @i cron BaiERIRSER, 5—
i ESERE Ao

Eam<iT L, AIUEH logwatch EHXMH RSN ESEEERIRS, UKFIBEEEREMF
IEE:

# Detailed report on all kernel messages from yesterday
logwatch --service kernel --detail High --range Yesterday --print

# Low detail report on all sshd events recorded (incl. archived logs)
logwatch --service sshd --detail Low --range All --archives --print

# Mail a report on all smartd messages from May 5th to May 7th to root@localhost
logwatch --service smartd --range 'between 5/5/2005 and 5/7/2005' \
--mailto root@localhost --print

- range WIHOEELLEER — BRAT, HEM logwatch --range help, ERALITH
SRS RS HFIE:

> 1s /usr/share/logwatch/default.conf/services/ | sed 's/\.conf//g'

logwatch (WRIBEXIEERE. A, RIABLENZEUHEE K. FRINELEXHAITF /
usr/share/logwatch/default.conf/ T, YIMERXLENH, RAT—XEHRNSEBR
BFEE(]. MIEEEXEEEMA /etc/logwatch/conf/ ({BERE]LUERBARRE X ERE
1)) o BXRIMMFEBEEX Llogwatch Hix4Rig(FEHERa, 1S /usr/share/doc/packages/
logwatch/HOWTO-Customize-LogWatch, FIE FEE XXM :
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logwatch.conf
FBEEXMH, RMAREFERE IR, AIEnTESES I REET,

ignore.conf
i35t Logwatch W25 ZBEHIFIETT,

services/*.conf

ZRSERE S T NHEMRSHNEMIRSIEEX M+,

logfiles/*.conf
BRN e IRSSRIML B E X HRIRSE,

3.5 A root EdEMMEFIEA

ROtTiFER. cron fRdk. systemd ItHESERMIE N AIZRF B IAE B FH R ARG RSt
By root AR, FANERT, STAPKFPRE— I 4T, EERESWEE KBTS
o

XEHH AR AT REAREERARNNREEXIREMEM ENFUREIE XX LR
RUEA], SRZIBIXLEHR L & EIE I BN T ATiZ B FER K,

318 3.1: B root BRECEmRGIER
FH root ALY, BRITUTEE:

1. R&E yast2-mail HEE:

# zypper in yast2-mail

2. BITRER YaST Hp4FcE

# yast mail

3. WFIEREER, MK, ARBEHT—IURE

4, MNP RERFIRS 2sRTMthE, RIBFREERES IV, BPVBINGRFISLNE TLS INE, LABS
BEWELEREMBRBERBRAEE. 25,

5. WAZER root AP VBB R ZIRV BB FER(FHbtE, ARSTRVECE.
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O ==: TEEZRE SMTP I
REFAEZILE SMTP £, BNAMITER 7 Sl P4k,

6. AE—HERFLUNHER B R ERE A

> mail root
subject: test
test

7. £ mailq SEREEBBELIXMIRNEBH. WNRTN, WAFIRIZAT, ZEREFRIZE
FRERECE R T RER IR

RIERERNITENSNFZREI RS HREANIALR, AIUZIAERBFERAFuEE:
o EREEA—TAIGRIBYEBFERFIK P RUER B N R R SRR

o ERTHFIBMRXAGIHRIBA R FERIK, (BIREERFFIR) PUEREFRRSHIHE
o

° NN RYQERIAYEBFERAFIKF

EEAUINERREEXRNEFHEKRKS, I—REXER, NTEULMIEHRYIERS
r, BRRRETVENER. BNARFEENNLEFEXES.

3.6 REHSEERERAFFOLARSHSKS

RAZASEIEMNS T RARLZZINSG LR ORGEAERSEE. XiF, EERERILUAK
THEFRE N ENEMS, HPLERINEGE T RANKREERERFRSUBERERD,

RERORFZHERSFAIIEZHR MO EN. BREEFOASKRSE, AREKERF i
M TIZE AEIE R,
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361 R%EPILJ\/%/)L /L,\HEQ%S

318 3.2 : EEEHD rsyslog RS 28
FREBEROAFHERSSE, BRITUTTE:

1. fREERREM /etc/rsyslog.d/remote. conf,

2. BUHEIERmRE X4 UDP Syslog Server g TCP Syslog Server 4o HBILLT
7. 79 rsyslogd 53Fc IP #ibRIIw O,
TCP /Rffll:

$ModLoad imtcp.so
$UDPServerAddress IP @
$InputTCPServerRun PORT @

UDP /=1

$ModLoad imudp.so
$UDPServerAddress IP @
$UDPServerRun PORT@®

O EMIAM rsyslogd #ZORY IP ik, SNRAFIEEMUL, FIFEFIEOIRFIEED,
® EMiMAR rsyslogd mwO, EFMETF 1024 A94FNIHRO. ERIAERN 514

O ==: TCP 5 UDP 1B
TfERLE, RAGAEEER UDP GEEINEZRERBATHR. XMER AT
FHERLD, BRAFEMERE. ERERENERT, BEERAEEER.

TCP thiXE A5, RN ZMA I EREMAZ UDP,

Q) i#E: ¥ UDPServerAddress FBF TCP

TCP {5y $UDPServerAddress BEES#HH & HHIR,. REEXZFES
UDP, {EE[RBSETF TCP #1 UDP,

3. REFEXF.
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4. E35H rsyslog iR

> sudo systemctl restart rsyslog.service

5. 7B AIERITAMENME O, XTS5 TCP E&fEARAR firewalld, &m0 514 i
17!

Vv

sudo firewall-cmd --add-port 514/tcp --permanent

> sudo firewall-cmd --reload

0, CEEREFORARAERSE. ETXK, BEEFFHEUHITIZIZEATIER,

3.6.2 KERFIRITE

i3%2 3.3 . BEE— AT H#TEEREIZRAY RSYSLOG 3l
EREITENUEESEEREERIFPORFEHERSSS, BHRITUTSE:

1. fREERREM /etc/rsyslog.d/remote. conf,

2. BUEERMENE1T (TCP S UDP) , 3#J5 remote-host B N7EE 3.6.1 7 “EBd)
%2}%5/@\5&%%” Epliﬁﬂqujlb\%gFElu\ﬂ&%%&iﬂj’i&o
TCP 7451

# Remote Logging using TCP for reliable delivery
# remote host is: name/ip:port, e.g. 192.168.0.1:514, port optional

*,* @@remote-host

UDP =1

# Remote Logging using UDP
# remote host is: name/ip:port, e.g. 192.168.0.1:514, port optional

*,* @remote-host

3. REXM

4. ERFsh rsyslog RS

> sudo systemctl restart rsyslog.service

68 G EE BN | SLED 15 SPT



5. REARZGHER RS A IEREHT:

> logger "hello world"

FORGEHERSZ R EIMENSEIAEERE hello world,

E, BEREE—TRLEUEATZEERERIFPORGASRSSE. HMNNIZTRIEREBE
HNFFERREE LAITE,

3.6.3 EZER

IERIGEREEMNR, BGERATREHNAENG, BFIEINER TLS 1%, BXFE—
IEPBERZEM,

FLERESR, REZEEIVMNAEESNAESXSEFRORFABERSE LA, 15EER
IR ENROH BRI BRI 4R, HERHRRIRERE D,

BXNE. ZEMNEMESKETFEMES, FBW https://www.rsyslog.com/doc/master/
index.html#manual # B RSyslog 314,

3.7 {£F logger IR HEIN

logger EATHERZAEFEIRASTIMN IR, BRMT rsyslogd REtAEEIRAIINTER <L
#O. FlW, FTE—176<$ A% /var/log/messages REEEARIE (MRKIZTASTIER
TH) REHEER:

> logger -t Test "This message comes from $USER"

RIESRAPNENS, BEBESWT—1T:

Sep 28 13:09:31 venus Test: This message comes from tux
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4 SystemTap — IDIEM DT RREIE

SystemTap IR T HLSITRENMAES, ATFHAKKREGITH Linux A% FIRAZ) B

JERf. SystemTap BIZASK A SystemTap MIAIESHRE, MESRwIFN C RIBAZIERIFIENE
Rz, EEILUGITHRIASRIZEY. DAL 5, UEXNE R RERIE ThRE R -UHTT12

i, SystemTap fRIHAEES5 netstat, ps. top#liostat ETEMBEHEM. R, &

R T EL AT B2 ETRERS SHYED,

4.1 BESELR

S EIEIT SystemTap HIZBY, AR — SystemTap £iF. FEHMHIAEELN
S8, HIARTEEIETT. A, ZRRSEZNRZIERHMEDIRZF. NRUFIHITI
ZHA, HEFEARFAMEARER (G, FEINRIZRFIHAZERAE. ERFHHERN

&) , SystemTap AF=BEREIFZHZA, MEEMA SystemTap &7 (~/ . systemtap) 7Efi#
B9 *.c 0 *. ko B

2 tap SERRIETTRY, BHHER, BXRA, BERE 427 “LEANLE” PREEITH
EESUZ

4.1.1 SystemTap Rz~

SystemTap BIAEETF SystemTap BI# (*. stp), XLMAZEH SystemTap EUERMBZE
5, URKBEEEEENITHMIURIE, BIZKAS AWK # C Z£BARY SystemTap BIZASiES
/B, BXIBESENX, 1B https://sourceware.org/systemtap/langref.pdf 2, &R LUTE
https://www.sourceware.org/systemtap/examples/ 7 HREI XS SERARHIRIZS,
SystemTap HIAKNEXIZERIEREIETE events HHEIEM handlers, 2 SystemTap iB1TH)
B, EREEHENSEMN. REENEHH, Linux AZSBLRIBREFERNFHIEERTT, R
e, Eit, BHRETETHIEREFNALZR, VIBEREFAILUCRIEENEIE, HLUSEN
F RIS EIE,
SystemTap BENEALVE/MHEIE (B, FRFEH, URXLERBRIXREEA) MRzt
gy (OR. &M. BIFf. X¥) . cEEREREMTS (FZASS) , BEAEEIFHNARA
(A= B HFREEE)
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B X SystemTap MIAREEEVFMAER, BEEBRFE 437 “H4EE" , Uk systemtap-
docs BMH-E IR stapprobes 1 stapfuncs FATI,

4.1.2 Tapset

TSRS BITE SystemTap BIARERABRMNAEKEE, AP IETEAD SystemTap il
BY, SystemTap =iRHE tapset FENEIZHAIRNEBHFAIERRF, A, SystemTap &5t
INEAERARNAIREL, REBEHIAREA C., 5 SystemTap IAZAZ 31U, tapset FEAX
B RE *.stp,

B2, 5 SystemTap BIZFREINZE, tapset RRIEEHNIT. ©1HIR T AIMHEMMIAIZENE X
HE. FELt, tapset ER—MARE, EEHERPEXSHMEE., Tapset NAFRIRERE
ENEHIEENREIRMSIE, THREBNIZBBICERENAZRBERS (FRAZ
TN IV AR E = NET) I

4.1.3 @ H4FIY

5 SystemTap KB EEap < E11E stap Al staprun, ERITXEG S, EFEME root 45
N, HEXIE stapdev 5 stapusr HRIFK .

stap
SystemTap Biifie i&1T SystemTap BiZdx (GBI XHEATERN) o LR ZMAEE
07 C R, HREERMNAZIERIMEFEIETEITH Linux Wiz, AERITIEKRNARS
ERERSIR MR ¥R

staprun
SystemTap fGif. NOEFNEIZE SystemTap FilmaE R AYRIZIEIR,

IFF e LHNEMTIR, BEA - -help, XTI, 1B5E stap # staprun FH5.
AT ERRAGHTFiLAFEERBER SystemTap FWEMMMEREF root iFaIMER, EERAUT
SystemTap 22—, SUSE Linux Enterprise Desktop EERIAKRIRAIXLELE, BIEAILIIEA,
HHERNMERIARINIR, Fob, EEREZE staprun S HNR, FIREXFEMERIFIER
LR,
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stapdev
Lb4ARY X 53 BT LAfE R stap iz1T SystemTap fil4x, S({ER staprun zfT SystemTap T
BiRR, AFEITHH stap i RERGHARZENNZIERHFEMBIINZE, AN
R RBREEMR root AR,

stapusr
Ib4RAY AL 53 R RE{EF staprun isfT SystemTap TEER, Lo, thi1REe&ES /1ib/
modules/KERNEL VERSION/systemtap/ &iTiXLiEiR, tbERMSME root 345,
B{X#t root BFRFE X,

4,14 FEXHMEFR
LUFFIRBER T SystemTap FEXHHB R,

/lib/modules/KERNEL VERSION/systemtap/
{R7F SystemTap TE#ER,

/usr/share/systemtap/tapset/
RTFAR/ERY tapset B,

/usr/share/doc/packages/systemtap/examples
REBT AR BN Z N RG] SystemTap Bizds, XY BELE systemtap-docs B aAT
Z A Ao

~/.systemtap/cache
&7z SystemTap XHHIEIEB R-

/tmp/stap*
SystemTap XHHIGETE R, E1&EHRMAY C ABEMAZNR,

4.2 LZEMIKE

BT SystemTap ZEAZEXRER, HALE—LTIIMNMIRNZAEXRGE. T EEER
SystemTap MM ETRZ, FELE TEH—AHRMGE. XARHEENIZSNIZRAHEH
(FE TEBBERPLL * KRA) FTLlLE,
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O == a2EREENRGaniEEE
MRIEBARGITIR TEHNLESH, FAILIE SUSE Linux Enterprise Desktop 15 SP7 8948
% *-Debuginfo-Updates Bx#lREMEFEHEE] “debuginfo” IR#FE, FFA YaST
BRIZMEEE.

I FEH SystemTap IRE, BREUTHRHEE (£ YaST 5 zypper) .
e systemtap
e systemtap-server
e systemtap-docs (AJi%)
e kernel-*-base
e kernel-*-debuginfo
e kernel-*-devel
e kernel-source-*
® gcc

EiFRF M BT AR BHIE BRf SystemTap BIAE S, BIMNEFERLE systemtap-
docs €L,

ERERETEITEN L ERZETIERHEUNREEBERER SystemTap, 5L root 514
PITUA T aR<,

# stap -v -e 'probe vfs.read {printf("read performed\n"); exit()}"

ttap BT IEIT— I HAFRERE, RRNSFIEANANZ, NREHEMFUTRE, T
R SystemTap ERINEREH I HFER:

Pass @ : parsed user script and 59 library script(s) in 80usr/0sys/21l4real ms.

Pass @®: analyzed script: 1 probe(s), 11 function(s), 2 embed(s), 1 global(s) in
140usr/20sys/412real ms.

Pass ©: translated to C into

"/tmp/stapDwEk76/stap 1856e2lealc246da85ad8c66b4338349 4970.c" in 160usr/0sys/408real ms.
Pass @ : compiled C into "stap 1856e2lealc246da85ad8c66b4338349 4970.ko" in

74 AN | SLED 15 SPT



2030usr/360sys/10182real ms.

Pass @ : starting run.

read performed

Pass @ : run completed in 10Qusr/20sys/257real ms.

O RIBE(IFRA tapset BY /usr/share/systemtap/tapset/ RYILA tapset FEHEH
s, Tapset RHMBIASARKEIE, FEREERTE SystemTap AR HRE RIRN
FNERER,

BN ENERES

RHIAIRAR A Co IBITRS C X2 URTFHIASIZEAZIEIR, Y C R (*.c) F1A

FZAEIR (*. ko) ERTEHETE SystemTap 2877 ~/ . systemtap H,

O TERARPEIEZEIINZRMBERHBHARERN (BHNLERER) . RUNESHE
BN RS (VFS) IRBURE. HZBHEEMLER ELER, — M ERNREERFS
1T (FIEXZ read performed) , FEESEEXA CGREIMEMER) -

O %Lk SystemTap RiEfE, ERARMNHAFHEARIZIER,

NRENHERE LI T EFAEIRER, BT R L LIREE X O LREa R, HifR

FHRATREXLERMGE, B, AREFESESISRAHMEELERZ.

Bl

It

® o

4.3 BAEE
SystemTap FIAE & LTI NMAR S5

SystemTap B (FM=R)
AERITHXEKAIERR ENAZESGE, SHNRAIEEEANTREFENRE. It
BERBIRRR, BB LLERIE,

SystemTap 0IRIEF (FNERE)

AT EESISAEREFHNERTRENMAESIEORY . B SEMSHIFIRERE
HIE. FREEFERINSRE, WYEER,

B REBENGIBEIRFSFA probe, SystemTap FEEti#igprobe points, HFMAILIE
Bt Aaprobe body,

IERILITE SystemTap B PIMES M ERBARRRROOIR: SR A /* X/ R// ERiF
i
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4.3.1 HFMRT
—* SystemTap BB LB EZ MR, DARBUTHERIAETIRN:

probe EVENT {STATEMENTS}

BTIHRVE—TXNENEDR, ERGTEE{ } 1, AESEHNSISHRITENE
Ao

il 4.1 . {5 SYSTEMTAP fii7s

LUFRBIESR T —NE$ER SystemTap Bl s,

probe@ begin®
{©
printf@ ("hello world\n")@®

exit ()@
}0

BMFF IR,

= begin (SystemTap =iEFFA) o

WIBFRRETE X FFR, WL {$ET

WIBIRZFHPEXBIE—DEEL: printf KL

printf REFIENFRER, FERITR /no

WIBRRFHEXBIE PRI exit() K, HER, SystemTap BIAE—HIZ
TEIIT exit () RE AL, NRERILMAIREIELERT, BE an-c FaE
1ko

0 RIEBEEFENXLER, M} IET.

Efbegin @ (SystemTap RIEFIR) Stk { T PHEMNAIERR, E4FIH, %L
BREFZEprintf ¥ @ . EAHIFR, ZEEHYIE hello world FIERITR @. AE
FZSR

© ®© 6 ® © 0O

MREHNEAVREZZMER, SystemTap HRIRFHRITXEERR — BEFESMED
ZIEHENFHR DR RL LS. B UKE—MEARBRERES —MEORFP, —RIER
T, SystemTap MIAFREVIEGIRERBEZNIENXS C RIZES PEARER,
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4.3.2 SystemTap B (HFN=)

SystemTap ZREZIMHAESE M.

—REHEERTRARTSFEY. XAEEHRMTEDEARNIED. o UERLE AT REA
BEEE, BEFRBIMFEXSIEENMARTOIRRFTEH L. ARTLAUEE * FRIU
FERIHMTRENERNSR, RNSREHR ? 77, RNZEUSAEHEDR, BRMELRET B
FRIREE. LESh, WNREER ! F57, RNZBRNABERELER, XE27x0 %M.
SystemTap X#FEMRUEZIMEMH — FUES (,) PEXEEMH. IRTE—NMRUPEET
ENEM, YREEAIEESMH, SystemTap BHITRIERRR,

EHADRUTES:

c AP EMH: HE—HETRNZARFRREUERTIESHNAE. ENEMEFRET—
MERR (B , MRILERSESIFEHIE.
vfs.FILE OPERATION mi@—1TRZFEMH: XZEIMXHFRYE (VFS)
FILE OPERATION S#MINO. B0, EHE 427 “LEfgE" B, read #iE VFS
{#EA/Y FILE OPERATION H4,

o BT EH FEABPIISERSHAUBEXEK, WRNSARTETEETEITELEE. 1T8T28
FEUE,
ST EHMRGIEE: begin (SystemTap 2iEFFHA) — i&fT SystemTap iz
BY; end (SystemTap RiF4ER) It EMH. TS EMHIEEETHRITRIAIERZ
%, f5l40 example timer.s(SECONDS) = timer.ms (MILLISECONDS),
S5HMEEERNRN—EEREN, iHITRE4riLEYEEiER, TRILEESEE—
EZBTiBI AR ZE 1K,

4.2 . EiteIEEAEEN

Bgn, UATFEHENER 4 WRFNE—RXE “hello world” :

probe timer.s(4)

{
printf("hello world\n")

}

BEXZFNEHNIFEMAES, 550 stapprobes FA01, ZFMTIM See Also R EEBET
HihFMoivaEE, HEPHe TREFRAMAGSZIFEN
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4.3.3 SystemTap RIBIEF (IFRMERK)

&1 SystemTap EHMHE— MM NAGIERER, ZABERFEANZFEHEXR, 828—MNED
o

4331 KX
MREFEEZSMRNFERERNEDSR, FIRXEEGREI— RSP, UHEEEE
o RHZEHXEF function FEIBMENN, RBEZEIRHENFTHTRIHUFTSH (U
BERFEIERE) , AREENFFRIHF.

function FUNCTION NAME (ARGUMENTS) {STATEMENTS}
probe EVENT {FUNCTION NAME(ARGUMENTS)}

AT EVENT B9IRMBY, R#4T FUNCTION NAME HRE9iEa), ARGUMENTS RfF NER¥RAYE]E
=8

AITEMAFNERUETE X EE, REAILIERER

Bl 4.1 “EE SystemTap fIA” RENBT —NERHEE: printf KK, BFIIEFERAN
iR, EA printf WA, ERIUEREFRREEEVESHNAN. BRAFRHIEE
5159, ATUEE#H—FPREILIHBER (L% FR/RFSIN) -
EFEAMERINFRBIRTENSEHTIR. BXFRHRAUEESMERAWBRT — S MRHA
FSMHENNSHELE, AERESHRENEEH.

f514.3 : HIBNIRBAREI printf HEER

printf ("@%s@® (%d©® ) open\n@ ", execname(), pid())
0 RAFFBHFL, UL " ET.

0 FrIHERNIHAR.

© EHUENIHEATT,

0 RAFFBEHNERE, UL " BT

ERRFIAFRBRERTE Hainf TR (execname()), FLUEH (FEAESH) B
FIE#HIZ ID (pid (). AfE, KRFIE—NTHE. BIE open M—PRITHRF, WTFR:
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[...]
vmware-questd(2206) open
held(2360) open

[...]

BRT 4.3 “HigIUR AR print f RZC BERBIFEANEKREL (execname() Flpid()) A
4b, EEEEHMEFREBE printf 23K,
B % AR SystemTap R

tid()
HRIZAERT 1D,

pid()
HHILIZRNHEE Do

uid()
ZHaiAFH 1D,

cpu()
W CPU S,

execname()
SRIHENBE T,

gettimeofday_s()
B Unix425c (1970 % 1 B 1 H) E&3mfit.

ctime()
R EIF IR N F R B,

pp()
BT Y el EE A EBRYIR N S I F R o

thread_indent()
RATFARARAFELERNERRH. ©5 (EAR) FHEESNEIE (Tid()) %E#itEEs, %
REFER— S, EEEE, ATERETEENEH TSP RIS ERS DT
%o ERRE—INFREH, HPES—LZRRRME, UNBNHNSEHETEE. REH
RESGEEENE (BAREVIRAEHLCRNHAIVER) « HEBMAEIE ID A5, XIFEE
BILURRIVER T LR SR, ERA T XER SR, LUKRTEE T SKEE,
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HERAOMEOBRERASKILESE (FWRAZLER) . EFE—MEABRBAOREEOZ

i8], BEXRCIE T HMBARNOMNEO, it HeEr BB — M ANOS X NAYE O3
170CEE, HELRHFOARHFIEFT— M RHEON, SHitHBaIZEEREERHT
éﬁl_o

B XX H5HY SystemTap BRERVIFAER, 155 stapfuncs FH T,

4.3.3.2 EMERE

BRERIZRSD, fEIEPILATE SystemTap AMERRFHEAREME RS, GFETE. FMHEq (GIa
if/else, while fgIf. for {&if) . BAHHBLITSE.

43.3.2.1 TE

AERETHNEEMEENTE, BEEXTE, REEF—BMN, HFEIRHBFFREAANE
MEME -

foo = gettimeofday( )

AREEAUERAKXPERIZEE, SystemTap IRIBZEEMH(EZE HaHETE MRIRRTHY
KB (FRBIHF) . FAF—HMEEFRENHEIR, ELRREIFR, foo KBTI ENE
¥, @l printf () AEGERAEHEIVREEA (%d) #1757 E,

g, RINERT, ZEMATESENRNEM, RASRERLERERN, 95k,
ERAALEXETE, BEMITMRUZEHEEZE, BEMATHNESUERHEERIZRE
£, AL, BFERNIMNEEERA global Xig=F:

fl4.4: EHLREE

global count jiffies, count ms
probe timer.jiffies(100) { count jiffies ++ }
probe timer.ms(100) { count ms ++ }
probe timer.ms(12345)
{
hz=(1000*count jiffies) / count ms
printf ("jiffies:ms ratio %d:%d => CONFIG HZ=%d\n",
count jiffies, count ms, hz)

exit ()
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}

LR B AER B T4t jiffy MIZEMHAEEITHEN T BT 88 Rt B R
CONFIG_HZ&E, iffy BI8—X ARSI EI2EHURIIFEETE], EARR— a3 BYia]a]
PREEMI, ENEFFENEEURTFRIERMTF NN InZR) . B8 global iEG, &
BIATEIRN timer.ms (12345) AAfEAT = count jiffies #1 count ms, 157E ++

Y, TEEFZM L.

4.3.3.2.2 %EHiEG
BJLA7E SystemTap MBI ERASHEHIEM, BERNLEEDINT:

if/else i&4)
XEEEMFERA U TSR

if (CONDITION) @ STATEMENT1 @
else @ STATEMENT2 @

i BORBEHRERIASTHITHR, NRFHEREN @ FHZT, WRITE—ME
A @, MERFHREAANE, WHITEZMNMER @, else 74 (@ M @) BFIEF
. @ M @ AILIZEEAR,

While &I
XEEMFERUTRIARIA:

while (CONDITION) @ STATEMENT @

4 condition RAER, BHITED @. @ AIUE—MEMR, BSUINEHREN
&, LUE condition AT AE,

For &IF
XEAER)E while fEIFBYRIES R, FERUTHEITRE:

for (INITIALIZATION@ ; CONDITIONAL® ; INCREMENT® ) statement

O TEENRENATYRUEIFERREBIITHRSE, EARHRITERZEIRT. BFR
TRHEAEITFE @ Mfalseo (ESMEMERNAXNERTER) . © PEE
MFEN AT RIBEIF T EkEE. EESMEFEHHIRERIT.
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FHEEM
AR FEAPERUTEERN!

= &F

I=: R&EF

'
]

: KFETF

A
]

P INFETF

4.4 RG2S

NREELRLE systemtap-docs B8, mILITE /usr/share/doc/packages/
systemtap/examples % EIJ1NE B SystemTap RFIRIZAS,

T FANB— A E B RGIMIZS: /usr/share/doc/packages/systemtap/
examples/network/tcp connections.stp,

il 4.5 : {€M tcp connections.stp MIFENK TCP &R

#! /usr/bin/env stap

probe begin {
printf("%6s %16s %6s %6s %16s\n",
‘yip", "cmp", "PID", "PORT", "IP SOURCE")

probe kernel.function("tcp accept").return?,
kernel.function("inet csk accept").return? {
sock = $return
if (sock != 0)
printf("%6d %16s %6d %6d %16s\n", uid(), execname(), pid(),
inet get local port(sock), inet get ip source(sock))

Itk SystemTap BIZAFI isi= 2 AR TCP %, HEBNELRMIAZRERNE L ERNLEHR)E
Ko ERERHBENEZHNSMREN TCPEZNUTER:
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e FAF ID (UID)

o EFEENSHS (CMD)

o R THYEHAZ ID (PID)

o EHEAMLRO (PORT)

o TCP ZEHZMI3KEE IP otk (IP_SOURCE)
BEiniTiZA, BRAT

stap /usr/share/doc/packages/systemtap/examples/network/tcp connections.stp

HIRRFER LA, BEFELLMZA, B3R ctrl-c

4.5 RP=EERN

REIARBFRZEINBEF (Fi% DTrace AIfMEIAIABHEE) , SUSE Linux Enterprise
Desktop 15 SP7 X ##f#£f SystemTap #ITHF TERN. EERIBAF = EN BEFHE AR
BHEXIFN S, Ak, @it SystemTap, EaILUERRZTEMAF TEFENEBDLIENRS
BI1T A,

EIRENFREERY utrace EAEZEMF uprobes MIZIEIRFITHE P TIERN, BRTE 4.2 T LA
WE" RRYIRIREES, EEERE kernel -trace A8,

utrace LiE—MNAFIEH AR ZEMESIESR, ERETHRZMEE “51%7 £AEO,
ZEOUAMBRZIRROERNLN, 5IZFMSTESERERARE, AEEEIE(I8E
IREERILZIE. BTEIRARMRIZFN “®Re” AELXLN, EtESERHAERANERH
E, AJLU#TRMAET I, @i utrace AILUGIE SN EMH. FI90, EeI USRS ER#H
ANTLRH. fork() URIEMESRIXESEFESEMH. BX utrace BRIZEMHNEZSH T, 7R
https://sourceware.org/systemtap/wiki/utrace 2,

SystemTap ZFHRNFH N P TEIHZFRYREFF M AR A, HNA A =B FEFE Xk
18, UNEIERP#ES M,

ZERELHAIBTHRNZEERMFAEN utrace 2#, BEFERAUTHL:

> sudo grep CONFIG UTRACE /boot/config- uname -r°
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BXAPTEIRNEZMT, 1FiIHE https://sourceware.org/systemtap/
SystemTap_Beginners_Guide/userspace-probing.html#,

46 EZER
AEIRMH T B2 SystemTap Bk, BX SystemTap HIFHEE, 1BSE LI T HEE:

https://sourceware.org/systemtap/ <
SystemTap I H FE 01,

https://sourceware.org/systemtap/wiki/ <
BIETHX SystemTap WAEEAER, MFANWAFRMARARXE, FiFEURS
Hith THEALLIR, SERE NREMET. FINEEE SystemTap s, REIFIEAZEGISE
&, FHHIHTHX SystemTap WREHTEBFIL

https://sourceware.org/systemtap/documentation.html .~
12{ PDF #1 HTML #8089 SystemTap Tutorial. SystemTap Beginner's Guide. Tapset
Developer's Guide #1 SystemTap Language Reference, BIMNEFIH T HEXBIFM T,

R R ATEFRRE R /usr/share/doc/packages/systemtap F$kZ SystemTap i&
=5EM SystemTap #Hi2, example FHRPIEM T RH SystemTap Bz,
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5 RIRN

RIZIRNWEATUE Linux RIZFAIREEMERERSN—ATR, FRARMAAEERER
XETARRHAZIERRFMERT. AR, JUERRSHHIERMBERS, UiEE

ab
HEo

EEPRXERMHENINEMRZGIIE, HisETEmTRENREERANLERR. RZRN
NEBRBET, ERNPHTENG, ELEBELMBAGHESI SRS
BEARZRN, BEFERSHRIUTENAZIRIR, LERRES init 7 exit K, init
K% (g0 register_kprobe()) RIEM— DI MRM, M exit REATBUHFAXLE
Blle EMREEXERRUBATTR, UREGFPRIEERABINLIEERF. E—
RIEEMEECEEM—AEERN, BILIERAEXRA register <PROBE TYPE>probes() g
unregister <PROBE TYPE>probes() X#K,

BEMEA printk BZFIRERSIAHIKESES. printk ERZ=EIFSAFTE printf
FIREX N AVEIFE. Bx printk BIFMEE, 1BE W Logging kernel messages (IBFEMIZH
B) (https://www.win.tue.nl/~aeb/linux/lk/lk-2.html#ss2.8) 7, IEEFRT, EaILUED
& systemd Hiddli (GBEN (EIEiEm) ,%£21E “journalctl: &Eif systemd H
87 ) EEXEHEE, BXEEXHIEAGEE, BBREIE “AAHEH o

5.1 Z#FRIEREM
1 FBIA R LT LERIARIN:
* x 86
e AMD64/Intel 64
e Arm

* POWER
£ TR R L _ERTERS SEI A AZIR -
° 1A64 (F3ZHFxE< slotl fERRHRM)

* sparc64 ([HREHEREHRN)
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5.2 MWtziHNAYEE

RIZIRNE =Fh2E . Kprobes. Jprobes #1 Kretprobes, Kretprobe 7 B3#R{EiR [EI#F:M,
&R AR Linux REXARERE = MERURMBERRE R G, 1EEFBER /usr/src/linux/
samples/kprobes/ (348 kernel-source) ,

5.2.1 Kprobe

Kprobe RIF{ANE] Linux RIZAREVEMIIES. EM Kprobe [&, ERXEAMMRIESHNE—TFT
RN R B ESFa IR, FREFLESREM, AJSH Kprobe ZEFEAME,
BARHIT I IRRER, ZARRITAIRNEES, RERIT—TERIEER. R, THIN
R a Rl R fEmAYHE <.

5.2.2 Jprobe

Jprobe Zi@id Kprobe HEISEHER, ERFBAZIREMANOS, AFEZIHREERNAIEREL
&, HAERRFFIRENSHIIREREEN NS FIIRNEESER. E45%R Jprobe, EIEA
jprobe return() X#,

X jprobe [a, RREFAIERIM, HEHEIEHEMER jprobe MIBRFFITR. A

&, =R ®RE SAERNRSAEEHEEIIMABTHAIERF, &E, ZXIEEFEAA
jprobe return() K%, FHRATHINIZEILGIEHR L

—RRIERT, EEILUE—PNREPBAS MR, B2, Jprobe (VPREEE—EG,

5.2.3 R[EERN

R [ERNE Zi8:d Kprobe SEHRY, ¥EF register kretprobe() E#EY, SK—1 kprobe
MEANZIFFER IR EBIN O sepRNfGE, PIZRUNGHEREFFRN R AR E N, HIEAR
RAREXRIRERIERER, G, =BG EEIL RN ER L.

FIAF register kretprobe() Zgj, EEGE—1 maxactive &, BAFIEE A LR
BWNZ DRl iRIENEXR)D, SEIELER,
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5.3 Kprobe API

Kprobe M4mt2#% [ A T EMABUHEMFTE B A AR R KB ER A IR A2 e B R 21 4B o
BRXERHERESHVFMAGRA, BERES5T "EZEET ARERRR,

register kprobe()
TEHEERIMbIE EHEN— M= anRixBr=EY, K58 pre_handler A
post handler,

register jprobe()
TEEE R PIEN— M =, IZMIEUE PRI R ER A EE—MESHIMtE, izl =
B, RziTiEERIERZRF, ZAEIEFISHTIRNRESEE N 5 FrR N AT R A8,

register kretprobe()
PMIEENREIEN—RER N, SFFERUREOREER, FiaiTiEENLERF. LK
HAEMINENERE] 0, ERMENREIH R SHEIRRS

unregister kprobe(). unregister jprobe(), unregister kretprobe()
EFIEERIRN, SEAHRN S E rT e E R Z R Mo

register kprobes(). register jprobes(), register kretprobes()
EEEREFIPRIENE MR,

unregister kprobes(), unregister jprobes(). unregister kretprobes()
EFEEETIRRE MR,

disable kprobe(), disable jprobe(), disable kretprobe()
HITR R E R,

enable kprobe(), enable jprobe()., enable kretprobe()
HiTERAE AR,

5.4 debugfs M|

TEsHHY Linux R#ZAH, Kprobe TEfEAMWIZEY debugfs %0, ItizARUSIHEAE B
HIRNFH 2 BITHERARE IR,
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54.1 FHEFMEIRZEN
/sys/kernel/debug/kprobes/list X5 T HFiE FMIFAEIRM,
saturn.example.com:~ # cat /sys/kernel/debug/kprobes/list

c015d71a k vfs read+0x0 [DISABLED]

c0lla3le j do fork+0x0
c03dedc5 r tcp v4 rcv+0x0

—HFIH RN BN R RIA R, B 2517 EEHRNBIEE: k R kprobe, j &®R
jprobe, r®TREIEFRN, F=FPEERMNNFGS. WEMAERRET. SENAEYIEER
MEPPRBER. MRFRMENZITBERBVEM AL, KL [GONE] ARid. RN ERIEE
F3, ¥LL [DISABLED] #5i2.

542 =z=RER/ZRRZEN

/sys/kernel/debug/kprobes/enabled X#&RER—NF%, AT BAFEBEUKEREIEITH
B RXAPRE EEMAAZERN, BEXAXLERN, RFEHTHEA

# echo "0" > /sys/kernel/debug/kprobes/enabled

(LA root 513) o EBRITARXLERN, BN

# echo "1" > /sys/kernel/debug/kprobes/enabled

SRR BIRNBIRTS. MRENMRNEERRER, FANe—Fwm{ZE, &HEUR
= BB, M2 [DISABLED] K.

55 EZER

BRAZENEFAES, BERUTERR:

88 5\ B EMEIRZIRT | SLED 15 SPT



89

e /usr/src/linux/Documentation/trace/kprobes.txt (¥{4f kernel-
source) FIRHTHXAZRINGEER, XEEEESHMURARANE,

e /usr/src/linux/samples/kprobes/ B (#{4a kernel-source) FigHTER
BRI (LU AEX Makefile) BYRA,

e 7£ The Linux Kernel Module Programming Guide (Linux RiZiER¥EIZIER) (https://
tldp.org/LDP/lkmpg/2.6/html/lkmpg.html) 2 BT LR EIE % Linux RAZIEIRF]
printk WZHIFEENRNE R
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6 fEA Perf #{TETHE(TRYERERIT

Perf 2— AT ihRIER M EEISIER T (PMU) URIERMEBTRRHESEH (Fla0tisE
iR) NWRE, EXFRYICCERSIE. RAENEITEN KVM EIXME Guest 1517,
A LATERE REEEMRIES. fli, REESBEXIEEHIES, HLERITHNE

%_/%\0
Perf FAFRER S £HAY :
o E£E Linux REZBIRES, 2REHRHIES,
o perf AR TE)LHER, TiLEFERRZABEHEESTURERNEEE,

6.1 ETHEHFHmIE

HITHERERIEERERBEWEA XN AREFHRASHIITRRNER. ATLEIETRENA
5EM CPU St BIREUX (S R Perf &2 T XA o

LM IERME S MEERITETT (PMU), PMU BIIZITAITIEESYFER CPU X, #it0, &
&, XIFRYITEREEMIIEER CPU LR

F1 PMU RBEBE—AFFSR: HaEnFEE (PMC) MMRELEEE (PMD). XM P& 172340
TAEM, ERA PMC B2AER, XEFFRATEEEERE SR,

6.2 RiFMIt%
Perf SR BT
- SRR,

o BFRMHHIREF: XER—MAXBHNAITLN: BERENEHERIFEREN, =
SIER— MM,

o BFHEIMIRIF: XER—MALXBHNANAN: BREXBARIERIFR,

o BEF{ELHRE (IXRAMD64) : MERRIKIZATEEEIREINAES, HIXLER
LEMBERE. XFEAURIRESEMES, AEEMERWEREREXEERIES,
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6.3 &% Perf

Perf RiZAEEBEEERIANZT. BEARAFTREILARER, BRERMGE perf.

6.4 Perf F5ps

NTHELERER, perf TRAFEESNFL. ZATHARTRERANGL,
BUFMNEAEEE—Fa<BEE), 15EMA perf helpSUBCOMMAND 5 man
perf-SUBCOMMAND,

perf stat
Bai— 1R, HeIBTZEFREEERNSAITEN, perf stat BF4itEH

perf record
BER—MER, FOIROSET ISR IIRE. RSN perf . data FHETELH]
BX9H, perf record BFXEHHFHITRIE,

perf report
EREaiIER perf record gIEIRS,

perf annotate
ETRREXGURERITRIEIRUERD, NRLETEAGTS, WESERRERAE,

perf list
FIt Perf RTLUREBI SRIAZAER CPU EHRVEE, BRI LURER T IREHXKE, fF
m, BNEEEGSEM, 15FM perf list hw,
perf_event_open WFMTURME T REEEHRIERTIHA, Hlwl, EEIk branch-
misses BHMHAE, 751E% BRANCH_MISSES (iHFIEHEER) !

> man perf event open | grep -A5 BRANCH MISSES

EHENTIRENE. NEREGE42MAIERIBEGSHNZR, ME Perf QIR
FBHIRIR. XLEFNBMNNFENZLIFNIER BT AREEE XA BEEE .

B0, 7E Intel RbIB2E £, cpu-cycles BHNNFE4HEML
UNHALTED CORE CYCLES, Tm7f AMD 203228 £, M3 FEGEH

CPU CLK UNHALTED,
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Perf R FNEHE FEGANREEH. EERXLEEHINAE, 15EF CPUH
R (Architecture Software Developer's Manual) (AREWHREGEFAARF
fit) o 67T “EZEE" HIEMHT AMD64/Intel 64 LM IEEFAIHE K SIS FERE

perf top
ETRERENRYERM.

perf trace
tbEnLHITTAS strace KBk, R FHRSAUEBRSENLZHHERITTHLERSR
WA, URZ&EZSHEZRE T HLEES,

6.5 FitHRERENFEH
BUMRAEE (B perf Uist SRNEMH) MAERK, BERA:

# perf stat -e EVENT -a

B-RMEGTSMEENEMS, BYHXEFEHHLNESHR. i, B4t cpu-cycles #

instructions, &EEM:

# perf stat -e cpu-cycles,instructions -a

gf’?]ﬁ‘%‘iﬁ, iﬁﬁf ctrl - C ,
EA AT ENEHERSENESEREN A ERRE

# perf stat -e EVENT -a -- sleep TIME

B8 TIME B3 U n B ARE,

6.6 IERFETHERTHNEH
ST S AR E TR SR
- BORFARNBIRS, WE:

# perf record COMMAND
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ARERFERABRNHE, RHEZHER, Perf RIEHAFLE,
o EREEITHRARNGTHAIEENRFRS, FER:
# perf record -a COMMAND
ARERERABMHIZ, BHZHRER, Perf RIEHARFLE,
o ERIREIETTIHENRS, B!
# perf record -p PID
BR PID B A#E ID, BFLERIE, IR arl-c,
WTE, JERUTIRSEEWERIREIE (perf.data):
> perf report

X=TA—MIBER R E. BREHER, B v . BB, B, o,
NRERATERERRE, F=1 Perf B9 GTK+ 5!

> perf report --gtk

g, GTK+ RERMBIINERER,

6.7 BZER
RENIRHET BEEHR, BXFHAEE, 5EZLITEE:

https://perf.wiki.kernel.org/index.php/Main_Page #
EFED, TREHETEXER perf NHIZ,

https://www.brendangregg.com/perf.html 2
BEFZET perf AARFINIEE A IH,

https://web.eece.maine.edu/~vweaver/projects/perf_events/ 2
BEZNEBENIEEATTE, TES Perf B9 Linux RIZBAE APl FB%, a0, tBImE
BE CPU HFAMRNEIZIER.
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https://www-ssl.intel.com/content/dam/www/public/us/en/documents/manuals/64-
ia-32-architectures-software-developer-vol-3b-part-2-manual.pdf
Itk Intel Architectures Software Developer's Manual, Volume 3B.

https://support.amd.com/TechDocs/24593.pdf 2
Itt AMD Architecture Programmer's Manual, Volume 2.

B TE “OProfile — RABEIMN S ITEE"
BSRNLET BEMMERER L.
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7 OProfile — &RSGSSEEIN S 128

OProfile RRFohSEF AN DR, ERILUABEITHEFNITAHBERR.
A UEEXEESR, AMNPRERATH—TRUNET.

TR EMRFEAHERZFERRER OProfile, EERTEAZMNT . TN
R, FHENMIZEBRR, BEBURT TIEREMRERE,

7.1 HL=ghA

OProfile B—1TARZIREIIERF LUK — 1B F SRR TIFIEF1E. EfERITZAESE L
SIRMBVEEF I REITERE8. OProfile BEBDTFAENEE, BERZR. WIZIER. RIZHETLE
B, RaAEENEMNARER,

MV E R S BT I IR T I ER T O IRIBFTARVNIERE, AIRERRMITS1TEK
2, FALUERETANSZEAHNEMTHSEHITREZ. 8 NTHSEEE — MERBERFIRE,
B#)y, NERFEARRIIRES.

ERITERESERE, FREFMEES, FRE<HIARFEIRE N RILZTTR.

1.2 ZEMEX

HE(FHA OProfile, 5% oprofile #4-H, OProfile B]TE AMD64/Intel 64. I1BM Z 1
POWER 2228 FiE1T,

NIBESTBBEXNBAREFLRE *-debuginfo HETIEEERH. EDMAZ, TEELRE
debuginfo #4-£1,

7.3 T©IHBE OProfile SLAHIEF

OProfile @& Z M LAER, BTREDITHEREDHIERE. UTHREELETREHR
fERRIER .
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opannotate
REFEHCINRABRHEREYIR (RETHMER) . IEHEHINERES

addr2line,

operf
B IH, I, HELfE, PIATFETE CUR DIR/oprofile_data/samples/
current FpVEIERIEH opreport AME,

ophelp
HI AT A S A B R 5 R

opimport

RetF BB S M MM B TV N T BT F e s

opreport
ETOmEEEE IR S

7.4 {£H OProfile

fEF8 OProfile AU M ARIZFIN BIEF. DiAZEY, 15551 OProfile EfE b ER
vmlinuz* X, fEH - -vmlinux & EIER vmlinuz* (—HB{IF /boot H) .
NREBFEDITAXIEIR, OProfile BUAESHITILIRE, BE, BBHMEE https://

oprofile.sourceforge.net/doc/kernel-profiling.htmla,

REVBNARFAFBZDINAL, ELENIZER - -no-vmlinux ETREMEE £,

741 SIEIRS
BEiFiFiERE. WEREIE. FIEFIPER, HeIENARER COMMAND iR,
1. FTFINS, HLL root HHER,
2. BEREDTERASIM Linux Ri%:
a. 2t Linux B#Z: WITUATE<, FE7N operf REERMEREFRHIBRIE

> cp /boot/vmlinux- uname -r’.gz /tmp
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> gunzip /tmp/vmlinux*.gz
> operf--vmlinux=/tmp/vmlinux* COMMAND

b. A&t Linux R#%: FEAUTHS:

# operf --no-vmlinux COMMAND

ErREPEEMEREBUER T HMRE, BEIMER - - callgraph EBHIRE
A DEPTH:

# operf --no-vmlinux --callgraph
DEPTH COMMAND

3. operf FEIIEE N CUR DIR/oprofile data/samples/current, operf m<5¢
p (BE@Ed#H ctrl - ¢ k) 5, BNRIfER oreport SifEiE:

# opreport
Overflow stats not available
CPU: CPU with timer interrupt, speed 0 MHz (estimated)
Profiling through timer interrupt
TIMER:O|
samples | %

84877 98.3226 no-vmlinux

7.4.2 FRENEMHECE

EHEEN—RSEWT:
1. E4EERAEM CPU-CLK _UNHALTED A1 INST RETIRED HEIAHNE,
2. FRNENSHETHMN. BYHEHS, EEMRHS perf list,

RIEFEDIFENEM, BER ophelp S ERLERZFFHAIAEM (M Intel Core
i5 CPU AEpRYRBlka) -

# ophelp
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oprofile: available events for CPU type "Intel Architectural Perfmon"

See Intel 64 and IA-32 Architectures Software Developer's Manual
Volume 3B (Document 253669) Chapter 18 for architectural perfmon events
This is a limited set of fallback events because oprofile does not know your CPU
CPU_CLK UNHALTED: (counter: all))
Clock cycles when not halted (min count: 6000)
INST RETIRED: (counter: all))
number of instructions retired (min count: 6000)
LLC MISSES: (counter: all))
Last level cache demand requests from this core that missed the LLC (min
count: 6000)
Unit masks (default 0x41)

0x41: No unit mask

LLC REFS: (counter: all))
Last level cache demand requests from this core (min count: 6000)
Unit masks (default 0x4f)

0x4f: No unit mask
BR _MISS PRED RETIRED: (counter: all))
number of mispredicted branches retired (precise) (min count: 500)

fERIED - -event fSEMREITH IR E M. AJLUERSMET, WEMFEESHRMT (BT
ophelp 3R13) MRIFZR, .

# operf --events CPU CLK UNHALTED:100000

et fFA CPU CLK UNHALTED i@ BRAEE

RERRFRFRAERITEXNRSIEE, MIERSHRERAEILRTENRRKA
BENTIH, SBHIELTAR. EXHARERMAEER OProfile iizRIMEREiElR, Hi&@
WX R E M ERET ENTIMERENRNRIFE,
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7.5 SRS

EEMIRS ZEI, Bk operf BfF1E, BRIEEEFER - -session-dir gt T E

%, &N operf 2 EHHIES N\ CUR DIR/oprofile_data/samples/current, HERETH
opreport #l opannotate FIARTELLNI B EH IR,

REREMEDIER opreport o] LURERERBE, FRAENTHITIXHERSE, KERIK

BF LRI HRITX B DT 3R, IREBE ST C+H+ RERNBEIEF, 15EA - -demangle
smart %I,

opannotate 4 FRHIH B S FEAEPIHE. ESFERAUTEBUEITLIEGH < :
# opannotate --source \

--base-dirs=BASEDIR \

--search-dirs=SEARCHDIR \

--output-dir=annotated/ \
/lib/1libfoo.so

I - -base-dir 8 MIAHEXHIFD HIERFRES DRYITR, 1F - -search-dirs &
FIEERIXLEIRZ, --search-dirs EHMWE—MEFEREXHFHE RES HRYIR.

Q #E: #HMTFERBHIIRE
RFRiFRMNATIEE, KETRSERNETERRANLUE, &F https://
oprofile.sourceforge.net/doc/debug-info.html 2 REEERIEE T EXMITANS
Xo

7.6 BEZER
RERRHT W, XEAEE, FEEUTiE:

https://oprofile.sourceforge.net
B FE 0,

FH DT
B XA E T ERETRYF 5,

99 4 piiReE | SLED 15 SPT


https://oprofile.sourceforge.net/doc/debug-info.html
https://oprofile.sourceforge.net/doc/debug-info.html
https://oprofile.sourceforge.net

/usr/share/doc/packages/oprofile/oprofile.html
A2 OProfile Fifto

https://developer.intel.com/ 2
Intel MIRZBZHVAERLEWSE,
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8 jJIl_;\ -I«:_[t - W*Zﬁiﬁi\ I:%\

s EIARE Linux RIZPE—IER KBEIAIIEE, EAFEEEITNEBBMEZRIAR
HE, MEEEMRENZHESISES.

° NiZIAJAEE
o BT R EENIER
o IREXMIEFITR2FEH

8.1 mhAEIEHILE

TEFIL T ShSERRFELERS

S
B SEHE R B SRR TN, SASREY A TSI PR
HEXEE.

TR AZEFEBH EERMERBAIFLERS, MMTFEERBEREXES L.

ERBSIEARREMRUERLNMEE, IFREIMBOHEREFEE BRI
HBo

8.2 MEMNSIEINAVAS

%ﬁi}\ﬁ%ﬁg i?%m*;ﬁﬁzkamﬁﬁtlu\ﬂﬁto g*ﬁﬁﬁblu\ﬂﬁtMﬁlu\’ i%l—x root FHFE'{ﬁié?j_-
UTFap<:

# zcat /proc/config.gz | grep CONFIG_DYNAMIC DEBUG

MRDSHEAERFEINZF, BNIZBEFERMUFUTAT AL
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CONFIG DYNAMIC DEBUG=y
CONFIG DYNAMIC DEBUG CORE=y

8.3 AN

BERERETHAZPERFENEERHAE, ErILUEA echo 85 /sys/kernel/
debug/dynamic_debug/control XH#E NEIE,

UTFRFISER T shS A R — R B A

Q =
ISR TF RIZARE T ER NBVRFE IR, 90 pr_debug, RNZFAAREH
XL TG A E RN EIRE A,

ATRRRGIRIE pr_debug RIEETF, EARFNIEESITHIRZEITEISEIR,
NEFENZERBXXHERRRES
BENREAZEREXARRIERER, BERUTRA:

# echo "file FILE NAME.c +p" > /sys/kernel/debug/dynamic_debug/control

AFERZIERBRIERER
BENRERZERBAIFNES, BERAUTRA:

# echo "module MODULE NAME +p" > /sys/kernel/debug/dynamic_debug/control

EZRiERER
ER2RAFIFEARZERB XX HFRZERBBAARXER, BETHE -p ixmn
echo @<, fflin:

# echo "file FILE NAME.c -p" > /sys/kernel/debug/dynamic_debug/control
# echo "module MODULE NAME -p" > /sys/kernel/debug/dynamic_debug/control

BXBERANREFERGENFRESR, BEREE 501 (https://www.kernel.org/doc/
html/latest/admin-guide/dynamic-debug-howto.html) #
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8.4 BEEMSIAHER

E&aI s1T dmesg Hi@:id grep DSk, REFREBBENEREERNDSARXNER.
un:

# dmesg | grep -i "FILE NAME.c"
HE, BEEAGHRERMNFEEERFER, ATLUERA®E - XMW tail <!

# tail -f /var/log/messages
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9 —mRARFRREE

AR FRNEEN I ARIZEAIZN RIEFRIRAIER, TN —FIamIgE — M
BRENZRS, REDXNXHRENS RS ARSSFANRE, TEEIikSHIE
B UKRZHGITESHN AN E SRR,

0.1 MyI&RE

BOMNNLZEATRARTESRBENERNBNRERS. 7 ERBARKRTEIUTE
RENE, ATRINHAEERSHAUTRERENZ ZZESBRHT. BXEFMER,

=z [13

1E80 (Deployment Guide) ,35 5& “Installation steps” , 5 5.14 %5 “Installation

settings” o

9.11 &KX

RIERS BN AREFEEMEGHR, PEXALRAESTMITENNEE (FIRMIEER
N o ZFMAIENNAARKELFLFERAEOXSR, RAKEL T AFMEITISTE
Blo A, UTRMEESERE=EMRRZMM. ERAIBEFHERAN, XERMNFER,

o HIRME HIGRBE—ERENFTATE, RAMREEER, W EREREMSEE,
o g0, EIEE LT TVRREIGEITHIRERA S N8 52 82 RN EREEE |

o NRERG. BUEN BEXHERAFRHEE

o RFERFARSSERAVRALAL B RIME RIRAIHEE

* BERSB[HAF BREFRNHEZE DA

0.12 ZiEHE

BARECEFCZEHERZ T ENMEE, EIAEERRAHECEEZE AN, BINLER
RIBTIRSHBAFNRVENRGE, Ea8RVERGTENRAERZ4ER, BEERERE
WELD, I, ERRECEEARERRINAZ BB ENRS.
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SUSE Linux Enterprise Desktop AF&EE “REHE” BRRELEBEXRESTEE,. RINERT,
eI LU R ARG EESHIRERMGSE, BHaILUSE) YaST R SRR UETRGE#ET
REAERR,

R—EFMERRBFRZUT —PIHZ M EIARAE:

GNOME £mEIFiE
RSBV FERENEEIMR. NRFEZEFINE, RASFTRENBRSE (F
lceWM) EEEH.

X Window &4;
MRRBIHITEERSSBNRENARER, BNAERERURMGE, BiF5IR, N
THENVIETT GUI LBEFRELLRGE, NRENHAREFE2ET GUI BN, HEXR
4% GUI AiRZsB9 YaST, B1RZ IS,

FTENARSS 2%
XEFENITENITENR, A REMIGEE,

9.1.3 EAIABMR

1T XWindow RAZHHEAERR, ERSFLRVERE, BIEVIEEmRmulti-
user.target REENZEL, EINALLEREHELNBER.

0.2 FEANMULERARS

AINREZEHZ MRS (BMEMRECEME) . BTFETMRSMBBEHERR, FLLBNE
BAFENMRS. BT YaST» 7% fR5EERBoIRSEERR,

INREEREIRRAR YaST, IS EHFIREXN RS T RETHIF. ALY AR LEREE
RIETEEITARS RIS, BEEH/(FIIRHERAEITHIRIENRS. BAARZRZRSS, B8
=R/ AR,

PUTFHIRER T ERZE SUSE Linux Enterprise Desktop [FEIABTIRIARS . IEETZEHLEE
%, AERZRHEMAN:

alsasound
ME Linux BAEE RS,
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auditd
Audit RERTIFIER (BT, B2 (ZefEkism) ) . RERFER Audit,
AR,

bluez-coldplug
SOIBTE SFREHRIP R BRI RN

cups
FTEDMSFIPIER

java.binfmt_misc
B *.class & *. jar Java 2T,

nfs
& NFS B FrEERYARSS o

smbfs
M Windows* fR55281E#; SMB/CIFS X4+ RGBT FrEMIRSS

splash/splash_early
RN ERNDRER.

0.3 XHRFGMEEE ]

EEETENASKTPERERENAN, REESHRT. FARESEIEAHNXARS
BRI TR ERE. RN REHIEINESIEEHIZR I/0 AR LUA—F IR RS,

9.3.1 XH&RH

SUSE Linux Enterprise Desktop Rt 7 Z X4 & 4%, €5 Btrfs. Ext4. Ext3. Ext2 #
XFS. BN XHAZHEZ BN SRR,
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9.3.1.1 NFS

NFS 121EIemiFNE T NFS (AR 3) RuA7sE, EMUEA: https://nfs.sourceforge.net/
nfs-howto/ 7, ¥EE NFS HZ8Y, Fpidlo— T B EHIED wsize # rsize FiETIRAIA /)
1%INE) 32768,

9.3.2 H&EEHRE

XGRFZHNENXENEFHE =N RBENNE: EROZECUFaadia) (FRipiaedia) .
EriEc i EkiEnatia) (FRAMERetial) , Uk ERERXGTEIEIRYE (R Eeked
i8]) o WRILIGEEERAFRGRNT, SEERKNEEFE, BAS#HTRIRIA RS~
E—NENEE. BRINERT, REEHaixXtinnetEEd —XKEE R F BB EHE
ERETIEIRY, BNNHRAA KBHIFIAE, LAFEFR AR IFIEatE], X RAYERGET
relatime, f&RILAfER noatime HEHHATRARIARIIEIES, BEERNNAREFHIAGE
FRXMEH. XHHARSS 2 Web BRE[BHIMEEFERA TR T E ML, IREIAEXS 1H 0BT
BB R NEE TN BER, 15 strictatime EHIE,

RLHRSG (190 Extd) EZFHRENEERH. FA lazytime BEHIATSALINRERE, FI
ENBNENREAERLE, BFRREANR#E, RBEEMR fsync 3% sync R4ARBE.
BTHMERE (FIIXEXNERH) MEAXMHESH. HENHET 24 /NI, HEFEMR
FRZREEEENXHERN, T REXME.

BEMATXUHRANELEIRT, 5EIERE /etc/fstab, HEEET YaST P XIEFHIBE
AN XBSEER Fstab EHXHERE,

9.3.3 {FH 1onice IBTEHEIFDILASR

ionice H{ALEIEE R MHIZNMRIFIRIN TR, X, EERLUERRIEEEH N2 AEE
FEENEEHE (HIEMEL) 891/0 k. ionice FRAIATFIREFFEHIZR 1/0 55
&, URIZHIZIGARILIIENG R, FALENEEIR, IWEEANREREFENR

Z1FH, UERERMIINRNIZHIESERIKAEZ#ELS. Alt, 1/0 RERSEBERNEHT
XL NIZE, BiEER, R4 blk-mq /0 B&2H9 BFQ I/0 AEEFAESF 1/0 LM AERIE
B (BBlE 13271 “FHblkemq /0 BEEVATH 1/0 BEEE" ) o EaILIgBEL =1

B3
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=i
REKBEEMARIBKREE 1/0 B, FREERNIEELFRIHIZR TR PR,

RAmmA
RIFKEFTE /0 AR EHZE S EANERINEES. BJ7EM 03 7 iSERER (02
RELATR) FRILERFHINAR. WFLBEBRAIMA (best-effort) L eRkizTTHIEE
FRRER D TR MRS . FKERZRAEAZIZARNALBER M (best-effort)
Bk — BXAT, 1550 ionice (1) FMIT

Schd
IR RS NI HIZR TR RINR. AJ7EM 0 21 7 BSEER (0 E&REM%R)
Rk, BRALE, FACARZSBEMBIET EZRF LR,

BEXEZATNHYINGLEE, 52 ionice(l) FMTT, MREFEE R EMITHE N
RREFAIANEE, BEASE 105 "WiIZEHIZ" hAmARRZEHE,
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10 MixiEHlH

NiZIZHI4E ( “cgroup” ) B—MINZINEE, AIRTHECHMRGEIHZNVEGS RYHA
o HIRWEIR AR RPRE R T TE I,

10.1 #ad

FMHERESEE—MEE cgroup, Cgroup IRERRREWHIF, SRR MHIZDE
NERHPHFAE D ZIGERIRERE, F%0CPU. RfFE. Hi /0 HIMBHFREAE,
£ SUSE Linux Enterprise Desktop £, systemd f&£/ cgroup B%34E (systemd #Rz A9t]]
F) FXEEFREHIE, systemd FRME T ATFIKE cgroup BHERIEO,
% systemd-cgls BRERIIREN,
Atz cgroup API BRI AR : v1Fv2, Lb5h, FIEEBZ 1 cgroup BREH AT AREHI AP,
MARZEIRENASRE, BRIFEIITHNERE:

o fi—: BEEHIZN v2 BREN

° JRE: TEEETHIRN V2 BREN; THIBMT vl BREM+ (EFA)
ARINEX NG —, BEMESENAIUAFE vl N AERFREREREME,

TR eegE MR

10.1.1 JE& cgroup BREEH

Q iFE: AREFEEM
cgroup vl BE#FH, FERRORASFEIESFEEERR.

ERRREIRHIAR RGN, 5% systemd.unified cgroup hierarchy=0 {EARNi%es
RITSEEMEI GRUB 2 5|1 M#i#ERF. BXAE GRUB2WNEZAT, BEN (EEfERE) ,
$18&F “5|FMBFAZERF GRUB2” o
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10.2 #HIRE%IT

B LB IS HRA LTI RER cgroup KIRENE 1 cgroup BUZIRHAEEIE,

SITHER/, BFEHIENE, SRERNEMEUR T LR EH., F— P ETHERITHES
ME—TIRFPHFRERET. ZYIRNERXTR, URkEEEXLERT R FHNETRIBESR
Ito

A LUER &N MemoryAccounting= B35S AT N RTIRESRIT, HETE /etc/systemd/
system.conf ff§f DefaultMemoryAccounting=1§$ NFAEETTERIEESIT. BXH
AIsSHIERYER, iEE0N man systemd.resource-control,

10.3 1gERIRRH]

Q E: etEEEE
BAR, REERRABURTIEAEMITIME (5150, /NI EIEEEAI.
LRERIIKETH. HERER) . FAit, MRIMELET L, BINE (B REZH
PR,

BJLAfEF systemctl set-property a2 & cgroup BIRRE, EHERZ:

# systemctl set-property [--runtime] NAME PROPERTY1=VALUE [PROPERTY2=VALUE]

EEEMNESIEINA, &, WEM - -runtime &, FHEEESISEFEHFE.
158 NAME B9 systemd fRSS. SEESTIA B#F,
EXTBHEMIIRMNEZHAT, F=M man systemd.resource-control,

10.4 {$E/H TasksMax BhLE RS VeSS

systemd XFAGIMHRITEEERESITEIRE], HEESMIFHNRSRE], LiFFsystemd
Bk T BFRREIS N RPN ESHENRINME (WiZ2BRHIN 15%, i&17 /usr/sbin/
sysctl kernel.pid_max aJEFRRE) . &NAFYIRREIZNZEHIE 33%. B3
F SUSE Linux Enterprise Desktop, 1&/RH3EaNItt.
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10.4.1 EIHZHEIAEAIA TasksMax B

TEXEFRN AP, EAREFE—MERTREERIZI=EIALE, SUSE Linux Enterprise
Desktop FEMfi T M EEXEE, Bl IaBE LBARRTMBARYIRNEAE, HIEXHE
#BgE N infinity, /usr/lib/systemd/system.conf.d/ 25-defaults-SLE.conf

BEUTT:
[Manager]
DefaultTasksMax=infinity
/usr/lib/systemd/system/user-.slice.d/25-defaults-SLE.conf ®&ELITIT:
[Slice]

TasksMax=infinity

{5 systemctl #38 DefaultTasksMax 1&:

> systemctl show --property DefaultTasksMax
DefaultTasksMax=infinity

infinity RINgBRE. HAER—EBEXRIAE, BIgEREREIAIEETFHIELE

HIZFEARFR o

10.4.2 &= DefaultTasksMax B

BRI BES S /etc/systemd/system. conf.d/90-system-tasksmax.conf &
efF DefaultTasksMax B, HEANTHE/ITUEAB N RARTIREFMBEIAES LIRS
(256 1) :

[Manager]
DefaultTasksMax=256

MEFIRE, AERREIKERTEEN:

> sudo systemctl daemon-reload
> systemctl show --property DefaultTasksMax
DefaultTasksMax=256

RIBEHNFERRILANE. JREFEER MRS LIRETEIRG. ~RFERT
MariaDB, BB HRIERNE:
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> systemctl status mariadb.service
@ mariadb.service - MariaDB database server
Loaded: loaded (/usr/lib/systemd/system/mariadb.service; disabled; vendor
preset>
Active: active (running) since Tue 2020-05-26 14:15:03 PDT; 27min ago
Docs: man:mysqld(8)
https://mariadb.com/kb/en/library/systemd/
Main PID: 11845 (mysqld)
Status: "Taking your SQL requests now..."
Tasks: 30 (limit: 256)
CGroup: /system.slice/mariadb.service
L-11845 /usr/sbin/mysqld --defaults-file=/etc/my.cnf --user=mysql

Tasks 1727~ MariaDB 245148 30 MESIEEIETT, MEAIALRA 256, XX FEHIBEMS FH
AEW. LUTREERMENE MariaDB HIFRFIIRES ZE 8192,

> sudo systemctl set-property mariadb.service TasksMax=8192
> systemctl status mariadb.service
@ mariadb.service - MariaDB database server
Loaded: loaded (/usr/lib/systemd/system/mariadb.service; disabled; vendor
preset: disab>
Drop-In: /etc/systemd/system/mariadb.service.d
L50-TasksMax.conf
Active: active (running) since Tue 2020-06-02 17:57:48 PDT; 7min ago
Docs: man:mysqld(8)
https://mariadb.com/kb/en/library/systemd/
Process: 3446 ExecStartPre=/usr/lib/mysql/mysql-systemd-helper upgrade
(code=exited, sta>
Process: 3440 ExecStartPre=/usr/lib/mysql/mysql-systemd-helper install
(code=exited, sta>
Main PID: 3452 (mysqld)
Status: "Taking your SQL requests now..."
Tasks: 30 (limit: 8192)
CGroup: /system.slice/mariadb.service
L3452 /usr/sbin/mysqld --defaults-file=/etc/my.cnf --user=mysql

systemctl set-property ARSI, HEIE—PMrIHFAREFIBANLIXXHE /etc/
systemd/system/mariadb.service.d/50-TasksMax.conf, EFR{XEEKEENETFIN

BRITXHNENR, BF—ELAE 8192, B ZEBEASEITIEAIHAIRE,
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10.4.3 SR BIERIA TasksMax PR

HMAPERIARGINRES, BNRFRIEEEEZHNRER. BEeIEHXHE (g /etc/
systemd/system/user-.slice.d/40-user-taskmask.conf) AERAFPIKELECD
HEIAE. UTREIEEREAEN 16284:

[Slice]
TasksMax=16284

Q EE: HzwssE
FEN (EEfsm) , £ 198 “systemd SFHFIERF" , % 19.5.3 1 “FaptIBEARX
(GRS 2 PN W a7 N T

SAIREFTNE systemd LUMNEFHE, HRIWE:

> sudo systemctl daemon-reload
> systemctl show --property TasksMax user-1000.slice
TasksMax=16284

MEIFEZFERAMLEE? XRTHNIERE. RARRMEMZREEMS. 1R TasksMax
BEX), BB ENEERE (FEENARATR) . TENERTRIEMEZRNEIE,
M EEIR: HREOAR “fork” RMHIBREIEIRMNEE 11 “FREFNRTA" FHIFHS.

BXTE systemd FEEERAZFNIFHAES, 158N systemd. resource-control (5),

10.5 {EH cgroup #1717 1/0 iz

AT MBUEER Linux RIZEIIR 1/0 523 RIETE 1/0 IREM M TR RHILL SR, AT
F A systemd RIS ERECE cgroup, FHITIETERMIBIZELGY 1/0 1=HIBY AT BEZTERVFE R

10.5.1 JoRFMH

UTNNEAT AR HEE RS IURRIREBIFEN, RAEETEET A ENX S EH
AIRE.
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10.5.1.1 XHR%

RIiZfEF cgroup SEIRFNINH RS (BUTETESEIZER) o i8I SUSE Linux
Enterprise Desktop {4 RETENN T 3 Tk Lk ARz 3¢ :

e Btrfs (v4.3)
e Ext4 (v4.3)

* XFS (v5.3)

M SUSE Linux Enterprise Desktop 15 SP3 FF#4, mILUERERGRE XGRS,

10.5.1.2 R 1/0 BAERERF

FREIRESTEER PR ERLS KM, FLAFAFEHITEREIMNIEE, KA 1/0 THREEM
MARRSERS I BFQ ISR ME T RAHIRE, AT4E BFQ £Hl28. EXFERISER
EEBISEhEZRER, A 1BIHER BFQ BFMENIEERZERF. NESFIEERER:

> cat /sys/class/block/sda/queue/scheduler
mg-deadline kyber bfqg [none]

REEIZF T E) BFQ:

# echo bfq > /sys/class/block/sda/queue/scheduler

HABEEHEIEE (MARAKX) . BREUEMNRES RS OIRSE FI&EH udev M
M, SUSE Linux Enterprise Desktop FEF{#Y udev MM B &L AieE A IS E AT BFQ,

10.5.1.3 Cgroup BREMTRE

—MRIBERT, FIEESEHEEER cgroup B, ENSHEERS. BESH%E cgroup
B, RERERLE cgroup ZiBlkE, X—RERTKLLA 1/0 =24 RSB RENR SR
BERELE BRTE) -
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a I0Weight=100

“- [c] IOWeight=300

d IOWeight=100

‘- [b] I0Weight=200

I/O SRR cgroup c #l b, BME c INEE S, IXGEHMAMERER, RAES b ZiEFE
ERFNTF

10.5.2 EcEEHIEE
AREERARATF (KEEETH) B

> sudo systemctl set-property fast.service IOWeight=400
> sudo systemctl set-property slow.service IOWeight=50
> sudo systemctl set-property throttled.service IOReadBandwidthMax="/dev/sda 1M"

&, A I/0IERINA TR e, fli:

> sudo systemd-run --scope -p IOWeight=400 high prioritized command

> sudo systemd-run --scope -p IOWeight=50 low prioritized command

> sudo systemd-run --scope -p IOReadBandwidthMax="/dev/sda 1M" dd if=/dev/sda
of=/dev/null bs=1M count=10

10.5.3 1/0 I=FHIATAFMIZETIH
U TFFIRTE AT 1/0 AT, LURFRERH TR,

o |/O =R ERE 1/0 181 (RITIERE) HRKE, MEK /0 SERAS#EMIERT
(BEEEBINEFHITEE) , AlESHISHRENRI. F40, 1/0 I=H I FEER
£, BEERETEMNE (AR NERZBEFEEZTFHNIERHIGEMR “HE”
- IR ZERER 1/0, BEFELTERIVRT) o Alt, &E81/0 EHELLRARZK
BEEERNNELLE,

o systemd FUTECEMNENS MR (LIRIER%ER BFQ INECEHITIHR) , FHt&ENEH
ELERWARER.
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o BRT 2/ sysctl @iz, BEIENEEURFAETINEE
(vm.dirty background ratio#]vm.dirty ratio) . HREDIFR&IS#RTE cgroup
2 BB, &1 cgroup WAERBIMSLIEER, MMAEERMAEX cgroup B9 1/0 582E,

o HIEFMEEHEXEZHEREMN, /O ITHILET /O AERERFE, XEMMESERRITERE
EREFEX LANKENKEFE T M, UBHZ M)IEIRE. MD RAID £ Btrfs RAID Y
REMGRIZEE NG, UGB HRHTT 1/0 ITHI T sEEMHE,

o NMFEFRTAIZEME NIZELAIFEF] 1/0 IR MEE,
o 1REEHI1/0 I R B2 REB ML T BRI — (BEAFENTRILIT SRR XML
H)

° |/0REHRARE /0 BEFH—HNHEZZR, XTNRIEBXHRALEN, HI1/0EHE
AERIEFENT RN, MEZEIILAE, EXMTHREFRIETR, EEMESEME
FiE (LB cgroup FFRIE cgroup IESH) o

o EIB/INLE, FN—EBENEXHREZIENEIN /0, ERAMBEBAILUES, &
o, MNRHIMXMER, RASELHRAFEELS (HAERGD) -

10.5.4 RARFIEFHRIREE
AT ERFRKIEFRA cgroup FRITH], HIUSITHIZREIR systemd B KHI, SUSE
Linux Enterprise Desktop FERY systemd BRINECE R ZIREITH 28,

e UERm AN X REAEIEITHIZ3 5, 90, /etc/systemd/system/
user@.service.d/60-delegate.conf XEFABERF HINIEHIZE, M /etc/systemd/
system/user@uid.service.d/60-delegate.conf (REFER P HINIEFIZS, XEMNA

BNIITRFR:

[Service]

Delegate=pids memory

WERA systemd SERIMIREMNAASES, UEFRMBFHEE,

> sudo systemctl daemon-reload

> systemctl --user daemon-reexec

117 RRIEFRIRRIZH] | SLED 15 SPT



5E, REMNAFRILUEHEBER, MARNASE TREHBERBF L6,

10.6 EZEER

o RZXtY (¥k4f1 kernel-source) : /usr/src/linux/Documentation/admin-
guide/cgroup-v1 APy, LUK /usr/src/linux/Documentation/
admin-guide/cgroup-v2.rst,

e man systemd.resource-control

e https://lwn.net/Articles/604609/ 2#—Brown, Neil: Control Groups Series (ITHIH %
5, XfF 2014 F, BET7T1EHD) -

e https://lwn.net/Articles/243795/ 7#—Corbet, Jonathan: Controlling memory use in
containers (ITHIBIPAEER, £fHTF 2007 F) .

e https://lwn.net/Articles/236038/ #—Corbet, Jonathan: Process containers (GHER
25, AT 2007 &F) o
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11 BHmp¥FEEIE—BNERFIARR (NUMA)

FEZ CPUNKEREN, BHSIET—EYIERS, E4EFR, EBMREIZE

CPU SAEZERIEBINHERRR. IF—EENEFRE (NUMA) B2 T R RS
SINB—BUAREMIER

HEEBFFEZ TR, 8TTREAME CPUNMRENFE. HRERNFRERE

FHAEAENF CPU M ERE. TIEAHRIEEIIRTAREIE ((IFHRITLERN

CPU #it) WINAREFLIZ. BT NUMA B LR RSB TS I TihRi% 3

B8 CPU AMNAEFETI R. 8/ NUMA BBHRY, XAJges KRR 1E6aE (BART
ERAEME) -

11.1 s2I)
5T 8 NUMA B = MRS B

1. ESREREFSERRRESHSOMULTE, HIREREF, UE F—XinRdEm R
31 R D13IRo

2. T=RipREIEZSE NUMA Hinting $Hix. BT IEHIR, R HEIZEISIHRAERN
ESHEXEBNANET R

3. EREMES. RESERR CPU LIRZESIHRNREFREE—&E, AERFIRKHEE
HHENES DB —4H,

HEBUHRS TR OB S E T H, A, —RIBERT, AR5 CPU XEXREIRNLES
HOH X 3H,

11.2 Ec&

BIGE T S ERGIA NUMA BB RN TEE,. Alt, nILIER numactl, taskset g
cpusets IKERNFREE, NUMA XX BIEF AT LUERYR APl, INRECIEFHAREE, NI
ZRBEFE NUMA, EALBEIRARMERMFHTT,
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numactl - -hardware 2ERIBENNAGFERE, UMTENEEXZE NUMA, TERE—&
4 B R EN BB Tz EE L,

> numactl --hardware
available: 4 nodes (0-3)
node O cpus: 0 4 8 12 16 20 24 28 32 36 40 44

node 0 size: 16068 MB
node 0 free: 15909 MB
node 1 cpus: 1 5 9 13 17 21 25 29 33 37 41 45
node size: 16157 MB
node 1 free: 15948 MB

node 2 size: 16157 MB
node free: 15981 MB
node cpus: 3 7 11 15 19 23 27 31 35 39 43 47
node 3 size: 16157 MB

0
0
1
1
1
node 2 cpus: 2 6 10 14 18 22 26 30 34 38 42 46
2
2
3
3
3

free: 16028 MB

node distances:

node 0 1 2 3
0: 10 20 20 20
1: 20 10 20 20
2: 20 20 10 20
3: 20 20 20 10

node

AILLEEE 150 BN /proc/sys/kernel/numa balancing, #3AHEISIE
ERNZABMFE NUMA ThEE, ZEXARBRHSERALtINEE, BEARZESTITIER
numa_balancing=[enable|disable],

NREBABFE NUMA, NeIUEEESAMIER1TR. ESREEFAIUEENTE
NUMA BYFF3E 5 EIR3 RESIE (L B Fr R YA E) Z B T T,

numa balancing scan delay ms
ERREIEZ AR IUEFER CPU BYia], X I LARSLE R T #IZE FERRIEM = £ R,

numa_balancing scan period min ms#lnuma balancing scan period max ms
EHPRES SRR, RIBIRRFIENME, PEMRSIEREUR. XEIGEITH
/R HEIRR.,
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numa_balancing scan size mb

| S ES R A T AR S 2 Ea i = K

11.3 KiE

REZNESEATEAREEEEIR, AERBRAMNEABETE NUMA IIEERER TNEN
e, LUEIEAENRIE, ARSI TERGEARMMITIZAERR (R CPU SZHhXiiE
=) . @ /proc/vmstat R SEISIEERIFR NUMA JESD:

numa_pte updates
712 NUMA ARV E DIV ERE

numa_huge pte updates
712 NUMA AR IRAVIERIATINEE, 5 numa_pte_updates ZE&EERARILITEAR
IBRYHIE =R B2 KN

numa_hint faults
IR EHIREIR NUMA BIE IR ER

numa_hint faults local
SRASHIT S IR L IRER, S numa hint faults &&EARILITE AR S
RSIRBIRFI OB DL, IMRAMPIRLIEIR SRS, RRTEAHERERS,
numa_pages migrated

EREZDITIATUERLEMEIRE. BT IBE—1ERRE, ©4iE 7% NUMAFr
FEEFFHERIRA—ER D

11.4 20

TEHETR T ERMAFEREHITEHSHANERT, T—&8151T SpecJBB 2005 HEMAEA
JUM SEIEY 4 T3 53 NUMA BN E B BRG], i, XX RETERE~ERNFMm
EFREM, HEIRFIETF SUSE Linux Enterprise Desktop 12 ik 1ThRo

Balancing disabled Balancing enabled
TPut 1 26629.00 ( 0.00%) 26507.00 ( -0.46%)
TPut 2 55841.00 ( 0.00%) 53592.00 ( -4.03%)
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TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut

122

86078.
116764.
143916.
166854.
195992.
222045.
248872.
270934,
297217.
311021.
324145.
345973.
354199.
378016.
392553.
396630.
399114.
413907.
413173.
420256.
425581.
429052.
426127.
422428.
424378.
419338.
403347.
408681.
406496.
404931.
397353.
382271.
388965.
374702.
367578.
367121.
355956.
350855.

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

© ©O © O ©O O ©O O O O O O O O OO O O OO O O O O OO O OO O o O o o o o o o

86443.
113272.
141581.
166706.
192481.
227143.
250123.
279314.
301878.
326048.
346855.
378741.
394268.
426782.
437772.
456715.
484020.
493618.
510386.
521016.
536214.
532469.
526548.
531994.
488340.
543016.
529178.
510621.
499781.
502313.
522418.
491989.
493012.
502677.
500588.
496977 .
489430.
487802.

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

11.
12.
11.
15.
21.
19.
23.
28,
26.
24.
23.
23
15.
29.
31.
24,
22.
24.
31.
28.
26.
34.
36.
35.
37.
39.

© N b P W O
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TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut

41
42
43
44
45
46
47
48

345001.
336177.
329169.
329475.
323845.
323878.
310524.
311843.

Expctd Warehouse

Expctd Peak Bops

Actual Warehouse
Actual Peak Bops
SpecJBB Bops

SpecJBB Bops/JVM

00
00
00
00
00
00
00
00

© © © © © ©o © ©

468021.
462260.
467906.
470784.
450739.
435457 .
403914.
459017.

00
00
00
00
00
00
00
00

Balancing Disabled
0.00%)

48.
310524.
25.
429052.
6364 .
6364 .

00
00
00
00
00
00

(
(
(
(
(
(

o © © ©o o

.00%)
.00%)
.00%)
.00%)
.00%)

35.
37.
42.
42.
39.
34.
30.
47.

Balancing
48.
403914.
29.
543016.
9368.
9368.

00
00
00
00
00
00

(
(
(
(
(
(

Enabled

0.00%)
30.07%)
16.00%)
26.56%)
47.20%)
47.20%)

B FEE NUMA BT TEAERAE, B17E NUMA BN LSS HIMEE. WRATEE, A
MBWBHSHNHALERE, UEESIMTRABESK, BE, EEHMBERT, B
S8 NUMA R AT LR FHERE.
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12 HBREE

HREESERVEFRNERRFIZITHE, FNERGEERZRIFEN S
ERAIKF, Ak, #HITHEREEFMEZRIKITHEERFRILIREEERSTIEE
BEZEHRGFTE, AERENFRLSISKENERRRELR. SRECEMERRO
(ACPI) FELEX T IkEHEFREEINRELHERERSRON—ANE. ATRSHEN
BRI TRREETNESREHK, AEAERNATERS, AERGHBRTON
MEMEXSHENT TR,

12.1 CPU 5|89 EEIREIE

£ CPU 451, mILl@id ZMARITHIERENER, Fln, B3FERATHERRE (C
RE) « EHCPUSEE (PIRE) FMEHI CPU (TRDE) #17iEHl, THETBHEN
BT B ERENTREMNSE M, 7E https://uefi.org/sites/default/files/resources/
ACPI_Spec_6_4 Jan22.pdf 2 ERTLIREIEAAIMTE.

12.1.1 CRKE (RERBEITRE)

MAIESEEF A C-states WETHEERN. ENRRT TRAIESS XA RFERRAMG LA

MTIBERYRES o

é%ALﬁ%ﬁLEF CORBE, RNELETHITIES. TEAEM CKETBITHRIERERL
TS, CEEHRFHEAR, CPUKERERAHER: BXAELHAG, UNEER RE

T*EEJKU_JLXF%KEQE/ o IRARESISRIEIR, Bl, CPU BERZEKMEIMRER CO, 1RIE

TetiE (MREEFHAIAMER CPU, PEEEXEEIRERRESHIGE—BRGENEINGIE) MEH

(BIANMKIEERIPITER) , BRASRERERSEBIRA DAL, BXIgEAT, ES

WE 12327 “[FF cpupower EERIZEZNGITEIR

RERBTEEE—LABRATEEERKANNFRN, ZRML C RS FRBURTAERN Y

2382, BE, ClIGZLRA,

72121 "CHE" B THRERIR C K&
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F£12.1: CKRE

=X EX

Co l_’fj"{j(lu\o CPU ;T-'Eé;:FEIo

C1 B—MTNRE, BIRMHZFLE CPU EER
EBESH, DL ST APIC (RIFEEET
170

C2 Lﬂﬁ%fq:r—ﬂ: CPU Egp\]ﬁﬂﬂj’ﬂ’o ?_.u:t’lklu\

—F ) LEE%A1%B‘DFE§$’K1¢TL%ILA ) 'fEI l_lj.
FREfIRER Y Al sE TR B B AT 8],

C3 FLEFRE CPU RERES Y, AMIERRFBIRST
HEFERNY, BEFEAHFHEMRS, FE
RIEZEN C3NSHEEER, FNEEIEED
FR B b IE 23 MU BE PR SR AU RS B K AR

AT BERVEREERE, BSOS HERAMZRRERERSHIER X TIEAFEHFTME,
BEXFAER, BBWNE 12327 “(FF cpupower TENIZZ NS 1HEE" 8¢ cpupower -
idle-set (1) Faira,

12.1.2 PRE (AIE2R4EERT)

LAMESRIEITE (R TF CORD) , EFIEERTFZ CPU 4AEIRS (P-states) WHEAP
— CRERMTZHARE (B COHNLIUAFTHIRE) , M P-states MERMS CPU i
MEBEEXIEI TR,

PREMFHEKA, VIEBRNVEITMEMBEHM. P RTHFSHIEREX, Liﬁﬁiﬁﬂ'ﬂ,
HIMMEARR, BE, PORARMEESIRS (5512137 “Turbo ThEE" HPATRRIER
BRIN) o PIRSHFHA, REVIERREHE, (N, FW, 57 PL KT T EITHILRIE
2318k, &F P3IRESHAEREITREEIE, fEHEELD. ELUER P RTE1T, VLERHIL
F CORE, HREiR, EETELEMARLTFEHRRES. ACPIFEEFIEEX T CPU PR,
B{Ki5ih18] https://uefi.org/sites/default/files/resources/ACPI_Spec_6_5_Aug29.pdf 2,

BT LASBIRPREE CRSH PR
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12.1.3 Turbo &g

/3 Turbo IHEER ATE Mz O FRERIEIRSEY, &7 overtick J&EEHRY CPU &by, XA]
LITEIR S A h A2 RE VR FF & I ITIH4E (TDP) BIBRH,

B2, CPUZLHLUERBMNZHSRENERREIEX, 5 1237 “cpupower T

A7 T RneEHEX L TR B X .

12.2 WP ETES

MZHIETI 8RBT Linux A% CPUfreq EAtiZR4S, AJAFESITIEISRAREAIERINE, &
RATI 88400 CPU WEMTRECE HBIRIETN. CPUfreq JAITIZR(EA P KSR E IR MIF(RE
. AT LIARIE CPU FE)HE CPU iR, MUBEEREHMERER TR T8E,

LU TAT 28] BT CPUfreq &£ %!

PEREIE T 2%
¥ CPU SMMERBSIRBEN AN RSINR, UKRINREERE. B, HEARUETRNE
50

THERTIER
¥ CPU SIRFEH[IRBEN A RENRINIAR, X IEREMTERMR, RATELRERSE

ZIt, RAGHFAEBIAEET. —PMEBNFIIMERZ, intel pstate BHARA
powersave 83, XEEMHIFERREKER, BENE LHIEITARS on-demand AT
2o

B2, FRALATREEFSFEMIANTERR, EA@IHN C KET AT HRSEH
A BELIMBR AT AL, BRATEIATRN, AIESREUSRNMEET, FHtEEERKA
B BESERR. XEMKE, EREBTEKEE, BRRAEBHANTHC RS,
IS AT LOREEE 23 Rl AR RIVAERSERE (5190, A cpupower g5 <S1T TR
),

&7 CPU SMERSRBSAIPIIZEC L : AT A T ERNERER. AEBERERE
B, ETNSRSRMEIZEANTTANSEME. NRAZRTHE, $EAT I REM
X, NRAZEESATFHARRIRE, WEREFEME, BEIGEREAIRAMERNLLE,
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O == FaiEFEMAZTIETS
HIFFME KR F S EARZF AT SRS TR oS EZERMER, a0
intel pstate IXEHIEF=BEIHKIAREBERINZE, {EH cpupower frequency-info &y
LRI UHE R A ERIKER,

12.3 cpupower TH

cpupower TEA[I AR 2E 7 FE T EN LA 5 CPU H#EXNESE, 8iFF
M (BINR) KT, ERZTAERUERNENRSAIZIEXE CPUfreq M cpuidle RERYIZ
B, UREMFRBHATNRSEINEMISE, SENTEITER A LIARS AZEXEISEH
MEHSITEIE. FElt, BIFEEHTHEITN. B, BERAIEBERNEMRSS =R
B2 BRI,

R4k cpupower RS, M cpupower --help ZEA AR cpupower ¥,
man cpupower i) —f&FA T, £ man cpupower-SUBCOMMAND ifr]F < HIFEM DI,

12.3.1 £ cpupower EEYFNILE

cpupower frequency-info &< B RAZFFERB cpufreq IRTHFERFEIGITEIE. LLESH,
EXERERBIOS HESZIFMBRATEM (FMNF) KB, NRAHEEETNET, ERER
NI

f51 12.1 : cpupower frequency-info BYR{GIHH

# cpupower frequency-info
analyzing CPU O:
driver: intel pstate
CPUs which run at the same hardware frequency: 0
CPUs which need to have their frequency coordinated by software: 0
maximum transition latency: 0.97 ms.
hardware limits: 1.20 GHz - 3.80 GHz
available cpufreq governors: performance, powersave
current policy: frequency should be within 1.20 GHz and 3.80 GHz.
The governor "powersave" may decide which speed to use
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within this range.

current CPU frequency is 3.40 GHz (asserted by call to hardware).

boost state support:

Supported: yes

Active: yes

3500 MHz max
3600 MHz max
3600 MHz max
3800 MHz max

turbo active

active

4
turbo 3 active
turbo 2

1

turbo active

cores

cores

cores

cores

EIRENFRAE CPU Y FI{E, i5fEF cpupower -c all frequency-info,

12.3.2 {EMH cpupower BEERIZT NS EGE

idle-info F&Hi$ EX

R FRB R RER L

—s—

BE17.

51 12.2 : cpupower idle-info BYfliat

# cpupower idle-info
CPUidle driver: intel idle

CPUidle governor:

Analyzing CPU 0O:

menu

Number of idle states: 6

Available idle states:

POLL:

Flags/Description: CPUIDLE CORE POLL IDLE

Latency: 0
Usage: 163128

Duration: 17585669

C1-SNB:

Flags/Description: MWAIT 0x00

Latency: 2
Usage: 16170005

Duration: 697658910

C1E-SNB:

Flags/Description: MWAIT 0x01

128

RZPEAR cpuidle IRFIIEFSE1T,. SR UTEREE cpuidle RIZIE

POLL C1-SNB C1E-SNB C3-SNB C6-SNB C7-SNB
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Latency: 10

Usage: 4421617

Duration: 757797385

C3-SNB:

Flags/Description: MWAIT 0x10
Latency: 80

Usage: 2135929

Duration: 735042875

C6-SNB:

Flags/Description: MWAIT 0x20
Latency: 104

Usage: 53268

Duration: 229366052

C7-SNB:

Flags/Description: MWAIT 0x30
Latency: 109

Usage: 62593595

Duration: 324631233978

f£F cpupower idle-info i XHFRIMER T NIRSE, FILUER cpupower idle-set
BLEAEMRE. 8%, ARPAEERKRAENKRIRRS, fl0:

# cpupower idle-set -d 5
5E, BREREFETHST 80 BFHE CPU:

# cpupower idle-set -D 80

12.3.3 {EM cpupower YSiTZNZMEE ST EGE

fEF monitor @S AT LIRS (MIRSFIRTS, U ISITSE BY (Bl ER A BISMERAN = N BB IR IR S S 1t

iR, BUAEREA 18, BEILUERA -1 REk. TR LN 7 AR RIRRESIRZR I+

#Hes — HP—Ea MRZAITIBTIOER, 5L MEGSTESTIR, RN EEREUR

?FEFEE#%EI%FO BILAfEF cpupower monitor -17%Hi5iEas, BXEMIGITEMNHA,
£ cpupower-monitor F 51

monitor FapLEILEHITHREITEN. ERISE TIERBNAZSITHEIESEA ST SRIEHTT
EbiR, IEEREXMENAYER <, 0.
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cpupower monitor db test.sh

f51 12.3 : cpupower monitor ffliaH

# cpupower monitor

|[Mperf || Idle Stats
o (2]
CPU | CO | Cx | Freq || POLL | C1 | C2 | C3

0| 3.71|] 96.29] 2833|| 0.00| 0.00] 0.02]| 96.32
1| 100.0| -0.00| 2833|| 0.00] 0.00] 0.00| 0.00
2| 9.06| 90.94| 1983|| 0.00| 7.69| 6.98| 76.45
3| 7.43| 92.57| 2039|| 0.00| 2.60| 12.62| 77.52

@ Mperf /8 CPU E—ERETBINRYFI94MZ, BIEMEMZE, LI+, BEXE=ER CPU
R FIERT (CO) SHERARERIRT (Cx) NEtEIEAtt. HFESMIRSH BIOS &
12, AT RREVAERBNINEE, EFASEMMEERNFHINGIESS £, REEET
Mperf $51528 HASFE CPU BB TIIRNE R,

® Idle_Stats B7% cpuidle RiZFRFANFRITEIR. BEHANTRETHRE, RZE
SEMXLE(E, Bitt, MRMVEFEHERNZOLETFERAREEE —ERETE, Xt
BErgeaE =N ER,.

BT EAROIRFIRL (—HR) SIS, ER SRR RS TSR, B

XF4M=8, BB cpupower-monitor FHTI,

BT LR BN IR RE, TMAEXRBMNKMXR, FHMETReNENFRE T ERZN
MR £ 1235, EAIUEE], CPUORTF=HRE (Cx B{ERRA 100%) , EBHIEITIE
s, XZEA, CPUO M 1 pRRENERE, XBKEME ZEEFEEMKHX R,

12.3.4 {EM cpupower {ERYFISE

ERILL root &7 fER cpupower frequency-set a5 RIENHFIRE, LanLALER

T EIAENR/DHEAK CPU RE, HOIBWINETR, TETLUER - xTHEEEE
CAMPLE AN IR SR RVIS B . WML RT LU A O PG IR E A — RV ERER, MAFRIRFEES ML
IEBRAIRE, BXESATMETMAED, HSRFMDT cpupower-frequency -set FiziT

cpupower frequency-set --help,
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12.4 557 IROREEIN

TIETERNB—LEERRE,

12.4.1 P IRZSHIRIEEIN

CPUfreq FRLIRM T Z 183 P REWRIEER: ] UEARNET R ZETHR. £HE
FRANRNSHRA CPU S, RHPMEREMATESEH.

EEETRYMRESZ—NMATER, BEE -9 EIfEA cpupower frequency-set, 4,
BT TS (W root 5) SEUEMEEATIES:

# cpupower frequency-set -g performance

ZigEHIATSREENR/NHEAKR CPU IRE, B2 5 -d 5 -u i,

12.5 &=

EEEBHA BIOS #%L?
2EA CIREH P RS, 15HME BIOS L.

o 2R CHRE, BHREA CPU C State s LEm, LUBAETMASSEITIAE,

o EFM P IRASH CPUfreq B T528, 15MIREM Processor Performance
States JEIEL LD,

o BIfE P RS CIRESAIA, BEaEFRE CPUSIRATAEHEIEMNER, MMSH
MERER(E, flaN, NREME pcc-cpufreq, NRERFARSEEMSHLZLIRT,
MmEE R LSRR, ERARLLR, FILIETRY BIOS REEERY CPU MR, ik
F RMERAEET RMED, £51%E, BERBANRIER, BIRFHEN

E%RER M,

FH4k CPU BY, B E AL BIOS, BIOS FEREHT CPU REMKD#HE, LUERLL
SRR NIRIER S
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EEEREXMHER?
£ systemd HiZ ((BEN (EIBEmM) ,% 21 E “journalctl: &Eiff systemd H
187 ) HKEFX CPUfreq FRZENE[IRILH, HPRSRETEHIR.
NREMEITEN LRI CPUfreq FRARIE, EF LS AESMNYIER L. Ak, E6E
Fi cpufreq.debug=7 {EA5|S5%, A root BHHITUTEHL:

# echo 7 > /sys/module/cpufreq/parameters/debug

X =R CPUfreq IERSHMIPRESERICRE dnesg, XEEE BT #HITIZH
EXLEMINEIANZCH B AT REAE SRR, EIF XS EHRSTFE RS 7 R A XA
%o

126 BEZEER

FeEEIREIERITHIZR (BMC) T AR IR M@ RS IR hn M Eth B R E IR AL B ik
I, XLREBSHENHNEEX, REREFREEITCHNER, EXFMEE, FSLM
R iRt F o

B X powerTOP BIiF4HE R, &iAIA https://01.org/powertop A,

12.7 fEF powerTOP YS31TEEFE

powerTOP AJEBNIRFIGEEAMEASHERRE,. EEICABMLE, LLTERFER, RARE
RV EEREMEICRBRMES ENEE, tTAXSHE Intel #1 AMD 203228, MI—ARA L& T
1=

> sudo zypper in powertop

powerTOP £&8 7T ZMEEFE (IBFE9I. IRRWEIEF. AIBE. FLIESMAIRRKES
IREERY P ITERERIRIR) , HREZHARBTFEERXEER. EMEREERN TEIT
B, B¥1E ncurses RIFHIETT (BBWE 12,1 “UF2EHIEZE powerTOP” )

> sudo powertop
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PowerTOP v2.9

E12.1:
powerTOP ZHHGIRESH I HTML M CSV . LUTNRBIGERKR T —MNE1T 240 O EVIRS:

> sudo powertop --iteration=1 --time=240 --html=POWERREPORT.HTML

NFE—BRRERETRIIRSELETAESRER. UTRFISIETT powerTOP 10X, 8XE1T
20 %, HESREITHEZEIE—MENA HTML RS

> sudo powertop --iteration=10 --time=20 --html=POWERREPORT.HTML
X 10 NHEI BRI S :

powerreport-20200108-104512.html
powerreport-20200108-104451.html
powerreport-20200108-104431.html

A —.
HTML $R&E0 PR
RERE
PowerTOP RR#s 2.9 iE{7E4iE : 2020 % 1 B 8 B(A=) 10:45:12
AiERE Linux k7 4.12.14-1p151.28.36-default
RIRBT Dell Inc.O0HHV7N
CPU {58 8 Intel(R) Xeon(R) CPU E5-1620 v3 @ 3.50GHz

i@E CPUZREYNE] CPUME RHERE REEER %@  AHCI Frif

BiR: 1 MR/ R 046.9 RIEEE/F)  CPU: 8.5% (EFEE  GPU: 0 RIR{E/AD  GFX: 11.5 IRAE/®  VFS: 0 RIR(EAS

FERANRtIRE

L] i1k 3

FFEO wian0 BT e iw dev wlano set power_save on

REF] NMI BT echo '0" > Iprocisys/kernel/inmi_watchdog';

. s echo 'min_power' >
F host? 2 SATA EERS R RER ‘/sysiclass/scsi_hosthost2/link_power_management_policy’;

. P echo 'min_power' =
#f hostd /2 SATA HR IR ‘Isysiclassiscsi_host/hostd/link_power_management_policy”;

12.2:
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HTMLIREH “GuE” EM-RURRER TN “fTEASE Em-REHEET B TFULEMER
RENGHT, HTMLIRSERVIEaH<, ErRREEHIE root s L1TEI TN, il echo 'O
> '/proc/sys/kernel/nmi_watchdog', ncurses I\t T —Fh1E Good 1 Bad &)
TUIMEERE AR, Good BT LUSAEBINEE, M Bad MaXAEBINEE, @id—5&Kdn
L BAFRE powerTOP IRE:

> sudo powertop --auto-tune

£55|1%E, MEXEERHTF=ERF. BHFITKAMEDN, 15ERA sysctl, udev g
systemd ER 45| SREITIEEMNH S, powerTOP 85— systemd fRSX4: /usr/
lib/systemd/system/powertop.service, LU Fep<fEA --auto-tune XINZE 5
powerTOP:

ExecStart=/usr/sbin/powertop --auto-tune

RN systemd BRSZSZ A1, IBFANE, UMECERREBRSMENSER, TRERA USB
BE, BIMBARENTRERN, URTMMRECIHFILEMIZE, AT EAEHITUR
MYRIBECE, 1BFER awk I2EX HTML iREHRIE < :

> awk -F '</?td ?>' '/tune/ { print $4 }' POWERREPORT.HTML

ERERIVT, powerTOP RIRBEZMNEITIEL, BIstAEYE. CPU. Wi-Fi. USBig&HIMEE
FERARNTRNIRE, Ui, EEMBEBN, powerTOP Ra]HBEHERIENREIRE:

> sudo powertop --calibrate
ERILUARAX 4 RENBZITEE, LUIRSRICA/ERE:
> sudo powertop --calibrate --workload=FILENAME --html=POWERREPORT.HTML

BXEZER, BEL:

powerTOP IMB i@ : https://01.org/powertop

%2627 “REITHIBE: /proc/sys/”

(EIBIER) ,F 19%F “systemd FHER"

(BitEmE) , %298 “EMH udev #ITEHSAZIREEIE
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13 10 1/0 1% 8E

I/ BAER TG mN/ MR R EEMETEN SR, SUSE Linux Enterprise Desktop 12
HTZMESRRIIEAZN 1/0 B35 (FFf elevators) . BBEEEEMT RIS IREH
A[4ERE 1/0 ERIM LR,

NELEFRREIEN /0 BEEARNEUAT IR, FEUATES. 0, SNATAHER
4. SSD. RAID [55|SMEZ(E R A EBEERRBIRIARE,

13.1 P 1/0 AE

SUSE Linux Enterprise Desktop 7£5| SN SEZERRIAN I/0 AERRE, EIUEED
UG E BN ERUILIZE, 5190, ATARERAS XINEEURITERIEENIESHIEEFRNE
Eo

RIBE R IRENEEREN S MEEEZERIA /0 AERER. NREHeEME, NEE BFQ
I/O BERRF. HMIZERAIAERE MQ-DEADLINE 5% NONE,
BEEREESTHNRAZTRHERENBREEL, BHETUTaS:

> sudo echo SCHEDULER > /sys/block/DEVICE/queue/scheduler

Hrh SCHEDULER 2 bfg. none. kyber =z mg-deadline z—, DEVICE @& (a0
sda) . WINMEREES|IFHEFSERE. EXREREHITRAN /0 BEZFEN, ERF /
usr/lib/udev/rules.d/60-io-scheduler.rules E#l%| /etc/udev/rules.d/60-
io-scheduler.rules, AERIEZEREBE—XHFo

13.2 {#H blk-mq1/0 BB1ZHIEIA |/O BB RE A

& SUSE Linux Enterprise Desktop Ei&FF#H blk-mq |/0 BZRANIZENBHE LT
Ro MRENBHREZEERESH, IFERAUTHIIREXLESH:

echo VALUE > /sys/block/DEVICE/queue/iosched/TUNABLE

£ Likas<m, VALUE 2 TUNABLE BIFRTE{E, DEVICE @R
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BHERTIRE (flg0 sda) EAMLEEKERL, FETUTHL (HEErEEREFY T
HESH) -

> cat /sys/block/sda/queue/scheduler
[mg-deadline] kyber bfq none

13.2.1 MQ-DEADLINE

MQ-DEADLINE B— P EIMRZERLILHY 1/0 JHE ERF. MQ-DEADLINE AF LI FrRIASA:

% 13.1 . MQ-DEADLINE AJig&#k

Xf¥ A
writes starved EHAIERBUREM AR T NRERRER, B3 "RRERIT

B NBREZ BRI LIRIT = RREUR(E, IRBURHZIRABRAYER
HENHITIEE,

ZFINMER 3,

read expire REFEURENVRGHEAR (HFiBTEN read expire &) ,
MZEF A R1L,
ZRINEA 500,

write expire RESNRENEEHR (HFilEmwrite_expire fg) ,
=R R R,
ERIAEH 5000,

front_merges B (1) HEA (0) simaHIER =1
BRINMER 1,

fifo batch RESHHNRKERE ((RERNREHAREKEE) . FA8

ISHAEERSEHE 2 ESEITFH#, NRKEN1 (BiE#
—MEXR) , RFEEFRA KIRE BN, TRERIRRK;
REEFEANEZRRESEUHE,

AAIAER 16,
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13.2.2 NONE

gnZRi%EHE NONE 19 blk-mq B9 1/0 BBEIAEI, NWAZEREM /0 BAERRF, HERI/035
KEEELIRE, MARHE—PH /0 FERE,

NONE 2 NVM Express & HIEAIAE. SHEA /0 BHBREREDHELL, WEATAS~EFH, ®
INRBBE Z AT IRIE RIS EZE /0 BEREIRBIF .

NONE B A IS,

13.2.3 BFQ (FRELFPRAFI)

BFQ 2UAFMASENRAERRF. HiERA “BF CFQ FARSRIMIZLLHI7E

i 1/0 AERE, B BFQ 2m#ERENEME (UBEKHIt) mMAZNER. 7 (R

#R. linux-4.12/block/bfg-iosched.c (https://github.com/torvalds/linux/
blob/6f7da290413ba713f0cdd9ffla2ad9bb129ef4f6c/block/bfg-iosched.c#L31)2)

BFQ s FAIAE REHABIZZ [ERVES 7S I/0 ek (BENE 9337 “(FF ionice f5F
BEEARILSR” ) o

BFQ EERFAB U TRIEASEH:

#* 13.2 . BFQ TS

X L)

slice idle BEUZEW RN, EELTTNRES K E, UEFTAT
EHT—MERK,
BINER 8,

slice idle us 5slice_idle 48[, {BLARFD AR
ZRINES 8000,

low_latency FBF (1) 3022 (0) BFQ AYMEREERIET . LRI STIBER

MR (FlW, MREZERR) , EEERFRIEER,
AIAMEA 1o

back seek_max mEEINEARE (BLKB AR -
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X1¥ A
#INES 16384,

back_seek_penalty  RAFItEEEEIHEE.
FRINEA 20

fifo_expire async  BAFIREFTIERERIE (UEWREND)
AINMER 250,

fifo expire sync BEUZERNEA, EERDBEREN,

BIANMER 125,
timeout_sync EREMES (A5 5, NERHRSHSEKE (UZER0HR
8B{U) o

ROAMER 124,

max_budget £ timeout sync WAHHIRMHIRSHBEXE LR, WMRIEE N
0, BFQ 21R#E timeout_sync MIFEHNIEERKBohitE—
ME,

AIAMER 0 GRENBEHAE -

strict_guarantees BA (1) %EA (0), EZEBFQFENTINIE, FEEERESRMN
T B AR T B EZ AR IE.

AAIAER O,

13.2.4 KYBER

KYBER B LAFEIR 7 F MY /0 WERRF. ERAEALISERIURENEY 5 NRIERBIRE
R, FHRH1/0 BERUSHGEXEBIFIER,
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% 13.3 . KYBER AJig&%

X 5iBH
read lat nsec REIEEURIERBIRER, AT 9B 1L,

ZR{N{E D 2000000,

write lat nsec REE NRENBFIER, UAF A EAL,
ZXiA{E77 10000000,

- == /WL S
13.3 1/O REFERIA
E5ERL fsync 2 EHNESSIERHAE), FEXHRS (HI90 Ext3 % Extd) =RAEELZEE R

8, SREZBHRERBHFFEN, UARELZ2ERIFXABESTEEF (E2SEIERE
B#) o WMRERIHEE LI EARFRI A TURA T BAMHENG, ZRRRERUREMNEN

ak
HEo

o BEE: XFSH® nobarrier 2&FMA

XFS By nobarrier B FA, ©1E SUSE Linux Enterprise 15 SP2 f1E ShRAHA 2
BXMBEHET, TRIAMRIETEIZITEM XFS HEH G SE e T A EH XGRS, N
IEREXMIRE, BEWERAFEEFESE nobarrier IRHAYRIAEY fstab I,

e LUEH nobarrier HEHIZMBZ A KIEE RE,

5. FRAREANRSEEERX
U ST AR RN FERS NEFE, ZARBAESSBmBNXHRS
RSB R,
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14 FUAESHEAERER

HVIRIERS (5190 SUSE® Linux Enterprise Desktop) FRESREBITIFZES. Fli, &
B AT R X A B [E] B UK BB FEB A ARG A B X S HIZIIMNEBIE R, XLEE R ES EKR
RARBITFZEINETE. NTHENMESEEMENAARR, Linux BIZFEFERA—FIA
BEMESARATRARARR. XGEEESRAERRFNIREME.

THETHRET SHERAEMXNREEANE, HPENBTHEXEISHEEEFRRNEER
JEBISE. SUSE Linux Enterprise Desktop BN ESBERR, HigH T HRFERNAEXE
BHEE,

14.1 &7
Linux IZBTFEHIERSAE LEBES (BE0#E) WAR. FZRAEREF (BRR{/EHIZRAETR

F) BREEZ FRBEITHMESHRNZAN, eAFURKHAERRARHR, LURIERETS
FERHITZNMES. Eit, ERERZSESERERGNZOAN,.

14.1.1 4

AFZAEEGHNELRER, IRARAFPEFEEZNAETHHE, BABREELDE—MHIEE
1517, MNRAIEITHENHBEBI T RATRLNIEEEE, NHIEFTEHIZEEEBRLZIEIT,
Att, FLEABEFELHMEL (S3ER) , FEMHEEBERNET. RAERERRE F—RX
IB1TRA PRI AR,

WEIFmAR, Linux SEMIEZE Unix IFRSE—F, B—MBESIRERSR, B, ZMEST
LUREBIETT. Linux IRtFMBRIE AR ZES, HEERER REMMERERENHE, XMaatkiE
M L. M—FEFLARE Unix IRRETIEARZES,

14.1.2 BElA

HIZTERIE ARINEITRKESLIRERN, X—RKMAHENER, ARSI ERLEMHE
AYAbIEERET Bl BE N ECE AR, EERRFA LS ETRNASMEEEAR, RHLED
pillpri =2 oI U 22 g
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14.1.3 #HiZLEk

BERFETHENRARHEHZ. ESRERFERERRATEHENIFNLR,
e, STHESIERT—NME, BILREHZEH ‘A ELAER LIETT.

14.2 #HIZHER

HIRRARNITARR. REFEHNSEEMWENR, E—RSKXKARFENRITOE. XM
FHENRILRT, BHIFEFER,

—MGEREHIED XN /0 BERNRERBEE,

1/0 ZEE
/0 KRN /fHIRE, FINRE. BIRSECEMNER, 1/0 BREHZR A 6TE
EERZMEFFBER L. efNBITRXRERE, BNEIEMRRE, FREEEFRI/0BEXR
AU EfbHA2,

WIPRTER
WEBERFERESHRBEATRITANL L, BTARAEEFIESNLE, ENFRBEES
/0 1Ekp#HE, RAWEBITMERREER, BElRmidEER,

B—MEEREEERBHEEN P AXEN. #HREBMSERHE,

o XENHIZFARENBEEEFT 1/0BFR (BINRENEFRE) L. BEREFRLIIEA
FigRRERER LR, SNARINAIFIRTmN, HEEFERAXLA 100 ZM. DA
NARER. XAHERNEGMERZFHEHENZEHE,

o fIRBHITBEREREET, FTEBRHEMLY, HEREFSNENDERIENNLR. %
IR REE. BUREIRRS | E RS XM DTl S H M EH RV EIR A,

o EEPHBERNIZFRMASHZAE, BEEFFRIEXLHIZTREERISMN,
AT RIS IEAERN TN AIEF PSS A #HZR AR,
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143 e VRERER

M Linux RIZARZS 2.6.23 FHig, RAT —MEAERAEETHEE. T2 ATRAERR
(CFS) B/ 7 BRiA Linux RiZIAERER. BtMEAE TEATHMEUH, £EHRHNEEERT
RF2.6.32 fEEANIZhRA (81F 3.x WiZ) B89 SUSE Linux Enterprise Desktop, EEEFIF
BHARNENES, 5INT ZMEEHINEE:

ERICRAERF D
PEREFNZOBETIAELRSEILEE, XEREERUN, ARBFERR,

REATREES
FEPII% 2.6.23 SREINFHE 2.6.24 ST TV RAY CFS RRMMIRE MIRRER 4
T HEAIRIREEL

HRHE
fBign, NRERBTITHENAFBHEZSD A, N CFS 22 RAEPENMARHMESHL
IR 2EATE],

ik, CFSgEBH RS HEMIREALLIAE,

14.3.1 CFSHI{ERIE

CFS 2 AN EBITHESRIEAT . A THREETFENESEEL, EEATLRER
RS, AERME—MBERTENLUERERN, fBUSESNREBANTMNERS, £H8
BRFEL BT,

CFSEREASNSEREM “EEiT” (vruntime), EFEITH T —MESHKERIESHLE
20 vruntime S/NBIABMESS . TERESHEAEITIY (FLERITHHIZAIMLI AT E)Z)
BY, @i FEILLERMEIRIE vruntime s \IESIEAR B EMPNE T,

ESHIRIT vruntime SZESHRAFER. SRARESH vruntime FIRILEE LKA
RESER, SHEMEMERELIES LETEMERES,
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14.3.2 R#HEDAE

M Linux RIZhRZS 2.6.24 748, A13F CFS #1710, MURIENAM AR ZESRER T,
Ak, RBAEITNES HAEUMBSER, M CFS SR ANRELAMARE N IIBITHESR
HATE, HAERFEZEHAXESFRHNZ MESREL TS,

NIZAEREF LS ERER AR AIETNESHE, BXFARRE, BELE 105 "NizE
HIH” o

14.3.3 WIECE LI

TR LB AR ERTRISBEESRERFITANEERLTE, REXLERTEFAZEIRT
EN—E7. ATFARERIRER—MERES, BHTAXERITICTER, EIESEEX
AIE B KR

B IR
ANRETEFIE SUSE Linux Enterprise Desktop FEMIFIARZ LiBiTiZIRIERS (HW0, 7
BEREENAZLIZTT) , BRELEBZEAF,

14.3.4 ANiE

BXESHERBIXEEESER—ERARNE, EFEARXLEANET EIEMHEF S H
M8, THEHEFMN—LEARE:

3ER
MIEBITHIZE LRI TIZHIZREIR BYBT ]

RIE
EE U T ARNKENESIERZ ERXFR !

gran = ( lat / rtasks ) - ( lat / rtasks / rtasks )

Hr gran RRALE, lat RRIEER, rtasks BEEEITRIES %
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14.3.4.1 FAEEE
Linux Az F U T EAE RS

SCHED_FIFO

ERTRHEXERENAEFBAERR, R Tkl BESE.
SCHED_BATCH

EAT CPUBERESRIAE R,
SCHED_IDLE

ERTRIRNRIESIEE R,

SCHED_OTHER
RSECHIZERABIBIA Linux 77 BHEESRES,

SCHED_RR
5 SCHED_FIFO 3, BERBEIFERBAERZ,

14.3.5 f{EF chrt EoU#ARZRISNEMS

chrt F<ICEFRNRGTHHABENLNAEEY, AEEMREENBEETEN G, AL
FRENS R ZHFZ R E SRS AN e R

FELUTRAIA, AT PID 7 16244 #Ui#iE,

ERFNETSHENEYE, BRITUTHS:

# chrt -p 16244
pid 16244's current scheduling policy: SCHED OTHER
pid 16244's current scheduling priority: 0

EXHERIREMIAREREZ R, FERESDREREINS/IIRABRMAR:

# chrt -m

SCHED SCHED OTHER min/max priority : 0/0
SCHED_SCHED_FIFO min/max priority : 1/99
SCHED SCHED RR min/max priority : 1/99
SCHED SCHED BATCH min/max priority : 0/0
SCHED SCHED IDLE min/max priority : 0/0
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L ERfId, SCHED_OTHER. SCHED _BATCH. SCHED_IDLE SEB&{X 5k 0, T
SCHED_FIFO #1 SCHED_RR BY{5c4R a9 1 & 99,

BIRE SCHED_BATCH JBRESHRE, BT U TH%:

# chrt -b -p 0 16244
pid 16244's current scheduling policy: SCHED BATCH
pid 16244's current scheduling priority: 0

Bx chrt f9iFEAER, BEWEFMDA (man 1 chrt),

14.3.6 {EM sysctl #H{Tiz{THIRIE

BFEETHOEMNERARZSEHN sysctUZASINTEENTE, BB IXETEE
EESEERREFEINT A, sysctl gNiBEIFE ‘R, MLl root BHEGLIT LRNRE
AITFa<

EMAZTEIRIE, FRA

# sysctl VARIABLE

EWE, BRA

# sysctl VARIABLE=VALUE

BERDSHEERRFEXNFAETENTIR, 55T sysctlan<, HEMA grep TiEiat:

# sysctl -A | grep "sched" | grep -v "domain"
kernel.sched cfs bandwidth slice us = 5000
kernel.sched child runs first = 0
kernel.sched compat yield = 0

kernel.sched latency ns = 24000000
kernel.sched migration cost ns = 500000
kernel.sched min granularity ns = 8000000
kernel.sched nr migrate = 32
kernel.sched rr timeslice ms = 25
kernel.sched rt period us = 1000000
kernel.sched rt runtime us = 950000
kernel.sched schedstats = 0

kernel.sched shares window ns = 10000000
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kernel.sched time avg ms = 1000
kernel.sched tunable scaling =1
kernel.sched wakeup granularity ns = 10000000

X “_ns” #M “_us” ZEMNTENIET UM NRMANE,
THRH T REBRESEERRF sysctLHATENTIR (LT /proc/sys/kernel/ d1)
[Epsab R

sched cfs bandwidth slice us
M CFS HEIEHIN, WESHAITH MESRITHIA ST M E X BT TSRS TR
B (FE) . BEBRIMERIUERESZEEARZLF/FE, BERKERDRLD
Z1XFF . B https://www.kernel.org/doc/Documentation/scheduler/sched-

bwc.txt 7 o

sched child runs first
WRERNFIERIMBEHITZHNETT. BISHGERN 1 B TFEPNFIEIREST
PHITHIN 2o

sched compat yield
I ERILE CPU MESHEIRNEITATINRE (LIEMPHRAID) , SIIEO(1)
EERRFBMEHEDN CPU LT, HIMTENRIREFA (FIOHE) B, BILTHM
HIZIZITHI =, #§i sched_yield(2) syscall (TANN BRZFRAIRERKTIERERS. &
XM RAREIMEYIRNAZER, mAEATRSSTIERHGEHKNE. BNIERI
MReTFERY, A ERALTE, BIAMEN O,

sched migration cost ns
EEBREDR, 58 ERPITRMEAAN “EFEARAR IR, “AR” ESHRE%E
Hith CPU BYRTREMEME, ALLERZTEESBIMESTE. BIAMEN 500000 (HFD)
NRFENEITHZRN CPU EREEE TR, E=IEIE, NREST FIMET
CPU SR ZziBls#Ek, E=IRIGALLE,

sched latency ns
CPU ZEAMESHBIRME HIER, BALLTESIEN CPU BERAESHEIER, £58
Btie) 2R E R BRI A A 8
BtiE A = EERE * ((ESRINE/ESTEETIGPRIENE)
ESHNEFURTFESH nice K7IFMIFEZREE, SCHED_OTHER ESMR/IMESINER
15, XNF nice 19, AMESNEN 88761, XRZF nice-20,
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B ] RS AR N E /N HAETESHEE R

sched latency ns/sched min granularity ns B, YJFBZhR
number_of_running_tasks * sched_min_granularity ns, fEittZgl, YIFEF
sched latency ns,
IHEERIEEENFITEPEEMERES A EEETHRKNEIE, BALEESIEM
I EENREEES ZANZES AT EFERVEYE], FLthSEN CPU ZERESHAERRRFIE
B, FRIAEJI 6000000 (7))

sched min granularity ns
CPU ZREEZHR/IMESHIE. BXIFMER, FSMsched latency ns. RRIME
774000000 (Fh)

sched wakeup granularity ns
MREEIS HHIE, IGANTERR/NREES S, NMMARITEBRERESHTI. B/ LT
SR NEERXBEASNMREEIERNELE, LHEIATERAMRATAG KNS CPU
REBAM TSI, FIMEH 2500000 (D) o

L REEHNMENEE
RIS EERBIT sched_latency ns f—¥, $SBALLERER L, Il
BESTEERS CPUBER S EES,

sched rr timeslice ms
£ SCHED_RR £S5 #4348 S HE FESFIRKREZRIAIEITRIE F-

sched rt period us
& SKEHESS T B sRHIRYET (Bl EL, BAIAE/9 1000000 (fR4#D) o

sched rt runtime us
£ sched_rt_period_us BB DECLASSAMESHIE F. IKEN -1 FA RT HEE5&EH.
BINERT, RT ESSHAIEEEFE 95%CPU, HEMmEIT 5%CPU/F) (3% 0.05 %)) f#
SCHED_OTHER £33/, BAIAEH 950000 (i) o

sched nr _migrate
EHIAKIM AT ELIERTZRES . BT FENGERATE (softirg) RIIE
MTEREITATI, ERRREMEEESRY IRQ IER, Hlt, 1AM EREREAKRE
SCHED_OTHER 2RIt RE, MBS IENISEAHMESHY IRQ B, BRIAEN 32,
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sched time avg ms
BB AT IRE TR RRESIETHEIN I EPTMKIERITE R, & TIIERIEEE CFS
HAHTENRSE, i8R CPU RESMNARLNESHEITIEE.
ISHNREREERAEE LSTEMAHAX, HEURTRRESHSITRRMEITH
KERR.

L. —EHERERSHERE debugfs
NRIRERFZRIBIA Linux RiZR 5.13 HERARA (AILEREH<S rpm -q kernel-
default &F) , ErAESBFIAZETPEMFUTREBGES:

[ 20.485624] The sched.sched min granularity ns sysctl was moved to
debugfs in kernel 5.13 for CPU scheduler debugging only. This sysctl will
be removed in a future SLE release.

[ 20.485632] The sched.sched wakeup granularity ns sysctl was moved to
debugfs in kernel 5.13 for CPU scheduler debugging only. This sysctl will
be removed in a future SLE release.

ZERRELIER, REANNMEERERSHEM /proc/sys/kernel/sched_* %%
/sys/kernel/debug/sched/*, SEMIAEREFSEHNT:

e sched latency ns

e sched migration cost ns
e sched min granularity ns
e sched nr migrate

e sched tunable scaling

sched wakeup granularity n

AT ER SRR, SUSE Linux Enterprise Desktop F{ATRMLX LHEIRF S5

By sysctl, B2, ¥£F CPU BERFEWAITRINESR, FTEMRIE SUSE Linux
Enterprise Desktop BIFRRhi A &1zt sysctl 5 debugfs &I,
MRELHFETMRAAFARERB T XN NMEERRESH, HIRIBNEIRERS
ERLMBIR, FEIERBIXLE S EBE = TEREH,
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14.3.7 AR ENEERERFSITTEE

CFS Bakf T #raNgsa i R @, HIRMIETRAIT IR, BXXHERME /proc XHH
4, fE£F cat 5 less GBI NEXLEX . THRMHE THEX /proc XHNFIRLEERER

AR

/proc/sched debug

150

BEEMESAERFITANFETAZE (F8IE 14367 “EH sysctli#T
EITERHOET ) BIHEIME. CFS FitEkE, UNREXFIE T BAIELS EAE1TTIM
=85 (CFS. RTHIREHAMR) . WHMNFSERESMMESR FFMETESHHEE. £5
BA PID, UKRSHEEEFEXNAITEIIE. RIAETHE tree-key 5Il, Hepfg
H T ESHEINEITR REERZPNER, EARNPRREENAERIETES
BHITHEF, switches JIFSHIIMEIRE (BLREEZER) , prio RnHEMET
Ko wait-time BRINESFFRAENEE, &G, sum-exec #l sum-sleep H514%
T ESERIESS HIEITHE G FRIRRSH 28] (AT AR

# cat /proc/sched debug
Sched Debug Version: v0.11, 6.4.0-150700.38-default #1

ktime 1 23533900.395978
sched clk : 23543587.726648
cpu_clk 1 23533900.396165
jiffies 1 4300775771
sched clock stable : 0

sysctl sched

.sysctl sched latency : 6.000000
.sysctl sched min granularity ! 2.000000
.sysctl sched wakeup granularity : 2.500000
.sysctl sched child runs first : 0

.sysctl sched features : 154871

.sysctl sched tunable scaling : 1 (logarithmic)

Cpu#0, 2666.762 MHz

.Nr_running 2l
. Lload : 1024
.nr_switches : 1918946

[...]
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cfs rql0]:/

.exec_clock : 170176.383770
.MIN vruntime : 0.000001
.min_vruntime : 347375.854324
.max_vruntime : 0.000001
[...]
rt_ rq[0]:/
.rt_nr_running 1 0
.rt_throttled 1 0
.rt_time : 0.000000
.rt_runtime : 950.000000
dl rql[0]:
.dl nr_running : 0
task PID tree-key switches prio wait-time [...]
R ccl 63477 98876.717832 197 120 0.000000
/proc/schedstat

ER5YUFIETAFIEXMNAITENE. BINEERFIE CEEANIEZEH SMP RSiE4F
ERITEIE. AFRESNAKREW, BRIk /usr/src/linux/Documentation/
scheduler/sched-stats. txt BJABR TEHIEAEE,

/proc/PID/sched
ETREXHENAEEERE D (PID),

# cat /proc/$(pidof gdm)/sched
gdm (744, #threads: 3)

se.exec_start : 8888.758381
se.vruntime : 6062.853815
se.sum _exec runtime : 7.836043
se.statistics.wait start : 0.000000
se.statistics.sleep start : 8888.758381
se.statistics.block start : 0.000000
se.statistics.sleep max : 1965.987638
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[...]

se.avg.decay count : 8477

policy : 0
prio : 120
clock-delta : 128
mm->numa_scan_seq ; 0

numa _migrations, 0
numa_ faults memory, 0, 0, 1, 0, -1
numa_faults memory, 1, 0, 0, 0, -1

144 EZEER
TIREER Linux WRAESAENEENE, BAULSMERTR, FEREF—LRHR:

s BEXEZRAERFRAKRANNE, BESUHEXFMIT (Flalman 2
sched _setaffinity) ,

o BX Linux AEREFRMBANILEIHREE, 1F1AA https://www.inf.fu-berlin.de/lehre/
SS01/0S/Lectures/Lecture08.pdf 2,

* Robert Love FrEEH Linux Kernel Development (ISBN-10: 0-672-32512-8) *f Linux
HIZEEHRIT T RELA, 15418 https://www.informit.com/articles/article.aspx?
p=101760 7,

e A Daniel P. Bovet #1 Marco Cesati #EH Understanding the Linux Kernel (ISBN
978-0-596-00565-8) REEMBEA T Linux RIZRIARERLEH,

e /usr/src/linux/Documentation/scheduler FHIXENE T EXESTAERERREN
BAREE,
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15 PHAREFEEFRY

BT RNBARNZNREERTH, BESMEARTRBETERENRSEMFRANDES
o
NEEEFRAALITARNAGFTERESR, TR “YM” . VM BEREEIEERIMNNZUNA
FIZFHYIERTE (RAM) 2Et. EXARARPHERERINAEFEINE (/A Linux i Bl
POSIXAPI #{TEIE) ., &fF, HHIMAFEREERN, VM 2B EEEZEFEIRE “EL” K
FERZEB RAM,

QEMHIE VM NE T RNREZNENIAIEE VM WEF. VM EENERBiIrERAE
R D RN RFIRE (BIEMEXHERS) FER /0 FH, Alh@idEe /0 {AEL
AR TCHERS 1/0 RS B Ro

XLEEERREREFRHERTTARNET. EENERNFIRANAEES, EENIRNE
THERES. B2, NRBIAFAENER, MBFBEEEFIEEAF.
MFRENTEAENS, NREENEEE, TLUREBNE TR MAFEHRES
TURERREAEFNE, £ TSR BN HRATEENEES .

Ria, FNREHHMAIEARAS. NRAFNAEFETESHENLE, BESMHER
HEBNXHRAXIFHAIET, U VM BEENREAES TR, REAHEEHEZAS. NREA
BEFEAINESPREEAXFERE, WEEFHARKE VM RENTTRAAGTELD, B2, B
ENLIZO RERKER EAMWSUEESMEERHNIT /0, FELLAUEFHFIEZ M.

FEHTIHEA BERERERR.

15.1 AEFEA=

RESEAIDAUTIE: “BER” BHh “FaEKR” ) o “FIEWe” 5 “aIaci
B o

15.1.1 ERZRATE

EZAEFEEFEERENMERALE (Blil>malloc()) . ERREEAEURA, & mlock
5B A BRI B FHRE SR ERRFUILEANIRK, AE7F &R, BFD
ECAILIEMRICRIRE, 32 1/0 (BERAMBITT) HRERFELLTIEE 1/0 BRI,
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15.1.2 TI%&TF

S IRA BT, MR SMAEIIHE, AE R TEED, NRTEETIAER
BHHIE, NERHRMARME, tmpfs IAZREERTAREE,

BAXHE, FYESEEEENEET, ASESONHERNE (EERNSEES) .
W EAMRSERRYIEN, FRM HRT . AETFHEIMNEMTA TR .
LHMNERRN, AIUERTSNIEER, RESEEREI, BISAEE TR,
RIS I,

15.1.3 ZAXEF

XEEATRIgE (U0 /dev/sda) W—MTIEE. XHRGEINEER ERTHIEEN
(fl40 inode &R, HECMIEF) B, BESEREHIXET. IUGEWREF—FERESH
X&Fo

15.1.4 AKXk

ZHDCKE—MuNBUARBNAEH, FEREINRNEFNOERN. MRNEFIHEAXEEFR
=20, NEERUREMRE,

15.1.5 E[g

SNAREFEXHEREANBER, IEEFESTARER, MEPXEFFRESTARER.
HEAFEEAXRIHEENTI#HE (UIFHHEA) (vm.dirty_background_bytes). =& SR
EFE52AEZLRINFELE (vm.dirty_background_ratio), & LA FARRASAYATE]
B3 EERIE (vm.dirty_expire_centisecs) BY, RIZEMERNRILT NAFTTAIX G AT
ERL, GEFTHALEZEERN, BREEFP—INRIEETS—. REFZETEEIT
5[, arMBRERHEIET. R 1/0 BF LNAEFRNEFEHIHE, HEEHIEAR
XIRE (vm.dirty_bytes 3 vm.dirty_ratio) , BEHRIREINAER, UBFLIEAEEIER
It E,
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15.1.6 Fli

VM S EEX BRI H TR S AT TR, FURSRTERRIERAATIREE M R G15ET
BITUERFT. ERLLINRERILUERRERM I/0 BREMEEKR (MMREME) o HAIEEI/O0 L
EERT EIEETAEFIEHITI/0) -

15.1.7 VFS 47z

15.1.7.1 Inode &7F

XEETXMHRY inode FHMHIRNEFERERE. BEXMAR/N. NIRMFABNUISEX HEiE
BUtEH FRE .

15.1.7.2 HRINZERE

XERGFERIBIANEFRETF. 288M OXHR) « XH5IAB inode, LUKkFH, &HE
REMRIGAVRF R R ERILER,

15.2 AR ERA=Z

15.2.1 BV malloc (ER) B=

5|HRRas#BEL, SUSE Linux Enterprise Desktop 15 SP7 LizfTHIN BIEF R 2 BCE 217
XEERN glibc EREAF T EINEFERNEREIRIAN TN, BXXLESHREAE, 1FiHE
https://www.gnu.org/s/libc/manual/html_node/Malloc-Tunable-Parameters.html#
EE S5 IARAEMAITA, RE M_MMAP_THRESHOLD i &} 128*1024, Hitk, BILIM
K2R AR mallopt(), HEEETHNAERFZF1I&E MALLOC_MMAP_THRESHOLD IfiE%s

o

il
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15.2.2 BDRIZAFHHE

HIMAEREIERY, RASBBEAIRWNAZAE (LREE) . HAEIRZAEF
TERMGER, TeARNZER—TTIEREEML,

MRFEHEAATRIIERHNER, FJLURLCAZREERE (B#HE. BTN
BT, F9F5) o

15.2.3 REFEIEHIZE (RTE cgroup)

NRAFERNTF cgroup ThaE, AILUBETERZEF 1T EIZ1E cgroup_disable=memory ¥HX
i, XA]LAFERUR DB AFERE. B UBSHeEMEE, XEFENHATF cgroup AT,
BMEERECEERIAE cgroup, RF=EVDENSHITFH.

15.3 EMAEFEESS (VM) rIEZSE

08 VM B AN, REERFE—ENEA M IERHNTE RN, MRITEHREE—X
FEERL, WETAHERENREREIEFMAR, EREFHTIRSELENEN, £
Htt &4 T RMEFRELE,

153.1 [slEE=R

/proc/sys/vm/swappiness
T A FEXAZMEBERZRNEFNEEE BEXFREFMEMER) . EBNE
RIEMRIRE, BRINEN 60,
M 1/0 BUREERFELLEAL 1/0 BER1E %, BRE, HRRLEREEFEINNMEAAERE
BAFESRS. Nt m# TE ST,
R RE TFIFHREIIR B ERIWES), HIFE SR/ NESE, MREMAEMN 1/0 &
HFHBERFPHNTIEFERD /), HEETETAEKRENARER, EelEFESNE
E3:128

MUERNEBIENS, RATVEFER FEFMRNBIEFRFENEmMEK,
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/proc/sys/vm/vfs cache pressure
T B A FIERIRZEIRAT%F VFS £FNRENED B FREFMH) o 1B
IHESIREEW VFS ZFRIRE,
AAFNE (FTBY N 3 LB TR L IR, Regid@idifio k¥ Ik, slabtop &<
(procps REEW—E D) ETAZFAIERNHRRFINRENR. Vs &7
& “dentry” 1 “*_inode_cache” 3R, MNRXEWNFBHNAFZEERFREEFMS
BR, SITFN=EMEST. s, ErTaeEBF R, BRINMES 100,

/proc/sys/vm/min_ free kbytes
IESHATERARHMERRMERENTNANFE, XEFHAMBEE RFIE" HEC
(BMERLTEZFFRNFEIWN D ECIRME) o BRIHFARAT RENANEFHE, SNWEBER
RIS (BERTFRANLAER, MiRSRNAIER) . MRAERMEL
W “TINERN” HEFERIERER, ATLIFEIEN min_free_kbytes, BEIFEIRHESK. 0
RXLHEREHM, WEFED. FIAMERURT RAM £,

/proc/sys/vm/watermark scale factor
BHmME, JAREFESANE. K. &IEKF. NFREIURAKTF, N kswapd IREELITEfS
SRIWNE. THRARFREEKTZE, E5—BEATHREERS. ZHEFIRRKTH,
N AREFREREHERARE.
watermark_scale factor EXTEMEE kswapd ZRIT =/ RFAEHRRIRNNGEE, UKk
£ kswapd BIEIRIRIASHIRER RS LDRF. BAUNAEDZ . BIAME 10 RRKFE]
NEEETR/RARTHARNEN 0.1%., &AEN 1000, FHAFH 10%-
Bt S AR e N E BEHEEELBURSH IR E (B /proc/
vmstat gy allocstall Hkf) Bumi. FHF, 1R kswapd {2FifREE (H
kswapd_low_wmark_hit_quickly #|if) , AIREFRTA T BRISHTIRE A ABYTIE
Ko

1532 E[E&#

M SUSE Linux Enterprise Desktop 10 748, BEI{ITAE—1MEELE, BEFXHHN
mmap() RELXEEERILEWANRERE (FIUERE) . MELE], XHLtREFERUHRSY
5817 msync() R ERNHLTFERNEFENT, A#TEE,

RLNARRHARERN mmap BEEITHEEETTH, Bl T, 1GmEaltt
TR ER O] LASR B X M RE T P
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/proc/sys/vm/dirty background ratio
XELSITAAFEESILRAEFEENB DL, SNEFEEILE IR, BE%ER
FaEEIIEAEF. PRINMEA 10 (%),

/proc/sys/vm/dirty background bytes
IESHRTHRAFERTZEN, FEaRZRIFEESFRRITSEER
£, dirty background bytes @dirty background ratio B9 &%, MNEI&
BHPH—, NWE—MSWBETHIRE 0,

/proc/sys/vm/dirty ratio
5 dirty background ratio MBS LLE. WIRBIILE, BESANREEFNN
FREFBHEMELE, HEFRZESRIFEFEZIZR/ L VIEREFEZ. IAEN 20 (%)

/proc/sys/vm/dirty bytes
X RN eASES dirty _ratio ME, RATHEAUFHHRMANEREE,
MARAEIWRARENE DL, AT dirty ratiofdirty bytes =4I 2R ATE
28, WRREEFHN—, S— I UMESWBERRIEO, dirty bytes AFKHER/IMEN
Ml (UFTARENMN) ; EEMRTLIHREIREERRRZE, HRREIREE,

/proc/sys/vm/dirty expire centisecs
NREIEERNFRRFIRSHE BB LB, TRRERFFIZFLEN SR ZEES
tHo KIMEFEIMRIEX 4 inode FUEERBTIEITR, HLtL, BI%EfEN, BE—XHPrZEH
DI EEE No

dirty_background_ratiofldirty_ratio HERENEFEEITN. SNREMXLE,
REELZRERNFEERFPREEKENE, RAPAFNERNEES, BidEeED /0 FiRRE
£/ 1/0 IRURIREEM 2 RTAEMFE A, AT, BSHNEREESEUTRMHER T ER
FREM: —RRERKRAEFN (SIENER) ; —SEHEREETS B ‘AP ) ,
EERENESCEE,
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15.3.3 SUSE Linux Enterprise 12 5 SUSE Linux Enterprise 11
Z I8l 1/0 E AN BRIER
RENIRFIRZENEFEREENFTES NRENETXXHHIER DL, XFRIET RAIRER]

MR BB BIBRLEMRSTR 1/0. EIHEA IR FIRERSEZEEE NEENRARNFEH
vm.dirty ratio (/proc/sys/vm/dirty ratio) #54%l. BHAER:

40
20

SLE-11-SP3: vm.dirty ratio
SLE-12: vm.dirty ratio

£ SUSE Linux Enterprise 12 FERARKLEENEEMR AR, ERFERENBER TIUER
WS IERM 2 EE, EARERELAMMEF BT 2IBXRRE. X, NRAKLNRE
BARERMEL , MERIAB R T, 7£ SUSE Linux Enterprise 12 E5erigEFRr ERIBTIEILLTE
SUSE Linux Enterprise 11 SP3 EE/L, AZHTEAERUEAZITN, BANBREFER
fsync() AL EHE, HEHIBZHRAVEEERBIR, FKEFIPRE],

BREEFEE—LEHIMER. NRENNAREFZILFN, AT E NBREIRIME. EiEFA
N FAiEF RS R B HUERRFINR, BT /proc/PID OF APPLICATION/stack,
AIUEER|, NATEFTE balance dirty pages ratelimited dfEE T AERf{al, NRM
REXMIER, MEXEKT IR, 3/ vm.dirty_ratio EIGEE 40, L& SUSE Linux
Enterprise 11 SP3 174,

O ==

TIRENM, 24 1/0 FHEHRZHEER, HE—RIXKFURTET 1/0 HNBAFIRIBSE,

THIRBIER dd LIRE A0 30% BIAREFESNEE, HRENIFREl vm.dirty _ratio
LB GENEAT

# MEMTOTAL MBYTES="free -m | grep Mem: | awk '{print $2}'"

# sysctl vm.dirty ratio=40

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
2507145216 bytes (2.5 GB) copied, 8.00153 s, 313 MB/s

# sysctl vm.dirty ratio=20

dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
2507145216 bytes (2.5 GB) copied, 10.1593 s, 247 MB/s
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SR MTTAETENNE, UNIZENIINETNEE, NRIKE dirty _ratio=40,
NZSEZFESHEAEREENEE. AXRMERT, /0 WEEZREN, THETR 7
R Z AT dd [@2 HIERRILER

# sysctl vm.dirty ratio=40

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
conv=fdatasync

2507145216 bytes (2.5 GB) copied, 21.0663 s, 119 MB/s

# sysctl vm.dirty ratio=20
# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))

conv=fdatasync
2507145216 bytes (2.5 GB) copied, 21.7286 s, 115 MB/s

SN LEFRR, dirty_ratio fELEAIFAREREMR N, BEGSHNEAZTWEER,
b, dirty ratio ReEEFM /0 %68, BERESEMAERRAIHBERTURIHABEA
HIER TIEAHBIINEERE,

15.3.4 FESL

/sys/block/<bdev>/queue/read ahead kb
MRE—NESMHBRINFIREE N, RESRANRE (Fix) KE8E, UL
HIESFHFHIER BRETE, SKFRFURMNEIEESIREE 1/0 NIRFERREEDISITE, 13
BAFIREAGTEENXHNRABEE, IRERMMXHEHITREGFIEIAERER
B8R, ATUEREIE, FHISE/SISIRSSEIRE S BIRAFIRMERF
EWREARMEEN) , HERAELTHN /0 RIEMSRALEE T, HKIAMEHR 512
(KB)o

153.5 FEHATISE

FFIFERRADT (THP), BLUBEHIZRF NS HECADL, E@EE khugepaged NZEER 5
PR R UE#1T. b7 7EARREFEMA hugetlbfs FahEIRATIRIDECAEEM, THP FX
BESNEHNERAN TEASRER. EETRAESENFHRNERNNERTIEREHE, &
B2 MBIEEIRA LT 1000 12,
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EREERTAREAEE THP, BTAFAEEX, XABRAELIERANTEAERES
B THP, fian, HEERTAIREZEMERA 2 MB NEMARE 4 KB RABEMER, RASRUEFIE
WD, TE{RTF SUSE Linux Enterprise 12 SP2 BYkiA £, =ik 8 THP B AEF Al e KA
B FEHIRES, FLEMBELINEZR THP 1%, *F SUSE Linux Enterprise 12 SP3 {1E &
WS B BTG LSRN

BILUEE transparent_hugepage= NIZSEEL sysfs BEo&E THP 89179, fld0, sILuEE
AINAZESE transparent_hugepage=never, EE grub2 BcE, ARESISREHR
THP, ERUTHISRIUEEEEMA THP:

# cat /sys/kernel/mm/transparent hugepage/enabled

always madvise [never]

MBERA, FESHZIEREnever, MU ERGIFFR. NRIEEE always, I5EHITELH
B =E R THP, BINRSERY, M=EM khugepaged, iREEE madvise, MR
JIN RS R BRHfHE E At == (8] 23 BC THP,

/sys/kernel/mm/transparent hugepage/defrag
teB A FIEFISE THP N BREFFIAENTEE, 73215 THP 89 SUSE Linux
Enterprise 12 SP1 MERhRAH, always BEiAE. SAR THP REJH, NAERFES
RMAFEHITESEIE, NMRAEFESHAKHE THP AAH, NAEFPEIRESLKEKR
=i B
{E madvise RinX YN AEFBEHIERE, THP DEIERASHITHRAEE, X2
SUSE Linux Enterprise 12 SP2 #1E SR AsAYZRIA(ES
defer {i&MAF SUSE Linux Enterprise 12 SP2 H1E &Shkds, R THP RaJH, WHAERE
FRORAFER/NT, EAMEE kswapd F1 kcompactd iR LUITE/E & W AFHITH
F#18, f4EHEiE" khugepaged 2 THP,
Efa— & never =7E THP Re]ARER MER/NT, EARSHITEMEMIZE,

15.3.6 khugepaged &%k

Y transparent_hugepage i&& always o madvise By, khugepaged =E&hED; &
HigE 7 never BY, khugepaged 2HzIXF, B%, khugepaged UIBEBVIAZIETT, EH]
BURIAIT A0
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/sys/kernel/mm/transparent hugepage/khugepaged/defrag
0 (E2Z M khugepaged, EATEHFERMIAIEER THP, WFR&I T THP, BRESBHE
khugepaged Zi{ =N ARFAFAEN A ENEFRRERBRE N AEFMES,
2/ khugepaged FIEE+HEE,

/sys/kernel/mm/transparent hugepage/khugepaged/pages to scan
tt=# A Fi=Hl khugepaged 7 525 PIFERIDIEN. PR SIRAIRTEFHHEN THP BY
N, WMIET SRR A S8 THP, BRNE CPU AEHS.

/sys/kernel/mm/transparent hugepage/khugepaged/scan sleep millisecs
seREitfa, khugepaged iRt SHEEERFTE BIFRIRIE—EZETIE], LAPREI CPU A
2, B/NNLEFTERMERESE THP, BHANZE CPUAEAR. 15T 0 [BER2HI4r45
A,

/sys/kernel/mm/transparent hugepage/khugepaged/alloc sleep millisecs
b5 A Fi=HH khugepaged B AE/EE 578 TPH NEXREEZ A, LR kswapd Al
kcompactd KEUEH,

khugepaged W E S SR/ VAT MEEMIA, 1B /usr/src/linux/Documentation/vm/
transhuge. txt AL E ER T XLESE

15.3.7 Hfth VM 5L

HX VM T ASHNEET|R, {58 M /usr/src/linux/Documentation/sysctl/
vm. txt (&3 kernel-source REAESRMHIXHE) o

15.4 MIEVM 1T
—LERTZEBRBAIAIE VM (T RSB T A

1. vmstat: W TRERILAF BB T VM EEHRITHRE. BXFAER, 55

b 13

MmE2.1.171 “vmstat”

2. /proc/meminfo: EXHREARFERAMUENBHA, EXFMER, BERNE 2427
“WTEERIFE: /proc/meminfo” ,
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3. slabtop: ZTARHEXAZ slab REFERERIFHE
B, buffer_head. dentry. inode_cache. ext3_inode_cache ERTEMEEF., Ut E
procps FIRH T b,

4, /proc/vmstat: HEXHHEHAE VM THNEHA, FrESNERSHENSEIEX, F—
EIRARIR M, FEE2E4E] /proc/meminfo 1, Hith{Z BAIHLRAER S T
WAXEN. ALMEANA, FEGEIXXH—RE, UNTRTHEER, REMEM
RRENREREREHFRNT:

pgscan kswapd *, pgsteal kswapd *
XEREDFIIREBRSEIUK kswapd HHEHEIURAITIER, XEABRYLL KRB HERE
AEREER, REEERERFEETHNLOWAT, HelERET. BEALRE
et E R R,

pgscan direct *, pgsteal direct *
XER BRI SN BIEFEEAEAOURAITIER. 1 F5 allocstall +#kds
BYIBANFERER, LEEFLE kswapd SERNEEE, AAXESMHETHIEZEL T EHR
Do LLAMEAENERIZE S kswapd LIRERERY pgpgin, pgpout thERF/SERE
BY pswapin 8 pswpout b, RRAKIETZH™ENEZ.
B] LUERRER R KIREUFAR(E Bo

thp fault alloc, thp fault fallback
XS TN AR EZSEN THP #8, LUK THP Rel BAREANER
INCIRYRER, —fRm S, FREENAERY TLB EH8U%, BNRENERERELE
Ao

thp collapse alloc, thp collapse alloc failed
X528 T khugepaged S EZRY THP #88, LUK THP R o] BARERANEER
INDTRRE. BRENEREEKERFZCERK, BMENARFNANGFERERTE
FA THP, A= EA THP, ¥ TLB EALRBURNN BRREFMES, XM A—1

o

compact * scanned, compact stall, compact fail, compact success
HSERT THP ERFHLIINEFRHE, XEHHSERERER, SNAREFEDE
AT THP RIFANIEHIRAS, compact stall iH#keesidit, HAitiesma3ic
REENTE. NEFEE R EERIIRYRE AR R AT R E
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16  RUIREIMLE

MEFRAFREER, HMASAERREE LIURTRAENERARURSMINGEAZE, 5
SORLEREVER & P IR B AR (XA, BREREREMIK) o Linux RIZEEERZ IS
fRIEE, MAZRRAFENESELE, HtigErRRSERT2M, ERURSMEE

16.1 AIEERNZERTFTRFX

REHIMAMEERIT TCP/IP N LUR— N ERFEZONRSEIEN; BX TCP/IP BIFH(E
B, BEN (EEfm) ,$£ 2358 “BEXNEMIR” o Linux IZBIERFRPXPHNERE
FRORMECEREAEVHTE XERARERFEAXZREN.

O ==: TcP EIHA
MRIZARZS 2.6.17 a2 T2 BafiAR P XK/ (RAKIN4MB) » XEKE, F
AR SHERENS LR, BE, RFFEEIUTER, 5E, REHEFANE
HATHROEARRR
NREEMIBRRAZERT, BINEERTFE) TCP I, oABBohifiEThEE,

/proc X RFHEEHF XA A LUERNIZERFRPXBANITN; BX /proc XHRSR
B—RRIER, BBRE 26T “/proc XHARG o EUTIEERMSHERBIX M

/proc/sys/net/core
/proc/sys/net/ipv4
/proc/sys/net/ipv6

Atz (Linux/Documentation/sysctl/net. txt) FfEFE T —MRA net =, linux/

Documentation/networking/ip-sysctl.txt #] linux/Documentation/

networking/ipvs-sysctl. txt Bxt4F%A ipv4 TEHT T R,

Blan, 7 /proc XHERAEFR, FIAFREMRE "“RAEERFERESTX" M ‘BAEETF

REZAX” , HENN TCP MGKEXMMED (£ ipv4 &) , NMBEZEFIEMNISE
(£ cored) ,
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/proc/sys/net/ipv4/tcp moderate rcvbuf
W /proc/sys/net/ipv4/tcp moderate rcvbufi§E N 1, NMEBUEBhRAF
HSTEERAX KN
/proc/sys/net/ipv4/tcp rmem
ARENERE=T, 23igES MEENAFRRERXN&/NKRN. FIER/NRAKR
e XEBEEX T KFAREFRE, MAXE TCP EOK/.
/proc/sys/net/ipv4/tcp _wmem
5 tcp_rmem #HE, EAFZESMERNATELERAX,
/proc/sys/net/core/rmem_max
1R E I e] LRSI A2 RE 5 1R KV SR A REE P X K/ o
/proc/sys/net/core/wmem_max

R E ILIR] LABRGIN AR BE S5 B RAVER AR R IXE A K/,

AILLGEE /proc ZREAREER TCP IhaE (BMIACITHFRE TCPINEE) - a0, KWELUTX
5

/proc/sys/net/ipv4/tcp timestamps
TCP BYBE7E RFC1323 HH7E Yo

/proc/sys/net/ipv4/tcp window scaling
TCP B O4ERBTE RFC1323 H7E X,
/proc/sys/net/ipv4/tcp sack
A (SACKS).

fEF sysctliEENEH BN /proc X RAZN T E, MLk cat (AFIXE) FMecho (BFE

N) , EFE sysctlEAJE, ERNEIREEM /etc/sysctl.conf EENEE, XHEEXRESE
G, XEQEFERIERIRE TR, £ sysctl AJLIRMREMEEEREE; U root B4fE
RUTa<SR UL TCP XIS E

> sudo sysctl -a | grep tcp

T EFMeEmRIRAERZE
FIMEMRYAR, HIiCPURNERE,

O

@ /IIL;\O ?EI&-U_—”__I/
MIAMBEER R

{”\*”3
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16.2 ML RN 2R E

EFIRFITERE Z 8, AIHREMERIFMNERERN. T T AnTEEBh SN LEHE
£

UTITEAZEEO MK RE: netstat, tcpdump #] wireshark, Wireshark 2— W&
MED M.

16.3 Netfilter

Linux B K& (3£ ThBE R Netfilter RIZIERIZ . IHMRRZE— B EREENETANIAE
2%, MRENMMUNESENIBE LA, Netfilter IFZHIELZIIRE, HERBINAIE X
RITHRRIRME ( “Bin ) , FlunsbitseHs,

Netfilter AJRERERIRZEIE. Alt, EXHMNEZ, SAENHFENERER. S5, &
RERRIRNFTHA RS R, RMaESANERETE,

HAZAFIE R, REEFMENRE, SEUIEEERAN. TMERERANER

T, “BEITH DRerlilAFER2RANEHEREEE. §X5EER, FAE https://
home.regit.org/netfilter-en/using-nfqueue-and-libnetfilter_queue/ a,

BXFAMEE, 5B N Netfilter # iptables MBRETT: https://www.netfilter.org 7,

16.4 fERIZEINESE (RPS) BUEMLE I

MXRMBZIEE RIS AENE, SHENKT EMEAMENIREIER, 7 7R IMEE
=R, RAMTREBRTIEDZLZ CPU il

R L UNEIZ O ] LUBE TERE P R HE 2 MERA TR Z MEURATI, BB ITIED R R
%4 CPU il BE, BB —LMEZBOMNEE T RS, RohiZFOERNFEIIR
FREFREENNE. BRI, RERFAXM “HITH BER, UWESIEIEIZ
A CPU E4b2, 7£ SUSE Linux Enterprise Desktop L, ItIhRER @i iZUkE %% @E (RPS) SEIT
B AT ATEEIRIF B E A RPS,

RPS A IP it w1 S AS M EEREIEE —NaH. EALRFAIREREE—SIERNE
KIXEIR— CPU, MM#EEBIRAERE,

RPS RIEMLZIZ EZWATIFZORE, BEXHZFEUTER:

166 KMRILEHRERA] 2 ITLE 7 E | SLED 15 SP7


https://home.regit.org/netfilter-en/using-nfqueue-and-libnetfilter_queue/
https://home.regit.org/netfilter-en/using-nfqueue-and-libnetfilter_queue/
https://www.netfilter.org

/sys/class/net/<device>/queues/<rx-queue>/rps_cpus

<device> XRMLZIEEH, Hlaleth0d, ethl, <rx-queue>{FRZUBATI, FIgN

rx-0. rx-1,

SNRMERE OB RRMEWEAY, WRESFE rx-0, NREXFZMEWAT, NEeh
EWEAFTIEE—1 N BRo

XLEEENHEE CPU LERIES HIRYIR. RINERT, FIEUEgEN 0, FRLKRER
ZARPS, Alt, HFAEFRERR CPU BAIEEAT,

E 2 RPS FiLiSERY CPU AR OZWATIFE, BRHXLE CPU EUBFHUEEIRE
71, B0, ZEik CPU 0-3 &bIE eth0 SE—MEWFATIEIE, BIFMIE 0-3 IRE N |

1: 00001111, Alg, FRURTERBRAT/ES] — EXRFIFRERNF, ERUTHIIRE
7 ESIE

> sudo echo "f" > /sys/class/net/eth0/queues/rx-0/rps_cpus
NREAAEF A CPU 8-15:

1111 1111 0G0O 0000 (binary)
15 15 0 0 (decimal)
F F 0 0 (hex)

RAFigE+7#HGIE ff00 M.
> sudo echo "ff00" > /sys/class/net/eth®@/queues/rx-0/rps_cpus

7Z NUMA it8H L, EFEREMEE, nli§ RPSEERNEARE— NUMA £/ CPU R4 BN
UL BA GBI

7£3E NUMA i+8E# £, ATLERFTE CPU, SIRPMIERIIS, HbRETRIEMLEIEON CPU
AR MRE, RILUEE /proc/interrupts HMEBTFMLEIECORI CPU, f5l90:

> sudo cat /proc/interrupts
CPUO CPU1 CPU2 CPU3

51: 113915241 0 0 0 Phys-fasteoi  eth0

1EAGIH, CPU 0 E—— M FAFLRE etho dHlifl CPU, EHRRAE CPUO B IESMHE,

167 EREWE SR (RPS) EREMLKIERE | SLED 15 SPT



7 x86 A1 AMD64/Intel 64 & £, mILUEHA irgbalance EE 4o 8 EIZ 4 CPU, BX
FMAEE, 320 man 1 irqbalance,
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17
18

19

WIBR % ME

RERTE 170
Kexec 1 Kdump 182

M systemd- coredump $t¥ Az RS 1T 200



17 IRizTH

SUSE Linux Enterprise Desktop F&fft T 21T H, ABEKINEXRENERER. EaILUE
XEFEERATARNEN, 519, FiXMEXRZEFPNRR,. ERMLETENRR, (ERER
BITPHHEZUBEEERTMLERAR R, KNS TACSEATELRERF, ELBFRT,
FEBT R TEAY SUSE Software Development Kit X T B,

Q iFE: WERMaERM
BIETTPHENARARNERRR, ZHENEERTE TR, BENXSRTENRE
SRR A fERIRER T R,

17.1 {EF strace BRI R%EAE

strace AT IREFHEN AR ERARHZZRNGES, EEIRILUGER strace BT — M es<H
IREEERSIEA, WelLUF strace MNNE|— M BERIETHIS < L#HITRER. s <THISITHRIM
HMESRRERLN, EEESH (EEESH) REREE,
FiniTHaTHARREERARER, BNBRABRRENGS, HEMRSTHARARM
strace:

> strace 1s
execve("/bin/1ls", ["1s"]1, [/* 52 vars */]) =

brk(0) = 0x618000

mmap (NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP_ANONYMOUS, -1, 0) \
= 0x719848667000

mmap (NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) \
= 0x719848666000

access("/etc/ld.so.preload", R OK) = -1 ENOENT \

(No such file or directory)

open("/etc/ld.so.cache", 0 RDONLY) = 3

fstat(3, {st mode=S IFREG|0644, st size=200411, ...}) =

mmap (NULL, 200411, PROT READ, MAP_PRIVATE, 3, 0) = 0x7f9848635000

close(3) =0

open("/lib64/librt.so.1", 0 RDONLY) =3
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[...]
mmap (NULL, 4096, PROT READ|PROT WRITE, MAP_ PRIVATE|MAP_ANONYMOUS, -1, 0) \
= Ox7fd780f79000

write(1l, "Desktop\nDocuments\nbin\ninst-sys\n", 31Desktop

Documents

bin

inst-sys

) =31

close(1) =
munmap (0x7fd780f79000, 4096) =
close(2) =

N O O ©

exit group(0) =

BiF strace MEIEBTHHIZ, FEIETE -p FANEERITAIHEIZAHIZ ID (PID):

> strace -p “pidof cron’
Process 1261 attached
restart syscall(<... resuming interrupted call ...>) =0
stat("/etc/localtime", {st mode=S IFREG|0644, st size=2309, ...}) =0
select(5, [4], NULL, NULL, {0, 0}) = 0 (Timeout)
socket (PF_LOCAL, SOCK STREAM|SOCK CLOEXEC|SOCK NONBLOCK, 0) =5
connect(5, {sa family=AF LOCAL, sun path="/var/run/nscd/socket"}, 110) = 0
sendto(5, "\2\0\0\0\0\0\0\0\5\0\0\0root\0", 17, MSG NOSIGNAL, NULL, 0) 17
poll([{fd=5, events=POLLIN|POLLERR|POLLHUP}], 1, 5000) = 1 ([{fd=5,
revents=POLLIN|POLLHUP}1)
read (5, "\2\0\0\O\1\0\0\O\5\0\0\0\2\0\0\0\O\0\O\O\O\O\O\O\5\0\0\O\6\O\O\O". . .,
36) = 36
read(5, "root\0x\0root\0/root\0/bin/bash\0", 28) = 28
close(5) =0
rt sigprocmask(SIG BLOCK, [CHLD], [1, 8) =0
rt sigaction(SIGCHLD, NULL, {0x7f772b9ea890, [], SA RESTORER|SA RESTART,
0x7f772adf7880}, 8) = 0
rt sigprocmask(SIG SETMASK, [], NULL, 8) =0

nanosleep ({60, 0}, Ox7fff87d8c580) =0

stat("/etc/localtime", {st mode=S IFREG|0644, st size=2309, ...}) =0
select(5, [4], NULL, NULL, {0, 0}) = 0 (Timeout)

socket (PF_LOCAL, SOCK STREAM|SOCK CLOEXEC|SOCK NONBLOCK, 0) = 5

connect(5, {sa family=AF LOCAL, sun path="/var/run/nscd/socket"}, 110) = 0
sendto (5, "\2\0\0\0\0\0\0\0\5\0\0\0root\0", 17, MSG NOSIGNAL, NULL, 0) = 17
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poll([{fd=5, events=POLLIN|POLLERR|POLLHUP}], 1, 5000) = 1 ([{fd=5,
revents=POLLIN|POLLHUP}])

read(5, "\2\0\0\0\1\0\0\0\5\0\0\0\2\0\0\0\0\0\0\0\0\0O\O\O\5\0\0\0\6\0O\O\O". . .,
36) = 36

read(5, "root\0x\0root\0/root\0/bin/bash\0", 28) = 28

close(5)

[...]

- EIANRBI S D FETM S, i, BREFITANEANFEXHNFAERR, BEAUT

A
<.

> strace -e trace=open,write ls ~
open("/etc/ld.so.cache", 0 RDONLY)
open("/lib64/librt.so.1", 0 RDONLY)
open("/1lib64/libselinux.so.1", O RDONLY)
open("/lib64/libacl.so.1", O RDONLY)
open("/1ib64/1ibc.so.6", 0 RDONLY)
open("/1ib64/libpthread.so.0", O RDONLY)
[...]
open("/usr/lib/locale/cs CZ.utf8/LC CTYPE", O RDONLY) = 3
open(".", O RDONLY|O NONBLOCK|O DIRECTORY|O CLOEXEC) = 3
write(1l, "addressbook.db.bak\nbin\ncxoffice\n"..., 311) = 311

w w w w w w

E(REMESHEXNASKIAR, 15#EH -e trace=network:

> strace -e trace=network -p 26520

Process 26520 attached - interrupt to quit

socket (PF_NETLINK, SOCK RAW, 0) = 50

bind (50, {sa family=AF NETLINK, pid=0, groups=00000000}, 12) = 0
getsockname (50, {sa family=AF NETLINK, pid=26520, groups=00000000}, \
[12]) = ©

sendto (50, "\24\0\0\0\26\0\1\3~p\315K\0\0\0\0\0\0\0\0", 20, O,
{sa_family=AF NETLINK, pid=0, groups=00000000}, 12) = 20

[...]

c BT ERREERES N RAIER LVYE:

> strace -c find /etc -name xorg.conf
/etc/X11l/xorg.conf
% time seconds usecs/call calls errors syscall
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32.38 0.000181 181 1 execve
22.00 0.000123 0 576 getdents64
19.50 0.000109 0 917 31 open
19.14 0.000107 0 888 close
.11 0.000023 2 10 mprotect
0.00 0.000000 0 1 write
[...]
0.00 0.000000 0 1 getrlimit
0.00 0.000000 0 1 arch prctl
0.00 0.000000 0 3 1 futex
0.00 0.000000 0 1 set tid address
0.00 0.000000 0 4 fadvise64
0.00 0.000000 0 1 set robust list
100.00 0.000559 3633 33 total

BIREXMHIENAE FEiE, BEA -f.

> strace -f systemctl status apache2.service

execve("/usr/bin/systemctl", ["systemctl", "status", "apache2.service"], \
0x7ffead44a3318 /* 56 vars */) =0
brk (NULL) = 0x5560f664a000

[...]

mmap (NULL, 8192, PROT READ|PROT WRITE, MAP PRIVATE|MAP_ANONYMOUS, -1, 0) =
0x7f98c58a5000

mmap (NULL, 4420544, PROT READ|PROT EXEC, MAP PRIVATE|MAP DENYWRITE, 3, 0)
0x7t98c524a000

mprotect (0x7f98c53f4000, 2097152, PROT NONE) = 0O

[...]

[pid 9130] read(0, "\342\227\217 apache2.service - The Apache"..., 8192) = 165
[pid 9130] read(0, "", 8027) =0
® apache2.service - The Apache Webserver227\217 apache2.service - Th"..., 193

Loaded: loaded (/usr/lib/systemd/system/apache2.service; disabled; vendor
preset: disabled)

Active: inactive (dead)
) = 193
[pid 9130] ioctl(3, SNDCTL TMR STOP or TCSETSW, {B38400 opost isig icanon
echo ...}) =0
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[pid 9130] exit group(0) =7

[pid 9130] +++ exited with 0 +++

<... waitid resumed>{si signo=SIGCHLD, si code=CLD EXITED, si pid=9130, \
si uid=0, si status=0, si utime=0, si stime=0}, WEXITED, NULL) =

--- SIGCHLD {si signo=SIGCHLD, si code=CLD EXITED, si pid=9130, si uid=0, \
si status=0, si utime=0, si stime=0} ---

exit group(3) =7

+++ exited with 3 +++

NREFE DT strace i, ERICEEARK, UBLEEERGEOTERENE, 5%
A -0, AXMBERT, REREARTERER, FIMBEXMMNoBEEENERS. EERLUE
A -qREXEERE (ERBRTRIEENERER) . EERRIEBNSITHAKRNMNE,
BfER -t

> strace -t -o strace sleep.txt sleep 1; more strace sleep.txt

08:44:06 execve("/bin/sleep", ["sleep", "1"], [/* 81 vars */]) =

08:44:06 brk(0) = 0x606000

08:44:06 mmap(NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP_ANONYMOUS, \
-1, 0) = O0x7f8e78cc5000

[...]

08:44:06 close(3) =
08:44:06 nanosleep({1l, 0}, NULL) =
08:44:07 close(1l) =
08:44:07 close(2) =
08:44:07 exit group(0) =

~N O © o ©

&R LUTH strace BT AMBIERR. BXFHAEERE, BSRMEXFMIT (man 1 strace),

17.2 {EH ltrace [RIZREE B

ltrace AJRERHIENISEIRARE. HEZES strace £, MENAIBDSHEELEMUIAERE
BEX. BIANERT, ltrace (@ /etc/1trace.conf g ~/.ltrace.conf BB, F
i, EALAfER -F CONFIG FILE EDISEZMEE XX,

BT EREREEAA LN, ®H -SiEDR Ltrace Ar] LURERRSIAR

> ltrace -S -o ltrace find.txt find /etc -name \

xorg.conf; more ltrace find.txt
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SYS brk(NULL) = 0x00628000

SYS mmap (0, 4096, 3, 34, Oxffffffff) = Ox7f1327eal000
SYS mmap (0, 4096, 3, 34, oOxffffffff) = 0x7f1327ea0000
[...]

fnmatch("xorg.conf", "xorg.conf", 0) =0
free(0x0062db80) = <void>
__errno_location() = Ox7f1327e5d698

__ctype get mb _cur max(0x7fff25227af0, 8192, 0x62e020, -1, 0) = 6

__ctype get mb _cur _max(0x7fff25227af0, 18, 0x7f1327e5d6f0, Ox7fff25227af0,
0x62e031) = 6

__ fprintf chk(0x7f1327821780, 1, 0x420cf7, Ox7fff25227af0, 0x62e031
<unfinished ...>

SYS fstat(1l, Ox7fff25227230) =0
SYS mmap (0, 4096, 3, 34, Oxffffffff) = 0x711327e72000
SYS write(l, "/etc/X11/xorg.conf\n", 19) = 19

loaal

SR LAER - e I ERTREEHRE, UTRAFIES fnmatch fl strien EKEHEXD
EEIRAR:

> ltrace -e fnmatch,strlen find /etc -name xorg.conf

[...]

fnmatch("xorg.conf", "xorg.conf", 0) = 0
strlen("Xresources") = 10
strlen("Xresources") = 10
strlen("Xresources") = 10
fnmatch("xorg.conf", "Xresources", 0) =1
strlen("xorg.conf.install") = 17

[...]
ENETREEREENAS, EEA -1 /path/to/library:

> ltrace -1 /lib64/librt.so.1 sleep 1
clock gettime(1l, Ox7fff4b5c34d0, 0, 0, 0) =0
clock gettime(1, Ox7fff4b5c34cO, Oxffffffffff600180, -1, 0) = 0

+++ exited (status 0) +++

ERILAMER -n NUM_OF SPACES ¥ MREFBKIEENTHRERSEE, LUESmEaSix
1o
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17.3 fEMA Valgrind #1TIAIRM 9

Valgrind 2—EI &, mAXMoENER, UFEEEBERETEE/DHEE, Valgrind &
LIeM S NEFEEEMLEEXMNE, FrIUESBTHERSTANES, BARFAEM,

ttTEAREAFERESNFHE, FINSHKETHEEEK, XREEFITHNHLTEAE THRE
EBREFITH.

17.3.1 &3

#RAE SUSE Linux Enterprise Desktop Z1TEMHFHKMEM Valgrind, BERSE LRE
Valgrind, FE3REX SUSE Software Development Kit, fAE&R&EZIRGHIEIT

zypper install VALGRIND
5, & %5 SUSE Software Development Kit B3R, % Valgrind G EHERUTHRTRKE

=E
rpm - i valgrind-VERSION ARCHITECTURE.rpm

SDK @i&FF SUSE Linux Enterprise B9#&1R, BILUEE SUSE Customer Center NTE45@iE 3k
18, BX4T, FER (ERMT RBIREND) X&E.

17.3.2 XFHEREN

SUSE Linux Enterprise Desktop 2157 LA MAR LM LIE1T Valgrind:
* AMD64/Intel 64
e POWER

* IBMZ

17.3.3 _H§LT§/§\

Valgrind WEERE R EREBSMANEREFARITXHESER. BLFEMRINENE
FEIRIfEAE. &WTFARIETT Valgrind:
valgrind VALGRIND OPTIONS your-prog YOUR-PROGRAM-OPTIONS
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Valgrind @& %1 ITH, 8/MTABRMISTENIIR. ATHNEEESERES, TILERW
MNIAFER, REENREXMRZE - -tool, IEMER Valgrind BTN TR, WERE
BRILIETR, ZRINSESR memcheck, ffliN, EfEA Valgrind B memcheck TAiE4T find ~ -

name.bashrc, EERLSITRRAULTHS:
valgrind - - tool=memcheck find ~ -name .bashrc

TERM T iR Valgrind TEFIRFMEEHEA:

memcheck
MR EFEEIR. e UEBEMARER, FREERIET.

cachegrind
DEEFTN. ErlUEBERRRER, FEETREER,

callgrind
TEBI5 cachegrind £}, BEESKERAMEFIRER.

exp-drd
KWNEEEIR, BRI USEMEHESZEAERR, EHEBEBET.

helgrind
B PEIZHEIRONEE. KT exp-drd, BEAFRRBIRAEKS R,

massif

—NESITES. HRERATHESAREFELENNEXE, T AaEEREARER,
FHE,

lackey
AFERITAEARINENTRFITA,

17.3.4 FAIAGEIN

Valgrind B LATE BB ENIE, Valgrind SE="MIE&:
1. 1&17 Valgrind WAEAFHEBERHH .valgrindrc X4,
2. IFIEIE $VALGRIND OPTS

3. i&17 Valgrind WERTE R .valgrindrc X4,

LUR DA
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eRRB EAEMIINE S ImXLERR, EEEENETRE T ELIENED,. S55%5E
Valgrind TEMEXANETAERZTANZFIN EESEANRS. Fld, NRERE
cachegrind G PITEURB N /tmp/cachegrind PID.log, ¥ FE—{THRMNEIEE
Sy .valgrindre >t

--cachegrind:cachegrind-out-file=/tmp/cachegrind %p. log

17.3.5 Valgrind W IT{ERIE

Valgrind TERTHITX 4B ehZ SIS EIZHIN. EaMZAHRITIXEMABXHZEAEET
FEidER. ARITXHINRIEEEEBEIEERN Valgrind TR, ZTASRINESHNAERL
BN, A, ZAEIERELA Valgrind &0y, THHRITES4EL,

g0 memcheck £AFMBSNABHEFRESIREFREN. Fit, BFNIETRELLEERNM
TIMEREIBRZ,

Valgrind SIEEFHNEEIES, Alt, ERXSKERFNARE, FSOEFMEEXE (8
ECE) . BTERIRENE, F%. NRESHMEA Valgrind INEEIR, ©ESKMXELE
(g0 C. X115 Gtk ) HMEEIR. HTFEAFEMBEEEFEXLEIR, ALk Valgrind 7]
LU MG X IRE S ham BIBRm X . - -gen-suppressions=yes &4l Valgrind 1k

EXLREAR, EETUEEEREIXEF,

ENIRMHESSETHRITXE (F18868) fEX Valgrind 281, #Ig0, MREHNBRER @IS
73k Perl BIZSiz1THY, MEAIgEEIRMULEIS /bin/sh (T /usr/bin/perl) #EXHVEEIR
HE. EXMERT, AILUER - -trace-children=yes EERILRE, I, FERARHRIT
X 47 5 BTk G Lt ) RS R BV DR B o

17.3.6 EHE

Valgrind ZEIE1THHAEISIREHE, EFESIFHABIRMNEESG., UTRHIBRET XLHE
B

> valgrind --tool=memcheck find ~ -name .bashrc

[...]

==6558== Conditional jump or move depends on uninitialised value(s)
==6558== at Ox400AE79: dl relocate object (in /1ib64/1d-2.11.1.s0)
==6558== by 0x4003868: dl main (in /1ib64/1d-2.11.1.so0)
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o]

==6558== Conditional jump or move depends on uninitialised value(s)
==6558== at Ox400AE82: dl relocate object (in /lib64/1d-2.11.1.s0)
==6558== by 0x4003868: dl main (in /1ib64/1d-2.11.1.so0)

o]

==6558== ERROR SUMMARY: 2 errors from 2 contexts (suppressed: 0 from Q)
==6558== malloc/free: in use at exit: 2,228 bytes in 8 blocks.

==6558== malloc/free: 235 allocs, 227 frees, 489,675 bytes allocated.
==6558== For counts of detected errors, rerun with: -v

==6558== searching for pointers to 8 not-freed blocks.
==6558== checked 122,584 bytes.

==6558==

==6558== LEAK SUMMARY:

==6558== definitely lost: 0 bytes in 0 blocks.
==6558== possibly lost: 0 bytes in 0 blocks.
==6558== still reachable: 2,228 bytes in 8 blocks.
==6558== suppressed: 0 bytes in 0 blocks.

==6558== Rerun with --leak-check=full to see details of leaked memory.

==6558== 5| \ Valgrind B EE, HEEHIE IDES (PID). ERILIEEMIE Valgrind BEES
EEASNEEX SR, HBEMLESETRENH#E,

E{E Valgrind BEELEEIFA, 15FEA -v, BEEFLUER -v -V,

eI AL Valgrind BEDERRIZF =N FENLE:

1.

179

ZINBERT, Valgrind £ HERAXFIXXHHARRT 2, EMnEREIREH. EaJLUER - -
log-fd=FILE DESCRIPTOR NUMBER &R, &4 Valgrind HEEELXEFHEREMX
HHEIR T,

. BTHMAGE (BREBERIAE) M - -log- file=FILENAME ¥ Valgrind BY/HE

RIXRFIMENAX G, hETERZNTE, 190, R Sp BN SaiFran#EizEn PID,
X, EHELE] LIRIEREIX 4R PID MERIFER. %q{env_var} iR AMHEx
env_var ifETEME,

TR EE B Apache Web ARZS23HAIBI RTREHIRNAFEEIR, FINRERF#HIZ, H
R4 Valgrind JHE B NFIR HEIHIE PID K2 WIARRESC M :

> valgrind -v --tool=memcheck --trace-children=yes \

--log-file=valgrind pid %p.log systemctl restart apache2.service
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IEHBREMRRSKFEET 52 MEEXH, £&ET 75 WBEtE, miEAREEA Valgrind BY
EFEERTFTRET7#¥KIE{T sudo systemctl restart apache2.service, i=z{7HY
BIRAN% T 10 15,

> 1ls -1 valgrind pid *1log
valgrind pid 11780.1log
valgrind pid 11782.1log
valgrind pid 11783.1log
[...]
valgrind pid 11860.log
valgrind pid 11862.log
valgrind pid 11863.1log

3. XA REMA T @M &% Valgrind BB E. BEFH - -log-
socket=AA.BB.CC.DD:PORT NUMEINIgEMEEEFR aa.bb.cc.dd IP #ultF0
port_numiz[5, WMREHKKEOS, FEA 1500,

MR EN LB ERINAZEFEBER Valgrind BUER, BXEHERIXEIK
KERFMWSERX. ERMNLL, BHIEER Valgrind —iEChEkt T & LRV 0IFIZR
valgrind-listener, ItiiFEEFEZEIIEEHOZINERE, HEERIINEMAR
AERIEIRERIH,

17.3.7 fHiZHEHBE

Valgrind KI2EFIEHRIZES, MRLNEFEIR, T2 ZBRSHEREEHTHR. It
FEFE Valgrind REEENEIRES. NMREBMEENEIR, ERIERZER, BRETE
FER. WHEIENE SR/ B AR EENHEIRILETEER.

-VIEMSKAAIREIHEE (RESHHERE) A3 Valgrind FATHRILBIERE. L, IR
MZE 1000 MAEMEEIREE 2440077 10000000 P EIR, Valgrind &FIEURESEIR. BEUH
PREIHEEFMERIFHES, BEFA --error-limit=no,

REFIRSSHEMEIR, AL, FRERNEHRINFEERER, HEEERNERER.
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174 EZER

° BEX5SMARRERTABXAETRITTREYIR, BSRMENMFMDT (man 1
strace. man 1 ltracefIman 1 valgrind) ,

o FHAHAE Valgrind NERREBE 7 AXERER, Valgrind BI1FRBIEHE, &
&% (Valgrind User Manual) (Valgrind BF3#) (https://valgrind.org/docs/
manual/manual html) 2, MREFEEX Valgrind StENET AR ENAENESHR
55, ASKIRIRXEDIHE,

181 B %{58 | SLED 15 SP7


https://valgrind.org/docs/manual/manual.html
https://valgrind.org/docs/manual/manual.html

18 Kexec #1 Kdump

Kexec 2—MA] IMERIIEITTRVALS I SHEANS —ARHN IR, ErIUEFARITEABRSE
KRB R TIRARES IFRE, EEAILUEEFRS, UEERRHEGRIER T5ISENS
—R%o

18.1 &Y

£/ Kexec AIRHETTHHARAZBIRN S —RZ, MEREMHESIR, ZTRIEEER, EHEN
e

° MRAKESISEHE
NREFEMEERSISRSR, Kexec AIUEETEKETIEL,

o B AR ERE AR
HENBEGIFEER, ERAERMHETERSEMT RN, EHAFSEILANERER]
FERVEEF. Kexec AIRNIZE | REIEMRUBRANRERER, XiF, MAURAEEME
DRGBERBBI KL

o RIEFHHRAIZAVELAE
Kexec AIIREMEAENAR. EEFARLKELRER, BRNZ (EHREREFCER
BITHIMINAG) SREFERERZIRS. RENREGAEBEHITEELDI .

° % GRUB2 EEERIA]5|S
HARRMER Kexec 31RAZE, IPUI5ISNHEFMER. BA5ISIIZRTESHTS
SMHEEFEEFNEIRMEAK,. EH Kexec, BHABEEZES|ISMBEFIEERS
Mo

18.2 FRFBHVEFE

E7E SUSE® Linux Enterprise Desktop _E{EFH Kexec RIRES | SR BENEMGRIR, 15
RE R kexec-tools B4HE, ZMHEE SR kexec-bootloader fiHZAs, %z
SFEEG I SNEEFERE, HERSEM5 | SMEERHERBRIZETIRIEZTT Kexec,
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BRE— AR ERNZEREEHERBIARE SRS, BHERERE makedumpfile X
e

£ SUSE Linux Enterprise Desktop 8 Kdump BYE %5 AEFIA YaST Kdump 1R, BE(E
FA YaST #&3R, i5H{RE RT3 yast2-kdump 3RHEE,

18.3 Kexec REPLEHS

Kexec FEREERHMLR /sbin/kexec &5, Er @AM AR A ER Kexec INEA
%

o BARZMERENEFRNZBMILTE, EITERESIF:

# kexec -1 KERNEL IMAGE

f&o] LIFE S E R kexec -e 5| S EILRZ,
o BAZMEEFTNERNFEXE:

# kexec -p KERNEL IMAGE

LRGN, ZE5IRULERZ.

BETRRHGNGISE—ARHEREE=AZNERE, SEEME—MRARNFTETRAKIE,
EFERKIT A RMBEI XK, RAEERRGITIRERT R, WXIGATHERRNZ, UED
URER & = NI 7E DT,

EMBXIE, BRI crashkerne L IBME £~ RAZN51SH<1T. EME crashkernel
KIFFE(E, BBMEE 1847 “I1E crashkernel SEiA/ N HpYiR BRI,

XN BRRZASEH, HRAIZTER Kexec,

BRAZSMBETEXE, HEFRIZER. A5, Kdump 22IXERBRNEZ, BRE~
NIZELN EEAB AR, XEKE, HEZE Kdump BERTEERK.

EMHFHRANZ, FERNMAZS | SEH. KSHERT, SERTIE RAM XERSA#HITSI
Fo TRILUMER - -initrd=FILENAME $57ELtE%, £/ - -append=CMDLINE RI[mE5|SHY
MIZAYER LT TIENNIED,
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IARME = RIZNGEST. REEHIEE - -append="$(cat /proc/cmdline)" B&<
17, SfERA - -append="$(cat /proc/cmdline) more options" RINEZEINENA,
flan, EFEAHFIETETHNE~RAZNGE<SITH /boot/initrd XHNE; /boot/
vmlinuz-6.4.0-150700.38-default RiZM1E, BEETIUTHS:

# kexec -1 /boot/vmlinuz-6.4.0-150700.38-default \
--append="$(cat /proc/cmdline)" --initrd=/boot/initrd

EHERSER AT LUEN S SR INF N 1Z, BEIFGES - LIRIUNEAIAL, 15fER kexec -u <,
EHEEET - p EINFAIER SRR, 15fEA kexec -p -u <,

18.4 it& crashkernel #E2A/)

BIEECHIRNIZER Kexec U LERZGER Kdump, FENHEIRNZIE RAM. DECK
NEURTFHEHNTEREGERE, FtEEREEEE.

PEA/NEBURTF I BB EREN, BRFEEEESERAREKREHITIE,
i3#2 18.1 : AMDG64/INTEL 64 L5 EaA/N
1. EREUTBENNEE, BETUTmS:

# kdumptool calibrate
Total: 49074

Low: 72

High: 180

MinLow: 72

MaxLow: 3085

MinHigh: 0

MaxHigh: 45824

FRB AL MB J9 81,

2. 35IET Low A High BYE,
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5.

Q ¥=: LowMHigh ERI& X
7£ AMD64/Intel 64 itEH L, High BRTFAIETARNENRNEMEE, LowEX
7~ DMA32 X AETEZ, BN, BD 4GB LIHIEEBNTE,

SIZE_LOW 21Xz #¥F 32 IANSEFMENRNERZ, W=/ DMA32 E#E X S E
64M, INREMIRS I E S EAMIF 32 iIAVIgE, 5 SIZE_LOWIERE 72M B9
RINDBEA/ DR ATHRR—YIES. —FeEgenGIsMERE, £ NUMATEN L, B
FEEF LM Low RNTF. AILUER numa=off 5|F Kdump iz, UHFREMAZ
SEAER Low AT

3. IRIEMIANZITENIA LUN Rz (FFERERNRR) BERBLE—TEHRHigh &,

BfEAUTARITESEE (LI MB AEMI)
SIZE_HIGH = RECOMMENDATION + (LUNs / 2)
AP ERT LIRS
e SIZE_HIGH: High W4R(E,
e RECOMMENDATION: kdumptool calibrate JjyHigh ##&89{E,

° LUNs: FTIHAZTEITEMN LEIEMNRA LUN RIZEREH. BEMEEFHHRZRE
wE, AASRBRXEIRE, BRMNAS EHAEIHEY LUN 38, /T T

A .
~ .

> cat /proc/scsi/scsi | grep Lun | wc -1

4, MRIZEIRENIEFTE DMA32 KIFE T KENATTF, NWEFERFE Low(E, BE, &

BEAEEANTUNTEXE[E, Fit, BEEIXNARFEEZH— I REHENT
2o

— 415 kdumptool calibrate 37 Low (&,

WE, FEEERNUEIREE.

MREEEEARGG LT
BRUTRZABUENMNEIS | SMEEFEE
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crashkernel=SIZE HIGH,high crashkernel=SIZE LOW, low

B SAIRF SIZE HIGH I SIZE LOW B AaimSBHMENE, FHEMFS
M (R=xMB) o
B0, UTIREER:

crashkernel=36M,high crashkernel=72M, low

yu%:uﬁﬁamm YaST GUI
¥ Kdump REFIRIKENEHRER Low (&,
¥ Kdump W7 ERIRENEMRER High &,

WMRISEARE YaST fs <1757 m:
ERU TS

# yast kdump startup enable alloc mem=LOW,HIGH

BR LOW A BEHRER Low B, 75 HIGH BHVEHMER HIGH &,

() =7 Hb21BM Z ERBIAETERN CCW i8E
RIERT I ERIEE, crashkernel RIZSEHIEEMNITENFEEHAEB. EaILL
REKRZE, MERHIARZAIFISEHRE, X LK crashkernel I BFIERNAE
=,
1. BRRBRIGE, AILUB1T cio_ignore TEAMBENMTRZEFAEILRE (HaTED)
B EAFRNIEEBRIN) o

> sudo cio ignore -u -k
cio ignore=all, !da5d, ! f500-f502

Y%7 cio_ignore -u -kBY, ZBRBEESECE, HUERIMIEER
B, RABERREANILE, AEENNEERTBEEFRAT, BUNRMNFHE
Eig#%& (&8Z z/VM THJ CP ATTACH, ¢ LPAR FHIENZS I/O BEEER) , 2B
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IS EMANETINERE, ERfLEHIMXFER, 1E%kiz{T sudo cio_ignore -
LR RERAIRE, SAGTEIETT clo_ignore -u -k BIRRENZIRTS. tHrlEE
AT RINEIE R RNES | S8,

2. IE, BEE& AT cio ignore RiZE&#5ME /etc/sysconfig/kdump
ehfy KDUMP_CMDLINE APPEND, f40;

KDUMP_COMMANDLINE APPEND="cio ignore=all, !da5d, ! f500-f502"
3. BEERFD) kdump BUEIZILE

systemctl restart kdump.service

18.5 Kexec EZ&FH%
E{EM Kexec, BHRIENAIARS ERBMAHETET:
o HIRTEBENARFABINNE Kexec ARSS:
> sudo systemctl enable kexec-load.service
* R Kexec BRSIETEIETT:

> sudo systemctl start kexec-load.service

ERIER Kexec MIBRBIER T, BRIAER Kexec B3| FEIFHINZ. WERITNZEE
HARER, BSBERERNEERSEERS LIZTT. ARBITUTHS:

systemctl kexec

SR EMEE BRI FEFREFHAZIEREN, HIEZEETN. EWEETE
HHB. SFAZEISN, RBIREBGNEMNE, BFRERETEFNESHE,

() #R: 7E reboot s HER Kexec

E(F reboot £/ Kexec MARHRITEMESIS, BEITUTHS:
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1n -s /usr/lib/systemd/system/kexec.target /etc/systemd/system/
reboot.target

FERY AT LUE S MBS etc/systemd/system/reboot. target KRR LIZE .

18.6 WA AHIFIZEES | SEE Kexec

Kexec BEBTMEESIS, HM0, MNRBITENEGHRNGIEEBRXEREKNEHEBHR
A5, MAILUEA Kexeco

£ Kexec ES|SRAR, AERABRGMSISMEREF. TIHHEVRITEEESISZH, X
5| SMEEFEE A E A E NS B 2,

18.7 Kdump E&ES

BILAEF Kdump (REFEZEE(E. WIRAZERS, SERTIMENRNERGERIIXGHRARR
BER. AR, EelLUEREE Y, IRHAZERHNERRE, XMA “ROFERE

Kdump BITEARS Kexec R (GBBIE 185 “Kexec #l Kdump” ) o BITHMEFR
2SS, SPITHERRZ. XAITET, Kexec BEFRZEIRR THRAZ, A Kdump
B, R LUAR BB R RZINNETE, A Kdump RZRIRERRIZE B iR RIZIA
FIRE,

O =R BIMEREE
EXRMEFHETEIBRIITER, FEREBINEHITRIZEE, Kdump ZIFEREEE
BIMLgiEO, Fi@id initrd BEhiziEO. LAN F1 VLAN #O9% L4, 8 YaST &
1£ /etc/sysconfig/kdump x5 {E A KDUMP NETCONFIG 3EIRR$5E ML OFE
I (DHCP Z&3A) o
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O == yAERSBHEES Kdump NERXHERS
AL E Kdump BY, AJLIEE A FREFZMEMRENME (BIAA /var/crash) . #AMTE
BRE Kdump ERIEESULIE, BNERESXNK,

18.7.1 Kdump B9FohEcE

Kdump M /etc/sysconfig/kdump XEFREVEACE., Kdump HELARRE B UHRERER
HNAZLIEETE. EURINEKEMFER Kdump, BERBUTTSE:

1. & 1847 “itHE crashkernel 2EA/)N FHIHBBHAE Kdump FRERREE.
HBFRIEERNZESE crashkernel,

2. EFRHHEN.

3. BA Kdump BRSS:

# systemctl enable kdump

4, TLU4REE /etc/sysconfig/kdump RREI, BEEIBREMT THRIMNEME Mo

5. £/ sudo systemctl start kdump $1T7—X init {4, HESIS RS,

EARIAMEEE Kdump f5, KEBEEZRIRITEIF. HERIATKEEAAFRER, BREEM
EERSETERS Lin(T. ARESRUTIE:

1. {#£/ systemctl isolate rescue.target tJiEZIIEB IR

2. EF50 Kdump ARS:

# systemctl start kdump

3. AU T LHHEMRMRXERF SIMNIFIBHE X RS

# umount -a

4, DRRRAEMERRXERS:
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# mount -o remount,ro /

5. i@ Magic SysRq A& #RY procfs IZOMA “MIEER" :

# echo c > /proc/sysrq-trigger

O == mEEEL)
KDUMP_KEEP_OLD_DUMPS i&Ti=HI{R BHIAZEZEE (BRIAA 5D - TNRARESE,
HAER/NRARBRI AYEERNTES RAM 9K/, 1E8HfR /var X LG EBH=IEL,

WIRAZE 5T, BlETAZNATFRBEBEREFIEINGRS, R1FHFH KDUMP_SAVEDIR
EIRIERE, BAINFA /var/crash, %15 KDUMP IMMEDIATE REBOOTi§EH yes, ZRHASH
EIISETFHNZ. BRHROESEEE /var/crash eI T g,

18.7.2 YaST Ec&E

E(FEF YaST B2E& Kdump, FERIE yast2-kdump 46, RABTE YaST I=FIF LIRSS
BIFBEIAZ Kdump #&3R, FELL root BHEHGSITHEAN yast2 kdump,

YaST2 - o x

T oo e

g
#EH E‘-?if%ﬁﬁ Kdumpt
BT AR FEEA BRRZEEL)

EHRE ZEFKdump(D)
Kdump R7F
RANTFERE [MiB]: 2047
TEATE (MBl: 1939

Kdump JRTZF (L) [MiB] (72 - 2046)
|72 =

Kdump PI7E3%(H) [MIB] (0 - 2046)
124 2

- =HH) mHo | [ mEo

18.1 . YAST KDUMP {&EiR: BEIT
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FEREMEOREREEA Kdumps

LIEERITHZEON, RASBHMER Kdump AEFENE. B2, XHFEREXLEREE
LHERK, BIREBIEMRNE, HEES 1847 “itE crashkernel ECA/N RBVIHERER
Eo

O == EXEHEERIZE Kdump R7EE

MREFETBENLIRET Kdump EXREE L Kdump BRI RAM SIER AR E, YaST
SPGB RHEREERNAEFE,

BRI, ERIBE 1847 “ItH crashkernel HELAN PEIRBRHAEMS
WNF. ARTE YaST RFmgERTF.

FAEERPRELLEDE, ARRERESTERMETH. THEESUTREAZEIREEA

Zin)@ .

° FFN
° AP#EER
* AJAHR

EHEMEEREOR, SEREERIEE, DUREREEASRKREFER URL, MNREXET
FTP B SSH EMLHY, MEFBERNEXBTIENER.

() =7 SEHUNARFLZEERR
BILUETE Kdump BAERRTFRE, HttAREF BRI UEREPREFEEE, 4
Kdump ;FIEEIR¥REX R, SRBEREMNAEFRNEEXY, AMASERERIP)

o

NREFHE Kdump BT B FEHH RS EHBAXNSEHENAE, BARTRIZEEOFRMN
¥E Kdump /3, BEEFHEENEOFESHENER, HREWERIAENR. NEEkE
Kdump,
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18.7.3 Kdump 3&id SSH &4

REXHEEENBEE, RItNPERERINEEXLEHE. BEATEIFLEHNMER
Rtk ¥R, Kdump BILAER SSH hisOR i tE SR TF 22 1T B o

192

1.

BERENSHITF Kdump BAREHE, FEMIIX—RAEREKTF2EREE A
EBUEEE, % Kdump &£aFEY initrd B, £i517 ssh-keygen -F TARGET HOST
REHBEIRENN S5, XY TARGET HOST AHZEACHE, ARISERLEER, SIiZ
IRVER—TiE 2 5 7A R 7E Kdump EHL_ELL root &35 TARGET _HOST #31 SSH iE#%,

Kdump AZREEIS 3 BRIt BN IR TE DT, Bai ReEERARERASMHIIE. Kdump
BIASER root MWFARZSA, BEINVEN Kdump BIEEIRMZREA, BJLUER ssh-
keygen H1TILIRIE:

a. # ssh-keygen -f ~/.ssh/kdump key

b. IRGHRTRANBITOLH, 15 enter  (B), NMEREABITOR) o

c. ¥JFF /etc/sysconfig/kdump H3& KDUMP_SSH IDENTITY i&E
kdump key, SNERZXERTE~/.sshF, AUERAHTERR,

%8B Kdump SSH ZALIENE R EZZEEN.
# ssh-copy-id -i ~/.ssh/kdump key TARGET HOST
1% & KDUMP SAVEDIR, HRE/MZEIN:

L2 HEHMY (SFTP)
SFTP Bi&@id SSH ZiasXHFRIENE S %, BIRENLIUS A SFTP F£&4t (SUSE
Linux Enterprise Desktop BRAERBH) . =fl:

KDUMP_SAVEDIR=sftp://TARGET HOST/path/to/dumps

LIV (SSH)
HthFELLITENER SSH EBFEN LIZ1TRELER S, SUSE Linux Enterprise
Desktop 2RI ARt 575, BfFEN LR Kdump AR REE— I HIT T
SHERINE: mkdir, dd Fmv, )
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KDUMP_SAVEDIR=ssh://TARGET HOST/path/to/dumps

5. EREN Kdump BRSS LAERFECE.

18.8 3 MTBR B4R 1A
REVEETS, AT SHTANT. RORHET SN0,

BT ER4)Ia TR GDB, BEEAUERMIHRERERALTAR, fd, ethFEE—
LEFR R AN PRE -

* GDB HIFZ AT IHHNZEMEN TR,
* GDB "3z#7 32 U & LAY ELF64 IS fFo
* GDB FEEIRAIER ELF ZAELISMIE MR (X IRES ERIEE) o

=

B FXLERE, RICHNSEERE R crash, crash 8EE O ITEEREEME, FAEAIRIE(TH
A%, SRETERTFIER Linux RZMTHEE, EE&AF=4%iER,

EAE Linux A%, TEREHFREERHE, FAUTHSRECHNAALLRTERE
LN ES TN

N

> zypper se kernel | grep debug

O == a2EREENRGanEEE
MRIERRFEITIR T BEMEFT, E0]LFE SUSE Linux Enterprise Desktop 15 SP7 BJ4H
% *-Debuginfo-Updates Bx#l L& FEFILEl “debuginfo” i€, {EFH YaST
BRZEEE.

BEEMILERITTEN LR crash ITHEIRRLAE, BERWN TR <!

crash /boot/vmlinux-6.4.0-150700.38-default.gz \
/var/crash/2024-04-23-11\:17/vmcore

F—NMEHRTAZIRG, EZNSEHE Kdump BRIEMEX . BIARIE /var/crash T
RIS

193 ST AR | SLED 15 SPT



() #F: KRR RIE RSB
SUSE Linux Enterprise Desktop B&Ffi 7 kdumpid SLA#%EF (BEEREZHNRHEE
F) , BFIRBIKRNNNIZEME. AIUERLERARERRENERER, FIMEREH
MWIZhRZS, ©3%4F lked. diskdump. Kdump X4F0 ELF $%1i&, #H -v FXARL
SRR, ERRRREIINIES, HIItENEE, NZITRAFRBEMAZEET
o

18.8.1 WL #EHHIXHEI

Linux RIZE AR HITS A §EEET (ELF). bR vimlinux, BEFERFIEPEM.
FHIAFFMB 5| SMNEIZFERHFF ELF Z#HI3XfF, LTHIEE AMD64/Intel 64 (AR5 Lo F3¢
SUSE® Linux Enterprise Desktop 2R EMAR LM, BIHRE T UTHRRAA S,

18.8.1.1 AMD64/Intel 64

SUSE 1=&89EAF AMD64/Intel 64 AR EEFRE ST NWZH: vmlinuz
vmlinux.gz,

e vmlinuz: XZEH5ISMERRFHRITHXM
Linux RIZEE MO AR : WA (vmlinux), UKRESISMEEFETHIREN
Bgo XM MR REKAE—ELIZET vmlinuz (FEEFE z 5 XxNER) o
ERZIEMF, %X &7 bzImage,

e vmlinux.gz: XEAMA crashfl GDB {FHMESE ELF M, £ AMD64/Intel 64 £,
5| SMBREFEEKITASER ELF MG, Fit, RBEM T —NEZERDS,

18.8.1.2 POWER

POWER /Y yaboot 5| SMEBEF L ZIFME ELF B, BARZIFELEM ELF BME, 7
POWER Rz &, H— ELF Linux RiZXX#4 vmlinux, XF crashims, POWER @
Bx (8] BV IR R L5,

NREREEF—BITEN LD ESE, DIKNEITBEVNEREN, UNRIARFAENX .
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REF—aBNETHEEERREMR Linux R4, FREEZITEN EOWEME BRER
=%, BHEMSIHEN LERH< uname -1 FEEBHIH.
MREBES—SH BN LOREME, TFEIRE kernel # kernel debug RHFEFRNES
X o

1. EAZEEME. /boot HEYNIZEREG LR /usr/1ib/debug/boot FREYEELER(S B XX
BEI— =B RS,

2. k5, 5K /1ib/modules/$(uname -r)/kernel/ FREYARIZARIRIAK /usr/
lib/debug/lib/modules/$(uname -r)/kernel/ FXEXEIXEEEHIRZ N
modules BFH R,

3. TEERME. AZMGRERREEXH UKL nodules FEHRIBE RSP, Brhcrash it
BiER:

> crash VMLINUX-VERSION vmcore

FELEMEITEN LDINHEE, crash TRARFHEREMNNTAS L :

> crash /boot/vmlinux-6.4.0-150700.38-default.gz \
/var/crash/2024-04-23-11\:17/vmcore

crash 7.2.1

Copyright (C) 2002-2017 Red Hat, Inc.

Copyright (C) 2004, 2005, 2006, 2010 1IBM Corporation

Copyright (C) 1999-2006 Hewlett-Packard Co

Copyright (C) 2005, 2006, 2011, 2012 Fujitsu Limited

Copyright (C) 2006, 2007 VA Linux Systems Japan K.K.

Copyright (C) 2005, 2011 NEC Corporation

Copyright (C) 1999, 2002, 2007 Silicon Graphics, Inc.

Copyright (C) 1999, 2000, 2001, 2002 Mission Critical Linux, Inc.
This program is free software, covered by the GNU General Public License,
and you are welcome to change it and/or distribute copies of it under
certain conditions. Enter "help copying" to see the conditions.

This program has absolutely no warranty. Enter "help warranty" for details.
GNU gdb (GDB) 7.6

Copyright (C) 2013 Free Software Foundation, Inc.
License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
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This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying"

and "show warranty" for details.

This GDB was configured as "x86 64-unknown-linux-gnu".

KERNEL :
DEBUGINFO:
DUMPFILE:
CPUS:
DATE:
UPTIME:
LOAD AVERAGE:
TASKS:
NODENAME :
RELEASE:
VERSION:
MACHINE:
MEMORY :
PANIC:
PID:
COMMAND :
TASK:

CPU:
STATE:

crash>

mYHESATEEREIRE: AZERNE 42 MESEIETT. BSERER PID 7 9446 B9E
ZIAAT SysRq fili k2%, ULESIE— Bash #i2, EF{EMAY echo 2 Bash JNEHIAERER

To

crash SEAZFZ7E GDB MR FERY, sIRHIFSIIMNIGES, MREMARTEENSER

/boot/vmlinux-6.4.0-150700.38-default.gz
/usr/lib/debug/boot/vmlinux-6.4.0-150700.38-default.debug
/var/crash/2024-04-23-11:17/vmcore

2

Thu Apr 23 13:17:01 2024

00:10:41

0.01, 0.09, 0.09

42

eros

6.4.0-150700.38-default

#1 SMP 2024-03-31 14:50:44 +0200

x86 64 (2999 Mhz)

16 GB

"SysRq : Trigger a crashdump"

9446

"bash"

ffff88003a57c3cO [THREAD INFO: ffff880037168000]
1

TASK _RUNNING (SYSRQ)

By bt, 35 BERSRAYIEEIEITESS AN :

crash> bt
PID: 9446

TASK: ffff88003a57c¢3cO CPU: 1

COMMAND: "bash"

#0 [ffff880037169db0] crash kexec at ffffffff80268fd6

#1 [ffff880037169e80]  handle sysrq at ffffffff803d50ed

#2 [ffff880037169ecO] write sysrq_trigger at ffffffff802f6fc5
#3 [ffff880037169ed0] proc reg write at ffffffff802f068b
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#4 [ffff880037169f10] vfs write at ffffffff802blaba

#5 [ffff880037169f40] sys write at ffffffff802blclf

#6 [ffff880037169f80] system call fastpath at ffffffff8020bfbb
RIP: 00007fa958991f60 RSP: 00007fff61330390 RFLAGS: 00010246
RAX: 0000000000000001 RBX: ffffffff8020bfbb RCX: 0000000000000001
RDX: 0000000000000002 RSI: 00007fa959284000 RDI: 0000000000000001
RBP: 0000000000000002 R8: 00007fa9592516f0 R9: 00007fa958c209cO
R10: 00007fa958c209cO® R11: 0000000000000246 R12: 00007fa958c1f780
R13: 00007fa959284000 R14: 0000000000000002 R15: 00000000595569d0
ORIG_RAX: 0000000000000001 CS: 0033 SS: 002b

crash>

ME, RENBERE—F TR T Bash 5hEHIAES echo ap<[@ /proc/sysrq-trigger %
ET—1MFR. HNAMEREREIRAILFRE, AT crash_kexec() K, LLEREIER
T panic(), B Kdump R7E7T #fif.

BRT EZHY GDB 85 LA bt B3 BRRALAIN, crash SRARERFIEEX T 5 Linux RiZ45H91E
THHEME L, XL RHRA Linux AZBAEEIRSEW, HUEMZENRERXER
Bo BN, EEILAER ps FIHERRNIETEEITHNES. £/ sym 5] U H & &R RIPR
BEAZAS, ATHENMEENE, A files AU E M ENAMEITAX R, S8
kmem AT LA EREXNZAFRENA T, F/H vn il UKNEHENENA®ET, EERTEEITNR
YRR, BRAMTHNIIRERK, HPFITZHTHIEIEMEIFIEDL
BIFRRNG<T R T B Linux 8<% (140 ps 71 Lsof) mThEE, EFERAERNEFIXH
UINEHIRE, FE 7T GDB WAEAHAESZRANIEANKA., XEMIREE 7 AXIERYRE
Eo Lbsh, THRETHE Linux Nz, AXENRERETZMEANSEEEXR.

18.9 Kdump SRECE

Kdump BIECBZHE1E /etc/sysconfig/kdump B, BT LUER YaST RECE Kdump, &
BJLATE YaST =50 ES > N1z Kdump FifiR Kdump BEEiET. LT Kdump i&E5TA]
REXT T E o

B LAfEF KDUMP_SAVEDIR EINE A NIZ BB R, 1HEE, WREEX/NAIREER

Ko NRBEFULEEMEAR /N GHIR] LR =ERF KDUMP_FREE_DISK SIZE JEIN$SERY

B, Kdump FELREFEEARNS. KDUMP_SAVEDIR AR5 URL &= PROTOCOL: //
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SPECIFICATION, EFPROTOCOL £ file, ftp. sftp. nfs= cifs T—, HESMMHN

B specification RRIERE, BI80, E7E FTP RS 2E LREFAZEEME, BFERALUT URLEA
1ty : ftp://username:password@ftp.example.com:123/var/crash,

NIZEERK, EEFZOMFAATERND, A KDUMP_DUMPLEVEL &I AT LAE BRILESE DT,
ZORINAIIER 0 Bl 31 ZEIRVERFE. JIRIERE 0, HEAX/NEEAR, WRIEE 31, BEMR
INBERfE, BXRAIREENTERMN, 152 kdump B9FARTT (man 7 kdump),

B, B/NAZERERNZBFRE, fiN, MREEEINEEIEEE, NEFTETERME
BROEETE], T URAXMCE. 714§ KDUMP_DUMPFORMAT i& &/ compressed 3R3K
BB, crash SCAIER SN AR MERITEISHEESE,

O ==: 31 Kdump BEEXXHMER

*f /etc/sysconfig/kdump XF#HITEXGE, EEz{T systemctl restart
kdump.service, ZNM, B TRESISRAN, XEEHASEK.

18.10 EZEE

BRIEZE TR Kexec Ml Kdump FERNEGEIESE N, B, TEXEERARIEE
THERESESE:

* BX Kexec SLRHEFMIAZE, 15201 kexec B9FART1 (man 8 kexec),

o {&AILUTE https://developer.ibm.com/technologies/linux/ # E£3XEIHE % Kexec B9—H&

-
=Bo

* HXEL T SUSE Linux Enterprise Desktop B9 Kdump BYEZ4T5, i&iAIR https://
ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf 2,

o O] LATE https://Ise.sourceforge.net/kdump/documentation/ols2005-kdump-
paper.pdf 2 E#E Kdump REBHLHIBTENIREE,

5% crash BESHINERTEMNEZAY, EEHEUTEE:
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https://lse.sourceforge.net/kdump/documentation/ols2oo5-kdump-paper.pdf

* B2 GDBMEEM (info gdb) 4}, https://sourceware.org/gdb/documentation/ 2 k&
WM 7 eI TENBYE R,

o crash SCRAEFRMESERIEANEEE. A help COMMAND AT command BYEXAEE
8o

o WIRICAEFTERY Perl £88, BILUER Alicia K& HIEH. ERILTE https://
alicia.sourceforge.net/ 72 E3%| crash LRI Perl &iiH,

o MNRMRIFEEA Python, NMINz%%E Pykdump, L3R4 RIE BN @ Python BiZsiz
GDB,

* H Daniel P. Bovet #ll Marco Cesati # 5/ Understanding the Linux Kernel (ISBN
978-0-596-00565-8) AL EMEA T Linux RIZRIRNERLE,
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19 fEH systemd-coredump Xt TR AR R
1T

systemd-coredump FJEH B0, BAFOMNARERERN>E, ROEEE S
BEREFEELR LG, RIAMERT, SEMHE (HETHRAERFNFAE#HE) FRR,
TRz O MEEFMET /var/lib/ systemd/ coredump X4/, HREZOEEIZRE
systemd HiZ (WNHEFIEE, EEEEM) . EERILUEEER gdb 5% crash FHMT A0S
B (FZ0E 18871 “ﬁffﬁﬂ“ﬁm%ﬁ% ) o

77fi&1E /var/lib/systemd/coredump HEIZIOFEEE =K ERWEMEE GESR /usr/
lib/tmpfiles.d/systemd.conf #8fgd /var/lib/systemd/coredump {T) »

BE—MERASFEZOEE, MEMEHIEREIEIRE, XEMETRERNDERE DRI
£ 577 iE.

19.1 AEMBECE

systemd-coredump BRAERBA, KEEIMEIT, BRIAREMLT /etc/systemd/
coredump.conf ff:

[Coredump]
#Storage=external
#Compress=yes
#ProcessSizeMax=2G
#ExternalSizeMax=2G
#JournalSizeMax=767M
#MaxUse=

#KeepFree=

ANBAIAB. K. M. G. T. PFE, ExternalSizeMax i®%3#%F infinity (&,

UG ERaEER Vim #TEBEANNR, 7FE2EIE—1 segfault SRERL Bic X OF
fio
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312 19.1 £ VIM SIEB 0% i

201

1.

2.

3.

5.

JEF8 debuginfo-pool #1 debuginfo-update fiE1zE

ZiE vim-debuginfo

Brhvim testfile HBAJLNFR

. JRBX PID H4& % segfault:

> ps ax | grep vim
2345 pts/3 S+ 0:00 vim testfile

# kill -s SIGSEGV 2345
Vim & HEIRER

Vim: Caught deadly signal SEGV
Vim: Finished.
Segmentation fault (core dumped)

FIHERZORAE, ARMNEHRITRE:

# coredumpctl
TIME PID UID GID SIG PRESENT EXE
Wed 2019-11-12 11:56:47 PST 2345 1000 100 11 * /bin/vim

# coredumpctl info
PID: 2345 (vim)
UID: O (root)
GID: 0 (root)
Signal: 11 (SEGV)
Timestamp: Wed 2019-11-12 11:58:05 PST
Command Line: vim testfile
Executable: /bin/vim
Control Group: /user.slice/user-1000.slice/session-1.scope
Unit: session-1.scope
Slice: user-1000.slice
Session: 1
Owner UID: 1000 (tux)
Boot ID: b5c251b86ab34674a2222cef102c0c88
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Machine ID: b43c44a64696799b985cafd95dc1b698

Hostname: linux-uoch

Coredump: /var/lib/systemd/coredump/
core.vim.0.b5c251b86ab34674a2222cefl02

Message: Process 2345 (vim) of user 0 dumped core.

Stack trace of thread 2345:

#0 0x00007f21dd87e2a7 kill (libc.so0.6)

#1 0x000000000050cbhb35 may core dump (vim)

#2 0x00007f21ddbfec70  restore rt (libpthread.so.0)
#3 0x00007f21dd92ea33  select (libc.so0.6)

#4 0x000000000050b4e3 RealWaitForChar (vim)

#5 0x000000000050b86b mch _inchar (vim)

MREBSZMLOKAE, coredumpetl info SERFAIAXEAZ I E, AR
PID. COMM (<) BKEXE (RIHAITXXHRISTTRERR) LB OFAE, B, BEEE Vim B9FR
BizibEefE, BERUTH:

# coredumpctl info /bin/vim
¥ PID EF R MLDIEAE:

# coredumpctl info 2345

REErZ Ot E gdb:

# coredumpctl gdb 2345

PRESENT 5l E SR REFEBERENIZOEE. NRZFERAT, WRTEEBFHEIZO
#fE, coredumpctl M RHIEHIERARES. AILTE /etc/systemd/coredump.conf /n
M Storage U= 1T

 Storage=none — ZFBIEFIERIZLFEAE, EFRFHE. XHBEMTREMVERES
RRESEE, flm, BFET (BRBUERIPFRA) (GDPR) BB,

e Storage=external — E#z\ZE(ETE /var/lib/systemd/coredump #2

e Storage=journal — Eiz\ME(ETE systemd HigH
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BhsMaOEER systemd- coredump BUFTSEF, Eitb, T—RzOENENARE
EX, MEAFERHEMRRS.

ERRAGRZOEERIZRE. AJLUER coredumpctl KA REFZOHE, LITRAIZ
PID JiBtd%fiE, FHRFZOEFAETE vim. dump A

# coredumpctl -o vim.dump dump 2345

BXAEENHSTIETGIR, 550 nan systemd-coredump, man coredumpctl, man
core fl man coredump.conf,
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20 iEHAETiElTY

MFMEIMEMS, ILITENMNEMEENNHRERSIEREXEE, BEMWIRRSZE]
KIMEIS EFERE, Fla, £R (BIBiEmE) ,$395% “FRANTP EDEE” FmRR Iz
Rz FARIPILEBY Bl (NTP)o

FERRETE Y (PTP) I Fb R M, B NTP B, PTP ZiFN AAZAMAF =8, SUSE
Linux Enterprise Desktop FREYAIZ Sz MK IR hFE AR EY PTP BSE4,

20.1 PTP &Y

PTP BRI FNEREMEREN, MNBNHRRZ EIIHENT. X—BREWHRIETR
(BMC) B2 EH, REEASIHNESMHIET. RE— N REOR T LU aT L
MBS, ISR EER S (0C). AEZ MNRORR A UE— 1RO LTRSS,
TS —NHEALAMNBERSH, LR sHFRIA5TESH (BC)o TNERERFHIFMEBRENM, B
REMRHASEKEMRS (GPS) B, Xi¥, FRINIMEERER USERESLIRD,
EHXHFE PTP VEBME . STMEZIIRAM MR OITH2 (NIC) #5<Hr PTP, BEFAR L
TEMLZWERER B AIE PTP B95EH, BAFRAE PTP BIShZ BIRNMBAH B PTP B4 L&
AHTER .

20.1.1 PTP Linux 2}

7£ SUSE Linux Enterprise Desktop £, PTP LI linuxptp B8, v@id zypper
install linuxptp ZEZNRHE. ZRHEEHEER TR ptpdl Hl phc2sys 12
F, ptpd4l AIEil PTP AR HAE @RS, (RS AEMHEE, ptpdl =5 PTP BEHFATHH
FF B XN, NREANRGNE, ESRBRAKNHREDSEERY, NIEREGNERRS
BYEhEID EIMLRIE Ok (NIC) £BY PTP BE-BI#hEY, A FHE phc2sys,
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20.2 fER PTP

20.2.1 RBIXchiZF ARG 255

PTP ZER{EABIAZMAEIRENTE R STIFER IS BA B R AF AT B LtkSh, NIC Bz IR RE (e
AUBYEL, ERILAEA ethtool /RIEIREHFZAF0 NIC BIEETHAE

> sudo ethtool -T eth0O
Time stamping parameters for ethO:

Capabilities:

hardware-transmit (SOF_TIMESTAMPING TX HARDWARE)
software-transmit (SOF _TIMESTAMPING TX SOFTWARE)
hardware-receive (SOF_TIMESTAMPING RX HARDWARE)
software-receive (SOF_TIMESTAMPING RX SOFTWARE)

software-system-clock (SOF TIMESTAMPING SOFTWARE)
hardware-raw-clock (SOF TIMESTAMPING RAW HARDWARE)
PTP Hardware Clock: 0
Hardware Transmit Timestamp Modes:

off (HWTSTAMP_TX OFF)

on (HWTSTAMP_TX ON)
Hardware Receive Filter Modes:

none (HWTSTAMP_FILTER NONE)

all (HWTSTAMP FILTER ALL)

RERBFEUATSH:

SOF TIMESTAMPING SOFTWARE
SOF TIMESTAMPING TX SOFTWARE
SOF_TIMESTAMPING RX_SOFTWARE

EHRBREUTSH:
SOF_TIMESTAMPING_RAW_HARDWARE

SOF TIMESTAMPING TX HARDWARE
SOF TIMESTAMPING RX HARDWARE
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20.2.2 fEF ptpal

ptpal FGAEAEAE R, EFEL root SHER - 1 ETHEESHFEHIBRIMSKIZED, -m
T ptpdL K ERL SRR ERL, MARYIERRASANASIERIA:

> sudo ptp4l -m -i ethO

selected eth® as PTP clock

port 1: INITIALIZING to LISTENING on INITIALIZE
port 0: INITIALIZING to LISTENING on INITIALIZE
port 1: new foreign master 00al52.fffe.0b334d-1
selected best master clock 00al52.fffe.0b334d
port 1: LISTENING to UNCALIBRATED on RS SLAVE

master offset -25937 sO freq +0 path delay 12340
master offset -27887 sO freq +0 path delay 14232
master offset -38802 sO freq +0 path delay 13847
master offset -36205 sl freq +0 path delay 10623

master offset -6975 s2 freq -30575 path delay 10286
port 1: UNCALIBRATED to SLAVE on MASTER CLOCK SELECTED
master offset -4284 s2 freq -30135 path delay 9892

master offset ERTUFNEERHZENRE (UMD ARA) .

sO. sl s2i5meR B REHARMNARIRE: s0 RREMB, sl RRNHLSH, s2 RRE
E. MRARLTFEMENRT (s2), HFEEEXHFH pi_offset_const EZMIgE N
B, NN#HRaP#E, MRAKKEAE (EXFEHAES, 55 man 8 ptpdl) .

freq ERTEHIMEFE (U259 (ppb) BEAD) o

path delay EFRTMENHAENEL EENFUTER (UMF AR

im0 0 AT asith PTP B2 Unix IBERESF, KO 12 eth03E0,

Evan, %4 INITIALIZE, RS SLAVE f1MASTER CLOCK SELECTED BT, MOk
SIAATRL INITIALIZING, LISTENING, UNCALIBRATED #1SLAVE, Hi#[THRZSM
UNCALIBRATED &4 SLAVE BY, RRiTENIES PTP ERHRINES

SR LUER - S 18T /B BT B
> sudo ptp4l -m -S -i eth3
TEPT L ptpdl ERARSSIETT:

> sudo systemctl start ptp4l
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AR, ptpdl M /etc/sysconfig/ptpdl XAEEVEED, BINERT, XHEER
ptp4l M /etc/ptpal. conf EENECE IR, BX ptpdLIAMMAEEXHFIZERNFAEE,
FEZ 0 man 8 ptp4l,

TXAEA ptpAL RS, EEITU TS
> sudo systemctl enable ptp4l

EERZARS, 1BIET

> sudo systemctl disable ptp4l

20.2.3 ptpal BEEXH

ptpal AJLIMANERRCE X HIRINEERE. BTAIAKREREAEREXH, EFEES -f15E
BREXH.

> sudo ptp4l -f /etc/ptp4dl.conf

FEXHRNETHD. £BESD (& [globall iRF)) BFREREFER. REHERAER
INROED, HithEio S ERmAEX, IBEMINROED, o2 MEEERNIRON
B8 — a0 [etho], =RIWOERD AR TFE MRS SITIEDL

[globall]

verbose 1

time stamping software
[ethO]

TBIERE X HERTF U T an <L :
> sudo ptp4l -i eth® -m -S

BXR7TER ptpdl BELEETTIR, 520 man 8 ptpdl,

20.2.4 ERIN=

ptpdL@Imm s A NEREEER: FHFX (P2P) SinElin (E2E).
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P2P
b7 7EER -P1EE.
E R BRI EZIFZRNE ML RN, HAIEERMNELER, NEE M RO

55— MmO PTPEERHNMEFA SRS E, P2P FREENRFEPFAEEGRY
Fo

E2E
75 7AER -E48E. tARIARE.

Bzhi&EA %
W75 7AfER -AEE. BEnEmLL E2E RIVEE) ptpdl, MRETHFERIBFR, W=
iR P2P 1238,

O == zENEs*
B4 PTP BN AR S S BRI A AR ER BIEIR, WREEFA E2E
MHIRY IR O EURE T WMFERIEK, EEERA P2P H&IRVImO LR T E2E ERE

X, NWEFBES,

20.2.5 PTP EEEFix: pmc

BILAERS pmc B IRIREVE X ptpdl UEIFAEE. pmc MIEMAEES L 1TIREIE R TR
B ID IEERVIRMF. AEBIEENERAINLEEE, HIEREINEMNES. pmc3ZiFLL
T=M&F: GET AJHFRIEEMIEE, SET ATEHIEERIES, CMD (5 COMMAND) FI%itcts
ERIEH,

BRINMERT, BEGSESEMAIROLI N, aTLUEA TARGET 654 H/E40H BERIS TR
IO, INEEERNEIE ID 5K, 5517 pmc help,

> sudo pmc -u -b 0 'GET TIME STATUS NP'
sending: GET TIME STATUS NP
90f2ca.fffe.20d7e9-0 seq © RESPONSE MANAGEMENT TIME STATUS NP
master offset 283
ingress_time 1361569379345936841
cumulativeScaledRateOffset +1.000000000
scaledLastGmPhaseChange 0
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gmTimeBaseIndicator 0

lastGmPhaseChange 0x0000'0000000000000000.0000
gmPresent true
gmIdentity 00b058. feef.0b448a

-b RIS EFF R IXTHERNIAR R RE. RKILETUKEN 0 SRR REI A ptpdl L4,
MRBZERESES, WESKRESAMEFIEIZN PTP TRAHAES. BRENERH
REBIFE:

stepsRemoved
FBR E RS FRRYIE T R

offsetFromMaster. master_offset
ZET S ERt 2 8] ERNERRE (W) S

meanPathDelay
MERBEENFEL HEHNTMITIER (HF)) .

gmPresent
gNRA true, NMFRTR PTP BFHERP EI X ¢H; AHBSHAZEREH,

gmldentity
b AR ENFED,

BXRTER pmc sp LTINS, FS 0 man 8 pmc,

20.3 fEH phc2sys [EP A

fEF phc2sys AR ARG SED 2K LB PTP BB S (PHC). FRIEET TR0 MBS,
& LB E N ERS, PHC £S5 ptpdl EF (BESWE 2027 “EHEPTP ) o
fEF -s AHRIGRBHMLIZOEEENM. £/A -w FF ptpdl HARTRE.

> sudo phc2sys -s eth0 -w

PTP LIEIRREFBY (TAI) 217, MAZRNHERNESHHARTE (UTC), MRETIEE -wHKEF
fFptpal B, AILUERA -0 RIEE TAI 5 UTC ZjEliRE (R AREAD)

> sudo phc2sys -s ethO® -0 -35
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WAL phe2sys fEAARSSIETT:

> sudo systemctl start phc2sys

7£4sfjlrh, phc2sys M /etc/sysconfig/phc2sys XHiREYEE

HFHER, 5= man 8 phc2sys,

ZEXABHA phc2sys RS, 1BE1T

A .
Y.

U8

> sudo systemctl enable phc2sys

> sudo systemctl disable phc2sys

20.3.1 #RELAET[EIFEIZ

Y PTP BY{E)EF [EE TEH BER 7 EAEEY, ptpdl A phc2sys
BEREREMARETHEE,

ptpal i RAl:

ptp4l[351.
ptp4l[352.
ptp4l[352.
ptp4l[353.
ptp4l[357.
ptp4l[357.
ptp4l[359.
ptp4l[360.
ptp4l[361.
ptp4l[361.
ptp4l[362.
ptp4l[363.

[...]

ptp4l[371.
ptpdl[372.

358]:
361]:
361]:
2107 :
2147 :
214]:
22417 :
22417 :
224]:
22417 :
223]:
223]:

235]:
235]:

selected /dev/ptp0® as PTP clock

port 1:
port O:
port 1:

port 1:

master
master

master

port 1:

master

master

master

master

phc2sys i Rl:
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INITIALIZING to LISTENING
INITIALIZING to LISTENING
new foreign master 00a069.
selected best master clock 00a069.
LISTENING to UNCALIBRATED

offset 3304 s0 freq
offset 3708 sl freq
offset -3145 s2 freq

UNCALIBRATED to SLAVE on

offset -145 s2 freq
offset 1043 s2 freq
offset 285 s2 freq
offset -78 s2 freq

&£, BX phc2sys

JFEINEY

L-FEHHFLJ %é)tb H ,L,\!FHIJHJI

on INITIALIZE
on INITIALIZE

eefe.0b662d
on RS SLAVE

+0 path
-28492 path
-32637 path

MASTER_CLOCK

-30580 path
-28436 path

-28511 path
-28788 path

eefe.0b442d-

1

delay
delay
delay
SELECTED
delay
delay

delay
delay

REGET E][E

9202
9202
9202

9202
8972

9199
9204




phc2sys[616.617]: Waiting for ptp4l...

phc2sys[628.628]: phc offset 66341 s0O freq +0 delay 2729
phc2sys[629.628]: phc offset 64668 s1 freq -37690 delay 2726
[...]

phc2sys[646.630]: phc offset -333 s2 freq -37426 delay 2747
phc2sys[646.630]: phc offset 194 s2 freq -36999 delay 2749

ptpadlL BESIMES N EE., TILUEA summary interval iIE$HEIZMR, HENRIA
A2HINKE. a0, EFHEMEREANSRE 1024 (FF 2/010) #, BEETE—ITHRMNE /
etc/ptpdl.conf X4,

summary interval 10

WA LAER -u SUMMARY - UPDATES 3ETRFEE phc2sys S HIE AR,

20.4 ECERH

ATRME T L ptpdl KEETRA. XERFIFZTENEEX M, MEENEX HFHEER
HUSETIR. FITeR ethX RMEEPRIEFRMSEZART.

f5120.1 : ERAIRMAFEIEIBIMEEISH
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”

Rt &E /etc/ptpal. conf HITEFIEN,

f5120.2 : fERAMEGEIENEIMERT B
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”

/etc/sysconfig/phc2sys:

OPTIONS="-s ethX -w”

K3 %&E /etc/ptpdl. conf HITEMREN.
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f5120.3 : fEFAREMFITELRY I BT T
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”
/etc/sysconfig/phc2sys:
OPTIONS="-s CLOCK REALTIME -c ethX -w”

/etc/ptpdl.conf:

priorityl 127

f5120.4 . (ERMRHREERM (—RRFEIUER)
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”
/etc/ptp4l.conf:

priorityl 127

20.5 PTP#INTP

NTP #1 PTP BYje]EZ TRERUHE, "IN = E[ET,

20.5.1 NTP Z| PTP BYEZF

£ chronyd EX AR LIRS, B ptpdl EEE/WEBRERNT, LUEEE PTP MZAHAR
B Ehoy A BYiE], 7E /etc/ptpdl.conf S priorityl EIR:

[globall

priorityl 127
[ethO]

AIE1E1T ptpal:
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> sudo ptp4l -f /etc/ptp4dl.conf

fEREMFITEET, FEES phc2sys ¥ PTP B[RS Bl R AT

> sudo phc2sys -c eth@ -s CLOCK REALTIME -w

20.5.2 ECE PTP-NTP I

TERECESZH PTP B S ER RERHIMI LR, MR A LUERSERT PTP BR T, N
HHENA LS PTP MEBHISE 1 /& NTP iRS3281E1T. LEEHBHZEMITRESMEEZO, H
BEirsi BB EIRERIIBRENT. XAIUBRENEFTERSERBBNED

¥ ptpal 7 phc2sys IZFEEEANERA—TMNEZOFED PTP BF R4, AR
chronyd EeENERS—EORMKASE:

bindaddress 192.0.131.47
hwtimestamp ethl
local stratum 1

Q x=: NTPFIDHCP
BRIMERT, % DHCP B H#< dhclient UgE NTP ARSZ2RIRAY, SIGXLARSS 28
AMEINTPECE., APALELRILITH, BRE

NETCONFIG NTP POLICY=""

(£ /etc/sysconfig/network/config X#) .
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A GNU licenses

This appendix contains the GNU Free

Documentation License version 1.2.

GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St,
Fifth Floor, Boston, MA 02110-1301 USA. Everyone is permitted to copy and
distribute verbatim copies of this license document, but changing it is not
allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional
and useful document "free" in the sense of freedom: to assure everyone the
effective freedom to copy and redistribute it, with or without modifying it,
either commercially or non-commercially. Secondarily, this License preserves
for the author and publisher a way to get credit for their work, while not being
considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the
document must themselves be free in the same sense. It complements the GNU
General Public License, which is a copyleft license designed for free software.
We have designed this License to use it for manuals for free software, because
free software needs free documentation: a free program should come with
manuals providing the same freedoms that the software does. But this License is
not limited to software manuals; it can be used for any textual work, regardless
of subject matter or whether it is published as a printed book. We recommend
this License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains
a notice placed by the copyright holder saying it can be distributed under the
terms of this License. Such a notice grants a world-wide, royalty-free license,
unlimited in duration, to use that work under the conditions stated herein. The
"Document", below, refers to any such manual or work. Any member of the
publicis a licensee, and is addressed as "you". You accept the license if you copy,
modify or distribute the work in a way requiring permission under copyright law.
A "Modified Version" of the Document means any work containing the Document
or a portion of it, either copied verbatim, or with modifications and/or translated
into another language.

A "Secondary Section" is a named appendix or a front-matter section of the
Document that deals exclusively with the relationship of the publishers or
authors of the Document to the Document's overall subject (or to related
matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary
Section may not explain any mathematics.) The relationship could be a matter
of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are
designated, as being those of Invariant Sections, in the notice that says that

the Document is released under this License. If a section does not fit the above
definition of Secondary then it is not allowed to be designated as Invariant.

The Document may contain zero Invariant Sections. If the Document does not
identify any Invariant Sections then there are none.
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The "Cover Texts" are certain short passages of text that are listed, as Front-Cover
Texts or Back-Cover Texts, in the notice that says that the Document is released
under this License. A Front-Cover Text may be at most 5 words, and a Back-Cover
Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the general public,
that is suitable for revising the document straightforwardly with generic text
editors or (for images composed of pixels) generic paint programs or (for
drawings) some widely available drawing editor, and that is suitable for input
to text formatters or for automatic translation to a variety of formats suitable
for input to text formatters. A copy made in an otherwise Transparent file
format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image
format is not Transparent if used for any substantial amount of text. A copy that
is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without
markup, Texinfo input format, LaTeX input format, SGML or XML using a publicly
available DTD, and standard-conforming simple HTML, PostScript or PDF
designed for human modification. Examples of transparent image formats
include PNG, XCF and JPG. Opaque formats include proprietary formats that can
be read and edited only by proprietary word processors, SGML or XML for which
the DTD and/or processing tools are not generally available, and the machine-
generated HTML, PostScript or PDF produced by some word processors for
output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such
following pages as are needed to hold, legibly, the material this License requires
to appear in the title page. For works in formats which do not have any title page
as such, "Title Page" means the text near the most prominent appearance of the
work's title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose

title either is precisely XYZ or contains XYZ in parentheses following text that
translates XYZ in another language. (Here XYZ stands for a specific section name
mentioned below, such as "Acknowledgements", "Dedications", "Endorsements",
or "History".) To "Preserve the Title" of such a section when you modify the
Document means that it remains a section "Entitled XYZ" according to this
definition.

The Document may include Warranty Disclaimers next to the notice which

states that this License applies to the Document. These Warranty Disclaimers
are considered to be included by reference in this License, but only as regards
disclaiming warranties: any other implication that these Warranty Disclaimers
may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially
or non-commercially, provided that this License, the copyright notices, and the
license notice saying this License applies to the Document are reproduced in

all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading
or further copying of the copies you make or distribute. However, you may
accept compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may
publicly display copies.
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3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed
covers) of the Document, numbering more than 100, and the Document's

license notice requires Cover Texts, you must enclose the copies in covers that
carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly

and legibly identify you as the publisher of these copies. The front cover must
present the full title with all words of the title equally prominent and visible. You
may add other material on the covers in addition. Copying with changes limited
to the covers, as long as they preserve the title of the Document and satisfy these
conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should
put the first ones listed (as many as fit reasonably) on the actual cover, and
continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more
than 100, you must either include a machine-readable Transparent copy along
with each Opaque copy, or state in or with each Opaque copy a computer-
network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy
of the Document, free of added material. If you use the latter option, you must
take reasonably prudent steps, when you begin distribution of Opaque copies in
quantity, to ensure that this Transparent copy will remain thus accessible at the
stated location until at least one year after the last time you distribute an Opaque
copy (directly or through your agents or retailers) of that edition to the public.
Itis requested, but not required, that you contact the authors of the Document
well before redistributing any large number of copies, to give them a chance to
provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the
conditions of sections 2 and 3 above, provided that you release the Modified
Version under precisely this License, with the Modified Version filling the role

of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things
in the Modified Version:

A. Usein the Title Page (and on the covers, if any) a title distinct from that
of the Document, and from those of previous versions (which should,
if there were any, be listed in the History section of the Document). You
may use the same title as a previous version if the original publisher of
that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified Version,
together with at least five of the principal authors of the Document (all
of its principal authors, if it has fewer than five), unless they release you
from this requirement.

C. State on the Title page the name of the publisher of the Modified
Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to
the other copyright notices.

F. Include,immediately after the copyright notices, a license notice giving
the public permission to use the Modified Version under the terms of
this License, in the form shown in the Addendum below.

G. Preservein that license notice the full lists of Invariant Sections and
required Cover Texts given in the Document's license notice.
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H. Include an unaltered copy of this License.

I. Preserve the section Entitled "History", Preserve its Title, and add to
it an item stating at least the title, year, new authors, and publisher of
the Modified Version as given on the Title Page. If there is no section
Entitled "History" in the Document, create one stating the title, year,
authors, and publisher of the Document as given on its Title Page, then
add an item describing the Modified Version as stated in the previous
sentence.

J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise the
network locations given in the Document for previous versions it was
based on. These may be placed in the "History" section. You may omit
a network location for a work that was published at least four years
before the Document itself, or if the original publisher of the version it
refers to gives permission.

K. Forany section Entitled "Acknowledgements" or "Dedications",
Preserve the Title of the section, and preserve in the section all the
substance and tone of each of the contributor acknowledgements and/
or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in
their text and in their titles. Section numbers or the equivalent are not

considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be
included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to
conflict in title with any Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices

that qualify as Secondary Sections and contain no material copied from the
Document, you may at your option designate some or all of these sections

as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version's license notice. These titles must be distinct from any other
section titles.

You may add a section Entitled "Endorsements", provided it contains nothing
but endorsements of your Modified Version by various parties--for example,
statements of peer review or that the text has been approved by an organization
as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage
of up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the
Modified Version. Only one passage of Front-Cover Text and one of Back-Cover
Text may be added by (or through arrangements made by) any one entity. If the
Document already includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you
may not add another; but you may replace the old one, on explicit permission
from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give
permission to use their names for publicity for or to assert or imply endorsement
of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified versions,
provided that you include in the combination all of the Invariant Sections of all
of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty
Disclaimers.
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The combined work need only contain one copy of this License, and multiple
identical Invariant Sections may be replaced with a single copy. If there are
multiple Invariant Sections with the same name but different contents, make
the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else

a unique number. Make the same adjustment to the section titles in the list of
Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the
various original documents, forming one section Entitled "History"; likewise
combine any sections Entitled "Acknowledgements", and any sections Entitled
"Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this License

in the various documents with a single copy that is included in the collection,
provided that you follow the rules of this License for verbatim copying of each of
the documents in all other respects.

You may extract a single document from such a collection, and distribute it
individually under this License, provided you insert a copy of this License into
the extracted document, and follow this License in all other respects regarding

verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and
independent documents or works, in or on a volume of a storage or distribution
medium, is called an "aggregate" if the copyright resulting from the compilation
is not used to limit the legal rights of the compilation's users beyond what

the individual works permit. When the Document is included in an aggregate,
this License does not apply to the other works in the aggregate which are not
themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the
Document, then if the Document is less than one half of the entire aggregate,
the Document's Cover Texts may be placed on covers that bracket the Document
within the aggregate, or the electronic equivalent of covers if the Document is in
electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute
translations of the Document under the terms of section 4. Replacing Invariant
Sections with translations requires special permission from their copyright
holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include

a translation of this License, and all the license notices in the Document, and
any Warranty Disclaimers, provided that you also include the original English
version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this
License or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications",

or "History", the requirement (section 4) to Preserve its Title (section 1) will
typically require changing the actual title.
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9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as
expressly provided for under this License. Any other attempt to copy, modify,
sublicense or distribute the Document is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long

as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU
Free Documentation License from time to time. Such new versions will be similar
in spirit to the present version, but may differ in detail to address new problems
or concerns. See https://www.gnu.org/copyleft/ 2.

Each version of the License is given a distinguishing version number. If the
Document specifies that a particular numbered version of this License "or any
later version" applies to it, you have the option of following the terms and
conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does
not specify a version number of this License, you may choose any version ever
published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace
the “with..Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of
the three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend
releasing these examples in parallel under your choice of free software license,
such as the GNU General Public License, to permit their use in free software.
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