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1 ZEMEMNZE

TENEUBENZNERS, ERSNERWNERERS . SERRETH
e SEZEENEDT. EEMNENSERR.

1.1 #a

Linux B— 1 TERERTEBANLESIBR (SHF) , FAFXEAPER—AE
FEBTES (BE5) . HFAPTS, QEAMIEEIMIESEREREENRIES
BIEAES.
BFEESARE, TRRFIRELNRSTHES, UHRRSMABML, Linux HS5—1
FEHIER, DENRRG GBS ZERTH, CHERSIRNTRL,
ABENEFNEHRLGE, TISAENRLHATSETHEN. TESIEREINR
. MRTEEY, ERENEERREBHREE, HENERLTEEREE,
ERAEHEH RSN RIVAN, BB EA—HEDERIEHET LR R RGN
B, BSRMEBAKRERENME, RV HRRETE I 5196

o BOSHTRAIID (I, R PBKDF2, berypt & scrypt) HIEOSHL

o MIEHIE (BIN, EEFB AES)

o BRIIR. WAL

o Bk

o SIS

© EHAEHRXE 2R

. &

o BTSN

o Bit. REFHINBI

SUSE Linux Enterprise Server FE & BT R LEFFAFIERNR G, THEDRETRIFES
YRS s HE o
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(sRfLsr) PIRMTAEXBURAGNESAT,

1.2 O%

Linux R LR 2EFOLSHEE. BHESIUAEMBHIENERE L, RN, MEEEFER
REERERER A ITEBRENR,

IBAEEFEET @R TEEIREE /etc/shadow X, HFMEERAMNITENEERRE O
<, AtRAEBAF ERBAEMEZENCOS,.

SEEEZARER AT (NIST) £ TEXASHWIESEN (RI7E https://
pages.nist.gov/800-63-3/sp800-63b.html#sec5 2 LkZE!)

BEXNEEEASEEAT, F80RE 1037 “O9EE" o BX Linux LNEHIRIERN—
RIER, BEWE | 29 “SHIIE" o

1.3 RZGcENME

NREEBLMIERTVF RIS ITEN, HERENHWARSIFZITENE, 1] LUREE M+
M5 | FHIEFFREUTRIRIR, ERYE TR ZmE UYL N BUERSS B8VE, REHIE
FRA T BANERBE BITE A SR I NRIALEE Ho

Z S REXLA AN

o BELUTAMARARAREENT EMAIBoNRES|S: MIKFRIEENEE, SRE UEF
A< 7R UEFI EEE N REEMER SR,

° NESISIEATESNENEES, BEA UEFI 22558, AXLE5ISHIFA
=8, B2 (EEEE) , % 13& “UEFI (Si—AIy REIGEND) 7

o Linux RAH5I1SMBEFBE, ZEFEE TR SHNRZEEEMED, o LUEE
A5 SMBEFTIMEE—OS, RELEEMAES I SHEERLESH. XHTFRA
ZEEXEE, MURZEZL root NRIETT, MERZKERTERABMENIET root
BUIRBYE— MBI Ro
EXESISMERFTIEBEOSNFMER, BEM (E12Em) ,£14E “SISMEE
FFGRUB2” ,5% 1426 T “&E3ISAL” .
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s BREEME, BXEZER, BERE 138 "W XM HTME" o

o £ cryptctl MERENBEEX. AXEZER, BERNE 145 £/ cryptctl 74T
BENAREFEITHEENE o

o fEM AIDE N RAREERRENEMENR. BXESZESR, BE0E 165 “EH AIDE
BTN o

1.4 >Xf%i5iA]

BT Linux REA—VNEEEEXEPIEENAE, XERRN FEHI K SRV ERINR
EXEE, XEKE, BoUIERAXHNIRREX N EBX 4. BRMEHASEIHRNR,
FRINBERT, KESHEMHIZEREER root 1hE, BE, FEig®E (HIuRiTHm0O) aIHEE
FFiAia,

—ReRt, PITERDESHVIGRREFERRHIEREBN F190, A root NRIEEFEBEF
R RSERRAEVEN, WNREBHIZFEE bug, HEBEARESH AL bug EXERERIZIE
FEREEMNRA KRR T, MEET RN, WellRERITEERIRK,

BXHAT, EBRE 1217 “EAXHNET % 1227 “ACLEIE” o

AppArmor 1 SELinux R FEANBAREFNBRIKENR. BXAT, ESLE IVES @
AppArmor PRHISFI F5E V &5 “SELinux *FEE”

NREFEEBMAILEIRERANINDLRERNTEENY (M0, BI5|ISELRALIFIRE
%) , IERBEIEME, SUSE Linux Enterprise Server A1 EINZ A& HIENIZEREN DX,
BEXFMEE, BBNE 135 WO HHTmE" o

1.5 MK

RIFNBZRS BN EXEBNES, NEHIRFIPRAEEZRY OSI IRER,
EfFmENNARL, NEREHNNEZERENMEENHITEMIENNE, EREMER
& (VPN) fEAYBENLS RN Z 2=,

SUSE Linux Enterprise Server 12 7 ¥ ZiE 0 FRIPMLE .
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° {£F3 openssl BILABIEE X509 IEH. XEEFHAI AT IF LIRS HITNEMZ A INIE,
EEI UL E B SRIERIAN (CA), HEMETRBEREEER. BX4AT, EEL
man openssl,

o BEELZRARHEFNAOFMBHFELERD. FEAAEMRNXAROHIE (&IEH
BER) FHRENRS, MBNRREE, BXFAES, BEIE 195 (bl

o /A OpenVPN RiFBEI AL 2HNYIENEEIBENEE, EXFEHAEE, 58
WE20E “BE VPN RS8R o

- WAMERSERBSHRIE. BXFMES, BBNE 55 BHBIE .

1.6 HHRH

R RRER G PEFENRRR, WEE 0] LR A LSRR IRBR A B A PR S A &
K. MRRMAFWETIZERS (BIIOHTTP ARSS) , MERAFITEENRE, HENASR
EEEZR, AR FEREERE.

SRR AEK BB, BEREALARBAETRERTLUEE. AE, RAEEARN
MM EZEMHNRSA UL N LEE LN EH.

BB EROEIERE (510, AXEBRAIFNEZORRGEE) PASE. EalLiTRXLE
SRR, METHREMAINER ERLEELT, IUERGEREDLZE1% bug E/MAIIE
MR, RSN ER—NMAHKRIANESE (CVE) RSM—NAHIREIRITS 724 (CVSS) 7
. ZOHBETIRIEREN™E L,

SUSE SRR BIUR, mli@d https://www.suse.com/en-us/support/update/ 2 38

8o https://www.suse.com/security/cve/ 2 EiX#& CVE REFIHET ZLEH.

Q 18 MEBEMRAS
SUSE RAERIBRERERATNAERRABEENME (FE71E) . Hit,
BDfsE SUSE Linux Enterprise Server FENRE IR A SR T L5 B PR RFT AR A
=, SUSE Linux Enterprise Server FHEHhr At B B & RHRAEE.

BXEZER, BEL (ARiEm) ,F 6 E “MEBERAE" .
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—RIERT, BERNZARKFNERRABIFLNITES, XOIERFRABIIRUAEITE
Mo B, EHMEBNHIETNEXNES, UWRERLERATFRAERFNEN.

AT R RENIEFMER BN, IBFERARHIMEXXHNIR, HE8IE 12.1 7 25 1Y
'E” o SUSE iRt T H X581 SUSE Linux Enterprise Server 8915, BXFHMAELE, %
W (ERikism) o

HithA Ak

e http://lists.opensuse.org/opensuse-security-announce/ 2, 8& openSUSE Z2 &

ENEEERIIES

https://nvd.nist.gov/home 7, ESKFREEIEE

https://cve.mitre.org/ 7, MITRE B CVE $tiERE

https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/
Cyber-Sicherheitslage/Reaktion/CERT-Bund/CERT-Bund-Reports/cert-bund-
reports_node.html2, EEBKTEELLBRAMESR

https://www.first.org/cvss/ 2, BXRAHFEITFDRFZNERS

1.7 EEMH

EENMEEEMELTENER S THGEEIENGRY, GiEKE. BH. $BRUREN
Rootkite BEUHENZMARERARKEIHTEN. AL, ST EERAFRRIMAITE, L
HEMEKRIMFKRLZEE=HMMHER, SUSE Linux Enterprise Server EE T & iEfFEPIRME T 1%
MERr (BMHE) FIR. XU THE=FRENEE, SUSE RRENFIEREEHMERE
#o THi/E, SUSE Linux Enterprise Server B EIERSNERGENE R, LIRKEST
B2,

rpm --checksig RPM FILE @<{uERRHEHNREMNNERESHIEM. AJLATE SUSE
Linux Enterprise Server B955—5K DVD UM EIK KL ZIARSZ 25 LIS R EH,

BT LU ClamAV RS RI N RS EREERME, ClamAV A UEREIZ MRS H, 5
SNHEREARSS28F0 HTTP 12, XHEFAIUERF BB RR G 2 aiEEd S,

PR A P 4 A] LUR D B IMAIT RS I RS
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1.8 BEELZLRET
UTMMEREERMIET ERETHRS:
o M TRENNZ M. RRRRNHZEZEAEHENNEENREE.
o REJEEBRMER root 151 RERHIMEHIUR,
o (NERMBRIHTTEER.
o BREENTREENFEMNERS,
c BFEHLLEI, fit, HEMEFHNFRIHEO,
o £/ AIDE (SENBRNIFE) BMAS XM,
o REMME=FREFBE/NDIEIE,
o EHIOERMEED.
o WEREXH (I, EFMA logwatch) o
o B AIERERNELEFAEREXTINBZ RO,
o RANRNZ2EHIZIT.

o ERIRERVIBR NERME (B0, sHBshitBENER) -

1.9 REFZEIR

MRERMT REMXWEA, BEROCEZEETANERRGE. IRSEANER, 5
[ security@suse.de RiXBFHRH. FEHREINBMAVIEFMRAURMEXNREERES, K
ITERIER GPG N B FHk,

https://www.suse.com/support/security/contact/ 2 2T Bk SUSE GPG Z4H,
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2 & PAM #1TE 9 I0IEF

Linux FESAIIEHIEFER PAM  (FIHER S M IIERIR) (FNRARMNATER 28
BYFRIER. PAM ERERNRAFCTEENAA, BEILERINAEFEA LIEK PAM 18
Ro RENARRRU S DIENFIN TIEFRIEMEE S %o

2.1 PAM ZfHA?

AABERNEEARZEEERIFNREITERANFELEN 5 RGN BIZF E L IhEERI
F. &8 PAM, SRSINFEISMHIIENSE (HI%0 LDAP. Samba 3% Kerberos) BYERARRT [
REFHITIAE, MtIEEETHNERZHE, BREXERAN—TAEZERNARERFNS
PBIENH PR FHEEHRIIERLAETEENIRR, SUREFERRNVES KR
B, REREBFEES SIEH PAM EHEBXIEFEREI T,

PAM BYBESB4E:
° PAM &R, BFHRHESMNRIENGIN—AHARZEE,
o [EHUfE, HAREE—1TZ1 PAM IEIR,

* PAM BHIARSS, TEEARIRIERE PAM IRIRHFITHMIWIE, BF, IRSEAFFAE
AN N IERFRMR, U0 login Bf su. ARSSRFE other REAMMBIREF,

o RIRSE, FATATEMMED PAM RIRAIHIT,

o BFMHERITEREA PAM BIRFAF LRV EFLERAIE]. WIRPWIEE, MWHITTF—1 PAM
RIR, MAERGIEAEURATERE: “Toin, #4827 ) “IENRIE" ZEIRYFRA RN
B Mo

2.2 PAM BRE X (RIS

a7 TV E PAM
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BEFXHAYESE ( /etc/pam. conf)
SRS EMETET /etc/pam. conf A, Fid, HFEPFETAMRRE, SUSE
Linux Enterprise Server R {ER LA EE .

BTFBRMEE (/etc/pam.d/)

K#TF PAM HLHIME MRS (FFEF) £ /etc/pam.d/ BRHEHEZIENEE X,
Blan, BILATE /etc/pam.d/sshd X&EH#E| sshd BIARS.

/etc/pam.d/ THXHEX AT EMHIIER PAM &R, SMXGHEERATEXENRSH
17, MBITRZEEWMAMERS:

TYPE CONTROL
MODULE_PATH MODULE_ARGS
LHRER YA XA T

TYPE
AR AIZEE, PAM EIREMHL IR, FRLENEREEGARNAR, flm, —b
BRERENOS, —MERREIFARFENMUE, B —MERIEEEFFENIRE. PAM
] BURS O AR E B AIIER
auth
CERAFPIESLY, FRAZ2EIETNOSHITIRE, BB T K RHEY
HIE (BIUDiES AR IIE) RECIIEB /Y,
account
XMEBRRSNETAFP S A FERMERIRSHN—NR, Fla0, RHRITXH
QB URFREAMASBFEFERAMEKFNAFRZER.
password
XWEBRRNAREEB A MIIESENER, XEEE— 0%,
session
XMHERRRIRAREENEERF2i5. XERERESMRIEFIERE, LUERE
KERHEEAFPNFFEIRE (MBH4KF. EBR. RARHZH)
CONTROL
&7~ PAM EIRNTT R, B MMEREA AR LU TEHIRE:
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required
EHITEMIIEZ AT, BIFTRIIIEE G IMTERER, EIEHEE required
HERMRREN 5, RA4SLMEFERENSHFAIERMIER, 2FRFPASWER
KEGEIERKBAIAE,

requisite
AT MIEH B IATERRIR, RIBARNTERAEE LSHE required in&
IRREM. BZ, MNRENFEFAMITEIRREY, BiIBmAFRERGHESR
HASMEEMIRIR, NIRRT, MIEERBEMIER, FEHE required in&
RERIRR—1%, requisite MRERIAEREZAGTISE, MEHITIERS DL
EHNRLERAGERFT.

sufficient
RN EF B IATSHER G, BERANAREFSIEINEILERIIREEHA
FTHEAEEMER, EaRRZHIMETE required MFEMESRIIRIK. FEB
sufficient MERRRKMIEEEMEREER, FIBRENERERKIZESERN
I 347 20 32,

optional
HE T ERRRE NI A== EEAEZEER. TSR TFRARETAE
(B3N, BRI WET BBE) MAREUEA#— S RIERIIER,

include

NRLGHIATE, MTELLMENIEE A SERET

MODULE PATH
B8 PAM IBRMNZEEX 4B, RBERMUFHRIAER /lib/security (XF SUSE®
Linux Enterprise Server Z#8IFE 64 (LF &, BRABRIIN /1ib64/security)
F, MERENIEELX B,

MODULE_ARGS
BERTEWR PAM #2317 RBETM T O PRYIR, B30 debug (BAIAEIR) =X
nullok (RFFEATOL) .
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54b, /etc/security TR T BT PAM ERNER/EEXMY, TI1ENXERRNHRTIT
A (EH8¥E pam env.conf # time.conf) . {FH PAM RN EN BEFEFLSAE
FA—%H PAM R#), XLERBHEERLEBERREEXHFTNESRS, HEERRESRIERANAE
Fo

AT 81K PAM IEIRAYBIZEFNLESF, IESIAN auth. account. password 1 session 1
REBRBRARINECEX 4, XERRENES I NAEFN PAMEEE, ALL, X common-*
25 PAM BEEERHITHNEFEEFE PAM BEXGHEE, MEEEERAENE PAM
[ N

oI LUER pam-config THA#EIFSF PAM BBEX ., kT AR BaiEIiERAMEIRE.
BB ERNECE, NEMEEFRFRER (&) . ERAREMBEVEETRSHERT
1P PAM EEERFTRAIA T F i

Q FE: 64 M2 LREARE
658 64 (IBERGE, EAILIEE 32 (N ARFEITIIFE, EXMERT, 5H
REIE R E 32 i iRZSHY PAM &R,

2.3 sshd 8y PAM B2 &

A sshd B9 PAM BCE /95
f5il 2.1 : SSHD Ky PAM E2& (/etc/pam.d/sshd)

#%SPAM-1.0 @

auth requisite pam nologin.so (2]
auth include common-auth (3]
account requisite pam _nologin.so (2]
account include common-account (3)
password include common-password (3]
session required pam loginuid.so (4]
session include common-session (3]
session optional pam lastlog.so silent noupdate showfailed ©

@ 3 PAM 1.0 FRALLECEXHFRIMRA, XRZ—IRE], ERKAUERERLERZ,
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®

@& /etc/nologin BEFE. MIRAEFE, MR root LIMIERBFREBILEER,

© SENMERIEAMWEIEH: common-auth. common-account. common-
password # common-session, X4 MNXHEEESMERIEIWEALE,

0O KEELISMNIIERHIENER UID #iZE%.

0 ETEXARLRERMER.

it B A REEX M AR S MERBEIMRINEIERE PAM B2E, B UEEERBLEIAE

BEEIREEHR PAM 2B, LIFT, 7 PAM REERRLENNARERFG, BEEFhiAR
FIENRERFMFIEEREEX 4. MIE PAM iLBEE@idPREEXHHITH, S 1M RSH PAM
FCEEE B AT BN E L,

E— include X1 (common-auth) £IEA=" auth ZERAYE

R: pam _env.so. pam gnome keyring.so #1 pam unix.so. EBWAI2.2 “auth 0
SBIBRINECE (common-auth)” .

il 2.2 : auth EB53E9ERIABCE (common-auth)

auth required pam _env.so (1]
auth optional pam gnome keyring.so (2]
auth required pam unix.so try first pass ©

@ pam env.so R /etc/security/pam env.conf, UIRIELRXHFPISENEE
KigBEIFETE. SUATIE DISPLAY TERENEHRMNE, FH pan_env HRAIE
ERERENMUE,

® pam _gnome keyring.so 1R#E GNOME ZifERAFAHNERZMOSL

© pam unix fR#E /etc/passwd #I /etc/shadow KERAFHERZNOS,

B auth ERERLIETR, sshd ASREEXRERESHIINRIG. HEXPHEE

required ZEHIRENFIEEREHLARINGIE, sshd ZAEENEIBXREBERES. W

REPWEMORTTL, MRS EEMIRR, FltZfE sshd A aEFEIRIBRMAYE

o
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FRITHAMRFRE auth EBRMERGE, BAES—5% include 1B6, TEAFIHRH)2

“account ZHEIZMAEZE (common-account)” HMIiESR, common-account (XEE
—MER: pam_unix. W pam_unix REINVERIEBABFFE, W sshd SRE—F&KL

ERIIAER, AGMIET—H#ER (password), #0l2.4 “password S HIZAIAERE

(common-password)” HFT.

2.3 : account EPSFHIBRIAECZE (common-account)

account required pam unix.so try first pass

i 2.4 : password Zp5EIERIABEE (common - password)

password requisite pam cracklib.so
password optional pam_gnome_keyring.so use authtok
password required pam unix.so wuse authtok nullok shadow try first pass

[E#E, sshd BY PAM ECE{ S R—% include iB4), ZiIBAS5IE7T password {ERAIZRIALD
& (fiiF common-password #) . SEHNARFIFKANSMDEIELSENEREEN, #w
TMRRINSER X LEREIR (IFHIATEN requisite 1 required) o

FROLHB N EMRIISHEFTERTELIRE, AUER pam cracklib HRRCIULE
B, FEEERAY pam unix BIRHEERE pam cracklib FMERIBOSMIMOS, FLH
FPEEROSELTERNH#HITEMIINE, SRR EEST pam cracklib FriTHY
T, BHECET account 3 auth FERIRISHOSENES, ENFFEA password &R,

il 2.5 . session EPSFRIZRIAECE (common-session)

session required pam limits.so

session required pam unix.so try first pass

session optional pam umask.so

session optional pam systemd.so

session optional pam gnome keyring.so auto start only if=gdm,gdm-
password, Ixdm, Lightdm

session optional pam env.so
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&G, JAA session FEAEIR (IRLEE common-session X&H) LURIEHEXBEFIL
BEXRIEERIE, pam limits #RREHXH /etc/security/limits.conf, EXHFENX
WNELERFZRERNRS, RASERLIE pam_unix &R, pam_umask RRETATFILE
XHERGEERL, BTIERTE optional 5&, EUIIERMEBISESASEMENSIE
BRI TTER . HAF N, ¥BXRIER session &R,

2.4 PAM RIRHVECE

Hit PAM BIRZ A BB, EEEXHNIT /etc/security ., ABEHENES sshd R=fltE
XMBRE XM — pam env.conf #1 limits.conf,

2.4.1 pam_env.conf

pam_env.conf AAETFENXEXIAR pam env {ERE AP IGERELIFE, ERAFEME
BT ATIIFE T 2!

VARIABLE [DEFAULT=VALUE] [OVERRIDE=VALUE]
VARIABLE
BIRENIFETEMZT,

[DEFAULT=<value>]
BEARERENHRIA &,

[OVERRIDE=<value>]
BJEEEH pam env TEHIKENE, BERIAME.

BX pam_env EIEANEERGIFEE DISPLAY TEMEE, EAEEEEREZEES

T, 2.6 “pam_env.conf” FERTX—5mo

{5 2.6 : PAM_ENV.CONF

REMOTEHOST DEFAULT=localhost OVERRIDE=@{PAM RHOST}
DISPLAY DEFAULT=${REMOTEHOST}:0.0 OVERRIDE=${DISPLAY}
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%5—17¥% REMOTEHOST LT=2MEIZEE N localhost, ¥ pam env FEEHEEMRE
MENMSERIZ{E, DISPLAY TENX®E REMOTEHOST M, /etc/security/
pam_env.conf BIBRHPRETELZEE,

2.4.2 pam_mount.conf.xml

pam_mount AFEERAEENBFLETER, MUKRIEFHEERIE MRS 28 B RFZMER

BERFXERIMEPHEXLEFER, ERLFZEMEZTEAN—ITEN /home BR (B
ZERARFMERAFEER) , MENXENRERNAFNEER.

L& pam_mount /5, /etc/security FT=HE— pam mount.conf.xml #&iRk, FAAHI
man 5 pam_mount.conf FZET ZNTRIVEAE,

BILAEFR YaST Sttt IhREMEARECE . TN LE1GE > Windows 5L 5 #4E > 508 E LU
XH4PRS2%; BEEN (EiEEm) ,$ 34 F “Samba” , ¥ 3451 “MEEFIH -

Q ii&E: LuKs2 %1%
cryptsetup 2.0 FEZRNT LUKS2 2#3F; M SUSE Linux Enterprise Server 12 SP3
FF9&, SUSE Linux Enterprise Server 7 pam_mount 8E&7T LUKS2 ¥,

2.4.3 limits.conf

BILA7E pam limits WEHUESIEEA limits. conf REFHAPSHAIRERSKES, ZXXH
AL ETERS] (BDREEBHAIRS) ARSI (BPeT LAEEHBEAIRS) . BXIEENE
WMAFAER, 152N /etc/security/limits. conf HRERR,

2.5 {#F pam-config Et & PAM

pam-config TETEBEERESLF PAM BEEX 4 (/etc/pam.d/common-* ) Ff1ZNEE
NN ARREFERE. AXRZIFRRNTIR, 5EH pan-config --list-modules <, £
F3 pam-config i< R LI PAM BEBE XX 1. AIEHIRBUARINE] PAM BCE, MIBREMIRIR,
BB BUX EARRANET, Bele// PAM BBEXHE, THEFohABRRE NN HARERF PAM IZE,
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pam-config HIE R BHIEHE:

1. BzhER2HEY Unix Kig PAM B2&, it pam-config 8IZ&ERNEITIRE, HELU
[E¥ B, pam-config --create i< GIEEERN Unix BHIIEARE. pam-config
RORHEIPNNEREXEERES, B2 *.pam-config-backup BERREEH
27,

2. IR B PSS %, FH@ESEEA pam-config --add --ldap s<$EHNS
RIIEFE (5130 LDAP) FRINEI PAM &%, EEAMIER T, LDAP & RIMEIFRE
common-*-pc PAM EZ& X4,

3. FIMAREITIR. ARERNSOIIEIERIETE, EXFE PAM X
2EFEIAIX. pam-config --add --ldap-debug =%t LDAP tB%H PAM
BREFRBIAR. 7 systemd BicHh&EHiAdEE (B2 (BiEEm) ,F17TE

“journalctl: &Eiff systemd Hi2” ) »

4, THEAIEE, TRANAENH PAMIKEZR], BREZISERTEREERINFR
%W, pam-config --query -- MODULE s<&FIHFAEEAA PAM EIRAYSERY
FNIEI,

5. EFAAED, &E, HEMNZEMETESHERN, BMNEEPRERIAILED, pam-
config --delete --ldap-debug #F< =%t LDAP B I8IEXHAREI. WMRENHEM
IR T iR, EERE MR < K XL E,

BX pam-config S HMATAEMIFMESR, 1B5EM pam-config(8) FHEi,

2.6 FnhECE PAM

NREmA T Fohel iR PAM EEE XM, BHRANXEXHERA pam-config,
HIEEA pam-config --create &< MKFFIAEIE PAM ECESCAHRT, Lthan<=BIBM

common-* E| common-*-pc XHFHNFSHEE, pam-config X=1&2X common-*-pc E
BXH, RFEXEFSHHERSBWERMA pam-config, FJ pam-config {3 common-*-pc X
HiE1T, MESERSEHENBERT, XEXHFEER.
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% EEEEHES pam systemd.so

MREECIZECH PAM BRE, BSHBEAECEN session optional BY
pam_systemd.so. AE% pam systemd.so AJRESSH systemd ESREIHIN
&, Bx4AT, 580 pam systemd.so HFMT,

27 BZER

2% pam-doc BEEE, RIfE /usr/share/doc/packages/pam BFERHLE|LITRHINNX
P

README X4

FHBERNE, B—1 modules FHFRIRMH T AIA PAM #&3REY README X4

Linux-PAM AR EIRGIER
WX EERAEIERANZ T BINEX PAM NFRERS. ETIET—&RYIER, MEEX
HH9IEE S PAM I 24514,

Linux-PAM 53R S A G Fif
XM AFEARHBERN SN ETHITT 2E, BUHTEXNARSRFTAFEN PAM &
RIS B

Linux-PAM R BIEFEF R A GisRE
X ESEFER PAM ENNBAREFF R AZFRE T RBINFIERS.

PAM FA 51
B PAM REZMERERREM T FMIT, HP2ER 7 A A FrIZhEE.
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3 {E£F NIS

HRMLERRIZ D Unix RAEEIFRIAHZFIRNY, FrERAFMAS 9N FIZMEH
HFrEITENME S HERMEEREEE, WENZMNAFER: FERFP XM
EEERAMEITEN, HIFREHANZELE M. BILUET NIS #1 NFS ARSS STkt
E. NFSBEWMEBDAXHZRS, FHAERIESN (EiFERE) ,H33&8 ‘B
NFS HEXHRS" .

NIS (MKRIEEARSS) I —ME#IREERS, BTFEMSKRRE /etc/
passwd. /etc/shadow #1 /etc/group FIRA. NIStHATAFEMBEMN (G0E
£ /etc/hosts 3 /etc/services ZRXHEHRHR) , BXEFRENA. Af]
BIENISHREYP, LIIENEHRH “BIFEDI .

3.1 FEZE NIS fr5528

BERBEIMERZNISER, BRE-GRSR (Fk=5) BERMERPE, EBLXEZA
NIS NBRRSS AT RERS[IEKRILER, AERKESPLESBEIEF o

o ERANKRE—S NISIRSEE, BENE 31171 “ILE NIS RS SR,

o NREHNIS ERRBF|FRHELIESHEIMNERSS2E, BHRE 31110 “FEE NIS RS
25 HFTRIRBEERSEE, BE 3127 EE NS NERSEE PAAREFHNFIREMN
[BRRSS 280

3.1.1 EcE NIS 5528

EEMA YaST BIE NIS iR$528108E, 1BLL root H14I81T zypper in yast2-nis-server @
LRELLE yast2-nis-server BB, EAMKEE NIS EARSES, BRI TARAEE:

1. /55D YaST > Z8ARSS > NIS ARSS28.

2. MENEPRIFE—G NISHRSSEE, HEUMRSIF 7 IERRF NIS MEIRS 2RI EAR
588, IWRFELEHHIRE NIS RS, YaST RLREFENEFEo
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() =7 DREMNIS RSR/MMY
NR NIS fRSFEREF B L RENEE L, FEIREOE NIS TARSSZKENE NIS £
ARS588.

WIS RARS (NIS) BRS5 2RI E

LRk BAERE NIS B,
WERS NIS RR=,

IEFERITHISIE

(=) TEHIGE NIS EREZM)
O EFHEE NIS MNERSS(S)
O FRITEMIREHEHIRED

@ | | ew || BE®) [ Fsm

B 3.1: NISRS2igE

3. HEEZ NIS g & D :

a. WA NISIEHZ,

b. BEEEXATHHWE—TNISE R, EXZENEEENZE NIS BRI (fE
FAFBEBEMIZ NIS RS 2RERH A REIE) o

c. MR NIS frSBHFFER A EMFIIFRI NIS MEARS SRS 2R, 1BHEFREH
MIE NIS BRS5 2817 7%
RIERBRET 73 % IR Be SE IR MIE NIS BRS5 2577 EHEECER. BRI LUINEREBRET
(k3 TE N EER NP EN
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d. EERFENCOLUATREFRNAR (AR MET NIS lRSFEENARF)
SEORHETE NIS fRSS28 ERNO< (EA#< yppasswd) o XSERIHIE D ITEL
GECOS FEEM A IFELNE R Shell £, “GECOS” BEMERFPEALUERGM<
ypchfn EXRHIZMAMUNSGE, “INT" AFAFERASG< ypchsh BEXLHEGA
She= (BISOM Bash )42 sh) o HSNRUIUE /etc/shells HFEXRIHP—
Ilo

e. EERTEFAIERFT i C6E YaST iER NIS RS 2809BA A SR B

FRHREE
NIS 155
1eixample‘con%|

[ B EHBE— NIS BRE(C

v EEHME NIS RS EEEE)
| BRaEBRS 3 (rpe.ypxfrd)(F)
EHO%
U AFEHOSE)
| A ¥FE GECOS FE(G)
| AT EEFRIIN(S)
SuSEfirewall2 FIfGAISIRE
O $TFRA SR EE O (F) | PS4 D) |

IHAEERR

|RE2EREO..

| e | L gtR || mE@ |[F—Hw |

E3.2: ERSFLE

f. BF TP RELIHEE, HRFEEMSFHEEHITEHMSE,
Hith2F12 EEEEANIS lRSBIREER (FRIAN /etc) o LS, HWATLTELE
BHOL., ZKENIRNEAEETRAS MY /etc/passwd. /etc/
shadow #1 /etc/group BIZAFEIERE. LI, BHE NIS RiRHA&NAF
A 1D, BEHERMINEEFHRE E— 1N FR.
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NIS FARSZZMATIZE

YPRER(Y)
‘,’etc ‘

U a#ne
=/ UID =/ GID

0 I= [0 S

-

| mam |

B 3.3: B NIS RSRERHEI X

| mo || mzo

. NRFRBRA T FEEIHIME NIS iR552:, NAAMANBIEMBIRSBENBIZIR, A5

BET—%, MRAEFEEAMERSE, KHLSHEEDE,

. BEFEINEERHITHIEERE, 8% NIS ARs5250R5T, BIZEM NIS fRS B FMERF iR

B D EERE. FRNKBEBEMEBR T, EFE T — I aRH IIEE,

EFARMREY, ARBRE T —IHER,
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NIS B3 23BRETIS E
BRSI (M)

[+ auto.master
| | ethers
[_] group

[ hosts

|| netgrp
|+ networks
[+ passwd
|_| protocols
[ rpe

|| services
|1 shadow

| o) | | mrw || BE® || F—5mM

B 3.4 NIS fRSZ:RMIHZE

7. FERILAE M NIS BRSS B EN. BT R EMRNARERAN. FREIMEREN. EE

22

BILAM NIS RSS2 RIXFR B INEBHIER, BEARNEWE, EHFIERT, NEUT

PRI ;

255.0.0.0 127.0.0.0
0.0.0.0 0.0.0.0

BATNEESHEN (BINIS AR3388) EHi. FIWMARITIE N MRS HELEIF
Ko
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NIS [REBEWENIEE

FEER v P
255.0.0.0 127.0.0.0

CFme || w80 || #so |
| e | | sE || BE@ || wHE

B 3.5: 79 NIS RSS2SR EIRRINR

8. BETAMUREFENHERRILRE.

3.1.2 FCE NIS MERRSS 28
BIERMATRERE NIS WERSE, ERINTFRRSS:

1. 35 YaST » WL8ARSS > NIS fRS323.

2. EFRLEHILENIS MNERS S, ARBEE TP,

0O &7
AR NIS fRSZe8in B REEEN2E L, MBI R E0IE NIS MERS 25K 08
NIS MERRSE 28

3. 5T NIS NBRRS BRI E

a. A NIS i,

b. WAEARSSBHIENREL IP Hiik,

23 FcE NIS MiERRSS 25 SLES 15 SP2



c. IRBEAVFAFRERILARSSE, HIREXATNHEE— NIS FF i,
d. @I FT AL AR R IR O RKIFR AIEIRE,
e. 8 "F—F7 .

4, MINATLLAEIR NIS IRSF 23 EN.. ml@d R EENIZHERAIN. wEXMEFREN. EE
AT MHRE NIS fRSB 28 RIXIERBIFTBEMNES, WNRAIMEIEMERIXIERK, 1HEHE T
=i

255.0.0.0 127.0.0.0
0.0.0.0 0.0.0.0

B-MATNEBCHEN (BINIS BRSS:8) EiE. EIHMATFIE SRR —MNENE
MmARSS 2R IXTERo

5. BETHN, REESFIEREILE.

3.2 & NIS B iR
BT (Euh EERA NIS, EHRITUUTIRE:
1. B5h YaST > F4EARSS > NIS B .
2. BUEEA NIS #%25H,

3. WANISIHH, XBEEHEERISEMNIY R DHCP UE|aV8%& IP tilit, < DHCP B
=5, 58l (BEiEm) ,%832&F “DHCP” ,
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NIS iR ECE

O FEEF NIS(N)
(») {EF NIS(U)
NIS 22 i
Netconfig NIS 8B&(P) EE MR (U)
BiAsER 2 | |
NIS 35 (1)
|example‘com ‘
NIS AR % 22a01tit(A)
|192.168.1.113 |
O r&e) | (D) ‘
Fithn NIS 45
mEE
SuSEfirewall2 B9 AIEIRE
v TFEHERNEOE |%A%ﬂnwl|\§iﬁ)]
BEEREREN LT AERD i
e | [ mrw | | mE@ | =me |

3.6 : 1ZE NIS BRs32piE At

. EHU)\II.:‘E’J NIS H&Rgg#l'/( *%ﬁl‘nﬁiﬂ’,ilto yﬂ%uz_ﬂ]l_ NIS Hﬁﬂgﬁﬂ’]ﬂﬂiﬂ:, 1ﬁ$a-:l7k

ik YaST #REHFAFRE NIS R5588, RIFAMMENAN, IEERIESHEER
Kiial, [HEAEIRERNRSSHLAMNG, TR I NIS RS28.

. IRIEAMTR, EeIaER8E0E automounter, MIRFE, ETEaTEEER MY,

. NREAFEEMENEBRTRNENE P B EEERANRSESE, BRIETIREHERE

FILE2ENo WA EIARSS 25, TP R sES R IoEd IR IR @ N B AR 35 25 69
E8, BX#H—FER, 15EN man ypbind,

. BESERUREFEEHIREIZ YaST =610, IE, BHNEFiE EEERELY NIS.
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4 {£R YaST g E S INUEE F i

Kerberos B F S 1450IE, M LDAP FBFIRMNAMIRIR. MEAUERSIT{E, BX LDAP
FIEMER, BBIE 5= “LDAP with 389 Directory Server” ; 3% Kerberos Y
HHER, BBNE6E “[FH Kerberos #1TMEHDIEIE”

4.1 fEFA YaST EEESMIIEEF in
VaST AVFER R R EAEE S RS HRT:

e User logon management: Use both an identity service (usually LDAP) and a user
authentication service (usually Kerberos). This option is based on SSSD and in the
majority of cases is best suited for joining Active Directory domains.

This moduleis described in 5 7.3.2 77 “EHAFEZEEN Active Directory” .

e Windows domain membership: Join an Active Directory (which entails use of

Kerberos and LDAP). This option is based on winbind and is best suited for joining

an Active Directory domain if support for NTLM or cross-forest trusts is necessary.
This module is described in 5 7.3.3 77 “&F Windows 1E% 5 55 &0\ Active
Directory” .

4.2 SSSD

B YaST BIREF SSSD: AP EFEIENK LDAP #l Kerberos S145011E,

SSSD IER AR ERSTIFERF. SSSD R5RMEAFHIENZEZEBRIRS BN, HIEHESHE
RI8EA % (5130 LDAP. Kerberos B Active Directory (AD)) . EiXIRHt NSS (ZFRARSL]
#) #PAM (RIHEANSMIIEER) 0,

SSSD RIEAMIEF AP SIBH LA A FERXLHIE, BMFEXMNERRS (BB REIAR
Bt 2t
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4.2. l *ﬁ '{k IL;\
IBITRA YaST SHMIERIE, ErRIUERLTH<1E SSSD RBIEMET:

root # systemctl status sssd

sssd.service - System Security Services Daemon
Loaded: loaded (/usr/lib/systemd/system/sssd.service; enabled)
Active: active (running) since Thu 2015-10-23 11:03:43 CEST; 5s ago
[...]

422 17

NTATARESHIIEEHRAPIANER, SSSD BERAHEETT, BEEREFSRN. XMER

2—EFZERREXRA A,

EBFEFRM, 1BB1T sss_cache -E (sss_cache <2 HE sssd-tools B—
) o

EWERERR SSSD &7, 1BEB1T:
tux > sudo systemctl stop sssd

tux > sudo rm -f /var/lib/sss/db/*
tux > sudo systemctl start sssd
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5 LDAP with 389 Directory Server

The Lightweight Directory Access Protocol (LDAP) is a protocol designed to
access and maintain information directories. LDAP can be used for tasks such
as user and group management, system configuration management, and
address management. In SUSE Linux Enterprise Server 15 SP2 the LDAP service
is provided by the 389 Directory Server, replacing OpenLDAP.

Ideally, a central server stores the data in a directory and distributes it to all clients using
a well-defined protocol. The structured data allow a wide range of applications to access
them. A central repository reduces the necessary administrative effort. The use of an
open and standardized protocol such as LDAP ensures that as many client applications as

possible can access such information.

A directory in this context is a type of database optimized for quick and effective

reading and searching. The type of data stored in a directory tends to be long lived and
changes infrequently. This allows the LDAP service to be optimized for high performance
concurrent reads, whereas conventional databases are optimized for accepting many

writes to data in a short time.

5.1 Structure of an LDAP directory tree

This section introduces the layout of an LDAP directory tree, and provides the basic
terminology used with regard to LDAP. If you are familiar with LDAP, read on at 55 5.2.1 73

“Setting up a new 389 Directory Server instance” .

An LDAP directory has a tree structure. All entries (called objects) of the directory have a
defined position within this hierarchy. This hierarchy is called the directory information
tree (DIT). The complete path to the desired entry, which unambiguously identifies it,

is called the distinguished name or DN. An object in the tree is identified by its relative
distinguished name (RDN). The distinguished name is built from the RDNs of all entries on
the path to the entry.

28 Structure of an LDAP directory tree SLES 15 SP2



The relations within an LDAP directory tree become more evident in the following

example, shown in [£] 5.1 “Structure of an LDAP directory” .

dc=example, dc=com

5.1 . STRUCTURE OF AN LDAP DIRECTORY

The complete diagram is a fictional directory information tree. The entries on three
levels are depicted. Each entry corresponds to one box in the image. The complete, valid
distinguished name for the fictional employee Geeko Linux, in this case,is cn=Geeko
Linux,ou=doc,dc=example,dc=com. Itis composed by adding the RDN cn=Geeko

Linux to the DN of the preceding entry ou=doc,dc=example,dc=com.

The types of objects that can be stored in the DIT are globally determined following

a Schema. The type of an object is determined by the object class. The object class
determines what attributes the relevant object must or may be assigned. The Schema
contains all object classes and attributes which can be used by the LDAP server. Attributes
are a structured data type. Their syntax, ordering and other behavior is defined by the
Schema. LDAP servers supply a core set of Schemas which can work in a broad variety of

environments. If a custom Schema is required, you can upload it to an LDAP server.
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72 5.1 “Commonly used object classes and attributes” offers a small overview of the
object classes from 00core.ldif and 06inetorgperson.ldif used in the example,
including required attributes (Req. Attr.) and valid attribute values. After installing 389
Directory Server, these can be found in /usr/share/dirsrv/schema.

# 5.1 . COMMONLY USED OBJECT CLASSES AND ATTRIBUTES

Object Class Meaning Example Req. Attr.
Entry

domain name components of the domain  example displayName

organizationalUnit organizational unit documentationdept

nsPerson person-related data for the Tux Linux cn

intranet or Internet

7 5.1 “Excerpt from CN=schema” shows an excerpt from a Schema directive with
explanations.

f5 5.1 : EXCERPT FROM CN=SCHEMA

attributetype (1.2.840.113556.1.2.102 NAME 'memberOf' @
DESC 'Group that the entry belongs to' @
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 ©
X-ORIGIN 'Netscape Delegated Administrator') @

objectclass (2.16.840.1.113730.3.2.333 NAME 'nsPerson' ©
DESC 'A representation of a person in a directory server' @
SUP top STRUCTURAL @
MUST ( displayName $ cn ) @
MAY ( userPassword $ seeAlso $ description $ legalName $ mail \
$ preferredLanguage ) ©
X-ORIGIN '389 Directory Server Project'

@ The name of the attribute, its unique object identifier (OID, numerical), and the
abbreviation of the attribute.
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® Abrief description of the attribute with DESC . The corresponding RFC, on which the

definition is based, may also mentioned here.

© Thetype of data that can be held in the attribute. In this case, it is a case-insensitive

directory string.

©

The source of the schema element (for example, the name of the project).

The definition of the object class nsPerson begins with an OID and the name of the

®

object class (like the definition of the attribute).

o)

A brief description of the object class.

The SUP top entry indicates that this object class is not subordinate to another
object class.

©® With MUST, list all attribute types that must be used with an object of the type

nsPerson.

© With MAY, list all attribute types that are optionally permitted with this object class.

5.2 Installing 389 Directory Server
Install 389 Directory Server with the following command:

> sudo zypper install 389-ds

b o o 13

After installation, set up the server as described in 55 5.2.1 75 “Setting up a new 389

Directory Server instance” .

5.2.1 Setting up a new 389 Directory Server instance

You will use the dscreate command to create new 389 Directory Server instances, and
the dsctl command to cleanly remove them.

There are two ways to configure and create a new instance: from a custom configuration
file, and from an auto-generated template file. You can use the auto-generated template

without changes for a test instance, though for a production system you must carefully

review it and make any necessary changes.
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Then you will set up administration credentials, manage users and groups, and configure

identity services.

The 389 Directory Server is controlled by three primary commands:

dsctl
Manages a local instance and requires root permissions. Requires you to be

connected to a terminal which is running the directory server instance. Used for
starting, stopping, backing up the database, and more.

dsconf
The primary tool used for administration and configuration of the server. Manages
an instance's configuration via its external interfaces. This allows you to make

configuration changes remotely on the instance.

dsidm
Used for identity management (managing users, groups, passwords, etc.). The
permissions are granted by access controls, so, for example, users can reset their

own password or change details of their own account.

Follow these steps to set up a simple instance for testing and development, populated
with a small set of sample entries.

[

. Creating a 389 Directory Server instance with a custom configuration file
2. Creating a 389 Directory Server instance from a template

3. Configuring admin credentials for local administration

4. Managing LDAP users and groups

5. Using SSSD to manage LDAP authentication

6. Managing modules

7. Importing TLS server certificates and keys
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5.2.2 Creating a 389 Directory Server instance with a custom
configuration file

You can create a new 389 Directory Server instance from a simple custom configuration

file. This file must be in the INF format, and you can name it anything you like.

The default instance name is localhost. The instance name cannot be changed after

it has been created. It is better to create your own instance name, rather than using the

default, to avoid confusion and to enable a better understanding of how it all works. The

following examples use the LDAP1 instance name, and a suffix of dc= LDAP1 ,dc=COM.

171 5.2 shows an example configuration file that you can use to create a new 389 Directory

Server instance. You can copy and use this file without changes.

33

1. Copy the following example file, LDAP1.inf, to your home directory:

fjl 5.2 : MINIMAL 389 DIRECTORY SERVER INSTANCE CONFIGURATION FILE

# LDAP1.inf

[generall]

config version = 2 @

[slapd]

root password = PASSWORD @
self sign cert = True ©
instance name = LDAP1

[backend-userroot]
sample entries = yes @
suffix = dc=LDAP1,dc=COM

@ Thislineisrequired, indicating that this is a version 2 setup INF file.

® Createastrong root password forthe ldap user cn=Directory Manager.

This user is for connecting (binding) to the directory.

© 0

Creating a 389 Directory Server instance with -+

Populate the new instance with sample user and group entries.

Create self-signed server certificatesin /etc/dirsrv/slapd-LDAP1.

SLES 15 SP2



2. To create the 389 Directory Server instance from {5/ 5.2, run the following command:

> sudo dscreate -v from-file LDAP1.inf | \
tee LDAP1-OUTPUT.txt

This shows all activity during the instance creation, stores all the messages in
LDAP1-0OUTPUT. txt, and creates a working LDAP server in about a minute. The

verbose output contains a lot of useful information. If you do not want to save it,
then deletethe | tee LDAP1-OUTPUT.txt portion of the command.

3. Ifthe dscreate command should fail, the messages will tell you why. After

correcting any issues, remove the instance (see 7% 5) and create a new instance.

4. Asuccessfulinstallation reports " Completed installation for LDAP1" Check

the status of your new server:

> sudo dsctl LDAP1 status
Instance "LDAP1" is running

5. The following commands are for cleanly removing the instance. The first command
performs a dry run and does not remove the instance. When you are sure you want

to remove it, use the second command with the --do-1it option:

> sudo dsctl LDAP1 remove
Not removing: if you are sure, add --do-it

> sudo dsctlLDAP1 remove --do-it

This command also removes partially installed or corrupted instances. You can

reliably create and remove instances as often as you want.
If you forget the name of your instance, use dsctl to list all instances:

> sudo dsctl -1
slapd-LDAP1
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5.2.3 Creating a 389 Directory Server instance from a
template

You can auto-create a template for a new 389 Directory Server instance with the
dscreate command. This creates a template that you can use without making any
changes, for testing. For production systems, review and change it to suit your own
requirements. All of the defaults are documented in the template file, and commented
out. To make changes, uncomment the default and enter your own value. All options are

well documented.

The following example prints the template to stdout:

> sudo dscreate create-template

This is good for a quick review of the template, but you must create a file to use in creating
your new 389 Directory Server instance. You can name this file anything you want:

> sudo dscreate create-template TEMPLATE.txt

Thisis a snippet from the new file:

# full machine name (str)

# Description: Sets the fully qualified hostname (FQDN) of this system. When

# installing this instance with GSSAPI authentication behind a load balancer,
set

# this parameter to the FQDN of the load balancer and, additionally, set

# "strict host checking" to "false".

# Default value: ldapserverl.test.net

; full machine name = ldapserverl.test.net

# selinux (bool)

# Description: Enables SELinux detection and integration during the installation
# of this instance. If set to "True", dscreate auto-detects whether SELinux is
# enabled. Set this parameter only to "False" in a development environment.

# Default value: True

;selinux = True
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It automatically configures some options from your existing environment, for example,
the system's fully-qualified domain name, which is called full machine name inthe

template. Use this file with no changes to create a new instance:

> sudo dscreate from-file TEMPLATE.txt

This creates a new instance named localhost, and automatically starts it after creation:

> sudo dsctl localhost status

Instance "localhost" is running

The default values create a fully operational instance, but there are some values you might
want to change.

The instance name cannot be changed after it has been created. It is better to create your
own instance name, rather than using the default, to avoid confusion and to enable a
better understanding of how it all works. To do this, uncomment the ;instance name =

localhost line and change localhost to your chosen name. In the following examples,

the instance nameis LDAP1.

Another useful change is to populate your new instance with sample users and groups.
Uncomment ;sample _entries = no andchange no to yes. This creates the

demo user and demo group.

Set your own password by uncommenting ; root password, and replacing the default

password with your own.

The template does not create a default suffix, so you should configure your own on the

suffix line, like the following example:
suffix = dc=LDAP1,dc=COM
You can cleanly remove any instance and start over with dsctl:

> sudo dsctl LDAP1l remove --do-it
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5.2.4 Stopping and starting 389 Directory Server

The following examples use LDAP1 as the instance name. Use systemd to manage your

389 Directory Server instance. Get the status of your instance:

> systemctl status --no-pager --full dirsrv@LDAPl.service
® dirsrv@LDAPl.service - 389 Directory Server LDAPL.
Loaded: loaded (/usr/lib/systemd/system/dirsrv@.service; enabled; vendor
preset: disabled)
Active: active (running) since Thu 2021-03-11 08:55:28 PST; 2h 7min ago
Process: 4451 ExecStartPre=/usr/lib/dirsrv/ds systemd ask password acl
/etc/dirsrv/slapd-LDAP1/dse.ldif (code=exited, status=0/SUCCESS)
Main PID: 4456 (ns-slapd)
Status: "slapd started: Ready to process requests"
Tasks: 26
CGroup: /system.slice/system-dirsrv.slice/dirsrv@LDAPl.service
L-4456 /usr/sbin/ns-slapd -D /etc/dirsrv/slapd-LDAP1 -i /run/
dirsrv/slapd-LDAP1.pid

Start, stop, and restart your LDAP server:

> sudo systemctl start dirsrv@LDAPl.service
> sudo systemctl stop dirsrv@LDAP1l.service
> sudo systemctl restart dirsrv@LDAPl.service

See (EIiEiEF) ,$E 15F “systemd SF#P#ERE" for more information on using
systemctl.

The dsctl command also starts and stops your server:

sudo dsctl LDAP1 status
sudo dsctl LDAP1 stop
sudo dsctl LDAP1 restart
sudo dsctl LDAP1 start

Vv

Vv

Vv

\
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5.2.5 Configuring admin credentials for local administration

For local administration of the 389 Directory Server, you can create a .dsrc configuration
fileinthe /root directory, allowing root and sudo users to administer the server without
typing connection details with every command. 17/ 5.3 shows an example for local
administration on the server, using LDAP1 and com for the suffix.

After creating your /root/.dsrc file, try a few administration commands, such as

creating new users (see 55 5.5 77 “Managing LDAP users and groups”™ ).

il 5.3 : A .dsrc FILE FOR LOCAL ADMINISTRATION

# /root/.dsrc file for administering the LDAP1 instance

[LDAP1] ©

uri = ldapi://%%2fvar%s%2frun%s%2fslapd-LDAPl.socket @
basedn = dc=LDAP1,dc=COM
binddn = cn=Directory Manager

@ This must specify your exact instance name.

® ldapi detectsthe UID and GID of the user attempting to log in to the server. If the
UID/GID are 0/0 or dirsrv:dirsrv, ldapi bindsthe user as the directory server
root dn, whichis cn=Directory Manager.
In the URI, the slashes are replaced with %%2f , so in this example the pathis /var/

run/slapd-LDAP1.socket.

@ ==: New negation feature in sudoers.ldap
In sudo versions older than 1.9.9, negation in sudoers.ldap does not work for the

sudoUser, sudoRunAsUser,or sudoRunAsGroup attributes. For example:
# does not match all but joe

# instead, it does not match anyone

sudoUser: !joe
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# does not match all but joe

# instead, it matches everyone including Joe
sudoUser: ALL

sudoUser: !joe

In sudo version 1.9.9 and higher, negation is enabled for the sudoUser attribute. See

man 5 sudoers.ldap for more information.

5.3 Firewall configuration

The default TCP ports for 389 Directory Server are 389 and 636. TCP 389 is for unencrypted
connections, and STARTTLS. 636 is for encrypted connections over TLS.
firewalld isthe default firewall manager for SUSE Linux Enterprise. The following rules

activate the 1dap and ldaps firewall services:

> sudo firewall-cmd --add-service=ldap --zone=internal
> sudo firewall-cmd --add-service=ldaps --zone=internal

> sudo firewall-cmd --runtime-to-permanent
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Replace the zone with the appropriate zone for your server. See 55 5.8 75 “Importing TLS
server certificates and keys” for information on securing your connections with TLS, and
1937 “PHAMIEEMFIR” to learn about firewalld.

5.4 Backing up and restoring 389 Directory
Server

389 Directory Server supports making offline and online backups. The dsctl command
makes offline database backups, and the dsconf command makes online database

backups. Back up the LDAP server configuration directory, to enable complete restoration
in case of a major failure.
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5.4.1 Backing up the LDAP server configuration

Your LDAP server configuration is in the directory /etc/dirsrv/
slapd-INSTANCE NAME. This directory contains certificates, keys, and the dse.ldif

file. Make a compressed backup of this directory with the tar command:

> sudo tar caf \
config_slapd-INSTANCE NAME-$(date +%Y-%m-%d_S%H-%M-%S).tar.gz \
/etc/dirsrv/slapd-INSTANCE NAME/

© Whenrunning tar, you may see the harmless informational message tar:
Removing leading /' from member names.

To restore a previous configuration, unpack it to the same directory:

1. (A%) To avoid overwriting an existing configuration, move it:

> sudo old /etc/dirsrv/slapd-INSTANCE NAME/

2. Unpack the backup archive:

> sudo tar -xvzf \
config_slapd-INSTANCE NAME-DATE.tar.gz

3. Copyitto /etc/dirsrv/slapd-INSTANCE NAME:

> sudo cp -r etc/dirsrv/slapd-INSTANCE NAME \
/etc/dirsrv/slapd-INSTANCE NAME

5.4.2 Creating an offline backup of the LDAP database and
restoring from it

The dsctl command makes offline backups. Stop the server:

> sudo dsctl INSTANCE NAME stop
Instance "INSTANCE NAME" has been stopped
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Then make the backup using your instance name. The following example creates a backup
archiveat /var/lib/dirsrv/slapd-INSTANCE NAME/bak/INSTANCE NAME-DATE:

> sudo dsctl INSTANCE NAME db2bak
db2bak successful

For example, on a test instance named ldapl it looks like this:
/var/lib/dirsrv/slapd-ldapl/bak/ldapl-2021 10 25 13 03 17
Restore from this backup, naming the directory containing the backup archive:

> sudo dsctl INSTANCE NAME bak2db \
/var/lib/dirsrv/slapd-INSTANCE NAME/bak/INSTANCE NAME-DATE/
bak2db successful

Then start the server:

> sudo dsctl INSTANCE NAME start
Instance "INSTANCE NAME" has been started

You can also create LDIF backups:

> sudo dsctl INSTANCE NAME db2ldif --replication userRoot

ldiffile: /var/lib/dirsrv/slapd-INSTANCE NAME/ldif/INSTANCE NAME-userRoot-
DATE. ldif

db21ldif successful

Restore an LDIF backup with the name of the archive, then start the server:

> sudo dsctl ldif2db userRoot \
/var/lib/dirsrv/slapd-INSTANCE NAME/ldif/INSTANCE NAME-userRoot-DATE.ldif
> sudo dsctl INSTANCE NAME start

5.4.3 Creating an online backup of the LDAP database and
restoring from it

Use the dsconf to make an online backup of your LDAP database:

> sudo dsconf INSTANCE NAME backup create
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The backup create task has finished successfully

This creates /var/lib/dirsrv/slapd-INSTANCE NAME/bak/INSTANCE NAME-DATE.

Restore it:

> sudo dsconf INSTANCE NAME backup restore \
/var/lib/dirsrv/slapd-INSTANCE NAME/bak/INSTANCE NAME-DATE

5.5 Managing LDAP users and groups

Use the dsidm command to create, remove, and manage users and groups.

5.5.1 Querying existing LDAP users and groups

The following examples show how to list your existing users and groups. The examples use

the instance name LDAP1. Replace this with your instance name:

> sudo dsidm LDAP1 user list

> sudo dsidm LDAP1 group list

List all information on a single user:

> sudo dsidm LDAP1 user get USER
List all information on a single group:
> sudo dsidm LDAP1 group get GROUP
List members of a group:

> sudo dsidm LDAP1 group members GROUP

5.5.2 Creating users and managing passwords

In the following example we create one user, wilber. The example server instance is
named LDAP1,and the instance's suffix is dc=LDAP1,dc=COM.
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i3#E 5.1 . CREATING LDAP USERS

The following example creates the user Wilber Fox on your 389 DS instance:

1. - sudo dsidm LDAP1 user create --uid wilber \
--cn wilber --displayName 'Wilber Fox' --uidNumber 1001 --gidNumber 101 \
--homeDirectory /home/wilber

2. Verify by looking up your new user's distinguished name (fully qualified name to

the directory object, which is guaranteed unique):

> sudo dsidm LDAP1 user get wilber
dn: uid=wilber, ou=people,dc=LDAP1,dc=COM
[...]

You need the distinguished name for actions such as changing the password for a
user.

3. Create a password for new user wilber:

a. > sudo dsidm LDAP1 account reset_password \
uid=wilber, ou=people,dc=LDAP1,dc=COM

b. Enter the new password for wilber twice.

If the action was successful, you get the following message:
reset password for uid=wilber,ou=people,dc=LDAP1,dc=COM
Use the same command to change an existing password.
4. Verify that the user's password works:
> ldapwhoami -D uid=wilber,ou=people,dc=LDAP1,dc=COM -W

Enter LDAP Password: PASSWORD
dn: uid=wilber, ou=people,dc=LDAP1,dc=COM
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5.5.3 Creating and managing groups

After creating users, you can create groups, and then assign users to them. In the
following examples, we create a group, server admins,and assign the user wilber
to this group. The example server instance is named LDAP1, and the instance's suffix is
dc=LDAP1,dc=COM.

3% 5.2 . CREATING LDAP GROUPS AND ASSIGNING USERS TO THEM

1. Create the group:

> sudo dsidm LDAP1 group create

You will be prompted for a group name. Enter your chosen group name, which in the
following exampleis SERVER ADMINS:

Enter value for cn : SERVER ADMINS

2. Addthe user wilber (created in i&#2 5.1 “Creating LDAP users” ) to the group:

> sudo dsidm LDAP1 group add_member SERVER ADMINS \
uid=wilber, ou=people,dc=LDAP1,dc=COM
added member: uid=wilber,ou=people,dc=LDAP1,dc=COM

5.5.4 Deleting users, groups, and removing users from groups

Use the dsidm command to delete users, remove users from groups, and delete groups.

The following example removes our example user wilber from the server_admins group:

> sudo dsidm LDAP1 group remove_member SERVER ADMINS \
uid=wilber, ou=people, dc=LDAP1,dc=COM

Delete a user:

> sudo dsidm LDAP1 user delete \
uid=wilber, ou=people,dc=LDAP1,dc=COM
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Delete a group:

> sudo dsidm LDAP1 group delete SERVER ADMINS

5.6 Using SSSD to manage LDAP authentication

The System Security Services Daemon (SSSD) manages authentication, identification,
and access controls for remote users. This section describes how to use SSSD to manage

authentication and identification for your 389 Directory Server.

SSSD mediates between your LDAP server and clients. It supports several provider back-
ends, such as LDAP, Active Directory, and Kerberos. SSSD supports services, including SSH,
PAM, NSS, and sudo. SSSD provides performance benefits and resilience through caching
user IDs and credentials. Caching reduces the number of requests to your 389 DS server,

and provides authentication and identity services when the back-ends are unavailable.

If the Name Services Caching Daemon (nscd) is running on your network, you should
disable or remove it. nscd caches only the common name service requests, such as
passwd, group, hosts, service, and netgroup, and will conflict with SSSD.

Your LDAP server is the provider, and your SSSD instance is the client of the provider.

You may install SSSD on your 389 DS server, but installing it on a separate machine
provides some resilience in case the 389 DS server becomes unavailable. Use the following
procedure to install and configure an SSSD client. The example 389 DS instance name is
LDAP1:

1. Install the sssd and sssd-1ldap packages:

> sudo zypper in sssd sssd-ldap

2. Back upthe /etc/sssd/sssd.conf file, if it exists:

> sudo old /etc/sssd/sssd.conf
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3. Create your new SSSD configuration template. The allowed output file names are
sssd.conf and ldap.conf. display sends the output to stdout. The following

example creates a client configuration in /etc/sssd/sssd.conf:

> sudo cd /etc/sssd
> sudo dsidm LDAP1 client_config sssd.conf

4. Review the output and make any necessary changes to suit your environment. The

following /etc/sssd/sssd.conf filedemonstrates a working example:

[sssd]
services = nss, pam, ssh, sudo
config file version = 2

domains = default

[nss]
homedir substring = /home

[domain/default]

# If you have large groups (for example, 50+ members),
# you should set this to True

ignore group members = False

debug level=3

cache credentials = True

id provider = ldap

auth provider = ldap

access provider = ldap

chpass _provider = ldap

ldap schema = rfc2307bis

ldap_search _base = dc=example,dc=com

# We strongly recommend ldaps

ldap_uri = ldaps://ldap.example.com
ldap tls reqcert = demand

ldap tls cacert = /etc/openldap/ldap.crt
ldap_access filter = (| (memberof=cn=<login
group>,ou=Groups,dc=example, dc=com) )
enumerate = false
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access provider = ldap

ldap user _member of = memberof

ldap _user _gecos = cn

ldap_user uuid = nsUniqueld

ldap_group uuid = nsUniqueld

ldap account expire policy = rhds

ldap _access order = filter, expire

# add these lines to /etc/ssh/sshd_config

# AuthorizedKeysCommand /usr/bin/sss ssh authorizedkeys
# AuthorizedKeysCommandUser nobody

ldap _user ssh public key = nsSshPublicKey

. Set file ownership to root, and restrict read-write permissions to root:

> sudo chown root:root /etc/sssd/sssd.conf
> sudo chmod 600 /etc/sssd/sssd.conf

. Editthe /etc/nsswitch.conf configuration file on the SSSD server to include the

following lines:

passwd: compat sss
group: compat sss

shadow: compat sss

. Edit the PAM configuration on the SSSD server, modifying common-account-pc,

common-auth-pc, common-password-pc,and common-session-pc.SUSE
Linux Enterprise provides a command to modify all of these files at once, pam-

config:

> sudo pam-config -a --sss

. Verify the modified configuration:

> sudo pam-config -q --sss
auth:
account:

password:
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session:

9. Copy /etc/dirsrv/slapd-LDAP1/ca.crt fromthe 389 DS serverto /etc/

openldap/certs onyour SSSD server, then rehash it:

> sudo c_rehash /etc/openldap/certs

10. Enable and start SSSD:

> sudo systemctl enable --now sssd

See H4E “FHYaSTIESHIIEEFim" forinformation on managing the
sssd.service with systemctl.

5.6.1 Unsupported password hashes and authentication
schemes

The following are not supported as configuration values in dse.ldif forthe settings
nsslapd-rootpwstoragescheme or passwordStorageScheme, or as a value of

passwordStorageScheme in the account policy objects:

e SHA

e SSHA

* SHA256
e SSHA256
* SHA384
e SSHA384
* SHA512
e SSHA512

* NS-MTA-MD5
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e clear
e MD5

e SMD5

N = — =4
Q &
Database imports that contain these values are supported if nsslapd-enable-

upgrade-hash issetto on (defaultsto on).

5.7 Managing modules

Use the following command to list all available modules, enabled and disabled. Use your
server's hostname rather than the instance name of your 389 Directory Server, like the
following example hostname of LDAPSERVER1 :

> sudo dsconf -D "cn=Directory Manager" ldap://LDAPSERVER1 plugin list
Enter password for cn=Directory Manager on ldap://LDAPSERVER1: PASSWORD

7-bit check

Account Policy Plugin
Account Usability Plugin
ACL Plugin

ACL preoperation

[...]

The following command enables the MemberOf plugin referenced in 55 5.6 75 “Using
SSSD to manage LDAP authentication” . MemberOf simplifies user searches, by returning
the user and any groups the user belongs to, with a single command. Without MemberOf,

a client must run multiple lookups to find a user's group memberships.

> sudo dsconf -D "cn=Directory Manager" ldap://LDAPSERVER1 plugin memberof
enable
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Note that the plugin names used in commands are lowercase, so they are different from
how they appear when you list them. If you make a mistake with a plugin name, you will
see a helpful error message:

dsconf instance plugin: error: invalid choice: 'MemberOf' (choose from

'memberof', 'automember', 'referential-integrity', 'root-dn', 'usn',
'account-policy', 'attr-uniq', 'dna', 'linked-attr', 'managed-entries',
'pass-through-auth', 'retro-changelog', 'posix-winsync', 'contentsync', 'list',
‘show', 'set')

After enabling a plugin, it is necessary to restart the server:

> sudo systemctl restart dirsrv@L.DAPSERVER1.service

Next, configure the plugin. The following example enables MemberOf to search all entries.
Use your instance name rather than the server's hostname:

> sudo dsconf LDAP1 plugin memberOf set --scope dc=example,dc=com

Successfully changed the cn=MemberOf Plugin,cn=plugins,cn=config

After the MemberOf plugin is enabled and configured, all new groups and users are
automatically MemberOf targets. However, any users and groups that exist before it is
enabled are not. They must be marked manually:

> sudo dsidm LDAP1 user modify suzanne add:objectclass:nsmemberof
Successfully modified uid=suzanne,ou=people,dc=1ldapl,dc=com

Now suzanne information and group membership are listed with a single command:

> sudo dsidm LDAP1l user get suzanne

dn: uid=suzanne,ou=people,dc=1dapl,dc=com

cn: suzanne

displayName: Suzanne Geeko

gidNumber: 102

homeDirectory: /home/suzanne

memberOf: cn=SERVER ADMINS, ou=groups,dc=ldapl,dc=com

Modifying a larger number of users is a lot of work. The following example shows how to
make all legacy users MemberOf targets with one fixup command:

> sudo dsconf LDAP1 plugin memberof fixup -f '(objectClass=*)' dc=LDAP1,dc=COM
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5.7.1 Unsupported plug-ins on 389 Directory Server

The following plug-ins are not supported on 389 Directory Server:

e Distributed Numeric Assignment (DNA) plug-in
* Managed Entries Plug-in (MEP)

* Posix Winsync plug-in

5.8 Importing TLS server certificates and keys

You can manage your CA certificates and keys for 389 Directory Server with the following
command line tools: certutil, openssl,and pkl2util.

For testing purposes, you can use the self-signed certificate that dscreate creates
when you create a new 389 DS instance. Find the certificate at /etc/dirsrv/
slapd-INSTANCE-NAME/ca.crt.

For production environments, it is a best practice to use a third-party certificate authority,
such as Let's Encrypt, CAcert.org, SSL.com, or whatever CA you choose. Request a server
certificate, a client certificate, and a root certificate.

0O ==

The Mozilla NSS (Network Security Services ) toolkit uses nicknames for
certificates in the certificate store. The server certificate uses the nickname

Server-Cert.

1. Use the following commands to remove the Self-Signed-CA and Server-Cert from the

instance:

> sudo dsctl INSTANCE NAME tls remove-cert Self-Signed-CA
> sudo dsctl INSTANCE NAME tls remove-cert Server-Cert

Replace INSTANCE NAME with the instance name of the directory server. This is

LDAP1 in the previous sections.
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2.

Import the CA that has signed your certificate.

> sudo sudo dsctl INSTANCE NAME tls import-ca
/path/to/CA/in/PEM/format/CA.pem NICKNAME FOR CA

Replace INSTANCE NAME with the instance name of the directory server. Replace /
path/to/CA/in/PEM/format/CA.pem with the full path to the CA certificate file in
the PEM format. Replace NICKNAME FOR CA with a nickname for the CA.

. Import the server certificate and the key for the certificate.

> sudo dsctl INSTANCE NAME tls import-server-key-cert
/path/to/SERVER.pem /path/to/SERVER.key

Replace INSTANCE NAME with the instance name of the directory server. Replace
/path/to/SERVER. pem with the full path to the server certificate in PEM format.
Replace /path/to/SERVER. key with the full path to the server certificate key file
in the PEM format.

Restart the instance so that the new certificates are used.

> sudo systemctl restart dirsrv@INSTANCE-NAME..service

Replace INSTANCE NAME with the instance name of the directory server.

5.9 Setting up replication

389 Directory Server supports replicating its database content between multiple servers.

According to the type of replication, this provides:
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Faster performance and response times
Fault tolerance and failover
Load balancing

High availability
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A database is the smallest unit of a directory that can be replicated. You can replicate an
entire database, but not a subtree within a database. One database must correspond to
one suffix. You cannot replicate a suffix that is distributed over two or more databases.

Areplica that sends data to another replica is a supplier. A replica that receives data from a
supplier is a consumer. Replication is always initiated by the supplier, and a single supplier
can send data to multiple consumers. Usually the supplier is a read-write replica, and the
consumer is read-only, except in the case of multi-supplier replication. In multi-supplier

replication the suppliers are both suppliers and consumers of the same data.

5.9.1 Asynchronous writes

389 DS manages replication differently than other databases. Replication is asynchronous,

and eventually consistent. This means:

e Any write or change to a single server is immediately accepted.

* There is a delay between a write finishing on one server, and then replicating and

being visible on other servers.

e |f that write conflicts with writes on other servers, it may be rolled back at some point
in the future.

* Not all servers may show identical content at the same time due to replication delay.

In general, as LDAP is "low-write", these factors mean that all servers are at least up

to a common baseline of a known consistent state. Small changes occur on top of this
baseline, so many of these aspects of delayed replication are not perceived in day to day
usage.

5.9.2 Designing your topology

Consider the following factors when you are designing your replication topology.
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The need for replication: high availability, geo-location, read scaling, or a
combination of all.

e How many replicas (nodes, servers) you plan to have in your topology.

Direction of data flows, both inside of the topology, and data flowing into the

topology.

How clients will balance across nodes of the topology for their requests (multiple
ldap URIs, SRV records, load balancers).

b o 13

These factors all affect how you may create your topology. (See %5 5.9.3 7 “Example
replication topologies”™ for some topology examples.)

5.9.3 Example replication topologies

The following sections provide examples of replication topologies, using two to six
389 Directory Server nodes. The maximum number of supported supplier replicasin a
topology is twenty. Operational experience shows the optimal number for replication

efficiency is a maximum of eight.

5.9.3.1 Tworeplicas

fjl 5.4 : TWO SUPPLIER REPLICAS

1 1
| S1 |«—]| S2 |
I L 1

In 51 5.4 “Two supplier replicas” there are two replicas, S1 and S2, which replicate bi-
directionally between each other, so they are both suppliers and consumers. S1 and S2
could be in separate data centers, or in the same data center. Clients can balance across
the servers using LDAP URIs, a load balancer, or DNS SRV records. This is the simplest
topology for high availability. Note that each server needs to be able to provide 100%
of client load, in case the other server is offline for any reason. A two-node replication is
generally not adequate for horizontal read scaling, as a single node will handle all read

requests if the other node is offline.
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@ X2 Default topology

The two-node topology should be considered the default topology, because it is the

simplest to manage. You can expand your toplogy, over time, as necessary.

5.9.3.2 Foursupplier replicas

f5l 5.5 : FOUR SUPPLIER REPLICAS

1 1
| S1 |«—]| S2 |
|| L 1

A A

v v
1 1
| S3 |«—»| S4 |
| I— I

#15.5 “Foursupplierreplicas” has four supplier replicas, which all synchronize to each
other. These could be in four datacenters, or two servers per datacenter. In the case of
one node per data center, each node should be able to support 100% of client load. When

there are two per datacenter, each one only needs to scale to 50% of the client load.

5.9.3.3 Sixreplicas

fj 5.6 : SIX REPLICAS

1 1
| S1 |«—| S2 |
I I
A A
| |
] ]
| | | |
| |
v v v v
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——1 1 1 1
| S3 |«—| 54 | | S5 |«—| S6 |
L r 1 L 1

In 5] 5.6 “Sixreplicas” , each pairisin a separate location. S1 and S2 are the suppliers,
and S3, S4, S5, and S6 are consumers of S1 and S2. Each pair of servers replicate to each
other. S3, S4, S5, and S6 can accept writes, though most of the replication is done through
S1and S2. This setup provides geographic separation for high availability and scaling.

5.9.3.4 Sixreplicas with read-only consumers

f5l 5.7 : SIXREPLICAS WITH READ-ONLY CONSUMERS

1 1
| S1 |«—]| S2 |
L 1 | I
| |
| |
| |
[ | | 1
| |
v v v v
1 1 1 1
| s3 | | s4 | | s5 | | s6 |
I L 1 | |

In 5] 5.7 “Sixreplicas with read-only consumers™ , S1 and S2 are the suppliers, and
the other four servers are read-only consumers. All changes occur on S1 and S2, and
are propagated to the four replicas. Read-only consumers can be configured to store
only a subset of the database, or partial entries, to limit data exposure. You could have a
fractional read-only serverin a DMZ, for example, so that if data is exposed, changes can

not propagate back to the other replicas.

5.9.4 Terminology

In the example topologies we have seen that 389 DS can take on a number of roles in a
topology. The following list clarifies the terminology.
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Replica
An instance of 389 DS with an attached database.

Read-write replica
Areplica with a full copy of a database, that accepts read and write operations.

Read-only replica
A replica with a full copy of a database, that only accepts read operations.

Fractional read-only replica
Areplica with a partial copy of a database, that only accepts read- only operations.

Supplier
A replica that supplies data from its database to another replica.

Consumer
A replica that receives data from another replica to write into its database.

Replication agreement
The configuration of a server defining its supplier and consumer relation to another

replica.

Topology
A set of replicas connected via replication agreements.

Replica ID
A unique identifier of the 389 Directory Server instance within the replication
topology.

Replication manager
An account with replication rights in the directory.

5.9.5 Configuring replication

The first example sets up a two node bi-directional replication with a single read-only
server, as a minimal starting example. In the following examples, the host names of the
two read-write nodes are RW1 and RW2, and the read-only server is RO1. (Of course you

must use your own host names.)
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All servers should have a backend with an identical suffix. Only one server, RW1, needs an

initial copy of the database.

5.9.5.1 Configuring two-node replication

The following commands configure the read-write replicas in a two-node setup (7 5.4
“Two supplier replicas” ), with the hostnames RW1 and RW2. (Remember to use your

own hostnames.)

Z & Create a strong replication manager password

The replication manager should be considered equivalent to the directory manager,

in terms of security and access, and should have a very strong password.

If you create different replication manager passwords for each server, be sure to
keep track of which password belongs to which server. For example, when you
configure the outbound connection in RW1's replication agreement, you need to set

the replication manager password to the RW2 replication manager password.

First, configure RW1:

> sudo dsconf INSTANCE-NAME replication create-manager
> sudo dsconf INSTANCE-NAME replication enable \
--suffix dc=example,dc=com \

--role supplier --replica-id 1 --bind-dn "cn=replication manager,cn=config"
Configure RW2:

> sudo dsconf INSTANCE-NAME replication create-manager
> sudo dsconf INSTANCE-NAME replication enable \
--suffix dc=example,dc=com \

--role supplier --replica-id 2 --bind-dn "cn=replication manager,cn=config"

This will create the replication metadata required on RW1 and RW2. Note the difference
inthe replica-id between the two servers. This also creates the replication manager

account, which is an account with replication rights for authenticating between the two

nodes.
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RW1 and RW2 are now both configured to have replication metadata. The next step is to
create the first agreement for outbound data from RW1 to RW2.

> sudo dsconf INSTANCE-NAME repl-agmt create \

--suffix dc=example,dc=com \

--host=RW2 --port=636 --conn-protocol LDAPS --bind-dn "cn=replication
manager,cn=config" \

--bind-passwd PASSWORD --bind-method SIMPLE RW1 to RW2

Data will not flow from RW1 to RW2 until after a full synchronization of the database,
which is called an initialization or reinit. This will reset all database content on RW2 to

match the content of RW1. Run the following command to trigger a reinit of the data:

> sudo dsconf INSTANCE-NAME repl-agmt init \
--suffix dc=example,dc=com RW1l to RW2

Check the status by running this command on RW1:

> sudo dsconf INSTANCE-NAME repl-agmt init-status \
--suffix dc=example,dc=com RW1l to RW2

When it is finished, you should see a "Agreement successfully initialized" message. If
you get an error message, check the errors log. Otherwise, you should see the identical
content from RW1 on RW2.

Finally, to make this bi-directional, configure a replication agreement from RW2 outbound
to RW1:

> sudo dsconf INSTANCE-NAME repl-agmt create \

--suffix dc=example,dc=com \

--host=RW1 --port=636 --conn-protocol LDAPS \

--bind-dn "cn=replication manager,cn=config" --bind-passwd PASSWORD \
--bind-method SIMPLE RW2 to RW1

Changes made on either RW1 or RW2 will now be replicated to the other. Check replication

status on either server with the following command:

> sudo dsconf INSTANCE-NAME repl-agmt status \
--suffix dc=example,dc=com \

--bind-dn "cn=replication manager,cn=config" \
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--bind-passwd PASSWORD RW2 to RW1

5.9.5.2 Configuring a read-only node

To create a read-only node, start by creating the replication manager account and
metadata. The hostname of the example server is RO3:

Z& . Create a strong replication manager password

The replication manager should be considered equivalent to the directory manager,

in terms of security and access, and should have a very strong password.

If you create different replication manager passwords for each server, be sure to
keep track of which password belongs to which server. For example, when you
configure the outbound connection in RW1's replication agreement, you need to set

the replication manager password to the RW2 replication manager password.

> sudo dsconf INSTANCE NAME replication create-manager
> sudo dsconf INSTANCE NAME \
replication enable --suffix dc=EXAMPLE,dc=COM \

--role consumer --bind-dn "cn=replication manager,cn=config"

Note that for a read-only replica you do not provide a replica-id, and the role is set to
consumer . This allocates a special read-only replica-id for all read-only replicas. After

the read-only replica is created, add the replication agreements from RW1 and RW2 to the
read-only instance. The following example is on RW1:

> sudo dsconf INSTANCE NAME \

repl-agmt create --suffix dc=EXAMPLE,dc=COM \

--host=R03 --port=636 --conn-protocol LDAPS \

--bind-dn "cn=replication manager,cn=config" --bind-passwd PASSWORD
--bind-method SIMPLE RW1 to RO3

The following example, on RW2, configures the replication agreement between RW2 and
RO3:

> sudo dsconf INSTANCE NAME repl-agmt create \
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--suffix dc=EXAMPLE,dc=COM \

--host=R03 --port=636 --conn-protocol LDAPS \

--bind-dn "cn=replication manager,cn=config" --bind-passwd PASSWORD \
--bind-method SIMPLE RW2 to RO3

After these steps are completed, you can use either RW1 or RW2 to perform the

initialization of the database on RO3. The following example initalizes RO3 from RW2:

> sudo dsconf INSTANCE NAME repl-agmt init
--suffix dc=EXAMPLE,dc=COM RW2 to RO3

5.9.6 Monitoring and healthcheck

The dsconf command includes a monitoring option. You can check the status of

each replica status directly on the replicas, or from other hosts. The following example

commands are run on RW1, checking the status on two remote replicas, and then on itself:

> sudo dsconf -D "cn=Directory Manager" ldap://RW2 replication monitor
> sudo dsconf -D "cn=Directory Manager" ldap://R03 replication monitor

> sudo dsconf -D "cn=Directory Manager" ldap://RW1 replication monitor

The dsctl command has a healthcheck option. The following example runs a

replication healthcheck on the local 389 DS instance:

> sudo dsctl INSTANCE NAME healthcheck --check replication

Use the -v option for verbosity, to see what the healthcheck examines:

> sudo dsctl -v INSTANCE NAME healthcheck --check replication

Run dsctl INSTANCE NAME healthcheck with no options for a general health check.

Run the following command to see a list of the checks that healthcheck performs:
> sudo dsctl INSTANCE NAME healthcheck --list-checks
config:hr timestamp

config:passwordscheme

backends:userroot:cl trimming
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backends:userroot:mappingtree
backends:userroot:search
backends:userroot:virt attrs
encryption:check tls version
fschecks:file perms

[...]

You can run one or more of the individual checks:

> sudo dsctl INSTANCE NAME healthcheck \

--check monitor-disk-space:disk space tls:certificate_expiration

5.9.7 Making backups

When replication is enabled you need to adjust your 389 Directory Server backup strategy
(see 5 5.4 75 “Backing up and restoring 389 Directory Server” to learn about making
backups). If you are using db2ldif you must add the --replication flagto ensure
that replication metadata is backed up. You should backup all servers in the topology.
When restoring from backup, start by restoring a single node of the topology, then
reinitialize all other nodes as new instances.

5.9.8 Pausing and resuming replication

You can pause replication during maintenance windows, or anytime you need to stop it.
A node of the topology can only be offline for a maximum of days up to the limit of the

changelog (see 55 5.9.9 77 “Changelog max-age” ).

Use the repl-agmt command to pause replication. The following example is on RW2:

> sudo dsconf INSTANCE NAME repl-agmt disable \
--suffix dc=EXAMPLE,dc=COM RW2 to RW1

The following example re-enables replication:

> sudo dsconf INSTANCE NAME repl-agmt enable \
--suffix dc=EXAMPLE,dc=COM RW2 to RW1
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5.9.9 Changelog max-age

Areplica can be offline for up to the length of time defined by the changelog max-age
option. max-age defines the maximum age of any entry in the changelog. Any items older

than the max-age value are automatically removed.

After the replica comes back online it will synchronize with the other replicas. If it is offline
for longer than the max-age value, the replica will need to be re-initialised, and will
refuse to accept or provide changes to other nodes, as they may be inconsistent. The
following example sets the max-age to seven days:

> sudo dsconf INSTANCE NAME \
replication set-changelog --max-age 7d \
--suffix dc=EXAMPLE,dc=COM

5.9.10 Removingareplica

To remove a replica, first fence the node to prevent any incoming changes or reads.
Then, find all servers that have incoming replication agreements with the node you are
removing, and remove them. The following example removes RW2. Start by disabling the

outbound replication agreement on RW1:

> sudo dsconf INSTANCE NAME repl-agmt delete \
--suffix dc=EXAMPLE,dc=COM RW1l to RW2

On the replica you are removing, which in the following example is RW2, remove all

outbound agreements:

> sudo dsconf INSTANCE NAME repl-agmt delete \
--suffix dc=EXAMPLE,dc=COM RW2 to RW1
> sudo dsconf INSTANCE NAME repl-agmt delete \
--suffix dc=EXAMPLE,dc=COM RW2 to RO3

Stop the instance on RW2:

> sudo systemctl stop dirsrv@INSTANCE NAME.service
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Then run the cleanallruv command to remove the replica ID from the topology. The

following example is run on RW1:

> sudo dsconf INSTANCE NAME repl-tasks cleanallruv \
--suffix dc=EXAMPLE,dc=COM --replica-id 2
> sudo dsconf INSTANCE NAME repl-tasks list-cleanruv-tasks

5.9.11 Limitations on replication of 389 Directory Server

The use of 389 Directory Server is supported within the following replication limits:

e A maximum of 8 read-write nodes
e A maximum of 20 replication hubs
e A maximum of 100 read-only servers

* A maximum of 1 Winsync Active Directory consumer as a read-write node member

5.10 Synchronizing with Microsoft Active
Directory

389 Directory Server supports synchronizing some user and group content from
Microsoft's Active Directory, so that Linux clients can use 389 DS for their identity
information without the normally required domain join process. This also allows 389 DS to

extend and use its other features with the data synchronised from Active Directory.

5.10.1 Planningyour synchronization topology

Due to how the synchronization works, only a single 389 Directory Server server and Active
Directory server are involved. The Active Directory server must be a full Domain Controller,
and not a Read Only Domain Controller (RODC). The Global Catalog is not required on

the DC that is synchronized, as 389 DS only replicates the content of a single forestin a

domain.
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You must first chooose the direction of your data flow. There are three options: from AD to
389 DS, from 389 DS to AD, or bi- directional.

@ & No password synchronization
Passwords cannot be synchronised between 389 DS and Active Directory. This may
change in the future, to support Active Directory to 389 DS password flow.

Your topology will look like the following diagram. The 389 Directory Server and Active
Directory topologies may differ, but the most important factor is to have only a single
connection between 389 DS and Active Directory. It is very important to account for this
in your disaster recovery and backup plans for both 389 DS and AD, to ensure that you

correctly restore only a single replication connection between these topologies.

I 1 I E—
| | | | | | | |
| 389-ds |«—>| 389-ds |« ———-»| AD |<—»| AD |
| | | | | | | |
L L 1 L 1 L 1

A A A A

v v v v
I 1 1 E—
| | | | | | | |
| 389-ds |«—»| 389-ds | | AD |<—| AD |
| | | | | | | |
L L 1 L 1 L

5.10.2 Prerequisites for Active Directory

A security group that is granted the "Replicating Directory Changes" permission is
required. For example, you have created a group named "Directory Server Sync". Follow

the steps in the "How to grant the 'Replicating Directory Changes' permission for the
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Microsoft Metadirectory Services ADMA service account" (https://docs.microsoft.com/en-
us/troubleshoot/windows-server/windows-security/grant-replicating-directory-changes-

permission-adma-service 2 to set this up.
& & Strong security needed

You should consider members of this group to be of equivalent security importance
to Domain Administrators. Members of this group have the ability to read sensitive
content from the Active Directory environment, so you should use strong, randomly-
generated service account passwords for these accounts, and carefully audit
membership to this group.

You should also create a service account that is a member of this group.

Your Active Directory environment must have certificates configured for LDAPS to ensure
that authentication between 389 DS and AD is secure. Authentication with Generic
Security Services API/Kerberos (GSSAPI/KRB) cannot be used.

5.10.3 Prerequisites for 389 Directory Server

The 389 Directory Server server must have a backend database already configured with

Organization Units (OUs) for entries to be synchronised into.

The 389 Directory Server server must have a replica ID configured as though the server
is a read-write replica. (For details about setting up replication see 55 5.9 77 “Setting up
replication” ).

5.10.4 Creating an agreement from Active Directory to 389
Directory Server

The following example command, which is run on the 389 Directory Server server, creates
a replication agreement from Active Directory to 389 Directory Server:

> sudo dsconf INSTANCE-NAME repl-winsync-agmt create --suffix dc=example,dc=com
\
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--host AD-HOSTNAME --port 636 --conn-protocol LDAPS \

--bind-dn "cn=SERVICE-ACCOUNT, cn=USERS, dc=AD,dc=EXAMPLE,dc=COM" \
--bind-passwd "PASSWORD" --win-subtree "cn=USERS,dc=AD,dc=EXAMPLE,dc=COM" \
--ds-subtree ou=AD,dc=EXAMPLE,dc=COM --one-way-sync fromWindows \
--Sync-users=on --sync-groups=on --move-action delete \

--win-domain AD-DOMAIN adsync_agreement

Once the agreement has been created, you must perform an initial resynchronization:

> sudo dsconf INSTANCE-NAME repl-winsync-agmt init --suffix dc=example,dc=com

adsync_agreement

Use the following command to check the status of the initialization:

> sudo dsconf INSTANCE-NAME repl-winsync-agmt init-status --

suffix dc=example,dc=com adsync_agreement

Q) i#E: Some entries are not synchronized

In some cases, an entry may not be synchronized, even if the init status reports
success. Check your 389 DS log files in /var/log/dirsrv/slapd-INSTANCE-
NAME/errors.

Check the status of the agreement with the following command:

> sudo dsconf INSTANCE-NAME repl-winsync-agmt status --suffix dc=example,dc=com
adsync_agreement

Whe you are performing maintenance on the Active Directory or 389 Directory Server

topology, you can pause the agreement with the following command:

> sudo dsconf INSTANCE-NAME repl-winsync-agmt disable --suffix dc=example,dc=com
adsync_agreement

Resume the agreement with the following command:

> sudo dsconf INSTANCE-NAME repl-winsync-agmt enable --suffix dc=example,dc=com
adsync_agreement
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5.11 More information
For more information about 389 Directory Server, see:

* The upstream documentation at https://www.port389.org/docs/389ds/

documentation.html.a.

man dsconf

man dsctl

man dsidm

® man dscreate
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Kerberos ZRAVHFIF AWM, BEI—MEFR (W0 EXAMPLE.COM BX{& & Ay ACCOUNTING) 3K
#5789, Kerberos K9 A/NE, HLt example.com SEfF LRSS EXAMPLE.COM REIAISTIE,
EERER CNRIFEEERANE., BEENMERERATMHZ,

fEAEBI DNS & (3F13, 0 ACCOUNTING.EXAMPLE.COM) @M AREERIER, WFFR
T, WR¥E Kerberos EFIRECE /9385 DNS RE$H KDC F1E M Kerberos fRSS, MARKER
RNTERBEMEZ T, BEMEX—R, RBM%Ei&H DNS iHZNFHSRE R,

5 DNS BB R[E, Kerberos @R7%M, HLt, WMREE—1& EXAMPLE.COM BIEH
1%, %4 EE2 5 DEVELOPMENT #1 ACCOUNTING B9FAS “F4lg” , XEMBIIEAS
M EXAMPLE.COM #&EK, Kk, EHENE= MMM, HEEAS MU EET
SHESHIIE, FE—MUEFNAF RS S — N RPRS SR EMBFA R E,
ATEFHE, BRERIABENMALIGE— MR, EAERRIBAIP, BEFRERGIPER
¢z SAMPLE.COM,

6.5.3 1x& KDC Bt
Z(5 Kerberos, EAEBE—AMERHASKTL (REMKDC) MitBHl. XaitBHIEH
721" Kerberos AP ERE, HAB&OLHFAERER.

KDC Bx BT REZNED — WRBEARN, N Kerberos fRIFHIFFE AP IKFHE
MighER =R EHRE. BEUSIHIA] Kerberos ¥RV G E AT LUE REWREEFIEMER. FREL
NRERERSITENNR 2%

1. KRS ST BENBE—TUELAFRIFHNUE, MRBERDBEAT ENBIMNBIARSS 28

o

I

it
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2. FR7T KDC LA%h, AEFH EBITEANSNARER. HPeiERS BN G- §
g0, KDC ANi@Ed NFS SNEAXHRSEfER DHCP EREMSEE.

3. BARERNARSE, AGKEELZENRGEIRHMETAARAEZENRGE. HEPEHE
AR3328, 40 inetd. portmap. CUPS UMEAETF X B9 F, BEERZ SSH RS 23
R ZABENLT 2 X,

4, FHHBENEAREERER, BN XRSBEABBENLT 2N, Kerberos iRftEH
CHMEER®E.

5. ¥ /etc/nsswitch.conf ECENXERAAMXGRHFITHFANAEK. ¥ passwd
group AYITIHITUIFEDN:

passwd: files
group: files

“mi8 /etc HPY passwd. group A shadow X, HERREMAU + FRIFFLEIT
(XLEATHTF NISEKR) o

6. A root P LUMIFFEEMABRIKS, 757AEYRIE /etc/shadow HFIEA/ALH
WnrE ! F.

6.5.4 ECEREIRS

ERINER Kerberos, MIARENAL[ANIE RANHHELTE CEARLS. X—R3IFS
FE, AN Kerberos FEMEERN S M EIE. WEETRERTEMNLE _LIREX Kerberos 147
iE, HBEFERTIIRNERS 2. Kerberos REXZMRIFIAIEEITIAE. HPFZ—=ETNN
ZIRPHMNNER. NRRSJ[BUREINZIBENNEIES FINEIRE, MIELLLER,
Kerberos TELLIRBYRIB Y R IF—ERRE. EItENNHINENTIEIFE R ER — T—ARR
FIEENNIHAEL, AL, EXME LB EVHITRE, FEl1NEshShREENR
k8

EXHLER, —MERENAEMEET—EITEN LTE NTP iEfRS2E, HEMERFIH
B 5iZARS2RES . Alt, BEMEXLEITEN EURFPIRNSHIETT NTP FiFERF
chronyd, KDC ASFHFES L RNIEIRAY ., HFELITEN LEITNTP FIFEFaE%L
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2XFG, & cron fEWIETT chronyd -q HITLHRIERTEER N FEERNERE . ERENVEE
B NTP &R, w0 (EIEEE) ,$30&E “FERANTPEDEE” ,5%530.17 “F YaST &
BNTPEFUR PELRBYARFARELIRF,

5 —MRIPETEIRS HMIAER NTP SFHPIEFIHER, B—ME4SZRMERIIE AN
NTP BRS5288, HIESE—ME4SE R #HEEE KDCo

WA LLEA%E Kerberos EIE R BIEEIFT AFHNRARE. LE FRREFHHR) sTUE
krb5.conf XHHRHITIRE, FENE 6.5.63 7 "HAERTMEE" —T

6.5.5 HEcE& KDC

ATNE KDC NAREE BN RE, BiEtIBEEEM, IRReE/IIMPR:

1. ®KERPM: TEIEEH{E KDC BN LZE krb5. krb5-server #1 krb5-
client ®§al,

2. AEEREXYE: MTRIBEENASZEIAE /etc/krb5.conf 1 /var/lib/kerberos/
krb5kdc/kdc.conf BREX M, XLEEXH KDC EMFrIEER. BBRE 65517 “I
BiREE

3. el#E Kerberos #3BREE: Kerberos fR#FFTE EEARMRMBERIAERIFTE EEZRERIEL
?Er_o ﬁ;ﬁém'fm i) 1ﬁ%% %‘— 6.5.5. 2T T 12§§&$Er_ o

4. BEE ACLXMH*: FMEER: AJLURTEEIE KDC LY Kerberos #3ERE, ERLER
P%WE’\JITZ!S%EﬁHEV %, Kerberos ERAIRNEHITIR, HANEERFERENSHIZ
12508, LUMEHAEEEIERIEE. Kerberos ACL X1 F /var/lib/kerberos/
krb5kdc/kadm5.acl Fo BXFMER, FEE £ 6571 “ILEILIE Kerberos &
o,

5. A% Kerberos #ERE: FMEEGR: EEVFEE—NEEFMERFEITHNE
Kerberos, HIERLI KDC ZHIAINT ZEMR, BEXFHAER, BEE % 6.5.5.3F
“BIEEAR ,

6. [5zh Kerberos SFiPiERF. LEFHIEMECE KDC 245, B5h Kerberos SFiRt2R LAE
HIERITIRIEH Kerberos BRSS. BXIFAESR, HEE £ 65547 "B KDC o
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7. HZEHCHIRXF: TESFE— A, BXFMER, BSE 565531 “ClE
E&E o

6.5.5.1 HECEARSSEE

Kerberos fRSS2BMEEFERZMTE, FRIEHNMBARLED. DNSH DHCP ECE. M
BREMEERRR. EOIUESRF— RN TR SR E TR, FENROETRTY —
MEEEE, XHIFEFRNETMRTRG; B X Kerberos BEEERFMAER, HEM https://

web.mit.edu/kerberos/krb5-latest/doc/admin/conf_files/index.htmla,

il 6.1 : =~ffl KDC EZE /etc/krb5.conf

[libdefaults]

dns canonicalize hostname = false
rdns = false

default realm = example.com
ticket lifetime = 24h

renew lifetime = 7d

[realms]
example.com = {
kdc = kdc.example.com. :88
admin server = kdc.example.com
default domain = example.com

}

[logging]

kdc = FILE:/var/log/krb5kdc.log

admin server = FILE:/var/log/kadmind.log
default = SYSLOG:NOTICE:DAEMON

[domain realm]

.example.com = example.com

example.com = example.com
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6.5.5.2 IREIEE

T—H BRI Kerberos FRGRFE EAE BNEIERE, $EHIEEEXZH, WEFRTH
SBHIBERIMER (RHIRHTEMIMETN) . ERARMNBITOLDIREN, EEFEEMAAE
EXHNXHER, XMEEERERE KDC HIEFRAOSHERER, BFEE—ESHNET
89, WM—ZABRENITHR— TRk E N —aiE,

73 Kerberos ##& ( /var/lib/kerberos/krb5kdc/principal ) #1THiH&EHE, ]
MEDEEXYE (ENIF /var/lib/kerberos/krb5kdc/.k5.EXAMPLE.COM 1) o &
W, BEMSIREILREHBIFRE AB O LURZ SRR, Hit, BT OCEAREELLME,

RAERF R RENEOETREFIBEREAIE,

BRIREEXXHMEIRE, EiE1T:

tux > sudo kdb5 util create -r EXAMPLE.COM -s

TREIIUTRY:

Initializing database '/var/lib/kerberos/krb5kdc/principal' for realm
"EXAMPLE.COM',

master key name 'K/M@EXAMPLE.COM'

You will be prompted for the database Master Password.

It is important that you NOT FORGET this password.

Enter KDC database master key: @

Re-enter KDC database master key to verify: @

@ Type the master password.
0@ BXEAOS.
EHITREE, IFERM list s

tux > kadmin.local

kadmin> listprincs

EREHIEETIZ IR, XEEAEM Kerberos REMER:

K/M@EXAMPLE.COM
kadmin/admin@EXAMPLE.COM
kadmin/changepw@EXAMPLE.COM
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krbtgt/EXAMPLE . COM@EXAMPLE . COM

6.5.5.3 GIEEF

HNECEIEM Kerberos &, —MEMEEXBTFHEIE, S—MHTS Kerberos 18xH
BIEMES, BRIEEHNERAE geeko , BERITLUTIRME:

tux > kadmin.local

kadmin> ank geeko

TREIIUTRE:

geeko@EXAMPLE.COM's Password: @

Verifying password: @

O #A geeko IO,

QO BEXREN geeko BIO%,

ETE, 7 kadmin IR HEN add geeko/admin LUSIERZ N geeko/admin HIE—4
T, BHAFREM admin EEEE T ERAE. HEEEE Kerberos #EEIFEALL A

&, —THAPAUERTARENNZ AR, AENERAMGITEMER I TSR ERIK
Fo

6.5.5.4 25 KDC
[B5) KDC sF4F12FH Kadmin SPPIERF. BFSIBRTIFIER, B

tux > sudo systemctl start krb5kdc
sudo systemctl start kadmind

HiEHFRERSH/ITENESIF8Y, BRIASBEIARS KDC (krb5kdc) 1 kadmind
(kadmind ), IBWAUTHLEAXLERS:

tux > sudo systemctl enable krb5kdc kadmind
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B fEA YaST 55 B RE Ao

6.5.6 EZE Kerberos B im

HESBIFZ ALY (DNS. NTP) BHEREHSE) KDC B, BEEEFHITEN. B2
B Kerberos &F i, EER TEMMRNRMHFINSEZ—

TEBCE Kerberos BY, RILIRARMAE — £ /etc/krb5. conf XHGR#HITESEESHEY
DNS #1TEhSERE, A DNS EZERY, Kerberos NARRFEZiX#EA DNS i2REH KDC AR
5. RAFBSEERN, KEH KDC RSBV ENZBARME krb5.conf (FH7EBaN KDC B UHE
A REAB SN ERXHE)

ET DNSHECEBELRRE, MESSHTENNEE TEEHIES, BEKRENTEHES
&89 DNS IR B T FiT, @it DNS A2 E Kerberos I R=4 LR K& EB @
DNS FEEWIF SR ALY (BT EEIARSELM. G DNSIiERE) , BEXRERAREMN
LIRS T, FRIFTE krb5. conf FEIN IP #AtMIEENR, SNEFHFSEELSXEHEEN

1B 5t

6.5.6.1 FSEE

—HEZE Kerberos 75 52458 /etc/krb5.conf, BARENXHTEESZNREIM, £
FHEZHD, BIRMRFIEXLEIN, krb5.conf BZNES (BS%) Mk, S0 Eo@EIEER
ESHMEIEIRSIN, HMUF [this],

EfgE Kerberos EFim, 1B FTEMIESEARME! krb5.conf (EA kdc.example.com &
KDC BYEMR)

[libdefaults]
default realm = EXAMPLE.COM

[realms]
EXAMPLE.COM = {
kdc = kdc.example.com

admin server = kdc.example.com
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default realm 1TIRE T Kerberos N HZFHRIAGIE, NREH SN, EE
[realms] &5 ANNHINNIED,

tEIMEZ MR —MER, IERNAER NG V2R F M, fli0, SEEZT
MBS, Kerberos EEEE ML FENAIFTHERNTIR AP, HAE [domain realms] Tzt
tE#HITECE |

[domain realm]

.example.com = EXAMPLE.COM
www.example.org = EXAMPLE.COM

ttIBFMEREE example. com DNS&HRBIFRE ENIIIF SAMPLE.COM Kerberos $iiig;
o, kb, ERE—NEH www.example.org BIFMEEENIAT A EXAMPLE . COM 4TI

pali

o

6.5.6.2 E7T DNSHECE

ETF DNS #Y Kerberos BEEEAEEA SRV iER. EEM (RFC2052) ATFHEERSIER DNS
RR, RIERZE http://www.ietf.org 2,

¥ F Kerberos M=, SRVIZRAIBFIIALHKA service. proto.realm &=,

Hrh realm 2 Kerberos §ii#, DNS FEHB AKX A K/NE, FLHERXMECESE

Bf, Kerberos ML EBXHANE, service B—PREE (BIaIH=iHEER KDC 5
ZERSHXERAENEI) o proto AILE udp H  tcp, BRERERSHZIHFX
RN

SRV ZRIERIVEIREH D EE—TMMERE. —INE. —NMmOSH—PENE. kR
ETENME=RNINE (ERENREEES) . NEERTIREREAERNRSEZIE
KIM—ERENAEHTE. ERTFAFEEN], FRUEENT% 0 BIA,

MIT Kerberos HRIEIARSFEPRFEIR AT B

_kerberos
EENXT KDC sFHFEF (BHRIENERIENRS2:) NUE, BEIERAT:

_kerberos. udp.EXAMPLE.COM. 1IN SRV 0 0 88 kdc.example.com.
_kerberos. tcp.EXAMPLE.COM. 1IN SRV 0 0 88 kdc.example.com.
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_kerberos-adm
EiER T IZEEERSNUE, BEERNOT:

_kerberos-adm. tcp.EXAMPLE.COM. IN SRV 0 0 749 kdc.example.com.

E3 kadmind 7545 UDP, FRLU&%E udp i2Ro

S5HSEEXH—F, XEWRMHT —MIGIRAZE A RETSEENAFT EXAMPLE. COM
g, BMfEEARE example.com DNS B9—EB45, @TE— TXT iZRHMINE
_kerberos.host name BRIEIiX—s=, SATFFIR:

_kerberos.www.example.org. IN TXT "EXAMPLE.COM"

6.5.6.3 HEHRE

F R ERBTRIBERBS TV AL HRERSEE, BIEERNMER IR, HRE
BEIREN 300 G0 . XEKRE, RIEFHNNESRSAULARS[NHER I, HE
RZ A LURA D H.

HEA NTP RZFAE ENES, AJLUSLLERDAKRLG—728, FILTE /etc/krb5. conf Hig
BRTREE, S0FFR:

[libdefaults]
clockskew = 60

6.5.7 HECEITIE Kerberos EIF

AT EFEEEZIHIE KDC =5 GBI M Kerberos $UBERMAMEPRER, 1E4IE /var/lib/
kerberos/krb5kdc/kadm5.acl LUEH] Kerberos EIEARSS 28 /8 MFHPLE F (A1 THILE 12
Eo ACL (ARNEHIFIR) XA HLELEHIITHERESN. BXIFMES, 15EA man
8 kadmind R&BEFM,

BB AERXAFFEAULT—1TREE SR T ERBUREERRR:

geeko/admin *
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BHEEFPR geeko B AEBCHWAFP R, ERFEN kadmind MAEEREX.

CIMTEN ZBEASE A kadmin TEIZTIEMIT Kerberos BIRES, B, NEH admin A&k

B RE, HEERES kadmin RS ENERLLERE:

tux > kadmin -p geeko/admin

Authenticating as principal geeko/admin@EXAMPLE.COM with password.
Password for geeko/admin@EXAMPLE.COM:

kadmin: getprivs

current privileges: GET ADD MODIFY DELETE

kadmin:

fEF getprivs S<IIEEAEMLER. EEATIFRFTILT 2
5140, EEREK geeko :

tux > kadmin -p geeko/admin
Authenticating as principal geeko/admin@EXAMPLE.COM with password.
Password for geeko/admin@EXAMPLE.COM:

kadmin: getprinc geeko

Principal: geeko@EXAMPLE.COM

Expiration date: [never]

Last password change: Wed Jan 12 17:28:46 CET 2005
Password expiration date: [none]

Maximum ticket life: 0 days 10:00:00

Maximum renewable life: 7 days 00:00:00

Last modified: Wed Jan 12 17:47:17 CET 2005 (admin/admin@EXAMPLE.COM)
Last successful authentication: [never]

Last failed authentication: [never]

Failed password attempts: 0

Number of keys: 2

Key: vno 1, Triple DES cbc mode with HMAC/shal, no salt
Key: vno 1, DES cbc mode with CRC-32, no salt
Attributes:

Policy: [none]

kadmin: modify principal -maxlife "8 hours" geeko

Principal "geeko@EXAMPLE.COM" modified.
kadmin: getprinc geeko
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Principal: geeko@EXAMPLE.COM

Expiration date: [never]

Last password change: Wed Jan 12 17:28:46 CET 2005
Password expiration date: [none]

Maximum ticket life: 0 days 08:00:00

Maximum renewable life: 7 days 00:00:00

Last modified: Wed Jan 12 17:59:49 CET 2005 (geeko/admin@EXAMPLE.COM)
Last successful authentication: [never]

Last failed authentication: [never]

Failed password attempts: O

Number of keys: 2

Key: vno 1, Triple DES cbc mode with HMAC/shal, no salt
Key: vno 1, DES cbc mode with CRC-32, no salt
Attributes:

Policy: [none]

kadmin:

XEEIENRKAEGERENN 8 /B, BX% kadmin fsS$HIe] AZMNIFMAEE, BEEN
krb5-doc s, man 8 kadmin FMTT,

6.5.8 B Kerberos IREZE &

FERIALE, BIUGHETRPEHEIE. B5 Keberos FRNRSBEEHEBE AT
INERIE PR, Flt, WMFTEPRENE MRS, Kerberos #iREPMMIFERFRAIAR
SEMK, U0, R ldap.example.com 12t LDAP fRSS, ERFE—1ARSEME 1dap/
ldap.example.com@EXAMPLE.COM, LAEIARSAFIER P HIIESH,

RS EAMIGBRAER SERVICE/HOSTNAMEQREALM , ELFR HOSTNAME REHMERREE
MBo

BHHIRSHIRRT A

BRSSHERTT BRs3
E# Telnet. RSH. SSH
nfs NFSv4 (21 Kerberos z33)
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HTTP HTTP (21 Kerberos SHIIIE)
imap IMAP
pop POP3
ldap LDAP

ARSS

IREFEXMTFRHFER, BEELEXEN,. ARPEASRESEFRZENEEZEFET,
AIENZAZ ORI, SAF M KDC RENEREENEERN, MIFERAEOS, UFE
Kerberos BEBRZZEIR. MRAKEERKAE 8 /N\NFLAIA SSH FHPIEFIREN— R FHY
ZiE, BaBRFRHE,

Khr b, FRBERS EENTBERNZARHEERM KDC —RIHRIM, HEEFETEEA
keytab BIZAHIX s, SSH SFIFREFERS R ZAH TR ERERERE RN E
o ERIA keytab XL F /etc/krb5.keytab A,

E jupiter.example.com BIEFHNARS EME, IBEER kadmin KIEHAERIANLL T 6p

A .
< .

tux > kadmin -p geeko/admin

Authenticating as principal geeko/admin@EXAMPLE.COM with password.
Password for geeko/admin@EXAMPLE.COM:

kadmin: addprinc -randkey host/jupiter.example.com

WARNING: no policy specified for host/jupiter.example.com@EXAMPLE.COM;
defaulting to no policy

Principal "host/jupiter.example.com@EXAMPLE.COM" created.

-randkey IREEBERAHERXRIGENOS, MERET kadmin £E— P HNZEH. ZFRIUEXE
FRAXMIE, ERALEAETEEAFRRE, ERITENN— RSB,

T, HMEEPHEEMFEARM keytab X /etc/krb5. keytab H, XANXHHEBRA
P8\, FRUEHIE root AR 7 8E7E kadmin shell FHITUA TR <!

kadmin: ktadd host/jupiter.example.com

Entry for principal host/jupiter.example.com with kvno 3, encryption type Triple
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DES cbc mode with HMAC/shal added to keytab WRFILE:/etc/krb5.keytab.

Entry for principal host/jupiter.example.com with kvno 3, encryption type DES
cbc mode with CRC-32 added to keytab WRFILE:/etc/krb5.keytab.

kadmin:

SERfE, MRGRER kdestroy spHEEREE kinit JR18RY admin EiE,

6.5.9 Xt Kerberos B PAM ¥

£ TEBENEEESIEAR

RS2 Kerberos IEEARESRE (B root BF) T2BEERFZIN ERFLEEH
BXFIE R, BERIETERE pam krb5 ERAFMBIMAER PAM BBEXH /5,
% ignore unknown principals &< 00%) pam krb5 &R,

A.L

tux > sudo pam-config --add --krb5-ignore_unknown_principals

X=fET pam_krb5 RIRBBEFELETEIR, AR, KAMBRFIERK,

SUSE® Linux Enterprise Server BEMft 7—-%7 pam_krb5 B9 PAM 1R3R, ZiRRZHF
Kerberos ERMOCEHH. su FiTHEERNARERFUN GDM FEFE RN AER A LUER

R, BRmEin, EHEEAFARADLEHESNIEIENAEFREIREIIE Kerberos FiE
WErEE, WMAIUERLRR, B Kerberos AL E PAM X§5, EEA TEMNG !

tux > sudo pam-config --add --krb5

FiRE43E pam krb5 HEIRFMBIINER PAM BRE X, FHHRUUIEBMNIREERIZER,
ENEHIEEE pam krb5 BIERAT, BRI /etc/krb5. conf XEFHIEERIANBIEFHRMNE!
PAM, BXFMEE, i5EH man5 pam_krb5 K&EZFMT,

pam_krb5 ERAVGIHFERE TIES Kerberos ER1ERNZID AP BMHEIEHMNERS. X
—SIRFER, EERBRITIS.
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6.5.10 FEZE SSH #1717 Kerberos B4 5a1iE

OpenSSH TEiXARZs 1 0 2 119545 Kerberos B1410IE, ERRZS 1 FF, S@IFHIMIGEHE
%4 Kerberos ZE, hR7ZA 2 FREEIE(EA Kerberos, MR T GSSAPI, ENEAZEIRSE
APL.IXZ—MT4FETF Kerberos B4tz — HIGItENEREEMSHIOERANYE, T
ILE R Kerberos. AHZFIAINERS (30 SPKM) EREMAS. BR, BEHI GSSAPI FEX
2#¥ Kerberos,

E ¥ sshd 5 Kerberos SR ¥IE—CER, 184IE /etc/ssh/sshd_config HigEIW ik
ik

# These are for protocol version 1
#

# KerberosAuthentication yes

# KerberosTicketCleanup yes

# These are for version 2 - better to use this
GSSAPIAuthentication yes
GSSAPICleanupCredentials yes

SAIGfER sudo systemctl restart sshd ERETNEM SSH PR,

& Kerberos INESHiYMRES 2 —iiEfFRH, FEERFmEERE. HREREENRSEE
BEEEXH /etc/ssh/ssh config A#IT, WE@E%EE ~/.ssh/config EEBTER
E5 LT, EXRMERT, IIRARNED GSSAPIAuthentication yes,
CIMIERNZBETSER Kerberos BAIIIE#1TERE. FH klist RELZESTHEERERE, A
[51%3%% SSH fRS588, EsamIfEA SSH ik 1, BEMSITLIEEEM -1,

@ j:)-kE/—_I__ M—_”J[Hl:l 15N
X% /usr/share/doc/packages/openssh/README. kerberos Hi¥4HitieT
OpenSSH #1 Kerberos B9 B,

O =7 A 2 BEfiES
#F GSSAPIKeyExchange #l#l (RFC 4462), IHIELIEEMMARIRENZEH, BXIF
MEE, 15BN sshd_config FATT (man sshd_config),
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6.5.11 {EF LDAP 1 Kerberos

Kerberos e &4 50IE, M LDAP M A FIRANMIRIR. X MRS AT LBCS T1E.

NI LEER, 389 BRRSBXZFHUARBNANMZEIE: SSL/TLS EiE. Boh TLS &
1 SASL B1 10T, BEEHIIEMEZLE (SASL) @R F#ITEMNIIENIMLE MY 7E SUSE
Linux Enterprise Server FR{ERAY SASL SKIE cyrus-sasl. Kerberos S35IIEEET
GSS-APl (EMZ MRS API) HITH, 7 cyrus-sasl-gssapi BHiR{H, 389 BRRSEE
Eid GSS-API £ Kerberos RIEXMS1EFH1TH 310U NIZ #4048

&8 SASL LR, ERILMERRRMNVIEIMARSS2BZIIEAFIEA. 7 Kerberos 7, FAIGIE
KIEBHEER, XRTERNF 389 BRRS BRI TIEECSHNEH, 389 BRRSB[EHH
MEZIE T ENS . BAME, XRTEZEMFENRSBMAZK L E IRERMIIARS #
1718,

77 {8 Kerberos BEB4BE R 389 BHRARS 2%, 1BGIE—1 XM Ldap/ldap.example. com

FIEEARME keytab, 389 B RARSZ 23FRFAITTEMHINIEN S S EIEE A keytab IR H4a EMAR
223, 389 ERPRS25E T KRB5 KTNAME IFIETL 2357k keytab,

ZIRBERZTE, FRITUTRE:
1. tux > sudo systemctl edit dirsrv@INSTANCE

SNRIEH 389 BRARS\LABIER TEINRTR, 5K INSTANCE E#A localhost,
2. AT

[Service]
Environment=KRB5 KTNAME=/etc/dirsrv/slapd-INSTANCE/krb5.keytab

3. keytab XHF A FIETT 389 HRARSZ2[AIK, (190 dirserv) EX:

tux > sudo chown dirsrv:dirsrv /etc/dirsrv/slapd-INSTANCE/krb5.keytab
tux > sudo chmod 600 /etc/dirsrv/slapd-INSTANCE/krb5.keytab

6.5.11.1 }5 Kerberos 524415 LDAP —2fEH
BRI HRFVEERENESE, BHEHEE 6.5.5.3 7 “ClETAR” helERER:
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tux > kinit geeko@EXAMPLE.COM

E10E GSSAPI BRI B/ IER T, /IE(T:

tux > ldapwhoami -Y GSSAPI -H 1ldap://ldapkdc.example.com

dn:

uid=testuser,ou=People,dc=example, dc=com

GSSAPI {#H ccache [ 389 BRRSZaZRIEAF S, TEAFPRHEOS,

6.5.11.2 FECE SASL S {niREY
TEAME SASL 4P IEREY, 389 ERMRE BRI SASL HHWIE ID (BFHERRSB/ATS

RI0IE) BRESEIARSS 28 P AETERY LDAP I,
=

£/ Kerberos BY, SASL FAF ID @EFRELUTH
userid@REALM , fflf0 tux @example.com. 7t ID i ARAF B RIRS I

DN, %0 uid=tux, ou=people,dc=example,dc=com, 389 HRRSZ BN AZEE R
BT —LBRIAMS, Ad, ERILISIEBEXRIMSY, T2 6.1 “EIEMAT HEAT AT
A RREREY. SN RIBREREY, LA ANAIENE B E MR,

312 6.1 ;. EIRMST

91

1. ZFHIAER SASL BREY, BEITUATa<:

tux > dsconf INSTANCE sasl list
Kerberos uid mapping

rfc 2829 dn syntax

rfc 2829u syntax

uid mapping

2. 2ERIRS, BiaTUTe<:

tux > sudo dsconf INSTANCE sasl get "Kerberos uid mapping"
dn: cn=Kerberos uid mapping,cnh=mapping, cn=sasl,cn=config
cn: Kerberos uid mapping

nsSasMapBaseDNTemplate: dc=\2,dc=\3
nsSaslMapFilterTemplate: (uid=\1)

nsSasMapRegexString: \(.*\)@\(.*\)\.\(.*\)

objectClass: top

objectClass: nsSaslMapping

{EF3 LDAP #1 Kerberos
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3. (REEN dc BERNMAMET, FARFAEER. EMFFIRS MREFRESE) , 1’

BT TS

tux > sudo dsconf INSTANCE sasl delete "Kerberos uid mapping"
Deleting SaslMapping cn=Kerberos uid mapping,cn=mapping,cn=sasl,cn=config :

Successfully deleted cn=Kerberos uid mapping,cn=mapping,cn=sasl,cn=config

4. IR, BEITUT®<L:

tux > sudo dsconf localhost sasl create --cn=bhgssapi --

nsSaslMapRegexString "\

(.*\)@EXAMPLE.NET.DE" --nsSaslMapBaseDNTemplate="dc=example,dc=net,dc=de"
--nsSasMapFilterTemplate="(uid=\1)"

tux > sudo Enter value for nsSaslMapPriority :

Successfully created bhgssapi

5. ERU TS ERHEIERIRSS:

tux > sudo dsconf localhost sasl get "bhgssapi"
dn: cn=bhgssapi, cn=mapping,cn=sasl,cn=config

cn: bhgssapi

nsSasMapBaseDNTemplate: dc=example,dc=net,dc=de
nsSaslMapFilterTemplate: (uid=\1)
nsSasMapPriority: 100

nsSaslMapRegexString: \(.*\)@EXAMPLE.NET.DE
objectClass: top

objectClass: nsSaslMapping

EAXLHS, BrEERESENER, HEEEHMNEIREMN dcE, AIUE
B, FMREEE 3 de A, FEBRIAMRSRES 4% (EXAMPLE.NET.DE), MR
&S EXAMPLE.NET X#Fpysiial,

6.6 {EH LDAP #1 Kerberos B iR1& & Kerberos

YaST 18 LDAP #ll Kerberos & Fimt&EiR, AIEEBNIEE X $ X E LDAP B Kerberos B S {4 3431F

VAE
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IEARSE BT FF B2 JRANN Kerberos #1 LDAP, B2, TEFZIULRIERT, ERAEHAESE
—i%E$E, 5180, A0 Active Directory ({3 LDAP # Kerberos F94H &) B, BXBZEER,

BENEA4LT “FEHAYaSTERESPRIIZFE .
MRS > LDAP 71 Kerberos 2 P i B EhiZ &R,

YaST2

LDAP #l Kerberos B

& {8
R i
HENZERM S

R e ame
Pt
S REREHIAE

L)

#zQ

6.2 : LDAP #1 KERBEROS EFiEO

ERLE Kerberos B im, HHITUTIE:

1. 7£ LDAP # Kerberos EFinBEOH, BEHEFNLE,
ERRIEID Kerberos #1785 {910 E,
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94

YaST2 - o X

FERERIEASHHEEE (LDAP) &3 Kerberos JAIE
St¥F Kerberos FAFIAIE (pam_krb5) {5 DNS TXT 2R R M i
HaitlREER 1M DNS SRV i2R & KDC fRE28
RAPERHTAME: AFFREHINE (Windows NT)
(RIERE) = AWHAERE EH KDC BRMERE
PR IAESTH AFBAT Kerberos IRSIEERF 51

Ja NAT BEBITENER THIEE

iR |

| mmems e || s |

WHO || BEQ)
2. BEHAINGIE,

3. EHIMBIHEED, FEEEMNTEET, TARMEEEAGHEMNEZ, i, ik
AILIEEUTIRE:

o BNV AMIUHZFREINRABIRET, 1EIE AR R AT EI SIS /SRR EC 113 AR AT
o

o EEILIEEEERSFNENR. ETRAD KRS ENENBMEMEZA D LT

ICho
MR AL LUET DNS B9 SRV #1 TXT iERBEohIARMFAE XL, WE(1R0iE
T,

o BEFHRETAHMUNBIARAR R, BEATAEZNE AR B0 EE XS,
R AER A T R EZ R 2| H R 2 EE X ANEE auth to local #
MR SEMREGT, BXERLEMUIFHAES, ESN https://web.mit.edu/
kerberos/krb5-current/doc/admin/conf_files/krb5_conf.html#realms # EHNE
75320 https://community.hortonworks.com/articles/14463/auth-to-local-
rules-syntax.html 2 EMERXE,

B E AL,

4. ERMEBZIE, BEMTE 2 EEERF.
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5. BEEF 21F Kerberos AR #1175 @ NIEMENCIZEEEZE, WUWEH Kerberos BFRFEF
MEBROE,

6. WIRERFE 3 PRAEXAER T, IBHFRETIEREA DNS TXT 18R & P A fE
F3 DNS SRV 12F % KDC Az 55 253K B AU E R 7 ZF OB B & Mo

7. 5, FEILUBIETIRE:

o RFARLZLNMZE (Windows NT) 223 http://web.mit.edu/kerberos/krb5-current/
doc/admin/conf_files/kdc_conf.html#encryption-types # EFIHAISSINZSERY,

o RIFEMMLE LAY KDC & H S HIIERIER TR EHR.

o RFELHEF Kerberos AR 2 AR B0 AW ERP BV SEHS XFL 2 ElfF
BRIE,

o WHITF NAT ZEHit Bl A BTl 524 S v PR S i HE MR A SR R B P 4%
FEo
8. BIgBERITHIMEBREHENX keytab X+ (BFFIHEFRBRINESMEER) BIR
R, BEERT ik,

9. BEHHEMTTAMUTEMIZI 2.
I, YaST AILAREERIMTERFELo

FHE LDAP | Kerberos [GimBNI&E BRI, 1BHITLUTIRE:
1. BHi%ipin 389 BRARS (TN LY KDC #UERE:

tux > sudo kadmin.local

2. FIHER:

kadmin.local > listprincs

3. SIBELK:

kadmin.local > ank admin@EXAMPLE.COM

ZEERE NE 389 B RARSS 840
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96

tux > sudo ldapsearch -D 'cn=Directory Manager' -w password -b
'cn=EXAMPLE.COM, cn=kdc,dc=example,dc=com' -H ldaps://localhost

5. 127 Kerberos R T AEIRR S ETFE LDAP B, WIRZE, BEWEIM TAIRAVRI

tux > sudo admin@EXAMPLE.COM, EXAMPLE.COM, kdc, example.com

dn:
krbprincipalname=admin@EXAMPLE.COM, cn=EXAMPLE.COM, cn=kdc, dc=example,dc=com
krbLoginFailedCount: 0

krbPrincipalName: admin@EXAMPLE.COM

krbPrincipalKey::
MIG20AMCAQGhAwIBAaIDAgEBowMCAQGkgZ8wgZwwVKAHMAWgAWIBAKFIMEeg
AwIBEqFABD4gAKXAsMf70V5vITzV50pclhdomR

+SAIRCkouS2GeNF91VgxjT29RpnipN1CjgGOkpr
93d0Onh82WhrrAF6bzBEoAcwBaADAgGEAOTkwN6ADAgGEROTAELhAAFiGRiIOyUjBteGHhTB6ESJYsY]
WxFa4UsTUNZD1GEQGLlZ/0nltLsyD2ytGc=

krbLastPwdChange: 20190702032802Z

krbExtraData:: AAJCzxpdcm9vdC9hZGlpbkBFWEFNUEXFLKNPTQA=

krbExtraData:: AAgBAA==

objectClass: krbprincipal

objectClass: krbprincipalaux

objectClass: krbTicketPolicyAux

objectClass: top

. RAREFVRHNEIERINEE:

tux > sudo kinit admin@EXAMPLE.COM

. BTRYPIETFH Kerberos E#E5IK:

tux > sudo klist
Ticket cache: DIR::/run/user/0/krb5cc/tkt
Default principal: admin@EXAMPLE.COM

Valid starting Expires Service principal
07/02/19 13:29:04 07/03/19 13:29:04 krbtgt/EXAMPLE.COM@EXAMPLE.COM
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6.7 Kerberos 1 NFS

REZENFS RS REBAIUERRIA “EENSE” ERXANLL2M (FFA sec=sys) SEF
Kerberos I=FTRELKFINZ LM (sec=krb5. sec=krb5i # sec=krb5p) HWEEHE
RSUEXHRSG, sec MIEBENRFH LHENED, —MEINERESKEE NFS HEH
5 sec=sys F&fEA, SARERLISEH Kerberos, EXFERT, RSB ETESEENE
B2 sec=sys LUIKEM Kerberos &ill, EHIRFAIBRFinfE, BaXkk sec=sys %,
MMEMEENZEM, FFiRE Kerberos HEENZIFEHERA (MNREFHTT) . BE, IR
T Kerberos, NFS{TAMN—MUNATWITEARSEAR, EEETHRHATETER
RXFERIGSRBIFM, 1EE0E 6.7.17 “Group Membership” o

=% Kerberos &FIRTABNL 2L, T2WHE, MENREZESARNLERZREME
%, 1EITRIXE NFS 327 Kerberos BY, EFEUNFHRE— N EEEERE,

krb5 {VIREE NI, RS[BIAEELIXTIER, MEFABIERSB/LEXTEE. EFR
ABERFZENARRELZ SN, FIRESYIEMEHNNRNRES TR UM kiR
BERA/HEE, UHRRSSEXEF iR, i1 FeEEEISE LT S % IIERN AP FARaE
FENSHE RS, BN LR, ERISEIE/NEEHEELLE,

krb5i FRINTMEABEHENTEMSKRE, B krb5i N, REBLAENERIERHEE,
B AEERERIRNEE, FLIrE=EBIFMEERXEHNAS,

krbSp EWMNYHRINT RAGRIF. BRTAIENSHIERTEEREIS, HEETEME, X
BREERENETEPHSRSBZEZBRTER, EFREERMNESHPRIEMES. &
BME BB hIZEVE B2 Kerberos Toi&RRR S —Na) @,

6.7.1 Group Membership

sec=sys 5&# Kerberos L5 2 BIN— MR URGRNITHERSHMAEEEX. &
Unix M Linux B, 1M XERFHRERBREENHE, ZHBEHRBENAFASE, HAES
RENAFBEENS M TH, WXEFIHRNREHEENZNMEMS.

EEMEKRP, FH sec=sys ¥ user-id. group-id UMRZEE 16 M TAHANTIRKIZT
ARZ52%,
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MRENRAFZE 16 MA LR FTANK G, BINAREESR, HETEBBE R TRAPAR]
LURR AR AR RE T A IBIE NFS i4iRl. ALk, R NFS AZ LR RBI EM S EEF
ERFREINEZ 16 74,

MERAFIBTT newgrp < IIETT set-group-id 27, FBEZSSHIEFA UERAFFREN
AFIR, MXLBIRIBNERR, HiEMH NFS ERRELIEMNFR,

M Kerberos BY, iERPFREEFEHES. RRMNRAF (FH Kerberos “FEH&” ) , AR
SRPITERRAEZEENAF ID AR, XEKRE, NRAFE 16 MU LA
5, WEFERAPMAXLARMREERBEXGIHENR. BHEKE, NRAFPEEFiH L
EMAFNEX group-id, IRSBBEAKIREXMEN, FHEEHEHRNRNBARSGEN
ANEE,

BE, TRMUNEZANIAR S EFMEAISOHEEBSHREERNIFR, MIEEHRHE RN
KABAERE, RAXMEIERKER. T, ZEFER Kerberos Wit R B RN Z T X
MESR, HBREFIEIEERRIR,

6.7.2 [EREFIAIY BIE

FF Kerberos iIRE L MEEFERATING CPU BIRERMZBMBZEE, BEZ/VEIMNY CPU
RRUNEREBHERATFANEGNNAERF. NRRS[BIFFIHEARTETAN
CPU &R, TEM sec=sys tJJitZE| Kerberos B, AIRESHIABAL™EMMEETE. NREEE
REYCPU BE, NXMTERAIEFZSEEREHLEL W, HWEMER Kerberos FMERKBIRS
AN E—AXEEES LSS A E.
Al LURR A E AL B AT R N SRR M RIPRE, sec=krb5 FENAEHNZIL
sec=krb5p E/VS%, BN LEXFA, EFRERERESNE2M, LKMth, e LUEE R H
Kerberos MARIEEMZIDFIR, MXAIGERNE CPUMER, BE, RIMERETRIERE
B, WREFETIZIEER, FNEXLE,
¥ NFS BCE AEA Kerberos BYRIBETFTERY 5 — M4 REIRIES f2 Bl Kerberos B I8 IEARSS 28
(#5759 KDC HZBEAD &) BB,
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B NFS RIEAULERS BHAE, BESHEMEMIRSER Kerberos BYFTIE AR EAE
B, S8HLATNAF (Kerberos &) S5MRBFBIURIERN (FId0, BIIHRIEFE NFS RS 28
SHXH) , ERIHEMEES KDC . hERIERAE, BRRSRSSHRETITFENNRRE
(ILLBTEREURTF Kerberos BRERAT, BEAMSEUAT ticket lifetime 18E) THEH—
HHEEBNBN @

B8 Al BERZMM Kerberos KDC ARSS 23U AR E vl AMMIEERE,

S5HfiZ RS (190 DNS. LDAP) SEMMZMEIRS —, AR MERSNEFiHE
Ebi “I7 BIARSEREEBE R RERIVIRMMIRENRI A, Kerberos AFERAZMABRIEE
BN KDC BRS 2 REITHURE(ZIE, Eit, TERE. BRYEENIERARREHIHRRSRBNT
FRYE S, HRENEPHHEHMEN Kerberos IREBHRENFIZXNENERY (S
BAighE) EFKT53E] DNS RM DNS ARSS2RENAEINA T, MRXMAEERATT, HAIRA
ERRMNMEEERRER /etc/krb5. conf XEXFHERMIE,

BT 3f Kerberos KDC BiARIFRINE, RETSIERE, AEATERRA—NE—,. N
ST AETE 9:00 B 9:05 R, NRSZSHESHREINEREMSEETFRETINESZS
%, Kerberos [RZ28R EMHHATRESET LDAP RE2, EFRSERERANES. BRAHAEN
HENZRAME LDAP E AR A NRMAR Kerberos E4v, AGBIMELRESKEEE

B8,

6.7.3 F KDC. ZMEMEEXR

Kerberos KDC BI— 1M AEHZ D ANIRSEEMBE, HIMIOLSERMFTAFANEIE, XERE
DAERNE KDC E#1T,

XEFEHAXAEZURSHINRLE, AMARFEERAEENH, ERELITALSE
AR, VMR EROLARRMN, HEMRS—IKmNE KDC BERZEIARAT A,
MRALDHTAEMBUEH BEHBERMEES T LRASOEEERES, g2
Kerberos 18l (WEMEEFROLE—) AIEIBLBEFNMEZ XFSMIHSEUT A
FIECHIE KDC, BEEEZENEEEEXRR, —MARBARAHRSE —MAFEIR.
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B MY, REVNARESER—1M2BE (6% EXAMPLE.COM) MAREBIAMIE (I
90 ASIA.EXAMPLE.COM. EUROPE.EXAMPLE.COM) ., IR eBidiENEEE N A,
BEstaigicEAEELBE, WEA— gz EfEAERerZEnNEE, FEEAE
RIS EFRSEIREERE, NAHRENZER (FIUNZIRSEMENH) HEH AR
FRISBURTFRABMAF RERRSS, UK NFS XIEIRS2RIINEE, XAEARIERIEER,

6.8 BEZER

MIT Kerberos BIE A MikE http://web.mit.edu/kerberos 2, Eitt, HEREBERX
Kerberos (8#E Kerberos &%, AP MEEIER) MEAIEMEXZRIFEE,

Brian Tung 4s&RJ Kerberos — MZSIAIEZRSE—H5 (ISBN 0-201-37924-4) 1R TR A2 EMY

x
EI 1%\ o
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7 Active Directory 245

Active Directory* (AD) @—IETF LDAP. Kerberos F1EMtARSHIE RIRSS. Microsoft*
Windows* fEREREERIR. IRSMAR. 7E Microsoft Windows 48, Active Directory
SRHAEXXEXNRNER, REXNERNGR, HEHHITSRE&, SUSE® Linux Enterprise
Server a[iLIEMINIIE ] Active Directory 13, FHEER Linux I EHNEREI Windows IFiE
.,

7.1 5% Linux #0 Active Directory 15

EFEMAINE Active Directory 1B Linux P iin (EZE 7 Active Directory P is) , BILL
T & T4 A9 SUSE Linux Enterprise Server Linux & P isFr R REIR AR FhINAE

A SMB S HEEXHME R
GNOME Files (LAHIFRA Nautilus) Z#FEd SMB NS HEEHE,

A SMB £EXHNBF
GNOME Files Z#[E1E Windows AR FEHEZ B R4,

ihiR)H421E Windows IRSZ 22 ERM AP EUE
1812 GNOME Files, AP A LLAIRIE Windows FFP#3E, FHrILATE Windows ARS8 E
‘RIE. QBB HESBR. BRTEZ M ANEOSEREIRREHEE,

RS 53 3850
BMfER P BiAla#E Active Directory RSS2 THMRAMIAER, BAMIIAIE
Linux I+ B EERH LR E AR,

Windows ZH3 824
Linux FREJILE Active Directory Sz s (58I ITHETFTE Active Directory FEY AT O
LHE, EREERNTHASZROSESNAEHIEZENEN. EETLUERS Linux

AL

passwd <% E Windows &3,

1813 Kerberos UM REFRRE R
WL SEN BIEFEXIF Kerberos (Kerberos 1) , XEGE 1R LUBEM 9 EF 42
BHMINIE, MTEE Web iRS2E. RIE. BN ARFHEMUBEFMAOS,
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Q EE: @ Windows Server* 2016 FIEZARAEIE Unix /B
3
7£ Windows Server 2016 F1EShRASH, Microsoft EpRT IDMU/NIS 5526, H—
FHEBRT Active Directory FAF T EH] MMC BIRETTRY Unix B 14HiEH

B2, SARTE Active Directory AP AT EA, MMC EIBRTHRBR T = 405%,

MR AFEHER Unix B, BXIFMER, ES Clarification regarding the
status of Identity Management for Unix (IDMU) & NIS Server Role in Windows
Server 2016 Technical Preview and beyond (3% Windows Server 2016 A

S A E ShRZAsH Unix H9EIE (IDMU) 1 NIS fRSZ28HAERES) (https://
blogs.technet.microsoft.com/activedirectoryua/2016/02/09/identity-management-

for-unix-idmu-is-deprecated-in-windows-server/) 2,

;E, ALMERTE 7.1 “ERAPEFEEN Active Directory 12" RFTRBIATATE
EFRmEREMZE (BAMES, B8RP E6.0 .

TN EEHNEMARSHINENRAE R,

7.2 A% Linux Active Directory XFHEREE

WERRAGRELHERE, LUER Linux ZFimsEREIIIAR Windows Active Directory
%, UUTF/LTHERHR Active Directory BRS8N E P iRk B X BEHNRKEHEZ,

ATEERBSHEITERE, FRHELTESRSBFHLERMDHL

LDAP
LDAP B2— M AEIEB REEMM NN, BE Active Directory B Windows 15#%
HI28 T LAEF LDAP thilREE PR B RE2. BX LDAP NEZ—RER, ES
MES5E “LDAP with 389 Directory Server” ,

Kerberos
Kerberos @EIEME =F FHIIERS. HFIBEFPIHIESE Kerberos B —1MNE P s
BB IEI, MIMSZHF Kerberos W &R (SSO) iR AZER, Windows 2§ Kerberos
S2HE, FEIEMER Linux B iR el LUER Kerberos SSO, A% Linux & Kerberos B93%
=2, FBRAFE6E “fFH Kerberos HITMEFHIIE o
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RIEIEEERM YaST FIRIZE Kerberos SAIIE, FHARMNEF inA AL IEKFA S5
JOIEEE:

EF SSSD MRS 5

* sssd SFIFREFELRRAENZLED. ELIES Active Directory ARZ5238 Z [BIHY
FRE@if.

o BINERIFIRSER, BIfEMA sssd_nss,

o EXEFHITEMIIIE, TR PAM B pam_sss &R, Linux FF % L Active
Directory PRI EBREIZEH pam_mkhomedir &I,
BX PAMBFAEE, BEBNE 25 @ PAM #HT5MI0E o

ETF Winbind (Samba) BIfR/RA

° winbindd SFFREFEIERDENZOERD. ELIMES Active Directory fR528
ZIBIFrE @i

o BIKEKBIMARSIES, BIfEMA nss winbind,

o EXRPHEITEMIE, AfFEA PAM B pam winbind 3R, Linux ¥ s L
Active Directory AFBIFAFR EBREIZH pam mkhomedir &I,
BXPAMWEAEER, BBNE 25 5 PAM HTEHEIE o

7.1 “EF Winbind 89 Active Directory SR I0IFHNE" RBERTETF Winbind B9
Active Directory S ¥IERREEA M,
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PAMEHI L A2
(gdm. kdm. login)

NSS PAM

Kerberized
Ak =

A

\ 4

o #

Y

Kerberos
SHBEIE
®F

LDAP. Kerberos

HEHH MS 1Y Kerberos

v

Windows 15523
(Active Directory)

7.1 . EF WINBIND 9 ACTIVE DIRECTORY B{338IERIHNE

BIRAN PAM I FRFERF (WNBRFIF2F GNOME B EIEEE) 25 PAM & NSS BXRXE, LUE
3t Windows RSB 28 H TP IIE. X Kerberos S IIFMNARE (IXEEIESE. MR
NS EBFHMHEFIR) FF Kerberos B0 EIEEFRIA DA P Kerberos i, FItE

SSO HEZRAVAERER S

7.2.1 3HAON

EEMANIRER, RSBATFIRHBILLZEXRR. EEFHL,

RIRFKAIE, ZRRAUERESEPEITHEE LR ERGTIET:

EERITUTESEMA
Windows 151542812 (HAYINE LDAP #1 Kerberos SSO IFi&, ZEMNNIEIZMA YaST EL R &AM

1. #%ETHRMH LDAP M1 KDC (FEARMHL) ARS5HI Windows 15¥= 28,

2. MAFFIRRITENKE 278 RIRS P EEN.
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3. EPHENVRRER TR (TGT) BELRFHEF T HAM Kerberos BMFEIEETF. &
FinB 2L TCT RRSHE—DTNEE, EHETUBRAEMARS, MEXRBERRSH[HT
LDAP &ifl,

4. NSS # PAM ECEZ#HITIRE, P inaExEicHlI2s# TR HIIE,

EFRiH5|Sd1EP, FEo) winbind SFFRERHIERITEVIIKFBI#)ME Kerberos 2
B, winbindd BoRFITENIEZREUFRIFEE N, AT ERELHFIKF KR, winbindd £
EERN AL

722 BERMAFEER

GNOME B REIESE (GDM) BRI B, AIFAEE Active Directory I:E R, BHFRILUERE
FSEHITBVEMANEHH EHETFIRELS Z2HIEEXEANAEEHZ—

$NZE 7.2 "B Linux Active Directory IS SEE" BFRR, AP SHGRIEHZ D PAM
RIRERE, MRBMEIR, FIRAERBERANAF S TIERNERER, XEHEE PAM &Y
ERZINAZE (GDM. =HIEH SSH) EERIIRMHEM:

RIRERK
BREEI—FNE, HAREEZRY, FEEN. RAIWTAAROS, HEHOL
AMIERFEOLKE (FlMO<SXE. XEENEAT) HNENAF. NRAFPNEEE
KN, 2RBRER, RRBAMED.

K AR EE A
BARZBI—FERER, SNEKFEER, F5RREELKR.

tkF EBIE
BR<EI—XB2ES, SHMEKFEMNE, F5RABERKR.

EI AT E R
BARAIUESR, BRBEIESERBERIAMMBAENRT . ZESSERBEREI=KRE
o XMfaE, BRELEER.

TR
MRRAFAFRERIFENITIEL, M=a7 SUSE Linux Enterprise Server i+ B HARTE
3, MEHM—FESE, SHLLBREEMLETFLE R,
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ERIBRTH
MRXAVAAELEREER, SZAFASHAEFRTENEERE, SHR—FES,
SR AR ELNEITEER.

KPR BRY
BERAIAFERFPKFIRERMEE, NMRZAFPEHAERNEER, BaFI—FH
l_a’ E%Dﬁ:m‘k)ﬁleg&x&, 7r ﬁﬁa:y_éio

ERINM B9 50IEHRAE], &P imM Active Directory B9 Kerberos BRSZ288 TR IS EZIRIZINER
(TGT) B EMBEEZRAFNEMNEILEFER. EERIUERELIT TGT, MEAFHAFNRE,
SUSE Linux Enterprise Server X} Active Directory AP iRt E B RT#F, WMRKE 737

“79 Active Directory BEE Linux = P im” ARFErdEE YaST #1T TECE, = Windows/Active
Directory P B ERE Linux PR, RASCERAFRTER. XEFEFEMINISHRE
B Linux AR EBRME, B¥IIF Active Directory 13i3iF 28 L1,

ERZAtAF~ EEH RO LUARIL T EN LR R E3E (BIME Active Directory fRSZ 23 i 1%
1) , g’ Linux BPIREEEE NRITIRN S48,

1.2.3 DARIRSHRISSZFF

NEFERRRAF SEEBRERAF (B, THIERNE, EEEMAEZNERTIE—
EZRYiED) o AfERAFEBERMAERENITEN, ELBAENEFERE winbind SFIRIE
o winbind SPFIERF BMETERR RS T AR Rl SR &l SEr 2 h0 3R Bg, EIRERKRMAIE RZ1HREL
FHRHE Active Directory FECERIREEME RN, RNZIHRIALTRERE, HINTE YasST i
R REMEIERP 2B Ao

HIgITHISR T A AT RIRSE, AP MeIER A EZE ZAIRSHNBEY Kerberos EE 1R ML
TR (R8I Active Directory FRS284S) , X57E Windows —#¥, IFIHI2ZBXAES A BB
RIBEIIERR. 5 Active Directory ARS3 ssliFFEIZEY, FFR A HIREFIELLARSS 28 L AVAE
iR, HTRISNASTLMAEEH THEREXERS ABIMLET, SUSE Linux Enterprise
Server AR MEBRIRE (BINNERRARSRIFIER) BIRISHRY Kerberos &,
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7.3 9 Active Directory B2& Linux & F i

EEFURNAN Active Directory 157 A, FEXNMKZIRE#HIT LA LUBRE A iHMARS 20
IEEXRE,

DNS
BIEME P it BB & N ER TS DNS i53K5% 4 2 Active Directory DNS BRS5 8869
DNS fRS328. TE, BENITENEE NEH Active Directory DNS ARSZ 83 EANRRARSS
HIRTR,

NTP
ERLIN#IT Kerberos SAKIE, HAVEMRISERFIRHNIE, Ak, s@ZIENERF
O NTP BB ARS528 (Xt AT LA Active Directory 3525 Fiz1THI NTP fRS388) o
NRIERY Linux ENAIIEHIZE Z BN HREB I ERS], Kerberos MRS
KM, BFIRIGERRKEEHINTLM (NT LAN E12288) BMRIEER. BXEMA Active
Directory #{TEYEIEIFNEZH T, 1HENLHE 7.2 “FH Windows A ZZE RN
Active Directory 1&”

P
BAHEBIN LBE, BReZAMASE, SRAT N ERZOIME RS XA —E
o

BENEP iR EHAEIRE, B0 root SHERHBE YaST HAERIR, k=
Mo MEOFIREFEMSIHOHBHEN, EEANIXEHBIHENAEINIRE, 8
T T—% > ERREMAEIRE. BRAMAE, SRPZEAGAMSETIEDRED, AR
BEHET—D > STRGREF AIERIR,

Active Directory Mt
B%3E Active Directory BIE R AEIRMH T 3T Active Directory IBEMBIBF K, TN
B EERINZIH. EEM Linux BF % A Active Directory BR &IOS ERE!
Active Directory 13,

7.3.1 EFEATEE Active Directory BY YaST t&3R

YaST €& % 8] % #& Active Directory BIIRIR :
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7.3.2 EFAAREREIENMN Active Directory

YaST &R 7 & R EEZIFTE Active Directory E#ITEPIRIE, b4, ERZFUTHEXS
RIIEMIRRIRHERZR:

RRRILEER
o ZREIE=ZFHME: BIRBRMES NSS IRIEERF .
* FreelPA: FreelPA#1 Red Hat Enterprise S EIEIRHEIREF.

o B E MRS (LDAP): —-~ LDAP igiftiZF. B XHECE LDAP BNIFHER, B8R
man 5 sssd-1ldap.

o Zsith SSSD XFEIERE: EMAHA Y SSSD REMRIEIZR
BREIEHRIIERF
o ZREF=FUMHE: BIAERSHEIEPHES— PAM Bir.

FreelPA: FreelPA #1 Red Hat Enterprise B3 &IRIRIHIZR,

1B Kerberos R55: — LDAP 12812 %.

A ERIRSS (LDAP): Kerberos &1{4343iE.
Zsih SSSD SZ{FENIEE: MMt 89 SSSD AEREiZRF.
o IMAARREFHINIERS: EXEZERSMRIL,

E{FEF SSSD LUK YaST A -5 FEIEEIRMN Active Directory 15, IBHITLATIRE:
22 7.1 FRARPEREIERIMAN ACTIVE DIRECTORY i3
1. ¥TF YaST,

2. NRFHELUFREFEER DNS Ban& IR, 75K Active Directory 153E 28 (Active
Directory fRS328) KB NRFIHIRTARS 230

a. 7 YaST R HWLZIZE,

b. #EEFH12/DNS, REEZMIRSES 1 XAIEFHAN Active Directory 12569
|P ik,
BEHEHEREFILE.
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109

5.

3. £ YaST XEAH, BEIAFEFREERIR,

ZIRRFERITH, HFRERE R T EHBENAENERESE, UhHrifERNSHIEIE
o

YasT2 = o x

APERERE

&7 &

HEHEH linux-15za

HENZEEN (BHTEEN)

[zt (BHERTARRT)

IP 4t 172.22.1.72,192.168.122.1, 192.168.100.1, ::1, 2a01:4d8:2:22:50ca: 1b50:4f2
S SERAHIAE

4 »

EERE || BE©)

7.2 AREREENEEO

4, BFaRIE, BREENLE,

IAEMNIZISE,
a. BHEMANE,

b. THMAIIIEER, FBEERNEZ, AGETERTLIES HEENZ IR
5. AMEYEE Microsoft Active Directorys

HRREIEREA1ZE,
BT,

c. (A1) TET—NIHEES, BETRBERINEE. A8, EUTERTEEEMY
HEN:

o MNRAHENRZ SiFIEHSR LIRENENBFREE: HESHENNENZE
&5 Active Directory iz HI23FTRENZ T BB ITAELEL, TR HPIE
17 hostname @<, RAEKHEREHS Active Directory I5iEHl23RVECE #H1TEL
o
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WMREAREE, BE AD 117 TIEE Active Directory BREEFHFN R, &
W, ERENIXAIERS,

o WNRIEXRIEFER DNS HehRI: IEEEEFMAM Active Directory RS2+
W&o MREBEZMIITHIZE, BELLESHREENE.

d. BEHREIRE, BREIHE,
MRERLEFAERG, TENMERLER DR, ARG, ENEREN
Active Directory 13z #2825 0] Ao

-

e. MR—IEE, T—MEENEN=EREERIM— Active Directory AR552%,

MR SESi N
EXIENER, $ERE Active Directory BIEGMKF (GBE Administrator) B9
FEMO%,

AT HEA Samba BRHANE, HEPEZZ 5L AD FBEERHBY Samba L&,
B#ITEM, BRI,

YasT2

Active Directory 3/}

Active Directory Server st s (B3 DNS BaAH)
Active Directory Domain .-

Workgroup ¢

Enrollment Status mAEM

HWA AD HR SHEIE (30 Administrator) BUEMSiEITEMILITER:
BP&

|Admini5trator |

E=

! FREERNE RAI DNS i2R
a[iEBLIE(f, FlEN Headquarter/HR/BuildingA”
i |

L BEESI AD #EfERA Samba BE

| BEQ
7.3 : EMENEH

f. IE, BENZEEI—FHANEEMINEMBER. REHHETREM.

6. ‘itfe, ERAEEEAFEZEHEERF i,
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YaST2 - o X

) EEEEres

SFPHERS: Bt
AVFHARESR
tREER

B PR
=1l
F:|
HBEBF S (sudo)

B REIREhEE (BEmER)
SSH 248
SR IES (MS-PAC)
T

RS
2301

B - AW
LU

A | Rt ARG EE) | BBO | rRER
O | BEO |

7.4 ARPEREENEGEETO

a. ERFERA Active Directory IR R BEREBEZRENTEN, BEPARITHAFE
Fo

b. (Fi%) (FIik) EEAEIUERET, BUEEMEBIER, Fl, BXAIFHLL R
F{#EH sudo SyHFLEMLZIRTHR AT YIS E,

c. ER1F A Active Directory BFEIEFBER, BXFeIEFTER., T@IZMARIK
EFERNEBRE —EXFinL. ERSSL, A SESER:

o BErEiTHisS LRCEF BRI, /NS MHEFR UnixHomeDirectory /&
MISBEENAE, LI, BHRERFLEEEEFZEIEFEBER. BXE Windows
RFEIZRBEIER, E28 W https://support.microsoft.com/en-us/
kb/248717 2,

o BERFIR LEE T B REFHIETHITHIR LIRENREAEGMEN, 15
FB3EI fallback homedir,

s EERP I LEEEFARBREHEETFINRERESRSH[IRE, 15ER
override homedir,
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HFiEiTH2Es FRVISEBH T AXEATERE, TENXNEZFF mENNRE,
TEMAt= IR AR 550510 > BT, ARREYT Bk, EZEORIERE
fallback homedir ¢ override homedir , ZAFET I,

IBE—ME. BEiLEBRXA /home/USER NAME =, iB5fEA /home/%u .
BEXAREMNTE2EAES, ESM sssd.conf FMTT (man 5 sssd.conf)
B9 “override_homedir” &B43

BHIfE,

1. 88 "MWE REEN. BRIARTHEERTIR. BREMEE, BREIHUH.

7.3.3 {EF Windows 8% 5 & 1N Active Directory

ZE(ER winbind LUK YaST BY Windows 18k 5 Z5 A AR ERAON Active Directory 38, iBHITIA
TiR(E:

332 7.2 : {5 WINDOWS 35R 53354\ ACTIVE DIRECTORY i3
1. ¥R root BEFHEB5NYaST,
2. BEIMKRARSE > Windows 185 R

3. 7£ Windows 15} A =8 R REARVEE TIEA, MAEUMAN GFEIET.5 “HBE
Windows AR ) o WREEN LR DNS 1&E S Windows DNS ARS8 1EHISE
B, ELL DNS #&Z{ (mydomain.mycompany.com) i\ Active Directory if &, WNRE
WAEFIEE (WHA Windows 2000 ZEIRVIHE) , YaST #47UKEHh NetBIOS R FRAEMT

(MIAZ DNS) REHIEMRBVTITHSS,
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Windows 3B & A&

MR#HEE
e TR (D)
\WORKGROUP]

fEF SMB {5 2i#4T Linux SLRIEU)

ERIRE(E)..
ARHEZE
AFAFRZERB)
NTPEE(T).. |
FEEA(H) mE© || mEO

B 7.5 : #E WINDOWS iHfk =&
4. E3% SMBJERETF Linux B{9I0IE, iE%EH[ERMER SMB EE#17 Linux S5,

5. EEH&IA Linux I+ EH LA Active Directory BFRIBAMFEB R, BEFESZII0)E
FEHR.

6. EHRATH S50, 1Eis AP BIMETE Active Directory BRSS 255 YA ] IS & TR IEE
HiER THEEBER,

7. E¥{ Samba AFMAKN UID 5 GID SEEl, iHEEEHRIZE,. (NEREMLL DHCPEE
WINS fR5588, H—LEitEH0ET WINS RGRIFES, TEEXAM.

8. IEFE NTP ELEHWNEN VARS8 2RI IP ik, 3R Active Directory IRIEEZE NTP
BEES, NREETEIRIIHI YaST NTP ELBERIRPHAN T HMANLE, WAEERITIL
FTE,

9. BEHAEHERTIHIMIER,

10. 7£ Active Directory fR5328 LRt Windows BIERMOSHBETHTE (FBNE 7.6 “iE
& Administrator &3iE” ) o
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BRABFEMOSLIING .

EERMNE, FHRNFEEEST,

AF&U)

Administrator

a<(P)

IRENFIR (B)

WO || mE©

7.6 : 1&{t ADMINISTRATOR Eiff
N0 Active Directory 2 f5, A SE_ LNEREESRFITH S MTIELEREZEH,
O == =35

NRFBLL . local LEE, FIGERTEMINNMAE, Ll . local EENBIFAIGESHEZ
EZI#% DNS (MDNS) #8458, 7£ MDNSH, .local BHERAthFHNRZRE,

Q & REEERLESTMITEMN
AEEHEERKS (i Administrator) BEf#%3§ SUSE Linux Enterprise Server 1l
A Active Directory,

7.3.4 1ZE Active Directory IEZIRS
ERWELRE S MINE Active Directory HER, BERAUTHS:
° klist ERIFIAFREEHEEEMH Kerberos E4E,

e getent passwd ZRiXFTEREF A#H LDAP £3E,
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7.4 ERF) Active Directory 1

MREHITENE B E 3T Active Directory #1T B4 10E BB B MBI Windows BF ID,
fR{ET] LUER Active Directory B EIFEREIITEN. Z#FEid GNOME. =HI&. SSH fifE
A Efha] B0 PAM BN IEFR B Ro

O ==: BNsHRIE
SUSE Linux Enterprise Server xRS R I0IE, XEFEMER Fimit BV TRV
B, BUWOIUERIEAP, BXFAEE, BEBRE 7237 “DaRSHEESE o

7.4.1 GDM

E 37 Active Directory fR55281#1T GNOME B P imit B S MBIIIE, BT TRE:

1. BERTIE,

2. AP &XZAMES, L DOMAIN NAME\USER NAME #&zUHIAIEZF Windows P &,

3. BWAEH Windows 0%,

MRBEFITHMMEIE, SUSE Linux Enterprise Server 27EB&Z8 SH1KRIEMNENEF &

iZ Active Directory BVXEREY, EARMITEN LSIE—RAFREER. X, BEJLER=E
SUSE Linux Enterprise Server 89 Active Directory x#%, BERHHRIEMN Linux BN T2ERE
51T BEEIRE,

7142 EHaES

bR T FERER FIIRERE Active Directory B imiT BN, EERF UERREFXANZE &
R, HERMFH SSHZREER,

EMIEH|5ERE Active Directory B P i, IB1E login: RBARTFFLAEAN

DOMAIN NAME\USER NAME , #F{2#tO<,

EFF SSH iZf2&E R 3 Active Directory B IRIT &N, BEHRITUUTIRIE:

1. FERETRAL, A
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tux > ssh DOMAIN NAME\\USER NAME@HOST NAME

\ BHNERDRTRS—T \ SHXT,

2. REAFPOS

7.5 BEXOS

SUSE Linux Enterprise Server BAI#B AP EFE— MRS ABLXERBNESENHOL. KE
PAM IR MIFITFIZO R SR OSHKRIZISE, HESRNLUEENEXEMAF HikF &
BREHRENAEFOLSHEER, 5 Windows IEERZ—#¥, SUSE Linux Enterprise Server
PEETR—FHERUTEEER:

o BHIHEIRE

o BRREKEENK
o BHIEAEAIIR

c BRERE

AERNHERETFREEXRG, OLEXRIREA M. ZBRREHNRIESENELEREE:S
i &R,

GDM REEXOSKMMR M, HUREENIRTIBANOS., EadEREESEHOS,
BERRETREREOSERS.

EFEHN Windows ZH5, ATLIERAMRE Linux SSETER passwd MITEERS 28 LI21E1ZEK
o EFX Windows 15, BHITUUTIRE:

1. BERITHIE,

2. A passwd,

3. HIREREBALSFIOS,

4. MNFTOZ,

5. ERAFNERHITHIL MRFOLSATTSE Windows ARS528 ERISRES, SRR RIR
QIEHARTERASZ—TO,
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EM GNOME SEEEK Windows 53, BRI TS RIRE:
1. BEERAOS T EERTR.

2, TR,

3. EPABDEERT I > B,

4. MAIBO=.

5. WAFHHRIAFHEZ.

6. REXMEEFKHA, MNAIKE.
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8 1% E FreeRADIUS PR 328

RADIUS (ZESMIIERNBAFIRS) hiX—ELUKREBER T EEMNLIHRNINERS. BR
FAREEW (FIINEFFNARSREEMFNNEIRMEE) HITSMRIE. #AESIT (AAA) T
W, ENEREFRNBBRZ. EXAPMISERTEMHRIE, BRAXERFPIIGEHERY
ERIMEARSS, FRERARSERLUH#HITIHEME T, BAFEERAE =1 AAA Y, MR
HERAPMMENNYN. Fli, ErIEAFESITTIE, MAFTEZFWSIHRIENEE, XE, &
AIRERFBERIITHEE, BFIRENHEMENRSAREE,

iR EER, FRSBERENEGHMEETEERT MEAR, HA, RATHA “KEN” b
W, BESRTFREMSEIYN, MAUNERSNE,

RADIUS R RAREWPIEIT, SMKIARIARS2S (NAS) HBIRE. AR IRREIREEFEAIH
%> NAS {ERRIHIC RADIUS ARSS528 £ NAS 1R ZE UKW ELIZN R E MK
DIEIAIRL,

FreeRADIUS ;2 RADIUS BYFFIRSEI, HEREME 728 RADIUS fRS588. EAER, &Y
fRANfAI 250N FreeRADIUS BRS528. AT RIGERIABIARZ, EVIRIRERIAER TIERE,
ETRBEEEATFRVEAXXNE (B0 https://freeradius.org/documentation/ 2) o

8.1 7f SUSE Linux Enterprise _EZZ&F0M5

UTHBERGE—TEENNR RS, ERIARSSRITUEREITHEECESFOIREESE
BE, FERT/LIMRESBEFBRESEKE,

BiERE freeradius-server fl freeradius-server-utils B8, ARFEN /
etc/raddb/certs F#i&1T bootstrap iz, USIE—ANKIES:

root # zypper in freeradius-server
root # cd /etc/raddb/certs
root # ./bootstrap

certs BRHH README X 4B & T AKEERHER, bootstrap BIxATmRE, LUFAIHZER
BhfR55 23

root # radiusd -X
[...]
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Listening on auth address * port 1812 bound to server default

Listening on acct address * port 1813 bound to server default

Listening on auth address :: port 1812 bound to server default

Listening on acct address :: port 1813 bound to server default

Listening on auth address 127.0.0.1 port 18120 bound to server inner-tunnel
Listening on proxy address * port 54435

Listening on proxy address :: port 58415

Ready to process requests

NRED “EERIF M EFLAEIBER" 17, KTRSB[ELEERSH. NRRSFIRBE,
BFAEFEaL, RAHPENTRFHERE, ERILUER tee Bt EHEIXA .

tux > radiusd -X | tee radiusd.text

T—FRAENNAE RPN S M. ZEFihne RADIUS fRS[BNEFiE, f
WTLIENR BN FFIHIE /etc/raddb/client. conf HEEE, AFKBFTE /etc/
raddb/mods-config/files/authorize $fLE,

FTFF /etc/raddb/mods-config/files/authorize HFECHEIRUT/LIT:

bob Cleartext-Password := "hello"

Reply-Message := "Hello, %{User-Name}"

/etc/raddb/client.conf FIRHTMIXZEFi% client localhost, HAZR
testingl23, HAS— 1K, HLUIESFNER bob B3R radtest S$ER:

tux > radtest bob hello 127.0.0.1 0 testingl23
Sent Access-Request Id 241 from 0.0.0.0:35234 to 127.0.0.1:1812 length 73

User-Name = "bob"
User-Password = "hello"
NAS-IP-Address = 127.0.0.1
NAS-Port = 0

Message-Authenticator = 0x00

Cleartext-Password = "hello"
Received Access-Accept Id 241 from 127.0.0.1:1812 to 0.0.0.0:0 length 20
RINERE, radius -X KEHPRERMOTATHER:

(3) pap: Login attempt with password
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(3) pap: Comparing with "known good" Cleartext-Password

(3) pap: User authenticated successfully

(3) [pap] = ok

[...]

(3) Sent Access-Accept Id 241 from 127.0.0.1:1812 to 127.0.0.1:35234 length 0
(3) Finished request

Waking up in 4.9 seconds.

(3) Cleaning up request packet ID 241 with timestamp +889

I, BINEFNE—aitENERETERMER. BIBUHERHENR clients. conf
FRILAURIN, 7ERRSEE LEIB— R iRECE !

client private-network-1 }

ipaddr = 192.0.2.0/24
secret = testingl23-1
{

WMAMAE PRI E P, EEFPIRITEN LR freeradius-server-utils, &
ALURMH—EH B G S, =X EA radtest 55 L bob WEIOMNEFIHER, RIFE
FB RADIUS ARZ228RY IP #iatTmIEENR, FH IP EAYIARRE IR

tux > radtest bob hello 192.168.2.100 0 testingl23-1

MRNMAEREKK, BFEEMMBEREUTRRBEERNE, HPREET ZNIEARANRE
Fif. BEXGHREEREERER, BITENHRXLEX S, MNMLERRIFHRHERL
SIEE~EERY, AR /etc/raddb/certs FHFIENIRIEBHEESRAEE AL
B, FREFREMNLAFPNZE G, AFK carl -c 21k radiusd, AILUER systemctl
EIE radiusd.service, MGEEBEEAMEMRS—F,

BT RINEITEMLE L FreeRADIUS ARSS 28, BB M https://freeradius.org/
documentation/ 2 1 https://networkradius.com/freeradius-documentation/ 2, EHeigft

TRNNSE(EEMigEEm.
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9 Spectre/Meltdown Checker

spectre-meltdown-checker 2—MIMNERZA, BFNHXENARARETEZZE
SN TRIERNER, XY RAESE 20 FHLIENE CPU AEEEE. XE
— MR ERPE, WEEARERIFIAERENRA LWAEHE. E=ItERSH, W0
REPMEPAIT—EYEIEEN L, REE R LRENGFRE EIMFBYIERIAR, EE
XERARZEMSITHER CPU, EXREULERZAT, AILUBEZ P IENT RE
X, WMREFXEEERH SUSE B, NiZBLETHREXEWHT,
spectre-meltdown-checker SEMIFHANIRE. EFEANEHNASKRELTEKR
iE, B SRR T WLEFETE LU BRI,

9.1 {#M spectre-meltdown-checker

LEZMZA, ARTEETMEDUA root FHEITE:!

root # zypper in spectre-meltdown-checker

root # spectre-meltdown-checker.sh

BIEEIME 9.1 “spectre-meltdown-checker B9%H” PRI EEEH

122 fEF8 spectre-meltdown-checker SLES 15 SP2



CPU

*

%

E's

*

dreamer: /home/carla & spectre-meltdown-checker.sh
Spectre and Meltdown mitigation detection tool ve.48

Checking for wulnerabilities on current system
Kernel s Linux 4.12.14-1pl151.28.13-default #1 SMP Wed Aug 7 07:20:16 UTC 2019 (8cB9ad2) x86_64

is Intel(R)} Xeon(R)}) CPU E5-1628 w3 @ 2.50GHz

Hardware check
* Hardware support (CPU microcode) for mitigation technigues

Indirect Branch Restricted Speculation (IBRS)

+* SPEC_CTRL MSR s awvailable:

+ CPU indicates IBRS capability: [SPEC_CTRL feature bit)
Indirect Branch Prediction Barrier (IBPB)

+ PRED_CMD MSR is available:

+* CPU dindicates IBPB capability: [SPEC_CTRL feature bhit)
Single Thread Indirect Branch Predictors (STIBP)

+ SPEC_CTRL MSR s available:

+ CPU indicates STIBP capability: (Intel STIBP feature bit)
Speculative Store Bypass Disable (SSBD)

* CPU indicates SSBD capability: [JNESH (Intel ss&D)

L1 data cache invalidation

* FLUSH_CMD MSR s available: [JESN

+* CPU dindicates L1D flush capability: - (L1D flush feature bit)
Enhanced IBRS (IBRS_ALL)

+ CPU dindicates ARCH_CAPABILITIES MSR availability:

+ ARCH_CAPABILITIES MSR advertises IBRS_ALL capability:

9.1 . SPECTRE-MELTDOWN-CHECKER Bt

spectre-meltdown-checker.sh --help £%IHFFEED,

A S B

e L AT AT R BAX

root # spectre-meltdown-checker.sh --no-color| tee filename.txt

ERRBIRESEITHNRE LNITRIER, XRIHANEIAEITAR. BBl LIEENZ.
BCE AN System.map XHHIERZRKMNIZETT spectre-meltdown-checker :

root # cd /boot
root # spectre-meltdown-checker.sh \

--no-color \

--kernel vmlinuz-4.12.14-1p151.28.13-default \
--config config-4.12.14-1p151.28.13-default \
--map System.map-4.12.14-1p151.28.13-default| tee filename.txt

HthE BaEmH T

--verbose, -v
REIFMIEE,;, EEREIURESFMAEE, HW -v -v -v

--explain
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--batch [short] [json] [nrpe] [prometheus]
B M2 rRig g ER ST

o EE: --disclaimer &I
spectre-meltdown-checker.sh --disclaimer IR{tH XIZMIZAREISFI R REIR (M
HIhEEMNEEE R

9.2 H3*X Spectre/Meltdown FIEfth{E &
BEXFMER, BELUTESE:

o SUSE X1iRZEE #7022937 Security Vulnerability: Spectre Variant 4 (Speculative
Store Bypass) aka CVE-2018-3639 (Z&iRiM: Spectre TR 4 (HMfEFLTE) , XK
CVE-2018-3639) : https://www.suse.com/support/kb/doc/?id=7022937 2

* GitHub _ERY speed47/spectre-meltdown-checker JEES, BIEHEX ALK EMNRE
(CVE) BYi#4H8E . https://github.com/speed47/spectre-meltdown-checker #

e SUSE & XZE Meltdown and Spectre Performance (Meltdown #0 Spectre 14

gE) : https://www.suse.com/c/meltdown-spectre-performance/#

e SUSE HIRFEXE #7022512, HARMETHAXEKRLEI. CVE MEBIEHENGE
B https://www.suse.com/support/kb/doc/?id=7022512 2
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10 A YaST EeEReHixE

YaST YL =5z (L FOiRBUR M T — 1A FACE SUSE Linux Enterprise Server B9
ZEMEXIGENERRIRPL, ERZERAUEESZ2MBAXNENAHE, F
M, BXERIRE. OSSR, 5I1SAER. AR IERFENAXHRIENIEE, 7E YaST
EHRORIERLZSMAF » 2@ OBohziER, L0 EER T E
R FL 2t iAd, EtiEEMEETAMNER PR,

) \ A
10.1 Z24HELA
TR R RASREENTEHISENGZESYIR, YRPSFZHIIEHE—INHNZ IR
To FEAWAINNECRENIEERZ SN, MABXSNRRENNINAZS, LHEEEIRFT

FIREMRURERNAFEHEFERENER. BEEREIRE, BRE “RE 7IPEN
R, RIERARIRE, SERUTL:

EER/EXA
BHITAPRIRERSTIRANEERARNERER,

[y
BHIRAIEE)5S —1 YaST IRHITEC B, BREZRRG, EREE “L2MEH]

R o

R
RREXRBKNIRSE, HNVISERNRESSREANR. HEXEKEFARBENL 2N,
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. ZLHY

AEXRLER )
ﬁi;i %/ Magic SysRq KES #ah
e RS X [ )
I B B s iTiZihin FH0 #HE
RS EE s 0 o

BERA cron HEERRGHSE BEE
g

X X X X X X X X 3
Bt

7E chroot FRIE4T DHCP SPFIER A kil
Ll dhep AP S 11=1T DHCP TR FH #Eh
ER

ETREEFPEILE root BF F5H #Eh
7 X IR B ANEIZIA A FHl #H
wB(H) mAO | | BRO

10.1 . YAST &ALy Z4EhA

10.2 MEXZEMRE

SUSE Linux Enterprise Server BEffi T =M E X £ M E, XELBERFME 2 ORRA
RENMBEIRE. EoIUEREMNEEPIHIEEREECHNREERNENMTEE, IFEERK
BERNEEX L E/E:

T{Eus
EREMMAEREE (BEERIIRSEN) BWIRLNECE,
|hngE

12 B & A F IR B R BRI ZE 12 25 FE A BT AR FE Ao

P ARSS 2%
EATIRM Web BRS588. XMHHARS 2R, BIRSBENZRSHHBENNL2ERE, It
RENTEXRRERMERENEE.

BEMNIZE(C)
MREENIKEETEFR FIANE X 22 EREMNIFER) , NRREEBHENTE
XHRE, FEEFILERASERYREE — EFREAL 2 A ERUILEE,
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10.3 O<=E

BSBUHNOLERE—IMEANR LR, FILUET < EXEERBERAEEALENO

A
~o

wEHROS
ACELETE, MRMOLESAERIFHP, RBOLSETERE, RAFLAHES,

ALHNRNAERZKE
MRAFPFMEALHKE/NFIAMEENE, REKAEES,

EigiZrO<rI%E
AEALKRMINE (BIO<SENH) &, KREREEFATEHRENAFREOSL, UM
IFEEEAXEOL,

O
RO S MBS, BEEBEMIILE (Blowfish).

A<LHEXEA
BT E &/ N ERAMERG (URABA) REEOLSKUINEE. FREEMHHIREN
AT 0 REERIUBIEAFIEREOS (XFEMSKREO<SKMKINEE) . £RE 0
# 99999 FILUFRAO<LRIINEE,

ALXBAMSZ IO RELES
HOERRMEY, BRREMREIES, BENERRNAHmMNSZ O XLHES,

104 5|F1RE

FUHEEREEWLERAF A BT EREREES XA BN, S r]LUEENRIFER
ctrl - Alt — el , LIKfER] LU RYRER,

10.5 ERIKE

HFEERNL SR ER 2 MAXNERISE:
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FEHRERZHGEHIIER
ATREEABIREERBLAFLOSKMEE, ENEERRWEEEERERIET.
BIEEUNANRMUNE BEREREADSHAFAERSHRKEE,

RIFERRERER(G)
gNRiErRIET, WA LLEE MEHIRERE REERS (GDM), XRIEMATENREN I,

10.6 AP

RERAFPSA ID R/ MEMRAE. RDEBENXLEIRINZE,

10.7 HftigE&
HABIH T FET ERARI R 2R E:

XHR
SUSE Linux Enterprise Server B}t 7 £t % X4 RS = HINE X XHNPR. XJLANPR
EXEZEAF L LUEREEX GBI ENEF. 25 XN RERTFIHIIITE
Mo B0, XEIGEARATFEBRAFENASHAAX Y. BXTEERE, 5N /etc/
permissions.easy X, ZE&XHNRERTAREMZIARNNZEFITEN. /
etc/permissions.secure IR T XLEGENSEMA, FEL2RERRHIY &
AR, 1BIER. BXIFHARES, ESN /etc/permissions.paranoid,

B RPitesh updatedb
updatedb ZFEIHERS, HEZEREBFER locate S ETHMFIE X HUENE
#EE. L nobody AP 5195217 updatedb B, RERLBEAIEXGRINZIEIEE. UL
root AR BMIEITH, SBRMLFMBENXXHE (RRF root EEXEISERRIM) o

BRER SysRq #
BAR SysRq BR—MAGH, BMFRACHR, BHEGHEMNRAHIT TEENT
#lo https://www.kernel.org/doc/html/latest/admin-guide/sysrq.htmla IR TS
B,
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11 {EF PolKit #1724

PolKit (LARIFRA PolicyKit) R— M NARRFER, ZIIFSNAR IIESHN
AAMRZENIMNEE. SRR IIEPHNENHRBRZHERGIMEPHRITIRE
i, REMSEW PolKite RIEECE (FEFTIBRY “5RES” IERE) BIARE, [EIZF
BN ‘BT . B B BESMHRIE o 5 sudo FERAIFIIERNIEF A
B, PolKit FEEBNRIERT root NXR, MRMEHEXRAEIERTIZAR,

11.1 #BEshd

PolKit 1R . HIBMRFIFERNIRIE A, ESEXAFXLERFNFARITIEE,

11.1.1 FIARSRHIIIEE

SAFERERFRIEIER S BoIRIEN, STIERENMSMIIEERR. EIRIL
RYUHE B EMN—PIRSHIFZREI, MBEHNIIERERTXBHZENERIAF#1TS
PI0IE, HAAFFZIEAERERE (i, EABTES) -

STRENESEECHENIIIAE, B8, TREERMIIFE, BBEENZAE,

11.1.2 PolKit B9Z5%4

PolKit BYECEBUR T 15 ERI A :

1B X B& *.policy)
PUXML XERRRE , IF /usr/share/polkit-1/actions #, 8NMNXHEENX—D
HEMEE, 8NREHEEHBNERIMIE. RERAAEERIUAEEESHIHN, B
PolKit BYX A 4wtEo
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TR (X RB *.rules)
BL JavaScript XHEREE , UTFUTHAMIE: /usr/share/polkit-1/rules.d
(BFE=FMHEE) M /etc/polkit-1/rules.d (BFAHHESE) . SMHNXHE
5| FREXHPISERVIRIE. FMNEERIFNAF FEEHEMLERS, 50, FENMA
M EIRESTARENRFIUAR, HERIFELRP RIFZNR,

11.1.3 T A<
PolKit BEETHTIRHEESHGS (BAXEZAT, ZiEENEENFMR) .

pkaction
REVB XFTEXIRENAT, BXEZER, BEWLE 11371 "TFHN

pkcheck

¥Z& --process Bf --system-bus-name FFsEHIHIZZBIREEIN

pkexec

RIFREENBIAR US—BRRNEHHRITRERF.

pkttyagent
BEtXASHIIERE, NRFEFRSE B SNSHIIERE, BERIIAE,

11.1.4 FIARRESMZFHHNARER

Bai, HIFFMEZESINHIRN BEFERER PolKite. TEYIH T SUSE® Linux Enterprise
Server HIREMREEMR, XLEIEHFERIHSETIHF,

PulseAudio
1% & PulseAudio STHPIEFRIIAE MR
CUPS

AN B giE. BRANERTEN

GNOME

fER GConf B RLMLFRIE
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B AR SATE]
libvirt
EEMBEMEHEINC RS

PolKit

RENAIEE R EL A AR P B9
EREIAE

PackageKit

EHMERRGEE
BRI iEERE
LRIEAMISI 1
B3R
SNEEEZRR
ES EULA
REMEAE

ER 55

IR ER

ENFEHEE. AJPHERAMMNEBIRE
58 H AN R I IS ThIR A

B REEA WLAN

BRRERRS

gl

=ik, #HifE. NEMNERHRS

IR RIS

ENEREERE

YaST

AR
BEARSNENIES
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11.2 #&=AEEE

| EF PolKit BUERRHITISIURIER, RFEZ1HIR PolKit ILHIZR T EIXFH. PolKit
RIBH M HIZE X HRBEBEEIE, BERAENZE .. EHEESHIIE. MINERT, R
BRESBINATFRERFR ER . BRI EENATFREERFH 1 1%

11.2.1 BTN

Bl MRS ARE SN RIEE X RIS, EMRIEREHREEERNRIE, HEY)
MBS asEMUER, EMIEMRIFENRE. MRERFNREN T, WFR
SANEAARPER; REN "B WIAFRBERAFPEN. d, RIVIEERTIEXRS MR
iEo

RAREILGEE I root 5HEENUESHNEDHITEHIIEREN, XS HOIIESAFE
POFpER (A

=gy

AP RAREHITTE NI,
— RSB IEIE

SR E R SR THVEF R, ERMZERGE, AFRERRHITENIIE,
FRERIES T

SMIIENEESTRE— NI IS E L ZIEREN NRERRIN, SHIER—E
B, EERAPEH.

FEPRAA(R R B (R 383iE
SO ESRMH— MR ICERN. MREFLT, AR RF/HIT RS HR
iEo

1122 BN

EFXRNARKSERFPET. AJURRRGBR TN, HE, EERLIRE, FIFNIREH
S ENRIEM /A H BB Ko
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MNETARA AT, MEEAUELERF. BIENARTERITREERNRE, BE
AR TURES VP EE B (IR IER B AR FI5h,

11.2.3  ERIAKFIX

=+ PolKit NS REFEFEM T AN AEFAAAREXN—ARRINS TR, XL
PEFMEN “LEHRINEE” . ERBRINMEEE XN T—ERTE SUSE R4 ERIABUERFT
™. SUSE Linux Enterprise Server Bafi 7 —40 7] LA & L RIS B RITUE X 451X

/etc/polkit-default-privs.standard
EXEEARZHEEALRAVFN

/etc/polkit-default-privs.restrictive
RITRATFEFEENHEN, AT EDRT.

EEMARINFIZ BYHE, BTE /etc/sysconfig/security A3

POLKIT DEFAULT PRIVS HY{EIEE A restrictive ¢ standard. #AFLL root H3iE
17 set_polkit_default_privs &<,

BMER ERFIRPHIRIX G, BEEXEEHSHBEEXFINE, 15EA /etc/polkit-
default-privs.local., BXFMAER, BEE £ 11437 “EBofazUENEiEX
(LR

11.3 &4

EEWIFN, EEMA PolKit PEEHK pkaction &%,

PolKit fEft 7 B FESIFINUANRUS —BAFR SMTHhSHH<SITIR (BXEEMR, F58
WE 11137 “AHGS" ) » BN IAREHE—  ERMNE—RBMBTFHIREE. #
F pkaction < a5 AT E R BEKE. BXIFMESE, 15580 man pkaction,
MREERRATERE (5190 org. freedesktop.loginl. reboot) FRrEMIEN, B
TAHIER pkaction :

tux > pkaction -v --action-id=org.freedesktop.loginl.reboot

org.freedesktop.loginl. reboot:
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description: Reboot the system

message: Authentication is required to allow rebooting the system
vendor: The systemd Project

vendor url: http://www. freedesktop.org/wiki/Software/systemd

icon:

implicit any: auth _admin_ keep

implicit inactive: auth _admin keep
implicit active: yes

X$F auth_admin_keep RTAFPZEERNETOL,

@ 7£E:. SUSE Linux Enterprise Server tfEFER pkaction R
il
pkaction AL LML EIETT. Eit, TEFERERFILIIMRE SUSE Linux
Enterprise Server BEMIRVERNINIZRE. EHITIEGRIE, B8R E 1157 “MEIAE
N o

11.4 ZcRECE X

YEREEARRITHEN LEEEFRRRSE (i, BIERVFERANRITEN) B, AILF
@S BB B XA RIS INAMIE. R LB B EE X 4R E R M 2

11.4.1 NN/

B ARRFEUR T EER A L RE T LM, WFREEER, 15 pkaction FiH
EXBIFREFEN,

NE T RRUFAIRE gparted 3<% ( “GNOME 2 X4wiE28" ) &ME PolKit 1, SR TEN
o

X /usr/share/polkit-1/actions/org.opensuse.policykit.gparted.policy
BEUTRAE:

<?xml version="1.0" encoding="UTF-8"7?>
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<!DOCTYPE policyconfig PUBLIC
"-//freedesktop//DTD PolicyKit Policy Configuration 1.0//EN"
"http://www.freedesktop.org/standards/PolicyKit/1.0/policyconfig.dtd">
<policyconfig> @

<action id="org-opensuse-policykit-gparted"> @
<message>Authentication is required to run the GParted Partition Editor</
message>
<icon name>gparted</icon name>
<defaults> ©
<allow any>auth admin</allow any>
<allow inactive>auth admin</allow inactive>
< allow active>auth admin</allow active>
</defaults>
<annotate @
key="org.freedesktop.policykit.exec.path">/usr/sbin/gparted</annotate>
<annotate @
key="org.freedesktop.policykit.exec.allow gui">true</annotate>

</action>

</policyconfig>

0 SREEXHHIRITER.
0 NEE—MEE
© defaults TERESZ MR, XLERRTE SSH. VNC FmiZ2iEHEA
(allow inactive 7t&) . E@E TTY 5 X ERSEEEFIITENNER
(allow active jT&) , HEEXMMIER TIEIEA (allow _any 7T&H) . &
auth admin {IERREUEERFNSHHITSHIIIE,
O annotate TTEEEEX PolKit IAIHAITIRIENAKER. EAHIR, EBETHITXH
MERTR, FHIEHRT A GUIITH X BRes.
ERMNEECHERES, ECIERALREM .policy X%, EEHMERME id B,
FE X BRIAPR,
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11.4.2  ZINFEAFEN

A SHNENANSTRRIANLE,. ERNEECHIRE, BBENXHHEEFE /etc/
polkit-1/rules.d/ o

B RAPXHEE URAEF L, EE—IMERMURR, W . rules &R, XLEXHHRIE
IR HHFIRF#IT. a0, 00-foo.rules HE 60-bar.rules EE 90-default-
privs.rules NFIE (AMESETENNRIERIT) .

TR, MARNE .policy XHHEXBIETEIRIEID, Fli, MNREEAF admin A
REREGHRIT gparted &<, ECEIRIEID org.opensuse.policykit.gparted:

/* Allow users in admin group to run GParted without authentication */
polkit.addRule(function(action, subject) {
if (action.id == "org.opensuse.policykit.gparted" &&
subject.isInGroup("admin")) {
return polkit.Result.YES;

1}

http://www.freedesktop.org/software/polkit/docs/latest/ref-api.htmla EIEMHT PolKit
AP| FRZ RERBIFR B FEF 7578015 BB,

11.4.3 BRIV IRBVECE X 1HF

SUSE Linux Enterprise Server BaMi 7 mBAFIAIZ, 25GIF /etc/polkit-default-
privs.standard # /etc/polkit-default-privs.restrictive #H, BXE%(E
B, B8EE 11237 TR

BENX4FINIE /etc/polkit-default-privs.local FEN. HAEXHEIAKR LT
HEEX MR EXBEFN. EEXENBEEXIMNE, BHRITUTERE:

1. TFF /etc/polkit-default-privs.local, EBENXIN, BEFEAUTERIAATINE
BRI —1T:

<privilege identifier> <any session>:<inactive session>:<active

session>

136 A AERAAE N SLES 15 SP2


http://www.freedesktop.org/software/polkit/docs/latest/ref-api.html

fBgn:

org.freedesktop.policykit.modify-defaults auth admin keep always

TEEX SESSION HMIFEMMNE:

yes
RPN

no

=8

auth_self
BR&RERENEEHREEAE CHOSHITEMIEIE

auth self keep session
ARREASTREEABCNOSHIT REMKIE, SRERTFHENSIEN
151X

auth self keep always
AFHFEFRAECHNOSHITREHMRIE, sRERETHSRIAERNIENF
X

auth_admin
AP SRR EFEREA root WOLHITEMHIIUE

auth admin keep session
ARREASTRIERER root WOLSHITREMRIE, SRAERTFHENIRE
ESESTI%

auth admin keep always
FAFRREMFEA root WOLHITREMNEIE, SAERTIHFIRERIZIER
151X

2. A root BT, UEERENK:

# /sbin/set polkit default privs
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| 3. (\i%) f#HA pkaction s EPRIBRIUTIRFFHTIR.

11.5 mEIAFN

SUSE Linux Enterprise Server i T —HEA B BUERMSE S _ LFRIAZERTE X 5%
BXREFAGEE, BBE £ 112371 AN o

BT PolKit By TEMan <17 LRG3 LiiFEAINIZEIZTT, SUSE Linux Enterprise Server
BIMRMH T HSITI A set_polkit_default _privs., LWTERDEISNEIRERN /etc/
polkit-default-privs.* RENXMIE, {E set_polkit_default_privs RSEILE
Big A EREOAIS BRI SERE,

i3#8 11.1 : #%E SUSE LINUX ENTERPRISE SERVER EXiANiZE

1. #fR /etc/polkit-default-privs.local FESZBINKRENEANBEZSIZIE

O == aExEREE
TERITT—FBHE, BERINEENRIIERNA /etc/polkit-default-
privs.local AE XA,

2. EXRBARBEIREN EHFRINLEE, AGHBRA SUSE Linux Enterprise Server 2RIA
RE, ERITUTHES:

tux > sudo rm -f /var/lib/polkit/* && set polkit default privs
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12 Linux FEYIGREEHIZIZR

B LA POSIXACL (AIEEHIFIR) (EAXGRAXNRIOER RIS BRE
o HBRTREAEFEHSERBIS, FIA ACL AJLAE R /EME XANPR,

POSIXACL X—ARIERFAEE—FEIEM POSIX (AIBIERIERSED) int, BTZME
®, HEEMIREEZE POSIX 1003.1e #1 POSIX 1003.2c B#HCH. B2, £BT Unix &FIKF
ZEGLERANACLBETXFANER, HEXREPNBIXX GRS ACL FILHEHERXFHE
oo

12.1 BHXHNR

SUSE Linux Enterprise Server FEIEBIFIE X4 REZFE O EN, EREEMIRMG
X4EHRiE], IBETERIRENIRAIARIMIVD. TBIREATE s saTHERA -1 &I, LOZEMEMIEE
AR ERBXENIR, RGN ERE X T e B MIbR, Bl HrIges
B root 17, HEBEB WL E TS BT BRI E XHKENFRS. XSBEEMZIREHIN
B&o

SUSE® Linux Enterprise Server R 8%

permissions. permissions.easy. permissions.secure #
permissions.paranoid X, Ef122UTF /etc BRH, XEXHRATFEXFHR,
flaleFHrE B R EHI X setuser ID {il. I&E T setuser ID iiNEEFAEFERBHNERN
FAFPBRRIETT, MEERXGREE (@EE root) HNIRIETT. BIERRLUER /etc/
permissions.local X#HRIMBSHIKE,

EEXEENEP—MEEXMY, 157E YaST WL AP stz e, BT zEEN
WAAER, E%E /etc/permissions FRYERE, (&% man chmod .

BJ7E GNU Coreutils 25 “TIm> 4 fE” (info coreutils "File permissions")
I EI B XERXNHNRIVFRER. BEEEAKINEEE setuid. setgid FAGH L,
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12.1.1 setuid i

TERLERT, HRNRAI G Fi&, HLb, Linux 3E—EIGE, ATFARITIER
TEIGBYECL H AR P BRI, B9, passwd ZFEBEEERIFERINEABEIAR /etc/
passwd . EXHBEE—LEEREE, WARPEERKRAFAMA D, Alt, EBAFARELTEE
X passwd , RAERTIE AR ERBELESXAINR RS B, IR —M el TRR T A
LR setuid M, setuid GREMAF ID) 2—MIHRXHGREMN, EERAFSHITHENIRS
EREMF ID THERF. LU passwd a5<Af):

-rwsr-xr-x 1 root shadow 80036 2004-10-02 11:08 /usr/bin/passwd

BEIUEN s, ERTABFPFAIEET setuid i, @BII&E setuid {iI, BEh passwd <
HFFBERPELL R R SHHMITIZS <,

12.1.2 setgid {i

setuid (LEATAF. MYAHAMSEE—NENREM: setgid il IRET IWUNEFETR
FiZI2FRVA ID B17, MAEEMNARB T %iERF. Alt, FIRET setgid (IRNBE R,
FREMEXNF B REBEIEREIZERFIBIAH, FZETERNTABER:

drwxrws--- 2 tux archive 48 Nov 19 17:12 backup

ERIER s, ERTAHFNIRET setgid i, BRMFAEEMA archive G
LUARIEE R, ARZAEMGNAFS ‘MRS IZENAT, FIESAXHEFHNERAEID A
archive. 80, £ ID archive ETHHRPIEFEMELZE root FINEERRILLE R,

12.1.3  #&ifiL

SINER LUK B BT AIITEF RN E T B REH AT ER LB E.
RETENMERF, UXMARCHXHFHREN RAM, MALESRER MEERIREY. H
THAEENEEELREBIR, SHELRIVER. MRABRIERT I, WA LFGLER
P IERBRERI (. HEUREIM /tmp BRA /var/tmp BR:

drwxrwxrwt 2 root root 1160 2002-11-19 17:15 /tmp

140 setuid i SLES 15 SP2



12.2 ACL Byfi35

FRERT, 27 Linux RALNEIMXHXNREX AR, X=HANREIERTFSMHAER
AP BIXH4iREE. AMETRAFRX=MARF) 9% (r). 5 (w) fH1T7 (x) PR LE4h,
WRILUEEIZERF D HEA D MiLHl. XMERMITLERTFALSHEIRER. B3t
FREZNWARFISRANAER, UFRAETERTEXRASWTIES R EANREER
HIPR .

AILURE ACL fE ARSI REES Y BRER. EfTRRTRENAFP AR, BN
XENRHR S RIGIABEE S FTEAENR, HRIEHEITIZRE Linux WIZBV—IThEE, Bais
Ext2. Ext3. Ext4. JFSHIXFS Bz, @IEMA ACL, THEENARFRTLHES R RIE
BRI IS ME I H =

SNRIEA8A Linux ARZ5 28108 Windows ARS528, M ACL IIRBAAAE, —LEEENTIEL
BMETEERE S eI 427E Windows TiEfT. Linux R4EFIA Samba @ Windows E P iz i
XHFITENRRSS . BT Samba ZHHFAIEHITIR, WEEAILTE Linux BRS28 EECERFPIR,
WA UEEEERAF RER Windows ({XPR Windows NT HIEEhRA) HEERFINR. F
F3 winbindd (Samba Ef#—E45) , BEEAIURAXEETF Windows IHHM7E Linux RS
BHEHE TR B AP ISR R,

123 X

AP%35
258 POSIX AR EA = EAREXH RS HIERIR: HEE. BERAN
HttAF, AIASTRAPEFNRE=TXRL, BFHEE(r). T (w) MHARTT (x)
PRo

ACL
FREMENXHRANER (XHEMBER) HBAMAENIRS®ED ACL RHEE.

XA ACL
ZAACL REEN BT EHR. Bl TREXH RS RECER MER B FHAINIR,

ACL I1
FNACLEEES—HACLI, ACLIFFEE— AR, — NEIFrXEEAI AP AN RE
T —ENPR, FFHELELR, REXHAFBFIRER
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12.4 Abh3E ACL

72121 CACLINZEEY BEET ACLIRN 6 MAJREHINRVEER!, BMRBEMEN T —THAFRH—4A
APHENIR, HEEBEX THEZXGHERMNAFBINR, FrEABEX T X4FrEARN
NIR. BRAFEILUER chown B¢ chgrp BB ESFAEA, MEXMBERT, HEEMN
FRBAmFHIBEENAEE, 81 CaaAPIEX T EZIIRE N FRFIEENA
FRIRR, SMEmZATEX T EZIHRER FRPEENANNER RBEEGRRAFH
B RATMERFETNRENFR. HMBEX T B EMAFNR,
B E X XETHRPN AR RN EZRFRINER, EHE—SRETEGRRAR. B
FRIBATUR TRINR. WMRNRFERFE T EATZ —M#EiaH, EMTMEEN. NEaE
R SE RN PRI R BTEAY, RAKIRTXENIR, HEEMABAEDEX AR
BERBX. FRURHIRER T XMANE, = 12.2 “FinRE"
BRMERNACLE: —MES/)ACL, RESHETREFEE. FEHAMEMII, MNTF
XHMERESNRL. S—MEY EACL, ELLFI—TEERESZ, ELNEE—MEHE
I, #rlgeE e ETERRARMEmRARIEIN

#+12.1 . ACL IR

-3} XAR

weEE user::rwx
[SERE=Y: N user:name: rwx
FiiiEh group: : rwx
[ group:name: rwx
¥arg mask: : rwx

Hith other: : rwx

®12.2 : RRARIFR

kS XAz eI R
[=YEZYEE user:geeko:r-x r-X

142 2032 ACL SLES 15 SP2



IRy MR VFRI AR
g mask: :rw- rw-

BRANR: r--

12.4.1 ACL IFI 473 AN PRI

12.1 “B/NACL: SiFAAXFRAABEERY ACL IR ” FME 12.2 “&/NACL: SiFRJINFRAIAAEL
HYACLI” BBATY &/)N ACL A B ACL XMIE. XEEDA=IR — Al —RER ACL
DRYRAITE, RE—RET—NRM ACL, BIA—RERNN FERREZAIZ MR

(140, 90 s -1 FRER) o EXWEMERT, A5 ENRERGTE| ACL B ET. =it
LA PRBIRGTZZ BRI ACL I, B, HEFINPRAIMRNEXFHIE P EARRERT,

HEE  user:iirw- <> rw- | HEEXS
FRriE4H | group::r- | < ——» r- | £H35
Hfth | other::=— | <—» | - | Hfth25|

B 12.1: |/MACL: SVFAIHR{IELLEY ACL I5T

WFHE/NACL CEERMR) , AZEFFaI RIS R ACL FRBAD, = 12.1 “S/ACL:
SRR IAEEERT ACLIN " RBRTX—8. MFTRBACL (BERK) , HEFFINR
WRRET BRI, = 12.2 “S/hACL: S1FalfE4ELERY ACL I " RRRT X—.

BBEE | user::rw- -« | rw-  BEEXF
ip AP | user:jane:rw-
Fif@4E | group::r-
Hi | mask::rw- <« > - 4A%F
Hftt = other::-- - [ - | Hfth5

12.2 : &/VACL: SiFaI#UFR{I4HELAY ACL T

TENRIEFEEEREA ACL <, XMBRGSHUE A LSRN BEFR R Eule3 @I R
UB N EHIAIRNRERTET ACL FEITRFRE EM "Rl BY LR, MARPRMAIAYECIGH
ACL RBRER, RZ7TFAo
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1242 EHBEACLHWEZE

i <TIT LR getfacl M setfacl WIER T, EAILUAR ACL, MUTFRAIER T XLHm<S
IR,

HFRIZEBRZHI, A umask S REXEREEXMH RSN BRI HERR, <
umask 027 RIRBLUTRRIMIR: HAEERTLINR (0). ELHLAMNBNIARIER (2),
URAAEMAFPRMEIE (7). umask LR ERFRRABNAIFRIARASEEIXH. BX
FAER, 5% umask FAMT

mkdir mydir GIZEBH umask EENBIAMIER mydir BR. A8 s -dl mydir
KB TR B IERDEFAENIR, ZRGIFEAA:

drwxr-x--- ... tux project3 ... mydir
M getfacl mydir, #& ACL YGRS, XEFESBHMOTER:

# file: mydir

# owner: tux

# group: project3
user: :rwx
group::r-x

other::---

MBI =1TE R T BRI, HEENFBAH. ME=1TEE=1TACLI, BMHAEHE. Fi
BAMEM, FEXE, WFHR/INACL, getfacl SsLASEMEER s FIREEIRISHESIE

gl

o

FERUTHSEHRACL, RMIMAF geeko MMM mascots FkiE. SHHITAUR:
root # setfacl -m user:geeko:rwx,group:mascots:rwx mydir

I -m 12 setfacl XA ACL, UTSEIETEMEHMACLIN (BMZERIESHE
) o REMBDIEET MiZMNENAXLEERNBERNER. FH getfacl MSREEFE
FB9 ACL,

# file: mydir

# owner: tux
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# group: project3
user::rwx
user:geeko: rwx
group::r-x
group:mascots: rwx
mask: : rwx

other::---

FRT FNAF geeko #4H mascots GIEEIISN, B T —MEIEI, ILEIETIEBohigE
B, ELFIENRIREEENN. setfacl BahFMAEMBIUEREIINEE, FRIEEER -n
FRLEINEE, ZIEEIE XA LR FREIMNREAB R RNE, HPEEFea8Ar. B
BAMPRELH, B s -dl mydir 2RAALRFINRRUINES g TAEIT R,

drwxrwx---+ ... tux project3 ... mydir

WMhE—=EE— IR +, REALIEE—TY E ACL

RIE Ls S, MIEIMMARE ST IHENR. FRBERT, XENNRMUEKREFE
4 (XER project3) HABX mydir BRMEIHRINE,

B2, FMBANBXHIINRI R F B AMERE X F IR RNEE LS — EHIR
BIFRZE r-x (BRE 122 “FHil0ARNIE" ) o MAEGIPNABANBERNIEMS, BMERE
AINT ACLTZ f5, WREEFEMERT,

F3 setfacl & chmod #wiEEIZI, 140, A chmod g-w mydir. 1s -dl mydir B[P

2B
drwxr-x---+ ... tux project3 ... mydir

getfacl mydir IRHUTEE:

# file: mydir

# owner: tux

# group: project3

user::rwx

user:geeko: rwx # effective: r-x
group::r-x

group:mascots: rwx # effective: r-x
mask: :r-x
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other::---

#1117 chmod BN IEMABLFUFERRG, B s RLHHE IS HEIEAIS E EWAEN
BT : BABERERREIAMNIET nydir HEE. getfacl MWHHIELTX—=, X
MAHEE T HERNRAI S RIGN R AR AT E TR, FANBRIBRIEI el 1#T
TigiE, mILARERSAE chmod g+w mydir RiIRERIBIE,

1243 HBEIAIAACLHWEHR

BRATUEBRINACL, X2—M4&7HE ACL, EEXBRZILE R TR R ZIIRAB
[EAPR. ERIN ACL 20+ B RA X o

12.43.1 ZFAIAACL BYRER

BEROBIA ACL BAUREREIX AN T AR, SFHHAR:
© FERAUERXBRMIIAACL fEREIRIA ACL A ACL
o MIFRUFZBIN ACL fENE ACL

BB HRANROFAERAABEBER mode B8, ZBE X IENXHERANRH
HEPR. WIRRBFREHEIIAACL, MM mode SEULEMINRA LR umask E XA
R, RFPEERDEIIFMR, MRKEREFEIIAACL, N ECEHFRARBRAIN KT
mode SERAVARFZENIA ACL FEX BN RBIEEE 7. XAHER TRBEET umasko

12.43.2 ZIAACL MIRZFE
BT =ANRBIHBE T B RABRA ACL B EBIRIE:
1. ¥EAACL FMEIAEBER mydir, &GN

tux > setfacl -d -m group:mascots:r-x mydir

setfacl ep$H -d EITNfE setfacl EEIAACL FHITUTER GEIT -m) o
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FAEER M THILE
tux > getfacl mydir

# file: mydir

# owner: tux

# group: project3
user::rwx
user:geeko: rwx
group::r-x
group:mascots: rwx
mask: : rwx
other::---
default:user::rwx
default:group::r-x
default:group:mascots:r-x
default:mask::r-x
default:other::---

getfacl =R[E] ACL FIZAIA ACL, ERIAACL HIA default FkBIFRBEITAR. BARK
HZEX mascots AM—IHITT setfacl aa$REIEIIAACL, BATEIEEXH
ERIAACL, setfacl BHzpEHIT ACL RRIFTEEMI, EAIA ACL XiARITNPRIZ A B8
R. EMNRATUEXGERANRIVEER, XEHIRIMERBRIIBIA ACL FRZRHEY
Ko

2. BF—NmGIH, BIVEFER mkdir £ mydir FEIB—NFER, B©RAEEIA
ACL,

tux > mkdir mydir/mysubdir
getfacl mydir/mysubdir

# file: mydir/mysubdir
# owner: tux

# group: project3
user::rwx

group::r-x

group:mascots:r-x
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mask: :r-x

other::---
default:user: :rwx
default:group::r-x
default:group:mascots:r-x
default:mask::r-x
default:other::---

RHETHHA, #EIENFBER mysubdir EEXBEREIFIA ACL BINPE. mysubdir BY
ACL EMRMT mydir BIBKIA ACL, ZBERIEEEMBMRREFIZEEIA ACL 248
58

3. £ touch 7 mydir BRHPEIE— XK, B4 touch mydir/myfile, 1s -1
mydir/myfile BI&ER:

-rwW-r----- + ... tux project3 ... mydir/myfile
getfacl mydir/myfile BViEHiZE:

# file: mydir/myfile

# owner: tux

# group: project3

user::rw-

group::r-x # effective:r--
group:mascots:r-x # effective:r--
mask::r--

other::---

HEIEMX4Er, touch EMA{EX 0666 B mode , XEMAFIEIZRHXGEBRT
FRE AR EFIREN SRR, FiteE umask TENA ACL PAREFEEREMIRE] (GBS
ME 124317 "BOAACLEVER" ) o KFrL, XEWKE mode EFAELSHFIET
AR M BRI ACL TR EBR. BIARHE MAZRFIRY ACL IR EBREMNIR, EHE
BT YRR BRIk AT mode HIKERINR,

XA NBERNABIZEF (N4FFLE) 5 ACLIREFRNT. ErUeIZEEHERIARN
PREVSZ M, SAEREAME AT M. mask HEIRIEHSNAFP AR UAESEENH
TEM
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1244 ACLWERE

FEREAHEINARFRTIHIRRE ACL RIFHIXH AR REMIRZAT, BNARERZ.
EREAMN, REBUATFIINE ACLIL: BEE. ssRAF. FiEAsrRAUKREME,
IARRIERIE G HEENTURI TR, RERABERM.
MRENTHBEBTZNMAABEBTEESZS NI, BREENER. XHFMEBRFENRS
BEHHENEE—. E5SEMETMATREAER "ERNAGE" TX. @8, MRLE
EAEHATEESFRFAIRIR, MNEVLERNTUGMARKLER “HRREL"

12.5 MARRFFH ACL 2

ACL AT TErIEFE ERMNR A ELURE BRINAREFNER, AIUA—ME AN ER
BPREESH ACL EEE—#E. BEARXMEa< (cp. mv. Us %) IHZFHFACL, X5 Samba
#0 Nautilus 18R

Vi/Vim #l emacs #EL22HF ACL, EfISFREBHMNEAXH (BiF&H) BINR. EIRNE,
WEmERMX A EIERNERD ACL 28, SRARESREIUHE, X4 ACL BRS®ER
B, ARN&SER, XEURTRERRESNEN A, MRFESRAREXESNENR, N
=RE ACL, MNREIERFEEMHINBREFE—MIXH, AEBLXHEREZNIBXXH
B, MACLAIEEREK, FRIEREISRTZIFACL, BRT star EREERIN, HFSETAEMS
RNRAEFRRE ACL,

126 EZER

BXACLHFHAES, 155N getfacl(l) . acl(5) #l setfacl(l) BIFMIL

149 ACLIGERE SLES 15 SP2



13 WA HITME

MEX . DEXMBMEET UM LIEE ARESEBGHREESTE, HRPERNNZESHFX
o
TR LOERRME S ST

mEER X
B[ EREHEHEERENRSHEA YaST QIZMB N K. BXEZER, BS
ME 13117 “FEREIEFIBMEBSX” ME 13.1.27 “EETHNRFLGIEMNE
AT o IEBUARI BT RIS aEMAE (WOSMBRER) , 0% 13.1.3 7 “NIE A iZahii (hey
WA HFrid.

£/ GPG MR+
BREMEZ—IHS I, AIUERGPG TR, BXELER, BENE 1327

F GPG M&EXH" -

L5 MERHEBRIPAIR

AEPRRNNE AT AR TP RANR LM TIIRE, HHRNNESERE, A
BELRBNEAABTLHAT, T, MEEAEHBNELIRGOER FRRE
A, EEA LA LEREEANEA RIEEE AN SR,

13.1 (M YaST IsEMEXHF RS

£ YaST AR EMBHELRENRGFME D KD XGRS, AF, FERERNRZFHI
BRXEMEYE, HAXFBENFBDEXNNAEXINESX. FRIERT, SIR—MEE
RN R G H M X R AN FE LT DT EMAE. EMBENIK, T2
ERXAERBFRE—NLTATFMEBNSX. BIAERT, YaST WinED KENHAFEEMZSD
Xo BEDEKMNEERFARMMNE DKo
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13.1.1 FAREIEFRIEME DX

L& O<\A
WRFDMES RN, BEX OB AR IRE MELIE.

B F#1T79 X YaST EXRFMNEERME T IEMZE D XML, BOIEFNMESX, EH
T 2E:

1. BEARG > HXIEFIETT YaST ERDXER.

2. EFE—NER, BEA, AREREDSXIY BDXK.
3. EEPXKXNNEREHE EERANXIE,

4, ERXHRGURIE D XHIRE R,

b
rﬁé

FRNE % & B,

Q iE: EEHEMHH
wHNEEER, eestil—MEEEO, EXREREHEMRG, BRIATES
ERERERNTEE, LARINEZESXES I

6. MRREVENBERTAFZEBENNEXHRS, BT Fstab HHFBERATEANDX, &
NEBAZENTXAHBALRER.

7. BF %, HAANBTNBLSXHNOS, F2BRiZEE, ABLEEAGIR, BEE
WMAOLHNR,

8. BH AT IZI 2. FNER 7 KIERNEIZ AT,

FESISEER, BRERASEEN /etc/fstab FIEERNBMENNTAMEL X ZFIERE
MAOL. WESXAEENGERHAERFER.
BEBSHHAEBEENNZS XS R, BFERTRAOHZ Enter . AT, BRIELEA
O<HRR. EIERT, FENNEXHRS, HERERAUES|SHB LSRR
ihlE,
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BERENSISHERENNNEZESX, BITAXGEERSS, ARTEIEXHRF L ARBUERN
BRARHEIXT, RASRTERAOL, ARKENZDX.
TEFES XM BN LLXRALKE, TEAILUAEZEEEREREMBINE X, FLER
T, EEEE 13127 “HriTiARSLIENES X RARRAHEEIRERSIFIRE
73 XHBYFR A i,

13.1.2 EEBETHRZLIEMZE DX

Lo EETHPHNARS LAUENNE
EEEEADETHRS LORNES R, B8, MENEHRLRFS KRR
B, HEEENBEIE HROANREN,

FBTHNRSK L, FYaST EZEFIROIEREZRS > D XEF. PHEMER, 1E Expert
Partitioner PIEREMBND K, HBEEHFRE,. HRIESE 131170 “ELiadiZmhalEmn
BT ERagEIEAER.

13.1.3 MEHEBEEHRINE

YaST ¥ aIigchifis (FlansMsRsiNER) SFEMAEMEFRE—IFAE, B R
ENNESNBEA EREEER DX, ENEESISHEN, RABEARFNEERHHET
B4 SRR PIIS ThIR (A,

NRIEE R YaST WEIZahig&E#HITINE, GNOME KES BNRAIME D KHERNE %L
BENRTRAOS. WMRETEIEIT GNOME BN FAT RANABENLE, WAOSSHEER
PR EDIRNZSENREE. NTXHRERE FAT B0igE, BENENRIF root AFRIFR
BN, URTFEMNEENIRT1HRNR.

13.2 {5 GPG MENXH

BILAERS GPG MNEER MR ANE 81 SIS,
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BEMA GPG B, BRFBEMR—TERAXN. Alt, 1HIE1T gpg --gen-key HERERR
ERESRMF. EREAXME, GPC REETENESSHR. TR B FHb At 6)Z— A
F 1D (UID), LIRFIRIRER. BERTFMEXHNZRNFEZREZIL UID (IREEN—ER
73, BINEMNRFEEFER M) . EEHRIEEAMUID, 1BFEM gpg --list-keys &
Lo BMEXM, BHEAUTHS:

tux > gpg -e -r UID
FILE

B UID A UID —385 (flan, BMRFE) , ¥ FILE BEAEMZHXE. 7
un:

tux > gpg -e -r Tux secret.txt

HAHSERES .gpg XY RBIAGIISEXH GEATAIHA secret. txt.gpg)
B A,
BREMNEXY, BEEUTHS:

tux > gpg -d -o DECRYPTED FILE
ENCRYPTED FILE

154 DECRYPTED FILE BRI ERIXHERNRBFR, HF ENCRYPTED FILE &iH
ERRERININE X Mo

HioE, REEERMZENFTANERZARBEME XS, MREESHMAHLZME Y,
WAUE A It A B9 AR AR ZRZ 3 Mo
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14 &M cryptctl WHEENRIEFHITHEENER

HEEMEXMNAREFEERETRE= A TEAREIENIMNIRS S £ FLEHUERO4
PESFTEE=FTEARERHAREENRS, FREERT, ATHERLEK, B
BUEATHER NN

cryptctl AJLLERER LUKS MEHBRER, HizHLUTHININEE:

o MZEZPBATHORSERL, MPORSERAMUTEF M,
° RARTEITHIINES I SEBEHEFMRENMNE DX,
cryptctl S3FL TAMA:

s FRHE—AEE—IRE MBS KEITHEN, ERKABEREXLESXFANHEINE
#Ho BN, FFIHEAURZHFEETEN.

° MRS RERFMEBEZR, T k0] LUSKXEZARBEDNNE DX
TR LUSE cryptctl BRSSEE, LUMEES KMIP (BSAEEERFIEDIN 1.3 REMN
ARs5 88 LIEFINERE R, TXMIERT, cryptctl RSBBEFEERFPHMEZEEA,
ME&HS KMIP FERIIRS SRR HX LR,

& cryptctl fRSZ 24P

BT cryptctl [REBBATZTEEMEMERER, MEXRTUREFENEZH (BAFEBURT
BE) , ALCHZREECEERS, HUETENAREE,

sk, MEBMEBITEDR. BRBRSJBNVIIERFRERREZR P in LIIE S XAViERITY
i

ATRIBME, cryptctl 5 LUKS 5 aes-xts-256 INZ7AM 512 i ZRRLESER. AIER
TLS @I BRI A MmN Z A,
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[

cryptctl B i cryptctl BRS3 28

ERFNBA B

V= (P — m

RIX RPCIER UG R INEE A Y50 TCP EAY RPC1EK

ERFHIEHIZRIBER

P—L—

AN XZEAMLN RPC iFR

\
—

B " GEEEASK
1

14.1 . fER cryptctUISRE (FiEIE KMIP RS BAVIESRY)

11

Q EE: % cryptctl
2, ERRRAHE cryptctl BREEEEIIENRSRAT A HIFAEIHE
*)-Lto

14.1 18E cryptctl iR328

FEEAUE—BHBINENXA cryptctl BEFmZA], BRHE—GITENIREN cryptctl iR
e

FEFGEZE, BERRSEERABRERIERRFIFRSBEEZFIRZERE. WRAE
A, BARSSFER TLS IEH, HESIERMANNZIERER.

tesh, ATLGEE P iRfERRIEBMANAZERRIERRRS S[HITH NI, ERIVXIEI
MR EENE, BSUEFIBRITIIIZZ AESYF CAIEH.

1. UL root B9iE1T:

root # cryptctl init-server

. BEREELINESMERRE, AESOE—TREER Enter , MREAIANESR, 2
TAREHNAESHRERILES,
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156

. &a
AN

L ERERAELEE 10 M FROLSHAINZAS, OSKREHEOS, LR

Ars5 88 LIEMAIFRE 727X

. 87 PEM 4E3RY TLS IEPEIEBHX AR, HERZFEREBTUEIZERHES

IEH. WIRIEE TR, BERALMRIZ.

. MREABERFMETRHIRAENZRIFIRRSS 2R, BIEEENS. cryptctl 8

ERERE S ZENZBIES.

. $87E IP HulE, izt E FEEEE FIRITRBE P IRRBEERNNEED; AR

®EBwOS (BINmEOA 3737) o
ZRA IP #1HHEE 0.0.0.0 R cryptetl M IPv4 EFAEMSKZIEO LSRR
FiHiEK,

. BERSH LATREZFIRHEZANER.

. BERFPREEREMER TLS IEPRRS[HTEMNEIE, MREEEREDT, NXRR

FFIRXEAERE UUID #1TEMEIE. (Rd, EFAEBRT, S ERRSSIE
FmzEz@ife )

MREERZ, BEN—TATNEFIRIERHITERHN PEM RIEHEBMAN
o

. EERGEA—G5 KMIP L3 %ERMRSE (RS aLLRRSR) KEFEFF RN

MEZZR. INREEFIRDT, BRMH—EHZES5 KMIP RBBBRS B[BHIEHNRM
Iim o

ItE5h, 1ER M KMIP RSZ2BRIAF 2. O<. CAIES, KUKk cryptctl ARS8
&P iR IEH.

O == THERNEHEE KMIPIRE
UEREEFEMEREXER KMIP RSBIISE, BEUISE, FEMX
FHAECE cryptctl IREBNETF IR,

, BECE—G SMTP RS8BT AEMEBEMARRZIEKAVBFERMHER, HEFIR
B LB B FEp AR B,
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Q FE: FOSHFIPIRSES
cryptctl BRITTEERAZ S MHIIERIFR SMTP RSS2 RIXEFH4, 40
RUTURIZBFHMG, FIREAM SMTP R,
i. YRAWRETERD cryptctl fRE230, BRI vo

3. EXNERRS cryptctl-server BPRES, EEA:

root # systemctl status cryptctl-server

MRUREEHRERSS S, FRITUTREZ—!

° BRIETT cryptctl init-server @<, cryptctl BERENENEIRERERIA
%8, AR EEEEENNE,

o HIEEECEXH /etc/sysconfig/cryptctl-server F#HITER,
g, ATERHIRM, BEAREFENENR AUTH PASSWORD HASH #
AUTH PASSWORD SALT i&B. EEEIEHIHEXLEETNE,

14.2 i%E cryptctl EFiH
BRI TR cryptctl RERIREH %
MafRA B A TR E M4
o FIEEMLE[EA cryptctl fRS28
. GE—AENEHESR
o FERIHITENEE—NMTHENTSX, ZPXEUBRHEMENE R,

o ERBRERIEDH, ERS|BLEEMRVER (*.crt XH) EAIERFHAMER. &
W, ARSSEIEBBNEBMANTLNR E P IHHIEE.

° MRERIRSBLENEREFHERE P IRERHITHHIIIE, BEAEFiHESE—TH
THRARSS2/EER CAIEBERRY TLS IEH,
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1. L root BiEfT:
root # cryptctl encrypt

2. [EBREEIMNEMERAE, HESEE—NM#EGEE enter , NRERIANNER, 18
TARENFIESHFEEREESR,
a. IEEERE cryptctl ARS2R LEZRINENRBMEHL,

b. MNREERRSBEENEREZFIHER TLS IERHITHMRIE, BEERF KN
IEBMEZAXM. B IREBBARIRERS SFIINERFIEBMANAE R

c. IBEMRSIIER (*.crt X)) HILEITERER,
d. BMANRBERSHEEFEERNMNEOS.
e. EEEMENBRNREZ. EEATEEERMBABTHNT XK.

f. IEEAVFRAREZD X ENSE.
AREEEMN TS T EPREEIRE—ERES ZEEIA TR EER
DX Z R I R (LFARMI) .
HHBNEIMELETRARBESI SN, ERERBEABRIEIK, XEKE,
BRI B AL E F iR E 5 | TR KER AR RYATE,

O == Bk
NRIGERTEIRK, TEVNEXZHEENBSXEEERK, 24
cryptctl XEEHEEHOEMNBEZIARS A, BXKEM—ERE

iBo
NRBNIKERIAE, SSNEDXBEIARRTH RS STFDiZ 7 KR EEMER
=RBo

3. EFEME, BHAN yeso
cryptctl MESFIEEERMEBILFIATHSEF, AEEANXMHMEZND X,
XHRFERBER S RIGHRMBX G RAENLREE,
TRIREME S X 2RI, cryptctl SRFRBERNKRNMERNBTHEEFE cryptctl-
moved- BIZAIIE,
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4, ERNBERTHREWMENTZER, BEEM:

tux > lsblk -o NAME,MOUNTPOINT,UUID

NAME MOUNTPOINT UUID

Lessl

sdc

Lsdc1 PARTITION UUID

L-cryptctl-unlocked-sdcl /secret-partition  UNLOCKED UUID

cryptctl BEMZER S X UUID RiIRFNIZD X, ELE—RFIF, HEA sdcl FZhER
B9 UUID,
ERSRLE, EELUER cryptctl RNEEHREEEHE,

root # cryptctl list-keys

MRS XERINES, EEERNMNTAARASEL:

2019/06/06 15:50:00 ReloadDB: successfully loaded database of 1 records
Total: 1 records (date and time are in zone EDT)

Used By When UUID Max.Users Num.Users Mount Point
IP ADDRESS 2019-06-06 15:00:50 UUID 1 1 /secret-
partition

R XRAINERE, ERFEFN AR

2019/06/06 15:50:00 ReloadDB: successfully loaded database of 1 records
Total: 1 records (date and time are in zone EDT)

Used By When UUID Max.Users Num.Users Mount Point
2019-06-06 15:00:50 UUID 1 1 /secret-
partition

=1 Used by FIHRAILIEE
R RRHY UUID BE B FriiZr 2 Ko

5. WIAMEBRXAIERIEE, MNEFPRFREFRMZBAR. Hla0, R rm, ATIRER
2%, BERBRXHEREZIREES (fla, /A shred -u) o
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O == shred MRIIELBRIZIIE
M shred FEERIETEEEFPIEEIE, RABUAT#EFHEAENEE, BAEm
=, SSD@ERAFNIIERE, XS shred BIERS,

MEFiRE RS 2EHEIZECEE7Z1E /etc/sysconfig/cryptctl-client #, BILLFRR
5,

RSB EFiImD XMNZZRIAMEFE /var/lib/cryptctl/keydb/PARTITION UUID
H,

14.3 EARS SR LRE D XBIUIRS

Y cryptctl ERHRQATEDRSH, €8 10 2@ cryptctl RBB[LRX—R “KE
57 o MRAEKREFT P IRIARE BB KARSSHEREEIREEZEFHENICNES, RSE
KiAnERPRERN. AR, REFREATZ—IEFRSHERE (FRWTE—FFIKEES
SEEMER)

BEEEMEERANERRT, 1BER:

root # cryptctl list-keys
Num.Users FTHERERZEAUANEEEER. EERFRMEANEZAT, BER:
root # cryptctl show-key UUID

e PR ETEXRRER. BN, ARER. LXOREANNE, UNXREEFiRR
BE=MENESHER.

o, EEILUER journalctl REHRKWEZZARMBE,

14.4 FopfRpiin&E s X

BT R EF BB DK, XMW ERES P K LB
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o BXHNAREN: BXVIARBIAIFRLBEBI AP MRS, HEFIHSIRS R ZEIEEILNEERE,
BxFim (Bal) TEEohEBioXE, USRS ZE. WA ERESHTEN ENMRE
MNER X,

EBFEALLAE, BFIETT cryptctl online-unlock, EEFHMNTIZEERSRBIIEE
MO,

o BiMAES: JRFIRTENENSENSHIRS @M, RILUERLSE. RSEH
HINZEBESRASANART A, A EREEATSENBERTAER, 8RRERY—7
Xo
EBFEAIL%, BT cryptctl offline-unlock., ARSBEEMNEDX (/var/
lib/cryptctl/keydb/PARTITION UUID)MZRBAXGEEZ i EATA,

14.5 P EHIETE

NHRTELEPENRERERESX, BXAZTFHAZEA cryptctl RS2, ERILUET U
THAIUREIUILERY:

o {ZIEARS cryptctl-server:

root # systemctl stop cryptctl-server

o WiFF cryptctl ARSEZHIMLERE,

146 BEZER

BXBEMEER, BIESHUIMBEMR https://github.com/HouzuoGuo/cryptctl/ 24
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15 IEPRFHEX

IEBERFNMDTASHRIEPLIZEEENER. P EREHNAEFRAZE
H, #XEBERT, ENRAEFZEREZFIERSAHAFPEREN, EPEEXE
Firefox. Evolution #1 NetworkManager Byt EIEA, KEFNB—LLABXAT,

B#1, IEPBEMEKXZ Firefox. Evolution #1 NetworkManager BIABEIERE, KREHthER
BN BRER, BRERAESEBENHNED, NREEIENARER, ol URESFERETA
BRI ERE,

15.1 FUHIEBEFEX
REASHBRERATR. BNHIHEME, BATUTRE:

1. BERELREIIIREHEX FHXNARFLNESNEF) , 25 S ENBF
&

o $t3EIEAP: EH /etc/profile.local X
o $IRENAP: A ~/.profile X
2. FTH E— S BHRPTRA S H BN T —1T7:
export NSS_USE_SHARED DB=1

REXM
3. FRARBERIIRHE,

FRAEIEFHERETETE $HOME/ . local/var/pki/nssdb/ o

15.2 SAIUEH
TR NERERR, BHTUTFRIE:

| 1. E&f Firefoxo

162 AUEIEBEFMEX SLES 15 SP2



2. RS > EETHTARNRIIEE, YIREISSE > 1%, ARRE EFIEF.

3. IRIEAFEESIANIES: EARRSHEAUSANRSSRIES, 8 ARRILURREMA, &
REFNERA LARRER .
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16 f§£F3 AIDE #1T NZHEN

RIPENRGREMN—IESKEERAREEIMITHRIES. BTIERIBRRIE
RAENRERFERIME, THRTHINMIRE (50, A8 cron #T1RE) U
HMRARNZENES], ME/RANER, XIER AIDE (RN ERINIIFE) AR
Z M,

16.1 Ju{rIZ{ER AIDE?

AILGET RPM HITRIEAINE, XEFAUAR—EFAHENEN. RELEERAE TR
BERRISTNEE, TR ERATAMAREXHRENENR. BERWHAEXH, 15IE1T rpm -Va
L. A, LT EREEXHFHEN, EEBEHITIRA RNEERNEL,
M RPM #ITHREMNS —NMaBE T, ERNKREERENR rpm &5, LREEIEM root-
kit #HITHVEIEDR, XFREEREAIEBEENRITAFHIAR root F5ill. BFERILR, ENIZ
KES—THEE, XTHEHNR U2 FEENRAIEIT.

16.2 I%E AIDE $UEE

O ==: WAL AIDE BURRE
ERBERG A, BERUFEENRIN (B (FEiEE)  F128 ‘B %121
T NEEEK ) , UAREEANFAESRERR. RERSKG, 7R AIDE 3E
FE. AMRERERERENZE—YIES, BEHTENREIERANZHNERT, BEEE
Hle b#H{TRE, 7T AIDE QIZEHEUREZRT, BAEEITENLTEARENRESTIE
HE R,

SUSE Linux Enterprise Server EBRAIA R &% 4 AIDE, BXR4E AIDE, BERITEN » ZEN
%, HELL root BMHEHGLITHIAN zypper install aide,
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E 5 AIDE M EML S HRIMLRENM, 1BER /etc/aide. conf EEEXH, EXHpHmE
TR BER N SRPRECE . F—ERIE—MRESEL, 190 AIDE BUEEXHRUE. BHEXMR
) UK B Rt B SAMEEEE AR, BRI TR

Binlib = p+i+n+u+g+s+b+m+c+md5+shal

EX Binlib TEfG, BEXHBIERENNLEE, ERETEE:

#+16.1 . EERI AIDE IEEIE

1T iR
p WEIRE X 3 B AR,

E inode 5. BIMXERBEHE—INITEE
MEIME— inode RS,

n M EHEAE R RV

u REXHREERSEEN.

g OENHARBEEN,

S REXHRNEEEEN.

b CENHERRNRITHERE BN,

m REXHIERNEEEEER.

c WEXHIARNEIRE EE X,

S MEBERIXHERN.

I BB R BVE L,

md5 WEXHH md5 REMEEEENR. KiTE
W{EF sha256 3 sha512,
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gril] A

shal KESHR shal (160 1) REMEFEE
. FAEINEH sha256 3t sha512,

sha256 KB sha256 RIEFMEZEEEEK,
sha512 KB sha512 KM BT EEX,

IWECEMFER Binlib FRENXANETINE /sbin FRIFREXH, BSZBE /sbin/conf.d/
BHR:

/sbin Binlib

!/sbin/conf.d
EQE AIDE BUBE, BT RME:
1. ¥JH /etc/aide.conf,

2. EXMNERAMELENEECEWLEH, EXTANEENTREYIR, FSNW /usr/
share/doc/packages/aide/manual.html, EXXHFHEFRZEZRIENRIAXS
E—LERIR, RFEAR,

3. ERBREXHEEEN, BEBlT!

root # aide --config-check

e LB R ER R —FRIE R E AR, B0, MREWE LT :

root # aide --config-check
35:syntax error:!
35:Error while reading configuration:!

Configuration error

ZIRRTHARTE /etc/aide. conf BYSE 36 1TH LI, HEE, HWIRHBEE LRI
BENRYECE 1T

4. #)9a1L AIDE BUiERE, BT TaR<!
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root # aide -i

5. BERMWEEESHIZIE NMRFMUE (5180 CD-R. DVD-R. iniZiRZ2SAFR) , 4
VY13

0 ==
ESBEXEE, BNCTURREEENELBHRE, BUEARES AR
(IR, ARSI SR IR, 1)/ SR R R A0 S L

16.3 Zsith AIDE 1o&
T TXHRAIE, WU
1. EEHEE:

root # mv /var/lib/aide/aide.db.new /var/lib/aide/aide.db

2. REEAEEENE, WEAFTEENVR AIDE BUERE, MEBoHTEMIVEEE. &
PIHEIERE R E N ERER. BXESZER, BENE 1627 “LE AIDE ZUEE"

3. EAUTHLHITRE:

root # aide --check

MRWHAT, WRT—VIESE. AR AIDE R TEN, ETENEE, Flu:

root # aide --check
AIDE found differences between database and filesystem!!

Summary:
Total number of files: 1992
Added files: 0
Removed files: 0
Changed files: 1
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ETHRIPRNEN, BEEASH -V RERENIFALS . FamEmmnRGl, tSHEE
TRR:
root # aide --check -V

AIDE found differences between database and filesystem!!
Start timestamp: 2009-02-18 15:14:10

Summary:
Total number of files: 1992
Added files: 0
Removed files: 0
Changed files: 1

File: /etc/passwd
Mtime : 2009-02-18 15:11:02 , 2009-02-18 15:11:47
Ctime 1 2009-02-18 15:11:02 , 2009-02-18 15:11:47

NTBERZER, mRGIFREDT X /etc/passwd,

16.4 Wi FRGZHIKNE
AT ERNE, FiXERMAEEMREIETIT AIDE Zi#Es, XeUHRE LR HE BIMEDR
AIDE Z# &34 U2 E1TERBI XS

BRI ES, “AMBRILTFARLEERFRIMIRRSISZITAIDE, /A SUSE Linux Enterprise
Server AILAEMTEMMBTEERFT BHIERS, WILERIRMPAERNIIEE.
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TEFEERMIERSAZE, FRERRIT R ERELRAR. GaXERMENMANEESRE
Kehi2re EMEERME AR EERE. XA TLBRIR linuxrc BTATHAERVIFAIHER, 18
B0 http://en.opensuse.org/SDB:Linuxrc 7, TFEMAB T —M5ERILESHIITH R

312 16.1 : £/ AIDE BEhfIBERSE
1. BRE—8& FTP RBBEANF—EI1TEN.

2. ¥ aide # mhash HHEEEHIZI FTP RZ2BER, EAGIRA /srv/ftp/. BE
ARCH #1 VERSION HAIfFERAMENEIE:

root # cp DVD1l/suse/ARCH/aideVERSION.ARCH.rpm /srv/ftp
root # cp DVD1/suse/ARCH/mhashVERSION.ARCH.rpm /srv/ftp

3. BIBERXMH /srv/ftp/info.txt, BFRHEMIERAMENSISSEC

dud:ftp://ftp.example.com/aideVERSION.ARCH. rpm
dud: ftp://ftp.example.com/mhashVERSION.ARCH. rpm

G ER FTP 2. VERSION #1 ARCH B#iA R % LERNES

4, EFRHEEFH DVD IR RS THRE AIDE REMIRS 8. M5ISSERMUTE
e

info=ftp://ftp.example.com/info.txt

HEBEHER Linuxre FEIEAN info.txt XEFHFREES.

HIRRS5|S/E, AIDE RZFRENEIEER,

16.5 EZERE
UTHERMTEXADENEE:
e AIDE ET1: http://aide.sourceforge.net

° IERIVRIRACE /etc/aide.conf F,
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o 2% aide ARG /usr/share/doc/packages/aide FHIZ AR,

e https://www.ipi.fi/mailman/listinfo/aide # B9 AIDE BB F BREFIZRA,
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17 XBORSHN X Fp5uE

SNASSIFFRFRIR, WLIEBAME Unix RERZOFIEZ—. X (Unix BIEERFZNEORSR)
REMSEEAAMIFI X —15 1. FR X TR A T RIE: ERIERENHB— 1 ERE
P, SAEALIBENERIXZER, FEEREZNITEN L.

NRFEFER X RSB[BLEET X B, XRSBUIZPEE AREENIA R CREENRIR
(ETAR) » BEAMMIN, BWAAEFPIHIETRFENR. EXBORSEDR, ERMIERINR
B73%, DRRETFENMFEEHFIET Cookie BiFIEEHl, BIE KN IZIZTEFPRNE
MY IP sk, ATFIRGIXMIETRMIZFE A xhost . xhost BEEEF IR IP thitia \3/E
F X RS BVEIEEF. R, K IP UbETHSMNHRIEFRER+7RE. i, MRES—1
AR ELEEFIHERIEN LIRE, ZAFBAILIAR X iRS28 — MEEARIET IP it
—i%, BTHEEXLERS, FLFABIFERXMEMIIESE, BETLUEE man xhost THEE
ZHEXER.

fERET Cookie HUIARHERIEY, BER—TNRE XRSSBNSEAFRAMENFRFE (M
FEMBMIE) . BRE, Lt Cookie BiEFEERFEBRHPH . Xauthority XA, A
HEEFH X RSBRETBONEM X FFPHFER. BRPAUERTA xauth EXH
.Xauthority, MIREEHEZT .Xauthority EETEHRPEIMIBR T IZXXMH, BT
FIFEEFRE O X &P .

SSH (Z£55%) aTRAFMEMEEREHLERABEHEELE X RS58. XU XER, B
KX ¥R, RETRS[IREN X RS2R, HEREEN LA shel 1&E DISPLAY ZE., B
X SSHMEZFMER, B8N £ 185 “SSH: L2 EMEIRE

EE XEBRUgEALEE
MRCGANATFERNITBENARR2EN, BAEEAXER. IRBAT XEX,
WHEFRZEIER SSH EFHITEMINIE, AR, KEEAERZRNER X RS
2, FREEHRERN (BEFmS) .
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18 SSH: TEMMREF

ENMEIFIER, ERREMNTEUERREN. NRAFPUAX AL XA TED
WIENERMOLSFNHR, WEEURSBIAXEER, FHhRAEIRREZA
FiRFEVIARINPR, Xi¥, MEEERLFTHZAPIREXH, HelUFIRIEE
KFAIREVEIR RS root IHIRIAIR, HRANEMARS, TEEA telnet. rsh 5
rlogin EiIimiEEE, BXMAXTEXRAMEZRNSHHE ML 2VEIBE LR,
SHIMEFEEMIHAZFRIFEEITEE, FIINERRN FTP thXHIELRiEZSHER
(0 rep) o
SSH Ef@BI N BMIRIEF T HE (BERERIMOLSHA) RENIERIRAVFTE Hit#kizH
TNE, REBRMHMENRIF, £ SSH, BAE=FINAUNRREER, BEREZLIMNE
B, BRIETRRMNZEA, BUTEBEHRRAAN, X, SSHERAREMWE (WEFEM) £
ST LRE@ifl. SUSE Linux Enterprise Server fii&#) SSH SEIZ OpenSSH,
ZANIBE R, SUSE Linux Enterprise Server R r[12t ssh. scp 1 sftp HSH
OpenSSH B4 H, 7EEIAEREH, EinfZifial SUSE Linux Enterprise Server &4t, HAEfEH
OpenSSH SLATEFR#HIT, FHMNY sshd EEBITREBAERFXFRGIEZ T L.
SUSE Linux Enterprise Server £ SSH fERMZBEMHIME (MNRETA) » Fitb, 5FES
INEZREMARLL, @i SSH EEERAEMIENEERRFTZ. 5F—IMBE, CPUNKARES
KR Lo

18.1 ssh — Z&9 %

£ ssh IUEBERIIERAHURBEARNLIF. EUAF tux NBHEREIEN sun, 7
WMAUTHmSZ—:

tux > ssh tux@sun

tux > ssh -1 tux sun

MRMEUEN LHAF 2R, ErIEARR. €A ssh sun EEEB, TREEN=
RTIBANZEAFNOS. RHTEMNRIEE, SERETITEnSTRITIRIE, HER
REANNARER (BN AEIR YasT)

173 ssh — R25M% SLES 15 SP2



Itk5h, ssh AILEGER ssh HOST COMMAND fEZRERA LETIEREXH . BE MM
¥§ COMMAND $E7E5|S5 . AILUREAMINTHR—1F RS ML,

tux > ssh root@sun "dmesg -T | tail -n 25"
tux > ssh root@sun "cat /etc/issue && uptime"

18.1.1 EEEEN LB X NARERF

SSH X &4 7 inte X AREFIER, IRELES -X ®ILE1T ssh, BN LS8
& DISPLAY T=, MAEME X & Ed A SSH EZRSHIAEMITEN. s, KRR
RN AT EE=H IR R 618 X N AR,

18.1.2 RE¥X%

AN -A EIATE ssh-agent SR IIENGIEBRE T —81T 8. XtF, BRAIUEREITE
METEMEFTRAOL, BFRE: ERRHSAALERENHTH LIEHRE. XA
28, BEBE $ 18527 “SHISSHEH

INGEPRERLNG, BEUERFCENEEXH /etc/ssh/sshd config HIRE
AllowAgentForwarding yes FERDEEIKAEGE,

18.2 scp —Z&EHl

scp AIXHEREIZZTHBNSMAERIS . MR jupiter ERIBRZFRET sun LRI

F#&, 1BfEA USER_NAME@host HMIUEERENIAF B, MRNMEXGEFZIHMBRMA
BEIZAFPMEBRR, B sun: DIRECTORY FERIEEZBER. TIIRFIETR T MG HM
T BHEFIZIZZIT BN, UkkBEEH,

tux > scp ~/MyLetter.tex tux@sun:/tmp @
tux > scp tux@sun:/tmp/MyLetter.tex ~ @

0 FMiTENEIZIZITEN
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@ ZiZIEANEAHiTEA]

O =5 -1
£ ssh &<, IR -1 ETUEEZEAF (B4 USER NAME@host #8=X) - £
scp 1, -1 XA TFPRSI scp FrfERNFER.

WMAEBNO<LE, scp FERMEERK,. EIETREHFNE N XHRNEEFMFIRIE,
A -q &R LA PR At o

scp FRMT HENBRNBIARHITIEE, T2

tux > scp -r src/ sun:backup/

SEER src N2PAR (BEFEFER) EFFEMN sun EBY ~/backup BRH., R
LFBERAEE, RAe=BMtIEZFER.

-p EINEH scp FEEXRHFHNNE, -C BxHEXEIRHITES. XA URARE R
EEENEIEE, ERNIEMAEITENLIEERMTIE,

18.3 sftp — ZeXHLi

18.3.1 fEM sftp

MREBHZS I XHEFZEMUEIMFER SIS, £ sftp IRAGE, SEEBEN
scpo ERFTHA—NMINE, HRES—A5E® FTP IMTRMURIEG <L, TE sftp IBRFAEN
help FISREXRIAEpTHITIR. sftp FMIIHRMUTELHAT,

tux > sftp sun

Enter passphrase for key '/home/tux/.ssh/id rsa':
Connected to sun.

sftp> help

Available commands:

bye Quit sftp
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cd path Change remote directory to 'path'
[...]

18.3.2 1B XA EHFHAIR

SEREEN FTP iRSE—F, BRANAILUTE, MARLUER put ssRXH LHEIETT
SFTP fRSZ2BHIIZIH BN FIABRT, RZEEN LHXXEHIPRERSZAMIHT RN LAAERY
R, B MEBA] LB BB UK R :

%8 umask
umask FEH A EN LRI R IEES. ©iFn] BUBEIFRSE :

®18.1:

[FIEHUR umask EEAIINR
0666 0002 0664
0600 0002 0600
0775 0025 0750

E7% SFTP fRS588 LA umask, 1B4REEX /etc/ssh/sshd _configuration., 18
LA Subsystem sftp FkB1T, HARMEESHIKEN -u &%, H0:

Subsystem sftp /usr/lib/ssh/sftp-server -u 0002

S EWNR
EXIGENRE @D SFTP LHMFABEXHIREERNIR. FRA -u IBE=(IHUE
I, I 600. 644 T 755, WIRFERHEE -m M -u, F2E -u,
E7E SFTP ARS8 LA EEAINH N A EXANIR, BREXXH /etc/ssh/
sshd configuration, ¥zl Subsystem sftp FFki1T, HAMESFREIREN
-m B, Hign:

Subsystem sftp /usr/lib/ssh/sftp-server -m 600
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18.4 SSH 5F#F#2% (sshd)

BfEMA SSH ZFIRIERF ssh M scp, UIEFRIEIT—GMRSEE (SSH FiFIER) K
TCP/IP [0 22 LRIERE. BXBMZTIFEFRBER=1ZAN. SIEAXNBLAR
PPN AHZAARM. Alt, IRTAETFTAHER, BRIDET SSH Z2ti@fl, IR
RERFEELRT MR XENRBEMANLETHENIREN. IBEAM SSH 57
PREFAFENLR, 77BN RRESHEMERA. AFAH (FhEIT RS .pub A7) ¥
WRIXFNEKEZNEPin. FiE B EALUREXAtAA R

EEIARE SSH B IR & HA. FFHRY SSH FIFREFES51ERT SSH B IR AT IR EUE
KECEIAI IR hieds, LARG LEE R $HiRAYIR . BTFAREHR&EAR SSH STREFRIF
HIZRIERY, FrLAR]ABRBSEILZ A SSH Ei.

XF SSH ARS528#0 SSH B Fimialpyi@ifl, OpenSSH ZHFEFARAS 1 fhk7s 2 B9 SSH i, K
INBER T ERRYERZS 2 B9 SSH hile A -1 SR UBSLRGAIRE, RAERZMNEY
ARZ 1o

£ SSH hizs 1 B, BRSZBBFREHAHENZIAMARSS B, SSH THRiEFE/\HMER
ER—RIRS B EH. XM PMERERIT SSH B RN BRERNSIERANE (REEBHAS
WRIXE) SSH fRS328) o SSH BFIRIEEHARSSFERMMINETSE (NEE) o A28
SSH N AR ERSZBEH. IRS[IHME P inEEAET Diffie-Hellman BB AR EA]
AR,

—EEFERALAINEZANRSHBZANIIERRER, NQBRATEZFEHXERHR. RE
WEXRH SSH FHFIZF e EREL AR AMEZEXIEEH, A SSHEF IR -v ETEAF
A P AR ) e AN e EE 1 P B

() 1”7 &F SSH FFEREEXH

2wl sshd BIEEI, BEAUTHL:

tux > sudo journalctl -u sshd
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18.4.1 3P SSH & 3H

BIUEHEFTE /etc/ssh/ FRFAAM QREN EILERIINBUE, XIFF BT LUZNZ AR
E, HETREMAREERERIBER.

©) =7 MERSSI THE
MREBLREE Linux RFEYITEAN ERE SUSE Linux Enterprise Server, REFIFES
B MIRB RESNEITIARIAY SSH ENEER.

BARSEEFNEILLREEEZN, BFIHRKRE ~/.ssh/known_hosts FEFMEARENZ
. XRBALERFAE AR T — 5B SSH ARSI E RS R RIS 1P #IAHERNR S,
R ~/.ssh/known _hosts REEENENE, HERKREREERNFAREABERS
BEEMBRIEERAN, AT LANRI R,

MEENNLAHEZHEEN (EEIERS B ZAIFERILER) , AILUER ssh-
keygen -r HOSTNAME ZERRiERIEIFEMZRE,

18.4.2 WIREANEIA

MhizZs 6.8 45, OpenSSH BEM T — NS ENBIBICMAININT B, SNRICHIEEAHER
(5190 1024 i RSA Z5R) , EMEASHHED). BIVEWNERILETA, o4 2048 il DSA®
HEEFERNER, AR, BRREER “REN" ENEH.

() #%: A5 sshd
ERSHE EREMNENEAR, ERT sshdo

RAFEERA ssh RE&EE, iy RAME P RS HARS S ERFMEFMENEHR. ARG,
ERin R SER ~/.ssh/known_hosts , EfAFRTREFoERZ URIEMERIERE
MBURER. BRTELIERAE A TN ENHITEMIIERIZALUIN, 25 known_hosts X
e S TR NG ENEHR.

RS HREESNEFME R P s BRI ERG, MIERIUEARIBER. &y BErTH
FEMEFIRHNEEPEREIRNER, BATELE ssh IERER.
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BEXEZER, BEEL:
e http://blog.djm.net.au/2015/02/key-rotation-in-openssh-68.html <

e http://heise.de/-2540907 # (,Endlich neue Schliissel fiir SSH-Server “, {ViZ{iti=EiE
hiz)

18.5 SSH S {p3euEAlH!

REENFHNIEAXESBEIWANAFPWNOSTRKTER, MUNFERFEARMER—F, Biddn
BIUHEN L2 MRAFPNOCHRSERE, MAXLOSEREUEREN. 5—FH@E, E%
F root IFIAINPREY, BERFEEBEARAEN root OSHER THERECHE LLENR,
ATERERBNZZRAFOSHBERTERINER, SSHEERAS—MEHAY, ZZEHANE
BAEFPER. ZZAFBE—N2HEFE (id rsa.pub 5 id dsa.pub) F—PHAAZEA
(id _rsa 3 id dsa) #AR.
BEAREEREAFROSHBERTER, “SSHAEFP” HWARZBHMBRMITF ~/.ssh/
authorized keys H, ltAZFBEMFRIZERAFPRBTLITFIN: FNBHRFERERFHN
A<, ERZASBEZEE RN,
AEURAREM, WEBHANZETOSHEFRP, SHEER ssh. scp 3 sftp B,
HEZWMALBITOS, SERESMNRIMER, LBTRIERZTEEARF, BB EREFR
T,
bR T LREFEHHANSMHIIELLIN, SSH RIREEFENNS M. EEIETFTENNS KK
iE, AEENLENAPAUFERERNAFRZERIBA T IIENS —&FEN. SUSE Linux
Enterprise Server KB NERETEHRNSMIIE, BXTE SUSE Linux Enterprise Server £
REETEVNSHIIENARBS R ERFRIEHER,

@ AR BT EVINE DRI SR
MREFEAEFENMEMINIE, /usr/lib/ssh/ssh-keysign BN i%I&E setuid
i, {BXXARE SUSE Linux Enterprise Server FHIEINIRE, EXFTERT, BFhKE
XHERPR, N{ER /etc/permissions.local RSEMLBR, HIRTEXT openssh i
TREENGE, EBREY setuid fiL.
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18.5.1 4 jk SSH Z%H
1. 2EARIASE (RSA, 2048 1i1) E£MEA, BHIAN ssh-keygen &<
2. ¥Z Enter IHZEAMBVINEFAE ~/.ssh/id rsa (GRZVEIN) , SEAEHMAE,

3. HAEE 10 B 30 MFANBETAL. AXEBREOSHAMNELLEFER, BINEI
FEEREEETOSHIE,

R SRR IE E S UMY ERIAZBRBEIS RIFARZET (RERENRIZE N 0600) o FAF
ZIREN RREENEMAFH,
EFENMAZTAMOL, 1EFER ssh-keygen -p 5%,

18.5.2 EHI SSH &3H

E¥ SSH AHxZAEFZER BN LB ~/.ssh/authorized keys , i5{#F ssh-
copy-id &<, EEH ~/.ssh/id rsa.pub TEEFEHNEHNNAZHE, AIUERESHI
EEH DSA BHREMAFANER, FTERERE:

tux > ~/.ssh/id rsa.pub

ssh-copy-id -i tux@sun

tux > ~/.ssh/id dsa.pub
ssh-copy-id -i ~/.ssh/id dsa.pub tux@sun

tux > ~notme/.ssh/id rsa.pub

ssh-copy-id -i ~notme/.ssh/id rsa.pub tux@sun

ERHERIER, FRRAZTRERANOS, EXMNEER, BEFHERE ~/.ssh/

authorized keys,
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18.5.3 {#H ssh-agent

FITARENRSINTIRERN, A NIEIRERA SSH BITO<LSERMM,. ALk, SSHRHE
RITS—1IH ssh-agent, ATFHEXEHAKmEHAERELEZH. FAEEMED
FHIERFLL ssh-agent ERIENF RN B0, BoiftIEN, KIKE—HIFIETE, ssh. scp T
sftp REAXETEXREHRATENERNRIE, BX4AT, ESN ssh-agent FATI
ssh-agent Bz, EFEMFH ssh-add FIMBESHEH. eRAEBABITOS. &
H—RrOLE, BEAEEITHPNRERATERLSINEGS, MEREHITE DRI,

18.5.3.1 7EX=iEHEA ssh-agent

£ SUSE Linux Enterprise Server £, ssh-agent M GNOME 2 -EEREMBE. BE X
IEFHARNAEER ssh-add @MIERMENZESH, BERITUTRE:

1. UFrERFPNBMNER, HREXH ~/.xinitrc BEHFE.
2. MRNFE, BEAUERR, M /etc/skel ERNIEHF:

if [ -f ~/.xinitrc.template ]; then mv ~/.xinitrc.template ~/.xinitrc; \
else cp /etc/skel/.xinitrc.template ~/.xinitrc; fi

3. MREEH TZER, BERUT/VTHRBEBUEER. IR ~/.xinitrc B%%, 15
AN TIT (RHEERATS) o
# if test -S "$SSH_AUTH_SOCK" -a -x "$SSH_ASKPASS"; then

# ssh-add < /dev/null
# fi

4. BEPFEX 2ER, RESRTERA SSHETOS,

18.53.2 TR m=IEFFEA ssh-agent

ERimRiED, KEEFEEE) ssh-agent , AGHEA ssh-add ., FI@EIHFMHARNBR
B, TENE—INREEINENTZ LB Bash 4h 5. EZNRBIEIB NSRBI
12, HiREBIufE,
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tux > ssh-agent -s /bin/bash
eval $(ssh-agent)

RIPEEHE, 5517 ssh-add MAKIBREENEH,

18.6 Im[¥% %

ssh XEJATFEER TCP/IP Eik. IIhaEtiR) SSH fhE , EBIMEBRBERERE
EUROR TCP EEEEREF—a 1t B

FRAUTHLEIEERS jupiter IO 25 (SMTP) WFABEZEEME sun LAY SMTP %0, 40
RAFFRAM SMTP RS 2BAEE SMTP-AUTH 8 POP-before-SMTP IH&E, ﬁtﬁ%ﬁ%ﬂﬁ%o
MEMBEENEE A EE AT LUSEBEFHMEEIRE “KE" BMERS S #HTE

root # ssh -L 25:sun:25 jupiter

B, FEAUTH<STE jupiter LAYFRE POP3 &R (%0 110) #¥% %% sun B9 POP3 i%M:

root # ssh -L 110:sun:110 jupiter
AL root BHPITEXR NS, ENEEERERNNZAEL, @A EdIE SSH
EEARNOEB M, ALk, ®90E SMTP #1 POP3 EH1IRE AN localhost, EREA

EFHNFMBIUK /usr/share/doc/packages/openssh T8 OpenSSH BB X1
HTEZER,

18.7 EXREMNRS LAMMEFRAELZA

EFRLEIFRF, @Y SSH ERSWRAEHEBINE, FWERT, BRFERM SSH 2t
Bh. BARMTZERR SSH BB, BHITUUTRE:

1. ¥TF YaSTo
2. BZEMAFT, FIFAFMAEERR,

3. EFEEENNAP HIRE.
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4. B SSH AHERET R,

6. BELFEEHITHIA

SSH AHZFARTEIE ~/.ssh/authorized keys Hi,

18.8 EZEER

http://www.openssh.com 2
OpenSSH £ 1T

http://en.wikibooks.org/wiki/OpenSSH 2
OpenSSH Wikibook

man sshd
OpenSSH SFHFRZFRIFM T

man ssh_config
OpenSSH SSH B FiREL & XAV 7T

man scp ,

man sftp,

man slogin ,

man ssh ,

man ssh-add ,

man ssh-agent ,

man ssh-copy-id ,
man ssh-keyconvert ,
man ssh-keygen ,

man ssh-keyscan

5. FIMHEREHAHLER, MRERMT SSH AHZA, BREXHGT ER .pubs

BFZ2EHIXH (scp. sftp) . AFER (slogin. ssh) METFEERANS

P HHI SR F A DT
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/usr/share/doc/packages/openssh/README . SUSE ,
/usr/share/doc/packages/openssh/README. FIPS
15ETF SUSE REFBERIXHY,; LiFEXIIAIRENEN. BX FIPS {RNAVHA, FE,
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19 {REMPBrAIE

REFEMKIFMERER Linux, ER00T AR A RZIhEEET 1\ I8 615 A BB MILE XA SR
EKXIHFFEF. Linux netfilter HEZRRMT —MELBUHMENSZE, SIS REMNER
F. ER iptables (BTFEXMNERNBRARSEM) vILUGHIEHIHL B MEZEO, 8l
/A firewalld REERRE firewall-config i&E IR EITIELR,

SUSE Linux Enterprise Server 15 GA5|\T firewalld {EAFAIBIAARG AE, WUEEK
T SuSEfirewall2, SuSEfirewall2 #>&kM SUSE Linux Enterprise Server 15 GA hXpBx, 2
FREEEN—IS, FERINFRLEE. ZEHNEMIBAR SUSE Linux Enterprise Server #
BHRAPIRMEXEE firewalld LM SuSEfirewall2 #iTEB83ES,

19.1 {FHA iptablesiTiE&

RN AETENEEAT, netfilter F iptables AHHSHTIRFIRYMLE G LU KFHTT
PILEIHIAEEE IR (NAT)o AN K ST I EN XEXRI PR B R EIEEERTR;, S TMERERX
BY, WIERORSXEEHITINE, EILECRREMEFERT, A iptables sa A AEHNXLE
RN ER,

Linux RZ4EP T =R, 253N 8D iE2srIRETheE:

filter
HEREFAZSEHLIEIN, RATHITTRENX ERESENS, F, RESLE@EE
(ACCEPT) X 2% E%% (DROP ),

nat
LR E M3 B AT RH AL B trt it PR BRI B R, FRXLEINEEREERIINEE, X2
NAT B9—4501, BFIEE RS S EAFMEHEER,

mangle

LR ABIN A TR IP AP hEFRIE (WARSER)
XEXRVEZZNATLEBERTRE !

PREROUTING
ISR TAREE A,
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INPUT
IEHEE R T R ERFRNEEIZRIEL

FORWARD
SR T NERFREREANE,

OUTPUT
&R TFMRSEE S & AL,

POSTROUTING
IEHEE A TR thih 6o

E119.1 “iptable: GIHVATEERIE" JBR T MEBERTERAPEXN A EETHNRERE. ATE
FiHEA, EHRRERIEAFENZNHDTIL, BRR ERESMHET T XL,

REBENBERE, RAERATEFHENEIRIX etho EO., HUEEELERE] mnangle ®H
PREROUTING 5%, #Af5%% %) nat #&AJ PREROUTING %, MEMNTE (FREHERHIER)
WEBNLRER, XREAFKEEHERE, 84T mangle # filter RH INPUT 5,
RE filter RMNAY, HBAGRLRFIRXET.
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PREROUTING

incoming packet
or

nat
INPUT
mangle .
9 ~ Routing
FORWARD
Processes
system
filter
OUTPUT
\
=0
mangle
nat
A

filter

POSTROUTING

mangle

nat

outgoing packet

E 19.1 : IPTABLE: GIRYATHERRTR
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19.2 XTHEERYEMEINIR

H8igoE Linux TR NAT (REgiiteit) 2z, AJRTFR/NE LAN EEERAMN. LAN £
MUERTLARRIEEERR IP it GE&I (E12iEF) , £ 198 “BEAXREKMAIR” |, 5 19.1.2
T WSERAEE" ) , MERENLE, EANZE IPtht, Baei8ZEEEIRS/, LAN
FHBIFARMAL FALIR N IET L, XL IRZTERR RS E5TAkRY, BREZRZES T LAN FEA
Bz BN X, HPRNFRIBERAEEN—F: BEBESINKZED, BEE— MRS
S MEZNS —MEO, EERRBRISINIERERER, B, EE TS THEM
MEIEOREREHES LAN EHEEHERER, EAMEPRXE FIERZIRRIEMN-F (40
ethd) /&, ENTMALURAEAMME 2 IMIFRE A EE B ER AR X S E 2.

O == ERTEHINMELED

TECEMEEY, HRFTA A ENAI B NS B EER, MAEX—RmE T
oA IEHRR R 2R EL

NEFmR, REFEEE LAN ENERRFRUER XS, XTMEMSRIEZIFIAKESE. B

B, WSECERAZE, AETEEAXLE, HTFZL2ERERA, RANLEPREAE. BB
B, BTE /etc/sysctl.conf XHHHRN net.ipvd.ip forward = 1 —17, &, &
B LU YaST SREltk B8y, 90, A yast routing ip-forwarding on,

ERNEARENAILERRRASE, EXNARBMERLHEHNIaENNERE. NERARRM
RIS RE. BTEHTHUEMR, REBFEARAFIERIE S AEARNBR. BEE
DABEIFIRF X E NIE B H L RE Bttt XA B S A4 HNE R EREN.

R FANGE TR BERIR T 0ER, FRUUMIMNEIRAETEITH SRR ENRER, X
FTXMER, WERPAIBEEANNIN. Lk, FrEBRIRERERRPERIERKT —T
RS, Fr AR &R T A BER T,

RULEMERRE, EERAZSTNARERFDIY, WICQ. cucme. IRC (DCC. CTCP)
FTP (%A PORT ##R) BY, ErIRERBEI—LLinl. Web HI%I28. 0 FTP ZFMITSHAt
RFEMER PASY Bl METIEMMEMS, XMEEHAREH iR,

188 X TFHERRAEREZNIR SLES 15 SP2



19.3 BAASEEMAIIR

R A FIEFINKEEERINEIN, SR TFRRER ZH— IR, Mg, 2
TPMRMINEIRZ U ELID 528, ELT ISR E AN (FNthiY. RO IP itih) Skl
R, XA ERUE] LARIE B At SRI= B R N2 R X BB MR E, FIKH, &RIFxt
Web RRSS28# 1T AR, NEBMITHENNRO. FZ, EdESHAEFEES/EIINE
AR (FIINARLERIXR1Z Web FRSZ2BHE) . 50, BMERTENMLBRBERIT Web IRS
2 LRI CGIRZFMRRT, adiEssNARITENED,
—MEERERNEEEXNNGIREEMARLESRERMER, FlNitadiEssSNBER
MXAIBHITRE, EXMERT, EERSELREAFERRONE, MRFEZAE
NARFEMXNE, MR AIENEMRSHBNETEF iR, MEMENX £, ATLURXH
RIEBM AN REFFERIMERRAEEN. ERREN—NREIREE Squid (—F HTTP A0
FTP LIEARS528) - BEMFEA Squid, AU SIRREEE MBS RIEET,. RIBEEEFRRMIEK
RYME(RT HTTP SIEEL FTP X, ERFHHAZIIX S B AIEMEFRERE.
T—TEH/NE SUSE Linux Enterprise Server FEMiAIEITERS, B X EMPS AN IEIL
HNEZER, BFRIE Firewall HOWTO (F5A3E&EfSR)  (http://www.tldp.org/HOWTO/
Firewall-HOWTO.html) 2,

194 firewalld

Q i&E: firewalld BXT SuSEfirewall2

SUSE Linux Enterprise Server 15 GA5|\7T firewalld {E/rBVERINIREBALE,
MHEBEYXT SuSEfirewall2, SuSEfirewall2 [&k M SUSE Linux Enterprise Server 15 GA
hERR, MREEFEN—E7, FIRAFERTREE., WREZEMETF SUSE Linux
Enterprise Server 15 GA fUhRZ<F+4%, SuSEfirewall2 B FRaBEL, HEEHXAFohA
£El firewalld GEBWE 1957 “M SuSEfirewall2 i F727 ) o
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firewalld B—1MFH1EF, TRHHIFRSAD iptables #N, HigHt—1 D-BusZOMA

FHREXLEMN, THEM T TR BIEF firewall-cmd UNEFHAFRE firewall-

config SERE, HTF firewalld EESEITHIRHIAREXNZEO, ALtE M
FRAT2R1EK3T iptables MNEHITERR, FI0, REEIMHMLE,

firewalld T AANRZ 2K, SRMET RE M A+ FESNE XK, EEERRE
FEEXHEMBEXKH, S/ MXIFEEESH iptables #IMIE, S MMEEORER— KX

MEIA G, A LIARIRIRIIIERE B MEEIS R EI RN X,

FMXBEAR—TMRENEER. FlI0, AHKEAREE, FALNEHEMITENAR
RENES (EaRENREEARIER) . 5—HH, RE KEATRETHIRIMNSE, XM
FREHLFME, UXFHARFIBXIE, ENEERLUE XA B EMER I EMER

HAREFEARSS,

BX firewalld AHFIE X KIENREE XFMER, HSRNEFMIT: http://

www.firewalld.org/documentation/zone/predefined-zones.htmla o

@ AR MMEIRKIERIITH
MEZONTISRESERERIERIERXE, FIIERT, SERNXE (FESEA
firewall-cmd --get-default-zone RiixE) PRGBS EZO, WRKAE
NEME, BRIAKEFEE A X,

firewalld SRR AVHERZ HERED, FHERSIERAMENENEITAERE,

NRBREIIPAAVFAEN RS, NWEMEIETEENRINENER, B, BEENRE
MEMEORIRTEEHXKEL, UEFRRRARSAIHIAR. MFEMXE, BEXFERAR
S

firewalld — 1 EZHIZYD TR I AENERE: zTHEEMNKAKE, BTHEE
ARG T ARSI, MAARERNRERE firewalld BHFNMAREREFAN,

XiF, BAILUAINEEZERE firewalld EREFHIGRHN, FEEREIHNSEEBIER
FFRINS. SEENREN, FEMEEERREMNECE, 194227 "=Z0HEES
IKAIE" AT INAHEX—=o
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EFREFEBERRE firewall-config 1T firewalld B2E, B WE Y (http://
www.firewalld.org/documentation/utilities/firewall-config.html) 7, F—FENBINMAETE
1T LR firewall-cmd HITHERY firewalld BEEES

19.4.1 {EF NetworkManager Bo& Fh A

NetworkManager Sxip@id e Z XKt firewalld #HITEAREE,
RIEA AT REREN, BEERERORER S MEDR, ARER hASXKE THAE,

19.4.2 <7 EEERAIE

19.4.2.1 BNIEETH

RARINSTEHBH firewalld, E2—1MEER systemd BRSS, ATLUES
systemctl 3¢ YaST RS EIERRH#HITECE.

O == aaEEHAE
Z&fG, YaST2EmE5) firewalld , HREFAERAORBERIAN A KiFH, WNF
ERG LREHHETE N IRS BN BER, YaST ol B g RS 2B[BECEREIRPBTE A E
FRFT A FgesE O B B s B 7E P A S AR 3T i LTI R B AR AR, FELEEARSS 23S R %Y
EEE A AEATERE, ATFAEEERS MmO,

19.4.2.2 BITHEESKAERE

FINBRT, FrE firewall-cmd ssSREXMEBEITINECEIRTT. ERILUEDAM - -
permanent SERITKALBNAKRSEIRIE, NRXEFMH, BRREFMKARSE,
MAREEITNERERIIEEN. Bk sxiER SRR RINEIE TR EEM KA
LB, EXILEN, AIEFREXEENNAZETNEE, HE—IRESTHAR & H LT

A
< .

191 5 NetworkManager B2 & [ A3 SLES 15 SP2


http://www.firewalld.org/documentation/utilities/firewall-config.html
http://www.firewalld.org/documentation/utilities/firewall-config.html

root # firewall-cmd --runtime-to-permanent

XK SRBTHRANE NKARE. EsHE MR FEEMIF IR R sEX B ASEFTREYE
A IEBHECRER G LA M S NERKA B, MREFHEX—=<, RIZER, Eha]IREME
RESFE: BIHMNAMEIKARE, AREHREH firewalld LUEXEMN BRI ERNI

o

Q s

KERED (FINFINXE) BHEITHEENKAREHRS, WXEHERSILATEX
PECE R ARE K,

ERETNEEERRAKALREHMNMEFIBIGETELL, sTLURAUTEMEE: &
firewalld dap<{THREIEL systemd :

root # firewall-cmd --reload

root # systemctl reload firewalld

HNEEEL, THETHNRIBENEITHEERTT (WRER) . BEEESHTKAR
B, BHTHENEE,

19423 FEOAFEIKEIXI
ERTHRAI T ARG) M AT R E A KA PO

root # firewall-cmd --zone=public --list-interfaces
eth0

B4, ERUEESERNZOEIKE T BB

root # firewall-cmd --get-zone-of-interface=etho0
public

UTFamLTE—MEOERIENXE, X3H etho HXRIEKIEMXIEET, #H --
interface WA AEEA, A --change-interface MNTABLIEER, EHENS
MEHFIXIEHAPERR etho :
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root # firewall-cmd --zone=internal --add-interface=eth0
root # firewall-cmd --zone=internal --change-interface=eth0

EARHEI - -zone SHBRERNEUAKERINIET. <SRBT REAILERIARN
XigE:

root # firewall-cmd --get-default-zone
dmz
root # firewall-cmd --set-default-zone=public

O ==
R EIEREI KIS RMERINEIZ O G B o A RIAKIEN—E 7. Bl BAXIE=IZEIA
KABREMZITHEEEENSRFIEXEMEIZO, Y177ER REp KIEXFER e EXE
TERBINXE, URBINEBTRMZF. Fla0, EXMERLT, USB LIARZEOFR
R MLE O B i 9 el 5 XIS —E8 5
FiFIE, FERXEFERAKEMNZEOFRSEREXFZEOYIRY, BagEEMmESH
FIHARIERAEO, FALt, TEMEIERIE, SIFERERRERNMEEL,

19.4.2.4 {EMLBARSS BT A1)

firewalld FERSHES. RSBHOMMYBIEXIETR. THLEMERS (FI90 Web 5%
BRFARSS 2R HIN) RIIFIRE, XEEFENEZE EEH—EK, G0 LR T <RIE XFIE
XARSBIE B R ELARTS

root # firewall-cmd --get-services

[...] dhcp dhcpv6e dhcpv6-client dns docker-registry [...]
root # firewall-cmd --info-service dhcp
dhcp

ports: 67/udp

protocols:

source-ports:
modules:

destination:
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EAXLERRS E X A AR EAE XIS TN REE K el fifhia), BN, TEMSSITRITH
MERXIFHHHY HTTP Web ARS5281% 0 :

root # firewall-cmd --add-service=http --zone=internal

EBEARKIFPIARS, WEFERMHAGS - -remove-service, EEXJLUER - -
new-service FoLENXBEXMMRS. BXRANFEHRITIZENEZAT, ESMW http://
www.firewalld.org/documentation/howto/add-a-service.html @,

MRERAVRRSITARNRD, AIERUTEZ XSFTHARSBXIHFHEY TCP ixO 8000:

root # firewall-cmd --add-port=8000/tcp --zone=internal

EXRimO, BEERAMNNGS - -remove-port,

©) =R IREHTFRS O
firewalld X#¥fER - -timeout SEEARS NImOFTA—EERAVESEl, TEFHITIR
MR, EEHEIEERER, EBRIIEARTFETIEXAZRSH RO BRIF
17 s XIEAPEY imap ARSS 5 %0, mILUER

root # firewall-cmd --add-service=imap --zone=internal --timeout=5m

19.4.2.5 SiFEE

firewalld 27T —MEiE SR LI FERIRSHIBG AERRNFHITENR. HFR
A2 A LU D-Bus O BB ckBh SN, H B EBA P A R 8En] LU TIZIR(E
(BURTF PolicyKit #1) , FEitb, BIEEFLEER TEFHIELEBERLE, hitps://
fedoraproject.org/wiki/Features/FirewalldLockdown 7 EiRT B R IERXAFAE R,
BESER, BERARETREEENRZ M, MRAEMHEEARIIHELESHEIAE
ERBh kg, B, E firewalld FLESIERINT L EREERMBER2MFIP, http://
seclists.org/oss-sec/2017/q3/139 2 EBHH TX—=,
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19.4.2.6 FAINBEX iptables N

firewalld BARAXENA netfilter MUAEHCERIN, UINEREMTE (FIU0
iptables) BB AIERN, BN ATEERIER firewalld BYRELHIEIF L 2 MHINEE,
NREFERN firewalld NEEREFZHIBEEXFHAERN, AhEIRMAREIMNER. B
HiZFRRIE iptables 8%, AILUFER --direct &1, ILEIMFHAERAR. FEMMLR
ERTIESE, dTHNERTOBIREFEZRLS iptables . FTENRFIERINI— N ETE
R IEERRAVEIZIRERFI :

root # firewall-cmd --direct --add-rule ipv4 filter FORWARD 0 -i eth® -o ethl \
-p tcp --dport 80 -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT

sk, firewalld EFETFIBNENN, X2—MY BiEZE, ATERERMIE
E iptables #N, http://www.firewalld.org/documentation/man-pages/

firewalld.richlanguage.html 2 ERETHEMIEENE,. TENRFIRKEEFTRBSEREIERY
FRf IPv4 €1:

root # firewall-cmd --zone=public --add-rich-rule='rule family="ipv4" \
source address="192.168.2.4" drop'

19.4.2.7 BRH. ¥%&RMBik

firewalld HAARIRITARENIIAEEREBLE, CARHERERERMIFIRENERI
BE, BXFARBEFIMERHSE, WANER firewalld, MNER% ARHSFMPIAE
%&. FTEMURBTHA firewalld FHIESHINEEEEN/LRRT:

e B, BEIRE 1927 "XTHIEAEMANR" FFREA IPEX,
o BEA IPv4 HBilk (BIg0, 7 g KEH) , IBRHU TGS,

root # firewall-cmd --zone=internal --add-masquerade

o firewalld XHUBRIKOR &K, UTam<EinO 80 LAY TCP EERAEIS—F
#:

root # firewall-cmd --zone=public \
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--add-forward-port=port=80:proto=tcp:toport=80:toaddr=192.168.1.10

19.4.3 R mIrahSiR I BIARSS

HLERNERSASBIATEXNiROS, MeRETF portmapper = rpcbind Hhi¥iziT. M
TG, EITEERARIE rpcbind . BEHA—RS B, EREE— RV AMIEO, H
5 rpcbind BRUEROSTAHEH,. rpcbind B IEEMIAEHMED, AT, ITRASK
AILAM rpcbind EBZIMYBHMIMERS, UREIEERIAHLERO, TSEEFERL
FENEFAERE. BRRGIEENKZEERS (NIS; ypserv #l ypbind) LUIKRRILEX
2S5 (NFS) s 3,

Q EE: F*F NFSv4
BHHY NFSV4 (NEE LB TCP 150 2049, X FiilhR7s 4.0, AJgEEEIENZ
Z#4 fs.nfs.nfs callback tcpport IEEANESKO (BESRH19.1 “Jetc/
modprobe.d/60-nfs.conf A nfs NIZAERHEIAFORE ) o MIMYhRES 4.1 F
w8, ISEBTEEENE,

BT rpcbind thiXBEBMEMER, BEHAEEENZFMARS FIHiHRZERE

Mo firewalld AEHAZFXLMRS, WFFoHELE, BENF 1943170 "EHS
im” o ItkSh, SUSE Linux Enterprise Server {8t T — MBI FHIAz, BXIFMER, S
W5 194327 “fFER firewall-rpcbind-helper BBEESKO” -

19.43.1 ECEFHSIKHO

— MR TR E R B EEXNERSEENEREEROS. TRLRIER, AIUE
firewalld FITHEIERA, AE—YSEE#HTT. EANIRFEOSHERE, BRNS
kA H MRS HNEAERIKOSHEAR, BX NISF NFSv3 IRSWATAREWSIR, ES
W 191 “BSImORENEE Sysconfig 2" , HFR, EHNIREFR—TEEEFMEXLR
O, EABURTERISEER NIS 3¢ NFS ECE.,
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#19.1: HEWOEBENEE SYSCONFIG EE

X TER wflE
/etc/sysconfig/nfs MOUNTD_PORT 21001
STATD_PORT 21002
LOCKD_TCPPORT 21003
LOCKD_UDPPORT 21003
RQUOTAD_PORT 21004
/etc/sysconfig/ypbind YPBIND_OPTIONS -p24500
/etc/sysconfig/ypserv YPXFRD_ARGS -p24501
YPSERV_ARGS -p24502
YPPASSWDD_ARGS --port 24503

BREBEERMNZXEHSIR OB MAPIERXIRS F EEEIE. FILUMER rpcinfo -
p S LEFLFIHEIKM rpcbind ix0. MR, MEPNVZRASERFHFSERENKO,
fERANFS B, BRT AAFPZEPBEITHREZRSEE RO, EHREEE Linux RIZEE
FERMNKEO, EP—NwEOR nfs callback tcpport. RIERETF 4.1 B9 NFS thilhzsH
ZFEEIFO, &4 fs.nfs.nfs callback tcpport B sysctl IEFEEIHEO, XY
NFS ZENDTFEERSET, It sysctl TEASHEET. Eit, RIFEINIZIERSBEKEE
ZiO, BILU%A] 19.1 “/etc/modprobe.d/60-nfs.conf B nfs RiZiERM B A
=27 PRI — R ERILtE B8,

f119.1: /etc/modprobe.d/60-nfs.conf # nfs RiZERAEFRFRORSE

options nfs callback tcpport=21005

EFHIMERER, &ERNGERESISITEN. NREBEMSZE, BHEEFELLFTE NFS
IREHEBFEE nfs WZER, BERWSENEY NFS EAKO, EKE cat /sys/module/
nfs/parameters/callback tcpport BV,
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ERMMZNEFHSEEN RPCIRO, GIEMIY firewalld BREBEXESREM. Fli0, 1t
RS EXFIRFIEEXIHEADAE, EREMSEmal X LR OERERNXERERF AR,
01 19.2 “FHFEXNFS BT firewalld RPCARZSHIER<" AR, Xt NFS i ORLSREX 73X
%, RATEEENTAIPEN XL H#HITRE,

51 19.2 . AFENX NFS B3 firewalld RPC IREMHS

root # firewall-cmd --permanent --new-service=nfs-rpc

root # firewall-cmd --permanent --service=nfs-rpc --set-description="NFS
related, statically configured RPC ports"

# add UDP and TCP ports for the given sequence

root # for port in 21001 21002 21003 21004; do

firewall-cmd --permanent --service=nfs-rpc --add-port ${port}/udp --add-port

${port}/tcp

done

# the callback port is TCP only

root # firewall-cmd --permanent --service=nfs-rpc --add-port 21005/tcp

# show the complete definition of the new custom service
root # firewall-cmd --info-service=nfs-rpc --permanent -v
nfs-rpc
summary:
description: NFS and related, statically configured RPC ports
ports: 4711/tcp 21001/udp 21001/tcp 21002/udp 21002/tcp 21003/udp 21003/tcp
21004/udp 21004/tcp
protocols:
source-ports:
modules:

destination:

# reload firewalld to make the new service definition available
root # firewall-cmd --reload

# the new service definition can now be used to open the ports for example in

the internal zone

root # firewall-cmd --add-service=nfs-rpc --zone=internal
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19.4.3.2 fEM firewall-rpcbind-helper BCE&ASiHO

f&EI LU SUSE BhF T A firewall-rpc-helper.py @& E—THhFmRREESIKE DA
BS B, nlfEA zypper in firewalld-rpcbind-helper ZE&EiZT E,
BZITAERFUREAREE L—THFANRSER. EXUERHEaROEK, FaIBT
REHA, BXTS, 158 firewall-rpc-helper.py --help,

19.5 M SuSEfirewall2 T5%

Q ’x&E: HAutoYaST 8l firewalld B2E

BB (AutoYaST 15F) MY “PHAIEECE” —75, THEUWNMEIAY AutoYaST BIJE
firewalld E2&,

M SUSE Linux Enterprise Server 12 B{EfAIARSS B2 H 2% EI SUSE Linux Enterprise Server 15
SP2 iY, SuSEfirewall2 R&EX, HEREFEDNRS. EAR=BETE, BESAFTRE
Z| firewalld, firewalld B2&BIF T susefirewall2-to-firewalld., %
KNA[RER RTINS, WAlEERIN, BFEUAT SuSEfirewall2 EBEEMNE R, ERAIGERE
DRI, ELIERT, BT ERN firewalld EEEHMHL A,

RANEERE firewalld BITAE—ERRE LXEMATF SuSEfirewall2, EFHFIA
firewalld BYIhRE, ERILUAEZRCIEFMVECE, MAZRXIBIAEE. AIURLIZITAE
LT susefirewall2-to-firewalld fizds, HAEARSWNEMNRSEME KA ME
Mo B2, MREEFTTIEEERS, WrAIgESHBE.

LREEHIEIT susefirewall2-to-firewalld :

root # zypper in susefirewall2-to-firewalld

root # susefirewall2-to-firewalld

INFO: Reading the /etc/sysconfig/SuSEfirewall2 file

INFO: Ensuring all firewall services are in a well-known state.
INFO: This will start/stop/restart firewall services and it's likely
INFO: to cause network disruption.

INFO: If you do not wish for this to happen, please stop the script now!
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5...4...3...2...1...Lets do it!
INFO: Stopping firewalld
INFO: Restarting SuSEfirewall2 init
INFO: Restarting SuSEfirewall2
INFO: DIRECT: Adding direct rule="ipv4 -t filter -A INPUT -p udp -m udp --dport
5353 -m pkttype
--pkt-type multicast -j ACCEPT"
[...]
INFO: Enabling direct rule=ipv6 -t filter -A INPUT -p udp -m udp --dport 546 -j
ACCEPT
INFO: Enabling direct rule=ipv6 -t filter -A INPUT -p udp -m udp --dport 5353 -m
pkttype
--pkt-type multicast -j ACCEPT
INFO: Enable logging for denied packets
INFO : # R R A R R A R R A
INFO:
INFO: The dry-run has been completed. Please check the above output to ensure
INFO: that everything looks good.
INFO:
INFO: H#HHHHHA A A
INFO: Stopping firewalld
INFO: Restarting SuSEfirewall2 init
INFO: Restarting SuSEfirewall2

XERKENHL, ERARFERHEEF RN XHFULEES:

root # susefirewall2-to-firewalld | tee newfirewallrules.txt

R AN ST 1 5T .

-C
RRE MARNARFHITENR, Alt, BHARNSEHENEZINNERE B R A
ERALIED, XEFZEHFH firewalld BLE, FEIIESHHFHITEDR!

-d
BREH, BEFERILATRIER bug ke, BSHNOREBRBRER.

-h

HEH R
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-q
Thit. LAXTIEFHIR!

-V <fFE5IR>
KA. RYBESMEMEREHES.

19.6 EZER

/usr/share/doc/packages/firewalld g THX firewalld REBHRIH{EEM
Hiths>#, netfilter 7 iptables BB RIER http://www.netfilterorg 2 UZMHESRET KE
B X iptables —f&15 2RI,
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20 BCE VPN Bk5523

MS, REFMEREZRRE, NFEEEAMSEHIUL LR, BHFIFMEEEHELS
. FIRABEMERRM (VPN), EalUEARRLHIME (FIGNEEFMEL Wi-Fi) ReIZE

ZEWE, VPN @IS AENAREM, HATZMEN, AEESNBANFEFER

OpenVPN (http://www.openvpn.net) 72 @I Z L 1HM (WAN) FEES DDA
=,

20.1 LR

ATEXT VPN BRI —EARIE, HREEHR T —EHE,

20.1.1 ARKiE

- 4=
BOERE U REF IR BN IR,

Tap 18&
Tap IS EAEIMUAIEE (OSI ERIGRME 2 BE, BIANLIAMM) . Tap &&HETE
FEATIY A= RS 0N b T e

Tun ig&&
Tun EEAEP ST 2L (0S| ERFKE 3 EE, I IPE) . Tuni&&ATRE,
BJRME P o,
23]
BT EAHEMEFHERMIB, MNBERABES, BERTFIRISESRS[IGEZENE
#, BEBESNE, BIRENXCTHEIEEEMER,

20.1.2 VPN AZE

SAMILE VPN EEN, £ IP MBI R G, BEr UG tun 3 tap 8%, X
g &R EMMBNZIREIIER, BT SRELLCKMmIEY 1P /& a9 1% 4.
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AR =ERERF (B30 OpenVPN) #REILUE B B1E1EE tun 5 tap 188, LURWIRIERA L
X, ZRERTEAUELLEEIRET NE,

RENE VPN EZNRRAREE TS, ATHERNE OpenVPN 46, REHEM VPN 3R
£, OpenVPN AJERMIER FiE1T:

B3t VPN
HRHAEANZENEZBAAR. SIMREFE VPN BS, 4REe1ER. i, &
AFRAFEEMTU (RAFRET) UREXE. BEFWINEHR, NRENNX LSE
Samba fR5528, NetBIOS [ BASEETF, MNREFZE IPv6, Mim L tun iZEHIIXEH
BEARAERIFMIN. E20.1 “BBHEI VPN LTI,

LAN 2 (192.168.2.1/24)

eth1

— AR /BR 2R

= eth0

=)
HEN 2 (BFR)
tun0 (192.168.0.2)

EiEE )
VPN [%i8

tun0 (192.168.0.1)
HEN 1 (RS

eth0

SR/ EREE

eth1

LAN 1(192.168.1.1/24)

20.1 : A VPN

HitE=l VPN
HEREEFMMRE R, NREFEETLE Samba 3 WINS RS 23091E R T
VPN %5 Windows XHH=, MEINERFHE. EAIE IP Y (FI90 IPX) Sk
ML BN BRF L EEAEIFHER VPN, B2, FHER VPN R HA VPN B
Ko Z—MHBREMBREE TR TIHEERHEELT AR,
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HEW 2 (FFH)

RIRH /B 2R
= eth0

11
tap0 (192.168.100.2/24)

|
I
&s

VPN Rt

tap0 (192.168.100.1/24)

eth0
N/ ER R ES
HEN 1 (RS%)
20.2 : HHEXXVPN-FE1
HEM 2 (EPE)
[ ] ARH/BE R3S
= eth0

\
LAN 2 — eth1 tap0 (192.168.100.2/24)

VPN F#
ESES]
LAN 1 — eth1 tap0
k br0 (192.168.100.1/24)

etho

AR /B 2R

HEM 1 (RSEH)

20.3 : HHEX VPN -F=E2
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HEN 2 (BFH)

A/ ER R 2R
= eth0
—  »
Ml I

F br0 (192.168.100.2/24)

— eth1 tap0 (192.168.100.2/24)

3
VPN F#} .ﬁE)
LANT eth1 tap0

(55 185) k |
br0 (192.168.100.1/24)

LAN 2
(5 28%)

eth0

RIRH/BRER SR

HEN 1 (RS

20.4 : HiEXVPN-5E3

FESEAZENEEEFET, BEN VPN TEHTT IP T #E, mHER VPN TIBTEL

20.2 IE%/U”JITE?R

A TERRAIF, FHITEIE— =X = VPN &, ZRfiRRRAE— 1 R imS E MRS
252883 VPN B%iE, RIEY VPN RS IGERFLA IP stk (5190 IP OF SERVER) ,
BFUEEER IP#iiE TP OF CLIENT . JEHFEEFAMNLS EAith IP R

=5 XAFMR
TENBZRCIRG, SESEHRE VPN B, &AL TEENESSR, BA
TEAERIRE T HMAHNRO K

O xR BEXHNEH
77 &K OpenVPN ECESXHAVNIE, FRATEINRENLATHOE:
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* & OpenVPN EBEEXHKMIEBR /etc/openvpn H,
o BEEXMHHEZA MY CONFIGURATION. confo,

s NMRBEZIMXHETFRA—EE, BERXEXHFREENTFER (B /etc/
openvpn/MY CONFIGURATION) H,

20.2.1 F2E VPN ARSS38

EECE VPN BRS588, IFHITIATRME:

id#2 20.1 : VPN fRS2EEE

1. EHEEZERE VPN iRZITENV ERE openvpn 3HE,

2. E9MELE, LA root 4612 VPN MIZZEEA:
root # openvpn --genkey --secret /etc/openvpn/secret.key
3. B BEAEHRE s
root # scp /etc/openvpn/secret.key root@IP OF CLIENT:/etc/openvpn/

4. QIBEELITRAR /etc/openvpn/server.conf Xf&:

dev tun
ifconfig IP_OF SERVER IP OF CLIENT
secret secret.key

5. BELEESLUTARAM /etc/sysconfig/network/ifcfg-tun0 XHIEE tun g
==

STARTMODE="'manual'
BOOTPROTO="static'
TUNNEL="tun'

TUNNEL SET OWNER='nobody'
TUNNEL SET GROUP='nobody'
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LINK REQUIRED=no
PRE_UP_SCRIPT='systemd:openvpn@server'
PRE_DOWN SCRIPT='systemd:openvpn@service'

openvpn@server &RnAfEMALF /etc/openvpn/server.conf B OpenVPN
RBEBEEX . BXIFHMEE, S /usr/share/doc/packages/openvpn/
README . SUSE .

6. WIREFEAAE, BB YaST H4TH UDP ixO 1194 (LEHAF > BHiAdE > I1FHY
ARS3) o

7. @i tun I8 FIRE N up BEH OpenVPN BRS2:ARSS
tux > sudo wicked ifup tun0@

RN SEBRHHINES:

tuno® up

20.2.2 Fg&E VPN B iR

EECE VPN B, IFHITUATRME:

i312 20.2 : VPN EFIRECE

1. EEPFPi% VPN i+ EH EZ%E openvpn B4 E,

2. RIEBSLITRAR /etc/openvpn/client.conf:

remote DOMAIN OR PUBLIC IP OF SERVER
dev tun

ifconfig IP OF CLIENT IP OF SERVER
secret secret.key

BEE—THNEMR IP OF CLIENT B NIRS eI Z ek AN+ P kit

3. BURIEESUTHNAM /etc/sysconfig/network/ifcfg-tun® XHEI&E tunig
HEE:
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STARTMODE="manual'

BOOTPROTO="static'

TUNNEL="tun'

TUNNEL SET OWNER='nobody'

TUNNEL SET GROUP='nobody"

LINK REQUIRED=no
PRE_UP_SCRIPT='systemd:openvpn@client'
PRE_DOWN SCRIPT='systemd:openvpn@client'

4. MNREFEMPIAE, FHTIE 201 VPN [RSSEEEE" BPE 6 PFTRBE) YaST FHTH
UDP i 1194,

5. Bid¥E tun IRFIRE N up BEI OpenVPN ARSZ 28RS :
tux > sudo wicked ifup tuno@

RN EEREIANER

tuno up

20.2.3 7K VPN ;RIS
OpenVPN p¢ThEaNfE, AU Ta<MR tun IRE&RYRT M :

ip addr show tun@

EIRIG VPN EE, BERFIRNRSSEIHER ping KT ENRESHEEEE. MEFIE ping
RSZ28:

ping -I tun@ IP OF SERVER
MBRSS 2% ping & i

ping -I tun@ IP OF CLIENT
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20.3 ERIEFRMANIIIKE VPN fkSSes

5202 7 FRRAIBTIIE, ERTATFEEIF. ATRBNAHNE—I RN AIFZSNEE
B9 VPN ARS328. LSRR RHEARMEHM (PKI) 5Thlo PKI LA FAMHERL: ARSSBMEN
BEPIHN—AHRZAMMAER, UWR—TARAS M RSF[BIEBNETFPHEPEZHNEIE
PAMENAE (CA)o

g E B RUTERLSE:

1. £203.1% “GIEBIEH”
2. 20327 “BdE VPN fRSS28”

3. 3520.3.37 “BEE VPN BFim

20.3.1 QIZIED

TERT LRI VPN EE 2R, BFP ARG SFIEHHITEHIRIE. BExity, ARS[{HLTRT
B IRIEBHITE M. S AEE SO0,

SUSE Linux Enterprise Server A58 H, UTRBRIGEESESZT—TRALEIET CA
IER. IRSI[J/IEPIEFIHIER,

RS EBIEBFERA PEM &3, RMZBNZATRA PEM 183, 1§ PEM kA& 1% VPN
fRs525 ERY /etc/openvpn/server crt.pem H, KRINZBRAFEKRE /etc/openvpn/
server_ key.pem H,

FRIFIEHHRRA PKCS12 (Eif) ¢ PEM 8. PKCS12 RRAEBFEES CAE, HEFE
EE %% /etc/openvpn/CLIENT.pl2 H, MREFEE CAHEHN PEM BREFFIHIES,
BEEEH|F /etc/openvpn/CLIENT. pem H, REEIE PEM B EIRE P IHIEH
(*.ca). BFIRZA (*.key) M CAIED (*.ca), BFEXEXHEFEEIEF KLY /
etc/openvpn/ H,

CAIERFEEH RS BMENEF iR LR /etc/openvpn/vpn_ca.pem Ho
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O == HaEPHITESD
NREERRZFIRIEBSEIRFFIRIES. ERIRZHAM CAILES, EETHENER
i E Y OpenVPN EEE XM HiRIHABNAIX4E (BSIM20.1 “VPN IRZ52EE0E X
®"” ) o

20.3.2 FdE VPN ARS528

¥ /usr/share/doc/packages/openvpn/sample-config-files/server.conf &4l
2l /etc/openvpn/ FRLMEANREXHHNEM, AEREREENEHHITEE N

{51 20.1 : VPN PR 2EE Mt

# /etc/openvpn/server.conf
port 1194 @
proto udp @
dev tun® ©

# Security @

ca vpn ca.pem
cert server crt.pem

key server key.pem

# ns-cert-type server
remote-cert-tls client @
dh  server/dh2048.pem @

server 192.168.1.0 255.255.255.0 @
ifconfig-pool-persist /var/run/openvpn/ipp.txt @

# Privileges ©
user nobody

group nobody

# Other configuration
keepalive 10 120
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comp-1zo

persist-key

persist-tun

# status /var/log/openvpn-status.tun@.log @D
# log-append /var/log/openvpn-server.log B3

verb 4

@ OpenVPN 5078 TCP/UDP i% M. T|EEMAERITHZHO, BEESRE 195
FERPHAIE” o VPN B9FREIRON 1194, FE@EETLEIHIEERFAE.,

i UDP 3 TCP,

Tun 5 tap €&, BXRBENER, BERE 20117 “KiE o

TENTESRIRSSS CAIEP (ca). 1B CAZ (cert) MRS BFAAZE (key ) B4
LI ERR, XLEMEBES 20.3.1 7 “CIEIER" PERK,

ESRET RFC3280 TLS #MNEA SR BN BEAAMNFIERE L,

Diffie-Hellman &%k, AU T <eIZRTEXH:

© ® 0

© O

openssl dhparam -out /etc/openvpn/dh2048.pem 2048

1B VPN FM, Bl3@:d 192.168.1.1 ARS8,
0O TEAEXHHIEREFImMEEM IP #btAIrRET, HRSB/EFAUREFHE (TERE
&) FREXARTIEIREY IP HiktB R E .

0 HTFZR2FEER, BLUBREKIISIGETT OpenVPN SFFTER. Ak, B8 ENEREFMBF
nobody .

ZNECEIRIN — 12 W REIEE XS /usr/share/doc/packages/openvpn/
sample-config-files HAYFRR,

@ ERILANNEE ST EENERRESEN ( “RERSEE ) EAGRIXH. 3K
INF =B A IE,
FrEHREIESATEET journalctl ERMAKRIEH, MIREFZNEEXH (fl
W, —MEXRE[FR, —MNEIERGER) , HEMNBENEXGHITEZREE. Xl Luk#
REINES XS, TR, KEBE tund (BXE dev 182) — 1581 O.

FINERT, BEEERE A sysloge EFHF=SFRAUETITH. EXMERT, FiE
HEYB AN /var/log/openvpn-server.log., AELIZEE logrotate fRS. HXE

ZT5, 520 man 8 logrotate.,
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SERILECE S, BILFE /var/log/openvpn.log T&%& OpenVPN RSB ETHEE. BX
BoitticEfE, REN=ER:

. Initialization Sequence Completed

MRAKRBEUHER, BFARERS, BEHPERSEEARTEL TREXHFRHEIR.

20.3.3 FECE VPN B Fin

¥ /usr/share/doc/packages/openvpn/sample-config-files/client.conf &l
2l /etc/openvpn/ FLUWENECE X HFRVER, ARREZTENEH#HITEE X,

f5120.2 : VPN EFmECEX 4+

# /etc/openvpn/client.conf
client @

dev tun @

proto udp ©

remote IP OR HOST NAME 1194 @
resolv-retry infinite

nobind

remote-cert-tls server @

# Privileges O

user nobody

group nobody

# Try to preserve some state across restarts.
persist-key

persist-tun

# Security @
pkcsl2 clientl.pl2

comp-lzo @

0 EELHEIREF iR,
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MRS E. B iRMARS SRS AERERIEE.

hile ERSRS R LERNIZE.,

XEBEFIHRN— MR, WREFImEEZNENEEERNRS 2.

BEREAIRF IP OR HOST NAME E#E9 VPN BRSS23HIABN ENZEE IP i, FHBEE
RIETIRS (MO, ERAILUEEEBAR VPN [RSZ8BHZ1T remote I, IHIZERTAX
TEARRE VPN ARZ528 Z [adt 1T s 3 T

0 HTZRLRE, BURENEEIGEIT OpenVPN SHFI2FE, Altt, 1BEENFERLANBF
nobody .

BERFPEXYS. ETFLRELFER, BASMEFIHEMER XXX,

FRES. BRERS R EUBERTESEN, TERLSH

© ® ® 0O

®© 9

20.4 fE£F YaST ig& VPN kS5 2880 E F i

XA LAERR YaST RI&E VPN ARSS2%, 1B YaST #EIRAZHE OpenVPN, #MRMHRT IPsec thiY
BIZHF (TEERY StrongSwan H5LHL) . 5 OpenVPN —#%, IPsec 2 %M VPN &1,

i$#2 20.3 : i2E IPSEC fRS3 2%
1. ZE5) YaST VPN #R1R, EEFRLN AIERF > VPN BXA1E F i,
2. TEREET, EPBSA VPN FHRER,
3. EQIET VPN, BREHE VPN, ARBNEREZT,
4, EEETF, EENX (RS2 o
5. ARERGZE:
o FRAMHAZEEANZ2@EANERIE BN Z2ETNARRES Linux EFRHIZE,

o FE{H Android. i0S. MacOS X B FixYiARIN A RIRE I ChRASHY
Android. i0S # macOS RESHEFMNECE, WARUERAMMBRZMNOSE MR
IR FIHZE 2RI E AR,

o f2f Windows 7. Windows 8 & F i1/ a4V A 22 Windows #1 BlackBerry i&&
REZFNEE, WARUERMMARZMNO<LSMIIEAIERHIRENEt.
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tp
@
=

MFATRA, EEREEAIEZEANE
&

6. EIEEERA, BRERESHEIL. EHEREH, ARRNMIERH, BHEFHEHITH
Ao

7. ERMELUTIMEKN VPN ER BN TERES LX&?DTT[‘E%J VPN REBBYIFRISR, B
ERSER IPSEE, BEEIRR CIDR AL CIDR B ViEE X LESTE H LUE S 9 R
Bx CIDRERAIEAMEE, ES W https://en.wikipedia.org/wiki/Classless_Inter-

Domain_Routing <,
8. EEFURAVHIALMT, $ERE VPN MAEZE P imie Y 1P it A&,

9. BRMIZIITE, BBEEHHTE. PITE, YaST VPN iRREBEhRMHBRBAERN, Up
B P ImEEEIF VPN,
EEEEERE, BEMENMINEOPEER, RE, EEEEIX VPN BT
systemctl status FHHL, HAIEEFPRE VPN BB EEETEEEREE,

205 EZEE

BX VPN N—RIFAER, BS0:
e http://www.openvpn.net 7: OpenVPN £
* man openvpn

e /usr/share/doc/packages/openvpn/sample-config-files/: FREAENT
BB & S 5o

e /usr/src/linux/Documentation/networking/tuntap.txt, FF%%E
kernel-source 46,
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21 AppArmor &7

FEZReRARENEFRPNER=EN, EHEFEERREERERBENENGETT
o MRZEFPEEN bug SBEHERSE 7 LN, NZEFGRAEHE.
AppArmor® B—ENHAERZEBALER, T IBTHNISIEFNARIESl, AppArmor
AFEERBE ARSI E X RIEEEFUTRITINEN S, T2REXHEEZF TN
XU AT HRATHIRERN TR, AppArmor RMRFIEAFE, ME RS A EN AEFFREF
R{FfTH, MRENAEFNZS, FLEESURIERMNNRREEREENMA, Shaefibh
Ko

21.1 AppArmor B4

AppArmor L TER AR :

o EH Linux* AT AppArmor BREX 4 E, HREFREEIHIRIANX M.

o HITHIMINAIERFER (40 DNS ERAMAF FHIIE) FrFERY AppArmor EEEXXHE
ik (EEEXHWEER) E

° BFFARMIEIR AppArmor EEXHNTREEN, AR UNREEE X H#HITERLL
ENEHNEER, EURNEE AN B E XN AEFSIZHBIEENX .

o ETFEIHIERNNARER, XENAIERFZEF AppArmor, BESET IR FHIZIR
LR EAREM, HPEHE Apache,

* AppArmor HEXBIRIZCREHIXEXRVIZHIRD AN, FF1E SUSE® Linux Enterprise Server &
4; FAR%ISSHE AppArmor SEBR,

21.2 BxX AppArmor EEEXHHENERER

BX AppArmor WRIFMEZ2MEMNFAESR, BSILTHER:
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SubDomain: Parsimonious Server Security, {E&: Crispin Cowan, Steve

Beattie. Greg Kroah-Hartman. Calton Pu. Perry Wagle #1 Virgil Gligor

48 AppArmor BI#8AI& 1TSS E. 7 2000 £ 12 BER 5 B LN /R R B FFHY

USENIX LISA &iHRiEI AR, LEXXERERIEERY, MBIIEEMNINEES &#HY AppArmor
IR, NEERAERRARS M,

Jl o

de=
B=

= fE, tEXBXEIRAF T %
Defcon Capture the Flag: Defending Vulnerable Code from Intense Attack, {£#&:

Crispin Cowan. Seth Arnold. Steve Beattie. Chris Wright 1 John Viega
T REFIELERFN A _ERY AppArmor ERES, AT BIGTERAGRYBY (8] NIRRT ERY

ZLinE, 2003 £ 4 BELERRIZ FF DARPA Information Survivability Conference and
Expo (DISCEX 1) &1V #Aia] ki
AppArmor for Geeks, {E#&: Seth Arnold
S B AR ILIRE Tt T 2 AppArmor BIE R4 T, http://en.opensuse.org/
SDB:AppArmor_geeks 7 1R T IZXXHY,

B>

B % AppArmor Bo & XX AR
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22 AI']

BIFRERUTE, UMENTERS EMINEFE AppArmor iF AR :

1. BAEBMEREXHNNARER. BXFARES, BE0E 2237 "EEENEIEEX
TN ABRER -

2. RIEF 2247 "WENEHREEXH PNEERRBWERENEENF. REERHA
ERNERERECE S

3. BHEMBEAETUHELTEXN AppArmor HIRETRIERNELLEMHEHRNY, 58
MENEEX . BXIFARES, BN £2257T "EMENEENH .

22.1 & AppArmor

EEfAI% %R SUSE® Linux Enterprise Server £, TIXRETHLERR, RAMSREHIET
AppArmor, AppArmor NEEINEELFIEE TEYIHARHGE:

e apparmor-docs

® apparmor-parser

e apparmor-profiles
e apparmor-utils

° it

e libapparmorl

e perl-libapparmor

e yast2-apparmor

0O #F
MREHARLL _ERZE AppArmor, 1ERE apparmor EILLARETER AppArmor,
B YaST MG BIBRRHITRE, B EmTTLER Zypper:

tux > sudo zypper in -t pattern apparmor
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22.2 ERATZEA AppArmor

EEALEHZER SUSE Linux Enterprise Server £, BRIAZRSIE AppArmor ELE HiEiTIR
o AILLEE A R AppArmor BYIRE

fi£F YaST IRSS & 1223
BIE RS | SR TRIBI A F 5 R AFRECGRING | SR 4K RS A AppArmor, &
5| SEHE N RS E L

£/ AppArmor BEEHE O
B LAERS YaST AppArmor $=HIER X F3FTH AppArmor, UTEEITHRHNRS ETRE
KB, FEEHIERPPIRITHESFEINE A, TFERai% AppArmor ELESE5hE
%, HERRS|ISFIPERIRMENS|SHIZ,

EBI MRS 5| SEFHITRIMI A E SR EER AppArmor SKARHER, ERITUUTIRE:
1. F5hYaST,
2. ERRY > RS EER,

3. ERRSYIRAET apparmor FRIEMITRERF, REEEBONTHBoREEH/2A
Flo 7£ apparmor {THHREC EHAREEERNEEHH,

4, BHHERITHIA

AppArmor EE5 | SHARYIANK, HAIRFIEEDIRES, BREERREBR. €A YasT ik
SEEETAENBRARSVIRESREARSEM,

A “AppArmor BEEE” BOEEITHHNRS LU AppArmor BURES. NAXLEERHES|
SRAE, XLEBFREEM. B AppArmor BPRE, BHRITUUTIRE:

1. EEjJYaST, iﬁ?%App/—\rmor@E%, %EEIEDEPEE-IQ%O

2. %A= AppArmor LUS R AppArmor, SREGHEERIZETEE A AppArmor.

3. B AppArmor BELEB ORI
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22.3 EREMEREXFRNERER

EBREFRIFEENEERETSRIRENER, ERFNLFEITHEFEREENX
fER IR 7R R E & AT RER RIETE ©
PRAIE

Web N BiERF
Cron 1B\

B R 2 L E U RN iR QETH AR B E XA RH#TREI, B1ER root i
1T aa-unconfined.,

{51 22.1 : AA-UNCONFINED gyttt

19848 /usr/sbin/cupsd not confined

19887 /usr/sbin/sshd not confined

19947 /usr/lib/postfix/master not confined

1328 /usr/sbin/smbd confined by '/usr/sbin/smbd (enforce)'

EBIFFRFER not confined NEMEEEAIREREE IR E XA RETTIRE. 178
confined by BYHIEES AppArmor R,

O =7 B8
BXRNEAREMBEREEXGNERNAREINFAGER, BE0E 2327 "HEZE
HeEgHER

22.4 tHENECAECE X HF

SUSE Linux Enterprise Server £ AppArmor FEMi T B EMEEEXGHE, BTREENN
R/, ItHh, ErIfER AppArmor R AR AEF LIRS B SHNEREX .

BIEREXHERMA . —MEEMA YaST AppArmor RFIRERER iR, B—HEER
AppArmor EF B BIRMIGLITIR. EBEHIR, YaST {X#F AppArmor FEE X fFHIE S
Ihee, Men<ITTRAILEUEANMNANENR/ FBEEX -

NEMAREFRITUTSRUCEEE .
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1. L root S51i51T aa-genprof PROGRAM NAME, it AppArmor RI2NRIEFEEX
R ARBEL R,
5
BEIEIT YaST » ZLeF AP > AppArmor BRE > FElANEE X G HIEE BEWEIREXH
I 2T, REIBZEREESXHHIILES.
ASRNEFNERREXHNRBHEEETEIERN, XEKE, ERIEREEETH
THRERFNENER, EERERSMNIEFHITIRS,

2. BTN AEFBFRERIE, ik AppArmor T2 T BERFNENED.

3. 7 aa-genprof BHEN s , LUELL AppArmor SHR7ES I 2 hAE A H E XX
AppArmor HEEREFIETHHENERNAE, AEBERENEMERNEMHLEILIRIN
fRo BTN HITIZE N B,

4, KIENAREFNERY, AJRRMMES D E IMPE 3. REINLMAER, EREIFZFGTH
TRAEFALETAFNASES. EEMRRTINAEFIIERNTETCE, ErsEum
KEBE IR,

5. 5t aa-genprof /5, EHNEEXHENRENEGIREN. RASNEZEEXH, M
AppArmor FIRIEIZACE X4 PR HIN B2~
NRENARFNMEEEXHLFITIFEN, MItNA#EFE5 aa-genprof B, It
FEEXGTREHIEFIARENEATFEIRT. BEXERREXHRIANESER,
BENE 27.7.3.2% “aa-complain — FNFIFHEIR” M5 27.7.3.6 T “aa-
enforce — HNBRHIEIL"

FRERFNNAEFRITAENE —TES, LUIILENEEEXHIEE. EEBERT, 2R
HINN BREFRIRFETT, EREFTSR5E AppArmor &5, B2, MRETEIINBER
MELITHERE, BRERFZEREUEE AppArmor N ARRFHIRFIZEE T T =K. RIEER
F_EARERBENS], TMUTILNMIEE AppArmor BED:

/var/log/audit/audit.log

"< journalctl | grep -i apparmor

< dmesg -T

ERBEEXMS, AHRE 27.7.3.97 “aa-logprof — AL HE" FidBE RSN AR
FHEXNAEERS. RBRER, BEHRERRNR RS,
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O =7 Bze8
BXEEXHMENBRNESZER, BENE 24 5 "ILEHAMHHNE
E . HB260E “fFR YaSTHEMEBREEXH MFE2TE “MpPTHREEEX
% .

22.5 EMRENECENX M

RUEMARILERMEENEIRITMEN. FAlLL, SIEEREAEHAX AppArmor NEEE X H1%
BRIT—EMNHIA. AppArmor 2I0E RS HEUERREGISE M AppArmor E, HIE
TREBAB N IR R R E X . FEEMEEXHESCEERNNE AN AERTHIYAES aa-
logprof iR, BXEZER, EBNE 277397 “aa-logprof — HIERZHE" o
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23 WREFRHITRE

ERVERUIHTBENRSE, EREERTARSENNEFRERERE, AERAERIFEFNE
2, FIA AppArmor, EBRENIMEFBEETRE THEFWRERE XY, XIRAMELD T3
K BENFIRHRITHIEE, AppArmor BB 14 el sahl SR IR R IZEF (XU TAT PR E 12 1E.
AppArmor IRIEN R IRAT URIPRBRER, RTHEGN BTG RIX K, L%
AppArmor. & AppArmor EEEXHHES|ISiHENGE, BHNRKNTNRBRSE, BNE
B AEFIIT AppArmor Z2%HBK, A AppArmor (RIFIEERFRIEIEFF N7,
BERBCREXIPLEASZIRENNAER, HACNERBREX S, Xi¥F, RHERE
LI AT EEFILEIR AppArmor BB X5, UIKISMT AppArmor RS THEEIC RAVEMSRES
EMHFE.

R RiZR5ERE AppArmor HiE1T. B “BER” 517, EREMAFRRXER

Eo AppArmor AT EREISRLEA RV, SR AREFHNRELENEE AT AppArmor
BeEX Ao ER AppArmor fELIE, BIESFEEREINBARERFNEE XS,

AppArmor B3I — BN B ELE X E LURIPATEDR Linux RS . BRIPEMNERRE
FF, EER AppArmor TEAZERIFHWNAEFCIREEEX 4. AENAFEFRBENE
KRR, NRESHEIFEEMERE AppArmor BEEXHHNES, 1BRINE 24 5 “ILEHA
HHIEER « $526F “FH YaST MENEBREXH HE2TE “MHSTHEREEX
%

AppArmor SIEEEMEF A LUEE. 5 ANMAITHLES H, URAIFIHRIMERDT, M
HMEARSREMAIARITH, XBRTENEFRIWITENNIZNITHRE, MAsH
THIRME, AppArmor SXEFHITIOR, UM LERFHEMER D RNZRHZIRIT,
AppArmor @—E N NEBHEZEFIFIEIEEIS R, MET, HREHARMAR A0, B
HEMNZBHNAENDHEZRAMTEN, AT, MANKZRSBAZSAATFAFLER, R
ENRAFRHEMWERS (5190 Web, #BfF. XHFMITENARSEZ) o AppArmor 45T ML
IRSMEHERERIFEHEITIES, UBBENEREIKE.

() #=R: AppArmor B SREE
EFERNMELE TH#E AppArmor REEGEHNEAMEE, BERFE 2127 “Ex
AppArmor BEBEXHHENERER” -
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23.1 AppArmor FEZEE T

AR EETT AppArmor B “BJE” (W% YaST REZT) FrALEMERAERIR,
AppArmor EEEX 4 B & BRETA A RS RMNAN A X 4, BXFHANSEREXY, 5SS
DEE24.175 “9fE AppArmor EEE X" o AppArmor BIFEStaHIHITIE X A HE SR
LRIFEHEZHIERF.

UTIAESE5 AppArmor BLEXHFRERRIIDE S5aF 1T :

aa-status
aa-status AIREIETTH AppArmor FRHIHATRSHZ N A HE,

aa-unconfined
aa-unconfined A NARL LIEEEITHSBITMNSEEZ B RS AppArmor BLE X4
RIFNERINBIERF. BXILTAEMNFMAEE, BSNE 27.7.3.127 “aa-unconfined
— IRBIRZRIPRIHEE

aa-autodep
aa-autodep FIAKMEIEIMEZ AR B ENEE X RIBEARESR, EXNEE
X EHFABTITFER, RS AppArmor MU (&) KIRZHIRBIERFEIER
TH. BXITAEFAEE, EBNE 27.7.3.1 7 “aa-autodep — BIEAMHELE
(E S

aa-genprof
aa-genprof FIEMEARELEXH, HiEKEBIHRITAEZEFHERTEH
AppArmor SREMER AESHRMHLEEX S, RARBEIT—RYEM5|SELIE
NARFHITHERANBESEG. EREEXHE, RASERILREXHHEEE
FEtEl. BXLTAENFAES, BENE 27.7.3.87 “aa-genprof — £EMECEX
%,

aa-logprof
aa-logprof SUREHZAPAEMKLELFIEIFSEHEIEINRY AppArmor ACE XX HFRIR

HINN AR RN BAED, ©r UEEBEERXEE XM ERFIND, BXILTAERN
BER, BBNE 277397 “aa-logprof — HIERSLHE
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aa-easyprof
aa-easyprof RETEFERENRERER AppArmor EEEXF, aa-easyprof X

FHERRIRMSRIRARIRENEN BIEFNEREX M. HE8, RELTEBTERSR

B%, [BEESRAERKMTEIAGER. RAMMRNFE, aa-easyprof EFEIERENX
HAEMIREILL /A aa-genprof #1 aa-logprof RIEREXHE/L—L,

aa-complain
aa-complain B AppArmor ECE XA MR ENTIFIER. RARIERIT

FEE XM MNENER, EFatmTREXH. AXLETANFMAER, 5S
D% 27.7.3.2 T “aa-complain — #NITIRHESIER” o

aa-enforce
aa-enforce Bi§ AppArmor FEEXHMIZIFIER TR FEFIRER. RARIERERR
WX ECE XA PETISMMNAYER — FERFIMTEEEXH. BXILTAMFHARES, ES

e 27.7.3.6 T “aa-enforce — HNRFIER" ,

aa-disable
aa-disable FTIZ2HA—1aZ 1 AppArmor BEE X HBGRFIER. Ithan 5 MAIZEE
HEENMY, HBALETE AppArmor BB EHFHZEEEX 4., {#F aa-enforce # aa-

complain SLAERFAIEXILEITH.

aa-exec
aa-exec AJBEIEEH AppArmor BEE X HH/HB IR IBIFAPRHINIERF. WNREIEE

TEREXHNZINTIE, BRI EPNEEA RS, WRNIEE T B
=8, FEAYRRFINEEXHRM, NREEXHMIINTEIRIEE, BERTE

HEREXHFHHFE1TIRS — NREF4%S aa-exec iIB1T—H,
aa-notify

aa-notify B@—NMEMHLAER, EREREIMEFER AppArmor iBEH],
TR UM EHITRE, UETEENRE/LRNBNEE, BXEZER, ES

W% 27.7.3.13 %5 “aa-notify” .

AppArmor FEZE{E ST SLES 15 SP2
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23.2 WMEZEHRZENRER

IAELERE AppArmor, BFIGEEENHENBEEX NN ARER. EEWREEXHN
R RARLEIRBENRNIER. UTREFRAAREREFAFPPFRIFERRNER, Rt
X LEA2 B AT LA T R P AYBR

cron {Eik
cron EHEITHRER. WEERFIRECRE L RIENEN, sTUERSNETT, B8
EZE0ILUEA root 1510517, BI80, cron BJLUEHIETT /usr/sbin/logrotate
R, EERKATE, EELBSHGLERARE. BT HRINAEXLLERERER, 15
BME23.3F “fEcron fRlRE .

Web M ABIEF
W TN S 28 ] LUARRTER, B3E CGl Perl BiiZAs. PHP TiE U NME S Z+H Web N TS
Ko BT HRINAEEHKLILERER, E2IE 23417 %W Web NAERHITRE"

PISRIIER
BEAMNEHONGERF RS[IHENEFIH) . BERPHANITISEEERF P
RN XERFEETHNAEGREAPEERIINR, MAMINZLEXREER
IEAERIFERRAN, NGB UEET B FE M RS ERE, BT RNAEkItEE
P, BERE 23427 “WHEREHTRE o

MR, ERCARIBFRIEFWEEEX . Fi0, SNEMAATLGER cp BFERERIX M+,
BT cp RMNKEBESNEEXHHFEEEXH, ERBERINEHMANEEXF. Alt, cp
FILAE RN AR EC B S RENS IR B NBIERIS .

23.3 fE cron {fElRE

EEHH cron BTNER, BREERNZAM cron BBE. BIRE, cron BEFEESR,
ALFECERENX G, EHAB cron UL EEFUTXHIEITH:

/etc/crontab
/etc/cron.d/*
/etc/cron.daily/*
/etc/cron.hourly/*

226 HEBEHZRENER SLES 15 SP2



/etc/cron.monthly/*
/etc/cron.weekly/*

crontab S<$EYIH/RIEYFIAFLH crontab, B root B cron R, BFEETH
root AP, AIGfER crontab -e RiEESST(FER crontab -1 7|HES

23.4 fENBNAIEFRE

f£F8 aa-unconfined T AR BhEIHNELLE XHIWEIRSZ BETIFIEF

aa-unconfined TEfFH netstat -nlp HSREEHENARIBHFABIRO. N5
LteiE ARXBERIET, URICEBZHM AppArmor BEE X145, 7AfS, aa-unconfined
T ESIREXEREFURSENMEFEXEER AppArmor BEEX 4, MNREFAZES], NIk

% “none” o

Q =
NREECIBFEREXY, ¥NERNEWREEXHNIER, FHZE AppArmor By
BRBRE

THER aa-unconfined & R:

3702@ /usr/sbin/sshd@® confined
by '/usr/sbin/sshd@® (enforce)'
4040 /usr/sbin/smbd confined by '/usr/sbin/smbd (enforce)'
4373 /usr/lib/postfix/master confined by '/usr/lib/postfix/master (enforce)'
4505 /usr/sbin/httpd2-prefork confined by '/usr/sbin/httpd2-prefork (enforce)'
646 /usr/lib/wicked/bin/wickedd-dhcp4 not confined
647 /usr/lib/wicked/bin/wickedd-dhcp6 not confined
5592 /usr/bin/ssh not confined
7146 /usr/sbin/cupsd confined by '/usr/sbin/cupsd (complain)'

0 FEDERFmS. WWHESEHMIEFAIHIZ ID KS (PID).
@ FE_MAR—FNEH, ARBIAEFHIEIEEZ
REMORTREIEFNEEXH (MRET) -

)
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Q =

aa-unconfined FZE root ¥, HARIEE AppArmor EEE X HRHIFIINTIETT.

aa-unconfined RXSMEEZEO, HLSIREFMBERZIRIHE, EEZAIREETEITAES
LAN ##ZOM#E,

BARMEEFNBEFNERMBFNEZIZEME. aa-unconfined TASKNHIRESR
P imi AR ARNMKIRE, B{XETFHIT aa-unconfined 7B IETEEITHIE P ik A
BF. X— N, RAMERS—RAEENET, MMEEFNAEFBERTAPEH
BETIETT,

M P ML E P RN REFR A AppArmor BEE XA NIEEUATF R F B RITF. Fitk, A
RRAPMEE P inNARERNEEE XHERENBL AP NES,

AT EEohEFISENAIEF, aa-unconfined <X - -paranoid %I, ZixS
WEFMBEEEITHHIE, MUKRATRESE M HEMEXEKSE AR XXX AppArmor EBE X 4.
AP UAES M EREEHRE AppArmor BEE X,
MREHEFNHESENEEEX Y, ERSERNNRAERNTHAS, &#RE
apparmor@lists.ubuntu.com HB4%5IFR, AppArmor FIRNEEEZEEX Y, HogesE
LRI E SUSE Linux Enterprise Server 1, HITEFRIEESEMEXH, BEaR
HEERAELZHNEEX 4,

23.4.1 Xt Web WAREFHITRE

EEH Web NHIZRE, FREER Web fRS528ECE. Apache Web ARSS23RIRTECE 14 LLIR

=, EEILE Web AREFEREEZITERT, XEURTAMEE, FKIABRT, SUSE Linux
Enterprise Server 3§ Web N Ef2FMETFEE /srv/www/cgi-bin/ ., NRBAABEESD
Web R FBT2FE8E —1 AppArmor BR& XX

HEIXLIEFE, FILUER aa-genprof #1 aa-logprof TEGIENFHE AppArmor ELE
X1,

BT CGl @3 Apache Web ARS3288H117, HLLEHMIT Apache B BRIECE X 4
usr.sbin.httpd2-prefork (G&FTF SUSE Linux Enterprise Server L8 Apache

2) #H{TiERR, LURIXME CGl BEMMITINPR, 5180, A /srv/www/cgi-bin/
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my hit counter.pl rPx —{Tra]#&F Apache 11T Perl BflZs my hit counter.pl B94Y
IR, MEERFEEZATF my hit counter.pl WEEEXMH. R my hit counter.pl
FEE5ZXBENETRBEXY, WM /srv/www/cgi-bin/my hit counter.pl
rix, MIimik my hit counter.pl 4t usr.sbin.httpd2-prefork EE&EX .
LR P ORERRDE A Apache TIEEEABEA CGl IAIS ERITINRILIRE B, BEER T LU
—ERIARINIRIE T CGl AMES, XB—MENRAE. HIF0, M /srv/www/cgi-bin/
*. {pl,py,pyc}t rix —1TH&5F Apache #1417 /srv/www/cgi-bin/ HEFBELL .pl (Perl
BiA) A .py 3 .pyc (Python Blzs) SR M. 0LFAR, MUAY ix ZF54EME Python
f A4k & Apache BEEX M, XEEHATFEREANEN CCl HARE BIMIALE XHHIIE .

Q =
7£ Web W BIEF A2 Apache 1E3R (mod perl #1 mod php) BY, MNREEEFHIE
PRHITEIR (apache2-mod-apparmor) IhaE, IB7ET YaST sep I THARINAC & X4
M ChangeHat TheE. EFAFHIZRS, 1BEENE 2821 “E1IE ChangeHat BA1EY
RERER" o

3FfEA mod _perl 1 mod _php B9 Web NFER, HMEREEEXHMEENLIERER
B EXMIFRT, “program” & Apache #HIEHNIVIEREZMBENMIA, ELRHFITHIT,
ifm AppArmor fREY Apache R 5FTEK URI B MMM FEREXH ( “BF ) FiAM
change_hat() .

~ )\ ﬁ

Q JES=
BHTHOMART R ZITRAR UR, BUAT Apache AR ATEMR S
. WMREZHFRF Apache EEENRMAREZHMAIE, H AppArmor $5HI51R)EM
BN, BEXHERHIRRANER, BERE 05 EROERE T RS
F" o

3+F mod perl # mod php Bz, XEiFKE Perl A, PHP TIEMIRZFR. #1140, ZRA0L
TFEREEXHE AT localtime. php TNERITHIFRI AU RFBYEIFXIRIGE 4

/usr/bin/httpd2-prefork {
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# ...

~/cgi-bin/localtime.php {
/etc/localtime r,
/srv/www/cgi-bin/localtime.php r,
/usr/lib/locale/** r,

}

MREREXFEEXH, AppArmor kizfY Apache 3§ DEFAULT URI tE8¥F, BEERW
T, ERLFEREEXHERLUHEEER. AppArmor 7EERIAIE R TiMHAY DEFAULT URI tEF
WP

~DEFAULT URI {
/usr/sbin/suexec2 mixr,
/var/log/apache2/** rwl,
@{HOME}/public html
@{HOME}/public_html/**
/srv/www/htdocs
/srv/www/htdocs/**
/srv/www/icons/*.{gif, jpg,png}
/srv/www/vhosts

/srv/www/vhosts/**

o I B I B I B B |

/usr/share/apache2/**

/var/lib/php/sess * rwl

EF A AppArmor EZE XX AT Apache QM ERYFREMTIA CGl B4, 4% DEFAULT URI
FEEXGE N ENS X, BXEA Apache (Bl Web WEIEFHIFMAES, 155
WEE28E “fFH ChangeHat 193 Web R BREFHEEXH

23.42 WMBRIEHITRE

BEENFTENEREXMINERSSETIFEFINEE i (FI30 fetchmail 5
Firefox) , BNAETENLOARKEL. FIh, EEEEREIXERAMNNER, HAH
FREZNIEFRHEEXS. WRENEEFRMNBHRONFIEREFRHTEEXS, Ba
WEHERRE AppArmor BECE X HRER, MITEHENITEN ERIXHRS.
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fERRMWIER (FI%0 nmap) MITEANIMEFEFHERS 2SS ERABRNERO, U root &
£ netstat --inet -n -p S MUEHIAEAM. ARKEHEN, UHERLRER
T8 P & TR BYFF s AT IR

0O &F

BRFABFIRERETRIFASERER, ES netstat s SHIFMTTL
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24 ECESFAGFIIEZR

%2 AppArmor EEE X4 RIEFIN ARZFIIRFIEEEREBEEW,. AppArmor it 7T Z#HT A
REMOIRIEEX . BERHREIVIEHE, EERE—FSERTHNESEANSIETERL
HIRZ FARE - HARE SR A& Y I IR A BT TA PR SR B

RETERHEES RN ENEERETUN A BV EERREN AREFIEEX

%, AppArmor =T B T AR IRELE X4 EHRANEL,
EREMEREXGIERG, ERETF T2 AppArmor ILEXHRES. BHRITIHRE,
Mﬁ?ﬁ%%ﬁ#%ﬁ#ﬁhioNmmmm%EY#@@%¢T%%EWL@$HTE%%
BEXHREREER:

Include X%
Include BRI B FRENEM AppArmor EEEXHBIARER D, RIEWHECE X HRIZEE,

ii:E
HRE2RE NN AEFES DR include B4,

EFIR
EFREEETRATEFEANVEEXARA include EA

IjJ EINRE(A POSIX.1e http://en.wikipedia.org/wiki/POSIX#POSIX.1 2 Linux THEERIED
BXHI, A ATFRAEE RS REHIZE D EERNN RS E B RITHLRRE,

P45 1 i) 45 ) BT
P& T IRl A T st i SRV AN S R IR R 48 17 7]

REREEENX
T

REfE EE X B ZAYIRIZETT T

XA iR
XA RIS E N AR R Al A RIS &R

rlimit IR
rlimit Ik EFIEHIN BIEF AR TRER .
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MEBEXHBEEMREEXHNEFNER, EE0E 2327 "HEZEEREHER -
EFaER YaST #4932 AppArmor BBEX 4, 1B EIF 26 = “FH YaST WEMEEIIE S
"7 o BB AppArmor S ITREMWERENXMY, BRINE 2715 “MaSOmELREX
% o

BX6Z AppArmor ELEXHHE LT, 152 man 5 apparmor,

24.1 & AppArmor BEE X4

ENAR BRI UK EZREXHHIERE, REENGEMEERRFIEEX A
T, ABIEATEA /usr/bin/foo MBI AEFNECEXH:

#include <tunables/global>@
# a comment naming the application to confine
/usr/bin/foo® {©

#include <abstractions/base>@

capability setgid@®,
network inet tcp@®,

link /etc/sysconfig/foo -> /etc/foo.conf, @

/bin/mount ux,
/dev/{,u} @ random r,
/etc/1ld.so.cache r,
/etc/foo/* r,
/lib/1ld-*,so* mr,
/lib/lib*.so* mr,
/proc/[0-9]** r,
/usr/lib/** mr,
/tmp/ r,®
/tmp/foo.pid wr,
/tmp/foo.* lrw,

/@Q{HOME} @ /. foo file rw,
/@{HOME}/.foo_lock kw,
owner @ /shared/foo/** rw,
/usr/bin/foobar Cx, @B
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/bin/** Px -> bin generic, @

# a comment about foo's local (children) profile for /usr/bin/foobar.

profile /usr/bin/foobar@ {

/bin/bash rmix,
/bin/cat rmix,
/bin/more rmix,

/var/log/foobar* rwl,

/etc/foobar I

# foo's hat, bar.

@ ® 6 © ®© O

® © 9O
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~bar@ {

/lib/1d-*.so* mr,
/usr/bin/bar pX,
/var/spool/* rwl,
}

EREHBEETEE NI,

ZIREIFEFRIRSE LR,

E1ES ({}) S include BE. FERENXM. BEM. NEETAMEMNALS.

Ith5 2R EX AppArmor BR & S BILA M L EIL AL E XX 1o

IHREUE AR B AE™ 29 POSIX.1e EZXINEE,

HTE 7 FARE R E T ML ILIRRIES. BXIFMER, FEE £ 24517 “WEH
EIEE

BEIEXHIN, IBEFEHRIRBR. BXEZER, BENE 24767 “HEHEH” o
LERRITEIES ({3} ) AFFRFINS N ETENE, HP— N aINEATFR S,

BRI, IBERFEAI LA RANWLEXS, REMINE—IFDEE X HRILE T EE
2 (BEENFRAGBED) , FIWHIETAFHIFRER BIH r RRE, w KRR
5, X RAHIT) » BEBNFLAUEEEAXENTEFR (THRIHIRRT) , B4
USRI R FE BRI GRAR. AILUAERATEI RS IAREAHERIGESERE
o 2247 "XHHRANRETD PRET R BIREIRS SR,
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T ERT BA— T EENE ML E X BN A Bl E,

@ HEEFHAN, BFMAFPMAEXHINIEENIR. BXEZER, B5EE 247871
“WEEFHEAN” .

@ IITE N FRENAELE XY /usr/bin/foobar, 5 24.12F “BiiTiEzl" BigtT
B ARITIER SRS BR,

@ EFRAUTL2BEERERD bin_generic BEBEXHMZELBEXXHER. BXIFAER, 5
BME 241277 “GREEXHER .

FHECEX M /usr/bin/foobar TELLERDHE X

@ LtEHSIATHRARERN “BF FEEXM. BX AppArmor ChangeHat HRERIE L4
T, E8NE 28F “fER ChangeHat & Web NARRFEHNEEXXHE”

NEFEIBEEXME, iEFRAEREEX FPEER . RV POSIX A, XLERR
HIBITASAHN Linux A RlIEHIIHM T,

mfl: EIR1E CAP_CHOWN IfgE, FERRREBIEE R Linux A RIESI T iAR

CAP_CHOWN (E=EHN root HEMN#HIE) , HEHBEXHFLIEE chown 8. SLtE
A, ZHeEE AN /foo/bar X4, BENXGRBEMPRAIIILEERAR ID #RI1, HA
HEEXHPHILE /foo/bar we

iE& AppArmor MNBEIRIFIZRTE /var/log/audit/audit.log (WMIREZRE audit
B48) . /var/log/messages #, FNIERTE journalctl A (MIRKRLEERN
syslog) o AppArmor FINEE AR LR ELIZER, BAKENXEREIAR, EEFRIER
T, AppArmor [RHIER AT LAZE IF IR FHE BT REXT AppArmor BT i SXH SE 3 T TRV T

24.2 BCENIFRE

AppArmor ElIRFIMFHARRREME X 4. tMEREX M. RAXEKWEEXH. ANHIED
EXHMEF. MERLENXHNRKBENEEXGERRINEEXH, FEEET /etc/
apparmor.d/ TRIFRENXH, AMECEXHMEFEREREEXHFRER RN FEEX
r, BTN NARREFNFESREE ™R EEIRE.
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24.2.1 PREEEXH

AAIARY AppArmor BEE XX PRI H B MKEXEIRER, Blt, EBEXHNRIIGIISHEZREIH
N T2 BB 12 AR LA,

/usr/bin/foo {

}

FUARZRAHIZHIT /usr/bin/foo BY, FisBfERLLEE X,

24.2.2 RREWVECEXF

AREWEEXHFAIEBEXGRARITEF, REAZEXREKEINARRERF. RXEXB
REXHNRIAEFEXEF profile, EAUBREEFREXHRIR, BEFELUITRE:
BIMARELU © & . FAAk. IRBMEETH, BIAREHEESISH. WRBRA / F
X, WRZEEEXHRAIREEEX S, R TR N CEXFEER:

profile /usr/bin/foo {

}
/usr/bin/foo {

}

RYKEF2EMERRXBENREN S, tAEEd Px MINNEEMIEE X HFIRARX
BNREEX Y, RERAGIEEXHEIR (BBNE 241271 “GRLEHEIR" ) &
change profile #MN GEBWE 24257 “EXIN” ) BHXEZIER,

—MRANHERASEENEREXH (130 /bin/bash) REINAKLAREFNERREXHE
BRARKENEREX . SlTEIRATREABIRHIRF

24.2.3 ZAHIECEXfF

ZHECE X RIS A B N R IRV AiEF Behr S AREFRE L T IRIRE, HsEA
KWFrREEREXHS, A2, ENRATXREEXHH, FLL profile XBEFHK!
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/parent/profile {
profile /local/profile {

}

BEMANBHECE M, BERA ox M BZ2NE 2412207 "BEAMEE XX HRITIER
(Cx)" ) BimpREEXMHHEI (BBIE 241277 "GrRELESFRRT )

2424 WEF

AppArmor “18F" BFAMEEXH, ENIFEE—LMIMNIRE], LUKAITFER
change_hat ®%#EXEREHRIRIMN. EXIFMREA, BSN £ 285 “FH
ChangeHat 193 Web N BREZFHNEEEXH" -

24.2.5 FECGRN

AppArmor 12f£7T change hat # change profile N, AFizHigEE
#, change_ hat BIEEREXHFENXIEFHRIEE, M change profile MUESIAS—
MEEXH, FHLXKEF change profile Fk:

change profile -> /usr/bin/foobar,

change_hat #1 change profile #iRENARFSHNEEXHIER, MEERBE
BN A EF. change profile EEHEMECE XM ZEIYREBERNE R

#, change hat IREAIEIFNRXFER, HP, WARFIIMREEEXHIREIEFREENX
%, NRERMERNNZEZH, NHEGEIMENREEXH.

change profile RIEERATNAEFREEALNAIEIREME, FEER REERMNESIRY
1B5. TR EMSNSITANEARREEEX G REENETEIHE, BEREXHIER
HIFTEIRAITH, EERMRAITEERT 2T ANRELSEIR. BEms, E0LURHITIEM S 4
TR (FIRECIIREIRNEFMES) WERT, RAEFEERNARTA,
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change hat &REEHTHNBERFEETARMENAEFAIE (5190 Apache BY mod php)
BHiZhinS RN RN RSB N, BT change hat BREINZZHBEFENHEFN
RFEF, FLERPEEMNEE, AN AEBBEZIFINNFNNR. ERDRXXHIHINRHRIREE
B, FAAEFAILIREIX X 4amaipe, BR2XEX4aif. RN AEFEHITEH
B R PRT A X HRYIAR], WIZRIREE AR XEX 4R, HHREX ST
PRt TH18),

EE: BiEmmRet
change hat # change profile EHFRRIMBIHITRMNEEETE, ERELN]
NS IHENRNEIRS, BARRXFBITHNER.

24.3 Include i&f]

Include EAIERI{EENE M AppArmor ECE X HRVAH UG HECEXHA1EL. Include XF=
O ERIZFIILIRGR, BIEA include, ERIUBEREFE T HNECEFEEENERBREM
XEBIRBR, fEA include BLRVI