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1 SEV &Y

R EAEFRIITT EAN SR HITINE X TINEEBREI 2 E, 18 RAM FEFRIBUEHARM
o XARERFEXEMERELBINHIBAHRRNRENRENREE, HIXKAER
FRAILLIRFEZEEMTE: BRPAIMARFELET NVDIMM (FEZRMERAFEIR) EABEH
ERVEIRIRRIFAE, mERERESL SSD ERBIE—1F, MRRME, EENE[ES (08X
IR, OLTHEER) AR ME,

AMD B9 SEV (REMBEDME) KABIRENEALUSHAAMEZEESD VM BAE, AR
1P Linux KVM E#i#le SEVIRRIITEHRAFERABTHNE R, ZEREIAELS VM BFIEE, (FA
B EEWINBAFER, SEVSIERTITENE, FIIFEH, VM RETIREMRSS 2
£, AFE VM FREERIZHIZ T, XEFTROFEE TBREEEFAEENASGEE ST
Z TR VM RO E,

£ SUSE Linux Enterprise 12 SP4 Xz LA _EhirZ<FI BRI+ HEY SUSE Linux Enterprise 15 £§3PhR
AH, W% QEMU M libvirt Z#FER SEV SIBMERE VM,

2 VM FHEXK

VM ENBEHABZ 5 AMD BY SEV KR, ZRMENIEHZEZH SEV, FHRE sev BMER
BEETE libvirt BT, HEHERSKERS:!

<domainCapabilities>
<features>
<sev supported='yes'/>
</sev>

</features>
</domainCapabilities>

tesh, EHIR kvm_amd RIZIEREEBH sev S

/sys/module/kvm _amd/parameters/sev = 1
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3 VM EX

VM A8 Q35 1HEVISEE BAZEA UEFI B4,

Q it&: Q35 % IDE ¥

Q35 ItEHKASH IDE I=HI28, F<#F IDE o

FrE virtio IREEEEEE iommu="on' BY (FH <driver> BEH) . Lk, KM
BEX VM FEBFrE REXKIENEZENFIARE (DMA), UBFAEME,

4 VM ECE

fi1: RHEREXHE
g0, BECET 4 GB IFFAY SEV INZE VM B EELIT XMLECE:

<domain type='kvm'>

<memory unit='KiB'>4194304</memory>

<currentMemory unit='KiB'>4194304</currentMemory>

<memoryBacking>

<locked/>

</memoryBacking>

<0S>

<type arch='x86 64' machine='pc-q35-2.11'>hvm</type>

<loader readonly='yes' type='pflash'>/usr/share/qemu/ovmf-x86 64-ms-4m-
code.bin</loader>

<nvram>/var/lib/libvirt/gemu/nvram/slesl5-sev-guest VARS.fd</nvram>

<boot dev='hd'/>

</0s>

<launchSecurity @ type='sev'>

<cbitpos>47</cbitpos> @

<reducedPhysBits>1</reducedPhysBits> @

<policy>0x0033</policy> @

</launchSecurity>

<devices>
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<disk type='file' device='disk'>

<driver iommu='on' name='gemu' type='raw'/>
<target dev='vda' bus='virtio'/>

<source file='/vmimages/sev-gquest-disk.raw'/>
</disk>

<rng model='virtio'>

<driver iommu='on'/>

</rng>
<memballoon model='virtio'>

<driver iommu='on' /> @

</memballoon>
<video>
<model type='qgx1l' ram='65536' vram='65536"' vgamem='16384' heads='1"

primary='yes'/>

</video>
</devices>

</domain>

7t& launchSecurity type='sev' , EABSBRET VM REFEREMNZE,
BRAGFENER, NREINARERIRFEF, EREP—MIEmIH (B C
fiI) #17tRic. HHM cbitpos jTE, 1EMH Guest IR C I E, FIUl,
B 47 RATIRIMHPNE 47 (D REZAZEMNE, CA#FMENA CPUID 3%
B, AS5EHEEX, ;tE cbitpos NESBREERRFMEX, AIMHTHEERRY
sev JTTERKREL

BRRENER, RIaZ2XRYEEMIETEIFEL(, 4FEHN reducedPhysBits
TTEREIYIEMA 48R, 5 cbitpos &, reducedPhysBits BIESLMIE
BRIIMEX, FATMNEINEEFRY sev TTRIREL

WFER policy TTHRBMHAIER SEV BIFL4EIFRY Guest SRB8, L3RRS H B3R HISC
I, ATERHIE VM LRI HEEREEEFRITHEENIR(FS<S. Bl VM IFiEHsy
Guest JRE&S1% VM BEE—IE, BEEBENEMARELTEEN.
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O B&7T launchSecurity i&€E%h, SEVINZEHI VM EANIEKE iommu="on"' B
(E8 virtio &K&P) . FEIETLLEMA 8 QEMU RRYIZEE A DMA
API,

Guest REEZEX I TH 4 M ERFSFT!

%R 1:. GUEST HBREN

i1 EX

0 NRIZE, WARRIFFIR Guest

1 MRIGE, WARRIFSHEHM Guest HEZEA

2 NRIGE, WFEE SEV-ES

3 MRIGE, NWARRIFR Guest KIZFIHMTE

4 NRIGE, WAREE Guest FXFRBEFIZINHEMTS
5 NRIGE, MRS Guest FIXFIRZHr SEVIHMFES
6-15 RE

16-32 TR Guest (FIXBIEHFhRAERIEMT S

A% dhCert TTEIRH Guest FTEER base64 4wt Diffie-Hellman (DH) 20, ZZRARFE
SEV B+ 5 Guest FTEE ZEINAENZZH, ENZZHZE2AFE SEVEHS Guest
FrE& 2B A5 EIE,

Bl session JTEIRM Guest FiEER base64 RIS =1E Blob, %0 SEVAPI #SEHREN. &
B0 SEV MEFE X IE Blob #z0AY LAUNCH_START £B935

SEV 1IZERY VM BB E R E RTZEXIE, LAt IF DMA HBrLE R4k, wIfER
memoryBacking B locked FrtHRIEEARFNER BT, rAIESEMVEENER K

T RERHITEXNAFNE. BXE VM RERAATIRIFAESE, BFEREIMEEELE (&
PMURESERY XE,$£4.1.17F “B VM EHIRS 2 VM Guest BERFERA AR
NR=ENFHSIE SEVVM FREH LT AR, BABEREFIZE EHNERFIMEZERSZ, N
RIRFNIME, VM BEHKILE,
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5 ZnIPRS!

° 7£ SEV INEM VM RIZTTH Guest IRMERAMNE R SEV 2HF, Bai SUSE Linux
Enterprise Server 12 SP4. SUSE Linux Enterprise Server 15 #1 SUSE Linux Enterprise
Server 15 SP1 #BiEftitb 735,

o HRIARZFIS RARTFRIME RFIRAEFRIRSHEIRCE, XR7 SEV IIZH VM FTTEM
REBIRE, FHETEHITENES, MEH VM eIREEEMEN L XHANERR,

o SEVINZER VM TG SeTEERRNENIRE (B PCIE®E) o
KK, HEEM. BFNSEREREHITIEER, BIARXERS.

6 E% S /%\

e https://developer.amd.com/sev 2 — AMD-SEV &R

e https://developer.amd.com/wp-content/resources/55766.PDF &# — AMD SEV-KM API
ASE (PDF)

e https://github.com/AMDESE/AMDSEV/ # — B &RFIFI TAR AMD SEV GitHub f&7FE

e https://libvirt.org/formatdomain.html#seva — libvirt SEV BeEi&E

GNU free documentation license

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA. Everyone is permitted to copy and distribute
verbatim copies of this license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document "free" in the sense of freedom: to assure everyone the effective
freedom to copy and redistribute it, with or without modifying it, either commercially or non-commercially. Secondarily, this License preserves for the author and
publisher a way to get credit for their work, while not being considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document must themselves be free in the same sense. It complements the GNU General
Public License, which is a copyleft license designed for free software.

We have designed this License to use it for manuals for free software, because free software needs free documentation: a free program should come with manuals
providing the same freedoms that the software does. But this License is not limited to software manuals; it can be used for any textual work, regardless of subject matter
or whether it is published as a printed book. We recommend this License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the copyright holder saying it can be distributed under the terms of
this License. Such a notice grants a world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated herein. The "Document", below,
refers to any such manual or work. Any member of the public is a licensee, and is addressed as "you". You accept the license if you copy, modify or distribute the work in
a way requiring permission under copyright law.
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A "Modified Version" of the Document means any work containing the Document or a portion of it, either copied verbatim, or with modifications and/or translated into
another language.

A"Secondary Section" is a named appendix or a front-matter section of the Document that deals exclusively with the relationship of the publishers or authors of the
Document to the Document's overall subject (or to related matters) and contains nothing that could fall directly within that overall subject. (Thus, if the Document is in
part a textbook of mathematics, a Secondary Section may not explain any mathematics.) The relationship could be a matter of historical connection with the subject or
with related matters, or of legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of Invariant Sections, in the notice that says that the Document is
released under this License. If a section does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The Document may contain
zero Invariant Sections. If the Document does not identify any Invariant Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover Texts, in the notice that says that the Document is released under
this License. A Front-Cover Text may be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose specification is available to the general public, that is suitable
for revising the document straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or (for drawings) some widely available
drawing editor, and that is suitable for input to text formatters or for automatic translation to a variety of formats suitable for input to text formatters. A copy made

in an otherwise Transparent file format whose markup, or absence of markup, has been arranged to thwart or discourage subsequent modification by readers is not
Transparent. An image format is not Transparent if used for any substantial amount of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input format, LaTeX input format, SGML or XML using a publicly
available DTD, and standard-conforming simple HTML, PostScript or PDF designed for human modification. Examples of transparent image formats include PNG,

XCF and JPG. Opaque formats include proprietary formats that can be read and edited only by proprietary word processors, SGML or XML for which the DTD and/or
processing tools are not generally available, and the machine-generated HTML, PostScript or PDF produced by some word processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed to hold, legibly, the material this License requires to appear

in the title page. For works in formats which do not have any title page as such, "Title Page" means the text near the most prominent appearance of the work's title,
preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named sub-unit of the Document whose title either is precisely XYZ or contains XYZ in parentheses following text that translates XYZ

in another language. (Here XYZ stands for a specific section name mentioned below, such as "Acknowledgements", "Dedications", "Endorsements", or "History".) To
"Preserve the Title" of such a section when you modify the Document means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License applies to the Document. These Warranty Disclaimers are considered
to be included by reference in this License, but only as regards disclaiming warranties: any other implication that these Warranty Disclaimers may have is void and has
no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or non-commercially, provided that this License, the copyright notices, and the license
notice saying this License applies to the Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this License. You may not
use technical measures to obstruct or control the reading or further copying of the copies you make or distribute. However, you may accept compensation in exchange
for copies. If you distribute a large enough number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document, numbering more than 100, and the Document's license notice
requires Cover Texts, you must enclose the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front cover, and Back-Cover
Texts on the back cover. Both covers must also clearly and legibly identify you as the publisher of these copies. The front cover must present the full title with all words
of the title equally prominent and visible. You may add other material on the covers in addition. Copying with changes limited to the covers, as long as they preserve the
title of the Document and satisfy these conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed (as many as fit reasonably) on the actual cover, and continue the
rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either include a machine-readable Transparent copy along with each
Opaque copy, or state in or with each Opaque copy a computer-network location from which the general network-using public has access to download using public-
standard network protocols a complete Transparent copy of the Document, free of added material. If you use the latter option, you must take reasonably prudent steps,
when you begin distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain thus accessible at the stated location until at least one year
after the last time you distribute an Opaque copy (directly or through your agents or retailers) of that edition to the public.

Itis requested, but not required, that you contact the authors of the Document well before redistributing any large number of copies, to give them a chance to provide
you with an updated version of the Document.
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4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and 3 above, provided that you release the Modified Version under
precisely this License, with the Modified Version filling the role of the Document, thus licensing distribution and modification of the Modified Version to whoever
possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Usein the Title Page (and on the covers, if any) a title distinct from that of the Document, and from those of previous versions (which should, if there were any,
be listed in the History section of the Document). You may use the same title as a previous version if the original publisher of that version gives permission.

B. Liston the Title Page, as authors, one or more persons or entities responsible for authorship of the modifications in the Modified Version, together with at least
five of the principal authors of the Document (all of its principal authors, if it has fewer than five), unless they release you from this requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.
D. Preserve all the copyright notices of the Document.
E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include,immediately after the copyright notices, a license notice giving the public permission to use the Modified Version under the terms of this License, in
the form shown in the Addendum below.

G. Preservein that license notice the full lists of Invariant Sections and required Cover Texts given in the Document's license notice.
H. Include an unaltered copy of this License.

I.  Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the title, year, new authors, and publisher of the Modified
Version as given on the Title Page. If there is no section Entitled "History" in the Document, create one stating the title, year, authors, and publisher of the
Document as given on its Title Page, then add an item describing the Modified Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy of the Document, and likewise the network locations
given in the Document for previous versions it was based on. These may be placed in the "History" section. You may omit a network location for a work that
was published at least four years before the Document itself, or if the original publisher of the version it refers to gives permission.

K. Forany section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the section, and preserve in the section all the substance and tone of each
of the contributor acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles. Section numbers or the equivalent are not considered part of the
section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in the Modified Version.
N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any Invariant Section.
0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary Sections and contain no material copied from the Document, you
may at your option designate some or all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the Modified Version's license notice.
These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of your Modified Version by various parties--for example, statements of
peer review or that the text has been approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the
Modified Version. Only one passage of Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any one entity. If the
Document already includes a cover text for the same cover, previously added by you or by arrangement made by the same entity you are acting on behalf of, you may
not add another; but you may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their names for publicity for or to assert or imply endorsement of any
Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms defined in section 4 above for modified versions, provided that you
include in the combination all of the Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of your combined work in its
license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections may be replaced with a single copy. If there are multiple
Invariant Sections with the same name but different contents, make the title of each such section unique by adding at the end of it, in parentheses, the name of the
original author or publisher of that section if known, or else a unique number. Make the same adjustment to the section titles in the list of Invariant Sections in the
license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents, forming one section Entitled "History"; likewise combine any
sections Entitled "Acknowledgements", and any sections Entitled "Dedications". You must delete all sections Entitled "Endorsements".
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6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this License, and replace the individual copies of this License in the various
documents with a single copy that is included in the collection, provided that you follow the rules of this License for verbatim copying of each of the documents in all
other respects.

You may extract a single document from such a collection, and distribute it individually under this License, provided you insert a copy of this License into the extracted
document, and follow this License in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or works, in or on a volume of a storage or distribution medium, is
called an "aggregate" if the copyright resulting from the compilation is not used to limit the legal rights of the compilation's users beyond what the individual works
permit. When the Document is included in an aggregate, this License does not apply to the other works in the aggregate which are not themselves derivative works of
the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the Document is less than one half of the entire aggregate, the
Document's Cover Texts may be placed on covers that bracket the Document within the aggregate, or the electronic equivalent of covers if the Document is in electronic
form. Otherwise they must appear on printed covers that bracket the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document under the terms of section 4. Replacing Invariant Sections with
translations requires special permission from their copyright holders, but you may include translations of some or all Invariant Sections in addition to the original
versions of these Invariant Sections. You may include a translation of this License, and all the license notices in the Document, and any Warranty Disclaimers, provided
that you also include the original English version of this License and the original versions of those notices and disclaimers. In case of a disagreement between the
translation and the original version of this License or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History", the requirement (section 4) to Preserve its Title (section 1) will typically require
changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for under this License. Any other attempt to copy, modify, sublicense or
distribute the Document is void, and will automatically terminate your rights under this License. However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License from time to time. Such new versions will be similar in spirit to
the present version, but may differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/ 2.

Each version of the License is given a distinguishing version number. If the Document specifies that a particular numbered version of this License "or any later version"
applies to it, you have the option of following the terms and conditions either of that specified version or of any later version that has been published (not as a draft) by
the Free Software Foundation. If the Document does not specify a version number of this License, you may choose any version ever published (not as a draft) by the Free
Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the “with..Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing these examples in parallel under your choice of free software license, such as

the GNU General Public License, to permit their use in free software.
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