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HT —MEEM—P ST ITEBT#1T Supportconfig 494 (SCA)e BXIFAMEE, 1B
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BLAERE (£ tux>gg
HWITHT, BREKMITRYIRTT

—\\ —\\

FFRRFZ (\) TTo

> command -Xx -y

output line 1

output line 2

output line 3 is annoyingly long, so long that \

we need to break it

output line 4

[...

]

output line 98

output line 99

HINREFHBAEERT, UWERSRARSHELARERF. ERUEFMIIFHREREH<H
BEEER. KEMHSEANRGISH - -help, EZEWATERAIEESHMNEETIR.
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2.1 ZHEIA

REBSD Linux RAERMTAIZBARENENFE, A2, AN TANEREEE
BTV RAREREE—SHRERGNE D, BAERAXETER,

2.1.1 vmstat
vmstat WEB X#HIE. W7E. HEFFl CPU IS E.:

vmstat [options] [delay [count]]

MREAEELEMHHENF R MARLIAR, ERERE LXESISLKRITIIE, MR
ZEERERE (UMWAEA) BA, ERETSGENER (UTRFIFARY) BE. it
{B#E%E vmstat NHITHVEFRTRER. MRTEELE, BTEE—HIZTEIFHEFEL.

2.1 EGHTEN LN vmstat itk

> vmstat 2

procs ----------- memory---------- --- swap-- ----- io---- -system-- ------ cpu-----
r b swpd free buff cache si SO bi bo in cs us sy id wa st
1 0 44264 81520 424 935736 0 0 12 25 27 34 1 098 0
0

0 0 44264 81552 424 935736 0 0 0 © 38 25 0 0 100 O
0
0 0 44264 81520 424 935732 0 0 0 © 23 15 0 0 100 O
0
0 0 44264 81520 424 935732 0 0 0 O 36 24 0 0100 0
0
0 0 44264 81552 424 935732 0 0 0 © 51 38 0 0 100 O
0

2.2 SHETEN LS vnstat @t (3 CPU FRH)

> vmstat 2
procs ----------- memory----------- --- swap-- ----- io---- -system-- -----
Cpu------
r b swpd free buff cache si o) bi bo in Ccs us sy id wa
st

7 ZFIRT A | SLES 15 SP4



32 1 26236 459640 110240 6312648 0 0 9944 2 4552 6597 95 5 0 0
23 1 26236 396728 110336 6136224 0 0 9588 0 4468 6273 94 6 0 O
35 0 26236 554920 110508 6166508 0 0 7684 27992 4474 4700 95 5 0 0
28 0 26236 518184 110516 6039996 0 0 10830 4 4446 4670 94 6 0 O

21 5 26236 716468 110684 6074872 0 0 8734 20534 4512 4061 96 4 0O O
BE—. +A s ’,—
O) 77 BHENE—T
vmstat HiHAE—1THRA BB ERES I RLERFIYE,

BIEBTRUTER:

ERATFRAIBITRSHERZR, XEHIZIETEHRIT, NEEFHFEIAEN CPU M, MRIL
FIRRHIZS RS S TAIA CPU BB, AlaERT CPU BHRE.

b
ERIEESFFRR CPU LUMETRRIHIER, WMRILTIFHEFIRA, AJgERRHEINT 1/0 7]
R (MBI HER) o

swpd
HEIfERNRRTB)E (KB),

free
FEFAHAEFEE (KB)o

inact
RITARFEANELEININRNGE., NHESFERSE -a EiNER) BH vmstat B, 15074
Al e

active

REBFERNEERBER TASBIRIRGF. NHEESERESH -a (BINER) BB
vmstat BY, 5B,
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il N1 U

cache
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si/so

BYWMIR=TETEE] RAM (si) BiEM RAM B EIAZHR=E(E] (so) RYEUEE (KB). SNRTER
K—ERBJEIA so BIRK, AJRERTNARFETRERNE, FEMRINAFEERL,
MRARK—ERMEA si BRA, AIRERTERKNELGTIEEDRSHIN BAREFIE
WE T ERTS. WRARK—EREIEA si # so EE#RA, NERRFERRE, HA
RERTHREEIRATREES RAM, ENEERBHNAFIUETHIIEE,

bi
FMBRIGEREIRIRE (10, HEIEE) . FER, RifWTmitidt 2Ra0E, R
KIMBRIBXG RGNS, [Br LU stat TRAEFRAE. NIRFEEHEHIE, WaE
F iostat,

bo
BUERIGERXMRE (I, BMESN) . FiE, Kttt 2rRE,

in
ST, MRILERAK, TIEERT /0 &3 (MEM/HEE) KRe, BHEAER
HFEMERAL T RS, fi0, HiEshfdk 7 A28k, 5SHERIEE /
proc/interrupts LURS|RETRISKIR,

cs
SWIFRETIR A, XRAZBEAEFT—MEFNAIHITHBEIRAS—EFNEHRITR
AR ER,

us
WITN FBRZRACIEE CPU BEB 7Lk,

sy

MITRZAEBRY CPU AE B 73t
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CPU =SB E Db, MRERK—ERNEINILENE, FRRER CPU EEEHAR T
Bo XA—EZRERENTR — RFEESE r Ml b JIFHERBECHHENESAEER
By CPU &7,

wa
gNR “wa” HEARAE, RTRBATIERFRI/OMBRKTELE, WREAIEFER,
a0, WMRZREERFRENXGMEEERITAR DIREHEEFERN. LI, &ErEE
RRFEEHRS (NENER) . &a, XAURKRTHEENIEMRNEFEES (55
WE14E “WRAREFEEETFRSE ) o

st
MEEWIHBARY CPU BFBIE 3 ko

BXE %W, FS 0 vmstat - -help,

2.1.2 dstat

dstat B\ T vmstat. iostat. netstatz{ ifstat FTH. dstat TR BREXRAR
BENER. Bld0, ERI4EE3KE IDE I=H SRR Pt IR E R E, SiEsHETHE (L4E
[EIRYEIFR) LRI T 5o

BINERT, HRBEETRES TIRRRER, 3FE, ALAER CSY (EE5RFRFRES
ANE30) Hitho

dstat L Python R E#Y, B]LUES M RIEE,

TER—WRIEE:

dstat [-afv] [OPTIONS..] [DELAY [COUNT]]

FRE &SI eEN, MNRFAHEAESE, dstat FEREXCPU (-c. --cpu) . i
£ (-d. --disk) « WL (-n. --net) . 97 (-g. --page) UKRARSH (-y. --sys)
FRETFIIME YIRS ; ESTREAtETRIFE L

# dstat
You did not select any stats, using -cdngy by default.
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----total-cpu-usage---- -dsk/total- -net/total- ---paging-- --- system- -
usr sys idl wai hiq siq| read writ| recv send| in out | int csw

O 0100 06 © 0] 15k 44k| © | © 82B|] 148 194

O 01006 0 0 0 0 0 |5430B 170B| 0 0 | 163 187

O 0100 0 0 0 0 0 |6363B 842B| 0 0 | 196 185
'a\ "all

HETF -cdngy (BRIAE)

-fo --full
¥E-C. -D. -I. -NA0 -S RMFIF

-V, --vmstat
YT -pmgdsc. -D total

DELAY
FREHAVIERIER
COUNT

R Z AR B RBYERTRER

FRONIER A 1, 1HERRIEE (FERRED) o
EXFAGER, 1580 dstat WFMDT, EMUEA http://dag.wieers.com/home-made/
dstat/ 4,

2.1.3 RSGESNEE: sar

sar JUAERXF/LFFAIEEERFAEINZMIRSE, EHEIE CPU. WE. IRQ BZ. I/OF
WL, EIXRFUSENERIRSE. sar S M /proc X RFEURETIE,

Q) “E%‘\: sysstat {4+ €L
sar i E sysstat BB —EB73. FILAER YaST & zypper in sysstat aid®
HEiZWHE, sysstat.service TRINMER TASEL, HAERAUTHSKERH
BohE:
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> sudo systemctl enable --now sysstat

2.1.3.1 f{EH sar £iikS

BRREMRE, FAMA sar HisEER (7)) Mitdk. BEMXHERIRS, BEAED -
EEXHR, MABREERRNITE. MRKEEXHR. ERMITE, sar =AM /var/
log/sa/saDD Epkilks, HA DD RRHAIHE. X2 sadc (RAUVECIEIENESS) RKHEIL
ESAFRRIMIE, RS -FERERZS XM

sar 2 10 # real time report, 10 times every 2 seconds
sar -f ~/reports/sar 2014 07 17 # queries file sar 2014 07 17

sar # queries file from today in /var/log/sa/

cd /var/log/sa && \

sar -f sa@l -f sab2 # queries files /var/log/sa/0[12]

THRETERN sar PRATHREER. BXE8YSXNEAER, BZN sar Bhman
(1)o

Q IE: RBELAA sysstat R
Y sysstat IRSZFLERS (BIg0, EESISTXVEE) , ZTARMSBIBMET /
usr/lib64/sa/sal -S ALL 1 1&<{WERE—SHNRIT. RN ZHEEIEE
FERGUETHEIE .

2.1.3.1.1 CPU BEiRE: sar
MNRARLEEFEREANIEITEA sar, E2ETREX CPU AEmMERIRE. EZAESEFTEN
t, BCEFRE CPUMLR, EAED -P ALL FAIEEH SN CPU B4t

# sar 10 5
Linux 4.4.21-64-default (jupiter) 10/12/16 _x86_64 (2
CPU)
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17:51:29 CPU suser %snice  %system  %iowait %steal %idle

17:51:39 all 57,93 0,00 9,58 1,01 0,00 31,47
17:51:49 all 32,71 0,00 3,79 0,05 0,00 63,45
17:51:59 all 47,23 0,00 3,66 0,00 0,00 49,11
17:52:09 all 53,33 0,00 4,88 0,05 0,00 41,74
17:52:19 all 56,98 0,00 5,65 0,10 0,00 37,27
Average: all 49,62 0,00 5,51 0,24 0,00 44,62

Yiowait iR CPU £ 1/0 BRI A F=RRTHESEI B AL, MIRERK—EREEIALL
BEZZATE, NWERTI/0 RS (WENER) FEMM. WREBRK—EREIA %idle B
£, NRTEN CPU EEULBTETE,

2.1.3.1.2 REFEAERS: sar-r
fEFRIEIN - r £ ALK ATF (RAM) BR2KIE R IR,

# sar -r 10 5
Linux 4.4.21-64-default (jupiter) 10/12/16 ~x86 64 (2 CPU)

17:55:27 kbmemfree kbmemused %memused kbbuffers kbcached kbcommit %commit kbactive kbinact kbdirty

17:55:37 104232 1834624 94.62 20 627340 2677656 66.24 802052 828024 1744
17:55:47 98584 1840272 94.92 20 624536 2693936 66.65 808872 826932 2012
17:55:57 87088 1851768 95.51 20 605288 2706392 66.95 827260 821304 1588
17:56:07 86268 1852588 95.55 20 599240 2739224 67.77 829764 820888 3036
17:56:17 104260 1834596 94.62 20 599864 2730688 67.56 811284 821584 3164
Average: 96086 1842770 95.04 20 611254 2709579 67.03 815846 823746 2309

kbcommit # %commit FI B RHFI TEAHREEENRARNTFE (RAM FIx#T8]) Bk
PME, kbcommit B R KB REBEAMBLITEE, %commit MERB L.

2.1.3.1.3 S9n%itiRE: sar-B

fEFED - B A B R0 A4t

# sar -B 10 5
Linux 4.4.21-64-default (jupiter) 10/12/16 ~x86 64 (2 CPU)

18:23:01 pgpgin/s pgpgout/s fault/s majflt/s pgfree/s pgscank/s pgscand/s pgsteal/s %vmeff

18:23:11  366.80 11.60 542.50 1.10 4354.80 0.00 0.00 0.00 0.00
18:23:21 0.00 333.30 1522.40 0.00 18132.40 0.00 0.00 0.00 0.00
18:23:31 47.20 127.40 1048.30 0.10 11887.30 0.00 0.00 0.00 0.00
18:23:41 46.40 2.50 336.10 0.10 7945.00 0.00 0.00 0.00 0.00
18:23:51 0.00 583.70 2037.20 0.00 17731.90 0.00 0.00 0.00 0.00
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Average: 92.08 211.70 1097.30 0.26 12010.28 0.00 0.00 0.00 0.00

majflt/s (BMNEXREIRE) JIETRERZLVIIMNEEREHIINGFF. HIRATEEHARIH
FRSH. BNUIIETFZEARBIREEEN. fli, ERNBAEF BRI IS
Fo MNRENAEFNENERHIRNBEMNEKREIR, JERTIEINERE, LHERNEE
PITRKENEZTME (pgscand/s) BY,

Y%vmeff 5 R RFFEBITIEL (pgscand/s), HEIFFMERFEFERRIREF (pgsteal/s) PEERF
FARIDI%. WWERTNEDIEWIINE, EEERZL 100 (EEEEFERERENE N EER
D) 50 (REWEFDR) . ZEFEED 30 AT,

2.1.3.1.4 RigFFRIHKRSE: sar-d

fERED -d A ERRIgE (BB, RWsheE. USB EFIRESE) . 1B ERAMIMNEDR -
p (EXNMTEN) 3KfE DEV FIE S FIHiE,

# sar -d -p 10 5

Linux 4.4.21-64-default (jupiter) 10/12/16 ~Xx86 64 (2 CPU)
18:46:09 DEV  tps rd sec/s wr sec/s avgrq-sz avgqu-sz await svctm Sutil
18:46:19 sda 1.70 33.60 0.00 19.76 0.00 0.47 0.47 0.08
18:46:19 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18:46:19 DEV  tps rd_sec/s wr_sec/s avgrq-sz avgqu-sz await svctm Sutil
18:46:29 sda 8.60 114.40 518.10 73.55 0.06 7.12 0.93 0.80
18:46:29 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18:46:29 DEV  tps rd sec/s wr_sec/s avgrq-sz avgqu-sz await svctm Sutil
18:46:39 sda 40.50 3800.80 454.90 105.08 0.36 8.86 0.69 2.80
18:46:39 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18:46:39 DEV  tps rd sec/s wr_sec/s avgrq-sz avgqu-sz await svctm Ssutil
18:46:49 sda 1.40 0.00 204.90 146.36 0.00 0.29 0.29 0.04
18:46:49 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18:46:49 DEV  tps rd sec/s wr _sec/s avgrq-sz avgqu-sz await svctm Sutil
18:46:59 sda 3.30 0.00 503.80 152.67 0.03 8.12 1.70 0.56
18:46:59 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
Average: DEV  tps rd sec/s wr sec/s avgrq-sz avgqu-sz await svctm Sutil
Average: sda 11.10 789.76 336.34 101.45 0.09 8.07 0.77 0.86
Average: sr@ 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

LUERFRERAERRY tps. rd_sec/s # wr_sec/s B Average B, N8R svctm A %util FIFHE—E
BK, BIRERT /O FRLAK AR,
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MRTBENERS MR, NWRFBUZBANEFR. FRENHEBZEIISNTH /0, FE
ZREIBERSESZRE. I, MRESMEFERRE, BETEEFNERAS N, ZEHEER
IBMENAZLD,

2.1.3.1.5 MEFKIHRS: sar-n KEYWORD
I -n AERER Z P NEEXIRS. 5 -n —EiEEUTXEFZ—:

* DEV: EmFBEMSIRENSRITIRS

EDEV: ERFIEMLLIRERHIRAITHRE

NFS: 2R NFS B IRV R S

NFSD: 4 NFS fRSZE8MiHRE
* SOCK: £MEXEEFHARIHRE
o ALL: £FrENSBAITIRS

2.1.3.2 AL sar UE

sar IREF—E LI B DM. FEREEE sar #URAI{LY Java N 2R kSar, €liE
ST iEENER. EEEXRATLER PDF RS, kSar AIi&Es2 I2iY 4 B BYEIRE AR S R RV BETE
$¥B. kSar @it BSD HFRIIERIN, BIM https://sourceforge.net/projects/ksar/ 2 KB,

22 REER

2.2.1 1§BHAHIEE . iostat

BUMAGILE N E, B5FEMH iostat, W TEERMIRET BT EEZIRSKNYIERE Y 8]
BYFHIHTT 1 BT 1
Z{EA iostat, BFRENME sysstat.
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F—17 iostat I/REETEHIIZRAURBENARITHER, BEIRENRE EL—HIREZEHN
B8],
> iostat

Linux 4.4.21-64-default (jupiter) 10/12/16 ~Xx86 64 (4
CPU)

avg-cpu: %user %nice %system %iowait %steal %idle
17.68 4.49 4.24 0.29 0.00 73.31

Device: tps kB read/s kB wrtn/s kB read kB wrtn
sdb 2.02 36.74 45.73 3544894 4412392
sda 1.05 5.12 13.47 493753 1300276
sdc 0.02 0.14 0.00 13641 37

WX ANEAA iostat AIEEMERHERT STURRR, EFRERER, BIERB
iostat -x £V BIRG A UEFHIRZILERIE, Fli0, BRSSPI EE XTI
IR/ NI ERFEINER. NREA -z AXHBRTNRIGE, B AEERMITEEE,
7f iostat B9FAMT (man 1 iostat) FEILUREIE RHENFTIREAIE X o

1SR A LB E NI IE E M BPR A AS Ei8E. BN, BER=FEIENIEE sda EHEMIR
&, BfEM:

> iostat -p sda 3 5
EETWEXGRSE (NFS) 4tit, rTLUER TR MRS ARER:
* nfsiostat-sysstat BRI FHRHE sysstat.

* nfsiostat BMEMIFIMEE nfs-client.

2.2.2 AIBRREGHISM: mpstat

L ERF mpstat ES O] HAIERIER. MNRENRFNE—MLIER, FIRE2BT
It

RSHWITESNS iostat m<iEEl. HA mpstat 2 5 U TEIRRYIEFAELIEREH
HiRSE
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# mpstat 2 5
Linux 4.4.21-64-default (jupiter) 10/12/16 ~x86 64 (2 CPU)

13:51:10 CPU  S%usr %nice %sys Siowait %irq %soft %steal %guest %gnice %idle

13:51:12 all 8,27 0,00 0,50 0,00 0,00 0,00 0,00 0,00 0,00 91,23
13:51:14 all 46,62 0,00 3,01 0,00 0,00 0,25 0,00 0,00 0,00 50,13
13:51:16 all 54,71 0,00 3,82 0,00 0,00 0,51 0,00 0,00 0,00 40,97
13:51:18 all 78,77 0,00 5,12 0,00 0,00 0,77 0,00 0,00 0,00 15,35
13:51:20 all 51,65 0,00 4,30 0,00 0,00 0,51 0,00 0,00 0,00 43,54
Average: all 47,85 0,00 3,34 0,00 0,00 0,40 0,00 0,00 0,00 48,41

M mpstat #IEFHATUEE:

* %usr 5 %sys ZLtbo 30, tb{E 10:1 RRTEAHEIBRIEITNAEZEFAE, DITESR
NiZENRERF. tHE 1:10 RRTEMHEETERNZSEZ RG], ESEZEHERZ.
8E, MENAEFAMERNZSERZIRG], UKEE ] LUEBXME

o MERERGRNHSMEBRENBRT, BRINHE—ED CPUJLFHE2ER. LERR
CPU AIRERT LIRAEARIHITH, ERIEREMEERNITEN LHITRIRERF,

2.2.3 AMIEZIIMZXISI: turbostat

turbostat 2/~ AMD64/Intel 64 &M IRSZHVSNEK, A . BREFGIERES, It T EREELAFFH
BT MREAENGSIER, BREGSHE, ORI ERSIT. WRAERD
17

QIET, EREREVETRERNSIt. HER, turbostat EXREHAZIRIR msro
> sudo turbostat find /etc -type d -exec true {} \;
0.546880 sec

CPU Avg MHz Busy%s Bzy MHz TSC MHz

- 416  28.43 1465 3215

631 37.29 1691 3215
416 27.14 1534 3215
270  24.30 1113 3215
406  26.57 1530 3214
505 32.46 1556 3214
270 22.79 1184 3214

u A W N R O

HHEURT CPU 2£E!, mIgEBFIARE, Eiﬁ'}ﬂrﬂﬁﬁ%@%ﬂ*ﬁ, 15(ER - -debug %
N, BXEZan<TITImIA N FEL i BBRVARFR, . man 8 turbostat.
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224 ES5EM: pidstat

MREFBEEREESHERSAEME, BEA pidstat &<, L RINESMNEE
ESREDD, SR Linux RIXEEMNFEESRES (MRKEERES) . BEATLIKER
SRR EE, LUKBTEERR.

g0, pidstat -Cfirefox23 RFIRLSRMEEFNHE “firefox” BESHIAHS T
BRAMDIIZE=MRE

# pidstat -C firefox 2 3

Linux 4.4.21-64-default (jupiter) 10/12/16 ~x86 64 (2
CPU)
14:09:11 uID PID %susr %ssystem S%quest %CPU  CPU Command
14:09:13 1000 387 22,77 0,99 0,00 23,76 1 firefox
14:09:13 uib PID %Susr %ssystem S%guest %CPU CPU Command
14:09:15 1000 387 46,50 3,00 0,00 49,50 1 firefox
14:09:15 uiD PID %usr %system %guest %CPU CPU Command
14:09:17 1000 387 60,50 7,00 0,00 67,50 1 firefox
Average: uiD PID %susr %ssystem %guest %CPU CPU Command
Average: 1000 387 43,19 3,65 0,00 46,84 - firefox

KU, FILAER pidstat -d KITEESEFRRITSZD /00 ESERITXE /0O HEEAT
HREERTS, URAESE R SEE R E,

2.2.5 REIFFEHX: dmesg

Linux AZEFEE P XPREFLEHE, BEEEXEHER, BRAG< dnesg -T,
$§|E|$T¢3|%E§E Systemd E|:|_.\':F'o ﬁ?&EuE’JﬁQHﬁnu, 1ﬁ <<%$E?Eﬁ>> %215

“Journalctl: Fif systemd HE” -
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2.2.6 FAXHRYIR: lsof

EEFREFHE D PID FABTTARREXHRYIR, BER -p. FlW, BEFZA] shell
ERRFREX M, B

# lsof -p $%
COMMAND PID USER
bash 8842 root
bash 8842 root
bash 8842 root
bash 8842 root
[...]

bash 8842 root
bash 8842 root

FD
cwd
rtd
txt

mem

2u
255u

TYPE DEVICE SIZE/OFF NODE NAME

DIR 0,32
DIR 0,32
REG 0,32
REG 0,32
CHR 136,2
CHR 136,2

222 6772 /root
166 256 /
656584 31066 /bin/bash
1978832 22993 /1ib64/1ibc-2.19.s0

0to 5 /dev/pts/2
0to 5 /dev/pts/2

fEA T45% shell Z£ $$, EMER shell BI#42 ID,

5-i4g8
# lsof -i
COMMAND PID
wickedd-d 917
wickedd-d 918
sshd 3152
sshd 3152
master 4746
master 4746
sshd 8837
sshd 8837
sshd 8837

USER
root
root
root
root
root
root
root
root

root

FD
8u
8u
3u
4u

13u

14u
5u
9u
10u

TYPE
IPv4
IPv6
IPv4
IPv6
IPv4
IPv6
IPv4
IPv6
IPv4

DEVICE SIZE/OFF NODE

16627
20752
18618
18620
20588
20589
293709
294830
294831

0to
0to
0to
0to
0to
0to
0to
0to
0to

ubpP
ubP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

fERRY, lsof EEFIH HAIFT AR BB :

NAME

*:bootpc

[fe80::5054: ff:fe72:5ead] :dhcpv6-client

*:ssh (LISTEN)

*:ssh (LISTEN)

localhost:smtp (LISTEN)

localhost:smtp (LISTEN)
jupiter.suse.de:ssh->venus.suse.de:33619 (ESTABLISHED)
localhost:x11 (LISTEN)

localhost:x11 (LISTEN)

2.2.7 R#ZHM udev EHFEY|EE28. udevadm monitor

udevadm monitor MSIFNZ uevent WAz udev FNE BREG, FHEEHMNSERER
(DEVPATH) FI 221z &,

Q FE: M udevEH

D53 root FAF@13iE1T udevadm e55$ 50 udev B,

HiERE USB iBIZ#R Il —RFISEH:

UEVENT[1138806687] add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2

19
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UEVENT[1138806687]
UEVENT[1138806687]
UEVENT[1138806687]
UDEV [1138806687]
UDEV [1138806687]
UDEV [1138806687]
UDEV [1138806687]
UEVENT[1138806692]
UEVENT[1138806692]
UEVENT[1138806692]
UEVENT[1138806692]
UDEV [1138806693]
UDEV [1138806693]
UDEV [1138806693]
UDEV [1138806693]
UEVENT[1138806694]
UDEV [1138806694]
UEVENT[1138806694]
UEVENT[1138806697]

2.3 itz

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/class/scsi_host/host4
add@/class/usb _device/usbdev4.10

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2
add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/class/scsi_host/host4
add@/class/usb device/usbhdev4.10

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/block/sdb
add@/class/scsi_generic/sgl
add@/class/scsi device/4:0:0:0

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/class/scsi _generic/sgl
add@/class/scsi device/4:0:0:0
add@/block/sdb
add@/block/sdb/sdbl
add@/block/sdb/sdbl
mount@/block/sdb/sdbl
umount@/block/sdb/sdbl

2.3.1 #HiZ[EhEF: ipcs
@4 ipcs ERYSATEIEERN IPC ZRMTIR:

------ Message Queues --------

key msqid

owner perms used-bytes

------ Shared Memory Segments --------

key shmid
0x00000000 65536
0x00000000 98305
0x00000000 884738
0x00000000 786435

20

owner perms bytes
tux 600 524288
tux 600 4194304
root 600 524288
tux 600 4194304

messages

nattch
2

2
2
2

status
dest
dest
dest
dest
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0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

key
0xal2e0919

2.3.2

12058628
917509

12353542
12451847
11567114
10911763
11665429
11698198
11730967

Semaphore Arrays

semid
32768

tux
root
tux
tux
root
tux
root
root
root

owner

tux

HIZTIR: ps

8 ps ERHRERTIR. BEASHRSHT—

HEESE T TR IFAT R,

fEF ps axu YHFAEHEUNRBFRMGES

> ps axu

USER PID
root 1
root 2
root 3
root 5
root 6
root 7
[...]

tux 12583
tux 12587
tux 12591
tux 12594
tux 12600
printer

tux 12625
provider

tux 12626
[...]
EHEES
ﬂ%% ‘iifﬂ%% I[)o
21

%CPU

SMEM
0.0 0.

3
0
0
0
0
0

o © © © ©
o © © © ©
o © © © ©

(<)

10.

© 00O O © o
o B O © o
o
w o R =

VSz
34376

185980
198132
181940
1418216 163564 ?
393448 5972 7

0

© © © ©

RSS
4608

0

o © © ©

2720
3044
2700

TTY

NN N N N N

?
?

?

227776 10112 ?

890972 23540 ?

600 524288 2 dest
600 524288 2 dest
600 196608 2 dest
600 524288 2 dest
600 262144 1 dest
600 2097152 2 dest
600 2336768 2 dest
600 196608 2 dest
600 524288 2 dest
perms nsems
666 2
ERBET RS, 158%E ps --help AJFREHE
TER:
STAT START  TIME COMMAND
Ss Jul24 0:02 /usr/lib/systemd/systemd
S Jul24 0:00 [kthreadd]
S Jul24 0:00 [ksoftirqd/0]
S< Jul24 0:00 [kworker/0:0H]
S Jul24 0:00 [kworker/u2:0]
S Jul24 0:00 [migration/0]
Sl 10:12 0:00 /usr/lib/gvfs/gvfs-mtp-volume-monitor
St 10:12  0:00 /usr/lib/gvfs/gvfs-gphoto2-volume-monitor
Sl 10:12 0:00 /usr/lib/gvfs/gvfs-goa-volume-monitor
SU 10:12 0:03 /usr/bin/gnome-shell
St 10:12  0:00 /usr/lib/gnome-settings-daemon-3.0/gsd-
St 10:12  0:00 /usr/lib/gnome-control-center-search-
St 10:12  0:00 /usr/bin/nautilus --no-default-window

D sshd HIBIEEIETT, 1BEIE

t5 Dp<§> F)iij()f "'ﬂii1g§;¥q)

X FIHAE
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> ps -p $(pidof sshd)

PID TTY STAT TIME COMMAND
1545 ? Ss 0:00 /usr/sbin/sshd -D
4608 ? Ss 0:00 sshd: root@pts/0

AILRIERBRIREHRTIRIBI %I LREFIEXBFRTIR. BN T <RI LLERFR
BEHEEANFERERFYIR:

> ps ax --format pid,rss,cmd --sort rss
PID RSS CMD
PID RSS CMD
[kthreadd]
[ksoftirqd/0]
[kworker/0:0]
[kworker/0:0H]
[kworker/u2:0]
[migration/0]
[rcu_bh]

0 N O U A W N
© O © O © o ©

[...]

12518 22996 /usr/lib/gnome-settings-daemon-3.0/gnome-settings-daemon
12626 23540 /usr/bin/nautilus --no-default-window

12305 32188 /usr/bin/Xorg :0 -background none -verbose

12594 164900 /usr/bin/gnome-shell

BEAM ps AR

ps aux--sort COLUMN
& COLUMN 3t THER . 154 COLUMN Bt

pmem (RTYIEARELLE)
pcpu (TR CPU LEX)
rss (RABEEXD, BIRIRHYIENE)

ps axo pid,%cpu,rss,vsz,args,wchan
ETREN#HE. HPID. CPUHRE. REXN (BEMEM) « BMMRERAER.

ps axfo pid,args

BREHTER,
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2.3.3 #HFEWN: pstree
% pstree £ ML IRIHIESIZR:

> pstree
systemd- - -accounts-daemon- - - {gdbus}

I | -{gmain}

| -at-spi-bus-laun---dbus-daemon

[ | -{dconf worker}

I | -{gdbus}

I | -{gmain}

| -at-spi2-registr---{gdbus}

| -cron

| -2*[dbus-daemon]

| -dbus-Tlaunch

| -dconf-service---{gdbus}

I | -{gmain}

| -gconfd-2

| -gdm---gdm-simple-slav---Xorg

[ | | -gdm-session-wor---gnome-session---gnome-setti+

[ [ | | | -gnome-shell+
++
| | -{dconf work+
I | -{gdbus}
I | -{gmain}
I
I

-{gdbus}
-{gmain}

S8 -p B#Hi2 ID RIMBILER R, BiLGTHRERLE, BER -a S
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2.3.4 #HIEFR: top

@< top ( “table of processes” (#12XR) MERXEE) BTRERMIVRIFAIHETIR, &
KILER, R o B, S -n 1EET—RHEEINIRELLERF, TER top -n 1&H<
RO fIERIH -

> top -n 1

Tasks: 128 total, 1 running, 127 sleeping, 0 stopped, 0 zombie
%Cpu(s): 2.4 us, 1.2 sy, 0.0 ni, 96.3 id, 0.1 wa, 0.0 hi, 0.0 si, 0.0 st

KiB Mem: 1535508 total, 699948 used, 835560 free, 880 buffers
KiB Swap: 1541116 total, 0 used, 1541116 free. 377000 cached Mem
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND

1 root 20 0 116292 4660 2028 S 0.000 0.303 0:04.45 systemd
2 root 20 0 0 0 S 0.000 0.000 0:00.00 kthreadd
3 root 20 0 0 0 S 0.000 0.000 0:00.07 ksoftirqd+
5 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 kworker/0+
6 root 20 0 0 0 0 S 0.000 0.000 0:00.00 kworker/u+
7 root rt o 0 0 0S 0.000 0.000 0:00.00 migration+
8 root 20 0O 0 0 0 S 0.000 0.000 0:00.00 rcu_bh
9 root 20 0 0 0 0 S 0.000 0.000 0:00.24 rcu_sched
10 root rt o 0 0 0 S 0.000 0.000 0:00.01 watchdog/0
11 root 0 -20 0 0 ©S 0.000 0.000 0:00.00 khelper
12 root 20 0 0 0 0 S 0.000 0.000 0:00.00 kdevtmpfs
13 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 netns
14 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 writeback
15 root 0 -20 0 0 0S 0.000 0.000 0:00.00 kintegrit+
16 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 bioset
17 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 crypto
18 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 kblockd

RINMERT, WHREZ CPURE (5 %CPU, REHZRA shift —p ) HiF, EAUTHSHE
B LA E AR FEL

shift - M : BIEATF (RES)
shift - N @ #3Z ID (PID)
shift — T : BYj&] (TIME+)
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BEEREMEMFERETHRF, BR F AMNIRPER—FR, BUMRHEFIRE, BER

Shift — R o

SE -V UID REMSHERAP XEER#HE, UID NERABFAR 1D, A top -U
$(id -u) IR REHFIAFRHEE

235 IBMZBLEEZFLMEs: hyptop

hyptop i@ debugfs £ RZEMEIIRIER IBM Z BREEEFFENDSENIE. ©
EATF z/VM 5 LPAR BREIRERF. 30, ©ulLURIETIBEEE, ER/E50 LPAR 8 z/VM
Guest By CPU 5AAFHEZ, TIRHEEMT top mSHET curses WAF R HE, hyptop &
mIEA:

e sys_list: FIHSRIBREEREFEEETHNRY
® sSys. BIEFMMETR— MRS

O UEREER (BN THEA - b EMERIE TETT hyptop, ERERERX T, IR
? (Bzhhyptop jg) FKENEERD,

LPAR TFHY sys_list B4
12:30:48 | CPU-T: IFL(18) CP(3) UN(3) ?=help

system #cpu cpu  mgm Cpu+ Mgm+ online
(str) (#) (%) (%) (hm)  (hm) (dhm)

HO5LP30 10 461.14 10.18 1547:41 8:15 11:05:59
HO5LP33 4 133.73 7.57 220:53 6:12 11:05:54
HO5LP50 4 099.26 0.01 146:24 0:12 10:04:24
HO5LPO2 1 99.09 0.00 269:57 0:00 11:05:58
TRX2CFA 1 2.14 0.03 3:24 0:04 11:06:01
HO5LP13 6 1.36 0.34 4:23 0:54 11:05:56
TRX1 19 1.22 0.14 13:57 0:22 11:06:01
TRX2 20 1.16 0.11 26:05 0:25 11:06:00
HO5LP55 2 0.60 0.00 0:22 0:00 11:05:52
HO5LP56 3 0.00 0.00 0:00 0:00 11:05:52

413 823.39 23.86 3159:57 38:08 11:06:01

zZ/NM B “sys_list” O
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12:32:21 | CPU-T: UN(16)

system  #cpu cpu
(str) (#) (%)
T6360004 6 100.31
T6360005 2 0.44
T6360014 2 0.27
DTCVSW1 1 0.00
T6360002 6 0.00
OPERATOR 1 0.00
T6360008 2 0.00
T6360003 6 0.00
NSLCF1 1 0.00
EREP 1 0.00
PERFSVM 1 0.00
TCPIP 1 0.00
DATAMOVE 1 0.00
DIRMAINT 1 0.00
DTCVSW2 1 0.00
RACFVM 1 0.00

75 101.57
LPAR B9 sys BO%HIH:

14:08:41 | HO5LP30 |

Cpu+
(hm)

959:

47

1:11
0:45
0:00

166:
100
:37
3700:
102
100
:53
:01
:05
104
:00
:00
5239:

© © © © © © ©o ©

26

57

47

53:
:02:
18:
16:
19:
16:
22:
03:
16:
16:
:21:
16:
16:
16:
16:
16:
16:

10:
53:
40:
53:
30:
53:
53:
53:

53:
53:
53:
53:
53:
53:

?=help

online memuse memmax wcur

(dhm)

05

120

26
41
42
18
42
55
09
41
42
12
42
42
42
42
42
42

(GiB) (GiB) (#)

1

© © © ©O © O © ©O M O OB OO ©

=
ol

CPU-T: IFL(18) CP(3)

mgm visual.

cpuid  type cpu
(#) (str) (%) (%)
0 IFL 96.91 1.96
1 IFL 81.82 1.46
2 IFL 88.00 2.43
3 IFL 92.27 1.29
4 IFL 83.32 1.05
5 IFL 92.46 2.59
6 IFL ©0.00 0.00
7 IFL ©0.00 0.00
8 IFL ©0.00 0.00
9 IFL ©0.00 0.00
534.79 10.78
z/VM TBY sys O
26

(vis)
| S e R s R s R s R
| S A R R

| i R R R e R

R e e e e e e R e e

| S A R

.56 2.00 100
.42 0.50 100
.54 0.75 100
.01 0.03 100
.87 2.00 100
.00 0.03 100
.32 0.75 100
.00 4.00 100
.03 0.25 500
.00 0.03 100
.04 0.06 0
.01 0.12 3000
.00 0.03 100
.01 0.03 100
.01 0.03 100
.01 0.02 100
.46 22.50 3000
UN(3) ? = help

I
I
I
I
I
| A |
I
I
I
I
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15:46:57 | T6360003 | CPU-T: UN(16) ? = help

cpuid cpu visual

(#) (%) (vis)

0 548.72 | H#HHHHHHHHHHHHHHHHH RS |
548.72

2.3.6 TEz1/0 528: iotop

iotop LAEFIMHEHLZET I/0 FRABERKR,

Q i¥E: % iotop
AR ZLE iotop, BFEELL root BHEA zypper in iotop RFmRE,

iotop 2/ RREFHEE MEZEEME AN 1/0 FENT, ©EEBRZEEEIRNN UNER
/O BYFREBERTEIN B 2 tt. KETRSMHER I/0 LR K/ o LI, EREREINER
BRFIFHAENRERA G NRE 1/0 5o

o fER « M - BAESHF.
o £ R REIREHFIRF.

o fEF o BAIEERFIEHENEGRE GUANE) MXETRIIT /0 RHEIEMLAZZ B
o (WINEESRNTES 1T LA - -only, )

o £/ p RAEETRLEE GUANE) MERHEZETME. (LLIIREEMT - -
only, )

o FA A BUEETRYHFII/O0FE FIAME) M2 RBEE5E) iotop LIRARIT I/0 121E
WEziETH, (HEIHEEEMTF - -accumulated, )

o A 1 BAENENEIENEREMHENLENR TR,
o £ o $#ARWE iotop,

o REMEMBESIEEIRIHE.
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TEREiETT find fl emacs BY, < iotop --only B9RfIEHL:

# iotop --only
Total DISK READ: 50.61 K/s | Total DISK WRITE: 11.68 K/s

TID PRIO USER DISK READ DISK WRITE SWAPIN I0> COMMAND
3416 be/4 tux 50.61 K/s 0.00 B/s 0.00 % 4.05 % find /

275 be/3 root 0.00 B/s 3.89 K/s 0.00 % 2.34 % [jbd2/sda2-8]
5055 be/4 tux 0.00 B/s 3.89 K/s 0.00 % 0.04 % emacs

R LUERRER (-b) TMEA iotop, HAHREEFEEXGPUMBED . BXTEHNED
&, BBIFME (man 8 iotop).

2.3.7 {BEOHAERNZRIEMNLTS . nice # renice

RIZIZIRHFZH nice K7 (WFIRARBEMER) AEHLHIZFEER CPU B ja b HfthiH#iZE
HIZH “nice” RS, ©IREXH CPU Ba)iz Hi#HiEmiE L. Nice HIUASEEIM
20 (H—ﬂ?E “nice” &3 F 19, FA{EREEH root AFIRE.

HIZTTIHENERKHERARE CPU BalpyIFedja XBEHIZR, AEFRNARSIRER.
g0, ERFITEHMESHNRS ERZFRZE, BIEHEN “nice” R3lESETHEREM
£55 (5190 Web fk528) RIEEBSHMLLL.

TARRHEASHN nice KPR HFIRIFRMATR:

> nice

iz1T nice COMMAND IS4 E A <RI XA nice &31M0 10, A nice -n LEVEL COMMAND B8]
PUISEMEM F HeiENFE IR TR,
EENZTHHENERM LS, B5EH renice PRIORITY -p PROCESS 1D, ff0:

> renice +5 3266

EEMSERNEHAFPIPENE #ENZ RS, BERER -u USER, EMAZED -g
PROCESS GROUP ID E¥mKEHIZANFFM AR,
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2.4 NF

241 RNIFA=: free

SCRER free 1E RAM MIXRTEIAE. BETEXARAAEMEERRTURIIRXIEH

HHER:
> free

total used
Mem: 32900500 32703448
-/+ buffers/cache: 26660416
Swap: 2046972 304680

cached
5787364

MBI -by -ke -m# -g AHIFT. KB, MBE GB AR ERHH. £% -s delay RRE
TREEMRDELAY #RIF—X, B, free -s 1.5 8 1.5 WEREHAT Ko

2.4.2 FMRFRHE: /proc/meminfo

#8tt free, f£M /proc/meminfo AILGRENE XAEHENFIFHAES. Lk, free RE
AT EFRHNELERIE, TERE 64 URLELNTRAEE, FEE, ATRESERR,
£ 32 AL LR HERERE:

MemTotal:
MemFree:
MemAvailable:
Buffers:
Cached:
SwapCached:
Active:
Inactive:

Active(anon):

Inactive(anon):

Active(file):

Inactive(file):

29

1942636
1294352
1458744
876
278476
0
368328
199368
288968
10568
79360
188800

kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
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Unevictable: 80 kB

Mlocked: 80 kB
SwapTotal: 2103292 kB
SwapFree: 2103292 kB
Dirty: 44 kB
Writeback: 0 kB
AnonPages: 288592 kB
Mapped: 70444 kB
Shmem: 11192 kB
Slab: 40916 kB
SReclaimable: 17712 kB
SUnreclaim: 23204 kB
KernelStack: 2000 kB
PageTables: 10996 kB
NFS Unstable: 0 kB
Bounce: 0 kB
WritebackTmp: 0 kB
CommitLimit: 3074608 kB
Committed AS: 1407208 kB
VmallocTotal: 34359738367
VmallocUsed: 145996 kB
VmallocChunk: 34359588844
HardwareCorrupted: 0 kB
AnonHugePages: 86016 kB
HugePages Total: 0
HugePages Free: 0
HugePages Rsvd: 0
HugePages Surp: 0
Hugepagesize: 2048 kB
DirectMap4k: 79744 kB
DirectMap2M: 2017280 kB
XESTRA & ST :
MemTotal

RAM 2 £,
MemFree

KREAR RAM £,
30

kB

kB
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MemAvailable
EARARIMIBE R T B FRoif N BERNFITREFES,

Buffers
RAM H B & X4 RAARTTHIEN X HE P X EF,

Cached
RAM HTIE R, XAEIEEPXEEFMRIREE, BEHE Shmem N1

SwapCached
HHAFRIDIE .

Active. Active(anon). Active(file)
RIEERANAE, BRIEVEXARHIERK, FUARKEU, Active & Active(anon) 5
Active(file) ZH1.

o Active(anon) BRERRIEZIFHNEF., XEIETANEZWERMEY, ULTRB AN
B EHIHRIERINE BXH I,

o Active(file) EREREth X R R FFHIANE

Inactive. Inactive(anon). Inactive(file)
RIEARFRIVERNE, BESRELU, Inactive 2 Inactive(anon) 5 Inactive(file) Z
o

* Inactive(anon) IRERRIZIFHIAF. XEHETAMAZHERRE, UKRTHEAN
R EHIREERNT AT

¢ Inactive(file) REREMXHRFA IR,

Unevictable
TERWHIRNESZ (B0, AFER Mlocked SR E RAM FERE) o

Mlocked
B mlock RAARRMZIFNNGFEEZ. mlock AIFHEENX BB HEINANFIRETEYIE
RAM BYMBNEE. B2, mlock FARIESEINXFNE (Lo

SwapTotal

R E) &,
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SwapFree
RMEBIRTIEE,

Dirty
HTEESENMEESFHENEENANETFE HERTEE&#ER) . REANEEAIEEEE
REHNAEFFIAZEITERNRS . BAERENBIEENEEIEEELXEAREN
i8], MMSRIEH, BIfFEH sysctl &8 vm.dirty ratiozXvm.dirty bytes ix
HIRIEERNEFEENREANMIEERE (BXESZHADT, EERE 141571 “BE" ) .

Writeback
LHEIEES NEENRNEFES,

Mapped
£/ mmap AL EAREBERNNE,

Shmem

iR EZ EHZENRNTE, FI0IPCEHIE. tmpfs BIENHZHERRNE.

Slab
AIZA B EEEH N E DAL

SReclaimable
AJ[E|UkAY Slab Z8453, HIN4E7E (inode. dentry &) .

SUnreclaim
AAI[E)ULEY Slab ZB453s

KernelStack
NAER (BERAIAR) FRNAZTEAREE,

PageTables
ERTFREHENIIRNAEFE,

NFS_Unstable
BREEIRSEEE, BHERERS TR NFS 0T,

Bounce

BRig B EEE P X ERRIARE.
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WritebackTmp
I&BY B B4 A XY FUSE ERBNATF,

CommitLimit
RIS EFEARRBERBARANANEFEE. NEBATEEINIEFERAITE, 74253
I PR,

Committed_AS
B TERHERTFBERTEENAGFEEE (RAM =T E) EME,

VmallocTotal
DECHIRZEI L= B £,

VmallocUsed
BEfERNRZE I T E=,

VmallocChunk
A BNZ B 25 (8] Y BR KIELRIR

HardwareCorrupted
BHENAEFE ((XHFERA ECC RAM BIABIHNE) o

AnonHugePages
RS EI A PR REINRNE R AT, XETIBEARE T EKRNER FTUUERA X #HESD
FoRY, FEME(EFRAEERKDT (THP)

HugePages_Total
£ SHM HUGETLB #1 MAP_HUGETLB f£F#RY, &R /proc/sys/vm/nr_hugepages
REIE NGB hugetlbfs XHERAFEAAITIS BLATIEK

HugePages_Free
CIN:EPANDE 5 &

HugePages_Rsvd
BERRBIR T,

HugePages_Surp
#8id /proc/sys/vm/nr_overcommit hugepages FEXH HugePages_Total ( “i8
£” ) BETAATIE.
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Hugepagesize
KIIBIK/)Y — 7E AMD64/Intel 64 L, BRINED 2048 KB,

DirectMap4k &
INEIRBLEXRN (RFIF7 4kB) NIIBAZAEFE,

243 HIZRNFHE: smaps

fEF top 3 ps FINET AL EZHUIMAEREHIZTERENAEE, NREFEHTINEIE, 15
fEFR% 2.6.14 5| NBY smaps FRH., ALUTE /proc/PID/smaps HIREIZF RS, ©S
£ 1D A PID HELNERANTHREIHNRE ANAEFIIH. e2XoH=ZAFNERARA
7, AERUEEHEFRANRNEEZ, HEPFaEE5EMHELZENRE. BXFHAER,
B8 /usr/src/linux/Documentation/filesystems/proc.txt (FELZENHE
kernel-source) »

EEY smaps 2FERENFHE. Fib, FENEE MM EH#HITIEM, MENERVGEMEE
HRER A XA

2.4.4 numaTlOP

numaTOP BiEAF NUMA GE—EMAREFIAR) RAN— 1T R, ZTAREMH NUMA REH
S, AIEEENIREI NUMA 8RB REHRFT.

—f&ME, numaTOP AIiLEE I S HTIZFZENFIRIE (RMA) #1. A#iA7EIAR] (LMA) #F1 RMA/
LMA LR, RIRFIFIFAELERE (B, sMREFERAESTERFREZLERE) HENL
o

PowerPC LA LA Intel Xeon 20 3E2837#F numaTOP: 5500 &%, 6500/7500 &%!). 5600 &
Hll. E7-x8xx &%!F] E5-16xx/24xx/26xx/46xX ZF,

numaTOP B A RPIRME, EoILIEA sudo zypper in numatop SidREZTE,
ZEZ5) numaTOP, IFIETT numatop 75, EIREX numaTOP ThEEF AARIEEA, 56 man

numatop <,
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2.5 ML

0O =% nE BR
NEMEHRRTE, EBRIZENERTNWEEE T ERIREREAAN,

2.5.1 BEARWEIZE: ip

ip ERAFIRENITFHIMEZONBATR, RAIUERERREEEEXAZENKRZONER
Fit. BIEN, EOZTERH, HERETZLHEIR. FEHE PR
MRAGESEREAMMSEETT ip, ESETREMRE. BYIHAAEMNSEEO, BERA ip
addr show (BX4EEHMip a) - ip addr show up (XF|HiZTHHIMZEO, ip -s
link show DEVICE {XFIHIEEEOMNSIT:

# ip -s link show br0
6: br@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc noqueue state UP mode
DEFAULT
link/ether 00:19:d1:72:d4:30 brd ff:ff:ff:ff:ff:ff

RX: bytes packets errors dropped overrun mcast

6346104756 9265517 0 10860 0 0
TX: bytes packets errors dropped carrier collsns
3996204683 3655523 0 0 0 0

ip BT E/R#EO (link). BREER (route) HFF — BT, &M man 8 ip,

# ip route

default via 192.168.2.1 dev ethl

192.168.2.0/24 dev eth®@ proto kernel scope link src 192.168.2.100
192.168.2.0/24 dev ethl proto kernel scope link src 192.168.2.101
192.168.2.0/24 dev eth2 proto kernel scope link src 192.168.2.102

# ip link
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default glen
1000
link/ether 52:54:00:44:30:51 brd ff:ff:ff:ff:ff:ff
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3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default glen
1000

link/ether 52:54:00:a3:cl:fb brd ff:ff:ff:ff:ff:ff
4: eth2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default qlen
1000

link/ether 52:54:00:32:24:09 brd ff:ff:ff:ff:ff:ff

252 ETHEHNMEZHBZ: nethogs

ERLEBERT (B, MERNZRERALRF/RE) , FEZLERRELRISBRENNA
2. nethogs TAEERIT EXINTF top, Tmﬂ'ﬁﬁﬁ*ﬁ?é HIZHEANNZHRE

PID USER PROGRAM DEV ~ SENT  RECEIVED

27145 root zypper eth® 5.719 391.749 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30015 0.102 2.326 KB/sec
26635 tux /usr/1ib64/firefox/firefox ethO 0.026 0.026 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30045 0.000 0.021 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30045 0.000 0.018 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30015 0.000 0.018 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30045 0.000 0.017 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30045 0.000 0.017 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30045 0.069 0.000 KB/sec
? root unknown TCP 0.000 0.000 KB/sec
TOTAL 5.916 394.192 KB/sec

5 top ), nethogs IRMHTEHEHS:

M EETRER (kb/s. kb. b. mb) ZiEfER
R : ¥ RECEIVED HiFF

s . ¥ SENT HiE

Q : BH

2.5.3 LAXKM-KF4AT5: ethtool

ethtool FIIF AR R ERUKAMIEENZ N AH. RIABERT, ERFIBIEEIRFNHFIR
B,
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# ethtool etho
Settings for ethO:

Supported ports: [ TP ]

Supported link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Supports auto-negotiation: Yes

Advertised link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Advertised pause frame use: No

[...]
Link detected: yes

TRERTHRTEMREREESR ethtool EH:

£+ 2.1 . ethtool MIZEIFEIRFIR

ethtool &M EIFEHUTER

-a HESHER

" HETEHER

-g <t > Rx/Tx (/%4 HBHIER
-i KEHREFER

Kk BAER

-S NIC FIRHFERF 45 RE RIS I

2.5.4 RETRMEIRE: ss

ss ERTHEHBEREFSRITNIER, rIEM netstat &8s, BY|HFAEEE, BERFAHESH
M ss:

# ss
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Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port

u str ESTAB 0 0 * 14082 * 14083
u str ESTAB 0 0 * 18582 * 18583
u str ESTAB 0 0 * 19449 * 19450
u str ESTAB 0 0 @/tmp/dbus-gmUUwXABPV 18784 * 18783
u str ESTAB 0 0 /var/run/dbus/system bus socket 19383 * 19382
u str ESTAB 0 0 @/tmp/dbus-gmUUwXABPV 18617 * 18616
u str ESTAB 0 0 @/tmp/dbus-58TPPDv8qv 19352 * 19351
u str ESTAB 0 0 * 17658 * 17657
u str ESTAB 0 0 * 17693 * 17694

[..]

ERR LRI NATERARD, FEAUTHS:

# ss -1

Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port
nl UNCONN 0 0 rtnl:4195117 &
nl UNCONN 0 0 rtnl:wickedd-auto4/811 *
nl UNCONN 0 0 rtnl:wickedd-dhcp4/813 &
nl UNCONN 0 0 rtnl:4195121 &
nl UNCONN 0 0 rtnl:4195115 %
nl UNCONN 0 0 rtnl:wickedd-dhcp6/814 *
nl UNCONN 0 0 rtnl:kernel &
nl UNCONN 0 0 rtnl:wickedd/817 e
nl UNCONN 0 0 rtnl:4195118 %
nl UNCONN 0 0 rtnl:nscd/706 &
nl UNCONN 4352 0 tcpdiag:ss/2381 &

loaal

BRWEERN, SRLEEEERNERTEE: fIg0 TCP (-t) 8 UDP (-u)o -p EIER
EiZFFETERBY PID #1&#5,

THIFIL T PR TCP EEMERAXEERNIER. -a ATHRETAEERLMNERE (WBIFH
FREEIT) o -p RIEREEFFIEIERFR PID MR,

# ss -t -a -p
State Recv-Q Send-Q Local Address:Port Peer Address:Port

LISTEN 0 128 *:ssh *:* users:(("sshd",1551,3))
LISTEN 0 100 127.0.0.1:smtp *:% users:(("master",1704,13))
ESTAB 0 132 10.120.65.198:ssh 10.120.4.150:55715 wusers:(("sshd",2103,5))
LISTEN 0 128 ERISISh 1% users:(("sshd",1551,4))
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LISTEN © 100

t:lismtp

2.6 /proc XH&R%G

/proc XFRZR—MEXMHRYE, TRXHRET, ARUENXXANEARBERES.
flan, fERL < 2R CPU R

> cat /proc/cpuinfo

processor
vendor_id

cpu family
model

model name
stepping
microcode

cpu MHz

cache size
physical id
siblings

core id

cpu cores
apicid

initial apicid
fpu

fpu _exception
cpuid level

wp

flags

1 0

: Genuinelntel

HIG)

: 30

: Intel(R) Core(TM) i5 CPU
: 5

: 0x6

: 1197.000

: 8192 KB

0

4
1 0

4

0

0
1 yes
1 yes

11
1 yes

B

users: (("master",1704,14))

750 @ 2.67GHz

: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov

pat pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx rdtscp

Im constant tsc arch perfmon pebs bts rep good nopl xtopology nonstop tsc

aperfmperf pni dtes64 monitor ds cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm

sse4 1 ssed4 2 popcnt lahf 1lm ida dtherm tpr_shadow vnmi flexpriority ept vpid

bogomips

clflush size
cache _alignment :
address sizes

power management:

39

: 5333.85
: 64

64

: 36 bits physical, 48 bits virtual
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“;” iﬂEfF-. ];ﬁéﬂ1&~j£E§H§1EULA
A LUETT x861info RIKENA X AMD64/Intel 64 (AR L5 EAMEBEAFMAER,

B8

16:
18:
19:
22:
23:
40:
41:
42:
43:
45:
46:
47
48:
49:
50:
NMI :
LOC:
SPU:
PMI:
IWI:
RTR:
RES:
CAL:
TLB:
TRM:

LEWFETRY S ECAGER
> cat /proc/interrupts

CPUO CPU1
121 0
0 0
0 0
0 11933
0 0
0 117978
0 0
417927 0
2727916 0
0 2749134
0 0
0 0
0 0
0 0
0 0
0 0
0 0
933117 0
2102 2023
92 71
0 0
2102 2023
47331 45725
2 0
472911 396463
48389 47345
28410 26804
0 0

40

CPU2

© © © © © ©

3275185

2759148

2031
52464
0
339792
54113
24389
0

CPU3

© ©O © O © O © ©o © +H ©

2678206

387

1920
41

0

1920
46775
0
323820
50478
26157
0

I0-APIC-edge
I0-APIC-edge
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
HPET MSI-edge
HPET MSI-edge
HPET MSI-edge
HPET MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge

timer

rtco

acpi

ehci hcd:+
i801 smbus
ata piix,+
enp5s1l
ehci hcd:+
hpet2
hpet3
hpet4
hpet5
aerdrv, P+
PCIe PME,+
PCIe PME,+
PCIe PME,+
snd _hda i+
nvidia

Non-maskable interrupts

Local timer interrupts

Spurious interrupts

Performance monitoring int+

IRQ work interrupts
APIC ICR read retries
Rescheduling interrupts

Function call interrupts

TLB shootdowns

Thermal event interrupts

/proc XHF&%t | SLES 15 SP4



THR: 0 0 0 ® Threshold APIC interrupts

MCE: 0 0 0 0 Machine check exceptions
MCP: 40 40 40 40 Machine check polls

ERR:

MIS:

maps XA EERIHITIAAMZERTIEER:

> cat /proc/self/maps

08048000-0804c000 r-xp 00000000 03:03 17753 /bin/cat

0804c000-0804d000 rw-p 00004000 03:03 17753 /bin/cat

0804d000-0806€000 rw-p 0804d000 00:00 0 [heap]

b7d27000-b7d5a000 r--p 00000000 03:03 11867 /usr/lib/locale/en GB.utf8/
b7d5a000-b7e32000 r--p 00000000 03:03 11868 /usr/lib/locale/en GB.utf8/
b7e32000-b7e33000 rw-p b7e32000 00:00 O

b7e33000-b7f45000 r-xp 00000000 03:03 8837 /lib/1libc-2.3.6.s0
b7f45000-b7f46000 r--p 00112000 03:03 8837 /lib/1libc-2.3.6.5s0
b7f46000-b7f48000 rw-p 00113000 03:03 8837 /lib/libc-2.3.6.50
b7f48000-b7f4c000 rw-p b7f48000 00:00 O

b7f52000-b7f53000 r--p 00000000 03:03 11842 /usr/lib/locale/en GB.utf8/
[...]

b7f5b000-b7f61000 r--s 00000000 03:03 9109 /usr/lib/gconv/gconv-module
b7f61000-b7f62000 r--p 00000000 03:03 9720 /usr/lib/locale/en GB.utf8/
b7f62000-b7f76000 r-xp 00000000 03:03 8828 /1lib/1d-2.3.6.s0
b7f76000-b7f78000 rw-p 00013000 03:03 8828 /1ib/1d-2.3.6.s0
bfd61000-bfd76000 rw-p bfd61000 00:00 O [stack]

ffffe000-fffffoOO ---p 00000000 00:00 0 [vdso]

BJLAM /proc XF RGERMAEBIFAE R, —EEBNXHERERSTOT:

/proc/devices
A FRIgE

/proc/modules

HEHBIRIXIRIR

/proc/cmdline

RIZE<L1T
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/proc/meminfo

BXAFERFAER

/proc/config.gz
HENETTRINIZ gzip E46RCE XX H

[proc/PID/
E/proc/NNN BRPEET AT THENGEE, HAP NNN Z28XHZR9#HIZ ID
(PID), B MHIZEREILITE /proc/self/ HiEIH B SHISE,

HMEBENXAXH /usr/src/linux/Documentation/filesystems/proc. txt iRt
(REWEE kernel-source ESiRMHILHE) o

2.6.1 procinfo
7% procinfo Xt /proc XFRAHFNEEEFEHITT 24!

> procinfo
Linux 3.11.10-17-desktop (geeko@buildhost) (gcc 4.8.1 20130909) #1 4CPU
[jupiter.example.com]

Memory: Total Used Free Shared Buffers Cached
Mem: 8181908 8000632 181276 0 85472 2850872
Swap: 10481660 1576 10480084

Bootup: Mon Jul 28 09:54:13 2014 Load average: 1.61 0.85 0.74 2/904 25949

user 1:54:41.84 12.7% page in : 2107312 disk 1: 52212r
20199w

nice : 0:00:00.46 0.0% page out: 1714461 disk 2: 19387r
10928w

system: 0:25:38.00 2.8% page act: 466673 disk 3: 548r
10w

IOwait: 0:04:16.45 .4% page dea: 272297

hw irqg: 0:00:00.42 .0% page flt: 105754526

sw irq: 0:01:26.48 1% swap in : 0

idle : 12:14:43.65 81.5% swap out: 394
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guest : 0:02:18.59 0.2%

uptime: 3:45:22.24 context : 99809844

irqg 0O: 121 timer irq 41: 3238224 hpet3

irq 8: 1 rtco irq 42: 3251898 hpet4

irq 9: 0 acpi irq 43: 3156368 hpet5

irq 16: 14589 ehci hcd:usbl irq 45: 0 aerdrv, PCIe PME
irq 18: 0 1801 smbus irq 46: 0 PCIe PME, pciehp
irg 19: 124861 ata piix, ata piix, f irq 47: © PCIe PME, pciehp
irq 22: 3742817 enp5sl irq 48: 0 PCIe PME, pciehp
irq 23: 479248 ehci hcd:usb2 irq 49: 387 snd hda intel
irq 40: 3216894 hpet2 irq 50: 1088673 nvidia

EEEMRER, BEASH -ac SR -NBNVEHR—RER. EXMERT, & o #&
IEF2 R,
BNBERTERRERE S8 -d EHESRE. procinfo -dn5 BRI EARMWANEEWE:

2.6.2 ARFITHIZSE:. /proc/sys/

ARG S A FEBITIMERR Linux REZEE. EIMILTF /proc/sys/ #, BIfEHA
sysctl anSREEFNEN. EFVIHFTESE, 151517 sysctl -a., ALUER sysctl
PARAMETER NAME FIHHEBNEEL,

S¥HANIE, BlfER sysctl CATEGORY BH@d FIHBN BRNASTKESIL, TEIIET
REBEMNX, FERENRMHEE kernel-source 7 REFRIE ZRIEARMNFEE,

sysctl dev (/proc/sys/dev/)
RERFENER.

sysctl fs(/proc/sys/fs/)
FRANXHaR. EaMNEMXHRASRANSE. EXAT, FEN /usr/src/

linux/Documentation/sysctl/fs.txt,

sysctl kernel (/proc/sys/kernel/)
BEXESZAERER. RAREREFENHEHMAZEXSHNER. BXHT, ESW /usr/

src/linux/Documentation/sysctl/kernel. txt
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sysctl net (/proc/sys/net/)
BEXNHFH—RMNESHNERE (FEH ipvd/ FER) . BXAT, 1550 /usr/

src/linux/Documentation/sysctl/net.txt

sysctl vm(/proc/sys/vm/)
LR FRFNMSEXEMAE. JIBNEFNEEEX. BXHT, S /usr/src/

linux/Documentation/sysctl/vm. txt

BIGENERHIISIENSE, 15FEHAMS sysctl -wPARAMETER=VALUE, BXRAEKIE
&, 1B1E /etc/sysctl. conf AFM—1T PARAMETER=VALUE,

2.7 HEHFER

2.7.1 PCI&IR: lspci

A= iR PCIECE,
KRS HIRIERYRE root FIF A BERE TR BN PCI BRBAIS AR,

©

< ULspci 5 PCI HIR:

# lspci

00:00.0 Host bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE \
DRAM Controller/Host-Hub Interface (rev 01)

00:01.0 PCI bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE \
Host-to-AGP Bridge (rev 01)

00:1d.0 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #1 (rev 01)

00:1d.1 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #2 (rev 01)

00:1d.2 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #3 (rev 01)

00:1d.7 USB Controller: Intel Corporation 82801DB/DBM \
(ICH4/ICH4-M) USB2 EHCI Controller (rev 01)
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00:1e.0 PCI bridge: Intel Corporation 82801 PCI Bridge (rev 81)

00:1f.0 ISA bridge: Intel Corporation 82801DB/DBL (ICH4/ICH4-L) \
LPC Interface Bridge (rev 01)

00:1f.1 IDE interface: Intel Corporation 82801DB (ICH4) IDE \
Controller (rev 01)

00:1f.3 SMBus: Intel Corporation 82801DB/DBL/DBM (ICH4/ICH4-L/ICH4-M) \
SMBus Controller (rev 01)

00:1f.5 Multimedia audio controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) AC'97 Audio Controller (rev 01)

01:00.0 VGA compatible controller: Matrox Graphics, Inc. G400/G450 (rev 85)

02:08.0 Ethernet controller: Intel Corporation 82801DB PR0/100 VE (LOM) \
Ethernet Controller (rev 81)

£ -v ATLUERCENIF AR

# lspci -v
[...]
00:03.0 Ethernet controller: Intel Corporation 82540EM Gigabit Ethernet \
Controller (rev 02)
Subsystem: Intel Corporation PR0O/1000 MT Desktop Adapter
Flags: bus master, 66MHz, medium devsel, latency 64, IRQ 19
Memory at 0000000 (32-bit, non-prefetchable) [size=128K]
I/0 ports at d010 [size=8]
Capabilities: [dc] Power Management version 2
Capabilities: [e4] PCI-X non-bridge device
Kernel driver in use: e1000
Kernel modules: e1000

M+ /usr/share/pci.ids RIREEXRIKERMBEMNER. LEXHHRFILR PCIID 7
B RANRE” o
S -v EREFAERNEER. BEEEAHFE, BEASH -no

2.7.2 USBi&%: 1lsusb

Lsusb < A5 HFFE USB i&&. A -viEm, oJFTENEMFANTIR. FMEEMBER/
proc/bus/usb/ HiEEY, THEHEEEEELKS. REFES. BEENBEFE USB IREB R TIBTT
lsusb E89%H.
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# lsusb

Bus 004 Device 007: ID 0ea0:2168 Ours Technology, Inc. Transcend JetFlash \
2.0 / Astone USB Drive

Bus 004 Device 006: ID 04b4:6830 Cypress Semiconductor Corp. USB-2.0 IDE \
Adapter

Bus 004 Device 005: ID 05e3:0605 Genesys Logic, Inc.

Bus 004 Device 001: ID 0000:0000

Bus 003 Device 001: ID 0000:0000

Bus 002 Device 001: ID 0000:0000

Bus 001 Device 005: ID 046d:c012 Logitech, Inc. Optical Mouse

Bus 001 Device 001: ID 0000:0000

2.7.3 BUMFBIEARFRS: tmon

tmon ZREGSEEBNAIANIL. AN ERATFRAANT R, MRFEREMSEEE, tmon
RS IERIETT!

r——THERMAL ZONES (SENSORS) 1
| Thermal Zones: acpitz00
|
|

|Trip Points: PC
|

r——— COOLING DEVICES

|
|ID Cooling Dev  Cur Max  Thermal Zone Binding |
|00 Processor 0 3 [T

|o1 Processor 0 3 I

|02 Processor 0 ARERRARERNN

|03 Processor 0 3 [T

|04 intel powerc -1 50 [[ITITTT]

: |
| |
| 10 20 30 40 |
|acpitz 0:[ 8][>>>>>>>>>P9 €31

! |
: CONTROLS

|PID gain: kp=0.36 ki=5.00 kd=0.19 Output 0.00

|Target Temp: 65.0C, Zone: 0, Control Device: None
[
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Ctrl-c - Quit TAB - Tuning

BRIMAAREE. MMIERAEKIE, URIFEGER tmon MNRAMRIER PR & 5% R2ERI1FA
=5, IFSIFMI:. man 8 tmon, FIAMERTASRENMGE tmon,

2.7.4 MCELog: HEHNIERSE (MCE)

AEWMHEIR (B851/0. CPUMAEHEIR) B, mcelog MAERNERM A /FERIH B
ERE (MCE)o It4Hh, BRERFHIRE, mcelog & r] LUMEFUNEL SR DIRHAA B Thik i

Mo LART, LEiREAS/NEHITH cron (ELVERR, IITE, BAEEIRATE mcelog SFIFERFIZED
RIE,

Q ¥=: AMD T MCA 85
SUSE Linux Enterprise Server 352§ AMD A BHGT BN IR EARREN (AI4EK
MCA) . BJ4EHX MCA 1E58 T AMD Zen b IE2ZHRRVREMHEEIRIRS. ©Y BT MCA Bank
FIERMER, HETHIRVIEHIES T AIZHE,
mcelog %% MCAHE (rasdaemon #1 dmesg t3H%k MCAHE) ©
BXFMER, BB http://developer.amd.com/wordpress/
media/2017/11/54945_PPR_Family_17h_Models_00h-OFh.pdf# E#9 {Processor
Programming Reference (PPR) for AMD Family 17h Model 01h, Revision B1
Processors) (AMD &%l 17h Model 01h 1&iThR B1 & IE23HV0 IR 234RTESE (PPR))
hE9EE 3.1 % “Machine Check Architecture”  (GHENKRTERLEN)

mcelog B7TE /etc/mcelog/mcelog. conf FEEER, man mcelog # http://
mcelog.org/ 2 RAEBTEEIRT, U TRHIMXETR T MEIAXGRIE:

daemon = yes

filter = yes
filter-memory-errors = yes
no-syslog = yes

logfile = /var/log/mcelog
run-credentials-user = root

run-credentials-group = nobody
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client-group = root
socket-path = /var/run/mcelog-client

BIAREBA mcelog BRS5. FILUEE YaST R4ARSRiEE N an 1T R BB NZARSS

# systemctl enable mcelog
# systemctl start mcelog

2.7.5 AMD64/Intel 64: dmidecode: DMI FKAZIDZE

dmidecode E/RiTEAA DMI &, EREEEAHEFSISH BIOS EITHREFER.

# dmidecode

# dmidecode 2.12

SMBIOS 2.5 present.

27 structures occupying 1298 bytes.
Table at 0x000EB250.

Handle 0x0000, DMI type 4, 35 bytes
Processor Information
Socket Designation: J1PR
Type: Central Processor
Family: Other
Manufacturer: Intel(R) Corporation
ID: E5 06 01 00 FF FB EB BF
Version: Intel(R) Core(TM) i5 CPU 750 @ 2.67GHz
Voltage: 1.1V
External Clock: 133 MHz
Max Speed: 4000 MHz
Current Speed: 2667 MHz
Status: Populated, Enabled
Upgrade: Other
L1 Cache Handle: 0x0004
L2 Cache Handle: 0x0003
L3 Cache Handle: 0x0001
Serial Number: Not Specified
Asset Tag: Not Specified
Part Number: Not Specified
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2.7.6 POWER: %|HFEEH
Ushw 12BN H BRI EVINEHELE.

2.8 XHFMXHFRS

BXXMHRGHENES, 580 (EEFEEER) -

2.8.1 MENMHEE: file
< file BIHE /usr/share/misc/magic IE— T —RFISXHRIZEE,

> file /usr/bin/file
/usr/bin/file: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), \
for GNU/Linux 2.6.4, dynamically linked (uses shared libs), stripped

2 - LISTHEZREN—IH—RIIXHR, -z A file EREEXHHIAEE:

> file /usr/share/man/manl/file.l.gz

/usr/share/man/manl/file.1l.gz: gzip compressed data, from Unix, max compression
> file -z /usr/share/man/manl/file.l.gz

/usr/share/man/manl/file.l.gz: troff or preprocessor input text \

(gzip compressed data, from Unix, max compression)
S8 -1 i mime XENFREMAZELRBA,

> file -i /usr/share/misc/magic
/usr/share/misc/magic: text/plain charset=utf-8

28.2 XHRZREMERAER: mount. df #du

#< mount W MERARRPIXERSE (SEMAR) :
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# mount

/dev/sda2 on / type ext4 (rw,acl,user xattr)

proc on /proc type proc (rw)

sysfs on /sys type sysfs (rw)

debugfs on /sys/kernel/debug type debugfs (rw)

devtmpfs on /dev type devtmpfs (rw,mode=0755)

tmpfs on /dev/shm type tmpfs (rw,mode=1777)

devpts on /dev/pts type devpts (rw,mode=0620,gid=5)
/dev/sda3 on /home type ext3 (rw)

securityfs on /sys/kernel/security type securityfs (rw)
fusectl on /sys/fs/fuse/connections type fusectl (rw)
gvfs-fuse-daemon on /home/tux/.gvfs type fuse.gvfs-fuse-daemon \
(rw,nosuid, nodev,user=tux)

FEARAHRS df AT LIRS EXXNGAALEFERBRIERE. 8% -h (5 - -human-readable)
BRI N THE A P A LR REAYAZ .

> df -h

Filesystem Size Used Avail Use% Mounted on
/dev/sda2 206G 5,96 13G 32% /

devtmpfs 1,66 236K 1,6G 1% /dev

tmpfs 1,66 668K 1,6G 1% /dev/shm
/dev/sda3 208G  40G 159G 20% /home

fER <L du JUBTRATEBRREFERFAEXMHRNE RN 2 -s REIFAE S HE
t, R[EEEINSHNET. -h BB RLERRAERZ EREI:

> du -sh /opt
192M /opt

2.8.3 AXELF Z#HGBIXHHNEMESR

H readelf SSBREFERIEN _H#HEIXENAS. XEEAAT HEMBEHEREMERA ELF
XA

> readelf --file-header /bin/1s
ELF Header:
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Magic: 7f 45 4c 46 02 01 01 0O 00 GO 00 00 00 0O 00 GO

Class: ELF64

Data: 2's complement, little endian
Version: 1 (current)

0S/ABI: UNIX - System V

ABI Version: 0

Type: EXEC (Executable file)
Machine: Advanced Micro Devices X86-64
Version: 0x1

Entry point address: 0x402540

Start of program headers: 64 (bytes into file)

Start of section headers: 95720 (bytes into file)
Flags: 0x0

Size of this header: 64 (bytes)

Size of program headers: 56 (bytes)

Number of program headers: 9

Size of section headers: 64 (bytes)

Number of section headers: 32

Section header string table index: 31

284 XHEM: stat
< stat ERXGEM:

> stat /etc/profile

File: "/etc/profile'

Size: 9662 Blocks: 24 I0 Block: 4096 regular file
Device: 802h/2050d Inode: 132349 Links: 1
Access: (0644/-rw-r--r--) Uid: ( 0/ root) Gid: ( 0/ root)
Access: 2009-03-20 07:51:17.000000000 +0100
Modify: 2009-01-08 19:21:14.000000000 +0100
Change: 2009-03-18 12:55:31.000000000 +0100

2 - -file-system ERFEE XHFRTERX M RFHE AT

> stat /etc/profile --file-system
File: "/etc/profile"
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ID: d4fb76e70b4d1746 Namelen: 255 Type: ext2/ext3

Block size: 4096 Fundamental block size: 4096
Blocks: Total: 2581445 Free: 1717327 Available: 1586197
Inodes: Total: 655776 Free: 490312

2.9 %F E/%\

29.1 HRXERRAF . fuser

R A THRE SRIMLE#Zs AP BRI ENXH. Fil, RIGEEEHH /mnt PEFHHNE
MRS, umount R[E] “deviceis busy” (RFIEIL) . AERER fuser s HAEML
HIZIEEIRRIZIRE

> fuser -v /mnt/*

USER PID ACCESS COMMAND
/mnt/notes.txt tux 26597 f.... less

&1 less #1227 E (ZHEHBEEF — 1M RIKELE1T) , EallIREEZXEGRSET. 5 -k
EINE S ERARY, fuser BS&IEIFTEIARINXERHE,

29.2 MERAFPERITHERE: w

EAHBL wALIMEEEERIIRS, URE AR ETHRITHERME, F:

> w

16:00:59 up 1 day, 2:41, 3 users, load average: 0.00, 0.01, 0.05
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
tux :0 console Wedl3  ?xdm? 8:15 0.03s /usr/lib/gdm/gd
tux console :0 Wedl3  26:41m 0.00s 0.03s /usr/lib/gdm/gd
tux pts/0 :0 Wed13 20:11 0.10s 2.89s /usr/lib/gnome-

MREMAGHNEMAFBZEER, WS - FETXEAFPEME EEIEZATTEL.
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2.10 BYja]A]HEA

2.10.1 f{EMA time #1TBYE]EE=

FA time SCAREFRIE S RMEL NN E, LKARFERMRE: RE Bash M2 (/

usr/bin/time),
> time find . > /dev/null

real Om4.051s @
user Om0.042s @
sys 0m0.2055 ©

Q@ Mes<BnhEIFERSERRE T RIBYIE],

® H times ZLPERKRERIAF CPU BHa,

© H times ZLFERKRERIZRS CPU BHiaE,

/usr/bin/time FAIHLBIFARFS, BINEGMER -v AXEBTIS<, UWENERS B
o

/usr/bin/time -v find . > /dev/null
Command being timed: "find ."
User time (seconds): 0.24
System time (seconds): 2.08
Percent of CPU this job got: 25%
Elapsed (wall clock) time (h:mm:ss or m:ss): 0:09.03
Average shared text size (kbytes): 0
Average unshared data size (kbytes): 0
Average stack size (kbytes): 0
Average total size (kbytes): 0
Maximum resident set size (kbytes): 2516
Average resident set size (kbytes): 0
Major (requiring I/0) page faults: O
Minor (reclaiming a frame) page faults: 1564
Voluntary context switches: 36660
Involuntary context switches: 496
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Swaps: 0

File system inputs: 0

File system outputs: 0
Socket messages sent: 0
Socket messages received: 0
Signals delivered: 0

Page size (bytes): 4096
Exit status: 0

2.11 LHIEGEEIZR: RRDtool

THNEFPEERETENRNENEIE. fi, BENTK, HELHTENNLZEOLE
IRWHEIESE, RRDtool AIESBNIEMETRXLEERIE, FHRE M IFEAN T B E X ER.
RRDtool iBAF A ZE Unix F&# Linux &1TEM. SUSE® Linux Enterprise Server tbfEkiH
RRDtool, i&fEF YaST s(&

Ll root 1< TH4 N zypper install rrdtool REET A,

O =% B
12ftT RRDtool B9 Perl. Python. Ruby #1 PHP 483, {FEaEB URIFHNHMAIES RS
B 2B S AES,

2.11.1 RRDtool B T{FIRIE

RRDtool 21&FE A%#EET A (Round Robin Database tool) WEX 4 S, BIFAERAER
EIEERIRN—MA 5. ERABEFEPXMERIE, FrEiRTELREERE, tgEHF
3. RRDtool EREIF S REIEEREFMIRENE LR,

SNFIFTIR, RRDtool AAFMIERNB T LAVENIR, HBINRFIRERSBETIEEHNNERRE
FEUNEMEIE (FIINRE. REZE) , ARLIEERASHEE. WEBE+LESET
RRDtool &038, R IUABEMMIEHCIZPIFRRYRIL,

BRTEEEIREEIE, XEHIBENEXFTER ST GEIR 445 RRDtool, BEEE
B EEFohiR(F RRDtool,
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EE RRDtool BARZMNE R RFl, HAER 7 B RRDtool TIERIENFIE=1EEM
By QUBEUERE. EMVEENEERR.

2.11.2 SEBR

BIgENBREHEE Linux RAFRAEFHEERTUNER. AERFIEEDD, HITHEU4
F¥AiaErE, M= 40 WETEIENMNHEFRRARNE. BoBEXFA=MEERERAERARNENL
FA%ER5: Firefox MITTNI%E28. Evolution BB FEBE4Z F iw#0 Eclipse FFRIEZS,

2.11.2.1 UREHIE

RRDtool @ EATFMNEMTMUMERE. EXMIBERT, SEAEREMEZERENIN (SNMP),
LY BT A B LR IR E IR ST EEs BB X E. MR, XLLERHEE RRDtool KiE=,
BX SNMP #9458, 1S http://www.net-snmp.org/ 2,

BITRERBFIARE — RINFEFohIREEIE. BhFHIA free_mem. sh &SR HRE
HZRPAES, FRESANRER.

> cat free mem.sh
INTERVAL=4
for steps in {1..10}
do
DATE="date +%s”
FREEMEM="free -b | grep "Mem" | awk '{ print $4 }'°
sleep $INTERVAL
echo "rrdtool update free mem.rrd $DATE:$FREEMEM"
done

o BYHE]EIFRIRE N 4 FOHER sleep <KL hE,

e RRDtool #EZ R AEHRIAMIEEE - FHBA Unix BiE), tEEENX NE 1970 F 1 B
1 B (UTC) A3 roFbEk, 5130, 1272907114 &7 2010-05-03 17:18:34,
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o JAREEERMER free -b UFTHRIREN. BRARHMELSRMU (FH) MAE

fEEERAL (BIE0KB) -

e HH echo ...
FAFE#7 RRDtool {EHY

A
AR <T1To

iz1T free_mem.sh 5, EEEW TRV

> sh free mem.sh

rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool

update
update
update
update
update
update
update
update
update
update

BI LA 75 (B fE A
sh free_mem.sh > free_mem_updates.log

Fen L HH EE R EIFEN A LRI e L EIRFHIT

2.11.2.2

BIELIEE

free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.

free mem.

rrd
rrd
rrd
rrd
rrd
rrd
rrd
rrd
rrd

rrd

1272974835:
1272974839:
1272974843:
1272974847 :
1272974851:
1272974855
1272974859:
1272974863:
1272974867 :
1272974871

1182994432
1162817536
1096269824
1034219520
909438976

832454656

829120512

1180377088
1179369472
1181806592

ERLUT a2 A AR BICIBAIERTEIN S B EiERE:

> rrdtool create free mem.rrd --start 1272974834 --step=4 \

DS:memory:GAUGE:600:U:U RRA:AVERAGE:0.5:1:24

B

mHITEEEIBENXY (free_mem. rrd) BIRRETR, HERECIET

o kAL REIERA free_mem. rrd I, BTERBHERBEEFEFNEE,

o --start ETUHEERFE—MERMEIBUIEZERETE] (KA Unix BiE) o EAREIF, 1t

{ELE free_mem. sh kb AYSE —PEYEIE (1272974835) /)N Lo
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o --step {EEREUEEFRMHNELIENEIERE (UMW REMN) .

* DS:memory:GAUGE:600:U:U B85 5I NEUIBERFEIER. LtEHIEER 7 memory, 3
Bl gauge, FOREHFHZIBMIRAIEIER 600 7, NESEEFHNRNIRAER (U)o

* RRA:AVERAGE:0.5:1:24 SIZBEIFEREH (RRA), EFEEFNIEREIA T ITER
ERFEIYENSFHEE (CF) LIBM, SHREM 3 MERBEEMEITITE,

WMRAETHIZEHE, WHFGIERPELIET free_mem. rrd HUEE:

> 1ls -1 free mem.rrd
-rw-r--r-- 1 tux users 776 May 5 12:50 free mem.rrd

2.11.2.3 EHHMEUEEE

SIESIEER, EEEPERNERE. £52.11.2.1 7 “WEHE" &, RINBAESETE
& rrdtool update &5<H free mem updates.log X, XEmSEATNIRITEIEE
B EH,

> sh free mem updates.log; ls -1 free mem.rrd

-rw-r--r-- 1 tux users 776 May 5 13:29 free mem.rrd

BILLEE, BMEREEMIUERS, free mem. rrd BA/MIRIBFART,

21124 EBEHNEE

BIMNENETE, SIETHERE, AEEPEETNEE, NEBANMERTLUREZEEERE, 7
RERIEEHBUE.

BRORBIEEFRFREE, BEMITLRAUTHS!

> rrdtool fetch free mem.rrd AVERAGE --start 1272974830 \
--end 1272974871
memory
1272974832: nan
1272974836: 1.1729059840e+09
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1272974840:
1272974844:
1272974848:
1272974852:
1272974856:
1272974860:
1272974864:
1272974868:
1272974872:

L3

.1461806080e+09
.0807572480e+09
.0030243840e+09
.9019289600e+08
.3162112000e+08
.1693465600e+08
.1801251840e+09
.1799787520e+09
nan

= B © 00 00 B H R

* AVERAGE ¥ MEEEFRINTIIER, FENR@E AVERAGE S0EE X T — MR

(55211227 "IEZdEE" ) , ARRBHMAIBRK.

o MHME—TYIESE 211227 “CIELIEE" PEXBEIERNZ M,

o EMIERFIERRENIER, BMERTIURFCHUERTN VAT EFHE.

° &E—1T7HH nan K&K “F2EF" .
WER S — T ERRER R RIEEFEENE:

> rrdtool graph free mem.png \

--start 1272974830 \
--end 1272974871 \

--step=4 \

DEF:free memory=free mem.rrd:memory:AVERAGE \

LINE2: free memory#FF0000 \
--vertical-label "GB" \

--title "Free System Memory in Time" \

--zoom 1.5 \

--X-grid SECOND:1:SECOND:4:SECOND:10:0:%X

Ex

e free_mem.png EBELIENEIRNXHZ,
e --start #l - -end [RHIELTIE RIS ESEE,

o --step IEEERNNEFERIE (UFDARM) .
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e DEF:... Zn =R/ free_memory HEIEENX . HEEEM free mem. rrd #IEEE
BY, HEWEREZ N memory, FitBEIYES, EANFE 2.11.227 “CIEIUEE" $HX
EXHMER,

o LINE... BREEELFZERFHEENEN. HREN 2 BER, HEXRE
free_memory X, BN LI EE,

e --vertical-label KEEFT Yy M LIENTE, --title REBEPMERNETE.
° --zoom IEEEIRMNERAL. LWELMKTFE,

* --x-grid IEEMAERRPLAGINEENRENS, ARFISR—EH—IMEL, &
bR 4 MR —REMEL. B8 10 IR LHIEEMELE T

RAZBIAT AN
116 _\_\_\_

0.9 G| _\_,_

08 G - - - - - - - - - - »
14:07:10 14:07:20 14:07:30 14:07:40 14:07:50

GB
—
[=]
(1]

E 2.1 : £ RRDTOOL IEMNRHIER

2113 BEZER

RRDtool E— M EFRERMTIHR, EMHE T IFZFHTMar ST, Hh—LaSHIEmR
AZIER, BEFCEMMENERHBRIBENSFNEHTHIE, UEEBEETFLEIK,
7E8% RRDtool FIFATT (man 1 rrdtool), EEARRHTEEAER, Rz, EER
ZABEE RRDtool =71 (https://oss.oetiker.ch/rrdtool/) 7, $3f rrdtool &8 REFE FiS
B—EMARBE Y (https://oss.oetiker.ch/rrdtool/doc/index.en.html) 2, tESh, EHTL
B2 (https://oss.oetiker.ch/rrdtool/tut/index.en.html) 2 BJZEBH{ZIRAZ E FIRY RRDtool T
EMAZo

MREIISMMERERNE, FEF MRTG (Multi Router Traffic Grapher) (https://
oss.oetiker.ch/mrtg/) 7. MRTG B] LUEHIFZ ML IGEFEIEIR. ©RLEA RRDtool,
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3 RHGIHSXF

REBEXHDOMERAMASZNREENES Z2— EXLL, ERNRFAHTHIPHEHEN, B
—ERREBEERAAE XM, SUSE Linux Enterprise Server 2 BEFMIER ALK LR E
NN FE—EH. BMNTER systemd Zfa, WIZEEUKREBE systemd FEMBRSR
SHHEEEICRTE systemd BEF (FEN (BIEIEE) ,5H21E “journalctl: &if
systemd BE” ) . HMBAEXH (FERRFNAREFNEEXH) BUAXERAEN,
FEIERRIERIE ) IR BN, A LUERAMIAR DX E . Xe[itEdiRERS,

3.1 /var/log/ FHIRFZHEXXH

AL BEXMHIRAMT /var/log BR o UTHIRBMH T EFRMAMINLEESS SUSE Linux
Enterprise Server BB AL A EXHFELA, BIEENLESEE, /var/log =85tk
KINIEWEMRSH N BREFPNAEXX . TEAMANELEXHNBERU “GHUff” |R,
RELEENHNAERFRASEREN]. KZHBEXHNIT root AFBI I,

apparmor/
AppArmor BEX M. BX AppArmor BIIFEE, B2 (Z2MEWiErE) -

audit/
REHITERNBAE. BEXFEMEER, BEEN (L2fEtiEE) -

ConsoleKit/
ConsoleKit FHFiEF (ATFEREWLERAFEER, UKRMIIMASIHEVIRRERNTIFE
FF) BIBE

cups/
BA Unix TENZRSE (cups) BUiBRIFAIEIZRAE.

firewall
fh A& E S

gdm/
k85 GNOME EREERNBEEXH,
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krb5/
R H Kerberos W& B HIIERFRBEX s

lastlog

BEE AP LRERBXEENHIEE. nERH< lastlog #1TEE. BXFHE
B, 20l man 8 lastlog.

localmessages
RLS|SHABETHES, Bl80, DHCP EFmAAE.

mail*
mEFARSS 28 (sendmail. postfix) HiE.

messages
XEZFIEAZNMAZHTHENMIAREFUE, HIREANNEEEEZUE (UKk/

var/log/warn) .

NetworkManager
NetworkManager BHEX -

news/

KEHERSHNETER.

chrony/
KB MBS Bl MY T4 2R (chrony) BIEE,

pk _backend zypp*
PackageKit (f£F libzypp Fim) BEXH.

samba/
;E 5 Samba. Windows SMB/C'FS YTQ:HE%%%E’\J H /L.\;t'fq:o

warn
FRFERAESNERNAE, HIMETEY, YEREBIMAE (UK systemd BERYS
) o
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wtmp

FREE R/ FHEES) i EZNHIEE, AIEREG<S last #H1TEE. BXFHAEE, 7
Z0lman 1 last.

Xorg.0. log

X.Org BeHEX M. WR7EFE X.Org BRFHIRRE, BFSEMNHE. KEkF X.0rg B
s B EXHRBIRBI X 4RSS /9 Xorg ? logo

YaST2/
FR& YaST BHEX .

zypp/
libzypp BEXM, AISEXEX R EREHE,.

zypper. log
KBEmSITRERR zypper AE.

3.2 &EEMAHBEXH

BEEEHEXMH, JUERERIXARIESS. thh, ERIER—MERM YaST EIRREF
YaST =LA > 724 HE TRENRSKBE.

BEEXSIERIEPEEFEEEXH, BEFER®S less I more, fFM head #l tail IEFHE
XHFFRMGER, BEXNEEFREXHREMD, 5 tail -f, BXUAFRXLETA
NES, BEFENNFMRIL

ETEHEXHPERFRIEHENRER, FER grep. awk TETAMMEFHREANEE
o

3.3 fEH logrotate EIEHEXH

/var/log THHSXHEXEK, RIRMSZTFIFEREK. Llogrotate TREAFEIEEEH
SXMREERK, FRALTARUBMEHR. Ak EEMNEIHELEEEX . AILUER
(BH. 5AxEA) WEETBI/EANHLAIEREX M-
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BEH systemd & HIETT logrotate, FittR=®|HER—XBEXH. BEFEE—LEHIIME
B B A REIME R B EX 4. tNR—KKN%ZRIETT logrotate, HEWNMREHA - -
force, f#f /var/lib/misc/logrotate.status LA T i _E R4S E X FRYBTIE],
logrotate WEFEfREEXH R /etc/logrotate. conf, £MBEXHNRGREEMIE

Fr (5190 apache2) HEHBESHEEEXHBTE /etc/logrotate.d/ BRH, & /etc/
logrotate.conf 7N /etc/logrotate.d/ BIRA,

3.1 : /etc/logrotate.conf BYR{F

# see "man logrotate" for details
# rotate log files weekly
weekly

# keep 4 weeks worth of backlogs
rotate 4

# create new (empty) log files after rotating old ones
create

# use date as a suffix of the rotated file
dateext

# uncomment this if you want your log files compressed

#compress

# comment these to switch compression to use gzip or another
# compression scheme
compresscmd /usr/bin/bzip2

uncompresscmd /usr/bin/bunzip2

# RPM packages drop log rotation information into this directory
include /etc/logrotate.d
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O == BERTR
create iEMKXF /etc/permissions* AFMEEXHIENFFIEN, WREER
XEGE, BREARSI AR

3.4 {EMH logwatch IS HEXH

logwatch 2— 1A HEX BB NN BEEN#E, EAUSNRALBRSE. RENEEES,
HUBMSZENARERXLEEE. EFH logwatch, %% logwatch BEFE,

A[fEa 1T L1EMA logwatch SRERMEISIRE, TiBE cron REHARIRZBENIRS. RS
TERELYE. REIXMY, F@EIHBHFLXEIEENMLL, @i cron BRIERIRSER, F—
MCESERIE B

a7 L, FILAEA logwatch Ef XM MARS S ESEEERIRE, UREBEERMIFH
EE:

# Detailed report on all kernel messages from yesterday
logwatch --service kernel --detail High --range Yesterday --print

# Low detail report on all sshd events recorded (incl. archived logs)

logwatch --service sshd --detail Low --range All --archives --print

# Mail a report on all smartd messages from May 5th to May 7th to root@localhost
logwatch --service smartd --range 'between 5/5/2005 and 5/7/2005' \
--mailto root@localhost --print

- -range EIMAIB AL IRE R — BXAT, 152 logwatch - -range help, R T
SR E WA RS HISIR:

> 1ls /usr/share/logwatch/default.conf/services/ | sed 's/\.conf//g'

logwatch I BEXEEERE. E@ERANLCEEELUARER, BIAREXHATF /usr/
share/logwatch/default.conf/ o VIMEXEXH, AN T—RERNSERE

Eiil. MBEXEESMA /etc/logwatch/conf/ (BERILUERBRIAG B X ERIE
1‘&) o /usr/share/doc/packages/logwatch/HOWTO-Customize-LogWatch ity
BXBEEX logwatch BNIF4E(EIERE. FEMTEEXH:
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logwatch.conf

FEREXH. RIAMREHFEAEETR, AIEaSITESEMECERTL

ignore.conf

id7E#= Logwatch 2B ZBIIFRIETT.

services/*.conf

ZiRSEREE T HANEERIRSHETIRSHECEX .

logfiles/*.conf
BRI TENIRSHML B S HHSE.

3.5 AN root BCEMMFIEA

RGFIPIER. cron Rk, systemd iTES2SFIEMN BIER T LEMBMEFHEELIRA RS
B root BF. ABERT, SMNAPKFIBEE— 2R, EEREIWEIE XITEBH4EE
y 38

XEHH AR AT ERAAEE R REMEMNNRZ 2EXIRENEG. ENFKREIEXXLE
ERFFEYIER], SRZVENEX LRI R EIE N ERN T RZi2B iR

i##23.1: A root AFEEHBHELR
N root AFRAHME, BRITUTISE:

1. ¥F yast2-mail REE:
# zypper in yast2-mail
2. ZITRER YaST Hp4FCE
# yast mail
3. IEEOKAMENERELE, ARBE T —I%#%ER,

4, MNP RERFIRS SRR, RIBRBEES (HI0IE, BPVBIMGRFISENE TLS &, LABS
BEWELEREMBBRRBRRS IR, BEH T —IH4E
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5. WANER root FF BYBRHEE % 2RV EE F R tutt, AR TeABCE,

O == FEEZTE SMTP &
FEBREZILE SMTP &R, BNt BNIR 7 HHp 4Lk,

6. AE—HERF LU R B ERR K

> mail root
subject: test
test

7. fEA mailq S L REEBEELIXMIHERF. AR, MEATINIZAT, EEMFNIZE
FRERECE R T RER IR

RIERERNITTENBNZZRIIRAZHEMBIAL, TR RNERYEFERH R
o EREEE—TAIRATE FHRFIK P UL B N R R FRIBR o

o ERTHFIBMRXAGIHRINARFERHIKS (BIRZEERFFIR) PUEREFRRSHIHE
o

o AN RGRIEIRITATE FHRAIKF

EERMIEIINERXAEFHEKS, X—REXEE, NTEUERTEHRINIEES
, BERLETVENES. BNAREFEENNAEEXES.

3.6 KAZHBRRAEPLARFGHTARS

AR ARG HEHIENS I RARAIINE LR ORSHTRS R, Xt¥, EERERIUAK
THEFRE N ENEM, HPERIIEGE T RENKREERERARASUBERERD,

RERORSZHERSFBMIIEHR MBI EN. BREEFOASKRSE, AREKERF K
M TIZi2 A EIE R
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3.

61 R%EPILJ\/%/)L /L,\HER%S

i3%2 3.2 . & rsyslog ARS8

67

gli%q:’b\%flb ,._,\HEQEE, -lﬁm L/(—Fﬁz.'l%.
1. JREEECE X /etc/rsyslog.d/remote. conf,

2. EIZECENXHHI UDP Syslog Server 3t TCP Syslog Server #4y, BUHIRUT
7. 79 rsyslogd 35K IP #3EFNEm O,
TCP /=fjl:

$ModLoad imtcp.so
$UDPServerAddress IP@
$InputTCPServerRun PORT @

UDP =1

$ModLoad imudp.so
$UDPServerAddress IP@
$UDPServerRun PORT @

@ ZEI50ARY rsyslogd #20O0RY IP sk, WNRAIEEMUL, FIFEFFEIFFIEED.
@ ZENIARY rsyslogd imM. ERETF 1024 BRIRO. FRINMEN 514,

© ==: TCP 5 UDP 1B
TERLE, RAGAEEER UDP GBI NEZRERBTHR. XMER AT
FHERLD, BRAFEMERE. EHERENERT, BEERAREEER.

TCP thiNEAI§e, RN ZMA I EREMAZ UDP,

Q i&: 5 TCPEZAMEAM ServerAddress

TCP =54 H) $UDPServerAddress BEES 2B HEIR. REEZES
UDP, {BERIBYAF TCP 1 UDP,

3. REFEXMF.
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4. EF5) rsyslog RS

> sudo systemctl restart rsyslog.service

5. ERAERITHENARO. XF5 TCP &AM firewalld, 1§7EiRA 514 Liz

,—

17!

Vv

sudo firewall-cmd --add-port 514/tcp --permanent
sudo firewall-cmd --reload

\"

0, BEEREFORARASTRSE. BETHK, BEEFFHUHITIZEATIER,

3.6.2 EEFIRITEN]
318 3.3 . E2E—1 RSYSLOG LffIAFiniZHEICH

1. {RIBECE X /etc/rsyslog.d/remote. confo

2. BUHERRAERN AT (TCP 8 UDP) , 3% remote-host B ATEE 3.6.1 7 “EEH0
24 HERSE PIRENTORGASIRS 2L,
TCP =:f51:

# Remote Logging using TCP for reliable delivery
# remote host is: name/ip:port, e.g. 192.168.0.1:514, port optional

*,* @@remote-host
UDP ffll:

# Remote Logging using UDP
# remote host is: name/ip:port, e.g. 192.168.0.1:514, port optional
*,* @remote-host

3. RIFEX M

4, ER5) rsyslog RS

> sudo systemctl restart rsyslog.service
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5. REARZGHER RS A IEREHT:

> logger "hello world"

FORFZHERS 2 LIMENSHIAEEE hello worlds

IEI.:T_ EEEE_/\%éﬁ LX’H H lL.\lZE*E?EiE%:EtIJ q:’t:\z%éﬁ H IL\HEQ%O %I_R-“-‘_l;-k_iilaiﬂ E T
HFFERAEES LIATTE,

363 EZER

HEAGEREEMNE, BOERATEENREMLE, BIGENER TLS ME, EXFE—
IEREAEE,

FEESR, RETEENHNMAEESNLAESRSEROLORABERSE LHER. FEER
IR ENROE BSR4, HERERLFIRERDE

BXMNE. DEMEMESRETAFMESR, BER https://www.rsyslog.com/doc/master/
index.html#manual 2 £AY RSyslog 314,

3.7 £ logger BIERFZHEIN

logger RRATHERAABEFCEATMH IR, BIRMET rsyslogd R4 HEEREIINT R
O, flgn, TE—1Tm<S7E /var/log/messages RS EEERETH WRKXzTAEIR
FTH) BEEES:

> logger -t Test "This message comes from $USER"

RIESFARPNENSR, ASEESWT—17:

Sep 28 13:09:31 venus Test: This message comes from tux
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4 SystemTap — IDIEM DT RREIE

SystemTap {&tir SITRENHEIE S B TFARCEIEITH Linux RF F3IEA%) B9E

oo SystemTap BIZs2LA SystemTap BIZESHER, BEEHIFEN C RIBRIZIERHIHENE
Atz PRI ARE. TIRANCEEWE, MUEXEZaY%aen] e ThaeR @ T2

#r, SystemTap IREFISEEMTF netstat. ps. top #l iostat FET AL, BER, ©
AWERNE RIRM T B LIS 5 LD,

4.1 BESELR

FHEI151T SystemTap fIAES, #=Bah— SystemTap &if. AVFEITIZHAZ ],
BEH PRI MR AR, ZRAREREZNRAZIERF TS, MRUFIHITEIZ
MAHBREEMARFEAFLEER (i, FRANRFESHAIZRA. FEEREFEZAN

&) , SystemTap AREXREIFZMA, MEEEM SystemTap &7F (~/ . systemtap) HfiE#E
B9 *. c #0 *. ko HiRE.

Y tap FERIEITH, REEER, BXRFE), BERE 427 “LEMLZE" PrRiETH
B SUZ

4,1.1 SystemTap iz

SystemTap BYAEET SystemTap BlIZK (*. stp), XLEHIASELN SystemTap BUREMRSE
R, URKEEEEENITHIIRE, B2 LINTF AWK F1 C BY SystemTap BIAIES
WMEM, BXIEBESEN, 1BEM https://sourceware.org/systemtap/langref/ 2, http://
www.sourceware.org/systemtap/examples/ 2 iRt T KE2HRRAIRIZS,

SystemTap HIAE EHNESHEZR G A SHEHNEHRENERZRE. 2 SystemTap 1Tz,
ESBMRENSES. REENSEHN, Linux IEZSBREBREREAFHRIET, REHE.
Ak, EG4FYTETHIEEFMESS. LIBEEFILUCRIEENEIE, HLUSENA T
EEIE,

SystemTap BENERALVE/MEIE (B, FRTEHE, URXLERBFXEEA) Mz
gy OR. &M. BIFf. X¥) . CEERERANS (95AER) , BEFAFEIFHANE
Bl (RAZEEMHRELER) |
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B X SystemTap MIAREEEVFHAER, BEBRFE 437 “H4EE" , UK systemtap-
docs B a i HAY stapprobes 1 stapfuncs FA T,

4.1.2 Tapset

Tapset B AJTE SystemTap AR ERNTUTHES IR NMREZE, SRAPEBETED
SystemTap BIZ<ES, SystemTap =1R3E tapset FEH B ZMIARIRNE G N IERER, A

[&, SystemTap SAEHAMEMNBVIRNFIREL, ASEEHAREEN C, 5 SystemTap xS
FK, tapset FEFRAXMHYT ER *.stpo

B2, 5 SystemTap IEAREE, tapset FeIEENIT. 1M T el{EE M ZRIEENE
XHWE, Ek, tapset ER—MuRE, SEAERAPEXSEHMEE. Tapset AP AIEERE
BERNEMHEENREIRMEE. THRIERNIIZEEIZEFIENNZEE (FBRZhREsm
7)) BER5%.

4.1.3 @<

5 SystemTap XXM F Ef<SEIE stap #l staprun, BERITXERS, BEEHMEA root 45
N, HENIE stapdev 5§ stapusr LAMIRL .

stap
SystemTap Hiif. 51T SystemTap Bizds (B XHHATERN) o iSRG XA
7 CHREE, HRBERBNRIZIEREZHEETIEITA Linux RiZA, AEHRITIEKRNAS
ERERSIR MR EX o

staprun
SystemTap fgif. FEHMEZH SystemTap BilHEKFIRIZER,

MEENHLIIEMSIR, BFEA --help., BX4T, S0 stap #l staprun FHT,

AT EGBEAHFILRAFREBMER SystemTap EHNMAIEEF root IFIEINIR, EFERUT
SystemTap 42—, SUSE Linux Enterprise Server EEARIRHIXLELE, BIERTLIRIEAS,
HAERSEEARINIR. S, NREAIFBEAFEFEX ML L2HM, ErIAZ staprun &<
AU IR,
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stapdev
4B SR BT LA A stap 1517 SystemTap fil4, S({ER staprun z1T SystemTap T
BiER, HFEITHN stap i RENHARZNAZERHBZHEHFINZ, AR
SMABEBERH root AR,

stapusr
LLHBYRY 53 R BEfEFE staprun iz{T SystemTap TEMER, kb, M{1REEM /1ib/
modules/KERNEL VERSION/systemtap/ miTiXLERIR, tLERHAH root 35,
B{X# root BFPE No

4.1.4 BEXHNBER
WUFFIRIRMT SystemTap EEXAAE REVBA,

/lib/modules/KERNEL VERSION/systemtap/
1R7% SystemTap TEEIR,

/usr/share/systemtap/tapset/
RIFATER tapset o

/usr/share/doc/packages/systemtap/examples
FREATEMHBEBMNZ RG] SystemTap A, XEHE%RZE systemtap-docs IH &S
7B A

~/ .systemtap/cache
421719 SystemTap XEHEIER o

/tmp/stap*
SystemTap X#HHIGRETER, S&8BHiRE C BENRZNR.

4.2 ZEINLEE

BT SystemTap FERAZBXRER, DRRE—LTIMINIZERRAEE. W TEERER
SystemTap MW ETNZ, FERETE—HRHE, XARHENIZSRZRAEFNE
(FETEEERPLL * #577) T2,
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o 5E: g8 EENRGENEIR
MRIERRSITIR TEHENERH, EeILE “SUSE Linux Enterprise Server” 15SP4 48
%fg *-Debuginfo-Updates BXHI RERHIEH1XEI debuginfo 348, 1FEH YaST BH
IR IR

T8 SystemTap K8, IBLRELUTHHEE (FH YaST & zypper) o

e systemtap

systemtap-server

systemtap-docs (AJi%)

kernel-*-base

kernel-*-debuginfo

kernel-*-devel

kernel-source-*
® gcc

B FMIMATEMBENNERRA SystemTap BlAES, BTILE systemtap-
docs B{EE,

ENEERRTITEN LERTETHERHFEUREEERER SystemTap, &L root &1
PITUA T,

# stap -v -e 'probe vfs.read {printf("read performed\n"); exit()}"'

ttarSBIIEITT— I HAFRERL, RRNSFIEANANZ, NREHEMFUTRE, T
R SystemTap ERXINEREH I HER:

Pass @ : parsed user script and 59 library script(s) in 80usr/0sys/21l4real ms.

Pass @®: analyzed script: 1 probe(s), 11 function(s), 2 embed(s), 1 global(s) in
140usr/20sys/412real ms.

Pass @®: translated to C into

"/tmp/stapDwEk76/stap 1856e2lealc246da85ad8c66b4338349 4970.c" in 160usr/0sys/408real ms.
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Pass @ : compiled C into "stap 1856e2lealc246da85ad8c66b4338349 4970.ko" in
2030usr/360sys/10182real ms.

Pass @ : starting run.

read performed

Pass @: run completed in 1@usr/20sys/257real ms.

O RIBEMIFRA tapset B /usr/share/systemtap/tapset/ FHIINA tapset FEKZR]
A, Tapset EHMIZASERLRIE, EFREESATE SystemTap A {FEBITFARS BN

Zil[EE
@ MEMANE AR
© RHIZARIA Co BITRS C RIFSFURTHIACZRNZARIR, ERAY C A (*.c) IR

FZIEIR (* . ko) ERETETE SystemTap &1F ~/ . systemtap %,

O 7HERADIETEEIAIZREHERHABHEMEREN (EHMLERER) . WSS
EEIMXH RS (VFS) EEUR(E. AT ZSHAIEEMAES EL2Y, FtHRiTTERH
WIBFERF (BIEXA read performed) , HEEEXFATZEFLIE CGREIEME

%) o
O Ik SystemTap 2i&fE, BERARNHEHBFARZIRER,
NRTEMHEA B H I TAEMERES, FRER L RIE KR OPLERGanRT, HiBR
EHREXERMGE, 550, AERRES|ISHEHENNRNZ,

4.3 BZAEE
SystemTap FIAE & LTI NMAM S5

SystemTap Hff (FM=R)
AEHRITHXEKAIERR ENAZESGRE, SHNRAIEEEFANTREFENRE. It
BEREMIg R, HERBMHLRLRIE.

SystemTap 2 IRF2F (IFMEF)
BATFEESYAEREEHNERITIRENHAES IBORY, BFEEMNEHIFERE
WiE. BIUBEMEIINIEE, HINBER.

B MREAENAIEIZF AR AIEM. SystemTap EHWIIIFN L. HMBYLIEREF BT
RIFME o
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IERILATE SystemTap RIARESMEBASHFENECERE: R A /* */ H// FAIR
8o

4.3.1 MR
—* SystemTap BRI LB E Z MR, DIRBUTERIAETIRN:

probe EVENT {STATEMENTS}

FMRUE— T NEIETR, EARGIIETE { } F, HFESBEHNEIEHRITINE
o
5l 4.1 : & SYSTEMTAP iizs

UTFRBIER T — &8 SystemTap Bz,

probe@ begin®

{©®
printf@ ("hello world\n")@®

exit ()@
}0

BNFFIE.

= begin (SystemTap =iEFFA) o
RIBRRRFEN TG, M { BT

RIBREREHE XHIE—NERE: printf &L
printf REFIENFRIER, FRIEITR (/n)o

©@ ® 6 ©6 0 ©

IR HE X BIE DR exit() B, 1HER, SystemTap HIAK—HIETT

FJHIT exit () BRERNLE, MREBERAFLEMABAIT, 15K ctrl - ¢ FEhfF

=8
0 REREFEXER, U} ETo

=4 begin @ (SystemTap RiEFIR) & THEE { T PHORIERER. LWREIF, Z&
BEEFE printf XK @, E4FIF, ZRH=FIE hello world BERIEITR @, A

[ERIZSR Ho
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NREEFEAREESNER, SystemTap FIRINFHITXLE — EXEFESNER
ZIERENFHR DR L LS. B URE—MEARBRERS —MEDRFP, —RIER
T, SystemTap MIAFREVEGIRERBIEZNIENXS C RIZES PERRIER,

4.3.2 SystemTap B (HFN=)

SystemTap ZHEZITHNEE M.

—REHFIEEETFRASE. XA REHENTESHRENED. FTUERRMT R
RWEE, BEFRBIARFXSIEENMEREDIRRTESEHIL, ARIBATTUEE * FRIU
T RIEMTENRNS. WUSERIUER? F5, BRZRISREEN, #FEEETET
RERARREHE. HE, RUSGEAR ! F57, ErzRNSBEEEs, hEFRER.
SystemTap ZHFEMRNBEZNEMH — FUES (,) PRXESEMHSF, NRE—MRUPIEET
ZNEG, YREEMAIEEEM, SystemTap FHITRERER,

—RME, HEETXEALUTER:

o AFEH: HE—HEENZRBFNFEUERITIESHNLE, EREMSEMRET —
NERE (IEhil) , MPRILERIGE SRR,
B EHR ARG vfs . FILE OPERATION: EINXMHEZRY (VFS) BY FILE OPERATION
B4, B, FTE 42T “LEANEE” B, read SERTF VFSHI FILE OPERATION
E L0

o R EM: FEREPIRFEIESHABEEXE, IRNSRTEEETE TS, ITHER
AN,
ST EHMREIERE: begin (SystemTap 2iEFFA) — i&fT SystemTap fllzx
Bt; end (SystemTap RIELER) HItHIEREH. ITHIREHIEEETHMITHLIERE
F7, {50 example timer.s(SECONDS) 5% timer.ms (MILLISECONDS),
S5HMKEFEENRN—EMFRN, ITRNSE4aLETISTERER, TRXEEEE—
SENEIN SR

5l 4.2 : &S EGERIET
fFlan, UTHRNERE 4 #M5EXD “hello world” :

probe timer.s(4)
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printf("hello world\n")
}

BEXIRNEHNFMES, EBI stapprobes FMBT, ZFMI “See Also” (BiES
) —NEEETHWFMIIAEEHE, HPIETREFRANMABHIIZFHFES.

4.3.3 SystemTap RIBREF (FRNEK)

1 SystemTap EHMH—TWNHLERR, ZAEERFENZEHEXH, B85—MNEF
o

43.3.1 XKL
NREFEAZMRNPERERNBEOE, HEXEEARE— P NREP, USEESF
Fo BEEBHXEF function GREMENH, HBEZIRHENFTRBERHFTSH (UL
BEIRRIEE) , TREIENFREBIEHF.

function FUNCTION NAME (ARGUMENTS) {STATEMENTS}

probe EVENT {FUNCTION NAME(ARGUMENTS)}

AT EVENT BUIRNIBY, 1T FUNCTION NAME FRE9iEAl, ARGUMENTS 2fENERERAIAIE
=B

BIERAPRERMEEN K. RHAILIEZEER

B 4.1 “EE SystemTap fHlA” RENBT —MEEFTERAEINKEL: printf KER, BT
SHRXOEIR, A printf REKE, EOUERRREFTRIEEEIESHNAR. KX
FRBIEESISH, ATUBEH—PTHRIIHART (LS FRSIN) -
EEAPLERFRBIVRTENSHTIR, BAFRBAUEE S MENIRAT — A
R S5BEMNNSHELEE, AIERESHRE NS,

f514.3 : HRIVHEATTEY printf HEX

printf ("@%s® (%5d@® ) open\n@ ", execname(), pid())

Q@ RBINFFHAIFL, " T
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F ARV AT,
BB,
BAFATHENKRE, L " BT

© ® 0

ERRAILFRFBEREATIB HF R HITXER (execname()), FUEH FEEHESH) ER
FIR#HIZ ID (pid())o AfF, KRFIE—NTH. 21T open FM—MRITH, O TFFIR:

Leosl
vmware-questd(2206) open
hald(2360) open
[...]
BT 4.3 “TEIUREATTEY printf RE BEBENFEAERE execname () M pid() b,
R EHME MR EATE printf S,
B & FIRY SystemTap R0 T
tid()
L RILEFER 1D,
pid()
HEIZIZHIHEZ IDo
uid()
HEiAF® 1D,

cpu()
Y87 CPU &S,

exechame()
HATHIZRIZ R,

gettimeofday_s()
B Unix2dsc (1970F 1 B 1 H) E&3mFE.

ctime()
R RIE R N F T B,

pp()
TR HalE R BRI S BV F R/ &R
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thread_indent()
RATFARARAVEERNERREH. ©5 (EAR) FEEESNEIE (tid()) N4EHITTEEZE, %
REIEZ—ISEH, EHEE, BT ERERLENSHITHER RN ERZS I T
o ERRE—NMFRFER, HREE—LZRRRIE, UNRMENNE#HTEE. REIRY
RESGREEENE (BAREVRSEHLCRINHIVE) « HEBMAEIE ID K5, XFEE
Bl LURAEA T MR #a. EIRA T XERE, UKEET ZKEE,
HRAOMEOBREFAREILESE (FWERAZLER) . EF—MEABAOKEEOZ
i8], BEASIETHEMEARAOMEO, St EEENTNOS5ER SO
HITRE, AAESEFRRL—TMREGARALON T — P REERY EH,

BXxXZHH SystemTap REHFHAEE, 1SN stapfuncs FHT

4.3.3.2 EMERE

BRERIZLSN, EETILATE SystemTap RMEREFHEREME EE, SFTE. FHiEF (HW
if/else. while f&¥F. for {&IF) . HAHHSITE

43.3.2.1 TE

AEHEAFNERUEEXTE, EEXTE, RFEEE— I, HBEIRHFREANE
MEE:

foo = gettimeofday( )

ARERIUERAAPERZLE, SystemTap IRIBLERIREZLE B ohiERTE MRIRTTRY
KB (FRBIHRT) . FAF—HMEEFRENHEIR. ELRTEIFR, foo KBENDENE
¥, Al printf () HESEABEHRBINGRAR (%d) #1778,

BERINERT, ZEMATERENRNNAN: FTFeRERNIERERN, M. E€RH
REXLETE, BERMRNZEHZEE, BEHNATHEIEMNEREERIZETE, A
Ite, BTERMEISMNERRER global XHEF:

fl4.4: FHERTE

global count jiffies, count ms
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probe timer.jiffies(100) { count jiffies ++ }
probe timer.ms(100) { count ms ++ }

probe timer.ms(12345)

{

hz=(1000*count jiffies) / count ms

printf ("jiffies:ms ratio %d:%d => CONFIG HZ=%d\n",
count jiffies, count ms, hz)

exit ()

}

LR B AR R F A EE R ER A G FH TN T BT B 28R ITE A&
CONFIG_HZ &E., (HERIE—RAFITIIZPEEIFSLEE,. ERE— 3T 8] 8]
fREEfl, EAHERFEREEURATSERST SN SRIER) . B global EME
BILAZEIR timer.ms (12345) HAEATE count jiffies #l count ms. 187E ++
B, TEERKM 1.

4.3.3.2.2 %EHiEG
BILA7E SystemTap MBI ERALHEMHIEM, TEEREANKEES:

if/else iE6)
XEEMFERAUTRARIA:

if (CONDITION) @ STATEMENT1@®
else @ STATEMENT2 ©

if BORBEREREASTHITHR, NRFHREIN @ THAZF, WRITHE—MNED
0. MRFHRANANZE, WRITEZMED @, else 78 (O 1 @) FFEN. @
M @ WrILIZEAIR,

While fEIF
XEEMFERUTRIARIA:

while (CONDITION) @ STATEMENT @

RE condition FAE, FMAITEN @. @ HALUREDR. SURERREME,

Itk condition R NE,
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For fi&IF
XLEEAZ while BEIRAIIES I, FHUTHEIARIK:

for (INITIALIZATION@ ; CONDITIONAL® ; INCREMENT@® ) statement

O TEENREINATYRUEINERKIITEE, EFARRTRIFZAHIIT. BIFHRT
RS R G @ Nfalses (EBNMEFERNAREERTER) . © PHEEN
TENATEEET IR EESMERERNKERIT.

FHEEN
A EFHEARERAUTZERN!

==: &F
1=: RETF
>=: KTHT

<= N\FFTF

4.4 GIENZS

MRIEELSE systemtap-docs 348, BILATE /usr/share/doc/packages/
systemtap/examples H3kEIZ N H B SystemTap RFIHIZ,

ETFMANBT — MEHERIRGIZS: /usr/share/doc/packages/systemtap/

examples/network/tcp connections.stp.
f514.5 : {EMH tcp connections.stp MHMENE TCP iEiE

#! /usr/bin/env stap

probe begin {
printf("%6s %16s %6s %6s %16s\n",
"vip", "Cmp", "PID", "PORT", "IP SOURCE")

probe kernel.function("tcp accept").return?,
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kernel.function("inet csk accept").return? {
sock = $return
if (sock !'= 0)
printf("%6d %16s %6d %6d %16s\n", uid(), execname(), pid(),
inet _get local port(sock), inet get ip source(sock))

Itt SystemTap BIZESHR(E NRY TCP 3%E#%, HEEBEKEHRRIRERNA AR ERINRK 505
Ko ERBRHBENERZHNSMHEN TCPEZNUTMER:

e FAF ID (UID)
o EREEMS< (CMD)
o ap ¥ HIHFZ ID (PID)
o EEEEARIRO (PORT)
o TCP E#AIRIR IP #hsik (IP_ SOUCE)
BIEITIZMZA, BT
stap /usr/share/doc/packages/systemtap/examples/network/tcp connections.stp

HERRFS LAVRHIRIE, BEFMELMZE, #R art-c,

4.5 RARP=ZEER

REEEIXAF=EINAERF (40 DTrace AIHITAVRIERRFE) , SUSE Linux Enterprise
Server 15 SP4 Z### A SystemTap #HITAFZTEHRN: sIEEFAAFRTENAERPEANE
EXBTM=. ALk, SystemTap AILLIEER A= EFAF T EHRNRELEDNRAERTT .
EIRENFREH utrace ERLLEFIH] uprobes RIZIERHITHAP=EIRM, BRTE 427 "L
E” PERYINREGas, ERELE kernel -trace BRtE,

utrace LE—MRATFIEFIAFRTEMESWIESR, SiRETIHRZMEREER ‘5127 FANEO,
ZEROFARTEHRNZIERT M, 5| ZEREMIESHNERRE, AREZIEITEER
ERNEALE. ATFERARMRNZFN “R2” IBERXEN, FAItESREAERANBHE
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AT LA TSR, FTLUEE utrace M MEYS, Hla0, EANMBREARSABA. fork(). 1E
ERESKIEES, F%, https://sourceware.org/systemtap/wiki/utrace 7 HRHTH*
utrace BRI E LA,
SystemTap SZHHRMZH NP SEAEPRRE R MELRE] A F = EEE AR TE XAR
i, MREMRAF#EESM

EWEHFNBETHRZE S IRMFTER utrace 21, BEARAUTHS:

> sudo grep CONFIG UTRACE /boot/config- uname -r°

BEXBARPTEIRNMNEZAT, ES8 0 https://sourceware.org/systemtap/
SystemTap_Beginners_Guide/userspace-probing.htmla,

46 EEZER
EEURE T BIFEHY SystemTap #EiR, HX SystemTap BIFEER, 158F LI THEE:

https://sourceware.org/systemtap/ <
SystemTap B E M

https://sourceware.org/systemtap/wiki/ #
EHETHX SystemTap WAEEAER, MFHANARNARZARNXE, FiFEUkS
Hith THERLLIR, SERELREMET. ZIMEEE SystemTap &S, REIMFERAZE
B, H5HTHX SystemTap HRIEFHTFIIE,

https://sourceware.org/systemtap/documentation.html .~
LU PDF #1 HTML &0 1= T SystemTap #F2. (SystemTap Beginner's Guide)
(SystemTap #iF4Em) . (Tapset Developer's Guide) (Tapset A& AR¥gr)
{SystemTap Language Reference) (SystemTapiBE58%E) . BINEFIH THEXHF
i DA

EIER] ATEFTRER S /usr/share/doc/packages/systemtap T#kZl SystemTap i&
SE8E# SystemTap #HF2. example FERPIRHET SystemTap Rz,
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5 RIRN

RIZIRNZ A TUE Linux R ESMNEREEEN—ATR, AAARNAREERBE
FRAXETERFAARIERRAMERT. ARG, AIUERRSHNIHIERFARS, UK
E%8E,

EEIRXERMENIERNZGIE, HiEEEGPEENMREERAANMIERER. WIZRN
NEBRBETT, ERUPHTENRG, ELETEENERNZHESISRESR,
EFEANERN, BEFERSHRIUTENRZIEIR, HIRREIE init 7 exit R, init
BK# (190 register kprobe()) BEIEM—IEZ MR, M exit REEATBUE FHXLE
Blle SEMEREEN T EEIRMENTTR, UREFTRNEERABNLEERF. E—
TMEEMSEBUE M —EETN, sILERAEXE register <PROBE TYPE>probes() 5%
unregister <PROBE TYPE>probes () E#

BEFEA printk BZFRERSARIKEES. printk @— 1 AZ=E, BETFHERT
8 printf 2. BX printk BFMEE, BESW Logging kernel messages (IEFEMAIZH
B) (https://www.win.tue.nl/~aeb/linux/lk/lk-2.html#ss2.8) 7, IEEFRT, EaILldET
& systemd BENHE (BB (EiEiEE) ,%£21E “journalctl: &Eif systemd H
T ) EEXEES, BXHEXHNFMAEE, BENEIE "ZaHEH

5.1 ZFRHAEREN
ST FHUIA R SRR TR
* x 86
e AMD64/Intel 64
e Arm

* POWER
BJ1E FOAFR L5 EBRS3 SR RAZIR I«
° 1A64 (R3ZHFXHESL slotl ERHRM)

* sparc64 ([HREHEREHRN)
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5.2 MWtziHNAYEE

B=fWiZizN: Kprobe. Jprobe 1 Kretprobe, Kretprobe BERFR{EREHFM, 0] LUK
2 Linux A% B =ZMERFNEYRAIE R, IBEFBER /usr/src/linux/samples/
kprobes/ (¥4 kernel-source) o

5.2.1 Kprobe

Kprobe BIF{ANE] Linux RIZFRRVEMIIES. EM Kprobe [&, EREAMMRIMESHNE—ITFT
REBEN—T R B ESFarPIbiTRbE, FREFLESEEM, AJSH Kprobe 1ZE /AR,
BRHIT I RIRRER, ARRITARNNGES, RERIT—TERIEER. B, THIN
R iR R fEEmAYE <.

5.2.2 Jprobe

Jprobe Zi@id Kprobe HEISEHER, ERFEAZIREBMINOS, AFEZIHREERNAIERE
W&, HAERREFHIENSEIRSREESTSFIRNEREER. B4R Jprobe, 5
jprobe return() E#K,

e EA jprobe [5, BRENIEREM, HiGIESIIETHERE jprobe R IBRZF IR, A

&, EEUSERLSMERNRKHFAEHERFMATHLIERER. &G, ZAEBERERER
jprobe_return() KE, FHRFITHIRIEILGIEHEKE

—MRIERT, ERUE—TREFEAZS MR, B=Z, Jprobe (NFRETERER—1EH,

5.2.3 R[EERN

IREFRNE 28T Kprobe SEHER. A register kretprobe() EREkBY, =3— kprobe
FEANZEIFRERMRERIN D, smPRNE, AZRUNEIFREFFIIRNRERRE ML, HiEA
RAREXRERIERERF. ARG, EHINEERILSPTIRNIIER L,

f£I8H register kretprobe() Zgj, EEIRE— maxactive 8%, AFIEEA LR
RNZ DRI, WRIEEER), BREIELER,
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5.3 Kprobe API

Kprobe M4wi21% [ A T EMAMBCHEMFRE B A RSN R KB ER AN R A2 = B BRI 21 4H Ao
BRXERHEREASHNEFMAA, HENE557T "EZEE FHEER

register kprobe()
R AN —D TR, snixBT=BY, KA pre_handler #
post handler,

register jprobe()
RS E R PIEN— M =, IZMIE U PRERNIRER AV SE— MET Rt Pzl =
B, R THEENRIERRR, ZAIERRFISEHTIRSIREEE N SRR EHERE.

register kretprobe()
PNEENREIEN—MRER N, SFFERVREREER, FiaTEENLERRF. LK
HAEAINETIRE] 0, EXRMETREIS A SHITEIRRS

unregister kprobe(),unregister jprobe(),unregister kretprobe()
ERFEERERN, MRS E R FER A &R,

register kprobes(), register jprobes(),register kretprobes()
EIEERIPETI PR NEMRM,

unregister kprobes(),unregister jprobes(),unregister kretprobes()
EFREEMETIRRE MR,

disable kprobe(),disable jprobe(),disable kretprobe()

ENEREENHRN,

enable kprobe(),enable jprobe(),enable kretprobe()
HiYEAEZARN.

5.4 debugfs M@

EERMHY Linux WiZ%, Kprobe TEEAMWIZA debugfs #Z0O, tiEORUGIHFAEE M
HIRNFH 2 BITHERAFRE IR,
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54.1 H|HEEMBEIAIZIRN

FrE HaiEEAHENNGIRAMT /sys/kernel/debug/kprobes/list XA,

saturn.example.com:~ # cat /sys/kernel/debug/kprobes/list
c015d71la k vfs read+0x0 [DISABLED]

c011a316 j do fork+0x0

cO03dedc5 r tcp v4 rcv+0x0

—HFI RN BN R BRI REE, B 517 EHRNBIEE: k &R kprobe, j &®R
jprobe, rFJTOREIERN, F=FPsERMPFS. WEMAERRETT. SFENAETIEER
MEPRSER. NRFRWBNZIFBERIEDIIE, KL [GONE] #Ri2. MNRHFMRETEE
Fi, ¥LA [DISABLED] #Rig,

542 =RBER/ZERRZHRN

/sys/kernel/debug/kprobes/enabled X##&RR—NMFX, ABRF2BEUREGIMEITH
XA BIEMBIAIZIRN, BEXFAXLERN, IFEFSITHRRAN

# echo "0" > /sys/kernel/debug/kprobes/enabled
(K root 519)  ERRITHXERM, EEA

# echo "1" > /sys/kernel/debug/kprobes/enabled

BEE, XASFERURNAPRES. NIREMRNWERZA, ERNG—FHSZE, &Rl
=BEA, Me®F [DISABLED] K%,

55 BEZER

BXAZENFARES, BEEUTERR:
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89

e /usr/src/linux/Documentation/kprobes.txt (34 & kenrel-source) Hig
ETEXAZRNIN2EEE (BNEFRARASE)

® /usr/src/linux/samples/kprobes/ BR (#R#4F® kenrel-source) FIRETFR
BE=ERNBRE AKMEXE Makefile) o

e (The Linux Kernel Module Programming Guide (http://tldp.org/LDP/lkmpg/2.6/
html/lkmpg.html) 2)  (Linux RiZIEREIZIER) PR T B X Linux RAZIERA]
printk RIZHIFRERNRNER
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6 fEA Perf #{TETHE(TRYERE AL

Perf 2 — 1T ATF ARG IEE 4R MR TT (PMU) BURIERMETRRGEMH (Flaioiss
i®) WRE, EXFRICCERVEM. REREN G KVM EIXME Guest 131,
A LATER S RREFEMRIER. fli, REESEXEEHIES, HLERITHNEH

=8,
Perf HFER 2 £ERY -
o E/LE Linux RIZRIKEE, fAREEGELHIES,
o perf AR TE)LHER, oiLEFERRZAEFHEBESTRERNEEE,

6.1 ETHEHFHImN

TR RAERE T BEWERXNAREFHRAHIITRRANER, ATBIETFRENA
EM CPU S HIREUX (S R Perf SER T XXMM T
TEMANIERM S MEEEMETT (PMU), PMU BOIZITAITIEESYFER CPU MBX, fid, &
FERYE. FERITHSEMINEERYE CPU LA MR

817 PMU IREGE—HFFE . MaEEMAE (PMC) MM IEE (PMD), XK NEFEE
A, ERAPMC BAER, XEFFRATHFEERESMEE,

6.2 RAFHMITE
Perf S5 SRR
o G SR BRERAL,

o BFEMIREF: —MAKCHRUINHEAN: S83XENSAMRINENREN, M
ER—MFEA

o BEFBIEIAIREE: —MAKBIINITHREN: BEXRIIRIERESR,

o BEFESHRE (IXRAMD64) : MERRIZIZATEEEIREINAES, HIXLER
LEMBERE. XFEAURIESEMES, AEEMERWHREREXEERNIES,
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6.3 &% Perf

Perf AR EREERINAZT, BEEAAFTRILAER, BRERNE perf.

6.4 Perf F55d

ATWEREER, perf TEAFEEZNTFL. ATHRTREANG L.
EE—FomSHNFEMIEREREEE, 15ER perf helpSUBCOMMAND 3¢ man
perf-SUBCOMMAND,

perf stat
Bii— 1R, HeIBZEFREGEERNSIHER, perf stat AFXEHITE

perf record
Bai— 1M 2R, HelZEaMaEitHERNIRE, ZIREU perf.data EFEHRIB
R, perf record FXEGHEME,

perf report
RR%ERIER perf record RIERIRE,

perf annotate
ETREXGURERITRIEIRUERD, NRLETEXGS, WiEsZ2rRAE.

perf list
FltH Perf RTLAEAE SRTAZAZER CPU IREMVSEHEE, PIHRER T ISSEHLE — f)
W, BENEEEYEMY, 5FEH perf list hw,
perf_event open HFMTURH T REEEHMEEIHE, Fla0, EE branch-
misses FEHAYIHEA, 157$Z BRANCH MISSES ((BEiEBIEER)

> man perf event open | grep -A5 BRANCH MISSES

SMENAREMTE. FEE, NEEASEAHRMHIFRGEGEMHHR, e
Perf BZBIRIREIRI, XL RN T/ TRZFFIER £ RN EEE MESEIMAIREA
E S
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Bla0, 7E Intel bIEEE F, cpu-cycles EHNNFEHESEH
UNHALTED CORE CYCLES. 7 AMD 203223 £, MR FREHEMH

CPU CLK UNHALTED,

Perf B FNERETFEHNRIRENG. EEHRXLEEHMNAE, 5EF CPU #
R (Architecture Software Developer's Manual) (IKREWHEGEFAARF
i) o 32677 “EZEE" PIRMET AMD64/Intel 64 L IRRZHIAE K AL EERE

perf top
ETRRENRSRED,

perf trace
tanMITHS strace K. ERALLFHLHUEERENLIZNHIZNIT T HLERS
WA, UAZEREIHZWETHEES,

6.5 FITRERENEH
BUSRAEE (B perf list SRNHM) HMALRY, FEA:

# perf stat -e EVENT -a

BE-REG SMEENEMS, BYEXEFEHHLNES IR, Hld, ESIt cpu-cycles #

instructions, &EEM:

# perf stat -e cpu-cycles,instructions -a

BEIERIE, B ctrl-c

BRI UG RN B ER ESEE RN A ERRER:
# perf stat -e EVENT -a -- sleep TIME

B4 TIME B IR A B A0 (E,

6.6 ERFETREMITHEMR

AEI M A NNITETHENLHEHRE:
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o BOEMARNGSRIRE, BER:
# perf record COMMAND
AR EBERRMNHE, BREHZHERN, Perf RIEHEELE
o EREEITHRARNGTHAIEENRFNRS, FER:
# perf record -a COMMAND
ARIEERERBMNHEIE, BRHZHIZEN, Perf RIEHRFLE,
o ZRIEBIBITHHIZRIRE, BER:
# perf record -p PID
BR PID B A#HEE ID, BFLERIE, IR arl-c,
WME, AIFERUTHISERWRESNEIE (perf.data):

> perf report

ST A—NMIBERRE. BRIGHE, 5% 1 . BRE, B8, o,
NRE AT ERERRE, B Perf B9 GTK+ 5!

> perf report --gtk

BiFEE, GTK+ RERINIEERAER,

6 . 7 E % é I%\
AEURMH T ERMR. BXEFAER, FSELUTHE!

https://perf.wiki.kernel.org/index.php/Main_Page <
B F0, TR THEXER perf NEIZ,

http://www.brendangregg.com/perf.html
BETZR1T perf BETRHINIFER DL
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http://web.eece.maine.edu/~vweaver/projects/perf_events/ 2
BEZIMABNIEEAT, TES Perf B9 Linux RIZRE R E APl #8%, B0, ke s
CPU &AM RMmIZIER.

https://www-ssl.intel.com/content/dam/www/public/us/en/documents/manuals/64-
ia-32-architectures-software-developer-vol-3b-part-2-manual.pdf 2
{Intel Architectures Software Developer's Manual, Volume 3B)  (Intel (AR &M% 14
HAEANRFME3IBH) o

https://support.amd.com/TechDocs/24593.pdf 2
{AMD Architecture Programmer's Manual, Volume 2) (AMD (AREMEFRFME 2
%) o

FTE “OProfile — RAKBEIR S HTEE
BRI E T REMMERER L,
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7 OProfile — &RSGSSEEIN S 128

OProfile RRFoISEF DTN DR, SR LIAEEITHRERNITAHEERER.
AUEEXERER, AMNPREATE-TRURIET.

TR EMRFEAHERZFERRIEA OProfile, EERTERNZAT, BE, &
AN ARERE, FEASFER/NFHE, BERURTIERHMRERE,

7.1 BB

OProfile B—1TAR&IXEHIERF UAR— BT REHRIERTIFEF M. ©ERITSAESE LA
SIRHAVRRHIEREITERE8. OProfile BEDMTPIENE, BIERZ. WIZIER, RiZPTGE
2. RaHEEMNEMNARER.

MV R S PR R M BT IEs IT O . IRIBFTARILESS, PIRESIRHITS I
2%, AUEAET NSRS MTRSHTHEEZ. SMITRSHE —MERBEREME,
)y, NEREARRIRERES.

EHITRAIED AR, BWEMBRER, FRFESHIUBREYE R D ERERZ M,

7.2 RERMEK

EFEF OProfile, AR% oprofile #E, OProfile AJ7E AMD64/Intel 64, 1BM Z #l
POWER 4 #2288 EinfT,

NIEESFHEXNBARRFRE *-debuginfo B EIEEER, NREEEDRAZ, WE
ZE debuginfo #4E,

7.3 TTHM OProfile SLHIEF

OProfile B & &M SEARER, ATREDITHERE DTSR, UTIRERLETREF
fERRIER .
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opannotate

WHHEHENRABRHIEFETIR (BETONER)  AIREHERIRES

addr2line &5, LURIABEFEERRIVEXHMIT. BXFMAESE, S0 man
addr2line,
operf

SES TR, B3, EPELLS, opreport RAILIMERIAETETE CUR DIR/
oprofile data/samples/current %R,

ophelp
HI R A S H A B R AR,

opimport

R AR B S MIMNER — BRI AL O AR o

opreport
EFoHNEEERIR S,

7.4 {£H OProfile

&M OProfile AR AZFIN BIEF. DMTARZES, 1555 OProfile BRI ERK
vmlinuz* X, R - -vmlinux EDHEEER vmlinuz* (GBE{UTF /boot #) .

NREFEDITAXIEIR, OProfile BUAESHITILIRE, BE, BBKIRIE http://
oprofile.sourceforge.net/doc/kernel-profiling.htmla,

NRAREFEEAFTEDNAZ, RLENZER - -no-vnlinux EFRE/MEE £,

7.4.1 GIEIRS
BohsFPIER. WEEEE. (FLESTIPER, HAIENBAIER COMMAND YRS,

1. Ll root BRBMITHMREHER.
2. HEREDITERA M Linux Ri%:

a. S Linux B HUITUAIT a8, E operf REEMEREFERIRE
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> cp /boot/vmlinux-"uname -r'.gz /tmp
> gunzip /tmp/vmlinux*.gz
> operf--vmlinux=/tmp/vmlinux* COMMAND

b. &%tk Linux W#%: FERUTHL:
# operf --no-vmlinux COMMAND

BERHPEEWLRIUAR T MR LR, BEIMER - -callgraph EMHAIRE
A DEPTH:

# operf --no-vmlinux --callgraph
DEPTH COMMAND

3. operf BEEEIES N CUR DIR/oprofile data/samples/current, operf &<5E
pY (&M crt-c fuib) f5, BIAJfEMA oreport 3kiE:

# opreport
Overflow stats not available
CPU: CPU with timer interrupt, speed 0 MHz (estimated)
Profiling through timer interrupt
TIMER:O |
samples | % |

84877 98.3226 no-vmlinux

7142 FREEHGEE

EHEEN—RSEWT:
1. E%cFRASEM CPU-CLK UNHALTED #1 INST RETIRED #ERLA S,
2. ERRENSFHERMI. BYHMM, BEMRH< perf list,

NREREDITRERNES, B ophelp (s *EBFMIERZRNAIAEHS (M Intel Core
i5 CPU £ GlaL) -
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# ophelp
oprofile: available events for CPU type "Intel Architectural Perfmon"

See Intel 64 and IA-32 Architectures Software Developer's Manual
Volume 3B (Document 253669) Chapter 18 for architectural perfmon events
This is a limited set of fallback events because oprofile does not know your CPU
CPU_CLK UNHALTED: (counter: all))
Clock cycles when not halted (min count: 6000)
INST RETIRED: (counter: all))
number of instructions retired (min count: 6000)
LLC MISSES: (counter: all))
Last level cache demand requests from this core that missed the LLC (min
count: 6000)
Unit masks (default 0x41)

0x41: No unit mask

LLC REFS: (counter: all))
Last level cache demand requests from this core (min count: 6000)
Unit masks (default 0x4f)

0x4f: No unit mask
BR MISS PRED RETIRED: (counter: all))
number of mispredicted branches retired (precise) (min count: 500)

BRI - -event IEE AT GRS, AILUERZMNMED, LEMFEE4ET (B
ophelp 3%X18) ME#ZX, fiun:

# operf --events CPU CLK UNHALTED:100000

&4 A CPU_CLK UNHALTED i BEREXR
REREIRERT ST EXMALIERE, MEERSIRERTTESLRIEMRK
BRENTI, SEEETH. BYXRIAZERAMAEER OProfile SMVtREEE, Hi&
IR IR E W MR T IR RIR/NRIFE,
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7.5 SRS

EEMIRS ZHI, BHfR operf BfF1E, BRIELZEEFER - -session-dirfgHt T HHE

%, &N operf 2 HHIES N\ CUR DIR/oprofile_data/samples/current, EAMRE TR
opreport 71 opannotate ZIASTELL NI B EHHIE.

AMERETIETER opreport AILURMHTERE, ERAENAIRITXXHERNSE, KRR
BFrIHRITXX GRS R, MREEDU C++ RENNAIER, FFER - -demangle

smart %I,

opannotate £ MHHE SEREHHHF, EEERAUTEIIEITIHS:

# opannotate --source \

--base-dirs=BASEDIR \

--search-dirs=SEARCHDIR \

--output-dir=annotated/ \

/lib/libfoo.so
I - -base-dir @& MNEIRNEXHFikDHHNERFRES DMRIR. 7 --search-dirs &
K2 BRI XERRE, --search-dirs EMHE— A TERREXHNE RES 2R
o

Q iFE: FHSERAEDAIR

RFmiFRNL, REBAEIERIERERBDNMUE, 5F http://
oprofile.sourceforge.net/doc/debug-info.html 2 REEERILSE T EXMITANS
Yo

7.6 BZER
RGBT AR, AXRER, FEELTRE:

http://oprofile.sourceforge.net #
B E 01,

FH DT
B XA E T ERETRYFH 5,
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/usr/share/doc/packages/oprofile/oprofile.html
B2Z OProfile Fft,

http://developer.intel.com/ 2
Intel SMIBSZRVARLEISE,

https://www.ibm.com/support/knowledgecenter/ssw_aix_71/assembler/
idalangref_arch_overview.html 2

IBM iSeries. pSeries 1 Blade fRZS 28 R4+ PowerPC64 M IRZRNE RGNS E,
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8 —MWARHKRFEE

ARG RNEEN R AIZN RIZFRIRAIER, M —FFIEmIRE — MM
BRENRS. KRB EXMXAREGNA NSRS B[ERE, ErIiRSHIER
B URZHHIITES D BRI,

8.1 MII&RE

BOMNHNLREATRRTSRBENERNBNRERS. 7 ERBARKREIUTEXR
S8l ATERINAFIE EE R AR ERENZ E I ESRRME. BXFAEE, 55
W (EpEER) ,F8E “REIE ,F8.15T "LEIRE"

8.1.1 HKX

RIERS BN AREFCENEGHRR, FXARAESEMITENNEE (FIRMmEER
N o ZFEMAZENNMANRELFLRHERRNEOXARE, RAKBH T ARFMREVITICTE
BEo BZ, UTHNESIEREERRFM. ERIINEMEFREN, XEMNFER,

o FHAREE FInXBE—LErATE, RABHEERNT AR HEEMNEE
o g0, EI@ELATFAUREIGEITHIRERA S N85 82 R EREE |

o NRERG. BUEN BEXHERAFRNEE

o FERFARSSERHVRALA B RIME RIRAHEE

* BERS[BAF BREFRNHEZEDE

8.1.2 %IECH

BARECEFCZEERZMITENMEEE, EIAEERRAECEEZE AN, BINLER
REITRSSHMENRLVENNGE, ESRVERGENARERZHER, BBERERA
WELD, I, ERRECERARERRINAZ BB ENRS.
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SUSE Linux Enterprise Server A[iLf&7E “LR&HE BRELBEXRELEE, BIABERT, &
A LUER S EFREESHTECERHEE, BHaILUSsh YaST R EESBUETRGEHITH
HiEE,

R—EFMERRBFRZUT —PIHZ M EIARAE:

GNOME £mEIFiR
RSBV FERENEEIFR. IRFEZEFINE, RASFTLENBRSGR (Fl
lceWM) EE R,

X Window &%
MRRBIHIITEERSBRENARER, BNFAERERNMGE, BiF5IE, N
HENVIETT GUI LBEFRELL NG E., NRENNAREFEET GUI BN, HEXR
4% GUI FRZSHY YaST, iB1RE I,

FTENARSS 2%
REEEMITBENATENR, A FEUR S

8.1.3 FAUABTE

iZ1T X Window RARBHAERIR, ERZSB[BLKRVEEZE, BIENEEFmulti-
user.target PR ASL. EINelLURiZBsHER N BERF.

8.2 ZHAARMERIIRS

RINLZREZBHE MRS (BMEMLECEME) . BFSMRSAZEERR, FHLEINE
BAREEMIRS. 51T YaST » 74 > kS B2 KBRS BRI,

NRIEERERARZASE YaST, AR ETIRER RS TIRFITHIF. AL ER LIRS
AIETEIETTARS B, FREM/(F LIRMEREITHRIENRS . EXAZRAZRS, 15
FAf= F /2 Fa¥asHo

LU FFIRER T fE%% SUSE Linux Enterprise Server [FERAB MRS, KEEEERLELA
%, SAEEREMAN:

alsasound

ZEH Linux BRAEE RS,
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auditd
Audit RZEITIFIER (BT, 1580 (L2f5aisrm) ) » MNRERER Audit,
AR,

bluez-coldplug
SOIBTE SFREHRIP R BRI RN

cups
FTEDMSFIPIER

java.binfmt_misc
BHA *.class 8 *. jar Java BFHHIT.

nfs
3 NFS BN FrERIARSS

smbfs
M Windows* BRS3 2834 SMB/CIFS X4 R FBTFrEMIARSS

splash / splash_early
ERohE BRI FES,

8.3 XHRLMEEIAI]

R ENASTEERIENAN, RLIEESHRT. FRAKESEIEAHNXARS
B TFRA MR, ERFHREBIRIEIEEHTZR /0 AR AILUE—FTINER S,

83.1 MR

SUSE Linux Enterprise Server eI T Z X H &%, €FE Btrfs. Ext4. Ext3. Ext2. #0
XFS. BMXHRELAMBEZENMANRN, BXFAEE, BEN (EEEEER) ,F1E
“Linux XX HRFRIR" o
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8.3.1.1 NFS

http://nfs.sourceforge.net/nfs-howto/ 7 £ NFS 12{EFeRPIFMNE T NFS (AR 3) %
WAE. HEHNFS HENERHBHNE—TURERERIERIZEM wsize fl rsize FIREHRA/
1EHNZE 32768,

8.3.2 BIE(EFTRAR

XERFAPHENINXGNERE=RBENNE: EREEGaIetiE (FRoipialetia) .
EriE s EkiEnatia) (FRAEetial) , Rk ERERXGTEIEATE (R Bkt
i8]) o ILIAREEAA RN ERANkREEFHE, ANSR#HITRIRESE=E—
BNEE. Alt, RABRT, REEHFIXHiEEEE —XHERFHEHRTEIHE
ERETIEIRY, BN HRAA KBHIFIAE, tIhEEFF AtERtinIaatE], X RzAVIERGET
relatime, &EBILAGEF noatime HHIET L2 AiH0MEIEH, EBEERKNAEFHE
NMERXMER. XHARSS23H Web AR5 22 BEFER M LLFZ . WIRERIAFEXT A RIBT 8]
EWMRERANESEHNNARERF, EER strictatime EHIED,

RLHRSG (BI90 Extd) EZFHRENBEERH. FA lazytime BEHIATSALINRERE, FI
ENENESERATEYARYE, BFRREANE#E, RBEMA fsync 3% sync REIER.
BTFEMER (FIINXGR/NEH) MEAXGEEN. HEHET 24 /MY, IEZFEMR
FEHEHEEENXHEEN, AR XMHER,

EENXGRAERERED, BEERE /etc/fstab, ETTET YaST P XIEFRIB
AN XBSEER Fstab EHXHEE,

8.3.3 {£H ionice fEEMEIFIRIL AR

ionice S AILIEIEE B MEEMEISRMIR. XEE, EEOTLUSRIEN 1/0 LIRS ED
BIMEIS PR IER B X RA G A2, FINEMHFL, ionice RaliLIFIESFEHIEN I/
O fifcéh, UMIRILHIZAZEES I BNFINEE, FRLINENEETIENE, ESNRE

RBEEFEEREETR, UWEREEHIMIIMNAIZARES DRI EELE. ALk, 1/0 REREER
BEREATXES NEE, Bi5EE, 248 blk-mql/0 KZM BFQ I/0 AETRRFAEF 1/0 2%
MRERBE GEBIE 1227 “EH blkema 1/0 BRZHIEIH 1/0 BIEEE ) o EBEILILEE
UTF=MEEZ:
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=i
REKBEEMARIBKREE 1/0 B, FREERNIEELFRIHIZR TR PR,

RAmmA
RIFKEFTE /0 AR EHZE S EANERINEEZ. BJ7EM 0 2 7 iSEER (02
ELER) FRBILEPHMLER. WTFLHERIRAIMA (best-effort) L KEITHIRZ
FRRER D TR HARSS. RERNZRAEZIZARNAZNGER M (best-effort) 2
BIESR — BXRATS, EEM ionice (1) FMI

Schd
IR RSN HIZR TR RINR, AJ7EM 0 21 7 BSEER (0 B&REM%ER)
OB RR. BEALE, AANEraSEREMSERT ARSI,

BXBZATNRTINGLIBE, 1588 ionice(l) FMR. NMREFEFAISEHITHIE NN
BREFRRANTER, BERE 95 "MIZEsI4E" PFmRRIRZIEHH,
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O MzizHlA

RIZEERILE ( “cgroup” ) B—MNZINEE, AR THEIFIREHIZAEEMS RYH
o EAEARRIPREE AN AR,

9.1 #d

AENHENFIER—NERE cgroup. cgroup EERRPREMDIZFTIH, EolH g
BRI MR RN REEPHNEZ D ZIGERRRE], FIW0 CPU. ATF. B 1/0 IMEHZA
£,

£ SUSE Linux Enterprise Server £, systemd {8 cgroup U534 (systemd ¥z AIE)
FRALRFAEHIE systemd BRiRME—FREAFIRE cgroup B4,

&< systemd-cgls BREXHHRE,

A% cgroup APl BRI MNhRZS: vIFIv2, Ltb5h, AIEEE Z 1 cgroup BREF AFARERY AP,
MARZEIREAERE, BRMLILRIITAYERR:

o BE: TEAEHIZEMN v2 BREM; 1EHISRAIT vl BREHH
o 4i—: BISIEHERN v2 BIREN

HAMRIMEZRERIL (M SLESP3 F1R) . XAIUSHEERERANN AREFREFERE
FE. TR NERTSH— v2 BREM:

o ATEITHIZS: [BIRIP (X&Z 7 memory.low) . memory.high. PSI (EAKEZEEER)
° io =g . BETHl, HAvIEHEREE

o BiEHRERLIFENAR (TIREER)

° systemd FRBYRLEZE I

o B EMAMRRANRIRE

TR E— MR,
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ERRAS—IERIARE RN, 5% systemd.unified cgroup hierarchy=1{EARZE
LITSEEMEI GRUB 2 5|SMN#2E. (BXEE GRUB2WEZAT, 188N (BEEE) ,
£ 18% “5|FMEIERF GRUB2” , )

9.2 FIRGT

B LB 2R R FARREIR cgroup SRIRERE S cgroup ME TR EFELUIR.

SITHIBER B, EAEHIEANT, EFMERNEMEURTIEAH, H— 1 RTaESRIT
SXE—TRPHFERT. ZRNRERTA, URBEEXLERXTAHPHETRIH

&SI

A LAEA#EM MemoryAccounting= 95 AE N ETIKESIT, HETE /etc/systemd/

system.conf fEH DefaultMemoryAccounting= g A BT /IEESIT. BXA

FiE<$riER%|XR, {520 man systemd. resource-control,

9.3 1IKERIRIRS!

Q iE: etEEEE
BAR, RFRERRABURT IEAEMITIME (5180, /W EIEEHIAI.
LRERRIKETH. HERER) . FAit, MRIMELETH, BINE (B REZH
PR,

BILAfEA systemctl set-property i8<$i&8E cgroup BIfRH, iB%ER:

# systemctl set-property [--runtime] NAME PROPERTY1=VALUE [PROPERTY2=VALUE]

REMNERIANA, HE, BEA - - runtime XM, EHETESISEFSRE.
ERE NAME B84 systemd BRSS. SEEISTIF B #F.

BEXEEBNEMYIRMEZHAT, iE2 N man systemd. resource-control,
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9.4 {#EF TasksMax [BALEjk4E Vs

systemd ZFFAEMHETEEES IR, HEEBZMIFNESRE. Lk systemd
BEMt T A FIRFIE N R2TPNESHENRINE (RZ2FBREFIN 15%, B1T /usr/sbin/
sysctl kernel.pid_max AIEFELERE]) . SRR REIAARZESIR 33%. 8

&, XWF SLE, 1®RFAFIEMILE.

9.4.1 &I HEIREIA TasksMax B

B, EXREKAP, B—RINEHFEEERTAAEANG. SUSE Linux Enterprise Server ki T
W EEXERERTEERABE MBI ERRIAME, HEREHIRERN infinity, /
usr/lib/systemd/system.conf.d/ 25-defaults-SLE.conf &&LLTF1T:

[Manager]
DefaultTasksMax=infinity

/usr/lib/systemd/system/user-.slice.d/25-defaults-SLE.conf &&LIF{T:

[Slice]
TasksMax=infinity

R systemctl %4 DefaultTasksMax {&:

> systemctl show --property DefaultTasksMax
DefaultTasksMax=infinity

infinity RgBRE. HAER—EBEXRIAE, BigE—LREIAIEETHIELE
HIZSB RS o

90.4.2 &= DefaultTasksMax &

B IEFRMNBEXH /etc/systemd/system. conf.d/90-system-tasksmax.conf &
M2 fE DefaultTasksMax &, #FENTE/ITUEAENRAELTIRENNRIAES IR
(256 1) :

[Manager]
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DefaultTasksMax=256
RHMKE, AERBIKERTEENR:

> sudo systemctl daemon-reload

> systemctl show --property DefaultTasksMax
DefaultTasksMax=256

RIBEHNFERRILAANE. JREFEER MRS LIRETRIRG. ~RFERT
MariaDB, BB HRIERNE:

> systemctl status mariadb.service
@ mariadb.service - MariaDB database server
Loaded: loaded (/usr/lib/systemd/system/mariadb.service; disabled; vendor
preset>
Active: active (running) since Tue 2020-05-26 14:15:03 PDT; 27min ago
Docs: man:mysqld(8)
https://mariadb.com/kb/en/library/systemd/
Main PID: 11845 (mysqld)
Status: "Taking your SQL requests now..."
Tasks: 30 (limit: 256)
CGroup: /system.slice/mariadb.service
L-11845 /usr/sbin/mysqld --defaults-file=/etc/my.cnf --user=mysql

Tasks T2/~ MariaDB XA 30 MESIEEIETT, MERIALRA 256, XM FEHIREMS FH
TR, UTRALERIMENE MariaDB HIFREIIREE ZE 8192,

> sudo systemctl set-property mariadb.service TasksMax=8192
> systemctl status mariadb.service
@ mariadb.service - MariaDB database server
Loaded: loaded (/usr/lib/systemd/system/mariadb.service; disabled; vendor
preset: disab>
Drop-In: /etc/systemd/system/mariadb.service.d
L50-TasksMax.conf
Active: active (running) since Tue 2020-06-02 17:57:48 PDT; 7min ago
Docs: man:mysqld(8)
https://mariadb.com/kb/en/library/systemd/
Process: 3446 ExecStartPre=/usr/lib/mysql/mysql-systemd-helper upgrade
(code=exited, sta>

Process: 3440 ExecStartPre=/usr/lib/mysql/mysql-systemd-helper install
(code=exited, sta>
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Main PID: 3452 (mysqld)
Status: "Taking your SQL requests now..."
Tasks: 30 (limit: 8192)
CGroup: /system.slice/mariadb.service
L3452 /usr/sbin/mysqld --defaults-file=/etc/my.cnf --user=mysql

systemctl set-property RZFEFRH], HEIE— 1 AIFHAREFENEAXXE /etc/
systemd/system/mariadb.service.d/50-TasksMax.conf, EFXEEEENETFM
BETXHNEN, BEFR—EHIE 8192, BNZEESEIT/ERERIPRE,

9.4.3 FrXARFPBEIA TasksMax FRHl

X AFNRIARSINARE S, BABFRIEREFZHNRR. BIeIEHXE (Flin /etc/
systemd/system/user-.slice.d/40-user-taskmask.conf) , #HAEFIKELBEC
HBRINE. U TREIEERIZIAEN 16284:

[Slice]
TasksMax=16284

Q iiE: HTwEsE
52 https://documentation.suse.com/sles/15-SP3/html/SLES-all/cha-
systemd.html#sec-boot-systemd-custom-drop-in 2 3R 7 BNV B F a1

%o

REEFEER systemd UEHIE, HKRIOENX:

> sudo systemctl daemon-reload
> systemctl show --property TasksMax user-1000.slice
TasksMax=16284

MEFEEFERAMLEE? RIBENIEAE. RARBEMEMZFRREME. R TasksMax
BEXD, BRBIENTERE (FFERARATAH) « TEIEATFRIBMEZENZE, L
Rigiz. AR “fork” KM, #HixMiE 11 “FRIFNARTAH" FHIRHES.

BXTE systemd HEEERAZFERIFMESR, ES N systemd. resource-control (5),
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9.5 fEH cgroup #17 1/0 =4l

ETMBIEER Linux RIZEVIR 1/0 IHI28RIETE 1/0 IREN TR RHI L SR (F, AT
F) A systemd 1Y ERECE cgroup, HITIRTERIEIZELHY 1/0 1=HIBY AT BEZTE RV FE R

9.5.1 FRFMH

UT™NDART ERITEE R RS IUR AR, ERAEE TR EENXAH
AR E.

9511 XHR%

BRI cgroup SEBANXAHRY (BNEHIESERE) o BN SLES XHRIHH
TH TR LA

e Btrfs (v4.3)
® Ext4 (v4.3)

e XFS (v5.3)

M SUSE Linux Enterprise Server 15 SP3 7148, BIfEREAGREXEF RS,

9.5.1.2 %i— cgroup BR4H

ZEHAITERE 1/0, HNERHERR I/0 MINFEHIZE cgroup BRE M, FHER cgroup v2
I/O =528, RS2, XEEKBENAERLK— cgroup BREM, HIUBISTE SLES HFiEA
e 1T systemd.unified cgroup hierarchy=1RERERIER,

9.5.1.3 RI/0ORERER

FREIRBSTEER PR ESLS K, FAFEEITEREIMNERE, KLEF 1/0 THREEM
MARRSERES I BFQ IZHIZRMBE T RAHIRE, ATi/4E BFQ £Hl28. EXFERISEIR
EEBISEhEZRER, AL IUHBR BFQ BFMARIEERER. NEIFIEERER:
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> cat /sys/class/block/sda/queue/scheduler
mg-deadline kyber bfqg [none]

KRR E BFQ:

# echo bfq > /sys/class/block/sda/queue/scheduler

Vs EHRIRE (MFAEDX) . KEKBMHNRESAREENETIREN udev AN (5
A=, SLES FEMIRY udev MM E L Mt R ZREA T BFQ) o

9.5.1.4 Cgroup BREWHE

—MRIERT, FAEESEREREER cgroup F, ENSHEERS. HESD%E cgroup A
B, RERERLE cgroup ZiBlkE, X—RERTHKLLE 1/0 =24 RSB RENR G
BEANELE BRTE) -

5 I0Weight=100

- [c] IOWeight=300

d IOWeight=100

- [b] I0Weight=200

I/0 {JRE cgroup c Ml bo B c BINNEE S, HZUBRBMLERKLEE, AAESbZ
[EIfFERA = Fo

9.5.2 HEEIEHINE
AHEREERARATF (KEEETH) B

> sudo systemctl set-property fast.service IOWeight=400
> sudo systemctl set-property slow.service IOWeight=50
> sudo systemctl set-property throttled.service IOReadBandwidthMax="/dev/sda 1M"

=&, /0 IERINA TR <, Fli:

> sudo systemd-run --scope -p IOWeight=400 high prioritized command
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> sudo systemd-run --scope -p IOWeight=50 low prioritized command

> sudo systemd-run --scope -p IOReadBandwidthMax="/dev/sda 1M" dd if=/dev/sda

of=

9.5.

/dev/null bs=1M count=10

3 1/0 E=EHIIT AL E TR

UATHIRIME#A T 1/0 =517, UREMHFHAH THIHIER,

114

/0 ERIREEATEIEZ /0 #F (dEER) , KR 1/0 SERAHRENER (B
ZBEBITEEESE) AJRRUSMAEIVRIER, Fi0, 1/0 FHRILREER, EEYUREF

2 1/0 =/ (g0, TERADEIMRASEZHETEHEMITRR “BE° . AR 1/0

UK BRAMBIERT) o HFXERE, &L/ 1/0 FHELERHAFTRETEENE
AILEER,

systemd FITECENENA M (LURIEIRER BFQ NEEEHTIAR) , AtEENEL
ELERWARER,

bR T 23 sysctl ARz 4h, BRIEMEEURTRE NTIRHE

(vm.dirty background ratio# vm.dirty ratio) . HEXREABRHIDHE
cgroup ZialBt, & cgroup WAERBIFISLZIZER, MMmulgEf2imiEX cgroup B 1/
O &k,

HIEFMBHEHEEEN, I/0ITHAERT /0 AERRFE, XM BEEFNITEREE
BUEF ERNSEBNSEFERM, MBS M)Eig&E. MD RAID #Z Btrfs RAID YIL&
BRayeZAEE NG, WULEIREFHIT 1/0 IR FTRER A M

BB BIRANIZE AT ARERAE N#E1TIREL A 1/0 251,

REEH] 1/0 IEHR R B REBRIL R ERREE 2 — (BAFRENZRIZIT IR RXMIZ
H) .

/0 REFREAR I/0 BEFE—HNEZER, XFTNRIE/BXGRALEN, H1/0ETHE
ERIEBSENTRN, MEZEIINEER, EXMEHIRERIETE, EEESHME
¥ (LA cgroup =FFRIE cgroup ES)

FERTALE, B—EESEITIEXHRFHIENE /0, ERANMREBAILEES. T
o, MRBIMXMEK, RABESEERFEEAY (SHREFRE) o
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0.6 BZER

o RIEHY (B4fl kernel-source) : /usr/src/linux/Documentation/admin-
guide/cgroup-vl AEYZ, LIRS /usr/src/linux/Documentation/

admin-guide/cgroup-v2.rst.
* man systemd.resource-control

e https://lwn.net/Articles/604609/ # — Brown, Neil: Control Groups Series (3THlH%
5], XtF 2014 F, B85 T7T1MED) o

e https://lwn.net/Articles/243795/ # — Corbet, Jonathan: Controlling memory use in
containers (IFHIR2ZPHAERER, LHTF 2007 F) .

e https://lwn.net/Articles/236038/ # — Corbet, Jonathan: Process containers (HIER
28, RfTF 2007 &)
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10 BHmpFEEFIE—EUERFIAIR (NUMA)

FEZ CPUNKERNEN, HEHSE-EYIERE, E485H, EERRTIRE

CPU 5RFZEIREBNFHERR. IF—EIERTF1AIR (NUMA) EE T BRI RS
SINB—TE REMIEL

IREFFEZ IR, 8T THREAME CPUNRENTFE. HREAFIERE

FHAFHEXNT CPUMMIERE, TEAHAMERREUATIARERE (UTFHRITLEN

CPU #sit) MWNAREFLZIZE. BiiFE NUMA AJ UIRR R EUET S R FihIR% 3

120 CPU AR AE T Ro £ NUMA MRS, XAJgesRieier1tae (BABT
ERETE) o

10.1 SChf
BohFE NUMA BE = MNEER P BN :

1. FEHAMEFEHRAMESHIE otut=E], HARCARTE, UE F—XiheEErR RIS
RTIEIR

2. T=RipREIEZSENUMA giEIR. EFIER, AR EETZE5hRRFIE
SHEXBRNAET Ro

3. EREMES. RESERR CPU LIRZESHRNREFREE &L, AERFIRKHE
HHENES D EI—4H,

HIEBUHMRS TR B~ EFH, B2, —RIERT, 1iR5 CPU XEXHHIENLES
ORI 3Ho

10.2 BcE&

E—ERETEA, FBSEE—EBIEHIE NUMA BEH ENTEAZENEINSR. Alt, sTLUER
numactl. taskset 5 cpusets IEEAREFHEL, NUMA RN HIER BT LAERYF APl 40
REOIERSEKE, NWNZABEMFE NUMA, FEALEEIEREMEARFEIT,
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numactl - -hardware EERITENNAFERE, UMTENEEXZEF NUMA, TERE—&
4 BB EETZS S ERE Y.,

> numactl --hardware

available: 4 nodes (0-3)

node 0 cpus: 0 4 8 12 16 20 24 28 32 36 40 44
node 0 size: 16068 MB

free: 15909 MB

cpus: 1 59 13 17 21 25 29 33 37 41 45
size: 16157 MB

node 1 free: 15948 MB

0
node 0
1
1
1
node 2 cpus: 2 6 10 14 18 22 26 30 34 38 42 46
2
2
3
3
3

node
node

size: 16157 MB
free: 15981 MB
cpus: 3 7 11 15 19 23 27 31 35 39 43 47
size: 16157 MB
free: 16028 MB
node distances:
node 0 1 2 3
0: 10 20 20 20
1: 20 10 20 20
2: 20 20 10 20
3: 20 20 20 10

node
node
node
node
node

BILUEER 18 0 BN /proc/sys/kernel/numa balancing, 23R HAIRIE
RS A B o FE NUMA ThEE, BEXABRASEALLINEE, BEARZES1TIED
numa_balancing=[enable|disable],

MREBABEMTE NUMA, NeUEEERESHERER
NUMA WA S BiRG R ESIBE ST B Z 8l

N ESHWEFFILUEETE
T,

17
17
numa balancing scan delay ms

FEREBUEZ BISA2 M TURFERY CPU B8], X AT LARS LT # 2 EF R IE M~ £ FF o

numa_balancing scan period min_ms #l numa balancing scan period max_ms
RIS SRR, RIBERENME, HEMRERIERTUR. XEIGET
fllE&/ IR AREME,
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numa_ balancing scan size mb

I S ES R A T AR S 2 AL = EIK /)

10.3 it

REENISEREERRIITEAE, HESHEMEZREFE NUMA BB R TUE 46,
LUNERM, A UER 2 TERSMAMTIZIZENEIRR (J08R CPU ZHFXFMIEM) . 7@
12 /proc/vmstat PFRILATSEEM BahFE NUMA JES):

numa pte updates
Frig NUMA AR L sEIRBVE TIRVERE.

numa huge pte updates
#ri2 NUMA il {b s5iRAOIBEAATIRIE ZE, 5 numa pte updates & EA R LITEAR
BRI =S A 2K/
numa_hint faults
IER BRI NUMA BIAECEIRE.
numa_hint faults local
BRI R EHIMPBEAEIRE. S numa_hint faults E&EAATLITEAMES
REIMRRIRFI OB DL, MRAMPIRILEIR SRS, RRTEMHERERS,
numa_pages migrated
BREZLVIHTFUEREMEEE. BFIBE2—TNETIRME, BT F& NUMAFr
FEFHNRA—EB.

10.4 =20

THEIRAT ERTANEREHITERSHIANBERT, T—&1E1T SpecJBB 2005 HERAEA
JUM HIRY 4 F5 52 NUMA i8N LSRR ERENIREG. E5FE, I8 TEMHERNF
MEAHERE, HEIRAETF SUSE Linux Enterprise Server 12 $I& 1ThR.

Balancing disabled Balancing enabled
TPut 1 26629.00 ( 0.00%) 26507.00 ( -0.46%)
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TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut

119

55841.
86078.
116764.
143916.
166854 .
195992.
222045.
248872.
270934,
297217.
311021.
324145.
345973,
354199.
378016.
392553.
396630.
399114.
413907.
413173.
420256.
425581.
429052.
426127.
422428.
424378.
419338.
403347.
408681.
406496.
404931.
397353.
382271.
388965.
374702.
367578.
367121.
355956.

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

© ©O © O ©O O ©O O O O O O O O OO O O OO O O O O OO O OO O o O o o o o o o

53592.

86443.
113272.
141581.
166706.
192481.
227143.
250123.
279314.
301878.
326048.
346855.
378741.
394268.
426782.
437772.
456715.
484020.
493618.
510386.
521016.
536214.
532469.
526548.
531994.
488340.
543016.
529178.
510621.
499781.
502313.
522418.
491989.
493012.
502677.
500588.
496977.
489430.

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

11.
12.
11.
15.
21.
19.
28,
23.
26.
24.
28,
25,
15.
29.
31.
24,
22.
24.
31.
28.
26.
34.
36.
35.
37.

© N b P W O
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TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut

40
41
42
43
44
45
46
47
48

350855.
345001.
336177.
329169.
329475,
323845.
323878.
310524.
311843.

Expctd Warehouse

Expctd Peak Bops

Actual Warehouse

Actual Peak Bops

SpecJBB Bops
SpecJBB Bops/JVM

00
00
00
00
00
00
00
00
00

—~ e~ M~~~ o~~~ —~

o ©O O ©O © © o o o
(o)
(<]
o°

487802.
468021.
462260.
467906.
470784.
450739.
435457.
403914.
459017.

00
00
00
00
00
00
00
00
00

Balancing Disabled

48.
310524.
25,
429052.
6364 .
6364 .

00
00
00
00
00
00

(
(
(
(
(
(

0.00

© © © o o

00
00
.00
00
00

(e)
%)

%

o°® o°

o°

o
“©

)
)
)
)
)

~ e~ M~~~ o~~~ o~

39.
35,
37.
42.
42.
39,
34.
30.
47.

Balancing
48.
403914.
29.
543016.
9368.
9368.

00
00
00
00
00
00

(
(
(
(
(
(

Enabled

0.00%)
30.07%)
16.00%)
26.56%)
47.20%)
47.20%)

BEShES NUMA BT TEREAE, BI7E NUMA it BN ESSREMRE, NERaTaE, i
MBNUESAHAMALEAS, UEEEIMTEREESX, B2, FMEEMERT, B
I NUMA RZB] IR FH 4 BE.
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11 HBREE

BHREESTRDEEFNERARRIZITHL, FENERSGERERRARIFEN SR
BRIKT, R, BREEBNETRERSNEIREERT RS TRET 2 E)#HITF
#. FITERSNARELRSSEHAERRIREE, SKEEMERED (ACP) FEZE
X7 iz BERERNGERERERSHEON—ANTE. ATFERSFIMEFHTEEE
BEMESEFHNEN, AAERNB-LEFERS, FRERBERT IR
MXSHH—LETA L,

11.1 CPU%3IHEIREE

7£ CPU &3ll, mILUBI S A IzHIRIRRER, Fil, B ERATNERRES (CK
A) . B CPUSAER (PIRE) FREICPU (TIRZ) #iTieHl, THIETIRMET &
FENERENBRERNTRENEEM, £ https://uefi.org/sites/default/files/resources/
ACPI_Spec_6_4 Jan22.pdf 2 ERTLUIREIEMINE.

11.1.1 CIKE (RIEFIEZITIRD)

MABIEREIA C-state WETFT TR, BIRIT TR IELE XA ERNA G UK
TIRERYRE o

SENCEELT CORKEH, RTREEFRRITIER. EEMREM CIRETEITHLRIESEE L
FEARS. CEENKFHEAR, CPUMKRERIER: BXAELSWAG, UTNEBRR. &R
ERRRSTUTEKERR, REZSEMIER, B, CPUREREEKEEIIREE CO,
RIBLIERE (MREELLTZ, A& CPURYER, SASHE/RIEIEFNARIRRKE) FMEESE (Bl
ML FNPRTESD) , RARRERRRSEBZERASEERE. EXREAT, /5SS
WEE 11327 “FH cpupower EERZT NS o
RERTEEE—LABFTATEEREANNFARN, RML C RS FRLBURA TEN Y
MR, B2, CLIRATTR,

7111 "CHE" BT HRERA C K&
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F£11.1: CKRE

= EX

Co L_'fj"ij(lu\o CPU ;T-'Eé;:FEIo

Cl E—MTRRE, BIRMHELE CPU TER
EBESH, DL STl APIC (RIFEEET
170

C2 Lﬂﬁ%fq:rﬂ: CPU Egmﬁlzﬂj-{q:o rlﬂﬁ'lku

T, LEE%§A1%B‘DFE§$’K1¢_J’JL}|*ILA ) 1EI l_l\_.
Fp s B2 B ] gE TR 2 B AT {E],

C3 FLEFRE CPU RERES Y, AMIERAFBIRET
HEGFRERY, EFBESHEMRS. X
WIERH C3REFREER, FRERTEL
FR B b IE 23 MU BE PR TR AU RS B K AR

AT BERARENEERE, BiNSNTERBANEZRRERRRESHIER T3 TIER ST,
BXEMMER, BEWNE 11327 “EH cpupower EENIZZT NS+ 2 cpupower -
idle-set (1) FMm,

11.1.2 PRE (WIEFMEEERTE)

LAMEREITE TF CORE) , EAEATFZ CPUMEERSE (P RE) HWEFPZ— C
KERMEARE B COSLIBRFZ=RRKE) , TP REZVERMS CPU SAEFMEEEMHEX
MBI TIRES.
PREHFHA, MBI TMEMBESE. PIRSHHRFTSHRHTHWRIERBX, EFRRAZE
BN ARNETER, B2, PO BREARMERSNRE (5 11.1.37 “Turbo IhEE" HAmR
HIESBRIN) o PUBHEFHEA, RAVIERREWIE, seFEHME. M, S5EPLKRETIE
TRORIRERAELL, AT PIRESHAIERSITREEIE, BEREFEL, ELUEM P IKEIET, BIE
BMTRTF CORE, XEFRETEELEMARRTERIRES. ACPIFEHEENXT CPUP
KA, BIKIEBN http://www.acpi.info/spec.htm 7,
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11.1.3 Turbo IfgE

R Turbo THAERT ATEEtAZ O TR EMRBRIRSEY, 5h3 overtick J&EIRY CPU #&il. XAJ
TR S anh izt ae R ERHLF S k1T Ih#E (TDP) RIPRE.

B2, CPUZOEILEREMNFHSRENKRENWERX, £5 11.37 “cpupower T

A7 A7 A EX LR IR B .

11.2 RNZPETES

RNiZFIAT2RE T Linux Wi% CPUfreq B4, AIRTFESITI S EREMIERME, &0
A TIZRMA CPU EMINACE BHIFETN. CPUfreq AT 2SR P RSREXIAERMPERAE
. ShSATERELURIE CPU FEE CPU S, LUEENEMEEEAER TR T8k,
AT AT CPUfreq FR4:

tERERTI2R
¥ CPU SRS ENIRENRSME, USEMEEMLE, Eib, HEr2UItiETSENE
50

BESN £ 11417 PREBHIFEIT .

¥ CPU SRR BIRB N A BENRITINR, XSWIERENTELM, RAATELERES
t, RAHABILNEREIT. —IEENFISMNE intel_pstate, ERIARBTHEE
o XZREMHHFERARMER, BEE LHIETARNSRERTREM.

B, ERALLATREEFAITETINTRENR, RAREREEN CREELTER
RSN A ESEMEATIRE, EATREFATSEN, MERFURMKAIARIET, ALFEE
KEVBSIE] A BETTAk. XEME, ERIBTEKMNE, HERFEBHENTHN C RSN,
ORI BT LOREEIE T R AT R/ VRRSEE (BN, R cpupower S591TITH) o
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&S CPU SRR RBSHIANIZSEHE . AT SRsnAERRE. AEEIFERERN, AT
HEFMRILENTANRSMER, MRAERTHE, BEAT—ITRMAR. WRA
SR BT RARBAPRE, WEBRFEMER, BRIRERRAIBMENIE,

O ==: FaEFEMAZTIETS
HAEFB R F R ERANZFIA TS EE T SRR BIRME, Fi
intel pstate IXEHiEF=BRHIAELRRME, £/ cpupower frequency-info &
LA AT RS ERNIREIERF.

11.3 cpupower TH

cpupower THEERMLTEITEN LZHHIFRE CPU BIFMEXSEHMIELA, SIEFM (M
&) RS, FRZIASAUEENEANZEXE CPUfreq # cpuidle RARNIGE, UK5S
MR TNRSLEXNEMIZE, SEMTUEMAELZR AT LA R NZAE XS HAESFit.
Hit, ©IEFEESHATHETN,. S5, ©EAIEEIRIBTIRGE S = WRES Z BRI,
L% cpupower B4E/E, EF cpupower --help ZET M cpupower Fi<, EH
man cpupower Bl —R&FAMTI, FFH man cpupower-SUBCOMVMAND A]ifa] Fes < HIFAR
Dl

~

11.3.1 {EMH cpupower EE YIS E

cpupower frequency-info s ETRAZPERR cpufreq IKshZEFRVSIT. LEIL, EIE
ETRBIOSHEEXZFNMBATEM (FINR) KE. MRRFFEEETZET, ERETRWT
’iﬁutlj.

5 11.1 : cpupower frequency-info BYR{GIHH

# cpupower frequency-info
analyzing CPU 0:
driver: intel pstate
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CPUs which run at the same hardware frequency: 0
CPUs which need to have their frequency coordinated by software: 0
maximum transition latency: 0.97 ms.
hardware limits: 1.20 GHz - 3.80 GHz
available cpufreq governors: performance, powersave
current policy: frequency should be within 1.20 GHz and 3.80 GHz.
The governor "powersave" may decide which speed to use
within this range.
current CPU frequency is 3.40 GHz (asserted by call to hardware).
boost state support:
Supported: yes
Active: yes
3500 MHz max turbo 4 active cores
3600 MHz max turbo 3 active cores
3600 MHz max turbo 2
3800 MHz max turbo 1

active cores

active cores

EFRENFRE CPU BYYREI{E, 151 cpupower -c all frequency-info,

11.3.2 fEF3 cpupower EEMIZTHSIT

idle-info FH<ETRAZPERD cpuidle IBEIEFIFKIT. ©RIUEMER cpuidle RIZIE
ZOFR B AR LM Ein1T,

5] 11.2 : cpupower idle-info BYR{HliEH

# cpupower idle-info
CPUidle driver: intel idle

CPUidle governor: menu

Analyzing CPU 0O:

Number of idle states: 6

Available idle states: POLL C1-SNB C1lE-SNB C3-SNB C6-SNB C7-SNB
POLL:

Flags/Description: CPUIDLE CORE POLL IDLE

Latency: 0

Usage: 163128
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Duration: 17585669

C1-SNB:

Flags/Description: MWAIT 0Ox00
Latency: 2

Usage: 16170005

Duration: 697658910

C1E-SNB:

Flags/Description: MWAIT 0x01
Latency: 10

Usage: 4421617

Duration: 757797385

C3-SNB:

Flags/Description: MWAIT 0x10
Latency: 80

Usage: 2135929

Duration: 735042875

C6-SNB:

Flags/Description: MWAIT 0x20
Latency: 104

Usage: 53268

Duration: 229366052

C7-SNB:

Flags/Description: MWAIT 0x30
Latency: 109

Usage: 62593595

Duration: 324631233978

£/ cpupower idle-info iV IESRTHIRSE, FILER cpupower idle-set
MLBARNMRE. BE, ARFHFEZARFAENKEERES, Fl:

# cpupower idle-set -d 5

&, ERERETIHET 80 BFFHE CPU:

# cpupower idle-set -D 80
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11.3.3 {EF cpupower S RIZFIREGS5t

5 monitor Fan LA LIRS IR AT, LIRS AFEBY Bl EX ARSI = N BB IRIR S S
Ite BRINEIFEA 170, BRILUER -1 REN. TEPEIHEEIRIAMIERRIRRSMIAE T
28 — HPp—La MREGITHRER, B—EaNEGFFEPiRE. FTANERSRERTRE
BEHIMERS, £ cpupower monitor -1 AJLIFIHIXLEISHTES, BRI MNSNEEMIHEE, 15

£ cpupower-monitor FA 01,
monitor Fap L ENLEHITIEREITN, ERFIE TEAENAZSITTSEHSITHITILR, 15
EBREXAEN YA, fFldl:

cpupower monitor db test.sh
{51 11.3 : cpupower monitor RffliEH

# cpupower monitor

|[Mperf | | Idle Stats
o (2]
CPU | CO | Cx | Freq || POLL | C1 | C2 | C3

0| 3.71] 96.29] 2833|| 0.00| 0.00] 0.02]| 96.32
1| 100.0| -0.00| 2833|| 0.00] 0.00] 0.00| 0.00
2| 9.06| 90.94| 1983|| 0.00| 7.69| 6.98| 76.45
3| 7.43] 92.57| 2039|| 0.00] 2.60| 12.62| 77.52

O Mperf £/~ CPU Z—EXFBJNRY 940, SIEMERIMZR, i, EE=2R CPU
RTFSESPIRT (CO) ERMRIRIRT (Cx) BBTEIE 2t T BIVIRZSH BIOS &
12, FWTEREATERERINRE, EESEMEERFHILIESE L, REE@Ed
Mperf ¥E28HE HAFE CPU BOBTTIRME B

® Idle_Stats 8/% cpuidle RIZF RGNS, BHHFEANTBRHTHRE, AZEAE=E
WXLE, HLb, HMEFRIERMNMRZOATFETRREEE—BATE, XLE
AlRESH RN EH.

BR7T ERTRGIFFMARR (—fg) mIsslsh, ErTUUEREMEREIFENESE. §

XFMEE, 5SS cpupower-monitor FATI,

BT LR BN EMEERE, BTRREIXREMAAMXR, FHMETReNEN FIRE T ERHN
MR 7EGI 113 E]AEE], CPUO RTF=HRE (Cx BERRA 100%) , EBHIBITIERAIIE
BE. XEEA, CPUOM 1AREMRE, XEWEME ZEFERMIRIBK R
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11.3.4 {EFM cpupower B HEIEE

ZA LA root B191EF cpupower frequency-set s S RENYURIEE, S aLIFISE
HIETEREENRNHRA CPU SIZRE, HEIEMNBATIZE. EETUER - c ETHEEER
DAL AR ANIG B, WL LUR MNP A R RS A — SRS, MEAEZRMIBARE L
HBNIEE, BXEZATMOBIEDR, 580 cpupower-frequency-set FME, BT

cpupower frequency-set --help,

11.4 F5RIROREEIN

TIETERNB—LERRE,

11.4.1 P IRZSHIRIEEIN

CPUfreq FRZIRM P RSN S MUIREED: ERIUERENIATI 2 2B, FmEERRN
B/ EAK CPU i, SERENMATIESE.

EEBTRIRES—MATEE, 1B -9 &S cpupower frequency-set &5EH,
i, EITU TS (MU root B19) SBCEMEREATI2S:

# cpupower frequency-set -g performance

B E AT SERN S/ HEmA CPU AXKE, i59%ER -d 5 - u &I,
o
11.5 &=

EEEBHA BIOS #%L?
2EA CIREH P RS, 15HME BIOS L.
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TLEEZ:

SEEEXHESR?

o EfFAH CIKRE, BFHARBA CPU C RAFEMED, UEETHITEIRTEE,
o E{ER PIAGSH CPUfreq BTIE8, IBHATRE AN IR SR M AEIR AT BN NI

o BNfE P IRSH CIRESAIA, BalaEERE CPU SRR REHEIENER, MTSH
MEEXRE, a0, WNRBEH pcc-cpufreq, MRERARMEHLLIETR,
Mmia&E A UER R R. BRRILLRE, BILAE3 BIOS HEIERY CPU S, 1%
F RERRERE WRMED. £51%5, FERZNNIRIER, BIRF4HAN

E%RER M,

F+4k CPU BY, ESKE AL BIOS, BIOS FEREHT CPU REMTL#HE, LUERLL
=R LB NIRIER S,

£ systemd HE (&N (EiEtE5mE) ,%21E “journalctl: &Eifsystemd H
&) RERX CPUfreq FRAZNE ML, HPRSIRE™EHIR,
MREIRERTEN LB CPUfreq FRAR IR, Ee] LIS AEIMNER L. Ak, 56
Fi cpufreq.debug=7 {EA5|S5%, L root SBHRITLU TR

# echo 7 > /sys/module/cpufreq/parameters/debug

X=
85X

o

S CPUfreq TERTHE T EZE 212 RE dmesg, XLEFEHEIFHITIZH,
LEMIINBIAEZCHE B ATREIR HIF R, EIIE N SIS R 7 R AX M

11.6 EZEER

e B EEEHIEE (BMC) W T a A sEn R AR SS AR h R H it R E IR ACE it

o

XERESISENENEEX, RERBTFAEmTIeNER, EXIEFAER, BSRMH

NSt HEYF Ao
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11.7

powerTOP I EEBNIRBIBEREAMNEA SRR, TEICABEMKLE, LtTERFER, RARE
R DEEFREN EICABRME ENEE, It TAXZHE Intel #1 AMD &0 3E28, MI—AgAXLEIT
1=

> sudo zypper in powertop

powerTOP £&5 T EMEEXRE (IBEFE0M. IREEIERF. RIZET. BAIEEIMKERS
RE2RV R B FISR) , HIREZHARXATEEXEERE, BUUEXREERER TEstT
B, ©¥% ncurses SiFHIET (BEN ) .

> sudo powertop

F SR LT T TRASH

iz
e
iz
THATES
HHE
eh
iz
Gl

iz

11.1:
powerTOP ZiRESH N HTML 1 CSVe WUTFRAIER T —MNB1T 240 FLaVIRE

> sudo powertop --iteration=1 --time=240 --html=POWERREPORT.HTML

FHFE—ENERETIHIIIRS T ESEER. UTRHEIT powerTOP 10 %, SXIiET
20%), HABREITEIEMI HTMLIRS:

> sudo powertop --iteration=10 --time=20 --html=POWERREPORT.HTML
X 10 NHEIERIR S :
powerreport-20200108-104512.html

powerreport-20200108-104451.html
powerreport-20200108-104431.html
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HTMLREHE 11.2 “HTML powerTOP 245" HFRR:

RGER

PowerTOP RR#s 2.9 iE{7E4iE : 2020 % 1 B 8 B(A=) 10:45:12
PizhRZE Linux ff#s 4.12.14-1p151.28 36-default

RIEHH Dell Inc.0HHV7TN

CPU 2R 8 Intel(R) Xeon(R) CPU E5-1620 v3 @ 3.50GHz

WE CPURMENEl  CPUSZE RHER BEER #i@ = AHCI FiE

BtR: 1 MRA/F R 0469 RIREE/F  CPU: 85% fEFEE  GPU: 0 MR{EMY  GFX: 11.5 JUREE/®  VFS: 0 RIR(E/HL

= o s o dH
mENIANREEE

] s

FBFE0 wian0 B9 Ti8E iw dev wlan0 set power_save on

R NMIETTH echo 0" > /proc/sys/kernel/nmi_watchdog’;

echo 'min_power' >
‘Isysiclass/scsi_host/host2/link_power_management_policy";
echo 'min_power =
‘Isysiclassiscsi_host/hostd/link_power_management_policy’;

i host2 B SATA i BIREE
¥ host4 B SATA G BIREE

11.2 : HTML POWERTOP B85

HTMLIRER “GUE” M RURREZERNTH “fAIESH EM-RERET BTN MHEIR
HENGHGS, HTMLIRERVIE <, EaEEEHIE root s iTE#I TR, il echo '0"
> '/proc/sys/kernel/nmi_watchdog', ncurses {&I(i2f Good #1 Bad ZaIRIfE BT
. 1% Good BT Mer < RBATRE, 18 Bad NEXATIEE. BI—FKa<TBAMEA

powerTOP g & :

> sudo powertop --auto-tune

B55|SE, FEXEFREHI=BE. BEHFHITKAMEDRN, E5FA sysctl. udev 3 systemd
E5|2MIBITIAEMN®S, powerTOP B2 systemd fRSSX /usr/lib/systemd/

system/powertop.service, LU TFam<{ER --auto-tune iET/F5) powerTOP:

ExecStart=/usr/sbin/powertop --auto-tune

EE5) systemd BRSSZ AT, IBFANE, UMEECERRBREMENER, BHITFFAFE
USB BEMBIMHEATRRI, RARMREXLEGERRMNM, 5, EERATRELEHML
HERFIERES. ATEREMHITNAMNEERE, BER awk IR HTML IREFHEH S

> awk -F '</?td ?>' '/tune/ { print $4 }' POWERREPORT.HTML

ERERE T, powerTOP £8BSMETT, EMFXEYE. CPU. Wi-Fi. USB @& ML
TRENZHILE, LtIh, EEMHEERN, powerTOP ERAIFEMEIRFIRENTEIRE

131 5 powerTOP U5#AEFE | SLES 15 SP4



> sudo powertop --calibrate

ERI IR 4RI TERE, LURSRIAERMY:
> sudo powertop --calibrate --workload=FILENAME --html=POWERREPORT.HTML
BXELZER, BB

* powerTOP B B{iF: https://01.org/powertop 2

e £2627 “RGFITHIBE. /proc/sys/”

o (EIEEm) ,HE19F “systemd STIFER

o (EiEiEEm) ,$ 298 “ M udev #ITEIEAZIKEEE
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12 1R 1/0 £8E

I/O AERF =GR/ IR R R FEEFE=TEIRNA . SUSE Linux Enterprise Server 12t
EERETEAHENEM /0 BiE FRuBgE%) . BERE AT EIIREHTEE I/
0 BRI IR,

NELERREIEN /0 BEEARNEUR T IR, FEUATES. 0, SN ATAHER
4. SSD. RAID P55 M EF R A HEARIRNIEZER.

12.1 0 1/0AE

SUSE Linux Enterprise Server 7£5| S =1EEEAIARY I/0 AERR, ErILIE S MRIZEERD
BEXULIEE. Fli, ATARERASXMNEEURRERIEENESEEETRRNE X,
RIBLEREIRENEEHE NS MLEEERIN /0 BERER. WRSHEEHAE, N%EE BFQ
I/0 BEERF. HthigERAIA%EE MQ-DEADLINE 5% NONE,
EENEEEITHNRAPIEEIRENBHEE, BETUTHL:

> sudo echo SCHEDULER > /sys/block/DEVICE/queue/scheduler

b4k, SCHEDULER 2 bfg. none. kyber Z¢ mg-deadline Efz—, DEVICE @RIEH

(B30 sda) - AR, WIMENEESISHEFREREE. EMSEIREHITRAMERN1/0 7
FEFERFE, B /usr/lib/udev/rules.d/60-io-scheduler. rules 2% /etc/
udev/rules.d/60-io-scheduler.rules, HFHRIEFBEREE—XHFo

Q ix=: 1BMzZ EWEINEERER
£ IBMZ £, fEFIZEHNEIA /0 AERFRILERIEFIZE,

Q #E: BXMelevator 3|88%
BXbk elevator 5|85#. blk-mql/0O BEREMRT cfq, FIBZEHAES elevator 5]

S5

134 £ 1/0 YBEE | SLES 15 SP4



12.2 {#H blk-mq1/0 BBZHIRIA |/O BBHREA

FE=Z SUSE Linux Enterprise Server LRIFF{EMA blk-mq 1/0 BRFRIGERIBIER AT,
MRENBHEEZEEESH, AERAUTHhIREXLESH:

echo VALUE > /sys/block/DEVICE/queue/iosched/TUNABLE

7 ERd<SH, VALUE 2 TUNABLE BYFREE{E, DEVICE 2HRig&E,
EHEEMEE (B30 sda) EAMLBEHEE, BHETUTHS (MHansRAERREYIE
HESH)

> cat /sys/block/sda/queue/scheduler
[mg-deadline] kyber bfq none

Q xE: MELIREIREI blk-mq /O BRIZATHIIEETZ R LI
MIGEBERFIRIEE blk-mq |/0 B&ZRETS, none EZIAXKAELF noop, mq-
deadline #8¥YF deadline, bfq YT cfqo

12.2.1 MQ-DEADLINE

MQ-DEADLINE BLIERASEM I/0 BAE EF. MQ-DEADLINE EE LU TAESE:

% 12.1: MQ-DEADLINE aJig&%

Xf¥ oLz
writes starved EHRLMEREUREM AR E NRIERRER. B3 "RRERIT

S NEEZ BRI LIAIT = ORIRENEME, SREURIHRIRERIAYERE
ENFITIEE,

ERINMER 3,

read expire REIFEURENRGHAR (HAIBYEN read expire &) ,
M= BAL,
ZINEN 500,
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X A

write expire RESNRENRGHAR (HAiBtEMwrite expiref8) ,
MZ# B,
ZRINME S 5000,

front merges B (1) EA (0) silmaHiEKR =10

AIAMER Lo

fifo_batch RESHHRXBERE ((MOEHRBEFHARRMEE) . £H
WBHAIEIERSEHEZ BT TFH, WMRIgEN 1 (BiEHt
—MIEXR) , W% “RRER 17h, BEUREERER
K. REFANERERRSELE,
BIAMEN 160

12.2.2 NONE

gNERi%HE NONE 159 blk-mq B9 I/0 BBIEEEERD, NAZEREM /0 BAERER, HEI/0E
KEEELIRE, MARHE—PH1/0FERE,

NONE 2 NVM Express ig&HIEAIAE. SHA /0 BHERREDHELL, WETAS~EFH, &
INNBBI Z M PAT RIS EZE /0 BEREIRBIF .

NONE ;2B RIS,

12.2.3 BFQ (FiEALRFBAF!)

BFQ RUATFMHANSRNEERRF., HitdA “BF CFQ FARSERIILLLGIE

7 1/0AERE. B BFQ =m#EEIRME (UBEKE#It) mAENER. ” (&

B3RIE: linux-4.12/block/bfg-iosched.c (https://github.com/torvalds/linux/
blob/6f7da290413ba713f0cdd9ffla2ad9bb129ef4f6c/block/bfg-iosched.c#L31) 2)

BFQ A FMIAEAKHAEEE EHNESIEK /0 k% (EENE 8337 “FH ionicefE5E
BEEIRIRLR” ) o
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BFQ AEREFEBLUTAASH:

#+ 12.2 . BFQ aIi&%

X4 5iEA

slice idle BEUZW R, EELXTTZNRESKEE, UFHFR=AT
ﬁllill-F_ﬂ\i%\ o
BIAEN 8,

slice idle us 5slice idle#8[E, BRI AR
BRINES 8000,

low latency BF (1) 32 (0) BFQ BYRIERIE, LRI STIBRER
RFEfRER (B, NRBXRERM) , FEEEFREEER,
AIAMEN 1,

back seek max mEEINEARE (ML KB REML)

BINMEN 16384,

back seek penalty HAFIHEEGEIHE,
AINMER 2,

fifo expire async AT RERSERKENNE (UZEWHEM) .
FINES 250,

fifo expire sync BEUZEWAHEN, EERDIEKRNEN,

AINEA 125,
timeout sync EEENMES ) B, AERHRSHNEKEE (UZE77H
(i) o

BINMEN 124,
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X A

max_budget £ timeout_sync RAHRHRSHEXE LR, NRIGEHN
0, BFQIFEREBIRIE timeout sync MGITHIEEERITHE
H—"MEo
BiIAMER 0 (EERNBHHEIAE) -

strict guarantees B (1) 32 (0), FE BFQFEPATIRIE, ABEERESRM
T E R REE R,
ZINER 0o

12.2.4 KYBER

KYBER 2 LFEIR 7 F MY /0 WERRF. E£RAEALISERIURENEY 5 NRIERBIRE
B, FHERE /0 BERUS AT EXEBIREER.,

%% 12.3 . KYBER Alig&#

X4 L)z
read lat nsec REIRBURIERNERER, AT AR 1L,

#RINES 2000000,

write lat nsec BB NRENBEMRER, URNT AL,
ZHIAEJT 10000000,

- == /L S
12.3 1/0 BEFERUA
E5ER fsync 2 EHEERERHAE), EEXHFRS (U0 Ext3 3 Ext4) SFEEBELIXS R
[E, SRESEFREBHRESEN, URRELZSERIEKRAMEENEEF (BEXEMEE—
TREENTE) . NREOEELUXFRAENSXRE T BMEENGE, ZRREEREAIURZS
egEMEE,
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o EE: XFSHH nobarrier EER

FAR, XFSHW nobarrier #BE5E£3 A, ©7E SUSE Linux Enterprise 15 SP2 fl&E
BRAPREERNETIAT, FRSHIEEZITEMN XFS BH SR ERERXGR
Fo AR E XA, BEREAFEEFRES nobarrier EIAYRIAEL fstab I,

SR LME nobarrier HEHHIZIMZ A LIXE RE,

L5 FHREANRSEEIERX
LR TR RHEER T ERSNERE, RRREAEESEFEENHRS
eI G
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13 FuAESHEAERER

IRIERS (5180 SUSE® Linux Enterprise Server) FRASREBITIFSZES. Fli0, &8
TR RN A AR U BB F AR AR KB S HI RSN, XEFRESERR
FISITFZTIMHTE, N THENMESREEFRRENRARIR, Linux IZEEER—HIAR
EMESDRARARKERR. XIGeEESHEERRFNIERE.

THET#EET SHEBRAEMXNREEANT, HPENBTHEXESEEREFRRNEER
EMIE R, #R T SUSE Linux Enterprise Server fEENESBERRR, FiRE T HvBxE
BRENEE,

13.1 &7

Linux AZAFERIERSG LEBES (S#iE) HNEN. ES5RAEREF (BRMIEHIZRAER
F) BRE T —RBEZTHMESHAZEAN. ENFTUREARNERRRAR, URIEETD
FEHITZNMES. Eit, ERERZSESERERGNZOAN,.

13.1.1 84

ESHEEERENELEREESR, MRARPEFESIABITHHEE, BIWREEDE—THE
RIEEIETT. MREEITHIZAHBEEE 7T R2APLIERNHE, WHIFFME HIZERRERRIE
7o

Fit, FE#RFERERNEL (SHEE) , EEMHIEZEERBERIET. REERERRE TR

BITRAT BN AR

SNRIFmA, SEMFE Unix TAREM, Linux WERSESIEERS. B, S MMESAILUEE
7o Linux RIEFMBRIEARZ S, ILAERERFREMIGEERE NHIZ, XMIRHIEEN e
Ho M—FHERLAFRE Unix R T8 EHXEES.
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13.1.2 Bfjai

RATEXFEMHERERIE A ZRIREITIK, WIKIFA#HENNER, RRiRftaE#EE
RUAMIERR AT [E) KA, B IEIRAE S, EERF AU ETHRNREME /AR, HBiLk
BAPHIE SR ER TR

13.1.3 HIERELLR

BERFETHRENNLACLHEHE, ESRAEEFEREARATEEENIRMNAL. &
BEEhAs M #HIZEEE—ME, RIBXE A1 #EELAER LIET.

13.2 #HESDE

BEREHENAENTANHARED R, REGNAAX DI TEBEN, E—RESXARFAEL
HITHE. XMFAEMNRIIRIL, EHFEEFER,
—MTERREEDEN 1/0 BRESGERESE,
1/0 ZEE!
/0 RN /fithIRE, FIANRE. BIFSECENER, 1/0 BREHIZRAI6TE
ERERZIMEFIER L. effNEiTRks, EEEfRERE, FT=EESFFI/01E
KEVE IR,

IR EER
MBEEZ T, RERFBERISRKHEAETRITAE L, BESETHREEREFESN
Iko EIAZIAESR /0 BERHERE, RILHEBTRRALUER, EEERER.

B AEREREEHIEN D AREI. #RENTEHE,
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o XENHIERAEMREITEERTEFR /0 BFXK (FINBEHEFRIE) L. FEREFLIUR
RPIERBRERERIHE, SUAFILKMFIRTLN, HEFERALYAN 100 2R, 7
NNARERF. XAgwERNEGLERFH2HUEAREHZ,

o fRBHITBEEFEEIT, FREEMEIBN, HEEFEESNENDEBIRRINE
o ZHRIKFMER. HEFERERSIERAT XA TR EHEENEREIRA,

o EEPHIZKITAIRRM AL HIZAE, PEEFFRIEXLHIZTREIERISMN,
AT RIESIEAER TN AEF P2 LA #HZR AR,

13.3 ZERTFRAERER

M Linux RIZRRZS 2.6.23 748, KRBT —M#AERIBAEMNGTHNHE, T2 ATRERER
(CFS) /97 BRIA Linux RiZIAERER. BUtUMEAE TEATHMEUH, AEHRHNEEERT
RF2.6.32 fIEEmANIZhRA (81F 3.x WiZ) B9 SUSE Linux Enterprise Server. AEREFIFIE
DRAENETD, SINT ZIEEHINEE:

BB
BERFNROEBTEELGUEE, KERRERE, RRDERR,
REATRERS
FEPII% 2.6.23 TREINFHE 2.6.24 ST TV RAY CFS SiiRE MHRKEH “A
T BRI

LHZHE
Flan, MREREEITHEZNAPFHIEDH, U CFS 2R HNHEPES T HIEHEFENL
HRERATE],

ik, CFSgEBs RS HEMIREALLIAE,

13.3.1 CFSHIT{FRIE

CFS ZIHABNEETHESRIEQA TS, ATHRERTFENESEELS, EfERATAR
WMEELR, LEMEB—MERTEHNHERERN, EBUSESIRMEANTM AR, £H
B B RIS ST,
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Y CFSAEMASE, BREM “EBiEiTi” (vruntime), ERIEITH T —MESHBLRES
Z91EEN0 vruntime f/NVERMES . ERESIENEBITIAY (FAEHRITHHIZAIIK]BTE]
%) FHESTEOEN, FIMRIE vruntime B/N\ESIAR RO AN E -,
ESHIRIT vruntime 5iZESHIMELRIER. SMFTRESH vruntime NEIDEE LM T
RESEIR, SHEMEMAFTELIER FIEITTERARES.

13.3.2 R#HEDA

M Linux RZhRZs 2.6.24 748, AI3F CFS #17H0A, MURIEAHEMAMNXZESRHELA T,
A, FENEITHESPEUMASEE, M CFS 2R HAXELAEMAZE N ABITHESR
HATE, BERFESZHAXELAFHNEMESREL TS,

NiZAEREF AL EERERERAIETHNESDE. BXESER, BERE 0= "Wizix
HA” .

13.3.3 AZBCEED

TR LLBE AR E RIS BEESRERFITANEERATE, REXLERTEFAZEIRT
BH—E7. BTARERIRER—ERES, BT AXERITICTER, EIESEHEX
HIE BRI,

25 AEmE
INRETEFIE SUSE Linux Enterprise Server BEMIEIARZ LIZ1TiZR2 4% (Flw0, EBEHR
ENRZLEETT) , BRELPTIFHINF.

13.3.4 ARiB

BXESHERBIXEEERERA—ERARNE, EFEAEXLERNETGEIERER ST
MiER. TEHREPHN—LERE:

3ER
BEEETHHES KRRITIZHIZ Z BRYEEER,
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RIE
BE U T ARNRENESIERZ ERIXFR !

gran = ( lat / rtasks ) - ( lat / rtasks / rtasks )

Hr gran RRAE, lat RIRIER, rtasks BIETEEITRES#K.

13.3.4.1 FAEZFE
Linux A HFUTRAESR:

SCHED_FIFO

ERTRHNEXEENAEFRAERE, R Tkl HERE
SCHED_BATCH

EATF CPU ZERESHIEE RS,

SCHED_IDLE
ER TR R RIESHIRERES,

SCHED_OTHER
REDHIZERABIBIA Linux 77 B EESRES,

SCHED_RR
5 SCHED FIFO MM, BFERBIAHAERRAESEZ.

13.3.5 fEMA chrt BECUHENLNEG

chrt #<ICEFRRGTHHBENLNAEEY, HEERIEENEEETEN G, EalL
FREN S ZHFZ R E SRS AN e R0

FELUUTRAGIA, AT PID 79 16244 RUi#iE,

ERRNEESHINEY, BRITUTHS:

# chrt -p 16244
pid 16244's current scheduling policy: SCHED OTHER
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pid 16244's current scheduling priority: 0

EXHERIGERIAE R Z A, FEREESMREREZNS/ N IRAERMER:

# chrt -m

SCHED SCHED OTHER min/max priority : 0/0
SCHED SCHED FIFO min/max priority : 1/99
SCHED SCHED RR min/max priority : 1/99
SCHED SCHED BATCH min/max priority : 0/0
SCHED SCHED IDLE min/max priority : 0/0

L ERfFld, SCHED OTHER. SCHED BATCH. SCHED_IDLE SEB&(R ATk 0,
SCHED_FIFO #1 SCHED_RR BYf5c4R =T /9 1 & 99,

1§ 8 SCHED_BATCH BERER, EHITUTHS:

# chrt -b -p 0 16244
pid 16244's current scheduling policy: SCHED BATCH
pid 16244's current scheduling priority: 0

BX chrtBiFEER, BEREFMIET (man 1 chrt),

13.3.6 fEM sysctl #7741

AFEETIENERREEMN sysctUEO3INT BEENEE, SrBTXETE®
&E%ﬁghgm%uTﬁoﬂmatmhaﬁﬁﬁao%ﬁurmtam&p 7 LHBNFIE
NSRS

TAREEERINE, FRA

# sysctl VARIABLE

BIRE, BRI

# sysctl VARIABLE=VALUE

SRR E SEERRFEXA sysctl TEMFIR, BN

# sysctl -A | grep "sched" | grep -v"domain"
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# sysctl -A | grep "sched" | grep -v "domain"
kernel.sched cfs bandwidth slice us = 5000
kernel.sched child runs first = 0
kernel.sched compat yield = 0

kernel.sched latency ns = 24000000
kernel.sched migration cost ns = 500000
kernel.sched min granularity ns = 8000000
kernel.sched nr migrate = 32
kernel.sched rr timeslice ms = 25
kernel.sched rt period us = 1000000
kernel.sched rt runtime us = 950000
kernel.sched schedstats = 0
kernel.sched shares window ns = 10000000
kernel.sched time avg ms = 1000

kernel.sched tunable scaling =1
kernel.sched wakeup granularity ns = 10000000

BEE, L “_ns” M “_us” EENTEDINIEZ LUIRFIAIRF A RMRE,
THRETREETSAERR sysctl HIATEMNFIXR (iLF /proc/sys/kernel/ &)
bR =

sched cfs bandwidth slice us
fEF CFS MmEaiEHlet, LbBMAITH MESRIEHIA R BMEXREITASIRET TR
B (FE) . BEBRIMERIUERESZEEARZLR/HFE, BERKERRLD
ZiXF#H. S Whttps://www.kernel.org/doc/Documentation/scheduler/sched-

bwc.txt 7 o

sched child runs first
MRERNFIERIMBLERITZANEIT. FWSHSEN 1 B FEFNFRETIRESET
BHATRIN FITEF o

sched compat yield
BT RRFNESBITETMIINERE (IENFNREGH) , BHAIEOQ) BAERER
MER) CPU BFITH. HIENHRREEA (FIMNBE) B, BELFEHMHARRSIT
=, fK#i sched _yield(2) syscall (TANNAIZFFIGESKGERERS. Z—HH, &
XM RAREIMETIRNZER, MAEATESS TERHERINE. BNIEERI
MEETRERY, AERALLTE, BRINMEN 0,
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sched migration cost ns
B ERITEEIZKEE, STEIBRARPRENMESAN “GEARAR” . A
R ESAKAIERIEES— CPU, REARMTERTLURIMES TS, FINMER
500000 (D)
NREFEEITHIZEN CPU ZREEI T, BEIA/NEE, REST FIMEMTE
CPU (TR BBk, BRIRIERILE,

sched latency ns
CPU ZERESHNBENE SR, IEALTERIEN CPU BERESWEE R, E5H
BB R A E R BRI A 5 8
el = EERE * ((ESRINE/ESTEETITPRIENE)
ESHINERURTFESSHY nice KFIFIAERES, SCHED_OTHER ESH&/IMESINEN
15, XM TF nice 19, IAESINE/ 88761, XM TF nice-20,
BHEl R REE A EIGIMMmE /N SrETESHNEBET
sched latency ns/sched min granularity ns B, H1IFEBZTH
number_of_running_tasks * sched min granularity ns, 7EltZ#i, tIESET
sched latency ns.
IHEFEEENF T ERRENMEEESMAETEETHRKNEIE, AT EXIEM
B EEMRERES ZAIZES R EEFERNIE, FLLSIENM CPU BRERESHNRAERFLE
iR, BRINEH 6000000 (4FD) .

sched min granularity ns
CPU ZERESHR/MEENE, BXIFHARESR, 185 Msched latency ns. BiINME
774000000 (%)) .

sched wakeup granularity ns
MREEIS KIS, AT ERRNREES S, NMARITERERESHTI. B/ LT
EAEEEXEREESNREEIEEMNETE, LEEIRTEEAMRMFEAGHINS CPU
BEAH TSI, BIAES 2500000 ()

Lo REEHNMEENEE

REEET sched latency ns W—F RSB A REMEEIS S, FITEFEHAT
SR EENS CPUBBRHRLERS.
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sched rr timeslice ms
£ SCHED_RR S #IE HH B FESTIRKEZRIAIBEITHEF-

sched rt period us
& SERHESS T BT sR IRV Bl R, RAIAEZ 1000000 (RFD)

sched rt runtime us
£ sched_rt_period_us BYBIEE D BC4a SEEHMESHIE T IKEN -1 R2A RT wE5E=ES,
BINBERT, RTESESHATAEEFE 95%CPU, EmMEIT 5%CPU/F) (87 0.05%)) i
SCHED_OTHER £53f# M. BAIAE/ 950000 (RFL)

sched nr migrate
=R AL A TG R IR IRSTERES . AT FEENHITERRSET (softirg) BIIE
RTFERIETTAAG, ErIEEEMSERESH IRQ IR, Alth, 1EKIbERESIEAAE
SCHED_OTHER #2814 8E, AN ESEMKEESH IRQ IER. BIAEN 32,

sched time avg ms
S E AT IR B I B SLRHESIE TR B T EPM R IERYRT BB, 2T 9{ERIEE B CFS fif
HAHFERE, HigR CPU MESMARKELNESHEICIZE,
IEEHHNRERETERAEE LS TEAEEX, HRRTEMESIIEITMENEGITH
KERER.

1337 B RENBERERST

CFS FEMT 7 #revigoa Bl Rim, FHRMEITRRIHERE. HEXXEERME /proc XHARA
4, 1/ cat 3 less MLPEIAOEXLENH, TEHRMETHEX /proc XHHFIRNEERER
AR :

/proc/sched debug
BEXMESEERREFITANFRENREE (F5I%E 13.3.6 T “EH sysctl#T
EITERET ) BERIE. CFS 4tit, UNRBXMERALESE ERIEITIATINGER

(CFS. RTHIREHAIR) - WIMNESBREMBIESE LIETTHESHE. E5RA
PID, URIAERFRENSIT, RABTAIE tree-key 5, HERERTHESRIENES
TRINREERZFNRIR, FARNPARIEXNE RIEITES#HITHIF. switches
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149

FIFRRUIREORE (TitEEERBIZ) , prio ERENEHEMLLR, wait-time &
RRESEFEENE, &E, sum-exec M sum-sleep KRG TESELIER L
BITHE LN TFARIRSHZEE (AT REBENAD)

# cat /proc/sched debug

Sched Debug Version: v0.11, 4.4.21-64-default #1

ktime

sched clk

cpu_clk

jiffies

sched clock stable

sysctl sched
.sysctl sched latency
.sysctl sched min granularity
.sysctl sched wakeup granularity
.sysctl sched child runs first
.sysctl sched features
.sysctl sched tunable scaling

Cpu#0, 2666.762 MHz
.Nr_running
. Lload
.nr_switches

[...]

cfs rql[0]:/
.exec_clock
.MIN vruntime
.min_vruntime
.max_vruntime

[...]

rt_ rql[0]:/
.rt_nr_running
.rt_throttled
.rt_time

.rt_runtime

1 23533900.395978
: 23543587.726648
1 23533900.396165
1 4300775771

1 0

: 6.000000

: 2.000000

: 2.500000

: 0

: 154871

: 1 (logaritmic)

: 170176.383770
: 0.000001
: 347375.854324
: 0.000001

: 0.000000
: 950.000000
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dl rql[0]:

.dl nr_running 1 0
task PID tree-key switches prio wait-time [...]
Roccl a7 oesvER 197 120 000060 ...
/proc/schedstat

ER5YUFIBETAIIBXNAIT. BINEERFIA BEEANIESEN SMP AT ES 1T
RAFmERRA AR R, 1E#E /usr/src/linux/Documentation/scheduler/
sched-stats.txt WABXTEIEHAE S,

/proc/PID/sched
ETREXRHENEEEFEENRE ID (PID)

# cat /proc/$(pidof gdm)/sched
gdm (744, #threads: 3)

se.exec_start : 8888.758381
se.vruntime : 6062.853815
se.sum_exec runtime : 7.836043
se.statistics.wait start : 0.000000
se.statistics.sleep start : 8888.758381
se.statistics.block start : 0.000000
se.statistics.sleep max : 1965.987638
[...]

se.avg.decay count : 8477
policy : 0
prio : 120
clock-delta : 128
mm->numa_scan_seq : 0

numa_migrations, 0
numa_faults memory, 0, 0, 1, 0, -1

numa_ faults memory, 1, 0, 0, 0, -1
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134 EZEE
TIFEAEX Linux DEESAENEENS, BUES MERRE, FERLP—LAR:

s BXRESFSAERREFAZBAANNE, HEUAEXFMIT (Flilman 2
sched_setaffinity) .

e http://www.inf.fu-berlin.de/lehre/SS01/0S/Lectures/Lecture08.pdf # iR T H*
Linux AERZF REEMB L6 BiHEE,

* I Robert Love 2%/ Linux Kernel Development (Linux R#&FF%) (ISBN-10:
0-672-32512-8) REFHIBEAR T Linux #IZFEE, 1BEE MW https://www.informit.com/
articles/article.aspx?p=101760 2,

* | Daniel P. Bovet #1 Marco Cesati %89 (Understanding the Linux Kernel) (7 f#
Linux N#%) (ISBN 978-0-596-00565-8) H3EHE £ mEMBEIA T Linux AZBI R ERLEH.

e /usr/src/linux/Documentation/scheduler FTHIXHFEEEXESFEAERERN
FEARER.
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14 HAREFEEREFRY

BTENMRARNZBNAEEERTA, BELERANTRETFRERSEMFRERINES
o

NEEEFRABMANENREFERSE, TXHZA “YM” . VM BERREEEMNAZUK
RPEFIYIERRF (RAM) DB, EXHTANAPHEREEMREFFME (A Linux i RE
I POSIXAPI#ITER) . &f&, SHRAEREN, VM AGTEBIEEEFIME “ER” W
F R RAM,

WENHE VM BETRNEEEETENFAERE VM EF. VM EFNEXBIrERAEE
HUR D SHRM X R G RF (BERNSXGRS) £/ I1/0 FiH. tEREZTE#R /0 5
LAEGFBIRR TR S 1/0 KSLH

XEEFRREEERHERIARNT. EENERRNFAIRNAGFEES, FENTRNIET
MEER. B2, MRBIRNEFEFAENER, BBEEFIREANTT.
MNFRENTEAHEMNS, NRELEMBMAIE —FEMRERAEH R RS IUEEIIR
REFHRR, E_AEEBIEARARSERIEEFNEERN.

&a, ENEEHNMELEAHAS, IRAITNARFETESHIZSLE, B HIER
HEEIXHREXIHEFIETT, W VM EFHRRAIER . AEFHELEZAS. NRNA
BFANBEDEETXEHET, WEFEATKRE VM EEFHNRIARGFELD, B2, EZHH
EMAIZF REERE B EANNSUESNEERNIT I/0, RILAILEFHFIAZ M.
FEHTIHET BERERERR,

14.1 RNERA=

—fikmE, AEFEDENSN BE” A “faE” ) o “FEET 5 AR .

14.1.1 ERZRATE

EZRFEFEREREMERAE (FlW>malloc()) . EBREFZAIEKS, #Eimlock
5B A BRI B FHRE SR ERRFUILTANRIRK, AR aEW. BFD
ECAILIEMRICRIRE, 32 1/0 (BERAMBITT) HMERFELLTIEE 1/0 BRI,
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14.12 Ti%TF

SR BT, MR SRARECIHE, NAREEETESS, NRNAENEGTE
B, WRBSHTEMBARMESE, tmpfs IRZREREHATIREES,
BAXHE, FYESEREENEET, ASESONHARNE (EERNSEES) .
W EAMRSENRIEN, ZRMN RSN Tl FETRSATMEMITY =
B T MHTAEARRE, AUEKEENRERT, REFEEREE, REATISAE
BHEER, ARG LRI,

1413 EhXER

XEEATRIgE (U0 /dev/sda) W—MTIEE. XHRGEINEER ERTHIEEN
(fl40 inode &R, HECMIEF) B, BESEREHIXET. IUGEWREF—FERESH
X%&Fo

14.1.4 AKXk

ZHDCKE—MuNBUARBNAEH, FEREINRNEFNOERN. MRNEFIHEAXEEFR
BEEM, @R LUEMRER,

14.1.5 E[g

LN ARFEXHHRENIIER, TEFSTAREN, MEAXKEFIEESTARE N,

HAREANREFEERIFEENDIHE (UFTHARA) (vm.dirty_background_bytes). &=
RAEANHNEFES EREZLLAZHFELLZR (vm.dirty_background_ratio), & LA TFRE
NRESHBITIEERTE) (vm.dirty_expire_centisecs) Bf, WiZEMEBERETARE NTIIX
HHIETERIIEE, EEFHHMLERERN, KEHEFP—IIEESF—1. RIFEFLE
TEEEHITEE, AFNAREFRHEIEIT. R I/0 BAR ENARFEREFETARE AN
B, HEXRGANBIEAEXEFIZE (vm.dirty_bytes 5 vm.dirty_ratio) , NIEHIEIREIN
RTER, LUBALERE NEUEE LEE,
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14.1.6 Fli

VM S M IHEREH FTRE S AT T, FURSRTERRIFRAAITNSREE M R G352ET
BITUERFT. ERLLINRERILUERRERM I/0 BREMEEKR (MMREME) o HAIEEI/O0 L
EERT EIEETAEFIEHITI/0) -

14.1.7 VFS 41z

14.1.7.1 Inode &7%

XEETXMHRY inode FHMHIRNEFERERE. BEXMAR/N. NIRMFABNUISEX HEiE
BUtEH FRE .

14.1.7.2 HRINZER=F

XERGFERIBIANEFRETF. 288M OXHR) « XH5IAB inode, LUKkFH, &HE
REMRIGAVRF R R ERILER,

14.2 B/ LHER=

14.2.1 B’V malloc (ER) B=

5|HRR4s#BEL, SUSE Linux Enterprise Server 15 SP4 _Eiz1THN BEFADEEEZAREF, X
EEHN glibc EREAF T EIAENSBERERINTH. BXXLESHMIRA, EFSN http://
www.gnu.org/s/libc/manual/html_node/Malloc-Tunable-Parameters.html 2,

EME S5IBRRAEMMIITA, B M_MMAP_THRESHOLD i€ &} 128*1024, Ak, BILAME
FiZF1EMA mallopt(), SHEEIETNARERFZAIIEE MALLOC_MMAP_THRESHOLD f15%

il

o
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14.2.2 RV RZANEFFE

EREFARHE, RA=BMFEAIRRNAZAT (LREEF) . EASOAZRELE
BIRgER, TeANZER—TTIEREEMN,
BRAAZEIELRHENERZBDAZRAFERE (RDHEE. B TANXHNEET,
FF)

14.2.3 REFIEHIZE (RTE cgroup)

NRAFERNTF cgroup ThaE, AILUBETERZEF 1T EIZ1E cgroup_disable=memory ¥HX
i, XA]LAFERUR DB AFERE. B UBSHeEMEE, XEFENHATF cgroup AT,
BMEERECEERIAE cgroup, RF=EVDENSHITFH.

14.3 EBINAREEESE (VM) T[S

0E VM BN EDE, REBARE—ENEA SR IIERSUNTENM. MRITERHE—
RPHEZL, WETHERANREBSZERANAFR, EREFHTAIRSELENEXN,
EEMFH TAIERMAERETLE,

14.3.1 [sl4fEE=R

/proc/sys/vm/swappiness
ITHEH AT EXAZREEZRNFNENEE B FREFEMHMER) . GMtE
IEINME, BRINMER 60,
I 1/0 BURRERFELLEA 1/0 BER1E %, B, HRRLEREEFEINNMEAAERE
BAFESRS. Nt m#TE ST,
WMREMEE T MBI ERMEIER, HIFNEERBNIESE, NRBIAEN /0 7F
HEBERRPHTIEFERL/), HEERSTARENKRNARER, BINLERTRENE
E3:128

HAR, RENSIERSZ, RAATLERN TERRABUEFIEREIRERK,
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/proc/sys/vm/vfs cache pressure
kT & A FIERIRZEW A T4&7F VFS RFHRNERESE X FREFNKHR) - 1M
IHE=IREE VFS ZEFRIRE,
AN (AT BY N 3t EFH T E R L IR, Reeid@id ik ¥k, slabtop a5<
(procps REEBHN—E D) ETRZFAIERNHREFINRENR. Vs &7
& “dentry” # “*_inode_cache” 3R, MNRXEWNFBHNAFEERTREEFMNS
B’R, SITFNEREMEST. s, ErIaeEBF R, BRINMES 100,

/proc/sys/vm/min_free kbytes
IESEHATERIRETHEE “BRF DEZANSHME (BEFFLW ERANRNE
2, MRIEFARNET RAZENRNERE, SNBERERELSH EEBTHRANARE
FMAERS BN AZERF) . NMRASHMELHIR “TTWHERN HESMERRER, AL
FEE AN min_free_kbytes, BEIfFIREK. MNIRXLEERDHIM, MEEED. FRIA
EEUAT RAM £,

/proc/sys/vm/watermark scale factor
BME, ATARESAE. K &IVKFE, NFRAEMRKE, U kswapd SMEEELITES
SEIWATF. ERRARFERIIEKTEZE, Ea—BHATBRERS, HEXINEKTERN, &
RAEEFREHHERAE,
watermark scale factor EXTEMEE kswapd ZRITTR/RAPFIRNHNEFE, UK
£ kswapd BEEIARERRS ZAIHERRZ VNF. BURAARZ/ . FRIAE 10 RIRKFE
BHNEERT =/RAFPAIAARER 0.1%. f&AEZA 1000, KATFEH 10%,
BB RN E BT EEEIBUIRESN T ERAE (B /proc/
vmstat B allocstall #Iif) B, B, 1R kswapd ZFIAR (H
kswapd low wmark hit quickly #I#f) , BIRERTA T # (& HMRE o] HIITIEK
Ko

14.3.2 BS[EZEH

M SUSE Linux Enterprise Server 10 &, SEI{TAN—MEEELE, EFXHH mmap()
NEREERERIULEMAREANRNE FIHITER) . mMEE, XELLRESRUHRSY
BEHAT msync() RGERAARSATERFEAT, AETEE,
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S FRARRE 7S B mmap ERAIT LA SBT3 ATAE N A T hs. SRS EILLERAIR
BT AR B T

/proc/sys/vm/dirty background ratio
XESUARAEFEESEIWAFEEZERNE D, SREANREFEEILE DL, B
B ABERIEREARF. FAIAMES 10 (%)

/proc/sys/vm/dirty background bytes
ItE#HE B FERZRIFEFEEFIEE RNPMERINARE NAF
=, dirty background bytes @dirty background ratio B9xESER, WRIK
BHPN—, MES— 1 =WBNEIE 0,

/proc/sys/vm/dirty ratio
5dirty background ratio MBS LLE. MNREILE, BES AEFHMN
BIEFEWIELE, HEFAZEESRIFEFEZIERLVREANANES. KIAMEN 20 (%),

/proc/sys/vm/dirty bytes
X HERIRRIES S dirty_ratio 4B, RATEEAUFTARUNRE ANRE
2, MARAEWRENES L. BF dirty ratio# dirty bytes =HIFEREAI AT
S8, NFRKEEHPN—, WS—IWEMEIEQ, dirty bytes aFH&/IMEN
M1 (UFTAEMA) ; EFETFLRFHNEEZ R, HEREIREE,

/proc/sys/vm/dirty expire centisecs
RERERFARS NRSEI BRIV ESIETE T —RRERFHIEFLEN SRS Ho KUY
BfRIEX 4 inode AVEERETIEITR, ALk, @I %EREN, B—XEPNESPREANTR
WEEE No

dirty background ratio#dirty ratio £FEAE T REEFEEEITH. NRIENNXLE
B, SEESREARNEFERARREEKNE, RAPATFNREANRGFES, @BidEs
5o /0 MR EEN I/0 RAKEESELENNSMB R, BZ, IRATFEZHREARN
7, SRELWAENAIRESIEMIER, XESFESEIFIHMEN, EREERMETREER
( “BAFI") o
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14.3.3 SUSE Linux Enterprise 12 5 SUSE Linux Enterprise 11
Z I8l 1/0 E AN BRIER
RAEMARFRAEAFHREENFTESNEENETXHEER DL, XATUBERARHR

BETS D ECFT R EIBLEIR5ER |/0s I FREARSHEERNE ANNRARNEFEH
vm.dirty ratio(/proc/sys/vm/dirty ratio)izHl, BRINEN:

40
20

SLE-11-SP3: vm.dirty ratio
SLE-12: vm.dirty ratio

£ SUSE Linux Enterprise 12 RERRELLEN T EMRE, ERERENER T UERM
SERX IR EE, ANRELZMMEFHEEAINERRE. XBRSE, NRAS LB
EEENIAREYE, MEIAERT, 7 SUSE Linux Enterprise 12 52 EFREAYEY 8 EL7E
SUSE Linux Enterprise 11 SP3 E&E/b, AZHTIERHRIEIAILTN, RANAEFER
fsync() AL EHIE, HEBHIEZARENNREERBIR, RIAFIPRE],
BREEFEE—LEHIMER. NRENNARFZILZMm, WEENREESHREIMEF. B
IESEN AR BB R EIRE NEIELL R RFINRM, B8 /proc/PID OF APPLICATION/
stack, MENHBEFEEE balance dirty pages ratelimited EEZEAEZEMTE,
FEMEBEXMIER, MEXSHT R, B vm.dirty ratio {EIGNE 40 LAE SUSE
Linux Enterprise 11 SP3 174,

BESHER, TIREAME, BKI1/0 BHEHREMEREN, E—HXFNXET I/0 HENPATIRET
I8

THIRGIER dd LIRS HTURE 30% WAEE NEE, HHRENGFZEl vm.dirty ratio AR
BN N

# MEMTOTAL MBYTES="free -m | grep Mem: | awk '{print $2}'"

# sysctl vm.dirty ratio=40

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
2507145216 bytes (2.5 GB) copied, 8.00153 s, 313 MB/s

# sysctl vm.dirty ratio=20

dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
2507145216 bytes (2.5 GB) copied, 10.1593 s, 247 MB/s
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FAR, ZENSIFMTHGLAAENNE, URIEENINESTANEE, NRKE
dirty_ratio=40, ARIEEFESHEATREETNELR, BIYLEE, EXMHER
T, 1/0 BRERAERS, TEHER T EREZAT dd B HRIEER:

# sysctl vm.dirty ratio=40

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
conv=fdatasync

2507145216 bytes (2.5 GB) copied, 21.0663 s, 119 MB/s

# sysctl vm.dirty ratio=20

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))

conv=fdatasync
2507145216 bytes (2.5 GB) copied, 21.7286 s, 115 MB/s

HAR, dirty_ratio HHAALVFAREREAEM, BEGRSHBEATLEER,.
b, dirty_ratio A=EEFM /0 %68, BERESEMARRAIHBERTURIHABTA
HHERN TR HBIINEERE,

14.3.4 FNRZSE

/sys/block/<bdev>/queue/read ahead kb
MRE PRSP HIZRINFEZEIE DX, AZSEANIRN—LEE8E, LUBDHIZEFR
$HERIFERYEYE], (RATIRENRISSIREIEERIRIE /0 BELEN “BAF BEEMSITER,
IESEHATIREAZIEZR I X GENRABIEE, NRELAMMAXEH#ITAEEFIXERY
HEARBIR, AIASHIEBINIE, BEAKFIESBIURE? (AFMIEMNEFEAIA
ZAIEEN) SKtRE TR (AAGFEARENTAI/0) o BINMEH 512 (KB).

14.3.5 FEHATISE

FAZEBRKAD (THP), oILUBEHIZRENSHAECATL, & &I khugepaged RIZLIER 5
BCHEIR B LUS#1T. WAERETER hugetlbfs FEIERBATIN D EAER, THP XFF
REZAFHRXNNTEAREER. EETRAESERNF AR SR IR, &8
BARIMITEEERL T 1000 2.
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ERLEFRTOEFIRE THP. BTFREREIK, REHRRNELAEXNIERETES
fEF THP, g0, WEEBTRIREE(ER 2 MB REM AR 4 KB RAESMEIR, RATHIRAID
WeBl, 7EETF SUSE Linux Enterprise 12 SP2 BhfiaAs £, =id53EC THP BY N A2 Al Re = KAY
B FEHIRES, FLEMBELINEZR THP 1%, *F SUSE Linux Enterprise 12 SP3 {1E &
hfeZs 7 8 #TITAE SN

BJLUEE transparent hugepage= RIS sysfs BLE THP 9179, fla0, mILGEE
AINAZBE transparent_hugepage=never, EWME grub2 BtE, ARESISREH
THP, ERUTHLREEEERMA THP:

# cat /sys/kernel/mm/transparent hugepage/enabled

always madvise [never]

MREEZH, Enever 2B REAESTH, MU ERAIFT. NRIEEE always, FBR
FEHENZIHHER THP, BUMNRSEXK, M=EM khugepaged, WRIEEE madvise,
MRA=RNAEREXIEEHAETE) S E THP,

/sys/kernel/mm/transparent hugepage/defrag
kSR FIEHI28C THP BN B2 FrAIE N TEE, 1£32#F THP #Y SUSE Linux
Enterprise 12 SP1 F1E{RARASH, always BEIAE. WIR THP R, NAERFES
RWAFHITEA IR, NMRAEFERAKHE THP AOIH, NAEFPERRERLAEKR
EEFINR,
{Emadvise RXEMNAREFERIFRE, THP DEIERASHITHRAEE, X2
SUSE Linux Enterprise 12 SP2 F1E S A AsHIZRIA(Eo
defer {iEMHTF SUSE Linux Enterprise 12 SP2 M1E Shkds, N5 THP ReJf, NAE
FRELRAER/NT, ERMEE kswapd 1 kcompactd RIZLLIZLUTE IS & W RTEHITHE
F#3I2, 7%/ khugepaged /B 282 THP,
R THP AT A, BARASHITEMEMEE, RE—TED never FBEHA/NIT

14.3.6 khugepaged &%k

Z transparent hugepage €&/ always 3 madvise B, khugepaged =BzhEnh; H
HigE N never BY, khugepaged RB&hXiHl, 8%, khugepaged UBRIRHIMZIETT, B
AROET A,
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/sys/kernel/mm/transparent hugepage/khugepaged/defrag
0 E=% M khugepaged, RATEHIEERMIAIER THP, XMFR&m T THP, B EBRE
khugepaged Z X FEH N AREFAREFAEN ZENERNKNIERHRENAREFMS,
2/ khugepaged FIEE+HEE,

/sys/kernel/mm/transparent hugepage/khugepaged/pages to scan
It &8 F1=%] khugepaged E R HIHEMNTIE. PEEXIRAIRTEH2E S THP Y
INDT, EMILERTERMER S 2E THP, ERHME CPUBEAS.

/sys/kernel/mm/transparent hugepage/khugepaged/scan sleep millisecs
B /E, khugepaged izt SEIEE T H BIFRIRER—EZRTIE], LABRHI CPU A
2, B/NNLERTERMEFSSE THP, BHANE CPUAEAR. 15T 0 B =RHI4k%E
LT

/sys/kernel/mm/transparent hugepage/khugepaged/alloc sleep millisecs
Lt B¥EFEH|E khugepaged TiATER &7 EC TPH NERIRZ A, LUZERF kswapd #
kcompactd REUERE,

khugepaged WERSEHR/ DA FHEERIAE, 1B7E /usr/src/linux/Documentation/vm/
transhuge. txt PHELENA T XLESEHK

14.3.7 EHfth VM &%

BX VM SN ESIR, 1580 /usr/src/linux/Documentation/sysctl/
vm.txt (R%E kernel-source HEEESRMHILXHE) o

14.4 S VM 1T
—LERTEBB IS VM (T AMEE T A

1. vmstat: W TERHEX VM EEHITRENRZR. AXIFAER, BERE 2111

“vmstat” .

2. /proc/meminfo: WNXHREAEFFEAMUENRL, BXFMEE, BESLE 2.4
“VFHARNEFERZ: /proc/meminfo” o

N

e
T
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3. slabtop: Lt TEIEMHEXRIZ slab AEEAERFA(E
Bo buffer_head. dentry. inode_cache. ext3_inode_cache ERFEEF, NHE
procps HFiRH T than <,

4. /proc/vmstat: HEXFHEHAEE VM THNEA, FrESERAEHNE, F—ERL
Rift, FLESREHE /proc/meminfo 1, HMEERTHLAREURFAREN,
NEMEARHA, FEGALXH—ERRE, URTHLER, RENEMFKENRE
BEERERWNT:

pgscan_kswapd_*. pgsteal_kswapd_*
XEFEDRE BBMARSKLIR kswapd I3 HEIUNAITIE, XLE(ERILLRATARRE
AEE, RUEERERKETENERAT, HAIEHINET. BERGXE
et p iR E R E R,

pgscan_direct_*. pgsteal_direct_*
XL R B RIS N AR EEAEHEURRITIE. HF5 allocstall it#kss
HIEINMEXREX, LEEXFLE kswapd JECHEEE, FAAXLEEMHETRHELTETR
Do MBS RETNIZE S kswapd LIRS pgpgin. pgpout EEEF/ZiRE
B pswapin 8§ pswpout tbZ, RRRKEEEH=ENED.
B LA A ER R = SRR B RS B

thp_fault_alloc. thp_fault_fallback
XTI T AERFEZSECH THP 218, UK THP Au] ARVRERFER )
R E. —EmE, FRIENAERX TLB EAHIFEHE, BTUREHNEERREL
=19

thp_collapse_alloc. thp_collapse_alloc_failed
XLETHER28 % T khugepaged 73 E28Y THP 288, LUK THP ARe]ARAREFNfE
F/NTIRRE. BRENEIERRERERACKA L, BMENAEFHRNEFAERT
THP, BAZMER THP, ¥ TLB EALRBBRINNAEFMNE, XSMA—E

o

162 540 VM 779 | SLES 15 SP4



compact_*_scanned. compact_stall. compact_fail. compact_success
B THP HERACHER B, XLIHEEErTERIGM. SNAERFEIE THP &
BIAXEEHEY, =IEN compact stall, FRAVITEAEIEIT ANITRAIDIEL, UKL
Thak RN RVRE F BEIEE 4L
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15 ROREMLE

MEFRRAIFBESR, HMASAERAREE LIURTRARNERARURSHIMNIAZE, 5
SOPLE RN B P IR EEE AR (XA BREEREMIK) o Linux RREEERZ RN
IR, MARRAHNEELE, HREFARIFRE e, ELURSERE.

15.1 AIECEMAREREFERAX

MBIERAIEE _L&RBT TCP/IP AR — M EREFEORKILER; BX TCP/IP RIF4E
B, BB (EiEEm) ,£238 “BXNENIR” o Linux IZBIERFRIXPHNERE
FRORGECERERENHE XERRERFEAXZREN.

O ==: Tcr aHHA
MAIZRZA 2.6.17 FFIEZ 2 BB HPX K/ (RAKN4MB) . XEKE, F
HAFEETZARRENEMLEE, BF, RFFAEREUTEE, 5E, &iHEF4HA
LERITHIERRR,
NREEMIBRRRIZER, EINEPRTFE) TCP I, 2B BohiiEAThEE,

/proc X RZGHBFHRX 4 A LUESRARERF R PXBIA/NITH; BX /proc XHHRSE
M—RRIER, BBRE 26T “/proc XHRG o EUTIEERMSEHERBIX M

/proc/sys/net/core
/proc/sys/net/ipv4
/proc/sys/net/ipv6

AL (Linux/Documentation/sysctl/net. txt) PNEBT EH net T=, linux/

Documentation/networking/ip-sysctl.txt #1 linux/Documentation/

networking/ipvs-sysctl.txt FNBTHE% ipvd TE,

BE0, £ /proc XHR%KR, AIAMBMNLE “SRAEERFREVEFX” M ‘SXEETF

RIXEEAX” , HEN TCP MGEEXMME (£ ipvd ) , NMMBEZFIEMNHIEE
(£ core ®)

164 AIRCENRNZEREFZHPX | SLES 15 SP4



/proc/sys/net/ipv4/tcp moderate rcvbuf
R /proc/sys/net/ipv4/tcp moderate rcvbufi&BERN 1, MKBCEBHMIAH
ASIARBE R K/,

/proc/sys/net/ipv4/tcp rmem
BE=ME, AT &ESMNERNATRRERXNERNRND. AR RAKR DN X
BEEXTERFAREFERE, MAYE TCPEAKX/.

/proc/sys/net/ipv4/tcp wmem
5 tcp_rmem A, EAFRESMERNATELAEREFX,

/proc/sys/net/core/rmem max
1B I A] LRI A2 BB IS G KIS R RE R X K/

/proc/sys/net/core/wmem_max
IR BT AT ARSI A2 F RIS B KR A RIEE P X K/,

BILUEN /proc ZAKTEAEEM TCP IhaE (BRMIABIIFFFRE TCPIhEE) - i, BEUTX
&

/proc/sys/net/ipv4/tcp timestamps
TCP BYBRTE RFC1323 H7E Mo

/proc/sys/net/ipv4/tcp window scaling
TCP B O4ERETE RFC1323 B E Yo

/proc/sys/net/ipv4/tcp sack
EFEHIA (SACKS),

fEF sysctUiEEXEH BN /proc XHFRFWTE, sysctltlb cat (BFi%REY) #lecho (F
FEAN) EAE, EANTIEEEM /etc/sysctl.conf iZEUEE, Eit, S8XEIISE, XL
RBEREB A SRR TR, FH sysctl UBEINIREFIE T EREE; MU root BB ERAUT
A UG TCP #EXAVIRE

> sudo sysctl -a | grep tcp
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Q iFE: HWEAMKTEMMERMNKET
HIANETER SR IMEMARSHRIR, FIU CPUSRNEFRE.

15.2 1 MMNLHE A S TN R=

FEFFEHITMERIEZ /I, HAREMEMRIMFMERER . FLET An]FEEh X LR
o

LTI EaEESITMETE: netstat. tcpdump # wireshark, Wireshark 2— 1MW
KRB

15.3 Netfilter

Linux By ASEFIHERRINEER Netfilter RIZIRRIEM, HRRE—NSEAERENETHNRIME
2o MRENMNEENBITES, Netfilter R IELZE, HEREMNBIE XHITHT*
1BIE ( “BiR ), FlnsbaAER,

Netfilter IREZEEEEZREN, R, EXHMNES, SAERVSEEMER. 5
5, SRERIRERIFTHEAIEES K, EMIRIEEANESERE,

HRZNFIERE, BEFRFEHNE, SRIMAERLAY. EMNERERAIER
T, “HETH DEERLAPENZREREHRNER. BXSEER, BB M https://

home.regit.org/netfilter-en/using-nfqueue-and-libnetfilter_queue/ 2,

BXFAMEE, BEB N Netfilter F iptables BRI ETT http://www.netfilter.org 2

154 {EREWEF M (RPS) EXEMASERE

MANBSREOIREI UBHAENE, SEENMK T RIMEAMENREERER, A TR EMEE
TR, RAEGAEBTITIEDZLLZ CPU il
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F L MEZE O ] LUBE TERE P R FE 2 MERA TR Z MEURPAT, BERITIERLZE%
™ CPU il 1BE, BE—ENKZEOANEET RN, RoniZFH TR FTHERPL
HFIEENNE, ERRRLRE, BRERAEMSA “FHiTH” RUEZD CPU ZBIDATF &
SUSE Linux Enterprise Server L, ItIhRE@ BT 1ZEWE S M (RPS) LI, B 0] LATEEINIFE
H{EMA RPS,

RPS £/ IP it MmO S AS N EIRRCIEM —eH. EALRERAREREE—SIERNE
KXEIE— CPU, MEEhEFIEEE.

RPS RiRIEMLIZ FZWATIFIZOREN, EEXHFRFEUTER:
/sys/class/net/<device>/queues/<rx-queue>/rps_cpus

<device> RTEMLKIEE, Bl eth0. ethl, <rx-queue> FRRFUPBAGI, FIE0

rx-0. rx-1.

SNRMEIE OB IF R MEWIAT], MRTFE rx-0, MREZFHZMEWEAT, NE
WZBAFIERE —1 rx-N BRo

XEREXHEE CPU EMNESHIRY IR BIAMERT, FEUEKEN 0, FRLIKER
LA RPS, Fitb, AIERETRY CPU WZAIEEPAT,

E B RPS HiLISER CPU A EEOZEWAATIFE, BRHXLE CPU EUBFHUEEIRE
7 Lo 540, Eik CPU 0-3 & E eth0 BIE—MEUEATIVEL, IBRMAIE 0-3 19BN —#HH

1: 00001111, AfE, TRULFRTIERRN+7\E#E — EAGIPERNF, ERAUTHIIKRE
e HE

> sudo echo "f" > /sys/class/net/eth0/queues/rx-0/rps_cpus
NREBER A CPU 8-15:

1111 1111 0000 0000 (binary)
15 15 0 0 (decimal)
F F 0 0 (hex)

RFIgE+/HFIE fF00 RIa <!
> sudo echo "ff00" > /sys/class/net/eth®@/queues/rx-0/rps_cpus

7Z NUMA &N L, BIREREMRE, 0135 RPS B2E RNEAR— NUMA £/ CPU AMEIEZEO
EULBA T B9 R
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£IE NUMA B L, RILIERFRE CPU, MRPEIRRS, HFRATREMSKEORN CPU
AliEA%RE. RILUBE /proc/interrupts MAE R TFMEEOR CPU, Fid0:

> sudo cat /proc/interrupts
CPUO CPU1 CPU2 CPU3

51: 113915241 0 0 0 Phys-fasteoi  eth0

EAfBIF, CPU 0 EM——NATFRIE etho FBTAY CPU, ERNRE CPUO 15 IESME,
£ x86 1 AMD64/Intel 64 SE& £, AL irqgbalance FHEHF oD &4 %1 CPU, BX

EZHT, 55 man 1 irqgbalance,
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16 1%3& SUSE Linux Enterprise for SAP

AENAUAEE sapcont H&ZFRGE SUSE Linux Enterprise Server, LUBURESRER
SAP R F*ERr. sapconf i@ T %% T SAP A ERFHY SUSE Linux Enterprise &%, &&ET
SUSE Linux Enterprise Server for SAP Applications 9% F N f§F saptune,

Q #E: BEXM sapconf &<
£ SUSE Linux Enterprise Server LAz SUSE Linux Enterprise Server 11 #1 12
&, sapconf S B ESERBZNRMHEF,

3+F SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server 15, ERE%X4%E
T{k: 8% sapconf EM sapconf BB H LR, ZMEFENES systemd fRSE, K
Bf3 sapconf #8917 R, UMK sapconf/tuned EE&X4H tuned,

16.1 fEH sapconf 5 i SLE &%

SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server for SAP Applications #1
RIMT sapconf I4E, WWRHERIHLITEER SAP LAEFIREEINNSE: SAP
NetWeaver. SAP HANA F1ETF SAP HANA BIN FBFEF,

SUSE® LINUX ENTERPRISE SERVER 12 fifj sapconf5 #E%
sapconf5 (FEE tuned)
e sapconf-netweaver (BT tuned BBEXHH sapconf BLEXX )
e sapconf-hana (BYXT tuned ECEXEH sapconf BL & 14)
e sapconf-bobj (BT tuned BBE XK sapconf BLEX )
e sapconf-ase (LT tuned BEEX4HY sapconf ER&E )
SUSE® LINUX ENTERPRISE SERVER 15 $1fj sapconf5 #E¥%

sapconf5 (FEE tuned)
THEESREXH
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BFAR, NREBZEINARAREHITTELL, sapconf AJREREEXLEEN,
sapconf 5 fE T —1 systemd BRSS, ZARS =N AMIAHHREXARS EEETT.
EFF sapconf, FRFRENASL LBERE sapconf I,

Q) ;E&: SUSE Linux Enterprise Server #1 SUSE Linux
Enterprise Server 15 SP4 R ARG SEE X4

£ SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server 15 /1, sapconf &
BXHREXMH.

16.1.1 #KLG sapconf i&&

sapconf 5.0.2 IESRAFHIRHE TIETE sapconf_check, ATFREREEEHRE
sapconf, u0:

# sapconf_check

This is sapconf check v1.0.

It verifies if sapconf is set up correctly and will give advice to do so.
Please keep in mind:

{{ - This tool does not check, if the tuning itself works correctly.}}

{{ - Follow the hints from top to down to minimize side effects.}}
Checking sapconf

[ OK ] sapconf package has version 5.0.2

[ OK ] saptune.service is inactive

[ OK ] saptune.service is disabled

[WARN] tuned.service is enabled/active with profile 'virtual-guest -> Sapconf
does not require tuned! Run 'systemctl stop tuned.service', if not needed
otherwise.

[FAIL] sapconf.service is inactive -> Run 'systemctl start sapconf.service' to
activate the tuning now.

[FAIL] sapconf.service is disabled -> Run 'systemctl enable sapconf.service' to
activate sapconf at boot.1l warning(s) have been found.

2 error(s) have been found.

Sapconf will not work properly!
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W3R sapconf_check XM T, KR EEXMNABRBIIET. ZLEAFSRKNES
BEHMIARS, BT sapconf 2B EHAISEBRE B,

16.1.2 BREMMZH sapconf HEBERE

L% sapconf [5, §BEH sapconf RS
Eo] BRI T AR E R E X sapconf BUIRES:

o EEE sapconf RBIVKE, BEBEITUTHS

# systemctl status sapconf

ZARSE M B~ A active (exited),
* ZEF5f) sapconf AR5, BBEITUATEH<:
# systemctl start sapconf
* 4NR sapconf "FERART, BEAUTHSBEBAHEB:
# systemctl enable --now sapconf
o E{=Ik sapconf BRS, BETTUTR<:
# systemctl stop sapconf

I SR ENBRLARSHRANIEE. REREESISRAT S A/ ZRRIEmGIS,
o BZH sapconf, BEFERAUTHEL:

# systemctl disable sapconf

NRERIFEBITEA sapconf FrkEEVEMIARS, Nitkds SR =22F sapconf FRfEA
AR ZEHIBASHMMNFAEIRS

() #%: sapconf {K¥NEMBRSS
BXT sapconf ARSSLAIN, EERMRBF LA TR MRS :
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* sysstat, ZARSATWERXARFENHIEIE.

° uuidd, ZIRSBEERETEIEN UUID, BMERESRIFZMIERZOIEE
&, WEERIEXLE UUID BME—RY, X3F SAP NAREFMEERESBE,

16.1.3 BCE sapconf5

—fR1ERT, sapconf NEVAECE B SAP BiINHSHE. BINREEH®ER, AUREE
7T B LB B X LR Ko

&A]LATE /etc/sysconfig/sapconf XH4ZEE sapconf WFFESE,. &L
BiEmELILX G, XGPS HE @S RN SAP A (RI1E https://
launchpad.support.sap.com/ 2 +&EH) W5|RH#HITHRRER,

Ei# sapconf BY, RASRARSHEBIUXGFHEEEXSH. B, BRTERSH
TeFREFEEXGPR, AL, BNEEHEREURNEEXERE (TEMEAEFERD /
etc/sysconfig/sapconf.rpmsave) S5#hikdx (fiiF /etc/sysconfig/sapconf) Zfg]
NER.

S5t 4EXEEEEEEAN /var/log/sapconf.log #,

HEHPNE X4, B4, REESEITEN # FRIERE. XRTREZEHS
HMIEMEX, BesEEanRIAME

MR, ERILEITERD # FRERERIERES N, B ZEEXMEE, AAXAIERSH
sapconf A IER N ARREXH.

ENRYRENACE, 1§ERBD) sapconf:

# systemctl restart sapconf

HIARSERNA T ETSRENSIVRIESHNFARMSR. Eit, UFAENAERA:
fl16.1: HEESEH

EfAREEMNA TCP_SLOW START MUIRE, BHRITLLTIRIE:

° BF sapconf WHEXMY, UHAEERENAT B, 7 /var/log/
sapconf.log#, MNEREEFEEE U TXARIT:
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Change net.ipv4.tcp slow start after idle from 1 to O
&, SHARETE sapconf BEIIZAIBERIRE, EXMERT, sapconf R

BERHE:

Leaving net.ipv4.tcp slow start after idle unchanged at 1

e BILATE /proc/sys/net.ipv4d.tcp slow start after idle BFHIEcE
TCP_SLOW_START [GERVEAIET, EXNEHLFRSFIE, BFERAUTHL:

# sysctl net.ipv4.tcp_slow_start_after_idle

16.1.4 P& sapconf
BMRGTER sapconf, BEAUTHSMELRAEE:

# zypper rm sapconf

, B sysstat RSFHNEZEARS. WNRE

HAR, WITIHEERZEE sapconf BRI
MATELLERSS, BSBBREAE.

16.1.5 EZER
UITFMIRETHEX sapconf WESZEE:
e sapconf IRENFIERIESEEIFMILAA: man 5 sapconf
o BXEEEMBENX sapconf EEEXHHIEE: man 7 sapconf
BiEB MW https://www.suse.com/c/a-new-sapconf-is-available/ 7 LHIER RS, Hei¥dy

NB7T sapconf FEFARZA,

ZB& sapconf | SLES 15 SP4
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16.1.6 ¥ tuned 5 sapconf —efE

fEhRZs 5 81, sapconf REKHIT tuned, XEMKE, XM NI EETILIBEIGER, MR
tuned RSB EREDN, sapconf FEHHBEFIEES,

o BEE. ¥ tuned 5 sapconf —{EfEH
MREERFESER tuned # sapconf, FZH/ID, AAXRINTRAEENRZRASHAR

[Bo

174 & tuned 5 sapconf —#CfEF | SLES 15 SP4



VI

17
18

19

WIBR % ME

REETHE 176
Kexec 1 Kdump 188

M systemd- coredump $t¥ Az RS 1T 208



17 IRizTH

SUSE Linux Enterprise Server BEffiE 21T R, nI&EBERANEXENAZNERES. &9
RXEEESRTEMEN, fi, AdNEREFFNEE. LI TENRE, HERE
BITHNHELUREEER THLRARF. AL TAEBETELTEE AP, ELEFRT,
TEBIT IR T E A SUSE Software Development Kit ZEiXEET B,

Q iFE: BEMMsEFM
BMEITHPHBENAZARNERAR, ZHENEEETE TR, BENXIRTERE
RN A ERRERT R,

17.1 {EH strace BIER%EARE

strace i < Al URERHERN R AT A URHEZKEIRNE S, strace AILUE{ TR < HIRER
HASKIAR, HEETLUE strace MIIBETHG <. THESTRLBEERAARE
MR, EEESH EEEsSH) REREDE,

BT THMGREERSER, BNERAZRLINNG S, AREHGSITHFALAM
strace:

> strace 1s
execve("/bin/1ls", ["ls"]1, [/* 52 vars */]) = 0

brk(0) = 0x618000

mmap (NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) \
= 0x719848667000

mmap (NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) \
= 0x719848666000

access("/etc/ld.so.preload", R OK) = -1 ENOENT \

(No such file or directory)

open("/etc/ld.so.cache", 0 RDONLY) = 3

fstat(3, {st mode=S IFREG|0644, st size=200411], ...}) =0

mmap (NULL, 200411, PROT READ, MAP_PRIVATE, 3, 0) = 0x7f9848635000

close(3) =0

open("/lib64/librt.so.1", 0 RDONLY) =3
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[...]
mmap (NULL, 4096, PROT READ|PROT WRITE, MAP_ PRIVATE|MAP_ANONYMOUS, -1, 0) \
= Ox7fd780f79000

write(1l, "Desktop\nDocuments\nbin\ninst-sys\n", 31Desktop

Documents

bin

inst-sys

) =31

close(1) =
munmap (0x7fd780f79000, 4096) =
close(2) =

N O O ©

exit group(0) =
£ strace MBI ETA#EE, FEIETE -p FHANEZELMAHIZAHEE D (PID):

> strace -p “pidof cron’
Process 1261 attached
restart syscall(<... resuming interrupted call ...>) =0
stat("/etc/localtime", {st mode=S IFREG|0644, st size=2309, ...}) =0
select(5, [4], NULL, NULL, {0, 0}) = 0 (Timeout)
socket (PF_LOCAL, SOCK STREAM|SOCK CLOEXEC|SOCK NONBLOCK, 0) =5
connect(5, {sa family=AF LOCAL, sun path="/var/run/nscd/socket"}, 110) = 0
sendto(5, "\2\0\0\0\0\0\0\0\5\0\0\0root\0", 17, MSG NOSIGNAL, NULL, 0) 17
poll([{fd=5, events=POLLIN|POLLERR|POLLHUP}], 1, 5000) = 1 ([{fd=5,
revents=POLLIN|POLLHUP}1)
read (5, "\2\0\0\O\1\0\0\O\5\0\0\0\2\0\0\0\O\0\O\O\O\O\O\O\5\0\0\O\6\O\O\O". . .,
36) = 36
read(5, "root\0x\0root\0/root\0/bin/bash\0", 28) = 28
close(5) =0
rt sigprocmask(SIG BLOCK, [CHLD], [1, 8) =0
rt sigaction(SIGCHLD, NULL, {0x7f772b9ea890, [], SA RESTORER|SA RESTART,
0x7f772adf7880}, 8) = 0
rt sigprocmask(SIG SETMASK, [], NULL, 8) =0

nanosleep ({60, 0}, Ox7fff87d8c580) =0

stat("/etc/localtime", {st mode=S IFREG|0644, st size=2309, ...}) =0
select(5, [4], NULL, NULL, {0, 0}) = 0 (Timeout)

socket (PF_LOCAL, SOCK STREAM|SOCK CLOEXEC|SOCK NONBLOCK, 0) = 5

connect(5, {sa family=AF LOCAL, sun path="/var/run/nscd/socket"}, 110) = 0
sendto (5, "\2\0\0\0\0\0\0\0\5\0\0\0root\0", 17, MSG NOSIGNAL, NULL, 0) = 17
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poll([{fd=5, events=POLLIN|POLLERR|POLLHUP}], 1, 5000) = 1 ([{fd=5,
revents=POLLIN|POLLHUP}])

read(5, "\2\0\0\0\1\0\0\0\5\0\0\0\2\0\0\0\0\0\0\0\0\0O\O\O\5\0\0\0\6\0O\O\O". . .,
36) = 36

read(5, "root\0x\0root\0/root\0/bin/bash\0", 28) = 28

close(5)

-e IIANRRIZ N FIARIMANSE, fli, BRFTARSEANREXGNRESE, BERAUT

> strace -e trace=open,write ls ~
open("/etc/ld.so.cache", 0 RDONLY)
open("/lib64/librt.so.1", 0 RDONLY)
open("/1lib64/libselinux.so.1", O RDONLY)
open("/lib64/libacl.so.1", O RDONLY)
open("/1ib64/1ibc.so.6", 0 RDONLY)
open("/1ib64/libpthread.so.0", O RDONLY)
[...]
open("/usr/lib/locale/cs CZ.utf8/LC CTYPE", O RDONLY) = 3
open(".", O RDONLY|O NONBLOCK|O DIRECTORY|O CLOEXEC) = 3
write(1l, "addressbook.db.bak\nbin\ncxoffice\n"..., 311) = 311

w w w w w w

B(RENESHEXNARSAAR, 1BFER -e trace=network:

> strace -e trace=network -p 26520

Process 26520 attached - interrupt to quit

socket (PF_NETLINK, SOCK RAW, 0) = 50

bind (50, {sa family=AF NETLINK, pid=0, groups=00000000}, 12) = 0
getsockname (50, {sa family=AF NETLINK, pid=26520, groups=00000000}, \
[12]) = ©

sendto (50, "\24\0\0\0\26\0\1\3~p\315K\0\0\0\0\0\0\0\0", 20, O,
{sa_family=AF NETLINK, pid=0, groups=00000000}, 12) = 20

[...]

c BFitERZEEES T RYtER LRYEE):
> strace -c find /etc -name xorg.conf

/etc/X11l/xorg.conf
% time seconds usecs/call calls errors syscall
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32.38 0.000181 181 1 execve
22.00 0.000123 0 576 getdents64
19.50 0.000109 0 917 31 open
19.14 0.000107 0 888 close
.11 0.000023 2 10 mprotect
0.00 0.000000 0 1 write
[...]
0.00 0.000000 0 1 getrlimit
0.00 0.000000 0 1 arch prctl
0.00 0.000000 0 3 1 futex
0.00 0.000000 0 1 set tid address
0.00 0.000000 0 4 fadvise64
0.00 0.000000 0 1 set robust list
100.00 0.000559 3633 33 total

BIRIRE MHARRNFE F#E, B -f!

> strace -f systemctl status apache2.service

execve("/usr/bin/systemctl", ["systemctl", "status", "apache2.service"], \
0x7ffead44a3318 /* 56 vars */) =0
brk (NULL) = 0x5560f664a000

[...]

mmap (NULL, 8192, PROT READ|PROT WRITE, MAP PRIVATE|MAP_ANONYMOUS, -1, 0) =
0x7f98c58a5000

mmap (NULL, 4420544, PROT READ|PROT EXEC, MAP PRIVATE|MAP DENYWRITE, 3, 0)
0x7t98c524a000

mprotect (0x7f98c53f4000, 2097152, PROT NONE) = 0O

[...]

[pid 9130] read(0, "\342\227\217 apache2.service - The Apache"..., 8192) = 165
[pid 9130] read(0, "", 8027) =0
® apache2.service - The Apache Webserver227\217 apache2.service - Th"..., 193

Loaded: loaded (/usr/lib/systemd/system/apache2.service; disabled; vendor
preset: disabled)

Active: inactive (dead)
) = 193
[pid 9130] ioctl(3, SNDCTL TMR STOP or TCSETSW, {B38400 opost isig icanon
echo ...}) =0
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[pid 9130] exit group(0) =7

[pid 9130] +++ exited with 0 +++

<... waitid resumed>{si signo=SIGCHLD, si code=CLD EXITED, si pid=9130, \
si uid=0, si status=0, si utime=0, si stime=0}, WEXITED, NULL) =

--- SIGCHLD {si signo=SIGCHLD, si code=CLD EXITED, si pid=9130, si uid=0, \
si status=0, si utime=0, si stime=0} ---

exit group(3) =7

+++ exited with 3 +++

MREEEND strace BNHEE, BREEERK, UBELEER 'J;‘:?T%TIZIEPE%@E, 1BEE
B -0, EXMBERT, BREAFEREER, HlNBXMMNMoEHENEE. EEALUE
B -qREXEHEHE (EEBERTRVEEMERES) . BERFERNSITHLRINNE,
EER -t

> strace -t -0 strace sleep.txt sleep 1; more strace sleep.txt

08:44:06 execve("/bin/sleep", ["sleep", "1"1, [/* 81 vars */]) =

08:44:06 brk(0) = 0x606000

08:44:06 mmap(NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP_ANONYMOUS, \
-1, 0) = 0x7f8e78cc5000

[...]

08:44:06 close(3) =0
08:44:06 nanosleep({1, 0}, NULL) =0
08:44:07 close(1) =0
08:44:07 close(2) =0
08:44:07 exit _group(0) = ?

A LUTERAIZE 376 strace T AMBEERR. BXEFEMAEE, BSUMEXFMRT (manl
strace)s

17.2 {FH ltrace IREEEIRAFE

ltrace AIRESHIENTIESEREH. HREZRMTF strace, MENKIBRSHETIEE R MU
ZLEENE X, BNMBERT, Ltrace EH /etc/1ltrace.conf 8~/ . ltrace.conf BC&
X, B2, ERILUER -F CONFIG FILE &ETEEHMEE X4,

B 7 IRERZEIFRA LN, HH -S &R Ltrace R/ LIRERARSIFRA:

> ltrace -S -o ltrace find.txt find /etc -name \
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xorg.conf; more ltrace find.txt

SYS brk(NULL) = 0x00628000

SYS mmap (0, 4096, 3, 34, oOxffffffff) = 0x7f1327eal000
SYS mmap (0, 4096, 3, 34, Oxffffffff) = 0x711327ea0000
[...]

fnmatch("xorg.conf", "xorg.conf", 0) =0
free(0x0062db80) = <void>
~_errno_location() = 0x7f1327e5d698

__ctype get mb _cur max(0x7fff25227af0, 8192, 0x62e020, -1, 0) = 6

___ctype get mb cur max(0x7fff25227af0, 18, 0x7f1327e5d6f0, Ox7fff25227afo,
0x62e031) = 6

__fprintf chk(0x7f1327821780, 1, 0x420cf7, 0x7fff25227af0, 0x62e031

<unfinished ...>

SYS fstat(1l, Ox7fff25227230) =0
SYS mmap (0, 4096, 3, 34, Oxffffffff) = 0x711327e72000
SYS write(1, "/etc/X1l/xorg.conf\n", 19) =19

[...]

SR UMER -e MIMERFREEMHRE, UTRAFIES fnmatch f strien REEXD
[ESIE)ER

> ltrace -e fnmatch,strlen find /etc -name xorg.conf

[...]

fnmatch("xorg.conf", "xorg.conf", 0) =0
strlien("Xresources") = 10
strlen("Xresources") = 10
strlen("Xresources") = 10
fnmatch("xorg.conf", "Xresources", 0) =1
strlen("xorg.conf.install") = 17

loaal

ENETFEEFREEN/S, BFEAR -1 /path/to/library:

> ltrace -1 /1lib64/librt.so.1 sleep 1

clock gettime(1l, Ox7fff4b5c34d0, 0, 0, 0) = 0
clock gettime(l, Ox7fffd4b5c34c0O, Oxffffffffff600180, -1, 0) = 0O
+++ exited (status 0) +++

ERILAGER -n NUM_OF SPACES RS MRERBKEEN=RESEH, NUHRSHENS1%
o
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17.3 fEMA Valgrind #1TIAIRM 9

Valgrind @ BT EEHMO T ERNRER, EHEBERIZTEEDLEN—FETI A, Valgrind 7]
PN S AEEEMAEEXNRE, Er] a3 TR TRNESR, BRFRER,
T AAgSFERESNAE, fIISBIETHEIER, HEETFIHNHLZT AR TRE
ERRFITHO

17.3.1 =i

FRAERY SUSE Linux Enterprise Server X {TE4HH KM Valgrind, BEERS L&
Valgrind, FE3REX SUSE Software Development Kit, fAE&R&EZINGHIEIT

zypper install VALGRIND
5 & X% SUSE Software Development Kit BR#, #ZF Valgrind A EHERU TR SRR

®E
rpm -1 valgrind-VERSION ARCHITECTURE.rpm

SDK @i&FF SUSE Linux Enterprise BYt&E3R, AJLLEE SUSE Customer Center BYBXH @& IX
15, BXAY, B8R (ERAT EBRENT XE,

17.3.2 ZHFHEREM
SUSE Linux Enterprise Server sx#1E LA MAZR L5+ EEF Valgrind:

o AMDG64/Intel 64
o POWER

* IBMZ

17.3.3 —f%EE

Valgrind (EBRBERCAEBSNENEHETRTIHREER. EEEENFMEREIE
FEEMERE. I FFTIEST Valgrind:
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valgrind VALGRIND OPTIONS your-prog YOUR-PROGRAM-0PTIONS

Valgrind &% 1M ITH, 81 TARRHIIEE, ATPNEESERER, TieERAWTT
B#fEH. EENEEERDTUE - -tool, LETER Valgrind EE1THINTHR. WMREBRLL
WIN, BRIA=ERE memcheck, g0, E{EA Valgrind B9 memcheck TRiEYT find ~ -name
.bashrc, BEMLITRRANUTGES:

valgrind - -tool=memcheck find ~ -name .bashrc

TERM THRE Valgrind T AR B Ei%EA:

memcheck

WNREFRIR. R UEENERER, EEESET.

cachegrind
DEETN. e UEBERNRERER, EHIETEREER,

¢

callgrind
T#EARS5 cachegrind £, BESKEEMEFIER.

exp-drd
KNlZZi25EIR. ERIUEMERHEZ&EZRER, EREBET.

helgrind
—NEIEEEIRNZZ. FUTF exp-drd, BEARRBEARFES M-,

massif

—PNEDITER. HERATHESAEFESEENNEX, kT EaFEBERIARER, LUBLK
FR=,

lackey
RAFERITAERINENRGITAR

17.3.4  ERINZEIN

Valgrind 8] UFE B EIBHEEGER, Valgrind &teE=MIE:
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1. @17 Valgrind WEFHEERFH .valgrindrc X4
2. IFIETE $VALGRIND OPTS
3. i&17 Valgrind WERTE R .valgrindrc X4,

TR FEMRFINE S ITXLERR, EEEENETNETRIELENED. S55%E
Valgrind TREMEXANETAERZTANZMN LEESENFIZ. Fli, NRERE
cachegrind BEERIEIES AN /tmp/cachegrind PID.log, B FE—ITAHAMEIER
FH89 .valgrindrc XXf4:

--cachegrind:cachegrind-out-file=/tmp/cachegrind %p. log

17.3.5 Valgrind W IT{ERIE

Valgrind SERTHITXH B Z BIBSEITEIN. ERMIZATHRITXHFIE X = FEAIREY
BEiREE. TTHRITXHNRIEEEEREIEERN Valgrind TR, ZTESHNEBINABERL
BiEid, AR, ZABERELS Valgrind 10y, MRITIHSHREL
#lg0 memcheck RAFRMESNRBRATFRESINEAR. Eit, BEHNEITRELEARNH
TIMERERIEZ,
Valgrind RIENEFNERIES, Alt, ERXIKNERERFNNE, ERONEMEEXE (8
B CE) . BTFERIFENE, F%, MREZHAMERA Valgrind NEEIR, EESKMKEXE
(BIg0 C. X11 5% Gtk ) AHEEIR. BHIFAHE 7HXLEEEIR, WFXMIER, Valgrind 7]
USSR MG X L IRE B R EIFR I . - -gen-suppressions=yes &40 Valgrind EiR
EXLREAR, FEETLUREEFIEIS P,
BRI ESEMETITXE (W12853) fEA Valgrind 8%k, 0, MREEHNNARR &I
75 Perl BIZSiz1THY, NIEHEIRMUEEIS /bin/sh (2 /usr/bin/perl) HBXMEIRRS
EXMERT, BILUER - -trace-children=yes RERILAF, EE, FATHITXHEZ
5ol It Rl BE R R AT R o

17.3.6 EHE

Valgrind ZEIE1THHAEISIREHE, EFESIFHABIRNEESMG, UTRHIMERET XYLH
ISH
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> valgrind --tool=memcheck find ~ -name .bashrc

[...]

==6558== Conditional jump or move depends on uninitialised value(s)
==6558== at Ox400AE79: dl relocate object (in /1ib64/1d-2.11.1.s0)
==6558== by 0x4003868: dl main (in /1ib64/1d-2.11.1.so0)

[...]

==6558== Conditional jump or move depends on uninitialised value(s)
==6558== at Ox400AE82: dl relocate object (in /1ib64/1d-2.11.1.s0)
==6558== by 0x4003868: dl main (in /1ib64/1d-2.11.1.so0)

[...]

==6558== ERROR SUMMARY: 2 errors from 2 contexts (suppressed: 0 from Q)
==6558== malloc/free: in use at exit: 2,228 bytes in 8 blocks.
==6558== malloc/free: 235 allocs, 227 frees, 489,675 bytes allocated.
==6558== For counts of detected errors, rerun with: -v

==6558== searching for pointers to 8 not-freed blocks.

==6558== checked 122,584 bytes.

==6558==

==6558== LEAK SUMMARY:

==6558== definitely lost: 0 bytes in 0 blocks.
==6558== possibly lost: 0 bytes in 0 blocks.
==6558== still reachable: 2,228 bytes in 8 blocks.
==6558== suppressed: 0 bytes in 0 blocks.

==6558== Rerun with --leak-check=full to see details of leaked memory.

==6558== 5| \ Valgrind B EE, HEZHIZ IDHES (PID). ErILIERMIE Valgrind BIEES
BEASNEEX DR, HipEWLHSETRENHE,

EREBEIFA Valgrind HE, BB -vEH -v -V,

&BLLLE Valgrind BEERE RZEEI =M REINE :

1. BUABERT, Valgrind 2 EES AR M4HEARR 2, BIRESEIRBEE. EeILUER - -
log-fd=FILE DESCRIPTOR NUMBEREIN, &%l Valgrind #&EHEERIXEMERIEM
#F?E ?__ro

2. EMAE (MEFREEANGZE) BFA - -log- file=FILENAME % Valgrind RSB R
RIZFIENAIX . WETUHER Z1MEE, B9, R sp BN HaiFr 2 m#HER PID.
XE, SER] LRIEHZH PID BHRRIXEIRERXHE. %q{env_var} FEHRAEX

env_var IMETE/E,
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U TR EERR Apache Web ARSZ2:HAIEI ATELMBIAEFRIR, RNRERFHE, H
RiF4BRY Valgrind JHE 5 NEIZEHR1#H7Z PID X3RRI S

> valgrind -v --tool=memcheck --trace-children=yes \
--log-file=valgrind pid %p.log systemctl restart apache2.service

IHBEEMXARSZFEET 52 MEHEXH, TAEA Valgrind WIERTERE 75 Rz
1T sudo systemctl restart apache2.service, MEEBRTRE 7, B17H
BIRL%Z 7T 10 13,

> 1ls -1 valgrind pid *1log
valgrind pid 11780.1log
valgrind pid 11782.1og
valgrind pid 11783.1log
[...]
valgrind pid 11860.1log
valgrind pid 11862.1log
valgrind pid 11863.1log

3. EERETREfA FHEE L8 &% Valgrind BUSEE. EEFR - -log-
socket=AA.BB.CC.DD:PORT NUMIEWIEEMLEEZFH aa.bb.cc.dd IP #iikf
port numizAS, WMREHKIFEOS, EEA 1500,

MR EN LSBT BEFEBIZW Valgrind BB S, BXLHEERIEE
FEZRTMEERNX, ERNLL, Fi1EERE Valgrind —tKﬁMﬂ‘Tua%E’\J"kﬂﬁ&F
valgrind-listener, ItEREFZEZIEEROLNERE, FEERIINEARNTES
EfRERIL.

17.3.7 $HRHEE

Valgrind KI2EFBEHIDER, NRNEFEIR, ESRZERSHERERHITHR, It
FEmLE Valgrind REEENHEIZER. IREMEENHEIR, EFIERZEIR, BEFERE
EES. LAFIEE R B AR EENEIRILETREERL,

-VIEMSRMAIRGIEE (RESIHHRE) A3 Valgrind UITHEMRE. L, MR
MZE] 1000 MRERFEIREE 2N T 10000000 MEIR, Valgrind &FIEINEEIR, NRE
BERUHILRFIHAEEEMBEIRER, BER - -error-limit=no,
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BEERFEFRSREMEIR. A, BREBRNERINFEEER, HFSENEFHTEN
&,

174 EZER

° BXFIRRETAEXERRTEYIR, BEUMENAFMIT (man 1 strace. man 1

ltrace #lman 1 valgrind) .

 ¥f Valgrind @R AZENNBEBEH T ANERITISEE, (Valgrind User Manual)
(Valgrind BFFM) (http://valgrind.org/docs/manual/manual.html) A @& TIE
BEENNA. NREFEEGX Valgrind FEINETENRENBENESRESR, 155
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18 Kexec #1 Kdump

Kexec @—MRI UM HFNEITHIAZS I SHANS—AZHN TR, &0 UERRITEREGIE
KRIER TMRARES I SHE, TETLUERFRS, WETRFARTNERT5ISHENS
_p{MZo

18.1 &Y

£/ Kexec ATRHETTHHIAZB AR —RIZ, MEBEMHESIS. ZTRIEEER, EREN
T
o MMRARES|ISRE
MNREEBMEET|IFERS, Kexec AJUEBETEKEMEL,
o BT FEREFFEEY
HENBEGIEEESR, ERABHIPEGESHI™ER#E, EHADEEILENFEIRIEART]
E0REMH, Kexec AIEARZE | FRE VB HEHNZITINE, XF, MalURAEERE
DAZBEIRMBIX L,
* {RTFHETAIZBVEE %
Kexec AJLUREBMIERNEFENAS. EEFRZAENES, #BIXAZ (EMERNECERN
BITHMIINANR) SEREFEEBERZIRES. FRENRGRIEMEHITEE D M.

* &% GRUB 2 ECEHIFI5| =

LRGSR Kexec 31RAZET, IPUI5|FMHEMNER. FM5ISIEAEZBATSIFM
HBEEPHEIRMAM. €A Kexec, BEMAFERZESISMBBEERSER.

18.2 FRFEHVEFE

7% SUSE® Linux Enterprise Server EfEF Kexec RNNIRES | S a8 2 BIERVEH R, 154
RERE kexec-tools MR, ZMHEEEZRN kexec-bootloader FIHIZA, ZfIAZ
G| SMHBEE, HAERSENEISMERBEMNAZETHRIEIT Kexec,

BRE— AR ERNZERE B ERBIARE SRS, BHERERE makedumpfile X
(ERIM
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£ SUSE Linux Enterprise Server Ff#F8 Kdump BYEE S 728D YaST Kdump #&iR 5k fE
. EfFR YaST {21R, EHHARE R yast2-kdump BHEFE.

18.3 Kexec NEZPLEH

Kexec PFEERAHBZ /sbin/kexec &5%, ZBrBEIRHREN S ER Kexec EHK
%:

o BRZEHIENEFRZIMLETE, MU ITEMESIS:
# kexec -1 KERNEL IMAGE
eI S EH kexec -e 5| REIILAZ,
o BRIZEHIITMENRNEFXE:
# kexec -p KERNEL IMAGE
SR GAARE, SEM5ISIERZ.

NREHEBERSKR RN S| SS —ARKHRBE=RNIZEIE, WEEME— I RANETH
Xif, £FRKITFREHTILXKE, FHAEFRZSIALR R, WXISATFHRRN%,
IAER] LAR B £ = RZRI 77 Do

EMBXI, ERHED crashkernel EBAIEIEFRIZNE|S8<1T. EME crashkernel
WIFREME, B8MES 1847 “ItE crashkernel S AN R BEIEIE,

BAR, XTAEHARNZNSH, HmIRAZAER Kexec,

BIRARSERHITMEXE, HEFNZERR. AF, Kdump 2RXBABRA%, BREr
WIZTELMME T BERISR. XRKE, EZE Kdump tBERTEERNK.

BREBRANZ, FEMINZSISESH. 88, SEMATE RAM XHRZHIT5IR. TR
fEF - -initrd=FILENAME $8EZXH RS, £/ - -append=CMDLINE $¥EBUEMEIES S
IRZBIER L 1To

AICRINE = RZ&H 1T, ErJLUER - -append="5$(cat /proc/cmdline)" Jf&ait
EFe<$1T, WAEILUER - -append="$(cat /proc/cmdline) more options" ZINEZ%
T,
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AR R IENE eI M NZ,. BEHEEY - L iEMEHMNNZ, 1EFEH kexec -u %, Ei
HE -p mIMEHNEETRNZ, 15FEH kexec -p -u <,

18.4 itE crashkernel $EdA/N

BIEECHRANIZER Kexec HUUMERIAIVER Kdump, FENHEIRAZIE RAM, ECA/N
BRTFIHBEANTEAEHECE, RtEEEEELEE,

PERNEEBURTFIHENNESHER RSN, BREEBBESERAFAKRASHINTIE,
5372 18.1 : AMD64/INTEL 64 RIS ERA N
1. EREUTERANINEE, BiE1TU TS

# kdumptool calibrate
Total: 49074

Low: 72

High: 180

MinLow: 72

MaxLow: 3085

MinHigh: ©

MaxHigh: 45824

FRB AL MB J9 i,

2. i512F Low ] High B9{E,

Q ’iE: LowH High EMEEM.

7£ AMD64/Intel 64 ITEBA £, High ERTFAEATEAAGFENAEMEE, LowER
T DMA32 KHHIAEEE, B, FiEWNEAREE 4 GB LR,

SIZE_LOW 21Xz #F 32 UK EAMHRNAFE. AZRKFH DMA32 [Bls#E A X S
64M, INRERSZB I A ESERMNZIF 32 UlVigsH, I SIZE LOWIEE T2M B
NS EEAR/ DA RER—IIES. —MalgelfIsMERE, T NUMATEN £, M
FEEFZH Low NiF. RILUER numa=off 3|8 Kdump W%, LUIBRENNZ
PDEEARER Low RF.
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3. RIEMINZITENA LUN RiZER1IE (EFIRERNRER) BERFB LE—S BRI High &,

AERAUTARITESEE (U MB AE()
SIZE HIGH = RECOMMENDATION + (LUNs / 2)
AP ER T AT
* SIZE_HIGH: High W4R(E,
e RECOMMENDATION: kdumptool calibrate ZiXfJ High {&o

° LUNs: FTHAZTEITEMN LEIEZMNRA LUN RIZEREEH. BEMLEFHHRZRE
K&, ABNEBERXLEIRE,

. INRIKEIXENIEFTE DMA32 IR 7 AERNAE, WEFEREE Low B, BE, K

BEAEEANAUHEXEE, Eit, HEESXNATEFELEH— T RERLAT
2o

—F4, 151FEA kdumptool calibrate ZiXH Low B,

. 0, FEEEBNUEIREE.

MREEEEANGG LT
BRI TRZETLENE5 | SN FFECE |

crashkernel=SIZE HIGH,high crashkernel=SIZE LOW, low

B AT SIZE HIGHF SIZE Low B AmES BHhMENE, FHEnFEE
M (RRMB) o
Han, UTFSEEX:

crashkernel=36M,high crashkernel=72M, low

R EEEMRRIZ YaST GUI:
& Kdump RE FIRISENERER Low {H.
¥ Kdump N7 EIRISERBERER High &,

MREEHR YaST s 175 M@
FERUTmS:
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# yast kdump startup enable alloc mem=LOW,HIGH

BR LOW B A EMERN Low (B, 151 HIGH BN EMERY HIGH B,
i##218.2 : POWER #11BM Z LEYSEEA/N
1. ZREGTBENEE, BFELXEPTITUATHL:
# kdumptool calibrate
tER L RREETIR. FIRERIU MB 8L,
2. 52T Low VB,

3. RIEMIINZITENIE LUN AL (HEFIRENERE) BEREBL—TBPH LowE.
AEAUTARNITEREE (W MB REM)

SIZE LOW = RECOMMENDATION + (LUNs / 2)

HAPERT LTS
e SIZE_LOW: LowMZLERE,
e RECOMMENDATION: kdumptool calibrate ZiXfJ Low {E,

° LUNs: FUHAZTEITEN LEIEZMNRA LUN RIZEREE. BN FHHRSRE
8E, FNZBERXEIRE,

4. 7E, FEAEEHNVUEREE.

NREEANRHLIT
B A TRZEBUENNE 5| SN ERECE |

crashkernel=SIZE LOW

BRSNS SIZE LOW BEMARI—S BANMENE, HEMFEM (RRMB) .
fan, UTHSERN:

crashkernel=108M
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YNRIEMABYZE YaST
B Kdump AFISENEHER Low (Eo

() =7 Hb2I1BM Z ERBIAETERA CCW iE
IRIERT I ERIEE, crashkernel RS EIEENITERNFEEHREB, Eolld
TIEKiZE, MERFINZAIRNENZEHE, XA UBEE “crashkernel” I&EFIFENN
E=,

1. BERBRIGHE, AJLUETT cio_ignore TEEMABENMIT RZAAEIRE (HanEnh
s ERFRNEEBRIM)

> sudo cio _ignore -u -k
cio _ignore=all, !da5d, ! f500-f502

HTE1T cio_ignore -u -kBY, BEBERIHE, HIZEBREANEES
B, FREBRRERANES, ALEMNRERTEREFRER, EERNFH@EE
%% (@ z/VM 89 CP ATTACH, 3% LPAR FHIZHE I/O BEEBEER) , SFFXLE
REMAEMARZE, ABEXWER, BREFRBILE, HEARSLIE!T sudo
cio _ignore -1, #A/Fi51T cio_ignore -u -k ZEIFRINZRES. LAEE
REEITRINEIEMAIZE S5,

2. WE, KFEELATIH cio_ignore RZBEAME /etc/sysconfig/kdump
FREY KDUMP CMDLINE APPEND, f5%0:

KDUMP_COMMANDLINE_APPEND="cio_ignore=all, !da5d, ! f500- 502"
3. BEERD kdump BUEZIZE

systemctl restart kdump.service

18.5 Kexec EZAF%

E{EMA Kexec, BHRBENAIARS ERBRAH ETETT:
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o MIRTEBChARFETRE Kexec fRSS:

> sudo systemctl enable kexec-load.service

o MR Kexec fRSZIETEIETT:

> sudo systemctl start kexec-load.service

ERIER Kexec MIBERBIER TR, BRIAER Kexec B3| FEIFHINZ. BWERITNZKEE
HARER, BSBERRAEERSEERSLIETT. ARBITUTHL:

systemctl kexec

SRl ERH T IARZAHL R FHHFARSERSN, FIUEEEHN. ESUEETRRE
HHE. SMA%EISN, SBEMERGNEANE, BREREREFESHE.

() #R: 7E reboot A< HER Kexec

E(F reboot £/ Kexec MARHRITEMESIS, BEITUTHS:

In -s /usr/lib/systemd/system/kexec.target /etc/systemd/system/
reboot.target

KERY AT LUBIS MIRR etc/systemd/system/reboot. target RiZRILIGE,

18.6 WA NHIFIZEES | SHEE Kexec

Kexec BEBFIMEES|IS, a0, MNRBITENMEHRNGIFZEERLRREKITEZHEREHR
AJ5E, MAILUERA Kexeco

IR, B Kexec ESIR RSN, FEHABEGMNSIENELES. TIHENRITEMESISZ
g1, *5|FMNEieshcE FrAY R B e ER IS 2 B,
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18.7 Kdump B4 &

AL Kdump (RENZEE(E. WIRAZERSR, SERRIMENRNERGEF X GRARR
BR. AR, EelLUEREE Y, LIKHAZERNERRE, XMA “ROFEE

Kdump BITEARS Kexec M (GEBIE 18 5 “Kexec #l Kdump” ) o BITHMEFR
2SS, SPITHIRAZ. XAITETF, Kexec BEFRZEIRR T HIRAZ, A Kdump
B, (eI LUAIR B R RE = RZIIRESTIE, AT LUTE Kdump RIZEIIRIE PR ZE B R RIZ A
FIRER,

O) =R BEBIMRER
ERMEFERNIMEDR, FSEREBIMEHITHIZE E. Kdump ZREREIEENW
#ix0, HiBN initrd BEiZiEO. LAN # VLAN O H1F, @i YaST HETE /
etc/sysconfig/kdump X{H{EMH KDUMP NETCONFIG EISRIEEML&iZ OFRET
(DHCP &%) o

O == yAERSBHEES Kdump NEFRXHERS
ACE Kdump BY, AILUEERTFREREMEGNGE BRIAE: /var/crash) . &7
FECE Kdump HRiEIEHILAE, BTNEEERSEK,

18.7.1 Kdump MFoHEcE

Kdump M /etc/sysconfig/kdump XHHIZENEARE, Kdump BIERIAECE R URGFEECETE
THARKZLEETIE. EURINGERER Kdump, BEREUTSE:

1. BEE 1847 “11E crashkernel 32k HEIREBHE Kdump FREMRER,
HMIRISERZSE crashkernel,

2. ENREIHEN.

3. BA Kdump BRS:

# systemctl enable kdump

195 Kdump E7ECE | SLES 15 SP4



4. AILUTE /etc/sysconfig/kdump F4REEIE, RBPUEREET THRZMEIINE X,
5. £/ sudo systemctl start kdump HiT—X init f{id, HESIS RS,

ERRIAMERE Kdump [5, REBEEEREHRMATLIE. BRIMNSBEEENAFRER, BREEMA
BERSIEERS LinTT. ARERUTIE:

1. /8 systemctl isolate rescue.target JZIXIE BT
2. EF5H Kdump ARSS:
# systemctl start kdump
3. FERAUTRTHEREXHRFEUIIMIFEHREXH RS
# umount -a
4. PURIERHEMERRXERS:

# mount -o remount,ro /

5. £ Magic SysRq A& 8 procfs #FOAA “RI%EEIR (kernel panic)” :

# echo c > /proc/sysrq-trigger

O == weEEEA
KDUMP_KEEP_OLD DUMPS ZTUZHIFR{RE NIZFLERVEE (BRUINMERS) « TEARESE
MIERT, EEANRATTAYE RAM RENADN. EHR /var 7R EBEBH=T
1o

HIRRZRER51S, ERGARKBNNFREREREIINXHGRS. RFHFHKDUMP_SAVEDIR
EBHEE, BRINA /var/crash, 305 KDUMP IMMEDIATE REBOOTi&EH yes, RAaH
MES|ISEFAZ. ERHNEREETE /var/crash TRIET ¥,
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18.7.1.1 Kdump B985 IPEEE

WMRER Kdump BBE RERNLIGETIFES IPEE, WEEEENKEERINE /etc/
sysconfig/kdump ##J KDUMP_COMMANDLINE APPEND T&,

O == 3 Kdump BEEBEXHHEX

Bk /etc/sysconfig/kdump X#fE, FEIETT systemctl restart
kdump.service. &#N, BETXESISRAN, XEBERAEK.

{51 18.1 : KDUMP: {EBES IP 2B HIEEE
BEEETUTSE:

° /7 ethO BLE T #7S IP bk 192.168.1.1/24
* Jyethl BLE T &S IP bk 10.50.50.100/20
e /etc/sysconfig/kdump Y Kdump BEE N TR

KDUMP_CPUS=1
KDUMP_IMMEDIATE REBOOT=yes
KDUMP_SAVEDIR=ftp://anonymous@l0.50.50.140/crashdump/
KDUMP_KEEP OLD DUMPS=5
KDUMP_FREE DISK SIZE=64
KDUMP_VERBOSE=3
KDUMP_DUMPLEVEL=31
KDUMP_DUMPFORMAT=1z0
KDUMP_CONTINUE ON ERROR=yes
KDUMP NETCONFIG=ethl:static
KDUMP_NET TIMEOUT=30

NRFEALESE, % Kdump Zid@E FTP lREZ 25 NEMERHE T XA 1R
K, BRFALRIE, BRNEECERMNE /etc/sysconfig/kdump FHY
KDUMP_COMMANDLINE APPEND, L@ —RRIRINEN T FR:

KDUMP_COMMANDLINE APPEND='ip=CLIENT IP:SERVER IP:GATEWAY IP:NETMASK:CLIENT
HOSTNAME : DEVICE: PROTOCOL '

N FRAIECERA:
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KDUMP_COMMANDLINE APPEND='ip=10.50.50.100:10.50.50.140:10.60.48.1:255.255.240.0:dump-
client:ethl:none'

18.7.2 YaST EcE

EfEMA YaST B2& Kdump, BELRZE yast2-kdump IEFE, AFTE VaST iF5FH0HNAESR
SIFBEIAZ Kdump 3R, 5&E L root BHESSITHHEAN yast2 kdump,

YaST2 4 x
Kdump /S5f
BEE
#iEEH E?if%ﬁﬁ Kdump
B FER TR BARGREEL)
THEE ) EBKdump(D)
Kdump FI{F

RANERE MiB]: 2047
TEATE [MBl: 1939

Kdump I E(L) [MiB] (72 - 2046)
|72 =

Kdump PITEEA(H) [MIB] (O - 2046)
124 [~

- _mHe | (o |
18.1 : YAST KDUMP &iR: BEhH

FEEMEOREREA Kdumps

HIEEXTAZEON, RASBER Kdump AFNE, B2, XHTBRKEXLERERE
UBRFER. BIREIEMAE, HEES 1847 “I1tE crashkernel ZEcA/N BB
Eo

O == FEHEBEREE Kdump NFE

NREFETBEN LIRET Kdump, ERREER Kdump 897 RAM BERS
£, YaST ¥4 B RAERAEINMIRNEFE.

BRI, ERIBSE 1847 “1tH crashkernel HELAN FEIRBRHFAEMS
WF. ARTE YaST RFmNEERTF.
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TAERPREEELEDE, AERERESTEEMETHN. THEEEUTREASEIERERA

AL
o MFIEFTENR
o BEEM

o

* BPEHER
* AR

FEEEAEOR, EEREERIEE, UREREMEREFEIN URL, MNREEEFET FTP L
SSH FEMLEMY, NEFBHABXAIAEIER.

O) #F: SHMNRAREFLZEEER
AILU3EE Kdump BENRTFERE, HINARRERFEAIUEREREPREEE®E, 3
Kdump BIEHEIREMEX 4N, SReZREMNAREFIEEX G,

NREFHLE Kdump BI B FEHBESHERNAE, BESEFHFENTOGE, HEEX
EEBOPRE Kdump 5, BEHERIAER. MEEE Kdump,

18.7.3 Kdump i@iZ SSH £4i

REXHEEEBBEE, RN EREFNEEXLEHRE. BEATEBIFAREHNNEE
HRILLIEEIE, Kdump BILAER SSH il E S R FRITAZ T B

1. BARENSHXTF Kdump BIE BT, FEMEIX—R 7 BEHFRKERERAENEE A
IXBUREE, 3 Kdump £ RHRY initrd BY, %=i51T ssh-keygen -F TARGET HOST
REWEFRENNED, X TARGET HOST AHZHEHNE, A AEMIttEl, SEIiX
BEN—FEIE S AR Kdump N ELL root 8145 TARGET HOST #3L SSH &%,

2. Kdump REEBEX BARTENSHTE MR, BriREFERARRHASHRIE. RIAE
ST, Kdump /8 root BNAARZR, BEINER Kdump BIEERIMNER, BILUIER
ssh-keygen 8IiEi%Z%H:

a. # ssh-keygen -f ~/.ssh/kdump key
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b. URSIBTENBTOSH, 5% enter (8], FMEBLMETOS) o

c. ¥IF /etc/sysconfig/kdump 33§ KDUMP_SSH IDENTITY ig&H
kdump keyo SARZXHARTE~/.sshF, AILUERAETERRE,

3. 12E Kdump SSH ZRLENE REITIZEN.

# ssh-copy-id -i ~/.ssh/kdump key TARGET HOST
4. 1%E KDUMP_SAVEDIR, BFNEI:

RN (SFTP)
SFTP i@ SSH R AFBYENE S E. BARENWIER SFTP FR%E FRINA
SLE) o fl:

KDUMP_SAVEDIR=sftp://TARGET HOST/path/to/dumps

LRI FEIMY (SSH)
HthFELLITEMNFER SSH ZBFEN LIZ1THELS <. SUSE Linux Enterprise
Server WA LAEAIL 5%, BFREN LA Kdump BRFAEB—MrIHITU T
SHERINE: mkdir. dd # mv, R=):

KDUMP_SAVEDIR=ssh://TARGET HOST/path/to/dumps

5. EREN Kdump BRSSLAERFECE,

18.8 I frERSAL A

RENELfEE, ERILIFHANEHITONT . RERHET ZNET
BT othizfErI¥ie T AN GDB, EEEFUESMIRERERALTAR, fd, ethEE—
LEFR R APRE -

* GDB HIFZ ATFIFHNZEMENT A,
* GDB A3<#5 32 UF & LAY ELF64 Z#tHISX 4o
* GDB REEIRAIBR ELF BAELISMIE MR (TEFIRESRBVEENE) -
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OH]

MFXERE, HLMERISKAERFZ crash, crash 8BTS ITERREHE, EAERAIXIZITHRY
A%, TRMTZTRTIER Linux RIZNINEE, EEaRTERIAR.

INRERER Linux Rz, FRIINLZEHFXEEBNMGE, FRUTHIREENRSL
EEEREZNMTE:

> zypper se kernel | grep debug

o 5E: g3 EENRGEER
MRIERRSITIR TEHANERH, EaILE “SUSE Linux Enterprise Server” 15SP4 48
%fg *-Debuginfo-Updates BXHI RERHIEHXE] debuginfo 348, {FH YaST BH
R IR

BEEMILERITTEN LR crash RTFEIRRVELAE, BERWN TR <!

crash /boot/vmlinux-2.6.32.8-0.1-default.gz \
/var/crash/2010-04-23-11\:17/vmcore

F—NBURTAZMEG, EZNSEHE Kdump BRIVERGES . BUIARIYE /var/crash T
BRI o

©) =BR: MR REEAEE
SUSE Linux Enterprise Server B&l{ 7 kdumpid SLEEF (EE&ERZMNHREES) B
FiRBIRFAIZ IR, ATUERLLEREFRIRRERER, FIUEREETRIZAR
&, B2 lked. diskdump. Kdump XXHH1 ELF 3. £ -v AFXIABLSRAER
B, EREREYMEE, GITENEE. ARAREF R EMNRZEE X,

18.8.1 MWIxT#HFISHER

Linux Rz R AR HMITS eI 8EEA&T0 (ELF). LEXXHH@E R vmlinux, BERFIFIEFRE
IBERM, FIEFFE5ISMERERSIS ELF G4, LHZEE AMD64/Intel 64 (AR 451
o SUSE® Linux Enterprise Server XA ERR LG EFEEUTHRRA R,
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18.8.1.1 AMDG64/Intel 64
SUSE f2#ENiE AT AMD64/Intel 64 AR EHESHIRZEX: vmlinuz

vmlinux.gz.

e vmlinuz: XZEH5ISMERIAITRIXMH,
Linux RAZEAFENEBOER: NIZAES (vmlinux), URESISNESETRIEENRE.
XA NED RBRE—ROIET vmlinuz (BIEFR z 5 xHEF) o
ERZERS, Z3X4%% 8 bzInage,

e vmlinux.gz: XEHBJH crash #l GDB {ERRIESE ELF B{&. £ AMD64/Intel 64 L,
SIS MESI ARG KEAXMEA ELF BER, Fitb, IBEMT —NEZBRRZS.

18.8.1.2 POWER

POWER £ yaboot 5|2 MN#2sth 215254 ELF MR, BARLIFESED ELF BR{%, 7 POWER
RIZBEER, H— ELF Linux RIZXH vmlinux. XfF crash S, POWER B&EEDN
KRLEM,

MREREES—AITEN Lo EE, DIREITENNERSEN, UREIRFEIX .
NEB—BIEVIETHEREERRSEN Linux R4, AREEZITEN LD HEEME, BENER
at, FEREITTEN LERG < uname -1 HEERAIH,

NREEES—SHEN L, TEEIRE kernel #l kernel debug HEEFANEY
X,

1. BRZERE. /boot FBIAIZBRER UK /usr/1ib/debug/boot FEYREXIAIR(E S X
BE—P=BRH,

2. b9, 153 /1ib/modules/$ (uname -r)/kernel/ FRIRZIERIUK /usr/lib/
debug/lib/modules/$(uname -r)/kernel/ FHXEXAIREEXHEFFZAN
modules WFBFH,

3. TESEME. NG RERIREEXHE UK modules FERMWBE RS, B5hcrash st
FBfER:

> crash VMLINUX-VERSION vmcore
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FELEMSHEN LOHEME, crash TREFHSERN TR EL

> crash /boot/vmlinux-5.3.18-8-default.gz \
/var/crash/2020-04-23-11\:17/vmcore

crash 7.2.1

Copyright (C) 2002-2017 Red Hat, Inc.

Copyright (C) 2004, 2005, 2006, 2010 IBM Corporation

Copyright (C) 1999-2006 Hewlett-Packard Co

Copyright (C) 2005, 2006, 2011, 2012 Fujitsu Limited

Copyright (C) 2006, 2007 VA Linux Systems Japan K.K.

Copyright (C) 2005, 2011 NEC Corporation

Copyright (C) 1999, 2002, 2007 Silicon Graphics, Inc.

Copyright (C) 1999, 2000, 2001, 2002 Mission Critical Linux, Inc.

This program is free software, covered by the GNU General Public License,
and you are welcome to change it and/or distribute copies of it under
certain conditions. Enter "help copying" to see the conditions.

This program has absolutely no warranty. Enter "help warranty" for details.

GNU gdb (GDB) 7.6

Copyright (C) 2013 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty" for details.

This GDB was configured as "x86 64-unknown-linux-gnu".

KERNEL: /boot/vmlinux-5.3.18-8-default.gz
DEBUGINFO: /usr/lib/debug/boot/vmlinux-5.3.18-8-default.debug
DUMPFILE: /var/crash/2020-04-23-11:17/vmcore
CPUS: 2
DATE: Thu Apr 23 13:17:01 2020
UPTIME: 00:10:41
LOAD AVERAGE: 0.01, 0.09, 0.09
TASKS: 42
NODENAME: eros
RELEASE: 5.3.18-8-default
VERSION: #1 SMP 2020-03-31 14:50:44 +0200
MACHINE: x86 64 (2999 Mhz)
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MEMORY: 16 GB
PANIC: "SysRq : Trigger a crashdump"
PID: 9446
COMMAND: "bash"
TASK: ffff88003a57c3cO [THREAD INFO: ffff880037168000]
CPU: 1
STATE: TASK RUNNING (SYSRQ)

crash>

mLHMHBELYIEERNEIE: TERZERNE 42 MESEEET. AniNERZ PID A
9446 BESER Y SysRq fiik 28, LLESE— Bash #12, EAERHY echo & Bash 455
HRERa <.

crash LAEFEE GDB WEM EHHEN, HREFZTIMITG S, NRERARHFIEASEHK
B bt, 35S ER R EE B TESHEH:

crash> bt

PID: 9446  TASK: ffff88003a57c3cO CPU: 1  COMMAND: "bash"

#0 [ffff880037169db0] crash kexec at ffffffff80268fd6

#1 [ffff880037169e80]  handle sysrq at ffffffff803d50ed

#2 [ffff880037169ecO0] write sysrq trigger at ffffffff802f6fc5

#3 [ffff880037169ed0] proc reg write at ffffffff802f068b

#4 [ffff880037169f10] vfs write at ffffffff802blaba

#5 [ffff880037169f40] sys write at ffffffff802blclf

#6 [ffff880037169f80] system call fastpath at ffffffff8020bfbb
RIP: 00007fa958991f60 RSP: 00007fff61330390 RFLAGS: 00010246
RAX: 0000000000000001 RBX: ffffffff8020bfbb RCX: 0000000000000001
RDX: 0000000000000002 RSI: 00007fa959284000 RDI: 0000000000000001
RBP: 0000000000000002 R8: 00007fa9592516f0 R9: 00007fa958c209c0O
R10: 00007fa958c209cO R11l: 0000000000000246 R12: 00007fa958c1lf780
R13: 00007fa959284000 R14: 0000000000000002 R15: 00000000595569d0
ORIG RAX: 0000000000000001 CS: 0033 SS: 002b

crash>

m7E, RENBERE—FZR T Bash 5MTHIAES echo a3 A /proc/sysrq-trigger &
ET—1MFR. HNAMEREFREIRAILFRG, AT crash_kexec() K, LLEREIER
T panic(), B Kdump R7ET &%
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bR 7 EZHY GDB @32 AR bt B BhRZASLASM, crash SERREFIEENX T 5 Linux RiZZE1918
KIVEMEr S, XL AR Linux RIZBVAEEIESEN, HUEMZENRITETXER
o Blan, ERILIGER ps FIH ARV IEEBITRIES. A sym FILG! L B & tER 3t BYFR
BERZAS, ATWENMTSHE, FA files AU HENFIBITAXHERTT.
kmem AJ ABTREXAZAFHAENAT, £H vm JLUREHBRNEDRTF, EEREEITN
BRETRA. BRABLHNIIRRK, ERAEFZ I BT ZMEIFRIET,
AR R SRR T E A Linux 83 (190 ps 7 Lsof) BYTHAE, BEMIEIRAZFIkH
PINEHIRE, FE T GDB WRAZEHAEFBRARREEKAE. XERIREL T4 EAE
Bl Itsh, ERETH Linux Riz. AXENRERETZMERNSEEERR,

18.9 Kdump S4ECE

Kdump BIECEETFTE /etc/sysconfig/kdump #, EHATLAEH YaST RECE

Kdump, Kdump BEEIETE YaST =50 ES > N Kdump e, AT Kdump i
I A] B3 18 Ao

B LAfEF KDUMP_SAVEDIR EIE A NIZAEMERNE R, FER, RREMEANAIGES

EEKR. MNRFHEFGHEEANGHA BEE=EKT KDUMP_FREE DISK SIZE %
IEEME, Kdump BIELFREE. 15 FE, KDUMP_SAVEDIR mJiR%!I URL #&3C
PROTOCOL://SPECIFICATION, Eeh PROTOCOL A1 file. ftp. sftp. nfs =

cifs, specification RIEMMNME. HI¥0, EE FTP IRS23][ LRERNZEEME, BERAUT
URL ¥ER#EHR: ftp://username:password@ftp.example.com:123/var/crashs

NiZEEREREAN, B8R FLIMATEEND, /A KDUMP_DUMPLEVEL %L A] LA& BE
hHTT, ZIEWMANES 0 5 31 2B FE. NRIEE 0, HEXNERAN. MRIEE 31,
BER RN E, BXOIBEENTERE, FEN kdump B9FATT (man 7 kdump),

BE, FRERDNAZEEXDRREER. §ld, MRETBIMEEEREE, HNEREE
EBHEERPTE —LEHETE, TLURBXMMIE, ALk, B KDUMP_DUMPFORMAT i& &/
compressed, crash SLRREFZIFN ERNEZEHITOISHEESE,
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O == 3 Kdump EEEXHHIEXR

Bk /etc/sysconfig/kdump X#fE, FEI5TT systemctl restart
kdump.service, &N, BETXESISRAN, XEBERAEK.

18.10 E%(=E

HEBE—RNEE Kexec Ml Kdump BIZRNGEMSEXH. B, TAXEERARFAIHEHE
THRREESESE:

* B Kexec SEAREFHIFE, 1820 kexec BIFATI (man 8 kexec).

e IBM £ https://developer.ibm.com/technologies/linux/ # L1247 B X UNMEI7E IBM Z {4
REMPEREETENSES MR,

o &R LATE https://developer.ibm.com/technologies/linux/ 2 £ ENHE X Kexec B9—Af%
(HSH

o BX%L AT SUSE Linux Enterprise Server #§ Kdump BNE ST, 58 M http://
ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf a,

o O] LATE http://Ise.sourceforge.net/kdump/documentation/ols2005-kdump-
paper.pdf 2 % Kdump REBEHIBGENIGEEE,

BX crash BESHANEXTANESZA T, BEBUTER:

* R GDBFYfEEM (info gdb) 9, https://sourceware.org/gdb/documentation/ 2 L
IR T AT4TENAYIERE,

e crash SLAERFRHEESESERIBAER), £ help COMMAND BJLUE R command BYEXA]
FEBh,

o MRIEEAFFTEN Perl 1288, mILUER Alicia REHIE. &R LTE http://
alicia.sourceforge.net/ 2 £33 crash SEAAEFHILEET Perl B95F1IR.
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http://ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf
http://ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf
http://lse.sourceforge.net/kdump/documentation/ols2oo5-kdump-paper.pdf
http://lse.sourceforge.net/kdump/documentation/ols2oo5-kdump-paper.pdf
https://sourceware.org/gdb/documentation/
http://alicia.sourceforge.net/
http://alicia.sourceforge.net/

o WMRRIFE Python, MINZEZE Pykdump, ILth3RHEERIEEBEED Python BIAIEH!
GDB.

* | Daniel P. Bovet #1 Marco Cesati &%8J (Understanding the Linux Kernel) (T f#&
Linux %) (ISBN 978-0-596-00565-8) FRIFE L EMELAR T Linux RIZHIREZRLEH,
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19 fEH systemd-coredump Xt TR AR R
1T

systemd-coredump AIWEH B RAZIZOEME, BToMNBRERFERA#R, SENHE

(XETRBERFNFAEHZ) R, KTARIASEZOEEICRE systemd BE (300
BrREREIEE) , HBZOEMEETEIE /var/1lib/systemd/coredump FREYEAN
Ao R ATLUEREA gdb 5% crash SEHM T ERXNEREXYE (BEWE 1887 “9OiFEEH
EHE ) o BTN EEFZOEME, MENREHIERIBE, XFEMERTRERM/ DK
RS BN E S #ETF,

19.1 AZEMEE

systemd-coredump BRIAEEHA, BERIAIHIETT,. BRIAERE[ITF /etc/systemd/

coredump.conf A

[Coredump]
#Storage=external
#Compress=yes
#ProcessSizeMax=2G
#ExternalSizeMax=2G
#JournalSizeMax=767M
#MaxUse=

#KeepFree=

UTRAIZTRIAGER Vim #1TREBRINE, 757EREIE—1 segfault REM B ST Z O
fifio

312 19.1 . /A VIM SR OFEE
1. BA debuginfo-pool #l debuginfo-update IR
2. &% vim-debuginfo

3. BEhvim testfile HEN—LLFHF
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4. FKREY PID #H4 A% segfault:

> ps ax | grep vim
2345 pts/3 S+ 0:00 vim testfile

# kill -s SIGSEGV 2345
Vim B A HEIRER

Vim: Caught deadly signal SEGV
Vim: Finished.
Segmentation fault (core dumped)

5. FILERIZOFEfE, ARNEHITRSE:
# coredumpctl
Wed 2019-11-12 11:56:47 PST 2345 1000 100 11 *

# coredumpctl info

PID: 2345 (vim)

UID: O (root)

GID: 0 (root)

Signal: 11 (SEGV)

Timestamp: Wed 2019-11-12 11:58:05 PST
Command Line: vim testfile

Executable: /bin/vim

Unit: session-1.scope

Slice: user-1000.slice

Session: 1

Owner UID: 1000 (tux)

Boot ID: b5c251b86ab34674a2222cef102c0c88

Machine ID: b43c44a64696799b985cafd95dc1b698

Hostname: linux-uoch

Coredump: /var/lib/systemd/coredump/
core.vim.0.b5c251b86ab34674a2222cefl02

Message: Process 2345 (vim) of user O dumped core.

209

TIME PID UID GID SIG PRESENT EXE

/bin/vim

Control Group: /user.slice/user-1000.slice/session-1.scope

FAEAERE | SLES 15 SP4



Stack trace of thread 2345:

#0 0x00007f21dd87e2a7 kill (libc.so0.6)

#1 0x000000000050cb35 may core dump (vim)

#2 0x00007f21ddbfec70  restore rt (libpthread.so.0)
#3 0x00007f21dd92ea33  select (libc.so0.6)

#4 0x000000000050b4e3 RealWaitForChar (vim)

#5 0x000000000050b86b mch inchar (vim)

MREBZM2OFEE, coredumpctl info KB RFAEXLILLEESE, AI#E
PID. COMM (85<) ¢ EXE (FTHITXHIVCERE) TIBOELE, fld, EF Vim BIFE
PRIDEEfiE

# coredumpctl info /bin/vim
1% PID EF B MROFEAE:

# coredumpctl info 2345
REERIZOHHE gdb:

# coredumpctl gdb 2345

PRESENT 5|2 SR RFECHEEFENZOEE. IRZFEAT, WRREZEEMEENZD
#%fi%, coredumpctl FMBEPFRERTER. EAILUTE /etc/systemd/coredump. conf
A Storage ETUTHILLIT A

* Storage=none — FEHERIERIZOEME, BREEF. XFEHEBTRER DERER
HNWES#EF, Flt, BFRFEe—REEERIPES) (GDPR) B/,

* Storage=external — 1z OMEFETE /var/1lib/systemd/coredump A
* Storage=journal — Bz OMETEE systemd HEH

BREMZOEEER systemd-coredump BUFTSEF, Eitb, F—XRiZOEENSNBERE
BX, MERERMNEARS.

EEMRFAEZOEERISFRE, EAILUEA coredumpctl kA RFEZOEEE, LUTFRAIIE
PID Stz 0EefiE, HIF % OMETETE vim. dump HR:
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# coredumpctl -o vim.dump dump 2345

BXTENGSIIZIYIR, 55 nan systemd-coredump. man coredumpctl #1man

coredump. conf,

211 FBSARIACE | SLES 15 SP4



VII {EERfEHRE BN [E 2 B £

20 fEMEtEIN 213



20 iEHAETiElTY

MFMEIMEMS, ILITENMNEMEENNHRERSIEREXEE, BEMWIRRSZE]
LI ERY, BN, 5 (EiEiERE) ,$38%F “FA NTP BELEE” PRI ZERRIM
LZBF BN (NTP)o

FERRETE Y (PTP) I Fb R M, B NTP B, PTP ZiFN AAZAMAF =8, SUSE
Linux Enterprise Server FRIAZE & X MEZIRHIEFIR R PTP B ¥R HF,

20.1 PTP &Y

PTP BRI FNEREMEREN, NEBNHRRZEIHEN. BREWHS M EIET
AR(EER (BMC) BiZEH. RE— N mONKHEILIE ER BRI UIZ MBS T, H3ERY
HIT B (0C). AEZ N HONRHEIUE— MmO LM ERNFUKRS —NiHEO ERM
BE . IEAREI IR BRI (BC). TNEERIHIRABRENM, BRENHEIS2IKEN
4t (GPS) B, Xt¥, NERIMEEEB S ERESSREY

EHXHFE PTP WEBMBE . KFMZIIRAM MR OITH2 (NIC) #5<H PTP, BEFAR L
TEMLZWERER B AIE PTP B95EH, BAFRAE PTP BIShZ BIRNMBAH B PTP B4 L&
RV,

20.1.1 PTP Linux 3Zfi@

£ SUSE Linux Enterprise Server £, H linuxptp 24121 PTP 525, i5{ER zypper
install linuxptp LEZUHE. ZRGEFEEHTIEHEL R ptpdl # phc2sys 2
Fo ptpdl SKif PTP AR A E @RS, MNRBAEHNE, ptpdl 25 PTP EHEITHE
FEIEH, MREARGNE, T2RALXNHRS TN, NHEBEGRERRAR
RS EIMLEIEOF (NIC) £AY PTP BEFAT AT, #+EE phe2sys,
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20.2 fER PTP

20.2.1 RBIXchiZF ARG 255

PTP ZER{EABIAZMAEIRENTE R STIFER IS BA B R AF AT B LtkSh, NIC Bz IR RE (e
AYBY &L, ERILAER ethtool RIGIRTHTZRFF] NIC B ELTHAE:

> sudo ethtool -T ethO

Time stamping parameters for ethO:

Capabilities:

hardware-transmit (SOF_TIMESTAMPING TX HARDWARE)
software-transmit (SOF_TIMESTAMPING TX SOFTWARE)
hardware-receive (SOF_TIMESTAMPING RX HARDWARE)
software-receive (SOF_TIMESTAMPING RX SOFTWARE)

software-system-clock (SOF TIMESTAMPING SOFTWARE)
hardware-raw-clock (SOF_TIMESTAMPING RAW HARDWARE)
PTP Hardware Clock: 0
Hardware Transmit Timestamp Modes:

off (HWTSTAMP_TX OFF)

on (HWTSTAMP_TX ON)
Hardware Receive Filter Modes:

none (HWTSTAMP_FILTER NONE)

all (HWTSTAMP_FILTER ALL)

MENBREEUTSH

SOF TIMESTAMPING SOFTWARE
SOF_TIMESTAMPING TX SOFTWARE
SOF TIMESTAMPING RX SOFTWARE

EHNEEEU TS
SOF_TIMESTAMPING_RAW_HARDWARE

SOF TIMESTAMPING TX HARDWARE
SOF_TIMESTAMPING RX HARDWARE
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20.2.2 fEF ptpal

ptpdl SLANEREHI S, EFEEL root BHMER - 1 ETISE ZIFEGBAMEIED, -m
B ptpd L BEHHRIERVRERYE, MARYEIRANASTICRIA:

> sudo ptp4l -m -i ethO

selected eth® as PTP clock

port 1: INITIALIZING to LISTENING on INITIALIZE
port 0: INITIALIZING to LISTENING on INITIALIZE
port 1: new foreign master 00al52.fffe.0b334d-1
selected best master clock 00al52.fffe.0b334d
port 1: LISTENING to UNCALIBRATED on RS SLAVE

master offset -25937 sO freq +0 path delay 12340
master offset -27887 sO freq +0 path delay 14232
master offset -38802 sO freq +0 path delay 13847
master offset -36205 sl freq +0 path delay 10623

master offset -6975 s2 freq -30575 path delay 10286
port 1: UNCALIBRATED to SLAVE on MASTER CLOCK SELECTED
master offset -4284 s2 freq -30135 path delay 9892
master offset ERTMENSENHZEINRE (UMTRRAL) ,

sO. sl. s2 IETEERNMEARNARIRES: s0 XRREHED, s1 XRRENHTH, 2 XRE
BME. MNBEERSTEIERS (s2), HH pi offset const EMEEREXEFIRENT
B, NSRS #H, MRESESAE (EXFHAEE, 55 man 8 ptpal) .

freq BRI FHIVAREE (UHZ5= (ppb) BEM) .

path delay ERTMENFHLENED HENTITER (AT AR .

w0 0 A F s PTP EIEM Unix HEET, w0 12 eth03EO,

INITIALIZING. LISTENING. UNCALIBRATED #1SLAVE 244 INITIALIZE. RS SLAVE

A MASTER CLOCK SELECTED EHATEXBVIHORESRAl, ZHimIKZSM UNCALIBRATED &
B89 SLAVE BY, FRRITENBES PTP ENHINES

ISR LUER - S 3T /S AT B
> sudo ptp4l -m -S -i eth3

B LU ptpdl EARRSEIETT:
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> sudo systemctl start ptp4l

EUHERT, ptpdLEM /etc/sysconfig/ptpdl XEIEEREE, BRINBERT, XHS
$E8T ptpdL M /etc/ptpal. conf ZEXECE XD, BX ptpdl iEMMEE X IRENIFH(E
g, 58 man 8 ptpal,

EXABH ptpal RS, FIEITATEHR<L:
> sudo systemctl enable ptp4l

BERZRS, BET

> sudo systemctl disable ptp4l

20.2.3 ptpal BBEXH

ptpdl A LIMANER R EXHIRINERE. BTAIAKREREAREXH, EFEED - f15E
FeE X o

> sudo ptp4l -f /etc/ptp4l.conf

EEXHRNETHD. £/BES (L [globall &) ATIREREFED. BTFRAIAIZAIA
imEIR. HMH2SRHENROERX, SBERANROET. SoHRFEEEN KOS
M — B30 [ethO]. =RHIKAERDFIATER S1TiED,

[globall

verbose 1

time stamping software
[ethO]

THIEE X AFR T LA T an <3k
> sudo ptp4l -i eth® -m -S

BX ptpdl ECEETHESIR, 152 man 8 ptpdlo

20.2.4 IERIN=
ptpa LB RIS ENBIEIER: S (P2P) KT (E2E)
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P2P
b7 EER -PIEE.
E R B Rt MEIRIR PN E M R, HEEHMINEER, XESMROAMES
S— MmOk PTP EEMNNMEHAERLL G E. P2P R E@EHRFEPRBEEGNS
o

E2E
75 7AGER -E4EE. ARIARE.

Bahi&EA &
LA -AEE. Bamambl E2E #RI0E5 ptpdl, SNRWE T HEFERIEK, NE
B9 P2P 13K,

O == zENEs*
B4 PTP @il LRPRE B shas U E R ABEIRY 7 /A RN E R BIRER, SNREfEA E2E
MHIIRO LR T MEIERIEK, SEEFEA P2P MiHlfimO LR T E2E iERiE

X, BRINEES,

20.2.5 PTP BEEFim. pmc

ERILAER pme FRIRREVE X ptp4l WEIFAES. pmc MTERANSE L1TIREURZ T
FMEE ID 5ERVIRIE, AEBIEENERAIXIZE, HIIBKREINERES, ZF=FZ
. GET RFIEEMESE, SET EMIEERIES, C(MD (5 COMMAND) AiECtEERIE Mo

HINBERT, EEGSTEMEIRO LI, ErILUER TARGET th < NE4UH BIXFFER
B flImO. INFEIE ID IR, 51T pmc help,

> sudo pmc -u -b @ 'GET TIME STATUS NP'
sending: GET TIME STATUS NP
90f2ca.fffe.20d7e9-0 seq © RESPONSE MANAGMENT TIME STATUS NP

master offset 283
ingress time 1361569379345936841
cumulativeScaledRateOffset +1.000000000
scaledLastGmPhaseChange 0
gmTimeBaseIndicator 0
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lastGmPhaseChange 0x0000'0000000000000000.0000
gmPresent true
gmIdentity 00b058. feef.0b448a

-b TS EFF R IXE R RNIAFR R RE, RKIETULE N 0 SRHAFREI A A ptpal SLfl,
NN EE R RIEE AR SEHIEIRAY PTP TR A HAVEE, REINESATEEEE:

stepsRemoved
B B EPAVE T T R

offsetFromMaster. master_offset
ZES 5 FE a5 2 8] ENENRE (F)) .

meanPathDelay
MERBEENFELHEHNTITER (HF)) .

gmPresent
SNRA true, MFT PTP BHERD EIEIIH; AHBIHARZEBR T

gmldentity
Lt 9B E B & 1970

BX pmec sa L 1TIRIRYEETIR, HS M man 8 pmc,

20.3 f#EFH phc2sys [EZ Bt

55/ phc2sys TS R4 ES EIM £ LAY PTP BRI (PHC), RZETShEA N MBRT
th, MM-R_LERBIERNNENH, PHC ASEMFA ptpdl BAF (FEWE 2021 “FH
PTP” ) o 1#H -s AlREREAMBIZEOIEE TN, FH -w AFFED ptpd L EANEBRT R

=
y[h3Ye]

> sudo phc2sys -s eth0 -w

PTP ZEFREFES (TA) i51T, MAZRISFERNZ MR SRET (UTC), MRIEFIEE -wKF
fFptpal [EF, RILAEA -0 RIEE TAI 5 UTC ZEIffRE (LIRS

> sudo phc2sys -s ethO® -0 -35
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W el LUK phe2sys fEARRSIETT:
> sudo systemctl start phc2sys

FELLERT, phc2sys M /etc/sysconfig/phc2sys X%
DHFAES, 1550 man 8 phc2sys,

EXABH phc2sys fRS, BT TS
> sudo systemctl enable phc2sys

BRRZIRS, BE1T

> sudo systemctl disable phc2sys

JiBlEZ

H PTP HEIRF EE TEH BER TEM4EBRT, ptpdl Al phc2sys &

BENERENMERFETINE R,
ptpdl it nfl:

ptp41[351.358]: selected /dev/ptp® as PTP clock

o BX phc2sys ik

E/H\Hﬁ/%éltb H II_;\EHIJH:II

ptp41[352.361]: port 1: INITIALIZING to LISTENING on INITIALIZE
ptp41[352.361]: port 0: INITIALIZING to LISTENING on INITIALIZE
ptp41[353.210]: port 1: new foreign master 00a069.eefe.0b442d-1
ptpd4l[357.214]: selected best master clock 00a069.eefe.0b662d
ptp4l[357.214]: port 1: LISTENING to UNCALIBRATED on RS SLAVE

ptp4l[359.224]: master offset 3304 s0 freq +0 path delay 9202
ptp4l[360.224]: master offset 3708 s1 freq -28492 path delay 9202
ptp4l1[361.224]: master offset -3145 s2 freq -32637 path delay 9202
ptp4l[361.224]: port 1: UNCALIBRATED to SLAVE on MASTER CLOCK SELECTED
ptp4l[362.223]: master offset -145 s2 freq -30580 path delay 9202
ptp41[363.223]: master offset 1043 s2 freq -28436 path delay 8972
[...]

ptp4l[371.235]: master offset 285 s2 freq -28511 path delay 9199
ptp4l[372.235]: master offset -78 s2 freq -28788 path delay 9204
phc2sys Rt nl:
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phc2sys[616.617]: Waiting for ptp4l...

phc2sys[628.628]: phc offset 66341 s0O freq +0 delay 2729
phc2sys[629.628]: phc offset 64668 s1 freq -37690 delay 2726
[...]

phc2sys[646.630]: phc offset -333 s2 freq -37426 delay 2747
phc2sys[646.630]: phc offset 194 s2 freq -36999 delay 2749

BE, ptpdl SIEEMBMBENEE, EAILUFEA summary interval I8SBRIZINE, H
ERNFRAR A 2N XE. fli0, ERHmEMEEEAIEE 1024 (FF2/10) #, B TE
—1THRINE /etc/ptpal. conf X5,

summary interval 10

TEE B LAER -u SUMMARY - UPDATES JEIRPEIE phc2sys s SHIEFIAE,

20.4 ECE

ATNEE/LD ptpdl BE Rl XERFIFARTEMEREXH, MEEXTFE X HFENRS
FEYIR. FRFH ethX ARIKEPRIKFRMEREO R

f5120.1 : ERRMAEIEEIMEEISH
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”

Kin k& /etc/ptpal. conf HITEX,

f5120.2 : fEMRREHIIEERIMIE BT
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”
/etc/sysconfig/phc2sys:
OPTIONS="-s ethX -w”

KIt9o%k /etc/ptpal. conf HITEX,
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f5120.3 : fERAMEGISERRYERSH
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptpd4l.conf -i ethX”
/etc/sysconfig/phc2sys:
OPTIONS="-s CLOCK REALTIME -c ethX -w”

/etc/ptpdl.conf:

priorityl 127

f5120.4 : ERAMRAFISEMNERY (—RRFEINER)
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”
/etc/ptp4l.conf:

priorityl 127

20.5 PTP A0 NTP

NTP #1 PTP BRI TR UHTE, IR EtEREL,

20.5.1 NTPZ| PTP Y[EF

£/ chronyd A & RSKES Y, AR ptpdl BLE BRI, LUEET PTP MEHIAR
iR K BiEl, 1E /etc/ptpdl.conf BN priorityl ¥EI:

[globall

priorityl 127

[ethO]

SAIEIETT ptpdl:
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> sudo ptp4l -f /etc/ptp4dl.conf

FEREHREE, 2B phc2sys & PTP EHBIHHEID B RGRTEH:

> sudo phc2sys -c eth® -s CLOCK REALTIME -w

20.5.2 FdE PTP-NTP [

TERECE ¥ PTP BTN SRR R ERHYLE R, WIRAILUER S EAEHEY PTP 8RN, N
THENA LN PTP MEHISE 1 /& NTP BRS3281E1T. LN BHFERINESNEREO, H
BErE R EIZERIBRENM. XAIUBREMNZPLNSERHNELD .

¥ ptpdl #1 phc2sys ZFEEEAFHA— I NEZIZORED PTP BT R4, RAER
chronyd EEENERS—iZORER S E:

bindaddress 192.0.131.47

hwtimestamp ethl
local stratum 1

Q) ’x=: NTPFIDHCP
BUAERT, % DHCP BF IR < dhclient UREI NTP RS E3FIRET, S XERS S
AINEINTP ECE. AFALERILITA, HRE

NETCONFIG NTP POLICY=""

(7£ /etc/sysconfig/network/config X&EH) o
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A GNU TFrRIIE
AHIREA GNU EIBRYFATEARA 1.2,

GNU free documentation license

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St,
Fifth Floor, Boston, MA 02110-1301 USA. Everyone is permitted to copy and
distribute verbatim copies of this license document, but changing it is not
allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional
and useful document "free" in the sense of freedom: to assure everyone the
effective freedom to copy and redistribute it, with or without modifying it,
either commercially or non-commercially. Secondarily, this License preserves
for the author and publisher a way to get credit for their work, while not being
considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the
document must themselves be free in the same sense. It complements the GNU
General Public License, which is a copyleft license designed for free software.
We have designed this License to use it for manuals for free software, because
free software needs free documentation: a free program should come with
manuals providing the same freedoms that the software does. But this License is
not limited to software manuals; it can be used for any textual work, regardless
of subject matter or whether it is published as a printed book. We recommend
this License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains
a notice placed by the copyright holder saying it can be distributed under the
terms of this License. Such a notice grants a world-wide, royalty-free license,
unlimited in duration, to use that work under the conditions stated herein. The
"Document", below, refers to any such manual or work. Any member of the
publicis a licensee, and is addressed as "you". You accept the license if you copy,
modify or distribute the work in a way requiring permission under copyright law.
A "Modified Version" of the Document means any work containing the Document
or a portion of it, either copied verbatim, or with modifications and/or translated
into another language.

A "Secondary Section" is a named appendix or a front-matter section of the
Document that deals exclusively with the relationship of the publishers or
authors of the Document to the Document's overall subject (or to related
matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary
Section may not explain any mathematics.) The relationship could be a matter
of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are
designated, as being those of Invariant Sections, in the notice that says that

the Document is released under this License. If a section does not fit the above
definition of Secondary then it is not allowed to be designated as Invariant.

The Document may contain zero Invariant Sections. If the Document does not
identify any Invariant Sections then there are none.
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The "Cover Texts" are certain short passages of text that are listed, as Front-Cover
Texts or Back-Cover Texts, in the notice that says that the Document is released
under this License. A Front-Cover Text may be at most 5 words, and a Back-Cover
Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the general public,
that is suitable for revising the document straightforwardly with generic text
editors or (for images composed of pixels) generic paint programs or (for
drawings) some widely available drawing editor, and that is suitable for input

to text formatters or for automatic translation to a variety of formats suitable

for input to text formatters. A copy made in an otherwise Transparent file

format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image
format is not Transparent if used for any substantial amount of text. A copy that
is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without
markup, Texinfo input format, LaTeX input format, SGML or XML using a publicly
available DTD, and standard-conforming simple HTML, PostScript or PDF
designed for human modification. Examples of transparent image formats
include PNG, XCF and JPG. Opaque formats include proprietary formats that can
be read and edited only by proprietary word processors, SGML or XML for which
the DTD and/or processing tools are not generally available, and the machine-
generated HTML, PostScript or PDF produced by some word processors for
output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such
following pages as are needed to hold, legibly, the material this License requires
to appear in the title page. For works in formats which do not have any title page
as such, "Title Page" means the text near the most prominent appearance of the
work's title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named sub-unit of the Document whose

title either is precisely XYZ or contains XYZ in parentheses following text that
translates XYZ in another language. (Here XYZ stands for a specific section name
mentioned below, such as "Acknowledgements", "Dedications", "Endorsements",
or "History".) To "Preserve the Title" of such a section when you modify the
Document means that it remains a section "Entitled XYZ" according to this
definition.

The Document may include Warranty Disclaimers next to the notice which

states that this License applies to the Document. These Warranty Disclaimers
are considered to be included by reference in this License, but only as regards
disclaiming warranties: any other implication that these Warranty Disclaimers
may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially
or non-commercially, provided that this License, the copyright notices, and the
license notice saying this License applies to the Document are reproduced in

all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading
or further copying of the copies you make or distribute. However, you may
accept compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may
publicly display copies.
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3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed
covers) of the Document, numbering more than 100, and the Document's

license notice requires Cover Texts, you must enclose the copies in covers that
carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly

and legibly identify you as the publisher of these copies. The front cover must
present the full title with all words of the title equally prominent and visible. You
may add other material on the covers in addition. Copying with changes limited
to the covers, as long as they preserve the title of the Document and satisfy these
conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should
put the first ones listed (as many as fit reasonably) on the actual cover, and
continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more
than 100, you must either include a machine-readable Transparent copy along
with each Opaque copy, or state in or with each Opaque copy a computer-
network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy
of the Document, free of added material. If you use the latter option, you must
take reasonably prudent steps, when you begin distribution of Opaque copies in
quantity, to ensure that this Transparent copy will remain thus accessible at the
stated location until at least one year after the last time you distribute an Opaque
copy (directly or through your agents or retailers) of that edition to the public.
Itis requested, but not required, that you contact the authors of the Document
well before redistributing any large number of copies, to give them a chance to
provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the
conditions of sections 2 and 3 above, provided that you release the Modified
Version under precisely this License, with the Modified Version filling the role

of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things
in the Modified Version:

A. Usein the Title Page (and on the covers, if any) a title distinct from that
of the Document, and from those of previous versions (which should,
if there were any, be listed in the History section of the Document). You
may use the same title as a previous version if the original publisher of
that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified Version,
together with at least five of the principal authors of the Document (all
of its principal authors, if it has fewer than five), unless they release you
from this requirement.

C. State on the Title page the name of the publisher of the Modified
Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to
the other copyright notices.

F. Include,immediately after the copyright notices, a license notice giving
the public permission to use the Modified Version under the terms of
this License, in the form shown in the Addendum below.

G. Preservein that license notice the full lists of Invariant Sections and
required Cover Texts given in the Document's license notice.
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H. Include an unaltered copy of this License.

I. Preserve the section Entitled "History", Preserve its Title, and add to
it an item stating at least the title, year, new authors, and publisher of
the Modified Version as given on the Title Page. If there is no section
Entitled "History" in the Document, create one stating the title, year,
authors, and publisher of the Document as given on its Title Page, then
add an item describing the Modified Version as stated in the previous
sentence.

J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise the
network locations given in the Document for previous versions it was
based on. These may be placed in the "History" section. You may omit
a network location for a work that was published at least four years
before the Document itself, or if the original publisher of the version it
refers to gives permission.

K. Forany section Entitled "Acknowledgements" or "Dedications",
Preserve the Title of the section, and preserve in the section all the
substance and tone of each of the contributor acknowledgements and/
or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in
their text and in their titles. Section numbers or the equivalent are not

considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be
included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to
conflict in title with any Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices

that qualify as Secondary Sections and contain no material copied from the
Document, you may at your option designate some or all of these sections

as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version's license notice. These titles must be distinct from any other
section titles.

You may add a section Entitled "Endorsements", provided it contains nothing
but endorsements of your Modified Version by various parties--for example,
statements of peer review or that the text has been approved by an organization
as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage
of up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the
Modified Version. Only one passage of Front-Cover Text and one of Back-Cover
Text may be added by (or through arrangements made by) any one entity. If the
Document already includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you
may not add another; but you may replace the old one, on explicit permission
from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give
permission to use their names for publicity for or to assert or imply endorsement
of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified versions,
provided that you include in the combination all of the Invariant Sections of all
of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty
Disclaimers.
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The combined work need only contain one copy of this License, and multiple
identical Invariant Sections may be replaced with a single copy. If there are
multiple Invariant Sections with the same name but different contents, make
the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else

a unique number. Make the same adjustment to the section titles in the list of
Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the
various original documents, forming one section Entitled "History"; likewise
combine any sections Entitled "Acknowledgements", and any sections Entitled
"Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this License

in the various documents with a single copy that is included in the collection,
provided that you follow the rules of this License for verbatim copying of each of
the documents in all other respects.

You may extract a single document from such a collection, and distribute it
individually under this License, provided you insert a copy of this License into
the extracted document, and follow this License in all other respects regarding

verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and
independent documents or works, in or on a volume of a storage or distribution
medium, is called an "aggregate" if the copyright resulting from the compilation
is not used to limit the legal rights of the compilation's users beyond what

the individual works permit. When the Document is included in an aggregate,
this License does not apply to the other works in the aggregate which are not
themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the
Document, then if the Document is less than one half of the entire aggregate,
the Document's Cover Texts may be placed on covers that bracket the Document
within the aggregate, or the electronic equivalent of covers if the Document is in
electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute
translations of the Document under the terms of section 4. Replacing Invariant
Sections with translations requires special permission from their copyright
holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include

a translation of this License, and all the license notices in the Document, and
any Warranty Disclaimers, provided that you also include the original English
version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this
License or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications",

or "History", the requirement (section 4) to Preserve its Title (section 1) will
typically require changing the actual title.
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9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as
expressly provided for under this License. Any other attempt to copy, modify,
sublicense or distribute the Document is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long

as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU
Free Documentation License from time to time. Such new versions will be similar
in spirit to the present version, but may differ in detail to address new problems
or concerns. See http://www.gnu.org/copyleft/ 2.

Each version of the License is given a distinguishing version number. If the
Document specifies that a particular numbered version of this License "or any
later version" applies to it, you have the option of following the terms and
conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does
not specify a version number of this License, you may choose any version ever
published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace
the “with..Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of
the three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend
releasing these examples in parallel under your choice of free software license,
such as the GNU General Public License, to permit their use in free software.
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