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RLERERER A ITELREIE,

MEFREEEE@EAF TREIREN /etc/shadow X4, BFMHEERAMITENEEBMED
2, EtRNFEEERF ERBEANENOL,
EEREZIFERARHZE (NIST) 26 7T EXOSTHEREN (FJ7E https://
pages.nist.gov/800-63-3/sp800-63b.html#sec5 2 3% E)
BXMENEEOSTHKENAT, EE0RE 1837 "LOLIEE" o BX Linux EHNEMIIEN—
BRIER, BEWE 259 “SHWIIE"

1.3 &

MREHRFEWNE, AUERENRKIMELTBRIRTS, KE bug BIEIMNT, HATLER
BB ERARS BRAHITILR, WFEFRS, BSQHTEMERNIE G E G AN
EEER (BN /A ZIREENENTEE, HEMIRENET) -

HFERRER, —EQRRMARBIVEREEENIZERUNRRBREE KB, MRE
RUIMRIR A SHERIAR B RV EER, ERREEFBIFULEERY R E Linux &S
BXRSBVIER2BMNBERTED. Wi, TRIWNENEOHIEHITME, AIXE
PNEDEFERITIRGE, BANBIEOXAHRGHRITINEE (WNER) . MREMEERER
(BlanfEzigE®) , MERFRIFRIERZREENBTE. MREOVRASZTEEINE, N
ERAMEENAN, EEMEEL, MBELAHREREONTEL. B1F5EE, HNARFERRD
EEIBERTHEED. I, ENEENBEZREIRNEMERZIRIET
MRENENTREBRNERRMBANR, BESVHESDHITELERT. MRERK—FRE
REARICNERFNE, WEAEENEESHRENEEXHHEERERF. BRERBE KN
BEHEUERERNAEEER.
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BMEREFEERAENLT2EN, tNERNERENPERREXHZENES, XEHT
Y2 (BEERENREIMEREE) . WA ZEZREEABTFASME R EERHHIF

1%,

1.4 RGpTEME

NREEGLUESNSLEAESHEN, SERENNARSISZITENE, tiTa URzE S
MBI SHERIREARINR. ERE—TUERN ZME LIRS N BERS SIS, REHIF
FRA T EAERBEBITE R ST NBIAE Ho

55, BREBURENAEIAREIRRE. RIF5ISMERHREFIBEEEE B THERYE
Z2lt. AXEZER, BERE 105 "EZ2E

Z [EREX LU NFENE -

c EEEERIRS, EHIEMAIBEIHILESIS.
° £/ UEFI 0<% ££5|S# GRUB2 O<RIF5|F#H1E,

° Linux RZHB5|1SMERBE, ZEFBE LTRSS SHNZEBEMED, B LUEEH
SISMHBIIMEGE—OL, RPELEMATESISHEERALLESH, IHMTFREERS
EXEE, MXAZEFEL root NRIZ1T, MEAZEZRERFZBNINRT root fXR
HE— MU R
BXESISMEBRPIGEOSCHIFMAES, FEN (BEER) ,F18E “SISMERER
GRUB2” ,%618.26 T “RE3ITOR” .

c EREEME,. BXEZER, BBRNE 135 "NEDXKAXH -

o A cryptctl B ENMREEX. BXEZELR, BELE 14 = “(FH cryptctl 74
ENRAEFMNEERNZE

o £ AIDE N AREERRENEMENR. BXEZES, BENE 215 “EH AIDE
BTN o
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1.5 Xf#imie]

BT Linux RA—NSBEMEXSPRIEEN S E, XERPRXN FEHIX K S ZRERIR
EXEE, XEKE, BrIUERNXHNRRENMEBX 4. BRNBHEEHIARNIR,
RINBERT, KSEEHILEREER root 58, BE, REEEE (HIMNETHO) aEEER
Fifinle

— R, PITRIES MR REFARHEIMRIBAIFN. F190, L root 1XPRIEE B -FHB
HRRLREVEN, NREHERZEFZEE bug, WEHETRESFALL bug EXEHENERZER
FREEMNRARR T, MNEET RN, WalURERA IR,

BXRAT, BBWNE 2017 EGSCHVIET M 2027 TACLEVLET o

AppArmor # SELinux A FE AN BRFMNBFIZENR. X7, ESLE IVES Ed
AppArmor PRHIF” FE VB9 “SELinux 3FEE” o
NRFERRBMATLEIRERAN NI RIER AT (HI90, BI 5| SEXRANIRIRE
%) , BEEEIEMNE, SUSE Linux Enterprise Server A EMZE S HIBEBNIRERFEN DX,
BXEFAEE, BBNE 135 “NESXMZE o

1.6 WK

RIFMERSENEXREENES. NHIRFEIPRATESZH OSIHERE,
TEEREHNARL, MERASHNNBE LA BETHTRMIIEMNE. EREMNER
/I (VPN) fEAMIERS ERMINZ 2R,

SUSE Linux Enterprise Server it 7 Z1E A FRIF ML :

* {3 openss1 AILAGYE X509 jEH, XEIERARAFHIFZHRSHITMNENZHINIE, &
A LIS E B CHHEBM&ENE (CA), HERNEFRERFEEETR. AXAT, BES M man

openssl,

ZEAHBEEMATFWEZRFELEE D ERAMAENXFARAHENE (&KiLh
FREMIRS, NARNZREE. BXFAER, BENE 245 "M
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* fF3 OpenVPN fRIFIEI AL 2MYENKZZIABEIBE, BXFHER, BS
ME255F “EcE VPN BRSS8E

o MRS ERBIAIIE, BXFBER, BBNE 59 SHRIE

L7 FRR

ARG PEENRRR, WEE 0] LA A SRR BCRE 2B R AR PR3 A &
%o MR F/ELE TIZFEARS (B0 HTTP BRSS) , MSERMIFRITEENRB, HEVRSA
ERER, ALElSREERLRA,

HitERAT K EREE, BERGHALZARDATERERFTUEBE, R, RABERD
MM EZEMNARS L UR2NA LR HAER,

ABEEROHIEE (FIW, HEERMAAFNERRRHERE) P %, ErILOTHRXLE
SRR, RNTHREMANNRER EEEERT, IUERGEREL 253 bug IEMAYIR
AMUAE R RRASDEE— M atRRAMRBE (CVE) HSH—2AHFRITER RS (CVSS) &
. ZAWEMTIRFIRENTEM,

SUSE SiRMHZ2EINE, 18T https://www.suse.com/en-us/support/update/ 2 3%

8. https://www.suse.com/support/security/ 7 EiX#& CVE /SHHET ZELEH.

@ AR MEBENRES
SUSE RAERIBRERGREATNAEBRREAEECENME (MEHBHE) . Fit,
BPfE SUSE Linux Enterprise Server AENREBIARZS SR F LI B PRI FThR A
S, SUSE Linux Enterprise Server PR FhR A1 B B & RTEREEE.

BXEZER, B8R ((Hhism) , 78 “RABREESEE" .

—RIERT, EERNZNRGTNTERBHTNITES, XBEEREAEIRLAEHE
Mo o, BATEINBIEGFIEXNIER, IRELSRHTHR™ERRER.

AT HAR R RER I PMERRVIRE , BERRFINESX IR, EEIE 20,17 LY
(IR

HithE k.
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e http://lists.opensuse.org/opensuse-security-announce/ 7, 8% openSUSE £

RYBR{H5 2R

https://nvd.nist.gov/ 7, ESKRREEIEE

https://cve.mitre.org/ 7, MITRE By CVE ¥t

https://www.bsi.bund.de/SiteGlobals/Forms/Suche/BSI/Sicherheitswarnungen/
Sicherheitswarnungen_Formularhtml 2, EEBKBEERERRAEER

https://www.first.org/cvss/ 2, BXRAHFEITFD RANES

1.8 EERWH

EESRHEEEMILTENER ST GEEENRY, SiERs. TR, BFERRHEN
Rootkite BEUHBENIMARERARKEITEN. AL, SFEERRAFRIMAITE, L
HEMKRMFREREE=H84B, SUSE Linux Enterprise Server EE TR RPIRME T ¥
MERF (BMHE) FIR. XU THE=FRHNEE, SUSERRENFIERHEHERE
Bo THIE, SUSE Linux Enterprise Server Wi B EERSNERGENE R, LIRKEST
B,

rpm - -checksig RPM FILE s r] ERMHENRKEMNREREEIER. AJLTE SUSE
Linux Enterprise Server B985—3K DVD LRIk A L E AR 28 LI B 2 ER.

eI LUER ClamAV FHRE R RIGMAS LREBERM. ClamAV el LAEMEIZ MRS,
SNERFARSS2RA0 HTTP IR, XA ERF BohEEN G 2 A Eid s,

PR FE P 4 AT LURL D B IMATTRES R KBS,

1.9 EERERT

UMRREEME T LRAETHRS:
o R THBEHNZERE, RRRBEALEZEATPENHNEEMNRG .
o RAJge@tRfER root $itl. IRERFIEX IR,

° {REERMERHIGEITE R
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o BREENFFEEMFIEMERS,

o RAEHRREH. W, AENEFHABRIRC,

o (£ AIDE (BENBIRNINE) BMAES EXHIEMN,
o REAE=FRHITERE IR,

o EHREFRBED.

o WEREXMH (a0, #H logwatch) .

o BB MIBECENEIEFrE R EXNFIANB R RAIR.

° RANRNZ 2RI,

o FERIRERVIRR NERME (B0, sHBhitENNER) -

1.10 IREL LM

MRERMT REMXWEE, BEOCEESEEANERRGE. WIRSEURANER, &
[ security@suse.de RXEBFHiH, BRMAERBAIFHARBUNRBXNREERES, &
ITEINER GPG INZ5EE FHBf

https://www.suse.com/support/security/contact/ 2 LT R4S SUSE GPG Z4H,
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2 EAEN

BARENZERATITLAEE IT ~aReMENSENR BEARI ZNGE. RAESERE
JRIztE, DURUASERZEFRETME, ARBRINENAETLOAE RELIhEEEK (SFR) LCEEFTE
BIRIFECE X+ (PP) o MNRRE BT (ST) BIEX ST ERELRS (EAL) 4BE, ErRTLIEERAR
EFmlZL2IEE. (R2BITNEXRBESSE PP — MREEHE~mAIEHN PP, )

2.1 &N

BRREX ITEFRPHNEEHERE. KENERA—KELHENERE, MAR— M EHE
HAREIHEERS K. BAKNIES (EALT LUTES) HAMRANEIRMAEMMLER
BR, BAAF AN T —BEENEIRAFERERNERNE: B, EABRILET R
grigit, AR ESEEREBENN, HEEEFMER~mitE TR T,

BIEB N mRERENE AR AT, WENIIZMES” RRURIZEE 7TRAREE, H’
TEENTmEGEBRRNE#ITHR, Att, BRAENSEHIEEEER, B5IT FanREi
KIN—IRZEE2HE BTN,

2.2 HERFEZRS! (EAL)
T HRER R o BRSNS E, FKFSEEM 137!
e EALL: ThaEM

e EAL2: ZEHgMR

EAL3: RFEEMIANICE

EAL4: &%t MhiAFIEZ

EALS: F ikt i

EAL6: FZTUIERUIERYI AR

EAL7: FZz0(LI8IERYIR AT
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EALl BN~ RHEELLERIBHEARRE, EAL2 Bl EALA NP ERERF, EALS Z| EALT #
RPEESURERINRE NRENFEHMIGTZIERUESRFFENB IR, N EALL B2
= mTEA eI A RS RFELR 5o

2.3 — iR

FIEFPIASHENET U TEN, EEENX HCHNRERENRELS X PR MAIEC
B, FEBXEEN,

RuJaeEAA RN
EIER, MEZEREH, EREFATEEMENSEEN. FRMEEIHERESESR
SLeMNBRER, CHAIRIKRATRIINMING, BRESEERMEEMLPE
AL, AERENENRERHIEDR, BENREREASNEATEEEE,
SUSE Linux Enterprise Server 353t LA T B #170%

o AFini2&ER (openssh. man ssh(l)) BIMLKERE (openssl@p

<. stunnel)
* X1 (gpg)
o (IFREMNENXHZRS (dm-crypt. cryptsetup)

* VPN (ipsec. openvpn)

RIMREGERE
RERZHHNELREREFERFINR/ NIESRER, TERITRE RN Z#HEISXHE
TERRLEE, ERURGIFIELENREEE. §ia, ErIUEUEEERENREE,
MAEFEEFERNRGE, 5130, 7E YaST $i%#F apache2-mod perl ZEEIE B
EERE Apache REBBTTFIRNFIEREE. BES AR, LUEEREM
WIBRFANKIX RN, EILUERRNRS, HFUHARMEDT (M) REEIEFNE
RF K B

IRSSFRE — EIRI RS EETTARRIARSS
AJRENERT, RSHENETRATRE—TIRSH—TNAERF. WMREEHEREBKRIIFIA
—IARSS PRVERAHERRE (RISIZERFE RIFIAREMARSS) , XRREIRTEERNERIE AR

5o
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ARG LIRBIARSER AppArmor 2—MERIIREIS . BXIFMES, 7S

DLEE IV ERS @i AppArmor [ES554Y7 #0 apparmor AT,

SUSE Linux Enterprise Server X#FEREIMUIRAR, RAEME—IRATIRS[BES
1, BEXNTRSFEELEREER. A, BMERATELINEIERRYIEITENLIE
TRRSFIRENIEERE, T ENBEE. FIE, BRAEEEFRBEMNNEESH
AETERT Linux RIFEEHIZREMi=E8EE .

RgaE YD
PITEHEMREERRIENTHEE, ERNAAMRINKEHIE R T LEALL, ERE
TENR2BHIRRIHERN—E D, URKREDEEES L
RIREIZM RIS R E D R NEN RAREMNGE O BFDVEI/AERTS RFE BBV
SIEFIZRHTTHREE, UWEREBRERATNER, 706 RESHILEEETE (rpm -
q - -queryformat='%{INSTALLTIME} S{NAME}\n' #{+a &) HNS5&HEE
B E BRI R,
SUSE Linux Enterprise Server 15 SP4 LZEZ 1T H, AIAFHNFRMEZNRLIHAIK
ti. TRAEERZENNEHITEE,
BEBNEERAXGNEFEBMKNER AIDE (BENERINIFE) . YEETLUH#T
VI kEY, SeIBRSPIITFREEXGFIMMEXXGNIEREIERE, XFEmM I UEHEG
REGFRE B R XXX HRITTEMN,

=& 5]

INSEER AIDE, SR MIEES S BEREETESANCE. BN, KE
EMREAEENG T2 RN IERE, SRR RAR,

Wk E WA B ARG T, BT RIS, EFAENE TRaEX
ERRZNBHFIERET, RERAATN/LETETERE. i, BEBINE
A4 (REEHERERESXHRANEMEMRTRS) RTERERE,

FAR, TEEMNNAREFSSTENEUEERY. rpm-qlv packagename B]
SIEBRHBEHREENXHE. RPM FRAIERERK, FISiEREBITHF. AIFEM --
queryformat ssLITIEIX Hi#1TiAl. #FA RPM BWELASATHRE, AIUEAEMERE
BEEERX GRS MIEENEREH.
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24 BEZER

BAENTEAIREEITHMGIRER miVEEEE, AXNARENEEREERENTEHR
BA4NSERS, B2 EBRAENTGEN “EEGiER 8859,

g, BEIHMEIREERFRNBBUEERTERN. ELXEEER setuid (IMEERIEZNANE
B FEREGENKERE, BEXNTFRUFHEFEN.

® B3k SUSE Linux Enterprise Server £ INEMINEERIFAER, 1SN https://

www.suse.com/support/security/certifications/a,
e https://www.suse.com/support/security/ 7 ERtT SUSE ZL£&RMFIR,

o BREEAENTEEXIEIN, SIFS2IUATFMI:

pam(8). pam(5)

apparmor(7) F1&FHFMTT

rsyslogd(8). syslog(8). syslogd(8)

fstab(5). mount(8). losetup(8). cryptsetup(8)

haveged(8). random(4)

ssh(1). sshd(8). ssh_config(5). sshd_config(5). ssh-agent(1). ssh-add(1). ssh-
keygen(1)

cron(1). crontab(5). at(1l). atd(8)

systemctl(1). daemon(7). systemd.unit(5). systemd.special(5). kernel-command-

line(7). bootup(7). systemd.directives
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SniSik

@it PAM #1THHIRIE 13

fEF NIS 23

fEF YaST s B B IRIER i 31
{69 389 Directory Server f LDAP 33
fEF Kerberos HI1TME R HIGIE 73
Active Directory x# 100

G E freeRADIUS RS 28 117



3 @ PAM #1TE 90

Linux FESAIIEHIEFER PAM  (FIHER S M IIERIR) (FNRARMNATER 28
BYFRIER. PAM ERERNRAFCTEENAA, BEILERINAEFEA LIEK PAM 18
Ro RENARRRU S DIENFIN TIEFRIEMEE S %o

3.1 PAM ZfHA?

AABERNEEARZEEERIFNREITERANFELEN 5 RGN BIZF E L IhEERI
F. &8 PAM, SRSINFEISMHIIENSE (HI%0 LDAP. Samba 3% Kerberos) BYERARRT [
REFHITIAE, MtIEEETHNERZHE, BREXERAN—TAEZERNARERFNS
PBIENH PR FHEEHRIIERLAETEENIRR, SUREFERRNVES KR
B, RERFERRES SIEN PAM EREEXIEFERENE,

PAM BYBESB4E:
°* PAM &R, BTFHRESMNRIENGIN—ARZEE,
o [EBIENR, HPEE—1TZ1 PAM IR,

° PAM BAIBRSS, FEMEARRIERD PAM RIRHATHMNEIE, BE, RSEAFMAE
AIAER R FRR2 B, 5140 Login B¢ su. ARZ5E#R other BRUARINIBVRE F,

o RREE, TATEMMED PAM RIRAIHIT,

o BFHERITREA PAM EIRFAF LRV ST RG], WRPWIEE, WHITTF—1 PAM
RIR, MAERGIEAEURATERE: “Toin, #4827 ) “IENRIE" ZEIRYFRA RN
B Mo

3.2 PAM EREB X (R

a7 TV E PAM

13 PAM Zft4? |SLES 15 SP4



BFXHHECE (/etc/pam. conf)
B IRSWEEGEFEE /etc/pam. conf AR, A, HFEFFBAIAMER, SUSE Linux
Enterprise Server FREAILAEEE.

HTFBRMECE (/etc/pam.d/)
KT PAM HEINE MRS (SHFEF) 1E /etc/pam.d/ BRPHERZEWEE X, 4
M, BILATE /etc/pam.d/sshd XEFH#E sshd BIARSS

/etc/pam.d/ THIXHEEXATHMREIEN PAM 1R, SN XHHEERATEXENRSH
17, MBITRZEEWMAMERS:

TYPE CONTROL
MODULE PATH MODULE ARGS

MBI RIE XA

TYPE
AEBARSSHIZER, PAM EIRERHLLIERY, REREWERBEBARERIRAE, W, —
BRI EOS, —MERIRBHRIRANAME, & —MERIEEAFRENIEE, PAM
B] LUR R FOFh R EIZE B AYAEIR |
auth
CERAFNEXY, FRFZEZREIENOSHITRE, BHAILBETHE RHEY
FHIE (BISNHESEATRERHE) SREIMILB M,

account
XMRBHRRIOERAF RS RBEAFMERIRSH—MRIIR. FlW, NMRITXM
OB URRERASRFEERRMIKFHNBFZER,.

password
XAPEARRIRN AR EBERASMIIESENEN, XBEE— 1M,

session
XMHERRRIRAREENEERF2i5. XERERESMRIEFIERE, LUERE
RENHEERFRTEIAE (BMFKF. TER. RAREHF) o

CONTROL
1571 PAM RIREVIT . B MERE A LRSI MEEIRS |
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required
EHITEMIRIEZ AT, BIFTRINMIEEE IATEIRR, ELEEE required
MEHERKN G, BASENBEFEERRSHFE EMRR, ZERAFRFSWER
KEHEIESRKMATE S,

requisite
WA ETE ATERIER, RIBHLRERAIZE LS5HHE required 15
AIEIREML, BR, MRENEEMARTIRRENY, KiZEBImAFRERGEHER
BN IEEMER, NRMTH, NEELEEMER, MEHHE required &
AEfIEIR—1F, requisite fRERIAIEEATIESE, KEHITIERS (IR
FNELERGREEFT.

sufficient
RN EF B IATSHER G, BERANAREFSIEINEILERIIREEHA
FEABHEMER, BaRERZHIFMETE required IERERIIREM, F8
sufficient ARERVEIRKMUS B ERIEREGER, FIEMEENIEREKHIZRESBRY
I 347 20 32,

optional
HE T ERRRE NI A== EEFAEZEER. TSR TRARETER
(B3N, BRI WET BBE) MAREUEA#— S RIERIIER,

include

NRLGHIATE, MTELLMENIEE A SERET

MODULE PATH
B8 PAM IERHNZEEX 4B, RBERMUFERINBR /1ib/security (3F SUSE®
Linux Enterprise Server SZ3F89F A 64 (UF A, BIABRIIN /1ib64/security)
F, MERENIEELX B,

MODULE_ARGS
BERTEW PAM #2317 RBNET TS PRYIZR, B30 debug (BRIAIR) =
nullok (RFFERA=ZOL) -
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54b, /etc/security TRET BT PAM ERMNEFBEEXMH, TITEXGXEEIRIHTIT
A (EH8¥E pam _env.conf # time.conf) . {FEMA PAM RIS BIEF LR ESE
FA—%H PAM R#), XLERBHEERLEBERREEXHFTNESRS, HEERRESRIERANAE
Fo

AT 81K PAM IEIRBIZEFNLESF, IWESIAN auth, account. password #] session 1R
RANBRARINECEX . XERENBEMAZEFN PAMEEE, Eit, 3 common-* g
5 PAM ERE BT E G EFRE PAM ELBE X4 EHE, MEFTEERENS PAM B
X1,

fZE] LAEF pam-config THEIFEF PAM EEBEX 4, It TR HaiEESRAMEIREE. &
B EIRNECE, HEMEEFRFRER (BED) . ERAREMBIDEETSHERT H
1P PAM BECERYFRFR I AT F 5,

Q FE: 64 M2 LREARE
658 64 (IBERGE, EAILIEE 32 (N ARFEITIIFE, EXMERT, 5H
REIE R E 32 i iRZSHY PAM &R,

3.3 sshd By PAM B2 &

A sshd B9 PAM BCE /95
f5i 3.1 : SSHD Ky PAM E2& (/etc/pam.d/sshd)

#%SPAM-1.0 @

auth requisite pam nologin.so (2]
auth include common-auth (3]
account requisite pam _nologin.so (2]
account include common-account (3)
password include common-password (3]
session required pam loginuid.so (4]
session include common-session (3]
session optional pam lastlog.so silent noupdate showfailed ©

@ 3 PAM 1.0 FRALLECEXHFRIMRA, XRZ—IRE], ERKAUERERLERZ,
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W& /etc/nologin BEEE. WIRAFE, MR root SMNIERIAFRE#TEZE R

© SEMMIERERINEIEHE: common-auth, common-account. common-
password #l common-session, X 4 MXHEEEMERERNRINELE.

0 REEZIBMWIERHIZRIER UID #iZE 4.
0 ETBEXAFLRERNER.

®

it B A REEX M AR S MERBEIRINEIERE PAM BEE, Era]UEEERBLEIAE

BEEIREEHR PAM 2B, LAFT, 7 PAM REERRLENNARERFG, EEEFohiAR
FIENRERMFIEEREX S, MIE PAM LB @iEPREEXHHTH, SRS PAM
FCE & BV AT BE N E L

E— include X4 (common-auth) £ABA=1 auth ZAWIE

3. pam env.so. pam gnome keyring.so #1pam unix.so. EEMW #]3.2 “auth Z5
RIZRIABCE (common-auth)” .

il 3.2 : auth EB53E9ERIABCE (common-auth)

auth required pam env.so (1)
auth optional pam gnome keyring.so (2]
auth required pam unix.so try first pass ©

@ pam env.so =%EH /etc/security/pam env.conf, LRI HHIEEECE R
RBEIMETE, E AT DISPLAY TEIRENIEHINE, FAXN pam_env RRFEER
RENNE,

® pam gnome keyring.so iR#E GNOME ZHFKERAFNERZMNOS

©® pam unixR#E /etc/passwd # /etc/shadow EAFHNERZNOS,

B auth RRHERLIETRE, sshd 72RBEXEREESHRIINRG. #EPHE

required FHIIFENFAEEREHNTRINLIE, sshd FEEWFIEXEALERIES. MRE

PRV E MR, MRS MIEEMIRIR, FIbZ 5 sshd 7 EESE R ERKAVER].

FRINAMIEFRE auth REMERG, BRES—%K include B4, EARFIFRFI 3.3 “account

HOBIEAELE (common-account)” MiB4A], common-account {NEE—ME

W pam_unix. ¥R pam unixREIMLERIEAAFEE, W sshd SUREI—KAERIHEY

HE, ARMIET—H#IRIR (password), 07 3.4 “password ZHIFAAECE (common -

password)” BFR.
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{5 3.3 : account ZHMIERIAEEE (common-account)

account required pam unix.so try first pass

i 3.4 : password ZPHEIERIAECE (common-password)

password requisite pam cracklib.so
password optional pam gnome keyring.so use authtok
password required pam unix.so use authtok nullok shadow try first pass

B4, sshd B9 PAM BECE{UH R—% include iB4), ZiBAS5IET password {ZRHERINELE
(fiiF common-password ) . SHNAEFIBERRREHRIISHENENREER, NN
FRINSERXLERRIR (IFHIAREA requisite A required) o

FROSHE N EHRIESIEEEH#TREINE, AILERA pam_cracklib BRI E
B, FEEFERM pam unix ERHERE pam cracklib WEMRIBOSHHFOS, EILEFE
FRAYELEE THHIIE, I RAMRTEELT pan_cracklib FAAUTHIRE.
YUEIE T account g auth EEIFIEHOSKMES, TR EA password &R,

3.5 : session ZPSFHIBRIAECZE (common-session)

session required pam limits.so

session required pam unix.so try first pass

session optional pam umask.so

session optional pam systemd.so

session optional pam gnome keyring.so auto start only if=gdm,gdm-
password, Lxdm, Lightdm

session optional pam env.so

/5, M session HEIFIIER (IRLYFTE common-session XHH) LURIEBHEXBAFPIIEE
REESIE, pam limits RIREH XK /etc/security/limits. conf, ZXHEXME
LRGSR BRERANIRT. RAESERIE pam unix &R, pam umask IERE]ATIEE XHIR
NelEiE, HTFLERTES optional inE, FELLIERMNARBIE R ME NIRRT

1%BIRXThTER. AP, KEXIER session Rk,
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3.4 PAMEIRRVECE

Hik pAM IR Z A ECEM, EEEXMHAIT /etc/security H, ATRENES sshd w48
*HECE X — pam env.conf # limits.conf,

3.4.1 pam_env.conf

pam_env.conf AJBFENXE/XIAM pam_env EIRESHA P ISERTRENIFR. EARATFERE
AUTEESIMETE:

VARIABLE [DEFAULT=VALUE] [OVERRIDE=VALUE]

VARIABLE
BIRENHREENRM.

[DEFAULT=<value>]
BEESEICENRINME,

[OVERRIDE=<value>]
AJREEH pam_env EWFHIRERIE, BEMIAE,

BX pam_env SN{EIEARVBEURFIRLZE DISPLAY ZERERE, TAETEEREZEESN

T, 713.6 “pam_env.conf’” FEBRTX—mH,

f5 3.6 : PAM_ENV.CONF

REMOTEHOST DEFAULT=localhost OVERRIDE=@{PAM RHOST}
DISPLAY DEFAULT=${REMOTEHOST}:0.0 OVERRIDE=${DISPLAY}

%5—17¥ REMOTEHOST TEMEIRE N localhost, ¥ pam env FEEEEREMENR TS
fE1Z{E, DISPLAY TEXEE REMOTEHOST B9fE, /etc/security/pam_env.conf B9:F
BHRUETESZEER.
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3.4.2 pam_mount.conf.xml

pam_mount AFEERMAREHAFEER, UREIHHABMPOX GRS 2EAREHRFIE
AR EXERVIMEHHHEXEFER, FRALGEMTEEH —15TER /home BR (Bidi%
BRAAEAERAFEER) , MENEHIRKERNAFNERR.

=4 pam_mount f5, /etc/security FE2E— pam _mount.conf.xml &k, FMER
man 5 pam_mount.conf FIRMH T ENTTEMIRA,

BILAfERR YaST SERCLEThRERN B AT, 1EFEMLL1EE > Windows 15AL 52 254 > & 5% & LUK
X4BRS 2R, BB (EEEEER) ,$20E “Samba” ,%20.5% “MEFFH .

Q & LUKS2 %%
cryptsetup 2.0 FERMT LUKS2 23F; M SUSE Linux Enterprise Server12 SP3 #
8, SUSE Linux Enterprise Server 7£ pam_mount 8 & 7T LUKS2 ¥,

3.4.3 limits.conf

BILATE pam limits BHISSIEENA limits. conf FEFHFASHAIRBERAKES], & X4
G ETERE] (BDREEBLAIRS]) FERES] (Il LAERHBEHAIRRES) . AXiBENER
HFAER, 1580 /etc/security/limits. conf FHYERR,

3.5 /A pam-config it & PAM

pam-config TETIEBEERELF PAM BEE X4 (/etc/pam.d/common - *) F1ZNEERY
NEAREFRE, BXZZFHERMNYIR, 15EH pam-config --list-modules &<, FH
pam-config LRI LAER PAM BEE X, RIRFETIRIRAINE PAM BCE, MIBREMREIR, 3¢
BEOXEARIRAIAT, Foke/ PAM BBEX 4R, TREFhEBENNAERL PAM IZE,
pam-config AY{E R FAFIEE:

20 pam_mount.conf.xml| SLES 15 SP4



. BEhER 2B Unix #3X PAMEZE., it pam-config BIEREREMAIITIRE, HELL

[ B, pam-config --create s =EIREEEREN Unix BHIIEEE, pam-config
AARBEIFNINEREXHEBHRES, EaLL *. pam-config-backup MR RE&EH
&l

. RN BRISIESE, FHEIEEA pam-config --add --ldap < HNEH

WiEAE (5190 LDAP) ZRINE] PAM fEiRiERE, EEAMIERT, LDAP R HRMEIFAE
common-*-pc PAM B2 & X4,

. ARIGRERRLAEIT R,  AHRERFNSMHIIESIZRIE TR, BXFE PAM MBXIRIEHF

BiAid. pam-config --add --ldap-debug =%t LDAP #8xH PAM i&EF BB,
7 systemd BEREXE R BE (BEW (EiEiEm) ,%21E “journalctl: &if

systemd BE” ) ©

. EREmgE, ERANABERFE PAMIREZR], BREZRERSESEERNINAFR

3%, pam-config --query --MODULE &4 bIHFIEZ N PAM iEHAISEAFN
1,

. BREREDL, RfE, SEMRERRTESHER, BRREREFRFIRED. pam-

config --delete --ldap-debug i< =%t LDAP SAIIEXFIEIR. WREHEM
TP T LI, EFERIEIMET < K HANX LR,

B X pam-config A< A AIRIANIFAER, 15E 0 pam-config(8) FMTI,

3.6 FrhfcE PAM

NRERETFIRIZET LR PAM BBEX M, BRI XEXHEFA pam-config.

LHI&fER pam-config --create s MLFIAEIE PAM BCEXXHRY, i =EIEM
common-* % common - * - pc XHRIFF S5, pam-config X=EEX common-*-pc EEEX
o ERXERFSHERSBWNERER pam-config, &/ pam-config {X3F common - * -pc X{#iz
17, MEEERSHEENERT, XEXHTREER.
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% EEEEHES pam systemd.so

MNREECZEBCH PAMECE, BN EEBE N session optional BY
pam_systemd.so, AEE pam systemd.so AJEER S systemd F5SRHIH I
B, BXAMT, 15BN pam_systemd.so BFMTT,

3.7 EZER

T2 pam-doc M EE, ®TE /usr/share/doc/packages/pam B RHHE LU THINNNX
P

README X4

FHBERNIE, E—1 modules FEREM T A PAM 1Ry README X4,

Linux-PAM AR EIRGIER
WX EERAEIERANZ T BINEX PAM NFRERS. ETIET—&RYIER, MEEX
HH9IEE S PAM I 24514,

Linux-PAM 53R S A G Fif
XM AFEARHBERN SN ETHITT 2E, BUHTEXNARSRFTAFEN PAM &
RIS B

Linux-PAM R BIEFEF R A GisRE
X ESEFER PAM ENNBAREFF R AZFRE T RBINFIERS.

PAM FA 51
B PAM REZMERERREM T FMIT, HP2ER 7 A A FrIZhEE.
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4 {E£F NIS

HWEFHZD Unix RAEEILRIALRIRE, FrERFPMAS 03T ZMEF
MBI ENME ESHEEMESIREEREE., MR ZMHAFSER: FERF %R
EEERAMEITEN, HIFREHANZELE M. BILUET NIS #1 NFS ARSS STkt
Eo NFSIBEIWNEDEAXHRS, FHAGEEIFSN (EEFEEER) , 198 “Bd
NFS HEXHRS" .

NIS (MKREEARSS) sl E—MEIREENRS, BTEMNSKIRE /etc/

passwd. /etc/shadow#l /etc/group BINZR. NIStHAIBEFEMBR (WNiEH
/etc/hosts 3 /etc/services ZEXHHINE) , BEXERENA. A1EE
NIS #REYP, tHFIEMEHRH “BIFHEI .

4.1 EcE NIS fr5528

BERBIMEREZNISER, BRE-GRSR (XRSH[) BEEFRERFE, AEBLEZA
NIS NBRRSS AT RERS[IEKRILER, AERKESPLESBEIEF o

o« ZERANKRE—G NIS RS, BENE 4117 “ILE NIS RS HEHR0F

o NREHNIS ERRSBBFRHELIESHEINERSS2E, BRE 4117 “BEE NIS RS
25 WFTRIRBEERSE, BE 4127 EE NS NERSZE PAAREFHFIREMN
[BRRSS 280

4.1.1 FEZE NIS k5528

EfEMA YaST BIE NIS fR$S23108E, 1BLL root H14IE1T zypper in yast2-nis-server @n
LREZLE yast2-nis-server R, BANMBEE NIS FARSE, BRI FAIRAREE:

1. /55D YaST > Z8ARSS > NIS ARSS28.

2. MENEPRIFE—G NISHRSSEE, HEUMRSIF 7 IERRF NIS MEIRS 2RI EAR
588, IWRFELEHHIRE NIS RS, YaST RLREFENEFEo
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() =7 DREMNIS RSR/MMY
NR NIS fRSFEREF B L RENEE L, FEIREOE NIS TARSSZKENE NIS £
ARS588.

WIS RARS (NIS) BRS5 2RI E

LRk BAERE NIS B,
WERS NIS RR=,

IEFERITHISIE

(=) TEHIGE NIS EREZM)
O EFHEE NIS MNERSS(S)
O FRITEMIREHEHIRED

@ | | ew || BE®) [ Fsm

Bl 4.1: NISERS2igE

3. HEEZ NIS g & D :

a. WA NISIEHZ,

b. BEEEXATHHWE—TNISE R, EXZENEEENZE NIS BRI (fE
FAFBEBEMIZ NIS RS 2RERH A REIE) o

c. MR NIS frSBHFFER A EMFIIFRI NIS MEARS SRS 2R, 1BHEFREH
MIE NIS BRS5 2817 7%
RIERBRET 73 % IR Be SE IR MIE NIS BRS5 2577 EHEECER. BRI LUINEREBRET
(k3 TE N EER NP EN
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d. EERFENCOLUATREFRNAR (AR MET NIS lRSFEENARF)
SERHETE NIS RSS2 ERO< (EA#< yppasswd) o XEMNEUERITEN
GECOS FEEM A IFELNE R Shell £, “GECOS” BEMERFPEALUERGM<
ypchfn EREZFMMUSE, “IMT" AFAFERA®< ypchsh BLAHEZERIA
She= (BUSOM Bash )42 sh) o FINTUIUE /etc/shells RFEXBRIHF—
Ilo

e. EERTEFAIERFT i C6E YaST iER NIS RS 2809BA A SR B

FRHREE
NIS 155
1eixample‘con%|

[ ZEEHBE— NIS ERRO)

v EEHME NIS RS EEEE)
| BRaEBRS 3 (rpe.ypxfrd)(F)
EHO%
U AFEHOSE)
| A ¥FE GECOS FE(G)
| AT EEFRIIN(S)
SuSEfirewall2 FIfGAISIRE
O $TFRA SR EE O (F) | PS4 D) |

IHAEERR

|RE2EREO..

| mE | Cdkw || BRe |[ T

B4.2 . XRSFSE

f. BF TP RELIHEE, HRFEEMSFHEEHITEHMSE,
Hith2F12 EEEEANIS lRSBIVEER (FRIAN /etc) o LbIh, BARILATELL
BHOL, ZREMNGHNETEETRASZDRIEXXH /etc/passwd. /etc/
shadow #1 /etc/group BIERAF#IERE. Ltsh, EHE NIS MIEHEN R/ NEF
4B ID, BEHERMIANZEFHRE E—RR.
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NIS FARSZZMATIZE

YPRER(Y)

‘,’etc ‘
U aios

R\UID B\ GID

0 I+ (o S

-

| mam |

E 4.3 : EMNIS RSESBERHRBD XS

| mo || mzo

. NRFRBRA T FEEIHIME NIS iR552:, NAAMANBIEMBIRSBENBIZIR, A5

BET—%, MRAEFEEAMERSE, KHLSHEEDE,

. BETEINEEPHITHIREFERE. 155 NIS RS5230R5Y, EIEM NIS BRSSHBEHERF ik

B D EERE. FRNKBEBEMEBR T, EFE T — I aRH IIEE,

EFARMREY, ARBRE T —IHER,
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NIS B3 23BRETIS E
BRSI (M)

[+ auto.master
| | ethers
[_] group

[ hosts

|| netgrp
|+ networks
[+ passwd
|_| protocols
[ rpe

|| services
|1 shadow

| o) | | mrw || BE® || F—5mM

Bl 4.4 . NIS [RS2E51iI8E

7. FERILAE M NIS BRSS B EN. BT R EMRNARERAN. FREIMEREN. EE

27

BILAM NIS RSS2 RIXFR B INEBHIER, BEARNEWE, EHFIERT, NEUT

PRI ;

255.0.0.0 127.0.0.0
0.0.0.0 0.0.0.0

BATNEESHEN (BINIS AR3388) EHi. FIWMARITIE N MRS HELEIF
Ko
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NIS [REBEWENIEE

FEER v P
255.0.0.0 127.0.0.0

CFme || w80 || #so |
| e | | sE || BE@ || wHE

B 4.5 : 79 NIS RSB IRRINR

8. BETAMUREFENHERRILRE.

4.1.2 FECE NIS MERRSS 25
BIEMETEERM NIS MRIRS S, ERITT ATk

1. B5hYaST » WEARSS > NIS ARS25.

2. EFRLEHILENIS MNERS S, ARBEE TP,

0O &7
AR NIS RZSFNHFEREEITEN L, MIEBEIETHE NIS MEIRS 25K
NIS MERRSE 28

3. 5T NIS NBRRS BRI E

a. A NIS i,

b. WAEARSSBHIENREL IP Hiik,
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c. MRBAFRAFERILRSEE, HEEXSENHEE— NIS FF i,
d. BIFTA A ER G SRR A IEIR B,
e. %EE—F_io

4, MINATLLAEIR NIS IRSF 23 EN.. ml@d R EENIZHERAIN. wEXMEFREN. EE
AT MHRE NIS fRSB 28 RIXIERBIFTBEMNES, WNRAIMEIEMERIXIERK, 1HEHE T
=i

255.0.0.0 127.0.0.0
0.0.0.0 0.0.0.0

B-MATNEBCHEN (BINIS BRSS:8) EiE. EIHMATFIE SRR —MNENE
MmARSS 2R IXTERo

5. BETHN, REESFIEREILE.

4.2 ECE NIS BFH
BT (Euh EERA NIS, EHRITUUTIRE:
1. B5h YaST > F4EARSS > NIS B .
2. BUEEA NIS #%25H,

3. WANISIHH, XBEEHEERISEMNIY R DHCP UE|aV8%& IP tilit, < DHCP B
=5, B8l (EEiEMm) ,L40E “DHCP”
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NIS iR ECE

O FEEF NIS(N)
(») {EF NIS(U)
NIS 22 i
Netconfig NIS 8B&(P) EE MR (U)
BiAsER 2 | |
NIS 35 (1)
|example‘com ‘
NIS AR % 22a01tit(A)
|192.168.1.113 |
O r&e) | (D) ‘
Fithn NIS 45
mEE
SuSEfirewall2 B9 AIEIRE
v TFEHERNEOE |%A%ﬂnwl|\§iﬁ)]
BEEREREN LT AERD i
e | [ mrw | | mE@ | =me |

4.6 : i2E NIS ARS32REYIEANthAE

. EHU)\II.:‘E’J NIS H&Rgg#l'/( *%ﬁl‘nﬁiﬂ’,ilto yﬂ%uz_ﬂ]l_ NIS Hﬁﬂgﬁﬂ’]ﬂﬂiﬂ:, 1ﬁ$a-:l7k

ik YaST #REHFAFRE NIS R5588, RIFAMMENAN, IEERIESHEER
Kiial, [HEAEIRERNRSSHLAMNG, TR I NIS RS28.

. IRIEAMTR, EeIaER8E0E automounter, MIRFE, ETEaTEEER MY,

. NREAFEEMENEBRTRNENE P B EEERANRSESE, BRIETIREHERE

FILE2ENo WA EIARSS 25, TP R sES R IoEd IR IR @ N B AR 35 25 69
FE, BxE—FER, S mmanypblndo

. BESERUREFEEHIREIZ YaST =610, IE, BHNEFiE EEERELY NIS.

BB NIS 3% | SLES 15 SP4



5 £/ YaST igE S INUEE F s

Kerberos BT &175%IE, M LDAP BF#MNAITIR, MERILESI{F. BX LDAP
FIEMEE, 1B8E 6= “fF/ 389 Directory Server B LDAP” ; B3 Kerberos
FRMER, BEBWE 75 “FH Kerberos iTTMEE BB I0IE

5.1 f&£A YaST Ed& & H k& P im
VaST AVFER R RN EAEE P S HRIT:

e AFREFEIR: BEWRSE (BFA LDAP) MAFSMHIWIERS (G&EH Kerberos)
HEEER, WEMETF SSSD, EAZHIER FRESHATFMA Active Directory 1%,
68327 “FERHAFZREIENMNA Active Directory” TR T LEAER,

e Windows l#F;53354#&: I Active Directory (EZE{#EF Kerberos 1 LDAP) , LHiEIR
EF winbind, RiESHETIA Active Directory 13 (FIRMAIRME NTLM HEMEES
) o
%8.3.31 “{EF Windows 18 5 ZE M AN Active Directory” HRiT4E T ISR,

5.2 SSSD

B YaST BIREF SSSD: AP EFEENK LDAP #l Kerberos S145011E,

SSSD IER AR LRSS TIFERF. SSSD RS5RIEAFHIENZEZEERIRS BN, HIEHEHS
RISIEAE (5130 LDAP. Kerberos 8% Active Directory (AD)) . EiXigfit NSS (ZFRARSH]
#) M PAM (FHEANSHIDIERLR) O,

SSSD AIEAMIEF AP BIEH AL AP EAXEHIE, BMELFRNERERS (FH) Ay
BB ANt

521 WERS

BITEA YaST SMIIERRIG, ErILERMU Tt E SSSD BEEEIETT:
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# systemctl status sssd

sssd.service - System Security Services Daemon
Loaded: loaded (/usr/lib/systemd/system/sssd.service; enabled)
Active: active (running) since Thu 2015-10-23 11:03:43 CEST; 5s ago
[...]

5.2.2 %1%
AT REBPESHRBIERRARIBERESR, SSSD BERHSER, EMFEEEFEERN. XiHER
=—BEFE I EHRER T,
EFEEFERM, 1BIB1T sss_cache -E (sss_cache S EHMHE sssd-tools).
EKEPR SSSD &7, 1HE1T:

> sudo systemctl stop sssd

> sudo rm -f /var/lib/sss/db/*
> sudo systemctl start sssd
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6 {#H 389 Directory Server BY LDAP

2EHERiFMY (LDAP) Bi&itARiA ML E S B R, LDAP AJF
FHRITZMMES, FINEFRMAEIE. RAREEEMMUIEIE, 7 SUSE Linux
Enterprise Server 15 SP4 F, LDAP BRSSHEX{X T OpenLDAP Y 389 Directory
Server gftt,

HABERT, PORSHBLFMEHEEFT—IERP, HERBPREXNIMREES ZEIME
Bk, EMEIREEMNAEREEEE#HITIAR. PORGREDTHENEET
FFA LDAP XFFRIFRAE W A NN AT AR R A BE 2 I P im N FRIZ R &R AE A R EE B,
X B A ERE G EBIE—ME I RIS IRER Rt IR E IS RN EIEE, EFELLER
PREIREREFFESKARE, BEASEEENR. XiF, ErIsxEMEaemH &R
LDAP fRZ5, MfEAEIRENENEEERBRNEZ KENEIES N

6.1 LDAP BRI

ASTIT4R LDAP BERWHFE, iR LDAP HHXMEARIE, MREHE LDAP, JFLRLEH
FE6.2.1 T “REFAY 389 Directory Server 32

LDAP BEREBEWM LN, BRPMFAED MANR) ELEREHWHHERENMUE, LS
REFRAERIEEM (DIT). FREMRISTTERER (AILBAIRIRIZI) FRAFIZE (DN). #H
IR R B ELARR T FIHIE (RDN) #RiR. #5112 EEFHERFFHFIETH RDN #7R7,

LDAP BERWMPHXATE NFIFILHAE, E 6.1 “LDAP HREEZ" Filo
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dc=example, dc=com

6.1 : LDAP BEMILEH

TENEZE— T EMNEREEN. HPERT =1NERENT, S0TEFES
B—ME, EARFIF, EHNER Geeko Linux HREBEMFIRIE A cn=Geeko
Linux,ou=doc,dc=example,dc=com, ZBZIE&EIRF RDN cn=Geeko linux FINEI&E]
—INAY DN ou=doc, dc=example, dc=com M A,

AfETF1E DIT PN RAL B ZRBNELBHEN. WREEAMRERE. WREHBEHMN
g ] LURIRAAX N RIE . NEE S LDAP IRER[ILUIERNAMEXRENES. BIERE
M EIERE, HiEE. IRFEMEMITARNETE X, LDAP RGBSR MU—ARIEZMHIFIZH
TENZONE, NMREREEREEXNE, oJLUEHE EHE LDAP RS 28,

F 6.1 “SRNZEANEE BT RFIFFTE 00core. 1dif M 06inetorgperson. ldif
PN RENE LR, SFELFHNEE (WEEY) MBEVNEME, %3 389 Directory
Server J5, /AI7E usr/share/dirsrv/schema F#E)XLEE S,

®6.1: FAMNKENREN

PO £ aX R{FIIm WREYE
domain 1AV 2 FREA AL R 5 AN displayName
organizationalUnit 4H4HET documentationdept
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POE ES aX I VREM

nsPerson REBWR BB S P AEXEE  Tux Linux cn

1

6.1 “CN=schema HiE%" BRTENMPNEIESHIBEFE MERER,

f516.1 : CN=SCHEMA KR

attributetype (1.2.840.113556.1.2.102 NAME 'memberOf' @

DESC 'Group that the entry belongs to' @
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 ©
X-ORIGIN 'Netscape Delegated Administrator') @

objectclass (2.16.840.1.113730.3.2.333 NAME 'nsPerson' ©

©® © 066 66 6 00

35

DESC 'A representation of a person in a directory server' @

SUP top STRUCTURAL @

MUST ( displayName $ cn ) @

MAY ( userPassword $ seeAlso $ description $ legalName $ mail \
$ preferredLanguage ) ©

X-ORIGIN '389 Directory Server Project'

BEERNEIR. EE—RIFAT (0D, #FEN) MEMMNES.

#8T DESC X iZEMIRMAE EH . EIRR LUSHE XFrEFHIMERN RFC,

A RFEZEEFREELE, T804, ER— M REAKRNEMERFRF &,
NETR (FINmMBEMER) AIKIR.

W& nsPerson BE X LA OID LIRIZMRENBIFFK (5RIERIENZEM) -
X REMEE A,

SUP top THETUNEREFMBEF S — TR,

MUST 54203t nsPerson KRNI RERIFTE B IELEL,

MAY 5l el It 3 REE R RIFE B I KA,
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6.2 &% 389 Directory Server
LT e R4 389 Directory Server:

> sudo zypper install 389-ds

LEE, RBE6.2.1T “LEHA 389 Directory Server 52517 R IG B IRS 28,

6.2.1 I&EFAY 389 Directory Server 24

1&E{F M dscreate s5< K AZEHAY 389 Directory Server 524, FHfEMA dsctl SHIRER
XL,

IR T BE X E X 4 UK E T B sRRIR X X mih 5 TR E M I L6, T
MRASEGI, ERILAER BohERBENR, MEAERHITEREN, oI, MNFEE=RR, Wpdh
FAREZIERFHITERABENEN,

RiE, CRELECESMNEIE, BEAFNA, HREESHRS.

389 Directory Server H=NFEfp<iEHl:

dsctl
BIEAMIA, FE root BE. EXREERIEITERRSBELFINEIR. BFRED.
ZIEME D EHERE NS 1TE IR,

dsconf
BFEEMRERSSZNEETE, thadLfp/MpEOEEERE. X1F, BELL
EiZEf LIt E AL E,

dsidm
BFEHmER (BEARF. . O2%) . NRAARITHIET, BEit, Z6fms, AP
AUEIRE B CHOSHERS ST,

PITUTEEERE— AT URAMALANERLE, HEHEHPEFDERFII,.
1. FHEBENXEEXH 6 389 Directory Server 324

2. BT & E%E 389 Directory Server 52|
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3. iBERTFAMBEENEERSHEIE
4, ‘12 LDAP FHF 14
5. fEF SSSD EIE LDAP B {458iF

6. EIEIREIR

7. SN TLS RSB EA

6.2.2 fEFRABEXEENXMHEIE 389 Directory Server 32

A B F—ME R B E X ECE XA IR 389 Directory Server 526, kSR A
INF &=, B EBEES R

BRINLBIBFRA Localhost, BIRLHIE, EXEFNEMHET. ERIFEIERSHILHIZ
R, MAEREARINGIR, XS REHERZEMRIFINITIESR. UTRFIEREA
BFRLDAPL FfE4% dc=LDAP1,dc=COM,

7 6.2 BT — eI BB F I H 389 Directory Server SLEIRRABIELE X . Er] S HIFHIZR
FEE R It

1. B TEBRFIH LDAPL. inf EFIFIEMEER:

{51 6.2 : £V 389 DIRECTORY SERVER Sfflp9ER & 24

# LDAP1.inf

[generall
config version = 2 @

[slapd]
root password = PASSWORD @
self sign cert = True ©

instance name = LDAP1

[backend-userroot]
sample entries = yes @
suffix = dc=LDAP1,dc=COM
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AT HBFRIES, IETXERZ 289 INFIREX .

79 LDAP FBF cn=Directory Manager 5% root password. IttFRFAFE
B 4 IBER.

© 1f/etc/dirsrv/slapd-LDAP1 HElZEBEHREZMIRSRIEH,

O TEFSEBIRIETER A F AL,

® e

. EiR#EH 6.2 BIIFE 389 Directory Server £, EizITUA TS

> sudo dscreate -v from-file LDAP1.inf | \
tee LDAP1-OUTPUT.txt

X= BRI LGIERE A ENPRIEIER, KA ERMEFE LDAPL-OUTPUT . txt #,
FEARA—DHABIE— P EE TIEH LDAP R38R, #AMEESAEEANEE. R
BARRREXEER, BERfRZH<SH | tee LDAPL-OUTPUT. txt &F43,

. MR dscreate kN, 2ETEESFERRE, BIEFIEREG, ERZEA (B

WAL 5) FEIEHETLRA,

. BNRER, RASKRSE ‘B LDAPLIMRR” . EMRSH[IRS:

> sudo dsctl LDAP1 status
Instance "LDAP1" is running

. UTaaBTMRERES. F—FKHITIRET, MAZERE. SEHEES

PREY, BES --do-it EIFERAE —Km<:!

> sudo dsctl LDAP1 remove
Not removing: if you are sure, add --do-it

> sudo dsctl LDAP1 remove --do-it

e LT R ERARTELRENETITRIL A, &7 LIS OHIRFR R RISAR UM AR

NREIE T SEHIRIRAR, AIEA dsctl FhFrasEfl:

> dsctl -1
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slapd-LDAP1

6.2.3 ETFiEIREIE 389 Directory Server J215l

EA LUER dscreate #3< ¥t 389 Directory Server 25| B ah g iER, XatE—ME
R, &R DIREREFERIZAERHITIIR. MFEFRS, BEREZERHBRIBELE CHNERH
TEN. FIERRIMEERIRXXGPEERA, HEFTHE, BHTENR, BEBCEIRRIAEH
BWAETEHCHNE. PREEIEEIFHANEA,

TENRISEER I E stdout:

> dscreate create-template

XEBTIRECERER, BE, BHIEIE— X4 T6IEH 389 Directory Server £, &
Al AR LE S RE R p

> dscreate create-template TEMPLATE.txt

THEHEHMXHPRAEER:

# full machine name (str)

# Description: Sets the fully qualified hostname (FQDN) of this system. When

# installing this instance with GSSAPI authentication behind a load balancer,
set

# this parameter to the FQDN of the load balancer and, additionally, set

# "strict host checking" to "false".

# Default value: ldapserverl.test.net

; full machine name = ldapserverl.test.net

# selinux (bool)

# Description: Enables SELinux detection and integration during the installation
# of this instance. If set to "True", dscreate auto-detects whether SELinux is
# enabled. Set this parameter only to "False" in a development environment.

# Default value: True

;selinux = True

SKEMNENNBFREE —SE, fINASHNTLRERE (EERPEA
full_machine_name) o RIREHER LR OIZE— NI
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> sudo dscreate from-file TEMPLATE.txt

X=BIE—127 localhost BYFEAI, HEIEEBIBRNASEG:

> sudo dsctl localhost status
Instance "localhost" is running

FRMANERIE— LA EBEBITHES, N3 EhaUERELE,

IELBIE, EREENEMNEN. ERIFOIEESHEMZIR, MASFERBIAGF,
XL R EHERZIERELGINTIEAN. Ak, BEBUEFER ;instance_name =
localhost 17, 4 localhost EXAFRERNEM. EUTRBIA, SSHIZHFFA LDAPL,
S—IEANEREEMREGPIEFRGIBF A, BUE IR ;sample_entries = no, #
¥ no B2 yes, X6 demo_user #l demo_group.

EUHIHRE ; root password HEERIAOSERALEESHOSKIKEAS,
BIRAIZEINGE, RIENTE suffix (THEEBEEHCHNGEE, WM THIFR:

suffix = dc=LDAP1,dc=COM

BILAER dsctU MR EBRMEMSES], AREMAREIE:

> sudo dsctl LDAP1 remove --do-it

6.2.4 {=1EFE5H 389 Directory Server

LR RfIfER LDAPL {ERSEfI &R, 5 systemd B2 389 Directory Server 52jl, FREXSE
BIRIR:

> systemctl status --no-pager --full dirsrv@LDAPl.service
@ dirsrv@LDAPl.service - 389 Directory Server LDAPL.
Loaded: loaded (/usr/lib/systemd/system/dirsrv@.service; enabled; vendor
preset: disabled)

Active: active (running) since Thu 2021-03-11 08:55:28 PST; 2h 7min ago
Process: 4451 ExecStartPre=/usr/lib/dirsrv/ds_systemd ask password_acl
/etc/dirsrv/slapd-LDAP1l/dse.ldif (code=exited, status=0/SUCCESS)

Main PID: 4456 (ns-slapd)
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Status: "slapd started: Ready to process requests"
Tasks: 26
CGroup: /system.slice/system-dirsrv.slice/dirsrv@LDAPl.service
L4456 /usr/sbin/ns-slapd -D /etc/dirsrv/slapd-LDAP1 -i /run/
dirsrv/slapd-LDAP1.pid

Bah. ELEFMER D) LDAP fRS52s:

> sudo systemctl start dirsrv@LDAPLl.service
> sudo systemctl stop dirsrv@LDAP1l.service
> sudo systemctl restart dirsrv@LDAP1l.service

BXfEH systemctl FIFAER, EEN (BEERE) ,F19F “systemd FIFIERFE” ©
dsctl s IR Beh(ZIEARSS 25 -

> sudo dsctl LDAP1 status

> sudo dsctl LDAP1 stop

> sudo dsctl LDAP1 restart
> sudo dsctl LDAP1 start

6.25 EEERTAMEENEERSHEIL

Z3F 389 Directory Server #{TAMIEIR, EOJLATE /root BRHEIE— .dsrc BBENXH,
X#¥ root M sudo FAF BIERSBNMABEITIT —FHTHERNERAT, 1163 ERT
TEARSS 23 b TA M BRI G, HAPERT LDAPL F com fENGES.

832 /root/.dsrc XA, ERRETFEEHS, UIARFRD (BRE 65T &
IZ LDAP FHF#IR” ) o

f16.3: AFAEIER . dsrc X¥F

# /root/.dsrc file for administering the LDAP1 instance

[LDAP1] ©
uri = ldapi://%%2fvar%%2frun%s%2fslapd-LDAPl.socket @

basedn = dc=LDAP1,dc=COM
binddn = cn=Directory Manager
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b A BT E TE YT RY SE 5 2 7R

Ldapi Rt@NZAE REARSS2[AVAFBY UID #1 GID, 402 UID/GID 77 0/0 5%
dirsrv:dirsrv, M ldapi 2R ZBAFYENERARS231R DN, BP cn=Directory
Manager,

£ URI AR, RIADRERA %21, RHIbEARAGIG, BiEH /var/run/
slapd-LDAP1.socket,

® e

o EE: sudoers.ldap FHYFTK R IIEE
T 1.9.9 89 sudo hkadsH#, sudoers.ldap FHIK & 3FF
sudoUser. sudoRunAsUser 8§ sudoRunAsGroup B4R EEAR. Flan:

# does not match all but joe
# instead, it does not match anyone
sudoUser: !joe

# does not match all but joe

# instead, it matches everyone including Joe
sudoUser: ALL

sudoUser: !joe

£ sudo 1.9.9 MEZhxdsH, 7 sudoUser BMEAT XKk, BXIFMES, E=Nman 5

sudoers.ldap.

6.3 B AIEECE

389 Directory Server RYERIA TCP im[79 389 1 636, TCP w1 389 AFEILRMEERE, XU
K FBF STARTTLS, imH 636 FF&@id TLS I NNZEERK,

firewalld 2 SUSE Linux Enterprise BIRRIABI A G E IS, LU TFAMUEE0E Ldap A Ldaps
BN IEARSS |

> sudo firewall-cmd --add-service=ldap --zone=internal

> sudo firewall-cmd --add-service=ldaps --zone=internal
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> sudo firewall-cmd --runtime-to-permanent

5% zone BN EIRSB/EN XIT, BXER TLS FRIFEZENEER, B8R E69T “F
TLS fRZEeEBAIESH” ; BX firewalldBER, BBWE 2437 “PHAEEMANR o

6.4 FpHME 389 Directory Server

389 Directory Server SZHFRHIAMEENE D, dsctl SOl BIEMEIREESD, M dsconf
ARV IR ERD. &1 LDAP RSBEEEBR, UETELEEANENEBTEMR
g,

6.4.1 %7 LDAP IRS52ECE

LDAP fRSZ83ECENITH R /etc/dirsrv/slapd-INSTANCE NAME AR, WWERBHIEPH. &
$AM dse. ldif X4, {FAH tar SR BERNELESD:

> sudo tar caf \
config slapd-INSTANCE NAME-$(date +%Y-%m-%d %H-%M-%S).tar.gz \
/etc/dirsrv/slapd-INSTANCE NAME/

Q EE: AIREH tar HIRHER
BT tar By, ERIBESFIAIZBRNERMER tar: BMRREHPERTS
EMELRNEE, BFREREEIIF—BR:
1. (&) ERREENERE, E%hZikE:
> sudo old /etc/dirsrv/slapd-INSTANCE NAME/
2. FREGREDTFHN:

> sudo tar -xvzf \
config_slapd-INSTANCE NAME-DATE.tar.gz

3. BEHEHIF /etc/dirsrv/slapd-INSTANCE NAME:
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> sudo cp -r etc/dirsrv/slapd-INSTANCE NAME \
/etc/dirsrv/slapd-INSTANCE NAME

6.4.2 €IZ LDAP BUEERBAE D HMPIIRE
dsctl B9 AIRBINER. XAmRSE:

> sudo dsctl INSTANCE NAME stop
Instance "INSTANCE NAME" has been stopped

ARERENILGBMREESED. UTRHBITE /var/lib/dirsrv/slapd-INSTANCE NAME/
bak/INSTANCE NAME-DATE EIE—NED1F:

> sudo dsctl INSTANCE NAME db2bak
db2bak successful

Bgn, 7E2 79 ldapl AUMASERI £, Zan< U FFR:
/var/lib/dirsrv/slapd-ldapl/bak/1ldapl-2021 16 25 13 03 17
MIEEHHITRE, HonRESEHERNER:

> sudo dsctl INSTANCE NAME bak2db \
/var/lib/dirsrv/slapd-INSTANCE NAME/bak/INSTANCE NAME-DATE/
bak2db successful

SAERIARSS 28

> sudo dsctl INSTANCE NAME start
Instance "INSTANCE NAME" has been started

AR LAGIEE LDIF &19:

> sudo dsctl INSTANCE NAME db2ldif --replication userRoot

ldiffile: /var/lib/dirsrv/slapd-INSTANCE NAME/1ldif/INSTANCE NAME-userRoot-
DATE. ldif

db21dif successful
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ERFBIRE LDIF &1, ARRBIIRSES:

> sudo dsctl ldif2db userRoot \
/var/lib/dirsrv/slapd-INSTANCE NAME/ldif/INSTANCE NAME-userRoot-DATE.ldif
> sudo dsctl INSTANCE NAME start

6.4.3 €& LDAP SUEERBENEZNHMNFIRE
£/ dsconf Bl LDAP $UEEMBNEZ15

> sudo dsconf INSTANCE NAME backup create
The backup create task has finished successfully

X8l /var/lib/dirsrv/slapd-INSTANCE NAME/bak/INSTANCE NAME-DATE,
(UE=RE% ¢/ N

> sudo dsconf INSTANCE NAME backup restore \
/var/lib/dirsrv/slapd-INSTANCE NAME/bak/INSTANCE NAME-DATE

6.5 EIE LDAP AR

fEM dsidm p <RI, KFMEERF 54,

6.5.1 EHIER LDAP AFHIH

UTFREERIOASIEIMERNAFA A, XERFIEREFIR LDAPL, BB MERNE
AN

> sudo dsidm LDAP1 user list

> sudo dsidm LDAP1 group list

SIHBEXBETAPBERES:

> sudo dsidm LDAP1 user get USER
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FIHBEXEMANFREER:

> sudo dsidm LDAP1 group get GROUP

FIHLARIAL S :

> sudo dsidm LDAP1 group members GROUP

6.5.2 GIZEAFPMEEOS

FEUTREIH, ERITEIE— N AP, Blwilber, RHIIRSZEELFIZ A LDAPL, ZLFINGE
#2279 dc=LDAP1, dc=COM,

372 6.1 . I LDAP AR
AN RAITERRY 389 DS S5l eI B~ Wilber Fox:
1. - sudo dsidm LDAP1 user create --uid wilber \

--cn wilber --displayName 'Wilber Fox' --uidNumber 1001 --gidNumber 101 \
--homeDirectory /home/wilber

2

2. BEEIHAFHZE (BERNRNT2RERM, SeEMHERE—) #1755

> sudo dsidm LDAP1 user get wilber
dn: uid=wilber, ou=people,dc=LDAP1,dc=COM
[...]

RITERAF OSFRENEERTFR.

3. AFAF wilber 82O

a. > sudo dsidm LDAP1 account reset_password \
uid=wilber, ou=people,dc=LDAP1,dc=COM

b. A\ wilber RUFIO<LHR,
NIRRT, EREBEIIUTHE:

reset password for uid=wilber,ou=people,dc=LDAP1,dc=COM
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ERBERNGLERREO.
4. REAFHNOLEEEN:

> ldapwhoami -D uid=wilber,ou=people,dc=LDAP1,dc=COM -W
Enter LDAP Password: PASSWORD
dn: uid=wilber, ou=people,dc=LDAP1,dc=COM

6.5.3 GIEMEEA

SIEBEFRE, EAULIRE, AEEAPIERIXLAE, ELUTRAIH, HITECIE
server admins 4, #Hi& wilber BFIEIREILAR, REIBRSESLFIZ A LDAPL, ZIFIAY
479 dc=LDAP1,dc=COM,

312 6.2 : €13 LDAP AHIEAFI5RIIE
1. BIEA:

> sudo dsidm LDAP1 group create

ASERERERMNAR, WAGEZENAR, EUATREIFH SERVER ADMINS:

N

Enter value for cn : SERVER ADMINS
2. AR wilber (Ed7i26.1 “GiE LDAP FHF” HheliE) RmEAH:
> sudo dsidm LDAP1 group add_member SERVER ADMINS \

uid=wilber, ou=people,dc=LDAP1,dc=COM
added member: uid=wilber,ou=people,dc=LDAP1,dc=COM

6.5.4 MIFRAFMA. MAEFEFAER

fEA dsidm eG5> RILURIBRA P . MEFRERRBRF, UKRBIERE, LT REIM server_admins 42
FERRRFIRF wilber:

> sudo dsidm LDAP1 group remove _member SERVER ADMINS \
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uid=wilber, ou=people,dc=LDAP1,dc=COM

HBREEF

> sudo dsidm LDAP1 user delete \
wilber, ou=people,dc=LDAP1,dc=COM

fBR2H:

> sudo dsidm LDAP1 group delete SERVER ADMINS

6.6 fFF SSSD E1E LDAP B3I

RSB LERSTIPIER (SSSD) BIEZZAF NS M. RMRFFRES. ATABUNEEER
SSSD K5I 389 Directory Server By B {9 3iEFFRIN,

SSSD 72 LDAP BRSZ52B8ME P in 2 B 1TIRMR. EXFEMEME RN, 5190 LDAP. Active
Directory # Kerberos, SSSD z#f SSH. PAM. NSS # sudo &FARSS. SSSD @idE=HF ID
MEIERIBEMREAE S SR, REFAILURT 389 DS RSB AHIIEREE, HEGH
o] AR S P RIER S D ARS

NRBIMRSZEFTIPRER (ncsd) TEMMERIETT, BRIZREZASER. ncsd (V&=
passwd. group. hosts. service #l netgroup F& WRARARSEIER, FHS5 SSSD HR
LDAP RS 23 2R ttE, SSSD LHIRIRMEMNEZ iR, BILITE 389 DS ARS8 L %%E SSSD, B
RHEZEFRMATEN Lo LURH—ENEIREES, LA 389 DS ARS8 AR A, FEAUTE
2L EMACE SSSD & Fim. 7l 389 DS SEAIZFRA LDAPL:

1. &% sssd # sssd-1ldap ZHHFE,
> sudo zypper in sssd sssd-ldap
2. &1 /etc/sssd/sssd.conf X (UIRTEFTE)

> sudo old /etc/sssd/sssd.conf

3. BUEF SSSD ELERR. AIFRVIRmE X4 /9 sssd. conf #1 ldap.conf, display
B &iXE stdout, LUTFRAITE /etc/sssd/sssd. conf FAIER P IHRECE :
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> sudo sudo cd /etc/sssd
> sudo dsidm LDAP1 client_config sssd.conf

4, TR, FRBENIFRBFITEMNNENER, LT /etc/sssd/sssd. conf XHE
T —NATRR G

[sssd]
services = nss, pam, ssh, sudo
config file version = 2

domains = default

[nss]
homedir substring = /home

[domain/default]

# If you have large groups (for example, 50+ members),
# you should set this to True

ignore group _members = False

debug level=3

cache credentials = True

id provider = ldap

auth provider = ldap

access provider = ldap

chpass provider = ldap

ldap schema = rfc2307bis

ldap_search _base = dc=example,dc=com

# We strongly recommend ldaps

ldap_uri = ldaps://ldap.example.com

ldap tls reqcert = demand

ldap tls cacert = /etc/openldap/ldap.crt
ldap_access filter = (| (memberof=cn=<login
group>, ou=Groups,dc=example,dc=com))
enumerate = false

access provider = ldap

ldap user _member of = memberof
ldap_user _gecos = cn
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ldap_user uuid = nsUniqueld

ldap_group uuid = nsUniqueld

ldap account expire policy = rhds

ldap access order = filter, expire

# add these lines to /etc/ssh/sshd config

# AuthorizedKeysCommand /usr/bin/sss ssh authorizedkeys
# AuthorizedKeysCommandUser nobody

ldap user ssh public key = nsSshPublicKey

5. BXHFTERGEEN root, FHIEHESHIRMRAIN root:

> sudo chown root:root /etc/sssd/sssd.conf
> sudo chmod 600 /etc/sssd/sssd.conf

6. #R4E SSSD ARZEE EHY /etc/nsswitch.conf BBEXH, FHEHAEESLUTT:

passwd: compat sss
group: compat sss

shadow: compat sss

7. 4%48 SSSD ARS523 LB PAM B2E, {&2X common-account-pc. common-auth-
pc. common-password-pc #1 common-session-pc. SUSE Linux Enterprise {2t T
pam-config &3 BT —RIHEAFRE XL 4!

> sudo pam-config -a --sss

8. REEERIECE

> sudo pam-config -q --sss
auth:

account:

password:

session:

9. 3% 389 DS ARSZ 24 M /etc/dirsrv/slapd-LDAP1/ca.crt %) SSSD fRZ 28 LY
/etc/openldap/certs 1, AREMMHFITIEALIE:

> sudo c_rehash /etc/openldap/certs
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10. SAH/=5h SSSD:

> sudo systemctl enable --now sssd

BXfEM systemctl EIE sssd.service IER, BENELE “FH YaSTRESMHINIEER

9

Ui o

6.7 EERIR

FREUTHSAYHAAEEBRMNEZAN T RER, FRRSENENBMAZ 389
Directory Server BYSEfIRFR, FIa0, ATFREIERT ENE LDAPSERVERL:

> sudo dsconf -D "cn=Directory Manager" ldap://LDAPSERVER1 plugin list
Enter password for cn=Directory Manager on ldap://LDAPSERVER1: PASSWORD

7-bit check

Account Policy Plugin
Account Usability Plugin
ACL Plugin

ACL preoperation

[...]

UTFHSREAE 6.6 “EM 555D Ei2 LDAP S/ 1IE" chiREI MemberOf i
£, MemberOf ALUEIAFIEE, RGN, RBET—RHSHAERER A REFEN
{EE4E. MBTER MemberOf MIE, BPBMETEAEHA SEEIAP NARR AR,

> sudo dsconf -D "cn=Directory Manager" ldap://LDAPSERVER1 plugin memberof
enable

HAR, R EANEGRTE/NEN, RtXERRSET|HEMGERETRE.
REFIRMMAN T AR, EREEANEIRER:

dsconf instance plugin: error: invalid choice: 'MemberOf' (choose from

'memberof', 'automember', 'referential-integrity', 'root-dn', ‘'usn',
'account-policy', 'attr-uniq', 'dna', 'linked-attr', 'managed-entries',
'pass-through-auth', 'retro-changelog', 'posix-winsync', 'contentsync', 'list',
‘show', 'set')
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EREMGE, FEERMRSES:

> sudo systemctl restart dirsrv@.DAPSERVER1.service

B REEEREF. UTRAIER MemberOf SRIERFIETL, BEAERILAZHMAZIRS 28
HIENZ:

> sudo dsconf LDAP1 plugin memberOf set --scope dc=example,dc=com

Successfully changed the cn=Member0f Plugin,cn=plugins,cn=config

BRHEE MemberOf &4 fE, FREMAMBRREBaIKI MemberOf Bir. B2, ERREZ
2 IR ENERIB AR AR E BN MemberOf B, S AFahiRic XA FI4A:

> sudo dsidm LDAP1 user modify suzanne add:objectclass:nsmemberof

Successfully modified uid=suzanne,ou=people,dc=1ldapl,dc=com

m7E, REIBT—FSTERTIE suzanne IS EMERN R AR

> sudo dsidm LDAP1 user get suzanne

dn: uid=suzanne,ou=people,dc=1dapl,dc=com

Ccn: suzanne

displayName: Suzanne Geeko

gidNumber: 102

homeDirectory: /home/suzanne

memberOf: cn=SERVER ADMINS, ou=groups,dc=1ldapl,dc=com

BRARERFE—1MNEENES, UTRHAISRUOAER— fixup @ EFREIRBFR A
MemberOf B#F:

> sudo dsconf LDAP1 plugin memberof fixup -f '(objectClass=*)' dc=LDAP1,dc=COM

6.8 M OpenLDAP iT#%%l 389 Directory Server

M SUSE Linux Enterprise 15 SP3 Ff#8, OpenlLDAP EFFHEARBEXF. EBEH 389
Directory Server BRft, SUSE i2f#T openldap_to ds SCEEFRTEENTH, ZLHIEF
REMITE 389-ds BB,
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openldap_to_ds SLAEEF SRR ARSHTZTEEML. BZE, 51 LDAP HEEZFE
@, EtBNITEREHESHAERRNIR, GREFENIT EFHIE, AEZHH#T
FredBzaeEmNitiEpEEdiz.

6.8.1 XM OpenLDAP i£#%

OpenlLDAP 5 389 Directory Server WEREH K, FIgeZEXMN TR HITREMAMIFE, H#
TIREBEEEMIATRERRE R, XEATANTREENITHL S BA BEHARTZHEIN.
FoIREZ M

o —/NE7EiE1THY 389 Directory Server S£ff,
o — A Idif #2ILAY OpenlDAP slapd BB XHEE Fo
* OpenLDAP #UEER Idif XH4& 7.

MREH slapd BLEFR B Idif 18z, BFH slaptest IEEIESEIA, BIE— slapd.d
B® (5% /root/slapd.d/) , AEEITUTHS:

> sudo slaptest -f /etc/openldap/slapd.conf -F /root/slapd.d
XEERL N EMF LU T RFIRIS G

> sudo 1ls /root/slapd.d/*

/root/slapd.d/cn=config.ldif

/root/slapd.d/cn=config:

cn=module{0}.ldif cn=schema.ldif olcDatabase={0}config.ldif
cn=schema olcDatabase={-1}frontend.ldif olcDatabase={1}mdb.ldif

AENEELIE— dif X, EUTRAIF, B dc=LDAP1,dc=C0M, WMREFRAMZE /
etc/openldap/slapd.conf &=, HEITUA T < IR dif &4

> sudo slapcat -f /etc/openldap/slapd.conf -b dc=LDAP1,dc=COM \
-1 /root/LDAP1-COM.ldif
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f£F3 openldap_to_ds SECEM XM, HEREIZITHIMAELERARNS:

> sudo openldap_to_ds LDAPI1\
/root/slapd.d /root/LDAP1-COM.ldif.ldif

EXEHITHIETT, EFREREART. BB TRR:

Examining OpenLDAP Configuration ...

Completed OpenLDAP Configuration Parsing.

Examining Ldifs ...

Completed Ldif Metadata Parsing.

The following migration steps will be performed:

* Schema Skip Unsupported Attribute -> otherMailbox
(0.9.2342.19200300.100.1.22)

* Schema Skip Unsupported Attribute -> dSAQuality (0.9.2342.19200300.100.1.49)
* Schema Skip Unsupported Attribute -> singlelLevelQuality
(0.9.2342.19200300.100.1.50)

* Schema Skip Unsupported Attribute -> subtreeMinimumQuality
(0.9.2342.19200300.100.1.51)

* Schema Skip Unsupported Attribute -> subtreeMaximumQuality
(0.9.2342.19200300.100.1.52)

* Schema Create Attribute -> suseDefaultBase (SUSE.YaST.ModuleConfig.Attr:2)
* Schema Create Attribute -> suseNextUniqueId (SUSE.YaST.ModuleConfig.Attr:3)
[...]
* Schema Create ObjectClass -> suseDhcpConfiguration
(SUSE.YaST.ModuleConfig.0C:10)
* Schema Create ObjectClass -> suseMailConfiguration
(SUSE.YaST.ModuleConfig.0C:11)
* Database Reindex -> dc=example,dc=com
* Database Import Ldif -> dc=example,dc=com from example.ldif -

excluding entry attributes = [{'structuralobjectclass', 'entrycsn'}]

No actions taken. To apply migration plan, use '--confirm'
UTRflshiTE, Hab5RiEiTENmERE:

> sudo openldap_to ds LDAP1 /root/slapd.d /root/LDAP1-COM.ldif --confirm
Starting Migration ... This may take some time ...

migration: 1 / 40 complete ...

migration: 2 / 40 complete ...

migration: 3 / 40 complete ...
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[...]

Index task index all 05252021 120216 completed successfully
post: 39 / 40 complete ...

post: 40 / 40 complete ...

# Migration complete!

You should now review your instance configuration and data:

&l ] - Create/Migrate Database Access Controls (ACI)

- Enable and Verify TLS (LDAPS) Operation

*

[

[
[ - Schedule Automatic Backups

[

[

*

1

1

] - Verify Accounts Can Bind Correctly
* [

- Review Schema Inconistent ObjectClass -> pilotOrganization
(0.9.2342.19200300.100.4.20)
* [ ] - Review Database Imported Content is Correct -> dc=ldapl,dc=com

T%5EME, openldap_to_ds KEIEBNMFEHNTIBREESEIER. RIFICRFIEIH
BHE, UWERUEEHEFSEBIENXESRE, AeWiEFiniNARERFSE%E 389
Directory Server S25IREE R

O == HIEERIY
DAHE—PNEIRITR, UBREEARK, IRINIZEXRIEEHNEER. BTFHE
WLEFEEREURBLESEESRENNN. EXEENSE. FTLHEENEDTL. WfFEH
EHCEER. AR ERMDIRS PETRVE R FRUEED, UNKEMPEEINFES
5%,

MTFEEN AN, RERERIIHITESIBNEAGE. —BEL2ENR T I IEH A
INATDIRERIFHER, mACRR—EERANENTE.

o EMMBERZ AR 48 /NBTIEFRE MR /DNS TTL BV E 5 950, LUEREISIRIEELREIIT
A OpenlLDAP ZpE,

o FEFREIERTMENIIEHIZ, LUAMR OpenlLDAP IR TR IEHRASE
2

o IEER ZHIERIFEIE BEE 389 Directory Server B9EHo
o JERTFMIEEB S,
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6.8.2 MxIEZ

T OpenLDAP fIE— “EH5” BEEERBENX, RALTEFEL “HZMEEE" BT
Bitkl. BLETX OpenLDAP ME &I AT HRIFENEE. XEEERRT:

o ST
o SR AMMAHTERECE

o SMNERERIER (IGA. HR. AD %)

o FREMENMAH (389 Directory Server HRIIEHE)

* BEFiRBECEMNHARARSS 25206
s BEXHE

e TLSECE

#X! 389 Directory Server 3ZBMRZANER. LKTMYEENRES LENSIFRER, R
TEREMAGBIR IR, THEHRIFRHML B 389 Directory Server MBS B H AR
Zla, ErLUHEIEETBEIT. BiiEES OpenLDAP IfZH1THY 389 Directory Server If15,

IAER] ATERE Z Bl

M OpenLDAP F#% %l 389 Directory Server B FEREH%, MEZBNEREEHK, FELLEL]
TR HZME, FERIEEM 389 Directory Server E| OpenLDAP BT R, TRESIEHT

&R EEZARMFARREZ 4,

Ihgk OpenLDAP
PRk SyncREPL
MemberOf ENIEERES
HNER B BRIE K2

Active Directory E#¥ -

RNENE OLDAP {E

56

389 Directory

Server
15ETF 389 DS RS

e

Winsync ff4

389 Directory Server
mE

=, (NREREE

17|

17|

=, RIBTEXF
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OpenLDAP

OLDAP fNE

LDIF

THaTE

OpenLDAP %] 389DS -

HIEH

EFrap—rsn
% (TOTP)

entryUuID

TOTP &1 4

OpenLDAP FY£H A% 2B
)

389 Directory
Server

389 Directory Server
ME

LDIF

RHE

e

6.9 FA TLS fxS28IEHMZEH

BILUER U T a7 T AR 389 Directory Server 89 CAIEPBFZEA: certutil. openssl

*ﬂ pklZuti'lo

*E

REB TR

=
E >

B, RIBITAXE

&, XFER Argon2
LUSMIFR B ST

NMeEHATERZE
389 DS BIML&

%, BRI

=
=

B LUEFRTE I BIEERTAY 389 DS SEfIBYH dscreate M BERERZIEBHITMIX. AT UTE /
etc/dirsrv/slapd-INSTANCE-NAME/ca.crt FENZIEH,
WNFEFIFIR, RIELHREFERE=FIERMANE, FII0 Let's

Encrypt. CAcert.org. SSL.com S¢fZiE$ZRIERI CA, IFKARSZIWIET. FFIHIEBMRIE

B

EARIELRAEAMERESA NSS $iEEZ A, FEEELABANMRSSI/IEDBIHE
W, XREM—*.pl2 Xt
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O == +.pl2 XHREFEH
TEREE PKCS12 B4R ERY, MIMTE *.pl2 XHEHF Server-Cert RiZAKRFRA
FRo T TLS EIFIF KW, FH 389 Directory Server RRERILF R &,
R *.pl2 XHFN NSS BiBER T EEBZRIF S,

1. ERTENGSAEIEESIERIFZTIAY PKCS12 #4561

> sudo openssl pkcsl2 -export -in SERVER.crt \
-inkey SERVER.key \
-out SERVER.pl2 -name Server-Cert

5% SERVER. crt B ARSEZEBIEH, 3§ SERVER. key B N EMMLGIHIFAR A, £
B -out 38T *.pl2 XHHMIRZFR, FH -name IRBERIFRZTR, ZRMNIE Server-
Ce rto

2. EAEEXHSANNSS BiEEZ R, TREZXHFNOL, OLERFERE /etc/dirsrv/
slapd-INSTANCE-NAME/ BRAHI pwdfile. txt XK,

3. II7E, & SERVER.p12 XHT N 389 DS NSS #iEE !

> sudo dsctl INSTANCE NAME tls remove-cert Self-Signed-CA  pkl2util -
i SERVER.p12 \
-d /etc/dirsrv/slapd-INSTANCE-NAME/cert9.db

6.10 REE]

389 Directory Server ZIFEZ RSB e ZBIEHIELUEEARNS. RBIEEHIZEE!, 389 Directory
Server $2fit:

o BYFRYEREM B RERIMRN AT IE]

N

o DIEMEELLT
o ETE
c SR
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SEFERAEFNRNERE, EIUEHBENIERE, BLEEFBEEFEPHNFH, —
BREELIRNNTF—NE%k. TEERDHERNHESMREEZBENGES.

REIER X F—TEANELZRME, MEHERWENEASZERE. EFBLZMHIE
HELRE, BMREETURS MEREREZLE, REEEERE—REES, MEAER
Rixy, ERITZRHEEFIVER TR ESRMHEERD, EHERRIUENRMHE,
R EREBIENERE.

6.10.1 EZEAN
380 DS BREHINSRTRTRMMIERE, BHERSY, BRASRE B, HREH:

o IUAMHEZ W RENMRSFJEAMEANHENL.

s T—alRFHELTEMENG, FREI—ENLER, EARBSZEFFHMRSSHEHE
TREEF,

o MERZENRIESHMARSS 2 LRE NRIEAR, &5 NEEERRIE T8 = A 8e
Ro

BT EFEERIER, FHIFFrBERS A URN ERERIAR.

—MRRIERT, BFLDAP BT “IMIREN" , XERXEREMERSHEZEVHEEN—BR
SHAHEL, FLELANEM ERSILXERHNEN, RLERERN ERFSHIEERE
ERPARHETERE,

6.10.2 i=it#aFh

IRt ERHEINNEE R U TER,
o EFFER: SUAM. WEBEUE. RRERIEXERZNALS.
o BIRAEHRIPERAZIOINEES (TR IRSEEH) o
o BIERRTSR, XEFERIMRERREEE, UERANBFNEvERTE.

o BRBIETERNS S EIEEERETER (21 LDAP URL SRVIZR. AHTE
) .
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XERZHSEMECIRBINIAR. (BXEHINRA, B20E 61037 “EFIEEHNR
7o)

6.10.3 ERIFRFNRA

M TERRM T FERAFEIZN 389 Directory Server T RS BIFRFNRAl, HIPZIFHRAR
HESRHEN 20 1, BIFREKRE, LUSHEFHNRERERZ N

6.10.3.1 WPEZ
f516.4 : MR EBEEDR

1 1
| S1 |«—| S2 |
I L 1

flrea “MMEHEELR" hERNER (S1MS2) , ENERILZENREES, ELENIEE
ERMHEBLRERE. S1M S2 AIUFARNEESC, WAMUFE— I HERC. FFKA

LAEFS LDAP URI. fasF#i28sk DNS SRV iE RTEARSS B2 Bl T8, XErRISKIMSA AL

BB RIET. 1FER, STIRSB[BFEEBRM 100% HNEFFmAE, UBLEMRSSEET

EARERA. W RE G —MRA B UKIEMIRRER, AANMRZ— T RB, 2407

R AMIERRR REIE K,

Q EE: HiAA
RO =R MIAERIARS, AN ERBZEE. MENERIES, G LURIEREY
RAaFh.

6.10.3.2 MIMEHEEZAR
f16.5 : MMEMHESE

1 1
| S1 |«—| S2 |
L 1 L 1
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v v
1 1
| S3 |«—»| S4 |
I I

pres "WMEHEER" PAENMEERPHRHESR, XESARR LI FENMUEFR,
HESTMREROEERMRSSE. A TMEEFOLEE—ITRIERT, 81T TNRNIZEE
983785 100% NEPimfa s, MRS MEFOLEERITNR, BTMHRIAFBEME 50% BvF
P imth Ho

6.10.3.3 RTEZ

516.6: "TEX

1 1

| S1 |«—| S2 |

I I

A A

| |

] ]
| | | |

| |

v v v v
1 1 1 1
| S3 |«—| 54 | | S5 |«—| S6 |
L 1 L 1 L 1 | I—

EF 6.6 SNTEART B, BMIWUTFAENMUE, S1H S2 Z2RH#E, S3. S4. S5/ S6 =2
S1H S2 NERAE. 8—XRS[EEEH, S3. S4. S5M S6 AlIERE AN, fid, AEHSE
HITEREE S1 M S2 FerkAY. Ithig B HithIRRm e R SIS vl A48,

6.10.3.4 EBBFREEAENATER
6.7 AERREAENATES

1 1
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| S1 |«—| S2 |

L 1 |
| |
| |
| |
| | | |
| |
v v v v
1 1 1 1
| s3 | | s4 | | s5 | | s6 |
L 1 L 1 | I— | —

TG 6.7 "EEREERENSTERT R, S1HS2 BiRME, HMO M RSERERIRER
. FAEETE S1M S2 ERE, HERBEINNER, RIREREA UEENNEFHIEERN
FEHIEHI, LIRFIEIRER, FlW, EAJLUTE DMZ FEHE— M A EENRiERSEE, X
%, MRIBIEEE, BT EFEREMELR,

6.10.4 Ri&
ERGIEFNRRILAEE], 389 DS AILAERIMRRES AR, LUTHIRERTARIE,

=k
B EHINNEERER 389 DS Ll

REEZ
BEWIEETBEELANER, BERIRENE NEF

HiREx
BEMEETEEANER, UERIRIVEE,

FRENIARES
BEWEESDEFNER, UER IR,

eitE
R HEIEEPRSIERHA S — 1M EFHNER,

ERE
MAB—PERZREBIEUT NB S HIEEFENEZ.
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EHItmY
BT EXHRHMENERES S — T EXRNXRNRSSHFECE,

fath

i E HIIhEEN— A E A,
E&ID

389 Directory Server SEITEE IR HAIHE—FRIRRT,
SHERE

T ERTPHEERINRAIKS

6.10.5 ECEE]

B PMROIERBENRIRRSZMKERNT RRXEER, XE—MIERERTA. EUTRG
F, AMRETHRNENZ S8 RWL A RW2, FiFARSEA R0, (HR, BHUIERE
CHENZ. )

FRERRSBNE— MR ERNER. RE—1IRSSEE (RW1) FELUEERVREIZ.

6.10.5.1 EEXWTRE

A TFesLEAENS RWLA RW2 ERTRIRE (0l 6.4 "WMEHEELR" ) REEERTE
. (FIEEEREESHENR. )

5. tiEaEsEEEO<

ARSURBARAE, EUSHTERERENSRRMSEHEEES, WOHE
REEHIO.

MRENS MRS BURTENEHEREDS, BSLBREHOLRTFHESS
fltn, 7 RW1 S HINPRR HISEEN, BREEHEEENLIREN RW2 54
EEEOY,

BEE RWL:

> sudo dsconf INSTANCE-NAME replication create-manager
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> sudo dsconf INSTANCE-NAME replication enable \
--suffix dc=example,dc=com \

--role supplier --replica-id 1 --bind-dn "cn=replication manager,cn=config"
AcE RW2:

> sudo dsconf INSTANCE-NAME replication create-manager
> sudo dsconf INSTANCE-NAME replication enable \
--suffix dc=example,dc=com \

--role supplier --replica-id 2 --bind-dn "cn=replication manager,cn=config"

X =B RW1 A RW2 FFRENERITHE. HEERMRSHENEAR IDWER. XIEZE
BEHEEEKS, ZKFABEERIR, AIUERNTRZEHTE R,

RW1# RW2 MEEERENBEERITHIE. T—FEAM RWL iE RW2 R ILEIERIESE
— M

> sudo dsconf INSTANCE-NAME repl-agmt create \

--suffix dc=example,dc=com \

--host=RW2 --port=636 --conn-protocol LDAPS --bind-dn "cn=replication
manager, cn=config" \

--bind-passwd PASSWORD --bind-method SIMPLE RW1l to RW2

NEGERLRSHIEEZE, ¥IEASM RWL A RW2, XRAVIAKSEREAL. XE&
EE RW2 HFEHIEERNDS, UMES RW1 WABEE, im1TU TS RMLSIRERIE
1

> sudo dsconf INSTANCE-NAME repl-agmt init \
--suffix dc=example,dc=com RW1l to RW2

£ RW1 EiEfT AT S RIGTIRES :

> sudo dsconf INSTANCE-NAME repl-agmt init-status \
--suffix dc=example,dc=com RW1l to RW2

TfE, BREEE “DNEMIIFGNL" HE. MRKEHERER, FREHRAS. &
M, W=7E RW2 EEEIS RW1 FHEFRIAS,

&a, ATREMERIRENWNAESR], BERE—TM RW2 HItEHIZ] RW1 NEHIThX:

> sudo dsconf INSTANCE-NAME repl-agmt create \
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--suffix dc=example,dc=com \

--host=RW1 --port=636 --conn-protocol LDAPS \

--bind-dn "cn=replication manager,cn=config" --bind-passwd PASSWORD \
--bind-method SIMPLE RW2 to RW1

ITE, £ RW1E(RW2 EMHANESREHZIS — TR, AU THSNEE—IRSE LN
BRSS!

> sudo dsconf INSTANCE-NAME repl-agmt status \
--suffix dc=example,dc=com \

--bind-dn "cn=replication manager,cn=config" \
--bind-passwd PASSWORD RW2 to RW1

6.10.5.2 EERETR

BRRRRT R, BRIFEEERIEEEKANTHE. RAIMRSSRHENE A RO3:

5. tiEaEREEEO

ARSWMBARRAE, EUSFATFEREEENSRRMSEHEEE, WoHoE
RERHIO S

MREHNEMNRSROBTANEHERENS, FSVREPIOSETFH MRS,
Flan, 7E RWL MBS R R HisE e, BEREHEREOSIREN RW2 55
EEEOY,

> sudo dsconf INSTANCE NAME replication create-manager

> sudo dsconf INSTANCE NAME \

replication enable --suffix dc=EXAMPLE,dc=COM \

--role consumer --bind-dn "cn=replication manager,cn=config"

HAR, NTFRREXR, BAERMUERID, ARACKENGERE. XSNFABERRELRSD
E—TMHRNRIRER ID, ZRIREAR/T, FF RW1 1 RW2 AREYE FI AN RiRL Ao
U TFRBIFE RW1 _EiB1T:

> sudo dsconf INSTANCE NAME \
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repl-agmt create --suffix dc=EXAMPLE,dc=COM \

--host=R03 --port=636 --conn-protocol LDAPS \

--bind-dn "cn=replication manager,cn=config" --bind-passwd PASSWORD
--bind-method SIMPLE RW1l to RO3

LUFRFIE RW2 EECE RW2 5 RO3 ZiEIRYE HIthiX

> sudo dsconf INSTANCE NAME repl-agmt create \

--suffix dc=EXAMPLE,dc=COM \

--host=R03 --port=636 --conn-protocol LDAPS \

--bind-dn "cn=replication manager,cn=config" --bind-passwd PASSWORD \
--bind-method SIMPLE RW2 to RO3

SEROXLEES RS, BILAERA RW1 3 RW2 78 RO3 LR TEIEEIE . LU TREIM RW2 2184
1k, RO3:

> sudo dsconf INSTANCE NAME repl-agmt init
--suffix dc=EXAMPLE,dc=COM RW2_ to RO3

6106 ”/_ *D'{k/p\*‘ E

dsconf S L BIE—NEAET, ERIUEETEES LHEMEMENLESIESIRT. L
TRAlE<LTE RW1 £iE1T, RERNMEZRESKRES, ARKNE RW1 BEPRE:

> sudo dsconf -D "cn=Directory Manager" ldap://RW2 replication monitor
> sudo dsconf -D "cn=Directory Manager" ldap://R03 replication monitor
> sudo dsconf -D "cn=Directory Manager" ldap://RWl1 replication monitor

Bt

dsctl @< E—1 healthcheck &I, LU F/RfI7EZH 389 DS L4 EiIziTEHPIRESE

> sudo dsctl INSTANCE NAME healthcheck --check replication

£/ -v (FEE) ENEERSUEMCENRS!

> sudo dsctl -v INSTANCE NAME healthcheck --check replication

RESEENETHETT dsctl INSTANCE NAME healthcheck El#{T—RRIEAIIRESIE,
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BEITU T SEERTHRERITHOETIR:

> sudo dsctl INSTANCE NAME healthcheck --list-checks
config:hr timestamp

config:passwordscheme

backends:userroot:cl trimming
backends:userroot:mappingtree
backends:userroot:search
backends:userroot:virt attrs
encryption:check tls version

fschecks:file perms

[...]

A LUBTT— IS ZWURIIIEE

> sudo dsctl INSTANCE NAME healthcheck \
--check monitor-disk-space:disk_space tls:certificate_expiration

6.10.7 eIEHH

BRESIE, EEH%E 389 Directory Server HPHREE (BBME 64T “SHHIME 389
Directory Server” TRRINEICIRED) . WRMER db2ldif, MHAZARM - -replication
W&, URREDEFITEE. NEMHEINPHNAERSSE. NEHMERN, EXMEHRIM
BT R, AERMEEMT REMTBRL IS,

6.10.8 E{FM4LEE !

BRI RS EES], ETEMENTAREELES, RN TARZREERBEITE
B ERFINRARRAFRSHYN (BBWE 61097 “#EHE max-age” ) o
£ repl-agmt sr S EEEH, LUTRHFITE RW2 LiETT:

> sudo dsconf INSTANCE NAME repl-agmt disable \
--suffix dc=EXAMPLE,dc=COM RW2_ to RW1

UTROIEFRERESH:
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> sudo dsconf INSTANCE NAME repl-agmt enable \
--suffix dc=EXAMPLE,dc=COM RW2 to RW1

6.10.9 EEcXHE max-age
EAXRTLUEENBE max -age ETE X i KA RFFN. max-age EXEREHEFRE
M EREKIAR. RFE=BohEREE max-age BREMAINE,

EAMEBENGE, BSHEMEAXRS, NREAVNIERED nax-age B, WEXREEEHIE
£, HERELZZENFIELAEMT RIRHENR, RAXLELTER—H. UTREIRF
max-age REHNtX:

> sudo dsconf INSTANCE NAME \
replication set-changelog --max-age 7d \
--suffix dc=EXAMPLE,dc=COM

6.10.10 EFREZR

EBEARBRER, HEBERT S, UBHIEEMENNERTIERN, AE, HIAISEERNTRE
I TENEGIMNAFIERS BB EER. UTREIZER RW2, EEZHA RW1 EMHILEH
X :

> sudo dsconf INSTANCE NAME repl-agmt delete \
--suffix dc=EXAMPLE,dc=COM RW1l to RW2

HEXGNES EUTRAIFANRW2) £, EBRFIE LY

> sudo dsconf INSTANCE NAME repl-agmt delete \
--suffix dc=EXAMPLE,dc=COM RW2 to RW1
> sudo dsconf INSTANCE NAME repl-agmt delete \
--suffix dc=EXAMPLE,dc=COM RW2 to RO3

fS1E RW2 ERYIEAI:

> sudo systemctl stop dirsrv@INSTANCE NAME.service
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RRIE1T cleanallruv S UMEINRERREZ ID, LA T/RAITE RW1 EIBTT:

> sudo dsconf INSTANCE NAME repl-tasks cleanallruv \
--suffix dc=EXAMPLE,dc=COM --replica-id 2
> sudo dsconf INSTANCE NAME repl-tasks list-cleanruv-tasks

6.11 5 Microsoft Active Directory [E#

389 Directory Server z#5[E)2# Microsoft Active Directory FRYFELERFAFARNZ, # Linux
K FimEERSER 389 DS AESMER, MEZH—MWIER FAESEREMAGRE, XhES
389 DS REMEY BB SHHEHMINEE, HERXLEIHRERAIEM Active Directory [EF HI%k#E.

6.11.1 MxIFEZ#HFH

HTFREPWIES, iIER P K—1 389 Directory Server # Active Directory RS

23, Active Directory AR 28 S EERIHITHIZE, MARRIFIHITHI2E (RODC). EERE
W DC EAFELFBER, A7 389 DS XEHIHAEMMIINE,

DIE FEREBIERNAE. =% M AD 7i[M 389 DS. M 389 DS i@ AD, ZXX[E.

Q ix&E: FEFOL
Fo7A7E 389 DS 5 Active Directory ZBIEIZ A<, XMBFAERKAIESENRE, NS
S #FM Active Directory F| 389 DS B 7o

EHYRIMNE U0 T EIF . 389 Directory Server #1 Active Directory $hIMAIRERR], BEREER
[FZ=Z 389 DS 5 Active Directory Z[BIRFE RN ERK. BSHTE 389 DS #l AD WREME S
HMTRIPEEEX—R, UAFRNERREXLERINZENENEHERE,

1 1 1 1

| | | | | | | |

| 389-ds |«—»| 389-ds |« ———-»| AD |«—»| AD |

| | | | | | | |

 —  —  — I —
A A A A
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v v v \4

1 1 1 1
| | | | | | | |
| 389-ds |«—»| 389-ds | | AD |<—»| AD |
| | | | | | | |
— I — —  —

6.11.2 Active Directory By R4

FE—MAE ‘EFERENR NRNZLHE, FiW, BRIZECIET—1EA “Directory
Server Sync” B4, aILUIEER “How to grant the 'Replicating Directory Changes'

permission for the Microsoft Metadirectory Services ADMA service account”  (¥1fa
Microsoft Metadirectory Services ADMA RSB #%F “EHIBREXR” WPR) (https://

docs.microsoft.com/en-US/troubleshoot/windows-server/ windows-security/grant-

replicating-directory-changes-permission-adma-service 2) RS BIGE Ib4H,

5. FEnakelt

MG HANRRR SN SHERRNTLHASEE, HANRREEBM Active
Directory FRIEFHREREBUBNE , EULIERIIZ Lt/ (£ RN L RAYSRARSS 1/ O
<, FAEFHILANRR AR,

ENZEIE— MRS K P ER LRI AL 5o
1819 Active Directory IE#4Z 9 LDAPS BECEIEH, LA 389 DS 5 AD ZEIN BB RIERR
28, TEBEHIIEFERAR LIRS API/Kerberos (GSSAPI/KRB) L&A,

6.11.3 389 Directory Server By RE 4

WIESEFALALR B (OU) J9 389 Directory Server B E—1Maim#iEE, UERDEL FIH
Fo

WA 389 Directory Server FLE—1EZK ID, FiZIREZS(EMUF—MREER, (BXIKE
SHNAT, BFBNE610T EEEF ) .
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6.11.4 6l M Active Directory %l 389 Directory Server B9EHl
N
AR ffles< 7 389 Directory Server £iz1T, B EIZM Active Directory F| 389 Directory

Server BNE &N :

> sudo dsconf INSTANCE-NAME repl-winsync-agmt create --suffix dc=example,dc=com
\

--host AD-HOSTNAME --port 636 --conn-protocol LDAPS \
--bind-dn "cn=SERVICE-ACCOUNT, cn=USERS, dc=AD,dc=EXAMPLE, dc=COM" \
--bind-passwd "PASSWORD" --win-subtree "cn=USERS,dc=AD,dc=EXAMPLE,dc=COM" \
--ds-subtree ou=AD,dc=EXAMPLE,dc=COM --one-way-sync fromWindows \
--sync-users=on --sync-groups=on --move-action delete \
--win-domain AD-DOMAIN adsync_agreement

BIEEMNG, SITRITRERRD !

> sudo dsconf INSTANCE-NAME repl-winsync-agmt init --suffix dc=example,dc=com

adsync_agreement
FERUTHIRENBMIRES:

> sudo dsconf INSTANCE-NAME repl-winsync-agmt init-status --

suffix dc=example,dc=com adsync_agreement

Q iiE: FEmARES
ERLEFRT, BMEMBRURSIRE AT, BNt AIER=ES . BRE /var/
log/dirsrv/slapd-INSTANCE-NAME/errors #9389 DS HEX

ERU TR E IR

> sudo dsconf INSTANCE-NAME repl-winsync-agmt status --suffix dc=example,dc=com

adsync_agreement
3F Active Directory 3§ 389 Directory Server #RFMAUITAIPE, AILUER T o< REEMN:

> sudo dsconf INSTANCE-NAME repl-winsync-agmt disable --suffix dc=example,dc=com
adsync_agreement
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ERLTar<MEN:

> sudo dsconf INSTANCE-NAME repl-winsync-agmt enable --suffix dc=example,dc=com
adsync_agreement

6.12 EZER
A 389 Directory Server Fi¥4E 8, iBEMN:
e https://www.port389.org/docs/389ds/documentation.html 2 FREY_EHsaid,

* man dsconf

man dsctl

man dsidm

® man dscreate
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7 {£H/H Kerberos #1TME S 10 L810E

Kerberos @— 1ML SR IRIENMY, BEIIEREINER, KENBINMEIZE Kerberos
AR EE RN, LDAP #0 NFS AR,

7.1 BLSBLA

R EBRIOSHSIIN, FRMELEREEMEMSARBERITIFEEEBIERIRIERF
E—RNEER, ARESXIHRNEPRARSIEOIRANOSL. Kerberos {2t 7T —ME 10
R, RARXMAZE, ARREEIM—R, REIEBINZPRGEEUTHIIENRIRE
E. BZIRELR2HNGE, DIHEUTENR:

* {EFFB AP AN SRR IERRtIE S &Y, HREREABF I EEREMA
FHEIE G,

o BIREITMBRSSFBEIERE S, BNREERAIEES TRSSF[HIRMT LIRS
RS R. XMESWMNEESRINE, FAERFENRSSEZEHET THEES?)

¥k,

Kerberos @I IR A& MR RIAIESREE B &R B XL E R, XBITIE Kerberos BIE AR
B, BXIFEAEARE, 1550 Kerberos X4,

7.2 Kerberos K&
LU TFIECRE X T —L Kerberos Ri&.

B0
BREEFPRFEREEMB OIS EIRGEIRIERIRS. Kerberos SZHRMME1E
IE — EREMSPHIIERE,

SIERHRSHEMARNSHRIE, FRREREEREERERRSHRSSZHITEH
Wik, EEakSHENBIE. BRIRNBAI. TR RNEBRMMIE, 8. BREAMEN
REFH. MEXEHIEEERIRSBNERHEIT T INE,
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SI8EsR
SHWIERSRRESHER, IRTIERRHEEENTPRASSHEMBS MO8, &
HIIEREERAFT P HINBATR. TIEIERY (P it M5 TIEILYEE (FrEXLE 2EE
SRBEEFHMEXRSSEMNENZIEZRME) WEN, SREFR, SHEIEEIR6E
fERA—RX. ERmAILIE CHZS IS,

Ei&
Kerberos AR AL HIBREEIRT LA (AP HARS) - EAREELTED:

USER/INSTANCE@REALM

e primary: FENE NS, FFHF, XBESHFZHER,

e instance (®i%) : #E1R primary FHERMINIE S, LEFRFES primary Z &8
B—1 / bR
tux@example.org # tux/admin@example.org A] LAIFEEFE— Kerberos &
git, elRRATRENER,

e realm: 3#57E Kerberos g, BREIBERL T, THMEBEMNKEZZ,

B 514580
Kerberos HfRE P inlARSS SR EB AT LARIAXM T B 0. ENHE—TAARREENNR
EE o

RIEEH
RIETAEH Kerberos £RRIIGRITARER, FRHRMEXLERR, HEFiRARSSE
BRAWEIRERS, FEAXLERARIMES P ImMARSS 28 Z ERE .

Bl
JVFFRETENSE R ARIERE S EBRES WG, BRI ERIX, 7EfEMA Kerberos BI1ER
T, MRREHERN T ESENRENSHIERNRSIER, WZEERR. REHENE
ERRERIREENRREIIER (B KERE. 7AM, Kerberos L 7 ZFHLHIR %S
g7

AR5 222k AR SS
ARSS RIS EHITOSEIRME. IHRIEREHEMNIRS 2.
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7.3 Kerberos B9 T{ERIE

Kerberos BEWIMAE=ZAAEEMHIIIRS, XEKEEHMEZFIHEEE Kerberos 345
— N EF RS PIEIRT, Kerberos RFE— 1 E S EHFRE BF REFLBZRIAIEIRE,

HIR Kerberos IER TE, IBETRAITEN LETEHRIEMERERNIRS 8. BREEERE
GREEETEE MG R EN. BBV LETH (WE) REHERIIRE —EEXR
Hjz17 sshd,

7.3.1 BXEAR

TEEXIEAR Kerberos BY, ERURESTEEMMBRGETHEMERIRERM. WALERAR
Fo X—IERMNEFRNIRSHI BT LIXEI FPIIUEARSS 2R (Kerberos)o SR FDINIEARSS
BAEENED, EER—THENZIEER, HUGEEFIHNRERNARS B ZEER.

SMIWIERSSEMERNRERNRS FEE— T RIE. ZERESUTER — (OAIERS:E
MEERNARSZBAEN . BERAMZRREES:

° B iRt BHERINARSS 2R TR
o HaikYia)

o NI EEEIKBYA RER

° BFURHY IP it

o MERNSIEEA

fele, ERUMEZELIFILRESZERA—ELERE i, EXXERANEEF KIAR

#H. 2B Kerberos MIF P mALELLREH, FNEBMNENAFROSIKEN, BTEF iR
BELWEIT MMM, TEAEHRRERADS, WOSWERA—NESR, MAEARESH

WIEARSERFIRIZENE, AF " 8, HFROSHBEBMN I RENRERRER RER

BEI AT REEGEENIRINREEENENH, TIFLmEEIERER S5,

7.3.2 1EXKARSS

EMWMERNERRSSFIERRS, ERRNAREFHFERRSFIEAES R, Eik, Ny
RREFER— BRI, SHEIESREE U TERS:
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° BFIRRIEMR

° X mAY IP st

o ZEIAYE]

o I (RFFIHER)

FREXLE(E BEMERAT P mAX MRS SHHEWEINIEBAAT T NE. BTFRSHENS
PIIERMREIRAIXEZRS R ZRSHERBINEERE A RER S HINIES,
M PIIERNERISIERERSNEFIHERNEMIRER, ARRSHEFXLEREES
SERESNERHITI. RSFBENERENSHRIIREEREE—FF iR,

NRERSF LA RREAR e, WX PMMERNIRERRANERRERIERBR, FLE
AFIREIREIE & Sohi MIEE EEREVIER. AELEHIXMER, RESFFFEZAERNE
W EI I RYBY B B EHRRVEIE R, tbSh, BERAS BB S E WIS KT RIET B HEE A KRYIENK,

71.3.3 tHESHiviE

Kerberos SAIIER AN EER. EMXAURIEREF RSN EMEMIEF i, RSEAE
S aEBmIERERSNEZEFAHESHIIEE S, Eit, EXRFIREFHRIER. ERER
FImEY S DR PR UEIRIEANN 1, AREREMEFLEHAENZIERAXNEME. TP K
Rt fE 3 AR S5 BBV R LRI, ARENFRE.

1.3.4 ZFEERT — BKRFIERSSE:

SEESRE—TRSSEER. Alt, SHEERI—PRSH, MERRR—THE

8. Kerberos 327t 7 —HWIHISKIRENA TR MRS BHRE. XMIRSKITN “RIERANAR
5" . BERNRSSHERIINEMRS—F, UERAENAINBEELENN. BNATRE
FREE—NHKRBERIVEEN, MIKRRERNRSSE. WIEREEUTES:

° HWIERAIER
o RIEERNERE

° JAIEZR

76 ME S HIIE | SLES 15 SP4



S5FAEMIRSE—1F, ZEENRSH/IITELEZERENERNEH RIS, NRBET
118, EEENRSBENE— I BERIGEPIHENFIRSRBZEERNFIESH. A5
HWERTHRSSNER, HHFaE3UTEER:

o RPURAEIR

o PR EIHVER

o LFIATIE)

o X umAY IP ik

o MERNSIER
MEZEAE AR, ZAEVIRZIERNERENRISE N, IREWRINERE. R4%
BIERX A METRNE—D BRIRSEREREENIRS LN EIENSEEH, BX—

R, MmN EBESREEERNERENHENRIERRAMEB, HERMRSHE, FRED MR
MNMMAFERFPRIOL. R, Kerberos TFEMAF MEERENE P sk — X —1EE.

7.4 Kerberos WEFE

BAEERT, AFPS Kerberos F—IZf BT TFLERNEZEN, BRHEGERE—E
BIENER, 1Y, AP Kerberos EE BN, XEEMARTERGZAF.
SAFPNERRIEFEN BT A ERENEREENRKINERE] (SFEVILEZE 10 /h8)
B, ERMNEMAMARERENEHRE, ERAFFLUETIETT kinit RRE— M HNERE
BNERE. BRXBAOS, Kerberos TEMIME LRI RGN ARSI, BIXE
Kerberos A& E#EAIREXBIFRE EHREMVTIZR, IFIE1T klist,

TEAFESIRSIL T Kerberos B IIERNN BIEF. &% krb5-apps-clients H4&
&, ®ITE /usr/lib/mit/bin 3% /usr/lib/mit/sbin TEIXLNBERF. SIHRELZE
Unix #1 Linux Nz B2 BIFREINEE, FETASE Kerberos BIERER S MIIERINE

e telnet. telnetd
* rlogin

® rsh. rcp. rshd
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e ftp. ftpd
® ksu

EABZFERANOCAAIFERAXLNAER, EAN Kerberos EIEBRERI R, IR AEHEEFE
T Kerberos 2%, ssh BEErJLUEA— N TIEILRENNAIE ZIRE A BB — P TIEih, R
(EMA ssh BREIS— 1 IEL, ssh RABGREENMZASTSRIENBRMAR, (XTI
Fit 2 BIEHIZIERA BN, AAZEFESTFNREREE (IP#ii) . XDM # GDM t2ig
fi Kerberos 3%, &3 https://web.mit.edu/kerberos 2 _ERY {Kerberos V5 UNIX User's
Guide) (KerberosV5UNIX FBF15R) A& X Kerberos WER BIZF RIS Bo

7.5 ZIEMEIE Kerberos

Kerberos IFiR I ZMAKHIRL. FIAHDKH0 (KDC) BFBEMHROEHIERE, ZHIEEESA
Kerberos 18X ##E, FREEFPImIKEIT KDC B NMER EMREITEHIIE, KDCHEF
IR R E NS ERYIS ERILE

—RREETE
CEMRIGE, BREFTEE 7.5.1 7 “Kerberos WEEIRHN HFIRAMREER,
Kerberos iR BIEFE LRI, BEME 7.5.2 7 %5 Kerberos 4liE” o EEHREE
755 KDC Bt BN AN AN R SKIR, 58I E 7537 25 KDCEW" . W
LRI E R EMNNEIRUBRFIERIBHRESBEUNNE, FENE 7547 “ILENEE
£

EXfE
AcE KDC MIZEFim, BEWE 7557 “ELEKDC” ME 7.5.6 T “EEE Kerberos &/
it o JBFE Kerberos IRSBHVZIZEEIE, XEEMILFEX KDC i+ ENHITHIEIRIR, 5
BOE 757 “EEITE Kerberos B2 , AMEHHNESMRSCERS K, 155
MEE7.58F “BIE Kerberos REZEME o

JBH Kerberos B{3I83iE
ML R E AR SSE BT LAEF Kerberos. EffF PAM £ FRERH 70 Kerberos O
KT, BRE 7597 "I Kerberos EF PAM 215" HpRikig(E. EfFEH Kerberos
B3UIEEZE SSH 5% LDAP, B35 7.5.10 71 “ACE SSH #4T Kerberos 51440
IE” MEE 7.5.117% “fEF LDAP #ll Kerberos” FRETRiRE,
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7.5.1 Kerberos M£&RH
{£1a] Kerberos IMEE N AT S U T ER A REZLIE EiBTT:

o RMEAFERMZREITAVREEMTRY DNS fr32:, UERF MRS SFEBHERIL, BX
DNSIRERER, HEN (EEEmR) ,8398 “HRAA"

o IEMERIRE—BTEIIRSZ 28, FREFRAIBTERT T Kerberos I&E M % XEE, AN
BMH Kerberos ZERATNE S EHBINE, BXNTPIRENEER, BN (BiEiERE)
$£38F “FEANTP ELEE” o

o RE—PEPAD RPN (KDC) 157 Kerberos R LIEIR AL, KDC HFAS

Kerberos ##EE, EUItitEN LERRARETEILERE, UHLELHTEN EER
IR EAEE

o BEFIRITENEE NER Kerberos S14%83IE,

TE#ELE T —MERIRAING, HRNEEE Kerberos BHEMEDFAERAN, RIFE
RUERE A/ NFNIRTN, ERISERRESEARE,

192.168.1.0/24

116

Kerberos

B ERER

.100 101

192.168.2.0/24

7.1 . KERBEROS R4##k

©) #F: BBEFMRH
HFEMFE 7.1 “Kerberos WMEERTN PERAREIKE, TEMRNFW
(192.168.1.0/24 #1 192.168.2.0/24) Z[EECERRH. B XfFEM YaST BB RHMIFM(E
B, B8N (BEiEm) ,$ 238 “EXAMEMIR” ,56234.157 “BEERH .
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7.5.2 1%3F Kerberos 575

Kerberos ZRAVHIR AWM, BEI—NEFR (W EXAMPLE . COM B¢E 59 ACCOUNTING) 3RAR
i3, Kerberos X9 A/NE, Eit example. com S2p5LE25 EXAMPLE . COM REIMSTE, 8]
RIEE SR ERERXNE, EEENBERERAT IR,

fEAERI DNS & (F13, W ACCOUNTING.EXAMPLE.COM) @A FER0iERR, S0FFRr
T, WR¥E Kerberos B IRECE /9i85d DNS REH KDC F1EM Kerberos fRSS, MARSKEIER
RNTERBEMEZ T, BMEX—R, RM%Ei&H DNS HEZNFHSRE R,

5 DNS B =iEIR[E, Kerberos @R7%M, HLt, WREE—1 &5 EXAMPLE. COM BI
1, %47 e DEVELOPMENT #1 ACCOUNTING B9F “F4lls” , XEMBIIEHASM
EXAMPLE . COM 4k & 1K, R, EHENR=Z MM, HEEAS M TIRERER TR
BMWIE, F—NMURPNAFEESS — N UEPRRSSIEMBFR R E,

ATEFHRA, BRSERABNMARILE— TS, EXERRIBAP, KEMERGIPER
4t & SAMPLE . COM,

7.5.3 =& KDC B

E{EM Kerberos, BAFTE—GREREADLKFRL (EEH KDC) HitEN. XaitENREE
& Kerberos AR #iERE, EPFEEOLHREER.

KDC Bx BT REZNED — WRBEARN, N Kerberos fRIFHIFFE AP IKFE
MighER =R ERE. BEBEIHIA] Kerberos ¥RV G E AT LUE REWREEFHEMER. FRLL
NRERERSITENNR 2%

1. BERSS|HENRE— N UEAAFRIFOMUE, WRBERDBATA ATFHNRMNBIARSS2E

o

R

It

2. FRT KDC LA%h, AEFH EBITEANZNARER. HPeiERSSHNEFiE— §
g0, KDC ANi@Ed NFS SNEAXHRSEfER DHCP EREMSEE.

3. BARERNERY, AEREELENRGEIIRHBRETARTENRGE. HPEHE
portmap. inetd #l1 CUPS RS 28, URMERIET X V. EERE SSH iRSZ2Et0
RIZMABENLZE X,
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4, FRHBEN LA REERER, BN XRSBABBENL 2N, Kerberos iRftEH
CHMEER@E.

5. ¥ /etc/nsswitch. conf BEEEANERZAMX R HITHRAMNAEH. R passwd #

group BYITIFHITAI T ELN:
passwd: files
group: files

“mi8 /etc A9 passwd. group # shadow X, HERREML + FRIFFKLEIIT (XL
TAFNISER) .

6. ZA root tkA LUSMNYFRBRMBFIKS, 75752458 /etc/shadow FHRFMAOLSER
AFH! Ffo

7.5.4 BECEREIRS

ERINER Kerberos, MIAFRENALANIE RANHHELTE CEARLS . X—R3IFS
BE, [EA Kerberos BEMTERNSHEIL. WEEFTRERTEML LIREX Kerberos F174E
iE, HBEFERTEIIRNERS 2. Kerberos RERZMRIFIEIEEITIAE. HPFZ—=RETNN
ZIRPHMNNEE. NRRS[BUREINZIBENNEIES SEINEIRE, MELLLER,
Kerberos TELLIRBYRIB Y R IF—ERRE. EItENNHNENTIEEIFE R ER — T—ARR
FIEEMNNHAEL, AL, EXME LA EVHITRE, FEl1NRshS P REENR
k8

EXHLER, —MERENAEMEET—EITEN LZE NTP iEfRS2E, HEMERFIH
B 5iZARSRES . Alt, BEMEXLEITEN EURFPIRINSHIETT NTP FiFERF
chronyd, KDC ZZHFESLANEIREY . AFELITEN LET NTP FFiEFSELSE
X%, 8 cron fEAIETT chronyd -q #ITIHIRERIBER M AEIIERE. ERENVISSEEE
R NTP ZFus, 0 (EIEHEmE) ,$638F “FRANTPREDEIE ,%38.1% “fFMA YaSTEE
NTP ZFiR" LRI ABIF AR SR,

S—MERIFETEIRSHMIBER NTP SHPEFIMER, B— M E4SZRHERIE RN
NTP iRZ5288, HiES—MEESERNIEEE KDC,
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WA LLEZE Kerberos TERER B)BBTEF A IFNRARE. IHE (ﬂ’jjﬂﬁ'ﬂﬂﬂ) AILTE
krb5.conf XHH#HITIKE, BEEIE 7.5.6.3 71 “FAENHEE" —T.

7.5.5 Bo&E KDC

ATINE KDC NAREC BN RE, BiEtIBEEEM, IRREeE/IIMTR:

1. RERPM: 7EIEEA{E KDC BUITEN ELZZE LI THEE: krb5. krb5-server
krb5-client B{4€,

2. BB SIURIEEZNAZEIEE /etc/krb5.conf 1 /var/lib/kerberos/
krb5kdc/kdc.conf BRENX 4, XLEEXH KDC EMFIBEER. BBWE 7.55.1 7 “I
BiRSR

3. el#E Kerberos #3BREE: Kerberos (R#FP1E EEARMRM B ERIAERIFTE EEZREHVEL
?Er_o ﬁ;é-ﬁéém'fm ) ]ﬁ%% %‘_ 7.5.5. 2 BE ‘iﬁ%?ﬂ%fﬁ” o

4, JHEE ACL XfF: HFMEEHR: TJLURTEEIE KDC LY Kerberos #3EE, ERfIEFRIT
WE’\JIWEE&%ﬂEr %, Kerberos ERIARNEHIFIR, HMNEERFARERSHITEN
im], LUEHGEBEIRLHIEE. Kerberos ACL X iiF /var/lib/kerberos/krb5kdc/
kadm5.acl F. BXEFMER, FSE F7.5.7 17 “ILEITIE Kerberos BIE” o

5. i3%& Kerberos B : FMEER: RV EE—PEETARETNEIE
Kerberos, HMTEREN KDC ZEIRIIT ZEF. BXFAEE, BSE £ 75537
“CIEBEMR

6. [B5h Kerberos SFPIERF: ZTEHIFHECE KDC 34fE, B5h Kerberos SPPIER LUE
NI IEH Kerberos RS, BXRIFHMEER, BBE £ 755471 “BEoiKDC”

7. HZEHCRIEER: TECSFE XK. BXFMER, BSE £ 75531 “ClE
EE o
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7.55.1 ECERRSSEE

Kerberos fRZ2sMVECEFEIR ZHIT N, I NREEHIMEAZR L. DNS #1 DHCP E2&. 4
N EMEERRAR, SATUESRITF—MNERIATUE AR5 2 s Y PR ET o "FEE’\J/TPﬁ'J‘EETT—
MEEEE, XHIESHIRNETIRARE]; BX Kerberos BEERFMIEE, 152 MW https://

web.mit.edu/kerberos/krb5-latest/doc/admin/conf_files/index.html#,

7.1 =~ffl KDCEZE /etc/krb5.conf

[libdefaults]

dns_canonicalize hostname = false
rdns = false

default realm = example.com
ticket lifetime = 24h

renew lifetime = 7d

[realms]
example.com = {
kdc = kdc.example.com. :88
admin_server = kdc.example.com

default domain = example.com

[logging]

kdc = FILE:/var/log/krb5kdc.log
admin_server = FILE:/var/log/kadmind.log
default = SYSLOG:NOTICE:DAEMON

[domain realm]
.example.com = example.com
example.com = example.com

7.5.5.2 GEHIEE

T—FEHIE1K Kerberos ARFREFFAE EMEENHIERE, REBUEEETEH, WEBATH

SEHIEERSIMNER (SRIRYEEMEESN) . TBWARMBITORER, BEEMNE
EXHHIX R, XEEERERE KDC HEFTRAOLHRE, WRER—EHNET
215, WM—ABRENFT AN — TP H R —aiE,
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7%t Kerberos #(#8% (/var/1lib/kerberos/krb5kdc/principal) #iTHiH &/, 17
BPEEXH (EfUTF /var/lib/kerberos/krb5kdc/.k5.EXAMPLE.COM &) . &M,
RENS IR B LA PR A ABR ] LURZ SRR, HLt, BR@TOCaIFARFELLNE, BN
TERG A RENEDHHEREHIEEREARIE,

B EEFXHMEERE, 15i51T!
> sudo kdb5 util create -r EXAMPLE.COM -s
TRETIUTHE:

Initializing database '/var/lib/kerberos/krb5kdc/principal' for realm
"EXAMPLE.COM',

master key name 'K/M@EXAMPLE.COM'

You will be prompted for the database Master Password.

It is important that you NOT FORGET this password.

Enter KDC database master key: @

Re-enter KDC database master key to verify: @

@ Typethe master password.
® BXEANOS
EHITIREG, EER list 8

> kadmin.local

kadmin> listprincs
TREIEBIEETFNS D IR, XA Kerberos RERERA:

K/M@EXAMPLE.COM
kadmin/admin@EXAMPLE.COM
kadmin/changepw@EXAMPLE .COM
krbtgt/EXAMPLE.COM@EXAMPLE.COM

7553 GIEEF

HNECEIEM Kerberos £k, —MNEMEEXBFHEIE, S—MHTS Kerberos #HxHY
BIEMES, RIEENERZRE suzanne, BERITUUTERE:
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> kadmin.local

kadmin> ank suzanne

TREIIUTRHE:

suzanne@EXAMPLE.COM's Password: @
Verifying password: @

@ BN\ >suzanne®Od%,
@ BEXEANsuzanne 9%,

ET¥E, £ kadmin 2R N ank suzanne/admin LABIERZ A suzanne/admin B —
PNEE, EREFRZB adnin GRIEE T ENAR, HETEEIE Kerberos #3EERNEFERLE
B, —TRPAIUERTARENNZ MG, ACHNERMERITEMERIETEREHN
A,

7.5.5.4 B5h KDC
[B5) KDC sT4F12FH Kadmin P12, BFSIBRITIFIER, B

> sudo systemctl start krb5kdc
sudo systemctl start kadmind

SIERFRERSSIIITENES| S0, BIAEaARSS KDC (krb5kdc) # kadmind
(kadmind), IBEMWANU TS EAXLERS:

> sudo systemctl enable krb5kdc kadmind

B YaST s EEEERB Ao

7.5.6 [EZE Kerberos B i

HERBH I FEML (DNS. NTP) BEEREHBGN KDCH, BREEFiRITEN. Ei
& Kerberos ®F i, 1BER TEMARNRMFNSGEZ—
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TEECE Kerberos BY, BILURAMMAE — 7 /etc/krb5. conf XHHH#ITESEENED
DNS #1TEhSECE, XA DNS ERERY, Kerberos MAEF=E1RA#EH DNS ieR&EH KDC AR
5. RAFBSEERN, KE8 KDC RSBV ENZARME krb5. conf (H1EHEH KDC HUAE
A RNER B SR EI )

EF DNSHEERBILRTE, MESSITENNEETEFEL/VES, BERENTHES
&89 DNS IHERIH B E T8, &id DNS ECE Kerberos Wx=4REn#: KEHEEB @D
DNS FEERIF TR (B ERBMARSEZLM. G DNSIERE) . BEXRERREM
LIRS BT, BRIETE krb5. conf RHEIN IP HIEMIEENE, BNBHSEBEHUSLEHERN

1Bt

7.5.6.1 #WSEE

—HMEZE Kerberos M55 2448 /etc/krb5. conf, BRIAREMXHREEZNREIT, &
T2z T, IBIBRMRAIE XL, krb5.conf HZNERS (ESR) MR, 109 @TiEESE
SHHHBESIN, EHUTF [this],

EfgE Kerberos EFif, 1B FTEMVESEARMNEI krb5. conf (EA kdc.example.com &
KDC BEHE) H:

[libdefaults]
default realm = EXAMPLE.COM

[realms]
EXAMPLE.COM = {
kdc = kdc.example.com

admin_ server = kdc.example.com

}

default realmiTIRE T Kerberos N EFHEIAIE,. WMREHZINTR, BE
[realms] B ARNOIKMIANESR,

ESMEE RIS RII—MER, 8RN AR INENG EN BT R, Fi0, HiEEIz
ZENEY, Kerberos FEEEFIE L ENAIFHR- A, HAFE [domain realms] T
HITERE

[domain realm]
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.example.com = EXAMPLE.COM
www.example.org = EXAMPLE.COM

IttiEAImEBH example. com DNS 35 FREYFRE ENIIAIF SAMPLE . COM Kerberos £ig .
b, ERE—1R A www . example.org BIFMEEEAR S EXAMPLE . COM §TigiAYR 5ao

7.5.6.2 EHT DNSHEE
ETF DNS 89 Kerberos BeEAEZF A SRV iER. 1SN (RFC2052) AFISERSS(iiEH) DNS
RR, MHERE https://datatracker.ietf.org/doc/html/rfc2052 2,

3FF Kerberos ME, SRVIERHIBRITIBARA service. proto.realm#§z, HA realm
i Kerberos ¢iif{, DNS FHHZRAXAANE, HLtSERXMECES AR, Kerberos S
RIEEBRAARNE, _service B— MRS E (HIINH=RHEKR KDC HEBRSEH=FERATR
BMIZFR) o protodAILUE udpsl tcp, EBREFAERSER X FMIRMIN.

SRV ZHRIERMEIER D EIE—MEKRE. —ME. —MHOSH—PENE. K
ETENMB=RNINEFE (ERENREAES) . NEERTIIERERERENRSEZIE
KLY —ERENAH TS, THLFAFEEN], FRLUEEi&7 0 BIE,

MIT Kerberos HaIEXARSEHREEIR AT B!

_kerberos
TEXT KDC TR (BHIIEEERNARS2S) NAE. #BEIERINT:

_kerberos. udp.EXAMPLE.COM. 1IN SRV 0 0 88 kdc.example.com.
_kerberos. tcp.EXAMPLE.COM. 1IN SRV 0 0 88 kdc.example.com.

_kerberos-adm
EiER T IZEEERSUE, BEIERNT:

_kerberos-adm. tcp.EXAMPLE.COM. IN SRV 0 0 749 kdc.example.com.
A kadmind A3#F UDP, FRLU&E udp iE%o

588 EXH—F, XBHRMET —MHEIREEFimERFE EVAGITF EXAMPLE . COM
g, EMEEARZ example. com DNS F9—&8453, @iTiE— TXT i RNz
_kerberos.host name BlRIf#EIX—=, WTFFR:
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_kerberos.www.example.org. IN TXT "EXAMPLE.COM"

7.5.6.3 BB RE

FffRER ST RENES TV ARNHEERSEE, BIICERNMERIERE, HHRE
BEIREN 300 GO . XEKRE, BRIEFNNERSAULARSFNHMER I, HE
&% A LUIRA 73,

HER NTP BZFAE XN, AILUSIERID ARL—7D, RILIE /etc/krb5. conf Fig
BRfREE, SRR

[libdefaults]
clockskew = 60

7.5.7 BEEIiniE Kerberos 18

AT EFEEZIHIR KDC =6 GBI A M Kerberos $UIREERINAERR R, 1E48IE /var/lib/
kerberos/krb5kdc/kadm5.acl BUE4%] Kerberos BIRARSS 28 B A FHILE I (A ITHRLE IR
E. ACL (ARNEHITIR) XHHLELEHIITHIEREFN. BXIFMEE, 15EMA man 8
kadmind R&ZEFMD

BB A RXAFFEAULT—1TREE SR T ERBUREERRR:

suzanne/admin *

BHEEFP R suzanne B ANEECHER B, ERsh kadmind LAEEREK.

IRIMIERIZBENSER kadmin TREIZFEMIT Kerberos BIEFSE., B, NEM admin AR
B—ER, HEEES kadmin IRS2EHMERLLERE:

> kadmin -p suzanne/admin

Authenticating as principal suzanne/admin@EXAMPLE.COM with password.
Password for suzanne/admin@EXAMPLE.COM:

kadmin: getprivs

current privileges: GET ADD MODIFY DELETE

kadmin:
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£/ getprivs iSO E ML, FEMNFIRBTIH T 2245,
590, BXEIK suzanne:

> kadmin -p suzanne/admin
Authenticating as principal suzanne/admin@EXAMPLE.COM with password.
Password for suzanne/admin@EXAMPLE.COM:

kadmin: getprinc suzanne

Principal: suzanne@EXAMPLE.COM

Expiration date: [never]

Last password change: Wed Jan 12 17:28:46 CET 2005
Password expiration date: [none]

Maximum ticket life: 0 days 10:00:00

Maximum renewable life: 7 days 00:00:00

Last modified: Wed Jan 12 17:47:17 CET 2005 (admin/admin@EXAMPLE.COM)
Last successful authentication: [never]

Last failed authentication: [never]

Failed password attempts: 0

Number of keys: 2

Key: vno 1, Triple DES cbc mode with HMAC/shal, no salt
Key: vno 1, DES cbc mode with CRC-32, no salt
Attributes:

Policy: [none]

kadmin: modify principal -maxlife "8 hours" suzanne
Principal "suzanne@EXAMPLE.COM" modified.

kadmin: getprinc suzanne

Principal: suzanne@EXAMPLE.COM

Expiration date: [never]

Last password change: Wed Jan 12 17:28:46 CET 2005
Password expiration date: [none]

Maximum ticket life: 0 days 08:00:00

Maximum renewable life: 7 days 00:00:00

Last modified: Wed Jan 12 17:59:49 CET 2005 (suzanne/admin@EXAMPLE.COM)
Last successful authentication: [never]

Last failed authentication: [never]

Failed password attempts: 0

Number of keys: 2
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Key: vno 1, Triple DES cbc mode with HMAC/shal, no salt
Key: vno 1, DES cbc mode with CRC-32, no salt
Attributes:

Policy: [none]

kadmin:

X EEMNSEKESERER N 8 /N\it, X kadmin Sl AENMFHAEE, 2R
krb5-doc 43 man 8 kadmin FETi,

7.5.8 @I Kerberos IRSE E &

FBFEIALLE, BIUGTIET AR SHMEIL. {85 Keberos #AMNRSZS BEHEEEENH
SINERIE Fim. Ft, 3FIAPIRENE RS, Kerberos #REHRNIIFTERZREY
RSB EIK, a0, R ldap.example.com et LDAP RS, EREE—1IRS EMK Ldap/
ldap.example.com@EXAMPLE.COM, LAfFILARSZ MFAE R P IRIIES 1,
REFEAEMHBRLYIER SERVICE/HOSTNAME@REALM, EA HOSTNAME BENMTZLIEEEMN
Bo

BYBIRSHIRFT A

R SS HER T ARSS

E=I Telnet. RSH. SSH

nfs NFSv4 (32ff Kerberos z3F)
HTTP HTTP (21 Kerberos SHIIE)
imap IMAP

pop POP3

ldap LDAP
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IREFEEMWTFRFERER, BEE—LEAEN. AREARSRSEAHZENEEEINET,
AIENZAZ ORI, SAF M KDC REXVERENEERN, MIFERAEOS, UFE
Kerberos BEBRZZEIR. MRAKEERKAE 8 /NNRIAIA SSH FHPIEFIREN— R FHTHY
ZiE, BaBFRAE,

Kb, FRBERS EENTBERENZARHEERM KDC —RIERIM, HEEFETEA
keytab BYA#IX 4, SSH SFIFEFERS B ZAH TR ERERERERINHE
B, BRI keytab XHITF /etc/krb5. keytab A,

EJ jupiter.example.com SIEFNMRS EA, BEEELEH kadmin KIERBEIRANLL TS

> kadmin -p suzanne/admin

Authenticating as principal suzanne/admin@EXAMPLE.COM with password.
Password for suzanne/admin@EXAMPLE.COM:

kadmin: addprinc -randkey host/jupiter.example.com

WARNING: no policy specified for host/jupiter.example.com@EXAMPLE.COM;
defaulting to no policy

Principal "host/jupiter.example.com@EXAMPLE.COM" created.

-randkey i ERBAMEFLEOS, Meisn kadninE— M ENZEH, ZFAUEXERE
AEXMTE, EAANLEARTEEAFRRE, EBITENN—MIRS 3K,

&G, HMEVERHBEEEEDSM keytab XX /etc/krb5. keytab 1, XN HHBHRHEF
HE, PUERIUE root AR 7 8ETE kadmin shell FHITUL T ER < :

kadmin: ktadd host/jupiter.example.com

Entry for principal host/jupiter.example.com with kvno 3, encryption type Triple
DES cbc mode with HMAC/shal added to keytab WRFILE:/etc/krb5.keytab.

Entry for principal host/jupiter.example.com with kvno 3, encryption type DES
cbc mode with CRC-32 added to keytab WRFILE:/etc/krb5.keytab.

kadmin:

SRfE, NMRFRFER kdestroy sp$HHEGET kinit 3R89 admin 4,
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7.5.9 Xt Kerberos B PAM ¥

o TEBNEESBERF
SSEEEY Kerberos REAIAERIE (B1F root BIF) RRMEERHEZI. BRI
IUXFIER, ETEARIE FEFTAN pan_krbs EHFINSIIEMN PAM BEXH2IE, 1

ignore_unknown principals $#§<70%I pam krb5 &k,

> sudo pam-config --add --krb5-ignore_unknown_principals

X7 pam_krb5 BIRBERIELEIR, WAL, KAMERRKRERK.

SUSE® Linux Enterprise Server Bt 7—-% 77 pam_krb5 BY PAM 1&1R, ZARIRZHF
Kerberos BRMOLEH. suFZHIEERNAREFUN GDM FERE RN AR LUFER
tiRR, SR, EFZERAFRAOLERSHIIENREFARERININE Kerberos EiE
WErEZS, EALUERLIER, EX Kerberos Bt E PAM X#%, BFERATEMNGS:

> sudo pam-config --add --krb5

EiREs$¥% pam krb5 EIRFMEIIMA R PAM BB X, FHRLUERMIREERIZIER,
EXEHRIAEE pam_krb5 BERAR, ERIE /etc/krb5. conf XHHBEERIAR BIEFERME
PAM, BXFEE, 15EFEA man5 pam_krb5 RKE&EFMTT,

pam_krb5 BIREIGIHFERH TIES Kerberos ZREANE D AR BHIIEHIMEIRS . X—
=RER, EERFRITE,

7.5.10 F2E SSH #1T Kerberos B {24k

OpenSSH 7EiXARZs 1 #1 2 F1t932 45 Kerberos B9I0IE, EhRZA 1 1, S@IEEHMICHE
%4 Kerberos ZE, hR7Z 2 FEEIE(EA Kerberos, MREMKFT GSSAPI, EIEAZ LIRS
APLIXZ—MAR4EE T Kerberos 4RTEEO — HigitBEMERBEMSHIIIERRFE, T
TR Kerberos. AHZHINERS (801 SPKM) E2HMAS, B, B89 GSSAPI EX
2#% Kerberos,

E ¥ sshd 5 Kerberos S ¥IIE—HEfEH, 18418 /etc/ssh/sshd_config HigEWNTiE
I
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# These are for protocol version 1
#

# KerberosAuthentication yes

# KerberosTicketCleanup yes

# These are for version 2 - better to use this
GSSAPIAuthentication yes
GSSAPICleanupCredentials yes

SAiGfEF sudo systemctl restart sshd EREIER SSH SFIFIEF.

EJE Kerberos INEShiYMRES 2 —iEfFR, FEERFmEERE. HREREENRSEE
BEEE XY /etc/ssh/ssh config 1T, WEH@EYREE ~/ . ssh/config EEBMNEHPER
B EHIT, EXFEMIERT, WML GSSAPIAuthentication yes,
SITERNIZBETSEA Kerberos B IRIE#HITIEE, A klist RELZESIHEENERE, A
[G%E1#%E| SSH fRS328. EaaHIERA SSH ¥hRas 1, BERLIT LIEEED - 1,

~

O =7 =368
X4 /usr/share/doc/packages/openssh/README. kerberos Fi¥4Hitie T
OpenSSH # Kerberos B2 B,

©) =R MRS 2 WEMIES
S #F GSSAPIKeyExchange #l#l (RFC 4462), ItIESIEEMAIRIEENZEH. BXIFHA
88, 15N sshd_config FH01 (man sshd_config),

7.5.11 {FF LDAP #1 Kerberos

Kerberos 1= S 7303E, M LDAP MIAFENMIRIR. XA MRS I UL S T
NI R LIERE, 389 Directory Server ZHUAREIR AN EGE: SSL/TLS . Boh TLS
EREM SASL B1581E. ERBHNINIENZ LR (SASL) EBT#ITRHIIERIMENIN. 7
SUSE Linux Enterprise Server R SASL LI RZ cyrus-sasl. Kerberos B3I
iI cyrus-sasl-gssapi SRIEEIRMHAY GSS-API (BEMZ£ARSS API) #1789, 389 Directory
Server i@id GSS-API fF Kerberos ZIEX IEHTTE D IIEFMNZERIE.
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&8N SASL 1E%E, e LUERRRNAGIRRSB[IVERF NS4S, 7E Kerberos A, S50
IEAITRAERN, XRREARXE 389 Directory Server IWIE T B S F 147, 389 Directory
Server XEWAERIETENEMR. BAMES, XRTEESFAENRSHMAEREELE
HIBEANARSS T TIE

797 & Kerberos BEfE4FREE] 389 Directory Server, i58IE—FEK ldap/
ldap.example. com FHREEFRMEI keytab, 389 Directory Server FAR#{TE R IRIERN H 149

ZILEH keytab IRH4A EthARS328, 389 Directory Server i@ KRB5 KTNAME IFiE T 2157k
keytab,

BiGBZTE, FRITUTRE:
1. - sudo systemctl edit dirsrv@INSTANCE

AR F9 389 Directory Server SEFIER T BAIARIR, 188 INSTANCE BiA
localhost,

2. e JJI] L/(_F AR

[Service]
Environment=KRB5 KTNAME=/etc/dirsrv/slapd-INSTANCE/krb5.keytab

3. keytab XHFE AT 51T 389 Directory Server Btk (30 dirserv) iEEX:

> sudo chown dirsrv:dirsrv /etc/dirsrv/slapd-INSTANCE/krb5.keytab
> sudo chmod 600 /etc/dirsrv/slapd-INSTANCE/krb5.keytab

7.5.11.1 ¥ Kerberos B%3E5 LDAP 5EC(EH
ERNHAEFVAZIBIIANEIR, EERES 7.553 7 “GlEE A" helEmEA:
> kinit suzanne@EXAMPLE.COM

E1E GSSAPI S IIERTEE T, 1BIE(T:

> ldapwhoami -Y GSSAPI -H ldap://ldapkdc.example.com

dn: uid=testuser,ou=People,dc=example,dc=com

94 {5 F3 LDAP # Kerberos | SLES 15 SP4



GSSAPI f£F ccache A 389 Directory Server IiEFAF 513, TEAFREEDOS,

7.5.11.2 B2E SASL B{7hhst

TEAMER SASL 4B EIERET, 389 Directory Server 23 SASL S4IRIE ID (AT RE RARS 253
TEMIIE) METEIRS 23 E7ERY LDAP I, 5/ Kerberos BY, SASL FIF ID @EXRAUT
#I: userid@REALM, 530 tux@example.como, KU ID 3N A B RIRS A
DN, f§l%0 uid=tux,ou=people,dc=example,dc=com., 389 Directory Server AAZ %
FARCEREM 7 —L2AMS, R, ERILIBIEEEXMBRET, 512 7.1 “SIEIGT” WAAT
AIFIEM SRS, SNAMIBREREY, ARANMEICIE B E X RS,

B2 7.1 EIERRG
1. Z5HIMER SASL BREY, FBITUATa<:

> dsconf INSTANCE sasl list
Kerberos uid mapping

rfc 2829 dn syntax

rfc 2829u syntax

uid mapping

2. 2RRBG, BIETU TS

> sudo dsconf INSTANCE sasl get "Kerberos uid mapping"
dn: cn=Kerberos uid mapping, cn=mapping,cn=sasl,cn=config
cn: Kerberos uid mapping

nsSasMapBaseDNTemplate: dc=\2,dc=\3
nsSasMapFilterTemplate: (uid=\1)

nsSaslMapRegexString: \(.*\)@\(.*\)\.\(.*\)

objectClass: top

objectClass: nsSaslMapping

3. (REEN dc BERMAMGE, FARFAEER. ZMFFIRSE MREFESE) , 1B

BT T

> sudo dsconf INSTANCE sasl delete "Kerberos uid mapping"

Deleting SaslMapping cn=Kerberos uid mapping, cn=mapping, cn=sasl,cn=config :
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Successfully deleted cn=Kerberos uid mapping, cn=mapping,cn=sasl,cn=config

4, EQIEIIRGY, BTITUA TR

> sudo dsconf localhost sasl create --cn=bhgssapi --nsSaslMapRegexString "\
(.*\)@EXAMPLE.NET.DE" --nsSaslMapBaseDNTemplate="dc=example,dc=net,dc=de"
--nsSasMapFilterTemplate="(uid=\1)"

> sudo Enter value for nsSaslMapPriority :

Successfully created bhgssapi

5. EAU TS ERHEIEIRET:

> sudo dsconf localhost sasl get "bhgssapi"

dn: cn=bhgssapi, cn=mapping,cn=sasl,cn=config

cn: bhgssapi

nsSasMapBaseDNTemplate: dc=example,dc=net,dc=de
nsSaslMapFilterTemplate: (uid=\1)
nsSasMapPriority: 100

nsSasMapRegexString: \(.*\)@EXAMPLE.NET.DE
objectClass: top

objectClass: nsSaslMapping

EAXLHS, BT ESENER, FEEEHMNEIREMN dcE, AIUE
3|, FHREES 3N dc Y, RLEIABRSIRIEE th4Mis (EXAMPLE .NET.DE), MRi&E
& EXAMPLE . NET X##R95Tis,

7.6 Kerberos #1 NFS

KZENFS RS 2FERILUERRIN “BENL” EXNEL2Y (77 sec=sys) 5&F
Kerberos I=MARRERKFINLZELM (sec=krb5. sec=krb5i #l sec=krb5p) HEEHLHER
SHXH RS, sec EBIZBEANRFin EREFED, —MERNERESREE NFS HEHS
sec=sys A& fEMA, SARERILISEH Kerberos, EXMERT, RSZB(E RS E NERNE
¥ sec=sys UK FEHM Kerberos &5ll, ERIRFMERFin/G, 25k sec=sys X, MM
KLMHEENZ SN, BiRE Kerberos MR ENIZIEEER (MNREF#HTT) . BE, NREH
T Kerberos, NFS{TAN—MUNTHIEARSEATE, BEETHRHTEREERAX
MhESISRAIFM, FEWE 7.6.1 71 “HEHEE
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=% Kerberos RFIRTAENZ LK. Z2UHE, MENBEESMENLIERZRME
%, TEITXIXt NFS SLitE Kerberos BY, &G ST HE— I EEZREE.

krb5 (URE S M. RS[BIERRIZTIER, MEFLHIERSBLXTEE. EXREH
BERFBZFENARREL 2N, RALREMIENEZ BRI ENIREE TR UM RS
KRI/HEE, UHIRRSSH/HEFih. i1 FBEEZRENE A F PR A P PR EEIR
NS E BRI, BMIEIC LW, FRISE/LFHEIELE,

krb5i FINT MEAEEENTEMRE, FH8 krb5i B, WEELTEEREMBERREZE, B
A AEEMRBERIRNEIE, ALrEaE2IPmENEAXXHNRAR,.

krb5p FEMY RN T R GRIF. BRTAIENSFHIIEMTEERLESIS, HEET2ME, X

BERGEERENBEEEAIHESRSF|ZEMTER, EREEENERPRINEMESR. §
BMHERITEIPIREUE S Z Kerberos TiEfRARN S —MMAlE,

7.6.1 HRRZEE

sec=sys 5&7% Kerberos 25 2 BIN— A ARG RNNITHERSHM AR EHEX. 7T
Unix 1 Linux B, S 1MXHRRIHRERBREENHE, ZHBERISENHAFAE, HAES
BENAFREENZ M TAH, WXEFIHRIREEREEMNZNMEMmR.

EEMEKH, #H sec=sys ¥ user-id. group-id UKEZEE 16 M FANTIRLZEIR
528

MEETAFZ 16 MU LM FTAHANN R, BINABRESL, HEEEEBER THAR AR
LUR AL X AR gE T EIBIE NFS iAiRl. ALk, R NFS WAZ LR REI EM A EEFR
ERFRHIARZ 16 M54,

NERAFIETT newgrp S8BT set-group-id 2%, FHHEZGSHIEFRAIUESRBEFFIEN
EFIR, MXLBIRIEANERR, HiEMH NFS ERRELENFR,

M Kerberos BY, iEKRPRELZEAEE. ISFIRAF ((EA Kerberos “EH®" ) , AR
SRFHMITERRAT ZEANARF ID MATIR. XEKE, NRAFE 16 MU LA
5, WEFERPIAXLARMGRRERBEXGIHENR, BHEKE, NRAFPERE KL
EMAREN group-id, IRS[BEAKIREXMEN, HEEHEHRNRNBARSIGHEHY
ANEE,
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BE, ERENEZARIIR S ERMBICOARES T RELERTR, M AR AT R
KASWERER, FAXMEERKER. T, ZEERA Kerberos iR EER RN % T X
MES, ARREFAZELESHKR.

7.6.2 (EREMEIERSEE

FIF Kerberos iRELEMEEFERETIMNY CPU ZERMZMNBZER. BEZ/VEINY CPU

RFRUANEREGHERATFIANEGNNARERF. NRRSH[IFFIHEARTTAN

CPU &R, TEM sec=sys tJJ#EZl Kerberos BY, AIRESHIMEL™ER4EETE, NREEE

REYCPU BRE, NXMLERAIEFRZSHERMBELEL N, HEER Kerberos FMERKBIE

mANHNE—AXEEEG LSS A H.

Al LUBR A EH AL B AT R I SRR A RIPRE, sec=krb5 AR EIN ZLE

sec=krb5p B/V§%, BULXFR, EFRERUEEESNTSM, EMth, EofLlEEeH

Kerberos MARIEEMOSHIR, MXAIRERNE CPUMER, BE, RRIAMEREIRFINERE

B, WREFETIEEE L, FNEXLE,

¥ NFS E2&E 791EF Kerberos BYRIBEFTERY 5 —MERERIRLS M2 Bl Kerberos B IGIEARSS 23
(¥F79 KDC S¢ZEAH A0) BeTA,

5 NFS IR ULRARS [N E, BESIMEREMARSSEA Kerberos BYFTIG AR A EHE

B, BELEENARF (Kerberos &) 5MRSBEBIURIEN (FIU0, BIIARMFE NFS IRSS28

SHXH) , EFIHMEES KDC . hERIERAE, BRHSRSSFIETIFENNRR
(LB EEBURTF Kerberos EBEERAT, EAMSEBURT ticket lifetime i&E) THEH—

HHVES BN RN @,

BB FIRERZMM Kerberos KDC ARS5 s8N YR Z= 2RI IR E R E.

S5HMZOMRSS (G50 DNS. LDAP) SR MEIMRS —+, AR MERESEF K
EbiR E” RIARSS 2R RENSTE R IRE PRAMRMEUERVRI A%, Kerberos AFERZMNAB RIEER

Eipy KDC RS RHITEIEESTE, AL, ERE. BRYEENIERBEZREAHRRS ST

RHELER, WRENEPIREEIMIIN Kerberos IR BHIRENFIZRTENERY (53K
Aighie) fEF7KF 53 & DNS KM DNS AR5 28FRENAEIRIA TS, MNRXMTTEARAITT, HAlRA
AR EEEARRR /etc/krb5. conf XHFRXMERMIE.
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Tt Kerberos KDC RyIHIRJHAIREE, RBEESIENE], AHARTEEIMA—NEE,
RET AHRTE 9:00 2 9:05 FR, NARSHFEDHREIRNIEREMILLEFRIEINESS
%. Kerberos fR5328 EMVTAEFIREREET LDAP ARS328, BARSEHELNER. BRASEN
HENZ KM LDAP EARMMER AU RML Kerberos 4%, AGEMMELURESR KEEGE

JUESS=S

7.6.3 FEKDC. ZMEHMEERR

Kerberos KDC I— M RAZ N AHRS SEMVIE, FINOLSELMIMAFEIE, XLERE
ITEEAE KDC Ei#1T,

XLEFEHAKAESURENMELYE, AMARFETAEERAE, B HIBA%AmE
HiERE, BIEFAPREROSHRERMAM, HEHAS—iHmE KDC BRSEHN R A,
MRARDHETFAEMIBUEH BHBRMEES M ARG IEEETS, gzt
Kerberosif (AENEEALEIE—D) FlRESBHRIFNMIE. XESMIEEB U T4
HWECHE KDC, @IEFZ ENEBEEEXR, —MAPHAFNEARS —MEPRNER,
BELHZNE, REMNAREER—I 2B (619 EXAMPLE.COM) FMARRBIAMIE (f
90 ASIA.EXAMPLE.COM. EUROPE.EXAMPLE.COM) , iR &eBiEENEEES N A,
Bttt EAEELEE, WEA— gz aiMEaAERenZEnEE, FEEAE
FEAUSEAIRSEILLRLER, WARERNZERE (GIINZRSIEEMNH) S H AR
PRISBURTFERAMAF BEHXARSS, UM NFS XHARSBIINEE, XAEARLREREAN,

1.7 BEZER

MIT Kerberos BIEAMILERZ https://web.mit.edu/kerberos 7, EEIFEIZLREMERAG X
Kerberos FUEMAEXZRIRRVEEIE, ©3E Kerberos 3. AR MEEIERM,

Brian Tung & 1Y Kerberos — PMISZIAMERSE—H (ISBN 0-201-37924-4) IRIE T RN LEY

[ -
=8,
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8 Active Directory Sz ¥

Active Directory* (AD) @—IETF LDAP. Kerberos F1EMtARSHIE RIRSS. Microsoft*
Windows* fEREREERIR. IRSMAR. 7E Microsoft Windows 48, Active Directory
SRHAEXXEXNRNER, REXNERNGR, HEHHITSRE&, SUSE® Linux Enterprise
Server a[iLIEMINIIE ] Active Directory 13, FHEER Linux I EHNEREI Windows IFiE
.,

8.1 £55% Linux #0 Active Directory 15

EFEMAINE Active Directory 1B Linux P iin (EZE 7 Active Directory P is) , BILL
T & T4 A9 SUSE Linux Enterprise Server Linux & P isFr R REIR AR FhINAE

A SMB S HEEXHME R
GNOME Files (LAHIFRA Nautilus) Z#FEd SMB NS HEEHE,

A SMB £EXHNBF
GNOME Files Z#[E1E Windows AR FEHEZ B R4,

ihiR)H421E Windows IRSZ 22 ERM AP EUE
1812 GNOME Files, AP A LLAIRIE Windows FFP#3E, FHrILATE Windows ARS8 E
‘RIE. QBB HESBR. BRTEZ M ANEOSEREIRREHEE,

RS 53 3850
BMfER P BiAla#E Active Directory RSS2 THMRAMIAER, BAMIIAIE
Linux I+ B EERH LR E AR,

Windows O<EX
Linux FREJILE Active Directory Sz s (58I ITHETFTE Active Directory FEY AT O
LTHR, ETEERNITHEZFROSCESCHRHIERENEN. EETLUERA Linux

ANANSL

passwd 85I E Windows A<,

1813 Kerberos UM REFRRE R
W% SE N BIEFE % 1F Kerberos (Kerberos ) , XEE ©{ 18] LUBBEM A &
BHMINIE, MTEE Web iRS2E. RIE. BN ARFHEMUBEFMAOS,
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Q EE: @ Windows Server* 2016 FIEZARAEIE Unix /B
3
£ Windows Server 2016 F1E=hR4+, Microsoft £F&7T IDMU/NIS [REZ#RAE, H
—HZERRT Active Directory AR #IitEA MMC BIEE£ T Unix BIEiEH
B2, NR7E Active Directory AR B MMC BIESEcHBRA T =40k, M
BAUFERE Unix B, BXIFHAER, 158 Mhttps://blogs.technet.microsoft.com/
activedirectoryua/2016/02/09/identity-management-for-unix-idmu-is-deprecated-
in-windows-server/ 7,
&, JLMERTIE 8.1 “ERHAFEZFEENA Active Directory 12" FRFFIRMI A ATE
ERimsRENRE (BAfms, BERLPE6.0) -

T—TEESIEPMRARSHINENRAE R,

8.2 A3 Linux Active Directory Z#FHEREE

WZRAGAGETELHIERE, LUEE Linux TR IHEREIIIAER Windows Active Directory
i, LUTFJLTHESHIAR Active Directory fREZ283FF R iR B X REHFHKEHZ,

NTEERRSHTERE, ERHELVFTESRSFEZH M

LDAP
LDAP B—fAEEB REEMMILEININ. BEF Active Directory B Windows 1%
HI28 T LAEF LDAP thilRE R FinxXitB RE2. BX LDAP NEZ—RER, ES
W6 FE “fFHA 389 Directory Server B LDAP” ,

Kerberos
Kerberos BRIERISE =A BN INIEARS . HFFEEFIRIEE Kerberos B — & F i
R F DRI, MMz Kerberos (LB R E R (SSO) R 2E. Windows 2#F Kerberos
SChE, FEIEMER Linux B imt el LIER Kerberos SSO, A% Linux A Kerberos B93%
MR, BEBIRAETE “[FH Kerberos HITMEE DL

IRIBEEEAI YaST 12301 E Kerberos BAIIE, FHRARMZE F indh 402k~ #5149
I ERE
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BT SSSD Mg REE

* sssd STFIERF B IARR S RIIZOED. BRES Active Directory ARSS28 Z [B]HY
[FIE=PE:RaIM

o BIKEKAIARSIES, BIfEMA sssd _nss.

o BEXAPHITEMIEIE, FIEA PAM B pam sss 3R, Linux P i%_E Active
Directory PRI B REIZH pam_mkhomedir 2%,
BX PAMBSEAER, IBBME 3 Z  ET PAM HITEHI0E

EF Winbind (Samba) BIfRA

° winbindd SFFIERF B UL RS RMIZOE . ERIES Active Directory fRS3282
BFR B @,

o BIWERIRRSZERS, BIfEA nss winbind,

o BXAFPFHTEMWIE, A PAM B pam winbind #&3R, Linux FF i L
Active Directory FIFHVHF B REIEH pam_mkhomedir &8,
BXPAMBIEEE, BEBNE 3 E B PAM #HTEMIIE o

8.1 “EF Winbind BJ Active Directory S50V NE" RIBERTETF Winbind BY
Active Directory S IR EEZLAH

102 A X Linux Active Directory ZFHIE RS | SLES 15 SP4



PAM AR RIZRF Kerberized
(gdm. kdm. login) KR BERF

A

NSS PAM y

Kerberos
/ ®F

o #

LDAP. Kerberos
MEFh MS 1Y

Y

Kerberos

v

Windows 15523
(Active Directory)

8.1 : EF WINBIND #J ACTIVE DIRECTORY B{3I8IERIHNE

BI %] PAM (R FRTERF (ANE RFIFEF GNOME BTREIES) |5 PAM K NSS BXRE, LUE
3 Windows BRSS25:#1TE P, 235 Kerberos BH NN RIERF (MIXHEEE. WK
A 2ZHEBF IR Fim) EH Kerberos SR EIEEFRIGRIAFH Kerberos B8, HItbZE
SSO HEZRMIAR SR 57

8.2.1 AN

EEMAERER, REBNEFFHRLIZTEXR. EEFPHLE, EERITUTESFEMA
Windows 151542812 (HAYINE LDAP #1 Kerberos SSO IFi&, ZEMNNIEIZMA YaST EL R &AM
BRI, ZER A U ERE T ERIETREERRERFAFIETT:

1. #%ETHRMH LDAP M1 KDC (FEARMHL) ARS5HI Windows 15¥= 28,

2. MAFFIRRITENKE 278 RIRS P EEN.
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3. EPHENVRRER TR (TGT) BELRFHEF T HAM Kerberos BMFEIEETF. &
FinB 2L TCT RRSHE—DTNEE, EHETUBRAEMARS, MEXRBERRSH[HT
LDAP &ifl,

4. NSS # PAM ECEZ#HITIRE, P inaExEicHlI2s# TR HIIE,

EFRiH5|Sd1EP, FEo) winbind SFFRERHIERITEVIIKFBI#)ME Kerberos 2
B, winbindd BoRFITENIEZREUFRIFEE N, AT ERELHFIKF KR, winbindd £
EERN AL

8.2.2 HERMAFEER

GNOME B REIESE (GDM) BRI B, AIFAEE Active Directory I:E R, BHFRILUERE
FSEHITBVEMANEHH EHETFIRELS Z2HIEEXEANAEEHZ—

$N%E 8.2 15 “E=x Linux Active Directory ZIFHE SEE" BFHR, AP SHGRIEHZ D PAM
RIRERE, MRBMEIR, FIRAERBERANAF S TIERNERER, XEHEE PAM &Y
ERZINAZE (GDM. =HIEH SSH) EERIIRMHEM:

O<LBR
BREEI—FHER, HAOSLEERYN, FEEN. RAITTRAATOS, HEHOL
AMIEREOLKE (FlNO<LXE. XEEHEATY) HENAF. MRAFPNOSE
kN, 2RBRERER, RRBAFOL.

bk P EE A
BARZBI—FERER, SNEKFEER, F5RREELKR.

P BT
BR=EBI—XEIRER, SHMEKFEIE, E5RRAEERAKA,

O MIEH
BRAUER, EWIIESHEROSRRMHBAENRT ., ZEBSSEOSEKHEI=KA
. X¥fE, ARELEER.

TEuL TSR
MRRAFAFRERIFENITIEL, M=a7 SUSE Linux Enterprise Server i+ B HARTE
5, MsHM—FEE, SHtBFP T EMLETEIRE R,
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BRI
MRNAFAFPELENEBES, YZBPEREEIEREEREN, SHEW—FEE,
S AP ERRETEE SR,

1K B R
BERAIAFERFPKFIRERMEE, NMRZAFPEHAERNEER, BaFI—FH
l_a’ E%Dﬁ:m‘k)ﬁleg&x&, 7r ﬁﬁa:y_éio

ERINM B9 50IEHRAE], &P imM Active Directory B9 Kerberos BRSZ288 TR IS EZIRIZINER
(TGT) B EMBEEZRAFNEMNEILEFER. EERIUERELIT TGT, MEAFHAFNRE,
SUSE Linux Enterprise Server X} Active Directory AP iRt E B RT#F, WMRKFE 83T
“79 Active Directory BEE Linux = P im” ARFErdEE YaST #1T TECE, = Windows/Active
Directory P B ERE Linux PR, RASCERAFRTER. XEFEFEMINISHRE
B Linux AR EBRME, B¥IIF Active Directory 13i3iF 28 L1,

ERZAtAF~ EEH RO LUARIL T EN LR R E3E (BIME Active Directory fRSZ 23 i 1%
1) , g’ Linux BPIREEEE NRITIRN S48,

8.2.3 MANRSMRISSZHF

NEFERRRAF SEEBRERAF (B, THIERNE, EEEMAEZNERTIE—
EZRYiED) o AfERAFEBERMAERENITEN, ELBAENEFERE winbind SFIRIE
FF. winbind SFIFERF BIMETERA RS T EB R 58 % SLhE 0 S 3 kg, TIRERAMMER=1HRE
FHRHE Active Directory FECERIREEME RN, RNZIHRIALTRERE, HINTE YasST i
R REMEIERP 2B Ao

HIgITHISR T A AT RIRSE, AP MeIER A EZE ZAIRSHNBEY Kerberos EE 1R ML
TR (R8I Active Directory FRS284S) , X57E Windows —#¥, IFIHI2ZBXAES A BB
RIBOLSENR. 5 Active Directory ARS3 ssliFFEIZEY, R A HIREFIELLARSS 28 L RVAE
iR, HTRISNASTLMAEEH THEREXERS ABIMLET, SUSE Linux Enterprise
Server 2T AFMEBRINRE (BINNERARARFSRIFIER) FIRISHRY Kerberos E4E,
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8.3 4 Active Directory B2& Linux & F i

EEFURNAN Active Directory 157 A, FEXNMKZIRE#HIT LA LUBRE A iHMARS 20
IEEXRE,

DNS

NTP

BIEME P it BB & N ER TS DNS i53K5% 4 2 Active Directory DNS BRS5 8869
DNS fRS328. TE, BENITENEE NEH Active Directory DNS ARSZ 83 EANRRARSS
HIRTR,

ERLIN#IT Kerberos SAKIE, HAVEMRISERFIRHNIE, Ak, s@ZIENERF
O NTP BB ARS528 (Xt AT LA Active Directory 3525 Fiz1THI NTP fRS388) o
NRIERY Linux ENAIIEHIZE Z BN HREB I ERS], Kerberos MRS
KM, BFIRIGERRKEEHINTLM (NT LAN E12288) BMRIEER. BXEMA Active
Directory #{TEY BRI NEZH T, 1HENLHE 8.2 “FH Windows EA = ZE &N
Active Directory 1&”

P

ERRERIN LBE, BREFERMAE, S8BT SR ORISR ER XK IE R —ER
o

BENEP iR LR AEIRE, B0 root BHERHBEN YaST B AEEREIR, HEFEE,
MEOFIREEREZOAHBEE L, EFNIKEHREHENAENRE, 85—
D> EREPAAEIRE. BERBAE, BRREADMEEEER, ARRE T
— > SRR B AR,

Active Directory Mt

8.3.

B%3E Active Directory BIE R AEIRMH T 3T Active Directory IBEMBIBF K, TN
B EERINZIH. EEM Linux BF % A Active Directory BR &IOS ERE!
Active Directory 13,

1 EFEFTFEE Active Directory BY YaST &3

YaST €& % 8] % #& Active Directory BIIRIR :
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s AFEREHRE: BBHMIRS (BE N LDAP) MBFBHRRKIIARS (BE A Kerberos)
HafER. hETET SSSD, EAZHIE R FTmE&& A FIA Active Directory 1,
#8327 “FRARPEREIENN Active Directory” T4 T HLIRIR,

e Windows ;5% 4#&: I\ Active Directory (EE{EF Kerberos 1 LDAP)  LtiEIR
EF winbind, RiESHETIA Active Directory 15 (JNIRAFURM NTLM SEMESES
¥ o
% 8.3.3 T “#H Windows 13k 3 =& 0 Active Directory” FRTTERT IEIRIR,

8.3.2 (FAAFPEREIEMN Active Directory

YaST &R &5 £ EIETIFTE Active Directory E#1TEMNINIE, 1o, SEZFUTHEXS
RIEEAARIRIR HZRE

WRRLER
o ZREIE=ZFME: BIYRBRMES NSS RIEERF .
* FreelPA: FreelPA# Red Hat Enterprise B1)EIRIRHIZEF,

c iBABERARS (LDAP): —> LDAP {&ft#2F. BXECE LDAP WIFAESR, BEEN
man 5 sssd-ldap.

o Zsith SSSD XIFEIERE: MEMAHAF R SSSD AEMRHIZR.
SR ERF

o ZREF=FUMHE: BIANERSHEIEFHES— PAM Bir.

* FreelPA: FreelPA# Red Hat Enterprise B EIRIRHIZEF,

* iBH Kerberos fR%5: —1 LDAP {R{t%2.

o BFAEZMRS (LDAP): Kerberos H{AIAIIE.

o Zsith SSSD XIFEIERE: EMAHAF Y SSSD REMRIHIZR

o ILEARESHIGIERS: EAERAS MWL,

A SSSD LUK YaST BYF - & R EIERIRAN Active Directory 33, IBHITIATIRIE:
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312 8.1 FRHAPEREIEIAN ACTIVE DIRECTORY i3
1. ¥TF YaST,

2. MIRFHLELUGEETEER DNS Bah& I, B Active Directory 15 H128 (Active
Directory fR328) IRBENE PRI R IFARS 28.

a. 7 YaST R HEWLZIZE,

b. #EEFH12/DNS, REEZMIRSE 2 1 XAIEFRHAN Active Directory 13 H2569
|P ik,
BEHERFILE,

3. £ YaST XEAH, BRlAFEREERIR,
ZIRRFERITH, HFRESRER T EHBENNAENEREE, UhErfERNSHIIE
Fiko

YasT2 = o x

APERERE

&7 {8

HEHEH linux-15za

HENREEN (BHTEEN

[zt (BHRTIARRT)

IP #4ik 172.22.1.72,192.168.122.1, 192.168.100.1, ::1, 2a01:4d8:2:22:50ca:1b50:4f2

St SR ARMIAE

4 »

e || mEO

E8.2: AREREEBNEEN
4, BFRRE, BREFENZE,

5. MAEMN XK.

a. BEHAMEH.
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b. EHIAVINEESR, IEEERNEZ, AEEERTLRESHEIENSHINIERAR
% NIMEIYIEE Microsoft Active Directoryo
HREER = 121,
BT,

c. (AN%) FET—MMNEER, BEAREBIHNRE, Y, EUTERTEEEM
HER:

o MNRAMENZ SiFiEHE LIGENENBFRIE: HBESIHEVNENEZE
A5 Active Directory 3331z HI23PRIR BV RITEN B FFAELE, FLXIHPIE
17 hostname &<, AEEEIEHS Active Directory iz HI2s B E #1TLEL
o
WREARHERE, IBTE AD F41% THE7E Active Directory FREHHIEN B, &
0, EEENNXAEE T,

o WMREBAFIEMER DNS HahRI: IBEEERFEAD Active Directory fRE25E
W&o MREZMIFITHIZS, BELLUESHREENE.

d. BHEIRE, BREHE,
MRERELEFABURYE, TENMEELRRD
Active Directory 522 25 A o

-

Bt e, ESNERERN

e. MIR—IEE, T— M EEMENEEREELZIM— Active Directory Az5523,

BI&E R FEM.
EXHENER, 157 Active Directory BIEREIKF (@E N Administrator) YA
ZHO%,

AT #RF Samba BRAZRNE, HEREZZS I AD FEBECEAR Samba ECE,
EHITEM, BREHE.
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110

YasT2

Active Directory i}

Active Directory Server

Active Directory Domain = s e
Workgroup s
Enrollment Status AN

(B3 DNS BE1&H)

HiN AD AP SHEIE (W] Administrator) BUEMS SR HIHER:

BR&

IAdministrator

E=

feesonens

v IRE3ERNE REY DNS i2R
B S, e Headquarter/HR/BuildingA”

U E2ES1 AD fERFERN Samba BE

B 8.3 : ;EMEIE

f. W, BYZEFI—FHRIAECERINEMIVER, BEHRETR

| mE©

Ao

6. ‘ItfE, ERAEEEAFEREOEERF i,

YasT2 = o x

) EEEEPER

FF#ERSE: BEL
AIFEARER
tEEER
B AR
AF
El:|
A Y (sudo)
BN FERIREN2E (BENER)
SSH A48
SIS (MS-PAC)

ARSI
I

| FmE | Rl | EREEE

8.4 AFERERNEREETD

£ - @

| wmo || wBO | rEER

o | RO |

FERAREREEMA Active Directory | SLES 15 SP4



a. EAVFER Active Directory IRt NERHIEERENHEN, BERLFHAFE
Fo

b. (%) (Aik) EEAEZUERET, BUEEMEBUERE, Fl, BXxAIFHLER
FER sudo gL LIREh28 vl FHAYE Bo

c. ER1FH Active Directory BFEIEFHR, BRAPCIEFER, AJBIZMHARIL
BEFXFERNBE —EFFiHL. TERSS L, IFFEHEESER:

o BEEiEHE LEREX BRI, BAS AP UnixHomeDirectory /&
MISEENE, LI, BFRFEFLEEEEFEIEFEBER. BXE Windows
RERIZABSHEER, 1520 https://support.microsoft.com/en-us/
kb/248717 A,

o BEREXRFin LELEF BREBEHIEEIHITH SR LIRENBREABMAN, B
FAi%EI fallback homedirs

s BERP K LEETARREHEETFHRERBSERSHRIRE, 1B5ER

override homedir,

BT EiEhlss LANS BB 7 AXIERERE, TEHNAEE P mAmECE.
TEMOt= IR AR 550510 > BT, ARREY Bk, EZEORIERE
fallback homedir =% override homedir, AREEHEH,

BE—ME. EiLFBRXA /home/USER NAME &3, iEfER /home/%u,
BXABENTEMNFMER, BB sssd. conf FAAM (man 5 sssd.conf)
B9 “override_homedir” &B43

BT,

1. B84 "HE REFEN. BRIAETHNEERTIR. BREMEE, BREIHUH.

8.3.3 f£A Windows 1B G ZE MMM Active Directory

EfFH winbind LUK YaST B9 Windows 1358 5 A S HERANN Active Directory 13, EHITUT
1B1E:
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342 8.2 : {#FH WINDOWS 35 R 53548\ ACTIVE DIRECTORY i3
1. 7EA root ERFHE5H YaST,
2. BEIMLERRSS > Windows I 5o

3. 7 Windows I5ipE G =& RRAPAVAE TIEA, MNFEMMAN (BEIE 85 “HHE
Windows IEA R ZEE” ) o WREEN LR DNSIRES Windows DNS ARS8 1ERSE
F%, i5LL DNS &= (mydomain.mycompany . com) %\ Active Directory if{ %, INRE
WAEFRE (BRI Windows 2000 ZEIEIEHE) , YaST AZAkHh NetBIOS & FRAEHT

(A2 DNS) REIKIEMAIIEITHEIZS.

Windows 18{F§ 51 5 1%

FRERE
= TIEE(D)
\WORKGROUP]

{5 SMB {5 83847 Linux SHIE()

<ReEE. |
BrtE
AHEBEHEERE)
NP EED..|
wH) WHO) || BEO

8.5 . TfiE WINDOWS iZifk 535 4%
4, B SMBIERT Linux B91RIE, BERERER SMB 52317 Linux B9501E,

5. EEEIA Linux i+ &AL LAY Active Directory BF QIR EB R, BEPESZII0E
FEHR.

6. TS50, 1L BIMETE Active Directory BRSS 235 YA A] IS & TR IEE
HIER FEEBE R,

7. E¥Ef Samba AFPHAR UID 5 GID EEl, IBERETRICE, XIEFERLL DHCP KR
WINS fRSS28. H—EHBANMOET WINS RETRETES, MBEEXAM.

112 58 Windows 15(p% 53 2548 N\ Active Directory | SLES 15 SP4



8. E NTP ELEHIMNMERNAVARSS 282 FREK P #itlk, 3RJ9 Active Directory IFRECE NTP
BHEIEY . WRESTEIRILAY YaST NTP EEERRFPWMAN THNAVIZE, WARERITILE
p s

9. BHAEHER T IANER,

10. 7£ Active Directory fR5328 E1R Windows BIERRMOSHEBEHTE (BFSHE 86 “IE

HEEBRBMHRILE ) o

BRANAFRRMOSLUNASL .
EERMNG, BHXEHEEST,

AF&U)

Administrator

O<F)

IRERFIR (B)

BGH(C) HE(O)

8.6 . RILBFERFNTI

B0 Active Directory 82 f5, FARE_ LNEREESRFITHEMTIELERIZH,.

O == =55
WREBLL . local &£, HJEETERINMANIG. KL . local ZEMNRBITAIGESESEZ
P&/ 4% DNS (MDNS) #8413, 7£ MDNS #, .local 2AFRAHEHZREM,

Q i1B: REEEREBTMITEN
ABEGEERKS (%0 Administrator) 8&fE% SUSE Linux Enterprise Server 1l
A Active Directorys
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8.3.4 I Active Directory IEEIRZS

ERERE S EMINTE Active Directory $fH iR, BEFERUTHS
° klist ETREFIHEFR L EBE N Kerberos Z4E,

* getent passwd EREXPAIBERAF &Y LDAP #iE,

8.4 EREF| Active Directory 1

MRERITENEBE A7 Active Directory #1TE A IRIE B IEIHBE B EI Windows FBF 1D,
& @ eI LAEFR Active Directory S EIEEREITEN.. ZHEd GNOME, =HI&. SSH FfE
A E MBI ERAD PAM B BREF B Fo

O ==: BNsHRIT
SUSE Linux Enterprise Server FBAE A I0IE, XEFEMER P initEVLE TR
B, B UERIEAP, BXFMAEE, BEBRE 23T “DAalRSHEEEZE o

8.4.1 GDM

E 3t Active Directory fR$52831T GNOME B iR EMN BN IRIE, BHITUTIRE:

1. BERYH.

2. ERAFPAXZAIER, LLDOMAIN NAME\USER NAME RN Windows FAF &o

3. BANEH Windows 0%,

MBREFITHNMAE, SUSE Linux Enterprise Server 21f B&d 5P IIFMNE N E

iI Active Directory BVREREY, EAMITEN LIZ—MAFREER. XtF, BELK=E
SUSE Linux Enterprise Server B9 Active Directory 323¥, BRHEFREHN Linux it BHELIER
T1TEEEIRE,

114 K& Active Directory EHIRZ | SLES 15 SP4



8.42 ITHIRER

bR T ERA B ATIHRE RE Active Directory B imit BN, &R R UERRFTXAEHIS
ER, EEREMEH SSH ZEE R,

EMNITHIGEFE Active Directory EF i, 181E login: IRRRIHEAN

DOMAIN NAME\USER NAME, Hig#O<.

EfFF SSHiZfEE R 3 Active Directory B IRITEN, BHRITUUTIRIE:
1. TERETRAL, WA
> ssh DOMAIN NAME\\USER NAME@HOST NAME
\ BHERDATAS —M\ X7,
2. RIEAPE,

8.5 EXO<

SUSE Linux Enterprise Server Al EE— MRS QAELTELRRNEENHOL. KB
PAM RS MIFIE RIS R HIMN O SRS E, HESRNLUEENERASMAREIKF B
BEEHENEFOLSHEER, 5 Windows IEERZ—#¥, SUSE Linux Enterprise Server
PEETR—FHERUTEEER:

e OCHEIRE

o OYRIEKEER

o OLHMENR

e ORERE
SERWHETHEERG, OSERIEARE. OSKBTHREAERNEDT 2 REES
MizHI e EM,
GDM RHBEXOSRMNKRE, HURERKIETHATOS, EBLEREERIENOSL,
BRIERREOSER.
EER Windows 0%, FJLAERTRE Linux SCFTER passwd MTHERS 28 LIRIEIZEIE,
ZEFX Windows 0<%, BT TRME:
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1. ERIEHE,

2. I passwd,

3. HIMRRERASRIOS,
4. WNFOL,

5. ERAFBOLHTHIL MRHOLSATTS Windows Ar528_ ERISRES, SRR R
BIEHRTERASZ—TO2,

ZM GNOME £EEX Windows A%, BIRUAT T BIR(E:
1. BEEIRABSHITEN BT,

2. EFEEHIFD.

3. EPABBDIEER T > BEAO%

4. WAIBO<

5. WAFHBIAFOS

6. REXEEFHXHE, NAIKE.
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9 I&E freeRADIUS fRE2E

RADIUS (ZESMIIERNBAFIRS) hiX—ELUKREBER T EEMNLIHRNINERS. BR
FAREE (FIINEEXWARSREBEIMFNNERIRMEE) RESMIIE. #ASIT (AAA), 7
INBIREHR Y RMIR 2. EXRAPIIEEHITEMIIE, BAXLRFMIG&EERSFENR
#®IRS, HRERSHERUHITITEMET, BRFTEFEHET =AM, REFRF
TN FlaN, ERIEAEESITTIEE, MAFTEZF WS HIIETIEE, &, EIgkRFE
ERITTHEE, BF RN AEMENRSARKER,

iR EER, FRSBERENEGHMEETEERT MEAR, HA, RATHA “KEN” b
W, BESRTFREMSEIYN, MAUNERSNE,

RADIUS R RAREWPIEIT, SMKIARIARS2S (NAS) HBIRE. AR IRREIREEFEAIH
%> NAS {ERRIHIC RADIUS ARSS528 £ NAS 1R ZE UKW ELIZN R E MK
DIEIAIRL,

FreeRADIUS ;2 RADIUS BYFFIRSEI, HEREME 728 RADIUS fRS588. EAER, &Y
fRANfAI 250N FreeRADIUS BRS528. AT RIGERIABIARZ, EVIRIRERIAER TIERE,
ETRBEEEATFRVEAXXNE (B0 https://freeradius.org/documentation/ 2) o

9.1 7£ SUSE Linux Enterprise _EZ &5

UTHSBESE—NMARNNIR RS, ERIARSZS S UIEEEITHALZ S AESTRIEEF
B, EERT/LIBET BBFBREFERE,
BiERE freeradius-server #l freeradius-server-utils #EE, SARHN /

etc/raddb/certs #Fiz{T bootstrap #lzs, LAGIZR—AHNRIES:

# zypper in freeradius-server freeradius-server-utils
# cd /etc/raddb/certs
# ./bootstrap

certs BRHH README X4 BEETAKEEAES. bootstrap Hia=mE, UERNMERXE
ohfRS5 28

# radiusd -X
[...]
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Listening on auth address * port 1812 bound to server default

Listening on acct address * port 1813 bound to server default

Listening on auth address :: port 1812 bound to server default

Listening on acct address :: port 1813 bound to server default

Listening on auth address 127.0.0.1 port 18120 bound to server inner-tunnel
Listening on proxy address * port 54435

Listening on proxy address :: port 58415

Ready to process requests

NRED “EERIF M EFLAEIBER" 17, KTRSB[ELEERSH. NRRSFIRBE,
BFAEFaE, RAHPENTRZEERE, ERTLUER tee Rt EHIE XA 4

> radiusd -X | tee radiusd.text

T—FRAENNAE RPN S M. ZEFihne RADIUS fRS[BNEFiE, f
WTLEIENRB RN BFFIHE /etc/raddb/client. conf FECE. AXKBFTE /etc/
raddb/mods-config/files/authorize FfcHE,

FTFF /etc/raddb/mods-config/files/authorize HEGE IR T/IT:

bob Cleartext-Password := "hello"

Reply-Message := "Hello, %{User-Name}"

/etc/raddb/client.conf FIRMH T MIXZEFi% client localhost, E#ZERN
testingl23, FTASZ—1Kim, FHLUIEEAF bob EEMA radtest (i ER:

> radtest bob hello 127.0.0.1 0 testingl23
Sent Access-Request Id 241 from 0.0.0.0:35234 to 127.0.0.1:1812 length 73

User-Name = "bob"
User-Password = "hello"
NAS-IP-Address = 127.0.0.1
NAS-Port = 0

Message-Authenticator = 0x00
Cleartext-Password = "hello"
Received Access-Accept Id 241 from 127.0.0.1:1812 to 0.0.0.0:0 length 20

RINERE, radius -XREHPESE RO TEATHER:

(3) pap: Login attempt with password
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(3) pap: Comparing with "known good" Cleartext-Password

(3) pap: User authenticated successfully

(3) [pap] = ok

[...]

(3) Sent Access-Accept Id 241 from 127.0.0.1:1812 to 127.0.0.1:35234 length 0
(3) Finished request

Waking up in 4.9 seconds.

(3) Cleaning up request packet ID 241 with timestamp +889

I, BINEFNE—atENERETERMR. ERKHNIHITENRY IP i, @IEX
HAERHER clients. conf RRLITFHL, 7ERS S LEIBR— M EFIRECE:

client private-network-1 }

ipaddr = 192.0.2.0/24
secret = testingl23-1
{

ERPIHITEN ERE freeradius-server-utils, =iXfFA radtest @55 LL bob M5
MMNEPIRESF, RIFER RADIUS IRSZ 289 IP #httmIEENZ, EA IP Hiltpyife R ESE
R

> radtest bob hello 192.168.2.100 0 testingl23-1

MRNMREREKK, BEEEFMBEREUT BRREEEMRNE, EPRET Z NSRS
Fif. BEXHHEEAREERER, BITENHAXLEN S, MMtERRIFHRHERLT
BIREFECERY, 15ERR /etc/raddb/certs mMFRENLIERHIEEE RN EE S
B, FREFREMNRAAFRMNERiG, AR ctrl-c {21k radiusd, AJLUEA systemctl
EI2 radiusd.service, MEGEEEBEEREMRS —F,

BT RRUNMEIEML PR FreeRADIUS BRSZ 28, 5B M https://freeradius.org/
documentation/# # https://networkradius.com/freeradius-documentation/ 2, ErAigft

TRNNZE S EMIRIEER.
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11
12
13
14
15
16
17
18
19
20

21

= 24

MEZeM 121

RHEEE 127

XHEE 132

ISR 140

£ cryptctl WHEENBIEFRIBEXNE 144
FAFREIE 153

PRI cron#lat 171
Spectre/Meltdown Checker 174
fEM YaST i ER2iIgE 177
M PolKit #1T7#%4X 181

Linux RRYIAIRIEH5&R 191

£ AIDE 1T AR 202



10 ¥Rk

ML N TURARENX T, Linux £EFRSBB|BULBTMBNSEROZA, IEEIR
ERENART R, EHAIUZEERSISMAROL, RERHENBERME,
te5h, EEZ N i

o HRLE AR AR EEYIET RIAR?
o i TEENIAEXENR?
o BEAILMRIPENAWENR, UREBENHAITIRF?

RBERSGLAIBNYERHEFHRENERMNE, HARETRES, KelptErgsEaR
RERo

10.1 HRZeH

HIRPOAN AT DRSSV BT LS BTN, BESUTVIRERNBINS/EES, 7
IHERTHENBIE (SARBIE) MEMHAR, UG (SHEL) #HN. EBEIFHIEE AERK
GENARS SR E /N R, WEFREIFIRE/MIFES. BIERASFSISTMERIRE (Bl
CD. DVD. WF#EZ%) 5|ISHREE,

—LERSRAIEERDY. RIBRAHRNMENIGTIMEE, XEPIULERRNER. ZH
SZERIT AN EEITARA SN RANEHITERER,. HMEEREFRIPFENRARFIAIFE
NS TRERRir. BRAENMER—TIRIANIEE, EE(TBERERE, REZSEK
BEFRBEMNKEERT,

10.2 3i%E BIOS

O =% =238
BTN BRI SHELENERFE, ETHRER UEFI IR25|S RN ESAS|
SHEIPHEXER, EE0 (BiEiEm) , B 17TE “UEF (F—aIy REHZO) 7,
£17.1%1 “€25|F8° .
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BIOS (BAMN/mERS) HELEE UEFI (F—r BEMHIZO) & PCRELK LRELR
B/ B, iB1T Linux BEMEEAEE. (POWER. IBM Z) tEE2HE#ITS PC BIOS F{AIhEE
AERRIE . AR BIOS BY, EHEIEHIE BIOS /32X UEFI, BIOS I8 RRAMRE,
RAERTFT—IEXRITFHIRE, HiIREIARMEREFBENGIFE,. BIOS HITEEER Linux 5|1F
INEES (5140 GRUB2) K3ISEH.

KEB5? BIOS KHEHR I FRE S FELE R E BRI AP RERA KRS ISILE, BE@BIILE BIOSE
BERESISOLKTR. REERRAMLENIZTERANEEROS, BESRIERESISHNE
TESROL, WTFAZHAG, KEEEROSHKESISREANEFRECEB. X,
WHBBETENE|F Linux live CD RAGFRFIRE. BAXHARREERINZE (BIOS
AL EIGE. ERFE — BRIGAGIAENIR) , BEUERS—MRIPHEE.

% BIOS B LR A MBI MR EEXIGE., BB HRAMNE, ERALKXIEHE
AR5 SAHHME BIOS, KTHREZER,

O ==: HTRET BIOS3ISASHIBERTSIS
MRAZRGIKET5IRO2, FNBASELTARENBERTEIR BINHRRESITHK
REBRHRER) o X2—MiE,

O ==: =%BIOSEEROS
BRKERSN, BEFASEKIEMBIOS EERASL, B7SILZAS, SNWEEE
T FE R (EERR BIOS WFE KRB /RIR1FIARIPR,

10.3 @I 5|FMmEEsRENTEM

SUSE Linux Enterprise Server FRERIAERAY Linux 510288 GRUB 2 AIiKES IS O%. EE
RETOSEE, UWEREEERAAERBIRERE (FINREXREIHFENGLSITRE -
MREETOL, FEEIZ ¢ B e BHEAEBWOSZAE], GRUB2 BAATFEARER
o

BXnH, F50 GRUB 2 FHT.
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REXEOLHBESZISFEEN! i, BAXEOLCARIATBMENS, MA—ELEELEN
2o @1, BEARTRSMEZINLEST, AEHENRSX, NREFEANZE BIOS iR E
MRS SNEE, BIFHIMCERREAMEITEN BIOS RS ohig& #1751 SMIEE, ARE
J A< KRF BIOS &5,

FEER, TERSISMBBEEXHHIREN 600 (IR root REY/EN) UMEHTT
*®iP, SNEMAAREZRRENO<SHEE!

10.4 AAEESHUREGER Linux k5528

ReRBEB LS RFREATROENEFREN—ELIETR, 55 RAUENEEIER
di2, FAXSWRERER. EIUEEEREM EHREIZMRETR, R “dod HAEIRFRSE
BRERF" FREZSMERER, BAAESHEREENRSSE, BSUHRRTEMERMER
B, BEWREEMFAMEHIERE, vJLUER scrub FBFLAER. ITSERIRAEFTSS
REGHIE. XEAHEREMEERERNGZE, WA EREERFREENERES, —£TA
HEEARBI A5 SB L& HITIRE, HRIEXEERER (DoD) IREXRRE. BER, %
BN SEIEE B CRVRIER 2. —EinEr e THNE, BrEFEE SRS
B alo

O == BHERYELE
—LEig %% (5190 SSD) ERFERUIETIRE, F—ESTER—MIEUET AR, L3
REBEERRMEE CHRIBRTNEE,

10.4.1 scrub: EEEELHRER

scrub FEEERNKETER. XHMNEMEE, ETEIULEMXEREINELIET T ERM,
TEMERNREERD . HEFRFIPIEE. HXXE, FBHNIEEER. BXFAEE,
EZM man 1 scrub FH5,
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ZRNRIRSE

nnsa
BT BB A B ahiEREAY 4 3 NNSA Policy Letter NAP-14.1-C (XVI-8), EE(F
FEBYEXESFEUERAR, RAEEFERA—MMEEIN: random(x2). 0x00. verify,

dod
BT BEa %R 50 rigid BEA2AY 4 3 DoD 5220.22-M 55 8-306 Ti12/% (d), TE(F
A—1MFf. Hd7w. — N FRESRERI SIS, AREHITRI, E8: scrub
BEIT RN, UERESRS: random. 0x00. Oxff. verify,

bsi
EEEEREARRESH (http://www.bsi.bund.de 21) BN 9 3574
Oxff. Oxfe. Oxfd. Oxfb. Oxf7. Oxef. Oxdf. Oxbf. Ox7f
gutmann
TES5 AR Gutmann XERRXFISE 35 35 1T T A,
schneier
Bruce Schneier 7£ “Applied Cryptography” (WEBZEEE, 1996) RNEMTHA
7&: 0x00. Oxff. random(x5)
pfitzner7
Roy Pfitzner 89 7 3 fB#175°%: random(x7).
pfitzner33
Roy Pfitzner B9 33 3BE#1 7574 random(x33).
usarmy
US Army AR380-19 57%: 0x00. Oxff. random, (FE: 5 DoD 522.22-M %5 8-306 T3
HEA2 (e) BE, AFBEESAT) o
fillzero
1 ##E=: 0x00,
fillff
1 #E3L: 0xff,
random

1 #4#&=: random(x1),

124 scrub: BB EELATER | SLES 15 SP4


http://www.bsi.bund.de

random?2
2 1% random(x2).

old
6 WINATThR 1.7 #8BR757E: 0x00. Oxff. Oxaa. 0x00. Ox55. verify,

fastold
5®#EI: 0x00. Oxff. Oxaa. 0x55. verify,

customs=string
1 REEXER. FRABEIREE CHABFEXF: \nnn (J\#HFH]) = \xnn (+75#
&) o

10.5 RIS PRI ENIRIARYIAIA]

EXRLERIGED, FEXNEBEIEARBIAR, F30 USB EFIREEITFIRE. udisks2 BHFEME
MRy TR A BB TR E.

1. QIZATRAPERNREBNSENARAE, flglmnedia all:

> sudo groupadd mmedia all

2. EFARNFERRP tux:

> sudo usermod -a -G mmedia all tux

3. BIBESLUTHAM /etc/polkit-1/rules.d/10-mount. rules Xf&:

> cat /etc/polkit-1/rules.d/10-mount.rules
polkit.addRule(function(action, subject) {
if (action.id =="org.freedesktop.udisks2.eject-media"
&& subject.isInGroup("mmedia all")) {
return polkit.Result.YES;
}
});

polkit.addRule(function(action, subject) {
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if (action.id =="org.freedesktop.udisks2.filesystem-mount"
&& subject.isInGroup("mmedia all")) {
return polkit.Result.YES;

}
1}

O == anxts
NS AR BFRRATUARF T L, B RBEZE R,
NSz HIEF BN E TR, REFRERMNIREETIEAR, B3EP—
RECREENLE, Fitt, ERMEEMINZ 5T, FEEBAN /
etc/polkit-1/rules.d R EFRHE R EEMANI S H Z FIREN X, BIg0 /etc/
polkit-1/rules.d/10-mount.rules, EMEREINM polkit.Result i[E]
=8

4., ER5)udisks2:

# systemctl restart udisks2

5. EEE polkit

# systemctl restart polkit
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11 RHEE

11.1 ERFTEEMNIEE (RPM)

RIP Linux REN— M EEEENS BMERTE Linux IRS[NETENEH AR, TN, MR
HTREZSRIFMLSE, HEMNXE Linux RENRIPEIGEELTRE. Hlt, ESHEER
INVRHEETIR, HEFREMNSEEXNRERBATHAEERIRAE,

—iRM=, RPMRHGEESLUITEI
o ERENE AT RPM HUREMNRME B TR,
o MHEEHNXHNER.
o REMERZAIMZEHITRIMIZ,
BRAERGEESUTHE, SN—RIASARFAHERETMLE XL
1. HEIEREXH £ setuid BX setgid 1
2. AAIER2/IEMXHHER
3. EREHEHBIABERRS

BRI ER=ADERMITER, RHERRXMHEES. TEFHENXRHFBNARANZENE
KL,

BRI, BEREFNERERGARGINGEIHRENBEBEER. HATREEIRMNT

B, [REISRVHERERFTEENNRMEEL, HEEHEIFIE. RFNERFTETE

RSB LELEFLARGEIEEARGE BN X RS2 » NREFFTEXLERGE, B

AR ZLRET(], H40 Apache Web fRS5288( Samba XHHHZRS 28,

O == F=FEEFNER
Oracle #l IBM HFFZ £ = A MMV AR EREIMEN AR EREZITLEER. ABHLEEX
EERESB[BHLEFERTN, FEARTBITALLREFRIEFHRRETE (M
%) RARRLER,
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tb4h, BRIEEIEMMIER, BNARNZE FTP # Telnet SHPREFSEHMMEGE, NEH
ssh. scp I sftp HEHKAHZE,

ERITHITRIRERM—TUR(EN ZZ2 IR E & RAMN AEFFIE RPM LIRS HE B /Y
Ffrds RPM BY Linux BRIR, 3FRIEUER M RPM RADFIRFIR, ARRIEFEERMNANG 2o

(©) 127 SLES Minimal VM
SUSE Linux Enterprise Server N TlEEM 7 A E BREETRIIE1THY SLES Minimal VM
REWIARIR, SLES Minimal VM Y SFAE3EE /)y, HERURIBRAFLZAGHNENRE
KMEHITEHENX . Minimal VM ESEEMWIRFER, ATRATEMIREIZEF L. SLES
Minimal VM EERBEFREMECNEE, X Minimal VM BiFER, ESR
ZI')89tEmM. SNSR SLES Minimal VM AR EEHEK, BEZERERRE LRI &,

BEMFIBEERERHENTIR, BHEAUTHS!
# zypper packages -i
BERREXFENHENAT, 5517:

# zypper info PACKAGE NAME

BAEMPRE NG SR EFHIR S A RERYRRERIIL, 551!

# zypper rm -D PACKAGE NAME

e RIFEEER, BAERNRNBR TMEBETERGSEBSTEARERF, FEFEFH
FHGERIRRL I

O ==: 2575 RHEANER
ERREEN, ENOARBEREAEEANAARGE. XARESEENRAZR, TiE
Bo|S8EE. IREMLRHE, RFESANENARFHITRENED, AEBERE
A€o

BERAEBR—IHSIMREE, BEE U X (AXBGRFRERERNKHD) ERUT

zypper &<
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# zypper rm -u PACKAGE NAME

11.2 {&%b Linux &%

WERF#HITH T EENEMEHEMREDE RS Linux £F=IMENS— N EFREERED

Al

BiVELHEPELEERENERT, ULE Linux Z2BHMnE, Fi0, LeRENIFMAEH
. WA T ESEE,. SMEEXNELRANAEBERSMETR, HNIEETE
MILENF LR, TEEMER R E T MIRERER, FEVBAGNELEFLXRFARHT
MM L L AEXHENEEEXBERN Linux R2QE. EMRMEIHMER4N T 4N T IR
FABYEIZEA T,

SUSE 2R MmUT=FHT . 2. #HEFENE, HIHEET —LRIATHERAREEM
FRERMERR SN, 81MRFHOILUEM, AGERMTER YaST TR (YaST BXYLEH) @&
it SUSE UL RIQZEREH. SUSE XEIET Repository Mirroring Tool (RMT), ERLIE
iR R /B R mAh T /EM/BENRMIEIR, UERFARER MZIRERPIREER AN T /
Ef/MBE, RV THEEMMRE, SUSERIEHT SUSE Manager, BTF4IR. Bxh. IREME
FEE Linux 245, RREETF SUSE, EttATEHMEIEER,

11.2.1 YaST BX#/l&E#h

BI{EA YaST BN EMTAE TS SRSRLEEENENNUE, ABEI ST~ RF
EEH B RIREX SUSE Linux Enterprise RYIEHATEH. ERILUER YaST FHikiZFi (A
B EFTREREHMA O, BRERRERIANFRERAT (FIEM TR RS
Tk, PHETYREMTEXLERNT,

11.2.2 BEnhBXHEH

YaST R Al iR EBEhEM. WEFENT > HoiiEH. EESANERAEN. LT (IRZ
EH) TERFAXRE, REARISHENEMFL. \Ekfbhd 2 B4 T EEmdEaah#
7o

ERXMBERT, BFNETEINERLETERENH T,
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ERNFEAN TR, BERENE FEHTERZH#HITLE, YA rpm s zypper X Hi#
TFEHLE,

11.2.3 Repository Mirroring Tool — RMT

iZFTF SUSE Linux Enterprise B9 Repository Mirroring Tool tLEXH BT #EE#—, &L
TEBRMENIIMEGHNRERS. XEBTEFESMNRF LN AERERERRGE
W, ANEIPEATSREBERFEM S M.

RMT (https://documentation.suse.com/sles/15-SP4/html|/SLES-all/book-rmt.htmla) 5
SUSE Customer Center (https://scc.suse.com/ 21) EERRTE—EE, FiIRESHRS R RE
R ETR. XX FIREFEABIEPRIINFIIEEEER, RMT AJ4iR SUSE Customer Center BYFR
BEE, ANAFERENEDZE, ©HEE SUSE Linux Enterprise 1T, Hitt=£%
2N

RMT {2 7T BIANECENBENEE, SEITALMEENAE, AEREMNMEET EIZWEH.
HEKBERERATLERE, HERTEHELEAR RN EREMNEM. RMT 5 SUSE
Customer Center ££5, PITRRE MLEEBRILUEWABNVEST, MEAFITHAAE, HEE
TR REK,

it RMT, B IRREEAHEREREE Nl HAY SUSE Linux Enterprise &% (BARSZ2:. =@

AR RELWR) o IE, FAAUUBRMAEKSEAMERNES IRAFTESLY, MALEE
AR ORF B BB F R,

RMT =a SUSE Linux Enterprise i& & S {EA A BV GE . S MEKEMERIM RMT 3%
BEXFRrE R E#. RMT BY5| NBG#H T LAY SUSE Linux Enterprise I§&ZBJIRE,
BT XEGFIBZRAREHTNS R RMT ZIFFNLELIBIHE—MERTFEHE D SUSE
Linux Enterprise ig&ZHEMEN (BUATHRHENFEREREXH) . XFRSSBRIZERH. F
B
B8 3Ri%, EATF SUSE Linux Enterprise BJ Repository Mirroring Tool & FHefit:

o BHASENIEIE MARIE

o RH-EHEAB BRI TETRAE

° 3RB SUSE 2R (IKRERVERNTTIA)

o X5 SUSE Customer Center NIl E & F1ZOR4HF
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o EHBYARSS SRR ER AR T E AR RV E RN E
o BRI ERUERMITENRM 28 (FBREBRFRE! )

o BIEPEMRETIE, ZIIESBTNS SUSE Customer Center [EF IRSS281F

11.2.4 SUSE Manager

SUSE Manager R]Ezhi##1T Linux fRS23EE, AlLEFEIREE ARSI H TR EME
. ERBEENMTHESEMES Linux RSBV ITRR, MUEER ATEARSS 2314 AE R
A=A 2 ARSI HZIRE, SUSE Manager AIiLIEEYIE. B EF2EERE
B Linux fR$228, RBTIFREIR SEIETOMZE, SUSE Manager A Linux gt 2 mME s FEE
i

° Rt RER
o HNTEE
o BLEEE
o EHEEE

BX SUSE Manager RUIF4ER, IFSM https://www.suse.com/products/suse-

manager/ A,
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12 XIFEE

12.1 HBEDX

REBELVNZEBUTHRIIXERS: /. /boot. /usr. /var. /tmp # /home, #0LEE]
B —LEE R, B0, E /var M /tmp THHERRZEMIGN ZERFHRS X, F=AMN
REFBMNAIFIMIIBX SRS, FIG0TE /opt T

I X H RGNS —IR S B AT LUERE RIE & XM AR R R o L I A PRI 2R T,
—LEAR KAV RLA TG IE

noexec: PHIENXHHIT.

nodev: FHIEfERFAFERIGAIZS .

nosuid: PHLIE set-user-ID & set-group-ID fiI%x¥o

ro: BREHRERXHRT,

EXDXEHNA ERERZ I, FEFAERSNEN. TUNBREFARERELTE, K

EORERERZFFRS, WREHNA, BEHHIRHARTREHFELRINR LI B RTHEIR

BoE., B, TEIE set-user-ID Z#HEIXHEET /tmp &,

BYWEEERZ 25 “BHEN . B0 TRESHTESIEEMEITHRRANS K#HITHE
(BIgn, BEXMH=IEH /var/log, BALLBRBER /var M/ PERZEEREK) . F—MFEESE

AR EANA LM EMEEIER, AEZ VBN BOXEE, RBRPCERF LM

P94 53 XBIPRE,

SUSE Linux Enterprise Server PFHS—IINgER RN XK EER T IR BINBE N B REXMHIT

m&E, BXEFMER, BHELE 135 "NESXISE

12.2 BoUSERGEXFRINR

wEXH (LHRZ /etc BRPHIXM) B2BEEN, B, EHSNAABAILURBRERS. &
EXAREMAE, BNREBERRFIMRIFIIE, AIUERSBXAHNEERIRIARR

Lo
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SUSE Linux Enterprise & permissions &8 UEFRAXHNIR, ZEFEHH =1
EXWRAREXH:

easy

BZEEXHERTEERFRRFNEFEARPRENRS. XEMIANEEXH.
secure

ZEEEXHERTEETENANER AR RAENRS SRR

paranoid
ZIEEXHAIULNRSRZEM, 1 secure BEXHHEM L, ©EERRTRRBIFHN
PR, 30 setuid/setgid FTHBEMNL,

L5 HSNABR T EERNRS

BRT BN OSEHFERMESIN, ISP I A E RSB RHRNRII R S,
BAERIFEER paranoid BBEXH, MEKEREBE XNRIER, B LUTE
permissions.paranoid XEHREIEMEE,

EREXXHNIR, 54848 /etc/permissions.local, SETE /etc/permissions.d/
BRHPeIE—MEANT .

# Additional custom hardening

/etc/security/access.conf root:root 0400
/etc/sysctl.conf root:root 0400
/root/ root:root 0700

F—IHEEXHR; EIR, BERBMUIAURMLER. FTIEEMEEMA, F=JEE
B BXREEEXHEINIFAES, 550 man permissions,

£ /etc/sysconfig/security FIERELEX . EFR /etc/permissions.local #
B easy EEEXHHIBEXNIR, FEE:

PERMISSION SECURITY="easy local"
ENWAIZE, 5517 chkstat --system --set,

WA UEEFH G EERZFET zypper MAMNPR, FAILUEE cron 3% systemd itHEJ287E
HRIA A chkstat,
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O == SR
BARGEREXGELI2ENNLN, EEEXNRAI PR EN A 2R, SUSE X
ERXIE IR,
ENABEXXHNRZA], BEREFER chkstat MIAXLERIR, UBER—IFEM
HA,

12.3 REBRMNEM 755 Bk 700

BINMBERT, RS LMFFERAAEAILGARE (REX. $11T) BRPEER. XAEZSBESM
>, AEBRNZIEHEFREE L,

U Te% /home FFAEIE X ERIIRIZE N 700 (REFBEERILEER)

> sudo chmod 755 /home
> sudo for a in /home/*; do \
echo "Changing rights for directory $a"; chmod 700 "$a”; done

NBRERERARENREETER, 1B%4E /etc/login. defs #¥¥ HOME_MODE i& & /3 700,

# HOME MODE is used by useradd(8) and newusers(8) to set the mode for new
# home directories.
# If HOME MODE is not set, the value of UMASK is used to create the mode.
HOME MODE 0700

SNRAILE HOME_MODE, 1§ MBERIARY umask IHENPR, iEEE, HOME_MODE 57 EFERIAY
R, MARIEEBTEMRIFIINRANESZ (F%0 umask) . BX umask NiFHER, H5S
W3 12475 “BRIABY umask”

AILUfER useradd -m testuser IE—NAFPRREEEER. FH s -1 /home 14
EERINR. AT, ERALEILEZEMNAR.

O == ERREX

TBEAVAFRBREMAPNEER. XAARERE AP MR,
FEEFHIRPERLLIENR Z FIXE#HITNE, FHEMZUIERTIRIAEF .
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12.4 ERIABY umask

umask (APXHEIRIRNER) LB —MINERERS, RE T HEXHE REIEIAX
R, ERRARIFRES, BirSEFMEAEFEER umask,

ZUABERT, umask 8B N 022, NREMNEGE T —MU, WEMIFRIET 777 BRIt
umasko

BT ETIRY umask, &R umask %

> umask
022

fEAZRIARY umask, ERIBIAZSHAF TR Linux 24 EBEIRITTA.

> touch a

> mkdir b

> 1ls -on

total 16

-rw-r--r--. 1 17086 0 Nov 29 15:05 a
drwxr-xr-x. 2 17086 4096 Nov 29 15:05 b

BRI LB EFERE umask B, BEFEURTERNER,

> umask 111

> touch c

> mkdir d

> 1s -on

total 16

-rw-rw-rw-. 1 17086 0 Nov 29 15:05 c
drw-rw-rw-. 2 17086 4096 Nov 29 15:05 d

RIBERIRAMERL, BILUGER 037 FEM™MEEY umask, LIBILERSMIEIER.

umask 037
touch e
mkdir f
> 1s -on
total 16

\'%

\Y

\Y
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-rw-r----- . 117086 O Nov 29 15:06 e
drwxr----- . 2 17086 4096 Nov 29 15:06 f

O =7 Bazel
NRERaTEM, BER umask 077, X=5ab|HITAMEMERHELENRNX
HHMBER.

HAR, XARATERAPMRGTEE, HeIsERASSEAHERGIMIAE,

12.4.1 FAEEERIARY umask
A LUBIEER /etc/login.defs H189 UMASK EX £ BIEEXFrE B F /Y umasko.

Default initial "umask" value used by login(1l) on non-PAM enabled systems.
Default "umask" value for pam umask(8) on PAM enabled systems.

UMASK is also used by useradd(8) and newusers(8) to set the mode for new
home directories.

022 is the default value, but 027, or even 077, could be considered

for increased privacy. There is no One True Answer here: each sysadmin

HOH OH OB OB O R

must make up their mind.
UMASK 022

FHFENEF, & umask RINE /etc/passwd B9 “gecos” FEX, SATFFIR:

tux:x:1000:100:Tux Linux,UMASK=022:/home/tux:/bin/bash

F yast Fp, ATLUEDR UMASK=022 FRONEIR A4S > MilH 5 S REIMAERENE
A9,

/Etc/login.defs #1 /etc/passwd FEYIKE R PAM 13k pam _umask.so W, BxHft
ECE %I, 15280 man pam_umask,

BEEREN, ARREBRIHEAENER. AL, €A unask ssdREZEEMKET

umasko
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12.5 SUID/SGID Xf&

MREAHRITXH LIGE SUID (GRERF ID) s SGID (&E4 ID) fiI, ERMUAIHRITXH
HEERIUID 5 GID K17, MARBUMITAGR UID 5 GID K17, FFIKH, XEKRES
L root B9 UID $11TIRE T SUID LB H root BB RIHITX N, passwd fes<FE—1
HANRG, EAFTERFENH root BN /etc/shadow XHHHALFEL,
BYHTRITXEETELZLREN, SUID/SGID iirlgesisA. Hit, ERZERHFICRED
R4HE SUID/SGID AIRITY M. EERENRFAFR SUID 3¢ SGID X4, ERILUEITIA T

A\ .
< .

# find /bin /boot /etc /home /lib /1ib64 /opt /root /sbin \
/srv /tmp /usr /var -type f -perm '/6000' -1s

MREBEHEHMXGRALEN, WEET BERNERYIR.

SUSE (NEHLFENF SEZH#HFISH LI8E SUID/SGID i, AREMMNENIFRT, 5
FRBAEZARKREEIZF LIRE SUID/SGID i, @&, EnILUEAEINARE R/ EMtaTHhiT
X IERRF F. (BEFNAERENRMIZITSERANIR,

SUSE Linux Enterprise Server XXX HXIR, PIEFIZFEBEANEN, MARZ root FIEER
PR

# getcap -v /usr/bin/ping
/usr/bin/ping = cap_new_raw+eip

LSS RS RHIT ping BIAGIET CAP_NET RAW IR, 1R ping FREZREERE, B
THTERZAILEIRGLANIR, AE root WELENFR. BIRERIERT, ROEEXHRIRZ#F
SUID fif, 1B ISR SUIDIEE AN root, MAREM news. 1p EFRMWBFE, X
— &7 &R,

12.6 2B EXH

LRASXHEERENR, RARELOEMRASIUMDHTER. 1, 2BA5E
SRAEMATNSBEX . BERLBASIHNER, EAUBAUTHS:

# find /bin /boot /etc /home /lib /1ib64 /opt /root /sbin \
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/srv /tmp /usr /var -type f -perm -2 ! -type 1 -1s

MREBEHEMXARRLEN, WREET BRIERNERYIR.

! -type | 2HABIFANSHEE, RANTSHEREBEANEREAE, EREEENERTE
2RAE (HLEREHGLSHITHE) , MAZKERR,

wHEHEUNEEAIEER (5 /tmp BR) ARAWEMA (XHREERIN FHERPH
IR E R IRE. MRAUEXHSHEZRFEXE, AEEMAFRERSES
XEX . Alt, FEHUNERIEERBEHMIRENT, RERERHNAEME,
Blgn /tmp BR:

> 1ls -1d /tmp
drwxrwxrwt 18 root root 16384 Dec 23 22:20 /tmp

ARy t R TV (Lo

12.7 MALXHEEREERINXGF

AEEAMAPHERENIXE IR —ESREL 2R, BLREENXHAIRESERRL
EREWF, fla, MRCIBTHAR, FEIZMBFRARFIH UID NIfFSTRBEEXFRI UID
ME, WizHBRRKERAXEXHNAEE,

BEERARREMARRARBHIXHE, BERU TSB!

# find /bin /boot /etc /home /lib /1ib64 /opt /root /sbin /srv /tmp /usr /var -
nouser -o -nogroup

MREBHEMXGRSRLSH, WRET BRERNERYIR.
F—NEIFARFREX A BB BRARREN, HMAZWEEIER. ERIUERUTHLR
B

> find /bin /lib /1ib64 /usr -path /usr/local -prune -o -type f -a -exec /bin/sh
-c "rpm -qf {} & /dev/null || echo {}" \;

FNESRITHIXH B A ESSHGSHIT, IUFRERR (Bl “2EEFAAR" ) 517
e, XARNAA—NEE, RAXEERIREER root #1TEN, BNARAN—DRFHNR
2.
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EFZER /biny /lib. /1ib64 # /usr (/usr/local FEIXAHERSIN) TERMAEEESER
IREFFFE X o XEXMHAIEERANRR 2N, BENETRIREIXMS, FHRITHENM
PrignEtR IR E X R &Y.
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13 INE 5 XA

MEX . DEXMBMEET UM LIEE ARESEBGHREESTE, HRPERNNZESHFX
o
TR LOERRME S ST

mEER X
B[ EREHEHEERENRSHEA YaST QIZMB N K. BXEZER, BS
ME 13117 “FEREIEFIZMBOX" MFE 13.1.27 “FEESTHRSE LIE
MEDX" o WERTUAR]RFRIBehiEAE (GNSMEREER) , S5 13.1.3 71 “IIEEZaNiE
EBINZE" SRk

£/ GPG MR+
BREMEZ—IHS I, AIUERGPG TR, BXELER, BENE 1327

F GPG M&EXH" -

L5 MERHEBRIPAIR

AEPRRNNE AT AR TP RANR LM TIIRE, MHEANEERE, A
BELRBNEAABTLHAT, T, MEEAEHBNELIRGOER FRRE
A, EEA LA LEREEANEA RIEEE AN SR,

13.1 (M YaST IsEMEXHF RS

£ YaST AR EMBHELRENRGFME D KD XGRS, AF, FERERNRZFHI
BRXEMEYE, HAXFBENFBDEXNNAEXINESX. FRIERT, SIR—MEE
RN KB E M S R AL DT ReEMA E. EMBENDK, T2
ERXAERBFRE—NLTATFMEBNSX. BIAERT, YaST WinED KENHAFEEMZSD
Xo BEDEKMNEERFARMMNE DKo
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13.1.1 FAREIEFRIEME DX

L& O<\A
WRFBMES RO, BEXP OB AR IRE MELIE.

B F#1T79 X YaST EXRFMNEERME T IEMZE D XML, BOIEFNMESX, EH
T 2E:

1. BEARG > HXIEFIETT YaST ERDXER.

2. EFE—NER, BEA, AREREDSXIY BDXK.
3. EEPXKXNNEREHE EERANXIE,

4, ERXHRGURUIE D KAEH R

b
rﬁé

FRNE % & B,

Q iE: EEHEMHH
wHNEEER, eestil—MEEEO, EXREREHEMRG, BRIATES
ERERERNTEE, LARINEZESXES I

6. MRREVENBER TAFBEHNMEXHRS, B Fstab HRBERATEHIX, &
NMEEAEH S XHBMNERR.

7. BT, ARANBTNEESXNOS, F2B 11202, ABLERAGEIR, BFEE
WMAOLHNR,

8. BH AT IZI 2. FNER 7 KIERNEIZ AT,

E5 ISR, RMERASEER /etc/fstab RISENBEHEHNERNE 7 X Z A ERE
MAOL. WESXAEEHERIHAERFER.
BEERMIRPEERMEZE S KNP E, BERTAAOLHIR enter , AF, BRIELEAA
O<LHRR. EWERT, TEHMEBEXHERS, HERERAUYES|SHBIIEEREHIERN
ihlE,
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EREHEISHERERNNESX, BITAXGEERS, ARTEIEXHRF L ARBUERN
BRARHEIXT, RASRTERADL, ARKEHZIX,
TEFES XM BN LLXRALKE, TEAILUAEZEEEREREMBINE X, FLER
T, BEES 13127 “EIEEETHARZS LOIENNE S X RiREFISIHRER SRR
WA 7 K FHFREEE.

13.1.2 FIEABTHRSZ LRIEME DX

o EERBETHARAS LAUENNE
EEEEADETHRS LORNES R, B8, MENEHRLRFS KRR
B, HEEENBEIE HROANREN,

FBTHNRSK L, FYaST EZEFIROIEREZRS > D XEF. PHEMER, 1E Expert
Partitioner PIEREMBND K, HBEEHFRE,. HRIESE 131170 “ELiadiZmhalEmn
BT ERagEIEAER.

13.1.3 MEHEBEEHRINE

YaST ¥ aIigchifis (FlansMsRsiNER) SFEMAEMEFRE—IFAE, B R
ENNESNBEA EREEER DX, ENEIES|ISHER, RABEARRNEERHHET
B4 SRR PIIS ThIR (A,

NRIEE R YaST WEIZahig&E#HITINE, GNOME KES BNRAIME D KHERNE %L
BENRTRAOS. WMRETEIEIT GNOME BN FAT RANABENLE, WAOSSHEER
PR EDRNZSENREE. NTXHRERE FAT B0IgE, BENENRIF root BFBIFR
BN, URTFEMNEENIRT1HRNR.

13.2 {5 GPG MENXH

B LUER GNU Privacy Guard (GPG) INZR3R 4R IN%2 AN A F1 XA o
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BEMA GPG B, BRFBEM—ITERAX. Alt, 1FIE1Tgpg --gen-key HiEERF=L
AUESIRME. ENEANEY, GPC BSETENESIMR. ERMBFEp it elZ— AR

ID (UID), UATFHRRER. EEATMEXHHEZRRFTEAZIL UID (XR2EN—B7,

BT FE B FEpAFthit) o BEEHRIMEEAN UID, 5fEMA gpg --list-keys &<,

EMEX, BERU TS

> gpg -e -a --cipher-algo AES256 -r UID FILE

B UID B UID 9—&F (Blan, ErIRF) , R FILE B AEMERI M. Flun:

> gpg -e -a --cipher-algo AES256 -r Tux secret.txt

AR SR BERLET . asc X4 BBIRFIMIEEX Y (EAXTFIHA secret. txt.asc) B
INZZRRZS,

-a AT RXHRIENIRE RN ASCI XA, FRBRIEH, &k -a 2RIRTHEIXMG, LA
BRI, &4 secret. txt.gpg.

BREMNEXY, BERAU TS

> gpg -d -o DECRYPTED FILE ENCRYPTED FILE

151& DECRYPTED FILE B#ARILEENXHERENRIR, Hi§ ENCRYPTED FILE BAE
FREZHIINZR S

BicE, ReEERMEBRFAREREARBEMEZEX 4. NREBESHMAHLZINEXH,
WAUE R It ARSI A Z AR E 2o
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14 fEF cryptctl WHEENRREFHNEEXINE

HEEMEXMNAREFEERETRE= A TEAREIENIMNIRS S £ FLEHUERO4
PESFTEE=FTEARERHAREENRS, FREERT, ATHERLEK, B
BUEATHER NN

cryptctl E[iLtIEEEA LUKS IIEEURE R, HiIZMHUITHINThAEE:

o MEBFRAFHORSEE L, MHPOIRS I TFEF M,
o RAESEITNINES IS EEHEREHME DX,
cryptctl SELU TR Y
°c EFHE—AEE— MRS MBS XBITEN, BRKABERBXLES XN ENE
o fIm, BFFRIHPIUERSHFEEITEN.

° MRS RERFMEBEZR, T k0] LUSKXEZARBEDNNE DX
TR UG E cryptctl ARS588, LUEES KMIP (BIABIEERIEMINN 1.3 RERIAR
SR LEFIMERH, EXMERT, cryptctl RSB[R EEZFHNMNEEH, m
RS KMIP A BIARSS ss e (X EEF A,

& cryptctl fRSZ 24P

BT cryptctl fRS N EEIBMBHABN, MEXRLUREMNEZZE (BFEURT
RE) , FAltEMizHEESEERS, HXBEIENAREE,

tesh, REBRAMEH#ITER. BERRSBHBIBEEFRESRERTFiH LINE S XHAER
FRo

AT RIBME, cryptctl¥F LUKS 5 aes-xts-256 INZFEM 512 (UL SR, alfEA TLS
BB R E RN Z 2R,

144 | SLES 15 SP4



B SEREn e

P Rk RPCIERLIGRINEER

WSO TCP EAY RPC B3R

fERS XEAMN RPC ER

s
/ R

B  EEEEAsK
1

14.1: M cryptctlI€FRE (FiEHE KMIP JRS23A9153K)

Q EE: % cryptctl
R4k, FRREEIRENRSH[IAFF IRNIEITEN LA E LR
cryptctl,

14.1 I%E cryptctl iRs358:

FEEAILE—aHBNEX A cryptctl EFIRZA], BR—GHENIREN cryptctl RS
#%o

FEFGEZE, BERRSEERABRERIERRFIFRSBEEZFIRZERE. WRAE
A, BRIRS\EM TLS IEH, H@EIIERWMENANIZIERER.

te5h, AIBALE P inEABIEBHMANIEE R IEBRARS BFHITHHIIE, EREXIEIM
MR EENE, BSUEFIBRITIIIZZ AESYF CAIEH.

1. Ul root B9iE1T:

# cryptctl init-server

2. EIEMEERNEMEREE, AESRIE—NREGER Enter , MRBERINNER, &
TAREHNAESHRERILES,
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146

. &M=
N

. BIE— MR OSHZERIPE, OSURTHEIRS S DEMBAE DK,

. 87 PEM 4RE3RY TLS IEPBEIERHX AR, HERZFREBTUGIEZERESR

IEH. WMRIEE TRIZ, BERLINEER.

. REARBERRETRBRIAENZKIMRRSEE, BIEEENR. cryptctlfi

EREMBEEZENZBIES,

. $87E IP Hudk, ZMtitE FEEEE EIRITREE P IRRIBEERNONSEEO; RS

wEWOS (BRINROAN 3737) o
ARIN IP HIUEISGE 0.0.0.0 RR cryptctUR{ER IPv4 EFME RSO LIEIREF

I iE Ko

. FEERS S ERATRES A IRFEEERNE R,

. BEREFPREEREMER TLS IEPRRSFHTEMNEIE, MREEEREDT, NXRR

EFFIR{XEAEE UUID #1TEMIRIE. (Rd, EFBEBRT, EFERRSSIE
FnEzEife )

MRERZFZ, BEN—TATHEFAIFIEBHTERR PEM fRIZABEBIAL L
o

. EERGEA—GS5 KMIP L3 ERMRSSE (RS aILRRSR) KEFEF RN

MEZZER, WMREEZFLED, FRE—EHZES5 KMIP REMIRS [N ENZM
. {H

tesh, iERM KMIP RSBIAFB. O CAIER, UKk cryptctl [REB[HE
i S 3 I,

O ==: THERNEHEE KMIPIRE
UERIEZEMEREXER KMIP RSBIKE, BEMUISE, FEMX

FHAEE cryptctl fREB S NREEF ik,

, EBE—& SMTP IRSSBA T REMEM ARG KVBFEHER, HEFIR
== BT B F B @R RIR &
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Q FE: FOSHFIPIRSES
cryptctl BEILAERR FHIIERIPE SMTP ARS8 21X B FHBHF. 4l
RUTURIZBFHMG, FIREAM SMTP R,
i. HRFARESEERS cryptctl fRS238Y, BHIA Yo

3. EXNERRS cryptctl-server BRE, 156

# systemctl status cryptctl-server

MRUREEHRERSS S, FRITUTREZ—!

° HXIE{T cryptctl init-server @i%, cryptctl ESENEMEIREBERIANZ
B, FAtEREEEEETRNE,

o HIEEECEXH /etc/sysconfig/cryptctl-server R#{TEN,
RiE, ATERHINRE, BEREFHERAUTH_PASSWORD HASH #1
AUTH PASSWORD SALTIRE., EHREIEMITEXLRNE,

14.2 i%E cryptctl EFiH
BRI TR cryptctl RERIRE H %
MafRA B A TR E M4
o B MLE[EA cryptctl fRS 25
. GE—AENEHESR
o FERIHITENEE—NMTHENTSX, ZPXEUBRHEMENE R,

o FRBRERIEDH, ERS|/LEEMRVER (*.crt X)) AIEFFWAMER. &
W, ARSSEIEBBNEBMANTLNR E P IHHIEE.

° MRERIRSBLENEREFHERE P IRERHITHHIIIE, BEAEFiHESE—TH
THRARSS2/EER CAIEBERRY TLS IEH,
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1. M root B4iE17:
# cryptctl encrypt

2. [EBREEIMNEMERAE, HESEE—NM#EGEE enter , NRERIANNER, 18
TARENFIESHFEEREESR,
a. IEEET cryptctl RS2 EEEEINENBMiEO,

b. MNREERRSBEENEREZFIHER TLS IERHITHMRIE, BEERF KN
IEBMEZAXM. B IREBBARIRERS SFIINERFIEBMANAE R

c. EEEMRSIBER (*.crt X)) HNETREZ,
d. BMANRBERSHEEFEERNMNEOS.
e. EEEMENBRNREZ. EEATEEERMBABTHNT XK.

f. IEEAVFRAREZD X ENSE.
AREEEMN TS T EPREEIRE—ERES ZEEIA TR EER
DX Z R I R (LFARMI) .
HHBNEIMELETRARBESI SN, ERERBEABRIEIK, XEKE,
BRI B AL E F iR E 5 | TR KER AR RYATE,

O == Bk
NRIGERTEIRK, TEVNEXZHEENBSXEEERK, 24
cryptctl 2RSS FEHOEMEZRRARS IR, BXSER—ERIIE

iBo
NRBNIKERIAE, SSNEDXBEIARRTH RS STFDiZ 7 KR EEMER
=RBo

3. EFEMER, BHA yes.
cryptctl MESKHEEERMBRLAFATHSXH, REEIXNMNENSK, X
HRRLIBSRBHIRNE X G RARIZEEMER,
EEIEMBSXZHI, cryptctl ZERBERNRMEBARATEZEFH cryptctl-
moved- HIZHVIE,
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4, ERNEREHREWERTZEAR, BEM:

> 1sblk -o NAME,MOUNTPOINT,UUID

NAME MOUNTPOINT UUID

Lessl

sdc

Lsdc1 PARTITION UUID

L-cryptctl-unlocked-sdcl /secret-partition  UNLOCKED UUID

cryptctl@EENME S XA UUID RiRFIZSZ X, £ LE—RfIF, Hi9sdcl ZHETH
UUID,

EiRS 28 £, ERILUER cryptctl RiEZE HEME,
# cryptctl list-keys

MRS XERINES, EEERNMNTAARASEL:

2019/06/06 15:50:00 ReloadDB: successfully loaded database of 1 records
Total: 1 records (date and time are in zone EDT)

Used By When UUID Max.Users Num.Users Mount Point
IP ADDRESS 2019-06-06 15:00:50 UUID 1 1 /secret-
partition

R XRAINERE, ERFEFN AR

2019/06/06 15:50:00 ReloadDB: successfully loaded database of 1 records
Total: 1 records (date and time are in zone EDT)

Used By When UUID Max.Users Num.Users Mount Point
2019-06-06 15:00:50 UUID 1 1 /secret-
partition

£=HI Used by FIREILIBEIER
R RRHY UUID BE B FriiZr 2 Ko

5. WIANBRKAERTIEE, MEPEFREFRMEBRS. HI50, €A m. ATRSER
2%, FENBRXHEREZAREEES (690, fEA shred -u) .
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@O == shred MRIZLERIZLGE

£ shred REERIEST2 AMFFAEIEE, REBUATHEEFRMEANEE, AfFm
=, SSD BE RAFFIYEIRE, XS shred WEERRE.

MZE P imE RSS2 EIEECE E721E /etc/sysconfig/cryptctl-client A, AJLAFEHER
H,

RS2 E P iHD XEINZZEAGEFETE /var/lib/cryptctl/keydb/PARTITION UUID
o,

14.3 9 LUKS &HCE /etc/fstab

AEA LUKS MBI E RSB S0, YaST BRIMSEERA /etc/fstab FEMBFIGEN
A,  (BE0, /dev/mapper/cr sdal, ) ERIRFRZIRMARE UUID SEIREEDS B2 M
1R1E systemd ARSI E hAEX T A,

A LUERERARERFFHNE RO XEFTET AutoYaST AEES MKERIRIAIT .
XMERFREEMAR, HALMEE /etc/fstab PEXTHHRNERMEMAR, REHH
BREHRSZEN (0, EREHRSHE, NETETPHNRSE LLIEHRDXEE)

14.4 {FRARS R SNES XBIUIRES

Y cryptctl FR AT ENRESE, ©E 10 #042M cryptctl REBRAZE—R “WiIE
57 . MREEERFiHIRERENEBNNKARSH[ERBERBEFIHIRNGES, RS2
BAABRHERN. AE, REBEATFFT—IEFRIHSHEE (FAFR—FFHEES]
SEEMNEE) .

EEERMERANERRT, 1BER:

# cryptctl list-keys

Num.Users THERETREZZRLMEEEER. EEERIMRANESAT, HER:
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# cryptctl show-key UUID

ISR EREXREHR. HEHEN. AR, BXORERNNE, URKRBEFIHENR
B=MENESHER.

Itegh, BT journalctl REHROREANMNEE.

14.5 FrpfgaimEaX
B AT AR, XA LA

o BXMARSE: BXVLARBIA AN AFIREl. HEFiHSIRS 2R ZIEEEIINEEE,
BEFE (B8 TEEEMOXY, aIUERILLAZ®, kA RE@ETEN _ EMNFRE
mEHD KXo,

EFEALLAE, 1ET1T cryptctl online-unlock, HE&EFMANTIRBEIRSSBMNIEEN

H<o

o BiMAES: ZJXFIRTENENSENSHRS @M, RIUERLEE. RSSEH
MINZEZESRASALART . A EREEATNSENBERTAER, 8RRERY—9
Xo
BFERI A%, 15517 cryptctl offline-unlock, ARSZSBMNEHKX (/var/lib/
cryptctl/keydb/PARTITION UUID) MZRANGEMEZ i LR,

14.6 ZiPENETE

NHERELEIFPEVHEFEEZE DX, BXRAZTP AR cryptctl k5325, EAILGEILL
THAARLIULER:

o {Z1EARSS cryptctl-server:

# systemctl stop cryptctl-server

o B cryptctl ARSS SRRYMISRIERL
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147 EZER

BXPEMER, BIESHUIMBEER https://github.com/SUSE/cryptctl/ 2,
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15 AFREE

15.1 JIMKFNE

15.1.1 =XPBIERIMKF
BEVERATERNERAKFMENEK, . ERNERAPRBIEKFHTIR, &
AILEHRAEFL ! 5 * Ak (fF /etc/shadow X&) MMBOSFEREMK,, NREH
passwd -1 SiEKF, BEMBOSZEGRM ! , UEXREZERZOS, WREEA usermod
-L BIENKF, BEMBEOSZERN! . ABRT, FEZRANXEZKAEEHHOSTF
Ry * 3¢ 1! #THIE, XRUMBOLSTALRFRH, Allt, EREMMBERBE (1M
%) IKPRFIR, BETUTHL:

# egrep -v ':\*|:\!' /etc/shadow | awk -F: '{print $1}'

FEIBSHIRFIE K 7E /etc/passwd FRIORSFEPEE—1 xo UTHmLIHVEOLSFEFEE
x BFTEKF :

# grep -v ':x:' /etc/passwd

O<LFEPHN x RnzOSTERRK, HlH, FETE /etc/shadow XHEHRERMEZOS, M
R /etc/passwd FHOLFEANT, WRFERASEAEXHS, HEFRRTHUERIER
MR TRAFREOS,

15.1.2 RIEARIKF

NMBRGHRERREAF . NARR. RANTIFEFERIPIE RSKASHNEKS, &
AILERU TS, ERRNEKF ESHEEMXH:

# find / -path /proc -prune -o -user ACCOUNT -1s

EULRFIFR, -prune ETATFEUT /proc X RSE, SNRIEHE BT UMBRENMKF, AILUER
AT an @ ARk
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# userdel -r ACCOUNT

WERZE -rikll, userdel FA=MBREF B EBERFMEBAHERBEVIER (/var/spool/
mail/USER). EFE, WEZRAKFEHLZEEER,

15.2 BEARO<SHM

OLEME—HEBERANRERE, EXFT—LRAKANEZIKS (fIU Oracle) M=,
BERERHAR, MNRNARERIKF R, XLEKFAHAM OSSR SHALRS T,
BEBELT, MEHXNAFKAMEZKA OSBRI /ZFHIERNNATBE, EEMA
FikP AOLNIZ=BohAkM. UTRFIERNEHMNETAFKFIZEOSKH.

M useradd sp <L BRI, BIMUERTRAPNXHEMEEH, K1E /etc/shadow X
FREMNEPKPEFELEISE, MRERYaST TR (BFAM4AERE) FmBF, UsAs)
BARRHEZIEE, TAESWARNIZE, HP—LUrERAFSCENGE (i, /etc/
login.defs #1 /etc/default/useradd F9fEER) :

4]

/etc/login.defs PASS MAX_ DAYS AL RIFEMHIRAKE
/etc/login.defs PASS MIN DAYS B LRERFIAR FREER

LZABRNKE,

/etc/login.defs PASS WARN AGE M LEREBROREITRIEEESE
M O< B FRAY R E,

/etc/default/useradd  INACTIVE ALK EKP S FRARS
BIRE,

/etc/default/useradd  EXPIRE PN BEHEE (RA YYYY-
MM-DD #& =) -

Q ixE: MERARZEM
EXLEERZARIRIAE R AR,
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BHIRfRTE /etc/login.defs #l /etc/default/useradd XHHEXR ERSE, &HiF/
etc/shadow X 2 RERMAF ZEUfAIEFXLISE.

BERIBMAFIKS, BRITU o<

# useradd -c "TEST USER" -g USERS TEST
-9 EBHEE MK P BYEA

# id TEST
uid=509(test) gid=100(users) groups=100(users)

73 /etc/shadow XHBSMIXEFTE /etc/login.defs #1 /etc/default/useradd &
ICRINEEWN TFR:

# grep TEST /etc/shadow
test:!1:12742:7:60:7:14::

B]fEMA chage ss LHEIMER O LI, BREARAKFMEZKABOSHY, EAIUEITHU

T chage #5%:

# chage -M -1 SYSTEM ACCOUNT NAME
ERNOEKMES, /BT

# chage -1 SYSTEM_ ACCOUNT NAME

fBgn:

# chage -1 TEST

Minimum: 7

Maximum: 60

Warning: 7

Inactive: 14

Last Change: Jan 11, 2015
Password Expires: Mar 12, 2015
Password Inactive: Mar 26, 2015

Account Expires: Never
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15.3 SEhEEsmRYO<

EEHITNARS L, BSUREIBAERAIREMKENEEREOS, ALBERNOIET
¥, RABEZERENT, BEATKESRASKFRIPERRFHRRE, HABIHRRKE
HZ EHEN A KB I T, BItSEHIBRRE. MRHTIRIRE, MERSKKS
AR ENAREFNARRS P, XEFES— P RFBRFIR-E — BELRSZHKE.
BELIEER, EHEARNOERRERHRER. AZHATRAIBEXRALELEE T
F. —NMNEFHIN—NMKREFH, BABRENIER, EEEOLERE/ERMNEEREE
ZIEMREF R BEH A 5o

15.4 {EH PAM #TOSHERER

Linux-PAM (ERTF Linux BIEHEAN B R IIERIR) B—AHERE, LRt ARKEIERGIEEN
R ZANfEI 3 A P #1T B2 31,

RRZUIZ IS FAZE PAM BITHEE LA K SNEIF AR L (R REM A ENIMBIRERES M IIEEE, &9
MSERILRE —RHATEMBERAPEMELERE ((TE) , AU XNENENHITIEE (851
T2 — BEN/IRS/NAEFHITIER) » ERTRZEREENT SN,

ETHBX PAM AREWIFHESR, 18N /usr/share/doc/packages/pam B RFHY
PAM X1Y (IBEZHE)

TEIHEHZMENELEAIA PAM HRNRA FRIRESKOTEBERREM) , flnO<S'E. O
LTESFRAMKFIE. BARMSKT VEIMETEY, BER— 1 REFNHE, AEETR
T PAM B9 R E M

o EE: pam-config fRH!
pam-config TERAFEREEE£BEEME common-
{account,auth,password,session} PAM E2& X, XEXHEEESLUTER:

# This file is autogenerated by pam-config. A1l changes
# will be overwritten.
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TRARS S (BI40 login, password. sshd ¥ su) BREEHRIE. ERILOERERR
BFrEXY, MAEA pan-config, |74 pam-config B&EIRKIAEE. FHH YA
REEMNReMNESZTERYE. BXFHESE, 55 man 8 pam-config,

15.4.1 [O%®E

SUSE Linux Enterprise Server a]FJf pam cracklib EEMIX550<, HAEREOSHEERSS
RZINERRENOS. UTESHRFIRIERE T AR AOSTHKREN—&57, HEBHTHITLRM
ﬁ%gﬂ,\]%t_—bligo

PAM FEETEE XRUMIZ. B, RITTERERNRESAEE BEERMRBHEATIRIE
S

#15.1 1 OLEFIRITRITFIFN /LR

pam cracklib.so minlen=8 O<HR/NMCERN 8
pam_cracklib.so lcredit=-1 INEFENRDHEN]
pam_cracklib.so ucredit=-1 REFENZIHEN 1
pam cracklib.so dcredit=-1 HFENRLDHBENL
pam cracklib.so ocredit=-1 HithF s D8HEN 1

ERBEXLEOLRE, 15EA pam-config TEIEEZBREENSH, FIt0, AIFERMNTHS
ERmIKESH:
> sudo pam-config -a --cracklib-minlen=8 --cracklib-retry=3 \

--cracklib-1lcredit=-1 --cracklib-ucredit=-1 --cracklib-dcredit=-1 \
--cracklib-ocredit=-1 --cracklib

WMEREH O RHEEERTHOL. BRI root kP HEMA passwd S EROL, 1HE
B, WRMETE root TiafT passwd 7<%, MAEEIHITLARER,
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15.4.2 [REIERRRNEO<L

pam_pwhistory RIRFAIBFERETZEEEANTOSHE, UTLAERSG LEHmAS
R, WMEEDARTIBRLEEZEEFERRE IO,

> sudo pam-config -a --pwhistory --pwhistory-remember=26

EIE—T, 5 1527 “ERAOSHZ IATRE PASS MIN DAYSIZEN 7, ZATHEE T

FROSERZEINEDRE. ALk, R pam_unix BERIEE 26 ~NO%, WELDNRDA
(267 RX) ALEEEFEALAISERINAL,

pam-config ep <S4 RAY PAM B2E (/etc/pam.d/common-auth) S0 FFAT:

auth required pam_env.so
auth required pam_unix.so try first pass
account required  pam unix.so try first pass

password requisit pam cracklib.so

password required pam_pwhistory.so remember=26
password optional pam gnome keyring.so use authtok
password required pam _unix.so use authtok nullok shadow try first pass

session required pam limits.so
session required pam unix.so try first pass

session optional pam umask.so

1543 ZEREIMOXBARZEHERF KA

TEELRFRE XY ssh. login. su 3% sudo KM= REEPIEKF 2—ME LNL2ME, B
MRNBRERF. EERL root AFWBIE, Mol SRARS .

O == BELRE%E
WEEURSIBEIREERERKN, BSMIEAOSKBITERLERERS K,
BXELERAFEROSKMITE. FiiERETELENR/IERE, BEFREMEXEIK
Fo 52k, SiETMNENATAXAR, MEXRSNATFARRERSHNRSIK,
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SUSE Linux Enterprise Server BRIARSBIEW,, MEiEft PAM 1EiR pam_tally2 RA5{ESXK
MOSEMBETHER BULTITRME /etc/pam.d/login WRETE A/ NREREM Z FHE
FRAERFP (rootBR9N) , HETSHEEMEIIKF,:

auth required pam tally2.so deny=6 unlock time=600

THEZE—15TEM /etc/pam.d/login XERfl:

%PAM-1.0
auth requisite pam_nologin.so
auth include common-auth
auth required pam tally2.so deny=6 unlock time=600
account include common-account
account required pam_ tally2.so
password include common-password
session required pam loginuid.so
session include common-session
#session optional pam lastlog.so nowtmp showfailed
session optional pam mail.so standard

SR ABIE root, NI BAEBMITIAFEHE ZHITULIR(E:

auth required pam tally2.so deny=6 even deny root unlock time=600

BRI LA root AR E X REISIRE BY 8] -

auth required pam tally2.so deny=6 root unlock time=120 unlock time=600

NREHFLBYINHER SRR, , BAEMEA unlock_time W, TERMRFSHSE
TRMAE R HR AR ANEIBE AP K

> sudo pam_tally2 -u username
Login Failures Latest failure From
username 6 12/17/19 13:49:43 pts/1

> sudo pam_tally2 -r -u username

SIARBERIAIEIZRTE /var/log/tallylog #,
MRAFPESREBNANEREEERAETRERKF ZERINE R, THSBEEIZREN O,
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FEBEEMEFIRS, UL /etc/pam.d/ TEHE BWERE XX HHEH
pam_tally2: sshd. su. sudo. sudo-i#lsu-1,

15.5 [RB%l root &F

BINMBERT, Aroot BRDETAS, FEEZAFPAUERSMEERITER — 0, &EX
WRis . FEFRIER, SE@BT SSHZZER, NRFRERFIERAXLELZER. MR
HEEMA root kP, MERZMEERMMH sus sudo FETH (BEXFHAELE, EE A man
1 susiman 8 sudo) FREMEARFN. SNMFIRF root BERSHRERFEXEK. FINER
BT Z—BRERP; BRFTEH root HIENIR, FERFHIFANXZ root O<, M2
root OLUREEREEKANOL. ATRBMNAREEFRRL RS LHNERE root &
Fo

15.5.1 [RHIZH N AIZH 553

TTY &R ITH SR AR RAHANR. NTFREAS, @A MBEHITIHR,
NRERS[BAS, M@ ERZE KVM RN FGRZEIE+R (6190 1LO #1 DRAC) BYHIA
EEHITIAR, Linux BUARIEME 6 N FRENIESIE, EXAERN BT, mEdHAER

At -F1 E| At -Fe IRE(], TEFSIEFIEITER, EIHESHE ctrl - Al -F1 EF
ctrl — ALt - F6 TR, XKEXMIARIMIEETERN ttyl £ tty6,

TERNTBEREIXFE— TTY B root i5iRl. LLIBRIAZXEANRAENERIER A, B
HATHERASETS

Q =
Itk B RE9S BARYE PC ARLEH (x86 F1 AMD64/Intel 64) #H1TRER. 7£ POWER &
RE5M L, BILUMER ttyl BUMIEMBIRISE R, B/NVOFRERAEE T HixHR S
RERBMMEEESTE2MUE. EILUBTIETT tty THE LB RNZIRISER
o WARTEREMLE (Hla0@i SSH) HER=E (&FBFR /dev/pts/N)
HATIIRME, MARBIERERLE (AL@D At - v ipie]) #1THR0F
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1372 15.1 : PRFIFEZDH TTY Li#1T ROOT &R

1. EH{R PAM HEARECE X4 /etc/pam.d/login 8% auth 3RHEY pam securetty &
R

auth requisite pam_nologin.so

auth [user _unknown=ignore success=o0k ignore=ignore auth_err=die
default=bad] pam securetty.so noconsole

auth include common-auth

XFRARARERMITH S RIBF D IIEHAEEE pam securetty &R, ZIERSKE
root FREIANAIEXH /etc/securetty FFIHM TTY & LER

2. =B /etc/securetty RERX—ISMIE MBI, XFREIXS TTY 12&HY root i
ao

#

# This file contains the device names of tty lines (one per line,

# without leading /dev/) on which root is allowed to login.
#

ttyl

3. RERTRIES root BRHEMAR IR, NI EMHELE tty2 FXRIGELER, BEELEENH
AOS, BENFRERENEIUMIIESR ttyl, EMASE root REMEERK I

0 BE: BEAERM pam_securetty 1R1R
BEAREI pam securetty BHURNNE] /etc/pam.d/common-auth X, XEHIF
su fll sudo A%, AAXLETAMSIEL root BHKILE,

O ==

XLEMREF LR SBUELTE /dev/ttySo FHRITITHI G L#IT root BR. NREFE
AR, MFEETE /etc/securetty XEREIMNIHMERA TTY &,
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15.5.2 [RAIEFEZIEER

BERSERSB[BNL 2N, FReBRERAELHR. 8%, BFEFARIKITAMU root &
iztT, RAtSizHaiEFELLERgESLeRHE,. IREFEETER, BEMRIE root &
Fo KEENRS, BIEET root EREFR1E.

ATHHIEEE root BREFSIE, ERILRAS 155171 “[REIAMS AT G557 i
AREERIERT B, RFR pam_securetty RRAFMNEE T EREIRERHT PAM MRS —
f5lgn, GDM B /etc/pam.d/gdm. BEFESIERRTE TTY i&&F Li51T: BIAA tty7. Hitk, @0
RIERSF root BERE ttyl, BiELET root ZREFSIE

15.5.3 [Rd#l SSH &R

BIAMBERT, ERIF root AFIET SSH MAEMBGEEERITEN (W1R SSH ImARMWEH A IE
PELE) o ERFIMEZER, 1FX OpenSSH EEE#HITUL T EX:

1. 838 /etc/ssh/sshd config HiFEELUTSE:

PermitRootLogin no

2. ER5) sshd BRSS AEBECLER:

systemctl restart sshd.service

.
Q =
¥F OpenSSH, FE&{EMA PAM pam securetty 1#iR, EAEENHEAEFHIEFRE
SSH B REP=iBid PAM EEHIT (FISNEER SSH AHRZHAS ML) o Lksh, HEE

REFBX 0 s iR LRI RBETETHE T LUELBIBIIE R
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15.6 [R%lI sudo FAF

sudo B AFEFEZ—TEF (BERE root AF) HIFEFRITHS, sudo BLEBES—
MRNE, ZMUEEX TERITHGRSSH TR BARA P MAEZ BRIREY, ZECE i
FEXMH /etc/sudoers H, Bx sudo HiFHER, BEEN (BiEiEm) ,%82E “sudo &
AFIR”
FRINBERT, sudo =iFKIEM SUSE R4 LM root A%, BE, 5 suAFEHNZE, sudo =id
FZOLHAFU root SHHITEHMGS, MASEESIHRNEREREROS, Bt, iz
NREENEERHAFZA sudo,
312 15.2 : PRHIEEAFEA sudo
1. ‘REEXfF /etc/sudoers, {0, BIHIT visudo #HITHRAE,
2. FREIESTAFPMEMTEREANARNOL, MESTETHRTWIT. AE, %
TR AR
#ALL ALL=(ALL) ALL # WARNING! Only use this together with 'Defaults
targetpw'!
3. BUFFRLATT:
%wheel ALL=(ALL) ALL
XK _EIRTHEERRSI A wheel AR GFER. ErIURIES SRR EFEREMA,
E79 wheel alaEEHMAHHERA,
4. BROZaFHEER sudo AR RIMEIFMENE, BRAF tux HMEIAE wheel, E(E
H:
usermod -aG wheel tux
EREHHNARRZR, ARAIUHEBENRER.
5. FRAAEEEZERTHITAREHINAFRHNRAFEITEN G, URKEN, NYSE
FIUATHEIRER:

wilber is not in the sudoers file. This incident will be reported.
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ETR, ZRERZANRENITERBIREE. ZGNIZIAES sudo HiTaH<

HAR, WEBEREMRE sudo 88, sum<LRAIMHAIERF R, WREMEMAILER
4t, @ root OLHAF AT UEMRBIXMIEEHRITHE .

15.7 AR EBEINESIESE T/AohitBR

RIFE—BRLENNEZEARLERERIIERE. F0, @I AR LRI TARNEARE
RERERRBRARRo

RIAMBRT, SMRRETLENEN, MEHINFATFITRSEENREZLFRRBER
B, BARSERARN. A3, ERILERSHINTERENE—REEGEBHRIETRNEE,
T RAIZRIAA—EE DRI E T E BN,

ARAERINTEETAEN, WAILIARBERENINECET EREN, Ea—E

T, B8 MINERFRINETEEDEN, XEREEI RN, éEEb??I\RN, =
NFINRFIRFBER, HERXELERTE, 4 a%8siT7RINTRIER,

TFREE SUSE Linux Enterprise Server FEMEY & WM IEEN LB FMAER

Bite IRHR TR REEREM RiFEgE W RERE EoE R
(1= & (Fr
RIMR) BIHR)

bash bash. sh  TMOUT b read- /etc/ /etc/
only profile.lobash.bashrc
TMOUT= /etc/
profile.d/
mksh ksh. TMOUT b read- /etc/ /etc/
lksh. only profile.lokah.kshrc.local
mksh. TMOUT= /etc/
pdksh profile.d/
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Bie =R Sh=TE  HEER( RiRgE  RERE ECE R
(1= & (Fr
RIR) BIR)

tcsh csh. tcsh  autologouts f# set -r /etc/ /etc/

autologoutesh.login.tehatshrc.local

zsh zsh TMOUT b readonly /etc/ /etc/
TMOUT= profile.lozah.zshrc.local
/etc/
profile.d/

BTN ER—TRHENINREE, IR ZRERENEMFENEEMUMAT
EpER. MREEMIEAFBESENILE, AJLUBHENASMNTERTEIRNEARR. £XRHA
TR T N TERRIEX,

Q iE: T TBERFIRERP
WIRE BB R R E R PR AR BT R MATMS RN, MEEFEREA,
BNREATFHENREREHRS. BEAF BREHDILIRINS S, BEELE
EABRT, MALULESIERFTIIRES.

BB EMEN, REASMINENERIZERINLENENTERRA, rIXANERI
RIEA TR, SNMBIINRER—TIRREZ, RPAY, UTRFIFERES bash #l ksh
NEENILE, R8T TARARBENRIRERINTEN, FRAUTRECIEXH /etc/
profile.d/timeout.sh:

# /etc/profile.d/timeout.sh for SUSE Linux

#

# Timeout in seconds until the bash/ksh session is terminated
# in case of inactivity.

# 24h = 86400 sec

readonly TMOUT=86400
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0O =%
BiI(FEH screen TEATEFHEIIDERIE, screen 2iFAa&RIlE, —BEEFEFEAE
iR, ATUERAENBER THEEDRIE (BXAT, #i#iEman screen 1Y

ctrt - A -x /lockscreen) .

15.8 BrlEESMELARSS

Linux A EX AR MAR UERNASRREIRE RS, WRENEFFTHN bug FEAFHM
HERXZAHR (FIRELER « REAEINRE, EECERATEER, KIUEHRIERE
B, HRNKEARSATFIEFERAISREIR, XARSBIRSBLEAMNITER, X
TEMNAERIER (Fla, MRENMEFREIN LFMERAXHAWR) . XA
— PR, i, IRAFEABEFRERARR, BISBELRSZHE (TLERLTE
MEREREREERE) . REAFMNANZRRFEEE—MERNRARIFSGE, BN
MRTME

15.8.1 [RHEIRGFEHIFRHG

U RGIETR T IRE SRS Oracle AP IRV R AR RFERNLIIRA L. BXAAZFIRET
X, BB /etc/security/limits.conf 8 man limits.conf,

Bash EAZHMINREBRRHET AP NZSMHRFES (GINAFai TG ERFTHE LR
RAHER) . EREINEPIFAEHFIRS, BERITUTHS:

# ulimit -a
BX Bash 7hERY ulimit BIFHE R, 1EEE Bash FMTL,
O ==: %3 SSH 2iFHIRHE
fEFH SSH £1ERY, 1IRE “BF” [REIF “B PRHIFIREREERIFTHENR. BEEE

BRATH, FIREREL root BIHER, ARMER sumSTIRENRZREIS D (6]
g0, EXLERFIFN Oracle) . RIRNAEFESISIIZREBEE, FRRHEHD
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R4, SNSREE SSH M ZFIRRBIFITHERMFERERK, FIRERER /etc/ssh/
sshd config #fY UsePrivilegeSeparationi&&EA no, HEFEN SSH TR
(systemctl restart sshd), E—RAZINXEFM, AAXSRERAZTSM,

O =BT ZEET ssh#TOSBERMEE
ERILUBE 2 A SSH IO BMIIER ARG SREM—EREENZ M. 7,
SEERE SSH %A, BUEZEHERS 2. EEAOSER, 81E /etc/ssh/
sshd config FFHMITEILIT:
UselLogin no
UsePAM no

PasswordAuthentication no
PubkeyAuthentication yes

FRBIS, RHBELL root B194R4E /etc/security/limits. conf H#HITUUTER, K
BN oracle AR RIS IT RIS

oracle soft nofile 4096
oracle hard nofile 63536

B—ITHRHRFIEX TERG oracle BFRRAENXHAWR FTHHIXH) HERS
RAFPERIBEXXHOMARMEIRER, WAILUHRITUTES<, RIRfFFRBIX i
HUBNNEIREPRS (FEULTRBIF 63536) !

# ulimit -n 63536
WER, oIS E R RGIFIERS,
Q i=E: 1A ulimit
BEEHEEFA ulimite AFAFPBM nofile B “BE” FRHI (MBHFWIZES (/proc/

sys/fs/file-max)) FRIFFEELFEISE! WRAFA SATHETAXGHEOMW, RERK
TEBEINER, ARNETEFERITERFAIFR PAM 1RIR,
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SR BEMIRTE /etc/pam.d/common-auth PL/FEE pam limits, HEFH LA TXHAH
B9 SSH. su. login 1 telnet EMFIARSFHITALE :

/etc/pam.d/sshd (BF SSH)
/etc/pam.d/su (BT su)
/etc/pam.d/login (ZH1ERH telnet)

MNREBRREAFFEERERIZEEE, B —MIE PAM 1ERi%ZEY /etc/security/
limits.conf X, PAM BCEi5<HRIBUE I TR

session required /lib/security/pam limits.so

session required /lib/security/pam unix.so

BEER, BERAIUNEN, FEMNERIIE.

BAR, XERAIET Bash Sh5t; EHMIMER ulimit EMSBFARE. AF oracle RIER
INBRHIJ 4096, EXREAF oracle AIfERRIXAHAIREIEINE 63536, HHRITUTEH!

# su - oracle

> ulimit -n

4096

> ulimit -n 63536
> ulimit -n

63536

EFEENAKARE, FEAAFREXH (~/.bashrcs ~/.profile X)) FNigE
ulimit -n 63536 ({H@EATF Bash) , ZECEX /9 SUSE Linux Enterprise Server £
B Bash SMSRVRA R BEIX Y (BERIESPT, 18517 echo $SHELL) . Alth, RILAStXTAR

oracle By Bash 9 =izfTLA T &<

# su - oracle

> cat >> ~oracle/.bash profile << EOF
ulimit -n 63536

EOF
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159 BRERITH

HFEFE/FEITEBRER, HEANTHAFPIRHELLHE, BEEXEEMERSSRLNERRE
B EIgE— MR,

NREAERFRBERNARL (90, A SSH HELRMIZHIE L) BRYIESRINE, A
AR /etc/motd X (motd = HRAVER) o BRINERT, ZXHEET SUSE Linux
Enterprise Server t, BER=EXM. RERERAN/ARAFEHNXGHRRINNS.

© & HrEKE
BEREBERGIABTHE—LHIE (HELD) F, NR—TIBNF TMs 2R
, RMERETRENMEME,

TR AR ERNABERIGERI 2ERITH, NREFMITHEER, ErILUREE /etc/
issue X, XREMAETHNERIETRIE . WREEI SSH #TER, TR /
etc/ssh/sshd_config XHHH) “Banner” S#, XSEHIL SSH ERIBTRIMER M ER
FRRAS A o

R ZEET GDM #HITHEFER, EAILUIEE GNOME EIES1ER (https://help.gnome.org/
admin/system-admin-guide/stable/login-banner.html.en) 7 G BE RInd, IIh, ErTLU#H
TUTES, UEKAPBIIRZFEEERIGEEIRAHAITHHIN. 448 /etc/gdm/Xsession
X, HEMAFLFNITEILT:

if ! /usr/bin/gdialog --yesno '\nThis system is classified...\n' 10 10; then
/usr/bin/gdialog --infobox 'Aborting login'
exit 1;

fi

FERE XA This system is classified... BAFAERNITEANZ, BESHEE, It
MEEAFAZMELEERH#TT. BX GDM HAIFAESR, BZ DM EE R T (https://
help.gnome.org/admin/gdm/stable/configuration.html.en#scripting) 7,

15.10 EEAITEARER

TEHRER UATREE XAFAERNBIENGLTIX!
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who: FHERIERIAF.

w. BTREREREHITHERE

last: BTR&EERMNAFTIR, QEEREE. THEEE. R P HtE,

lastb: 5 last#E (FRTZIAESR /var/log/btmp) , BEFMBELTHEREIR,
lastlog: It&<RE /var/log/lastlog R4EIFIVERE, ZXHEBRAFP EXERIIER,

ac: TEacct RGBZERM. RAFPNEXYIEEENE (LUNRRRA) . TR
BY /var/log/wtmp,

dump-utmp: BERBEIEM /var/run/utmp T /var/log/wtmp %A ASCII RT3 HHE .

o, MRFETERBEICREIE, BT /var/log/messages X8, journalctl Ay
Wi, BXxsystemdBENFMEER, BN (EiFiEm) ,5621E “journalctl: &Eif

systemd HE” .
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16 PRWE cron#lat

AENARYMFERSE cron M at SFHFEFNIHRNRRLIRESRENR 2%,

16.1 [R#l cron sTHPIEF

cron RZRATFEMEX NN EIBsEERE1TIRS. BX cron NFHESR, BESL (EiFiE
) , B 30E “FHRARNEE" ,530.1.27 “cron RHEE”

cron.allow XHHEEERGEE cron HITIELMAF IR, BRIABER T ZXHREFE, Al
FRAERF (cron.deny RFIHAIAFBRIN) ERILIBIE cron Rk,

ERA1ERR root IMIRFEIEE cron 7Rk, BRITUTESE,
1. SIS /etc/cron.allow:

tux > sudo touch /etc/cron.allow

2. BT RAPBARMENZXX AR AFXLERFEIE cron /Edk:
tux > sudo echo "tux" >> /etc/cron.allow

3. E#ITRLE, B=1R cron.allow % HEYIE root BF 51962 cron fEll, ItEBYR
KEIUTER:

tux > crontab -e
no crontab for tux - using an empty one

B crontab 44828, HEHMUEXHRRIILNE AR BORITHERNNREE (EE
HEBIZRD R 2 FIRINZA R ZAHRITIZIEE) -

wilber > crontab -e
You (wilber) are not allowed to use this program (crontab)
See crontab(1l) for more information
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o BE: WA cron Rl

¥ cron.allow REERSLEA P RIZEEM cron fElk, BMEXNTF cron.deny HFIHAY
BrRms, MEELDREET. ABEEIXMER, B0 EFrRCIRIZX M, FMER
/var/spool/cron/tabs REBRIMBERF crontabs, UHERABEITIMEELL,

Q EE: tNRE systemd itATEREATT
ERE EEE systemd iHBY28 8T, EAEIIEBUEERATENAXHRITES.
RINERT, ARPERERNTAERXLERTRETRE. XREFHAFAERERIR
SZHBERTSRAXENS R,
BX systemd itBISREAIANFAER, BFEN (BEEED) ,$ 198 “systemd 7
BF” ,%$ 1977 “systemd BI85 T

16.2 [E#ll at FEZS

at EVRITRE AR AP EE—RXMEETHEL, at.allow XEIEEENET at HEEL
MARPFIER, RNBERTZXEFREE, ALFRERF, (at.deny FHIHMBEFERIN) BEILL
JAE at fElk

EM51ERR root LSMYAFER at BEEL, BHRITUTIE,
1. BIB=H /etc/at.allow:
tux > sudo touch /etc/at.allow
2. BIRAFRBAMEEXXARATXERF &R at HE(RL:
tux > sudo echo "tux" >> /etc/at.allow
3. EHTREE, BRI at.allow FFIHBYIE root BF SHTEEREMELL:

tux > at 00:00

at>
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fERA ctrl - ¢ RY atiER, AZRRLIZXARRTIBHENBF S HRITHEBERZE
(HEFEMIIENDE 2 FRINZAR ZRIHITIZIRE) .

wilber > at 00:00
You do not have permission to use at.

Q i mEat
at TEI ZFER. IRESEEMAG, BZRHERZTIFER, MAMMUNERGIHE
T PR,
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17 Spectre/Meltdown Checker

spectre-meltdown-checker E—MIMNEHIZA, BFNHENARAERETEZZE
SN TRIERNER, XY RAESE 20 FHLIENE CPU AEEEE. XE
— MR ERPE, WEEARERIFIAERENRA LWAEHE. E=ItERSH, W0
REPMEPAIT—EYEIEEN L, REE R LRENGFRE EIMFBYIERIAR, EE
XERARZEMSITHER CPU, EXREULERZAT, AILUBEZ P IENT RE
X, WMREFXEEERH SUSE B, NiZBLETHREXEWHT,
spectre-meltdown-checker SERIFHANIKRE. EFREANENARGFRELT LR
iE, B SRR T WLEFETE LU BRI,

17.1 {FF spectre-meltdown-checker

LEZMZA, ARTEETMEDUA root FHEITE:!

# zypper in spectre-meltdown-checker

# spectre-meltdown-checker.sh

RIEEBRINE 17.1 “spectre-meltdown-checker B4 " PR EEE
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dreamer: /home/carla & spectre-meltdown-checker.sh
Spectre and Meltdown mitigation detection tool ve.48

Checking for wulnerabilities on current system
Kernel s Linux 4.12.14-1pl151.28.13-default #1 SMP Wed Aug 7 07:20:16 UTC 2019 (8cB9ad2) x86_64
CPU is Intel(R} Xeon(R) CPU E5-1620 w3 @ 3.58GHz

Hardware check
* Hardware support (CPU microcode) for mitigation technigues
* Indirect Branch Restricted Speculation (IBRS)
+* SPEC_CTRL MSR s awvailable:
+ CPU indicates IBRS capability: [SPEC_CTRL feature bit)
Indirect Branch Prediction Barrier (IBPB)
+ PRED_CMD MSR is available:
+* CPU dindicates IBPB capability: [SPEC_CTRL feature bhit)
Single Thread Indirect Branch Predictors (STIBP)
+ SPEC_CTRL MSR s available:
+ CPU indicates STIBP capability: (Intel STIBP feature bit)
Speculative Store Bypass Disable (SSBD)
* CPU indicates SSBD capability: [JNESH (Intel ss&D)
* L1 data cache invalidation
* FLUSH_CMD MSR s available: [JESN
+* CPU dindicates L1D flush capability: - (L1D flush feature bit)
* Enhanced IBRS (IBRS_ALL)
+ CPU dindicates ARCH_CAPABILITIES MSR availability:
+ ARCH_CAPABILITIES MSR advertises IBRS_ALL capability:

%

E's

*

17.1 . SPECTRE-MELTDOWN-CHECKER B9t

spectre-meltdown-checker.sh --help £%7|HFABIED, <SR TFRIER B A
HHSHEISXGH:

# spectre-meltdown-checker.sh --no-color| tee filename.txt

ERRBIRESEITHNRE LNITRIER, XRIHANEIAEITAR. BBl LIEENZ.
BCE RN System.map XHHIERZEKANIZTT spectre-meltdown-checker:

# cd /boot

# spectre-meltdown-checker.sh \

--no-color \

--kernel vmlinuz-4.12.14-1p151.28.13-default \

--config config-4.12.14-1p151.28.13-default \

--map System.map-4.12.14-1p151.28.13-default| tee filename.txt

HthE BaEmH T

--verbose, -v
REIFMIEE,;, EEREIUARESIFMIEE, FW-v -v -v

--explain
IR EMZENNAE
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--batch [short] [json] [nrpe] [prometheus]
B M2 rRig g ER ST

o EE: --disclaimer &I
spectre-meltdown-checker.sh --disclaimer 125 XiZMIZSAEOLF I RREIR (i
HIhEEMNEEE R

172 BZER
AXEMED, WENUTFEE:

o SUSE X1iRZEE #7022937 Security Vulnerability: Spectre Variant 4 (Speculative
Store Bypass) aka CVE-2018-3639 (Z&iRiM: Spectre TR 4 (HMfEFLTE) , XK
CVE-2018-3639) : https://www.suse.com/support/kb/doc/?id=7022937 2

* GitHub _ERY speed47/spectre-meltdown-checker JEES, BIEHEX ALK EMNRE
(CVE) BUiE4&E : https://github.com/speed47/spectre-meltdown-checker 2

e SUSE & XZE Meltdown and Spectre Performance (Meltdown #0 Spectre 14

gE) : https://www.suse.com/c/meltdown-spectre-performance/#

e SUSE HIRFEXE #7022512, HARMETHAXEKRLEI. CVE MEBIEHENGE
B https://www.suse.com/support/kb/doc/?id=7022512 2
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18 R YaST R ELRERIKE

YaST % & OMRBURH T — R OMTHIEMR,, FATFEIE SUSE Linux Enterprise

Server WL £EXIEE, FRZERAUEESTESEXNENFE, Hlw, §X
BERIERE. OSSR, 5I1SAER. AR CIERIENANXHIENIZE, £ YaST =64
DRIEFEZ2HAF > Z2F0BMZER, 22 OMEESITAHERZ 2
5, EMAEMNERPS B REMEEXIEE,

18.1 L&MW

Z2HETRAREENR2RENGRTIR. JIRPIFEMIEETHLERS. &
BNARERTENIRERLR 2N, MABXSURTENNIIALE, REFEHEITFIRE
RUNREXMAGEETRLENES. BERREIRE, BRE KT FIPERAEHE,
RIEAERIRE, SERMUT/LEL

EER/EXA
BRI ERSYIRAEBANERA.

=
BHIRAIEE)5S —1 YaST IRHITEC B, BREZRRG, EREE “L2MEH]

R o

R
RREXRBKNIRSE, HNVISERNRESSREANR. HEXEKEFARBENL 2N,

177 LW | SLES 15 SP4



. ZLHY

REXRLEE )
jggz ReiBE HE&E RepE
ﬁi;i {#F8 Magic SysRq 8 BE v #HEh
RN ERRETMIR s X
potb =gt b Sl E2 X g
BRANEISER FA0 X  #m
BEF oon HEERRLESY  BEB X =i
i chroot #RiE{T DHCP SPH4E R A X )
Ll dhep IR SHET DHCP S1ip 41 } 4 E
B2
B REERPEIEE root BR ES x B
7 X JRESAIEIZ AT Sl X =
HE(H) WE©O | | BEQ

18.1: YAST ZeMiatdid: LB

18.2 TENXZEOCE

SUSE Linux Enterprise Server & =IfilE X Z 2l E, XERERTME £ HORRPIZH
HNFrBIZE, EAMERPRENEN L EEEMEXNEE, REENANKE, 8
HREERI=XH, MNBREEBRBINENIKE, BEMITHZ TR OER, BEENLZEE,
AETEANERPREETEILE, BMMENPIEEEIS YA FMENTIEXRE.,

T{Eis
EREMMKERERE (BEERIEEN) NWIEIENEE,
B E
Ithi2 B & A F IR R R [E AR RV ZE 12 25 FE A S5 T AR FE Ao
P48 BR S5 2%
ERTRM Web ARS528. XHFIRSEE. B[RS B[BEMNBRSIHENNR2EIRE, It
RENTEXKERERLTENEE,
BEXISE
PR EE Xig B UENA =M E X EEFHE A — NN E#HTES.

178 TN T2 E | SLES 15 SP4



18.3 O<=E

BSBUHNOLERE—IMEANR LR, FILUET < EXEERBERAEEALENO

A
~o

wEHROS
ACELETE, MRMOLESAERIFHP, RBOLSETERE, RAFLAHES,

ALHNRNAERZKE
MRAFPFMEALHKE/NFIAMEENE, REKAEES,

EicizA<#HE
AEALKRMINE (BIO<SENH) &, KREREEFATEHRENAFREOSL, UM
IFEEEAXEOL,

O
RO S MBS, BEEBEMIILE (Blowfish).

A<LHEXEA
BT E &/ N ERAMERG (URABA) REEOLSKUINEE. FREEMHHIREN
AT O RBEAUBLEAFIMNENREOS (XFBSEIOSKHINEE) - EHAE O
99999 A LUF A M<K II8E.

ALXBAMSZ IO RELES
HOERRMEY, BRREMREIES, BENERRNAHmMNSZ O XLHES,

18.4 5|FiRE

FUHEEREEWLERAF A BT EREREES XA BN, S r]LUEENRIFER
ctrl - Alt — el , LIKfER] LU RYRER,

18.5 ERIKE

HFEERNL SR ER 2 MAXNERISE:
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FEHRERZHGEHIIER
ATREEABIREERBLAFLOSKMEE, ENEERRWEEEERERIET.
BIEEUNANRMUNE BEREREADSHAFAERSHRKEE,

RITEEERER
gNRiErRIET, WA LLEE MEHIRERE REERS (GDM), XRIEMATENREN I,

18.6 AP AN

RERAFPSA ID R/ MEMRAE. RDEBENXLEIRINZE,

18.7 Hftiz&
HABIH T FET ERARI R 2R E:

XHR
SUSE Linux Enterprise Server B}t 7 £t % X4 RS = HINE X XHNPR. XJLANPR
EXEZEAF L LUEREEX GBI ENEF. 25 XN RERTFIHIIITE
Mo 180, XEIGEATFEBRAFENASHASXX . BXTERE, 55N /etc/
permissions.easy X, ZEXHNIRERFrRENLZIHNNZEFITEN. /
etc/permissions.secure FigH T XLEGENELENA, FEL2REERHIM RS
HMPR, EER. BXIFHER, 1SN /etc/permissions.paranoid,

Bzh updatedb FIFEF
updatedb F2F B RS, HEIZEEBER Llocate ST IBMFIE XHFIEIEE. UL
nobody AAF &14i51T updatedb BY, [/ ANEXHRINEIEEEE, L root AR
BB, SBRMFEMRENXXHE (RaF root IEEXBIERRIM) o

BREAR SysRq
A SysRq BR—MAEHE, BMERSKERRR, EHREHENRGHIT —ERERIE
#lo https://www.kernel.org/doc/html/latest/admin-guide/sysrq.html# iR T 5
B,

180 3PN | SLES 15 SP4


https://www.kernel.org/doc/html/latest/admin-guide/sysrq.html

19 {EF PolKit #1712

PolKit (LARIFRA PolicyKit) R— M NARRFER, ZIIFSNAR IIESHN
AAMRZENIMNEE. SRR IIEPHNENHRBRZHERGIMEPHRITIRE
i, REMSEW PolKite RIEECE (FEFTIBRY “5RES” IERE) BIARE, [EIZF
BN ‘BT . B B BESMHRIE o 5 sudo FERAIFIIERNIEF A
B, PolKit FEMEBNRIERT root AR, MRAMBXARIERTIZINR.

19.1 EIZ®EA

PolKit 1R . HIBMRFIFERNIRIE A, ESEXAFXLERFNFARITIEE,

19.1.1 FIANSHIIERIE

YA EAERFRIEI TR 8 BERIER, SMSIERRNASREIERIEAN, RIA
AGUHBSL EN— T IRSHIF UKL, MEHIERERTYBEHRIEHNAA#HITE M
ik, HEIAFFRIEREARE (B, E£ABTA)

STRENESEECHENIIIAE, B8, TREERMIIFE, BBEENZAE,

19.1.2 PolKit BYZ5%4

PolKit FYED & BUR FHREFNFZARM :

1B U BB *.policy)
LUXML XERRRE , 11T /usr/share/polkit-1/actions 1, 8PMNXHEEX—
HEMEE, 8NREHEEHBNERIMIE. RERAAEERIUAEEESHIHN, B
PolKit BYX A 4wtEo
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TR (4 RB *. rules)
BA JavaScript X RE , (UTFUATHEMIE: /usr/share/polkit-1/rules.d
(BFE=A%E) M /etc/polkit-1/rules.d (BFAMESE) . SN H
5| FREXHPISERVIRIE. FMNEERIFNAF FEEHEMLERS, 50, FENMA
M EIRESTARENRFIUAR, HERIFELRP RIFZNR,

19.1.3 ©HMEGS
PolKit BEETHTIRHEESHGS (BAXEZAT, ZiEENEENFMR) .

pkaction
REVE XFTEXIRENAT, BXEZER, BFEWE 19371 "TFHN

pkcheck

S

@8 - -process 5f - -system-bus - name FrfsEHHIZE B XK BB

pkexec

RIFREENBIAR US—BRRNEHHRITRERF.

pkttyagent
BEtXASHIIERE, NRFEFRSE B SNSHIIERE, BERIIAE,

19.1.4 TFIARRESMZ RN ARER

Bai, HIFFMEZESINHIRN BEFERER PolKite. TEYIH T SUSE® Linux Enterprise
Server HIREMREEMR, XLEIEHFERIHSETIHF,

PulseAudio
1% & PulseAudio STHPIEFRIIAE MR
CUPS

AN B giE. BRANERTEN

GNOME

fER GConf B RLMLFRIE
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B AR SATE]
libvirt
EEMBEMEHEINC RS

PolKit

RENAIEE R EL A AR P B9
EREIAE

PackageKit

EMAMERREE
BRI
REAHHF
[BIR

SN RZA
#S EULA

R EMLEIE

ER 55

IR ER

EHEEHHEE. AJPEERMMENIRE
58 H AN R I IS ThIR A

B REEA WLAN

BRRERRS

gl

=ik, #HifE. NEMNERHRS

IR RIS

ENEREERE

YaST

AR
BEARSNENIES
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19.2 #=ANEE

| EF PolKit BUERRHITISIURIER, RFEZ1HIR PolKit ILHIZR T EIXFH. PolKit
RIBH M HIZE XA RBEBHEREIE, BERENZ. EXEESHEIT. ARINERT, RE§
BEEMNATARERFNRREN. BRI EENAFRERFPHNEXEN.

19.2.1 [FRICHFX

BT MRS ARE SN RIEE X RSN, EHRIEREHREEERNRIE, Fli,
HETHRIS—MEHEE, EMASTRIFENRIE. NRERAULER ‘T , WFR
SANEAARPER; REN "B WIAFRBERAFPEN. d, RIVIEERTIEXRS MR
iEo

RAEILUEE I root BHEE USRS S M HITRHEIEREN. XS RIS EFEN
MR

=gy

AP RAREHITTE NI,
— RSB IEIE

SR E R SR THVEF R, ERMZERGE, AFRERRHITENIIE,
FRERIES T

SMIIENEESTRE— NI IS E L ZIEREN NRERRIN, SHIER—E
B, EERAPEH.

FEPRAA(R R B (R 383iE
SO ESRMH— MR ICERN. MREFLT, AR RF/HIT RS HR
iEo

19.2.2 EIVREN

EFXRNARKSERFPET. AJURRRGBR TN, HE, EERLIRE, FIFNIREH
S ENRIEM /A H BB Ko
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MNETARA AT, MEEAUELERF. BIENARTERITREERNRE, BE
AR TURES VP EE B (IR IER B AR FI5h,

19.2.3 ERIARIAY

=+ PolKit NS REFEFEM T AN AEFAAAREXN—ARRINS TR, XL
PEFMEN “LEHRINEE” . ERBRINMEEE XN T—ERTE SUSE R4 ERIABUERFT
™. SUSE Linux Enterprise Server Bafi 7 —40 7] LA & L RIS B RITUE X 451X

/etc/polkit-default-privs.standard
EXEEARZHEEALRAVFN

/etc/polkit-default-privs.restrictive
RItATEREENITEN. BRIALTFEDRS.

EEMARINFINZ BT, 1BTE /etc/sysconfig/security 3

POLKIT DEFAULT PRIVS BY{EIE% A restrictive 3 standard. 7RG root B3ETT
set_polkit_default_privs @<,

BMER ERFIRPHIE NG, BEEXEEHCHWBEEXSNE, 15FERH /etc/polkit-
default-privs.local. BXEFAMEE, BSE £ 19437 “EfazUREEE S

" .

19.3 Ei4FY

BB, EEA PolKit HEEH pkaction 5%,

PolKit B&Mi 7 A FEBER UM US —B R SMHITH<SHm<SIT IR (EXEEMR, 155
WE19.1.37 “FHENGST ) . I MERESE— I ERMNE—2MBTFIRIRES. &
F pkaction s ol 5 HFrE A A, BXFHEE, 58 man pkaction,
MREEBRATERE (Flf0org. freedesktop.loginl. reboot) FRERIEM, BT
5 fEH pkaction:

> pkaction -v --action-id=org.freedesktop.loginl.reboot

org.freedesktop.loginl. reboot:
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description: Reboot the system

message: Authentication is required to allow rebooting the system
vendor: The systemd Project

vendor url: http://www. freedesktop.org/wiki/Software/systemd

icon:

implicit any: auth _admin_ keep

implicit inactive: auth _admin keep
implicit active: yes

X$F auth_admin_keep RT-AFPEEHABITOS,

@ 7£E:. SUSE Linux Enterprise Server tfEFER pkaction R
il
pkaction i LiBUAIREIEIT. Ft, FEFRAERYILEME SUSE Linux
Enterprise Server BEMIRVERNINIZRE. EHITIGRIE, BBWE 1957 “MEIAE
N o

19.4 {ZcRECE X fHF

YEREEARRITHEN LEEEFRRRSE (i, BIERVFERANRITEN) B, AILF
@S BB B XA RIS INAMIE. R LB B EE X 4R E R M 2

19.4.1 FANINERAEREN

I ARVIRMEEUR T EER S L RE 7M. MFEEMR, 56 pkaction it
EXBIFRE R,

NE T FRINELE gparted i ( “GNOME D X4RiE28" ) &ME PolKit B, BEER TEHNR
o

X% /usr/share/polkit-1/actions/org.opensuse.policykit.gparted.policy
BEUTAE:

<?xml version="1.0" encoding="UTF-8"7?>
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<!DOCTYPE policyconfig PUBLIC
"-//freedesktop//DTD PolicyKit Policy Configuration 1.0//EN"
"http://www.freedesktop.org/standards/PolicyKit/1.0/policyconfig.dtd">
<policyconfig> @

<action id="org-opensuse-policykit-gparted"> @
<message>Authentication is required to run the GParted Partition Editor</
message>
<icon name>gparted</icon name>
<defaults> ©
<allow any>auth admin</allow any>
<allow inactive>auth admin</allow inactive>
< allow active>auth admin</allow active>
</defaults>
<annotate @
key="org.freedesktop.policykit.exec.path">/usr/sbin/gparted</annotate>
<annotate @
key="org.freedesktop.policykit.exec.allow gui">true</annotate>
</action>

</policyconfig>

REEHFRIR TR,
REE—MRE
defaults TEBEL MR, XLEMNRTE SSH. UNC FimiZRiERER
(allow_inactive ;t&) . 7Ei@id TTY I X B RS EEERIITENEER
(allow active 7t&) , HEEXAMWIER FYEIEA (allow any &) . &
auth_admin I8 EEUEEAFPNEGHHTEHRIL
O annotate THEBAE X PolKit MAHITIRIEMNARER, EAMIF, EEERHITXMH
MERTR, FHIEHRT A GUIITH X BRes.
ERNEE CHIRES, BE0IERA EREMH policy X4, HEUNERME id B, H
TE X BRIAR

®© ® O
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19.4.2  FAINFEAAEN

TR SHNENANSTRERIANEE,. ERNEECHNILE, BRENXXYHEREE /etc/
polkit-1/rules.d/ Fo

B RAPXMHEE URAEFL, EE—MERMERIR, L. rules &R, XEXH4HH
REFEEHFIRFEHRIT. 5190, 00-foo.rules Hi7E 60-bar.rules & 90-default-
privs.rules BaIE (AMtESEENRRIERIT) -

TEXHR, MASEE .policy XHHREXRIEEER(E D, FI90, MNREZE T admin A9
AR FENIT gparted <, BENEIRIEID org.opensuse.policykit.gparted:

/* Allow users in admin group to run GParted without authentication */
polkit.addRule(function(action, subject) {
if (action.id == "org.opensuse.policykit.gparted" &&
subject.isInGroup("admin")) {
return polkit.Result.YES;

1}

http://www.freedesktop.org/software/polkit/docs/latest/ref-api.htmla EIEMHT PolKit
AP| FRZ RERBIFR B FEF 7578015 BB,

19.4.3 EBERIVSIRBVECE X HF

SUSE Linux Enterprise Server Bt 7 /AZAIZN, 25GIF /etc/polkit-default-
privs.standard 1 /etc/polkit-default-privs.restrictive f, BEXEZEE,

BEE 1923 T “BIAMSN o
BENX4FNIE /etc/polkit-default-privs.local FENX, LEAE XBMFHIAAR M AT
BEMEE XHHE X BENXEHNBEEXSINE, 15T TIRE:

1. TF /etc/polkit-default-privs.local, BEXFN, BEEAUTERAAENE
BRI —1T:

<privilege identifier> <any session>:<inactive session>:<active

session>
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fBgn:

org.freedesktop.policykit.modify-defaults auth admin keep always

TEEX SESSION SIS EMHE:

yes
RPN

no

=8

auth self
BR&RERENEEHREEAE CHOSHITEMIEIE

auth self keep session
ARREASTREEABCNOSHIT REMKIE, SRERTFHENSIEN
151X

auth self keep always
AFHFEFRAECHNOSHITREHMRIE, sRERETHSRIAERNIENF
X

auth_admin
P8 RERENEEEEMEA root WOSHITHMIIE

auth admin keep session
RARREASTRIEREA root WOLHIT—REMHRIE, SMEEFTHBENRIERN
151X

auth admin keep always
FARZFEEMEA root IOLSHEHIT—RBMEIE, SAER T IR RNSIENF
3%

2. A root HpiafT, LAEEREX:

# /sbin/set polkit default privs
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| 3. (Fi%) fFH pkaction e EMBRIIRIRFFHTIR,

19.5 MmEFINFN

SUSE Linux Enterprise Server i T —HEA B BUERMSE S _ LFRIAZERTE X 5%
BXREFAGEE, B8E £ 192371 AN

BT PolKit By TEMan <17 LRG3 LiiFEAINIZEIZTT, SUSE Linux Enterprise Server
BIMRIH T B S$ITI A set_polkit_default privs, It TETDEHNEIRERN /etc/
polkit-default-privs.* FENXMIE, {H set_polkit_default_privs RSEIGED

"R ERRINEE R,

i3F8 19.1 : #&E SUSE LINUX ENTERPRISE SERVER EXiAiZE

1. 1R /etc/polkit-default-privs.local FEEEIAFERIETMEE SIRE,

O == aExEREE
TERIT T —FBHE, BERINEENRFIERNA /etc/polkit-default-
privs.local AE X HIZEEE,

2. EXRBARBEIREN EHFRINLEE, AGHBRA SUSE Linux Enterprise Server 2RIA
RE, ERITUTHES:

> sudo rm -f /var/lib/polkit/* && set polkit default privs
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20 Linux FBYIARIIEH]FZR

B LA POSIXACL (AIEEHIFIR) (EAXGRAXNRIOER RIS BRE
o HBRTREAEFEHSERBIS, FIA ACL AJLAE R /EME XANPR,

POSIX ACL X—ARIEREAEC2—FEIEM POSIX (AIBIEIRMERAIEN) T, BTEMER
X, HENAMREEZEE POSIX 1003.1e #1 POSIX 1003.2c B##LE. B2, BT Unix RFI89EF
ZRAELERANACLBETXRIER, HEAZERNBHIXMG RS ACL BISCH XA
FroEo

20.1 BRHENXERR

SUSE Linux Enterprise Server RFEIEBIFRE X 4RI R ZFE O EN, EREEMIRGIX
EEAIE], IEEIRBAIRERIMIDG. BIAARTE Ls s - UEm, LB B ERARE
RIS ERIR, FEIRAIX G EMNXERE X4 el se B e MibR, BeX 4 rIsE=H root
1T, HEWEETESBEIBHNIEXHRHFFRS. X2EEEMZRBEHIR,
SUSE® Linux Enterprise Server R4 8%

permissions. permissions.easy. permissions.secure #l
permissions.paranoid X, EIEZUTF /etc BRF. XLEXHRTFENXFFHRNR,
HlaNe /A B RIFE I X4 setuser ID i, I&RE T setuser ID IHNEFFARERBHNEN
BARFBRRIETT, MeERAXtREE (@ER root) MWINRETT. BERALUSER /etc/
permissions.local XHFHME 2HILE,

EEXRENEP—NEEXH, B YaST WL e M AP BoEEAi e, BT HZEEN
BFMEE, 1B7% /etc/permissions FAYFRE, =¢ZE% man chmod,

B]7E GNU Coreutils S8 “TTaXHMR” (info coreutils "File permissions)
REBXEAXENIRIIFAEE. EZERTIEER setuid. setgid FIREH{L,
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20.1.1 setuid {iI

ERLERT, HRNRETAES T, Ftk, Linux BE—YEIGE, RIFNRITREREIRE
B HEAAPMARIR. 5130, passwd ZFBEEKABIRNEAEERIR /etc/passwd, It
XHaEs—LEEER, WAFREERKRAFMA D, Hit, E@AFEEEEN passwd,

E AR TR B P EEIA RS RIS PR RS Bk, thiREE—Fr]1TRR S A2 R setuid
Ml setuid GEENAF ID) B—MSHEXHGREY, BIETAKRITHENMATCERERF ID
THIEF. L passwd e5</ffl:

-rwsr-xr-x 1 root shadow 80036 2004-10-02 11:08 /usr/bin/passwd

BEIUEN s, ERTANAFPIFAIRET setuid il WBITIRE setuid fiI, BE) passwd s HI
FRrE P EBLL root B HITIZH<,

20.1.2 setgid fi

setuid (EATAF. MMAMSEE—NFNHEME: setgid {il, RE TIUMNEFETR
FZEFRIA ID B1T, MAEEM AP BT %2R, FEit, FIRE T setgid IRIBRH,
FREHREXGNF B REBEISREIZERFIBIE, FZETERNRAIER:

drwxrws--- 2 tux archive 48 Nov 19 17:12 backup

BRILEN s, ERTAHAYFAIZET setgid iI. BRMMAEZEF archive ARG FILL
BEER, FRIZAMBMNAFS ‘Mt EIZENAT, FIEEAXENEXNEE D
archive. 40, {EF4HE ID archive IZTHEMHIZFEMERE root B EEARILLBE R,

20.1.3  A&1%EM

SINERILUK BRI, BT A HRITIEF AR AANET BRIV MEER LBFRE. 1
RETENMEF, UXMA ARSI AREER RAM, MABESRERMEERIRE. B
TEHRENEEEZEBIR, EBMELZRIMER. MRANERIERT I, WA LFGLER
FIERR RIS, HBYRABIUN /tmp BRA /var/tmp BR:

drwxrwxrwt 2 root root 1160 2002-11-19 17:15 /tmp
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20.2 ACL L%

ERERT, 24 Linux RALNEIMXGENREX ZANR, X=HANREIERTFESMHAER
AP BIXHHEE. ANEERAPX=MAR) 1% (r). 5 (w) FIHIT (x) R, L5+, &
AILUGEIRERAF ID. i&ELH ID FEsH(, XMEEMITLERTFASHEIMER. BXF
REZFNAERIBENARER, URAAEERTEXAZMHTES KB EANREISH
PR

BILURE ACL fE AR A IREES YT BRER. EfTIRTFRENHAF RAIETRE, BE
XENRHRSRIGIHEERFIBABEM N, HiaiEHIFIFRE Linux RIZBN—IThEE, Bais
Ext2. Ext3. Ext4. JFSHXFS B2+, @idEMA ACL, BHRENAREFRANLHES I RE
B IS ME R H R,

SNREAEA Linux ARS5830E Windows ARS5288, M ACL MIMBANAR, —LE &M IFLL
BMETEER S eI 4 427E Windows TiE1T. Linux R4EFIA Samba @ Windows E P imiz i
XHFITENRRSS. BT Samba ZHFHEIEHIFIR, MEERILTE Linux BRS328 EECE AP IR,
A UEREEFEEFRER Windows ({XBRE Windows NT flE&hr4ds) HFEEERFNE. F)
F winbindd (Samba EHH—E45) , EERIURXEFEETF Windows HA7E Linux BRSS
S HEEKF B PRI R,

20.3 ENX

AP35
Z4EH) POSIX WA RIS A = KA A EXHRAFIIRAIR: HEE. HENAME
A, AUASTAPEINRE=MURN, BTFHEIR (). 5 (w) FHIT (x) IR

ACL
FREMENXHRAENER (XHMBER) BIBFMAENIRS®ET ACL RHEE.

XA ACL
BNACL REEN BT EHR. BITREXHRFATRELER MER B FHABIINIR,

ACL Il
FNACLEEES—HACLI, ACLIMFEE— AR, — NLIFrXEEAI AP AN RE
T —ENR, T FHELELR, REXHAZBFIRER
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20.4 S0IE ACL

7220.1 “ACLINZEAY RE5T ACLIN 6 Ml ge HIMAIRE, SMEREEN T—TRHFPE—4A
RAFPANIR. HBEEDEX THEZXHHE RNAFP IR, FIBADUE X T XHFREAN

MR, BRAFALUER chown 3 chgrp EXBEBEXFAEA, MEXMERT, HEEMFR
BATRTHIAEENFESA. 81" EBHRAPIENX T EZINRE R FEPIEENAF

HIPR. S BHBATEN T EZNNRE T FEPIEENANNE, REEGRZRAFTE

mZAMAEGIETHNIRERFFE, HMDUE X T FrEHMAR R,

B E X LT A AN PR E RRAIINIR, HIBTU#—SRH TERZRAF. BndAa

FRBATTIR FHINR. SIRNRFANEZEET LRz —f#EiE+, efIMEEads. NEes%E

LRI PRI R R TR, RAAEFTXLENIR, HEEFMMBATAEXFRENR

BB 7202 “FlOHAIE" RERFIREE T XS],

ERMERMACLE: —ERNACL, NEBERTEREABEE. MBAMEMNIT, WHNTF
XEHHBERNEANR (L. S—MEV RBACL, Etai—MEEREZ., EHNEE—ER

m, HrlgeEasETesdArRMNEnaAaxXEnNm,

#20.1 . ACL IR

-3} XAR

weEE user::rwx
[SERE=Y: N user:name: rwx
FiiiEh group: : rwx
[ group:name: rwx
¥arg mask: : rwx

Hith other: : rwx

#®20.2 : RE#KiARIPR

kS XAz eI R
[=YEZYEE user:geeko:r-x r-x
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IRy MR VFRI AR
g mask: :rw- rw-

BRANR: r--

20.4.1 ACL AN AR T PRAAL

20.1 “B/NACL: SAXRAIFBELAYACL T FE 20.2 “4 & ACL: SIURNMAEELRY ACL
017 RBAT &/ ACL MR ACL XRMIE T, XEEDAN=IR — EIA—RER ACL HRyEE
MSE, RIE—REF—N5F ACL, BIA—RETRX N FERNREISAIZ DR (140,
Mls -1FA2TR) - EXRMERT, MBEENRIIRIRGE ACLIHEED. HhERNRE
WIRESEIZ BB ACL T, B2, AXRMNNRAVRFEXFHMERPERERT.

HEE | user::rw- |« » | rw- | HEERXH
Fri@sH | group::r—- | <—» r-- | 2023
Hftt = other::-— | <—» - | Hfh%5|

20.1: &/ ACL: SPRAIAELLEY ACL X5

MFRNACL CRBERR) , AXFIFAIRRMKIRGIEI ACL FIFRBAD, = 20.1 “F/ACL:
SIRARLEF ACL T ABRTR—R. MTFHRACL (RERMK , HAER7FAIRHKR
WEIRKRIDL (5202 9 EACL: SIRMELEEY ACLIT AERTX—Ro

BBEE | user::rw- - | rw-  EEEXF
s AP | user:jane:rw-
Fif@4H = group::r-
%  mask::rw- <> | r-  AZF
Hfh = other::-- - | - Hfth5

B 20.2 : ¥'FEACL: SHR{IAEELEY ACL 15

FENRIEFEEERA ACL <, MRS AN A UBRNBREFIRATRXE, @ISR
BADECRIB R RETET ACL Fr#tTRIFRE EM “HE” BRI LR, MR ESRH
ACL RBRER, RZ7TFAo
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2042 EBACLHEBER

in 1T LR R getfacl M setfacl WIERT, ERILAIAR ACL, MU TFRHIERT XLEHSH
Fa%o

HELEERZH, £/ umask B REXEROIEX XN RIS RGP RN E, &<
umask 027 RIEEBELUTEIMIPR: NEEERFTLIINR (0). ELEANE NIHIENER (2), U
RAREAEFRENR (7). umask EFF LS BEBAAENAIFRIRUSIE e XA, BXIFH
B8, BEENE 1247 “BHARY umask” X umask FHDI,

mkdir mydir @;Z2EEH umask IKENFIANRERI mydir BER. A 1s -dl mydir k&
BEREEEHDEAENR. ZnFIRRmNA:

drwxr-x--- ... tux project3 ... mydir

M getfacl mydir, #& ACL FU¥IIEIRS. XERGHUNTER:

# file: mydir

# owner: tux

# group: project3
user::rwx
group::r-x
other::---

MBI =1TE R T BRI, HEENFBAH. ME=1TEE=1TACLI, BMHAEHE. Fi
BAMEM, FXE, MFHR/NACL, getfacl SpLSASEREEER Us FIREEIRISRVERIE

gl

o

ERUTE<EERACL, AMINAR geeko MMiNNZE mascots &Kk, SHHITIUR:

# setfacl -m user:geeko:rwx,group:mascots:rwx mydir

IR -m £ setfac L ELUILAR ACL, UTESHISTEEAR ACLT (RIZERESHR
) o REWMHEE T NIZMNENAXEEIHE RINBAIR, £A getfacl s KEBREM
A9 ACL.

# file: mydir

# owner: tux
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# group: project3
user::rwx
user:geeko: rwx
group::r-x
group:mascots: rwx
mask: : rwx

other::---

FRT FAF geeko f4A mascots SIEAIIIIN, EER T —MEIRDL, BB BMKE
B, ELFIENRIREEENN. setfacl BohfEIBERIBTLEMNEHNAIZE, FRIEEER -n
FRLEINEE, ZIEEIE XA LR FREIMNREAB R RNE, HPEEFea8Ar. B
ZAMFRELH, B s -dl mydir ERAARFINRAIIES mask AR R,

drwxrwx---+ ... tux project3 ... mydir

W — = EE— MR +, REALLIEFE—T R ACL

RIE s oML, BIEIMANREE SRR, FRABERT, XENNIRUEFREFRESA
(XEBRE project3) WEABEM mydir BRME i RNEE,

B2, FMBANBXHIINRI R F B AMERE X F IR RNEE LS — EHIR
BIFRZE r-x (BIE20.2 “FRAENE" ) o MAFIRMFAEANEMINEMS, BMEEE
AINT ACLTZ f5, WREEFEMERT,

F3 setfacl 2 chmod 4miE#I3I, 590, {FH chmod g-w mydir, 1s -dl mydir EI&E

AR

drwxr-x---+ ... tux project3 ... mydir

getfacl mydir 2 THIH:

# file: mydir

# owner: tux

# group: project3

user::rwx

user:geeko: rwx # effective: r-x
group::r-x

group:mascots: rwx # effective: r-x

mask::r-x

197 BB ACLBIBER | SLES 15 SP4



other::---

#17 chmod ¥ EANRMAXFIIFERG, B s NRHMT2EBREHEEA—EEHE
NEEL: BNRIRERIXIE mydir BHEERB., getfacl HAEHIELTX—R, XML E
BT HEVRERALS RGN ERA XN AP BE AR, FAERIEEIEI e 1#1T 7278,

BT LABERT S chmod g+w mydir RS RIAHR,

20.4.3 HBEMRIAACLHER

BRAUEBIRINACL, XZ2—MHFERE ACL, EEXRZIER FRIXNRECIRERLEDNS
[EAPR. FRIN ACL 20+ B RA X o

20.4.3.1 FXIAACL BYRR

FERMBIA ACL BAURIEEEI AN F BRI, BRMAAR:
o FERAUERXBRMIIAACL fEREIRIA ACL A ACL
o MXEFRUFZBIN ACL fEE ACL

IR B RAENRAFE RRFBELA mode 8, ZSHENXMEIBNXGRRAINRIVIIR
PR, MRREFRZEERINACL, WM mode SEULHEAINPRAEFR umask EXBINFRIL, [F
PSR DECEIFN R, MRRBREFEEIAACL, NAEEIFHHRIRAIINEF mode S
HURRANERIA ACL FRE X IR E S B . XMMER TBE8 T umasko

20.43.2 RUAACLBINMA
UTF=AREIHEET BRI ACL HEBIRME:
1. BN ACLFMBIA B R nydir, EaR:

> setfacl -d -m group:mascots:r-x mydir

setfacl s $HANEIN -d 127 setfacl 7TEAIA ACL T TERR GETN -m)
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FAEER M THILE
> getfacl mydir

# file: mydir

# owner: tux

# group: project3
user::rwx
user:geeko: rwx
group::r-x
group:mascots: rwx
mask: : rwx
other::---
default:user::rwx
default:group::r-x
default:group:mascots:r-x
default:mask::r-x
default:other::---

getfacl &iR[E] ACL F1ERIA ACL, ZRIAACL UL default FFkMIFRBE1THM. BAK
HEX mascots AMN—PIITT setfacl s REIEIIAACL, BATRIEBUH
FILACL, setfacl B&hEHIT ACL FEVFRBEHEMI, 2FAIA ACL XHiFIAIMNPRIGHE HiEN
F. ENMNREIEXHRAFTRNEER. XLEHHRIMERXBERIEIA ACL PLHEIY
Ro

2. BTN, FANTEER mkdir £ mydir FEIE—1NFER, ©RU4EEIAACL
> mkdir mydir/mysubdir
getfacl mydir/mysubdir

# file: mydir/mysubdir
# owner: tux

# group: project3
user::rwx

group::r-x
group:mascots:r-x

mask::r-x
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200

other::---
default:user::rwx
default:group::r-x
default:group:mascots:r-x
default:mask::r-x
default:other::---

RIEFNEA, FEMNFBER mysubdir EERXBREIA ACL BINPE, mysubdir 89 ACL
ERRMT mydir B3N ACL, iZBEREREMBXREERZEIA ACL tBE2HERE.

. f£A touch 7 mydir BRHEIZ—1 X%, {190 touchmydir/myfile, s -1

mydir/myfile EI&E/R:
-rw-r----- + ... tux project3 ... mydir/myfile
getfaclmydir/myfile B9iH2:

# file: mydir/myfile

# owner: tux

# group: project3

user::rw-

group::r-x # effective:r--
group:mascots:r-x # effective:r--
mask::r--

other::---

SEIEFXHEY, touch (EF{EY 0666 BY mode, XEMFIGIZMHIXGEBRT
FRrER P ERIRNEMENIR, FiteE umask EIA ACL FAEFEEERMEMERE] (GBS
W5 204317 “FRUAACLEVRR" ) o KBrE, XEMKE mode ERAEERFAEIIE
PREREME BRI ACL TR AR, BARE MAKFIRT ACL BT EBRERNIR, BhER
T HEREITR B ik E mode I ERINR,

XA RNRERNAER (N45kFLE) 5 ACLIREFIRRT. EeleIZAEEHERIARN
FREVX M, AEREATICARIIIT 4. mask HIHIFARIEZSBIAF AR LUIEFEEEH

TEfl,
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2044 ACLKEEE

FEREAHEINARFRTIHIRRE ACL RIFHIXH AR REMIRZAT, BNARERZ.
EREAMN, REBUATFIINE ACLIL: BEE. ssRAF. FiEAsrRAUKREME,
IARRIERIE G HEENTURI TR, RERABERM.
MRENTHBEBTZNMAABEBTEESZS NI, BREENER. XHFMEBRFENRS
BEHHENEE—. E5SEMETMATREAER "ERNAGE" TX. @8, MRLE
EAEHATEESFRFAIRIR, MNEVLERNTUGMARKLER “HRREL"

20.5 NMARERFFRIACL 2FF

ACL AT T SEHEIFE ERHINR S R LUHE BRI N ABREFIENR, AILUA—MEREHIVEE

SAPREESH] ACL B TE—it2. 1% Samba # Nautilus —#¢, BEARMNHE®HSL (cp. mv. 1s
F) W32HF ACL,

Vi/Vim #l emacs #5e 2325 ACL, ENIZREBEHNEAXH (8iFE1) BR. EIFHIZ,
FZ RIS P EERNERD ACL 255, HARBIRIESCUFR, XIHFR ACL BRSHR
B, BNEER, XEUATARERRIBSENEN AN MRFERRFEBXHFENER, T
ZRE ACL, MNRRIERFEENNABREFI XM, ARRIEXHEsRNIAXH

%, WACLAgESER, MRIERmESRSIFACL, [R7T star FHRERSN, HangBEREME
PNAEFZRE ACL

206 BEZER

BXACLMFMER, 52 getfacl(1l). acl(5) # setfacl(1l) HFMTL,

201 ACL #4&ERJE | SLES 15 SP4



21 {#F3 AIDE #1T NEHM

RIPENRGREMN—IESKEERAREEIMITHRIES. BTIERIBRRIE
RAENREMFAERINE, THERITHINICE (FIE0, A cron#17H0E) XU
HMERARNZENES], MER/RANERE, XIEZ AIDE (RENRIEWFR) AR
Z M,

21.1 AEIZE{EF AIDE?

AILGET RPM HITRIEAINE, XEFAUAR—EFAHENEN. RELEERAE TR
BERRILTNEE, TR ERATAAREXHRENENR. BERWAEXH, 1517 rpm -Va
L. A, LT EREEXHFHEN, EEBEHITIRA RNEERNEL,
fEF RPM #HITHREMNS —NMaBET, BRANKEERENR rpm A5, LUREEIEM root-
kit #ITREMEN, XFEREEFEIEEENRITAHIRE root F5ill. BEERILIRE, ERNZ%
KES—THEE, XTHEHNR U2 FEENRAIEIT.

21.2 i&E AIDE $EE

O ==: ZEEMHK AIDE SIRE
ELERGZA, BRFEREN (B (BiEER) , 128 B ,% 121
™ REHE ) , UAREEANTEZMERR. TRAYG, #Iia1 AIDE #iE
Fro NHREREREMZE—YIER, BEHENREIERANZOERT, BEEE
Hla L#HITRE, £ AIDE QIBESBIEEZH), BAEEHTENLTEARENKRTIR
HIEZFMEAIRLR,

SUSE Linux Enterprise Server EBRAIA R &% 4 AIDE, BXR4E AIDE, BERITEN » ZEN
%, HEL root BHPEHLITPHEA zypper install aide,
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EEH AIDE WMAQEBLEXHRIBLEEM, 1BEH /etc/aide. conf BBENXMH, HXHHAE
TIERA BER A SEFRAVECE . SE—E M IB—RRS %L, 540 AIDE FREXHRIMIE, Custom
Rules #l Directories and Files Zf95aAEREEHX, HAEKINGNFERR:

Binlib

= p+i+n+u+g+s+b+m+c+md5+shal

EX Binlib TEfE, BEXMAIOERENANEE, E2ETEE:

#® 21.1: EE/YAIDE EIE

1T

P

md5

203

iR
WEIRE X 3 B AR,

E inode 5. BIMXERBEHE—INITEE
MEIME— inode RS,

BB HEE .
WEXHRBEREEEN.
REXHAREEEN.
REXHRNEEEENR,.
REXHERIRITHRESEEN,
QB X HRMELET BT BB
KEXHIHRNEIREEER,
WEBERRISXHFR .

BREX BBV,

MEXHN mds RENEEEENR. FHiE
&R sha256 8§ sha512,
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A

shal KESHR shal (160 1) REMEFEE
. FAEINEH sha256 3t sha512,

sha256 KB sha256 RIEFMEZEEEEK,

sha512 KB sha512 KM BT EEX,

ItECEERA Binlib RENXMETGE /sbin FRIFFE XM, {EXZE /sbin/conf.d/ B

R

/sbin Binlib
!/sbin/conf.d

B8R AIDE #iERE, BHITUUTRE:

204

1.

2.

¥JH /etc/aide. conf,

EXMNERAMELE EECEWLEH, EXTANEENTETIR, FSN /usr/
share/doc/packages/aide/manual.html, EXXHFHEFREEERIENRKAERS
E—LERIR, RFEAR,

. ENEREXHREEN, BiE1T!

# aide --config-check

e LB R ER R —FRIE R E AR, B0, MREWE LT :

# aide --config-check

35:syntax error:!

35:Error while reading configuration:!
Configuration error

ZEHIRTUHASTE /etc/aide. conf B3 36 {THHM, HEE, HRESEE LRI
BENRYECE 1T

. ¥0981€ AIDE 2iEE, BITUU T <
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# aide -i

5. BERMWEEESHIZIE NMRFMUE (5180 CD-R. DVD-R. iniZiRZ2SAFR) , 4
VY13

O ==
PBEXEE, IAEANUERBIEENT2REHRE. BIUERRETA—RX
YRR, LABnIEBREEEENEN, tIMRBEIEEREEEERINITEN .

21.3 Zih AIDE 16&
T TXHRAIE, WU
1. EEHEE:

# mv /var/lib/aide/aide.db.new /var/lib/aide/aide.db

2. REEAEEENE, WEAFTEENVR AIDE BUERE, MEBoHTEMIVEEE. &
PIHEIERE R E N ERNER, BXESZER, BENE 2127 “LE AIDE HEE"

3. EAUTHLHITRE:

# aide --check

MRWHAT, WRT—VIESE. AR AIDE R TEN, ETENEE, Flu:

# aide --check
AIDE found differences between database and filesystem!!

Summary:
Total number of files: 1992
Added files: 0
Removed files: 0
Changed files: 1
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ETHREPRNEN, BEEASH -V IEERENIFAL. MFHEEeRG, tESHNBEZENT
FR:
# aide --check -V

AIDE found differences between database and filesystem!!
Start timestamp: 2009-02-18 15:14:10

Summary:
Total number of files: 1992
Added files: 0
Removed files: 0
Changed files: 1

File: /etc/passwd
Mtime : 2009-02-18 15:11:02 , 2009-02-18 15:11:47
Ctime 1 2009-02-18 15:11:02 , 2009-02-18 15:11:47

NTBERZER, RGIFREDT X /etc/passwds

214 HIITFRANKE
AT ERNE, FiXERMAEEMREIETIT AIDE Zi#Es, XeUHRE LR HE BIMEDR
AIDE Z# &34 U2 E1TERBI XS

BRI ES, “AMBRILTFARLEERFRIMIRRSISZITAIDE, /A SUSE Linux Enterprise
Server AILAEMTEMMBTEERFT BHIERS, WILERIRMPAERNIIEE.
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TEFEERMIERSAZE, FRERRIT R ERELRAR. GaXERMENMANEESRE
Kehi2re EMEERME AR EERE. XA TLBRIR linuxrc BTATHAERVIFAIHER, 18
B0 https://en.opensuse.org/SDB:Linuxrc 7, TFEMAT —MFIbESHITH R

372 21.1 : £/ AIDE BEHIERS:

1.

2.

RE—a FTP IRSBENFZ—ETE.

¥ aide M mhash R+ EEHZE FTP IRSZEE R, FEARBIFA /srv/ftp/. BR ARCH
1 VERSION SIFFERAMENAYE:

# cp DVD1l/suse/ARCH/aideVERSION.ARCH.rpm /srv/ftp
# cp DVD1/suse/ARCH/mhashVERSION.ARCH.rpm /srv/ftp

. BIEBEEXF /srv/ftp/info. txt, AFRHEKERFAENSISSEH

dud:ftp://ftp.example.com/aideVERSION.ARCH. rpm
dud: ftp://ftp.example.com/mhashVERSION.ARCH. rpm

B/ FTP . VERSION #1 ARCH B A R4 _EERE,

. EREIFEMERA DVD FHRIR AR E N AIDE 0 ERIARS 8. M5ISSHRMUTF

e

info=ftp://ftp.example.com/info.txt

HESEER Linuxre REZEA info. txt XERHMEER.

HIRRS5|S/E, AIDE RZFRENEIEER,

215 EZER

IIMIERM T HX AIDERIESE.:

e AIDE ET1: http://aide.sourceforge.net

° ICRMIEIREZE /etc/aide. conf H,
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o 2 aide B[S /usr/share/doc/packages/aide FRIZANXHFH,

e https://www.ipi.fi/mailman/listinfo/aide # B9 AIDE BB F BREFIZRA,
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27

ek ree oy e

X Window Z£#] X B{238IE 210

&3 OpenSSH fRIFMLEIRE 211

AR AE 232

ACE VPN ARS588 249

fEF XCA. XIEBMEZAEERSEEE PKI 262

fEF sysctl TEIREMELZLM 266



22 XWindow R4 X B {95k

MLEERAMR Unix RAREEIEZ — X (UniXIBERANEORS) BeBERAMF]HX
—45tE, R X AT ISR A T R(E: BRI ENHB— B ER, AELLET
ML RIXZIERF, FHEREENITEN L.

NRFEFER X RSB[BLEET X B, XRSBUIZPEE AREENIA R CREENRIR
(ETAR) » BEAMMIN, BAAEFPIHISTRFENR. £ X Window &FH, BERMIEIK
BERBIF %, PRIAEFENRILRIEHMET Cookie BiARIESHl, FIEKMEIZEITE i
BOENIRY IP sk, ATFEFIXMIEIRIVIZRF /9 xhost, xhost EEEFFIHRY IP st N E
BT X RSBBHBIEEH, R, K P ULFETEHRIERR+RRE, fldl, IRES—
MRPBEAERFIREFNEN LR, ZAFP W LihR X RS28 — MEGEEANET IP#
H—#¥, BTFEEXLERE, EHABIFERXME GBS Z, BER LGB manxhost T#EE
ZHEXER.

ERAETF Cookie MIARIEHIEY, BEM—TRE XRSBHNSERFPAMENFRER
MWFEMSHIE) . BRE, Lt Cookie HiEFEERFEBRHH . Xauthority XA,
AR EFRA X RESB[BRETEONEA X BEFRHER. ARAIUERTIA xauth S&EXH
.Xauthority, WIREEHR T .Xauthority HEBEEFBHZRPEIMIRR T 12X, BIET
FERFRE O X B i,

SSH (Z£55%) aTRAFMEMEEREHLERABEHEELE X RS58. XU XER, B
KX ¥R, RETRS[IREN X RS2R, HEREEN LA shel 1&E DISPLAY ZE., B
X SSHMEZFMEER, BFBN F 235 “[FH OpenSSH FIPMLEIEE o

EE XEBRUgEALEE
MRCGANATFERNITBENARR2EN, BAEEAXER. IRBAT XEX,
WHEFRZEIER SSH EFHITEMINIE, AR, KEEAERZRNER X RS
2, FREEHRERN (BEFmS) .
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23 {EF OpenSSH RIFMIKIRIE

OpenSSH & SUSE Linux Enterprise Server BEKf#Y SSH (R£458%) LI, ATFF
PZIREE. XHERMARR2NNINEEBEFEMEIRIE. SSHMEREENZ
BINFIERE (BESHWIE) , UBSEHAMERSR, XENBERREURE
MZSBRMAIEBFMRIE, XEAREXN T EE AR SSH SERIE B

By

23.1 OpenSSH #

SSH @AM ENZER, HEMEFIHENSMEINTH RSB @R HiRE R
PE—Ti. RBERTEHENNERBNEBNSHIIESE, eI FSE/REMT
BEHAY SSH =1&,

SSH B—ME P in-IRS 28 Y. EFIETT sshd PRI ENE A USSR BEAEMEN
B9 SSH &, B MIa1T sshd WENERIUEESNEEXEE, HIMIREIMLRA I LUET
A, LA SIS 30IE 5 %o

SHWEMMEZBMBZRNRME. SIBANEE—TAHBAN - LAEHR. o
BTFmME, LhAEARTHEE, AHBHAIEIEHRE, MLAZRALARERIFEARAIH
HIREARBEN, EEREERNATAIUNERRBERAFIEE,.

SSH IRMHRBMIBHIRIE, ENRSB[BNEF LS TRILHITRHIIE. SEFIRERZIHIT
FF SSH RiERY, RSBRIBHELAHIHER, NRFFAIHERERZANEER (EEEER
iHTEN LR ~/ . ssh/known_hosts A1) , MEFIRAERSSBFAIE. WREFiRLEEN
MENER, WREZBRECRENEERSE:

a

(B

Z5A
=
=

o

The authenticity of host '192.168.22.219 (192.168.22.219)'
can't be established. ECDSA key fingerprint is
SHA256: yXf6pjV26N0fegvEYIt3HgG95s3Q1X6WYRhtHLF99pUo.
Are you sure you want to continue connecting (yes/no/[fingerprint])?

FRPFRILIEA yes. no, SURNIEHE EHZAIELRIRIAS,
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Q iiE: TEINEBBEEX
R =N RIBIENRIA D K45 F el M RESRIGE S W E 7 IEMB ENZH. i1
MEEN RPN, sshiFLLRIES, HERNILAIERIRMERIENZER, X
B LIRRILECAS R E & TS L.

INRAELIARILES, AFHRILIEAN yes SEBEGIHE RSN, HemEE.

openssh MHBRERSLE. FFW. XHERHIM—LELARER.
OpenSSH % F i Z AR REIRE M B {3 Jiik :

A< 5358
ERZETENLNEARAERBNOL., XEREEARRENSHIIESE, BN
TR A ENERITEN EITH SSH £1E, BEHBRRARENAZE, ABAXRE
BRI O WAEMILRICRE T,

DHBPHHIEIE
EREHN DA SSH ZSAMARERBMNOLSHITEMINIE, XM ERNO<LSHIIUER
aRiE, ANERENBEERNMRENOBARIITTENITH SSH 2iE. BItFAEERIF

RafBZAEREBTOSNLARPBEERHTEMEIE XX TFHIZF cron 1Rk
FEMUIRSRER. EXFTRIPALRESR, EAREEARNRAERAE D UER N
ERERAFIEE.

AILER— 1B A IA Keychain M EXEAREFKREERBITOSRIPNE

Ho Keychain B@BITALREFEHRIZIENAEFSR, HREFENAETOS. BB
&, BB RENETOR,

B S I8
OpenSSH ZFHEBH (ML, PIBEHEREE. RS (INIEM LI AR SSH &
Zo

BRI AR ENZARIAMETZEE ~/ . ssh/known_hosts ., MRFNNALZREE
B, MELEEHERTRNES:
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CECEEEECEEEECEEEECEEEEEEEEECEEEEEEECEEEECEEEECEEEECEEEEEEEE
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @

CECECEECEEEECECEECECCECEECECEECECEECECEECEEEECECEECEEEECEEE
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY'!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that a host key has just been changed.

The fingerprint for the ECDSA key sent by the remote host is

SHA256 : keNu/ rJFWmpQu9B0SjIuo8NLjbeDY/x3Tktpl70DJqo.

Please contact your system administrator.

Add correct host key in /home/geeko/.ssh/known hosts to get rid of this message.
Offending ECDSA key in /home/geeko/.ssh/known hosts:210

You can use following command to remove the offending key:

ssh-keygen -R 192.168.121.219 -f /home/geeko/.ssh/known hosts

ECDSA host key for 192.168.121.219 has changed and you have requested strict
checking.

Host key verification failed.

M FFEER RN E S RLA LGB TM ~/ . ssh/known_hosts RMIBRERIENER, ARG
EMERH R ENER,

ZRIAERT, SUSE Linux Enterprise Server 2 24 a1 LA T e < HY OpenSSH R4 &.:

ssh
BXRS5ixiZENAEEL SSH EEZENE iR,

scp

N/ EZEENEZ 2 E X,

sftp
AR FinmS SFTP RSz BR 2E w3,

ssh-add
BABEHB M ARME B4 IIENIE ssh-agent,

ssh-agent
EEAFPNALREMEARERITOS, UHITARZHEHIIIE, ssh-agent Ei&

OLRFERAFPAHREZFTEVABTOS, IFEARMAUERBABTOSHITEN
g‘_‘LlIEo
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ssh-copy-id

BB AL etFmIEEEN, LUSEARRASHRIL,.
ssh-keyscan

WE—LLEENB AL SSH T, LUEZE known hosts X4,

23.2 Ars5Esaztl

OpenSSH FEM— 1 rIABENARRSS2RECE, (BIEER] UIREXE tE sk RIFAR S5 25

O == RGHWTRITENAIBEIR
HIEFHE] SSH AR5 231 TECAEY, RAILATIHEANHITYIE AR, HERERNAVIR SSH
[IEFRFHTARS, BEIER T EHE—YIESR, AfF, NREIMEER, EILUER
e NEEEE

BINIRSSSRECE XM /etc/ssh/sshd_config BERINERE, FAERIMEREREIE, AILUE
AHNEEH AT ERNEET BREREMAAIE, FW, UTFRHIIKERER @i
O, HEEZEETN LA IPv4 bifitit:

#Port 22
Port 2022

#listenAddress 0.0.0.0
ListenAddress 192.168.10.100

@O ==: Fi# /etc/services
FERIEREMITIRON, F5RE /etc/services XIEPERBFEXREAMIRO, 1%
BATF 1024 BUERIKREREO. ABTE /etc/services PR EEFEREHR,

ERIEREERL root ERFB. AIFKNAFREREIZZITEN, ARER sudo Ll root &5
BT8R, MREHELBEARI root ERB, UTIRSS[EERHIET T IAKARSSEEEN
4% root AFMAHERBMEIE (552367 "RHEZHAIHINE ) o
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/etc/ssh/sshd_config BILATIRBEIRIL T iHIRlEHl:
{5 23.1 : SSHD.CONF 55=fjl

# Check if the file modes and ownership of the user’s files and
# home directory are correct before allowing them to login

StrictModes yes

# If your machine has more than one IP address, define which address or
# addresses it listens on
ListenAddress 192.168.10.100

# Allow only members of the listed groups to log in
AllowGroups ldapadmins backupadmins

# Or, deny certain groups. If you use both, DenyGroups is read first

DenyGroups users

# Allow or deny certain users. If you use both, DenyUsers is read first
AllowUsers userl user2@example.com user3
DenyUsers user4 user5@192.168.10.10

# Allow root logins only with public key authentication

PermitRootLogin prohibit-password

# Disable password authentication and allow only public key authentication
# for all users

PasswordAuthentication no

# Length of time the server waits for a user to log in and complete the

# connection. The default is 120 seconds:

LoginGraceTime 60

# Limit the number of failed connection attempts. The default is 6
MaxAuthTries 4

B4 /etc/ssh/sshd configfa, BITEENERER:

> sudo sshd -t
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EENERFRASUNEIEERSIER, MASEREERIR. THE, EHERE:

> sudo systemctl reload sshd.server

QERARSS 23X B E RAONRE S £,

/etc/ssh MR 0755/drwxr-xr-x # &=, E root:root B,
AR 1ZZ 0600/-rw-------- , H root:root A,
AHBZEANIZZE 0644/-rw-r--r--, H root:root #5,

BJLAGEA PAM  (FIERBMIIERIR) RIBFIM FRHITHER. UTT R ERNAFE
BmizE RIRG, XLERFIEFMMFAE OpenSSH &<, B#E ssh (5523371 "< 5MK
") «osep (523107 “scp—ZEEFT ) Msftp (523117 “sftp — L& fHE

7)o

312 23.1 : RETEHRIRG
WITU TS BKRECER P IZZE R IR

1. {RIEXMH /etc/pam.d/sshd, £ auth SREIKEEBMUTASE:

auth required pam access.so

2. RN /etc/security/access. conf UEEZIREl, FiREIH, BF
root #0 tux PR&IFIM 192.168.1.0/255.255.255.0 MEEF, mwilber AP REEM
192.168.2.0/255.255.255.0 MZHEREF :

+ : root : 192.168.1.0/255.255.255.0

+ : tux : 192.168.1.0/255.255.255.0

+ : wilber : 192.168.2.0/255.255.255.0
- ¢ ALL : ALL

BEERRE—T, RITELMBHEMAR MFIEXRIEHITIAR,;, BINEEEFREREZBES
BIEERFAZIN
BEXESEEIR, 1§80 /etc/security/access. conf FHRFILIE man

access.conf,
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5. FEfEH pam-config
FEIAMEAREER pam-config SEAEF. ©IX%#F git pam access {fEANLBIE
H, ULBRERESERERTERS, ST RIELIFNRSA,

23.3 O<HpiiE

FROSEMRIEN, IERETETENLLAPNERZNOSL, EEREitEN EEHIE
17 sshd BIe], AREEREANA SSHZHH, TELUTRAIF, BF suzanne ITHSEM sun 89
SSH &1i&:

> ssh suzanne@sun

RHIRT suzanne BIAIZIZO, A exit H#& enter X SSH &i&,

MRFAEITEN LWAFZER, WEUERAFRE, R ssh HOST NAME FRE
To BMINFEREMKIEG, AILUBEGHSITHRITIRIE, REARERNAES (IS aiE
A9 YaST) o

SR A LUEA ssh USER NAME HOST COMMAND iBEEREARAZA LETERERGS (B
R, BITHS, REMEREETI—FHSXF) . HAMIERHRIE COMMAND $E1E5 IS+, AL
BERMINEP— BRSS!

> ssh suzanne@sun "df -h && du -sh /home"
> ssh suzanne@sun "cat /etc/os-release && uptime"

23.4 BERPFIEMNFENINZEEH

BEZMZRAER %R DSA. RSA. ECDSA. ECDSA-SK. Ed25519 #1 Ed25519-SK, DSA
TEZFRIEFHA, HEE OpenSSHT.0 FEERA, BEFREFHAE. RSABRBAMNEE, AR
ERttRE, BERRAMTZ.

Ed25519 #1 ECDSA 32 B &R, Ed25519 #iIANRRBHIZALE, NMRENAANRZHF
Ed25519 MR AR Fimteitsz#F, JEFEEIE Ed25519 1 RSA EHER,
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Q iiE: RHMEFHEFRS
FH U2 HAR SSH B iRAS2#5 ECDSA #1 ED25519, ECDSA #1 ED25519 B 2014 &R
OpenSSH 6.5 —f£4 %, FLXLRSEIFEMEEEE, NRAENE, BRAERFE
BARLENRHEF iR,

SSH ZfAERMAE . FRIVBPMNIRSSFIHITENIIE. WEFPHHAITHHINIE. FNE
FAfETFTE /etc/ssh i, BRIREARAFNNATE, 8777 /home/user/.ssh i, &
OpenSSH BYR=8lI# user/.ssh, FAtEXMERFBIE,

FHNERFEEBITOL,

TERZHERT, MWARFPHBHANGEROL,

O ==: RIPSSHEHR
BESWEIFFIERA. TNNEFIENE2ED.

23.4.1 @IEFEFim SSH ZAxt
T I 2N BRI eI R P sl & 2R,
91223.2 ¢ QERBGABSHHIEE XS

1. EFERAMIASE (RSA, 3072 11) EREFHREBAX, BERRHEMANED ssh-
keygen &5<, fERREITOLRIPTAREA:

> ssh-keygen

Generating public/private rsa key pair.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in id rsa

Your public key has been saved in id rsa.pub

The key fingerprint is:
SHA256:z0uJIuc7Doy07bFTelppZHLVrkD/bWWLBAF/PcHjblU user@host2
The key's randomart image is:

+---[RSA 3072]----+
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|
..Bo+.. . . |
00== |
----[SHA256]----- +

2. BIR—MIKEIRKHA RSA ZIAR

> ssh-keygen -b 4096

OpenSSH RSA (AR LA LB 16,384 fil, BE, BREKNUKER—EEFEHERK.
BXFAEE, ESN GnuPG EWRIEMBL: https://www.gnupg.org/fag/gnupg-
fag.html#no_default_of_rsa4096 2,

3. FRAEEXZFFAERECIE RSA ZAXt:
> ssh-keygen -f backup-server-key -C "infrastructure backup server"
4. FREEXZFAFRECIE EA25519 ZEART:

> ssh-keygen -t ed25519 -f ldap-server-key -C "Internal LDAP server"

Ed25519 Z4AEIE /I 256 11, EINZZEEYF RSA 4096,

23.4.2 6 SSH AR5528 = E A

FNZFHNEIERESXEE AR, FVNZRARERTBTAS, BHAMNEEE /etc/sshH, R
4 OpenSSH B, ExBmEM—AENER, WA TRGIFIR:

> 1s -1 /etc/ssh

total 608

SrwW------- 1 root root 577834 2021-05-06 04:48 moduli
-rw-r--r-- 1 root root 2403 2021-05-06 04:48 ssh config
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Srw-r----- 1 root root 3420 2021-05-06 04:48 sshd config

SrwW------- 1 root root 1381 2022-02-10 06:55 ssh host dsa key
-rw-r--r-- 1 root root 604 2022-02-10 06:55 ssh host dsa key.pub
SrwW------- 1 root root 505 2022-02-10 06:55 ssh host ecdsa key
-rw-r--r-- 1 root root 176 2022-02-10 06:55 ssh _host ecdsa key.pub
Srw------- 1 root root 411 2022-02-10 06:55 ssh _host ed25519 key
-rw-r--r-- 1 root root 96 2022-02-10 06:55 ssh host ed25519 key.pub
SrW------- 1 root root 2602 2022-02-10 06:55 ssh host rsa key

-rw-r--r-- 1 root root 568 2022-02-10 06:55 ssh host rsa_key.pub

ssh-keygen E—MFRET -A, ZETATRIZMBIENER, XFAFRFEENEZRANE
MEZIARBCNER RN, XERAEAMABAXHRE, We=BTO<, NERXLEER

BOIAMIAD, FHETER. UTRAELMFNEER, ARCIE—IE, telE—A

EXENRAER

> sudo rm /etc/ssh/ssh_host*

> sudo ssh-keygen -A

ER LB B XM FRE RN A R AR E REERZAX, F9 ssh-keygen -A Rk
BEH

O ==Z: REEH DSA EA
ssh-keygen -A & DSAZEIH, FF, AANFRE, XMERIPAEZSEEFH. £
OpenSSH 7.0 A= XMEH, {BRTFRME sshd config P, XERHERW
2. AILUBOBIBR DSA 2R,

HEBBRMENZR (FBNE 2357 "RHMEIIEHET ) B, SpReI@HMER, BN
ENUAS IBENZRRNET. ENEFPRKERIBER#ITENIIE, AREEERT!
®o MERNBMBEME—H, URSIETAHR, UTRFISIEHRE RSAF Ed25519 EHZE
i, XEFPREEIRENMABMD, JHicE, MNENBRAREEETOL:

> cd /etc/ssh
> sudo ssh-keygen -b 4096 -f "SSH _HOST RSA 2022 02"
> sudo ssh-keygen -t ed25519 -f "SSH_HOST_ED25519 2022 02"

TR AR A R E .
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23.5 RIRENZH

MARZS 6.8 FFi&, OpenSSH B&—MZiFENZARBAININT B. IRS[BEEARYL
NEHEAIANENZAHCIEIEZE, FiN, EZHACELRE, AEEGHVEALIE

R IANIBER T T OpenSSH 6.8 ZHi, MIREZFFImITEN LM ssh_config A3
StrictHostKeyChecking K&/ yes, MEFim ExHINES, BHENRPAEENR, Hit
ARVFEE, AR, BPSFAME known _hosts XERFEEHMIBRARSS BN TZRA, EHE
1%, HFEESHEH, B SSH EE (FIiNLHnEHn) KM,

M ENRPRIR S RIRE T —MERERRS PINER T ZMEBRN G % HEFimE
ITEEN, REB[BAELEIHERNIIR. TAHEARERN, 28Rt ERRE
REN. HBRAFRREHTERHZWREE, ARERIEEH. EFiH LM known_hosts
X2 BohEH, EEMIEPRIRINHEHRHEMRIBEZESR,
KEINZARREEEIRS I LCIEHZH, HXARSBS28 LM /etc/ssh/sshd config #l
EPI%ER /etc/ssh/ssh config H#{T—LEEH,

B, SIB—PEESIMHER. UTREILIE—R RSA ZEAM—1#HY Ed25519 #3H, X
M EBRE IR MERLIAERAE—NRM, —MERNREEEEACZRRGRE
#Ho FiLE, ENEATEBETAL!

# ssh-keygen -t rsa -f ssh_host_rsa_2022-01 -C "main server"
Generating public/private rsa key pair.
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in ssh host rsa 2022-01
Your public key has been saved in ssh host rsa 2022-01.pub
The key fingerprint is:
SHA256: F1FIF2aq0z7D3mGdsjzHpH/ kjUWZehBN3uG7FM4taAQ main server
The key's randomart image is:

-[RSA 3072]----+

.Eo*.o00 |

-
|

| .B .0.0]|
| 0 . .++|
| . 0 000=|
| S . o0 +*.|
| 0 0.0000 |
| .0 ++00.= |
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| .+=0+0 +

| .00++
+----[SHA256]

# ssh-keygen -t ed25519 -f ssh_host_ed25519 2022-01 -C "main server"

Generating public/private ed25519 key pair.
Enter passphrase (empty for no passphrase):
Enter same passphrase again:

Your identification has been saved in ssh _host ed25519 2022-01
Your public key has been saved in ssh host ed25519 2022-01.pub

The key fingerprint is:

SHA256:2p9K0giXv7WsRnLjwjs4hJ8EFcoX1FWR4nQz6fxnjxg main server

The key's randomart image is:

+--[ED25519 256]--+

.+0 ...O0+

. 0 *

|

|

|

| .. .

| 0. 0S
| . oo.*+

| + ++==,.

| = +00= 0
| . .=+0=

+----[SHA256]

FIRRIE, HAPRRHES.

E o

BHZHABIARME /etc/ssh/sshd config, HEUEFIRBREMERFHNMERHA:

## 0ld keys

HostKey /etc/ssh/ssh host rsa key
HostKey /etc/ssh/ssh host ed25519 key
HostKey /etc/ssh/ssh host ecdsa key

## New replacement keys

HostKey /etc/ssh/ssh host rsa 2022-01
HostKey /etc/ssh/ssh _host ed25519 2022-01

REENR, ABRERBD) sshd:

222

IR ENEZEA | SLES 15 SP4



# systemctl restart sshd.service
EPi%ER /etc/ssh/ssh _config XEHAEESLUTIRE:

UpdateHostKeys ask
StrictHostKeyChecking yes

AR iR SSH 2iERNMINEZ RS 2R, LUZBGRERIRTIR. 3, ARENRE
FR. HEEFRERE, NEFIXMTUTHENRE:

The server has updated its host keys.

These changes were verified by the server's existing trusted key.

Deprecating obsolete hostkey: ED25519
SHA256:V28d3VpHgjsCoVO4RBCZpLo5cOkEs1CZDVdIUnCvqgPI

Deprecating obsolete hostkey:

RSA SHA256:+NR4DVdbsUNsqJPIhISzx+eqD4x/awCCwijZ4a9eP81
Accept updated hostkeys? (yes/no):

BT LUK UpdateHostKeys aski&E R UpdateHostKeys yes LIEGINAEN, FHBGEER
BRESEN, 7, tBFREENHLERIENSELR S,
BEZEER:

e 52341 “BEZFPmMIENMEZRIE"
e http://blog.djm.net.au/2015/02/key-rotation-in-openssh-68.html#

e man 5 ssh_config. man 5 sshd_config

23.6 AHEERSNINUE

AHBASHIWIEERLZE ST ABSHERMARAF KA O<S#ETH M1,
IATFREVETRIAICIEZEFHE DA RSA BAX, ZEAXMNHE IR, FENEHAE, BLR
BFEH ~/.ssh BR MIRZBRFEE, HEIE) , ARCIEMNERAN. NZBAENEIE
—PRBITOL, FRZBETALEANIR2UE:!

> cd ~/.ssh
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> ssh-keygen -C "web serverl" -f id-webl -t rsa -b 4096

ETXR, BN AREZHEHEEERHRTEN. BELTEN LN REE—TAPIKF,
i8id SSH ih1aiZ1t &4

> ssh-copy-id -i id-webl user@webl

AEERERAREAER:

> ssh -1 id-webl user@webl

Enter passphrase for key 'id-webl':

Last login: Sat Jul 11 11:09:53 2022 from 192.168.10.122
Have a lot of fun...

RSN SEREREMAZTHBETOS, MARENAFKFNOS,
EFEAHRASMIIERER, NEEETEN LafLEXME MRS %, HEFAERF
A<SESMIIE (GBSWMI23.1 “sshd.confmfil” ) » MREEERITEN LEKRRELIHEE
B MIIEARAR, NI AER ssh-copy-id EFIFNAHEETE, MAAFEREMAER,
BIINF G EM USB i2IZ%EHIZIEZRFKFH ~/ . ssh /authorized keys Xff, A
FZIARAAX AR, FALEUGREFRIERAXA—FEHIE(]l. TEE Ed25519 AHZARN
NN

ssh-ed25519 AAAAC3NzaCl1ZDI1INTE5AAAAIGtGHg2xn5KF4+0fej09Bv+m
yRt5gc8/VunbTGB6d6+F shared serverl

23.7 TBEITOSAHEZRIAF DK

EXRMEABTOSHAHLRAS ML, QIEZRTRITOSCHFER, ARGERZEITH
LHRIFNEBA—EEREH. XX TFHZAM cron (B EBmURSEER. B2, RIEE
MAEANEMAZRTUBRBMRAENEN SN, FEFEFREZEMFRIFFTETOSLA
EHo

MRAERLTBITOLSE, EoILIKA Keychain, EREBIZEERNIMAEHR. BERKBDH
BmAN@ITO<, AREXRVIZA], Keychain &—HIZEXLEBEITOL,
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23.8 EIZAEENL/FENX11 NARERF

Ee] ARt BN EETRETEET BN LNEF N AR, SRt E s /
etc/ssh/sshd config XA E X11Forwarding Yes. G, HEES - X EWiET
ssh BY, mAItEN LS B&&E DISPLAY &, MAFE X mb#EBig @it SSH EESHE
it Bl LhSh, RIABNB N AT EESIZZS oI X NAER.
MR BEHIEIT—ME R (190 GNOME Mines) LUHITHRENI :

> ssh wilber@sun

Password:

Last login: Tue May 10 11:29:06 2022 from 192.168.163.13
Have a lot of fun...

wilber@sun> gnome-mines

ZRENAREFNEREENAHEN L, RUOREREREAR—F, (5IF, WEERA
RERTMMERE. ) BEFN—FXATENARER, flEE XA &, XRIXHNZNA
2R, MR SSH ZIENRFHT IR,

O ==: x11%%7% Wayland EFEER

X11 ¥ & EE X Windows &4, X2 SLE EMZAEXR, 5 Wayland ERARSS2S
MNTER. X Windows RAIRHEAEMLETHEE, M Wayland AR, SLE RZHF
Wayland,

FRUTHSRTRENARFIZITRZ X F=E Wayland:

> echo $XDG_SESSION TYPE
x11

YNREMBZ Wayland, Mizes< a0 T RFGIFRR:

> echo $XDG_SESSION_TYPE
wayland

systemd 10E AR ZEFERA Lloginct L #{TEIM:

> loginctl show-session "$XDG_SESSION_ID" -p Type
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Type=x11

> loginctl show-session "$XDG_SESSION_ID" -p Type
Type=wayland

239 iE#Ex%

AN - AETRLR ssh-agent SR RIENGIRB R T —ait 8. Xt¥, ErRAIUEAREITR
METEMETRALOS, BailRE: ERQHARALBIRENHETH L ERRFEE. (55
WEE23.67 “AHEASMHIE" TR ARZASHIZIEME. )
AllowAgentForwarding yes & /etc/ssh/sshd_config FHIRRIAIRE. FEEX No
BIEZEBE,

23.10 scp —Z=£EF

scp AR A EHIZITIE T BN HIMPERIX . TR jupiter EBBFZRETF sun EBAF
&, EER USER NAME&host IEEEENAF B, NRREXEHEFIFIHMBRMAEE
BRAFPHNEBR, B sun:DIRECTORY FERIEEIZE R, THIRHIER T W@ 4 M+
BENEFRTEITEN, UkRkAEH.,

> scp ~/MyLetter.tex tux@sun:/tmp @
> scp tux@sun:/tmp/MylLetter.tex ~ @

0 FitENEIZIZTE
@ TREITENEIZAMITEN

O =5 -UEm

£ ssh&n<h, AILIEA - L iEDEEZZEAF (B USER NAMEGhost &) - &
scp P, -UEBATFIRS scp FrfE AR .
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WMAEBNOLRE, scp BEDIEIESE. EERERNE N XHHERMEIRIE, fE
A3 - q & R] LARRRFR A fitho

scp FRHT HEANBRMBIIRHITHEE, B

> scp -r src/ sun:backup/

SRER src W2HRE (BEFAEFER) EHEEHN sun £8Y ~/backup BRH, MR
FERAIEFE, RAzEH0EIEZFER.

-p ISR scp AEEAXHFRIE B, -CRFEXRBRIFEHITELSE. XA USRAREMEDE
FHpEIEE, ERNIEMKEITTEYRAIERNTE,

23.11 sftp — LE&XHEH

23.11.1 fEMA sftp

MREBRSIXHEFRFEMUEIMFERNSIXHE, £A8 sftp ZRGE, SEBER
scp. ERITA—MIINE, HPEES—A5EE FTP SMTRIMRIE <, 1E sftp IR TTAEAN
help FIFREXAI Aap THITIR. sftp FMOIPRETEZHAT,

> sftp sun
Enter passphrase for key '/home/tux/.ssh/id rsa':
Connected to sun.

sftp> help

Available commands:

bye Quit sftp

cd path Change remote directory to 'path'

[...]
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23.11.2 EEXH EHNE

SERE®M FTP iRSSE—1F, BRANNAILUTE, MERLUER put ssRX 4 LHE)IETT
SFTP ARS523BIZIZITEAN. FIABERT, EZZEN LA ERS AT B LAEERY
R, BR-MEBA] LB B EUX R :

1% HE umask
umask F& H 7 | _EFRIB IR RAYT SRS, ©iFn] BUBIEIFR :

[FIEIN PR umask EEAIR
0666 0002 0664
0600 0002 0600
0775 0025 0750

E7% SFTP BRS588 LA umask, iE4miEX S /etc/ssh/sshd_configuration, 1
KL Subsystem sftp FFkBV1T, FHHFRMEEMFIRERN -u S8, Hlu0:

Subsystem sftp /usr/lib/ssh/sftp-server -u 0002

EXIENR
EREENR= @ SFTP LHMFE X HIEHERNIR. FHA -uiBE =R,
5140 600, 644 3§ 755, WNRFEEHEE -mF -u, B2 -u.
B7E SFTP AR5 88 L N EEBIXXH R A 2R, EHRIEXF /etc/ssh/
sshd configuration., $£ZLL Subsystem sftp FFkI1T, HHFMESFREIZEN
-m &, Hian:

Subsystem sftp /usr/lib/ssh/sftp-server -m 600

23.11.3 1®#F SSH %A

B ETRTE /etc/ssh/ FRASAM QAEN DR EMINBIMIE, XEFMALNZAENRE
%, NETELENRAEBRERIBZER.
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23.11.4 {#F ssh-agent

FITARENRSINTIRERN, A NIEIRERA SSH BITO<LSERMM,. ALk, SSHRHE
RItTSH—1TIH ssh-agent, AFEX RIERLXIHRIEHEFRBMAEHR. RAEEHMEDO
HiZEF Ll ssh-agent BRI NEE). BIfVIERY, SIKE—HIFIRLE, ssh. scp
sftp REAXLETEXREHRATENERNARIE, BXAT, FSN ssh-agent FHDL,
ssh-agent Bz&hfE, EEEMHA ssh-add FMECHEH. TRRTERNBTOS, Rt
—RO%GE, BEFEETPNFEATERLLINEGRS, MEREHITEMDRIE.

23.114.1 71EX=IEF(EA ssh-agent

£ SUSE Linux Enterprise Server £, ssh-agent = GNOME EREEBBIBEE, B X
RAEFF IR ERT A ssh-add AAERMENEREE, BERITUTRE:

1. UFrERFPNEMNER, HREXMH ~/ . xinitrc E&6F .
2. NRNFE, BERUBIRR, HM /etc/skel EFIEXMHF:

if [ -f ~/.xinitrc.template ]; then mv ~/.xinitrc.template ~/.xinitrc; \
else cp /etc/skel/.xinitrc.template ~/.xinitrc; fi

3. MREEH TZER, BERUT/VITHRBEBIE IR MR ~/.xinitrc BFE, 18
AN TIT (RHEERATS) o
# if test -S "$SSH_AUTH_SOCK" -a -x "$SSH_ASKPASS"; then

# ssh-add < /dev/null
# fi

4. BEPFEX 2ER, RESRTERA SSHETOS,

23.11.42 7#ERim=i&F{EH ssh-agent

TERHERIER, BFEEFENEE) ssh-agent, A1 ssh-add. FEIARAHL B
B, TERSE—NROEREINTZ LEEIHF Bash Sh<. FE-NRBIEREINTREHN
B, HREEMR,
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> ssh-agent -s /bin/bash
eval $(ssh-agent)

RIBEEGE, 1517 ssh-add UARIERHENER,

23.12 imA¥%

ssh i XETATEEM TCP/IP &, LtINREBHA)y SSH fhiE, ERIMEBNEERERESE
AR TCP EREEMEIS —a1tEN.

FERAU TS AHIEERT jupiter IO 25 (SMTP) WFAEEZEEME sun £AY SMTP %0, 40
SR AP/ SMTP fRS328 R A& SMTP-AUTH ¢ POP-before-SMTP IhgE, Ltan<4551E M.
MERSERERERMEE D] LB FEAHEIXE] “RE" BHFARSS 81 TEEIX,

# ssh -L 25:sun:25 jupiter

B, FRALTH<ENE jupiter EAIFRE POP3 5K (30 110) # %% sun B9 POP3 ixO:
# ssh -L 110:sun:110 jupiter

WA root SRHITXR NS, AAEEERE RN EC, @A @dIA SSH
ERAEMRBFHME, Ak, %908 SMTP 1 POP3 EAIRE N localhost, EREANE

FRYFMBILIR /usr/share/doc/packages/openssh TH OpenSSH G XA higt
TEZER,

23.13 EZER

https://www.openssh.com 2
OpenSSH £ 1T

https://en.wikibooks.org/wiki/OpenSSH 2
OpenSSH Wikibook

man sshd
OpenSSH SFHFRZFRFM T
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man

man

man

man

man

man

man

man

man

man

/usr/share/doc/packages/openssh-common/README.SUSE,
/usr/share/doc/packages/openssh-common/README. FIPS

231

ssh_config
OpenSSH SSH B FiREL & XA 7T

scp,

sftp,

slogin,

ssh,

ssh-add,
ssh-agent,
ssh-copy-id,
ssh-keyconvert,
ssh-keygen,

ssh-keyscan

BTFL2EHIXH (scp. sftp) . AFER (slogin. ssh) MBFEEZHNZH

—HHIS B FA DL,

FE T SUSE A ERIHE; EFBXEIAKERE. BX FIPS AR EF,.
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24 FEIRAIRE G

REFEWKIMERER Linux, ER0RT ) BRZINEEET RIS €GN BRI X 5 A1 S &R
MEXIFRF. Linuxnetfilter EZRRM T —MEIBUHAIENSZE, AT RENER
F. ER iptables (BTFEXMNERNBRARSEM) vILUGHIEHIHL B MEZEO, 8l
/A firewalld REEFFRE firewall-config & & Itk Ed7E2E,

SUSE Linux Enterprise Server 15 GA 5| \7T firewalld fEAFBIZGAIRERS NS, WUHEER
T SuSEfirewall2, SuSEfirewall2 #>&kM SUSE Linux Enterprise Server 15 GA hXpBx, 2
FHRERN—E S, FERINFRLEE. ZEHNEMIBAR SUSE Linux Enterprise Server #
ZAFRMBEXEE firewalld AIKRM SuSEfirewall2 #1TEZHIES.

24.1 R iptables TIEE

ETENBETENEFAT, netfilter M iptables At 30 EMIRMNMZE A RHTT
PLEHILEEZIR (NAT)o EN K 51 N XEXRIFR B 1R 1EIIEEESEF, S TNEEEIE
B, AR SXLEREHITICER, BRI EFERT. £/ iptables o] LIESHIXLE
RINFNNE,

Linux RIZEEIR LI T =13k, 251383828 REThEE:

filter
I REBERZHILIIEMAN, RACTHITEEEX ENSZIENG, Fl, RESILEEE
(ACCEPT) X2¥% & X% (DROP),

nat
LR E M 3G B AV RH AL B trt it PR BRI B R, FRXLEINEEREELTIhEE, X2
NAT B9—4501, BFIEE RN S BEAMEHEER,

mangle

LR ABIN A TR IP AP hEFRIE (WARSER)
XEXRVEZZNATLEBERTRE !

PREROUTING
ISR TAREE A,
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INPUT
IEHEE R T R ERFRNEEIZRIEL

FORWARD
SR T NERFREREANE,

OUTPUT
&R TFMRSEE S & AL,

POSTROUTING
IEHEE A TR thih 6o

El24.1 “iptable: GIHVATEERIE" JBR T MEBERTE RAPEXN A REETHNRRGRE. ATE
FiHEA, EHRRERIEAFENZNHDTIL, BRR ERESMHET T XL,

REBENBERE, RARALEHNENEIREL eth0 ZE0O. HECELER S nangle &N
PREROUTING $%, #A/5%%% nat &RAY PREROUTING 5%, FEEMIFPE CHNEREREIER)
EEMLIREIR, XRRAFZBEEHNTE, T84 mangle # filter &MY INPUT 55, RE
filter RAFIMAREF, BABRLFKABIT.
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PREROUTING

nat
INPUT
mangle - %
FORWARD
FH RGP

filter

OUTPUT

ERER ‘

mangle "

filter

\

POSTROUTING

[E 24.1 : IPTABLE: GIRYATHERRTR
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24.2 KT HIRBVERAIR

H8igOE Linux TR NAT (REgiitseit) 2=, AJRTFR/NE LAN EEE BN, LAN £
NEERFARMUEEERR IP it (BB (EiEiEm) , % 23& “BARMEZAIR" , 5 23.1.2
T WSHERAEE" ) , MEEBKNL, £ANZE IP it BaefBEEE M, LAN
FHBIFARMAL AL N IET L, X IRZTERRHES E5ThkRY, BRSBTS T LANAIE
BMzZiEllMx, HPRNRIBRAEHEN—F: BEBESINKZEOD, BEE— MRS5S
BEEMEENSZ—MEO, EEFRBRISINITREEER, RN, BTSN HEM
MEIEOREREHES LAN EHEEHERER, EAMEPRXE FIERZIRRIEMN-F (40
etho) /3, ENMEILREAEAMME 2 IMNYFRE BAEEIEEIAR X 505 B 280

O == ERTEHIMKEED
EECEMSERY, HRFTE A TN B RKZBEEERE, MAX—mMESH
T A IE R R ER R Lo

MEFTR, RBEREA LAN EINEREBRMMIEL XS, XMEMSLETIEIARKESS. B
B, WSECERAZE, AETEEAXLE, HTFZL2ERERA, RANLEPREAE. BB
©, IBTE /etc/sysctl.conf XHEHFFHRM net.ipv4.ip forward = 1—17, &, &
PLEE YaST It 819, 190, JEF yast routing ip-forwarding on,

ERNEARENAILERRRASE, EXNARBMERLHEHNIaENNERE. NERARRM
RIS RE. BTEHTHUEMR, REBFEARAFIERIE S AEARNBR. BEE
DABEIFIRF X E NIE B H L RE Bttt XA B S A4 HNE R EREN.

R FANGE TR BERIR T 0ER, FRUUMIMNEIRAETEITH SRR ENRER, X
FTXMER, WERPAIBEEANNIN. Lk, FrEBRIRERERRPERIERKT —T
RS, Fr AR &R T A BER T,

RULEMERRE, EERAZSTNARERFDIY, WICQ. cucme. IRC (DCC. CTCP)
FTP (%A PORT ##R) BY, ErIRERBEI—LLinl. Web HI%I28. 0 FTP ZFMITSHAt
RFEMER PASY Bl METIEMMEMS, XMEEHAREH iR,
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24.3 PR AssEAAIR

TR AT IERINKEESIERAGIR, BAESITFERARBRE ZN— MRS, Mg, &
TPMRMINEIR Z U B IE28, ELTIRSIRIBSE AN (NthiY. SHOIFD 1P #itk) SRiTHl
R, XA ERUE] LARIE B At SRI= B R N2 R X BB MR E, FIKH, &RIFxt
Web RRSS28# 1T AR, NEBMITHENNRO. FZ, EdESHAEFEES/EIINE
AR (FIINARLERIXR1Z Web FRSZ2BHE) . 50, BMERTENMLBRBERIT Web IRS
2 LRI CGIRZFMRRT, adiEssNARITENED,
—MEERERNEEEXNNGIREEMARLESRERMER, FlNitadiEssSNBER
MXAIBHITRE, EXMERT, EERSELREAFERRONE, MRFEZAE
NARFEMXNE, MR AIENEMRSHBNETEF iR, MEMENX £, ATLURXH
RIEBM AN REFFERIMERRAEEN. ERREN—NREIREE Squid (—F HTTP A0
FTP LIEARS528) - BEMFEA Squid, AU SIRREEE MBS RIEET,. RIBEEEFRRMIEK
RYMERT HTTP SIEEL FTP X, ERFHHAZIRSREG B AIEM EEXRERE.
T—TEH/NE SUSE Linux Enterprise Server FEMiAIEITERS, B X EMPS AN IEIL
HNEZER, BFRIE Firewall HOWTO (F5A3E&EfSR)  (http://www.tldp.org/HOWTO/
Firewall-HOWTO.html) 2,

244 firewalld

Q i&E: firewalld BXT SuSEfirewall2

SUSE Linux Enterprise Server 15 GA5|\7T firewalld fEAFBIBRIATR 4R ASE, L
HEWXT SuSEfirewall2, SuSEfirewall2 @iz M SUSE Linux Enterprise Server 15 GA
FERR, MREERHFRN—E7, FIRIAFERTREE, WREZEMETF SUSE Linux
Enterprise Server 15 GA fUhRZ<F+4%, SuSEfirewall2 B FRaBEL, HEEHXAFohA
El firewalld (GBBME 2457 “M SuSEfirewall2 i F527 ) o
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firewalld @—1MNFH1EF, TRHIFRSAR iptables N, HigH—1 D-BusEOH
FIREXLEMN, SHEM T m<LiTRAERF firewall-cmd UUINREFAF A& firewall-
config SHXE, BT firewalld E/E8IEITHIRMHBHEXZED, EibERFHEMNA
EFiER iptables MNH#ITERY, B0, &EEIMHRILE,

firewalld SRARMR 2R, TRIHETHBIARESIMHENEE, ERRATRERE
EXEMBEXXE,. S MKIEEEE 50 iptables #IMI%E, S MEEORER—MXIEH
A 5. A LURIEIR IS 2 MERE R E AN X,
FIMFAR—MFENEEER. H0, AHEKEAREE, EALMNEHOEMITEIA
REAIES (EEEBRNHLTEARER) . 5—FAHE, NZXEATRERRINME, X0
FREFATME, UXMHAERFIBXIE, EVEERLEXNAREAEMEMREMER
HAREMFLEIRS

BX firewalld FMFIE X KR EE XHIFMAER, BEREFMIT: http://

www.firewalld.org/documentation/zone/predefined-zones.htmla o

W

@ AR MMEIRKIERIITH
MEZONTISRESERERIERIERXE, FIIERT, SERNXE (FESEA
firewall-cmd --get-default-zone RME) HFRAGEMLEO, WMRKEEN
Hitn{E, FIAXKIEEAHKI,

firewalld & FEEE R ITEAF HERED, FTHEZZERAMENTHNRIUNERE, W0
REXXIEFRRIFENARS, WREIETZEENZINEANEE. Hit, BAENREN
BN EOMIREEHIEKE, UEFRRHRSaIHAE. NFEMKE, BEXRENRS
BRI

firewalld W—1MEEHZZEX D TRIMNFRNEE . BITHEENKALE, ETHEER
XA FIEIRSHIMN, MAABEENRERD firewalld BN ARNERERN, X
#, MAILUAIEERD firewalld BHFEFBIGISEN, HFBERIEHMNESEEREERE R
BT, HEENECEN, FEMECERREMNMEE, 5244327 "sTHEESKA
EE" BNET AR —R.
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EFEAEFAFRE firewall-config #1717 firewalld BCE, 55N 4 (http://
www.firewalld.org/documentation/utilities/firewall-config.html) 2, F—TFNABMMEE
1T EEA firewall-cmd 1TEEM firewalld BfEES

24.4.1 {EF NetworkManager BR &R A 3E

NetworkManager @i i XK firewalld #ITEAREE.
RIEA A TREEN, BEEREROPRIBMEN R, ABEERRAIBXIE FHE,

24.4.2 {EF YaST ECEBAANIE

yast firewalliRRz#f firewalld WEREE., SRMUKIEIZFR. RSEFRIMiEO
AE2R. EARXFFIEEENX iptables N, HIGXIE RN BE XIRER/RTEZFERS s
Ho

2443 11T LECER NS

24431 BRAIBRED

RABRINSLZEHBRA firewalld, EE—1EBEH systemd AR5, FILUET systemctl
Y YaST RS B IR HITAE,

O == aaEREHAE
ZEfG, YaST =HmIEn) firewalld, HEAAEZOGRBERIAN AKX F, MR
ERALEEHAETENRSRBNAER, YaST al@d RS SBEERRAPITIL A IE
FRFT A FgetE O _E B s B 7E Pr A S AR 3T s TR R B AR AN, FLEEARSS 23S IR %Y
EEEERAEATRE, ATFAEEERS MmO,
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24.43.2 ITITHREEESKARE

FNBERT, FrE firewall-cmd s EXIE1TIVECEIZTT. ERILLEER - - permanent
SECRIT KA CE N A 8481, WIRXEM, FRSTMAARLE, MAREIET
REEPRIZENEN. BaiEdd f2RIERRNERRNEE TREEFKARE. EXIN
tLE®, AAESEERNAIETHNEE, HE—VIRETHN AL U THS:

# firewall-cmd --runtime-to-permanent

XA SRETIHMUENKAEE, ERHEMIEFTEE MR EX B ASEFRRBIE
A IEBHECRER G LA M S NERKA B, MREFHEX—=R, RIER, Eha]IREME
RESFE: BFHMNAMEIKARE, AREHRES firewalld MUIEXLEAM A EEIRN,

A Y ﬁ

Q &
SLRET (GIIBARSE) SETEEIAARERS, MXETNBNA T
R MECE P R AR R

ERETNEERRAKAREHMNMEFAEIREER, ATLURAUTHRAEL: B
firewalld s <L{TREIET systemd:

# firewall-cmd --reload

# systemctl reload firewalld

HNEEEL, THETHNRIBENEITHEERTT (WRER) . BEESHATKAR
B, FHTHENEZ,

24433 FEOEIKEIXIE
SRR T RS SRR BN RSP A M4 ED

# firewall-cmd --zone=public --list-interfaces
etho

B4, ErIUEEFEREOEKE T B X

# firewall-cmd --get-zone-of-interface=etho
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public

TSI —MEORIKEENXIH, N etho HFRERIEMXIEE, A --add-
interface T AFEIEA, £ --change-interface NZAIRLEIEAR, EXERSM
HYFIXIgAPERR etho:

# firewall-cmd --zone=internal --add-interface=eth0

# firewall-cmd --zone=internal --change-interface=eth0

EARHFEL - - zone SEAVRERIMENAREBENE1T, a3 r A TFREAIZEIRIA
X1

# firewall-cmd --get-default-zone
dmz
# firewall-cmd --set-default-zone=public

O ==
K EHHEREI IR EAIRIEE R B e A RIAX ISR —3 5. Bl RIAKIHS BN A
KABBEMEITHREEEMSRPTE XERNZE, Y1776 Rz XX RE X (F
FEINXE, USRBINBRRETRZF. Fi, EXMIERT, USB LIAMEOFAE
RO B ahp A el E KR —ER 5
2iETE, FEARTFAAREMNEOR2EREREEONERH. BErgaEaasa
FIHRIEIRAVEC, b, EEMRIELRE, RiFERERKRERIMEREO,

24434 fEMARSS AR

firewalld FERSHIES. ARSHImOMMINAIEX WM. EHLEMSERS (FI50 Web 5¢
ERFFARSSERI0IN) RUIFRA, XEENXEZE EEGH—EK, ERIUERUTHSRINEXTE
XARSHIE B R EARTS:

# firewall-cmd --get-services
[...] dhcp dhcpve dhcpv6-client dns docker-registry [...]
# firewall-cmd --info-service dhcp
dhcp
ports: 67/udp

240 fEep 1T LECERSAIE | SLES 15 SP4



protocols:
source-ports:
modules:

destination:

EFAXLERRSS E X A UBE M EAEXBIMZ TN REE B el el B, TEMSSITRITH
MERXIFH A HTTP Web ARSS281% 0 :

# firewall-cmd --add-service=http --zone=internal

EARKIRPIARS, WHERMNNNEHS - - remove-service, EFRFILUER - -new-
service FHRLEX BEXMIMRS . BXRMNFEHRITIIBRENEZAT, ESW http://
www.firewalld.org/documentation/howto/add-a-service.html @,

NRERBIRRSHT AR NRO, AERUTEZ. XSFTARZBXIEFE TCP ixH 8000:
# firewall-cmd --add-port=8000/tcp --zone=internal

EXbRmO, BEERAXNNGS - -remove-port,

) &7 REHTARSHHO
firewalld Z#¥fER - - timeout SEUGARS Him O T A —ERBRAVEIE], TEFHITIRIE
Mides, SHETERERER, EBRIIHARFTETIEXRAZRSHIHEO. ERITH
FREXIHFPR imap ARSS 5 28, FILURAMA

# firewall-cmd --add-service=imap --zone=internal --timeout=5m

24.4.3.5 BiIERI
firewalld 127 —FhEliE MR IUR RS L3 b FIE SRS BIR AIBEMNFH I TER. BT
FfZF ] LUEE D-Bus OB B AEMN, HEE@EAF B e r] LUIRITIZIR(E
(BURTF PolicyKit ##U) , Flt, BIEERLERE R TTEBFHLIELEER LS, https://
fedoraproject.org/wiki/Features/FirewalldLockdown 2 HIRIT BHXIEXAEAE R,
BESWIR, PBEEXENRHEENT2M, MREHEEARIIIELEEMEIAENR
FhAiE. BAT, 80 http://seclists.org/oss-sec/2017/q3/139 2 HFFR, £ firewalld HSEI)
PERAT A T EREEERETEFRP
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2443.6 ZHIMBEEX iptables #NI

firewalld BEAM ENM netfilter MUABHTESIN, UI7EREMTE (B0
iptables) EE4BAAEMN, BNEIgERER firewalld BRELHIEA L2 M INEE,
MNREFEARM firewalld DHEERAZNEEXPHAERN, h@EImMHAALMEN. BH
IZLBRYA iptables 18%, AJLUER - -direct &0, IEMMMEAGEAR. SEMMRLRIER

IaSH, SITHNERIPDRIZFEFZELS iptables, TERNSFFERN— N BAFEAS
IR RRRAVIEREIRERALI -

# firewall-cmd --direct --add-rule ipv4 filter FORWARD 0 -i eth0 -o ethl \
-p tcp --dport 80 -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT

tk5h, firewalld |FETFNBNEMN, X2—MW EiEE, BTERMMIETE iptables Ml
M, http://www.firewalld.org/documentation/man-pages/firewalld.richlanguage.html 2

EFRETHRNEZNE. TEHRREEFRKBISE RIS IPv4 &:

# firewall-cmd --zone=public --add-rich-rule='rule family="ipv4" \
source address="192.168.2.4" drop'

24.4.3.7 ERH. FHAMER

firewalld HARIKITARIEATIRETERIRAL, CrRHANXERRIIKENERI)
BE, EXTFTARBEFRRIRALE, WANER firewalld, MMERTAKBBFIMHAER
B, FTHEHIURMHTFIA firewalld FHRANEEZEN/LRER:

e B, RBIRE 24271 "KTHIEHEMANIR" PFREA PR,
o BEA IPv4 il (B30, ERZHXEF) , BREUTER.

# firewall-cmd --zone=internal --add-masquerade

o firewalld RAJLIEAKO% L, UTe<$IERO 80 LAYZH TCP EEEAEIR—F
#:

# firewall-cmd --zone=public \
--add-forward-port=port=80:proto=tcp:toport=80:toaddr=192.168.1.10
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24.4.4 15ie]mREh S O BIARSS

HLEERNERSASKIATEXiIROS, MeET portmapper & rpcbind hiliziT. MIL
TFE, EITRERAIE rpcbind,. HEAP—TRS BN, EREFE—FENAMEEO, H
5 rpcbind @RUFEIHROSTAEM, rpcbind XS EEYIFEMMRL, AT, TRERS%
AILAM rpcbind EifZMYERBIMEIRS , UNRENEFEEIRHLREO, MSEEFRLS
ENEFAERE. BRRGIEENKZEERS (NIS; ypserv Al ypbind) UKRMEXH R
45 (NFS) s 3,

Q EE: *F NFSv4
ISHTEI NFSv4 (REBE B TCP 1m0 2049, M FiiYARZs 4.0, AJgeBEREAZ
S# fs.nfs.nfs_callback tcpporti&BAESHO (FEWH24.1 “/etc/
modprobe.d/60-nfs.conf A nfs AZAERWENEAHOKLE" ) o MihiARE 4.1 FF
e, LIEELTEEENE,

BT rpcbind thiXEEmSMER, EfMHAEEENZ RS AIEIARIZEFRE

Mo firewalld AEHAZRIXLRS. NFFoEE, BENE 24441710 “ILEHS
iil” o WIEIh, SUSE Linux Enterprise Server 1287 — 1B FHA, BXFMAER, B
WEE 244427 “fFER firewall-rpcbind-helper BBEE#SKEO” o

24441 FELEFHSIHKHO

— MR TR E R B EEXNERSEENFEREEROS. TRLRIER, FIUE
firewalld FITHEEIRA, RAE—VIRKIEEHT, FANEREOSHERE, BRNS
fEkG E AR SHEAEMIFOSHEAR, B X NISF NFSv3 RS BEEMSIR, ES
W= 24.1 “BSEOLENEE sysconfig T=" , HIFR, EHNIEFR—EEEFMEXLR
O, EABURTFERISCER NIS 8¢ NFS ECE.,

®24.1: #BIKEOECENEE SYSCONFIG B2

X i TER wflE
/etc/sysconfig/nfs MOUNTD_PORT 21001
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XFERR TEH THlE

STATD_PORT 21002
LOCKD_TCPPORT 21003
LOCKD_UDPPORT 21003
RQUOTAD_PORT 21004
/etc/sysconfig/ypbind YPBIND_OPTIONS -p24500
/etc/sysconfig/ypserv YPXFRD_ARGS -p24501
YPSERV_ARGS -p24502
YPPASSWDD_ARGS --port 24503

R RERMRXLERHSHORE XM EEXIRS A BEFEEM. AILUEA rpcinfo -
p A LERHFITEIRHN rpcbind i M. WRMKT, MEPNZR2BRESEENKO.

B NFS BY, BRT NARZTEIREITHMERSEEROUIN, EFELE Linux RiZERE
FANKO, Eh—MNEORZ nfs callback tcpport. XERTF 4.1 #9 NFS thilhiass
FEEMNHEO, &84 fs.nfs.nfs callback tcpport B sysctl TEFEEIHO, N
NFS #H A T/ERESE, L sysctl TRA S ER. Alt, RIFBEARZIERSEREEE
ZiRO. AJLUEA) 24.1 “/etc/modprobe.d/60-nfs.conf A nfs RIZIERAY[EIE LR DA
7 HEReIE— X HREIL B /Y,

1 24.1 : /etc/modprobe.d/60-nfs.conf B nfs PIZIEIRAV BRI OEE

options nfs callback tcpport=21005

BEWHEREN, RERNAFERESISHEN. MRXAEMSZE, BEEFLLME NFS
RS HEFER nfs AIZIER, BERIGERNN NFS BliFEHO, EHE cat /sys/module/
nfs/parameters/callback_tcpport BVt

ERMVIBINEFHSEERN RPCIHO, SIEFHM firewalld RBEXXEEA. i, 1Lt
RS EXFIRFABERAXROSAE, TREMSEEM eI EX Lk OERSERXKIEPHAF AR,
TG 24.2 “FRANFS EXHT firewalld RPC R55H98<" A, X NFS imORERE 7 XH
W%, RAREENTFPENXLEROAH#ITIE,
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f5124.2 1 FRJ NFS EX# firewalld RPC BRSBHIG<S

# firewall-cmd --permanent --new-service=nfs-rpc

# firewall-cmd --permanent --service=nfs-rpc --set-description="NFS related,
statically configured RPC ports"

# add UDP and TCP ports for the given sequence

# for port in 21001 21002 21003 21004; do

firewall-cmd --permanent --service=nfs-rpc --add-port ${port}/udp --add-port

${port}/tcp

done

# the callback port is TCP only

# firewall-cmd --permanent --service=nfs-rpc --add-port 21005/tcp

# show the complete definition of the new custom service
# firewall-cmd --info-service=nfs-rpc --permanent -v
nfs-rpc
summary:
description: NFS and related, statically configured RPC ports
ports: 4711/tcp 21001/udp 21001/tcp 21002/udp 21002/tcp 21003/udp 21003/tcp
21004/udp 21004/tcp
protocols:
source-ports:
modules:
destination:

# reload firewalld to make the new service definition available

# firewall-cmd --reload
# the new service definition can now be used to open the ports for example in

the internal zone

# firewall-cmd --add-service=nfs-rpc --zone=internal

24442 {EF firewall-rpcbind-helper ECEFESIHO

&R LUfEER SUSE BhF T B firewall-rpc-helper.py XfE E—THmAMERSIEOEE
S8, BIfEMA zypper in firewalld-rpcbind-helper R%&iZT E,
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ZIAAFUREANEE L—THRMRSEN. X URREFROEK HIRTF
MBI, X4, 520 firewall-rpc-helper.py --help.

24.5 M SuSEfirewall2 1%

@ FE:. N AutoYaST 8lliZ firewalld &

1BEI (AutoYaST #5m) MY “THAMIEECE” —T5, THREUN{/Y AutoYaST gl
firewalld Bd&.

M SUSE Linux Enterprise Server 12 B{E{rIARSS 1 FHZRE SUSE Linux Enterprise Server 15
SP4 E—I’ SuSEfirewall2 TAEE&, #A{%jzﬁléﬁb)lklu\o TAQKjJ *g, .]H.’uu\ E%EEjJL*z
Z| firewalld, firewalld 8&B8FT#MA susefirewall2-to-firewalld, Zfizs

AIRERTEERITE, trlaek, BAEURT SuSEfirewall2 BEEERE %, ERAIGESEESD
pRLh, EWERT, ERIHRERRN firewalld BEEEHMHIEEE

RANBRERE firewalld NITHE—ERZE LEMTF SuSEfirewall2, EFx2FIH
firewalld B9INRE, EEILUEZRCIEFNEE, MAB=HIRIARE, AIURESEBITAFE
fAliE1AY susefirewall2-to-firewalld fiiZds, AAEASMEHNAFAME KA MEEX,
B2, NREEETEEERSE, NWAIRESHBIE,

—_y—

LZEEHIEIT susefirewall2-to-firewalld:

# zypper in susefirewall2-to-firewalld

# susefirewall2-to-firewalld

INFO: Reading the /etc/sysconfig/SuSEfirewall2 file

INFO: Ensuring all firewall services are in a well-known state.
INFO: This will start/stop/restart firewall services and it's likely
INFO: to cause network disruption.

INFO: If you do not wish for this to happen, please stop the script now!
5...4...3...2...1...Lets do it!

INFO: Stopping firewalld

INFO: Restarting SuSEfirewall2 init

INFO: Restarting SuSEfirewall2
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INFO: DIRECT: Adding direct rule="ipv4 -t filter -A INPUT -p udp -m udp --dport
5353 -m pkttype
--pkt-type multicast -j ACCEPT"
[...]
INFO: Enabling direct rule=ipv6 -t filter -A INPUT -p udp -m udp --dport 546 -j
ACCEPT
INFO: Enabling direct rule=ipv6 -t filter -A INPUT -p udp -m udp --dport 5353 -m
pkttype
--pkt-type multicast -j ACCEPT
INFO: Enable logging for denied packets
INFO: ##H#H#HHH AR AR R
INFO:
INFO: The dry-run has been completed. Please check the above output to ensure
INFO: that everything looks good.
INFO:
INFOQ : #H###H AR AR AR R AR R R R
INFO: Stopping firewalld
INFO: Restarting SuSEfirewall2 init
INFO: Restarting SuSEfirewall2

XeERAERDE, EARFERAEEFHIEINXHULEES:

# susefirewall2-to-firewalld | tee newfirewallrules.txt

ZR AN ST 51T

=-C
IRRER. AN RS HITER, B, BEHRERNRE SR ENNERREFHRN A
ERLLET, XEEIZEYAIMN firewalld BBE, FULIESHIHITED!
-d
BBRE, BEFRILETRIER bug IRE, BSHINORBREBURE R,
-h
tEE.
-q

T, BARIIEHEIR!
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KA. RYBESMHMEEMEES.

246 EZER

/usr/share/doc/packages/firewalld FigfETHX firewalld M EHRHEEM
Hith>x#Y, netfilter 7 iptables BIBAIETT http://www.netfilter.org 2 USMESIRET KE
B X iptables —%{5 R RIS,

248 B %58 | SLES 15 SP4


http://www.netfilter.org

25 PBCE VPN k5528

MS, BEMEZERRE, FEEEEtSEHaIU LR, EHIEMEEETELS
. FIAEMERRM (VPN), EBalUERREMMLES (FIGNEEXMEE Wi-Fi) AReIE
ZeM8, VPN @S ARENARNEN, HATFZMEN, xEESNBUAEER
OpenVPN (https://openvpn.net) 2 @IS L2 HM (WAN) BEEE 0T HAE,

25.1 #ER2BR

ATEXT VPN BRI —EARIE, HAREHR T —EHZ,

25.1.1 AiE

it

7 3=}
BOEME ‘IR REF A BREF iR,

Tap i8&
Tap IREARINAKAMIZE (OSIREFWNE 2 BE, FaLAMm) . Tap &REBATE!
2 W, BT AL IR LA R,

Tun ig&&
Tun EZEEP SN =ML (0S| EEFKE 3EE, FEIPE) . Tunig&ATRE,
CIESEN]R s

p¥iE
I E A

HRMEHHEMTMIE. MNEIARBEE, BEEEFInRESRSH[ILEZEINE
%, BERE=

j] ) 1@&&)( bﬁﬁ";“;%gﬂﬂmo

25.1.2 VPN Bz

LIS E VPN EERY, 1 IP Es@d2eEEih,. BOER LUFER tun 3¢ tap 188,
Ite

% I_J
XEEG R EIANE NI EhIERT, AT SEILAKMMEL IP fi/EavfEa,
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AR =ERERF (B30 OpenVPN) #REILUE B B1E1EE tun 5 tap 188, LURWIRIERA L
X, ZRERTEAUELLEEIRET NE,

RENE VPN EZNRRAREE TS, ATHERNE OpenVPN 46, REHEM VPN 3R
£, OpenVPN AJERMIER FiE1T:

B3t VPN
HRHAEANZENEZBAAR. SIMREFE VPN BS, 4REe1ER. i, &
AFRAFEEMTU (RAFRET) UREXE. BEFWINEHR, NRENNX LSE
Samba fR5528, NetBIOS [ BASEETF, MNREFZE IPv6, Mim L tun iZEHIIXEH
BEARAERIFMIN. E 251 “BBHEI VPN LTI,

LAN 2 (192.168.2.1/24)

eth1

— AR /BR 2R

= eth0

=)
HEN 2 (BFR)
tun0 (192.168.0.2)

EiEE )
VPN [%i8

tun0 (192.168.0.1)
HEN 1 (RS

eth0

SR/ EREE

eth1

LAN 1(192.168.1.1/24)

25.1: &A™ VPN

HitE=l VPN
HEREEFMMRE R, NREFEETLE Samba 3 WINS RS 23091E R T
VPN %5 Windows XHH=, MEINERFHE. EAIE IP Y (FI90 IPX) Sk
ML BN BRF L EEAEIFHER VPN, B2, FHER VPN R HA VPN B
Ko Z—MHBREMBREE TR TIHEERHEELT AR,
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HEW 2 (FFH)

RIRH /B 2R
= eth0

11
tap0 (192.168.100.2/24)

|
I
&s

VPN Rt

tap0 (192.168.100.1/24)

eth0
N/ ER R ES
HEN 1 (RS%)
25.2: HHEXXVPN-FE1
HEM 2 (EPE)
[ ] ARH/BE R3S
= eth0

\
LAN 2 — eth1 tap0 (192.168.100.2/24)

VPN F#
ESES]
LAN 1 — eth1 tap0
k br0 (192.168.100.1/24)

etho

AR /B 2R

HEM 1 (RSEH)

25.3: HHEXX VPN -FE2
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HEN 2 (BFH)

A/ ER R 2R
= eth0
—  »
Ml I

F br0 (192.168.100.2/24)

— eth1 tap0 (192.168.100.2/24)

3
VPN F#} .ﬁE)
LANT eth1 tap0

(55 185) k |
br0 (192.168.100.1/24)

LAN 2
(5 28%)

eth0

RIRH/BRER SR

HEN 1 (RS

25.4: HHEXVPN-AE3

FESEAZENEEEFET, BEN VPN TEHTT IP T #E, mHER VPN TIBTEL

25.2 IE%/U”JITE?R

FETEBNRGIFR, FITECIE—D =X m VPN &, ZnfhREBBRAE— 1 ERinSENRS
23 2Z0B18J% VPN BXiE, RIZER VPN BRSS2IG(ERFAR IP it (HI%0 IP OF SERVER) , &
PUmdGER IP i3k TP OF CLIENT, BMARIEFRAIMILS Ef 1P il pze

=5 XAFMR
TEH BRG], SIEEEERE VPN B, BEELRAENESSE, FY
TEAERIRE T HMAHNRO K

O xR BEXHNEH
77 &K OpenVPN ECESXHAVNIE, FRATEINRENLATHOE:
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* & OpenVPN EBEXHMIEBE R /etc/openvpn H,
o BEEXMHHEZ A MY CONFIGURATION. confo

s MRBEZNMNXHEFRA—EE, BERXEXHREENTFER (B0 /etc/
openvpn/MY CONFIGURATION) H,

25.2.1 FEcE VPN AR558%

EECE VPN IRS528, 1HHITLUUTRE:

i#1225.1 1 VPN RS EAE

1. EHHREZEAE VPN BRSS9 BN LR % openvpn 48,

2. 7E9MEE, Ll root B{3EIE2 VPN HZEA:
# openvpn --genkey --secret /etc/openvpn/secret.key
3. BNERAEHEZ iR
# scp /etc/openvpn/secret.key root@IP OF CLIENT:/etc/openvpn/

4. QIBZEELITHNAR /etc/openvpn/server. conf X1&:

dev tun
ifconfig IP_OF SERVER IP OF CLIENT
secret secret.key

5. BELIEEESLUTARARM /etc/sysconfig/network/ifcfg-tun0 XHIEE tun ig
HicE:

STARTMODE="'manual'
BOOTPROTO="static'
TUNNEL="tun'

TUNNEL SET OWNER='nobody'
TUNNEL SET GROUP='nobody'
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LINK REQUIRED=no
PRE_UP_SCRIPT='systemd:openvpn@server'
PRE_DOWN SCRIPT='systemd:openvpn@service'

openvpn@server R AfEMEITF /etc/openvpn/server. conf B9 OpenVPN AR
SREEXH. BXIFMES, FEN /usr/share/doc/packages/openvpn/
README . SUSE,

6. WIREFEAAE, BB YaST H4TH UDP ixO 1194 (LEHAF > BHiAdE > I1FHY
ARS3) o

7. @I tun IEEILE R up BN OpenVPN RS 28RS :
> sudo wicked ifup tun@

RN SEBRHHINES:

tuno® up

25.2.2 B2E VPN EPFim

BECE VPN B, BHRITUTRE:

i21825.2 . VPN EPiREE

1. &% VPN i+ 841_E %% openvpn B4 E,

2. BIEBESLUITHNAR /etc/openvpn/client. conf:

remote DOMAIN OR PUBLIC IP OF SERVER
dev tun

ifconfig IP OF CLIENT IP OF SERVER
secret secret.key

BEE—THN ST IP OF CLIENT Bt AIRSEBMIEZ AL IP thilt,

3. EIBIEEEUTREM /etc/sysconfig/network/ifcfg-tun0 XEHIEE tun i%
HEE:
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STARTMODE="manual'

BOOTPROTO="static'

TUNNEL="tun'

TUNNEL SET OWNER='nobody'

TUNNEL SET GROUP='nobody"

LINK REQUIRED=no
PRE_UP_SCRIPT='systemd:openvpn@client'
PRE_DOWN SCRIPT='systemd:openvpn@client'

4. MNREFEMPIAE, FIIIE 251 VPN [RSSZHEEE" BPE 6 PFTREBE) YaST FHTFH
UDP i 1194,

5. B4 tun IRFIZRE N up BB OpenVPN BRZ 28RS
> sudo wicked ifup tun0

RN EEREIANER

tuno up

25.2.3 ik VPN ;RIS
OpenVPN p¢ThEaNfE, AU Ta<MR tun IRE&RYRT M :

ip addr show tun@

EIRG VPN EE, BERFIRNRSSBIHER ping RAECIESHEERE, MEFIF ping
RSZ28:

ping -I tun@ IP OF SERVER
MBRSS 2% ping & i

ping -I tun@ IP OF CLIENT
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25.3 ERIEFRMANIMIKE VPN fkSSes

5252 7 FRRAIBTFII, ERTATFEEIF. ATiRENANE—I RN AIFZSNEE
B9 VPN ARS328. LSRR RHEARMEHM (PKI) 5Thlo PKI LA FAMHERL: ARSSBMEN
BEPIHN—HAHRZAMMAER, UR—TARAS N RSF[IEBNE A HIEREZBGIES
IR MK (CA)o

g E B RUTERLSE:

1. £253.1% “GIEIrH”
2. 525327 “BdE VPN fRSS28”

3. 35253371 “BEE VPN EFIR

25.3.1 RIS

ERILAEEIL VPN B2 81, BFP ARG FBIEBHITE NI, HE3fH, RSB[{HHAXS
BRI B#HTEMINIE, L3R AEESH8IE,

SUSE Linux Enterprise Server A58 H, UTRBRIGEESESZT—TRALEIET CA
IER. IRSI[J/IEPIEFIHIER,

RS EBIEBFERA PEM &3, RMZBNZATRA PEM 183, 1§ PEM kA& 1% VPN
fRs528 EAY /etc/openvpn/server crt.pemH, KRIMZFEhRAERE /etc/openvpn/
server key.pem i,

BEFIRERFRA PKCS12 (Bi%) & PEM &, PKCS12 MARIERFEEES CAHE, HE
FESHIE] /etc/openvpn/CLIENT.pl2 A, MIREFEEE CA M PEM BAFFimIEH,
BEEEH|F /etc/openvpn/CLIENT . pem F, fIREEE PEM IEB R EIRZ P HIEH
(*.ca). BFIHZIA (*.key) M CAIEHR (*.ca), BEBEXEXGHEFHEENEFHE LM /etc/
openvpn/ #,

CAIEPHERFIRSZSBNENZFFIH LM /etc/openvpn/vpn_ca.pem H,
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O == HaEPHITESD
NREERRZFIRIEBSEIRFFIRIES. ERIRZHAM CAILES, EETHENER
i EBY OpenVPN EEE XM HiRIHABNAIX4E (BSIM25.1 “VPN IRZ528iE X
®"” ) o

25.3.2 EdE VPN ARS528

¥ /usr/share/doc/packages/openvpn/sample-config-files/server.conf £l
Zl| /etc/openvpn/ RLUEABREXHHNEM. ABRIEEENEHITEE N

f5 25.1 : VPN FRSZ2EE Xt

# /etc/openvpn/server.conf
port 1194 @
proto udp @
dev tun® ©

# Security @

ca vpn ca.pem
cert server crt.pem

key server key.pem

# ns-cert-type server
remote-cert-tls client @
dh  server/dh2048.pem @

server 192.168.1.0 255.255.255.0 @
ifconfig-pool-persist /var/run/openvpn/ipp.txt @

# Privileges ©
user nobody

group nobody

# Other configuration
keepalive 10 120
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comp-1zo

persist-key

persist-tun

# status /var/log/openvpn-status.tun@.log @D
# log-append /var/log/openvpn-server.log B3

verb 4

@ OpenVPN &5 TCP/UDP im . TEEMAERIIFZmE, BFRESNE 245 8
IAIBA A" o VPN BOARAELRCO /9 1194, EEEE T LUSISERIFAE,

® 1Y UDP 5§ TCP,
© TunitapigdE. ARREMNER, BESNE 2511710 "RNiE o
O TEMITESIRIRS2E CAIEP (ca). 1R CAZEH (cert) MRS [BFILBEZEA (key) BIAES
WA ERR, XETRES 25.3.1 7 “QIEIER" PEKDN.
O ZERET RFC3280 TLS MNERA EXNZHAMNT BEHRAANFIERES,
O Diffie-Hellman &%, FRU TSB!
openssl dhparam -out /etc/openvpn/dh2048.pem 2048
@ EMHEVPNFM, TLH@EE 192.168.1. 1A% ARS 28,

0O HTATEXHHIEREF mMAEEM IP titayist, HRSSIXAURE G (EERB5E)
&) REXLARTIEIRAY IP #3EBY1RE Ao

0 HTZ2FEEA, BELUBREKFINIETT OpenVPN STHP1ER. Alt, BieENEREAMBR
nobody.

ZNECEIRIN — 152 I RBIEE X /usr/share/doc/packages/openvpn/
sample-config-files FAYFRR,

@ ERILAT R EERITHIENEERESEH ( “BRIERSEMRE ) BASRHXH. 2K
INR= B A I,
FrEREREEANERLET journalctl ERMARFHER, MREELZNEEXHE (I
m, —MEREFER, —MEIERER) , BINENEXHBFERIGER. XL
RRINEEREX M, TEAGIP, KEZE tund (BXE devis?) —EEN O,

FRINBRT, BHEEERE A syslog,. EEHFSFRAUETIIITN. EXMERT, FiE
HEYE AN /var/log/openvpn-server.log, AESICAE logrotate RS, BXE

%75, 2 man 8 logrotate,
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SERILECE S, BILE /var/log/openvpn.log F&%& OpenVPN IRSBMWASHEE, BN
BoitticEfE, REN=ER:

. Initialization Sequence Completed

MRAKRBEUHER, BFARERS, BEHPERSEEARTEL TREXHFRHEIR.

25.3.3 ECE VPN EFin

¥ /usr/share/doc/packages/openvpn/sample-config-files/client.conf E%l
2l /etc/openvpn/ FLUENEEXHHEM,. ARRBEREENEH#ITEE N

f5125.2 : VPN EFmECE X 4+

# /etc/openvpn/client.conf
client @

dev tun @

proto udp ©

remote IP OR HOST NAME 1194 @
resolv-retry infinite

nobind

remote-cert-tls server @

# Privileges O

user nobody

group nobody

# Try to preserve some state across restarts.
persist-key

persist-tun

# Security @
pkcsl2 clientl.pl2

comp-lzo @

0 EELHEIREF iR,
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MRS E. B iRMARS SRS AERERIEE.

hile ERSRS R LERNIZE.,

XEBEFIHRN— MR, WREFImEEZNENEEERNRS 2.

BR G IP OR HOST NAME #i#79 VPN BRSS2:RVAERN =M R Y IP sk, FNBREE
R TIRSHHEO, ERILUREBARE VPN IRS8BH9%1T remote W, B RTANRE
A[E VPN AR5 88 2 BT S B 1o

0 HTZRLRE, BURENEEIGEIT OpenVPN SHFI2FE, Altt, 1BEENFERLANBF
nobody.

BERFPEXYS. ETFLRELFER, BASMEFIHEMER XXX,

FRES. BRERS R EUBERTESEN, TERLSH

© ® ® 0O

®© 9

25.4 f£F YaST i& & VPN fRSZ28 0K F s

XA LAERR YaST RI&E VPN ARSS2%, 1B YaST #EIRAZHE OpenVPN, #MRMHRT IPsec thiY
BIZHF (TEERY StrongSwan H5LHL) . 5 OpenVPN —#%, IPsec 2 %M VPN &1,

i$#2 25.3 : i2E IPSEC fRs32%
1. ZE5) YaST VPN #R1R, EEFRLN AIERF > VPN BXA1E F i,
2. TEREET, EPBSA VPN FHRER,
3. EQIET VPN, BREHE VPN, ARBNEREZT,
4, EEETF, EENX (RS2 o
5. ARERGZE:
o FRAMHAZEEANZ2@EANERIE BN Z2ETNARRES Linux EFRHIZE,

o FE{H Android. i0S. MacOS X B FixYiARIN A RIRE I ChRASHY
Android. i0S # macOS RESHEFMNECE, WARUERAMMBRZMNOSE MR
IR FIHZE 2RI E AR,

o f2f Windows 7. Windows 8 & F i1/ a4V A 22 Windows #1 BlackBerry i&&
REZFNEE, WARUERMMARZMNO<LSMIIEAIERHIRENEt.
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. BIEERN, BRORESNRIL &

tp
@
=

MFATRA, EEREEAIEZEANE
&

TREH, ARBNIEER, BEHEHITH
o

. ERELTHER VPN ZERIRIFIEN TIERES Ll&ﬁ[lﬂf‘ﬁ%] VPN REBYIARIRIR, &

NBEYER IPSEE, BEAIRER CIDR LA CIDR &5 E X LESEEFH LUE S 7768,
Bx CIDRERAIEAMEE, ES W https://en.wikipedia.org/wiki/Classless_Inter-
Domain_Routing <,

. EEFIRHHILIEHT, 8 VPN MAEER P it ftay 1P tikagigzlo
. BRRIZIRE, BRERTE. W, YaST VPN ERBohRMNFAF BB AEIN, LU

W& P ImEEEIH VPN.
BEEERRTS, BEBENWINEOFREE. AL, EREEIX VPN BT
systemctl status ERV%IL, HAITEHPKRE VPN EREAEEITEEEBREE.

255 BEER
A% VPN l— AR, B

261

e https://openvpn.net#: OpenVPN FE 1
* man openvpn

e /usr/share/doc/packages/openvpn/sample-config-files/: REH RIS
[=preE

e /usr/src/linux/Documentation/networking/tuntap.txt, BF&%E

kernel-source #i{48,
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26 {FF XCA. X IEPNZRIAEIESEIE PKI

RFEIBRT, £ openssl SLAREFREEE S AHRZRIARMEN (PKI)o X TR
YMERBEIR TEMEIER, SUSE Linux Enterprise Server 15 SP4 1217 XCA, BD X
WEPMZIAEE TR (http://hohnstaedt.de/xca 7)o

XCA FIGIZFNEIE X.509 IEF. IEFHIEK. RSA. DSAF ECAAAZEA. BaeRUK
IEF MY (CRL)e XCA 2 AEIRMLIZFMEE B SRIERMANM (CA) FRrFEr—
13255, XCA BERRATERIERIIERIAIBE X &R, NEFNEERIRE.

26.1 ZZE XCA
XCA B xca e et

> sudo zypper in xca

26.2 @IEFh PKI

XCA RFr e MEZIEEEFELUREF. JEERMER XCA IZH PKI Y, B e dic
> TR B — R (26,1 "GUEST XCAZIEE" ) -
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X Certificate and Key management x

i EtTH &
SRR Ctrl+N
SRR ctr+0 | R
TR SRR
RITITITREGER ... »
WEREINEUERE
&= »
BH Ctrl+Q

L

ﬁ MM'; ?&h’/'

26.1 . RUEFF XCA $URRE

26.2.1 GIEFHHIR CA
T B BN IR AR CA,
1. BEIEHETE.

2. BEHRIEBR,

3. BEHFRDR, EEAREBRFNEBIVERT, ¥ [FOA] CARIR, ARBEEET
Fo

4. BETEER R, SIB—IRIZTATERBITIRIER CA ((XFE XCARER) -
BEHFIZEDPNFER. ERAERERIEAEMTRE WNRER -

5. EALAEATHYIRPEFREHNERLAER (WMRE) , HEER—NHER.
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6. BT BRIk, RIEFERETAES. BOANESEER 10 &£, IEBHRHEIIRS L
R AMARNERN—E9. &FAFREIERER—MEA URL, flilhttp://
www.example.com/crl/crl.der, TRifE, BEHEEEH.

26.2.2 GIEESZBIENIUED
T R R EEBMARA R M ENIES.
1. BHEBHEINE, RESEHEIHRE,

2. TERIEI £ _EiESF [BA] TLS server, AGBRE SN AR, XESET B, ZHA
iE=H Netscape EDRHFNENIE, EERAE7, EFEEE 26.2.1 7 “BIERIE
CA” HhelZAIER,

3. BEFHRRTE, IB—NETE XCA FETHAIZIR. BRFERENZHR
TERENEEZ, AFESHHIZHDPNFEE, MFEVIES, BERYUM
AP RERR FQDN, LtEFRRIUZ EVRIRERMR, BRI LIERIE. Bl
a1, YNR jupiter.example.com Z2&HY Web fR$S28, FEEEE DNS CNAME IR
www.example.com, B4, EWIFEILIER www.example.com {E/IEFHFRY
commonName B, WMREEFEHIFIEPRINEREMARERS, FFERTHRAEM R
m” &5, EEFIENAESR, HER—TMHEH.

4, BEY EEBR, AINEESEERN 15, MREERTIHIRE, BRENVARHE,

5. BIEEIEPRETIRAE, RIEBNUESNTNEE—1, XCALLPEM 3 DER XS
H CRL HERIMABNAIGER, FEILTEIESR URL BN EEEIX =, fli0, #EF http://
www.example.com/crl/crl.der X#8 URL, £ CRL 34 =179, BE4RIERH.
BANEH URI, AFREHRM. BEHIIEML .

BEHHEERH,

26.2.3 MIHIUET
1. BEHEHETE,
2. ARBLEBRHEWIES, REREEH,
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3. AREHNEERHEBEZRR CAIEH, S CA> £ CRL,
FEEIEE CRL MEHEA R T E o

4, FEEOPRERETIFRET R, AREENINER CRLHEES H, EEFEFAFEAEI
(140 DER) , ARB&HHE
R ey CRL EFRIEIFRMULIEFHEY CRL 70 %2 = RRHHIE,
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27 £ sysctl TERENZLEN

Sysctl (R#eiEH]) TELFIFLELIMBERFAREAMN (FI0 Linux MLLHERK) BIITRRNRZ
S8 AJLTE proc XHFRGR /proc/sys REHRXESE, AJLUBIRHMES ASBHIXH
KERBENTEAREH. BE, XEEFXFZRHARE, MEARARESIREER. AHlt,
FATRIWIE sysctl B EXHHEEFIAEN, UEESRBHRSNNAXEEN,

TEAER, FNBEE—LEALUE Linux RE2DIEEHNINBZEXTE, RIEESFEMRAER
HigB I, A EHRETSNNEEAREE. AJUER sysctl KABFRELRIK
Bf{E, TR

> /sbin/sysctl net.ipv4.conf.all.rp filter
net.ipv4.conf.all.rp filter = 2

EWVAUTIEE, BIBEREXY /etc/sysctl.d/. ZXHEELL . conf FEER, F0/
etc/sysctl.d/network.conf, BX4T, iEE man 5 sysctl.d,

RIEERIMEANRE A T FIRPHIEE,

® # the default setting for this is 2 (loose mode)
net.ipv4.conf.default.rp filter =1
net.ipv4.conf.all.rp filter =1

g BB AMEIRINE IPv4 RABRZTIER. SHREMEAN IP 2ESnL@Edzite
O A, MRAFRIERBHRFLDESERIAENELED, WEFXEN, %
IRE R AR IERLESERIEY P HRIR I, 90, D IUEL4ARSS (DDoS) K.

® # the default setting for this should already be 0

net.ipv4.conf.default.accept source route = 0
net.ipv4.conf.all.accept source route = 0

GBS AERE IPv4 GRKFIRE T SSR AT E, EHREREBNERETEL,
g ERTLBALE IP BEER, BEEMEIMGAEENEN, SNWETEEEEZX,

® # the default setting for this should already be 1
net.ipv4.tcp syncookies =1
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267

B IPv4 §1 1Pv6 ;5 A8 TCP SYN Cookie fR1F. XFLARR T TCP thiR5IBV EIELARSS
Wi, XMRIPRL CPUSER—NIVINEL, EEFTFREREESHNEFERR, FiF
MHEE—INEREE, REEXELTEUEMANIERES TCP EEZR A RIEER. %
MHIRTZLBM TCP 1Y, FLLEFRLE TCP MR RS MM A, BRAER
ASHNBER T ReEFHMERE, XEFEXNGZERN TCP SHHM TCP ELRSZKE
HITX . MREFIT RS LR TCP ERAHRE, BAIKEAIEERHKR.

# default is 128
net.ipv4.tcp max syn backlog = 4096

TCP SYN backlog X T HEBAZ 15t — 5 AN BRY SYN 3k, —EiBIBATIRE], MaEE
FREFBEN SYN €, FHETEREIA TCP ERE (5F SYN Cookie (RIFETAN) - 1E
AUER ABEF X TCP SYN SZ R ERIRIF,

# the default setting for this should already be 1

net.ipv4.icmp echo ignore broadcasts =1
BILUE ICMP [BINIEK (ping) &IXE IPv4 [ iEtitl, LIRS RIIE EA/IP tthit,

SETEMERPHIT ICMP 5Z#, IISESSEWRHER B AIEE I #EutAY ICMP BN
128

# the default setting for this should already be 1
net.ipv4.icmp _ignore bogus error_responses = 1

IS E R LB SRR B TR BN Y AL B IRE SR A EX . BXIFHAE

B, 158 RFC 1122 Requirements for Internet Hosts -- Communication Layers
Section 3.2.2 (https://datatracker.ietf.org/doc/html/rfc1122#section-3.2.2) @ (RFC
1122: “EERENEX --BHE" 1% 3.2271) o

# default should already be 0

net.ipv4.conf.default.accept redirects = 0
net.ipv4.conf.all.accept redirects = 0
net.ipv6.conf.default.accept redirects = 0

net.ipv6.conf.all.accept redirects = 0

PRAER ICMPEEMHR. XEHEBBERMXAIE, EERENEIERIMRMLESHY
BIFiEH. W& AR nAXEEERRAEHE AR .

| SLES 15 SP4


https://datatracker.ietf.org/doc/html/rfc1122#section-3.2.2
https://datatracker.ietf.org/doc/html/rfc1122#section-3.2.2

net.ipvé4.conf.default.secure redirects = 0
net.ipv4.conf.all.secure redirects = 0

FEER 2" ICMPEER CRERBLEFIAFRINMXIMK) NEZERFIRLD. BRIE
SV E, TNERLAE.

® net.ipv4.conf.default.send redirects = 0

net.ipv4.conf.all.send redirects = 0

TRANAL IPv4ICMP EEM, FRIFERHEMALS.

® # default should already be 0
net.ipv4.ip forward = 0
net.ipv6.conf.all.forwarding = 0
net.ipv6.conf.default.forwarding = 0

BNERLBRBNRFLEA IP A,
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31
32
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AppArmor f&7T 270

A 272

EiEFRE 277

FREXHAMMIEE 286

AppArmor EEEXHEHFIR 318

M YaST 192 BB EX M 319
MEsLITIERREX 4 329
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28 AppArmor &7

FEReRARAEHEFPNER=EN, EHEFRERREERERBENENGETT
o MRZEFPEEN bug SBEHERSE 7 LN, NZEFGRAEHE.
AppArmor® B—ENHAERZEBALER, T IBTHNISIEFNARIESl, AppArmor
AFEERBIAALEREXGRIEEEFUTRITIENS,. T2REXHEEZF N
XU AT HRATHIRERN TR, AppArmor RMRFIEAFE, ME RS A EN AEFFREF
R{FfTH, MRENAEFNZS, FLEESURIERMNNRREEREENMA, Shaefibh
Ko

28.1 AppArmor B4

AppArmor L TER AR :

o EH Linux* AT AppArmor BREX 4 E, HREFREEIHIRIANX M.

o HITHIMINAIERFER (40 DNS ERAMAF FHIIE) FrFERY AppArmor EEEXXHE
ik (EEEXHWEER) E

° BFFARMIEIR AppArmor EEXHNTREEN, AR UNREEE X H#HITERLL
ENEHNEER, EURNEE AN B E XN AEFSIZHBIEENX .

o ETFEIHIERNNARER, XENAIERFZEF AppArmor, BESET IR FHIZIR
LR EAREM, HPEHE Apache,

* AppArmor HEXBIRIZCREHIXEXRVIZHIRD AN, FF1E SUSE® Linux Enterprise Server &
4; FAR%ISSHE AppArmor SEBR,

28.2 B AppArmor ECEXHHENERER

BX AppArmor WRIFMEZ2MEMNFAESR, BSILTHER:
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SubDomain: Parsimonious Server Security, {E&: Crispin Cowan, Steve

Beattie. Greg Kroah-Hartman. Calton Pu. Perry Wagle #1 Virgil Gligor
48 AppArmor BI¥IIAIRIT AR, 7E 2000 £ 12 B1ERR 3 S il F /R R B FF Y
USENIX LISA =i ERiEl AR, IEXERE RIS, NRIIEEMINEES &HTHY AppArmor
FmAE. XEXAITAF THRERAIR, TaeRERARE,

Defcon Capture the Flag: Defending Vulnerable Code from Intense Attack, {E&:

Crispin Cowan. Seth Arnold. Steve Beattie. Chris Wright 1 John Viega
ERIFRVEBRFN LA _ERY AppArmor (EAHES, PIUAEEBNEEIRAZRIET B AR R ERY
LA, 2003 £ 4 BEERRERZ FF DARPA Information Survivability Conference and
Expo (DISCEX 1) &1V #Aia] ki

AppArmor for Geeks, {E#&: Seth Arnold
S B AR 1LIRE Tt T 2 AppArmor BIE AR T, https://en.opensuse.org/
SDB:AppArmor_geeks 7 1R T IZXXHY,
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29 AI']

BIFRERUTE, UMENTERS EMINEFE AppArmor iF AR :

1. BAEBMEREXHNNARER. BXFARES, BE0NFE 2037 "EEENEIEX
TN ABRER -

2. RIEF 2947 "WENEHREEXH PNEERRBMWERENEENM. REERHA
ERNERERECE S

3. BHEMBEAETUHELTEXN AppArmor HIRETRIERNELLEMHEHRNY, 58
MIENEEX . BXIFARES, BN £2957T "EMENEENH .

29.1 %& AppArmor

EEARER SUSE® Linux Enterprise Server -, FTieRETHLEREE, RINBSREHE
17 AppArmor, AppArmor NREIHEEXLFIFE FTEIIHIRGE

® apparmor-docs

® apparmor-parser

e apparmor-profiles
e apparmor-utils

* audit

e libapparmorl

e perl-libapparmor

* yast2-apparmor

0O #F
MRIEHRF _ERLZEE AppArmor, R apparmor G EURETERN
AppArmor. AR YaST MG EERRHAITRE, HEEMSITLER Zypper:

> sudo zypper in -t pattern apparmor
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29.2 ERTIZEA AppArmor

EEALEHZER SUSE Linux Enterprise Server £, BRIAZRSIE AppArmor ELE HiEiTIR
o AILLEE A R AppArmor BYIRE

fi£F YaST IRSS & 1223
BIE RS | SR TRIBI A F 5 R AFRECGRING | SR 4K RS A AppArmor, &
5| SEHE N RS E L

£/ AppArmor BEEHE O
B LAERS YaST AppArmor $=HIER X F3FTH AppArmor, UTEEITHRHNRS ETRE
KB, FEEHIERPPIRITHESFEINE A, TFERai% AppArmor ELESE5hE
%, HERRS|ISFIPERIRMENS|SHIZ,

EBI MRS 5| SEFHITRIMI A E SR EER AppArmor SKARHER, ERITUUTIRE:
1. F5hYaST,
2. ERRY > RS EER,

3. ERSBYIFRAPESE apparmor FRIEMNITIEIEH, REEBONTFRPBEERH/2
Fo 1E apparmor (THRECEHERETEERNEZEA,

4, BHHERITHIA

AppArmor EE5 | SHARYIANK, HAIRFIEEDIRES, BREERREBR. €A YasT ik
SEEETAENBRARSVIRESREARSEM,

A “AppArmor BEEE” BOEEITHHNRS LU AppArmor BURES. NAXLEERHES|
SRAE, XLEBFREEM. B AppArmor BPRE, BHRITUUTIRE:

1. EEjJYaST, iﬁ?%App/—\rmor@E%, %EEIEDEPEE-IQ%O

2. %A= AppArmor LUS R AppArmor, SREGHEERIZETEE A AppArmor.

3. B AppArmor BELEB ORI
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29.3 EREMEREXFRNERER

EBREFRIFEENEERETSRIRENER, ERFNLFEITHEFEREENX
fER IR 7R R E & AT RER RIETE ©

PRAIE

Web N BiERF
Cron 1B\

B R 2 L RN iE D iETH BB B E X HRFTRE, 1E1EN root BT
aa-unconfined,

f5129.1 : AA-UNCONFINED pgytaith

19848 /usr/sbin/cupsd not confined

19887 /usr/sbin/sshd not confined

19947 /usr/lib/postfix/master not confined

1328 /usr/sbin/smbd confined by '/usr/sbin/smbd (enforce)'

EBIFFRFA not confined NEMHIZEE A REREEFINEE X RETTIRS, nE
confined by BI#HFIZESZ AppArmor R,

O =7 B8
BXRNEAREMREREEXGNERNARENFAGER, BERE 30270 "HEZE
HeEgHER

29.4 MENECAECE X HF

SUSE Linux Enterprise Server £ AppArmor FEMi T B EMEEEXGHE, BTREENN
R/, ItHh, ErIfER AppArmor R AR AEF LIRS B SHNEREX .

BIEREXHERMA . —MEEMA YaST AppArmor RFIRERER iR, B—HEER
AppArmor EF B BIRMIGLITIR. EBEHIR, YaST {X#F AppArmor FEE X fFHIE S
Ihee, Men<iT TAAILEUEMRNIIANENR/FREEX M
NEMAREFRITUTSRUCEEE .
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1. U root H19i51T aa-genprof PROGRAM NAME, it AppArmor QN RIEFEIE X4
R K EFCER,
17
BEIEIT YaST » ZLeF AP > AppArmor BRE > FElANEE X G HIEE BEWEIREXH
I 2T, REIBZEREESXHHIILES.
ASRNEFNERREXHNRBHEEETEIERN, XEKE, ERIEREEETH
THRERFNENER, EERERSMNIEFHITIRS,

2. BTN AEFBFRERIE, ik AppArmor T2 T BERFNENED.

3. 7 aa-genprof BHEN s , LUELL AppArmor SHR7ES I 2 hAE A H E XX
AppArmor HEEREFIETHHENERNAE, AEBERENEMERNEMHLEILIRIN
fRo BTN HITIZE N B,

4, KIENAREFNERY, AJRRMMES D E IMPE 3. REINLMAER, EREIFZFGTH
TRAEFALETAFNASES. EEMRRTINAEFIIERNTETCE, ErsEum
KEBE IR,

5. 5EfX aa-genprof /5, EHEEXHENZENEGTIE. RASNAZEEXH, ™
AppArmor FIRIEIZACE X4 PR HIN B2~
NRENARFNMEEREX G TFITIFEN, MtV ARZFE5) aa-genprof B, Lt
FEEXGTREHIEFIARENEATFEIRT. BEXERREXHRIANESER,
BENE 347327 “aa-complain — FNFIFHEIRL” M5 34.7.3.6 T “aa-
enforce — HNBRHIEIL"

FRERFNNAEFRITAENE —TES, LUIILENEEEXHIEE. EEBERT, 2R
HINN BREFRIRFETT, EREFTSR5E AppArmor &5, B2, MRETEIINBER
MELITHERE, BRERFZEREUEE AppArmor N ARRFHIRFIZEE T T =K. RIEER
F_EARERBENS], TMUTILNMIEE AppArmor BED:

/var/log/audit/audit. log

8 journalctl | grep -i apparmor

< dmesg -T

ERRBEEXMS, AHRE 34.7.3.97 “aa-logprof — AL HE" FidEBE RSN AR
FHEXNAEERS. RBRER, BEHRERRNR RS,
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O =7 Bze8
BXEEXHMENBRNESZER, BERE 31 = "IEHAMHHNE
E . B33E “FR YaSTHEMEBRREENXH MFE 34 E “MpPTHREEENX
% .

29.5 EMREAECENX M

RUEMARILERMEENEIRITMEN. FAlLL, SIEEREAEHAX AppArmor NEEE X H1%
BRIT—EMNHIA. AppArmor 2I0E RS HEUERREGISE M AppArmor E, HIE
TREBAB N AR R E X . FEEMEE X4 ENEENNERINARERITAYET aa-
logprof fifiRk, BXEZER, BBNE 347397 “aa-logprof — HIERZHE"
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30 EREFRE

ERVERUIHTBENRSE, EREERTARSENNEFRERERE, AERAERIFEFNE
2, FIA AppArmor, EBRENIMEFBEETRE THEFWRERE XY, XIRAMELD T3
K BENFIRHRITHIEE, AppArmor BB 14 el sahl SR IR R IZEF (XU TAT PR E 12 1E.
AppArmor IRIEN R IRAT URIPRBRER, RTHEGN BTG RIX K, L%
AppArmor. & AppArmor EEEXHHES|ISiHENGE, BHNRKNTNRBRSE, BNE
B AEFIIT AppArmor Z2%HKBK, A AppArmor (RIFIERFRIEIEFF N RE.
BERBCREXIPLEASZIRENNAER, HACNERBREX S, Xi¥F, RHERE
LI AT EEFILEIR AppArmor BB X5, UIKISMT AppArmor RS THEEIC RAVEMSRES
EMHFE.

R RiZR5ERE AppArmor HiE1T. B “BER” 517, EREMAFRRXER

Eo AppArmor AT EREISRLEA RV, SR AREFHNRELENEE AT AppArmor
BeEX Ao ER AppArmor fELIE, BIESFEEREINBARERFNEE XS,

AppArmor B3I — BN B ELE X E LURIPATEDR Linux RS . BRIPEMNERRE
FF, EER AppArmor TEAZERIFHWNAEFCIREEEX 4. AENAFEFRBENE
KRR, NRESHEIFHEMERE AppArmor BEEXHHNES, BRINE 31 & “EHA
HFIEER” « $533F “FHYaSTMENEBREXH HEME “MHSTHEREEX
%

AppArmor SIEEEMEF A LUEE. 5 ANMAITHLES H, URAIFIHRIMERDT, M
HMEARSREMAIARITH, XBRTENEFRIWITENNIZNITHRE, MAsH
THIRME, AppArmor SXEFHITIOR, UM LERFHEMER D RNZRHZIRIT,
AppArmor @—E N NEBHEZEFIFIEIEEIS R, MET, HREHARMAR A0, B
HEMNZBHNAENDHEZRAMTEN, AT, MANKZRSBAZSAATFAFLER, R
ENRAFRHEMWERS (5190 Web, #BfF. XHFMITENARSEZ) o AppArmor 45T ML
IRSMEHERERIFEHEITIES, UBBENEREIKE.

() #=R: AppArmor B SREE
EFERNMELE TH#E AppArmor REEGEHNESEMEE, B8RE 2827 “Ex
AppArmor BEBEXHHENERER” -
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30.1 AppArmor HEZEE T

AR EETT AppArmor B “BJE” (W% YaST REZT) FrALEMERAERIR,
AppArmor EEEX 4 B & BRETA A RS RMNAN A X 4, BXFHANSEREXY, 5SS
WE 3115 “9fE AppArmor EEE X" o AppArmor BIFEStaHIHITIE X A HE SR
LRIFEHEZHIERF.

UTIAESE5 AppArmor BLEXHFRERRIIDE S5aF 1T :

aa-status
aa-status AJREIE1TH AppArmor BRI L EPRESHZ N A E.

aa-unconfined
aa-unconfined AN RS L IEEETTHEETMEEZBRSZ AppArmor FEE XA
RN BRER. BXETEMNBEMER, BESIE 34.7.3.12 7 “aa-unconfined —
IRFNFZFRIPHHTE o

aa-autodep
aa-autodep FINKHEIEFIFRZ AR ER LRI E X HCIRESIER, £RIEE
X EHFABTITFER, RS AppArmor MU (&) KIRZHIRBIERFEIER
TH. BXRITAERFAEE, BEBNE34.73.17 “aa-autodep — BIEAMHEIE
(E S

aa-genprof
aa-genprof JEMERREXH, FHiFREBIHITNBRERHERFER AppArmor
REEMIBMHESRM UL EEX . Ras@d—RYR#ES | SELENBEFRIT
el A EEEMN, EREEXHE, RAASEHIIREXHHBEEETEFIER. &
KL TEREMER, BEME 34738 “aa-genprof — ERMEIEXH o

aa-logprof
aa-logprof ZUREAXFEMECER FiTikS5@HRINE AppArmor BCE X HPRFRT
NN BREFERNBED. ErUEBEEEXEEXHFPERMINDG, BXILtTAEAF
ML, BEBNE 34.7.3.9F “aa-logprof — FHEREFZEHE” o
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aa-easyprof
aa-easyprof IRMETETFFERNREFER AppArmor EELEX 4. aa-easyprof #F
EREIRASRIRARIREEN AREFNEEEX G, FIR, RELTABBTEMSE
B, EELBREFERMTAIAER. REEAFMRNRE, aa-easyprof EEIEIEX
B A EMIRHILLFE R aa-genprof ] aa-logprof QIR E X HE/ D —LE,

aa-complain
aa-complain B3 AppArmor ECE X M FEIRUINIREATIFIE . RARICRA
FEE XM MNENER, EFatmTREXH. AXLETANFMAER, 5S
D% 34.7.3.2 T “aa-complain — #NITIRHESIER” o

aa-enforce
aa-enforce A& AppArmor FEEEXH NI IFIER TR EEFIER . RARIERERR
WNECEXGRPMgMUENER — KEFITIEEX 4. BXILLTANFARER, 5S
MEE34.7.3.6 T “aa-enforce — HNBFHFIER”

aa-disable
aa-disable AJZA—1 % AppArmor BEE X HRIGRHEIRT. a5 MAIZHED
HECENMY, HBALETE AppArmor BEIBEHFIZEEE X4, {#F aa-enforce #] aa-
complain SLAEF AT EXUIEITH,

aa-exec
aa-exec AJZEPEEM AppArmor BLE XX HH/H B = BIFARBIIZER. WRERIERE
TEEXHMBTTE, m<RBMREEMRTEPNEE RS, WRUEE T B
TE], RERHYRIRAINEEXGRR. MREEXGFMBIFTEBIRIEE, BERRE
WECEXH TR — NEARLEE aa-exec BT,

aa-notify
aa-notify @—MEFIHLARER, BErREREIFEFETR AppArmor B, &
RN EHITERE, UETREENRA/LANBNHEE, BXEZER, ES
%8 34.7.3.13 %5 “aa-notify” ,
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30.2 MEZEHZENRER

IAELERE AppArmor, BFIGEEENHENBEEX NN ARER. EEWREEXHN
R RARLEIRBENRNIER. UTREFRAAREREFAFPPFRIFERRNER, Rt
X LEA2 B AT LA T R P AYBR

cron {Edk
cron EHIEITIVER., WEEREBCREZ M RENEN, AILUERSINETT, B
EZETILUEA root 83580517, B30, cron AILIEHIETT /usr/sbin/logrotate ¥
Wi, ERRZABEE, BEEULUBEMGLAERABE. BT ROAEKLERER, 55
WE30.3F “Ecron fElLRE

Web M ABIEF
W TN S 28 ] LUARRTER, B3E CGl Perl BiiZAs. PHP TiE U NME S Z+H Web N TS
Fo BETHRINAEHRLERER, E20FE 30417 “FWeb WAEFZE

PISRIIER
BEAMNEHONGERF RS[IHENEFIH) . BERPHANITISEEERF P
RN XERFEETHNAEGREAPEERIINR, MAMINZLEXREER
IEAERIFERRAN, NGB UEET B FE M RS ERE, BT RNAEkItEE
P, BERE 30427 “ERNEAERE" o

MR, ERCARIFFRIEFWEEREX . F, SPRMAATLGER cp BFERERIXH. B
F cp RINRBEBEBNEEXHHFEREX T, SRAAKINTHANEEXF. Fit, cp ]
IAE I RSN A Y BC B S RENS 1B B NBIIEf RIS o

30.3 fE cron {ElRE

EBEHRE cron iz{THERE, BKNEEMNZAK cron BBE, RIBRMNE, cron EtBIEESE L,
LHEERBRENXE, TEW cron L EEFUTXEEITH:

/etc/crontab
/etc/cron.d/*
/etc/cron.daily/*
/etc/cron.hourly/*
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/etc/cron.monthly/*
/etc/cron.weekly/*

crontab S RY|H/4REHLFIAF R crontab, EH#(F root B cron Rk, EHEHET A
root AR, PA/SfEFA crontab -e fRIEESSHEEM crontab -1 5IHES,

30.4 EMBNAREFRE

M aa-unconfined TR BEi&E XM AREDE X HHIMEARS B TIFIERF,
aa-unconfined TAfFH netstat -nlp SRR ETENAZBHAKIRO. 1N 5XLL
RO XBEIIER, UNRIRESEHM AppArmor BBEX 45, 7AfS, aa-unconfined T
BaREXERFEURSENMEFHEXER AppArmor EEEX S, MREFAZIRE], Mik

% “none” o

e
Q =
NREECIBFEREXY, ¥NERNEWREEXHNIER, FHZE AppArmor By
IR,

TmEXZ aa-unconfined iR :

3702@ /usr/sbin/sshd@® confined
by '/usr/sbin/sshd@® (enforce)'
4040 /usr/sbin/smbd confined by '/usr/sbin/smbd (enforce)'
4373 /usr/lib/postfix/master confined by '/usr/lib/postfix/master (enforce)'
4505 /usr/sbin/httpd2-prefork confined by '/usr/sbin/httpd2-prefork (enforce)'
646 /usr/lib/wicked/bin/wickedd-dhcp4 not confined
647 /usr/lib/wicked/bin/wickedd-dhcp6 not confined
5592 /usr/bin/ssh not confined
7146 /usr/sbin/cupsd confined by '/usr/sbin/cupsd (complain)'

0 FEDERFmS. WWHESEHMIEFAIHIZ ID KS (PID).
@ FE_MAR—FNEH, ARBIAEFHIEIEEZ
REMORTREIEFNEEXH (MRET) -

)
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Q =

aa-unconfined FE root 1%, BARIEE AppArmor BECE X HRHIFIINRIETT.

aa-unconfined RXHMLEEO, ALRIREFABERZIRNHIE, EEZAREETEITNER
LAN ##ZOM#E,

FAFRMERFNBEFNEXMBFNEEIZEME. aa-unconfined TESKNHIRER
P imiz BRI T AR E, BXETFHIT aa-unconfined SHFETIETEIEITHIE F inR
BF. X— N, RAMERS—RAEENET, MMEEFNAEFBERTAPEH
BETIETT,

M P ML E P RN REFR A AppArmor BEE XA NIEEUATF R F B RITF. Fitk, A
RRAPMEE P inNARERNEEE XHERENBL AP NES,

AT EEohEFSENEIEFE, aa-unconfined e5$3F - -paranoid &, ZEMER
SAE EEETHNEE, UKATRES & MHZEXBKH A XEXBIX R AppArmor BEE X . X
ERPMAUBES MEFEERE AppArmor BBE X .

MREHEFNHESENEEEX Y, ERSERNNRAERNTHAS, &#RE
apparmor@lists.ubuntu.comEB45IZR, AppArmor FIPAEEEZEEXH, HAJRESE
LRI E SUSE Linux Enterprise Server 1, HITEFRIEESEMEXH, BEaR
HEERAELZHNEEX 4,

30.4.1 fEWeb NAERREZE

EEH Web NHIZRE, FREER Web fRS528ECE. Apache Web ARSS23RIRTECE 14 LLIR

=, EEILE Web AREFEREEZITERT, XEURTAMEE, FKIABRT, SUSE Linux
Enterprise Server 3 Web N BI2FEAME1EIE /srv/www/cgi-bin/ A, MREARREFEED
Web R FBT2FE8E —1 AppArmor BR& XX

WEIXLEREFE, FILUEHR aa-genprof 1 aa-logprof T AGIEHEFHE AppArmor it E
X1,

BT CGl @3 Apache Web ARS3288H117, HLLEHMIT Apache B BRIECE X 4
usr.sbin.httpd2-prefork (G&FF SUSE Linux Enterprise Server B Apache

2) #H{TERR, LURIIXE CGl BEHMITNR, F190, 7RI /srv/www/cgi-bin/
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my hit counter.pl rPx—{TRI#&¥ Apache 117 Perl filZsmy hit counter.pl BJ#¥
R, MEERFEEZHETF my hit counter.pl WECEX M., SR my hit counter.pl
FEE5Z2XBENETRBEXY, WHNEA /srv/www/cgi-bin/my hit counter.pl
rix, Mimitmy hit counter.pl4t#& usr.sbin.httpd2-prefork E2&X .

L P ERERR DA Apache TIREEABEA CGl AT ERITIRIL IR E B, BERA T LUK —
ERVARINIRIE T CCl IAMES, XB—MERAE. HIE0, M /srv/www/cgi-bin/*.
{pl,py,pyc} rix —17R R Apache H11T /srv/www/cgi-bin/ HEFELL .pl (Perl il
) # .py X .pyc (Python filads) FEEMIXH. W0 LR, $MMAEY ix #4534 E Python RilZs
47 Apache BB X, XEESRATFEREAEN CCl AR E 2IMECE X HRIE .

Q =
7£ Web N ETEFAIE Apache 3R (mod perl # mod php) B, MNREEEFHIZRE
HIHEIR (apache2-mod-apparmor) hEE, IBET YaST ks LI THARINECE X4t E A
ChangeHat Thag., EFRAFHIZRE, ESME 3527 “EiE ChangeHat BAIEY Y
ZF

3 FfEFA mod_perl & mod_php B9 Web B 2R, WEHEEXH4FIFEENLIERERE,
EXFIERT, “program” 2 Apache HIZARIEIREIZERENMHZA, FLRHITHIT,
ifm AppArmor fREY Apache R 5FTEK URI B MMM FEREXH ( “BF ) FiAM
change_hat(),

~ )\ ﬁ

Q JES=
BHTHOMART R ZITRAR UR, BUAT Apache AR ATEMR S
. WMREZHFRF Apache EEENRMAREZHMAIE, H AppArmor $5HI51R)EM
BN, BEXHERHIRRANER, BERE 38 EEO R A
F" o

3tF mod perl #1mod php flds, XEiEKH Perl fiizdssy PHP S1maYR . Fla0, ARMUT
FEREXHRFRIF Llocaltime. php TTERITH AR A RSB EIFXIFIZE 4!

/usr/bin/httpd2-prefork {
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# ...

~/cgi-bin/localtime.php {
/etc/localtime r,
/srv/www/cgi-bin/localtime.php r,
/usr/lib/locale/** r,

}

MREAREXFEEXH, AppArmor hizf Apache 3§ DEFAULT URI 8%, BETRM
T, ERLFEREEXHEERLUFEER. AppArmor 7EZRIAIE R TiRMHAY DEFAULT URI 18F
WP

~DEFAULT URI {
/usr/sbin/suexec2 mixr,
/var/log/apache2/** rwl,
@{HOME}/public html
@{HOME}/public_html/**
/srv/www/htdocs
/srv/www/htdocs/**
/srv/www/icons/*.{gif, jpg,png}
/srv/www/vhosts

/srv/www/vhosts/**

o I B I B I B B |

/usr/share/apache2/**

/var/lib/php/sess * rwl

EiF 4 AppArmor BL & XA T Apache LIBRIFRE M TIA CGI iz, 4%%8 DEFAULT URI
FEEXGE N ENS X, BXEA Apache (Bl Web WEIEFHIFMAES, 155
WEE3I5E “fFH ChangeHat 193 Web R ABREFHEEXH

30.4.2 EMRRERZ

BEENFTEMEREXHNINERSHBTIPFEFNNEE G (650 fetchmail 5

Firefox) , BNAETENLOARKEL. FIh, EEEEREIXERAMNNER, HAH
FREZNIEFRHEEXS. WRENEEFRMNBHRONFIEREFRHTEEXS, Ba
WEHERRE AppArmor BECE X HRER, MITEHENITEN ERIXHRS.
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fERRMWIER (F1%0 nmap) MITENIMEFEERS 2 ERABRNSEIRO, U root H7
fEM netstat --inet -n -p s MITENIREREHE. ARKEEHEN, LURERLERF®
o P & IR B s O A TR A

0O &F

BRFAARRERNETRIFASE(RER, B5E netstat s <HIFM L,
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31 ECEXFAFIIER

%2 AppArmor EEE X4 RIEFIN ARZFIIRFIEEEREBEEW,. AppArmor it 7T Z#HT A
REMOIRIEEX . BERHREIVIEHE, EERE—FSERTHNESEANSIETERL
HIRZ FARE - HARE SR A& Y I IR A BT TA PR SR B

RETERHEES RN ENEERETUN A BV EERREN AREFIEEX

%, AppArmor =T B T AR IRELE X4 EHRANEL,
EREMEREXGIERG, ERETF T2 AppArmor ILEXHRES. BHRITIHRE,
Mﬁ?ﬁ%%ﬁ#%ﬁ#ﬁhioNmmmm%EY#@@%¢T%%EWL@$HTE%%
BEXHREREER:

Include X%
Include BRI B FRENEM AppArmor EEEXHBIARER D, RIEWHECE X HRIZEE,

ii:E
HRE2RE NN AEFES DR include B4,

EFIR
EFREEETRATEFEANVEEXARA include EA

IjJ EINRE(A POSIX.1e http://en.wikipedia.org/wiki/POSIX#POSIX.1 2 Linux THEERIED
BXHI, A ATFRAEE RS REHIZE D EERNN RS E B RITHLRRE,

P45 1 i) 45 ) BT
P& T IRl A T st i SRV AN S R IR R 48 17 7]

REREEENX
T

REfE EE X B ZAYIRIZETT T

XA iR
XA RIS E N AR R Al A RIS &R

rlimit IR
rlimit Ik EFIEHIN BIEF AR TRER .
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MEBEXHEEMREREXHNEFNELR, EENE 3027 "HEZEERBHER -
EFaER YaST 1332 AppArmor BBEX 4, 1B#EI5 335 “FH YaST WEMEEIIE
"7 o EfER AppArmor S LITREMWERENXMY, BRINE M4 E “MaSTmEREX
% o

BXBZ AppArmor BLEXHHE LTS, 1552 man 5 apparmor,

31.1 92f# AppArmor B2 & X4

ENAR BRI UK EZREXHHIERE, REENGEMEERRFIEEX A
T, ABIER TR /usr/bin/foo MEHIN FRIZFRIECE X 4

#include <tunables/global>@
# a comment naming the application to confine
/usr/bin/foo® {©

#include <abstractions/base>@

capability setgid@®,
network inet tcp@®,

link /etc/sysconfig/foo -> /etc/foo.conf, @

/bin/mount ux,
/dev/{,u} @ random r,
/etc/1ld.so.cache r,
/etc/foo/* r,
/lib/1ld-*,so* mr,
/lib/lib*.so* mr,
/proc/[0-9]** r,
/usr/lib/** mr,
/tmp/ r,®
/tmp/foo.pid wr,
/tmp/foo.* lrw,

/@Q{HOME} @ /. foo file rw,
/@{HOME}/.foo_lock kw,
owner @ /shared/foo/** rw,
/usr/bin/foobar Cx, @B
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/bin/** Px -> bin generic, @

# a comment about foo's local (children) profile for /usr/bin/foobar.

profile /usr/bin/foobar@ {

/bin/bash rmix,
/bin/cat rmix,
/bin/more rmix,

/var/log/foobar* rwl,

/etc/foobar I

# foo's hat, bar.

~bar@ {
/lib/1d-*.so* mr,
/usr/bin/bar pX,
/var/spool/* rwl,

}

EREHBEETEE NI,

ZIREIFEFRIRSE LR,

E1ES ({}) ®H include BA). FEENXfF. BREI. NREAMEMAIALS.

Ith5 2R EX AppArmor BR & S BILA M L EIL AL E XX 1o

IHREUE AR B AE™ 29 POSIX.1e EZXINEE,

HTE AR AR E T ML ILIRRNIES. BXIFMER, FEE £31.51T WSS
EIEE

BEIEXHIN, IEBEFEHRIRBGR. BXEZER, BENE31.76T “HEHE” o
LERTERES ({}) AFFRFINE AT RERNE, ER— N aJierNEAT TSR,

BRI, IBERFA UL HRANMLEX, BAETMNE—IBNTEE XHHLEITER?F
(BIEENRAEE) , FTEHEBTAFNIFRER (F20 r 1%L, wRRE, X
REHIT) » BEBNFLFTUEERMEENTAFR (TRFEIRRT) , BH4H
D IR E B IR, ATMERATRORSHEXHERGESREMHE
So F317 T “XHRRIARIES RRET I RIBRERNSEESER,

@ ® 6 © ®© O

® © 9O
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T ERT BA— T EENE ML E X BN A Bl E,
@ HEEFHAN, BFMAFMAEXGINEENR. BXEZER, B5EE 31781
“WEEFHEAN” .

@ IITE R EIASECE X /usr/bin/foobar, 53112 “HiTIER" PRHETH
RHITIRINSEEER,

@ EFRAUTL2BEERERD bin_generic BEBEXHMZELBEXXHER. BXIFAER, 5
BME 311277 “GREEXHER .

HECE XY /usr/bin/foobar ZELLER7 HE Xo

@ LtEHSIATHRARERN “BF FEEXM. BX AppArmor ChangeHat HRERIE L4
T, E8NE 35 E A ChangeHat & Web N BRRFMNEEXHE” .

RIEFRIEREEXHE, WEFRAAREEXXHPIEENXE. BN POSIX ThEE, XLLR

HIRIFASAHN Linux iA1R)3E I BOHh 78,

il E3IR1G CAP_CHOWN Ihek, 2R iaefsE =M Linux ip1al4EHI T i1 CAP_CHOWN (&
B root HEMHE) , HEHEEEXMHHHIIZE chown I8, SILEM, EEEBEN /
foo/bar X, EFHIXHBHPHIUSEIERIAF ID MEXL, HEEEEXHPNinig
& /foo/bar w

iH/ AppArmor NI EIREIERTE /var/log/audit/audit. log (MIREZRE audit
BHHE) . /var/log/messages H, HIVEZRTE journalctl B (MIRKXLEEHRN
syslog) o AppArmor FINEE AR LR ELIZER, BAKENXEREIAR, EEFRIER
T, AppArmor [RHIER AT LAZE IF IR FHE BT REXT AppArmor BT i SXH SE 3 T TRV T

312 BCENFRE

AppArmor ElIRFIMFHARRREME X 4. tMEREX M. RAXEKWEEXH. ANHIED
BEXHHEF. MELENXHNRRKBENEEXHERRIUNEEXH, FEEET /etc/
apparmor.d/ TR NXHFH, FMEEEN MG FREREE X RN FERENXM,
BTN AR FESREE R E LIRS,
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3121 PREEEXH

AAIARY AppArmor BEE XX PRI H B MKEXEIRER, Blt, EBEXHNRIIGIISHEZREIH
N T2 BB 12 AR LA,

/usr/bin/foo {

}

FUARZRAHIZNIT /usr/bin/foo BY, FisBENERILEE X,

3122 RKEXWECEXF

AREWEEXHFAIEBEXGRARITEF, REAZEXREKEINARRERF. RXEXB
REXHNRIAEFEXEF profile, ERILIBREFREEXHRR, BEETUTES:
BIAEU : B FRFL. MRBMESER, BIRKEHEESISH. MRBRILL / Tk,
MFIZECEX A RATEREX M, R TR NECEXFEAER:

profile /usr/bin/foo {

}
/usr/bin/foo {

}

RYUKIEA = BEfERARREMNEEX M, AEET Px SN EMECE I ARX
BRECEX . FEANREEXHRER (FERNE 311271 "SRIEEXAER ) 5
change profile MM (EBIE 31257 “EFN)” ) BHEXEKIER,

—MRANHARGEENEEXH (FW /bin/bash) REIMNAALREFNERLEXHES
RARKBENEEX . ellErRATREABHRGEIAF,.

31.2.3 ZHIECEXfF

ZHECE X RIS A B N R IRV AiEF Behr S AREFRE L T IRIRE, HsEA
KUTFAREREXHS, A, ENBRATXREEXHF, FLlprofile XBFHFk:

290 FREBCE XM | SLES 15 SP4



/parent/profile {
profile /local/profile {

}
}

BEMANAHECE M, BER ox MW (BBRE 311227 "SR E X HRITIET
(cx)” ) BipRECEXMHHEI (BZIE 3112771 "GrRELESFREIRT )

31.2.4 1MEF

AppArmor “18F" BFAMEEXH, ENIFEE—LMIMNIRE], LUKAITFER
change_hat #%# 2| XERLEXHMRAAN, BXIFMRA, BHBENE355 EH
ChangeHat 193 Web N BREZFHNEEEXH" -

31.2.5 ECGRN

AppArmor 127 change hat # change profile #Nl, BFEHEF%#R, change hat
SR BE X4 EXMEFHRIERE, M change profile MNUSSIABS—MEREXH, HIX
#=F change profile FFk:

change profile -> /usr/bin/foobar,

change_hat #1 change profile #iRHNBREFSRANREXHEIR, MEERBD
BIMAIN FATERF. change profile ERHFNEMEE X4 ZEIIREBRANERE

#, change_hat {REFIEEMNRFHEE, Hb, NARFIIMRBEXHTIREIEFIEEX
%, NRERMERNNZEZH, NHEGEIMENREEXH.

change profile REERATHNAERFEELHAGEIREME, FEEAUBEREFIMNARIAIE
To TR MRS I T AN AR IREEE X G REENGENEIAE, BHEEE XA ERE
MRRNITH, BEERREIEETZAITANRELRR. BEMms, ErLURHIThEEM X 45
R (FIREENREINEMRS) NERT, AFERRTARA.
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change_hat &EEHATHRAEBFFETARENAERZR (FI14 Apache B9 mod_php)
BiFF AN EMSERSRNER. BT change hat REINZEZAMEENBEFD
NER, FLESINERMNE, FRABERIFINENINRIR. EfSRXX AR RtERE
£, EAEFAILREIX X HaRIIAR, BRXEAXHaH, WRNAERTHITEAH
BT R REIPRIT A XA, RZFTREE R XEXHRiAE, REHREX GRS
PR IRl

EE: BiEmmRet
change hat #l change profile H#FAINEIMITRHRIEEIRR S, ERNES]
NS IHENRNEIRS, BARRXFBITHNER.

31.3 Include i&f]

Include EAIERI{EENE M AppArmor ECE X HRVAH UG HECEXHA1EL. Include XF=
O ERIZFIILIRGR, BIEA include, ERIUBEREFE T HNECEFEEENERBREM
XEBIRBR, fEA include BLRVINERE SXHERIA )N

Include IBEBEUHS (#) Fk. XREMEE, ANREXHHPIIRUERFS, Hit,
RYEREFEFE # ##include BFR) HBE#5 include ZEIFREFEETHE # include 2
R B, 7% #include #13 include

BRI IERARTFRIS # BY include,

include "/etc/apparmor.d/abstractions/foo"

FETFEA

#include "/etc/apparmor.d/abstractions/foo"

Q iE: ERM <
BAE, BF include iB81E C iRt IEIEE, ALLLFEERN 7 , X5KZEH
AppArmor ¥ —#E,
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R LB R R AP TAMAVE SRR include BU1TH. MNRETESREMMCER ",
M SHER AT B I TR AR BB IZ E .

include "/etc/apparmor.d/abstractions/foo" # absolute path

include "abstractions/foo" # relative path to the directory of current file

WAE, EFERAEXER include BY, MIREETXH, MESEIEXXEHMAE include BIHETHT
X5, BIE0, BRIGETE /etc/apparmor.d/bar X{EHi2(E, B4

include "abstractions/foo"

S8 E XY /etc/apparmor.d/abstractions/foo, MR

include "example"

1T /etc/apparmor.d/abstractions/foo X, MESBEE /etc/apparmor.d/

abstractions/example,

A <> 2IEEFRIMFZ include B1F (A -I38%E, FAIAA /etc/apparmor.d BR) . &

1% include BB A

-1 /etc/apparmor.d/ -I /usr/share/apparmor/
M include &

include <abstractions/foo>

¥=t /etc/apparmor.d/abstractions/foo, AREXHFARFE, WTF—RE=R /

usr/share/apparmor/abstractions/foo.

0O &F
B FBSBIAN include BR12, HERFR -1 5:%4 apparmor_parser, & /

etc/apparmor/parser.conf FI&E include &R

Include /usr/share/apparmor/

Include /etc/apparmor.d/

RSN, HiZEURFESTE apparmor_parser é5$ 79 -1 8 - - Include BFHY
IR+ E,
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gnR include L /" &E, MWK EMNER include, HEBEZBERPHFREX M,

NEBEHENBERNEEEX M, AppArmor BT =3 include: HR. ZRFRHM
tunable,

3131 #=R

HRERENNBAREFESP4AM include, XEFEZTIEHRISHIIENS]. HiRETRIRS
B, —RMBERERURRSGS T, XEHRPIIENXERETFHRES. FEEHPEN
XHNREFBEREEHMRXGPIIENEMX G (BURTEFNAMEEEMNRAFERK) . /
etc/apparmor.d/abstractions FRMH TR,

3132 #EFRR

program-chunks B& (/etc/apparmor.d/program-chunks) FE&—EEZHFEFEMHN
HECENX IR, XEREFEMHINT—ACEEER, Alt, EEEXHAS (aa-logprof #l aa-
genprof) MABRNEREXHHPERAXLEREXHIR, Bal, EFR{UEAT postfix BFE
i o

31.3.3 Tunables

tunables B (/etc/apparmor.d/tunables) B85 2RBT2E N, FREXHFFFERE, X
ETERT BA— LR ERBNMICEXH I ECE, BN ZAES M CEXX G AN
FR& tunable EXZINZE /etc/apparmor.d/tunables/globals

31.4 IfgeI (POSIX.1le)

IheERIMITRfE2, T2 capability —ia@/53% POSIX.1e THEERZ R (30 capabilities(7) F
MDIFFREN) o ERIUTEREZINPT|HZI08E, HENERXHET capability B#FFh
ﬁe+i)umljjﬁbo

capability dac override sys admin, # multiple capabilities
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capability, # grant all capabilities

31.5 WLt
AppAmOr AAHFEE T HIA AR A AR T, B RO A AN E

network [[<domain>@ ][<type®>][<protocol®>]]

0 =HH

8. inet. ax25. ipx. appletalk. netrom. bridge. x25. inet6. rose. netbeui. secur
@ XIFMFEEL: stream. dgram. seqpacket. rdm. raw. packet
© MY tcp. udp. icmp
AppArmor T BN IFHEAAEEIME, AppArmor 1E3R7E “ACCESS DENIED” HEHX=X%H
network DOMAIN TYPE, BEXHAEMTEA (YaSTMa<1T) (MaHXLERNR,

TEBRGIRBERTE AppArmor BL & X4 {ERRI AT EEMLSEXFN, FFE, AppArmor T
BB AT RREMm &N BEE,

network @ ,

network inet@®,
network inet6@®,
network inet stream@,
network inet tcp@®,
network tcp@®,

AFFREMSE. FRASE. FERHHINAERBIRS,
A IPv4 I —REF o

SV IPv6 PILRRY—RZ 7.

SIFER IPv4 TCP B4R,

FOVFER IPv4 TCP W48 (E—HAMUEIREX) -
AYFER IPv4 7 IPV6 TCP 4K,

© ®© 6 ® 00O
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31.6 ECEXHREFR. trcs. ERIZHIEED

BE, BIEEREFTRITXANTRBRERGRE X REKEIBNZRF. i, T
BEXfr (FBZRE 3121710 “TREEEXMH ) , BEUTARKEXEEXH

/usr/bin/foo { ... }

THENNBEGBREEXH. RENMCEXHBRNEMRBEEXHIRESD, HEEEX
R ZI A LUz ABE THE BRI,
AppArmor EXX 73 BRBER/NXNAHRER. NREEEAXKIHNEABERBZERRERRE /!

/some/random/example/* r
AFXE /some/random/example B RPN EFHITIEEGAE,

/some/random/example/ r
R VX% B R TIREA
/some/**/ r

BF3F /some THIEABR (BAREIE /some/ 5) BIIEEUHIRINIR,

/some/random/example/** r
£F 3t /some/random/example THIXHMBER (EREHE /some/random/example/
wE) HYIEENARIAPR,

/some/random/example/**[~/] r
¥ 3t /some/random/example FEIXHHEEAIRINIR. 2XHBRER ([°/1)o

BEC (PN EMRANLER) 2EERHNERBENEABEME—EAXGANFEREESE
RBER. ERBEIEEAFUIEEXHZEIR, XIMTERBSNT (W csh. bash M zsh) £
HOIBECIE %o

* REEEHRENEEFR, /BRI
Tl EEHRBERXFRETR.

ok REEEHRENTFR, 8/
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T ERHENRETR, SEEIMER.
? RBEERRERFRN, /R

[abc] KE—1FERFa. b co

5l UTES /home[01]/*/.plan BYFLN 4
YFERIAIR] /homeO 1 /homel YR HY

.plan X%,

[a-c] RE—1FFFa. bFH c

{ab, cd} ¥ BA—%ITEE ab B9FN, AR —FILALD cd
BIFLI

Tl ILER / {usr,www}/pages/** BIFLN
=¥ 3t /usr/pages F /www/pages FHEIM
DIRYIA A PR

[~a] REBEAFH, abRib

31.6.1 BCENXMITRE

RREXHIRSERIEXEEXHNITN, GBI Fohdmigic & XM E R E X HinE
ANEIEA, BEEIUTEE:

/path/to/profiled/binary flags=(list of flags) {
[...]
}

AILERLLUES %) WER “7 SRS RS, BEXHFIRSE =MEARRE: R 18X
HMKIINARE

BRATER complain (RFHIERIFENR) o MREBBEZATE, WEEXHL TR
(GRFIHITHRER) .
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0O =%
BENMRREXHSEN RN E RGNS NETE /etc/apparmor.d/force-
complain/ BRAPEFZEEXHEIE— TS,

ln -s /etc/apparmor.d/bin.ping /etc/apparmor.d/force-complain/bin.ping

HxtrERN chroot relative (IEHECEXHAEXTF chroot AR R=TIE)
namespace relative (BRIAE, RREFMEITTF chroot M) » XA MrEEE [
MEIAT S R B /R RVARSMIEL . attach_disconnected 3¢

no_attach disconnected (AEMMAZMTEISHNBEIZESHMERER, B, ©
NOFLETEE “/” FF) , chroot attach = chroot no attach (£ chroot ¥fiEr
WAL TF chroot SMEMBEIE BT BIAEBRI AT, ITHIRREFBLER) -

316.2 #HEEXHHEREE

AppArmor AW EREXHHFERTEXRCERRF. FALEEEFREXHAB A
%, FREITEAULIEREHNRESR.

FAHMARTRY, FRFPEFEREHITRUENNESRER, 2REEMRHE. BXF
TEFMEREINEEXHFHENEBRNRRE, MAFTERTENE, 2RTETE /etc/
apparmor.d/tunables FEX, FE#&EY include iIBAIREM, /etc/apparmor.d/
tunables/home XH4HIEE T ILABINEZEEX (@{HOME} 1 @{HOMEDIRS}) -

RER TR EERCE X HFRIKERE X o XFFETiRM chroot BR1ZAVES, 0:

@{CHROOT BASE}=/tmp/foo
/sbin/rsyslogd {

# chrooted applications
@{CHROOT BASE}/var/lib/*/dev/log w,

@{CHROOT BASE}/var/log/** w,

}
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£ TERRGIS, @{HOMEDIRS} RFIHFIERAF XERNEEFLE, @{HOME} REBRMT
BORYI&R. #ETHK, @{HOMEDIRS} =¥ A FiEFAF EBRIMMIHFEMEHTTT B

@{HOMEDIRS}=/home/

@{HOME}=@{HOMEDIRS}/*/ /root/

[...]
@{HOMEDIRS}+=/srv/nfs/home/ /mnt/home/

Q =

7E4B18) AppArmor TR, REEFEIEErREX N ERER.

31.6.3 iRICILEC

BEEXGRMAI LS BRRAN, XHREXHErI LR 2 i HI .
TERGIERTF foo ZHHISXHHEETE /usr/bin 3 /bin FRRE,

/{usr/,}bin/foo { ... }

ETEBRGIE, MAHRITXH /bin/foo #HITILAEY, /bin/foo ELEXHEE LA,
FHt B EEP, FFARITXH /bin/fat, BEBENXMH /bin/foo RILAZ, FBEHREF /bin/
f* BEXHLL /bin/** BEAE (BRFFZ) , FLEET /bin/f* BBEXH.

/bin/foo { ... }
/bin/f*  { ... }
/bin/**  { ... }

BXEEXHRBIFBERFIFMES, 150 AppArmor BIFATI man 5 apparmor.d kL
X ‘@i —THo
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31.6.4 RFR=IE]

BT EATFREFFANEEX L. M, —MEEXHERTRS, 53— T EEXHER
TF chroot FiRE ALz, BT EEDERN — BT EAUBEEFD, BFREFEERI
BMEEWBRIFLUES : 7k, BE—IFEEFFHH. — T EEES : M— 1 AhEsys
£ //, a0

: childNameSpace: //
RHIFRMTEANEEXHUERBRMTRBT RS (MRITNAESR)
:childNameSpace://apache
A LLGEIE change profile APl e BB E AL iRE N BR8]

/path/to/executable px -> :childNameSpace://apache

31.6.5 BLEXfFesRMMIFRLIE

EEXGAUE— TR —THERE. XiF, GEINEEXHFEE— T e SR ITE
(BBRE 31637 "EIILE ) NBENMEARXBENFGEENET, ETHAF/EERIA
Ao BI40, BAIARREXH

5 o B
EIEEYS
profile default /** { ... }

F5, ThESKRALENEEX Fing. Fli:

/usr/1ib64/firefox*/firefox-*bin { ... }
AHEN
profile firefox /usr/1ib64/firefox*/firefox-*bin { ... }
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31.6.6 Al

ABMURME T S-SR RIS E R RNEEXHREMRFANA . ENIRS —MMEEER
WA (—HAARERAEE) , ERTEERHIT. 32N EMNEREEEEIRRIZZEI
ME ER AL T BArEn&Ab,

alias /home/ -> /usr/home/

AI4%5 /home/ ILECRIFRAB FNERIG S0 ¥Fih1E) /usr/home/. f4d,
/home/username/** r,

WA IFIR)

/usr/home/username/** r,

FARR, EXREHMRSANENETREEFRGEN]. ENTHERRRZNEMHIARE — EF
T, BR2MNEHELR /home/ FRIBRZ (LRI HiAIE,

fERRILZ AN A B ER Z 1 B ir.

alias /home/ -> /usr/home/
alias /home/ -> /mnt/home/

Q &

7 L4180 AppArmor TEH, QLT ahRIERAPRE X (A ERZIEI,

0O &F

BEXH /etc/apparmor.d/tunables/alias FIEAEREINBTE X,

31.7 XHNRIFEIRT

XAERERGEERNEEUL TRANAS!
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r BEVRTU

W EANER (5aER)

a EMENX (5EwERF)

k XHHERT

1 HEEIRT

link FILE -> TARGET HEREXAN (RRES HMipRERES6ER)

31.7.1 EEUER (r)

ARVFEF A IR REINR, HFEXNINTHAFEMERA SR TIZILEIR, 2R
EEEHRITHHER S A IR TIZ05% 8.

31.7.2 S NEZ (w)
AR S NFRARIR, BREUEEE (B BSXHESTURE IR,

31.7.3 EMRI (a)

AFEFEANIXENERE, 5wiEiiik, BMEXFEEETHIE. EHmB3HEFREGH
Thie, BMPREE BT REEBS NBEXH, BRRIZEEBIRIEREXXHPEANE IR
MR AR, HTBIMIRRSE NERXBERNNRIFE, wil a NRITSEREELESER, ©
MNEERFN.

31.7.4 XHSEERT (K)
N BT A USR8, 1ELAFTHY AppArmor kA, NN BZFERGARIX

4, AppArmor ERFBIEX S, B FERMIINXEFBIEREIN, AppArmor BJRIEE
BIENXHHITHE, Witoigaeet, RAESMEL-IRSKTHSPEA LUIERBIE.
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31.7.5 §HEER ()

HERRTVARRN R ATINIR, SIREHEE, BRI RGNS FreZavEEERE
(BEERRAEEFEEARINR) -

31.7.6 sHEXY

HHERIUR FRRIERXXAINR, RS XERER B TFIMRNFE (FENR
M) o

/srv/www/htdocs/index.html rl,

BIEE RN BAR, RN LS E i hl e 2R TR A T RIABRT, SR
WA ZRBERITHEIZ F AR, TARENINEHEA RN FE2H TIN5,

link /srv/www/htdocs/index.html -> /var/www/index.html
Eeadlit N ER#ITIZNIK, AIEH subset XBF, UTHNEHEM:

/var/www/index.html 1,
link subset /var/www/index.html -> /**,

Q iE
YaST Man ST TR BRI A2 FHEN AN, EEAXEMN, BEFohREEEXH. £
BAIAEEREXREXHRL2MIRE, AANXME AR AEIHHER T,

3L.7.7  RIERY s AR A sz 44 R

allow RIZEENERY, WIRKIEEHBAREM deny (BIE 31.7.97 “ELENN" ) Xi#
7, MR ERIN AR,

allow file /example r,

allow /example r,
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allow network,

EE R LUIEBRNIER file XBF, NMREEHABZXABEFTHBERFEHMUENXEET (HW0
network @¢ mount) FFLEUFMSER, NB=HBRTCN B IZEIZR.

file /example/rule r,

FBT

/example/rule r,

T EBIRRNIR T P X AR RN R -

file,

FNTF

/X% rwumlk,

AN A LAERRI S HEMNR. RN RISE N RRENIR, MRERNBIFFKER X
—RIFEEE, FAXFRAIESHNBTAEMTERERNIEE,

/path rw, # old style
rw /path, # leading permission
file rw /path, # with explicit 'file' keyword

allow file rw /path, # optional 'allow' keyword added

31.7.8 HEEFMEAN

ALY RN, EEA LIRS AT XHRNEEERF (fsuid F5XXHHY uid 8T
fic) o ERIUWLER, FEMVBIEIERIM owner XEF, HEEFHMNGE @B
—IFRET R,

owner /home/*/** rw

RXH R ERGF G SHHENMNE S EAN, KX BRXAHRITARENR, Eik, AP XM
B ES 7 BEREHRENE X
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Q iFE: HEHMNEMK LR
HEEFHFANRAAEEXERNNFE, MRENMEEXERNEEMAEEFHX
HRNES, XREFMUEEEH. SHUTRG,

/foo r,
owner /foo rw, # or w,

XEMNZEH — EREZENTANES r R, REHEERR Wik,

@ 7R

BIEERXHREELSIMIT A, BERXHEF other,

owner /foo rw,

other /foo r,

31.7.9 iE4FN

ELMN AT B FHFERIEL R EEFLE, EEXHERTRARREEE XELMN IR
BHELNER. REELE, WEELBFAREREHITASEF, UERAEXXHREHEE,
MEARFEUWATH, BEELTNFIEARNXETF audit,

tESh, ERTLUHELIN S RTINS SR XtF, EERIUSIEE —F B2,
REBEREIN TR AITFHNEMX G, ELANETSHEEMNESHERFIELAFHEN
X, TERTGIRITFR users BRAPNERRNBHITIRE A, BRDIFR . ssh/ XE#HT
B N5

deny /home/*/.ssh/** w,

owner /home/*/** rw,

—RABWKEERELAN, RAXSAKENEREEXHFRERIER, ~d, #HIRE
FRIELHMN T LB HEEX M+, A, TARSEMELFEXHNEEX S, MARTEES
MR EERBEL, BARINEREERELNN, BFREREXH. ERTAEMILLESE
XHRRZEMNRE, ENXME AR AEELTL,
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31.8 FEEFFEN

AppArmor B]LAPRBIEEHEEIRME, SEXHRFLBENETTE. MNEEET mount &

£iE3%, LImount. remount { umount XEFFFL, KM ERED,

NELEREDT, fli, FMEEXHARARTELEMEXHRS,
BILUfER options=13{ options in$EEHH.

options=EEHNMNTLMASHIFME. MM
mount options=ro /dev/foo -E /mnt/,

Lfg

# mount -o ro /dev/foo /mnt

(ERNUTT

# mount -o ro,atime /dev/foo /mnt

# mount -o rw /dev/foo /mnt
options in &EREIMEA—FRFIEVEZED, FLN
mount options in (ro,atime) /dev/foo -> /mnt/,

ILfg

# mount -o ro /dev/foo /mnt
# mount -o ro,atime /dev/foo /mnt
# mount -o atime /dev/foo /mnt

BARITE

mount -o ro,sync /dev/foo /mnt
mount -o ro,atime,sync /dev/foo /mnt
mount -o rw /dev/foo /mnt

mount -o rw,noatime /dev/foo /mnt

* OH B OB

mount /dev/foo /mnt

MREAZIFG, M ASHETR TR, HN
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mount options=ro options=atime

ILfg

# mount -o

ro /dev/foo /mnt

# mount -o atime /dev/foo /mnt

(ERNUT

# mount -o

ro,atime /dev/foo /mnt

BRYEHMANZAER, EHAZRR AN

mount options=ro,

mount options=atime,

SRRl 35

mount options=(ro,atime),

mount options in (ro,atime),

TEBMNAIFE /mnt/ E3EFHRIEM /dev/ foo HER inode i5iR)EYE], (& iFfE

A “nodev” 1 “user” MIEMLESETE /mnt/ E3EH /dev/foo.

mount options=(ro, atime) options in (nodev, user) /dev/foo -> /mnt/,

S

# mount -o
# mount -o
# mount -o

# mount -o

ro,atime /dev/foo /mnt
nodev /dev/foo /mnt

user /dev/foo /mnt
nodev,user /dev/foo /mnt

31.9 Pivot Root #m
AppArmor AJ LAPRFIFIAR X RSRIELL, 1BIEN

pivot root

[oldroot=0LD ROOT] NEW ROOT

£ “pivot_root” MNFPISERIBEHLIA /7 £, ANENZER.
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# Allow any pivot
pivot root,

# Allow pivoting to any new root directory and putting the old root
# directory at /mnt/root/old/
pivot root oldroot=/mnt/root/old/,

# Allow pivoting the root directory to /mnt/root/
pivot root /mnt/root/,

# Allow pivoting to /mnt/root/ and putting the old root directory at
# /mnt/root/old/
pivot root oldroot=/mnt/root/old/ /mnt/root/,

# Allow pivoting to /mnt/root/, putting the old root directory at
# /mnt/root/old/ and transition to the /mnt/root/sbin/init profile
pivot root oldroot=/mnt/root/old/ /mnt/root/ -> /mnt/root/sbin/init,

31.10 PTrace #N

AppArmor Z1F5RE ptrace R4IAR. ptrace MNBFE =R, Fit, BT ptrace NRE 2 S0
Fi5l ptrace MNIAPREIFHEE. NRFELZHNKIEEHATIR, NWERIR TR,

trace # tracedby X R#ZHl ptrace(2); read # readby =4l proc(5) X &RSH
ia. kemp(2). futexes (get_robust_list(2)) #1 perf BRERZE 4,

EVF ptrace ##(F, REHEBNFKRIRHIZARTERERINR. WrtEii, RIXHIEZEEES
trace (IR, WIRERHIZEES tracedby R,

5 AppArmor PTrace #0I :

# Allow all PTrace access
ptrace,

# Explicitly allow all PTrace access,
ptrace (read, readby, trace, tracedby),

# Explicitly deny use of ptrace(2)
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deny ptrace (trace),

# Allow unconfined processes (eg, a debugger) to ptrace us

ptrace (readby, tracedby) peer=unconfined,

# Allow ptrace of a process running under the /usr/bin/foo profile
ptrace (trace) peer=/usr/bin/foo,

31.11 58N

AppArmor Z#REIHIZEIRNES. AppArmor (ESFMNUEERR, Hit, #FHNESNRES
EErFIESMNARIIA SR, MRMNKEIERRARTIR, WERIUNA AppArmor 551X
PRo

RIE T3 EREMIZRU TS HAZE TR A [EHRRIAR,

RS SN

# Allow all signal access
signal,

# Explicitly deny sending the HUP and INT signals
deny signal (send) set=(hup, int),

# Allow unconfined processes to send us signals
signal (receive) peer=unconfined,

# Allow sending of signals to a process running under the /usr/bin/foo
# profile

signal (send) peer=/usr/bin/foo,

# Allow checking for PID existence
signal (receive, send) set=("exists"),

# Allow us to signal ourselves using the built-in @{profile name} variable
signal peer=@{profile name},

# Allow two real-time signals
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signal set=(rtmin+0 rtmin+32),

Y Al - = - 1
31.12 HITHER
HITIED, (B ANECEXHiER) BiEUTER:

Px BREEXHHITIRT

Cx BRI E X HHITIER

Ux REEHITER

ix PAEMITIER

m SAVFEF mmap (2) JEMAHIT PROT_EXEC

31.12.1 BHECEXHFRITEI (px)

HEARTNE K I97E AppArmor B IRITHITHRIFRE X — 1T BRREEEX . MRREXEE
X, M=ELihE,

5 Ux. ux. px# ix FES,

31.12.2 SEEAHEIE XERITIET (cX)

EPTF Px, B x MEREBEEXMHE, MRABLRIFEEXHHNAMEEX . NARERF
I LUBT XMECE X R IR F L AREFIE R E X M

Q iiE: BEAMEEXRITER (o) KRS
Bal, Cx W TNEEREXMHER, TeEEFNFREXGHHRFER. FRaERX
PR,

5 Ux. ux. Px. px. cx# ix F*ES
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31.12.3 KRZRHITER (ux)

AFRRFRITER, AAERITIZEIRMNAER AppArmor BEEN . IR0 A TR
HINIZF eI TR BRISINAVIR(E, WEHSISIHENSE, BITEHEHMAIRITSXERHRNA
BN S HIEFRZRIMITR, Eo] OB X £ EPZ REIHIZRFEMBIRSE., 2iF
RHERZIREIRKRE T A LUER AppArmor REEAR S, BXBHEIATHNIFEAEE, HEN
apparmor(7) FA5i,

RIS ux. px. Px#l ix AFES,

31124 ARE2RIHITIRI(

RIEIEERHIE R TAER/NERBHITER — px. X uxo XEBHFSEIE

LD PRELOAD LT EmMIFIR, Hit, FAREAIRSNKIARRRTEIERH, XG4 ITH
FUIEZ R A RIEITFIH BN FER LD PRELOAD B, AfERXLEEN, ERERIEER
WEEEX G FHIASRETARSN, FAXEEXEERER.

31.12.5 HEHRITIEIC (ix)

UMETEEBEXHNEFRITHRIEFN, ix 2FHLE execve(2) EAIER AppArmor 1%
R, R, WHRITHZRRSRLSFIERE .
HIRPREINREF R 2R HERIRTINERNILENXIEE LA, TIRTBEIFMERFECE X4/
BRI A E LTI E X HRINIR, SEEARASEIBIMNG, AN ix ITFBH

5 cx. ux #fl px RRE. FBRIURZA mo

31.12.6 AiFEIHITRIET (M)

A 755 mmap (2) B9 PROT _EXEC #RER XA BINTER, tinEEREcn e
H1To FHEARRLEMER TS RIBHE R HRITHEEDRE, XA LUEMESF AN EENE
ME, AppArmor R LRTURIREIRIRITAEENER (HEEBILERTHRITREIREIT
HIRE R L EFREIERF) BIEERSE, MRS 1d(1) IEEMT - L ixEURA
1d.so(8) #5EHY LD PRELOAD #1LD LIBRARY PATH FRF=4ERIRMM,
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31.12.7 @ RECE AR

AIABRT, px#l ox (MEEEBEEZHITRE) FRREZMSATRITXHIRLENEEX
fro EAMBREENMARKR, ErIEEBERREINEEX . MRS ZHEIXHFEERE
BAMREXH, EXE_HEIXHREERNEEXH AR TERMMEENEEXH, kA
EREEER. AR BEEXHEIRS cx. (x. px M Px E&5ER. Bal, 81MEEXH
XATEA 12 P e RBECE X,

I REEXHRIRER -> KiETFERIREINEE X FRIR !

/usr/bin/foo
{

/bin/** px -> shared profile,
/usr/*bash cx -> local profile,

profile local profile

{

}
}

Q iiE: MMEMSHBBRANED)
5BRESERN, BAEmEY “—X%” xR — /bin/** px FiE#HEl /bin/
ping. /bin/cat %, BEAFEBURTFNEITHRER,

mBRHEH W XR -FARFAEHZMENA, RESHMNTE, #RRK%
MEIEENECE X o

MRICEXHFEHEAGIER Nx, AIt2ERTEEE . ERRIINEEXHHNRFRYITF
name2 FE&H,
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31.12.8 BCEXFALHRAYEIRIET

px Ml cx BMARIEE R AT — IRIEEMVEEXHAREE, WHRITRERK, FRSHEER
B, TS, BaBEASEIEIEXH. BEEHALNER, B ix 5 cx. Cx. px # Px
&R, MER cix. Cix. pix # Pixo.

/path Cix -> profile name,
£
Cix /path -> profile name,

HMA -> profile name Z2RI%EDL,

NRERMAZIR ux R (XHERLRLH cux. CUx. pux M PUx) , LEPMARREER.
INRARIEFEENEENM, XEEARIFEIRE “RER -

/path PUx -> profile name,
)
PUx /path -> profile name,

HMA -> profile name 2RJi%EN,

T A LAY an & BCE S A L R (s AR (R AR o

31129 HAITERIAFWEEIRE

PR Px. Cx B Ux BUITIER Z —BY, BB FHIZRAXLEENZE, UTHIREESMF
FHRARR. Eit, MREEHT U MEAZENNAREFIOAREN ARVECE XA HHA Px. Cx B
Ux 15&, XENVAEFIEERABAERIET:

o GCONV_PATH
» GETCONF DIR
 HOSTALIASES

e LD AUDIT
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31.12.10

LD DEBUG

LD DEBUG OUTPUT
LD DYNAMIC WEAK
LD LIBRARY PATH
LD ORIGIN PATH
LD PRELOAD

LD PROFILE

LD SHOW AUXV

LD USE LOAD BIAS
LOCALDOMAIN
LOCPATH
MALLOC_TRACE
NLSPATH

RESOLV HOST CONF
RES OPTIONS
TMPDIR

TZDIR

safe fl unsafe XE=F

TR LA N ER safe # unsafe XBFREAMITRANAK/NEEIRTT. Fl0,

/example rule Px,

FET FHIEA—IN

safe /example rule px,
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safe /example rule Px,
safe px /example rule,

safe Px /example rule,
AR

/example rule px,
FEF FHMEA—IT

unsafe /example rule px,
unsafe /example rule Px,
unsafe px /example rule,

unsafe Px /example rule,

safe/unsafe XBFRERFEY, RIFEXMHMNAL owner XBFEE(EA, Fit, FNx<BE
FHIRFEI0T

[audit] [deny] [owner] [safe|unsafe] file rule

31.13 HIRPR®IFE!

AppArmor B] LUK EMITHIN BEFIHRIERS (rlimit, W#RA ulimit) . FRIAER

T, AppArmor RAIEHIR AR rlimit, MRIEFIPRFIRE X HHPIEENXLRREl, BXE
RIRFIBNFAER, BZN setrlimit(2). ulimit(1) Bulimit(3) FMI

AppArmor £FBRSKR rlimit, FALLtF=FIMEHEIT (EBBERTRLEFIT) o I, E
TEERBRFIZEM rlimit, AppArmor rlimit REEFF N BIEFHY L 515 RR .
HENFIMSPFXL(E, BMEFIRETHEEXHHENAEFTERZREG, XEEHR
RE, Flt, HYBEFBRRIFHEEENH, ZEEEXHA LUH#H—P R ENAERD rlimit.
AppArmor B rlimit #NIE AT LUBRRN AR ERGINIZE (RN AR SIRIEEX LR

&) o NAEFTERERTIES BT EEXHPREENREHINKT, REVERSF
BIRENEIESWMR, Eit, SNAERFRIFEEXHN, EUERIESHRRS
(RETEBIEEXHHIEENE)

AppArmor B rlimit I2HIBR T HARN AREF IR/ NTFRET R ARERNERTN, =
TEHfth 75 E AR RS,
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AppArmor FERRBIFRNI—AZR A T :

set rlimit RESOURCE <= value,

HAh RESOURCE 1 VALUE & LU TE:

cpu
CPU BYEIPR®Y, AR 9EAL,

fsize. data. stack. core. rss. as. memlock. msgqueue
UFTARUNKT, HEFERNRF, FIW, ZEEFIUE K/KB (FFW) « M/
MB (JEF¥) . G/GB (FIKFH)

rlimit data <= 100M,

fsize. nofile. locks. sigpending. nproc*\ rtprio

ARTFHFT 0 HIEF

nice
-20 ®| 19 B

“nproc rlimit BB A R REFERBEM rlimit. ERIETIREHRIE rlimit, RIEEITEEEN
BB FREEXHETHRKEER. NRBIREG, BEFEREEXHRIEIHEESEK, B
B HFIEEETIHERUR D

Q &
BRITTEERATIER rlimit MUARMBECEXHH 7 rlimit =578 B & S 4aIME
— AR ERX A RES FiRELICE X, TRMSMIEGSE rlimit MINAYECE X4,
HEARSERXLEMRN, Hit, FATAEREAXLEAMNNEEXHFER 2R,

31.14 &1

AppArmor R FEIHAEMNINEE, WMitt, HEEEXEMNE, HitBEPIERET
HE. BEXNAENMNBAFEITER, SEMNEIERN audit X#EF:
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audit /etc/foo/* rw,

MRIAFBLEFITAERINR, APREMUDBINAREZFRN. T TENTRER, TAXGRES
NBENSEREFITES, BITAXHREEEN, NASERER:

audit /etc/foo/* w,
/etc/foo/* r,

Q =
HIEFRI G RITIREH S NRENTMSEREITER, REEFITAXHHITIREHE
NIEER A £ RE Bo

B EIHEHS owner/other ZUXHMNLESER, UEERFAHRMIHAE/FAHERIX
(ERENErEa==h

audit owner /home/*/.ssh/** rw,
audit other /home/*/.ssh/** r,
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32 AppArmor BCE X HHEFIR

AppArmor BEM T —4ARIAE R ENEREX 4. XEREEXHH AppArmor FEZAREIE,
fE7E1E /etc/apparmor.d 1, BRT XLEREXXHLIIM, SUSE Linux Enterprise Server it
NENRREFRNREXNARRFREN TEEX . XEREXHRIARERH, EFTESHE
AppArmor EEEXHARRNS—1BRAH: /usr/share/apparmor/extra-profiles,

AppArmor TE (YaST. aa-genprof #l aa-logprof) iHERAMINER. SUEBMLFF
taRIEMECE XA, EMAMERPEE— N EENEEXH, RASNANEZEFER /
usr/share/apparmor/extra-profiles FIIEWIEEIREXH, TRETFZEEXH
SIEHMEEX . NMREREFEALEREXH, RASKEEFEIBIACERNECE AT
MER (/etc/apparmor.d), ¥ B AppArmor SR BEINEIEHILEEESX . MEFM#HT
RIERIAZES X RVERE /etc/apparmor. d FAGERIEZE XI5
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33 f£R YaST WENEEEEX

YaST 121 T BT MR E X4 UK EIE AppArmor® BB X HFHEARRR, BRETHENR
" —TERARN—ETXANRE. BEFXFANAEERENERENHRELD, A,
SEHTIEEENE Y AMERIMERB S E, %?SCZKE@ﬁEEEﬁ%E’\JJ&%O REXH
NREMIIERE, EENTIAEMBE R HEEINEE. %—ﬂﬁiiﬁ%ﬁﬁﬁ AppArmor &
%, XML LUMAIRE OSBRI IZZEZITH AppArmor, 55 34 & “MapS1TiEILE
W PN ETHSITIE,

MEFEFER) YaST, HEHIEREA root O%, HE, @SFTALEEO, MU root
BER, ARMA yast2 (RTEFER) Hyast (RAEFTXAHEIRI) EKEE) YaSTo

Z2MAFEBAERT — AppArmor FLEER. BEZENRA]B5h AppArmor YaST &R,

33.1 FopAINECE XA

AppArmor AFEEE FrpmBo & XA ARINIRY 5 TR EIZ AppArmor EEEX . EEEANH
SIREEEXHMNAER, ARRIMND,

1. 550 YaST, & AppArmor BcE, AREEEOPBEEFIAMECES fFo
2. AERFE LR B2 B E X RN AERF.

3. REILBRERE, EEEHBEHTH. AppArmor FLE X ANEER OB — M=/
BEAREEX M

4, 7E AppArmor EEE XX IHEIER, B BHEMMANEHHSE S 33.2.1 1 A
7. 5533227 “YREEID ZREE 33.2.3 7 “MIERIN” KA. fmiESiMIBR AppArmor
Ao & S I,

5. SefE, BETTH.
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33.2 #miEECE T
0O #x

YaST #2313 AppArmor ECE X HFRIEAIEME, FlMNeIZHRIBEREXH. T2, &RE
ZBY4EE AppArmor ECEX RIS TUR R vi XIFRIN AR

> sudo vi /etc/apparmor.d/usr.sbin.httpd2-prefork

0O #F
viFIESTEEEIEE (HR) SRERMELHERERERIE, SHREEHN
AppArmor EEEXHEFEIEARIREY, EaUMRARLEES.

AppArmor SIFEEE AN, JRIBEMIERIRFEh2R4E AppArmor BCEX . BRIBECEX
f, IFHITLUTRME:

1. [B5)YaST, ¥4 AppArmor BcE, AREETEOPELEEENEEENH,
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321

RIBECEX(T - EREREEOEEXF

BOEX R

/sbin/klogd

[sbin/syslog-ng

[sbin/syslogd

{usr/bin/htmiltree
{usr/lib/apache2/mpm-prefork/apache2
fusr/lib/dovecot/anvil
fusr/lib/dovecot/config
fusr/lib/dovecot/deliver
fusr/lib/dovecot/dict
[usr/lib/dovecot/dovecot-auth
{usr/lib/dovecot/dovecot-lda
fusr/lib/dovecot/imap
{usr/lib/dovecot/imap-login
[fusr/lib/dovecot/lmtp
{fusr/lib/dovecot/log

{usr/lib/dovecot/managesieve

| mEO | @O

h(H) | @ | [ mEe) |[Fsm]

2. FEMEBEEXFHNARERYIRS, EEERBIVECEXF.

3. PEEHEHRIE, B AppArmor FLE X4 INEERE O ERiRE X H.
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AppArmor BB X {4 IHEIE

LUFIES AppArmor BRE 3 {$/usr/lib/apache2/mpm-prefork/apache2

Xt -

[+] “DEFAULT_URI

:[+] “HANDLING_UNTRUSTED_INPUT
] rw
el mrwlkix

#include abstractions/nameservice

;#include apache2.d

|
i#in(lude abstractions/base
|

#include local/usr.lib.apache2.mpm-prefork.apache2

| R~ BEAE | | BESO) |

| @) | | mkR || mE® || ®RO |

4. 7£ AppArmor FRE X IHEEE O, BT REHMAREHSEE 33215
T . $3322% EIETT RE 33237 WEIC KR, EEZMER AppArmor
BB ST,

5. SefE, BETTH.

6. FHMABHEOF, BEEUMIANEREXHFMAIERN, AREMRES AppArmor 2
BEXf&.

() R AppArmor HENEEGE
AppArmor B1&I1BEZNEIIEE, WMRE=IHER YaST AppArmor TEMENECE X A
BFERAMEBEEEIR, EAHBH, NREEHEIR, EU root SHFohRIBEE XM,
SRIG1ER systemctl reload apparmor EFEHEIE XHE,

33.2.1 Zshnin
AppArmor BCE XA & CHRRY AR R 5 &R LURINE] AppArmor BCE X 4RITIZEE!,
TEFIRPIEFRUATERZ—:
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X
FEEEOR, EEXHRENERE, SERIFRIRRRE, TRE, BhHE.
%Eﬁ, SR AERBEL. BXBECRIFARESR, BENE 3167 "EEXXHRN. 17X
o BIEANEEDT o BRXMIARNRIFAEER, BEINE 317 T SRR
ﬂ 0

LU T IRAY AR & S5 % B /usr/bin/htmltree
AR
BNREH B
| -
_ _ D e
HEE) | mEs
L ghiE

1 MMan DR

@R | | EE© |

BR
FEEEOF, EEBRNENRE, SERITIIRREE, BEN, ErRILUEREE,.
FeRE, BEHE.
BXEENFAER, BEER
LR REFAER, 1§S

#3167 “MEXHRIR. Ins. BREMNER . BXX
WEILTTH “XHREIHEER o

LU FImA AR & 3245 B/usr/bin/htmltree
R

BRI R

| o
_ _ NO sz

HEEB) ) sEm

O s

1 MMan DR

 @wEO | | EE© |
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P& RN
FREEOR, EREUNMBRIIMERFTRE, BXESER, BERE 3157
‘MRl

P4 7 5 EiETFEE

|'met - | [packet v |

WO | | ®EE

Thie
EXEEOS, EFEEHNINEE. XEEFEARTEAA 324 POSIX.1e ThEE, BXINEERTIF
MER, BBNE 31471 “ThEeli (POSIX.1e)” o TEREREfE, REFHE,

B EMEIE STHEINEE fusr/bin/htmltree
L * fEEX T [LPOSIX_CHOWN_RESTRICTED] j&1

BRGD, EEEEXHHERAARERES

CAP_DAC_OVERRIDE BIPRE
CAP_DAC_READ_SEA
CAP_FOWNER
CAP_FSETID
CAP_IPC_LOCK
CAP_IPC_OWNER
CAP_KILL
CAP_LEASE
CAP_LINUX_IMMUTA
CAP_MKNOD

| CAP NFT ADMIN

00000 ®O

_BEQ | | BHO |

Include X{¥
EEEEOPR, JEBEZAE include I, Include ERI1ZEVEft AppArmor BEEX
HRVBAHUEHEEXHNIES. BXEZER, BEWE 3137 “Includeida” o
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TEF
ERHEODR, BEEEAMISFREEXGHNFREXY (BF) N2, AERE
E Hato BXEZER, BBNE3SE “FH ChangeHat 198 Web N HZFHEEE X
%

EmAERME
BO B {489 Hat BT

fusr/bin/htmltree.

£ 7N Hat BFR(H)

Gl Hat© | | R |

33.2.2 YmiEIN

ERRETRY, RFTA—NEHEN. BELEOPREEERD,
EHHEOYR, FEF2ENNT. LB, EEILUERBE. T, BEHE,

BXRBECRIFAER, BBME 3167 "EEXHEIR. nE. BRIEMREL o BXIARNER
BER, BBME 3171 “HENRGEIE o

33.2.3  flERIN
B A TR E AR, EEENET, AppArmor RIS EIE .

33.3 MIFRECEXfF

AppArmor AIFEFEMIFR AppArmor EEBEX 4, REEERENRELEX NN ARER, A
=t NN
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1. [B5)YaST, ¥4 AppArmor BcE, AREETEORELEEENEEENH
2. EEFEEMFRBIECE S .

3. BEMER.

4, EITARNBREEOR, BEEUBMBRZEENXM, AREMEE AppArmor BEEX 5.

33.4 EIE AppArmor

A LUBE B A AppArmor SRERERE. B AppArmor Bl{RIFIEHN R FIRENEE
MR RERE. 2 AppArmor BN RAFHRP, BMEEIRETRREXH. EEX
AppArmor BUIRZ, BBEN YaST, &R AppArmor &, ARETEOFEIES,

AppArmor BC&

v = F AppArmar(E)

EJE AppArmor

EEREXHEDN

pEREXHES | BEN |

ECT L | [ mee | zao) ]

EEX AppArmor BUIRE, 1BIRIRS 33,4170 "E AppArmor R FRFTIRARSHRME, BE
PR ECEXHRIES, EIRERE 33421 "ENEANREHETD PAMRUREIRIE,
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33.4.1 X AppArmor K&

FX AppArmor BPRESHE, BEEHEIKENEBHEIEEZR. B AppArmor 5, RFARKTEH
iB1T AppArmor, FHaEFIHITHZ SR,

1. B&h YaST, &#F AppArmor BLE, AREFEORRELILE,

2. EHREA AppArmor LUS A AppArmor, SEUHIERIZIETLUIZER AppArmor,

3. B AppArmor B E B ORI

0O &7

N FIERETHRER, —RRERHEERDT N BEEX .

33.4.2 BEHRBENEEXHFRIRI

AppArmor BIEERMARNER T AREX 4. ERIFERXT, SN AppArmor B2E
SEFMBIER, FlaE T iEEXHNER ISR EXHRATFNX 4. HREAFH,
BHSFIER. IEXEFFHEREREXH, AppArmor TEREREREEX 4. EEHIE
N TRAREXHRBEIMITIZREXHHEXNER, HE rsyslogd (E auditd 5
journalctl, EABUATRAARE) PIREEREFM=Ho

A E R E R I ENEE R EE NI L a1 HH AppArmor FRE X HARIET,
TEAAEEXHRAE, AIUERALLINEERAE RANRES. ERAMEEXHHEE (85
DEE 34727 “FRAVEELESHE" ) KRR, @RISR T ARIAERMEEEERIE
TN E X HFRISEE,

BRENARFNEREXHER, BHRITUTRE:

1. B5hYaST, EF AppArmor BLE, AEEEFHEORBEHILE,
2. ERCEREXHENES, EERLE,

3. EREENHERANEREX K.

4, EEE LS B E X g B A EIRE SR HIE T

5. NAERIRE, ARRELTTHIRL YaST,
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BEENFIAREXHNRN, BERASENLENEFHEHIZE NI

©) =7 FHTENEEXHS
BURSHEINREXY (RELLERTHLENAREFNEREXH) . BELEE
XY RARFZANSEREX Y, BREETELREXH, AEMNETRNSIRPIEZEER
ERVECE X4
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34 Mes<1THEECE X

AppArmor® BIit AR FERGIITAAM A B ABREENIEER ‘e, TTLUER
AppArmor 1T T ERIRER AppArmor BPIRES, UUKREIE. MIBReEE AppArmor,

O =7 B2E8
EFEER AppArmor e 2T TABEEEXHZA, BEREE 0= “HiEF%
&7 ME 31 E EESHFAGTNE L PIRMEE AppArmor —R%{E T,

34.1 K& AppArmor IRZ&
AppArmor FIRERZ F LA T = MRS PR EEl—Fh:

eEE
AppArmor RIERZFEE,

IETEIBTT

AppArmor BEERZFECE, FEESIHIT AppArmor F2FRES,
=1Ed1d

AppArmor BERIZAENE, BREFIHITRE,

WBITHE /sys/kernel/security/apparmor/profiles &M AppArmor BPIRZS, N8R
cat/sys/kernel/security/apparmor/profiles IR& T —5IECE X4, M AppArmor
[EEE T, MRZXHATERREERIEE, NRR AppArmor BfEL1E. IR ZXHRE
£, NMIFRR= AppArmor BEIE,

£ systemctl SREIE AppArmor, &R LUERIL T EHRITUTIRE:

sudo systemctl start apparmor
TREUVRT AppArmor BPIRTS. IR AppArmor KE5E, start 2 EBEHESD, [
IS EE FETIRE. R AppArmor BfELE, start 2SEEHAH AppArmor idE
X4 GBE{LTF /etc/apparmor.d ) HIEHEFIETKS. R AppArmor BTEIE
17, start fAHES, MAHITEER(E
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Q E: BHEETHMHE
BB EIBITRHIEN E AppArmor EEEXH, BEREERZ.

sudo systemctl stop apparmor
B EFRRZAFERNFEEE XA RELLIETIEITH AppArmor, X=BREREH
iz Hl, FHIE AppArmor B FEIEIRE. IR AppArmor BfELE, stop =B EIE
REXMH, BRABEAER

sudo systemctl reload apparmor
S AppArmor IRREFHIIH /etc/apparmor.d FEE XM, ERECHEHIEEIE
1THY SREIBITIBIRRVECE XX, FH AP /etc/apparmor.d B RPRIEMIBRAVELE X
%,

34.2 3 AppArmor B2 & X4

AppArmor tRIRECE M E X AL A IR UETFTE /etc/apparmor.d BRH. BHXX
L EIEEAIRER, BB NE 31 E ILESHAMFINEE o

/etc/apparmor.d BERFHFAEXGHHEBENEEXHHEHNREXH. EbESEHED
BEXH, WtERPIXHHITEGBRE—MERNAR. BUNERILERFHEEX

%, AR LRI EX LB Y, HENEEXHIEA aa-disable, X=7E /etc/
apparmor.d/disabled/ FEIE—IFFS .

e LR vi AR RGN ERXLREX ., U TETHESWEREX AL
X

sk eliE AppArmor B2 E St
BEXEAEE, B8N E 3437 “HANNielE AppArmor BRE 24

4m48 AppArmor EEE X ¥
BXFMER, BB £ 3447 “YiE AppArmor ERE I

P& AppArmor B2 & St
BEXFARER, B8N F 3467 “HFR AppArmor BEEESCH”
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34.3 nnEieliE AppArmor BRE S

BENNBRRF AN EE AppArmor EEEX fF, RAILMER RGBSR IR EX R A,
MENFEME, 5 3477 WELEESHRAITSIV PIREANA T XM 5.

34.4 #R%E AppArmor BoE X4

LTS BEYR4E AppArmor Ao & SRS FE

1. IREHFFRZLU root BHERM, BELXHEOPRN su.
2. HIMETREIRIA root O,

3. A cd /etc/apparmor.d/ #EEEXHEBE R,

4. BN s LIBEEE SR ENEEE X

5. 7E vim FEXARgIESER P AR E XA LUHTHRIE.

6. TRV BN EREFEEX M-

7. ERIHEEOPFHA systemctl reload apparmor LIEFEN AppArmor,

34.5 EEFRFA AppArmor BRE X4

() =& MHREREXX IR
aa-remove-unknown S EIEKETFTE /etc/apparmor.d FRFFEEEXH, Hu0,
BB LXD BREX . XARESIERANRT M., FH -n SHATILHAAEEE
HAVBDE X

EHHAEBATF /etc/apparmor.d/ FHFTE AppArmor BEEENX 1, 1BIB1T:

> sudo aa-remove-unknown

TR EBARIEE X 47&:
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> sudo aa-remove-unknown -n

34.6 & AppArmor BR& XX 14
LT 15 AR AppArmor B2 & X HFHIEFE,
1. MIR#ZFERR AppArmor FEX :

> sudo apparmor_parser -R /etc/apparmor.d/PROFILE

2. EBREXX

> sudo rm /etc/apparmor.d/PROFILE
> sudo rm /var/lib/apparmor/cache/PROFILE

34.7 WEEREXAFHRMEI

BiEE 315 "EMHAEAINEL BB AppArmor EcEXHIEEE, BXHEHIA
HEESIRECE X, EFENITIEELLRA. BREXMIEN, BEMA AppArmor TEKBR)
BIBMRWECEX o

IR AT A L3 AppArmor BREX 4, XFfh A E2&E AN I A,

Jhir U E XX 32
75 A ERTETNEE R NENARER, NitERRERR TR IRNAREF. BX
BEER, BENE 34717 “iuXmEXHIE"

RAEMEREXHFNE
I EERT—RENTFEZEFWEEREX M, EERTHEBITHIEESA. REAWE
E5|IREESISITHNAIER (40 Web ARS328. BRHARSSBEMEIRSHBNAER) WE
REXMH. BXEZER, BENE 34727 "ZAMREXHIE" o

£/ AppArmor TRAIEEMAREEXHHNTRETEES TEE,
1. BEMRESENERNEE XXHES .
2. MIT—REES D RIEMENECE XS5 7£151T aa-genprof 3¢ aa-autodep,
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| 3. BRAMSES. NREWRTEEXAIRERBHFEIEI

34.7.1 IR ANECEXHHE

I NECE R ERINMOHERRZ N aa-genprof NIEFEHRERE, A EERESE, FAXN aa-
genprof A BRMIEFAEEE, BEEERFIXETHENIEFREAFEEISTIT aa-genprof (1
AREBEXHIRPREESISIHEN) , ALEEHNIRERER.

E(FF aa-genprof LURII R A AMBEEXH, 1BBWE 34.7.3.87 “aa-genprof — 2L
REXH” .

34.7.2 RGIEECEXHFHE

WHZEZFUMARFEEREXHEE, REANES—REERRKTAENEEXH, MF
% aa-genprof ST ANEEXAAWEIRERHN— MBI NEEX . RARRIEEKE
XHWEGEN, WENSHEEXHNEEESBRTE, BERE, WA EERTA
KN ELZEITEETASEESS | FEFENNBREFWEREXN, HE—RMEATZEFWE
BEX .

BRI T A AN —ENREFHE AppArmor EEEX !

1. AN AREFHNEMEF R EX .
REWTGEZRRSMER, B AppArmor AISIABEEX M REFEEXHIIERF. it
AppArmor KENMEFE BTN, BEDVET aa-autodep NIELIEFSIBE—NAEIRY
REXH. BSIBIABNEEXH, HB0E 34.7.3.17 “aa-autodep — gAY
FREXH” o

2. EEXNEEXHENFE IR TIER.
EXmEOFHANATSHL

> sudo aa-complain /etc/apparmor.d/*

(LA root BMERE) ,NFEWETEEXHNEFEFISTIFEI. BaILiE
A5 33427 "EASEANEEXHIIEIL PERRY “YaST EBEXHREIV RIRERALL
Ihak.
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334

RFEIRIE, HEERASWAEL, EMEEE X AHERMMELERBRtt, XS

MAILERETE TR (WP % 3FR) HTHEFESGTRNANERE. BIltE
B, S UREREXHHIMIFEE.,

BXREAFIRANRTRIAERAENEA, BB 347327 “aa-complain — #A
FIFRHF IR o

. EINAER.

BTN BREFRHITEEDIEE, EIEFNZ/VINEERERE, BRAITILIEFIFRARE
WIRERNVEN XM, HTFHRITAE aa-genprof BSE, FUbt T BRI IFEEKE
HARE, MBEEFRERARESIZENRFE

. AtAE.

HITRSMEREXHWER, 5H1%51T aa-logprof, MAEILL aa-genprof FKiz{T
T TR B E X HFWENSINLRIE) . aa-logprof FI—RRA&VU0T:

> sudo aa-logprof [ -d /path/to/profiles ] [ -f /path/to/logfile ]

BXfEF aa-logprof HIFHER, 1BEBNE 34.7.3.97 “aa-logprof — HiEZ# 4 H

=+
XY o

EEPEINPRE 4

EFREMRENEEXH. LEERFEANSIFBRALTINIGHERHARIRES I ZIR
NSRS, ESRESREREMRLVIER, MABITEERR,

. REEREX M,

BNZEBEEEMNEEX . FIUERXARIEEFT YIS /etc/apparmor.d/ #
HYECE XX o

. REREEFIRT

LB RASEFEEFIITEEEXHIIRMAN, MANEIERER. LHIRET LA MNEEE
X ERR flags=(complain) XAFah5E, AT aa-enforce s HITE
B, ZasSHIEATNS aa-complain S E£iERE, RAESREEXHIKE RS
B WAILUBIEE 334271 “"EE AN IEAED RETRE “YaST BB R
I ARR(ER L ThEE.

EMRFABEEEX T ERFTFMENHEE TEFIRI, 5% aa-enforce /etc/

apparmor.d/*,

Y ECE XX 32 | SLES 15 SP4



8. ENFFIAERENX o
Zit AppArmor EFFHEFIA ECE X FHERZHFESUZEHIRIU, BN systemctl

reload apparmor,

34.7.3 WMEEEXHFHNIAELE

apparmor-utils RPM BB T BTFHIE AppArmor IR EXGHIFRESSBER (EEHE
/usr/sbin#) . SN TEBERRNAE,

34.7.3.1 aa-autodep — RIEEXBIHVECE X4

b T AR APmERNZF N REFIEASNEE X, eI Z#HEIrT T H M B FRE
R AIZF £ ABINEE X . ERMEEXHZFUMA “KRENEEXH” , EEAE
RA—EEE AppArmor IEFRIRFIEFFAEMNFFEREX 4D, &/\1Y aa-autodep A#IECE X
HEDASZEMI include 5, EEEASHERTNEENERLEXXHT, WNFRELELREN
12Fr, aa-autodep REXEFNAEFEMIEXH. EXHMNERAREERTITLIILA
AT E LGRS ER 1dd (1),

B4 MABNEEEX Y, 5FEH aa-autodep 27, BEFSHAIUSEFHNEEREEZM (aa-
autodep BT IERINENRIFZTEXEILEZ) , BAIURTELRENEF. BEASILUZE
EEHKE (ELF ZHHIXHF. MRS, Perl fIA%) . aa-autodep SEM—NABIHEE
X, FEENMSEIEE X HEEIESNEHITHUH,

SR ABEEXHIESE NS /etc/apparmor.d BR, FHER AppArmor EEBXH&HEZ4
E, EEFEMEEEEGIEEXMY, RNREREPNIERLE (/) FREBRAITS()F
ff. aa-autodep N—fRIEZRERIGEOFMAUTHL:

> sudo aa-autodep [ -d /PATH/TO/PROFILES ] [PROGRAM1 PROGRAM2...]

MERBMANEFRZ, WTBEVSRERRERAT (E)) . MRESEREXHREEIEIOAL
B, /path/to/profiles &&%& /etc/apparmor.d HERIAIE,

FFEMEECE XX a1, BRMAEANBREF—BoHNZNETHRITRSEEREENXS (T
BoiEAsNETHEEARLKEXHNIER) . X EFHNERBUATHEXNNEBER. U
TRERIEIEFI— LR
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B
MRFEEMRIEEXGNERERSBUTE—TERA, MALKBERPEEEMER, R
={#H aa-autodep /path/to/your/programs/* e LRI LA B RHIFAETEFE
SIEEARELE XM,

pstree -p
BRI UGBTI BIEFHEBIRER Linux pstree (8 B IB1ITHAEE. ARFH
EIXLRERNAUE, Hi WS 1MEFIE1T aa-autodep, MREFEEEREZEHR, N
aa-autodep S AEIKIIEN]. MREFFRELNEES, WAREDN Linux 55< find 7]
BEE BN T8 EHIER. 17 find / -name ' MY APPLICATION'-print LAHATE R FIFE
FHIEEE (MY APPLICATION ARBINAER) . MIRERES, ErUERBER.

34.7.3.2 aa-complain — #HNFTIFHF IR

FIFMFESIERN T A (aa-complain) 1&MIXT AppArmor ECE SXHNIAYERL, FIMNBmET
REEXHMERLRREX 4R ATFNEMYX G, AREATHN, BHEWIER. BEUHICE
X, BABKIFER, MEFET—EMNIUERRBEFLRNEROBESHY, REER
AppArmor TR HEHTEMIE, KB EEHHIENBHNEE XM

FRHIFETIFMEN (ERAHGL1T) STEEREXHNIREARIN—MirS, FEik /bin/foo R
/bin/foo flags=(complain). EfAFIFEI, BITA—MREEQ, AR root B%
BMANUTERL:

o INRTHFIFEF (PROGRAML) IEEMER R, 1EER:
> sudo aa-complain [PROGRAM1 PROGRAM2 ...]
o MIRBEAEEMREZER, BIEEENEE, WTFAR:
> sudo aa-complain /sbin/PROGRAM1
o NREEBXHAIE /etc/apparmor.d &, FHEAUTHS UEBCERIAGIE :

> sudo aa-complain /path/to/profiles/PROGRAM1

o RUNTFFRRIERE /sbin/programl MECE X4 :
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> sudo aa-complain /etc/apparmor.d/sbin.PROGRAM1

P REEGSHIBENTIEEEXHHEFIITIFER. IREFZFEEHEBMREZE, U
aa-complain ML RIERIZIZEFHI $PATH, {590, aa-complain /usr/sbin/* £&X
5 /usr/sbin BT EERXBEMNEEEXH, HEHEETITIFER. aa-complain /etc/
apparmor.d/* &% /etc/apparmor.d HHFAEE B X H4E FITIFIER .

©) 1= A YaST UNRAIE XHHET
YaST 2t 7 — A F iR R FIE AN E R filk. BXER, BSR
33427 “BEREMNMIEXHIRER .

34.7.3.3 aa-decode — fi#f5 AppArmor BEX G+ HI4REE F 17T

aa-decode f#H5 AppArmor BEBEH AP H7S#FIRIEF TR, Bifa] LIRS XARER A
WIS, EREE-+HEE R AppArmor BER, FHEFRERH R RiXEEIR,

34.7.3.4 aa-disable — ZF AppArmor 2B & X4

£/ aa-disable B LAZA—1 % AppArmor B E X HFRVRHIE, i< MMZ
hEEHACE X, FHEGLETE AppArmor BohitEEZAiEX %, £/ aa-enforce 5§ aa-
complain LAEFRIEULIT .

34.7.3.5 aa-easyprof — BB E X4

aa-easyprof IR T ETERANRERER AppArmor ELEX S, aa-easyprof ZiFFHIRE
IRFNECE A ARRRZEN AEFNEREX . RE aa-easyprof BB FEMEEX 4,
BHT AR TARER. BEXHANMRNERE, i, WTATEREEXHAE
BIBRHIELFahakE A aa-genprof 1 aa-logprof SIEREXHE /D —LE,

XA, 1580 aa-easyprof (8) WFMTI,
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34.7.3.6 aa-enforce — FHNBEHET,

SREMRN NS AppArmor BECE X AHINIBYER, FIUIMR T EEEXHRIZR HREE X 4+
RAVFHIX M. FMSWIER TR, HFEFTSATRESMH. RNSEABRFIEI. MNMEXIE
FEMEMAFLLEEHS, HEREIFED.

FEIFCERFIR (ERL1T) SEMREEXHNER complain #7&, fE /bin/foo
flags=(complain) %R /bin/foo. BEMABEGIRI, BHHITA—TKREED, ARMAUT

<o
o NRRHIFERF (PROGRAM]) FEEMIREEH, 1E(EA:
> sudo aa-enforce [PROGRAM1 PROGRAMZ2 ...]
o MIRBFAEERRRIZER, BEEBRMBEZ, WA
> sudo aa-enforce /sbin/PROGRAML

o NREEBXHFTE /etc/apparmor.d 1, FEWMAUTHS UBKCBRIAIE

> sudo aa-enforce -d /path/to/profiles/ programl

o IRUNTFFRRIERE /sbin/programl MECE X4 :

> sudo aa-enforce /etc/apparmor.d/sbin.PROGRAM1

LRGSR BCERIYIEE )X IR HIER .

MRARNEFHEEXHFNZIR, WHBNSIRTERABZIF. /path/to/profiles KBX
RERANIE /etc/apparmor.do

BRI UR— M EFIIRI— M EX KR, IREFZAEEEENKEIR, N aa-
enforce i L XEREFH $PATH,

©) =B {EM YaST UHRELE X8

YaST 2 fft 7 — M A F T IFE AR F RN ER AR, BXER, FER
%£33427% "ERENEREXHIEI o
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34.7.3.7 aa-exec — FRIEENEEXHIEHIFZRF

fiEF aa-exec FILUBTHfEEBVECE XA/ NECE X (R M= BIFRFRHIRVIZF. SNRERIEE
TEREXHMZIRTE, BFEHEHRMTERNEEXHRE. MRUEE T EEXHRTR
=(a], FERLRMRFINEEXHRM, MREEXFMBMTEIIRIETE, FEMRIT AR
EX MKz TS — WMERER aa-exec s —H,

BXRZBLHATINFAESR, BERZe<HFMIIman 8 aa-exec,

34.7.3.8 aa-genprof — £RECE X4

aa-genprof BT 4 AppArmor EEEXHHISEAER. BRI UMIEENIERFIETT aa-
autodep LUBIEABMEREXH (NREEBFEAFEREXH) . FHGENTIFENX. FH
EWMEHI AppArmor. RicBE. BRTEAPRITERURZAHETIEE. HiBEN TAR:

> sudo aa-genprof [ -d /path/to/profiles ] PROGRAM

E 5 Apache Web RS 2812FF httpd2-prefork RIZEECE X, iBELL root B4HITLLTIRIE:
1. %\ systemctl stop apache2,

2. #E Tk, %\ aa-genprof httpd2-prefork,
7T, aa-genprof SHITLUTIZIE:

1. fERINTRIERR T EMRHT httpd2-prefork SRR, EHAILIEETERRZ,
£ SUSE Linux Enterprise Server £, ERIABISEEERIZ/ /usr/sbin/httpd2-

preforke

2. 19& httpd2-prefork EEEEEREXH. NNREE, WWEH. WRFEFE,
WEFRE 34.7.3 T “MEREXHNTELR” BFHRE aa-autodep BIE—
FEE X o

3. BitEFNREEXGHETFEIFTIFMEN, XHFIEREEXHFEM, BER
VI SEER LU E SR, BESHUW TR (BB /var/log/audit/
audit.log) :

type=APPARMOR ALLOWED msg=audit(1189682639.184:20816): \
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apparmor="DENIED" operation="file mmap" parent=2692 \
profile="/usr/sbin/httpd2-prefork//HANDLING UNTRUSTED INPUT" \
name="/var/log/apache2/access 10g-20140116" pid=28730 comm="httpd2-
prefork" \

requested mask="::r" denied mask="::r" fsuid=30 ouid=0

MBRERTITHITTIPER, AppArmor EHRBEIZICRT systemd BE (55
W (EIEiEmEY ,$21E “journalctl: &iff systemd HE” )

Sep 13 13:20:30 K23 kernel: audit(1189682430.672:20810): \
apparmor="DENIED" operation="file mmap" parent=2692 \
profile="/usr/sbin/httpd2-prefork//HANDLING UNTRUSTED INPUT" \
name="/var/log/apache2/access 10g-20140116" pid=28730 comm="httpd2-
prefork" \

requested mask="::r" denied mask="::r" fsuid=30 ouid=0
S eI LUER dmesg ap S REFXLEE M4

audit(1189682430.672:20810): apparmor="DENIED" \
operation="file mmap" parent=2692 \
profile="/usr/sbin/httpd2-prefork//HANDLING UNTRUSTED INPUT" \
name="/var/log/apache2/access 10g-20140116" pid=28730 comm="httpd2-
prefork" \

requested mask="::r" denied mask="::r" fsuid=30 ouid=0

4. EABEETSEMNEGEIMEKITCEEERNAE, F40:

Sep 13 17:48:52 figwit root: GenProf: e2ff78636296716d0b5301209a04430d

3. BT ANRTN, E5—MEREEOPBEITNARER, HITRAEEZHNNAERI
BE. WL, %jii‘t@_ﬂlﬂiﬁzr‘ FERETNEERNNXGMER. fliN, THE
ImE O systemctl start apache2,

4, HITIEFINRERR, 7f aa-genprof KRIFHE &R Tl AiE
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* s R7f aa-genprof EEIHEMEZRIEXHFEMTCUEFBNRABEIETT
aa-genprof, MIRBHEREERASMH, AppArmor ERHEIRNBEXH,
XEER—RIIRM, EXNAEIZEXLERFL5|S aa-genprof £ L LEEEX
o

e F mIRHTE,

=

Q =
MR HIARINMEFHIIER, EHNE 35 = “[EH ChangeHat #93E Web [HTIZE
HERE SN o

5. [EIZEMRER:

o MEEEXHIREFLRNTREXHFZENEIR (BF2I0 341 “FIEI
oh: RIS ERFERIART ) o

o MEEREXANEFRITT —MEF, MEX2WEREREX (FERM 342 “F
SIRIBIIN: EXTEIRIR” ) o

EXRMEFMEER—RTAE, EOMEEXEEH, LOFRREEFRMNZIEEX
fro f134.1 “FIRIFIG: EHIPFERRNIART M 34.2 “FIRIAFIGN. EX
THIAIE" R T SMEFNRRG. /545 BI% 5 R0l 25X £ ) AT AU,

o MIBHITNIRIEEE L, EAITUREINRIAASOIBICIN, FETE MU T WiFHIT
RPESEEY

f134.1 : FIEAFIG: EHFSERFIIAIE

Reading log entries from /var/log/audit/audit.log.
Updating AppArmor profiles in /etc/apparmor.d.

Profile: /usr/sbin/cupsd

Program: cupsd

Execute: /usr/lib/cups/daemon/cups-1lpd
Severity: unknown
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342

(I)nherit / (P)rofile / (C)hild / (N)ame / (U)nconfined / (X)ix /
(D)eny / Abo(r)t / (F)inish

4k (ix)
FRRFHEARXEFNEEXH, USREFHEENIHIERIET. SRS
EFEERARECHEFNEFNIIERXIEELA, TIRFEMEFIEEX
R PRER E HRIECEXHHINIR. B FEFEBFRARRF (fiwm, #H
less fEAHDTI2RH /usr/bin/mail B M) BY, @EERIER.

EEE X1 (px/px)
FiEFUB CHNEREX BT, EEXHDRHARNZ, MRFEFEREX
fr, MERMITFREFRZERRREMRK. XREGXKEFTHRAEEMR
SHYIBHZ, 31T DNS EREEI R MTA RIXHRHAT,
WS B ERITRIECE ST (Px) I A] AR Tk FHIZI R BE R ECR
TIT AR R SRR,

FI0 (cx/cx)
REBIMAFEREXHFNEIR, TS px/PxEIEEM, IRLIBRKIRNFRE
X4,
EEEIEEHITRYVECE S (Cx) 1T n] AB IR TR 155645 FHAZ AT e 1B B
TITHRIME T 2RI IR,

FKZPR (ux/ux)
AT ZRA R A AppArmor BREX 4, FMAESTEEEEREINIER T
1B17,
R ETEEIITHARZIR (Ux) I A] AEEIRTE (%244 TR 2R R B S B R
TITANIRETEMINE, HEE, STTLERINEENHRERT SR,
W E T Re SR A IR RIEF AppArmor, IEXER FEEMER T4 X
Mo

mmap (m)
LA RS PROT_EXEC iS4 aRTETEREXHEITRIRZFE T LER mmap
ARGRARIRREIR, XERE T UM TERRGNIETE, NREREXHE1
BIRETTHEZEXRLNE, RASRETEESINR,
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164
R EXHFRIN—5ELMN, LUKAEIEEFRIARIEENE REERE
I, AppArmor S4BT —1NEMH,

Fhik
ik aa-logprof, EIBRIAIEMARNFIBEMUESIE=ER, FIEREXH
G RTFRZ,

STRX
%4 aa-logprof, EEMREEIBEFIALLEANNFIE N ESRFHELFFEERE
X5

o 1342 "FIEINOIIN: EXITHAIR" ER T AppArmor EiIY AT EABERT

/var/run/nscd/* #iTiEE, REFEHE—MARFHET AR Apache X519
F,

f134.2 : FIEGIG: BRI PR

Profile: /usr/sbin/httpd2-prefork

Path: /var/run/nscd/dbSz9CTr
Mode: r
Severity: 3

1 - /var/run/nscd/dbSz9CTr
[2 - /var/run/nscd/*]

(A)llow / [(D)eny] / (G)lob / Glob w/(E)xt / (N)ew / Abo(r)t /
(F)inish / (O)pts

Adding /var/run/nscd/* r to profile.

Profile: /usr/sbin/httpd2-prefork

Path: /proc/11769/attr/current
Mode: w
Severity: 9

[1 - #include <abstractions/apache2-common>]
2 - /proc/11769/attr/current
3 - /proc/*/attr/current
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344

(A)llow / [(D)eny] / (G)lob / Glob w/(E)xt / (N)ew / Abo(r)t /
(F)inish / (0)pts
Adding #include <abstractions/apache2-common> to profile.

AppArmor 12T — 1M Z MR include, BN IEINYE S ERFIERVIEDR,
REREHITT—D,

Q =

AppArmor ¥ EHRHARRIAA B RFIE XA,

#include
AppArmor FEE X 4RI E 3R —1 include X4, ERIREIZEFRIIARIR
Ro @A include, ERIUMEFEFIARHEREFHEENE RREHM
XARIPR. A include RUB/NCE X HRIA /N EFEEINAY include 2R
AR,

BECAZ
BN — PR EEcBIRheZE0 0. BXREBEIEEZNESER, BS
ME31.6 T “BEEEXHRM. irE. BREMEE .

EPRERTE

XEEFEIERTTERNREmREREZR,
ERERIEH include 5, ESEFDITIIELRLIEE, FeBBEZIUNNE
AppArmor EEEX 5, MRENERHERBREIAHS, WAIUEREENE
BT,
T E A T B Y SRR EC & S

iﬁ?ﬁ Enter
FRAFIBIELEE R B R 1R

i
RIFIAREER B REEED, AppArmor 2L HXXHIARINREN. BXES
B8, BERE31L7T “HNRIFEEREIL o
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i2E]
FELIERRRFinRtEE B REEEHHINIR. AppArmor BEESHE0 B T—1F
o

#hiz
RS S4B RN, RFEEENRER. MRZFREXE
Fr ERH BRI RIENEL, AppArmor SEREMIAFH A IFEEHBAN
b 1T
EESTENRRE, ERABEMRIESESREELEMN—EMAN, BErFR
HEEAEKRE, BRNZEEIEIIENRES, AERTEINALREEIEFE
T,
BXBERIBENEAER, BBNE 3167 "HEXHEN. inE. BEN
‘i
RE BRAEE
EEMRENRIGE REEE, FEIREREXMT BB, W, /etc/
apache2/file.ext %R /etc/apache2/* . ext, XHZWBERT (2
5) Bt XERFMALUARIZINERTU .ext AT BBIREX 4.

1
ik aa-logprof, EIBRIAIEMANFIEMUESIE=ER, FIEREXH
G RIFFRZ,

STRX
x4l aa-logprof, [EEHREEIBEFIALILMANEIE N ESHELFAERE
X%

6. EFA vi EEHREBREXN, BEXREOHMA vi /etc/apparmor.d/
PROFILENAME, £ vim 4548 AppArmor BREXH4EY, BB BIE (a1, BfEA

—_

:syntax on @<, AIG(EH :set syntax=apparmor &<, AXvimiliEZia=E

THIEMER, BSIE 34.7.3.147 “apparmorvim” o

. EBBh AppArmor, SAJGfER systemctl reload apparmor f<EHEEHAIE X4
&, BiERENREXH.
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5BAFE AppArmor BEEXHHIEF AR —, YaST AINEEEXHMS aa-genprof 132
$5{ER /usr/share/apparmor/extra-profiles FRZAHEIE SXEHRHETR,

BERAAMIRPRE BN, BRI TAIRASHR(E:

1. % EXFriAB5h aa-genprof,
AR aa-genprof X2 TIEEsHHAMECEXH, NMARFEOP=ERUTIIT:

Profile: /usr/bin/opera
[1 - Inactive local profile for /usr/bin/operal

[(V)iew Profile] / (U)se Profile / (C)reate New Profile / Abo(r)t /
(F)inish

2. EFAREEXH, 5% v (EREEXH) FRITLEXAMARNRE X 4ERETE,
BHAEREX G ZANE#ITRE, B v (BEFEEXH) o
ERRIAENEEXM, B ¢ (QIEWLESNM) , FRITEXFRNEEXHFEN
TREMKFIEEIBECE S Mo

3. EffE, & F (52R0) 1BH aa-genprof HREEX.

34.7.3.9 aa-logprof — AEARKAE

aa-logprof E— " REXTH, BFEE /var/log/audit/audit.log RBIEEFHY
EIRFREIER B, HEIZEEE systemd HEFHLEEG (52N (BEiER) ,F21E
“Journalctl: Fiffsystemd HE” ) , MUKTE AppArmor ZEEE XA 4 BT BT,
iz1T aa-logprof 5, ESFRPABMERIFMBFIE TERNBEXH, MREFENEEE
XHERHENNELEN, ERUEBHEEXHNEIN. aa-logprof FRALLESRNE
BRI,
MEENZREINEFREHNITE —MEF, aa-logprof KFREIXMIER, HXiEiRA
FPERNFHZENNERAWMMHHRITER. HITEIN iXx. px. Px. ux. Ux. ox. Cx KUK
FEEXHINBTF B ohFHZRED, MR TFHEAGRMMNEENH, WAINERER Px. 1
RAGEERMOREXY, MEIAR ixo RASXERIMEE XHFHIZIETT aa-autodep
FHREEHE AppArmor B (JIREIEFEIETT) -
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aa-logprof BHAY, BREFFMMEIENUEFRECEXHF. R AppArmor b FENRE, ¥
BMEHEMNREXYS,;, NBETAHERREEMHIHEHEZNTE nul-XXXX BEBEXH (TEFIFER
TIEEISIERNMBEREXH) FiEfT, XEHEREEARTHEYREXHETT.
HFjz{1Taa-logprof, 5L root BMERHEXIEE ORI aa-logprof, LU TETIAIA
F aa-logprof:

aa-logprof -d/path/to/profile/directory/
MREEXH A TIRERSR /etc/apparmor.d/ T, IEEEREXHFIMI BRI TER
2o

aa-logprof -f/path/to/logfile/

MRBAEXGRERINEREK /var/log/audit/audit. log F, BEEEBEXHME
BRI,

aa-logprof -m "string marker in logfile"
#ric aa-logprof EERAAHEFEEMNICH, aa-logprof SRBAFKHEFR TS
EMCEIENFMEEYS. NRTICEETE, SIARRCEESISHARER IR 7
an:

# aa-logprof -m "17:04:21"
B

# aa-logprof -m e2ff78636296f16d0b5301209a04430d

aa-logprof ¥1AEAE, WRAZNEALXIBERNENEH. SNREBEKET—NFERS
B9 AppArmor NI, ZFIFRHIDE RS B LURINAERZARN,

FRINERT, aa-logprof =7f /etc/apparmor.d/ FEKREEEN . Ll root BT
aa-logprof FFERUEHEENH. A, BENAREEIEREFENEESY, Fluns
EFRMITEEEGEE SRR (HEX4EFN, MNASEXHEFRN) . EXMHE
T, SRR zcat -f “1s -1tr /path/to/logfile*’ |aa-logprof-f-,
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34.7.3.10 aa-logprof ;=fil 1

TERRHEIEEE aa-logprof dEAMNEIFE /etc/group XY httpd2-prefork, [] FTREK
TNEI,

ARG, XF /etc/group BIifIEIE httpd2-prefork i5iR1 & MRARSSHI—EB ). AERZAINEL 2
1, EEIETENXH AppArmor MNEE, %EF 1#include, BMIRSHEGEMETS DNS &

BARXBIFREEE, RNEEEXHEARRZHIF, XiFxf DNS EEEMXEXZMARSECEX 4+
R ENERA—RT, MEFEBIFZEREXF.

Profile: /usr/sbin/httpd2-prefork
Path: /etc/group
New Mode: r

[1 - #include <abstractions/nameservice>]
2 - /etc/group
[(A)Llow] / (D)eny / (N)ew / (G)lob / Glob w/(E)xt / Abo(r)t / (F)inish

RN T2 —:

iﬁﬁ Enter
RRRINRENE, EATAIPARFRRIEER B REBZET

FEIF
FRIFLIEHEERIE REBZW. AppArmor REEHXFILEMNREN. BXEZER, BS
ME3LTH XHERRIGERIV o

(2]
XAMBLERREFLREERN B REBED. AppArmor R4 E0E T —1ME M

iz
RAERAEESMILEARHNN, AFEREEEETEINENRERN, MRMANE
ARG ERHERIRTIEABNEYS, AppArmor SEREHFHINH AT EEFRMARE
o

LTy
EERFERNRER, NERBRNTRIZSESHRERLEN RN, EEFRMEANEMAR
2, FRABRZIEYIENRS, ARREMFLESIEFTHED,
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BXBEIEENFAGEE, BERE 3167 "MEXGE. ins. BENELE” .

REY BRrEL
IR ERIGE RE®E, FISREXHT BR. FIW, /etc/apache2/
file.ext ¥ZpL /etc/apache2/* . ext, XHRBHWEBER (ES) Bift, XFEFR
BILUAIRZINE R T . ext AT BEFIEXH.

L1
it aa-logprof, EIERIAILMARNFIEMMNESRREER, FREEREXHERRESS

iy
.o

SThi
%4l aa-logprof, FEERZEEIB/INIEENBFRE N ERHE LI G E X4

34.7.3.11 aa-logprof /=fjll 2

g0, £ vsftpd WEEEXHEY, SERLATEE:

Profile: /usr/sbin/vsftpd
Path: /y2Kk.jipg

New Mode: r
[1 - /y2k.jpgl

(A)1low / [(D)eny] / (N)ew / (G)lob / Glob w/(E)xt / Abo(r)t / (F)inish

thiRERHIR T N EFRNTE, 8%, BITEREE vsftpd [EFEI8RINTRAYERZI, BENMEER
JANIE LT SUSE Linux Enterprise Server EBY vsftpd @M /srv/ftp it FTP X, X2H N
vsftpd ERRIRZ chroot, XIF chroot jail RERRIESERS, AppArmor BEIBIEN chroot IF
1R (MIERBLEIEKREIF) BIXHIAIREL,

FINEIRNEDRE, BRZRTNZERFAAE JPEG X4 FTP 3EZEAR, LAERILAE
REZYT BEZBILHERRINAIRE /*. jpgoe XEFEBIBIFRIEITTIED . jpg XHHIIA
A RBYFREFEN, HEFELELERXIAE . jpg XHERIFRE R,
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&ia, BRIZIRTX FTP XHRE ZRFENIR, MNRERE—DHREFEL, aa-
logprof SIFEINAERIZ /y2K. jpg BHA /*. tIh, BRNIZZTFHENBRMNEZ L]
R, EXMERT, sIUERTERFZETHEAN /**. jpg (XSRFHENEBRMPFIE
. Jpg XHBIIARIER) B /** (XS T B RIWPAIE XHRIHENER) o

XL AR EENA AR, BARS LM, FENZEEERSNRAEMREI RLF
ENRT. IBRITIRIRAE S 7 34.1 “FIEINHIIN . =R E FRIR7 iRt
TN,

TEHRGEEE /usr/bin/mail IR PIHHECEX Y, aa-logprof EAIN /usr/
bin/mail ¥ /usr/bin/less fFABNFNAREFNIT, BTRKEMG “20T . EREER
TR

/usr/bin/nail -> /usr/bin/less

(I)nherit / (P)rofile / (C)hild / (N)ame / (U)nconfined / (X)ix / (D)eny

Q &

/usr/bin/mail BYSERRATHITXHE A /usr/bin/nail, XA EEIRIEEIR,

/usr/bin/less BRI LEEMERKERT— 1 RENX S 2 ERE), XELME /usr/
bin/mail FFAEMNRE, B less Lfr LR — P IIREsR KA RIER, A TIFZHMBIFN
FA 2R, 0 tar A rpm.

0O &F

X tar X3¢ RPM XHIE1T less, EAIRETXLERBENER,

EAFRLEFIRARMEES BEhETT rpm (XS EESH Microsoft* Outlook HIAIRERE, HN
RPM BB RENEBARAIEFNEES) , EIXMER THRERFAERYL R, XEFEER
XARHITH less BFIEITF /usr/bin/mail WEEEXHZ T. XE=ERMLER:
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o IMEEN /usr/bin/less FTEEARXHNIEZARME] /usr/bin/mail BECE X4
==

o &R LB tar 1 rpm FEBHFNAREFRME /usr/bin/ EBEXMH, X, H
/usr/bin/mail FEHIFEFIETT /usr/bin/mail/less BY, less BEFELLASZ
AppArmor RIFBI R 21§%, F—MEERZEMEA OxHITER. BXHUITEXIFHE
B, BBNE 31127 “HiriEl

THERRT, EABEERALE XA, X=X aa-logprof =4 LI TRME:

o ENECEXHHIRMNIEER px/Px, X5RHEALIREFIE CHIECE X,

* aa-logprof SAFIME—MEEXH, ARBIEFHENEMHEREFIHEEX
7 aa-logprof AFRHIRIE, FFIaLMEREEXHRIERTS R ILECESX .
MRERKFOUENIRIUERFEIT, BENAZEEX .

MRENZRHNERKEHNITE—1EF, aa-logprof ZEEINXMIER, H&=19

B AP ERh FHIER N EAMMHITIE . HITEN “UE” | “BEXH . ‘K=

fR” « “FI” . “@dBEEXH” , FIATFELRITIETIERET.

MR FHEEFRIMNEEXH, WEGAREN “BEXH . NRAFEEEREXH, MEIA
RN MR o FE 317 SHIRIEIEESDT AR T HAEGRI (ix).
ZEREXHRTIE R FREFNAEREE CHNEEXHFIET. — TMEEEREREEERE
FIEF MR ERIIFE, INREEIFFIBIME, AppArmor BEXHHERAINRITIEMET
Px. WMIREEFEREFE, EXHFPESRM px, XEMASHITIMEEE, NREXEFEE
XERITIE, BIARRITIENA Pxo

FEWERRZRINITIRN, X &EEAEMETRER o et E R EFNEEEXXHN, 7
RIERZIER, EERZREXNSITHA—INESHEE, ERERINZERE. NRERIAHE
B2, 3—1THEEESITH, 9T ERENE, BERREXHFPFERRITIER Ux, Bk
EFE. BEEREXHPSRARITER ux, 1HEES. BINEERNERN Ux (RERZRHUITE
) o

O ==: RZWRiET

PR ux 5 Ux RERIRANNE, EXRSNFEFIRAFRITITREIRITRE (K
ZEAEMS) .
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34.7.3.12 aa-unconfined — iRFIARZ{FIPHYHIE

aa-unconfined S SKNERL LHARMNERIRO, BES RS EEHNREXHEHTTLL
1, HIREAEE AppArmor BLEXHFEIMERS . EFEERMT AppArmor BLE XX HFRHIEY
root 4%

EM /proc XHFRZHKRRHIZTHITHRE, ML root B9i51T aa-unconfined, It
BEFSZUTRESEH0FNm:

o REEZRRTHITX AR IE
° HIZTE netstat(8) z[E&LL, MEAH#H—PHKNEWIRLIE
Q &

HAEFR (NI fER TCP 1 UDP RY#E2, @M=, WEFFERTEGE, REERE
B EEFRE B 18] AR BRI EC B S

34.7.3.13 aa-notify

aa-notify B—MEFINLARER, ERUEREIFMERETR AppArmor iBHl, MNREREKRE
AppArmor BEXH, MIXGEERKRESHEER KBNS, KXAEFRFEERE. BESA
AppArmor KEIEH], IFIE1T aa-notify:

> sudo aa-notify -p -u USERNAME --display DISPLAY NUMBER

Hrh, USERNAME BIEERISERMAF R, DISPLAY NUMBER 2L FIERM X Window &
RS, Bl 0, ZHIEERAEIT, SEREELEHEN, MEETE,

0O =%
SEEIHY X Window BRIRSIRTEIE $DISPLAY TEM, AL, EAILUER - -display
$DISPLAY B EHR YT B TREFES-
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A AppArmor B

BB 3 Jusr/sbin/winbindd
BefE: mkdir

##: /home/sys-var/run/samba/winbindd/
HWIEHE: ¢

A& Jvar/log/kern.log

BEXFMES, FEN:

hetps://wiki.ubuntu.com/Debu

34.1:

XA LUMER -s DAYS EINACE aa-notify, UERIEEREE/LRIENIEE, BX aa-
notify BWiF4E 2, FENHEFMIiman 8 aa-notify,

34.7.3.14

vim X&gESRNEEERET XN ERAEBE=RETR AppArmor BEEXHHIEFHINEE, FIME
vim # vim B9 AppArmor iIZBEIRT, BB ANEERETHNREXXHNENEE, Eff
R vim REFMRIERE X, BELXEE PN vim,

£ vim H4E4E AppArmor BECEXHEY, WNEBAIBEAEERIE, BER (syntax ond<, A
[5fEF 1set syntax=apparmor &<, AR vim FREBIIXHER IR/ AppArmor
FEEXH, 17

# vim: ft=apparmor

ANEEE X KRE.

R
vim ¥} /etc/apparmor.d/ FRXHEERAT AppArmor &= ETo

BRLLTHEERT, vim SXECEXHRITTLEE:
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HE
B RBIT

e
HAEEAM R R

B
RTFERRITT

EZ3E3
RFHITINRAYIT (ix BX px)

a6
T TIREIAFRAYTT (ux)

éI dbg
ARNEHEHE AppArmor IEIRAVIE L FEIR

ERNAEXIBERHERNES vim B, 15 apparmor. vim # vim FHTILUA vim
YmIBZSEREY :help B7E. AppArmor iB7AfE7ETE /usr/share/vim/current/syntax/

apparmor.vimHi,

34.8 EEERIXHFRZMBR

TENTIRESE AppArmor EREANSREENXHMBE R, NMREITEFHEEEE XML

RFMEEE, FHRARETEXEXHNBER:

/sys/kernel/security/apparmor/profiles

R A ERHAVERE X R EIME XX

/etc/apparmor/
AppArmor FE&EXHHIIE,

/usr/share/apparmor/extra-profiles
AppArmor FEMHMEERIAR I AR A ECE X4 TRo
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/etc/apparmor.d/
MEXHRMUE, XAKREFN /Bl . RER/ TEBR) NHRAE,
XA AE HEMERICEX 4, 5180, 2= /usr/sbin/smbd NECE X HanE

usr.sbin.smbd.

/etc/apparmor.d/abstractions/

HRIE,
/etc/apparmor.d/program-chunks/
EFRIRIIAIE,
/proc/*/attr/current
KEI X4 ABEHZNRFPRS U A FIRHZH#EZNEE X 4. ps auxZ ea<RIB
M RIXLEE R,
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35 {£F ChangeHat #9% Web N B 2~ BIACE X HF

AppArmor® EEEX RN ENMEFEHSHEN LT 2RI, CERT M ERITER, BE,
MRZEFN—BIRESHERD RENIHENR, ZEFETUL TRIEF UEREITF
FREFHINRNR 2R, XMIEEFHFERENG

ChangeHat 27 EEETE AppArmor BLE X AL MIEFHMIE FERIZERF. XIEFEEREILL
EXEEHIEEARFNNEZ M, IHREERERENAREFIEEN “BA ChangeHat” , &L
B, BEENRI N AZFHRITEREREE R E[M AppArmor IR A HEiR R £IHAYE
Ko Apache Web fRS5287 2 — ChangeHat BB AERF,

—PMEREXHAIUEEEHENFEEXH, BEHIRERIM RS FEEXHFERHM
FEEXMH. FREXGRFENBHNEEXHREN. HRMBESREXFHNRIEET
FEXHZMIRL, MEZE ~ 2R

FEEX A AIEFEREEXAAENE— X4, WAEFEFRNXGF. TE81FS
EFHERE, BICRAE—MEESN — EERBEFEBEE FRINIEENR. NRFE
MEFERML T RECEXHFIERRE—XHH, MBHEHHRwFERECEXHHFAEET-

ERMFERFHIMNEFEEX L ALLEIR hat HFAF ~ Fko
TERNFEEXHFEEREETF:

/foo//bar { }

=%

profile /foo//bar { }

M FEARDFEE X HERAIEF:

~/foo//bar { }

=%

hat /foo//bar { } # this syntax is not highlighted in vim

HAR, BFHReERREEXANRENEHRF/EZ. REERFEEBEIF REFH
ERERM bug NIEFHREBRHAFENBEEEX . XBREN, BFHNELIERESHIZNIE
R MNBEZRFLRAE, MIEFRIETHARMNZERNSRE LR, Eit, change_hat
ENARFRSSETIEARK. EXERSSET, ETESHEES (B0 PERL. PHP 3
Java) SEBEAEHRE, UERLEXEREEZELNESHIZNAT,
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EEHNERABTENBIAE Apache BfEA change_hat REE3&iE mod perl M mod php
IETHY Web fRSS284AH. BERMESTXE 35127 “(IEMNERES” BHENEN
mod_apparmor EMHNBEFER, JLERNBEFRSSEREMBAZE.

@ j:IE/—_r Eﬁ'ﬁ: o

BXFMES, 1380 change_hat F15T,

35.1 EdE Apache LUEAH mod _apparmor

AppArmor &/ Apache 12712 mod apparmor &R (apache2-mod-apparmor
&) o IIESRE Apache Web RS 238E98 =40 ChangeHat, i5i%[E Apache —fC&eZE gL,

¥ Apache AJ/&%A ChangeHat 5, BESICELUTBEENXH AppArmor REBEX 4, KREHIR
FAmEEKEINE URIERIEENIRE.

* URI B EMIIEF, %0 ~www app name/templates/classic/images/
bar left.gif

* DEFAULT URI

e HANDLING UNTRUSTED INPUT

@ AR ApacheficE
INRELE apache2-mod-apparmor, IFHIEREAIZEIR, ARHRITUTHLERE
Apache:

> a2enmod apparmor && sudo systemctl reload apache2

Apache WELE A XBREANAEEXHFHHREIES. FEEXMHIEEN /etc/apache2/
httpd.conf. #i¥ Apache BY, fERJLUISRALESXHIIMIE, ErILUIESHEEXLEREXH
BME—1HLAREE Apache BITTRAR. XMEREXHHITERE, FHFEH sudo systemctl
reload apache2 Ef&E#H Apache, LUEIRFIEX,
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35.1.1 EMENIE<L

<VirtualHost> # </VirtualHost> 1§ B FHE—ANN B FRHEEMENNIES, BX
Apache BIAENIESHNFMMER, BB W hitp://httpd.apache.org/docs/2.4/en/mod/
core.html#virtualhost @,

#5ETF ChangeHat WEZE X #EF 1 AADefaultHatName, LtXBFHRELRMT
AAHatName, /%0 AADefaultHatName My Funky Default Hato

Ee] LUME R X FRIEE AT BRI ENAEM Apache FRSZ[IIESHRINE T, XEFEA X
TR EMENERREMEINE, AAHatName IESTIUBEXEBT, NYFRFELARN
AAHatName S(E&EFRZE URI FEn R AIIEFBY, A10ELLXFEF, W3R AADefaultHatName fg
FAEE, ©IEELEEI DEFAULT URIMEF (MIREHE) .

NRAFELEREF, NREZE “” Apache 18

35.1.2 {UEBEMBRE<L

M BENBRIESEREFEEXHHIEEEFRIR, LUE Apache AlARSHZ 2 MAEXAIE
Fo ¥F Apache, fERILATE http://httpd.apache.org/docs/2.4/en/sections.html 2 X EH
KA EN B RIETHINE,

TEHHNUEESRAIH L ENMEIEE mod-apparmor NM{FEAFERIEF:

<Location /foo/>
AAHatName MY HAT NAME
</Location>

tiES2=WXFrELL /foo/ (/foo/. /foo/bar. /foo/cgi/path/blah blah/blah
%) FFKB9 URI 2 MY_HAT_NAME,
BRESHIFARNSUERTHEMN, FANSEARNEXGRFAFNRREZE, TFIMWT:
<Directory "/srv/www/www.example.org/docs">

# Note lack of trailing slash

AAHatName example.org
</Directory>
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http://httpd.apache.org/docs/2.4/en/mod/core.html#virtualhost
http://httpd.apache.org/docs/2.4/en/mod/core.html#virtualhost
http://httpd.apache.org/docs/2.4/en/sections.html

35.2 B2 ChangeHat BN AIERF

FE—Trh, BETHT mod apparmor, UKTINRIFEEBNERIFRIERN Web MNAIEF. 7
TiEid — N ELRREISE S HERIN AR Web MBI CEIEF, FHA(ERA AppArmor By
change_hat THEERRIFIZN BTER. B EE, BT YaST B9 AppArmor IEIRINERIR, KAEE
EfF AppArmor e 1T T A,

35.2.1 {#H AppArmor Bm<$iTIT A

REFER, BI1EERZ A Adminer (http://www.adminer.org/en/ 2) B9 Web R FBTER.
ER'— 1 PHP REHILINEE SQL HUREEET R, AYREHE—1 PHP X, BIERIET
Adminer, BEZEIGE— Apache Web k5528, PHP XH Apache tR1R, UK—MERT
PHP 3B ZEIREHIZRE — 2R fIfER MariaDB, ErIfEA U TapSRERENIRGE

zypper in apache2 apache2-mod apparmor apache2-mod php5 php5 php5-mysql

EIREATIETT Adminer B Web 3715, EHITIATHSRE:
372 35.1 : iRE WEB RS EIFHR

1. HR>t Apache BR7T apparmor # php5 &3k, BEMEMAIER FYBEXLIRIR, B
mB:

> a2enmod apparmor php5
REERU T <ERTH Apache
> sudo systemctl restart apache2
2. fR MariaDB [ETEiE1T. WIRAFHE, BEAUTSRKEER)

> sudo systemctl restart mariadb

3. M http://www.adminer.org 2 & Adminer, EEEHIZE /srv/www/htdocs/
adminer/, AERKHEEHRBE N adniner.php, FHTEREIZA /srv/www/htdocs/

adminer/adminer.phpo
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http://www.adminer.org/en/
http://www.adminer.org

4, TEMTTR LE28HY Adminer URI it EG R38N http://localhost/adminer/
adminer.php BUMiX Adminer, SARERF Adminer REZ TiniZARS28 L, 76
localhost B IZARSERAVEPREN R

% =2 (& @y | [ localhost

Adminer 311 =5
(HSQbrast EX 5 MySQL v
R8s localhost
iz [ |
A%
BUREE

B KAEFR

35.1: ADMINER E#R}R

0O #x
MREEETE Adminer ERTIFBE|RHE, 15=1RX1CE Apache F81%BE /var/
log/apache2/error.log UFKEE, TEFRIMITNIE—NRERER, &
B Apache B3 AppArmor B9iZHl, HBH AppArmor BBEX A3 F =&, RaiF
#&E Adminer, 5{FAH aa-status 0BT ZEEXH, NIRFE, AIFRAUTHS

PR Apache e B AHITIFIRT

# sudo aa-complain usr.sbin.httpd2-prefork

Adminer B9 Web iR, EERECE Apache B9 mod apparmor, f AppArmor BEfEIG
M3 Adminer BSIERIARIAFE “BF7 #HITHEN.

360 £ AppArmor B9E 1T R | SLES 15 SP4



i3#E 35.2 : FZ&E mod apparmor

1. Apache 7£ /etc/apache2/ #1 /etc/apache2/conf.d/ FTEZNEEXH. 17k
BRI ENRE X HEXARERPITH. ARGIER vim B2 CIEMNECE XY /

etc/apache2/conf.d/apparmor.conf,

> sudo vim /etc/apache2/conf.d/apparmor.conf

2. BUUTHBERERIZIHRHERFRIXAF.

<Directory /srv/www/htdocs/adminer>
AAHatName adminer

</Directory>

Y Web AP ifiR] Apache XHEIRB RHH /adminer B (UKZBERHFERNX
/B BY, IMARIERTILE Apache &5%0 AppArmor 4% T change_hat E%, 1E12
£, adminer.php NAREFMBRETIXUE,

3. REXM, XiAYwiERE, ARERUTa<ERE) Apache

> sudo systemctl restart apache2

ITE, Apache WiBEIRF Adminer HAIE “MBF" KRERIERT . = THKIKXAE AppArmor B2
BREIE Adminer WAEXRIEF. NREBEFIEEE AppArmor BEEX 4, BLEIE—, RE
B4R, 152, W3R Apache BIEZHEBISXMHRE /usr/sbin/httpd2-prefork, MAEXH
ECBEXFEmEZ A /etc/apparmor.d/usr.sbin.httpd2-preforke.

372 35.3 : I ADMINER HJIEF

1. EXARRIESIPITHYS /etc/apparmor.d/usr.sbin.httpd2-prefork (Y1Ri%
XHREFE, FEIE—) « HRBNINTFR:

#include <tunables/global>

/usr/sbin/httpd2-prefork {
#include <abstractions/apache2-common>
#include <abstractions/base>
#include <abstractions/php5>
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362

capability kill,
capability setgid,
capability setuid,

/etc/apache2/** r,
/run/httpd.pid rw,
/usr/1ib{,32,64}/apache2*/** mr,
/var/log/apache2/** rw,

~DEFAULT URI {
#include <abstractions/apache2-common>
/var/log/apache2/** rw,

~“HANDLING UNTRUSTED INPUT {
#include <abstractions/apache2-common>
/var/log/apache2/** w,

-

. ERE—TEEES (3) AEEAL TS

~adminer flags=(complain) {

}

BARBEFRIEEAIMA (complain) — &S5 AppArmor 3§ adminer t§FR
FIRRER. X2EA, BITHEZE®E AR Adminer KT BBI8 FELE 4.

. REXHE, ARKRRERST AppArmor 1 Apache,

> sudo systemctl reload apparmor apache2

. }oZ adminer IEFEEHELLFIFIFER

> sudo aa-status

apparmor module is loaded.

39 profiles are loaded.

37 profiles are in enforce mode.

&£/ AppArmor 9
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[...]
/usr/sbin/httpd2-prefork
/usr/sbin/httpd2-prefork//DEFAULT URI
/usr/sbin/httpd2-prefork//HANDLING UNTRUSTED INPUT
[...]
2 profiles are in complain mode.
/usr/bin/getopt
/usr/sbin/httpd2-prefork//adminer
[...]

AT LLEE], httpd2-prefork//adminer ZEH AITIFE.

=E—MESEE adniner B FEIEMMNE., XMEHITE adniner B FIRENITIFIE
NHEE — YEALBEI M TN S 2 A adminer. php B, BEICRIAEBKEEXEHRE
RERIER, 7AG, aa-logprof FHENFEA16IEZIEFIESE X,

3%2 35.4 : 4§ adminer 1EFEYEIM

1. MDY 2T FF Adminer, SNRENE Adminer ZZE7E24s31, M URI A http://

localhost/adminer/adminer.phpo

2. EEBFANEUIEESIZ (EARHIFRH MariaDB) , HEANAENMIEERFZENOSE
F Adminer. BRI AREEELIRERR, AIUEBEREHBIEE. €A Adminer 17
FREBRVESIRIE — QUEBMTEUERE. IBHEENHRR. REAPEN, FF.

3. ERMK Adminer AR REG, UHRREIEHIEHi10E BSPUERERE.

> sudo aa-logprof
Reading log entries from /var/log/audit/audit.log.
Updating AppArmor profiles in /etc/apparmor.d.

Complain-mode changes:

Profile: /usr/sbin/httpd2-prefork™adminer

Path: /dev/urandom
Mode: r
Severity: 3

1 - #include <abstractions/apache2-common>
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364

[8 - /dev/urandom]

[(A)llow] / (D)eny / (G)lob / Glob w/(E)xt / (N)ew / Abo(r)t / (F)inish /
(0)pts

i#id aa-logprof ;EE, FENeILE RSB EMQNEIX N adniner 1§+
Profile: /usr/sbin/httpd2-prefork™adminer

aa-logprof S $2EREENE BRI AppArmor EHRVERFIN, ISEBFER
BRI, HEA Allow Hik. BX{EF aa-genprof #l aa-logprof EOMFMAEE,
EBNE 34.7.3.87 “aa-genprof — EMEEXHE" -

0O #x
aa-logprof BESHMAKENEHREZNERIN . BLEANEFihER —
FIMFENE A EMRANTUE XMNE, SE5XENHER (MIEEEM URIFT)
ER=RER:

1 - #include <abstractions/php5>
[2 - /var/lib/php5/sess 3jdmii9cacjle3jnahbtopajl7p064ai242]

T LEENTRGIFR, BINAE 1 HER AL, URTFHR.

. TRERE—IENE, RAZBEREREFELNEEX .

The following local profiles were changed. Would you like to save them?
[1 - /usr/sbin/httpd2-prefork]

(S)ave Changes / [(V)iew Changes] / Abo(r)t

Rl S RFEN.

. £/ aa-enforce B EXHIKENRF IR

> sudo aa-enforce usr.sbin.httpd2-prefork

SR[E1EMA aa-status EEHRS
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> sudo aa-status

apparmor module is loaded.

39 profiles are loaded.

38 profiles are in enforce mode.

[...]
/usr/sbin/httpd2-prefork
/usr/sbin/httpd2-prefork//DEFAULT URI
/usr/sbin/httpd2-prefork//HANDLING UNTRUSTED INPUT
/usr/sbin/httpd2-prefork//adminer

[...]

NI AEER], //adminer lEFEMEIRERN LT FERHIER.

IHAEM DTN S 28 HIE1T Adminer, MREZTHEEIRE, BHEREEIFEN, &
AIE BRI SE, HERH aa-logprof EMACEXH, HEIEXNARERFTIEE
RERE AL,

U

%

Q 15 EFSREEHHER
BEEXH ~adminer (RERETFREEXH usr.sbin.httpd2-prefork z{THHERN
RHET A,

35.2.2 7% YaST HRRIEFAINMEFF1I0

FRFIELLE X EER (BXERAE, BENE 3321 “FELREXH ) , HERE
RFoA LB X ERMFNEEX N (BXERAZE, BERE 3310 “Fafic=E
), BABBEF (FEREEXH) ANE AppArmor EEEXHRVIEI, 0 TFrmEE
AppArmor L& X 3NEER OZIN ChangeHat FECE X 5o
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AppArmor BB X HXTIERE

LUTIEY AppArmor BEE 32 {5 /usr/lib/apache2/mpm-prefork/apache2

Xft&

/

f*‘

T R

[+] "DEFAULT_URI

[+] "HANDLING_UNTRUSTED_INPUT

rw
mrwlkix

$include abstractions/base

$include abstractions/nameservice

$include apache2.d

#include local/usr.lib.apache2.mpm-prefork.apache2

BEAE | BRRIAO)

e(H) e || mee || xzso |
1. 7F AppArmor BEE XX HNEERT OB EHAINT, AGIEFIEF. HAEFZITITIEERD

366

=¥TH:

BRABRIME

BOE X A7 Hat FFF
fusr/lib/apache2/mpm-prefork/apache2.

E 7Y Hat BFR(H)

|.adminer ‘

plEHat©Q) | | HIER) |

. WNEZINE AppArmor ECE X HRINEFRIR MR, LERFEA URL, Ltk URI A RIET G

BIEF I E RINBR,

. BEOIEIEF. REZR AppArmor FEE X4 IHEERS.
. AINFRE TR, BETEA.
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36 &R pam apparmor FRHIAF

AppArmor BEEX RN AT RIHITIER ; MRIZEZEFFEN SR FAFRRARINRAR
BFEHMEBS, ZIEFALUET change_hat BIEFEX NS —AE (MHMAFERENX

4) . pam apparmor PAM ER AN BEFETAHRZ. APRBHRINEEXHEEETE %
KRR REIEIFEEEX . EXMILER, F4F pam apparmor 7Fi /9 PAM SiEEIR,
AR =REE pam_apparmor SR, ERILUER YaST 3¢ zypper K&LE, REZNRHEE
[&, AILUTE /usr/share/doc/packages/pam apparmor/README 3k EIHE XA EM
BCE pam_apparmor 94T, BHX PAM AT, iBEWE 35 @ PAM H#ITE050E
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37 EEEMEREXGFHINARER

SIREEEXHHFENAERRERE, REERFRFX AppArmor® EBEXHHAEF (BESMBEE
Xt MUEEXH. SHEEXHEHFEFRISRNT) , SUSE® Linux Enterprise Server B9
BMERKIRAHEIEFHRP, EolLUBTIZEE4EBEFH@E. 51T aa-logprof TALL
RIBERAHEMERIEX Y, UNRGIBEIFRIE, EXERFSEMFMZ AN EZELIE,

37.1 WRE2FHEEME RN

WEIL2FHELN, FRENNSERERABELFHRTHNRBMERIESNARFITH
H—EB0. BHITHIE, ERIASRKET ZNARFIAIR, MFRELNZERERENARRE
FITAN—ERS), BT <1THIETT aa-logprof,
NRELMIRERBEENAREFTAN—H7, WRRIHEMA—RATEHANEEE (B
WRALE) , FRUILEMAELTRALRPATREMENAR.

37.2 #HiPREEENXHF

TEFFRS, BN MELEPREHRENNAREFNEEX . RERBEHFEIEFR
AR EIN—EB7. ERITRIREGEEREDHIME R 2RI, HRIMANENR, TNV
RIBERIMRE RN L 2 R H I TERBERIER

37.2.1 BMREEEXH

BEEPEEXN, SHMERRE, EAEMTUERWEREREFNEEXH. S5, NR
EENXMAREN, ErUEREMIIXHEMIRE ZIiRE,

BIREEXHEREEEBRMENEEXH.

1. B, BRRXEXAFEE—IXXGF. Alt, BITHAZIREOH U root HntEALL

T2

> sudo tar zclpf profiles.tgz /etc/apparmor.d
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EMRAZTHHEZNENLLERBXY, REENAEREFNRAFENERIIRFTE
& /etc/apparmor.d B,

2. B PILAMER scp 3 Nautilus FXHEIRRRHEFI EMEEFEERAE. NEHE—8
HENF.

37.2.2 BEXRZREEEXH

MREHERGNENARFERESUERNT MY, #FREEEXHIEENENRE
PXo BTE AppArmor REECEX M, BENE 3321 “RIEECEXN o

37.2.3 REGSINERIHFR

RN AR ARA S TR MEIRAR, BESHEMEEXGHLUARENEE, RIERQE
R EEBEREE, BEETERE. BRI ENH TMAREFIBEINRHEFIFIEFR, LU
TNaEsHARNIRER .

MREITEENRIMEREEH T HHTHER, BEFEREXHNREREEELHFL root &
31817 aa-logprof, BXiFiHEE, FEEWNE 34.7.3.97 “aa-logprof — HIERZZGHE o
MREITEERTEF MRS T HHITHE, EMEEEXHNRERZZEEEMAR
%, UAEREREREAMIELAMNIEEXY, HIRIEFEMEFH aa-logprof #H1TE
o BXRIEFMRAE, BBME 34.7.3.97 “aa-logprof — HEAZZHE
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38 FF

REEHENBEIFFENES. TR 7 HRIIMEIER AppArmor®, ERRE— NI BAFMIT
BIFIR, XLEFMITBME XINAFER AppArmor Frigis ST TEMNEREER), &EE—
TR T £/ AppArmor NBERIN—LE R R EBRS %, BERAEFNIESRS
AppArmor BYERPE S HIE5RIE R,

38.1 EX#/LEEHT AppArmor

FARAS SUSE Linux Enterprise Server BRI E BRIV 75 iR HE AppArmor 34 &
B, EA LG ZEFMN A SUSE Linux Enterprise Server FEMAIERIE i 61— R0
FRZ X LEEH,

38.2 ERFMR

BRI LUMERFMI. EXRIFEFHEA man apparmor ITH AppArmor FMR. FMADFHERS
7915 8 IED . B NEBDEH X —FERIBISAE:

#+38.1: Fpm: o5

5 =5

1 AR

2 A4

3 FE R 3R

4 RERDIEFER
5 FEEXMHEI

6 D24

7 SRR
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b 251
8 BEAGS
XEBETFHENFMIHITE D, B0, exit(2) HREHERFLEE, Mexit(3) {idiREH

C FEER3K,
AppArmor FAT1E4E:

® aa-audit(8)

* aa-autodep(8)

* aa-complain(8)

* aa-decode(8)

* aa-disable(8)

® aa-easyprof(8)

* aa-enforce(8)

* aa-enxec(8)

® aa-genprof(8)

* aa-logprof(8)

* aa-notify(8)

* aa-status(8)

® aa-unconfined(8)
® aa_change hat(8)
e logprof.conf(5)

e apparmor.d(5)
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e apparmor.vim(5)
e apparmor(7)
* apparmor_parser(8)

* apparmor_status(8)

383 EZER

http://wiki.apparmor.net 2 L3R T HX AppArmor F=REFMAER, FIRERSFKH /usr/
share/doc/manual FiEH T AppArmor BIF= @,

HAURMET AppArmor EBHFIZR, AR AIBELXEHMANER, UEFLZAREE, §X
WAER, iE&8Mhttps://lists.ubuntu.com/mailman/listinfo/apparmora,

384 =Efig

ATHNH T ER AppArmor B AT sEH LMY & & iR B Al 1RH Bo

38.4.1 WAINMNARFITARE?

MR ERINBEFTASEREMAEUNNAREFRR, NEraEHEEHHE
#5HE, LUATE AppArmor 3R BZFIIPREIZEEE Frmg. MNRCNEIGELE S
AppArmor 31 RIZF RS HIPRELS FM™4%, FEMENEEX M, EMBLIENBERFR
i, i5#EMH aa-logprof HUITIIRIE (55 34.7.3.97F “aa-logprof — HIEZZHE" ) o
WMRIEREERZ AppArmor RIFHIER FEI TR EZEFHARS, BM /etc/apparmor.d A
ERNARERNREXYS, REBIIEMUIE,

3842 BHEEXHMUFABIESTLIE..

INRE—EEERIRRREY AppArmor, EREH T &4 (BRETIHNEEXHE) , ERIEE
KM, AEMZAETREENEENAEFMEANLMAEFENTN, HELEET.
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ItEARZ<EY AppArmor NEBCE X HHiEEF AppArmor TESINT —AHINAE, XAERLAIBAR
AppArmor BCE X iSRRI, XLEThEEEIE:

o XHSE

o RIS

* SYS_ PTRACE Th&E
- BRBEZHE

LAkl AppArmor FIERESABIE, HALSINTFHBMRIEL (K)o SARIBRXMHHE
RAINY AR R 2 IBARECE XX FBIRRS], MXEREXHHARENEEATIEXFIN
R, NXLENVARREFARITAREHATER Y. MREFREFETIMESR, B7E /var/log/
audit/audit.log THYEEXHHHREIN FFRAIEL:

type=AVC msg=audit(1389862802.727:13939): apparmor="DENIED" \
operation="file lock" parent=2692 profile="/usr/bin/opera" \
name="/home/tux/.qt/.qtrc.lock" pid=28730 comm="httpd2-prefork" \
requested mask="::k" denied mask="::k" fsuid=30 ouid=0

AN TR ER aa-logprof s EHECE X4

3157 “WEEiHREET hEnRRE T WS RTINS AEAHF NS H R EIE A RES
BN AREFITAREEETEEIT. NRELMMWEBEXHNARFHEMFTIRNITH, BE/
var/log/audit/audit.log THREXHFPFHREM TEAIREIIN:

type=AVC msg=audit(1389864332.233:13947): apparmor="DENIED" \
operation="socket create" family="inet" parent=29985 profile="/bin/ping" \
sock type="raw" pid=30251 comm="ping"

HEMRRENNRGIRARERE (EARBGIFA /bin/ping) FoEREVAFITHMEEZDN

AppArmor iR, AR FAEFEESEITMEIAR, FERNIEALNIR, EREEXHE
HAERMEE, BRI TFHAER aa-logprof &<,

NRFHIZRINIAM /proc/PID/ fd/* P, HEIRZFEE SYS_PTRACE Thag, MEcEX
HEEZEIAZINEET, MIAREXHRBEZXXHT, §li, REEFHNUTIER
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/proc/*/fd/** rw,

AR A B AT LU :

capability SYS PTRACE,
/proc/*/fd/** rw,

EREXGERNERINEE, BN TARER YaST EfMEEXHMSE aa-logprof
Lo

TEItbhRZSHY AppArmor A, MEEESXHMNNEEZHITT JLIMENR, UWESFHZEERIFNSX
HIHRIX D FHR, AL, FIBMRAFSXHRZENEREFLENELEAMNINETER S X H
HRIZLED, XETRESH AppArmor B RIENXEE R, NMMENAEFNITAREENS
METER. UTREIESEETRRIEEREENEL.

FAIFEERN, TERHMUIE AR /proc/net FHXEHFBER. ERAFERIARIEE
BEEZBE RPN, MARTNZERTHXGHERNIARNER. Fii, 5 () B=TE /
proc/net/dir/foo, BHTF foo @ dir TH—IXHFHE R, ELTEIHFRT,

/proc/net/* r,
EFERMELAREHEENTA, FEFAREZINN, MAR—F. F—FMURFIAR /proc/

net THIX M, FEZFZMMARIFHE] /proc/net THIER. BRIFHAIRTATIIHAZR, MR
RESEFRIAIRIZE R THXAEHE R,

/proc/net/* r,
/proc/net/*/ r,

TEARNERIBEERNITEANEM, RIFFE /proc/net TRXHEMBR (BRAFS
8] /proc/net/ WERFIREE)

/proc/net/** r,

BEMEZEPER LRRAKXX DX MHHRIFMERIAR, FEAUTHRERN: E—FANN
FAVFIEYIAIE] /proc/net TRIBR, MHEZFMUMREXAVFHI TR,
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/proc/net/**/ r,
/proc/net/**["~/1 r,

TEBANERIBEEPHOIESNEM, RFIARE /proc/net T foo FLBIXHFIE
R:

/proc/net/foo** r,

BEMEZFXOXMARRM B RIARHER ** BEEREN, FEAUTHFIN: F—FAN
FIREEZPSANTEXHMNER, MEMBERIAZNEXH, BB, 25
MNEIBEEREEACEXXHFBARLERR, MAEMEEZFRICEER:

/proc/net/**foo r,
/proc/net/**foo/ r,

TN T ? BEERNRZEL . ZEIREED, F—FANRANLEXGMER (M
NFERF, RE—TFRHAIUBRRIEUMNMIERFER) . EEER, eRERXE (SBE
PERIER) o EEMUEHREXXHEEZFALREANANS, MEMEEZFRELEER. &
E—&MNERXTERZ N bar (/proc/net/foo? TF) BIX, EHIRIEER, ltl.’.%)u)"lUlIvF"
RBFXHMER:

/proc/net/foo? r,

/proc/net/foo?/ r,
/proc/net/foo?/bar r,

BEERHBREEZESEXNEE, BEENERENENEERRENEES, HRUOT
PR BIERE T HEEEX S TN N ARERF:

1. RNARFNEEXHETFEIFRI:

> sudo aa-complain /path/to/application

EoMiER GRECEX AR IREERBED, BEAIBFIMITZECEXH, HEAN
RREFBITARRZRE,
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2. BITREEFEERRBIITHREESHNARER.

3. IRIEIEITTNAIZRF IR B STEfMECE X 14

> sudo aa-logprof /path/to/application

4, BEMREEXHERE TREE:

> sudo aa-enforce /path/to/application

38.4.3 f{#F Apache fE/Ra]&

LEEH M Apache 1 &R (5140 apache2-mod apparmor) Z#&EXf Apache HEEEEX /S,
BXH3E Apache NECEXH, MAEREEEMREXHRIMEIMNIFN, NRERBRIDE
Apache BIECE X4, Apache AIRETAIEEBE), HE T E MR HIRS

38.4.4 WA MERRVECE XX HYRP ARG ERVECE XX F?

i={T aa-disable PROGRAMNAME B]LLZ2FE PROGRAMNAME MERE 4. LtbinSEtIEiEm /
etc/apparmor.d/disable/ PREEXHNF SR, EEMMEERENXH, BMIPRZHE

1%, #5717 systemctl reload apparmors

3845 BEEBUUBERZEEIRARAZL LHINAREFEENX

2

EfE AppArmor EIREREX M, BEEANLRETNAEZFNRAZNESE. Ak, RE
EERGRRETRAREFNITEN, MEEELREXHHEEEN ST ZNEAER. R

T—1 &% TR BEER, ¥HE (/var/log/audit.log, fIRFKZRE audit, MK

journalctl | grep -i apparmor > path_to logfile) fE4ZIECE XHMETH,
SAf5z1T aa-logprof -fPATH TO LOGFILE,
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38.4.6 AR HANMEE AppArmor iE/EFEIR

FrhéwiE AppArmor FREXHRIBER = EEEHIR. MRENEEXHHETIEELEIR, =i
BN EBE AppArmor BY, SERFINTENFIREGR, WRFIETRTENDHIEFHIRN
Eio

# systemctl start apparmor.service

Loading AppArmor profiles AppArmor parser error in /etc/apparmor.d/
usr.sbin.squid \

at line 410: syntax error, unexpected TOK ID, expecting TOK MODE
Profile /etc/apparmor.d/usr.sbin.squid failed to load

M AppArmor YaST TR, SE—FEFHIRAESEEB M EXHESHER, FEXET
HEE.

AppArmor BRE IR E IR

LS IRFEEH, Apparmor TEBE, EEXHEETABEEER.

* jetc/apparmor.djusr.sbin.traceroute P EEEERIR.
i1 [foo]

@RI LLME BT man apparmor.d TH AppArmor BCE {8 ER5E.
{EEERMRET T AppArmor FFRBECR. EEMETUTERS:

jusrisharejdoc/manualfsuselinux-manual_LANGUAGE
iEEE iEM TEXT AppArmor NEZITHEER

[Tmz0)

EREIBAEIR, B root BMEXHEEOPER, FIAREXY, AREIEEL, FH
systemctl reload apparmor EFEHAEXHE,

© == vi P AppArmor EEERET
SUSE Linux Enterprise Server EAI4R3E28 vi 25 AppArmor R BEXHMIEEERET

Ihee. ESEAHRNTHERBRETALE,
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38.5 k& AppArmor BY Bug

AppArmor A& A IR EREBREESmANT M. RGN bug IREBBITFRIMR
FRENmB. HEE AppArmor Fi&EE) bug BY, 1B UL mAY bug R

1. RTINS E) hitp://bugzilla.suse.com/ 2 HEBEEHEF,

2. WG SUSE IKFEURH BT E R, WMRELE SUSE KR, BRECIEKS FRMFR
FHIERIE.

3. MMREWEFEEIRS, BFERUERRS, YERNERESFRMEERES.

4, MRENRFETRE , BENERSA= PRI EFENEAEIRTTH.

5. ERERRXHIRNT M. MTEME, XNZEENTmIAITHR. BE RR .
6. WEEFmhkas. At (EDHFIFN AppArmor) |« EHTFEM™EL,

7. MA—TBTHERRZEEERE, ARTE TEAMIEFRIVEE, SERSXMSF. &f
ATE bug iREFEIEMF, LIRHESEE. BEXHTMIEZEA.

8. MAFMEIFAERGE, RHEZMUBRERZEIFRAR.
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39 AppArmor RiEFR

P
BEE I TENEEX R,

Apache
Apache @— 1M ET Unix B9%2& Web fR528. BRIEEREBN EERRAT ZH Web AR
5388, Apache W4 http://www.apache.org 2 H3R{T B X Apache BiF4E S,

VAL
AppArmor ZRFIN ARRF UKRAFENHRITIIEE. SERSINIREIRELEREEER
RIFHBRSS 28 LERERERER, EEARIELAEFHEAR A A RS AN BiEF.

WEER
AR ENFERARFERSURZTRER. NRICNARFAIEARLEER
X &EREMM R BEF SRR ER.
AppArmor MR T ELHFE, Flieft “RiRRIE” M “RMME" BIKEHEEEH, XMEI
Ebiiii, EAZANAIHLEHTS AppArmor E X EHERREZ1E % R B EHHIXBE,
T A B A SRR (AR P B s TR L XUBR

GUI
B RPRE. AR—MEFaR, EHEVNAPNNAREFZERE—TRIrBSTE
AR E. HaxR\FEE0. BfR. &l SRR,

P
XHRER. ERIUTEERRIXARRE, MEERENFM * (BAERHENF
7, B/ 8?7 XEFRVRHRFMNRIN 2?2 (REA—FR) R—RERIIZIXHE/E
Fo ** BERHEALN, ERREHSFIERTHERXHHER,

HIP
ENNE . SEERENZABDELUELESENNARFTH, RENTARMAR
M. EMELMELEEN ERESE, FEllfee “BEFE el eINAER.

SRBA RS
REXRIFERR A, BFHELAR. XHENEENRNEEL2EM, EHI25R
HIERY, BRERAFMEFEREEREN

379 | SLES 15 SP4


http://www.apache.org

ECEfF
AppArmor ECEX 2 EE X BN RER AT LA MR 22 5t 21 R LARAR A MREEAT A

EO B EASE
w RN BRI ERNEEXFHEZIRIR, 90 DNS EHMAF S1{nIik

RPM
RPM B4+ B EIRS M A BRI FERANAKITE RS, E7TE Red Hat Linux. SUSE Linux
Enterprise Server ReHEAth Linux A1 Unix &4 Liz1T. rIl%e. HE. Wif. ZEigH0
EMMTENSRSGE. BXEZEL, d8Whttp://www.rpm.org/ 2,

SSH
22 Shell, —IRSS, AFENZEZITENNRRSSHEILERLAE ARG,

{RAEBYH IRl
AppArmor fEE & M ZF R LUREL. BANFBITHRLES , MMAMEIRS RN IS
iz, XWRTEMEFRSHITERZHRE, MASHITEEEF.

URI
BARIFARIRN. 8 Web LRI RBVFRARERIZFRFMULAYER, URL 2—7H URI,

URL
Uniform Resource Locator, Zi—&IRENI2R. Web RIS E R RIS TR,
ZHUNE - R RAEFRANMY, FZEDIEEZRFTERN IP itsif &,
Blan, HEiHE http://www. suse.com B, EAMNFLE HTTP Y, %0 URL A9FFLE
Do

i
RO ME R REPHIERER Y. HTEVARRREE D AR HIT R IEMBVIRME, ik
RERWNHIAF EBRIASIEHN, &t BEERLELNRRE, I, BFsER
 LRERRE. WIRREIKE, KA ESSBLARIIRN, SENEESINRERNS
B]E X K SRR BB T
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40 B2E SELinux

EAErh, 3% T 2A0MfI7E SUSE Linux Enterprise Server Fi§BEMEIE SELinux. HEAEIELL
TER:

o A EEMA SELinux?
e TH#2 SELinux
e 1% 8 SELinux

o &8 SELinux

40.1 ARIZER SELinux?

SELinux 21EAMIIN Linux ZLBRAZEF LR, BIZAT Linux RIZPHNE2ESR, HEN
ERUEBANT 2K, Mo LiEERENE X HRIES (DAC). FRNFEE/H/2BX
EAXBRIZS, LAKIREY/ B N/HITABRIZ ],
TENTGIERET AEIFE SELinux XFMARS R (HEZEM & AppArmor) :
‘“B—REBEL, BRUIBHNRSSEWEBNRT . XERS[ETHELTETLETH SUSE
Linux Enterprise Server. AR%528 LECE TRHAE, HEAREEMAFTENRS. #—FPH
SR, BERSEI—NEREN PHP HANEN, XMHAEX SRS LIETHEN
Apache EIAENM—Z D, NEHEIKZEET Apache Web BRZ23FF BRI wwwrun tKF 3RS T
SNRIARIRIR. NRELUXA wwwrun FHFPHISATE /var/tmp #1 /tmp BRHEIET S0
7, XEEMZAAER THNZ BRBSHBLARSMNIELRSHENEF ML, ~
NFXARKE, BRENMATET, ERTE—aXRM LEHEEMERNRSSE LLLAEN. I
XENIREEHISE, BEAREERBILEHANT R, WRHHAT EELER THEEHIMN
Z2,
SELinux EAMMEIRSR (FIMIXHEHNNBERTF) BREFEERTIARESIRE,
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40.1.1 =HFPRS

SUSE Linux Enterprise Server 15 SP4 37#F SELinux 122, SLES et T 7EAR328 L1ER
SELinux MEBRRIFAE ZH#HIS I,

FEEERE, BHINEECHREE, FXRE=FHKEKE, BXLEATFT ML openSUSE %
BREVER, BEBME 4031 “LZE SELinux BFE” M 40475 “&2E SELinux R o

40.1.2 TH#R SELinux B4

TEFHIAECE SELinux Z AT, EMNiZ3 SELinux WAL A RE MR TR, EBRAHEEUT

—/\

=1
o Linux RiZHHLeiESR
o SELinux FEF Z# &I 4

e SELinux $EB&

SUSE Linux Enterprise Server BIZRIARIZZ3F SELinux AR EIE SELinux FREM TR, XF
SELinux, BIERAKEEMNTIEEEIERR,

£ SELinux ZREEH, T2MATEER AR Linux RS8N FRANR, XEMFBEZRAP,.
imE. HENX . EAXEREMEREZAIUIEMN, BFENXERSSELAFHRRITH
1TMPLER(E, SELinux BUASIELEMIR(E, MRS AT AR ITHITHILELERT
Bl Eit, EBERS LERNAEERNIZEBHENAIRN,

§E, EAIURARHNELAMBIEENUIFZRIENET, XERERENKO. ZEF.
AP, XHHMBRKFARE SELinux BIRIF, MNRERAFER SELinux SRERIFIRELELAFRIDAIAR
5, EAR+0ER. BURZXEFY, BHNREFTIRIEENRP, RFER SELinux

TEN R

ERRENARFRESHNEFRP, BHEESF SELinux K&, XMUME—NERINHE, HARPR
BEXfEHERINE, FAEFBRSMAFPBEHTFERESMRE, IERAMLES A B RATHEMR
S LR M#HIZTIE. FIELERIINREERNIIEE,

EAR, RERMAY SELinux RIRTEERRS 2 LBITFAILUIERIETT, ERKAURIRHEH
EXRIBEFIEEBRIF. SUSE R H5H =7 R
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40.2 SELinux SERREL"S

BB SELinux FREYXBEAH. &MY SELinux SREEEEX AFIEEMLEX R LULRI RS LR
B . BR. HOMBRENMN, Alk, FAAEXLEXNREX —MLLFE, FENA
REERIRC X4 R M SELinux R4 L, ERIWERBRER s -Z S REHRZBRPEX
HHNREFIR, 7140.1: “FH s -Z2ERLSREEE" BRTERA SELinux iREX 4R
#Y SUSE Linux Enterprise Server 24 & / BRHEBEMNL2HIRILE,

f5140.1: M s -Z EXLLIFIRIZE

>1s -2 /

system u:object r:bin t bin

system u:object r:boot t boot
system u:object r:device t dev
system u:object r:etc t etc

system u:object r:home root t home
system u:object r:lib t 1lib

system u:object r:lib t 1ib64
system u:object r:lost found t lost+found
system u:object r:mnt_t media
system u:object r:mnt t mnt

system u:object r:usr_t opt

system u:object r:proc t proc
system u:object r:default t root
system u:object r:bin t sbin
system u:object r:security t selinux
system u:object r:var t srv

system u:object r:sysfs t sys
system u:object r:tmp t tmp

system u:object r:usr_t usr

system u:object r:var_t var

REMRRREBRN—TEFIRRE, XRREWREN—&7, ©EEU_t4ERE. &M
SELinux AWM RHITHMAZIRTILE. REFEE TN, BTFEXBMEENARNAGE
ORISR B RYIF R, FI90, FERWTFRTRBIRIN AT LU TXEREX |

allow user t bin t:file {read execute gettattr};
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LR BIRRN RFIRE LR user t AR (WAFPFARWR) £/ read. execute
getattr APRIAMIFERE AN bin t B “file” XXR (BER) o

SELinux SREEEEEENMN. AFERHESZTERE, BESRERIIINS MER, Xi¥, EIE
REFTARENRRAEITHRHKEFRF.

NRGRIFRIEET, ERILLARERRRICRESHAFIVRE, NMREEREE, BER—E
BIRBSSRIRIP RS LN—IA S, BB NERRRULREE, MARERABAEIURE, RIRK
RRBERZEERSZ.

40.3 & SELinux 3E

INRIEEL Zypper T2 SELinux, JEfEA --search-descriptions ETIERAEHEXIMF
B, EREBEIUTRAIFTRINTIR:

> zypper se --search-descriptions selinux
libselinux-devel
libselinuxl
libselinux1-32bit
libsemanage-devel
libsemanagel
libsepol-devel
libsepoll
mcstrans
policycoreutils
python3-policycoreutils
python3-selinux
python3-semanage
python3-setools
restorecond
selinux-tools
setools-console
setools-devel
setools-java
setools-1libs
setools-tcl

PR REFIA XL, BREU TR
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> sudo zypper in restorecond policycoreutils setools-console

NREIRIFFER YaST, BEREEELIRPIER “selinux” , AREHE
restorecond. policycoreutils #l setools-console,

XADRELE, BXLEATFT ML openSUSE SJREEIER, 1BBIE 4047 "L
SELinux TREY” o

40.4 L3 SELinux B

HRB& R SELinux RAJERERAYZEF, SUSE Linux Enterprise Server 15 SP4 NS ERIASRES,
TR HIEN T RE—NEEN KR, NIRBEMIIEFRKEEX SELinux FRE&; MFEE
B, EZIEER SUSE R TIZIM,

FREN B RN B ERBER—H A2 M https://download.opensuse.org/repositories/
security:/SELinux/ 2 F&. X#FEFLE LUIRMHERF SLE #1 openSUSE B3 HIR. EHI51ERY
SLE AR RSERE, HEER Zypper AIIZIRMAR:

> sudo zypper ar -f https://download.opensuse.org/repositories/security:/
SELinux/SLE_15_SP4/ Security-SELinux

SNRIEIRYF YaST, IBEERAIAFIRIEIR,
AR RIR H— LM B (BEERRS) , .

selinux-autorelabel
selinux-policy
selinux-policy-devel
selinux-policy-doc
selinux-policy-minimum
selinux-policy-mls
selinux-policy-sandbox
selinux-policy-targeted
setools-gui
setroubleshoot
setroubleshoot-plugins
setroubleshoot-server

ERELUTFHRIE:
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> sudo zypper in selinux-policy-targeted selinux-policy-devel selinux-
autorelabel

T—42EA GRUB 2 5|2, LUKARBH SELinux 7188 SELinux &, (4057
“UB GRUB 2 5|2 2E" ) -

40.5 {BcZ GRUB 2 5|Sn0#i23

it SELinux B afG, @id448 /etc/default/grub SifEM YaST 12X GRUB 2 5|1 S
250
£ /etc/default/grub &, LI TF4T7RME GRUB_CMDLINE LINUX DEFAULT=47:

security=selinux selinux=1 enforcing=0

SAIE51T grub2-mkconfig -o /boot/grub2/grub.cfg i< RKENEER GRUB 2
Bo

£ YaST AR, THZY > 5ISINEEE > RiZZ%, ¥ security=selinux selinux=1
enforcing=0 FRMEIFHERNIZEF LTS,

XEETATF U TEN:

security=selinux
RIS R AZERER SELinux M3E AppArmor

selinux=1
IR FE A SELinux

enforcing=0
BRI SELinux B FRAMET . 7RI, SELinux AIELIERIEIT, BAR='EIH
TREPHNEAR2MIZE. FEAERNAMEE SRS, EFHA SELinux &
P, BERATLIEEEITE, BZEMER N enforcing=1, H7E /etc/selinux/
config H7NIN SELINUX=enforcings.

MERUES S, RABHEE—EME, EAN SELinux EEEHITICENNHRS, T
j&, 1T sestatus -vASURBARKZZSEEE T, aSIZeREIZEMATFE 40.2: “1%
¥ SELinux @B EEz1T L,
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{51 40.2 . %58 SELINUX BT IEEiET

> sudo sestatus -v

SELinux status: enabled
SELinuxfs mount: /selinux
Current mode: permissive
Mode from config file: permissive
Policy version: 26

Policy from config file: minimum

Process contexts:

Current context: root:staff r:staff t

Init context: system u:system r:init t
/sbin/mingetty system u:system r:sysadm t
/usr/sbin/sshd system u:system r:sshd t

File contexts:

Controlling term: root:object r:user devpts t
/etc/passwd system u:object r:etc t
/etc/shadow system u:object r:shadow t
/bin/bash system u:object r:shell exec t
/bin/login system u:object r:login exec t
/bin/sh system u:object r:bin t ->

system u:object r:shell exec t

/sbin/agetty system u:object r:getty exec t
/sbin/init system u:object r:init exec t
/sbin/mingetty system u:object r:getty exec t
/usr/sbin/sshd system u:object r:sshd exec t
/lib/libc.so0.6 system u:object r:lib t ->

system u:object r:lib t
/lib/1ld-1linux.so0.2 system u:object r:lib t ->
system u:object r:1ld so t
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40.6 BZE SELinux

ME, BBET I RLESETH SELinux &RF, ETRENRHA—FEEXRS. T4
AIPRA T, SELinux AIIEEEIETT, BHRATREEN, XEW®E, EFASREERNER, B
FIERMEL TFEFIEX T ERRITHMEIRE. BEFREXHLUT A RITFHLER.
TERE—BUNR, &R SELinux ETREIER, HEXRNUTUEZ GHELZESRIFER
AR$328: 1ETE /etc/selinux/config FIRE T SELINUX=enforcing MEE, BEE
GRUB2 BEEXHHIEE T enforcing=131%W, £5|2k5E2E, AGRECREAIIEMERS
REBBD. NRE, FREBLGFNKE, AEHFBERRSSE, HE—HRMAANIE F
i, BEUEEELEERS SRS, EXMIERT, EVHRE SELinux BYIERHEIES, A
R TEEEARSS 28

EFIEIARRS R 281, 1515 SELinux &, EEER sestatus -v iSEFHFIERI.
HEMXHIFR, #ETER, 517

> sudo semanage boolean -1

LFIHPAE R BRVR/RAX, FNRIEEEEA UIAIRNZERRE, 740.3 “REMmMRETIZRHR
WEEEILEIAIE" BRT s aIER it
f5140.3 : FKENR/RIETIRHRILHRIR AR PR

> sudo semanage boolean -1

SELinux boolean Description

ftp_home dir -> off  ftp home dir

mozilla read content -> off mozilla read content
spamassassin_can network -> off spamassassin_can_network
httpd can network relay -> off httpd can network relay
openvpn_enable homedirs -> off  openvpn_enable homedirs
gpg_agent _env_file -> off gpg_agent env file

allow httpd awstats script anon write -> off

allow httpd awstats script anon write

httpd can network connect db -> off  httpd can network connect db
allow ftpd full access -> off allow ftpd full access

samba domain_ controller -> off samba domain controller
httpd enable cgi -> off  httpd enable cgi

virt use nfs -> off  virt use nfs

TEULFER, FImEEREENIT—TaLE
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> sudo semanage fcontext -1

a2 ERRBIRHINAAXAFIRIRE (BXItesLRIE 2, B5R) 40.4:
REHIFRER ) o
f5140.4 : FIXHIFIRIESR

> sudo semanage fcontext -1

/var/run/usb(/.*)? all files
system u:object r:hotplug var run t

/var/run/utmp regular file
system u:object r:initrc var run_ t

/var/run/vbe.* regular file
system u:object r:hald var run t

/var/run/vmnat.* socket
system u:object r:vmware var run_t

/var/run/vmware.* all files
system u:object r:vmware var run t

/var/run/watchdog\.pid regular file
system u:object r:watchdog var run t

/var/run/winbindd(/.*)? all files
system u:object r:winbind var run t

/var/run/wnn-unix(/.*) all files
system u:object r:canna var run_t

/var/run/wpa_supplicant(/.*)? all files
system u:object r:NetworkManager var run t

/var/run/wpa_supplicant-global socket
system u:object r:NetworkManager var run t

/var/run/xdmctl(/.*)? all files
system u:object r:xdm var run t

/var/run/yiff-[0-9]+\.pid regular file
system u:object r:soundd var run_t

40.7 EI2 SELinux

EK SELinux ECEMERI AEEIE1T, & FRAILIELE SELinux RRIPERIARSS28. SELinux
FfEE A — LR ZMYMBYFR ISR B ATE XN 2 s A P el LUK RIS . BREimE. 7
tt, SELinux 2— 1 HFENBEIESINXH. BR. #iEMED, EFEE— LM RE, &
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XMIMAAIRI S . B3R, #ESIR O, XEMRIRE R SELinux RE&EEA, ZREEEATE
MXROZFIIFRAIRE I T At 1F. FONBERT, ZRBSELEFMEIERALNR, XERE, 1F
NEER, BEBEERSSHE LEAFREIERIARIIEE.

40.7.1 BEEZLIFIE

N EXFrR, ERILAREX . BRMikO. S MrEPHEERT ARNIFER. ZrEBHITH
FEEIRE, ERFBEXINVMERENER, FAHEER, BEEALBMENTHZLEFIR,
WEamLAEMER -2 ZU5HEMIFMRIRE, 71405 "REFHZEZNEAE" HE
T YRBRFHBERRATHAMRIRE.,

5l 40.5 : RERPFERNEIAFIR

> sudo ls -Z

dr-xr-xr-x. root root system u:object r:bin t:s0O bin
dr-xr-xr-x. root root system u:object r:boot t:s0O boot
drwxr-xr-x. root root system u:object r:cgroup t:s0 cgroup

drwxr-xr-x+ root root unconfined u:object r:default t:s0 data
drwxr-xr-x. root root system u:object r:device t:s0 dev
drwxr-xr-x. root root system u:object r:etc t:s0O etc
drwxr-xr-x. root root system u:object r:home root t:s@ home

dr-xr-xr-x. root root system u:object r:lib t:s0O lib
dr-xr-xr-x. root root system u:object r:lib t:s0O 1ib64
drwx------ . root root system u:object r:lost found t:s®@ lost+found
drwxr-xr-x. root root system u:object r:mnt t:s0 media
drwxr-xr-x. root root system u:object r:autofs t:s0 misc
drwxr-xr-x. root root system u:object r:mnt t:soO mnt

drwxr-xr-x. root root unconfined u:object r:default t:s0 mnt2

drwxr-xr-x. root root unconfined u:object r:default t:s®@ mounts

drwxr-xr-x. root root system u:object r:autofs t:s@ net
drwxr-xr-x. root root system u:object r:usr t:s0O opt
dr-xr-xr-x. root root system u:object r:proc t:s0 proc

drwxr-xr-x. root root unconfined u:object r:default t:s® repo
dr-xr-x---. root root system u:object r:admin home t:sO root
dr-xr-xr-x. root root system u:object r:bin t:s0 sbin
drwxr-xr-x. root root system u:object r:security t:s0@ selinux

drwxr-xr-x. root root system u:object r:var t:s0 srv
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-rw-r--r--. root root unconfined u:object r:swapfile t:s0@ swapfile

drwxr-xr-x. root root system u:object r:sysfs t:s0 sys
drwxrwxrwt. root root system u:object r:tmp t:s0 tmp
-rw-r--r--. root root unconfined u:object r:etc runtime t:sO tmp2.tar
-rw-r--r--. root root unconfined u:object r:etc runtime t:sO tmp.tar
drwxr-xr-x. root root system u:object r:usr t:s0 usr
drwxr-xr-x. root root system u:object r:var t:s0 var

T LENYIRD, EIUEIFEERNTEIME. EHAF. AeMXEAR, s0EETR
ZRHNRZEIFEFNREMRT . AXRNHEXLIRE, FLEIFIER, ERRIZET s0. I
IRRRTE XEERPRFHMER. Fla0, FHIPRECER—TIFEXRE) admin_home t #Y /

root BR5FEZLREA home root t B9 /home BR. SELinux SREEH S AXLEIFELRAF
XA EFZERTIIR]

LZEMIRERNEXHEXE, E5HOFMSESEMIEXE, Flin, E040.6: “FH ps
Zaux THIER SELInwGiEE” A, BB RIRS SR EHENIFRIEE,

5] 40.6 : M ps Zaux 2THIZHY SELINUXGE

> sudo ps Zaux

LABEL USER PID %CPU %MEM VSZ RSS TTY

STAT START  TIME COMMAND

system u:system r:init t root 1 0.0 0.0 10640 808 ?

Ss 05:31 0:00 init [5]

system u:system r:kernel t root 2 0.0 0.0 0 07 S
05:31 0:00 [kthreadd]

system u:system r:kernel t root 3 0.0 0.0 0 07 S
05:31 0:00 [ksoftirqd/0]

system u:system r:kernel t root 6 0.0 0.0 0 07 S
05:31 0:00 [migration/0]

system u:system r:kernel t root 7 0.0 0.0 0 07 S
05:31 0:00 [watchdog/0]

system u:system r:sysadm t root 2344 0.0 0.0 27640 852 7

Ss 05:32 0:00 /usr/sbin/mcelog --daemon --config-file /etc/mcelog/
mcelog.conf

system u:system r:sshd t root 3245 0.0 0.0 69300 1492 ?
Ss 05:32 0:00 /usr/sbin/sshd -o PidFile=/var/run/sshd.init.pid
system u:system r:cupsd t root 3265 0.0 0.0 68176 2852 7

Ss 05:32 0:00 /usr/sbin/cupsd
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system u:system r:nscd t root 3267 0.0 0.0 772876 1380 ?
Ssl 05:32 0:00 /usr/sbin/nscd

system u:system r:postfix master t root 3334 0.0 0.0 38320 2424 7
Ss 05:32 0:00 /usr/lib/postfix/master

system u:system r:postfix gmgr t postfix 3358 0.0 0.0 40216 2252 7 S
05:32 0:00 gmgr -1 -t fifo -u

system u:system r:crond t root 3415 0.0 0.0 14900 800 ?

Ss 05:32 0:00 /usr/sbin/cron

system u:system r:fsdaemon t root 3437 0.0 0.0 16468 1040 ? S
05:32 0:00 /usr/sbin/smartd

system u:system r:sysadm t root 3441 0.0 0.0 66916 2152 ?

Ss 05:32 0:00 login -- root

system u:system r:sysadm t root 3442 0.0 0.0 4596 800 tty2

Ss+ 05:32 0:00 /sbin/mingetty tty2

40.7.2 #%E3FE SELinux &=
7£ SELinux R] LAER =M AR E/IIEL :

SR
XE2BIAME, SELinux RIEREFAMNIRIFIRSSS, FHISEHMEEMDIERIEITASE
=28

IEXATFER, IRIKERN “TL” , SELinux BRRIPENIRS R, BINSBREN
FRBERRIEREIBEX G,

?_.IH:J;T—F; SELinux L?Eé%lﬂ'{klu’ #ETE-LE§1£1—JEILA’ TEK#F/%/JL*T\_‘LTA
MR R ERR,

BB 7T MRUfEIES | S ERARESI5 | S EEE GRUB 2 19 & H/IRY SELinux &3,

40.7.3 12X SELinux A1z

BEAN—TEETFRISEXHRIFRRE, LR SELinux IEEI{F.
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MRERENERPEIRT — X, ZXHRINBHEARXERNIFELE, B, IREE
IMEM—MIBBIZ—MIE, ©RREBERERNAIERPIANIFIRER,

B EXHRIFEER, TILIER semanage fcontext @<, FEALLGSTENIGHRIFEE
BENKRE, BRSIUENEEIRRIFRER ENARKBHPIMERE, FEREIET

restorecon :%,

f£F semanage fcontext FYRYME RTETFIXHELIFENIFIR, AIER
> sudo semanage fcontext -1

FIHERBEPHFREIRR, BMZFIRFPHRHFAENSERIMR R fEA R R, ERZTIRRK
(BEZIHI40.7: “BERINXHIFE" )

f5140.7 : EFERRIAMHIFIR

> sudo semanage fcontext -1 | less
SELinux fcontext type Context

/ directory
system u:object r:root t:s0@

/o5 all files
system u:object r:default t:s0

/17 1+ regular file
system u:object r:etc runtime t:s0

/\.autofsck regular file
system u:object r:etc runtime t:s0O

/\.autorelabel regular file
system u:object r:etc runtime t:s0

/\.journal all files X:>>None>>
/\.suspended regular file
system u:object r:etc runtime t:s0

/a?quota\. (user|group) regular file
system u:object r:quota db t:s0

/afs directory
system u:object r:mnt t:so0

/bin directory
system u:object r:bin t:s0

/bin/.* all files
system u:object r:bin t:s0O
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AT LUEE =M A U R SRR S T AR IRISE
o RERSHEEFMANRUNIFRIRE . XRRESENHE, LEBINAMECE,

o ERFERSHWFMIT, FLRSRBET U selinux EENFMA, EFESERIER
MBS EFTERFIEER.
R EHIFIEIRES, £/ semanage fcontext WAZIEE, diES -tIF
BRBEAE B, BIEEERFERENAINBEIRERIAXXHNEIR. BR
IMENVARZIEFE R (BEEBNAZFE) DEFEENFENR, BB ENRAR
(/.%)? HMELIZERPBTP, XRR: ERELREZTA—IMREEREAFTHN
IR, semanage FMTIMNRHIESEET semanage F—LELARAERG, BXIEN
RARBIFAGEE, BB MW http://www.regular-expressions.info/ 2 _ERIBRE R E A
TRo

o BRARS LPA R ARIREERTIK:

> sudo seinfo -t

RFNERZGLIMEIFEZHER, NS grep R M SEE A, UIIEE
Fo

40.7.4 NEANXHIFE

NEENEIEMN A SELinux IM1%, LATFIEIZRAE T NfeIfE semanage fcontext #
restorecon REIfIR, Bk, TEA=HE, EFIEEIAUEIEN Web RSB AET
E, B SELinux Fi5fE, EM=IER TE:

1. 832 /web BR, ABRMNEHITEN:

> sudo mkdir /web && cd /web

2. FRANXAREREEESXA “welcome to my Web site” B9 /web/index.html X
o

3. EAYRIEEITH /etc/apache2/default-server. conf X, ¥ DocumentRoot —
{7844 DocumentRoot /web
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4. B5h Apache Web AR323:
> sudo systemctl start apache2
5. 5897 Web RSB EIRIE:
> w3m localhost
BRWEERZBELES, 18 Enter , AFIR qIBH w3m,

6. ¥ EIBA Apache DocumentRoot (Bl /srv/www/htdocs) BYEIIFIESRE, |HhHY
WYIEEN httpd sys content t:

> sudo ls -Z /srv/www
7. ERBPIREMIME, SAGIR Enter :

> sudo semanage fcontext -a -f "" -t httpd_sys_content_t '/web(/.*) ?'
8. NZF#IMEAREY:

> sudo restorecon /web

9. E'RBR /web REXHRIFR, EREE, MIFRLEESEMKESR /web BR, BX
REIHBEHAS,

> sudo 1ls -Z /web
10. LURPRIAVEFHIFENBE /web BR. WEEFISERRIFE,

> sudo restorecon -R /web

11. E/55) Web ARS588:

> sudo systemctl restart apache2

ImT:E; @mﬁﬁjuiﬁlﬂ /web Eiﬂ'ﬂlj\]g?o
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40.7.5 FEZE SELinux g

ERBRITANRE BN AR ERTRE, XERRER—EAX, AJRAKESRBPHRIIR
B, EHRHaIANGRE, \IE1T

> sudo semanage boolean -1

= BR—NMRENAREYR, HPERRBATESNM/RENER, EBELENS
/REfS, AJLUER setsebool -P EiZEEENNH/RENZIR, (£ setsebool B, Fik
YRLRMER - P&, IEMSRNZES \FIHE FEREXH, XRRRAAESISEE5INA

/RIERYME—TT T
TEHRIRRRM T B RIKER RS

1. 55 FTP fRS3EHEXBIH/RIE,

> sudo semanage boolean -1 | grep ftp

2. XHAmIRIE:

> sudo setsebool allow_ftpd_anon_write off

HAR, EAESRAIEBRAKNE, AERERRERSHEXH:

> sudo semanage boolean -1|grep ftpd_anon

3. E35|9RSR.

4, BRIOELIFIA allow ftpd anon write HRERFNLATFHERES. ATFIHARIE
BHABEANEKE, FLESLZMERTFXARS,

5. tHRM/REHFIKES NRES!

> sudo setsebool -P allow_ftpd_anon write
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40.7.6 £ SELinux 1&1R

BINERT, SELinux ERRRICERER, XEKE, I SELinux DHEERVRIEFE RN ERR
B%, MelFERIMERE. S MERERH & SELinux BEBBRFFESS5. 5 SELinux t;':ﬂ%
BMSHMENEABEE=AHNEFEERS S SELinux RE. EIRENE SELinux ERAIEER,
LIfEFE semodule -1 &%, Lhan$=FIt SELinux HElfEAMNEERNEMRES,

ERNEER, BoUABHXAIRR, WRERBEEA SELinux WEANH (MAREFEEE
%) , LUMEEART SELinux (RIFIVIBR FIEITIHENARSS, LWIIsEIFEEH. LHEEHLS
5% #5089 SELinux 5RB&AY SUSE Linux Enterprise Server 7, BMMIMCERIRER X ALARE
ENFAERR, UEFEHERERHINEE SELinux RIFAIBRS Lo EXH SELinux 3R, &
5/

> sudo semodule -d MODULENAME
ERREEHE, TUER

> sudo semodule -e modulename

40.8 &IE

AINBERT, MR SELinux ESHEENRRE, RARBSHEREXNAETEELET /
var/log/audit/audit.log M. XHMKE auditd REZBEIEEIEIT. NRELI /var/
log/audit B2=H, EFERUTHE<LEE auditd iRSS

> sudo systemctl start auditd
HEBRUTRSERABFHERE
> sudo systemctl enable auditd

#40.8: “/etc/audit/audit. log FERHITT HiEMT /var/log/audit/audit. log
HERRBFIRNE

5 40.8 : /etc/audit/audit.log HEIRGT

type=DAEMON START msg=audit(1348173810.874:6248): auditd start,
ver=1.7.7 format=raw kernel=3.0.13-0.27-default auid=0 pid=4235
subj=system u:system r:auditd t res=success
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type=AVC msg=audit(1348173901.081:292): avc: denied { write } for

pid=3426 comm="smartd" name="smartmontools" dev=sda6 ino=581743
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=dir

type=AVC msg=audit(1348173901.081:293): avc: denied { remove name }
for pid=3426 comm="smartd" name="smartd.WDC WD2500BEKT_ 75PVMTO-

WD WXC1A21E0454.ata.state~" dev=sda6 1ino=582390
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=dir

type=AVC msg=audit(1348173901.081:294): avc: denied { unlink } for pid=3426
comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-WD WXC1A21EQ454.ata.state~"
dev=sdab ino=582390 scontext=system u:system r:fsdaemon t
tcontext=system u:object r:var lib t tclass=file

type=AVC msg=audit(1348173901.081:295): avc: denied { rename } for pid=3426
comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-WD WXC1A21E0454.ata.state"
dev=sda6 ino=582373 scontext=system u:system r:fsdaemon t
tcontext=system u:object r:var lib t tclass=file

type=AVC msg=audit(1348173901.081:296): avc: denied { add name } for pid=3426
comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-WD WXC1A21E0454.ata.state~"
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=dir

type=AVC msg=audit(1348173901.081:297): avc: denied { create } for pid=3426
comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-WD WXC1A21E0454.ata.state"
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=file

type=AVC msg=audit(1348173901.081:298): avc: denied { write open }
for pid=3426 comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-

WD WXC1A21E0454.ata.state" dev=sda6 ino=582390
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=file

type=AVC msg=audit(1348173901.081:299): avc: denied { getattr }
for pid=3426 comm="smartd" path="/var/lib/smartmontools/

smartd.WDC WD2500BEKT 75PVMTO-WD WXC1A21E0454.ata.state" dev=sda6 ino=582390
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=file

type=AVC msg=audit(1348173901.309:300): avc: denied { append } for pid=1316
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FEZT, audit.log REUTIHERE mEXE, EBMNRFADT, MILMENFEIBAMELL
Bfg, S—TEHIANNARNED. Fll, RE—1TESUTED:

type=AVC:
8/ SELinux X8 1+ B EITELAZERISRR type=AVC 7k

msg=audit(1348173901.309:300):
XENE, BiRNE, BEULTHE (B 1970 F 1 A 1 BAREIHNTE) 5EAN.
EEI LSt LE T ERTER R SRIEAVER D /A date -d, UIMEZEHREEAE
1

> date -d @1348173901
Thu Sep 20 16:45:01 EDT 2012

avc: denied { append }:
ERIELENFEIRE. EAGIP, RABELRLIEBEMEIN M. EXEEITHEXH
B, ERILIERIEHMASIRIE, FI90 write open. getattr F5,

for pid=1316:
AR S BOHIZRIHIZ ID

comm="rsyslogd":
5% PID B ERS

name="smartmontools":
1REEEBIRFR

dev=sdab ino=582296:
MR XHHAIRIZEH inode /S

scontext=system u:system r:syslogd t:

R, EMRIEREENIFR

tclass=file:
FAEBISEIRIR
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BRI LIRS — M7 AREATE audit.log REITEREBGNMOE. ERILGEMA audit2allow
s, EaEBOHT /var/log/audit/audit. log FIEEMIENHEEE. audit2allow &
BERE—RA=NTENGTHN. H5E, B=FEM audit2allow -w -a UES FIEHENS
RETHITEE, audit2allow -w -a ERIAXT audit.log XHIE1T. WREESH audit.log
XEFIEEHER, EEIEREERIIRIN XY, ARFERAUTHESIIMIZIGE S H:

> sudo audit2allow -w -i FILENAME

f540.9 : FITHEITES

> sudo audit2allow -w -i testfile

type=AVC msg=audit(1348173901.309:300): avc: denied { append } for pid=1316
comm="rsyslogd" name="acpid" dev=sda6 1n0=582296
scontext=system u:system r:syslogd t tcontext=system u:object r:apmd log t
tclass=file

LEtRERREERZ
iR/ DSERUSRE (TE) AAFRRN,
BRI EHAVRIR U R FXMILE], BIE1T

> sudo audit2allow

EfERAEHEFNIEL T i5R, EAJLUER audit2allow -a 2/ REIERE audit. log
AEMIFRE SR REIFIN, sX{EH audit2allow -i FILENAME ERMNAFEEEFEEE
E X HFHhRYE B AV ;

f5140.10 : EFMPLITIEL T ihIR

> sudo audit2allow -1 testfile

# syslogd t
allow syslogd t apmd log t:file append;

B E R I AT FeaI#3ELRY15R]8Y SELinux 3R mymodule, iBiB1T
> sudo audit2allow -a -R -M mymodule

INREEXNBICRE] audit.log WFIESAHITILRME, 15ER -a -M&<2. B
EXHHREFERSHITIRSE, SR TERNRAIFRER -1 -M:
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f5140.11 : BIEAIFTAIRIELIEIERVERBRIEIR

> sudo audit2allow -i testfile -M example

To make this policy package active, execute:

semodule -i example.pp

40 audit2allow sp PR, BMERRUTAREITIER: £H semodule -ida%, 5
¥ audit2allow NEGIZAEIRIBZ IR (TELBIH) example. pp) o
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41 THR Linux 81t

ItbhiZs#Y SUSE Linux Enterprise Server BEM{EY Linux BB ITHEZRIRHRT S CAPP (%
FIHRMRIPEEXH) FENFEITRA, ZRASREBEMREEAITESBXEGN
=R, B LUBENEHITERRBERTREFALTERIREN URBIESEMK,
IREEEITHESEZE CC-CAPP/EAL (GBRIENZITiRaRIPECE X4 /i H&H RELRA) A
IEN—IMEEER, EERATLEREBEAEN (CC) BERTFHIILETEHNEFTR
. BAENREEZE A AT ERBETES XBRIGEFTNER 1T ~miNEe
Flo

BRAAENZ2TMEAERETEERX: hRRERMEEENR, IhEeERERZ T~ 50
N&ZeEMY, CETFZTRRIPEE XY (CAPP) . REZERLCETFIFERMELR
Al (EAL) AR, EAL EREFTGEMRELTEEMFE. BRER IS IHITH
EfEs, WEENNRAIEFEERALARIHRE2RANER. HITHEMIE
Mo

WS AIER, ENERBREITNIEREBUKIEE S . EXERENKSEA
8, BESNEAENMLE (https://www.commoncriteriaportal.org/) A,

Linux BRIt AGIRE T IFASPITRAA L LRENRRNAZE, JEBEIRERFENZ2E. B,
A HTRETINIREMY — TR ERANARD ISR ARG A B R
o BHITRAIATREXLRH, HEMEREEGIMIZEER (5190 AppArmor) RBELEX
L,

HITEEZ NN, SN HSEERREEXHEIIEE. FitAZIERSBIRAKERH
EREXEH. auditd FIFEFSRBHEITIREE ANEE., SMHTTEREFSLIEHITERR
HNER. ZENE~,

BTG HRITUA T RE:

BRARS#EHEXE
AT BHERNEIBHENNAR ID, XiF, EERNE R RER HTIMERERM A
FHEmNEEE, HAMNZAR RS RREEERS LRITERERF
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O ==: Ea88PD
HIT AR UID WEaR. AL, HeRERS UID (BIg, Ftux M
uid=1001 EapE I uid=2000) , M=ERF UID fFEE. BN, ERFEEN
auditctl #dE (FHitAMN) , HFEEEBLRIAEERNSED R,

ERFHIHER
Linux BIHRE T B FRHRITREE NEEFH RELBREENZ ENHRRN TR,

EENENEITSES
HiHEM T ST RS E AR SHNFIHRSENEARER. ErILUTIE:
° AR
o 4
e Bt ID

o IMIZEMNZ

o ImAZEA MU
° RYEARA

° RFFABEK
o Xt

o X1FiRfE

° BIHERRIW

Rz &R It
HIHEM T BT IIESEXFEMHIEITRS USRI MIEREE F MR 7E. &R
BIZECHMNE, LRI TIFEFEREBRENEM,

FRIER SRR AT At
HITREH root #8F, FLEREEH root Eff. RRERBRNBWARLEERFITAES,
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BrLEE T EURER
MRARFERTAF, FBHAEITTIPEFIRERER LR, FHIERT, #Hitr&E
SR ZRGKH, UMEEHRERITIES, XMXAZHITARZAGABRSILED
Hi%, TaREMEERPEE. RMANEERTERASASTHIER—FES, MARHF
%—Jbo
MRAFECRASHER THETE, AIRETRSGEENRITESXH. RNEES
SHEITTIPREFERREETEFIEATIER.

41.1 Linux BiTHHEEENT
TEIHBEEITHAGEEZENRZEST:

-
—

i}
\
‘\
\1
V) —— S —
‘ ‘
1
1
1

application

1
1
1
1
‘I
i -
1
1 -

1
-

e
/ cudt

kernel

& 4 LINUX EitaHE7T

KREEFIARTNAM ZBINEIRER, EEFTARTAN ZBIRIEH .

auditd
HitTFIFEFARTREEHITAREOERHBENAEFMNAREDRANFEITEES
NER, HITTIPREFNEMANH systemd 5%, &HitR%ThEE (BohfE) B /etc/
audit/auditd.conf izHl, HX auditd REEBENFMES, FENFE 4127 M0
BHITTIFER" o
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auditctl
auditctl LAERFAEFHIFEITRR. ErEfEINEONBEERSHNRNZLE,
MUK AT HE BRI EHAIINE, BX auditctl BNiFAERE, BENE 4137
“fFA auditctli=HIEITRA o

it
/etc/audit/audit. rules X E&—&% auditctl 85, ERASISH, BEhEH
IR R RRERYXERS, BXHITMUMNEAEE, BELE 4147 K
SEERENFITRA o

aureport
aureport TAEFILIEETHITSEHEELREEENIRSG. EAIUBMREEERIRS
BIEAS, MEME MM RIER R LA R AR 6 L SR s FIX LA R I E R AR TH AR
E. BX aureport NIFHER, BBWNE 4157 “THEITHSEMERIRS -

ausearch
ausearch SLEERF A UERMZRAR NSRS EMSFIEEREIT A E X G IERK
EEMHS, BXausearchBNFER, BEWE 41.6 T “(#F ausearch EiHEHIT5F
FERAE

audispd
HitEERERTIPER (audispd) ATATFRSEHEMNPLAIHNARER, MASRKHE
SNEE FNEITEESR (SRR THITI]IRIEZIN o BX audispd BNIFHER, FS
WE 4197 “PRUEITEHER .

autrace
autrace SLEEFLUEMTF strace A NEREREMHTE, autrace W FICREEH
ITHE. BX autrace (NIFER, BBWE 4177 “(FF autrace i#HiE" o
aulast
FIEREINERAPNTIR, 2T last, aulast FENHEITAE (RATEHWHEITA
EXH) FEEER, HETHITESHMNESEEE RSB ERIEEEAFP IR,
aulastlog
LIZEMTF lastlog WA RXFIEFMEIHENAFRPHNLEAERER, BIEERE. wOM
EREFRESE,
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41.2 ECEERITTIFIERF

A AR R R E M FRIEREITBE 281, RREEFITTIFERAS, /etc/audit/
auditd.conf BEEXHHEHITRAETIFERBHENIEITAR. MFAZEHEHIM
=, SUSE Linux Enterprise Server BEfiRIRAANIZEN BB, NRE CAPPIFiR, NWEEFHE

HPRKRED SR TEHNTIREENE T RIRSH

log file = /var/log/audit/audit.log

log format = RAW

log group = root

priority boost = 4

flush = INCREMENTAL

freq = 20

num_logs = 5

disp qos = lossy

dispatcher = /sbin/audispd
name_format = NONE

##name = mydomain

max_log file = 6
max_log file action = ROTATE
space left = 75

space left action = SYSLOG
action mail acct = root
admin space left = 50
admin_space left action = SUSPEND
disk full action = SUSPEND
disk error _action = SUSPEND
##tcp listen port =

tcp listen queue =5

tcp max per addr =1

##tcp client ports = 1024-65535
tcp client max idle = 0

cp_client max idle = 0

RIS RENRHE CAPP WEXR, FEEFITTIFEZFINHEGIMIERS, TEF
ERFERNIKEZ BERE CAPP EXRIE, TR M “CAPP IR ERESHENAREL

B,
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log file. log format #l log group
log filefEEHITHEMMBEEEITANME, log format WEHITMSETNHEENS
X, log group EXHBHEXHME, log format BIRTEERIEN raw (R2IRFER
ZEXEENHNERXERES) Hnolog (ZFEE, TREBAEKE) . NREFER
nolog &3, RZFFFIHAERFNEREEAZEM, FIALEN raw. NREHLEEN
£/ aureport #l ausearch TEGIZEIRGEURIMEHITHEHITEE, NEEZZIKE. A
KANXAER ERALE ID RKIETE Log group BIE,

Q ix=: cAPPIfIE
7 CAPP IfiRH, FiLHITATHBETHBENSKF, XtF, EERJLUHRET
STHPIZFRY RIS RER, HEA SR EHEIZ LTI,

priority boost
HERITTIFEF NIRRT RIEAE. FIREREN 0§ 20, RASEMERINTAR
& 0- priority_boost

flush# freq
BERS. WA AMERHEITHEE N, flush WERER
none. incremental. data# sync., none &N ItTIFIEFIEHITEIES N
RHITIFRRVIR(E. incremental FHEITTFIFEF EXNKEURRIT R, WRE
Fd incremental, MATHEEINER, freq (B 20 SHEITFIFEFBERAZESER 20
FICREHHIERIEREE, data ETALRHEE X HREIEE 2 RIFREL, M synciE
I [ B A IR T AN £

Q ix=: cAPPIfIE
£ CAPP IFIEH, BHAARHEITERGER RS RMATEN, Flt, E5E flush &
#5 sync 8 data & &EA.
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num_logs

ISE LIRM rotate fEAmax _log file action NEREWHAEXHE. ARENE
790 5199, /NF 2 MERTARREEX M. MRIEMBRIRAHE, SIEAHITT
PREFFIENIEE, RITXMHRIRET, auditd TTERKRREAMESR B NIZHHEK
1B, XAEREMARERR (% auditd RIBRFEIRSME RN, W% 4137 “EH
auditctUiI=HEIT RS FAR) ., EXMERT, BNRESHELR. Alt, aTUE
B /etc/audit/audit. rules XH&H -b SEME,

disp qos fldispatcher

HitFirEFEEREsEAERERF. FitFIFrEFSRFHREITEEPHE
dispatcher FIEENN AR, LWNAEF4AEEZEE, RAEFTEMU root 5
1817, disp qos 2MERT AT EHEITTIFERSEERERZEI#HTT lossy (B#H)
lossless (FE#) &iflo

NRIEIESE Llossy, HHEHENIIEHN, HItTIFEFUEREF—LHIDER. IRE
log formati&A~ raw, XEEHMEENEE, B fsEE2HERR. REE
# lossless, FPHILEIHEREER, BEVEEIIRHIMT, 2KINMEN Lossys

name_format 1 name

name_format =HIGNFEIETITENZ . RIRERIEN none (RMEAR

#F) « hostname (gethostname:R[EIFIE) . fqd (@it DNS EFIZFWHNTEREE
#R) « numeric (IP3#3k) M user. user B—1TBEENXFRHR, BEMEA name B
RIE Mo

max log file#lmax log file action

410

max_log file #EZERUFE, ZEIEETMARENIRIEZA, BEXXHRILLAT)

RERAXHRN (BIBFTRBEN) . BHRITHIRIEE max_log file action H#5

Eo. max log file action BYAJEERY{E ignore. syslog. suspend. rotate #
keep_logs. ignore EHIEITTIFERIERIARNIREIRAERITEMIZIE, syslog
EHEITTIPERAHESHBESAXTIRABE, suspend FHEHEITTIFIEFELR
HEENEE, HETIPERASNERPEMIRE. rotate £/H num_logs i&EMAH
Tk, keep logs =itk HERIE, EFREERE num logiRE, FEIBAXRERER

ICAO
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Q x=: cAPPIfIE

E7f CAPP FIERRE B ITHEER, N keep logs i1, WNRERAEM
MO XREREFFEITEE, BEAZ max_log file # num logs LUERIZSX LR
2EOIATIE, HIR, ERBEINXGHE, EMEWEITSEHMERNRIERE
Ko

space left # space left action

space_left ERRTHREBTEINHFE (CUEFTRREA) , BFMAREITTIF
EFRITHAIRCERR(F. ZIR(ETE space _left action IERE. LEEERBIRIEERVE

73 ignore. syslog. email. exec. suspend. single #1halt., ignore &EH1&
ITFIPREFRRESBEARARITEMMRE, syslog iEREITTFIFEFRRAAEERZEE
&, email M action mail acct MEEMMKS RIXEFHBH. $EE exec M LAEIZAEE
REPITAENHZA, BEIER, BREABRREESEH, suspend HRIFITTFIFREFEFL
B NMEBEREESIRE, M single SMARFKERIIRZAFRI. halt MMALARAT
2K,

Q x=: cAPPIfIE
BRI space_left iRBA—MEEMNE, FEIERE EBHNIEXERM
HRE, HAFREREBIIEETEIUEEITFIFEFEBRE T (F, B
RTENSREIER aureport -t, HERMNEEIXEHRR LEFEEIENE
To space_ left FUSSFMERURTIERIBFE K/ ¥ space left_actionig®

Femail,

action mail acct

411

M B AEIRE B LRFIN B TR s 3IR. BRINEEN root, BEREERS
LFIFHRECE T FHMEFIMLEE, FH /usr/lib/sendmail 71, EFiILUGNERIZS
H S ITAZ K o
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admin space left#ladmin space left action
admin_space left ERRTHREETENHFE (CUEFTRREM) o KELRHE
ERERACHIMEETEAENER, BERFIEXTRENNSHTEIRME R
N, BBR=EREEFEHEITEE. adnin space left BUEN/\F space left By
{6, admin_space_left action BYFIEERY{ES space left_action BY#E[EL,

Q x=E: cAPPIfIE
B admin space left IREAARFICREESRIRENE, RERMIZEN

single.

disk full action
BEHAAFHER T ATREFHITEESNEETRNEERTHIEE. EREN
ignore. syslog. rotate. exec. suspend. single #l halt, BXXL/EIH

BR, &8 Mlspace left #lspace left action,

Q x&E: caPPIFIE
HAFALESEEZTRRFEFEMAEITEENSMA disk full action, &
NiZERFEEREIBAFER (single) BUSEMERA (halt).

disk error_action
BEHHITTIFEFTR BEE NER TR H SRS AT AR NEEE RN EER
1TH9IRE, FIRERY(ES space left action BIFE[E)

Q i&E: cAPPIfIE
RIER R BIB IR EEH PRI LE S 5RER, £/ syslog. single 8¢ halt,
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tcp listen port. tcp listen queue. tcp client ports. tcp client max idle

M tcp _max _per addr
ZHITFTIPIEF R LURBCR B Bt BRI PP iR R BRI S, TCP SISz HIE
NERE, #R tep_listen port #8E—M/F 1 265535 ZElfVERO, auditd
RErizimO. tcp listen queue RILEREFFTIEEHNEAE. HERFAE
RERESEX)N, BAEEEERT (GINERERE) , FHEPEESrIEaR
Bo tcp client ports EXAFWMLER FiminH. BIEERNHO, HFEXILD R
M FIEEIRSEE (B30, 1-1023 RFAIERRA)
EEEMATNEFRKIGEOFTRESREFPHEUEBHHEBEITFRE, RAEEEXH
TIME_WAIT RSB Z T, FFRLTESE—ENMUMiEOERHENEEE, NMREF K
AEWEE, auditd B=EiF. BFEH tcp_client max_idle IEELIEZ VI EE .
EXMITH. IFEE, SENMEEFIHHREN, Bt TFEERNERRLIES
®E, RIFEEMIE. tcp_max_per_addr BREFAFMR—DIP tihbk H S DHRIERE
A FE,

0O &F
BN E P IHFARS [ ERSNIRD, LBILEIF root
(CAP_NET_BIND_SERVICE) #2487 FliX L im .

5eA /etc/audit/auditd. conf FWFIFREFERER, T—PREREHITIFEZFHITHIR
8, HATIFREFEIKEBEINFIZTTHIZR IR RS,

41.3 {FF auditctl =5 |HITRSE

auditctl ASEHIEITTFIFEFNRSHELERRASHY. CIEHIRAFRITHSEIT

£, auditctl FAHEITHNRIEHIRANPLAGEERTHIT RN EFITHHEITEE. A
£ auditctl s <ITHEE BT IEEMUEHIETEHITTIFER QB H, EEITRNES
LERITTIPER. auditd SFIFREFAIAECENICE /etc/audit/audit. rules FRIEIT
M, BXHEITMUNEZHT, EENE 4147 “FEUEEIEITAA
RAFEHEAETRASHNEE auditctl LS EIE:
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e auditctl -e, AFEHIEAHIT

° auditctl -f, ATFEHRIBERS

e auditctl -r, AFEHIBEITHENERLIR

° auditctl -b, BFITHIFRELR

* auditctl -s, AFEWHITTIFEFIHRITPRE

° auditctl -S, EEZHITNRRFA. TRHFLIZITauditctl -S Zal, &R -F
arch=b64 LAp5lE WA RGN RILERE S,

ISERILATE audit. rules XHHIETE -e. -f. -r# -b kD, XFEMERETHFITTIFIERF

R BCHAYER T A N X LT,

FHEEA auditctl -s THHITTFIFEFIRES, ERA auditctl -eFLAG BSURSIRS
BY, MRFNE—FRSEE (BHEEXLEARENSHNER) - TENRFIESRYIH T HER

$i+>iﬁ%ac\iﬁl§\o
f5141.1 : auditctl-s BITRMFISHH

enabled 1

failure 1

pid 790

rate limit 0

backlog limit 64

lost ©

backlog 0
backlog wait time 15000

loginuid immutable 0 unlocked

®41.1: HIPKRSIFS
&

enabled

414

& X [FIRERY(E] e

REBRAFRS. [0..2] =2 auditctl-e [0]1]2]
A, 1=Bf, 2=BAHINE
RE, BEE, &R

RABEEERAZRRER, &5
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In&E B X [ATEERYE]
SIEREMES. (GBER
audit-devel #f man 3

zp
&

audit_set_enabled, )

flag REWPEIRS. [0..2] 0=F% auditctl -f [0]1]2]
2R, 1=printk, 2=3% (IZEN
HIEERRER/FPIUERL F
732

pid I[E7Ei51T auditd RUHAE —
IDo

rate limit WESEEH LR, MRZ auditctl -r RATE
BEFRNSESWEREEBEZ
FIR, B AHETSEHIsE
HIIRLE,

backlog limit IBEAVFHIRGIERITEPX auditctl -b BACKLOG
HNRAEE. MRFAEEAHX
B, BiLHiEIRSEPIsE

HIIR1E,
lost SITHRIERNEHIDER . —
backlog FiTHAIRGIENEITEAX —
o
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41.4 HSWTEEEITRA

eI IESNEHRER auditctl 2IMEARAFERHEITRAZNG S, WALERA auditctl

- R MRt ERENtE K<, BIFITFIFERG, intt IAERE—MAEM /etc/
audit/audit.rules XEHMM, MUIREBM LRI THIRFERIT. EPEXMNET BN
Bt auditctl &, MNXHHRERMNIEES auditctl < FERKIEEER.

W EHLIT LT auditctl JETHEIT RGN E R ERAERNEFASRE. B
AREEN, BEFESCRME /etc/audit/audit. rules XfF; NRBEHYFIHREHEIH
I, EfEMA systemctl restart auditd SsSERBSIFITRSUETEHEHIFNE,

i 41.2 : THIETN — EitRAESEK
b 1000 @
-f 1@
r 109
elO®

0 BERVEHTEIXHNRAKE. RIEASIEREDNLS, ERIEFERBEPXAEY
%8, URRSGELNETMBTTESE,

@ EEEFEANMETS. BXAENE, HERE 411 "BEIPRSTEE o

O KEEARBVUIAHNREAXHERHB. BXFARER, BERT 411 "HIDASIEE -

0 RERIEAHEITFRS.

EAFEIT, EFURREUEAEIEIXGRANEEX M. EEESFFEITAVIAE, EaIlL
AINF X XERBRSNT, HASMEATERENE, UAEEREFIR,

f141.3 : THETRN — XHRGEHT

-w /etc/shadow @
-w /etc -p rx@®
-w /etc/passwd -k fk passwd -p rwxa®

Q@ -wIEMENMETRIMEEXH (FEAGIHH /etc/shadow) BUSEMTL, EHKIEHIIE
WIREIFRE RFE AR EE D1,
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@ UMNFRMA /etc BRI, HIREFIHITIL B REVIHEHEIER AIRIIE (-p
rx)o IEXRXEMRPRERI—FIRAERRFRBER I DI, RAERFEIERHX
HFAMIBRIE X HRIREIER N B RBXNEHN . BREUSE BR TEXHHEARD
F4, NZzASTXAERBRAN—FAN. EAMESXXAFm BB Za, BN
WIIF . FAFE IR X BRI o

© ItHMNE /etc/passwd AM—NXAFEMB, FHIERER. BN HITHEMEESARY
FANPREIE, -KEFALLEIEE—TE, WERRRAKIRFESHNEHEITES (i
M ausearch i 3iE) o ERIMARBIMNFERERBYRE, XEFERETRRMNETFRN
Do ERILEZ RN AT —5FHM,

ZSRARFITEERLEURET N AREFRABLSIRIBRERSNITA, KIHXENET, 5
ZERIFITABRARARUERSEMARAY, #SBHETEER. BFASENESEHS
FIRER, URINETIEEHT EERERE,

fl41.4: THIETHRN — RFEAAHET

mkdir @

access -F al=4@

ipc -F a0=2@©

open -F success!=00

auid=0@

uid=0 -F auid=501 -F gid=wheel ®

exit,always -
exit,always -
exit,always -
exit,always -

task,always -

' 1 | | ' 1
Q 99 9O O 9 Q
m T »n n un un

task,always -

Q@ LN mkdir RAEREBEHIT,. -a EMSFMAGEBMAN, FHHA nkdir R4
A (exit. always) BY, WEMNFMSA—NEM, -S IETEE R E LA HAINIAY
A4,

® LLHINARMAT access RAEAREIT, BREZEAAFANE 1S (mode) 77 4
(R_OK) =178t exit,always SHEITHERALRSAARRRMESHITIMEG, #H
TR RS AR LIRS,

© LN IPC ZREFRAFEANEITINE. EN ipc RARBBIENE— syscall
SEER, BIER -F a0=IPC CALL NUMBEREFIZAZIAA.

O IEFNE TR open HEA =M.
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0 WHNZESIN (KEF task) HRBl. ES EREMMUNARZAETF, ESN
BFRERTERHE, BEIEEN, BREFEHRENBHNFE, FlgUID. GID
M AUID, LERBIFRNIESHHEIT ID 0 MFrBEES.

O =EXFMNFERTRZIIER. METIRIANESZIE AND EBEMAEES, RN
RBNAFHHEHITID501. XU root SE1THER wheel fERANMEES. RASTE
BRERNAFENHEZESECHIT ID. RS, It ID BEH B IYIGEIRFT B oAV E A Fi#
2. BMERAFRENHESH, Hit ID WNHRFEFFE, aRTFRERIGAF iR

) &7 TERAFERSHK

BXRIEBRFFASHNESZAT, BERNE 436 T "LERFFAZL .

SRR LLEMNAINRE RS, MEE AR, @S RER G E—R R PREA
FNEE, HEMPRASTERINTHF B RIS NI :
5l 41.5 : MPRERITEINIFNSE S

DO

-d exit,always -S mkdir@
-W /etc®

O EFREITHIMAIBATIHMIBRAERIARIFERIRIN, tEXINARE /etc/audit/
audit.rules XHHBIE—ZMN, FTHRKREESRMBIMNARESERUGIFERN
AR, 7E1T autrace ZHIEFRER auditctl -D &<, LUBRIREMNS
audit. rules XHHFERMERFNAEHZ,

0O LEMNUBBFENRFARABIN, -d 3ETAAALTFEEMFL AT HBREE R RS IE R
NeveimE, FESATEITER,

© WHNEMEITMAMNEATIFERFES /etc BRENITAIAN, HERUBERERES /
etc BREMTAIFEN, MAEFER T WA PRI S HIED,

ETHREITLERERIER TWLRMN, 35E1T auditctl -1, H<SETRFREMRN, S17E

RN,

f5141.6 : £ auditctl-1 FUHFM

exit,always watch=/etc perm=rx
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exit,always watch=/etc/passwd perm=rwxa key=fk passwd
exit,always watch=/etc/shadow perm=rwxa

exit,always syscall=mkdir

exit,always al=4 (0x4) syscall=access

exit,always a0=2 (0x2) syscall=ipc

exit,always success!=0 syscall=open

Q ixE: tuEiEmu

TR RS MT ISR EERNE TN, BXAATHEEITHIIENI YLD
RIS B UANRE TN —RRIES, FE auditct1l(8) FMIT,

41.5 THEEITBEMEMRKRS

BT ## aureport SLARFHER, BINERITTIFEFFIERNBENEELT, UAEH
HHNEHEFIIERPERNS. JAEERNXLEERE, EAERENERSEREFESE
HIERo

41.5.1 THEEITHS

UTRIESERRT HItFE RN MBI SN, URESHITHSPIENEEERENA. —

HZ1 (WMREA7THEERR) HitHEMEEFE /var/log/audit BRH.
HBELERAMELRNES: ERELENEGFFE, BRLEHES BTN type=1FiR. F

HFEREESEMNFRAEEMNEB, EUTRAIH, type=SYSCALL # type=CWD RiER*E

A1, arch=c000003e 1 syscall=2 2EH4FE, EIEFEMNE,

BE /usr/include/libaudit.h X (RE audit-devel M 8) UEBFBICRELRNK

HERENTIR,

iz{T ausyscall --dump sGiSUBTERABAARSHREAREENX

> ausyscall --dump

Using x86 64 syscall table:

read

1 write
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— U1 N W N

open
close
stat

fstat

F—NTAIRTEEN less L. FNRAIESIAPEHIERRERIIETHITRITEMN

B, BERIZREHAKE PAM SEDD,

417 : EEHETESF - EFFHFTES

type
succ
=256

tty=

=SYSCALL msg=audit(1234874638.599:5207): arch=c000003e syscall=2
ess=yes exit=4 a0=62fb60 al=0 a2=31 a3=0 items=1 ppid=25400 pid
16 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0
ptsl ses=1164 comm="less" exe="/usr/bin/less" key="doc log"

type=CWD msg=audit(1234874638.599:5207): cwd="/root"
type=PATH msg=audit(1234874638.599:5207): item=0 name="/var/log/audit/

audi

t.log" inode=1219041 dev=08:06 mode=0100644 ouid=0 o0gid=0 rdev=00:00

PREH (—ME8EM less /var/log/audit/audit.log) ZEEFRENT =KHEE. Fi
BHEFYMEX, NEEFHN—FEHEBTAEREMER, F—FEEBRTUTER:

type

msg

arch

420

IERNFMHERE, EAFP, NRFRERMANEMHEIKT SYSCALL £E, 2R (WD %
FEYEBRIERITT syscall R EAITIEER. AERLARARARNSTREIEER T —
N PATH FfF. open RFFRMIEZR—NRIZSE, FMNEMRT—1 PATHE M 55
WER, PATH EHREREZRFTESHNHAREIEAHA—TRVEERE, Fib, HEE
REES (WD HHRENREAEE ST BEHE N RN R,

EERESHHER ID. % ID DARNED. : IENFIEFERTR Unix Ccidd. §S
[EEREFRTEFRRSEM ID. FMERIRBE— T NAREFRSGERNFESAEHERE
ERYEM ID. MRUABRFALEEZRRFFER, BNWEDEZ—1FMH 1D,

SIBASRARR CPU AREN, BERAER, BEENEM ausearch s5<SHER -1 %
BURAER IS 2o
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syscall
AFGARNIEE, MISERAAHIZIT strace RFIEIEE, HEEIEEE /usr/
include/asm/unistd.h THRAARYIR, lRecEAERENTR. T4
1, syscall=2 & less FAEFERL open R4IAR (BMX man open(2)) ,

success
ZYARRHINE B R W

exit
AAAAIREIRBRHE, WNFARGIPEER open RFAFER, BHEEAXHERETR
S, WWERRKAREMR.

a0 3 a3
AAGPANEIENEH, XBARFERT. XESHNESRAKIARHERX, &R (open
RFARA) BERTUUTRE:

a0=62tb60 al=8000 a2=31 a3=0

a0 BEEMERFZAVRIEHIIE, al @inE. MUH7#HIRTRE 8000 ¥ LU IR
TH 100000, FENXEEH N 0 LARGEFILE, a2 21z, HFHKIEE 0 CREAT, At
KREALSE. open RAFEAXRLE a3, BEBEXRZABABNFMERT, THRAUS5ZR
SARBRERNSH.

items

En N AREFHNFTHER.

ppid
Fro it F2RY A HFZRY 1D,

pid
Fro #rift A28 1D,

auid
BHit ID. AARTEAFRERNAENHIZEDAEEHIT ID, ARG, It D FEH B #EH
EFrEmINEMFHE, BMERERPEXRTESHD (B0, AT root) , EHit ID &R
BAL, Alt, SIBXrLURRRIGE FAFIRIE,
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uid

BEhizEENAFR D, EAGIH, ZIDA 0 (RFR root) o

gid
Bohiz#iZR A4 1D, EAFIH, % IDA 0 (RT root) o

euid. suid. fsuid

Bhz#ENAFEMAF ID. RENAF ID IXHRSGAF 1D,

egid. sgid. fsgid
BohZ#EM AP IERAE ID. REMA ID IXHERSKA 1D,

tty
AT B ARFNLR. 2RO SSH2IERERT — ML,

ses
ERTE D, RASHEAFERMNKBEIHAREREN, SRR EMEEXKISENRAR
TR

comm

N e B R ES Y IRFFRERRIZ T,

exe

—HFIRE R BRI ERIE R

subj
auditd i RHAEREZIEMRELIFR (FI30 AppArmor) BIZIR, ZABIFFTRAY
unconstrained RRHIZEFRZ AppArmor BIFRF, NRFZEZ RS, FIERITHFIX
HERRZN_E AppArmor BB XHET

key
MREEEFITFZERIANG, BRETHNS NSNS REFZFTHR, BXLRS5
ausearch &R U UERILEREHNBEE,

T less PAMANE ZZHERIBRTHIT less SN HFI TEE R,
BZXHEHBERTUTERE (BE5|IAN type Ml message 17E)
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item
EARGIF, item 5|7 a0 B — 5REE SYSCALL JEEXEXMIERR, MMRFWRIARE
ZNERESE (Bl cp Emv &) , FIFINIEZNRESHIZR—1 PATH H4,

name

RNMENBETRL open RAARANKEZE S,

inode
F5 name XA inode RS,

dev
EBEEEXHIEE. EARFIF/708:06, R~ /dev/sdal T “E—1 IDEg&F LHIE
_/|\§3\|Z” o

mode
X IHRIN RN FERTA R, EAFIF, root HEFEFIEANIE, H4 (root) IHE
EEUARNER, MERIFRERFMALERRZ

ouid #1 ogid
&R inode &/ UID # GID,

rdev
RERTFIRG, rdev B{ERAFRIGEXNFFIE, FERAFXHF.

1418 “SFEITSEN — @ SSH 257 ERBER TR SSH EEZFI R REIT SR, K
ZHOHES PAM #EH4EX, &R SSH PAM #IZHARIER. BILFEHITERHERERN PAM
HE, X PAMHERTERE PAM #IZRVREMER. REFITZIER PAMIER, BESH
BT EMHEREBSRHERE:

f41.8: SEHEITEMNH —BEI SSHER

type=USER AUTH msg=audit(1234877011.791:7731): user pid=26127 uid=0 @
auid=4294967295 ses=4294967295 msg='op=PAM:authentication acct="root" exe="/usr/
sbin/sshd"

(hostname=jupiter.example.com, addr=192.168.2.100, terminal=ssh res=success)'
type=USER_ACCT msg=audit(1234877011.795:7732): user pid=26127 uid=0 @
auid=4294967295 ses=4294967295 msg='op=PAM:accounting acct="root" exe="/usr/
sbin/sshd"
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(hostname=jupiter.example.com, addr=192.168.2.100, terminal=ssh res=success)'

type=CRED ACQ msg=audit(1234877011.799:7733): user pid=26125 uid=0 ©

auid=4294967295 ses=4294967295 msg='op=PAM:setcred acct="root" exe="/usr/sbin/

sshd"

(hostname=jupiter.example.com, addr=192.168.2.100, terminal=/dev/pts/0
res=success) '

type=LOGIN msg=audit(1234877011.799:7734): login pid=26125 uid=0

old auid=4294967295 new auid=0 old ses=4294967295 new ses=1172

type=USER_START msg=audit(1234877011.799:7735): user pid=26125 uid=0 @

auid=0 ses=1172 msg='op=PAM:session open acct="root" exe="/usr/sbin/sshd"
(hostname=jupiter.example.com, addr=192.168.2.100, terminal=/dev/pts/0
res=success) '’

type=USER LOGIN msg=audit(1234877011.823:7736): user pid=26128 uid=0 @

auid=0 ses=1172 msg='uid=0: exe="/usr/sbin/sshd"
(hostname=jupiter.example.com, addr=192.168.2.100, terminal=/dev/pts/0
res=success) '’

type=CRED REFR msg=audit(1234877011.828:7737): user pid=26128 uid=0 @

auid=0 ses=1172 msg='op=PAM:setcred acct="root" exe="/usr/sbin/sshd"
(hostname=jupiter.example.com, addr=192.168.2.100, terminal=/dev/pts/0
res=success) '’

O PAMIREEBEMEIZEEMN (jupiterexample.com, 192.168.2.100) mIhiER*t root A
F#ITEHIIE. REMBIERVZLIRA ssh.

PAM iREEEHIIAE RS ERINBRER.

PAM IREERIATERNESE SN EI, HEZXIHRETNIERLI (/dev/pts0).
PAM R EE BRI root IF=IE.

FAFERIESR. tEH4Z aureport -1 AXRIREAPERNEH,

PAM 1R &5 B BTN EHIRENS L.

©@ ® 6 © 0O

41.5.2 HERBEX®EITRE

/var/log/audit BRHEEFENREFIMRESZNTFREXBEELIER, EEERME
HAEXEE, i5EM aureport SEAREFEHOIEBENXIRS,
UTBAIERRRTERLUIER aureport £HY LRI BERIR S SEEY :
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ME—xHiEREITAE
”:'i?lﬁi‘l'Eluizﬁl S—ait8iE, FIERETEAMITEN LSHhZaItBNNAS,
MXAEEMEZEPESESHENN, ERAEBIRE NI Y, AGTEAHtER
aureport SMTXLEHE:

> sudo aureport -if myfile

Summary Report

Range of time in logs: 03/02/09 14:13:38.225 - 17/02/09 14:52:27.971
Selected time for report: 03/02/09 14:13:38 - 17/02/09 14:52:27.971
Number of changes in configuration: 13

Number of changes to accounts, groups, or roles: 0
Number of logins: 6

Number of failed logins: 13

Number of authentications: 7

Number of failed authentications: 573

Number of users: 1

Number of terminals: 9

Number of host names: 4

Number of executables: 17

Number of files: 279

Number of AVC's: 0

Number of MAC events: 0

Number of failed syscalls: 994

Number of anomaly events: 0

Number of responses to anomaly events: 0

Number of crypto events: 0

Number of keys: 2

Number of process IDs: 1211

Number of events: 5320

ERRHEESERE aureport ss S {UREET myfile FESHNHETERB—RITER
BiRE. BOBEFARIRSE, 55 -1f RIS TENEERSE SR, Flm, £mMX
FRIFENESERNERIRS !

> sudo aureport -1 -ts 14:00 -te 15:00 -if myfile
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Login Report

# date time auid host term exe success event

1. 17/02/09 14:21:09 root: 192.168.2.100 sshd /usr/sbin/sshd no 7718
2. 17/02/09 14:21:15 0 jupiter /dev/pts/3 /usr/sbin/sshd yes 7724

BHF ISR P
REER (FINAR ID) BUHBFERTIE, ERXLEERERANENZENXARER,

JB7E aureport sp S HARN - i L,

IR ER S
MREEXFLFNEHEITSI (B4 ER. #EF) , BT AFETEEMERN
aureport,

IERMEHRIEERS

426

INREERR B aureport sp PR R SAAITTAD NRWEHBISET, 1EERA

aureport - -failed:

> sudo aureport --failed

Failed Summary Report

Range of time in logs: 03/02/09 14:13:38.225 - 17/02/09 14:57:35.183
Selected time for report: 03/02/09 14:13:38 - 17/02/09 14:57:35.183

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

Number

of
of
of
of
of
of
of
of
of
of
of
of
of

changes in configuration: 0
changes to accounts, groups, or roles: 0
logins: ©

failed logins: 13
authentications: 0

failed authentications: 574
users: 1

terminals: 5

host names: 4

executables: 11

files: 77

AVC's: 0

MAC events: 0
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Number of anomaly events: 0

Number of

Number of crypto events: 0

Number of keys: 2

Number of process IDs: 708

Number of events: 1583
BRI E BRI

427

Number

of

failed syscalls: 994

responses to anomaly events: 0

INREERBLER aureport an <SPS AGITHED NATHSEAEVSET, 15ERA

aureport - -success:

> sudo aureport --success

Success Summary Report

Range of time in logs: 03/02/09 14:13:38.225 - 17/02/09 15:00:01.535
Selected time for report: 03/02/09 14:13:38 - 17/02/09 15:00:01.535

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

Number

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

changes in configuration: 13

changes to accounts, groups, or roles: 0

logins: 6

failed logins: 0
authentications:

failed authentications:

users:

1

terminals: 7

7

host names: 3
executables: 16
files: 215

AVC's: 0

MAC events: 0O
failed syscalls: 0

anomaly events: 0
responses to anomaly events: 0

crypto events: 0

keys: 2

process IDs: 558

events:

3739

0
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B EERS

(RTTRRERS (EBFHRE, URKRKAMNEAHEE) , BT - -summary
EMSRSHEMENESER, UXEBREXTAEIEERS. T, HIEFrER
HE S FFIET, TENTRFISIRTARERFHIREERS:

> sudo aureport -u -i --summary

User Summary Report

total auid

5640 root
13  tux
3 wilber

ESHRS

428

ETHREINCRNEM, 156 aureport -e i1, WHSREMPMBEEHNTEHRST
x, HPEZEH. ME. EHRES. SEEMHET D,

> sudo aureport -e -ts 14:00 -te 14:21

Event Report

# date time event type auid success

. 17/02/09 14:20:27 7462 DAEMON START O yes
. 17/02/09 14:20:27 7715 CONFIG CHANGE 0 yes
. 17/02/09 14:20:57 7716 USER END 0 yes

. 17/02/09 14:20:57 7717 CRED DISP 0 yes

. 17/02/09 14:21:09 7718 USER LOGIN -1 no

. 17/02/09 14:21:15 7719 USER AUTH -1 yes

. 17/02/09 14:21:15 7720 USER ACCT -1 yes

. 17/02/09 14:21:15 7721 CRED ACQ -1 yes

. 17/02/09 14:21:15 7722 LOGIN O yes

10. 17/02/09 14:21:15 7723 USER START 0 yes
11. 17/02/09 14:21:15 7724 USER LOGIN O yes
12. 17/02/09 14:21:15 7725 CRED_REFR 0 yes

O© 00 N O U b W N =
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BETRRAHESEHEERS
EMNHENAESTESE, 5 aureport -p <, WHSREMRFIBEHESHNT
WS, HPESHHE. e, #12 ID. AJHRITXHFRRIR. R4EMA. FHit IDFMS
RS,

aureport -p

Process ID Report

# date time pid exe syscall auid event

1. 13/02/09 15:30:01 32742 /usr/sbin/cron 0 0 35
2. 13/02/09 15:30:01 32742 /usr/sbin/cron 0 0 36
3. 13/02/09 15:38:34 32734 /usr/lib/gdm/gdm-session-worker 0@ -1 37

BTERAFAASEMHIEERS
ENRGRARNAESTEHEITET, 5% aureport -s &<, WHBTREMFBERSR
BAREHNTRSYIR, ERESEH. HiE. RFEBNES. #12 ID. EALLIERN
YRR Bt ID MEHRES,

> sudo aureport -s

Syscall Report

# date time syscall pid comm auid event

1. 16/02/09 17:45:01 2 20343 cron -1 2279
2. 16/02/09 17:45:02 83 20350 mktemp 0 2284
3. 16/02/09 17:45:02 83 20351 mkdir 0 2285

BTRERARITXHEH RS
EMFTHRITXHNAEDITEITASE, 1BEMH aureport -x <, TR ERPIER
RITXHEHIHERSTIR, HRESHE. HiE. ATRiTXENRBIR. BITaRITXHE
MR, BITAIHRITXHREN. &t ID MEHRES,

aureport -x
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Executable Report

# date time exe term host auid event

1. 13/02/09 15:08:26 /usr/sbin/sshd sshd 192.168.2.100 -1 12

2. 13/02/09 15:08:28 /usr/lib/gdm/gdm-session-worker :0 ? -1 13

3. 13/02/09 15:08:28 /usr/sbin/sshd ssh 192.168.2.100 -1 14
SIEEXNHIRS

BETHITASERMETXHFLRRS, BER aureport - f 3. LT EMR
FREXHREXEGNHERSIR, HPESA. BiE. FrsRpsX s, minX e
MNARRIFBIIRS. SBHMINERMER. WX HRIRTHRIT. Bt ID SR

=
Do
> sudo aureport -f

File Report

# date time file syscall success exe auid event

1. 16/02/09 17:45:01 /etc/shadow 2 yes /usr/sbin/cron -1 2279
2. 16/02/09 17:45:02 /tmp/ 83 yes /bin/mktemp 0 2284
3. 16/02/09 17:45:02 /var 83 no /bin/mkdir 0 2285

BB XAFIRS
BETHITAEERATHEBAMLER R EEENARS LT HITX GRS, 1B5E
F aureport -u &<, WS EMFABERPEXSEHNHERSIIR, HPESHE.
BYjEl. EHit ID. fERRVENR. EHl. AHRITXHRIZTRMEM ID.

aureport -u

User ID Report

# date time auid term host exe event

1. 13/02/09 15:08:26 -1 sshd 192.168.2.100 /usr/sbin/sshd 12
2. 13/02/09 15:08:28 -1 :0 ? /usr/lib/gdm/gdm-session-worker 13
3. 14/02/09 08:25:39 -1 ssh 192.168.2.101 /usr/sbin/sshd 14
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BEEXERIRS
ZERERFITEREHTBENNZEHIRE, 151517 aureport -1 &<, i< ER
FREERBXEHNHERSYIR, HPESAM. BE. EitID. ERANENNLIR. 7]
RITXXHRIRIR. RBIBRINRMER, UKRFEHRF D,

> sudo aureport -1 -i

Login Report

# date time auid host term exe success event

1. 13/02/09 15:08:31 tux: 192.168.2.100 sshd /usr/sbin/sshd no 19
2. 16/02/09 12:39:05 root: 192.168.2.101 sshd /usr/sbin/sshd no 2108
3. 17/062/09 15:29:07 geeko: ? tty3 /bin/login yes 7809

BiRESEERFITES €N ESCE
ENTFEMESEEMAE (B0, X494 2009 £ 2 B 16 BIEREAE) , Ekis
{Taureport -t R/EXLEHIERTEEEHFIMN audit. logH, HEHERTEH
TTRR:

aureport -t

Log Time Range Report

/var/log/audit/audit.log: 03/02/09 14:13:38.225 - 17/02/09 15:30:01.636

HFiny audit. log BEFMEFMRNEIR. MRERHIEWLL, EER -1if XTI
aureport s LIERBEAMMEHIENBEX M,
AEIEEFENESEEN AR S4E R AEAETE, HEHESRENIRGENESER, &
THERFITERER:

> sudo aureport -ts 02/16/09 8:00 -te 02/16/09 18:00 -1

Login Report

# date time auid host term exe success event

431 4 AR B X IR | SLES 15 SP4



. 16/02/09 12:39:05 root: 192.168.2.100 sshd /usr/sbin/sshd no 2108
16/02/09 12:39:12 0 192.168.2.100 /dev/pts/1 /usr/sbin/sshd yes 2114
16/02/09 13:09:28 root: 192.168.2.100 sshd /usr/sbin/sshd no 2131
16/02/09 13:09:32 root: 192.168.2.100 sshd /usr/sbin/sshd no 2133
16/02/09 13:09:37 0 192.168.2.100 /dev/pts/2 /usr/sbin/sshd yes 2139

u A W N P

Fria HERFIET R EER - ts EMIEEMN. NEETHMTLAE RN ENTAEGHBE
TERSEH, MREBEEBEHE, aureport BRIZEIENESR, REKREE, EXRIK
Friaed a2 e E B B TR,

fEH - te BUUEEL R HHAFET A, BHHEFTHRETFLESHNENEAEGHHRERE
RET. NRLIEEL, aureport BRIEIENES R, NRHIEEE], ©RIE

Bt El R EE. EERS - ts HHR B AR Eg=,

PREER S LUIMNIFIE IR SR UTIRITIEH %XE STDOUT, XEKE, XEHIERIU+S
BB R Efthas <o £ 41.8 7T AR ITIUE" RATANMRE KA ERIEH—T
SO IRER TR R B EERY R B

41.6 £/ ausearch TFEFEITFIFIEFHLE

aureport TERHEBEAREXAALLENBERNAMTEE, BINREET IS ESHN
40T, AILIfERS ausearch TE,

ausearch AL EEASHRNBMERIDEERHITES, XLEHRMNTIES /var/log/
audit/audit.log FHNEHHERNERNARZHIREE X, HIEFrEICREREESHERN
EERIGIE, 90, PATH IiERPMAES hostname 3 uid I,

HEREN, BRERSFEELVIERENERFIENFEIER. 5—FHH, EEEREXREDN
ICREY, TREsME—HRBMEXNEMEMIER. ZFAUEXE, BRARZNARAGS
RIHSHEEHRNICREXNEMEMHIZR, F190, F open R45IAA, EIEFREXSYSCALL
IERHFERIRE S IREN—5% PATH IE R,

O B7: SRS MERER

ERIRMEMSB LTINS AND ZIEEERES, U/ NMERTER,
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MBE—XH5IEHEITRE
REITAERIS—aitBiE, SESERERAMITEN EORSSITENMNAE,
MXARZEMEZEFEAUENN, B ESBRAR I, AREARMER

ausearch #E#REXLEHE:
> sudo ausearch - option -if myfile

BRFEREWM AN
F=8 (FIENEF ID) BUBFERIE, BEEXLEBEREANENSENXAE,
J57E ausearch aaHARM - 1 T,

BEHITSEM 1D 2%
NRITSEANEIT T HIHRESHIT T autrace, NN DT BEPRESHRIE
BRo 554157 "TEEITHEMNENRS" PARNRSHEHREGEESBIEEBETE
BEITEH 1D, FHItEHID EFIDER IDHNEZESD, EERB Unix LoiEMN&EITS
DM (ULESHR) - FrERARBE— T AREFRSARNFESAEHEGHERN
F{F 1D, 7£ ausearch RfERILLEH ID AJ UM BSHPRRILSEAFHIEE,
fERMTFARBERS:

> sudo ausearch -a 5207

time->Tue Feb 17 13:43:58 2009

type=PATH msg=audit(1234874638.599:5207): item=0 name="/var/log/audit/

audit.log" inode=1219041 dev=08:06 mode=0100644 ouid=0 o0gid=0 rdev=00:00

type=CWD msg=audit(1234874638.599:5207): cwd="/root"

type=SYSCALL msg=audit(1234874638.599:5207): arch=c000003e syscall=2
success=yes exit=4 a0=62fb60 al=0 a2=31 a3=0 items=1 ppid=25400 pid=25616
auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=ptsl
ses=1164 comm="less" exe="/usr/bin/less" key="doc log"

ausearch -a S RMEH B RAETFSAIRMEITEM ID HXNFAEIER. LHEHRA
SEMEMEmESER,

FHSERNER
ERETEE LA MEITHIRE, 151 ausearch -m MESSAGE TYPE &8%, AXNEE
FAVAYRAGIEIE PATH, SYSCALL #1 USER LOGIN, i&fTA HEZEM ausearch -m
SETIEEERENTIR,
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BEFIDEEHE
EEESHTEEFHAP ID XEIER, 15#H ausearch -ul 5%, kRS ERSIETE
HNERFPER ID BXNFAEIER, iR IZAFIEEEBRRINE R,

&P ID 8%
f5F3 ausearch -ua EFSEMAF ID (BF IDMIBEXAF ID) HEXxMIER. FH
ausearch -ui UID EESHSERF ID xS, ERRSHEERAF D BXMIE
R, 15{EH ausearch -ue EUID, #ZEAF ID RI5ERCIEHENAFW D, EEE
MAF ID BIEERIZAF 1D UKIE T HIZFT BV

¥48 1D &
£/ ausearch -ga MSEESEMA ID (4H ID IEMA ID) HXMIEH. FEA
ausearch -gi GID EFSHEAF ID BXIRE. EERSIHEE XA ID X892
5, AfEMA ausearch -ge EGID,

R SITRMmER
£/ ausearch -c COMM NAME s L EESEFEMTHEXIIER, Fli, FH
ausearch -c less AIEES5S less i SHXBFIBIER.

BT HIT R IEE
f£FH ausearch -x EXE (s EESIHEAHITXHHEXIIER, I, A ausearch
-x /usr/bin/less AJ&EES /usr/bin/less AIHITXHEXMEFABIZ SR,

BRSKERRAITEER
M ausearch -sc SYSCALL ss*EEBSHEARFIBAAEXMIER, FW, EH
ausearch -sc open BAJ&EES open ZAFARAEXNFAEIER.

FR#IE ID 2%
f£F3 ausearch -p PID s EESHFEHTE ID HBXBIEH, HI40, {FFH ausearch -p
13368 I EF SIL#HE ID HXBFAIEIE R,

BEEMSRASERRINEIEER
f£F8 ausearch -sv SUCCESS VALUE EEGSRERABABMINENICR, Flw, fF
Fd ausearch -sv yes AIEEMBE RN RS TEH.
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BXHRIER
£/ ausearch -f FILE NAME EFEGEIFEXHRBHIER, I, (A ausearch -
f /foo/bar AIEES /foo/bar XHHEXMFAEIER. EHAILUNERAXHGS, EREE
BRI,

FRRIRIEER
f£FH ausearch -tm TERM EEXSFELXRIREXAIICR, 190, A ausearch -tm
ssh AJ&EFS SSH Kix ENEHEXNMEIER, /8 ausearch -tm tty AIEE 5%
EHEIG XA S

BENRIER
{#£F3 ausearch -hn HOSTNAME EESYFEIZIEFNZEXREVIER, Ha0, FH

ausearch -hn jupiter.example.com AJERSZENBHEXBFFEIER. ALUFEH
FHBE. TLRENIYR I FR I,

HRFERIER
EHEOUESHITANEFERFERE (BFIRAIFBERENEMS) NiER. BXHBLTK
ausearch -k KEY FIELD, {40, {FH ausearch -k CFG_etc Al REE CFG_etc
BERPFEIER,

E AL
EEESHITHNERERNFEFRTERE (AT RISERENEYS) NIER. BNFER
BRESXHR. ENBNKXmEHITLA, #HX5< ausearch -w WORD,

B EERFITEI R ESEE
R -ts f - te TRHERCERHIERENETESEE, -ts EMAFIEEF 1A BHAFE
8], -te XMAFIEELRBHAFETE, XLEEA] S5 EEPMRIMEIENESER. X
LeSEINAI AR A S 1T aureport FRYATEZE ML,

41.7 {F/ autrace SiTHE

FBRT ERISENFNISIMARGELSN, EXLUER autrace (S MHERITEIINE
1t. autrace WTEAXETF strace, EEWENEEEKERE, autrace WHELHIEE AN
2l /var/log/audit/audit.log, & EESHRERITEETHTERRR,
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X#HIZHIT autrace BY, BHRMBATIGERRFIA S ITAIN, UEXLEMNS autrace x5
ANNBIFLNAEHSE, £ auditctl -D spMIBRER AN, XRFIEFFE—RREIT

> sudo auditctl -D
No rules
autrace /usr/bin/less

Waiting to execute: /usr/bin/less

Cleaning up...

No rules

Trace complete. You can locate the records with 'ausearch -i -p 7642'

BF—REAERET autrace IRENATHHITXHRITTERR. STHIRRG, autrace =IRHER
ERRVEM ID, FALLERTLUER ausearch DT EANIEER. ERHFEITRAME LEHERE
ML, i&ER systemctl restart auditd EEEHHEITFIFIER.

41.8 FIRLEEITEHE

/var/log/audit/audit.log FEVEIEEER L aureport &I AR EIIR SR

(W% 41527 “EREENXEITRS FR) BA=EAFREEAYFEIRE
1%, aureport HHEXBYINRI, FULAIEMMAIERF AJREEERIE ITEZRIER sed. Perl
5% awk Bz, LUIEWE M E TR,
Az (BRE 4267 “BEEHEAMAME ) RAWEEER SUSE Linux Enterprise
Server SEAEAM Linux X1TEHRMEMNIRTE Linux TEBIES FRiRM&EIHAHMN—R
B, LA RBIRTEEBNE T MRAM NG A AR B iR S IR A BN 5 ER B
F—NRARAEFSARERZENXR. BTHRIEEHIE, SERTRTRERUE (&
KEFBEXLEHIENEM E4ERP) 89485 aureport &<

> sudo aureport -s -i

Syscall Report
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# date time syscall pid comm auid event

1. 16/02/09 17:45:01 open 20343 cron unset 2279
2. 16/02/09 17:45:02 mkdir 20350 mktemp root 2284
3. 16/02/09 17:45:02 mkdir 20351 mkdir root 2285

FIALACB AS TR X AR 5 1 TRY S5 —BURER (IR EXFRERYT, EAHIF syscall Al comm
5. FrbArAEREERE, ARRRLBHEANIACEFEEH:

LC ALL=C aureport -s -i | awk '/"[0-9]/ { print $6" "$4 }' | sort | uniq |
mkgraph

@ @

41.2 : HiEE — BFSAGRAAZENXR

BANTROIRASHAERENFEFULEERNSMERENEZAHE, ATRILEEEN

PNy —|

#8LZ aureport a3 aureport -e:
> sudo aureport -e -i --summary

Event Summary Report

total type

2434  SYSCALL
816 USER START
816 USER ACCT
814 CRED ACQ

810 LOGIN

806 CRED DISP
779 USER_END

99 CONFIG CHANGE
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52 USER LOGIN

RTFIEKREEaEMmy L, FtRSFERAIRRIASHE A FAE.

> sudo aureport -e -i --summary | mkbar events

2500 T T T T T T T T T T T T T

2 e T .

ki T T .

Ik T .

G0

LISER

SYSCALL
LOGIN

ISER_ERR |

USER_START
ISER_ACCT
CRED_ACH
CRED_DISP
ISER_END
OMF IG_CHAMGE
ISER_LOGIN
ZER_AUTH
CREO_REFR
OREMON_START |
OREMOM_END |

E41.3: FHE — EREFEE

BXHEITHIETMANERER, BB IEITIBRMLE http://people.redhat.com/sgrubb/

audit/visualize/index.html 2,

41.9 PYEEITEAEA]

Bt RAEEARVFIMNER FATEF KBS IR MIER auditd SPiPiERF, IINAEHFTIENEIHRAERR
Figft, #6IME, NERNARSGTLGEIIIZFEMA auditd REWCEEIIER,
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audispd BB FiEHIHEIHAERFINTIFIER. ©B%H auditd B, audispd SiEENEH
HEGHFBES X FRBEXNEH#ITIRNSTHEF. auditd BWECEETETE /etc/audisp/
audispd.conf /A, ZXHEE L TFIER:

g depth
EESHRAERFAIATIFNARDN. MIRAFATHELETEGHBRESR, BIEAL
B, RAIAMEN 250,

overflow action
BEHEITTIFEFRNASAIIGEHN RN AN, BIaERNEN ignore (RHITHE
fAliR1E) . syslog (AMREAHKHELREEDS) . suspend (audispd FEIEMIES
%) . single (BiItBENMARETREAFER) = halt (XFARS) .

priority boost
EEFITSEMHEERFNMTSR UREITFTIPEFREASNMER) - BRINMER 4, BML
FRFTZ.

name_format
BEAHITEGPEANTEN TR AN. FIEERNEN none (REENITEM
) . hostname (gethostname RFAFAREINEZFR) . fqd GTHENNTEREE
#) . numeric GTEHMBYIP L) X user (name XMHAFEXMFRIR) o HIA
{E9 none,

name
BEATFIRMRTENNBREXFRS, name format ETMNIUEKE N user, TN
R BRILE T,

max_restarts
RFiEEFITEHAERR A U E BTSRRI . BINMER 10,

fil 41.9 : {5l /JETC/AUDISP/AUDISPD.CONF

g depth = 250

overflow action = SYSLOG
priority boost = 4

name format = HOSTNAME

#name = mydomain
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EHREFEEEEBE XS RETEET AT audispd IEHHSHE RH, ILBREINA /etc/
audisp/plugins.d. ¥EHEEXHFEE L TE:

active
IEEIEF A EH audispd, AIRERIEN yes BX noo

direction
EEFEGTHsXBtAARSHEITEN. erREHREREFRSHEHNREER. A
BERY(E S in % out,

path
HEE A PTHRITSXHRIENERZ. N TR, WERSiEERAR.

type
IEEGIHEGNAR. FTRERIEN builtin 8% always. WREREM (af unix
syslog) £ builtin, WAZ¥H (NRTEME) HMEGEER always. BIMER
always.

args
BESERGIAEGERFNSH, EEERT, BMtEREMEREXHIRNESEHS, 158
B AEEH. REIARITSEH.

format
EBEHITHEEREFREBAEGEFRIEIESN. BEWA binary 3¢ string, binary
UEHEERRMNEITTIPREFREREIEN N EREE RN EELSIE, string IERAERER
BEHERNTHEITSNESTNFRSE, FRIAMEN string.

51 41.10 : ;R=fl /ETC/AUDISP/PLUGINS.D/SYSLOG.CONF

active = no

direction = out

path = builtin syslog
type = builtin

args = LOG_INFO

format = string
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42 I E Linux BHiTiEZE

RENBUEEE—NMERNEITAE, HPSFAiRARENSARITFmEMNE N PR,
FETRNENEESEITE, BEERE 435 “HitlUEENT PRERRFIAZR,.
ZE7£ SUSE Linux Enterprise Server FIREB&Hit, FERHRUTTSE:

i312 42.1 : 83 LINUX EiHESR

1. BHREREMBVENINHEFE: audit faudit-libs, AILUEERZE audit-libs-
python, BRIEE 42.6 71 “EEEHEAUML PAARERBSIMKIEE, BRE
SUSE Linux Enterprise Server i#{&A® 1) gnuplot #l graphviz,

2. HEEFRITHNANG, BXFARRE, B5E £42.1 7 "BEZEITIANR o

3. REHEAEAHITTIFIEFEE, BXFARSE, BE5E £4227T "KEHITTHZ
" o

4. Rj%—)bﬂﬁﬁ)ﬁlﬁﬁ EETI_O ﬁ*ﬁém'ﬁz [ ]ﬁ%% % 42 3 T ij_?ﬁéltbﬂﬁﬁ)jﬁﬁ EE|1+
5. IRIBENARESHITMN, BEXFMER, BSF £424 7 REHITALN -
6. T HEHEREEHRS. AXFAER, BSE £4257 "MEHITRS o

7. BEMENASANL. BXFAER, B5EZ F426 7 "MEHTAANL .

o 52 THHEITTIPER
EEREFITRFNEMAGEZE], B root B9 systemctl status auditd,
LU {RERITFIPIEF KRBTT. SUSE Linux Enterprise Server RABIASTES | S EED
BHit, FAEEEHAN systemctl stop auditd EEHXH, EEETIFERG, FH
systemctl start auditd FEHBEH0,

42.1 MWEZEREITHANST

FEFGEIZEE CHEITEREZR), FRECHFEEAFITFMAEINEE, REUT—ARM
W, HEBHAIRESEMNENENR:
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o MIREEEHITLENZTEHITLUBE CAPP/EALIAE, BEXRASKERBAT2HEIT,
HEESNEEXHFMBE RN, RXMMFE 435 “FHitIlNESN" PRI
%

o NREEEIRIEFITMNEREHIE, 5(FEH autrace.

o NREFEBIXHN B RS MICKREEN BB SRR L 2BURBIERTIAIE, BN
éﬁ_{ EZRE’J%MIJ%) RIEE 4237 “WHRAEAEASEIT BMABARET, AE%
G 4247 REFTHUN .

42.2 ECE®EHITTIFRER

HitTIPREFENERIGE 2 @Id 48 /etc/audit/auditd. conf SEAY. el LU AR
YaST > ZEHEAF s Linux B1TH1EZE (LAF) RfEH YaST BB BERANE B, FRAHE S HFMuE s
BRI R SER AL E

log file = /var/log/audit/audit.log
log format = RAW

log group = root

priority boost = 4

flush = INCREMENTAL

freq = 20

num logs = 5

disp gos = lossy

dispatcher = /sbin/audispd
name format = NONE

##name = mydomain

max_log file = 6
max_log file action = ROTATE
space left = 75

space left action = SYSLOG
action mail acct = root
admin space left = 50

admin space left action = SUSPEND
disk full action = SUSPEND
disk error _action = SUSPEND
##tcp listen port =
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tcp listen queue

1l
= U

tcp max_per addr

1024-65535
tcp client max idle = 0

##tcp client ports

cp_client max idle = 0

RINEBEATHZIZE, FEE (/380 num logs. max log file. space left

#ladmin_space left) BURFEHEHE KRN, MRMETEIGIR, BRiZHLVER

BREEXHE (NRETZ2RME) ; SHETEENGFERE, SRIZErKREIE

Ho BEXIRTS CAPP MERIRE, BIRIES 4120 “ESEITTIFER" FMREAR

log file. flush. max log file. max log file action. space left. space left action
fMdisk error_action BB, & CAPP MEHRBIECEMN TFAR:

log file = PATH TO SEPARATE PARTITION/audit.log
log format = RAW

priority boost = 4

flush = SYNC ### or DATA
freq = 20

num logs = 4

dispatcher = /sbin/audispd

disp qos = lossy

max_log file =5

max_log file action = KEEP_LOGS

space left = 75

space left action = EMAIL

action mail acct = root

admin space left = 50

admin space left action = SINGLE  ### or HALT
disk full action = SUSPEND ### or HALT
disk error _action = SUSPEND ### or HALT

ARNBESA ###4, A UREEENS NERFHITER, BABRELFNEEXGFR
ER

O =T E2E8

BX auditd. conf EEBEZHBNFAERES, BENE 4127 "EERITTHEZ
F o
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423 HEFRRBRET

MRARLRFHITELR, FLRE audit HE, #7/ERY SUSE Linux Enterprise Server RZ4EERIA
ARIB(T auditd, FEAUTR<LEA auditd:

> sudo systemctl enable auditd
Bl FARVERIHERNE LT TLAERA

HEXAERER
FEN (RESFEEFE—FPHECE) auditd NTE /var/log/audit/audit.log FiER
S5HESREFXMAXNES. T auditctl XHFERZH, AZEITAGRSEREM
B2 (XHipiR. RAEARE) . B2, HtRZAHFNEIRTERIERAE auditctl
EHSEEANEITES, MXEEHRETTEHRITESH. RIANERT, B—ERFITS
HFHIIEIRZ AppArmor,

ARZSAAHEITIERNSRAETCR
EEITRGIERHARINAERXHIXAHENT, FENRRIFRBAHFITIFR.

RTFEMEEERE S @A E RSNt FR2EARSGRARFITIE, ALEFEEXN RS
ARRARITIFR, BRNEIAIIEREERAEITIFE, BU root HHH1T auditctl -e
1, EZFAILINEE, B root H4H1T auditctl -e 0,

RGERAZBAFEITIG. BEXHALTIE, 5ER auditctl -e 0,

42.4 1 EHEITRLN

ERFETMNBERITNONRSGNMESE, —RERT, XOEEEHIEFEURREEX
WECEX . MNRFEXRRGHIT 20, EEAILUFASHEMASRIER, £ 435 "&#Hit
AEEETT PR T — M SRR TRAERE, HREHE CAPP SMIFRHAIRRNAZ M
o
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AI7f auditctl {7 EIEIYTE /etc/audit/audit. rules RIRGHMNE (BYE
PR B BEZANE) , FHEITRNESLEITTIFER. EEENX /etc/
audit/audit.rules, EEEXNHE#ITHRIE, SEMA YaST: Z2HAHF > Linux BEITESE
(LAF) > “auditctl” 89310, ERLITHEZNAMURSITFIAGRYE, ERHHITTIFEFERE
EELTTDNS

RFXVENAEEXHN B R#ITIFEERNEITHNERAMNEN TR

# basic audit system parameters
-D

-b 8192

-f1

-e 1l

# some file and directory watches with keys
/var/log/audit/ -k LOG audit
/etc/audit/auditd.conf -k CFG audit conf -p rxwa
/etc/audit/audit.rules -k CFG audit rules -p rxwa

=

<

<

=

/etc/passwd -k CFG passwd -p rwxa

<

/etc/sysconfig/ -k CFG _sysconfig

# an example system call rule
-a entry,always -S umask

### add your own rules

MERAHITRASH (BINFRESEH -b) B, BEAAFEIEITTANEXNX LG EHIT
X, MAEREANNEEEEHITHMNESBEHATIERENERF . MRERNIRERNK
0y, BHRSEAETELERITHH, ATEATEBHRELRERRERE (- ).

O == EERyERS
EFEHEANSIEEE, TEHFITRANREE, -f 2 SHENRATEEAFFRE
ERSEHEELRXA,. BTFXMXAHIFEREXH, BNNEITERENIFRER -
f 2, MEAEMIFMRER -f 1 (RARESTHABES, HiHEL) , BRHE
ERTHRIT
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B RSN 4E B AV AU LE B R & XA IR A I NITAR R F 4, 5Ia0, BER4ER /
etc/sysconfig FHNRARENFMABE, AN N XXHENENR, EitAZIFER, X
BIKE, BRECNZE -w /etc/* XERFNKEN /etc THFABXHNBER.
ANEFEBEXHPRIRG, S0 XENERENTHRERMT — M. FRZERUERN
RIEHE, KISEEANBXNES. IR, BRESNIRSRESHER, UXDH
AR B EXH IS NI E XA SN, FE4FIF, L0G RREEXMHIENm, CFC RREE
X ENIR, FRNHRENRN—E2EETFEERMME BEXXRIRFILLEEH,
SIEXMME RSN, EFENS—RE, HITEEMEIZEMVNEAEFENX G, &
HARENEESTTERNEIREFNERXY, FRIEEERNET BAMKMLHT 4.
BXOEBEXMUNEMER, BENE 4147 “REHEEEITRA

O == s3I
EREITHING, BRLEA systemctl restart auditd EREITTIFIERE, U
BEFTIEENE AN

425 BRE®EHIHRE

AT BRUTHZRRIGE I BES AR TRAZ UL ENER, BREERREITEENX
HItRS: BEXEIHRGEILERERBERENGE, HIRIE XS IEHRIIERMT
RNBEEXGT. BIFADTENEMN, 156 ausearch TH,

EIRERITIRE 28, 1BE R TIEE:
o BEBIERERREREMMMPRENEM? RI\EFE 41527 “ERNEEXEITR

’/;T\:
&7 HEMREIRIE YR aureport 85917,

o MERKHITIREATHAEN? MERTEETRERMECIRER, BRI EFXLEH
BERIEAXENBEFREIBIBER. NREEEMEMRE, BHIRFE 4267 i
EHREANML PPRRGIBIEMS EIRE aureport 51T, FHEITEH—PIE,

o BB LUNRZRAEREITRG? £A cron IREE S Btk

FRAIRISERER H N ERVE T PAM MIRKEEHTTHERGRIZIH. HITUUTRE, %
HARZ R EM:
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447

1. EHFEEHNTERERS, ANEREREFNERSERR, HIINEE “failed

syscalls” 18R, FAXLEENRKNREREERXHFARNERE, HEXXHFREFE:

> sudo aureport

Summary Report

Range of time in logs: 03/02/09 14:13:38.225 - 17/02/09 16:30:10.352
Selected time for report: 03/02/09 14:13:38 - 17/02/09 16:30:10.352
Number of changes in configuration: 24

Number of changes to accounts, groups, or roles: 0
Number of logins: 9

Number of failed logins: 15

Number of authentications: 19

Number of failed authentications: 578

Number of users: 3

Number of terminals: 15

Number of host names: 4

Number of executables: 20

Number of files: 279

Number of AVC's: 0

Number of MAC events: 0

Number of failed syscalls: 994

Number of anomaly events: 0

Number of responses to anomaly events: 0O

Number of crypto events: 0

Number of keys: 2

Number of process IDs: 1238

Number of events: 5435

2. BITRMBEGHRERS, HE “files” ERPREXMHHRILAMEHREE:

> sudo aureport --failed

Failed Summary Report

Range of time in logs: 03/02/09 14:13:38.225 - 17/02/09 16:30:10.352
Selected time for report: 03/02/09 14:13:38 - 17/02/09 16:30:10.352
Number of changes in configuration: 0
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448

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

Number

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

changes to accounts, groups, or roles:

logins: 0

failed logins: 15
authentications: 0

failed authentications: 578
users: 1

terminals: 7

host names: 4

executables: 12

files: 77

AVC's: 0

MAC events: 0

failed syscalls: 994
anomaly events: 0

responses to anomaly events: 0
crypto events: 0

keys: 2

process IDs: 713

events: 1589

> sudo aureport -f -i --failed --summary

Failed File Summary Report

total file

80 /var
80 spool

80 cron
80 lastrun

46 /usr/lib/locale/en_GB.UTF-8/LC_CTYPE
45 /Jusr/lib/locale/locale-archive

38 /usr/lib/locale/en GB.UTF-8/LC IDENTIFICATION

38 /usr/lib/locale/en GB.UTF-8/LC_MEASUREMENT
38 /usr/lib/locale/en GB.UTF-8/LC TELEPHONE
38 /usr/lib/locale/en GB.UTF-8/LC_ADDRESS

38 /usr/lib/locale/en GB.UTF-8/LC NAME

0

3. BFRTAMERIXMATIR, BETRMXAGEHNREERS:
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38 /usr/lib/locale/en GB.UTF-8/LC PAPER

38 /usr/lib/locale/en GB.UTF-8/LC MESSAGES
38 /usr/lib/locale/en GB.UTF-8/LC_MONETARY
38 /usr/lib/locale/en GB.UTF-8/LC COLLATE
38 /usr/lib/locale/en GB.UTF-8/LC TIME

38 /usr/lib/locale/en GB.UTF-8/LC NUMERIC
8 /etc/magic.mgc

B EHERSNESAITLNFKINXEHER (B0 /etc/audit/
auditd.conf. /etc/pam.d # /etc/sysconfig) , EFEAIMTEATRNHS:

> sudo aureport -f -i --failed --summary |grep -e "/etc/audit/auditd.conf"

-e "/etc/pam.d/" -e "/etc/sysconfig"
1 /etc/sysconfig/displaymanager

4, ARERBERSPHAEIRE ASPHXEXZED, HRBEEMF ID LU TH—T 9!

> sudo aureport -f -i --failed |grep -e "/etc/audit/auditd.conf" -e "/etc/
pam.d/" -e "/etc/sysconfig"

993. 17/02/09 16:47:34 /etc/sysconfig/displaymanager readlink no /bin/vim-
normal root 7887
994. 17/02/09 16:48:23 /etc/sysconfig/displaymanager getxattr no /bin/vim-
normal root 7889

5. ERAEH ID KRE N XETHIFMICR:

> sudo ausearch -a 7887 -i

time->Tue Feb 17 16:48:23 2009

type=PATH msg=audit(1234885703.090:7889): item=0 name="/etc/sysconfig/

displaymanager" inode=369282 dev=08:06 mode=0100644 ouid=0 ogid=0
rdev=00:00

type=CWD msg=audit(1234885703.090:7889): cwd="/root"

type=SYSCALL msg=audit(1234885703.090:7889): arch=c000003e syscall=191
success=no exit=-61 ab=7ele20 al=7f90e4cf9187 a2=7fffed5b57d0 a3=84
items=1 ppid=25548 pid=23045 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0
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egid=0 sgid=0 fsgid=0 tty=pts2 ses=1166 comm="vim" exe="/bin/vim-normal"
key=(null)

O &7 NETHTHETEER
NBEEX R BEREM, 151 aureport < (-ts fl -te) HERABS
SERBHAMBEIRERR S, BXEZER, FESWNE 415270 "EEHENXEHITR

7
] o

BRRE—ITBRUIIMNIFMES BRI BEhia T, ERILURIARTE HAHIGHECE N cron £
Abo fEfA] --failed --summary HREYAIEMBERNIRE XS KBTI RIS HBIFTE. &
FEMEMFIHREMIEVFAEE, HENE 4267 "EEHTEONL o

42.6 ECEHTAIMK

&) LUERIZS mkbar #1 mkgraph &3 S MERFAERRGAEHNEITHRIT. SEMEM
aureport < —, BAIURELEGRSHE, HEMBHEEZ U cron RV RIETT.
mkbar #1 mkgraph 2 Red Hat 89 Steve Grubb 838, FRTEMILA http://

people.redhat.com/sgrubb/audit/visualize/ 7, HF SUSE Linux Enterprise Server i
hRZASEY B I+ R FEMEX LA, BT TRIEUTELEHN RS LIRS

Z&:. TEHHNRESEXKE
£/ mkbar #1 mkgraph ZEE XK. M Web FTEMERINBIIE AIREA G RLIER
fBE, K root FUE1TRIER 0L,

1. BHIATEHE root B ~/bin BR:

> sudo wget http://people.redhat.com/sgrubb/audit/visualize/mkbar -0 ~/bin/
mkbar

> sudo wget http://people.redhat.com/sgrubb/audit/visualize/mkgraph -0 ~/
bin/mkgraph

2. A% root BUXHIEL. BAMPITIR
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> sudo chmod 744 ~/bin/mk{bar,graph}

BLAWEEIRS (B0 4257 "EERITRS” FRRRE) , 5FER mkbar B, X

LRGeS TR

EEHEE

> sudo aureport -

I EHEE

> sudo aureport -

HEERFHEE

> sudo aureport -

AP EHEE

> sudo aureport -

ERRIAREHEE

> sudo aureport -

i --summary |

i --summary |

i --summary |

i --summary |

i --summary |

mkbar events

mkbar files

mkbar login

mkbar users

mkbar syscalls

ZoI2 EREAEGRENAKNEHHERR, EREXA aureport sa$HN - - failed 1%
M, BECHEFEINIEIEL, JBTE aureport FfERA -ts M - te i&W, XF EREMEGHFS, 7]
LA grep 5§ egrep ARIENMRAR G/ NELERE, RKE—F W EH#TEARE, EXT0l, BEE
mkbar BIAFHERE, ERFIEGSHISER— PNG X, EFREEMMEREIENETE.,

BRARRRENHEITNSR (FINBAFMRSEIER) ZErXER, HfERA mkgraph iz, FLi

AN NN i

RRS5HRITXHF

> sudo LC ALL=C aureport

451

-u -1 | awk '/7[0-91/ { print $4" "$7 }' | sort |
uniq | mkgraph users vs exec
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BR5XfF

> sudo LC ALL=C aureport -f -i | awk '/"~[0-9]/ { print $8" "$4 }' | sort |
unig | mkgraph users vs files

RRARSHS

> sudo LC _ALL=C aureport -s -i | awk '/~[0-9]/ { print $4" "$6 }' | sort |
uniq | mkgraph syscall vs com

RSEASX M

> sudo LC ALL=C aureport -s -i | awk '/7[0-9]1/ { print $5" "$4 }' | sort |
uniq | mkgraph | syscall vs file

FANGSERRAERNER, GXESEEMT, HEE nkgraph WAHHER. I
B R MERZBRIA IR PostScript 30, BEFLUBTHMAhE EXT ZEM ps BN
png = jpg, REHHHHE.
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43 EITRINEERETT

TERNRAEERBBNAERREITRENRS. HPEREH T ERERENEMFRIPEEX 4
(CAPP) {5 ER A H It E M5 IRMEFRITHNREENF T,

REIRMNES AL SRS
o BEARIEE (BRE 431710 “FINEAHEITLEESH )

o it ERXHHEREXHSEIR (B0% 4325 TN BSHAEE LT
W)

o BRKHRARKIRE (BRE 23T UULERAHER )
o« BARSMIERE (BNE 4345 “UNZLMEHRREE )
o WHEMRGEA (24355 WIEMALER )
o TERAEBSM (BRLE 6T WERAEESN )

BRI OISR RE X ECTE SIS ER, BT TRIE:
1. IR AT A IR B TR,

2. B AT RGN EE IR A MNAFE X /etc/audit/audit. rules,

Q = BERHIHTBTICRES
ARIELENRZRAZE, B2 TENRAEFFENEITIMER, BEHITASMET

P audit.rules 2 auditctl ssSMES, XHFHNE—ITEHRYT BNTERN
auditctl ap<%17, MUERERANIEZES auditctl spLRVIEEMEREL

43.1 FNMEREITEEE S

DO
-b 8192@
-f 2©
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Q@ TEHRESGHMNZAET, EMERFAE LRFERIFEN,
0@ REATAHHFITEERNEIXEE, RIERS LIFEITAEICRAEFNEARTUR/MEE

Fo
© REIJAZFEVETEHRNECANHETS. AJRENENO0 FE) . 1 (printk,
FIRMEHER) M2 (&, EEFERR) -
£/ -D EBLE=FMPAT AT LA RE I+ RER GBS X A mHIR ML, MAERE
HEMINE, BERASGHTHITHRIEMALERE, EFEINEPXEE (-b) EX
BE, EFOHESERS - 2 AIRREIERSGEETERIRBERSHFEINCRNTE, &
HEEHRTERRNXARS, BRAZEEMERBRBEFITRES], MNREERH 1
(printk), MIAJRESAERBEERIBIE .

O == EERyELS
FELAS LERARTRNEZ ), FRAEATVRASZ LERARERANESIEA#E
HITEIRE, MREET - 2458, BAXMEERENEE, RAXIIETAREE
SEMBENENSCRES (REEFPHRER S RBEHITIIANEE) . BT
EREWRZERMER - 21755

43.2 FNEE T BE S HED B S I

AN THECE XA B &S 24 5 B9 ST A i (R I RE B IR ERE (M 2 IR R R BC B S RURE,
S ME =R 1R B & A RIR (.

Q B tIEAFASR

MREFBEXIXMFILENES, SEERENTIA—EEBERLEN. XERFTH
EEUAEFRBRB inode BY, A SRAEXBRINRNERH. BRAEXXAHIRE
FH, BEANESRRIE AR N,

-w /var/log/audit/ @
-w /var/log/audit/audit. log
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w /var/log/audit/audit log.1
w /var/log/audit/audit log.2
-w /var/log/audit/audit log.3
w /var/log/audit/audit log.4

/etc/audit/auditd.conf -p wa ®
/etc/audit/audit.rules -p wa

<

=

=

/etc/libaudit.conf -p wa

Q@ KREFITASAEERNENTL MERREBGRLERNIZHIIMEEMH. NREEE
FREERHR, BHIMEFFAEHR B ER NI,
@ IREFMEEXHNENT, ERNEXHRIPFIEEANBEERZ.

43.3 HEUXHFRFENR

HItRASGARETERES TNAEFRFNRSED. BIREXAFRFBXIARRHE
A, AR THRYAREFENAEAXERAFRAN, AHEXMAZERESEY, BTRERE
HAMENFIRERIRERIMIRIR (RISEIRA. TREXHRSAF) NERER.

O == HitREAAEA
HItRSGPRASFESMBBTIERER, MIENXSLERZEREZENHEH. NRA
MmN EERTFESEKTE, AIEESBHASNRENERR LR, BFMHLETHRIT
NEFESMERSFR, FEMMAZREETIRE, EXNANKEXIZENAT, 55
WE 4127 "BRESHITTIFER

-a entry,always -S chmod -S fchmod -S chown -S chown32 -S fchown -S fchown32 -S
lchown -S lchown32 @

-a entry,always -S creat -S open -S truncate -S truncate64 -S ftruncate -S
ftruncate64®

-a entry,always -S mkdir -S rmdir@®

-a entry,always -S unlink -S rename -S link -S symlink@®
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1 1 1 1 1 1
Q0 U U 99 9 9

®

O © ® 6 O

entry,always -S setxattr@®
entry,always -S lsetxattr
entry,always -S fsetxattr
entry,always -S removexattr
entry,always -S lremovexattr
entry,always -S fremovexattr

entry,always -S mknod @

entry,always -S mount -S umount -S umount2@

MNERXAFTERANREXNARERA AR IR, RIERSGNVEHERERERAN
BF *32 M. AMD64/Intel 64 & 64 (U RFERERR *32 FMo

WX EABEBIBXNAREABAFRITIFR, RIERROEGEREDERANER *64
N, AMD64/Intel 64 ZF 64 il RAER KRR *64 FNo

MEMBFRIEFE BIILIRNERER) BRARTIFR,

SHEMBERRIRIE (BIANGUEBTT SHEE. QUEBHEE. EUHERSERR) BRAFITIER,
TR R SR AR AR (R A E IR,

MATFeIRS® (18%) XHRI mknod R4tEAEAEITIFR,

IHEMEH S EH IR ERREITIFE, XT x86 ARLEH), 1EZEA umount MM, *F
Intel 64 {KRLEH, EZF umount2 M,

43.4 ERREEEXFNEERE

NBRENREFAHIEZINTAH, BREEAZIHEN cron M at EEENE ZHHELLFIE
BUiRME. RIREAMAR. 4. OMNERBIEENSNLRE TR NSRS AP HUERE
HI=isto

RIFERFAEENER (R, BRSS. BiEF) GBTELIMAZURNERFRIEMINGE
AT, BN L 2IFRERH PAM BEEMED, AASHIIBELPHNENRGEHE
BERfit, FENZICRWMENBIZFETEER PAM REERAN. LEMARFERTESR
25 HWIEAETEXNEREMEEX .
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-w /var/spool/atspool
-w /etc/at.allow
-w /etc/at.deny

-w /etc/cron.
-w /etc/cron.
-w /etc/cron.
-w /etc/cron.
-w /etc/cron.
-w /etc/cron.

-w /etc/cron.

allow -p wa
deny -p wa

d/ -p wa
daily/ -p wa
hourly/ -p wa
monthly/ -p wa
weekly/ -p wa

-w /etc/crontab -p wa

-w /var/spool/cron/root

-w /etc/group -p wa

-w /etc/passwd -p wa

-w /etc/shadow

-w /etc/login.defs -p wa

-w /etc/securetty

-w /var/log/lastlog

-w /etc/hosts -p wa

-w /etc/sysconfig/
/etc/init.d/

/etc/ld.so.

conf -p wa

/etc/localtime -p wa

/etc/modprobe.d/

/etc/modprobe.conf.local -p wa

w
w
w
w /etc/sysctl.conf -p wa
w
w
w

/etc/modprobe.conf -p wa

o

w /etc/pam.d/

e

-w /etc/aliases -p wa
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/etc/postfix/ -p wa

/etc/ssh/sshd _config

w /etc/stunnel/stunnel.conf

w /etc/stunnel/stunnel.pem

w /etc/vsftpd. ftpusers
w /etc/vsftpd.conf

£ £ 0O

o)
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exit,always -S sethostname
/etc/issue -p wa

/etc/issue.net -p wa

%E at Ml cron BELERELHHFWAISEMI, HAXLEEHIERITE,

RERAP. A, O<2. ERWEEMBSNENI, HigEREUEFIRAERERE
KHEH, FINEKNERSR.

¥f /etc/hosts RRVEHRSEN BB LB WNIANTE, RENARALEER /etc/
sysconfig FVEN. MREEREXGEMS, BRASMIXGNENT, X /etc/
init.d BRHPHI5ISFEERENENLE RWNIAGE, NREEREXGES,
BRASMXMHRENIR, 3 /etc/1d.so. conf RHIFEESREE L EMEMERIL

B RNIARE, X /etc/localtime I&E WMNIMAINE ., MAKEREXH /etc/
sysctl.conf. /etc/modprobe.d/. /etc/modprobe.conf.local #l/etc/
modprobe. conf & & WMIRFARE,

%8 PAM BCE HRENT, NREZREEREAN THREX S, EHRNXLESHB
E NI,

%8 postfix EEERVND, UEBEFIEREMBEANZHAEMEER, HEMTEREBL
HHITERERo

¥t SSH. stunnel # vsftpd ECE X {4i& B MNIRAIARE,

HITX sethostname RAIFABIEIT, FHXT /etc/issue 5 /etc/issue.net FFR
SRR E IR E WIS,
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43.5 mMEMARGIED

BRYIRIESS 4337 "HMANHERGINR" FMRAEITXGRFEERNRGREBLS, BT
REHMEMARSFR. RERESCEGETTRNABREFIITA. #Hit umask RFEIFRRTLL
IRERHIZRINAERCIZERIEN. REREAZHENRAFNENZFEHTIRIZRIEERY
B jRIAYE AT A SERR,

(1]
-a entry,always -S clone -S fork -S vfork

(2]
-a entry,always -S umask

3]

-a entry,always -S adjtimex -S settimeofday

0 REESEIE.
® 0 umask R4IAANEITIFE,
© REZIAFNRSAITEMIEE, rILUER adjtimex KiFZERY 8], settimeofday Ri&E

4B 3T B E],

43.6 TIREARFIFAASI

BRTE 4337 “MOXHRSGWER” ME 4357 “LNEMASER" RNBNRSARE
TSN, SRR A RN MR AEFITH. NATRRETFRFEITERREEEIEXT
NAE. ATNTBMNELTIRIELHRERASRIAR (B4 access) MLZHEBMALZIAR (F1a0
socketcall & ipc) WRAKREASH. RARARESRHITLRIFREUVRTATANEMHERLE
¥Jo socketcall 1 ipc 7£ AMD64/Intel 64 2 64 (AR LM _ B RS HITZ RS,
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O ==: =itR5EE
B RAABARFESRHENBEEILREN, MEEXNILNZHREENMEH, IRA
MM EENRTFERKTE, AfERREEHRAANRENERER LR, 5FATMLEES
HANEFREEWMERAFAA, FEMMIAREEIRE. XA KEXEENAT,
BENE 412 “BEHITTIFER .

access AA TSN ERT AR NHZRE. EAXHFIXG AL RIAB N ZNRES
F1E, 15ER -FEIRELL -F al=ACCESS MODE XM S4STE access JAITERIFLN,
7£ /usr/include/fcntl. h FE access RGARAMATRES IR,

-a entry,always -S access -F al=4@
-a entry,always -S access -F al=6@

-a entry,always -S access -F al=7@©

O it access RAEM, BRNYZASEBNE S (node) 7 4 (R_OK) B i#t{TH
Tte MEFRNEIEFRA B FMIR xS BB P SOEEFR RN X H S X 4 RS2 S 1E B 151X
PREY access A,

® ®itaccess RAA, BNIEZRARANE 1S (mode) H6 (R4 OR 2, Y
FR 0K OR W_0K) BY=#{TEIt. WWRINLEIEA TS EIHE BRI S NIRRT
access Mo

© Hitaccess RAARA, BNHAZAZARBABNEZ1"S% (mode) 7 (k=4 OR 2 OR
1, #HEFR OK OR W 0K OR X OK) BY=#{TEHIt, LtMULEAFNXESERERE
B5IREN. 5 AFMITARAY access T,

socketcall RGtTEAR ZRIFMASIEA. ZREFREIETEAMARERNERARIREFT—TRS

A, HE libc &L RGEBIEANE—1E (a0). BXEUENRSER, 5EE

socketcall WFMDT;, BXATRENSHEMARSLARRZMNTIR, SN /usr/src/linux/

include/linux/net.h, ERitZ#FEA -F a0=SYSCALL NUMBER IJEAFEMRSIER.

-a entry,always -S socketcall -F a@=1 -F al=10@

## Use this line on x86 64, ia64 instead

#-a entry,always -S socket -F a0=10

-a entry,always -S socketcall -F a0=5@
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## Use this line on x86 64, ia64 instead
#-a entry, always -S accept

@ ®it socket(PF_INET6) R45iEB, -F a0=1idjE2s=0tELFRA socket RGEHE, -F
al=10 iTE2F AR ILECSEEILE N %% IPv6 Y R T IIHSEL (PF_INET6) B9 socket &4
BB, BXFE—12% (a0), iIEFEE /usr/include/linux/net.h; BXEZNSE
(@l), IB&EFE /usr/src/linux/include/linux/socket.h, AMD64/Intel 64 % 64

IFEBAR=FT socketcall RGP AFERZRELR, WFXLEFES, BEAWERE, HR
nxt PF_INET6 1T RV @ R SR R AL,

® ®it socketcall R4IAR, IEINEIZRBENTIE a0=5 (socketcall WE—1MS%D) ,
MBS /usr/include/linux/net.h, SXIIIGEFEIRN accept Z5EE

Fo AMDG64/Intel 64 £f 64 (I ETETT socketcall REEBFEAZRER, WXL
&, 1BBMNERE, FRANASSHTENEBRFIARMIN,

ipc RAEARZRERAAARNS — N Rbl. ERANLIRARREGES ipc RAABNS
—NBERE, FEXESHEMTEEERMEEXREN IPCAA L, 7 /usr/include/
linux/ipc.h HEFREMNSEHE,

(1]

## msgctl

-a entry,always -S ipc -F a0=14

## msgget

-a entry,always -S ipc -F a0=13

## Use these lines on x86 64, ia64 instead
#-a entry,always -S msgctl

#-a entry,always -S msgget

(2]

## semctl

-a entry,always -S ipc -F a0=3

## semget

-a entry,always -S ipc -F a0=2

## semop

-a entry,always -S ipc -F a0=1

## semtimedop

-a entry,always -S ipc -F a0=4

## Use these lines on x86 64, ia64 instead
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#-a entry,always -S semctl

#-a entry,always -S semget

#-a entry,always -S semop

#-a entry,always -S semtimedop
(3]

## shmctl

-a entry,always -S ipc -F a0=24
## shmget

-a entry,always -S ipc -F a0=23

## Use these lines on x86 64, ia64 instead
#-a entry,always -S shmctl

#-a entry,always -S shmget

@ Fit5 IPCSYSVHERFIMBXMARAIER. E4GIH, a0 BEIREES I msgctl Al
msgget RFIAR (14 0 13) HFIMNEIT. AMD64/Intel 64 & 64 iiFER=F ipc R4
FRERAZBRER, M FXLETEE, BEARZANIRE, HANFAESHTENEER
SRR,

® H®Hit5IPCSYSVIHRESHXNARER, TAFIHR, ad BEIEEEH
semctl. semget. semop # semtimedop RFAA (3. 2. 1F14) FINEH
ite AMD64/Intel 64 % 64 (IFEBARM ipc RARAAERZRER, WTFXLEFE, &5
AIMAFANERE, HANAESELIENERRZAIARM,

© FHit5 IPCSYSVHEREFRXMALKIEAM. ETAGIH, a0 BEIEEESI shmctl
shmget ZZIAR (24 71 23) FHMMEIt. AMD64/Intel 64 % 64 I F AT =R ipc R4
FREAZBER, M FXLETES, BEIREFANEIEE, HANASSHTENEBR
SRR,

43.7 EAEBEEREITSEMHIER

REET —LEMEFNMNHEREEE, BREERI—MA LR RAENEYS. £H
ausearch sa LA LURIBERRRVENDIEHE. B EMA ausearch -m MESSAGE TYPE, &
EOALLTRFELRBNES, B2, EFESREMUBXNEY, FEHE /etc/audit/
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audit.rules XHEHFRK—PERMEILLFN, 2, SRZMUIBR—IEEN, LHEMSR
NEIMENEHIER, ERRXLERED, RFEIETTausearch -k YOUR KEY SJREXSZ#NIHE
XEHBISERNIERIIR.

B0, RISEERF TEAIRRNRINEIANS 4

-w /etc/audit/audit.rules -p wa

NRKREZMNIERE, ERIREFREILTE SYSCALL 5% PATH B4, AR grep XM A
KiRES5 ERMNBXNAESG. WE, R -k ETRE— MR E RN

-w /etc/audit/audit.rules -p wa -k CFG audit.rules

TR LS EEAIXAF RN R, EATERRRZ (CFG. L0GE) FEXHRZRERKDEF
EIXHRE (REXHHESTXH) EXHNSENT, WE, RN TFRERS ERNAE
KHIFRBEIER:

ausearch -k CFG_audit.rules

time->Thu Feb 19 09:09:54 2009

type=PATH msg=audit(1235030994.032:8649): item=3 name="audit.rules~"
inode=370603 dev=08:06 mode=0100640 ouid=0 o0gid=0 rdev=00:00

type=PATH msg=audit(1235030994.032:8649): item=2 name="audit.rules" inode=370603
dev=08:06 mode=0100640 ouid=0 o0gid=0 rdev=00:00

type=PATH msg=audit(1235030994.032:8649): item=1 name="/etc/audit" inode=368599
dev=08:06 mode=040750 ouid=0 o0gid=0 rdev=00:00

type=PATH msg=audit(1235030994.032:8649): item=0 name="/etc/audit" inode=368599
dev=08:06 mode=040750 ouid=0 o0gid=0 rdev=00:00

type=CWD msg=audit(1235030994.032:8649): cwd="/etc/audit"

type=SYSCALL msg=audit(1235030994.032:8649): arch=c000003e syscall=82
success=yes exit=0 a0=7deeb0® al=883b30 a2=2 a3=ffffffffffffffff items=4
ppid=25400 pid=32619 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0
sgid=0 fsgid=0 tty=ptsl ses=1164 comm="vim" exe="/bin/vim-normal"
key="CFG audit.rules"
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44 BRAEIR

AR EN—EEMZTREE T HX Linux BIHERNERES!

HitFH R
Rt TRE—HLENS I FRIRETFEEFANERER:

auditd(8)
Linux Eit<FFEF
auditd.conf(5)

Linux B iT<FiPieRECE XM

auditctl(8)
BF&EiEHRZEITRANLRRER

autrace(8)
5 strace £MMUWEF

ausearch(8)
BFEaEITTFIFEFEENIA

aureport(8)

BFEpEITTIFiEF AEHERSHNIA

audispd.conf(5)
HitSHRAEREFEREXH

audispd(8)
SiatrEFRENNEIT S REERFETIFER.

http://people.redhat.com/sgrubb/audit/index.html 2
Linux EBITIMBRET, EWNILEE5 Linux BiTHNAR S EEXNZMEUNE TS
D ie) Rk,

/usr/share/doc/packages/audit
HitEA5 88— MR T EARIGIHE S8 README XU KR —LEE A F A EH RRFI
.rules Xf¥:
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capp.rules: ZFiHRRIPECE XY (CAPP)

lspp.rules: tRCLEFRIPECE XY (LSPP)
nispom.rules: ERITILZLITRIEIEFMEE 8 = (NISPOM)
stig.rules: e ALHEIER (STIG)

https://www.commoncriteriaportal.org/ #
ERENIENES ML, 2E 7 #ERENREINETR, UK ITHEIESR PR
ER.
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A ZfHR1TIEEER 2154 (PCI DSS)

ATRIPEFPNELE S, MEEARURNABMMREAEIHRERHERSTE, &
BRI SIERenEE M T RIPSNRRERXNE A E, UREREZEHEXAY
HEHRREREIENITETENR 2, AXIFMAER, BEENZIRTEEZ27E (PC
DSS) #&§/ (https://documentation.suse.com/uvp/all/html/SLES-pci-dss/article-security-
pcidss.html.2)
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B GNU FHAJIE
AHIREA GNU EIBRYFATEARA 1.2,

GNU free documentation license

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St,
Fifth Floor, Boston, MA 02110-1301 USA. Everyone is permitted to copy and
distribute verbatim copies of this license document, but changing it is not
allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional
and useful document "free" in the sense of freedom: to assure everyone the
effective freedom to copy and redistribute it, with or without modifying it,
either commercially or non-commercially. Secondarily, this License preserves
for the author and publisher a way to get credit for their work, while not being
considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the
document must themselves be free in the same sense. It complements the GNU
General Public License, which is a copyleft license designed for free software.
We have designed this License to use it for manuals for free software, because
free software needs free documentation: a free program should come with
manuals providing the same freedoms that the software does. But this License is
not limited to software manuals; it can be used for any textual work, regardless
of subject matter or whether it is published as a printed book. We recommend
this License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains
a notice placed by the copyright holder saying it can be distributed under the
terms of this License. Such a notice grants a world-wide, royalty-free license,
unlimited in duration, to use that work under the conditions stated herein. The
"Document", below, refers to any such manual or work. Any member of the
publicis a licensee, and is addressed as "you". You accept the license if you copy,
modify or distribute the work in a way requiring permission under copyright law.
A "Modified Version" of the Document means any work containing the Document
or a portion of it, either copied verbatim, or with modifications and/or translated
into another language.

A "Secondary Section" is a named appendix or a front-matter section of the
Document that deals exclusively with the relationship of the publishers or
authors of the Document to the Document's overall subject (or to related
matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary
Section may not explain any mathematics.) The relationship could be a matter
of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are
designated, as being those of Invariant Sections, in the notice that says that

the Document is released under this License. If a section does not fit the above
definition of Secondary then it is not allowed to be designated as Invariant.

The Document may contain zero Invariant Sections. If the Document does not
identify any Invariant Sections then there are none.
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The "Cover Texts" are certain short passages of text that are listed, as Front-Cover
Texts or Back-Cover Texts, in the notice that says that the Document is released
under this License. A Front-Cover Text may be at most 5 words, and a Back-Cover
Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the general public,
that is suitable for revising the document straightforwardly with generic text
editors or (for images composed of pixels) generic paint programs or (for
drawings) some widely available drawing editor, and that is suitable for input

to text formatters or for automatic translation to a variety of formats suitable

for input to text formatters. A copy made in an otherwise Transparent file

format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image
format is not Transparent if used for any substantial amount of text. A copy that
is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without
markup, Texinfo input format, LaTeX input format, SGML or XML using a publicly
available DTD, and standard-conforming simple HTML, PostScript or PDF
designed for human modification. Examples of transparent image formats
include PNG, XCF and JPG. Opaque formats include proprietary formats that can
be read and edited only by proprietary word processors, SGML or XML for which
the DTD and/or processing tools are not generally available, and the machine-
generated HTML, PostScript or PDF produced by some word processors for
output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such
following pages as are needed to hold, legibly, the material this License requires
to appear in the title page. For works in formats which do not have any title page
as such, "Title Page" means the text near the most prominent appearance of the
work's title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named sub-unit of the Document whose

title either is precisely XYZ or contains XYZ in parentheses following text that
translates XYZ in another language. (Here XYZ stands for a specific section name
mentioned below, such as "Acknowledgements", "Dedications", "Endorsements",
or "History".) To "Preserve the Title" of such a section when you modify the
Document means that it remains a section "Entitled XYZ" according to this
definition.

The Document may include Warranty Disclaimers next to the notice which

states that this License applies to the Document. These Warranty Disclaimers
are considered to be included by reference in this License, but only as regards
disclaiming warranties: any other implication that these Warranty Disclaimers
may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially
or non-commercially, provided that this License, the copyright notices, and the
license notice saying this License applies to the Document are reproduced in

all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading
or further copying of the copies you make or distribute. However, you may
accept compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may
publicly display copies.
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3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed
covers) of the Document, numbering more than 100, and the Document's

license notice requires Cover Texts, you must enclose the copies in covers that
carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly

and legibly identify you as the publisher of these copies. The front cover must
present the full title with all words of the title equally prominent and visible. You
may add other material on the covers in addition. Copying with changes limited
to the covers, as long as they preserve the title of the Document and satisfy these
conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should
put the first ones listed (as many as fit reasonably) on the actual cover, and
continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more
than 100, you must either include a machine-readable Transparent copy along
with each Opaque copy, or state in or with each Opaque copy a computer-
network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy
of the Document, free of added material. If you use the latter option, you must
take reasonably prudent steps, when you begin distribution of Opaque copies in
quantity, to ensure that this Transparent copy will remain thus accessible at the
stated location until at least one year after the last time you distribute an Opaque
copy (directly or through your agents or retailers) of that edition to the public.
Itis requested, but not required, that you contact the authors of the Document
well before redistributing any large number of copies, to give them a chance to
provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the
conditions of sections 2 and 3 above, provided that you release the Modified
Version under precisely this License, with the Modified Version filling the role

of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things
in the Modified Version:

A. Usein the Title Page (and on the covers, if any) a title distinct from that
of the Document, and from those of previous versions (which should,
if there were any, be listed in the History section of the Document). You
may use the same title as a previous version if the original publisher of
that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified Version,
together with at least five of the principal authors of the Document (all
of its principal authors, if it has fewer than five), unless they release you
from this requirement.

C. State on the Title page the name of the publisher of the Modified
Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to
the other copyright notices.

F. Include,immediately after the copyright notices, a license notice giving
the public permission to use the Modified Version under the terms of
this License, in the form shown in the Addendum below.

G. Preservein that license notice the full lists of Invariant Sections and
required Cover Texts given in the Document's license notice.
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H. Include an unaltered copy of this License.

I. Preserve the section Entitled "History", Preserve its Title, and add to
it an item stating at least the title, year, new authors, and publisher of
the Modified Version as given on the Title Page. If there is no section
Entitled "History" in the Document, create one stating the title, year,
authors, and publisher of the Document as given on its Title Page, then
add an item describing the Modified Version as stated in the previous
sentence.

J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise the
network locations given in the Document for previous versions it was
based on. These may be placed in the "History" section. You may omit
a network location for a work that was published at least four years
before the Document itself, or if the original publisher of the version it
refers to gives permission.

K. Forany section Entitled "Acknowledgements" or "Dedications",
Preserve the Title of the section, and preserve in the section all the
substance and tone of each of the contributor acknowledgements and/
or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in
their text and in their titles. Section numbers or the equivalent are not

considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be
included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to
conflict in title with any Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices

that qualify as Secondary Sections and contain no material copied from the
Document, you may at your option designate some or all of these sections

as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version's license notice. These titles must be distinct from any other
section titles.

You may add a section Entitled "Endorsements", provided it contains nothing
but endorsements of your Modified Version by various parties--for example,
statements of peer review or that the text has been approved by an organization
as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage
of up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the
Modified Version. Only one passage of Front-Cover Text and one of Back-Cover
Text may be added by (or through arrangements made by) any one entity. If the
Document already includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you
may not add another; but you may replace the old one, on explicit permission
from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give
permission to use their names for publicity for or to assert or imply endorsement
of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified versions,
provided that you include in the combination all of the Invariant Sections of all
of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty
Disclaimers.
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The combined work need only contain one copy of this License, and multiple
identical Invariant Sections may be replaced with a single copy. If there are
multiple Invariant Sections with the same name but different contents, make
the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else

a unique number. Make the same adjustment to the section titles in the list of
Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the
various original documents, forming one section Entitled "History"; likewise
combine any sections Entitled "Acknowledgements", and any sections Entitled
"Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this License

in the various documents with a single copy that is included in the collection,
provided that you follow the rules of this License for verbatim copying of each of
the documents in all other respects.

You may extract a single document from such a collection, and distribute it
individually under this License, provided you insert a copy of this License into
the extracted document, and follow this License in all other respects regarding

verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and
independent documents or works, in or on a volume of a storage or distribution
medium, is called an "aggregate" if the copyright resulting from the compilation
is not used to limit the legal rights of the compilation's users beyond what

the individual works permit. When the Document is included in an aggregate,
this License does not apply to the other works in the aggregate which are not
themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the
Document, then if the Document is less than one half of the entire aggregate,
the Document's Cover Texts may be placed on covers that bracket the Document
within the aggregate, or the electronic equivalent of covers if the Document is in
electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute
translations of the Document under the terms of section 4. Replacing Invariant
Sections with translations requires special permission from their copyright
holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include

a translation of this License, and all the license notices in the Document, and
any Warranty Disclaimers, provided that you also include the original English
version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this
License or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications",

or "History", the requirement (section 4) to Preserve its Title (section 1) will
typically require changing the actual title.
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9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as
expressly provided for under this License. Any other attempt to copy, modify,
sublicense or distribute the Document is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long

as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU
Free Documentation License from time to time. Such new versions will be similar
in spirit to the present version, but may differ in detail to address new problems
or concerns. See http://www.gnu.org/copyleft/ 2.

Each version of the License is given a distinguishing version number. If the
Document specifies that a particular numbered version of this License "or any
later version" applies to it, you have the option of following the terms and
conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does
not specify a version number of this License, you may choose any version ever
published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace
the “with..Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of
the three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend
releasing these examples in parallel under your choice of free software license,
such as the GNU General Public License, to permit their use in free software.
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