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XN TFFrRByE
root#2fF) o EAAES ([...])RTER, CERWRKEITHITIRIT. RKIITHVIRT
FFRRFZ (\ ) &To

> command

output
output
output
we
output
[...]
output

line
line
line
need
line

line

-X

Fo?, BREBXBENRG. ERFIHR, %

-y
1
2
3 is annoyingly long, so long that \
to break it
4

98

output line 99
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REBSD Linux RAERMTAIZBARENENFE, A2, AN TANEREEE
BTV RAREREE—SHRERGNE D, BAERAXETER,

2.1.1 vmstat
vmstat WEB X#HIE. W7E. HEFFl CPU IS E.:

vmstat [options] [delay [count]]

MREAEELEMHHENF R MARLIAR, ERERE LXESISLKRITIIE, MR
ZEERERE (UMWAEA) BA, ERETSGENER (UTRFIFARY) BE. it
{B#E%E vmstat NHITHVEFRTRER. MRTEELE, BTEE—HIZTEIFHEFEL.

2.1 EGHTEN LN vmstat itk

> vmstat 2

procs ----------- memory---------- --- swap-- ----- io---- -system-- ------ cpu-----
r b swpd free buff cache si SO bi bo in cs us sy id wa st
1 0 44264 81520 424 935736 0 0 12 25 27 34 1 098 0
0

0 0 44264 81552 424 935736 0 0 0 © 38 25 0 0 100 O
0

0 0 44264 81520 424 935732 0 0 0 © 23 15 0 0 100 O
0

0 0 44264 81520 424 935732 0 0 0 O 36 24 0 0100 0
0

0 0 44264 81552 424 935732 0 0 0 © 51 38 0 0 100 O
0

2.2 SHEHEN (CPUEEKR) L&Y vmstat fatd

> vmstat 2
procs ----------- memory----------- --- swap-- ----- io---- -system-- -----
Cpu------
r b swpd free buff cache si o) bi bo in Ccs us sy id wa
st
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32 1 26236 459640 110240 6312648 0 0 9944 2 4552 6597 95 5 0 0
23 1 26236 396728 110336 6136224 0 0 9588 0 4468 6273 94 6 0 O
35 0 26236 554920 110508 6166508 0 0 7684 27992 4474 4700 95 5 0 0
28 0 26236 518184 110516 6039996 0 0 10830 4 4446 4670 94 6 0 O

21 5 26236 716468 110684 6074872 0 0 8734 20534 4512 4061 96 4 0O O
BE—. +A s ’,—
O) 77 BHENE—T
vmstat HiHAE—1THRA BB ERES I RLERFIYE,

BIEBTRUTER:

ERATFRAIBITRSHERZR, XEHIZIETEHRIT, NEEFHFEIAEN CPU M, MRIL
FIRRHIZS RS S TAIA CPU BB, AlaERT CPU BHRE.

b
ERIEESFFRR CPU LUMETRRIHIER, WMRILTIFHEFIRA, AJgERRHEINT 1/0 7]
R (MBI HER) o

swpd
HEIfERNRRTB)E (KB),

free
FEFAHAEFEE (KB)o

inact
RO ARFEANEEINIRNE. NHESFERSE -a GEiINER) AR vmstat B, 15!
7 o

active

OB FERNEERBER TASEIRIARGF. NHEESERASH -a (BIWER) #E
vmstat BY, ILEHIA R,
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buff

RAM REIE X RS TTEIRII X FE A X EF (KB). EaERAEIN -a 1HA vmstat
B, IEFIARA] o

cache

RAM FREIE SERRXX AR TET (KB)o SRS -a BA vmstat B, HIFRFA

Do

si/so

bi

bo

Cs

us

Sy

BYWMITRTE5E] RAM (si) 30E M RAM B RIS (8] ( so ) RIEUEE (KB). SNRER
K—EREFEIA so BRA, AIRERTNAREFEEEFERNT, HEMRNAFEEERL,
MRAERK—ERMIEA si BERK, AJRERTERKEEILRTFIFENRESHNBRREFIE
WME T ENRES. MRERK—EEEA si # so BEHRA, WNEAEERIRET, #
ARERTBEERAPLEES RAM, RAREEBHIARFAIUBRHN IS,

FMBUGEWEIBIRER (Fla0, HBEIZRED . HER, KRt MtdERE, ®
KIMBIEXHF RS, BrLUER stat LREFRAT. IRFESHEHIE, WA
HH iostat,

B ERIGEREARE (BIE0, HESN) . HER, [ttt EReE,

SR HUTE, MNRILERK, TIEERT /0 &7 (WMEM/HEE) Be, BLEAEER
HFEHMERERAL T IRES, fi0, EtiEsifhk 70288 E Tk, FSHENEE /
proc/interrupts LURS|FERISIE,

BUWIMRTHRER, XRAZEAFR—MEFRARITRBEE RN S —E2FREHITH
EEUR .

HMITR FATERFUBSRY CPU BE R L.

MITRZAEBRY CPU AE B 73t

vmstat SLES 15 SP5



CPU =SB E Db, MRERK—ERNEINILENE, FRRER CPU EEEHAR T
Bo XA—EZRERENTR — RFEESE r Ml b JIFHERBECHHENESAEER
By CPU &7,

wa
R “wa” BEARANE, RFBRFEESFHFI/OMRRTELE, MieHe]seRrlEER,
a0, WRREERFRENXAMEEERITER LREHEEFERN, LI, ErTEE
RAFEEHRT (NENER) . &fa, XARKRTHEEHNAEMRNEFEES (55
WEIAE “HEARFEEFRSE ) o

st
MEIANHEER CPU BHEI B 4Lt

BXEZIRW, 580 vmstat --help,

2.1.2 dstat

dstat AJUER vmstat. iostat. netstat T ifstat FIT A, dstat LBEREX
RAERFENER. Fl90, EeIESKE IDE iTHIZN Pt RS, EaHETHE
(LIEEIRYEIRR) LIRS H .

RINMERT, HRHBETRES TRIENRER, 3E, ATUER CSV (EEaREEFRIES
ANER) Rt

dstat B Python 851y, BILUBISHAEMRIER,

TEHZE—WIEE:

dstat [-afv] [OPTIONS..] [DELAY [COUNT]]

FRrE RIS AR oIt , WMRKIEEEMEE, dstat BERBEXCPU (-c. --cpu) .
Wifg (-d. --disk) « M4 (-n. --net) . 27 (-g. --page) WUNARFZHIFKTF]
MBI (-y. --sys) H&IT, BERARIEMEIRIFT—XEEH

# dstat
You did not select any stats, using -cdngy by default.
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----total-cpu-usage---- -dsk/total- -net/total- ---paging-- --- system- -
usr sys idl wai hiq siq| read writ| recv send| in out | int csw

© 0100 O O 0| 15k 44k| @ | © 82B| 148 194

0 0 100 0 0 0] 0 0 |5430B 170B| 0 0 | 163 187

0 0 100 0 0 0] 0 0 |6363B 842B| 0 0 | 196 185
-a, --all

ZF -cdngy (ZRIAE)

-f, --full
'’ -C. -D. -I. -N# -S &IFIF

-V, --vmstat
%F -pmgdsc. -D total

DELAY
FREHAVIERIER
COUNT

R Z AR B RBYERTRER

FRONIER A 1, 1HERRIEE (FERRED) o
BEXFAER, 158N dstat BIFMIT, EMWULA http://dag.wieers.com/home-made/
dstat/ 2,

2.1.3 RSGESNEE: sar

sar AJLUIERXT/IFFRIEERRSUERNSMIRS, HHREHE CPU. RTE. IRQ BE. 1/0
MWL, EEAJUKRNERKRE. sar s5<TM /proc XHRGUEEIE.

Q EE: sysstat #fE
sar ai¥RE sysstat MBI —EB73. EFER YaST & zypper in sysstat &<
REZPHE, sysstat.service ERINBERTA=E5N, BAFEEUTHLSRER
HEE:
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> sudo systemctl enable --now sysstat

2.1.3.1 f{EH sar £iikS

BRREMIRSE, FEAMA sar FEEER ®) M. EMXHEMMRSE, BEMER - f

EEXHR, MABREEERMITE. NRKEEXHS. BEIRMIE, sar F=iHM /var/
log/sa/sabDD ik, HA DD RRZHRK. X2 sadc (RYUERNEUREIES) FHEE

SNEREOAMIE. RS - EREBZ N

sar 2 10 # real time report, 10 times every 2 seconds
sar -f ~/reports/sar 2014 07 17 # queries file sar 2014 07 17

sar # queries file from today in /var/log/sa/

cd /var/log/sa && \

sar -f sa@l -f sab2 # queries files /var/log/sa/0[12]

THRETERN sar HATRRERRE, BXE8YEAXNFAESE, 52N sar B man
(1)o

Q iE: IRSBEILATH sysstat R
3 sysstat ARSBFLERY (FI30, EESISTXANHAE) , ZTENBEBIBMET /
usr/1ib64/sa/sal -S ALL 1 1 @< WERE—HIHISIT. WENZHFIEER
TR RGE TR ST,

2.1.3.1.1 CPUERZFERYE: sar

NRALESFEREMETER sar, E2EREX CPU FRAEXNERIRS., EZLESRITEN
L+, BWLEFE CPUMER, HHIEN -P ALL IXAIEFEZ CPU B4t
# sar 10 5

Linux 4.4.21-64-default (jupiter) 10/12/16 _x86_64 (2
CPU)
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17:51:29 CPU suser %snice  %system  %iowait %steal %idle

17:51:39 all 57,93 0,00 9,58 1,01 0,00 31,47
17:51:49 all 32,71 0,00 3,79 0,05 0,00 63,45
17:51:59 all 47,23 0,00 3,66 0,00 0,00 49,11
17:52:09 all 53,33 0,00 4,88 0,05 0,00 41,74
17:52:19 all 56,98 0,00 5,65 0,10 0,00 37,27
Average: all 49,62 0,00 5,51 0,24 0,00 44,62

Yiowait iR CPU £ 1/0 BRI A F=RRTHESEI B AL, MIRERK—EREEIALL
BEZZATE, NWERTI/0 RS (WENER) FEMM. WREBRK—EREIA %idle B
£, NRTEN CPU EEULBTETE,

2.1.3.1.2 ANEERERRS: sar -r

ERED -r £RARSNTF (RAM) BYSAE 1R,

# sar -r 10 5
Linux 4.4.21-64-default (jupiter) 10/12/16 ~x86 64 (2 CPU)

17:55:27 kbmemfree kbmemused %memused kbbuffers kbcached kbcommit %commit kbactive kbinact kbdirty

17:55:37 104232 1834624 94.62 20 627340 2677656 66.24 802052 828024 1744
17:55:47 98584 1840272 94.92 20 624536 2693936 66.65 808872 826932 2012
17:55:57 87088 1851768 95.51 20 605288 2706392 66.95 827260 821304 1588
17:56:07 86268 1852588 95.55 20 599240 2739224 67.77 829764 820888 3036
17:56:17 104260 1834596 94.62 20 599864 2730688 67.56 811284 821584 3164
Average: 96086 1842770 95.04 20 611254 2709579 67.03 815846 823746 2309

kbcommit # %commit FI B RHFI TEAHREEENRARNTFE (RAM FIx#T8]) Bk
PME, kbcommit B R KB REBEAMBLITEE, %commit MERB L.

2.1.3.1.3 S9n%KitikReS: sar -B

fEAEm -B RI2RA&I TSk

# sar -B 10 5
Linux 4.4.21-64-default (jupiter) 10/12/16 ~x86 64 (2 CPU)

18:23:01 pgpgin/s pgpgout/s fault/s majflt/s pgfree/s pgscank/s pgscand/s pgsteal/s %vmeff

18:23:11  366.80 11.60 542.50 1.10 4354.80 0.00 0.00 0.00 0.00
18:23:21 0.00 333.30 1522.40 0.00 18132.40 0.00 0.00 0.00 0.00
18:23:31 47.20 127.40 1048.30 0.10 11887.30 0.00 0.00 0.00 0.00
18:23:41 46.40 2.50 336.10 0.10 7945.00 0.00 0.00 0.00 0.00
18:23:51 0.00 583.70 2037.20 0.00 17731.90 0.00 0.00 0.00 0.00

13 RFEDNER: sar SLES 15 SP5



Average:

majflt/s (BREKRERH) JETRERS

H 0 2
B1X~F£Xo

To MNRENARFNENERHARBEMEAEIR,
PITRKENEZTME (pgscand/s) BY,
Y%vmeff 5 R RFFEBITIEL (pgscand/s), HEIFFMERFEFERRIREF (pgsteal/s) PEERF
FARIDI%. WWERTNEDIEWIINE, EEERZL 100 (EEEEFERERENE N EER
D) 50 (REWEFDR) . ZEFEED 30 AT,

2.1.3.1.4

92.08

BREIITZEAKRE

211.70 1097.30

H O =5
BI1XE

0.26 12010.28

0.00

0.00

0.00 0.

00

DIIMEEEHEINES. BHRATBERX AR

RigEFRIHRS . sar -d

fERIED -d ATERRIEE (R, ScEREEE. USB F#ERES) - 55
p (EMITEN) KfE DEV 5B S F ik,

# sar -d -p 10 5
4.21-64-default (jupiter)

Linux 4.

18:
18:
18:

18:
18:
18:

18:
18:
18:

18:
18:
18:

18:
18:
18:

46:
46:
46:

46:
46:
46:

46:
46:
46:

46:
46:
46:

46:
46:
46:

09
19
19

19
29
29

29
39
39

39
49
49

49
59
59

Average:

Average:

Average:

DEV
sda
sro

DEV
sda
sro

DEV
sda
sro

DEV
sda

sro

DEV
sda
sro

DEV
sda
sro

tps
1.70
0.00

tps
8.60
0.00

tps
40.50
0.00

tps
1.40
0.00

tps
3.30
0.00

tps
11.10
0.00

rd_sec/s
33.60
0.00

rd_sec/s
114.40
0.00

rd _sec/s
3800.80
0.00

rd_sec/s
0.00
0.00

rd_sec/s
0.00
0.00

rd_sec/s
789.76
0.00

wr sec/s
0.00
0.00

wr_sec/s
518.10
0.00

wr_sec/s
454.90
0.00

wr_sec/s
204.90
0.00

wr_sec/s
503.80
0.00

wr_sec/s
336.34
0.00

10/12/16
avgrq-sz avgqu-
19.76 0
0.00 0
avgrq-sz avgqu
73.55
0.00
avgrq-sz avgqu
105.08
0.00
avgrq-sz avgqu
146.36
0.00
avgrq-sz avgqu
152.67 0
0.00
avgrq-sz avgqu
101.45 0
0.00 0

EEM, B0, ERNARERFBHAE A ES HIXHE

ARERTEINERR, LHRFANER

~Xx86 64
sz await
.00 0.47
.00 0.00
sz await
06 7.12
00 0.00
sz await
36 8.86
00 0.00
sz await
00 0.29
00 0.00
sz await
.03 8.12
00 0.00
-sz await
.09 8.07
.00 0.00

(2 CPU)
svctm Sutil
0.47 0.08
0.00 0.00
svctm Sutil
0.93 0.80
0.00 0.00
svctm Sutil
0.69 2.80
0.00 0.00
svctm Ssutil
0.29 0.04
0.00 0.00
svctm Ssutil
1.70 0.56
0.00 0.00
svctm Sutil
0.77 0.86
0.00 0.00

WMERMIINEDT -

LUERFRERAERRY tps. rd_sec/s # wr_sec/s B Average B, N8R svctm A %util FIFHE—E
BK, BIRERT /O FRLAK AR,
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MRTBENERS MR, NWRFBUZBANEFR. FRENHEBZEIISNTH /0, FE
ZRAFHARRSEZE. I, MRESIEFHERE, BETEEE=RNERS N,
EEPERIBNEN NZ D,

2.1.3.1.5 MEFKIHRE: sar -n KEYWORD
T -n AIEBERZDNEHERIES. 5 -n —EIEEUTEEFZ—:

° DEV: ERFTEMEIKENRITIRS

EDEV: ERFrEMEIGENBIZAITIREG

NFS: 4pE NFS ERIRNRITIRG

NFSD: 4R NFS BRSZS8M5HRE

SOCK: EBEXEEFNRITRS
o ALL: ERFTENSBARITIRS

2.1.3.2 AL sar UE

sar IREFR—E B8RP BN, FREERE sar FIEATMLAY Java K2R kSar, €l
BZTEENER,. EBEEXRILIAER PDF RS, kSar A2 0B A R RYEIE AR S RV BE
FEE, kSar@id BSD #FRIIERMN, AIM https://sourceforge.net/projects/ksar/ 2 3RBX,

22 REER

2.2.1 1§BHAHIEE . iostat

BIEMAFKIGENE, BFEA iostat, WTEERMNIRE BT EHEIRENYIBHE Y
18] B 4T St T o H T
E(FH iostat, BFREMMHE sysstat,
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F—1 iostat IREETBEIISREAURKBENAITER. EEIRENHE L—MIREZEH
B8],
> iostat

Linux 4.4.21-64-default (jupiter) 10/12/16 ~Xx86 64 (4
CPU)

avg-cpu: %user %nice %system %iowait %steal %idle
17.68 4.49 4.24 0.29 0.00 73.31

Device: tps kB read/s kB wrtn/s kB read kB wrtn
sdb 2.02 36.74 45.73 3544894 4412392
sda 1.05 5.12 13.47 493753 1300276
sdc 0.02 0.14 0.00 13641 37

XML AR iostat AIMBEHEELERS SRR, BEF#ERRE. BIIFA
iostat -x MR RIRGEILIEFIAZILERR, Fi0, I BIEFSPIINESHEXTY
AFIAR/ NN FRFITEIRER. MREMA -z AXHBRTHRIGE, Er]UIERMMITHEL
1B, £ iostat FYFARTI (man 1 iostat) AELUKEIR RSN TIAFERIE Mo

SR A LB E MRS E BRSNS EI8E. BN, BER=MEFENIEE sda ERAHKIR
&, BfEM:

> iostat -p sda 3 5
EETWEXGRSE (NFS) 4tit, rTLUER TR MRS ARER:
* nfsiostat-sysstat BEMIFIMHE sysstat A,

* nfsiostat B FIHEHE nfs-client A,

2.2.2 AIBRREGHISM: mpstat

S 2R mpstat KES N TARIERERD. RENRAANE—LIESSE, BiRE2ETF
It

HHSHNITESRS iostat ai<iEE. WA mpstat 2 5 UURIEIMRYIEFAE LIRSS
MBS,
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# mpstat 2 5
Linux 4.4.21-64-default (jupiter) 10/12/16 ~x86 64 (2 CPU)

13:51:10 CPU  S%usr %nice %sys Siowait %irq %soft %steal %guest %gnice %idle

13:51:12 all 8,27 0,00 0,50 0,00 0,00 0,00 0,00 0,00 0,00 91,23
13:51:14 all 46,62 0,00 3,01 0,00 0,00 0,25 0,00 0,00 0,00 50,13
13:51:16 all 54,71 0,00 3,82 0,00 0,00 0,51 0,00 0,00 0,00 40,97
13:51:18 all 78,77 0,00 5,12 0,00 0,00 0,77 0,00 0,00 0,00 15,35
13:51:20 all 51,65 0,00 4,30 0,00 0,00 0,51 0,00 0,00 0,00 43,54
Average: all 47,85 0,00 3,34 0,00 0,00 0,40 0,00 0,00 0,00 48,41

M mpstat FIREFETLUEER:

* %usr 5 %sys ZLtbo 30, tb{E 10:1 RRTEAHEIBRIEITNAEZEFAE, DITESR
NiZENRERF. tHE 1:10 RRTEMHEETERNZSEZ RG], ESEZEHERZ.
8E, MENAEFAMERNZSERZIRG], UKEE ] LUEBXME

o MERERGRNHSMEBRENBRT, BRINHE—ED CPUJLFHE2ER. LERR
CPU AIRERT LIRAEARIHITH, ERIEREMEERNITEN LHITRIRERF,

2.2.3 AMIEZIIMZXISI: turbostat

turbostat 2/~ AMD64/Intel 64 LM IRSZHVSNEK, A, BEME S, T EEEBUFMHIET
B17. RERENGSEA, BREGDSHE, HITRTBERSIT, MRAERGLIE
17, SEESRAMNETRENNSIT. B FE, turbostat EXREHWIZIEIR msr,

> sudo turbostat find /etc -type d -exec true {} \;
0.546880 sec
CPU Avg MHz Busy%s Bzy MHz TSC MHz
- 416  28.43 1465 3215
631 37.29 1691 3215
416 27.14 1534 3215
270  24.30 1113 3215
406  26.57 1530 3214
505 32.46 1556 3214
270 22.79 1184 3214

u A W N R O

HHEURT CPU 2£E!, mIgEBFIARE, Eiﬁ'}ﬂrﬂﬁﬁ%@%ﬂ*ﬁ, 151ERH - -debug &
N, BXEZan<TITImIA N FEL i BBRVARFR, . man 8 turbostat,
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224 ES5EM: pidstat

MREFBEEREESHERSEMBOE, BEEA pidstat &8, LR IIEEME
EESHESR, 5E Linux RIZEENFIEESRES) (MIRKBEMES) - BRALIRE
BRTRAIREER, LUKEE)E R

g0, pidstat -C firefox23 ZPIRGLRMEEFFHE “firefox” BESHIRH ST,
BRAMDIIZE=MRE

# pidstat -C firefox 2 3

Linux 4.4.21-64-default (jupiter) 10/12/16 ~x86 64 (2
CPU)
14:09:11 uID PID %susr %ssystem S%quest %CPU  CPU Command
14:09:13 1000 387 22,77 0,99 0,00 23,76 1 firefox
14:09:13 uib PID %Susr %ssystem S%guest %CPU CPU Command
14:09:15 1000 387 46,50 3,00 0,00 49,50 1 firefox
14:09:15 uiD PID %usr %system %guest %CPU CPU Command
14:09:17 1000 387 60,50 7,00 0,00 67,50 1 firefox
Average: uiD PID %susr %ssystem %guest %CPU CPU Command
Average: 1000 387 43,19 3,65 0,00 46,84 - firefox

KA, FTLAGERA pidstat -d RIHHESETERITSZ /0. ESEHITXLE /0 RESR
FRIERES, URESE R HEERE.

2.2.5 REIFFEHX: dmesg

Linux AZEFEAKPREXZLHE, BEEEXLHS, BRAGL dnesg -T,

$§|E|$T¢3|%E§E Systemd E/t_.\q:lo ﬁ?&ﬁuﬂﬁﬁééﬂﬁnu, 1%5 «éfﬁ?aﬁ» %215
“Journalctl: Fif systemd HE” -
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2.2.6 FIARXMHEFRIZIR: Lsof

EEFAEFHE D PID BHBFTANFIEXHRIPIR, BER -p. flWN, BEEEFZR
shell (ERRIFREX M, BHIN:

# lsof -p $%
COMMAND PID USER
bash 8842 root
bash 8842 root
bash 8842 root
bash 8842 root
[...]
bash 8842 root
bash 8842 root
FERTRHIINEESE
5 .1 458
# lsof -i
COMMAND PID USER  FD
wickedd-d 917 root 8u
wickedd-d 918 root 8u
sshd 3152 root 3u
sshd 3152 root 4u
master 4746 root 13u
master 4746 root 14u
sshd 8837 root 5u
sshd 8837 root 9u
sshd 8837 root 10u

FD
cwd
rtd
txt

mem

2u
255u

TYPE
IPv4
IPv6
IPv4
IPv6
IPv4
IPv6
IPv4
IPv6
IPv4

TYPE DEVICE SIZE/OFF NODE NAME

DIR 0,32
DIR 0,32
REG 0,32
REG 0,32
CHR 136,2
CHR 136,2

DEVICE SIZE/OFF NODE

16627
20752
18618
18620
20588
20589
293709
294830
294831

0to
0to
0to
0to
0to
0to
0to
0to
0to

ubpP
ubP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

222 6772 /root
166 256 /
656584 31066 /bin/bash
1978832 22993 /1ib64/1ibc-2.19.s0

0to 5 /dev/pts/2
0to 5 /dev/pts/2

$$, ENERINTHIHE ID,
fEMRRY, lsof BRFHHFFTARNEER !

NAME

*:bootpc

[fe80::5054: ff:fe72:5ead] :dhcpv6-client

*:ssh (LISTEN)

*:ssh (LISTEN)

localhost:smtp (LISTEN)

localhost:smtp (LISTEN)
jupiter.suse.de:ssh->venus.suse.de:33619 (ESTABLISHED)
localhost:x11 (LISTEN)

localhost:x11 (LISTEN)

2.2.7 R#ZHM udev EHFEY|EE28. udevadm monitor

udevadm monitor YAPrA#Z uevent LA udev FNIEEHES, FEEHINEEREIR
(DEVPATH) FI 221z &,

Q FE: M udevEH

D43 root FAF@IZIETT udevadm #3550 udev B,

HiERE USB iBIZ#R Il —RFISEH:

UEVENT[1138806687] add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2
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UEVENT[1138806687]
UEVENT[1138806687]
UEVENT[1138806687]
UDEV [1138806687]
UDEV [1138806687]
UDEV [1138806687]
UDEV [1138806687]
UEVENT[1138806692]
UEVENT[1138806692]
UEVENT[1138806692]
UEVENT[1138806692]
UDEV [1138806693]
UDEV [1138806693]
UDEV [1138806693]
UDEV [1138806693]
UEVENT[1138806694]
UDEV [1138806694]
UEVENT[1138806694]
UEVENT[1138806697]

2.3

AT

2.3.1

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/class/scsi_host/host4
add@/class/usb _device/usbdev4.10

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2
add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/class/scsi_host/host4
add@/class/usb device/usbhdev4.10

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/block/sdb
add@/class/scsi_generic/sgl
add@/class/scsi device/4:0:0:0

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/class/scsi _generic/sgl
add@/class/scsi device/4:0:0:0
add@/block/sdb
add@/block/sdb/sdbl
add@/block/sdb/sdbl
mount@/block/sdb/sdbl
umount@/block/sdb/sdbl

HFZEET : ipcs

% ipcs EMHATEEERR IPC HIRRITIR:

# ipcs

------ Message Queues --------

key msqid owner perms used-bytes
------ Shared Memory Segments --------

key shmid owner perms bytes
0x00000000 65536 tux 600 524288
0x00000000 98305 tux 600 4194304
0x00000000 884738 root 600 524288
0x00000000 786435 tux 600 4194304

20

messages

nattch
2

2
2
2

status
dest
dest
dest
dest

P
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0x00000000 12058628  tux
0x00000000 917509 root
0x00000000 12353542  tux
0x00000000 12451847  tux
0x00000000 11567114 root
0x00000000 10911763  tux
0x00000000 11665429 root
0x00000000 11698198 root
0x00000000 11730967 root

Semaphore Arrays
key semid
0xal2e0919 32768

owner

tux

2.3.2 #HIEFIR: ps

% ps ERHERNIIR, PEASHSKE—

), WESNFMIREGFEEEE.
By HrEEIEUKRARMGLITER,

> ps axu

USER PID %CPU %MEM VSZ RSS TTY
root 1 0.0 0.3 34376 4608 ?
root 2 0.0 0.0 0 07
root 3 0.0 0.0 0 07
root 5 0.0 0.0 0 07
root 6 0.0 0.0 0 07
root 7 0.0 0.0 0 07
[...]

tux 12583 0.0 0.1 185980 2720 ?
tux 12587 0.0 0.1 198132 3044 ?
tux 12591 0.0 0.1 181940 2700 ?
tux 12594 8.1 10.6 1418216 163564 ?
tux 12600 0.0 0.3 393448 5972 ?
printer

tux 12625 0.0 0.6 227776 10112 ?
provider

tux 12626 0.5 1.5 890972 23540 ?

Tonoll

EBEHFZ /D sshd HIZEEIETT,

FHIZRVHAZ Do

21

600
600
600
600
600
600
600
600
600

perms
666

=

&E

524288 2 dest
524288 2 dest
196608 2 dest
524288 2 dest
262144 1 dest
2097152 2 dest
2336768 2 dest
196608 2 dest
524288 2 dest
nsems

2

TEEHE RS, BEN ps --help FRENEE

BfEA ps axu:

STAT START
Ss  Jul24
S Jul24
S Jul24
S< Jul24
S Jul24
S Jul24
St 10:12
St 10:12
St 10:12
St 10:12
St 10:12
St 10:12
St 10:12

TIME
102
100
100
100
100
100

© © © © © ©

100
100
100
103
100

© © © © ©

COMMAND
/usr/lib/systemd/systemd
[kthreadd]

[ksoftirqd/0]
[kworker/0:0H]
[kworker/u2:01]

[migration/0]

/usr/lib/gvfs/gvfs-mtp-volume-monitor
/usr/lib/gvfs/gvfs-gphoto2-volume-monitor
/usr/1lib/gvfs/gvfs-goa-volume-monitor
/usr/bin/gnome-shell
/usr/lib/gnome-settings-daemon-3.0/gsd-

/usr/lib/gnome-control-center-search-

/usr/bin/nautilus --no-default-window

BRIAM -p 58< pidof —iEfFER, XRFIHATE
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> ps -p $(pidof sshd)

PID TTY STAT TIME COMMAND
1545 ? Ss 0:00 /usr/sbin/sshd -D
4608 ? Ss 0:00 sshd: root@pts/0

AILRIERRIREHRTIRIBI EI L REIFMEXEFHGIR. WA T <A UERFR
BEHEEANFERERFYIR:

> ps ax --format pid,rss,cmd --sort rss
PID RSS CMD
PID RSS CMD
[kthreadd]
[ksoftirqd/0]
[kworker/0:0]
[kworker/0:0H]
[kworker/u2:0]
[migration/0]
[rcu_bh]

0 N O U A W N
© O © O © o ©

[...]

12518 22996 /usr/lib/gnome-settings-daemon-3.0/gnome-settings-daemon
12626 23540 /usr/bin/nautilus --no-default-window

12305 32188 /usr/bin/Xorg :0 -background none -verbose

12594 164900 /usr/bin/gnome-shell

BEAM ps AR

ps aux --sort COLUMN
¥ COLUMN X%t THERF. 188 COLUMN &

pmem (RRYIEAELLE)
pcpu (3R CPU LEX)
rss (RINBEHEKXD, BIFRRIGHYIEANTE)

ps axo pid,%cpu,rss,vsz,args,wchan
ETREN#HE. HPID. CPUHRE. REXN (BEMEM) « BMMRERAER.

ps axfo pid,args

BREHTER,
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2.3.3 #HFEWN: pstree
% pstree £RMMRHRRFIE:

> pstree
systemd- - -accounts-daemon- - - {gdbus}

I | -{gmain}

| -at-spi-bus-laun---dbus-daemon

[ | -{dconf worker}

I | -{gdbus}

I | -{gmain}

| -at-spi2-registr---{gdbus}

| -cron

| -2*[dbus-daemon]

| -dbus-Tlaunch

| -dconf-service---{gdbus}

I | -{gmain}

| -gconfd-2

| -gdm---gdm-simple-slav---Xorg

[ | | -gdm-session-wor---gnome-session---gnome-setti+

[ [ | | | -gnome-shell+
++
| | -{dconf work+
I | -{gdbus}
I | -{gmain}
I
I

-{gdbus}
-{gmain}

ZH -p F#HiE ID AL ENZT. BitaTRERER, BEA -a S
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2.3.4 #HIEFR: top

i< top ( “table of processes” (#H#ER) NEXEE) ETRSRMAVRIFIHET IR B
KRR, 1F% o #, 8% -n 1 EER—RHEVREALEER. THEH= top -n 1 &<
BRI -

> top -n 1

Tasks: 128 total, 1 running, 127 sleeping, 0 stopped, 0 zombie
%Cpu(s): 2.4 us, 1.2 sy, 0.0 ni, 96.3 id, 0.1 wa, 0.0 hi, 0.0 si, 0.0 st

KiB Mem: 1535508 total, 699948 used, 835560 free, 880 buffers
KiB Swap: 1541116 total, 0 used, 1541116 free. 377000 cached Mem
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND

1 root 20 0 116292 4660 2028 S 0.000 0.303 0:04.45 systemd
2 root 20 0 0 0 S 0.000 0.000 0:00.00 kthreadd
3 root 20 0 0 0 S 0.000 0.000 0:00.07 ksoftirqd+
5 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 kworker/0+
6 root 20 0 0 0 0 S 0.000 0.000 0:00.00 kworker/u+
7 root rt o 0 0 0S 0.000 0.000 0:00.00 migration+
8 root 20 0O 0 0 0 S 0.000 0.000 0:00.00 rcu_bh
9 root 20 0 0 0 0 S 0.000 0.000 0:00.24 rcu_sched
10 root rt o 0 0 0 S 0.000 0.000 0:00.01 watchdog/0
11 root 0 -20 0 0 ©S 0.000 0.000 0:00.00 khelper
12 root 20 0 0 0 0 S 0.000 0.000 0:00.00 kdevtmpfs
13 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 netns
14 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 writeback
15 root 0 -20 0 0 0S 0.000 0.000 0:00.00 kintegrit+
16 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 bioset
17 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 crypto
18 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 kblockd

RINMERT, WHREZ CPURE (5 %CPU, REHZRA shift —p ) HiF, EAUTHSHE
B LA E AR FEL

shift - M : BIEATF (RES)
shift - N @ #3Z ID (PID)
shift — T : BYj&] (TIME+)
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BEEREMEMFERETHRF, BR F AMNIRPER—FR, BUMRHEFIRE, BER

Shift — R o

S8 -U UID RS ERF XBR#IE, 153 V1D B NAFEF ID. 8 top -U
$(id -u) BRHIAFBHE

235 IBMZBLEEZFLMEs: hyptop

hyptop i&id debugfs FERNZERZENIKIEM IBM Z BREEEFIFENDSELNMNE, ©
EAT z/VM = LPAR BREERZF. a0, ErLURIERIANEIE, 2E50 LPAR S 2/VM
Guest By CPU 5NTEEMEE, TRMHEMT top dSHET curses WEF RHE. hyptop &
HEIEO:

e sys_list: FIHSRIBREEREFEEETHNRY
® sSys. BIEFMMETR— MRS

R EREER (BA) TER -b mIMEMIER TIET hyptop. EXREEIT, B
¥ * (f£/2%h hyptop /&) FREXZEEEH,

LPAR TFHY sys_list B4
12:30:48 | CPU-T: IFL(18) CP(3) UN(3) ?=help

system #cpu cpu  mgm Cpu+ Mgm+ online
(str) (#) (%) (%) (hm)  (hm) (dhm)

HO5LP30 10 461.14 10.18 1547:41 8:15 11:05:59
HO5LP33 4 133.73 7.57 220:53 6:12 11:05:54
HO5LP50 4 099.26 0.01 146:24 0:12 10:04:24
HO5LPO2 1 99.09 0.00 269:57 0:00 11:05:58
TRX2CFA 1 2.14 0.03 3:24 0:04 11:06:01
HO5LP13 6 1.36 0.34 4:23 0:54 11:05:56
TRX1 19 1.22 0.14 13:57 0:22 11:06:01
TRX2 20 1.16 0.11 26:05 0:25 11:06:00
HO5LP55 2 0.60 0.00 0:22 0:00 11:05:52
HO5LP56 3 0.00 0.00 0:00 0:00 11:05:52

413 823.39 23.86 3159:57 38:08 11:06:01

zZ/NM B “sys_list” O
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12:32:21 | CPU-T: UN(16)

system  #cpu cpu
(str) (#) (%)
T6360004 6 100.31
T6360005 2 0.44
T6360014 2 0.27
DTCVSW1 1 0.00
T6360002 6 0.00
OPERATOR 1 0.00
T6360008 2 0.00
T6360003 6 0.00
NSLCF1 1 0.00
EREP 1 0.00
PERFSVM 1 0.00
TCPIP 1 0.00
DATAMOVE 1 0.00
DIRMAINT 1 0.00
DTCVSW2 1 0.00
RACFVM 1 0.00

75 101.57
LPAR B9 sys BO%HIH:

14:08:41 | HO5LP30 |

Cpu+
(hm)

959:

47

1:11
0:45
0:00

166:
100
:37
3700:
102
100
:53
:01
:05
104
:00
:00
5239:

© © © © © © ©o ©

26

57

47

53:
:02:
18:
16:
19:
16:
22:
03:
16:
16:
:21:
16:
16:
16:
16:
16:
16:

10:
53:
40:
53:
30:
53:
53:
53:

53:
53:
53:
53:
53:
53:

?=help

online memuse memmax wcur

(dhm)

05

120

26
41
42
18
42
55
09
41
42
12
42
42
42
42
42
42

(GiB) (GiB) (#)

1

© © © ©O © O © ©O M O OB OO ©

=
ol

CPU-T: IFL(18) CP(3)

mgm visual.

cpuid  type cpu
(#) (str) (%) (%)
0 IFL 96.91 1.96
1 IFL 81.82 1.46
2 IFL 88.00 2.43
3 IFL 92.27 1.29
4 IFL 83.32 1.05
5 IFL 92.46 2.59
6 IFL ©0.00 0.00
7 IFL ©0.00 0.00
8 IFL ©0.00 0.00
9 IFL ©0.00 0.00
534.79 10.78
z/VM TBY sys O
26

(vis)
| S e R s R s R s R
| S A R R

| i R R R e R

R e e e e e e R e e

| S A R

IBM Z BB BRI F M 2S: hyptop

.56 2.00 100
.42 0.50 100
.54 0.75 100
.01 0.03 100
.87 2.00 100
.00 0.03 100
.32 0.75 100
.00 4.00 100
.03 0.25 500
.00 0.03 100
.04 0.06 0
.01 0.12 3000
.00 0.03 100
.01 0.03 100
.01 0.03 100
.01 0.02 100
.46 22.50 3000
UN(3) ? = help

I
I
I
I
I
| A |
I
I
I
I
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15:46:57 | T6360003 | CPU-T: UN(16) ? = help

cpuid cpu visual

(#) (%) (vis)

0 548.72 | H#HHHHHHHHHHHHHHHHH RS |
548.72

2.3.6 TEz1/0 528: iotop

iotop LABRFIHARENAEZEET /0 FRIBERR.

Q i¥E: % iotop
AR ZLE iotop, EFEELL root B9ER zypper in iotop FHIRETE,

iotop BRFAFHEIEMHIZRIANE AR I/0 FENT. EXEETRZERRTEIRNN LUILFR
/O BYFREBERTEIN B 2 tt. KETRSMHER I/0 LR K/ o LI, EREREINER
BRFIFHAENRERA G NRE 1/0 5o

o fER « M - BAESHF.
o £ R REIREHFIRF.

o fEF o BAIEERFIEHENEGRE GUANE) MXETRIIT /0 RHEIEMLAZZ B
o (WINEERMTES<ITLAM --only, )

o £/ p RAEETRLE GUANE) MERHEZ BT, (LLIHEEEMTF --
only, )

o FA A BUEETRYFII/0FRE BIAME) MERBEEE) iotop LERRIRIT 1/0 124E
#WEzE#, (IhEEEMTF --accumulated, )

o £ 1 BAENENEENERE MHENEENMESR.
° 1% o B=IRE iotop,

o REMEMBESIEEIRIHE.
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THEEY find ] emacs [F7Ein{THIE< iotop --only RURMGI4HEHE

# iotop --only
Total DISK READ: 50.61 K/s | Total DISK WRITE: 11.68 K/s

TID PRIO USER DISK READ DISK WRITE SWAPIN 10> COMMAND
3416 be/4 tux 50.61 K/s 0.00 B/s 0.00 % 4.05 % find /

275 be/3 root 0.00 B/s 3.89 K/s 0.00 % 2.34 % [jbd2/sda2-8]
5055 be/4 tux 0.00 B/s 3.89 K/s 0.00 % 0.04 % emacs

TR EHER (-b) TMEA iotop, HEHEEMEEXMEHPUMBE DT, BXRTEAIE
&, BEESNFAM (man 8 iotop).

2.3.7 BEUOHEIENRIEMITS: nice # renice

RIAIRIBHHZN nice B3] (WARNZBEMAER) REMLHEETH CPU MEItLEfHIZE
2, WIZH “nice” RIS, TIREE CPU Malk Eubsi2stit . Nice BRIBSEEM
20 (& “nice” 4&5%)) 319, fA{EREER root AFIZE.
UiBITHRENEREKHERAZE CPU KalRVIERT [B) X EALHIZRT, BB BREALRSEER.
fFlan, FERINPITEHMESHNARS LRIFAZE, BLZEHEN “nice” RKFESIHEREM
£ (0 Web JRESR) HKEESHIM LR,
BERSEASHN nice 258 LaEERLE:

> nice
0

1&1T nice COMMAND S¥LATEMR<THIHE] nice &30 10, £ nice -n LEVEL
COMMAND ATLUEEHEN T Haihs89F = BRI Ao

EENIEESiTRHENZRMN AL, BFEA renice PRIORITY -p PROCESS ID, fl
n:

> renice +5 3266

EEMSERERAFRBNMEHENZRMGE, BFERER -u USER, fBRIEm -g
PROCESS GROUP ID mIEFN&EHIZAMNZIRM LR,
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2.4 NF

241 HNFEA=: free

SSAER free W& RAMMIZMTEAE, FETEXAIBAFNEERAEURIIREKIER
FAES:

> free

total used free shared buffers cached
Mem: 32900500 32703448 197052 0 255668 5787364
-/+ buffers/cache: 26660416 6240084
Swap: 2046972 304680 1742292

W -b. -k, -m. -g PRUFT. KB. MB | GB NN ERiaH. B3 -s delay
RETHNBEME DELAY #RIFH, Fla0, free -s 1.5 SR 1.5 WEREHRRNS,

242 ANEFERF

Mtk free, €A /proc/meminfo AILURENE XAEFERBRIIEIFAES. LR
£, free ARERTIHXHFHFELELIE, THEHREE 64 IRL LNTRFRL. HE2, BT
NEEEAFR, £ 32 URG LVEHEERE:

&. /proc/meminfo

MemTotal: 1942636 kB
MemFree: 1294352 kB
MemAvailable: 1458744 kB
Buffers: 876 kB
Cached: 278476 kB
SwapCached: 0 kB
Active: 368328 kB
Inactive: 199368 kB
Active(anon): 288968 kB
Inactive(anon): 10568 kB
Active(file): 79360 kB

Inactive(file): 188800 kB
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Unevictable: 80 kB

Mlocked: 80 kB
SwapTotal: 2103292 kB
SwapFree: 2103292 kB
Dirty: 44 kB
Writeback: 0 kB
AnonPages: 288592 kB
Mapped: 70444 kB
Shmem: 11192 kB
Slab: 40916 kB
SReclaimable: 17712 kB
SUnreclaim: 23204 kB
KernelStack: 2000 kB
PageTables: 10996 kB
NFS Unstable: 0 kB
Bounce: 0 kB
WritebackTmp: 0 kB
CommitLimit: 3074608 kB
Committed AS: 1407208 kB
VmallocTotal: 34359738367
VmallocUsed: 145996 kB
VmallocChunk: 34359588844
HardwareCorrupted: 0 kB
AnonHugePages: 86016 kB
HugePages Total: 0
HugePages Free: 0
HugePages Rsvd: 0
HugePages Surp: 0
Hugepagesize: 2048 kB
DirectMap4k: 79744 kB
DirectMap2M: 2017280 kB
XESTRA & ST :
MemTotal

RAM 2 £,
MemFree

KREAR RAM £,
30

kB

kB
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MemAvailable
EARARIMIBE R T B FRoif N BERNFITREFES,

Buffers
RAM H B & X4 RAARTTHIEN X HE P X EF,

Cached
RAM HTIE R, XAEIEEPXEEFMRIREE, BEHE Shmem N1

SwapCached
HHAFRIDIE .

Active. Active(anon). Active(file)
RIEERANAE, BRIEVEXARHIERK, FUARKEU, Active & Active(anon) 5
Active(file) ZH1.

o Active(anon) BRERRIEZIFHNEF., XEIETANEZWERMEY, ULTRB AN
B EHIHRIERINE BXH I,

o Active(file) EREREth X R R FFHIANE

Inactive. Inactive(anon). Inactive(file)
RIEARFRIVERNE, BESRELU, Inactive 2 Inactive(anon) 5 Inactive(file) Z
o

* Inactive(anon) IRERRIZIFHIAF. XEHETAMAZHERRE, UKRTHEAN
R EHIREERNT AT

¢ Inactive(file) REREMXHRFA IR,

Unevictable
TERWHIRNESZ (B0, AFER Mlocked SR E RAM FERE) o

Mlocked
B mlock RLIAAIRMIEFNNEE, mlock AIPHZE X B EHEINTZIRET IR
RAM HIBENEB4Y. 1B, mlock RRIESEIXFNE (L,

SwapTotal

R E) &,
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SwapFree
RMEBIRTIEE,

Dirty

HTEEEAMEEFFENLENANEFE BRTEEFETZE) . RENBIERIEE

HIEREHNARFHERNZHITERRY . BRERSNBIES NHER]

ok g
Bemm

BREEKRE

BfiEl, MMSEEH. BIfEH sysctl 828 vm.dirty ratio 3¢ vm.dirty bytes
REFAIEERNEEENREANBIERE (BXEZAT, BENE 14157 5

=)

Writeback
HEEEE \EENRES,

Mapped
£/ mmap RGERFRANNZ.

Shmem

EHRRAZ EHZENRNTE, F0IPCEIE. tmpfs HIENHZHNERAF.

Slab
RIZAEBEIRENARF S AL

SReclaimable
AJ[E|UkAY Slab Z8453, HIN4E7E (inode. dentry &) .

SUnreclaim
AAI[EULEY Slab ZB453s

KernelStack
NARERF (BIRAFER) FRANRKTEREFES.

PageTables
TRTHREHEENTTRNAFE.

NFS_Unstable
BARXEIARSS2E, BRKREARSS2EFIRZHT NFS Dl.

Bounce
RIS E BB L P X ERARTE.

32 RNTFERIFE
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WritebackTmp
I&BY B B4 A XY FUSE ERBNATF,

CommitLimit

RIEIEFARKERELAZNANEE. NIABATTRNIEEARITE, 4 =EH
IEBR

Committed_AS
B TERBERFBERTEENAEFEEE (RAM =T E) EIME.

VmallocTotal
DERNARZE I T e S,

VmallocUsed
BERNRZE I T EE,

VmallocChunk
A F AZ RN 3L 25 (Bl BV B R IE4E3R

HardwareCorrupted
BHENAEE ((XHFERA ECC RAM A BIHGNE]D)

AnonHugePages
RS EIA P ZEITTRNER AT, XENBERE T BERIBER FLUBEBANHED
ECRY, EEEMEFRAERAT (THP).

HugePages_Total
£ SHM HUGETLB #1 MAP HUGETLB {£M#Y, ZEIRYE /proc/sys/vm/
nr_hugepages FHENXET hugetlbfs XERLFEAMTNSECATIEG

HugePages_Free
1Nz PANDiE &

HugePages_Rsvd
B4R 3ZHIA I

HugePages_Surp
HBH HugePages_Total BIRTAADI%K ( 88" ) , 7& /proc/sys/vm/

nr overcommit hugepages HE N,
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Hugepagesize
KIIBIK/)Y — 7E AMD64/Intel 64 L, BRINED 2048 KB,

DirectMap4k &
INEIRBLEXRN (RFIF7 4kB) NIIBAZAEFE,

243 HIZRNFHE: smaps

£ top ¢ ps FMET AL ARYIMBEERCHBEMNNGFE, NREFTERINIIE,
BEERARNZ 2.6.14 B5| N smaps F&HSF. RILTE /proc/PID/smaps FIRENIZFREA, ©
=ER DA PID NHRBHRMEANTHRAGFRENAREANAFIH. EsXIHERNFNE
AR%E, AEUEEHEERANAEFEZ, HPAeESEHMHERZENAT. BXFEARE
B, #2800 /usr/src/linux/Documentation/filesystems/proc.txt (FEELTER
8 kernel-source) o

EEY smaps 2FERENFHE. Fib, FENEE MM EH#HITIEM, MENERVGEMEE
HRER A XA

2.4.4 numaTlOP

numaTOP @iEAF NUMA (FE—EU4EREAR) REMN—1TIR, ZTHEEMH NUMA &SR
S, AIEEENIREI NUMA 8RB REHRFT.

—R&M =, numaTOP AILEEI 2 ITIRIZEAFIAIE (RMA) 8. ZA#A7FiA1E] (LMA) #1050 RMA/
LMA LE=R, RIRAIFIRENERE B, AMANERESRERNFREZLERE) FHEEML
2o

PowerPC LA LA Intel Xeon 20 3E2837#F numaTOP: 5500 &%, 6500/7500 &%!). 5600 &
Hll. E7-x8xx &%!F] E5-16xx/24xx/26xx/46xX ZF,

numaTOP X E A EFET IRM, EAILIFERA sudo zypper in numatop FF<REZT
B, ZB5InumaTOP, 51T numatop <. EIREX numaTOP IhEeM AR, 1BfE

F man numatop @<,
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2.5 ML

0O =% nE BR
NEMEHRRTE, EBRIZENERTNWEEE T ERIREREAAN,

2.5.1 BEARWEIZE: ip

ip RETIRENEHINEZEONBATR, RAIUEAERREEEFEXAZMBZONER
SZiit. flt, BMOREERE, XERETZLHIR. FEHE AR
NEARESFERETAMMBEET ip, EERENRL. EFHAEMLEO, EEA ip
addr show (G ip a) - ip addr show up XFIHEEEITHMEZELD, ip -
s link show DEVICE {XFIHIEEMIZRONGIT:

# ip -s link show br0
6: br@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc noqueue state UP mode
DEFAULT
link/ether 00:19:d1:72:d4:30 brd ff:ff:ff:ff:ff:ff

RX: bytes packets errors dropped overrun mcast

6346104756 9265517 0 10860 0 0
TX: bytes packets errors dropped carrier collsns
3996204683 3655523 0 0 0 0

ip FAILIERED (link). BERX (route) HEE - XY, 158 man 8 ip,

# ip route

default via 192.168.2.1 dev ethl

192.168.2.0/24 dev eth®@ proto kernel scope link src 192.168.2.100
192.168.2.0/24 dev ethl proto kernel scope link src 192.168.2.101
192.168.2.0/24 dev eth2 proto kernel scope link src 192.168.2.102

# ip link
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default glen
1000
link/ether 52:54:00:44:30:51 brd ff:ff:ff:ff:ff:ff
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3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default glen

1000

link/ether 52:54:00:a3:cl:fb brd ff:ff:ff:ff:ff:ff

4: eth2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default qlen

1000

link/ether 52:54:00:32:24:09 brd ff:ff:ff:ff:ff:ff

2.5.2

2%, nethogs TEFi&ItLE

PID USER PROGRAM
zypper

27145 root
? root
26635 tux
? root
? root
? root
? root
? root
? root
? root
TOTAL

5 top —#, nethogs &iF3S

..0:113:80c0:8080:10:160:0:

BRHIZRIES

AERLERT (B, WRMERER

ETF

=,
==

RTTR

T+ to

nethogs

FRS) , FEZTAKRREHRESEURENNA

, AIRRFREEREERE NAE LA

/usr/1ib64/firefox/firefox

..0:

o O © o

113:
:113:
:113:
:113:
:113:
:113:

unknown

80c0:
80c0:
80c0:
80c0:
80c0:
80c0:

TCP

8080:
8080:
8080:
8080:
8080:
8080:

10:
10:
10:
10:
10:
10:

BER@%:

160:
160:
160:
160:
160:
160:

o ©O © © ©o o

100:

:100:
:100:
:100:
:100:
:100:
:100:

M EETER (kb/s. kb. b. mb) ZiE{EIF
R : 3R RECEIVED HiFe
s : RSENT HiE

0 : B

2.5.3 LAXKM-KF4AT5: ethtool
ethtool AIFAE RMERUAKRMIKENEZ N A EH. RIANBRT, ©

B,

36

30015

30045
30045
30015
30045
30045
30045

DEV
eth0

eth0

e
SENT  RECEIVED
5.719 391.749 KB/sec
0.102 2.326 KB/sec
0.026 0.026 KB/sec
0.000 0.021 KB/sec
0.000 0.018 KB/sec
0.000 0.018 KB/sec
0.000 0.017 KB/sec
0.000 0.017 KB/sec
0.069 0.000 KB/sec
0.000 0.000 KB/sec

5.916 394.192 KB/sec

RYBIEEIREN IR

ETHEMMEAE: nethogs
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# ethtool etho
Settings for ethO:

Supported ports: [ TP ]

Supported link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Supports auto-negotiation: Yes

Advertised link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Advertised pause frame use: No

[...]
Link detected: yes

TRERTARTEMRERERESH ethtool EIN

£+ 2.1 . ethtool MIZEIFEIRFIR

ethtool option ERFHNUTER

-a HIESHER

c HETEHER

-g <t > Rx/Tx (EUW/125H) HSHIER
-i KEHREFER

Kk BAER

-S NIC FIRHFERF 45 RE RIS I

2.5.4 RETRMEIRE: ss

ss ERTEMBEEFSRITHNTIA, rIEM netstat &<, BY|HFABEE, BERARAHESH
M ss:

# ss
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Netid
u str
u str
u str
u str
u str
u str
u str
u str
u str

[..]

State
ESTAB
ESTAB
ESTAB
ESTAB
ESTAB
ESTAB
ESTAB
ESTAB
ESTAB

Recv-Q Send-Q

0

© ©O © ©O © © © o ©
© © © © © ©o ©o o

ERR LRI NATERARD, FEAUTHS:

# ss -1
Netid State
nl UNCONN
nl UNCONN
nl UNCONN
nl UNCONN
nl UNCONN
nl UNCONN
nl UNCONN
nl UNCONN
nl UNCONN
nl UNCONN
nl UNCONN
[...]
BRMRIERZR,

Recv-Q Send-Q

© © O ©O © O © o o o

4352

TEEFREREFH PID 1A%,

THIFE T FRE TCP EEM A X EERIEF.

MIERIA) o -p EIMBTREZFFIEIEFR PID MZHK,

# ss -t
State
LISTEN
LISTEN
ESTAB
LISTEN

38

-a
Recv-Q

-p

128
100
132
128

Send-Q Local Address:Port

*:ssh

127.0.0.1:smtp
10.120.65.198:ssh

1:1:ssh

Local Address:Port
rtnl:4195117
rtnl:wickedd-auto4/811
rtnl:wickedd-dhcp4/813
rtnl:4195121
rtnl:4195115
rtnl:wickedd-dhcp6/814
rtnl:kernel
rtnl:wickedd/817
rtnl:4195118
rtnl:nscd/706
tcpdiag:ss/2381

Peer Address:Port

Local Address:Port Peer Address:

* 14082 *

* 18582 *

* 19449 &

@/tmp/dbus -gmUUwWXABPV 18784 *
/var/run/dbus/system bus socket 19383 *
@/tmp/dbus - gmUUwXABPV 18617 &
@/tmp/dbus-58TPPDv8qv 19352 &
* 17658 &

* 17693 *

Port

14083
18583
19450
18783
19382
18616
19351
17657
17694

Peer Address:Port

*¥:*%  users:(("sshd",1551,3))

*¥:% users:(("master",1704,13))
10.120.4.150:55715 wusers:(("sshd",2103,5))

t::* users:(("sshd",1551,4))

ERMELIRTE: ss

*

*

*

AILEEEETHNERZEFRE: FISATCP(-t)H UDP(-u), -p EHME

-a ETHRRERFIEERIIAERE (8
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LISTEN © 100

t:lismtp

2.6 /proc XH&R%G

/proc XHRFHR—MAIXHREG, EEXHRFER, AZUEMXHNTEAREERER.
flan, fERL < 2R CPU R

> cat /proc/cpuinfo

processor
vendor_id

cpu family
model

model name
stepping
microcode

cpu MHz

cache size
physical id
siblings

core id

cpu cores
apicid

initial apicid
fpu

fpu _exception
cpuid level

wp

flags

1 0

: Genuinelntel

HIG)

: 30

: Intel(R) Core(TM) i5 CPU
: 5

: 0x6

: 1197.000

: 8192 KB

0

4
1 0

4

0

0
1 yes
1 yes

11
1 yes

B

users: (("master",1704,14))

750 @ 2.67GHz

: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov

pat pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx rdtscp

Im constant tsc arch perfmon pebs bts rep good nopl xtopology nonstop tsc

aperfmperf pni dtes64 monitor ds cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm

sse4 1 ssed4 2 popcnt lahf 1lm ida dtherm tpr_shadow vnmi flexpriority ept vpid

bogomips

clflush size
cache _alignment :
address sizes

power management:

39

: 5333.85
: 64

64

: 36 bits physical, 48 bits virtual

/proc XH&#H5
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“;” iﬂEfF-. ];ﬁéﬂ1&~j£E§H§1EULA
A LIETT x861info FIKEVA X AMD64/Intel 64 1R R 451 _EANIRRMIFAE B,

B8

16:
18:
19:
22:
23:
40:
41:
42:
43:
45:
46:
47
48:
49:
50:
NMI :
LOC:
SPU:
PMI:
IWI:
RTR:
RES:
CAL:
TLB:
TRM:

LEWFETRY S ECAGER
> cat /proc/interrupts

CPUO CPU1
121 0
0 0
0 0
0 11933
0 0
0 117978
0 0
417927 0
2727916 0
0 2749134
0 0
0 0
0 0
0 0
0 0
0 0
0 0
933117 0
2102 2023
92 71
0 0
2102 2023
47331 45725
2 0
472911 396463
48389 47345
28410 26804
0 0

40

CPU2

© © © © © ©

3275185

2759148

2031
52464
0
339792
54113
24389
0

CPU3

© ©O © O © O © ©o © +H ©

2678206

387

1920
41

0

1920
46775
0
323820
50478
26157
0

I0-APIC-edge
I0-APIC-edge
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
HPET MSI-edge
HPET MSI-edge
HPET MSI-edge
HPET MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge

timer

rtco

acpi

ehci hcd:+
i801 smbus
ata piix,+
enp5s1l
ehci hcd:+
hpet2
hpet3
hpet4
hpet5
aerdrv, P+
PCIe PME,+
PCIe PME,+
PCIe PME,+
snd _hda i+
nvidia

Non-maskable interrupts

Local timer interrupts

Spurious interrupts

Performance monitoring int+

IRQ work interrupts
APIC ICR read retries
Rescheduling interrupts

Function call interrupts

TLB shootdowns

Thermal event interrupts

/proc XH&#H5
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THR:
MCE:
MCP:
ERR:
MIS:

40

40

40

maps X EE THRITXHZERMIHEK:

> cat /proc/self/maps

08048000-0804c000
0804c000-0804do00O
0804d000-0806e€000
b7d27000-b7d5a000
b7d5a000-b7e32000
b7e32000-b7e33000
b7e33000-b7145000
b7f45000-b7f46000
b7f46000-b7f48000
b7t48000-b714c000
b7f52000-b7f53000
loaal

b7f5b000-b7161000
b7t61000-b7162000
b7f62000-b7f76000
b7f76000-b7f78000
bfd61000-bfd76000
ffffeb000-fffffOOO

FILAM /proc XIFRGRERAE1F (S

/proc/devices
B RIRE
/proc/modules
LHHAIZIRR
/proc/cmdline
Rz <L1T
41

00000000
00004000
0804d000
00000000
00000000
b7e32000
00000000
00112000
00113000
b7t48000
00000000

r-xp
rw-p

rw-p

00000000
00000000
00000000
00013000
bfd61000
00000000

=]

03:
03:
00:
03:
03:
00:
03:
03:
03:
00:
03:

03:
03:
03:
03:
00:
00:

03
03
00
03
03
00
03
03
03
00
03

03
03
03
03
00
00

17753
17753
0
11867
11868
0
8837
8837
8837
0
11842

9109
9720
8828
8828
0
0

0
0

40

Threshold APIC interrupts
Machine check exceptions

Machine check polls

/bin/cat
/bin/cat
[heap]

/usr/lib/locale/en GB.utf8/
/usr/lib/locale/en GB.utf8/

/1lib/1libc-2.3.6.5s0
/1lib/1libc-2.3.6.5s0
/1lib/libc-2.3.6.5s0

/usr/lib/locale/en GB.utf8/

/usr/lib/gconv/gconv-module
/usr/lib/locale/en GB.utf8/

/lib/1d-2.3.6.s0
/1lib/1d-2.3.6.s0
[stack]

[vdso]

Bo —EEEMXHMEABIT:

/proc XH&#H5
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/proc/meminfo

BXAFERFAER

/proc/config.gz

HENEITRIRZEY gzip E4ECE X4

[proc/ PID/

(PID)o B MHIZEBRILATE /proc/self/ HIREIH B 5B,

/proc/ NNN BRHPRHET ST #HZMES, HPB NNN 28X #HIZAIHIE ID

XA /usr/src/linux/Documentation/filesystems/proc.txt FRMHTESZ(E
B (REWMUE kernel-source FEigMHtItbseH) o

2.6.1 procinfo

% procinfo AJLULCE /proc XHRFAHFHNEEEE:

> procinfo

Linux 3.11.10-17-desktop (geeko@buildhost) (gcc 4.8.1 20130909) #1 4CPU

[jupiter.example.com]

Memory:
Mem:
Swap:

Total
8181908
10481660

Bootup: Mon Jul 28

user
20199w
nice
10928w
system:
10w
IOwait:
hw irqg:
sw irq:
idle

42

0:04:
0:00:
0:01:

12:14:

:54:

:00:

:25:

09:

41.

00.

38.

16.

00.

26.
43.

54:13 2014

84

46

00

45

42

48
65

Used
8000632
1576

2,

81.

~
o°

(o]
o

(ee]
o°

IS
o

(o]
o°

=
o°

(0]
o°

Free

181276
10480084

Share

d
0

Buffers
85472

Cached
2850872

Load average: 1.61 0.85 0.74 2/904 25949

page

page

page

page

page

swap

swap

in :

out:

act:

dea:

flt:

in :

out:

2107312

1714461

466673

272297

105754526

0
394

disk 1: 52212r
disk 2: 19387r
disk 3: 548r

procinfo
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guest : 0:02:18.59 0.2%

uptime: 3:45:22.24 context : 99809844

irqg 0O: 121 timer irq 41: 3238224 hpet3

irq 8: 1 rtco irq 42: 3251898 hpet4

irq 9: 0 acpi irq 43: 3156368 hpet5

irq 16: 14589 ehci hcd:usbl irq 45: 0 aerdrv, PCIe PME
irq 18: 0 1801 smbus irq 46: 0 PCIe PME, pciehp
irg 19: 124861 ata piix, ata piix, f irq 47: © PCIe PME, pciehp
irq 22: 3742817 enp5sl irq 48: 0 PCIe PME, pciehp
irq 23: 479248 ehci hcd:usb2 irq 49: 387 snd hda intel
irq 40: 3216894 hpet2 irq 50: 1088673 nvidia

EEEFMEEER, BEASH -a. 8 -nN 88 N BEH—REE. EXMERT, & o
REEER.

RINBERTERRERE, 88 -d £MERE, procinfo -dn5 ERIERMWAEENH
&:

2.6.2 ZARFITHIZSE:. /proc/sys/

ARSI HISHAFEBITIMEN Linux RiZE#. ENIMITF /proc/sys/ #, BIFER
sysctl s REEFNEN. EFNHFIESE, 15517 sysctl -a. AILUER sysctl
PARAMETER NAME | ENBEK,

SO AIZE, BIER sysctl CATEGORY Fn@iddIHMEN ERNABKEIIEH, TEIIET
REEMER, FERENMHE kernel-source FHERENE SRR BHIHEE,

sysctl dev (/proc/sys/dev/)
RERENER.

sysctl fs (/proc/sys/fs/)
FERANXGaR. EIMEMXHRAESANSH. BXFHAES, 1550 /usr/src/

linux/Documentation/sysctl/fs.txt,

sysctl kernel (/proc/sys/kernel/)
BEXESFSRERR. AAHEAFEMHEHMAZBEXISHNER. BX4AT, 550 /usr/

src/linux/Documentation/sysctl/kernel. txt
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sysctl net (/proc/sys/net/)
BEXMIFN—ERESHNESE (FEAN ipvd/ FER) . BXHAT, BN /usr/

src/linux/Documentation/sysctl/net.txt

sysctl vm (/proc/sys/vm/)
LR FRFNMSEXEMAE. JIRMNEFNEEMEX. EXAT, FENW /usr/src/

linux/Documentation/sysctl/vm. txt

BGENERHIISIENSE, 15FEAGS sysctl -w PARAMETER=VALUE ., EBXRAEN
HIURE, 57 /etc/sysctl.conf HFA0 PARAMETER = VALUE 17,

2.7 HEHFER

2.7.1 PCI&EJR: lspci

©

A= iR PCIECE,
KRS HIRIERYRE root FIF A BERE TR BN PCI BRBAIS AR,

< lspci FIH PCI FIR:

# lspci

00:00.0 Host bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE \
DRAM Controller/Host-Hub Interface (rev 01)

00:01.0 PCI bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE \
Host-to-AGP Bridge (rev 01)

00:1d.0 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #1 (rev 01)

00:1d.1 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #2 (rev 01)

00:1d.2 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #3 (rev 01)

00:1d.7 USB Controller: Intel Corporation 82801DB/DBM \
(ICH4/ICH4-M) USB2 EHCI Controller (rev 01)
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00:1e.0 PCI bridge: Intel Corporation 82801 PCI Bridge (rev 81)

00:1f.0 ISA bridge: Intel Corporation 82801DB/DBL (ICH4/ICH4-L) \
LPC Interface Bridge (rev 01)

00:1f.1 IDE interface: Intel Corporation 82801DB (ICH4) IDE \
Controller (rev 01)

00:1f.3 SMBus: Intel Corporation 82801DB/DBL/DBM (ICH4/ICH4-L/ICH4-M) \
SMBus Controller (rev 01)

00:1f.5 Multimedia audio controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) AC'97 Audio Controller (rev 01)

01:00.0 VGA compatible controller: Matrox Graphics, Inc. G400/G450 (rev 85)

02:08.0 Ethernet controller: Intel Corporation 82801DB PR0/100 VE (LOM) \
Ethernet Controller (rev 81)

fEMA -v AIIEREFANTIER:

# lspci -v
[...]
00:03.0 Ethernet controller: Intel Corporation 82540EM Gigabit Ethernet \
Controller (rev 02)
Subsystem: Intel Corporation PR0O/1000 MT Desktop Adapter
Flags: bus master, 66MHz, medium devsel, latency 64, IRQ 19
Memory at 0000000 (32-bit, non-prefetchable) [size=128K]
I/0 ports at d010 [size=8]
Capabilities: [dc] Power Management version 2
Capabilities: [e4] PCI-X non-bridge device
Kernel driver in use: e1000
Kernel modules: e1000

MXfF /usr/share/pci.ids FIREVE XIRERETRIES. WWXHFRRTIHAY PCIID 45
B RANRE” o
S -v EREFAEENEER. EEEANFE, BEASH -no

2.7.2 USBi&%: 1lsusb

5% lsusb FIHFrE USBi&&, FERAIED -v A5 EFiFHM5IR, MBR /proc/bus/
usb/ EEEMERS, TEHEEEEESSS. NES. BEMNERSE USB 1&&IBE R TIET
lsusb FE8EIH,
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# lsusb

Bus 004 Device 007: ID 0ea0:2168 Ours Technology, Inc. Transcend JetFlash \
2.0 / Astone USB Drive

Bus 004 Device 006: ID 04b4:6830 Cypress Semiconductor Corp. USB-2.0 IDE \
Adapter

Bus 004 Device 005: ID 05e3:0605 Genesys Logic, Inc.

Bus 004 Device 001: ID 0000:0000

Bus 003 Device 001: ID 0000:0000

Bus 002 Device 001: ID 0000:0000

Bus 001 Device 005: ID 046d:c012 Logitech, Inc. Optical Mouse

Bus 001 Device 001: ID 0000:0000

2.7.3 BUMFBIEARFRS: tmon

=

tmon EBEEBEEAIANK. HIBEMNXERAFRENT R, NRNERTASEEE, tmon
RS IERIETT!

r——THERMAL ZONES (SENSORS) 1
| Thermal Zones: acpitz00
|
|

|Trip Points: PC
|

r——— COOLING DEVICES

|
|ID Cooling Dev  Cur Max  Thermal Zone Binding |
|00 Processor 0 3 [T

|o1 Processor 0 3 I

|02 Processor 0 ARERRARERNN

|03 Processor 0 3 [T

|04 intel powerc -1 50 [[ITITTT]

: |
| |
| 10 20 30 40 |
|acpitz 0:[ 8][>>>>>>>>>P9 €31

! |
: CONTROLS

|PID gain: kp=0.36 ki=5.00 kd=0.19 Output 0.00

|Target Temp: 65.0C, Zone: 0, Control Device: None
[
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Ctrl-c - Quit TAB - Tuning

BXRIMAAERIEE. MMICRAKIE, URINEER tmon MBS E SERR001F
MER, HSNFMIT: man 8 tmon., FINER FTASLERHEE tmon,

2.74 MCELog: 1HEHNERE (MCE)

Q ix&: TAK

It T B{XiEFF AMD64/Intel 64 &%,

REBHEIR (8851/0. CPUMREEIR) BY, mcelog MG RIIZRM O M/3EiRiT ENIE
ERE (MCE)o It4h, HRERFHIRES, mcelog & r] LIMEFUNAL S DIRHAA B chiz i
Mo LARD, LEiRIEERE/NEHITRY cron (RIVER, B7E, BEMFHEIRAIE mcelog A2 ILAN
3,

Q ¥=: AMD T MCA 285
SUSE Linux Enterprise Server 323 AMD BRI BHUT BN EAR R LN (AI4EK
MCA) . FIZERN MCA 1387 AMD Zen MR IVEEHRIRIRS. EY BT MCABank
FIERMESR, NETHIZAEHRS T T2,
mcelog #%% MCAHE (rasdaemon #1 dmesg ik MCAEE) .
BXEMER, B8 (Processor Programming Reference (PPR)
for AMD Family 17h Model 01h, Revision B1 Processors) BJ5E 3.1

Machine Check Architecture” (http://developer.amd.com/wordpress/
med|a/2017/ll/54945_PPR_Famﬂy_l?h_Models_OOh—OFh.pdf 7)o

mcelog 7£ /etc/mcelog/mcelog.conf HEZE. man mcelog #1 http://mcelog.org/ 2
AR TEREIED, UTRIUERT FHEIAXHFHNELR:

daemon
filter

yes

yes
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filter-memory-errors = yes
no-syslog = yes

logfile = /var/log/mcelog
run-credentials-user = root
run-credentials-group = nobody
client-group = root

socket-path = /var/run/mcelog-client

BIAREA mcelog BRSS. FILUEE YaST RYARSRiEss N an 1T R BB NZARSS

# systemctl enable mcelog
# systemctl start mcelog

2.7.5 AMD64/Intel 64: dmidecode: DMI| KEZFD2E
dmidecode Z/RITEAIAI DMIK, HERBEEEHNFTISH BIOS BITHRFER.

# dmidecode

# dmidecode 2.12

SMBIOS 2.5 present.

27 structures occupying 1298 bytes.
Table at Ox000EB250.

Handle 0x0000, DMI type 4, 35 bytes
Processor Information
Socket Designation: J1PR
Type: Central Processor
Family: Other
Manufacturer: Intel(R) Corporation
ID: E5 06 01 00 FF FB EB BF
Version: Intel(R) Core(TM) i5 CPU 750 @ 2.67GHz
Voltage: 1.1V
External Clock: 133 MHz
Max Speed: 4000 MHz
Current Speed: 2667 MHz
Status: Populated, Enabled
Upgrade: Other
L1 Cache Handle: 0x0004
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L2 Cache Handle: 0x0003

L3 Cache Handle: 0x0001
Serial Number: Not Specified
Asset Tag: Not Specified
Part Number: Not Specified

2.7.6 POWER: 5|4
lshw EBH BRI BV EGEE,

2.8 XHMXHFRS

BXXARGHENES, B8R (EFEEER) -

2.8.1 MEXMHREL: file

file @IHZE /usr/share/misc/magic RHEFENXHI TR

5
P

> file /usr/bin/file
/usr/bin/file: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), \
for GNU/Linux 2.6.4, dynamically linked (uses shared libs), stripped

SH -f LIST BEBREN—ITH—RIIXMAR. -z AW file EEEBXHHIRNEE:

> file /usr/share/man/manl/file.1l.gz
/usr/share/man/manl/file.1l.gz: gzip compressed data, from Unix, max compression
> file -z /usr/share/man/manl/file.l.gz
/usr/share/man/manl/file.1l.gz: troff or preprocessor input text \
(gzip compressed data, from Unix, max compression)

28 -1 Bl mime XENFERFBREMARERIIRA,

> file -i /usr/share/misc/magic
/usr/share/misc/magic: text/plain charset=utf-8
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2.8.2 XHRZGMERZE: mount. df #ldu

fn < mount EREMMEHSEHM XGRS (REMEE) ¢

# mount

/dev/sda2 on / type ext4 (rw,acl,user xattr)

proc on /proc type proc (rw)

sysfs on /sys type sysfs (rw)

debugfs on /sys/kernel/debug type debugfs (rw)

devtmpfs on /dev type devtmpfs (rw,mode=0755)

tmpfs on /dev/shm type tmpfs (rw,mode=1777)

devpts on /dev/pts type devpts (rw,mode=0620,gid=5)

/dev/sda3 on /home type ext3 (rw)

securityfs on /sys/kernel/security type securityfs (rw)

fusectl on /sys/fs/fuse/connections type fusectl (rw)

gvfs-fuse-daemon on /home/tux/.gvfs type fuse.gvfs-fuse-daemon \

(rw,nosuid, nodev,user=tux)

AT df AILIRSEEXAXGRAALIBERBRANER. B8 -h (& --human-
readable) RimtiiEiE A @EAP o] LUEERIAZ

> df -h

Filesystem Size
/dev/sda2 20G
devtmpfs 1,6G
tmpfs 1,6G
/dev/sda3 208G

Used Avail
5,96 13G
236K 1,6G
668K 1,6G
40G 159G

Use%s Mounted on
32% /

1% /dev

1% /dev/shm
20% /home

® ° o°

o°

fEAE< du AIUERAEBRMEFERFAEXHNEAN. B8 -s REFAEENE
, RRMESMSHNEIT. -h BB EIRNENZ ERNER:

> du -sh /opt
192M /opt

2.8.3 BXELF T#EBIXHRIEMER
£/ readelf SUAFRZFFIRER I AIINE, KEEAMT HHMBHARENERY

ELF Xf%:

50

NHERGERERZE: mount. df #ldu
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> readelf --file-header /bin/1ls

ELF Header:
Magic: 7f 45 4c 46 02 01 01 00 00 00 OO GO GO 00 00 00
Class: ELF64
Data: 2's complement, little endian
Version: 1 (current)
0S/ABI: UNIX - System V
ABI Version: 0
Type: EXEC (Executable file)

Machine: Advanced Micro Devices X86-64
Version: 0x1
Entry point address: 0x402540

Start of program headers:
Start of section headers:

64 (bytes into file)

Flags: 0x0

Size of this header: 64 (bytes)
Size of program headers: 56 (bytes)
Number of program headers: 9

Size of section headers: 64 (bytes)
Number of section headers: 32

Section header string table index: 31

2.8.4

XHREE: stat

< stat BRXMHREE:

> stat

File:

Size:
Device:
Access:
Access:
Modify:
Change:

/etc/profile

‘/etc/profile’

9662 Blocks: 24 I0 Block: 4096
802h/20650d Inode: 132349 Links: 1
(0644/-rw-r--r--) Uid: ( 0/ root) Gid: (
2009-03-20 07:51:17.000000000 +0100

2009-01-08 19:21:14.000000000 +0100

2009-03-18 12:55:31.000000000 +0100

2 - -file-system ERIEEX AN RGHEEAT:

> stat

51

/etc/profile --file-system

XEBM4: stat

95720 (bytes into file)

regular file

0/

root)
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File: "/etc/profile"

ID: d4fb76e70b4d1746 Namelen: 255 Type: ext2/ext3
Block size: 4096 Fundamental block size: 4096
Blocks: Total: 2581445 Free: 1717327 Available: 1586197
Inodes: Total: 655776 Free: 490312

29 HAFER

2.9.1 JARIXEBIARF: fuser

E A ATHE YU #ES AP EEIRRSER XS, 50, RIEBEMHEEHE /
mnt BIXHRS, umount ¥iR[E] “IGEIENT . AEALUER fuser i HEWILLHIZIE
EifiAZIRE

> fuser -v /mnt/*

USER PID ACCESS COMMAND
/mnt/notes.txt tux 26597 f.... less

ERLE less #IEZ G (ZHIEER — MR LEiz1T) , BIRRINEEZXERS. 5 -k &
MEESERKN, fuser BRLKIEIETEIFIRIN TR,

29.2 WIERPTERITHERE: w
ERHS w ALRTREERAAS, WS MR EERITIRE. HI:

> w
16:00:59 up 1 day, 2:41, 3 users, load average: 0.00, 0.01, 0.05

USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT

tux :0 console Wedl3  ?xdm? 8:15 0.03s /usr/lib/gdm/gd

tux console :0 Wedl3  26:41m 0.00s 0.03s /usr/lib/gdm/gd

tux pts/0 :0 Wedl3  20:11 0.10s 2.89s /usr/lib/gnome-

MREMAFHEAAFEZREER, WS -f RETXEAFEME LBITEZNTE
Mo
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2.10 BYja]A]HEA

2.10.1 {E£F time it =HJ(E]

fEF time LRSS RAELERNT B, WEARFEMNRA: AE Bash Mz (/

usr/bin/time),
> time find . > /dev/null

real Om4.051s @
user Om0.042s @
sys 0m0.2055 ©

Q@ MR BohEITERSERREET RYRYIE]

® ™ times RFFMAIKRERIAF, CPU BYia,

© ™ times RFEPFAHRERIZRSE CPU BHa,

/usr/bin/time WMIHEFMIES, BINESER -v AXEBTIGS, UEREMZEN
faitHo

/usr/bin/time -v find . > /dev/null
Command being timed: "find ."

User time (seconds): 0.24

System time (seconds): 2.08

Percent of CPU this job got: 25%

Elapsed (wall clock) time (h:mm:ss or m:ss): 0:09.03

Average shared text size (kbytes): 0

Average unshared data size (kbytes): 0

Average stack size (kbytes): 0

Average total size (kbytes): 0

Maximum resident set size (kbytes): 2516

Average resident set size (kbytes): 0

Major (requiring I/0) page faults: O

Minor (reclaiming a frame) page faults: 1564

Voluntary context switches: 36660

Involuntary context switches: 496
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Swaps: 0

File system inputs: 0

File system outputs: 0
Socket messages sent: 0
Socket messages received: 0
Signals delivered: 0

Page size (bytes): 4096
Exit status: 0

2.11 LHIEGEEIZR: RRDtool

THNEFPEERETENRNENEIE. fi, BENTK, HELHTENNLZEOLE
HIFWHIEIEE, RRDtool AIEBNETFAEX LR, HEHEHAMKAIFHANE EEXER,
RRDtool iBAF A ZE Unix F&# Linux &1TEM. SUSE® Linux Enterprise Server tbfEkiH
RRDtool, i&fEF YaST s(&

Ll root BHEGSITHEAN zypper install rrdtool RZEWTE,

O =% B
12ftT RRDtool B9 Perl. Python. Ruby #1 PHP 483, {FEaEB URIFHNHMAIES RS
B 2B S AES,

2.11.1 RRDtool B T{FIRIE

RRDtool 21EIF E F#EZET E (Round Robin Database tool) WRX 4TS, EIfE 2R
FEEIEN—MAEZE. ERBEAEAXNEIE, MBI ESER, WEEH
k. RRDtool fER1EIFE #IERERFMEMIZENEHE,

SNHEIPTIA, RRDtool AAFALIEENBYE(LAVEIE. BARIZEFIEE RSB IEENEIERRE
EENZENEEE (PRIEE. REFE) , AEUIEERASLEIUE. WEBIETSEEED
RRDtool 232, ERLURFARMIEH CIEFRFAV R,

BT ATHAEREEIE, XEHIENEIREZES I TN IES GBI 148 RRDtool, EEE
B H & Fohig{E RRDtool,
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EE RRDtool BARZMNE R RFl, HAER 7 B RRDtool TIERIENFIE=1EEM
2. ClEEIERE. EilEEMEE L.

2.11.2 SEBR

BIgENBREHEE Linux RAFRAEFHEERTUNER. AERFIEEDD, HITHEU4
#RiElfm, ME 40 #EHEERNNHSFIRTARNE. BOBEXF=MEEREEAZERANFHILN
FA%ER5: Firefox MITTNI%E28. Evolution BB FEBE4Z F iw#0 Eclipse FFRIEZS,

2.11.2.1 UREHIE

RRDtool AT MEMATMUMERE, EXMERT, SERAREMSIZEIENMN (SNMP),
N AT A LRI S RI A SR 2RSS IR R B, HRtIRIR, XLE{EISEd RRDtool K1EfE,
BX SNMP HUiF4HE 8, 1d8 0 http://www.net-snmp.org/ 7,

BARIBRBFAARE — HANFEFohIREESE. BIFRA free_mem.sh KR ERMAAAZF
HZRPAES, FRESANRER.

> cat free mem.sh
INTERVAL=4
for steps in {1..10}
do
DATE="date +%s”
FREEMEM="free -b | grep "Mem" | awk '{ print $4 }'°
sleep $INTERVAL
echo "rrdtool update free mem.rrd $DATE:$FREEMEM"
done

o BHE]EIFRIRE N 4 ¥HER sleep < KILHE,

o RRDtool #EZ R AFHERIAMMIEEE - FHBH Unix BYEl, LEEEIENX B 197T0F 1 B
1 B (UTC) A3 roFbEk, 5130, 1272907114 &7 2010-05-03 17:18:34,

55 MUV SLES 15 SP5


http://www.net-snmp.org/

o JAREEERMER free -b UFTHRMIREN, BUEARMERRM (F1) MA
EfEBi (FIENKB) .

o #%H echo ...
FAFE#7 RRDtool {EHY

iz1T free_mem.sh /5, &

> sh free mem.sh

rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool

update
update
update
update
update
update
update
update
update
update

BI LA 75 (B fE A
sh free_mem.sh > free_mem_updates.log

Fen L HH EE R EIFEN A LRI e L EIRFHIT

free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.

free mem.

rrd
rrd
rrd
rrd
rrd
rrd
rrd
rrd
rrd

rrd

1272974835:
1272974839:
1272974843:
1272974847 :
1272974851:
1272974855
1272974859:
1272974863:
1272974867 :
1272974871

REEW TR L

1182994432
1162817536
1096269824
1034219520
909438976

832454656

829120512

1180377088
1179369472
1181806592

2.11.2.2 GIEHIERE
EA LTS A REIBIEANEIN S BAERE:

> rrdtool create free mem.rrd --start 1272974834 --step=4 \
DS:memory:GAUGE:600:U:U RRA:AVERAGE:0.5:1:24

B

mEHITEEEIRENX M (free_mem. rrd) BIRREM, HHEECIET

A
AR <T1To

o IkEanL=BIER N free_mem.rrd MIXH, BTFERMERSIEERFENEE,

o --start EBUEERE—MERMEEIEZERISE] (RA Unix BYED) o EZ4RfGI9, Lk

BLt free_mem.sh HAYSE—PETENE (1272974835) /) 1,
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° --step FEEMPMIEFRANEHIENEIER (LI REMI) .

e DS:memory:GAUGE:600:U:U Zf9 AT SINEEEENFEUER, EERZ A
memory, FER gauge, MREHFZIEMRAKIERA 6007, MESTEFNE/\FE
KEFRH (U)o

* RRA:AVERAGE:0.5:1:24 BIiEEIFERFH (RRA), EhE#ENHUEREIATFIHELK
EETEENSHEE (CF) B, SFHEREN 3 PMSHEEBMETTE,

MRAEBTEZDES, WHAEBRHPELIZT free mem.rrd #HiERE:

> 1ls -1 free mem.rrd
-rw-r--r-- 1 tux users 776 May 5 12:50 free mem.rrd

2.11.2.3 EHHEEE

SIEHIEER, SEETERNERE, 5211217 “WELHUE B, BITBEESHF—
% rrdtool update H<HY free mem updates.log Xff, XEEsSIERFNTRITE
EEERNE,

> sh free mem updates.log; ls -1 free mem.rrd

-rw-r--r-- 1 tux users 776 May 5 13:29 free mem.rrd

AIUEE, BMEREEHEIERS, free mem.rrd BIA/MBRIFARLE,

21124 BEEIN=E

HINENETE, SIETHEE, AEEPFETNEE, RERNMETLUREZEERE, H
ORWEEHIKE.

BORBIBEDRNAEE, BEMSITLERAUATHS:

> rrdtool fetch free mem.rrd AVERAGE --start 1272974830 \
--end 1272974871
memory
1272974832: nan
1272974836: 1.1729059840e+09
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1272974840:
1272974844:
1272974848:
1272974852:
1272974856:
1272974860:
1272974864:
1272974868:
1272974872:

L3

.1461806080e+09
.0807572480e+09
.0030243840e+09
.9019289600e+08
.3162112000e+08
.1693465600e+08
.1801251840e+09
.1799787520e+09
nan

= B © 00 00 B H R

* AVERAGE FMEUEEIREXFER, EANR@EE AVERAGE SEE X T —MEER

(55211227 "IEZdEE" ) , ARRBHMAIBRK.

o MHME—TYIESE 211227 “CIELIEE" PEXBEIERNZ M,

o EMIERFIERRENIER, BMERTIURFCHUERTN VAT EFHE.
° ZE—1THH nan KRR “F2EHF -
MEREH — M ERRRTEIEEPEFERNE:

> rrdtool graph free mem.png \

--start 1272974830 \
--end 1272974871 \

--step=4 \

DEF:free memory=free mem.rrd:memory:AVERAGE \

LINE2: free memory#FF0000 \
--vertical-label "GB" \

--title "Free System Memory in Time" \

--zoom 1.5 \

--X-grid SECOND:1:SECOND:4:SECOND:10:0:%X

Ex

e free_mem.png BRELIEHERINXHEFR.
e --start M --end [RHIEBLHIERBTESEE,

° --step ISEERNIEFETE (LI REMA) .
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e DEF:... Z9RERN free_memory BNEIEE X . EHUIEEM free mem. rrd #HIEE
REY, HEGERERZ A memory, FtETFHER, RAE 211227 “QIEHEEE" Hk
EXHMESR,

e LINE... BPEEELHEERTNEEZNES. HREN 2GR, HEXRES
free_memory X, BB RLE,

e --vertical-label REET v EYIRHRE, --title KEEBEIMERNENTE.
° --zoom FEEERNENARE. LWEHINKTE,

° --x-grid EEMAERRPEHINBENEITE, FROISHRE—IEH—RMEL, &
bR 4 MR —REMEL. B8 10 IR LHIEEMELE T

RGELE R AAEF

e _\_\_\_

0.9 G| _\_,_

08 G - - - - - - - - - - »
14:07:10 14:07:20 14:07:30 14:07:40 14:07:50

GB
—
[=]
(1]

2.1 . {#FH RRDTOOL #IEMRHIEIR

2113 BEZER

RRDtool E— M EFRERMTIHR, EMHE T IFZFHTMar ST, Hh—LaSHIEmR
AZIER, BEFCEMMENERHBRIBENSFNEHTHIE, UEEBEETFLEIK,
7E8%E RRDtool F9FMT (man 1 rrdtool), BEFRRETEERESR, BRIt EiEN
Z&EE RRDtool home page (https://oss.oetiker.ch/rrdtool/) 7, rrdtool &< REFREF
L EIEMANdocumentation (https://oss.oetiker.ch/rrdtool/doc/index.en.html) 2 EJ &
Z, I, ETB LK utorials (https://oss.oetiker.ch/rrdtool/tut/index.en.html) 2 BT EEBH{E
1A% % MY RRDtool TIERATE,

MREIISMMERERNE, FEF MRTG (Multi Router Traffic Grapher) (https://
oss.oetiker.ch/mrtg/) 7, MRTG B LU HIF Z ML IGEZIESIEIR. ©R LA RRDtool,
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3 RHGIHSXF

RABEXGLOMBRAMAANREENESZ2— EX L, EXNRRHITHIPHEEN, F
—ERREBEERAAE XM, SUSE Linux Enterprise Server 2 BEFMIER ALK LR E
HNFE—IEH. BMNTESR systemd Z2fE, RIEEURETE systemd HEMIIRSR
SHHEERICRTE systemd HEF (BENR (BiEiEE) ,521E “journalctl: &if
systemd BE” ) . HMBAEXH (FERRFNAREFNEEXH) BUAXERAEN,
FEIERRIERIE ) IR BN, A LUERAMIAR DX E . Xe[itEdiRERS,

3.1 /var/log/ FHIRFZHEXXH

ARLBEXMHIRAMTF /var/log BRT. UTIIRIEMH T ETHEIAZ S SUSE Linux
Enterprise Server i R HEXHRIELR, BIBEMNELESEE, /var/log F=E&1tat
RINHHNEMRSNARFPNBEEX G, TEMRNELXHMBERU “SUfT R,
REREMNHNAEFNASEREN]. KEHEEXHNX root AFFIR,

apparmor/
AppArmor BEX M. BX AppArmor BIIFEE, B2 (Z2MEWiErE) -

audit/
REHITERNBAE. BEXFEMEER, BEEN (L2fEtiEE) -

ConsoleKit/
ConsoleKit SFiPiERF (ATFEEMLAFBESR, LRI TINS5 B E SR
2F) WS,

cups/
1BA Unix TENARS (cups ) BUiARFEIRBE.

firewall
fh A& E S
gdm/

*B8 GNOME B REERINBEEXH-
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krb5/
R H Kerberos W& B HIIERFRBEX s

lastlog

BEE AP LRERBXEERNMIERE. oERH< lastlog #HITEER., BXEEE
B, 20l man 8 lastlog,

localmessages
RLS|SHABETHES, Bl80, DHCP EFmAAE.

mail*
mRFARSS28 (sendmail. postfix) HE.

messages
XEFIEAZNMAZHTHENMAREFUE, HIMRENNEEEEZUE (UK /

var/log/warn) o

NetworkManager
NetworkManager BHEX -

news/

KEHERSHNETER.

chrony/
KB MBS BN F3FF2R (chrony ) WEE,

pk backend zypp*
PackageKit (M libzypp i) BEXHE

samba/
;E 5 Samba. Windows SMB/C'FS YTQ:HE%%%E’\J H /L.\;t'fq:o

warn
FRFERRESMNERNAE, HIMEHET, VEREBRMUE (UK systemd HERGH
) o
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wtmp
FREER/A5HED) MITBERENEIERE, rIEAn< last #H1TER. BXEZER,

EZ0man 1 last.

Xorg.0. log

X.Org BeHEX M. WR7EFE X.Org BRFHIRRE, BFSEMNHE. KEkF X.0rg B
s B EXHRBIRBI X 4RSS /9 Xorg ? logo

YaST2/
FR& YaST BHEX .

zypp/
libzypp BEX . AISEXEXHRERGERER L,

zypper. log
RBERSITRERERF zypper BWEE.

3.2 &EEMAHBEXH

BEEEHEXMH, JUERERIXARIESS. thh, ERIER—MERM YaST EIRREF
YaST =LA > 724 HE TRENRSKBE.

BEEXSIEHIEPEEFEREXY, BEFER®S less I more, 5/ head f tail AJEEFH
EXHNFLNLER, EXNEEREXHIEMD, EFEA tail -f. EXRUAFERAXET
ANER, BFEEENFMIL,

EEHEXHPERFRIBEHENRER, EEA grep. awk ATATAMMEFREANEE
o

3.3 fEH logrotate EIEHEXH

/var/log FTHIASEXHEXRERK, RRMEZLFIEEREK. logrotate TRAIFEHEERE
AEXHREERK, ERLTARTUARHR. Aif. EEMNEIERREAEXSF. AJUE
i (0. BAxEA) FEETEIHENNNAIEREX M,
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BEH systemd 8HIZ{T logrotate , FttRaBHBR—RBEX M. BEFEE—LEFIIH
B REEANRHIMERBEEXXHE. INR—KHNZXIETT logrotate, HEMNREH
--force, M /var/lib/misc/logrotate.status AIHE LIRS E SCHERIBTE],
logrotate MEEE XN /etc/logrotate.conf, EMAEXEHNARSGREEFTE

Fr (5190 apache2) ¥HEHBSMEEXHRTE /etc/logrotate.d/ BRF. /etc/
logrotate.d/ RAEE®T /etc/logrotate.conf BEM,

3.1 : /etc/logrotate.conf BYR{F

# see "man logrotate" for details
# rotate log files weekly
weekly

# keep 4 weeks worth of backlogs
rotate 4

# create new (empty) log files after rotating old ones

Create

# use date as a suffix of the rotated file
dateext

# uncomment this if you want your log files compressed

#compress

# comment these to switch compression to use gzip or another
# compression scheme
compresscmd /usr/bin/bzip2

uncompresscmd /usr/bin/bunzip2

# RPM packages drop log rotation information into this directory
include /etc/logrotate.d
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O == BERTR
create EIME X /etc/permissions* FRFHEEXEMEXFFAIEN, WNREE
XSG E, BRARASEIRAR

3.4 {EMH logwatch IS HEXH

logwatch 2— " aIBEEX BB AN BEGEMEZ,. EAUSMRZBRSE. RENEERES,
HUBMSZENARERXLEEE, EFH logwatch, %% logwatch &,

A[7Ea 1T LER logwatch REMTNSIRS, F@E cron REHCIEEEX KRS, REA
ERELVE. FREIXY, BTG LIXEIETRMUL, @F cron BEIERIRSERN, &
— MR E Ao

Eap<1T L, FATLAEA logwatch EstxH- MRS ESEEERNRS, UNEEEERFH
EE:

# Detailed report on all kernel messages from yesterday

logwatch --service kernel --detail High --range Yesterday --print

# Low detail report on all sshd events recorded (incl. archived logs)

logwatch --service sshd --detail Low --range All --archives --print

# Mail a report on all smartd messages from May 5th to May 7th to root@localhost
logwatch --service smartd --range 'between 5/5/2005 and 5/7/2005' \
--mailto root@localhost --print

- -range EMANEELLIRE SR — BXAT, 155N logwatch --range help., FERUT
IR TR B IRS TR

> 1ls /usr/share/logwatch/default.conf/services/ | sed 's/\.conf//g'

logwatch MRTEENXZERS. EBERINCEERUHERK. FIALREXHAT /usr/
share/logwatch/default.conf/ . YIZMERXEXH, AAT—REFHNEBRE
B5Elle MEBEEXEERN /etc/logwatch/conf/ (BIERLUERBINEE X HIERIE
1)) o BXRUMFBEEX logwatch BVIFHHIE(EIER, ESM /usr/share/doc/packages/
logwatch/HOWTO-Customize-LogWatch, fFTELLFECE X4 :

64 f# logwatch MM BEXXH SLES 15 SP5



logwatch.conf

FEREXH. RIAMREHFEAEETR, AIEaSITESEMECERTL

ignore.conf

id7EE logwatch N2/ ZBEIFIETT,

services/*.conf

ZiRSEREE T HANEERIRSHETIRSHECEX .

logfiles/*.conf
BRI TENIRSHML B S HHSE.

3.5 AN root BCEMMFIEA

RYFFIPIER. cron Rk, systemd itASSSFIE N FIER Al LI BB HIGE RIXLB RS
B root BF. BMNBERT, SMNEFPKFPEE— 4B, TERESWEIE XITHMEFD
EH,

XEHH AR AT ERAAEE R REMEMNNRZ 2EXIRENEG. ENFKREIEXXLE
ERFFEYIER], SRZVENEX LRI R EIE N ERN T RZi2B iR

i##23.1: A root AFEEHBHELR
N root ARPEAEME, BHRITUTIR:

1. ¥% yast2-mail ®4a:
# zypper in yast2-mail
2. ZITRER YaST Hp4FCE
# yast mail
3. IEEOKAMENERELE, ARBE T —I%#%ER,

4, MNP RERFIRS SRR, RIBRBEES (HI0IE, BPVBIMGRFISENE TLS &, LABS
BEWELEREMBBRRBRRS IR, BEH T —IH4E
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5. WANER root FF BYBRHEE % 2RV EE F R tutt, AR TeABCE,

O == FTEETTRE SMTP &
TEBRESZIIIZ SMTP &, TMZAHIHEIE 7T LHR4hdk,

6. AE—HERF LU R B ERR K

> mail root
subject: test
test

7. £/ mailq L REBEERENIXERF. WRMT, MEATINZANZT. ZHHNIZE
FRERECE R T RER IR

RIERERNITTENBNZZRIIRAZHEMBIAL, TR RNERYEFERH R
o EREEE—TAIRATE FHRFIK P UL B N R R FRIBR o

o ERTHFIBMRXAGIHRINARFERHIKS (BIRZEERFFIR) PUEREFRRSHIHE
o

o AN RGRIEIRITATE FHRAIKF

EERMIEIINERXAEFHEKS, X—REXEE, NTEUERTEHRINIEES
, BERLETVENES. BNAREFEENNAEEXES.

3.6 KAZHBRRAEPLARFGHTARS

AR ARG HEHIENS I RARAIINE LR ORSHTRS R, Xt¥, EERERIUAK
THEFRE N ENEM, HPERIIEGE T RENKREERERARASUBERERD,

RERORSZHERSFBMIIEHR MBI EN. BREEFOASKRSE, AREKERF K
M TIZi2 A EIE R
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3.6.1 KEFLRAHERS2:
i3%2 3.2 . & rsyslog ARS8

ZREPOLRABERSSS, BFRITUTIE:
1. JREEEEXH /etc/rsyslog.d/remote.conf,

2. BUHEERRECE R UDP Syslog Server B¢ TCP Syslog Server o HRIULT
7o 7 rsyslogd #&7% IP #iiEAIEH O,
TCP R~ f51:
$ModLoad imtcp.so

$UDPServerAddress IP@
$InputTCPServerRun PORT @

UDP =1

$ModLoad imudp.so
$UDPServerAddress IP@
$UDPServerRun PORT @

@ ZIN0ARY rsyslogd $ZORY IP bk, WIRAFIEEMUE, FRREFRBSRIAFIEZO,
® ZENIARY rsyslogd wMo AT 1024 B9 NIHO. FAIMEN 514,

© ==: TCP 5 UDP 1B
TERLE, RAGAEEER UDP GBI NEZRERBTHR. XMER AT
FHERLD, BRAFEMERE. EHERENERT, BEERAREEER.
TCP hiXERISE, HEILNZLkEREMAZ UDP,

Q) ;i&: ¥ uDPServerAddress BB TCP

TCP ;~f5IFhEY $UDPServerAddress BEESHHEEHEIR. REERZRFES
UDP, {EE[RBYAF TCP #1 UDP,

3. REFEXMF.
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4, EF5) rsyslog RS

> sudo systemctl restart rsyslog.service

5. ERAERITHENARO. X5 TCP EEEEMAM firewalld, BEHKO 514 £z

,—

17!

sudo firewall-cmd --add-port 514/tcp --permanent
sudo firewall-cmd --reload

Vv

\"

0, BEEREFORARASTRSE. BETHK, BEEFFHUHITIZEATIER,

3.6.2 REFEFImITEA

318 3.3 : EEE—> RSYSLOG LA FiZZAEIZR
EREBITENUEBSZRIERIPORFATRSSE, BRITUTHE:

1. {RIEECEF /etc/rsyslog.d/remote.conf,

2. BUHERBRMENAYT (TCPZ{ UDP) , #3% remote-host Bt NEE 3.6.1 7T “EEH
DRZHERS2E” FIgBENHROERSH SRS SR,
TCP =:f51:

# Remote Logging using TCP for reliable delivery
# remote host is: name/ip:port, e.g. 192.168.0.1:514, port optional

*,* @@remote-host
UDP ffll:

# Remote Logging using UDP
# remote host is: name/ip:port, e.g. 192.168.0.1:514, port optional

* * @remote-host

3. RIFEX M

4, EBE5) rsyslog ARSS:

> sudo systemctl restart rsyslog.service
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5. REARZGHER RS A IEREHT:

> logger "hello world"

FORFZHERS 2 LMENSHIMAEEE hello world,

IEI.:T_ EEEE_/\%éﬁ LX’H H lL.\lZE*E?EiE%:EtIJ q:’t:\z%éﬁ H IL\HEQ%O %I_R-“-‘_l;-k_iilaiﬂ E T
HFFERAEES LIATTE,

363 EZER

HEAGEREEMNE, BOERATEENREMLE, BIGENER TLS ME, EXFE—
IERERZR,

FEESR, RETEENHNMAEESNLAESRSEROLORABERSE LHER. FEER
IR ENROE BSR4, HERERLFIRERDE

BXMNE. DEMEMESRETAFMESR, BER https://www.rsyslog.com/doc/master/
index.html#manual 2 £AY RSyslog 314,

3.7 £ logger BIERFZHEIN

logger RATERALAHEFCNEZATIHN IR, BRMET rsyslogd R4 HEERBIINT R
O, flgn, TE—1THSSTE /var/log/messages FEIZEEAET MNRKETASE
IBERTHR) BHEHES:

> logger -t Test "This message comes from $USER"

RIESFARPNENSR, ASEESWT—17:

Sep 28 13:09:31 venus Test: This message comes from tux
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4 SystemTap — LB DT RGFEE

SystemTap 1R#fFr <ITREMMAIE S B FAREEIEITH Linux &% (IFHIRAZR) B9E
ofle SystemTap Bz ELA SystemTap HIZIESRER, MEEHmIEN C AIBARAZERHBENE
Atz PRI ARE. TIRANCEEWE, MUEXEZaY%aen] e ThaeR @ T2
#f, SystemTap RIS EEMT netstat. ps. top #1 iostat FTEMHEH., ER
ERRENERIRME T B LR 2L,

4.1 EEZERR

FHEI151T SystemTap fIAES, #=Bah— SystemTap &if. AVFEITIZHAZ ],

BEH PRI MR AR, ZRAREREZNRAZIERF TS, MRUFIHITEIZ
AHBSEERARGAGLEENR (BlN, FRNRFB[HAZRE. EREIEZA

&) , SystemTap AREXREIFZMA, ©FEM SystemTap %&7F (~/ . systemtap) R7EHEDN
*.c # *.ko iR,

Y tap SERIETTRY, FEIHER, BXRA, MEE 42T “LEMZE" PRSIRETTH
MR,

4,1.1 SystemTap iz

SystemTap BYAEETF SystemTap BI7s (*.stp). XLEHIASELN SystemTap BEURERR
EER, URKREEEEERITHIIURE. HAZUEMT AWK F C #Y SystemTap fiiZ5iE
SHREN. BXESENX, EBM https://sourceware.org/systemtap/langref/ 2, http://
www.sourceware.org/systemtap/examples/ 2 iRt T KE2HRRAIRIZS,

SystemTap HIAE EHEAMEEME events HAHEE M handlers, & SystemTap i&17
A, ESBMRENSES. REENEMHH, Linux AZSBREBERERERNFHIRET, R
44, Fit, EHFEYETETHEEFRNMASR, GMIEREFTLUIERIEENEIE, HUEE
175 I 2 E#IR,

SystemTap BENERALVE/MEIE (B, FRTEHE, URXLERBFXEEA) Mz
gy OR. &M. BIFf. X¥) . CEERERANS (95AER) , BEFAFEIFHANE
B (R EEHOERDR) .
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B X SystemTap HIAREEBZIFMESR, BEWNE 437 “HAELE , UK
systemtap-docs B4 FIZHR stapprobes ] stapfuncs FHTI,

4.1.2 Tapset

Tapset B AJTE SystemTap AR ERANTULHES VIR NMREZE, SRAPEBETED
SystemTap BIZ<ES, SystemTap S1R3E tapset FEH B IZMIARIRNEEF N IERER, A

[&, SystemTap SAEHMEMNAVIRNFIREL, AEBEHEAEIRNC 5 SystemTapH%ﬂZiKZIS%
KM, tapset FEEAXHY EBE *.stpo

B2, 5 SystemTap BIARERIZ, tapset RAIEZENTT. EI MM T rIHEMIZALRRENE
XHE, Elt, tapset ER—TMERE, EEHERFEXSZHMELL. Tapset NAFAIEER
BEANSHEENRBIRMINZ, THRIERN?I2EBELISESENRZERER (FERZRAT
=) BB

4.1.3 mp<HEFN

5 SystemTap XEXHFEfH<SEIE stap A staprun, ERITXLESRS, EFEEHE root
151N, HEMME stapdev 5 stapusr ARG,

)

stap
SystemTap il B1T SystemTap IS GBI XHHITERAN) o LSRR
84 C RS, HRBEMNAZIERERTIETEEITH Linux WIZH. REHRITIERNEAESR
FRER IR MR ER

staprun
SystemTap fGif. FEHMEZE SystemTap FilHE K RIZER,

MEENHLHEMSIR, BFEA --help, BX4T, 152N stap # staprun F0T,
AT BB PN TFILAF B ER SystemTap WEHNMAEEF root HIAINIR, BEEAUT
SystemTap A2 —, SUSE Linux Enterprise Server EEARIRHIXLELE, BIETTLIRIEAS,
HAERMUECRIARINPR, F5h, MREMNIFBEARFFEXMEZLEM, Er]A% staprun &
LHIRPR,
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stapdev
LAEBIRE B3PI LAERE stap i&1T SystemTap fiild<, =X staprun 51T SystemTap T
BiER, AFETHH stap TREEHARFARNZERFIGEEHEIANZ, AL
RBBEERH root AR,

stapusr
tbBRIRL 53 REEEA staprun i&1T SystemTap TEER, Itbh, f1REEEE /1ib/
modules/KERNEL VERSION/systemtap/ iZfTXLEARIR, LB FRHUIAE root
B, B root AFE N

4.1.4 BEXHNBER
WUFFIRIRMT SystemTap EEXAAE REVBA,

/lib/modules/KERNEL VERSION/systemtap/
1R7% SystemTap TEEIR,

/usr/share/systemtap/tapset/
RIFATER tapset o

/usr/share/doc/packages/systemtap/examples
FREBTFEMHBEHNZ AN RE SystemTap filzds, (RLBERE systemtap-docs R
BB A

~/ .systemtap/cache
421719 SystemTap XEHEIER o

/tmp/stap*
SystemTap X#HHIGRETER, S&8BHiRE C BENRZNR.

4.2 ZEINLEE

BT SystemTap FERAZBXRER, DRRE—LTIMINIZERRAEE. W TEERER
SystemTap MW ETNZ, FERETE—HRHE, XARHENIZSRZRAEFNE
(FETEEERPLL * $57R) T2E.
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O == a2EREENRGaniEEE
MRIERRFITIR T BEAEH, {E8] LT SUSE Linux Enterprise Server 15 SP5 f8<HY
*-Debuginfo-Updates BX#LEEEFEH IE “debuginfo” 4E, EA YaST B
RZEFE,

I FEH SystemTap IRE, BREUTHRHEE (R YaST 3¢ zypper) o
* systemtap
e systemtap-server
* systemtap-docs (FJi%)
e kernel-*-base
e kernel-*-debuginfo
e kernel-*-devel
e kernel-source-*
® gcc

EiFRFMITABETEZMHBE NG BRA SystemTap BIAE S, BEINRE systemtap-
docs 48,

ERNTEREETEN LERTETHERGEUREE EAER SystemTap, B root 515
PITUA T2,

# stap -v -e 'probe vfs.read {printf("read performed\n"); exit()}'

e B EIT— M IAFRERL, RIENEFEANNZ. MREHEMNFUTRE, U
7% SystemTap B IHEREH IR :

Pass @ : parsed user script and 59 library script(s) in 80usr/0sys/21l4real ms.

Pass @®: analyzed script: 1 probe(s), 11 function(s), 2 embed(s), 1 global(s) in
140usr/20sys/412real ms.

Pass @®: translated to C into

"/tmp/stapDwEk76/stap 1856e2lealc246da85ad8c66b4338349 4970.c" in 160usr/0sys/408real ms.
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Pass @ : compiled C into "stap 1856e2lealc246da85ad8c66b4338349 4970.ko" in
2030usr/360sys/10182real ms.

Pass @ : starting run.

read performed

Pass @: run completed in 1@usr/20sys/257real ms.

O RIBEMFIA tapset B9 /usr/share/systemtap/tapset/ HHIIE tapset FEHEH]
7, Tapset EHMIAARINE, FEHEEAIE SystemTap BIAHFERANTALRES BRI
FNER R,

MEMANEMEBER .

RRIAER A Co IBITARS C miFs UBTHIZARCIZEAZIRIR, £ C A (*.c) MKW
IZIEIR (* . ko ) ERTEAETE SystemTap 7% ~/ .systemtap A,

0 TEHAPEIEZIIAZRKEHRAHBHARERN (FEHMLERER) . RINEHE

REINSH RS (VFS) 3EURE. AT ZEHETAAER L%, AbiTT EReL
2R (FIEXZE read performed) , HFEEBXHATIZERFLIE GREMEAIEE

%) o
O %Ik SystemTap RiEfE, ERRRNUHAHHAZRIR,
NRTEMHEA B H I TAEMERES, FRER L RIE KR OPLERGanRT, HiBR
ERREXERGE, HI, JEREERS|ISHRHENAINZ,

® o
B

4.3 BZAEE
SystemTap FIAE & LTI NMAM S5

SystemTap Hff (FM=R)
AEHRITHXEKAIERR ENAZESGRE, SHNRAIEEEFANTREFENRE. It
BERBIRR, BB LLERIE,

SystemTap 2 IRF2F (IFMEF)
BATFEESYAEREEHNERITIRENHAES IBORY, BFEEMNEHIFERE
B, REEMIIANTTE, HIIBER.

B REHANMEIRFSI A probe , SystemTap HE4HHFFA probe points. RMAYLE
BEFWHFRA probe body,
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ERILATE SystemTap RIAREESMAEBASMIFINACER: £8 #. /* */ 2 // (EAIR
8o

4.3.1 MR
—* SystemTap BRI LB E Z MR, DIRBUTERIAETIRN:

probe EVENT {STATEMENTS}

FMRUE— T NEEGR, EARGIIETE { } B, HESBHHEISHHRITRIE
o
5l 4.1 : & SYSTEMTAP iizs

UTFRBIER T — &8 SystemTap Bz,

probe@ begin®

{©®
printf@ ("hello world\n")@®

exit ()@
}0

BMFFIE,

=1+ begin (SystemTap &IEH) -

WIBFRFTE X FFE, LA { f6T.

WIBRRFHEXHE—P R printf KK

printf R¥FIBHFRER, FEBITHR /no

WIFERFPREXBIE TR exit() KR BER, SystemTap HIAKF—Hz
TTEIHAT exit() EEALL, MREVEIRFEEMARNRNIT, ER art-c¢ F

ahfF Lk,

Q0 NIEEFTENLER, U} 8T

1 begin @ (SystemTap RiEFIR) A THEE { } PHRIERER. TEAFIP, Z
WIBFIZRRE printf RE @, EXRGIH, ZEEFIE hello world FIERITR @ o

SAFERIAIR L,

©@ ® 6 ©6 0 ©
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NREEFEAREESNER, SystemTap FIRINFHITXLE — EXEFESNER
ZIERENFHR DR L LS. B URE—MEARBRERS —MEDRFP, —RIER
T, SystemTap MIAFREVEGIRERBIEZNIENXS C RIZES PERRIER,

4.3.2 SystemTap B (HN=)
SystemTap X Z1TREEH.

—REFEEZEFRASF. XAREMHRMTE D MAERIE D AJUEREMT R
BEER, BIFFRIEFAFEESMIERBIRATESHL. AREBIAIUEE * FRHFL
T REHMITENRTN S IMERNSEERI— ? 76, WsRERTERN, NREX
AR, BAR|HER. 3E, JUERIKREEMI— | FF, MIETREIRERN, [
B & LUK B B Ko

SystemTap XFHFEFMRNEZSINEMH — FUES (, ) PREXEFEH. IRFE—TRIFEET
ZNEH, SREFFIEESMHE, SystemTap FHITRIERER,
—RRmE, FHARTHLUTE:

o EFEMH: HE—HETEAZRKEPNREMERITIESH LAY, EAEMEBEMHRHET —
NERA (Bthit) , MARETLERISE SIMEEEE,
BISEHMRGIEIE vis.FILE OPERATION : EEMXHEZRS: (VFS) 1Y
FILE OPERATION HM4I, a0, T F 42T “LEMNEE" ™, read 2BF VFS
B FILE OPERATION 4,

o BT EH FEABPNISTEIESHABEXEK, WRNRARYEFEETEITELEE. 1T8T28
S,
STEHMREIERE: begin (SystemTap £I1EFIR) — i&1T SystemTap filzs
BY; end (SystemTap RiF4ER) FitETsEM, ITINRSFHIEEETHANITHNIER
R, f5la0 example timer.s(SECONDS) 3% timer.ms(MILLISECONDS) .
S5HMKEERNRN—EERN, HINRE4LEYEEHER, TRILEEEE—
EZB B AR 1K,

4.2 . &R EEFFED

fFign, UATFRNERE 4 #5IEXE “hello world”

probe timer.s(4)
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printf("hello world\n")
}

BEXZEHNEGMNIFMAEE, F2N stapprobes FAMTI, ZFMEAM See Also BHEEES
THMFMIIAEEE, HPIHeTREFRAAMAGZIFEN,

4.3.3 SystemTap RIBREF (FRNEK)

1 SystemTap EHMH—TWNHLERR, ZAEERFENZEHEXH, B85—MNEF
o

43.3.1 XKL

NREFEAZMRNPERERNBEOE, HEXEEARE— P NREP, USEESF
Fo BEHEBHXEF function FEBMEXH, REESTERENFTHRAHKFTSE (U
BEIRRIEE) , TREIENFREBIEHF.

function FUNCTION NAME (ARGUMENTS) {STATEMENTS}

probe EVENT {FUNCTION NAME(ARGUMENTS)}

4T EVENT BYRMIET, 354047 FUNCTION NAME HRE9iEAl, ARGUMENTS ZfENREHIALIE
=B

BIERAPRERMEEN K. RHAILIEZEER

B 4.1 “EE SystemTap fHlA” RENBT —MEEFTEAEIMRE: printf KL, BT
EHRAMNEIRE, £8 printf R, GEUERRIFHTRIEEETESHNAR. B
FRE|IEES ISP, JUEEH—PIRABBERT U % FREIN)
EEAPLERFRBIVRTENSHTIR, BAFRBAUEE S MENIRAT — A
R S5BEMNNSHELEE, AIERESHRE NS,

f514.3 : HRIVHEATTEY printf HEX

printf ("@%s® (%5d@® ) open\n@ ", execname(), pid())

Q@ RBINFMFHAIFL, B " BT
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F ARV AT,
BB,
BAFHFHIKRE, U " BT

© ® 0

ERRAILFRFEREATIZHFRIHITXHER (execname() ), HUBH (FEEHESH)
RFNE#HIZ ID (pid() )o AfF, KRFIE— T, 817 open M—NMEITRF, WTFR:

[...]
vmware-questd(2206) open
held(2360) open

loaal

BRY (4.3 “SigTU AR print f sRET AERBFNEREL (execname() # pid())

PAGh, EeIEEHMEFREAIE printf S5
B & FIRY SystemTap R0 T
tid()

HFIL%IEN 1D,

pid()

HFILIZEIHEE IDo
uid()

LRIAFR 1D,

cpu()
Y87 CPU &S,

exechame()
HATHIZRIZ R,

gettimeofday_s()
B Unix2dsc (1970F 1 B 1 H) E&3mFE.

ctime()
R RIE R N F T B,

pp()
TR HalE R BRI S BV F R/ &R
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thread_indent()

RATFARARAVIEERNERREE. ©5 (EAR) FEESNEIE (tid() ) WEHITHES,
BZREER—1S, EHEE, ATiEnERLAENEH TSP RmsEERZ 0N
T ERREI—NFRE, HPEE—LZRIREHIE, UNBENN EHTIEEH, &[E
RUZREIREIIERT R (BB AEE LRIV ED)  HIZRIRMLEIE ID K5, XEE
ERILGRANER THERER. ERA 7 XLERE, UREET ZKE,
HRAOMEOBREFAREILESE (FWERAZLER) . EF—MEABAOKEEOZ
i8], BEASIETHEMEARAOMEO, St EEENTNOS5ER SO
HITRE, AAEsESAELE—TMREGARALON T — P REERY EH,

BXZHH SystemTap REHIFHAEE, 1HEN stapfuncs FHTI

4.3.3.2 EMERE

BRERIZLSN, EETILATE SystemTap RMEREFHEREME EE, SFTE. FHiEF (HW
if/else. while fEF. for &) . ARG SITEE

43.3.2.1 TE

AEHEAFNERUEEXTE, EEXTE, RFEEE— I, HBEIRHFREANE
MEE:

foo = gettimeofday( )

ARERUEREAXPERZTE, SystemTap IRIBLERIMREZEE! B ohiEdT S MRIRTTRIZE
B (FREINT) . AR —EHEHERENEIR. ELRTRAF, foo BEMDENEK
¥, A@Ed printf() ALESERABIHRIVIRAATT (%d) #1THIE,

BERINERT, ZEMATERENRNNAN: FTFeRERNIERERN, M. E€RH
REXLETE, BERMRNZEHZEE, BEHNATHEIEMNEREERIZETE, A
Ite, BEHRMAISMERFER global XiEF:

fl4.4: FHERTE

global count jiffies, count ms
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probe timer.jiffies(100) { count jiffies ++ }
probe timer.ms(100) { count ms ++ }

probe timer.ms(12345)
{

hz=(1000*count jiffies) / count ms

printf ("jiffies:ms ratio %d:%d => CONFIG HZ=%d\n",
count jiffies, count ms, hz)

exit ()

}

LR B AR R F A EE R ER A G FH TN T BT B 28R ITE A&
CONFIG_HZ &E., (HERIE—RAFITIIZPEEIFSLEE,. ERE— 3T 8] 8]
fREEfir, FEAHERFENEBUATFERGT SN FhmR=ER) . 88 global &4,
ERIATERN timer.ms (12345) AREHAZTE count jiffies # count ms. EE

++ B, TEEF=M 1o

4.3.3.2.2 %EHiEG
BILA7E SystemTap MBI ERALHEMHIEM, TEEREANKEES:

if/else iE6)
XEEMFERAUTRARIA:

if (CONDITION) @ STATEMENT1@®
else @ STATEMENT2 ©

if BORBREREASTHITHR. IRFHREN @ FAZE, WRITE—ED
0. MRFHRANANZE, WRITEZMED @, else 78 (O 1 @) FFEN. @
M @ WrILIZEAIR,

While fEIF
XEEMFERUTRIARIA:

while (CONDITION) @ STATEMENT @

RE condition FAF, MHITIED @. @ LAILIREAR. EOMNERENME,

Ltk condition R NE,

81 SystemTap 2 Bf2F (RMER) SLES 15 SP5



For fi&IF
XEEARZ while BIFRRES T, FRUTHEARE:

for (INITIALIZATION@ ; CONDITIONAL® ; INCREMENT@® ) statement

O TEENREINATYRUEINERKIITEE, EFARRTRIFZAHIIT. BIFHRT
RS R G @ Nfalses (EBNMEFERNAREERTER) . © PHEEN
TENATEEET IR EESMERERNKERIT.

FHEEN
A EFHEARERAUTZERN!

==: &F
1=: RETF
>=: KTHT

<= N\FFTF

4.4 GIENZS

MRIEBELE systemtap-docs 48, AILIE /usr/share/doc/packages/
systemtap/examples H#kEIJL BRI/ SystemTap RIS,

ETRIFANB—MELHEREHRFIEZA: /usr/share/doc/packages/systemtap/

examples/network/tcp connections.stp,
f514.5 : {EMH tcp connections.stp MHMENE TCP iEiE

#! /usr/bin/env stap

probe begin {
printf("%6s %16s %6s %6s %16s\n",
"vip", "Cmp", "PID", "PORT", "IP SOURCE")

probe kernel.function("tcp accept").return?,
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kernel.function("inet csk accept").return? {
sock = $return
if (sock !'= 0)
printf("%6d %16s %6d %6d %16s\n", uid(), execname(), pid(),
inet _get local port(sock), inet get ip source(sock))

Itt SystemTap BIZESHR(E NRY TCP 3%E#%, HEEBEKEHRRIRERNA AR ERINRK 505
Ko ERBRHBENERZHNSMHEN TCPEZNUTMER:

o FAID(UID)

[ ]
-
¥

ZIERZRE <L (CMD)
o en¥HIHFZID (PID)
o ERZMFERMIRO (PORT)
o TCP ZE3ZRISRIR IP 3k (IP SOURCE)
BBITIZHA, BHT
stap /usr/share/doc/packages/systemtap/examples/network/tcp connections.stp

HERRFS LAVRHIRIE, BEFMELMZE, #R art-c,

4.5 RARP=ZEER

REEEIXAF=EINAERF (40 DTrace AIHITAVRIERRFE) , SUSE Linux Enterprise
Server 15 SP5 Z##+# A SystemTap #HITAFZTEHRN: sIEEFAAFTENAERFPEAE
EXBTM=. ALk, SystemTap AILLIEER A= EFAF T EHRNRELEDNRAERTT .
EIRENFTER utrace EREZEFIF] uprobes RIZIEIRFITHFR TIENRM, BRTE 4.2 7 "Ll
ET PERYIRNIRGasS, ERELE kernel-trace W,

utrace LHE—ATFEFHIBFTEMESHESR, ERETIIHSMIRR ‘512 £HNE
O, ZBEOFEARTEHRNZERT, 5| ZERIMIEEHNERERE, AREZIEIEE
IREEAI%E, HTFERASMAAZFN “Re” MEAHN, FAEFSRHIAERANER
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Er L ITE MR, ATLUEE utrace IEAIEMEMS, Hl0, #ANFBREARSFIAA. fork().
FHEAESAXES, %, https://sourceware.org/systemtap/wiki/utrace 2 HIRETHX
utrace B ZRHINE Z4 T,

SystemTap ZHHRIMFEN A Za#HIZP R MEIRE]L AP =EARE AR RITIE XAk
8, UAEMAF#EESEMN,

EWEHFNBETHRZE S IRMFTER utrace 21, BEARAUTHS:

> sudo grep CONFIG UTRACE /boot/config- uname -r°

BEXBARPTEIRNMNEZAT, ES8 0 https://sourceware.org/systemtap/
SystemTap_Beginners_Guide/userspace-probing.htmla,

46 EEZER
EEURE T BIFEHY SystemTap #EiR, HX SystemTap BIFEER, 158F LI THEE:

https://sourceware.org/systemtap/ <
SystemTap B E M

https://sourceware.org/systemtap/wiki/ #
EHETHX SystemTap WAEEAER, MFHANARNARZARNXE, FiFEUkS
Hith THERLLIR, SERELREMET. ZIMEEE SystemTap &S, REIMFERAZE
B, H5HTHX SystemTap HRIEFHTFIIE,

https://sourceware.org/systemtap/documentation.html .~
12{ PDF #1 HTML #8089 SystemTap Tutorial. SystemTap Beginner's Guide. Tapset
Developer's Guide #1 SystemTap Language Reference, BINEFIH T HEXBIFM T,

EIERI ATEFRRE RS /usr/share/doc/packages/systemtap T#Z SystemTap
BSBEM SystemTap #HF2, example FERHIRM T /Rl SystemTap 7,
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5 RIRN

MIZIRNZE A FULE Linux RIZIAIRE BRI EEN—4HT R, FEAARNRAAKEERERE
FRAXLETERBRAZKEIRASA R ARG, JUFERIRSHEIERFRARS, UK
Et8E,

TR XERMENIMERRZGIE, HiEETEGPIEENMRERRAANMIEER. WIZRN
NEBRBETT, ERUPHTENRG, ELEEENERNEZHESISRESR,
EFEANERN, BEFERSHRIUTENRZIRIR, HFIRREIE init § exit Ko init
BKE (180 register kprobe()) BLEM—IIHZ MR, M exit REETEUE XL
W, SEMEREEN T EEIRMENT AL, URESFPRNIEERART N LEER, B—
RMEFMEBCEEM—RIRW, JLUERMEXE register <PROBE TYPE>probes() 3%
unregister <PROBE TYPE>probes() E#%,

BEERA printk AZHIEBREERXNRSER. printk B— 1 AZ=iE, HETFHF
=8l printf Bl#E. BX printk BIFAREER, ES M Logging kernel messages (https://
www.win.tue.nl/~aeb/linux/lk/lk-2.html#ss2.8) 7, IEEEBRT, ErILUETRE systemd
BEMEE (B8 (E1EER) ,$£21E “journalctl: & systemd BE” ) BEX
LEHS. BXEEXHINFAEER, BENE3E "ZoUHEXH

5.1 ZHFIRRLEH
ST R AR L5 & SRR
* x 86
* AMD64/Intel 64
e Arm

* POWER
BITE FHAZR LS L 50 7) SEREPAZ IR
© 1A64 (RZFFXEL slotl EAKM)

* sparc64 ([HREHEREHRN)
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5.2 MWtziHNAYEE

B=MRZIFN: Kprobe. Jprobe # Kretprobe, Kretprobe BBSFRER[EIFN, &A] LA
2 Linux RIZH B = MERFNERHEERFl,. I8EFBR /usr/src/linux/samples/
kprobes/ (¥4 kernel-source) .

5.2.1 Kprobe

Kprobe BIF{ANE] Linux RIZFRRVEMIIES. EM Kprobe [&, EREAMMRIMESHNE—ITFT
REBEN—T R B ESFarPIbiTRbE, FREFLESEEM, AJSH Kprobe 1ZE /AR,
BARIT—IMEILERER, AERRITARRINES, &ERIT-1TELEER. ME, ZHIR
R iR R fEEmAYE <.

5.2.2 Jprobe

Jprobe Zi@id Kprobe HEISEHER, ERFEAZIREBMINOS, AFEZIHREERNAIERE
W&, HAERREFHIENSEIRSREESTSFIRNEREER. B4R Jprobe, 5
jprobe return() K%k

FREA jprobe f&, RFREFAIEREM, HEIESEHEBER jprobe MIBEFFIFR. 2

&, EEUSERLSMERNRKHFAEHERFMATHLIERER. &G, ZAEBERERER
jprobe _return() ERE, FHRIZHIRRTICILEIEHIRE,

—MRIERT, ERUE—TREFEAZS MR, B=Z, Jprobe (NFRETERER—1EH,

5.2.3 R[EERN

IR[EFRNE 28T Kprobe SEHER. A register kretprobe() REE, £¥—1
kprobe HIMNEIFFIRMEEIND, ahRNE, RIZRMANGNS REFPTERNER AR B,
HRABAREXNREVIERR, Ra, EHREERLSFTIRNBIE L

£IAH register kretprobe() Z&l, FEIZKE— maxactive ¥, BFIEErIUE
BRI Z DA RERSE ), NRIGEEX), BT ELERM,

86 NI B9 2R SLES 15 SP5



5.3 Kprobe API

Kprobe M4wi21% [ A T EMAMBCHEMFRE B A RSN R KB ER AN R A2 = B BRI 21 4H Ao
BRXERHEREASHNEFMAA, HENE557T "EZEE FHEER

register kprobe()
EEERIE FHEAN— M=, szl =BY, K5IEA pre_handler
post handler,

register jprobe()
RS E R PIEN— M =, IZMIE U PRERNIRER AV SE— MET Rt Pzl =
B, R THEENRIERRR, ZAIERRFISEHTIRSIREEE N SRR EHERE.

register kretprobe()
PNEENREIEN—MRER N, SFFERVREREER, FiaTEENLERRF. LK
HAEAINETIRE] 0, EXRMETREIS A SHITEIRRS

unregister kprobe(), unregister jprobe(), unregister kretprobe()
ERFEERERN, MRS E R FER A &R,

register kprobes(), register jprobes(), register kretprobes()
EIEERETIPIEANE DR,

unregister kprobes(), unregister jprobes(), unregister kretprobes()
EFREEMETIRRE MR,

disable kprobe(), disable jprobe(), disable kretprobe()

ENEREENHRN,

enable kprobe(), enable jprobe(), enable kretprobe()
HiYEAEZARN.

5.4 debugfs M@

ERFEY Linux A%, Kprobe TEFERAMWIZEY debugfs %O, tiEORISIHFFE E M
RERNH 2 BT A XEFRE R,
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54.1 H|HEEMBEIAIZIRN

/sys/kernel/debug/kprobes/list XH&HFIH T HeicEMBIFRERM,

saturn.example.com:~ # cat /sys/kernel/debug/kprobes/list
c015d71la k vfs read+0x0 [DISABLED]

c011a316 j do fork+0x0

cO03dedc5 r tcp v4 rcv+0x0

— 55 BN BRI AZP R, FF5SFEMEIRE: k RR kprobe, j &
7 jprobe, r RFRERM, F=FHEERNVNLTS. RWEMENEERZIR, FEAVFIETIE
BRINKEER. NRRMENZIFTEEREMME, LA [GONE] 172, SNRRNHE
BYZF, J§LL [DISABLED] #Ric,

542 =z=RER/FZRRZEN

/sys/kernel/debug/kprobes/enabled X#&RR—MHX, IBEFE2BEUNEGIEITH
XA BIEMBIAIZIRN, BEXFAXLERN, IFEFSITHRRAN

# echo "0" > /sys/kernel/debug/kprobes/enabled
(L root 813) . EBFRITHAXLRN, BEWAN
# echo "1" > /sys/kernel/debug/kprobes/enabled

IR, XASERIRNBRES. MREMRNRENZA, ERNG—FZ0TZE, ZEN
A=BniiE, MefRF [DISABLED] KE.

55 BEZER

BXAZENFARES, BEEUTERR:
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e /usr/src/linux/Documentation/trace/kprobes.txt (Z4& kernel-
source) FIRHETEXARRNINGEES, XEEFEEESMURANE,

e /usr/src/linux/samples/kprobes/ BR @k kernel-source) HigHT
FRE =MLERRVRM (LAKAEX Makefile) BYR,

e 7£ The Linux Kernel Module Programming Guide (https://tldp.org/LDP/lkmpg/2.6/
html/lkmpg.html) 2 AR EIE X Linux RIZERF printk RAZGIIEESRNE R
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6 fEA Perf #{TETHE(TRYERE AL

Perf 2 — 1T ATF ARG IEE 4R MR TT (PMU) BURIERMETRRGEMH (Flaioiss
i®) WRE, EXFRICCERVEM. REREN G KVM EIXME Guest 131,
A LATERE REFEEMBIES. flil, REESEXIEEHIES, HLERITHNE

=8,
Perf HFER 2 £ERY -
o E/LE Linux RIZRIKEE, fAREEGELHIES,
o perf BRPTEIEARERF, FLEFERRZAIEHEEME D TUIREREEE,

6.1 ETHEHFHImN

TR RAERE T BEWERXNAREFHRAHIITRRANER, ATBIETFRENA
EM CPU S HIREUX (S R Perf SER T XXMM T
TEMANIERM S MEEEMETT (PMU), PMU BOIZITAITIEESYFER CPU MBX, fid, &
FERYE. FERITHSEMINEERYE CPU LA MR

817 PMU IREGE—HFFE . MaEEMAE (PMC) MM IEE (PMD), XK NEFEE
TR, ERAEPMC BAER, XEFFRATEEEERESMEE,

6.2 RAFHMITE
Perf S5 SRR
o G SR BRERAL,

o BFEMIREF: —MAKCHRUINHEAN: S83XENSAMRINENREN, M
ER—MFEA

o BEFBIEIAIREE: —MAKBIINITHREN: BEXRIIRIERESR,

o BEFESHRE (IXRAMD64) : MERRIZIZATEEEIREINAES, HIXLER
LEMBERE. XFEAURIESEMES, AEEMERWHREREXEERNIES,

20 BT SLES 15 SP5



6.3 &% Perf

Perf AR EREERINAZT. BEEAAFATRILARER, BRERHE perf.

6.4 Perf F55d

ATWELEER, perf TEHEEZ N FHT. ANHRTRERANGFS,
ELFMONEREEE—FanTHER), 15FH perf help SUBCOMMAND 2§ man
perf- SUBCOMMAND o

perf stat
Bi— 1R, HEIBZEFRHEERHNS IR, perf stat BFEMHITE

perf record
BER—MER, HOROSEHIESRIRE. RSN perf. data AR
BRH, perf record BFEHFF,

perf report
R TR%&HIER perf record SIENRS.

perf annotate
ETREXGURERITRIEIRUERD, NRLETEXGS, WiEsZ2rRAE.

perf list
FltH Perf RTLAEAE SRTAZAZER CPU IREMVSEHEE, PIHRER T ISSEHLE — f)
W, BXEEEMSEM, 15ER perf list hw,
perf_event_open BIFMIURH T REEHEHIEENE, a0, E&EIX branch-
misses EFAIPEAE, 151¥ZE BRANCH MISSES (FEEHBEESR)

> man perf event open | grep -A5 BRANCH MISSES

SMENAREMTE. FEE, NEEASEAHRMHIFRGEGEMHHR, e
Perf BZBIRIREIRI, XL RN T/ TRZFFIER £ RN EEE MESEIMAIREA
E S
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HE0, 1 Intel bIEBE E, cpu-cycles BEHNNTFEGHEH
UNHALTED CORE CYCLES. f7E AMD &b3E23 £, MIXR/ FREM4EM4

CPU CLK UNHALTED,

Perf B FNERETFEHNRIRENG. EEHRXLEEHMNAE, 5EF CPU #
R (Architecture Software Developer's Manual) (IKREWHEGEFAARF
i) o 32677 “EZEE" PIRMET AMD64/Intel 64 L IRRZHIAE K AL EERE

perf top
ETRRENRSRED,

perf trace
tanMITHS strace K. FERALLFHRLAIUEERRNERNAIZSOHIZAIT T LRSS
WA, UAZEREIHZWETHEES,

6.5 FITRERENEH
BUSTREE (B0 perf List SRNEH) HAERY, HEA:

# perf stat -e EVENT -a

BE—REG SMEENEMS, BYEXEFEHHES IR, fld, BSIt cpu-cycles M

instructions , F{EMH:

# perf stat -e cpu-cycles,instructions -a

BEIERIE, B ctrl-c

BRI UG RN B ER ESEE RN A ERRER:
# perf stat -e EVENT -a -- sleep TIME

I TINE B LU AT,

6.6 ERFETREMITHEMR

AEI M A NNITETHENLHEHRE:

92 GUHERENEMS SLES 15 SP5



o BOEMARNGSRIRE, BER:

# perf record COMMAND

AR EBERRMNHE, BREHZHERN, Perf RIEHEELE
o EREEITHRARNGTHAIEENRFNRS, FER:

# perf record -a COMMAND

ARIEERERBMNHEIE, BRHZHIZEN, Perf RIEHRFLE,
o ZRIEBIBITHHIZRIRE, BER:

# perf record -p PID

B PID BA#E ID, BELERIE, B arl-c,

WME, IFERUTHSEEREWREREIE (perf.data):

> perf report

ST A—NMIBERRE. BRIGHE, 5% 1 . BRE, B8, o,
NRE AT ERERRE, B Perf B9 GTK+ 5!

> perf report --gtk

BiFEE, GTK+ RERINIEERAER,

6 . 7 E % é I%\
AEURMH T ERMR. BXEFAER, FSELUTHE!

https://perf.wiki.kernel.org/index.php/Main_Page <
MEX0, KRR THEXER perf BIHIE,

http://www.brendangregg.com/perf.html
BETFLEIT perf AARHMIEESR

93

BEZER

SLES 15 SP5


https://perf.wiki.kernel.org/index.php/Main_Page
http://www.brendangregg.com/perf.html

http://web.eece.maine.edu/~vweaver/projects/perf_events/ 2
BEZIMABNIEEAT, TES Perf B9 Linux RIZRE R E APl #8%, B0, ke s
CPU &AM RMmIZIER.

https://www-ssl.intel.com/content/dam/www/public/us/en/documents/manuals/64-
ia-32-architectures-software-developer-vol-3b-part-2-manual.pdf 2

It Intel Architectures Software Developer's Manual, Volume 3B.

https://support.amd.com/TechDocs/24593.pdf #
Itk AMD Architecture Programmer's Manual, Volume 2.

ETE “OProfile — REEIM SR
BERRALET BEMMEREMR K.
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7 OProfile — &RSGSSEEIN S 128

OProfile RRFoISEF DTN DR, SR LIAEEITHRERNITAHEERER.
AUEEXERER, AMNPREATE-TRURIET.

TR EMRFEAHERZFERRIEA OProfile, EERTERNZAT, BE, &
AN ARERE, FEASFER/NFHE, BERURTIERHMRERE,

7.1 BB

OProfile B—1TAR&IXEHIERF UAR— BT REHRIERTIFEF M. ©ERITSAESE LA
SIRHAVRRHIEREITERE8. OProfile BEDMTPIENE, BIERZ. WIZIER, RiZPTGE
2. RaHEEMNEMNARER.

MV R S PR R M BT IEs IT O . IRIBFTARILESS, PIRESIRHITS I
2%, AUEAET NSRS MTRSHTHEEZ. SMITRSHE —MERBEREME,
)y, NEREARRIRERES.

EHITRAIED AR, BWEMBRER, FRFESHIUBREYE R D ERERZ M,

7.2 RERMEK

EFEF OProfile, 1AR% oprofile ¥, OProfile AI7E AMD64/Intel 64, IBM Z #l
POWER 4 #2288 EinfT,

NEERRHBXNBIEFLRE *-debuginfo RMEBEIFEEER, MREBEHHNIZ, ME
ZE debuginfo B,

7.3 TTHM OProfile SLHIEF

OProfile B & &M SEARER, ATREDITHERE DTSR, UTIRERLETREF
fERRIER .
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opannotate

WHHEHENRABRHIEFETIR (BETONER)  AIREHERIRES

addr2line &&H, LURBIAIBEFEERRINEXHMTT. BXEZELS, 155 man
addr2line.,
operf

otz TE, B, 2ELERE, BRIAEMETE CUR DIR/oprofile data/samples/
current FREIETTH opreport 2IE,

ophelp
HI R A S H A B R AR,

opimport

R AR B S MIMNER — BRI AL O AR o

opreport
EFoHNEEERIR S,

7.4 {£H OProfile

f£F3 OProfile A AT ARZMN BIEF. 2HAZEY, 155K OProfile EE AL TR
vmlinuz* X, £ --vmlinux EIMFIFEEIER vmlinuz* GBE{IF /boot

) . MNREFEDHAZIRIR, OProfile BIAMESHITLIRIE, BE, 1BSHIRIE http://

oprofile.sourceforge.net/doc/kernel-profiling.htmla,

NRREFEEAFTEDNAZ, BLENZER --no-vmlinux ETREMEEE.

7.4.1 GIEIRS
BohsFiPIER. WEHEE. FLETIPER, HAIENBIER COMMAND BYIRE.

1. Ll root AR BMHTFINEHER.
2. HEREDITERA M Linux Ri%:

a. oM Linux Btz BUITAUT &<, EA operf RBEAMERELERIRE:
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> cp /boot/vmlinux-"uname -r'.gz /tmp
> gunzip /tmp/vmlinux*.gz
> operf--vmlinux=/tmp/vmlinux* COMMAND

b. &%tk Linux W#%: FERUTHL:
# operf --no-vmlinux COMMAND

BERHPEEWLRIUAR T MR, BEIMER --callgraph #ENHIRE
A DEPTH:

# operf --no-vmlinux --callgraph
DEPTH COMMAND

3. operf BHEIES N CUR DIR/oprofile data/samples/current. operf @<
SR (HEH ceri-c Hib) 5, BIRIEA oreport HEE:

# opreport
Overflow stats not available
CPU: CPU with timer interrupt, speed 0 MHz (estimated)
Profiling through timer interrupt
TIMER:O |
samples | % |

84877 98.3226 no-vmlinux

7142 FREEHGEE

EHEEN—RSEWT:
1. B%FHAEM CPU-CLK UNHALTED #1 INST RETIRED #EIEHUHI=
2. ERRENSFHERMI. BYHEH, BEMRH<S perf list,

MRIEBEBESTISENSEH, E5EH ophelp HSEENIBRTIZMATAEME (M Intel
Core i5 CPU £ BIRBlaiLE) -
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# ophelp
oprofile: available events for CPU type "Intel Architectural Perfmon"

See Intel 64 and IA-32 Architectures Software Developer's Manual
Volume 3B (Document 253669) Chapter 18 for architectural perfmon events
This is a limited set of fallback events because oprofile does not know your CPU
CPU_CLK UNHALTED: (counter: all))
Clock cycles when not halted (min count: 6000)
INST RETIRED: (counter: all))
number of instructions retired (min count: 6000)
LLC MISSES: (counter: all))
Last level cache demand requests from this core that missed the LLC (min
count: 6000)
Unit masks (default 0x41)

0x41: No unit mask

LLC REFS: (counter: all))
Last level cache demand requests from this core (min count: 6000)
Unit masks (default 0x4f)

0x4f: No unit mask
BR MISS PRED RETIRED: (counter: all))
number of mispredicted branches retired (precise) (min count: 500)

EREI - -event IEEMEEITHEE M, ATUERAZMNED, WAMEEEHRIF (@l
ophelp X17§) FMER#E=H, Hlun:

# operf --events CPU CLK UNHALTED:100000

&4 A CPU_CLK UNHALTED i BEREXR
REREIRERT ST EXMALIERE, MEERSIRERTTESLRIEMRK
BRENTI, SEEETH. BYXRIAZERAMAEER OProfile SMVtREEE, Hi&
IR IR E W MR T IR RIR/NRIFE,
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7.5 SRS

EEMIRS ZHI, BHfR operf BfFELL, FBRIEEE[ER --session-dir I#tTHmHEB

%, BN operf SEHEEIES N CUR DIR /oprofile_data/samples/current, EmMRE TR
opreport 1 opannotate BIASTEIAIBEF IR,

RMEREELETER opreport FILURMHERHEE, FRAENTHITXHENSE, KRN

KB FUAIHITXHRN DT EIE. REBESTU C+H+ REMNEER, BEA - -demangle
smart %I,

opannotate 4 EHE S RABPIHE, SEERAUTEIIETIEGS:

# opannotate --source \
--base-dirs=BASEDIR \
--search-dirs=SEARCHDIR \
--output-dir=annotated/ \
/lib/libfoo.so

ED - -base-dir & MMIAIREX SRS HNRFES 9RYIR. £ --search-dirs &
HZABEZTXERR, --search-dirs EMUE—MNAFEZEXEFNBEREZS HFES
Fo

Q iFE: FHSERAEDAIR
mFmiFENL, RBETRIBRIERERBDIMLE, &% hitp://

oprofile.sourceforge.net/doc/debug-info.html 2 REEERILSE T EXMITANS
Yo

7.6 BZER
RGBT AR, AXRER, FEELTRE:

http://oprofile.sourceforge.net #
B E 01,

FH DT
B XA E T ERETRYFH 5,
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/usr/share/doc/packages/oprofile/oprofile.html
A2 OProfile Fifto

http://developer.intel.com/ 2
Intel SMIBSZRVARLEISE,

https://www.ibm.com/support/knowledgecenter/ssw_aix_71/assembler/

idalangref_arch_overview.html 2
IBM iSeries. pSeries 1 Blade fRZS 28 R4+ PowerPC64 M IRZRNE RGNS E,

100 BEER SLES 15 SP5


http://developer.intel.com/
https://www.ibm.com/support/knowledgecenter/ssw_aix_71/assembler/idalangref_arch_overview.html
https://www.ibm.com/support/knowledgecenter/ssw_aix_71/assembler/idalangref_arch_overview.html

IV

10

11

—REASKZREE 102

AizizHIZH 107

Bap &I 4EREFRRE (NUMA) 116
RS 121



8 —MWARHKRFEE

ARG RNEEN R AIZN RIZFRIRAIER, M —FFIEmIRE — MM
BRENRS. KRB EXMXAREGNA NSRS B[ERE, ErIiRSHIER
B URZHHIITES D BRI,

8.1 MII&RE

BOMNHNLREATRRTSRBENERNBNRERS. 7 ERBARKREIUTEXR
S8l ATERINAFIE EE R AR ERENZ E I ESRRME. BXFAEE, 55
W (EpEER) ,F8E “REIE ,F8.15T "LEIRE"

8.1.1 HKX

RIERS BN AREFCENEGHRR, FXARAESEMITENNEE (FIRMmEER
N o ZFEMAZENNMANRELFLRHERRNEOXARE, RAKBH T ARFMREVITICTE
BEo BZ, UTHNESIEREERRFM. ERIINIFERSEN, XEMNFER,

o FHAREE FInXBE—LErATE, RABHEERNT AR HEEMNEE
o g0, EI@ELATFAUREIGEITHIRERA S N85 82 R EREE |

o NRERG. BUEN BEXHERAFRNEE

o FERFARSSERHVRALA B RIME RIRAHEE

* BERS[BAF BREFRNHEZEDE

8.1.2 %IECH

BARECEFCZEERZMITENMEEE, EIAEERRAECEEZE AN, BINLER
REITRSSHMENRLVENNGE, ESRVERGENARERZHER, BBERERA
WELD, I, ERRECERARERRINAZ BB ENRS.
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SUSE Linux Enterprise Server A[iLf&7E “LR&HE BRELBEXRELEE, BIABERT, &
A LUER S EFREESHTECERHEE, BHaILUSsh YaST R EESBUETRGEHITH
HiEE,

R—EFMERRBFRZUT —PIHZ M EIARAE:

GNOME £mEIFiR
RSBV FERENEEIFR. IRFEZEFINE, RASFTLENBRSGR (Fl
lceWM) EE R,

X Window &%
MRRBIHIITEERSBRENARER, BNFAERERNMGE, BiF5IE, N
HENVIETT GUI LBEFRELL NG E., NRENNAREFEET GUI BN, HEXR
4% GUI FRZSHY YaST, iB1RE I,

FTENARSS 2%
REEEMITBENATENR, A FEUR S

8.1.3 FAUABTE

51T X Window RARBEHRAERR, ERSB[LVVFEE, BIURINFEEN multi-
user.target FRHNZRES. EIelLURiZBEsER N BERF.

8.2 ZHAARMERIIRS

RINLZREZBHE MRS (BMEMLECEME) . BFSMRSAZEERR, FHLEINE
BAREEMIRS. 51T YaST » 74 > kS B2 KBRS BRI,

NRIEERERARZASE YaST, AR ETIRER RS TIRFITHIF. AL ER LIRS
AIETEIETTARS B, FREM/(F LIRMEREITHRIENRS . EXAZRAZRS, 15
FAf= F /2 Fa¥asHo

LU FFIRER T fE%% SUSE Linux Enterprise Server [FERAB MRS, KEEEERLELA
%, SAEEREMAN:

alsasound

ZEH Linux BRAEE RS,
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auditd
Audit RZEITIFIER (BT, 1580 (L2f5aisrm) ) » MNRERER Audit,
AR,

bluez-coldplug
SOIBTE SFREHRIP R BRI RN

cups
FTEDMSFIPIER

java.binfmt_misc
BHA *.class & *.jar Java iZ2FMH1T.

nfs
3 NFS BN FrERIARSS

smbfs
M Windows* BRS3 2834 SMB/CIFS X4 R FBTFrEMIARSS

splash / splash_early
ERohE BRI FES,

8.3 XHRLMEEIAI]

R ENASTEERIENAN, RLIEESHRT. FRAKESEIEAHNXARS
B TFRA MR, ERFHREBIRIEIEEHTZR /0 AR AILUE—FTINER S,

83.1 MR

SUSE Linux Enterprise Server eI T Z X H &%, €FE Btrfs. Ext4. Ext3. Ext2. #0
XFS. BMXHRELAMBEZENMANRN, BXFAEE, BEN (EEEEER) ,F1E
“Linux XX HRFRIR" o
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8.3.1.1 NFS

http://nfs.sourceforge.net/nfs-howto/ 7 £ NFS 12{EFeRPIFMNE T NFS (AR 3) %
WAE. HEHNFS HENE RN FE—TURIERERERIZN wsize M rsize HIRBFHK
INENE] 32768,

8.3.2 BIE(EFTRAR

XERFAPHENINXGNERE = RBENNE: EREESUaIetiEl (FRAipaledE) |
ERIER M ERRETE] (FRAECLETE]) , UKk ERERX 4 EdErIetiEal (FRigsEcind
E]) o ILIARIBEAARRIERMATERANMREFH, RAgR#TRIFHME=E—
BNEE. Alt, RABRT, REEHFIXHiEEEE —XHERFHEHRTEIHE
ERETIEIRY, BN HRGA KBHIFIATE, tEIhEERRAEX A BT (8], X RZAVIEREI
relatime, ERILAER noatime BEFHEDSE2 A AR EERH, BEERENHERFH
IR ERAXMEH. XMHIRS2EM Web IRSBIANBFEASKIH AT L FZM . NREAEITIA
1B B B R AR E S BN AR, BER strictatime HEHIED,

RLVHRSG (190 Extd) EZFHRENBEEH. £/ lazytime HEEETSALLINEES,
FIENENESERAETERARYE, BFRRSENE#E, REEWL fsync F sync RAAR
B BFEMERE (FIX4RNEHR) MEAXEHESN. HREEE 24 /N, HERE
MAEHZFHEEENXHEEN, FREXME,

BEMXHRAERNERIAD, 5EERE /etc/fstab, HEEET YaST #XEFIE
AN XBSER Fstab I 3 iEHE,

8.3.3 {£H ionice fEEMEIFIRIL AR

ionice SLRILEIEE R NHBNEEIAIEM TR, X, BETLUSBRIRR 1/0 k%D

FRLa MBI AR AV ER B X RE S 8 #TE, HI&HFl. ionice FA[iLIIESEHE

B9 1/0 L5k, WHARLILHTZIGLRREMIIBNILINMER, FERALIIRENEEIENE, METANR
EREEENEEFT, UWEREHBINAIZHES BEIKAEERSE, FEit, /0 RERLE
BEREATXES NIEME, BiEEE, 2E blk-mql/0 B&RZ8I BFQ I/0 AERRFAEST 1/0

MM ARIGE (FEBNE 1227 “FA blkemql/0 BEMETA /0 BFEEEX" ) o EALIg
BUT=RAEZE:
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=i
REKBEEMARIBKREE 1/0 B, FREERNIEELFRIHIZR TR PR,

RAmmA
RIBFKEFTE /0 AR EHZE S ERNEINEES. BJEM 0 F 7 BSERR (0
ERELRE) BREILEFIMRER. NFUBEENRNITMA (best-effort) L7 RIZITH
BFHBREAAIRHRS. RERNZRESZBERERNSALIER T (best-effort) £
FRIRLIER — BXRAT, BS W ionice(l) FMI.

i
YR B S RIS TR B IIAR. AIZEM 0 3 7 MSEEN (0 RESHE
1B) MR R. BEMLE, ENTHES SBE MR AR AR,

BXELZHATMATINGEE, SN lonice(l) FMl. MREFEEAFEMtizHIE
NARFRIAN®S, BERAE 05 "WiZiEHA” RFrRBIRZERIA,
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O MzizHlA

RIZEERILE ( “cgroup” ) B—MNZINEE, AR THEIFIREHIZAEEMS RYH
o EAEARRIPREE AN AR,

9.1 #d

AENHENFIER—NERE cgroup. cgroup EERRPREMDIZFTIH, EolH g
RN ERNREMPNEF O ZIGERRRS], Fl9 CPU. ATF. & 1/0 IMEH R
2,

£ SUSE Linux Enterprise Server £, systemd £/ cgroup LU%4H (systemd #Rz At

F) AL FRE#HIE. systemd FBIRH— 1 FRERAFILE cgroup B%,

¥ systemd-cgls BRERFPIRE,

A% cgroup APl BRI MNhRZS: vIFIv2, Ltb5h, AIEEE Z 1 cgroup BREF AFARERY AP,
MARZEIREAERE, BRMLILRIITAYERR:

o BE: TEAEHIZEMN v2 BREM; 1EHISRAIT vl BREHH
o 4i—: BISIEHERN v2 BIREN

HAMRIMEZRERIL (M SLESP3 F1R) . XAIUSHEERERANN AREFREFERE
FE. TR NERTSH— v2 BREM:

o ATEITHIZS: [BIRIP (X&Z 7 memory.low) . memory.high. PSI (EAKEZEEER)
° io =g . BETHl, HAvIEHEREE

o BiEHRERLIFENAR (TIREER)

° systemd FRBYRLEZE I

o B EMAMRRANRIRE

TR E— MR,
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ERRS—THIAERRLEN, B systemd.unified cgroup hierarchy=1 {fEARZ
i TITSEEMEI GRUB 2 5|1SMMEERF. (BXEE GRUB2NEZHAT, i5EN (EiFiE
M) , 58 188 “SISMEIZER GRUB2” , )

9.2 FIRGT

B OB R 2 4R AR IR ERY cgroup SRIREXVE A cgroup HZRIREFEEIE.

SITHIBER B, EAEHIEANT, EFMERNEMEURTIEAH, H— 1 RTaESRIT
SNAE—TIERNFAE R, ZUENFAERYIE, UKEEEXERXF PRIV

&SI

A LAER#EYW MemoryAccounting= HESAB N RITIRERIT, HEE /etc/systemd/

system.conf #fEMA DefaultMemoryAccounting= {8$NFAIE BT R/IEESIT. BX

AAESHIERYIR, 55 man systemd.resource-control,

9.3 IKBERIRIRH!

Q iE: etEEEE
BAR, RFRERRABURT IEAEMITIME (5180, /W EIEEHIAI.
LRERRIKETH. HERER) . FAit, MRIMELETH, BINE (B REZH
PR,

BILIfERA systemctl set-property @s<i&E cgroup FIRRHE, EER:

# systemctl set-property [--runtime] NAME PROPERTY1=VALUE [PROPERTY2=VALUE]

FEENERIZANA, &, WEA --runtime &0, EHEZESISEFAERE,
ER NAME B4 systemd BRSS. SEEIZTIF &R,

BEXRENEMYIRMEZAT, 52N man systemd.resource-control,
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9.4 {#EF TasksMax [BALEjk4E Vs

systemd ZIFAEITHETEEESITEIES, HEEZMIFNRERES, Lk systemd
BEMt T BT IRFIS TR THRESHENRIME (WZ2BREHIN 15%, 1517 /usr/sbin/
sysctl kernel.pid_max BAIEFZREF) . SMNEFPBYIARSEIAANZESIR 33%,. 8
&, XTF SLE, BRFHIEULL,

90.4.1 EZHBINEAIA TasksMax B

£, EXEKP, 2—EHINEHTEERHTHERHI, SUSE Linux Enterprise Server &t 7
A EEXEERTEERARTMARFN ERRINME, HEAREEIZERN infinity, /
usr/lib/systemd/system.conf.d/ 25-defaults-SLE.conf ®&&ELUTFT:

[Manager]
DefaultTasksMax=infinity

/usr/lib/systemd/system/user-.slice.d/25-defaults-SLE.conf ®ELTF
17!

[Slice]
TasksMax=infinity

£/ systemctl K& DefaultTasksMax fE:

> systemctl show --property DefaultTasksMax
DefaultTasksMax=infinity

infinity RRBRE, HABKR—EBENIINME, BiIRE LRI EB TR
HIZSBARSE o

90.4.2 &= DefaultTasksMax B

BRI BE X /etc/systemd/system.conf.d/90-system-tasksmax.conf &
BefF DefaultTasksMax {8, HEANTE/TUEAE N RARTIREFNIAMES LIRS
(256 1) :
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[Manager]
DefaultTasksMax=256

EHINRE, AERWMSBEREEEN:

> sudo systemctl daemon-reload
> systemctl show --property DefaultTasksMax
DefaultTasksMax=256

BIECHNEZRARIRIAE, ATRESZSETENRS LIREFRENRS. RFERTF
MariaDB, B EHENETNE:

> systemctl status mariadb.service
@ mariadb.service - MariaDB database server
Loaded: loaded (/usr/lib/systemd/system/mariadb.service; disabled; vendor
preset>
Active: active (running) since Tue 2020-05-26 14:15:03 PDT; 27min ago
Docs: man:mysqld(8)
https://mariadb.com/kb/en/library/systemd/
Main PID: 11845 (mysqld)
Status: "Taking your SQL requests now..."
Tasks: 30 (limit: 256)
CGroup: /system.slice/mariadb.service
L-11845 /usr/sbin/mysqld --defaults-file=/etc/my.cnf --user=mysql

Tasks 1727/~ MariaDB 1 25&158 30 MESBIETEIETT, MEAALRA 256, XN FEIBEMS
REWB, UTRALETRIMAIE MariaDB BIFREIIZESE 8192,

> sudo systemctl set-property mariadb.service TasksMax=8192
> systemctl status mariadb.service
@ mariadb.service - MariaDB database server
Loaded: loaded (/usr/lib/systemd/system/mariadb.service; disabled; vendor
preset: disab>
Drop-In: /etc/systemd/system/mariadb.service.d
L50-TasksMax. conf
Active: active (running) since Tue 2020-06-02 17:57:48 PDT; 7min ago
Docs: man:mysqld(8)
https://mariadb.com/kb/en/library/systemd/
Process: 3446 ExecStartPre=/usr/lib/mysql/mysql-systemd-helper upgrade
(code=exited, sta>
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Process: 3440 ExecStartPre=/usr/lib/mysql/mysql-systemd-helper install
(code=exited, sta>
Main PID: 3452 (mysqld)
Status: "Taking your SQL requests now..."
Tasks: 30 (limit: 8192)
CGroup: /system.slice/mariadb.service
L-3452 /usr/sbin/mysqld --defaults-file=/etc/my.cnf --user=mysql

systemctl set-property MRS, HEIE—NAIRARENIBARXHE /etc/
systemd/system/mariadb.service.d/50-TasksMax.conf, EFNEEEENETI
BERITNHNER, ERA—EHLTE 8192, BRIZBESEITIERIMRE,

9.4.3 XA BIERIA TasksMax PRl

HAFPMARIANREINAELE S, ANAFRPREREESHNRR, @I elgimxy (Fia /etc/
systemd/system/user-.slice.d/40-user-taskmask.conf) AERBFIEEZEC
HBRINE. U TREIZERIZIAEN 16284:

[Slice]
TasksMax=16284

Q *E: smxamsE
EE M https://documentation.suse.com/sles/15-SP3/html/SLES-all/cha-
systemd.html#sec-boot-systemd-custom-drop-in 2 37 BN XTI F ]

o

PAIGE R, systemd LUIREGHE, HIRWEN:

> sudo systemctl daemon-reload
> systemctl show --property TasksMax user-1000.slice
TasksMax=16284

SAIEREAMEE? RIFEEN M. RARFMNEMITREEME. R TasksMax
BEX), BRBFIENLTEKE (FRENATR) « TACERTRIEMERNERE, U
KRR REUERA “fork” REHFHIMIBIRAM 11 “BWRENAITR" FHIRES.
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BXTE systemd FEEERAZFENIFHAES, 58N systemd. resource-control (5),

9.5 fEF cgroup #1T I/0 =l

TN BAAER Linux RIZEIIR /0 =HIZSRIERE 1/0 IRERL AR RHIL KR E, T4
F A systemd 1Y ERECE cgroup, HITIETERIEIZELHY 1/0 1=HIBY AT BEZTERVFE RS

9.5.1 SRFH

UT™NEAAT AR HEE R RIS IURRIREBVFEN, RAEETEETEENX S E
I E,

9511 XHHR%

BRI cgroup SEBAMXARY: (BNEHIESERE) o BN SLES XHRIH
THTR LR

e Btrfs (v4.3)
e Ext4 (v4.3)

* XFS (v5.3)

M SUSE Linux Enterprise Server 15 SP3 7148, BRI AGEXEFRT.

9.5.1.2 4i— cgroup BREM

ZEHRITERE 1/0, wEBMERER I/0 MIREFEHIZS cgroup EREEH, FHEA cgroup v2
I/O =HI28. BM=2, XERENNFERS— cgroup BREM, HIUELTE SLES FfEEA
ZERSITIEM systemd.unified cgroup hierarchy=1 REREFRIIER,

112 £ cgroup #17 1/0 =1 SLES 15 SP5



9.5.1.3 R I/0AERERF

PREIRBSIEHEZPRESRAKGE, BEAFTEHTERTMIMNTARE, KA 1/0 EHIREER
MARRSERES I BFQ BB T RAHIRE, ATI/4E BFQ £Hl28. EXFERISER
EEBISEhEZRER, FHi1BIHER BFQ BFMERIEERERF. NEIFIEERER:

> cat /sys/class/block/sda/queue/scheduler
mg-deadline kyber bfqg [none]

REEIZF R E) BFQ:

# echo bfq > /sys/class/block/sda/queue/scheduler

WItEEHREIRE (MAEAX) . REKBUHNRES AR ETIREN udev N (&
A&, SLES FEMIRY udev MM ELZ Mt R ZREA T BFQ) o

9.5.1.4 Cgroup BREMHE

—RRIBRT, FARESEEEER cgroup #, ENISBEERS. HESDAE| cgroup
B, RFERERLE cgroup ZialkE, X—RERTKLLA 1/0 =25 RSB REWR SR
BEANELE BRTE) .

=
a I0Weight=100

“- [c] IOWeight=300

d IOWeight=100

“- [b] I0Weight=200

I/0 {JRE cgroup c Ml b B c BINEE S, HZUBRBIMLERKLEE, AAESbZ
B ERA = Fo

9.5.2 BLEEHNE
AREERARATF (KEEETH) B

> sudo systemctl set-property fast.service IOWeight=400
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> sudo systemctl set-property slow.service IOWeight=50
> sudo systemctl set-property throttled.service IOReadBandwidthMax="/dev/sda 1IM"

5E, AR /O ERINAF R <, Fla:

> sudo systemd-run --scope -p IOWeight=400 high prioritized command

> sudo systemd-run --scope -p IOWeight=50 low prioritized command

> sudo systemd-run --scope -p IOReadBandwidthMax="/dev/sda 1M" dd if=/dev/sda
of=/dev/null bs=1M count=10

9.5.3 /0 FRITTAMISETNHA
U TFFIRTE AT 1/0 BHITH, LUREMEH IR,

o /O EHREERATEE /O BF (INEER) , K 1/0 5RRAAHEBNER (8%
ZBINEEFSE) AIREUEMANRIEE. Fi0, 1/0 ITHIREER, EEMER
2 1/0f=w (B0, R DHIMRARZSMETIEAHBIT KR “HHE" . RHER1/0
UNHEEEMBERT) o HFXERRE, &EH1/0 FHERAFRTRETRENE
AYEEER,

o systemd HITECENERA R (LRIERERN BFQ INESEE#HITIAE) , Et&AMNFL
=i SRl

° BRT 2/ sysctl ARz I, BEIESHEBATRE NTIHNEE
(vm.dirty background ratio # vm.dirty ratio) . HEKXBEANIRHIDFHTE
cgroup Zi8lBY, &1 cgroup IRTFRFIMSAIEIER, MMBIgER2atEX cgroup BY I/
O 5&afE,

o HIEFMEEHEXEZHEREMN, /0O ITHILET /O AERERE, XEMESERRITERE
EREFEX LAKENKEFE R W, UEHZ M)IEIRE. MD RAID £ Btrfs RAID Y
REMGRIZEE NG, UGB FRHTT 1/0 ITHI T sEMEMHE,

o RERMRISERTIIREAE NFHITILELE 1/0 =26,

o 1REEHI1/0 IR R B REB MU T ERRIEZ — (BERAFENRFRIKIT AR XM
B
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° /0 k& FRAe /0 BEFHE—NEZZ R, XTRIN/BXHERALEW, H1/01FHE
ERIERENT RN, MEEZEIILEER,; EXMTHREFRILETS, EEESRINE
i (LB cgroup SFFRIE cgroup 9EH) o

o EIBmIALE, FN—EEBENEXHRFELHRNEN /0, BRANBREBAILUER, &
o, MREMXMER, REABESEHAFENEAY (EREFRE) -

9.6 BZER

o NIt (¥%{&8 kernel-source) : /usr/src/linux/Documentation/
admin-guide/cgroup-vl XM, UKRXH /usr/src/linux/

Documentation/admin-guide/cgroup-v2.rsto
* man systemd.resource-control

e https://lwn.net/Articles/604609/ # — Brown, Neil: Control Groups Series (3THlH%
5], X%F 2014 F, B85 T7T1MED) o

e https://lwn.net/Articles/243795/ # — Corbet, Jonathan: Controlling memory use in
containers (IFHIR2ZPHAERER, ZHTF 2007 F) .

3

e https://lwn.net/Articles/236038/ # — Corbet, Jonathan: Process containers (GHIER
2%, XfHTF 2007 F) o
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10 BHmpFEEFIE—EUERFIAIR (NUMA)

FEZ CPUNKERNEN, HEHSE-EYIERE, E485H, EERRTIRE
CPU 5RFZEIREBNFHERR. IF—EIERTF1AIR (NUMA) EE T BRI RS
SINB—TE REMIEL

IREFFEZ IR, 8T THREAME CPUNRENTFE. HREAFIERE
FHAFHEXNT CPUMMIERE, TEAHAMERREUATIARERE (UTFHRITLEN
CPU #sit) MWNAREFLZIZE. BiiFE NUMA AJ UIRR R EUET S R FihIR% 3
120 CPU AR AE T Ro £ NUMA MRS, XAJgesRieier1tae (BABT
ERETE) o

10.1 SChf
BohFE NUMA BE = MNEER P BN :

1. FEHAMEFEHRAMESHIE otut=E], HARCARTE, UE F—XiheEErR RIS
ARTEIRo

2. T—RIAIEEESEH NUMA IR EIR. BT IEIR, PEE8IETREES5h0RERNE
SHEXBEMNAET S

3. EREMES. RESERR CPU LIRZESHRNREFREE &L, AERFIRKHE
HHENES D EI—4H,

HIEBUHMRS TR B~ EFH, B2, —RIERT, 1iR5 CPU XEXHHIENLES
ORI 3Ho

10.2 BcE&

E—ERETEA, FBSEE—EBIEHIE NUMA BEH ENTEAZENEINSR. Alt, sTLUER
numactl. taskset T cpusets KEARFHRE., NUMA BRI BIERF ] LUERYF AP,
MRELIEFASRE, NWNZASTE NUMA, EALEEIRGRME A EHT T,

29

=3

b
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numactl --hardware B¥ERTENNAGFLRE, UMTBEVEEZF NUMA, TEEE—
& 4 T RiIrEN EiETizem S ERE .

> numactl --hardware

available: 4 nodes (0-3)

node O cpus: 0 4 8 12 16 20 24 28 32 36 40 44
node size: 16068 MB

free: 15909 MB

cpus: 159 13 17 21 25 29 33 37 41 45
size: 16157 MB

node 1 free: 15948 MB

0
node 0
1
1
1
node 2 cpus: 2 6 10 14 18 22 26 30 34 38 42 46
2
2
3
3
3

node
node

node 2 size: 16157 MB
node free: 15981 MB
node cpus: 3 7 11 15 19 23 27 31 35 39 43 47
node 3 size: 16157 MB

free: 16028 MB

node distances:

nodke 0 1 2 3
0: 10 20 20 20
1: 20 10 20 20
2: 20 20 10 20
3: 20 20 20 10

node

BILUEEE 1 3 0 B /proc/sys/kernel/numa balancing, Z5/AHFI=IE
BREZRETE NUMA TheE. EXABHANZRLLINEE, 1BERRKIESITIED
numa_balancing=[enable|disable],

MREBAETE NUMA, N UEEEEASHEERITH. ESPREERIUTEE TS
NUMA 15 BRI E SR B PR AV BT a] Z [Bl# 1 T,

numa balancing scan delay ms
FEREBUEZ BIEAZUIUEFERY CPU BYa], X AT LARS LT # 2 EF R BOE M~ £ o

numa_balancing scan period min ms #

numa balancing scan period max ms
EHEIBESHURNME, RIBEIRFTENAE, FEMEERIGRIR. XEGERT
Hl iR/ M RAREINE,
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numa balancing scan size mb

I S ES R A T AR S 2 AL = EIK /)

10.3 it

REENESERESRIKI TN, HEERMERBFE NUMA NER T NZEHEE,
BUMER M, AR TEREMAMATERESR (AR CPU ZHREXFMIEM) . 0@
& /proc/vmstat A TSEUE I E T % NUMA JELf:

numa pte updates
Frig NUMA AR L sEIRBVE TIRVERE.

numa huge pte updates
#ri2 NUMA il {Ls5iRAOIBEAATIRIE E, 5 numa pte updates &&&FEHEAIUTE
FRICRYHIAE =S (Rl S KN,
numa_hint faults
IER BRI NUMA BIAECEIRE.
numa_hint faults local
BRAHT R EHIAIBIR IR, S5 numa_hint faults &&EMERATTLUTEAHE
REIMRRIRFI OB DL, MRAMPIRILEIR SRS, RRTEMHERERS,
numa_pages migrated
BREZLVIHTFUEREMEEE. BFIBE2—TNETIRME, BT F& NUMAFr
FEFHNRA—EB.

10.4 =20

THEIRAT ERTANEREHITERSHIANBERT, T—&1E1T SpecJBB 2005 HERAEA
JUM HIRY 4 F5 52 NUMA i8N LSRR ERENIREG. E5FE, I8 TEMHERNF
MEAHERE, HEIRAETF SUSE Linux Enterprise Server 12 $I& 1ThR.

Balancing disabled Balancing enabled
TPut 1 26629.00 ( 0.00%) 26507.00 ( -0.46%)
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TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut

119

55841.
86078.
116764.
143916.
166854 .
195992.
222045.
248872.
270934,
297217.
311021.
324145.
345973,
354199.
378016.
392553.
396630.
399114.
413907.
413173.
420256.
425581.
429052.
426127.
422428.
424378.
419338.
403347.
408681.
406496.
404931.
397353.
382271.
388965.
374702.
367578.
367121.
355956.

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

© ©O © O ©O O ©O O O O O O O O OO O O OO O O O O OO O OO O o O o o o o o o

53592.

86443.
113272.
141581.
166706.
192481.
227143.
250123.
279314.
301878.
326048.
346855.
378741.
394268.
426782.
437772.
456715.
484020.
493618.
510386.
521016.
536214.
532469.
526548.
531994.
488340.
543016.
529178.
510621.
499781.
502313.
522418.
491989.
493012.
502677.
500588.
496977.
489430.

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

11.
12.
11.
15.
21.
19.
28,
23.
26.
24.
28,
25,
15.
29.
31.
24,
22.
24.
31.
28.
26.
34.
36.
35.
37.

© N b P W O

0
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TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut

40
41
42
43
44
45
46
47
48

350855.
345001.
336177.
329169.
329475,
323845.
323878.
310524.
311843.

Expctd Warehouse

Expctd Peak Bops

Actual Warehouse

Actual Peak Bops

SpecJBB Bops
SpecJBB Bops/JVM

00
00
00
00
00
00
00
00
00

—~ e~ M~~~ o~~~ —~

o ©O O ©O © © o o o
(o)
(<]
o°

487802.
468021.
462260.
467906.
470784.
450739.
435457.
403914.
459017.

00
00
00
00
00
00
00
00
00

Balancing Disabled

48.
310524.
25,
429052.
6364 .
6364 .

00
00
00
00
00
00

(
(
(
(
(
(

0.00

© © © o o

00
00
.00
00
00

(e)
%)

%

o°® o°

o°

o
“©

)
)
)
)
)

~ e~ M~~~ o~~~ o~

39.
35,
37.
42.
42.
39,
34.
30.
47.

Balancing
48.
403914.
29.
543016.
9368.
9368.

00
00
00
00
00
00

(
(
(
(
(
(

Enabled

0.00%)
30.07%)
16.00%)
26.56%)
47.20%)
47.20%)

BEShES NUMA BT TEREAE, BI7E NUMA it BN ESSREMRE, NERaTaE, i
MBNUESAHAMALEAS, UEEEIMTEREESX, B2, FMEEMERT, B
I NUMA RZB] IR FH 4 BE.
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11 HBREE

BHREESTRDEEFNERARRIZITHL, FENERSGERERRARIFEN SR
BRIKT, R, BREEBNETRERSNEIREERT RS TRET 2 E)#HITF
#. FITERSNARELRSSEHAERRIREE, SKEEMERED (ACP) FEZE
X7 iz BERERNGERERERSHEON—ANTE. ATFERSFIMEFHTEEE
BEMESEFHNEN, AAERNB-LEFERS, FRERBERT IR
MXSHH—LETA L,

11.1 CPU%3IHEIREE

7£ CPU &3ll, mILUBI S A IzHIRIRRER, Fil, B ERATNERRES (CK
A) . B CPUSAER (PIRE) FREICPU (TIRZ) #iTieHl, THIETIRMET &
FENERENBRERNTRENEEM, £ https://uefi.org/sites/default/files/resources/
ACPI_Spec_6_4 Jan22.pdf 2 ERTLUIREIEMINE.

11.1.1 CIKE (RIEFIEZITIRD)

IMACRIESZEMA C-states WETTEER. ENMRMT TRLIEE XA EARIA G LUK
IMTIRERYEE S,

SENMCEELT CO KRB, RAEETHITIES. TEAEM CKESTIEITRINIEREER
RF=RRE. CEENKRFHEAR, CPUMKRERINER: FXAELHAG, UTNEBRIR, &R
ERERSAUTEARERR RESSEMIER, B, CPUREREZEEKNEIMES Co,
RIBLIERE (MREELLTZ, A& CPURYER, SASHE/RIEIEFNARIRRKE) FMEESE (Bl
ML FNPRTESD) , RARRERRRSEBZERASEERE. EXREAT, /5SS
WEE 11327 “FH cpupower EERZT NS o
RERTEEE—LABFTATEEREANNFARN, RML C RS FRLBURA TEN Y
23R, B2, Cl BEAH,

7111 "CHE" BT HRERA C K&
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F£11.1: CKRE

=X EX

Co l_’f—_l"{klu\o CPU 5%%3?%0

C1 — M= RRT, B EELE CPUEER
F:.‘BEET%'?O SO BT APIC REFE2RIE
7o

C2 BIEMZLE CPU EEREPE R, LRSS

s LEEE'%AT%MFEﬁEA#F_IJJIk:u ) 'fE l_l\_.
HRRTIRER Y Al BE TR B S K Y E],

C3 FLEFRE CPU RERES Y, AMIERRFEIRST
HEFERNY, BEFBEAHFHEMRS, &
IR C3NSHEEER, FNEEIEET
FR B b IE 23 MU BE PR SR RO B E] KRR,

AT BRARENEERE, BiNSNTERBNEZERRERRRESHIER T3 TIER TS,
BEXFEMER, BBWNE 11327 “FH cpupower EFNIZT ML I cpupower -
idle-set(1l) FMii,

11.1.2 PRE (WESBIMEERT)

HRERIEITH (F CORD) , EREATEZ CPUMAEIRES (P-states) WHEAFZ
—o CASRIR=IRT (B COSpEBRTF=AIRE) , M P-states MERMS CPU 3R

MEEAXNEITRES.
PIRSHFEA, QRERNEITHRMBERR. PREVEFSHENLESEX, £F
FERBEHLESANEAFEE. B2, PO ARMERSHIRE (511137 “Turbo 1

T RETRRIIERERIN) o PIRESHEFHEA, RRBERREWIE, SRR, flW, 5
T" P1 RE FizfTHILIEREAELL, &F P3 KSHILEREITREEE, EELD, BLUE
] PIRSETT, VEBSILT C0 RS, XERECEELFMABLTERRS. ACPI

FEEHRIRENX T CPUPIRES, BEIBESM https://uefi.org/sites/default/files/resources/
ACPI_Spec_6_5_Aug29.pdfa,
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B LA RN ZE C RS POIRES,

11.1.3 Turbo IfgE

A Turbo ThaEER] AITE M O FREMRIRIRSES, &7 overtick J&RIAY CPU iy, X
Bl LI R = E s AR M BRI R D RF S U 1T ThEE (TDP) AIMRH,

BE, CPUZLAUFERAEMNZGSIFENAREWEX, £5 1137 “cpupower L
A7 T R X L F T RE R B K1t

11.2 RNZPETES

RZFIETI28/E T Linux A% CPUfreq BAitZeH, RTAF1E iﬁﬂjﬁﬂ,_\ﬂﬁkﬁﬁﬁﬁﬂ—o 1’}\
RiAT 28 CPU MV EMTACE BBIFIRTIl. CPUfreq AT 83 P RS RECUIAEMIFE
#¥o ShSTIZREILURYE CPU FBEY)# CPU SRR, LUEFE R ERERVIBR FSET ”*ﬁ"ﬁ'éo

LI TFIATI2S] BF CPUfreq F&4t:

tERERTI2R
¥ CPU SRS ENIRENRSME, USEMEEMLE, Eib, HEr2UItiETSENE
50

FBiEEWNE 11417 “PIRESHREEDT |

THEF T2
¥ CPU SIRFEHS[IRBEN A RENRITINR, XS IERREMTERMR, RATELRERE
Zit, REEHFBIMMERET. —PEENFIIMERZE, intel pstate FRINKA

powersave &, XERHFERRK(EA, BEELHEHIEITANS on-demand
TIEREML,

B2, FALATREEARSFETHNTRENR, RAFEREEN CREELTFTHN
NS A BELMEATIEE, FRATEERETIRN, LIERBURKEIIMEET, RELEEE
KHETE) A BETEil. XEME, TRETEKMNE, BIRAEBENTH C KRS,

iEEm . el LUARET s el B E/RERSERE (190, £ cpupower <7

") .
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7S CPU SRR RBSHIAZKE: AT RS ML ERAE, AEBINERERN, AT
HEFMRILENTANRSMER, MRAERTHE, BEAT—ITRMAR. WRA
SR BT RARBAPRE, WEBRFEMER, BRIRERRAIBMENIE,

O ==: FaEFEMAZTIETS
HIFFMB KRB ERARZF AT SRS TR ISR ERMZE, i
intel pstate RopiEF=BIFHFEEBFEINZE, FH cpupower frequency-info
LB LUATE RAERNIRER.

11.3 cpupower TH

cpupower TESERMATEITEN LZRFNME CPU BIREXSHNELR, SFEM (30
) KT, FRZIASRUEENENRAZERE CPUfreq A cpuidle RARIRE, UKS
MR TNRSLEXNEMIZE, SEMTUEMAELZR AT LA R NZAE XS HAESFit.
Hit, ©IEFEESHATHETN,. S5, ©EAIEEIRIBTIRGE S = WRES Z BRI,
L cpupower B[S, A cpupower --help ZEAAM cpupower Fir<, EH
man cpupower /Al —ARFAMTI, £ man cpupower-SUBCOMVMAND ikl Fan<HIFEAR
a8

~

11.3.1 {EMH cpupower EE YIS E

cpupower frequency-info @< 2RAZPFEAN cpufreq RENEFIFIT, LtEIh, BR
KETRBIOSHEEXZFNMBATEM (FTINR) KE. MRAFEFEEETETT, ERETRWNT
Wit

5 11.1 : cpupower frequency-info BYR{GIHH

# cpupower frequency-info
analyzing CPU 0:
driver: intel pstate
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CPUs which run at the same hardware frequency: 0
CPUs which need to have their frequency coordinated by software: 0
maximum transition latency: 0.97 ms.
hardware limits: 1.20 GHz - 3.80 GHz
available cpufreq governors: performance, powersave
current policy: frequency should be within 1.20 GHz and 3.80 GHz.
The governor "powersave" may decide which speed to use
within this range.
current CPU frequency is 3.40 GHz (asserted by call to hardware).
boost state support:
Supported: yes
Active: yes
3500 MHz max turbo 4 active cores
3600 MHz max turbo 3 active cores
3600 MHz max turbo 2
3800 MHz max turbo 1

active cores

active cores

EIREXFRA CPU M XAT{E, i5fEMA cpupower -c all frequency-info.

11.3.2 fEF3 cpupower EEMIZTHSIT

idle-info F@H<ERAZPERAM cpuidle REIFEFIS T, ©RIMUTEFER cpuidle WIZAE
ZOMFR B IR R LW LiB1T.

5] 11.2 : cpupower idle-info BYR{HliEH

# cpupower idle-info
CPUidle driver: intel idle

CPUidle governor: menu

Analyzing CPU 0O:

Number of idle states: 6

Available idle states: POLL C1-SNB C1lE-SNB C3-SNB C6-SNB C7-SNB
POLL:

Flags/Description: CPUIDLE CORE POLL IDLE

Latency: 0

Usage: 163128
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Duration: 17585669

C1-SNB:

Flags/Description: MWAIT 0Ox00
Latency: 2

Usage: 16170005

Duration: 697658910

C1E-SNB:

Flags/Description: MWAIT 0x01
Latency: 10

Usage: 4421617

Duration: 757797385

C3-SNB:

Flags/Description: MWAIT 0x10
Latency: 80

Usage: 2135929

Duration: 735042875

C6-SNB:

Flags/Description: MWAIT 0x20
Latency: 104

Usage: 53268

Duration: 229366052

C7-SNB:

Flags/Description: MWAIT 0x30
Latency: 109

Usage: 62593595

Duration: 324631233978

£ cpupower idle-info I HZIFHHIERTHNIRESE, AR cpupower idle-

set HYRARMRE, BE, BARLLRA

# cpupower idle-set -d 5

5E, BFRERETHET 80 #IFAE CPU:

# cpupower idle-set -D 80
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11.3.3 {EF cpupower S RIZFIREGS5t

f#F monitor Fan<AILUIREIEZATIS, UM SIS EN BRSNS N BRERSH
ite BRIAEIREA 1 0, BRAILER -i KEK, TAPLEE MG IERARIRKSFINZE T
R — Hh—La NAZAITPIRER, Lo NEGSHFEFIEE. aTRANEMEEBUR TR
BREGMERS, TLUER cpupower monitor -1 FIHISEE, BXZNSMEEHIRNEE, 15
£l cpupower-monitor FH 5,

monitor Fa<SElLEHMITIHEEIT N, ERSE LIERABNAZAITSEGFAITEITILR, &
BEMENAGES, Bl:

cpupower monitor db test.sh
{51 11.3 : cpupower monitor RffliEH

# cpupower monitor

|[Mperf | | Idle Stats
o (2]
CPU | CO | Cx | Freq || POLL | C1 | C2 | C3

0| 3.71] 96.29] 2833|| 0.00| 0.00] 0.02]| 96.32
1| 100.0| -0.00| 2833|| 0.00] 0.00] 0.00| 0.00
2| 9.06| 90.94| 1983|| 0.00| 7.69| 6.98| 76.45
3| 7.43] 92.57| 2039|| 0.00] 2.60| 12.62| 77.52

O Mperf 278 CPU T—ERETBIARY ISR, SFEINERME, LI, EXZER CPU
RTFEIRTES (CO) HEBMBRIRE (Cx ) NESEIE DL, BFESUIRSH BIOS E
12, FWTEREATERERINRE, EESEMEERFHILIESE L, REE@Ed
Mperf ¥E28HE HAFE CPU BOBTTIRME B

® |dle_Stats 7% cpuidle RIZFRANSIT. SHHFARBHTZHRE, AZHTSE
WXLE, HLb, HMEFRIERMNMRZOATFETRREEE—BATE, XLE
AlRESH RN EH.

BR7T ERTRGIFFMARR (—fg) mIsslsh, ErTUUEREMEREIFENESE. §

XFMEE, ESN cpupower-monitor FATI,

BT LR BN EMEERE, BTRREIXREMAAMXR, FHMETReNEN FIRE T ERHN
MR VI 113 RAJLIEER], CPU 0 RF=RRE (Cx BIERRIT 100%) , EHIBITMERAD
FES. XEEA, CPU 0 M 1 BUSIXREEE, XBHRERE ZEFEEMMRIK R

127 R cpupower YT AZAEASE1T SLES 15 SP5



11.3.4 {EFM cpupower B HEIEE

ZHLL root B9 cpupower frequency-set S FENYBIEE, inSHILES
EREATRAENR/NHERAK CPU MEE, HEIZMIETIEE. BEAIUER -c ETHEEE
ECRPLL R IREZRNIS B, WL AT IR N PR B QMRS E A — RS, MEZTRMAEES
IR E, BXEZHATHAIHEIED, B2 IFMI cpupower-frequency-set iz

1T cpupower frequency-set --help,

11.4 F5RIROREEIN

TIETERNB—LERRE,

11.4.1 P IRZSHIRIEEIN

CPUfreq FRZIEM P RSN S NMIAED: ERIUERRNATREZETR, ZmMEFRN
R/NHERA CPU SR, SHERENEATRSH

BEEITRYIREIS —NETIES, 1B4ES -q EIfEA cpupower frequency-set, i,
BITUTES (U root 5) SEUEMEEATSS:

# cpupower frequency-set -g performance

B EDHIAPER%RFENR/NFHERA CPU FiXRE, F9RER -d 3¢ -u &I,
o
11.5 &=

EEEBHA BIOS #%L?
2EA CIREH P RS, 15HME BIOS L.
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o BFRA CKE, EHAFRBA CPU C State SEMLE, MUEEZHNETEIITIEE,

o EFER P IREH CPUfreq 8T 28, 1BHfRBHA Processor Performance
States &I AEAEIN,

o BIfE PIRSH CIRSAIA, BEIBEEFE CPUSIRATaEHEENER, MMSH
MEEXRE, a0, WNRBEH pcc-cpufreq, MIRMERZREAEINH L HIRT,

MEE R LS BT, ERRILLR, RILIETRY BIOS REEERY CPU MR, ik
#F "BRERREE IRET. £5|1FE, BERSANEDRER, BINNFHAN

E%RER M,

F+4% CPU BY, BESMEBSFER BIOS, BIOS FEENiEH CPU RESARS#HE, UERKILL
= EEBAIRIER T,

EEEREXHESR?
£ systemd BE (BEN (BiEiEm) ,£21E “journalctl: &Eiffsystemd H
&) FRERX CPUfreq FRAZNE ML, HPRIIRE™EHIR,
MRERETEN LR CPUfreq FRAR N, Ea]LUSBAEIMNER L. Ak, &6
Fi cpufreq.debug=7 fE/5|S5E, LA root BHHITUTHRL:

# echo 7 > /sys/module/cpufreq/parameters/debug

XEFH CPUfreq EREEMITBEESESIERE dmesg , XEERBBT#HITIZH
EXEMMIAZE SRR, RILIE NS EHEFEREIN A RAXMEH
&Ko

11.6 EZER

e B SRS (BMC) W e A sEn R ARSS A B R h R E At R S IR ACE it
I, XEEESHENHRNEEX, REFBTAERIVENER,. BXFARESE, S M
R R (R F o
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11.7

powerTOP I EEBNIRBIBEREAMNEA SRR, TEICABEMKLE, LtTERFER, RARE
R DEEFREN EICABRME ENEE, It TAXZHE Intel #1 AMD &0 3E28, MI—AgAXLEIT
1=

> sudo zypper in powertop

powerTOP £&5 T EMEEXRE (IBEFE0M. IREEIERF. RIZET. BAIEEIMKERS
RE2RV R B FISR) , HIREZHARXATEEXEERE, BUUEXREERER TEstT
B, ©¥% ncurses SiFHIET (BEN ) .

> sudo powertop

F SR LT T TRASH

iz
e
iz
THATES
HHE
eh
iz
Gl

iz

11.1:
powerTOP ZiRESH N HTML 1 CSVe WUTFRAIER T —MNB1T 240 FLaVIRE

> sudo powertop --iteration=1 --time=240 --html=POWERREPORT.HTML

FHFE—ENERETIHIIIRS T ESEER. UTRHEIT powerTOP 10 %, SXIiET
20%), HABREITEIEMI HTMLIRS:

> sudo powertop --iteration=10 --time=20 --html=POWERREPORT.HTML
X 10 NHEIERIR S :
powerreport-20200108-104512.html

powerreport-20200108-104451.html
powerreport-20200108-104431.html
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HTMLREME 11.2 “HTML powerTOP #2%5” HhFRR:

RYER

PowerTOP RR#x 2.9 iE{764iE : 2020 £ 1 B 8 H(A=) 10:45:12
AiERE Linux k7 4.12.14-1p151.28.36-default

RIEHT Dell Inc.O0HHV7N

CPU {58 8 Intel(R) Xeon(R) CPU E5-1620 v3 @ 3.50GHz

WE CPUSREYiEl CPUME #NMAEE ‘&GS %A = AHCI FrH

BiR: 1 MR/ R 046.9 RIEEE/F)  CPU: 8.5% (EFEE  GPU: 0 RIR{E/AD  GFX: 11.5 IRAE/®  VFS: 0 RIR(EAS

EENARNIRRE

L] %

FFEO wian0 BT e iw dev wlano set power_save on

REF] NMI BT echo '0" > Iprocisys/kernel/inmi_watchdog';

echo 'min_power' >
‘Isysiclass/scsi_host/hosi2/link_power_management_policy’;
echo 'min_power' >
‘Isysiclass/scsi_hosthost4/link_power_management_policy";

7 host2 B SATA iR IRERE
i hostd BA SATA s BIREE

11.2 : HTML POWERTOP g%

HTMLIREW “GUE” M RURREZEX TN “GIESH EmM-REHRET B F IS MHEIR
BN, HTMLIRERFIE &<, ErPREEHIE root ss<1T#1T M, 5140 echo '0"
> '/proc/sys/kernel/nmi_watchdog' . ncurses {12 Good #1 Bad Zia|fvfEiEL]]
R, %FE Good RIBITT— 1 ar <L RBATIEE; %#F Bad NaxiHATigE. BE—Kw<SBAME

powerTOP & & :
> sudo powertop --auto-tune

£55|1%E, MEXEERHI=EF. BHITKAMEDN, 5ER sysctl. udev 5
systemd 75| SETIEENTH S, powerTOP 2 systemd RSB X /usr/lib/
systemd/system/powertop.service, LU TFam<fEA --auto-tune ETZEN

powerTOP:
ExecStart=/usr/sbin/powertop --auto-tune

£/25) systemd ARSSZA1, BFANE, URECRERBRGABNER, EHITFFAFE
USB BEMERHEANTIRERT, RATHREXEGEIRIAN, S, EErIEREEML
BRFINERS. ATELEMHITIHNECERE, B56EA awk ZEX HTML iREHRIE<:

> awk -F '</?td ?>' '/tune/ { print $4 }' POWERREPORT.HTML

ERERE T, powerTOP £8BSMETT, EMFXEYE. CPU. Wi-Fi. USB @& LA
FRENZHIEE, LbIh, EEMHEERN, powerTOP RAIEMEIRIIRENTEIRE
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> sudo powertop --calibrate

ERI IR 4RI TERE, LURSRIAERMY:
> sudo powertop --calibrate --workload=FILENAME --html=POWERREPORT.HTML
BXELZER, BB

* powerTOP B B{iF: https://01.org/powertop 2

e £2627 “RGFITHIBE. /proc/sys/”

o (EIEEm) ,HE19F “systemd STIFER

o (EiEiEEm) ,$ 298 “ M udev #ITEIEAZIKEEE

132 5/ powerTOP S1REEFE SLES 15 SP5


https://01.org/powertop

12

13

14

15

16

e

8 1/0 158k 134
MIRESAERR 140
MEAREEEFRS 152
HiEML 164

%38 SUSE Linux Enterprise for SAP 169



12 1R 1/0 £8E

I/0 FE B F =R RN/ MR ERR EEF#E=EA . SUSE Linux Enterprise Server fefit
EEFRIELEMNEF /0 BEx (FRAelevators) . BEBEEEBITR/IIEIREHTIE
E /0 BRI LR,

NENERREIERN 1/0 BHEARNNBUR T LIEAE, FEURTEHSH. flil, 8 ATARER
4. SSD. RAID [F5sXMEFERREFTETRABHIEHR,

12.1 ¥ 1/0 AE

SUSE Linux Enterprise Server 7£5| ST =1EENEAIARY I/0 AERRF, ErILIE S MRIZEERD
BERULIEE. FlW, ATARERASXNEEURRERIREENESEEETRRNE X,
RIBIREBESMENREEE NS MREEERIA /0 BERERF, WMREIEHE, Nk
BFQ I/0 AERERF. Hfthik&EIAERE MQ-DEADLINE 5 NONE.,
EFNETEETHNRATPIEEIRENBHEE, BEITUTHL:

> sudo echo SCHEDULER > /sys/block/DEVICE/queue/scheduler

4k, SCHEDULER # bfg. none. kyber ¢ mq-deadline, DEVICE 2ii&#& (f
0 sda) . EEFR, WNEREESISHEF2EE. EXREIREHITKAN /0 BERF
B4, 5% /usr/lib/udev/rules.d/60-io-scheduler.rules Ef/3] /etc/udev/
rules.d/60-io0-scheduler.rules , AERIEEERIEE—IXMHE,

Q iE: BMZ EMESABERR
£ IBMZ £, FEISEWEIA /0 AEREFRIEERHERIZE.

Q EE: BEXMelevator 3|S8%
BXbR elevator 5|§8%, blk-mql/0 BBEREMLT cfq, FIEHFES elevator

3195

134 i 1/0 R SLES 15 SP5



12.2 {#H blk-mq1/0 BBZHIRIA |/O BBHREA

FE=Z SUSE Linux Enterprise Server LRIFF{EMA blk-mq 1/0 BRFRIGERIBIER AT,
MRENBHEEZEEESH, AERAUTHhIREXLESH:

echo VALUE > /sys/block/DEVICE/queue/iosched/TUNABLE

FELER&Sd, VALUE @ TUNABLE WIFRE(E, DEVICE BIRigFE,
EMEEMEE (fl30 sda) EAMLBHEL, BIETUTHS (HaERNEERERYIE
HiESH)

> cat /sys/block/sda/queue/scheduler
[mg-deadline] kyber bfq none

Q xE: MELIREIREI blk-mq /O BRIZATHIIEETZ R LI
MIEEREFIRTIEE blk-mq /0 BRZRES, none ETAKAELTF noop, mq-
deadline YT deadline, bfq #HYF cfq.

12.2.1 MQ-DEADLINE

MQ-DEADLINE ELIERANSFMEM I/0 HEIEF. MQ-DEADLINE EFLUTHEFESEK:

% 12.1: MQ-DEADLINE aJig&%

Xf¥ oLz
writes starved EHRLMEREUR AR E NRIERIRER, B 3 FRER

TENBREZRIAI BAIT Z/RIREUE(E, REURIHRIRAERIAYE
FAENRITEE,
AAIAMERN 3.

read expire REIFEURIERRGHARR (HAFIBYEN read expire B) ,
M= BAL,

FAIANMEZ 500,
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X A

write expire BB NREN&GHAR (HFBTEN write_expire
B , UEWHEAL
ZRIAES 5000,

front merges BA (1) EA (0) giimaHiEg k=i
EINERA 1.

fifo batch RESHHRXBERE ((MOEHRBEFHARRMEE) . £H
WBHAIEIERSEHEZ B TFE, MRIgEN 1 (BifE
H—MEK) , MEFE “RRZE 1TH, BEBEREE
xR, KEEANEEERREFULE.
BIANMEN 16,

12.2.2 NONE

SNRIEFE NONE ¥EA blk-mq B9 1/0 BBBEIEED, MAXEREM /0 BERF, #E1/075
RFEBRLIEE, MABE—FTH /0 BAERE,

NONE i NVM Express i&&HIZINE. SHEA /0 BEEAETELL, WETAK=4HETH,
WiAAREE Z AT LG EEE /0 IERFIRI G o

NONE &BRIIAS,

12.2.3 BFQ (FiEALRFBAF!)

BFQ BRUAFIENSANAERR. HitRN “BF CFQ RARSENAIIRLLGITZ

i 1/0 AERE. B BFQ 2m#REERME (UBK#HItT) mMAZNER. 7 (R

#&: linux-4.12/block/bfg-iosched.c (https://github.com/torvalds/linux/
blob/6f7da290413ba713f0cdd9ffla2ad9bb129ef4f6c/block/bfg-iosched.c#L31) 2)

BFQ AFMAIAERKHREEZEE EHNESIEIK /0 fkhk (GFENE 8337 (A ioniceis
EHEIFEMAELR” ) o
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BFQ JAEREFAERUTHIESK:

#+12.2 : BFQ AiA&%

X4 HiEA
slice idle BEUZW R, EELXTTZNRESKEE, UFHFR=AT
ﬁllill-F_ﬂ\i%\ o

BIANMER 8o

slice idle us 5 slice_idle #@A, BLUHF AL,
FINEH 8000,
low latency FBF (1) XE A (0) BFQ AYEERIRT . LR IBIFERY

NARERF (FlW, MRIRER) , EEFRFRIEIER,
BIAMERN 1.

back seek max mEEINEARE (ML KB REML)
BIAMER 16384,

back seek penalty HAFITEEGEIEIHE,
RINER 2,

fifo expire async AT KBRS ERENNE (UEWHEM) .
BINMER 250,

fifo expire sync BEUZEWAHEN, EERDIEKRNEN,
AINMEA 125,

timeout sync EEENMES ) B, AERHRSHNEKEE (UZE77H
(i) o

BINMEN 124,
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X A

max_budget £ timeout sync NAHEMHRSHWBXE LR, MNRIEE
79 0 BFQ, SEMIZRIEIE timeout sync FfEITHIIE(EZERR
TEH—ME,
BiAMEHR 0 (ZBERBEIRAE)

strict guarantees B (1) XEHA (0), FE BFQ $FETINIE, FREERFERMY
T B AR B TR Z ARIE.
ZINER 0,

12.2.4 KYBER

KYBER BLGERAFMER /0 BAERRF. ERATEHUIKERIUEIEMED 5 NEIERBIRE
B, FHERE /0 BERUS AT EXEBIREER.,

%% 12.3 . KYBER Alig&#

X4 L)z
read lat nsec REIRBURIERNERER, AT AR 1L,

#RINET 2000000,

write lat nsec BB NRENBEMRER, URNT AL,
ZHAEJT 10000000,

12.3 1/0 FFEERUA

ETTA fsync Z[ESEES5RACHAE, FEXHRS (fI90 Ext3 31 Extd) SEHERIXERF
8. ERESBHIZEBEFEN, UBRERSERIFKABEENEE (ESEMEE—
ERENTE) . MREHNHEE XIS IVRA T BAHENG, RREEAURE
MR E 1t RE,
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o EE: XFSHH nobarrier EER

FAR, XFSHY nobarrier @B 27 A, B7E SUSE Linux Enterprise 15 SP2 #l
EERAPAREEREEEDT, ERERIEEZATSH XFS EHGm SR E TR XS
A%, AMLEREXTRR, BEREFRFEEEMAESE nobarrier EIMAM AT fstab
I,

EELUMER nobarrier HEEHIZEMZREAIXE RFFE,
25 BHERMEORESEEUEEX

SHETERIEERFEREE L TERENEFN, ZFRAREANERISETENXHRS
BUAMEIEER.
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13 FuAESHEAERER

IRIERS (5180 SUSE® Linux Enterprise Server) FRASREBITIFSZES. Fli0, &8
TR RN A AR U BB F AR AR KB S HI RSN, XEFRESERR
FISITFZTIMHTE, N THENMESREEFRRENRARIR, Linux IZEEER—HIAR
EMESDRARARKERR. XIGEEESHEREFNIERE.

THET#EET SHEBRAEMXNREEANT, HPENBTHEXESEEREFRRNEER
EMIE R, #R T SUSE Linux Enterprise Server fEENESBERRR, FiRE T HvBxE
BRENEE,

13.1 &Y

Linux AZAFERIERSG LEBES (E#iE) WA, ESRAERER (BRMERIZEERR
[F) BRE F—RBZITHMESHAZANH. EARURESTVERRSRIR, LURIEED
FEHITZNMES. Eit, ERERZSESERERGNZOAN,.

13.1.1 84

ESHEEERENELEREESR, MRARPEFESIABITHHEE, BIWREEDE—THE
RIEEIETT. MREEITHIZAHBEEE 7T R2APLIERNHE, WHIFFME HIZERRERRIE
7o

Fit, RE#HEFREMEL (FEEL) , FEOHEERBERIET. BRAEEFRRE TR
BITRAT BN AR

gNRIFTIR, SEMAE Unix TEREM, Linux BRZESBRIERSR. B, ZMESAURNIE
1To Linux IBftFmBRYIE SEAESS, iILARREFRREMIEER M HE, XMabEERAe
fo M—FHERLAFRE Unix RAEIRM TiE HHZ1ES.
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13.1.2 Btak

RAIEXFEMHERERIE S ZARBITIHK, WK IRA#ERIE A, RniRftaE e
RUAMIERR AT [E) KA, B IEIRAE S, EERF AU ETHRNREME /AR, HBiLk
BAPHIE SR ER TR

13.1.3 #HIERTR

BERFETHRENNLACLHEHE, ESRAEEFEREARATEEENIRMNAL. &
BEEhAs M #HIZEEE—ME, RIBXE A1 #EELAER LIET.

13.2 #HESDE

BEREHENAENIT AN HED L, REGRAAXDFEEM, E—RIKAMFAEN
HITHE. XMFAEMNRIIRIL, EHFEEFER,
—MIAREEIED RN |/0 BEAFVIRZFER,
1/0 ZEE!
/0 RN /fahigE, FIMIRE. BIRRECENER, |/0 BEIAER A2 YE
ERERZIMEFIER L. effNEiTRks, EEEfRERE, FT=EESFFI/01E
KBYE iz,

IR EER
MBELZTF, AEREFEAESHNERENTAR L, BEIETIRAEREFESN
Iko EIAZIAESR /0 BERHERE, RILHEBTRRALUER, EEERER.

S—MEARKRERERHREI DN BTN A EM A #HR,
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o XEAHIBRAEMREITEERTEFR /0 BFXK (FINBEHEFRIE) L. FEREFLIUR
RPIERBRERERIHE, SUAFILKMFIRTLN, HEFERALYAN 100 2R, 7
NNARERF. XAgwERNEGLERFH2HUEAREHZ,

o HAMEHIBBEEREET, FREMHBN. HEEFEESNENDEBIRRINE
o ZHRIKFMER. HEFERERSIERAT XA TR EHEENEREIRA,

o LT HIBXEAAIRIRNUALARAE, FERREFFRIEXEHIZERE RS,
AT RIESIEAER TN AEF P2 LA #HZR AR,

13.3 ZERTFRAERER

M Linux RIZRRZS 2.6.23 748, KRBT —M#AERIBAEMNGTHNHE, T2 ATRERER
(CFS) /97 BRIA Linux RiZIAERER. BUtUMEAE TEATHMEUH, AEHRHNEEERT
RF2.6.32 fIEEmANIZhRA (81F 3.x WiZ) B9 SUSE Linux Enterprise Server. AEREFIFIE
DRAENETD, SINT ZIEEHINEE:

BB
TR R BB B R, SRR, RRIIRERE,
REATRERS
FEPII% 2.6.23 TREINFHE 2.6.24 ST TV RAY CFS SiiRE MHRKEH “A
T BRI

LHZHE
Flan, MREREEITHEZNAPFHIEDH, U CFS 2R HNHEPES T HIEHEFENL
HRERATE],

ik, CFSgEBs RS HEMIREALLIAE,

13.3.1 CFSHIT{FRIE

CFS ZIHABNEETHESRIEQA TS, ATHRERTFENESEELS, EfATLE
WS, AERME—TERTFHNSIERERN, BUSESIRMEANTMERD, £H
B B RIS ST,
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L CFSAEMESE, E2RM “EPUsiTh” (vruntime), EFBITH T —NMERSBARZEES
7L ZE NN vruntime /BB MES . ERESIENETTIAY] (FREHRITRIHZAA K BTE]
%) FHESTEOEN, FIMRIE vruntime B/N\ESIAR RO AN E -,
ESHIRIT vruntime 5iZESHIMELRIER. SMFTRESH vruntime NEIDEE LM T
RESEIR, SHEMEMAFTELIER FIEITTERARES.

13.3.2 R#HEDA

M Linux RZhRZs 2.6.24 748, AI3F CFS #17H0A, MURIEAHEMAMNXZESRHELA T,
A, FENEITHESPEUMASEE, M CFS 2R HAXELAEMAZE N ABITHESR
HATE, BERFESZHAXELAFHNEMESREL TS,

NiZAEREF AL EERERERAIETHNESDE. BXESER, BERE 0= "Wizix
HA” .

13.3.3 AZBCEED

TR LLBE AR E RIS BEESRERFITANEERATE, REXLERTEFAZEIRT
BH—E7. BTARERIRER—ERES, BT AXERITICTER, EIESEHEX
HIE BRI,

25 AEmE
INRETEFIE SUSE Linux Enterprise Server BEMIEIARZ LIZ1TiZR2 4% (Flw0, EBEHR
ENRZLEETT) , BRELPTIFHINF.

13.3.4 ARiB

BXESHERBIXEEERERA—ERARNE, EFEAEXLERNETGEIERER ST
MiER. TEHREPHN—LERE:

3ER
BEEETHHES KRRITIZHIZ Z BRYEEER,
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RIFE
ET U FARNKENESIER Z ERIX AR
gran = ( lat / rtasks ) - ( lat / rtasks / rtasks )

Hrp gran ®RonhIE, lat RIRIEIR, rtasks RIEEEBETTRMES ¥

13.3.4.1 JAESRE
Linux P#% 5 L TR S8 :

SCHED_FIFO
& A TFHERETE R BE N BEFREERE, ©FR ‘il BAERE
SCHED_BATCH
iEBAT CPU BRERESHIAE R,
SCHED_IDLE
iBEAFIRMR IR ESIAER,
SCHED_OTHER
REB HIZERBIZRIA Linux 73 B3R E 5REK,

SCHED_RR
5 SCHED FIFO £, BERBEIHAERBER .

13.3.5 {#£F chrt EX0#1Z09ERNE M4

chrt AL EFNRIZITHHAENIZMNAERY, EFERIEENEMEETE S, &0
PUSREY S0 28 12 A9 18 FE SR BR AL ek

EUTRABIR, BT PID 7 16244 89S,

BOZMBAESHENEN, BHRITUTHS:

# chrt -p 16244

pid 16244's current scheduling policy: SCHED OTHER
pid 16244's current scheduling priority: 0

EXHEBIRERNIAEREZ A, FEREESMRERZNS/ N IRABERMER:
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# chrt -m

SCHED SCHED OTHER min/max priority : 0/0
SCHED_SCHED FIFO min/max priority : 1/99
SCHED SCHED RR min/max priority : 1/99
SCHED SCHED BATCH min/max priority : 0/0
SCHED_SCHED_IDLE min/max priority : 0/0

U ERffI%, SCHED_OTHER. SCHED_BATCH. SCHED_IDLE SRB&{XAAFMILR 0, M
SCHED_FIFO #1 SCHED_RR BYffL5 kAT 0 1 & 99,

Bi%E SCHED_BATCH JAE R, FHITU TS

# chrt -b -p 0 16244

pid 16244's current scheduling policy: SCHED BATCH
pid 16244's current scheduling priority: 0

BX chrt NEFAREE, BEESLEFMIT (man 1 chrt).

13.3.6 fEHA sysctl #HITiEiTRRE

BFEETHNRENFERRNZSHE sysctl IFOSINTEENTE, ErALBIXETEE
HMESZSEEEFNERINITH. sysctl BB ZIFEREE, ML root BHESLIT
BUTHL,

EMAZEEEEE, BRA

# sysctl VARIABLE
ZMRE, BHaA
# sysctl VARIABLE=VALUE

ERNEHERERFEXNFAEZENSIR, 1BIB1T sysctl &7<, HEH grep TSk

# sysctl -A | grep "sched" | grep -v "domain"
kernel.sched cfs bandwidth slice us = 5000
kernel.sched child runs first = 0
kernel.sched compat yield =

kernel.sched latency ns = 24000000
kernel.sched migration cost ns = 500000

kernel.sched min granularity ns = 8000000
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kernel.sched nr migrate = 32

kernel.sched rr timeslice ms = 25

kernel.sched rt period us = 1000000

kernel.sched rt runtime us = 950000

kernel.sched schedstats = 0

kernel.sched shares window ns = 10000000

kernel.sched time avg ms = 1000

kernel.sched tunable scaling = 1
kernel.sched wakeup granularity ns = 10000000

BER, W “ns” M “_us” ZENZEDFIHER UMM A BAIRE,
THRHTREEESZHERR sysctl HUALZENIR (iiF /proc/sys/kernel/ H)
MBI IER :

sched cfs bandwidth slice us
58 CFS HEIEHIRY, WESHAITH MESHIEFIAT R MEXEEITIGINIEITE
B (F53R) . BER/MERUEESZEEARZLRHEER, BERKERRD
ZXFF#H. EE8 Whttps://www.kernel.org/doc/Documentation/scheduler/sched-

bwc.txt 7 o

sched child runs first
WRENFIERDBEHITZAET. KISHERN 1 BRFEPNFRTRERT
BHATRIN 2T

sched compat yield
TR RFHNESBIETMIINERE IENFNREGH) , BAIBO() AERERN
F5) CPUFTH. HITENAFFA (BIN8E) B, BdLTEMHARETIS,
&% sched_yield(2) syscall iTANNAREF ISR EEERS. Z—FHHE, Rig
XMIEAZEIMETIRER A LR, AR RSE TIEAHSHKINE. FXIERIMME
BE TEEEY, A ERALTE, BIMERN 0,

sched migration cost ns
BHEXRITREIZKEE, STEIZRRPBEREMESMAA “BFEHAR . B
R ESAKAIERIEES— CPU, RAEARIMTERTLURMES TS, FRINMERN
500000 (%))
NREFEFIEITHIZR CPU =R EBI TR, BRI E, MREST FIREME
CPU (v R ZiBI#EE, BRIRNIERILE,
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sched latency ns
CPU ZERESHBEME SIER, BRI TERIEI CPU LIS E ., E5H
BB R A E R BRI A T 8
BtiEl = AERE * ((ESHNE/ESEEITITIRENE)
ESHINERURFESSRY nice KFIFIAE RS, SCHED_OTHER ESH&/IMESINERN
15, XM TF nice 19, ImAESINEH 88761, XM TF nice-20,
BBl BEE A EIGIMME /N SrETESHNEBET
sched latency ns/sched min granularity ns B, 15T H
number_of_running_tasks * sched min granularity ns. fEltZal, IFETF
sched latency ns.
IHEFIEEENF T ERRENMEEESMAETEETHRKNEIZE, AT EXIEM
1 S ENMRERES ZHIZES R REEFERETE, FHLLSIENM CPU BERESHNRAERZFLE
B. ZRINMEH 6000000 (%) .

sched min granularity ns
CPU ZERESHR/NMEEHE, BXIFMIER, 1550 sched_latency ns. FRINME
73 4000000 (#F) .

sched wakeup granularity ns
MREEIE SHIE, IMAMTER/NREES S, NMMARHTERERESHTI. B/ LT
EANEERXBEASHNREEIDRNETE, LHEIRTEARATEAGHS CPU
BEAAHTHEY, BIAMMESN 2500000 (HFL)

EE gEEHNREENEE
REEET sched latency ns N—FRESERF=LEMREEL S, RIIERAMRE
SR EENS CPUBBRHRLERS.

sched rr _timeslice ms

£ SCHED_RR S #IE HH BT ESTIRKEZRIAIBITHEF-

sched rt period us

M ELEHMESSHEIRFIBVAIEIER. FAINMEN 1000000 (FHFD) o
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sched rt runtime us
7£ sched_rt_period_us BYEIEE D ERLA LRMESNEF. KB N -1 2B RT H RS,
AINERT, RT ESESFEIEEHEFE 95%CPU, EMmET 5%CPU/F (3§ 0.05 %)) f#
SCHED_OTHER f£55fEF, BAIAME 950000 ()

sched nr _migrate
RN SEI S BT AT AT IR TEES . BT FEVISITER AT IR (softirg) BIIE
MRIEREITRATI, BrEEEMERMESH IRQ IEBR, Hlt, EALERRERIEAKE
SCHED_OTHER 42891488, AN ESEMKEHESH IRQ IEER, BINMEN 32,

sched time avg ms
S AT BT E RIS EITHIEINEEPM&IEIE BB, ZTFII(ERIEEN CFS i
HAHFERE, HigR CPU MEBESMALKEESHEICIZE,
IEHNRERETRAREE LS THEATHMEX, HIURTEESHIEITREMEITH
KFEHZE,

13.3.7 PERFREMNREEREFST

CFS Mt 7 #ra9tgeg BV A R E, FHHEMETRSITHER. HEAXUGEHRME /proc XHEHH
4, f£A cat o less MLEIAIINEXLEXH, TEHIRMH THEX /proc XHNFIRKMEEE
WiBE:

/proc/sched debug

BEXMESHEHERFITANFMBREAZE (BE0E 13367 “EH sysctli#iT
EITHIET ) BEEIE. CFS4it, UNBXRPAALESE FRNETTITINGER
(CFS. RTHIREHAMR) . WIMERBRE MRS FEITHESHE. £35S
PID, UNIBAERFSFENSLIT. RIEETHE tree-key 5, ERIERTESHEME
T REFERZPRNEIR, TLEMPEHRIEXNPIA G TESHTHIF. switches
PIRTIIREXRER (BREEEERER) , prio ERAENEHEMER, wait-time
ERTIESEFAEMNE, &F, sum-exec M sum-sleep HHGIT TESELIE
23 LIE1THRE L T ARSI ERE (AT A EA)

# cat /proc/sched debug
Sched Debug Version: v0.11, 4.4.21-64-default #1
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ktime
sched clk
cpu_clk

1 23533900.395978
: 23543587.726648
: 23533900.396165

jiffies
sched clock stable

sysctl sched
.sysctl sched latency
.sysctl sched min granularity
.sysctl sched wakeup granularity
.sysctl sched child runs first
.sysctl sched features
.sysctl sched tunable scaling

Cpu#0, 2666.762 MHz

1 4300775771

0

: 6.000000

: 2.000000

: 2.500000

1 0

: 154871

: 1 (logarithmic)

.Nr_running 2l
. load 1 1024
.nr_switches : 1918946
[...]
cfs rql[0]:/
.exec_clock : 170176.383770
.MIN vruntime : 0.000001
.min_vruntime : 347375.854324
.max_vruntime : 0.000001
[...]
rt_ rq[0]:/
.rt_nr_running : 0
.rt throttled : 0
.rt_time : 0.000000
.rt_runtime : 950.000000
dl rql[0]:
.dl nr_running : 0
task PID tree-key switches prio wait-time

AR EMEEREFST

SLES 15 SP5



R ccl 63477 98876.717832 197 120 0.000000

/proc/schedstat
ER5EHasiTAIIEXNSGIT. BINERTRPTA BIERLIERN SMP AT ES 1T,
HFRHERXARTKEM, E#IE /usr/src/linux/Documentation/scheduler/
sched-stats.txt AAXRT RIFHES.

/proc/PID/sched
ETREXHZAERFEREID (PID),

# cat /proc/$(pidof gdm)/sched
gdm (744, #threads: 3)

se.exec start : 8888.758381
se.vruntime : 6062.853815
se.sum_exec_runtime : 7.836043
se.statistics.wait start : 0.000000
se.statistics.sleep start : 8888.758381
se.statistics.block start : 0.000000
se.statistics.sleep max : 1965.987638
[...]

se.avg.decay count : 8477
policy : 0
prio : 120
clock-delta : 128
mm->numa_scan_seq : 0

numa_migrations, 0
numa faults memory, 0, 0, 1, 0, -1
numa_ faults memory, 1, 0, 0, 0, -1

13.4 EZEE

BREEX Linux IS AENREENE, FHESMEEKE TEREF—LEFR:
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s BEXEZRAERFRFRAANNE, ESUHEXFMIT (B0 man 2
sched_setaffinity) .

e http://www.inf.fu-berlin.de/lehre/SS01/0S/Lectures/Lecture08.pdf # HigHtTH =X
Linux AERZF RN EEZNE BifE,

* H Robert Love &%RY Linux Kernel Development (ISBN-10: 0-672-32512-8) 1R4F
LR T Linux #I2AE, 1520 https://www.informit.com/articles/article.aspx?
p=101760 2,

e A Daniel P. Bovet # Marco Cesati &#HJ Understanding the Linux Kernel (ISBN
978-0-596-00565-8) FIFE L E MR T Linux RIZAIAERLEHT,

e Jusr/src/linux/Documentation/scheduler THXHNEBT EXESZSAERFEN
EARER.
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14 HAREFEEREFRY

BTENMRARNZBNAEEERTA, BELERANTRETFRERSEMFRERINES
o

NEEEFRABMANENREFERSE, TXHZA “YM” . VM BERREEEMNAZUK
RPEFIYIERRF (RAM) DB, EXHTANAPHEREEMREFFME (A Linux i RE
I POSIXAPI#ITER) . &f&, SHRAEREN, VM AGTEBIEEEFIME “ER” W
F R RAM,

WENHE VM BETRNEEEETENFAERE VM EF. VM EFNEXBIrERAEE
HUR D SHRM X R G RF (BERNSXGRS) £/ I1/0 FiH. tEREZTE#R /0 5
LAEGFBIRR TR S 1/0 KSLH

XEEFRREEERHERIARNT. EENERRNFAIRNAGFEES, FENTRNIET
MEER. B2, MRBIRNEFEFAENER, BBEEFIREANTT.
MNFRENTEAHEMNS, NRELEMBMAIE —FEMRERAEH R RS IUEEIIR
REFHRR, E_AEEBIEARARSERIEEFNEERN.

&a, ENEEHNMELEAHAS, IRAITNARFETESHIZSLE, B HIER
HEEIXHREXIHEFIETT, W VM EFHRRAIER . AEFHELEZAS. NRNA
BFANBEDEETXEHET, WEFEATKRE VM EEFHNRIARGFELD, B2, EZHH
EMAIZF REERE B EANNSUESNEERNIT I/0, RILAILEFHFIAZ M.
FEHTIHET BERERERR,

14.1 RNERA=

—fikmE, AEFEDENSN BE” A “faE” ) o “FEET 5 AR .

14.1.1 ERZRATE

EZAFEFEREREN#ZATF (Bla >malloc()) . BERBAFSAEUKA, %W mlock
5B A BRI B FHRE SR ERRFUILTANRIRK, AR aEW. BFD
ECAILIEMRICRIRE, 32 1/0 (BERAMBITT) HMERFELLTIEE 1/0 BRI,
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14.12 Ti%TF

S SIRAIET., NEREMAZIIHE, AEREEEREST, NRNBEEFDE
B, WRBSHTEMBARMESE, tmpfs IRZREREHATIREES,
BAXHE, FYESEEEENEET, ASESONHERNE (EERNSEES) .
W EAMRSENRIEN, ZRMN RSN Tl FETRSATMEMITY =
B T MHTAEARRE, AUEKEENRERT, REFEEREE, REATISAE
BHEER, ARG LRI,

1413 EhXER

XEEATRIgE (U0 /dev/sda) W—MTIEE. XHRGEINEER ERTHIEEN
(fl40 inode &R, HECMIEF) B, BESEREHIXET. IUGEWREF—FERESH
X&Fo

14.1.4 AKXk

FPXLR MRS, FERENRNEFNOEN. MRTEFNHEFXEEFR
BEEM, @R LUEMRER,

14.1.5 E[g

LN ARFEXHHRENIIER, TEFSTAREN, MEAXKEFIEESTARE N,
HRENAESERIEEHNIHE (UFTHEM) (vm.dirty_background_bytes). SEZEHXK
BEANAEFEESEAREFEZHERNSELE (vm.dirty_background_ratio), SEHTAFERENRK
BB sERE] (vm.dirty_expire_centisecs) Y, PRIZEMEBERETARE NI HEFIA
ERNEE,. EEFPHMLLEREERN, KEEF—IIEEE—1. RIFEFLZEETES
WITER, AFNBEFHSIEIT. R 1/0 BFR LNAEFRIEFEAREANNHEE, #8
RENSUEREIXRBIZE (vm.dirty_bytes 8] vm.dirty_ratio) , MIGFFAMREINAIERE, U
B LERE NSRBI I (B,
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14.1.6 Fli

VM S M IHEREH FTRE S AT T, FURSRTERRIFRAAITNSREE M R G352ET
BITUERFT. ERLLINRERILUERRERM I/0 BREMEEKR (MMREME) o HAIEEI/O0 L
EERT EIEETAEFIEHITI/0) -

14.1.7 VFS 41z

14.1.7.1 Inode &7%

XEETXMHRY inode FHMHIRNEFERERE. BEXMAR/N. NIRMFABNUISEX HEiE
BUtEH FRE .

14.1.7.2 HRINZER=F

XERGFERIBIANEFRETF. 288M OXHR) « XH5IAB inode, LUKkFH, &HE
REMRIGAVRF R R ERILER,

14.2 B/ LHER=

14.2.1 B’V malloc (ER) B=

5|HRRas#8EL, SUSE Linux Enterprise Server 15 SP5 _Eiz1THIN BIEF A D EE ZR1E,
XERA glibc ERERAFTEINFRSERERINTH. BXXESHWNIEA, FEL
http://www.gnu.org/s/libc/manual/html_node/Malloc-Tunable-Parameters.htmla,
EME S5IBRRAEMMIITA, B M_MMAP_THRESHOLD i€ &} 128*1024, Ak, BILAME
F ZFEB mallopt(), HETEITHNREFZHIIKE MALLOC_MMAP_THRESHOLD If5%

il

o
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14.2.2 RV RZANEFFE

EREFARHE, RA=BMFEAIRRNAZAT (LREEF) . EASOAZRELE
BIRgER, TeANZER—TTIEREEMN,
BRAAZEIELRHENERZBDAZRAFERE (RDHEE. B TANXHNEET,
FF)

14.2.3 REFIEHIZE (RTE cgroup)

NRAFERNTF cgroup ThaE, AILUBETERZEF 1T EIZ1E cgroup_disable=memory ¥HX
i, XA]LAFERUR DB AFERE. B UBSHeEMEE, XEFENHATF cgroup AT,
BMEERECEERIAE cgroup, RF=EVDENSHITFH.

14.3 EBINAREEESE (VM) T[S

0E VM BN EDE, REBARE—ENEA SR IIERSUNTENM. MRITERHE—
RPHEZL, WETHERANREBSZERANAFR, EREFHTAIRSELENEXN,
EEMFH TAIERMAERETLE,

14.3.1 [sl4fEE=R

/proc/sys/vm/swappiness
ITHEH AT EXAZREEZRNFNENEE B FREFEMHMER) . GMtE
IEINAHE. BRINMER 60,
I 1/0 BURRERFELLEA 1/0 BER1E %, B, HRRLEREEFEINNMEAAERE
BAFESRS. Nt m#TE ST,
WMREMEE T MBI ERMEIER, HIFNEERBNIESE, NRBIAEN /0 7F
HEBERRPHTIEFERL/), HEERSTARENKRNARER, BINLERTRENE
E3:128

HAR, RENSIERSZ, RAATLERN TERRABUEFIEREIRERK,
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/proc/sys/vm/vfs cache pressure
kT & A FIERIRZEW A T4&7F VFS RFHRNERESE X FREFNKHR) - 1M
IHE=IREE VFS ZEFRIRE,
AR E AT BY N S L EFHITER L IRAEME, Ree@d iR ¥k, slabtop #5<
(procps RHEN—ED) ERRZFAEANHIREFNNRENR. vfs &7
& “dentry” # “*_inode_cache” 3R, MNRXEWNFBHNAFEERTREEFMNS
B’AR, SITFNEIRIEMES. W, ErIaeEB TR, BRIAMER 100,

/proc/sys/vm/min free kbytes
IESEHATERIRETHEE “BRF DEZANSHME (BEFFLW ERANRNE
2, MRIEFARNET RAZENRNERE, SNBERERELSH EEBTHRANARE
FMAERS BN AZERF) . NMRASHMELHIR “TTWHERN HESMERRER, AL
FEE AN min_free_kbytes, BEIfFIREK. MNIRXLEERDHIM, MEEED. FRIA
EEUAT RAM £,

/proc/sys/vm/watermark scale factor
BHME, ATARESAE. K &IVKFE, NRAEMRKFE, U kswapd =MEELITES
SEIWAF. ERRARFERIEIEKTEZE, E5—BHATBRERS, ZAFRMEKFEH,
NAREREHHERAT.
watermark scale factor ENXEMEEE kswapd ZHIT R/ RAFRIRNRNEE, UK
£ kswapd BEEIARERRS ZAIHERRZ VNF. BURAARZ/ . FRIAE 10 RIRKFE
BHNEERT =/RAFPAIAARER 0.1%. f&AEZA 1000, KATFEH 10%,
B S H A RERNEEEHEEREWRESHNIERE (B /proc/
vmstat ARV allocstall #I#f) B, FEHE, WR kswapd =ZEIREE (H
kswapd low wmark hit quickly #I#f) , "IRERTAN T B IEHEMRE A FARIDIEL
Ko

14.3.2 BS[EZEH

M SUSE Linux Enterprise Server 10 &, SEI{TAN—MEEELE, EFXHH mmap()
NEREERERIULEMAREANRNE FIHITER) . mMEE, XELLRESRUHRSY
BEHAT msync() RGERAARSATERFEAT, AETEE,
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S FRARRE 7S B mmap ERAIT LA SBT3 ATAE N A T hs. SRS EILLERAIR
BT AR B T

/proc/sys/vm/dirty background ratio
XESUARAEFEESEIWAFEEZERNE D, SREANREFEEILE DL, B
BB ABELRIRE ARNF. BIAMEN 10 (%)

/proc/sys/vm/dirty background bytes
tEHE S EERZRIMIER ZEF RS RN FMATINARE NATF
£, dirty background bytes & dirty background ratio KXW E#, R
REHPHN—, WB—PSWENRE 0,

/proc/sys/vm/dirty ratio
5 dirty background ratio EMHBEDLHE, MRBILE, BES NNEEFHN
RREFEHEMEL, HEFRZESRIFREFZIZRLDREANAEZ, RIAMEN 20 (%),

/proc/sys/vm/dirty bytes
XX HEFINEIESHS dirty ratio A, RAIEHEAUFHAREMUNRENARF
2, MARAEWRENES L. BF dirty ratio # dirty bytes =HItBEIIIAT
&, NREEEPN—, WS— I SWEMEE 0, dirty bytes RFHN&/IVE
AR (UFTAREMA) ; EERTLESINERR R, HRREBIERE,

/proc/sys/vm/dirty expire centisecs
RERERFARS NRSEI BRIV ESIETE T —RRERFHIEFLEN SRS Ho KUY
BfRIEX 4 inode AVEERETIEITR, ALk, @I %EREN, B—XEPNESPREANTR
WEEE No

dirty background ratio # dirty ratio EEMET REESEITHN. NREMNX
LBE, SEESZREANAFTERAAPRBEKNE,. RAFRTFHNEREANAGFES, BIEE
5o /0 MR EEN I/0 RAKEESELENNSMB R, BZ, IRATFEZHREARN
7, SRELWAENAIRESIEMIER, XESFESEIFIHMEN, EREERMETREER
( “BAFI") o
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14.3.3 SUSE Linux Enterprise 12 5 SUSE Linux Enterprise 11
Z I8l 1/0 E AN BRIER
RAEMARFRAEAFHREENFTESNEENETXHEER DL, XATUBERARHR

BETS D ECFT R EIBLEIR5ER |/0s I FREARSHEERNE ANNRARNEFEH
vm.dirty ratio (/proc/sys/vm/dirty ratio) ##%l, EMAERN:

40
20

SLE-11-SP3: vm.dirty ratio
SLE-12: vm.dirty ratio

£ SUSE Linux Enterprise 12 RERRELLEN T EMRE, ERERENER T UERM
SERX IR EE, ANRELZMMEFHEEAINERRE. XBRSE, NRAS LB
EEENIAREYE, MEIAERT, 7 SUSE Linux Enterprise 12 52 EFREAYEY 8 EL7E
SUSE Linux Enterprise 11 SP3 E&E/b, AZHTIERHRIEIAILTN, RANAEFER
fsync() AL #HE, HEBHIBEZAREANNREEREIR, FAZIPRE,
BREEFEE—LEHIMER. NRENNARFZILZMm, NESANREESHREIMEF.
EIAN AR S B2 R EERRGIE MM, B /proc/PID OF APPLICATION/
stack, AILUEER|, MNAREFEI balance dirty pages ratelimited f£2 7T AEAtaE),
INRMRENXER, MEXSH TR, B8 vm.dirty ratio {EENNZI 40 L& SUSE
Linux Enterprise 11 SP3 174,

BESHER, TIREAME, BKI1/0 BHEHREMEREN, E—HXFNXET I/0 HENPATIRET
I8

THIRGIER dd LS AE 30% NAGFENER, HRENFZE vm.dirty ratio A
BN N

# MEMTOTAL MBYTES="free -m | grep Mem: | awk '{print $2}'"

# sysctl vm.dirty ratio=40

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
2507145216 bytes (2.5 GB) copied, 8.00153 s, 313 MB/s

# sysctl vm.dirty ratio=20

dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
2507145216 bytes (2.5 GB) copied, 10.1593 s, 247 MB/s
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FAR, ZERSEMTRHLTAENEE, URIRENIEENEE, NRIRE
dirty_ratio=40, RZSEFEZMEATREEANEE. BFLER, EXRMER
T, 1/0 BRERERS, FEHERTEREZA dd FF RIS

# sysctl vm.dirty ratio=40

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
conv=fdatasync

2507145216 bytes (2.5 GB) copied, 21.0663 s, 119 MB/s

# sysctl vm.dirty ratio=20

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
conv=fdatasync

2507145216 bytes (2.5 GB) copied, 21.7286 s, 115 MB/s

BAR, dirty_ratio FMAAIFAZEMEMRRNE, BESSHBEATHERR.
b, dirty_ratio AZEEFM /0 t6E, BEARIFEMERBDINER TURTHATE
NI TR EHRVINEERE,

14.3.4 FNRZSE

/sys/block/<bdev>/queue/read ahead kb
MRE PRSP HIZRINFEZEIE DX, AZSEANIRN—LEE8E, LUBDHIZEFR
$HERIFERYEYE], (RATIRENRISSIREIEERIRIE /0 BELEN “BAF BEEMSITER,
IESEHATIREAZIEZR I X GENRABIEE, NRELAMMAXEH#ITAEEFIXERY
HEARBIR, AIASHIEBINIE, BEAKFIESBIURE? (AFMIEMNEFEAIA
ZRIREIN) SKitEE T (AANFEARENTAI/0) . BIAMER 512 (KB).

14.3.5 FEHATISE

FFABEEAATI (THP), AILLUBE#HIZRFMBHE AT, HE®I khugepaged RNIZEERK D
BCHEREI LU #H1T. WA EARETEAR hugetlbfs FohBEEATHN D EMER, THP WHFF
REZAFHRXNNTEAREER. EETRAESERNF AR SR IR, &8

BARIMITEEERL T 1000 2.
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ERLEFRTOEFIRE THP. BTFREREIK, REHRRNELAEXNIERETES
fEF THP, g0, WEEBTRIREE(ER 2 MB REM AR 4 KB RAESMEIR, RATHIRAID
WeBl, 7EETF SUSE Linux Enterprise 12 SP2 BhfiaAs £, =id53EC THP BY N A2 Al Re = KAY
B FEHIRES, FLEMBELINEZR THP 1%, *F SUSE Linux Enterprise 12 SP3 {1E &
hfeZs 7 8 #TITAE SN

AJLLEE transparent hugepage= WiZSEE sysfs Bo& THP 89179, a0, mILLGEE
AINAZBEL transparent _hugepage=never , EJiE grub2 itE, AGESISFREZEH
THP, ERUTHLREEEERMA THP:

# cat /sys/kernel/mm/transparent hugepage/enabled

always madvise [never]

WMEZH, AESHE2ERE never, W EHIPFR, MNRIEEE always , BREEHE
IR HFERE THP, BIIRDEIRK, MSEM khugepaged ., dNIRIEEE madvise, MR
SANREFENIEERMIL T8 SEE THP,

/sys/kernel/mm/transparent hugepage/defrag
kSR FIEHI28C THP BN B2 FrAIE N TEE, 1£32#F THP #Y SUSE Linux
Enterprise 12 SP1 f1E{RARAH, always BEINE. R THP RAJH, WAREFEE
RWAFHITEA IR, NMRAEFERAKHE THP AOIH, NAEFPERRERLAEKR
EEFINR,
& madvise RNNXHENBAREFENIEKREY, THP EIERA SHITHAFEIE, X2
SUSE Linux Enterprise 12 SP2 F1E S A AsHIZRIA(Eo
defer {iEMHTF SUSE Linux Enterprise 12 SP2 M1E Shkds, N8R THP RrlH, MR
FRERAER/NT, EaMEE kswapd A kcompactd RiZ&AREUERAXNANEHIT
AT, HIEH khugepaged B2 ES THP,
MR THP AeJ A, BARASHITEMEMBRTE, &RE—TED never MR/,

14.3.6 khugepaged &%k

 transparent hugepage i&& always 3 madvise BY, khugepaged =BTIBLN;
HEIGE N never BY, khugepaged =BzhXH, ®E, khugepaged LIBIEHIMEIZTT, B
Bl LATHIETT A0
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/sys/kernel/mm/transparent hugepage/khugepaged/defrag
0 B2 M khugepaged , RATHEITIPIEER THP, MFZmTF THP, BIREER
7£ khugepaged ZiXEH N ARFRAFAER RENEFIKRIERBURE N BZFM
=, ZH khugepaged FIEE+HEE,

/sys/kernel/mm/transparent hugepage/khugepaged/pages to scan
tZ A TFEH] khugepaged 7ERICHIFHERITIE. AT ZIRFAIEFIEC THP BY
INDT, EMILERTERMER S 2E THP, ERHME CPUBEAS.

/sys/kernel/mm/transparent hugepage/khugepaged/scan sleep millisecs
SEREHE, khugepaged Rzt &EIEENEE BIfRRBR—E:ETE], LRSI CPU A
£, BUNLERERMERFSSE THP, ERNE CPUBEAS. 187 0 B RGI4HLEE
1.

/sys/kernel/mm/transparent hugepage/khugepaged/alloc sleep millisecs
S A TFiEHIH khugepaged TEEFEDEC TPH NEARIRZ A, UZERF kswapd
#0 kcompactd FEUETE.,

khugepaged NE RS/ DA FI4EERIE, B /usr/src/linux/Documentation/vm/
transhuge. txt FHALEER T XLESE

14.3.7 EHfth VM &%

BX VM a2 HNTESIR, 580 /usr/src/linux/Documentation/sysctl/
vm.txt (R%E kernel-source RFEESEMHILXHE)

14.4 S VM 1T
—LERTEBB IS VM (T AMEE T A

1. vmstat: W TERHEX VM EEHITRENRZR. AXIFAER, BERE 2111

“vmstat” .

N

.
T

2. /proc/meminfo : WMHHRHEAEFFERMUENEMA, EXFHAES, BHBELE 2.4.
“WEFERIFE:. /proc/meminfo” o
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3. slabtop: It TEIEHBEXRZ slab AEHAERIFA(E
Bo buffer_head. dentry. inode_cache. ext3_inode_cache ERFEEF, NHE

procps FRIE T ItkER <,

4. /proc/vmstat : IEXXHRHERER VM ITHRIBBH, FRrEE&ERNRERNE, F—El
KR, REFEEREHIE /proc/meminfo A, HEEAIHLARFURGFARE
Mo ARMBRAMA, FELEMUEXH—ERETE], DUMBETLIER, BEMEMRKERN
REZREERERMT:

pgscan kswapd *, pgsteal kswapd *
XEREAAREBBhARFKLE kswapd EHEWBITIEL, XEERELERETEE
BALCIWE, RUERERERALETENIEKRAT, HAIRRHINEZ, BERHX
LR R ERER,

pgscan direct *, pgsteal direct *
XEREDARSNAEFEZERREHFRKRNTIE. tE#HFS5 allocstall it#kss
HIEINMERE, LtEFLE kswapd SEEHEEE, FAXLEEHIETHEZEL TEHIK
o MM ESRETNIZES kswapd LIRS pgpgin. pgpout ELEEFN/FHER
=07 pswapin 3§ pswpout X, RRAKETLZH™ENE 7.

B LA A ER R = SRR B RS B

thp fault alloc, thp fault fallback
XL 2R N T RIEF EIZDECH THP $88, LUK THP Re] BACREFNFER /)
DIHRE. —fEms, PBRIEAEREN TLB EAHIEEHR, TURESNEIREZET
=0,

thp collapse alloc, thp collapse alloc failed
X2 F khugepaged S EZHY THP #18, LUK THP Ru] AR REFI(E
F/NDIRR . BENEREXERERACHHK, BENARFNAFRERTT
THP, B ARS(ER THP, X TLB EALLIRERMIN AEFMS, XEMA— N

o
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compact * scanned, compact stall, compact fail, compact success
B THP HERREHA LB, XEIHHErIESEM. SNAIEFEIE THP 41
BIREEHR, =B compact _stall., FIRAIITERIRITNITERIDIEL, UKk
BRI R AV = B IR 2K
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15 ROREMLE

MEFRRAIFBESR, HMASAERAREE LIURTRARNERARURSHIMNIAZE, 5
SOPLE RN B P IR EEE AR (XA BREEREMIK) o Linux RREEERZ RN
IR, MARRAHNEELE, HREFARIFRE e, ELURSERE.

15.1 AIECEMAREREFERAX

MBIERAIEE _L&RBT TCP/IP AR — M EREFEORKILER; BX TCP/IP RIF4E
B, BB (EiEEm) ,£238 “BXNENIR” o Linux IZBIERFRIXPHNERE
FRORGECERERENHE XERRERFEAXZREN.

O ==: Tcr aHHA
MAIZRZA 2.6.17 FFIEZ 2 BB HPX K/ (RAKN4MB) . XEKE, F
HAFEETZARRENEMLEE, BF, RFFAEREUTEE, 5E, &iHEF4HA
LERITHIERRR,
NREEMIBRRRIZER, EINEPRTFE) TCP I, 2B BohiiEAThEE,

/proc XERSEFRFHRX A LUERARERFEAKBA/NNITH; BX /proc XHR
GN—MRER, BERNE 26T “/proc XHRG o EUTUEERMSEEXAIX MG

/proc/sys/net/core
/proc/sys/net/ipv4
/proc/sys/net/ipv6

Rz (linux/Documentation/sysctl/net. txt ) FERET —HEH net

T2, linux/Documentation/networking/ip-sysctl.txt # linux/

Documentation/networking/ipvs-sysctl.txt R TN ipvd TE,

BE0, £ /proc XHARZEH, AAFREHINEE “SAERFEREIX" 0 ‘FKEERF

RIXEEAX” , HENH TCP MGEEXRMEM (£ ipvd ) , MEZPIEHINANIZE
(£ core #) ,
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/proc/sys/net/ipv4/tcp moderate rcvbuf
R /proc/sys/net/ipv4/tcp moderate rcvbuf REHRN 1, MEEEBHE
HonSEBE XK,

/proc/sys/net/ipv4/tcp rmem
BE=ME, AT &ESMNERNATRRERXNERNRND. AR RAKR DN X
BEEXTERFAREFERE, MAYE TCPEAKX/.

/proc/sys/net/ipv4/tcp wmem
5 tcp_rmem @A, ERFIEESMNEENAFLEEFX,

/proc/sys/net/core/rmem max
1B I A] LRI A2 BB IS G KIS R RE R X K/

/proc/sys/net/core/wmem_max
IR BT AT ARSI A2 F RIS B KR A RIEE P X K/,

BILUEN /proc ZREAEER TCP INEE (BRIABFTHFE TCPIRE) - fAlaN, KELUTX
&

/proc/sys/net/ipv4/tcp timestamps
TCP BYBRTE RFC1323 H7E Mo

/proc/sys/net/ipv4/tcp window scaling
TCP B O4ERETE RFC1323 B E Yo

/proc/sys/net/ipv4/tcp sack
EFEHIA (SACKS),

fEF sysctl EEEE N /proc XHERFEMWTE, sysctl tb cat (BAFIREY) #0

echo (AFEN) ErE, RAETEEM /etc/sysctl.conf EEUEE, FHitk, SXES|
S5, XESEREBASEMRE TR, FA sysctl JUBRMWEERETENREME; K root
SMERTHSLTIE TCP HEXIRE:

> sudo sysctl -a | grep tcp
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Q iFE: HWEAMKTEMMERMNKET
HIANETER SR IMEMARSHRIR, FIU CPUSRNEFRE.

15.2 1 MMNLHE A S TN R=

FEFFEHITMERIEZ /I, HAREMEMRIMFMERER . FLET An]FEEh X LR
o

LTI EaEEBO M RE: netstat. tcpdump #1 wireshark ., Wireshark @— 1%
KRB

15.3 Netfilter

Linux By ASEFIHERRINEER Netfilter RIZIRRIEM, HRRE—NSEAERENETHNRIME
2o MRENMNEENBITES, Netfilter R IELZE, HEREMNBIE XHITHT*
1BIE ( “BiR ), FlnsbaAER,

Netfilter IREZEEEEZREN, R, EXHMNES, SAERVSEEMER. 5
5, SRERIRERIFTHEAIEES K, EMIRIEEANESERE,

HRZNFIERE, BEFRFEHNE, SRIMAERLAY. EMNERERAIER
T, “HETH DEERLAPENZREREHRNER. BXSEER, BB M https://

home.regit.org/netfilter-en/using-nfqueue-and-libnetfilter_queue/ 2,

BXFAMEE, BEB N Netfilter F iptables BRI ETT http://www.netfilter.org 2

154 {EREWEF M (RPS) EXEMASERE

MANBSREOIREI UBHAENE, SEENMK T RIMEAMENREERER, A TR EMEE
TR, RAEGAEBTITIEDZLLZ CPU il
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F L MEZE O ] LUBE TERE P R FE 2 MERA TR Z MEURPAT, BERITIERLZE%
™ CPU il 1BE, BE—ENKZEOANEET RN, RoniZFH TR FTHERPL
HFIEENNE, ERRRLRE, BRERAEMSA “FHiTH” RUEZD CPU ZBIDATF &
SUSE Linux Enterprise Server L, ItIhRE@ BT 1ZEWE S M (RPS) LI, B 0] LATEEINIFE
H{EMA RPS,

RPS {£A IP #uitflim S A NMEUERCIEM—NRH, EALBATHERERE—SUERNE
KXEIE— CPU, MEEhEFIEEE.

RPS RiRIEMLIZ FZWATIFIZOREN, EEXHFRFEUTER:
/sys/class/net/<device>/queues/<rx-queue>/rps_cpus

<device> RTMEKIEE, HII0 eth0. ethl, <rx-queue> FRRFUBATI, B340

rx-0. rx-1,

INRMBEIE OB IF R MERIAT], TRTFE rx-0, MREXFSMERWY, NEH
EWEAFTIEBE—1 rx-N BRo

XEREXHEE CPU ENES DR IR BIAMERT, FEUEHKEN 0. ERALIKESR
LA RPS, Fitb, AIERETRY CPU WZAIEEPAT,

E B RPS HiLISER CPU A EEOZEWAATIFE, BRHXLE CPU EUBFHUEEIRE
7 1, 540, ik CPU 0-3 &3 eth0 B —MEWEATIRVEL, BFALUE 0-3 1K E 9 !
1: 00001111, AfF, FRURTELA TS — EXFIFLERN Fo ERUTHLIR
B+ #HE:

> sudo echo "f" > /sys/class/net/eth0/queues/rx-0/rps_cpus
NREBER A CPU 8-15:

1111 1111 0000 0000 (binary)
15 15 0 0 (decimal)
F F 0 0 (hex)

RAFgE/HBIE ff00 BE<LH:
> sudo echo "ff00" > /sys/class/net/eth®@/queues/rx-0/rps_cpus

7Z NUMA &N L, BIREREMRE, 0135 RPS B2E RNEAR— NUMA £/ CPU AMEIEZEO
EULBA T B9 R
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£3E NUMA BN L, BILERFRE CPU, MNRABMERRS, HbRETLAEMLIEZEON CPU
BIiRFHMERE, BILUEE /proc/interrupts MAERTMLIEOM CPU, Ba0:

> sudo cat /proc/interrupts
CPUO CPU1 CPU2 CPU3

51: 113915241 0 0 0 Phys-fasteoi  eth0

EABIFR, CPU 0 BME—— PNATFRIE etho FHFA CPU, AARE CPUO B1EIESE,
£ x86 1 AMD64/Intel 64 SE& L, AILUfEA irqgbalance BEEHHRTD &4% 1 CPU, BX

HAEE, 158 man 1 irgbalance,
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16 1%3& SUSE Linux Enterprise for SAP

AENBIEEY sapconf AFMHIE SUSE Linux Enterprise Server, LUMBUREANER
SAP R, sapconf ERTFRET SAP AT EFRY SUSE Linux Enterprise &%, & T
SUSE Linux Enterprise Server for SAP Applications &P N saptune,

Q #E: BEXM sapconf &<
£ SUSE Linux Enterprise Server LAz SUSE Linux Enterprise Server 11 #1 12
&, sapconf @pSEEERBRNAEETR,

3+F SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server 15, ERE%X4%E
Y. d5< sapconf BEM sapconf BHHFEHERR, ZMHEFENES systemd AR
%, XBHEA sapconf @¥1TLH, LUK sapconf/tuned EEEXHF tuned,

16.1 fEH sapconf 5 i SLE &%

SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server for SAP Applications #1
RMT sapconf €L, UEERHEIRILLITRER SAP W AEFIREEINAISEL: SAP
NetWeaver. SAP HANA F1ETF SAP HANA BIN FBFEF,

SUSE® LINUX ENTERPRISE SERVER 12 fifj sapconf5 #E%
sapconf5 (FEE tuned)
e sapconf-netweaver (EXf{7T tuned ECEXHH sapconf BELEXH)
e sapconf-hana (BfX7T tuned BCEXHHY sapconf BREH)
e sapconf-bobj (BXXT tuned ECEXHR sapconf BCEXMH)
e sapconf-ase (BT tuned BCEXHH sapconf EREX{H)
SUSE® LINUX ENTERPRISE SERVER 15 $1fj sapconf5 #E¥%

sapconf5 (FEE tuned)
THEESREXH
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WAR, IREBZAMASZREH#ITTELN, sapconf AIEREEXLEEN,
sapconf 5BEMIT —1 systemd BRSS, ZIRSB=MNBHMIAHBFEEXNRS EEIETT.
EFR sapconf , EHFRENREFALERE sapconf BE4E.

Q) ;E&: SUSE Linux Enterprise Server #1 SUSE Linux
Enterprise Server 15 SP5 ARG SEE X4

£ SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server 15 #, sapconf
FEZFEEX M.

16.1.1 #KLG sapconf i&&

sapconf 5.0.2 MIEShRAHIZE TIET R sapconf_check, ATFRIETEERIZE
sapconf . f5la0:

# sapconf_check

This is sapconf check v1.0.

It verifies if sapconf is set up correctly and will give advice to do so.
Please keep in mind:

{{ - This tool does not check, if the tuning itself works correctly.}}

{{ - Follow the hints from top to down to minimize side effects.}}
Checking sapconf

[ OK ] sapconf package has version 5.0.2

[ OK ] saptune.service is inactive

[ OK ] saptune.service is disabled

[WARN] tuned.service is enabled/active with profile 'virtual-guest -> Sapconf
does not require tuned! Run 'systemctl stop tuned.service', if not needed
otherwise.

[FAIL] sapconf.service is inactive -> Run 'systemctl start sapconf.service' to
activate the tuning now.

[FAIL] sapconf.service is disabled -> Run 'systemctl enable sapconf.service' to
activate sapconf at boot.1l warning(s) have been found.

2 error(s) have been found.

Sapconf will not work properly!
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YR sapconf_check XTI, FSREEXRNMAFARDENRT. ZLEFAEREES
BEHMIARS, R2KE sapconf 2R EMSERERED.

16.1.2 BREMMZH sapconf HEBERE

=¥ sapconf g, ¥BA sapconf RS
SR LRI FRRCE R E X sapconf BURE:

o EEE sapconf REVIRE, BETUTHS:

# systemctl status sapconf

ZARE N B/ A active (exited)

o EFE) sapconf fRSS, BEITU TGS

# systemctl start sapconf

° MR sapconf LFEARE, BEAUTHSKEBERHEBR:
# systemctl enable --now sapconf

* B{F1L sapconf RS, BEEITATEHL:
# systemctl stop sapconf

I SR ENBRLARSHRANIEE. REREESISRAT S A/ ZRRIEmGIS,
o B2 sapconf, BERUTHS:

# systemctl disable sapconf

NREKRFEBEITEA sapconf FHRIMBVEMRARSS, Nikas<EZFEA sapconf FifE
RHARZBHAS MM E RS

() #%: sapconf {K¥NEMBRSS
BRT sapconf BRSZLASS, BIEKEBFUTHENIRS:
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* sysstat, ZIRZATWEEXARARENHIEE,.

e uuidd, ZARSEEMETHIER UUID, BMERTEH RIF LIRS ZOINIGE
&, WEERIEXLE UUID BME—RY, X3F SAP NAREFMEERESBE,

16.1.3 BCE sapconf5

—R&IER T, sapconf MENABCEEER SAP BiXHSEE, BNREERHHER, rILUE
BZTAUFEF AR XEER,
BILATE /etc/sysconfig/sapconf XHH#KEl sapconf BIFRES#, &AL

BiEmELILX G, XGPS HE @S RN SAP A (RI1E https://
launchpad.support.sap.com/ 2 +&EH) W5|RH#HITHRRER,

B sapconf B, RARRAESHEZUXHEFNIEBENX SN, BE, BRLEE
SYRLFERIFEEEXGPR, AL, BNEEHREREURNEEXERE (TEHEAERE
%% /etc/sysconfig/sapconf.rpmsave) S5#hk4ds (iiF /etc/sysconfig/
sapconf) ZEIHNZER.

S5t 4EXBEEEEEEN /var/log/sapconf.log,

HEEHPHNT XN, B2X, FLEESEITEN # TR, XRTREZSHSE
MiAMEXx, BESEEANARIAE,

MR, EALUETERN # FRRIBIEESH. B8R XWHE, RAXAIREESH
sapconf TAERNARRENX M

ENVRARERLRIEE, BERKs sapconf :

# systemctl restart sapconf

HIARSERNA T ETSRENSIVRIESHNFARMSR. Eit, UFAENAERA:
fl16.1: HEESEH

ERIAREENA TCP_SLOW START HIRE, iBHITIUTRME:

° BF sapconf WEHEXH, UAEERENAT ZE. & /var/log/
sapconf.log A, MEBEUTXENIT:
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Change net.ipv4.tcp slow start after idle from 1 to O
5, SHAJRETE sapconf BEIZAIBERIRE. EXMIERT, sapconf KR

BERHE:

Leaving net.ipv4.tcp slow start after idle unchanged at 1

e AILATE /proc/sys/net.ipv4.tcp slow start after idle FFEHEE
TCP_SLOW_START [EEMVEMIE, BENEHLFFRIZERIE, BERUTHT:

# sysctl net.ipv4.tcp_slow_start_after_idle

16.1.4 P& sapconf
BMRARER sapconf, EEAUTHSHELGHE:

# zypper rm sapconf
B sysstat IRSIFHNZRRS. R

HAR, RITIHRIEARSEIZE sapconf BYAKHHIN
EHARBEIRS, BSVBBRBEE.

16.1.5 EZ[ER

UTFEMIURMETHEX sapconf WEZER
e sapconf ZEMNFIBEMIEASHBVIF4XEA: man 5 sapconf

o BXEEEMBENX sapconf EEEXHHIEE: man 7 sapconf
FiEB W https://www.suse.com/c/a-new-sapconf-is-available/ 2 LHIER RS, Hoi¥

NB7T sapconf BIEETARZS,

P& sapconf SLES 15 SP5
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16.1.6 ¥ tuned 5 sapconf —efE

fEhRZs 51, sapconf FEK#MT tuned, XEKE, XN TEET SR, N8
tuned ARSEREEN, sapconf FEHBEHRINEES,

o BEE. ¥ tuned 5 sapconf —{EfEH

INREEFBHER tuned F sapconf , EHHIL, BAXHNTARBNRASH
R
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VI

17
18

19

WIBR % ME

REETHE 176
Kexec 1 Kdump 188

£/ systemd-coredump $t3J N FFZF R SHTTIAIK 207



17 IRizTH

SUSE Linux Enterprise Server BEffiE 21T R, nI&EBERANEXENAZNERES. &9
RXEEESRTEMEN, fi, AdNEREFFNEE. LI TENRE, HERE
BITHNHELUREEER THLRARF. AL TAEBETELTEE AP, ELEFRT,
TEBIT IR T E A SUSE Software Development Kit ZEiXEET B,

Q iFE: BEMMsEFM
BMEITHPHBENAZARNERAR, ZHENEEETE TR, BENXIRTERE
RN A ERRERT R,

17.1 {EH strace BIER%EARE

strace <A LUREHENAS AR UKRHEZREINGES,. strace AILUBTTHa T HIRER
HRZSER, REEOTLE strace MIMEIEEiTH& THETREHTESRRERS
r, EEESH (EEESH) REEREE,

T THMEREERAAER, FNBERAZEMNGS, AEEMTHNFARARM
strace:

> strace 1s
execve("/bin/1ls", ["1s"], [/* 52 vars */]) =

brk(0) = 0x618000

mmap (NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) \
= 0x719848667000

mmap (NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) \
= 0x719848666000

access("/etc/ld.so.preload", R OK) = -1 ENOENT \

(No such file or directory)

open("/etc/ld.so.cache", 0 RDONLY) = 3

fstat(3, {st mode=S IFREG|0644, st size=200411], ...}) =

mmap (NULL, 200411, PROT READ, MAP_PRIVATE, 3, 0) = 0x7f9848635000

close(3) =0

open("/lib64/librt.so.1", 0 RDONLY) =3
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[...]
mmap (NULL, 4096, PROT READ|PROT WRITE, MAP_ PRIVATE|MAP_ANONYMOUS, -1, 0) \
= Ox7fd780f79000

write(1l, "Desktop\nDocuments\nbin\ninst-sys\n", 31Desktop

Documents

bin

inst-sys

) =31

close(1) =
munmap (0x7fd780f79000, 4096) =
close(2) =

N O O ©

exit group(0) =
ER strace MIMBEIBZITRI#HE, FEEE -p FANEELMAHIZNHIZE ID (PID):

> strace -p “pidof cron’
Process 1261 attached
restart syscall(<... resuming interrupted call ...>) =0
stat("/etc/localtime", {st mode=S IFREG|0644, st size=2309, ...}) =0
select(5, [4], NULL, NULL, {0, 0}) = 0 (Timeout)
socket (PF_LOCAL, SOCK STREAM|SOCK CLOEXEC|SOCK NONBLOCK, 0) =5
connect(5, {sa family=AF LOCAL, sun path="/var/run/nscd/socket"}, 110) = 0
sendto(5, "\2\0\0\0\0\0\0\0\5\0\0\0root\0", 17, MSG NOSIGNAL, NULL, 0) 17
poll([{fd=5, events=POLLIN|POLLERR|POLLHUP}], 1, 5000) = 1 ([{fd=5,
revents=POLLIN|POLLHUP}1)
read (5, "\2\0\0\O\1\0\0\O\5\0\0\0\2\0\0\0\O\0\O\O\O\O\O\O\5\0\0\O\6\O\O\O". . .,
36) = 36
read(5, "root\0x\0root\0/root\0/bin/bash\0", 28) = 28
close(5) =0
rt sigprocmask(SIG BLOCK, [CHLD], [1, 8) =0
rt sigaction(SIGCHLD, NULL, {0x7f772b9ea890, [], SA RESTORER|SA RESTART,
0x7f772adf7880}, 8) = 0
rt sigprocmask(SIG SETMASK, [], NULL, 8) =0

nanosleep ({60, 0}, Ox7fff87d8c580) =0

stat("/etc/localtime", {st mode=S IFREG|0644, st size=2309, ...}) =0
select(5, [4], NULL, NULL, {0, 0}) = 0 (Timeout)

socket (PF_LOCAL, SOCK STREAM|SOCK CLOEXEC|SOCK NONBLOCK, 0) = 5

connect(5, {sa family=AF LOCAL, sun path="/var/run/nscd/socket"}, 110) = 0
sendto (5, "\2\0\0\0\0\0\0\0\5\0\0\0root\0", 17, MSG NOSIGNAL, NULL, 0) = 17
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poll([{fd=5, events=POLLIN|POLLERR|POLLHUP}], 1, 5000) = 1 ([{fd=5,
revents=POLLIN|POLLHUP}])

read(5, "\2\0\0\0\1\0\0\0\5\0\0\0\2\0\0\0\0\0\0\0\0\0O\O\O\5\0\0\0\6\0O\O\O". . .,
36) = 36

read(5, "root\0x\0root\0/root\0/bin/bash\0", 28) = 28

close(5)

[...]

-e EMANRG SN FIEMA S, flil, BRERITHAXNENSEEXHFNFRERE, BFERUT
e

> strace -e trace=open,write ls ~
open("/etc/ld.so.cache", 0 RDONLY)
open("/lib64/librt.so.1", 0 RDONLY)
open("/1lib64/libselinux.so.1", O RDONLY)
open("/lib64/libacl.so.1", O RDONLY)
open("/1ib64/1ibc.so.6", 0 RDONLY)
open("/1ib64/libpthread.so.0", O RDONLY)
[...]
open("/usr/lib/locale/cs CZ.utf8/LC CTYPE", O RDONLY) = 3
open(".", O RDONLY|O NONBLOCK|O DIRECTORY|O CLOEXEC) = 3
write(1l, "addressbook.db.bak\nbin\ncxoffice\n"..., 311) = 311

w w w w w w

B(RENEHEXNASAER, 1B#ER -e trace=network:

> strace -e trace=network -p 26520

Process 26520 attached - interrupt to quit

socket (PF_NETLINK, SOCK RAW, 0) = 50

bind (50, {sa family=AF NETLINK, pid=0, groups=00000000}, 12) = 0
getsockname (50, {sa family=AF NETLINK, pid=26520, groups=00000000}, \
[12]) = ©

sendto (50, "\24\0\0\0\26\0\1\3~p\315K\0\0\0\0\0\0\0\0", 20, O,
{sa_family=AF NETLINK, pid=0, groups=00000000}, 12) = 20

[...]

-¢ BT HERAREREES T ASRIER LE:
> strace -c find /etc -name xorg.conf

/etc/X11l/xorg.conf
% time seconds usecs/call calls errors syscall
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32.38 0.000181 181 1 execve
22.00 0.000123 0 576 getdents64
19.50 0.000109 0 917 31 open
19.14 0.000107 0 888 close
.11 0.000023 2 10 mprotect
0.00 0.000000 0 1 write
[...]
0.00 0.000000 0 1 getrlimit
0.00 0.000000 0 1 arch prctl
0.00 0.000000 0 3 1 futex
0.00 0.000000 0 1 set tid address
0.00 0.000000 0 4 fadvise64
0.00 0.000000 0 1 set robust list
100.00 0.000559 3633 33 total
BIRFREMHEZNFAE FHE, BER -
> strace -f systemctl status apache2.service
execve("/usr/bin/systemctl", ["systemctl", "status", "apache2.service"], \
0x7ffead44a3318 /* 56 vars */) = 0
brk (NULL) = 0x5560f664a000

[...]

mmap (NULL, 8192, PROT READ|PROT WRITE, MAP PRIVATE|MAP_ANONYMOUS, -1, 0) =

0x7f98c58a5000

mmap (NULL, 4420544, PROT READ|PROT EXEC, MAP PRIVATE|MAP DENYWRITE, 3, 0)

0x7t98c524a000
mprotect (0x7f98c53f4000, 2097152, PROT NONE) = 0O
[...]

[pid 9130] read(0, "\342\227\217 apache2.service - The Apache"..., 8192) = 165
[pid 9130] read(0, "", 8027) =0
® apache2.service - The Apache Webserver227\217 apache2.service - Th"..., 193

Loaded: loaded (/usr/lib/systemd/system/apache2.service; disabled; vendor

preset: disabled)
Active: inactive (dead)
) = 193

[pid 9130] ioctl(3, SNDCTL TMR STOP or TCSETSW, {B38400 opost isig icanon

echo ...}) =0
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[pid 9130] exit group(0) =7

[pid 9130] +++ exited with 0 +++

<... waitid resumed>{si signo=SIGCHLD, si code=CLD EXITED, si pid=9130, \
si uid=0, si status=0, si utime=0, si stime=0}, WEXITED, NULL) =

--- SIGCHLD {si signo=SIGCHLD, si code=CLD EXITED, si pid=9130, si uid=0, \
si status=0, si utime=0, si stime=0} ---

exit group(3) =7

+++ exited with 3 +++

MREFED strace fkath, BRLEEXK, URTEAEEHaBOFERNE, 1BE
A -o. AXMERT, RERREAFENHE, HIIEXMMMIEHENERS. EERLL

A -q REXEHE (EEBRTRVEENERES) . BEERFERNSTHLRME
B, BEA -t

> strace -t -0 strace sleep.txt sleep 1; more strace sleep.txt

08:44:06 execve("/bin/sleep", ["sleep", "1"1, [/* 81 vars */]) =

08:44:06 brk(0) = 0x606000

08:44:06 mmap(NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP_ANONYMOUS, \
-1, 0) = 0x7f8e78cc5000

[...]

08:44:06 close(3) =0
08:44:06 nanosleep({1, 0}, NULL) =0
08:44:07 close(1) =0
08:44:07 close(2) =0
08:44:07 exit _group(0) = ?

A LUTER KTZE LITH strace BIITAMBEERX. BXFAEE, BFSWHEXFMI (manl
strace)s

17.2 {FH ltrace IREEEIRAFE

ltrace HJRERHENIEEERE. EREZEMT strace, MENKIDSHEBTIFELEM
HEHEHBINE Y. BIAMERT, ltrace A /etc/ltrace.conf 5 ~/.ltrace.conf
EEEXH. A, ERILUMER -F CONFIG FILE ETUEEERMNEE XM,

FRT EREREIRALIN, F -S EIA ltrace AR LURERERFIEA:

> ltrace -S -o ltrace find.txt find /etc -name \
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xorg.conf; more ltrace find.txt

SYS brk(NULL) = 0x00628000

SYS mmap (0, 4096, 3, 34, oOxffffffff) = 0x7f1327eal000
SYS mmap (0, 4096, 3, 34, Oxffffffff) = 0x711327ea0000
[...]

fnmatch("xorg.conf", "xorg.conf", 0) =0
free(0x0062db80) = <void>
~_errno_location() = 0x7f1327e5d698

__ctype get mb _cur max(0x7fff25227af0, 8192, 0x62e020, -1, 0) = 6

___ctype get mb cur max(0x7fff25227af0, 18, 0x7f1327e5d6f0, Ox7fff25227afo,
0x62e031) = 6

__fprintf chk(0x7f1327821780, 1, 0x420cf7, 0x7fff25227af0, 0x62e031

<unfinished ...>

SYS fstat(1l, Ox7fff25227230) =0
SYS mmap (0, 4096, 3, 34, Oxffffffff) = 0x711327e72000
SYS write(1, "/etc/X1l/xorg.conf\n", 19) =19

[...]
SO UER -e BEIMENFREEHER, UTRHFIES fnmatch # strlen REMEX
FRIESIE)ER

> ltrace -e fnmatch,strlen find /etc -name xorg.conf

[...]

fnmatch("xorg.conf", "xorg.conf", 0) =0
strlien("Xresources") = 10
strlen("Xresources") = 10
strlen("Xresources") = 10
fnmatch("xorg.conf", "Xresources", 0) =1
strlen("xorg.conf.install") = 17

loaal

ENETRFEEFREENMS, BFER -1 /path/to/library:

> ltrace -1 /1lib64/librt.so.1 sleep 1
clock gettime(1l, Ox7fff4b5c34d0, 0, 0, 0) = 0
clock gettime(1, Ox7fff4b5c34cO, Oxffffffffff600180, -1, 0) = 0

+++ exited (status 0) +++

ERILAGEA -n NUM OF SPACES BE T HEFAREENTREgEH, NtRShHNS 3
o
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17.3 fEMA Valgrind #1TIAIRM 9

Valgrind @ BT EEHMO T ERNRER, EHEBERIZTEEDLEN—FETI A, Valgrind 7]
PN S AEEEMAEEXNRE, Er] a3 TR TRNESR, BRFRER,
T AAgSFERESNAE, fIISBIETHEIER, HEETFIHNHLZT AR TRE
ERRFITHO

17.3.1 =i

FRAERY SUSE Linux Enterprise Server X {TE4HH KM Valgrind, BEERS L&
Valgrind, FE3REX SUSE Software Development Kit, fAE&R&EZINGHIEIT

zypper install VALGRIND
5 & X% SUSE Software Development Kit BR#, #ZF Valgrind A EHERU TR SRR

®E
rpm -1i valgrind- VERSION ARCHITECTURE.rpm

SDK @i&FF SUSE Linux Enterprise BYt&E3R, AJLLEE SUSE Customer Center BYBXH @& IX
15, BXAY, B8R (ERAT EBRENT XE,

17.3.2 HERIEREWN

SUSE Linux Enterprise Server sx#1E LA MAZR L5+ EEF Valgrind:

o AMDG64/Intel 64
o POWER

* IBMZ

17.3.3 —f%EE

Valgrind (EBRBERCAEBSNENEHETRTIHREER. EEEENFMEREIE
FEEMERE. I FFTIEST Valgrind:
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valgrind VALGRIND OPTIONS your-prog YOUR-PROGRAM-OPTIONS

Valgrind &% 1M ITH, 81 TARRHIIEE, ATPNEESERER, TieERAWTT
B#iERH. REENMERTE - -tool,, LEIEHH Valgrind Biz{THITNTRE. MNREELE
W, FRIARIERE memcheck ., B30, E{EA Valgrind By memcheck TAETT find ~ -

name .bashrc, BEEMLSITHRMALTHL:
valgrind --tool=memcheckfind ~-name .bashrc

TERMH THE Valgrind TRESIRMEEiREA:

memcheck
KNAREFESEIR. ErUESBMERARER, FHEIERIEIT.

cachegrind
PREFETN. ErUEBERIARER, FEETEREER.

callgrind
TEAHSE cachegrind £, ERSWEEMEFIINER.

exp-drd
RMEI2HIZ, TAUENEHIASEISER, BEESET.

helgrind
B—EEEIRNEZS. RUTF exp-drd , EBFERARREEARFRS R,

massif
—PMEDITES. HRATHISAEFESERINEXE, T RuEMERIEARER,
FR=,

lackey

BT ERTRERINENTFI TR,

17.3.4 ERIAIZEIR

Valgrind 8] ATE B ohBTiEEGE, Valgrind 2ME=MIE:
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1. i&17 Valgrind WAFWEERFH .valgrindrc X4,
2. IFIELE $VALGRIND OPTS
3. i&17 Valgrind WERTERFH .valgrindrc X4,

TR FEMRFINE S ITXLERR, EEEENETNETRIELENED. S55%E
Valgrind TREMEXANETAERZTANZMN LEESENFIZ. Fli, NRERE
cachegrind BB DHEIBS N /tmp/cachegrind PID.log, EE TE—ITAMEE
BR$8 .valgrindrc Xf&%:

--cachegrind:cachegrind-out-file=/tmp/cachegrind %p.log

17.3.5 Valgrind W IT{ERIE

Valgrind SERTHITXH B Z BIBSEITEIN. ERMIZATHRITXHFIE X = FEAIREY
BEiREE. TTHRITXHNRIEEEEREIEERN Valgrind TR, ZTESHNEBINABERL
BiEid, AR, ZABERELS Valgrind 10y, MRITIHSHREL
#Ig0 memcheck =AMMBSMRBAFRESIAFHE. ALt, EFEITRELLERNR
TIMERERIEZ,
Valgrind RIENEFNERIES, Alt, ERXIKNERERFNNE, ERONEMEEXE (8
B CE) . BTFERIFENE, F%, MREZHAMERA Valgrind NEEIR, EESKMKEXE
(BIg0 C. X11 5% Gtk ) AHEEIR. BHIFAHE 7HXLEEEIR, WFXMIER, Valgrind 7]
LR MG XL EEiRE B IRm B . --gen-suppressions=yes &%l Valgrind &
REXLRBAR, FEATLEESHIZISXH4F,
BRI ESEMETITXE (W12853) fEA Valgrind 8%k, 0, MREEHNNARR &I
F8 Perl IZAIZITHY, MPEEEIRMUEE]S /bin/sh (8 /usr/bin/perl) BXAIEEIRIR
&, EXMERT, JUER --trace-children=yes R RILEH, B2, FERAATHRITX
{47 5 B3k 2 1t [R) BE R R AE AT R B o

17.3.6 EHE

Valgrind ZEIE1THHAEISIREHE, EFESIFHABIRNEESMG, UTRHIMERET XYLH
ISH
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> valgrind --tool=memcheck find ~ -name .bashrc

[...]

==6558== Conditional jump or move depends on uninitialised value(s)
==6558== at Ox400AE79: dl relocate object (in /1ib64/1d-2.11.1.s0)
==6558== by 0x4003868: dl main (in /1ib64/1d-2.11.1.so0)

[...]

==6558== Conditional jump or move depends on uninitialised value(s)
==6558== at Ox400AE82: dl relocate object (in /1ib64/1d-2.11.1.s0)
==6558== by 0x4003868: dl main (in /1ib64/1d-2.11.1.so0)

[...]

==6558== ERROR SUMMARY: 2 errors from 2 contexts (suppressed: 0 from Q)
==6558== malloc/free: in use at exit: 2,228 bytes in 8 blocks.
==6558== malloc/free: 235 allocs, 227 frees, 489,675 bytes allocated.
==6558== For counts of detected errors, rerun with: -v

==6558== searching for pointers to 8 not-freed blocks.

==6558== checked 122,584 bytes.

==6558==

==6558== LEAK SUMMARY:

==6558== definitely lost: 0 bytes in 0 blocks.
==6558== possibly lost: 0 bytes in 0 blocks.
==6558== still reachable: 2,228 bytes in 8 blocks.
==6558== suppressed: 0 bytes in 0 blocks.

==6558== Rerun with --leak-check=full to see details of leaked memory.

==6558== 5| \ Valgrind B’EE, HEEHIZE IDHS (PID), EAILUIEEMIE Valgrind BER
S5EFASGNRHX 2R, HHEWLLESEFRENHE,

EfF Valgrind B EETREEIFH, BER -v, BEETLUER -v -v,

&BLLLE Valgrind BEERE RZEEI =M REINE :

1. BUAERT, Valgrind 2 EER AR MHEARR 2, BFRESEIRREL. EaIUUER - -
log-fd=FILE DESCRIPTOR NUMBER &I, &l Valgrind EHEERXEFEREMX
#F?E ?__ro

2. EMAE (WFREEENAE) BfFFA --log-file=FILENAME ¥ Valgrind 9
HERXFMEN A . ETIEZZNTE, I, & sp BN SO HEN
PID, X#f, fR{E0]LIRIEHIZN PID HHE R XZIRREMNX M. %q{env_var} F&ik
X env var METEHE,
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U TR EERR Apache Web ARSZ2:HAIEI ATELMBIAEFRIR, RNRERFHE, H
RiF4BRY Valgrind JHE 5 NEIZEHR1#H7Z PID X3RRI S

> valgrind -v --tool=memcheck --trace-children=yes \
--log-file=valgrind pid %p.log systemctl restart apache2.service

IHBEEMXARSZFEET 52 MEHEXH, TAEA Valgrind WIERTERE 75 Rz
1T sudo systemctl restart apache2.service, MERBERTRFE 7, B1TH

BARE9% 7T 10 {2,

> 1ls -1 valgrind pid *1log
valgrind pid 11780.1log
valgrind pid 11782.1og
valgrind pid 11783.1log
[...]
valgrind pid 11860.1log
valgrind pid 11862.1log
valgrind pid 11863.1log

3. SR ETREMA T @i LR &% Valgrind BIEE. EEMER --1log-
socket=AA.BB.CC.DD:PORT NUM JEINISEMLEZFH aa.bb.cc.dd IP #itA]
port num isHS. WRELEIROS, KFEEA 1500,

MRIFZ T EN LB AN RERF BRI Valgrind BUEE, BXEHEERED
KERFWESERX. ERMNLL, F1EER Valgrind —tKﬁMﬂ‘Tua%E’\J”kﬂﬁ&F
valgrind-listener, ltEIFREFEREERO LNEE, HREWIINERRSE
AR R o

17.3.7 $HRHEE

Valgrind KI2EFBEHIDER, NRNEFEIR, ESRZERSHERERHITHR, It

FEmLE Valgrind REEENHEIZER. IREMEENHEIR, EFIERZEIR, BEFERE
EES. LAFIEE R B AR EENEIRILETREERL,

-v M RREIREIHEE (REESIHHE) HRMNE Valgrind $ITHERIRE, LI, R

MZE] 1000 M AREREIRTE SN T 10000000 MEIR, Valgrind 2E1EUEEIR, TNR
CRERUELLRFIHAEEEMBREIRER, BFER --error-limit=no,
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BEERFEFRSREMEIR. A, BREBRNERINFEEER, HFSENEFHTEN
&,

174 EZEE

° BX5MARETABXANETRTEIR, BSUMANAFMIT (man 1

strace. man 1 ltrace #l man 1 valgrind) .

o Xf Valgrind &4k AENNMEBBE T AXEITIETERE. BX Valgrind B4R, 175
T Valgrind User Manual (http://valgrind.org/docs/manual/manual.html) 2, 0RE
=EBG X Valgrind S{EARVETENAZNAENESRESR, BESHIRIEXLED,
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18 Kexec #1 Kdump

Kexec B—MA] UM HRTIEITHRZS I SHENS —ARN TR, G UERRITERBEG9E
KRB R TIRARES IFRE, EEAILUEEFRSE, UEERRHEGRIER T5ISENS
—R%o

18.1 &E7T

R Kexec A IE1THPRIARZEBIR NS —R%Z, MELHEHESS. ZTRIFEER, REN
T

° MRAFKESITEHE
NREFEMEERSISRSR, Kexec AIUBETEKEIE,

o BERAA] FEERE AR
HENBHIFEESR, EREBHHENERIEMTENH, EHAFSEILANERIER]
FERVEH. Kexec AIRNIZE I REIEMRUBEANRITIRIR, XF, MAURAZEEE
DERFBRNRMBINPL,

o (RIEFHHRAIZAVELAE
Kexec AILMREMERAENAR. EETARRKERER, HERZ (EREREFEEER
BITHIMIINAN) SREFERERZBRS. RENREGAEBEHITELD .

° % GRUB2 EEERIAI5|S
LRGSR Kexec 31RARET, IPUI5IFNHEFHER. BH5|SIIZAIESHTS
SMHRFEEFNEIRMAK. £ Kexec, BHATELZESISNBEFEERESHE
o

18.2 FRFBHVEFE

7 SUSE® Linux Enterprise Server L/ Kexec KNNERES | S B BEEANE, 156
RE X% kexec-tools ffFE, ZHHBEEERN kexec-bootloader HIIZS, %Az

B I SNHEFEE, HERSENSISMERZFERNRNZETKIZTT Kexec,
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BIRE— MR ERZERRE S EREUEIR E R RIIF R, IBHIRERE makedumpfile
R

£ SUSE Linux Enterprise Server 1§ Kdump BYENE S & 218D YaST Kdump #&iR Sk fE
. EfEF YaST #&3R, BHHRELE yast2-kdump RHEE.

18.3 Kexec NEPLEHS

Kexec PFEEERHAHBZ /sbin/kexec &<, BT REN S XER Kexec ZEH R
%:

o BAZEHEIENEFRZRMIETE], UHITERESIT:

# kexec -1 KERNEL IMAGE

ZolLAIFEEER kexec -e 5|FEIAZ,
o BAZEHEIMENRNFXE:

# kexec -p KERNEL IMAGE

LRGSR, =BA5|FUER%.

NREFLBERSA RS SR —ARHRBEFAZNEE, WEEME—NRARNETEEH
Xigd, £FRIZKERASEHIIKE, EAEFRIZNTIALTT A, WXISHETHRNZ,
AR USR8 4 = I R TE Do

EMPBXIE, ERED crashkernel EBMEIE~RZNG|S5<L1T. BHE crashkernel
MIFREE, EEES 1841 “11E crashkernel HEA/N R BBIRME,

HAR, XTEHRAZNS, BRAZTER Kexec,

BRARZSEHIIMBXYE, HEFNIZER. AE, Kdump 2=XERBERAEZ, BAEFE
RNIZELMEBERBAI S, XEKE, HEE Kdump BB ATEERK,

BREBHANIZ, FEFNMNIZSISEE, BE, ERVB RAM XERGHITEIS. ATLUE
F --initrd = FILENAME 15ELttS%. £ --append = CMDLINE $EBUEMEIZES|S
HIRIZEI AR 21T
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AIRINEF=RZ G <17, REEFRIESE --append = "$(cat /proc/cmdline)" BYdp
%17, BMEA --append = "$(cat /proc/cmdline) more options" FRANEZEIRED
CIS

YRLR T UENE SR N AZ, BHE@ET -1 EMEHNRNIZ, 5FH kexec -u ¥, B
HE@EE -p EDEEHRVERAZ, EFER kexec -p -u @<,

18.4 11E crashkernel 9Bz A/

BIEECHIRNIZER Kexec HUERBSNER Kdump, TEAFHIRAZSE RAM. SECA/
BRFIHBEANTEEHECE, REFEEEEIEE,

DEANEBURATFITENNEGAREN, BRRERERESERAAGTREHNIIE,
1372 18.1 : AMD64/INTEL 64 £ EA/N
1. EFREUTBANEE, BETUTHEL:

# kdumptool calibrate
Total: 49074

Low: 72

High: 180

MinLow: 72

MaxLow: 3085

MinHigh: 0

MaxHigh: 45824

FREEILL MB J 81,

2. B2 Low # High BY{ES

Q ¥=: LowMHigh BERIENX
7£ AMD64/Intel 64 itBHE, High EXRTFABEANAAFHAGFENEE, Low (B
& DMA32 iR AETEE, B, FREREAET 4GB LR,
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SIZE_LOW R{X3z#F 32 URIREFMENREFE. WK/ DMA32 B384 X 53E
64M, WREHIRSZS BB S EMNZHF 32 iRV, /9 SIZE_LOW E7E 72M
RERIA D EEAR/ N R R—YIER . —MRIRERIFISMERE, T NUMAIHEMN L,
UFEEFZM Low R1F. RILUEA numa=off 5|5 Kdump W%, LUHRE
RNIZDEAER Low HiFo

3. RIEMINZITENIA LUN Rz (FERERRER) BERE LD EHRH High
Bo AIEAUTARNTEREE (IMB RSN

SIZE HIGH = RECOMMENDATION + (LUNs / 2)

AKPERT LTS
e SIZE_HIGH: High MIZRE,
°* RECOMMENDATION: kdumptool calibrate Jy High ##&EMH{E,

° LUNs: FTIHAZTEITEMN LEIEMNRA LUN RIZEREEH. BEMLBFHHRZREZ
85, FNRBEBXEIRS,

4, MNRIKEIWENIEFTE DMA32 KIFNE T KENAF, WEFEREE Low B, ER,
ABEEAERATNAI U EXEE, Fib, #EEIXNAIEEFEZH—REXKLAT
2o

—Fi4iEfEA kdumptool calibrate #7%EH Low {E,
5. N7E, EEEEHRNUEIREE.

MREEEBEANEG LT
B U TRZETUE N5 SMEIZFRE

crashkernel=SIZE HIGH,high crashkernel=SIZE LOW, low

B EAIRT SIZE HIGH #1 SIZE LOW B AgimS BHMENE, HENFE
M (RZIMB) o
Bian, UATFEEEM:

crashkernel=36M, high crashkernel=72M, low
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MR ZEHHRE YaST GUI:
¥ Kdump REFFIRISENEHER Low E,
% Kdump W EIRIEBEAEHER High &

WMREEHIE YaST 175 Mm:
ERUTHS:

# yast kdump startup enable alloc mem=LOW,HIGH

BR LOW BHABHERN Low (B, BR HIGH BHHMAEMER HIGH {E.

312 18.2 : POWER #11BM Z ERISERK/
1. BRI EVNEE, BEXKEPETUTGHRS:

# kdumptool calibrate

It siREIEYIR, FREESIU MB 81,
2. 1512 Low BY1E.

3. RIEMIANZITENIAY LUN RiZER1IE (FERERNRR) BERFBLE—TEFRH Low E,
EEAUTARNITESEE (U MB REM)

SIZE LOW = RECOMMENDATION + (LUNs / 2)
HANAERT UTSE:
* SIZE_LOW: Low BI4%ERE,
e RECOMMENDATION: kdumptool calibrate 7y Low #&ERE,

° LUNs: FTUHAZTEITEAN LEIEZMNRA LUN RIZEREE. BEMLEFHHIRZRE
K&, FBNRBERXEIRS,

4, i7E, FEREHBIUEREE,

NREEANRHLIT
B U TRZIETUE N5 SMEIZFRE
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crashkernel=SIZE LOW

BB EAIRT SIZE LOW BEHAnEP BHROENE, HEMNFE M (RKRMB) -
flan, UTSER:

crashkernel=108M

SNREARIZ YaST
¥ Kdump RFIRENBEHER Low B

© =7 H5 1BM Z ERBAESEEIN COW g
BRI RIRERIENE, crashkernel RERSHISENIHTEREERIEH T ER, &0
ARG RZE, MERFIRZAIINIGEHRE. XAILUER “crashkernel” i&BFRFERY
AFE,

1. EZBIEE, ALUETT cio_ignore TEAMMNMTIRZBIAMBEILE (HFDE

3.

193

SRS ER REVIRERRID) o

> sudo cio ignore -u -k
cio_ignore=all, !da5d, ! f500-f502

LE1T cio_ignore -u -k BY, BREFRFE, HIINBREAMERR
B, FREBEBRRERANESE, ALENRERTEEFRSET, EERNFHRE
%% (@i z/VM 89 CP ATTACH, 3% LPAR FHIHE I/O BEEEEER) , SfFXLE
REMABMAEZ R, BELEHMXMIER, 15517 sudo cio_ignore -1
RRERIRIZE, ARTEEBTT cio_ignore -u -k ERRENZIRE. HELEEM
T ARIEE RIS S,

. BE, BEE& AT cio ignore WIZBEARMNE] /etc/sysconfig/kdump

A9 KDUMP_ CMDLINE APPEND , ffl0:

KDUMP COMMANDLINE APPEND="cio ignore=all, !da5d,!f500-f502"

BEERR kdump BUEZILE:
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systemctl restart kdump.service

18.5 Kexec B %
EfEM Kexec, BEHRFRMENNARS EBRAHETET:
o RIEBEIRFITER Kexec fRSS:
>~ sudo systemctl enable kexec-load.service
* TR Kexec fRBIETEETT:

> sudo systemctl start kexec-load.service

ERIEH Kexec MERBIETETIE, BZIAEMA Kexec E5|FEIFHINZ, WRIRKBE
HARER, BSBERERNEERSEERS LIZTT. ARBITUTHL:

systemctl kexec

SR EXH T AR R FHHARIERSN, HIUEEEHN. ESUEETRRE
HHB. SFAZEISN, RBIREBGMNEMNE, BEREREREFNESHE,

() #R: £ reboot a3 SHER Kexec
E(F reboot £ Kexec MABRRITEMESIS, BEITUTHZ:

1n -s /usr/lib/systemd/system/kexec.target /etc/systemd/system/

reboot.target

FERY AT LUEIIMIFR etc/systemd/system/reboot.target EERILIEE,
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18.6 WA AHIFIZEES | SECE Kexec

Kexec BE B TMEESIS, HM0, MNRBITENEGHRNGIZEZEBEXERE KN EHEBHAR
AJ5E, MAILUERA Kexeco

IR, B Kexec ESIR ALK, F2EHEESGMSISNEER. EITEVRITEGESIS
ZAI, 5| SIMNEIERFEE MY E A ERER IS 2,

18.7 Kdump BEAEL &

BILAEA Kdump (REERZEEfE, WIRAZERR, FERBMENRNERGEFEIXGRARR
BEHR. AR, Bl EMEX G, MIRERZERRNERE, X O E

Kdump BITEARS Kexec R (BFBIE 185 “Kexec #l Kdump” ) o BITHMEFR
ZaasE, SRITHERAZ. XATET, Kexec BEFRZEIRR T HRAZ, A Kdump
B, (AR LUAR B R REFRZBIRESTIE, AT TE Kdump RIZEIIRIE R RIZE BRI A
FIRER,

O) =7 BEBIMRER
ERMFETEERNIFER, FEIGEBIMEHTHNIZEE, Kdump ZIFEREETE
BRI O, FHEY initrd BohiZiEO. LAN #l VLAN #1392 45, @id YaST 3%
ETE /etc/sysconfig/kdump XHH{ER KDUMP_NETCONFIG EIRIEEMLEIEO
fMiEX (DHCP HEE) o

O == YFHERBEREES Kdump NBARXH RS
ECE Kdump BY, BILUEE B TREEMERGNUE (BRIAE: /var/crash) o &
ERE Kdump BRiEEHLLUE, SNEERSEK.

18.7.1 Kdump B9FERNECS

Kdump M /etc/sysconfig/kdump XHiREREEE. Kdump BEIAEE B URGFRERI7E
EHRZ L IEE T, BELUBIMREFER Kdump, 15EREUTSRE:
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1. BEE 1847 “11E crashkernel 2 A/ HEIRERHE Kdump FREMRER,
MIRISERZSE crashkernel,

2. EFEshitENL.
3. BA Kdump BRS:

# systemctl enable kdump

4. AJLA4REE /etc/sysconfig/kdump HREVIEDL, FESEREENT THREMNEDRIE X,

5. £/ sudo systemctl start kdump HIT—X init &, HEFIFHES,

ERRIAMEEE Kdump f5, KBEEZRIRITEIIF. MBERIATKBEEAAFRER, BREEM
EBRRSERRS LEB1T. ARERUTIRE:

1. £/ systemctl isolate rescue.target YIRZIRIERT

2. EB5h Kdump RS

# systemctl start kdump

3. ERU TS LHHIRRXE RS LISIMNIFIBHESX RS

# umount -a

4. DIRSEEMERIR RS

# mount -o remount,ro /
5. /8 Magic SysRq A& procfs ZFOFER “WIZEIR 121E:

# echo c > /proc/sysrq-trigger

O == mEEEL)
KDUMP_KEEP_OLD_DUMPS ADUTHIRBHIAZEEMEER FHANS5D) « EREENE
TR, BEKNRAEAYIE RAM REHNAR/D. EHRFR /var 2K EEEBH=E,
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BRRIZE 51T, BERAZNAERBEREIIXEHRS. REKEH KDUMP_SAVEDIR
WEINIETE, BAIAA /var/crash, 313 KDUMP_ IMMEDIATE REBOOT iREAN yes, A%
BMES|ISE=AZ. BERHNERELEHE /var/crash TRIET ¥,

18.7.2 YaSTEcE

EfEHF YaST B2E Kdump, BELRE yast2-kdump e, JAFTE YaST =6 0BRSS 2
FRBERAZ Kdump #3R, 5ELL root BHEHSITHEAN yast2 kdump,

YasT2 - o x

T e

R

x
EfiEER El?;fmfﬁ Kdumpt
B3 FER A BRREREL)
ERIRE ) ZMKdump(D)
Kdump R7E

RANTFLE MB]: 2047
TR [(MiB]: 1939

Kdump PR (L) [MiB] (72 - 2046)
|72 [~

Kdump ATFIA(H) [MiB] (0 - 2046)
|124 -

an(H) mEo | [ #Eo |

18.1 . YAST KDUMP #&EiR: BT

FEREMEOREREEA Kdumps

HIEEXTHZEON, RARBMER Kdump AFHE, BE, XHTEKREXLERLRE
UBRFER. BIREIEMAE, HEES 1847 “I1t5E crashkernel SEcA/N AR
Eo

O == EXEHEERIEE Kdump N7

NREFETBENLEIRET Kdump, ERREER Kdump B9AJ A RAM EEER A
8, YaST R4 B A EREIRMNAEE,
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EfRIERI, EHRIESE 1847 “itE crashkernel HECA/)N PERRBXRHEERE
mﬁo %EE YaST qquﬁbiﬁgmﬁo

FEERPRELELEDE, ARRERESTERMETHNI. THRESUTREAZEIAEEA

zin) :
LRV &Sl
° ZBEN
* FAFP#UER
° AIHR

FEREETEOR, mREEERIRE, UREREERTEIR URL, MREERT FTP 5
SSH FEMLEMIN, NEFEHAEXEIHRIE R,

() =7 SHUNRRFLZEERR
BILUETE Kdump BAERRTFERE, HttAREF BRI UERERREFERLE, 4
Kdump ;FIEHIREHEXHE, SReRBBEEMNBEFVEGEX G

MREFE Kdump BIEFEHHFEEEEERARE, BESTEFHGENEOGE, #EEX
HEBOPRE Kdump 5, BEEHERIAEN. IEEE Kdump.

18.7.3 Kdump 3&id SSH &8

REXHEEEBBEE, RN EREFNEEXLEHE. BEATEBIFAREHNNEE
HRILLIEERIE, Kdump BILUER SSH il E S R FRITAZ T B

1. BfRENEMBF Kdump R BHB. FEMEIX—SA SERERKER=RER
IREREBUREIE. M Kdump £RFHEY initrd BY, %i81T ssh-keygen -F
TARGET HOST XRZEiHBRENBE . NE TARGET HOST AHZEAEHIET,
ZAeIER Lt E, LINZREN—ME RS ERE Kdump EN LM root S5
TARGET HOST #3I SSH &%,
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2. Kdump REEBX BARTENHITEMR R BriReEFERARRHEHRIE. BRIAE
ST, Kdump A root FARZEEER, BEINERN Kdump SIZEIMMZER, ATLUER
ssh-keygen HITIIR{E:

a. # ssh-keygen -f ~/.ssh/kdump key

b. YRGRTWNBTOLH, iR eer (B), REMEMBTOL) o

c. ¥TFF /etc/sysconfig/kdump #4& KDUMP_SSH IDENTITY &EAH
kdump key., SAREZXMHEARTE ~/.ssh T, AILUERAHETERREZ,

3. I&E Kdump SSH ZELUIENE REITZEN.
# ssh-copy-id -i ~/.ssh/kdump key TARGET HOST
4, igE KDUMP SAVEDIR. B MED:

BN HEREMY (SFTP)
SFTP 2i&id SSH X HMEESE. BRENMLIBAE SFTP FR4% (BIAN
SLE) o mfil:

KDUMP_SAVEDIR=sftp://TARGET HOST/path/to/dumps

L2IMTIHIY (SSH)
HthFELLITEMSFERA SSH ZBFEN LIZ1THELS <, SUSE Linux Enterprise
Server BRI LAEAIL 5%, BFrEN LR Kdump BRAEE— AT T
LHERIE: mkdir. dd 0 mv, 1P

KDUMP_SAVEDIR=ssh://TARGET HOST/path/to/dumps

5. EREN Kdump BRSUAERFECE,

18.8 I fTERSIA% A

IRENEL S, ERILIFHANEHITONT . RERME T ZMNET,
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BT hEENYBI AR GDB, EEEUERMNFERFERILETR, /2, sthEE—
LEER S A PR

* GDB H#HIFERAFIEIANZEMEINTE,

* GDB 73%#F 32 fiiF& EAY ELF64 &I {4,

* GDB REEIRHIBR ELF BEZELIIMNYEMARI (BERIXELEAVEE) o
BT XEREE, RIS ARERE crash, crash BEIE O ITER REENE, EAETRIRTITHRY
R, ERETERTIAR Linux RIZMIHEE, BE&ATa&IAR.
WMREREIRR Linux Bt%, FEFIINLEEFXEENHGEFE. FRUTHISKELNRSLE L

REEREZNMTE:

> zypper se kernel | grep debug

O == a2EREENRGanEEE
MRIERRFLITIR T BENEFT, {E0]LFE SUSE Linux Enterprise Server 15 SP5 fBX<HY
*-Debuginfo-Updates Bx¥l&LEMEFERIKRE “debuginfo” &, FH YaST B
FRZIEFE,

BEEMIZHERITEN LR crash FITHBRAVELNE, BEAWNTAARNEGS:

crash /boot/vmlinux-2.6.32.8-0.1-default.gz \
/var/crash/2010-04-23-11\:17/vmcore

FE—NBHRTAZMEGE, EZNSHE Kdump FHIRIVEMES . BUARIYE /var/crash T
BRI o

() #F: MR REERRIE SR
SUSE Linux Enterprise Server B&l{ 7 kdumpid S:F72F (B8ERZNHRGEH) A
FiIRBIRFAIZESE, FTUERLEERERRIENERNER, FIUERERFRNIZAR
&, ©32#F lked. diskdump. Kdump X4#0 ELF ¥4, £/ -v AXERLXBERER
B, E2REREYMEE, FIitENEE. ARAREF R EMNRZEE X,
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18.8.1 NIz #HHFISTHERET

Linux AR AR HRITS eI SRR (ELF). LEXHBERN vmlinux,, BERZBIETEEE
ERE. FHIEFRESISMEBEFELIF ELF 2GS, LHRETE AMD64/Intel 64 (AR5
o SUSE® Linux Enterprise Server Z#FHARERR L EFEEUTRRA R,

18.8.1.1 AMD64/Intel 64

SUSE 1= {#£AEMA T AMD64/Intel 64 FINZM A EHREEM ML vmlinuz Al

vmlinux.gz.

e vmlinuz: XZ2H5|SMERFHITHX M.
Linux RAZEENERDAEM: WEAS (vmlinux), UKRAESISMEREFETHIZER
Bo XMNEDRBE—REIET vmlinuz (BFIEFH z 5 x BWEF)
FERZERTR, ZXEEZ7 bzImage,

e vmlinux.gz: XZEAH crash # GDB fEHEMESE ELF B{%, 7 AMD64/Intel 64
L+, SISMERFEEKEFRSER ELF %, FEitt, RBEM T —NEZERRES,

18.8.1.2 POWER

POWER L£R) yaboot SISMHBARFWIFER ELF BRE, BARZIGESER ELF &K, &
POWER RtZE €, B— ELF Linux A#ZXH vmlinux, ¥F crash =, POWER
EExiE PR RLEM,

MREREES—BITEN L oEME, BIREITENNERED, UREEREIX 4,
REB—EBIHBENSEITHEEE RGN Linux RAE, AREEZITEN LD E BENER
B, FERAITEN LEAH<S uname -1 FELRGHEIL,

MNREEES—SITEN LoiEE, EFEEIREN kernel # kernel debug HHEHBNE
8,

1. BNizEGE. /boot HBIARZBRE LA /usr/1lib/debug/boot HBIXKELFNIEEX
HBREI— 1 TERP,
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2. k5, B /1ib/modules/$(uname -r)/kernel/ FBIARIKIERIUK /usr/
lib/debug/lib/modules/$(uname -r)/kernel/ HHXENEIREEERTEZ A
modules BIFBERH,

3. TEERE. IZMERERREEXH UK modules FERWE RS, B5E) crash
AR

> crash VMLINUX-VERSION vmcore

RELEMSHEN LoREME, crash TREFHSERN TRRNEL:

> crash /boot/vmlinux-5.3.18-8-default.gz \
/var/crash/2020-04-23-11\:17/vmcore

crash 7.2.1

Copyright (C) 2002-2017 Red Hat, Inc.

Copyright (C) 2004, 2005, 2006, 2010 IBM Corporation

Copyright (C) 1999-2006 Hewlett-Packard Co

Copyright (C) 2005, 2006, 2011, 2012 Fujitsu Limited

Copyright (C) 2006, 2007 VA Linux Systems Japan K.K.

Copyright (C) 2005, 2011 NEC Corporation

Copyright (C) 1999, 2002, 2007 Silicon Graphics, Inc.

Copyright (C) 1999, 2000, 2001, 2002 Mission Critical Linux, Inc.
This program is free software, covered by the GNU General Public License,
and you are welcome to change it and/or distribute copies of it under
certain conditions. Enter "help copying" to see the conditions.

This program has absolutely no warranty. Enter "help warranty" for details.

GNU gdb (GDB) 7.6

Copyright (C) 2013 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law. Type "show copying"
and "show warranty" for details.

This GDB was configured as "x86 64-unknown-linux-gnu".

KERNEL: /boot/vmlinux-5.3.18-8-default.gz

DEBUGINFO: /usr/lib/debug/boot/vmlinux-5.3.18-8-default.debug
DUMPFILE: /var/crash/2020-04-23-11:17/vmcore
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CPUS: 2
DATE: Thu Apr 23 13:17:01 2020
UPTIME: 00:10:41
LOAD AVERAGE: 0.01, 0.09, 0.09
TASKS: 42
NODENAME: eros
RELEASE: 5.3.18-8-default
VERSION: #1 SMP 2020-03-31 14:50:44 +0200
MACHINE: x86 64 (2999 Mhz)
MEMORY: 16 GB
PANIC: "SysRq : Trigger a crashdump"
PID: 9446
COMMAND: "bash"
TASK: ffff88003a57c3cO [THREAD INFO: ffff880037168000]
CPU: 1
STATE: TASK RUNNING (SYSRQ)

crash>

mLREEATISERNKE: ERZERNG 42 MESIEEIET. BRNERERZ PID A
9446 BIESSIAR T SysRq filk2s. LS E— Bash #12, ENFEREH echo 2 Bash 9%
HIREBER <o

crash LAEFE7E GDB AR 2N, rHERFSTINMIGS. IREMAFRHIMAES
#EY bt , B BERRNEEEITESHEN:

crash> bt

PID: 9446  TASK: ffff88003a57c3cO CPU: 1  COMMAND: "bash"

#0 [ffff880037169db0O] crash kexec at ffffffff80268fd6

#1 [ffff880037169e80]  handle sysrq at ffffffff803d50ed

#2 [ffff880037169ecO] write sysrq trigger at ffffffff802f6fc5

#3 [ffff880037169ed0] proc reg write at ffffffff802f068b

#4 [ffff880037169f10] vfs write at ffffffff802blaba

#5 [ffff880037169f40] sys write at ffffffff802blclf

#6 [ffff880037169f80] system call fastpath at ffffffff8020bfbb
RIP: 00007fa958991f60 RSP: 00007fff61330390 RFLAGS: 00010246
RAX: 0000000000000001 RBX: ffffffff8020bfbb RCX: 0000000000000001
RDX: 0000000000000002 RSI: 00007fa959284000 RDI: 0000000000000001
RBP: 0000000000000002 R8: 00007fa9592516f0 R9: 00007fa958c209cO
R10: 00007fa958c209cO® R11: 0000000000000246 R12: 00007fa958c1lf780
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R13: 00007fa959284000 R14: 0000000000000002 R15: 00000000595569d0
ORIG RAX: 0000000000000001 CS: 0033 SS: 002b
crash>

m7E, RENBERE—FZR T Bash 5MTHIASZE echo &< M /proc/sysrq-trigger
RET—1NFf. HEHNMBERFTIRALLFRE, AT crash_kexec() F¥, LhEEIRE
7 panic(), B Kdump RET &,

BRT B GDB S LA bt BY BARZASLASN, crash SEAREFREENX TS Linux iz
KEME S, XLHRLANRA Linux RIZHRNEREIELEY, HUBEMNS ENERETRXLER
Bo B0, EoILUER ps YIHERINEEEITIES. A sym RIS H B SERMIERIFR
ERZES, ITIEMISHE, FA files AJUBTHIENRAEIT A XXHIRTT, £
kmem AU ETREXAZAEZRENAT, FH vn JLUICEHENEINRE, BEEEEED
TGRS, BRMTHIIRERK, HPEFSamIHBIRREMEFANET,
BIPRRNG SRR T EA Linux 8<% (F190 ps 1 1sof ) BYINEE. EFMAIAIRNERIKEH
HINEHIRE, FETH GDB WAZEHASEBRANEINREE. XLRIREBE T X595
SBEL LI, BRETHE Linux Nz, AXENKRERBT ZNEANSEEEXRR.

18.9 Kdump &RECE

Kdump BYEEEZAETE /etc/sysconfig/kdump . EHWATLAERA YaST RECE

Kdump, Kdump BCEIEINTE YaST #=F|H ORI FES > Wiz Kdump FRME. BT Kdump it
A gEX I H Ao

BILAfEA KDUMP_SAVEDIR SEBEANIZEMERN B R, 5EE, RREER/NAIES
EEKR. NPRFETGHEEANDGRA BEEZ=TEKT KDUMP_FREE DISK SIZE i
IMISERIE, Kdump EIELREFRE. 1EFE, KDUMP_SAVEDIR #JiR%) URL A=
PROTOCOL://SPECIFICATION, Erh PROTOCOL 2 file. ftp. sftp. nfs Z
cifs, specification AWHNTRF. 0, E1E FTP IRSBB LFEEFNZIEME, FFERAUT
URL fEA&EHR: ftp://username:password@ftp.example.com:123/var/crash,

204 Kdump B&EE SLES 15 SP5



AREEEEEERY, S88FZ DM AEEND, £ KDUMP_DUMPLEVEL #%EIA] 1L
BERILRTT, ZETAES 0 | 31 ZEMNHFE, MNREE 0, HREXNERAN, R

BE 31, BEME I, BXOIEENTERE, 52 kdump B9FMDI (man 7
kdump ).

B, FRIFRWAREENNSBEERER, 6§, NREEBTWEEZEXEZE, EFTE
ERFEEFH TR —LHESTE), ATURBAXMME, 715 KDUMP _DUMPFORMAT REN
compressed REWMILER, crash SLAERSZIFN EAERVEEHITHIEEELE.

O ==: 3 Kdump BEEXHHIEXR

3t /etc/sysconfig/kdump XH#HI{TERG, FEIEIT systemctl restart
kdump.service, &, BEETXRESISERESAY, XEFRTSEX,

18.10 EZEE

HEBE—RIME Kexec Ml Kdump FVERNGEMESE XM, B, TEXEERAFRAHEHE
THERESESE:

° X Kexec LHERFRMAZ, 1520 kexec BIFAETI (man 8 kexec),

* IBM f£ https://developer.ibm.com/technologies/linux/ # LR 7T B XIAE IBM Z (&
REMTPEREETAEMNEZES MY,

o EAILUTE https://developer.ibm.com/technologies/linux/ 2 L E)E % Kexec B9—H&

e
=&,

o HXE AT SUSE Linux Enterprise Server By Kdump B9EZ4T5, FEM http://
ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf 2,

o O LATE http://Ise.sourceforge.net/kdump/documentation/ols2005-kdump-
paper.pdf 2 E#3) Kdump REBLEMIHIR NI,

BX crash ZEDTMIERA TAENESAT, BEAUTHR:
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https://developer.ibm.com/technologies/linux/
https://developer.ibm.com/technologies/linux/
http://ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf
http://ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf
http://lse.sourceforge.net/kdump/documentation/ols2oo5-kdump-paper.pdf
http://lse.sourceforge.net/kdump/documentation/ols2oo5-kdump-paper.pdf

* (R GDBWYfEETM (info gdb) %k, https://sourceware.org/gdb/documentation/ 2 k£
TR A T I TENRYESRE,

o crash LEEFRHEEES4HBNIEER. £/ help COMMAND BIE2/" command BYEXHL
=318

o MNRICEFZFTEMN Perl 1288, mILUER Alicia REHE. &R LTE http://
alicia.sourceforge.net/ 2 E£3F| crash SEAEEFHILEET Perl 895K,

o MNRMRIFEEH Python, MNZE Pykdump, LLE BRI EEBNIEET Python BIZSIE
GDB,

e H Daniel P. Bovet 1 Marco Cesati &%l Understanding the Linux Kernel (ISBN
978-0-596-00565-8) FRIFE 2 EMELAR T Linux RIZBIAERLEH,
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19 fEH systemd-coredump Xt TR AR R
1T

systemd-coredump BIWEHERZOEE, BTFoWMNABRERREGRB. ZOEEESH
BAFEARLNNME, SENHE (SBTHNAEFNREHE) RN, LTARARE
ZOEMEICRE systemd BE (WERAEEEEIERI) , HREZOEEEFEMETE /var/lib/
systemd/coredump FHENXHRN, EEEILLEEER gdb 3% crash FEHMTAKGER
et (GEBE 18.8 7 “OifrEisiizfiE” ) o

FfE7E /var/lib/systemd/coredump HEZOEMEE=KEEWMEE (BBR /usr/
lib/tmpfiles.d/systemd.conf HEY d /var/lib/systemd/coredump 17) »

BE—MERASFEZOEE, MEEHEREIEE, XEMETRERNDERE DI
£ 577,

19.1 AEMBECE

systemd-coredump BRINEBH, WENAHIETT, FRIABRE(ITF /etc/systemd/

coredump.conf H:

[Coredump]
#Storage=external
#Compress=yes
#ProcessSizeMax=2G
#ExternalSizeMax=2G
#JournalSizeMax=767M
#MaxUse=

#KeepFree=

K/NEAIAB. K. M. G. T. PFME, ExternalSizeMax X#F infinity &

UTRAIZTRIEER Vim #TREBRINE, 7F7EREIE—1 segfault REM BT Z O
fifio
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312 19.1 £ VIM SIEB 0% i
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2.

3.

5.

1. BA debuginfo-pool #1 debuginfo-update f&=FE

L% vim-debuginfo

Bzh vim testfile HEBAN/LNFEH

. JRBX PID H4& K segfault:

> ps ax | grep vim
2345 pts/3 S+ 0:00 vim testfile

# kill -s SIGSEGV 2345
Vim R HEIRER
Vim: Caught deadly signal SEGV

Vim: Finished.
Segmentation fault (core dumped)

ISR ORAE, ARNEHITRE:

# coredumpctl

TIME PID UID GID SIG PRESENT EXE

Wed 2019-11-12 11:56:47 PST 2345 1000 100 11

# coredumpctl info

PID: 2345 (vim)

UID: O (root)

GID: 0 (root)

Signal: 11 (SEGV)

Timestamp: Wed 2019-11-12 11:58:05 PST
Command Line: vim testfile

Executable: /bin/vim

Control Group: /user.slice/user-1000.slice/session-1.scope

Unit: session-1.scope

Slice: user-1000.slice
Session: 1

Owner UID: 1000 (tux)
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Boot ID: b5c251b86ab34674a2222cef102c0c88

Machine ID: b43c44a64696799b985cafd95dc1b698

Hostname: linux-uoch

Coredump: /var/lib/systemd/coredump/
core.vim.0.b5c251b86ab34674a2222cefl02

Message: Process 2345 (vim) of user O dumped core.

Stack trace of thread 2345:

#0 0x00007f21dd87e2a7 kill (libc.so0.6)

#1 0x000000000050cb35 may core dump (vim)

#2 0x00007f21ddbfec70  restore rt (libpthread.so.0)
#3 0x00007f21dd92ea33  select (libc.s0.6)

#4 0x000000000050b4e3 RealWaitForChar (vim)

#5 0x000000000050b86b mch inchar (vim)

MRIEEZ ML, coredumpctl info B RFIAEXEROEE, A%
PID. COMM (#p%) T EXE (AIHAITXHHIRERRR) SISt OEkiE, flin, &F Vim BFT
Bz

# coredumpctl info /bin/vim
& PID EF R MLDILAE:
# coredumpctl info 2345
REEMZOREHE gdb :
# coredumpctl gdb 2345

PRESENT F|HHESRAEECEFHENZOEME, MNRZFERAT, WRFNEEEEFHENZO
#%f%, coredumpctl EMBEEFKREBERES. AILUIE /etc/systemd/coredump.conf
Fh{EMA Storage EIEHILEITA:

* Storage=none — EREHIERIXLIEE, EREFHE IFEEHTRERVHRBER
RS STFE, FlM, HFHE—AERERIPFE] (GDPR) BIER.

* Storage=external — Rz \MFAE7E /var/lib/systemd/coredump A

e Storage=journal — Bz OTEMETE systemd BHEH
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BASMZOFEMEAR systemd-coredump BYFTSERI, Ak, FT—XRZzOEENSNABRE
B, MEAEERMNEMRS.

ERMARFKEZOFHERSRFE, TTLUER coredumpctl KA REFEZOEE, UTREIZ
PID ISt E, HREZOFMHET vim. dump .

# coredumpctl -o vim.dump dump 2345

BXTENGSIIENSIR, S man systemd-coredump. man

coredumpctl. man core #1 man coredump.conf,
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20 iEHAETiElTY

MFMEIMEMS, ILITENMNEMEENNHRERSIEREXEE, BEMWIRRSZE]
LI ERY, BN, 5 (EiEiERE) ,$38%F “FA NTP BELEE” PRI ZERRIM
LZBF BN (NTP)o

FEHaRdiEY (PTP) Stk AEmlE, B NTP BEfft, PTP XS NNIZAMAF=IE, SUSE
Linux Enterprise Server FRIAZE & X MEZIRHIEFIR R PTP B ¥R HF,

20.1 PTP &Y

PTP BRI FNEREMEREN, NEBNHRRZEIHEN. BREWHS M EIET
MR ETE T (BMC) BiZE#H. RE— MmO HEILIE E BRI UIZ MBS T, H2ERY
MR A EER  (0C)e BB Z N HONHHEIUE—NRO LM ERNFUKRS —NHEO ERM
B, SRS TRFR AN BT 5 (BC)o TR ERSHIRNER 0, BRENHEIS2IKEN
4t (GPS) B, Xt¥, NERIMEEEB S ERESSREY

EHXHFE PTP WEBMBE . KFMZIIRAM MR OITH2 (NIC) #5<H PTP, BEFAR L
TEMLZWERER B AIE PTP B95EH, BAFRAE PTP BIShZ BIRNMBAH B PTP B4 L&
RV,

20.1.1 PTP Linux 3Zfi@

£ SUSE Linux Enterprise Server £, B linuxptp {48124 PTP i, #H zypper
install linuxptp ZEZUHE: HPESHETFNHEILE ptpdl 1 phc2sys 2

Fo ptp4l 557 PTP AR RSN E @, (IREPBEGNE, ptpdl £3F PTP FEHEITHE
FEIEH, MREARGNE, T2RALXNHRS TN, NHEBEGRERRAR
hEIS EIMLEIECOF (NIC) £EAY PTP BE(FAT AT, +EE phc2sys.
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20.2 fER PTP

20.2.1 RBIXchiZF ARG 255

PTP ZER{EABIAZMAEIRENTE R STIFER IS BA B R AF AT B LtkSh, NIC Bz IR RE (e
HYBS B, ERILUER ethtool RIUIRENIZRFH NIC BSELTHAE:

> sudo ethtool -T ethO

Time stamping parameters for ethO:

Capabilities:

hardware-transmit (SOF_TIMESTAMPING TX HARDWARE)
software-transmit (SOF_TIMESTAMPING TX SOFTWARE)
hardware-receive (SOF_TIMESTAMPING RX HARDWARE)
software-receive (SOF_TIMESTAMPING RX SOFTWARE)

software-system-clock (SOF TIMESTAMPING SOFTWARE)
hardware-raw-clock (SOF_TIMESTAMPING RAW HARDWARE)
PTP Hardware Clock: 0
Hardware Transmit Timestamp Modes:

off (HWTSTAMP_TX OFF)

on (HWTSTAMP_TX ON)
Hardware Receive Filter Modes:

none (HWTSTAMP_FILTER NONE)

all (HWTSTAMP_FILTER ALL)

MENBREEUTSH

SOF TIMESTAMPING SOFTWARE
SOF_TIMESTAMPING TX SOFTWARE
SOF TIMESTAMPING RX SOFTWARE

EHNEEEU TS
SOF_TIMESTAMPING_RAW_HARDWARE

SOF TIMESTAMPING TX HARDWARE
SOF_TIMESTAMPING RX HARDWARE
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20.2.2 fEF ptpal

ptp4l FUAEREAIE, EFELU root BHER -1 ETHEE BB E
Ho -m 1575 ptpdl FHHEDLYIEERERL, MAZYERRSGNEATIERIA!

> sudo ptp4l -m -i ethO

selected eth® as PTP clock

port 1: INITIALIZING to LISTENING on INITIALIZE
port 0: INITIALIZING to LISTENING on INITIALIZE
port 1: new foreign master 00al52.fffe.0b334d-1
selected best master clock 00al52.fffe.0b334d
port 1: LISTENING to UNCALIBRATED on RS SLAVE

master offset -25937 sO freq +0 path delay 12340
master offset -27887 sO freq +0 path delay 14232
master offset -38802 sO freq +0 path delay 13847
master offset -36205 sl freq +0 path delay 10623

master offset -6975 s2 freq -30575 path delay 10286
port 1: UNCALIBRATED to SLAVE on MASTER CLOCK SELECTED
master offset -4284 s2 freq -30135 path delay 9892
master offset EXRTMSFHNSENHZEINRE (AT AHE) .

sO. sl. s2 IERBETHMREIIRMAEIRS: s0 RROHEB, s1 XRRB#HSH, 2 K
TEBE, MNRFARSFEBEIRS (s2), HH pi offset const FEMEREXHFHFIRE
ARE, INHAES#H, MERSEEFE BEXFHAFES, 58 man 8 ptpal) .

freq EFRREHIVARERE (U+HZ53%= (ppb) BEMD) .

path delay ERTFMENWAZZNRDHSHFTER (UHHHEAD) -
IR0 0 BATF A PTP 1M Unix IERET. K0 12 etho #O,
INITIALIZING. LISTENING. UNCALIBRATED #1 SLAVE 2#RiE

INITIALIZE. RS SLAVE #1 MASTER CLOCK SELECTED H4EMMIRITIRSHTRA. X
KA M UNCALIBRATED EE2X A SLAVE BY, RRITENES PTP EREINES,

SR LAER - S IS AR,
> sudo ptp4l -m -S -i eth3

EE B LUE ptpdl fERIRSSETT:
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> sudo systemctl start ptp4l

A, ptpdl M /etc/sysconfig/ptpdl XHEEREED, BRINERT, LXHE
T ptpd4l M /etc/ptpal.conf EEECE XD, BX ptpdl EDMAE X IKENIFHE
£, 12 man 8 ptp4l,

EXABH ptpdl RS, BE1TU TR
> sudo systemctl enable ptp4l

BERZRS, BET

> sudo systemctl disable ptp4l

20.2.3 ptpal BBEXH

ptp4l FAIUMANERNEEXHRIEER R, ATRINKEREMEEXY, EFEEL -f 15
EEEX M

> sudo ptp4l -f /etc/ptp4l.conf

EEXHRNETEHD. 2FEEHD (L [global] #5R) AFIGERRFATL. BEHETAZIA
imEIR. HMH2SRHENROERX, SBERANROET. SoHRFEEEN KOS
M — B30 [ethO] o ERWOERDAIRATFEMRGSITIEDL

[globall

verbose 1

time stamping software
[ethO]

THIEE X AFR T LA T an <3k
> sudo ptp4l -i eth® -m -S

BXEEN ptpdl BEEEMYIER, ES M man 8 ptpdl,

20.2.4 IERIN=
ptpd U B FMENBIIEIGR: /%5t (P2P) Ui 2l (E2E),
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P2P
LA EER -P 88,
TR BRI EIMEFNEE R, HEARMUSER, NESNROBES5
S—1M w32k PTPHEHMEHR A SERALL G E. P2P EXRFENBEFMEEHN
o

E2E
75 7EGER -E 8. ARINRE,

Bahi&EA &
LE757EER -A 8. Bkl E2E RIUSE) ptpdl, MRULETHFIERIFNK, N
B P2P 1R,

O == zENEs*
B4 PTP BINERE AR e S BRI A AR ER BIEIR, WREEA E2E
MHIIRO LR T MEIERIEK, SEEFEA P2P MiHlfimO LR T E2E iERiE

X, BRIBES,

20.2.5 PTP BEEFim. pmc

BILAER pmc FFIHREVEX ptpdl MNEFMIEE. pmc MTERNEER S1TIREURR R
MEE ID IEERVIRIE, ARBIEEENRMAIXIEE, HFVNERFNEAEE, FH=Fg
B GET KFRIEEMIER, SET EMfEERIEE, CMD (3¢ COMMAND) %icisRERIEMF.

AINERT, EESREFMAROLIUt. FILGEA TARGET &< N/a4uH BIEFFERE
WRmO. MFETENER IDFIK, 1FIET1T pmc help.

> sudo pmc -u -b @ 'GET TIME STATUS NP'
sending: GET TIME STATUS NP
90f2ca.fffe.20d7e9-0 seq @ RESPONSE MANAGEMENT TIME STATUS NP

master offset 283
ingress time 1361569379345936841
cumulativeScaledRateOffset +1.000000000
scaledLastGmPhaseChange 0
gmTimeBaseIndicator 0
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lastGmPhaseChange 0x0000'0000000000000000.0000
gmPresent true
gmIdentity 00b058. feef.0b448a

-b ETHEEFIRIXE S FARRKRE, FBILETIKERN 0 ZRIAFREI At ptpdl SE
Blo IBINZEXRBICRIEEAMILFERA PTP TR R HAER, RERESAEEHE:

stepsRemoved
B4R BT ERYE I T =K

offsetFromMaster. master_offset
ZET S EAE 2 8] ERIERRE (RF)) S

meanPathDelay
MERN#HEENES EHENTUHER (HF) .

gmPresent
NRA true, MFRF PTP BHERD B EIIH; AT REEBREN T,

gmldentity
Lt EBR E R & 1570

BEXTEN pmc ITIEIYIE, 20 man 8 pmc,

20.3 & phc2sys [EL B §h

£ phc2sys TS RZITEHEILS BIM-E LA PTP B4R (PHC), RZBTEMEM A ME
BfEh, mM-RERBFNIATZET, PHCAEES ptpdl RAF (FBERFE 2027 “FH
PTP” ) o A -s FIIERIMWEIZEOIEE N, FA -w FF ptpdl FART RS,

> sudo phc2sys -s eth0 -w

PTP 2= 7507 (TAI) 1517, MAZRHERRIZNIFERE (UTC). MREFRIEE -w KF
F ptpdl AF, FILUERA -0 RIEE TAI 5 UTC ZEMRE (IR ASRAD)

> sudo phc2sys -s ethO® -0 -35
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Wal LU phc2sys fENBRSIETT:

> sudo systemctl start phc2sys

4%, phc2sys M /etc/sysconfig/phc2sys XEFIEENE %

AYiFAE S, 78S man 8 phc2sys,
EXABH phc2sys RS, BEITUTHRL:

> sudo systemctl enable phc2sys

BRRZIRS, BE1T

> sudo systemctl disable phc2sys

JiBlEZ

Y PTP EE|EZ EE TEF BFER T E4ER, ptpdl I phc2sys =

HESNERENMRRATIES,
ptpal HHRfl:

ptp41[351.358]:
ptp4l1[352.361]:
ptp41[352.361]:
ptp4l1[353.210]:
ptpd4l[357.214]:
ptp4l[357.214]:
ptp4l[359.224]:
ptp4l[360.224]:
ptp4l[361.224]:
ptp4l[361.224]:
ptp4l[362.223]:
ptp4l[363.223]:
[...]

ptp4l[371.235]:
ptp4l[372.235]:

selected /dev/ptp0® as PTP clock
port 1:
port 0:
port 1:

port 1:
master offset 3304 s0 freq
3708 sl freq

-3145 s2 freq

master offset
master offset
port 1:
master offset -145 s2 freq
master offset 1043 s2 freq
master offset 285 s2 freq

master offset -78 s2 freq

phc2sys HitHnfl:
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INITIALIZING to LISTENING on INITIALIZE
INITIALIZING to LISTENING on INITIALIZE
new foreign master 00a069.eefe.0b442d-1
selected best master clock 00a069.eefe.0b662d
LISTENING to UNCALIBRATED on RS SLAVE

+0 path delay
-28492 path delay
-32637 path delay
UNCALIBRATED to SLAVE on MASTER CLOCK SELECTED
-30580 path delay
-28436 path delay

-28511 path delay
-28788 path delay

ISR B[R

I, BHX phc2sys %

EfR RS AT

9202
9202
9202

9202
8972

9199
9204
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phc2sys[616.617]: Waiting for ptp4l...

phc2sys[628.628]: phc offset
phc2sys[629.628]: phc offset
[...]

phc2sys[646.630]: phc offset
phc2sys[646.630]: phc offset

66341
64668

-333
194

sO freq
sl freq

s2 freq
s2 freq

+0 delay
-37690 delay

-37426 delay
-36999 delay

2729
2726

2747
2749

ptpd4l BESIFEENHEE, AILUER summary interval 18$BRIZIAER, HEMNRE
RNA2HINRR. a0, EFmENERFEASME 1024 (FF 2010) #, BETE—1TH

F| /etc/ptpal.conf X4,

summary interval 10

WRILAERE -u SUMMARY -UPDATES EINFR{K phc2sys SSHIEHIAE,

20.4 ECE

ATRMET LD ptpdl BEERG, XEROIFRTENEEXN, MEBRMREXAFAMERNR
AURREITIR. FRFE ethX RNKEPRIKFRMKZZEOZT,

f5120.1 : (ERAERMFEIELEYMIBES

/etc/sysconfig/ptp4l :

OPTIONS="-f /etc/ptp4l.conf -i ethX”

KD EE /etc/ptpll.conf HITEMRMER,

f5120.2 : (EFAEMFEIELEYMIBES

/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”

/etc/sysconfig/phc2sys .

OPTIONS="-s ethX -w”

KD %&E /etc/ptpal.conf BITEMER,
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f5120.3 : fERAMEGISERRYERSH
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptpd4l.conf -i ethX”
/etc/sysconfig/phc2sys :
OPTIONS="-s CLOCK REALTIME -c ethX -w”

/etc/ptp4l.conf:

priorityl 127

f5120.4 : ERAMRAFISEMNERY (—RRFEINER)
/etc/sysconfig/ptp4l :

OPTIONS="-f /etc/ptp4l.conf -i ethX”
/etc/ptp4l.conf:

priorityl 127

20.5 PTP A0 NTP

NTP #1 PTP BRI TR UHTE, IR EtEREL,

20.5.1 NTPZ| PTP Y[EF

5 chronyd EZAMALKEIEES, B8 ptpdl EEENBRENT, LUEREE PTP M7
ARG KBE, £ /etc/ptpdl.conf FEE priorityl 3%&IN:

[globall

priorityl 127

[ethO]

SAIEIETT ptpal:
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> sudo ptp4l -f /etc/ptp4dl.conf

FEREMREE, FE®I phc2sys 1§ PTP BANHEL B RG5!

> sudo phc2sys -c eth® -s CLOCK REALTIME -w

20.5.2 FdE PTP-NTP [

TERECE ¥ PTP BTN SRR R ERHYLE R, WIRAILUER S EAEHEY PTP 8RN, N
THENA LN PTP MEHISE 1 /& NTP BRS3281E1T. LN BHFERINESNEREO, H
BErE R EIZERIBRENM. XAIUBREMNZPLNSERHNELD .

¥ ptpdl # phc2sys EZEFEENER—MMEZZROREL PTP BF A%, REE
chronyd EEENERS—ZORMERSAHE:
bindaddress 192.0.131.47

hwtimestamp ethl
local stratum 1

Q) ’x=: NTPFIDHCP
BUANERT, % DHCP BEFIH®H< dhclient UXEI NTP ARSZS2TIRRY, SIFXLERS
AMEINTP BCE, ABALEHIMITH, EHKE

NETCONFIG NTP POLICY=""

(£ /etc/sysconfig/network/config X#HH) o
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A GNU licenses

This appendix contains the GNU Free

Documentation License version 1.2.

GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St,
Fifth Floor, Boston, MA 02110-1301 USA. Everyone is permitted to copy and
distribute verbatim copies of this license document, but changing it is not
allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional
and useful document "free" in the sense of freedom: to assure everyone the
effective freedom to copy and redistribute it, with or without modifying it,
either commercially or non-commercially. Secondarily, this License preserves
for the author and publisher a way to get credit for their work, while not being
considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the
document must themselves be free in the same sense. It complements the GNU
General Public License, which is a copyleft license designed for free software.
We have designed this License to use it for manuals for free software, because
free software needs free documentation: a free program should come with
manuals providing the same freedoms that the software does. But this License is
not limited to software manuals; it can be used for any textual work, regardless
of subject matter or whether it is published as a printed book. We recommend
this License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains
a notice placed by the copyright holder saying it can be distributed under the
terms of this License. Such a notice grants a world-wide, royalty-free license,
unlimited in duration, to use that work under the conditions stated herein. The
"Document", below, refers to any such manual or work. Any member of the
publicis a licensee, and is addressed as "you". You accept the license if you copy,
modify or distribute the work in a way requiring permission under copyright law.
A "Modified Version" of the Document means any work containing the Document
or a portion of it, either copied verbatim, or with modifications and/or translated
into another language.

A "Secondary Section" is a named appendix or a front-matter section of the
Document that deals exclusively with the relationship of the publishers or
authors of the Document to the Document's overall subject (or to related
matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary
Section may not explain any mathematics.) The relationship could be a matter
of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are
designated, as being those of Invariant Sections, in the notice that says that

the Document is released under this License. If a section does not fit the above
definition of Secondary then it is not allowed to be designated as Invariant.

The Document may contain zero Invariant Sections. If the Document does not
identify any Invariant Sections then there are none.
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The "Cover Texts" are certain short passages of text that are listed, as Front-Cover
Texts or Back-Cover Texts, in the notice that says that the Document is released
under this License. A Front-Cover Text may be at most 5 words, and a Back-Cover
Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the general public,
that is suitable for revising the document straightforwardly with generic text
editors or (for images composed of pixels) generic paint programs or (for
drawings) some widely available drawing editor, and that is suitable for input
to text formatters or for automatic translation to a variety of formats suitable
for input to text formatters. A copy made in an otherwise Transparent file
format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image
format is not Transparent if used for any substantial amount of text. A copy that
is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without
markup, Texinfo input format, LaTeX input format, SGML or XML using a publicly
available DTD, and standard-conforming simple HTML, PostScript or PDF
designed for human modification. Examples of transparent image formats
include PNG, XCF and JPG. Opaque formats include proprietary formats that can
be read and edited only by proprietary word processors, SGML or XML for which
the DTD and/or processing tools are not generally available, and the machine-
generated HTML, PostScript or PDF produced by some word processors for
output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such
following pages as are needed to hold, legibly, the material this License requires
to appear in the title page. For works in formats which do not have any title page
as such, "Title Page" means the text near the most prominent appearance of the
work's title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose

title either is precisely XYZ or contains XYZ in parentheses following text that
translates XYZ in another language. (Here XYZ stands for a specific section name
mentioned below, such as "Acknowledgements", "Dedications", "Endorsements",
or "History".) To "Preserve the Title" of such a section when you modify the
Document means that it remains a section "Entitled XYZ" according to this
definition.

The Document may include Warranty Disclaimers next to the notice which

states that this License applies to the Document. These Warranty Disclaimers
are considered to be included by reference in this License, but only as regards
disclaiming warranties: any other implication that these Warranty Disclaimers
may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially
or non-commercially, provided that this License, the copyright notices, and the
license notice saying this License applies to the Document are reproduced in

all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading
or further copying of the copies you make or distribute. However, you may
accept compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may
publicly display copies.
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3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed
covers) of the Document, numbering more than 100, and the Document's

license notice requires Cover Texts, you must enclose the copies in covers that
carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly

and legibly identify you as the publisher of these copies. The front cover must
present the full title with all words of the title equally prominent and visible. You
may add other material on the covers in addition. Copying with changes limited
to the covers, as long as they preserve the title of the Document and satisfy these
conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should
put the first ones listed (as many as fit reasonably) on the actual cover, and
continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more
than 100, you must either include a machine-readable Transparent copy along
with each Opaque copy, or state in or with each Opaque copy a computer-
network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy
of the Document, free of added material. If you use the latter option, you must
take reasonably prudent steps, when you begin distribution of Opaque copies in
quantity, to ensure that this Transparent copy will remain thus accessible at the
stated location until at least one year after the last time you distribute an Opaque
copy (directly or through your agents or retailers) of that edition to the public.
Itis requested, but not required, that you contact the authors of the Document
well before redistributing any large number of copies, to give them a chance to
provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the
conditions of sections 2 and 3 above, provided that you release the Modified
Version under precisely this License, with the Modified Version filling the role

of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things
in the Modified Version:

A. Usein the Title Page (and on the covers, if any) a title distinct from that
of the Document, and from those of previous versions (which should,
if there were any, be listed in the History section of the Document). You
may use the same title as a previous version if the original publisher of
that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified Version,
together with at least five of the principal authors of the Document (all
of its principal authors, if it has fewer than five), unless they release you
from this requirement.

C. State on the Title page the name of the publisher of the Modified
Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to
the other copyright notices.

F. Include,immediately after the copyright notices, a license notice giving
the public permission to use the Modified Version under the terms of
this License, in the form shown in the Addendum below.

G. Preservein that license notice the full lists of Invariant Sections and
required Cover Texts given in the Document's license notice.
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H. Include an unaltered copy of this License.

I. Preserve the section Entitled "History", Preserve its Title, and add to
it an item stating at least the title, year, new authors, and publisher of
the Modified Version as given on the Title Page. If there is no section
Entitled "History" in the Document, create one stating the title, year,
authors, and publisher of the Document as given on its Title Page, then
add an item describing the Modified Version as stated in the previous
sentence.

J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise the
network locations given in the Document for previous versions it was
based on. These may be placed in the "History" section. You may omit
a network location for a work that was published at least four years
before the Document itself, or if the original publisher of the version it
refers to gives permission.

K. Forany section Entitled "Acknowledgements" or "Dedications",
Preserve the Title of the section, and preserve in the section all the
substance and tone of each of the contributor acknowledgements and/
or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in
their text and in their titles. Section numbers or the equivalent are not

considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be
included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to
conflict in title with any Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices

that qualify as Secondary Sections and contain no material copied from the
Document, you may at your option designate some or all of these sections

as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version's license notice. These titles must be distinct from any other
section titles.

You may add a section Entitled "Endorsements", provided it contains nothing
but endorsements of your Modified Version by various parties--for example,
statements of peer review or that the text has been approved by an organization
as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage
of up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the
Modified Version. Only one passage of Front-Cover Text and one of Back-Cover
Text may be added by (or through arrangements made by) any one entity. If the
Document already includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you
may not add another; but you may replace the old one, on explicit permission
from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give
permission to use their names for publicity for or to assert or imply endorsement
of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified versions,
provided that you include in the combination all of the Invariant Sections of all
of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty
Disclaimers.
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The combined work need only contain one copy of this License, and multiple
identical Invariant Sections may be replaced with a single copy. If there are
multiple Invariant Sections with the same name but different contents, make
the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else

a unique number. Make the same adjustment to the section titles in the list of
Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the
various original documents, forming one section Entitled "History"; likewise
combine any sections Entitled "Acknowledgements", and any sections Entitled
"Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this License

in the various documents with a single copy that is included in the collection,
provided that you follow the rules of this License for verbatim copying of each of
the documents in all other respects.

You may extract a single document from such a collection, and distribute it
individually under this License, provided you insert a copy of this License into
the extracted document, and follow this License in all other respects regarding

verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and
independent documents or works, in or on a volume of a storage or distribution
medium, is called an "aggregate" if the copyright resulting from the compilation
is not used to limit the legal rights of the compilation's users beyond what

the individual works permit. When the Document is included in an aggregate,
this License does not apply to the other works in the aggregate which are not
themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the
Document, then if the Document is less than one half of the entire aggregate,
the Document's Cover Texts may be placed on covers that bracket the Document
within the aggregate, or the electronic equivalent of covers if the Document is in
electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute
translations of the Document under the terms of section 4. Replacing Invariant
Sections with translations requires special permission from their copyright
holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include

a translation of this License, and all the license notices in the Document, and
any Warranty Disclaimers, provided that you also include the original English
version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this
License or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications",

or "History", the requirement (section 4) to Preserve its Title (section 1) will
typically require changing the actual title.
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9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as
expressly provided for under this License. Any other attempt to copy, modify,
sublicense or distribute the Document is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long

as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU
Free Documentation License from time to time. Such new versions will be similar
in spirit to the present version, but may differ in detail to address new problems
or concerns. See https://www.gnu.org/copyleft/ 2.

Each version of the License is given a distinguishing version number. If the
Document specifies that a particular numbered version of this License "or any
later version" applies to it, you have the option of following the terms and
conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does
not specify a version number of this License, you may choose any version ever
published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace
the “with..Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of
the three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend
releasing these examples in parallel under your choice of free software license,
such as the GNU General Public License, to permit their use in free software.
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