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o MIEHIE (BIN, EEFB AES)

o BRIIR. WAL

o Bk

o SIS

© EHAEHRXE 2R

. &

o BTSN

o Bit. REFHINBI

SUSE Linux Enterprise Server FE & BT R LEFFAFIERNR G, THEDRETRIFES
YRS s HE o
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(Z2ilsafuisrm) PRETAXBURFNESAT,

1.2 O%

Linux R ERSFHEOLCKHNIEE. BERTREREZL, AIREUETEL MR AR FHS
o

MEHEFEEERAP T/ARIN /etc/shadow XHH, HTFMHEERANITENEBREO
2, EtRNFEEERF ERBEANENOL,
EEEZFIERAHZE (NIST) 2B THEXOLHIESEREN (BJ1F https://
pages.nist.gov/800-63-3/sp800-63b.html#sec5 2 3% E)
BXMENEEOSTHKENAT, EERE 1737 "OLEE" o BX Linux EHNEHIIEN—
RIER, BBWE |80 "SMEIE"

1.3 &

MREHRFEWNE, AUERENRKIMELTBRIRTS, KE bug BIEIMNT, HATLER
BB ERARS BRAHITILR, WFEFRS, BSQHTEMERNIE G E G AN
TEEER (BN /A ZIREENIEIZEME, HEMIRENERHE) -

HFERRER, —EQRRMARBIVEREEENIZERUNRRBREE KB, MRE
RUIMRIR A SHERIAR B RV EER, ERREEFBIFULEERY R E Linux &S
BXRSBVIER2BMNBERTED. Wi, TRIWNENEOHIEHITME, AIXE
PNEDEFERITIRGE, BANBIEOXAHRGHRITINEE (WNER) . MREMEERER
(BlanfEzigE®) , MERFRIFRIERZREENBTE. MREOVRASZTEEINE, N
ERAMEENAN, EEMEEL, MBELAHREREONTEL. B1F5EE, HNARFERRD
EEIBERTHEED. I, ENEENBEZREIRNEMERZIRIET
MRENENTREBRNERRMBANR, BESVHESDHITELERT. MRERK—FRE
REARICNERFNE, WEAEENEESHRENEEXHHEERERF. BRERBE KN
BEHEUERERNAEEER.
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https://pages.nist.gov/800-63-3/sp800-63b.html#sec5
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BMEREFEERAENLT2EN, tNERNERENPERREXHZENES, XEHT
Y2 (BEERENREIMEREE) . WA ZEZREEABTFASME R EERHHIF

1%,

1.4 RGpTEME

NREEGLUESNSLEAESHEN, SERENNARSISZITENE, tiTa URzE S
MBI SHERIREARINR. ERE—TUERN ZME LIRS N BERS SIS, REHIF
FRA T EAERBEBITE R ST NBIAE Ho

55, BIRFBURENAALEIRLE. RIFSISMERRFHRGI ISR A BRI THREY)
Bz, AXEZER, BBREIE "EZEE

Z [EREX LU NFENE -

c EEEERIRS, EHIEMAIBEIHILESIS.
° £/ UEFI 0<% ££5|S# GRUB2 O<RIF5|F#H1E,

o Linux RAH5ISMBEFBE, ZEFEE A FHS | SHRZEEEMED, o LUEE
A5 SMBEFTIMLE—OS, RELEEMAES I SEEEBLESH. XHTFRA
REEXEE, FMYNZEZLL root NRIEIT, MENZERERARBIIIRT root
BURAYE— MYEIT R
EXESISMERFTIEBEOSHNIFMER, BEI (E12Em) , £ 18F “SISMEE
FFGRUB2” ,518.2.6 T “&EIISAL” .

c EREEME. BXEZER, BBRNE 128 "NEDXEANXH -

o M cryptctl MEBEENEZEME. EXEZER, B8LE 135 “FH cryptctl WHE
N BREFIEERNZE

o £ AIDE N AREERRENEMENR. BXEZES, BENFE 205 “EH AIDE
BTN o
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1.5 Xf#imie]

BT Linux RA—UNEEEE XA HRIEENAZE, XERRN FEHIX K ZHZRVAERIR
EXEE, XEKE, BrUERAXHNIRREX N EBEX 4. BRMEGIENIHRNR,
RINBERT, RESMEMIGEREER root AR, BE, FEigE (BlNRTiRO) lEtE@
AR,

—RER, HITREDESHNVIGARREFERRHIERENFI. B9, A root NRIRFEBF
B RTEEEEVEN, WNRMBHIZFFE bug, WEBEARESFAL bug EXERERZE
FEREEMNRA KR T, MEET RN, WelARERD ek,

BXRAT, BBNE 1917 EZSCHVIET M 1927 ACLBVLE” -

AppArmor #1 SELinux AFE AN AEFMBFRIEEAR. BXAT, BELE VES “Ed
AppArmor [RHEIHF %L VI 853 “SELinux” o

NREFEEBMATLEIRERANINDGRERN TN (B0, BISISELXRALIFIRE
%) , BEEEIEMNE, SUSE Linux Enterprise Server A EMZE S HIBEBNIRERFEN DX,
BEXFAEER, BFBNE 125 “NESXME o

1.6 WK

RIFMERSENEXEENES. NHEIRFIPRATESZH 0S| 1EE R,
TEEREHNARL, MERASHNNBE LA BETHTRMIIEMNE. EREMNER
/I (VPN) fEAMIERS ERMINZ 2R,

SUSE Linux Enterprise Server it 7 Z1E A FRIF ML :

o £/ openssl TILLBIEE X509 iEH, XLEUFPAIATFIIF LIRS HITINEZF B DI,
TR LIg B H SRIERMAN (CA), HEMEFRREERBEGEER. BXFHAES, 55
Jiman openssl,

SEAHBEEM AT WL, ERABGAEINXARAHENE (&iLh
AEEWMRSS, NTANREGEE. BXIFAER, 520E 235 “Mililln
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* f&F3 OpenVPN RIFBI AL ERYIENKRRZIIANETEE, BXFAEE, 7S
WE 245 “FcE VPN BRS588

© WMARSEARSHIIE. BXEFMES, FERE 59 SHBIT .

L7 FRR

ARG PEENRRR, WEE 0] LA A SRR BCRE 2B R AR PR3 A &
%o MR F/ELE TIZFEARS (B0 HTTP BRSS) , MSERMIFRITEENRB, HEVRSA
ERER, ALElSREERLRA,

HItERA T BRI, REFEARBIERGRFUEBE. ARG, RABERNIR
NEZEMNASL L ULENA LR HNE.

FABEERORIEE (FIW, HEEBRMFEPNESIREZESE) PR%g, ErILOTERXLE
SRR, RNTHREMANNRER EEEERT, IUERGEREL 253 bug IEMAYIR
FNMMUERE, RESPEE—NMAEHENREE (CVE) BSM—NLHEFIETS R4 (CVSS) 2
. ZAWEMTIRFIRENTEM,

SUSE SiRMHZ2EINE, 18T https://www.suse.com/en-us/support/update/ 2 3%

8. https://www.suse.com/support/security/ 7 EiX#& CVE /SHHET ZELEH.

Q iE: aEBETRES
SUSE RAERIBRERGREATNAERRENBEENME (FE721E) . Eit,
BPfsE SUSE Linux Enterprise Server FEAN A8 A SKTF L5500 B PSR FTRZs
S, SUSE Linux Enterprise Server PR FhR A1 B B & RTEREEE.

BXEZER, B8R ((Hhism) , 78 “RABREESEE" .

EERNZARETHT BRI ES. XBEREASZIRUMETEN. 3,
MENHEFEXNIZR, URELERTFHATERENER.

AT HAR R BRI PMERRVIRE , BERRFINEX IR, EEIE 19.17 LY
(IR

HithE k.
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https://www.suse.com/en-us/support/update/
https://www.suse.com/support/security/

e http://lists.opensuse.org/opensuse-security-announce/ 7, 8% openSUSE £

RYBR{H5 2R

https://nvd.nist.gov/ 7, ESKRREEIEE

https://cve.mitre.org/ 7, MITRE By CVE ¥t

https://www.bsi.bund.de/SiteGlobals/Forms/Suche/BSI/Sicherheitswarnungen/
Sicherheitswarnungen_Formular.htmla, EEEHBEELLHRAGEEIR

https://www.first.org/cvss/ 2, BXRAHFEITFD RANES

1.8 EERWH

EENMEEEMELTENER G THGEEIENGRY, GiEKE. BH. BRURMGHN
Rootkite BEUHBENIMARERARKEITEN. AL, SFEERRAFRIMAITE, L
HEMKRMFREREE=H84B, SUSE Linux Enterprise Server EE T EEEEFIRME T ¥
MERF (BMHE) FIR. XU THE=FRHNEE, SUSERRENFIERHEHERE
Bo THIE, SUSE Linux Enterprise Server Wi B EERSNERGENE R, LIRKEST
B,

rpm --checksig RPM FILE S<{uERRHEHNREMNNERESEIER. ATLATE SUSE
Linux Enterprise Server B985—3K DVD LRIk A L E AR 28 LI B 2 ER.

eI LUER ClamAV FHRE R RIGMAS LREBERM. ClamAV el LAEMEIZ MRS,
SNERFARSS2RA0 HTTP IR, XA ERF BohEEN G 2 A Eid s,

PR FE P 4 AT LURL D B IMATTRES R KBS,

1.9 BEELLER

U TRFEERET LASSHNE:
o RN TREFNRLTE, RN RERS AShRNHE B RS,
o RETAEBGMERA root 1510, 1B BRSNE AR

° {REERMERHIGEITE R
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o BREENFFEEMFIEMERS,

o RAEHRREH. W, AENEFHABRIRC,

° £/ AIDE (BEARIQNIFE) BMAES L XHITEEN,
o REAE=FRHITERE IR,

o EHREFRBED.

o WEBHEXH (fIa0, A logwatch) o

o BB MIBECENEIEFrE R EXNFIANB R RAIR.

° RANRNZ 2RI,

o FERIRERVIRR NERME (B0, sHBhitENNER) -

1.10 IREL LM

MRERMT REMXWEE, BEOCEESEEANERRGE. WIRSEURANER, &
[ security@suse.de KRiXBFHBH, FRMRIAVIFMITAUMBINRGEBRES, K
ITEINER GPG INZ5EE FHBf

https://www.suse.com/support/security/contact/ 2 LT R4S SUSE GPG Z4H,
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@it PAM #{TH R IRIE 9

fEF NIS 19

fEF YaST i BE B IIER FPls 27
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fEF Kerberos 1T HAISIE 69
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2 & PAM #1TE 9 I0IEF

Linux FESAIIEHIEFER PAM  (FIHER S M IIERIR) (FNRARMNATER 28
BYFRIER. PAM ERERNRAFCTEENAA, BEILERINAEFEA LIEK PAM 18
Ro RENARRRU S DIENFIN TIEFRIEMEE S %o

2.1 PAM ZfHA?

AABERNEEARZEEERIFNREITERANFELEN 5 RGN BIZF E L IhEERI
F. &8 PAM, SRSINFEISMHIIENSE (HI%0 LDAP. Samba 3% Kerberos) BYERARRT [
REFHITIAE, MtIEEETHNERZHE, BREXERAN—TAEZERNARERFNS
PBIENH PR FHEEHRIIERLAETEENIRR, SUREFERRNVES KR
B, REREBFEES SIEH PAM EHEBXIEFEREI T,

PAM BYBESB4E:
° PAM &R, BFHRHESMNRIENGIN—AHARZEE,
o [EHUfE, HAREE—1TZ1 PAM IEIR,

* PAM BHIARSS, TEEARIRIERE PAM IRIRHFITHMIWIE, BF, IRSEAFFAE
AN N IERFRMR, U0 login Bf su. ARSSRFE other REAMMBIREF,

o RIRSE, FATATEMMED PAM RIRAIHIT,

o BFMHERITEREA PAM BIRFAF LRV EFLERAIE]. WIRPWIEE, MWHITTF—1 PAM
RIR, MAERGIEAEURATERE: “Toin, #4827 ) “IENRIE" ZEIRYFRA RN
B Mo

2.2 PAM BRE X (RIS

a7 TV E PAM
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BEFXHAYESE ( /etc/pam. conf)
SRS BEMETE /etc/pam. conf A, Fid, HFEPFFETAMRRE, SUSE
Linux Enterprise Server R {ER LA EE .

BTFBRMEE (/etc/pam.d/)

K#TF PAM HLHIME MRS (FFEF) £ /etc/pam.d/ BRHEHEZIENEE X,
Blan, BILATE /etc/pam.d/sshd X&EH#E| sshd BIARS.

/etc/pam.d/ THXHEX AT EMHIIER PAM &R, SMXGHEERATEXENRSH
17, MBITRZEEWMAMERS:

TYPE CONTROL
MODULE_PATH MODULE_ARGS
LHRER YA XA T

TYPE
AR AIZEE, PAM EIREMHL IR, FRLENEREEGARNAR, flm, —b
BRERENOS, —MERREIFARFENMUE, B —MERIEEEFFENIRE. PAM
] BURS O AR E B AIIER
auth
CERAFPIESLY, FRAZ2EIETNOSHITIRE, BB T K RHEY
HIE (BIUDiES AR IIE) RECIIEB /Y,
account
XMEBRRSNETAFP S A FERMERIRSHN—NR, Fla0, RHRITXH
QB URFREAMASBFEFERAMEKFNAFRZER.
password
XWEBRRNAREEB A MIIESENER, XEEE— 0%,
session
XMHERRRIRAREENEERF2i5. XERERESMRIEFIERE, LUERE
KERAHEEAFPNFFEIRE (MBH4KF. ETBR. RARHZH)
CONTROL
&7~ PAM EIRNTT R, B MMEREA AR LU TEHIRE:
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required
EHITEMIIEZ AT, BIFTRIIIEE G IMTERER, EIEHEE required
HERMRREN 5, RA4SLMEFERENSHFAIERMIER, 2FRFPASWER
KEHEIESRKMATE S,

requisite
AT MIEH B IATERRIR, RIBARNTERAEE LSHE required in&
IRREM. BZ, MNRENFEFAMITEIRREY, BiIBmAFRERGHESR
HASMEEMIRIR, NIRRT, MIEERBEMIER, FEHE required in&
RERIRR—1%, requisite MRERIAEREZAGTISE, MEHITIERS DL
EHNRLERAGERFT.

sufficient
RN EF B IATSHER G, BERANAREFSIEINEILERIIREEHA
FTHEAEEMER, EaRRZHIMETE required MFEMESRIIRIK. FEB
sufficient MERRRKMIEEEMEREER, FIBRENERERKIZESERN
I 347 20 32,

optional
HE T ERRRE NI A== EEFAEZEER. TSR TRARETER
(B3N, BRI WET BBE) MAREUEA#— S RIERIIER,

include

NRLGHIATE, MTELLMENIEE A SERET

MODULE PATH
A PAM R FTE X H R, MNRERGTFERIAER /lib/security (3FF SUSE®
Linux Enterprise Server Z#8IFE 64 (LF &, BRABRIIN /1ib64/security)
F, MEHFEXIEELXHE.

MODULE_ARGS
BERTEWR PAM #2317 RBETM T O PRYIR, B30 debug (BAIAEIR) =X
nullok (RFFEATOL) .
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54h, /etc/security TRMETHAT PAMRRMNEBEREXMH, EIIENXEERNAETITT
A (EH8¥E pam env.conf #1 time.conf) . FH PAM BN EIMNNEEFSER—4A
PAM BRI%, XLRHFEERHVIBEREXHFNER, HREERRELIFTRANARER,

N7 &6 PAM #EIREYBIFEFILER, IWE5IN auth. account. password #1 session 1&
REBRBARINECEX 4, XELENES NV AEFN PAM BB, ALL, X common-*
h£/5 PAM BREEHRFHITHEIFSERE PAM BRBEXHHERE, MEEEEREHE PAM
FEEX 4,

eI LUER pam-config TRAEIFLF PAM BBEX M. TR B HERAMNIERE.
B AERNECE, NEMEEFRFRER (D) » ERAREMBEVEETRSHERT
“#E1P PAM ECERYFRERRYA T FF,

Q FE: 64 M2 LREARE
£ 64 (HRERFET, EAILEE 32 INAREFNEITRIFR, EXMIERT, 5
REIE R E 32 i iRZSHY PAM &R,

2.3 sshd 8y PAM 2 &

LA sshd BY PAM ECE S5

f 2.1 : SSHD K9 PAM Eg& (/etc/pam.d/sshd)

#%SPAM-1.0 @

auth requisite pam_nologin.so (2]
auth include common-auth (3]
account requisite pam nologin.so (2]
account include common-account (3]
password include common-password (3]
session required pam loginuid.so (4]
session include common-session (3]
session optional pam lastlog.so silent noupdate showfailed @

O 9 PAM 1.0 ARALLECE X MHFRIRRAS, XRE—MIRG, ERRAIUERERIQERRZ,
® E /etc/nologin BEFE. WRAFE, MR root LIMIERBREEEER.
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© SIFEFMMEREBWEIE . common-auth. common-account. common-
password # common-session, X4 MXHEESEMERELRNIGARLE.

0O KEELIHMIIIERHIENER UID #HiZE%.

0 ETEXARLRERNER.

B O EXGMAREE MEREMARMEIENE PAM BEE, ERUEEERENINEG
BEBhIREVEHN PAM B2E, LIFT, £ PAM REBHNRLENNAERE, EFEFHAR
FRBENAREFMFBREX . MIE PAM EEEEBIHREEXHHITH, S 1RSH PAM
LB & B o AR E IV E X,

E—1 include Xf& (common-auth) JAMA auth EERP="E

R: pam_env.so. pam_gnome_ keyring.so # pam unix.so. iHEEMW 2.2 “auth
ZBBIERIAECE (common-auth)” .

2.2 : auth BB H9ERIABCE (common-auth)

auth required pam env.so (1]
auth optional pam gnome keyring.so (2]
auth required pam unix.so try first pass ©

@ pam env.so %E#H /etc/security/pam env.conf LUEB X HHIEERNIFIET
£, BAATR DISPLAY TEIGENIEMHIE, ER pam_env RRIEEREZEN
B

® pam _gnome keyring.so 1R#E GNOME ZiRERFANERZMNOSL

© pam unix 1R#E /etc/passwd #l /etc/shadow ICERAFHNERZNOL,

B auth ERERAMESTE, sshd ARRBEXEREERIINR . EXRPHE

required IFHITENFRIE RN TRINGIE, sshd AEEWEIEXEELERIGER. W

RHAPWNEMIRTEI, WSS EEMIRR, FIt2ZfE sshd A BRI IBRMAE

o

FRINAMIRFRE auth REMERE, BRIEHF—% include iB46), 7EAFIFHR7) 2.3

“account EHEYFIAECE (common-account)” HMiEFRl, common-account XEE—1

R pam unix. AR pam unix REINERIEBARAFEFE, N sshd sUWEI—ZAIERIH

FEHE, REWIEBET—HIEIR (password), #012.4 “password Z5HIELAERE (common -

password)” BFfR.
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ff 2.3 : account ZHMIERIAEEE (common-account)

account required pam unix.so try first pass

i 2.4 : password ZBHEIERIAECE (common-password)

password requisite pam cracklib.so
password optional pam gnome keyring.so use authtok
password required pam unix.so use authtok nullok shadow try first pass

[E#E, sshd B9 PAM ECE{UHR—% include iB4), ZiBA5IE7T password HERAERIALD
B ({IF common-password #) . SHNARERFIBERRREHRIISENEREEN, L
TREIHFERXLEEIR (IFHIRE N requisite # required) »
BHROLHS N EMNHRIISHEEHITLENE, XUHER@ET pam cracklib R
MK, FEEERAR pam _unix ERHHEFRE pam_cracklib BEMIBOSMIHFOSL, HitH
FPEEXNOSELTHEHIHITEMNRIE, IR THAERREESHE pam cracklib FriTaIE
T, SHAET account T auth ERIRIEHOSKMBY, BENEFEH password &R,

2.5 : session ZPSFHIBRIAECZE (common-session)

session required pam limits.so

session required pam unix.so try first pass

session optional pam umask.so

session optional pam systemd.so

session optional pam gnome keyring.so auto start only if=gdm,gdm-
password, Lxdm, Lightdm

session optional pam env.so

/5, M session XBIEIR (FEYPTE common-session X)) LURIERXAFHII&
EXRIEERIE, pam limits EREHXH /etc/security/limits.conf, ZXXHEALL
EXFERSGZRERES, BN pam unix #R, pam umask ERABFIEEXH
B eI, BTFLIERTES optional 17E, FLHERMNEABGARSEMBNIERIR
AR INSER. HAF AN, BERIER session &R,
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2.4 PAM RIRHVECE

Hik pAM IRIRZAIEL BN, EEBEXHAITF /etc/security #, ATHBENBS sshd R=FI4E
*HECE X — pam env.conf # limits.conf,

2.4.1 pam_env.conf

pam_env.conf AIETFENXERIAR pam_env {EREAAFIGENNENIFE. ERTFEME
RAUTEEMISIMR TS

VARIABLE [DEFAULT=VALUE] [OVERRIDE=VALUE]

VARIABLE
BIRENFIRZENZT.

[DEFAULT=<value>]
BEABIGEMEIA VALUE,

[OVERRIDE=<value>]
AJEEEH pam_env EWHIRENE, BEIMIAE

BXUAER pam _env HWERURFIZE DISPLAY TEMAE, SHALETEEREN, ZTE
MEWT, #2.6 “pam_env.conf” ABRTX—H,
f51 2.6 : PAM_ENV.CONF

REMOTEHOST DEFAULT=localhost OVERRIDE=@{PAM RHOST}
DISPLAY DEFAULT=${REMOTEHOST}:0.0 OVERRIDE=${DISPLAY}

%—17¥ REMOTEHOST LTEMEIZEEN localhost, Y pam env FeEHREEME
ENTSERIZE, DISPLAY TEX S REMOTEHOST BB, 1£ /etc/security/
pam_env.conf BYERHALUIREREMER
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2.4.2 pam_mount.conf.xml

pam mount AFAEERAREHAFEER, UNREFHAEMPOX 4IRS 23 BERERAR

ERAFPIERNIMERHHEXLEFAR, FRLFEZMTFTETE 1 TEN /home BR (&I
ZERAARFAERAFREER) , MEEHRERNAFNERR.

=& pam_mount /5, /etc/security M pam mount.conf.xml B#EiR. EFAM
1 man 5 pam_mount.conf FRILULEITTEAYIREA,

BILAEF YaST SER LLINREM B AL E. EFEWLEIEE > Windows IR Z51E > T 508 5 LURIN
X1HIRS 2. BEEM ((EEFEEIER) ,520E& “Samba” ,%205F “MEEFK -

Q & LUKS2 %%
cryptsetup 2.0 FERNT LUKS2 2#5F; M SUSE Linux Enterprise Server 12 SP3
FF9&, SUSE Linux Enterprise Server 7 pam_mount F8&7T LUKS2 ¥,

2.4.3 limits.conf

BILATE pam limits BEHUESIEEA limits. conf REFAPSRAIGERSKES, ZXXH
AL ETERE] (BDREEBLAIRS) FEREH] (BIeT AEEHBEHAIRE) . AXiBENE
WMAFAER, 152N /etc/security/limits. conf HRERR,

2.5 {#MH pam-config Bt & PAM

pam-config TEAEMEERESE PAM BBEXH (/etc/pam.d/common-*) F1ZNEFE
MNAREFERE, WFRRXFFRRAYIER, 15H pam-config --list-modules &<, &
Fi pam-config s EILILER PAM BEE X, AIIGHIERAIE] PAM BCE, MIBREMIEIR,
BB EARIRANET, BEeie/m PAM EEBE XX R, TEFNAZRR M AEFN PAMIRE,
pam-config RYERAGIEIE:
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1. BRVER 2 Unix #¥3X PAM BZE, it pam-config SlEREEMAITIRE, HIELL
[E¥ B, pam-config --create @< 8IREEN Unix B IRIEACE, pam-config &
HRFIPFHN M EREXHEHES, EXLL *.pam-config-backup M REEZHE!
z,

2. RMFABB RIS E. "IEIEERN pam-config --add --ldap S<EHNS
RIIEFE (5130 LDAP) ZRINEI PAM tRiREMR. EEAMIERT, LDAP X HRMEIFRE
common-*-pc PAM EZ&XHH,

3. FIAR AT, ARERRNSHRIEIEETEATE, EXIFE PAM X
125 EIAIX. pam-config --add --ldap-debug 73 LDAP #8%H) PAM i2{E
BRER. £ systemd BEFAUERAREE (F2L (BEEE) ,F21E

“Journalctl: Fif systemd HE” ) o

4, FiFENISE, TRANARZHF PAMIZEZHI, BNEIZEESR B8 EERNNNAR
B, pam-config --query -- MODULE &<5HFAEZ AN PAM EHRAISEEN
1,

5. ERRIARED, &E, HENEEMETESHEREN, BMNEEPRERIFILED, pam-
config --delete --ldap-debug #5< 79 LDAP B KiE2E AR, ARENHEHMIE
RN T REIHEI, IRE A RMBYER < KX EE IR,

BX pam-config ap A AIETRIFMEE, ESN pam-config(8) HIFAMTIL,

2.6 FpEcE PAM

NRERET FEIRIES AL PAM BBEX M, EHRERITXEXHEFA pam-config,
LHI&fER pam-config --create s MLFIAEIE PAM BECEXXHEY, LtEirS=EIEM
common-* E|J common-*-pc XHHFSHEE. pam-config {NEEX common-*-pc BEE
X, ERXERSHEESENEA pam-config, B pam-config X% common-*-pc &
IB1T, MERERSHEENERT, XEXHREER,
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% EEEEHES pam systemd.so

MREECIZECH PAM BRE, BSHBEAECEN session optional BY
pam_systemd.so. AE% pam systemd.so AJRESSH systemd ESREIHIN
&, Bx4AT, 580 pam systemd.so HFMT,

2.7 BZER

L% pam-doc BFEE, BILIE /usr/share/doc/packages/pam BFEHF 2 LM
XHY:

README 3Z{§
EHBERMNE, B— modules FEFIRMH T oIF PAM #&1RAY README X154,

Linux-PAM AR EIRGIER
WX EERAEIERANZ T BINEX PAM NFRERS. ETIET—&RYIER, MEEX
HH9IEE S PAM I 24514,

Linux-PAM 53R S A G Fif
XM AFEARHBERN SN ETHITT 2E, BUHTEXNARSRFTAFEN PAM &
RIS B

Linux-PAM R BIEFEF R A GisRE
X ESEFER PAM ENNBAREFF R AZFRE T RBINFIERS.

PAM FA 51
PAM R H & MEIREBFEM T FA01, Hhemfhd TR A HaITh6e,
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3 {E£F NIS

HRMLERRIZ D Unix RAEEIARIAHZIRNY, FrERAFMAS B FIZMERRY
FIEIt BN ME G ERMESKEEREE., MBNiZMBF SR FERFRFERWE
&N, HIMEERARZEE M. AILUEE NIS # NFS RS tbig(E. NFS &
ME D EX G FRS, FMERSIFSN (EEFEEER) ,F 198 “@iE NFSHEX
HRE .

NIS (MKRIEEARSS) I —ME#IREERS, BTFEMSKRRE /etc/
passwd. /etc/shadow #1 /etc/group FIRA. NIStHATAFEMBEMN (G0E
£ /etc/hosts 3 /etc/services ZRXHEHRHR) , BXEFRENA. Af]
BIENISHREYP, LIIENEHRH “BIFEDI .

3.1 FEZE NIS fr5528

BERBEIMERZNISER, BRE-GRSR (Fk=5) BERMERPE, EBLXEZA
NIS NBRRSS AT RERS[IEKRILER, AERKESPLESBEIEF o

o ERANKRE—S NISIRSEE, BENE 31171 “ILE NIS RS SR,

o NREHNIS ERRBF|FRHELIESHEIMNERSS2E, BHRE 31110 “FEE NIS RS
25 HFTRIRBEERSEE, BE 3127 EE NS NERSEE PAAREFHNFIREMN
[BRRSS 280

3.1.1 EcE NIS 5528

EEMA YaST BIE NIS iR$528108E, 1BLL root H14I81T zypper in yast2-nis-server @
LRELLE yast2-nis-server BB, EAMKEE NIS EARSES, BRI TARAEE:

1. /55D YaST > Z8ARSS > NIS ARSS28.

2. MENEPRIFE—G NISHRSSEE, HEUMRSIF 7 IERRF NIS MEIRS 2RI EAR
588, IWRFELEHHIRE NIS RS, YaST RLREFENEFEo
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20

() =7 DREMNIS RSR/MMY
NR NIS fRSFEREF B L RENEE L, FEIREOE NIS TARSSZKENE NIS £
ARS588.

WIS RARS (NIS) BRS5 2RI E

LRk BAERE NIS B,
WERS NIS RR=,

IEFERITHISIE

(=) TEHIGE NIS EREZM)
O EFHEE NIS MNERSS(S)
O FRITEMIREHEHIRED

@ | | ew || BE®) [ Fsm

B 3.1: NISRS2igE

3. HEEZ NIS g & D :

a. WA NISIEHZ,

b. BEEEXATHHWE—TNISE R, EXZENEEENZE NIS BRI (fE
FAFBEBEMIZ NIS RS 2RERH A REIE) o

c. MR NIS frSBHFFER A EMFIIFRI NIS MEARS SRS 2R, 1BHEFREH
MIE NIS BRS5 2817 7%
RIERBRET 73 % IR Be SE IR MIE NIS BRS5 2577 EHEECER. BRI LUINEREBRET
(k3 TE N EER NP EN
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d. EERFENCOLUATREFRNAR (AR MET NIS lRSFEENARF)
SEORHETE NIS fRSS28 ERNO< (EA#< yppasswd) o XSERIHIE D ITEL
GECOS FEEM A IFELNE R Shell £, “GECOS” BEMERFPEALUERGM<
ypchfn EXRHIZMAMUNSGE, “INT" AFAFERASG< ypchsh BEXLHEGA
She= (BISOM Bash )42 sh) o HSNRUIUE /etc/shells HFEXRIHP—
Ilo

e. EERTEFAIERFT i C6E YaST iER NIS RS 2809BA A SR B

FRHREE
NIS 155
1eixample‘con%|

[ B EHBE— NIS BRE(C

v EEHME NIS RS EEEE)
| BRaEBRS 3 (rpe.ypxfrd)(F)
EHO%
U AFEHOSE)
| A ¥FE GECOS FE(G)
| AT EEFRIIN(S)
SuSEfirewall2 FIfGAISIRE
O $TFRA SR EE O (F) | PS4 D) |

IHAEERR

|RE2EREO..

| e | L gtR || mE@ |[F—Hw |

E3.2: ERSFLE

f. BF TP RELIHEE, HRFEEMSFHEEHITEHMSE,
Hith2F12 EEEEANIS lRSBIREER (FRIAN /etc) o LS, HWATLTELE
BFHOL., ZKENAE, UEETFRASHIIENXH /etc/passwd. /etc/
shadow #1 /etc/group BIZAFEIERE. LI, BHE NIS RiRHA&NAF
A 1D, BEHERMINEEFHRE E— 1N FR.
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22

NIS FARSZZMATIZE

YPRER(Y)
‘,’etc ‘

U a#ne
=/ UID =/ GID

0 I= [0 S

-

| mam |

B 3.3: B NIS RSRERHEI X

| mo || mzo

. NRFRBRA T FEEIHIME NIS iR552:, NAAMANBIEMBIRSBENBIZIR, A5

BET—%, MRAEFEEAMERSE, KHLSHEEDE,

. BEFEINEERHITHIEERE, 8% NIS ARs5250R5T, BIZEM NIS fRS B FMERF iR

B D EERE. FRNKBEBEMEBR T, EFE T — I aRH IIEE,

EFARMREY, ARBRE T —IHER,
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NIS B3 23BRETIS E
BRSI (M)

[+ auto.master
| | ethers
[_] group

[ hosts

|| netgrp
|+ networks
[+ passwd
|_| protocols
[ rpe

|| services
|1 shadow

| o) | | mrw || BE® || F—5mM

B 3.4 NIS fRSZ:RMIHZE

7. FERILAE M NIS BRSS B EN. BT R EMRNARERAN. FREIMEREN. EE

23

BILAM NIS RSS2 RIXFR B INEBHIER, BEARNEWE, EHFIERT, NEUT

PRI ;

255.0.0.0 127.0.0.0
0.0.0.0 0.0.0.0

BATNEESHEN (BINIS AR3388) EHi. FIWMARITIE N MRS HELEIF
Ko
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NIS [REBEWENIEE

FEER v P
255.0.0.0 127.0.0.0

CFme || w80 || #so |
| e | | sE || BE@ || wHE

3.5 79 NIS RSB EIRRINR

8. BETAMUREFENHERRILRE.

3.1.2 FCE NIS MERRSS 28
BIERMATRERM NIS WEIRS 2, RN FRRAS:

1. 35 YaST » WL8ARSS > NIS fRS323.

2. EFRLEHILENIS MNERS S, ARBEE TP,

0O &7
AR NIS RZSFNHFEREEITEN L, MIEBEIETHE NIS MEIRS 25K
NIS MERRSE 28

3. 5T NIS NBRRS BRI E

a. A NIS i,

b. WAEARSSBHIENREL IP Hiik,
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c. REXAFHWE—TNISEFiE, FHAFEBELRSHELEER.
d. BIFTA A ER G SRR A IEIR B,
e. %EE—F_io

4, MINATLLAEIR NIS IRSF 23 EN.. ml@d R EENIZHERAIN. wEXMEFREN. EE
AT MHRE NIS fRSB 28 RIXIERBIFTBEMNES, WNRAIMEIEMERIXIERK, 1HEHE T
=i

255.0.0.0 127.0.0.0
0.0.0.0 0.0.0.0

B-MATNEBCHEN (BINIS BRSS:8) EiE. EIHMATFIE SRR —MNENE
MmARSS 2R IXTERo

5. BETHN, REESFIEREILE.

3.2 & NIS B iR
BT (Euh EERA NIS, EHRITUUTIRE:
1. B5h YaST > F4EARSS > NIS B .
2. BUEEA NIS #%25H,

3. A NIS i, XEHERRIEERIER I DHCP IREIRVERZIMNR IP sk, B X DHCP By
58, BB (EiFiEm) ,%40E “DHCP” ,
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26

NIS iR ECE

O FEEF NIS(N)
(») {EF NIS(U)
NIS 22 i
Netconfig NIS 8B&(P) EE MR (U)
BiAsER 2 | |
NIS 35 (1)
|example‘com ‘
NIS AR % 22a01tit(A)
|192.168.1.113 |
O r&e) | (D) ‘
Fithn NIS 45
mEE
SuSEfirewall2 B9 AIEIRE
v TFEHERNEOE |%A%ﬂnwl|\§iﬁ)]
BEEREREN LT AERD i
e | [ mrw | | mE@ | =me |

3.6 : 1ZE NIS BRs32piE At

. EHU)\II.:‘E’J NIS H&Rgg#l'/( *%ﬁl‘nﬁiﬂ’,ilto yﬂ%uz_ﬂ]l_ NIS Hﬁﬂgﬁﬂ’]ﬂﬂiﬂ:, 1ﬁ$a-:l7k

ik YaST #REHFAFRE NIS R5588, RIFAMMENAN, IEERIESHEER
Kiial, [HEAEIRERNRSSHLAMNG, TR I NIS RS28.

. IRIEAMTR, EeIaER8E0E automounter, MIRFE, ETEaTEEER MY,

. NREAFEEMENEBRTRNENE P B EEERANRSESE, BRIETIREHERE

FILE2ENo WA EIARSS 25, TP R sES R IoEd IR IR @ N B AR 35 25 69
ZEE, BXEZELR, 152N man ypbind,

. BESERUREFEEHIREIZ YaST =610, IE, BHNEFiE EEERELY NIS.
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4 {£R YaST g E S INUEE F i

Kerberos BT &175%IE, M LDAP BF#MNAITIR, MERILESI{F. BX LDAP
FIEMEE, 1B8IE 5= “fF/ 389 Directory Server B LDAP” ; B3 Kerberos
FRMER, BEBWE 6 & “F/ Kerberos iFTTMEE BB I0IE"

4.1 f£A YaST BEC& S 1nI0iEE P im
VaST AVFER R RN EAEE P S HRIT:

e AFREFEIR: BEWRSE (BFA LDAP) MAFSMHIWIERS (G&EH Kerberos)
HEEER, WEMETF SSSD, EAZHIER FRESHATFMA Active Directory 1%,
57327 “FERAFPEZREENNA Active Directory” TR T LEER,

e Windows l#F;53354#&: I Active Directory (EZE{#EF Kerberos 1 LDAP) , LHiEIR
ET winbind , RESHETION Active Directory 38 (J1RMIIRME NTLM SLEMSIE
=) o
£ 7337 “ER Windows IR ZEMANN Active Directory” HRiT4E T SR,

4.2 SSSD

B YaST BIREF SSSD: AP EFEENK LDAP #l Kerberos S145011E,

SSSD IER AR LRSS TIFER. SSSD RS5RIHAFHIEMNIZEZBRIRSEN, HIEESHE
iEF5% (5130 LDAP. Kerberos % Active Directory (AD)) . EiXiR#t NSS (ZFRARSTR)
M PAM (RIHENBPIIEER) ##0,

SSSD AIEAMIEF AP BIEH AL AP EAXEHIE, BMELFRNERERS (FH) Ay
BB ANt

4.2.1 WERS

BITEA YaST SMIIERRIG, ErILERMU Tt E SSSD BEEEIETT:
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# systemctl status sssd

sssd.service - System Security Services Daemon
Loaded: loaded (/usr/lib/systemd/system/sssd.service; enabled)
Active: active (running) since Thu 2015-10-23 11:03:43 CEST; 5s ago
[...]

4.2.2 4EiF

AT AFBFPEESNRIIEREATANER, SSSD ¥ERHEER, AFEEEFELAN, XHER
K*—ERFEEIRHBERAT A,

BEFEFRY, 1BIGTT sss_cache -E (7% sss_cache B4 € sssd-tools BI—EB
) o

EERR SSSD 877, 1BiB1T:

> sudo systemctl stop sssd

> sudo rm -f /var/lib/sss/db/*
> sudo systemctl start sssd
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5 {#H 389 Directory Server #J LDAP

2EHERiFMY (LDAP) Bi&itARiA ML E S B R, LDAP AJF
FHRITZMMES, FINEFRMAEIE. RAREEEMMUIEIE, 7 SUSE Linux
Enterprise Server 15 SP5 F1, LDAP BRSSHEX{X T OpenLDAP i 389 Directory
Server gftt,
HABERT, PORSHBLFMEFET —IERP, HERBPREXNIMREES ZEIFME
Bk, SRS MNAEREEE#ITIAR, POMEEERDTHENEET
FFA LDAP XFFRIFRAE W A NN AT AR R A BE 2 I P im N FRIZ R &R AE A R EE B,
X BRI E RE G EBIE—ME I RIS IRER Rt B AIE RN EIEE, FHETELER
PREIREREFFESKARE, BEASEEENR. XiF, ErIsxEMEaemH &R
LDAP fRZ5, MfEAEIRENENEEERBRNEZ KENEIES N

5.1 LDAP BRI

ASTIT4R LDAP BERWHFE, iR LDAP HHXMEARIE, MREHE LDAP, JFLRLEH
HE5.2.1 T “REFAY 389 Directory Server 32"

LDAP BEREBEWM LN, BRPMFAED MANR) ELEREHWHHERENMUE, LS
REFRAEREEW (DIT). FREMRISTTERER (AILBAHIRIRIZI) #RA#51%E (DN). #Hh
X REAEEL 71 (RDN) #7715, FI51ESETFHEFFHIFFE DR RDN #2528,

LDAP BERWMPHXATE NFIFILHAE, WNES.1 “LDAP HREELET" Fimo
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5.1 : LDAP HRMEW

TENEZE— T ERENEREEMN. HPERT =1 RR NI, SPHNETFE
FH—ME, EARFIF, BRI Geeko Linux BIZEEMHFIEHN cn=Geeko
Linux,ou=doc,dc=example,dc=com, ZEZFE@IE RDN cn=Geeko Linux ZRNIZEAE]
&I ou=doc,dc=example,dc=com AJ DN R A,

AI7FHE7E DIT PRI RELBERBRNZLBHEN. WREEAWSZIERE, WREHFHEHMN
] LIEIRAEX TR E . NESE LDAP RER[ I LUIERNAMEXREFNEN. BIERE
M EIERE, HiEEA. INFMEMITHBENEEN . LDAP IRSBEE—ATESHIFRH
TERNZONE, NREEBEREEXNE, oJLURH EHE LDAP RS 28,

=51 "EANSENEL" #RETRFIFFA 00core. 1dif Al
O6inetorgperson.ldif PRI REME RN, BELNENEYE (WEEM) BN
[BM1E, %% 389 Directory Server J5, RILATE /usr/share/dirsrv/schema H$kEXLE
I,

£ 5.1 EAMKRENEN
pop-E-3 aX {535 WEREEN

domain IRy B FREA R SR 53 ANl displayName
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POE ES aX I VREM

organizationalUnit 4H4R&T documentationdept
nsPerson RNESMH BB SN AMEXBE Tux Linux cn
=

5.1 “CN=schema FViEZR" BRTRENMNEIESHREREERER,

f515.1 : CN=SCHEMA HJiER

attributetype (1.2.840.113556.1.2.102 NAME 'memberOf' @
DESC 'Group that the entry belongs to' @
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 ©
X-ORIGIN 'Netscape Delegated Administrator') @

objectclass (2.16.840.1.113730.3.2.333 NAME 'nsPerson' ©
DESC 'A representation of a person in a directory server' @
SUP top STRUCTURAL @
MUST ( displayName $ cn ) @
MAY ( userPassword $ seeAlso $ description $ legalName $ mail \
$ preferredLanguage ) ©
X-ORIGIN '389 Directory Server Project'

BEEMNEIR. EE—WRITIRT (0D, #FE) MEMMNES.

BT DESC iz IEAEIER R, LT R UIEHE X PETHIMER RFC,
BRIFEZBMFIEELE, T464, ER— M RRAKNENERFR &,
NETE (FINHBERNETR) BFRIR.

R nsPerson BIENXLL OID URIZFREMZIFL (5BMNEXEM) -
MREREE Ao

SUP top THETRIHEREFMBEFE —IHRE,

MUST FIHHAZRT nsPerson KA RERNFIBREMELEE,

MAY FHBIEFE ISR REEARIFAE B IHEEE,

© © 06 66 6 00
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5.2 %3 389 Directory Server
LT e < R4 389 Directory Server:
> sudo zypper install 389-ds

REE, WBE 5217 “EEHN 389 Directory Server 32317 RFTRIS B RS 28

5.2.1 I&E¥AY 389 Directory Server Sl

185 EH dscreate s FAIEHAY 389 Directory Server 26, HER dsctl mSHIKRE
PRIXLE A,

B LETF BE X E X 4 UURE T B E AR X X it 5 T RECE M eI L6, XF
MRASEGI, ERILAER BohERBIENR, MEARHITEREN, I, WFES=RR, WL
FAREZIERFFHI TERABENEN,

RE, BEELEEESMEILE, EERPMNA, HiEESHRS.

389 Directory Server H=MFE B SiEHl:

dsctl
BIEAMILA], FE root WNR, EXREEIZIEITE RIRS ]I LHINZKIR. BTFBEH.
(ZIEME D EEE R 1T E MR

dsconf

EENEERSSENEETR, BIKFIRIMNIEOEERERE, XF, EETLL
T" 12*1§UJ:1_$5EE&EEEO

dsidm
BFEMER (BEEAF. HA. O2%) . NEABHEEHIRT, Bk, Z6ms, AP
JUEEHCHOLHENE KA.

PITU TP EBRE—MNEFURAMALANERLE, HEREPIEFTDERGIIN.
1. FHEBENXEEXHEIE 389 Directory Server S

2. ETF1E#rEI%E 389 Directory Server 324

3. EBERTAMEENEERFMNEIL
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4, &I LDAP BF#I4A
5. {3 SSSD EI1F LDAP B {4581F
6. SIEHHM

7. SN TLS RS ZIEHNEA

5.2.2 FHRBEEXEESXHEIE 389 Directory Server SLf|

S BTGB EE X EXHLIEFHTRY 389 Directory Server 32, XA RAZK
INF A8, Tl EBEESR.

AINLBIZFFA localhost., BIERLAIE, BEIREELLHFEH. ERIFLIEESHLHE
¥R, MABERRRINEN, XSGR EEHERZERIMNNIELR. UTRFIEREG
ZFF LDAP1 #fE%% dc=LDAP1 ,dc=CO0M,

5.2 BT —1a] BT 63 H 389 Directory Server SR RAIBRE X 4, EAUEHIFHIZER
AL,

1. BLLFRHFIXH LDAPL. inf EFIEIZHNEER:

{51 5.2 : £+ 389 DIRECTORY SERVER Sfflp9Ee & 24

# LDAP1.inf

[generall]
config version = 2 @

[slapd]
root password = PASSWORD @
self sign cert = True ©

instance name = LDAP1

[backend-userroot]
sample entries = yes @
suffix = dc=LDAP1,dc=COM

Q@ WITAXNEIES, IETRXERE 289 INFIREX .
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® Jldap AP cn=Directory Manager 8J#&32[< root password. IttAFH
FiEE GfE) FIBER.
© 7 /etc/dirsrv/slapd-LDAP1 HE|EZBEFHKELZMRSRIEH.

O 7TEMRFISEZERGIRE P ML,
2. EiRIEM 5.2 83 389 Directory Server 3243, FETUTEHS:

> sudo dscreate -v from-file LDAP1.inf | \
tee LDAP1-OUTPUT.txt

X=BReEEFIHRE R £ PR ES, EArEEEFMETE LDAP1-OUTPUT. txt H,
HEARA—DHRNAIE—NEE TIER LDAP iRS28. MBI ESAEERMNEE, W
REFRREXEEFEE, BERRZHTH | tee LDAPL-OUTPUT. txt #5o

3. 1R dscreate M<Kk, BERNEESIFERRE, BIEFREGREE, EMZEH (&
WALES) FHeIEHIZMF,

4. NBLEMIN, BIRE Completed installation for LDAP1, HMEHARSRAIK

TON o

> sudo dsctl LDAP1 status

Instance "LDAP1" is running

5. AT A BFHIRERES, F—FRapLHITIREIT, MAZERES, HEHEEE
PRET, IBLEE --do-it EMFRAE_FKH<L

> sudo dsctl LDAP1 remove

Not removing: if you are sure, add --do-it

> sudo dsctl LDAP1 remove --do-it

It SRR EFFARTERENEEHRIFRIL A, &0 LI OHIRFR R RISER G A KRR
51

INRETIE T LHIRIRFR, PIfER dsctl FhFrEsefl:

> dsctl -1
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slapd-LDAP1

5.2.3 ETF1EREIEE 389 Directory Server 3245l

BILUER dscreate @< 9% 389 Directory Server S2ff| Bah 8RR, XEBIE—MENR,
EO] LREEEERZAERSF TR, MFEFRE, BREZERHREEECNERETE
Mo BRAMETERIRXHHEEIRE, HEFKE, EHTEN, BIUHIRRAMEHRAZR
OB, FrERIEAFATEA,
TENRFISRFER#LE S stdout:

> dscreate create-template

XEBTIRECERER, BE, BHIEIE— X4 T6IEH 389 Directory Server £, &
Al AR LE S RE R p

> dscreate create-template TEMPLATE.txt

THEHEHMXHPRAEER:

# full machine name (str)

# Description: Sets the fully qualified hostname (FQDN) of this system. When

# installing this instance with GSSAPI authentication behind a load balancer,
set

# this parameter to the FQDN of the load balancer and, additionally, set

# "strict host checking" to "false".

# Default value: ldapserverl.test.net

; full machine name = ldapserverl.test.net

# selinux (bool)

# Description: Enables SELinux detection and integration during the installation
# of this instance. If set to "True", dscreate auto-detects whether SELinux is
# enabled. Set this parameter only to "False" in a development environment.

# Default value: True

;selinux = True

SKEMNENNEFREEREED, fINASHNTLRERE (EERPREA
full_machine_name) o RIREEERLE 4R OIZE— RSB
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> sudo dscreate from-file TEMPLATE. txt
X=BE —1E R localhost BIFIEAI, HECIEREBNBINZIZH:

> sudo dsctl localhost status

Instance "localhost" is running

FERRIAMESEIE— T2 EBBITHES, FIELrTUERELE,

BIELAIE, BLEELFIEH,. ERITFEIEESHNLFIRNR, MAEERARINET,
XL REHERSBIERILANIEAN. Alt, EBUHIERE ;instance_name =
localhost 17H#& localhost BANEEENET. EUTRAIH, EFIBFRA LDAPL,
S—IERANERRENEFIPIERRGIAFAMA, BUEERE ;sample_entries = no #i&
no BXA yes. X=EIE demo _user F demo group,

BEECHERE ;root password #REEAOSBHMALECHNOSKIZEOS,
BRIRFLOIBIINGER, ALENE suffix THEREEECHES, WTFFIFR:

suffix = dc=LDAP1,dc=COM
AILUER dsctl #IREMRERES, SAREMFBEIE:

> sudo dsctl LDAP1l remove --do-it

5.2.4 {Z1EFZ5 389 Directory Server

LUFRBIER LDAPL {ENSBIRFR, A systemd EIE 389 Directory Server 24, FKEXSD
FIBPIRES :

> systemctl status --no-pager --full dirsrv@LDAPl.service
@ dirsrv@LDAPl.service - 389 Directory Server LDAP1.
Loaded: loaded (/usr/lib/systemd/system/dirsrv@.service; enabled; vendor
preset: disabled)

Active: active (running) since Thu 2021-03-11 08:55:28 PST; 2h 7min ago
Process: 4451 ExecStartPre=/usr/lib/dirsrv/ds_systemd ask password acl
/etc/dirsrv/slapd-LDAP1/dse.ldif (code=exited, status=0/SUCCESS)

Main PID: 4456 (ns-slapd)
Status: "slapd started: Ready to process requests"
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Tasks: 26
CGroup: /system.slice/system-dirsrv.slice/dirsrv@LDAPl.service
L4456 /usr/sbin/ns-slapd -D /etc/dirsrv/slapd-LDAP1 -i /run/
dirsrv/slapd-LDAP1.pid

Bah. ELEFMERE D) LDAP fRSS25:

> sudo systemctl start dirsrv@LDAPl.service
> sudo systemctl stop dirsrv@LDAPl.service
> sudo systemctl restart dirsrv@LDAPl.service

BEXEH systemctl BNiFER, FEN (BiEEE) ,F 195 “systemd FIFER"
dsctl SRR FapflFLEARSS 23

> sudo dsctl LDAP1 status

> sudo dsctl LDAP1 stop

> sudo dsctl LDAP1 restart
> sudo dsctl LDAP1 start

525 EERTAMEENESERSHRIE

Z%F 389 Directory Server #{TAMIEIR, EOJLATE /root BRPEIE— .dsrc BBEX
4, X#¥ root Ml sudo AR BIEARSBHNMAVEIBI T —FHTHERNERAT, (I53 8
T T 1EARSS 88 L T A EIERYR G, HAPFEAT LDAPL 1 com fERES.

B /root/.dsrc XHfE, BERET/IEZEEGS, GIICIEHAR GRES5T
IZ LDAP FIFHIA” ) o

f515.3 . BFAHEERR .dsrc XF

I

# /root/.dsrc file for administering the LDAP1 instance
[LDAP1] @
uri = ldapi://%%2fvars%s2frun%s%s2fslapd-LDAPl.socket @

dc=LDAP1,dc=COM
cn=Directory Manager

basedn
binddn

Q@ LtARIHETERTIBISEHIR TR,
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® ldapi BRNEXEREIARSSIMAFII UID M GID, WR UID/GID A 0/0 5%
dirsrv:dirsrv, M ldapi SRKEFHENERARS2EH91E DN, Bl cn=Directory
Manager,

£ URI AR, RATRERA %%2f , ALkEARGIFR, BFEAN /var/run/
slapd-LDAP1.socket,

o EE: sudoers.ldap FHYFTK R I8
EETF 1.9.989 sudo kRAA, sudoers.ldap FEIK KR 3FF
sudoUser. sudoRunAsUser @ sudoRunAsGroup EIEREIER. Fl0:

# does not match all but joe

# instead, it does not match anyone
sudoUser: !joe

# does not match all but joe

# instead, it matches everyone including Joe
sudoUser: ALL

sudoUser: !joe

£ sudo 1.9.9 MEShAEH, /3 sudoUser BMEBRATRKR. BXEZEE, ESlman 5
sudoers.ldap.

5.3 MAIGECE

389 Directory Server RYERIA TCP im[79 389 # 636, TCP im[ 389 AFEILRMEERE, U
K FTF STARTTLS, %M 636 AF&@E TLS BILMNZEE,

firewalld & SUSE Linux Enterprise FUZRIABGAIEEIRSR. U TMUEECE Ldap A
ldaps BRAIEARSS:

> sudo firewall-cmd --add-service=ldap --zone=internal
> sudo firewall-cmd --add-service=ldaps --zone=internal
> sudo firewall-cmd --runtime-to-permanent
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BR zone BN EARSB/IENXIE, BXEMA TLS RIFEEMNER, BENE59T "SA
TLS ARz 25IEBAEA" 5 BX firewalld MER, BEWE 2337 “DiAEEMANR" o

5.4 HFi{pFE 389 Directory Server

389 Directory Server ZHFNFAEXNED. dsctl sm<SAIEIEBNEIRESR{, ™ dsconf
ARV IR ERD. &0 LDAP RSBEEEBR, UETELEEANENEBTEMR

—

=o

54.1 %1% LDAP RSB 2EECE

LDAP BRS528ECE I T /etc/dirsrv/slapd-INSTANCE NAME BR™H, WERBEIES.
EAM dse. ldif XfF. £ tar <R ILERNEREED:

> sudo tar caf \
config_slapd-INSTANCE NAME-$(date +%Y-%m-%d_S%H-%M-%S).tar.gz \
/etc/dirsrv/slapd-INSTANCE NAME/

Q EE: EIREEH tar HITEE
iz17 tar BY, AR ERIZERMNESMES tar: Removing leading "/
from member names.

EmEUFNEE, FRERESEZIFE—BR:

1. (A1) BERGESUEERE, BRhzZicE:

> sudo old /etc/dirsrv/slapd-INSTANCE NAME/

2. RIEBENTFE:

> sudo tar -xvzf \
config_slapd-INSTANCE NAME-DATE.tar.gz

3. BHEHIZF /etc/dirsrv/slapd-INSTANCE NAME :
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> sudo cp -r etc/dirsrv/slapd-INSTANCE NAME \
/etc/dirsrv/slapd-INSTANCE NAME

5.4.2 ¢l LDAP HEEHBRNEINHMFIRE
dsctl SLRBIRBNEY. XARSS:

> sudo dsctl INSTANCE NAME stop
Instance "INSTANCE NAME" has been stopped

AREERENIGZMEIRESFD. UTRAFIE /var/lib/dirsrv/slapd-
INSTANCE NAME/bak/INSTANCE NAME-DATE HEIEB&ENTERY:

> sudo dsctl INSTANCE NAME db2bak
db2bak successful

Bgn, 7£R 79 ldapl AUMASERI £, Zan<U FFR:
/var/lib/dirsrv/slapd-ldapl/bak/1ldapl-2021 16 25 13 03 17
MIEERHITRE, HAoRESEOEENER:

> sudo dsctl INSTANCE NAME bak2db \
/var/lib/dirsrv/slapd-INSTANCE NAME/bak/INSTANCE NAME-DATE/
bak2db successful

RERHIRSS S

> sudo dsctl INSTANCE NAME start
Instance "INSTANCE NAME" has been started

AR LAGIEE LDIF &19:

> sudo dsctl INSTANCE NAME db2ldif --replication userRoot

ldiffile: /var/lib/dirsrv/slapd-INSTANCE NAME/ldif/INSTANCE NAME-userRoot-
DATE. ldif

db21dif successful

ERFERERMIME LDIF &1, ARRTIARSEE:
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> sudo dsctl ldif2db userRoot \
/var/lib/dirsrv/slapd-INSTANCE NAME/ldif/INSTANCE NAME-userRoot-DATE.ldif
> sudo dsctl INSTANCE NAME start

5.4.3 ¢l LDAP #UREREXIFHHMFIRE
£/ dsconf Bl%E LDAP $UBZERIEXH &5

> sudo dsconf INSTANCE NAME backup create
The backup create task has finished successfully

eI /var/lib/dirsrv/slapd-INSTANCE NAME/bak/INSTANCE NAME -
DATE o

(UR=RE% €/ E

> sudo dsconf INSTANCE NAME backup restore \
/var/lib/dirsrv/slapd-INSTANCE NAME/bak/INSTANCE NAME-DATE

5.5 &IE LDAP HFF14R

£/ dsidm sp eI, KRMEERFR 54,

5.5.1 EHIHAER LDAP AFM4A

UTFRAERIOETIEIMERAFAME, XERAIEREFIRZM LDAPL, IBRILAFERNE
RIS #R:

> sudo dsidm LDAP1 user list

> sudo dsidm LDAP1 group list

FIHBEXBETMHFNMERER:
> sudo dsidm LDAP1 user get USER

FILBEXRBENMANFREESR:
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> sudo dsidm LDAP1 group get GROUP
HIHARIRR G

> sudo dsidm LDAP1 group members GROUP

552 gIERAFPMEEQO<S

TEUTRAIA, BITECIEZE—EP, Bl wilber, RHIARS2BEAFIZE A LDAPL, ZEHING

4259 dc=LDAP1,dc=COM,

i3#2 5.1 8l& LDAP BF
LU RBIFEERY 389 DS I _E8IZ AP Wilber Fox:

1. - sudo dsidm LDAP1 user create --uid wilber \

--homeDirectory /home/wilber

HITIRLG :

> sudo dsidm LDAP1 user get wilber
dn: uid=wilber, ou=people,dc=LDAP1,dc=COM
[...]

WITENAF OSHFRENETSEREFFIR,
3. AFARF wilber gIEOS:

a. > sudo dsidm LDAP1 account reset_password \
uid=wilber, ou=people,dc=LDAP1,dc=COM

b. A wilber FFOSH R,
WRIRERLTN, ERBEIIUTHEE:

reset password for uid=wilber,ou=people,dc=LDAP1,dc=COM

ERERRSLERMENS,

42 QERAANEEOS

--cn wilber --displayName 'Wilber Fox' --uidNumber 1001 --gidNumber 101 \

2. BIEWHAFW distinguished name (BRWKRHTERERNR, BEISHIRIE—)
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4. REAFNOSEREN:

> ldapwhoami -D uid=wilber,ou=people,dc=LDAP1,dc=COM -W
Enter LDAP Password: PASSWORD
dn: uid=wilber, ou=people,dc=LDAP1,dc=COM

553 <GIEMEEA

SIZRAFGE, BRIUGIEA, AEKAFEIREXEH, FUTREF, RITEOIE
server admins 4H, #¥& wilber AFEIKEILLAH. THIARS2ZLHIEA LDAPL, ZSLH
MIE4%7 dc=LDAP1,dc=C0M,

312 5.2 : €32 LDAP AHEAFEIREIEH

1. BUE4A:
> sudo dsidm LDAP1 group create
AARRETERMNAR . WMANGEEFENAR, EUTRAIHH SERVER ADMINS :
Enter value for cn : SERVER ADMINS

2. ¥AF wilber (FE125.1 “gUE LDAP A/ Hhel@) ARMEIAH:

> sudo dsidm LDAP1 group add_member SERVER ADMINS \
uid=wilber, ou=people,dc=LDAP1,dc=COM
added member: uid=wilber,ou=people,dc=LDAP1,dc=COM

5.5.4 MIFRAFMAE. MABFREFRAF

R dsidm <] LIMBRER. MAHREBRER, UKRMBIBRA. LT REIM server_admins
¢Arh EBRRBIF P wilber:

> sudo dsidm LDAP1 group remove _member SERVER ADMINS \
uid=wilber, ou=people,dc=LDAP1,dc=COM

HBREF
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> sudo dsidm LDAP1 user delete \
uid=wilber,ou=people,dc=LDAP1,dc=COM

fBR2E:

> sudo dsidm LDAP1 group delete SERVER ADMINS

5.6 EIREM

FRUTHSAYILAMEEBRAMEZBNA RGNt FARSBHENBMARZ 389
Directory Server 9LBIRFR, Flgn, UTRHEIERT ENE LDAPSERVERL :

> sudo dsconf -D "cn=Directory Manager" ldap://LDAPSERVER1 plugin list
Enter password for cn=Directory Manager on ldap://LDAPSERVER1: PASSWORD

7-bit check

Account Policy Plugin
Account Usability Plugin
ACL Plugin

ACL preoperation

[...]

UTeSEBRAE 57T “{FH SSSD B LDAP 545" BiREIA Member0f i

ffo MemberOf AILABAFEER, ERZEMN, RAF/ET—FoLmeREARRXEMEN
EmH, WMRAFFER Member0f MiE, BFFIRGBIIESITZREIRA BEXEI AP RIAM G E .

> sudo dsconf -D "cn=Directory Manager" ldap://LDAPSERVER1 plugin memberof

enable

L PREANEGRME/NERY, FIbXERIRSETIHEGNERNBIRE, WRE R
MATHGR, ERERERIERER:

dsconf instance plugin: error: invalid choice: 'MemberOf' (choose from

'memberof', 'automember', 'referential-integrity', 'root-dn', 'usn',
'account-policy', 'attr-uniq', 'dna', 'linked-attr', 'managed-entries',
'pass-through-auth', 'retro-changelog', 'posix-winsync', 'contentsync', 'list',
‘show', 'set')

BRiEMtE, FEERHRSEE:
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> sudo systemctl restart dirsrv@.DAPSERVER1.service

B RECEREF. UTRAIER Member0f RERFABI. HEREHNEARIFMABIRS 2=
REHNR:

> sudo dsconf LDAP1 plugin memberOf set --scope dc=example,dc=com
Successfully changed the cn=MemberOf Plugin,cn=plugins,cn=config

BRHEE Member0f {EHE, FAEMAMBREBEIESA Member0f Bir, B2, EEH
ZiaH 2z EENERBARNEARESBERA MemberOf BT, SAFEIFRICXEEAFFI4A:

> sudo dsidm LDAP1 user modify suzanne add:objectclass:nsmemberof
Successfully modified uid=suzanne,ou=people,dc=1ldapl,dc=com

WE, RFBT—%mLEIRSIH suzanne BI{E BFEM R A

> sudo dsidm LDAP1 user get suzanne

dn: uid=suzanne,ou=people,dc=1dapl,dc=com

cn: suzanne

displayName: Suzanne Geeko

gidNumber: 102

homeDirectory: /home/suzanne

memberOf: cn=SERVER ADMINS, ou=groups,dc=ldapl,dc=com

BRXKERAFR—IMEENES. UTRHAIERMEER—F fixup s ERAEIHREFP KA
MemberOf B#x:

> sudo dsconf LDAP1 plugin memberof fixup -f '(objectClass=*)' dc=LDAP1,dc=COM

5.7 {£F SSSD E1E LDAP H{58iiE

RAER LIRS TIFIER (SSSD) BIERZRAFNEMIRIE. FRMAEES, AT BNFEIER
SSSD REIE 389 Directory Server By B3I EFFRI,

SSSD £ LDAP RS2 B Fih 2 E#H 1 TIAMR. XS MEMERGL, FIW LDAP. Active
Directory #1 Kerberos, SSSD #§ SSH. PAM. NSS # sudo &FAR%S, SSSD @idE7=HF ID
MEERIBEMRERABEEERES, REFAILURT 389 DS RS AHNIEREE, HEGH
o] AR S AN S5 IRS.
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NREIIRSZEFTIFER (nscd) EEMNRMEHIETT, ENIZEHEZERNER. nscd &=
passwd. group. hosts. service #l netgroup F& WRARIRSEERK, HHS5 SSSD HRK,

LDAP fk5328 2Rt , SSSD LA BIRMEMNZPin, AJLATE 389 DS Ak3588 ER%E SSSD, B
RHEZEERBNITEN LT LURE—ERERAEST, LB 389 DS ARSZBARIA, ERAUTE
TEREMECE SSSD B . 1l 389 DS S22 F A LDAPL :

1. % sssd #l sssd-1ldap #EE,

> sudo zypper in sssd sssd-ldap

2. &y /etc/sssd/sssd.conf Xt (WIREFEHE)

> sudo old /etc/sssd/sssd.conf

3. B SSSD ELEEIR. ARV X HE A sssd.conf #
ldap.conf, display &t &i%x% stdout, LA TFRAIE /etc/sssd/sssd. conf
FRIEEFIREE

> sudo cd /etc/sssd
> sudo dsidm LDAP1 client_config sssd.conf

4, ERHY, HRIECSHNIFEHITEMNLENENR, LT /etc/sssd/sssd.conf XHi&E
T — A IEE TERRSG,

O ==: Memberof
LDAP AR B8 M T FRERRERY MemberOf . HX¥MER, EEME 567
G

[sssd]
services = nss, pam, ssh, sudo
config file version = 2

domains = default

[nss]

homedir substring = /home
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[domain/default]

# If you have large groups (for example, 50+ members),
# you should set this to True

ignore_group_members = False

debug level=3

cache credentials = True

id provider = ldap

auth provider = ldap

access provider = ldap

chpass provider = ldap

ldap_schema = rfc2307bis

ldap_search base = dc=example,dc=com

# We strongly recommend ldaps

ldap _uri = ldaps://ldap.example.com
ldap_tls reqcert = demand

ldap tls cacert = /etc/openldap/ldap.crt
ldap _access filter = (| (memberof=cn=<login
group>,ou=Groups,dc=example,dc=com))
enumerate = false

access provider = ldap

ldap_user member of = memberof

ldap user gecos = cn

ldap user uuid = nsUniqueld

ldap_group uuid = nsUniqueld

ldap_account _expire policy = rhds

ldap access order = filter, expire

# add these lines to /etc/ssh/sshd config

# AuthorizedKeysCommand /usr/bin/sss ssh authorizedkeys
# AuthorizedKeysCommandUser nobody

ldap user ssh public key = nsSshPublicKey

5. BXHFRrENUZE N root, HIG RS PRERESIA root:

> sudo chown root:root /etc/sssd/sssd.conf
> sudo chmod 600 /etc/sssd/sssd.conf
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6. #R4E SSSD fRZ2E EHY /etc/nsswitch.conf BREXH, HHPBEELUTIT:

passwd: compat sss
group: compat sss

shadow: compat sss

7. Ymi8 SSSD ARS528 LAY PAM ECE, {EcKEHHY common-account-pc. common-
auth-pc. common-password-pc # common-session-pc. SUSE Linux
Enterprise #2ff T pam-config f<AF R MBI XL !

> sudo pam-config -a --sss

8. REEEERECE !

> sudo pam-config -q --sss
auth:

account:

password:

session:

9. 35 389 DS ARZ2.HAY /etc/dirsrv/slapd-LDAP1/ca.crt E4IF) SSSD fRS328 -
By /etc/openldap/certs , AGAHEHEREKRE:

> sudo c_rehash /etc/openldap/certs

10. ERAHBE5H SSSD:

> sudo systemctl enable --now sssd

BXEM systemctl EIE sssd.service WER, BENE 45 “FHYaSTRESHINIEER

9

U o

5.8 M OpenLDAP i£#%%l 389 Directory Server

M SUSE Linux Enterprise 15 SP3 Ff#&, OpenlLDAP EFFHEARBEXF. EBEH 389
Directory Server BRft, SUSE i2f#T openldap_to_ds SLRIEFATETH, ZLHER
BEMI7E 389-ds B,
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openldap_to_ds ScAREFEERRAEZHNEIBRIIEEGIK. B2, 81 LDAP HEET
MHE, BAtBNTEREHESFAERRNIR, EREFERTFIIE, AEZSHH#TE
FriEf% z e e R ERES IR,

5.8.1 MM OpenLDAP F#%

OpenlLDAP 5 389 Directory Server WEREH K, FEMETBHITREMNAFEE, HITR
REBMIATRERR B R, XETANTREENITHL S BA ERARITZHEIN.
FoIREZ M

o —/NE7EiE1THY 389 Directory Server S£ff,
o — AN |dif #8ILAY OpenlDAP slapd EEBEXHHE R,

* OpenLDAP #UEER Idif XH4& 7.

MRIEW slapd EEERZEoHE ldif 1830, I5EA slaptest SIEmh&SEIA, 8IE—
slapd.d B (fl#0 /root/slapd.d/) , AEEITFUTHS:

> sudo slaptest -f /etc/openldap/slapd.conf -F /root/slapd.d
XEERL N EMF LU T RFIRIS G

> sudo 1ls /root/slapd.d/*

/root/slapd.d/cn=config.ldif

/root/slapd.d/cn=config:

cn=module{0}.ldif cn=schema.ldif olcDatabase={0}config.ldif
cn=schema olcDatabase={-1}frontend.ldif olcDatabase={1}mdb.ldif

NETMRELNE—N dif X, EUTREIF, B%9 dc= LDAPL ,dc=COM, MREERNZE
/etc/openldap/slapd.conf 3, FETUAT RO (dif FHXXH:

> sudo slapcat -f /etc/openldap/slapd.conf -b dc=LDAP1,dc=COM \
-1 /root/LDAP1-COM.ldif
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£/ openldap_to_ds HFECEMX M, HERIZIHHIMAERERAAE:

> sudo openldap_to_ds LDAPI1\
/root/slapd.d /root/LDAP1-COM.ldif.ldif

EXEHITHIBETT, EFREREARET, BB TFR:

Examining OpenLDAP Configuration ...

Completed OpenLDAP Configuration Parsing.

Examining Ldifs ...

Completed Ldif Metadata Parsing.

The following migration steps will be performed:
* Schema Skip Unsupported Attribute -> otherMailbox
(0.9.2342.19200300.100.1.22)

* Schema Skip Unsupported Attribute -> dSAQuality (0.9.2342.19200300.100.1.49)

* Schema Skip Unsupported Attribute -> singlelLevelQuality
(0.9.2342.19200300.100.1.50)

* Schema Skip Unsupported Attribute -> subtreeMinimumQuality
(0.9.2342.19200300.100.1.51)

* Schema Skip Unsupported Attribute -> subtreeMaximumQuality
(0.9.2342.19200300.100.1.52)

* Schema Create Attribute -> suseDefaultBase (SUSE.YaST.ModuleConfig.Attr:2)
* Schema Create Attribute -> suseNextUniqueId (SUSE.YaST.ModuleConfig.Attr:3)

loaal

* Schema Create ObjectClass -> suseDhcpConfiguration
(SUSE.YaST.ModuleConfig.0C:10)

* Schema Create ObjectClass -> suseMailConfiguration
(SUSE.YaST.ModuleConfig.0C:11)

* Database Reindex -> dc=example,dc=com

* Database Import Ldif -> dc=example,dc=com from example.ldif -

excluding entry attributes = [{'structuralobjectclass', 'entrycsn'}]

No actions taken. To apply migration plan, use '--confirm'

UFRAIaITES, HabSitsiTRambAR:

> sudo openldap_to_ds LDAP1 /root/slapd.d /root/LDAP1-COM.ldif --confirm

Starting Migration ... This may take some time ...
migration: 1 / 40 complete ...
migration: 2 / 40 complete ...
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migration: 3 / 40 complete ...

[...]

Index task index all 05252021 120216 completed successfully
post: 39 / 40 complete ...

post: 40 / 40 complete ...

# Migration complete!

You should now review your instance configuration and data:
1 - Create/Migrate Database Access Controls (ACI)
- Enable and Verify TLS (LDAPS) Operation

[

[
| - Schedule Automatic Backups

[

[

1

1

] - Verify Accounts Can Bind Correctly

] - Review Schema Inconistent ObjectClass -> pilotOrganization
(0.9.2342.19200300.100.4.20)

* [ 1 - Review Database Imported Content is Correct -> dc=ldapl,dc=com

T%5EM/E, openldap_to_ds RAIEMTSERATIREESZINER. RFIERIHE
FB, UEUERRESIEPBEINXLESRE, AEMNREFiHRMNBERFSE%E 389
Directory Server S25IRYEE R

O == sEERITR
HIE BRI XA R EERIRK, HitRINIZEXKRINEENER. BTFHEMLESELE
BURBESERFEZEENNR. EXEENSE. ATLUERMNED. S ERHECE
Bl WAIERERVARS PHrIER TRUEER, UREMHLEANEESS I,

RTFEREBHRIEE, RAEHRMAIIHITEFTRRRBATZ. TeEUREBIIEHMBING
EEE, UTERTEREET:

o EMHERZATH 48 /NITIEFRE ENR/DNS TTLIR/LE 5 9%, LUBRETSRIEREREIT
B OpenlLDAP ZFE,

o FEFREEIBRITZMENIIEHIZ, LUAR OpenlLDAP IFIERMIBTE TR IEHRASE
2

o X2 HIAERIFFRIEEIRE 389 Directory Server BIEHo
o RN TR Y,
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5.8.2 M¥E#

T OpenLDAP fIE— “EH5” BEEERBENX, RALTEFEL “HZMEEE" BT
Bitkl. BLETX OpenLDAP ME &I AT HRIFENEE. XEEERRT:

o SR

o ERIAMMAETERECE

o SMBHUIER (IGA. HR. AD %)

o FREMENMAH (389 Directory Server HRIIEHE)
o B IRECEFTEARARSS 28 ThAE

° HEXNE

e TLSECE

#X! 389 Directory Server 3ZBMRZANER. LKTMYEENRES LENSIFRER, R
FEREMAGSIRNIES, TEHFIIREHAXIER 389 Directory Server RG24
Zla, ErLUHEIEETBEIT. BiiEES OpenLDAP IfZH1THY 389 Directory Server If15,
LUER] LAE R E Z B4R,

M OpenLDAP iF#% %! 389 Directory Server B FE AT, MEZENEREHKA, BALEL]
RAJHig(E, HEARTZEEM 389 Directory Server £ OpenLDAP By EFEERR, TRESIBHT
MENEZRMRE 2L,

Ihgk OpenLDAP 389 Directory RE
Server

WEE SyncREPL BJEF38IDSHEE &

MemberOf SNAH ks =, XIREREE

SMNER B BAIIE R £

Active Directory E#¥ - Winsync ff4 =

AENE OLDAP & 389 Directory Server &, B ITASHF
NE
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OpenLDAP

OLDAP fNE

LDIF

THaTE

OpenLDAP %] 389DS -

HIEH

EF BRI —R IO
< (TOTP)

entryUuID

TOTP &1 4

OpenLDAP FY£H A% 2B
)

389 Directory
Server

389 Directory Server
ME

LDIF

RHE

e

5.9 FATLS kS5 HAZE A

BILMER L T a$1T TR EIE 389 Directory Server B9 CA IEBFER
fA: certutil. openssl # pkl2util,
Bl AfEFTEEOIEEHTAY 389 DS SLAIRYH dscreate RIEMBHEZIEPHITMIH, 7 /etc/
dirsrv/slapd-INSTANCE-NAME/ca.crt Fa LUIRENZIER,
WNFEFINE, RERBRSERE=IEBMENA, FI190 Let's
Encrypt. CAcert.org. SSL.com S¢ZiEZAIERI CA. IEKARSZZ/IER. B IHIEBMRIE

Ho

*E

REB TR

=
E >

B, RIBITAXE

&, XFER Argon2
LUSMIFR B ST

NMeEHATERZE
389 DS BIML&

%, BRI

=
=

AR ELARATIERSA NSS #iEEZ A, FE2EENARAMRSS/IEHE
el XZEM—T *.pl2 X
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O == . pl2 XHFRFEH

TR PKCS12 IRE8EIRY, HZMTE *.pl2 X&EFIE Server-Cert HmIBAKIIFRZ
Fro &M TLS EIE KM, FA 389 Directory Server ISR I FRF R,
B *.pl2 XHT| N NSS HIBEE T EEZRITF BT,

1. ERTENGLAEIEESMERIFZTIRY PKCS12 456

> sudo openssl pkcsl2 -export -in SERVER.crt \
-inkey SERVER.key \
-out SERVER.pl2 -name Server-Cert

15 SERVER. crt B NARSZERIEP, & SERVER. key & AN EIRLRAYFA B o
fEF -out 87 *.pl2 XHHRBIR. FA -name REKRFRZIR, ZBITAIE

Server-Cert,

2. EAEEXHSANNSS BiEEZRT, BREZXHFNOL, ZOSHEMETE /etc/
dirsrv/slapd-INSTANCE-NAME/ BRTH pwdfile.txt X,

3. M7E, ¥ SERVER.pl2 XHF A 389 DS NSS iR

> sudo dsctl INSTANCE NAME tls remove-cert Self-Signed-CA
> sudo pkl2util -i SERVER.pl2 -d /etc/dirsrv/slapd-INSTANCE-NAME/cert9.db

5.10 KEEH!

389 Directory Server ZIFEZ RSB ZBIEHIELIEEARNS. BIEEHIZEE!, 389 Directory
Server $2fit:

o PRI RERN ERERIMRN AT E]
o DML
o TAETE

c SR A%
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SEFERAEFNRNERE, EIUEHBENIERE, BLEEFBEEFEPHNFH, —
BREELIRNNTF—NE%k. TEERDHERNHESMREEZBENGES.

REIER X F—TEANELZRME, MEHERWENEASZERE. EFBLZMHIE
HELRE, BMEEETURS MEAERZRE, REER—RTELS, MEAERR R
By, EHRITZREEEFNER TN, EZREEERF, REBREXENRME, U2
MEEIERIERE,

5101 HEFEA
380 DS BREHINSRTRTRMMIERE, BHERSY, BRASRE B, HREH:

o IUAMHEZ W RENMRSFJEAMEANHENL.

s T—alRFHELTEMENG, FREI—ENLER, EARBSZEFFHMRSSHEHE
TREEF,

o MERZENRIESHMARSS 2 LRE NRIEAR, &5 NEEERRIE T8 = A 8e
Ro

BT EFEERIER, FHIFFrBERS A URN ERERIAR.

BT LDAP BT “IMIREN , XERZEREMBRSHEDVTEEN—BRSHAHE
%, EMELHNEM ERZRERMNEN, FIERERN LTS EERBERFAS
WERTEE,

5.10.2 igitiaFh

IRt ERHEINNEE R U TER,
o EFFER: SUAM. WEBEUE. RRERIEXERZNALS.
o BIRAEHRIPERAZIOINEES (TR IRSEEH) o
o BIERRTSR, XEFERIMRERREEE, UERANBFNEvERTE.

o BRBIETERNS S EIEEERETER (21 LDAP URL SRVIZR. AHTE
) .
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XERRMBIFMECBIBINAN. BEXEINRG, EBRE 51037 "EFELHER
7o)

5.10.3 ERRAFNRA

M TERRM T FERAFEIZN 389 Directory Server T RS BIFRFNRAl, HIPZIFHRAR
HESRHEN 20 1, BIFREKRE, LUSHEFHNRERERZ N

5.10.3.1 WITEZX
f515.4 : EMMEEBEEDR

1 1
| S1 |«—| S2 |
I L 1

5.4 “MMEHEELR" PERNER (S1MS2) , ENERILZENREES, ELENIEE
ERMHEBLRERE. S1M S2 AIUFARNEESC, WAMUFE— I HERC. FFKA
LAEFS LDAP URI. fasF#i28sk DNS SRV iE RTEARSS B2 Bl T8, XErRISKIMSA AL
HERE SR STIRSHFERBIRM 100% NEFimthiE, UBEMARSSEETERRE

Bl ST SRR RIASSIAIRAER, EOMBS— T EB, BT RgE
PR ERER.

Q EE: HiAA
RO =R MIAERIARS, AN ERBZEE. MENERIES, G LURIEREY
RAaFh.

5.10.3.2 MEIMREHEEZAR
f15.5 : MEMESE

1 1
| S1 |«—| S2 |
L 1 L 1
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v v
1 1
| S3 |«—»| S4 |
I I

55 "WMEHEELR" PENMEERPHRHESR, XESARR LI FENMUEFR,
HESTMREROEERMRSSE. A TMEEFOLEE—ITRIERT, 81T TNRNIZEE
983785 100% NEPimfa s, MRS MEFOLEERITNR, BTMHRIAFBEME 50% BvF
P imth Ho

5.10.3.3 M EZX

515.6: R"TEX

1 1

| S1 |«—| S2 |

I I

A A

| |

] ]
| | | |

| |

v v v v
1 1 1 1
| S3 |«—| 54 | | S5 |«—| S6 |
L 1 L 1 L 1 | I—

EFI5.6 RTEAXRT B, BMIWRUTFARENUE, S1H S2 Z2RMH#E, S3. S4. S5/ S6 =2
S1H S2 NERAE. 8—XRS[EEEH, S3. S4. S5M S6 AlIERE AN, fid, AEHSE
HITEREE S1 M S2 FerkAY. Ithig B HithIRRm e R SIS vl A48,

5.10.3.4 ABFREERBENATER
f15.7: AERRERENATES

1 1
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| S1 |«—| S2 |

L 1 |
| |
| |
| |
| | | |
| |
v v v v
1 1 1 1
| s3 | | s4 | | s5 | | s6 |
L 1 L 1 | I— | —

TG 5.7 "EEREERENSTERT R, S1HS2 BiRME, HO M RSERERIRER
. FAEETE S1M S2 ERE, HERBEINNER, RIRERER UELENNFEHIEERN
FEHIEHI, LIRFIEIRER, FlW, EAJLUTE DMZ FEHE— M A EENRiERSEE, X
%, MRIBIEEE, BT EFEREMELR,

5.10.4 RiE
FERBURHRETLUES), 380 DS ATLUERIMIZLS MR, UTFFIREHTRE

=k
B EHINNEERER 389 DS Ll

REEZ
BEWIEETBEELANER, BERIRENE NEF

HiREx
BEMEETEEANER, UERIRIVEE,

FRENIARES
BEWEESDEFNER, UER IR,

eitE
R HEIEEPRSIERHA S — 1M EFHNER,

ERE
MAB—PERZREBIEUT NB S HIEEFENEZ.
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EHItmY
BT EXHRHMENERES S — T EXRNXRNRSSHFECE,

fath

i E HIIhEEN— A E A,
E&ID

389 Directory Server SEITEE IR HAIHE—FRIRRT,
SHERE

T ERTPHEERINRAIKS

5.10.5 FECEEH!

B ROIERBENTRRRSZFKEVN T RNEER, XB—MRERERTA. EUTR
BiIFR, FmMEETANENZ2ZE7 RWL M RW2, Ri%fRSE8A R0, (FREBSHEN
Fo )

FRERRSBNE— MR ERNER. RE—1IRSSEE (RW1) FELUEERVREIZ.

5.10.5.1 EEXNTRE

A TFesLEAENSE RWLA RW2 RN RIRE (0154 "WMEHEELR" ) REERTE
7, (EREBECHENS. )

5. tiEaEsEEEO<

ARSURBARAE, EUSHTERERENSRRMSEHEEES, WOHE
BOS

MRENS MRS BURTENEHEREDS, BSLBREHOLRTFHESS
fltn, 7 RW1 S HINPRR HISEEN, BREEHEEENLIREN RW2 54
EEEOY,

BEE RWL:

> sudo dsconf INSTANCE-NAME replication create-manager
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> sudo dsconf INSTANCE-NAME replication enable \
--suffix dc=example,dc=com \

--role supplier --replica-id 1 --bind-dn "cn=replication manager,cn=config"
AcE RW2:

> sudo dsconf INSTANCE-NAME replication create-manager
> sudo dsconf INSTANCE-NAME replication enable \
--suffix dc=example,dc=com \

--role supplier --replica-id 2 --bind-dn "cn=replication manager,cn=config"
X0 RW1 A RW2 B ERITiiE. HEERm MRS/ replica-id NER., XiE
SEIRERIEEEWKS,, ZIKFRBERINIR, PTUERNTRZE#ITRHIIE,

RW1 1 RW2 METMELLBENE EEFITEIE. T—FEAM RWL AE RW2 B GRS S
_/l\TjJ‘.\LS{o

> sudo dsconf INSTANCE-NAME repl-agmt create \

--suffix dc=example,dc=com \

--host=RW2 --port=636 --conn-protocol LDAPS --bind-dn "cn=replication
manager,cn=config" \

--bind-passwd PASSWORD --bind-method SIMPLE RW1 to RW2

NEGERERSHIEEZE, ¥IEASM RWL A RW2, XMRAVIAKSREREAL. XE&
EE RW2 TMFEHIEERND, UMES RW1 WARABTE, imTU TSR ELSIRERIA
1

> sudo dsconf INSTANCE-NAME repl-agmt init \
--suffix dc=example,dc=com RW1l to RW2

£ RW1 EiEfT AT S RIEETIRES :

> sudo dsconf INSTANCE-NAME repl-agmt init-status \
--suffix dc=example,dc=com RW1l to RW2

<G, BNSBTEE Agreement successfully initialized., INRUKEEE
RER, BREHIRAS. B, ZR1ERW2 EEEIS RW1 FHERNAR.
&E, ATEXMEFIEEANAEF, BEE— M RW2 HitSHIE RW1 BEHIHY:

> sudo dsconf INSTANCE-NAME repl-agmt create \
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--suffix dc=example,dc=com \

--host=RW1 --port=636 --conn-protocol LDAPS \

--bind-dn "cn=replication manager,cn=config" --bind-passwd PASSWORD \
--bind-method SIMPLE RW2 to RW1

ITE, £ RW1E(RW2 EMHANESREHZIS — TR, AU THSNEE—IRSE LN
BRSS!

> sudo dsconf INSTANCE-NAME repl-agmt status \
--suffix dc=example,dc=com \

--bind-dn "cn=replication manager,cn=config" \
--bind-passwd PASSWORD RW2 to RW1

51052 BELERETR

BRRRRT R, BRIFEEERIEEEKANTHE. RAIMRSSRHENE A RO3:

5. tiEaEREEEO

ARSWMBARRAE, EUSFATFEREEENSRRMSEHEEE, WoHoE
BOS

MREHNEMNRSROBTANEHERENS, FSVREPIOSETFH MRS,
Flan, 7E RWL MBS R R HisE e, BEREHEREOSIREN RW2 55
EEEOY,

> sudo dsconf INSTANCE NAME replication create-manager

> sudo dsconf INSTANCE NAME \

replication enable --suffix dc=EXAMPLE,dc=COM \

--role consumer --bind-dn "cn=replication manager,cn=config"

MFRFER, BAERMEEARID, HEABIREN consumer . XRNRBERFBERDE—
MIHFHRIREA 1D, BIRRIFEEARE, & RW1 M RW2 RS HISCRNE RELF, T
ITE RW1 _EiB1T:

> sudo dsconf INSTANCE NAME \
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repl-agmt create --suffix dc=EXAMPLE,dc=COM \

--host=R03 --port=636 --conn-protocol LDAPS \

--bind-dn "cn=replication manager,cn=config" --bind-passwd PASSWORD
--bind-method SIMPLE RW1l to RO3

LUFRFIE RW2 EECE RW2 5 RO3 ZiEIRYE HIthiX

> sudo dsconf INSTANCE NAME repl-agmt create \

--suffix dc=EXAMPLE,dc=COM \

--host=R03 --port=636 --conn-protocol LDAPS \

--bind-dn "cn=replication manager,cn=config" --bind-passwd PASSWORD \
--bind-method SIMPLE RW2 to RO3

SEROXLEES RS, BILAERA RW1 3 RW2 78 RO3 LR TEIEEIE . LU TREIM RW2 2184
1k, RO3:

> sudo dsconf INSTANCE NAME repl-agmt init
--suffix dc=EXAMPLE,dc=COM RW2_ to RO3

5106 ”/_ *D'{k/p\*‘ E

dsconf <L EEFE—THIET, G UEREER LHENEMENRESNERIRS.
UATRAIE<L7E RW1 £iE1T, RERMEZRESKRE, ARINE RWI BRSS!

> sudo dsconf -D "cn=Directory Manager" ldap://RW2 replication monitor

> sudo dsconf -D "cn=Directory Manager" ldap://R03 replication monitor

> sudo dsconf -D "cn=Directory Manager" ldap://RWl1 replication monitor

dsctl s E— healthcheck &I, LA TFRBITEAM 389 DS L EETTERIRTINE:
> sudo dsctl INSTANCE NAME healthcheck --check replication

£ -v (FIEE) ENMEERSREMEENRS:

> sudo dsctl -v INSTANCE NAME healthcheck --check replication

RESEENETHETT dsctl INSTANCE NAME healthcheck, MBHIT—HRMRPRSHEE,
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BEITU T SEERTHRERITHOETIR:

> sudo dsctl INSTANCE NAME healthcheck --list-checks
config:hr timestamp

config:passwordscheme

backends:userroot:cl trimming
backends:userroot:mappingtree
backends:userroot:search
backends:userroot:virt attrs
encryption:check tls version

fschecks:file perms

[...]

A LUBTT— IS ZWURIIIEE

> sudo dsctl INSTANCE NAME healthcheck \

--check monitor-disk-space:disk_space tls:certificate_expiration

5.10.7 tIEZE&ED

BRESIE, EEH%E 389 Directory Server HPHREE (BBME 54T “"SHHIME 389
Directory Server” THESNEICIEEMD) - MRFEA db2ldif , WALIARM - -replication
W&, URREDEFITEE. NEMHEINPHNAERSSE. NEHMERN, EXMEHRIM
BT R, AERMEEMT REMTBRL IS,

5.10.8 EFM4r4E

A TEAIPR S E{EE ], SNEEMENERNEELEES], RN TEARSREEREBEE
B ERFIRARIEARFEYT BBWE 51097 “FNHE max-age” ) o
£ repl-agmt G EEEH, LUTFREIERW2 LiETT:

> sudo dsconf INSTANCE NAME repl-agmt disable \
--suffix dc=EXAMPLE,dc=COM RW2_ to RW1

UTROIEFRERESH:
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> sudo dsconf INSTANCE NAME repl-agmt enable \
--suffix dc=EXAMPLE,dc=COM RW2 to RW1

5.10.9 EEXHE max-age
EAXRTUEEHRAE max-age ETE X HNRARNKRFEFHY. max-age EXERBEHRE
M REIAR. RAE=BoIEMRET max-age EREMAINE,

SEXMEBNGE, B5HMERRY ., WREVIERE max-age &, WEXFTESEHISA
£, HERELZZENFIELAEMT RIRHENR, RAXLELTER—H. UTREIRF
max-age REANLX:

> sudo dsconf INSTANCE NAME \
replication set-changelog --max-age 7d \
--suffix dc=EXAMPLE,dc=COM

5.10.10 ZE[FREZR

EBEARBRER, HEBERT S, UBHIEEMENNERTIERN, AE, HIAISEERNTRE
I TENEGIMNAFIERS BB EER. UTREIZER RW2, EEZHA RW1 EMHILEH
X :

> sudo dsconf INSTANCE NAME repl-agmt delete \
--suffix dc=EXAMPLE,dc=COM RW1l to RW2

HEXGNES EUTRAIFANRW2) £, EBRFIE LY

> sudo dsconf INSTANCE NAME repl-agmt delete \
--suffix dc=EXAMPLE,dc=COM RW2 to RW1
> sudo dsconf INSTANCE NAME repl-agmt delete \
--suffix dc=EXAMPLE,dc=COM RW2 to RO3

fS1E RW2 ERYIEAI:

> sudo systemctl stop dirsrv@INSTANCE NAME.service

64 BN HE max-age SLES 15 SP5



RFRI1E1T cleanallruv S UMIBINRERREA ID, LUTFRFIE RW1 EIBTT:

> sudo dsconf INSTANCE NAME repl-tasks cleanallruv \
--suffix dc=EXAMPLE,dc=COM --replica-id 2
> sudo dsconf INSTANCE NAME repl-tasks list-cleanruv-tasks

5.11 5 Microsoft Active Directory [E%

389 Directory Server z#5[E)2# Microsoft Active Directory FRYFELERFAFARNZ, # Linux
K FimEERSER 389 DS AESMER, MEZH—MWIER FAESEREMAGRE, XhES
389 DS REMEY BB SHHEHMINEE, HERXLEIHRERAIEM Active Directory [EF HI%k#E.

5.11.1 MxIEZEFH

HTFREPWIES, iIER P K—1 389 Directory Server # Active Directory RS

23, Active Directory AR 28 S EERIHITHIZE, MARRIFIHITHI2E (RODC). EERE
W DC EAFELFBER, A7 389 DS XEHIHAEMMIINE,

DIE FEREBIERNAE. =% M AD 7i[M 389 DS. M 389 DS i@ AD, ZXX[E.

Q ix&E: FEFOL
Fo7A7E 389 DS 5 Active Directory ZBIEIZ A<, XMBFAERKAIESENRE, NS
S #FM Active Directory F| 389 DS B 7o

1EH93RFMNIO FEIFAT. 389 Directory Server # Active Directory 3N RERE, (EREEMNE
FE 389 DS 5 Active Directory ZB]RFE R MNER, 1H541E 389 DS #1 AD WRMIMES5&
PIRIPEEIX—R, URAFRNRERMEXLERIMNZENENE FIEE.

1 1 1 1

| | | | | | | |

| 389-ds |«—»| 389-ds |« ———-»| AD |«—»| AD |

| | | | | | | |

 —  —  — I —
A A A A
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v v v \4

1 1 1 1
| I | | | | | |
| 389-ds |«—»| 389-ds | | AD |<—»| AD |
| I | | | | | |
I — I — —  —

5.11.2 Active Directory B% /R4

EE—MAAF “Replicating Directory Changes” RMZ LA, 0, RIFES
Bl —1%7 Directory Server Sync B2, BILUIZRER How to grant the 'Replicating
Directory Changes' permission for the Microsoft Metadirectory Services ADMA service
account (https://docs.microsoft.com/en-US/troubleshoot/windows-server/windows-
security/grant-replicating-directory-changes-permission-adma-service 2) RIS EIGE L

R,

Lo FERREM

MiZR AN R R EERNSHEERRNREMRFER, HARMSREEBEM Active
Directory MIZHRIEEVRAE, RGN ZA XK AR ERMRRARSS KA O
2, FAERITILARIR G K.

HERIZ B — MRS ELL4ARIRY B
&Y Active Directory IFIE#4 700 LDAPS BCEiE$, LR 389 DS 5 AD ZEIM BN IIERR
M, TEBESMIIENBERAZ LIRSS API/Kerberos (GSSAPI/KRB) 54,

5.11.3 389 Directory Server F95cR&:14

WIS E AL S (OU) Ju 389 Directory Server BeB—NEiREIEE, UEEHRELSEIHE
i,

WAZ9 389 Directory Server FLE—1EZK ID, FiZRREZSF(EMUF—MREER, (BXIKE
SHAT, BFBNESI0T EEEF ) o
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5.11.4 8l M Active Directory F) 389 Directory Server FYE il
N
AR ffles< 7 389 Directory Server £iz1T, B EIZM Active Directory F| 389 Directory

Server BNE &N :

> sudo dsconf INSTANCE-NAME repl-winsync-agmt create --suffix dc=example,dc=com
\
--host AD-HOSTNAME --port 636 --conn-protocol LDAPS \
--bind-dn "cn=SERVICE-ACCOUNT, cn=USERS, dc=AD,dc=EXAMPLE, dc=COM" \
--bind-passwd "PASSWORD" --win-subtree "cn=USERS,dc=AD,dc=EXAMPLE,dc=COM" \
--ds-subtree ou=AD,dc=EXAMPLE,dc=COM --one-way-sync fromWindows \
--sync-users=on --sync-groups=on --move-action delete \

--win-domain AD-DOMAIN adsync_agreement
SIEZMNG, HIARITYIRERRD :

> sudo dsconf INSTANCE-NAME repl-winsync-agmt init --suffix dc=example,dc=com
adsync_agreement

ERU T THREMNBTRES:

> sudo dsconf INSTANCE-NAME repl-winsync-agmt init-status --

suffix dc=example,dc=com adsync_agreement

Q iiE: FEmARES
ERLEFRT, BMEMRUERSIRG KT, RNt AIgER=EL. & /var/log/
dirsrv/slapd-INSTANCE-NAME/errors HIf9 389 DS HEX

ERU TR E IR

> sudo dsconf INSTANCE-NAME repl-winsync-agmt status --suffix dc=example,dc=com
adsync_agreement

3F Active Directory 3§ 389 Directory Server #RFMAUITAIPE, AILUER T o< REEMN:

> sudo dsconf INSTANCE-NAME repl-winsync-agmt disable --suffix dc=example,dc=com
adsync_agreement
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ERLTar<MEN:

> sudo dsconf INSTANCE-NAME repl-winsync-agmt enable --suffix dc=example,dc=com
adsync_agreement

512 BZER
A 389 Directory Server Fi¥4E 8, iBEMN:
e https://www.port389.org/docs/389ds/documentation.html 2 FREY_EHsaid,

* man dsconf

man dsctl

man dsidm

® man dscreate
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6 {FH Kerberos #H1TMLE 59 5831F

Kerberos @— 1ML SR IRIENMY, BEIIEREINER, KENBINMEIZE Kerberos
AR EE RN, LDAP #0 NFS AR,

6.1 HELZHLIA

R EBRIOSHSIIN, FRMELEREEMEMSARBERITIFEEEBIERIRIERF
E—RNEER, ARESXIHRNEPRARSIEOIRANOSL. Kerberos {2t 7T —ME 10
R, RARXMAZE, ARREEIM—R, REIEBINZPRGEEUTHIIENRIRE
E. BZIRELR2HNGE, DIHEUTENR:

* {EFFB AP AN SRR IERRtIE S &Y, HREREABF I EEREMA
FHEIE G,

o BIREITMBRSSFBEIERE S, BNREERAIEES TRSSF[HIRMT LIRS
RS S. XMSWIRNEES(HI0E, RAEEFIRMRSEZE#HIT THESH

¥k,

Kerberos @I IR A& MR RIAIESREE B &R B XL E R, XBITIE Kerberos BIE AR
B, BXIFEAEARE, 1550 Kerberos X4,

6.2 Kerberos Ki&

UTFIRCRENX T Kerberos Kz,

B0
BREEFRFERES N R BERIFRIKIERARSS . Kerberos Mt S FIE
— RIEM SIS,

=B

SIERHRSHEMARNSHRIE, FRREREEREERERRSHRSSZHITEH
Wik, EEakSHENBIE. BRIRNBAI. TR RNEBRMMIE, 8. BREAMEN
REFH. MEXEHIEEERIRSBNERHEIT T INE,
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SI8EsR
SHWIERSRRESHER, IRTIERRHEEENTPRASSHEMBS MO8, &
HIIEREERAFT P HINBATR. TIEIERY (P it M5 TIEILYEE (FrEXLE 2EE
SRBEEFHMEXRSSEMNENZIEZRME) WEN, SREFR, SHEIEEIR6E
fERA—RX. ERmAILIE CHZS IS,

Ei&
Kerberos AR AL HIBREEIRT LA (AP HARS) - EAREELTED:

USER/INSTANCE@REALM

° primary: EENE—NED. WFAAMES, WEDEE5HAFR 28R,

e instance (Ai%) : R primary FERIMINER. WFRFES primary ZiahEd
—1 / 53R
tux@example.org # tux/admin@example.org AJLUFEEFRE— Kerberos
A4 t, ENRAARENER,

e realm: 3#57E Kerberos g, BREIBERL T, THMEBEMNKEZZ,

B 514580
Kerberos HfRE P inlARSS SR EB AT LARIAXM T B 0. ENHE—TAARREENNR
EE o

RIEEH
RIETAEH Kerberos £RRIIGRITARER, FRHRMEXLERR, HEFiRARSSE
BRAWEIRERS, FEAXLERARIMES P ImMARSS 28 Z ERE .

Bl
JVFFRETENSE R ARIERE S EBRES WG, BRI ERIX, 7EfEMA Kerberos BI1ER
T, MRREHERN T ESENRENSHIERNRSIER, WZEERR. REHENE
AR IREEMRREMIER (2% KERE. 7AM, Kerberos L 7 ZFHLHIR %S
g7

AR5 222k AR SS
55 ARIEEPITHRE R R FRERHEBE RS 25,
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6.3 Kerberos BT {EEIE

Kerberos BEWIMAE=ZAAEEMHIIIRS, XEKEEHMEZFIHEEE Kerberos 345
— N EF RS PIEIRT, Kerberos RFE— 1 E S EHFRE BF REFLBZRIAIEIRE,

HIR Kerberos IER TE, IBETRAITEN LETEHRIEMERERNIRS 8. BREEERE
GREEETEE MG R EN. BBV LETH (WE) REHERIIRE —EEXR
HFiz1T sshdo,

6.3.1 EBEXEXHR

TEEXIEAR Kerberos BY, ERURESTEEMMBRGETHEMERIRERM. WALERAR
Fo X—IERMNEFRNIRSHI BT LIXEI FPIIUEARSS 2R (Kerberos)o SR FDINIEARSS
BAEENED, EER—THENZIEER, HUGEEFIHNRERNARS B ZEER.

SMIWIERSSEMERNRERNRS FEE— T RIE. ZERESUTER — (OAIERS:E
MEERNARSZBAEN . BERAMZRREES:

° B iRt BHERINARSS 2R TR
o HaikYia)

o NI EEEIKBYA RER

° BFURHY IP it

o MERNSIEEA

fele, ERUMEZELIFILRESZERA—ELERE i, EXXERANEEF KIAR

#H. 2B Kerberos MIF P mALELLREH, FNEBMNENAFROSIKEN, BTEF iR
BELWEIT MMM, TEAEHRRERADS, WOSWERA—NESR, MAEARESH

WIEARSERFIRIZENE, AF " 8, HFROSHBEBMN I RENRERRER RER

BEI AT REEGEENIRINREEENENH, TIFLmEEIERER S5,

6.3.2 1EXARS

EMWMERNERRSSFIERRS, ERRNAREFHFERRSFIEAES R, Eik, Ny
RREFER— BRI, SHEIESREE U TERS:
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° BFIRRIEMR

° X mAY IP st

o ZEIAYE]

o I (RFFIHER)

FREXLE(E BEMERAT P mAX MRS SHHEWEINIEBAAT T NE. BTFRSHENS
PIIERMREIRAIXEZRS R ZRSHERBINEERE A RER S HINIES,
M PIIERNERISIERERSNEFIHERNEMIRER, ARRSHEFXLEREES
SERESNERHITI. RSFBENERENSHRIIREEREE—FF iR,
NRERSF LA RREAR e, WX PMMERNIRERRANERRERIERBR, FLE
AFIREIREIE & Sohi MIEE EEREVIER. AELEHIXMER, RESFFFEZAERNE
WeE|:3 BT Bl BA] RAERVERIE R, BEREY a8 S EWERITRIET EEE R ARIIER,

6.3.3 MESMINIE

Kerberos SAIIER AN EER. EMXAURIEREF RSN EMEMIEF i, RSEAE
S aEBmIERERSNEZEFAHESHIIEE S, Eit, EXRFIREFHRIER. ERER
FImEY S DR PR UEIRIEANN 1, AREREMEFLEHAENZIERAXNEME. TP K
Rt fE 3 AR S5 BBV R LRI, ARENFRE.

6.3.4 FFERT — BKRFIERSSE:

SEESRE—TRSSEER. Alt, SHEERI—PRSH, MERRR—THE

8. Kerberos 327t 7 —HWIHISKIRENA TR MRS BHRE. XMIRSKITN “RIERANAR
5" . BERNRSSHERIINEMRS—F, UERAENAINBEELENN. BNATRE
FREE—NHKRBERIVEEN, MIKRRERNRSSE. WIEREEUTES:

° HWIERAIER
o RIEERNERE

° JAIEZR
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SEMEMRSE—, DESNRS SN ESRENEENSNHIIR, NERTE
1163, ERENRS R — SRR SRS R BERNTSEEg, A
WEATHRSSNSZE, HhaslFEa:

o BT

o FRESEMELE

o WA

o TPIEH 1P Ht

o FERBSIERT
FEEAE— AN, REMREEEENEENHSENY, RRSHBAERE. B4
SRXF MERR N — . BR BB ERIEIRS £ 2N ERASE TR, BX—

R, N BB R EERNERMNTHNSIERHANE, HBEAFRSE, EFP A UERIL
MY MASERAFMNOS, Flt, Kerberos TEMILE P MEERIE PN — X —1MNER,

6.4 Kerberos IR ME

ERIERT, AP S Kerberos —iZft @ E TRLWE RN A4, ERHEBREIERE—E
EENERE, F1HE, AP Kerberos BIE= B, XEFEEMARMAFERGIZARF.
SAFPNERSIEFEN BT AN ERENEREENRKINERE] (SFEILERZE 10 /h8T)
B, EENBEMNEAMOTESEREMME, EAFTLUETIETT kinit RRE—NHNER
BNEE. BXBAOS, Kerberos TEMME LRI RGN FAERS AR, BIRGH
Kerberos N f&s#EAIREXBIFRE EEMTIZR, 1FIE1T klist.
TERAESIRFILE T B Kerberos BHIIENNRAER. TLENRME krb5-apps-
clients f§, AJLATE /usr/lib/mit/bin 2 /usr/lib/mit/sbin T EIXLEL FAFE
F. EINHEEEE Unix # Linux ZBEZFNFIETIE, BEIASA Kerberos EIERERH KIS
IERILES

¢ telnet, telnetd

* rlogin

e rsh, rcp, rshd
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e ftp, ftpd
e ksu

BABRERANOHIERAXENAERE, HAAN Kerberos BRI S 77, MR AERIET
Kerberos %%, ssh EE0ILEA— 1 ITIERINAMBEEREE LIS — M IIFiL, NRE

£ ssh ERFS—1IElhL, ssh BRHREENNZASSRIBENELMAR, (NEIF
ihZ B EHIEEERHEHN, BAZREPEEITFLSERES (IP#itt) . XDM A GDM gt
Kerberos £#F, https://web.mit.edu/kerberos # EBY Kerberos V5 UNIX User's Guide Hi$
MNBT Kerberos MLEN FATEF

6.5 ZIEMEIE Kerberos

Kerberos IFiR I ZMAKHIRL. FIAHDKH0 (KDC) BFBEMHROEHIERE, ZHIEEESA
Kerberos 18X ##E, FREEFPImIKEIT KDC B NMER EMREITEHIIE, KDCHEF
IR R E NS ERYIS ERILE

—RREETE
CEMRIGE, BIREFTEE6.5.17T “Kerberos WEEIRHN HFIRAMREER,
Kerberos I BiEFE YR, BEME 6.5.2 T i Kerberos 4MiE” o EEHREE
755 KDC Bt BN AN AN RS KR, 58I E 6537 85 KDCER" . W
ERIGE R ENNEIRUBRFIERIBHESBEUNNE, FENE 6547 “ILENEE
£

A iE
AcE KDC MIZEFim, B8 E 6557 “ILE KDC” ME 6.5.6 T “EEE Kerberos &/
iw" o /BRI Kerberos RESAVEIZEIR, XHEFEMILFIX KDC i+ENHITYIIRIFR, 5
BNE 6577 “MEIRLIE Kerberos B , ATHPHE MRS CERS X, B85
MEE6.5.8T “BlEE Kerberos RSB EHE”

JBH Kerberos B{3I83iE
ML R E AR SSE BT LAEF Kerberos. EffF PAM £ FRERH 70 Kerberos O
KT, BRE 6597 "I Kerberos EF PAM 245" HpRkig(E. EfFEH Kerberos
B{3UIEEZE SSH 2% LDAP, iB#%5E 6.5.10 11 “ACE SSH #1T Kerberos S15%0
IE” ME6.5.11F “fEF LDAP #ll Kerberos” FRETRiRE,
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6.5.1 Kerberos WNERFM
{E{] Kerberos MMEHN AT AU TERA EREIEEIET:

o RMEAFERMZREITAVREEMTRY DNS fr32:, UERF MRS SFEBHERIL, BX
DNSIRERER, HEN (EEEmR) ,8398 “HRAA"

o IEMERIRE—BTEIIRSZ 28, FREFRAIBTERT T Kerberos I&E M % XEE, AN
B Kerberos ZIEANNE S ERNENE,. BXNTPIREMNESR, FE0L (BEER) ,
$38F “fEA NTP ELHE” -

o RE—PEPAD RPN (KDC) 157 Kerberos R LIEIR AL, KDC HFAS
Kerberos $iBE, 7ELLIHEN] HEMARFIALRMREITREES, LIBHLEIEITEN AT
W BRI R,

o BEFIRITENEE NER Kerberos S14%83IE,

TE#ELE T —MERINRAINE, HRNEEE Kerberos BHIZEAMEDFAERAN, RIFE
RUERE A/ NFNIRTN, ERISERRESEARE,

192.168.1.0/24 P .
192.168.2.0/24 100 101

6.1 . KERBEROS R4 #H

©) #F: BBEFMRH
FFEMFE 6.1 “Kerberos ML PFIRIEE, EERDFW
(192.168.1.0/24 #1 192.168.2.0/24) Z[EECERRH. B XfFEM YaST BB RHMIFM(E
B, B8N (BEiEm) ,$ 238 “EXAMEMIR” ,56234.157 “BEERH .
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6.5.2 1%&¥FF Kerberos 4iiig

Kerberos ZRAVHIR AWM, BEI—MEFR (W0 EXAMPLE.COM BX{& & Ay ACCOUNTING) 3
#57i8. Kerberos X9 A/NE, Fit example.com 5 EXAMPLE.COM 2R, AR
EECHRITERERNNE, BRENMERERAS MHZ,

fEAERI DNS & (2F13, % ACCOUNTING.EXAMPLE.COM) B2 MAEERIER, WA
T, WR¥E Kerberos B IRECE /9i85d DNS REH KDC F1EM Kerberos fRSS, MARSKEIER
RNTERBEMEZ T, BMEX—R, RM%Ei&H DNS HEZNFHSRE R,

5 DNS B =iEIRE, Kerberos @FRA%M, HLt, WIREE—1& EXAMPLE.COM BI4H
i, %4 e &2 DEVELOPMENT #1 ACCOUNTING BIR “F4l” , XEMBFEAS
M EXAMPLE.COM #&EK, Kk, EHENE= MMM, HEEAS MU ERET
SHEISMIIE, FE—MUEFNAF RS S — N RPRSSRHEMBFARE,
ATEFHRA, BRSERABNMARILE— TS, EXERRIBAP, KEMERGIPER
4t EXAMPLE.COM,

6.5.3 1x& KDC Bt

E(EF Kerberos, BAERE—GREBHASEZFL (HEHKDC) HItEN. XEITENEE
B Kerberos FAIF#3ERE, HPEEOSHABERER.

KDC BRRLEMIZHPREEMNID — WREBARN, M Kerberos RIFHIFAE A KA FE
BHZRMERZEIRE, BEIEIAIR Kerberos BN G E AT LU E 7 EURERRER ER. FrL
MR BT BN R 2%

1. BIRSS|HBENRE—TUEARFRIFHMUE, WREDHRAZTTHNRINHARSS 28

o

R

It

2. FRT KDC LA%h, AEFH EBITEANZNARER. HPeiERSSHNEFiE— §
g0, KDC ANi@Ed NFS SNEAXHRSEfER DHCP EREMSEE.

3. BARERNRSR, AEKEERENRGEIIRHBETAREENRGHE, EHEE
portmap. inetd # CUPS FHiRSB 28, UNMERETF X 984, BEE%RLE SSH RS 28
WIZ R BEN R 2 X,
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4, FRHBEN LA REERER, BN XRSBABBENL 2N, Kerberos iRftEH
CHMEER@E.

5. ¥ /etc/nsswitch.conf ECENXERADMXGRHFITHFANAEK. ¥ passwd
group AYITHITIIFEDN:

passwd: files
group: files

“miE /etc HPY passwd. group A shadow X, HERREMAU + FRIFFLETT
(XLEATHTF NISEKR) o

6. XA root P LUSMIFFEEMABRIKS, 757ARYRIE /etc/shadow HiFIEA/ALH
MR * 5 ! FiF

6.5.4 ECEREIRS

ERINER Kerberos, MIAFRENALANIE RANHHELTE CEARLS . X—R3IFS
BE, [EA Kerberos BEMTERNSHEIL. WEEFTRERTEML LIREX Kerberos F174E
iE, HBEFERTEIIRNERS 2. Kerberos RERZMRIFIEIEEITIAE. HPFZ—=RETNN
ZIRPHMNNEE. NRRS[BUREINZIBENNEIES SEINEIRE, MELLLER,
Kerberos TELLIRBTRIB Y R IF—ERRE. EBItENNSIEN IR &R — E—RRIRI
BENNRHRER, Hitt, MWL LR ENHITERE, FEEi1NNHhShREERR
#,

EXHLER, —MERENAEMEET—EITEN LZE NTP iEfRS2E, HEMERFIH
B 5iZARSRES . Alt, BEMEXLEITEN EURFPIRINSHIETT NTP FiFERF
chronyd., KDC ASFHFES L RNIENRAY ., HFELITEN LEITNTP FIFEFaE%L
X2, @i cron fEIIETT chronyd -q HITIHIEMER N FAERIERE, ERENSEER
NTP BEFim, W (EIEEmE) ,56838E “EANTPRELHE” ,5638.1 7 “fH YaST ic&E
NTP ZFiR" LRI ABIF AR SR,

S—MERIFETEIRSHMIBER NTP SHPEFIMER, B— M E4SZRHERIE RN
NTP iRZ5288, HiES—MEESERNIEEE KDC,
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WA LLEZE Kerberos TERER B)BBTEF A IFNRARE. IHE (%’J’jo'Jiqﬂﬁ%) AILTE
krb5.conf XHH#HITIRE, 1BEIE 6.5.6.3 7 “FAENTEE

6.5.5 HEcE KDC

ATINE KDC NAREC BN RE, BiEtIBEEEM, IRREeE/IIMTR:

1. RERPM: 7EIEEAE KDC BUIHEMN ELZZE LTSS : krb5. krb5-server #
krb5-client ¥{4£L,

2. BAEmBEXME: SIIRIEEZNAREIEE /etc/krb5.conf #1 /var/lib/kerberos/
krb5de/de conf EE%Y#O ﬁ&j(#*: KDC J:Eljﬁﬁﬁ{n iSho 1ﬁﬁm% 6.5.5.1 _'-I_j'_ “@E
%HE?U%% o

3. el#E Kerberos #3BREE: Kerberos (R#FP1E EEARMRM B ERIAERIFTE EEZREHVEL
?Er_o ﬁ;é-ﬁéém'fm ) ]ﬁ%% %‘_ 6.5.5. 2 BE ‘iﬁ%?ﬂ%fﬁ” o

4, JHEE ACL XfF: HFMEEHR: TJLURTEEIE KDC LY Kerberos #3EE, ERfIEFRIT
WY E AR CNEIERE, Kerberos ERARIEHIFIR, HANEERFEERENERHITE
hiE), LUEHAESEIREIERE, Kerberos ACL XHFMIERR N /var/lib/kerberos/
krb5kdc/kadm5.acl, XMW, BHEEMN 5 6.5.7 7 “ILEITIE Kerberos EiE” o

5. i3%& Kerberos B : FMEER: RV EE—PEETARETNEIE
Kerberos, HMTEREN KDC ZEIRIIT ZEF. BXFAEE, BSE £6553 7
“CIEBEMR

6. [B5h Kerberos SFPIERF: ZTEHIFHECE KDC 34fE, B5h Kerberos SPPIER LUE
NI IEH Kerberos RS, BXRIFHMEER, B88E £6.5.54 71 “BEriKDC”

7. HZEHCRIEEH: TECSFE XK. BXFMER, BSEL 655317 “GlE
EE o
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6.5.5.1 HECEARSSEE

Kerberos fRZ2sMVECEFEIR ZHIT N, I NREEHIMEAZR L. DNS #1 DHCP E2&. 4
N EMEERRAR, SATUESRITF—MNERIATUE AR5 2 s Y PR ET o "FEE’\J/TPﬁ'J‘EETT—
MEEEE, XHIESHIRNETIRARE]; BX Kerberos BEERFMIEE, 152 MW https://

web.mit.edu/kerberos/krb5-latest/doc/admin/conf_files/index.html#,

il 6.1 : =ffl KDCEZE /etc/krb5.conf

[libdefaults]

dns_canonicalize hostname = false
rdns = false

default realm = example.com
ticket lifetime = 24h

renew lifetime = 7d

[realms]
example.com = {
kdc = kdc.example.com. :88
admin_server = kdc.example.com

default domain = example.com

[logging]

kdc = FILE:/var/log/krb5kdc.log
admin_server = FILE:/var/log/kadmind.log
default = SYSLOG:NOTICE:DAEMON

[domain realm]
.example.com = example.com
example.com = example.com

6.5.5.2 IgEHIEE

T—FEHIE1K Kerberos ARFREFFAE EMEENHIERE, REBUEEETEH, WEBATH

SEHIEERSIMNER (SRIRYEEMEMESN) . TBARMBITORER, FHEEMNE
EXHHIX R, XEEERERE KDC HEFTRAOLHRE, WRER—EHNET
215, WM—ABRENFT AN — TP H R —aiE,
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¥t Kerberos #%3E/% (/var/lib/kerberos/krb5kdc/principal) #{THim &M, BFR
BEMEFEXMH (iiF /var/lib/kerberos/krb5kdc/.k5.EXAMPLE.COM #) , &,
RENS IR B LA PR A ABR ] LURZ SRR, HLt, BR@TOCaIFARFELLNE, BN
TERG A RENEDHHEREHIEEREARIE,

B EEFXHMEERE, 15i51T!
> sudo kdb5 util create -r EXAMPLE.COM -s
TRETIUTHE:

Initializing database '/var/lib/kerberos/krb5kdc/principal' for realm
"EXAMPLE.COM',

master key name 'K/M@EXAMPLE.COM'

You will be prompted for the database Master Password.

It is important that you NOT FORGET this password.

Enter KDC database master key: @

Re-enter KDC database master key to verify: @

@ Typethe master password.
® BXEANOS
EHITIREG, EER list 8

> kadmin.local

kadmin> listprincs
TREIEBIEETFNS D IR, XA Kerberos RERERA:

K/M@EXAMPLE.COM
kadmin/admin@EXAMPLE.COM
kadmin/changepw@EXAMPLE .COM
krbtgt/EXAMPLE.COM@EXAMPLE.COM

6.5.5.3 GIEEF

HNECEIEM Kerberos £k, —MNEMEEXBFHEIE, S—MHTS Kerberos #HxHY
BIEAS, RIEEMNERZE suzanne, EHRITUTIRE:
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> kadmin.local

kadmin> ank suzanne

TREIIUTRHE:

suzanne@EXAMPLE.COM's Password: @
Verifying password: @

@ #EA >suzanne BIO%,
@ BXR#EN suzanne B9O%,

TR, @Z7E kadmin IR FEAN ank suzanne/admin, GIE&A suzanne/admin
HNE—DEMR, AR ZM adnin EERTENHEE, HEEEIE Kerberos HUBEREE
Biltiat. —TMEPAUERTARBENMNZIEE, SENERMEGRFFRMBRILARE
A,

6.5.5.4 25 KDC
[B5) KDC sT4F12FH Kadmin P12, BFSIBRITIFIER, B

> sudo systemctl start krb5kdc
sudo systemctl start kadmind

SIERFRERSSIIITENES| S8, BIASBaARS KDC (krb5kdc) 1 kadmind
(kadmind ). BHWIAUTHSEBXLERS:

> sudo systemctl enable krb5kdc kadmind

B YaST s EEEERB Ao

6.5.6 [EZE Kerberos B i

HEMRBHFFEMI (DNS. NTP) BEEREHBzN KDCH, BEREEFiRITEN. Ei
& Kerberos ®F i, 1BER TEMARNRMFNSGEZ—
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TEECE Kerberos BY, BILURAMMAE — £ /etc/krb5. conf XEH#HITEFHRSECE GBI
DNS #1TEhSECE, XA DNS ERERY, Kerberos MAEF=E1RA#EH DNS ieR&EH KDC AR
5. RABSKEERN, KE8 KDC RSBV ENZARME krb5.conf (FHESEN KDC U
A RNER B SR EI )

EF DNSHEERBILRTE, MESSITENNEETEFEL/VES, BERENTHES
&89 DNS IHERIH B E T8, &id DNS ECE Kerberos Wx=4REn#: KEHEEB @D
DNS FEERIFERIEMEEY (B ERBMARSELM. G DNSIERE) . BEXRERREM
LIRS BT, FRIETE krb5. conf AN IP #atmIEENE, SNEFHSEELSAXEHEEN

1Bt

6.5.6.1 FSEE

—FhEDE Kerberos A EYEE /etc/krb5.conf o, BRINLEMNXHPBEERAIT, TFE
ZHI, BEMRAAEXLD, krb5.conf HZNES (ESR) WM, SS9 BTEERES
FREVER D RFREIN, EF [this].

EfgE Kerberos EFim, 1B FTEMESEARMEI krb5.conf (EA kdc.example.com &
KDC BEHE) H:

[libdefaults]
default realm = EXAMPLE.COM

[realms]
EXAMPLE.COM = {
kdc = kdc.example.com

admin_ server = kdc.example.com

}

default realm 1TI&E T Kerberos N HIZFHAIAGE . NREH SN, B
[realms] RS ARNOMIANIE R,

ESMEE RIS RII—MER, 8RN AR INENG EN BT R, Fi0, HiEEIz
ZENEY, Kerberos FEEERIE L ENAIFHE- MU, HAE [domain realms] ZB53xd
tEH#TERE

[domain realm]
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.example.com = EXAMPLE.COM
www.example.org = EXAMPLE.COM

tbIERIM B example. com DNS HARIERE NI F EXAMPLE. COM iU, HERE
— N2 www.example.org BIFMEEENIAL/I EXAMPLE . COM {giRYRY F2o

6.5.6.2 ET DNSHECE

ETF DNS 89 Kerberos BEBEEAZFER SRV IER. EEM (RFC2052) FATIEERSIER DNS

RR, PIiER https://datatracker.ietf.org/doc/html/rfc2052 2,

3fF Kerberos M=, SRVIEEMBFIALRA service. proto.realm #&zx, HEA

B “realm” 2 Kerberos diE, DNS FREBAX D A/NE, FHItSEAXMECESGE

BY, Kerberos §FiETL 2BXHA/NE, service B2—PRER (HlanHEiRABXR KDC 5§
ASHRSNSFERRENEF) o proto AILE udp 3 tcp, BHIFFMTERSEHZIFX
AR

SRV HRICRAVEIRE D EE—MUERE. —TNE. —MmOSHM—1TENZ. KERH

E T ENHR=RNINE (EHRUNAELAES) . NEERTZRERTREENARS2EZIE

KIMAEFE, CHIFRREEN], FRUREETL7 0 BIF],

MIT Kerberos Ha1E X ARSZEHREEIX AT B!

_kerberos
EENXT KDC FHFiEF (BHIRIENEREENRS::) HWAUE, BEERUT:

_kerberos. udp.EXAMPLE.COM. 1IN SRV 0 0 88 kdc.example.com.
_kerberos. tcp.EXAMPLE.COM. 1IN SRV 0 0 88 kdc.example.com.

_kerberos-adm
TiER T IZEEERSUE, BEIERNT:

_kerberos-adm. tcp.EXAMPLE.COM. IN SRV 0 0 749 kdc.example.com.
BT kadmind R3#5 UDP, EIt&E udp iERo

588EXH—F, XBHRMET —MVEIRAEEFimERSE VAT EXAMPLE. COM
g, BMEEARE example.com DNS B9—&84%, @IE— TXT iIZRMHINZE
_kerberos.host name BIRIEIX—=, WTFFAR:
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_kerberos.www.example.org. IN TXT "EXAMPLE.COM"

6.5.6.3 AR RE

FRERBTRENES TNASNHEENERE, BIICEERMERIILERE. HiREE
BEIREN 300 GO . XEKRE, BRIEFNNERSAULARSFNHMER I, HE
&% A LUIRA 73,

HER NTP BZFRE XN, AILUSIHERIDARLG—DH, AILUTE /etc/krb5.conf Hig
BRfREE, SRR

[libdefaults]
clockskew = 60

6.5.7 HECEIxIE Kerberos EIF

AT EFEEEZIHIE KDC =5 GBI M Kerberos $UBEE RN EPRER, E4IE /var/lib/
kerberos/krb5kdc/kadm5.acl LAZ4%0 Kerberos BIRARSS 2 E A IFHILE = (A1 THILE IR
Eo ACL (AIRIEHIFIZR) XHLELAEHRNITHIEEERIMN. BXHT, &FEA man 8
kadmind R&ZFMD,

BB A RXAFFEAULT—1TREE SR T ERBUREERRR:

suzanne/admin *

BHEEFP® suzanne B AKECHEFR®. EB5) kadmind LUFEERER,

IRIMIERIZBENSER kadmin TREIZFEMIT Kerberos BIEFSE., B, NEM admin AR
B—ER, HEEES kadmin IRS2EHMERLLERE:

> kadmin -p suzanne/admin

Authenticating as principal suzanne/admin@EXAMPLE.COM with password.
Password for suzanne/admin@EXAMPLE.COM:

kadmin: getprivs

current privileges: GET ADD MODIFY DELETE

kadmin:
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£ getprivs HSREEBEWLAFN, EEHFIRBFILH T 224N
a0, EEXEIX suzanne:

> kadmin -p suzanne/admin
Authenticating as principal suzanne/admin@EXAMPLE.COM with password.
Password for suzanne/admin@EXAMPLE.COM:

kadmin: getprinc suzanne

Principal: suzanne@EXAMPLE.COM

Expiration date: [never]

Last password change: Wed Jan 12 17:28:46 CET 2005
Password expiration date: [none]

Maximum ticket life: 0 days 10:00:00

Maximum renewable life: 7 days 00:00:00

Last modified: Wed Jan 12 17:47:17 CET 2005 (admin/admin@EXAMPLE.COM)
Last successful authentication: [never]

Last failed authentication: [never]

Failed password attempts: 0

Number of keys: 2

Key: vno 1, Triple DES cbc mode with HMAC/shal, no salt
Key: vno 1, DES cbc mode with CRC-32, no salt
Attributes:

Policy: [none]

kadmin: modify principal -maxlife "8 hours" suzanne
Principal "suzanne@EXAMPLE.COM" modified.

kadmin: getprinc suzanne

Principal: suzanne@EXAMPLE.COM

Expiration date: [never]

Last password change: Wed Jan 12 17:28:46 CET 2005
Password expiration date: [none]

Maximum ticket life: 0 days 08:00:00

Maximum renewable life: 7 days 00:00:00

Last modified: Wed Jan 12 17:59:49 CET 2005 (suzanne/admin@EXAMPLE.COM)
Last successful authentication: [never]

Last failed authentication: [never]

Failed password attempts: 0

Number of keys: 2
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Key: vno 1, Triple DES cbc mode with HMAC/shal, no salt
Key: vno 1, DES cbc mode with CRC-32, no salt
Attributes:

Policy: [none]

kadmin:

XEZIEMNRKAEARENN 8 /i, X kadmin S AEIMNIFHAEE, BEEN
krb5-doc s, man 8 kadmin FMI,

6.5.8 BIZ Kerberos IREZE &

FERTAL, BIUGHET AP BHEIE. 85 Keberos RBANRSERERARTFIHAFK
IEECHNEM. Flt, MFTHPRENE MRS, Kerberos #iRE U MIFERFRAIAR
SZFEE, 5190, WNR ldap.example.com $&ftt LDAP ARSS, MIEFE—1ARSZEAE Ldap/
ldap.example.com@EXAMPLE.COM, {#IttARSEEFAIE RIS 4.
RSEFAEMGBRLYIEAN SERVICE/HOSTNAMEQREALM , E R HOSTNAME BENMTZLIREE
B

BHAARSHIRRT A

R SS HER T ARSS

host Telnet. RSH. SSH

nfs NFSv4 (32ff Kerberos z3F)
HTTP HTTP (21 Kerberos SHIIE)
imap IMAP

pop POP3

ldap LDAP
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IREFEEMWTFRFERER, BEE—LEAEN. AREARSRSEAHZENEEEINET,
AIENZAZ ORI, SAF M KDC REXVERENEERN, MIFERAEOS, UFE
Kerberos BEBRZZEIR. MRAKEERKAE 8 /NNRIAIA SSH FHPIEFIREN— R FHTHY
ZiE, BaBFRAE,

Kb, FRBERS EENTBERNZARHEERM KDC —RIHRIM, HE#EETEA
keytab BUZAH#IX -, SSH SFIFREFERS B ZAH TR ERERAERE RN E
. BRIARY keytab XL F /etc/krb5.keytab H,

FEJ jupiter.example.com BIEFNARS EME, IBEER kadmin KIFHAERIANLL T 6p

Q!

> kadmin -p suzanne/admin

Authenticating as principal suzanne/admin@EXAMPLE.COM with password.
Password for suzanne/admin@EXAMPLE.COM:

kadmin: addprinc -randkey host/jupiter.example.com

WARNING: no policy specified for host/jupiter.example.com@EXAMPLE.COM;
defaulting to no policy

Principal "host/jupiter.example.com@EXAMPLE.COM" created.

-randkey IREEBEAMEXIZENOSL, MERET kadmin £—MHENZH, ZFAUEXE
FRAXMISE, ERAALEARTRTERFRE, ERITEVN— RS EEF,

&fE, HMINERHREGFMEEDRM keytab X /etc/krb5.keytab H, XX HHEBLRA
P8, FUEHIE root AP ZEE7E kadmin shell FHITUA TGRS

kadmin: ktadd host/jupiter.example.com

Entry for principal host/jupiter.example.com with kvno 3, encryption type Triple
DES cbc mode with HMAC/shal added to keytab WRFILE:/etc/krb5.keytab.

Entry for principal host/jupiter.example.com with kvno 3, encryption type DES
cbc mode with CRC-32 added to keytab WRFILE:/etc/krb5.keytab.

kadmin:

SERfE, MRRER kdestroy $HE0EE LR kinit X188V admin EiE,
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6.5.9 Xt Kerberos B PAM ¥

ZE . FRENRESIEAF
R2EH Kerberos ECERJRES R (B3F root BF) IEERSA 29N ERFLEHIMX
&R, BERIETEAMRYE pam krb5 EHRMEIIAERN PAM BBEXH 5, ¥

ignore_unknown principals <7 0% pam_krb5 &3k,

> sudo pam-config --add --krb5-ignore_unknown_principals

XSFET pam_krb5 BERBERIEIR, MARE, KAMEBRERK,

SUSE® Linux Enterprise Server BEMfi 7—-27 pam_krb5 B9 PAM t&3R, ZiRRZHF
Kerberos BRMOLEH. su FTHEERNARER UK GDM EEFERNAEFIUER
tiRR, SR, EFZERAFRAOLERSHIIENREFARERININE Kerberos EiE
WErEZS, EALUERLIER, EX Kerberos Bt E PAM X#%, BFERATEMNGS:

> sudo pam-config --add --krb5

FR&S¥E pam_krb5 HEIRFMBMER PAM BREX 4, FHHRUERNIRREERIZIER,
ENEHIEE pam_krb5 HERAI, EREXMG /etc/krb5. conf FHIEEIANAERRINE
PAM, Bx4875, 5@ man 5 pam_krb5 RSZFMIT,

pam_krb5 RRANGIHFER A FIESZ Kerberos EHRENT D AR SHRIENMERS. X
—RER, EERRITIE.

6.5.10 FEZE SSH #1717 Kerberos B4 5a1iE

OpenSSH 7EYARZS 1 #01 2 F11935 5 Kerberos B30I, TEARZS 1 H, S@EIEHMIGER
%5 Kerberos Z#E, hrds 2 FEBEEIEFEMA Kerberos, MEMK#T GSSAPI, ENiBRAR2IRS
APLIXZ—MAR4EE T Kerberos 4RTEEO — HigitBEMERBEMSHIIIERRFE, T
ILE R Kerberos. AHZFIAINERS (30 SPKM) EREMAS, BR, BEHI GSSAPI FEX
2#% Kerberos,

E¥ sshd 5 Kerberos A IEECS R, 18448 /etc/ssh/sshd_config HIgELU TR
T
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# These are for protocol version 1
#

# KerberosAuthentication yes

# KerberosTicketCleanup yes

# These are for version 2 - better to use this
GSSAPIAuthentication yes
GSSAPICleanupCredentials yes

SAIGfER sudo systemctl restart sshd EE5) SSH SFFIEF.

E¥F Kerberos INES hYARZS 2 —E(ERA, FETZFFIREEAE. BERSSCENEREXH
/etc/ssh/ssh _config HHITILLIRIE, HEBEIHIE ~/ . ssh/config EETHAFP LS
AT, EXFMBERT, EBERIED GSSAPIAuthentication yes,
EIERIZBESEF Kerberos S IIE#1TIERE. £ klist RUEETHEEURER, A
[5%#3 SSH RS 28. E3&FIEMA SSH thilhikas 1, EEMLSITLIBEEED -1,

O =7 858
/usr/share/doc/packages/openssh/README. kerberos X#4EiFdNAT
OpenSSH # Kerberos B2 B,

©) =R MRS 2 WEMIES
#F GSSAPIKeyExchange #l#l (RFC 4462), IHIESIEEMAIRIRENZEH, BXIF
SR, EE MW sshd_config FHDT (man sshd_config),

6.5.11 {EF LDAP #1 Kerberos

Kerberos 1= S 7303E, M LDAP MIAFENMIRIR. XA MRS I UL S T
MBI T LERE, 389 Directory Server ZIFURRBMANINZELWE: SSL/TLS EiE. Bob
TLS &M SASL S50, BRI HIIENEZLE (SASL) 2R F#1TEMIIERIMLS Y.
£ SUSE Linux Enterprise Server BRI SASL SEIE cyrus-sasl, Kerberos B33t
IHEREIE cyrus-sasl-gssapi BHEIRMHM GSS-API (EMEL 2RSS API) H1THY, 389
Directory Server i@id GSS-API {8 Kerberos EfEx =& #H 1T HHIIERMNZEIE,
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&8N SASL 1E%E, e LUERRRNAGIRRSB[IVERF NS4S, 7E Kerberos A, S50
IEAITRAERN, XRREARXE 389 Directory Server IWIE T B S F 147, 389 Directory
Server XEWAERIETENEMR. BAMES, XRTEESFAENRSHMAEREELE
RIREHLAR S #1TiEH .

797 & Kerberos BEfE4FE E 389 Directory Server, i5RIE—FEK Ldap/
ldap.example.com HIFEFNZE keytab, 389 Directory Server FAR#ITHHIIERZ19
ZILEH keytab IRt4A HthARS328, 389 Directory Server i@id KRB5 KTNAME HFiET 215K
keytab,

EREIZTE, FRITUTRE:
1. - sudo systemctl edit dirsrv@INSTANCE

NRIE 389 Directory Server SLBHIER T RAINRHR, B INSTANCE &
localhost,

2. AMUATFEHS:

[Servicel]

Environment=KRB5 KTNAME=/etc/dirsrv/slapd-INSTANCE/krb5.keytab

3. keytab XHE AT 51T 389 Directory Server B9tk (540 dirserv) iEEX:

> sudo chown dirsrv:dirsrv /etc/dirsrv/slapd-INSTANCE/krb5.keytab
> sudo chmod 600 /etc/dirsrv/slapd-INSTANCE/krb5.keytab

6.5.11.1 ¥ Kerberos {535 LDAP 5EC{EH
ERHAEEVAZIEIRNEE, BERES 65537 “GIEZA" PelEMNER:
> kinit suzanne@EXAMPLE.COM

E1E GSSAPI S IIERTEE T, 1BIE(T:

> ldapwhoami -Y GSSAPI -H ldap://ldapkdc.example.com
dn: uid=testuser,ou=People,dc=example,dc=com
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GSSAPI {8 ccache @ 389 Directory Server AP 57, TEAFRMHEEOS,

6.5.11.2 BZE SASL B{7hhst

TERMER SASL 4B EIERAET, 389 Directory Server 23§ SASL B4 ID (BFHERIRS S
HITEMIIE) BMRETEIARSS 23 P7EAERY LDAP I, /8 Kerberos BY, SASL FAF ID EEUT
M userid@REALM, 50 tux @example.como ZFGIL ID #4279 B9 Directory
Server 1519 DN, fjl40 uid=tux,ou=people,dc=example,dc=com, 389 Directory
Server ARZ¥E BAREMMH TEIAMES, R, ETURIEEEXHMEY, Hi26.1 “EiF
REY” 1HBA T SIS A B RRGY . W{RTAMBREREY , LAKUN{RICIEE B E X RS,

Bi2 6.1 HIERE
1. Z5HIMER SASL BREY, FBITUATa<:

> dsconf INSTANCE sasl list
Kerberos uid mapping

rfc 2829 dn syntax

rfc 2829u syntax

uid mapping

2. 2RRBG, BIETU TS

> sudo dsconf INSTANCE sasl get "Kerberos uid mapping"
dn: cn=Kerberos uid mapping, cn=mapping,cn=sasl,cn=config
cn: Kerberos uid mapping

nsSasMapBaseDNTemplate: dc=\2,dc=\3
nsSasMapFilterTemplate: (uid=\1)

nsSaslMapRegexString: \(.*\)@\(.*\)\.\(.*\)

objectClass: top

objectClass: nsSaslMapping

3. (REEN dc BERMAMGE, FARFAEER. ZMFFIRSE MREFESE) , 1B

BT T

> sudo dsconf INSTANCE sasl delete "Kerberos uid mapping"

Deleting SaslMapping cn=Kerberos uid mapping, cn=mapping, cn=sasl,cn=config :
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Successfully deleted cn=Kerberos uid mapping, cn=mapping,cn=sasl,cn=config

4, EQIEIIRGY, BTITUA TR

> sudo dsconf localhost sasl create --cn=bhgssapi --nsSaslMapRegexString "\
(.*\)@EXAMPLE.NET.DE" --nsSaslMapBaseDNTemplate="dc=example,dc=net,dc=de"
--nsSasMapFilterTemplate="(uid=\1)"

> sudo Enter value for nsSaslMapPriority :

Successfully created bhgssapi

5. EAU TS ERHEIEIRET:

> sudo dsconf localhost sasl get "bhgssapi"

dn: cn=bhgssapi, cn=mapping,cn=sasl,cn=config

cn: bhgssapi

nsSasMapBaseDNTemplate: dc=example,dc=net,dc=de
nsSaslMapFilterTemplate: (uid=\1)
nsSasMapPriority: 100

nsSasMapRegexString: \(.*\)@EXAMPLE.NET.DE
objectClass: top

objectClass: nsSaslMapping

FRAXLEHRS, BAUXRERETENAR, FEESEMMSEIRRN dcE, AIUE
2, #RNEE 3 de A, FELEGAMSRES LU (EXAMPLE.NET.DE), MR
iES EXAMPLE.NET X#R94T1E,

6.6 Kerberos #1 NFS

REZENFS RSB UFERRIN “BENSE” ERXANZ2M (FFA sec=sys) FEF
Kerberos =1 FEZLMEF (sec=krb5. sec=krb5i #1 sec=krb5p) HIEEHERK
SHXHRS, sec ENEENFFiH EESED, —MELNERZEEE NFS HKHES
sec=sys B&fER, ARERLISLHE Kerberos, EXMIBERT, RSZEBAIESEE NRET
X1F sec=sys UNEHM Kerberos K5ll, EHRFIERFiInGE, ESEM sec=sys &#F, M
MEMEENZ LM, FiRE Kerberos RIS ER1ZER (MMREF#HTT) . B2, NMRERT
Kerberos, NFS{TAN—MUNATHITEARSBMAR, BRE 7THRHBAIMERIEN
B, EBIE 6.6.1 T “HMEEE"
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=% Kerberos RFIRTAENZ LK. Z2UHE, MENBEESMENLIERZRME
%, TEITXIXt NFS SLitE Kerberos BY, &G ST HE— I EEZREE.

krb5 (NIRHE NI, RSVBIEELIXTIER, MEFHBIERSBLXTEE. EFR
RNIERFEENABIRMEL LM, FFEYIEMLZHIONRENREE TS U A R g
BERN/HEE, UHIRRSSBNEFin, i1 FeEEROEEEE NS S KB IIERN AP R aE
EENHERBERI Y, BMIEIC L, FASELFHEIELE,

krb5i $MFrEEHERMNITEMSRE, FA krb5i B, XEBLAERETMERREZE, H
A AEEMRBERIRNEIE, ALrEaE2IPmENEAXXHNRAR,.

krb5p AMHMEEFAM. RTINS MRIEMTREEREIN, EHERTEME, XHERT

EHRNEEREPIHESRSSBZERMETHE, BEREEEMNEEFTRIEMEE. ETMHE
Bt iZENE B 2 Kerberos TR R —Na)&,

6.6.1 fARYGEZE

sec=sys 5 Kerberos 4R 5| 2 BIN— I UIRREEINTHERSEHRAREEX. £
Unix A Linux 7, 8MXERFIAIEKREBREFENHEE, ZHERTENHAFAS, #88
BENBRBEENZS M FEH, WXGHRIRRREENAMR.

EEMAEKRD, FH sec=sys ¥ user-id. group-id UNRZEE 16 MIFEANTIRKIXE!
AR5 28,

MRENAFZ 16 MA LR FTANK G, BINAR=EEX, HETEBBE R TRAPAR]
LURRIRY X 4RI geTe &8 NFS iRl. ALk, A NFS WARZ LS S@ I XM A EZRE B
FIRHEIRRZ 16 M 7E4A,

WMERAFIZTT newgrp < IIETT set-group-id 27, FHEZSSHIEFA UERAFFREN
EFIR, MXLBEIRIENERR, HiEME NFS ERRELEMNPR,

M Kerberos BY, ERPARELZEAEE. ISFIRAF (£ Kerberos “EH&” ) , MR
SR/PITERRAEZEENAF ID MASR. XEKE, NRAFE 16 MU LA
51, NMISERXLEHNREERBEGHHRNR, BHhERE, NRAFPEEF i P
group-id, IRSVBFAEIRIIXMEN, HEEREIHINRNEFISEEMNEE,

BE, TRMUNESANIAR G EPMEAYSHEES HEREERIFR, MIEEHPRE AR
KAWERE, RAXMBERRER. Fid, EEER Kerberos b A EIRR N 1% 7 #FX
MER, HBRREFEME—,
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6.6.2 |EBEMPIRZEME

FIFH Kerberos IRE L2 FEEFERMIMNG CPU BIRRMEMBEZHE. FEZ/VEIMY CPU

HREUNERETAZECRTAANEEMNBERF. NRRSSEXAEFHERRTHHAN

CPU &I&, TEM sec=sys tJ)itZE] Kerberos B, AIRESHIABL™EMMEETE. NREEE

FH CPU BE, NIXFMIERIREF2SHERELEL K. HHEMEFA Kerberos FTEMAIFZM

KN —H R EBERE LN 8 EH,

B LURE S S EC B AT R I U PR EIRMRRIPRE. sec=krb5 F=4ENAEMNIZAERT
sec=krb5p , BUWIEIFTR, BAREEFRBANLZ M, FMM, EATLIAEE R Kerberos M

RIEEMNOLTIR, MXAEESRKET CPUKNER, B2, RAMEREIELIEEN, KEH

ZTEEEE, THENXEE,

¥ NFS BCE /1A Kerberos BYRIBEFTERY B — M4 BEIRIES 2 Bl Kerberos B I8IEARSS 28
(579 KDC HZEAD &) BB M,

5 NFS G R ERSZBINNE, BESHEREMARSER Kerberos BYFTIG AR fa Zi4E

Bl BHLATENAR (Kerberos 1K) SIRSEUXIER (fIi0, @I iFE4E NFS fRS28

SHWXH) , BEPEREES KDC . WESIERHE, BERHSRESEIEFS NIRRT
(LLBTEREURTF Kerberos BRERAT, BEAMSEURAT ticket lifetime 18E) THFH—

FHIEEBHEN A&l

BB ] BERZIA Kerberos KDC ARS8 HNERZ R AMMIEERE.

S5HMZOMRSS (630 DNS. LDAP) SEMHBZMELRS —1F, AR MEEESTEF hE
EbiR E” RIARSS 2R RENSTE R IRE RATIRMEUERYAI A%, Kerberos AFERAZMNAEB RIER
BIRY KDC AR5 RSHITEIREZRE, Hit, ERE. BRYEEVIERERFHHRSSENT
RELER, WRENEF IREEHMIIN Kerberos FRSZBHIIRENFIRNENERY (53K
IXigrE) ER7KTF 53 & DNS KM DNS ARSZ2FRINAERIA T, SRXMZEREIT, HAlRA
TEARRNMEEERRER /etc/krb5. conf XHEXMERMOE,

FF*f Kerberos KDC BiARIAANIAE, REESIENE, AHAPTEIMA—NRE, i
RET AHRTE 9:00 B 9:05 R, NARS[EDHREIRIERBASLLEFREEINESS

%, Kerberos fR5328 LM EFIRERIET LDAP fRS328, BRRERELNER. BRASEN
HENZRAME LDAP EABIHERIA TRMEL Kerberos B2, AGEMM4REUBESRKESHE

N =1
l\—:t‘ﬁ'io
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6.6.3 F KDC. ZPEHMEEXRR

Kerberos KDC BI— 1M AEZ D ANIRSEEMBE, HIMIOLSERMFTAFANEIE, XERE
DAERNE KDC E#1T,

XEFEHAXAESURSHINRLE, AMAZFEERNEENH, ERELIATALSE
AR, eIEMTAFEROLARMN, HEMRS—IKmNE KDC BERSEINARAT A,
MRALDHTAEMBUEH BHERMEEE T LRASOEEERES, g2
Kerberos 18 (WEMEEFROLE—) AIREIBLLBEFNMEZ XFSMIHSEUT A
FECHIE KDC, BEEEZENEEEEXRR, —MARBAR RS —MAFHEIR.
BRHZE, RENMNAGRAZERA— 2/ (6130 EXAMPLE.COM) Fzsthis (40
ASIA.EXAMPLE.COM. EUROPE.EXAMPLE.COM) , tIReBEEENEES M AME, HE
Stk ENEE2RE, WEA—MRZEEHFEEETERAITRNEE, HFEEMER
HAILUSERRSELREERE,. NABRNER (GIINZARSREIXXH) B9EHHRINR
BURTFFAANAFR REHARS, UK NFS XHARSSBRHIINEE, XAEARAERTEIER,

6.7 BEZER

MIT Kerberos BIEAMILERE https://web.mit.edu/kerberos 7, EEIFEIZLREERIG X
Kerberos I EMBEXZRIRAVHEE, B1E Kerberos &, AR MEIESM,

Brian Tung & Kerberos — MEEIAEZEZE—H (ISBN 0-201-37924-4) {RIE TR ANF2E

JE_ l%\ o
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7 Active Directory 245

Active Directory* (AD) @—IETF LDAP. Kerberos F1EMtARSHIE RIRSS. Microsoft*
Windows* fEREREERIR. IRSMAR. 7E Microsoft Windows 48, Active Directory
SRHAEXXEXNRNER, REXNERNGR, HEHHITSRE&, SUSE® Linux Enterprise
Server a[iLIEMINIIE ] Active Directory 13, FHEER Linux I EHNEREI Windows IFiE
.,

7.1 5% Linux #0 Active Directory 15

EFEMAINE Active Directory 1B Linux P iin (EZE 7 Active Directory P is) , BILL
T & T4 A9 SUSE Linux Enterprise Server Linux & P isFr R REIR AR FhINAE

A SMB S HEEXHME R
GNOME Files (LAHIFRA Nautilus) Z#FEd SMB NS HEEHE,

A SMB £EXHNBF
GNOME Files Z#[E1E Windows AR FEHEZ B R4,

ihiR)H421E Windows IRSZ 22 ERM AP EUE
1812 GNOME Files, AP A LLAIRIE Windows FFP#3E, FHrILATE Windows ARS8 E
‘RIE. QBB HESBR. BRTEZ M ANEOSEREIRREHEE,

RS 53 3850
BMfER P BiAla#E Active Directory RSS2 THMRAMIAER, BAMIIAIE
Linux I+ B EERH LR E AR,

Windows O<EX
Linux FREJILE Active Directory Sz s (58I ITIFAETE Active Directory FEY AT O
LTHR, ETEERNITHEZFROSCESCHRHIERENEN. EETLUERA Linux

AL

passwd @<i&E Windows 0%,

&3 Kerberos WM AEFH#HITEAER
WL SEN BIEFEXIF Kerberos (Kerberos 1) , XEGE 1R LUBEM 9 EF 42
BHMINIE, MTEE Web iRS2E. RIE. BN ARFHEMUBEFMAOS,
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Q EE: @ Windows Server* 2016 FIEZARAEIE Unix /B
3
7£ Windows Server 2016 F1EShRASH, Microsoft EpRT IDMU/NIS 5526, H—
FHEBRT Active Directory FAF T EH] MMC BIRETTRY Unix B 14HiEH
B2, SARTE Active Directory FHFAITEN MMC EIRRTHRBR T &40k, Neha]
LUFEHEIR Unix B, BXIFAIEE, BB Ihttps://blogs.technet.microsoft.com/
activedirectoryua/2016/02/09/identity-management-for-unix-idmu-is-deprecated-
in-windows-server/ 7,
&, JLMERTIE 7.1 “EREAPEZFEENA Active Directory 12" FRFFRMI A ATE
ERmRENIZE (BAMS, B8RP E6.0 .

T—TEESIEPMRARSHINENRAE R,

7.2 A3 Linux Active Directory Z#FHEREE

WZRAGAGETELHIERE, LUEE Linux TR IHEREIIIAER Windows Active Directory
i, LUTFJLTHESHIAR Active Directory fREZ283FF R iR B X REHFHKEHZ,

AT SERRSHETRE, ERHEDFESRSFBHZER ML

LDAP
LDAP B—MAEEBEREEMMALILEINN. BE Active Directory B Windows 151zl
3P LUEA LDAP thilCRERFIHRIERER. ETHAEX LDAP NIFHEE, 155
WEES5E “fFHA 389 Directory Server B LDAP” ,

Kerberos
Kerberos BRIERISE =A BN INIEARS . HFFEEFIRIEE Kerberos B — & F i
R F DRI, MMz Kerberos (LB R E R (SSO) R 2E. Windows 2#F Kerberos
SChE, FEIEMER Linux B imt el LIER Kerberos SSO, A% Linux A Kerberos B93%
MES, BHBIRE 6 = “FH Kerberos HITMEESRINIE" o

IRIBEEEAI YaST 12301 E Kerberos BAIIE, FHRARMZE F indh 402k~ #5149
I ERE
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BT SSSD Mg REE

* sssd FIFREFZLERDEZOE7D. BERIES Active Directory BRZS528 Z81RY
[FIE=PE:RaIM

o BINERTARSESR, AIfEMA sssd_nsso,

o EXRPHBITEMIE, AR PAME pam sss &3, Linux % L Active
Directory HFRIFAF B REIZEH pam_mkhomedir 2,
BXPAMBFAEE, BBNE 25 ET PAM HTEHIIE o

EF Winbind (Samba) BIfRA

° winbindd SFFREEFEIARRSRZHZOERD. BEAIES Active Directory ARZ528
ZIBFR B &,

o BIWERIRARSZES, BIfEM nss winbind,

o EXHFHITHMHBRIE, nIfFEA PAM B pam winbind #&3R, Linux FF ik L
Active Directory PRV R EBREIZEH pam_mkhomedir 203iE,
BEXPAMBFAEE, BBNE 25 &Y PAM #HTEHIIE o

7.1 “EF Winbind B Active Directory S50V NE" RIBER T ETF Winbind BY
Active Directory S IR EEZLAH

98 A Linux Active Directory ZHHERER SLES 15 SP5



PAM IR 2R
(gdm. kdm. login)

kerberized

R RiERF

l

NSS PAM

=

LDAP. Kerberos
MEH Kerberos
MS B

Windows t5 132

(Active Directory)

7.1 . EF WINBIND B9 ACTIVE DIRECTORY B {318 FHIME

B] R0 PAM (R FRTERF (FNERFIFEF GNOME 2REIES) |5 PAM K NSS BXRE, LUE
¥ Windows RSB E#1THPINIE, 25 Kerberos BHISIEMNNAIER (MIXHEIEE. MR
NI EBFHMGERFim) FH Kerberos SR EIEEFRIGIRIAF K Kerberos E1E, HIttZE
SSO MEZEHILARER D -

7.2.1 3HAON

EHIMANEIEFR, IRBSBMBFPIGRANLLZEXR, EFFiE L, EERITUTESRKMA
Windows 15354 2812 1AM A LDAP #1 Kerberos SSO IFi%, EBMIMNTIZEH YaST KR E
BIRRAME, ZIERAIUERESIEPETHEE RER A IBTT:

1. $EIT IR LDAP #1 KDC (FRFALEFHEHL) ARSI Windows 3T HI28
2. AR FIRIITBENKF 27T B RBRS P EIER,

3. BPIRNTIARERTRIE (TCT) BRRSHEMET HAH Kerberos SEIEER. &
PISBEIL TCT RIKSM— S NTIE, ERITUBREMRS, MR RRS ST
LDAP &if],
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4. NSS # PAM ECEZHITIHEE, & IRREXITHIZE#H1TE M.

FRIRSISIIEFR, FE5) winbind SFPIEFHILRITENIKF RI#)4E Kerberos 2
#E. winbindd BEIRIHFITENEEURSEEYN. AT RERSFINIKASREE, winbindd EHH
BT HlER.

722 BERMAFREBR

GNOME B REIESS (GDM) BELI B, A FRIE Active Directory 138 R, BRI LUERERE
FRETENEMANEEE T HEIEHSR B L5 Z ML EERRNAEEZ—

W% 7.2 75 B Linux Active Directory ZHHFHIHESEE” MR, AR BHKIEEZ1 PAM
EIRERE, MREMEIR, FIRAEBERNBAF S TIERNERER, XEHEE PAM &
ERZFFNAZE (GDM. 1THIEH SSH) TEERITRHAY:

Password has expired
BREE—FER, RBAOSEZRY, FEEN. RASRTWANOS, HEHOL
AFERBEOLHKE (FINO<SKE. XERHEAT) HENAF. NRAFNOLE
BRI, 2ERRE, #ABNHOL,.

Account disabled
BR&BI—FERER, SHNEKFERA, R5RAEELAKR,

Account locked out
BR&EI—%EzEE, SHMEKFEDE, E5RAREERKR,

Password has to be changed
RAFAIUER, BaRFEEROSRRMMSMENRLT . RESTSEATKIFI=RE
tHo KM=, ARELEER,

Invalid workstation
MRXAFAFRERIFENTIEL, MZa7 SUSE Linux Enterprise Server i+ B HRTE
L5, MEHM—FHES, SHLEARPTEMLETIFLEER.

Invalid logon hours

MRRXAVAFRELIEREER, SZAFSHAFRIENEERE, SER—FHES,
SHARENETEER.
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Account expired
B AFERAPKFIZEERMEE, NMRZAFSHRERNEER, BeF3—FE
B, SHHKFEXRM, TeEATER.

ERINM B9 50IEHAE], &P imM Active Directory B9 Kerberos BRSS88 R FA S EZIRIZINER

(TGT) HEHEMERFPNSMHEIEETFP. EXRAUERFELIT TGT, MEFAFNRE,

SUSE Linux Enterprise Server X Active Directory PRt Aitt F B R HF, MNRKE 737
“79 Active Directory BEE Linux = P im” ARFTREE YaST #1TTECE, = Windows/Active

Directory AR EXRERE Linux P IHEY, RASCIEZAFRFEFER. XEFEHRMINISITE

B Linux AR EBRME, BJ¥IIF Active Directory 13i3i=HI28 T1E.

FRAMAR EERILUARILLTEN ERRF#IE (BN Active Directory RS 2867 FFiE

1) , FIER Linux BP mEEEE NHITIRVLE DI,

1.2.3 DAIRSHRISSZ

NEFEFRRRAF SEEBRERAF (Hli, TIEME, EEEMAEZNERTIE—
EZRYiED) o AfFERAFREBERMAERNITEN, EEBAENEFERE winbind SFIRI2
FF. winbind SFIPIERF BMMETERIA RS T EB eI 58 % SLhE 0 S 3 kg. TIRERAMMER=1HRE
FHRHE Active Directory FECERIREEME RN, RNZIHRIALTRERES, HINTE YasST i
FY R EEIERPE TS Ao

HIgITHIZR T AR RIRSE, AP {NeERFEZEZ RSN BEY Kerberos R 118K
RIE (F8FE Active Directory BRBZ 284 5) , X5TE Windows F—#%, i HI23ELABY A B8
WIBOLSENR. 5 Active Directory AR5 S5l FEREY, P A GIRFMETELLARSS 28 L RVE
g, HTRSNET LA EEH THERXEZSI ATIMLET, SUSE Linux Enterprise
Server 2T AFMEBRIREE (GFINERAKARBRIFPER) RGN Kerberos i,

7.3 9 Active Directory B2& Linux & i

EZEFIHNIN Active Directory I5{ 2 Bil, HBEXNMEZIZEFHITHEUARE GRS EZNIES
R H,
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DNS
BIEME P it BB E N ER TS DNS i53K5% 4 2 Active Directory DNS BRS5 8869
DNS fRS328. T#E, BEITENEE NEH Active Directory DNS fRSZ831EAN R RIRSS
IR TR,

NTP
ERLIN#HIT Kerberos SAIE, HAVEMRIGER FiRHIEE, ALk, @FIEINERF
O NTP BB ARSS28 (Xt AJ LU Active Directory 35428 F3z1THI NTP ARS328) o
NRIERY Linux ENAITHIZE 2 BN HREB IS ERST], Kerberos SMEIEREE
K, BFIEFERIRTEAI NTLM (NT LAN B1228) BHRIEER. XA Active
Directory ##1TEY[BIRIFZ B LT, FEWLIE 7.2 “(EF Windows 18 5= A& TN
Active Directory 1% o

Bh At
BRI LEBE, B2EAMASE, SRATNERZOIME RS XIRE—ER
7o
EFEREFiH LA AIEIRE, B root BRERHBEH YaST BHAIEIEIR, HTFE
Mo MEOFIREFENEZOAHBLENL, EFNHXEHBREHENAENRE, 8
&% > TRREMIAIEIRE. BRAMAE, SRR ZEAAEETIENED, AR
BE T STRBRHTAIEERR,

Active Directory P
B&3E Active Directory EIE R NI T ¥t Active Directory IBERHBE K, TN
BRFEERENZH. TEB Linux ZFin_E{EA Active Directory AR ZFO<SERE
Active Directory 13,

7.3.1 FEFATERE Active Directory BY YaST &R
YaST 84 % 0] 1%#% Active Directory FYHRIR :

s AFEREHE: KBMNIRSE (BFNLDAP) MAF MRS (B A Kerberos)
LEEM, ATETF SSSD, FEAZHIBER FREEHATIA Active Directory 1,
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F7327T “FEHEPEZREBIEMN Active Directory” BB T HARIR,

e Windows 1#F;5%4#&: A Active Directory (EEf#EF Kerberos #1 LDAP)  LtiEIR
ETF winbind , B5&&BTFN0N Active Directory 15 (WIRMTURM NTLM SEMSE

=) o
F73.37 “FEH Windows I3 R ZEMANN Active Directory” AT LLIESR,

7.3.2 FEFAAREREIENMN Active Directory

YaST &R 7 5 R EIETIFTE Active Directory E#TBRINIE, b5, EREZIFUTHEXE
PIIEMIRRIRERZRE:

RRRLEER
o ZREE=ZFME: BIERBRMEES NSS RIEERF .
* FreelPA: FreelPA#1 Red Hat Enterprise S EIEIRHEIEF.

o BEAEFMRS (LDAP): — LDAP 12127, BXEE LDAP B AER, B0
man 5 sssd-ldap.

o Zsih SSSD SZIHFEUERE: MmMmZAHAF 8 SSSD RERHIZEF,
B{RISIEREIERF
o ZRFNFB=FNEE: BEINRIEEFHIIEFHEISF— PAM BFFo

* FreelPA: FreelPA#1 Red Hat Enterprise B EIRIRHIZF,

i@ Kerberos fg55: — LDAP i21tiERF.

BEABEFIESS (LDAP): Kerberos S{3343IE.
Zsith SSSD M{FEUERE: MMt Y SSSD NERIREIZS,
o IHRFIREFHIEIERS: EXEZERSMHREIL,

E{EF SSSD LUK YaST A -5 R EIERRMN Active Directory 35, IEHITLATIRE:
B2 7.1 FRARPEREIEMAN ACTIVE DIRECTORY i

1. ¥TH YaST,
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2. NRFLELUSRENSFER DNS Bah& I, 75K Active Directory 33#=#l28 (Active
Directory fRS328) IRENRFPIHMNBTIRS 23,

a. 7£ YaST HEEHMLIZE,

b. #EEFH12/DNS, REEZMIRSEE 1 XAIEFRHAN Active Directory 12569
|P ik,
BEHEfHERFILE,

3. £ YaST XEOH, BRlAFEREERR,
BIRRFERITH, HFRERER T EHBENNAENEREE, UhErifERNSHIEIE
o

YaST2 = =] x

APERERE
£ &

HEHEM linux-15za

HENTES (BIMTERE

IR (BIRTARRT)

IP #hht 172.22.1.72,192.168.122.1, 192.168.100.1, ::1, 2a01:4d8:2:22:50ca:1b50:4f2

St QUERABIAE

exnE || BEO

E7.2: ARPEREBNEEN
4, BFFRRE, BREENRE,
5. TAEMNIZIHK.
a. BEFNE.

b. EHIMAIAIEESR, IBEEREE, AEEERTRIES M EIENSHIIERAR
. NMEYEREFE Microsoft Active Directorys

HREER = 121,
BT,
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c. (AN%k) FETFT—PMHEESR, FJURERINEE,. T2, EUTBERTEEEME
B

o MRZAMENZ SiFITHR LISENENBFRRE: BEEHENNENS
EEL5 Active Directory 1= Hl23Fr iR BRI IT BN B FFELES, X IRFIETT
hostname &<, AEKEEIEHS Active Directory IFiTHIZsRIECE#1TLEL
o
WREARHERE, BTE AD F11% TI8E Active Directory BREFMENZ. &
W, ERENNXAIEBT,

o WREAAEFER DNS BehkIl: FEELEM-EMB Active Directory Ar5525%E
M#Ee MWRBEZMEIEHE, BLUESHREENR.

d. BEHREIRE, BREIHE.
MRERLEFAERG, TEVNMERLER DR, ARG, ENELREN
Active Directory 13z #2825 0] Ao

e. MR—YIEER, FT—MEFERENEETREEAM— Active Directory fz5528,
KR B SE N
EXENER, $ERE Active Directory BIEGMKF (GBE Administrator) B9
F&FO%,
AT HFRA Samba BRAHFENE, EEPESEZ 51 AD FBEEAN Samba BEE,
E#ITAM, BRERTE.
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YasT2

Active Directory i}

Active Directory Server

Active Directory Domain = s e
Workgroup s
Enrollment Status AN

(B3 DNS BE1&H)

HiN AD AP SHEIE (W] Administrator) BUEMS SR HIHER:

BR&

IAdministrator

E=

feesonens

v IRE3ERNE REY DNS i2R
B S, e Headquarter/HR/BuildingA”

U E2ES1 AD fERFERN Samba BE

B 7.3 : ;EmEEd

f. W, BYZEFI—FHRIAECERINEMIVER, BEHRETR

| mE©

Ao

6. ‘ItfE, ERAEEEAFEREOEERF i,

YasT2 = o x

) EEEEPER

FF#ERSE: BEL
AIFEARER
tEEER
B AR
AF
El:|
A Y (sudo)
BN FERIREN2E (BENER)
SSH A48
SIS (MS-PAC)

ARSI
I

| wms | B || EREEE

7.4 ARERERNERETD

£ - @

| wmo || wBO | rEER

o | RO |
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a. EAVFER Active Directory IRt NERHIEERENHEN, BERLFHAFE
Fo

b. (%) (Aik) EEAEZUERET, BUEEMEBUERE, Fl, BXxAIFHLER
FER sudo siHiLEMRIREH2E ] RS Bo

c. ER1FH Active Directory BFEIEFHR, BRAPCIEFER, AJBIZMHARIL
BEFXFERNBE —EFFiHL. TERSS L, IFFEHEESER:

o BEEEiTHE LEEEXBRER, BASTHAFM UnixHomeDirectory &
MISEENE, LI, BFRFEFLEEEEFEIEFEBER. BXE Windows
RERIZABSHEER, 1520 https://support.microsoft.com/en-us/
kb/248717 A,

o BEREXRFin LELEF BREBEHIEEIHITH SR LIRENBREABMAN, B
FA%EIN fallback homedir,

s BERP K LEETARREHEETFHRERBSERSHRIRE, 1B5ER

override homedir,

BT EiEhlss LANS BB 7 AXIERERE, TEHNAEE P mAmECE.
TEMOt= IR AR 550510 > BT, ARREY Bk, EZEORIERE
fallback homedir ¢ override homedir , ZREET I,

BE—ME. EFTBERER/ER /home/USER NAME , i5ER /home/%u .
BEXTRETENFMEE, BESWFMEA sssd.conf (man 5 sssd.conf )l
override_homedir #8453,

BT,

1. B84 "HE REFEN. BRIAETHNEERTIR. BREMEE, BREIHUH.

7.3.3 f£A Windows 1B G ZZ &N Active Directory

EFA winbind LU YaST B Windows 15 5 ZHASARRAON Active Directory 38, EHITIA
TiR(E:
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332 7.2 : {5 WINDOWS 35 R 513548 I\ ACTIVE DIRECTORY i3
1. /BN root BEFEHB5HYaST,
2. BEIMLERRSS > Windows I 5o

3. 7 Windows I5p G & RRAPAVAE TIEA, MNFEMMAN BERE 7.5 “HE
Windows IEA R ZEE” ) o WREEN LR DNSIRES Windows DNS ARS8 1ERSE
B%, i5LL DNS A= (mydomain.mycompany.com) i\ Active Directory 1§ %, IIRE
WAEFRE (BRI Windows 2000 ZEIEIEHE) , YaST AZAkHh NetBIOS & FRAEHT

(A2 DNS) REIKIEMAIIEITHEIZS.

Windows 18{F§ 51 5 1%

FRERE
HE T{E4E(D)
\WORKGROUP]

{5 SMB {5 83847 Linux SHIE()

<ReEE. |
BAsE
AEREHEERE)
INTPEE(D)...
wH) WHO) || BEO

7.5 . FfE WINDOWS iZmk 535 4%
4, B SMBIERT Linux B91RIE, BERERER SMB 52317 Linux B9501E,

5. EEEIA Linux i+ &AL LAY Active Directory BF QIR EB R, BEPESZII0E
FEHR.

6. TS50, 1L BIMETE Active Directory BRSS 235 YA A] IS & TR IEE
HIER FEEBE R,

7. E¥Ef Samba AFPHAR UID 5 GID EEl, IBERETRICE, XIEFERLL DHCP KR
WINS fRSS28. HELHBENMOET WINS REFETES, mMBEEXAM.
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8. E NTP ELEHIMNMERNAVARSS 282 FREK P #itlk, 3RJ9 Active Directory IFRECE NTP
BHEIEY . WRESTEIRILAY YaST NTP EEERRFPWMAN THNAVIZE, WARERITILE
p s

9. BHAEHER T IANER,

10. 7£ Active Directory BR5328 EiRfH Windows BIERMOSHEBEHTE (BESUE 7.6 “IE

HEEBRBMHRILE ) o

BRANAFRRMOSLUNASL .
EERMNG, BHXEHEEST,

AF&U)

Administrator

O<F)

IRERFIR (B)

BGH(C) HE(O)

7.6 . RIEEERSHEIL

B0 Active Directory 82 f5, FARE_ LNEREESRFITHEMTIELERIZH,.

O == =55
BB . local LA, FHFEARMMASL, M . local LENEHTESIHSS
#% DNS (MDNS) #8595%, 72 MDNS 1, . local RAHEHAMENE KRB,

Q i1B: REEEREBTMITEN
DEIGEERAKS (%0 Administrator) &Ef£3§ SUSE Linux Enterprise Server 1l
A Active Directorys

109 £ Windows 33k B3 =M AN Active Directory SLES 15 SP5



7.3.4 E Active Directory EZIRTS
B ELEE B MINE Active Directory EiHER, BERAUTHS:
° klist ETREHaAFRREEEEUM Kerberos Z4E,

* getent passwd EREHXFTERF AR LDAP #3E,

7.4 ERF) Active Directory 1

MRERITENEBE A7 Active Directory #1TE A IRIE B IEIHBE B EI Windows FBF 1D,
& @ eI LAEFR Active Directory S EIEEREITEN.. ZHEd GNOME, =HI&. SSH FfE
A E MBI ERAD PAM B BREF B Fo

O ==: BNsHRIT
SUSE Linux Enterprise Server xRS 503E, XHEFEMER Finit BV TR
S, BHAUERIEP, BXFEMAER, BENE 71237 “DRRSMEEEZE

7.4.1 GDM

E 3t Active Directory fR$52831T GNOME B iR EMN BN IRIE, BHITUTIRE:

1. BERYH.

2. EAFEXAMER, L DOMAIN NAME\USER NAME A&=EAIZHZH Windows BB &,

3. BANEH Windows 0%,

MREHITHMAEIE, SUSE Linux Enterprise Server 2T EA& TSP RIENENAHFE

i$ Active Directory BVREREY, EAMITEN LIZ—MRAFEER. X8, BEAIURE
SUSE Linux Enterprise Server B9 Active Directory 323¥, BRHEFREHN Linux it BHELIER
T1TEEEIRE,
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7142 ERaER

BT R ERZ ETIRE R E Active Directory P IR ENILSN, R UEREFXENIEHIE
ER, EERMFH SSH 28R,

EMNEH|SERE Active Directory B if, 181E login: IRARFFIA

DOMAIN NAME\USER NAME , #H{g#O<,

EfFF SSHiZfEE R 3 Active Directory B IRITEN, BHRITUUTIRIE:
1. TERETRAL, WA

> ssh DOMAIN NAME\\USER NAME@HOST NAME

\ BNERBAWTEAS— \ TS5
2. RIEAPE,

7.5 EoxO%

SUSE Linux Enterprise Server I3 P EE— MRS QAR LTERREENHOS, Eil
PAM R MIFIE RIS R LGRIOTHRIGE, HESRMNBIEERAFRSHAFRIKFBES
ZHENAFOLTHEERK, 5 Windows 121ERZ—HF, SUSE Linux Enterprise Server th&
ER—EERUTEEHER:

O<LHEIRE
OLHREKEERK

M2 &R

ASERE

RERINAERE TAREERE, OSERIEARH. OSKEHNRIBRENELT S REES
izl e,

GDM MHEXOLIMNRIGR, HURERERIETRANOS, ERIEREERENAL,
BRETEREOSER.

EEXR Windows 0%, BJLUERIRE Linux SCFFER passwd MELTEERSE 8 HIgFiZEk
B, BTN Windows O%, BEHRITUTIRME:
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1. ERIFHIS,
2. I passwd.
3. HIRTRERASHRIOS,

4. AT

=

5. ERAFBOLHTHIL MRHOLAFTS Windows ARS528 ERVERES, HEERK
BIEHRTERASZ—TA2,

ZM GNOME £EEX Windows A%, BIRUAT T BIR(E:
1. PEEIRAIBSHITEN BT,

2. EFEFIFD

3. EPABBDIEER T > B

4. WAIBO<

5. WAFHRIAFO <,

6. REXMEEFHXHE, NAIKE.

7.6 Active Directory iE BB ohER

ERBEEMEMLRZILE (823F SUSE Linux Enterprise Server i&%) REfZETIM Active
Directory IEBARSFMIES, MEAFRHAF T, LtIHEEH Active Directory HIZHSREE(ER
Samba #Y samba-gpupdate &< HITER,

7.6.1 1EHRZSEE LECEIET BEnhEfR

Windows RS2 Certification Authority. Certificate Enrollment
Policy Web Service. Certificate Enrollment Web Service #1 Network
Device Enrollment Service #ZMEEPETE Active Directory fRSBZ 28 L REBLIRE,
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FEER LU Microsoft A4V BBECE A SRBE BohiEM: https://docs.microsoft.com/en-us/
windows-server/networking/core-network-guide/cncg/server-certs/configure-server-

certificate-autoenrollment#configure-server-certificate-auto-enrollment <,

7.6.2 EEFIHLEERIEHEINIM
IR FASARRTA RS BAE R P i _E 2 FIEH

113

. &% samba-gpupdate 48, X=BnhEE certmonger. cepces F sscep

i, Samba A sscep TEHIEBMANIIREE, AEFERS cepces BEXIHY
certmonger FHEMENIEBIER,

. TAIAZEA™ Active Directory 38 (SeRiBRIRE 7.6.1 1 “7EiRSEE LREEIEBEDE

" RFTAECE T CARYE) o

. TEENMAN Winbind B9+ E#L L, @7 apply group policies = yes 173Kig&E

smb.conf £F&#,

. WFEMN SSSD B9itEH, IEM https://github.com/openSUSE/oddjob-gpupdate 7

%% oddjob-gpupdate,

ARBI AR iR LT U T e SR REEE B IEMECE IS B i

> /usr/sbhin/samba-gpupdate --rsop

NREBFRMFUTRABGEL, MNRASEREE:

Resultant Set of Policy
Computer Policy
GPO: Default Domain Policy

CSE: gp cert auto enroll ext

[ <CA NAME> ] =
[ CA Certificate ] =

EEF IR EBRBIEREEMR SLES 15 SP5
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https://docs.microsoft.com/en-us/windows-server/networking/core-network-guide/cncg/server-certs/configure-server-certificate-autoenrollment#configure-server-certificate-auto-enrollment
https://github.com/openSUSE/oddjob-gpupdate

----BEGIN CERTIFICATE----

<CERTIFICATE>

----END CERTIFICATE----

[ Auto Enrollment Server ] = <DNS NAME>

6. EAUTHLERERERIER:

> getcert list

Number of certificates and requests being tracked: 1.

Request ID 'Machine':

status: MONITORING

stuck: no

key pair storage: type=FILE,location='/var/lib/samba/private/certs/
Machine.key'

certificate: type=FILE, location="'/var/lib/samba/certs/Machine.crt'

CA: <CA NAME>

issuer: CN=<CA NAME>

subject: CN=<HOSTNAME>

expires: 2017-08-15 17:37:02 UTC

dns: <hostname>

key usage: digitalSignature, keyEncipherment

eku: id-kp-clientAuth,id-kp-serverAuth

certificate template/profile: Machine

IERREEIE /var/lib/samba/certs #, FARZEARETE /var/lib/samba/private/

certs #1,

BXEMEE, 152X man samba-gpupdate,
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8 I&E freeRADIUS fRE 28

RADIUS (IZF2HAIIEENBAFIRS) hiX—BELRE R TFEENEZLRNINERS. ©A
AREEW (FINEEXWARSREHEMFVNNEIRMEE) RBESMHIIE. #ES%IT (AAA), /)0
BWEZHRNABRI TZ. EXARMIREHITEMIIIE, HIXLRFPNIREERERIMNE

RS, HIRERSHNERLUHITITEMEIT, BFRREERET=1 AA Y, REFERAE

. BIE0, ERIRERRELRITINEE, MRAFTEZF RS MR, HE, BakERFE

SItThEE, BFRMIESCIHEMENRAREE,

Y AEEEN, FRSERENFEHMESERT MER, BREMA BN Y, BE&

BRTREMENY, MAELRSRE,

RADIUS ERHRAREMPIEIT, SWEIHIAMRSS2: (NAS) HHIRE. AP hREEEEE T H
%4~ NAS R0 RADIUS ARSS 28 Eo NAS 1REITZE AR IRV K T LEIEN R E MY
YIIEIAAl,

FreeRADIUS ;2 RADIUS BYFFIRSEI, HEREME 728 RADIUS fRS588. EAER, &Y
fRaN(E 20N FreeRADIUS BRES28. BRTFRAGIRE, EVRISERTMUEELEG, ETXK

BEERABERNEAXHY (BN https://freeradius.org/documentation/ 7) o

8.1 7f SUSE Linux Enterprise _EZZ&F0M5

UTHSBESE—NMARNNIR RS, ERIARSZS S UIEEEITHALZ S AESTRIEEF
B, EERT/LIBET BBFBREFERE,
BiELRRE freeradius-server f freeradius-server-utils e, AR /

etc/raddb/certs, FI&fT bootstrap MIZAFREIE—ANIKIES:

# zypper in freeradius-server freeradius-server-utils
# cd /etc/raddb/certs
# ./bootstrap

certs BRHH README X 4B & T AKEERHER, bootstrap BIxATmRE, LUFAIHZER
BhfR55 23

# radiusd -X
[...]
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Listening on auth address * port 1812 bound to server default

Listening on acct address * port 1813 bound to server default

Listening on auth address :: port 1812 bound to server default

Listening on acct address :: port 1813 bound to server default

Listening on auth address 127.0.0.1 port 18120 bound to server inner-tunnel
Listening on proxy address * port 54435

Listening on proxy address :: port 58415

Ready to process requests

MREERT Listening M Ready to process requests 17, REERSZSBREIEHE
ofle WIRARSZB[BAREE, BHFAREEE, RARPENTRELHERR, ATUFER tee Kia
& B B S A S

> radiusd -X | tee radiusd.text

T—FRRAENMNIRAEFimMEF RS P, ZEFine RADIUS iRSZ2BNEFim, 3
MTLEIEN RN, BFIHRE /etc/raddb/client. conf FEEMN, AXAFRE
/etc/raddb/mods-config/files/authorize HEZEM,

FTFF /etc/raddb/mods-config/files/authorize HECHIRUTIT:

bob Cleartext-Password := "hello"

Reply-Message := "Hello, %{User-Name}"

/etc/raddb/client.conf FRETIMIXAEZEFim client localhost, EAIZEA
testingl23, yTHB— 1&g, HUIFENAEF bob B4R radtest s ER:

> radtest bob hello 127.0.0.1 0 testingl23
Sent Access-Request Id 241 from 0.0.0.0:35234 to 127.0.0.1:1812 length 73

User-Name = "bob"
User-Password = "hello"
NAS-IP-Address = 127.0.0.1
NAS-Port = 0

Message-Authenticator = 0x00
Cleartext-Password = "hello"
Received Access-Accept Id 241 from 127.0.0.1:1812 to 0.0.0.0:0 length 20

BINERE, radius -X Kigf2ERUTAHATHER:
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(3) pap: Login attempt with password

(3) pap: Comparing with "known good" Cleartext-Password

(3) pap: User authenticated successfully

(3) [pap] = ok

[...]

(3) Sent Access-Accept Id 241 from 127.0.0.1:1812 to 127.0.0.1:35234 length 0
(3) Finished request

Waking up in 4.9 seconds.

(3) Cleaning up request packet ID 241 with timestamp +889

I, BINEFNE—aENERETERMR. ERKANHITENRY IPtilt, @IEY
HARHEEL clients. conf FRILITE, 7EARSSH LIE—IEFIKECE:

client private-network-1 }

ipaddr = 192.0.2.0/24
secret = testingl23-1
{

ERPIFITEN ELRE freeradius-server-utils. =iXfFA radtest @< LL bob H
BIMMNEFIRER. =FFEA RADIUS ARS8 IP HiltmIEEHNZ, EH IP HtAIARIRESE
R

> radtest bob hello 192.168.2.100 0 testingl23-1

MRMAEREKK, BHEEFRBEREUTHEREEEWE, EPRAET ZNIEAP RS
Fif. BEXHHEEAREERER, BINENHRAXLEN S, MMLERRIFRHERLT
BIEREFECERY, 1EERR /etc/raddb/certs FHFAENRIEBHBEES R AEE ST

B, FREFRENRAFRMNZERR, AR ctrl -c {21k radiusd., FILAER systemctl
B2 radiusd.service, MGEEEAEMRS 1,

BT RUNMEEML PR FreeRADIUS BRSEZ 28, 1B M https://freeradius.org/

documentation/# # https://networkradius.com/freeradius-documentation/ 2, Erigft

TRANNSEEEMIREER.
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fEA cryptctl WHEENRARFIFEXNE 145
FRAFREE 157

PRI cron M at 175
Spectre/Meltdown Checker 178
fEF YaST i ER 21 E 181
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0 YEZRet

ML N TURARENX T, Linux £EFRSBB|BULBTMBNSEROZA, IEEIR
ERENART R, EHAIUZEERSISMAROL, RERHENBERME,
te5h, EEZ N i

o HRLE AR AR EEYIET RIAR?
o i TEENIAEXENR?
o BEAILMRIPENAWENR, UREBENHAITIRF?

RBERSGLAIBNYERHEFHRENERMNE, HARETRES, KelptErgsEaR
RERo

9.1 A%

HIRPOAN AT DRSS SBVEH LS BEIIRE, XEATFHZREmAEINS/EES, =ik
TREDHENBE (HRBE) MEMHARL, UG (FIEL) #HN. BEBAIHLEEAZNRE

GENARS SR E /N R, WEFREIFIRE/MIFES. BIERASFSISTMERIRE (Bl
CD. DVD. WF#EZ%) 5|ISHREE,

—LERSRAIEERDY. RIBRAHRNMENIGTIMEE, XEPIULERRNER. ZH
SZERIT AN EEITARA SN RANEHITERER,. HMEEREFRIPFENRARFIAIFE
NS TRERRin. BRAENMER—TRIANIEE, BEMRERE, REZSWITER

BENKEE KT,

9.2 i%E BIOS

O =% =238
BTN BRI SHELENERFE, ETHRER UEFI IR25|S RN ESAS|
SHEIPHEXER, EE0 (BiEiEm) , B 17TE “UEF (F—aIy REHZO) 7,
£17.1%1 “€25|F8° .
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BIOS (E#AMN/fati&St) stHMEE UEFI (fi—rly BEIHEN) 2 PC X RR LERRES!
BYER /B, BT Linux BYELMEEHFER (POWER. I1BM Z) BEE#ITS PC BIOS F{UINEER
REFNE S, HAXILIER BIOS BY, 58I BIOS #1/3¢ UEFl, BIOSIETRALKEE, FHRAL
F—IEXRIFBVRE, FHEAHEMRERFEHRIFIFZ, BIOS HITEEER Linux 5|FMEE
F (5130 GRUB 2) R3|ZEM.

A&BS3 BIOS SKheEf FIECE MR IE KRR AP RERSENEISIRE, BEEBEJIREBIOSE
BRI5IFASKTN. REERRKRELENTFTERANEELOSL, EESREESISHE
FE3TOL. WTFARZHAM, REEEROSHREIRRINNEFERZEEEH. X,
WHEHEELIENINEIF Linux live CD HNEEFIRE, BEAXHIRRMSRFINEZE (BIOS
AILWEE. AREUER — RIRAFILENR) , BErUEAS—MERFER.

W% BIOS Bl SEMARMEMEZ 2BXIZE, ERIUSHRSAMNE, ERRAXEBERS
5|5 BI10ZE BIOS, RTHREZER.

O ==: HTRET BIOS3ISASHIBERTSIS
MRAZRGIKET5IRO2, FNBASELTARENBERTEIR BINHRRESITHK
REBRHRER) o X2—MiE,

O ==: =%BIOSEEROS
BRIRBERLN, BEAESERMBIOS EEROR, BENSILZOL, BNEREER
WHEHRIEERR BIOS RF KRB /RIR1F AR,

0.3 BI5|FMHFIEFRENZ2IE

SUSE Linux Enterprise Server FRERIAERAY Linux 51 SN2~ GRUB 2 AliR B35S 0%,
EREMETOLTEE, WEREEERARBIRERE (FIREXPHAHNGSITR
) . MIREBETOSL, EEZR ¢ 8B e BHRBANERNOLSZHE, GRUB2 BFRAFEM
REEH,

BXnH, F50 GRUB 2 FHT.
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BEREOSIESMTEE T o, BREXEOSTREISHRENS, MA—THEBEEN
B, P, BEATEAMNEHIIRSIS, HESENRIK, MBEEENE BIOS AFRe
MAIZISETER, BITHMER MG EH BIOS RMEIB IS & TSI SHTE, RS
BT (14 AR BIOS 25

BETIE, BESIISNRRFREANERENN 600 (R root EEYSA) LXHE
BRI, TUEMAGESRENOSRIATE.

0.4 EXEEZEEIEN Linux k5585

2R SR ARAENFEEANSELEIRE, BERABEMNEEERRT
12, RARXSHEESRER, ERIUEEBEN RSN EETR, #%R “dod HMEERSE
ARERF" BEROSMERER, EEAESHBEIENRS S, BSBHRETEMNERRER
B, ZEHRREEFMEEIERE, SJUER scrub FERLARERF. TEERIAEFTSS
REGHIE. XEAJHEREEERERNGZE, WA EREBERFEENERED, —EITA
BEERI A5 SV EHTIEE, FRIEXEERER (DoD) IRESRRE. TZEFIE
Mot BCWBER eiME, —EinER s T HMNE, (BrRIEFEE SMILHETE,

O == BHERYELE
—Leig s (5190 SSD) ERFERUIETIRE, F—ESTER—IBUET NHEHIE, 13
wE=REE SHIMBRTIEE,

9.4.1 scrub: WMEEESLRAER

scrub FIEEERRREGER. XEHEMEMEE, EEILIMNXEERINELIETEERM,
TEZHERZEEDN: HNFEFIREE. HIXHE, AEBHFEEER. BXF4EE,
152 0FMBT man 1 scrub,

SZIFRVIRIRTT &

nnsa
BT BRI B A EohEERR 4 % NNSA Policy Letter NAP-14.1-C (XVI-8), EEfE
BRI EEFMEMEMAR, AEER—MERME: random(x2). 0x00. verify,
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dod
5 4% DoD 522.22-M %5 8-306 TIEVII 42 (d) #EE, AT /FIERIZahFIR eI shin &R
. XFEFA—FR. HHML. BIFREEMERFUUE, AEHTRE. *
B scrub BT —RBEN, LUFERIERS: random. 0x00. Oxff. verify,

bsi
BEERFEARZ2F (http://www.bsi.bund.de 21) BiXAY 9 #7574
Oxff. Oxfe. Oxfd. Oxfb. Oxf7. Oxef. Oxdf. Oxbf. 0x7f,

gutmann
TE5ARB Gutmann XERREXIFISE(L 35 3 F5#H1T 715,

schneier
Bruce Schneier 7£ “Applied Cryptography” (WRBZEEE, 1996) RNEM TS
7&: 0x00. Oxff. random(x5)

pfitzner7
Roy Pfitzner B9 7 ®REH /554 random(x7)o

pfitzner33
Roy Pfitzner B9 33 3 BENL/57%: random(x33).

usarmy
US Army AR380-19 757%: 0x00. Oxff. random, (GFE: 5 DoD522.22-M % 8-306 15
HEAZ (e) BE, AFBEEESAT) o

fillzero
138 0x00,

fillff
13183 Oxffo

random
1 8= random(x1),

random2
28R random(x2).

old
6 HFNATThR 1.7 $#BpR757%: 0x00. Oxff. Oxaa. 0x00. Ox55. verify,
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fastold

5%1#20: 0x00. Oxff. Oxaa. 0x55 #0 verify,

custom=string

1 REEXRN, FHHAREE CHEXRFEXF: \nnn (\#H]) 3 \xnn (+75#
&) o

0.5 PR®IXEISENIRIARYITIR)

ERLERF, FEXNABEERRISLE, B0 USB FHEIEEIF18E. udisks2 MHE
BERIRY TR AT EENHIT IR EC B

123

3.

1. QIZARFRAPERREAIZINSERNAFA, 19 mmedia all:

> sudo groupadd mmedia all

2. FFTEAIMSERR tux:

> sudo usermod -a -G mmedia all tux

BIEBESLUTRRB /etc/polkit-1/rules.d/10-mount. rules Xf:

> cat /etc/polkit-1/rules.d/10-mount.rules
polkit.addRule(function(action, subject) {
if (action.id =="org.freedesktop.udisks2.eject-media"
&& subject.isInGroup("mmedia all")) {
return polkit.Result.YES;
}
});

polkit.addRule(function(action, subject) {
if (action.id =="org.freedesktop.udisks2.filesystem-mount"
&& subject.isInGroup("mmedia all")) {
return polkit.Result.YES;
}
});
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O == Anxss
MU ERBIRATUAIRF T, B RBEZE R,
NS HIEF BIRFETAE, REFRERMNIREETIEAR, BEREP—
REREENLE, Eit, ERMEEMARNZFTRERRAGEN, FEEBAN /
etc/polkit-1/rules.d R ZFRHFEEEMF NS H Z BIRVEN X, Fig0 /etc/
polkit-1/rules.d/10-mount.rules, EPERENEM polkit.Result iR
EIf=

4, ER5) udisks2:

# systemctl restart udisks2

5. ERE) polkit

# systemctl restart polkit
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10 HEE

10.1 EBFRAEENHHEE (RPM)

BRIP Linux &%, EEN—DEME Linux RSBV EBTIEEHER. BN, MEETHE
ERIFMLSE, HEXXLE Linux RFENRIPATRERTME. Eit, ESHERRINNRG
YR, HEREASEEXNEZL2REARINFIZENREE.
—MRME, RPM REEEEUTED:

o ERENTE ANE RPM HIRENIRGETHIE.

° RGENXEHNER,

o REMEFZEIMZ EHITHIRZ,
FIEREEaEUTIHE, BU—RABRATRERMLENEG:

1. FAIBREXH LR setuid 3 setgid i

2. AREHF/HAENXHERER

3. EREBUESEIABUERARSS
Big ER=NFRMIFER, RHEREXHES, REFHELXRGORNARENRENE
R FEER,
BXiefE, BERAFPHNERERGFARTARIORERSEER, SRHRLERMAT
B, REIRDHEREFFTEETNNREEELD, HEEKEPIF. RFNERFAERSE

FREBLLZEFRREEREEREGE (10X RE28) . IREFRFTEXLEHRGE, &
RMZREE(], 190 Apache Web fR5 2888 Samba XHHZARSE 23,

O == F=FEEFNER
Oracle #l IBM HFFZ £ = A MMV AR EREIMEN AR EREZITLEER. ABHLEEX
EERESB[BHLEFERTN, FEARTBITALLREFRIEFHRRETE (M
) RERRLL R,
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tesh, FRIFEIESRVIER, [NARNRE FTP M Telnet SFFiEFFHMINEE, ssh. scp
5 sftp WiZRFERIER.

RAFITHIRERN—TUREN Z2 e 2N B2 ARV BIEFFIE RPM LURAEIFMEFHERN
Ffifs RPM BY Linux BRI, B4FRIMIERM RPM RADFIRFIE, ARRIEFREZRNNMG .

(©) 127 SLES Minimal VM
SUSE Linux Enterprise Server T D1E 2 7 Ffc & BT ANZETTAY SLES Minimal VM
REHWIBRIR, SLES Minimal VM (N SFAE3EE /)y, FHERURIBERAFLZAGHNENRE
KMEHITEHENX . Minimal VM EBSEEMWIARFER, AR TFEMIREIZEF L. SLES
Minimal VM EERBETHRMEUREIE, BX Minimal VM BWIFHER, BER
EiT1891EmM. AR SLES Minimal VM ARG EEHNER, EEZ BERRE TR &.

EENMEERERHEMNTIR, BEAUTHS:
# zypper packages -i
BRREXBFENRHERAT, 15E517:

# zypper info PACKAGE NAME

BEMPRE NG SR EFHIR S A RERY R RERIIL, 5IE1T!

# zypper rm -D PACKAGE NAME

tbesLEEER, BAERNANBER TMETEGNLSEEITERERF, HAFTEFD
FHGRY IR

O ==: BERSERMEENER
ERREEN, BNOARBERTEAEEANAARGE, XATEKEENRAZIR, TE
B5|S3EE. NIREMLLARHE, RFESAMNENARHITTRENED, AEBERME
EIE/NES N

BERAERB—IHSIMREE, BEE U X (AXBGAERERNKHD) ERUT

zypper <!
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# zypper rm -u PACKAGE NAME

10.2 1% Linux &%

WEBFHITHTEENEMENSMR TR L Linux EFIFEBENS— N NEBEED.
BiVELEPEL L RENERF, ULE Linux Z2EBHMnE, §i0, 2R IFMAEH
. MAFMERA T ESEE. SMEEXNEE2RENAERSMESR, HIAIERENE
I ENF LR, TEEMERNEZETMIRTRIRERN, FHFEVIBEFGNELEFRRLTHT,
MRS AEXENESEXEERN Linux Z20%. ERRMNERGEI T TR
FAE ) 4TS,

SUSE 2EmUT=FHT: Be. HEFENE, HINEET —EENAFHRERFKIREEM
RERMERR 2N, STRGHILUEM, AGERMTEHR YaST TR (YaST BXHLEH) &
it SUSE EFMILFIZREH. SUSE XEIET Repository Mirroring Tool (RMT), BRILEM
PRI /B R RN T /EM/IBENRMETE, UERAKGR MZEFEPRBAER AT/
E/EE, BT EEMRE. SUSE iIXFEft SUSE Manager, BTF4IR. &4, IREMES
B2 Linux R4, FUXE SUSE, HitpkBHiREHEIZTE,

10.2.1 YaST BX#\EH

Al{EA YaST BN EM T AR T S8 IRSB[BLEFENENNGE, BTSN T RIE
E# B RIREX SUSE Linux Enterprise RFIFVHBIE . ERJLUER YaST FEiF (- LHaVEL
NEFRREEMNGHE. BHNARALFAIANMERGT (ELENTRRIN WEIRCSHTR
¥, BHIETSEMREXLEMNT,

10.2.2 HEohBAEH

YaST BRI iREBHEhEHM. EFENT > HoiiEH. EESANERAEN. LT (IRZ
EH) TERFAXRE, REARISHENEMFL. \Ekfbhd 2 B4 T EEmdEaah#E
7o

ERXMBERT, BFNETEHEINERLZETREZENH T,
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ER T EHN T, BERENE TN T ERASHITEE, WA rpm 5 zypper MH
HITFohRE,

10.2.3 Repository Mirroring Tool — RMT

iZFTF SUSE Linux Enterprise B9 Repository Mirroring Tool tLEXH BT #EE#—, &L
TEEREENIMEFHNRERS. XEBTEFESMRF LN AERERERRGE
W, ANEIPEATSREBERFEM S M.

RMT (https://documentation.suse.com/sles/15-SP4/html|/SLES-all/book-rmt.htmla) 5
SUSE Customer Center (https://scc.suse.com/ 2) EERRTE—EE, FiIRHSHRISHEEENT
B iR, XX FIRERATEPZEPRINFIIEREER), RMT BI4ER SUSE Customer Center B9FRE
IhgE, RIS ARFELEHNEPEE, EMEE SUSE Linux Enterprise iJI0E M, AltTe2=TX
¥

RMT {2 7T BIANECENBENEE, SEITALMEENAE, AEREMNMEET EIZWEH.
HEKBERERATLERE, HERTEHELEAR RN EREMNEM. RMT 5 SUSE
Customer Center ££5, PITRRE MLEEBRILUEWABNVEST, MEAFITHAAE, HEE
TR REK,

it RMT, B IRREEAHEREREE Nl HAY SUSE Linux Enterprise &% (BARSZ2:. =@

AR RELWR) o IE, FAAUUBRMAEKSEAMERNES IRAFTESLY, MALEE
AR ORF B BB F R,

RMT =a SUSE Linux Enterprise i& & S {EA A BV GE . S MEKEMERIM RMT 3%
BEXFRrE R E#. RMT BY5| NBG#H T LAY SUSE Linux Enterprise I§&ZBJIRE,
BT XEGFIBZRAREHTNS R RMT ZIFFNLELIBIHE—MERTFEHE D SUSE
Linux Enterprise ig&ZHEMZEY (BUATHENFERERENXH) . XFRSSBRIZERH. F
B
B8 3Ri%, EATF SUSE Linux Enterprise BJ Repository Mirroring Tool & FHefit:

o BHASENIEIE MARIE

o RH-EHEAB BRI TETRAE

° 3RB SUSE 2R (IKRERVERNTTIA)

o X5 SUSE Customer Center NIl E & F1ZOR4HF
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o EHBYARSS SRR ER AR T E AR RV E RN E
o BRI ERUERMITENRM 28 (FBREBRFRE! )

o BIEPEMRETIE, ZIIESBTNS SUSE Customer Center [EF IRSS281F

10.2.4 SUSE Manager

SUSE Manager R]Ezhi##1T Linux fRS23EE, AlLEFEIREE ARSI H TR EME
. ERBEENMTHESEMES Linux RSBV ITRR, MUEER ATEARSS 2314 AE R
WS P E RN 2 ARG HiZiR, SUSE Manager IRAIILEEYIE. BN IEh 2 EEIE
f&HY Linux fRZ 2[RI SHIETOME, SUSE Manager A Linux It 2 EHE G ERHE
i

° Rt RER
o HNTEE
o BLEEE
o EHEEE

BX SUSE Manager RUIF4ER, IFSM https://www.suse.com/products/suse-

manager/ A,
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11 XFEE

11.1 BESX

RsZ3eEMZZELLA /. /boot. /usr. /var. /tmp ] /home IR ERS, W
It el —Lea) @, Fidn, ¥ /var M /tmp FTHHEIERZTEMIGR T EIEFHRSX, F
=FNARFHNA T A RS, HIE07E /opt To

WX HRFANS —IRE B LUARRIE & XM R A B RSP R LE XIE A0SR I EE T,
FEEHIEIA

noexec : FEIEXXHH1T.

nodev : FEIEERFFIIREFHRIZE

nosuid: PHELE set-user-ID 3¢ set-group-ID %K,

D BEXHZASE read-only,

EX S XEHNA ERET 28, FEFAEZESMED. SNNAEFTRERELETE,

ETRERBER RS, MREMRNA, EFENARTFRHRELRINRLHH B RIEIR

BoE. f5laN, £E¥ set-user-ID Z#HFEIXHEET /tmp H,

BYWEEERZ 2715 “BREN . BEHTRESHESUEEMETHRREND KHITHR
(Blgn, BEXHRIEH /var/log, AWBHER /var M / PEDRER) . 5—NF

EENEFEMEA VM HMEEIRSE, FEZ VSV BROXEE, KR PCEXRAK MM

M ES KBRS,

SUSE Linux Enterprise Server FRE—IhER R A XEER R IR BN RN B REHEHIT

mE. BXEFMER, BENE 125 “NESXANHE

11.2 BRERGEXFRINR

wEXH (LHRZ /etc BRINXMH) B2BARAY, B, FENAFEAILUZIERS
BEXAEMAE, BERNEIMRIFENE, ATUEREEXANEEAIREA IR L

130 HEIX SLES 15 SP5



SUSE Linux Enterprise #2ff permissions B BUETFNAXHNIR. ZREEHHE=1
MEXMARAILE X4

easy

BZEEXHERTEERFRRFNEFEARPRENRS. XEMIANEEXH.
secure

ZEEEXHERTEETENANER AR RAENRS SRR

paranoid
ZREXHRULIESREM. F secure BEXHEM L, ©IEERRT FiE I
PR, 30 setuid/setgid FTHBEMNL,

L5 HSNABR T EERNRS

BRT BN OSEHFERMESIN, ISP I A E RSB RHRNRII R S,
BAERIREER paranoid EBEXH, MEREREEEXNRENENR. AT
7£ permissions.paranoid XHEHIKEEMAER.

EREXXHNIR, 154548 /etc/permissions.local , SETE /etc/permissions.d/
BRHPeIE—MEANT .

# Additional custom hardening

/etc/security/access.conf root:root 0400
/etc/sysctl.conf root:root 0400
/root/ root:root 0700

FIIEEXHB. BRBUIAUNITER. FFISEMBEEMA, F=FBEERR. §X
FEEXHEARIFHAESE, ES0 man permissions,

18#E /etc/sysconfig/security PRIECEX . EfER /etc/permissions.local H
B easy BBEXHMBEXKIE, FRE:

PERMISSION SECURITY="easy local"

BEWAZIEE, 55T chkstat --system --set,

e UEH B ERHHRELEE zypper MAXLENPR, BATLUIEE cron T systemd jHEI2S
THAEA chkstat,
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O == SR
BARGEREXGELI2ENNLN, EEEXNRAI PR EN A 2R, SUSE X
ERXIE IR,
ENEABEXXENRZ AT, BIAZMER chkstat JIXXER, UBR—IITEN
HA,

11.3 FHEBFRMNRM 755 Briry 700

AIANBERT, RELNFAIERPEALIAE (GREL #17) APEER. XAEISE
>, RAtEBRNIZIEREFEE .

UTFa% /home FFAEIMAEBERINRIREN 700 (REREERBIHRER) !

F

I%\ 5&

ol

> sudo chmod 755 /home
> sudo for a in /home/*; do \

echo "Changing rights for directory $a"; chmod 700 "$a”; done

NHFRFTENEEREELENE, 1B4%iE /etc/login.defs 3§ HOME MODE &&H
700,

# HOME_MODE is used by useradd(8) and newusers(8) to set the mode for new
# home directories.

# If HOME MODE is not set, the value of UMASK is used to create the mode.
HOME_MODE 0700

MRIEKRIGE HOME _MODE , MEIRIEEAIA umask i8R, HOME MODE 5EEFRIIN

PR, MARE umask FBFIEE R T ARG IRNEREE, BX umask BUIFHER, BS
WE 1147 “BHABY umask” o

ALEA useradd -m testuser GIE—MHHAPRRICAEEEN. FH 1s -1 /home &
EEHRINR, RE, EFEALMHEIZENAR,

O == ENRER
FEAVARLREMBARNERR. XA S AP RGBT,
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FEEFIFERERIERZ A H# TN, HEMNZ I E R mEIAF .

11.4 ERIABY umask

umask (APXHEIEENEE) LR —MIINRRESNS, RETHEXANBERNIIAX
4R, ERRARIARES, BirSEFMEAEFEHER umask,

ZMANBERT, umask IKBEN 022, MNMREMGET—ML, WEMIFRIER 777 &R

umasko

EHAE AT umask, i&EfEF umask %

> umask
022

fEFREGARY umask, ERSBEAZHAF TR Linux RELBEINITA.

> touch a

> mkdir b

> 1ls -on

total 16

-rw-r--r--. 1 17086 0 Nov 29 15:05 a
drwxr-xr-x. 2 17086 4096 Nov 29 15:05 b

EAILHEEMER umask 8, BFERTENFEK.

umask 111

touch ¢

mkdir d

> 1s -on

total 16

-rw-rw-rw-. 1 17086 0 Nov 29 15:05 c
drw-rw-rw-. 2 17086 4096 Nov 29 15:05 d

\Y

\'%

\Y

RIEEHRAMEERL, RILIER 037 FEMMEY umask, LUBGLERIMNIEETR.

> umask 037
> touch e
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> mkdir f

> 1s -on
total 16
-rwW-r----- . 1 17086 0 Nov 29 15:06 e
drwxr----- . 2 17086 4096 Nov 29 15:06 f

O =7 BsRel
NRBEEREM, 1BFEH umask 077 » X5RGIFH LA E M P #EZENRINX
HHER.
XA T AP MIGTIHEE, Holgeain 2 FEPAHREISMITAE,

11.4.1 AEFIAEY umask
BILUEIE B /etc/login.defs HIAY UMASK {EXLBEXNERE B umasko

Default initial "umask" value used by login(1l) on non-PAM enabled systems.
Default "umask" value for pam umask(8) on PAM enabled systems.

UMASK is also used by useradd(8) and newusers(8) to set the mode for new
home directories.

022 is the default value, but 027, or even 077, could be considered

for increased privacy. There is no One True Answer here: each sysadmin

HF OH OB OB OH B R

must make up their mind.
UMASK 022

HFEANEF, B umask HFINEl /etc/passwd BEY “gecos” FELX, OTFR:

tux:x:1000:100:Tux Linux,UMASK=022:/home/tux:/bin/bash

3F yast users, AJLUEIRE UMASK=022 FRINEIBF BT > HI0MEFE ERIIMAERN
=[98

£ /etc/login.defs # /etc/passwd FRFAEBEVIZER PAM tR1R pam umask.so N,
BXHMEEIRT, FZN man pam_umask.

BEEREN, AREEIHEAENER. A, €A unask REREERIRET

umasko
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11.5 SUID/SGID xXf&

NRERAITX G LIRE SUID GEFF ID) {8 SGID (€& ID) i, ERMUAIHRITXH
HEEB UID 5 GID k1T, MAZLUMITAGRI UID 3¢ GID K17, #6IKH, XEKRES
Ll root B UID UITIRE T SUID I EH root HEMFIERHRITX ., passwd m<ilE—
ANHBRTRE, EAFESERAFERHA root BN /etc/shadow XHEFHOLFER,
LRI XHEFEERESRARN, SUID/SGID (UrlsE=#ilEA. Fit, EZIERHICRENR
4%:7hHY SUID/SGID AIHhITX . ERRENRFFH SUID K SGID XH, ERILUBITLL T

A\ .
< .

# find /bin /boot /etc /home /lib /1ib64 /opt /root /sbin \
/srv /tmp /usr /var -type f -perm '/6000' -1s

NREEHMXGRGLEN, WEESET BERENERYIR.

SUSE (NEHLFENF SEZH#HFISH LI8E SUID/SGID i, AREMMNENIFRT, 5
FRBAEZARKREEIZF LIRE SUID/SGID i, @&, EnILUEAEINARE R/ EMtaTHhiT
X IERRF F. (BEFNAERENRMIZITSERANIR,

SUSE Linux Enterprise Server XX HXR, FIEFIZFEFRANEN, MAZ root N
ERAXPR -

# getcap -v /usr/bin/ping
/usr/bin/ping = cap_new_raw+eip

W &SN EHIT ping BIEFEF CAP_NET RAW IhEE, 1R ping MAIEERE, K
TERZALERGLANIR, MAE root MR, AIRERIERT, ROEIZFESCHAPRIASZHF
SUID fiL, 1B ISR SUIDIEEAN root , MASHM news. 1p HRBEFH,
X—&7AIER,

11.6 2B EXH

LRASXHEERENR, RARELOEMRASIUMDHTER. 1, 2BA5E
SRAEMATNSBEX . BERLBASIHNER, EAUBAUTHS:

# find /bin /boot /etc /home /lib /1ib64 /opt /root /sbin \
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/srv /tmp /usr /var -type f -perm -2 ! -type 1 -1s

MREBEHEMXAGRREN, WARFET RIERNERYIR.

| -type | SHSBIFMENSHEE, AANSHERRENEEATE, BNREZNETRA
=2RAE (ALEREHHSHITIESE) , MAIRERT,

wHEHEUNEEAIEER (B /tnp BR) ARWERA (XHABERIN) FLHBERT
WITX A RIFREE S R IR(F. MU SHEIBAPBAXE, AIPLEEMAFRRRSED
BXEX M, R, HEMFUNEREAEERASAERZE, BEMBRNBEME, a0
/tmp BR:

> 1ls -1d /tmp
drwxrwxrwt 18 root root 16384 Dec 23 22:20 /tmp

bR t RIVURRAEH L

11.7 MALXHEEREERINXGF

AEEAMAPHERENIXE IR —ESREL 2R, BLREENXHAIRESERRL
EREWF, fla, MRCIBTHAR, FEIZMBFRARFIH UID NIfFSTRBEEXFRI UID
ME, WizHBRRKERAXEXHNAEE,

BEERARREMARRARBHIXHE, BERU TSB!

# find /bin /boot /etc /home /lib /1ib64 /opt /root /sbin /srv /tmp /usr /var -

nouser -o -nogroup

MREBEEMX G RSEN, WARFERT RERNERY IR
F—NEIFARFREX A BB BRARREN, HMAZWEEIER. ERIUERUTHLR
B

> find /bin /lib /1ib64 /usr -path /usr/local -prune -o -type f -a -exec /bin/sh
-c "rpm -qf {} & /dev/null || echo {}" \;

FNESRITHIXH B A ESSHGSHIT, IUFRERR (Bl “2EEFAAR" ) 517
e e XAMA—NIH, RAXEBRIEER root #ITEN, BIHFRKA—TRIFR
L2 TpE.
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S48 /bin. /lib. /1ib64 1 /usr THIFREXH (/usr/local RIS
9N, XEXHEARAZTRGEEESRE, XEXHR—ERARTLNE, BENTEKREERN
X, FRITHERTIRGEERRX L H BRI,
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12 INE 5 XA

MEXH. IEMBIEBERT UM LIEE AREERGHEEHNENE, HRPETZESENX
Mo
ER LOEERIME S ST

mEER X
B[ EREHEHEERENRSHEMA YaST QIRMBN K. BXEZER, S
ME 12117 “FEREIEFIBMBOX” MFE 12.1.27 “FERSTHRSE LIE
MEDX” o WRTUAR] AT RIS (GNSMEREER) , S0% 12.1.3 7 “IIEEZaniE
REIAE" FRFRR,

£/ GPG &R
BREMEZ—IHS XY, AILUERGPG TR, BXELER, BENE 1227 “#
F GPG M&EXH" -

£/ Rage MNZE AN
B LU Rage & TARMZB —IMHZIXHF. BXEZER, BERE 1237 “FH
Rage &M o

5 MERENRIPER

ABRFRINE S AT ASEE TR RANR LS IIRE, RIHERNEEE, &
BB URREAABALIFEE. Fd, MERAEHENELIRBOIER FLEE
A, EEABALEREEAN A RIREE AN SR,

12.1 (M YaST IsEMEXF RS

£ YaST AR EMBHELENRGTME D KEE D XGRS, AF, FERERNRZFHIN
BRXEMEYE, HAXFBRERNFBDEXNNAEXNESX. FRIERT, SIR—MEE
RNNBIINE XA RFEEMX G RARIR LRI ATEEMGE. BMEBIOX, FE
ERXAERFRE—NLTATMENSX. BIABERT, YaST FiRED XKBINAFEEMED
Xo BEDEKMNEERFRINMNE DKo
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12.1.1 AEREIEFRIEME DX

L& O<\A
WRFBMES RO, BEXP OB AR IRE MELIE.

B F#1T79 X YaST EXRFMNEERME T IEMZE D XML, BOIEFNMESX, EH
T 2E:

1. BEARG > HXIEFIETT YaST ERDXER.

2. EFE—NER, BEA, AREREDSXIY BDXK.
3. EEPXKXNNEREHE EERANXIE,

4, ERXHRGURUIE D KAEH R

b
rﬁé

FRNE % & B,

Q iE: EEHEMHH
wHNEEER, eestil—MEEEO, EXREREHEMRG, BRIATES
ERERERNTEE, LARINEZESXES I

6. MRREVENBER TAFBEHNMEXHRS, B Fstab HRBERATEHIX, &
NMEEAEH S XHBMNERR.

7. BT, ARANBTNEESXNOS, F2B 11202, ABLERAGEIR, BFEE
WMAOLHNR,

8. BHTAMTEMIZIE. HNECIEMMEN DX,

FESISEER, RERASEER /etc/fstab FIEENBMEHNTAMELS X ZIERE
MAOL. WESXAEEHERIHAERFER.

BEERMIRPEERMEZE S KNP E, BERTAAOLHIR enter , AF, BRIELEAA
O<LHRR. EWERT, TEHMEBEXHERS, HERERAUYES|SHBIIEEREHIERN

ihlE,
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EREHEISHERERNNESX, BITAXGEERS, ARTEIEXHRF L ARBUERN
BRPELHZOXIT. RAASRTERAOSHEH X
TEFES XM BN LLXRALKE, TEAILUAEZEEEREREMBINE X, FLER
T, BEES 12,127 “EEEETHARZS EOIENNE S X RREFISIHRER SRR
WA 7 K FHFREEE.

12.12 FIEABTHRSZ LRIEME DX

o EERBETHARAS LAUENNE
EEEEADETHRS LORNES R, B8, MENEHRLRFS KRR
B, HEEENBEIE HROANREN,

FBTHNRSK L, FYaST EZEFIROIEREZRS > D XEF. PHEMER, 1E Expert
Partitioner FIEREMEMN DX, HREEHRIE. HREESE 12,117 “FLiadizdalzZzm
BT ERagEIEAER.

12,13 MEEBRENRE

YaST ¥ aIigchifis (FlansMstERsiNER) SFEMAEMEMERE—IFAE, Bk R
ENNESNEBEA ER I ER DX, BN |ISHERH, RARSGNXEERHIZITHRA

RIERZ A ISR,

NRIEE R YaST WEIZahig&E#HITINE, GNOME KES BNRAIME D KHERNE %L
BENRTRAOS. WMRETEIEIT GNOME BN FAT RANABENLE, WAOSSHEER

PR EDIRNZSENREE. NTXHRERE FAT B0igE, BENENRIF root AFRIFR
BN, URTFEMNEENIRT1HRNR.

12.2 {8 GPG MENXH

B LUER GNU Privacy Guard (GPG) INZR3R 4R IN%2 AN A F1 XA o
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BEMA GPG B, BRFBEMR—TERAXN. Alt, 1HIE1T gpg --gen-key HERERR
ERESRMF. EREAXME, GPC REETENESSHR. TR B FHb At 6)Z— A
F 1D (UID) BFHRiRE R, EERATFTMEXHNEZRNFEEZAZIL UID (IREREN—ET,
BlnEr R FE B FEbFtbIL) o BEEHIMAZTANUID, EEMR gpg --list-keys &<,
EMEX, BERU TS

> gpg -e -a --cipher-algo AES256 -r UID FILE

B UID B UID —3859 (BN, EHR=F) , #¥ FILE BAEMENXH. 1§l
u:

> gpg -e -a --cipher-algo AES256 -r Tux secret.txt

Lt SR EM@EE asc XU BRIRFINIEEXH (EERTRHIFH secret. txt.asc)
BIINZERR A,

-a AFREXHRRNIEE N ASCII XA, FARAES, Hi& -a [BTHEIHE, TLE
BIRBIS, ZXHHR secret.txt.gpg,

SREMEXH, BEAUTHS:
> gpg -d -o DECRYPTED FILE ENCRYPTED FILE

154 DECRYPTED FILE BRI ERIXHERNREFR, HE ENCRYPTED FILE &iH
BRI Mo

HioE, REEFERAMZNFTANERZARBEMEZE X, ESHMARZMEX G, Sk
FA Lt A R HZREARINZZ X o

12.3 {FH Rage & X4

Rage BEATIEXHMNREXHMEBR Y, HERAFTEMSHMARSE, HRUZLHEINZ
B, UMLEEIMRASERBUREIE. RITEINER Rage RMEX 4,
B LAER A T an < &4 Rage:

> sudo zypper install rage-encryption
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BIRABTE LR — MR 7 BEER Rage MN&EX 4!
> rage-keygen -o ~/rage.key 2 ~/rage.pub
OIS rage.pub # rage.keyo

rage.pub example

> cat file.pub
Public key:
agel7e4967cs07jk3mylygbgduv26uf7tz7nm9jrsaxn8xxx9uc9amsdg4asbe

rage.key example

> cat file.key
# created: 2023-05-30T16:29:20+05:30
# public key:
agel7e4967cs07jk3mylygbgduv26uf7tz7nm9j rsaxn8xxx9uc9amsdgdase

O ==

file.key RFABEH, NIFHRE,
&
BEMEXH, FEREEMBQLER:
> rage -e -r PUBLIC_KEY -o ENCRYPTED FILE FILE

flan:

> rage -e -r agel7e4g67cs07jk3lmylyg6gduv26uf7tz7nm9jrsaxn8xxx9uc9amsdgdase
-0 test.txt.age test.txt

frE
MENX AR eeHAEENARBANZERARE, B5EMARZMEXHS, BIER
AR AR ARMEZZ X Mo

> rage -d -i ~/rage.key -o DECRYPTED FILE ENCRYPTED FILE FILE
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f5lan:

> rage -d -1 ~/rage.key -o test.txt.decrypted test.txt.age

BTOLT
BILAER -p 3 - -passphrase SHEGBITOLSRKMEX 4. FIANERT, Rage s
B4R RENETOS, BEBALLEFRABITOL,

> rage -e -p -o ENCRYPTED FILE FILE
fBgn:
> rage -e -p -o test.txt.age test.txt

SSH
BILAfER SSH (REEEFTING) BIHMAE Rage BHAFRMBZN M, Rage 4% ssh-rsa
# ssh-ed25519 AHEEA, HeILUFEAEMNFBREAXHFEITHRE. A5 ssh-agent
#0 ssh-sk(FIDO)s

> rage -e -p -o ENCRYPTED FILE FILE

f54n:

> rage -e -p -o test.txt.age test.txt

f54n:

> ssh-keygen -t ed25519

EHRHITNE, /BT

> rage -e -a -R PUBLIC KEY FILE -o ENCRYPTED FILE FILE
f54n:

> rage -e -a -R id ed25519.pub -o test.txt.age test.txt
BHITHER, 1BIBT1T!

> rage -d -i SSH PRIVATE KEY FILE -o DECRYPTED FILEENCRYPTED FILE
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a0

> rage -d -i id ed25519 -0 test.txt.decrypted test.txt.age

O ==

AN AT BB R,

2151
Rage AJLAEBIMEZ B, EIZEABITAREAERR BT R#E

rage -e -a -R FIRST SSH PUBLIC KEY-r FIRST RAGE PUBLIC KEY... -
o ENCRYPTED FILE FILE

f5lan:

rage -e -a -R id ed25519.pub -r
agelh8equdvs5pyp8ykw0z8mIn8m3psyb6swme52ztthOve6frgu65ussm8gqOt -o
-r agely21lc7x59jcqvrpf3ppmnj3f93ytaegfkdnl5vrdyv8318ekcaedsexgwkg
test.txt.age test.txt

0O #F

BILUER -h 3 - -help S¥5ILHFRE Rage it $S¥o

12.3.1 Hft

3
/

3

e https://github.com/str4d/rage # Rage % GitHub f&7FE

e https://github.com/C2SP/C2SP/blob/main/age.md # Age 1% GitHub f&72E

144 HithZ1 R SLES 15 SP5


https://github.com/str4d/rage
https://github.com/C2SP/C2SP/blob/main/age.md

13 fEF cryptctl WHEENAREFNEFEXINE

HEEMEXMNAREFEERETRE= A TEAREIENIMNIRS S £ FLEHUERO4
PESFTEE=FTEARERHAREENRS, FREERT, ATHERLEK, B
BUEATHER NN

cryptctl AJLLERER LUKS MEHBRER, HizHLUTHININEE:

o MZEZPBATHORSERL, MPORSERAMUTEF M,
° RARTEITHIINES I SEBEHEFIEHME DX,
cryptctl S3ELA TR MEH:

* FRRE—AEE - IRE MBS KB, ERKAFEREXLESXFNHENE
#Ho BN, FFIHEAURZHFEETEN.

° MRS RERFMEBEZR, T k0] LUSKXEZARBEDNNE DX
TR LUSE cryptctl BRSSEE, LUMEES KMIP (BSAEEERFIEDIN 1.3 REMN
ARS5 88 LFEMNERE . TXMIERT, cryptctl RRSBBEAFHEE P HMEEHA,
ME&HS KMIP FERIIRS SRR HX LR,

& cryptctl fRSZ 24P

BT cryptctl [REBBATZTEEMEMERER, MEXRTUREFENEZH (BAFEBURT
BE) , ALCHZREECEERS, HUETENAREE,

sk, MEBMEBITEDR. BRBRSJBNVIIERFRERREZR P in LIIE S XAViERITY
i

ATRIBME, cryptctl 5 LUKS 5 aes-xts-256 INZ7AM 512 i ZRRLESER. AIER
TLS @I BRI A MmN Z A,
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I
a MBS R
?

%% RPC BRI RINZZA WS0F TCP Y RPC 33K

ERZHIEHIERIER

R

fEAD X EAMR RPC B3R

() FRATHEADK
1

13.1: M cryptctlI€FREH (FiEHE KMIP fRES23A9153K)

Q EE: % cryptctl
R4k, FRREEIRENRSH[IAFF IRNIEITEN LA E LR
cryptctl,

13.1 I%E cryptctl iRs358:

FEEAILF—a8BIEX A cryptctl ERHEZA, FHF—GIHENIREN cryptctl R
$5aso

FEFGEZE, BERRSEERABRERIERRFIFRSBEEZFIRZERE. WRAE
A, BRIRS\EM TLS IEH, H@EIIERWMENANIZIERER.

te5h, AIBALE P inEABIEBHMANIEE R IEBRARS BFHITHHIIE, EREXIEIM
MR EENE, BSUEFIBRITIIIZZ AESYF CAIEH.

1. L root BME1T:
# cryptctl init-server

2. EIEMEERNEMEREE, AESRIE—NREGER Enter , MRBERINNER, &
TAREHNAESHRERILES,
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147

. &M=
N

. QIE—TREOSHZERIPE. OSSR THEIRSSE DEMIAE DX

. 87 PEM 4RE3RY TLS IEPBEIERHX AR, HERZFREBTUGIEZERESR

IEH. WMRIEE TRIZ, BERLINEER.

. NRERBERFRETHRIAENZKITRRS S, BIEEENS. cryptctl &£

PR ELE ENBRBIIER,

. $87E IP Hudk, ZMtitE FEEEE EIRITREE P IRRIBEERNONSEEO; RS

wEWOS (BRINROAN 3737) o
ARIN IP HIUNIGE 0.0.0.0 R cryptcetl R{EMA IPv4 EFMBE RSO LSRR
FisiER,

. FEERS S ERATRES A IRFEEERNE R,

. BEREFPREEREMER TLS IEPRRSFHTEMNEIE, MREEEREDT, NXRR

EFFIR{XEAEE UUID #1TEMIRIE. (Rd, EFBEBRT, EFERRSSIE
FnEzEife )

MRERZFZ, BEN—TATHEFAIFIEBHTERR PEM fRIZABEBIAL L
o

. EERGEA—BS5 KMIP L3 ERMRSSHE (RS aILRRSR) REEEF RN

MEZH. NREEFIET, FRE—EHZES KMIP REERS I ENEMN
i [

Ltgh, EIRMH KMIP fRSSE3MAEF R A<, CAIEH, UM cryptctl ARS5E3869
& P ik S HIEH.

O ==: THERNEHEE KMIPIRE
ERTERENENE XA KMIP [RZHBNIRE, BEUISE, FEMX
FHAECE cryptctl BREBNEETF iR,

, EBE—& SMTP IRSSBA T REMEM ARG KVBFEHER, HEFIR
== BT B F B @R RIR &
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Q FE: FOSHFIPIRSES
cryptctl BRITTEERAZ S MHIIERIFR SMTP RSS2 RIXEFH4, 40
RUTURIZBFHMG, FIREAM SMTP R,
i. YRAWRETERD cryptctl fRE230, BRI vo

3. EXNERRS cryptctl-server BPRES, EEA:

# systemctl status cryptctl-server

MRUREEHRERSS S, FRITUTREZ—!

° BRIBTT cryptctl init-server <, cryptctl SENEINAHILEREIRINL
B, FAtEREEEEETRNE,

o HIEEECEXH /etc/sysconfig/cryptctl-server F#HITER,
BE, ATERLINRM, E7)FEhERL AUTH PASSWORD HASH #
AUTH PASSWORD SALT i&B. EEEIEHIHEXLEETNE,

13.2 i%E cryptctl EFiH
BRI TR cryptetl SERRES .
MRHE LTRSS
o FIEEMLE[EA cryptctl fRS28
. BE—ABNENER,
o ERIHITENEE—ITHENTSKX, ZoXEUBHEMNZNE R,

o ERBRERIEDH, ERS|BLEEMRVER (*.crt XH) EAIERFHAMER. &
W, ARSSEIEBBNEBMANTLNR E P IHHIEE.

° MRERIRSBLENEREFHERE P IRERHITHHIIIE, BEAEFiHESE—TH
THRARSS2/EER CAIEBERRY TLS IEH,
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1. I root B13iz17:
# cryptctl encrypt

2. EREHRBNESMERAE, HEBLOE—TREER eter . IRBAIANER, 12
TAREBHNAESHRERIEESR,

a. IEEETE cryptctl RS LEREIENBMIH,

b. MMREEFBRSB[EENEREZFIRER TLS IEBHITEMINIE, BREEEF iKY
IEBMEZAXM. B IREBBARIRERS SFRINERFEBMANAER.

c. IEEMRSI/ED (*.crt XH) BIBIEREZ,
d. BMANRBERSHEEEERNMNZEOS.
e. HEEEMENBRNRRZ. EEATEEERMBATHNZ XA

f. {IEEARITRAREZZD XRITENSE,
AREEEMN—T ST EP REEIRE—ERES ZEEIATTEMIT EYER
DX Z ARSI B (IR RAID) .
U BNEIMFLETRARBES SN, cRERBEAEIEIK, XEKE,
BRI B AL E P iR E 5 | T KB AR RYAT(E),

O == Bk
NRILENREIRK, HENEXRRBENZESXIRERK. 22
cryptctl ZEESHRETFHRRNENERIATE IR, BXIEHILER,
MBBAHEBE AN, GANESREIANTENERIZS KOTaEtRE

ALE R
=T B

3. EFRMER, BRI yeso
cryptctl SHEENB RMBINEFATNS X, AERERMMENS X, XHRFE
B 5 RIARIR N XX R AR R,
ERIEME DX ZA], cryptctl RREBERNEKRNERNBTEZEFE cryptctl-
moved- HIZRAVIE.
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4, ERNEREHREWERTZEAR, BEM:

> 1sblk -o NAME,MOUNTPOINT,UUID

NAME MOUNTPOINT UUID

Lessl

sdc

Lsdc1 PARTITION UUID

L-cryptctl-unlocked-sdcl /secret-partition  UNLOCKED UUID

cryptctl BIEMZE S XY UUID KiRFIZD X, ELE—mRfFIH, HER sdcl ZHER
B9 UUID,
ERSRLE, EELUER cryptctl RNEEHREEEHE,

# cryptctl list-keys

MRS XERINES, EEERNMNTAARASEL:

2019/06/06 15:50:00 ReloadDB: successfully loaded database of 1 records
Total: 1 records (date and time are in zone EDT)

Used By When UUID Max.Users Num.Users Mount Point
IP ADDRESS 2019-06-06 15:00:50 UUID 1 1 /secret-
partition

R XRAINERE, ERFEFN AR

2019/06/06 15:50:00 ReloadDB: successfully loaded database of 1 records
Total: 1 records (date and time are in zone EDT)

Used By When UUID Max.Users Num.Users Mount Point
2019-06-06 15:00:50 UUID 1 1 /secret-
partition

=1 Used by FIHRAILIEE
R RRHY UUID BE B FriiZr 2 Ko

5. WIAMEBRXAIERIEE, MNEFPRFREFRMZBAR. Hla0, R rm, ATIRER
2%, BERBRXHEREZIREES (fla, /A shred -u) o
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O == shred MELERZLIE
£ shred FEERIEEFRPIEEIE, RABUATFHEEAENEE, BAEMm
=, SSD RAFHUIIERE, XS shred IRERE,

MZEFimE RS 2EHEIEECEZE1E /etc/sysconfig/cryptctl-client #, BILLFRH4R
3=

RSB[R IHD XAMNZZRIATZMEE /var/lib/cryptctl/keydb/PARTITION UUID
i,

13.3 4 LUKS &H2E /etc/fstab

FfER LUKS BRI X H RAREEZ ST, YaST BRINBER /etc/fstab REMZILE
BB, (540 /dev/mapper/cr sdal, ) FERIRERFRMAE UUID HEFEERE Fia @t
124F systemd A pi S EMIEXTE,

A LUERERRERFPNE RS XIZFIET AutoYaST RS MEERIRINT .
XMBERARSHMAR, UAHMEE /etc/fstab FEX THHSNERAEMAR, REH
ERNEHSSZEm (GIi, EREmASHE, HERSETPHNARR LIERSXEE) -

=l

13.4 FARSHRIAHIRNEDTXBIRS

Y cryptctl ERBATENRSH, E28 10 7'M cryptctl REBLIE—X “KBIME
T . MREIKERFIGHAEEENEBNIKARSSRKIIREFEFIHNRIES, RS2
BINRBEFIHERN. RE, REB/EALATFE—IMEFPHESHERE (HAFR—FFHEES]
SEREMEE) .

ESEMETHNERNRS, EFEA:

# cryptctl list-keys

Num. Users THEERERZZHLEREEHER, EEERIRIENEZHAT, 1AF
A:
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# cryptctl show-key UUID

ISR EREXREHR. HEHEN. AR, BXORERNNE, URKRBEFIHENR
B=MENESHER.

tegh, ERILER journalctl REHRMERZHINHEE,

13.5 FrpfgiimEaX
B AT AR, XA LA

o BXMARSE: BXVLARBIA AN AFIREl. HEFiHSIRS 2R ZIEEEIINEEE,
BEFE (B8 TEEEMOXY, aIUERILLAZ®, kA RE@ETEN _ EMNFRE
mEHD KXo,

EFEALLAE, BIB1T cryptctl online-unlock, EFIFHNTIEBERSRITIETE
MO,

o BiMAES: ZJXFIRTENENSENSHRS @M, RIUERLEE. RSSEH
INEZZSRIULIARI A, WAZERBEEAMSENBRTAER, 8RREEMN—1 79
X,

BFERI A%, 15517 cryptctl offline-unlock, HEHX (/var/lib/
cryptctl/keydb/PARTITION UUID)RIARSSRFBHRNHREERTFiH LAIH,

13.6 #FENIIIE

NBRELIENHREFEBEEDX, BXAZTPWAREA cryptctl ARS8, ERILUET L
THAARLIULER:

o {ZIERRS cryptctl-server:

# systemctl stop cryptctl-server

o WiFF cryptctl ARSEZHIMLEERE,

152 FEIRBMESK SLES 15 SP5



13.7 A cryptctl-server fRSI&E HA IFIR

AT RREFZEFLE cryptctl-server #HITHIP I LRSS EZ A MSHEN, BFUEINTE HA
EFIGE cryptctl-server, Allk, EVFEBEZF—MNT R0 AMEE, UTIREHBWN
AERBEREZIEPN cryptctl-server BN T = HA BE&,

iR I T ARE M

o B/OERWmANLET SUSE Linux Enterprise Server M1& el B4 BRIIRS 28, LI, FRiE
RSS2 LM B R cryptetl WS, FrERRS 280 LUEE SSH A8 E iFiRl,

o MNREBGEFEIE, FTENEIEM HA Web ZH| SIRMHEIMNG IP ok (AdminIP),
* 73 cryptctl-server fRE 7T — IRV IP ik (CrypServerIP),

* 73 cryptctl-server fREB T —NEBIHAY DNS B#% (CrypServerHostName), ZBFRATRE
MR P ik,

o ARE— 1 ERA HA BIRIGE T NFS EEZREME.
EARGIF, HIMERT NFSHZ: nfs-server.example.org/data/cryptctl-
keys . ZHEZEEHEIFREME /var/lib/cryptctl/keydb,

o SRZUEINEH SBD 1%
i3#2 13.1 : 83 CRYPTCTL W55 HA BigE
1. L root BAERE Nodel,
2. BBE 13171 “EE cryptetU RS2 PPRIZE cryptctl-server, EFERUTS
0
a. ECRIES, BEA cryptctl RSB 23T A ENE CrypServerHostName, &~
ZEAFEVNENR

b. f# cryptctl BRSZEEMIE A IP ikt CrypServerIP . FAZFEREAIAR IP H#ihHE
=1

c. FEEE KMIP fRS528.

d. SRR ERIEEERE cryptctl PRSE2R6H, EHWA no
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3. RENT R HABS,

Nodel HMRECE T cryptctl BRSS52589ARSS 25,

FEEET cryptctl lRSSBIITEN L, OTFATRRESE — TR

# crm cluster init -i NetDev -A AdminIP -n ClusterName

b. i&iT SSH &R 2 Node2 , HMAMNEEE:

# ssh Node2

# crm cluster join -y Nodel

c. BEXIEFAMEE, BiEEN Installation and Setup Quick Start (https://

documentation.suse.com/sle-ha/html/SLE-HA-all/article-installation.html) &
4, 7 cryptctl fRSSEIGERIRA:

5. a. AILUEA cryptcl crm-shell-script @3 — MBI BE LI FAEHNRRMAIE, HREFR
BEXHEFEFRETR. BIBNEEEF N TEPRIIZE:

# crm script verify cryptctl \
cert-path=/etc/cryptctl/servertls/CertificateFileName \
cert-key-path=/etc/cryptctl/servertls/CertificateKeyFileName \
virtual-ip:ip=CrypServerIP \

filesystem:device=DevicePath

filesystem: fstype=FileSystemType

b. MNRIEEMT, B ARG THIARISERFSEA:

# crm script verify cryptctl \
cert-path=/etc/cryptctl/servertls/CertificateFileName \
cert-key-path=/etc/cryptctl/servertls/CertificateKeyFileName \
virtual-ip:ip=CrypServerIP \

filesystem:device=DevicePath

filesystem: fstype=FileSystemType
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£ 13.1 : BFi@3 CRYPTCTL CRM BZE W& BRI FRE SEMTIR,

B
id

cert-path

cert-key-path

virtual-ip:id

virtual-ip:ip

virtual-ip:nic

virtual-

ip:cidr_netmask

virtual-ip:broadcast

filesystem:id

155

SE !

@
=

=
=

gl

iy

gl

iy

iy

iy

iy

ARIAE

cryptctl

cryptctl-vip

virtual-ip HIRHIE
MEIRYE,

virtual-ip HIRIEK
MEIBE,

virtual-ip HIRIEK
MEIBE,

cryptctl-filesystem

A cryptctl-server fRSZ1ZE HA IFIR

iR

RIRARIRTT,
BIZAIEBRITTRER
2o

BIERIERERITT
g e

cryptctl IR 23RV EE
L IP ZIREEY 1D,

cryptctl fRS52389 IP
ik,

cryptctl IR 28R M5
MBI IS, NH
FoiEM P ke E
RENAFERME,

cryptctl lRZ528 IP ith
HERYELF LR D,
NETTEM IP #ilikS
MEI KRN A 55
Ziel,

cryptctl lR5523 IP ith
HERYFEMIAE, R
FosEM 1P e

H e a B A R R
(3t

7\O

BEHEMEZ AN
ERIXAFRARIR
Y 1D,
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BTR SE ! RRIME LA

BEXH AR
o XA LIZRIL
& (f5lgn /dev/
sda...) B NFSH

ZIR1R server:/

i

filesystem:device

path,

17|

Jvar/lib/cryptctl/ BEXHRFNILSE
keydb FRENB R, XA
MZRigE (a0
/dev/sda...)
3¢ NFS HEBREF
server:/path,

filesystem:directory

XHFRGESE (I
NFS. XFS. EXT4) .

i

filesystem:fstype

17|

PIEXHRERIBIN  XHERFRVERIE
1ZET i

filesystem:options

AY

13.8 EZER

BEXFAEE, BIESRMBER https://github.com/SUSE/cryptctl/ 2,
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14 AR EHE
14.1 JHKFRE

14.1.1 KREEHIMKF

BESUHERATERNAE RSP NHNEKS . ZRNERFPRIEKNTIR, 7]
BITE /etc/shadow XHHEFAFEZL | 5 * AKNEMEZEOSFERTENK, . WNRERE
Fl passwd -1 SIEENKF,, WHHSSECMEZEOSCHRIERM ! {5, XK ERTE
RiZzO<. MREEER usermod -L SIEFEMKF,, WHp<LSEEBMBOSHNFIERM | &F
So RIMERT, WERGKFNHEKANOLSFEPES * 5 ! 5 (KBEMEZEA<SE
MATRFRER) , MMBIE TXLKF. B, BRRFAERME (AIMER) KANYIR,
EETU TS

# egrep -v ":\*|:\!' /etc/shadow | awk -F: '{print $1}'

SIERRFTEIKFTE /etc/passwd RNOLFRTHEE x HS, UTHLIIHOLFERH
%A X FSHFEKRE:

# grep -v ':x:' /etc/passwd

O<LFRPH x FSRTZOLEREA, Fli, FEE /etc/shadow XEHEREMEO
2o R /etc/passwd FHALFERANT, WRAGKAZEHREXH, HEFRSEHRE
RRRTHRTAPREDS,

14.1.2 KREABKF

NMBRGHERREAF. NARR. RANTIFIEFERNPIERSKFSHNEKS, &
AJLMERU TS, ERREIKF BT HBEEMXH:

# find / -path /proc -prune -o -user ACCOUNT -1s

EULRBIFR, -prune EHATFBLT /proc X &SE. WMNREHTE AT MRS MK, RILUE
AU T EBRIZIKF
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# userdel -r ACCOUNT

WMERAIETE -r #ET, userdel A=MIFRAFBEBRMBEBHEBRENBE R (/var/spool/
mail/USER). FZALKKFEEFER

14.2 BEARO<SHM

OLEME—HEBERANRERE, EXTREERAKAMEZIKS (iU Oracle) M=,
BERERHAR, MNRNARERIKF R, XLEKFAHAM OSSR SHALRS T,
BEBELT, MEHXNAFKAMEZKA OSBRI /ZFHIERNNATBE, EEMA
FikP AOLNIZ=BohAkM. UTRFIERNEHMNETAFKFIZEOSKH.

£ useradd < BIEMIKFE, AIUFERATRPNXHNSE, BT /etc/shadow XHF
FRENEPKPEELREISE, MRERYaST TR (BFAM4AERE) FmBF, UsAs)
BARRHZIZE, TAESMHARNZE, HP—LhraERAFeENEE (flm, /etc/
login.defs #1 /etc/default/useradd B9E) :

4]

/etc/login.defs PASS MAX_ DAYS AL RIFEMHIRAKE
/etc/login.defs PASS MIN DAYS B LRERFIAR FREER

LZABRNKE,

/etc/login.defs PASS WARN AGE M LEREBROREITRIEEESE
M O< B FRAY R E,

/etc/default/useradd  INACTIVE ALK EKP S FRARS
BIRE,

/etc/default/useradd  EXPIRE PN BEHEE (RA YYYY-
MM-DD #& =) -

Q ixE: MERARZEM
TR TXEAE R Z AT SRR P AR,
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HMIR7E /etc/login.defs #1 /etc/default/useradd XHHEHX EREE, /etc/
shadow XH=ERHFNAREXEIZENFES.

BERIBMAFIKS, BRITU o<

# useradd -c "TEST USER" -g USERS TEST

-9 EIHEE LKA BRI EAR:

# id TEST
uid=509(test) gid=100(users) groups=100(users)

/etc/login.defs # /etc/default/useradd HMIEERHN /etc/shadow XEFHY
MIXAFIEREY, FFR:

# grep TEST /etc/shadow
test:!1:12742:7:60:7:14::

BILAER chage s <RERMERRO<LHI. BEREARAKFMEZIKPRIOSRL, TUETTI

T chage #&%:

# chage -M -1 SYSTEM ACCOUNT NAME
ERNOEKMES, /BT

# chage -1 SYSTEM_ ACCOUNT NAME

fBgn:

# chage -1 TEST

Minimum: 7

Maximum: 60

Warning: 7

Inactive: 14

Last Change: Jan 11, 2015
Password Expires: Mar 12, 2015
Password Inactive: Mar 26, 2015

Account Expires: Never
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14.3 SEhEEmRYO<

FLETNRS L, FSVRFIAAERTHREMRENEROS, AILUETEROS, AR
EREZERE, AEATKEIROSKFIFPERRFHISE, ArBIHRIMEHZE
PIEM P RGEILE R S, BITTEHIFREER MRHITHRIRE, HERSKF RS
ENRAEFMRSRS T, XSFES—MEFRFNER — ELRS KT,

BELIEER, EHEARNOERRERHRER. AZHATRAIBEXRALELEE T
F. —NMNEFHIN—NMKREFH, BABRENIER, EEEOLERE/ERMNEEREE
Z BRI FEAREHAEZo

14.4 {EH PAM #1TOSHERER

Linux-PAM (ERTF Linux BIEHEAN B R IIERIR) B—AHERE, LRt ARKEIERGIEEN
R ZANfEI 3 A P #1T B2 31,

RRZUIZ IS FAZE PAM BITHEE LA K SNEIF AR L (R REM A ENIMBIRERES M IIEEE, &9
MSERILRE —RHATEMBERAPEMELERE ((TE) , AU XNENENHITIEE (851
T2 — BEN/IRS/NAEFHITIER) » ERTRZEREENT SN,

ETRAX PAM B REMIIFMES, BEMW /usr/share/doc/packages/pam BRHHY
PAM X1Y (IBEZHE)

TEIHEHZMENELEAIA PAM HRNRA FRIRESKOTEBERREM) , flnO<S'E. O
LTESFRAMKFIE. BARMSKT VEIMETEY, BER— 1 REFNHE, AEETR
T PAM B9 R E M

o EE: pam-config fRH!
pam-config TEAIBFARESEE£MEEWA common-
{account,auth,password,session} PAM E2& X, XEXHEEESLUTER:

# This file is autogenerated by pam-config. A1l changes

# will be overwritten.
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B IEREE MRS X, #1490 login, password, sshd #1 su., EELUAEE
BREFIEXH, MAER pam-config, =S pam-config BEFIRKRIBEE. &
MERICENREMNESERYEE. BXIFHES, &M man 8 pam-config,

14.4.1 [O%8@E

SUSE Linux Enterprise Server A]FJf pam cracklib FEMIRASEOS, HEHWEOSHEERSS
RZINERRENOS. UTESHRFIRIERE T AR AOSTHKREN—&57, HEBHTHITLRM
FENRLGE,

PAM EEEBEEXHRE, @5, RITERERNRESRNEZ B ERN L HLFIRIE
o

®14.1 . OLEFRITEITFIFN /LR

pam cracklib.so minlen=8 O<HR/NMCERN 8
pam_cracklib.so lcredit=-1 INEFENRDHEN]
pam cracklib.so ucredit=-1 AEFBNRIHEN1
pam cracklib.so dcredit=-1 HFENRLDHBENL
pam cracklib.so ocredit=-1 HithF s D8HEN 1

ERBEXLEOLRE], 15EA pam-config TRIEEEERENSHK. Hl0, AIERMNTHS
ERmIKESH:
> sudo pam-config -a --cracklib-minlen=8 --cracklib-retry=3 \

--cracklib-1lcredit=-1 --cracklib-ucredit=-1 --cracklib-dcredit=-1 \
--cracklib-ocredit=-1 --cracklib

REREH O RHEEERTHOL. BRIk root tkFPHEM passwd saENROL, BE
2, WREL root BT passwd @<, MAZEHIMITLRER,
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1442 [REIERRRNEO<L

pam_pwhistory RIRFAIBFERETZEEEANTOSHE, UTLAERSG LEHmAS
R, WMEEDARTIBRLEEZEEFERRE IO,

> sudo pam-config -a --pwhistory --pwhistory-remember=26

EA8—T, E5 1427 "EHOSEZ —1d, KI1ER PASS MIN DAYS &&EHN 7, %
EIHEE T AR OSERZENRDKRE. Eib, R pam unix EERIEE 26 ~A<, N
EORMA (26T X) AT EEEFALAIGFERINOL,

pam-config <4 RA PAMECZE (/etc/pam.d/common-auth) S0 RFR:

auth required pam_env.so
auth required pam_unix.so try first pass
account required  pam unix.so try first pass

password requisite pam cracklib.so

password required pam_pwhistory.so remember=26
password optional pam gnome keyring.so use authtok
password required pam _unix.so use authtok nullok shadow try first pass

session required pam limits.so
session required pam unix.so try first pass

session optional pam umask.so

1443 ZFREIMOXBARZEHERF KA

TEELRFRE XY ssh. login. su 3% sudo KM= REEPIEKF 2—ME LNL2ME, B
MRNBRERF. EERI root ARHEBIE, NWAgE=SHARS k.

O == BELRE%E
WEEURSIBEIREERERKN, BSMIEAOSKBITERLERERS K,
BXELERAFEROSKMITE. FiiERETELENR/IERE, BEFREMEXEIK
Fo 52k, SiETMNENATAXAR, MEXRSNATFARRERSHNRSIK,
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SUSE Linux Enterprise Server BRIARKBIEMS, , MEiEf PAM Z1R pam_tally2 R5&E
S OSRMITER. BUTITAME] /etc/pam.d/login MNRATERE/REREM 2 551

EFMERF (root RSN , HETHHEECIEEDIKS
auth required pam tally2.so deny=6 unlock time=600

TEE53E /etc/pam.d/login XHRIRA:

%PAM-1.0
auth requisite pam_nologin.so
auth include common-auth
auth required pam tally2.so deny=6 unlock time=600
account include common-account
account required pam_ tally2.so
password include common-password
session required pam loginuid.so
session include common-session
#session optional pam lastlog.so nowtmp showfailed
session optional pam mail.so standard

THRILBIE root , NI BABHAIFEHEENITLLIRIE:
auth required pam tally2.so deny=6 even deny root unlock time=600
&R LAA root AP E X AREIRYEERE B 8] :

auth required pam tally2.so deny=6 root unlock time=120 unlock time=600

NREHFLBYINHEER SRR, , BAEMER unlock time &, TEMENRHIEH

IR E R IR RE AT AN AIBIE B P ik P

> sudo pam_tally2 -u username
Login Failures Latest failure From
username 6 12/17/19 13:49:43 pts/1

> sudo pam_tally2 -r -u username

=it BiE R BBRIA I B RIERTE /var/log/tallylog H.
MRAFPEERBNANEREEEREEHKF ZERNER, HHSBEEN 0,

AE
<A

163 ERKMRBARZEHERF K SLES 15 SP5



HREMERIRSEENE /etc/pam.d/ PEEWEEXH (sshd, su, sudo, sudo-
i M su-1) #fFEA pam_tally2,

14.5 [R%l root &F

EINBERT, A root BFRAEETAOS, HEZAFPAUEREMAEH#ITER — W, EX
#Egim £, EEEKIEFR, HE BT SSHIZRER, MR AREREIERXLSEER. FER
HEZEH root tkF. NABERMNER su 3% sudo FTHE (WHFFAREE, BN man 1
su 3 man 8 sudo) RIREURFABVIFIN. LLEIHE root BERSHREAFEXE, FEER]
BT B —BREFRP;, ERETEM root IR, FERBHRNNE root OF, ME
root O<SLULEBEAEEKFANOS, ATRBNAREERRLINAS LB root &
Fo

14.5.1 [RHIZHAIZH 553

TTY &R ITH SR AR RAHANR. NTFREAS, @A MBEHITIHR,
NRERS[BAS, M@ ERZE KVM RN FGRZEIE+R (6190 1LO #1 DRAC) BYHIA
EEHITIAR, Linux BUARIEME 6 N FRENIESIE, EXAERN BT, mEdHAER

At - F1 E| A -Fe tIIREA]; EEFEIEPRIEITE, ETHEGHE ctrl - Al -F1 F|
ctrl — ALt - F6 TR, XKEXMARIMIEEGERN ttyl 2 tty6,

TERNTBEREIXFE— TTY B root i5iRl. LLIBRIAZXEANRAENERIER A, B
HATHERASETS

Q =
Itk B RE9S BARYE PC ARLEH (x86 F1 AMD64/Intel 64) #H1TRER. 7£ POWER &
R L, BILAMER ttyl DUMIEMARREEERT. BINOARBRENEE TIHIRNE
IR EBIFMIFEEINE. AILUBTIETT tty S<HESRIE RMNKRIRNIGE R,
BABFREEEN R (Fla0@ SSH) KEFRIE (RERIR /dev/pts/N) HFHAT
tE#R1E, MRABILFRERR W (AR At - i8] #H1THR(F
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id72 14.1 : [RFIESH TTY Li#1T ROOT &R

1. 1R PAM #RECE X /etc/pam.d/login 7 auth RFPEE pam securetty &
R

auth requisite pam_nologin.so
auth [user _unknown=ignore success=o0k ignore=ignore auth_err=die
default=bad] pam securetty.so noconsole

auth include common-auth

XERASESHMITH A LAIESMRIEEREESE pam securetty &R, ZIEREE
root PREIANAIEXH /etc/securetty HFFIHM TTY & EE R,

2. £ /etc/securetty PFERE— I, HERPIBEMIT, XRKEREIXT TTY &89
root 1517,

#

# This file contains the device names of tty lines (one per line,
# without leading /dev/) on which root is allowed to login.

#

ttyl

3. RERHEL root ERFHMR UG, NIIBEMELE tty2 FLRIHELER, BEEXLFE
\kFP O, RANBEREDAIRIHERE ttyl, AMARE root BIRERKZIM

O == ERERM pam_securetty 1R
REW pam_securetty #EHUARINE /etc/pam.d/common-auth XHH, XSHIF
su #l sudo FF<¥, AAXLETAWMRIES root SR,

O ==

XLEMEFNFIGSBUELTE /dev/ttySo FHITIEHIE L#HTT root BR. WIREH
BUHEAR, WHEETE /etc/securetty XHHEIMILAERNR TTY 1&&,
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14.5.2 [RAEFEZIEER

ERELRSH/NLLM, ERedtnERERIfME, &%, BFEEFFA2IEITHU root &
Pia17, EtSEHaREFEL e EReRH, IREFEEFTER, BEFERIE root &
R. BEENRSR, ZILET root EREFRIE.

ATHIEEE root BREFSIE, EOIURASE 14517 “BHlAMIAEs 653" Pl
REMEREEAT R, REW pam_securetty BRRFMEIETF ETREIESSHY PAM AR —
5190, GDM B /etc/pam.d/gdm, BFESIEERRTE TTY K& EIE1T: BRIAA tty7. Elt,
NRIERE] root BERE ttyl, M=EL root EEFERIEFER.

14.5.3 [Rd#l SSH &R

BAINMBRT, BRI root AFEE SSH MEMNNZRRZERITEN (J1R SSH im AR A
IERALE) o EMRFILLEER, B3 OpenSSH ELE#HITUATEL:

1. F48 /etc/ssh/sshd config FHIERELITSEK:
PermitRootLogin no

2. ERH) sshd RS UUEERER:

systemctl restart sshd.service

~ )\ ﬁ

Q =
¥F OpenSSH, FE&MEA PAM pam securetty &R, ERNERNEAEHIEFRE
SSH B REP=iBid PAM EEHIT (FISNEER SSH AHRZHAS ML) o Lksh, HEE

REFBX 0 s iR LRI RBETETHE T LUELBIBIIE R
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14.6 [R%lI sudo FAF

sudo ML AYFHAFES—MEF (BER root AF) WFIEHRITHS, sudo ELEE
B—THRNE, ZMUEEX TERITHGRSSHEH TR BARA P RAEZ B8RS, %

FCEFMEEXH /etc/sudoers F, Bx sudo HFER, BEEN (EEiER) ,F2E
“sudo EAHFIIR"

AINMERT, sudo R1EKIEM SUSE RAE LM root O%, BE, 5 su REME, sudo
FBEZOLSHAFU root BHHITHMG S, MASKERSHREIEKEHROL,

Itt, RZAEENEEGAFEA sudo,

12 14.2 . [REIE @R {ERE sudo
1. BB /etc/sudoers (530, @IHIT visudo) »

2. ARERESMHEFPNEMEEFEFRENEFRNOS, MESTENGSN1T. A5, %
TR0 R

#ALL ALL=(ALL) ALL # WARNING! Only use this together with 'Defaults
targetpw'!

3. BUHERLLITT:
swheel ALL=(ALL) ALL

XK ERIEEFRE AN wheel AR RER. EAILRIER CHIREERAEMA,
E# wheel mJgeBEHEMAHBIIER,

4, BRZarEER sudo AP RMEIFTENSE, BEAF tux FNEIE wheel , 15
&M

usermod -aG wheel tux
EIREHAVAMR AT, ARAIVFEBENER.

5. FRAAEZRERTHITIHREFNARNAFETENGS, UIREEN. NNEE
FILTFHEIRER:

wilber is not in the sudoers file. This incident will be reported.
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BETHR, ZRERAZANRENITERBRE, ZMGANIZIAESY sudo 1T,

LECE R ZMRE sudo ThEE, su ss>IRIEFAERF R, MREUEMSIVHRARS, A
& root N<LHARAUEMBEEXMIEEHITHS,

14.7 AR EBIINESIESE TT/AohER

RIFE—BRTENNEZEARLERERIIERE, G0, @It AR LRI TARNEARE

RERERRBRARRo

RINBRT, SINEEELEMEN, MRIFLAFITARSETENREZVFERAEREFER, B
RRBEEARN, Fid, EAUEAZHINREENTE—BREEEMNZLETRAE, UTR
B R RANfAT ) A0 E I B RYSNRIL B T E DB,
AMXNERINEEEETT/EEN, WalIAFREREXINTEEE T EhEN, TEE—MER

T, BEMNEMIIMNELGIRIMETTEEDEN, XBEREBNR2ER. HEFINEN, =
RAFINEF RGBT, FRMNELBIEE, FSREusiTRINTRIE,

T&REE SUSE Linux Enterprise Server FEM8Y & WM IEEN LB FMAER

BiFe =R

bash bash,
sh

mksh ksh,
lksh,
mksh,
pdksh

168

h=TE  BEEREf  RiRgE ERE

(&
FIF)
TMOUT # read- /etc/
only profile.
TMOUT= local,
/etc/
profile.
d/
TMOUT # read- /etc/
only profile.
TMOUT= local,

NRERINZZIFRE T ELDBR

[Tt
& (Fr
BIR)

/etc/
bash.

bashrc

/etc/
ksh.
kshrc.

local
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nEta /S SpRTE WMiEpEu RRgE Ao ER1E iy}
(& 2 (FR
FIF) BINR)
/etc/
profile.
d/
tcsh csh, autologouts¥# set -r /etc/ /etc/
tcsh autologoutesh. csh.
login. cshrc.
local local
zsh zsh TMOUT i readonly /etc/ /etc/
TMOUT= profile. zsh.
local, / zshrc.
etc/ local
profile.
d/

BTN RFFER— T RNEINREE, AR ZRERENEMIENEEMUMAT
EpEER. MREEMIEAFBSEMSE, AJLUBHENASNERTEIMNEARR, ERHA
EHRM T N RERREX.

Q iE: T TBERPIREEFRP
HIRE BB TR R R R R AR BT RS MATS RN, AP EREAA,
BRRUEATIEWRERSHERS. BEABRERISTRNNSE, FEELE
AR, HALLLERERTIRS.

EMELEDEN, FEATMINENBEHAERIILERERNEERHE, AXAERINE
ERA—MEREZE, HAPMBEINEFER—MEE, MRFPFMS. UTREIERES bash #1 ksh
MEREMIRE, KETTEAWAFRBENRIEERIITEN, IEESUTHEN /etc/
profile.d/timeout.sh Xf&:
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# /etc/profile.d/timeout.sh for SUSE Linux

#

# Timeout in seconds until the bash/ksh session is terminated
# in case of inactivity.

# 24h = 86400 sec

readonly TMOUT=86400

0O =%
BiI(FEA screen TEAEFHEAIOSBERIE, screen SiIFFAaRE, —BHEEFERE
Mg, ALUERFENER TEEDSIE (BAX4AT, Bi#iE man screen

ctrl - A -X /lockscreen) ,

14.8 BrlEESMEAEARSS

Linux A EX AR AR UERNARRREIRE RS, WRENEFFH bug SEAFH
HHRAXZHER BIIIREFRR) « BRTENERE, EEERALTEER, LIUSEHRIFE
B, HRMNRETRSATEFRERASZHR, XARSSERSBTEMNIERE, EE
TEMNAERIER (FIa0, NRENMEFAIEIV LFMERTAXHOR) . XA
—PR2EE, fl, MRATEABEMERSHR, RESBUELRSKE (TRELE
TR ERREERE) . REAFMNANZRRF TR —MERNRLERIFGE, B0
MRMRE

14.8.1 PRBIRFR RG]

LU RGIETR T IRE SRS Oracle AP KPR AR RFERISIIRA L. BXARZFIREN
FIR, iEBN /etc/security/limits.conf 5 man limits.conf,

Bash FRZHINEHSRMET AANESTRIFES (FIE0RFRFT A HER T E LR
RAHEH) o BREINTHIFIESRIRG, BHRITUT®<L:

# ulimit -a

B% Bash 7h%HY ulimit BYIFEHE R, 1BEF Bash FT,
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O ==: 88 SSH &IFENRHE
M SSH 21ERY, KB ‘B8 FREIFA “47 IREIFTGEFAEDFHINMR. BETER
M17H, AEeFEEU root BIER, ARMEA su TUTMREINIEZRIEH (I
M, FEXLERGIFPA Oracle) . RIENAREFESISEEPEENER, FRER
HHBR . MR EIRREIFTMAE B RTEIER, FIREHRER /etc/ssh/
sshd config Y UsePrivilegeSeparation i8&HX no HERB5N SSH SFPERF
(systemctl restart sshd) (& SSH) . BE—RRAFENXEM, RAXSEER
SKLLl,

O =T ZRET ssh #HTOSERMAE
AILUBI 2 SSH WO S IERE—PIRERSENR M, BidE, BRER
B SSH &%, BT EAEMRS 2. BEEAOER, BB UTITARME /etc/ssh/
sshd config H:

UseLogin no

UsePAM no
PasswordAuthentication no
PubkeyAuthentication yes

FURFIR, LB root B9YREE /etc/security/limits. conf HH#HITUTEN,
REMAF oracle AI{ERBIXHaIREREFT AV HEK:

oracle soft nofile 4096
oracle hard nofile 63536

BTPHRRFIEX TERE oracle AFRBBAENXGOM (GTABXHE) HMERSH. 4
RAFBIBEXXHOMARMEIRER, NWAILBHITUTEH<L, FitnfFReI X E4aE
HUBNNZIEERRS] (FEUERBIHH 63536)

# ulimit -n 63536

HERY, ERILIREE SRR REIFIEEFRE],
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@ AR B ulimit
BEVEEFNA ulimite 2AFXAFH nofile FEMSAZESI (/proc/sys/fs/
file-max ) BN ‘B REIRAHMCE. NRAF SATAEIRAXHEOMRE, R4RK
T AR ER, RACTAFRRITERAEN PAM 1R,

1R 7

BEFREMRTE /etc/pam.d/common-auth FLFEE pam limits , HEEHITUATXMHE
IRy SSH. su. login # telnet EAN 3RS HITHCE

/etc/pam.d/sshd (FtF SSH)
/etc/pam.d/su (FF su)
/etc/pam.d/login (ZsE R telnet)

MREFBNFIBEERBRAREE, ATLUBI—MTER PAM RIRIREY /etc/security/
limits.conf X, PAM ECEIS<L R TFR:

session required /lib/security/pam limits.so

session required /lib/security/pam unix.so

EAASUAEN, FBRIFNERZES ZEXN:

# su - oracle
> ulimit -n
4096

BFE, XERGIFET Bash 465 ; HtNER ulimit EIMEFAARE. BF oracle BRI
INBRHIF 4096 . B oracle RIfERMXEAREILINZE 63536, BHRITUTHS:

# su - oracle

> ulimit -n

4096

> ulimit -n 63536
> ulimit -n

63536
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EFEENAKARE, FEAAFREXY (~/.bashrc 3 ~/.profile X)) HMLE
ulimit -n 63536 (HZ2&EMATF Bash) , ZECENXHE SUSE Linux Enterprise Server £
B Bash ShEHVRAFR BEIX M (BERIESP, 18IET1T echo $SHELL) . Alt, RILsHXAR

oracle By Bash 4N=IE1TUA T4

# su - oracle

> cat >> ~oracle/.bash profile << EOF
ulimit -n 63536

EOF

149 BRERIT

HFER/FETBERER, HEATHAFRERLER, BEEXEREMERSSHRLNERE
B EgE— MR,

BUERAFRERIIXARLRE (Flg0, A SSH HEARMITHIE L) ZEEEFRITE, 7
LB /etc/motd X (motd = HXRAVEE) - RIAMBERT, ZXH7EETF SUSE Linux
Enterprise Server £, BEEXMH. REREAN/ALRENXHFRRIINE.

Q 1w rEkE
ERERMBABTHE— I LiHEIE (FHELD) P, NR—TIBNF Nis 2 RF
B, SERRTIEMREME,

TR UTERAFRERXABELIGH T EERITE, N TAXMITHIEER, ErlREE /etc/
issue X, XEFEIMAEHNERRTZAIETR. WREBET SSH #1TER, ERILREE /
etc/ssh/sshd _config X#HHH “Banner” %8, XHSEHI SSH EFIR T ZBitEMN
R TRARRA X AN,

WRB I GDM #HITEFER, EAILIEE the GNOME admin guide (https://
help.gnome.org/admin/system-admin-guide/stable/login-banner.html.en) 2 I EERIR
Ao LEIh, EWRILUAITUATER, UEKAFBEEREES S RIS EAEIMHITHIA. Wi /
etc/gdm/Xsession X4, HEMZAHLARIMNTELIT:

if ! /usr/bin/gdialog --yesno '\nThis system is classified...\n' 10 10; then
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/usr/bin/gdialog --infobox 'Aborting login'
exit 1;
fi

TR This system is classified... BARMBENITEANZ, 5EE, HIHEE
AR IEERMPEHTT, BX GDM RIARIFMES, B5SL GDM Admin Manual (https://
help.gnome.org/admin/gdm/stable/configuration.html.en#scripting) <

14.10 EEFOTSRRER
FEEEALUAT R XA B RIBHSFI%:

who : B LATERIAA,

Wi ERERERERTIIRE,

last: BRRMEBROAFTIE, SEERNE. HEAE. BT P IS,

lastb: 5 last fHE, REASIGLSHIAZEREEMELRERZIHM /var/log/
btmp,

lastlog: It&E<ikE /var/log/lastlog AEEIFIIEER, ZXHIERAR EAERNIE
o

ac: ¥ acct M OZERE. RAFPHIEXRYIEEENE (LUNEREA) . HHESR
1%<EX /var/log/wtmpo,

dump-utmp : EERIAEGEM /var/run/utmp B /var/log/wtmp %5 ASCI B] 2 #74&

o

sk, MREKEBEITEABTIERIA, BKEE /var/log/messages X3k journalctl
i, Bx systemd HENFAEE, B5EN (EiE1EmE) ,%£21E “journalctl: &if

systemd HE” o
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15 PR# cron#lat

AENAUWMFRSE cron A at SFHREFNIHRANRRUREERENR 21T,

15.1 [R#l cron sTHPIEF

cron RGRATETE XM EBMERSIEITIT. BX cron WFMER, BEN (2
EF) , B30 E “WHRRSAINEE" ,’%‘30.1.211 ‘cron REE” ,

cron.allow XHIEEBRGET cron FITELHARFTIR, BRUANER FZXGFREFE, Al
FRiERF (cron.deny H5IHBAFBRIN) EBRILIEIE cron k.

EFALERR root LSMIBFEIE cron Rk, BHITUTS R,
1. BIE=XH /etc/cron.allow:
tux > sudo touch /etc/cron.allow
2. BIEARERMENZXERAVFXLERFBIZE cron fRil:
tux > sudo echo "tux" >> /etc/cron.allow

3. E#ITRIE, B=1RAL cron.allow #5IHAYIE root BFR B4 €032 cron Rk, LB
NaBIUTES:

tux > crontab -e

no crontab for tux - using an empty one

B crontab 44828, HEHMUEXHFRATIENE AR SORITHERNNREE (HEE
HEBIZRD R 2 FIRINZA R ZAHRITIZIEE) -

wilber > crontab -e
You (wilber) are not allowed to use this program (crontab)
See crontab(1l) for more information
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o BE: WA cron Rl

SSI cron.allow HEERALEAF GBI cron 1B, BENMEXTF cron.deny #5IH
AP, METHEEL. ABEHIXMER, HNEFmReIEZXE, HMER
/var/spool/cron/tabs FRERRIMEBF crontabs, MARAEEITIEEIL

Q EE: tNRE systemd itATEREATT
ERE EIEE] systemd ITEIERE T, ANENEBUEEREIENAHITE
5. BABRT, APERERNTAFERAXLEEITRIETRIE. XRRFIAFERER
NEGHNBERTSRAXREN A
BX systemd iHAIERRAIAFMER, FEM (BiEiEE) ,F 195 “systemd PP
BF” ,%$ 1977 “systemd BI85 T

15.2 Rl at FEZS

at EMRITRAEAR TR IBAE—RMEEITHEIL, at.allow XHEEBMET at BEF
WHIBRFSIR, BRIMBERTZXEREE, FLFABHAF (at.deny FFIHEIEFRRIN #F]
LUAE at R,

EFALERR root LISMYAFEER at BEFEL, BHRITUTIE,
1. BIB=H /etc/at.allow:
tux > sudo touch /etc/at.allow
2. BIRAFPBAMENZXXARATFXERFER at HEMFLL:
tux > sudo echo "tux" >> /etc/at.allow
3. EHTRIE, BRI at.allow AFIEAIFE root AR SHIEEEMEL,

tux > at 00:00

at>
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fEA ctrl - ¢ R at 7R, ASHMEXERRFILHRENBR S ORITERREE
(HEFEMIIENDE 2 FRINZAR ZRIHITIZIRE) .

wilber > at 00:00
You do not have permission to use at.

Q i mEat
at FEIMZER. NRELEERNAG, BEERIFZZTIFER, MAUNZEREHIHE
T PR,

177 [ at JAE2S SLES 15 SP5



16 Spectre/Meltdown Checker

spectre-meltdown-checker 2—MIMNERZA, BFNHXENARARETEZZE
SN TRIERNER, XY RAESE 20 FHLIENE CPU AEEEE. XE
— MR ERPE, WEEARERIFIAERENRA LWAEHE. E=ItERSH, W0
REPMEPAIT—EYEIEEN L, REE R LRENGFRE EIMFBYIERIAR, EE
XERARZEMSITHER CPU, EXREULERZAT, AILUBEZ P IENT RE
X, WMREFXEEERH SUSE B, NiZBLETHREXEWHT,
spectre-meltdown-checker SEMIFHANIRE. EFEANEHNASKRELTEKR
iE, B SRR T WLEFETE LU BRI,

16.1 {FFH spectre-meltdown-checker

LEZMZA, ARTEETMEDUA root FHEITE:!

# zypper in spectre-meltdown-checker

# spectre-meltdown-checker.sh

TIEEFINE 16.1 “spectre-meltdown-checker B4 R GEE
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dreamer: /home/carla & spectre-meltdown-checker.sh
Spectre and Meltdown mitigation detection tool ve.48

Checking for wulnerabilities on current system
Kernel s Linux 4.12.14-1pl151.28.13-default #1 SMP Wed Aug 7 07:20:16 UTC 2019 (8cB9ad2) x86_64
CPU is Intel(R} Xeon(R) CPU E5-1620 w3 @ 3.58GHz

Hardware check
* Hardware support (CPU microcode) for mitigation technigues
* Indirect Branch Restricted Speculation (IBRS)
+* SPEC_CTRL MSR s awvailable:
+ CPU indicates IBRS capability: [SPEC_CTRL feature bit)
Indirect Branch Prediction Barrier (IBPB)
+ PRED_CMD MSR is available:
+* CPU dindicates IBPB capability: [SPEC_CTRL feature bhit)
Single Thread Indirect Branch Predictors (STIBP)
+ SPEC_CTRL MSR s available:
+ CPU indicates STIBP capability: (Intel STIBP feature bit)
Speculative Store Bypass Disable (SSBD)
* CPU indicates SSBD capability: [JNESH (Intel ss&D)
* L1 data cache invalidation
* FLUSH_CMD MSR s available: [JESN
+* CPU dindicates L1D flush capability: - (L1D flush feature bit)
* Enhanced IBRS (IBRS_ALL)
+ CPU dindicates ARCH_CAPABILITIES MSR availability:
+ ARCH_CAPABILITIES MSR advertises IBRS_ALL capability:

%

E's

*

16.1 . SPECTRE-MELTDOWN-CHECKER B9t

spectre-meltdown-checker.sh --help K5|HAAEIED, LHSTRETRIERBLX
FEESHEISHAH:

# spectre-meltdown-checker.sh --no-color| tee filename.txt

ERRBIRESEITHNRE LNITRIER, XRIHANEIAEITAR. BBl LIEENZ.
BCE AN System.map XHHIERZRKMNIZETT spectre-meltdown-checker :

# cd /boot

# spectre-meltdown-checker.sh \

--no-color \

--kernel vmlinuz-4.12.14-1p151.28.13-default \

--config config-4.12.14-1p151.28.13-default \

--map System.map-4.12.14-1p151.28.13-default| tee filename.txt

HthE BaEmH T

--verbose, -v
REFEALR;, EE LR LU —FIREIFMER, Fla0 -v -v -v

--explain
IR EMZENNAE

179 fEF8 spectre-meltdown-checker SLES 15 SP5



--batch [short] [json] [nrpe] [prometheus]
B M2 rRig g ER ST

o EE: --disclaimer &I
spectre-meltdown-checker.sh --disclaimer IR{tH XIZMIZAREISFI R REIR (M
HIhEEMNEEE R

16.2 BEZER
AXEMED, WENUTFEE:

o SUSE X1iRZEE #7022937 Security Vulnerability: Spectre Variant 4 (Speculative
Store Bypass) aka CVE-2018-3639: https://www.suse.com/support/kb/doc/?
id=7022937 2

* GitHub _ERY speed47/spectre-meltdown-checker JEES, BIEHEX ALK EMNRE
(CVE) BYi#4H8E . https://github.com/speed47/spectre-meltdown-checker #

e SUSE & XZE Meltdown and Spectre Performance: https://www.suse.com/c/

meltdown-spectre-performance/ &

e SUSE HIRFEXE #7022512, HARMETHAXEKRLEI. CVE MEBIEHENGE
B https://www.suse.com/support/kb/doc/?id=7022512 2
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17 {ER YaSTRELEIKE

YaST % & OMRBURH T — R OMTHIEMR,, FATFEIE SUSE Linux Enterprise

Server WL £EXIEE, FRZERAUEESTESEXNENFE, Hlw, §X
BERIERE. OSSR, 5I1SAER. AR CIERIENANXHIENIZE, £ YaST =64
DRIEFEZ2HAF > Z2F0BMZER, 22 OMEESITAHERZ 2
5, EMAEMNERPS B REMEEXIEE,

17.1 Z2#t%

Z2HETRAREENR2RENGERTIR. JIRPIETREIHNRERT. FEN4Y
IERTHENIRERREN, MABXSNRTENHNTARE, BEHAFTHKERRU
NEXMEAGEETHRRENES. BERRETIRE, BRE KT FIFHEREEHE, RIEA
FIRE, SERUTILEL

EER/EXA
BRI ERSYIRAEBANERA.

[yt
BHIIRAIEE5S —1 YaST IEHHITE B, BREZERERG, E&REE “R2f%” .

KA
RREXRBEKNIRSH, EVIRERNRSZREANRA. HEKETATBENL 2N,
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. ZLHY

REXRLEE )
jggz ReiBE HE&E RepE
ﬁi;i {#F8 Magic SysRq 8 BE v #HEh
RN ERRETMIR s X
potb =gt b Sl E2 X g
BRANEISER FA0 X  #m
BEF oon HEERRLESY  BEB X =i
i chroot #RiE{T DHCP SPH4E R A X )
Ll dhep IR SHET DHCP S1ip 41 } 4 E
B2
B REERPEIEE root BR ES x B
7 X JRESAIEIZ AT Sl X =
HE(H) WE©O | | BEQ

17.1: YAST ZeMadid: 2B

17.2 FIEXZEICE

SUSE Linux Enterprise Server & =IfilE X Z 2l E, XERERTME £ HORRPIZH
HNFrBIZE, EAMERPRENEN L EEEMEXNEE, REENANKE, 8
HREERI=XH, MNBREEBRBINENIKE, BEMITHZ TR OER, BEENLZEE,
AETEANERPREETEILE, BMMENPIEEEIS YA FMENTIEXRE.,

T{Eis
EREMMKERERE (BEERIEEN) NWIEIENEE,
B E
Ithi2 B & A F IR R R [E AR RV ZE 12 25 FE A S5 T AR FE Ao
P48 BR S5 2%
ERTRM Web ARS528. XHFIRSEE. B[RS B[BEMNBRSIHENNR2EIRE, It
RENTEXKERERLTENEE,
BEXISE
PR EE Xig B UENA =M E X EEFHE A — NN E#HTES.
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173 O<RE

BSBUHNOLERE—IMEANR LR, FILUET < EXEERBERAEEALENO

A
~o

wEHROS
ACELETE, MRMOLESAERIFHP, RBOLSETERE, RAFLAHES,

ALHNRNAERZKE
MRAFPFMEALHKE/NFIAMEENE, REKAEES,

EicizA<#HE
AEALKRMINEE (BIEO<SENH) &, KRESEFMATHENAFREOS, UM
IFEEEAXEOL,

O
RO S MBS, BEEBEMIILE (Blowfish).

A<LHEXEA
BT E &/ N ERAMERG (URABA) REEOLSKUINEE. FREEMHHIREN
AT 0 REERIUBIEAFIEREOS (XFEMSKREO<SKMKINEE) . £RE 0
# 99999 FILUFRAO<LRIINEE,

ALXBAMSZ IO RELES
HOERRMEY, BRREMREIES, BENERRNAHmMNSZ O XLHES,

174 5|F1xE&

FUHEEREEWLERAF A BT EREREES XA BN, S r]LUEENRIFER
ctrl - Alt — el , LIKfER] LU RYRER,

17.5 BERIKE

HFEERNL SR ER 2 MAXNERISE:
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FEHRERZHGEHIIER
ATREEABIREERBLAFLOSKMEE, ENEERRWEEEERERIET.
BIEEUNANRMUNE BEREREADSHAFAERSHRKEE,

RITEEERER
gNRiErRIET, WA LLEE MEHIRERE REERS (GDM), XRIEMATENREN I,

17.6 AP AN

RERAFPSA ID R/ MEMRAE. RDEBENXLEIRINZE,

17.7 HftizE&
HABIH T FET ERARI R 2R E:

XHR
SUSE Linux Enterprise Server B}t 7 £t % X4 RS = HINE X XHNPR. XJLANPR
EXEZEAF L LUEREEX GBI ENEF. 25 XN RERTFIHIIITE
Mo B0, XEIGEARATFEBRAFENASHAAX Y. BXTEERE, 5N /etc/
permissions.easy X, ZE&XHNRERTAREMZIARNNZEFITEN. /
etc/permissions.secure IR T XLEGENSEMA, FEL2RERRHIY &
AR, 1BIER. BXEZER, BESM /etc/permissions.paranoid,

Bzh updatedb FIFEF
updatedb ZFEAEARS, HEIEEBER Llocate mSEIHPIAE XHHEIERE,
B nobody FBF 171517 updatedb BY, RERLB/HNEXXEFRMEIEIEE. L root
AR S%ET, RMFEFRBNXHE (R root IEEXBISXHRRIN)

BREAR SysRq
A SysRq BR—MAEHE, BMERSKERRR, EHREHENRGHIT —ERERIE
#lo https://www.kernel.org/doc/html/latest/admin-guide/sysrq.html# iR T 5
B,
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18 Polkit H{750IEIESR

Polkit i Linux B2 R EIFRRERMNSHIIES, AFXRFEFIARNIEHIT
BAEE, £F%AL, Linux LA root AP (REZLENNEERKF) 5&%
HRERE Btk A A1 Z BF E ARSI D B, XLEIEEIR R K Bl se B 45 E R
AL, Blam@d audio AiLRIESES. A, XMEINEEEN, EIHSEMNE
SRS E BT BN AR Fo

Polkit R @2 #EE] root AR (FH sudo ZEMER) KRBV,
MeEREEERAF RARTREN. WEEREEX 4T, XL E X HHE
R T BEECHSIFIR PR MR

18.1 HEZMER

Polkit HZMAMHIRL, polkitd B—MFNNFO/EEARSS, RIBILER Polkit EBEEHITE G
T, X Polkit W ARRFEISESMHIIEIEREAE| polkitd FHPERF. TIFFHX
FRFIREFIETTH Polkit BAIIERIEH AR polkitd SFIFIEF RS MIIEER, HiE
HARUREARNBANSHEIL.

Polkit #£{F&RTR Polkit ANFMA R RN ER, FlEl, BE3ISIHENBERTLUE

Polkit FEENBEMEF, BMEFE—ME—NIRRE, WFESISTA, ZiRERN
org.freedesktop.loginl. reboot.

18.1.1 S{pIeuEfE

LEFPEDREFENEEFEFR R RIEN, BMRIIREEBESBRHHERRIE
7. HETRBMRIHER UMM IEREBENAITIHEIRENNBARERY, E2FIREX—5. T
ERMIANX AR @I SSH R Polkit, EASXAEREE S NABUNAEER SIE ISR ER
Polkito
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18.1.2 Polkit FVECE

Polkit FYECE F 1% (FANIZ AL IZEAY -

B1E (XErB&7A *.policy)
1#21ETE /usr/share/polkit-1/actions FEIXML XEFRENX. BNXENFERILN
BREFIEEX—1HEZMEE, MEMRMEEEEMSZENHARERINENEE, RE
AABEATURE BCHMN, BREERRIEXLIRINERE M,

TIEN T BRA *.rules)
FIMZF JavaScript RIZESHEMN, (UFMMIE: /usr/share/polkit-1/
rules.d HRSEHRGEMEA, /etc/polkit-1/rules.d BFAMBEIEWEE, N
XAERIMEERNZENTIS G S REFNEE, 5190, MU AT REAREIT
1B1E, HARENAPEREENNBER TERZEE,

18.1.3 Polkit SLFATERF

Polkit IRt T AT R EAESHLARERF BEXEZAT, BiESNXETAEFNENFM
n) .

pkaction
RENVEXFIEXIRENAT, BXEZER, BESLE 18371 "&FE

pkcheck
ERMHIZZSEITIER Polkit #21%,

pkexec

FRIFIZRFIRYE Polkit UK B UARBAFHNE 1 HIT. X5 su 8 sudo 3,

pkttyagent
BiIXASHIIERIE, IRFEIFMERE B NS HEIERE, RERIRE,
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18.2 #ANEE

T PolKit W AIEFHITHRISURIER, RAE =8I0 PolKit MM B R @SB B EM.
EI&ERILLE yes. no B authentication needed, WFE—MEE, RAKET—1TE

PUIERHENE, HAPBNRRRNE DRI,

18.2.1 BRI

INRLETEHHRERTFEE T B Polkit JavaScript #II, £ZERIFEVRAT Polkit SREEX RS
MEEEXBRRIBROEE. B=MEHEESI: allow active. allow inactive #l
allow any. allow active WAFEHNRIEFHAF, EMRIERXAERNIEF S HE
FERAPIMERHNAMER, 550, SETHRES—MTHIEN (EXMIERT, BXHEH
allow inactive) , KIEETHIEEDRS. allow any BFFAEHMIME, Hlw, BF
it SSH 3 VNC BRIIRFZAF . NEPNENEFIERT U TENNZEEZ—:

no
KIZAZ AR PR TR IRIEEIRN

yes
IR NAPERTEN, BEEERFRNERS D EIE

auth_self
BREERABCHOSTEERFRIERI

auth_self_keep
5 auth_self M, ERNEERE—THBE, 50, NRE—INBEFBXNITE
—i1%(E, WEREHRHMAOL,

auth_admin
BRFEZEHmNEIERA (root) OSABEIRTFIRIERN,

auth_admin_keep
5 auth_self keep M, RFEWABIER (root) A<,
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18.2.2 SUSE ERIA4FAX
FIBRIALE, PR Polkit SREEX 4PN E HBEN N AR LR A GRS,
EONTRXEGEIR N LA E, X ERRINEER—TES SUSE 24t EERREIAEM
B, SUSE Linux Enterprise Server fft T —2Hr] LAB 5 _EFEANZERTUE XN, XEIGE
KAUT=MAENERR (EBEXH) , 8RREE MR FERE:
/etc/polkit-default-privs.easy

HWPAFREARATHNENLE, THEXT, EERUEE—Q T EIRESHNRE

AF. WERFRT 22, BEFFuHAF AR,
/etc/polkit-default-privs.standard

BEERZSHARNTEEILE,

/etc/polkit-default-privs.restrictive
BERTHENSE, BILURNTEENKEE, BEREEAESFMAF AR,

BT IEIRSHY Polkit BRE XX, 154w48 /etc/sysconfig/security, #H¥
POLKIT DEFAULT PRIVS HY{EIEE S easy. standard ¢ restrictive. ZAFIU

root 51517 set_polkit_default_privs @<,

BAEER EEVEHNIXGFPNEEXHIZE, BEEXEECSHEENX Polkit 18, EFER /
etc/polkit-default-privs.local, BXIFHER, FSE £ 18437 “E2 SUSE
NI

18.3 &4

EEWIFN, EFEH Polkit FEEH pkaction %,

Polkit FEMY T B FEXISIUARIUS —HAF ST THHE<SIT IR (EXEEMK, 58S
WEE 18.1.37 “Polkit ZAEERE" ) » BT NERBHE— \H—ZMATIHRES. A
pkaction S ASILHFIERIAKEE, EXEZER, 150 man pkaction,

ERRATRE (5180 org. freedesktop.loginl. reboot) MIFRERIN, B TERRE
B pkaction:

> pkaction -v --action-id=org.freedesktop.loginl.reboot
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org.freedesktop.loginl. reboot:

description: Reboot the system

message: Authentication is required to allow rebooting the system
vendor: The systemd Project

vendor url: http://www. freedesktop.org/wiki/Software/systemd

icon:

implicit any: auth admin_ keep

implicit inactive: auth admin_keep

implicit active: yes

@ 7£&: SUSE Linux Enterprise Server £ pkaction PRI
pkaction {EE EHBIARE, THRMEMLE SUSE BOAFINAEE EHBAL
B, Eit, EEEREILE .

18.4 {E24 Polkit Bi &

LEREEARRITHEN LEEERRRRSE (F, BEDFEHANRITEN) B, B
Polkit REZREM. BEX Polkit RIUKBEEFI LIRS ERIENR 2%, BETRITESE
RREPRTAAALIRERSGER P A, BiF5EE, BRNELTESHRIENER T
RL Polkit #FRIRES AN EBAF R FTEM root 15X, MMERETEXK, X EMHIARE
1K Polkit SPIIIEERARERFHFEFEPHNRALLERN, FREXFHEK,

18.4.1 7= Polkit HRE&S

IR Polkit #BFFIREBUR FER S L LRI B, WNFREML, 15EMA pkaction FH
Polkit KIERIFR B 1E,

MFaRE, HIVEETRDS gparted ( “GNOME 9 X45E28" ) WAL EI Polkit 5,
X /usr/share/polkit-1/actions/org.opensuse.policykit.gparted.policy
BEUTARR:

<?xml version="1.0" encoding="UTF-8"7?>
<!DOCTYPE policyconfig PUBLIC
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"-//freedesktop//DTD PolicyKit Policy Configuration 1.0//EN"
"http://www.freedesktop.org/standards/PolicyKit/1.0/policyconfig.dtd">
<policyconfig> @

<action id="org-opensuse-polkit-gparted"> @
<message>Authentication is required to run the GParted Partition Editor</
message>
<icon name>gparted</icon name>
<defaults> ©
<allow any>auth admin</allow any>
<allow inactive>auth admin</allow inactive>
< allow active>auth admin</allow active>
</defaults>
<annotate @
key="org.freedesktop.policykit.exec.path">/usr/sbin/gparted</annotate>
<annotate @
key="org.freedesktop.policykit.exec.allow gui">true</annotate>

</action>

</policyconfig>

Q@ REEXHFBVIR XML T

@ ILERBSRME—IRERIE X BIFFKERT

© TEULRAILURE BT URINRE.

® annotate TTEBEHEX Polkit MIEHRITIRIERIMIINGES. EAFIFR, kxHREE
gparted BJHITXHRIERE, UNATFATIERIHRERLERENIRE, DIARHXLE
HOFA BERENMEIES Polkit TR pkexec Z&&FERH,

EANEE CRIREE, BRIERA EREMRY .policy X, BHENARERIRAME id
B, HAEXFIENBERIENIZE,

Q x&E: BFAHA PolicyKit
Polkit #ZAAESRLARIMRY PolicyKite EXEE (FI40_LER XML XHEFEF) , HA
ER T X MBS,
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18.4.2 NN JavaScript $ZAR M

BAFINR AT RABIISE., BERNEE SN, BB ENXHEHEETE /etc/polkit-1/
rules.d/ TFo

B R G R URUETTL, EEENEFMERERIR, L .rules SR, XLEXHFHH
REIEE B SPGB FHINEHIT. B9, 00-foo.rules HFE 60-bar.rules EE
90-default-privs.rules Z#i (RtSKHIT) -

EMN SR, HAEESNEBIRINEVIRIE ID. H30, BRI admin HAREAMEEMNIT

gparted &<, B EIR(EID org.opensuse.policykit.gparted:

/* Allow users in admin group to run GParted without authentication */
polkit.addRule(function(action, subject) {
if (action.id == "org.opensuse.policykit.gparted" &&
subject.isInGroup("admin")) {
return polkit.Result.YES;

1)

http://www.freedesktop.org/software/polkit/docs/latest/ref-api.html 2 E3R#HT Polkit
AP| FRE R ERBIFR B FEA 75758V R,

18.4.3 {EEX SUSE ERAIAFFIN

W 18.2.2 75 “SUSE ZRIMEAY” thFfIR, SUSE A LA EARE XK Polkit FiZfGgE

bR T AR B S BE X, aILUE /etc/polkit-default-privs.local HENXBEENX

R LA E X BRI AN FIE X B EXHIRE. ERMBEXSLZE, BHRITHU

THRE:

372 18.1 : (BLRERIALFIN

1. Yg48 /etc/polkit-default-privs.local, BEENXEMN, BERAUTERANE IR
EARIN—17:

<action-id> <auth _any>:<auth inactive>:<auth active>

NE, MRFAE=TERFZIERE, SHRAIUMNEE—ME:
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<action-id> <auth all>

fBugn:

org.freedesktop.color-manager.modify-profile auth _admin_keep

2. L root BTt TR, FEREK:

# /sbin/set_polkit_default_privs

B % SUSE Polkit BRIAFFANAYSEEE Y, 782 man polkit-default-privs,

18.5 & SUSE FRIAFFIX

BIME SUSE BIARNURE, BRITUTERE:

i3#8 18.2 : /&% SUSE LINUX ENTERPRISE SERVER BAIAIRE

1. #RBRE 18.2.2 7 “SUSE FUNEY" HRFmR IR VECE X4

2. M /etc/polkit-default-privs.local RERFAIEBEEI,

3. i51T set_polkit_default_privs LUAEFERMERIAFN,
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19 Linux FEYIGREEHIZIZR

B LA POSIXACL (AIEEHIFIR) (EAXGRAXNRIOER RIS BRE
o HBRTREAEFEHSERBIS, FIA ACL AJLAE R /EME XANPR,

POSIXACL X—ARIBRATE—FEILEMN POSIX (AIZIERERGIZD) . BTEMHR
®, HEEMIREEZE POSIX 1003.1e #1 POSIX 1003.2c B#HCH. B2, £BT Unix &FIKF
ZEGLERANACLBETXFANER, HEXREPNBIXX GRS ACL FILHEHERXFHE
oo

19.1 BHXHIR

SUSE Linux Enterprise Server FEIEBIFIE X4 REZFE O EN, EREEMIRMG
XEHRiE], BETEIRERIREAEIMD TBIREATE Us sa oA -1 &I, LAIZEMGTIE EA
FIEFRIIXXHERIR, SR GBI NERE X T aetR B bR, B rIgEsH
root 17, WEWLE FTRERIBIIEREE XM RMIFRS . XRIGMZ R HHAIRL,
SUSE® Linux Enterprise Server R 8 &4+

permissions. permissions.easy. permissions.secure #
permissions.paranoid,, XEXHL2EAUTFER /etc . XEXHATFEXFFHKIN
IR, FliNeBaE BRI XHEH setuser ID fil, BT setuser ID IMEFASERRE
MENAFRAERIETT, MeFERXHRES (root) MNRIEIT. BEARRUFEH /etc/
permissions.local X#HHRMBSHIKE,

EEXRENEP—NEEXH, BT YaST WL AF B EFEA L2, BETHREXZE
HHEAE R, B /etc/permissions FAGFRIER man chmod

B]7E GNU Coreutils 5 ERIE _EMT 2R (info coreutils "File
permissions" ) FikE| B XERAXGNIRNIFAES. ELERINEEER setuid. setgid kL

Lo
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19.1.1 setuid i

TERLEERT, HRNRAI G Fi&. FLb, Linux 3E—LEIGE, ATARITIERE
GBS E R R A A MAIRIR, B0, passwd ZFEEERIAE root (XPRABELR /etc/
passwd, XHBESEERES, WARPEERNAFMAID, Hlt, E@BAFARELTEENR
passwd , ENRTFFIERFEZHREX AR AIER, tia@HN—MaiTRSG AR
£ setuid Ml, setuid (RERIABF ID) B—MSHXHREN, BiemASRITHENARICHE
REAF ID THIERF. KL passwd &5 fl:

-rwsr-xr-x 1 root shadow 80036 2004-10-02 11:08 /usr/bin/passwd

BEIEN s, ERTABFPIPRIEE T setuid {il, & setuid {iI, /B5h passwd 5 RIFR
BERP#EELU root BHHRITIZHS,

19.1.2 setgid {i

setuid (LEATAF. MYAHAMSEE—NENREM: setgid il IRET IWUNEFETR
FiZI2FRVA ID B17, MAEEMNARB T %iERF. Alt, FIRET setgid (IRNBE R,
FREMEXNF B REBEIEREIZERFIBIAH, FZETERNTABER:

drwxrws--- 2 tux archive 48 Nov 19 17:12 backup

EAIIEN s, ERTAEANRIZRE T setgid i, BRBVIAEEM archive ARG A
LURRLEER. FARZAMGHNEAFS ‘M5 2Za0AF . FRESAXGNEMAE ID A
archive, 30, /A4 ID archive BE{THENTEFEMESSE root FitEaEARILLE Ro

19.1.3  #EM%E(U

SINER LUK B BT AIITEF RN E T B REH AT ER LB E.
RETENMERF, UXMAURMCHXHFRIER RAM, MALESRERN MEERIRE, H
THAEENEEELEBIR, LEMELRIVER. MRANBEBRIERT I, WA LFLER
P IERBIERI . HEUREIEIFE /tmp A0 /var/tmp BR:

drwxrwxrwt 2 root root 1160 2002-11-19 17:15 /tmp
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19.2 ACL B9fL%E

FRERT, 27 Linux RALNEIMXHXNREX AR, X=HANREIERTFSMHAER
AR BIX&imEE. AMETCRAFRX=MARF) BEE (r). B (w) f#1T (x) R, Lt
ah, ERILUSEIREAF D, &EA D MiLHE L. XMEEMSTEERTRSHEMRER.
BXNFREXNHFRIASENAER, UFRAETERTERASMTIES BT EFHINR
BEZBIPRH,

AILURE ACL fE ARSI REES Y BRER. EfTRRTRENAFP AR, BN
XENRHR S RIGIABEE S FTEAENR, HRIEHEITIZRE Linux WIZBV—IThEE, Bais
Ext2. Ext3. Ext4. JFSHIXFS Bz, @IEMA ACL, THEENARFRTLHES R RIE
BRI IS ME I H =

SNRIEA8A Linux ARZ5 28108 Windows ARS528, M ACL IIRBAAAE, —LEEENTIEL
BMETEERE S eI 427E Windows TiEfT. Linux R4EFIA Samba @ Windows E P iz i
XHFITENRRSS . BT Samba ZHHFAIEHITIR, WEEAILTE Linux BRS28 EECERFPIR,
WA UEEEERAF RER Windows ({XPR Windows NT HIEEhRA) HEERFINR. F
F3 winbindd (Samba Ef#—E45) , BEEAIURAXEETF Windows IHHM7E Linux RS
BHEHE TR B AP ISR R,

19.3 X

AP%35
258 POSIX AR EA = EAFEXHRSTRERIR: HEE. BAENANE
A, AUASTRAPEINRE=MURM, REIREX (r). B (w) BURHIT (x) ¥
PR

ACL
FREMENXHRANER (XHEMBER) HBAMAENIRS®ED ACL RHEE.

XA ACL
ZAACL REEN BT EHR. Bl TREXH RS RECER MER B FHAINIR,

ACL I1
FNACLEEES—HACLI, ACLIFFEE— AR, — NEIFrXEEAI AP AN RE
T —ENPR, FFHELELR, REXHAFBFIRER
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19.4 AbiE ACL

%101 “ACLIEA” MEET ACLIR 6 FHETAEMIIAIRTY, SHEAMEN T — AP H—A
B HRIR, 5 ET0E N TGRS REMRBAR, FiE AN T SRR EAR
IR, BREIFEILUER chown 3 chgrp BEUREELFEA, MEXMHIERT, HEEA
FRATRTHNAEENFAEL, 8100450 TEN TERRER T Ehis i
FERIR, S D6 S ATEN T ERTREN TR ANRIE. REEHE R
EHSAMAEESHREG TR, EMEN T FiE A HRIR.

BT XA E MAR RS RRERUR, SR —5 R T EaamR. BH8amn
PR BAATS FHOAR. MBAIRERNEETF LA —Fmt, SIMEEMN. ST
M SRR BRRE TN, FRAIETXERIR, G B R ATRTE N G R
MR, 190 FIRIAE hEGRBIEE T A,

BFMEAN ACL X —MER/ACL, RESETAFEE. MEAMNSMNN, MET
SCHFE RIESRIRG, B—REIEACL, EHI—HESRES, CTHREE—MED
I, HEMEOSETESEAPHDHBEARINT,

#19.1 . ACL ImE®!

-3} XAR

weEE user::rwx
[SERE=Y: N user:name: rwx
FiiiEh group: : rwx
[ group:name: rwx
¥arg mask: : rwx

Hith other: : rwx

®19.2 . RERKiARINFR

kS XAz eI R
[=YEZYEE user:geeko:r-x r-X
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IRy MR VFRI AR
g mask: :rw- rw-

BRANR: r--

19.4.1 ACL i1 H IR PR (1L

19.1 “s/ACL: SUFRIAEEERY ACL I HIE 19.2 " R ACL: SAXERABELRY ACL
517 HEAT &/ ACL MY R ACL XRMIENT, XEEDAN=IR — EIA—RER ACL TR
MSE, RE—RETR—NRGACL, BA—RETHEFEANRELSHZ MR (B0,
M ls -1 FRER) o EXPMERT, HEENRIMIRGSE ACL B EDL, EhZEHINR
WRIRGIEIR BRI ACL I, B2, AN RIS EXRMERHERRER.

HwEE user::rw- — rw- HeEEN
FRi®A mask :: rw- — - 23
Hith other:: --- — - HhA5)

B 19.1: S/VACL: SHR{IAEELEY ACL 15

MNFRNACL CEBEHE) , ARNPRIGIFEI ACL IPRBADL, = 19.1 “S/)hACL: 51
RAIAELEEY ACL T RBRTX—R. MFH RACL (RAEHNE) , HAXRNRERIE T
W E19.2 " ACL: SARAELEAY ACLIT REBRTX—Ro

masE user::rw- — 5 rw-| EEBEEY
mEBR user: jane : rw-
FRiB4E group::r--
T mask : :rw- — r-- £AER
Hith other:: --- —> - Hihs)

B 19.2 : ¥'EEACL: SHR{IAEELEY ACL 15

FENRIEFEEEA ACL <F, MRS AN A USRNBREFIRATRXE, @BERIL
B ADECHINRRETET ACL Fr#tTRIFRE HAM “iE” BYLERR. XARAIMESORH ACL ik
B, RZIFA.
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1942 HBEACLHWEZE

FEamLITHER getfacl fl setfacl AILLIAIR ACL, IATRAIERT XLmMmSHAZX.
TRIZBRZA, A umask < REXERENEX GRS IBIDHLE LR, &<
umask 027 REUTRIMIR: AAEERTLENR (0). ELANE NIARNIE(2),
URFREMAFRENIR (7). umask SWEHEMMRUSFENXE. BXAT, ES
WE 11475 "Bl umask” 2% umask FMT,

mkdir mydir 838 mydir BREH umask iEERZNANE, R 1s -dl mydir #&
BERREWISIR T FIENR. ZnfIRvEmAT:

drwxr-x--- ... tux project3 ... mydir
£/ getfacl mydir ¥Z&E ACL BI¥IERTS. XEFESBHUITER:

# file: mydir

# owner: tux

# group: project3
user: :rwx
group::r-x
other::---

WMERNR=1TER T BRNRIR. HEENMEL, ME=1TEE=1ACLE, EMBEHE. Fi
BAEMEM, BEMmMs, WF&ANACL, getfacl SASERTEMER s FKERERIE
Bo

ERLUTa<EBACL, RMMMARF geeko FMINMLE mascots #EIKIEZEN. B ANFHITE:

# setfacl -m user:geeko:rwx,group:mascots:rwx mydir

EH -m $27R setfacl EZEILARI ACL, UTFESHIEREERRIACLIT (BRI EAESH
) o REMHEE T NIZMNENAXEEIERNBR, £A getfacl saLEFEMN
ACL,

# file: mydir

# owner: tux

# group: project3
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user: :rwx
user:geeko: rwx
group::r-x
group:mascots: rwx
mask: : rwx

other::---

FRT AP geeko #4H mascots BEIRIISN, B T — MEIEI, ZBIETIEBohgE
B, LUBEFRENRERSE . setfacl SEMNFENEBIBIMAEBEN EEHRMIEE, BRIEE
B -n FRALINEE. ZWIBIUE XA FREINRABRIARNE, HEPaEEnE A
F. EmBEMFIES, s -dl mydir BRAIBENPRMUIIMEXNF mask I,

drwxrwx---+ ... tux project3 ... mydir

RERE—FIEE—THM +, REALBTFE—TT E ACL

RIE 1s m<HE L, BIEIMMNNREEEEIHRNIE. FRBRT, XENNRIUEKRERE
¢ (XEBRE project3) WEEX mydir BRHB NIAIENE,

B2, FRBANERAIRNREMN N T AP EAMEINE X RN EE R 7 — E4RFH2
r-x (BRE19.2 “FEAENE" ) o NAFIRNFRBANEMRIRMS, BMERERNT
ACLTZ G, BRREFEMRE,

£ setfacl 3 chmod 4miEHEISIL, 5140, A chmod g-w mydir. #AfF, s -dl

mydir 28R
drwxr-x---+ ... tux project3 ... mydir
getfacl mydir {RELUTHEH:

# file: mydir

# owner: tux

# group: project3

user::rwx

user:geeko: rwx # effective: r-x
group::r-x

group:mascots: rwx # effective: r-x
mask: :r-x

other::---
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$1T chmod KENNPRMAEMIHERG, @ s NRHMTEEERELBEA—TE B8N
B EARCRERNIRE mydir (9B ERB. getfacl MHLIEL T X—H. XTMHREHE
BT HEVR RS RGN R AN N AIPAETAGER, FASRERIEI e 1#1T 738,
AILAREES A chmod g+w mydir RixE/RBIIR.

19.43 EBBIUAACLEYIER

BRAUEBRINACL, XE—MISHREYACL, BEEXHZLLE R TR RIECIZE MR
[B#XPR. BAIN ACL #oMaF B R X

19.43.1 AUAACLBIHR

% BRI ACL RIRIEEEIX AT AR, BRAHA:
© FERSMARB MBI ACL FEREIIA ACL A ACL,
o XHRBFZIIAACL fENE ACL,

BIEXHRANRNFAERAEREER mode B8, ZBIHEXHENXERAITRIVIAR
PR WMRREFEEEHIAACL, MM mode BELEMNPRPERR umask EXBIRPRAL,
BEHRER DI R. MRFIAACL FETRERY, FBIRKGTHXRAINPRAL, EHENT
mode BEMNIEHNES IR, URERIAACL FEXBINIR, XMIER FZET umask,

19.43.2 FIAACL HINZFH
UT=NRFREEF B RAMEA ACL Y EZR(E: -
1. FRAUTHSBEERIAACLANEIMEER mydir :
> setfacl -d -m group:mascots:r-x mydir

setfacl s $HHNEI -d 125 setfacl 7FEIA ACL FHITUATEER (£ -m) .
BFATENGSNER:

> getfacl mydir
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# file: mydir

# owner: tux

# group: project3
user::rwx
user:geeko: rwx
group::r-x
group:mascots: rwx
mask: : rwx
other::---
default:user:: rwx
default:group::r-x
default:group:mascots:r-x
default:mask::r-x
default:other::---

getfacl ;R[E] ACL F1ZAIA ACL, BRI ACL HUL default FFkMIFREITAR. RAR
HEX mascots ARN—IHITTY setfacl di$REIERIAACL, BERT BIEFMEY
#INACL, setfacl BzhEHIT ACL FEIFRBEMIN, FAIA ACL XA IAMNPRIE B BiER
R, ENREIEXHRAFTRNEMER. XEHHRIMERBERIEIA ACL P4HEIF
AR,

2. LUFRAIER mkdir £ mydir FERIE—NFBER, ZBRREHERIA ACL

201

> mkdir mydir/mysubdir

getfacl mydir/mysubdir

# file: mydir/mysubdir
# owner: tux

# group: project3
user::rwx

group::r-x
group:mascots:r-x
mask: :r-x

other::---
default:user::rwx

default:group::r-x
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default:group:mascots:r-x
default:mask::r-x
default:other::---

RIETIHA, #FENFER mysubdir EERXBRHEIA ACL IR RE. mysubdir BYACL
AERRT mydir B920A ACL, ZBRBREMBRREZNEIA ACL L EHEE,

3. £ touch 7 mydir BRPEIE—IXH, B0 touch mydir/myfile., A

&, 1s -1 mydir/myfile £8/r:

-rw-r----- + ... tux project3 ... mydir/myfile
getfacl mydir/myfile it A9:

# file: mydir/myfile

# owner: tux

# group: project3

user::rw-
group::r-x # effective:r--
group:mascots:r-x # effective:r--
mask::r--
other::---

eI X 4HEY, touch EF{EX 0666 BY mode , XEMAFAEIZRFXHEABRTA
BERPEFIRNEEFE NINPR, #FiiEE umask SERIA ACL RAGFEAEREMEES (55
W 194317 “FUAACLERIR" ) o FELE, XEKEFESTE mode HRWFA

AR, K= MAERZEY ACL IR ARR. RIAAKE MR ACL TR EBREMNIR, 1B
EER T I BRI ATE mode FIKERINIR,

XA WERNARERF (WNFEFE) 5ACLNREFRAHT. EaIeIZAEFERIARN
FREVX M, AEREATICARIITX 4. mask HEIRIFRIEE S AR MARIERERR
7EM
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19.44 ACLKERE

FEREAHEINARFRTIHIRRE ACL RIFHIXH AR REMIRZAT, BNARERZ.
EREAMN, REBUATFIINE ACLIL: BEE. ssRAF. FiEAsrRAUKREME,
IARRIERIE G HEENTURI TR, RERABERM.
MRENTHBEBTZNMAABEBTEESZS NI, BREENER. XHFMEBRFENRS
BEHHENEE—. E5SEMETMATREAER "ERNAGE" TX. @8, MRLE
EAEHATEESFRFAIRIR, MNEVLERNTUGMARKLER “HRREL"

19.5 MARERFFH ACL 2

ACL Bl F LS RN RA RLUA R BRI AREFNER, A UA—MEEES HERNR
BESA ACL £57E—if2. 18 Samba # Nautilus —#%, BEARMXHEHS (cp. mv. s )

H325F ACL.

Vi/Vim #1 emacs T2 ZFF ACL, EfIZFRBHMEAXG (B1E&H) BINR. FZHERS
M HEIEREMERD ACL 25, HARIEEHUHRT, XHM ACL BRNSERE, Gl
AR, XEURTFAERRESRNEN AN WRFERARBXXGENEN, MRS ACL.

NRIEREEFMNABRRER—MNIXY, REEBILXHEGRZAIEXHESE, W ACL A&
SEK, BRIEREBISRIFACL, IRT star FEERIN, HandETMEMSHNBEERRY
ACL,

19.6 EZER

BXACLHFHAES, 155N getfacl(l) . acl(5) #l setfacl(l) BIFMIL
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20 {#F3 AIDE #1T NEHM

RIPENRGREMN—IESKEERAREEIMITHRIES. BTIERIBRRIE
RAENRERFERIME, THRTHINMIRE (50, A8 cron #T1RE) U
HBERASRNZENES, MERFIFETER, XIERAIDE (RN ERINIFE) AR
Z M,

20.1 AEIZE{ER AIDE?

AJLGEE RPM ITERMNNE, XEFAULAR—EFTLENEN. RHEEESEFE TR
BERRISTNEE, TR ERATAMAEREXHAENENR. BRUAEXMH, FzT6< rpm
-Va, A, s BEREEXHRNEN, BFRHTIEAELNHEENENR,
fEF RPM #ITHRENS —NEBET, IRPANKREEFIREEN rpm &5, LURREIEM
root-kit #ITHVEAEDN, XFREEFABEHENRITHHIRE root 5. BRI,
BMNIZEHS—D0E, XTEWAILURT FLRENRRIET.

20.2 & E AIDE $EE

O ==: REEVBIL AIDE SUEE
ERERZZH, FREBEFAENREN (B0 (FEEE) , F 128 “BfF ,5%12.1
T “NEEAE ) , UAREEANFAEZRRER, RERSGE, 1AL AIDE #E
E. MARERERENZE—IIER, BETEVNREITRANENERLT, BEER
Hl8 L#H{TRE, 72 AIDE SIBEHEUEE 251, BAEEHTENATEARERNRESTR
HIE R EIE R,

SUSE Linux Enterprise Server FEIAFT %% AIDE, ERE AIDE, BERITEN > LN
%, B root BHRESSITHRA zypper install aide,
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EEH AIDE NMAQEBLEX L EM, BEH /etc/aide. conf BENXMH, IWXHHANE
BN A BER A SEFRAVECE . E—2 M IBE—RRS %L, 590 AIDE FBREXHRIMIE, Custom
Rules #1 Directories and Files Zf95aAtEdBEEHX, AN RERR:

Binlib = p+i+n+u+g+s+b+m+c+md5+shal

EX Binlib TEfG, BEXHBIERENNLEE, ERETEE:

#20.1: EEH AIDE 19FE1E

1T iR
p WEIRE X 3 B AR,

E inode 5. BIMXERBEHE—INITEE
MEIME— inode RS,

n M EHEAE R RV

u CBEXHABEEREREEN.

g KEXHAREEEN.

S REXHRNEEEEN.

b REXHERNRITHREEEEN,

m QENHHERE RS EEH.

c WEXHIARNEIRE EE X,

S MEBERIXHERN.

I BB R BVE L,

md5 WEXHH md5 REMEEEENR. KiTE
W{EF sha256 3 sha512,
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gril] A

shal KESHR shal (160 1) REMEFEE
. FAEINEH sha256 3t sha512,

sha256 KB sha256 RIEFMEZEEEEK,
sha512 KB sha512 KM BT EEX,

IWECEMFER Binlib FRENXANETINE /sbin FRIFREXH, BSZBE /sbin/conf.d/
BHR:

/sbin Binlib

!/sbin/conf.d
EQE AIDE BUBE, BT RME:
1. ¥JH /etc/aide.conf,

2. EXMNERAMELENEECEWLEH, EXTANEENTREYIR, FSNW /usr/
share/doc/packages/aide/manual.html, EXXHFHEFRZEZRIENRIAXS
E—LERIR, RFEAR,

3. ERBREXHEEEN, BEBlT!

# aide --config-check

e LB R ER R —FRIE R E AR, B0, MREWE LT :

# aide --config-check

35:syntax error:!

35:Error while reading configuration:!
Configuration error

ZEBIRTEARTE /etc/aide.conf M5 36 ITHHI, FHBiFEHEES EXRBINEEAIED
BEXH1T,

4. #)9a1L AIDE BUiERE, BT TaR<!
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# aide -i

5. BERMWEEESHIZIE NMRFMUE (5180 CD-R. DVD-R. iniZiRZ2SAFR) , 4
VY13

O ==
PBEXEE, IAEANUERBIEENT2REHRE. BIUERRETA—RX
YRR, LABnIEBIREEENENR, V)R EIEEREEEERANITEN .

20.3 Zih AIDE 16&
T TXHRAIE, WU
1. EEHEE:

# mv /var/lib/aide/aide.db.new /var/lib/aide/aide.db

2. REEAEEENE, WEAFTEENVR AIDE BUERE, MEBoHTEMIVEEE. &
PIHEIERE R E N ERER. BXESZER, BENE 2027 “LE AIDE HEE"

3. EAUTHLHITRE:

# aide --check

MRWHAT, WRT—VIESE. AR AIDE R TEN, ETENEE, Flu:

# aide --check
AIDE found differences between database and filesystem!!

Summary:
Total number of files: 1992
Added files: 0
Removed files: 0
Changed files: 1
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ETHRIPRNEN, BEEASH -V RERENIFALS . FamEmmnRGl, tSHEE
TRR:
# aide --check -V

AIDE found differences between database and filesystem!!
Start timestamp: 2009-02-18 15:14:10

Summary:
Total number of files: 1992
Added files: 0
Removed files: 0
Changed files: 1

File: /etc/passwd
Mtime : 2009-02-18 15:11:02 , 2009-02-18 15:11:47
Ctime 1 2009-02-18 15:11:02 , 2009-02-18 15:11:47

NTBERZER, mRGIFREDT X /etc/passwd,

204 HIIFRANKE
AT ERNE, ENERMEEMEIFEIETIT AIDE Z# 8IS, XA UHIRIREE BIMEDR
AIDE Z# &34 U2 E1TERBI XS

BRI ES, “AMBRILTFARLEERFRIMIRRSISZITAIDE, /A SUSE Linux Enterprise
Server AILEMHIBIERIZRFT BEUERS, WMLERIRIFIRINEE,
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TEFEERMIERSAZE, FRERRIT R ERELRAR. GaXERMENMANEESRE
Kehi2re EMEERME AR EERE. XA TLBRIR linuxrc BTATHAERVIFAIHER, 18
B0 https://en.opensuse.org/SDB:Linuxrc 7, TFEMAT —MFIbESHITH R

332 20.1 : M AIDE BEhfUIBE RS
1. BRE—8& FTP RBBEANF—EI1TEN.

2. ¥ aide # mhash HHEEEHIZI FTP RZ2BER, EAGIRA /srv/ftp/. BE
ARCH #1 VERSION HAIfFERAMENEIE:

# cp DVD1l/suse/ARCH/aideVERSION.ARCH.rpm /srv/ftp
# cp DVD1/suse/ARCH/mhashVERSION.ARCH.rpm /srv/ftp

3. BIBERXMH /srv/ftp/info.txt, BFRHEMIERAMENSISSEC

dud:ftp://ftp.example.com/aideVERSION.ARCH. rpm
dud: ftp://ftp.example.com/mhashVERSION.ARCH. rpm

G ER FTP 2. VERSION #1 ARCH B#iA R % LERNES

4, EFRHEEFH DVD IR RS THRE AIDE REMIRS 8. M5ISSERMUTE
e

info=ftp://ftp.example.com/info.txt

HEBEHER Linuxre FEIEAN info.txt XEFHFREES.

HIRRS5|S/E, AIDE RZFRENEIEER,

20.5 BEZER
UTHERMTEXADENEE:
e AIDE ET1: http://aide.sourceforge.net

o EFMARIRIRECE /etc/aide.conf H,
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o Zi aide MGEIETE /usr/share/doc/packages/aide THIZ PN,

e https://www.ipi.fi/mailman/listinfo/aide # B9 AIDE BB F BREFIZRA,
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26

ek ree oy e

X Window R4H X SHIIE 212

&5 OpenSSH fRIFMIZEIRIE 213

A g 241

ACE VPN ARS588 258

fEFA XCA. XIEPBHMZAEEREEE PKI 271

M sysctl TEIRENEBLZ LM 275



21 XWindow &% X B{95iE

MLEERAMR Unix RAREEIEZ — X (UniXIBERANEORS) BeBERAMF]HX
—45tE, R X AT ISR A T R(E: BRI ENHB— B ER, AELLET
ML RIXZIERF, FHEREENITEN L.

NRFEFER X RSB[BLEET X B, XRSBUIZPEE AREENIA R CREENRIR
(ETAR) » BEAMMIN, BAAEFPIHISTRFENR. £ X Window &FH, BERMIEIK
BERBIF %, PRIAEFENRILRIEHMET Cookie BiARIESHl, FIEKMEIZEITE i
BIENBY IP #itik, FBFITHIXMIEIRIFEF xhost ., xhost FEEFFIHRY IP k@A
FETF X RS B[BHVEUBEFR, i, K P HULHITEMRIIEHARLSE, HlN, NRES—
AR ELEEFIHERIEN LIRE, ZAFBAILIAR X iRS28 — MEEARIET IP it
—i%, BTHEEXLERE, FFABFERXMEMIIESE, BEATLUEE man xhost THE
BEEZHEXER.

MFETF Cookie BIARIER, BEMR—1RE XRSBMESEAFRAMENFRE (FEM
FEMIE) » FREY, Lt Cookie BEFEERAFEERFM Xauthority XA, B
BEFEA X RS[BRETEOANER X B IHFER. APAIUFERTIA xauth 8EXH
Xauthority, IREEHRZT .Xauthority HBEETBERHEIMIRRT XX, BT*
FIFEEFRE O X &P .

SSH (Z£55%) aTRAFMEMEEREHLERABEHEELE X RS58. XU XER, B
KX ¥R, RETRS[IREN X RS2R, HEREEN LA shel 1&E DISPLAY ZE., B
X SSHMEZFMEE, BBN E 225 “[FH OpenSSH FIPMLEIEE o

EE XEBRUgEALEE
MRCGANATFERNITBENARR2EN, BAEEAXER. IRBAT XEX,
WHEFRZEIER SSH EFHITEMINIE, AR, KEEAERZRNER X RS
2, FREEHRERN (BEFmS) .
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22 {EF OpenSSH RIFMIKIRIE

OpenSSH & SUSE Linux Enterprise Server BEKf#Y SSH (R£458%) LI, ATFF
PZIREE. XHERMARR2NNINEEBEFEMEIRIE. SSHMEREENZ
BINFIERE (BESHWIE) , UBSEHAMERSR, XENBERREURE
MZSBRMAIEBFMRIE, XEAREXNTEEAS SSH BEIFEEH.

By

22.1 OpenSSH #?

SSH @AM ENZER, HEMEFIHENSMEINTH RSB @R HiRE R
PEI—TE DN MREBTZTENNERIMERS RIS X, M TASEAR
fthit BAHAY SSH &1,

SSH B—ME P in-IRS (MY EFIETIT sshd SFIPREFIENERE LUEZ R B ERIEMEN,
B9 SSH &, B 1MiafT sshd BIEHNERRILIEBSHBENXEE, FISIRRGIML AP T Li#HTT
A, LA SIS 30IE 5 %o

SHWEMMEZBMBZRNRME. SIBANEE—TAHBAN - LAEHR. o
BTFmME, LhAEARTHEE, AHBHAIEIEHRE, MLAZRALARERIFEARAIH
HIREARBEN, EEREERNATAIUNERRBERAFIEE,.

SSH {RIEFIFERVRIF, ENRSBNE P HATRUEHITHHRIUE. AP RERZIHITH
SSH ZiERY, IRSV[IREEL/HLEINER, NRFFHERGRHEANEE (FEHESF R
BN LB ~/.ssh/known_hosts &) , MEFIRMERSEAIE. WREF g EHENEY
ENEHR, WREZ N CERENEERSEE:

a

(B

Z5A
=
=

o

The authenticity of host '192.168.22.219 (192.168.22.219)'
can't be established. ECDSA key fingerprint is
SHA256: yXf6pjV26N0fegvEYIt3HgG95s3Q1X6WYRhtHLF99pUo.
Are you sure you want to continue connecting (yes/no/[fingerprint])?

FAPFRILIEAN yes 5 no, HEMMMEENZRIEXRIRIAHITLL
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Q iiE: TEINEBBEEX
R ENZAIENEIA S & 45 AP el EM RE B R B E W E T IERB EHER, ST
MEENZAIEEIAET, ssh FLLIEN, HEBULRRHEZRUNENZEH, X
B LIRRILECAS R E & TS L.
SRR P E R EMRIRIL 75, WIRIESCRILES, AFIEILEN yes SESH!
HEBHRRELS, HEmEE. Eﬂ%ﬁ@%ﬁﬁii%ﬁmiﬁ%ﬁfﬁgﬁiﬁ, ERLURME2ES
RIIENG], HEFFTERFTRRERERE (B2RE 2287 “OpenSSHIEREM
KIE” ) o

MRENHNAHTRAEENR, WRELERZHBMTROES

(EREEECEECECEECECERERCEEEEECEEEEEEEEEEEEECEEEECEEEECREEEECEECE
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @

(CEREEECEEREEEEEEREEEREEEEEEREEEECEERECEERCEEECEEREEEEEEREEEREE@

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that a host key has just been changed.

The fingerprint for the ECDSA key sent by the remote host is

SHA256 : keNu/ rJFWmpQu9B0SjIuo8NLjbeDY/x3Tktpl70DJqo.

Please contact your system administrator.

Add correct host key in /home/geeko/.ssh/known hosts to get rid of this message.
Offending ECDSA key in /home/geeko/.ssh/known hosts:210

You can use following command to remove the offending key:

ssh-keygen -R 192.168.121.219 -f /home/geeko/.ssh/known hosts

ECDSA host key for 192.168.121.219 has changed and you have requested strict
checking.

Host key verification failed.

B ERAESPAHMB M ~/ . ssh/known_hosts HHIBRERIBNELR, AREHR
EEFEZHRENER,

openssh M EIREMRSE. FFH. X EmeanSN—ELAER,

OpenSSH % F i Z AR REIRE B B {3 JiiE :
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A< S8
ERIEHEN LNEARAERBNOL. XEREEEARRENSMHIIESE, BN
TR AU ENERTTEY LI SSH 21E, BEBREARENHZE, HAXRA
ZEEIOLRAEMRREICR B T

NHFTAF BT
FRENDA SSH BHAMARERZMOSHITEMIIE, XA EAFRMNOLZHIIEAD
ARE, ANERENRAEENILASHEZRNITENITH SSH 2i&E, BLtHEERE
%, ANEAEZEIOCKBSIZBICRIEG, WEBEBVITREENAARZAHAER
BT,
WBEIE 2297 “FEH gnome-keyring BT AHZAESE" THRWMEER gnome-
keyring £ GNOME KiEFR Boi# TRARZEASHIIIE,
BEWE 22,107 “FH ssh-agent Bo)#iT AHRHEESE" THRIAMIER ssh-agent
EEf B REPEMHITARZHS M,

TBITOLLLTASHISIE
BARZRSLEETOLHLRERERERHITEMIIE, XX THIASH cron fFilk
FEMUIRSRER. ELINRIPALABESR, EAREEGRNRIERAER A UER
ENEAFIBEE.

B S I8
OpenSSH SZFHEBH R IUIE, PIABEREE. RS IV LI AR SSH &
2o

ZRINBERT, SUSE Linux Enterprise Server 2312 LA Tan <Y OpenSSH 48

ssh
BXE5intEEN AR SSH EHZENE P RS,
scp

N/ B ENREE X .

sftp
EEFiRS SFTP lREZRZELZ 2w (SFTP MY (SSH FTP) 5 FTPS 2
FTPES (EF SSL/TLSHYFTP) X, MEIRIIHETH, )
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ssh-add
BABEHBS MR BHIIENRIE ssh-agent,

ssh-agent
EERFPNMLRAEMEZEANERTOS, UHITAHZHE MW, ssh-agent @17
ASFREEAETHBIESTENABETOS, XERFRFMAVEMRBANBTOSHTEG
I03IE,

ssh-copy-id
BAHRZRLeMERIIEEEN, LUSEAHRASHRIE,

22.2 Ars5Esamtl

OpenSSH BEfft—1 I FERIBNIAIRSS2RECE, {BEIER] LUIRERAE fthiahERRIPARSS 28

O == FiFHTE SSH RS REH R
HIEFE] SSH ARS8 #H1TECREY, AILA I BEAHITYIE AR, SHERERNRVIR SSH
RIEFRFHTARS, BTN T ENXHE—IEE. Ae, AREMERA, Eo]LUERE
L IEE L,

INRSEBRECE XS /etc/ssh/sshd config BEEAERE, FAIENAMEEIRE, ATLUE
HMANEB CHNAF IRNEEM B REBEZEMAIAIE, fi, UTRFI&ERREETIR
O, FHEEZBEEN LA IPv4 WSOt

#Port 22
Port 2022

#lListenAddress 0.0.0.0
ListenAddress 192.168.10.100

O ==: T /etc/services
FERIFMTAERITRON, BERE /etc/services XHHREBRHFERFRANIK O, %
EARTF 1024 WERKRERHO. AFTE /etc/services FIEREEEFERNIHL,
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BEXRKRERL root BRE. NAIFSNARERIIZEITEN, ARER sudo Llroot
BETHmY. NREHITBERF root BRE, UTRSHBEERGIER T WAIFER
PermitRootLogin prohibit-password #1 PasswordAuthentication &ETUGARSS 23
FCBA{UES root BFPINARZHRSMHIIE (552267 “AHBHESMWIE )
/etc/ssh/sshd config BYLATIRE ] UL s& A a)ixHl

f5 22.1 : SSHD.CONF :3=fjl

# Check if the file modes and ownership of the user’s files and
# home directory are correct before allowing them to login
StrictModes yes

# If your machine has more than one IP address, define which address or
# addresses it listens on
ListenAddress 192.168.10.100

# Allow only members of the listed groups to log in
AllowGroups ldapadmins backupadmins

# Or, deny certain groups. If you use both, DenyGroups is read first

DenyGroups users

# Allow or deny certain users. If you use both, DenyUsers is read first
AllowUsers userl user2@example.com user3
DenyUsers user4 user5@192.168.10.10

# Allow root logins only with public key authentication
PermitRootLogin prohibit-password

# Disable password authentication and allow only public key authentication
# for all users

PasswordAuthentication no

# Length of time the server waits for a user to log in and complete the

# connection. The default is 120 seconds:

LoginGraceTime 60

# Limit the number of failed connection attempts. The default is 6
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MaxAuthTries 4

B /etc/ssh/sshd config [, BITEFNERS:

> sudo sshd -t

EANERFRSNEIEEESIER, MAIEREERIR. THE, EHEE:

> sudo systemctl reload sshd.server

KNERS R X<EEHRONPREEER.
/etc/ssh N 0755/drwxr-xr-x #23%,, H root:root #HH,
FFAZEARN 1Z 2 0600/-rw-------- , H root:root A,

NHBZEANIZZE 0644/-rw-r--r--, E root:root A,

22.3 O<51piuit

FEARAOSHMHRIER, IFFEERTEN LEBFHNERINOS, TniEitENLigEHiz
17 sshd BIE], REEFEANA SSH Z$H, FELUUTRAIF, B suzanne 3THASEM sun B9
SSH &£1&:

> ssh suzanne@sun

ARG suzanne MINIZIZOS, TN exit HiZ Enter X7 SSH =ik,

MEFRSIHTEN LNBFREER, WERTUESEAF®, BAER ssh HOST NAVE FLE
To MINEREMTIEE, AILUEEHSITRITIRE, HEARERLERER (FIINXAER
M YaST) o

EEALUER ssh USER NAME HOST COMMAND iEAEZIERZ LEfTIERERHS (B
R, BTMS, REAERIEEI—HFHSXA) . HIAERMIE COMMAND 1EFESISH, A
MGTEAR MM — R BB SN

> ssh suzanne@sun "df -h && du -sh /home"
> ssh suzanne@sun "sudo nano /etc/ssh/sshd_config"

FIZRITEN LETT sudo BY, RAZRTERMA sudo 0<%
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22.4 EIEARPMENIMNZZHA

B 2R ALR R THIERR . DSA. RSA. ECDSA. ECDSA-SK. Ed25519 #1 Ed25519-SK, DSA
TEZEFIEFA, HE OpenSSHT.0 FEZRMA, BAEFEHAE. RSABRRBAMNER, BA
ERttIRE, BERIKNIZ. (M OpenSSH 8.2 FFA, AEBEILUER RSA 1R ENZREAL
B, {5fEF ECDSA 5% Ed25519 fERNEHZIALE, )

Ed25519 1 ECDSA E58 HE R, Ed25519 RIANRBERBIVEREE, MNRELIIFFALER
S<#¥ Ed25519 8¢ ECDSA MIBE i, 1BAME =M LIBENZER.

Q & RHENEFBEFZS
FLE R HARY SSH B P iR Az ECDSA #1 ED25519, ECDSA #1 ED25519 B7£ 2014 &R
OpenSSH 6.5 —f£4 %, FLXLRSEFEMETEE, NRAEINE, BRERGFE
BARENRHREF i

SSH ZSARIERMIEA: MEFIRIIERS (NS, URARSFIVIERFIRNSH (55
WEE 2267 “RAHERASMEIE" ) o RF[BEVBIAFMEE /etc/ssh B, ARNDTAZE
fA7EE1E /home/user/.ssh A,

S eI SSH IR, eI /home/user/.ssho

FHERREERITOL,

ERZHERT, ARPLABABANAERRBETOR,

2241 IEAPF SSH ZAxt

AT 2215 BRI B A P OpenSSH MNZZ A,

312 22.1 | IEBNABAMBENEH

1. EFARINSE (RSA, 3072 11) £RAFREHAN, BEEARHEERZHN ssh-
keygen &%, FARBITOSKRIPFARAZEE:

> ssh-keygen
Generating public/private rsa key pair.

Enter file in which to save the key (/home/tux/.ssh/id rsa):
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220

Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in id rsa
Your public key has been saved in id rsa.pub
The key fingerprint is:
SHA256:z0uJIuc7Doy07bFTelppZHLVrkD/bWWLBAF/PcHjblU user@host2
The key's randomart image is:
---[RSA 3072]----+
.0 |
o . +E|

0 *.0.= * . + |
..Bo+.. . . |
00== |

+
|
|
I
|
| . .S . .0+
I
|
|
|
+----[SHA256]----- +

2. BIE—MIKERKH RSA ZIRH:

> ssh-keygen -b 4096

OpenSSH RSA ZHR LA LB 16,384 fil, BE, BREKNUKER—EEFEH K.
BEXFAEE, ESN GnuPG EWRIEMBL: https://www.gnupg.org/fag/gnupg-
fag.html#no_default_of_rsa4096 2,

. BRI UGB ERHRENAFEARTHEAENRSE. S1MERANHNRIRGIE—, 7]

USRI D HR (AR, XEERABBEIEES I BANNAET, FRABEXZTM
ERECIEE RSA AT

> ssh-keygen -f backup-server-key -C "infrastructure backup server"

. ERBEEXAIFHIEREZE Ed25519 ZEAX

> ssh-keygen -t ed25519 -f ldap-server-key -C "Internal LDAP server"

Ed25519 ZHREIE A 256 11, HINZBEEYF RSA 4096,
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22.4.2 €I SSH RSS2 ENZ A

FNZANEESARERE. IHNBATEEBITOL, BAXNEFME /etc/ssh F, ER
% OpenSSH BY, ExBohER—AENEHR, LA TRBIFRR:

> 1s -1 /etc/ssh

total 608

SrwW------- 1 root root 577834 2021-05-06 04:48 moduli

-rw-r--r-- 1 root root 2403 2021-05-06 04:48 ssh config

-rw-r----- 1 root root 3420 2021-05-06 04:48 sshd config

SrW------- 1 root root 1381 2022-02-10 06:55 ssh host dsa key
-rw-r--r-- 1 root root 604 2022-02-10 06:55 ssh host dsa key.pub
SrwW------- 1 root root 505 2022-02-10 06:55 ssh host ecdsa key
-rw-r--r-- 1 root root 176 2022-02-10 06:55 ssh _host ecdsa key.pub
SrwW------- 1 root root 411 2022-02-10 06:55 ssh host ed25519 key
-rw-r--r-- 1 root root 96 2022-02-10 06:55 ssh _host ed25519 key.pub
SrW------- 1 root root 2602 2022-02-10 06:55 ssh host rsa key

-rw-r--r-- 1 root root 568 2022-02-10 06:55 ssh host rsa key.pub

ssh-keygen B—MFFHIEI -A, ZEATATRIZRFMOENZER, XFAFEFEINERD
SHMRARIBRHTH, XERAERMNERAXMGRRE, MHEZBTOS, ARPREE
BEIMUAN, HHHEZER UTNROIERMFNEEN, ARCIE—THE, LUteIZE—
HEFHBIENER:

> sudo rm /etc/ssh/ssh_host*

> sudo ssh-keygen -A

TR LOBE B SRR B R A R AR B HEE RN Z AR, N ssh-keygen -A RSEHRIY
BEH,

O ==: T=EHDSAEH
ssh-keygen -A S DSAZEH, A, ANFARE, XMRPAEZFFEFH. &
OpenSSH 7.0 H{=IEX#EEE, EHTFRTE sshd _config 5, XLEZHSH
2. AIOMBIBR DSA &R,
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LIERERRINZR FBBRE 2257 "“BRRTiZE" ) N, KIRMIEHREH,
AENBASIHENZPRNEE. ENEPSERIEZRRETEMHRIE, AEEKHZAT
Ro MEPANBMERE R, URSIEEFAHR, UTREIBIEFEY RSA # ED25519 EHE
1, XLRPITECIEENTBM,. ELE, MNENBAREEETOL:

> cd /etc/ssh
> sudo ssh-keygen -b 4096 -f "SSH HOST RSA 2022 02"
> sudo ssh-keygen -t ed25519 -f "SSH HOST ED25519 2022 02"

TR AR A R E .

22.5 HHMENEA

MARZS 6.8 FF15, OpenSSH B&— 1M XiFENZEFRIRIMINT B, SSH RS REIER
WIAERRERIAMN ENZAHCIEIZEE, fi, ERHAEELE, HEBHEALE
FaREHANIBER T, 7£ OpenSSH 6.8 Z&1, MMREAFITEN LM ssh config Ai§
StrictHostKeyChecking &E&AH yes, WAF<BIES, BHENRPAEENR, Hit
ARFEE, AR, BPSHME known hosts XEHFEHNIRIRSRBHALRIA, BFHE
1%, HFEHESHEH, B SSHEE (FIiNLHnEDR) KK,

M ENZRRIR A RIRE T —MERERRS FHNER T O EZMERANS . HEF

I TIEEN, RE[BEAELEHERNTIR. TAHAFRERN, RAERMIIES
REEZEN. SRAPJLRNEBITIERHZWRENEZE, AREUERIBESR. AP
known_hosts XH=BmEH, FEEPRMIMEBAHEFRIBEH,
REINZRRIRTEEERS 2R LEIEMER, HXRSB LM /etc/ssh/sshd_config KL
REFImLER /etc/ssh/ssh config HITHRLEEX,

B, IE—IHEZNHEH. UTREIBIE— N RSA ZEAM—#RY Ed25519 Z5H, X
RN ZAEMEAER—B IR, —MERNIRBMEZERACIERMRGEEH, Fick, EN
BT BITOL:

# ssh-keygen -t rsa -f ssh_host_rsa_2022-01 -C "main server"
Generating public/private rsa key pair.
Enter passphrase (empty for no passphrase):

Enter same passphrase again:
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Your identification has been saved in ssh host rsa 2022-01
Your public key has been saved in ssh host rsa 2022-01.pub

The key fingerprint is:

SHA256:F1FIF2aq0z7D3mGds jzHpH/kjUWZehBN3uG7FM4taAQ main server
The key's randomart image is:

+---[RSA 3072]----+

| .Eo*.00 |
| .B .0.0]
| 0 . .++|
| . 0 000=|
| S . o +*.|
| 0 0.0000 |
| .0 ++00.= |
| .+=0+0 + .|
| .00++. . |
+----[SHA256]----- +

# ssh-keygen -t ed25519 -f ssh_host_ed25519 2022-01 -C "main server"
Generating public/private ed25519 key pair.
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in ssh host ed25519 2022-01
Your public key has been saved in ssh host ed25519 2022-01.pub
The key fingerprint is:
SHA256:2p9K0giXv7/WsRnLjwjs4hJ8EFcoX1FWR4nQz6fxnjxg main server
The key's randomart image is:
+--[ED25519 256]--+

.+0 ...0+

. 0 *

. 00.*+ E o
+ ++==,. =0

= +00= O.

| |
| |
| |
| .. . |
| 0. 0S . |
| |
| |
| |
| |

..=+0=
+----[SHA256]----- +

BICRIEN, HAFREMER.
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BRFZEHBRAME /etc/ssh/sshd config, HEUH IREMERTHMERE:

## 0ld keys

HostKey /etc/ssh/ssh_host rsa_key
HostKey /etc/ssh/ssh host ed25519 key
HostKey /etc/ssh/ssh host ecdsa key

## New replacement keys
HostKey /etc/ssh/ssh host rsa 2022-01
HostKey /etc/ssh/ssh _host ed25519 2022-01

REFE, ARERBD sshd :
# systemctl restart sshd.service
RAPITEHNER /etc/ssh/ssh config XEMKNEEUTIRE:

UpdateHostKeys ask
StrictHostKeyChecking yes

AR RFESHTF SSH RERMAERFIRSEE, MR ERTIR. EH, ARERE
FR. SEENERY, NBIXUFUTEENRE:

The server has updated its host keys.

These changes were verified by the server's existing trusted key.
Deprecating obsolete hostkey: ED25519
SHA256:V28d3VpHgjsCoVO4RBCZpLo5cOkEs1CZDVdIUnCvgPI

Deprecating obsolete hostkey:

RSA SHA256:+NR4DVdbsUNsqJPIhISzx+eqD4x/awCCwijZ4a9eP8I

Accept updated hostkeys? (yes/no):yes

AL UpdateHostKeys ask I&E UpdateHostKeys yes LIBmINAERN, FHEifkiz
THAPHUEEN

Ey1|:|ll_l\
e 52247 “BIERFMENMEBEZR
e http://blog.djm.net.au/2015/02/key-rotation-in-openssh-68.html <

* man 5 ssh_config. man 5 sshd_config
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\

22.6 NHEZIAFDICIUE

AHBASHIIEERLZE ST ASHERMARAF KA O<L#ETE ML,
IUTFREVETRIACIEZEFHE DA RSA BAX, ZEAXMNHE IR, FENEHAE. BLR
W ~/.ssh BR (MRZERTEFE, BB , ARCIENRNEAXN. NIZZANCNE
—PMRBITAL, HEZEBTALEATREME:!

> cd ~/.ssh
> ssh-keygen -C "web serverl" -f id-webl -t rsa -b 4096

BR, JFHBAHBERERZEENATEN. SELETEN ESNEE—TAFKFH
BRI LG#1T SSH ifie], XA seild S S Hli®A

> ssh-copy-id -i id-webl user@webl

REENERAHMBERAER:

> ssh -i id-webl user@webl

Enter passphrase for key 'id-webl':

Last login: Sat Jul 11 11:09:53 2022 from 192.168.10.122
Have a lot of fun...

AZNZBEXRECRHELABABTOS, MAREHNAFKARNOS,

BEAHRZASHRIGEER, & ?‘iﬁ%i‘l‘ﬁmtﬁﬁﬁﬂ?—Eﬁiﬁ*%fﬁ%ﬁﬁiii HEFERHF
O<LHMBIIE GEEWG22.1 “sshd.confrfil” ) o MREEEZITEN LERREAHE
SR MR RINR, WIEFER ssh-copy-ld SHIFNAREA, MpAEREMAE,
BIANFohiEE M USB 1212 EFIZEIZZER KA H ~/ . ssh/authorized keys Xf4,

22.7 T@E{TORREZRAF MR

XEAMEABITOSHARERIREMIKIE. HERAHFBRITOSHMBEMNERR, REGRERS

BITOSFRIPNZH—FERETHEZH. XXFHA cron R EBHUIRSEER. B2, K
WS ERFA R ZE IR R A S AT LUEM R AEN B9, HEEEFRPELBEITOSHMRER

$Ho
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MRAERTBEITOSHER, ErILEKA gnome-keyring , EEEBIZEFHNENBLER
tAM@ITO<. gnome-keyring EAF GNOME RSESIE (£ 2297 “FH gnome-keyring
BH#HITARZRAER" )

MFEH A RIE, BER ssh-agent (5522107 “f#f ssh-agent Hapt T A ZHE
F) o

22.8 OpenSSH IEPBEHIIE

OpenSSH 7 OpenSSH 5.4 5| N TIEBE R IEIE. IERBHRINIES AHEZAZHINIESEM,
AEZAET, XNFaiE, TVNMAFRERRFERNNZILBMAZMEZARKILHTS
PRIE, IEBFHWIHRMEARSSENAAIEBNEFEE, TRFIAFRAXERAEFE S
TEN. EBZAEERRUESZITHIN. NAFREEDIZFHIRCRIEEZ 24,
IEBHEAHEMNBRZA. BREXNEHFRE. SNHSTMHFBEENE UAREMIEDA

o FARPMENAHEZIARIEBIMANA (CA) WAERBEIALSR, UCIEMEIES. AFRME
NERELH CAZEA, MAREERTHAPNENLHIMEZR,

48 OpenSSH AHZAF N IIERER AR AHZAEF ZIMIIFZIARNS D SSH RS
23 (EWIRIMERAY ~/.ssh/authorized keys Xff) , HEKFAFEZEZHE SSH fRSS528
FHZPAZIRIXLERRTE (2687F ~/.ssh/known hosts #) . XRBAZHMEIR, HE
LB, 5—MRRE OpenSSH B AEM. HEFEBHHRENAHLZHAN, HBAEN
& IR EIHERZEIAREEIA,

RENIEBNL (FIENGER Ansible) FERBEKE, & Meta XEFMARAR (5S

W https://engineering.fb.com/2016/09/12/security/scalable-and-secure-access-with-
ssh/2) BERERLIZamN, ALkt URESEREEUENSRIEE (EEEITEH
mENA) , MASHENEE,

FoRF MRS WL LAIFRE ENEIL SSH =&, HAILURITHRIBEE X HFMERE sshd
EE5.

%8 OpenSSH IIEBMANAID T RIATHIE:
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o RE—MREMENEIRSE, UWHRERKATNMAFRZAZRAEBIMANE, 8E—
TMEBRNARAEZRER. LARANAPNENERER, MARBARKERLEN
hlElARSS BBFRIE A,

o BIRFENAHZRANHEER, ARBHNENIER S ZLENAEN. SENER—
B, ENUEBEFMETE /etc/ssh Ho

o BEWAPAHKERANEER, ARBHNARPIERIRGEREE. SAREHA—F,
FRPIEBEFMEE ~/.ssh Ho

o {RIEARSB[M AR ITEN LHEEXH, FREFEEENLFIEBER sshdo

o IRIBRERCHIES, i, HEFRIBEEME. AP ZRHARSF[BKN. BUEIED
EEERHFEFBEX ARZRARERGHRES,
AFRMRSHREERZNEHFIPEECH OpenSSH ZH, aJULZeMBEHEZEAHZTH, A
UZeMERARARLNAZE (FIMIRFEME) FHnEH, FAMRIBEREERUEMLAER.
SSH IEFiEfE OpenPGP tRAMAE SSL/TLS, EPKRIZE OpenPGP A E X.509,

22.8.1 IREMANEPRIMANIA
ATBNBNTZEFOIEBIEAN (CA)o FAIEBNTALER CA, FHRTERHRE

=

O ==: FRIMEBMENN
BESHRIFREIEBMA IR EN. CAHWSEERIMMBHIXEMT. BRARERN
CA YERIAERRI LAGZ B SRIEBHAER B REHNNERR, EERJUNEERRS 2
MCAKE, BEUMZRER—SXELEFTENRZRERNA BENETAHEN.

RIEMERNRSZH[EE—NEEZEH, HFARFPHEIES— I EEEH. NREEREIE
PREEE, NFEITENLINENNE R HEIE CA 2B E . NREREFFER—&ITEN,
BRAET CARIZEBENBER. ATHHTRBIFER /ca-ssh-hosts # /ca-ssh-users,
THITEMNA ca.example. com,

MRENRZLREERFERAFMNENL2EBZHNEER, BREFHEEESNFERD,
DUMETFIRERH B o & £ 2R R RS,
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O == RAZEEFREHFA

2020 £ 2 B & 7619 OpenSSH 8.2 AT RSA &8 %5, 18EMA Ed25519 3 ECDSA,

UTRAIEIZEMNERER, 23BTHENBRNAFRERER. AX

O<:

MR AR HR@1T

> sudo ssh-keygen -t ed25519 -f /ca-ssh-hosts/ca-host-sign-key -C "signing key

for host certificates"
Generating public/private ed25519 key pair.
Enter passphrase (empty for no passphrase):
Enter same passphrase again:

Your identification has been saved in ca-host-sign-key

Your public key has been saved in ca-host-sign-key.pub

The key fingerprint is:

SHA256: STuQ7HgDrPcEa7ybNIWONn6kPbj28X5HN8Ggwl1BbAtO
signing key for host certificates

The key's randomart image is:

+--[ED25519 256]--+

|
|
|
I
| .0*sS-=
|
|
I
|

+----[SHA256]

> sudo ssh-keygen -t ed25519 -f /ca-ssh-users/ca-user-sign-key -C "signing key

for user certificates"
Generating public/private ed25519 key pair.
Enter passphrase (empty for no passphrase):
Enter same passphrase again:

Your identification has been saved in ca-user-sign-key

Your public key has been saved in ca-user-sign-key.pub

The key fingerprint is:
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SHA256:taYj8tTnjkzgfHRvVQ6HTj8a37PY6rwv96V1x+GHRjIk signing key for user
certificates

The key's randomart image is:

+--[ED25519 256]--+

| |

| .o+

| . Eo0.0|

| N S

| .S *o .+.|

|

I

|

|

0+ + = +..4]|

.=*% .0+ o

+ = = 0 =00+|

. 0.0 00X=|
+----[SHA256]----- +

RAXAREEEE (BREFINELAHE) EHFIETT SSH IRSSBFIBEEN LW /etc/
ssh A, AERFAHAFRERZHANTERFTMAZENL LR /etc/ssh/sshd config
M

TrustedUserCAKeys /etc/ssh/ca-user-sign-key.pub

PAIRERE) sshd,

22.8.2 gIEENIULF
UFRANENARERER, UEDBIEER SRR ENIES:

> sudo ssh-keygen -s /ca-ssh-hosts/ca-host-sign-key \
-n venus,venus.example.com -I "db-server host cert" \
-h -V +4w /etc/ssh/ssh _host ed25519 key.pub
Enter passphrase:
Signed host key /etc/ssh/ssh host ed25519 key-cert.pub: id
"db-server host cert" serial 0 for venus,venus.example.com
valid from 2022-08-08T14:20:00 to 2022-09-05T15:21:19

NRARSZ B LEBES T ENER, BAFREXERRAER,
° -s BRIEMNMLAERZER.

-n BEMEATIR, WFENIER, TERZHBENNENZNTERENHR.
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o -1 BEMFNHR, XREBERUENEMERIGE, RARICRZFNH, UEHE
(PSES LIPS e

o -h SIEENIER.

o -VISEIEBRERMBAE, EZnfF, EBRBERNEHERN. (BXAFHEIER

=, 1550 man 1 ssh-keygen BY “-Vvalidation_interval” Zf43. )
RGP R EIRBEFAENSEE:

> ssh-keygen -Lf /etc/ssh/ssh_host_ed25519 key-cert.pub
/etc/ssh/ssh _host ed25519 key-cert.pub:
Type: ssh-ed25519-cert-v0l@openssh.com host certificate
Public key: ED25519-CERT SHA256:/
U7C+gABXYyuvueUuhFKzzVINg3d7IULRLwBstvVC+Q
Signing CA: ED25519 SHA256:
STuQ7HgDrPcEa7ybNIWON6kPbj28X5HN8Ggwl1BbAtO® (using ssh-ed25519)
Key ID: "db-server host cert"
Serial: ©
Valid: from 2022-08-08T14:20:00 to 2022-09-05T15:21:19
Principals:
venus
venus.example.com
Critical Options: (none)

Extensions: (none)

B ENIEBHRERRZRARME /etc/ssh/sshd _config, FEHEHAMEEFIHER:
HostCertificate /etc/ssh/ssh host ed25519 key-cert.pub

E/B5h sshd UEHTHNEN:

> sudo systemctl restart sshd.service

BB 22837 AP CALRE" THIMEER P iKLUEZ EVIES.
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2283 HFHFHICAEE

LU T RGBS & P iR B A EREER CAMARENER. RT3 R NIRS 2395
IBAPR, WIUNTERFR ~/ . ssh/known hosts XEHdITiRM, BREEHTT, BHRE
~/.ssh/known_hosts Xff, HeElE—MXEE CAERENFXMH. ;E, 1 /etc/ssh/
ssh_known_hosts HFEELFBEE, XFEFMAVETFEE R LR LIRS RwiEZX 4 :

@cert-authority db,db.example.com ssh-ed25519
AAAAC3NzaCllZDI1INTESAAAATIH1pF6DN4Bds fUKWuyiGt/leCvuZ/fPu
YxY7+4V68Fz0 signing key for user certificates

EiESARYIRPIIHAFRFIRRNE MRS 2, Fla0
venus,venus.example.com,saturn,saturn.example.com, &EAILUER@ERFTEF
I FRE IR 28095 RIANPR, 140 *.example.com, *.example2.com,

ZIREZTIRSSE. RAANSRTERANTZIZKFHOL, MASRREREENIESR,

22.84 GIEAFIES
JAF I ARERER:

> sudo ssh-keygen /ca-ssh-hosts/ca-user-sign-key -I "suzanne's cert" -n suzanne
-V +52w user-key.pub
Signed user key .ssh/ed25519key-cert.pub: id "suzanne's cert" serial 0
for suzanne valid from 2022-09-14T12:57:00 to 2023-09-13T12:58:21

RRIERPNERRERRAFP R, FRAPRIEBEFEEAFITEN LR ~/.ssh Fo

FBFIEPEER ~/ . ssh/authorized keys X, MZiZitEH _EAIAEF kP AR IS
%, RARZASZIKFEIL SSH 2iF, BNZAIUEZER, MASFIORET. (52
£, IRZB2BNEE /etc/ssh/sshd config XHHEE TrustedUserCAKeys /etc/
ssh/ca-user-sign-key.pub 17, UENEZEZEEEERMANE, )

o, BFEEBEXHTH Accepted publickey for suzanne SHE.
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22.8.5 HUHENEA

NREBTRS[BEINEHREMBEREREMES, BRZIEBEN ALZHRRNEE
NEFIRENXE (190 /etc/ssh/revoked-host-key) Hi:

ssh-ed25519-cert-v0l@openssh.com

AAAATIHNzaCllZDIINTE5LWNlcnQtdjAxQGO9wzZW5zc2guY29tAAAAIK6hyvFAhFI+0hkKehF/
506fD1VdcW29ykfFIn1CPK91AAAATIAawaXbbEFiQ0Ae5LGclrCHSLWbEeUauK5+CAuhTlyz0
AAAAAAAAAAAAAAACAAAAE2RiILXNLcnZ1ciBob3NOIGNT1cnQAAAAeAAAABXZ1bnVZAAAAEXZ1
bnVzLmV4YW1wbGUuY29tAAAAAGMabhQAAAAAYz9YgQAAAAAAAAAAAAAAAAAAADMAAAAL c3No
LWVKMjUIMTKAAAAQ fWkXoM3gF2x9Qpa7KIa3+V4K+5n98+5j Fjv7hXrwXPQAAABTAAAAC3NZ
aCl1lZDIINTE5AAAAQI+mbJsQjt/9bLiURse8DF3yTab6Yk3HpoE2uf9FW/
KeLsw2wPeDv0d6jv49Wgr5T3xHYPf+VPIQW35ntFiHT1Qg= root@db

WITE /etc/ssh/sshd config Atk ds

RevokedKeys /etc/ssh/revoked keys

22.9 A gnome-keyring B TARZIAER

L% GNOME £mEFER, ASZREHER gnome-keyring 4, gnome-keyring
SENRABEREER, TERNSEMRMENNEFHE. SEEXZFROLE, gnome-
keyring 2 EmfERHOSLEHEH.

WFEE *.pub XHEMNENZHEF, gnome-keyring =BHmEH ~/.ssh FHFFEERHE
o EHAILAER ssh-add sr<$FapEHEMEA, FHla:

> ssh-add ~/.otherkeys/my key
FIHPRBE EREEHNEA:
> ssh-add -L

HIBEARSR, AFHTH SSH 21iEH, RARERERATLRZRBETOR,
ERRH=I1EHAE]), gnome-keyring KiBFiZ@ITO%. ERAERZSHZ I, BHAFTEE
HEMANBITAS,
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—_— N — =
22.10 fEFH ssh-agent Boh# I TARZRIAZER
openssh MHEIRMET ssh-agent LHRER, ZELBAEFAILURBENLBZRNBITO
2, TEHEIRIEHE, E2ENAERARITOS,
AJLLUBIETE ~. /profile XHHMANLTIT, & ssh-agent EcENBIBHIHEHENE
.

eval "$(ssh-agent)"
ssh-add

%5—17/20h ssh-agent , FTITEH ~/.ssh XHKPWAEFEH, HIEITASZTEAHEH
SR SSH RiEE, RARRREWMABITOS. BE—BTOLE, EERIRAKZ
AIEAZERRNBETOL,

ALK ~. /profile BEBAMNEBISENE, FlW, UTREUES id rsa

id ed25519:

> ssh-add id rsa id ed25519

22.10.1 7E X =iEHfFH ssh-agent

£ SUSE Linux Enterprise Server £, ssh-agent M GNOME 2 -EEREMBER. BE X
RIEFHANEIEA ssh-add @MIERMENZSH, BERITUTRE:

1. UFrEAFPNBMER, HFREXH ~/.xinitrc EEHFE.
2. MRAFEFE, HEAIERR, M /etc/skel EFNZH:

if [ -f ~/.xinitrc.template ]; then mv ~/.xinitrc.template ~/.xinitrc; \
else cp /etc/skel/.xinitrc.template ~/.xinitrc; fi

3. MREBEHITZER, BERUT/UITHBEBUE R, R ~/.xinitrc BEFE, 1A
BINUTILT (R ER/FS) o
# if test -S "$SSH AUTH SOCK" -a -x "$SSH ASKPASS"; then

# ssh-add < /dev/null
# fi
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| 4. BEHHHIX RIER, RASEBREHA SSHIBTOS,

22.11 ¥4 SSH #WAEZHBTO<S
AJLIFH ssh-keygen EXSHERMLAZEHINBEITOL:

> ssh-keygen -pf ~/.ssh/serverl

Enter old passphrase:

Key has comment 'shared videos serverl'

Enter new passphrase (empty for no passphrase):
Enter same passphrase again:

Your identification has been saved with the new passphrase.

&

22.12 HWEREREN

£ ssh-keygen BRAHERIAIEN, LUITRHI5IE ED25519 ZEARY SHA256 MG % :

E

> ssh-keygen -1f ldap-server
256 SHA256:W451bmj24ZoASbrgW0q9+NhFO4muvfKZ+FkRa2cCiqo comment (ED25519)

AN -v AREUERIZEAMN ASCI BIRTRER:
> ssh-keygen -lvf ldap-server

256 SHA256:W451bmj24Z0ASbrgwW0q9+NhFO4muvfKZ+FkRa2cCiqo comment (ED25519)
+--[ED25519 256]--+

@0 or P

..0.0 =X

|
I
|
|
...0+ BSo+ |
|
|
|
I

|E*o*+0. 0.0

+----[SHA256]----- +
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22.13 FitEEN _LEDI X11 NARER

Ee] AR BN T RETERETEN ENER N BAERF. SATEZitEN L8N /
etc/ssh/sshd config XHHIEE X11Forwarding Yes. #Afg, HUELEES -X EHE(T
ssh BY, I+ EN LSBEEE DISPLAY TE, MEFMSE X BHERET SSH EiESHE
it Bl LhSh, RIAFNBAB R TEESIZZB oM X NAER.

MR BEHIEIT—ME R (190 GNOME Mines) LUHITHRENI :

> ssh wilber@sun

Password:

Last login: Tue May 10 11:29:06 2022 from 192.168.163.13
Have a lot of fun...

wilber@sun> gnome-mines

ZRENAREFNEREENSHEN L, RURERERER—F, (NBEEIFME
BB ) RPN —MFXAIENARER, fllEs XA Bill. XRSXAZNABRERF, ME
B9 SSH IEMRFFFHTFFIRTS

O ==: x11%%7% Wayland EFEER

X11 ¥ & EE X Windows &4, X2 SLE EMZAEXR, 5 Wayland ERARSS2S
MNTER. X Windows RAIRHEAEMLETHEE, M Wayland AR, SLE RZHF
Wayland,

FRUTHSRTRENARFIZITRZ X F=E Wayland:

> echo $XDG_SESSION TYPE
x11

YNREMBZ Wayland, Mizes< a0 T RFGIFRR:

> echo $XDG_SESSION_TYPE
wayland

systemd 1€EAXEMER loginctl #HiTEIM:

> loginctl show-session "$XDG_SESSION_ID" -p Type
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Type=x11

> loginctl show-session "$XDG_SESSION_ID" -p Type
Type=wayland

22.14 (AL

AN -A EITATE ssh-agent SR KIENGEEBE T —aitBil. XiF, LRI UEARRET
BN LEITFEMERWAOL, BriiER: ERARDRGERENHEELERETF. (55
WEE 2267 “AHERHSMIIE TR ARZAEH I EMIEN. )
/etc/ssh/sshd_config AHIZERIAES AllowAgentForwarding yes. FEEXA No
AIRAIRE,

22.15 scp —Z&£EF

scp BXHEEFIFITIETENFIMPEHI . TR jupiter EMAFZARETF sun EBAF
&, 7EER USER NAME&host BRIEERENAF G, MRMNEXAEFIZEIEMERMAE
ERRAFNEER, B sun: DIRECTORY FERIEEZER. THIRHIZR T G XX HMZS
I+ BEVEHZITETEN, UkRBEEH,

> scp ~/MyLetter.tex tux@sun:/tmp @
> scp tux@sun:/tmp/MylLetter.tex ~ @

0 FitENEIZIZTE
@ TREITENEIZAMITEN

O =5 -UEm

7£ ssh &5<th, AILUER -1 ETHsEZZAF (B USER NAME&host #&z() . £
scp 1, -1 XA TFPRS scp FrfERNFER.
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WMAEBNOLRE, scp REMNEIESH. ESETRERNS N XHNHERMRIRIE, £
A -q IR LARS PR A bt

scp RRME T HENBRAVEITEFITHEE, e
> scp -r src/ sun:backup/

SEER src N2PAR (BEFMEFER) EFFEN sun EBY ~/backup BRH., WNR
LFBERAEE, RAe=BMIEZFER.

-p EIMER] scp FEFHRNE, -C XEEEIEHTES. XA URAREMR DR
FRNEIEE, BRNXIGMHEEITENNLERENAE,

22.16 sftp — LE&XHEH

22.16.1 fEMA sftp

5 scp 18tt, /A sftp AUELEMAEFRRMUEZEEWNZSTXE. ERFTH NS,
Hp@E—A5EE FTP JMTRIMMIE <. 1E sftp IR RAFALBEN help FIIREXAI A< HIT
®o sftp FMOIFRMHETEZHT,

> sftp sun
Enter passphrase for key '/home/tux/.ssh/id rsa':
Connected to sun.

sftp> help

Available commands:

bye Quit sftp

cd path Change remote directory to 'path'

[...]
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22.16.2 ENXMH EHNIR

S5EREEN FTP RS —1F, BRRILTEXMG, HAIUER put st EHEIETT
SFTP fRSZ2BHIIZIHEN. FIABRT, RZEEN LHXXEIPRERS AT EN LAEERY
R, B MEBA] LB BB X R :

18 umask
umask 7 Z At F A _ERIASEERINRAYIT RS, ©IiF n] LU R :

SR umask L EAIIR
0666 0002 0664
0600 0002 0600
0775 0025 0750

E7% SFTP fRS588 LA umask, 1B4mIEXH /etc/ssh/sshd_configuration., 18
LA Subsystem sftp FkB1T, HARMEESHIKEN -u &%, H0:

Subsystem sftp /usr/lib/ssh/sftp-server -u 0002

SIS HEWNR
ERRENRS @ SFTP LHMFE XHIEHERRNR. /A -u IEE={UEHIR
I, B4 600. 644 3% 755, WIRERHEE -m # -u, B2 -u,
E7E SFTP iRS528 L LB H N A E2ANPR, BRIEXH /etc/ssh/
sshd configuration, ¥#ZLL Subsystem sftp FkH1T, FARMEBESHAEREN
-m &%, fFlan:

Subsystem sftp /usr/lib/ssh/sftp-server -m 600

) 1”%: &F SSH FIFEREEXH

2l sshd FRIAED, BEAUTHS:

> sudo journalctl -u sshd
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22.17 wmO%¥ % (SSH [FE)

ssh XA AFEER TCP/IP i&E#E, ILINEEH#RA SSH tunneling , EiEdNIZEREEEE
MERERON TCPIEZEEMEIS —&1tE .

FRUTHSENEERE jupiter im0 25 (SMTP) MR EERZEEME sun £EAY SMTP %0, #0
SR AFFERAR SMTP RS23RN A& SMTP-AUTH ¢ POP-before-SMTP IhaE, Ithan<4551E M,
MERERENEE A B A LU FHREEIXE “RE" BRFARS SHITIRIX,

# ssh -L 25:sun:25 jupiter

B, FEAUTHSER jupiter LAYFRE POP3 &K (%0 110) ¥ %% sun B9 POP3 i%:

# ssh -L 110:sun:110 jupiter

WAL root BHMITXRDS, ENEZRERAESNAAMIEO, E@AF@EIIE SSH
ERAENORBFHME. Alt, #4790 SMTP 1 POP3 EHIREN localhost. EREA
ERBFEMITIUA /usr/share/doc/packages/openssh TH) OpenSSH 4B X4z
HTEZER,

22.18 EZEE

https://www.openssh.com 2
OpenSSH £

https://en.wikibooks.org/wiki/OpenSSH 2
OpenSSH Wikibook

man sshd
OpenSSH SFHFRZFFM T

man ssh_config
OpenSSH SSH B P imft & X 4B F M T
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man scp ,

man sftp,

man ssh ,

man ssh-add ,

man ssh-copy-id ,

man ssh-keygen
BTFL2EHIXMH (scp. sftp) . BFER (slogin. ssh) MFFEEZHENS
D THEFISARIFA DL

/usr/share/doc/packages/openssh-common/README. SUSE ,
/usr/share/doc/packages/openssh-common/README. FIPS
¥5EF SUSE BRI ,; EREXEGNZENEN. BX FIPS iRV A,
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23 FEIRAIPE A G

REFEMKIFMERER Linux, ER00T AR A RZIhEEET 1\ I8 615 A BB MILE XA SR
EKXIHFFEF. Linux netfilter HEZRRMT —MELBUHMENSZE, SIS REMNER
F. ER iptables (BTFEXMNERNBRARSEM) vILUGHIEHIHL B MEZEO, 8l
/A firewalld REERRE firewall-config i&E IR EITIELR,

SUSE Linux Enterprise Server 15 GA5|\T firewalld {EAFAIBIAARG AE, WUEEK
T SuSEfirewall2, SuSEfirewall2 #>&kM SUSE Linux Enterprise Server 15 GA hXpBx, 2
FREEEN—IS, FERINFRLEE. ZEHNEMIBAR SUSE Linux Enterprise Server #
BHRAPIRMEXEE firewalld LM SuSEfirewall2 #iTEB83ES,

23.1 fEF8 iptables TIEE

RN AETENEEAT, netfilter F iptables AHHSHTIRFIRYMLE G LU KFHTT
PILEHIAEEE IR (NAT)o AN K ST IS EN REXRI PR B R R ETE SR, S TMBRERR
BY, WIRORSXEEHITINE, BILECRREEFMEERT, €A iptables sa A AENXLE
RN ER,

Linux RZ4EP T =R, 253N 8D iE2srIRETheE:

filter
IEREFFEARZSHLIEIN, RATHITTRENX ERESIENS, F, RES L@
(ACCEPT) X 2% E%% (DROP ),

nat
LR E M3 B AT RH AL B trt it PR BRI B R, FRXLEINEEREERIINEE, X2
NAT B9—4501, BFIEE RN S BEAMEHEER,

mangle

LR ABIMN A FIRM IP K PEMERE (WARSER)
XEXRVEZZNATLEBERTRE !

PREROUTING
ISR TAREE A,
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INPUT
IEHEE R T R ERFRNEEIZRIEL

FORWARD
SR T NERFREREANE,

OUTPUT
&R TFMRSEE S & AL,

POSTROUTING
IEHEE A TR thih 6o

E123.1 “iptable: GIHVAIEERIE" JBR T MEBERE RAPEXN AL THRER. ATE
FiHEA, EHRRERIEAFENZNHDTIL, BRR ERESTFET XL,

REPENERRE, ZERATSHENERIX etho O, BE%KHEE mangle ®HY
PREROUTING 5%, #Af5%% %) nat #&AJ PREROUTING %, MEMNTE (FREHERHIER)
WEBNLRER, XREAFKEEHERE, 84T mangle # filter RH INPUT 5,
RE filter RMNAY, HBAGRLRFIRXET.
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MR GREETE

B 23.1 : IPTABLE: BIH)RTHERR{R
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23.2 XTHEIRBVERAIR

H8igOE Linux TR NAT (REgiitseit) 2=, AJRTFR/NE LAN EEE BN, LAN £
NEERFARMUEEERR IP it (BB (EiEiEm) , % 23& “BARMEZAIR" , 5 23.1.2
T WSHERAEE" ) , MEEBKNL, £ANZE IP it BaefBEEE M, LAN
FANBFA AU TR IETCHIE, XML ZE RIS ETemRY, RESE7E T LANME
BMzZiEllMx, HPRNRIBRAEHEN—F: BEBESINKZEOD, BEE— MRS5S
BEEMEENSZ—MEO, EEFRBRISINITREEER, RN, BTSN HEM
MEIEOREREHES LAN EHEEHERER, EAMEPRXE FIERZIRRIEMN-F (40
ethd) /&, ENTMALURAEAMME 2 IMIFRE A EE B ER AR X S E 2.

O == ERTEHIMKEED
EECEMSERY, HRFTE A TN B RKZBEEERE, MAX—mMESH
T A IE R R ER R Lo

MEFTR, RBEREA LAN EINEREBRMMIEL XS, XMEMSLETIEIARKESS. B

B, WIOSLEERHE, ARAERAXLERE, HFLZLER, BRWALETRERAE. EBH
tbIhgE, IBTE /etc/sysctl.conf XHHHM net.ipvd.ip forward = 1 17, ER
i YaST $1TItbigfE, FIa0i@diEAMA yast routing ip-forwarding on,

ERNEARENAILERRRASE, EXNARBMERLHEHNIaENNERE. NERARRM
RIS RE. BTEHTHUEMR, REBFEARAFIERIE S AEARNBR. BEE
DABEIFIRF X E NIE B H L RE Bttt XA B S A4 HNE R EREN.

R FANGE TR BERIR T 0ER, FRUUMIMNEIRAETEITH SRR ENRER, X
FTXMER, WERPAIBEEANNIN. Lk, FrEBRIRERERRPERIERKT —T
RS, Fr AR &R T A BER T,

RULEMERRE, EERAZSTNARERFDIY, WICQ. cucme. IRC (DCC. CTCP)
FTP (%A PORT ##R) BY, ErIRERBEI—LLinl. Web HI%I28. 0 FTP ZFMITSHAt
RFEMER PASY Bl METIEMMEMS, XMEEHAREH iR,
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23.3 B AssEAAIR

R A FIEFINKEEERINEIN, SR TFRRER ZH— IR, Mg, 2
TPMRMINEIRZ U ELID 528, ELT ISR E AN (FNthiY. RO IP itih) Skl
IER. XEEEF ] LURIBENMUERIE SRR Z L IXRENEFRNE, 36K, &RFX
Web RRSS28# 1T AR, NEBMITHENNRO. FZ, EdESHAEFEES/EIINE
AR (FIINARLERIXR1Z Web FRSZ2BHE) . 50, BMERTENMLBRBERIT Web IRS
2 LRI CGIRZFMRRT, adiEssNARITENED,
—MEERERNEEEXNNGIREEMARLESRERMER, FlNitadiEssSNBER
MXAIBHITRE, EXMERT, EERSELREAFERRONE, MRFEZAE
R ARERFRXIE, RXFRIBHRMIRSSB[NLIRE Fif,. MEMEX EiR, AILUE XM
RIBM KN AEFER NN A EN. EREN—NREIFZE Squid (—F HTTP #1
FTP RIEARS28) - EFA Squid, HIUERRBRRENBEIREEN. NIEBEEFRIEMEIEK
RYFESI HTTP TIEEK FTP X4, EEREFETIHRAINNIXKIGHAIEM BRI,
T—HELNE SUSE Linux Enterprise Server FEMIR IS 8RS, B X BT EFBH A
REBMNESZEE, BRE Firewall HOWTO (http://www.tldp.org/HOWTO/Firewall-
HOWTO.html) 2,

23.4 firewalld

Q i&E: firewalld BXT SuSEfirewall2

SUSE Linux Enterprise Server 15 GA5|\7T firewalld {E/rBVERINIREBALE,
MHEBEYXT SuSEfirewall2, SuSEfirewall2 [&k M SUSE Linux Enterprise Server 15 GA
hERR, MREEFEN—E7, FIRAFERTREE., WREZEMETF SUSE Linux
Enterprise Server 15 GA fUhRZ<F+4%, SuSEfirewall2 B FRaBEL, HEEHXAFohA
El firewalld GEBIWE 2357 “M SuSEfirewall2 i F727 ) o
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firewalld B—1MFH1EF, TRHHIFRSAD iptables #N, HigHt—1 D-BusZOMA
FHREXLEMN, THEM T TR BIEF firewall-cmd UNEFHAFRE firewall-
config 5EXRE, BT firewalld E/EEEITHIZEBREXEO, EitERFEMLN
FAT2FFIER 3T iptables MIMFHITER, 30, KB EIAINEE,

firewalld EMAENLZ LK, FESMIENXXE, 0 internal # public, BER
ARIBEZFEEXHMBEXXE, S MKIAEEE5W iptables MIlIE, ST MMLIZEORER
— M XIFHIRR R, A LUARIE R B NSRRI,
FMNXFERAR—MIEWEERT, F0, public KIFAZEE, FALMEHHEMITE
MAZEWNES (EEEBNIEEZARER) . B—FAM@E, internal KIFAFZEEFE
ML, EPFREXATMLE, UXMHARFIBXIE, EVEEBLEXNARNBEREMEMR
A[{EMEIRER R LIRS

BX firewalld FIIFEX KIFRES XMFMEE, BESLEFMDIT: http://

www.firewalld.org/documentation/zone/predefined-zones.htmla o

@ AR MMEIRKIERIITH
MEZONTISRESERERIERIERXE, FIIERT, SERNXE (FESEA
firewall-cmd --get-default-zone RiixE) PRGBS EZO, WRKAE
RNEME, BRIAXKIFHZE public X,

firewalld SRR AVHERZ HERED, FHERSIERAMENENEITAERE,

NRBREIIPAAVFAEN RS, NWEMEIETEENRINENER, B, BEENRE
MEMEORIRTEEHXKEL, UEFRRRARSAIHIAR. MFEMXE, BEXFERAR
S

firewalld — 1 EZHIZYD TR I AENERE: zTHEEMNKAKE, BTHEE
ARG T ARSI, MAARERNRERE firewalld BHFNMAREREFAN,

XiF, BAILUAINEEZERE firewalld EREFHIGRHN, FEEREIHNSEEBIER
FFRINS. SEENREN, FEMEEERREMNECE, 234327 "Z0HEES
IKAIE" AT INAHEX—=o
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BHFHEEFBEFRE firewall-config #1197 firewalld B2&, EE W HEdocumentation
(http://www.firewalld.org/documentation/utilities/firewall-config.html) 2, F—TENA
NEESR ST EER firewall-cmd HITHEM firewalld BEEMES.

23.4.1 fEF NetworkManager BR &R A 3E

NetworkManager B i XK firewalld #HITEAKIEE,

IR LT AEERN, BREETOPRIS AT, ASMER Firewall Zone T
o

23.4.2 {ER YaST Ec &R AIE

yast firewall #ERE#HF firewalld WEKXAE, TRMEXIHZEFEE. RSB EFRIMNiEO
iR, EAZIFEIEBTEN iptables MU, HFXIEEIEN B E XIR1ERB R FEFERS s
Ho

23.43 TEan<R1TLECERAIE

23.43.1 BAIBREED

RARINSTEHBR firewalld, E2—1MEEH systemd BRSS, ATLUEE
systemctl T YaST RSB EIERHAITECE,

O == aaEEHAE
LG, YaST =EmER firewalld , HRABEZOFRBERIARN public KigH,
MRERG LREBEHHE T EN RSB BIZRF, YaST aliEd RS B[EEERERPIE
NEEFRFTFFFZetE O B9 I8 7E Fr AE AR F T A BRI EERG A SN, FHLEEARSS 281R
BRINEEE S AEA TR, BTFEEEERS MmO,
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23.43.2 EBITHREEESKARE

RINMBERT, PiE firewall-cmd &< XIETRECEIZIT. ERILUBERM - -

permanent SHRITKALBENAASEIRIE, NRXFH, BEXERETMKARE,
MAREETHNEEERIZENEN. BriFAEE 2 xE R RN E ARNEE TR ERENAA
fiE., EXHLEN, IEFREXNEFNNAEETRES, HE— RSN & H L T

A
< .

# firewall-cmd --runtime-to-permanent

XA SRETIHMUENKAEE, ERHEMIEFTEE MR e B ASEFRRBIE
A IEEHECRER G LA M S NERKA B, MREFHEX—=R, RIZER, Eha]IREME
RESFE: BIHMNAMEIKARE, AREHREH firewalld LUEXLEMN B IERNI
o

=z

@ AR
FRLEEET (FIMAAXE) BEITREENKALRERZ, MXLEHMAERSIEEX
WA ECE PR R R,

ERETHNEEERRE KA REHMMEFAME IR ER, ATUARBUTHEMEE: &
firewalld ap<{THRETEL systemd :

# firewall-cmd --reload

# systemctl reload firewalld

AENEER, THIETHRRIEAMNEITREEIRTT WRER) . BEEHERATKARL
B, BHTHENEZE.,

23.43.3 HEOEIKEIXE
SRR T ARSI SRR BN RSP A MO

# firewall-cmd --zone=public --list-interfaces
eth0
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B4, ERIUE T E R OEIRE] T BN

# firewall-cmd --get-zone-of-interface=eth0
public

UTFaSTE—MEOIRRIENXE, XY etho BkisRIIEMXIGA, FH --add-
interface WA AFEIEA, A --change-interface MTABLIEER, EHENS
MEHFIXIFEHERE etho :

# firewall-cmd --zone=internal --add-interface=eth0
# firewall-cmd --zone=internal --change-interface=eth0

FERIFFER - -zone BEIRERMEARKIFIZNETT. Lol B FREFNIZERIAR
ek :

# firewall-cmd --get-default-zone
dmz

# firewall-cmd --set-default-zone=public

O ==
KB HHERE I AEAIREE R B e A RIAX ISR —3 5. B RRIAKIHS BN A
KABBEMEITHEEEMSRPIEXLENEED, T1771EH internal XIEuXFRIA]
EXEEARIAKE, URBINEBETRMZH, G0, EXMERT, USB LIKREE
AR Z O B A RE KIS —E 53,
FiFER, FEXARTEERENEOFASEREXEEOYIERF. BB EEH<E
FIHRIEIRAVEC, Hib, EEMRIELRE, RiFERERKRERIIMEREO,

23434 {BRKIRS AT

firewalld FERSHEEE. BRSHIEOMMINAE XK. ELRTEMLEIRSS (FI40 Web 5%
EREFARSSERINN) RUIFRAH, XLEEXEZE ESN—K, ERILERUTa<RE XTE
XERSHEEREAT:

# firewall-cmd --get-services
[...] dhcp dhcpve dhcpv6-client dns docker-registry [...]
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# firewall-cmd --info-service dhcp
dhcp

ports: 67/udp

protocols:

source-ports:

modules:

destination:

fEFAXLERRSS E X A AR EEX BRI REE B el fifie], fIiN, TEMSSITRITH
MERXIFH A HTTP Web ARSS281% 0 :

# firewall-cmd --add-service=http --zone=internal

BEABRXIFEHRS, NWEFEBAXNNHNGS --remove-service, EXRATLUFER - -
new-service FHLEXBEXMIRS . BXIARITIRIENEZAT, SN http://
www.firewalld.org/documentation/howto/add-a-service.html @,

NRERBRFESHT AR NIRO, AIERUTAZE. XSTHASXIEAFH TCP &m0 8000:
# firewall-cmd --add-port=8000/tcp --zone=internal

EEBRIBO, BEEAXMNNGES - -remove-port,

) #7: REHTARSHHO
firewalld Z#HERM - -timeout ZEUSARS SR T A—RBRAVEIE, EHITIR
HNNAES, hSEHEIRRER, EMBRIEARFTETRXAZRS IR0, BT
FTF internal XA imap ARSS 5 9%, ATLUAMR

# firewall-cmd --add-service=imap --zone=internal --timeout=5m

23.4.3.5 HiEED

firewalld $RE7T —FoiE 1= TUREA LIEX A F A SRS BB AN FH I TE R BT

FfZF ] LUEE D-Bus O BB AEMN, HEZ@AF BRI ger] IR TIZIR(E
(BURTF PolicyKit ##0U) , Ftt, BIEERLER R TEBFHLIELETER LS, https://

fedoraproject.org/wiki/Features/FirewalldLockdown 7 EIRMT B R ILEXAIFAE R,
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WEWIE, BIEEREAEFMRHREENTSYE, MEREFEEARIINSELERMEHAEN
Fhk3E, BEi, 30 http://seclists.org/oss-sec/2017/q3/139 2 HER, 7 firewalld ASE
MAERR T A ERTERERZ2FP,

23.43.6 FANMMBEX iptables N

firewalld FEAXMENM netfilter MUAEHECERN. YI7NEREMIA (FWN
iptables) EBrAIERN, BNFATEEZIER firewalld RUEELHIRIT R 2 EETNEE.
NREFERMN firewalld NEERBRZRIEE X FHAIEHN, @I KIERN. &
BE#L®ERIE iptables iB%, AJLUER --direct &I, HLEBFHEAGEAR. FEMMLER
ERIESE, LITHNEREDBRRF LRSS iptables . FTERNRFERII—NB T
RSB ROV R AN

# firewall-cmd --direct --add-rule ipv4 filter FORWARD 0 -i eth® -o ethl \
-p tcp --dport 80 -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT

tk4h, firewalld Lhg T FRIBRVEN, XE—MY BIEZE, BTERNLMS

E iptables #Nl, http://www.firewalld.org/documentation/man-pages/
firewalld.richlanguage.html 2 EIRETHENIEENE. TENRFIEEFRBISE R
FrE IPv4 €2

# firewall-cmd --zone=public --add-rich-rule='rule family="ipv4" \
source address="192.168.2.4" drop'

23.4.3.7 EH. FHAMEK

firewalld AARIKIHARENIEETENBELSE. CARHEBRMERERMIIKENERI)
e, BXNFRBEEFIMRNERME, WAKEER firewalld , MAERTARBSIMIALE
&, TEMURHETHA firewalld FHREHANEEZ SN/ LARR:

e B, BERFE 2327 "KTHEIEMEMANR" PSR IP &L,

o BZA IPv4 itk (180, 1 internal XEH) , BREUTHES
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# firewall-cmd --zone=internal --add-masquerade

o firewalld AAILIBAKEOR R, UTm<iEiRO 80 LAy TCP EIZERAEIB—F
#:

# firewall-cmd --zone=public \
--add-forward-port=port=80:proto=tcp:toport=80:toaddr=192.168.1.10

23.4.4 ipR SRS EOARSS

HERNZRSASMIFTEXNiROS, MeET portmapper = rpcbind hi¥izfT. M
TG, FITEERAIE rpcbind . BEHA—TRS B, EREE— RV AMIEC, H
5 rpcbind BRUEROSTAEH,. rpcbind B IEEMIAEHMEL, AT, ITRASK
AILAM rpcbind EBZIMYBHMIMERS, UREIEERAHLEREO, TSEEFERL
FENEFAERE. BRRGIEENKZERRS (NIS; ypserv #l ypbind) LUIKRRILEX
2S5 (NFS) s 3,

Q EE: XFNFSv4
HHY NFSV4 (NEERPMBEHM TCP 350 2049, X FiilhRas 4.0, AJgEEEIENZ
B%1 fs.nfs.nfs callback tcpport IEEANESKO (BEEWH23.1 “Jetc/
modprobe.d/60-nfs.conf A nfs AZERWENEAIFEORLE" ) o MihiARE 4.1 F
e, HISEBTEEENE,

BT rpcbind thiXEBMEMER, BEHAEEENZFMARS rIHiHRZERE

Mo firewalld AEHAZFXLRS, WFFoHELE, BENS 2344170 "LEFHS
im” o Itkdh, SUSE Linux Enterprise Server iefft T — MBI FHIAz, BXIFMER, ES
W5 234427 “fFER firewall-rpcbind-helper BBEESKO” -
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23.4.4.1 MEEFHSIHO

— MR T E R BB EXNERSEENFEREEROS. TRLRERS, AIUE
firewalld FITHEERKO, RAE—UIKIERH#T. FHANLREOSHERE, BRES
fEkG iR SHNEAEMIEOSHENR, BX NISF NFSv3 RS AEEMSIR, ES
231 “BSmEORENEEZ sysconfig T=" , HFR, BHIEFR—EEEFMEXLIR
O, BEAEBURTFERISCER NIS 8¢ NFS ECE.,

#*23.1: FEXIKOBEBEMNEE SYSCONFIG TE

XHE&E TER fl{E
/etc/sysconfig/nfs MOUNTD_PORT 21001
STATD_PORT 21002
LOCKD_TCPPORT 21003
LOCKD_UDPPORT 21003
RQUOTAD_PORT 21004
/etc/sysconfig/ypbind YPBIND_OPTIONS -p24500
/etc/sysconfig/ypserv YPXFRD_ARGS -p24501
YPSERV_ARGS -p24502
YPPASSWDD_ARGS --port 24503

AR RERMRXLEHSHORE XM EEXIRS A BEFEEEM. AILUER rpcinfo -
p TR YA rpcbind iH0. MR, WMEPHNZRRERFHFSERENTHRO.

B NFS BY, BRT HARZEIFEITHMERSEEROUIN, EFELE Linux RiZER
FRMNEO, EP—NwEOR nfs callback tcpport. {RIERETF 4.1 B9 NFS thi¥ ks
FEENHEO, 88 fs.nfs.nfs callback tcpport B sysctl AfAFEE MK, XY
NFS #H A T/ERESE, L sysctl TRA SIS ER. Blt, RIFBEARZIERSEREEE
ZiRO. "R 23.1 “/etc/modprobe.d/60-nfs. conf A nfs RIZIERAY[EIE LR DA
7 HEReIE— X HREIL B/,
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f51 23.1 : /etc/modprobe.d/60-nfs.conf B nfs RIZERNERHR OGRS

options nfs callback tcpport=21005

EfLIMERER, REENFERESITIHEN. IRXBHEMSGZE, BEEELLFIE NFS
IRSHEMES nfs RIXIER, EREESNRI NFS BIEKO, 50E cat /sys/module/
nfs/parameters/callback_tcpport BV,

BRMIZNEFHSEEN RPCIRO, GIRHMRI firewalld lREEXSEER. Fli, 1t
RS EXFIRFIEEXIRODAE, EEMSEMAEXEROERFENXEFRERR IR,
TG 23.2 “FR NFS EXHT firewalld RPC ARZ5HI8<" A, X NFS imORLREY 7 X
0%, RATEEENTREIPEN XL HITEE,

f5123.2 1 kI NFS EXH firewalld RPC IRSBHIG<

# firewall-cmd --permanent --new-service=nfs-rpc

# firewall-cmd --permanent --service=nfs-rpc --set-description="NFS related,
statically configured RPC ports"

# add UDP and TCP ports for the given sequence

# for port in 21001 21002 21003 21004; do

firewall-cmd --permanent --service=nfs-rpc --add-port ${port}/udp --add-port

${port}/tcp

done

# the callback port is TCP only

# firewall-cmd --permanent --service=nfs-rpc --add-port 21005/tcp

# show the complete definition of the new custom service
# firewall-cmd --info-service=nfs-rpc --permanent -v
nfs-rpc
summary:
description: NFS and related, statically configured RPC ports
ports: 4711/tcp 21001/udp 21001/tcp 21002/udp 21002/tcp 21003/udp 21003/tcp
21004 /udp 21004/tcp
protocols:
source-ports:
modules:
destination:

# reload firewalld to make the new service definition available
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# firewall-cmd --reload

# the new service definition can now be used to open the ports for example in
the internal zone

# firewall-cmd --add-service=nfs-rpc --zone=internal

23.4.42 fEMA firewall-rpcbind-helper ER& &SRO

EAI LAER SUSE BiET A firewall-rpc-helper.py &k E—THFERAREESE O
B8, 5FEA zypper in firewalld-rpcbind-helper R&iZT E,
ZITAAFUREFREEE E—THMRNRSER. ©F U ERHaisOiEk, HeaTF
mERAS, BXEFMEE, 1580 firewall-rpc-helper.py --help,

23.5 M SuSEfirewall2 i

Q ’xE: HAutoYaST 8l firewalld B2E

BB (AutoYaST Guide) B9 “Firewall Configuration” —¥5, T RUI{AI9 AutoYaST
Bl firewalld B2E,

M SUSE Linux Enterprise Server 12 B{EfAIARSS B2 H 2% EI SUSE Linux Enterprise Server 15
SP5 fY, SuSEfirewall2 R&EH, HEREFENRS. EARA=BETE, BEESAFTRE
Z firewalld., firewalld B2&BIFEHMIA susefirewall2-to-firewalld., %A
KNA[RER RTINS, WAlEERIKN, BEEUAT SuSEfirewall2 EBEEMNE R, ERAIGERE
DRI, ELIERT, BSITHERN firewalld EEEHMHL A,

RANEERE firewalld BITAE—ERRE LXEMTF SuSEfirewall2, EF5FIA
firewalld FYIhRE, ERILUAEZFCIEFMVECE, MAZSHNIBIAEE. AIURLIZITAE
EMEDA susefirewall2-to-firewalld iz, EAEARSMEMRSMEKAMESE
Mo B2, MREEFTTIEEERS, WAIgESHIE.

LEEHIEIT susefirewall2-to-firewalld :

# zypper in susefirewall2-to-firewalld
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# susefirewall2-to-firewalld

INFO:
INFO:
INFO:
INFO:
INFO:

5...4..

INFO:
INFO:
INFO:
INFO:

5353

Reading the /etc/sysconfig/SuSEfirewall2 file

Ensuring all firewall services are in a well-known state.

This will start/stop/restart firewall services and it's likely

to cause network disruption.

If you do not wish for this to happen, please stop the script now!
.3...2...1...Lets do it!

Stopping firewalld

Restarting SuSEfirewall2 init

Restarting SuSEfirewall2

DIRECT: Adding direct rule="ipv4 -t filter -A INPUT -p udp -m udp --dport
-m pkttype

--pkt-type multicast -j ACCEPT"

[...]

INFO: Enabling direct rule=ipv6 -t filter -A INPUT -p udp -m udp --dport 546 -j
ACCEPT

INFO: Enabling direct rule=ipv6 -t filter -A INPUT -p udp -m udp --dport 5353 -m
pkttype

--pkt-type multicast -j ACCEPT

INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:

Enable logging for denied packets
B

The dry-run has been completed. Please check the above output to ensure
that everything looks good.

HHBHHHHHHHR AR HABH AR H AR AR AR AR H AR HHRH AR AR AR AB AR H AR H R
Stopping firewalld

Restarting SuSEfirewall2 init

Restarting SuSEfirewall2

XeERAERE, BARFERAEFIEINXHULEES:

# susefirewall2-to-firewalld | tee newfirewallrules.txt

ZR AN ST 15 5T

=C

12

REN. HARXRGHITENR, Eit, BHARNESEHETENNERREHEE A

FERALLER, XEEB YR firewalld BEE, FiESHHITEBR!
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HBRED, EEALETRIER bug IRE, ESAINORKBURER.

-h
EE R
-q
Thit. LAXTEFHIR!
-V

KA. RYBESNHMEEEES.

23.6 BZER

7f /usr/share/doc/packages/firewalld A LUILEIE X firewalld XEGEHNERH
SEMEMSH, netfilter ] iptables MBAET http://www.netfilter.org 7 UZFESEH

T REFE X iptables —f%{5 BRI,
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24 PBEE VPN k5528

MS, BEMEZERRE, FEEEEtSEHaIU LR, EHIEMEEETELS
. FIAEIMERM (VPN), EalUEARLEIME (FISNEEXMEE Wi-Fi) M
ZeMLL, VPN @S ARENARNEN, HATFZMEN, XEES MBI
OpenVPN (https://openvpn.net) 2 SR@EI R 2T W (WAN) SR DT HAZE,

24.1 #ERBEA

ATEXT VPN BRI —EARIE, HAREHR T —EHZ,

24.1.1 AKiB
7=

BB I . RE P ImA B ARE P i
Tap i8&

Tap IR EIEIMAIANIZE (OSIREIARME 2 B8, BFIG0LCKMM) . Tap k&HATE!
E2 W4, BT AL IR LUK Aot

Tun ig&&
Tun EZEEP SN =ML (0S| EEFKE 3EE, FEIPE) . Tunig&ATRE,

BI R0 1P il

B%iE
BEEAHMNEHEEMMIB. NEARREE, BEREFIRRESRSH[/ILEZEINE
¥, Bagdmz, BREXEHEFTEME,

24.1.2 VPN Bz

SAMILE VPN EEE, £ IP MBI R el GhE. BEr UG tun 3 tap 8%, X
g R EMMBNZIREIZR, AT SRELLCKMmIER 1P /e A9 1% 4.
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AR =ERERF (B30 OpenVPN) #REILUE B B1E1EE tun 5 tap 188, LURWIRIERA L
X, ZRERTEAUELLEEIRET NE,

RENE VPN EZNRRAREE TS, ATHERNE OpenVPN 46, REHEM VPN 3R
£, OpenVPN AJERMIER FiE1T:

B3t VPN
HRHEANRENEZBAAR. EMEEFE VPN BS, 4WMEe1ER. i, &
AFRAFEEMTU (RAFRET) UREME. BESWIFEHR, NRENNX LSE
Samba AR5528, NetBIOS [ BASEETF, MNREFZE IPv6, Mim L tun igEHIIXEH
BEAAERIFIMIN. B 24.1 “BBHEI VPN LTS,

LAN 2 (192.168.2.1/24)

eth1

o I/ B ER
ethe
[ =
=]
itEN 2 (BEFR)
tund (192.168.9.2)
EE R
VPN & -
tun® (192.168.08.1)
HEN (BRS5S38)
(]
ethe
[ o
pds 3l Whizd=c

eth1

LAN1(192.168.1.1/24)

24.1: A VPN

FiE=l VPN
TEREEFMMRE R, NREFEETMLE Samba 3 WINS RS 230917 T
VPN %5 Windows XHH=, MRINERRHE. EHAIE IP Y (FI90 IPX) ST
ML BN BRF L EEAEIFHER VPN, B2, FHER VPN R HA VPN B
Ko Z—MLBREMBREEI TR TIBEEHEALT HAZR,
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HHEN 2 (FFH)

o ZHA/BE 2R
eth®
| =
tap® (192.168.100.2/24)
B

VPN i -

tap® (192.168.100.1/24)

etho

=)

| ke
3HRA /R EREE

HEN (BRSE8)

24.2 . HHEXXVPN-FE1

N2 (BFH)

o B B
ethe
| L e
=]
LAN 2— eth1 tap0 (192.168.100.2/24)
B
VPN %7 -
LAN1T— eth1 tap@
\\\-— bro (192.168.100.1/24)
o ethd —
" SR/ R 2R

HEN (RSE8)

24.3 : HiHEXX VPN -FE2
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itEN 2 (FFR)

SN /RRE 2R

=]
bre (192,168.100.2/24)

LAN2 _ oth1  tapd (192.168.100.2/24)

(82 814
[steda]
VPN
o apsm ST tapd
\ bro (192.168.100.1/24)
o etho
I o
A/ ER

EN (RS8)

24.4: HiEXVPN-5E3

FES5REZENEREFET, BEL VPN TEHTT IP I HE, mHE= VPN RIETLL

24.2 IE% U_l”l_tjj_?K

EULT G, FHITERIE— =3 = VPN BHE, ZnfhiRBRiEE— R inSE MRS 28
Z 818 VPN &, {RIZERY VPN fRSS23ERFA IP sttt (90 IP OF SERVER) , &R
ImfEA IP ik IP OF CLIENT . iEMRIERAMIES E A IP iRz

=5 XAFMR
TENBZRCIRG, SESEHRE VPN B, &AL TREENESSR, BA
TEAELIRE IT EREMN R M,

) =R BEXHNET

AT &1 OpenVPN ECEX FRIME, Tl JZBCEREUATECA:
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* & OpenVPN EBEEXHKMIEBR /etc/openvpn H,
o BEEXMHHEZA MY CONFIGURATION. confo,

s NMRBEZIMXHETFRA—EE, BERXEXHFREENTFER (B /etc/
openvpn/MY CONFIGURATION) H,

24.2.1 FE2E VPN ARSS28

EECE VPN BRS588, IFHITIATRME:

id12 24.1 : VPN RS EEEE

1. EHEEZERE VPN iRZITENV ERE openvpn 3HE,

2. 7E5h% Lk, LA root B7EIE VPN HIBEA:
# openvpn --genkey --secret /etc/openvpn/secret.key
3. BNERAEHEZ iR
# scp /etc/openvpn/secret.key root@IP OF CLIENT:/etc/openvpn/

4. QIBEELITRAR /etc/openvpn/server.conf Xf&:

dev tun
ifconfig IP_OF SERVER IP OF CLIENT
secret secret.key

5. BELEESLUTARAM /etc/sysconfig/network/ifcfg-tun0 XHIEE tun g
==

STARTMODE="'manual'
BOOTPROTO="static'
TUNNEL="tun'

TUNNEL SET OWNER='nobody'
TUNNEL SET GROUP='nobody'
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LINK REQUIRED=no
PRE_UP_SCRIPT='systemd:openvpn@server'
PRE_DOWN SCRIPT='systemd:openvpn@service'

openvpn@server ¥rigigA /etc/openvpn/server.conf A OpenVPN AR
SREEXH. BXIFMESR, 55N /usr/share/doc/packages/openvpn/
README . SUSE ,

6. WIREFEAAE, BB YaST H4TH UDP ixO 1194 (LEHAF > BHiAdE > I1FHY
ARS3) o

7. BTR tun IKHEIKE N up /35 OpenVPN RS 23ARSS
> sudo wicked ifup tun@

RN SEBRHHINES:

tuno® up

24.2.2 FP&E VPN B iR

EECE VPN B, IFHITUATRME:

i312 24.2 . VPN EFIGECE

1. EEPFPi% VPN i+ EH EZ%E openvpn B4 E,

2. RIEBSLITRAR /etc/openvpn/client.conf:

remote DOMAIN OR PUBLIC IP OF SERVER
dev tun

ifconfig IP OF CLIENT IP OF SERVER
secret secret.key

BEE—THNEMR IP OF CLIENT B NIRS eI Z ek AN+ P kit

3. BURIEESUTHNAM /etc/sysconfig/network/ifcfg-tun® XHEI&E tunig
HEE:
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STARTMODE="manual'

BOOTPROTO="static'

TUNNEL="tun'

TUNNEL SET OWNER='nobody'

TUNNEL SET GROUP='nobody"

LINK REQUIRED=no
PRE_UP_SCRIPT='systemd:openvpn@client'
PRE_DOWN SCRIPT='systemd:openvpn@client'

4. MNREFEMPIAE, FIIIE 241 VPN [RSSZHEEE" BPE 6 PFTREBE) YaST FHTF
UDP i 1194,

5. Bid¥E tun IRFIRE N up BEI OpenVPN ARSZ 28RS :
> sudo wicked ifup tun0

RN EEREIANER

tuno up

24.2.3 ik VPN ;RIS
OpenVPN p¢ThEaNfE, AU Ta<MR tun IRE&RYRT M :

ip addr show tun@

EIRIG VPN EE, BERFIRNRSSEIHER ping KT ENRESHEEEE. MEFIE ping
RSZ28:

ping -I tun@ IP OF SERVER
MBRSS 2% ping & i

ping -I tun@ IP OF CLIENT
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24.3 ERIEFRMANIIIKE VPN fkSSes

5242 T FRRAIBTI, ERTATFEEIF. ATRENAHNE—I RN AIFZSNEE
B9 VPN BR$323. Iidf2ERAARRIARMZEN (PKI) 52 PKI UL TAGERK: RSE[MNED
BEPIHN—HAHRZAMMAER, UR—TARAS N RSF[IEBNE A HIEREZBGIES
IR MK (CA)o

g E B RUTERLSE:

1. £243.1% “GIEBIEH”
2. £243.27 “BdE VPN fRSS28”

3. 824337 “BEE VPN EFIR

243.1 QIEIED

TERT LRI VPN EE 2R, BFP ARG SFIEHHITEHIRIE. BExity, ARS[{HLTRT
B IRIEBHITE M. S AEE SO0,

SUSE Linux Enterprise Server A58 H, UTRBRIGEESESZT—TRALEIET CA
IER. IRSI[J/IEPIEFIHIER,

RS EBIEBFEXRA PEM &3, RMEBNZAFTRA PEM #&3Xo 3§ PEM FRAEHIE] VPN AR
225 ERY /etc/openvpn/server crt.pem A, RIMFBRRAFEMAN /etc/openvpn/
server_key.pem,

FRIFIEHHRRA PKCS12 (Eif) ¢ PEM 8. PKCS12 RRAEBFEES CAE, HEFE
EE %% /etc/openvpn/CLIENT.pl2 H, MREFEE CAHEHN PEM BREFFIHIES,
BEEEH|F /etc/openvpn/CLIENT. pem H, REEIE PEM B EIRE P IHIEH
(*.ca). BFIRZA (*.key) M CAIED (*.ca), BFEXEXHEFEEIEF KLY /
etc/openvpn/ H,

CAIERFEEH RS BMENEF iR LR /etc/openvpn/vpn_ca.pem Ho
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O == HaEPHITESD
NREERRZFIRIEBSEIRFFIRIES. ERIRZHAM CAILES, EETHENER
i E Y OpenVPN EEE XM HiRIHABN X 4E (BSI024.1 VPN IRZ528E0E X
®"” ) o

24.3.2 FEoE VPN ARS528

¥ /usr/share/doc/packages/openvpn/sample-config-files/server.conf &4l
2l /etc/openvpn/ fEAREXHHEM, AERBERENEHITEE N

f5 24.1 . VPN PR 2EE %

# /etc/openvpn/server.conf
port 1194 @
proto udp @
dev tun® ©

# Security @

ca vpn ca.pem
cert server crt.pem

key server key.pem

# ns-cert-type server
remote-cert-tls client @
dh  server/dh2048.pem @

server 192.168.1.0 255.255.255.0 @
ifconfig-pool-persist /var/run/openvpn/ipp.txt @

# Privileges ©
user nobody

group nobody

# Other configuration
keepalive 10 120
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comp-1zo

persist-key

persist-tun

# status /var/log/openvpn-status.tun@.log @D
# log-append /var/log/openvpn-server.log B3

verb 4

@ OpenVPN i5PFRY TCP/UDP ix M. FEEMAERITHZIRO, BEIFTENE 235 &
AP AIE” o VPN BUFREIRO A 1194, FE@EELEIHIEERFAE.,

i UDP 3 TCP,

Tun 8 tap €&, BXRBENER, BERE 24117 “KiE o

UTTEERARSSE CAIEF (ca). R CAZEA (cert) MRS [BAABELA (key ) BIEIT
WA ERR, XLEMBIES 24.3.1 71 “BIEIER" PER.

ESRET RFC3280 TLS #MNEA SR BN BEAAMNFIERE L,

Diffie-Hellman &%k, AU T <eIZRTEXH:

© ® 0

© O

openssl dhparam -out /etc/openvpn/dh2048.pem 2048

IR VPN 7MW, AJi@id 192.168.1.1 AhiAliZARS 28,

0 HELATEXHPIEREFFImMEREIN IP MaIREY, HIRS[BEAUNRETFE (EERB5h
&) FREXLARTHSIRAY IP th3ikBY1R A o

0 HTZR2EER, BUBREKISIGETT OpenVPN STP1ERF. Ak, BEIEENERLEFMBF
nobody .

ZAEREIERI — B2 W RBEEEXHFHFR: /usr/share/doc/packages/
openvpn/sample-config-files,

@ ERILAT R EERITHIENEERESEH ( “BRIERSEMRE ) BASRHXH. 2K
N =B A LRI,
FrEREREE A& journalctl ERHNAFZHEF. NREEZSIMEREXH ()
m, —MEREFER, —MEIERER) , BINENEXHBFERIGER. XL
RRINESWEX . EERFIF, KEFRZE tund (BYE dev 52) —iBEL O,

FRINBRT, BHEEERE A syslog,. EEHFSFRAUETIIITN. EXMERT, FiE

HEYB AN /var/log/openvpn-server.log., AELIZEE logrotate fRS. HXE

ZEMEE, 158 man 8 logrotate,
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SERILECE S, BILFE /var/log/openvpn.log T&%& OpenVPN RSB ETHEE. BX

Bt EfR, RENEER:

. Initialization Sequence Completed

MRAKRBEUHER, BFANERS, BEHPRSHEARTEL TEEXFH

24.3.3 FEZE VPN B im

tHN O

T8 1Xo

¥ /usr/share/doc/packages/openvpn/sample-config-files/client.conf &l

2| /etc/openvpn/ {ENECEXHFRIEM, AERIEFENHHITEE X,

f5124.2 : VPN EFmECEX 4+

# /etc/openvpn/client.conf
client @

dev tun @

proto udp ©

remote IP OR HOST NAME 1194 @
resolv-retry infinite

nobind

remote-cert-tls server @

# Privileges O

user nobody

group nobody

# Try to preserve some state across restarts.
persist-key

persist-tun

# Security @
pkcsl2 clientl.pl2

comp-lzo @

0 EELHEIREF iR,
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MRS E. B iRMARS SRS AERERIEE.

hile ERSRS R LERNIZE.,

XEBEFIHRN— MR, WREFImEEZNENEEERNRS 2.

BEREAIRF IP OR HOST NAME E#E9 VPN BRSS23HIABN ENZEE IP i, FHBEE
RIETIRS (MO, ERAILUEEEBAR VPN [RSZ8BHZ1T remote I, IHIZERTAX
TEARRE VPN ARZ528 Z [adt 1T s 3 T

0 HTZRLRE, BURENEEIGEIT OpenVPN SHFI2FE, Altt, 1BEENFERLANBF
nobody .

BERFPEXYS. ETFLRELFER, BASMEFIHEMER XXX,

FRES. BRERS R EUBERTESEN, TERLSH

© ® ® 0O

®© 9

24.4 {£F YaST ig& VPN kS5 2880 E F i

XA LAERR YaST RI&E VPN ARSS2%, 1B YaST #EIRAZHE OpenVPN, #MRMHRT IPsec thiY
BIZHF (TEERY StrongSwan H5LHL) . 5 OpenVPN —#%, IPsec 2 %M VPN &1,

id#2 24.3 | i2E IPSEC fR5322
1. ZE5) YaST VPN #R1R, EEFRLN AIERF > VPN BXA1E F i,
2. TEREET, EPBSA VPN FHRER,
3. EQIET VPN, BREHE VPN, ARBNEREZT,
4, EEETF, EENX (RS2 o
5. ARERGZE:
o FRAMHAZEEANZ2@EANERIE BN Z2ETNARRES Linux EFRHIZE,

o FE{H Android. i0S. MacOS X B FixYiARIN A RIRE I ChRASHY
Android. i0S # macOS RESHEFMNECE, WARUERAMMBRZMNOSE MR
IR FIHZE 2RI E AR,

o f2f Windows 7. Windows 8 & F i1/ a4V A 22 Windows #1 BlackBerry i&&
REZFNEE, WARUERMMARZMNO<LSMIIEAIERHIRENEt.
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JFARG, EERERNEEZENZ @,
rile SRR

6. ZIEERH, BRERES DRI 1
o

TREH, ARBNIEER, BEHEHITH

7. TERMELITIER VPN F P iGih R FiER e S U ANEBRE] VPN EBEYIA PR, &
NEBSERN IPEE, BEEEM CIDR HLL CIDR R IEEXLESEEH LLE S 2R,
X CIDRZRIFAEE, FB M https://en.wikipedia.org/wiki/Classless_Inter-

Domain_Routing <,
8. EEFURAVHIALMT, $ERE VPN MAEZE P imie Y 1P it A&,

9. BRMIZIITE, BBEEHHTE. PITE, YaST VPN iRREBEhRMHBRBAERN, Up
B P ImEEEIF VPN,
EEEEERE, BEMENMINEOPEER, RE, EEEEIX VPN BT
systemctl status FHHL, HAIEEFPRE VPN BB EEETEEEREE,

245 BEZER

BX VPN RFRER, 550!
e https://openvpn.net#: OpenVPN FE 1
° man openvpn

e /usr/share/doc/packages/openvpn/sample-config-files/: FREAENT
BB & S 5o

e /usr/src/linux/Documentation/networking/tuntap.txt: AF%EE
kernel-source ¥4,
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25 fEF XCA. X IEPNZRIAEIESSEIE PKI

gL, BECSHALZFHAEMEZEN (PKI) 2 H openssl SLHEFEEMN, XTF
RIFEREF T EMNEIERA, SUSE Linux Enterprise Server 15 SP5 127 XCA, Bl
XIEPBFMZAEE TR (http://hohnstaedt.de/xca 2),

XCA FIGIZFNEIE X.509 IEF. IEFHIEK. RSA. DSAF ECAAAZEA. BaeRUK
IEF MY (CRL)e XCA 2 AEIRMLIZFMEE B SRIERMANM (CA) FRrFEr—
13255, XCA BERRATERIERIIERIAIBE X &R, NEFNEERIRE.

25.1 Z%E XCA
XCA B xca M4 Ee:

> sudo zypper in xca

25.2 GlEHh PKI

XCA RFr e NZEIEEFEEEUREF . JEERFER XCA IZH PKI B, BB dic
> TR B — R (25,1 RIS XCAZIEE" )

& XCA SLES 15 SP5

it
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X Certificate and Key management x

i HitTH #E
SRR Ctrl+N
SRR ctr+0 | R
TR SRR
RITITITREGER ... »
WEREINEUERE
&= »
EBH Ctrl+Q

L

ﬁ MM'; ?&h’/'

25.1 . RUEFF XCA iR

25.2.1 GUEFHHIR CA
T B BN IR AR CA,
1. BEIEHETE.

2. BEHRIEBR,

3. BEHFRDR, EEAREBRFNEBIVERT, ¥ [FOA] CARIR, ARBEEET
Fo

4. BETEER R, SIB—IRIZTATERBITIRIER CA ((XFE XCARER) -
BEHFIZEDPNFER. ERAERERIEAEMTRE WNRER -

5. EALAEATHYIRPEFREHNERLAER (WMRE) , HEER—NHER.
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6. BEHY EED R, RIBEFERETMAEM. BIAMESEERN 10 &£, EPRETIRS K
SRR AMERNEPHN—E 5. &FAPFREIERER— @A URL, 5180 http://
www.example.com/crl/crl.der, ElE, BHHERT,

25.2.2 GIEESZBIENIUED
T R R EEBMARA R M ENIES.
1. BHEBHEINE, RESEHEIHRE,

2. TERIEI £ _EiESF [BA] TLS server, AGBRE SN AR, XESET B, ZHA
iE=H Netscape EDRRFNENAE, EERAE7, EFEEE 25.2.1 17 “CIERIE
CA” HhelZAIER,

3. BEFHRRTE, IB—NETE XCA FETHAIZIR. BRFERENZHR
T2RENHEZ. AREEHAMNNZHIPNFE. NFENIED, BABHMN
M AP ERN FQDN, ttZFFAI L ENMFEEFR, WalllE5lE. 5
i, R jupiter.example.com 2R Web k3528, FBEEHEHE DNS CNAME
I www.example.com, FBA, ERILUER www.example.com {EAIEHHHY
commonName B, ZEEHFIFIEPRIMEREMARERS, FFERTHRAEM “HRN” 1%
Ho EEFRENFARES, HER—THEHR.

4, BEY EEBR, AINEESEERN 15, MREERTIHIRE, BRENVARHE,

5. BIEEIEPRETIRAE, RIEBNUESNTNEE—1, XCALLPEM 3 DER XS
4 CRL HEAMBN MG, FIEER URL BN Z BRI S, Flin, &R http://
www.example.com/crl/crl.der X##8 URL, £ CRL DA =17, BEHRmiERH,
BANEH URI, AFREHRM. BEHIIEML .

BEHHEERH,

25.2.3 MIHIUED
1. BEHEHETE,
2. ARBLEBRHEWIES, REREEH,
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3. AREHNEERHEBEZRR CAIEH, S CA> £ CRL,
FEEIEE CRL MEHEA R T E o

4, EEHFOPRERHEIIFRENE, ARPTNINIERR CRLFHIERSH, EIFFAENER
(DER), AREBEHHE,
BRI CRL EFIBIFAMAIERR CRL 94k SR RFHINIE,
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26 fEM sysctl TERENZLEN

Sysctl (R#zH]) TRIEHIRLEESERAREAG (BIF0 Linux MEEHER) HITANK
12588, AILTE proc XHRGR /proc/sys PEHRXLESH, AJLUBTRFES NS
XHREZRERTFZAZEN, B, XEEXFFTHARE, MEERAESISEER. A
Itb, FRATBRIE sysctl BEEXHHEEFMBEEN, UEESABHAKNNAXLEN,
FERREEZIMEERNTE, USH Linux WR2IhEE, RIERSEEHAMEREILE
gnfel, HRAFIHNELETSRINEEARLE, FTUER sysctl LAEFKNELRIREE,
WNRFAR:

> /sbin/sysctl net.ipv4.conf.all.rp filter
net.ipv4.conf.all.rp filter = 2

EVAUTISE, HRIBEEXY /etc/sysctl.d/ . ZXHEEELL .conf BELRE, B0
/etc/sysctl.d/network.conf., BX4T, &N man 5 sysctl.d,

RIEERIMEANRE A T FIRPHIEE,

® # the default setting for this is 2 (loose mode)
net.ipv4.conf.default.rp filter =1
net.ipv4.conf.all.rp filter =1

g BB AMEIRINE IPv4 RABRZTIER. SHREMEAN IP 2ESnL@Edzite
O A, MRAFRIERBHRFLDESERIAENELED, WEFXEN, %
IRE R AR IERLESERIEY P HRIR I, 90, D IUEL4ARSS (DDoS) K.

® # the default setting for this should already be 0
net.ipv4.conf.default.accept source route = 0
net.ipv4.conf.all.accept source route = 0

IS BERRAERE IPv4 GREFIRE T SSR &I, FRFRHNEGERIELS,
g ERTLBALE IP BEER, BEEMEIMGAEENEN, SNWETEEEEZX,

® # the default setting for this should already be 1
net.ipv4.tcp syncookies =1
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276

B IPv4 71 IPv6 IR TCP SYN Cookie fR1F. XFLARR T TCP iy BV EIELARSS

Wi, XMRIFRL CPU HR—MIVIIIERR, EEFTREREEEHAFER. FKiF

MHEE—INEREE, REEXELTEUEMANIERES TCP EEZR A RIEER. %

MHIRTZLBM TCP 1Y, FLLEFRLE TCP MR RS MM A, BRAER

ASHNBER FEFEMER, XEFTEXNGER TCP SR HM TCP LIRS EHIT
X753, MREFIT RS LR TCP ERNFRS, BAKERREESHK.

# default is 128
net.ipv4.tcp _max _syn backlog = 4096

TCP SYN backlog X 7 HEAZ 15t — 5 AN BRY SYN B3k, —EBIBATIRE], MEaEHE
FREHRIEN SYN €, HEFTEZIIM TCP ERE (8(F SYN Cookie (RIFENTAN) - 1§
KULERT AR EF XS TCP SYN iZ - HHIRIF.

# the default setting for this should already be 1
net.ipv4.icmp_echo _ignore broadcasts =1

B LA ICMP [BINIEK (ping) 7i‘i_EIJIPv4f“T§i{ﬁiJJ:, DML Ry IAE EA/I1P stoik,
EEMERFHRIT ICMP 3234, IHISE S SN BRR L IX R i8Ry ICMP [B]7
28

# the default setting for this should already be 1
net.ipv4.icmp_ignore bogus error_responses = 1

IS ERT LB SRR B LN BN A EERIRESIEREEX . BXEZER, 5
£ZERFC 1122 Requirements for Internet Hosts -- Communication Layers Section 3.2.2
(https://datatracker.ietf.org/doc/html/rfc1122#section-3.2.2) #

# default should already be 0

net.ipv4.conf.default.accept redirects = 0
net.ipv4.conf.all.accept redirects = 0
net.ipv6.conf.default.accept redirects = 0

net.ipv6.conf.all.accept redirects = 0

BRAER ICMP EEMHER. XEHEBHMXLIE, SEBENESHIERIMNEMERIELF
BH, WE&EAEShAXEEEMRLER DAL T,
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net.ipvé4.conf.default.secure redirects = 0
net.ipv4.conf.all.secure redirects = 0

FEER 2" ICMPEER CRERBLEFIAFRINMXIMK) NEZERFIRLD. BRIE
SV E, TNERLAE.

® net.ipv4.conf.default.send redirects = 0

net.ipv4.conf.all.send redirects = 0

TRANAIE IPv4ICMP EEM, FRIFERHBMELS.

® # default should already be 0
net.ipv4.ip forward = 0
net.ipv6.conf.all.forwarding = 0
net.ipv6.conf.default.forwarding = 0

BNERLBRBNRFLEA IP A,
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27 @REN

BARENZERATITLAEE IT ~aReMENSENR BEARI ZNGE. RAESERE
JRIztE, DURUASERZEFRETME, ARBRINENAETLOAE RELIhEEEK (SFR) LCEEFTE
BIRIFECE X+ (PP) o MNRRE BT (ST) BIEX ST ERELRS (EAL) 4BE, ErRTLIEERAR
EFmlZL2IEE. (R2BITNEXRBESSE PP — MREEHE~mAIEHN PP, )

27.1 &

BRREX ITEFRPHNEEHERE. KENERA—KELHENERE, MAR— M EHE
HAREIHEERS K. BAKNIES (EALT LUTES) HAMRANEIRMAEMMLER
BR, BAAF AN T —BEENEIRAFERERNERNE: B, EABRILET R
grigit, AR ESEEREBENN, HEEEFMER~mitE TR T,

BIEB N mRERENE AR AT, WENIIZMES” RRURIZEE 7TRAREE, H’
TEENTmEGEBRRNE#ITHR, Att, BRAENSEHIEEEER, B5IT FanREi
KIN—IRZEE2HE BTN,

27.2 L RFEZR 5! (EAL)
T HRER R o BRSNS E, FKFSEEM 137!
e EALL: ThaEM

e EAL2: ZEHgMR

EAL3: RFEEMIANICE

EAL4: &%t MhiAFIEZ

EALS: F ikt i

EAL6: FZTUIERUIERYI AR

EAL7: FZz0(LI8IERYIR AT

279 &7 SLES 15 SP5



EALl BN~ RHEELLERIBHEARRE, EAL2 Bl EALA NP ERERF, EALS Z| EALT #
RPEESURERINRE NRENFEHMIGTZIERUESRFFENB IR, N EALL B2
= mTEA eI A RS RFELR 5o

27.3 —HefE=RN

FIEFPIASHENET U TEN, EEENX HCHNRERENRELS X PR MAIEC
B, FEBXEEN,

RuJaeEAA RN
EIER, MEZEREH, EREFATEEMENSEEN. FRMEEIHERESESR
SLeMNBRER, CHAIRIKRATRIINMING, BRESEERMEEMLPE
AL, AERENENRERHIEDR, BENREREASNEATEEEE,
SUSE Linux Enterprise Server 353t LA T B #170%

o AFizi2% R (openssh, man ssh(l)) MIRIREE (openssl &

<, stunnel)

e X (gpg)
o UFRENEINXHRSA (dm-crypt, cryptsetup)

* VPN (ipsec, openvpn)

RIMREGERE
RERZHHNELREREFERFINR/ NIESRER, TERITRE RN Z#HEISXHE
TERRLEE, ERURGIFIELENREEE. §ia, ErIUEUEEERENREE,
MAEFREEFERNIRGE, 5180, 7E YaST $i%#F apache2-mod perl RG-SR EDN
EERE Apache REBBTTFIRNFIEREE. BES AR, LUEEREM
WIBRFANKIX RN, EILUERRNRS, HFUHARMEDT (M) REEIEFNE
RF K B

IRSSFRE — EIRI RS EETTARRIARSS
AJRENERT, RSHENETRATRE—TIRSH—TNAERF. WMREEHEREBKRIIFIA
—IARSS PRVERAHERRE (RISIZERFE RIFIAREMARSS) , XRREIRTEERNERIE AR

5o
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ARG LIRBIARSER AppArmor 2—MERIIREIS . BXIFMES, 7S

WEE VERS “EE AppArmor RS M apparmor FATL

SUSE Linux Enterprise Server X#FEREIMUIRAR, RAEME—IRATIRS[BES
B, BEXNFRSEERRERER. A2, BIMERATEINEIERREITEN LIS
TIRSFIRMUNIEERE, WX ERBEE. FiR, BRAEEREFIREEMNEENH
AEFHEERT Linux AizfREHZ R H itk == EAEE .

RgaE YD
PITEHEMREERRIENTHEE, ERNAAMRINKEHIE R T LEALL, ERE
TENR2BHIRRIHERN—E D, URKREDEEES L
RIREIZR RIS R E A MG RATEMRNE . BEMOVIE/MERSRIRE BB
RAIEFIZRTA+2EE, UWETEBREAAPNENR, F1a0: WG (rpm -q --
queryformat="%{INSTALLTIME} %{NAME}\n' PACKAGE NAME)BZZr a5
FHNEEXGPE BN AL,
SUSE Linux Enterprise Server 15 SP5 EFEZ1TH, A FHNFRMEZNRLIHAIK
ti. TRAEERZENNEHITEE,
BNEBINEERAXGNE B MNER AIDE (BRNERNEIFE) . YEisiTLuH#T
VI kEY, SeIBRSPIITFREEXGFIMMEXXGNIEREIERE, XFEmM I UEHEG
REGFRE B R XXX HRITTEMN,

=& 5]

INSEER AIDE, SR MIEES S BEREETESANCE. BN, KE
EMREAEENG T2 RN IERE, SRR RAR,

W E WA B ARG T, BT RIS, EFAENE TRaEX
ERRZNBHFIERET, RERAATN/LETETERE. i, BEBINE
A4 (REEHERERESXHRANEMEMRTRS) RTERERE,

WIR, REEMNNBAREFSTEMBIEERM. rpm -qlv packagename =7
HRGEFREENXH, RPM FRAIFFERK, FEFIEREETHIR. AIUER --
queryformat sS8<$iTETUARIE. FIF RPM BU¥SAATHEE, AIUUEAEHBEEASEE
PR M IR E N E R B .
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274 BBZER

BAENTEAIREEITHMGIRER miVEEEE, AXNARENEEREERENTEHR
BA4NSERS, B2 EBRAENTGEN “EEGiER 8859,

o, KBETLRERBNEEVEERTERN, ELERZEE setuid UMNEEIRNE
B FEREGENKERE, BEXNTFRUFHEFEN.

282

® B3k SUSE Linux Enterprise Server £ INEMINEERIFAER, 1SN https://

www.suse.com/support/security/certifications/a,
https://www.suse.com/support/security/ # E3R#tT SUSE Z£&HRITIR,

frS@AEN TIERXAISESN, FIES R TFRIT:

pam(8). pam(5)

apparmor(7) F1&FHFMTT

rsyslogd(8). syslog(8). syslogd(8)

fstab(5). mount(8). losetup(8). cryptsetup(8)

haveged(8). random(4)

ssh(1). sshd(8). ssh_config(5). sshd_config(5). ssh-agent(1). ssh-add(1). ssh-
keygen(1)

cron(1). crontab(5). at(1l). atd(8)

systemctl(1). daemon(7). systemd.unit(5). systemd.special(5). kernel-command-

line(7). bootup(7). systemd.directives
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28 MARTTE FIPS 140-3 i1

NRIEHARERNEEBFPBUNEITERSTE, B4, ENMENARERE (5

40 openSSL. GnuTLS #1 OpenJDK) AIREZR BRI SELFRE B EFRAE (FIPS)

140-3, FIPS 140-3 R— 1ML EIAEERF, BTRIEMERREFIMERR, R

BRI AREREREL L FIPS #1517 SUSE Linux Enterprise, MRFAELL
XMEEIT. AERMEXSH FIPSIERAWNIESR, UNEEFHE SRR

%

o BE: SUSE Linux Enterprise Server 15 SP5 #1 FIPS 140-3
SUSE Linux Enterprise Server 15 SP5 Ba1S2HE FIPS 140-3 #rf, AHX &I IETE
BERINE, BEARAZERTUER.

BXEZAT, BEXARER SUSE HER R,

x

28.1 FIPS ##f"

FARMAEIPMZENRRERFHBENRE FIPS SIS RENFHHIREEIR R FINNZIRIRG
IER2RF (CMVP) (3E2 M https://csrc.nist.gov/projects/cryptographic-module-validation-

a

o

programa) o

By FIPS 140-3 tREB F 2019 4 3 AIRGHUEHELT 140-2,

28.2 fAIBT/EA FIPS =1\

B T FIPS BEAS T AR
FIPS WEIBIFEEZR, FERASFENT AR, EHSERE. Mk FIPS URMEH#ITE
HEE 2 RSHIRIRK T
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BNEFEREGHMERNES, 7 LLFIPS #RIE1T SLES. &M, FKf TN FIPS RIUETT
N:NER

TEHRTENER FIPS RN —ERE (R <ERHHENX) !

* FIPS BRI, TREIBEREREWIENFEMETE, HIBEIEREALIXLLZIIE
BZENBEBIMEZT#EIN . EREEERBINER Z#HEIX .

o FHRRIBERITTNRE,
o H#tIRRIFEERK, FItEINMERN EFI XA L& MARAZEZ ST RS,

o BINEMT#EEIXMEE (130 ssh. sshd #0 sftp-server) TEREIINEITEK, FHNIEXLER
BERINNA RIET. XS WE TR,

° FIPSWERFEER, FEAEFENT IR,

28.3 &R FIPS

RIFEHNZRESRRE patterns-base-fips HHE,

O == FRENLHE
RIREX THFIXHIETEERS FIPS 140-3 IAIE, BRHEHARE. NRENMATER
FA FIPS 23, 1BBXR Y SUSE sHER R,

FAIEEITHRN RS LLE patterns-base-fips FBA FIPS 5, {ERIREATHITIE
B, GIUNEFMEMESR, HEITHLE R FIPS IGEIEH.

28.4 Samba/CIFS &< #F MD5

1RYE FIPS #7E, MD5 ARZREMMERE, TMERERTEMNEIE, NREEIT FIPS S

M&IfE, FHEENEFRIARSSEEU FIPS SRBMRIIETT, WEHIfER Kerberos ARSS %t

Samba/CIFS BF#1TH M. ZFrLUBIUXIFEE, RENFMEHEM Samba SHIIERTUER
& MD5,

284 L FIPS SLES 15 SP5



BXIE{T Samba IRSZB[|HVIFMER, 1B5EI (Storage Administration Guide)
B “Samba” —Ti,
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29 Z{IFRITIEBEL 2R (PCIDSS)

ATHRIPREFNEVES, MBEERRARNATMBAREABHRRBIELRESTE, BFEX
FRITUEHIEL2VEGB T RIFPSNFUREEXINFE A E, UKEHTSBXIE/HEHR
REBENITEIFEN T2, BXFMER, SN (Payment Card Industry Data Security

Standard (PCI DSS) Guide) (https://documentation.suse.com/compliance/all/html/SLES-

pci-dss/article-security-pcidss.htmla),
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30 fEF STIG 5&1k SUSE Linux Enterprise

STIG &’ Security Technical Implementation Guide., B—AHE, EHEEAR
2t/ (DISA) AR 2 EE ERAEE (DoD)BY AN, fASREMF A% Security Technical
Implementation Guides (STIGs) &R 90 XREHXLESSr,
HNERAL L ERALEERGE, ZAARKEIRL, WRIEREERAEEMERIEH
IE#ITRSGIAR] WREARALEENGE) , UNREXSEF (RARGERH) RS E,
ZERALMERER LURSEREIRE, FIMRIERSE. HlE. BHREE. PRAERN. 53
ARS8 RN AL B

B XNMEHEA STIG 381k SUSE Linux Enterprise RFRER, B2 https://

documentation.suse.com/compliance/all/html/SLES-stig/article-stig.htmla,
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31

32

33

34

35

36

37

38

39

40

41

42

Bid AppArmor PRI4FAY

AppArmor &7 289

Al 291

EIZFRE 296
FoEXHAMMIEE 305
AppArmor BCE X HiT7E 337
£/ YaST 2 EIREEf 338
MEsSITHRECE XX M4 348

£/ ChangeHat ¥9% Web N BERFBECE X4 376
£/ pam_apparmor [REIEF 387
EEEMEEEXHNNAERF 388
¥ 390

AppArmor RiE¥& 399



31 AppArmor f&7Y

FEZReRARENEFRPNER=EN, EHEFEERREERERBENENGETT
o MRZEFPEEN bug SBEHERSE 7 LN, NZEFGRAEHE.
AppArmor® B—ENHAERZEBALER, T IBTHNISIEFNARIESl, AppArmor
AFEERBE ARSI E X RIEEEFUTRITINEN S, T2REXHEEZF TN
XU AT HRATHIRERN TR, AppArmor RMRFIEAFE, ME RS A EN AEFFREF
R{FfTH, MRENAEFNZS, FLEESURIERMNNRREEREENMA, Shaefibh
Ko

31.1 AppArmor B4

AppArmor L TER AR :

o EH Linux* AT AppArmor BREX 4 E, HREFREEIHIRIANX M.

o HITHIMINAIERFER (40 DNS ERAMAF FHIIE) FrFERY AppArmor EEEXXHE
ik (EEEXHWEER) E

° BFFARMIEIR AppArmor EEXHNTREEN, AR UNREEE X H#HITERLL
ENEHNEER, EURNEE AN B E XN AEFSIZHBIEENX .

o ETFEIHIERNNARER, XENAIERFZEF AppArmor, BESET IR FHIZIR
LR EAREM, HPEHE Apache,

* AppArmor HEXBIRIZCREHIXEXRVIZHIRD AN, FF1E SUSE® Linux Enterprise Server &
4; FAR%ISSHE AppArmor SEBR,

31.2 BXAppArmor BEEXHWEZNE=RER

BX AppArmor WRIFMEZ2MEMNFAESR, BSILTHER:
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SubDomain: Parsimonious Server Security, {E&: Crispin Cowan, Steve

Beattie. Greg Kroah-Hartman. Calton Pu. Perry Wagle #1 Virgil Gligor

48 AppArmor BI#8AI& 1TSS E. 7 2000 £ 12 BER 5 B LN /R R B FFHY

USENIX LISA &iHRiEI AR, LEXXERERIEERY, MBIIEEMNINEES &#HY AppArmor
IR, NEERAERRARS M,

Jl o

de=
B=

= fE, tEXBXEIRAF T %
Defcon Capture the Flag: Defending Vulnerable Code from Intense Attack, {£#&:

Crispin Cowan. Seth Arnold. Steve Beattie. Chris Wright 1 John Viega
T REFIELERFN A _ERY AppArmor ERES, AT BIGTERAGRYBY (8] NIRRT ERY

ZLinE, 2003 £ 4 BELERRIZ FF DARPA Information Survivability Conference and
Expo (DISCEX 1) &1V #Aia] ki
AppArmor for Geeks, {E#&: Seth Arnold
S B AR 1LIRE Tt T 2 AppArmor BIE AR T, https://en.opensuse.org/
SDB:AppArmor_geeks 7 1R T IZXXHY,

B>

B % AppArmor Bo & XX AR
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32 AI']

BIFAERUTEI, UERNERS LRINERE AppArmor i/

1. BAEBMEREXHNNARER. BXFARES, BENE 3237 "EEENEIEEX
N AR

2. RIEF 3247 "WENEHREEXH PNEERRBMWERENEENXM. WEERHA
ERNERERECE S

3. BB AETUREETEX AppArmor HIRETRIERNL L EMHFH RN, E5E
MENEEXH. AXFAES, BN £3257 "EMEREESH

32.1 &% AppArmor

EEARER) SUSE® Linux Enterprise Server £, FTieRETHLEREE, RIALESREH
17 AppArmor, AppArmor NREIHEEXLFIFE FTEIIHIRGE

(i

e apparmor-docs

® apparmor-parser

e apparmor-profiles
e apparmor-utils

e audit

e libapparmorl

e perl-libapparmor

e yast2-apparmor

O &7
MRIEHRF _ERLTE AppArmor, IFRE apparmor RHEURETEDN
AppArmor, 15 YaST MEEIRERHAITRE, HEEMLTITLER Zypper:

> sudo zypper in -t pattern apparmor
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32.2 =ERTZEA AppArmor

EEALEHZER SUSE Linux Enterprise Server £, BRIAZRSIE AppArmor ELE HiEiTIR
o AILLEE A R AppArmor BYIRE

fi£F YaST IRSS & 1223
BIE RS | SR TRIBI A F 5 R AFRECGRING | SR 4K RS A AppArmor, &
5| SEHE N RS E L

£/ AppArmor BEEHE O
B LAERS YaST AppArmor $=HIER X F3FTH AppArmor, UTEEITHRHNRS ETRE
KB, FEEHIERPPIRITHESFEINE A, TFERai% AppArmor ELESE5hE
%, HERRS|ISFIPERIRMENS|SHIZ,

EBI MRS 5| SEFHITRIMI A E SR EER AppArmor SKARHER, ERITUUTIRE:
1. F5hYaST,
2. ERRY > RS EER,

3. ERRSYIRAET apparmor FRIEMITRERF, REEEBONTHBoREEH/2A
Flo 7£ apparmor {THHREC EHAREEERNEEHH,

4, BHHERITHIA

AppArmor EE5 | SHARYIANK, HAIRFIEEDIRES, BREERREBR. €A YasT ik
SEEETAENBRARSVIRESREARSEM,

A “AppArmor BEEE” BOEEITHHNRS LU AppArmor BURES. NAXLEERHES|
SRAE, XLEBFREEM. B AppArmor BPRE, BHRITUUTIRE:

1. EEjJYaST, iﬁ?%App/—\rmor@E%, %EEIEDEPEE-IQ%O

2. %A= AppArmor LUS R AppArmor, SREGHEERIZETEE A AppArmor.

3. B AppArmor BELEB ORI
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32.3 EREMEREXFHINARER

AEFRIFEENRERERSTIRENER, AWIFAGTHNREFERREXH. €A
AT 7R E (&2 -

1

~
3
=

PILRAIE
Web N BiERF
Cron 1B\

B R 2 L E U RN iR QETH AR B E XA RH#TTREI, B root B
i={T aa-unconfined,

{51 32.1 ;. aa-unconfined EYigH

19848 /usr/sbin/cupsd not confined

19887 /usr/sbin/sshd not confined

19947 /usr/lib/postfix/master not confined

1328 /usr/sbin/smbd confined by '/usr/sbin/smbd (enforce)'

EBIFHRE not confined MWEMEEEAIREREE HINEE XA RHFITIRE. 78
confined by BYHIEES AppArmor R,

O =7 B8
BXRNEAREMREREEXGNERNARENFAGER, BENE 33210 "HEZE
HeEgHER

32.4 MENEECENXF

SUSE Linux Enterprise Server £ AppArmor FEMi T B EMEEEXGHE, BTREENN
R/, ItHh, ErIfER AppArmor R AR AEF LIRS B SHNEREX .

EEREXHERMAR. —FEEA YaST AppArmor iZIRIB MBI FIlR, ZS—MEEH
AppArmor EFEBIRMHMNGLITIR, TEEFIR, YaST {X3Z#F AppArmor EEE X HHIE R
IhgE, Men<iT TEALEUEMHAYS NEH /AR E X H

NEMAREFRITUTSRUCEEE .

293 ERENREE X RN RER SLES 15 SP5



1. L root S51i51T aa-genprof PROGRAM NAME, it AppArmor RI2NRIEFEEX
R ARBEL R,
5
BEIEIT YaST » ZLeF AP > AppArmor BRE > FElANEE X G HIEE BEWEIREXH
I 2T, REIBZEREESXHHIILES.
ASRNEFNERREXHNRBHEEETEIERN, XEKE, ERIEREEETH
THRERFNENER, EERERSMNIEFHITIRS,

2. BTN AEFBFRERIE, ik AppArmor T2 T BERFNENED.

3. 7 aa-genprof BHEN s , LUELL AppArmor SHR7ES I 2 hAE A H E XX
AppArmor HEEREFIETHHENERNAE, AEBERENEMERNEMHLEILIRIN
fRo BTN HITIZE N B,

4, KIENAREFNERY, AJRRMMES D E IMPE 3. REINLMAER, EREIFZFGTH
TRAEFALETAFNASES. EEMRRTINAEFIIERNTETCE, ErsEum
KEBE IR,

5. 5t aa-genprof /5, EHNEEXHENRENEGIREN. RASNEZEEXH, M
AppArmor FIRIEIZACE X4 PR HIN B2~
NRENARFNMEEEXHLFITIFEN, MItNA#EFE5 aa-genprof B, It
FEEXGTREHIEFIARENEATFEIRT. BEXERREXHRIANESER,
BENE 37.7.3.2% “aa-complain — #FNFIFHEIRY” ME 37.7.3.6 T “aa-
enforce — HNBRHIEIL"

FRERFNNAEFRITAENE —TES, LUIILENEEEXHIEE. EEBERT, 2R
HINN BREFRIRFETT, EREFTSR5E AppArmor &5, B2, MRETEIINBER
MELITHERE, BRERFZEREUEE AppArmor N ARRFHIRFIZEE T T =K. RIEER
F_EARERBENS], TMUTILNMIEE AppArmor BED:

/var/log/audit/audit.log

"< journalctl | grep -i apparmor

< dmesg -T

ERBEEEXMS, AHRE 37.7.3.97 “aa-logprof — AL HE" FidBE RSN AR
FHEXNAEERS. RBRER, BEHRERRNR RS,
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O =7 Bze8
BXEEXHMENBRNESZER, BENE 34 5 "IEHAMHHNE
E . B36E “fFR YaSTHEMEREEXH MFEITE “MpPTHREEEX
% .

32.5 EMERVECE XA

RUEMARILERMEENEIRITMEN. FAlLL, SIEEREAEHAX AppArmor NEEE X H1%
BRIT—EMNHIA. AppArmor 2I0E RS HEUERREGISE M AppArmor E, HIE
TREBAB N IR R R E X . FEEMEEXHESCEERNNE AN AERTHIYAES aa-
logprof f& R, BXIFMER, BEME 377397 “aa-logprof — HIERZZGHE o
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33 EREFRE

ERVERUIHTBENRSE, EREERTARSENNEFRERERE, AERAERIFEFNE
2, FIA AppArmor, EBRENIMEFBEETRE THEFWRERE XY, XIRAMELD T3
K BENFIRHRITHIEE, AppArmor BB 14 el sahl SR IR R IZEF (XU TAT PR E 12 1E.
AppArmor IRIEN R IRAT URIPRBRER, RTHEGN BTG RIX K, L%
AppArmor. & AppArmor EEEXHHES|ISiHENGE, BHNRKNTNRBRSE, BNE
B AEFIIT AppArmor Z2%HBK, A AppArmor (RIFIEERFRIEIEFF N7,
BERBCREXIPLEASZIRENNAER, HACNERBREX S, Xi¥F, RHERE
LI AT EEFILEIR AppArmor BB X5, UIKISMT AppArmor RS THEEIC RAVEMSRES
EMHFE.

R RiZR5ERE AppArmor HiE1T. B “BER” 517, EREMAFRRXER

Eo AppArmor AT EREISRLEA RV, SR AREFHNRELENEE AT AppArmor
BeEX Ao ER AppArmor fELIE, BIESFEEREINBARERFNEE XS,

AppArmor B3I — BN B ELE X E LURIPATEDR Linux RS . BRIPEMNERRE
FF, EER AppArmor TEAZERIFHWNAEFCIREEEX 4. AENAFEFRBENE
KRR, NRESHEIFEEMERER AppArmor BEEXHHNES, 1BRINE 34 5 “IEHA
HFIEER” « $536F “[FH YaST MENEBREXH HEITE “MHSTHEREEX
%

AppArmor SIEEEMEF A LUEE. 5 ANMAITHLES H, URAIFIHRIMERDT, M
HMEARSREMAIARITH, XBRTENEFRIWITENNIZNITHRE, MAsH
THIRME, AppArmor SXEFHITIOR, UM LERFHEMER D RNZRHZIRIT,
AppArmor @—E N NEBHEZEFIFIEIEEIS R, MET, HREHARMAR A0, B
HEMNZBHNABENDHEZRAMTEN. AT, MANKRSBZARTRFER, REN
FARPRMUEMHMEIRS (B30 Web, BB, XHFFTENARSS28) o AppArmor Xit4a FRIKARSS
MECIEFIARHITIES, LB ERERNRE,

() #=R: AppArmor B SREE
EFERNMELE TH#E AppArmor REEGEHNEEAMES, BERE 3127 “Ex
AppArmor BEBEXHHENERER” -
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33.1 AppArmor HEZEE T

AR EETT AppArmor B “BJE” (W% YaST REZT) FrALEMERAERIR,
AppArmor EEEX 4 B & BRETA A RS RMNAN A X 4, BXFHANSEREXY, 5SS
DLEE 34.17 “9fE AppArmor EEE X" o AppArmor BIFEStaFIHITIIE X A HE SR
LRIFEHEZHIERF.

UTIAESE5 AppArmor BLEXHFRERRIIDE S5aF 1T :

aa-status
aa-status AIREIETTH AppArmor FRHIHATRSHZ N A HE,

aa-unconfined
aa-unconfined A NARL LIEEEITHSBITMNSEEZ B RS AppArmor BLE X4
RIFNERINBIERF. BXILTAEMNFMAEE, BSNE 37.7.3.127 “aa-unconfined
— IRBIRZRIPRIHEE

aa-autodep
aa-autodep FIAKMEIEIMEZ AR B ENEE X RIBEARESR, EXNEE
X EHFABTITFER, RS AppArmor MU (&) KIRZHIRBIERFEIER
TH. BXITAEFAEE, EBNE37.7.3.1 7 “aa-autodep — BIEAMHEIE
(E S

aa-genprof
aa-genprof FIEMEARELEXH, HiEKEBIHRITAEZEFHERTEH
AppArmor SREMER AESHRMHLEEX S, RARBEIT—RYEM5|SELIE
NARFHITHERANBESEG. EREEXHE, RASERILREXHHEEE
FEtEl. BXLTAENFAES, BENE 37.7.3.87 “aa-genprof — £EMECEX
%,

aa-logprof
aa-logprof SUREHZAPAEMKLELFIEIFSEHEIEINRY AppArmor ACE XX HFRIR

HINN AR RN BAED, ©r UEEBEERXEE XM ERFIND, BXILTAERN
BER, BEBNE 377397 “aa-logprof — HIERSLHE
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aa-easyprof
aa-easyprof 27T 5 AMNFREFRLERM AppArmor BBEEX 4+, aa-easyprof XiFHE

FEMR AN SRR LAR IR RN AIEFHNEEEX Y. RELTAGETFEMSER, EHEXH
R TERRERER. RAIHMRMFRE, aa-easyprof 7ECIEAE X4 S EAIRS!
LbfEF aa-genprof #1 aa-logprof SIEEIEXHE/D—LE,

aa-complain
aa-complain B AppArmor ECE XA MR ENTIFIER. RARIERIT

FEE XM MNENER, EFatmTREXH. AXLETANFMAER, 5S
D% 37.7.3.2 T “aa-complain — #NIFIRHESIER” o

aa-enforce
aa-enforce Bi§ AppArmor FEEXHMIZIFIER TR FEFIRER. RARIERERR
WX ECE XA PETISMMNAYER — FERFIMTEEEXH. BXILTAMFHARES, ES

% 37.7.3.6 T “aa-enforce — HNGRFIER" ,

aa-disable
aa-disable FTIZ2HA—1aZ 1 AppArmor BEE X HBGRFIER. Ithan 5 MAIZEE
HEENMY, HBALETE AppArmor BB EHFHZEEEX 4., {#F aa-enforce # aa-

complain SLAERFAIEXILEITH.

aa-exec
aa-exec AJBEIEEH AppArmor BEE X HH/HB IR IBIFAPRHINIERF. WNREIEE

TEREXHNZINTIE, BRI EPNEEA RS, WRNIEE T B
=8, FEAYRRFINEEXHRM, NREEXHMIINTEIRIEE, BERTE

HEREXHFHHFE1TIRS — NREF4%S aa-exec iIB1T—H,
aa-notify

aa-notify B@—NMEMHLAER, EREREIMEFER AppArmor iBEH],
TR UM EHITRE, UETEENRE/LRNBNEE, BXEZER, ES

%8 37.7.3.13 % “aa-notify” ,

AppArmor FEZE{E ST SLES 15 SP5
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33.2 MEZEHRZENRER

IAELERE AppArmor, BFIGEEENHENBEEX NN ARER. EEWREEXHN
R RARLEIRBENRNIER. UTREFRAAREREFAFPPFRIFERRNER, Rt
X LEA2 B AT LA T R P AYBR

cron {Eik
cron EHEITHRER. WEERFIRECRE L RIENEN, sTUERSNETT, B8
EZE0ILUEA root 1510517, BI80, cron BJLUEHIETT /usr/sbin/logrotate
R, EERKATE, EELBSHGLERARE. BT HRINAEXLLERERER, 15
BME 333 “fEcron fFlRE .

Web M ABIEF
W TN S 28 ] LUARRTER, B3E CGl Perl BiiZAs. PHP TiE U NME S Z+H Web N TS
Fo BETHRINAEHRLERER, E2IFE 33417 “FWeb WAEFZE

PISRIIER
BEAMNEHONGERF RS[IHENEFIH) . BERPHANITISEEERF P
RN XERFEETHNAEGREAPEERIINR, MAMINZLEXREER
IEAERIFERRAN, NGB UEET B FE M RS ERE, BT RNAEkItEE
P, BERE 33427 “ERNEAERE" .

MR, ERCARIBFRIEFWEEEX . Fi0, SNEMAATLGER cp BFERERIX M+,
BT cp RMNKEBESNEEXHHFEEEXH, ERBERINEHMANEEXF. Alt, cp
FILAE RN AR EC B S RENS IR B NBIERIS .

33.3 fEcron {ElRE

EBEHH cron izTHER, BREENZAK cron BBE., cron BBBEIEEEZR, FLHEEK
BEREN ., THIM cron fELEETFUTXHTITH:

/etc/crontab
/etc/cron.d/*
/etc/cron.daily/*
/etc/cron.hourly/*
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/etc/cron.monthly/*
/etc/cron.weekly/*

crontab S<$EYIH/RIEYFIAFLH crontab, B root B cron R, BFEETH
root AP, AIGfER crontab -e RiEESST(FER crontab -1 7|HES

33.4 EMBNAREFRE

f£F8 aa-unconfined T AR BhEIHNELLE XHIWEIRSZ BETIFIEF

aa-unconfined TEfFH netstat -nlp HSREEHENARIBHFABIRO. N5
LteiE ARXBERIET, URICEBZHM AppArmor BEE X145, 7AfS, aa-unconfined
SIREXERF URSENMEFEXELMN AppArmor EEEX 4, INREFAZRE], MRS

unone” o

Q =
NREECIBFEREXY, ¥NERNEWREEXHNIER, FHZE AppArmor By
BRBRE

THER aa-unconfined & R:

3702@ /usr/sbin/sshd@® confined
by '/usr/sbin/sshd@® (enforce)'
4040 /usr/sbin/smbd confined by '/usr/sbin/smbd (enforce)'
4373 /usr/lib/postfix/master confined by '/usr/lib/postfix/master (enforce)'
4505 /usr/sbin/httpd2-prefork confined by '/usr/sbin/httpd2-prefork (enforce)'
646 /usr/lib/wicked/bin/wickedd-dhcp4 not confined
647 /usr/lib/wicked/bin/wickedd-dhcp6 not confined
5592 /usr/bin/ssh not confined
7146 /usr/sbin/cupsd confined by '/usr/sbin/cupsd (complain)'

0 FEDERFmS. WWHESEHMIEFAIHIZ ID KS (PID).
@ FE_MAR—FNEH, ARBIAEFHIEIEEZ
REMORTREIEFNEEXH (MRET) -

)
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Q =

aa-unconfined FZE root ¥, HARIEE AppArmor EEE X HRHIFIINTIETT.

aa-unconfined RXSMEEZEO, HLSIREFMBERZIRIHE, EEZAIREETEITAES
LAN ##ZOM#E,

BARMEEFNBEFNERMBFNEZIZEME. aa-unconfined TASKNHIRESR
P imi AR ARNMKIRE, B{XETFHIT aa-unconfined 7B IETEEITHIE P ik A
BF. X— N, RAMERS—RAEENET, MMEEFNAEFBERTAPEH
BETIETT,

M P ML E P RN REFR A AppArmor BEE XA NIEEUATF R F B RITF. Fitk, A
RRAPMEE P inNARERNEEE XHERENBL AP NES,

AT EEohEFISENAIEF, aa-unconfined <X - -paranoid %I, ZixS
WEFMBEEEITHHIE, MUKRATRESE M HEMEXEKSE AR XXX AppArmor EBE X 4.
AP UAES M EREEHRE AppArmor BEE X,
MREHEFNHESENEEEX Y, ERSERNNRAERNTHAS, &#RE
apparmor@lists.ubuntu.com HB4%5IFR, AppArmor FIRNEEEZEEX Y, HogesE
LRI E SUSE Linux Enterprise Server 1, HITEFRIEESEMEXH, BEaR
HEERAELZHNEEX 4,

33.4.1 {EWeb NARERREZE

EEH Web NHIZRE, FREER Web fRS528ECE. Apache Web ARSS23RIRTECE 14 LLIR

=, EEILE Web AREFEREEZITERT, XEURTAMEE, FKIABRT, SUSE Linux
Enterprise Server 3§ Web N Ff2FTEME7E /srv/www/cgi-bin/ ., NRBAABEESD
Web R FBT2FE8E —1 AppArmor BR& XX

HEIXLIEFE, FILUER aa-genprof #1 aa-logprof TEGIENFHE AppArmor ELE
X1,

BT CGl @3 Apache Web ARS3288H117, HLLEHMIT Apache B BRIECE X 4
usr.sbin.httpd2-prefork (G&FTF SUSE Linux Enterprise Server L8 Apache

2) #H{TiERR, LURIXME CGl BEMMITINPR, 5180, A /srv/www/cgi-bin/
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my hit counter.pl rPx {T&#%F Apache 117 Perl ffiZs my hit counter.pl B9#X
PR, HEREE my hit counter.pl WERRENH. MR my hit counter.pl &
BXBNEREEXHS, WMUALZIEER /srv/www/cgi-bin/my hit counter.pl
rix, f# my hit counter.pl 47 usr.sbin.httpd2-prefork BE&X{%,

R P A ek Di A Apache TTEEAAMNE CGl BIZIEERITARLLIRE B, BIERALIE—
ERVARINIRIE T CCl AMES, XB—MENRAE. HIE0, M /srv/www/cgi-bin/*.
{pl,py,pyc} rix {PER¥F Apache $1T /srv/www/cgi-bin/ HLL .pl (Perl fiizs) #0
.py & .pyc (Python &) LEEMFAENX M. WLEFR, MU ix EIEEE Python B4
47 Apache BB X, XEESRATFEREAEN CCl AR E 2IMECE X HRIE .

Q =
7£ Web W BIEF A2 Apache 1E3R (mod perl #1 mod php) BY, MNREEEFHIE
PRHITEIR (apache2-mod-apparmor) IhaE, IB7ET YaST sep I THARINAC & X4
M ChangeHat TheE. EFAFHIZRE, 1BEENE 3821 “EIE ChangeHat BA1EY
RERER" o

AfER mod_perl # mod php B9 Web N BEEFHEIEEX4HFEHMATHIES .
EXFIERT, “program” 2 Apache HIZARIEIREIZERENMHZA, FLRHITHIT,
ifm AppArmor fREY Apache R 5FTEK URI B MMM FEREXH ( “BF ) FiAM
change_hat() .

~ )\ ﬁ

Q JES=
BHTHOMART R ZITRAR UR, BUAT Apache AR ATEMR S
. WMREZHFRF Apache EEENRMAREZHMAIE, H AppArmor $5HI51R)EM
BN, BEXHERHIRRANER, WBERE 05 EEOERE A
F" o

3+F mod perl # mod php Bz, XEiFKE Perl A, PHP TIEMIRZFR. #1140, ZRA0L
TFEREEXHE AT localtime. php TNERITHIFRI AU RFBYEIFXIRIGE 4

/usr/bin/httpd2-prefork {
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# ...

~/cgi-bin/localtime.php {
/etc/localtime r,
/srv/www/cgi-bin/localtime.php r,
/usr/lib/locale/** r,

}

MREREXFEEXH, AppArmor kizfY Apache 3§ DEFAULT URI tE8¥F, BEERW
T, ERLFEREEXHERLUHEEER. AppArmor 7EERIAIE R TiMHAY DEFAULT URI tEF
WP

~DEFAULT URI {
/usr/sbin/suexec2 mixr,
/var/log/apache2/** rwl,
@{HOME}/public html
@{HOME}/public_html/**
/srv/www/htdocs
/srv/www/htdocs/**
/srv/www/icons/*.{gif, jpg,png}
/srv/www/vhosts

/srv/www/vhosts/**

o I B I B I B B |

/usr/share/apache2/**

/var/lib/php/sess * rwl

EF A AppArmor EZE XX AT Apache QM ERYFREMTIA CGl B4, 4% DEFAULT URI
FEEXGE N ENS X, BXEA Apache (Bl Web WEIEFHIFMAES, 155
W38 E “fFH ChangeHat 193 Web R BREFHEEXH

3342 EMRAERRZ

BEENFTENEREXMINERSSETIFEFINEE i (FI30 fetchmail 5
Firefox) , BNAETENLOARKEL. FIh, EEEEREIXERAMNNER, HAH
FREZNIEFRHEEXS. WRENEEFRMNBHRONFIEREFRHTEEXS, Ba
WEHERRE AppArmor BECE X HRER, MITEHENITEN ERIXHRS.
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fERRMWIER (FI%0 nmap) MITEANIMEFEFHERS 2SS ERABRNERO, U root &
£ netstat --inet -n -p S MUEHIAEAM. ARKEHEN, UHERLRER
T8 P & TR BYFF s AT IR

0O &F

BRFABFIRERETRIFASERER, ES netstat s SHIFMTTL
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34 BECENXFAFIIEZR

%2 AppArmor EEE X4 RIEFIN ARZFIIRFIEEEREBEEW,. AppArmor it 7T Z#HT A
REMOIRIEEX . BERHREIVIEHE, EERE—FSERTHNESEANSIETERL
HIRZ FARE - HARE SR A& Y I IR A BT TA PR SR B

RETERHEES RN ENEERETUN A BV EERREN AREFIEEX

%, AppArmor =T B T AR IRELE X4 EHRANEL,
EREMEREXGIERG, ERETF T2 AppArmor ILEXHRES. BHRITIHRE,
Mﬁ?ﬁ%%ﬁ#%ﬁ#ﬁhioNmmmm%EY#@@%¢T%%EWL@$HTE%%
BEXHREREER:

Include X%
Include BRI B FRENEM AppArmor EEEXHBIARER D, RIEWHECE X HRIZEE,

ii:E
HRE2RE NN AEFES DR include B4,

EFIR
EFREEETRATEFEANVEEXARA include EA

IjJ EINRE(A POSIX.1e http://en.wikipedia.org/wiki/POSIX#POSIX.1 2 Linux THEERIED
BXHI, A ATFRAEE RS REHIZE D EERNN RS E B RITHLRRE,

P45 1 i) 45 ) BT
P& T IRl A T st i SRV AN S R IR R 48 17 7]

REREEENX
T

REfE EE X B ZAYIRIZETT T

XA iR
XA RIS E N AR R Al A RIS &R

rlimit IR
rlimit Ik EFIEHIN BIEF AR TRER .
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MEBEXHBEEMREREXHNEFNER, BEENE 3327 "HEZEERBHER -
EFaER YaST 1332 AppArmor BBEX 4, 1B#EIF 36 = [ YaST WEMEEIIE S
"7 o EfER AppArmor S LITREMWERENXMY, BRINE37TE “MaSTMELREX
% o

BX6Z AppArmor ELEXHHE LT, 152 man 5 apparmor,

34.1 92f# AppArmor BE & X4

ENAR BRI UK EZREXHHIERE, REENGEMEERRFIEEX A
T, ABIEATEA /usr/bin/foo MBI AEFNECEXH:

#include <tunables/global>@
# a comment naming the application to confine
/usr/bin/foo® {©

#include <abstractions/base>@

capability setgid@®,
network inet tcp@®,

link /etc/sysconfig/foo -> /etc/foo.conf, @

/bin/mount ux,
/dev/{,u} @ random r,
/etc/1ld.so.cache r,
/etc/foo/* r,
/lib/1ld-*,so* mr,
/lib/lib*.so* mr,
/proc/[0-9]** r,
/usr/lib/** mr,
/tmp/ r,®
/tmp/foo.pid wr,
/tmp/foo.* lrw,

/@Q{HOME} @ /. foo file rw,
/@{HOME}/.foo_lock kw,
owner @ /shared/foo/** rw,
/usr/bin/foobar Cx, @B
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/bin/** Px -> bin generic, @

# a comment about foo's local (children) profile for /usr/bin/foobar.

profile /usr/bin/foobar@ {

/bin/bash rmix,
/bin/cat rmix,
/bin/more rmix,

/var/log/foobar* rwl,

/etc/foobar I

# foo's hat, bar.

@ ® 6 © ®© O

® © 9O

307

~bar@ {

/lib/1d-*.so* mr,
/usr/bin/bar pX,
/var/spool/* rwl,
}

EREHBEETEE NI,

ZIREIFEFRIRSE LR,

E1ES ({}) S include BE. FERENXM. BEM. NEETAMEMNALS.

Ith5 2R EX AppArmor BR & S BILA M L EIL AL E XX 1o

IHREUE AR B AE™ 29 POSIX.1e EZXINEE,

HTE 7R FARE R E T ML L IRRNIES. BXIFMER, FEE £345T “WEH
EIEE

BEIEXHIN, IBEFEHRIRMBR. BXEZER, BENE 34767 “HEHE” o
LERRITEIES ({3} ) AFFRFINS N ETENE, HP— N aINEATFR S,

BRI, IBERFEAI LA RANWLEXS, REMINE—IFDEE X HRILE T EE
2 (BEENFRAGBED) , FIWHIETAFHIFRER BIH r RRE, w KRR
5, X ®RAHIT) o BENFAIUEESEAEENTHFR (SREEIRTT) , B4
USRI R FEMNERHAR. TLUAEATRI RS HRAHERFEEEEMRE
So 2347 "NXHNIRLRETIL PRET R BIREIRSE SR,
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T ERT BA— T EENE ML E X BN A Bl E,

@ HEEFHAN, BFMAFPMAEXHIIEENIR. BXEZER, B5EE 34781
“WEEFHEAN” .

@ ITEX T EAMEESH /usr/bin/foobar BI%%iE, % 34.12F “HiTiED i
HT R ARITERNSR SR,

@ EFRAUTL2BEERERD bin_generic BEBEXHMZELBEXXHER. BXIFAER, 5
BME 341277 “GREEXHER .

FHECEX M /usr/bin/foobar TELLERDHE X

@ LtEHSIATHRARERN “BF FEEXM. BX AppArmor ChangeHat HRERIE L4
T, E8NE 38 E “ER ChangeHat & Web NARRFEMNEEXHE”

RIEFRIEREEXHE, WEFRAAREEXXHPIEENXE. BN POSIX ThEE, XLLR

HIR3T Linux I EIEHEIBA 52,

mfl: EIR1E CAP_CHOWN IfgE, FERRREBIEE R Linux A RIESI T iAR

CAP_CHOWN (E=EHN root HEMN#HIE) , HEHBEXHFLIEE chown 8. SLtE
A, ZHeEE AN /foo/bar X4, BENXGRBEMPRAIIILEERAR ID #RI1, HA
HEEXHPHILE /foo/bar we

iE& AppArmor MNBEIRIFIZRTE /var/log/audit/audit.log (WMIREZRE audit
B48) . /var/log/messages #, FNIERTE journalctl A (MIRKRLEERN
syslog) o AppArmor FINEE AR LR ELIZER, BAKENXEREIAR, EEFRIER
T, AppArmor [RHIER AT LAZE IF IR FHE BT REXT AppArmor BT i SXH SE 3 T TRV T

340 EREX{HRE

AppArmor ElIRFIMFHARRREME X 4. tMEREX M. RAXEKWEEXH. ANHIED
BEXHMEF. MERLEXHNRKENEEXGERRIINEEXH, FBEFMHETE /etc/
apparmor.d/ TRIFRENXH, AMECEXHMEFEREREEXHFRER RN FEEX
r, BTN NARREFNFESREE ™R EEIRE.
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34.2.1 PREEEXMH

AAIARY AppArmor BEE XX PRI H B MKEXEIRER, Blt, EBEXHNRIIGIISHEZREIH
N T2 BB 12 AR LA,

/usr/bin/foo {

}

BYKRZRHIEHNIT /usr/bin/foo BY, MiBshERALLEE X%,

34.2.2 RREXWVECEXF

AREWEEXHFAIEBEXGRARITEF, REAZEXREKEINARRERF. RXEXB
REXHNRIAEFEXEF profile, EAUBREEFREXHRIR, BEFELUITRE:
BIMARELU © & . FAAk. IRBMEETH, BIAREHEESISH. WRBRA / F
X, WRZEEEXHRAIREEEX S, R TR N CEXFEER:

profile /usr/bin/foo {

}
/usr/bin/foo {

}

RYKEF2EMERRXBENREN S, tAEEd Px MINNEEMIEE X HFIRARX
BHREEX Y, RERAGIREXHEIR (BBNE 341271 “GREHEIR" ) 5
change profile #MN (GFBIE 3425 “EXIN” ) BHXEZIER,

—MRANHERASEENEREXH (130 /bin/bash) REINAKLAREFNERREXHE
BRARKENEREX . SlTEIRATREABIRHIRF

34.2.3 ZHIECEXfF

ZHECE X RIS A B N R IRV AiEF Behr S AREFRE L T IRIRE, HsEA
KWFrREEREXHS, A2, ENRATXREEXHH, FLL profile XBEFHK!
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/parent/profile {
profile /local/profile {

}
}

BEMANSHECE M, BERA ox M BBNE 341227 "BEAMEE X HRITIER
(cx)” ) BimpRECEXMHHEI (BT 341277 "G RELESFREIRT )

3424 1MEF

AppArmor “18F" BFAMEEXH, ENIFEE—LMIMNIRE], LUKAITFER
change_hat H#EXEREHRRIAMN. EXIFHHA, BSWNE38E EH
ChangeHat 193 Web N BREZFHNEEEXH" -

34.2.5 ECGRN

AppArmor 121t change hat # change profile MM AFEHIFHEZH, change hat &
W E X EXIEFHRIERE, M change profile MMES|IBBS—MEEX M, FHLUX
#=F change profile Fk:

change profile -> /usr/bin/foobar,

change_hat #1 change profile #iRENARFSHNEEXHIER, MEERBE

BN A EF. change profile EEHEMECE XM ZEIYREBERNE R

#, change hat IREAIEIFNRXFER, HP, WARFIIMREEEXHIREIEFREENX

%, NRERMERNNZEZH, NHEGEIMENREEXH.

change profile RIEERATNAEFREEALNAIEIREME, FEER REERMNESIRY

1B5. TR EMSNSITANEARREEEX G REENETEIHE, BEREXHIER
HIFTEIRAVITH, HEGIEETZAITANELRR. BAMES, T URSITHREN X HHR
(AR EMNREIAFMG) NIERT, REZRNARR.
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change hat &REEHTHNBERFEETARMENAEFAIE (5190 Apache BY mod php)
BHiZhinS RN RN RSB N, BT change hat BREINZZHBIEFEENBIEFHN
RFEF, FLERPEEMNEE, AN AEBBEZIFINNFNNR. ERDRXXHIHINRHRIREE
B, FAAEFAILIREIX X 4amaipe, BR2XEX4aif. RN AEFEHITEH
B R PRT A X HRYIAR], WIZRIREE AR XEX 4R, HHREX ST
PRt TH18),

EE: BiEmmRet
change hat # change profile EHFRRIMBIHITRMNEEETE, ERELN]
NS IHENRNEIRS, BARRXFBITHNER.

34.3 Include i&f]

Include EAIERI{EENE M AppArmor ECE X HRVAH UG HECEXHA1EL. Include XF=
O ERIZFIILIRGR, BIEA include, ERIUBEREFE T HNECEFEEENERBREM
XEBIRBR, fEA include BLRVINERE SXHERIA )N

Include BEBEUHS (#) ke XREMEE, BAREXHFNIRBERHS.
b, REAREFEZRE# (##include BER) HH # 5 include ZEARFETHE (#
include @) BY, 74§ #include LA include,

BRI IERARTRIS # B include,

include "/etc/apparmor.d/abstractions/foo"

FETFEA

#include "/etc/apparmor.d/abstractions/foo"

Q iE: ERM <
BAE, BF include iB81E C iRt IEIEE, ALLLFEERN 7 , X5KZEH
AppArmor ¥ —#E,
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R LUBE IR AR AT ECCRIEEL include B1TH, WIRTEESREHMER ",
M SHER AT B I TR AR BB IZ E .

include "/etc/apparmor.d/abstractions/foo" # absolute path

include "abstractions/foo" # relative path to the directory of current file

WAE, EFERAEXER include BY, MIREETXH, MESEIEXXEHMAE include BIHETHT
X5, BIE0, BRIGETE /etc/apparmor.d/bar X{&HigfE, NI

include "abstractions/foo"

SBEXH /etc/apparmor.d/abstractions/foo. %

include "example"

BE1E /etc/apparmor.d/abstractions/foo X&H, NHiEAEEE /etc/
apparmor.d/abstractions/example,

A <> R|ERIMF =1 include BFE (B -1 8%, BRIAA /etc/apparmor.d BR) o
1% include B2 H

-1 /etc/apparmor.d/ -I /usr/share/apparmor/

M include &4

include <abstractions/foo>

== /etc/apparmor.d/abstractions/foo, MREZXHREE, WTF—X=HAR /

usr/share/apparmor/abstractions/foo,

0O &F
BILUBIEE -1 %5845 apparmor_parser S E&EITE /etc/apparmor/
parser.conf HI&E include B&1F, RFHBEFZHIA include BRF:

Include /usr/share/apparmor/
Include /etc/apparmor.d/

AFZAII, HIZEURFSTE apparmor_parser s5<{TH{ER -1 5 - -Include
B RO AR R o
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gnR include L /" &E, MWK EMNER include, HEBEZBERPHFREX M,

NEBEHENBERNEEEX M, AppArmor BT =3 include: HR. ZRFRHM
tunable,

3431 =R

HRERENNBEFES AN include, XEFESEIF AR ZMBIVENE. 5iREFRIRS G
2. —RNEREERURRZSIT, XEHMRPIIEHIXHHFETREES. FEHPENX
HHEFEEERREFPFIHNEMX Y EURTREFNAMERENREAER) . AIUE /
etc/apparmor.d/abstractions H#EHHR,

34.3.2 FEFIR

program-chunks B (/etc/apparmor.d/program-chunks ) 8&8ELEBFEFEHGN
FEEXMHIR, XERTFEMINI—EEER, AlLt, BEXHRS (aa-logprof H aa-
genprof ) MABINEREXHHFERAXLR, Bal, BFRMGERT postfix BFEMH

34.3.3 Tunables

tunables B (/etc/apparmor.d/tunables) &R TEFE N, EEEXHHERLT,
XETEET BA— 1 EHEEXNENCEXH T ERE, B8N ZAHE M EXHER
BYFRA tunable EXRINZE] /etc/apparmor.d/tunables/global,

34.4 IjgeIn (POSIX.1le)

IhEEFINITRE 2R, B2 capability —iE/f5#E POSIX.1e THEERFR (40 capabilities(7)
FMTFFAENX) o EBEILEREMUATIHZNINEE, HERFERAXEF capability BF
FrE B L IBYThEE,

capability dac override sys admin, # multiple capabilities
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capability, # grant all capabilities

34.5 WLgihGIR]ES]
APpAmOr AAHFEE T HIA A RS TR ], B RO A AN

network [[<domain>@ ][<type®>][<protocol®>]]

O RV
inet. ax25. ipx. appletalk. netrom. bridge. x25. inet6. rose.
netbeui. security. key. packet. ash. econet. atmsvc. sna. pppox.
wanpipe. bluetooth. unix. atmpvc. netlink. llc. can. tipc. iucv.

rxrpc. isdn. phonet. ieee802154. caif. alg. nfc. vsock
@ IFHFEA: stream. dgram. segpacket. rdm. raw. packet
© EFMHY: tcp. udp. icmp
AppArmor T 2 HEAZEBHE,. AppArmor #EHR{N7E “ACCESS DENIED” HERAE
network DOMAIN TYPE., ECEXHEMTE (YaST Map<1T) AaHXLERR.

TERRAIREBIRITE AppArmor EEE X R EEABYRTREMAEEX N, AppArmor TRERIA
R RERFANAIEE.

network @ ,

network inet@®,
network inet6@®,
network inet stream@,
network inet tcp@®,
network tcp@®,

ARTFFIERNS. TNASE. EREMINABXAIFRE,
FOVF IPv4 EEEI—RAR AR %o

FAVF IPV6 MEREY—RZ A %o

SEF(ER IPv4 TCP [I4K,

FEVFEER IPv4 TCP W4 (E—FAMMATREX) o

® 6 ® ®© 0O
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0O HAiIFEA IPv4 1 IPv6 TCP M4,

34.6 ECEXHRBFR. Irc. ERIEMIEED

BTEE R F AT R e BB R R ECE X REXEIANEF. g, B TEEOEXH
WOEBCEXH (BME 34217 “TERRENH )

/usr/bin/foo { ... }

THENNBEGBREEXH. BRENMCEXHBRNEMRBEEXHNIFRES, HEREX
R ZRA LUz ABE TE BRI5.
AppArmor EXX 73 BRBEZ/NXHRER. NREEAXKIHNEAERBZERREMRE / -

/some/random/example/* r
X /some/random/example B RHFBIXEFHITIREAGIE,

/some/random/example/ r
R 1F 3% B RHITIREARL

/some/**/ r
EF3t /some THEMRBER (EAREHE /some/ £xF) BIIEEUARINKIE,

/some/random/example/** r
B=F3t /some/random/example THXHHMER (EFREHE /some/random/

example/ &) BVIEEUERINPR.

/some/random/example/**[~/] r
¥t /some/random/example FEIXHRIIREGAFRNIRE. EXHBREESR ([°/1).

BE (TFMAEMRTEXLE) BEEEAERRENMERABEMRE—AXHNFERESE
RRER. EREEIEAFIUEEXHZEIR, XINTERBSNT (BI40 cshy Bash # zsh) fiE
REERE X,

* REEEHENEAFR, / R
Tl EEHRERNRETR.
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o REEEHENFT, 85 /o
Tl EERENRETR, 2EETER.

? RBEREDNFR, / BFIh
[abc] REEN a. b H c F/,

n~f5): ITEE /home[01]/%*/.plan BYFLM
AFENEFIAIE /homed F1 /homel Ay
.plan BAFPXH,

[a-c] BB a. b T c Fffo
{ab, cd} P RBA—FITE ab A9FN, LI —5RITHED

cd BIFRN,

~f5l: ITEE /{usr,www}/pages/** BIFL
NFZF3F /usr/pages F /www/pages H
MDA R R

[a] RERF a ZIMNIEMEAFT.

34.6.1 BLEXMHITRE

FEEX HRSIERIEXEEEXHN1TN. RGBT FahdRiBECE XA E MR E X HRE
ANEIEA, B2 EE:

/path/to/profiled/binary flags=(list of flags) {
[...]
}

AILMERLLUES %) HER “7 DRSNS, BEXHIRSE =MEARRE: R 18X
MK INARE

EIREN complain (AWHIERIFERR) o MRERRIZANE, NEEXHLT
enforce R\ (GEBEAITRER)
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0O =%
BENMREXHZENTIFERANER ENA R /etc/apparmor.d/force-
complain/ BRAEFZEEXHEIE— TS,

ln -s /etc/apparmor.d/bin.ping /etc/apparmor.d/force-complain/bin.ping

HEXHRESN chroot relative (BHECEXMHHEXTF chroot MARRIF=TIE) =
namespace_relative (BRINME, RTERFMEXTF chroot 4MEE) o XA MRERE /Y.
MIIAR SR B /FRIARSMA: attach disconnected 3
no_attach_disconnected (MEMBTABMTEIMINEZZEEHMIRER, B, €
IMMFALREES “ FR/) , UMk chroot attach 3 chroot no attach (7£ chroot
IERIAEITF chroot SMEMBE BB AT, ITHIREZER)

346.2 HEEXHHEREE

AppArmor AW EREXHHFERTEXRCERRF. FALEEEFREXHAB A
%, FREITEAULIEREHNRESR.

FAHMARTRY, FRFPEFEREHITRUENNESRER, 2REEMRHE. BXF
TEMERENEEXHFHEREBRNRR, MAFTENTENE, 2RTEE /etc/
apparmor.d/tunables FENX, FE&EY include iIBAXRER, £ /etc/apparmor.d/
tunables/home X&HAEILILEILLAHINTEENX (@{HOME} 1 @{HOMEDIRS}) .

RER TR EERCE X HFRIKERE X o XFFETiRM chroot BR1ZAVES, 0:

@{CHROOT BASE}=/tmp/foo
/sbin/rsyslogd {

# chrooted applications
@{CHROOT BASE}/var/lib/*/dev/log w,

@{CHROOT BASE}/var/log/** w,

}
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ZETENRAIF, @{HOMEDIRS} 5IHFrIERFR FERNEMEMUE, @{HOME} EEBHRN=T
BOMRYIFTR, E TR, @{HOMEDIRS} =#ZBTFTEHAF EBRNA NI EMUEHITY Bo

@{HOMEDIRS}=/home/

@{HOME}=@{HOMEDIRS}/*/ /root/

[...]
@{HOMEDIRS}+=/srv/nfs/home/ /mnt/home/

Q =

7E4B18) AppArmor TR, REEFEIEErREX N ERER.

34.6.3 RICILEC

REXHZMAIUEESBERATN, XFEEXHER LS D HEIS .
UTREERTF foo T#HFIXHIEEE /usr/bin 8 /bin FRIREF,

/{usr/,}bin/foo { ... }

EUTRAIR, MeiTXH /bin/foo #H1TILAZEY, /bin/foo BEEXMHETEILAIM,
Rt ERFEER, MFeImITXHE /bin/fat, EEEXH /bin/foo ALES, EARF /bin/
f* BEEXHLL /bin/** BAMK CZUEBEEMR) , FAIEET /bin/f* BBENXH,

/bin/foo { ... }
/bin/f*  { ... }
/bin/**  { ... }

BXEEXHRBIFBERRFFMESE, 150 AppArmor FAA5 man 5 apparmor.d, 1L
% “Globbing” —%,
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34.6.4 BFR=IE]

BT EATFREFFANEEX L. M, —MEEXHERTRS, 53— T EEXHER
TF chroot FiRE ALz, BT EEDERN — BT EAUBEEFD, BFREFEERI
BMEEWBRIFLUES : 3k, BE—IFERFFNFH. —TMEBES | M—1AEsE
& //, Hal

: childNameSpace: //
RHIFRMTEANEEXHUERBRMTRBT RS (MRITNAESR)
:childNameSpace://apache
AILLGEIE change profile APl Sdn &AL E XA\ B FR=E]:

/path/to/executable px -> :childNameSpace://apache

34.6.5 BLEXfFesRMMMAFRIE

EEXGAUE— TR —THERE. XiF, GEINEEXHFEE— T e SR ITE
(BB 34637 "EIILE” ) MBIMEARXBENFGEENET, ETHAF/EERIA
Ao BI40, BAIARREXH

5 o B
EIEEYS
profile default /** { ... }

F5, ThESKRALENEEX Fing. Fli:

/usr/1ib64/firefox*/firefox-*bin { ... }
AHEN
profile firefox /usr/1ib64/firefox*/firefox-*bin { ... }
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34.6.6 AllZFLN

ABMURME T S-SR RIS E R RNEEXHREMRFANA . ENIRS —MMEEER
WA (—HAARERAEE) , ERTEERHIT. 32N EMNEREEEEIRRIZZEI
ME ER AL T BArEn&Ab,

alias /home/ -> /usr/home/

Xt /home/ #ITRIRILECHIFREMNERIR RS /usr/home/ BYTHIEIANIR, fl4n:
/home/username/** r,

WA IFIR)

/usr/home/username/** r,

FARR, EXREHMRSANENETREEFRGEN]. ENTHERRRZNEMHIARE — EF
T, BN /home/ THIERZTAIHIAIE,

fEF alias N el ARERHEE Z D BT

alias /home/ -> /usr/home/
alias /home/ -> /mnt/home/

Q &

7 L4180 AppArmor TEH, QLT ahRIERAPRE X (A ERZIEI,

0O &F

EXf /etc/apparmor.d/tunables/alias FIENEFEINEE Xo

34.7 XHNRIFEIRT

XAERERGEERNEEUL TRANAS!
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r BEVRTU

W ENER (5 a BER)

a EmERX (5w BEF)

k XHHERT

1 HEEIRT

link FILE -> TARGET HEREXAN (RRES HMipRERES6ER)

34.7.1 EEUER (r)

ARVFEF A IR REINR, HFEXNINTHAFEMERA SR TIZILEIR, 2R
EEEHRITHHER S A IR TIZ05% 8.

34.7.2 SNEI (w)
AR S NFRARIR, BREUEEE (B BSXHESTURE IR,

34.7.3 EMRI (a)

ARWFEFENIIXHNRE. 5 w Eifk, EMEXFESETHIE. EIHERXGH
IheE. ENMREEBTHERREBENBEXM, ERNZEBIRERSXEFEMREHE
N AERF. BTEMRRESENENRKEIRRNFE, w M a NRIFSTESEER,
ENRERFH.

34.7.4 XHEIHEERT (K)
N BT A USR8, 1ELAFTHY AppArmor kA, NN BZFERGARIX

4, AppArmor ERFBIEX S, B FERMIINXEFBIEREIN, AppArmor BJRIEE
BIENXHHITHE, Witoigaeet, RAESMEL-IRSKTHSPEA LUIERBIE.
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34.7.5 sEEERT (1)

HERRTVARRN R ATINIR, SIREHEE, BRI RGNS FreZavEEERE
(BEERRAEEFEEARINR) -

34.7.6  gEEX

HHERIUR FRRIERXXAINR, RS XERER B TFIMRNFE (FENR
M) o

/srv/www/htdocs/index.html rl,

BIEE RN BAR, RN LS E i hl e 2R TR A T RIABRT, SR
WA ZRBERITHEIZ F AR, TARENINEHEA RN FE2H TIN5,

link /srv/www/htdocs/index.html -> /var/www/index.html
Foad M ER#HITIZMIN, AIFEA subset XHEF, LUITHNEHFERKRLY:

/var/www/index.html 1,
link subset /var/www/index.html -> /**,

Q iE
YaST Man ST TR BRI A2 FHEN AN, EEAXEMN, BEFohREEEXH. £
BAIAEEREXREXHRL2MIRE, AANXME AR AEIHHER T,

34.7.7 woiEkERYallow F file #¢M

allow RIZEENERY, MRKIEEHBERER deny (B 34797 “ELMN" ) X5
7, MR ERIN AR,

allow file /example r,

allow /example r,
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allow network,

EER R LIERRNIERN file XBF, NREHEZEBFHERFEEMUENXEBEFT (B0
network ¢ mount) FLEVRMIZER, MBI NAEIZEI%.

file /example/rule r,

FBT

/example/rule r,

T EBIRRNIR T P X AR RN R -

file,

FNTF

/X% rwumlk,

AN A LAERRI S HEMNR. RN RISE N RRENIR, MRERNBIFFKER X
—RIFEEE, FAXFRAIESHNBTAEMTERERNIEE,

/path rw, # old style
rw /path, # leading permission
file rw /path, # with explicit 'file' keyword

allow file rw /path, # optional 'allow' keyword added

34.7.8 HEEFEAN

ALY RN, EEA LIRS AT XHRNEEERF (fsuid F5XXHHY uid 8T
fic) o ERIULER, FEMNBIEIERIM owner XEF. HBBEEFHINEREBERISTHRLN
—IFRET R,

owner /home/*/** rw

RXH R ERGF G SHHENMNE S EAN, KX BRXAHRITARENR, Eik, AP XM
B ES 7 BEREHRENE X
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Q iFE: HEHMNEMK LR
HEEFHFANRAAEEXERNNFE, MRENMEEXERNEEMAEEFHX
HRNES, XREFMUEEEH. SHUTRG,

/foo r,
owner /foo rw, # or w,

XEMNZEH — EREZENTANAEE r R, REREERE w K.

@ 7R

EIRERXHREE LIS A, BERAXRETF other,

owner /foo rw,

other /foo r,

34.7.9 B4

ELMN AT B FHFERIEL R EEFLE, EEXHERTRARREEE XELMN IR
BHELNER. REELE, WXELFRBREHITASTY, UFEBEXHERIFER. 10
RAFEWITA, BEELNNFIEARIXEF audit,

tESh, ERTLUHELIN S RTINS SR XtF, EERIUSIEE —F B2,
REBEREIN TR AITFHNEMX G, ELANETSHEEMNESHERFIELAFHEN
Xt. TEMRGIRIEFR users BRAPNERRNBHITIRE AR, BRRIFX .ssh/ XE#HTT
B N5

deny /home/*/.ssh/** w,

owner /home/*/** rw,

—RABWKEERELAN, RAXSAKENEREEXHFRERIER, ~d, #HIRE
FRIELHMN T LB HEEX M+, A, TARSEMELFEXHNEEX S, MARTEES
MR EERBEL, BARINEREERELNN, BFREREXH. ERTAEMILLESE
XHRRZEMNRE, ENXME AR AEELTL,
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34.8 FEEFFEN

AppArmor B] LRSI EEIR(E, BREXHRARBMETHIFE, MNIEEZETF mount &
8%, M mount. remount ¢ umount XEFFkL, FEFRHAD, MRFIEESRE, M

INNEEFRIBDL, 50, FMEEXGRARTELEMMAEXGRT.
BILAER options= ¢ options in IBEZM.

options= EEHMNFTLFASHIFME. AN
mount options=ro /dev/foo -E /mnt/,

Lfg

# mount -o ro /dev/foo /mnt

(ERNUTT

# mount -o ro,atime /dev/foo /mnt

# mount -o rw /dev/foo /mnt
options in ERZE/MMER—FRFIRVEFED, M
mount options in (ro,atime) /dev/foo -> /mnt/,

ILfg

# mount -o ro /dev/foo /mnt
# mount -o ro,atime /dev/foo /mnt
# mount -o atime /dev/foo /mnt

BARITE

mount -o ro,sync /dev/foo /mnt
mount -o ro,atime,sync /dev/foo /mnt
mount -o rw /dev/foo /mnt

mount -o rw,noatime /dev/foo /mnt

* OH B OB

mount /dev/foo /mnt

MREAZIFG, M ASHETR TR, HN
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mount options=ro options=atime

ILfg

# mount -o

ro /dev/foo /mnt

# mount -o atime /dev/foo /mnt

(ERNUT

# mount -o

ro,atime /dev/foo /mnt

BRYEHMANZAER, EHAZRR AN

mount options=ro,

mount options=atime,

SRRl 35

mount options=(ro,atime),

mount options in (ro,atime),

TEAFINAFE /mnt/ EEHRIEM /dev/foo HEMH inode iAaIBTE], HF 2iFE
B “nodev” # “user” WIEFMLESTE /mnt/ L3EEH /dev/foo,

mount options=(ro, atime) options in (nodev, user) /dev/foo -> /mnt/,

S

# mount -o
# mount -o
# mount -o

# mount -o

ro,atime /dev/foo /mnt
nodev /dev/foo /mnt

user /dev/foo /mnt
nodev,user /dev/foo /mnt

34.9 Pivot Root #MI
AppArmor AJ LAPRFIFIAR X RSRIELL, 1BIEN

pivot root

[oldroot=0LD ROOT] NEW ROOT

£ “pivot_root” MNFPISERIBEHLIA /7 £, ANENZER.
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# Allow any pivot
pivot root,

# Allow pivoting to any new root directory and putting the old root
# directory at /mnt/root/old/
pivot root oldroot=/mnt/root/old/,

# Allow pivoting the root directory to /mnt/root/
pivot root /mnt/root/,

# Allow pivoting to /mnt/root/ and putting the old root directory at
# /mnt/root/old/
pivot root oldroot=/mnt/root/old/ /mnt/root/,

# Allow pivoting to /mnt/root/, putting the old root directory at
# /mnt/root/old/ and transition to the /mnt/root/sbin/init profile
pivot root oldroot=/mnt/root/old/ /mnt/root/ -> /mnt/root/sbin/init,

34.10 PTrace #N

AppArmor Z1F5RE ptrace R4IAR. ptrace MNBFE =R, Fit, BT ptrace NRE 2 S0
Fi5l ptrace MNIAPREIFHEE. NRFELZHNKIEEHATIR, NWERIR TR,

trace # tracedby PR#=H ptrace(2); read # readby %! proc(5) XA LA
ia. kemp(2). futexes (get_robust_list(2)) #1 perf BRERZE 4,

EVF ptrace ##(F, REHEBNFKRIRHIZARTERERINR. WrtEii, RIXHIEZEEES
trace IR, WREFHEFESR tracedby R,

5 AppArmor PTrace #0I :

# Allow all PTrace access
ptrace,

# Explicitly allow all PTrace access,
ptrace (read, readby, trace, tracedby),

# Explicitly deny use of ptrace(2)
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deny ptrace (trace),

# Allow unconfined processes (eg, a debugger) to ptrace us

ptrace (readby, tracedby) peer=unconfined,

# Allow ptrace of a process running under the /usr/bin/foo profile
ptrace (trace) peer=/usr/bin/foo,

34.11 57N

AppArmor Z#REIHIZEIRNES. AppArmor (ESFMNUEERR, Hit, #FHNESNRES
EErFIESMNARIIA SR, MRMNKEIERRARTIR, WERIUNA AppArmor 551X
PRo

RIE T3 EREMIZRU TS HAZE TR A [EHRRIAR,

RS SN

# Allow all signal access

signal,

# Explicitly deny sending the HUP and INT signals
deny signal (send) set=(hup, int),

# Allow unconfined processes to send us signals

signal (receive) peer=unconfined,
# Allow sending of signals to a process running under the /usr/bin/foo
# profile

signal (send) peer=/usr/bin/foo,

# Allow checking for PID existence
signal (receive, send) set=("exists"),

# Allow us to signal ourselves using the built-in @{profile name} variable
signal peer=@{profile name},

# Allow two real-time signals
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signal set=(rtmin+0 rtmin+32),

Y Al - = - 1
34.12 HITHER
HITIED, (B ANECEXHiER) BiEUTER:

Px BREEXHHITIRT

Cx BRI E X HHITIER

Ux REEHITER

ix PAEMITIER

m AAVFEER mmap(2) JERAIT PROT_EXEC

34.12.1 BHECEXHFRITEI (px)

HEARTNE K I97E AppArmor B IRITHITHRIFRE X — 1T BRREEEX . MRREXEE
X, M=ELihE,

5 Ux. ux. px M ix *EZA

34.12.2 BEAHEIE XERITIET (cX)

EMTF Px, B (x FRRE/BEREXHSE, MRABRIAMEEXHNAMEEXH. NARER
I LUBT XMECE X R IR F L AREFIE R E X M

Q iiE: BEAMEEXRITER (o) KRS
Bal, Cx W TNEEREXMHER, TeEEFNFREXGHHRFER. FRaERX
PR,

5 Ux. ux. Px. px. cx fl ix FFZ&o
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34.12.3 FKZRHITER (ux)

AFRRFRITER, AAERITIZEIRMNAER AppArmor BEEN . IR0 A TR
HINIZF eI TR BRISINAVIR(E, WEHSISIHENSE, BITEHEHMAIRITSXERHRNA
BN S HIEFRZRIMITR, Eo] OB X £ EPZ REIHIZRFEMBIRSE., 2iF
RHERZIREIRKRE T A LUER AppArmor REEAR S, BXBHEIATHNIFEAEE, HEN
apparmor(7) F5i,

RS ux. px. Px Ml ix FFESo

34.12.4 ARERIHAITIRI(

REFHIER TAER/NERERNHITET — px. cx. ux, XERAFRIEE

LD _PRELOAD FZTEMIFIR, FEit, AAEA RS RIARRRTEIERH, NILEIT4
TIEZRARETFIA BSFER LD PRELOAD BY, AERAXEER, FAERILEER
WEEEX G FHIASRETARSN, FAXEEXEERER.

34.12.5 HEHITIEIC (ix)

UMETREXHNEFRITHRIEFE, ix RFLE execve(2) EHIE AppArmor 134
R, R, WHRITHZRRSRLSFIERE .
HIRPREINREF R 2R HERIRTINERNILENXIEE LA, TIRTBEIFMERFECE X4/
BRI A E HFIECEXHRINIR, B EMANRASEIEING, BN ix HITFAERIF.

5 cx. ux M px FR&E, RBAERT m.

34.12.6 AFEIHITHIET (M)

A AR mmap(2) B PROT _EXEC #RER XS EIAGFER, inSEREcnAan]
H1To FHEARRLEMER TS RIBHE R HRITHEEDRE, XA LUEMESF AN EENE
ME, AppArmor R LRTURIREIRIRITAEENER (HEEBILERTHRITREIREIT
IR RGN EFBETER) RIEERXM, HIREN 1d(1) EBENEHR -L F&, UKk
1d.so(8) #5EH LD PRELOAD #1 LD LIBRARY PATH FRF=4BI%MH,
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34.12.7 @RECENFEHR

AUABRT, px M ox (BEFBHEHEBEZRITER) BRIREIBFSAIRITXARMLENERE
X, ERAGREEXHER, EALIEERRMEINEENXF, RSP HEIXGFEL
EENMCEXH, FHEXETHFIXGFEERANEEX AR THIMEENEEXH, It
HAERIEEER, REEXHEMAIS cx. Cx. px Ml Px —iEEM. Bal, 81 EEX
fHNETRA 12 MapRECE R,

RBEEX M RIER -> RIETHRERREIMECE X FRIRTR:

/usr/bin/foo
{

/bin/** px -> shared profile,
/usr/*bash cx -> local profile,

profile local profile

{

}
}

Q iiE: MMEMSHBBRANED)
5BEEN—EERN, BMEREMR “—X%” X&R — /bin/** px ¥#A /bin/
ping. /bin/cat ¥F, BAFEUATETEITHER.

mBRHEH W XR -FARFAEHZMENA, RESHMNTE, #RRK%
HWAEENECEX o

HREEXHFEZRLARER Nx, AtSERERER, BEREIIAEEXHHRTRTITF
name2 FE&H,

331 R ECEX LR SLES 15 SP5



34.12.8 BLEXFALHRAYEIRIET

px Ml cx BHRSISTEEKII — NRISENEEXHREFE, WHITEREK, FERY%HAD]
BE, BTSN, BSSENEIEREX S, BIEE4HALHR, a8 ix 5 cx. Cx. px
0 Px fHLESE, oA cix. Cix. pix # Pix &z,

/path Cix -> profile name,

)4

Cix /path -> profile name,

Hrh -> profile name 28%&H,

NRERMAEZIR ux R, EFBeILIXEE, RATHRIERA cux. CUx. pux Al
PUx . SNRFILFFSENEEXH, XEERXRIFERE “RZR” o
/path PUx -> profile name,

£

PUx /path -> profile name,

Heh -> profile name 2rN%EM,

S AT LA a5 2 BC B S AL R E A BRI,

34129 HAITERIAFNEEIRE

PR Px. Cx B Ux UITIRRZ —BY, IEEREFHIERAXLERENZE, UTHIREESMF
FHRERR. Eit, MREEAMTUTEAEENNARFIHIENANEEXHHEA Px. Cx &
Ux 158, XENVAEFIEERABAIERIET:

GCONV_PATH

GETCONF_DIR

HOSTALIASES

LD AUDIT
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LD DEBUG

o LD DEBUG OUTPUT
o LD DYNAMIC WEAK
o LD LIBRARY PATH
o LD ORIGIN PATH

o LD _PRELOAD

o LD PROFILE

o LD SHOW AUXV

o LD USE LOAD BIAS
o LOCALDOMAIN

o LOCPATH

o MALLOC_TRACE

o NLSPATH

o RESOLV HOST CONF
o RES OPTIONS

o TMPDIR

e TZDIR

34.12.10 safe #l unsafe X§E=F

ERI LA MNEER safe A unsafe XEFHRIAHITRANKNEBIHRT. Fl40,

/example rule Px,
ZRF FHEFI—IN

safe /example rule px,
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safe /example rule Px,
safe px /example rule,

safe Px /example rule,
AR

/example rule px,
FEF FHMEA—IT

unsafe /example rule px,
unsafe /example rule Px,
unsafe px /example rule,

unsafe Px /example rule,

safe/unsafe XBFRERFH, AEXHIMUAH owner XBEFEEER, Fb, #Nx
BFIIRFNT

[audit] [deny] [owner] [safe|unsafe] file rule

34.13 HIRPR®IFE!

AppArmor B] LUK EMITHIN BEFIHRIERS (rlimit, W#RA ulimit) . FRIAER

T, AppArmor RAIEHIRBZF rlimit, MEEHIPREIRE X HFHPIsENXLRREl, BXE
FREIFAER, HEN setrlimit(2) . ulimit(1) 3¢ ulimit(3) FMITL
AppArmor £FBRSKR rlimit, FALLtF=FIMEHEIT (EBBERTRLEFIT) o I, E
TEERBRFIZEM rlimit, AppArmor rlimit REEFF N BIEFHY L 515 RR .
HENFIMSPFXL(E, BMEFIRETHEEXHHENAEFTERZREG, XEEHR
RE, Flt, HYBEFBRRIFHEEENH, ZEEEXHA LUH#H—P R ENAERD rlimit.
AppArmor B9 rlimit U eT LURRRN BEFERFINIEE (NRMARFEHIEEXLR

&) o NAEFTERERSIRSIEIEE X ENEHIKT, REEREIR
RFIGENEREWME, AL, HNAEFFIRIIMEEXHEN, ERUERIESHRS
(RETEBIEEXHHIEENE)

AppArmor B rlimit I2HIBR T HARN AREF IR/ NTFRET R ARERNERTN, =
TEHfth 75 E AR RS,
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AppArmor FERRBIFRNI—AZR A T :

set rlimit RESOURCE <= value,
Hrh RESOURCE #1 VALUE BEi AL TE:

cpu
CPU BYEIPR®Y, AR 9EAL,

fsize. data. stack. core. rss. as. memlock. msgqueue
UFTARUNKT, HEFERNRF, FIW, ZEEFIUE K/KB (FFW) « M/
MB (JEF¥) . G/GB (FIKFH)

rlimit data <= 100M,

*

fsize. nofile. locks. sigpending. nproc . rtprio

AFHETF 0 9T
nice
-20 ) 19 B9
nproc rlimit WA R REFEAEEM rlimit, ERIETRIMVEHRTE rlimit, MEIEHEEER

BRI ETFREXHFETHRAHZS, MREIRE, EFEEXHRERNARERRZRAN, B
N S = pei = O

Q &
BRITTEERATIER rlimit MUARMBECEXHH 7 rlimit =578 B & S 4aIME
— AR ERX A RES FiRELICE X, TRMSMIEGSE rlimit MINAYECE X4,
HEARSERXLEMRN, Hit, FATAEREAXLEAMNNEEXHFER 2R,

34.14 E1HAN

AppArmor R FEIHAEMNINEE, WMitt, HEEEXEMNE, HitBEPIERET
HE. BENAENMNBAHITES, AEMNARIERN audit XEF:

335 EzRap sl SLES 15 SP5



audit /etc/foo/* rw,

MRIAFBLEFITAERINR, FPRREMUDBIARMEZRN. EUATROAS, FTAXEFEREEAN
WIERREREITER, EITAXHEREEER, WASERHES:

audit /etc/foo/* w,
/etc/foo/* r,

Q =
HIEFRI G RITIREH S NRENTMSEREITER, REEFITAXHHITIREHE
NIEER A £ RE Bo

B EIHERS owner /other ZAXHMNESER, LUEERFAHRMMIHAE/FAHEER
XAFES R EE T

audit owner /home/*/.ssh/** rw,
audit other /home/*/.ssh/** r,
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35 AppArmor BRE X HEEE

AppArmor BEM T —4ARIAE R ENEREX 4. XEREEXHH AppArmor FEZAREIE,
FHETE /etc/apparmor.d #, BRTXLEAREXXHLIIM, SUSE Linux Enterprise Server
RAENREFREXNAEFER TREEX G, XEREXHRIAREA, FHESINE
AppArmor EEEXHARRINS—1BRH: /usr/share/apparmor/extra-profiles,

AppArmor TH (YaST. aa-genprof #1 aa-logprof) ZiHFERAMMEEE, SHEML
FACIRFHEEE X4, BNAIMEFEFEE — M IFENEEXH, RASHNERERE
F3 /usr/share/apparmor/extra-profiles FMEMIEEEREXYE, TE2ETZEE
XGRIEFIEEX G, NRERAEERALLEEXY, RASRKEEFIZIRIASEANERE X
FRERIB R (/etc/apparmor.d), FH AppArmor X BIIESEHIEEE X, LUSFR
HITHERNAZREH ITBVERE /etc/apparmor.d TEUESHECE X4
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36 R YaST WENEEELEXMF

YaST {2t 7 A FMERE XH UNEIE AppArmor® BEEXHMEXRERR. TR TR
H: —TEEARN—ETFXFINRH. BEFXFINREEENZRENERELD, Hit,
FEHITIEZEIRE S ER MR R85 @Y, EHZS(ZKE’J??“EZEEQ?FEQJ&%O REXM
PARERSIMAIRE, BE(TARMNA IR HABRENIhEE, %—WT:T‘E%T@EH AppArmor &
<, XEmLITOUMARRE OS0BEIRZEZITH AppArmor, 55 37 % “Man ST E
W BNBATHTITLRE,

MERBEHRFE) YaST, HELIEREEAN root O, HE, BIITHLIREO, U

root HMHER, ARWA yast2 (RTREMARN) I yast (RRETXHER) REE
YaST.

ZEMAFERERT—1 AppArmor EEEET. BHZERE BE AppArmor YaST 1&1R,

36.1 FohAINBCE XA

AppArmor A VFEEE Frhm B E XX RINIAY S TR EIE AppArmor BBE X4, EEFEERE
SRR E XN AR, AR,

1. Bz YaST, i&#F AppArmor ELE, AEEFEAFRREFohAINELE S,
2. FERFZ LI E R E XN BER.

3. REMEREE, EETHBETH. AppArmor LB A EES OIS HI— 1 =SH
HABE

4. 7£ AppArmor FRE X AHEIER, Bt S RAEAASES 36215 SH
T . $3620% “GEET ®E 36235 LT KRN, HERMES AppArmor
BB ST I

5. SEMfE, BEH5T.
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36.2 #miEECE T
0O #x

YaST #2313 AppArmor ECE X HFRIEAIEME, FlMNeIZHRIBEREXH. T2, &RE
ZBY4EE AppArmor ECEX RIS TV R vi XEFRIXAYRIES

> sudo vi /etc/apparmor.d/usr.sbin.httpd2-prefork

0O #F
vi RIESTEEEEZ (iR SRETIEZHIRSRETRYEE, YRIEBEN
AppArmor EEEXHEFEIEARIREY, EaUMRARLEES.

AppArmor SIFEEE AN, JRIBEMIERIRFEh2R4E AppArmor BCEX . BRIBECEX
f, IFHITLUTRME:

1. [B5)YaST, ¥4 AppArmor BcE, AREETEOPELEEENEEENH,
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340

RIBECEX(T - EREREEOEEXF

BB RN

/sbin/klogd

[sbin/syslog-ng

[sbin/syslogd

{usr/bin/htmiltree
{usr/lib/apache2/mpm-prefork/apache2
fusr/lib/dovecot/anvil
fusr/lib/dovecot/config
fusr/lib/dovecot/deliver
fusr/lib/dovecot/dict
[usr/lib/dovecot/dovecot-auth
{usr/lib/dovecot/dovecot-lda
fusr/lib/dovecot/imap
{usr/lib/dovecot/imap-login
[fusr/lib/dovecot/lmtp
{fusr/lib/dovecot/log
{usr/lib/dovecot/managesieve

| mEO | @O

AH) L aR® | [ B2e | [F-Sm

2. FEMEBEEXFHNARERYIRS, EEERBIVECEXF.

3. PEEHEHRIE, B AppArmor FLE X4 INEERE O ERiRE X H.

YRIBFCE X

SLES 15 SP5



AppArmor BB X {4 IHEIE

LUFIES AppArmor BRE 3 {$/usr/lib/apache2/mpm-prefork/apache2

Xt -

[+] “DEFAULT_URI

:[+] “HANDLING_UNTRUSTED_INPUT
] rw
el mrwlkix

#include abstractions/nameservice

;#include apache2.d

|
i#in(lude abstractions/base
|

#include local/usr.lib.apache2.mpm-prefork.apache2

| R~ BEAE | | BESO) |

| @) | | mkR || mE® || ®RO |

4. 7£ AppArmor FRE T IHEEE O, BT REHMAREHSEE 36215
T . $3622% EIETT RE 36237 WL KR, EEZMER AppArmor
BB ST,

5. SefE, BETTH.

6. FHMABHEOF, BEEUMIANEREXHFMAIERN, AREMRES AppArmor 2
BEXf&.

() R AppArmor HENEEGE
AppArmor B1&IBEZNEINEE, MNRE=IHER YaST AppArmor TEMENECE X 4
FEEEAEEEIR, ERRLBEN, NREEHIR, B root SMNFohRiBRENX
%, SAIG1ERA systemctl reload apparmor EFEHAIEXHE,

36.2.1 7NN
AppArmor BCE XA & CHRRY AR R 5 &R LURINE] AppArmor BCE X 4RITIZEE!,
TEFIRPIEFRUATERZ—:
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X
FEEEOR, EEXHRENERE, SERIFRIRRRE, TRE, BhHE.
%Eﬁ, SR AERBEL. BXBECRIFAESR, BENE 346 T "EEXXHR. 17X
o BIEANEEDT o BARXMIARNRIFAER, BEIE 3471 SRR
ﬂ 0

LU T IRAY AR & S5 % B /usr/bin/htmltree
AR
BNREH B
| -
_ _ D e
HEE) | mEs
L ghiE

1 MMan DR

@R | | EE© |

BR
FEEEOF, EEBRNENRE, SERITIIRREE, BEN, ErRILUEREE,.
FeRE, BEHE.
BXEENFAER, BEER
LR REFAER, 1§S

F34.6T “MEXHRIR. IrE. BREMNER . BXX
WE 347 “XHREIHEE o

LU FImA AR & 3245 B/usr/bin/htmltree
R

BRI R

| o
_ _ NO sz

HEEB) ) sEm

O s

1 MMan DR

 @wEO | | EE© |
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P& RN
FREEOR, EREUNMBRIIMERFTRE, BXESER, BERFE 3457
‘MRl

P4 7 5 EiETFEE

|'met - | [packet v |

WO | | ®EE

Thie
EXEEOS, EFEEHNINEE. XEEFEARTEAA 324 POSIX.1e ThEE, BXINEERTIF
MER, BBNE 3447 “ThEeli (POSIX.1e)” o FTERIEREE, REFTE,

B EMEIE STHEINEE fusr/bin/htmltree
L * fEEX T [LPOSIX_CHOWN_RESTRICTED] j&1

BRGD, EEEEXHHERAARERES

CAP_DAC_OVERRIDE BIPRE
CAP_DAC_READ_SEA
CAP_FOWNER
CAP_FSETID
CAP_IPC_LOCK
CAP_IPC_OWNER
CAP_KILL
CAP_LEASE
CAP_LINUX_IMMUTA
CAP_MKNOD

| CAP NFT ADMIN

00000 ®O

_BEQ | | BHO |

Include X{¥
EEEEOPR, JEBEZAE include I, Include ERI1ZEVEft AppArmor BEEX
HRVBAHUEHEEXHNIES. BXEZER, BEWE 3437 “Includei®a” o
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TEF
ERHEODR, BEEEAMISFEEXGNFREXY (EF) W&, AGERE
2 Hat, BXEZER, BBNE38E “FH ChangeHat 19 Web N HZFHEEE X
%

EmAERME
BO B {489 Hat BT

fusr/bin/htmltree.

£ 7N Hat BFR(H)

Gl Hat© | | R |

36.2.2 ZmiEIN

ERRETRY, RFTA—NEHEN. BELEOPREEERD,
EHHEOYR, FEF2ENNT. LB, EEILUERBE. T, BEHE,

BXRBECRIFAESR, BBME 3467 "EEXHEI. E. BIEMEL o BXIARNER
BER, BEME34.7TT “XHENRIAEIEI o

36.2.3  flERIN
B A TR E AR, EEENET, AppArmor RIS EIE .

36.3 MIFRECEXfF

AppArmor AIFEFEMIFR AppArmor EEBEX 4, REEERENRELEX NN ARER, A
=t NN
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1. [B5)YaST, ¥4 AppArmor BcE, AREETEORELEEENEEENH
2. EEFEEMFRBIECE S .

3. BEMER.

4, EITARNBREEOR, BEEUBMBRZEENXM, AREMEE AppArmor BEEX 5.

36.4 EIE AppArmor

A LUBE B A AppArmor SRERERE. B AppArmor Bl{RIFIEHN R FIRENEE
MR RERE. 2 AppArmor BN RAFHRP, BMEEIRETRREXH. EEX
AppArmor BUIRZ, BBEN YaST, &R AppArmor &, ARETEOFEIES,

AppArmor BC&

v = F AppArmar(E)

EJE AppArmor

EEREXHEDN

pEREXHES | BEN |

ECT L | [ mee | zao) ]

EEX AppArmor BUIRE, 1BIRIRS 36.4.1 70 "ECL AppArmor R TR SHRE, BE
RN ECEXHRES, EIRERE 36421 "ENENREHETD PAMRUEIRIE,
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36.4.1 EE AppArmor K&

FX AppArmor BPRESHE, BEEHEIKENEBHEIEEZR. B AppArmor 5, RFARKTEH
iB1T AppArmor, FHaEFIHITHZ SR,

1. B&h YaST, &#F AppArmor BLE, AREFEORRELILE,

2. EHREA AppArmor LUS A AppArmor, SEUHIERIZIETLUIZER AppArmor,

3. B AppArmor B E B ORI

0O &7

N FIERETHRER, —RRERHEERDT N BEEX .

36.4.2 BEBENECEXHFRIRI

AppArmor BIZEFRMAREIER FTRAEREXH. TEIFERT, KX AppArmor EBE
XA, G002 T B XHMER LR E XG4 RRIFNX S, PRENIF,
BHESFIER. WEREFTFHAEEXH, AppArmor TEREFEMBREN M. 1E5aHIE
N TRFBIEEXGBEPITZEREXHFPEXNHERE, H7E rsyslogd (#F auditd 3
journalctl, EABUAFRFAEE) PIREREEN=H,

e & R R B IEEPE RN YRIE S a2 H M AppArmor BLE X H4HHIET,
ERREEXHHAE, AJUERLIIEERBERANRS. ERAMEEXHLE (55
DVEE 37727 “HLEMALESIHEET ) HAE, el AER L T ARIEEMEMEEERNE
THANEREXHRER,

EIREN AREFNRE X AR, BHRITUTRE:

1. B5hYaST, EF AppArmor BLE, AEEEFHEORBEHILE,
2. ERCEREXHENES, EERLE,

3. EREENHERANEREX K.

4, FEEHE LS B E XS BN IFE R SR

5. NAERIRE, ARRELTTHIRL YaST,
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BEENFIAREXHNRN, BERASENLENEFHEHIZE NI

©) =7 FHTENEEXHS
BURSHEINREXY (RELLERTHLENAREFNEREXH) . BELEE
XY RARFZANSEREX Y, BREETELREXH, AEMNETRNSIRPIEZEER
ERVECE X4
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37 Mes<1THEECE X

AppArmor® a[it BFEAGSITREMACEE A EmREENIEER AT LS. TUEH
AppArmor 21T LT ERIRER AppArmor BPRE, UKREIE. MBRZIER AppArmor BEEX
o

O =x: waes
EFIEER AppArmor T LEEBEEX G281, BEFFE 33 E HiEFR
&7 ME 345 "EESAAGHNEE PIRMER AppArmor —gE T

37.1 1Z AppArmor IR7S
AppArmor BIRER A F LA T = MRS B E Rl —Fh:

BiEpE
AppArmor RIERZFEE.

IETEIE1T
AppArmor BEEERZFECE, HERGIEIT AppArmor 12+ KB,

EfFL
AppArmor BEFERZHEUE, BREHIHITRES.

WBIHE /sys/kernel/security/apparmor/profiles ¥+ AppArmor BIIRZS. 4
& cat /sys/kernel/security/apparmor/profiles iRE TEEEXHETIR, NRT
AppArmor IEFEIETT, MR ZXHFNTEFREREHEFEIES, MRS AppArmor BfF1E, WRZ
XHRFEE, WFRSR AppArmor BENE,

fEFA systemctl EIE AppArmor, ErILUERIE T BERITUTIRE:
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sudo systemctl start apparmor
TAEBURTF AppArmor BUIRTS. 305 AppArmor RECE, start SEEHBEHE
&, EEEETETRS. R AppArmor BfF1LE, start SSREHFTHE /
etc/apparmor.d #EY AppArmor BEEX, H¥& AppArmor EFIEITIRE. AR
AppArmor BfEIETT, start SAHESEERRITEMAIRE

Q ixx: BHESTHHIE
BB EIEITRHIEN  AppArmor BEEEXH, EERHEER.

sudo systemctl stop apparmor
B ERRNZAFERIFRE B X RELLETEETTH AppArmor, XBXREAFEIA
miEEl, HIE AppArmor B FEIEIRES. SR AppArmor BfF1E, stop SEIHEXEIE
EXH, BFBEAER

sudo systemctl reload apparmor
S AppArmor IRIREHFHIFH /etc/apparmor.d RMEEXH, BRECHEHIEEIE
1THY #H12, SREIBITHRIZRECEXH, HEFR /etc/apparmor.d BRP&mIAMIFREY
FeE X o

37.2 ¥ AppArmor BR & X4

AppArmor tZIRECE X4 E X AN A IR N FETE /etc/apparmor.d BRH, AXX
LT EF R AIRER, BB NE 34 &= L ESCHAMANE R

/etc/apparmor.d BRPHMBEXGRERNREXHHERNERENH. BRLERHEE
X, MEERPNXXEFHITEGBFAE—MHERNAR. BHAERLERPNEEH,
BB IR EXEEE XS, HEWEEXHIEAR aa-disable , X&7E /etc/
apparmor.d/disabled/ F8IE— TS5,

eI LUER vi EXARESRRIGRIFEXLEREEX . UTETESEREEXHIIFH
FIE:

sk eliE AppArmor B2 E S
BXEMER, BEEN £ 3737 “HNieliE AppArmor BLE XA
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Y548 AppArmor B2 E 3%
BXEMEE, B8N FE 3747 “YRiE AppArmor BLESH”

fHIF% AppArmor BB E S
BXFMER, BFBWE37.67T “WikE AppArmor ERE T4

37.3 ANNEkEliE AppArmor BEE X4

BNNBRRF AN AppArmor EEEXfF, RILMERRSRVEIR IR EX R X,
MENFBEME, 5 37.7 7 “MWELEESHRAITS IV PIRENA T XM E.

37.4 RiE AppArmor BCB X4
IR B i BEYREE AppArmor BR & 4R FE

1. NREEHFARZL root BMHERY, BELXREOPEAN su,
2. HIRRESEIAN root 0<%

3. M cd /etc/apparmor.d/ %3 EEXEFRENE R,

4. WA s UEEMEHRIRENRE XM

5. 7E vim EXAGRIESR PR E X UHI TR

6. TR BB EREREX .

7. TRIHEEOFEAN systemctl reload apparmor ES5H AppArmor,
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37.5 HENERKA AppArmor B2 E X4

5 HFMMBHILEXHIING

aa-remove-unknown SEIZEEKREETE /etc/apparmor.d FHFAEEREH, a0
BHatEs LXD BEEX . XAIGESMEBERASANT M, F/H -n SEYIHREEHE
IR E o

EBHHABATF /etc/apparmor.d/ HHIFAE AppArmor BRE X, 15IE1T:

> sudo aa-remove-unknown

TR et B ARRMVECE X5«

> sudo aa-remove-unknown -n

37.6 MR AppArmor BR& XX 14
LT 20 B35 BEfBR AppArmor R & X HFHIEFE,
1. MAZHERR AppArmor EX :

> sudo apparmor_parser -R /etc/apparmor.d/PROFILE

2. ERREXf:

> sudo rm /etc/apparmor.d/PROFILE
> sudo rm /var/lib/apparmor/cache/PROFILE

37.7 WEEREXHFHRMEI

BiEE 345 "IEMMHAEMINEL BB AppArmor EcEXHIEEE, BXHEHIA
hRESIRECE X, EFENITIEELLRA, BREXMIEN, BEMA AppArmor TEKBE)
BIEM W EX o
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BISR AR ECIZ AppArmor BEEX . XA EZHBRIANIE,

Im3rUACE X2
W EERTFETHEE RN NARER, ItERRERAZEFRIRNARER. BX
BEER, BENE 377171 MWMuUAREXHIE"

RO R E X HFiE
R ERERF—RENTEIEFMEEEXH, TERTHEITHIECEEA. REANE
B3| REESEITHNAER (40 Web fRS328. BERHARSSBEMNEARSEBNAER) WE
REXM. BXEZER, BENE 37727 "ZAMREXHIE" o

fEF AppArmor TEREEGIF AR E X4 ETEES FEIE,
1. AERSTENERNEE X 4IRS R.
2. AT RSP, RIBFMEMELE X 419127555517 aa-genprof I aa-

autodep,

3. BAMNESES. NAMEMETEEXHNIZEFBHFEIRI.

37.7.1 IR VECEXHFE

37 ECE X E RSO —MRA aa-genprof MEE#HITEIE, ALK

g2, AA£idEEH aa-genprof 155, BizTizFIIXHNENIIEFENNIEIT aa-
genprof (EARBEXHIEFFEESITITEN) , FERLRER,

E({FEF aa-genprof LURII AXNMREEEXMY, BEEWE 37.7.3.87 “aa-genprof — AL
BEXH .

37.7.2 RFIEEEEXHFME

W EZFRUMAZ ST E X2, BRANES—RAMEERRRFRENEEXH, MF
& aa-genprof BURIAREXHFWEREIHN— PR IDHL T EEXF. KBRS MERE
XAEMWEG AN, WENSHEEXGFNEHUEESBFTE, EBRE, W AERTA
KN EEITERETASESS | SEFENNAREFWEEEXHS, HE—REATZIEFNE
BREXH.
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BN AN —EHNBEFIE AppArmor BEEX 4

353

1. AN AREFHNEMEF R EX .

REWFEZRRSIERY, B AppArmor REMAREEXHREFEEEXHEZF. Eib
AppArmor BEMEFESTEN, EEDNED aa-autodep FIAZ R RIER— D AHRRY
REXf. BB ABMNEEXH, BSIE 37.7.3.1 7T “aa-autodep — BRI
FREXMH o

. EEXVEE X HENFE ISR TIER.

FERIHEEOPRANLU TS
> sudo aa-complain /etc/apparmor.d/*

(X root 8MERE) ,NFRAEMETEREXGNEFBEE IFITIFIRI. BAILiE
W5 364271 "EBEANRESAIIETID PATREY “YaST BBEXHERN RRERLL
IhgE.

RFZINEKET, HRNERF WAL, BMERCEXHHERNME LRt Eth, XEFEE
A SEEEITE TR (NP5 3FR) HTRIEF EBETRMNARES, BIItE

B, EelMERRE X HHMFEE,

BExFEAFEIFEAMBEIERXNEMEKWRA, 1550E 37.7.3.27 “aa-complain — # N\
BIFRRFEIRR o

. EINAER.

BT ARFAHITERINGE, BIREFNZVINERERE, BELILIERRARE
HEERNEIXHE. BFHITAZ aa-genprof HIEE, FLbItHERI IR
HArtE, MBEEMRERARESIRERNEFES

. At A&,

BITRAMEREXHWER, BHIEETT aa-logprof , MAEIL aa-genprof Kiz
7 (FHTIHRZNEEXXHIENSWLIRIE) . aa-logprof AI—ARIEILINT:

> sudo aa-logprof [ -d /path/to/profiles ] [ -f /path/to/logfile ]

BX(ER aa-logprof BVIFHAES, BEENE 37.7.3.97 “aa-logprof — HEASH

=
1A o

5. EEVEIMIEA4
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ERESEMRENEEX . LEEIREAANSIHIRAZSTIIGHERMARIES I ZIR
NSRS, ESREERERENRDEVER, MABTRERIR.

6. HIERREX 1.
B EECEMNREX . ALERAXAHIERITHMEE /etc/apparmor.d/
FREVERE X f

7. REFEEFIET.
LY RASEFERFITEEEXHIMAN, MANEIERER. LHIRET LA MEEE
XHhERR flags=(complain) XAF&IZER, WAILUER aa-enforce s EHED
S, ZeSHNIEARS aa-complain <R LMEE, RAITSEREXHIEEN
BEIRT, WAILU@IE S 36.4.2 71 “BEE N EE R PAmRB “YaST BREX
RV RIR(ER L ThEE.
EMFRFABEEEEX 4T ERFTIFMREAHEE FaFIR, B aa-enforce /etc/

apparmor.d/*,

8. ENFFIAEREX o
Zit AppArmor EFFHEFIAECE X FHERZFESIZEFIRIU, BN systemctl

reload apparmor,

37.7.3 WEREXHHNIALS

apparmor-utils RPM S48 T BFHE AppArmor B BEXHHFRELREF (F#7E
/usr/sbin &) . 8N TEEBEFRENRIE,

37.7.3.1 aa-autodep — GIERABIBVEIE XX HF

b TR e[ APmENEF RN BEFIEABNERE X . EaI i T#EIrTHITSXH N EERE
M AREFER AR E . ERNEEXHZFIUNN “ANEEXH” , BRARE
R—EBE AppArmor IEHIRFIFZFFIENAIEEEN 4T, &/)\W aa-autodep K#tEcE
XHEVASEMB include 159, EEEAZHEFBZTENERMEXXHI, FHELLE
#9327, aa-autodep SEMEY BROREXH, EXHFNERSXEERSITLIILARA
AT LB ARIERA 1dd(1) .
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BEERABEEEX Y, 15FH aa-autodep 127, EFSHAILUREFNEEZIF (aa-

autodep BEIFERITHNREFLERIILEN) , LAIURTLRENRER. BEFRAZUZE
FERR (ELF Z#$IXHE. SM5ERIZA. Perl f1A%) . aa-autodep SER— 1 ABIHIECE
X, EENMSREXHEEI BRI EHITINH,

ERNABEEEXHEIESNE /etc/apparmor.d BR, HEA AppArmor BREXHEHREL

E, EERAEMNBREEMIREXH, RNEEETNERLE (/) FRERNGS(.)F
ff. aa-autodep W—MRIBEZERELXRIHEOPRAU TGRS

> sudo aa-autodep [ -d /PATH/TO/PROFILES ] [PROGRAM1 PROGRAM2...]

WMRFABNEFZR, WBENSREAEHAT (Ef) . NREKEREXHFREEIERIAL

&, /path/to/profiles =&& /etc/apparmor.d HIFRIA(IE,

FaREBEXHF, BURAEANBREF—INENETRITIRSIREEXY (E]

BoE A NETHEEARIKEXHNIER) . X EFHNERBUATHEXNNEER. U
EEHIRTEF I — LR

BR
RFEMEEEXHHMEREFHUTE—TERA, MALERPREHMER, R
Z=f#MH aa-autodep /path/to/your/programs/* s<LFEAIUALLE RAPNFAIETE
FRIZEAREEX

pstree -p
BRI LGB AR HERIRER Linux pstree < EIFEBITHIHIZ, ARFE
EIXLEREFENMAUE, HiWNE N ERFEIT aa-autodep . MIREFEENERZF, NI
aa-autodep =AHEIXEIE ], MREFATENEREZED, WIRERN Linux &< find
AIREE BT EERIERF., 1T find / -name ' MY APPLICATION'-print RIFELR
FBEFmEEE (MY APPLICATION @RBINBAER) . IRERES, EALUERBE

o
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37.7.3.2 aa-complain — #NFIFHF IR

FIFMFESIIRN T A (aa-complain) 4N AppArmor BB XXHFINIRYER, Bla0iET
REEXHMERLRREX 4R ATFNEMX G, AREATHN, BHEWIER. BEUHICE

X, BABKIFER, MEFET—EMNIUERRBEFLRNEROBESHY, REER

AppArmor TR HEHTELE, WEBHEEHHIENBHNEE XM

FRIFETIFMEN (EAGLTT) STEEEXHNTRERIN— MRS, FELk /bin/foo BT
/bin/foo flags=(complain) ., BFEAFEIFRI, BITA—IMRHEO, AT root &
PRNUTRL:

o MNRTHIFEF (PROGRAML ) TEEHIEREE P, IEMEM:
> sudo aa-complain [PROGRAM1 PROGRAM2 ...]

o NREFATENREZEF, BEEBNBE, WTAR:
> sudo aa-complain /sbin/PROGRAM1

o NREEBXHFTE /etc/apparmor.d A, FEWAUTHSUBEINAIE:
> sudo aa-complain /path/to/profiles/PROGRAM1

* 8% /sbin/programl MEEENH, WITFFER:

> sudo aa-complain /etc/apparmor.d/sbin.PROGRAM1

P REEGSHIBERTIEEXHHEFIITIFER. IREFZFAEEHENREZE, U
aa-complain S1EZEERFR $PATH, f5l80, aa-complain /usr/sbin/* 2&HS /
usr/sbin FHFAEREFRXBNEEEN Y, HREETITIFER, aa-complain /etc/

apparmor.d/* 3§ /etc/apparmor.d FHFAEEEXH B FIFIFIER.

©) 1= A YaST UNRAIE AHET
YaST 2t 7 — A F iz kR IR AN E R filk. BXER, BSR
536427 “ERRENEEXHRIRIV .
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37.7.3.3 aa-decode — fi#f5 AppArmor BEX G+ HI4REE F R/

aa-decode f#f3 AppArmor BERIH P +7/SHFIRIBFRTE. ©IETLSMER XIMERIA
TS, EREE+HOEEREA AppArmor BER, FHEFRERE R RiXEEIR,

37.7.3.4 aa-disable — Z/H AppArmor £ & X HF

£/ aa-disable AILIEZA—1EHZ 4 AppArmor BL & XX HAERFIE, S MmiZH
ENEHECEXH, HFLETE AppArmor BaitEHZECEX 4. AILAER aa-enforce & aa-
complain SLAERFEXILITA.

37.7.3.5 aa-easyprof — B4R ECE X4

aa-easyprof £t T ZRAMNFREFKERR AppArmor EBEEX 4+, aa-easyprof ziFERIEIR
M E X ARREEENAIEFHEEXH, RE aa-easyprof GBITFEREENH, B
HIARFAH T AER. EEXHANBRNEE, I, ETAEIRREEXHFAEN
FREILLFhEiEEF aa-genprof #1 aa-logprof GIEEEXHE/M—LE,

BXEMEE, 1580 aa-easyprof (8) WFMM,

37.7.3.6 aa-enforce — FH NIRRT

RHEIR KNS AppArmor EEESHFIMIBYEM, FIiNiE T BREX4NEFIFREE X
FARFNX 4. EMIWIER TR, HEFAFIESH. BRWABARFIEN. NENIC
REMEMAFLLEEY, BERTIFER,

FrhgrERERN (ERH<TT) IEREEXHINERR complain #7&, f# /bin/foo
flags=(complain) T /bin/foo. BERAREIREIL, BHTA—ITLRIHEEO, ARBWALU

o
« WSRTRIRRF (PROGRANL ) TEERIBRER, BRI

> sudo aa-enforce [PROGRAM1 PROGRAM2 ...]

o NRBEFATENREREF, BEEBNRE, WTFAR:
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> sudo aa-enforce /sbin/PROGRAM1

o MNREEBXHFTE /etc/apparmor.d A, BFEAUTHSUBEIAMIE:

> sudo aa-enforce -d /path/to/profiles/ programl

e 87 /sbin/programl BEEENXH, WTFFAR:

> sudo aa-enforce /etc/apparmor.d/sbin.PROGRAM1

RS RAEPRFIECE X A T2 F YR FIR T

MRAWNEZFHEEEXHNEZM, WENSRETEWMAEZN. /path/to/profiles B&
/etc/apparmor.d BIBRIAMIE,

SHAIUR— I ERIRI—IMREXHTIR, NREFZFEEHENREZ, N aa-
enforce SIERIEFHY $PATH,

O 127 EH YaST YIRELE X HHER,
YaST R 7T — M AFUHUE IR EF KRN ER iR, BXER, BER
536427 "EREMEEXHRIV .

37.7.3.7 aa-exec — EFRIEENEEXHIEHIFZRF

£/ aa-exec AJLUBTHEERECESX HH/HECEX R M= EFAREINVIZF. WRERTERE
TEREXHNZRTE, BFFEHRTTERVEEX GRS, MRMEE TEREXHZ
=ia], FERYAIRGFINEEXHRM, MNREEXHMIMTEIIRIETE, FEMRTERE
EXHHiHFizITan< — MERER aa-exec 5% —1¥,

BXRZBLTHATRFAER, BESRNZe<THFMII man 8 aa-exec,
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37.7.3.8 aa-genprof — £ RECE X4

aa-genprof EATFEM AppArmor FEEEXHRISLARER. BRI MMIEENERFIZEIT aa-
autodep LIBIEZABIRENH (MNRLEFEAFEREXH) . BHEENTFER. §H
EEHE AppArmor. HRIEEE. BAAFPRITERUNEAEINEE. HiB AN TR:

> sudo aa-genprof [ -d /path/to/profiles ] PROGRAM

E 7 Apache Web fRS3 2812 httpd2-prefork BIBECE XX, B root SPHRITUATIRME:
1. A systemctl stop apache2.

2. E TR aa-genprof httpd2-prefork,
W1E, aa-genprof SHITLATIRIE:

1. FRINERREFRT 26T httpd2-prefork BITERR, EH R LIIEETERRR,
£ SUSE Linux Enterprise Server £, ERIARISEEEER{ERS /usr/sbin/httpd2-

prefork,

2. 19& httpd2-prefork REEEEEREXH. NNREE, NWWEH. WRFEFE,
WEEAE 37.7.37 “WEREXHNTELS” FFAM aa-autodep BIE—
MEEE X o

3. BitEFNEEXGETEIFITIFEN, XEICREEXHEM, B
WSS A EG R, BESHU TR (B2 /var/log/audit/
audit.log) :

type=APPARMOR ALLOWED msg=audit(1189682639.184:20816): \
apparmor="DENIED" operation="file mmap" parent=2692 \
profile="/usr/sbin/httpd2-prefork//HANDLING UNTRUSTED INPUT" \
name="/var/log/apache2/access 10g-20140116" pid=28730 comm="httpd2-
prefork" \

requested mask="::r" denied mask="::r" fsuid=30 ouid=0

MRERIBITHITTIFIER, AppArmor EHEEZEIZRE systemd BE (GBS
0 (E1EEmE) ,$21E “journalctl: & systemd HE )
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Sep 13 13:20:30 K23 kernel: audit(1189682430.672:20810): \
apparmor="DENIED" operation="file mmap" parent=2692 \
profile="/usr/sbin/httpd2-prefork//HANDLING UNTRUSTED INPUT" \
name="/var/log/apache2/access 10g-20140116" pid=28730 comm="httpd2-
prefork" \

requested mask="::r" denied mask="::r" fsuid=30 ouid=0
WA LUfERE dmesg S REEXLEEMG:

audit(1189682430.672:20810): apparmor="DENIED" \
operation="file mmap" parent=2692 \
profile="/usr/sbin/httpd2-prefork//HANDLING UNTRUSTED INPUT" \
name="/var/log/apache2/access 10g-20140116" pid=28730 comm="httpd2-
prefork" \

requested mask="::r" denied mask="::r" fsuid=30 ouid=0

4. ERBEESEANEGEIMEKITCESERAE, F90:

Sep 13 17:48:52 figwit root: GenProf: e2ff78636296f16d0b5301209a04430d

3. BT ANRTHN, 25— MmEOPSEITNARER, HITRARZHNNAERD
BE. Wt, FIRNEILUCREFZERETNEZHNNXGMER. Fli0, THEY
KigE O systemctl start apache2,

4. HITIEFINEERR, 7 aa-genprof &RIRE HIER LT A AEIN:

J =1 aa-genprof BotHEMEHIEEXHFEMTICUEF B RZHZBEIETT
aa-genprof, MIRBHEREFERLKEM, AppArmor ERMEIRNBEXMH-
XSER—ERE, BANEEXLRBUIES aa-genprof ERZEEENX
%o

e F mIRHTE,

3=

Q &
IRHIFIBTHER, BHNE 38 5“5 ChangeHat 1052 Web [
MEEXMH -
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361

5. [EZEMER:

o MEEEXHIEFARTREXHFLENAER (FEI037.1 “F3E0
Sh: SEHIPRERIRRIAIE ) o

o MEREEXANEFRITT —MER, ME2ERREREX (FERMI37.2 “F
SIRIBII . EXTEIRR” ) -

XEMEREBER—RFEE, EAHEEXERH, URRRNIEFFNZEEX
fro HI37.1 “FIRIUAIGN: FEHIAFERIRRIAR MEF)37.2 “FIEAFIG: EX
TR R T SMEFIRIRG, LT BRI BREI X L a] B AT Y 5E T

o MIBRITNIRIFEE re BROTURAE MRALIRIEIN, 5T RULLIR T W17
IPRZEEY

f137.1 : FIJERGIS . IS EHRFATIFIE

Reading log entries from /var/log/audit/audit.log.
Updating AppArmor profiles in /etc/apparmor.d.

Profile: /usr/sbin/cupsd

Program: cupsd

Execute: /usr/lib/cups/daemon/cups-1lpd
Severity: unknown

(I)nherit / (P)rofile / (C)hild / (N)ame / (U)nconfined / (X)ix /
(D)eny / Abo(r)t / (F)inish

4k (ix)
FRFHEARXEFNEEXH, USXEFHEENIREERIET. HHEEHEIH
EFEEARECHEFNNEFNIIEXIEELA, TIRFEMEFIEEX
HHNPRF A E LA EXGINIR, BFEFEMFLAER (B, ER
less fEADTIZRH /usr/bin/mail EFUR) B, @EEHIIELR.

EEE X1 (px/px)
FiEF U B CHNEREX BT, EEXHFDRHARNZ, MRAFEFEREX
fr, MERMITFREFRZERRREMRK. XREGKEFTHRAEER
SHYIBHZ, 0317 DNS EREEI RYHY MTA ZIXHRHAT,
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WS B ERITRIECE ST (Px) I A] AR (Fidin FHIZI R BE R ECUR
TIT AR R SRR,

FI (cx/cx)
REBIMAFIREXHFNEIR, S px/PxEIEEMN, IRLIBRKIRNFRE
X4,
REEEEITRVECE S (Cx) 1T n] LA IR TR 155845 FHAZ AT RE 1B B
TITHRIMRE T 2RI IR,

FZPR (ux/ux)
HHRATHZRA R BESA AppArmor BBEX 4, FITEEBRFINER T
7o
R ETEENITHARZIR (Ux) A AEEIRTE (%244 TR 2R Rl B S B IR
TITANIRETEMINE, HEE, STTLRINEENHRERTRERE,
W E T Re SR B IR RIEF AppArmor, IEXER FEEMER T4 X
Mo

mmap (m)
LEANPRS PROT _EXEC iRSEE&RT~ETEEXHIEITHIRER A LUFER
mmap RETERARIARIZR. XEKRE R LRITE AR EIE, NRTEERE
XEE IR THREIEXRINIR, RASIRTEES AR,

14
HEEREXERRM—5 deny #N, LUKAPRLERRFIARIEEN B RKRZ
I, AppArmor fEfea =& ME T — PB4,

Fhik

it aa-logprof , Z/EHRIALEMARFIEMNESRZER, FIBEEX
R RIF A,
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STRX
% aa-logprof , ERFEIBRIAIEMNBNTEMNESHIELPIBED
BXfH,

o (5137.2 “FIEFISN: ENXINFIFE" BT AppArmor B A VFERBEET
/var/run/nscd/* #TIRE, AEER—MMERKIEER AR Apache BXI518]
FL,

i 37.2 : EIEHXFIGr: E SRR

Profile: /usr/sbin/httpd2-prefork

Path: /var/run/nscd/dbSz9CTr
Mode: r
Severity: 3

1 - /var/run/nscd/dbSz9CTr
[2 - /var/run/nscd/*]

(A)llow / [(D)eny] / (G)lob / Glob w/(E)xt / (N)ew / Abo(r)t /
(F)inish / (0)pts

Adding /var/run/nscd/* r to profile.

Profile: /usr/sbin/httpd2-prefork

Path: /proc/11769/attr/current
Mode: w
Severity: 9

[1 - #include <abstractions/apache2-common>]
2 - /proc/11769/attr/current
3 - /proc/*/attr/current

(A)1low / [(D)eny]l / (G)lob / Glob w/(E)xt / (N)ew / Abo(r)t /
(F)inish / (0)pts
Adding #include <abstractions/apache2-common> to profile.

AppArmor BT — 1M Z N EEEHK include, BERNIE YR S IEXFPRRANED,
RRBEHITT—F,
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Q =

AppArmor KRHRHAIGR B RATEX LR,

#include
AppArmor BEE X HRIILEER R —1 include X1, BRIREFEFHIIAIRI
Ro @A include, ERIUMEFETFILRHEREFEREENBRRZHM
XHHIBR. A include RIB/INECE SXHFRIA /), 2EHFRIAY include 2R
E3=1: 101 07 8

BEHER
BN =D EcRIRpRZER 0. BXREEIEEZNESER, FS
MHE34.6T “EEXHRF. trE. BIEMRE

FEPRERTE

XEEFEIERGTERNRPIEREREZ,
ERRIEH include 5, BEERDITEIELRLIEE, FeUBAZItNAE
AppArmor EEEX 8, IRENEBRHNEREEDAHE, WAILUEREIENE
HITAIE,
U TEB AT EE SR TR ECE S

i&ﬁ Enter
FAVFIRIRIERE B B RE& .

FIF
AR ER B REEED. AppArmor R4 HXHFIARINREN. BXEZ
58, BBRE 47T “HNRIFEERL o

B4
PELERZ iR R4ERE B REEEIAINIR, AppArmor FEES4 0BT —1E
o
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iz
RAERANHMLEEFNE SN, RFEEENREAN. NRZFREAL
R ERHERVIERDENES, AppArmor SEREMWIAFH AIFEERBAN

Tk,

b 1i T
EERIENRRIR, ERBRRNEIESELREELEN AN, BikEFE
HEEMRER, BRANZERRIEYIENGES, ARREMNRLLEIERTIE
I,
BXEBEEFAEE, BBNE 346 T "MEXHEN. inb. BE
J\_EE o

REBY RAREBAC
RSB RIE RER, FEFEREBXHT BS. Fl, /etc/
apache2/file.ext ¥ZH /etc/apache2/*.ext , EFRHRMT B/
(BEB) RRABXHR. XHEFMRALISARENERTTU ext AT BN
FRE X1,

ik
ik aa-logprof, FIBRIANILMANNFIEMNERIEEEKR, FIEERENX
HERRIFALE,

SERK

%4 aa-logprof , FRFEIBREIAIEMNNIE RN ERFHIELFIEE
B,

6. ZFMA vi EFENREBEENEEXH, BFELXHEOPHEA vi /etc/apparmor.d/
PROFILENAME o ZE7E vim H45%E AppArmor BLBE X ERIEEREER, BIRRE
< :syntax on 1 :set syntax=apparmor. B vim & i =2 =H¥A
28, IBFBNE 37.7.3.14% “apparmorvim” o

7. EEEH AppArmor, AIRfER systemctl reload apparmor #s<$EMEHAE XA
&, OiEMENEE X

5BF1E AppArmor BEEXHHIER BIIR—, YaST AINEEEXHMES aa-genprof 13
#fERA /usr/share/apparmor/extra-profiles THIZAHIER B XAETFE,
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BERAAMEEFEREFRNEENM, BRI TAIRASIRE:

1. W0 EFMAE5h aa-genprof,
R aa-genprof IXETIFEHHAMEEX Y, NWARHEEOPERUT/LIT:

Profile: /usr/bin/opera
[1 - Inactive local profile for /usr/bin/operal

[(V)iew Profile] / (U)se Profile / (C)reate New Profile / Abo(r)t /
(F)inish

2. 2EALEEXH, BR v (EREEXMH) HHRITEXAFMANEEXHEMRTIE.
BHEAEREXHZANE#ITRE, B v (BEFEEXH) o
BERRIENEEXM, BR ¢ (RIEWELESH) , FRITEXFARNEEXXHEN
TIEMKFIEEIBECE o

3. EifE, ¥ F (586%) IBH aa-genprof HREFEEX,

37.7.3.9 aa-logprof — HEAELHE

aa-logprof E— ™" XREXTH, BFEE /var/log/audit/audit.log ARBEEHH
BFRSIRARFNE N EH, HEEESE systemd HERWILEEH (BER (EEEE) ,% 21

& “journalctl: Fiffsystemd HE” ) , LUKRTE AppArmor REFEE X4 B HTHY
I,

i51T aa-logprof /5, ESMFIEHMERIFNRFIR TERNBEXH, MRFEINEERE
XHERHENELEMN, ERLBHEEEXHNEIN. aa-logprof FEALLEERNE
BF1TH.

MEENZREINEFRREHRNITES—MEF, aa-logprof IFEIIXMIFR, H=i19EH
FERBohFHENFERAMMHRITE. FUTIRIU . pxo Pxo uxe Uxe o Ox UK eR&RIED
EXHIIANRTF RN FHENED, MR FHEZEEFRMMEEENH, MEINEER Px. R
AEEREMEEEXH, NEINA x. RASWA RHECEXHHNF#IZIEIT aa-autodep H
BEEEHE AppArmor B (MR EIEHEIETT) -
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aa-logprof RHEY, ELEXHHIFHEMAIENERH. WR AppArmor R FETNRE, KEH
RHEMWEEXH, UBEAERTSEHIHENE null-XXXXBEEXH (ERIFEX TR
NEIEMIRERENH) FiElT, XEHERGENETHESREXMHIET,

EJ51T aa-logprof , 5L root BSMERHEXRIHEEOPHA aa-logprof, LITiETIA]

BT aa-logprof:

aa-logprof -d /path/to/profile/directory/
MREEXHAREIRERR /etc/apparmor.d/ &, AMSISERE X HFIMIERN

FTERRR.

aa-logprof -f /path/to/logfile/
MNRBEXHFAREERIAB RS /var/log/audit/audit.log #, IETIRIEEHEX
HRrEIENTTE R,

aa-logprof -m "string marker in logfile"

tric aa-logprof EEXERAHEREEMNILS, aa-logprof ZBRAFZHEHUT
IEEMICHENFIESE . NRINCESTE, WIBIRCIEES I ShAREERITE, fl

.

# aa-logprof -m "17:04:21"

=14

# aa-logprof -m e2ff78636296f16d0b5301209a04430d

aa-logprof KA BE, WRENEAGIEZRNENEN. SNNEBIET—NFERS
B9 AppArmor NI, ZFIFRHIDE RS B LURINAERZARN,

FINERT, aa-logprof R7E /etc/apparmor.d/ FEKEEXH. L root BHETT
aa-logprof FFEEUEMIEXH. T, EENAREELREFENEEXS, FlnH
ERFHNHMITEEEE ASRRAN (ASXGERN, MNESXHEAFR) . IREX
¥, LRI zcat -f “ls -1tr /path/to/logfile* " |aa-logprof-f-,
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37.7.3.10 aa-logprof ;~fil 1

LU TFRf5BE aa-logprof dNfA4bIEifIE] /etc/group SR httpd2-prefork, [1 RRER
TNEI,

EARAIR, X /etc/group BIIAIRIE httpd2-prefork i8] & FRARSZSHI—EB5. AERZAYMH
NE 1, SEIETENXR AppArmor MNEE, %EFE 1 #include , BIMRSVUGESHEINS
DNS EHABXHFRERIE, FEMEEEXGHERE SR, XIEXT DNS FeE N XBXZ FRARSED
BEXHIRGERER R —R5E, MARIEEITESEE X,

Profile: /usr/sbin/httpd2-prefork
Path: /etc/group
New Mode: r

[1 - #include <abstractions/nameservice>]
2 - /etc/group
[(A)Llow] / (D)eny / (N)ew / (G)lob / Glob w/(E)xt / Abo(r)t / (F)inish

RN T2 —:

iﬁﬁ Enter
RRRINRENE, EATAIPARFRRIEER B REBZET

FEIF
FRIFLIEHEERIE REBZW. AppArmor REEHXFILEMNREN. BXEZER, BS
MEE 3477 XHERBRIGERIV o

(2]
XAMBLERREFLREERN B REBED. AppArmor R4 E0E T —1ME M

iz
R ERAEESMILEARNN, AFEREEEEEINENREN, MRBmANTE
AAHERVRTEENEHS, AppArmor KEREWHWINHATFEERRATIAT,

P
ERFERNRE, NERBRNRIZSESRERLEN RN, EEFRMHEAEMAR
2, FRABRZIEYIZHES, ARRENAHASIEFTIEIT,
BXBEOEERFARER, BBNE 34.6 T "EESXHR. S, BIEMEL" o
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REBY RAREAC
IETMAERRIGE REKR, FEIEFEBXMY BR. Hi, /etc/apache2/
file.ext TR /etc/apache2/*.ext, HFFMTEEST (ES) FABH
Bo XHEFRERMAILUFERINER T .ext AT BEREX 4.

=1
ik aa-logprof , EIBRINIEBMANFIEMNESIESER, FIEREXHEEFRET
I,

STRX

%7 aa-logprof , FEREFZIBRIAIEBNNEMNE R ELFIBERRE X4,

37.7.3.11 aa-logprof /=xffll 2
BN, £ vsftpd WEFCEXHRY, SFFLUTRI:

Profile: /usr/sbin/vsftpd
Path: /y2k.jpg

New Mode: r
[1 - /y2k.jpgl

(A)Llow / [(D)eny] / (N)ew / (G)lob / Glob w/(E)xt / Abo(r)t / (F)inish

tEREPHI Y IANEFTRNTE, 85, vsftpd @RIKMTRAERRM, BMERRIAER T SUSE
Linux Enterprise Server EBJ vsftpd M /srv/ftp =Mt FTP X4, X2E R vsftpd EHEK
& chroot, ¥3F chroot jail BEREYCEEERSY, AppArmor BEIFEXS chroot I8 (MIELF4E
MER) BIXHihREl.

BINEIRNEIRE, BRZETNZERPAE JPEG X4 FTP 3EEMR, LAERILAE
BRET BRI EEHERRNNRE /*. jpg. XEMIBIFRER TR . jpg XHH
THRINERAIPRERMN, HMELLEEXER . jpg XEFIHIRI>,
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&E, BROZIEFX FTP XMHMET ZIIARINIR, MRERE—DHIAFEL, aa-
logprof RFRINMIERTRE /y2k. jpg Bk /*, LI, BROZIZFHENERMWNESIS
IEAXPR, EXMIERT, AILUERMERDEHBAN /**.jpg (XSBFHENBRNFFAR
B .jpg XHRIARIMNIR) 3 /** (XSREFXNERMPPREXXGIIERIRE) -

XL MR FEA RN R, BRRSIHRN, FRNBEEFER SR EMRIA R
BEMRSF. MIBRITRIRANE S 1 37.1 “F R0 =8I S E Z R0 Pigs
T R,

EUTRBIHR, A /usr/bin/mail MR FImIAEEEXMY, aa-logprof &I /usr/
bin/mail LBNFNARREFHFRAITT /usr/bin/less, LUGKEBHFHEE “H° . &

SETRUTRR:

/usr/bin/nail -> /usr/bin/less
(I)nherit / (P)rofile / (C)hild / (N)ame / (U)nconfined / (X)ix / (D)eny

Q &

/usr/bin/mail MISEPRETHITXHR /usr/bin/nail , XHIEHEHEIR,

/usr/bin/less R LEEMERKERTF— I RENXEZERR, XELHE /usr/
bin/mail FEAEMNERE, B less LPr L2 — N INRERANAKEIER, FHTHFZHEMEF
N AAiER, g0 tar # rpm,

0O #F

X tar X3¢ RPM XHIiE1T less , ERIRBRXERRHNET.

EAFBLEREG BEEIT rpm (XSEESE Microsoft* Outlook AV HRHHRE, AN
RPM BB RENEBARAIEFNEES) , EIXMER THRERFAERYL R, XEFEER
XAPRHITHY less BFIEITF /usr/bin/mail MEEEXHZ T XEF4MMER:
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o IMEENR /usr/bin/less HFREEAXHFIHRINERINE] /usr/bin/mail MEZEX
A,

o BRI LB RGBT BER (B30 tar 1 rpm) FNZE] /usr/bin/mail BRE X4
R, Xt¥, & /usr/bin/mail FELIFEFIEIT /usr/bin/less BY, less ZFHIEE
MRIZETFARZ AppArmor RIPEIVER. S—MNMEEFEZEFER Cx ITIER. BXRMITIE
REVEAER, BEBNE 34127 “HiTiE=l"

THERRT, ErBEEALEX(TED, X=X aa-logprof F=HELITRMA:

o ENECEXHHIRMNIEER px/Px, X5RHEALIREFIE CHIECE X,

* aa-logprof SHNFITE—NEEEXH, AEBIRFHIZNEHEREFHINEE
Xf#E aa-logprof AFRMIRE, FIALUMEREEXAHERS T ILECE X
o MRERKFBUENIRUERFETTT, LENAZEEX .

MRENZRENEFREHNITE—1MEF, aa-logprof RIFRIXMER, HRH

B AP ERh FHIER N EAMMHITIE . HITEN “UE” | “BEXH . ‘K=

fR” « “FI” . “@dBEEXH” , FIATFELRITIETIERET.

MR FHEEFRIMNEEXH, WEGAREN “BEXH . NRAFEEEREXH, MEIA
RN MR o 347 SCHIRILIEIESDT AR T HAGRIR (1X ).
ZEREXHRTIE R FREFNAEREE CHNEEXHFIET. — TMEEEREREEERE
FIEF MR ERIIFE, INREEIFFIBIME, AppArmor BEXHHERAINRITIEMET
Px o, MNREERTEE, MEXHTRRERIFRM px , XEMAIFTINEBFIE, WREEZFA
BEXHHRITER, BIANHRITIRKA Px.

FEWERRZRINITIRN, X &EEAEMETRER o et E R EFNEEEXXHN, 7
RIERZIER, EERZREXNSITHA—INESHEE, ERERINZERE. NRERIAHE
B2, 3—THEEESITH, GRS EBENE, EXREXHPERRITER Ux, 1BiE
B2, BEEEEXHPRARITIEI ux, HEET, BAEENERN Ux (REEKZRIITIE
) o

O ==: RZWRiET

PERE ux or Ux SIEMRANKE, EREXNFEFNEREARITITEGRITERR (K
ZEAEMS) .
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37.7.3.12 aa-unconfined — iRFIFRZ{FIPHYHIE

aa-unconfined LSRN ERA LNABRNEIRO, BEHS AR LEHREXHEHTT
Eb3R, HIREAES AppArmor BEEXHFHIMNGEIRS . EBERHE AppArmor BLE XA FRHIAY
root %%,

EM /proc XHRFHRERHIZOTHITHEE, MATLL root B51T aa-unconfined,
WEFZZUTESEZER M.

o KM AT RIR AL IR
o HIZTE netstat(8) ZiERIE, ME#H—THKERIZIE
Q &

HAEFR (NI fER TCP 1 UDP RY#E2, @M=, WEFFERTEGE, REERE
B EEFRE B 18] AR BRI EC B S

37.7.3.13 aa-notify

aa-notify B—MEFINEARERF, EREREIFEPRETR AppArmor iBHl, INRERIEKE
& AppArmor BEXH, TXHEEZREESHNEEREENES, KLLAEFIEEERE. B
FB AppArmor £EiB%1, 1HZE1T aa-notify :

> sudo aa-notify -p -u USERNAME --display DISPLAY NUMBER

Hep, USERNAME 2EERIERMAFSZ, DISPLAY NUMBER 2ELHIEAM X Window
EBRRS, B0 10, ZHIFEEEIETT, SBEREELEHN, MEEBREM,

0O =%
SEEIHY X Window BRIRSIR1EIE $DISPLAY TEd, Ak, EAJLUER - -display
$DISPLAY REBFREH LA ETRES,
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A AppArmor B

BB 3 Jusr/sbin/winbindd
BefE: mkdir

##: /home/sys-var/run/samba/winbindd/
HWIEHE: ¢

A& Jvar/log/kern.log

BEXFMES, FEN:

hetps://wiki.ubuntu.com/Debu

37.1:

SRR LMER -s DAYS EIECE aa-notify, UETREEMNITENKRBEINHE, §%
aa-notify BUIFHEE, BSNHEFME man 8 aa-notify,

37.7.3.14

vim X&gESRNEEERET XN ERAEBE=RETR AppArmor BEEXHHIEFHINEE, FIME
vim # vim B9 AppArmor iIZBEIRT, BB ANEERETHNREXXHNENEE, Eff
R vim REFMRIERE X, BELXEE PN vim,

£ vim H4giE AppArmor ECE X 4B, MNEBAEEEGNRS, 1B#EA syntax on &

%, AEER :set syntax=apparmor <, AR vim EREEBRIXHER ERIRGIA
AppArmor EEENXH, EF

# vim: ft=apparmor

ANEEE X KRE.

R
vim ¥} /etc/apparmor.d/ FEIXHBEIEAET AppArmor RHE T,

BRLLTHEERT, vim SXECEXHRITTLEE:
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HE
B RBIT

e
HAEEAM R R

B
RTFERRITT

EZ3E3
RFHITINRAYIT (ix BX px)

a6
T TIREIAFRAYTT (ux)

éI dbg
ARNEHEHE AppArmor IEIRAVIE L FEIR

ERNAEXIBERHERNES vim #Bh, 15 apparmor.vim # vim FATILAR vim
YRIBSZANIBAY help syntax. AppArmoriBATE&TE /usr/share/vim/current/

syntax/apparmor.vim.

37.8 EEENXHZMBR

TENTIRESE AppArmor EREANSREENXHMBE R, NMREITEFHEEEE XML
RFMEEE, FHRARETEXEXHNBER:

/sys/kernel/security/apparmor/profiles

R A ERHAVERE X R EIME XX

/etc/apparmor/
AppArmor FE&EXHHIIE,

/usr/share/apparmor/extra-profiles

AppArmor FEFHERNIARE BBV A HECE X AHEE .
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/etc/apparmor.d/
EXHNUE, XRARKREFN / Bitn . RER / TEBR) Na23AE,
XA AE HEMERICEX M4, 5180, 2= /usr/sbin/smbd FVECEX Har& A

usr.sbin.smbd.

/etc/apparmor.d/abstractions/

HRIUE,

/etc/apparmor.d/program-chunks/
EFRIRIIAIE,

/proc/*/attr/current
KB H T UAEEHEZENRFIRSUNR A F IR ZHENEEX H. ps auxZ iex
BRI E R,
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38 {#F ChangeHat #39%# Web N B ZFBIACE X

AppArmor® BEBEX R RENMEFLHIHHEN LT LH, SERT—IEHTER, B2,
MNREZPEFN—HAFESHERDFREIARNER, ZEFTL “SHRIEF” UERENTF
FREFIFENRNELIFIR, XFREIE 7370 E S0

ChangeHat 27 EEETE AppArmor BCE X AL LIE FHMIEFERIZERF. XIEER L
EXEEHIEEARFNNEZ M, IHREERERENAREFIEEN “BA ChangeHat” , &L
B, BEENRI N AZFHRITEREREE R E[M AppArmor IR A HEiR R £IHAYE
Ko Apache Web fRS5287 2 — ChangeHat BB AERF,

—PMEREXHAIUEEEHENFEEXH, BEHIRERIM RS FEEXHFERHM
FEEXMH. FREXGRFENBHNEEXHREN. HRMBESREXFHNRIEET
REXHZMIR, MEZE ~ N 3R

FEEX A AIFEEREEXAFFIENE—IXM4H, UAFEEFRNXGF. TE81FS
EFERLE, BICRARE—MEFEL — EERBEFEBEE FRINIEER. NRFE
MEFERML T RECEXHFIERRE—XHH, MBHEHHRwFERECEXHHFAEET-

ERMFEEFRIMIFEEXAFBIALIER hat HFRF ~ M Fko
TERNFEEXHTEREETF:

/foo//bar { }

=%

profile /foo//bar { }

M FEARDFEE X HERAIEF:

~/foo//bar { }

=%

hat /foo//bar { } # this syntax is not highlighted in vim

EBFHNREMETBEREXHFNL 2R ES, WhEGIREBRIFAEFPITERE

B bug MIBFHRRBMHHANBBEEXH. XEEN, BFHNREEHEEHELENE
BEIAFRTE, MIEFPEITHRENZERATFRERENR. Eit, change_hat ENV A2
FRRSBPRERARR, EXLERSSRT, FMESHRESR (FIW0 PERL. PHP 8¢ Java) =R
BRBEAER, UERLEXEREERLEEEHEZNRT.
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FENHFRRNBRNMBUFITE Apache HFfEMA change_hat KB & i@ mod_perl #
mod_php iEZfTHI Web ARSS 28484, BIRMESE 38.1.2 7 “IEMEZRIES” BNEN
mod_apparmor XMWNARFIRR, AIUMNESNAEFIRSSFEAERMNTG ZE.

O =% BFzER

BXEZER, B8N change_hat FAim,

38.1 EZE Apache LU{EF mod apparmor

AppArmor 53 Apache F2F32it mod apparmor &R (apache2-mod-apparmor X
) o IAER(E Apache Web ARSS288E05R440 ChangeHat, i5ER] Apache —f2& 2t thARIR,

% Apache A]/%H] ChangeHat [5, BT TEENXE AppArmor ZEEEEX MY, &R
FRABEKEINE URIIEKRIEEMITRF,

* URIHFERMEF, HI¥0, , "www app name/templates/classic/images/
bar left.gif

e DEFAULT URI

e HANDLING UNTRUSTED INPUT

Q iEE: Apache B2E
NRIERE apache2-mod-apparmor , BEHERBEIZIER, AERTUTHSERE
Apache:

> a2enmod apparmor && sudo systemctl reload apache2

Apache WEEE A X BEAX KR EXHIHREIES. FEEEXH N /etc/apache2/
httpd.conf., #&i¥ Apache BY, ERILUIEAALLESXHIIUIE, Er LUEIESHNETEXLER
BEXHIE—FRLRZE Apache HITRHA R, MEREXHHITENG, FEA sudo
systemctl reload apache2 EHiiE# Apache, LUEIRFIEK,
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38.1.1 EMENIE<L

<VirtualHost> # </VirtualHost> 1§ B FHE—ANN B FRHEEMENNIES, BX
Apache BIAENIESHNFMMER, BB W hitp://httpd.apache.org/docs/2.4/en/mod/
core.html#virtualhost @,

$5EF ChangeHat FUECE X ¥ AADefaultHatName , EHAA5 AAHatName 2%,
90 AADefaultHatName My Funky Default Hat,

Ee] LUME R X FRIEE AT BRI ENAEM Apache FRSZ[IIESHRINE T, XEFEA X
AENEMNENERREREAINE, AAHatName 5T UBS I XBT, YR FELERN
AAHatName S{EARFIE URI Fren ZRVIEFEY, AKELIXREF. WR AADefaultHatName
1§ FATEE, ©HELRE DEFAULT URI t#§F (IRTFHE) o

NRAFELEREF, NREZE “” Apache 18

38.1.2 {UBEMBRE<

M BENBRIESEREFEEXHHIEEEFRIR, LUE Apache AlARSHZ 2 MAEXAIE
Fo ¥F Apache, fERILATE http://httpd.apache.org/docs/2.4/en/sections.html 2 X EH
KA EN B RIETHINE,

TEHNUEESRAIHNAENAMEETE mod apparmor N{ERFFENIEF:

<Location /foo/>
AAHatName MY HAT NAME
</Location>

X=Z1d¥E MY HAT NAME FFEMAL /foo/ FLBI URI (/foo/. /foo/bar. /foo/
cgi/path/blah blah/blah %) .

BRESHIFARNSUERTHEMN, FANSEARNEXGRFAFNRREZE, TFIMWT:
<Directory "/srv/www/www.example.org/docs">
# Note lack of trailing slash

AAHatName example.org
</Directory>
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http://httpd.apache.org/docs/2.4/en/mod/core.html#virtualhost
http://httpd.apache.org/docs/2.4/en/mod/core.html#virtualhost
http://httpd.apache.org/docs/2.4/en/sections.html

38.2 BT ChangeHat BANEL N AIERF

FE—Th, BETHT mod apparmor, UKREINMAEENERIFPSFERN Web AEF. &
TEI— PN ELIRFIRES HENA AT Web RZBIEFCIEIEF, HEEA AppArmor BY
change_hat IHEESRIRIPIZN BIEF. BT YaST B9 AppArmor IEIRINEEEIR, AETEFH
AppArmor BI8r<1T TR,

38.2.1 {#H AppArmor Bm<$ITI A

REFER, BIBERRZ R Adminer (http://www.adminer.org/en/ 2) B Web N BER.
ER'— 1 PHP REHILINEE SQL HUREEET R, AYREHE—1 PHP X, BIERIET
Adminer, BEZEIGE— Apache Web k5528, PHP XH Apache tR1R, UK—MERT
PHP 3B ZEIREHIZRE — 2R fIfER MariaDB, ErIfEA U TapSRERENIRGE

zypper in apache2 apache2-mod apparmor apache2-mod php5 php5 php5-mysql

EIREATIETT Adminer B Web 3715, EHITIATHSRE:
372 38.1 1 iRE WEB RS EBIFHE

1. Rt Apache BR7T apparmor #1 php5 &R, BEEEMIER TYERAXEER, 15
£

> a2enmod apparmor php5
REERU T <ERTH Apache
> sudo systemctl restart apache2
2. fR MariaDB [ETEiE1T. WIRAFHE, BEAUTSRKEER)

> sudo systemctl restart mariadb

3. M http://www.adminer.org 2 F& Adminer, ¥EE%2] /srv/www/htdocs/
adminer/, HiEHSEdR N adminer.php , FEZERKEN /srv/www/htdocs/

adminer/adminer.php,
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http://www.adminer.org/en/
http://www.adminer.org

4, TERITTR E28H9 URI It FEGFREIN http://localhost/adminer/adminer. php
UM Adminer, 30RERE Adminer 2235 TinfEARS25 £, B4 localhost i
ZARSZ BT ENZo

& < (& @i | [ localhost

Adminer 3.1.1 R
(MySOL) root o= o
R332 localhost
ARE |
(mES
MR

BR KAEFR

38.1 . ADMINER BS5

0O &F
WMREEETE Adminer ERTIBRRE, BE=ICE Apache $5iIEE /var/
log/apache2/error.log UFK&EEN, TEBRMINS—1NERATER, &
B Apache B3 AppArmor B91=§l, HBH AppArmor BBE XA Fi&, RaiF
#%E Adminer, EFF aa-status KEZIEEXH, NRFE, AIFEAU TR

LHEBE Apache I B NITIFIER

# sudo aa-complain usr.sbin.httpd2-prefork

Adminer B9 Web IMiEf4E G, EEERE Apache B9 mod apparmor , f# AppArmor BEISE
Mt Adminer BiFIE AR IAFE “IBF" #HITHEN.
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i3#E 38.2 : FZ&E mod apparmor

1. Apache 7£ /etc/apache2/ # /etc/apache2/conf.d/ FRET ZMREXH. &
R ENEE X HHEX AR RigEPITH. FELRGIF, vim fiE23HTRIEHBEC
BEX /etc/apache2/conf.d/apparmor.conf,

> sudo vim /etc/apache2/conf.d/apparmor.conf

2. BUUTHBERERIZIHRHERFRIXAF.

<Directory /srv/www/htdocs/adminer>
AAHatName adminer

</Directory>

Y Web AP ifiR] Apache XHEIRE RHH /adminer BR (UMZBERHPHERX
/B BY, IMARIERTILE Apache &5%0 AppArmor 4% T change_hat E%, 1E12
£, adminer.php NAREFMBREIZLE,

3. REXM, XiAYwiERE, ARERUTa<ERE) Apache

> sudo systemctl restart apache2

IM7E, Apache HigEIRA!I Adminer HE “t8F" REMELR T, B THKIEKA1E AppArmor B2
Bl Adminer WAEXIEF. WNREBRNEEE AppArmor BBEXH, 1BEEIE—, AR
Bars:, BicE, WRER Apache ET#GISXHA /usr/sbin/httpd2-prefork, N8
XHBECE X E R /etc/apparmor.d/usr.sbin.httpd2-prefork,

372 38.3 . #IE ADMINER HJIEF

1. EXAREEERITHX MY /etc/apparmor.d/usr.sbin.httpd2-prefork (dN8%
XHEREFE, BOIE—) . HRABSMNUW TR

#include <tunables/global>

/usr/sbin/httpd2-prefork {
#include <abstractions/apache2-common>
#include <abstractions/base>
#include <abstractions/php5>

381 £/ AppArmor BIE 1T TR SLES 15 SP5



capability kill,
capability setgid,
capability setuid,

/etc/apache2/** r,
/run/httpd.pid rw,
/usr/1ib{,32,64}/apache2*/** mr,
/var/log/apache2/** rw,

~DEFAULT URI {
#include <abstractions/apache2-common>
/var/log/apache2/** rw,

~“HANDLING UNTRUSTED INPUT {
#include <abstractions/apache2-common>
/var/log/apache2/** w,

-

2. ERE—TEREES (}) AEEALTES:

~adminer flags=(complain) {

}

EEREFRIFEEAN (complain) — &R E%0 AppArmor ¥ adminer 1EF{R
FRFER. XZRA, FNHEEEEE DR Adminer K7 fRIE FECE X4

3. REXH, ARKRERSTN AppArmor 1 Apache,

> sudo systemctl reload apparmor apache2
4. 19& adminer IEFEEHELLFITIFIE
> sudo aa-status

apparmor module is loaded.

39 profiles are loaded.

37 profiles are in enforce mode.
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[...]
/usr/sbin/httpd2-prefork
/usr/sbin/httpd2-prefork//DEFAULT URI
/usr/sbin/httpd2-prefork//HANDLING UNTRUSTED INPUT
[...]
2 profiles are in complain mode.
/usr/bin/getopt
/usr/sbin/httpd2-prefork//adminer
[...]

HANTTLLEE], httpd2-prefork//adminer BLUTIFEREHM,

RE—MESERH adminer IEFHEHRMNE, XFE2EHNE adminer BFIEENITIF
BXHNEE — YR HEIMTTN S 2EEA adminer.php BY, BEIERTEBKREEGXHIAN
ERNERER. 7AG, aa-logprof ISEENETCIEZIEFRIACE XK,

232 38.4 : 4R adminer 1@FAYXRM

1. WD 2EH T Adminer, INREFEARMZET Adminer, T URIJA http://

localhost/adminer/adminer.php.

2. EEBFANEUIEESIZ (EARHIFRH MariaDB) , HEANAENMIEERFZENOSE
F Adminer. BRI AREEELIRERR, AIUEBEREHBIEE. €A Adminer 17
FREBRVESIRIE — QUEBMTEUERE. IBHEENHRR. REAPEN, FF.

3. ERMK Adminer AR REG, UHRREIEHIEHi10E BSPUERERE.

> sudo aa-logprof
Reading log entries from /var/log/audit/audit.log.
Updating AppArmor profiles in /etc/apparmor.d.

Complain-mode changes:

Profile: /usr/sbin/httpd2-prefork™adminer

Path: /dev/urandom
Mode: r
Severity: 3

1 - #include <abstractions/apache2-common>
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[8 - /dev/urandom]

[(A)llow] / (D)eny / (G)lob / Glob w/(E)xt / (N)ew / Abo(r)t / (F)inish /
(0)pts

i@t aa-logprof JEE, HiTIUMERACERHECNEX M adminer 1§F:
Profile: /usr/sbin/httpd2-prefork™adminer

aa-logprof S EEREENENELRIA AppArmor EHRIIEHMN, IEEEFE
FRSFIN, HER Allow Haik. BX{ER aa-genprof #1 aa-logprof EORIFAS
B, B8WE37.7.3.8T “aa-genprof — ERELEXH o

O ®F
aa-logprof HAFAIICENEHREZSNERIN, BLMMEFIHSR — FmiF
ERE B BEMMARNTUE XANE, 85XENHER (MIEEZEN URIFN) B

BEH:

1 - #include <abstractions/php5>
[2 - /var/lib/php5/sess 3jdmii9cacjle3jnahbtopajl7p064ai242]

T LEENTRGIFR, BINAE 1 HER AL, URTFHR.

4, TRE—DENE, RASEREREFENNVEIE XM,

The following local profiles were changed. Would you like to save them?
[1 - /usr/sbin/httpd2-prefork]

(S)ave Changes / [(V)iew Changes] / Abo(r)t

Rl S RFEN.

5. f£F aa-enforce B EXHFIRE NRGIRI

> sudo aa-enforce usr.sbin.httpd2-prefork

SR[E1EMA aa-status KEHRS
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> sudo aa-status

apparmor module is loaded.

39 profiles are loaded.

38 profiles are in enforce mode.

[...]
/usr/sbin/httpd2-prefork
/usr/sbin/httpd2-prefork//DEFAULT URI
/usr/sbin/httpd2-prefork//HANDLING UNTRUSTED INPUT
/usr/sbin/httpd2-prefork//adminer

[...]

BATTAEER], //adminer EFEMTIFERIZTRZFIER.

IHAEM DTN S 28 HIE1T Adminer, MREZTHEEIRE, BHEREEIFEN, &
AIE LIRS E, HER aa-logprof EMECEXM, EREXNNAIZFRITHEE
RERE AL,

U

%

Q 15 EFSREEHHER
EEENXH ~adminer (IEEFREEXH usr.sbin.httpd2-prefork iz{THY#HIE
IR R A,

38.2.2 7% YaST HRAINEFANINNEFF1I0

FERFIELLE X EER (BXERAE, BENE 3627 “FELEEXH ) , HERE
RFoAN L E X ERMIFNEEX N (BXERAZE, BERE 3610 “Faflic=E
), BABBEF (FEREEXH) ANE AppArmor EEEXHRVIEI, 0 TFrmEE
AppArmor L& X 3NEER OZIN ChangeHat FECE X 5o
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AppArmor BB X HXTIERE

LUTIEY AppArmor BEE 32 {5 /usr/lib/apache2/mpm-prefork/apache2

Xft&

/

f*‘

T R

[+] "DEFAULT_URI

[+] "HANDLING_UNTRUSTED_INPUT

rw
mrwlkix

$include abstractions/base

$include abstractions/nameservice

$include apache2.d

#include local/usr.lib.apache2.mpm-prefork.apache2

BEAE | BRRIAO)

e(H) e || mee || xzso |
1. 7F AppArmor BEE XX HNEERT OB EHAINT, AGIEFIEF. HAEFZITITIEERD

386

=¥TH:

BRABRIME

BOE X A7 Hat FFF
fusr/lib/apache2/mpm-prefork/apache2.

E 7Y Hat BFR(H)

|.adminer ‘

plEHat©Q) | | HIER) |

. WNEZINE AppArmor ECE X HRINEFRIR MR, LERFEA URL, Ltk URI A RIET G

BIEF I E RINBR,

. BEOIEIEF. REZR AppArmor FEE X4 IHEERS.
. AINFRE TR, BETEA.
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39 {&F pam apparmor FRHIAF

AppArmor BEEX RN AT RIHITIER ; MRIZEZEFFEN SR FAFRRARINRAR
BIFHEHMERS, ZIEFEILUEE change_hat IEFEXRNE—HAE (LT FEEEX

) . pam_apparmor PAM iRRAFNARFETHE. ARESMIAEREXHFEEEIS
PISIER A F RHIZ FERREX . BELMILBER, T4 pam apparmor FiA PAM £iEE
R

BINR %% pam apparmor R4S, ERILUER YaST 3 zypper RZE, REZNRHGE
I&, RILWTE /usr/share/doc/packages/pam apparmor/README RiRE|HEXRUNMEIKE
FECE pam apparmor BI4ATS, BHX PAM BT, B8R E 2 & “@Eid PAM #7505
iE” o
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40 EECWEEREXFHNARER

SIREEEXHHFENAERRERE, MREFRFE AppArmor® EBEEXHHAEF (BESMBEE
Xt MUEEXH. SHEEXHEHFEFRISRNT) , SUSE® Linux Enterprise Server B9
BMERKIRAHEIEFHRP, EolLUBTIZEE4EBEFH@E. 51T aa-logprof TALL
RIBERAHEMERIEX Y, UNRGIBEIFRIE, EXERFSEMFMZ AN EZELIE,

40.1 WREFHFELME RN

WEIREEMHIEL, BRETIHRENBEIHACLEHCRTNEEM TR ERNBERITH
H—EB5. EFITHINT, ERMARSE T ZNARERFINAIR, RELNIREREENBE
FiTRN—E85, BESITHIEIT aa-logprof,

NRELMIRERBEENAREFTAN—H7, WRRIHEMA—RATEHANEEE (B
WRALE) , FRUILEMAELTRALRPATREMENAR.

40.2 HIPREECENM

TEFFRS, BN MELEPREHRENNAREFNEEX . RERBEHFEIEFR
AR EIN—EB7. ERITRIREGEEREDHIME R 2RI, HRIMANENR, TNV
RIBERIMRE RN L 2 R H I TERBERIER

40.2.1 BMNR2EENHF

BEEPEEXN, SHMERRE, EAEMTUERWEREREFNEEXH. S5, NR
EENXMAREN, ErUEREMIIXHEMIRE ZIiRE,

BIREEXHEREEEBRMENEEXH.

1. B, BRRXEXXAHFEE—IXXGF. A, BITAKREOH L root FH%ALL

T2

> sudo tar zclpf profiles.tgz /etc/apparmor.d
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EMRAZTHHEZNENLLERBXY, REENAEREFNRAFENERIIRFTE
& /etc/apparmor.d BR.

2. BWPILUMER scp 5 Nautilus EXHEEBI R/ X HFHEEIEMEMEREE. WEHE—86
HENF.

40.2.2 BERZREEENHF

MREMERSNENAREFERRIILZ 2N, #IFRLEEXGHSEaNElNENR. BE
AppArmor RENRECENX M, 1BBIF 3627 “RIELENMN o

40.2.3 A INERIFE

RN AR ARA S TR MEIRAR, BESHEMEEXGHLUARENEE, RIERQE
R EEBEREE, BEETERE. BRI ENH TMAREFIBEINRHEFIFIEFR, LU
TNaEsHARNIRER .

MREITEENRIMEREEH T HHTHER, BEFEREXHNREREZELIHFLL root
B171517 aa-logprof . BXiFHAA, IBBME 37.7.3.9 7 “aa-logprof — HEASH

=
ITaRN o

MREITEERTEFIMRPREBA T HHITHE, EMEEXHNRESZREEHMAR
%, URAERSRERETMAMIVIELRMNIEEXYH, HIRIEFEMEA aa-logprof #I1THE
o BXRFMIRAE, BEME37.7.3.97T “aalogprof — HEAZLZHE
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41 =¥

AERENBEPHENES. EF T HEINAER AppArmor®, ERRE— A AFM IR
FIZR, XEFMIURMSE XWMMEIER AppArmor FrigERYas ST T AEMEDRER), EFE—TiR
7 £ AppArmor I ZIBEIRVE LR R HEFRT Z. HERAERNIEFIRS AppArmor
AYERFE SR LB 3R B Ko

41.1 BXMEEH AppArmor

AR5 SUSE Linux Enterprise Server BRIt E BRI A IR AppArmor 2X4&
B, EA LG ZEFMN A SUSE Linux Enterprise Server FEMAIERIE i 61— R0
FRZ X LEEH,

41.2 fERAFMI

BRI LUERFMT. ELXRIEFHEA man apparmor 17 AppArmor FMTl. FMITHFHESR
SN 1E 8N IH. BNEOEHIT—FAERIBI A

+41.1:. Fm: o5

5 =5

1 AR

2 A4

3 FE R 3R

4 RERDIEFER
5 FEEXMHEI

6 D24

7 SRR
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b 251
8 BEAGS
XSEFIENFMIHITE D, HE0, exit(2) HWRBHASAER, M exit(3) HERABRH

C FEER3K,
AppArmor FAT1E4E:

* aa-audit(8)

* aa-autodep(8)

* aa-complain(8)

* aa-decode(8)

* aa-disable(8)

* aa-easyprof(8)

* aa-enforce(8)

* aa-enxec(8)

® aa-genprof(8)

* aa-logprof(8)

* aa-notify(8)

* aa-status(8)

* aa-unconfined(8)
® aa change hat(8)
e logprof.conf(5)

e apparmor.d(5)
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e apparmor.vim(5)
e apparmor(7)
e apparmor_parser(8)

e apparmor_status(8)

41.3 EZEERE

http://wiki.apparmor.net 2 EIRHTEX AppArmor F=RNFAER. EERENRAFE
% AppArmor ™= @X# (fiiF /usr/share/doc/manual) o

HNNRMET AppArmor BREFSIZR, BRAIEELZEBEIMANES, USHEAREB, BX
WA R, &8 https://lists.ubuntu.com/mailman/listinfo/apparmor 2,

414 &I

ATHNH T ER AppArmor B EJsEH LMY & & iR A HE1RHE o

41.4.1 WMENNNEREFITARE?

MREIFRINARFTHREREHMERNNBERRE, NHEQERSXHFNE
#5HE, LUATE AppArmor 3R BIZFIIREIZEEE T, MNRCNEIGELE S
AppArmor 31 RIZF SRS HIPRELS FM™4%, BEMENEEX M, ERLIERNBERFR
B, EEA aa-logprof HITIIE(E (55 37.7.3.97 “aa-logprof — HIEALHE" )
WMRIEREEARZ AppArmor RIFBBER FEITRNBZFHARS, M /etc/apparmor.d
PERNBEFNEEEX Y, HEEBIHMAIE,

41.4.2 BHEEXHABEREIRE..

INRE—EEERIRRREY AppArmor, EREHM T &4 (BRETIHNEEXMHE) , ERIEE
KM, AEHZAETRESNNAREFIEINHREGENTA, HETEIET
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ItEARZ<EY AppArmor NEBCE X HHiEEF AppArmor TESINT —AHINAE, XAERLAIBAR
AppArmor BCE X iSRRI, XLEThEEEIE:

o XHSE

o RIS

» SYS PTRACE Ih&E
- BRBEZHE

LAkl AppArmor FIERESCAERIE, HAMSINTHBRIRTIC (K)o WNRIERIIAFH
ENPRBIN FAREFREBAREEXFRIRE], MXEEREXHFHRENESHTIEX IR
R, XLENARREFAERITAREHATER Y. MREFREEFZTXMESR, BT /var/log/
audit/audit.log FHIAEXHHRLEIN FFRAIIN:

type=AVC msg=audit(1389862802.727:13939): apparmor="DENIED" \
operation="file lock" parent=2692 profile="/usr/bin/opera" \
name="/home/tux/.qt/.qtrc.lock" pid=28730 comm="httpd2-prefork" \
requested mask="::k" denied mask="::k" fsuid=30 ouid=0

RINTETRER aa-logprof i< EHALE X,

3457 “WEHREET hERRRETWE RTINS EAHF NS HRITHEIE A RS
BN AREFTAREEETHET. NRELXMMEBHEXWNBEFEIETIZNITN, BE /
var/log/audit/audit.log THHEXHHHREW TEAREII:

type=AVC msg=audit(1389864332.233:13947): apparmor="DENIED" \
operation="socket create" family="inet" parent=29985 profile="/bin/ping" \
sock type="raw" pid=30251 comm="ping"

L HEMRAENORFIRARERE (EARBGIFA /bin/ping) FTEREAFHIAMEEEN
AppArmor iR, AR FAEFEESEITMEIAR, FERNIEALNIR, EREEXHE
HMAERIEE, BRNTFHAER aa-logprof <,

MRFEZAIAR /proc/PID/fd/* HEIXH, HEIRZEE SYS PTRACE IhEE. #EcE
NHRBZXETZINEEDR, MmIAREXHREEZXMHN, Fi, HEEPNUTES

393 BHNREXHFBEEIME.. SLES 15 SP5



/proc/*/fd/** rw,

AR A B AT LU :

capability SYS PTRACE,
/proc/*/fd/** rw,

EREXGEHRNERINEE, BN TARER YaST EfMEEEXH M S5 aa-logprof
<o

TELLhRAE) AppArmor B, MEEEXHRINEZ#IT T JUIER, UERIFREERIBRSX
HIARIX DR, Hib, ZFIRMRAFRSXEREZENERBRZLAENFELERUIRTEATERSEBREZ
LEd, XPIRESH AppArmor TTEAEIENXEER, MMM ANAREFNITARENETHE
THB. UTFRHEREH T REEEREENENL.

ERIEEER, LUTHMNUE RIS /proc/net FRXENBER. ERAFBRiFRNEEE
BUZERPHT, MARTNZER THOXGHERNGRNER, 51, 2S () BETE /
proc/net/dir/foo, BEHF foo 2 dir FTH—IXEHER, AL EAEE,

/proc/net/* r,
EFERAWMBERREEENT, BEERAREAN, MAE—FK. B—FMURIFIHR /

proc/net THIXH, FEZHKMNAFIFIR /proc/net THER. BRiARITHFIIHA
A, MABEHRZER THXHGHE R

/proc/net/* r,
/proc/net/*/ r,

UTHMNEFIEEEZFNITEANEM, 21FiAE /proc/net THXERMBFE (BARAFH
ia] /proc/net/ MBRIIREE) :

/proc/net/** r,

BEMEZEPER LRRAKXX DX MHHRIFMERIAR, FEAUTHRERN: E—FANN
FAIFERYIVIE /proc/net THER, MH_FMURERNAIFHITEIXF 1R,
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/proc/net/**/ r,
/proc/net/**["~/1 r,

UTHNERIBEEZRNITERNEM, 21FAE /proc/net LA foo FFAHIXHFMBER:

/proc/net/foo** r,

BEMEZFXOXMHpRMERIARHER ** BERN, FEAUTHEEFAN, E—FM
NEHEZFRANTEXHNER, MEMEEFRSNREXY, RALERERR % £
FANEDEZFEFALEX G EALER R, MEMEBEZPIICEBER:

/proc/net/**foo r,
/proc/net/**foo/ r,

IATFAIRR ? BEENAEAET BFENEN, EIREZEF, B—FANSFESTESH
MER (AMFR, RE—TNFAUUSRRZLUINMIERNFN) . EEER, ERMEX
r (KBEMREFMZ) . BFHNERREXHEEZRALEREMAARNS, MEMEERIS0N
FEER. RE—FMUWERXTE /proc/net/foo? T&A bar BXH. FRIBIEER, LM
MR A FXHMER:

/proc/net/foo? r,

/proc/net/foo?/ r,
/proc/net/foo?/bar r,

BERHBRELZESEXNEER, BEENGRENENESRRENEEXS, HRUOT
PR B IERE T HEEEX BTN N ARER:

1. RNARFIEEXHETEIFRI:

> sudo aa-complain /path/to/application

EoFER YRECE X HFEREERBED, BAIBFMITZECEXH, HAN
RREFBITARRRE,

2. BITREEREEEREBRITHAREESHNARER.
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3. IRIEIETTNVAIZRF IR B S E A E X 14

> sudo aa-logprof /path/to/application

4, FERBEEXHFERE TREHIEI:

> sudo aa-enforce /path/to/application

41.4.3 fEF Apache f# /R0

ZEHM Apache 1&3R (ff1%0 apache2-mod apparmor) &} Apache HEEBEEX/G,
BRI Apache NEEE XM, MAEREREMREXHRIMEIMNIFN, WMRERBRGE
Apache NECEXH, Apache RIBETCAIEE BT, HETLENMIRHERS.

41.4.4 M ERNVECE XY RPHR ERVECE XX F?

iz{T aa-disable PROGRAMNAME LAZEF PROGRAMNAME MIECE {4, Lten<eliEism /
etc/apparmor.d/disable/ PHEEXHNITS#E, EEEEZEENXY, BHRZ
§EE, AfBs1T systemctl reload apparmor,

4145 EHEBUUBERZETRRAALHNARFHEEX
%2

ZE{EA AppArmor EIRFCENX M, BEEBRUAREITRARZFNAKNBS, Eit, MR
BENRREBEITAREFNITEN, MERELEEXHFEEEN LIETZNAER. BJUE—
NRG LB TZNBER, BHEE (/var/log/audit.log; MNRKk%EE audit, BHEA
journalctl | grep -i apparmor > path_to logfile) Z#HZEIEMEEXHWEE
¥, $AIRi51T aa-logprof -f PATH TO LOGFILE,
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41.4.6 INEIFKREFEE AppArmor B EEIR

FrhémiE AppArmor BRE XA Rl BESF=E 1B A AR, MNRENREXHPEFEEIEEREIR, =it
B ERBEH AppArmor BY, SR REMTEMEIRER. WRFIERTENDINIEFEIZN
Bt

# systemctl start apparmor.service

Loading AppArmor profiles AppArmor parser error in /etc/apparmor.d/
usr.sbin.squid \

at line 410: syntax error, unexpected TOK ID, expecting TOK MODE
Profile /etc/apparmor.d/usr.sbin.squid failed to load

M AppArmor YaST TERY, 2 —FEFERESEHI M EEXGEAER, HEKRETF
HEE.

AppArmor BRE IR E IR

LS IRFEEH, Apparmor TEBE, EEXHEETABEEER.

* jetc/apparmor.djusr.sbin.traceroute P EEEERIR.
i1 [foo]

@RI LLME BT man apparmor.d TH AppArmor BCE {8 ER5E.
{EEERMRET T AppArmor FFRBECR. EEMETUTERS:

jusrisharejdoc/manualfsuselinux-manual_LANGUAGE
iEEE iEM TEXT AppArmor NEZITHEER

[Tmz0)

EREIBAEIR, B root BMEXIHEEOPRER, JIHEEXH, REEIEEE FH
systemctl reload apparmor EFEEHEIE XIHE,

© == vi ey AppArmor IEERHET
SUSE Linux Enterprise Server F9453E28 vi X3#F AppArmor BEEXHHIBEZREER
IheE. BEEIEEHRIRINITHNERBETRNLE,
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41.5 IRE AppArmor By Bug

AppArmor A& A IR EREBREESmANT M. RGN bug IREBBITFRIMR
FRENmB. HEE AppArmor Fi&EE) bug BY, 1B UL mAY bug R

1. RTINS E) hitp://bugzilla.suse.com/ 2 HEBEEHEF,

2. WG SUSE IKFEURH BT E R, WMRELE SUSE KR, BRECIEKS FRMFR
FHIERIE.

3. MMREWEFEEIRS, BFERUERRS, YERNERESFRMEERES.

4, MRENRFETRE , BENERSA= PRI EFENEAEIRTTH.

5. ERERRXHIRNT M. MTEME, XNZEENTmIAITHR. BE RR .
6. WEEFmhkas. At (EDHFIFN AppArmor) |« EHTFEM™EL,

7. MA—TBTHERRZEEERE, ARTE TEAMIEFRIVEE, SERSXMSF. &f
ATE bug iREFEIEMF, LIRHESEE. BEXHTMIEZEA.

8. MAFMEIFAERGE, RHEZMUBRERZEIFRAR.

398 RS AppArmor BY Bug SLES 15 SP5


http://bugzilla.suse.com/

42 AppArmor RiEFR

P
B TEVECE SRS,

Apache
Apache @—1MET Unix B9% 2% Web fR5528. BHRIEEEBN EERRAT ZH Web AR
5388, Apache M4 http://www.apache.org 2 H3R{T B X Apache BiF4E S,

R RiERFR A IE
AppArmor ZREINBIZF UM ATFENRITRRIE. CEBISNREIRPLEREEER
RIFHBRSS 2R LERE SRR, BEEARIELAEFHEAR A TV ER R SRR 2T,

WEER
AAEME ENPERAREFEERSHEFTHEER. NEBRNRAFEAREEER
X5 & AR EMA R EEE S R BER,
AppArmor MK FBEHAFE, Flift “FiREM” MiE “REM” NKEHHEH, XMAR
Ebathiid, EARARAIHLENT N AppArmor E XA ERAEIEE S S B HHXE,
{88 FR I 4R SRAR (AR 1P B = SRR TR TE L XU

GUI
BIfZAF R E. AR—RGFas, EHENBPNNARFZERE—IRFESZTE
AR E. HTxReFE0. Bfn. &Hl. SRR,

XH2ER. THIEEHRBIXGRRE, EUEABER * (BAREK / 23 ? FH%
FRZIMMERHENFT) M 7 (NEBRA—TFR) R—REERZSIXMH/ER. **
EHHREASN, EcREImER THEEXHHER.

HIP

ENNENH. SBRERKRNZBNELUELESENNAREFTHN, RENTHRIAAR
B dE. EMELMAILEENERNEEER, EElfE “BE el NN AEER.

SREIA TR
REIXRIFERR A, BFHELAR. XHENEHENRNEEL2EME, EHI25R
HIERY, BRERAFMEFREEREN
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ECEfF
AppArmor ECEX 2 EE X BN RER AT LA MR 22 5t 21 R LARAR A MREEAT A

EO B EASE
w RN BRI ERNEEXFHEZIRIR, 90 DNS EHMAF S1{nIik

RPM
RPM B4+ B EIRS M A BRI FERANAKITE RS, E7TE Red Hat Linux. SUSE Linux
Enterprise Server ReHfth Linux #1 Unix &4 Liz1T. ERIMURE. HE. RE. ZiH
EMMTENSRSGE. BXEZEL, d8Whttp://www.rpm.org/ 2,

SSH
22 Shell, —IRSS, AFENZEZITENNRRSSHEILERLAE ARG,

{RAEBYH IRl
AppArmor fEE & M ZF R LUREL. BANFBITHRLES H, MMAREIRSRAE LS
iz, XWRTEMEFRSHITERZHRRE, MASHITEEEF.

URI
BARIFARIRN. 8 Web LRI RBVFRARERIZFRFMULAYER, URL 2—7H URI,

URL
Uniform Resource Locator, Ffi—&IREiigs. Web ERSEFEMZIRR STk,
U E— B D RTEFERANNY, £ DIEERIRFITERN IP thutsiEs &,
HEn, H&iFE http://www.suse.com B, ERAMIFLE HTTP i, %0 URL B9FFk
PR

i
RO ME R REPHIERER Y. HTEVARRREE D AR HIT R IEMBVIRME, ik
RERWNHIAF EBRIASIEHN, &t BEERLELNRRE, I, BFsER
 LRERRE. WIRREIKE, KA ESSBLARIIRN, SENEESINRERNS
B]E X K SRR BB T
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43 B2E SELinux

EAErh, 3% T 2A0MfI7E SUSE Linux Enterprise Server Fi§BEMEIE SELinux. HEAEIELL
TER:

o A EEMA SELinux?
e TH#2 SELinux
e 1% 8 SELinux

o &8 SELinux

43.1 ARIZER SELinux?

SELinux 21EAMIIN Linux ZLBRAZEF LR, BIZAT Linux RIZPHNE2ESR, HEN
ERUEBANT 2K, Mo LiEERENE X HRIES (DAC). FRNFEE/H/2BX
EAXBRIZS, LAKIREY/ B N/HITABRIZ ],
TENTGIERET AEIFE SELinux XFMARS R (HEZEM & AppArmor) :
‘“B—REBEL, BRUIBHNRSSEWEBNRT . XERS[ETHELTETLETH SUSE
Linux Enterprise Server. AR%528 LECE TRHAE, HEAREEMAFTENRS. #—FPH
SR, BERSEI—NEREN PHP HANEN, XMHAEX SRS LIETHEN
Apache EILENM—E 9. NEEIZEET Apache Web BRE28FFER wwwrun HKFPIRG T
SPRIARIRIR. NRELUXA wwwrun FARFBSA7E /var/tmp #1 /tmp BRHEIET 1
filas, XUERIAAR TN Z 8 RSH[BAESHNIELRSKEHNEF WK, ”
MNFXAKE, BRENMAET, ERE—EXMmLELHALTEMAHEIRNIRS S ELEN. FiE
XENIREEHISE, BEAREERBILEHANT R, WRHHAT EELER THEEHIMN
Z2,
SELinux EAMMEIRSR (FIMIXHEHNNBERTF) BREFEERTIARESIRE,

402 HfAIEEA SELinux? SLES 15 SP5



43.1.1 XFIRES

SUSE Linux Enterprise Server 15 SP5 37 #F SELinux 122, SLES et T 7£AR328 LR
SELinux MEBRRIFAE ZH#HIS I,

FEEERE, BHINEECHREE, FXRE=FHKEKE, BXLEATFT ML openSUSE %
BREVER, BEBME 4331 “LLEE SELinux BFE” M 43475 “&2E SELinux R o

43.1.2 TH#R SELinux B4

TEFHIAECE SELinux Z AT, EMNiZ3 SELinux WAL A RE MR TR, EBRAHEEUT

=1

o Linux RiZHHLeiESR
o SELinux FEF Z#HIS4

e SELinux $EB&

SUSE Linux Enterprise Server BIEBRIAARI#Z 2 #F SELinux IR EE SELinux FREM TR, XxF
SELinux, EERREENTEEREIERR,

£ SELinux SRB&H, REMIRENAR Linux RSB EMARET R, XEWNRBEEEHF.
O, HEMX M, FRXLELESMRE T URIEMN, BFEXERSS EATFHNARRITFR
1TMPLEIRME, SELinux BRIASIEAME(IIRIE, MEERE LM A A HITREEHENTR
), Hit, BBERG LERNREEREIZEEERATFN,

HE, EOURRAANELARBLRE N UIEZRENET, XEKRERFENIERA. 27,
BAR. XHMBEREARS SELinux BIfRIF. INRERBEER SELinux RFIFELHRR B DHIAR
%, MR+ ER. BORXEY, BHNRAAFZIEANFRP, &FESR SELinux [
BFEAZRS,

ERRANRFREELMNRIP, EFEEE SELinux FK, XMAE—NEHINRE, HEFHFR
BEXHEHERE, HEMERSNAFPEHHEELTSMARE, LIEEML X4 B RATHR
528 PP AP AERRIA Rl HIE LR R EIE XM ITIEE,

FERIEMAY SELinux SRIBTEEMARS 2B L IFAI UIEEIETT, BRI ARMES BE X KR
EFIEEMRIP, SUSE RAZIFE=HERK,
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43.2 SELinux SERREL"S

SRB&R SELinux AR BA M, &Y SELinux SRESEE X AT IEEMLEN R LUAN RS LM
WL . BR. WOMBRERNMN, AL, FAXERREX—MLLIFIR, EERAKRK
RIMEX RS SELinux RFE L, ERIFMEABERER s -Z SSREHRZBERPE XY
MWREWIE, (143.1: “FH s -Z#TLeHfIEEE" BRT XA SELinux FRIEXH RS
SUSE Linux Enterprise Server &4t £t / BERPEZERNLLIFRIRE,

f143.1: f$M s -Z#{TRLIFIRIZE

>1s -2 /

system u:object r:bin t bin

system u:object r:boot t boot
system u:object r:device t dev
system u:object r:etc t etc

system u:object r:home root t home
system u:object r:lib t 1lib

system u:object r:lib t 1ib64
system u:object r:lost found t lost+found
system u:object r:mnt_t media
system u:object r:mnt t mnt

system u:object r:usr_t opt

system u:object r:proc t proc
system u:object r:default t root
system u:object r:bin t sbin
system u:object r:security t selinux
system u:object r:var t srv

system u:object r:sysfs t sys
system u:object r:tmp t tmp

system u:object r:usr_t usr

system u:object r:var_t var

ZeMRPREBBEN—TEIFRRE, XRREWRMN—E7, EEBELU _t FE. EEAH
SELinux AWM RHITHMAZIRTILE. REFEE TN, BTFEXBMEENARNAGE
ORISR B RYIF R, FI90, FERWTFRTRBIRIN AT LU TXEREX |

allow user t bin t:file {read execute gettattr};
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HERBIHNIIEE, RIFFIEHEEN user t WARF (WBFPFAEMNSR) FH
read. execute # getattr MXPRIAEIFIRHEEA bin_t B9 “file” XXR (BHR) -

SELinux REEE S EERMN, NEHEZTEE, BEIFREIEIMS MR, X, EF
RERTARRNRRB T KERF

NRGRIFRIEET, ERILLARERRRICRESHAFIVRE, NMREEREE, BER—E
BIRBSSRIRIP RS LN—IA S, BB NERRRULREE, MARERABAEIURE, RIRK
RRBERZEERSZ.

l_\_ls .
43,3 =3I SELinux 8
BT REU TR
> sudo zypper in restorecond policycoreutils setools-console

SRR, HXTEMTMAN openSUSE BINIEE, HBNE 4345 2
SELinux RBE” .

43.4 Z3E SELinux &

HRE& R SELinux ReJERERAYZE4, SUSE Linux Enterprise Server 15 SP5 A& ERIASRES,
BHE I IENREE— N EENE, MARBESFERKBENX SELinux HRE&; NFHE
B, BE&IRER SUSE T2,

TR, EALIM https://download.opensuse.org/repositories/security:/
SELinux_legacy/ 7 SRENERER, XOJLUBE ZNMIMNERMF €170 SLE 1R IUEEE (BIEHRER)

1. EFI5ERY SLE iR A LECRIETFERER, HER Zypper NINZfEFE:

> sudo zypper ar -f \
https://download.opensuse.org/repositories/security:/SELinux_legacy/15.5/ \
SELinux-Legacy

2. BRELTRHER:

> sudo zypper in selinux-policy-targeted selinux-policy-devel
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43.5 ¥ SELinux BEF &

FEEMIEILT, SELinux R2FEIPENRS, BNRERAENRESM. BEBLEINRMIE
M EZR RS,

7£ /etc/selinux/config H, SELinux BRINIKE AR

ENEHRAFEA SELinux, 582X GRUB 2 5|SMH#ERF. 7 /etc/default/grub H
2% GRUB_CMDLINE_LINUX_DEFAULT= {7, AU TE NS

security=selinux selinux=1

F—NBEHEMAZEREA SELinux M3E AppArmor. £ NESHEMA SELinux. NS
&, FERUTHSEMEGRUB2EE:

grub2-mkconfig -o /boot/grub2/grub.cfg

MERTLESIF. WE, BB T —TIERIETH SELinux RS, ETERBNNHE—TEEX &
4. EEHAPAS T, SELinux A=MREUEMRDER), BRI IERUMRATFEERA TERIHITHFR
Bk, BEEASXOGUT AR FILER,

43.6 35 SELinux EFsr&IED

R FHMERIEST SELinux BY, A TS Al ML ST R e S M R &, 7ETIR
BBAISILRY, XATAE S SEIAE, % SELinux ST S RG RIERARE,
ORISR Y 5, ARREAEERLTE (REN)

> sudo restorecon -R /

EEAT L SELinux EFasiE. Aitk, 1B4R4E /etc/selinux/config FHikE
SELINUX=enforcing,

B53|REMRSEE, BECESNERMEAARER, UMRERENHAIER.

ER[G, 1517 sestatus -v 85, LR SN IZZIREIZEMATFH 43.2: “150 SELinux 25
Fiz17" PRt

{51 43.2 : L& SELINUX BEBE®EEIT

> sudo sestatus -v
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SELinux status:
SELinuxfs mount:
SELinux root directory:
Loaded policy name:
Current mode:

Mode from config file:
Policy MLS status:

Policy deny unknown status:
Memory protection checking:

Max kernel policy version:

Process contexts:
Current context:
s0:c0.c1023

Init context:
/usr/sbin/sshd

File contexts:
Controlling terminal:
/etc/passwd
/etc/shadow
/bin/bash

/bin/login
/bin/sh

/sbin/agetty

/sbin/init

/usr/sbin/sshd

NRIETEERFIRIN TR SELinux IEFE 5| TR 2R, BYREIFEMIE. A less /

enabled
/sys/fs/selinux
/etc/selinux
targeted

enforcing
enforcing

enabled

allowed
requested(insecure)
33

unconfined u:unconfined r:unconfined t:sO-

system u:system r:init t:s0
system u:system r:sshd t:s0-s0:c0.c1023

unconfined u:object r:user tty device t:s0O
system u:object r:passwd file t:s0
system u:object r:shadow t:s0

system u:object r:shell exec t:s0 \
-> system u:object r:shell exec t:s0
system u:object r:login exec t:s0
system u:object r:bin t:s0 \

-> system u:object r:shell exec t:s0
system u:object r:bin t:s0 \

-> system u:object r:getty exec t:s0
system u:object r:bin t:s@ -> \
system u:object r:init exec t:s0
system u:object r:sshd exec t:s0O

var/log/audit/audit.log WEBHEXMH. BXMAT, BENFE 4397 “EFE
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43.7 BZE SELinux

EFRIAEARSZ 2 Z AT, BRI SELinux &%, BB A sestatus -v GiSEFHFIET.
IR IR, ETE, 517

> sudo semanage boolean -1

UFIHFrE R BRR/RAX, ENRIEEEEIILRIZRE, 7433 “FREH/RIETIZRIFK
R BT lkan < pIER ot o

f5143.3 : FEENR/RIETIRHRIEHRIR AR PR

> sudo semanage boolean -1

SELinux boolean Description

ftp home dir -> off  ftp home dir

mozilla read content -> off mozilla read content
spamassassin_can network -> off  spamassassin can network
httpd can network relay -> off  httpd can network relay
openvpn_enable homedirs -> off  openvpn enable homedirs
gpg_agent env file -> off gpg_agent env file

allow httpd awstats script anon write -> off
allow httpd awstats script anon write

httpd can network connect db -> off  httpd can network connect db
allow ftpd full access -> off allow ftpd full access
samba_domain controller -> off  samba domain controller
httpd enable cgi -> off  httpd enable cgi

virt use nfs -> off  virt use nfs

Uk ER, Ak BERERNSE— ;LR

> sudo semanage fcontext -1

e B RRBRHNAXAIFIRIRE (BXIerSrIE DR, BSR) 43.4:
REHIFRER ) o

il 43.4 : FFRELHIFIFEER

> sudo semanage fcontext -1
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/var/run/usb(/.*)? all files
system u:object r:hotplug var run t

/var/run/utmp regular file
system u:object r:initrc var run_t

/var/run/vbe.* regular file
system u:object r:hald var run_ t

/var/run/vmnat.* socket
system u:object r:vmware var run t

/var/run/vmware.* all files
system u:object r:vmware var run_t

/var/run/watchdog\.pid regular file
system u:object r:watchdog var run t

/var/run/winbindd(/.*)? all files
system u:object r:winbind var run t

/var/run/wnn-unix(/.*) all files
system u:object r:canna var run t

/var/run/wpa_supplicant(/.*)? all files
system u:object r:NetworkManager var run t

/var/run/wpa_supplicant-global socket
system u:object r:NetworkManager var run t

/var/run/xdmctl(/.*)? all files
system u:object r:xdm var run_ t

/var/run/yiff-[0-9]+\.pid regular file
system u:object r:soundd var run t

43.8 E1IE SELinux

HZ& SELinux BREIERI UERIZTT, E TR LUEE SELinux RFRIFERIARS 28, SELinux
FR{E A — AR ERIMNIRLN SR B TE XN #HAZE A P R LUARIILE X . BRERH. 7

b, SELinux ¥ —NMAENARIEIXH. BR. #ENHRO. HIFMER— M R2MinE, &
XA . BR. #HEREO. XEFIBEIRSH SELinux REEMER, ZRIEEATE
X PZIIMERZ AT AR, BOANERT, &ZRESMELLFMEIFEERGARR, XEKRE, (F
NEER, BREEERSS LBBMEIERIARIIEE,
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43.8.1 BEELZHNIR

WLYﬁﬁ,@TuﬁEY#\Eiﬂ%ﬂoﬁﬁhu¢%ﬁ%77ﬂmﬁ%oﬁ EBEHITH
BEEIRE, ERFEXIVMERENIR, FAHEESR, BREBLERENER, FEadn
WERER -7 3 ﬁﬂﬁ%ﬁ%ﬁmﬁo@Mi&“@Ei$%§§%%ﬂ%ﬁ”¢ﬁﬁ?ﬁ§§

PEVERRA T HANRIRE,
f143.5 : IRERFEERORAFER

> sudo 1ls -Z

dr-xr-xr-x. root root system u:object r:bin t:s0 bin
dr-xr-xr-x. root root system u:object r:boot t:s0 boot
drwxr-xr-x. root root system u:object r:cgroup t:s0 cgroup
drwxr-xr-x+ root root unconfined u:object r:default t:s0 data
drwxr-xr-x. root root system u:object r:device t:s0 dev
drwxr-xr-x. root root system u:object r:etc t:s0 etc
drwxr-xr-x. root root system u:object r:home root t:s@ home
dr-xr-xr-x. root root system u:object r:lib t:s0 lib
dr-xr-xr-x. root root system u:object r:lib t:s0 1ib64
drwx------ root root system u:object r:lost found t:s@ lost+found
drwxr-xr-x. root root system u:object r:mnt t:soO media
drwxr-xr-x. root root system u:object r:autofs t:s0 misc
drwxr-xr-x. root root system u:object r:mnt t:s0 mnt
drwxr-xr-x. root root unconfined u:object r:default t:s®@ mnt2
drwxr-xr-x. root root unconfined u:object r:default t:s® mounts
drwxr-xr-x. root root system u:object r:autofs t:s0 net
drwxr-xr-x. root root system u:object r:usr t:s0 opt
dr-xr-xr-x. root root system u:object r:proc t:s0 proc
drwxr-xr-x. root root unconfined u:object r:default t:s0 repo
dr-xr-x---. root root system u:object r:admin _home t:s0@ root
dr-xr-xr-x. root root system u:object r:bin t:s0 sbin
drwxr-xr-x. root root system u:object r:security t:s@ selinux
drwxr-xr-x. root root system u:object r:var t:s0O srv
-rw-r--r--. root root unconfined u:object r:swapfile t:s0@ swapfile
drwxr-xr-x. root root system u:object r:sysfs t:s0 sys
drwxrwxrwt. root root system u:object r:tmp t:s0O tmp
-rw-r--r--. root root unconfined u:object r:etc runtime t:s@ tmp2.tar
-rw-r--r--. root root unconfined u:object r:etc runtime t:sO tmp.tar
drwxr-xr-x. root root system u:object r:usr t:soO usr
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drwxr-xr-x. root root system u:object r:var t:s0O var

FELEENIRF, EoUERMEERNTENE, THAF. AEMEREAR, s0IREET

LRGN REIMEFNREMRT, AXFITISXLEIFR, FHRIFRER, ERHFIEET s0, IF

IREREXFEERPAGFHMESD. F80, KRA admin_home t IFREEEH /root BRS
XF home_root_t IFIEEERY /home BHRFHITELIR. SELinux SREEFZHXEIMFRITE

X AR EMFERTIAIREL

LZEMMERNEXHEXEK, E5iHONHEFEMIEXE. Flt0, EF43.6:0 “FH ps

Zaux THIERY SELInwOZE” A, BRI UERIRS SR EHENIFRIRE,

5l 43.6 : {FH ps Zaux RRiHIER SELINUX 8

> sudo ps Zaux

LABEL USER PID %CPU %MEM VSZ RSS TTY

STAT START  TIME COMMAND

system u:system r:init t root 1 0.0 0.0 10640 808 ?

Ss 05:31 0:00 init [5]

system u:system r:kernel t root 2 0.0 0.0 0 07 S
05:31 0:00 [kthreadd]

system u:system r:kernel t root 3 0.0 0.0 0 07 S
05:31 0:00 [ksoftirqd/0]

system u:system r:kernel t root 6 0.0 0.0 0 07 S
05:31 0:00 [migration/0]

system u:system r:kernel t root 7 0.0 0.0 0 07 S
05:31 0:00 [watchdog/0]

system u:system r:sysadm t root 2344 0.0 0.0 27640 852 7

Ss 05:32 0:00 /usr/sbin/mcelog --daemon --config-file /etc/mcelog/
mcelog.conf

system u:system r:sshd t root 3245 0.0 0.0 69300 1492 ?
Ss 05:32 0:00 /usr/sbin/sshd -o PidFile=/var/run/sshd.init.pid
system u:system r:cupsd t root 3265 0.0 0.0 68176 2852 7
Ss 05:32 0:00 /usr/sbin/cupsd

system u:system r:nscd t root 3267 0.0 0.0 772876 1380 ?

Ssl 05:32 0:00 /usr/sbin/nscd

system u:system r:postfix master t root 3334 0.0 0.0 38320 2424 7

Ss 05:32 0:00 /usr/lib/postfix/master

system u:system r:postfix gmgr t postfix 3358 0.0 0.0 40216 2252 ? S
05:32 0:00 gmgr -1 -t fifo -u
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system u:system r:crond t root 3415 0.0 0.0 14900 800 7
Ss 05:32 0:00 /usr/sbin/cron

system u:system r:fsdaemon t root 3437 0.0 0.0 16468 1040 ? S
05:32 0:00 /usr/sbin/smartd

system u:system r:sysadm t root 3441 0.0 0.0 66916 2152 7

Ss 05:32 0:00 login -- root

system u:system r:sysadm t root 3442 0.0 0.0 4596 800 tty2

Ss+ 05:32 0:00 /sbin/mingetty tty2

43.8.2 3%&FF SELinux {&3\
7£ SELinux A A] LUER =MAREHER

xR
XERIMETL, SELinux ARIERBEFBIMNRIFARSS 28, FHREMEEDIEREIFITAE
Fo

H:
HEXEFER, MRIGBHN “TEM” , SELinux BRFIPEHIRSSE, BNaBLEnN
FrEERIeREBEXHEF,

at

[SF-=4:-
FIERX T, SELinux A FXEFRES, HEARSIBREMBE, EXHRSEFEREMX
HRFEFER,

BB T NS | SERRSI5| S5 H%0EE GRUB 2 18 SATRY SELinux &Rl

43.8.3 {4 SELinux IfiE Ay

EEGN—EZTFRITEXFIIMESEE, DR SELinux IEE k.

MRERENERPEIRT —IXHEF, EXHRINEAAKBERNIFRERE, B2, MEFE
PMXEMN—MIEBES—MIE, ERREERRNUEFFRANIFEIEE,

ZRBEXHRIMELRE, oJLUER semanage fcontext i<, ML RIEMIFR

KEBGNKE, ERIIUENENIEPrNFERE, ENAKRKRPNIFERE, SEEEET
restorecon &%,
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/8 semanage fcontext BRI RETFIXHELTHRENIFR, vlEH

> sudo semanage fcontext -1

5']&%%43%}5&7%%1&, BMIZFIERFIHEFAENSEFRIF IR AT e A R, FNZTIRRK

(GBEBIO43.7: "BEERINFFAE" ) o

5143.7 . EBERIAHIFR

> sudo semanage fcontext -1 | less

SELinux fcontext

/

system u:object r:root t:s0O
/¥

system u:object r:default t:s0O
/[ 1+

system u:object r:etc runtime t:

/\.autofsck

system u:object r:etc runtime t:

/\.autorelabel

system u:object r:etc runtime t:

/\.journal
/\ .suspended

system u:object r:etc runtime t:

/a?quota\. (user|group)

system u:object r:quota db t:s0@
/afs

system u:object r:mnt t:soO

/bin

system u:object r:bin t:s0O
/bin/ . *

system u:object r:bin t:s0

s0O

s0

s0

s0O

B LUEE = A R B SRR S R RVIMRIZE

o ZERESHEEMBANRINFELE:
o FRIFERSZOFMIT. FLERSEETLL selinux 4

I RIS BEFTERNFEER.
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EEA-A—

X BB (6]

type

directory

all files

regular file

regular file

regular file

all files
regular file

regular file

directory

directory

all files

BRCE, HEBENAIE.

{&ER SELinux IRiESEHY

Context

X:>>None>>

EEBFMIT, HPESENIE
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HEEMMIFIEISERR, £/ semanage fcontext WHIZIEE. lHSIES -t FE
KEMENE—I S8, EREERIMEISENAINBERERIXENETR. BERFIFEN
REIERER (ETEEPNAZIME) PEFENMENR, BERENREX (/.%)?
AMEIEREM. XRR: EFEMLEZMA—IREEREAFHFHNNR, semanage
FHMIINRGIE S EET semanage N—LELAMAERA, BXRENFRAXIIFHAE
B, B8N http://www.regular-expressions.info/ 72 _LHIBIEREME TR,

o BRAG LFMERRFREEMTIE:

> sudo seinfo -t

RFNERZGLIMEIFEZHER, NIFES grep BEMUGLESHER, UTIRE
FRo

43.8.4 MNRANHIFIE

AEENEIEMNA SELinux MR, LUFE 25 T 4NfEIfEA semanage fcontext #
restorecon ZEIfIR, B=AI, FEXZHE, BEIFRIAGEIRE Web RSB ARIE
BT, B SELinux 1B/, EMSERTIIE:

1. 8 /web B, ARNEHIITENR:
> sudo mkdir /web && cd /web

2. FAXERERCEEES A “welcome to my Web site” BY /web/index.html X
.

3. [FHRIESSITH /etc/apache2/default-server.conf X, H¥
DocumentRoot 1TE249 DocumentRoot /web

4. 35h Apache Web fR328:

> sudo systemctl start apache2
5. 5@ Web RSS2 EBIRIE:

> w3m localhost
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BRWENEERIELHES. 8 Enter , ZAF1R q BH w3m,

6. X EIZKIA Apache DocumentRoot BYFIIFIESRE!, B /srv/www/htdocs . ROEHE
REN httpd sys content t:

> sudo 1s -Z /srv/www
7. TERBEHPISERIFEG, AGIR Enter !

> sudo semanage fcontext -a -f "" -t httpd_sys content_t '/web(/.*) ?'
8. N FAFIFEARE:

> sudo restorecon /web

9. B RER /web FEXMHRIIFIR, AJLUEE, MIFRELEEBERKES /wveb BR, B
RRBEIHEESHNAR,.

> sudo 1s -Z /web
10. LURAANEFIFIENBE /web BR. MEIEMISERBIRIE,
> sudo restorecon -R /web

11. &350 Web ARS528:

> sudo systemctl restart apache2

WE, EROZFILAR /web BRIRNE T

43.8.5 ®2E SELinux £k&

BOCRBSITANIRE BN AR ERNRE, XERRES—EFX, TANRENERBHR
B, EXhrIANGRE, HIE1T

> sudo semanage boolean -1
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ttam<$ B R—MRENAREIR, HPERTATSM/RENIER. KIBELENHR
{Efa, FILAfER setsebool -P FEEEEANMRENE, A setsebool B, i
YRERMER -P &I, EMSEIRES NFIEE FRSRIEX S, XRHRAAES|ISEBEIN
B RENE—F T

TENIRERM T B RIEENTS

1. 75 FTP fRS5 288 KAITR/RIE.

> sudo semanage boolean -1 | grep ftp

2. XHAm/RIE:

> sudo setsebool allow_ftpd_anon_write off

SEANBBAREHAKNE, AREKRIEARESEHIKA:

> sudo semanage boolean -1|grep ftpd_anon

3. E35|%9RSR.

4. BRIGE allow ftpd anon write F/REEZNATITARS. AFHERIGEE
KENER, AtZ=LMEFXETRE,

5. PHRAmREHRKIRESNRE:

> sudo setsebool -P allow_ftpd_anon write

43.8.6 {3 SELinux f&R

ERIANERT, SELinux ERIERIERS, XEKE, LI SELinux THEEREREE RS RN ERIEK
B, MeERFEZRIMERM. S MERERS K SELinux BRB RIS ESB57. 5| SELinux &R
MEHNBEMNRABEE=ZAHNEFEERSS SELinux 8. BIREX SELinux RIREIBESE, ATIL
£ semodule -1 @<, LHSRTIH SELinux HFiEBIFIEIERNERE S,
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ERNEER, BoUFABHXAIER, WRERBEEF SELinux WEANZH (MARISFELE
%) , UBEERR SELinux (RIFIVER FEITIENRS, LWINREIEEER. LHETEHLT
25 F 158 SELinux 5RB&HY SUSE Linux Enterprise Server 1, BX¥MIMCERIRER X AEARE
BHFTEEIR, EEREDERERLEE SELinux FIPMARS L. BXF SELinux 1231R, 15
fEF

> sudo semodule -d MODULENAME

BEBRRBERR, AILUER

> sudo semodule -e modulename

439 T

FRIANBRT, MR SELinux ESBHENERRE, RASBESHEREXNESTERLXE /
var/log/audit/audit.log X, X#&E auditd RSB ETIEIT. NRELM /
var/log/audit =M, BEFEALUTH<E auditd iRS

> sudo systemctl start auditd

HERUTHLERSGBITFERAE

> sudo systemctl enable auditd

£ 43.8: “/etc/audit/audit.log REYRAITT” b, EAIIUED /var/log/audit/
audit.log RWARIEE R

fj 43.8 : /etc/audit/audit.log HEYTHITT

type=DAEMON START msg=audit(1348173810.874:6248): auditd start,
ver=1.7.7 format=raw kernel=3.0.13-0.27-default auid=0 pid=4235
subj=system u:system r:auditd t res=success
type=AVC msg=audit(1348173901.081:292): avc: denied { write } for
pid=3426 comm="smartd" name="smartmontools" dev=sda6 ino=581743
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t

tclass=dir
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type=AVC msg=audit(1348173901.081:293): avc: denied { remove name }
for pid=3426 comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-

WD WXC1A21EQ454.ata.state~" dev=sdab ino=582390
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=dir

type=AVC msg=audit(1348173901.081:294): avc: denied { unlink } for pid=3426
comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-WD WXC1A21EQ454.ata.state~"
dev=sda6 ino=582390 scontext=system u:system r:fsdaemon t
tcontext=system u:object r:var lib t tclass=file

type=AVC msg=audit(1348173901.081:295): avc: denied { rename } for pid=3426
comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-WD WXC1A21EQ454.ata.state"
dev=sdab ino=582373 scontext=system u:system r:fsdaemon t
tcontext=system u:object r:var lib t tclass=file

type=AVC msg=audit(1348173901.081:296): avc: denied { add name } for pid=3426
comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-WD WXC1A21E0454.ata.state~"
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=dir

type=AVC msg=audit(1348173901.081:297): avc: denied { create } for pid=3426
comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-WD WXC1A21E0454.ata.state"
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=file

type=AVC msg=audit(1348173901.081:298): avc: denied { write open }
for pid=3426 comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-

WD WXC1A21E0454.ata.state" dev=sda6 ino=582390
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=file

type=AVC msg=audit(1348173901.081:299): avc: denied { getattr }
for pid=3426 comm="smartd" path="/var/lib/smartmontools/

smartd.WDC WD2500BEKT 75PVMTO-WD WXC1A21E0454.ata.state" dev=sda6 ino=582390
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=file

type=AVC msg=audit(1348173901.309:300): avc: denied { append } for pid=1316

FEZTF, audit.log FRTE AL, BMRFAD N, MELIMENIREIAKEU
B, S—THIANNARNED. Fll, RE—1TESUTED:

type=AVC:
B SELinux #BX BT BE1TER AR ENRIR type=AVC F3k
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msg=audit(1348173901.309:300) :
XENE, BIRNE, BEULTHE (B 1970 F 1 A 1 BAREIHNTE) EAN.
EEILSt L ERTER R SRIEVERDER date -d, DUBEZEHZEANAE
B

> date -d @1348173901
Thu Sep 20 16:45:01 EDT 2012

avc: denied { append }:
BERIELNIFTIRE. EAFIR, RACELRKIHIREMEIXH. EXEEITEEXH
B, S UABRNEHMALIRIE, 5190 write open. getattr F%,

for pid=1316:

AR ERVEr L TOHZRVHAZ ID
comm="rsyslogd" :

5% PID XEXBUIFE R <

name="smartmontools" :

RIFEMRBIRAR

dev=sda6b ino=582296 :
R HFRHIEEM inode S

scontext=system u:system r:syslogd t:
FIAE, EMREREERIIFIR

tclass=file:
FRBISEARIR

EE] LIRS — M A AR audit.log FEITBIASHIMOE. ERILUER audit2allow
S REBEISH /var/log/audit/audit.log RFEXFREAMAEEE, audit2allow &4
RE—BRA=FENHSHRN. B, FIUEA audit2allow -w -a UEZTFIERNA
RETHIMEE, BINMBERT, audit2allow -w -a S4IE audit.log X, MREEH
M7 audit.log XEHFIFEHRR, BREIEEEH IR X4, ARFERAUTHSAMZIGRX
%

> sudo audit2allow -w -i FILENAME

419 i SLES 15 SP5



5143.9 . FIFEITES

> sudo audit2allow -w -i testfile

type=AVC msg=audit(1348173901.309:300): avc: denied { append } for pid=1316
comm="rsyslogd" name="acpid" dev=sdab ino0=582296
scontext=system u:system r:syslogd t tcontext=system u:object r:apmd log t
tclass=file

ZERtRERRERERZ
iR/ SERISRE] (TE) AAFRRN,
EER A RHAVRIR ARG, BIETT

> sudo audit2allow

EERARMEMNUIEL T hR, EelLAER audit2allow -a EREIERE audit. log
XEHERE SRR RSIFINI, KA audit2allow -i FILENAME ERNATFEHEEESE
XA FHTEH SRR ;

f5143.10 : EFMLITIEL T AR

> sudo audit2allow -i testfile

# syslogd t
allow syslogd t apmd log t:file append;

B IR LIRH AT RIBE 2RI 1RIAY SELinux R3R mymodule , I&IETT

> sudo audit2allow -a -R -M mymodule

NREEXNBICRE audit.log FFBESZHRITILEREME, BEA -a -M <38 B
EXHREFERSHITIERSE, BRTENRAFRER -1 -M:

f5143.11 : SIEARIFTAIBIELNIR(FRISRERIEIR

> sudo audit2allow -i testfile -M example

To make this policy package active, execute:

semodule -i example.pp
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90 audit2allow &p<FR, BMEFHRU T ARSI THER: 4 semodule -i &<, 7
# audit2allow AEEIERHIEIRIEFM (TELBIFA example.pp) o
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44 THR Linux 81t

ItbhiZs#Y SUSE Linux Enterprise Server BEM{EY Linux BB ITHEZRIRHRT S CAPP (%
?1175 Iﬂﬁ?}ﬁﬁﬂ%ﬁ(ﬁ:) FEMEITRSR, ZAZKEBEMKEERAR2EXEHDN
58, BB NEFRIHIRRAEEST A EE T2 EEEM AR HIEERK.

IR ITELZRE CC-CAPP/EAL (BRIENZITIARIRIPECE X 4/ WL RFEZR ) A
IEN—EEZER, EREAZR2EREAEN (CC) BEAFIhi 22 ERIE T
o BAENRIZEBNE P IFHIM T BN E RS XBRIGEFNEM IT ~miiRe
Ko

BRENESIHMEEREMGENX: DEERNREER, IheeEKERZITHE m
N&2REY, CEFITRMRIPEE X4 (CAPP) . RIEZERLCETFITHEIRIER
Al (EAL) o EAL EREFITLERELLEMEFT. BREBRIELHTGIAITRY
EfEs, WEENNRAIEFEERALARIHRE2RANER. HITHEMIE
Ao

BEAERE, SAEXREMREITNTEREUNSER . BXBHE
NZ&SBIFEMEE, iES U the Common Criteria Web site (https://
www.commoncriteriaportal.org/) #

Linux BRIt AERE T IEFRAS T RA LR ENBRNGE, AEPTIEEREANRZ 2N, B,
EASHAMREIMIMIZ 2T — EREMEAZIAE LMK EN RGH LMEA S EEF]
o HiItRTATRIRXLR, HEBMERNGINIZ 2T (1 AppArmor) RRALEX
LE 5],

HItEESME, SMAGEHANSMERREEXBIIRE, FHiITAZERSBIRRSIARHF
BREXFEMH. auditd TFHFEFSEHIHREENERE, SMaLTRAREFILERITE
BFEHNER. EEMEY.

BRI RIS AT LA TR ME:

¥R S#EHEXE
ﬁﬁ%f‘Eﬂ%ﬂFﬂEMM%FmoEH,”ﬁﬁiﬁ%ﬁ@ﬂﬂﬁﬂ%ﬁﬁ%f%
FHREWMNEE, HAMZAR RS AIREEERS LRITERRF
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O ==: Ea88PD
HIT AR UID WEaR., ALt, HeReEam® UID (Bld, ¥ tux K
uid=1001 ¥ uid=2000) , MERF UID EE. BN, BEEEN
auditctl #E (FRitHN) , HEFEEBHCRIBEIER BRI,

ERFHIHER
Linux BIHRE T B FRHRITREE NEEFH RELBREENZ ENHRRN TR,

EENENEITSES
HiHEM T ST RS E AR SHNFIHRSENEARER. ErILUTIE:
° AR
o 4
e Bt ID

o IMIZEMNZ

o ImAZEA MU
° RYEARA

° RFFABEK
o Xt

o X1FiRfE

° BIHERRIW

Rz &R It
HIHEM T BT IIESEXFEMHIEITRS USRI MIEREE F MR 7E. &R
BIZECHMNE, LRI TIFEFEREBRENEM,

FRIER SRR AT At
HItREH root 8, EILREER root Eff. RRERBRNWARTEERFITAES.
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BrLEE T EURER
MRARFERTAF, FBHAEITTIPEFIRERER LR, FHIERT, #Hitr&E
SR ZRGKH, UMEEHRERITIES, XMXAZHITARZAGABRSILED
Hi%, TaREMEERPEE. RMANEERTERASASTHIER—FES, MARHF
AR
MRFZSGERERASHERTHETE, AIFFEITRAGEENNTEEXH. RALES
SHEFIT T EFEEREETERFLERTIER,

44.1 Linux SEitAHEREN

o SEE: audispd E&F#Z auditd
£ SUSE Linux Enterprise Server 15 SP4 H1, audispd FIXBBE&HE auditd
F, FrAE audispd ECEMEMTF /etc/audit/auditd.conf #1 /etc/audit/
plugins.d i,

TERPASHEITAFEEZEINRES

Gu‘jitdACOmf

'~
~—
~-.
~-
~3

i\
Ay — auditlog —_—
\
\
F

1
CLR2R \

1
\
- -
\
——
-
—

44.1 . LINUX @Eit4AHGEN
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AR ATORAM ZERBIER, EAFARRANF ZENEHZ,

auditd
HitFiFRER B FitREOERH BN BREFNRGEH A NERITEE S N,
HitFIFiEFNEoANE systemd £8l, HItRATIEE (RERBEN) H /etc/
audit/auditd.conf #£Hl, HX auditd REEREMNFHMAFES, BEENFE 4427
“ECEHITTIPIER

auditctl
auditctl LAEFEFHIEITRS. SrHERIEITEONBEERSHNRNZILE, UK
BT HEEREMLEEGIMNE, BX auditctl FHFEAER, BEENE 43T “F
FH auditctUi=HIEITRA o

=it
/etc/audit/audit.rules X#HBE—Z5 auditctl &<, ERASITH, S
PR R REERYXER<S, BXHITMUMNFAEE, BEILE 447 K
SHEEIEITRA

aureport
aureport LARFLEETHITSEHESIEZBEXNRS. ErIUENREERIRS
RYRNZS, TR P EL ML FAF2 R o] LAfE AR RIS A%t SR 42 HIX Lo 45 RAVEI R AR A T E At
E. BX aureport BIFHER, BENE 4457 “THEITHEMERRS o

ausearch
ausearch LAERTLUFERMIERIRANZ MR EMHETER ITBEXHHERY
EBEM, BX ausearch BUiFER, 1BEIE 44.6 T “{#F ausearch &iFHIT
TiFRERAE

autrace
autrace SHARERFUEMTF strace WARERERENHTIE, autrace BiEEIEIEEE
HitH&E. BX autrace BNFAER, BEWNFE 4477 “HH autrace 2iiHIE” o

aulast
FIRRENINEFEPHYIR, EIUTF last. aulast EENFHITELE (RALENHIT
HEXH) FaE#ER, HETHITEETHNESCEE RFAEEFMEHEBFR TR,
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aulastlog

LIZEMF lastlog WARYIEFREITENIAFN L

/Aﬂiﬁjlao

44.2 BEBEITTIFRER

TEERI IR R H AN R E T B EZ A,

RE

RER. BYEERZ. KO

BARRESHFPRFES. /etc/audit/

auditd.conf EEEXHHEHITRATTIFEFBINENIEITA. MFAZSEHABHIM
=, SUSE Linux Enterprise Server FEMiFIRRINISER B R, WNERE CAPPIFIR, NEEFE

HRRE DS UTRAINRINEKE:

f5 44.1 . 2XIARY /[ETC/AUDIT/AUDITD.CONF

local events = yes

write logs = yes

log file = /var/log/audit/audit.log

log group = audit

log format = RAW

flush = INCREMENTAL ASYNC
freq =

max_log file = 8

num_logs = 5

priority boost = 4
name_format = NONE

##name = mydomain
max_log file action = ROTATE
space left = 75

space_left action = SYSLOG

verify email = yes

root

50

admin space left action = SUSPEND
disk full action = SUSPEND

disk error_action = SUSPEND

use libwrap = yes

##tcp listen port = 60

tcp listen queue =5

action mail acct

admin space left
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tcp max _per addr =1

##tcp client ports = 1024-65535
tcp client max idle = 0

transport = TCP

distribute network = no

g _depth = 1200

overflow action = SYSLOG

max restarts = 10

plugin dir = /etc/audit/plugins.d

end of event timeout = 2

BRXLEINAYIREE, 1520 man 5 auditd.conf,
RETS

RIEERSRENRHE CAPP WEX, FEEFITTIFEFNREEGIMERS, TEFER
ERENREZBEHE CAPP BXRIAIE, FiRM “CAPPIFIR" FREMEMNFAERE
B

5eR /etc/audit/auditd.conf FWSHFEFECER, T—IREREHTIFIEFHRITH
HItE, HATIFEFEREBEIFIZITRIZ IR RS

44.3 £ auditctliTHIEITRS

auditctl ITHEITTFIFEFHNRSNELRSES K. SIEFINARSKRITHEIT

£, auditctl FABEITHNIFREHRFHNMLEAHFEERSHITRSEH#HTHEITEE, o
£ auditctl TR HEBIESHMNEHIETFITFIFEFLIBL XY, BHEIHHNEE
SLEHITTIFEER. auditd SFIFEEREIAECENKE /etc/audit/audit. rules THIEHIT
M, BXEITMUNEZET, BEBNE 4447 “FEHEEIEITRES
BFEFHEAEHITRASHNEE auditctl HmSEIE:

° auditctl -e, BFEHAZAHIT
e auditctl -f, FAFITHIBERE
e auditctl -r, AFIETHIFEIDEENERZE LR

e auditctl -b, AFiTHIFRE LR
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° auditctl -s, BFEEEITTFIFERNIHIIRES

° auditctl -S, BFEEEHRITHNRABH,. TRSK LIEIT auditctl -S ZHI, BR
0 -F arch=b64 LAB5LEEIMAREHRITAZELE,

AR LUITE audit. rules XHEHISE -e. -f. -r # -b 3EW, XELEMLTEESFITTIP
&R BB AR E H e N\ IX Lk,
BHEFEA auditctl -s EEHEITTIFERIRE, EA auditctl -eFLAGC EXRRE

TS, MIFVE-—FRSER (BEFEXLAEIMNSHNER) . TENRHAERT LT H
B EIPRESHER.

{5 44.2 ;. auditctl -s BOTGIEES

enabled 1

failure 1

pid 790

rate limit 0

backlog limit 64

lost ©

backlog 0
backlog wait time 15000

loginuid immutable 0 unlocked

®44.1: HIHREEE

InE B X [FTEERYE] e
enabled ERBBFRE. [0..2]0=%2% auditctl -e [0]1]2]

B, 1=-BR, 2=-BRH#IE
iEE, B3I, IMTERE
RBEETERARAER, R%D
~IERHEMEG, (BER
audit-devel #H man 3

audit_set enabled. )
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& & X [FIRERY(E] e

flag WEMIES, [0.2]0=3  auditctl -f [0]1]2]
2K, 1=printk, 2=7&8% (3ZBD
HEEREERFPIHIBRL E

Fit#)
pid [ETEiE1T auditd AU —
IDo
rate limit KRESTWEHEH LR, tRZ auditctl -r RATE

EFRAAZEESHHEHET Z
EBR, SASREIRSTIEE
HYR1E,

backlog limit IBEAVFHIRGEREITEPX  auditctl -b BACKLOG
HRAEHEB. MRFAEEAFX
B, BiLHEIRSEPIEE

HYIRAE,
lost FITEHAEXRNHEITEER R, —
backlog St HFIARGIENFEITEAX —
o

44.4 RBEBEERFEITRSA

TR LAESNERER auditctl RRPEAATIEHHITRSANG S, WAIUGERA auditctl
- R MRt 21BNt e <. BEIFITTIFERG, init IASERE—MMAZEM /etc/
audit/audit.rules XHEHMNM, MUILRM LRI TRIRFEHRIT. ERSFANET BN
BIER auditctl 8<%, MUXHPERRNIEES auditctl s ERRVIEEMEREL
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B ERDITERIT auditctl FETHHEITRAFRMNERERAERNEF2FE. B
BAREEN, BIEESCRMEl /etc/audit/audit. rules X, INRFHFTHRER
I, JEER systemctl restart auditd SF<SERFITRFEUEH SRS
&%,

f5144.3 : THEITEN — HitRESHK

b 1000@
-fl1e

r 100
e 10O

0 BEERVEHETEPIXHNRAKRE. RIEASICREDNILRS, ERIEFEFBE DX
HE, URAZLWEHITHHITESES,

@ EEEFEAIMETS. BXAENE, BERE 4.1 "BHIPRETFE o
©® BEARBVUIALNERNEREHE, BXFARGE, BENE 4.1 "HitSIHE" o
O ERIFEAHEITFRS.

fEAETT, EUURERUEAENEIXHRANEEXH. EEHFRHEITHIAE, &AL
AN XERFRSNI, FASMEATERENE, A EEREFIR?,

f5144.4 : FHETHN — XERFHIT

-w /etc/shadow @
-w /etc -p rx@
-w /etc/passwd -k fk passwd -p rwxa@©

Q@ v ETSHEITRIEEXH (TEARAIFA /etc/shadow) BN, ERIEXHTH
[N PRBVFRE RRIEREFEI 2.

@ LRGN /etc BRAVENI, FHISREFAMITIL B RAVIIRHRIER FBNPRIIE ( -p
rx)o ERXFMIINRFRER—MIRBERRGAREKEI 0. REMNFEIRHX
HAMIBRIAE XAHRVIREIER N B RBXNEN . BREUSE BR TEXHHERRD
F4, NZASTXARBRAN—FAN. EAMESXXAFmNBBIRNZa, BN
WIIF e AL IR XIS R I o
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(3]

HEFME /etc/passwd AM— MA@, HIHEE. BN HITHEMEE AR
FRANPRTIE. -k EIMALEEIEE— 18, UEHEARIBILSESHNEITEE (f
YNfEMA ausearch Ti8) . RN AERIMNIERERRIE, XHFEEEETIERMNEPRE
M3H, ERI RSN A TN,

ZgUARAETTEERNLELURT N AEF R BRFIREREERFRTTN, KITXERNET, 15
ZERIFITAERARARUESEMARAEH, FASBHMETERER. BFASEMESEHE
BIRE, UNRNESESEMHA SEEREANR,

f5l44.5 : THIETHRN — RFEAAHET

1 1 1 1 1 1
Q U 9 9 O Q

® ©

432

exit,always -S mkdir @

exit,always -S access -F al=4@

exit,always -S ipc -F a0=2@©

exit,always -S open -F success!=0@
task,always -F auid=0@

task,always -F uid=0 -F auid=501 -F gid=wheel ®

LRI mkdir REERRESRIT. -a EIANAKERIN, SHREN nkdir R4
WA (exit. always) B, WWRNMSME—NEH, -S EHHEERN X ER AR
FRERSNIE)

LEFRMAANRT access RGTAMAMEIT, BNYZRAFAABNEZ 1S4 (mode) /7 4

(R _OK) BI=#4TH1It. exit,always SHIEITERALRFEBRFINEREITIFE,
HEHITITHRAS AR ERLIRS.

LERRIZRAN IPC ZERFHIRRFAIEANEITIFE. HEN ipc RAABERAE—INRFAAR
SEEE, BILUER -F a0=IPC CALL NUMBER #E&E,

e BT+ LAY open AR E .

LM BES TN (KEFAH task) BRfl. ©5 EREMAUNNRRZLET,
EANATRENRENHE, BRSNS, BREFRKENESHNNFE, i
UID. GID #1 AUID, LERFIFRNLTIEHERHITID 0 BFIEES,

RIEXEMNUERT RZLIER. FIETIREME5IEIE AND EHATELES, RN
BNAFHFEHEITID 501, L root BHE1THER wheel ERENFIBEES. &%
REAFRBRNAENHEDECHIT ID. AG, Lt 1D BEHHF¥EHER B s ER
Fi#iE, BMERFERESY, it ID BNHSFRFAE, oA TFRERERARF BZE,
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O =T SERGARSHK

BXRIBRAFFASHNESZSAT, BENE 466 T "LEARFFAZSL o

EAXETLUEAMNAMEI R RYE, MBEERUEGRAN, @I ARENGERIERERED
ML, & MERRSOREAMNES A B R M0

5l 44.6 : MIEREEITHINIFIS 4

DO
-d exit,always -S mkdir@®
-W /etc®

O AERREIHFINBIAT I FHRIBRERIARIZERIRN, RN BIE /etc/audit/
audit.rules XHHEIE—FMAN, FIFHRENERIMAIMNASSERURIFENN
MRS, 7EHIT autrace ZRIAFER auditctl -D <, LIBRREMNS
audit.rules XHHFIERERIFMAEAZ,

@ LEHMBBRENRFERFMMN, -d EHATALTFREMN AT RBRAER R SRR
MUsETE, HEHMTLILE,

© IHNSHEITMAMNNATIREFES /etc BRI, HARUBRERAES /
etc BRENIMAIRN, MAECER T WA IRD IS HEIED,

BT7REITHSERHFIER T LN, 5517 auditctl -1, LHSERAEAN, ST

3]
Ei‘_%%mmUo

{5 44.7 ;. {#F auditctl - 1 FIHRM

exit,always watch=/etc perm=rx

exit,always watch=/etc/passwd perm=rwxa key=fk passwd
exit,always watch=/etc/shadow perm=rwxa

exit,always syscall=mkdir

exit,always al=4 (0x4) syscall=access

exit,always a0=2 (0x2) syscall=ipc

exit,always success!=0 syscall=open
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Q ixE: tuEiEmu
B RS P S TR S 2B TN, 75 X AT A AR B S M B3 T R
HITAMNEIFAES, ESN auditctl(8) FMIIL,

445 THEEITEEMEMIRS

B T## aureport SLAREFER, YIAAERITFIFIEFAERRNBERNEER, UKEHE
T NFEHEAIERPERNS, REERNXEERE, B EREPNERERERESKE
GRS

4451 THEEITHE

UTRHIESERTHITMERAR MRS, UREHRITEERRREEENA. —
E‘Z%q\ (;ZD%E)EHT E/l_,\tfe}ﬁ) EETI_EIL,\?_ﬁ%T_ /va r/log/aUdlt Eiq:o

BECRAMHLRNELS: BREBENECHFE, ERLEHSNMNEEIHPH type= Rk, H
HFEREESEMMFAEEMNE, FEUTREIA, type=SYSCALL F type=CWD RicR*E
Bl, arch=c000003e # syscall=2 SEHKFE, EEETHNEFHRE,

B8 /usr/include/libaudit.h X (GRE audit-devel I4E) UEFICRAELR
T ELSEEETE M5,
iz1T ausyscall --dump SFSUBERAABRERSHRBKIESX

> ausyscall --dump

Using x86 64 syscall table:
read

write

open

close

stat

fstat

— U1~ W N R O
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F—PTBIRNEEN less i<, B NRAIEE AR SRITEERIEITHITHITEN
B, BEFIERIAE PAM JETN,

51 44.8 . EREFEITSEEF - EFHITAE

type=SYSCALL msg=audit(1234874638.599:5207): arch=c000003e syscall=2

success=yes exit=4 a0=62fb60 al=0 a2=31 a3=0 items=1 ppid=25400 pid

=25616 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0

tty=ptsl ses=1164 comm="less" exe="/usr/bin/less" key="doc log"

type=CWD msg=audit(1234874638.599:5207): cwd="/root"

type=PATH msg=audit(1234874638.599:5207): item=0 name="/var/log/audit/
audit.log" inode=1219041 dev=08:06 mode=0100644 ouid=0 o0gid=0 rdev=00:00

FTEMNSEGER— 1 EEM less /var/log/audit/audit.log, ERE=FEEEAEIH

Eo FMEEERYMEX, NEHFWN—FHEBLTIBMEAMERS, F—FXHEBRTUTE
8.

type
BROSFHEE, TARFF, ARFPARANSFHIEIRT SYSCALL £3, 2% CWD
SHMENRRERIITRASARNNIEF LIEER. AMERARFBAANES I IERT —T
PATH Eft. open RFFRMNIERT— MRS, RALNERT—1 PATH FEt. 155
HEFR, PATH BHRERFRZRFRBSHNHARLIEME—THMRRE, Eit, B
ZFES (Wb EHRENBRIFERES T AT IRRINNR,

msg
EEESHIER ID. % ID AR NED. : SIENFAEFRRT Unix S, §S
EENSFRIREMGNES ID. FMERIKE— T NARFEASAARNRESHEHERE
BINEMH 1D, MRNABEFALEZXRRSFER, FEAESES—1FH 1D,

arch

S|RARFZIBAB CPU ARLEM, EREER, BELNE[ ausearch sp<HhER -i
ETRARRD IS B

syscall
AGERANER, M ERAARIEIT strace KYIEIER. EIERE /
usr/include/asm/unistd.h THRSKIFRTIR, IecEAERENTR. T4
i, syscall=2 & less AEFERD open AR (I man open(2)) o
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success
AR TARENRINIE R KM,

exit
AAFERREIMEREE. XMTFARFIFERN open RAAR, BREENXHEARRTH
S, WWERRKIABEMR.

a0 ¥ a3
AFGERNFIENEE, RBEHFERR. XESHNESRZFBBHERX, &= (open
ZAER) BERT LTS

a0=62tb60 al=8000 a2=31 a3=0

a0 RFEBMERFMAMIL, al RS, UH7NHFIRTE 8000 HigALL \#HIR
TR 100000, [FENXEEHA 0 LARGEFILE, a2 2181, BT KRIEE 0 CREAT,
LEREALLSE, a3 FEH open RAVFRERE, BFEEMRXAKAANFMIL, TH
A5 ZASARBRERNSH.

items
EBLE N AERFNF R,
ppid
Rt i2 B9 A# 280 1D,
pid
FrotrdtiEm 1D,
auid
BHit ID. AARTEAFPERNAENHIZEDEEHIT ID, G, It D FELBPB#aH
EFTBIRERF#iZ, BMERFRERTHSM (w0, TRT root) , Hit IDHBERFE
BFALT, REitt, EaLeLRERRAE B igE
uid
Bz EAFE ID. EAGIH, ZID A 0 (RR root) o
gid
Bonz#EAFP A ID, E4fIFR, ZIDA 0 (F= root) o
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euid, suid, fsuid
Bhz# 2R ESARF ID. BB ID MXHRFEBF ID.
egid, sgid, fsgid
BohiZz#ERN AP B ID. 2ERA ID MIXHRSA ID,
tty
BTFEMNAREFNAR, AREITE SSH 1ERER T — Mk,
ses
ERRE D, RASTAFLERMNGERHAIERENE, EUREEEIEXKIFENER
TR
comm

N R B RS FIRPESFRERRI R

exe
B R RS IR,

subj
auditd iERHBEEERIERZLIME (FI30 AppArmor) BIAR, ZABIFPRRBY
unconstrained FRRFZEART AppArmor BIRHI, WNRHFAZEZRIRS], iR Z#HE
XHE&ERN0E AppArmor BRE XHET,

key
MREEEFRINFZERIANG, BRETHESNENTIEREFFTHR, BXLRS
ausearch E&8FERAT LR ILEZAEZHIAE,

Tl less HAMANEZZFHERBERTINIT less THHNHFITEE R,
BZXHEEBRTUTEER (E5IAN type # message #5&)
item

EARTRGIG, item SIHT a0 B3 — 5RiA SYSCALL JHEXKEXMIEREIR, WRRKBIAA

BEZTRESH (BIA0 cp 2 mv &%) , BIFIIAE-NRESHRICR— PATH =
o

name

RMERNBEILRL open RAAAREEZ.
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inode

RS name MMAY inode /S,

dev
IBEE#EXHIIRE. EAfFIFH 08:06, T~ /dev/sdal 5 “F— IDERF LW
EF—M0K” ,

mode
XHIFRN RN FERTIHE R, EERGIF, root HAEIREMENNIR, HLA (root) i
BiEEUFIRNR, MERNAE BB EAENZ .

ouid # ogid
=~ inode x589 UID 1 GID,

rdev
REBRTFUERA, rdev MNERFHRIEEHFRILE, FNEHETXH.

449 “SFEITSEM — @ SSH 557 ERER 7 EN SSH EEZFTL R EITEMR. K
ZEHRES PAM i&*&*ﬁ%, [2BR SSH PAM #HiZBVAREIFER. BILFEITHEHHEIRER PAM
HE, XL PAMEERRERE PAM #IZRSEM R, REFHZIERPAMER, BER
STEMHEREBSNEREE

fl44.9 : SEEITENH —BI SSHER

type=USER AUTH msg=audit(1234877011.791:7731): user pid=26127 uid=0 @

auid=4294967295 ses=4294967295 msg='op=PAM:authentication acct="root" exe="/usr/

sbin/sshd"

(hostname=jupiter.example.com, addr=192.168.2.100, terminal=ssh res=success)"

type=USER ACCT msg=audit(1234877011.795:7732): user pid=26127 uid=0 @

auid=4294967295 ses=4294967295 msg='op=PAM:accounting acct="root" exe="/usr/

sbin/sshd"

(hostname=jupiter.example.com, addr=192.168.2.100, terminal=ssh res=success)"

type=CRED ACQ msg=audit(1234877011.799:7733): user pid=26125 uid=0 ©

auid=4294967295 ses=4294967295 msg='op=PAM:setcred acct="root" exe="/usr/sbin/

sshd"

(hostname=jupiter.example.com, addr=192.168.2.100, terminal=/dev/pts/0
res=success) '’

type=LOGIN msg=audit(1234877011.799:7734): login pid=26125 uid=0

old auid=4294967295 new auid=0 old ses=4294967295 new ses=1172

438 THHEITEE SLES 15 SP5



type=USER START msg=audit(1234877011.799:7735): user pid=26125 uid=0 @

auid=0 ses=1172 msg='op=PAM:session_open acct="root" exe="/usr/sbin/sshd"
(hostname=jupiter.example.com, addr=192.168.2.100, terminal=/dev/pts/0
res=success) '’

type=USER _LOGIN msg=audit(1234877011.823:7736): user pid=26128 uid=0 @

auid=0 ses=1172 msg='uid=0: exe="/usr/sbin/sshd"
(hostname=jupiter.example.com, addr=192.168.2.100, terminal=/dev/pts/0
res=success) '’

type=CRED_REFR msg=audit(1234877011.828:7737): user pid=26128 uid=0 @

auid=0 ses=1172 msg='op=PAM:setcred acct="root" exe="/usr/sbin/sshd"
(hostname=jupiter.example.com, addr=192.168.2.100, terminal=/dev/pts/0

res=success) '

@ PAMIREEBEMAIZIEEHN (jupiterexample.com, 192.168.2.100) MINiER* root A
F#ITEHRIE, REMBERIZIRA ssho

PAM IiREEERIIAE RS ERINBRER.

PAM IR EERBATERNEL SMHEIE, HFELKIKRDELENEBLIR (/dev/pts).
PAM iR EEBMINA root FIHFRE,

BFRERIESR. tEHZE aureport -1 AXRIREAFAERNES,

PAM R & B BTN EHIRENS L.

©@ ® 6 ®© 0

445.2 SEpKEEXEITIRSG

/var/log/audit BRPEEHNEBFITIRESZNTSFRABEH IR, BERTFEMMME
HAEXEE, 3R aureport SSAREFRHEIEBEXIRS.
UTHAERRRTESLUER aureport gAY LT RERYIREFEEY
MB—3iEEITAE

YHEITEERIS—ait8EiE, IESEEEERMTEN L2 ZatEVNES,

MXAEEMEZEPESSHTENN, ERAEBIREN XM G, AGETEAMER
aureport SMTXLEHE:

> sudo aureport -if myfile
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Summary Report

Range of time in logs: 03/02/09 14:13:38.225 - 17/02/09 14:52:27.971
Selected time for report: 03/02/09 14:13:38 - 17/02/09 14:52:27.971

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

Number

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

changes in configuration: 13
changes to accounts, groups, or roles: 0
logins: 6

failed logins: 13
authentications: 7

failed authentications: 573
users: 1

terminals: 9

host names: 4

executables: 17

files: 279

AVC's: 0

MAC events: 0O

failed syscalls: 994

anomaly events: 0

responses to anomaly events: 0
crypto events: 0

keys: 2

process IDs: 1211

events: 5320

FPRFTHEASEE aureport S {URHET myfile HEEWHEEERN—RRINE
BERE, BECEEFMANIRE, B8 -if AMS5 TEMNEMETLESER, i, £
X PRASFE R ESE R ERIRS

> sudo aureport -1 -ts 14:00 -te 15:00 -if myfile

Login Report

# date time auid host term exe success event

1. 17/02/09 14:21:09 root: 192.168.2.100 sshd /usr/sbin/sshd no 7718
2. 17/02/09 14:21:15 0 jupiter /dev/pts/3 /usr/sbin/sshd yes 7724
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BRFLEER AT
(BIENAF ID) BUHBFREAIE, BRXLEERFIRNEMS ENXAIE,
JE1E aureport g5 HRN -1 IR,

RERER

YRR IR S
MREBEXTHANEHEITRIT (B BR. #1E2F) , BT AEEEMERD

aureport,

SRR EHFIEERS

441

B RLN aureport HLFMRENRASIHAN NAMEHNSI, BER

aureport --failed:

> sudo aureport --failed

Failed Summary Report

Range of time in logs: 03/02/09 14:13:38.225 - 17/02/09 14:57:35.183

Selected time for report: 03/02/09 14:13:38 - 17/02/09 14:57:35.183

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

Number

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

changes in configuration: ©

changes to accounts, groups, or roles: 0

logins: 0O

failed logins: 13
authentications:

0

failed authentications: 574

USE|lFSE:

1

terminals: 5

host names:

executables:
77

files:
AVC's:

0

MAC events:
failed syscalls: 994

anomaly events: 0

4

0

11

responses to anomaly events: 0

crypto events: 0

keys: 2

process IDs: 708

events:

1583

EEEXEITRSE
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SR EFEERS
NREEFRAR aureport sy LFHRUREASITAD AAIIEHRZI, BER

aureport --success:

> sudo aureport --success

Success Summary Report

Range of time in logs: 03/02/09 14:13:38.225 - 17/02/09 15:00:01.535
Selected time for report: 03/02/09 14:13:38 - 17/02/09 15:00:01.535
Number of changes in configuration: 13

Number of changes to accounts, groups, or roles: 0
Number of logins: 6

Number of failed logins: 0

Number of authentications: 7

Number of failed authentications: 0

Number of users: 1

Number of terminals: 7

Number of host names: 3

Number of executables: 16

Number of files: 215

Number of AVC's: 0

Number of MAC events: 0

Number of failed syscalls: 0

Number of anomaly events: 0

Number of responses to anomaly events: 0

Number of crypto events: 0

Number of keys: 2

Number of process IDs: 558

Number of events: 3739

EHERS
RTERRERS (EEFMHRE, URKKMIIEAHEE) , BT --summary
RIS RZHEMENESER, UWXEBIBEXTAERERS. T, HIEFER
HE S FFIET, TENTRFISIZ T BARERFHIRERS:

> sudo aureport -u -i --summary
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User Summary Report

total auid

5640 root
13 tux
3 wilber

BIEEMHRS
ETREIHCRNEY, B aureport -e B, RSRERFIEEHNTRSS
&, HPEaaM. iHE. FHES. SHREMHETID.

> sudo aureport -e -ts 14:00 -te 14:21

Event Report

# date time event type auid success

. 17/02/09 14:20:27 7462 DAEMON START O yes
. 17/02/09 14:20:27 7715 CONFIG CHANGE 0O yes
. 17/02/09 14:20:57 7716 USER END O yes

. 17/02/09 14:20:57 7717 CRED DISP 0 yes

. 17/02/09 14:21:09 7718 USER LOGIN -1 no

. 17/02/09 14:21:15 7719 USER AUTH -1 yes

. 17/02/09 14:21:15 7720 USER ACCT -1 yes

. 17/02/09 14:21:15 7721 CRED_ACQ -1 yes

. 17/02/09 14:21:15 7722 LOGIN O yes

10. 17/02/09 14:21:15 7723 USER_START 0 yes
11. 17/02/09 14:21:15 7724 USER LOGIN O yes
12. 17/02/09 14:21:15 7725 CRED REFR 0 yes

© 00 N O U b W N =

BTEHEFEHIRRS
EMNHBENAESIHEE, BFH aureport -p @<, TR EMFMBEHESHMNF
wSHIR, HPESHHE. BE. #12 ID. JRITXXHNEIR. ReEM. Fit IDFE
RS,

aureport -p
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Process ID Report

# date time pid exe syscall auid event

1. 13/02/09 15:30:01 32742 /usr/sbin/cron 0 0 35
2. 13/02/09 15:30:01 32742 /usr/sbin/cron 0 0 36
3. 13/02/09 15:38:34 32734 /usr/lib/gdm/gdm-session-worker 0 -1 37

BTRERAZAASEMHIERS
ENRGRARNAESNHEITES, FEA aureport -s &<, WHRTSERPIBERS
BAREHNTRSYIR, ERESEH. HiE. RFEBNES. #12 ID. EALLIERN
LB Hit ID MEHRES,

> sudo aureport -s

Syscall Report

# date time syscall pid comm auid event

1. 16/02/09 17:45:01 2 20343 cron -1 2279
2. 16/02/09 17:45:02 83 20350 mktemp 0 2284
3. 16/02/09 17:45:02 83 20351 mkdir 0 2285

BTAERARITXHFEH LIRS
EMATHRITXHRNAEDITEHEITAS, 15fER aureport -x @<, WWanLZEMFPIER
MITXHEHHERSTIR, HERESHE. HiE. ATRiTXENRIR. BITaRITXH
BUiR. BITAIHRITXHREN. it ID MEHRES

aureport -x

Executable Report

# date time exe term host auid event

1. 13/02/09 15:08:26 /usr/sbin/sshd sshd 192.168.2.100 -1 12
2. 13/02/09 15:08:28 /usr/lib/gdm/gdm-session-worker :0 ? -1 13
3. 13/02/09 15:08:28 /usr/sbin/sshd ssh 192.168.2.100 -1 14
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BB XXHFIRES
ZETHITASERMETXHHRRIRS, 5ER aureport - &%, HLRE
RFFEXHREXEHNTRSYIR, HRES B, HiE. PRI XEm&iR. imRx
HRGERRNRS. srSHIRIIERNE R, BRI AT, #it ID MEMGR

-'50

> sudo aureport -f

File Report

# date time file syscall success exe auid event

1. 16/02/09 17:45:01 /etc/shadow 2 yes /usr/sbin/cron -1 2279
2. 16/02/09 17:45:02 /tmp/ 83 yes /bin/mktemp 0 2284
3. 16/02/09 17:45:02 /var 83 no /bin/mkdir 0 2285

BB XAFIRES
BETHITAEENATRAMLERF EEEHNASR LML RTHRITXHRIRS, 1BE
F aureport -u @<, WML ZEMRFMERFPBEXEHNHRESYIR, RSB,
BYjEl. EHit ID. fERRENR. 4. AHRITXHRIZRTRMEMS ID.

aureport -u

User ID Report

# date time auid term host exe event

1. 13/02/09 15:08:26 -1 sshd 192.168.2.100 /usr/sbin/sshd 12
2. 13/02/09 15:08:28 -1 :0 ? /usr/lib/gdm/gdm-session-worker 13
3. 14/02/09 08:25:39 -1 ssh 192.168.2.101 /usr/sbin/sshd 14

EBEXERIRS
EERELRAITEREHBENNZEHBIRE, 51517 aureport -1 &3, oL RERN
FREERBXEMNHERSIIR, HPESHEA. BiE. &HitID. EANENMNLIE. 7
RITXHFRIRIR. RIRBIRINRMER, UKRFEHF ID.

> sudo aureport -1 -i
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Login Report

# date time auid host term exe success event

1. 13/02/09 15:08:31 tux: 192.168.2.100 sshd /usr/sbin/sshd no 19
2. 16/02/09 12:39:05 root: 192.168.2.101 sshd /usr/sbin/sshd no 2108
3. 17/02/09 15:29:07 geeko: ? tty3 /bin/login yes 7809

Bk S CER SIS ERVBT B E
BHOISERESCENED (B, (X4 2009 £2 B 16 BIERENED) , EkE
1T aureport -t RAEXLEHIEETEEEHTIH audit.log , HEHERS
HITTRIR:

aureport -t

Log Time Range Report

/var/log/audit/audit.log: 03/02/09 14:13:38.225 - 17/02/09 15:30:01.636

HAIHY audit.log BIESFRAFIERREE. WRBETHIENL, BHFER -if EIUF
aureport @ <IEMEEFREIENBSX Mo

ARt EFMENESEEN IR SR AN E, FHRESHRENRSETESER, &
TERFGITERER!

> sudo aureport -ts 02/16/09 8:00 -te 02/16/09 18:00 -1

Login Report

# date time auid host term exe success event

. 16/02/09 12:39:05 root: 192.168.2.100 sshd /usr/sbin/sshd no 2108
. 16/02/09 12:39:12 0 192.168.2.100 /dev/pts/1 /usr/sbin/sshd yes 2114
. 16/02/09 13:09:28 root: 192.168.2.100 sshd /usr/sbin/sshd no 2131
. 16/02/09 13:09:32 root: 192.168.2.100 sshd /usr/sbin/sshd no 2133
16/02/09 13:09:37 0 192.168.2.100 /dev/pts/2 /usr/sbin/sshd yes 2139

Fia BERFNET B 2FER -ts EIIEEMN, NEFET I TLEF BN EMNERSEESS
ERERED, NREKEHE, aureport BRISEIEMNES X, MRARETE, ERR
RFFIERYE) 215 E B F &R,

ua 5 W N P
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fEF -te IEDIEELR BRI E, NBEFTHETFLAECEHNEINTRSEGHESER
EIRER, MNRABEEE, aureport BRIEEIEHNES K. MNRAKEE, ESRI&ES
RESERME. BEERS -ts 1BE/MBEAFER.

PRMEERS LISMNIFIE RS UTIRINFI R H %XE] STDOUT, XEMKE, XEMHER LU
WENBIHEME S, 54487 “AMEEITEGE" RANANAR A E RN H -T2
B TR R YRR R 1

44.6 {EF ausearch THHFITFIFREFHE

aureport TERHEBEABREXRALLENBERNEAAREE, BNREET HEIFESHEN
475, BILAfER ausearch TE,

ausearch PIitEERFHRORMERIDEERHITEE, XERMEIES /var/log/
audit/audit.log FHEMHHERNETRNAZHIREEX, HIEFMBEICREREESERN
RIGIE, 90, PATH I8R97&%E hostname 3§ uid I,

R, BRFEREFREYIERENRERIENFEIER. &, SEERISEXREMIER
BY, AlREsME—HIRBMEXNEMEMIER, ZAUEXE, RRANRZHNRRAHSIRH
SPRrEERMNICREXINEMEHICR. HI, XTF open RFAFH, EIEIREX SYSCALL id
REIALRRIREN—5 PATH 2R,

O =BT ERZMERER

ERIR RS <ITIEIS AND ZEEREMNRES, UE/IMEZRER.

ME—xHiEREITAE
BEITEERIS—a1tENGE, ESERETAMITEN LSS EtENNES,
MXAEEMEZEPESSHTENN, ERAEBIRE NI G, AGTEAMER
ausearch EREXLEHE:

> sudo ausearch - option -if myfile
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BHFERERAE
KEES (BIAR ID) BFUBFEATIE. BERXLEERERRNENZ EHXSER,

J&TE ausearch <M -1 EIN,

BEHITEM 1D 2%
INREFRNET T HIHREHMITT autrace, NS HASHIIFEEHRIE

BRo 554457 "TEEITHENEMERS" PAARNXSHEHREGREHIEEBERE
BEITES 1D, FHItEHID EFIDEHR IDHNEZESD, BEERB Unix LoiEM&EITS
DM (ULES7R) - FrERERBE— T AREFRSERNFESAEHEGHERN
EF D, 7 ausearch ERLLEM ID AJLUMBEFRRILEAAVIBEER,

ERWMNTRIRBER <!

> sudo ausearch -a 5207

time->Tue Feb 17 13:43:58 2009
type=PATH msg=audit(1234874638.599:5207): item=0 name="/var/log/audit/
audit.log" inode=1219041 dev=08:06 mode=0100644 ouid=0 o0gid=0 rdev=00:00

type=CWD msg=audit(1234874638.599:5207): cwd="/root"

type=SYSCALL msg=audit(1234874638.599:5207): arch=c000003e syscall=2
success=yes exit=4 a0=62fb60 al=0 a2=31 a3=0 items=1 ppid=25400 pid=25616
auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=ptsl

ses=1164 comm="less" exe="/usr/bin/less" key="doc log"

ausearch -a HOAYEHERATHSFMHEMETEM 1D XGRS, LR
B Sl ELA TS &

RHBRBNER
R HERBWHEIHCR, 15fEA ausearch -m MESSAGE TYPE #%. &
MOHBRBARGIEFE PATH. SYSCALL #1 USER _LOGIN, BfTAHERRK

ausearch -m 2ERFIEHEEBIRENTIR,

BEFID EH
BEEESHTERAF ID XBEMNIER, B5f#A ausearch -ul &%, WHSETSIEE

HWAPER ID BXNFAEIER, FiREZAFIEEBRINER,
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&P ID €%
£ ausearch -ua EFESMAEMAF ID (AF IDMEMEF ID) HXMIER. FH
ausearch -ui UID EFSRERAF ID EXMiRE. ERREREENAF ID8XH
2R, 1A ausearch -ue EUID, #ZERF ID 2EIERAIEHENBAFHID, X
BXMAF ID BIEIERIZAF 1D UNIEITIHHIZFTE R,

¥540 1D #$F
£/ ausearch -ga BSEESMEMLAID (A ID MEKA ID) HENIER. FH
ausearch -gi GID EFESHERAF ID EXikRkE. BERRSIFEENA ID #HXHIZ
%, i5(#H ausearch -ge EGID,

B SITRMmER
f£F ausearch -c COMM NAME @i<$ERSHIFERSHEXNICSE, B0, FH
ausearch -c less AIEES less spSHEXMFABEIER.

B IT XX R iEER
f£F ausearch -x EXE SSEESHIFEIRITXHMEXIIER, B0, £
ausearch -x /usr/bin/less BAJ&EES /usr/bin/less AIHITXHHEXIFREIR
o

BAZKERRATEER
£ ausearch -sc SYSCALL spBESHFEARATEARAMEXNICR, Hld0, £H
ausearch -sc open AIEES open RAFARMEXHMFIEIER

FHiE 1D 18K
f£F ausearch -p PID H<ERSHEHIE ID HHXAVIER, #)40, A ausearch
-p 13368 AIEFSI#HE ID HXHFMEIER.

BEEMSRASERRINEIEE
f£F3 ausearch -sv SUCCESS VALUE EEGEES/FERARIARMNENISR, H0, F
F3 ausearch -sv yes AI&EEFEMRIMNARSKIAR.

BEXGRER
f£F8 ausearch -f FILE NAME ZEEESREXHRZWICRE, HI90, £H8 ausearch

-f /foo/bar AIEELS /foo/bar XHHEXWAEIER. EOAIUMNERXHR, B
ReEFBHEM R,
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BRI ER
f£F ausearch -tm TERM BEENXSHELXImEXAIZR, 5190, A ausearch -
tm ssh AI&EEFS SSH Kip FHEHBXBFAEIER, (£ ausearch -tm tty AI&
ESZEHaEXNMESE M.

EENMBEE
f£/A ausearch -hn HOSTNAME (530 ausearch -hn jupiter.example.com)

EESHETRRINBAEXRIER, ATUERAENA. TERENER B FRIARILE
ik,

FREFEIER
EEASHITANERERNFER (AT RIFERENES) 2R, £A
ausearch -k KEY FIELD (f/%0 ausearch -k CFG etc) ERE%E CFG etc ##
HFrEIER.

trE R LA

EEESHITHNERIERNEFEFRTERE (AT RISERENEYS) NIER. BINFR
BREESXHR. ENBMKRim#HITLAE, {#£/H ausearch -w WORD,

B RTCERFIERENMESEE
A -ts M -te TR CERHEHSENNESEE, -ts EHATFEEFIEEERM
BB, -te EMATIEELER BAAMAEYE], XLERMA]S EEmATRMEIELS S FER.
XEEINA A STE aureport FRYATEZ DL,

44,7 £/ autrace SiTiHE

BT ERISENMNISIMARFALIN, BRI LUER autrace (i S W EZMNEERITEIINE
it. autrace NTEAEMTF strace i<, BEWENEEREARE, autrace 894
HREBEANE| /var/log/audit/audit.log, B LESHREREITHEMHLEEMRE.

FHHIZHIT autrace BY, BHARMATIRBIREFEEITIN, UERXLEHMNE autrace Z~
FRmMBsniE+sE, A auditctl -D saSHiBRE TN, XSEIEFrE—RREIT.

> sudo auditctl -D
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No rules
autrace /usr/bin/less

Waiting to execute: /usr/bin/less

Cleaning up...

No rules

Trace complete. You can locate the records with 'ausearch -i -p 7642'

HIRAFRAEE T autrace RENATHITXHNTERR, THIEERS, autrace ZIEHER
EREVEMH ID, ALLETILIEA ausearch SEANHIEER. EREITRAMENENERE
ML, &ER systemctl restart auditd EREEITFIFIER.

44.8 TR ITEGE

/var/log/audit/audit.log HFEIEIEIBER LA aureport £RHIRREIRE S

B (0% 44527 “EREENXEHITRS BAR) BARAAFEEESEEE

¥, aureport HWHXAIINRR, FLLAIEMMBERF A EEERIHITEZRNEM

sed. Perl 3 awk iz, UEMEMEITEIE,

AIAILIIA (B0 4560 “EEBHETEMWL ) BESRMEEERE SUSE Linux Enterprise
Server SEAEAM Linux X1ITEHRMEMIRTE Linux TEBIES FIRIEM&EIHAHMN—MR
B, LA RBIRTESBNE T MR UG A AR iR S IR N BN 5 EHNER.
F—NRORAEFSARERZENXR. ETHRILEKIE, SERTHTRERUE (&
KEFBEXLEHIENEM E4ERP) 8948 aureport &<

> sudo aureport -s -i

Syscall Report

# date time syscall pid comm auid event

1. 16/02/09 17:45:01 open 20343 cron unset 2279
2. 16/02/09 17:45:02 mkdir 20350 mktemp root 2284
3. 16/02/09 17:45:02 mkdir 20351 mkdir root 2285
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AR AT EX R EHITHE —TURER IREFAERZ, EAAIFN syscall M
comm 5, R HERESRE, ARRERKLMESATAKEFBESH:

LC ALL=C aureport -s -i | awk '/"[0-9]/ { print $6" "$4 }' | sort | uniq |
mkgraph

@ @

44.2 : HiEE — BEFSRAFRARAZENXR

FEZNTHIRAZSHARERNEGURBIERNESMERENEHHE, ATFRBULEEEN
#EL aureport FF<E aureport -e:

> sudo aureport -e -i --summary

Event Summary Report

total type

2434 SYSCALL

816 USER START
816 USER ACCT
814 CRED_ACQ

810 LOGIN

806 CRED DISP
779 USER_END

99 CONFIG_CHANGE
52 USER_LOGIN

RATFLRREEEERmI AL, FHtRIFXE MR HZRAFAE,

> sudo aureport -e -i --summary | mkbar events
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25':":' T T T T T T T T T T T T T

2 e T .

IGAD | feeeeee222299990000055555222522222999900005 5555 5555222299999 00005EEE 5555522229999000005EEE 555552222993920000 1

Ik T .

a0

LISER

SYSCALL
USER_START
USER_ACCT
CRED_ACH
LOGIN
CRED_DISP
ISER_END
OMF IG_CHAMGE
ISER_LOGIN
ISER_AUTH
CRED_REFE
OREMON_START |
OREMOM_EMD |
ISER_ERR |

B 44.3 ! FHE — EREHFEE

BXHITHIEAMUNERER, BEUEITIBENMEL http://people.redhat.com/sgrubb/

audit/visualize/index.html 2,

44.9 YRERITEAEA]

HItRAERVFIMNERR AT LB IARIAIGEA auditd SPIPRER. ULTHRERRPTIBRYE 1HEETE
FFieft, 2HIME, NERUARSKTLEIIZFER auditd FEWIERZIIES.

auditd WECETZHETE /etc/audit/auditd. conf H, ZXEEE LI TIEN:

g depth
EESHEERFRIATINKD. NRAFATIEHEITEGFIERES, BEAL
B, RIAEN 250,
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overflow action
FEEHEITTIFERN N EHN RS PIaERIEN ignore (RMERIR
W) . syslog (ARZKHEALZLE) . suspend (FLEAIEEMH) . single (B
HENASKETEAFER) 5 halt CRHARS) -

priority boost

EERITEHREEREFNMER UKREITTIFEFEAIIRER) - BIAMEN 4, BME
FRTZW,

name format
BEAHEITEHTPRBATEN TR A R, FIEEREN none (REANITEWL
#) . hostname (gethostname RFFREBINEIR) . fqd GFEVBZZ2REE
%) « numeric (ITEMAYIP #ilt) 5 user (name EWHAFREXMFRE) .
#RIAMEA none,

name
EBEATFIRRTBENNBEREXERS, name format EIAIIZEAN user, BN
S RBEIEIED,

max_restarts

BFiEERITEHAERER T USINER SRR RIEEAERIERA S, BRIMER 10,
{51 44.10 : /ETC/AUDIT/AUDITD.CONF ;R

g _depth = 250

overflow action = SYSLOG
priority boost = 4
name_format = HOSTNAME
#name = mydomain

U REFEEREE XS RREERHRER /etc/audit/plugins.d #, EHEREXHEEEGUT
b 1l

active
IEEIEFEREH auditd, AJEERI(EN yes X noo
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direction
EEEAFTSRSsXRBtAAREHITHEN. erREHRAEREFRSHNEHREIER. 7]
BERY(ES in B¢ out,

path
G PTHRIT X RVEERR, X FTREREYE, RS iEERE R

type
IEESITHEUNAR. FIRERER builtin 5 always. builtin FAFREREML
(af _unix # syslog) , always AFAZ# (BEFAE) HiiEH. BIAMER

always,

args
BELERGIAEGERFNSEH, EEERT, BtEREMEREXHIRINESHS, FFE
RS, REIARITSEH.

format
B HEITAERERZRAHRGIEFIEUESR. BROEWMA binary
string. binary UEHRAERFMEITTIFEFREEHERNBEBERINEIEEH
Bo string ERNAEREFKEGHENNTHBETOMESNFRFE. FRIAER

string,
{51 44.11 : /ETC/AUDIT/PLUGINS.D/SYSLOG.CONF 7Rfjl

active = no

direction = out

path = /sbin/audisp-syslog
type = builtin

args = LOG_INFO

format = string
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45 & E Linux BHiTiEZE

AENBNAIRE— T ERNEH AR, EPFIFARREENBSAHE TSNS TR,
T TR ERITE, BEBE 465 "BHiMNEETT PRESSRAIEE.

ZE7f SUSE Linux Enterprise Server LigE i, BETMUTHE:
332 45.1 ¢ & E LINUX BEiHESS

1. % audit 8. BFEAE 4567 “IEHSEAMN PERNBEERAL, BR
& gnuplot M graphviz,

2. HEZEFRITHANG, BXFARERE, B5E £45.1 17 "MEZEITIAMN o

3. REHEAEAHITTIFIEFEE, BXFARESR, 55E £45.27 "KEEHITTIZ
" o

4. WEGEBBAEIT. AXEFEAER, BSF £453 7 "WRHFABASEIT -
5. IRIFEHNASRETHFIHMN. BXFMER, HSFZ £454 7 "REFEITUN -
6. EATHEEEHKRS. AXIFMER, BSFZ £4557T "WMEHITKRS o

7. RERNERRSAIAN. BXIFARES, BE2E £ 456 T "EEHTAMML o

O == =HEitTRES
EREHEITRFNTMAAEZH, B root B4 systemctl status
auditd , UHREITFIPTERRIETTo SUSE Linux Enterprise Server RKEEIARTES|
SHREmEIT, FLEEERMAN systemctl stop auditd BFEHXH, ELETIFER
I&, EF systemctl start auditd JSEBGN,

45.1 MEZEEHEITHVAMT

FEFGEIZEE CHEITEREZR), FHRECHFEEAFITFMAEINEE, REUT—ARM
W, HEBHAFRESEMNENENR:
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o MIREEEHITLENZTEHITLUBE CAPP/EALIAE, BEXRASKERBAT2HEIT,
HEESMEEXHFMBE RN, RXMUFE 465 “FHitlllEEN"

%

o NREEERIBHITMNEEH#IZ, 15FH autrace,

FREmAREIFEN

B8 S B R ENTR R ER N E B HURS R £ BUREIERAR), 15RIERT

£ 4547 REHITHUN o

45.2 ECE®EHITTIFRER

° NR
éﬁ_{ EZRE’J%).JJJ%) RIESE 4537 “WHRAEAEAEIT BABART, AE%
S5

Eﬁl-l-__r?}ﬂ*EEr_E,ngleEE QEEH /etC/aUdlt/aUdltd COnf TGEJ?:EIJO u‘lﬂ__“«/( ﬂ
B YaST > ZEFFFF > Linux E1THEZE (LAF) 3R{EMA YaST BBBEREAIKE, A S HMiisE

=[BT R ST EC Bl

log file = /var/log/audit/audit.log

log format = RAW

log group = root

priority boost = 4

flush = INCREMENTAL

freq = 20

num logs = 5

disp gos = lossy

dispatcher = /sbin/audispd
name format = NONE

##name = mydomain

max_log file = 6
max_log file action = ROTATE
space left = 75

space left action = SYSLOG
action mail acct = root
admin space left = 50

admin space left action = SUSPEND
disk full action = SUSPEND
disk error _action = SUSPEND
##tcp listen port =
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tcp listen queue

1l
= U

tcp max_per addr

1024-65535
tcp client max idle = 0

##tcp client ports

cp_client max idle = 0

RINRBEEATFZIRE, FLEE (F1%0 num logs. max log file. space left
# admin_space left) BURFEE K. MMRMETEIEIR, Bz DER
BHEEXHEH NRAERRMN) ; SHETEEGHERE, ERizREmkEIE

o WFRFE CAPPHERNRE, 1BINE 442 1 "ILEEITTIPER" HENREE

log file. flush. max log file. max log file action. space left.
space left action. admin space left. admin space left action.

disk full action # disk error action HfE., #F& CAPP #MBHIRFIERE N TFR

AR

log file = PATH TO SEPARATE PARTITION/audit.log
log format = RAW

priority boost = 4

flush = SYNC ### or DATA
freq = 20

num logs = 4

dispatcher = /sbin/audispd

disp gos = lossy

max_log file =5

max_log file action = KEEP LOGS

space left = 75

space left action = EMAIL

action mail acct = root

admin space left = 50

admin space left action = SINGLE  ### or HALT
disk full action = SUSPEND ### or HALT
disk error_action = SUSPEND ### or HALT

ARNRETE ##4, ERILIREERMZ MEIMPEITIER BAEELRFRREEXFHR
ER
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O =7 B8
BX auditd.conf EEESHIFAERER, BFERE 427 "LESEITTIFE
F” o

453 HRSHMEAET

MRARLRHITELR, 5LE audit WHE, #RER SUSE Linux Enterprise Server R4tERIA
AR1E1T auditd, FRAUT<EA auditd:
> sudo systemctl enable auditd
A ANEITERE LT LME5:
EFxAFICR
FEHN CRESEMHF—PHECE) auditd fX¥E /var/log/audit/audit.log &
LRE5EBSRBEFSHEXMNES, £ auditctl RHIERZHI, AZHEIHAGEERS
SRERSEG (XHiRE. RAERSE) . B2, HMNZAGNERAERIERAE
auditctl FHEEANEITEHNH, MXEEHRERETHITEEFR. BRANERT, H—
E R EITEHIIERE AppArmor,
BERFRAAHEITERNESREEIZR
EFITRARAHRBREREXHIXHFENN, SEMRZABARBAFEITIFER,
HFEMfEERLEE B A ER BNt EEERRAREREITIIEE, RLEEERRAHE
FABRAHEITIME, ERNEHAIEHRBBAEITIFE, 15U root 9117 auditctl -e
1, EZRAILITHEE, 5L root H#1T auditctl -e 0,
AARNZBAEITIME, EENXALLIEE, 5FA auditctl -e 0,

45.4 g E=EITREN

ERFTMNBERITNONRSGHNMESE, —RELT, XEEEEHIEFEURREEX
WECEX . MNRFEXRGHIT 20, EEAILUFASHEIMASRIER, =465 "8#it
AEEETT iR T —MFARRGIECE, HPEHE CAPP SRR RAIERIARS AN,
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B]7E auditctl dp<{THHERLE /etc/audit/audit. rules HIEESHMNE (B
HiTTIFEFBIMSBIEZAMNE) , BHEIHHNEREHFITTIFER. BEBEX /etc/
audit/audit.rules, JBEENHEHITHRIE, EM YaST: L2MAF > Linux BEIHES
(LAF) > “auditctl” B9FEN, ESLITHREZNAMURITFARE, ERIHFITTIFEFERE
BTN

AT LB EEXHNERHITEANE T EEMUEN TAR:

# basic audit system parameters
-D

-b 8192

-f1

-e 1l

# some file and directory watches with keys
/var/log/audit/ -k LOG audit
/etc/audit/auditd.conf -k CFG audit conf -p rxwa
/etc/audit/audit.rules -k CFG audit rules -p rxwa

=

<

<

=

/etc/passwd -k CFG passwd -p rwxa

<

/etc/sysconfig/ -k CFG _sysconfig

# an example system call rule
-a entry,always -S umask

### add your own rules

MEEXNFITRASH FIWNRESEH -b) B, BEEAARNEITNEXLE G EH#IT
X, MAEREANNEEEEHITHMNESBEHATIERENERF . MRERNIRERNK
0N, BHRSEAETERERITOH, ATEAEBERELREERRERE (-1).

O == EEHENS
EFEHIEANER, WIRBHETRFRRT, -f 2 SEMNRARTRERFEPHRER
SRMEERIXE. ATFXMXAHIFEEXE, BXNRIERLNIMEER -f
2, MEAEMIMRER -f 1 (RERRSTHAHES, HIHFEL) , ERHIES
KRBT,
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B RN AR AN EE B R TR XA IR A NBHARE R4, B9, BER /
etc/sysconfig FMASGERENFARE, FRIENXHENT, HitAXEER, X
BERE, BLEGE -w /etc/* XEMNRSEN /etc THFABEXHNER.
NEFEASXHHRIRG, SIXHMBERENIPERNT — 5. ERAZERUERMM
RIEAE, HESHEMUEXNES. CIREN, BRHEIENMRSRESHER, UXDE
£pRY B S X M B m B, EAfIH, L06 RRASXAFmNIM, CFC RREE
XS, ERAXAREARN—EDEEHTFEERME S HPIRFIREM
BIEXHNER BN, BIRNF—RE, HitTACEGERN SR FERNX . &
HAZENTEREBITERNE REFRERSNHE, BRIEESMNET R NI,
BXUZEEXMURFAES, BENE 4447 "BEUEREEITRA” o

O == Iy
BEREITNG, BBRAFER systemctl restart auditd EREEITTIFER,
AT iREYE cRaIF N,

455 BREEHEIHRE

AT BRUTHZRRIGE I BES AR TRAZ UL ENER, BREERREITEENX
HItRS: BEXEIHRGEILERERBERENGE, HIRIE XS IEHRIIERMT
RNBEEXGT. BIFADTENEMN, 156 ausearch TH,

EIRERITIRE 28, 1BE R TIEE:
o BEBIEMERIRERKEMMMPRENEM? RIEFE 44527 “ERBEEXFEITR

’/;T\:
&7 HEMREIRIE YR aureport 85917,

o MERKHITIREATHAEN? MERTEETRERMECIRER, BRI EFXLEH
BEWEEAXENBEFREIEBIREP, RFE 4567 “MEHEAIL PTG
BIMBIN S 7RIRE aureport 1T, HHITH—TRIE, LUEMEIIRE.

o BB LUNRZRAEREITRG? £A cron IREE S Btk

FRAIRISERER H N ERVE T PAM MIRKEEHTTHERGRIZIH. HITUUTRE, %
HARZ R EM:
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1. EHFEEHNTERERS, ANEREREFNERSERR, HIINEE “failed

syscalls” 18R, FAXLEENRKNREREERXHFARNERE, HEXXHFREFE:

> sudo aureport

Summary Report

Range of time in logs: 03/02/09 14:13:38.225 - 17/02/09 16:30:10.352
Selected time for report: 03/02/09 14:13:38 - 17/02/09 16:30:10.352
Number of changes in configuration: 24

Number of changes to accounts, groups, or roles: 0
Number of logins: 9

Number of failed logins: 15

Number of authentications: 19

Number of failed authentications: 578

Number of users: 3

Number of terminals: 15

Number of host names: 4

Number of executables: 20

Number of files: 279

Number of AVC's: 0

Number of MAC events: 0

Number of failed syscalls: 994

Number of anomaly events: 0

Number of responses to anomaly events: 0O

Number of crypto events: 0

Number of keys: 2

Number of process IDs: 1238

Number of events: 5435

2. BITRMBEGHRERS, HE “files” ERPREXMHHRILAMEHREE:

> sudo aureport --failed

Failed Summary Report

Range of time in logs: 03/02/09 14:13:38.225 - 17/02/09 16:30:10.352
Selected time for report: 03/02/09 14:13:38 - 17/02/09 16:30:10.352
Number of changes in configuration: 0
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Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

Number

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

changes to accounts, groups, or roles:

logins: 0

failed logins: 15
authentications: 0

failed authentications: 578
users: 1

terminals: 7

host names: 4

executables: 12

files: 77

AVC's: 0

MAC events: 0

failed syscalls: 994
anomaly events: 0

responses to anomaly events: 0
crypto events: 0

keys: 2

process IDs: 713

events: 1589

> sudo aureport -f -i --failed --summary

Failed File Summary Report

total file

80 /var
80 spool

80 cron
80 lastrun

46 /usr/lib/locale/en_GB.UTF-8/LC_CTYPE
45 /Jusr/lib/locale/locale-archive

38 /usr/lib/locale/en GB.UTF-8/LC IDENTIFICATION

38 /usr/lib/locale/en GB.UTF-8/LC_MEASUREMENT
38 /usr/lib/locale/en GB.UTF-8/LC TELEPHONE
38 /usr/lib/locale/en GB.UTF-8/LC_ADDRESS

38 /usr/lib/locale/en GB.UTF-8/LC NAME

0

3. BFRTAMERIXMATIR, BETRMXAGEHNREERS:

EFITRS
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38 /usr/lib/locale/en GB.UTF-8/LC PAPER

38 /usr/lib/locale/en GB.UTF-8/LC MESSAGES
38 /usr/lib/locale/en GB.UTF-8/LC_MONETARY
38 /usr/lib/locale/en GB.UTF-8/LC COLLATE
38 /usr/lib/locale/en GB.UTF-8/LC TIME

38 /usr/lib/locale/en GB.UTF-8/LC NUMERIC
8 /etc/magic.mgc

B HERSNESAITLNFKINXEHER (FIW /etc/audit/
auditd.conf. /etc/pam.d #1 /etc/sysconfig) , EFEHEIMTAATRHHS:

> sudo aureport -f -i --failed --summary |grep -e "/etc/audit/auditd.conf"

-e "/etc/pam.d/" -e "/etc/sysconfig"
1 /etc/sysconfig/displaymanager

4, ARERBERSPHAEIRE ASPHXEXZED, HRBEEMF ID LU TH—T 9!

> sudo aureport -f -i --failed |grep -e "/etc/audit/auditd.conf" -e "/etc/
pam.d/" -e "/etc/sysconfig"

993. 17/02/09 16:47:34 /etc/sysconfig/displaymanager readlink no /bin/vim-
normal root 7887
994. 17/02/09 16:48:23 /etc/sysconfig/displaymanager getxattr no /bin/vim-
normal root 7889

5. ERAEH ID KRE N XETHIFMICR:

> sudo ausearch -a 7887 -i

time->Tue Feb 17 16:48:23 2009

type=PATH msg=audit(1234885703.090:7889): item=0 name="/etc/sysconfig/

displaymanager" inode=369282 dev=08:06 mode=0100644 ouid=0 ogid=0
rdev=00:00

type=CWD msg=audit(1234885703.090:7889): cwd="/root"

type=SYSCALL msg=audit(1234885703.090:7889): arch=c000003e syscall=191
success=no exit=-61 ab=7ele20 al=7f90e4cf9187 a2=7fffed5b57d0 a3=84
items=1 ppid=25548 pid=23045 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0
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egid=0 sgid=0 fsgid=0 tty=pts2 ses=1166 comm="vim" exe="/bin/vim-normal"
key=(null)

O &7 NETHTHEEER
MREEXTRERBIERAIEM, 157E aureport an$HERAFIAS LR B EAFIETE]
(-ts M -te) RFRIRS. BXIFMER, BEEN 445270 "“LREEXEHITE

)
= o

BREE—TTRUSMNIFIE S BRI BEiaTT, ErRILURIARS HAH IS HECE A cron £
Abo A --failed --summary IREIAIBRIMEHRAIMEX A SRKBOARZHRNFTE. B
FEMEMFIHREHIEVFAES, BBUE 4567 "EEHTAONL o

45.6 ECERERIALK

AL ERZA mkbar 1 mkgraph &3 EMERFMERFGAEHNEITHRIT. SEMEM
aureport m<—#F, EAIUARELEGSIHE, HEMBHEEEZEN cron fEILEHHE
7o

mkbar 1 mkgraph 2H Red Hat 89 Steve Grubb I, FRTEMILA http://

people.redhat.com/sgrubb/audit/visualize/ 7, BAF SUSE Linux Enterprise Server f2igj]
hRZASBYER T AR FEMHX LRI, BHRITUTIRIELUEEN RS LR XL

Z& . THHRESEXKL
£ mkbar #1 mkgraph EBEHAXK, M Web TEHIERINBIIE RIBELA TR R S
HfEE, L root F¥RUETTRYEE NI,

(i

1. BHIEATEHE root B ~/bin BR:

> sudo wget http://people.redhat.com/sgrubb/audit/visualize/mkbar -0 ~/bin/
mkbar
> sudo wget http://people.redhat.com/sgrubb/audit/visualize/mkgraph -0 ~/

bin/mkgraph
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2. A% root RIXMHIEEL. BAFHRITIR:
> sudo chmod 744 ~/bin/mk{bar,graph}
BLEERSE (BINE 4557 “HEHIHRET PFHRIRE) , BFER mkbar A&, X
LR GIE S I TR
IR EHEE

> sudo aureport -e -i --summary | mkbar events

S EHEE

> sudo aureport -f -i --summary | mkbar files

EEREHEE

> sudo aureport -1 -i --summary | mkbar login

AP EHEE

> sudo aureport -u -i --summary | mkbar users

IR RIAREHEE

> sudo aureport -s -i --summary | mkbar syscalls

Z0IZE FRERISHRENAKNEHRERR, B5EHEXM aureport s<HRM --
failed %I, B{UHEFERINIEER, JETE aureport FfEA -ts 1 -te #EW, WF LRE
falar<, AJLUER grep 3 egrep URIENFRER G/ NEEE, RiF—FHEH#ITAE, EXT
B, I5E%E mkbar BIZRFRERE, ERFIBSGIHISER— PNG X4, EREEFIEKE
ERIRRE.

EZHAREXRENFITRR GINAFRNRSER) ZENXR, H6EA mkgraph 7, ¥
LR Blan LI TR

BPRS5HRITXHF

> sudo LC ALL=C aureport -u -i | awk '/7~[0-9]1/ { print $4" "$7 }' | sort |

uniq | mkgraph users vs exec
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BR5XfF

> sudo LC ALL=C aureport -f -i | awk '/"~[0-9]/ { print $8" "$4 }' | sort |
unig | mkgraph users vs files

RRARSHS

> sudo LC _ALL=C aureport -s -i | awk '/~[0-9]/ { print $4" "$6 }' | sort |

uniq | mkgraph syscall vs com

RSEASX M

> sudo LC ALL=C aureport -s -i | awk '/7[0-9]1/ { print $5" "$4 }' | sort |
uniq | mkgraph | syscall vs file

RAUE SR RIRBAEIN X R, BXESEEMRA, 5EE nkgraph BIZ&HAER,
IS 4 BB B ZRIA B3R 79 PostScript #83%, BT LUEIGHIAFREY EXT TEM ps EX
79 png 8 jpg, KEKEmHET
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46 EITRINIEE R T

TERNRAEERBBNAERREITRENRS. HPEREH T ERERENEMFRIPEEX 4
(CAPP) {5 ER A H It E M5 IRMEFRITHNREENF T,

REIRMNES AL SRS
o BEAHIEE (B 46.171 “FINEAHITLEESH )

o Bt ERXHHREXSEIR (B0% 4625 RN BAHAEE LT
W)

o WIRXHRARKIRE (BRE 63T “UULERARER )
o BARSMIEE (BNE 4645 “BNZLMEHRKEE )
o WHEMRGEA (£465% “WINEMALER )
o TERAEBSM (BRE 66T THERAEESL )

BRI OISR RE X ECTE SIS ER, BT TRIE:
1. IR AT A IR B TR,

2. B AT RAIRBINEE IR B VAKX 4 /etc/audit/audit. rules,

Q = BERHIHTBTICRES
ARIELENRZRAZE, B2 TENRAEFFENEITIMER, BEHITASMET

B audit.rules ZE auditctl ssMES, XGFHNE—ITEHRYT BNTEN
auditctl <17, MUEFEANEZES auditctl s<LBEEER,

46.1 FNMEAREITEEE S

DO
-b 8192@
-f 2©
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Q@ TEHRESGHMNZAET, EMERFAE LRFERIFEN,
0@ REATAHHFITEERNEIXEE, RIERS LIFEITAEICRAEFNEARTUR/MEE

Fo
© REJAZFEVETEHRNECANKIERS, FAIERNEN 0 (5

#A) « 1 (printk, FIBHEHES) M 2 B, TERR) -
fEM -D EBUE=MNBATI AT AR ER 1T RER @I S A R ER HAIRNE, mAER
EEEMANE, BERRASERTHERITMBISMAERE, EFEIANEIXEE (-b) E
KEE, mFERRAENRE - 2 JREREERSGBET ERRBEREEINHERNTE,
HISELITERRNXARS, BRASBTAHEEREHFITAVES], MIIRERE7 1
(printk), MEIge= &% EREEHRIIER.

O == sEurETS
AREARALFERFETANEZE, FRFRENRASK LEREERINESTERES
EHHLIRE, NREET - 2 58, BAXMHEREMNEE, HAXSIETRZE
B FEERH NSRS (RRESFPIER S REERNITIIANER) . B XNR
AERLRIMEERER - 2 7.

46.2 FNE T BESHMED E S I

AN THECE XA B &S 24 5 B9 ST A i (R I RE B IR ERE (M 2 IR R R BC B S RURE,
S ME =R 1R B & A RIR (.

Q iFE: tIEE RIS
NREFEEXXMHIRENES, ZBRENTA—E BRI BERY, XIAFRFITH
EELIERMERN inode BY, A 2MAEXBRIANNEY. EMREXXHEHRB
=4, ERNE BRSNS,

-w /var/log/audit/ @
-w /var/log/audit/audit. log
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w /var/log/audit/audit log.1
w /var/log/audit/audit log.2
-w /var/log/audit/audit log.3
w /var/log/audit/audit log.4

/etc/audit/auditd.conf -p wa ®
/etc/audit/audit.rules -p wa

<

=

=

/etc/libaudit.conf -p wa

Q@ KREFITASAEERNENTL MERREBGRLERNIZHIIMEEMH. NREEE
FREERHR, BHIMEFFAEHR B ER NI,
@ IREFMEEXHNENT, ERNEXHRIPFIEEANBEERZ.

46.3 HINXHFRFNR

HItRASGARETERES TNAEFRFNRSED. BIREXAFRFBXIARRHE
A, AR THRYAREFENAEAXERAFRAN, AHEXMAZERESEY, BTRERE
HAMENFIRERIRERIMIRIR (RISEIRA. TREXHRSAF) NERER.

O == HitREAAEA
HItRSGPRASFESMBBTIERER, MIENXSLERZEREZENHEH. NRA
MmN EERTFESEKTE, AIEESBHASNRENERR LR, BFMHLETHRIT
NEFESMERSFR, FEMMAZREETIRE, EXNANKEXIZENAT, 55
WE 4427 "BREHITTIFER -

-a entry,always -S chmod -S fchmod -S chown -S chown32 -S fchown -S fchown32 -S
lchown -S lchown32 @

-a entry,always -S creat -S open -S truncate -S truncate64 -S ftruncate -S
ftruncate64®

-a entry,always -S mkdir -S rmdir@®

-a entry,always -S unlink -S rename -S link -S symlink@®
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1 1 1 1 1 1
Q0 U U 99 9 9

®

O © ® 6 O

entry,always -S setxattr@®
entry,always -S lsetxattr
entry,always -S fsetxattr
entry,always -S removexattr
entry,always -S lremovexattr
entry,always -S fremovexattr

entry,always -S mknod @

entry,always -S mount -S umount -S umount2@

MNERXAFTERANREXNARERA AR IR, RIERSGNVEHERERERAN
R *32 M, AMD64/Intel 64 % 64 (I RAREREFR *32 M,

WX EABEBIBXNAREABAFRITIFR, RIERROEGEREDERANER *64
N, AMD64/Intel 64 ZF 64 il RAER KRR *64 FNo

MERBRIZE (BINEEHERER) BRAEITIME,

SHEISHEIRIE (FIMNCIRTTSHEE. CIRsEE. IUHEHENESRR) BAHEITIFR,
B R GBI RX IR R A F IR,

AT (&%) XHM mknod R4ARABAHEITIFE,
SHEER S EEIRERBHEITINE, T x86 ARLEM, A umount MM, 3F
Intel 64 (AZ 454, ERA umount2 N,

46.4 ERNREECEXFNEIERE

NBRENRFEFHIEITH, BREEAMZIAENR cron M at EEESEZHFLT
REVIEME. REREAMAR. 4. ONERBEEENS NBRETIRIRERFR P HiE
FEEBY=iso

RIFERFAEENER (R, BRSS. BiEF) GBTELIMAZURNERFRIEMINGE
AT, BN L 2IFRERH PAM BEEMED, AASHIIBELPHNENRGEHE
BERfit, FENZICRWMENBIZFETEER PAM REERAN. LEMARFERTESR
25 HWIEAETEXNEREMEEX .
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-w /var/spool/atspool
-w /etc/at.allow
-w /etc/at.deny

-w /etc/cron.allow -p wa

-w /etc/cron.deny -p wa

-w /etc/cron.d/ -p wa

-w /etc/cron.daily/ -p wa
-w /etc/cron.hourly/ -p wa
-w /etc/cron.monthly/ -p wa
-w /etc/cron.weekly/ -p wa
-w /etc/crontab -p wa

-w /var/spool/cron/root

-w /etc/group -p wa
-w /etc/passwd -p wa
-w /etc/shadow

-w /etc/login.defs -p wa
-w /etc/securetty

-w /var/log/lastlog

-w /etc/hosts -p wa

-w /etc/sysconfig/
/etc/init.d/
/etc/ld.so.conf -p wa
/etc/localtime -p wa

w
w
w
w /etc/sysctl.conf -p wa
w /etc/modprobe.d/

w /etc/modprobe.conf.local -p wa
w /etc/modprobe.conf -p wa

(4]
w /etc/pam.d/

e

-w /etc/aliases -p wa
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/etc/postfix/ -p wa

/etc/ssh/sshd _config

w /etc/stunnel/stunnel.conf

w /etc/stunnel/stunnel.pem

w /etc/vsftpd. ftpusers
w /etc/vsftpd.conf

£ £ 0O

o)

473

exit,always -S sethostname
/etc/issue -p wa

/etc/issue.net -p wa

E at M cron EEERELHEWREN, HRXLEEHIERITE.,

RERAP. A, O<2. ERWEEMBSNENI, HigEREUEFIRAERERE
KHEH, FINEKNERSR.

3 /etc/hosts RHFSENBEREIGE WNTATE, RENAKLRERR /etc/
sysconfig HEN, MREERIEXHEN, FRAS T XHEND, X /etc/
init.d BRPHSISEELRENEOLE WNTATE, NREERERXESH,
BERASIMNXHSENN, X /etc/1d.so.conf HEFEEISECE & AT AERIR
BIRNBAIREE, 3 /etc/localtime EEMMIATE ., WRZEEXH /etc/
sysctl.conf. /etc/modprobe.d/. /etc/modprobe.conf.local # /etc/
modprobe. conf & & EMIMFIIRES,

%8 PAM BCE HRENT, NREZREEREAN THREX S, EHRNXLESHB
E NI,

1% E postfix EEEM SN, UEHSPFRRREMEANZAIEEEN, HERTERELH
HHITERERo

3t SSH. stunnel # vsftpd ELEXHIEE S MITAIRE,

HITX sethostname RFEFBEIEIT, FHXF /etc/issue 5 /etc/issue.net R
ARSARREE IR B WNIRAFRES,
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46.5 mMEMARGIED

BR7IRIESS 4637 "HMANHERGINR" AR XGRFEERNRGEBLSL, BT
REEHMEMARSFR. REESCIERET TRNAREFTN. #Hit umask R4GERRLL
IRERHIZRINAERCIZERIEN. REREAZHENRAFNENZFEHTIRIZRIEERY
B jRIAYE AT A SERR,

(1]
-a entry,always -S clone -S fork -S vfork

(2]
-a entry,always -S umask

3]

-a entry,always -S adjtimex -S settimeofday

0 REESEIE.
® 0 umask R4IAANEITIFE,
© REZHFERARSABEIIZE, aJLUER adjtimex RiFEME, settimeofday 1RE

4B 3T B E],

46.6 WIREARFIFAASI

BRTE 4637 MO HARSGWR” ME 4657 “LMEMASER" RNBNRSARE
TSN, SRR A RN MR AEFITH. NATRRETFRFEITERREEEIEXT
NAE. ATNTBMNELTIRIELHRERASRIAR (B4 access) MLZHEBMALZIAR (F1a0
socketcall & ipc) WRAKREASH. RARARESRHITLRIFREUVRTATANEMHERLE
¥Jo socketcall 1 ipc 7£ AMD64/Intel 64 2 64 (AR LM _ B RS HITZ RS,
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O ==: =itR5EE
B RAABARFESRHENBEEILREN, MEEXNILNZHREENMEH, IRA
MM EENRTFERKTE, AfERREEHRAANRENERER LR, 5FATMLEES
HANEFREEWMERAFAA, FEMMIAREEIRE. XA KEXEENAT,
BENE 4427 “BEHITTIFER .

access AR SN ERT AR MNHIZRE. EAXFEIXGRATRIEBNHZTRE
BIFEE. A -F IESRFE, L -F al=ACCESS MODE BRAWESISE5I0)E B ITERIM
My £ /usr/include/fcntl.h FIEE access RAIFHENRIEES TR,

-a entry,always -S access -F al=4@
-a entry,always -S access -F al=6@

-a entry,always -S access -F al=7@©

O ®itaccess ZAFA, BNIAZRFARABNE 1S (mode) & 4 (R_OK) B TH
Tte MEFRNEIEFRA B FMIR xS BB P SOEEFR RN X H S X 4 RS2 S 1E B 151X
PREY access A,

® H®itaccess RAFH, BNHZARARNE_1SE (mode) s 6 (BN 4 OR 2, ¥
%79 R_0K OR W_OK) BH#{TERit. LEMNTIEATFNXEEHHE BB IREME A
PREY access A,

© it access RAAR, BREZAFAANE_1"S% (mode) 5 7 (BF 4 OR 2 OR
1, H¥#EA R OK OR W OK OR X OK) BY#iTEHIt. LFNTERF MRS EHERE
B5IREN. 5 AFMITARAY access T,

socketcall RGtTEAR ZRIFMASIEA. ZREFREIETEAMARERNERARIREFT—TRS

A, HE libc &L RGEBIEANE—1SEK (a0). BXARNASRIAR, FEE

socketcall WFAMTT; BXRAIGENSEEMAZEAABZBTRNTIR, i5EM /usr/src/linux/

include/linux/net.h, Eit+Z#FER -F a0=SYSCALL NUMBER TS ENRSIER.

-a entry,always -S socketcall -F a@=1 -F al=10@

## Use this line on x86 64, ia64 instead

#-a entry,always -S socket -F a0=10

-a entry,always -S socketcall -F a0=5@
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##

Use this line on x86 64, ia64 instead

#-a entry, always -S accept

Bt socket(PF_INET6) R4, -F a0=1 IERESMTECFAE socket R4EIARA, -F

al=10 IIESS e ILESEELE/ AR IPve X RFIHEEK (PF_INET6) BY socket R%:

R, NEFE—1EE (a0) M /usr/include/linux/net.h MEZNSH (al) Y

/usr/src/linux/include/linux/socket.h, AMD64/Intel 64 % 64 I F&FREX

socketcall RAABERAZRIFIR, MFXEFE, HEANFREE, FHHRMXS PF_INET6
RN ERSERRN,

Bt socketcall RGIAH, TIBIREIRENTIE a0=5 (socketcall WE—1SH) ,

MREIE /usr/include/linux/net.h, SXMILIEEEE N accept R4EH

Flo AMDG64/Intel 64 % 64 I F & AN socketcall RLIARFERZRER, WFXLEF

8, FERMNERE, HANAESSHTIRNEBRAEBIN,

ipc RA AR ZREFRARIABRNS — 1 nfl. EREBNEFREARBERLE ipc RATBBNE
— N BERE, TEXESHENTERERREEREN IPCIEA L. BXAIENSHE,
1BEEH /usr/include/linux/ipc.ho,

o
#i#
-a
##
-a
#i#t

msgctl

entry,always -S ipc -F a0=14

msgget

entry,always -S ipc -F a0=13

Use these lines on x86 64, ia64 instead

#-a entry,always -S msgctl

#-a entry,always -S msgget

2]
##
-a
##
-a
##
-a
##
-a
##
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semctl

entry,always -S ipc -F a0=3

semget

entry,always -S ipc -F a0=2

semop

entry,always -S ipc -F a0=1

semtimedop

entry,always -S ipc -F a0=4

Use these lines on x86 64, ia64 instead
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#-a entry,always -S semctl

#-a entry,always -S semget

#-a entry,always -S semop

#-a entry,always -S semtimedop
(3]

## shmctl

-a entry,always -S ipc -F a0=24
## shmget

-a entry,always -S ipc -F a0=23

## Use these lines on x86 64, ia64 instead
#-a entry,always -S shmctl

#-a entry,always -S shmget

O ®Hit5 IPCSYSVIHERAFIMXMNALIER, ETAFIH, a0 EIEEESHIT msgctl Al
msgget RFIAR (14 # 13) FNNEIT. AMD64/Intel 64 % 64 (IF AR ipc RS
TREAZRER, MTFXETS, BRARFMRNIRRE, FRNASSHTENEE
AR,

® Hit5IPCSYSVIHRESHXNARER. TGP, a0 EEEEHN
semctl. semget. semop #l semtimedop ZFAA (3. 2. 1 # 4) FHIOHE
Ito AMDG64/Intel 64 & 64 iIFEREF ipc RAERFERZREIR, MTFXLEFE, &R
AIPAFAMNERE, FRMAESHTRNERR S AR,

© ®Hit5 IPCSYSVHEREFRXNARER, TG, a0 EREEFH shmctl
shmget R4IER (24 # 23) FINHEIT. AMD64/Intel 64 % 64 (U FBA=N ipc R4
TEREAZRER, MTFXETS, BRARFMIERE, HFRIASSHTENEE
RN,

46.7 EAEBEREITSEMHIER

BEET —LEMEHFNMNHEREEE, BRERI—MAEREFIAENES. £H
ausearch <A LURIERRARENDIEHE. FH ausearch -m MESSAGE TYPE &
DR LLEEBFIERENESG, B8, EXESHEMUBXNES, FEE /etc/audit/
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audit.rules XHHFK—IRBMBILIN, AT, SRZAMER—EGN, KBRS
ANEENESHIER. BERRXLEHED, FFIETT ausearch -k YOUR KEY FREXSZFINI
X EHE SERNIERIIR.

B0, RISEERF TEAIRRNRINEIANS 4

-w /etc/audit/audit.rules -p wa

MRAREZMNIETREE, EFEELIE SYSCALL 3¢ PATH S, ARG grep RN TAXKR
B5 ERAMNBXNFIEEH. T, FA -k EIE— MRS LRFEN

-w /etc/audit/audit.rules -p wa -k CFG audit.rules

TR LS EEAXAFFTRENR, FRATENRRZ (CFG. L0G ¥F) FEXHRRXDS
AREXAEE (REXHHASEXH) HEXOZENT, WE, FHRINTIFRERS LR
MBXBFTEIER:

ausearch -k CFG_audit.rules

time->Thu Feb 19 09:09:54 2009

type=PATH msg=audit(1235030994.032:8649): item=3 name="audit.rules~"
inode=370603 dev=08:06 mode=0100640 ouid=0 o0gid=0 rdev=00:00

type=PATH msg=audit(1235030994.032:8649): item=2 name="audit.rules" inode=370603
dev=08:06 mode=0100640 ouid=0 o0gid=0 rdev=00:00

type=PATH msg=audit(1235030994.032:8649): item=1 name="/etc/audit" inode=368599
dev=08:06 mode=040750 ouid=0 o0gid=0 rdev=00:00

type=PATH msg=audit(1235030994.032:8649): item=0 name="/etc/audit" inode=368599
dev=08:06 mode=040750 ouid=0 o0gid=0 rdev=00:00

type=CWD msg=audit(1235030994.032:8649): cwd="/etc/audit"

type=SYSCALL msg=audit(1235030994.032:8649): arch=c000003e syscall=82
success=yes exit=0 a0=7deeb0® al=883b30 a2=2 a3=ffffffffffffffff items=4
ppid=25400 pid=32619 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0
sgid=0 fsgid=0 tty=ptsl ses=1164 comm="vim" exe="/bin/vim-normal"
key="CFG audit.rules"
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47 BRARIR

BITRHN—LEHMFREE THX Linux BIHERNBERER!

HitF o
EIT TR—HRENS T FRIRE T FENERES:

auditd(8)
Linux B81T~F1PIEF

auditd.conf(5)
Linux BB it<FFRERFECE XX

auditctl(8)
BAFEEN=EHRZEITRANLBER

autrace(8)

5 strace £MUWERF

ausearch(8)

FTEWHITTFIFEFAEHNIA

aureport(8)
RAFERFEITTIFEFASHERSNIA

http://people.redhat.com/sgrubb/audit/index.html =
Linux EFIHIMBEMER, ENEEES Linux BITHAREAEEXBNZMSEURE TS

UL}

/usr/share/doc/packages/audit
HitEAE 88— M T EAi&iHE B8 README X4 UK —LEE R F A EH RHRFI
.rules XXf4:

capp.rules : SHFIHIMRIPECE X (CAPP)

lspp.rules : fricLZ2FIPECE XY (LSPP)
nispom.rules: EXRIIZLITENHRIEFME 8 Z (NISPOM)
stig.rules : & ALHMEIER (STIG)
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BRENTENE ARG, £H 7 RERAENRZSIAETR, UKREITELESRPFTIER
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A GNU licenses

This appendix contains the GNU Free

Documentation License version 1.2.

GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St,
Fifth Floor, Boston, MA 02110-1301 USA. Everyone is permitted to copy and
distribute verbatim copies of this license document, but changing it is not
allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional
and useful document "free" in the sense of freedom: to assure everyone the
effective freedom to copy and redistribute it, with or without modifying it,
either commercially or non-commercially. Secondarily, this License preserves
for the author and publisher a way to get credit for their work, while not being
considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the
document must themselves be free in the same sense. It complements the GNU
General Public License, which is a copyleft license designed for free software.
We have designed this License to use it for manuals for free software, because
free software needs free documentation: a free program should come with
manuals providing the same freedoms that the software does. But this License is
not limited to software manuals; it can be used for any textual work, regardless
of subject matter or whether it is published as a printed book. We recommend
this License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains
a notice placed by the copyright holder saying it can be distributed under the
terms of this License. Such a notice grants a world-wide, royalty-free license,
unlimited in duration, to use that work under the conditions stated herein. The
"Document", below, refers to any such manual or work. Any member of the
publicis a licensee, and is addressed as "you". You accept the license if you copy,
modify or distribute the work in a way requiring permission under copyright law.
A "Modified Version" of the Document means any work containing the Document
or a portion of it, either copied verbatim, or with modifications and/or translated
into another language.

A "Secondary Section" is a named appendix or a front-matter section of the
Document that deals exclusively with the relationship of the publishers or
authors of the Document to the Document's overall subject (or to related
matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary
Section may not explain any mathematics.) The relationship could be a matter
of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are
designated, as being those of Invariant Sections, in the notice that says that

the Document is released under this License. If a section does not fit the above
definition of Secondary then it is not allowed to be designated as Invariant.

The Document may contain zero Invariant Sections. If the Document does not
identify any Invariant Sections then there are none.
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The "Cover Texts" are certain short passages of text that are listed, as Front-Cover
Texts or Back-Cover Texts, in the notice that says that the Document is released
under this License. A Front-Cover Text may be at most 5 words, and a Back-Cover
Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the general public,
that is suitable for revising the document straightforwardly with generic text
editors or (for images composed of pixels) generic paint programs or (for
drawings) some widely available drawing editor, and that is suitable for input
to text formatters or for automatic translation to a variety of formats suitable
for input to text formatters. A copy made in an otherwise Transparent file
format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image
format is not Transparent if used for any substantial amount of text. A copy that
is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without
markup, Texinfo input format, LaTeX input format, SGML or XML using a publicly
available DTD, and standard-conforming simple HTML, PostScript or PDF
designed for human modification. Examples of transparent image formats
include PNG, XCF and JPG. Opaque formats include proprietary formats that can
be read and edited only by proprietary word processors, SGML or XML for which
the DTD and/or processing tools are not generally available, and the machine-
generated HTML, PostScript or PDF produced by some word processors for
output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such
following pages as are needed to hold, legibly, the material this License requires
to appear in the title page. For works in formats which do not have any title page
as such, "Title Page" means the text near the most prominent appearance of the
work's title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose

title either is precisely XYZ or contains XYZ in parentheses following text that
translates XYZ in another language. (Here XYZ stands for a specific section name
mentioned below, such as "Acknowledgements", "Dedications", "Endorsements",
or "History".) To "Preserve the Title" of such a section when you modify the
Document means that it remains a section "Entitled XYZ" according to this
definition.

The Document may include Warranty Disclaimers next to the notice which

states that this License applies to the Document. These Warranty Disclaimers
are considered to be included by reference in this License, but only as regards
disclaiming warranties: any other implication that these Warranty Disclaimers
may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially
or non-commercially, provided that this License, the copyright notices, and the
license notice saying this License applies to the Document are reproduced in

all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading
or further copying of the copies you make or distribute. However, you may
accept compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may
publicly display copies.
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3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed
covers) of the Document, numbering more than 100, and the Document's

license notice requires Cover Texts, you must enclose the copies in covers that
carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly

and legibly identify you as the publisher of these copies. The front cover must
present the full title with all words of the title equally prominent and visible. You
may add other material on the covers in addition. Copying with changes limited
to the covers, as long as they preserve the title of the Document and satisfy these
conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should
put the first ones listed (as many as fit reasonably) on the actual cover, and
continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more
than 100, you must either include a machine-readable Transparent copy along
with each Opaque copy, or state in or with each Opaque copy a computer-
network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy
of the Document, free of added material. If you use the latter option, you must
take reasonably prudent steps, when you begin distribution of Opaque copies in
quantity, to ensure that this Transparent copy will remain thus accessible at the
stated location until at least one year after the last time you distribute an Opaque
copy (directly or through your agents or retailers) of that edition to the public.
Itis requested, but not required, that you contact the authors of the Document
well before redistributing any large number of copies, to give them a chance to
provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the
conditions of sections 2 and 3 above, provided that you release the Modified
Version under precisely this License, with the Modified Version filling the role

of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things
in the Modified Version:

A. Usein the Title Page (and on the covers, if any) a title distinct from that
of the Document, and from those of previous versions (which should,
if there were any, be listed in the History section of the Document). You
may use the same title as a previous version if the original publisher of
that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified Version,
together with at least five of the principal authors of the Document (all
of its principal authors, if it has fewer than five), unless they release you
from this requirement.

C. State on the Title page the name of the publisher of the Modified
Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to
the other copyright notices.

F. Include,immediately after the copyright notices, a license notice giving
the public permission to use the Modified Version under the terms of
this License, in the form shown in the Addendum below.

G. Preservein that license notice the full lists of Invariant Sections and
required Cover Texts given in the Document's license notice.
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H. Include an unaltered copy of this License.

I. Preserve the section Entitled "History", Preserve its Title, and add to
it an item stating at least the title, year, new authors, and publisher of
the Modified Version as given on the Title Page. If there is no section
Entitled "History" in the Document, create one stating the title, year,
authors, and publisher of the Document as given on its Title Page, then
add an item describing the Modified Version as stated in the previous
sentence.

J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise the
network locations given in the Document for previous versions it was
based on. These may be placed in the "History" section. You may omit
a network location for a work that was published at least four years
before the Document itself, or if the original publisher of the version it
refers to gives permission.

K. Forany section Entitled "Acknowledgements" or "Dedications",
Preserve the Title of the section, and preserve in the section all the
substance and tone of each of the contributor acknowledgements and/
or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in
their text and in their titles. Section numbers or the equivalent are not

considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be
included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to
conflict in title with any Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices

that qualify as Secondary Sections and contain no material copied from the
Document, you may at your option designate some or all of these sections

as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version's license notice. These titles must be distinct from any other
section titles.

You may add a section Entitled "Endorsements", provided it contains nothing
but endorsements of your Modified Version by various parties--for example,
statements of peer review or that the text has been approved by an organization
as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage
of up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the
Modified Version. Only one passage of Front-Cover Text and one of Back-Cover
Text may be added by (or through arrangements made by) any one entity. If the
Document already includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you
may not add another; but you may replace the old one, on explicit permission
from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give
permission to use their names for publicity for or to assert or imply endorsement
of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified versions,
provided that you include in the combination all of the Invariant Sections of all
of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty
Disclaimers.
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The combined work need only contain one copy of this License, and multiple
identical Invariant Sections may be replaced with a single copy. If there are
multiple Invariant Sections with the same name but different contents, make
the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else

a unique number. Make the same adjustment to the section titles in the list of
Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the
various original documents, forming one section Entitled "History"; likewise
combine any sections Entitled "Acknowledgements", and any sections Entitled
"Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this License

in the various documents with a single copy that is included in the collection,
provided that you follow the rules of this License for verbatim copying of each of
the documents in all other respects.

You may extract a single document from such a collection, and distribute it
individually under this License, provided you insert a copy of this License into
the extracted document, and follow this License in all other respects regarding

verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and
independent documents or works, in or on a volume of a storage or distribution
medium, is called an "aggregate" if the copyright resulting from the compilation
is not used to limit the legal rights of the compilation's users beyond what

the individual works permit. When the Document is included in an aggregate,
this License does not apply to the other works in the aggregate which are not
themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the
Document, then if the Document is less than one half of the entire aggregate,
the Document's Cover Texts may be placed on covers that bracket the Document
within the aggregate, or the electronic equivalent of covers if the Document is in
electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute
translations of the Document under the terms of section 4. Replacing Invariant
Sections with translations requires special permission from their copyright
holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include

a translation of this License, and all the license notices in the Document, and
any Warranty Disclaimers, provided that you also include the original English
version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this
License or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications",

or "History", the requirement (section 4) to Preserve its Title (section 1) will
typically require changing the actual title.
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9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as
expressly provided for under this License. Any other attempt to copy, modify,
sublicense or distribute the Document is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long

as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU
Free Documentation License from time to time. Such new versions will be similar
in spirit to the present version, but may differ in detail to address new problems
or concerns. See https://www.gnu.org/copyleft/ 2.

Each version of the License is given a distinguishing version number. If the
Document specifies that a particular numbered version of this License "or any
later version" applies to it, you have the option of following the terms and
conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does
not specify a version number of this License, you may choose any version ever
published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace
the “with..Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of
the three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend
releasing these examples in parallel under your choice of free software license,
such as the GNU General Public License, to permit their use in free software.
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