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2.1.1 vmstat

vmstat FIIREER XHIE. WTFE. /0. Rl CPUBKIER:

vmstat [options] [delay [count]]
MREAEEERMITHENERTABLTIE, E8ERE LRESISLCRNTINE, IR
SEFERERE (UMREA) AR, ERETRATEREE (UTRAPIFRT) BE. it

B8R vmstat WHITHVEFTRER. MRTEELE, LTAZ—HIzTT, BFIRFRFIFHRE
1k,

fll 2.1 : {RHFITEN L vmstat A

> vmstat 2

procs ----------- memory---------- --- swap-- ----- io---- -system-- ------ cpu-----
r b swpd free buff cache si SO bi bo in cs us sy id wa st
1 0 44264 81520 424 935736 0 0 12 25 27 34 1 0098 0
0

0 0 44264 81552 424 935736 0 0 0 © 38 25 0 0 100 0O
0

0 0 44264 81520 424 935732 0 0 0 © 23 15 0 0 100 0O
0

0 0 44264 81520 424 935732 0 0 0 O 36 24 0 0 100 0
0

0 0 44264 81552 424 935732 0 0 0 © 51 38 0 0 100 O
0

f512.2 . ERHEHTEN (CPURER) EAvmstat igih

> vmstat 2
procs ----------- memory----------- --- swap-- ----- io---- -system-- -----
Cpu------
r b swpd free buff cache si o) bi bo in Ccs us sy id wa
st
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32 1 26236 459640 110240 6312648 0 0 9944 2 4552 6597 95 5 0 0
23 1 26236 396728 110336 6136224 0 0 9588 0 4468 6273 94 6 0 O
35 0 26236 554920 110508 6166508 0 0 7684 27992 4474 4700 95 5 0 0
28 0 26236 518184 110516 6039996 0 0 10830 4 4446 4670 94 6 0 O

21 5 26236 716468 110684 6074872 0 0 8734 20534 4512 4061 96 4 0O O
BE—. +A s ’,—
O) 77 BHENE—T
vmstat HiHAE—1THRA BB ERES I RLERFIYE,

BIEBTRUTER:

ERATFRAIBITRSHERZR, XEHIZIETEHRIT, NEEFHFEIAEN CPU M, MRIL
FIRRHIZS RS S TAIA CPU BB, AlaERT CPU BHRE.

b
ERIEESFFRR CPU LUMETRRIHIER, WMRILTIFHEFIRA, AJgERRHEINT 1/0 7]
R (MBI HER) o

swpd
HEIfERNRRTB)E (KB),

free
FEFAHAEFEE (KB)o

inact
RO ARFEANEEINIRNE. NHESFERSE -a GEiINER) AR vmstat B, 15!
7 o

active

OB FERNEERBER TASEIRIARGF. NHEESERASH -a (BIWER) #E
vmstat BY, ILEHIA R,
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RAM REEXHARFATIIEN X HEHNXERE (KB), &5FERSE -a HH vmstat
BY, IR EIR,

cache
RAM HEIE LR XN BIIIEF (KB), 55 FASE -a JAA vmstat B, ILLFIART]
o

si/so

BIMITMTEFEE] RAM (si) 30E M RAM B RIS (8] (s0 ) RFIEUEE (KB). S1R so
EERK—RNERERA, FERTNAERFETHENT, HEMRHNAFETR
o WIR si EAERK—ERIIEARERAK, AIRERRAERKIEALTIFEIRSHNA
BRFIAERE 7RIS, MR si M so EERK—ERERERA, NIERRFERMR
B%, HuRRTRERRAPLEES RAM, ENEEEBHRNEFRIUSHIIEE.

bi
SYMRIGEWEIRIREL (F190, HEIRE) . RS MmLItLERIE, RANMR
BEXHRSGMSE, BRILUER stat TRAERRAE. NRSESHSHIE, WeEER
iostat,

bo
SHEBGEREMRE (I, HEBAN) » it mitdt EREE,

in
ST, MRILERAK, TIEERT /0 &3 (MEM/HEE) KRe, BHEAER
HFEMERAL T RS, Fi0, HiEshfdk 7 A28 E k. 5SHERIEE /
proc/interrupts LURS|HERISE,

cs
SWIETIRAE. XREAZBEARAER— M EZFRHNEHRITABERANS—ZFNEHRITAR
P H R SR,

us
WITN FBRZRAIEE CPU BEE 7tk

sy

MITRZAEBRY CPU AE B 7L,
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CPU =Y EI B Dtb. MNRILETRK—ENEIRNEANET, RTAER CPU EE#HARTL
Fo XA —EBEZNTR — RFSZE r M b FIFNERBELNITENESEE B
CPU B 77,

wa
R “wa” BEARANE, RFBRFEESFHFI/OMRRTELE, MieHe]seRrlEER,
a0, WRREERFRENXAMEEERITER LREHEEFERN, LI, ErTEE
RAFEEHRT (NENER) . &fa, XARKRTHEEHNAEMRNEFEES (55
WEISE “NEARFEEFRSE ) o

st
MEIANHEER CPU BHEI B 4Lt

BXEZIRW, 580 vmstat --help,

2.1.2 dstat

dstat AJUER vmstat. iostat. netstat T ifstat FIT A, dstat LBEREX
RAERFENER. Fl90, EeIESKE IDE iTHIZN Pt RS, EaHETHE
(LIEEIRYEIRR) LIRS H .

RINMERT, HRHBETRES TRIENRER, 3E, ATUER CSV (EEaREEFRIES
ANER) Rt

dstat LA Python 485, RJLUBEIEMGRKIGREINEE,

TEHZE—WIEE:

dstat [-afv] [OPTIONS..] [DELAY [COUNT]]

FRrE RIS AR oIt , WMRKIEEEMEE, dstat BERBEXCPU (-c. --cpu) .
Wifg (-d. --disk) « W% (-n. --net) . 97 (-g. --page) , UKRRFABIHHT
MFEYIR (-y. --sys) WFRITEUERE;, ©XARIBERIF—REE

# dstat
You did not select any stats, using -cdngy by default.
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----total-cpu-usage---- -dsk/total- -net/total- ---paging-- --- system- -
usr sys idl wai hiq siq| read writ| recv send| in out | int csw

O 0100 06 © 0] 15k 44k| © | © 82B|] 148 194

O 01006 0 0 0 0 0 |5430B 170B| 0 0 | 163 187

O 0100 0 0 0 0 0 |6363B 842B| 0 0 | 196 185
'as "a-l.-l.

ZF -cdngy (ZRIAE)

-fo --full
'’ -C. -D. -I. -N# -S &IFIF

-V, --vmstat
%F -pmgdsc. -D total

DELAY
FREHAVIERIER
COUNT

R Z AR B RBYERTRER

BIAERA 1, HHOAKIEE (FRED -
BXFMRER, EESN dstat WFEMOIREMDT (kA http://dag.wieers.com/home-
made/dstat/a) o

2.1.3 RSGESNEE: sar

sar AJLUIERXT/IFFRIEERRSUERNSMIRS, HHREHE CPU. RTE. IRQ BE. 1/0
MWL, EEAJUKRNERKRE. sar s5<TM /proc XHRGUEEIE.

Q EE: sysstat #fE
sar ai¥RE sysstat MBI —EB73. EFER YaST & zypper in sysstat &<
REZPHE, sysstat.service ERINBERTA=E5N, BAFEEUTHLSRER
HEE:
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> sudo systemctl enable --now sysstat

2.1.3.1 fEF sar £RkE

BRREMRSE, FAMA sar FHiEEER F) M. EMXHEMRS, BEMER -f

EEXHR, MABREEERMITE. NRKEEXHS. BEIRMItE, sar F=iHM /var/
log/sa/sabDD ik, Hef DD RRZHRK. X2 sadc (RYUERNEUREIESR) FHEE

SNERFOAMIE. ERERZT - f EWMERZS X,

sar 2 10 # real time report, 10 times every 2 seconds
sar -f ~/reports/sar 2014 07 17 # queries file sar 2014 07 17

sar # queries file from today in /var/log/sa/

cd /var/log/sa && \

sar -f sa@l -f sa02 # queries files /var/log/sa/0[12]

THRETERN sar FATRRERRE, BXE8YEaXNFAEE, 52N sar B man
(1).

Q FE: REEILAIA sysstat RS
3 sysstat ARSBFLERY (FIW0, EESISSHXNEE) , RTAENMEIBMET /
usr/1ib64/sa/sal -S ALL 1 1 ssRWERE—IHIIGIHEE. YR THESIX
EEEERGUEEEEX G P,

2.1.3.1.1 CPUEBEZFRS: sar

MRAEESERTMETER sar, ESETHEX CPURRARNELIRS. EZLERITEN
b, BLEFE CPUMER, ERER -P ALL EAIEEE CPU LR,

# sar 10 5

Linux 6.4.0-150600.9-default (jupiter) 03/11/2024 x86_64
(2 CPU)
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17:51:29 CPU suser %snice  %system  %iowait %steal %idle

17:51:39 all 57,93 0,00 9,58 1,01 0,00 31,47
17:51:49 all 32,71 0,00 3,79 0,05 0,00 63,45
17:51:59 all 47,23 0,00 3,66 0,00 0,00 49,11
17:52:09 all 53,33 0,00 4,88 0,05 0,00 41,74
17:52:19 all 56,98 0,00 5,65 0,10 0,00 37,27
Average: all 49,62 0,00 5,51 0,24 0,00 44,62

Yoiowait £ CPU £ 1/0 BRI A F=ARSHIBSE B DL, MR ETERK—EREIEIR
HZATE, WERRI/0 RS (MEHEER) FEMT MR %idle BEERK—BRISEIRER
£, NRTEN CPU EEHAFTII.

2.1.3.1.2 ANEERERRS: sar -r

ERED -r £RARSNTF (RAM) BYSAE 1R,

# sar -r 10 5
Linux 6.4.0-150600.9-default (jupiter) 03/11/2024 ~x86 64 (2 CPU)

17:55:27 kbmemfree kbmemused %memused kbbuffers kbcached kbcommit %commit kbactive kbinact kbdirty

17:55:37 104232 1834624 94.62 20 627340 2677656 66.24 802052 828024 1744
17:55:47 98584 1840272 94.92 20 624536 2693936 66.65 808872 826932 2012
17:55:57 87088 1851768 95.51 20 605288 2706392 66.95 827260 821304 1588
17:56:07 86268 1852588 95.55 20 599240 2739224 67.77 829764 820888 3036
17:56:17 104260 1834596 94.62 20 599864 2730688 67.56 811284 821584 3164
Average: 96086 1842770 95.04 20 611254 2709579 67.03 815846 823746 2309

kbcommit # %commit FI B RHFI TEAHREEENRARNTFE (RAM FIx#T8]) Bk
PME, kbcommit B R KB REBEAMBLITEE, %commit MERB L.

2.1.3.1.3 S9n%KitikReS: sar -B

fERIEIN -B FIRRAZD IS EkdE.

# sar -B 10 5
Linux 6.4.0-150600.9-default (jupiter) 03/11/2024 ~x86 64 (2 CPU)

18:23:01 pgpgin/s pgpgout/s fault/s majflt/s pgfree/s pgscank/s pgscand/s pgsteal/s %vmeff

18:23:11  366.80 11.60 542.50 1.10 4354.80 0.00 0.00 0.00 0.00
18:23:21 0.00 333.30 1522.40 0.00 18132.40 0.00 0.00 0.00 0.00
18:23:31 47.20 127.40 1048.30 0.10 11887.30 0.00 0.00 0.00 0.00
18:23:41 46.40 2.50 336.10 0.10 7945.00 0.00 0.00 0.00 0.00
18:23:51 0.00 583.70 2037.20 0.00 17731.90 0.00 0.00 0.00 0.00
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Average: 92.08 211.70 1097.30 0.26 12010.28 0.00 0.00

0.00

0.00

majflt/s (BRERHEHRH) JFETRERZOTIMEEMBEIRNESR. HIRAIERX AR
RSN, BNHMTZERHEIRZEREN. fIi, ENAERFBIEREM S H XS
Tlo MRENARFHBENMEVHANESLIMEAIEIR, AURRTIERNERIE, LHERNZEE

WITAEREZERM (pgscand/s) B,

Y%vmeff 5 R RFFEBITIEL (pgscand/s), HEIFFMERFEFERRIREF (pgsteal/s) PEERF
BHT. ERFNEREIWNNE, EEEEE 100 (FEEEFABRENES N EERD

) B0 CGREMEMDD) o ZEARREE 30 LT

2.1.3.1.4 RigFRITKRS: sar -d

fEREm -d FIRRRigsE (FEE. R, USB FEIRES)
p (EMITEN) KfE DEV 5B S F ik,

# sar -d -p 10 5

Linux 6.4.0-150600.9-default (jupiter) 03/11/2024 ~Xx86 64
18:46:09 DEV  tps rd sec/s wr sec/s avgrq-sz avgqu-sz await svctm
18:46:19 sda 1.70 33.60 0.00 19.76 0.00 0.47 0.47
18:46:19 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18:46:19 DEV  tps rd_sec/s wr_sec/s avgrq-sz avgqu-sz await svctm
18:46:29 sda 8.60 114.40 518.10 73.55 0.06 7.12 0.93
18:46:29 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18:46:29 DEV  tps rd sec/s wr_sec/s avgrq-sz avgqu-sz await svctm
18:46:39 sda 40.50 3800.80 454.90 105.08 0.36 8.86 0.69
18:46:39 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18:46:39 DEV  tps rd sec/s wr_sec/s avgrq-sz avgqu-sz await svctm
18:46:49 sda 1.40 0.00 204.90 146.36 0.00 0.29 0.29
18:46:49 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18:46:49 DEV  tps rd sec/s wr _sec/s avgrq-sz avgqu-sz await svctm
18:46:59 sda 3.30 0.00 503.80 152.67 0.03 8.12 1.70
18:46:59 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00
Average: DEV  tps rd sec/s wr sec/s avgrq-sz avgqu-sz await svctm
Average: sda 11.10 789.76 336.34 101.45 0.09 8.07 0.77
Average: sr@ 0.00 0.00 0.00 0.00 0.00 0.00 0.00

B ERMNEDR -

(2 CPU)

Sutil
0.08
0.00

Sutil
0.80
0.00

Sutil
2.80
0.00

Ssutil
0.04
0.00

Ssutil
0.56
0.00

Sutil
0.86
0.00

LUERFRERAERRY tps. rd_sec/s # wr_sec/s B Average B, N8R svctm A %util FIFHE—E

AR, AJRERR /0 FREEMI.
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MRTBENERS MR, NWRFBUZBANEFR. FRENHEBZEIISNTH /0, FE
ZRAFHARRSEZE. I, MRESIEFHERE, BETEEE=RNERS N,
ZSHHRIENERNEREN N Z D,

2.1.3.1.5 MEFKIHRE: sar -n KEYWORD
T -n AIEBERZDNEHERIES. 5 -n —EIEEUTEEFZ—:

° DEV: ERFTEMEIKENRITIRS

EDEV: ERFrEMEIGENBIZAITIREG

NFS: 4pE NFS ERIRNRITIRG

NFSD: 4R NFS BRSZS8M5HRE

SOCK: EBEXEEFNRITRS
o ALL: ERFTENSBARITIRS

2.1.3.2 AL sar UE

sar IREFR—E B8RP BN, FREERE sar FIEATMLAY Java K2R kSar, €l
BZTEENER,. EBEEXRILIAER PDF RS, kSar A2 0B A R RYEIE AR S RV BE
FEE, kSar@id BSD #FRIIERMN, AIM https://sourceforge.net/projects/ksar/ 2 3RBX,

22 REER

2.2.1 1§BHAHIEE . iostat

B RFGIGE N, BEA iostat, WTEEMMNIRE BT EHFEIRENYIBHE Y
18] B 4T St T o H T
E(FH iostat, BFREMMHE sysstat,
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F—1 iostat IREETBEIISREAURKBENAITER. EEIRENHE L—MIREZEH
B8],
> jostat

Linux 6.4.0-150600.9-default (jupiter) 03/11/2024 ~x86 64
(4 CPU)

avg-cpu: %user %nice %system %iowait %steal %idle
17.68 4.49 4.24 0.29 0.00 73.31

Device: tps kB read/s kB wrtn/s kB read kB wrtn
sdb 2.02 36.74 45.73 3544894 4412392
sda 1.05 5.12 13.47 493753 1300276
sdc 0.02 0.14 0.00 13641 37

UXMA AR iostat AIMBEHEELERS SRR, BEFSHERRE. @IIFA

iostat -x MRV RIREFILIEFIAZILERR, Fi0, I BIESPIINESHEXTY
AFIAR/ NN FRFRTEIRE R, MRER -z AXHRTHRIGE, Er]UIERMMITHE
1B, 1 iostat KYFMDI (man 1 iostat) HEILUIKEIRRHNENFIFRERIE X,

1SR A LB E MRS E M BIPRIMITHS EI8E. B, BER=MEFENIEE sda ERAHKIR
&, BfEA:

> iostat -p sda 3 5
ZERTREXHRS (NFS) IR, AJLUER TR NN ERRERF:
* nfsiostat-sysstat EEMIFIMHFE sysstat A,

e nfsiostat BEMTFIHEHE nfs-client H,

Q EE: EERFZEHMEA iostat
iostat L FRERSET nvme list-subsys FIHMFRE IR, BRIAMER
T, iostat HIEEHFESE I/0 BURIGE. EF iostat ERFIEIRSE, BEFEAMU

T2

> 1iostat -p ALL
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2.2.2 KIEIFENISIT: mpstat

SCRTER mpstat ES N AALESRENED) . WRENAFNE—IES, KikG2RHF

BEITHERE.

TERESHHNITEARS iostat <R, B mpstat 2 5 SLUFIEIRYIEFE LIRSS

EER Yk =

# mpstat 2 5
Linux 6.4.0-150600.9-default (jupiter)

13:
13:
13:
13:
13:
13:

51:
51:
51:
51:
51:
Bilg

10
12
14
16
18
20

Average:

CPU
all
all
all
all
all
all

susr

8,27
46,62
54,71
78,77
51,65
47,85

%nice %sys %iowait

0,00 0,50
0,00 3,01
0,00 3,82
0,00 5,12
0,00 4,30
0,00 3,34

M mpstat ZiEHEIUER:

0

,00
0,00
0,00
0,
0
0

00

,00
,00

03/11/2024
%irq %soft
0,00 0,00
0,00 0,25
0,00 0,51
0,00 0,77
0,00 0,51
0,00 0,40

x86_64

%steal %guest

0,00
0,00
0,00
0,00
0,00
0,00

o,
0,00
0,00
o,
0
0

00

00

,00
,00

%sgnice
0,00
0,00
0,00
0,00
0,00
0,00

(2 CPU)

sidle
91,23
50,13
40,97
15,35
43,54
48,41

* %usr 5 %sys Zztbo B4, tb{E 10:1 RRITEAHEEREITNAREFAE, SITER
NMiZENRERF. tHE 1:10 R TEAHEETERZSEZ RG], EFZEHIERZ.

BE, BENBREFNEERNZDEREIRG], UkEEA UEBXMIEIR.

o MEERFABESARENERT, BEME—BD CPULFHKTLER. LERR

CPU AJgE

223 QERSSTEsIE

turbostat 27~ AMD64/Intel 64 A IESRHISAR.
7. MRFERAENGSEA, BREGSHIE,

=1
A
S

A
~

> sudo turbostat find /etc -type d -exec true {} \;

517,

0.546880 sec

17

CPU Avg MHz
416

0 631

1 416

. turbostat

Busy%s Bzy MHz TSC MHz

28.43
37.29
27.14

1465
1691
1534

3215
3215
3215

TILEREARFATH, EREREVEERHEN LRITIERERF,

. RENE, LTHEEBURMIEI
RUBP R B geitEidE. MRAEAS

AA =
AT

RIRSRIETIIEIE . mpstat

ESRAEYNSER—REMISIH R, £/A turbostat FEMBRZIEIR msro
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270  24.30 1113 3215
406  26.57 1530 3214
505 32.46 1556 3214
270  22.79 1184 3214

u B~ W N

W RESE CPU X RME: Ef?&f*ﬂ%ﬁ%@‘ééﬂi*ﬁ, EfEA - -debug %W, BXE
ST AR FER IR BARVRERR, 7 man 8 turbostat,

224 FHBKIF. pidstat

MREREEEREESHERATEMNGE, EFER pidstat 79, LHSRIEFMNE
EESHER, HPIE Linux AIZEIENMAEESHES) (MRKIEEES) . BEATLURE
ERRIIREER, LAKEY(E]lEIFR.

g0, pidstat -C firefox23 2YEHGSIRMEEFHE “firefox” BMESHIRESITE

B, SRAVRINE=HIRE

# pidstat -C firefox 2 3

Linux 6.4.0-150600.9-default (jupiter) 03/11/2024 ~x86 64
(2 CPU)
14:09:11 uiD PID %usr %system %guest %CPU CPU Command
14:09:13 1000 387 22,77 0,99 0,00 23,76 1 firefox
14:09:13 uiD PID %Susr %system %guest %CPU CPU Command
14:09:15 1000 387 46,50 3,00 0,00 49,50 1 firefox
14:09:15 uiD PID %susr %ssystem %guest %CPU CPU Command
14:09:17 1000 387 60,50 7,00 0,00 67,50 1 firefox
Average: uIb PID %susr %ssystem %guest %CPU  CPU Command
Average: 1000 387 43,19 3,65 0,00 46,84 - firefox

LU, PILAER pidstat -d RITHESEFRHRITSZD I/0. ESTERITXE /0 HESL
TR, URESEHNEHTRE.
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2.2.5 RAZIFFELEHX: dmesg

Linux RIZEHFHEHNXPRERLEHE, EEEXLHEE, FWMAGS dnesg -T,

RIAEHRIZRTE systemd Hidd, BEXHIEHFRER, BEN (BFfEE) ,F218
“Journalctl: &Eiff systemd Hig” .

2.2.6 FIARXMHEFRIFIR: Lsof

EEEFENEEHIE ID PID BRI MR EXHRGIR, 1BFER -po. 1, BEEEYH]
shell FEBNFIEXH, BRI

# lsof -p $$

COMMAND PID USER FD  TYPE DEVICE SIZE/OFF NODE NAME
bash 8842 root cwd DIR 0,32 222 6772 /root
bash 8842 root rtd DIR 0,32 166 256 /

bash 8842 root txt REG 0,32 656584 31066 /bin/bash

bash 8842 root mem REG 0,32 1978832 22993 /1ib64/1libc-2.19.s0
[...]

bash 8842 root 2u CHR 136,2 0to 5 /dev/pts/2

bash 8842 root 255u CHR 136,2 0to 5 /dev/pts/2

ERTIRHINTEE $$, ENERINTHIFEERE ID.
5 -i £5EAN, lsof ERFH LRI BB !

# lsof -i

COMMAND PID USER FD  TYPE DEVICE SIZE/OFF NODE NAME

wickedd-d 917 root 8u IPv4 16627 0t0 UDP *:bootpc

wickedd-d 918 root 8u IPv6 20752 0t0 UDP [fe80::5054:ff:fe72:5ead]:dhcpv6-client
sshd 3152 root 3u IPv4 18618 0td® TCP *:ssh (LISTEN)

sshd 3152 root 4u IPv6 18620 0td® TCP *:ssh (LISTEN)

master 4746 root 13u IPv4 20588 0t0 TCP localhost:smtp (LISTEN)

master 4746 root 14u IPv6 20589 0t® TCP localhost:smtp (LISTEN)

sshd 8837 root 5u IPv4 293709 0t0 TCP jupiter.suse.de:ssh->venus.suse.de:33619 (ESTABLISHED)
sshd 8837 root 9u IPv6 294830 0t® TCP localhost:x11 (LISTEN)

sshd 8837 root  10u IPv4 294831 0t® TCP localhost:x11 (LISTEN)
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2.2.7 R#Z# udev EHF5|EEF28. udevadm monitor

udevadm monitor {iFfA#Z uevent LA udev FNI&Z IS, HEEHANERREIZ
(DEVPATH) IR RiZHI &, HiERE USB iBIZERSHII—RTIEH:

Q ix=: 4

udev HH

2235 root AFIEITIETT udevadm #5 <1415 udev E4,

UEVENT[1138806687]
UEVENT[1138806687]
UEVENT[1138806687]
UEVENT[1138806687]
UDEV [1138806687]
UDEV [1138806687]
UDEV [1138806687]
UDEV [1138806687]
UEVENT[1138806692]
UEVENT[1138806692]
UEVENT[1138806692]
UEVENT[1138806692]
UDEV [1138806693]
UDEV [1138806693]
UDEV [1138806693]
UDEV [1138806693]
UEVENT[1138806694]
UDEV [1138806694]
UEVENT[1138806694]
UEVENT[1138806697]

20

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/class/scsi_host/host4
add@/class/usb _device/usbhdev4.10
add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/class/scsi_host/host4
add@/class/usb device/usbhdev4.10

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/block/sdb
add@/class/scsi_generic/sgl
add@/class/scsi device/4:0:0:0

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/class/scsi_generic/sgl
add@/class/scsi device/4:0:0:0
add@/block/sdb
add@/block/sdb/sdbl
add@/block/sdb/sdbl
mount@/block/sdb/sdbl
umount@/block/sdb/sdbl

RZH udev B F5)EEH2E: udevadm monitor
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AT

HIZENEI . ipcs

&% ipcs LRSATIEFEERN IPC RIRRIGIR:

# ipcs

------ Message Queues --------

key msqid owner perms used-bytes
------ Shared Memory Segments --------

key shmid owner perms bytes
0x00000000 65536 tux 600 524288
0x00000000 98305 tux 600 4194304
0x00000000 884738 root 600 524288
0x00000000 786435 tux 600 4194304
0x00000000 12058628  tux 600 524288
0x00000000 917509 root 600 524288
0x00000000 12353542  tux 600 196608
0x00000000 12451847  tux 600 524288
0x00000000 11567114 root 600 262144
0x00000000 10911763  tux 600 2097152
0x00000000 11665429 root 600 2336768
0x00000000 11698198 root 600 196608
0x00000000 11730967 root 600 524288
------ Semaphore Arrays --------

key semid owner perms nsems
0xal2e0919 32768 tux 666 2
2.3.2 #HIEFEFIR: ps

messages

nattch

2
2
2
2
2
2
2
2
1
2
2
2
2

status

dest
dest
dest
dest
dest
dest
dest
dest
dest
dest
dest
dest
dest

#% ps ERMRNTIE, BEASUBHN—ERERAS. HEI ps --help KIEE
#8), WESNFMITREDLAEL.
BHIHFA IR AP RIS S

21

’,—

17188, 1BER ps axu:

P
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> ps axu

USER PID %CPU %MEM VSsz RSS TTY
root 1 0.0 0.3 34376 4608 ?
root 2 0.0 0.0 0 07
root 3 0.0 0.0 0 07
root 5 0.0 0.0 0 07
root 6 0.0 0.0 0 07
root 7 0.0 0.0 0 07
loaol

tux 12583 0.0 0.1 185980 2720 ?
tux 12587 0.0 0.1 198132 3044 ?
tux 12591 0.0 0.1 181940 2700 ?
tux 12594 8.1 10.6 1418216 163564 ?
tux 12600 0.0 0.3 393448 5972 ?
printer

tux 12625 0.0 0.6 227776 10112 ?
provider

tux 12626 0.5 1.5 890972 23540 ?

BREEZ /D sshd HIZIEFIETT,

> ps -p $(pidof sshd)

STAT START
Ss  Jul24
S Jul24
S Jul24
S<  Jul24
S Jul24
S Jul24
SU  10:12
SU  10:12
SUL  10:12
SU  10:12
SU  10:12
St 10:12
St 10:12

TIME

© © © © © ©

o © © © ©

102
100
100
100
100
100

100
100
100
103
100

100

100

COMMAND
/usr/lib/systemd/systemd
[kthreadd]

[ksoftirqd/0]
[kworker/0:0H]
[kworker/u2:0]
[migration/0]

/usr/lib/gvfs/gvfs-mtp-volume-monitor
/usr/lib/gvfs/gvfs-gphoto2-volume-monitor
/usr/lib/gvfs/gvfs-goa-volume-monitor
/usr/bin/gnome-shell
/usr/lib/gnome-settings-daemon-3.0/gsd-

/usr/lib/gnome-control-center-search-

/usr/bin/nautilus --no-default-window

FRED -p 58< pidof —iEEfER, XRFIHLTE

PID TTY
1545 7
4608 7

B LRIEREIR

STAT TIME COMMAND
Ss 0:00 /usr/sbin/sshd -D
Ss 0:00 sshd: root@pts/0

BEHERAFEREHFITIR:

> ps ax --fo

PID RSS
PID RSS
2 0
3 0
4 0
5 0
6 0
7 0
8 0
[...]

12518 22996
12626 23540

22

rmat pid,rss,cmd --sort rss
CMD

CMD

[kthreadd]

[ksoftirqd/0]

[kworker/0:0]
[kworker/0:0H]
[kworker/u2:0]
[migration/0]

[rcu_bh]

/usr/1lib/gnome-settings-daemon-3.0/gnome-settings-daemon

/usr/bin/nautilus --no-default-window

#HIEFIER: ps

BHIZFIRAVET. ET L REFFEXBFRITIR. BN TR LUERMFR
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12305 32188 /usr/bin/Xorg :0 -background none -verbose
12594 164900 /usr/bin/gnome-shell

BR8N ps AR

ps aux --sort COLUMN
¥ COLUMN Hit# THER. 18R COLUMN &)

pmem (RAYIEAELLE)
pcpu (FR CPU LbE)
rss (REBEHEX/), BIRIEIYIERTRE)

ps axo pid,%cpu,rss,vsz,args,wchan
ETRSMNHE. HPID. CPUABE. REXN (BEHMEM) . BMRERSAA.

ps axfo pid,args

BREHIER,

2.3.3 #HFEN: pstree
< pstree LMK FHIZTIR:

> pstree

systemd- - -accounts-daemon- - - {gdbus}

I | -{gmain}
| -at-spi-bus-laun---dbus-daemon
[ | -{dconf worker}
I | -{gdbus}
I | -{gmain}
| -at-spi2-registr---{gdbus}
| -cron

| -2*[dbus-daemon]
| -dbus-launch

| -dconf-service---{gdbus}

I | -{gmain}

| -gconfd-2

| -gdm- - -gdm-simple-slav---Xorg

[ [ | -gdm-session-wor---gnome-session---gnome-setti+
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[ [ [ | | -gnome-shell+
++
[ | -{dconf work+
I | -{gdbus}
I | -{gmain}
I
I

-{gdbus}
-{gmain}
-{gdbus}
-{gmain}

ZH -p F#HiE ID AL ENZT. BiteTEERER, BEA -a S

2.3.4 #HIZFR: top

i< top ( “table of processes” (G# &ﬁ)%%i%?)m?ﬂhﬁﬂm%m #127%R, E
FIEZER, B o #, 5% -n 1 9EETR—RHEVIRGELZER. TEE top -n
1 s THRGIsRL

> top -n 1
Tasks: 128 total, 1 running, 127 sleeping, 0 stopped, 0 zombie
%Cpu(s): 2.4 us, 1.2 sy, 0.0 ni, 96.3 id, 0.1 wa, 0.0 hi, 0.0 si, 0.0 st

KiB Mem: 1535508 total, 699948 used, 835560 free, 880 buffers
KiB Swap: 1541116 total, 0 used, 1541116 free. 377000 cached Mem
PID USER PR NI VIRT RES SHR S %CPU S%MEM TIME+ COMMAND

1 root 20 0 116292 4660 2028 S 0.000 0.303 0:04.45 systemd
2 root 20 0 0 0S 0.000 0.000 0:00.00 kthreadd
3 root 20 0 0 0 S 0.000 0.000 0:00.07 ksoftirqd+
5 root 0 -20 0 0 0S 0.000 0.000 0:00.00 kworker/0+
6 root 20 0 0 0 0S 0.000 0.000 0:00.00 kworker/u+
7 root rt 0 0 0 0S 0.000 0.000 0:00.00 migration+
8 root 20 0 0 0 0 S 0.000 0.000 0:00.00 rcu_bh
9 root 20 0 0 0 0S 0.000 0.000 0:00.24 rcu_sched
10 root rt o 0 0 0S 0.000 0.000 0:00.01 watchdog/0
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11 root 0 -20 0 0 0SS0
12 root 20 0O 0 0 0SS0
13 root 0 -20 0 0 0SS0
14 root 0 -20 0 0 0SS0
15 root 0 -20 0 0 0SS0
16 root 0 -20 0 0 0SS0
17 root 0 -20 0 0 0SS0
18 root 0 -20 0 0 0SS0

.000
.000
.000
.000
.000
.000
.000
.000

© © © © © ©o © o

.000
.000
.000
.000
.000
.000
.000
.000

o © © O O ©o ©o ©

:00.
:00.
:00.
:00.
:00.
:00.
100,
:00.

00
00
00
00
00
00
00
00

khelper
kdevtmpfs
netns
writeback
kintegrit+
bioset
crypto
kblockd

AINMBERT, WHRZ CPURE (5 %CPU, REHZRA shift —p ) HiF, EAUTAHSHE

BB FER

shift - M . FEIFATE (RES)
shift - N : #7Z ID (PID)
shift - T : BY|E] (TIME+)

BEEREMEMFERETHRF, B F AMNIRPER—FR, BUMHEFIRF, %R

Shift —R

2% -U UID RiaESSERF XER#ERR, 155 UID BiANAFAF ID. /A top -U

$(id -u) EREFIAFRHERE

2.3.5 |IBMZBEREEEFEITES: hyptop

hyptop &id debugfs EENZEMZIIIRIEM IBM Z BAEEREFIFRENSENUE,. ©
ERATF z/VM 3 LPAR B EIERRRF. 0, ErILURIERIBIEEE, 2/R/EDH LPAR K z/VM
Guest B9 CPU 5NFEEE. TIRMEEMT top mSMET curses WEF R E, hyptop 12

HEIEO:
e sys_list: FIHHEIBAEEREER ETEITHRSA

° sys: BIFMAMIBIR—NRSA

ERILER BRI (BAA) TEUER -b MI7EHRINTIETT hyptop. EXEERERAT, AU

¥ ? (f£/2%h hyptop /&) FREXEEEH,
LPAR B9 sys_list BO%@H

12:30:48 | CPU-T: IFL(18) CP(3) UN(3) ?=help

25 IBM Z B4R EIRZF I51T3%: hyptop
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system #cpu C
(str) (#) (
HO5LP30 10 461.
HO5LP33 4 133.
HO5LP50 4 99.
HO5LPO2 1 99.
TRX2CFA 1 2
HO5LP13 6 1
TRX1 19 1
TRX2 20 1
HO5LP55 2 0
HO5LP56 3 0

413 823.

.14
.36
.22
.16
.00
.00
39 23.

pu

%)

14
73
26
09

[
(o)

© ©O © O © O © o

mgm
(%)
.18
.57
.01
.00
.03
.34
.14
.11
.00
.00
86

15
2
1
2

31

zZ/NM THY “sys_list” @O

12:32:21 | CPU-T: UN(16)

system  #cpu cpu
(str) (#) (%)
T6360004 6 100.31
T6360005 2 0.44
T6360014 2 0.27
DTCVSW1 1 0.00
T6360002 6 0.00
OPERATOR 1 0.00
T6360008 2 0.00
T6360003 6 0.00 3
NSLCF1 1 0.00
EREP 1 0.00
PERFSVM 1 0.00
TCPIP 1 0.00
DATAMOVE 1 0.00
DIRMAINT 1 0.00
DTCVSW2 1 0.00
RACFVM 1 0.00
75 101.57 5
LPAR T8 sys B 4 :

Cpu+
(hm)

959:

47

1:11
0:45
0:00

166:
100
:37
700:
102
:00
:53
:01
:05
:04
:00
100
239:

© © © © © ©o © ©

26

57

47

Cp
(h
47 :
20:
46:
69:
BE
4:
13:
26:
0:
0:
59:

53:

10:
53:
40:
53:
30:
53:
53:
53:

53:
53:
53:
53:
53:
53:

u+
m)
41
53
24
57/
24
23
57
05
22
00

Mg
(h

©O © © O © O © o o

57 38:

m+

m)

:15
112
112
:00
104
154
122
125
:00
100

08

11:
11:
10:
11:
11:
11:
11:
11:
11:
11:
11:

online
(dhm)

05:
05:
04:
05:
06:
05:
06:
06:
05:
05:
06:

59
54
24
58
01
56
01
00
52
52
01

7=

help

online memuse memmax wcur
(dhm)

05:
102:
18:
16:
19:
16:
22:
03:
16:
16:
:21:
16:
16:
16:
16:
16:
16:

20
26
41
42
18
42
55
09
41
42
12
42
42
42
42
42
42

(Gi
i,

© © © O © O © © M OO O O ©

=
ol

14:08:41 | HO5LP30 | CPU-T: IFL(18) CP(3)

26

IBM Z B4R EIRZF I51T3%: hyptop

B) (GiB)
56 2.00
.42 0.50
.54 0.75
.01 0.03
.87 2.00
.00 0.03
.32 0.75
.00  4.00
.03 0.25
.00 0.03
.04 0.06
.01 0.12
.00 0.03
.01 0.03
.01 0.03
.01 0.02
.46 22.50
UN(3)

(#)
100
100
100
100
100
100
100
100
500
100
0
3000
100
100
100
100
3000

? = help
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cpuid  type cpu mgm visual.

(#) (str) (%) (%) (vis)

0 IFL 96.91 1.96 |#####HHHHHHHHHIHHHHIHHHHHH A
1 IFL 81.82 1.46 |#H#H#H#H#HH#H#H#HHHHHAHAHHHHHHHHHHHHHHHAAA A

2 IFL 88.00 2.43 |###HHHHHHHHHHHHHHAAHHHHHH SRR

3 IFL 92.27 1.29 |######HHHHHHHH A
4 IFL 83.32 1.05 |######HH##HHIHHHHHHHHHHH

5 IFL 92.46 2.59 |###H#HHHHHHHHHHHHHHAHHHHHHHHH R R
6 IFL ©0.00 0.00 |

7 IFL ©0.00 0.00 |

8 IFL ©0.00 0.00 |

9 IFL ©0.00 0.00 |

534.79 10.78

z/VM TH sys % :

15:46:57 | T6360003 | CPU-T: UN(16) ? = help

cpuid cpu visual

(#) (%) (vis)

0 548 .72 | ##HHHHH A AR |

548.72

2.3.6 T=z1/0 5#528. iotop

iotop SLARFIRHAEHLEZETR I/0 EABRK.

Q i&E: wiotop
FINKRRE iotop, BFEELL root B3ER zypper in iotop FEhLEE,

iotop EREFHAEE M

5 1/0 BIFRER BIVE DL, WFE s, 4

HIZIRENM S NRY 1/0 HERIT. EREZBTRZHEERNN LUKLEF

SRETRER R RAFHAENRENA B NRYE 1/0 T3

o fER « M - BAESHF.

o fEA R BAREHFIF,

27

TET 1/0 I51F88: iotop

ZERI/0 KL CE/RH) o I, ERTE
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o £ o REEERRFIEHENLZE GUAME) 5XETIIT /0 RHEMLAZZ B
o  (LEINREEMTFTES 1T LAM --only, )

o £ p RAEERERE FUAIE) SERHEZER. (LLIHEEEMTF --
only, )

o FA A BUEETRHFII/0FR (BIAME) 58/RE8 iotop BEILUERIRIT 1/0 124F
WEziE, (LLIhEEMF --accumulated, )

o £ 1 EAIENENMEENER MHEHNLENMRL LR,
° 1% o B=IRY iotop,
o R E MRS IRERIF.
TEIEY find 1 emacs [F/EIE{THE< iotop --only BURfliEH:

# iotop --only
Total DISK READ: 50.61 K/s | Total DISK WRITE: 11.68 K/s

TID PRIO USER DISK READ DISK WRITE SWAPIN I0> COMMAND
3416 be/4 tux 50.61 K/s 0.00 B/s 0.00 % 4.05 % find /

275 be/3 root 0.00 B/s 3.89 K/s 0.00 % 2.34 % [jbd2/sda2-8]
5055 be/4 tux 0.00 B/s 3.89 K/s 0.00 % 0.04 % emacs

BRI TEHUER (-b) TMER iotop, HMBEEMEEX P UMBE DT, BXRFTTEAVIE
&, BSNFM (man 8 iotop).

2.3.7 BBOHENZRIEMTS: nice # renice

P\]ff’;&ﬁgﬂhﬂﬁ nice k5 (BMAFIRMETER) REWLHEZERTEN CPU BYEILLEMHIZE

IR “nice” RIS, ©HAR CPU BEIRZ H#HEMEL . Nice KFIASEEM
-20 (H-1EE “nice” %3a) 219, HEREER root AFIRE.
LIETIFENERKBESFERKE CPU BYEINVIERNEI X BELHIZN, ARZRAALASEE
. e, ERNHITHMESHRSA LmFAZE, FIIEHEN “nice” KIESTHRER
fthES (90 Web BRSS28) RIEESIMIERK,

TRARHEEFRSHH nice RYIEHFIHRRMETL:

> nice
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0

i&1T nice COMMAND &=R4AEd<THIHE] nice £k3INN 10, £ nice -n LEVEL
COMMAND B LIS EAE X F L a1k 3B F 2RI Ko

EFREEETHEENZRIRM LS, BFEH renice PRIORITY -p PROCESS ID, fI
n:

> renice +5 3266

EMERERFRENMEHZNZRMNAR, BEMEM -u USER, ERAIER -g
PROCESS GROUP ID AJE#TREHZANZFIRMLER.

2.4 NE

241 RIFA=: free

SCRER free FJ10E RAM MIXMRTEIAE. BETEXARAAEMEERRTURIIR X
IFAESR:

> free

total used free shared buffers cached
Mem: 32900500 32703448 197052 0 255668 5787364
-/+ buffers/cache: 26660416 6240084
Swap: 2046972 304680 1742292

W -b. -k. -m. -g PRUFT. KB. MB | GB NN ERiaH. B3 -s delay
RETHNBEME DELAY #RIFH, Fla0, free -s 1.5 SR 1.5 WEREHRARNS,

242 REERIFIE: /proc/meminfo

#tt free, f£A /proc/meminfo AILUREXEXNEFFERBRNEIFHAER, Xbr
£, free RGP —EHENHIE. TERE 64 (I RZFLNRGHE. BTFARAEEE
FRAE, 732 MUREELNEHEBERR:

MemTotal: 1942636 kB
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MemFree: 1294352 kB
MemAvailable: 1458744 kB
Buffers: 876 kB
Cached: 278476 kB
SwapCached: 0 kB
Active: 368328 kB
Inactive: 199368 kB
Active(anon): 288968 kB
Inactive(anon): 10568 kB
Active(file): 79360 kB
Inactive(file): 188800 kB
Unevictable: 80 kB
Mlocked: 80 kB
SwapTotal: 2103292 kB
SwapFree: 2103292 kB
Dirty: 44 kB
Writeback: 0 kB
AnonPages: 288592 kB
Mapped: 70444 kB
Shmem: 11192 kB
Slab: 40916 kB
SReclaimable: 17712 kB
SUnreclaim: 23204 kB
KernelStack: 2000 kB
PageTables: 10996 kB
NFS Unstable: 0 kB
Bounce: 0 kB
WritebackTmp: 0 kB
CommitLimit: 3074608 kB
Committed AS: 1407208 kB
VmallocTotal: 34359738367
VmallocUsed: 145996 kB
VmallocChunk: 34359588844
HardwareCorrupted: 0 kB
AnonHugePages: 86016 kB
HugePages Total: 0

HugePages Free: 0

HugePages Rsvd: 0

30

kB

kB

AEFERERE: /proc/meminfo
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HugePages Surp: 0

Hugepagesize: 2048 kB
DirectMap4k: 79744 kB
DirectMap2M: 2017280 kB

XEETRY & AT

MemTotal
RAM B£,

MemFree
KEAR RAM £,

MemAuvailable
ERENBER T RTEF N BREFNTITNES,

Buffers
RAM HE1E X4 R AT HIEN X HE P X EF,

Cached
RAM AT TF, XAEIEEPXEFMINEE, BEHE Shmem WTE

SwapCached
BN FHNTIER,

Active. Active(anon). Active(file)
O ERNANE, FRIEVELBIHIEK, SUA=EUR, Active & Active(anon) 5
Active(file) ZF0o

e Active(anon) RERSZS AT, XEETANEZERNEZMBRE, UKRTREA
R EHIREERNT XA

¢ Active(file) EREREth X R R FFHINE

Inactive. Inactive(anon). Inactive(file)
PRERIERENATE, BESRAEU. Inactive  Inactive(anon) 5 Inactive(file)

ZHMo
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e Inactive(anon) BRERSIHSTIFHIAE. XEFETHANMEZNERRE, URTEEAN
R EHIREERNT AT

e Inactive(file) EREREMI X R A ZIFHATE,

Unevictable
T EBWRNEZ (fli0, AFER Mlocked AE RAM BEE)

Mlocked
B mlock RLIAAIRMIEFNNEE, mlock AIPHEE X BB EEINTZIRET IR
RAM BB NEB4. 1B, mlock RRIESEIXFNE (L,

SwapTotal

=B E,

SwapFree
RMEBIRTIEE,

Dirty
HTESEAMEETFFENELENRNEE (BERTEEFEMETIE) . REIERIEEELE
REHNARFHAZAREL . BAERMIEE NEETEEEREARENE, NMS
B, AIfEMA sysctl &%k vm.dirty ratio @ vm.dirty bytes FiTHIalfEfE
ENEEFENRHESRE BEXEZAD, BENE 15157 “BE7) .

Writeback
Y EES A NEENAEES,

Mapped
£/ mmap AFERERBENRNZ.

Shmem
TEHZAZ BIEZMAE, 90 IPCEIE. tmpfs HIFENHEZNERZRZF,

Slab
RIZAZBEIREWIARF S BC.

SReclaimable
AJEUkHY Slab BF453, #IN%7F (inode. dentry &) .
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SUnreclaim
AAI[EULEY Slab 453

KernelStack
NERERF (BERARER) FRANHNZTENES.

PageTables
TRTHREHENIRNAFE,

NFS_Unstable
BRIXEIRSZ2S, BERKRERSIPIRIIE NFS B,

Bounce

RIGEFRIERE P X ERNAE,
WritebackTmp

I&BY B Bl H X FUSE ERINAE.

CommitLimit
RIS EFEARRBERBARFANAEFEE. NEBATEERINIEFERAITE, 74258
It RR o

Committed_AS
Y TERHERFBERTEENAGFEEE (RAM =T E) EME,

VmallocTotal
DECRNARZE I T e S,

VmallocUsed
BERNNZE I T EE,

VmallocChunk
A A AZ E I =S (B R AESIR,

HardwareCorrupted
BHENAEEZ ((XHEA ECC RAM Bl MED)

AnonHugePages
BT EI AP TREIRNER R, XENRERE T NEKRBER USRS A NHED
FoRY, FEEEFRASEEEAT (THP),
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HugePages_Total
£ SHM HUGETLB #1 MAP_HUGETLB fERRITISAECADI#L, SNERIE /proc/sys/vm/
nr_hugepages FHENXET hugetlbfs X RFMEAMTNDECATIE

HugePages_Free
B ARTIELG

HugePages_Rsvd
BRI AT
HugePages_Surp
#8H HugePages_Total PTAADI%K ( “B€” ) , 7 /proc/sys/vm/

nr_overcommit hugepages FENX,

Hugepagesize
RTIBIK/N — 72 AMD64/Intel 64 £, BRIAEF 2048 KB

DirectMap4k %
BANEIEFLAEARN (REIFRAH 4kB) MIIHAZRES,

243 HIZRNFHE: smaps

£ top & ps FINETLRETLTEAHUMEAEREHIZTEENNEE. NIREFEHIIRIE

B, 1BEEAN% 2.6.14 5| ABY smaps F&RHR. ZFRHAUTF /proc/PID/smaps H, =
£ IDA PID N#ERRHRMERANTANERFIH. EsXaHERNEFNEANGE, Eit
T UEEHEERANNEE, HPFEESHMERERZNAGF. EXFAER, BEL /
usr/src/linux/Documentation/filesystems/proc.txt (BEELZEHHE kernel-
source) o

REY smaps S RENAHE. Bitt, FENEEEMITEHBITIEE, MEREBYSIERE
BHAZR A X AE

2.4.4 numaTOP

numaTOP @&RATF NUMA (JE—EMARELRE) REN—1TIE. ZITERM NUMA 258
KBTS, BIESBHIRAI NUMA 48RRI RERRIT.
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—f&M =, numaTOP AIiLEEE 2z fENELR) (RMA) 2. A&MATESR) (LMA) #2H
RMA/LMA LB, RFFIREMNERE (B, AtAEFERESTEAFREZLERME) H#HE
IES7

PowerPC BAIRLAF Intel Xeon b IE2FSZHF numaTOP: 5500 &%, 6500/7500 £%!. 5600 %
Hll. E7-x8xx Z&FIF] E5-16xx/24xx/26xx/46xX FF,

numaTOP EE ARG EFEE IRM, SR sudo zypper in numatop fdR#EZT
B, EF& numaTOP, i5iE1T numatop <. EATHE numaTOP ThEEMI A%, BfER

man numatop @<,

2.5 R

0O =% REeEw
NERMEHERT N, ERIZENERTNWEEE T ERIREREAAN,

251 EAXMEIZER: ip

ip EATFIREMIEHNERZONBATR, R UERACRREEEREXRAMLZEONELR
GiitikdE. BlW, EORETERM, BAETZVHEIR. FEHEPR

MRALEEFEREEMMELHKET ip, ESETEREE. EYHAEMNLEO, BRA ip
addr show (HEEHI ip a) o ip addr show up XFIHIEFEEITHMEZELD, ip -
s link show DEVICE {X%IHgERIZEONSITEE:

# ip -s link show br0
6: br0: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc noqueue state UP mode
DEFAULT
link/ether 00:19:d1:72:d4:30 brd ff:ff:ff:ff:ff:ff
RX: bytes packets errors dropped overrun mcast

6346104756 9265517 0 10860 0O 0
TX: bytes packets errors dropped carrier collsns
3996204683 3655523 0 0 0 0

ip FRILERZED (link). BRER (route) FEE - BX4T, 1558% man 8 ip,
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# ip route

default via 192.168.2.1 dev ethl
192.168.2.0/24 dev eth® proto kernel
192.168.2.0/24 dev ethl proto kernel
192.168.2.0/24 dev eth2 proto kernel

# ip link

scope link
scope link
scope link

src 192.168.2.100
src 192.168.2.101
src 192.168.2.102

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP>

1000

link/ether 52:54:00:44:30:51 brd ff:ff:
3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP>

1000

link/ether 52:54:00:a3:cl:fb brd ff:ff:
4: eth2: <BROADCAST,MULTICAST,UP,LOWER UP>

1000

link/ether 52:54:00:32:a4:09 brd ff:ff:

2.5.2

ETRHENNE RS

AERLRERT (B, WRMERE

PID USER PROGRAM

27145 root
? root
26635 tux
? root
? root
? root
? root
? root
? root
? root
TOTAL

zypper

mtu 1500

ffff:ff:ff
mtu 1500

ff:ff:ff:ff
mtu 1500

ffoff:ff:ff

. nethogs
RATEEF)

..0:113:80¢c0:8080:10:160:0:
/usr/lib64/firefox/firefox

..0:113:
:113:
:113:
:113:
:113:
..0:113:

© ©o © o

unknown

80c0:
80c0:
80c0:
80c0:
80c0:
80cO:

TCP

8080:
8080:
8080:
8080:
8080:
8080:

10:
10:
10:
10:
10:
10:

160:
160:
160:
160:
160:
160:

5 top —#, nethogs ZIFXERHS:

o © © © o o

100

:100:
:100:
:100:
:100:
:100:
:100:

Mo EETREX (kb/s. kb b. mb) Z[EHERF

36

qdisc pfifo fast state UP mode DEFAULT group default qlen

qdisc pfifo fast state UP mode DEFAULT group default qglen

qdisc pfifo fast state UP mode DEFAULT group default qglen

, BEEAZIARDERESILREN
NATEF. nethogs THRTEIRITES top KU, AIRRFARXEENEANEHRE:

:30015

30045
30045
30015
30045
30045
30045

BTOHERMEHE:

DEV
etho

eth0

SENT  RECEIVED

5.719 391.749 KB/sec
0.102 2.326 KB/sec
0.026 0.026 KB/sec
0.000 0.021 KB/sec
0.000 0.018 KB/sec
0.000 0.018 KB/sec
0.000 0.017 KB/sec
0.000 0.017 KB/sec
0.069 0.000 KB/sec
0.000 0.000 KB/sec

nethogs

5.916 394.192 KB/sec
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R : ¥R RECEIVED HEE
© ¥ SENT HER
0 : BY

2.5.3 LAKM-F4T5: ethtool

ethtool AIFAE RMEUARMIKENENAEH. FRINMERT, €
B,

# ethtool etho
Settings for eth0:

Supported ports: [ TP ]

Supported link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Supports auto-negotiation: Yes

Advertised link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Advertised pause frame use: No

[...]

Link detected: yes

TRERTHRTEIMRERERESR ethtool &N

£ 2.1: ethtool HIZEEEIFIFR

RYIBIEEIRER IR

ethtool option ERFHNUTER

-a HIESHER

-C HETEHER

-g <dAXff> Rx/Tx (EUW/155H) HSHER
i XEXHIEENZRE R

Kk BIER
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ethtool option EiFgEHNUTES

-S NIC MIREhiZF 45 RE RISt it EKdE

2.5.4 BTRMEZIRE: ss

ss SATFEMEERTRITIGENTE, A netstat %, EFIHFAEERE, BEHRART
S8 ss .

# ss

Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port

u str ESTAB 0 0 * 14082 * 14083
u str ESTAB 0 0 * 18582 * 18583
u str ESTAB 0 0 * 19449 * 19450
u str ESTAB 0 0 @/tmp/dbus-gmUUwXABPV 18784 * 18783
u str ESTAB 0 0 /var/run/dbus/system bus socket 19383 * 19382
u str ESTAB 0 0 @/tmp/dbus-gmUUwXABPV 18617 * 18616
u str ESTAB 0 0 @/tmp/dbus-58TPPDv8qv 19352 * 19351
u str ESTAB 0 0 * 17658 * 17657
u str ESTAB 0 0 * 17693 * 17694

[..]

BRRUNIFOFEREHD, FERUTHS:

# ss -1

Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port
nl UNCONN 0 0 rtnl:4195117 *
nl UNCONN 0 0 rtnl:wickedd-auto4/811 £
nl UNCONN 0 0 rtnl:wickedd-dhcp4/813 &
nl UNCONN 0 0 rtnl:4195121 *
nl UNCONN 0 0 rtnl:4195115 s
nl UNCONN 0 0 rtnl:wickedd-dhcp6/814 *
nl UNCONN 0 0 rtnl:kernel kS
nl UNCONN 0 0 rtnl:wickedd/817 *
nl UNCONN 0 0 rtnl:4195118 %
nl UNCONN 0 0 rtnl:nscd/706 3
nl UNCONN 4352 0 tcpdiag:ss/2381 &
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[...]
BRMESERER,

ERILEEBETHNERFHRE: FIUITCP (-t)Z UDP(-u)o -p HEIRA]

ETRERFFERZFR PID #RTF,
THIFIL TP TCP E M ERAXEERNIEF. -a EHMARRETRPIEERZLNER (N
IFFNAEMINA) o -p EIAI R REREFFIEIZERFHY PID AEA R,

#ss -t -a -p

State Recv-Q Send-Q Local Address:Port Peer Address:Port

LISTEN 0 128
LISTEN 0 100
ESTAB 0 132
LISTEN 0 128
LISTEN 0 100

*:ssh *:*  uysers:(("sshd",1551,3))
127.0.0.1:smtp *:*%  ysers:(("master",1704,13))
10.120.65.198:ssh 10.120.4.150:55715 wusers:(("sshd",2103,5))
:::ssh i::% users:(("sshd",1551,4))
r:l:smtp ik users:(("master",1704,14))

2.6 /proc XH&R%G

/proc XHAR%KE

—MIXHRS, BEXHERFETR, ARUENXHENTEAREERER.

g0, ERLITEr<Em CPU KA

> cat /proc/cpuinfo

processor
vendor_id

cpu family
model

model name
stepping
microcode

cpu MHz

cache size
physical id
siblings

core id

cpu cores
apicid

initial apicid
fpu

fpu exception

cpuid level

39

1 0

: Genuinelntel

HING)

: 30

: Intel(R) Core(TM) i5 CPU 750 @ 2.67GHz
: 5

: Ox6

: 1197.000

: 8192 KB

o © b © b+ ©

1 yes
1 yes
11
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wp
flags

. yes

: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov

pat pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx rdtscp

Im constant tsc arch perfmon pebs bts rep good nopl xtopology nonstop tsc

aperfmperf pni dtes64 monitor ds cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm

sse4 1 ssed4 2 popcnt lahf 1m ida dtherm tpr _shadow vnmi flexpriority ept vpid

bogomips

clflush size

cache _alignment :

address sizes

loaal

: 5333.85
: 64

64

“;” iﬂEfF-. ]Eﬁéﬂ1yﬁjﬁgéﬁiﬁzluﬂ
A LUETT x861info HIKEVA X AMD64/Intel 64 1R R 451 _EANIRRMIFAE B,

B8

16:
18:
19:
22:
23:
40:
41:
42:
43:
45:
46:
47:
48:
49:

SEIRIRAEAIER:
> cat /proc/interrupts
CPUO CPU1
121 0
0 0
0 0
0 11933
0 0
0 117978
0 0
417927 0
2727916 0
0 2749134
0 0
0 0
0 0
0 0
0 0
0 0
0 0

40

CPU2

o © © © © ©

3275185
0
0
0
2759148

0
0
0
0
0
0

CPU3

© ©O © O © O © ©o © +H ©

2678206

387

: 36 bits physical, 48 bits virtual

power management:

I0-APIC-edge
I0-APIC-edge
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
I0-APIC-fasteoi
HPET MSI-edge
HPET MSI-edge
HPET MSI-edge
HPET MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge
PCI-MSI-edge

/proc XH&#H5

timer

rtco

acpi

ehci hcd:+
i801 smbus
ata piix,+
enp5s1l
ehci hcd:+
hpet2
hpet3
hpet4
hpet5
aerdrv, P+
PCIe PME,+
PCIe PME,+
PCIe PME,+
snd hda i+
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50: 933117
NMI : 2102
LOC: 92
SPU: 0
PMI: 2102
IWI: 47331
RTR: 2
RES: 472911
CAL: 48389
TLB: 28410
TRM: 0
THR: 0
MCE: 0
MCP: 40
ERR:

MIS:

2023
71

0
2023
45725
0
396463
47345
26804
0

0

0

40

2031

57
0

2031
52464

0

339792
54113
24389

0
0
0
40

maps X EE THRITXHZER IS E

> cat /proc/self/maps

08048000-0804c000
0804c000-0804d000
0804d000-0806e000
b7d27000-b7d5a000
b7d5a000-b7e32000
b7e32000-b7e33000
b7e33000-b7f45000
b7t45000-b7146000
b7t46000-b7148000
b7f48000-b7f4c000
b7f52000-b7f53000
[...]

b7f5b000-b7f61000
b7f61000-b7f62000
b7t62000-b7176000
b7f76000-b7f78000
bfd61000-bfd76000
ffffe000-fffffooO

00000000
00004000
0804d000
00000000
00000000
b7e32000
00000000
00112000
00113000
b7f48000
00000000

r-xp
rw-p
rw-p
r--p
r--p
rw-p
r-xp
r--p
rw-p
rw-p

r--p

00000000
00000000
00000000
00013000
bfd61000
00000000

03:
03:
00:
03:
03:
00:
03:
03:
03:
00:
03:

03:
03:
03:
03:
00:
00:

03
03
00
03
03
00
03
03
03
00
03

03
03
03
03
00
00

BN /proc XHRGIRIAEFAER,

41

© PCI-MSI-edge nvidia
1920 Non-maskable interrupts
41 Local timer interrupts
© Spurious interrupts
1920  Performance monitoring int+
46775 IRQ work interrupts
0 APIC ICR read retries
323820 Rescheduling interrupts
50478  Function call interrupts
26157 TLB shootdowns
0 Thermal event interrupts
® Threshold APIC interrupts
0 Machine check exceptions
40 Machine check polls
17753 /bin/cat
17753 /bin/cat
0 [heap]
11867 /usr/lib/locale/en GB.utf8/
11868 /usr/lib/locale/en GB.utf8/
0
8837 /1lib/1libc-2.3.6.s0
8837 /lib/1libc-2.3.6.5s0
8837 /1lib/1libc-2.3.6.50
0
11842 /usr/lib/locale/en GB.utf8/
9109 /usr/lib/gconv/gconv-module
9720 /usr/lib/locale/en GB.utf8/
8828 /1lib/1d-2.3.6.s0
8828 /1lib/1d-2.3.6.s0
0 [stack]
0 [vdsol
—LEEENXHREATUT:

/proc XH&#H5
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/proc/devices
AR
/proc/modules
INERIARIZIRIR
/proc/cmdline
NiZE 21T
/proc/meminfo

BXRXAFERIFHAES

/proc/config.gz
HanE TR gzip EEAEENXH

[proc/ PID/
/proc/ NNN BERPIRMET HFiiziTHENGEE, HA NNN SHEXHZENHEE ID
(PID), B MHIZEREILIIE /proc/self/ HHEIHE B SRS,

XA /usr/src/linux/Documentation/filesystems/proc.txt FIRETESZES
B (ZEYHE kernel-source FEIBMHIELH) .

2.6.1 procinfo

3<% procinfo AILULCE /proc XHRAHFHNEEREFE:

> procinfo
Linux 3.11.10-17-desktop (geeko@buildhost) (gcc 4.8.1 20130909) #1 4CPU
[jupiter.example.com]

Memory: Total Used Free Shared Buffers Cached
Mem: 8181908 8000632 181276 0 85472 2850872
Swap: 10481660 1576 10480084

Bootup: Mon Jul 28 09:54:13 2014 Load average: 1.61 0.85 0.74 2/904 25949

user : 1:54:41.84 12.7% page in : 2107312 disk 1: 52212r
20199w
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nice : 0:00:00.46 0.0% page out: 1714461 disk 2: 19387r
10928w

system: 0:25:38.00 2.8% page act: 466673 disk 3: 548r
10w

IOwait: 0:04:16.45 .4% page dea: 272297

hw irq: 0:00:00.42 .0% page flt: 105754526

sw irq: 0:01:26.48 1% swap in : 0

idle : 12:14:43.65 81.5% swap out: 394

guest : 0:02:18.59 0.2%

uptime: 3:45:22.24 context : 99809844

irq ©O: 121 timer irq 41: 3238224 hpet3

irqg 8: 1 rtco irq 42: 3251898 hpet4

irq 9: 0 acpi irq 43: 3156368 hpet5

irq 16: 14589 ehci hcd:usbl irq 45: 0 aerdrv, PCIe PME

irq 18: 0 1801 smbus irq 46: 0 PCIe PME, pciehp

irq 19: 124861 ata piix, ata piix, f irq 47: 0 PCIe PME, pciehp

irq 22: 3742817 enp5sl irq 48: 0 PCIe PME, pciehp

irq 23: 479248 ehci hcd:usb2 irq 49: 387 snd _hda intel

irq 40: 3216894 hpet?2 irg 50: 1088673 nvidia

ETEAEER, BFEASHK -a. 8% -nN R N REHF—REER. EXMERT, oTLIE
Q0 LIRS,

HNBERTERERE, 8% -d £MERE, procinfo -dn5 ERIERHWABENH
&:

2.6.2 ARFITHIZSE:. /proc/sys/

RAIEHNSHATFESITIHMEN Linux BB, I 1IF /proc/sys/ ¥, AIEH

sysctl apSREEFNEN. EFNHFIESE, 151517 sysctl -a. AILUER sysctl
PARAMETER NAME FHHENBEK,

SO NNE, TfFER sysctl CATEGORY FiEIHIHENERNABTEEY I, TEIIEHT
SEENET, EELEWHE kernel-source A RERENE Z iR B HEHE,

sysctl dev (/proc/sys/dev/)
HERENER.
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sysctl fs (/proc/sys/fs/)
FRNXHaR. BIMEMEREXGRANSH. BXIFHAER, BF8MW /usr/src/

linux/Documentation/sysctl/fs.txt,

sysctl kernel (/proc/sys/kernel/)
BEXASRERR. AAHZEAEMHMAZBEXSHNER. BX4AT, i5EW /usr/

src/linux/Documentation/sysctl/kernel.txt

sysctl net (/proc/sys/net/)
BXMIFN—RERNESHES (FEAN ipvd/ FER) . BXHAT, BN /usr/

src/linux/Documentation/sysctl/net.txt

sysctl vm (/proc/sys/vm/)
LERFRPNIMSEXEMAF. XRMNEFNEEMEX. BXAT, BFENW /usr/src/

linux/Documentation/sysctl/vm. txt

EGERNERYIRIENSE, 5FEHAGS sysctl -w PARAMETER=VALUE ., BXRAEN
HIN&E, 157 /etc/sysctl.conf M PARAMETER = VALUE 17

2.7 BHEER

2.7.1 PCI&#JR: lspci

Q xE: piE PCIERE,
REZHIRERAFE root AP N BER T X1 EA PCI ECEBYIARIARIR,

% lspci 5H PCI FIR:

# lspci

00:00.0 Host bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE \
DRAM Controller/Host-Hub Interface (rev 01)

00:01.0 PCI bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE \
Host-to-AGP Bridge (rev 01)
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00:1d.0 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #1 (rev 01)

00:1d.1 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #2 (rev 01)

00:1d.2 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #3 (rev 01)

00:1d.7 USB Controller: Intel Corporation 82801DB/DBM \
(ICH4/ICH4-M) USB2 EHCI Controller (rev 01)

00:1e.0 PCI bridge: Intel Corporation 82801 PCI Bridge (rev 81)

00:1f.0 ISA bridge: Intel Corporation 82801DB/DBL (ICH4/ICH4-L) \
LPC Interface Bridge (rev 01)

00:1f.1 IDE interface: Intel Corporation 82801DB (ICH4) IDE \
Controller (rev 01)

00:1f.3 SMBus: Intel Corporation 82801DB/DBL/DBM (ICH4/ICH4-L/ICH4-M) \
SMBus Controller (rev 01)

00:1f.5 Multimedia audio controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) AC'97 Audio Controller (rev 01)

01:00.0 VGA compatible controller: Matrox Graphics, Inc. G400/G450 (rev 85)

02:08.0 Ethernet controller: Intel Corporation 82801DB PR0/100 VE (LOM) \
Ethernet Controller (rev 81)

fEMA -v AIUEREFANT X!

# lspci -v
[...]
00:03.0 Ethernet controller: Intel Corporation 82540EM Gigabit Ethernet \
Controller (rev 02)
Subsystem: Intel Corporation PR0O/1000 MT Desktop Adapter
Flags: bus master, 66MHz, medium devsel, latency 64, IRQ 19
Memory at f0000000 (32-bit, non-prefetchable) [size=128K]
I/0 ports at d010 [size=8]
Capabilities: [dc] Power Management version 2
Capabilities: [e4] PCI-X non-bridge device
Kernel driver in use: e1000
Kernel modules: e1000

MX /usr/share/pci.ids FREVEXIRERZFBITNES. WWXHEFRRFILH PCIID 47
B RANRE” o
S8 -vv £EREFAEENFREER. EEEANTE, BERSH -no
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2.7.2 USBix%

. Lsusb

5% lsusb FIHFRE USB 1&&. EAEM -v AI5EFiFMAN5IR, MBS /proc/bus/

usb/ REUFRER. THEEHEEELR. AER. EEMNEBENRE USBIREBRT

lsusb EMHEIH,

# 1lsusb

Bus 004 Device 007:

ID

Oeald:

2.0 / Astone USB Drive

Bus 004 Device 006:

Adapter

Bus 004 Device 005:
Bus 004 Device 001:
Bus 003 Device 001:
Bus 002 Device 001:
Bus 001 Device 005:
Bus 001 Device 001:

ID

ID
ID
ID
ID
ID
ID

04b4:

05e3:
0000:
0000:
0000:
046d:
0000:

2168 Ours Technology, Inc.

B1T

Transcend JetFlash \

6830 Cypress Semiconductor Corp. USB-2.0 IDE \

0605 Genesys Logic, Inc.
0000
0000
0000

c012 Logitech, Inc. Optical Mouse

0000

2.7.3 BIEMBARFRS: tmon

tmon EBEEBEBIAIAK. MIBEMNXERAFRENT R, NRTERTASESE, tmon

R AR iETT!

r——THERMAL ZONES (SENSORS)

| Thermal Zones:

|Trip Points:
|

acpitzoo
PC

r———— COOLING DEVICES

|ID Cooling Dev

|00 Processor
|o1 Processor
|02 Processor
|03 Processor

|04 intel powerc
|

Cur
0
0

0
0
1

Max  Thermal Zone Binding

50 [ [ITTTTTTTT]

46

USB i&#&:

[susb
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| 10 20 30 40 |

|acpitz 0:[ 8][>>>>>>>>>P9 €31
| |

| CONTROLS |
|PID gain: kp=0.36 ki=5.00 kd=0.19 Output 0.00 |
|
|

|Target Temp: 65.0C, Zone: 0, Control Device: None
[

Ctrl-c - Quit TAB - Tuning

BXRNMAEFREE. NECRAESEE, UKMEER tmon MIXAFIABHIRE SEKEIE
MER, FEEINFMTI: man 8 tmon., HINBE R FASLREIUMHE tmon,

-

2.7.4 MCELog: i+EHKERE (MCE)

Q = Ak

b T B{GERTF AMD64/Intel 64 &%,

REWHEIR (B8 1/0. CPUFREEIR) B, mcelog MEBEIIZRM O/ it ENIG
ERE (MCE)o It4h, HRERFHIREY, mcelog & r] LAMEFUNEL S DIRHAA] B Thiz i
Mo LART, LEiRlEAS/NEHITH cron fEILVER, T, BHHEIRPIE mcelog SFIFERFIZED
3,

Q i=E: AMD A% MCA #%
SUSE Linux Enterprise Server 32§ AMD FA] BHUT BN IR EA RGN (AI4EK
MCA) . BIZERN MCA 1%38 7 AMD Zen MR IVEEHRIRIRS. EY BT MCA Bank
FIERMER, BATHROIERIHIES T RIIZHE,
mcelog AJ#HTE MCAEE (rasdaemon 1 dmesg AR MCA 3
B) . BXIEFHAELR, FEM (Processor Programming Reference
(PPR) for AMD Family 17h Model 01h, Revision B1 Processors) BI% 3.1
T “Machine Check Architecture” (https://developer.amd.com/wordpress/
media/2017/11/54945_PPR_Family_17h_Models_00h-0Fh.pdf#),
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mcelog 7£ /etc/mcelog/mcelog.conf HEEE, BEXEEXMAES, BEEN man
mcelog #0 https://mcelog.org/ 7, UTFRHUET T WHBRINXRIER:

daemon

yes

filter = yes
filter-memory-errors = yes
no-syslog = yes

logfile = /var/log/mcelog
run-credentials-user = root
run-credentials-group = nobody
client-group = root

socket-path = /var/run/mcelog-client
ARIANKB A mcelog RS, AILUEE YaST RAMRSHIER Han<1TEAMB RS

# systemctl enable mcelog
# systemctl start mcelog

2.7.5 AMD64/Intel 64: dmidecode: DMI| KRS
dmidecode FIE/RiTENIE DMI K, HEPEEEHFHFYISH BIOS BITHREREE

8/

# dmidecode

# dmidecode 2.12

SMBIOS 2.5 present.

27 structures occupying 1298 bytes.
Table at Ox000EB250.

Handle 0x0000, DMI type 4, 35 bytes
Processor Information
Socket Designation: J1PR
Type: Central Processor
Family: Other
Manufacturer: Intel(R) Corporation
ID: E5 06 01 00 FF FB EB BF
Version: Intel(R) Core(TM) i5 CPU 750 @ 2.67GHz
Voltage: 1.1V
External Clock: 133 MHz
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Max Speed: 4000 MHz

Current Speed: 2667 MHz
Status: Populated, Enabled
Upgrade: Other

L1 Cache Handle: 0x0004

L2 Cache Handle: 0x0003

L3 Cache Handle: 0x0001
Serial Number: Not Specified
Asset Tag: Not Specified
Part Number: Not Specified

2.7.6 POWER: %l
Ushw FTIRERH 2RI BB ERE,

2.8 XHMXHRS

BAXHAGRENER, BER (FHEEEER) -

2.8.1 MENXMHEE: file
% file BIHZE /usr/share/misc/magic FHERE N XHFHXHTIRIIEER,

> file /usr/bin/file
/usr/bin/file: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), \
for GNU/Linux 2.6.4, dynamically linked (uses shared libs), stripped

288 -f LIST BEERNEN—TH—RIIXHR. -z RIF file EEEXHFHRNIEK:

> file /usr/share/man/manl/file.l.gz

/usr/share/man/manl/file.1l.gz: gzip compressed data, from Unix, max compression
> file -z /usr/share/man/manl/file.l.gz

/usr/share/man/manl/file.1l.gz: troff or preprocessor input text \

(gzip compressed data, from Unix, max compression)
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24 -1 %l mime

> file -i /usr/share/misc/magic

/usr/share/misc/magic:

2.8.2

# mount

X &RGFM

KRB FRFRMAZE R,

text/plain charset=utf-8

HFE%: mount. df 0 du
< mount SEREWMNMEHSEEWM NGRS (I§&FMELER)

/dev/sda2 on / type ext4 (rw,acl,user xattr)

proc on /proc type proc (rw)

sysfs on /sys type sysfs (rw)

debugfs on /sys/kernel/debug type debugfs (rw)

devtmpfs on /dev type devtmpfs (rw,mode=0755)

tmpfs on /dev/shm type tmpfs (rw,mode=1777)

devpts on /dev/pts type devpts (rw,mode=0620,gid=5)

/dev/sda3 on /home type ext3 (rw)

securityfs on /sys/kernel/security type securityfs (rw)

fusectl on /sys/fs/fuse/connections type fusectl (rw)

gvfs-fuse-daemon on /home/tux/.gvfs type fuse.gvfs-fuse-daemon \

(rw,nosuid, nodev,user=tux)

fEMm<

> df -h
Filesyst
/dev/sda
devtmpfs
tmpfs

/dev/sda

df AR EXNXGAAZLHERBRIERE. 8% -h (2 - -human-
readable) BimtiiEiE @A P o] LOEEAZ

em
2

3

Size

206G
1,6G
1,6G
208G

Used Avail Use% Mounted on

5,9G
236K
668K

40G

136G
1,6G
1,6G
159G

32
1
1

20

o°

/

/dev
/dev/shm
/home

o° o°

o°

fEA&H< du AIUERAEBRMEFERFAEXHNEARN. B8 -s REFAREEN

i, RRESISHET

> du -sh
192M

50

/opt
/opt

-h BB RERRAENS SRR

NHERGERERZE: mount. df #ldu
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2.8.3 BXELF T#EBIXHRIEMER
£/ readelf SURRZFIRE IR, XEZABT R AREHERD

ELF Xf4:
> readelf --file-header /bin/ls
ELF Header:
Magic: 7f 45 4c 46 02 01 01 00 00 00 OO GO GO OGO 00 00
Class: ELF64
Data: 2's complement, little endian
Version: 1 (current)
0S/ABI: UNIX - System V
ABI Version: 0
Type: EXEC (Executable file)
Machine: Advanced Micro Devices X86-64
Version: 0x1
Entry point address: 0x402540

Start of program headers:
Start of section headers:

64 (bytes into file)
95720 (bytes into file)

Flags: 0x0

Size of this header: 64 (bytes)
Size of program headers: 56 (bytes)
Number of program headers: 9

Size of section headers: 64 (bytes)
Number of section headers: 32

Section header string table index: 31

2.8.4 XfFEIE: stat

% stat ERNXEEM:

L)

> stat /etc/profile

File: "/etc/profile'

Size: 9662 Blocks: 24
Device: 802h/2050d Inode: 132349 Links:
Access: (0644/-rw-r--r--) Uid: ( 0/ root)
Access: 2009-03-20 07:51:17.000000000 +0100
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Modify: 2009-01-08 19:21:14.000000000 +0100
Change: 2009-03-18 12:55:31.000000000 +0100

ZH --file-system ERIEEXHFIENX AR GEELAT !

> stat /etc/profile --file-system
File: "/etc/profile"

ID: d4fb76e70b4d1746 Namelen: 255 Type: ext2/ext3
Block size: 4096 Fundamental block size: 4096
Blocks: Total: 2581445 Free: 1717327 Available: 1586197
Inodes: Total: 655776 Free: 490312

29 AFER

29.1 HRXERNRAF . fuser

ER A THRE S H#ZS AP EEIRISENX S, flil, RIEEHH /mnt PHEHH
ENXHRSE, umount 23R[E] “deviceisbusy” (R&FIEIL) o ARALUER fuser &<
REMPLE HIZIEEIAIDIZIRE

> fuser -v /mnt/*

USER PID ACCESS COMMAND
/mnt/notes.txt tux 26597 f.... less
E&LE less #iEZE (ZHBES—MRIE LIETT) , BEIRIRINEHEZXERS, 5 -k i%®

BESEREY, fuser BREILIEFEIFIRIXHRYER,

29.2 WIERPTERITHRERRE: w
ERHS w ALRTREERAAS, WS MR EERITIRE. BI:

> w
16:00:59 up 1 day, 2:41, 3 users, load average: 0.00, 0.01, 0.05
USER TTY FROM LOGIN@ IDLE JCPU  PCPU WHAT
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tux :0 console Wedl3  ?xdm? 8:15 0.03s /usr/lib/gdm/gd
tux console :0 Wedl3  26:41m 0.00s 0.03s /usr/lib/gdm/gd
tux pts/0 :0 Wed13 20:11 0.10s 2.89s /usr/lib/gnome-

MREMAZHEAAFAERIEER, WS -f FEFIXEAFREME LBIIEENITE

Mo

2.10 BY[e]F1HEA

2.10.1 fEF time it =0Y|8]

fEM time SLAREFRIS L RIAE LIRS, LWLARFEMITARA: A& Bash M2 (/

usr/bin/time),

> time find . > /dev/null

real Om4.051s @
user Om0.042s @
Sys 0mO.2055 ©

O M2 BohEI5ERkSEPRE T IR E],
® ™ times RFAFRIRSHIAF CPU BYia),
© H times RAPAIRSHIRS CPU BYE],

/usr/bin/time WIHLEFASZ, BIESHER -v AXEBTIS<, UERERSZIER

fatho

/usr/bin/time -v find . > /dev/null
Command being timed: "find ."
User time (seconds): 0.24
System time (seconds): 2.08
Percent of CPU this job got: 25%
Elapsed (wall clock) time (h:mm:ss or m:ss): 0:09.03
Average shared text size (kbytes): 0
Average unshared data size (kbytes): 0

Average stack size (kbytes): 0
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Average total size (kbytes): 0

Maximum resident set size (kbytes): 2516
Average resident set size (kbytes): 0
Major (requiring I/0) page faults: 0
Minor (reclaiming a frame) page faults: 1564
Voluntary context switches: 36660
Involuntary context switches: 496

Swaps: 0

File system inputs: 0

File system outputs: 0

Socket messages sent: 0

Socket messages received: 0

Signals delivered: 0

Page size (bytes): 4096

Exit status: O

2.11 LHIEGEEIZR: RRDtool

EHNEEPEEASUREMEINENEIE, Fi, BENTH, FEETENNSEOLE
FIZWHIEIEE, RRDtool AIEEBNETEMEXLEEIE, HLUFANTTEEXBRENE .
RRDtool iEBFF A ZE Unix & Linux X1TEM. SUSE® Linux Enterprise Server tBEkiH
RRDtool, i5fEF YaST &&

L root BAESGLITHEAN zypper install rrdtool REZEITE,

O =% B
FHA1HRET RRDtool B Perl. Python. Ruby #1 PHP 487, LUBEERELURIFRIRIZIE
RS B SR SITkIA,

i

2.11.1 RRDtool B T{FIRIE

RRDtool 21EIFE A#EZE T A (Round Robin Database tool) WRNXEE, EifE FEig
EIEEHIEN—F5 5, EXRBEAEFPXNRIE, MRS TEERESRE, t&EH
3L, RRDtool fEFR1E S AR EREEFIREEIUE,
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SNFIFTAR, RRDtool AFAMIRRNRI T AIEIE. HMENERZEZRBETIEENNERRE
EEUNZREEE (BIEE. RESE) , ARFLIEERASHIE, EHETSEGED
RRDtool &8, ErILUEMMEHEIZFRFERRIL,

BENT AT EMREEIRE. FEMAEXEHIENEIA BEFEIEM#L RRDtool, BEEE
2T oi21E RRDtool,

TERZ RRDtool BEARZMNERRG, HAETT EM RRDtool TIERENFAE=1TEEM
B IEBURE. EilEEMEEhEL.

2.11.2 KRN ARG

RIGENBBREHEE Linux RAFAEFEHENNTHUNER. AMERGIEER, FITELL4
#rielm, ME 40 M EEIEANEHEIRTARE. BoiBEXA=MEE R EREAERFENFN
FA#2R%: Firefox MDTNI%28. Evolution BB FHEHZE P iHH Eclipse FF A IEZS,

2.11.2.1 UWEHIE

RRDtool £ERAFMNENEZREHUBMARXEN. EXMERT, EBERMEEEN
(SNMP), Lt P AT LR IEF ARSI EEREXE, IR, XEEFEE RRDtool
RiFfE. BX SNMP BiF4E R, 1BHB MW http://www.net-snmp.org/ 7,

BB REFAARRE — FANFBEFopRIEE. — T BIFHIZA free_mem.sh SREIRENATA
RENHERPRES, FRESNTAERL,

> cat free mem.sh
INTERVAL=4
for steps in {1..10}
do
DATE="date +%s"
FREEMEM="free -b | grep "Mem" | awk '{ print $4 }'°
sleep $INTERVAL
echo "rrdtool update free mem.rrd $DATE:$FREEMEM"
done
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BYja)iEfRIRE N 4 7P, Xi@iD sleep #<RKILME,

RRDtool #= X BFHMEINAIBTEE B - FriBAY Unix B[], IEAYEIEX AB 197T0F 1 B
1 B (UTC) FRe&Z i muFbEk, a0, 1272907114 7= 2010-05-03 17:18:34,

ARARAEEEREA free -b UFNAHRMIRER, BUARERARMU (FH) MR
EfERBi (BN KB) .

w48 echo ...

FAF 5% RRDtool {ERY

iz{T free_mem.sh 5, EREINWNTHREIM@EL:

> sh free mem.sh

rrdtool update

rrdtool update

rrdtool update

rrdtool update

rrdtool update

rrdtool update

rrdtool update

rrdtool update

rrdtool update

rrdtool update

A] AT {EstfE A

sh free_mem.sh > free_mem_updates.log

B

2.11.2.2

free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.

free mem.

BIZEHIEE

rrd
rrd
rrd
rrd
rrd
rrd
rrd
rrd
rrd

rrd

1272974835
1272974839:

1272974843
1272974847

1272974855

1182994432
1162817536

11096269824
11034219520
1272974851

909438976

1832454656
1272974859:
1272974863
1272974867 :
1272974871:

829120512

1180377088
1179369472
1181806592

b HH B TE M B AN XM AL A L BIRK A To

ERLUT a2 A ARBICIB AR S B EiERE:

> rrdtool create free mem.rrd

--start 1272974834

DS:memory:GAUGE:600:U:U RRA:AVERAGE:0.5:1:24

2R

--step=4 \

PHNITESBIEEXMH (free mem. rrd) BIRREZFR, HERGET

AN AL
AR <170

o kLR EIERA free_mem.rrd WX, BTEBHERBIEERFENEE,
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o --start HEWIEERE —MERNEILBURERESE (RA Unix BYE) o EAREIH, It
Bt free_mem.sh HiHEIE—BIE)E (1272974835) /) 1,

o --step FEEMMIEFRANELIEANEIER (U REI) .

* DS:memory:GAUGE:600:U:U 883 BT SINBUIRERFEEIR. thEiER&N
memory, £EH gauge, MAXEFHZEINRAEIREN 600, MEETENS/ N MEAE
AF0 (U)o

* RRA:AVERAGE:0.5:1:24 =tIEBRBMHEREME (RRA), HAREFE#MNHIERBTIHETItE
BUER FERNEHERE (CF) B, SHEREH 3 MSHEEBMEITE,

MRKXETBIZEHE, WHFIERHPERIET free mem.rrd HIEE:

> 1ls -1 free mem.rrd
-rw-r--r-- 1 tux users 776 May 5 12:50 free mem.rrd

2.11.2.3 FEHEUEEE

SIEHIEER, SEETERNEHE, 5211217 “WELHHE B, BITBEESF—
% rrdtool update §<HY free mem updates.log Xff, XEsSIERFNTRITI
EEEENEH

> sh free mem updates.log; ls -1 free mem.rrd

-rw-r--r-- 1 tux users 776 May 5 13:29 free mem.rrd

BILLEE, BMEREENEIER, free_mem.rrd HX/IMDRIFRZE,

21124 EFHNEE

HIENETE, IBTHERE, HEHPEFETNEME. NERNATLUREREERE, HiR
RRNEEHE.

BRRBIEFETHFREE, BERITLRAUTSHS:

> rrdtool fetch free mem.rrd AVERAGE --start 1272974830 \
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--end 1272974871

1272974836:
1272974840:
1272974844:
1272974848:
1272974852:
1272974856:
1272974860:
1272974864:
1272974868:
1272974872:

B2

memory
1272974832:

nan

1.1729059840e+09
1.1461806080e+09
1.0807572480e+09
1.0030243840e+09
8.
8
9
1
1

9019289600e+08

.3162112000e+08
.1693465600e+08
.1801251840e+09
.1799787520e+09

nan

* AVERAGE S MEUEEIREXFER, EANREE AVERAGE SEEX T —MEER

(535211227 “IEZUEE" ) , RAHEMEKEKAIR,

o WHMSE—THIESE 2.11.227 "CIEMUEE" PEXBEIERIIZM,

o EMERFIFRTE MBS, AMERTIURFICHEERTINNAYNE FIIE,
° &E—1THH nan KR “F2HF -
RERESH— P ERIRTEIEEPFERNE:

> rrdtool graph free mem.png \

--start 1272974830 \
--end 1272974871 \

--step=4 \

DEF:free _memory=free mem.rrd:memory:AVERAGE \

LINE2: free memory#FFOO00 \
--vertical-label "GB" \

--title "Free System Memory in Time" \
--zoom 1.5 \
--x-grid SECOND:1:SECOND:4:SECOND:10:0:%X

Ex

e free_mem.png BRELIZMERNXH4HE,
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--start f - -end RHIELHIHE RN ESEE,

- -step FEEEIRNEIETE (LU ARLD) -

DEF:... ZN 2R N free_memory BIEIBEEN . HEIESM free mem.rrd $iEE
HEY, HBIBFER A memory, HItEFHIER, FAAE 211227 “QIELUEE" #K
EXEMER

LINE... B2EEBLHEIBRRTNEEZNEN. HREN24GE, HEXRS
free_memory X, BB R,

e --vertical-label REER y M LIIEMTE, --title KEEIMERNERFE,
° --zoom }IEEEIRNERAL. LEXLAKTFS.

° --x-grid EEMNAERRPEHINBENEITE, FROISHR—IEH—RMEL, &
bR 4 MR —REMEL. B8 10 MWRInLHEEMEL T

REKRBI AT AAEF

12 G+
116 _\_\_\_
1.0 G | i t

e ST

08 G >
14:07:10 14:07:20 14:07:30 14:07:40 14:07:50

GB

2.1 : {EMF RRDTOOL #lEMNTRHIER

2113 BEZER

RRDtool B—1MEHFNTH, EMETFZFamIHMamIITiED, HP—LaSiENRES
2R, BEFHEMFIFNERHRIBEENSFNEHITRHE, EEERE TSI,
7E5%E RRDtool BYFMTI (man 1 rrdtool), EEFARRETEXES, BRItz EFRN
ZEE RRDtool home page (https://oss.oetiker.ch/rrdtool/) 7. rrdtool &< KREFREF
LA FEHAMdocumentation (https://oss.oetiker.ch/rrdtool/doc/index.en.html) 2 AIft&
Z, Ithsh, EBLEtutorials (https://oss.oetiker.ch/rrdtool/tut/index.en.html) 2 BIEEBhH &
12## % FIRY RRDtool T1ERFE,
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ARG ST RSB, JBEER MRTG (Multi Router Traffic Grapher) (https://
oss.oetiker.ch/mrtg/) 7, MRTG AJLUaHIFZ MK IKERERNEIR. TR AR RRDtool,
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3 RHGIHSXF

RABEXGLOMBRAMAANREENESZ2— EX L, EXNRRHITHIPHEEN, F
—ERREBEERAAE XM, SUSE Linux Enterprise Server 2 BEFMIER ALK LR E
HNFE—IEH. BMNTESR systemd Z2fE, RIEEURETE systemd HEMIIRSR
SHHEERIERTE systemd Higd (BEN (BIBiER) ,5521E “journalctl: &if
systemd Hig” ) . HMBAEXH (FERRFANAREFNEEXH) BUAXERAEN,
FEIERRIERIE ) IR BN, A LUERAMIAR DX E . Xe[itEdiRERS,

3.1 /var/log/ FHIRFZHEXXH

ARLBEXMHIRAMTF /var/log BRT. UTIIRIEMH T ETHEIAZ S SUSE Linux
Enterprise Server i R4 B EXHRIELR, BIBEMNLESERE, /var/log F=8EXK
Bt RFNHHNEMRSINARFNEEX 4, TEPMRNELEXHMBERU “GAUfF R
™, XEAREHENNNYARFNASERE(l. KEHAEXHNX root AFEIR,

apparmor/
AppArmor BEX . BX AppArmor BNIFAE R, B2 (LeMEWiEm)

audit/
REHITERNBEE. BEXFEHEER, BEEN (ZeMEtiEE)

ConsoleKit/
ConsoleKit SFiPiERF (ATFEEMLAFBESR, LRI TINS5 B E SR
2F) WS,

cups/
1BA Unix TENARS (cups ) BUiARFEIRBE.

firewall
fh A& E S
gdm/

*B8 GNOME B REERINBEEXH-
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krb5/
R H Kerberos W& B HIIERFRBEX s

lastlog

BEE AP LRERBXEERNMIERE. oERH< lastlog #HITEER., BXEEE
B, 20l man 8 lastlog,

localmessages
RLS|SHABETHES, Bl80, DHCP EFmAAE.

mail*
mRFARSS28 (sendmail. postfix) HE.

messages
XEFIEAZNMAZHTHENMAREFUE, HIMRENNEEEEZUE (UK /

var/log/warn) o

NetworkManager
NetworkManager BHEX -

news/

KEHERSHNETER.

chrony/
KB MBS BN F3FF2R (chrony ) WEE,

pk backend zypp*
PackageKit (M libzypp i) BEXHE

samba/
;E 5 Samba. Windows SMB/C'FS YTQ:HE%%%E’\J H /L.\;t'fq:o

warn
FFERRESMNERNAE, LT, VEREBRMUE (UK systemd HIZBY%H
) o
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wtmp
FREER/A5HED) MITBERENEIERE, rIEAn< last #H1TER. BXEZER,

EZ0man 1 last.

Xorg.NUMBER. log
X.Org Bt BEXH. WMRERBEN X.0Org BHEZIRI, FSRXLE M,
XHZHE NUMBER @ETRwS. B0, BRIAEY Xorg.0.log @ER%ES 0 B9H
&, Xorg.l.log BRETHRS 1 NHE. TrIl X.0Org BehEH~ERNBEEXHIZE
Xorg.NUMBER.log.old &,

Q =

REELL root B3/E5h X.0rg &1&ERY, /var/log/ BRHPASLEM X.Org HE
X, MNRUFREMBFRHIENEEIX.0rg 2%, MWALE ~/.local/share/
xorg/ BRHPIHRENBEXMH.

YaST2/
FrB YaST HEX 5,

zypp/
libzypp BEXf. AISEXEX R E R,

zypper. log
;EQIJFIV 4 % r_ ¥ Zypper E,JE iTho

3.2 EFEMAHBEXXH

BEEREXMN, JUERERIXARIESS. Lo, ERIUFER—MEEM YaST EIRREF
YaST #=HIFRGRIZI0 > 24 HE FIREMNRFAHE.

BEEXSIEHIEPEEREXY, BERTS less I more, £/ head # tail AJEEH
SXHNFRNER. EXNEFEHEXHEND, EEA tail -f. BXRUAFERAXET
BEWER, BEFENNFMIL
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BEASXHPRERFATHRHENRAN, 5EA grep. awk ATATFOMMERSABAE
o

3.3 {£M logrotate EIEHENXH

/var/log THEEXHEXTIEK, BRMSLEMEK. logrotate THEAIFEENEER

AEXHREEKIRE, FRLTARUEM®RE. B, EEAEXMH, UKBIHMLIX
XEX M, AIUER (B, SAxEA) HBETEIREARNNGIEREX G,
logrotate BKH systemd iz1T, FEtFIEBRIKER—RBEXH. BEE—LHFIIH
B FHETAIRFIMmENBEXHER. MR—KAZRIZIT logrotate, HENREH
--force, M /var/lib/misc/logrotate.status AIHE LIRS ESCHERIBTE,
logrotate MEECENXH N /etc/logrotate. conf, AT XENRGERGEITE
FF ({5140 apache2) BEBEMEEXHRIE /etc/logrotate.d/ BRH, /etc/
logrotate.d/ FIRNARE®T /etc/logrotate.conf BEM,

f53.1: /etc/logrotate.conf BRI

# see "man logrotate" for details
# rotate log files weekly
weekly

# keep 4 weeks worth of backlogs
rotate 4

# create new (empty) log files after rotating old ones

create

# use date as a suffix of the rotated file
dateext

# uncomment this if you want your log files compressed
#compress

# comment these to switch compression to use gzip or another
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# compression scheme
compresscmd /usr/bin/bzip2

uncompresscmd /usr/bin/bunzip?2

# RPM packages drop log rotation information into this directory

include /etc/logrotate.d

O == BRURER
create ®IRE®E /etc/permissions* HFSEXHMEMFEN, WREE
XEIRE, BRRTRS|AHR

3.4 {EFM logwatch ST HENHE

logwatch 2— 1 aIBEX BB AN BESEHA, EAUSMRZABRSE. REEEZES,
HUBMZENARETRXLEERE. EFA logwatch, %% logwatch BHE,

Al 1T LER logwatch REMNESIRS, F@EE cron REHLIZEEEX KRS, RET
ERELIE. ®REIXMH, S@IHBHRXIIEENM L, @d cron BatEMIRSENH, &
—MiERAIE R

T L, AILAEH logwatch EstxM- MRS ESEEEMIRS, UNKMEEERRNF
MIZE:

# Detailed report on all kernel messages from yesterday
logwatch --service kernel --detail High --range Yesterday --print

# Low detail report on all sshd events recorded (incl. archived logs)
logwatch --service sshd --detail Low --range All --archives --print

# Mail a report on all smartd messages from May 5th to May 7th to root@localhost

logwatch --service smartd --range 'between 5/5/2005 and 5/7/2005' \
--mailto root@localhost --print

- -range EMANEELLIRE DR — BXAT, 135N logwatch --range help., ERUT
SRR TR E IRSE TR

> ls /usr/share/logwatch/default.conf/services/ | sed 's/\.conf//g'
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logwatch NAIEEXEERE. Td, RIANEENZEUHER R, RIANEEXHATF /
usr/share/logwatch/default.conf/ T YIMEXXLEX Y, AAT—XREFHINS

BAREBE(]l. MIEEEXEEMAN /etc/logwatch/conf/ (BIERILUERIIABLEX
HIERER) . BXIFAIBEEX logwatch FiEi2(EIem, 155 M /usr/share/doc/
packages/logwatch/HOWTO-Customize-LogWatch, TFTEUTECE X4

logwatch.conf
FEREXH, BAREHFEREIR, AIEnSTESTES I REIET,

ignore.conf

i35 logwatch N2 BZBEIFIETIT.

services/*.conf

ZRSBRES T NHEMRSHETIRSIVEEX Fo

logfiles/*.conf
BXRNOTE RS HLE B E 4RSS,

3.5 A root ECEMMEFIEL

ROTiFRER. cron fRlk. systemd IHESESMIE N AIZRF A IAE MBI R ARG RS
B root AP, BIABERT, 8TAFKFEE— T AENE, TERERWEIE XA
A

XEHH AR AT RERAAEERARNINREEXIREMEMH. ENFUREIE XX LR
RUIEA, SRZUBIXLEHR L & EIE I EN T ATiZ B FHR K.

i##23.1: A root AFEEHHEL

BN root APEAEME, BEHITUTIR:

1. &% yast2-mail ®4a:

# zypper in yast2-mail

2. TITRET YaST HPHECE
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# yast mail

3. ERORAMEAERERE, ARBEHE T —THEE,

4. NN ERFIRSS 2Rpiit, RIBFBECE S (I0IE. BINEINGRFISM TLS &, LA
BT MERIERZENENBERRS IR, BE T —PA%E,

5. BIANEFR root AP BYERFHEL R ZIRVEE FERFIAE, PAIRTEABCE.

O ==: TEEZTE SMTP EE
NEBREZILE SMTP &z, BMNZAHIHEHR 78 =Rk,

6. AE—HERF LU B B IER A

> mail root
subject: test
test

7. £/ mailq spPWILEE BAENIXER . MR, MAAFIRIZAZT. ZERFNIZE
FRERECER T REp IR

RIERERNITENSNFZREIRASHREANIALR, AIUZILANERBEFERAFuEE:

o EREEA—TAIGRIBYEBFERFIK P AU ER B AR R SRR

o ERTHFIBMRXAGIHRIBNA R FERHIK, (BIREERAFFIR) PUEREFRRSHIHE
o

o AN RLZRIEINITATE FHREFIKF

EERMIEIINERXAEFIHEKS, X—REXEE, ATEUERTEFRINEES
, BRRRETVENER. BNABRFEENNLEEXES.
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3.6 BHTZEBERERIPOLORGHSEMRSEE
SRS B EEIRM A N RIS RN LR L RAR SRS, XY, EEREAUAH
THRFFAEAL LA, ST IV T RO SRR R RS SR I,

RERORFZHERSSBMIIEHR N EN. BREEFORSKRSE, AREKERF K
M TiIZi2 A SIE R

3.6.1 REFOLRGHSKSE

318 3.2 : EEEHID rsyslog BRSS 28

BIgERORSGBERSEE, BRITUTERE:
1. {RIBECEXH /etc/rsyslog.d/remote.confo,

2. BUBHERRECE XY UDP Syslog Server o TCP Syslog Server ZpoHpLLT
17 7 rsyslogd 93EC IP #sEFIIH O,
TCP 7R~f31:

$ModLoad imtcp.so
$UDPServerAddress IP@
$InputTCPServerRun PORT @

UDP =fjl:

$ModLoad imudp.so
$UDPServerAddress IP@
$UDPServerRun PORT @®

@ ZEEWA rsyslogd #20ORY IP ik, WNRAFIEEHIL, FREFRBOIRFIEED,
@ ZEMIfRY rsyslogd mMo AT 1024 B4R N. FAIMEN 514,

O ==: TCP 5 UDP 1B
gL, A AESMERA UDP hiiBEMEREFMBTHER, XMEmAa i
FERD, ERIFEMRR. AHHEBRENERT, BEESAEZER.
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TCP thiXEAI§e, RN ZMIEREMAZ UDP,

Q) ;i&: ¥ upPServerAddress B TCP

TCP ;~f5IFhEY $UDPServerAddress BRESHHEEHEIR. REERFES
UDP, {EE[RBYAF TCP #1 UDP,

3. REXM

4, EB5) rsyslog ARSS:

> sudo systemctl restart rsyslog.service

5. EHAEPITHENIR. XF5 TCP EEGfEARY firewalld, 57O 514 Liz

17:

> sudo firewall-cmd --add-port 514/tcp --permanent
> sudo firewall-cmd --reload

i, CEREFORARAERSE. ETXK, BEEFFHEUHTIZIZEATIER,

3.6.2 REEFImITEN]
i3%2 3.3 . B2E— RSYSLOG *ifiiBFiziZAEICR

EREETENUR SRR RERIPORABERSE, BRITUTIE:
1. {RIBECE XX /etc/rsyslog.d/remote.conf,

2. BUEERRMENAIIT (TCP 8 UDP) , ##3%§ remote-host B ATEE 3.6.17 “EEH
DAZGHERS2E PIRENHRLRS B ERS S,
TCP 745l

# Remote Logging using TCP for reliable delivery
# remote host is: name/ip:port, e.g. 192.168.0.1:514, port optional
*,* @@remote-host
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UDP 7=l

# Remote Logging using UDP
# remote host is: name/ip:port, e.g. 192.168.0.1:514, port optional

*,* @remote-host
3. RIFEX
4, E35h rsyslog RS

> sudo systemctl restart rsyslog.service
5. REAGAERART A ESHT:

> logger "hello world"

FORFASKRSHE LMENZHIMETHES hello world,

IJI_LIJT_ ) n_.\ EEEE_/\ \aJL Lj\:{_l' H /L.\L%EE]«E%ZE!:IJEP’L:\ZE—JL /L.\Hﬁﬂggo %-l-;(j.r_l/(l_*Elaiﬁ E T
Eﬁﬁﬁﬁ%JbEEiLﬂ*ﬁo

3.6.3 EZER
WEAGEROENE, BLERTAISHRNMNE, BARRNER TLS NE, BXBE—
B ERHR.

FIERESR, REZETVNFAEEESNAESRSEFRORABSERSR LR, 1BEER
ERRENEEELIRI RN GH, HEREHRLFIEEEDE,

BXMNE. SEMEMESEETNEMEER, BB https://www.rsyslog.com/doc/master/
index.html#manual 2 A RSyslog 314

3.7 {£/ logger BIERZHEM

logger RATERALAHEFCIEAZTIHN IR, BRMET rsyslogd 24t BEERBIINT R
O, B, TE—T6H<SS7E /var/log/messages FEIZEERIE (MNRKZTHEIC
FTH) WHEEER:
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> logger -t Test "This message comes from $USER"

RIESTAPNENS, BEFESWOT—17!

Sep 28 13:09:31 venus Test: This message comes from tux
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4 SystemTap — IDIEM DT RREIE

SystemTap &t TS LITREMMAIES, BTFARKEIEITH Linux 2% (F3IRARZ) B9

y&ETl. SystemTap FiiZK A SystemTap FIZIESH/RE , FEE=HmiEN C RBRZIERHENE
Wiz, EEILUSITRIASRIZEY. DAL 5, UEXNE R RERIEIIRERIRUH T2

4, SystemTap RS2 S5 netstat. ps. top # iostat ST EMNHLEREM. I,

M T B AT LIEMS TSRS B 80ED,

4.1 BESELR

Y EIEST SystemTap Ay, ERBEI—1 SystemTap &%, BEHTHAEE/LD
B8, MAATEEETT. RE, ZHAREFAAZIERHMEBEIAZP. MRUFTHITE
ZHA, HFEEARFAGERENR (Fl0, FENRIFBIAZIRE. EREFHMEAR

&) , SystemTap FEBERRIFZMA, MEER SystemTap &7 (~/ . systemtap ) PEfE
By *.c # *.ko ¥R

Y tap FERIEITH, REEER, BXRFE), BERE 427 “LEMLZE" PrRiETH
B SUZ

4,1.1 SystemTap iz

SystemTap BYAEETF SystemTap BI7K (*.stp ). XLEHIASELN SystemTap BUTERRSE
R, URKEEEEENITHIHRE, BIZ<RAS5 AWK C {89 SystemTap HIAIES
WmE. BXIBETENX, BEEM https://sourceware.org/systemtap/langref.pdf 2, https://
www.sourceware.org/systemtap/examples/ 2 FigEtT KEHE BRFIRIZS,

SystemTap BIZAMEAIZ(ERIZERIETE events FHAHEM handlers, & SystemTap izfT
fiABY, EXBIERENSES. ZEFENEHH, Linux AZSBLAIERFERFFIREET, R
Bdt4R, Hit, BHFETIETHERFNMAZR, LIERFLUERIEENEIE, HURE
19755 B R,

SystemTap BENERALVE/MEIE (B, FRTEHE, URXLERBFXEEA) Mz
gy (R M. BIFf. X¥) . cEERERANS (FEASS) , BEAEEIFHNARA
(A= B HIaERE) ,
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https://www.sourceware.org/systemtap/examples/
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B X SystemTap HIAREEBZIFMESR, BEWNE 437 “HAELE , UK
systemtap-docs B4 FIZHR stapprobes ] stapfuncs FHTI,

4.1.2 Tapset

Tapset B AJTE SystemTap AR ERANTULHES VIR NMREZE, SRAPEBETED
SystemTap BIZ<ES, SystemTap S1R3E tapset FEH B IZMIARIRNEEF N IERER, A

[&, SystemTap =AINEAENBVIRNFIREL, AGEEHAREEN C, 5 SystemTap &K S
KM, tapset FEEAXHY EBE *.stpo

BE, 5 SystemTap HIEARERIZE, tapset RAIEZEHNIT. EIMK T ol E I ARIEEE X
HEE. FHlt, tapset ER—MHRE, EXAFERAPEXSHMEK I, Tapset NAFOEEEE
ENEHIEENREIRMSIE, THRIEBNIZBBICERENAZRBERS (FRRAZ
MR A RIZ R EATRES AR

4.1.3 mp<HEFN

5 SystemTap XEXHFEfH<SEIE stap A staprun, ERITXLESRS, EFEEHE root
151N, HEMME stapdev 5 stapusr ARG,

u_

stap
SystemTap il B1T SystemTap IS GBI XHHITERAN) o LSRR
#24 C RS, HRBEMNAZIERMEBTETEEITH Linux Wiz, REHRITIERNEAESR
FRER IR MR ER

staprun
SystemTap f5if. MNEFEIZ SystemTap FilmEREIRIZIER,

MES o THNEMFIR, EFER --help. BXHAT, EEN stap M staprun FATL
AT ERRAH T AP EERBER SystemTap WEMMBEEF root HRANR, BEFERAUT
SystemTap 22—, SUSE Linux Enterprise Server LERIAKRIRHIXLER, BIEALIEIEA,
FABN SIS RABR, FBoh, EXAIEE staprun SSHINR, RIEEXFa M EIFE
TEFERLETM,
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stapdev
LAEBIRE B3PI LAERE stap i&1T SystemTap fiild<, =X staprun 51T SystemTap T
g, BTFETHH stap S REHARZFARZIERFIGEMBEIRNZF, AR
R EMAEBE root AR,

stapusr
tbBRIRL 53 REEEA staprun i&1T SystemTap TEER, Itbh, f1REEEE /1ib/
modules/KERNEL VERSION/systemtap/ iZfTXLEARIR, LB FRHUIAE root
B, B root AFE N

414 BEXHMNER
LU FFIERBEAR T SystemTap TEXHFB R,

/lib/modules/KERNEL VERSION/systemtap/
1R7% SystemTap TEEIR,

/usr/share/systemtap/tapset/
RIFATER tapset o

/usr/share/doc/packages/systemtap/examples
REBFARRIBHINZ ARG SystemTap filzds, (XREUBERE systemtap-docs R
BB A

~/ .systemtap/cache
421719 SystemTap XEHEIER o

/tmp/stap*
SystemTap X#HHIGRETER, S&8BHiRE C BENRZNR.

4.2 ZEINLEE

BT SystemTap FERAZBXRER, DRRE—LTIMINIZERRAEE. W TEERER
SystemTap MM EITAZ, FELE TEH—HRMGE. XARHENIZSNZREHTH
(FETEAEERPLL * KRA) T,
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O == a2EREENRGaniEEE
MRIERRFITIR T BEAEH, {E8] L SUSE Linux Enterprise Server 15 SP6 f8<HY
*-Debuginfo-Updates BX#LEEEFEH IE “debuginfo” 4E, EA YaST B
RZEFE,

JFLZ8 SystemTap IRE, BLRELUTHHEHE (EA YaST 2 zypper) o

systemtap

e systemtap-server

* systemtap-docs (BJi%)
e kernel-*-base

e kernel-*-debuginfo
e kernel-*-devel

e kernel-source-*

® gcc

Eih ) FMIIFABT AR BN E BRG] SystemTap HlAE S, BINEERE systemtap-
docs 48,

BENETRENEN LERRETHERHEUNREEE AR SystemTap, 1B root 515
BT T Er <o

# stap -v -e 'probe vfs.read {printf("read performed\n"); exit()}"

tEr LB IBEIT— M AHRERL, REVSFIERANAZ. NRFBHEMTFUTRE, M
R SystemTap ERTHERBH IR

Pass @ : parsed user script and 59 library script(s) in 80usr/0sys/21l4real ms.
Pass @ : analyzed script: 1 probe(s), 11 function(s), 2 embed(s), 1 global(s) in
140usr/20sys/412real ms.

Pass @©: translated to C into
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"/tmp/stapDwEk76/stap 1856e2lealc246da85ad8c66b4338349 4970.c" in 160usr/0sys/408real ms.
Pass @ : compiled C into "stap 1856e2lealc246da85ad8c66b4338349 4970.ko" in
2030usr/360sys/10182real ms.

Pass @ : starting run.

read performed

Pass @ : run completed in 10usr/20sys/257real ms.

O RIBE(IFRA tapset B /usr/share/systemtap/tapset/ FHIE tapset ]

A, Tapset RHMZASAMEIE, EFREEATE SystemTap A {EBITAHRS BRI

FEREL

MEMANEZNEBER .

RHIAER A Co IBITRS C miFSFUETHIZACZAZAER, LA C R (*.c) MKW

ZAEIR (* . ko ) EBTEAETE SystemTap £&7F ~/.systemtap Ho

O TEHAPE IR NIZRMERRFBAFRERN (FEHMLIERER) . RINE4E
BN RS (VFS) IRBURE. HZBHEEMLER ELER, — M ERNLEEFS
1T (BIEXA read performed) , FEERIEEXHA CREMEMEIR) -

O 1k SystemTap RiEfE, EREARNHEHANZIEIR,

NRTWHEAEHI TEFEIRER, BOERLLIRIE XROBLERGENET, HHFR

FRREXLERGE, 5, FAIEEEEESISHMBMENAANZ,

® o

4.3 RZIEE
SystemTap FIAE & L TR NS

SystemTap E¥ (IFMls)
ANERITHXEAERZR FNAZEGGE. SHNREISE#FARRBSENRE. it
BYEREMIg R, HERBMHLZLLRIE.

SystemTap bIRfERF (FREEF)
BT EEE YA B ESHNERTIRENIZES IBARAY, BFaEMNEHFERR
IR, BHIEEMIINETE, HIIELER.

B REHANPMERRFSANA probe, SystemTap B4EHHFN probe points. FMAILL
BfER R probe body,
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@RI LATE SystemTap BIAFRESUERBARNEFNBVERE: €8 #. /* */ & // fFEAtR
2o

4.3.1 MR
—* SystemTap BRI LB E Z MR, DIRBUTERIAETIRN:

probe EVENT {STATEMENTS}

FMRUE— T NEEGR, EARGIIETE { } B, HESBHHEISHHRITRIE
o
5l 4.1 : & SYSTEMTAP iizs

UTFRBIER T — &8 SystemTap Bz,

probe@ begin®

{©®
printf@ ("hello world\n")@®

exit ()@
}0

BMFFIE,

=1+ begin (SystemTap &IEH) -

WIBFRFTE X FFE, LA { f6T.

WIBRRFHEXHE—P R printf KK

printf R¥FIBHFRER, FEBITHR /no

WIFERFPREXBIE TR exit() KR BER, SystemTap HIAKF—Hz
TTEIHAT exit() EEALL, MREVEIRFEEMARNRNIT, ER art-c¢ F

ahfF Lk,

Q0 NIEEFTENLER, U} 8T

1 begin @ (SystemTap RiEFIR) A THEE { } PHRIERER. TEAFIP, Z
WIBFIZRRE printf RE @, EXRGIH, ZEEFIE hello world FIERITR @ o

SAFERIAIR L,

©@ ® 6 ©6 0 ©
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NREEFEAREESNER, SystemTap FIRINFHITXLE — EXEFESNER
ZIERENFHR DR L LS. B URE—MEARBRERS —MEDRFP, —RIER
T, SystemTap MIAFREVEGIRERBIEZNIENXS C RIZES PERRIER,

4.3.2 SystemTap B (HN=)
SystemTap X Z1TREEH.

—REFEEZEFRASF. XAREMHRMTE D MAERIE D AJUEREMT R
BEER, BIFFRIEFAFEESMIERBIRATESHL. AREBIAIUEE * FRHFL
T REHMITENRTN S IMERNSEERI— ? 76, WsRERTERN, NREX
AR, BAR|HER. 3E, JUERIKREEMI— | FF, MIETREIRERN, [
B & LUK B B Ko

SystemTap XFHFEFMRNEZSINEMH — FUES (, ) PREXEFEH. IRFE—TRIFEET
ZNEH, SREFFIEESMHE, SystemTap FHITRIERER,
EHRI AU

o EFEMH: HE—HETEAZRKEPNREMERITIESH LAY, EAEMEBEMHRHET —
NERA (Bthit) , MARETLERISE SIMEEEE,
BISEHMRGIEIE vis.FILE OPERATION : EEMXHEZRS: (VFS) 1Y
FILE OPERATION HM4I, a0, T F 42T “LEMNEE" ™, read 2BF VFS
B FILE OPERATION 4,

o BT EH FEABPNISTEIESHABEXEK, WRNRARYEFEETEITELEE. 1T8T28
S,
STEHMREIERE: begin (SystemTap £I1EFIR) — i&1T SystemTap filzs
BY; end (SystemTap RiF4ER) FitETsEM, ITINRSFHIEEETHANITHNIER
R, f5la0 example timer.s(SECONDS) 3% timer.ms(MILLISECONDS) .
S5HMKEERNRN—EERN, HINRE4LEYEEHER, TRILEEEE—
EZB B AR 1K,

4.2 . &R EEFFED

fFign, UATFRNERE 4 #5IEXE “hello world”

probe timer.s(4)
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printf("hello world\n")
}

BEXZEHNEGMNIFMAEE, F2N stapprobes FAMTI, ZFMEAM See Also BHEEES
THMFMIIAEEE, HPIHeTREFRAAMAGZIFEN,

4.3.3 SystemTap RIBREF (FRNEK)

1 SystemTap EHMH—TWNHLERR, ZAEERFENZEHEXH, B85—MNEF
o

43.3.1 XKL

NREFEAZMRNPERERNBEOE, HEXEEARE— P NREP, USEESF
Fo BEHEBHXEF function FEBMEXH, REESTERENFTHRAHKFTSE (U
BEIRRIEE) , TREIENFREBIEHF.

function FUNCTION NAME (ARGUMENTS) {STATEMENTS}

probe EVENT {FUNCTION NAME(ARGUMENTS)}

4T EVENT BYRMIET, 354047 FUNCTION NAME HRE9iEAl, ARGUMENTS ZfENREHIALIE
=B

BIERAPRERMEEN K. RHAILIEZEER

{5l 4.1 “fEs SystemTap A" RENBT —MNERRE: printf R, AFHIEHEI
iR, R printf KA, BOIUEARKAFRBIEEETNESHNER. BAFRBEE
5154, AIUEEH—PIERIEATT (UL % FRSIN) o
EEAPLERFRBIVRTENSHTIR, BAFRBAUEE S MENIRAT — A
R S5BEMNNSHELEE, AIERESHRE NS,

f514.3 : HRIVHEATTEY printf HEX

printf ("@%s® (%5d@® ) open\n@ ", execname(), pid())

Q@ RBINFMFHAIFL, B " BT
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F ARV AT,
BB,
BAFHFHIKRE, U " BT

© ® 0

ERRAILFRFEREATIZHFRIHITXHER (execname() ), HUBH (FEEHESH)
RFNE#HIZ ID (pid() )o AfF, KRFIE— T, 817 open M—NMEITRF, WTFR:

[...]
vmware-questd(2206) open
held(2360) open

loaal

BRY (4.3 “SigTU AR print f sRET AERBFNEREL (execname() # pid())

PAGh, EeIEEHMEFREAIE printf S5
B & FIRY SystemTap R0 T
tid()

HFIL%IEN 1D,

pid()

HFILIZEIHEE IDo
uid()

LRIAFR 1D,

cpu()
Y87 CPU &S,

exechame()
HATHIZRIZ R,

gettimeofday_s()
B Unix2dsc (1970F 1 B 1 H) E&3mFE.

ctime()
R RIE R N F T B,

pp()
TR HalE R BRI S BV F R/ &R
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thread_indent()

RATFARARAVIEERNERREE. ©5 (EAR) FEESNEIE (tid() ) WEHITHES,
BZREER—1S, EHEE, ATiEnERLAENEH TSP RmsEERZ 0N
T ERREI—NFRE, HPEE—LZRIREHIE, UNBENN EHTIEEH, &[E
RUZREIREIIERT R (BB AEE LRIV ED)  HIZRIRMLEIE ID K5, XEE
ERILGRANER THERER. ERA 7 XLERE, UREET ZKE,
HRAOMEOBREFAREILESE (FWERAZLER) . EF—MEABAOKEEOZ
i8], BEASIETHEMEARAOMEO, St EEENTNOS5ER SO
HITRE, AAEsESAELE—TMREGARALON T — P REERY EH,

BXZHH SystemTap REHIFHAEE, 1HEN stapfuncs FHTI

4.3.3.2 EMERE

BRERIZLSN, EETILATE SystemTap RMEREFHEREME EE, SFTE. FHiEF (HW
if/else. while fEF. for &) . ARG SITEE

43.3.2.1 TE

AEHEAFNERUEEXTE, EEXTE, RFEEE— I, HBEIRHFREANE
MEE:

foo = gettimeofday( )

ARERUEREAXPERZTE, SystemTap IRIBLERIMREZEE! B ohiEdT S MRIRTTRIZE
B (FREINT) . AR —EHEHERENEIR. ELRTRAF, foo BEMDENEK
¥, A@Ed printf() ALESERABIHRIVIRAATT (%d) #1THIE,

g, RINERT, ZEAUTFESENRNE, RASRERLERERN, 95K,
ERAHLEXETE, BEERMRUZEHZEE, BENEATFNEIRUERESERAIERE
8, Alt, BEHRNVIIMNEER global XEF:

fl4.4: FHERTE

global count jiffies, count ms
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probe timer.jiffies(100) { count jiffies ++ }
probe timer.ms(100) { count ms ++ }
probe timer.ms(12345)
{
hz=(1000*count jiffies) / count ms
printf ("jiffies:ms ratio %d:%d => CONFIG HZ=%d\n",
count jiffies, count ms, hz)
exit ()

}

R BIRIAE R R T4t jiffy 2R HIARH#HITHEN TR AYITIT 3R T B I%RY
CONFIG_HZi&&. (iffy BIE—RASiTBI2EHRETHIIFERETEl, TEARR— XA |E
fREEfir, FEAHERFENEBUATFERGT SN FhmR=ER) . 88 global &4,
ERIATERN timer.ms (12345) AREHAZTE count jiffies # count ms. EE

++ B, TEEF=M 1o

4.3.3.2.2 %HiEq
B LAE SystemTap Bl ERSMEHIEG. RENNZEEDNT:
if/else iE6)

X AER T ERIA:

if (CONDITION) @ STATEMENT1@®
else @ STATEMENT2 ©

if BORBREREASTHITER. IRFHREN @ THZ, WHITE—ME

] @. MRFHRAXNZE, WHITEZMNER @, else 78 (O ¥ @) BEEF
., @ M @ WrRILIZEMR,

While fEIF
XEEMFERUTRIARIA:

while (CONDITION) @ STATEMENT @

% condition AAER, HITIER @, @ AR IEAR, BHMERFEMNME, Flt
condition /R&ARNE,
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For fi&IF
XEEARZ while BIFRRES T, FRUTHEARE:

for (INITIALIZATION@ ; CONDITIONAL® ; INCREMENT@® ) statement

0 TEENTEINBTYRUEIRERREITHRSE, EHERITERZERT. BFR
TRRHSRAEITFE @ Hfalseo (EBMENEANAXNERTER) . @ PEE
RAA T RIBER IS, EESMEFERERERIT

FHEEN
A EFHEARERAUTZERN!

==: &F
1=: RETF
>=: KTHT

<= N\FFTF

4.4 GIENZS

MRIEBELE systemtap-docs 48, AILIE /usr/share/doc/packages/
systemtap/examples H#kEIJL BRI/ SystemTap RIS,

ETRIFANB—MELHEREHRFIEZA: /usr/share/doc/packages/systemtap/

examples/network/tcp connections.stp,
f514.5 : {EMH tcp connections.stp ¥iEtE N TCP iEiE

#! /usr/bin/env stap

probe begin {
printf("%6s %16s %6s %6s %16s\n",
"vip", "Cmp", "PID", "PORT", "IP SOURCE")

probe kernel.function("tcp accept").return?,
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kernel.function("inet csk accept").return? {
sock = $return
if (sock !'= 0)
printf("%6d %16s %6d %6d %16s\n", uid(), execname(), pid(),
inet _get local port(sock), inet get ip source(sock))

Itk SystemTap BIAFI iz fe NBY TCP &%, HEEBNELRHIRRIRERINN B BRI THIRIE
Ko ERBRHBENERZHNSMHEN TCPEZNUTMER:

o FAID(UID)

[ ]
-
¥

ZIERZRE <L (CMD)
o en¥HIHFZID (PID)
o ERZMFERMIRO (PORT)
o TCP ZE3ZRISRIR IP 3k (IP SOURCE)
BBITIZHA, BHT
stap /usr/share/doc/packages/systemtap/examples/network/tcp connections.stp

HigRES LRvaHIR(F, BFMELMZA, #R art-c,

4.5 RARP=ZEER

NEIARBR=EINARER (B DTrace I EIBVABHE) , SUSE Linux Enterprise Server
15 SP6 ZH¥EFMA SystemTap #HITRF ZERM. EEAAFTENBEZFPEEEANEEXIR
M. Hi, @i SystemTap, &rILUER A= EFAF T EHRNRELEDNRAEBTT .
EIRENFTER utrace EREZEFIF] uprobes RIZIEIRFITHFR TIENRM, BRTE 4.2 7 "Ll
ET PERYIRNIRGasS, ERELE kernel-trace W,

utrace LHE—ATFEFHIBFTEMESHESR, ERETIIHSMIRR ‘512 £HNE
O, ZEOFEARIMBRIZIERE, 5| ZERIMIEEHNERERE, ARERIEITEE
IREFNERILRR, ATFERARMNAZAN “®e” MELXHN, FIESRIAERANEH
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Er L ITE MR, & utrace ATLUSIE SN EM. 5130, ErTLUSNRSIERBHE AR
H. fork() URIEBESKRESEHESEM. https://sourceware.org/systemtap/wiki/utrace 2
HIRMHT B X utrace BEREMIIE Z AT,

SystemTap ZHHRMFEN A ZE#HIZPRIREH M FIREL HUA P =EAREHRRITIE XAk
8, Uiz RP#EESE N,

EWEHFNBETHRZE S IRMFTER utrace 21, BEARAUTHS:

> sudo grep CONFIG UTRACE /boot/config- uname -r°

BEXBARPTEIRNMNEZAT, ES8 0 https://sourceware.org/systemtap/
SystemTap_Beginners_Guide/userspace-probing.htmla,

46 EEZER
EEURE T BIFEHY SystemTap #EiR, HX SystemTap BIFEER, 158F LI THEE:

https://sourceware.org/systemtap/ <
SystemTap B E M

https://sourceware.org/systemtap/wiki/ #
EHETHX SystemTap WAEEAER, MFHANARNARZARNXE, FiFEUkS
Hih THERLLIR, &R LREMET. ZINEEE SystemTap s, REIFIERAREGIE
&, F5IH T HX SystemTap RIEHT EBFIE

https://sourceware.org/systemtap/documentation.html .~
12{ PDF #1 HTML #8089 SystemTap Tutorial. SystemTap Beginner's Guide. Tapset
Developer's Guide #1 SystemTap Language Reference, BINEFIH T HEXBIFM T,

EIERI ATEFRRE RS /usr/share/doc/packages/systemtap T#Z SystemTap
BSBEM SystemTap #HF2, example FERHIRM T /Rl SystemTap 7,

86 BEiER SLES 15 SP6


https://sourceware.org/systemtap/wiki/utrace
https://sourceware.org/systemtap/SystemTap_Beginners_Guide/userspace-probing.html
https://sourceware.org/systemtap/SystemTap_Beginners_Guide/userspace-probing.html
https://sourceware.org/systemtap/
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5 RIRN

MIZRNZ A FUE Linux RiZIAREEMEREEEN—4AT R, FERARMAAEERFEH
LT BRARAGKKEIR RS AT, ARG, AIUERIRSNEUBRMIARS, UEN
BEo

O XERMIENZME ARG, FEEEGPRENREERARNAERER. RIZIEN
WEBRBETF, ERNGHTENE, CEEBEEMERNRHESISRA.
EFEANZRN, BERERS HREIFENAZIER, HIRREIE init 7 exit K, init
% (I register_kprobe()) TLEM—NEZMRM, T exit REXATEGH EAHXLE
Wlle SEMEREENBRRMENTTL, UREFTRIGERBT M GIEER, BE—R
MM ECHEEM—RIRW, JLUERMEXE register <PROBE TYPE>probes() 3%
unregister <PROBE TYPE>probes() E#%,

BEMEA printk AZFIERSEINKESES, printk B—1A%=iE, HETHAR
=iE printf G, BX printk BFHER, EEMLogging kernel messages (https://
www.win.tue.nl/~aeb/linux/lk/lk-2.html#ss2.8) 7, IEEEBRT, ErILUETRE systemd
Hiceviat GEZN (EIEf5E) , %21 E “journalctl: Eiffsystemd HiZ” ) EEX
LHS. BXESEXHNFERER, BENE3E "ZEHEXH

5.1 ZHFIRRLEH
ST R AR L5 & SRR
* x 86
* AMD64/Intel 64
e Arm

* POWER
BITE FHAZR LS L 50 7) SEREPAZ IR
© 1A64 (RZFFXEL slotl EAKM)

* sparc64 ([HREHEREHRN)
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5.2 MWtziHNAYEE

RIZIFNBE LT =F: Kprobe. Jprobe # Kretprobe, Kretprobe BEFR{EE[EIF I, &
B LUK E Linux RIZHRPRE = MERFNEYRAE R, IBEFBR /usr/src/linux/
samples/kprobes/ (B4& kernel-source) »

5.2.1 Kprobe

Kprobe BIF{ANE] Linux RIZFRRVEMIIES. EM Kprobe [&, EREAMMRIMESHNE—ITFT
REBEN—T R B ESFarPIbiTRbE, FREFLESEEM, AJSH Kprobe 1ZE /AR,
BARIT—IMEILERER, AERRITARRINES, &ERIT-1TELEER. ME, ZHIR
R iR R fEEmAYE <.

5.2.2 Jprobe

Jprobe Zi@id Kprobe HEISEHER, ERFEAZIREBMINOS, AFEZIHREERNAIERE
W&, HAERREFHIENSEIRSREESTSFIRNEREER. B4R Jprobe, 5
jprobe return() K%k

FREA jprobe f&, RFREFAIEREM, HEIESEHEBER jprobe MIBEFFIFR. 2

&, EEUSERLSMERNRKHFAEHERFMATHLIERER. &G, ZAEBERERER
jprobe_return() %, HRITHINZEILIZTHIREL

—MRIERT, ERUE—TREFEAZS MR, B=Z, Jprobe (NFRETERER—1EH,

5.2.3 R[EERN

IR[EFRNE 28T Kprobe SEHER. A register kretprobe() REE, £¥—1
kprobe HIMNEIFFIRMEEIND, ahRNE, RIZRMANGNS REFPTERNER AR B,
HRABAREXNREVIERR, Ra, EHREERLSFTIRNBIE L

£IAH register kretprobe() Z&l, FEIZKE— maxactive ¥, BFIEErIUE
BRI Z DA RERSE ), INRIGEER), SETELERM,
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5.3 Kprobe API

Kprobe B4 21E O AT HIBU AT S B AR HIRIR X BRI B F SR AR
BRRETBREBMEFMR, WENE 55T TLEL ANERRR

register kprobe()
EEERIE FHEAN— M=, szl =BY, K5IEA pre_handler
post handler,

register jprobe()
RS E R PIEN— M =, IZMIE U PRERNIRER AV SE— MET Rt Pzl =
B, R THEENRIERRR, ZAIEREFISHYIRMRESE RN 5 FrR AT R A8,

register kretprobe()
PNEENREIEN—MRER N, SFFERVREREER, FiaTEENLERRF. LK
HAEAINETIRE] 0, EXRMETREIS A SHITEIRRS

unregister kprobe(). unregister jprobe(). unregister kretprobe()
ERFEERERN, MRS E R FER A &R,

register kprobes(). register jprobes(). register kretprobes()
EEERFEFIRENE MR,

unregister kprobes(). unregister jprobes(). unregister kretprobes()
EFREEMETIRRE MR,

disable kprobe(). disable jprobe(). disable kretprobe()

ENEREENHRN,

enable kprobe(). enable jprobe(). enable kretprobe()
HiYEAE AR,

5.4 debugfs M@

ERFEY Linux A%, Kprobe TEFERAMWIZEY debugfs %O, tiEORISIHFFE E M
RERNH 2 BT A XEFRE R,
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54.1 H|HEEMBEIAIZIRN

/sys/kernel/debug/kprobes/list XH&HFIH T HeicEMBIFRERM,

saturn.example.com:~ # cat /sys/kernel/debug/kprobes/list
c015d71la k vfs read+0x0 [DISABLED]

c011a316 j do fork+0x0

cO03dedc5 r tcp v4 rcv+0x0

— 55 BN BRI AZP R, FF5SFEMEIRE: k RR kprobe, j &
7 jprobe, r RFRERM, F=FHEERNVNLTS. RWEMENEERZIR, FEAVFIETIE
BRINKEER. NRRMENZIFTEEREMME, LA [GONE] 172, SNRRNHE
BYZF, J§LL [DISABLED] #Ric,

542 =RBER/ZERRZHRN

/sys/kernel/debug/kprobes/enabled X#&RR—MHX, IBEFE2BEUNEGIEITH
XA BIEMBIAIZIRN, BEXFAXLERN, IFEFSITHRRAN

# echo "0" > /sys/kernel/debug/kprobes/enabled
(L root 813) . EBFRITHAXLRN, BEWAN
# echo "1" > /sys/kernel/debug/kprobes/enabled

R ERSERURMAVRES, MRE MR ENZR, TRNE—EZ5S2ZE, ZFENF
SBnIBH, MEfFREF [DISABLED] KRZE.

55 BEZER

BXAZENFARES, BEEUTERR:
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e /usr/src/linux/Documentation/trace/kprobes.txt (Z4& kernel-
source) FIRHETEXARRNINGEES, XEEFEEESMURANE,

e /usr/src/linux/samples/kprobes/ BR @k kernel-source) HigHT
FRE =MLERRVRM (LAKAEX Makefile) BYR,

e 7£ The Linux Kernel Module Programming Guide (https://tldp.org/LDP/lkmpg/2.6/
html/lkmpg.html) 2 AR EIE X Linux RIZERF printk RAZGIIEESRNE R
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6 fEA Perf #{TETHE(TRYERERIT

Perf E— 1T ATF ARG IEEERELSIE R T (PMU) BURIERMETRRGEMH (Flaioiss
%) WRE, EXFRYICCERSIE. RARENGEIEMN KVM EIXME Guest 1517,
A LATERE REFEEMBIES. flil, REESEXIEEHIES, HLERITHNE

=8,
Perf HFER 2 £ERY -
o E/E Linux RIZBIREE, sE@BEtikHiE<S,
o perf BRPTEIEARERF, FLEFERRZAIEHEEME D TUIREREEE,

6.1 ETHEHFHmIT

BT EITERERBERERE XN ARFRASGHRITERNES TLBIETRANAR
EM CPU S HIREUX (S R Perf SER T XXMM T
TEMAAIERME S MRS T (PMU), PMU BOIZITAITIEESYFER CPU X, fid, &
FERYE. FEFRITHSEMINEER CPU SEMMF.

81 PMU IREGE—HFFE . MaEREAE (PMC) MMt IEITEEE (PMD), XK NEFLEE
TR, ERAEPMC BAER, XEFFRATEEEERESMEE,

6.2 RAFHMITE
Perf S5 SRR
o G SR BRERAL,

o BFEMIREF: —MAKCHRUINHEAN: S83XENSAMRINENREN, M
ER—MFEA

o BEFBIEIAIREE: —MAKBIINITHREN: BEXRIIRIERESR,

o BEFESHRE (IXRAMD64) : MERRIZIZATEEEIREINAES, HIXLER
LEMBERE. XFEAURIESEMES, AEEMERWHREREXEERNIES,
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6.3 &% Perf

Perf RiZAIEEEEERIANZT. BEARAFTREIKARER, BRERMGE perf.

6.4 Perf F5p<

ATWEREER, perf TEHREEZ N FT. AR T HERNGS,
ELFMOINERAEEE—Fan<THED), 15FER perf help SUBCOMMAND 3 man
perf- SUBCOMMAND o

perf stat
Bii— 1M 2R, HOIRTEZEFREEERNSAITHN, perf stat ATFEMHITE

perf record
BE—MEF, HOUEOAMEHEBERNRE. BREIFN perf.data FHE7ELHE]
BRH, perf record BFEHFRIF,

perf report
ER&EHIER perf record SIENRS.

perf annotate
ETRHREXGURERITRIEIRUERD, NRLETEAGS, WESERRERAE,

perf list
FI Perf B LUR SIS BIARIZANERY CPU EHRIEE, BRI LUREF T IREHRLE, {4
M, BNEEEHGEY, 15ER perf list hwo
perf_event_open BIFMIRH T REEHFHIERENH, Fla0, E&EIX branch-
misses EFAUUEAE, 1512 BRANCH MISSES (FIEHBEESR)

> man perf _event open | grep -A5 BRANCH MISSES

EMENARERTE. NEEGEHITHIERGRASHHIRIE, ME Perf GUZ/Y
BRI, XEFAWNFENZFA IR ERVARIEE R MIEHEH.
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HE0, 1 Intel bIEBE E, cpu-cycles BEHNNTFEGHEH
UNHALTED CORE CYCLES. f7E AMD &b3E23 £, MIXR/ FREM4EM4

CPU CLK UNHALTED,

Perf B FNERETFEHNRIRENG. EEHRXLEEHMNAE, 5EF CPU #
R (Architecture Software Developer's Manual) (IKREWHEGEFAARF
i) o 32677 “EZEE" PIRMET AMD64/Intel 64 L IRRZHIAE K AL EERE

perf top
ETRRENRSRED,

perf trace
tanMITHS strace K. FERALLFHRLAIUEERRNERNAIZSOHIZAIT T LRSS
WA, UAZEREIHZWETHEES,

6.5 FITRERENEH
BUSTREE (B0 perf List SRNEH) HAERY, HEA:

# perf stat -e EVENT -a

BE—REG SMEENEMS, BYEXEFEHHES IR, fld, BSIt cpu-cycles M

instructions , F{EMH:

# perf stat -e cpu-cycles,instructions -a

BEIERIE, B ctrl-c

BRI UG RN B ER ESEE RN A ERRER:
# perf stat -e EVENT -a -- sleep TIME

I TINE B LU AT,

6.6 ERFETREMITHEMR

BT SMANRITETHENLTHEHRE:
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o BOEMARNGSRIRE, BER:

# perf record COMMAND

AR EBERRMNHE, BREHZHERN, Perf RIEHEELE
o EREEITHRARNGTHAIEENRFNRS, FER:

# perf record -a COMMAND

ARIEERERBMNHEIE, BRHZHIZEN, Perf RIEHRFLE,
o ZRIEBIBITHHIZRIRE, BER:

# perf record -p PID

B PID BA#E ID, BELERIE, B arl-c,

WME, IFERUTHSEEREWREREIE (perf.data):

> perf report

ST A—NMIBERRE. BRIGHE, 5% 1 . BRE, B8, o,
NRE AT ERERRE, B Perf B9 GTK+ 5!

> perf report --gtk

B, GTK+ SRERINEERAER,

6 . 7 E % é I%\
AEURMH T ERMR. BXEFAER, FSELUTHE!

https://perf.wiki.kernel.org/index.php/Main_Page <
MEX0, KRR THEXER perf BIHIE,

https://www.brendangregg.com/perf.html 2
BEITFZET perf AERFINIEFET UHE.
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https://web.eece.maine.edu/~vweaver/projects/perf_events/ 2
BEZNMNERENIEELTE, FES Perf B9 Linux RIZIBEE API 8%, a0, LtETI@E
B& CPU HRAMRNEIZIEM,

https://www-ssl.intel.com/content/dam/www/public/us/en/documents/manuals/64-
ia-32-architectures-software-developer-vol-3b-part-2-manual.pdf 2

It Intel Architectures Software Developer's Manual, Volume 3B.

https://support.amd.com/TechDocs/24593.pdf #
Itk AMD Architecture Programmer's Manual, Volume 2.

ETE “OProfile — REEIM SR
BERRALET BEMMEREMR K.
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7 OProfile — &RSGSSEEIN S 128

OProfile RRFoISEF DTN DR, SR LIAEEITHRERNITAHEERER.
EBAUEEXEER, AMNPREATHE—IRUNRET.

TR EMRFEAHERZFERRIER OProfile, EERFEEAZMNT , TR
FREFE, FHENIZRR, BEBURT TIEREMRERE,

7.1 BB

OProfile B—1TAR&IXEHIERF UAR— BT REHRIERTIFEF M. ©ERITSAESE LA
SIRHAVRRHIEREITERE8. OProfile BEDMTPIENE, BIERZ. WIZIER, RiZPTGE
2. RaHEEMNEMNARER.

MV R S PR R M BT IEs IT O . IRIBFTARILESS, PIRESIRHITS I
2%, AUEAET NSRS MTRSHTHEEZ. SMITRSHE —MERBEREME,
)y, NEREARRIRERES.

EHITRAIED AR, BWEMBRER, FRFESHIUBREYE R D ERERZ M,

7.2 RERMEK

EEMA OProfile, 15&R% oprofile &, OProfile AJ7E AMD64/Intel 64. I1BM Z #lI
POWER &3228 Ei5T.

NEBLHPBXNABEFZTE *-debuginfo RMEBIFEER. ENNAZ, TEERE
debuginfo &€,

7.3 TTHM OProfile SLHIEF

OProfile B & &M SEARER, ATREDITHERE DTSR, UTIRERLETREF
fERRIER .
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opannotate
BHEHERRARESERFEIIR CRETHMER) - AIRHEHINKRES
addr2line &&fEMA, LURAIARFEARNEXGNIT. BXESZER, 155 man
addr2line,

operf
otz TE, B, 2ELERE, BRIAEMETE CUR DIR/oprofile data/samples/
current FREIETTH opreport 2IE,

ophelp
HI R A S H A B R AR,

opimport

RotF AR BURES M MM B TV IR A T BT F e sl

opreport
EFoHNEEERIR S,

7.4 {£H OProfile

&M OProfile AR AZFIN BIEF. DMTARZES, 1555 OProfile BRI ERK
vmlinuz* X, FA --vmlinux EIHIEGEISR vmlinuz* (—R%AIF /boot
F) . WMREZEDHRIZIER, OProfile IAESHITIIZE, BR, BSHIFEIE https://

oprofile.sourceforge.net/doc/kernel-profiling.htmla,

REYNARFAFEIMNAZ, ELENIZER - -no-vmlinux EFREMEEE,

7.4.1 GIEIRS
BohsFiPIER. WEHEE. FLETIPER, HAIENBIER COMMAND BYIRE.

1. TF9N %, HUL root BHER,
2. AEREDITIERARDHM Linux Hi%:

a. oM Linux Btz BUITAUT &<, EA operf RBEAMERELERIRE:
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> cp /boot/vmlinux-"uname -r'.gz /tmp
> gunzip /tmp/vmlinux*.gz
> operf--vmlinux=/tmp/vmlinux* COMMAND

b. &%tk Linux W#%: FERUTHL:
# operf --no-vmlinux COMMAND

BERHPEEWLRIUAR T MR, BEIMER --callgraph #ENHIRE
A DEPTH:

# operf --no-vmlinux --callgraph
DEPTH COMMAND

3. operf BHEIES N CUR DIR/oprofile data/samples/current. operf @<
SR (HEH ceri-c Hib) 5, BIRIEA oreport HEE:

# opreport
Overflow stats not available
CPU: CPU with timer interrupt, speed 0 MHz (estimated)
Profiling through timer interrupt
TIMER:O |
samples | % |

84877 98.3226 no-vmlinux

7142 FREEHGEE

EHEEN—RSEWT:
1. B%FHAEM CPU-CLK UNHALTED #1 INST RETIRED #EIEHUHI=
2. ERRENSFHERMI. BYHEH, BEMRH<S perf list,

MRIEBEBESTISENSEH, E5EH ophelp HSEENIBRTIZMATAEME (M Intel
Core i5 CPU £ BIRBlaiLE) -
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# ophelp
oprofile: available events for CPU type "Intel Architectural Perfmon"

See Intel 64 and IA-32 Architectures Software Developer's Manual
Volume 3B (Document 253669) Chapter 18 for architectural perfmon events
This is a limited set of fallback events because oprofile does not know your CPU
CPU_CLK UNHALTED: (counter: all))
Clock cycles when not halted (min count: 6000)
INST RETIRED: (counter: all))
number of instructions retired (min count: 6000)
LLC MISSES: (counter: all))
Last level cache demand requests from this core that missed the LLC (min
count: 6000)
Unit masks (default 0x41)

0x41: No unit mask

LLC REFS: (counter: all))
Last level cache demand requests from this core (min count: 6000)
Unit masks (default 0x4f)

0x4f: No unit mask
BR MISS PRED RETIRED: (counter: all))
number of mispredicted branches retired (precise) (min count: 500)

EREI - -event IEEMEEITHEE M, ATUERAZMNED, WAMEEEHRIF (@l
ophelp X17§) FMER#E=H, Hlun:

# operf --events CPU CLK UNHALTED:100000

&4 A CPU_CLK UNHALTED i BEREXR
REREIRERT ST EXMALIERE, MEERSIRERTTESLRIEMRK
BRENTI, SEEETH. BYRIAZERAMAEER OProfile Mizm It aEiSHR, Hi&@
IR 50 SR E X M RE = E N F IR BN &R/ RESR,
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7.5 SRS

EEMIRS ZHI, BHfR operf BfFELL, FBRIEEE[ER --session-dir I#tTHmHEB

%, BN operf SEEEIES N CUR DIR /oprofile_data/samples/current, HFHERET R
opreport 1 opannotate BIASTEIAIBEF IR,

RMEREELETER opreport FILURMHERHEE, FRAENTHITXHENSE, KRN

KB FUAIHITXHRN DT EIE. REBESTU C+H+ REMNEER, BEA - -demangle
smart %I,

opannotate 4 EHE S RABPIHE, SEERAUTEIIETIEGS:

# opannotate --source \
--base-dirs=BASEDIR \
--search-dirs=SEARCHDIR \
--output-dir=annotated/ \
/lib/libfoo.so

T - -base-dir & MEAIXEXHFS HEBRFRES 2fREYIR. £ --search-dirs #1
EHRAIEEEIXERR, --search-dirs EIMBE—MNEFETEXEFNBEREZS HEY
o

Q iFE: FHSERAEDAIR
RFmiFRMAINEE, AEURSBERUEREFARNMUE, &F hitps://

oprofile.sourceforge.net/doc/debug-info.html 2 REEERIUEE T EXMITANS
Xo

7.6 BZER
RGBT AR, AXRER, FEELTRE:

https://oprofile.sourceforge.net <
MBF 0,

FH DT
B XA E T ERETRYFH 5,
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/usr/share/doc/packages/oprofile/oprofile.html
A2 OProfile Fifto

https://developer.intel.com/ 2
Intel SMIBSZRVARLEISE,

https://www.ibm.com/support/knowledgecenter/ssw_aix_71/assembler/

idalangref_arch_overview.html 2
IBM iSeries. pSeries 1 Blade fRZS 28 R4+ PowerPC64 M IRZRNE RGNS E,
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8 jJIl_;\ -I«:_[t - W*Zﬁiﬁi\ I:%\

NSIEIHZ Linux RZH R —TER ARYIEIRINEE, EAWEERTHERNEARER
HE, MEFEMRFARKNESISFRTA.
ERILE LTI UME R T EAshASER, Fln:

o RiLRAER
o JFEE T R RENIER

o REFMEITE2F M

8.1 mIAEIHBIMNE
TR T SRR (8

S
SR FERESISFRARIBER FRIHHEE XMLEITIREX TS0 E P E AT
HHI%EEO

BRINAZBBESBHEERMERBAFLER, MMEERBEREXES L.

HERERIR
ERBSIEARRIEMRNERZMEE, IFREIMBODHEREFEEAERRER
/ﬁ /%\o

82 _L = EjJ/L,\ _tE/J'H(IL,\

gﬁi}\ﬁgﬂg i*%mﬁﬁ&zkemﬁﬁb/u\ﬂﬁto g*ﬁﬁﬁb ﬂﬁtﬂ'ﬂku, 1ﬁ LX root FﬁF%ﬁﬁE_ﬁ
UTFan<:

# zcat /proc/config.gz | grep CONFIG_DYNAMIC_DEBUG
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MRDSHEAERFEINZF, BNIZEIERMUFUTABTEL:

CONFIG DYNAMIC DEBUG=y
CONFIG_DYNAMIC DEBUG CORE=y

8.3 TE% EjJIL:\]J_J-L_t

EREEETHNAZPERAFENANESHAE, ERILUER echo <M /sys/kernel/
debug/dynamic_debug/control XHE ANEKIE.

L/(_FTﬁJlHEﬁTEblu\ﬂﬁtﬂg_g%E% 5£ .

Q =

SRR T AR RATERNRFERIAZE, B30 pr_debug. REFRARER
XERREEEE BN EIAE R,
AT HRBTRAIRIE pr_debug RIEFEIE, EAAFMNEEEITHRZHAITEISEIR.

HEFERZENRBXXFERREAHES
BENRERZEREXABRIERESR, BERUTRA:

# echo "file FILE NAME.c +p" > /sys/kernel/debug/dynamic_debug/control

AEFERZRIBRERIEAES
BENRERZIERBAIFNES, BERAUTRA:

# echo "module MODULE NAME +p" > /sys/kernel/debug/dynamic_debug/control
BERRAES

ERRAUFINFE AR X G HAZEREANERES, EE1THEE -p XY

echo @<, fl40:

# echo "file FILE NAME.c -p" > /sys/kernel/debug/dynamic_debug/control

# echo "module MODULE NAME -p" > /sys/kernel/debug/dynamic_debug/control
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BEXISERREAGFEAER, BBWEE 50 (https://www.kernel.org/doc/html/
latest/admin-guide/dynamic-debug-howto.html) @,

8.4 BTEMSIAHER

EoIBUETT dmesg FHiEid grep Tk, REERIESHANREEERNDSEER.
a0

# dmesg | grep -i "FILE NAME.c"

5E, BERERGUESERMNFSGBERFER, TUERTR -f IR tail <!

# tail -f /var/log/messages
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9 —mRARFRREE

ARG RNEEN R AIZN RIZFRIRAIER, M —FFIEmIRE — MM
BRENRS. KRB EXMXAREGNA NSRS B[ERE, ErIiRSHIER
B URZHHIITES D BRI,

0.1 MyI&RE

BOMNHNLREATRRTSRBENERNBNRERS. 7 ERBARKREIUTEXR
S8l ATERINAFIE EE R AR ERENZ E I ESRRME. BXFAEE, 55
W (EpEiEm) ,FIE “REIE ,F9.15T "LERE .

9.1.1 #HKX

RIERS BN AREFCENEGHRR, FXARAESEMITENNEE (FIRMmEER
N o ZFEMAZENNMANRELFLRHERRNEOXARE, RAKBH T ARFMREVITICTE
Bl A, UTERMEESIEREFERRFM. ERINIFHERSEN, XERMFER,

o WREE HIRRBE—EHRENAATE, RANNREEER, W ERHEHEEMNE,
o g0, EI@ELATFAUREIGEITHIRERA S N85 82 R EREE |

o NRERG. BUEN BEXHERAFRNEE

o FERFARSSERHVRALA B RIME RIRAHEE

* BERS[BAF BREFRNHEZEDE

9.1.2 RKTH

BARECEFCZEERZMITENMEEE, EIAEERRAECEEZE AN, BINLER
REITRSSHMENRLVENNGE, ESRVERGENARERZHER, BBERERA
WELD, I, ERRECERARERRINAZ BB ENRS.
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SUSE Linux Enterprise Server A[iLf&7E “LR&HE BRELBEXRELEE, BIABERT, &
A LUER S EFREESHTECERHEE, BHaILUSsh YaST R EESBUETRGEHITH
HiEE,

R—EFMERRBFRZUT —PIHZ M EIARAE:

GNOME £mEIFiR
RSBV FERENEEIFR. IRFEZEFINE, RASFTLENBRSGR (Fl
lceWM) EE R,

X Window &%
MRRBIHIITEERSBRENARER, BNFAERERNMGE, BiF5IE, N
HENVIETT GUI LBEFRELL NG E., NRENNAREFEET GUI BN, HEXR
4% GUI FRZSHY YaST, iB1RE I,

FTENARSS 2%
REFENITBENHTENR, A FEURHEE.

9.1.3 FUABETE

51T X Window RARBEHRAERR, ERSB[LVVFEE, BIURINFEEN multi-
user.target FRHNZRES. EIelLURiZBEsER N BERF.

9.2 ZHEARMERIIRS

RINLZREZBHE MRS (BMEMLECEME) . BFSMRSAZEERR, FHLEINE
BAREEMIRS. 51T YaST » 74 > kS B2 KBRS BRI,

NRIEERERARZASE YaST, AR ETIRER RS TIRFITHIF. AL ER LIRS
AIETEIETTARS B, FREM/(F LIRMEREITHRIENRS . EXAZRAZRS, 15
FAf= F /2 Fa¥asHo

LU FFIRER T fE%% SUSE Linux Enterprise Server [FERAB MRS, KEEEERLELA
%, SAEEREMAN:

alsasound
ME Linux BAEE RS,
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auditd

Audit RERTIPIER (BXAT, BE0 (KeMEKiER) ) . MRERER Audit,

BEALA M

bluez-coldplug
SOIBTE SFREHRIP R BRI RN

cups
FTEDMSFIPIER

java.binfmt_misc
BHA *.class & *.jar Java iZ2FMH1T.

nfs
3 NFS BN FrERIARSS

smbfs
M Windows* BRS3 2834 SMB/CIFS X4 R FBTFrEMIARSS

splash / splash_early
ERohE BRI FES,

9.3 XHRGMEEIAI]

R ENASTEERIENAN, RLIEESHRT. FRAKESEIEAHNXARS

B TFRA MR, ERFHREBIRIEIEEHTZR /0 AR AILUE—FTINER S,

9.3.1 XHR%

SUSE Linux Enterprise Server Bl 7 214 &4, €3E Btrfs. Ext4. Ext3. Ext2 # XFS.
BIMXGREHESENRNANES. BXFAEE, B8N (FHREEER) ,F1E

“Linux XA RZRRIRAR" o
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9.3.1.1 NFS

https://nfs.sourceforge.net/nfs-howto/ 7 R NFS &EFEmIEMNA T NFS (kA 3) %
W% FEH NFS 20, Lifle— @I EHEN wsize M rsize BT HREIA/NEN
Fl| 32768,

9.3.2 BIEEFRA

X RFZRNENXENEFHE =N RS EROEECUFaada] FRRipiaeda) |
ERIER M ERRETE] (FRAECLETE]) , UKk ERERX 4 EdErIetiEal (FRigsEcind
E]) o WMRILIFIEETEIALRIGRINT, SEERKNMEERE, BASRHTRIRIA RS~
E—PNENERE, BANERT, ReEdsxXtipnetEis—XeE R F X et EsE
ERETIEIRY, BN HRGA KBHIFIATE, tEIhEERRAEX A BT (8], X RZAVIEREI
relatime., EILEM noatime HEHIAMEZ A LRI EIER, ERERENHBEFHER
ERAXMERR. XHARSSEM Web ARSZB[BEMREFME RS O] sE AR Z UL, NREIIAEXSHIE]
B EH RN ES TN ARERE, BEA strictatime HEEHED,

RLVHRSG (190 Extd) EZFHRENBEEH. £/ lazytime HEEETSALLINEES,
FIENENESERAETERARYE, BFRRSENE#E, REEWL fsync F sync RAAR
B BFEMERE (FIX4RNEHR) MEAXEHESN. HREEE 24 /N, HERE
MAEHZFHEEENXHEEN, FREXME,
BEMXHRAERNERIAD, 5EERE /etc/fstab, HEEET YaST #XEFIE
AN XBSER Fstab I 3 iEHE,

9.3.3 f{£H ionice fEEME TR AR

ionice SLRILEIEE R NHBNEEIAIEM TR, X, BETLUSBRIRR 1/0 k%D

FRLa MBI AR AV ER B X RE S 8 #TE, HI&HFl. ionice FA[iLIIESEHE

B9 1/0 L5k, WHARLLHTZIGLRREMIIBNILINMER, FERALIIRENEEIR, IWESNRER
FBEEREEFD, UWERERRIINNZHESEIFIRAFELSE. B, /0 HERLEEE
TERFXLET NZE, BigiEE, 24 blk-mql/0 BZH BFQ I/0 JEETRFZESF 1/0 2/

RAREE (FBIE 1327 “fFH blkemq /0 BBZHIEI A 1/0 BIEEE" ) o ERAILLEE L
T=MAESE:
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=i
REKBEEMARIBKREE 1/0 B, FREERNIEELFRIHIZR TR PR,

RAmmA
RIBFKEFTE /0 AR EHZE S ERNEINEES. BJEM 0 F 7 BSERR (0
ERELRE) BREILEFIMRER. NFUBEENRNITMA (best-effort) L7 RIZITH
BFHBREAAIRHRS. RERNZRESZBERERNSALIER T (best-effort) £
FRIRLIER — BXRAT, BS W ionice(l) FMI.

i
YR B S RIS TR B IIAR. AIZEM 0 3 7 MSEEN (0 RESHE
1B) MR R. BEMLE, ENTHES SBE MR AR AR,

BXELZHATMATINGEE, SN lonice(l) FMl. MREFEEAFEMtizHIE
NAREFEANER, BERAT 105 "WiZEFl4” RAmARRZERIH,
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10 MixiEHlH

NiZIZHI4E ( “cgroup” ) @—MINZINEE, AIRTHECHMRGEHEZNVEGS RYHA
o EAEARRIRGE I LH LR #H AR,

10.1 #EA
AENHENF 2 E—NEE cgroup. cgroup EERRREMDIZFTIH, EolH g
BN ERNPIFE 2 ZEERERS], HI30 CPU. ATE. i 1/0 INEHRAZ,
£ SUSE Linux Enterprise Server £, systemd £ cgroup LI54H (systemd #Rz A1)
F) BXALRFRE#HIE, systemd FIRH— 1 FRERAFILE cgroup B4,
¥ systemd-cgls BRERFPIREN,
A% cgroup API B NARZA: v1Fv2, Ltbsh, ATEEBZ 1 cgroup BREH AT AR APL,
MARZRIENASRKE, BRIFRIITHYIERE:

o i—: BEEHIZEN V2 BREH

° JBE: TEEIEHISEN v2 BREN; 1=HIB AT vl BREMFR (EFA)
RIMER NG —. BMESERTUANTE vl N AEFRERERS .

TR E— MR

10.1.1 B& cgroup BREH

Q iiE: mAEEER
cgroup vl EWFR, TERRIRAFEIESRFE KRR,

EERRAIEHIARERLEN, 5% systemd.unified cgroup hierarchy=0 fERR#Ze
LITBHEEMEI GRUB 2 5|SMNEEF. BXEE GRUB2 NEZAT, ESN (BIEEmR) ,
£ 18F “5|SMEIERF GRUB2”
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10.2 HERESIT

A LUBIE I HFRA LR B R R cgroup SRIREXE A cgroup R TRHFELIR,

FITHEBV, BAHEHFHIENE, SFMERBNEIMEURATIERE. M—TRETHERITES
NE—IEPRNFABEERT. ZYIRNPERYE, UNEEEXLERXT R FNETRIVBES
to

BILAfEFESN MemoryAccounting= BESAB N RTIRESIT, HEE /etc/systemd/
system.conf HfEMA DefaultMemoryAccounting= {8SNFAIEBETLBIEESIT. BX
AAESHIFRYIE, 158 man systemd. resource-control,

10.3 1gERIRR!

Q E: etEEEE
BAR, RFRERRABURT IEAEIMITIME (5180, /WP EIEEEAI.
LREERFIIKETH. HERER) . Fit, NMRIMELET L, BINE (B REZH
PR,

BILAfFERA systemctl set-property s<i&E cgroup FIRRHE, EER:

# systemctl set-property [--runtime] NAME PROPERTY1=VALUE [PROPERTY2=VALUE]

FEENERIZANA, &, WEA --runtime &M, EHEZESISEFAERE,
ER NAME B4 systemd BRSS. SEEIZTIF &R,

BEXTENEMYIRMEZHAT, 1580 man systemd. resource-control,
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10.4 {$EH/H TasksMax BhLE R4S VESE

systemd ZIFAEITHETEEESITEIES, HEEZMIFNRERES, Lk systemd
BEMt T BT IRFIS TR THRESHENRIME (WZ2BREHIN 15%, 1517 /usr/sbin/
sysctl kernel.pid_max BAIEFZREF) . SMNEFPBYIARSEIAANZESIR 33%,. 8
2, XTF SUSE Linux Enterprise Server, & 5R33EdNitE,

10.4.1 EIZFIAIENIA TasksMax B

£, EXEKP, 2—EHINEHTEERHTHERHI, SUSE Linux Enterprise Server &t 7
A EEXEERTEERARTMARFN ERRINME, HEAREEIZERN infinity, /
usr/lib/systemd/system.conf.d/ 25-defaults-SLE.conf B&LUTT:

[Manager]
DefaultTasksMax=infinity

/usr/lib/systemd/system/user-.slice.d/25-defaults-SLE.conf ®ELTF
17!

[Slice]
TasksMax=infinity

£/ systemctl K& DefaultTasksMax fE:

> systemctl show --property DefaultTasksMax
DefaultTasksMax=infinity

infinity RRERE, HABKR—EBENIINME, BIREFXLERE TG THELE

HIZSBARSE o

10.4.2 7= DefaultTasksMax &

BRI BE X /etc/systemd/system.conf.d/90-system-tasksmax.conf &
BefF DefaultTasksMax {8, HEANTE/TUEAE N RARTIREFNIAMES LIRS
(256 1) :
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[Manager]
DefaultTasksMax=256

MEFLE, AEREIKERTEEN:

> sudo systemctl daemon-reload

> systemctl show --property DefaultTasksMax
DefaultTasksMax=256

BIECHNEZRARIRIAE, ATRESZSETENRS LIREFRENRS. RFERTF
MariaDB, B EHENETNE:

> systemctl status mariadb.service
® mariadb.service - MariaDB database server

Loaded: loaded (/usr/lib/systemd/system/mariadb.service; disabled; vendor
preset>

Active: active (running) since Tue 2020-05-26 14:15:03 PDT; 27min ago
Docs: man:mysqld(8)
https://mariadb.com/kb/en/library/systemd/
Main PID: 11845 (mysqld)
Status: "Taking your SQL requests now..."
Tasks: 30 (limit: 256)
CGroup: /system.slice/mariadb.service
L-11845 /usr/sbin/mysqld --defaults-file=/etc/my.cnf --user=mysql

Tasks 1727/~ MariaDB 1 25&158 30 MESBIETEIETT, MEAALRA 256, XN FEIBEMS
REWB, UTRALETRIMAIE MariaDB BIFREIIZESE 8192,

> sudo systemctl set-property mariadb.service TasksMax=8192
> systemctl status mariadb.service
@ mariadb.service - MariaDB database server
Loaded: loaded (/usr/lib/systemd/system/mariadb.service; disabled; vendor
preset: disab>
Drop-In: /etc/systemd/system/mariadb.service.d
L50-TasksMax. conf
Active: active (running) since Tue 2020-06-02 17:57:48 PDT; 7min ago
Docs: man:mysqld(8)
https://mariadb.com/kb/en/library/systemd/

Process: 3446 ExecStartPre=/usr/lib/mysql/mysql-systemd-helper upgrade
(code=exited, sta>
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Process: 3440 ExecStartPre=/usr/lib/mysql/mysql-systemd-helper install
(code=exited, sta>
Main PID: 3452 (mysqld)
Status: "Taking your SQL requests now..."
Tasks: 30 (limit: 8192)
CGroup: /system.slice/mariadb.service
L-3452 /usr/sbin/mysqld --defaults-file=/etc/my.cnf --user=mysql

systemctl set-property MAHMEHI, HEIE— P FAFRENIBEBARNXG /etc/
systemd/system/mariadb.service.d/50-TasksMax.conf, ERNEEEENHETI
BERETXHNEN, BEFR—EHIE 8192, BNZEESETERERIPRS,

10.4.3 AP BIERIA TasksMax FRHl

AP RRRIAREINGR S, BNRAFRFREEEESHNRR. B eIEmxy (1w /etc/
systemd/system/user-.slice.d/40-user-taskmask.conf) AFEMAFIRELEES
HERINME. U TFRANSERIBIAES 16284:

[Slice]
TasksMax=16284

Q) EE% BFEESE
520 (BIEEM) , % 19%F “systemd SFIFRER" , 5 19531 “Frif@EAX
% RTINS EFIRISFRIR.

SRS EFINE systemd LUNEE, FKRIEN:

> sudo systemctl daemon-reload
> systemctl show --property TasksMax user-1000.slice
TasksMax=16284

IMAERERAMEE? XRENTEAE. RARFMEMFREEMS. R TasksMax
EX/, B BIBNLERE (FRENAETA) « TECIRATAEMERINLE,
BIREEIR: REGEAR “fork” RMFREIFHIRAME 11 “BRENARAIA" FHIRHER.
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BX1E systemd FEREERARBFIFMES, ESM systemd. resource-control (5),

10.5 {#H cgroup #17 1/0 T

ATITAIMEMER Linux AZATER 1/0 $=HIZERISTE 1/0 BRIFRIRIR TN RBILLIIRIE. ATIR
FIF systemd IRIHBYGERECE cgroup, FHITIRTEAIEIZELH] 1/0 $5HRS B] sEFFTERIBERH

10.5.1 FoRFH

U™ NDEART R EE R RS IUR AR, RAEE TR EENX A H
AIRE.

10.5.1.1 XH#&R%

RIiZfER cgroup EEIBMMNXHRSE (ST EHTESEIZEA) o BiYAY SUSE Linux
Enterprise Server X RSUENN T 3 Tk _LiRFhRASAI 2 4F:

e Btrfs (v4.3)
® Ext4 (v4.3)

* XFS (v5.3)

M SUSE Linux Enterprise Server 15 SP3 744, RILUEREAGRE XGRS

10.5.1.2 RI1/0AER=ZER

FREIRBSTEHR PR ESLS K, FAFEEITEAEINERE, KEF1/0 THREEEM
MARRSERES I BFQ IHIZRMBE T RARIRE, AT/ 48 BFQ £Hl28. EXFERISEIR
EEBISEhEZRER, Bl 1BIUHR BFQ BFMARIEERERF. MEIFIEERER:

> cat /sys/class/block/sda/queue/scheduler
mg-deadline kyber bfq [none]
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RREIZF I E BFQ:

# echo bfq > /sys/class/block/sda/queue/scheduler

WIIEEHEILE (MARAX) . ZEIEMHNRESRSIRFETIEEN udev M
M, SUSE Linux Enterprise Server FEHiEY udev BN EL Aiek A IKEI2SE AT BFQ,

10.5.1.3 Cgroup BREEMTRE

—RIERT, FIEESEEBER cgroup B, ENISHEERS. BESH%AE cgroup H
BY, TR RERK cgroup ZiE)&% . X—RIEATFIZLLHI 1/0 =5, REISRBREHNRER
BEHNETE ERTHE) .

a I0Weight=100

“- [c] IOWeight=300

d IOWeight=100

"~ [b] IOWeight=200

I/O R E cgroup c f b, B c INEE D, WSBEMAMARER, AAES b 2ZiEE
ERFNTFE

10.5.2 ECEEHINE
ASREEXARAT (KETEETH) MRS

> sudo systemctl set-property fast.service IOWeight=400
> sudo systemctl set-property slow.service IOWeight=50

> sudo systemctl set-property throttled.service IOReadBandwidthMax="/dev/sda 1M"

&, A I/0IERINA TR <, fli:

> sudo systemd-run --scope -p IOWeight=400 high prioritized command

> sudo systemd-run --scope -p IOWeight=50 low prioritized command

> sudo systemd-run --scope -p IOReadBandwidthMax="/dev/sda 1M" dd if=/dev/sda
of=/dev/null bs=1M count=10
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10.5.3 1/0 #FRIIT AN ETNHEH
U TFHIRMEHAT 1/0 BHHTH, URFEEH FHTLER,

° /O EHIRESATEE /0 #F (IdNEER) , KR 1/0 5ERAG#EMBIER (8%
ZBINEEEFSE) AJREUSMAINRMER, B, 1/0 ERILREER, EE@F
B 1/0 4=l (B0, ERDEMREAHZSMETEHHMISKR 4B . RHER1/0
URHBREMNERT)  HFXERR, RLH /0 EHERAFTRETEENE
AILEER,

o systemd HITECENERNA R (LRIERZERN BFQ INEEE#HTIAE) , EIt&ANFL
EBERWAER,

° BRT 23 sysctl @Rz 4h, BREIEMEBURTFAITIR#HE
(vm.dirty background ratio # vm.dirty ratio) . HRETIPRHIDRTE
cgroup Zi8lBY, &1 cgroup IRTFRFIMSAIEIER, MMBIgER2MatEX cgroup BY I/
0 58,

o HIEFFBEFEXEZHEER, /0 ZFIRERE /0 BEREFE, XSIHESEFRITERE
EREFEX EANSERSBEERMm. UEHZMEigE. MD RAID &% Btrfs RAID £y
RERETERIZEE N, MK ERIT /0 1=HI A sl A XE .

o NMFERRATHIREAME NIZELHIIEH] 1/0 IR ML E,

o JZLEH 1/0 IR R B REBRIL R ERREE 2 — (BARENZRIZHAIRERE RXMIZ
H)

° |/OIRBEHRAR /0 BEFE—NHZZR, XENIERXERALEN, H1/0EHE
ERIEFENTREN, MEZEIILAE, EXMHTHREFRIETR, EEESEME
kit (LB cgroup SFFRIE cgroup IEH) o

o EIB/INLE, FN—EHBENEXHREBIENEN /0, BRAFMBEBAILUES, &
o, MRHIMXMER, RASKEEAFEESS (HAERG) -

10.5.4 AP =1EFHNRRES]

NTERARSIEFRNA cgroup BRES], HIHTHIZSEIRE systemd BB EHI, SUSE
Linux Enterprise Server BEH#Y systemd ERIABRE FZIREAIEHIZR,
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el UERBAR X RENZIITHISRE. I8, /etc/systemd/system/
user@.service.d/60-delegate.conf KEFFERAFRMITHIES, M /etc/systemd/
system/user@uid.service.d/60-delegate.conf XA4FE R RINEHIZE, XEHNR
VRIS

[Service]

Delegate=pids memory

WIUBH] systemd SEHIFIZEMBYAF LA, UEMRMEBFHEE,

> sudo systemctl daemon-reload

> systemctl --user daemon-reexec

NE, REMNAAALEHEEBEER, MARNASE ITRENRBHEAF LS,

10.6 EZEERE

o NIZXXHY (48| kernel-source) : /usr/src/linux/Documentation/
admin-guide/cgroup-vl FEXMH, UKRXH /usr/src/linux/

Documentation/admin-guide/cgroup-v2.rsto
* man systemd.resource-control

e https://lwn.net/Articles/604609/ # — Brown, Neil: Control Groups Series (3THlH%
5, &%F 2014 F, G&71MED) o

e https://lwn.net/Articles/243795/ # — Corbet, Jonathan: Controlling memory use in
containers (IFHIR2ZPHAEREH, £HTF 2007 F) .

e https://lwn.net/Articles/236038/ # — Corbet, Jonathan: Process containers (HIER
28, AT 2007 ) .
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11 BHmp¥FEEIE—BNERFIARR (NUMA)

FEZN CPUNKERNER, BHSIET—EYIERE, £4EH, EZRERE

CPU SEZEREBNHRRR. IF—EENEFRE (NUMA) B2 T R RS
SIANB—BUAREMIEIR,

HEEFFEZ TR, 8TTREAME CPUNMRENFE. HRERNFREE

FHAEAENF CPU ML ERE. TIEAHRIMEEIIRTIAREIE ((IFHRITLERN

CPU #it) WINAREFLIZ. BihFE NUMA B LURE R EIE TS I FihRi% 3

B8 CPU MNAEFETI R. 8/ NUMA BBFRY, XAJges KRR E6aE (BART
EREME) -

11.1 =Ch@
B&pFE#E NUMA B = PMNERTETR:

1. ESREREFSERRRESHSOMULTE, HIREREF, UE F—RinRiEm a2
31 & TR,
2. T=RipAHIEZSE NUMA Hinting 31X, 2T ItiEIR, rIRSIEIREISHRANERN
ESHEXEBNANET R
3. BERENMES. ZESERB CPU UNZESHRNAEFEREBEE—R, BFEEFIRHE
HHENES DB —4H,
FREBUHMRSI TR OB S EFH, A, —RIBERT, hiR5S CPU XEXREIRNLES
HOH XTI Ho

11.2 &

ENGET EASECE KA NUMA BB R T &, Alt, RILAER numactl. taskset
g cpusets RENTFHREE, NUMA BRENFHER I LIERAYTR AP, NRECIZEFHSEKE, N
W22 FH B o8 NUMA, EALEEEG R mMIEDt#TT,
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numactl --hardware SERTENNAGFLRE, UMTBEVEEZF NUMA, TEEE—

S4TRUENL

> numactl

BT AR,

--hardware

available: 4 nodes

node
node
node
node
node
node
node
node
node
node
node
node
node
node

0:

1
2:
3

0

0
0
1
1
1
2
2
2
3
3
3

cpus:

size:

free:

cpus:

size:

free:

cpus:

size:

free:

cpus:

size:

free:

048
16068
15909
159
16157
15948
261
16157
15981
371
16157
16028

distances:

0
10
20
20
20

1
20
10
20
20

2
20
20
10
20

(0-3)

12 16 20 24 28 32 36 40 44
MB

MB

13 17 21 25 29 33 37 41 45
MB

MB
0 14 18 22 26 30 34 38 42 46
MB

MB
1 15 19 23 27 31 35 39 43 47
MB

MB

3
20
20
20
10

BILUEER 1 3 0 5N /proc/sys/kernel/numa balancing, 23 AYHAIRIE

ERREABEFE NUMA IEE, BEXAERARFERLLINEE, BERAN

numa_balancing=[enable|disable],

NRERBABFE NUMA, Ne]UECEESHMIER
NUMA B9FF$E 5 BRI SR B PR AVEY (8] Z (8] #

17
177

numa_ balancing scan delay ms

FEREBUEZ BISA2 M TURFERY CPU B8], X AT LARS LT # 2 EF R IE M~ £ FF o

HL1T

il

N ESHWEFFILUEETE

numa_balancing scan period min ms #lnuma balancing scan_period max_ms
RIS SRR, RIBIRRFIENME, PEMRSEREUR. XEIGEITH
/DR AR,
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numa balancing scan size mb

I S ES R A T AR S 2 AL = EIK /)

11.3 EE

REZNESEANTEAREEEER, HERBRAMNERBTE NUMA hEENER TNENE
e, LUBIEAENRIE, A UAERADT TERGEARMAMITZAEFRR (MR CPU ZHHXMHE
1#) o A@d /proc/vmstat FRILITF ST BRI NUMA JE5h:

numa pte updates
72 NUMA A& L s8IRBVEDIRVE S,
numa huge pte updates
#ri2 NUMA il {Ls5iRAOIBEAATIRIE E, 5 numa pte updates &&&FEHEAIUTE
el ek RS S A
numa_hint faults
IER BRI NUMA BIAECEIRE.
numa_hint faults local
BRAHT R EHIAIBIR IR, S5 numa_hint faults &&EMERATTLUTEAHE
REIMRRIRFI OB DL, MRAMPIRILEIR SRS, RRTEMHERERS,
numa_pages migrated
BREZLVIHTFUEREMEEE. BFIBE2—TNETIRME, BT F& NUMAFr
FEFHNRA—EB.

11.4 =20

TERATERNAFREHITHRSHANERT, ©—&8151T SpecJBB 2005 HFEREA
JVM L6189 4 T3 52 NUMA i+ 8N EFERRYE 2MIHER. i, XARITIERES LM
EXREM, FHEIRFET SUSE Linux Enterprise Server 12 & 1ThRo

Balancing disabled Balancing enabled
TPut 1 26629.00 ( 0.00%) 26507.00 ( -0.46%)
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TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut

124

55841.
86078.
116764.
143916.
166854 .
195992.
222045.
248872.
270934,
297217.
311021.
324145.
345973,
354199.
378016.
392553.
396630.
399114.
413907.
413173.
420256.
425581.
429052.
426127.
422428.
424378.
419338.
403347.
408681.
406496.
404931.
397353.
382271.
388965.
374702.
367578.
367121.
355956.

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

© ©O © O ©O O ©O O O O O O O O OO O O OO O O O O OO O OO O o O o o o o o o

53592.

86443.
113272.
141581.
166706.
192481.
227143.
250123.
279314.
301878.
326048.
346855.
378741.
394268.
426782.
437772.
456715.
484020.
493618.
510386.
521016.
536214.
532469.
526548.
531994.
488340.
543016.
529178.
510621.
499781.
502313.
522418.
491989.
493012.
502677.
500588.
496977.
489430.

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

11.
12.
11.
15.
21.
19.
28,
23.
26.
24.
28,
25,
15.
29.
31.
24,
22.
24.
31.
28.
26.
34.
36.
35.
37.
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TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut

40
41
42
43
44
45
46
47
48

350855.
345001.
336177.
329169.
329475,
323845.
323878.
310524.
311843.

Expctd Warehouse

Expctd Peak Bops

Actual Warehouse

Actual Peak Bops

SpecJBB Bops
SpecJBB Bops/JVM

00
00
00
00
00
00
00
00
00

—~ e~ M~~~ o~~~ —~

o ©O O ©O © © o o o
(o)
(<]
o°

487802.
468021.
462260.
467906.
470784.
450739.
435457.
403914.
459017.

00
00
00
00
00
00
00
00
00

Balancing Disabled

48.
310524.
25,
429052.
6364 .
6364 .

00
00
00
00
00
00

(
(
(
(
(
(

0.00

© © © o o

00
00
.00
00
00

(e)
%)

%

o°® o°

o°

o
“©

)
)
)
)
)

~ e~ M~~~ o~~~ o~

39.
35,
37.
42.
42.
39,
34.
30.
47.

Balancing
48.
403914.
29.
543016.
9368.
9368.

00
00
00
00
00
00

(
(
(
(
(
(

Enabled

0.00%)
30.07%)
16.00%)
26.56%)
47.20%)
47.20%)

BEShES NUMA BT TEREAE, BI7E NUMA it BN ESSREMRE, NERaTaE, i
MBNUESAHAMALEAS, UEEEIMTEREESX, B2, FMEEMERT, B
I NUMA RZB] IR FH 4 BE.
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12 HBREE

BHREESTRDEEFNERARRIZITHL, FENERSGERERRARIFEN SR
ERAIKF, Ak, #ITHEREEFMEZEIKITHEERFRIKIREEFERSTIEE
BRZEETE, AIERENARLSIKEMERERERE, SREEMNERED
(ACPI) HEAZEX TIkEHEIFREEINENAERFERGHERON—ANT. ATRSEN
IBPNTREERENIERLFIKI, RAERNTATERS, HERWBRATIH
MEEXSHN/ LTI,

12.1 CPU &3l EIRERE

7£ CPU &35!, mILUBT A IzHIRIRRER. Fl, B3 ERATNERRE (C
RE) « EHCPUSEE (PIRE) FMEHICPU (TRKDE) #17iEHl, THEDEHEN
BT M ERENTEENRM, 7E https://uefi.org/sites/default/files/resources/
ACPI_Spec_6_4 Jan22.pdf 2 ERTLUIREIEMINE.

12.1.1 CIKE (RIEFIEZITIRD)

MARIEEETA C-states HETTHRERI. ENRRT TR X AN ERARIA M LSS
ILTIRERYRE ST,

HEMBERLT CO KT, RRECERRITIER. EEEEM CIRSTEITHAEREL
FERRS. CRENHRFER, CPUMKRRINHER: BXHAESHAN, UTNEER RE
MECRSAI LT B RERR, RRESIEMIER. B, CPUFERZEKNEMEER Co, R
EIENE (REHFWRER CPU, MEBREZIRIERSHIFE—RIEERBEINETR) i
(BN ERIRETESR) , ERARRERIRRSEEBIRA ST, BXIEEAT, 5
SMEE 12327 “fFF cpupower EFEANRTNAITEIE -
RERSELE—EAETNETEERENFRI. WL CRENFEEURTHERAY
Ah3ERR. 1BRE, Cl 1/LRFM,

F12.1 CRE BRTREIN CIRES.
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F£12.1: CKRE

1= EX

Co l_’fj"{j(lu\o CPU ;T-'Eé;:FEIo

Cl E—MTRRE, BIRMHELE CPU TER
EBESH, DL STl APIC (RIFEEET
170

C2 Lﬂﬁ%fq:r—ﬂ: CPU Egp\]ﬁﬂﬂj’ﬂ’o ?_.u:t’lklu\

s LEE%A1%B‘DFE§H1¢TL%ILA ) 'fEI l_l\_.
Fh s B2 B ] gE TR 2 B AT {E],

C3 {FLEFRE CPU RERES Y, AMIERRFBIRST
HEFERNY, BEFEAHFEMRS, EE
IERH C3REFRER, FRERTEL
FRBR b IE 23 MU BE PR SR AY B B AR

AT EERRENGERE, BNSERBAMERRERERSHNIER X TIEAEHFHTTMIR,
BEXFMER, EBIE 12327 “1FH cpupower EERNIZZHS1HEEE" 8 cpupower-
idle-set(1l) FM I,

12.1.2 PRE (AIE2R4EEIRT)

LAMRERIEITE TF CORE) , AT Z CPU MEEIRTS (P-states) WEAZ
—o CRERMRTARE (Bf CO M2 BRT=RIRE) , M P-states MERMS CPU 37

FEBEAEXAVIZI TR,

PREBEFHA, QBIBBNEITMERMEEHM. PREHFSAIEREX, RIERXKUR
B, EXMMEFRE. B2, PO BARMREEENIRE (5 12.1.37 “Turbo IhEE” H
FriRBERBRIN) o PIRSEFHA, RAVIESREMWIE, EFEHE. Fl, 57F P1
RETIEITRORIEREMELL, F P3 REWRIERETREFE, sefEE L. ELUEMP
KEIBETT, BIEBRHILTF Co KE, BHEW, EETEIEMABRTTRNIRES. ACPI

FEEHRIRENX T CPUPIRES, BEIBESM https://uefi.org/sites/default/files/resources/
ACPI_Spec_6_5_Aug29.pdfa,
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B AP CRZSH PR

12.1.3 Turbo IfgE

R Turbo THAERT AT HMAZ O TR ERBRIAZSEY, #h7& overtick J&EIHY CPU il X
B LATHR & a2 1 BRI AR T & P 1T Th#E (TDP) BYFRH,

B2, CPUZOEILEREMNFHSIHENKREWERX, £5 1237 “cpupower T
A7 A7 A EX LR IR B .

12.2 WNZPETES

MNZHIETI 8RBT Linux A% CPUfreq EAtZR4s, AIRAFEGITIEISERAIERIME, &
KA 280 CPU EMTIACE BIRIET. CPUfreq JATI2881EMA P KRB IR M IZ(TEE
¥eo IS TIRRFTLURYE CPU BENR CPU SRR, LUBERHAEERERVE R TRILTIRE.

T AT 28] BF CPUfreq F& %!

tERERTI2R
¥ CPU SRS ENIRENRSME, USEMEEMLE, Eib, HEr2UItiETSENE
50

BESN £ 12417 PREBLIFEIT .

THERTIER
¥ CPU SMERBSIRBEN AN RN, XSMNMRERTER, RATELESRE

ZIt, RABFIBIUIAERET. —MEBNFIIMERE, intel pstate BRIAXKFAE
powersave &, XERHFERRK(EA, BEELHEHIEITANS on-demand
TIEREML,

B2, FALATREERASTETHNTRENRR, AABEITHN C RET AT HIREH
ZRELIMER A TR, FATREETERE, MIERBUSENMRET, EEEE KM
B BETER. XBIKE, ERETEKEKE, BIRFEBHENTHN C RSN,
AT BT LOAEIE 23R ARR/IVRERSERE (B30, R cpupower #<1TLT

") .
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7S CPU SRR RBSHIAZE . AT R nELERAE, AEBINERERN, BT
HEFMRILENTANRSMER, MRAERTHE, BEAT—ITRMAR. WRA
SR BT RARBAPRE, WEBRFEMER, BRIRERRAIBMENIE,

O ==: FaiEFEMRZTETS
HIFFME R F B ERARZF AT SRS TR ISR ERMZE, i
intel pstate RapiEF=BIFHFEBFEINZE, FH cpupower frequency-info
LA LUAE RAFERNRER,

12.3 cpupower TH

cpupower TREEFRMBLATITEN LZFHNFATE CPU BIFHEXSEHEIA, SIFE4M (3N
®) K. FERZIASTUEENENRSAZMBXHN CPUfreq M cpuidle RAERNIZE, UK
S5MFRAERTARSTRNEMIGE., EMRINEITELSER LR S WX SEME 4GSR
TR, B, BIFEERATHEITN. S5, eEAIEMERANEMRESERREZE
s,

L cpupower IEESSE, A cpupower --help ZEAAM cpupower Fi<, EH
man cpupower /Al —ARFAMTI, EF man cpupower-SUBCOMVMAND ikl Fan<HIFEAR
a8

~

12.3.1 {EMH cpupower EE YIS E

cpupower frequency-info < 2RAZPFEREN cpufreq IRTHIEFRIGITEIRE. L5,
EXREETRBIOSHEEXIFNEBATEM (FMNRK) KE. NRAFHEEETET, ERER
N TR

f51 12.1 : cpupower frequency-info BYR{GIHH

# cpupower frequency-info

analyzing CPU 0O:
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driver: intel pstate

CPUs which run at the same hardware frequency: 0

CPUs which need to have their frequency coordinated by software: 0
maximum transition latency: 0.97 ms.

hardware limits: 1.20 GHz - 3.80 GHz

available cpufreq governors: performance, powersave

current policy: frequency should be within 1.20 GHz and 3.80 GHz.

The governor "powersave" may decide which speed to use

within this range.

current CPU frequency is 3.40 GHz (asserted by call to hardware).

boost state support:

Supported: yes

Active: yes

3500 MHz
3600 MHz
3600 MHz
3800 MHz

max turbo 4 active
max turbo 3 active
max turbo 2 active
max turbo 1 active

cores

cores

cores

cores

EFRENFRAE CPU BYYREI{E, i5EH cpupower -c all frequency-info,

12.3.2 {EF cpupower BEERIZ T NS TR

idle-info F
ZAEZRIFR B A

PN — [
CEESE TN

REM E

RIZAREREN cpuidle IFshiIZF ISR ITEIR. ©RIUTEREMAE cpuidle W

—s—

=170

f5112.2 : cpupower idle-info By

# cpupower id

le-info

CPUidle driver: intel idle
CPUidle governor: menu

Analyzing CPU

0:

Number of idle states: 6

Available idle states:

POLL:

POLL C1-SNB C1E-SNB C3-SNB C6-SNB C7-SNB

Flags/Description: CPUIDLE CORE POLL IDLE

Latency: 0O
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Usage: 163128

Duration: 17585669

C1-SNB:

Flags/Description: MWAIT 0x00
Latency: 2

Usage: 16170005

Duration: 697658910

C1E-SNB:

Flags/Description: MWAIT 0x01
Latency: 10

Usage: 4421617

Duration: 757797385

C3-SNB:

Flags/Description: MWAIT 0x10
Latency: 80

Usage: 2135929

Duration: 735042875

C6-SNB:

Flags/Description: MWAIT 0x20
Latency: 104

Usage: 53268

Duration: 229366052

C7-SNB:

Flags/Description: MWAIT 0x30
Latency: 109

Usage: 62593595

Duration: 324631233978

£ cpupower idle-info #iZHRHMIERTHIRESRE, FILUER cpupower idle-
set MIYBARENME. BE, ARHFEZARAENKRIERS, Flun:

# cpupower idle-set -d 5

5E, BRAERETHET 80 HIFAE CPU:

# cpupower idle-set -D 80
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12.3.3 {8 cpupower YSiT M E GG ITEGE

M monitor FenPuILURENIRZZIRH, LUK BEIE4EE BY 81 B N RIS ZEAN = (N R RIS 4
TR, BRAEIRRA 1 #0, BRILUER -1 KER. TR T I AV IRSRRIRIRSSM
KT8 — HP— L NARSGITHEIEFINER, Bl MEGEHFEPIRE. rTHAETE
EURFREEGMEARS, TLUER cpupower monitor -1 FIH4sHE2R, BXZNEITEN
$EA, ES 0 cpupower-monitor FAT,

monitor FapLRIILEHITHEEITEN, ERRIIE TIEABMANZA IR SEHRIHEIEHRTT
EbiR, ESBEAENAES, Fln:

cpupower monitor db test.sh
f51 12.3 : cpupower monitor RffliEH

# cpupower monitor

|[Mperf | | Idle Stats
o (2]
CPU | CO | Cx | Freq || POLL | C1 | C2 | C3

0| 3.71] 96.29] 2833|| 0.00| 0.00] 0.02]| 96.32
1| 100.0| -0.00| 2833|| 0.00] 0.00] 0.00| 0.00
2| 9.06| 90.94| 1983|| 0.00| 7.69| 6.98| 76.45
3| 7.43] 92.57| 2039|| 0.00] 2.60| 12.62| 77.52

O Mperf £/~ CPU Z—EXFBJNRY 940, SIEMERIMZR, i, EE=2R CPU
RTFEIRTES (CO) HEBMBRIRE (Cx ) NESEIE DL, BFESUIRSH BIOS E
12, FWTEREATERERINRE, EESEMEERFHILIESE L, REE@Ed
Mperf #5283 HAFE CPU BB TIIRMIE B

® Idle_Stats E/R cpuidle RIZFRANFITEIE. SHHATBRHTHRE, AZE
KEIXEE, AL, NRNEFEFERNZOATFERNREEE —KETE, XL
BRI REaE R EH.

BR7T ERTRGIFFMARR (—fg) WmiTsslish, ErIUUEREMEREFENGITS. §

XFMEE, ESN cpupower-monitor FATI,

BT LR BN IR RE, TMAEXRBMEMKMXR, FHMETReiENFRE T ER RN
MR £ 12350, EAJLUEE, CPU 0 F=MIRZE (Cx BIEREL 100%) , EEEBITM
KNRE. XERFN, CPU 0 M 1 fIRENER, XEREME ZEFERMKBIXRo
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12.3.4 £ cpupower B HEIEE

ZHLL root B9 cpupower frequency-set S FENYBIEE, inSHILES
EREATRAENR/NHERAK CPU MEE, HEIZMIETIEE. BEAIUER -c ETHEEE
ECRPLL R IREZRNIS B, WL AT IR N PR B QMRS E A — RS, MEZTRMAEES
IR E, BXEZHATHAIHEIED, B2 IFMI cpupower-frequency-set iz

1T cpupower frequency-set --help,

12.4 R IROREIEIN

TIETERNB—LERRE,

12.4.1 P IRZSHIRIEEIN

CPUfreq FRZIEM P RSN S NMIAED: ERIUERRNATREZETR, ZmMEFRN
R/NHERA CPU SR, SHERENEATRSH

BEEITRYIREIS —NETIES, 1B4ES -q EIfEA cpupower frequency-set, i,
BITUTES (U root 5) SEUEMEEATSS:

# cpupower frequency-set -g performance

B EDHIAPER%RFENR/NFHERA CPU FiXRE, F9RER -d 3¢ -u &I,
~
12.5 =t

EEEBHA BIOS #%L?
2EA CIREH P RS, 15HME BIOS L.
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o BFRA CKE, EHAFRBA CPU C State SEMLE, MUEEZHNETEIITIEE,

o EFER P IREH CPUfreq 8T 28, 1BHfRBHA Processor Performance
States &I AEAEIN,

o BIfE PIRSH CIRSAIA, BEIBEEFE CPUSIRATaEHEENER, MMSH
MEER{E, a0, WNREME pcc-cpufreq, MIRERFZRERAEINH L LIRS,

MEE R LS BT, ERRILLR, RILIETRY BIOS REEERY CPU MR, ik
#F "BRERREE IRET. £5|1FE, BERSANEDRER, BINNFHAN

E%RER M,

F+4& CPU BY, BB E AL BIOS, BIOS REREHT CPU REMKPS#HE, LUERLL
=R EBARIFR A,

EEEREXMHER?
£ systemd Hi2 (F&L (BIEEME) ,5%21E “journalctl: Fiff systemd H
127 ) HEFX CPUfreq FRAZEMNEMIHIL, HPRIRETEHIR.
NREFEEITEN LB CPUfreq FRAKE R, EAIUBRAEINIARKEL. ALk, FE
Fi cpufreq.debug=7 fE/5|S5E, LA root BHHITUTHRL:

# echo 7 > /sys/module/cpufreq/parameters/debug

S CPUfreq TERTHE T EZERIERE dmesg , XEEEHEITHITIZH
EXEMMIAZE SRR, RILIE NS EHEFEREIN A RAXMEH
&Ko

126 EZER

e B SRS (BMC) W e A sEn R ARSS A B R h R E At R S IR ACE it
I, XEEESHENHRNEEX, REFBTAERIVENER,. BXFARESE, S M
R R (R F o
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12.7

powerTOP I EEBNIRBIBEREAMNEA SRR, TEICABEMKLE, LtTERFER, RARE
R DEEFREN EICABRME ENEE, It TAXZHE Intel #1 AMD &0 3E28, MI—AgAXLEIT
1=

> sudo zypper in powertop

powerTOP &5 7T ZMEEXRE (IBEFE0M. IREEIERF. RIZET. BAIEEIMKERS
MEER AR A B ADRITR) #?ET#%%*H‘%FH?EEEE%EO S UER BRI TE T
B, ©F7E ncurses £iFHisT (5 ) .

> sudo powertop

F SR LT T TRASH

iz
e
iz
THATES
HHE
eh
iz
Gl
iz

12.1:
powerTOP ZHHGIRESH I HTML M CSV . UTRBIERKR T —NE1T 240 O BVIRE:

> sudo powertop --iteration=1 --time=240 --html=POWERREPORT.HTML

MNFE—RIERETIRIRELETASRER. UTTRAIZIE!T powerTOP 10X, &KRIETT
20 %, HESREITIHERZEIE—MENA HTML RS

> sudo powertop --iteration=10 --time=20 --html=POWERREPORT.HTML
X 10 NHEIERIR S :
powerreport-20200108-104512.html

powerreport-20200108-104451.html
powerreport-20200108-104431.html
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HTML#REE 12.2 “HTML powerTOP #2%5” HhFRR:

RYER

PowerTOP RR#x 2.9 iE{764iE : 2020 £ 1 B 8 H(A=) 10:45:12
AiERE Linux k7 4.12.14-1p151.28.36-default

RIEHT Dell Inc.O0HHV7N

CPU {58 8 Intel(R) Xeon(R) CPU E5-1620 v3 @ 3.50GHz

WE CPUSREYiEl CPUME #NMAEE ‘&GS %A = AHCI FrH

BiR: 1 MR/ R 046.9 RIEEE/F)  CPU: 8.5% (EFEE  GPU: 0 RIR{E/AD  GFX: 11.5 IRAE/®  VFS: 0 RIR(EAS

EENARNIRRE

L] %

FFEO wian0 BT e iw dev wlano set power_save on

REF] NMI BT echo '0" > Iprocisys/kernel/inmi_watchdog';

echo 'min_power' >
‘Isysiclass/scsi_host/hosi2/link_power_management_policy’;
echo 'min_power' >
‘Isysiclass/scsi_hosthost4/link_power_management_policy";

7 host2 B SATA iR IRERE
i hostd BA SATA s BIREE

B 12.2 : HTML POWERTOP k%5

HTMLIREH “GuE” EM-RURRER TN “fTRASEH Em-REHEET B TFULEMER
RENGHT. HTMLIRERFIE&H<, ErRREERIE root s TEITME, I echo ‘0"
> '/proc/sys/kernel/nmi_watchdog' . ncurses #2{igfft Good #1 Bad ZEIHViE ]
R, %EFE Good RIBIT— M er<TRBATIEE,; &1F Bad MaXATI6E, BE—Fm<BRAME
powerTOP & & :

> sudo powertop --auto-tune

B55|SE, IEXEFREHI=EBE. EHRHITKAMEN, 15FA sysctl. udev T
systemd 75| SETIEENTH S, powerTOP 2 systemd RSB X /usr/lib/
systemd/system/powertop.service, LU TFam<fEA --auto-tune ETZEN
powerTOP:

ExecStart=/usr/sbin/powertop --auto-tune

£/25) systemd ARSSZAET, BFANE, URECERERBIRGFABNER, FREER USB
B, BIFUAREANTRRN, URAHMREC)IHTFIEMEE. AT BELEMHITIUR
MRIEECE, BFEA awk IREXHTML IREFHIEH L

> awk -F '</?td ?>' '/tune/ { print $4 }' POWERREPORT.HTML

ERERIVT, powerTOP RIRBE S MEITIEL, BIstREYE. CPU. Wi-Fi. USBig&HMEE
FERATENTNIZE, L, EEMEERN, powerTOP RAIEMETHRERENSEIRE:
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> sudo powertop --calibrate

ERI IR 4RI TERE, LURSRIAERMY:
> sudo powertop --calibrate --workload=FILENAME --html=POWERREPORT.HTML
BXELZER, BB

* powerTOP B B{iF: https://01.org/powertop 2

e £2627 “RGFITHIBE. /proc/sys/”

o (BIEfgm) ,E19F “systemd STIFPER

o (EItEm) ,£ 298 “ M udev #ITEIEARIKEEE
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13 10 1/0 1% 8E

I/0 FE B F =R RN/ MR ERR EEF#E=EA . SUSE Linux Enterprise Server fefit
EEFRIEOENSZI /0 Bk (A elevators) . BEEEEMTRIIETIEEHEIE
E /0 BRI LR,

NENERREIERN 1/0 BHEARNNBUR T LIEAE, FEURTEHSH. flil, 8 ATARER
4. SSD. RAID [F5sXMEFERREFTETRABHIEHR,

13.1 1t 1/0 AE

SUSE Linux Enterprise Server 7£5| ST =1EENEAIARY I/0 AERRF, ErILIE S MRIZEERD
BERULIEE. FlW, ATARERASXNEEURRERIREENESEEETRRNE X,
RIBIREBESMENREEE NS MREEERIA /0 BERERF, WMREIEHE, Nk
BFQ I/0 AERERF. Hfthik&EIAERE MQ-DEADLINE 5 NONE.,
EFNETEETHNRATPIEEIRENBHEE, BEITUTHL:

> sudo echo SCHEDULER > /sys/block/DEVICE/queue/scheduler

b4k, SCHEDULER J3 bfq. none. kyber = mq-deadline, DEVICE RIiRI&&E
(g0 sda) . LIMEREESISHEFRRSE. EMSEREHITKAN /0 AERERFE

M, &% /usr/lib/udev/rules.d/60-io-scheduler.rules E%IE| /etc/udev/
rules.d/60-io0-scheduler.rules , AERIEEERIEE—IXMHE,

Q iE: BMZ EMESABERR
£ IBMZ £, FEISEWEIA /0 AEREFRIEERHERIZE.

Q EE: BEXMelevator 3|S8%
BXbk elevator 5|§8# blk-mql/0 BBERELT cfq, HFEFES elevator 3|

S5
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13.2 f{£H blk-mq1/0 BB1ZHIRIA |/O BBHRA

FE=Z SUSE Linux Enterprise Server LRIFF{EMA blk-mq 1/0 BRFRIGERIBIER AT,
MRENBHEEZEEESH, AERAUTHhIREXLESH:

echo VALUE > /sys/block/DEVICE/queue/iosched/TUNABLE

FELER&Sd, VALUE @ TUNABLE WIFRE(E, DEVICE BIRigFE,
EMEEMEE (fl30 sda) EAMLBHEL, BIETUTHS (HaERNEERERYIE
HiESH)

> cat /sys/block/sda/queue/scheduler
[mg-deadline] kyber bfq none

Q xE: MELIREIREI blk-mq /O BRIZATHIIEETZ R LI
MIEEREFIRTIEE blk-mq /0 BRZRES, none ETAKAELTF noop, mq-
deadline YT deadline, bfq #HYF cfq.

13.2.1 MQ-DEADLINE

MQ-DEADLINE ELIERANSFMEM I/0 HEIEF. MQ-DEADLINE EFLUTHEFESEK:

% 13.1: MQ-DEADLINE aJifi&%

Xf¥ oLz
writes starved EHRLMEREUR AR E NRIERIRER, B 3 FRER

TENBREZRIAI BAIT Z/RIREUE(E, REURIHRIRAERIAYE
FAENRITEE,
AAIAMERN 3.

read expire REIFEURIERRGHARR (HAFIBYEN read expire B) ,
M= BAL,

FAIANMEZ 500,
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X A

write expire BB NREN&GHAR (HFBTEN write_expire
B , UEWHEAL
ZRIAES 5000,

front merges BA (1) EA (0) giimaHiEg k=i
EINERA 1.

fifo batch RESHHRXBERE ((MOEHRBEFHARRMEE) . £H
ISHAITEERSEH 27 B F ., NRKEN 1 (BIE
H—PIER) , WEERFERA “FLELS BN, HRHIERRE
ARG, REFEANESRSELE.
BIANMEN 16,

13.2.2 NONE

SNRIEFE NONE ¥EA blk-mq B9 1/0 BBBEIEED, MAXEREM /0 BERF, #E1/075
RFEBRLIEE, MABE—FTH /0 BAERE,

NONE i NVM Express i&&HIZINE. SHEA /0 BEEAETELL, WETAK=4HETH,
WiAAREE Z AT LG EEE /0 IERFIRI G o

NONE &BRIIAS,

13.2.3 BFQ (FIEAFEAFI)

BFQ BRUAFIENSANAERR. HitRN “BF CFQ RARSENAIIRLLGITZ

i 1/0 AERE. B BFQ zm#ERENEME (UBKHItT) mMAZENER. 7 (B

#&: linux-4.12/block/bfg-iosched.c (https://github.com/torvalds/linux/
blob/6f7da290413ba713f0cdd9ffla2ad9bb129ef4f6c/block/bfg-iosched.c#L31) 2)

BFQ AWFMAIAERKHREEZEE ENESHEC /0 ik (FENE 9337 (£ ioniceis
EHEIFEMAELR” ) o
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BFQ JAEREFAERUTHIESK:

%+ 13.2 . BFQ aJi&%

X4 HiEA
slice idle BEUZW R, EELXTTZNRESKEE, UFHFR=AT
ﬁllill-F_ﬂ\i%\ o

BIANMER 8o

slice idle us 5 slice_idle #@A, BLUHF AL,
FINEH 8000,
low latency FBF (1) XE A (0) BFQ AYEERIRT . LR IBIFERY

NARERF (FlW, MRIRER) , EEFRFRIEIER,
BIAMERN 1.

back seek max mEEINEARE (ML KB REML)
BIAMER 16384,

back seek penalty HAFITEEGEIEIHE,
RINER 2,

fifo expire async AT KBRS ERENNE (UEWHEM) .
BINMER 250,

fifo expire sync BEUZEWAHEN, EERDIEKRNEN,
AINMEA 125,

timeout sync EEENMES ) B, AERHRSHNEKEE (UZE77H
(i) o

BINMEN 124,
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X A

max_budget £ timeout sync NAHEMHRSHWBXE LR, MNRIEE
79 0 BFQ, SEMIZRIEIE timeout sync FfEITHIIE(EZERR
TEH—ME,
BiAMEHR 0 (ZBERBEIRAE)

strict guarantees B (1) XEHA (0), FE BFQ $FETINIE, FREERFERMY
T B AR B TR Z ARIE.
ZINER 0,

13.2.4 KYBER

KYBER BLGERAFMER /0 BAERRF. ERATEHUIKERIUEIEMED 5 NEIERBIRE
B, FHERE /0 BERUS AT EXEBIREER.,

%% 13.3 : KYBER A[ig&#

X4 L)z
read lat nsec REIRBURIERNERER, AT AR 1L,

#RINET 2000000,

write lat nsec BB NRENBEMRER, URNT AL,
ZHAEJT 10000000,

13.3 1/0 FFIERUA

ETTA fsync Z[ESEES5RACHAE, FEXHRS (fI90 Ext3 31 Extd) SEHERIXERF
&, EREIBEHREHBFFEN, UHREREERIFKAEEENEF (EXSEItEE
TFF) o MRERMEELUXHFEIEFNA KA T BEBEG, ZRAREDUREMEE

==
HEo
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o EE: XFSHH nobarrier EER

XFS 89 nobarrier #EIEFA, B7E SUSE Linux Enterprise 15 SP2 f1E ShRAHR
SEEMMEEHET, TAPHIEEIZITEN XFS EHG AT EEHXERS. N
FALE&REXFME, BWERAFEEMFESE nobarrier EHAVIADL fstab I,

AT LUER nobarrier HEEEMEBZRAKIXERIE,

L5 FHREANRSEEIERX
LR TR RHEER T ERSNERE, RRREAEESEFEENHRS
eI G
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14 HRAESAERER

HVIRIERSE (130 SUSE® Linux Enterprise Server) FFaRENIEITIFZES. fli0, &)
TR R A AR U B F AR AR AR S FI RIS, XLEFRESERR
FITITFZETIMHTE, N THENMESREFRENRARR, Linux IZEEER—HIAR
EMESHRARARKRR. XIGEEESHEREFNIERE.

THETHRET SHERAEMXNREEANE, HPENBTHEXEISHEEEFRRNEER
JEBISE. SUSE Linux Enterprise Server fFRAMESAERER, FiRHTHMUFRMNEXEE
WEE,

14.1 &N
Linux IZBTFEHIERSAE LEBES (BE0#E) WAR. FZAERERF (BRR{EHEZEHEETR:R

[F) BRE F—RBZTHMESHAZANH. EATURNAINERRSRIR, URIEED
FERHITZNMES. Eit, ERERZSESERERGNZOAN,.

1411 4

ESEEEGERIECRER. NRAFPEESIEETHHE, BIRKEDE—HIZE
51T, MRALETHENHREBI T RAPLRIEENEE, NHIEFREHIZEEEERZIET,

Hitt, FLHBEFEHNMELE (iEL) , ERMHEERBEXET. HEERRERE T—X
IETTRAT AR AN #H AR,

WFIFTR, SEMEFE Unix TEREM, Linux BRZESBERS. B, ZMESIURERE
7. LinuxRMHFTBERIE HZES, ILRERFRAEAMNERE N HE, XMatliEiiinie
o M—FFERLAFRE Unix RASIRE T HXNZES.

14.1.2 BElA

RATE X R MHRRERIC O ZRREITIK, WA KIFAFIZRIE 5, RRRHLEENHIZ
ROAhIERR AT (B KR, BN ECRYER, EERFAUHMNETRNREMEERARR, HBiLL
PR FHIZES A IR 2R FEIRAVIEHIA
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14.1.3 #HiZLEk

BERFETHENRARHEHE, ESREEFEREREATEHEENIFMN TR, &
EEASTMEEEE—ME, RIFXE " #HEELESE LB

14.2 #HIETE

HIRRARNITARR. REFEHNSEEMWENR, E—RSKXKARFENRITOE. XM
FHENRILRT, BHIFEFER,
—MITAREERD LN |/0 BEFVIFFFER,

1/0 ZEE
/0 RN /fIRE, FIANRE. BARSECRMER, |/0 BEILHIZE ARSI
ERERIMEFIETR L. EMNBETRRS, ENEERKE, FT=EEFRFI/01B
REVE BT,

WIPRTER
SRS FERESEREBERITARL, STERAERFRSNLE EflfEEES
7 1/0 BEXRp#HE, FHIBTIRRAIREER, EiEFRIEEE K.

S ARKRRENGHIER DA B HUNEN S IT#AR,

o REHIZRARENBERTEFRI/01EK (FINRREHEIFMEE) L. BEERFLIUR
FAPIERBRERERILHE, SUAFZIAAFIRTLEN, HEFERALN 100 2. 7
NNARER. XAgwERIEGLEEFHRHARAREHR,

o HAMEHIBBEREREET, FEERHEME, HEREFSNENDERIRNMNER. %
IR REE. BUREIRRS | E RS XM DTl S H M EH RV EIR A,

o LR HIBKTEANZBRM AR HIZRE, HERFFRIEXEHIZTRENERSN
RZo FFHRIBZIEARNBHIN AERF R SE i #Za ARG,
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143 e VRERER

M Linux RIZARZS 2.6.23 FHig, RAT —MEAERAEETHEE. T2 ATRAERR
(CFS) B/ 7 BRiA Linux RiZIAERER. BtMEAE TEATHMEUH, £EHRHNEEERT
RF2.6.32 fIEEANIZhRA (84F 3.x WiZ) B9 SUSE Linux Enterprise Server, AERFIFIE
DRAZNED, SINT ZIMEEHINEE:

ERICRAERF D
FAERFIZOBETHERRFLUIEE, XERZERLE, ARBFERE,

REATREES
FEPII% 2.6.23 SREINFHE 2.6.24 T TV RAY CFS SiiiRE MHRKEH “A
T HEAIRIREEL

HRHE
fBign, NRERBTITHENAFBHEZSD A, N CFS 22 RAEPENMARHMESHL
LN

ik, CFSgEBH RS HEMIREALLIAE,

14.3.1 CFSHI{ERIE

CFS 2 AN EBITHESRIEQAF . A THREETFENESEELR, EEATIE
WS, AERME—MERTEALIEEERN, EBUSEATURMIENIT AR, EH
B B REFE ST,

Y CFSEEMESEY, ERERM “BINEITR” (vruntime), EEBITH T —MESBERES
FLEZM vruntime SR MES. TERESEANIZTING (FRERITRIHIZRIA X6 8]
%) BB FELERN, BIRIE vruntime &/ NIESHBA BRI EMFHE—NIN,
ESHIRIT vruntime SZESHRAFER. SRARESH vruntime FIRILEE LKA
RESER, SHEMEMERELIES LETEMERES,
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14.3.2 R#HEDAE

M Linux RIZhRZS 2.6.24 748, A13F CFS #1710, MURIENAM AR ZESRER T,
Ak, RBAEITNES HAEUMBSER, M CFS SR ANRELAMARE N IIBITHESR
HATE, HAERFEZEHAXESFRHNZ MESREL TS,

NIZAEREF LS ERERERAIETHNESDE. BXESER, BELE 105 "NizE
HIH” o

14.3.3 WIECE LI

TR LB AR ERTRISBEESRERFITANEERLTE, REXLERTEFAZEIRT
EN—E7. ATFARERIRER—MERES, BHTAXERITICTER, EIESEEX
AIE B KR

B IR
AR IETEFHIE SUSE Linux Enterprise Server FEMIBIRZ L7125 4% (Fl90, EEHE
ENRIZLEETT) , BRE2PZIFNF.

14.3.4 ANiE

BXESHERBIXEEESER—ERARNE, EFEARXLEANET EIEMHEF S H
M8, THEHEFMN—LEARE:

3ER
MIEBITHIZE LRI TIZHIZREIR BYBT ]

RIE
EE U T ARNKENESIERZ ERXFR !

gran = ( lat / rtasks ) - ( lat / rtasks / rtasks )

Hrpgran RnKALE, lat RINER, rtasks BIETEIEITHIES K.
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14.3.4.1 FAEEE
Linux Rz F U T AE SRR

SCHED_FIFO
ERTRHNEXEENAEFIAERE, R Tkl HERE.

SCHED_BATCH
EATF CPU BERUESHIFE R,

SCHED_IDLE
ER TR ARIESBIAE R,

SCHED_OTHER
ARSECHIZERABIRIA Linux 77 BHEE SRR,

SCHED_RR
5 SCHED FIFO #f}), EEBBEAEREERZE.

14.3.5 f{EF chrt EoU#ARZRIENEMS

chrt L REFNRSITPHIZNLNAERNE, HEERREENBEETRE ML, &7
LAREX 810 Z A2 BY 1 FE SR B& A L e R0

ELLT RIS, EAT PID 7 16244 B2,

BIOZMAESHEREMG, BRITUTSHL:

# chrt -p 16244
pid 16244's current scheduling policy: SCHED OTHER
pid 16244's current scheduling priority: 0

EXHEBIRERIAEREZ A, FEREESMREREZNS/ N IRAERMER:

# chrt -m

SCHED SCHED OTHER min/max priority : 0/0
SCHED_SCHED_FIFO min/max priority : 1/99
SCHED SCHED RR min/max priority : 1/99
SCHED SCHED BATCH min/max priority : 0/0
SCHED SCHED IDLE min/max priority : 0/0
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L ERfId, SCHED_OTHER. SCHED _BATCH. SCHED_IDLE SEB&{X 5k 0, T
SCHED_FIFO #1 SCHED_RR BY{5c4R a9 1 & 99,

BIRE SCHED_BATCH JBRESHRE, BT U TH%:

# chrt -b -p 0 16244
pid 16244's current scheduling policy: SCHED BATCH
pid 16244's current scheduling priority: 0

BX chrt (FER, BEREFMB (man 1 chrt),

14.3.6 {EM sysctl #Tiz{TERIE

BFEETNIOEMNERRNZSHN sysctl FOSINTEENTE, ErALBIXETEE
HMESZSFEEEFNAINIT . sysctl BB ZIFERE B, KL root BHESSITLERNFR
BLUT&HL

EMNRZTEREE, BRI

# sysctl VARIABLE

EMHE, BN

# sysctl VARIABLE=VALUE

ERNE HERERFEXNFAEZEN5IR, 1BIB1T sysctl &7<, HEH grep TSkt

# sysctl -A | grep "sched" | grep -v "domain"
kernel.sched cfs bandwidth slice us = 5000
kernel.sched child runs first = 0
kernel.sched compat yield = 0

kernel.sched latency ns = 24000000
kernel.sched migration cost ns = 500000
kernel.sched min granularity ns = 8000000
kernel.sched nr migrate = 32
kernel.sched rr timeslice ms = 25
kernel.sched rt period us = 1000000
kernel.sched rt runtime us = 950000
kernel.sched schedstats = 0
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kernel.sched shares window ns = 10000000
kernel.sched time avg ms = 1000
kernel.sched tunable scaling =1

kernel.sched wakeup granularity ns = 10000000

Bl “ ns” M “_us” HRHNTEHINIEZUNTFFHF R BMANE,
THRHTREEESZHAERR sysctl HUEALENGIR (iiF /proc/sys/kernel/ H)
RIN=y LN

sched cfs bandwidth slice us
M CFS HEREHIN, WEHIITHIMESHITHIAS T ME XTSRS TE
BEKME (FE) . BERMEATUEESZEEAEZLRFE, BERAKETRLD
£ixF . ES Whttps://www.kernel.org/doc/Documentation/scheduler/sched-

bwc.txt @,

sched child runs first
FKERNFIERIMBSEHITZANET. FtSHgEN 1 BFFERNFRTKERRT
BHATRIN FEF o

sched compat yield
BT RRENESHIETMIINERE IERNFNREGH) , BAIEO() AERERN
X&) CPUBFITH. HIMTENHTRSA FINHE) By, @BdLFHMHERETIS,
k¥ sched_yield(2) syscall iITAMINAREFRIEERRFIHERRS. RIXXMERZ
RGN A £, mAEARRESATIEREERIRE. BNXIERIERE TR,
AERILTE, BIAMEN 0,

sched migration cost ns
B ERPITEEEZKEE, SEIRRRPEEMESAN “EFRAR" . ‘AR £
SAKABERTIEE 55— CPU, RBITTEERETRSIUBMESTE. BINMEN
500000 (%))
NREFERIEITHIZR CPU =R EBI TR, BRI E, MREST FIREME
CPU (v R ZiB]#EE, BRIRIERILE,

sched latency ns
CPU ZEAESHBIME HIER, EALTESIEN CPU BERAESHEIEH, £58
Bt E] A B H A E R BRI A& -
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BtiElf = AERE * (ESHNE/ESEEITITIPNEINE)

ESHINERURFESSRY nice RkAFIAERES, SCHED_OTHER ESH&/IMESINERN
15, MNF nice 19, mAMESNEN 88761, XRF nice-20,

BHE R BEE A EIGMMmE /. S TESHNEBED

sched latency ns/sched min granularity ns B, f1EEZTH
number_of_running_tasks * sched min granularity ns. fEltZa], YIFETF
sched latency ns.
HEREEENF T EPRENMEEESMAEEETHRKHEIZE, EALTESIEM
B EENMREEES 2 A ES IS EFENE, FLb=IEM CPU ZERESHNRERFE
B, BRINMEF 6000000 (HFD) ,

sched min _granularity ns
CPU ZERESHR/NMELHE, BXIFHAER, 1520 sched_latency_ns. ZRINME
77 4000000 (#FD) o

sched wakeup granularity ns
MREEIS HHIE, IBARNTERRNREES S, NMMARITEBRERESHITI. B/ LT
SANEERXBETSHMEIERMELE, LEEIETERBRMEAGHIS CPU
BEUAHZ S, BIAER 2500000 (HFL)

5 REESNMENEE
MRIGEEBE sched latency ns W—%, BERFLEMREEIL L, FHITIE
BAHESTEENS CPU B BRELERS,

sched rr timeslice ms

£ SCHED_RR S5 #iE HH BT ESTIRKREZRIAIEITHEF-

sched rt period us

MELAHES T RaEHIAIBTEER, EAIAER 1000000 (fRHFY) o

sched rt runtime us
£ sched_rt_period_us BYEIEI D BCLA SEEHESHIE T IKEN -1 KA RT wE5R=ES,
FINBERT, RTESEFAIEEHEFE 95%CPU, EMEIT 5%CPU/F) (3% 0.05F))
SCHED_OTHER f£551&EM. #RINMEZ 950000 (f4#D)
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sched nr migrate
?’E‘%U?ﬂiﬂ"dﬁﬁﬂz?ﬁiﬂ SRR RIS . BT FEHISITERAFET (softirg) BV1E
RTEEREITATI, ERaREMEREMESRY IRQ IER, Ht, 1AM EREIEAKRE
SCHED_OTHER f:’%%zEl’Jl“_iLab, KNEBSIEMNEAESH IRQ IR, ERIAEN 32,

sched time avg ms
tbSE AT IR BT B SLRESIE TR BT EPM R IERYBT BB, % T E9{ERIEE B CFS fif
HOFTENRSE, i8R CPU R ESMNALLNESHEITIEE.
IS HHNRERETRAEE LSTEAEEX, ARRATERESIIEITMEMNEGITH
KERHER.

25 —LRAERERSHERE debugfs
NFIRERFZBIBRIA Linux RiZR 5.13 HEEMRA (AILUEA®S rpm -q kernel-
default &F) , BARESEIRNZAEHPRMTFUTROBES:

[ 20.485624] The sched.sched min granularity ns sysctl was moved to
debugfs in kernel 5.13 for CPU scheduler debugging only. This sysctl will
be removed in a future SLE release.

[ 20.485632] The sched.sched wakeup granularity ns sysctl was moved to
debugfs in kernel 5.13 for CPU scheduler debugging only. This sysctl will
be removed in a future SLE release.

ZATUREIIER, RRANNMAEREZEFRSHEM /proc/sys/kernel/sched * #
ZE /sys/kernel/debug/sched/*, SEMIAERERFSEHNT:

e sched latency ns

e sched migration cost ns
e sched min granularity ns
e sched nr _migrate

e sched tunable scaling

e sched wakeup granularity n
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A TERAERI, SUSE Linux Enterprise Server F{i AR X L E IR S50
sysctl, B2, £F CPU AEREREIMAPAAIEIMNEN, T ERIE SUSE Linux
Enterprise Server WARRhRAF=IEM sysctl 3¢ debugfs &I,
MRELFBETARARARERBTXNNMEERERSH, BIEIBNEIHERS
ERLIBR, HEEREXLESHRBIBE=TEREH,

14.3.7 AR ENRAERFSITEUE

CFS kit 7 #ra9tgeg BV iAt R mE, FHEMETRAITENE, BXAXUEHFME /proc XHHR
4, f£A cat o less MLEIAIINEXLEXH, TEHIRHTHEX /proc XHMNFIRKMEEE
AR

/proc/sched debug
BEXMESEERFITANFMEREZE (BE0IE 14367 “EH sysctli#iT
EITHIRET ) BHEIE. CFS HitiE, UNRBEXFEALIERS ERETTINGE
2 (CFS. RTHIR/EHAMR) . WINMEEBRE MRS FFMETESHREE. 53
FRAD PID, UMSIRAERFEXNRITEE. REETHE tree-key 7, HAfsH
TESHEMNETR RETRIZPNET, EARMPRRIEEFRERIEITES#H
1THF. switches FIFSHTNIREIRE (KiLBHIEZBER) , prio RHEME
%o wait-time ERTESEFFAENNE, &G, sum-exec # sum-sleep 75!
St T ESTELRIER FIETHEL T ARERSHNERE (AT AEA) .

# cat /proc/sched debug
Sched Debug Version: v0.11, 6.4.0-150600.9-default #1

ktime 1 23533900.395978
sched clk : 23543587.726648
cpu_clk : 23533900.396165
jiffies 1 4300775771
sched clock stable : 0

sysctl sched
.sysctl sched latency ! 6.000000
.sysctl sched min granularity : 2.000000
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.sysctl sched wakeup granularity
.sysctl sched child runs first
.sysctl sched features

.sysctl sched tunable scaling

Ccpu#0, 2666.762 MHz
.Nr_running
. Lload
.nr_switches

[...]

: 2.500000

: 0

: 154871

: 1 (logarithmic)

01
;1024
: 1918946

cfs rq[0]:/
.exec_clock : 170176.383770
.MIN vruntime : 0.000001
.min_vruntime 1 347375.854324
.max_vruntime : 0.000001
[...]
rt rq[0]:/
.rt_nr_running : 0
.rt_throttled : 0
.rt_time : 0.000000
.rt_runtime : 950.000000
dl rql[0]:
.dl nr_running 1 0
task PID tree-key switches prio wait-time [...]
R ccl 63477 98876.717832 197 120 0.000000
/proc/schedstat

EREHEIBETIIIEXNSAITEIE. BINEERIE BEELIEEN SMP A%
EHIHEIE. RFRmEEAREW, Bi#% /usr/src/linux/Documentation/
scheduler/sched-stats.txt WABXTRIFHAEE.

/proc/PID/sched
ERNEXHENAEESENREID (PID),
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# cat /proc/$(pidof gdm)/sched
gdm (744, #threads: 3)

se.exec start

se.vruntime
se.sum_exec_runtime
se.statistics.wait start
se.statistics.sleep start
se.statistics.block start
se.statistics.sleep max
[...]

se.avg.decay count

policy

prio

clock-delta
mm->numa_scan_seq

numa migrations, 0

numa_faults memory, 0, 0, 1, 0,
numa_ faults memory, 1, 0, 0, O,

144 EZER

BIRFEX Linux RIZESEENEENE

156

s BEXESZSEERFRZSERNT

sched_setaffinity) .

-1
-1

8888.758381
6062.853815
7.836043
0.000000
8888.758381
0.000000
1965.987638

8477
0
120
128
0

, BAKZMERFKR THEEF-LARIR

Linux JHERF REEM R EE RHE,

IF2IMEXFMIT (BI90 man 2

—I:l) BZ

e https://www.inf.fu-berlin.de/lehre/SS01/0S/Lectures/Lecture08.pdf # HFigHTHX

* B Robert Love £#HY Linux Kernel Development (ISBN-10: 0-672-32512-8) 1R%¥

HWEBRT Linux #2REE, 158 W https://www.informit.com/articles/article.aspx?

p=101760 2,
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* A Daniel P. Bovet #1 Marco Cesati #EH Understanding the Linux Kernel (ISBN
978-0-596-00565-8) R EHEIA T Linux RIZRIRERLEHT,

e /usr/src/linux/Documentation/scheduler FTHIXENLB T EXESZSAEREREN
BEAREE,
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15 PHAREFEEFRY

BT RNFARNZNRNEERITA, BESMEARTHBRETERERSHiFRANNES
o
NEEEFRAAUNAEPAEERS, TXHZA ‘WM , VM NERAREEENAIZL
RAFPREFHYIERATT (RAM) 2Et. EEARANBFPHEZRESIMAEIRE (B Linux I E
T POSIXAPI #1TEIE) . &g, SHMREARARERN, VM 2B RBEFIRE “E
27 WTERFEM RAM,

WENRE VM BRETRNEEENSHENAERE VM NERE, VM EENEERBRERATRE
B DRI G RFIRE (BIEMEXXHRE) FFERN /0 T, Alh@idEie 1/0 R UELF
AURETCIR RS 1/0 RSt B 4Ro

XLERERIREREFERHERTARNE. EENEZANFEIANRERS, EENRIRNE
THERHS. B2, NRBIANFAENER, MEBEEFEFIREANF.
HFRHFENTEREMS, NMREBEREMEE, TLURNE—TUEHEMR L NAFHEELS
TUREHZIEAFINER, £ _TIEHESET B NSRRI T EENEE .

&g, RNREHMAIEAEES. NRAFNAEFETELZHERLE, B NHEE
HEBWXHRAXFFIET, U VM EFNNEAERS TR, REFHEEBEZAS. NRMNA
BEFRAIABENREEFPXHEE, WEFHEARKE VM EENIAREELD, B2, BEZHH
ENLIEN REEKRER BEAMNSUEEMEERNHNIT /0, AR UBIFHFIEZ MZ.
FEHRITRINA R RERR,

15.1 RNEA=

REFEDEAIDAUTILE: “BE” WA “FaEl” ) o “FIEW” 5% “FIs” .

15.1.1 ERRATE

EZAFEFEREREN#ZATF (Bla >malloc()) . BERBAFSAEUKA, %W mlock
5B A BRI B FHRE SR ERRFUILTANRIRK, AR aEW. BFD
ECAILIEMRICRIRE, 32 1/0 (BERAMBITT) HMERFELLTIEE 1/0 BRI,
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15.1.2 TI%&TF

S SIRAIET., NEREMAZIIHE, AEREEEREST, NRNBEEFDE
B, WRBSHTEMBARMESE, tmpfs IRZREREHATIREES,
BAXHE, FYESEEEENEET, ASESONHERNE (EERNSEES) .
W EAMRSERRIEN, ZRM I T, AETFHEIMNEMTA T 0.
LHMNERRN, AIUERTSNIEER, RESEEREI, BISAEE TR,
RIS I,

15.1.3 ZAXEF

XEEATRIgE (U0 /dev/sda) W—MTIEE. XHRGEINEER ERTHIEEN
(fl40 inode &R, HECMIEF) B, BESEREHIXET. IUGEWREF—FERESH
X&Fo

15.1.4 AKXk

ZHDCKE—MuNBUARBNAEH, FEREINRNEFNOERN. MRNEFIHEAXEEFR
=20, NEERUREMRE,

15.1.5 E[g

LN ARFEXHHRENIER, TEFTIRER, MEAXEFIEESTNRET.
HRAFEEAIIEENTIEHE (UIFTHREA) (vm.dirty_background_bytes). ZE&EHAERN
FES5RREZAFEEELLE (vm.dirty_background_ratio), S&UTTAFIPRESEITIEE
BYi8E] (vm.dirty_expire_centisecs) BY, RGN EBERAZNREITHXGFIETRREE, &
SFTHAMLEZRERHN, KEEP—REES—1. RHMEFEETEENITER, AT
R FATEF A EIETT. IR 1/0 BF LN AEFREFEHNHE, HERKIBATIXBLE
(vm.dirty_bytes 8 vm.dirty_ratio) , RF=FIERHINBIER, LB LEEHIEE S ILtSRE,
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15.1.6 Fli

VM S EEX BRI H TR S AT TR, FURSRTERRIERAATIREE M R G15ET
BITUERFT. ERLLINRERILUERRERM I/0 BREMEEKR (MMREME) o HAIEEI/O0 L
EERT EIEETAEFIEHITI/0) -

15.1.7 VFS 47z

15.1.7.1 Inode &7F

XEETXMHRY inode FHMHIRNEFERERE. BEXMAR/N. NIRMFABNUISEX HEiE
BUtEH FRE .

15.1.7.2 HRINZERE

XERGFERIBIANEFRETF. 288M OXHR) « XH5IAB inode, LUKkFH, &HE
REMRIGAVRF R R ERILER,

15.2 AR ERA=Z

15.2.1 BV malloc (ER) B=

5|BRR4s#8EL, SUSE Linux Enterprise Server 15 SP6 _Eiz1THIN BIEF A D EE ZR1E,
XERA glibc ERERAFTEINFRSERERINTH. BXXESHWNIEA, FEL
https://www.gnu.org/s/libc/manual/html_node/Malloc-Tunable-Parameters.htmla,
BME S5IBRRAENITA, B M_MMAP_THRESHOLD i& &} 128*1024, Ak, BTIAM
Rz FAtERFEA mallopt(), SNEEEITNAEFZA1IRE MALLOC_MMAP_THRESHOLD  IfiR%%

el

o
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15.2.2 BDRIZAFHHE

HIMAEREIERY, RASBBEAIRWNAZAE (LREE) . HAEIRZAEF
TERMGER, TeARNZER—TTIEREEML,

MRFEHEAATRIIERHNER, FJLURLCAZREERE (B#HE. BTN
BT, F9F5) o

15.2.3 REFEIEHIZE (RTE cgroup)

NRAFERNTF cgroup ThaE, AILUBETERZEF 1T EIZ1E cgroup_disable=memory ¥HX
i, XA]LAFERUR DB AFERE. B UBSHeEMEE, XEFENHATF cgroup AT,
BMEERECEERIAE cgroup, RF=EVDENSHITFH.

15.3 EMAEFEESS (VM) rIEZSE

08 VM B AN, REERFE—ENEA M IERHNTE RN, MRITEHREE—X
FEERL, WETAHERENREREIEFMAR, EREFHTIRSELENEN, £
Htt &4 T RMEFRELE,

153.1 [slEE=R

/proc/sys/vm/swappiness
ITHEH AT EXAZREEZRNFNENEE B FREFEMHMER) . GMtE
IEINAHE. BRINMER 60,
I 1/0 BURRERFELLEA 1/0 BER1E %, B, HRRLEREEFEINNMEAAERE
BAFESRS. Nt m#TE ST,
WMREMEE T MBI ERMEIER, HIFNEERBNIESE, NRBIAEN /0 7F
HFHERAPHNIEEFERD /), HBEEEETAEKENARER, ERSlEFESNE
E3:128

MERNEIENS, RATVSERER FEFMRNBIERFEMEK,
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/proc/sys/vm/vfs cache pressure
kT & A FIERIRZEW A T4&7F VFS RFHRNERESE X FREFNKHR) - 1M
IHE=IREE VFS ZEFRIRE,
AR E AT BY N S L EFHITER L IRAEME, Ree@d iR ¥k, slabtop #5<
(procps RHEN—ED) ERRZFAEANHIREFNNRENR. vfs &7
& “dentry” # “*_inode_cache” 3R, MNRXEWNFBHNAFEERTREEFMNS
B’AR, SITFNEIRIEMES. W, ErIaeEB TR, BRIAMER 100,

/proc/sys/vm/min free kbytes
IESEHATERIRETHEE “BRF DEZANSHME (BEFFLW ERANRNE
2, MRIEFARNET RAZENRNERE, SNBERERELSH EEBTHRANARE
7, MRS BNAIZERF) . MRASHMELHIR “TWHERN HESMERRER, AL
BB K min_free_kbytes, BEIfFIREK. MIRXLEEARABEHI, MWEEED. FIA
EEUAT RAM £,

/proc/sys/vm/watermark scale factor
BHmME, TRAARESAE. K &IEKFE. NREFUEKT, U kswapd SMREELITER
SEIWAF. ERRARFERIEIEKTEZE, E5—BHATBRERS, ZAFRMEKFEH,
AR EEREHEIRRNE.
watermark scale factor ENXEMEEE kswapd ZHIT R/ RAFRIRNRNEE, UK
£ kswapd EIFIARBRR SRR ERBRZ VD NF. RURNARZ . FRIAE 10 RiRKFE(E]
MEERTR/RAAFTARNER 0.1%., &AEH 1000, HATEH 10%.
B S H A RERNEEEHEEREWRESHNIERE (B /proc/
vmstat ARV allocstall #I#f) B, FEHE, WR kswapd =ZEIREE (H
kswapd low wmark hit quickly #I#f) , "IRERTAN T B IEHEMRE A FARIDIEL
Ko

15.3.2 E=#H

M SUSE Linux Enterprise Server 10 74, BEI{TAN—MEEEXE, EFXXHE mmap()
NELEEBNER LA AERNE FILER) . MEME, NEHILAESEUEMRSERIT
msync() RAEANFATFEREENT, A a#HTEEL,
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RENARFHAREEN mmap BRITIHETEITH, EmAgesfEse TR EmEatt
RARELAT AR B X R RE TP

/proc/sys/vm/dirty background ratio
XESUHAAEESEIWAEENE D th. HRENEFEEILLESLE, SRI&%ES
FeEEEAE. FRIAMEN 10 (%),

/proc/sys/vm/dirty background bytes
ItE#HE B RFERZRIFEFEEFIGE BNPMARINAERT
£, dirty background bytes & dirty background ratio KXW E#, R
REHPHN—, WB—PSWENRE 0,

/proc/sys/vm/dirty ratio
5 dirty background ratio EMHBEDLHE, MRBILE, BES NNEEFHN
BREFEHEMEL, HEFRZESRFERZER/ VIERNEFEE. FAER 20 (%),

/proc/sys/vm/dirty bytes
X HEFINEIESEHS dirty ratio ME, RFSIHEAUFTAHRUNEAEFE,
MAEAEIWAENE S, BT dirty ratio M dirty bytes i=HIM BRI
&, WREEEFN—, B— I MIWEMDEE 0, dirty bytes AFHNR/IME
AWM (UFTREA) ; EEETLHRAINEESRERZE, HEEREIRREE,

/proc/sys/vm/dirty expire centisecs
NREEERNFRREIRSHE BB LB, TRRERFFIZFLENSRZEES
tHo RINEFSEIMRIEX 4 inode FUEERETIEITR., HLL, BI%EfEN, E—XEPrZH
DI EEE No

dirty background ratio # dirty ratio EEREREETEITH, NRIEHNXLE
B, SEESHAFTRAFATREEKEE, RAPARITHRAFES, BiEESE 1/0 FiE
REER /0 RIVKIEEEHENFTEEMER, B2, NRATEZHNEAT, SFELUWRA
ERETRERIEINIER, HELFESLIFIEERN, REFZEKIERREES ( “AFR" ) .
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15.3.3 SUSE Linux Enterprise 12 5 SUSE Linux Enterprise 11
Z I8l 1/0 E AN BRIER
ARBEWTNREIRZENFHREENZTES N\EENETXHHETFtL. XAIUBRAZR

LKEEWB D AT R EUESRTMN 1/0. UL FIRSHEEMNE ANNRARNFER
vm.dirty ratio (/proc/sys/vm/dirty ratio) ##%l, EMAERN:

40
20

SLE-11-SP3: vm.dirty ratio
SLE-12: vm.dirty ratio

£ SUSE Linux Enterprise 12 FERRELLENETEMRZE, ERERENBER THUER
MR TIEWM S EE, RARRLAMAMEFTIBF2INEBERRS, X, IRASK LNFRE
¥URER LR L , MEZAIABE R T, 7E SUSE Linux Enterprise 12 52L& EFR ERIBFEILLTE
SUSE Linux Enterprise 11 SP3 FE/b, AZHTIERHRIEIAILTN, BANAEFER
fsync() B IR, REFETHAREERBIR, FKEIPRE,

BREEFE—LHIMER. MRENNARERZILEM, FIExTEE NRERIME. A
N BEF RS2 RIRHERREFIRIRIN, 1FIEIE /proc/PID OF APPLICATION/stack,
BILLESR, MATERFE balance dirty pages ratelimited AH7EE T KE0E, MR
WEXFE R, MEXERT IR, 5% vm.dirty ratio {EIEZ=E 40, LURE SUSE Linux
Enterprise 11 SP3 174,

O =

TRENM, 2K 1/0 FHEHRZEER, HE—RIXKFURTET 1/0 HNBAFIRIBSEL

THIRFIER dd UFRFH G 30% WREFESNERE, HRENIFZE vm.dirty ratio A
EEB N A N

# MEMTOTAL MBYTES="free -m | grep Mem: | awk '{print $2}'"

# sysctl vm.dirty ratio=40

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
2507145216 bytes (2.5 GB) copied, 8.00153 s, 313 MB/s

# sysctl vm.dirty ratio=20

dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
2507145216 bytes (2.5 GB) copied, 10.1593 s, 247 MB/s
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ZEB TS T RETE, URIGENINEENRE, NRIEE
dirty_ratio=40, RZSEFEZMEATEEEANEE. EXFMMERT, I/0 WERERE
MER, THETRTERRZAT dd R HIERER:

# sysctl vm.dirty ratio=40

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
conv=fdatasync

2507145216 bytes (2.5 GB) copied, 21.0663 s, 119 MB/s

# sysctl vm.dirty ratio=20

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
conv=fdatasync

2507145216 bytes (2.5 GB) copied, 21.7286 s, 115 MB/s

0P, dirty ratio AN IFAZEMEMEN, BESSHBAZHEERN,
b, dirty_ratio AZEEFM /0 t6E, BEARIFEMERBDINER TURTHATE
NI TR EHRVINEERE,

15.3.4 FNRZSE

/sys/block/<bdev>/queue/read ahead kb
MRE—NHSTHERINFIZIENX G, AZSRENR i) FLEHE, LURD
HIEFGFHIERT AT E, fRATEENAYSEFREIEERIRE /0 NE FIEEMSITERN, LIt
SHATREAZINRRE N X GENRABIEEZ. NRELKMAXGHITREEFIREAE
EARBIR, AIUASHIGILE, BEAKAESEIRE? (AFMEMNnEFEIAZ
AIREI) BSNMRETFE (RAFEEARERNTHAI/0) o BIAMEN 512 (KB).

15.3.5 BHARTITSH

FFABEEAATI (THP), AILLUBE#HIZRFMBHE AT, HE®I khugepaged RNIZEERK D
BCHEREI LU #H1T. WA EARETEAR hugetlbfs FohBEEATHN D EMER, THP WHFF
REZAFHRXNNTEAREER. EETRAESERNF AR SR IR, &8

BARIMITEEERL T 1000 2.
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ERLEFRTOEFIRE THP. BTFREREIK, REHRRNELAEXNIERETES
fEF THP, g0, WEEBTRIREE(ER 2 MB REM AR 4 KB RAESMEIR, RATHIRAID
WeBl, 7EETF SUSE Linux Enterprise 12 SP2 BhfiaAs £, =id53EC THP BY N A2 Al Re = KAY
B FEHIRES, FLEMBELINEZR THP 1%, *F SUSE Linux Enterprise 12 SP3 {1E &
hfeZs 7 8 #TITAE SN

AJLLEE transparent hugepage= WiZSEE sysfs Bo& THP 89179, a0, mILLGEE
AINAZBEL transparent _hugepage=never , EJiE grub2 itE, AGESISFREZEH
THP, ERUTHLREEEERMA THP:

# cat /sys/kernel/mm/transparent hugepage/enabled

always madvise [never]

WMEZH, AESHE2ERE never, W EHIPFIR, MNRIEEE always , SEHITEHEE
A=A fER THP, BIMRSELK, NSEM khugepaged . I1IRISEE madvise, MEAS
JI N T2 P RRf s E B9HE =S 8] 53 B2 THP,

/sys/kernel/mm/transparent hugepage/defrag
kSR FIEHI28C THP BN B2 FrAIE N TEE, 1£32#F THP #Y SUSE Linux
Enterprise 12 SP1 F1E{EkRAF, always BHIAE. WR THP RaJA, NAREFRE
RWAFHITEA IR, NMRAEFERAKHE THP AOIH, NAEFPERRERLAEKR
SRR,
& madvise RNXHRNBIEFRARIEKREY, THP EIERA SHITHAFEIE, X2
SUSE Linux Enterprise 12 SP2 F1E S A AsHIZRIA(Eo
defer {iEMHTF SUSE Linux Enterprise 12 SP2 M1E Shkds, N8R THP RrlH, MR
FaERAER/NT, EaMEE kswapd A kcompactd RiZ&AREUIERAXNRHNEHIT
P #EI2, fHfEEB@IY khugepaged 4EC THP,
&E—TED never &1 THP REIAMER TER/ND, BRSHITEREMIZIE.

15.3.6 khugepaged &%k

 transparent hugepage i&& always 3 madvise BY, khugepaged =BTIBLN;
HEIGE N never BY, khugepaged =BzhXH, ®E, khugepaged LIBIEHIMEIZTT, B
Bl LATHIETT A0
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/sys/kernel/mm/transparent hugepage/khugepaged/defrag
0 B2 M khugepaged , RATHEITIPIEER THP, MFZmTF THP, BIREER
7£ khugepaged ZiXEH N ARFRAFAER RENEFIKRIERBURE N BZFM
=, ZH khugepaged FIEE+HEE,

/sys/kernel/mm/transparent hugepage/khugepaged/pages to scan
tZ A TFEH] khugepaged 7ERICHIFHERITIE. AT ZIRFAIEFIEC THP BY
INDT, EMILERTERMER S 2E THP, ERHME CPUBEAS.

/sys/kernel/mm/transparent hugepage/khugepaged/scan sleep millisecs
SEREHE, khugepaged Rzt &EIEENEE BIfRRBR—E:ETE], LRSI CPU A
£, BUNLERERMERFSSE THP, ERNE CPUBEAS. 187 0 B RGI4HLEE
1.

/sys/kernel/mm/transparent hugepage/khugepaged/alloc sleep millisecs
S A TFiEHIH khugepaged TEEFEDEC TPH NEARIRZ A, UZERF kswapd
#0 kcompactd FEUETE.,

khugepaged NE RS/ DA FI4EERIE, B /usr/src/linux/Documentation/vm/
transhuge. txt FHALEER T XLESE

15.3.7 EHMVM &L

BX VM a2 HNTESIR, 580 /usr/src/linux/Documentation/sysctl/
vm.txt (R%E kernel-source RFEESEMHILXHE)

15.4 YSIEVM 1779
—LeRTEEBNIAIE VM IT BB T

1. vmstat: W TERHEX VM EEHITRENRZR. AXIFAER, BERE 2111

“vmstat” .

N

.
T

2. /proc/meminfo : WMHHRHEAEFFERMUENEMA, EXFHAES, BHBELE 2.4.
“WEFERIFE:. /proc/meminfo” o
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3. slabtop: It TEIEHBEXRZ slab AEHAERIFA(E
Bo buffer_head. dentry. inode_cache. ext3_inode_cache ERFEEF, NHE

procps FRIE T ItkER <,

4. /proc/vmstat : IEXXHHRMERER VM 1ITHRIBRA, FREERIEESHENKIMEX, F—
IR M, FLEEREHE /proc/meminfo #, HMEETHLARERFUZTFH
BEHARNEN. ALAEANA, FEREXG—E&INE, DMRTHLER, REME
R ENRERESRERMT:

pgscan kswapd *, pgsteal kswapd *
XEREAAREBRFBNUR kswapd FEHEUWBITIEL, XEERELERETHE
BALCIWE, RUERERERALETENIEKRAT, HAIRRHINEZ, BERHX
LR R ERER,

pgscan direct *, pgsteal direct *
XEREDARSNAEFEZERREHFRKRNTIE. tE#HFS5 allocstall it#kss
HIEINMERE, LtEFLE kswapd SEEHEEE, FAXLEEHIETHEZEL TEHIK
o IS HEETIZES kswapd LIRS pgpgin. pgpout ELEEFN/FHER
=07 pswapin 3§ pswpout X, RRAKETLZH™ENE 7.

B LA A ER R = SRR B RS B

thp fault alloc, thp fault fallback
X MBI T RAERFEZSECH THP 88, MUk THP Re] AR FER
INDIRRE. —femE, FRIEAREREX TLB EAH8R, SNRESNEREZELE
58

thp collapse alloc, thp collapse alloc failed
XL s F khugepaged 73ECHY THP 18, LUK THP Re] AR EFNER
INDIRRE, BENEREEKRERZCERK, BMENARFNANEFERAERTE
FA THP, A=A THP, %t TLB EALRBURNNAREEFMS, XSl A— N0

o
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compact * scanned, compact stall, compact fail, compact success
NRBAT THP HERFEHRH 1L, XETHIBAIESIEM,. SNAEFEDE
THP HAja] % £ =404, 2180 compact stall, RISRAITEESEIT AREHIR
B, LI IhE R MBI A IR
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16  RUIREIMLE

MEFRRAIFBESR, HMASAERAREE LIURTRARNERARURSHIMNIAZE, 5
SOPLE RN B P IR EEE AR (XA BREEREMIK) o Linux RREEERZ RN
IR, MARRAHNEELE, HREFARIFRE e, ELURSERE.

16.1 AIECEMAREZFERAX

REHIARBE KR T TCP/IP thil AR — M EEFEORLILEN; BX TCP/IP BiF4A(E
B, BE0 (EFfm) ,£2358 “BXNEMIR” o Linux IZBIERFRIXPHNERE
FRORGECERERENHE XERRERFEAXZREN.

O ==: Tcr aHHA
MAIZRZA 2.6.17 FFIEZ 2 BB HPX K/ (RAKN4MB) . XEKE, F
AR RHEENE LR, BF, RFFAEEIUTEE, 3E, REHEFANE
PATROERIRER
NREEMIBRRRIZER, EINEPRTFE) TCP I, 2B BohiiEAThEE,

/proc XERSEFRFHRX A LUERARERFEAKBA/NNITH; BX /proc XHR
GN—MRER, BERNE 26T “/proc XHRG o EUTUEERMSEEXAIX MG

/proc/sys/net/core
/proc/sys/net/ipv4
/proc/sys/net/ipv6

Rz (linux/Documentation/sysctl/net. txt ) FERET —HEH net

T2, linux/Documentation/networking/ip-sysctl.txt # linux/

Documentation/networking/ipvs-sysctl.txt PXHFHE ipvd TEHIT TR,

BE0, £ /proc XHARZEH, AAFREHINEE “SAERFEREIX" 0 ‘FKEERF

RIXEEAX” , HENH TCP MGEEXRMEM (£ ipvd ) , MEZPIEHINANIZE
(£ core #) ,
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/proc/sys/net/ipv4/tcp moderate rcvbuf
R /proc/sys/net/ipv4/tcp moderate rcvbuf REHRN 1, MEEEBHE
HonSEBE XK,

/proc/sys/net/ipv4/tcp rmem
AIRENER=T, 23igES MEENAFRRERXNE/NKRI. FIER/NRAKR
e XEBEEXTEKFAREFRE, MAXE TCPEOK/.

/proc/sys/net/ipv4/tcp wmem
5 tcp_rmem @A, ERFIEESMNEENAFLEEFX,

/proc/sys/net/core/rmem max
1B I A] LRI A2 BB IS G KIS R RE R X K/

/proc/sys/net/core/wmem_max
IR BT AT ARSI A2 F RIS B KR A RIEE P X K/,

BILUEN /proc ZREAEER TCP INEE (BRIABFTHFE TCPIRE) - fAlaN, KELUTX
&

/proc/sys/net/ipv4/tcp timestamps
TCP BYBRTE RFC1323 H7E Mo

/proc/sys/net/ipv4/tcp window scaling
TCP B O4ERETE RFC1323 B E Yo

/proc/sys/net/ipv4/tcp sack
EFEHIA (SACKS),

i sysctl EEXHE N /proc XHRANTE, 8tk cat (AFIXEY # echo (BFE
N) , EF sysctl BEAJE, ERNEITEEM /etc/sysctl.conf FEUEE, XHFEEXESIT
5, XEIGEFRERISEMIIRE TR, FA sysctl AIUBRMNEEFIETENREE; U root &
MER T AL A LATI L TCP HBXAILE

> sudo sysctl -a | grep tcp
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Q iFE: HWEAMKTEMMERMNKET
HIANETER SR IMEMARSHRIR, FIU CPUSRNEFRE.

16.2 1 MIMNZHE A ST NE R=

FEFFEHITMERIEZ /I, HAREMEMRIMFMERER . FLET An]FEEh X LR
o

LTI EaEEBO M RE: netstat. tcpdump #1 wireshark ., Wireshark @— 1%
KRB

16.3 Netfilter

Linux By ASEFI 53R INEER Netfilter AIZARRIEH, HRRE—NSEAERENETNRIE
2o MRENMNEENBITES, Netfilter R IELZE, HEREMNBIE XHITHT*
1BIE ( “BiR ), FlnsbaAER,

Netfilter IREZEERZEM. Alt, EXHHMNES, SABRFAREMER. S5, &
IERIRIRHTHA BB A, AMSESANESEELIE,

HRZNFIERE, BEFRFEHNE, SRIMAERLAY. EMNERERAIER
T, “HETH DEERLAPENZREREHRNER. BXSEER, BB M https://

home.regit.org/netfilter-en/using-nfqueue-and-libnetfilter_queue/ 2,

BXFAMEE, 5B N Netfilter # iptables MBMETT: https://www.netfilter.org 7,

16.4 (EREINEFM (RPS) ENEMASERE

MANBSREOIREI UBHAENE, SEENMK T RIMEAMENREERER, A TR EMEE
TR, RAEGAEBTITIEDZLLZ CPU il
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R HMEIZE O ] LUB SRR P S 2 MBS 2 MEWEAT |, BB IR AE%
N CPU #Zily BR, BH—LEWNKZZEONEE 7R, KipfizFaRER2 N FT R L
EBFIEEANNE, BERALRRE, RERFZMA “HITH R, UWERIEIEIZ CPU
£ SUSE Linux Enterprise Server £, LtIfgE@@ESIZWE T M (RPS) KIMAY, AT LATEE
IRIFAREER RPS,

RPS £/ IP it MmO S AS N EIRRCIEM —eH. EALRERAREREE—SIERNE
ARiZFE— CPU, MMEBMIRFIEREE,

RPS IRIEMKIZEIZWPAATIFIZOKRE, IEEXGHZRFS U TR
/sys/class/net/<device>/queues/<rx-queue>/rps_cpus

<device> RRMZILE, BHlI0 eth0. ethl, <rx-queue> FRIZEURBAI, N

rx-0. rx-1,

INRMBIE OB IFREMERIAT], WREEE rx-0, MREFFZ MY, s
MEWBATIERE—1 - N BRo

XEREXHEE CPU ENES DR IR BIAMERT, FEUEHKEN 0. ERALIKESR
ZARPS, Eit, HFRAERETR CPU BZAEEPAT,

E B RPS HiLISER CPU A EEOZEWAATIFE, BRHXLE CPU EUBFHUEEIRE
7 1, 540, ik CPU 0-3 &3 eth0 B —MEWEATIRVEL, BFALUE 0-3 1K E 9 !
1: 00001111, AfF, FRURTELA TS — EXFIFLERN Fo ERUTHLIR
B+ #HE:

> sudo echo "f" > /sys/class/net/eth0/queues/rx-0/rps_cpus
NREBER A CPU 8-15:

1111 1111 0000 0000 (binary)
15 15 0 0 (decimal)
F F 0 0 (hex)

RAFgE/HBIE ff00 BE<LH:
> sudo echo "ff00" > /sys/class/net/eth®@/queues/rx-0/rps_cpus

7Z NUMA &N L, BIREREMRE, 0135 RPS B2E RNEAR— NUMA £/ CPU AMEIEZEO
EULBA T B9 R
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£3E NUMA BN L, BILUERFRE CPU, MNRABPEERIS, HbRETAEMSLIZEON CPU
BIiRFHMERE, BILUEE /proc/interrupts MAERTMLIEOM CPU, Ba0:

> sudo cat /proc/interrupts
CPUO CPU1 CPU2 CPU3

51: 113915241 0 0 0 Phys-fasteoi  eth0

EABIFR, CPU 0 BME—— PNATFRIE etho FHFA CPU, AARE CPUO B1EIESE,
£ x86 1 AMD64/Intel 64 SE& L, AILUfEA irqgbalance FEHHRTIEEIZ A CPU, BX

HAEE, 158 man 1 irgbalance,
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17 %38 SUSE Linux Enterprise for SAP

AENBIEEY sapconf AFMHIE SUSE Linux Enterprise Server, LUMBUREANER
SAP R, sapconf ERTFRET SAP AT EFRY SUSE Linux Enterprise &%, & T
SUSE Linux Enterprise Server for SAP Applications &P N saptune,

Q #E: BEXM sapconf &<
£ SUSE Linux Enterprise Server LAz SUSE Linux Enterprise Server 11 #1 12
&, sapconf @pSEEERBRNAEETR,

3+F SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server 15, ERE%X4%E
Y. d5< sapconf BEM sapconf BHHFEHERR, ZMHEFENES systemd AR
%, XBHEA sapconf @¥1TLH, LUK sapconf/tuned EEEXHF tuned,

17.1 {EH sapconf 5 i SLE &%

SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server for SAP Applications #1
RMT sapconf €L, UEERHEIRILLITRER SAP W AEFIREEINAISEL: SAP
NetWeaver. SAP HANA F1ETF SAP HANA BIN FBFEF,

SUSE® LINUX ENTERPRISE SERVER 12 fifj sapconf5 #E%
sapconf5 (FEE tuned)
e sapconf-netweaver (EXf{7T tuned ECEXHH sapconf BELEXH)
e sapconf-hana (BfX7T tuned BCEXHHY sapconf BREH)
e sapconf-bobj (BXXT tuned ECEXHR sapconf BCEXMH)
e sapconf-ase (BT tuned BCEXHH sapconf EREX{H)
SUSE® LINUX ENTERPRISE SERVER 15 $1fj sapconf5 #E¥%

sapconf5 (FEE tuned)
THEESREXH
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MREZ BN RAREHITTELL, sapconf AIEREEXLEEN,
sapconf 5BEMIT —1 systemd BRSS, ZIRSB=MNBHMIAHBFEEXNRS EEIETT.
EFR sapconf , EHFRENREFALERE sapconf BE4E.

Q) ;E&: SUSE Linux Enterprise Server #1 SUSE Linux
Enterprise Server 15 SP6 R ARG SEE X4

£ SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server 15 #, sapconf
FEZFEEX M.

17.1.1 &4 sapconf &

sapconf 5.0.2 MIEShRAHIZE TIET R sapconf_check, ATFRIETEERIZE
sapconf . f5la0:

# sapconf_check

This is sapconf check v1.0.

It verifies if sapconf is set up correctly and will give advice to do so.
Please keep in mind:

{{ - This tool does not check, if the tuning itself works correctly.}}

{{ - Follow the hints from top to down to minimize side effects.}}
Checking sapconf

[ OK ] sapconf package has version 5.0.2

[ OK ] saptune.service is inactive

[ OK ] saptune.service is disabled

[WARN] tuned.service is enabled/active with profile 'virtual-guest -> Sapconf
does not require tuned! Run 'systemctl stop tuned.service', if not needed
otherwise.

[FAIL] sapconf.service is inactive -> Run 'systemctl start sapconf.service' to
activate the tuning now.

[FAIL] sapconf.service is disabled -> Run 'systemctl enable sapconf.service' to
activate sapconf at boot.1l warning(s) have been found.

2 error(s) have been found.

Sapconf will not work properly!
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YR sapconf_check R TR, SEHEXIARRBANIET. ZTEFAEREEREE
FHHERS, ReW?E sapconf EREEHISEBHBRBE.

17.1.2 BREMZH sapconf HEBERSE

=¥ sapconf g, ¥BA sapconf RS
SR LRI FRRCE R E X sapconf BURE:

o EEE sapconf REVIRE, BETUTHS:

# systemctl status sapconf

ZARE N B/ A active (exited)

o EFE) sapconf fRSS, BEITU TGS

# systemctl start sapconf

° MR sapconf LFEARE, BEAUTHSKEBERHEBR:
# systemctl enable --now sapconf

* B{F1L sapconf RS, BEEITATEHL:

# systemctl stop sapconf

s S SIBBRAASHNNIEE. REREES|ISRAAEER/ZRENEDFIIN
o B2 sapconf, BERUTHS:

# systemctl disable sapconf

IRERSRBA sapconf FHRHEVEMAARSS, Niten<E=RA sapconf FrfERRY
REBHES MR E RS

() #%: sapconf {K¥NEMBRSS
BRT sapconf BRSZLASS, BIEKEBFUTHENIRS:
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* sysstat, ZIRZATWEEXARARENHIEE,.

e uuidd, ZARSEEMETHIER UUID, BMERTEH RIF LIRS ZOINIGE
&, WEERIEXLE UUID BME—RY, X3F SAP NAREFMEERESBE,

17.1.3 BCE&E sapconf5

—R&IER T, sapconf MENABCEEER SAP BiXHSEE, BNREERHHER, rILUE
BZTAUFEF AR XEER,
BILATE /etc/sysconfig/sapconf XHH#KEl sapconf BIFRES#, &AL

BiEmELILX G, XGPS HE @S RN SAP A (RI1E https://
launchpad.support.sap.com/ 2 +&EH) W5|RH#HITHRRER,

B sapconf B, RARRAESHEZUXHEFNIEBENX SN, BE, BRLEE
SYRLFERIFEEEXGPR, AL, BNEEHREREURNEEXERE (TEHEAERE
%% /etc/sysconfig/sapconf.rpmsave) S5#hk4ds (iiF /etc/sysconfig/
sapconf) ZEIHNZER.

S5t 4EXBEEEEEEN /var/log/sapconf.log,

HEEHPHNT XN, B2X, FLEESEITEN # TR, XRTREZSHSE
MiAMEXx, BESEEANARIAE,

MR, EALUETERN # FRRIBIEESH. B8R XWHE, RAXAIREESH
sapconf TAERNARRENX M

ENVRARERLRIEE, BERKs sapconf :

# systemctl restart sapconf

HIARSERNA T ETSRENSIVRIESHNFARMSR. Eit, UFAENAERA:
B117.1: EESH

ERIAREENA TCP_SLOW START HIRE, iBHITIUTRME:

° BF sapconf WEHEXH, UAEERENAT ZE. & /var/log/
sapconf.log A, MEBEUTXENIT:
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Change net.ipv4.tcp slow start after idle from 1 to O
5E, SEARETE sapconf BEIZREIEEWRIRE. EXMERT, sapconf A&

BERHE:

Leaving net.ipv4.tcp slow start after idle unchanged at 1

e AILATE /proc/sys/net.ipv4.tcp slow start after idle FFEHEE
TCP_SLOW_START [EEMVEMIE, BENEHLFFRIZERIE, BERUTHT:

# sysctl net.ipv4.tcp_slow_start_after_idle

17.1.4 ZEPBxsapconf
BMRARER sapconf, EEAUTHSHELGHE:

A

B sysstat RZBSEFNZERS. NREMAE

# zypper rm sapconf

HATIIREARSEIZE sapconf BYAKEHIN
EIWIRS, BEVBRERE,

1715 EZER

UTFEMIURMETHEX sapconf WEZER
e sapconf ZEMNFIBEMIEASHBVIF4XEA: man 5 sapconf

o BXEEEMBENX sapconf EEEXHHIEE: man 7 sapconf
FiEB W https://www.suse.com/c/a-new-sapconf-is-available/ 2 LHIER RS, Hoi¥

NB7T sapconf BIEETARZS,

P& sapconf SLES 15 SP6
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17.1.6 ¥ tuned 5 sapconf —CfE

fEhRZs 51, sapconf FEK#MT tuned, XEKE, XN TEET SR, N8
tuned ARSEREN, sapconf EHBEHRINEES,

@ ==: % tuned 5 sapconf —#2fEF
WNREEFERER tuned 1 sapconf , BEREFEXHNTLAEREMARSZESHARE,
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VI

18
19

20

WIBR % ME

IRERTH 182
Kexec #1 Kdump 194

M systemd- coredump $t3f& AR AR T TIEIR 213



18 IRizTH

SUSE Linux Enterprise Server BEffiE 21T R, nI&EBERANEXENAZNERES. &9
MEXLEEEATARNEN, fim, BiiHNEREFFNE=R,. ERUETENERR, HE
REGTHNHEZEURTEFER THMLERAR R, ABHPTAEOEEREREF, FLEBER
T, BEE TR TEHA SUSE Software Development Kit REXLET H,

Q iFE: BEMMsEFM
BIEETHPHENAZARNERAR, ZHENEERTE TR, BENIFTERE
RN A ERRERT R,

18.1 {EH strace IRIER % AR

strace <A URERHZENARERUNHEZKEINES, strace AJLUGETHF S HIRE
HRESER, HEEELE strace MIMEIBETHGHG S, THNESTRETEERARARS
r, EEESH (EEESH) REEREE,

T THARREERARER, BNBRAZRRIENGS, HEMRSTHARARM
strace:

> strace 1s
execve("/bin/1ls", ["ls"]1, [/* 52 vars */]) = 0

brk(0) = 0x618000

mmap (NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) \
= 0x719848667000

mmap (NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) \
= 0x719848666000

access("/etc/ld.so.preload", R OK) = -1 ENOENT \

(No such file or directory)

open("/etc/ld.so.cache", 0 RDONLY) = 3

fstat(3, {st mode=S IFREG|0644, st size=200411], ...}) =0

mmap (NULL, 200411, PROT READ, MAP_PRIVATE, 3, 0) = 0x7f9848635000

close(3) =0

open("/lib64/librt.so.1", 0 RDONLY) =3
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[...]
mmap (NULL, 4096, PROT READ|PROT WRITE, MAP_ PRIVATE|MAP_ANONYMOUS, -1, 0) \
= Ox7fd780f79000

write(1l, "Desktop\nDocuments\nbin\ninst-sys\n", 31Desktop

Documents

bin

inst-sys

) =31

close(1) =
munmap (0x7fd780f79000, 4096) =
close(2) =

N O O ©

exit group(0) =
£X strace MIMBEIBEITRI#HE, FEEE -p FANEELIZRHIZNHIZE ID (PID):

> strace -p “pidof cron’
Process 1261 attached
restart syscall(<... resuming interrupted call ...>) =0
stat("/etc/localtime", {st mode=S IFREG|0644, st size=2309, ...}) =0
select(5, [4], NULL, NULL, {0, 0}) = 0 (Timeout)
socket (PF_LOCAL, SOCK STREAM|SOCK CLOEXEC|SOCK NONBLOCK, 0) =5
connect(5, {sa family=AF LOCAL, sun path="/var/run/nscd/socket"}, 110) = 0
sendto(5, "\2\0\0\0\0\0\0\0\5\0\0\0root\0", 17, MSG NOSIGNAL, NULL, 0) 17
poll([{fd=5, events=POLLIN|POLLERR|POLLHUP}], 1, 5000) = 1 ([{fd=5,
revents=POLLIN|POLLHUP}1)
read (5, "\2\0\0\O\1\0\0\O\5\0\0\0\2\0\0\0\O\0\O\O\O\O\O\O\5\0\0\O\6\O\O\O". . .,
36) = 36
read(5, "root\0x\0root\0/root\0/bin/bash\0", 28) = 28
close(5) =0
rt sigprocmask(SIG BLOCK, [CHLD], [1, 8) =0
rt sigaction(SIGCHLD, NULL, {0x7f772b9ea890, [], SA RESTORER|SA RESTART,
0x7f772adf7880}, 8) = 0
rt sigprocmask(SIG SETMASK, [], NULL, 8) =0

nanosleep ({60, 0}, Ox7fff87d8c580) =0

stat("/etc/localtime", {st mode=S IFREG|0644, st size=2309, ...}) =0
select(5, [4], NULL, NULL, {0, 0}) = 0 (Timeout)

socket (PF_LOCAL, SOCK STREAM|SOCK CLOEXEC|SOCK NONBLOCK, 0) = 5

connect(5, {sa family=AF LOCAL, sun path="/var/run/nscd/socket"}, 110) = 0
sendto (5, "\2\0\0\0\0\0\0\0\5\0\0\0root\0", 17, MSG NOSIGNAL, NULL, 0) = 17
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poll([{fd=5, events=POLLIN|POLLERR|POLLHUP}], 1, 5000) = 1 ([{fd=5,
revents=POLLIN|POLLHUP}])

read(5, "\2\0\0\0\1\0\0\0\5\0\0\0\2\0\0\0\0\0\0\0\0\0O\O\O\5\0\0\0\6\0O\O\O". . .,
36) = 36

read(5, "root\0x\0root\0/root\0/bin/bash\0", 28) = 28

close(5)

[...]

-e EMANRG SN FIEMA S, flil, BRERITHAXNENSEEXHFNFRERE, BFERUT
e

> strace -e trace=open,write ls ~
open("/etc/ld.so.cache", 0 RDONLY)
open("/lib64/librt.so.1", 0 RDONLY)
open("/1lib64/libselinux.so.1", O RDONLY)
open("/lib64/libacl.so.1", O RDONLY)
open("/1ib64/1ibc.so.6", 0 RDONLY)
open("/1ib64/libpthread.so.0", O RDONLY)
[...]
open("/usr/lib/locale/cs CZ.utf8/LC CTYPE", O RDONLY) = 3
open(".", O RDONLY|O NONBLOCK|O DIRECTORY|O CLOEXEC) = 3
write(1l, "addressbook.db.bak\nbin\ncxoffice\n"..., 311) = 311

w w w w w w

B(RENEHEXNASAER, 1B#ER -e trace=network:

> strace -e trace=network -p 26520

Process 26520 attached - interrupt to quit

socket (PF_NETLINK, SOCK RAW, 0) = 50

bind (50, {sa family=AF NETLINK, pid=0, groups=00000000}, 12) = 0
getsockname (50, {sa family=AF NETLINK, pid=26520, groups=00000000}, \
[12]) = ©

sendto (50, "\24\0\0\0\26\0\1\3~p\315K\0\0\0\0\0\0\0\0", 20, O,
{sa_family=AF NETLINK, pid=0, groups=00000000}, 12) = 20

[...]

-¢ BT HERAREREES T ASRIER LE:
> strace -c find /etc -name xorg.conf

/etc/X11l/xorg.conf
% time seconds usecs/call calls errors syscall
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32.38 0.000181 181 1 execve
22.00 0.000123 0 576 getdents64
19.50 0.000109 0 917 31 open
19.14 0.000107 0 888 close
.11 0.000023 2 10 mprotect
0.00 0.000000 0 1 write
[...]
0.00 0.000000 0 1 getrlimit
0.00 0.000000 0 1 arch prctl
0.00 0.000000 0 3 1 futex
0.00 0.000000 0 1 set tid address
0.00 0.000000 0 4 fadvise64
0.00 0.000000 0 1 set robust list
100.00 0.000559 3633 33 total
BIRFREMHEZNFAE FHE, BER -
> strace -f systemctl status apache2.service
execve("/usr/bin/systemctl", ["systemctl", "status", "apache2.service"], \
0x7ffead44a3318 /* 56 vars */) = 0
brk (NULL) = 0x5560f664a000

[...]

mmap (NULL, 8192, PROT READ|PROT WRITE, MAP PRIVATE|MAP_ANONYMOUS, -1, 0) =

0x7f98c58a5000

mmap (NULL, 4420544, PROT READ|PROT EXEC, MAP PRIVATE|MAP DENYWRITE, 3, 0)

0x7t98c524a000
mprotect (0x7f98c53f4000, 2097152, PROT NONE) = 0O
[...]

[pid 9130] read(0, "\342\227\217 apache2.service - The Apache"..., 8192) = 165
[pid 9130] read(0, "", 8027) =0
® apache2.service - The Apache Webserver227\217 apache2.service - Th"..., 193

Loaded: loaded (/usr/lib/systemd/system/apache2.service; disabled; vendor

preset: disabled)
Active: inactive (dead)
) = 193

[pid 9130] ioctl(3, SNDCTL TMR STOP or TCSETSW, {B38400 opost isig icanon

echo ...}) =0
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[pid 9130] exit group(0) =7

[pid 9130] +++ exited with 0 +++

<... waitid resumed>{si signo=SIGCHLD, si code=CLD EXITED, si pid=9130, \
si uid=0, si status=0, si utime=0, si stime=0}, WEXITED, NULL) =

--- SIGCHLD {si signo=SIGCHLD, si code=CLD EXITED, si pid=9130, si uid=0, \
si status=0, si utime=0, si stime=0} ---

exit group(3) =7

+++ exited with 3 +++

NREFED strace Wi, EREEEAK, UBLEEEHaEOREENSE, B
A -0, EXMERT, RRREAFENHEE, HIEXMMMIEHEZENERS. XL
£ -q REXEHE (EEBERATRIEERERESR) . BERFFRNESTALRME
&, BEA -t

> strace -t -0 strace sleep.txt sleep 1; more strace sleep.txt

08:44:06 execve("/bin/sleep", ["sleep", "1"1, [/* 81 vars */]) =

08:44:06 brk(0) = 0x606000

08:44:06 mmap (NULL, 4096, PROT READ|PROT WRITE, MAP_ PRIVATE|MAP_ANONYMOUS, \
-1, 0) = 0x7f8e78cc5000

[...]

08:44:06 close(3) =
08:44:06 nanosleep({1l, 0}, NULL) =
08:44:07 close(1) =
08:44:07 close(2) =
08:44:07 exit _group(0) =

~N O O O ©

f&a] BUTH strace T AMBIEER. BXIFHAESRE, FSRMEXFMIT (man 1 strace),

18.2 {FH ltrace IREEZEIRAFE

ltrace FIRIEHIEMNIEEIEAR. HREZS strace £, MENAIHSEHEELMUEE
FENEX. BINMERT, ltrace {£A /etc/ltrace.conf & ~/.ltrace.conf BEEX
o Fd, EEILMER -F CONFIG FILE #EIIEEERAEDE X,

BRT EREREEAA LN, H -S EI ltrace BRI URERRFAIAR:

> ltrace -S -o ltrace find.txt find /etc -name \
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xorg.conf; more ltrace find.txt

SYS brk(NULL) = 0x00628000

SYS mmap (0, 4096, 3, 34, oOxffffffff) = 0x7f1327eal000
SYS mmap (0, 4096, 3, 34, Oxffffffff) = 0x711327ea0000
[...]

fnmatch("xorg.conf", "xorg.conf", 0) =0
free(0x0062db80) = <void>
~_errno_location() = 0x7f1327e5d698

__ctype get mb _cur max(0x7fff25227af0, 8192, 0x62e020, -1, 0) = 6

___ctype get mb cur max(0x7fff25227af0, 18, 0x7f1327e5d6f0, Ox7fff25227afo,
0x62e031) = 6

__fprintf chk(0x7f1327821780, 1, 0x420cf7, 0x7fff25227af0, 0x62e031

<unfinished ...>

SYS fstat(1l, Ox7fff25227230) =0
SYS mmap (0, 4096, 3, 34, Oxffffffff) = 0x711327e72000
SYS write(1, "/etc/X1l/xorg.conf\n", 19) =19

[...]
SO UER -e BEIMENFREEHER, UTRHFIES fnmatch # strlen REMEX
FRIESIE)ER

> ltrace -e fnmatch,strlen find /etc -name xorg.conf

[...]

fnmatch("xorg.conf", "xorg.conf", 0) =0
strlien("Xresources") = 10
strlen("Xresources") = 10
strlen("Xresources") = 10
fnmatch("xorg.conf", "Xresources", 0) =1
strlen("xorg.conf.install") = 17

loaal

ENETRFEEFREENMS, BFER -1 /path/to/library:

> ltrace -1 /1lib64/librt.so.1 sleep 1
clock gettime(1l, Ox7fff4b5c34d0, 0, 0, 0) = 0
clock gettime(1, Ox7fff4b5c34cO, Oxffffffffff600180, -1, 0) = 0

+++ exited (status 0) +++

ERILAGEA -n NUM OF SPACES BE T HEFAREENTREgEH, NtRShHNS 3
o
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18.3 fEMA Valgrind #1TIAIRF 24

Valgrind @—EI &, ERMoRENER, UEHEBERETAE/VHEE, Valgrind &
LM SNEFEEEMLEEXMRE, FrU7ZEHEBTFHERNLTANESR. BARFAEAM,

It TREAGERFERENFE, GINSEETHETK, XEEFITNNHLTERE TRE
EBRREFITH.

18.3.1 =it

FRAERY SUSE Linux Enterprise Server X {TE4HH KM Valgrind, BEERS L&
Valgrind, FE3REX SUSE Software Development Kit, fAE&R&EZINGHIEIT

zypper install VALGRIND
5, & %8 SUSE Software Development Kit B3R, | Valgrind 4B HERUTHRTHKE

®E
rpm -1i valgrind- VERSION ARCHITECTURE.rpm

SDK @i&FF SUSE Linux Enterprise BYt&E3R, AJLLEE SUSE Customer Center BYTELRIBIE TR
18, BXAT, BEN (ERMT BIRZEND XE,

18.3.2 XHHIARLEN

SUSE Linux Enterprise Server sx#1E LA MAZR L5+ EEF Valgrind:

o AMDG64/Intel 64
o POWER

* IBMZ

1833 —fRERE

Valgrind (EBRBERCAEBSNENEHETRTIHREER. EEEENFMEREIE
FEEMERE. I FFTIEST Valgrind:
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valgrind VALGRIND OPTIONS your-prog YOUR-PROGRAM-OPTIONS

Valgrind 88 %1 ITH, SN TAHERISENIIE. ATHPHNEERBREE, TICERM
NITEBPER, REEWEBETE --tool, HLEEH Valgrind BiIEfTHN TR, MREE
BRILEEI, BRAIAZ=ERE memcheck. g0, EfEA Valgrind B9 memcheck THIE1T find ~

-name .bashrc, BEBLITHMAU TGRS
valgrind --tool=memcheckfind ~-name .bashrc

TERMH THE Valgrind TRESIRMEEiREA:

memcheck
KNAREFESEIR. ErUESBMERARER, FHEIERIEIT.

cachegrind
PREFETN. ErUEBERIARER, FEETEREER.

callgrind
TEAHSE cachegrind £, ERSWEEMEFIINER.

exp-drd
RMEI2HIZ, TAUENEHIASEISER, BEESET.

helgrind
B—EEEIRNEZS. RUTF exp-drd , EBFERARREEARFRS R,

massif
—PMEDITES. HRATHISAEFESERINEXE, T RuEMERIEARER,
FR=,

lackey

BT ERTRERINENTFI TR,

18.3.4 EAIAIEIN

Valgrind 8] ATE B ohBTiEEGE, Valgrind 2ME=MIE:
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1. i&17 Valgrind WAFWEERFH .valgrindrc X4,
2. IFIELE $VALGRIND OPTS
3. i&17 Valgrind WERTERFH .valgrindrc X4,

TR FEMRFINE S ITXLERR, EEEENETNETRIELENED. S55%E
Valgrind TREMEXANETAERZTANZMN LEESENFIZ. Fli, NRERE
cachegrind BB DHEIBS N /tmp/cachegrind PID.log, EE TE—ITAMEE
BR$8 .valgrindrc Xf&%:

--cachegrind:cachegrind-out-file=/tmp/cachegrind %p.log

18.3.5 Valgrind BN T{ERIE

Valgrind SERTHITXH B Z BIBSEITEIN. ERMIZATHRITXHFIE X = FEAIREY
BEiREE. TTHRITXHNRIEEEEREIEERN Valgrind TR, ZTESHNEBINABERL
BiEid, AR, ZABERELS Valgrind 10y, MRITIHSHREL
#Ig0 memcheck =AMMBSMRBAFRESIAFHE. ALt, EFEITRELLERNR
TIMERERIEZ,
Valgrind RIENEFNERIES, Alt, ERXIKNERERFNNE, ERONEMEEXE (8
B CE) . BTFERIFENE, F%, MREZHAMERA Valgrind NEEIR, EESKMKEXE
(BIgn C. X11 5% Gtk ) HHEEIR. HTFEAFTEMEEEMAEXLREIR, Hlt Valgrind 7]
LR MG XL EEiRE B IRm B . --gen-suppressions=yes &%l Valgrind &
REXLRBAR, FEATLEESHIZISXH4F,
BRI ESEMETITXE (W12853) fEA Valgrind 8%k, 0, MREEHNNARR &I
FE Perl IARIZITHY, NEAIgEREEIRMUEIS /bin/sh (K /usr/bin/perl) XAV
RRE, EXMIBERT, AILUER --trace-children=yes ¥Rf#RIEE#A, R, FEHAATH
IX A5 A Rt R G R R E DR E

18.3.6 HE

Valgrind ZEIE1THHAEISIREHE, EFESIFHABIRNEESMG, UTRHIMERET XYLH
ISH
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> valgrind --tool=memcheck find ~ -name .bashrc

[...]

==6558== Conditional jump or move depends on uninitialised value(s)
==6558== at Ox400AE79: dl relocate object (in /1ib64/1d-2.11.1.s0)
==6558== by 0x4003868: dl main (in /1ib64/1d-2.11.1.so0)

[...]

==6558== Conditional jump or move depends on uninitialised value(s)
==6558== at Ox400AE82: dl relocate object (in /1ib64/1d-2.11.1.s0)
==6558== by 0x4003868: dl main (in /1ib64/1d-2.11.1.so0)

[...]

==6558== ERROR SUMMARY: 2 errors from 2 contexts (suppressed: 0 from Q)
==6558== malloc/free: in use at exit: 2,228 bytes in 8 blocks.
==6558== malloc/free: 235 allocs, 227 frees, 489,675 bytes allocated.
==6558== For counts of detected errors, rerun with: -v

==6558== searching for pointers to 8 not-freed blocks.

==6558== checked 122,584 bytes.

==6558==

==6558== LEAK SUMMARY:

==6558== definitely lost: 0 bytes in 0 blocks.
==6558== possibly lost: 0 bytes in 0 blocks.
==6558== still reachable: 2,228 bytes in 8 blocks.
==6558== suppressed: 0 bytes in 0 blocks.

==6558== Rerun with --leak-check=full to see details of leaked memory.

==6558== 5| \ Valgrind B’EE, HEEHIZE IDHS (PID), EAILUIEEMIE Valgrind BER
S5EFASGNRHX 2R, HHEWLLESEFRENHE,

EfF Valgrind B EETREEIFH, BER -v, BEETLUER -v -v,

&BLLLE Valgrind BEERE RZEEI =M REINE :

1. BUAERT, Valgrind 2 EER AR MHEARR 2, BFRESEIRREL. EaIUUER - -
log-fd=FILE DESCRIPTOR NUMBER &I, &l Valgrind EHEERXEFEREMX
#F?E ?__ro

2, FMAEE (MWEREEANAZE) BFEA --log-file=FILENAME ¥ Valgrind BB R
RFBIMENX 4, EATUERZZNEE, FII0, & %sp Bl HFIFm2ITHTZR PID,
X, ER] LRIEH#ZN PID HHBRXEIRRERNXH. %q{env_var} REHAMEX

env var FETEME,
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U TR EERR Apache Web ARSZ2:HAIEI ATELMBIAEFRIR, RNRERFHE, H
RiF4BRY Valgrind JHE 5 NEIZEHR1#H7Z PID X3RRI S

> valgrind -v --tool=memcheck --trace-children=yes \
--log-file=valgrind pid %p.log systemctl restart apache2.service

LHBEMLRARCIET 52 MEEXMH, 2T 75 ¥ rvetiEl, mEAREA Valgrind A9
EEBERTRE7#FKIETIT sudo systemctl restart apache2.service, iZ17THY
BIRA% T 10 &

> 1ls -1 valgrind pid *1log
valgrind pid 11780.1log
valgrind pid 11782.1og
valgrind pid 11783.1log
[...]
valgrind pid 11860.1log
valgrind pid 11862.1log
valgrind pid 11863.1log

3. SR ETREMA T @i LR &% Valgrind BIEE. EEMER --1log-
socket=AA.BB.CC.DD:PORT NUM JEINISEMLEZFH aa.bb.cc.dd IP #itA]
port num ixAS, MREHEKIKOS, A 15000
MRIFZ T EN LB AN RERF BRI Valgrind BUEE, BXEHEERED
KERFWESERX. ERMNLL, F1EER Valgrind —tKﬁMﬂTua%E’\JTJﬁﬂﬁ&F‘
valgrind-listener, L{IIFEFZEZEIIEEROZEIINERE, FEEWEINEM
AEEH IR ERH.

18.3.7 fHEIRHE

Valgrind KI2EFBEHIDER, NRNEFEIR, ESRZERSHERERHITHR, It
FAEE Valgrind REEEMNEIRES. IRHIMEENHEIR, ERIERZEIR, EFERT
EES. LAFIEE R B AR EENEIRILETREERL,

-v M REIRENHEE (REESHEF) FME Valgrind $ITHERIRE, LI, R
¥ME] 1000 M AREREIRTE SN T 10000000 MEIR, Valgrind 2E1EUEEIR, EEY
BIRBIHEEFRERIZES, B#H --error-limit=no,
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REFRSSREMEIR, Alt, BRERNHENINFEESER, HHFEERNERR.

18.4 EZEE

* BX5MMARETABXNEDNTEYIR, BSUMANAFMIT (man 1

strace. man 1 ltrace # man 1 valgrind) .

o Xf Valgrind S AENNBBE T AXEITIESERE. B Valgrind BN A, 75
M Valgrind User Manual (https://valgrind.org/docs/manual/manual.html) 7, 3NRE
FEAX Valgrind FEHAVETARZENAENESRER, 1BSHIREIFHXLLETIH,
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19 Kexec #1 Kdump

Kexec B—MA] UM HRTIEITHRZS I SHENS —ARN TR, G UERRITERBEG9E
KRB R TIRARES IFRE, EEAILUEEFRSE, UEERRHEGRIER T5ISENS
—R%o

19.1 &7

R Kexec A IE1THPRIARZEBIR NS —R%Z, MELHEHESS. ZTRIFEER, REN
T

° MRAFKESITEHE
NREFEMEERSISRSR, Kexec AIUBETEKEIE,

o BERAA] FEERE AR
HENBHIFEESR, EREBHHENERIEMTENH, EHAFSEILANERIER]
FERVEH. Kexec AIRNIZE I REIEMRUBEANRITIRIR, XF, MAURAZEEE
DERFBRNRMBINPL,

o (RIEFHHRAIZAVELAE
Kexec AILMREMERAENAR. EETARRKERER, HERZ (EREREFEEER
BITHIMIINAN) SREFERERZBRS. RENREGAEBEHITELD .

° % GRUB2 EEERIAI5|S
LRGSR Kexec 31RARET, IPUI5IFNHEFHER. BH5|SIIZAIESHTS
SMHRFEEFNEIRMAK. £ Kexec, BHATELZESISNBEFEERESHE
o

19.2 FRFBHVEFE

7 SUSE® Linux Enterprise Server L/ Kexec KNNERES | S B BEEANE, 156
RE X% kexec-tools ffFE, ZHHBEEERN kexec-bootloader HIIZS, %Az

B I SNHEFEE, HERSENSISMERZFERNRNZETKIZTT Kexec,

194 Sy SLES 15 SP6



BIRE— MR ERZERRE S EREUEIR E R RIIF R, IBHIRERE makedumpfile
R

£ SUSE Linux Enterprise Server 1§ Kdump BYENE S & 218D YaST Kdump #&iR Sk fE
. EfEF YaST #&3R, BHHRELE yast2-kdump RHEE.

19.3 Kexec REBLEH

Kexec PFEERHAHBZ /sbin/kexec &<, EBABEIRHREN S X ER Kexec INEA
%:

o BAZMEEIENEF~RZBMIEE], UHITERESIF:

# kexec -1 KERNEL IMAGE

ZolLAIFEEER kexec -e 5|FEIAZ,
o BN EINENARFXE:

# kexec -p KERNEL IMAGE

LRGSR, =BA5|FUER%.

BEERFARRNG S5 —AZHRBETNZNEIE, BEEME—TRENETHAXE,
EERIZKIEASMERILXE, EAEFRZNTIALAT A, WXKIEATHRANZ, WED
AR R & = AR A E DL,

EMPBXIE, ERED crashkernel EBMEIE~RZNG|S5<L1T. BHE crashkernel
MOPREE, EEMES 1947 115 crashkernel HEIA/N PRI BBIRME,

XA BHRRAZNS . HIRRIZARER Kexeco

BRAZSMBEITNBX, HEFAIZERR. AE, Kdump 2=XERBRAEZ, RAEF-
RNIZELMEBERBAI S, XEKE, HEE Kdump BB ATEERK,

EMBHANIZ, FEFNMAIZSISEH. XSHERT, SERTHE RAM XHERF#HITSI
Fo AILMEA --initrd = FILENAME $5ELtESE. £ --append = CMDLINE #iETUE
MEIES | SHRZNHLIT.
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IAVRINEFAZBNGRLIT. REEHEE --append = "$(cat /proc/cmdline)" BYdR
%17, BMEA --append = "$(cat /proc/cmdline) more options" FRANEZEIRED
CIS

flan, EFRAFIEESITHNE~AZBG ST /boot/initrd XHNNZ /boot/
vmlinuz-6.4.0-150600.9-default AL, BFETUTHS:

# kexec -1 /boot/vmlinuz-6.4.0-150600.9-default \
--append="$(cat /proc/cmdline)" --initrd=/boot/initrd

VAL AT LU SR INE I RNZ,. BEEEY -1 EIMNERN%, 15EH kexec -u i, E
EEH@E -p TN RAZ, 1B kexec -p -u &%,

19.4 itE crashkernel $SfdA/N

BIEECHIRNIZER Kexec IR MERZGER Kdump, FENEIRNZIE RAM, DECK
NIRRT HEHNFHRAERE, RitEEREEEKE.

PERNEEBURFIHENNESHER RSN, BREEBEESERAFARASHINTIE,
3% 19.1 : AMDG64/INTEL 64 L5 EEAN
1. EREGTBRANNEE, BETU TR

# kdumptool calibrate
Total: 49074

Low: 72

High: 180

MinLow: 72

MaxLow: 3085

MinHigh: 0

MaxHigh: 45824

FRAE AL MB 981,

2. i512F Low #1 High BY{E,
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197

Q ¥=: LowMHigh ERI& X

7£ AMD64/Intel 64 it EH L, High BXRTERTARNFHNHNGEFEMNEEZ, Low &
&= DMA32 XN EMEE, B, FrEREAET 4 GB LR,

SIZE_LOW 21X #F 32 UMIZEMENAEFEE, WiZa’ DMA32 B#E X 5 E
64M, WREMARS BB EEMAEFF 32 ifVI%®E, I SIZE LOW I8E 72M
RN BEE AN AT IR —YIE R . —M Al ERFISMERZ, & NUMA B L,
PUFEEEZM Low WiF. AILUMER numa=off 5|5 Kdump Rz, LUHEREMR
AP ECAER Low RfF.

3. RIEMIINZIHENA LUN Rz (FERERRER) BERE L—TEHRH High

B, AIEAUTARITRESEE (LUIMB RRMI) :
SIZE HIGH = RECOMMENDATION + (LUNs / 2)
AP ER T LIS
* SIZE_HIGH: High B4 R(E,
* RECOMMENDATION: kdumptool calibrate Jy High ##&EME,

° LUNs: FTHAZTEITEMN LEIZMNRA LUN RIZEREEH. BN FHHRSRE
k&, AASBBRXERE, BRMASG LSFIATAR LUN &, BT T

A .
< .

> cat /proc/scsi/scsi | grep Lun | wc -1

. INRIKEBIXENIEFTE DMA32 IR 7 AERNANE, WEFZFEE Low H. BE,

RETARELANATITEXEE, Fit, BEEIANATEFELH— T RERILAT
2o

—FiaiEfEA kdumptool calibrate #7EH Low {E,

. E, EEEERNUEIREE.

MREEEEINZG LT
BRI TRZETLEN 5 SMAIRFERE
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crashkernel=SIZE HIGH,high crashkernel=SIZE LOW, low

B GAIRT SIZE HIGH # SIZE LOwW BiRAsimPBHIMENE, HENFE
M (RRMB) o
Bign, UATFEEBM:

crashkernel=36M,high crashkernel=72M, low

R EEMARYZE YaST GUI:
¥ Kdump RE FIRISENERERN Low B
¥ Kdump RF EIRISENERERN High &

MBEEBNR YasST Hi$TRA:
ERU TS

# yast kdump startup enable alloc mem=L0OW,HIGH

BR LOW BHRABHEN Low (B, BR HIGH BHMAEMER HIGH {E.

53%2 19.2 : POWER #11 IBM Z L5 BRI
1. ERETEVNEE, BEXEPETUTGHRS:

# kdumptool calibrate

e LR EETIR. FRAEEHLMB 781,
2. IFI2F Low BYfE,

3. RIEMIANZIHEN LUN RiZER1IE (FERERNRR) BERFBL—TEFRHN Low B,
EERAUTANITESEE (U MB REM)

SIZE LOW = RECOMMENDATION + (LUNs / 2)

AP ERT UATFSE:
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e SIZE_LOW: Low KI&ERE,
e RECOMMENDATION: kdumptool calibrate /7 Low #&ERE,

° LUNs: FTIHAZTEITEMN LEIENRA LUN RIZEREEH. BEMLBFHHRSREZ
], FNRBEBXEIRS,

4, Ii7E, REREBIUEREE,

NREEANRHLIT
BRUTRZEBUENEIS | SMEEFEE

crashkernel=SIZE LOW

BB EAIRT SIZE LOW BEHARES BHROENE, HEMNFE M (RFMB) -
flan, UTSER:

crashkernel=108M

WMRERARRZ YaST
¥ Kdump RFIRENEBHAEN Low B,

() =7 HP%1BM Z ERBMIETERDH CCW & E
RIERT IR ERIENE, crashkernel ARSHIEENITERNEERRHATER, &)
URIEKRZE, MERFIRZAIIAIEEHRE, XAILUEE crashkerne IREFERNAF

=
Bo

1. EZRIEHE, AILIETT cio_ignore TEAEMMBNMTRZEAEILZE (HaDE
SH S ER NI ERIM)

> sudo cio ignore -u -k
cio_ignore=all, !da5d, ! f500-f502

LHTE1T cio_ignore -u -k BY, ZEZREREE, HIIEBRERMEE
B8, FRERKREANESE, ALe(MN2ERTEREFREF. BORRNH
BEIKE (B z/VM THY CPATTACH, T LPAR HMIZIE I/O L BEEN) , =¥
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XEGEMNETINERZ R, BERFIEHMXMIER, 155%I1E1T sudo cio_ignore
-1 RIRERBIKE, SABTEIRTT cio_ignore -u -k ERRENIZRES. el
AR TARINEIEAZE | S8

2. ITE, BEELATH cio ignore RIZSERNMEI /etc/sysconfig/kdump
A9 KDUMP_CMDLINE_APPEND , ffl¥0:

KDUMP_COMMANDLINE_APPEND="cio_ignore=all, !da5d, ! f500- 502"
3. BEERD kdump BUEIZIGE:

systemctl restart kdump.service

19.5 Kexec 2%

Ef5F Kexec, 1BHHIRIBENAARS EBAHETET:
o WIRTERRSRIIINE Kexec RSS:
> sudo systemctl enable kexec-load.service
* HfafR Kexec BRSSIETEIGIT:

> sudo systemctl start kexec-load.service

ERIER Kexec MIERBIER T, BRIAER Kexec B3| FEIFHINZ. WERITMLEE
HRARER, BRBRERNEERSEERS LIZTT. ARBITUTHL:

systemctl kexec

SR EMEE AR R FRFARSERSN, FIUEEEETN. ESUEETRRE
HES. HFAZEISH, SBRIFREEFNEFNE. FRERETENESHERS.

() #R: 7E reboot s HER Kexec

E(F reboot £ Kexec MABRRITEMESIS, BBEITUTHZ:
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1n -s /usr/lib/systemd/system/kexec.target /etc/systemd/system/
reboot.target

FERS BT LUEISMIER etc/systemd/system/reboot.target EELLIEE,

19.6 WAIAFGIIEESIFHEIE Kexec

Kexec BEBETFIMEESIS, W0, WREITENMEHNGIEZZTERGREKMEHBRZHR
AI5e, MATLUER Kexec,

fEF Kexec ES|FR ARG, A=ERBEHGHMSISMERER. EIHENRITEMES|ISZA, X
5| RINHIZF A EFTMMEE M E IR 2,

19.7 Kdump E&EE

B LU Kdump RERIZEE. MRAZER, SERRIMNENRNEREEFIZIXGRARR
BR. A, EoLUAREREX S, MIRERZERNERER, XTR “ROERE

Kdump BITEA RS Kexec N (FEBME 195 “Kexec 7l Kdump” ) - BITHEER
“ERE, SPITHERZ. XIIET, Kexec BEFRZEIRMN THFERNZ, £HA Kdump
B, R LUAR B R RESRZINETE, B LE Kdump RZRIFERRZE B R RIZI A
FIRE,

O) =7 BEBIMRER
FEAMEETEERMNIFEDR, FEREBIMEHITRZE E, Kdump IHRIRERRE
MIMILEIEO, FEY initrd B5hiziE0. LAN 1 VLAN EO5 X5, @i YaST 5
ETE /etc/sysconfig/kdump AR KDUMP_NETCONFIG EIRIEEMLEIEO
& (DHCP 5&8) ©
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O == YFERBEREES Kdump NBEARXH RS
ALE Kdump BY, ATLEERFREFZMEMREGNAMAE (FAAR /var/crash) . WA7E
FEE Kdump BRIEEHILGIE, BUREESKK.

19.7.1 Kdump BFopicE

Kdump M /etc/sysconfig/kdump MXHIREXEACE. Kdump HNEIAERE B UARERTE
THAFZLIEETE. BEUBIMZERE Kdump, BEERBUTSE:

1. BE% 1947 “91E crashkernel e A/ HBYREBHE Kdump FREERIAEE,
HRISENZESE crashkernel,

2. EFRHHEN.

3. BA Kdump BRSS:

# systemctl enable kdump

4, TJLIYREE /etc/sysconfig/kdump HRNE, EEIBREMT 7RSS MNEINE Yo

5. £/ sudo systemctl start kdump HIT—X init &, HEFIFERS,

ERARIAMEERE Kdump [5, REBEEEBRTHALIF. BRIAFSEEAAFRER, SBR[
EERSETRS Lin 7. ARERUTIE:

1. £/ systemctl isolate rescue.target YIRZIIEET
2. EF50 Kdump ARS:

# systemctl start kdump

3. ERAU T LHHEMRMRXHRF UISIMNIFIBHE X RS

# umount -a

4, URBIEAEMEHRXH RS

# mount -o remount,ro /
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5. f£M Magic SysRq A& %8 procfs EOFER “PIIZEIR 21E:

# echo c > /proc/sysrqg-trigger

O == s
KDUMP_KEEP OLD DUMPS IR EIAZEEEE (BRIAR S o« NRAESE,
EAER/NRARI AYERNTFES RAM KD, 1R /var 2X_EBEHBINTIE],

BRAZRR51T, BRRRZIAERBREEIIXG RS, R7FKZH KDUMP_SAVEDIR
HEWHEE, ZRINA /var/crash, 13 KDUMP_IMMEDIATE REBOOT i&EHN yes, RHAR
BohES|ISEFRNIZ. BERHNEREBEE /var/crash TRIE T,

19.7.2 YaSTEE

EfEHF YaST B2E Kdump, BE%RE yast2-kdump R, JAFTE YaST =6 OB RS2
SHRBEAZ Kdump 3R, 5E L root SPESSITHEAN yast2 kdump,

YaST2 o x
T s
g
=t BRE/ZA Kdumr_r
T ER R BAREREL)
THRE EFAKdump(D)
Kdump R7F

RHAFLE [MiB]: 2047
BIEAE [MBl: 1939

Kdump REF (L) [MIB] (72 - 2046)
72 P

Kdump PIfFE%A(H) [MiB] (0 - 2046)
[124 -

Bah(H) mEo | [ #Ro |
19.1 : YAST KDUMP 1E3R: Bz

FEHEORIEREA Kdumpo
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SIEEXTAZEON, RASBMER Kdump AFHE. B2, XHTEKREXLEREE
UHERK, BIREIEMRNE, 1HEES 1947 115 crashkernel DEA/N RBVIRHERIE
Fo

O == FHEHEEXEE Kdump RTFE
MREETENLIZRET Kdump EXREE X Kdump BB F RAM SIEERRE, YaST
S ERHERE I RNNAFE,
BRRILLRIE, BRIBE 1947 & crashkernel 2fiA) BFPREXRHERE
W1, AETE YaST RFEhi&BRTF.

FEERPRELREDE, ARRERESTERMETHNI. THRESUTREAZTEIAEEA

AL
LRV &Sl
° ZBEFEN
° FAFREUER
° AIHNR

FEEEETEOR, EFEREERIER, UREREZERTEIR URL, MREEZFT FTP 8
SSH FEMLEMIY, NEFBHABXAIAEIER.

0O =7 SHANARFLZREDS
B LUIETE Kdump BENREFR?E, HttBARERBAUELLREPREREEE H
Kdump BIEH|BEM#EXHN, SRREMNBEFNEEXY, AmAEREwR

o

MREFHE Kdump B B FEHHEEHSEEHEMAE, BEEFIMHENEOESHENESR, H
FEELETAPRKIE Kdump 5, £EFHERIAER. MEEE Kdump,
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19.7.3 Kdump 3&iZ SSH &4

REXHEEENBEE, RItNPERERINEEXLEHE. BEATEIFLEHNMER
Rtk ¥R, Kdump BILAER SSH hisOR i tE SR TF 22 1T B o

1. BfRENE GBI F Kdump R BHMB. FEMEIX—SA SERERKER= AR
IREREBUREIE. M Kdump £RFEY initrd BY, =i81T ssh-keygen -F
TARGET HOST XRZEHBIRENBE . NE TARGET HOST AHZEAEHIET,
ZAAISER Lt E I, SCIZIREM—FE RS ERTE Kdump EH L root S35
TARGET HOST #3I SSH &%,

2. Kdump AIEESBX Birit BAVE#TE MR, Bai REEFERAAREHE KNI, Kdump
BANEREH root NFABZEIH, BEINEN Kdump B RINMZH, AJLUER ssh-
keygen HITULIRIE:

a. # ssh-keygen -f ~/.ssh/kdump key
b. SRASFRTRNETOLE, 151 Enter (B, REAEMMETOR) -

c. ¥IF /etc/sysconfig/kdump 3 KDUMP SSH IDENTITY i&EAH
kdump_keyo, SNREZXHERTE ~/.ssh T, AILUEAETEREZ,

3. 1%E& Kdump SSH Z$ALUENE R EEZEN.
# ssh-copy-id -i ~/.ssh/kdump key TARGET HOST
4. I%E KDUMP SAVEDIR, HFMEIN:

B2 HERMY (SFTP)
SFTP @i&id SSH FiaxX M EiERG %, BIinENWMIBH SFTP &% (SUSE
Linux Enterprise Server BHABREA) - =fl:

KDUMP_SAVEDIR=sftp://TARGET HOST/path/to/dumps
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LEIFE MY (SSH)
HRLLITEMER SSH EEMREN LIE1TRLER S, SUSE Linux Enterprise
Server WA LAEA L 5%, BFREN LA Kdump BRAEE— e HITUU T
LHERINE: mkdir. dd 1 omv, R0

KDUMP_SAVEDIR=ssh://TARGET HOST/path/to/dumps

5. EREN Kdump BRSLAERFECE,

19.8 S3MTERBIAR A
AR, AR SHTANT. RARET S0,

BT tERI4)Ia TR GDB, BEEAUERMIHRERERALTR, f~d, ethFEE—
LEFR R AN PRE -

* GDB HIFEATAIAAZEEN T A,
* GDB F32#F 32 i & EAY ELF64 &I {4,
* GDB REEIRAIBR ELF B AELIMNVEMARX (R BIXELEAVEEGE)

RTFXLRRA, HKILHEHILAERFZ crash, crash BB TR, ERETAIXIZITHR
A3, SRMTEATIAE Linux RIZMIHEE, EESATEKIER,.

B2 Linux A%, EFLEHFREERHE. FRAUTHIRNELENRARLESEREZ
TR

> zypper se kernel | grep debug

O == s FREENREanEEE
MRIERRSITIR T BEAEFT, E0]LFE SUSE Linux Enterprise Server 15 SP6 fB<HY
*-Debuginfo-Updates BANIZREMEFEFIREl “debuginfo” 34El, ER YaST i3

RizfEFRE.

BIEERMEIITEN LR crash RITHHERRVESE, BERWNTAIRNGS!
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crash /boot/vmlinux-6.4.0-150600.9-default.gz \
/var/crash/2024-04-23-11\:17/vmcore

F—MEBERTAZIRGE, EZNSHE Kdump FIRIVEMESH. BIARIE /var/crash &
RIS

() #F: KRR REERRIE SR
SUSE Linux Enterprise Server B&if{ T kdumpid S-F1EF (B3ERIZNRMEGEH) B
FiRBIRF AL, STUERLEERARERRIENERNEE, FIUERERFRNIZAR
&, ©%FHF lked. diskdump. Kdump XHH1 ELF ¥, £ -v AXERLESARER
B, ESRERIUMIGEE, FIItENEE., WIZIMEF R BRI E T M.

19.8.1 WZITHFIXHER

Linux WIZEBARHRITS A 5EEET (ELF). LSRR vmlinux , BEERFIEPER.
FIAEFRE S I SMEIZFERHF ELF Z#HISX M, THZTE AMD64/Intel 64 (AR £, SUSE®
Linux Enterprise Server IR ERREN EFE U TRRRS .

19.8.1.1 AMD64/Intel 64

SUSE 1R {H£AER T AMD64/Intel 64 FINIZ A EHREEM MWLM vmlinuz Al

vmlinux.gz.

e vmlinuz: XZEH5|SMERFHRITHX M.
Linux RAZEE N DEM: WZAS (vmlinux), UKRBESISMNEREFETHIZER
B XM NI RBE—REIET vmlinuz (BFEFH z 5 x BWEF)
FEARZENT, ZXHEA bzInage,

e vmlinux.gz: XZEAH crash #1 GDB fEHEMESE ELF B{%, 7 AMD64/Intel 64
L, SISMBREFASKERER ELF B&, Hitt, RFEHT —NEGHRES,
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19.8.1.2 POWER

POWER LB yaboot 3|SFINHZFHZFFME ELF BRI, EARZIFELERY ELF BRR, 7%
POWER RtZEX 4, BH— ELF Linux A#ZXH vmlinux, ¥F crash =, POWER
TR ERNEREM,

MBEREES—AITEN L ERME, YAREITEVNERSEN, URIEXRFENX G,
REF—BITBENETHERE RGN Linux RAR, ZREEZITEN LONEE. ERNER
B, FEMESITTEN LERA®S uname -1 HELEHEIL,

MREBEES—AIHEN LD, TEEIREX kernel # kernel debug BEEHHYE
HX

1. BAZEME. /boot HEIRNZMRERIUA /usr/lib/debug/boot FHIXELFIHEENX
HREI—IPM =B RYP.

2. k5, ER /lib/modules/$(uname -r)/kernel/ HEYRIZIRIREK /usr/
lib/debug/1lib/modules/$(uname -r)/kernel/ FHXEXAXEEEFIEIRZ N
modules BIFBEFEH,

3. TEEEME. NZREGERERIREEXH UK nodules FERMWBRS, B5h crash
SLAER:

> crash VMLINUX-VERSION vmcore

FELEMSIHTEN Lo, crash TREFEHSEREMINTASHREL:

> crash /boot/vmlinux-6.4.0-150600.9-default.gz \
/var/crash/2024-04-23-11\:17/vmcore

crash 7.2.1

Copyright (C) 2002-2017 Red Hat, Inc.

Copyright (C) 2004, 2005, 2006, 2010 IBM Corporation

Copyright (C) 1999-2006 Hewlett-Packard Co

Copyright (C) 2005, 2006, 2011, 2012 Fujitsu Limited

Copyright (C) 2006, 2007 VA Linux Systems Japan K.K.

Copyright (C) 2005, 2011 NEC Corporation

Copyright (C) 1999, 2002, 2007 Silicon Graphics, Inc.

Copyright (C) 1999, 2000, 2001, 2002 Mission Critical Linux, Inc.
This program is free software, covered by the GNU General Public License,
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and you are welcome to change it and/or distribute copies of it under

certain conditions.

This program has absolutely no warranty.

Enter "help copying" to see the conditions.

Enter "help warranty" for details.

GNU gdb (GDB) 7.6
Copyright (C) 2013 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying"

and "show warranty" for details.

This GDB was configured as "x86 64-unknown-linux-gnu".

KERNEL :
DEBUGINFO:
DUMPFILE:
CPUS:
DATE:
UPTIME:
LOAD AVERAGE:
TASKS:
NODENAME :
RELEASE:
VERSION:
MACHINE:
MEMORY :
PANIC:
PID:
COMMAND:
TASK:

CPU:
STATE:

crash>

/boot/vmlinux-6.4.0-150600.9-default.gz
/usr/lib/debug/boot/vmlinux-6.4.0-150600.9-default.debug
/var/crash/2024-04-23-11:17/vmcore

2

Thu Apr 23 13:17:01 2024

00:10:41

0.01, 0.09, 0.09

42

eros

6.4.0-150600.9-default

#1 SMP 2024-03-31 14:50:44 +0200

x86 64 (2999 Mhz)

16 GB

"SysRq : Trigger a crashdump"

9446

"bash"

ffff88003a57c3cO [THREAD INFO: ffff880037168000]
1

TASK _RUNNING (SYSRQ)

IRHHBESLYIEE AR TRREERNE 42 MESIERET. ARNERER PID

9446 BESSEAR T SysRq fiik 28, LLESE— Bash #12, EFERH echo Z Bash 9%

HIRERER <o

crash LAEFE7E GDB A LWER, FHREIFZTHINIGL. WREMAFTFERS

B bt , RN EER RN IEEIEITESRIEN:
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crash> bt

PID: 9446  TASK: ffff88003a57c3c® CPU: 1  COMMAND: "bash"

#0 [ffff880037169db0] crash kexec at ffffffff80268fd6

#1 [ffff880037169e80] @ handle sysrq at ffffffff803d50ed

#2 [ffff880037169ecO] write sysrq trigger at ffffffff802f6fc5

#3 [ffff880037169ed0] proc reg write at ffffffff802f068b

#4 [ffff880037169f10] vfs write at ffffffff802blaba

#5 [ffff880037169f40] sys write at ffffffff802blclf

#6 [ffff880037169f80] system call fastpath at ffffffff8020bfbb
RIP: 00007fa958991f60 RSP: 00007fff61330390 RFLAGS: 00010246
RAX: 0000000000000001 RBX: ffffffff8020bfbb RCX: 0000000000000001
RDX: 0000000000000002 RSI: 00007fa959284000 RDI: 0000000000000001
RBP: 0000000000000002 R8: 00007fa9592516f0 R9: 00007fa958c209c0O
R10: 00007fa958c209cO R11l: 0000000000000246 R12: 00007fa958c1f780
R13: 00007fa959284000 R14: 0000000000000002 R15: 00000000595569d0
ORIG RAX: 0000000000000001 CS: 0033 SS: 002b

crash>

m7E, RENBERE—F TR 7T Bash 5MTHIAEE echo <M /proc/sysrq-trigger
REXT—NFR. HENLEBEEFTIRFILFRE, AT crash_kexec() E#, LR
BT panic(), B Kdump R%E7T &,

BR7T E AR GDB S LA bt B BARASLAIN, crash TAREEN TS Linux WiZ&E1918E
KNHMEF L, XLEHLRIRA Linux REZBAEESE, HUBNSZENEETRXER
o BN, EEILUER ps YIHERINEEEITNES. FH sym Al USIH B S ERMIERIFR
ERZFS, ITIENMISNE, A files AJUBTHEMNFAEIT A XHARTT. £
kmem AR TRBEXAZAFERENAT, FH vn AJLUIGEHENENRE, EEEEE2T
TGRS, BRAMSHIIRER, EPEFZHSHETEMES AL
BIFRRNGSRM T A Linux < (190 ps # lsof) HIINEE. EFRIARERIKE
WM EHSIRFE, FE 7T GDB WAZEHASEBR AR, XEMIRBEY T AT
BE. I, BRETH Linux Az, AXENKERMT ZINEANSEEEXRR.
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19.9 Kdump S4KECE

Kdump BECE7ZFETE /etc/sysconfig/kdump B, EHEILIER YaST FKECE

Kdump, Kdump BCEIEINTE YaST =50 ES > Wiz Kdump TRME. BT Kdump iE
A BEX I E Ao

BILAfER KDUMP_SAVEDIR EMENAZEMENE R, EFR, ARFEEK/I\EIEE

KBEK. NRBEETMHEFEANDGERIA BEE=EET KDUMP_FREE DISK SIZE

IS ERE, Kdump $ELFREFHE. KDUMP_SAVEDIR mJiR%!I URL 483
PROTOCOL://SPECIFICATION, EM PROTOCOL 2 file. ftp. sftp. nfs B¢
cifs, specification AR, Fla0, EE FTP RS 2B L FRERZEME, BFEAUT
URL fEA&EHR: ftp://username:password@ftp.example.com:123/var/crash,

RIZEZEREK, ESFZOMFIAFEENT, A KDUMP DUMPLEVEL &AL E BRILLSE T,
ZA A1 0 Bl 31 Z[EIMEFEE, MNRIEE 0, BEEANERAN. NRIEE 31, BEMK
BR/DEGE, BXOIEEENTERN, EE2N kdump B9FATI (man 7 kdump ).

B8, BUNAZEERNSBIER, Fli, NREEEIMEEELE, IEZTETRLE
B ROVEETIE], el UARA XML, 7% KDUMP_DUMPFORMAT I&E/ compressed 3R
TIMLBEW, crash LAER N EENEEHTTHSEESS,

O ==: 3 Kdump BEEXHHIEXR

3F /etc/sysconfig/kdump XH#HITERG, FEIEIT systemctl restart
kdump.service, &N, BETRESISRAN, XEFRA=EK.

19.10 E%=EE

BRIEZENTEE Kexec #l Kdump FIEREGSIESEHE, B, TEXEGRRFAENE
THRREESESE:

° X Kexec LRHEFMAZE, 1520 kexec BIFAETI (man 8 kexec),

* IBM 7E https://developer.ibm.com/technologies/linux/ # 37 HXI0ETE IBM Z &
REMPEREETAENSGS M,
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https://developer.ibm.com/technologies/linux/

o f&RILUTE https://developer.ibm.com/technologies/linux/ # E£3XEIE % Kexec B9—H&

-
=Bo

* HXE AT SUSE Linux Enterprise Server By Kdump BIEZ4T5, EEMW https://
ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf 2,

o f&O]LATE https://Ise.sourceforge.net/kdump/documentation/ols2005-kdump-
paper.pdf 2 E3RE Kdump REBLEMIBYRENIEER,

BX crash HESHNEXTANESAT, BEAUTHEIER:

* R GDBHIEEM (info gdb)4h, https://sourceware.org/gdb/documentation/ 2 k£
IR T ATHTENRYIERE,

e crash LAEFRHES BN AR, £/ help COMMAND ATE7R command HYEXHL
#EBf,

o REEAFZFTEMN Perl 288, mILAER Alicia KiELiE. ERILUTE https://
alicia.sourceforge.net/ 2 £33 % crash SEEERBIILLETF Perl BYFTIR.

o MNRRIFEHE Python, MNZE Pykdump, LLE4ERIEEBNIEET Python Bl ZSIE i
GDB,

e H Daniel P. Bovet ] Marco Cesati #EH) Understanding the Linux Kernel (ISBN
978-0-596-00565-8) A2 EMEA T Linux RIZRIRERLEE,
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https://developer.ibm.com/technologies/linux/
https://ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf
https://ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf
https://lse.sourceforge.net/kdump/documentation/ols2oo5-kdump-paper.pdf
https://lse.sourceforge.net/kdump/documentation/ols2oo5-kdump-paper.pdf
https://sourceware.org/gdb/documentation/
https://alicia.sourceforge.net/
https://alicia.sourceforge.net/

20 fEH systemd-coredump $tX N BIERF AR
1T

systemd-coredump BIWEHETRZOEE, BTFoMNARERRERA#E, ZOEHEES
HERFELLENNREG, BRINERT, S1ENHE GRTYRAEFNEHIZ) AR,
T ESEZOEEFMETE /var/lib/systemd/coredump XA, HEZOEEIZRE
systemd Hid ($0ErEE, HEIFLH) . EETLLEEER gdb 3% crash FEHMTAK
EREXH GBBME 1987 “9iREHEE" ) o

F6&1E /var/lib/systemd/coredump HBZOEEE=KSIEHMER (GBBR /usr/
lib/tmpfiles.d/systemd.conf #89 d /var/lib/systemd/coredump 17) o
B—MENAREFEZOFEME, MENREIZERIIBIE, XHEMERTREMDBRESHIUR
5%,

20.1 FEMECE

systemd-coredump BRINEBH, WENAHIETT, FRIABRE(ITF /etc/systemd/

coredump.conf H:

[Coredump]
#Storage=external
#Compress=yes
#ProcessSizeMax=2G
#ExternalSizeMax=2G
#JournalSizeMax=767M
#MaxUse=

#KeepFree=

K/NEAIAB. K. M. G. T. PFME, ExternalSizeMax X#F infinity &

UTFRAIZTRIEIER Vim #1TRBRINE, 7F7EREIE—1 segfault REM BIETMZ O
fifio
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312 20.1 : £ VIM SIE 0%

214

2.

3.

5.

1. BA debuginfo-pool #1 debuginfo-update f&=FE

L% vim-debuginfo

Bzh vim testfile HEBAN/LNFEH

. JRBX PID H4& K segfault:

> ps ax | grep vim
2345 pts/3 S+ 0:00 vim testfile

# kill -s SIGSEGV 2345
Vim 2k HEBIRER
Vim: Caught deadly signal SEGV

Vim: Finished.
Segmentation fault (core dumped)

ISR ORAE, ARNEHITRE:

# coredumpctl

TIME PID UID GID SIG PRESENT EXE

Wed 2019-11-12 11:56:47 PST 2345 1000 100 11

# coredumpctl info

PID: 2345 (vim)

UID: O (root)

GID: 0 (root)

Signal: 11 (SEGV)

Timestamp: Wed 2019-11-12 11:58:05 PST
Command Line: vim testfile

Executable: /bin/vim

Control Group: /user.slice/user-1000.slice/session-1.scope

Unit: session-1.scope

Slice: user-1000.slice
Session: 1

Owner UID: 1000 (tux)
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Boot ID: b5c251b86ab34674a2222cef102c0c88

Machine ID: b43c44a64696799b985cafd95dc1b698

Hostname: linux-uoch

Coredump: /var/lib/systemd/coredump/
core.vim.0.b5c251b86ab34674a2222cefl02

Message: Process 2345 (vim) of user O dumped core.

Stack trace of thread 2345:

#0 0x00007f21dd87e2a7 kill (libc.so0.6)

#1 0x000000000050cb35 may core dump (vim)

#2 0x00007f21ddbfec70  restore rt (libpthread.so.0)
#3 0x00007f21dd92ea33  select (libc.s0.6)

#4 0x000000000050b4e3 RealWaitForChar (vim)

#5 0x000000000050b86b mch inchar (vim)

MREHZMLOERE, coredumpctl info £ETRFIAEXLEZOEME, IR
PID. COMM (#8<) 3¢ EXE (AIHMUITXHHRERRR) B0 ME, flin, EEEVImH
FREtZOERE, BERUTHS:

# coredumpctl info /bin/vim
& PID EF R MLDILAE:
# coredumpctl info 2345
REEMZOREHE gdb :
# coredumpctl gdb 2345

PRESENT F|HHESRAEECEFHENZOEME, MNRZFERAT, WRFNEEEEFHENZO
iM%, coredumpctl EMBEICHKRERERES. AILIE /etc/systemd/coredump.conf
FRfEMA Storage ETUEHILLITH:

* Storage=none — EHIZHIERZ O, BREHE. XEHEBTREFVEEER
W ESEME, Hlin, BFET CEBREIERIFEAE) (GDPR) BB,

* Storage=external — Rz \MFAE7E /var/lib/systemd/coredump A

e Storage=journal — L OTEMETE systemd HicH
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BASMZOFEMEAR systemd-coredump BYFTSERI, Ak, FT—XRZzOEENSNABRE
B, MEAEERMNEMRS.

ERMARFKEZOFHERSRFE, TTLUER coredumpctl KA REFEZOEE, UTREIZ
PID ISt E, HREZOFMHET vim. dump .

# coredumpctl -o vim.dump dump 2345

BXTENGSIIENSIR, S man systemd-coredump. man

coredumpctl. man core #1 man coredump.conf,
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21 iEHAETE Y

MFMEIMEMS, ILITENMNEMEENNHRERSIEREXEE, BEMWIRRSZE]
KIMEIS EFERE, Fla, £R (BIBiEm) , % 38&F “FERA NTP EDEE” HFmRB 2
Rz FARIPILEBY Bl (NTP)o

FEHaRdiEY (PTP) Stk AEmlE, B NTP BEfft, PTP XS NNIZAMAF=IE, SUSE
Linux Enterprise Server FRIAZE & X MEZIRHIEFIR R PTP B ¥R HF,

21.1 PTP &7t

PTP BRI FNEREMEREN, NEBNHRRZEIHEN. BREWHS M EIET
MR ETE T (BMC) BiZE#H. RE— MmO HEILIE E BRI UIZ MBS T, H2ERY
IR A EER T (0C)e ABEZ N HMONKRHAIUE— RO ERENH, B —NHEOLAMNM
B, SRS TRFR AN BT 5 (BC)o TR ERSHIRNER 0, BRENHEIS2IKEN
4t (GPS) B, Xt¥, NERIMEEEB S ERESSREY

EHXHFE PTP VEBME . STMEZIIRAM MR OITH2 (NIC) #5<Hr PTP, BEFAR L
TEMLZWERER B AIE PTP B95EH, BAFRAE PTP BIShZ BIRNMBAH B PTP B4 L&
RV,

21.1.1 PTP Linux 3Zfi@

£ SUSE Linux Enterprise Server £, B linuxptp {48124 PTP i, #H zypper
install linuxptp ZEZUHE: HPESHETFNHEILE ptpdl 1 phc2sys 2

Fo ptp4l 557 PTP ARSI ENERTH, WIRBAEMGEE, ptpdl &35 PTP FEHRTH
B B EH. MREARGEE, ERBAANHRAS TR, XRYERRENBKRS
B e R BIMLEHE Ok (NIC) £89 PTP BEFESSHEY, 4 HE phc2sys,
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21.2 fER PTP

21.2.1 RBIXKchiZF ARG 255

PTP ZER{EABIAZMAEIRENTE R STIFER IS BA B R AF AT B LtkSh, NIC Bz IR RE (e
HYBS B, ERILUER ethtool RIUIRENIZRFH NIC BSELTHAE:

> sudo ethtool -T ethO

Time stamping parameters for ethO:

Capabilities:

hardware-transmit (SOF_TIMESTAMPING TX HARDWARE)
software-transmit (SOF_TIMESTAMPING TX SOFTWARE)
hardware-receive (SOF_TIMESTAMPING RX HARDWARE)
software-receive (SOF_TIMESTAMPING RX SOFTWARE)

software-system-clock (SOF TIMESTAMPING SOFTWARE)
hardware-raw-clock (SOF_TIMESTAMPING RAW HARDWARE)
PTP Hardware Clock: 0
Hardware Transmit Timestamp Modes:

off (HWTSTAMP_TX OFF)

on (HWTSTAMP_TX ON)
Hardware Receive Filter Modes:

none (HWTSTAMP_FILTER NONE)

all (HWTSTAMP_FILTER ALL)

MENBREEUTSH

SOF TIMESTAMPING SOFTWARE
SOF_TIMESTAMPING TX SOFTWARE
SOF TIMESTAMPING RX SOFTWARE

EHNEEEU TS
SOF_TIMESTAMPING_RAW_HARDWARE

SOF TIMESTAMPING TX HARDWARE
SOF_TIMESTAMPING RX HARDWARE
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21.2.2 {#F ptpal

ptp4l FUAEREAIE, EFELU root BHER -1 ETHEE BB E
Ho -m 1575 ptpdl FHHEDLYIEERERL, MAZYERRSGNEATIERIA!

> sudo ptp4l -m -i ethO

selected eth® as PTP clock

port 1: INITIALIZING to LISTENING on INITIALIZE
port 0: INITIALIZING to LISTENING on INITIALIZE
port 1: new foreign master 00al52.fffe.0b334d-1
selected best master clock 00al52.fffe.0b334d
port 1: LISTENING to UNCALIBRATED on RS SLAVE

master offset -25937 sO freq +0 path delay 12340
master offset -27887 sO freq +0 path delay 14232
master offset -38802 sO freq +0 path delay 13847
master offset -36205 sl freq +0 path delay 10623

master offset -6975 s2 freq -30575 path delay 10286
port 1: UNCALIBRATED to SLAVE on MASTER CLOCK SELECTED
master offset -4284 s2 freq -30135 path delay 9892
master offset EXRTMSFHNSENHZEINRE (AT AHE) .

s0. sl s2 IERBETRHHERNARIRES: sO0 RREMEB, sl RRBIHITH, s2
RAEBTE. RERGTFEBERS (s2), HEAREXHFHH pi offset const FEIIK
BANE, NHFAsS#, MESEISAE (AXFHEERE, i58M nan 8 ptpdl) .

freq ERTHEHIMRFERE (U+1Z29Z (ppb) NEML) .
path delay ERTMERFLENED HENFTITER (AT NEAD) -
imE 0 R F4sih PTP EIEM Unix BERT. IwH 12 etho O,

tbdn, &4% INITIALIZE. RS SLAVE #1 MASTER CLOCK SELECTED AT, UwMOR
SAETH INITIALIZING. LISTENING. UNCALIBRATED #1 SLAVE ., Him[IASM
UNCALIBRATED &4 SLAVE BY, RAITENIES PTP EBHINEY

SR LAER - S IS AR,
> sudo ptp4l -m -S -i eth3

EE B LUE ptpdl fERIRSSETT:
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> sudo systemctl start ptp4l

A, ptpdl M /etc/sysconfig/ptpdl XHEEREED, BRINERT, LXHE
T ptpd4l M /etc/ptpal.conf EEECE XD, BX ptpdl EDMAE X IKENIFHE
£, 12 man 8 ptp4l,

EkABA ptpal RS, BETUTHS

> sudo systemctl enable ptp4l

BERZRS, BET

> sudo systemctl disable ptp4l

21.2.3 ptpdl BB

ptp4l FAIUMANERNEEXHRIEER R, ATRINKEREMEEXY, EFEEL -f 15
EEEX M

> sudo ptp4l -f /etc/ptp4l.conf

EEXHRNETHD. 2FEED (&I [global] iR AFIGERRIATL. BIEREDHANR
INROED, HthEk SHERROMEX, %Eigﬁl}\iﬁ”ﬁlﬂﬁ_ﬂ T, HOHZMBEEN RO
B — 6150 [etho] o ERIKOAFD A TFERGSITIE

[globall

verbose 1

time stamping software
[ethO]

THIEE X AFR T LA T an <3k
> sudo ptp4l -i eth® -m -S

BXTEN ptpdl ELEIXRIYIER, EE man 8 ptpdl,

21.2.4 FERNE
ptpd U B FMENBIIEIGR: /%5t (P2P) Ui 2l (E2E),
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P2P
LA EER -P 88,
TR B Rt MEIFIR PN E M R, HAIEERINELER, XES M RO
55— MmOk PTPHENNMER A ALt A E. P2P FRIENBFHREEHH
2N

E2E
75 7EER -E 8. WWARINRE,

BEnEES*
757 ER -A 8. Bkl E2E RIUSE) ptpdl, WMRULETHFERIFNR, N
=R P2P 1R,

O == ZpNEsE
B4 PTP @M LR E R s e BRI 7 AR E R BIER, WRTEEF E2E
MUHIRY IR O _ B E T WFERIEK, SNETEEER P2P HHRYR O LURE] Y E2E iER1E

X, NWEFIBES,

21.2.5 PTP BEEFim. pmc

BILUER pmc BFIHIREVE X ptpdl HNEIFHAFEE. pmc MERINS G SITIREERE TR
I ID IEEMIEME. ARBEEENERARNRIZERE, HIIBKBIMNERMES. pmcZ#HFU
T=121E: GET AIleRIEEMNES, SET aJEMIEERES, CMD (8¢ COMMAND) FI4itc
BENSEH

HINERT, EEGSKEMERO LTI, AILUER TARGET i< HE4UHE BiEFIFERBY
RO, MERENEE IDFIXR, 1EIE1T pmc help,

> sudo pmc -u -b O 'GET TIME STATUS NP'
sending: GET TIME STATUS NP
90f2ca.fffe.20d7e9-0 seq © RESPONSE MANAGEMENT TIME STATUS NP
master offset 283
ingress_time 1361569379345936841
cumulativeScaledRateOffset +1.000000000
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scaledLastGmPhaseChange 0

gmTimeBaselIndicator 0

lastGmPhaseChange 0x0000'0000000000000000.0000
gmPresent true

gmIdentity 00b058. feef.0b448a

-b ETHEEFIRIXE S FAR K RE, FILETKERN 0 ZRIAFRREI At ptpdl L
Bl MNP/ ZERERERS, WESLREFAMILHEIRLN PTP TRAHATER. REINIE
BRI RERE!

stepsRemoved
B4R I BT EHYE I T R

offsetFromMaster, master_offset
ZET S E Atz 8] ERIERRE (9F) S

meanPathDelay
MERSAEHEID HERIFIHEER (4HF)

gmPresent
NRA true, NFKR PTP HERD B ERIH; IS RNEEBRE T,

gmldentity
[liySf =t S E L NE =L

BXTEWN pmc dpPITIRIYIR, 15S0 man 8 pmc,

21.3 £ phc2sys [EP B

£ phc2sys FIRRSIIHEIL B+ LR PTP BEHET$h (PHC). RFEI TR AMNIE
B, MR ERBSSNA s, PHCARRS ptpdl AP (BBRE 2127 “#F
PTP” ) o R -s AIRISEEMEEOBEENM. £A -w FiF ptpdl EANFETRS.

> sudo phc2sys -s eth0 -w

PTP R EIFR/E 07 (TAl) B17, MAZRNMWERRIZIIAEFE (UTC)e MRERIEE -w KF
5 ptpdl @, AJLUMER -0 RIEE TAl 5 UTC ZENRE (LIRD &) -
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> sudo phc2sys -s eth® -0 -35
WA LUE phc2sys fERRRSETT:

> sudo systemctl start phc2sys

774, phc2sys M /etc/sysconfig/phc2sys X{iEEE%E

AFAE S, 7S man 8 phc2sys,
EKARBA phc2sys RS, BIETUTHS:

> sudo systemctl enable phc2sys

BERZRS, BET

> sudo systemctl disable phc2sys

21.3.1 REEEIRED

Y PTP EE|EZ EE TEF BER TEM4REEY, ptpdl I phc2sys &

HE SN ERENMERETHIES.
ptpal HHRfl:

ptp4l1[351.358]:
ptp4l[352.361]:
ptp4l[352.361]:
ptp41[353.210]:
ptp4l[357.214]:
ptp4l[357.214]:
ptp4l[359.224]:
ptp4l[360.224]:
ptp4l[361.224]: master offset
ptp4l[361.224]:
ptp4l[362.223]:
ptp4l[363.223]:
[...]

ptpd4l[371.235]:

selected /dev/ptp0 as PTP clock
port 1:
port O:
port 1:

port 1:
master offset 3304 sO freq
3708 sl freq

-3145 s2 freq

master offset

port 1:
master offset -145 s2 freq
master offset 1043 s2 freq

master offset 285 s2 freq

224

UNCALIBRATED to SLAVE on MASTER CLOCK
-30580 path delay
-28436 path delay

INITIALIZING to LISTENING on INITIALIZE
INITIALIZING to LISTENING on INITIALIZE
new foreign master 00a069.eefe.0b442d-1
selected best master clock 00a069.eefe.0b662d
LISTENING to UNCALIBRATED on RS SLAVE

+0 path delay
-28492 path delay
-32637 path delay
SELECTED

-28511 path delay

ISR B[R

I, BX phc2sys %

E,H\H I-":T_l %éﬁ H /...\EFJIJ

9202
9202
9202

9202
8972

9199
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ptp4l[372.235]: master offset -78 s2 freq -28788 path delay 9204
phc2sys HitHnfl:

phc2sys[616.617]: Waiting for ptp4l...

phc2sys[628.628]: phc offset 66341 s0O freq +0 delay 2729
phc2sys[629.628]: phc offset 64668 s1 freq -37690 delay 2726
[...]

phc2sys[646.630]: phc offset -333 s2 freq -37426 delay 2747
phc2sys[646.630]: phc offset 194 s2 freq -36999 delay 2749

ptpd4l BESITEENHEE, AILUER summary interval 8<BRIZIAER, HEMNRKE
RPN 2HINRR. Hla0, EFmEMEREEAEIE 1024 (FF2010) #, BETE—ITH
Z| /etc/ptpdl.conf X

summary interval 10

WRTLAER -u SUMMARY -UPDATES EWRE(E phc2sys f<HIERINE,

21.4 ECERH

ATRET L ptpal BRETRAFl. XERFIFAETENEREXH, MEEXTFE X HFEN
AUREEITIR. FRFE ethX RNIGERRIKFRMKZZEOZT,

f5121.1 : ERAMREFISEAMER S
/etc/sysconfig/ptp4l :

OPTIONS="-f /etc/ptp4l.conf -i ethX”

KD EE /etc/ptpll.conf FHITEMRMER,

5121.2 : EREFITEIRIMERSSH
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”

/etc/sysconfig/phc2sys .
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OPTIONS="-s ethX -w”

KD k&E /etc/ptpsl.conf HITEMER,

fl21.3 : {ERAMEGISERYERSH
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”
/etc/sysconfig/phc2sys:
OPTIONS="-s CLOCK REALTIME -c ethX -w”

/etc/ptp4l.conf:

priorityl 127

f21.4 : fERRAEIEHNERM (—RRFRINER)
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”
/etc/ptp4l.conf:

priorityl 127

21.5 PTPAINTP

NTP #1 PTP BYjE][E TETUHTE, LI MmBTEEY,

21.5.1 NTP Z| PTP YRS

£ chronyd EZAMAZKEIEEY, 71 ptpdl ECENBREE, LUEED PTP MZit
RAE D &BTE, 7E /etc/ptpdl.conf FEE priorityl EI:

[globall
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priorityl 127
[ethO]

SAFIETT ptpal :
> sudo ptp4l -f /etc/ptp4l.conf
EREL4RTERY, FE@D phc2sys R PTP 4B HHEID B R A Fh:

> sudo phc2sys -c eth@ -s CLOCK REALTIME -w

21.5.2 ECE PTP-NTP I

TERERE T PTP BUIRA S B 2 MIME S, WIRAILUERSERFAN PTP B8R ER T, T
THENALUER PTP MBS 1 E NTP BRS 231517, X TBENEERIHESWNEEA, #
BEiARE B EIZEIZIBR TN, X URRENEZPLNEERHNEL,

¥ ptpal 1 phc2sys FEFEEENFERA—IWNEIEORED PTP AL A%, REF
chronyd EEERNERS—ZORE RS E:

bindaddress 192.0.131.47

hwtimestamp ethl
local stratum 1

Q ix&: NTPAIDHCP
BINERT, 4 DHCP FF RS dhclient UKEI NTP RSB ERFIRET, SIGXLERSS
Z{AMENTP ECE. MBALEEIMMITH, BIRE

NETCONFIG NTP POLICY=""

(£ /etc/sysconfig/network/config X&H) o
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A GNU licenses

This appendix contains the GNU Free

Documentation License version 1.2.

GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St,
Fifth Floor, Boston, MA 02110-1301 USA. Everyone is permitted to copy and
distribute verbatim copies of this license document, but changing it is not
allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional
and useful document "free" in the sense of freedom: to assure everyone the
effective freedom to copy and redistribute it, with or without modifying it,
either commercially or non-commercially. Secondarily, this License preserves
for the author and publisher a way to get credit for their work, while not being
considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the
document must themselves be free in the same sense. It complements the GNU
General Public License, which is a copyleft license designed for free software.
We have designed this License to use it for manuals for free software, because
free software needs free documentation: a free program should come with
manuals providing the same freedoms that the software does. But this License is
not limited to software manuals; it can be used for any textual work, regardless
of subject matter or whether it is published as a printed book. We recommend
this License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains
a notice placed by the copyright holder saying it can be distributed under the
terms of this License. Such a notice grants a world-wide, royalty-free license,
unlimited in duration, to use that work under the conditions stated herein. The
"Document", below, refers to any such manual or work. Any member of the
publicis a licensee, and is addressed as "you". You accept the license if you copy,
modify or distribute the work in a way requiring permission under copyright law.
A "Modified Version" of the Document means any work containing the Document
or a portion of it, either copied verbatim, or with modifications and/or translated
into another language.

A "Secondary Section" is a named appendix or a front-matter section of the
Document that deals exclusively with the relationship of the publishers or
authors of the Document to the Document's overall subject (or to related
matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary
Section may not explain any mathematics.) The relationship could be a matter
of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are
designated, as being those of Invariant Sections, in the notice that says that

the Document is released under this License. If a section does not fit the above
definition of Secondary then it is not allowed to be designated as Invariant.

The Document may contain zero Invariant Sections. If the Document does not
identify any Invariant Sections then there are none.
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The "Cover Texts" are certain short passages of text that are listed, as Front-Cover
Texts or Back-Cover Texts, in the notice that says that the Document is released
under this License. A Front-Cover Text may be at most 5 words, and a Back-Cover
Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the general public,
that is suitable for revising the document straightforwardly with generic text
editors or (for images composed of pixels) generic paint programs or (for
drawings) some widely available drawing editor, and that is suitable for input
to text formatters or for automatic translation to a variety of formats suitable
for input to text formatters. A copy made in an otherwise Transparent file
format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image
format is not Transparent if used for any substantial amount of text. A copy that
is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without
markup, Texinfo input format, LaTeX input format, SGML or XML using a publicly
available DTD, and standard-conforming simple HTML, PostScript or PDF
designed for human modification. Examples of transparent image formats
include PNG, XCF and JPG. Opaque formats include proprietary formats that can
be read and edited only by proprietary word processors, SGML or XML for which
the DTD and/or processing tools are not generally available, and the machine-
generated HTML, PostScript or PDF produced by some word processors for
output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such
following pages as are needed to hold, legibly, the material this License requires
to appear in the title page. For works in formats which do not have any title page
as such, "Title Page" means the text near the most prominent appearance of the
work's title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose

title either is precisely XYZ or contains XYZ in parentheses following text that
translates XYZ in another language. (Here XYZ stands for a specific section name
mentioned below, such as "Acknowledgements", "Dedications", "Endorsements",
or "History".) To "Preserve the Title" of such a section when you modify the
Document means that it remains a section "Entitled XYZ" according to this
definition.

The Document may include Warranty Disclaimers next to the notice which

states that this License applies to the Document. These Warranty Disclaimers
are considered to be included by reference in this License, but only as regards
disclaiming warranties: any other implication that these Warranty Disclaimers
may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially
or non-commercially, provided that this License, the copyright notices, and the
license notice saying this License applies to the Document are reproduced in

all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading
or further copying of the copies you make or distribute. However, you may
accept compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may
publicly display copies.
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3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed
covers) of the Document, numbering more than 100, and the Document's

license notice requires Cover Texts, you must enclose the copies in covers that
carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly

and legibly identify you as the publisher of these copies. The front cover must
present the full title with all words of the title equally prominent and visible. You
may add other material on the covers in addition. Copying with changes limited
to the covers, as long as they preserve the title of the Document and satisfy these
conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should
put the first ones listed (as many as fit reasonably) on the actual cover, and
continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more
than 100, you must either include a machine-readable Transparent copy along
with each Opaque copy, or state in or with each Opaque copy a computer-
network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy
of the Document, free of added material. If you use the latter option, you must
take reasonably prudent steps, when you begin distribution of Opaque copies in
quantity, to ensure that this Transparent copy will remain thus accessible at the
stated location until at least one year after the last time you distribute an Opaque
copy (directly or through your agents or retailers) of that edition to the public.
Itis requested, but not required, that you contact the authors of the Document
well before redistributing any large number of copies, to give them a chance to
provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the
conditions of sections 2 and 3 above, provided that you release the Modified
Version under precisely this License, with the Modified Version filling the role

of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things
in the Modified Version:

A. Usein the Title Page (and on the covers, if any) a title distinct from that
of the Document, and from those of previous versions (which should,
if there were any, be listed in the History section of the Document). You
may use the same title as a previous version if the original publisher of
that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified Version,
together with at least five of the principal authors of the Document (all
of its principal authors, if it has fewer than five), unless they release you
from this requirement.

C. State on the Title page the name of the publisher of the Modified
Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to
the other copyright notices.

F. Include,immediately after the copyright notices, a license notice giving
the public permission to use the Modified Version under the terms of
this License, in the form shown in the Addendum below.

G. Preservein that license notice the full lists of Invariant Sections and
required Cover Texts given in the Document's license notice.
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H. Include an unaltered copy of this License.

I. Preserve the section Entitled "History", Preserve its Title, and add to
it an item stating at least the title, year, new authors, and publisher of
the Modified Version as given on the Title Page. If there is no section
Entitled "History" in the Document, create one stating the title, year,
authors, and publisher of the Document as given on its Title Page, then
add an item describing the Modified Version as stated in the previous
sentence.

J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise the
network locations given in the Document for previous versions it was
based on. These may be placed in the "History" section. You may omit
a network location for a work that was published at least four years
before the Document itself, or if the original publisher of the version it
refers to gives permission.

K. Forany section Entitled "Acknowledgements" or "Dedications",
Preserve the Title of the section, and preserve in the section all the
substance and tone of each of the contributor acknowledgements and/
or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in
their text and in their titles. Section numbers or the equivalent are not

considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be
included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to
conflict in title with any Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices

that qualify as Secondary Sections and contain no material copied from the
Document, you may at your option designate some or all of these sections

as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version's license notice. These titles must be distinct from any other
section titles.

You may add a section Entitled "Endorsements", provided it contains nothing
but endorsements of your Modified Version by various parties--for example,
statements of peer review or that the text has been approved by an organization
as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage
of up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the
Modified Version. Only one passage of Front-Cover Text and one of Back-Cover
Text may be added by (or through arrangements made by) any one entity. If the
Document already includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you
may not add another; but you may replace the old one, on explicit permission
from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give
permission to use their names for publicity for or to assert or imply endorsement
of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified versions,
provided that you include in the combination all of the Invariant Sections of all
of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty
Disclaimers.
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The combined work need only contain one copy of this License, and multiple
identical Invariant Sections may be replaced with a single copy. If there are
multiple Invariant Sections with the same name but different contents, make
the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else

a unique number. Make the same adjustment to the section titles in the list of
Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the
various original documents, forming one section Entitled "History"; likewise
combine any sections Entitled "Acknowledgements", and any sections Entitled
"Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this License

in the various documents with a single copy that is included in the collection,
provided that you follow the rules of this License for verbatim copying of each of
the documents in all other respects.

You may extract a single document from such a collection, and distribute it
individually under this License, provided you insert a copy of this License into
the extracted document, and follow this License in all other respects regarding

verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and
independent documents or works, in or on a volume of a storage or distribution
medium, is called an "aggregate" if the copyright resulting from the compilation
is not used to limit the legal rights of the compilation's users beyond what

the individual works permit. When the Document is included in an aggregate,
this License does not apply to the other works in the aggregate which are not
themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the
Document, then if the Document is less than one half of the entire aggregate,
the Document's Cover Texts may be placed on covers that bracket the Document
within the aggregate, or the electronic equivalent of covers if the Document is in
electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute
translations of the Document under the terms of section 4. Replacing Invariant
Sections with translations requires special permission from their copyright
holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include

a translation of this License, and all the license notices in the Document, and
any Warranty Disclaimers, provided that you also include the original English
version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this
License or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications",

or "History", the requirement (section 4) to Preserve its Title (section 1) will
typically require changing the actual title.
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9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as
expressly provided for under this License. Any other attempt to copy, modify,
sublicense or distribute the Document is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long

as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU
Free Documentation License from time to time. Such new versions will be similar
in spirit to the present version, but may differ in detail to address new problems
or concerns. See https://www.gnu.org/copyleft/ 2.

Each version of the License is given a distinguishing version number. If the
Document specifies that a particular numbered version of this License "or any
later version" applies to it, you have the option of following the terms and
conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does
not specify a version number of this License, you may choose any version ever
published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace
the “with..Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of
the three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend
releasing these examples in parallel under your choice of free software license,
such as the GNU General Public License, to permit their use in free software.
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