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—\\ —\\

> command -Xx -y

output line 1

output line 2

output line 3 is annoyingly long, so long that \
we need to break it

output line 4

[...]

output line 98

output line 99

HINREFHBAEERT, UWERSRARSHELARERF. ERUEFMIIFHREREH<H
BEEER. KEMHSEANRGISH - -help, EZEWATERAIEESHMNEETIR.
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2.1.1 vmstat

vmstat FIIREER XHIE. WTFE. /0. Rl CPUBKIER:

vmstat [options] [delay [count]]
MREAEEERMITHENERTABLTIE, E8ERE LRESISLCRNTINE, IR
SEFERERE (UMREA) AR, ERETRATEREE (UTRAPIFRT) BE. it

B8R vmstat WHITHVEFTRER. MRTEELE, LTAZ—HIzTT, BFIRFRFIFHRE
1k,

fll 2.1 : {RHFITEN L vmstat A

> vmstat 2

procs ----------- memory---------- --- swap-- ----- io---- -system-- ------ cpu-----
r b swpd free buff cache si SO bi bo in cs us sy id wa st
1 0 44264 81520 424 935736 0 0 12 25 27 34 1 0098 0
0

0 0 44264 81552 424 935736 0 0 0 © 38 25 0 0 100 0O
0

0 0 44264 81520 424 935732 0 0 0 © 23 15 0 0 100 0O
0

0 0 44264 81520 424 935732 0 0 0 O 36 24 0 0 100 0
0

0 0 44264 81552 424 935732 0 0 0 © 51 38 0 0 100 O
0

f512.2 . ERHEHTEN (CPURER) EAvmstat igih

> vmstat 2
procs ----------- memory----------- --- swap-- ----- io---- -system-- -----
Cpu------
r b swpd free buff cache si o) bi bo in Ccs us sy id wa
st
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32 1 26236 459640 110240 6312648 0 0 9944 2 4552 6597 95 5 0 0
23 1 26236 396728 110336 6136224 0 0 9588 0 4468 6273 94 6 0 O
35 0 26236 554920 110508 6166508 0 0 7684 27992 4474 4700 95 5 0 0
28 0 26236 518184 110516 6039996 0 0 10830 4 4446 4670 94 6 0 O

21 5 26236 716468 110684 6074872 0 0 8734 20534 4512 4061 96 4 0O O
BE—. +A s ’,—
O) 77 BHENE—T
vmstat HiHAE—1THRA BB ERES I RLERFIYE,

BIEBTRUTER:

ERATFRAIBITRSHERZR, XEHIZIETEHRIT, NEEFHFEIAEN CPU M, MRIL
FIRRHIZS RS S TAIA CPU BB, AlaERT CPU BHRE.

b
ERIEESFFRR CPU LUMETRRIHIER, WMRILTIFHEFIRA, AJgERRHEINT 1/0 7]
R (MBI HER) o

swpd
HEIfERNRRTB)E (KB),

free
FEFAHAEFEE (KB)o

inact
RITARFEANELEININRNGE., NHESFERSE -a EiNER) BH vmstat B, 15074
Al e

active

REBFERNEERBER TASBIRIRGF. NHEESERESH -a (BINER) BB
vmstat BY, 5B,
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buff
RAM REEXHRFTIIEN XU EHNXERE (KB), &5FERASE -a HH vmstat BY,
il N1 U

HBIRETE
RAM FEIE LR HFABTNIER (KB), LEFERASE -a A vmstat BY, 1EYIARA]
1

si/so

FYMIRTEFEE] RAM (si) BEM RAM BB RIS (8] (so) BIEKHEE (KB)o 3R so &
ERK—EREIRERIRAK, BJReRRNAREFETHEAE, HEMENRFEERT,
9NR si EERK—ERBIEIAERIRK, AJRERRERKEBRAGTIFERSHINBER
ERE TEEIRS. SR si M so ERERK—RNERERA, WIERFERRET,
HARERTRETRAPLREES RAM, BNEEEBHNAFTUBTHTIES,

bi
SYMRIGEWEIRIREL (F190, HEIRE) . RS MmLItLERIE, RANMR
BEXHRSGMSE, BRILUER stat TRAERRAE. NRSESHSHIE, WeEER
iostat,

bo
SHEBGEREMRE (I, HEBAN) » it mitdt EREE,

in
ST, MRILERAK, TIEERT /0 &3 (MEM/HEE) KRe, BHEAER
HFEMERAL TR, fi0, HEiiEshfdk 7 A2 E kT, ESHEIEE /
proc/interrupts LURS| TR,

cs
SWIETIRAE. XREAZBEARAER— M EZFRHNEHRITABERANS—ZFNEHRITAR
P H R SR,

us
WITN FBRZRAIEE CPU BEE 7tk

sy

MITRZAEBRY CPU AE B 7L,
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CPU =Y EI B Dtb. MNRILETRK—ENEIRNEANET, RTAER CPU EE#HARTL
Bo XAR—ERTEFERA — BINEE r M b JIFHERBECHHENESAEER
By CPU &7,

wa
R “‘wa” BEFAANE, REBFEEFEFI/OMRKRTELE, RHMENT AR,
a0, BEREREASXEMES SO AR IREBEEEFER. I, ErIERTEFE
BRI (NEHER) . &E, XURKRTHEEHNRAENRNEFEER (BBRE 165
“WARNEEERFRE ) .

st
MEEHAAIB AR CPU BY{E] B 43 Ebo

BXEZIED, 20 vmstat - -helpo

2.1.2 dstat

dstat AJLLEXAX vmstat. iostat. netstat 3 ifstat T H. dstat LRETREXRS
RRAER. BIE0, ErI4ERE IDE ITHISSM ML REERE, NESHETTE (U
MHFEIAVERR) bW E .

RIAMERT, HALEERES FRIENRER, HE, ATUER CSV (EERERTRET
A& o

dstat LA Python 85, mJLUEBIT G RIGREINEE,

TEE—MRIEE:

dstat [-afv] [OPTIONS..] [DELAY [COUNT]]

FRrE RIS AR ot , MRKIEEEMEE, dstat BEREXCPU (-c. --cpu) .
Wi (-d. --disk) « W& (-n. --net) « 90 (-g. --page) , UNRFZFEFIFE
TR (-y. --sys) HSRITHEEE, EXLAKIEMESIRIF—XEL:

# dstat
You did not select any stats, using -cdngy by default.
----total-cpu-usage---- -dsk/total- -net/total- ---paging-- --- system- -

usr sys idl wai hiq siq| read writ| recv send| in out | int csw
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O 0100 © O 0| 15k 44k| 0 0| © 82B| 148 194

© 0100 0 0 0 0 0 |5430B 170B| 0 0 | 163 187
© 0100 0 0 0 0 0 |6363B 842B| 0 0 | 196 185
-a. --all

ZF -cdngy (BRIAE)

-fo --full
¥E-C. -D. -I. -NF0-S RMFIF

-V, --vmstat
Z%TF -pmgdsc. -D total

DELAY
FREHBIGERIEL

COUNT
FIRHZBIE B REYEHTAER

BINEIR A 1, iHECARIEE (ERED o
BEXFMER, BN dstat WFEMBIREMWDRT (WA http://dag.wieers.com/home-
made/dstat/ @) ,

2.1.3 ARZESNEE: sar

sar AILVEX FILFFREEERGUERINEMIRSE, HPEHE CPU. W77 IRQ BE. 1/0M
M, EERFLASERTERIRS. sar as<M /proc XHRFUELIE,

Q iE: sysstat e
sar M2 sysstat MU EH—EB. IEEMA YaST 5% zypper in sysstat aid &
ZHH 8, sysstat.service FRINBER FTAZEDR, HAFERAUTHLSREEHE

e

> sudo systemctl enable --now sysstat
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2.1.3.1 fEF sar £RIkE

BRREMRSE, FAMA sar HisEER 7)) Mitdk. BEMXHERIRS, BEAED -f

EEXHR, MABREERRNITE. MRKEEXHR. ERMITE, sar KZEiHM /var/

log/sa/saDD RS, HF DD RREHKR, XE sadc (REUEDIEIEWNEERS) BHEEUES
FREINMIE, ERIEAZ - EHERZS X

sar 2 10 # real time report, 10 times every 2 seconds
sar -f ~/reports/sar 2014 07 17 # queries file sar 2014 07 17

sar # queries file from today in /var/log/sa/

cd /var/log/sa && \

sar -f sa@l -f sa02 # queries files /var/log/sa/0[12]

THEHRHETERY sar FARTHIREER. BX8YSXIFHAER, BZN sar Bman
(1)o

Q EE: IRSBIELAIH sysstat RS
Y sysstat [RSBELLE (Flg0, EESISHAVRIE) , ZIEANMSELBEMET /
usr/lib64/sa/sal -S ALL 1 1@&G<WERE—DHNSIT. WENTHEIHIER
A1 R YUER SR,

2.1.3.1.1 CPU FERBZERE: sar

MRAESEREMETUAA sar, E2ETAEX CPU EARMESKS. EZAERITEN
£, WLEFE CPURER, EREH -P ALL ERIEE R CPU IRIHERE.

# sar 10 5
Linux 6.4.0-150700.38-default (jupiter) 03/11/2024 ~x86 64
(2 CPU)

17:51:29 CPU suser %nice  %system  S%iowait %steal %idle
17:51:39 all 57,93 0,00 9,58 1,01 0,00 31,47
17:51:49 all 32,71 0,00 3,79 0,05 0,00 63,45
17:51:59 all 47,23 0,00 3,66 0,00 0,00 49,11
17:52:09 all 53,33 0,00 4,88 0,05 0,00 41,74
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17:52:19 all 56,98 0,00 5,65 0,10 0,00 37,27
Average: all 49,62 0,00 5,51 0,24 0,00 44,62

%iowait Bk CPU EEF 1/0 15K F =R B B9 L. MR ILEERK—ERFEIR
HEATE, WERRI/0 RS (WBHEER) EFEMAT. MR %idle EERK—EENIERNE AN
T, RREW CPU EE#HATLIE,

2.1.3.1.2 REFEERFRS: sar-r
BRER - r £ AZRTE (RAM) B R KB 7R,

# sar -r 10 5
Linux 6.4.0-150700.38-default (jupiter) 03/11/2024 ~x86 64 (2 CPU)

17:55:27 kbmemfree kbmemused %memused kbbuffers kbcached kbcommit %commit kbactive kbinact kbdirty

17:55:37 104232 1834624 94.62 20 627340 2677656 66.24 802052 828024 1744
17:55:47 98584 1840272 94.92 20 624536 2693936 66.65 808872 826932 2012
17:55:57 87088 1851768 95.51 20 605288 2706392 66.95 827260 821304 1588
17:56:07 86268 1852588 95.55 20 599240 2739224 67.77 829764 820888 3036
17:56:17 104260 1834596 94.62 20 599864 2730688 67.56 811284 821584 3164
Average: 96086 1842770 95.04 20 611254 2709579 67.03 815846 823746 2309

kbcommit 1 %ocommit IR RHRI TEAH AT RERENRARNEFE (RAM MIZIR=E]) AYE
ME. kbcommit BRI KB ABMAIEIEF, Y%commit MEREDLE.

2.1.3.1.3 S nsitiRsE: sar-B

fERIEIN - B A] BRI TIRTHEURE.

# sar -B 10 5
Linux 6.4.0-150700.38-default (jupiter) 03/11/2024 ~x86 64 (2 CPU)

18:23:01 pgpgin/s pgpgout/s fault/s majflt/s pgfree/s pgscank/s pgscand/s pgsteal/s Svmeff
18:23:11 366.80 11.60 542.50 1.10 4354.80 0.00 0.00 0.00 0.00

18:23:21 0.00 333.30 1522.40 0.00 18132.40 0.00 0.00 0.00 0.00
18:23:31 47.20 127.40 1048.30 0.10 11887.30 0.00 0.00 0.00 0.00
18:23:41 46.40 2.50 336.10 0.10 7945.00 0.00 0.00 0.00 0.00
18:23:51 0.00 583.70 2037.20 0.00 17731.90 0.00 0.00 0.00 0.00
Average: 92.08 211.70 1097.30 0.26 12010.28 0.00 0.00 0.00 0.00

majflt/s (BMEKREIRH) JIEREMERMBIARENTIE. HFIRAIERXHFIHRHEIRS
B, BNHIITFZERBIREIEEN, HW, ENARERF SRR oS HIMXMIER. 0
RENBREFNENESIINSBHIEAEIR, AERTERNEAR, LEHERNEERITA
SMNEEIE (pgscand/s) B,
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Yovmeff FIRRIAWAYDIER (pgscand/s), B FMERFEFHARIRER (pgsteal/s) PEERE
FARITIE, IHERTNETIEWRAINER, [EREERL 100 (EEESEAEMRENENEER
) 30 CGREMEMDR) . ZEFREE 30 LT

@ AR XFIA Linux Wz %vmeff Ef8iE 100% BVIBRS
S UL
Y %vmeff (BT 100% BY, RAERFEWLIES, RENEULTIE (pgsteal) BFH
BOIEL (pgscank)e X—MRAFETH, EAFEEEBERT, AZEKRITIERLEE
HFHERID1¥K,
EIMA Linux Az (5.x REAERRZAS) R, AFEEMERESEH A N EES
Yovmeff FEREINAFRRIEMI AT SRR, XLEEREHE: BEaRlsaEZEIRn
B E. UEANEREANTFEE. SINEREIWAE], ARG NUMA RAIFME
F cgroup IREFEIEN=F. WEXEHOIESH sar ETRIRE pgsteal M pgscank
fetn, BUERLERTHEI %vmeff BB 100% MK,
AR %ovmeff it 100%, BEAREREENERERET. BN BE U TAR I TAF
HgaE: U51% pgpgin/s M pgpgout/s THES DUEDN, Ma¥E majflt/s M fault/s T HRERDT
&5, UKUEYE /proc/meminfo FBIRTFERIFE (W0 Actives Inactives Dirty #l
Writeback) o Lt4h, RO ERIEFSNARERRMEE I/0 EXKEKDHT, LURAEE
AP REVA RS ([

2.1.3.1.4 RgFSRIHRSE: sar-d

fERIED -d AJRRIRIGE (BB, SRR, USB FHEIRESE) . 1B LERMIINED -
p (EXTEN) , & DEVFIEHifR,

# sar -d -p 10 5

Linux 6.4.0-150700.38-default (jupiter) 03/11/2024 ~Xx86 64 (2 CPU)
18:46:09 DEV tps rd sec/s wr sec/s avgrq-sz avgqu-sz await svctm sutil
18:46:19 sda 1.70 33.60 0.00 19.76 0.00 0.47 0.47 0.08
18:46:19 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18:46:19 DEV  tps rd sec/s wr sec/s avgrq-sz avgqu-sz await svctm Sutil
18:46:29 sda 8.60 114.40 518.10 73.55 0.06 7.12 0.93 0.80
18:46:29 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
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18:46:29 DEV  tps rd _sec/s wr_sec/s avgrq-sz avgqu-sz await svctm Sutil

18:46:39 sda 40.50 3800.80 454.90 105.08 0.36 8.86 0.69 2.80
18:46:39 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18:46:39 DEV  tps rd sec/s wr_sec/s avgrq-sz avgqu-sz await svctm Sutil
18:46:49 sda 1.40 0.00 204.90 146.36 0.00 0.29 0.29 0.04
18:46:49 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18:46:49 DEV  tps rd sec/s wr_sec/s avgrq-sz avgqu-sz await svctm Sutil
18:46:59 sda 3.30 0.00 503.80 152.67 0.03 8.12 1.70 0.56
18:46:59 sr0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
Average: DEV  tps rd sec/s wr sec/s avgrq-sz avgqu-sz await svctm Ssutil
Average: sda 11.10 789.76 336.34 101.45 0.09 8.07 0.77 0.86
Average: sr@ 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

LUERFRERAERRY tps. rd_sec/s # wr_sec/s B Average {Ho, N8R svctm A %util FIFHE—E
K, BIBERT /0 FRAZMM,

MBIHBENFERZ MR, WRFRUREAFNEFR. SRENEZEIIESH /0. H
ZRIGFHAREEEZRE. I, NIRESNFHEEZ, BEEEEFETENERS R,
ZEEHEIMENERERAZ D,

2.1.3.1.5 MEHiHRE: sar-n KEYWORD

EIN -n AJiLIEERZHRERXIRS. 5 -n —EREUTXBFZ—!
e DEV: £RFIBENKRIZERIFIHRS

EDEV: 4ERPIEMBIRENEIRFITIRS

NFS: 4£R% NFS B IRHIAITHRS

NFSD: 45k NFS RS 2BRIGTITIRS

SOCK: £ EXERFHNSIHRS

° ALL: ERFIEMESITHRE

2.1.3.2 A sar £iE

sar IREXMTFAFP FKIFENHAB S5, M kSar XF Java N AIEFEEE sar F3ERIIL,
EREMNER. EEEXRATLULER PDF #IRE ., kSar AIiES S0 it 4 B BOEIE U K S I BE1E
##B. kSar @it BSD FAIIERIN, BIM https://sourceforge.net/projects/ksar/ 2 3REX,
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22 RGMER

22.1 KEFHHES: iostat

BRI RFIGENE, BEA Llostat, It TEEMMIRS BT EEZEIRANYIEBHE (6
BT T,

EFF iostat, IFLRERME sysstate

F—17 iostat IREETRBEIIBRFKLRBENSTITER, BEIRENIRE E—DIREZEW

B ial,

> iostat

Linux 6.4.0-150700.38-default (jupiter) 03/11/2024 X86_64
(4 CPU)

avg-cpu: %suser  %nice %system %iowait %steal %idle
17.68 4.49 4.24 0.29 0.00 73.31

Device: tps kB read/s kB wrtn/s kB read kB wrtn
sdb 2.02 36.74 45.73 3544894 4412392
sda 1.05 5.12 13.47 493753 1300276
sdc 0.02 0.14 0.00 13641 37

XM AR iostat A EHETHERESTHAAT, EF=BERER, BLIEAH
iostat -x LRV BIRE Al AEFHRZ LR RIE, FIa0, 7 EIRSPIIMEEE XTI
SR ERFNEINER. NRER -z AXHRTNRIGSE, o] UERERTGLEE,
7f iostat BUF AT (man 1 iostat) FRILIIEIEREENTIFREAIE Xo

SRR LS E MRS E NV BfRISITIS B8 &, Hldl, ER=MEREAEE sda EREDIR
=, BEMA:

> iostat -p sda 3 5

BERFENLRSE (NFS) ML, AR FOIRm M EMRRER:

* nfsiostat-sysstat B FERHE sysstat o

* nfsiostat BEMIFI4E nfs-client H,
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Q EE: AERFZEDMEA iostat
iostat L EHERSE R nvme list-subsys FIHMFIAEIEHIEE, ZRIANER
T, iostat =HISIEFAE&E I/0 HHRILE. B iostat BRFABIESE, BFERAUT

ANA .
<.

> 1lostat -p ALL

2.2.2 RIEIFESHNISIT: mpstat

SCRTER mpstat RES AT ALERFEN, MRENRZNE—TLER, FRE2ET
BEITHERE.

HTRSHNTESNS iostat ss<HEE. WA mpstat 2 5 SUIRIIEFREYIZFAELIERER
RS,

# mpstat 2 5
Linux 6.4.0-150700.38-default (jupiter) 03/11/2024 ~x86_64 (2 CPU)

13:51:10 CPU  Susr %nice 9%sys %iowait %irq %soft %steal %guest %gnice %idle
13:51:12 all 8,27 0,00 0,50 0,00 0,00 0,00 0,00 0,00 0,00 91,23
13:51:14 all 46,62 0,00 3,01 0,00 0,00 0,25 0,00 0,00 0,00 50,13
13:51:16 all 54,71 0,00 3,82 0,00 0,00 0,51 0,00 0,00 0,00 40,97
13:51:18 all 78,77 0,00 5,12 0,00 0,00 0,77 0,00 0,00 0,00 15,35
13:51:20 all 51,65 0,00 4,30 0,00 0,00 0,51 0,00 0,00 0,00 43,54
Average: all 47,85 0,00 3,34 0,00 0,00 0,40 0,00 0,00 0,00 48,41

M mpstat #IEFEILUIEE:

* %usr 5 %sys Ztbo BI40, tb{E 10:1 RRITEAHEEREITNAREFAE, DITER
NiZENAER. tHE 110 RrTEREEEERNZSEREIRG], ESZEHMEARZ.
5E, MENRAEFAAENZSEREIRG, UKEE R UEBXMER.

o MEERFRBSARENBRT, BEME—&D CPUJLFH=E2ER. VERR
CPU AIgeR R LIRS EARHITH, EREREMEERNHTEN LRITAIEERF,
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2.2.3 IEEINEKIGIT: turbostat

turbostat 2/~ AMD64/Intel 64 &b IRSZIHVSNEK, TaF. REME S, T EBEBLURMHIRT
BT ﬂﬂ%ﬁﬁﬁ%’l‘ﬁ’v‘ﬂﬁﬁ BIRESSHTE, BHSERNEETRAITEE. NERER
WIE1T, EERAMNSER—REHRNSAITEIE. F/H turbostat EEMEHAZIER msr,

a

> sudo turbostat find /etc -type d -exec true {} \;
0.546880 sec
CPU Avg MHz  Busy% Bzy MHz TSC MHz
- 416  28.43 1465 3215
631 37.29 1691 3215
416 27.14 1534 3215
270  24.30 1113 3215
406  26.57 1530 3214
505 32.46 1556 3214
270  22.79 1184 3214

u A W N R O

HmH AT RES R CPU £AIMS. Ef?ﬁf%ﬂ%ﬁ%@%ﬁﬂi*ﬁ, 15EH - -debug £, BXE
Zap LITIEIN LA R FE& 15 BHRV AR R i man 8 turbostat.

224 EHEE: pidstat

NREFETEREESHERAEMNGE, BER pidstat <. HSRFNETMEE
ESRER, HYIE Linux RIZEEBNFBESEN (NRKEEES) . BEAJLUSEE

ETRRIRESR, UNKEENIERR.

g0, pidstat -Cfirefox 23 RFBaSBIMEEFRE “firefox” HESBRAESITEIRE,

SRAVRIIE=MIRE

# pidstat -C firefox 2 3

Linux 6.4.0-150700.38-default (jupiter) 03/11/2024 ~x86 64
(2 CPU)

14:09:11 uIb PID susr %ssystem S%quest %CPU  CPU Command

14:09:13 1000 387 22,77 0,99 0,00 23,76 1 firefox

14:09:13 uID PID %susr %ssystem S%guest %CPU  CPU Command
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14:09:15 1000 387 46,50 3,00 0,00 49,50 1 firefox

14:09:15 uiD PID %Susr %system %guest %CPU CPU Command
14:09:17 1000 387 60,50 7,00 0,00 67,50 1 firefox
Average: uiD PID %Susr %ssystem %guest %CPU CPU Command
Average: 1000 387 43,19 3,65 0,00 46,84 - firefox

Kith, FILAfEA pidstat -d KITEESERERITSLD 1/00 ESERITXE /0 HESLAT
HRERRTS, LUIRESEHAIAEhTiEEk.

2.2.5 RAZIFFELEHX: dmesg

Linux AEFTEZEAXPRERLEHS. BEEEXEHE, BHRAG< dnesg -T,

RIBEHRIZRTE systemd HigH, BXHIZHFARER, EEN (BiEER) ,%21E
“journalctl: Fif systemd Hig” »

2.2.6 FIARXMHEFRIFIR: Lsof

EEFNEFHZ D PID FHRTARREXHRTIR, BER -p. FlW, BEFZA] shell
ERMFTEXF, BRI

# lsof -p $$%

COMMAND PID USER FD  TYPE DEVICE SIZE/OFF NODE NAME
bash 8842 root cwd DIR 0,32 222 6772 /root
bash 8842 root rtd DIR 0,32 166 256 /

bash 8842 root txt REG 0,32 656584 31066 /bin/bash
bash 8842 root mem REG 0,32 1978832 22993 /1ib64/1libc-2.19.so0

[...]
bash 8842 root 2u CHR 136,2 0to 5 /dev/pts/2
bash 8842 root 255u CHR 136,2 0to 5 /dev/pts/2

ERTHHINTZE $$, ERNERINTHIHEEE ID.
5 -1 5 EAN, Lsof BRRFIH LRI AR BB 4!

# lsof -i
COMMAND PID USER FD  TYPE DEVICE SIZE/OFF NODE NAME
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wickedd-d 917 root 8u IPv4 16627 0t0@ UDP *:bootpc

wickedd-d 918 root 8u IPv6 20752 0t0 UDP [fe80::5054:ff:fe72:5ead]:dhcpv6-client

sshd 3152 root 3u IPv4 18618 0t® TCP *:ssh (LISTEN)

sshd 3152 root 4u IPv6 18620 0t® TCP *:ssh (LISTEN)

master 4746 root 13u IPv4 20588 0t0 TCP localhost:smtp (LISTEN)

master 4746 root 14u 1IPv6 20589 0t0 TCP localhost:smtp (LISTEN)

sshd 8837 root 5u  IPv4 293709 0t0 TCP jupiter.suse.de:ssh->venus.suse.de:33619 (ESTABLISHED)
sshd 8837 root 9u IPv6 294830 0t®@ TCP localhost:x11 (LISTEN)

sshd 8837 root 10u IPv4 294831 0t0 TCP localhost:x11 (LISTEN)

udevadm monitor

2.2.7 REM udev BHEFEY|EEE:

udevadm monitor ilFN#Z uevent LA udev N & HEL, HEEEMNSEREI
(DEVPATH) IR 214G, HiEHE USB ICIZIERSEIM—RYISEG:

S

AR S udev B

B 23F root AFIEITIETT udevadm 5 < 14535 udev H4,

UEVENT[1138806687] add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2
UEVENT[1138806687] add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2
UEVENT[1138806687] add@/class/scsi host/host4

UEVENT[1138806687] add@/class/usb device/usbdev4.10

UDEV [1138806687] add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2

UDEV [1138806687] add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2
UDEV [1138806687] add@/class/scsi host/host4

UDEV [1138806687] add@/class/usb device/usbdev4.10

UEVENT[1138806692] add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

UEVENT[1138806692]
UEVENT[1138806692]
UEVENT[1138806692]
UDEV [1138806693]
UDEV [1138806693]
UDEV [1138806693]
UDEV [1138806693]
UEVENT[1138806694]
UDEV [1138806694]
UEVENT[1138806694]
UEVENT[1138806697]

20

add@/block/sdb
add@/class/scsi _generic/sgl
add@/class/scsi device/4:0:0:0

add@/devices/pci0000:00/0000:00:1d.7/usb4/4-2/4-2.2/4-2.2

add@/class/scsi_generic/sgl
add@/class/scsi device/4:0:0:0
add@/block/sdb
add@/block/sdb/sdbl
add@/block/sdb/sdbl
mount@/block/sdb/sdbl
umount@/block/sdb/sdbl

AZA udev EHFFIEERS:
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2.3 iz

2.3.1 #HiZ[EAEF: ipcs

#% ipes SR MAIEAE AN IPC ARMFIR:

------ Message Queues

msqid

owner perms used-bytes

—————— Shared Memory Segments --------

key

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

------ Semaphore Arrays

key
0xal2e0919

shmid
65536
98305
884738
786435
12058628
917509
12353542
12451847
11567114
10911763
11665429
11698198
11730967

semid
32768

owner perms bytes
tux 600 524288
tux 600 4194304
root 600 524288
tux 600 4194304
tux 600 524288
root 600 524288
tux 600 196608
tux 600 524288
root 600 262144
tux 600 2097152
root 600 2336768
root 600 196608
root 600 524288

owner perms nsems

tux

2.3.2 2GR ps
B ps ERHRNTIR, BEASHSEN—EFEHAS. BEMps --help KNHEA
B), HESMFHIVRELHAREE.
EIIHFTE IR AFAIH S

21
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78S, 1EFER ps axu:

messages

nattch

2
2
2
2
2
2
2
2
1
2
2
2
2

status
dest
dest
dest
dest
dest
dest
dest
dest
dest
dest
dest
dest
dest
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> ps axu

USER PID %CPU SMEM VSsz RSS TTY STAT START  TIME COMMAND

root 1 0.0 0.3 34376 4608 ? Ss  Jul24 0:02 /usr/lib/systemd/systemd

root 2 0.0 0.0 0 07 S Jul24 0:00 [kthreadd]

root 3 0.0 0.0 0 07 S Jul24  0:00 [ksoftirqd/0]

root 5 0.0 0.0 0 07 S< Jul24 0:00 [kworker/0:0H]

root 6 0.0 0.0 0 07 S Jul24 0:00 [kworker/u2:0]

root 7 0.0 0.0 0 07 S Jul24 0:00 [migration/0]

loaol

tux 12583 0.0 0.1 185980 2720 ? St 10:12  0:00 /usr/lib/gvfs/gvfs-mtp-volume-monitor
tux 12587 0.0 0.1 198132 3044 ? St 10:12  0:00 /usr/lib/gvfs/gvfs-gphoto2-volume-monitor
tux 12591 0.0 0.1 181940 2700 ? St 10:12 0:00 /usr/lib/gvfs/gvfs-goa-volume-monitor
tux 12594 8.1 10.6 1418216 163564 ? SUL  10:12 0:03 /usr/bin/gnome-shell

tux 12600 0.0 0.3 393448 5972 ? St 10:12  0:00 /usr/lib/gnome-settings-daemon-3.0/gsd-
printer

tux 12625 0.0 0.6 227776 10112 ? St 10:12 0:00 /usr/lib/gnome-control-center-search-
provider

tux 12626 0.5 1.5 890972 23540 ? SU 10:12 0:00 /usr/bin/nautilus --no-default-window

[...]

ENBER L sshd #IZIETIETT, 1HRIED -p 565< pidof —&EER, XRVIHLTEH
*EE N i&%EDE IDo

> ps -p $(pidof sshd)

PID TTY STAT TIME COMMAND
1545 ? Ss 0:00 /usr/sbin/sshd -D
4608 ? Ss 0:00 sshd: root@pts/0

B LRIER B IREHZTIRIBRIN %I L REIFFIEXBFRITIR. WAL T LA ERFR
BHEEANFERERFRITIR:

> ps ax --format pid,rss,cmd --sort rss
PID RSS CMD
PID RSS CMD
[kthreadd]
[ksoftirqd/0]
[kworker/0:0]
[kworker/0:0H]
[kworker/u2:0]
[migration/0]
[rcu_bh]

0 N OO U A W N
©O © © © © o ©

[...]
12518 22996 /usr/lib/gnome-settings-daemon-3.0/gnome-settings-daemon
12626 23540 /usr/bin/nautilus --no-default-window
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12305 32188 /usr/bin/Xorg :0 -background none -verbose
12594 164900 /usr/bin/gnome-shell

BR8N ps AR

ps aux--sort COLUMN
¥ COLUMN X4mth i THER. 159 COLUMN 7

pmem (RTYIEREFLLE)
pcpu (FRiw CPU EbER)
rss (RAEHEX), BIRZIRHYIEANTRE)

ps axo pid,%cpu,rss,vsz,args,wchan

ERET#HE. HPID. CPURE. AEX/ (BEMEMN) « RMERERZFER.

ps axfo pid,args

BREHIER,

2.3.3 #HFEN: pstree
i< pstree £RMIKHIZYR:

> pstree

systemd- - -accounts-daemon- - - {gdbus}

I | -{gmain}
| -at-spi-bus-laun---dbus-daemon
[ | -{dconf worker}
I | -{gdbus}
I | -{gmain}
| -at-spi2-registr---{gdbus}
| -cron

| -2*[dbus-daemon]
| -dbus-launch

| -dconf-service---{gdbus}

I | -{gmain}

| -gconfd-2

| -gdm- - -gdm-simple-slav---Xorg
I

[ | -gdm-session-wor---gnome-session---gnome-setti+
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[ [ [ | | -gnome-shell+
++
[ | -{dconf work+
I | -{gdbus}
I | -{gmain}
I
I

-{gdbus}
-{gmain}
-{gdbus}
-{gmain}

S8 -p F#Hi2 ID AIMEBILERRIT. BiLSBTHRERLR, BER -a S

2.3.4 #HIZFR: top

@< top ( “table of processes” (##EXR) MRNEE) SET—MHEFIR, &IIREH
MR —R. BELEZER, B o # S8 -n 1EER—RHEFIREFILIZIE
F. TERZ top -n 1@< HIRfliEL:

> top -n 1

Tasks: 128 total, 1 running, 127 sleeping, 0 stopped, 0 zombie
%Cpu(s): 2.4 us, 1.2 sy, 0.0 ni, 96.3 id, 0.1 wa, 0.0 hi, 0.0 si, 0.0 st

KiB Mem: 1535508 total, 699948 used, 835560 free, 880 buffers
KiB Swap: 1541116 total, 0 used, 1541116 free. 377000 cached Mem
PID USER PR NI VIRT RES SHR S %CPU S%MEM TIME+ COMMAND

1 root 20 0 116292 4660 2028 S 0.000 0.303 0:04.45 systemd
2 root 20 0 0 0S 0.000 0.000 0:00.00 kthreadd
3 root 20 0 0 0 S 0.000 0.000 0:00.07 ksoftirqd+
5 root 0 -20 0 0 0S 0.000 0.000 0:00.00 kworker/0+
6 root 20 0 0 0 0S 0.000 0.000 0:00.00 kworker/u+
7 root rt 0 0 0 0S 0.000 0.000 0:00.00 migration+
8 root 20 0 0 0 0 S 0.000 0.000 0:00.00 rcu_bh
9 root 20 0 0 0 0S 0.000 0.000 0:00.24 rcu_sched
10 root rt o 0 0 0S 0.000 0.000 0:00.01 watchdog/0
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11 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 khelper

12 root 20 0O 0 0 0S 0.000 0.000 0:00.00 kdevtmpfs

13 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 netns

14 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 writeback

15 root 0 -20 0 0 0S 0.000 0.000 0:00.00 kintegrit+
16 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 bioset

17 root 0 -20 0 0 0SS 0.000 0.000 0:00.00 crypto

18 root 0 -20 0 0 0 S 0.000 0.000 0:00.00 kblockd

AINMBERT, WHRZ CPURE (5 %CPU, REHZRA shift —p ) HiF, EAUTAHSHE
BB FER

shift - M . FEIFATE (RES)
shift - N : #7Z ID (PID)
shift - T : BY|E] (TIME+)

BEEREMEMFERETHRF, B F AMNIRPER—FR, BUMHEFIRF, %R

Shift —R

28 -U UID Risiz 5B ERP XEB#HIE, 58 UID AR /IAF ID. £ top -U
$(id -u) ERHATAFRUHIZ

2.3.5 |IBMZBEREEEFEITES: hyptop

hyptop i&d debugfs FHAZEMZMRKIRMH IBM Z BREEEZEFFENDELNTE, ©
EATF z/VM 5 LPAR BREIETERF. 30, ©ulLURIETIBEEE, /a0 LPAR 8 z/VM
Guest By CPU 5NTEEIEE, TIRMEMT top e SHET curses WHAF @, hyptop i2fH
mIEA:

e sys_list: FIHHEIBAEEREER ETEITHRSA

° sys: BIFMAMIBIR—NRSA

TR ER BRI (FAA) THEA - b EMEMIEN TIE1T hyptop, EXREERT, /B5h
hyptop /&, BIL% 7 FREXEEN.
LPAR B9 sys_list B4 :

12:30:48 | CPU-T: IFL(18) CP(3) UN(3) ?=help
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system #cpu cpu  mgm Cpu+ Mgm+ online
(str) (#) (%) (%) (hm)  (hm) (dhm)

HO5LP30 10 461.14 10.18 1547:41 8:15 11:05:59
HO5LP33 4 133.73 7.57 220:53 6:12 11:05:54
HO5LP50 4 099.26 0.01 146:24 0:12 10:04:24
HO5LPO2 1 99.09 0.00 269:57 0:00 11:05:58
TRX2CFA 1 2.14 0.03 3:24 0:04 11:06:01
HO5LP13 6 1.36 0.34 4:23 0:54 11:05:56
TRX1 19 1.22 0.14 13:57 0:22 11:06:01
TRX2 20 1.16 0.11 26:05 0:25 11:06:00
HO5LP55 2 0.60 0.00 0:22 0:00 11:05:52
HO5LP56 3 0.00 0.00 0:00 0:00 11:05:52

413 823.39 23.86 3159:57 38:08 11:06:01

zZ/NM THY “sys_list” @O

12:32:21 | CPU-T: UN(16) ?=help
system  #cpu cpu Cpu+ online memuse memmax wcur
(str) (#) (%) (hm) (dhm) (GiB) (GiB) (#)
T6360004 6 100.31 959:47 53:05:20 1.56 2.00 100
T6360005 2 0.44 1:11 3:02:26 0.42 0.50 100
T6360014 2 0.27 0:45 10:18:41 0.54 0.75 100
DTCVSW1 1 0.00 0:00 53:16:42 0.01 0.063 100
T6360002 6 0.00 166:26 40:19:18 1.87 2.00 100
OPERATOR 1 0.00 0:00 53:16:42 0.00 0.03 100
T6360008 2 0.00 0:37 30:22:55 0.32 0.75 100
T6360003 6 0.00 3700:57 53:03:09 4.00 4.00 100
NSLCF1 1 0.00 0:02 53:16:41 0.03 0.25 500
EREP 1 0.00 0:00 53:16:42 0.00 0.03 100
PERFSVM 1 0.00 0:53 2:21:12 0.04 0.06 0
TCPIP 1 0.00 0:01 53:16:42 0.01 0.12 3000
DATAMOVE 1 0.00 0:05 53:16:42 0.00 0.03 100
DIRMAINT 1 0.00 0:04 53:16:42 0.01 0.03 100
DTCVSW2 1 0.00 0:00 53:16:42 0.01 0.063 100
RACFVM 1 0.00 0:00 53:16:42 0.01 0.02 100
75 101.57 5239:47 53:16:42 15.46 22.50 3000
LPAR T8 sys B 4 :
14:08:41 | HO5LP30 | CPU-T: IFL(18) CP(3) UN(3) ? = help

26 IBM Z iBR B IBAZRE IS1528 . hyptop | SLES 15 SP7



cpuid  type cpu mgm visual.

(#) (str) (%) (%) (vis)

0 IFL 96.91 1.96 |########HHH#HHHAHHHHHHHHHHHHAHHHHHHHHHHAHH Y |
1 IFL 81.82 1.46 |#H#H#H#H#HH#H#H#HHHHHAHAHHHHHHHHHHHHHHHAAA A |
2 IFL 88.00 2.43 |###HHHHHHHHHHHHHHAAHHHHHH SRR |
3 IFL 92.27 1.29 |#HHHHHHHHHH AR [
4 IFL 83.32 1.05 |######H#HHHHHHHAHHHHHHHHHH |
5 IFL 92.46 2.59 |###H#HHHHHHHHHHHHHHAHHHHHHHHH R R |
6 IFL ©0.00 0.00 | |
7 IFL ©0.00 0.00 | |
8 IFL ©0.00 0.00 | |
9 IFL ©0.00 0.00 | |

534.79 10.78

z/VM TH sys % :

15:46:57 | T6360003 | CPU-T: UN(16) ? = help

cpuid cpu visual

(#) (%) (vis)

0 548 .72 | ##HHHHH A AR |

548.72

2.3.6 T=z1/0 5#528. iotop

iotop EAREFIZHAEHLAIZET I/0 ERABRRK.

Q i&E: wiotop
FINKRRE iotop, BHFEEL root B4R zypper in iotop Fah&ETE,

iotop ERFAFHEEMHZEEMNE NN /0 FEMNT, EXRERZHETRNNURE
£ 1/0 BIFRERIBEINNE DL, MTFEMERE, MIEBRI/0 Rk C/4AF) o Lo, T2%E
SRETRER R RAFHAENRENA B NRYE 1/0 T3

o fER « M - BAESHF.
o fEA R BAREHFIF,
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o £ o REEERRFIEHENLZE GUAME) 5XETIIT /0 RHEMLAZZ B
o (LETHREEMTFTES 1T LA - -only, )

o £ p RAEETRLEE FUAIE) SERHEZETMR. (LLIIEEEMT - -
only, )

o FA A BUEERHFII/0FR BIAME) 582/8 iotop BEILIRMRIT I/0 21E
WEziE, (LEIhEERMTF - -accumulated, )

o £ 1 EAIENENMEENER MHEHNLENMRL LR,
° & o BRIR iotop.
° IREHEMBESEBIRIE.
TEEY find #l emacs EEETATE< iotop --only BRGIEH

# iotop --only
Total DISK READ: 50.61 K/s | Total DISK WRITE: 11.68 K/s

TID PRIO USER DISK READ DISK WRITE SWAPIN I0> COMMAND
3416 be/4 tux 50.61 K/s 0.00 B/s 0.00 % 4.05 % find /

275 be/3 root 0.00 B/s 3.89 K/s 0.00 % 2.34 % [jbd2/sda2-8]
5055 be/4 tux 0.00 B/s 3.89 K/s 0.00 % 0.04 % emacs

BRI A7EHUES (-b) TER iotop, HREHEEMEXGHHPUMBEI . BXFTTEAIED
&, BESIFAM (man 8 iotop).

2.3.7 BBOHENZRIEMTS: nice # renice

P\]ff’;&ﬁgﬂhﬂﬁ nice k5 (BMAFIRMETER) REWLHEZERTEN CPU BYEILLEMHIZE

HIEH “nice” KRS, ©HAM CPU BERkz E#iZm . nice KIIHEEM
-20 (H-1EE “nice” £&a) %19, HEREERH root AFI&E,
LIETIFENERKBESFERKE CPU BYEINVIERNEI X BELHIZN, ARZRAALASEE
. e, ERNHITHMESHRSA LmFAZE, FIIEHEN “nice” KIESTHRER
fthES (90 Web BRSS28) RIEESIMIERK,

TRARHEFRSHH nice YN B HRIHIRMTL:

> nice
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0

i&1T nice COMMAND ¥4 E e SHIH AT nice 285N 10, fEF nice -n LEVEL COMMAND B]
LI EHEXT F Lk = IR ko
EENIEEETRHIZMRIRMS S, 15EA renice PRIORITY -p PROCESS 1D, flg0:

> renice +5 3266

BESERFRENEHENZERMESR, EERED -u USER, %M -g
PROCESS GROUP ID RJEFigEHIZHNZTIRMITRK,

2.4 NE

241 RIFA=: free

L FERF free AJ#E RAM AIRIETEIHE. BEREXAIBRAFENEEEAEMARRIRXE
FFEHAER:
> free
total used free shared buffers cached
Mem: 32900500 32703448 197052 0 255668 5787364
-/+ buffers/cache: 26660416 6240084
Swap: 2046972 304680 1742292

ﬁlﬁi 'b\ = k\ 'm\ 'g ﬁj\%ULX?:E-\ KB\ MB E‘Z GB ﬁ%{ﬁﬁﬂ__\iﬁﬂjo %?& 'S delay Eﬁ{%i
TARRSEDELAY PRI, B0, free -s 1.5 5 1.5 WEMRERRS,

242 REERIFIE: /proc/meminfo

1Lt free, {£M /proc/meminfo AILGRENE XNFERIBERNEIFAEE. EKfrl, free
AKFEAIXEHh—EHENLIE, TEEE 64 IAF LW TRMHEY. BTREEESRNTR,
£ 2 RS ENRHEERRE:

MemTotal: 1942636 kB
MemFree: 1294352 kB
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MemAvailable: 1458744 kB
Buffers: 876 kB
Cached: 278476 kB
SwapCached: 0 kB
Active: 368328 kB
Inactive: 199368 kB
Active(anon): 288968 kB
Inactive(anon): 10568 kB
Active(file): 79360 kB
Inactive(file): 188800 kB
Unevictable: 80 kB
Mlocked: 80 kB
SwapTotal: 2103292 kB
SwapFree: 2103292 kB
Dirty: 44 kB
Writeback: 0 kB
AnonPages: 288592 kB
Mapped: 70444 kB
Shmem: 11192 kB
Slab: 40916 kB
SReclaimable: 17712 kB
SUnreclaim: 23204 kB
KernelStack: 2000 kB
PageTables: 10996 kB
NFS Unstable: 0 kB
Bounce: 0 kB
WritebackTmp: 0 kB
CommitLimit: 3074608 kB
Committed AS: 1407208 kB
VmallocTotal: 34359738367
VmallocUsed: 145996 kB
VmallocChunk: 34359588844
HardwareCorrupted: 0 kB
AnonHugePages: 86016 kB
HugePages Total: 0

HugePages Free: 0

HugePages Rsvd: 0

HugePages Surp: 0

30
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Hugepagesize: 2048 kB
DirectMap4k: 79744 kB
DirectMap2M: 2017280 kB

XLETAYE AT
MemTotal
RAM B £,

MemFree
KEAR RAM £,

MemAuvailable
ERENBER TR TR BREFNTITNES,

Buffers
RAM FRE & X G RFA BN XX E AKX ETZ,

Cached
RAM FRTIEE, XFAEEEPXEEMZIRERE, BEIE Shmem BT

SwapCached
RHAEFRITIE .

Active. Active(anon). Active(file)
RIEERNAE, BRIFVELAHIEK, BUARKEU, Active & Active(anon) 5

Active(file) ZF0,
e Active(anon) REFRIRZIHFHNAE, XEIEETRAMEZNERME, UKRTEREAN
BT EHIRIEENE AT,
e Active(file) IREREMN 4 RAZIFNHNTF.
Inactive. Inactive(anon). Inactive(file)
ERERERENAE, BES=mTEU. Inactive & Inactive(anon) 5 Inactive(file)
2,
e Inactive(anon) BRERRIRZIFHFHNAE, XBIEETZRNHZNERMET, UKRTEMREAN
BT EFIRIEENE AN I
e Inactive(file) RREFEMXHRAZIFHNANZ,
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Unevictable
TEEWHAEEZ (a0, BAFER Mlocked s¢FE{E RAM HEER) o

Mlocked
B mlock RAARRMZIFNANGFEEZ, mlock AIFHEENX BB EEINANFIRETEYIE
RAM BYBENER9Y. B2, mlock RIRIESEIXFHE (Lo

SwapTotal

= E &,

SwapFree
RMEANIRTIEIE,

Dirty
HTESEMERSFEENEENANEFE ERTE&EFETE) . HEEEAIEEETE
REHNARERFHAIZBHREY, FRERHIEE NELEERELEAEMNE, M
BiSiH, AIfEMA sysctl B8 vm.dirty ratiosfvm.dirty bytes FiZH|AJEER
EHEIEERNRHIRESE (BXEZAT, BEBHRE 16157 “5E7 ) .

Writeback
HEIEES \NEENRES,

Mapped
£/ mmap AL FAFEBERNNE,

Shmem
EHRAZ B HEEZERNNTE, 530 IPC ##E. tmpfs HIBEMHEEZNERZNEF.

Slab
AR EBEIELE IR TZE DB

SReclaimable
AElUkH Slab B8453, HIi0%7F (inode. dentry &) .

SUnreclaim

REEIAY Slab 2553

KernelStack
NAER (BERAIAR) FRNAZTEIAREE,
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PageTables
TRATHREHEENTTRNAFE.

NFS_Unstable
BREDIRSEES, BHERERS TR NFS 5T,

Bounce

BIG &M EEE P X FRNNE,

WritebackTmp
I&BY B Bl H X B FUSE ERINATE.

CommitLimit
RIESEFEAXRKERBLRFANAEE. NEBRATEENIEFERAITE, 74 =0RH
I PR I,

Committed_AS
Y TERHERFBER TEENAFEEE (RAM =T E) EIME,

VmallocTotal
DECHIRZEI L= B £,

VmallocUsed
BfEANAZENIETEE,

VmallocChunk
A] FHRZ RN =5 (B B R R IES3R,

HardwareCorrupted
EHRENNEFEE ((XHEH ECC RAM BIARTHNE])

AnonHugePages
S EIAF TREITRNER R, XENRERE T NEKRIBER TSRS A NHED
FoRY, ELEEMERAEBRKDT (THP).

HugePages_Total
£ SHM HUGETLB #1 MAP_HUGETLB fEABTISDECADIER, SHEIRYE /proc/sys/vm/
nr_hugepages FRIE Xi&T hugetlbfs XHRFAFERITADEEATIE.
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HugePages_Free
B AT,

HugePages_Rsvd
BRRBIA DI,
HugePages_Surp
#8iH HugePages_Total BYRTFAADI%R ( “E8&ID1” ) , 7 /proc/sys/vm/

nr overcommit hugepages 7 Xo

Hugepagesize
RIIHK/N — 72 AMD64/Intel 64 £, ERIAEJT 2048 KB,

DirectMap4k &
MAEIEEAEARN (RHIFH 4kB) HNIIHRZRES,

243 HIZNTFHE: smaps

M top 5 ps FinET AT EHTIMHEEREHIBEMNAEE. NREEZHIIBEE,
BIERAMN% 2.6.14 5|\ smaps FE %, ZTFRHA(LTF /proc/PID/smaps R, =8

7~ ID A PID AR SRMERNT #MEAEFIIH. EsXSHEZERENETRARE, FLE
AUEEHEERANAEEZ, HPFAEESHMHERXZENAGT. BXFEAER, 5501/
usr/src/linux/Documentation/filesystems/proc.txt (BEREINHE kernel-
source) o

REY smaps SFEERSHNAHE. BEitt, FENEEHMITEHRITIEE, MEREBTSIZERE
HAZR XA

244 numaTOP

numaTOP @iEATF NUMA (FE—EMRFIAR) REN— 1T E, ZT A NUMA ZEH
SEES A, BIEEBHIRSI NUMA B AY IS RERR M,

—f&M S, numaTOP AJiLIEEIE DAz 2N FAIR] (RMA) 22, AstA7EIA(R] (LMA) 2E#0
RMA/LMA LbER, KiRFIFIHAEMUERE (B, AMRNEAES5ZERFREZLEARE) AHE
FMLEIE,
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PowerPC LAKLAF Intel Xeon 20 I22857#F numaTOP: 5500 &%, 6500/7500 &%, 5600 %

Fll. E7-x8xx RFIFD E5-16xx/24xx/26xx/46xx B 5,

numaTOP B ARG EFEETIRM, ErJLUEE sudo zypper in numatop ai$ &% T
Z B8 numaTOP, FIETT numatop fi<¥. BRI TH#% numaTOP ThaEM A, BEFEH

man numatop <,

INRMEHTERT I, ENIZTOERENMESUE T EARERERMN,

2.5.1 BARNEIZER: ip

ip RAFRENEHIMEZEONBATR, FAUERAERRREEEXAFMEIZONER
SFitEdE. i, EORTERD, HERAET ZVHEIR. ZEHEHPR
MRARLESERTAMMSEIEIT ip, ESETHERL. BEFILAEMEEO, FRA ip
addr show (BEBGHI ip a) - ip addr show up NFIHIEEEITHMSKZIEO, ip -s
link show DEVICE {XFIHIEEEOANFAITEIE:

# ip -s link show br0
6: br@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc noqueue state UP mode
DEFAULT
link/ether 00:19:d1:72:d4:30 brd ff:ff:ff:ff:ff:ff

RX: bytes packets errors dropped overrun mcast

6346104756 9265517 0 10860 0 0
TX: bytes packets errors dropped carrier collsns
3996204683 3655523 0 0 0 0

ip BRILLERIZED (Link). BBAXK (route) HEE - BXAT, 55 man 8 ip.

# ip route
default via 192.168.2.1 dev ethl
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192.168.2.0/24 dev eth® proto kernel scope link src 192.168.2.100
192.168.2.0/24 dev ethl proto kernel scope link src 192.168.2.101
192.168.2.0/24 dev eth2 proto kernel scope link src 192.168.2.102

# ip link
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN mode DEFAULT group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP mode DEFAULT group default glen
1000
link/ether 52:54:00:44:30:51 brd ff:ff:ff:ff:ff:ff
3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gqdisc pfifo fast state UP mode DEFAULT group default qlen
1000
link/ether 52:54:00:a3:cl:fb brd ff:ff:ff:ff:ff:ff
4: eth2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gqdisc pfifo fast state UP mode DEFAULT group default qglen
1000
link/ether 52:54:00:32:a4:09 brd ff:ff:ff:ff:ff:ff

2.5.2 ERHAENIMEAEZ. nethogs

AERLEERT (B, IRNERERATEIE) , FEEAZIARKLAERKESIAEHE
N ERF. nethogs TETFiZit ES top RN, FIERTFFIEMREXHAEIENNELRE:

PID USER PROGRAM DEV ~ SENT  RECEIVED

27145 root zypper eth@ 5.719 391.749 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30015 0.102 2.326 KB/sec
26635 tux /usr/1ib64/firefox/firefox ethd 0.026 0.026 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30045 0.000 0.021 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30045 0.000 0.018 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30015 0.000 0.018 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30045 0.000 0.017 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30045 0.000 0.017 KB/sec
? root ..0:113:80c0:8080:10:160:0:100:30045 0.069 0.000 KB/sec
? root unknown TCP 0.000 0.000 KB/sec
TOTAL 5.916 394.192 KB/sec

5 top —#, nethogs XIFXERHS:

M EETRER (kb/s. kb. b. mb) ZiE{EIF
R : 3R RECEIVED HEE
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2.5.3 LUKMFET: ethtool

ethtool I AR M ERUKXMIEENE T AH. AIABERT, ERFIBIEEIRFNIFIR
B,

# ethtool etho
Settings for eth0:

Supported ports: [ TP ]

Supported link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Supports auto-negotiation: Yes

Advertised link modes: 1O0baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Advertised pause frame use: No

[...]

Link detected: yes

TRERTHRATFEIREREESR ethtool 3ET:

# 2.1 ethtool WEifERTIR

ethtool option EFENUTES

-a BIEEHIER

-C HETEHER

-g <dAXf4> Rx/Tx (¥l/fEH) HFSHER

-i KEXRVREhIZF (S 2
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ethtool option EiFgEHNUTES

-S NIC MIREhiZF 45 RE RISt it EKdE

2.5.4 BTRMEZIRE: ss

ss SHTFEBEEREFHITHIENTE, /Bt netstat . EF|HEIEE, EEARE
S ss:

# ss

Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port

u str ESTAB 0 0 * 14082 * 14083
u str ESTAB 0 0 * 18582 * 18583
u str ESTAB 0 0 * 19449 * 19450
u str ESTAB 0 0 @/tmp/dbus-gmUUwXABPV 18784 * 18783
u str ESTAB 0 0 /var/run/dbus/system bus socket 19383 * 19382
u str ESTAB 0 0 @/tmp/dbus-gmUUwXABPV 18617 * 18616
u str ESTAB 0 0 @/tmp/dbus-58TPPDv8qv 19352 * 19351
u str ESTAB 0 0 * 17658 * 17657
u str ESTAB 0 0 * 17693 * 17694

[..]

BRRUNIFOFEREHD, FERUTHS:

# ss -1

Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port
nl UNCONN 0 0 rtnl:4195117 *
nl UNCONN 0 0 rtnl:wickedd-auto4/811 £
nl UNCONN 0 0 rtnl:wickedd-dhcp4/813 &
nl UNCONN 0 0 rtnl:4195121 *
nl UNCONN 0 0 rtnl:4195115 s
nl UNCONN 0 0 rtnl:wickedd-dhcp6/814 *
nl UNCONN 0 0 rtnl:kernel kS
nl UNCONN 0 0 rtnl:wickedd/817 *
nl UNCONN 0 0 rtnl:4195118 %
nl UNCONN 0 0 rtnl:nscd/706 3
nl UNCONN 4352 0 tcpdiag:ss/2381 &
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[...]
BTRWEERN, SALEEEETRNERFRE, 190 TCP (-1) 8 UDP (-u), -p EWAIE
TEZRFFIBERFH PID MR,
THIFIEH T FRE TCP EEME AR LEEENIERF, -a RIMaHERETAEERIERE (ff
FMIAEMIR) o -p kWA B RERFFIBERR PID M2,

# ss -t -a -p
State Recv-Q Send-Q Local Address:Port Peer Address:Port

LISTEN 0 128 *:ssh *:*  uysers:(("sshd",1551,3))
LISTEN 0 100 127.0.0.1:smtp *:*%  ysers:(("master",1704,13))
ESTAB 0 132 10.120.65.198:ssh 10.120.4.150:55715 users:(("sshd",2103,5))
LISTEN 0 128 :::ssh i::% users:(("sshd",1551,4))
LISTEN 0 100 r:l:smtp ik users:(("master",1704,14))

2.6 /proc XH&R%G

/proc XFRGZR—IMIX MRS, ERXHRET, ARUENXXANEAREERESR.
flan, fERL < 2R CPU AR

> cat /proc/cpuinfo

processor 1 0

vendor_id : Genuinelntel
cpu family HING)

model : 30

model name : Intel(R) Core(TM) i5 CPU 750 @ 2.67GHz
stepping : 5

microcode : Ox6

cpu MHz : 1197.000
cache size : 8192 KB
physical id 1 0

siblings 1 4

core id : 0

Cpu cores 1 4

apicid 1 0

initial apicid : ©

fpu 1 yes

fpu exception 1 yes

cpuid level ;11
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wp 1 yes
flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov
pat pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx rdtscp

Im constant tsc arch perfmon pebs bts rep good nopl xtopology nonstop tsc
aperfmperf pni dtes64 monitor ds cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm
sse4 1 ssed4 2 popcnt lahf 1m ida dtherm tpr _shadow vnmi flexpriority ept vpid
bogomips : 5333.85

clflush size : 64

cache alignment : 64

address sizes : 36 bits physical, 48 bits virtual

power management:

loaal

“;” iﬂEfF-. ]Eﬁéﬂ1yﬁjﬁgéﬁiﬁzluﬂ
A LUETT x86info RIKENA X AMD64/Intel 64 (AR5 E M EEAYFMAER,

A TFya< &R D ECHIER

> cat /proc/interrupts

CPUO CPU1 CPU2 CPU3
121 0 0 0 I0-APIC-edge timer
0 0 0 1 IO0-APIC-edge rtco
0 0 0 © I0-APIC-fasteoi  acpi
16: 0 11933 0 0 I0-APIC-fasteoi  ehci hcd:+
18: 0 0 0 0 IO-APIC-fasteoi 1801 smbus
19: 0 117978 0 0 I0-APIC-fasteoi ata piix,+
22: 0 0 3275185 0 IO-APIC-fasteoi  enp5sl
23: 417927 0 0 0 I0-APIC-fasteoi  ehci hcd:+
40: 2727916 0 0 0 HPET MSI-edge hpet2
41: 0 2749134 0 © HPET MSI-edge hpet3
42: 0 0 2759148 0 HPET MSI-edge hpet4
43: 0 0 0 2678206 HPET MSI-edge hpet5
45: 0 0 0 0 PCI-MSI-edge aerdrv, P+
46: 0 0 0 © PCI-MSI-edge PCIe PME,+
47 : 0 0 0 0 PCI-MSI-edge PCIe PME,+
48: 0 0 0 0 PCI-MSI-edge PCIe PME,+
49: 0 0 0 387 PCI-MSI-edge snd hda i+
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50: 933117 0 0 0 PCI-MSI-edge nvidia

NMI : 2102 2023 2031 1920 Non-maskable interrupts
LOC: 92 71 57 41 Local timer interrupts
SPU: 0 0 0 © Spurious interrupts

PMI: 2102 2023 2031 1920  Performance monitoring int+
IWI: 47331 45725 52464 46775 IRQ work interrupts

RTR: 2 0 0 0 APIC ICR read retries
RES: 472911 396463 339792 323820  Rescheduling interrupts
CAL: 48389 47345 54113 50478  Function call interrupts
TLB: 28410 26804 24389 26157 TLB shootdowns

TRM: 0 0 0 0 Thermal event interrupts
THR: 0 0 0 ® Threshold APIC interrupts
MCE: 0 0 0 0 Machine check exceptions
MCP: 40 40 40 40 Machine check polls

ERR:

MIS:

maps XA EERHIT ARt S B

> cat /proc/self/maps

08048000-0804c000 r-xp 00000000 03:03 17753 /bin/cat

0804c000-0804d000 rw-p 00004000 03:03 17753 /bin/cat

0804d000-0806e000 rw-p 0804d000O 00:00 0 [heap]

b7d27000-b7d52000 r--p 00000000 03:03 11867 /usr/lib/locale/en GB.utf8/
b7d5a000-b7e32000 r--p 00000000 03:03 11868 /usr/lib/locale/en GB.utf8/
b7e32000-b7e33000 rw-p b7e32000 00:00 0

b7e33000-b7f45000 r-xp 00000000 03:03 8837 /lib/libc-2.3.6.s0
b7f45000-b7f46000 r--p 00112000 03:03 8837 /lib/libc-2.3.6.50
b7f46000-b7f48000 rw-p 00113000 03:03 8837 /lib/libc-2.3.6.50
b7f48000-b7f4c000 rw-p b7f48000 00:00 0

b7f52000-b7f53000 r--p 00000000 03:03 11842 /usr/lib/locale/en GB.utf8/
[...]

b7f5b000-b7f61000 r--s 0000CEEO 03:03 9109 /usr/lib/gconv/gconv-module
b7f61000-b7f62000 r--p 00000000 03:03 9720 /usr/lib/locale/en GB.utf8/
b7f62000-b7f76000 r-xp 00000000 03:03 8828 /lib/1d-2.3.6.s0
b7f76000-b7f78000 rw-p 00013000 03:03 8828 /lib/1d-2.3.6.s0
bfd61000-bfd76000 rw-p bfd61000 00:00 0 [stack]

ffffe000-fffff0OO ---p 00000000 00:00 0 [vdso]

LM /proc XFRFIRMAEFAER. —EEENXHRERBTNT:
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/proc/devices
AR
/proc/modules
INERIARIZIRIR
/proc/cmdline
NiZE 21T
/proc/meminfo

BXRXAFERIFHAES

/proc/config.gz
HanE THRZE gzip E4EEREXH

[proc/PID/
/proc/NNN B Rt 7 HanzsTHENEE, H NNN HEXHIZEHEE ID (PID).
FNHIZERATLATE /proc/sel f/ R EIE B 5 /45T,

XA /usr/src/linux/Documentation/filesystems/proc.txt FIRETESZER
(REWHE kernel -source FaRMHIESIH) S

2.6.1 procinfo

¥ procinfo AJLUCE /proc XERLHRMEEER.:

> procinfo
Linux 3.11.10-17-desktop (geeko@buildhost) (gcc 4.8.1 20130909) #1 4CPU
[jupiter.example.com]

Memory: Total Used Free Shared Buffers Cached
Mem: 8181908 8000632 181276 0 85472 2850872
Swap: 10481660 1576 10480084

Bootup: Mon Jul 28 09:54:13 2014 Load average: 1.61 0.85 0.74 2/904 25949

user : 1:54:41.84 12.7% page in : 2107312 disk 1: 52212r
20199w
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nice : 0:00:00.46 0.0% page out: 1714461 disk 2: 19387r
10928w

system: 0:25:38.00 2.8% page act: 466673 disk 3: 548r
10w

IOwait: 0:04:16.45 .4% page dea: 272297

hw irq: 0:00:00.42 .0% page flt: 105754526

sw irq: 0:01:26.48 1% swap in : 0

idle : 12:14:43.65 81.5% swap out: 394

guest : 0:02:18.59 0.2%

uptime: 3:45:22.24 context : 99809844

irq ©O: 121 timer irq 41: 3238224 hpet3

irqg 8: 1 rtco irq 42: 3251898 hpet4

irq 9: 0 acpi irq 43: 3156368 hpet5

irq 16: 14589 ehci hcd:usbl irq 45: 0 aerdrv, PCIe PME

irq 18: 0 1801 smbus irq 46: 0 PCIe PME, pciehp

irq 19: 124861 ata piix, ata piix, f irq 47: 0 PCIe PME, pciehp

irq 22: 3742817 enp5sl irq 48: 0 PCIe PME, pciehp

irq 23: 479248 ehci hcd:usb2 irq 49: 387 snd _hda intel

irq 40: 3216894 hpet?2 irg 50: 1088673 nvidia

EEEFREEER, 5ERAESH -a. 2 -nNSRNVEF—XEE. EXMERT, TR
0 BELEER.

KINBRTETRERE, FASH -d BERESRE, procinfo -dn5 ER&II 5 ARAEXRH
&:

2.6.2 ARFITHIZSE:. /proc/sys/

RFAIEHSHABTFESITIMEN Linux BB, BI1IF /proc/sys/ H, AI{EH
sysctl e REFMER. EFILHFAESE, 15517 sysctl -a, AJLUERA sysctl
PARAMETER NAME FllHgaNE%K,

SMHANNE, BIERA sysctl CATEGORY @ FIHEN B RIABREHYIL, TEYIEHT
REENEG, EERRENEE kernel-source A BEFRENE Z 72N B RISHE,

sysctl dev (/proc/sys/dev/)
HERENER.

43 R HIBE: /proc/sys/ | SLES 15 SP7



sysctl fs(/proc/sys/fs/)
FERANXGaR. EaMEtERXEFRANSE. EXFHAEE, 1550 /usr/src/

linux/Documentation/sysctl/fs.txt,

sysctl kernel (/proc/sys/kernel/)
BEXASRERR. AAHZEARAENMHMAZBEXSHNER. BXIFAER, EESL/

usr/src/linux/Documentation/sysctl/kernel. txt

sysctl net (/proc/sys/net/)
BEXNFH—ENESHNERE (FEN ipvd/ FER) . BXAT, 1550 /usr/

src/linux/Documentation/sysctl/net.txt

sysctl vm(/proc/sys/vm/)
LR FRFNISEXEMAT. JBNERFNEEEX. BXHAT, S /usr/src/

linux/Documentation/sysctl/vm. txt

ENENERUIISIENSE, BEADS sysctl -w PARAMETER=VALUE, EKABHIFEIN
RE, BT /etc/sysctl.conf HFIN PARAMETER=VALUE 17,

2.7 BHEER

2.7.1 PCIZIR: lspci

Q xE: piE PCIERE,
REZHIRERAFE root AP N BER T X1 EA PCI ECEBYIARIARIR,

% Lspci 5t PCI FIR:

# lspci

00:00.0 Host bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE \
DRAM Controller/Host-Hub Interface (rev 01)

00:01.0 PCI bridge: Intel Corporation 82845G/GL[Brookdale-G]/GE/PE \
Host-to-AGP Bridge (rev 01)
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00:1d.0 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #1 (rev 01)

00:1d.1 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #2 (rev 01)

00:1d.2 USB Controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) USB UHCI Controller #3 (rev 01)

00:1d.7 USB Controller: Intel Corporation 82801DB/DBM \
(ICH4/ICH4-M) USB2 EHCI Controller (rev 01)

00:1e.0 PCI bridge: Intel Corporation 82801 PCI Bridge (rev 81)

00:1f.0 ISA bridge: Intel Corporation 82801DB/DBL (ICH4/ICH4-L) \
LPC Interface Bridge (rev 01)

00:1f.1 IDE interface: Intel Corporation 82801DB (ICH4) IDE \
Controller (rev 01)

00:1f.3 SMBus: Intel Corporation 82801DB/DBL/DBM (ICH4/ICH4-L/ICH4-M) \
SMBus Controller (rev 01)

00:1f.5 Multimedia audio controller: Intel Corporation 82801DB/DBL/DBM \
(ICH4/ICH4-L/ICH4-M) AC'97 Audio Controller (rev 01)

01:00.0 VGA compatible controller: Matrox Graphics, Inc. G400/G450 (rev 85)

02:08.0 Ethernet controller: Intel Corporation 82801DB PR0/100 VE (LOM) \
Ethernet Controller (rev 81)

£ -v ATLUE R E IR AARYTIR

# lspci -v
[...]
00:03.0 Ethernet controller: Intel Corporation 82540EM Gigabit Ethernet \
Controller (rev 02)
Subsystem: Intel Corporation PR0O/1000 MT Desktop Adapter
Flags: bus master, 66MHz, medium devsel, latency 64, IRQ 19
Memory at f0000000 (32-bit, non-prefetchable) [size=128K]
I/0 ports at d010 [size=8]
Capabilities: [dc] Power Management version 2
Capabilities: [e4] PCI-X non-bridge device
Kernel driver in use: e1000
Kernel modules: e1000

M /usr/share/pci.ids FIREVEXISERMBEMEIE S, LR IHAY PCIID 4R
B RANRE” o
S -v EREFIERNMEER. EEEANFE, BERASH -no
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2.7.2 USBix%

. Lsusb

< lsusb 7HFrE USB &%, FHIEIN -v AJ5 2 F1E45IR. MBR /proc/bus/

usb/ 17‘-H21¥2H11|:m_.\o TEZET*:E%QJ%%%\ Wﬁ?k

lsus

b EEVEH,

# 1lsusb

Bus 004 Device 007:

Bus

Bus
Bus
Bus
Bus
Bus
Bus

2.7.3

tmon

r——THERMAL ZONES (SENSORS)
| Thermal Zones:

ID

Oeald:

2.0 / Astone USB Drive

004 Device
Adapter

004 Device
004 Device
003 Device
002 Device
001 Device
001 Device

006:

005:
001:
001:
001:
005:
001:

ID

ID
ID
ID
ID
ID
ID

TEREEEE BRI AL.
R AR iETT!

|Trip Points:

04b4:

05e3:
0000:
0000:
0000:
046d:
0000:

MR E R AFRANTHE, MRTERERS

2168

6830

0605
0000
0000
0000
c012
0000

Ours Technology, Inc.

BEEMBEIRE USBIgE B R BT

Transcend JetFlash \

Cypress Semiconductor Corp. USB-2.0 IDE \

Genesys Logic, Inc.

Logitech, Inc. Optical Mouse

BIEMBEARFZRS . tmon

acpitzoo
PC

r———— COOLING DEVICES

| ID
|00
|o1
|02
|03

Cooling Dev

Processor

Processor

Processor

Processor

|04 intel powerc

Cur
0
0

0
0
1

M

ax

50

Thermal Zone Binding
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| 10 20 30 40 |

|acpitz 0:[ 8][>>>>>>>>>P9 €31
| |

| CONTROLS |
|PID gain: kp=0.36 ki=5.00 kd=0.19 Output 0.00 |
|
|

|Target Temp: 65.0C, Zone: 0, Control Device: None
[

Ctrl-c - Quit TAB - Tuning

BXRNAEFREE. NEERAEEE, UKMNEER tmon MIXFHIASRPIEE SE RRHIEH
=8, 520 FMTT: man 8 tmon, EFRINBER TFASLENHEE tmon,

-

2.7.4 MCELog: i+EHKERE (MCE)

Q = Ak

b T B{GERTF AMD64/Intel 64 &%,

REWHHEIR (B85 1/0. CPUFMAEHEIR) B, mcelog MAERNERMO/HEIRIHBETUL
ERE (MCE)o It4h, HRERFHIREY, mcelog & r] LAMEFUNEL S DIRHAA] B Thiz i

Mo LART, LEiRlEAS/NEHITH cron fEILVER, T, BHHEIRPIE mcelog SFIFERFIZED
3,

Q i=E: AMD A% MCA #%
SUSE Linux Enterprise Server 32§ AMD FA] BHUT BN IR EA RGN (AI4EK
MCA) . BIZERN MCA 1%38 7 AMD Zen MR IVEEHRIRIRS. EY BT MCA Bank
FIERMER, BATHROIERIHIES T RIIZHE,
mcelog B3k MCAHE (rasdaemon #1 dmesg tBA]EFE MCA 3E
B) . BXIEFHAELR, FEM (Processor Programming Reference
(PPR) for AMD Family 17h Model 01h, Revision B1 Processors) BI% 3.1
T “Machine Check Architecture” (https://developer.amd.com/wordpress/
media/2017/11/54945_PPR_Family_17h_Models_00h-0Fh.pdf#),
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mcelog £ /etc/mcelog/mcelog. conf FEEE, BXEEXRTMEE, 1ES 0 man
mcelog # https://mcelog.org/ 7o WUTFRAUNERT HEIA TN

daemon = yes

filter = yes

filter-memory-errors = yes

no-syslog = yes

logfile = /var/log/mcelog
run-credentials-user = root
run-credentials-group = nobody
client-group = root

socket-path = /var/run/mcelog-client

BIAREA mcelog BRSS. FILUEE YaST RYARSRiEsE N an 1T R BB NZARSS

# systemctl enable mcelog
# systemctl start mcelog

2.7.5 AMD64/Intel 64: dmidecode: DMI| KRS
dmidecode FT2/RITENE DMI R, HPGEEHMEYISH BIOS BITHREFE .

# dmidecode

# dmidecode 2.12

SMBIOS 2.5 present.

27 structures occupying 1298 bytes.
Table at Ox000EB250.

Handle 0x0000, DMI type 4, 35 bytes
Processor Information
Socket Designation: J1PR
Type: Central Processor
Family: Other
Manufacturer: Intel(R) Corporation
ID: E5 06 01 00 FF FB EB BF
Version: Intel(R) Core(TM) i5 CPU 750 @ 2.67GHz
Voltage: 1.1V
External Clock: 133 MHz
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Max Speed: 4000 MHz

Current Speed: 2667 MHz
Status: Populated, Enabled
Upgrade: Other

L1 Cache Handle: 0x0004

L2 Cache Handle: 0x0003

L3 Cache Handle: 0x0001
Serial Number: Not Specified
Asset Tag: Not Specified
Part Number: Not Specified

2.7.6 POWER: %l
Ushw FTRES 2RI BB H I E.

2.8 XHNXHRS

BAXHAGRENER, BER (FHEEEER) -

2.8.1 HENHFRERE: file
#% file BIME /usr/share/misc/magic RIMER DM RIHFIRMAA,

> file /usr/bin/file
/usr/bin/file: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), \
for GNU/Linux 2.6.4, dynamically linked (uses shared libs), stripped

28 -f LISTHEZREN—MH—RIIXHR, -z AT file EEEXHHIREEK:

> file /usr/share/man/manl/file.l.gz

/usr/share/man/manl/file.1l.gz: gzip compressed data, from Unix, max compression
> file -z /usr/share/man/manl/file.l.gz

/usr/share/man/manl/file.1l.gz: troff or preprocessor input text \

(gzip compressed data, from Unix, max compression)
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ZH -1 Hith mime XA FRFREMAZE LA,

> file -i /usr/share/misc/magic

/usr/share/misc/magic: text/plain charset=utf-8

2.8.2

# mount

NHERSGERERE: mount. df 1 du

#% mount SETFEM M ERAERBAXHRS (REMXR)

/dev/sda2 on / type ext4 (rw,acl,user xattr)

proc on /proc type proc (rw)

sysfs on /sys type sysfs (rw)

debugfs on /sys/kernel/debug type debugfs (rw)

devtmpfs on /dev type devtmpfs (rw,mode=0755)

tmpfs on /dev/shm type tmpfs (rw,mode=1777)

devpts on /dev/pts type devpts (rw,mode=0620,gid=5)

/dev/sda3 on /home type ext3 (rw)

securityfs on /sys/kernel/security type securityfs (rw)

fusectl on /sys/fs/fuse/connections type fusectl (rw)

gvfs-fuse-daemon on /home/tux/.gvfs type fuse.gvfs-fuse-daemon \

(rw,nosuid, nodev,user=tux)

fERa< df JLURBEAE XX G RALBERBRNES. S -h (F - -human-readable)
Rt by E@ A P m] LAEERIAZ T

> df -h
Filesyst

em

/dev/sda?2

devtmpfs
tmpfs
/dev/sda

3

Size

206G
1,6G
1,6G
208G

Used
5,9G
236K
668K

40G

Avail Use% Mounted on

136G
1,6G
1,6G
159G

32
1
1

20

o°

/

/dev
/dev/shm
/home

o° o°

o°

fERH< du JUETAEBRREFERPAEXMANER . 2 -s IREFAEESNE
i, RIEMESISHRNEIT. -h ERXRRLERAENS ERIEI:

> du -sh /opt

192M
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2.8.3 BXELF T#EBIXHRIEMER
£/ readelf SRR IR S HISCHFINNE, XEZAMTF NEMEAAREIERS ELF

X

> readelf --file-header /bin/ls

ELF Header:
Magic: 7f 45 4c 46 02 01 01 00 00 00 OO GO GO OGO 00 00
Class: ELF64
Data: 2's complement, little endian
Version: 1 (current)
0S/ABI: UNIX - System V
ABI Version: 0
Type: EXEC (Executable file)
Machine: Advanced Micro Devices X86-64
Version: 0x1
Entry point address: 0x402540
Start of program headers: 64 (bytes into file)
Start of section headers: 95720 (bytes into file)
Flags: 0x0
Size of this header: 64 (bytes)
Size of program headers: 56 (bytes)
Number of program headers: 9
Size of section headers: 64 (bytes)
Number of section headers: 32

Section header string table index: 31

284 XfrEME: stat
#% stat ERXHEIE:

> stat /etc/profile

File: "/etc/profile'

Size: 9662 Blocks: 24
Device: 802h/2050d Inode: 132349
Access: (0644/-rw-r--r--) Uid: ( 0/
Access: 2009-03-20 07:51:17.000000000 +0100
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I0 Block: 4096 regular file
Links: 1
root) Gid: ( 0/ root)
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Modify: 2009-01-08 19:21:14.000000000 +0100
Change: 2009-03-18 12:55:31.000000000 +0100

S8 --file-system EIEEXHAIENX G RAN B AT :

> stat /etc/profile --file-system
File: "/etc/profile"

ID: d4fb76e70b4d1746 Namelen: 255 Type: ext2/ext3
Block size: 4096 Fundamental block size: 4096
Blocks: Total: 2581445 Free: 1717327 Available: 1586197
Inodes: Total: 655776 Free: 490312

29 AFER

29.1 HRXERNRAF . fuser

A ATHRE LI HEZSH AP EEIRRSERNX M, 50, RKEBEMHEEZT /mnt
IXH RS, umount 3RO “GHEIEIT” o SAFAILUER fuser tpSHREWLHIZIETEIAIR
ZIgHE:

> fuser -v /mnt/*

USER PID ACCESS COMMAND
/mnt/notes.txt tux 26597 f.... less

F& b less g2 e (ZHBES—1MRiIHELIETT) , BIRIRINHEZXNERS. 5 -kiE
SEEFERY, fuser B IEIEFEIA IR A4RYHIZ,

29.2 WIERPTERITHRERRE: w
EREHS wALREREERARS, WS AR EERTHERNE. Hlin:

> w
16:00:59 up 1 day, 2:41, 3 users, load average: 0.00, 0.01, 0.05
USER TTY FROM LOGIN@ IDLE JCPU  PCPU WHAT
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tux :0 console Wedl3  ?xdm? 8:15 0.03s /usr/lib/gdm/gd
tux console :0 Wedl3  26:41m 0.00s 0.03s /usr/lib/gdm/gd
tux pts/0 :0 Wed13 20:11 0.10s 2.89s /usr/lib/gnome-

MRHMRAZRNEAAFBIRREER, WY - f RERXERR ZEERNITENL

2.10 BY[e]F1HEA

2.10.1 {E£F time it =EY(8]
£/ time AIRFFHYS S RIGELRMBTIE. WRARFER MEA: WE Bash FIFZF (/

usr/bin/time),

> time find . > /dev/null

real Om4.051s @
user Om0.042s @
Sys 0mO.2055 ©

O M BhEIFER LRI RIBYIE],

® ™ times ZAAFAIREHIAF CPU BYjEl,

© ™ times ZARFFAIREIZRS CPU BYjEl,

/usr/bin/time MiHEFMG S, BINESER -v AXESTIGHS, UWERBEMSENHE
tHo

/usr/bin/time -v find . > /dev/null
Command being timed: "find ."

User time (seconds): 0.24

System time (seconds): 2.08

Percent of CPU this job got: 25%

Elapsed (wall clock) time (h:mm:ss or m:ss): 0:09.03

Average shared text size (kbytes): 0

Average unshared data size (kbytes): 0

Average stack size (kbytes): 0

Average total size (kbytes): 0
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Maximum resident set size (kbytes): 2516
Average resident set size (kbytes): 0
Major (requiring I/0) page faults: 0O
Minor (reclaiming a frame) page faults: 1564
Voluntary context switches: 36660
Involuntary context switches: 496

Swaps: 0

File system inputs: 0

File system outputs: 0

Socket messages sent: 0

Socket messages received: 0

Signals delivered: 0

Page size (bytes): 4096

Exit status: O

2.11 LHIEGEEIZR: RRDtool

EHNEEPEEASUREMEINENEIE, i, BENTH, FEETENNSEOLE
FIRWHIEIEE, RRDtool AIEEBNETEMEXLEEIE, HLUFANTTEEXBRENE .
RRDtool i F A ZE Unix & Linux X1TEM. SUSE® Linux Enterprise Server tBfEkiH
RRDtool, i5fEF YaST &&

Ll root BATESSITHIIN zypper install rrdtool SRZEWTE,

O =% B
FN4RET RRDtool B9 Perl. Python. Ruby 1 PHP 487, UfEEREURIFHIMAIES
RS B SRR,

2.11.1 RRDtool BV TL{EIRIE

RRDtool 21EIF S AEIEET A (Round Robin Database tool) WENX4EE, BIFERAERE
EIEERIRN—F75%, EXAREFESNXNERIE, FMRENSIETIESEERE, e
3k, RRDtool EB1EIFE BEIREREMEMNIREVEIE,
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SNEIFTAR, RRDtool AFAMRRNBI T HIEIE, BUEIZRFIEERBEIEEET EEL R EiEEUN
ENEE BRINEE. EFEF) , ARMEERASHEUE, EEIE+7ESEIT RRDtool
W2, TRIUBRMMEH IR

BENT AT EMREEIRE. FEMAEXEHIENEIA BEFEIEM#L RRDtool, BEEE
2T oi21E RRDtool,

TERZ RRDtool BEARZMNERRG, HAETT EM RRDtool TIERENFAE=1TEEM
B QIEEUERE. EINEEMNERHL.

2.11.2 KRN ARG

RISEMNBBREHEE Linux RATPARERENNTUIER. AERGIELEDR, FRITELL4
FAiElrE, ME 40 #ETEIERNEFIRIARE. BoBEXFA=TEESERAERFRFILN
FA#2%: Firefox MBI %28, Evolution BB FHB4EZE P im#] Eclipse FF R IEZS,

2.11.2.1 UWEHIE

RRDtool £ERAFMNENEZREHUBMARXEN. EXMERT, EBERMEEEN
(SNMP), Lt P AT LR IEF ARSI EEREXE, IR, XEEFEE RRDtool
RiFfE. BX SNMP BiF4E R, 1BHB MW http://www.net-snmp.org/ 7,

BB RBEFAARE — A FBEFohREEE. — T BIFHIZ free_mem.sh 2R EREXATA
RENHERPRES, FRESNTAERL,

> cat free mem.sh
INTERVAL=4
for steps in {1..10}
do
DATE="date +%s"
FREEMEM="free -b | grep "Mem" | awk '{ print $4 }'°
sleep $INTERVAL
echo "rrdtool update free mem.rrd $DATE:$FREEMEM"
done
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o BYEEIRRIRE N 4 7, Xi@id sleep s8R K.

* RRDtool #% KA IVEVSEIES, BIFTIERY Unix BYiEl, LEAYEIEXNE 1970 F 1
A1 B4%& (UTC) AL IR EL, 4N, 1272907114 FR7= 2010-05-03 17:18:34,

o ATAREFEREMERA free -b UFTTHRMUKREN, BMARHERRMU (FT) MAZ
fEERERAL (BIE0KB) -

e B echo ...

BEHNITESEIEEXY (free_mem. rrd) FURRZFR, HERBIET
FBF %% RRDtool BRI ST

iz{T free_mem.sh 5, EEEZW TR

> sh free mem.sh

rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool
rrdtool

rrdtool

update
update
update
update
update
update
update
update
update
update

A] AT {EstfE A

sh free_mem.sh > free_mem_updates.log

Fen LR EE R EIFRN A LR LI e L EIRFKHIT

2.11.2.2

BIZEHIEE

free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.
free mem.

free mem.

rrd
rrd
rrd
rrd
rrd
rrd
rrd
rrd
rrd

rrd

1272974835
1272974839:

1272974843
1272974847

1272974855

1182994432
1162817536

11096269824
11034219520
1272974851

909438976

1832454656
1272974859:
1272974863
1272974867 :
1272974871:

829120512

1180377088
1179369472
1181806592

ERLUT a2 A ARBICIB AR S B EiERE:

> rrdtool create free mem.rrd

--start 1272974834

DS:memory:GAUGE:600:U:U RRA:AVERAGE:0.5:1:24

2R

o kLR EIERA free_mem. rrd I, BTERBRHERYIEEPEFENEE,
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o --start EBITUEEFFE—MERMEIZIEERNE R Unix BYE) » EARSRGIH, It
fELt free_mem.sh iEHAIE— 1 BYE)E (1272974835) /) 1,

o --step IEEREBUEERMHNELIENEIERE (UMW REMW) o

* DS:memory:GAUGE:600:U: U Z3 ATF3INKIEEFERFEIER, LHiERZ A
memory, £XE% gauge, MAEMHZENRKERFN 6007, NETENSRNNRKE
ARA (U)o

* RRA:AVERAGE:0.5:1:24 28I EIAE R (RRA), EREF#NHIERBEIATFITE
RS TFIENSHEE (CF) R IEW, SHEHDN 3 MESHEEBMEITE.
MREKETHIZHE, WHHERPELIHRET free mem. rrd #IEE:

> 1ls -1 free mem.rrd
-rw-r--r-- 1 tux users 776 May 5 12:50 free mem.rrd

2.11.2.3 EHHIEEE

SIESIEER, SEEPERNEHIE. 5211217 “WEHE" §, BRITBAE&EF—
% rrdtool update #5< 8 free mem updates.log Xff, XL ARANTRITEE
EEEREHT.

> sh free mem updates.log; ls -1 free mem.rrd

-rw-r--r-- 1 tux users 776 May 5 13:29 free mem.rrd

AILUER, BMERTEEMBIERS, free mem. rrd BR/MIRFERE,

21124 ETEINEE

BIENETE, SIBTHERE, HEHDPEFETNEE. WERNMATLUREZEERE, Hie
RREEHE.

BRORBIEEFRFREE, BEMITLRAUTHL!

> rrdtool fetch free mem.rrd AVERAGE --start 1272974830 \
--end 1272974871

memory

57 SRR AR | SLES 15 SPT



1272974832:
1272974836:
1272974840:
1272974844:
1272974848:
1272974852:
1272974856:
1272974860
1272974864:
1272974868:
1272974872:

B2

nan

1.1729059840e+09
1.1461806080e+09
1.0807572480e+09
1.0030243840e+09
Ba
8
9
1
1

9019289600e+08

.3162112000e+08
.1693465600e+08
.1801251840e+09
.1799787520e+09

nan

* AVERAGE & MEBUEEIRENV MBS, FARiBE AVERAGE AMEE X T —MNUER

(6211227 “QIEZUEE" ) , BREHMXEETA,

o WHME—1TFIESE 2.11.227 "CIEHIEE" hEXBEIERIZM,

o EMERFIRRE MBS, AMERFIURZIRECERR N NAYNE FIIE,

° f5—1THH nan ®xn “FEHF"

WER S — T ERRER T RIEEPFHENE:

> rrdtool graph free mem.png \

--start 1272974830 \
--end 1272974871 \

--step=4 \

DEF: free memory=free mem.rrd:memory:AVERAGE \
LINE2:free memory#FFO000 \
--vertical-label "GB" \

--title "Free System Memory in Time" \
--zoom 1.5 \
--X-grid SECOND:1:SECOND:4:SECOND:10:0:%X

B2

 free_mem.png RELIZHEIRIX R

* --start# - -end [RFIZLAHRIEIRAIBSESERE,
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o --step IEEERNMEETE (UMW REN) .

* DEF: ... ZHERN free_memory BVEIETE N, HEIESM free mem. rrd #EE
IREY, HEBUEFERN memory, RARKITEFNESR, FAAE 211227 “6lELHE
[ZF" PREXEMER,

o LINE... BREEELFZERPHIEENEN. HREN 2 BER, BEXE
free_memory EX, BN LI,

e --vertical-label KEEF Yy M LIENTE, --title REENMERNETE.
° --zoom IEEEIRMNENRA LK. LEHIKTE,

° --x-grid FEEMRIFEERPLEEMBLERETE . IRAIESR—EHE—XMEE, &
bR 4 PR —REMEL. B8 10 RITLHEEMELE T

RGEREIRT ARG

e _\_\_\_

0.9 G| _\_,_

08 G - - - - - - - - - - 2
14:07:10 14:07:20 14:07:30 14:07:40 14:07:50

GB
—
[=]
(1]

2.1 : A RRDTOOL #lERRHIEIR

2113 BEZER

RRDtool @—1MEFNTH, EMETFZFaTMiITIED, HP—LaIHETRE S
2R, BEFHARFATNSERHRIBENSEFNEH#ITRHE, AEEBEREFLINEK,

BRT IRIE RS 2/ RRDtool BIFAMTI (man 1 rrdtool), EENiZEE RRDtool 1
(https://oss.oetiker.ch/rrdtool/) 7. rrdtool es < MEFE FanSHIFHMAY Y (https://
oss.oetiker.ch/rrdtool/doc/index.en.html) 2 AJ#tBE, ki, EBJLREHIL (https://
oss.oetiker.ch/rrdtool/tut/index.en.html) 72 AT &S BH &I AR ' FARY RRDtool TERTR,
MREEEBRIENLZRE, 15EE MRTG (Multi Router Traffic Grapher) (https://
oss.oetiker.ch/mrtg/) 7. MRTG ] LUAHIFZMEIEHENEIR. ©ALUER RRDtool,
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3 RHGIHSXF

REBEXHDOMERAMASZNREENES Z2— EXLL, ERNRFAHTHIPHEHEN, B
—ERREBEERAAE XM, SUSE Linux Enterprise Server 2 BEFMIER ALK LR E
NN FE—EH. BMNTER systemd Zfa, WIZEEUKREBE systemd FEMBRSR
SHHEEEICRTE systemd Hicd (&N (BIEIER) ,5621E “journalctl: &if
systemd Hig” ) . HtHEXH (FERRGNAEFNEEXH) BUAXSERXEAN,
FEIERRIERIE ) IR BN, A LUERAMIAR DX E . Xe[itEdiRERS,

3.1 /var/log/ FHIRFZHEXXH

ARG ASXHREAIT /var/log BR T LUFFIREEM 75T SUSE Linux Enterprise
Server WENAREFH LR RS AEXHRIEER, RIFENRETERE, /var/log 28
BXRBMARTIHHNEMRSNNARFHNBAEX S, FTEMANEEXHMERI “&1
17 /T, NERRTHNNNAREFNAZEREN]. AZHESXHFXA root BFRE,

apparmor/
AppArmor BEX . BX AppArmor BNIFAE R, B2 (LeMEWiEm)

audit/
REHITERNBEE. BEXFEHEER, BEEN (ZeMEtiEE)

ConsoleKit/
ConsoleKit SFFREEFBIEE. ZTFIFEFATREMLEREFEER, UAMIIMNASIT
BHRE,

cups/
BA Unix TENZRSE (cups) BUiBRIFAIEIZRAE.

firewall
fh A& E S

gdm/
k85 GNOME EREERNBEEXH,
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krb5/
R H Kerberos W& B HIIERFRBEX s

lastlog

@, /|\FHFJ: Ei*ﬁ;&t:%m?&?&r‘_o _.I-ﬁﬁﬁﬁi 1astlog LTTQEO ﬁ;é@.ﬁ’t:l
B, i20man 8 lastlog.

localmessages
RLS|SHABETHES, Bl80, DHCP EFmAAE.

mail*
mEFARSS 28 (sendmail. postfix) HiE.

messages
XEZFIEAZNMAZHTHENMIAREFUE, HIREANNEEEEZUE (UKk/

var/log/warn) .

NetworkManager
NetworkManager BHEX -

news/

KEHERSHNETER.

chrony/
KB MBS Bl MY T4 2R (chrony) BIEE,

pk _backend zypp*
PackageKit (f£F libzypp Fim) BEXH.

samba/
;E 5 Samba. Windows SMB/C'FS YTQ:HE%%%E’\J H /L.\;t'fq:o

warn
FRERRESNERNAE, HIMETEY, YEREBMAE (UK systemd HiCHYH
) o
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wtmp
FIEER/FHENNIZIEEZNIIEE, tIFERAGS last #17EEF. EXEZER, 15
ZMman 1 last.

Xorg.NUMBER. log
X.Org BanBEX M. NRERBEH X.Org BHEEIR), B8 RXLEXHF,
XHZHH NUMBER BET4mS. 190, PAIARI Xorg.0.log RET4HS 0 B9H
&, Xorg.l.log RETHwS 1 BE. LIl X.Org BotEH~ENBEEXHIZR
Xorg.NUMBER. log.old @,

Q =

REEL root H13/E50 X.0rg 21EEY, /var/log/ BRFPASEM X.Org BE
X, MRUEREMAFRNSMESR X.0rg 2i&, WAJLITE ~/. local/share/
xorg/ BRPIHREIBEXMH.

YaST2/
FrB YaST HEX 5,

zypp/
libzypp BEXM, AISZEXEX R EREHE,.

zypper.log
§E§n|17 4 % rZypperE’JE &vo

3.2 EFEMAHBEXH

EEERETXN, nILUERERIXARERS, Lo, ErILUER—MESEM YaST IRRKEER
YaST T::%'Jq:'lb\ﬁ'ﬂ 2101 > ‘_zf?i/Jb -F%Eﬁim %éﬁ II_a\O

BAEXAEFEHEFEAEXHE, FFEA®S less B more, £ head ] tail AI&EERHE
XHEHFLNLERE, EXRNEREMEIBEXHNEZR, 1BEA tail - f, BXRIAIFER XL
TEAMEER, BEECIINFMI.

EEASXHPERFAHHMENTRAN, 5ER grep. awk ATLIATHEMNES BEX Mo
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3.3 fEHf logrotate EIEHAEXH

/var/log THHEXHEXRERIERK, BRRMETIFMEA. logrotate E—MAIFHEEEERE
BEXGHITHEIZKRENT R, FRLTATUBRIE. k. EHEBEXHS, UNKE
S RIEXEH, AILER (8H. SAXEA) HETBIREANNLIEREX 4,
logrotate &KH systemd 517, FHItFIEBERRREBHN—RBEXH. BEE—LEHIME
S BB REITER B EX R, NR—KAZXRIETT logrotate, SEMNMREA - -

force, f#R /var/lib/misc/logrotate.status AIHE LIRS E S HERIBTE],

logrotate MEEIE X4 /etc/logrotate. conf, £ HEXHHNARSGRGEM
2F (5130 apache2) BEBBHEEXHKIE /etc/logrotate.d/ BRH, /etc/
logrotate.d/ AR ZET /etc/logrotate. conf &1,

3.1 : /etc/logrotate.conf BYR{F

# see "man logrotate" for details
# rotate log files weekly
weekly

# keep 4 weeks worth of backlogs
rotate 4

# create new (empty) log files after rotating old ones
create

# use date as a suffix of the rotated file
dateext

# uncomment this if you want your log files compressed

#compress

# comment these to switch compression to use gzip or another
# compression scheme

compresscmd /usr/bin/bzip2

uncompresscmd /usr/bin/bunzip2

# RPM packages drop log rotation information into this directory
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include /etc/logrotate.d

O == BRRURPR
create M XF /etc/permissions* FFFEEXHRIBENFAEN, MNREEK
XIS E, BRARASSIRHR,

3.4 fEH logwatch iz HEXH

logwatch 2— 1A HEX BB ANNBEEEHA, ERUSMRALBRSE. RNEERES,
HUBEMZENARETXLEEE, EFH logwatch, 5% % logwatch 34FE,
BIEER 1T LfEMA logwatch REMTISKR S, @I cron REMEIZBEXIRS. BRER
TERELIE. ®REIXHE, BTG RIXFIEERMIL, & cron BRIERKRSE, F—
MCESERIE o

Ean<1T L, FATLAEA logwatch EH M PNARS M ESEEERIRS, UKRFIEEERMF
HIZE

# Detailed report on all kernel messages from yesterday
logwatch --service kernel --detail High --range Yesterday --print

# Low detail report on all sshd events recorded (incl. archived logs)
logwatch --service sshd --detail Low --range All --archives --print

# Mail a report on all smartd messages from May 5th to May 7th to root@localhost
logwatch --service smartd --range 'between 5/5/2005 and 5/7/2005' \
--mailto root@localhost --print

- -range EIMAE AL IRE S — BXAT, 158 logwatch - -range help, ERL T
LRI EHNFIEIRSHITIR:

> 1s /usr/share/logwatch/default.conf/services/ | sed 's/\.conf//g'

logwatch WRIBEXEERS. T, RARBERZEUHERK. FRIALREXHAT /
usr/share/logwatch/default.conf/ Fo YINERXLEXH, RAT—REHFRSHR
BFE5E(T. MEBEXEEMBA /etc/logwatch/conf/ (BEALUERIGAREXGHERIE
k) « BXRMEIBENX Logwatch B4R (EIER, SN /usr/share/doc/packages/
logwatch/HOWTO-Customize-LogWatch, fFEUTECE X4 :

64 £ logwatch k¥ BESF | SLES 15 SPT



logwatch.conf

FEREXH. RIAMREHFEAEETR, AIEaSITESEMECERTL

ignore.conf

id7E#= Logwatch 2B ZBIIFRIETT.

services/*.conf

ZiRSEREE T HANEERIRSHETIRSHECEX .

logfiles/*.conf
BRI TENIRSHML B S HHSE.

3.5 AN root BCEMMFIEA

RGFIPIER. cron Rk, systemd iTES2SFIEMN BIER T LEMBMEFHEELIRA RS
B root BF. ABERT, SMNAPKFIBEE— 2R, EEREIWEIE XITEBH4EE
y 38

XEHHRIREEEFTRRAAEERARN NN R EEXIREMEH. BENFUREIE XX LR
RUER], SRR I XLEER L & EIE IO BN T AEiZ B FER K,

i##23.1: A root AFEEHBHELR
N root AFRAHME, BRITUTISE:

1. ¥F yast2-mail REE:
# zypper in yast2-mail
2. ZITRER YaST Hp4FCE
# yast mail
3. WFIEREER, KA, ARBE T DAL,

4, MNP RERFIRS SRR, RIBRBEES (HI0IE, BPVBIMGRFISENE TLS &, LABS
BEWELEREMBRBERRRSEE. 25,
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5. WANER root FF BYBRHEE % 2RV EE F R tutt, AR TeABCE,

O == FEEZTE SMTP &
FEBREZILE SMTP &R, BNt BNIR 7 HHp 4Lk,

6. AE—HERF LU R B ERR K

> mail root
subject: test
test

7. fEA mailq S L REEBEELIXMIHERF. AR, MEATINIZAT, EEMFNIZE
FRERECE R T RER IR

RIERERNITTENBNZZRIIRAZHEMBIAL, TR RNERYEFERH R
o EREEE—TAIRATE FHRFIK P UL B N R R FRIBR o

o ERTHFIBMRXAGIHRINARFERHIKS (BIRZEERFFIR) PUEREFRRSHIHE
o

o AN RGRIEIRITATE FHRAIKF

EERMIEIINERXAEFHEKS, X—REXEE, NTEUERTEHRINIEES
, BERLETVENES. BNAREFEENNAEEXES.

3.6 KAZHBRRAEPLARFGHTARS

AR ARG HEHIENS I RARAIINE LR ORSHTRS R, Xt¥, EERERIUAK
THEFRE N ENEM, HPERIIEGE T RENKREERERARASUBERERD,

RERORSZHERSFBMIIEHR MBI EN. BREEFOASKRSE, AREKERF K
M TIZi2 A EIE R
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3.

6.1 REFIOLRFEHTIRSES

i3%2 3.2 . & rsyslog ARS8

67

ZREPOLRABERSSS, BFRITUTIE:
1. JREEECE X /etc/rsyslog.d/remote. conf,

2. BUHEERRECE X UDP Syslog Server 8 TCP Syslog Server 9 HHULT
1To 79 rsyslogd 2 E2 IP szt .
TCP /Rffll:

$ModLoad imtcp.so
$UDPServerAddress IP@
$InputTCPServerRun PORT @

UDP =1

$ModLoad imudp.so
$UDPServerAddress IP@
$UDPServerRun PORT @

@ ZE(0ARY rsyslogd #2087 IP Hitik, WNRAIEEMAL, FIFEFFOIRFIERED.
@ ZE/IARY rsyslogd imH. FEFET 1024 BERIRO. FRINMEN 514,

© ==: TCP 5 UDP 1B
TERLE, RAGAEEER UDP GBI NEZRERBTHR. XMER AT
FHERLD, BRAFEMERE. EHERENERT, BEERAREEER.
TCP hiXERISE, HEILNZLkEREMAZ UDP,

Q) ;i&: ¥ uDPServerAddress BB TCP

TCP /R~y $UDPServerAddress BRESHH EEHEIR. REERFES
UDP, {EE[RBYAF TCP #1 UDP,

3. REFEXMF.
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4. EF5) rsyslog RS

> sudo systemctl restart rsyslog.service

5. ERAERITHENARO. XF5 TCP &AM firewalld, 1§7EiRA 514 Liz

,—

17!

Vv

sudo firewall-cmd --add-port 514/tcp --permanent
sudo firewall-cmd --reload

\"

0, BEEREFORARASTRSE. BETHK, BEEFFHUHITIZEATIER,

3.6.2 KERFIHITE

312 3.3 | EE— 1T AT#TIZIEAEIZRAI RSYSLOG )
EREITBEIUEESRRIERIPORAHERSS, BRITUTESE:

1. {RIBECE X /etc/rsyslog.d/remote. confo

2. BUHERRAERN AT (TCP 8 UDP) , 3% remote-host B ATEE 3.6.1 7 “EEH0
24 HERSE PIRENTORGASIRS 2L,
TCP =:f51:

# Remote Logging using TCP for reliable delivery
# remote host is: name/ip:port, e.g. 192.168.0.1:514, port optional

*,* @@remote-host
UDP ffll:

# Remote Logging using UDP
# remote host is: name/ip:port, e.g. 192.168.0.1:514, port optional
*,* @remote-host

3. RIFEX M

4, ER5) rsyslog RS

> sudo systemctl restart rsyslog.service
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5. REARZGHER RS A IEREHT:

> logger "hello world"

FORFZHERS 2 LIMENSHIAEEE hello worlds

IEI.:T_ EEEE_/\%éﬁ LX’H H lL.\lZE*E?EiE%:EtIJ q:’t:\z%éﬁ H IL\HEQ%O %I_R-“-‘_l;-k_iilaiﬂ E T
HFFERAEES LIATTE,

363 EZER

HBEARGEREIEME, BGERTRIERREMSE, RIVGEZINGER TLS Z, BXFE—
IEREMZRY,

FEESR, RETEENHNMAEESNLAESRSEROLORABERSE LHER. FEER
IR ENROE BSR4, HERERLFIRERDE

BXMNE. TEMEMESRETAFMES, FEN https://www.rsyslog.com/doc/master/
index.html#manual 2 £AY RSyslog 314,

3.7 £ logger BIERFZHEIN

logger RRATHERAABEFCEATMH IR, BIRMET rsyslogd R4 HEEREIINT R
O, N, TE—1T<S7E /var/log/messages R EEE RIS (ﬂD%EEJ:ﬁEI?E oS
TH) WmHEER:

> logger -t Test "This message comes from $USER"

RIESFARPNENSR, ASEESWT—17:

Sep 28 13:09:31 venus Test: This message comes from tux
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4 SystemTap — IDIEM DT RREIE

SystemTap &t T ap STREMHAIES, BFHARREIETH Linux &5 FRIRAZ) W

y&ETl. SystemTap FiiZK A SystemTap FIZIESH/RE , FEE=HmiEN C RBRZIERHENE
Wiz, EEILUSITRIASRIZEY. DAL 5, UEXNE R RERIEIIRERIRUH T2

r, SystemTap IRHEYEE S netstat. ps. top f iostat ETEMEHEM. FiI, &

R T EL AT B2 ETRES BHYED,

4.1 BESELR

Y EIEST SystemTap Ay, ERBEI—1 SystemTap &%, BEHTHAEE/LD
B, HAAEEEIT. ARG, ZHASEZFANZIERFAMBEIAZP. NRUFHITE
ZHA, HFEEARFAGERENR (Fl0, FENRIFBIAZIRE. EREFHMEAR

&) , SystemTap REBERmIFZMA, MEER SystemTap &= (~/ . systemtap) F7EfE
B9 *. c #0 *. ko HiRE.

Y tap SERUETTHY, FEEER, BXRE, BSRE 42T “LEMNLE" RrRNETN
EE S

4.1.1 SystemTap Bz

SystemTap BYAEET SystemTap BlIZK (*. stp), XLEHIASELN SystemTap BUREMRSE
B8, UNRKEREEEENITHIIRIE. BIZXAS AWK # C {89 SystemTap MIAIES
wE. BXIESENX, BAIA https://sourceware.org/systemtap/langref.pdf 2, {EBILATE
https://www.sourceware.org/systemtap/examples/ 2 F$R 2| K EZFARRGIIZ,
SystemTap BIZAMEAIZ(ERIZERZIETE events FREIR M handlers, 2 SystemTap izfTHl
By, EREERHENSEMN, KEENEHH, Linux AZSBLREREFERNFHIEERTT, R
#re, Ak, BHFZYTETHIEEFRNMELZEE. LIEEFTLUCRIEENEIE, HUUSERN
F RIS EIE,
SystemTap BENERALVE/MEIE (B, FRTEHE, URXLERBFXEEA) Mz
gy (R M. BIFf. X¥) . cEERERANS (FEASS) , BEAEEIFHNARA
(REG= B HFREEE) ,
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B X SystemTap MIAREEEVFHAER, BEBRFE 437 “H4EE" , UK systemtap-
docs B a i HAY stapprobes 1 stapfuncs FA T,

4.1.2 Tapset

BN RE . vI7E SystemTap BIAAERATRNMEKEZE, BHAFIETED SystemTap Rl
BY, SystemTap S1RIE tapset FEHREIZMABIRNEGHFAIEIREF, SAE, SystemTap &7t
IEABR AR NFNRER, AEEIEHZAEEEN Co 5 SystemTap flEZ 53U, tapset FAX
B B8R *.stpo

BE, 5 SystemTap HIEAARERIZE, tapset RATEZEHNIT. ENIKR T ol E I ARIEEE X
HEE. Hlt, tapset ER—MHRE, EEXEAERAPEXSHMEKE, Tapset HAFIGEEE
ENEHIEENREIRMSIE, THRIEBNIZBBIEERENAZRBERS (FRAZ
TN IV AR E = NI

4.1.3 @<

5 SystemTap XXM F Ef<SEIE stap #l staprun, BERITXERS, BEEHMEA root 45
N, HENIE stapdev 5§ stapusr LAMIRL .

stap
SystemTap Hiif. 51T SystemTap Bizds (B XHHATERN) o iSRG XA
R CHREE, HRBERBNRIZIERIEFEETEITA Linux RiZR, AEHRITIEKRNASR
ERERSIR MR EX o

staprun
SystemTap fGif. NNEFNEIZEL SystemTap FilsaE LAY RIZIEIR,

MEENHLIIEMSIR, BFEA --help., BX4T, S0 stap #l staprun FHT,

AT BB PN TFILAFRERSER SystemTap WEHNMAEEF root IHRNPR, EFERUT
SystemTap 22—, SUSE Linux Enterprise Server LERIAKRIRHIXLEE, BIERLILIEA,
FHRRERARRR. BIh, EEAFE staprun SHLHNR, FIREXASMEMNIFER
SFEERLRME,
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stapdev
4B SR BT LA A stap 1517 SystemTap fil4, S({ER staprun z1T SystemTap T
BiRR, AFEITHH stap i REGHIARZNNZIERHFEMBIINZE, AN
B RAMAEBEME root HIAR.

stapusr
LtbLHB9RY 53 R BEfE R staprun iE1T SystemTap TEMER, IbIh, 1R &S /1ib/
modules/KERNEL VERSION/systemtap/ miTiXLERIR, tLERHAH root 35,
B{X# root BFPE No

414 BEXHMNER
LU FFIERBEAR T SystemTap TEXHFB R,

/lib/modules/KERNEL VERSION/systemtap/
1R7% SystemTap TEEIR,

/usr/share/systemtap/tapset/
RIFATER tapset o

/usr/share/doc/packages/systemtap/examples
FREBATFTARBBIMIZ RG] SystemTap A, XEHE%RZE systemtap-docs A&
7B A

~/ .systemtap/cache
421719 SystemTap XEHEIER o

/tmp/stap*
SystemTap X#HHIGRETER, S&8BHiRE C BENRZNR.

4.2 ZEINLEE

BT SystemTap FERAZBXRER, DRRE—LTIMINIZERRAEE. W TEERER
SystemTap MM EITAZ, FELE TEH—HRMGE. XARHENIZSNZREHTH
(T TEAEERP L * RBA) TR,
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O == a2EREENRGaniEEE
MRIEARGITIR TN EH, FALITE SUSE Linux Enterprise Server 15 SP7 B8
*-Debuginfo-Updates BX#l & fEFEFXE “debuginfo” HHE. £ YaST B
RZEFE,

I FLEH SystemTap iIKE, IBLRELUTHHEE (FEH YaST & zypper) o

systemtap

e systemtap-server

e systemtap-docs (AI%)
e kernel-*-base

e kernel-*-debuginfo
* kernel-*-devel

e kernel-source-*

® gcc

EiFRFMEFBETAEBME BRf SystemTap BIAE S, BINEERE systemtap-
docs HFE,

ENEERRTITEN LERTETHERHFEUREEERER SystemTap, &L root &4
PITUA T,

# stap -v -e 'probe vfs.read {printf("read performed\n"); exit()}"

ttarSBIIEITT— M HAFRERL, RRNSFIEANANZ, NREHEMFUTRE, T
R SystemTap ERXINEREH I HER:

Pass @ : parsed user script and 59 library script(s) in 80Qusr/0sys/21l4real ms.

Pass @®: analyzed script: 1 probe(s), 11 function(s), 2 embed(s), 1 global(s) in
140usr/20sys/412real ms.

Pass ©: translated to C into

"/tmp/stapDwEk76/stap 1856e2lealc246da85ad8c66b4338349 4970.c" in 160usr/0sys/408real ms.
Pass @ : compiled C into "stap 1856e2lealc246da85ad8c66b4338349 4970.ko" in
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2030usr/360sys/10182real ms.

Pass @ : starting run.

read performed

Pass @ : run completed in 10Qusr/20sys/257real ms.

O RIBE(IFTHE tapset B9 /usr/share/systemtap/tapset/ FHIIA tapset FEHZER]
N, Tapset EHMIAARINE, FEHPEEAIE SystemTap BIAHFERANTALRES BRI
FNER R,

MEMANENMERER .

BRI A Co IBITARS C MIFBUETHIACIZAIZER, £ C S (*. c) W

FZIEIR (* . ko) ERTEHETE SystemTap 57 ~/ . systemtap =,

0 TEHAPEIEZINZRNBRRHBHAFRERN (FHMLERER) . RINEEHE
RN RS (VFS) REUR(F. HZFHEEMAESE EAER, —MERNLERFS
17 (FIEXA read performed) , FEESERXHA CREIVEAFEIR) o

O Lt SystemTap =iEfE, BEARNHHFRZIER,

NRAEMRE R B TEAFRER, FIRER L IREE KR DB ERRR, HiBR
EfHREXERMGE, 535, AgEREESFAGHNHELE R .

®© 0o

4.3 RZAEE
SystemTap BIAE & LTI NMAM S5

SystemTap Hff (M=)
HNERITHXEKAIERR ENAZESGE. SHNRAISEEEANTREFENRE. It
BYERBMIG R, HERBMHLLLRIE.

SystemTap bIRfERF (FRELEF)
BATFiEESYAEREEHNERTIRENHAES IBORY, BFaEMNEHIFERE
IR, RBEEMRIIANNTE, HIIBER.

B REHANMEIRFSAI A probe, SystemTap Bt probe points, IFMAYLLIE
EF iR Aprobe body,

&B] LATE SystemTap HIAHRHERMEBARREFERAER: R 4. /* */ X // ERIR
2o
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43.1 HEC
— SystemTap AR UABEZ MR, HIRAUTEARESIR:

probe EVENT {STATEMENTS}

SMRVE—MHNAEDR, EORBTIET { } H, HESEHNESIEMHRITE
o
ffl4.1: {5 SYSTEMTAP fiizs

UTFRBIER T — 1 ME 28 SystemTap Bz,

probe@ begin®

{©
printf@ ("hello world\n")@®

exit ()@
} @

BMFFIR,

= begin (SystemTap =iEFFA) o

WIBRRRETE XFFER, LU { BT

IR ARE XBIE—NEREC printf B,

printf REFIENFRR, FERITR /no

WIBRRFEREXRE DR exit() . 1HEE, SystemTap HIAKE—HIE
ITEIRIT exit () REALE, MREBILMAIRFIELERT, EE an-c FapE
1ko

0 VIEBEREFENXLER, LU} ET

ZEf begin @ (SystemTap RiEFIR) Stk { } PHENKIERERER, TAFIH, ZL4
BIEFE printf K @, EAGIF, ZEHFIE hello world GHEHETTR @. AT
FZR

@ ®© 6 ® © O

MREHNEAVREZZMER, SystemTap HRIRFHRITXEERR — BEFESMED
ZIEHENFHR DR RL LS. B UKE—MEARBRERES —MEORFP, —RIER
T, SystemTap MIAFREVIEGIRERBEZNIENXS C RIZES PEARER,
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4.3.2 SystemTap B (HFN=)

SystemTap Z#Z I HNEEH,

—REHEERTRARTSFEY. XAEEHRMTEDEARNIED . o UERLE AT REA
FRENEE, BEFRBIRFXNEENMEARTOIRRFTEHL. ARFLATUEE * FRIU
T BRIEMIENENSR RUSGAR ? F5, RNZRNSATLER, BEMETEYT B
FRIIREE. LESh, BWNREER | F5, RNZRNSABERELER, X27x0 %M.
SystemTap X#EFEMRVEZIMEMH — FUES (,) PREXESMH, IRT—MRINPEET
ZNEY, YREEMEESMHM, SystemTap FHITHIERRR.

EHAD R TES:

o ASEH: HE—HEERNZREPFNEEUERITIESNEE., CREMBEHRET —
NBERA (B<Hhit) , MAPEILEAEE ZIFEHIE,
vfs.FILE OPERATION Bi@— T ELEH: XZEIMXHERS (VFS)
FILE OPERATION EHMMINO. a0, 1E5E 4.2 “LZEANLE" #, read #t& VFS FR
M FILE OPERATION 4,

o BSEH: FEABPIEERESHAUEEXRK, WRNRRTETEEA ST, TTiT8
SIS,
STEHNTEIEIE: begin (SystemTap RIEFFIE) — BT SystemTap filA
Bt; end (SystemTap RIELER) SITHIREH. ITIISRFHIEEEEHAMITHINIER
R, %0 example timer.s(SECONDS) 8% timer.ms (MILLISECONDS),
S5HMKRERESNHRN—EERN, iHRSESHLES2EHEH, TRXEERE—
EZEY Bl NRYZE 1K,

51 4.2 . &I EHAYEN
Flan, UTHENEE 4 S5 E—5%Xa “hello world”

probe timer.s(4)

{
printf("hello world\n")

}

BXIEFMNEGMIFAREE, 520 stapprobes FMTT, ZFMTIM See Also SRIEEET
HhFMoivaEE, HPHe TREFRAMAGRISZIFEN,
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4.3.3 SystemTap RIBIEF (IFRMERK)

1 SystemTap EHMiHE— W NHBIERRF, ZAEEFENZEHEXY, B5—MNMEF
R

433.1 KX
MREFEAZSNMRNPERERNEDSE, IHEXEEGRE— M RES, UHREERE
Ao RHEBHXEF function GEIMENH, RBEIEIBHENFHTRIHBFSH (U
BERFIERE) , AREENFFRIEF.

function FUNCTION NAME (ARGUMENTS) {STATEMENTS}
probe EVENT {FUNCTION NAME(ARGUMENTS)}

HIT EVENT RUIRBY, 34T FUNCTION NAME HA9iESR, ARGUMENTS 2fENEREAIEIIE
=B

BIEMAFRERGEE N R, RMAILIEZER

Bl 4.1 “EE SystemTap fHIA” RENBT —NERHEE: printf KK, BFIIEFEAN
HiB. M printf KA, EAUERARKFHBRIEEEFNNESHNAN. BAFRHRIERE
5159, AIMBEH—PIRIIRART (LS FRIN) -
EEAMERRFRBIATENSHIIR, BAFRBAUEE S MEXIHBER — S MHA
FHSHENNSHELE. ERESARE NS

Bl 4.3 : HAETUIHBARTRY print f EER

printf ("@%s® (%d@® ) open\n@ ", execname(), pid())

BINFAT R, L " BT
FRT BRIV
BB BNT.
BAFATHENKRE, ML " BT

© 00 0 O

EPRROIUFERFBRNTIE YA RITXHER (execname()), FHUEH (EEAESH) X
FIEHFZ ID (pid())e RAFE, KRFIE—PTHE. BiF open M—MEITHR, W TFFAR:
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[...]
vmware-questd(2206) open
held(2360) open

[...]

BT 4.3 “EREIUREARTE print f KA ERMFNERER (execname () # pid()) KL
g, B EHMEMEREBIE printf S,

B % AR SystemTap RIEIITF:

tid()
HHE1ZLAZ0Y 1D,

pid()
LRILZLIZAHIZ ID,

uid()
E LNl AP

cpu()
W CPU RS,

execname()

SATHIZRIZ I,

gettimeofday_s()
H Unix2Zc (1970F 18 1H) E£&3mFE.

ctime()
BT B IR A F R B,

pp()
BT R B el EE R IRARI S B F /T &R

thread_indent()
RATFARARAGELERNEREREE. B (EAS) FESNEE (tid()) N%E#H =R, %
REIEZ—ISH, E#HEE, BT EREELENSEHIT SRR ERES OIE
%o ERRE—NFREH, HPES—LZRRRME, UNRBNNSEHETEE. REH
RESGEEENE (BAREVRAEH LCRINHAVER) « HIEBMASEIZE ID K5, XIFEE
BILURRIVER T LR SR, ERA T XER SR, LUIKRTEE T ZKEEL,
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ARAAOMEOBEFRZRILERE (BVWRAZNE) . £FE—MIRANORRELEOZ
8], BEEEIETHMARAOMEO. &SR — M ANOSMNATHO#E
TIES, HESREARHFIFI—MRBNEON, FHitHSEIMNZEEREERHRT

B XL SystemTap REEFHER, 5B stapfuncs FA5.

4.33.2 HMERME

BRERERIN, fEERTILUTE SystemTap M IBEREFHERAEMENMGE, 8FTE. £MHE9 (FW
if/else. while fE¥Ff. for f&F) . AHHISITEE

43.3.2.1 TE

BERAFHNEEMNEENXT
MEAE

o BEXEE, RFER—ITRM, HEIRERFTANANE

il

foo = gettimeofday( )

ARERIUERAAPERZTE, SystemTap IRIBLERVIRELE B ohiERTE MRIRTTRY
KB (FRBIHRT) . FEAF—BMEEFRENHEIR ELRTEIFR, foo KBENDENE
¥, A@Ed printf () HESEABEHBINGAR (%d) #1778,

g, RINERT, ZEATFESENRNE, RASRERLERERN, 95K,
ERAHLEXETE, BEERMRUZEHZTE, BENEAFNEIRUEREERAIERE
2, Alt, BHEERNBIMNEER global X#EF:

fla.4: FHEETE

global count jiffies, count ms
probe timer.jiffies(100) { count jiffies ++ }
probe timer.ms(100) { count ms ++ }
probe timer.ms(12345)
{
hz=(1000*count jiffies) / count ms
printf ("jiffies:ms ratio %d:%d => CONFIG HZ=%d\n",
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count jiffies, count ms, hz)
exit ()

}

LB AER R T4t jiffy MIZMHAEEITHEN TR TS 88 Rt B RZRY
CONFIG_HZi&&., (iffy RIE—RAFKITEIZZPUTHIRFLEEYEl, ERE—MHEXIETE]E]
R, FEAEFSFENEEURTREEGFEanEehnEz) . 88 global IEM, &
BILATEIRN timer.ms (12345) HfEAEE count jiffies # count ms. $5RE ++

B, TEEBSM L

4.3.3.2.2 %EHiEG
BILA7E SystemTap MBI ERA LK MHIEM, BEINKEEDNT:

if/else iEH)
XEEAER U TR RIE:

if (CONDITION) @ STATEMENT1@®
else @ STATEMENT2 @

if BORBEREREANSTHITHR, MRFHREN @ THAF, WRITHE—MNE
] @, MRFHRAXNZE, WHITEZMNER @, else 78 (O M @) BEEF
. @ M @ LFAILIZEEAIR,

While fEIF
XEEMFER LU TRIARIA:

while (CONDITION) @ STATEMENT @

3 condition FAEH, FHITIED @. @ AILE—TEAR, COMELED

&, L& condition RETHE,

For fi&F
XLEEAZ while BEIRAINIES I, FHUTHEIARIK:

for (INITIALIZATION@ ; CONDITIONAL® ; INCREMENT® ) statement
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O THEENREINATNRUEIFERRKMBITSSE, TEHERITERZAIRT. BFR
TRIFEEETFM @ Nfalses (EEBMBEINEHANALEEBLTER) . ©@ FIEE
MFENA T RIBEIf T EkEE. EESMEFERIRERIT.

FHEEN
A EFFEURERAUTZERN:

== &F
I=: R"&EF

>=: KFETF

A
]

NFET

4.4 THIRIZS

MREBERE systemtap-docs B8, AILUTE /usr/share/doc/packages/
systemtap/examples HEIJL MBI SystemTap RIS,

EHEFANB—MEEERIRGIIA: /usr/share/doc/packages/systemtap/

examples/network/tcp connections.stp.
f514.5 : {EMH tcp connections.stp ¥iEtE N TCP iEiE

#! /usr/bin/env stap

probe begin {
printf("%6s %16s %6s %6s %16s\n",
"yip", "CMbp", "PID", "PORT", "IP SOURCE")

probe kernel.function("tcp accept").return?,
kernel.function("inet csk accept").return? {
sock = $return
if (sock !'= 0)
printf("%6d %16s %6d %6d %16s\n", uid(), execname(), pid(),
inet get local port(sock), inet get ip source(sock))
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}

Itb SystemTap BIZEI i51E (2 N8 TCP &, HEBNELFNAZRERNSE AL ERNNEHIRE
Ko ERBRENERZHNSMEN TCPERZNUTER:

A ID (UID)

.

E'S

[ ]
s

KH

EZRIEE< (CMD)
o ap S HIHFE ID (PID)
o EREEAIEO (PORT)
o TCP E#ZHIKIE IP #hilk (IP. SOURCE)
BIBITIZHA, BHRIT
stap /usr/share/doc/packages/systemtap/examples/network/tcp connections.stp

HERBER LRVELRE. EFHFELERE, 5% ol -c,

4.5 RP=EERN

RNEENRIXAF BN AR (R DTrace R EIAYARSE) , SUSE Linux Enterprise Server
15 SP7 sz ##EF SystemTap #ITHP =EHRM. EEFAF =EINARERPERRIEANBE XIR
M=o ALk, @i SystemTap, ErILUERRZTEMN AR TERUKIELE N RFEIT .
EIRENPRFERY utrace EALZRHAH] uprobes RIZAZRHITRFP ZEIRN, BRTE 427 “LEAl
HET HRYNREas, TRERE kernel-trace M,

utrace L—MATFIEHIAR TEMESRIER. SR TAIREMIRE “51%" FRANEO,
ZREO U MNE AR LM, 5IZSFMIESHHNENRRE, AEERIE(TRE
IRENEAI%EE, ATFEREMAAZPHN ‘@e” (ELXHN, HEGRIRERANEH
B, aILUHTEMAE TR, @i utrace I USRS NEHS. 0, ERILUSNARSKIARZH
ANTLRH. fork() URIEMESRIXESESMH. BX utrace BRI E ST, 1FAIR
https://sourceware.org/systemtap/wiki/utrace @,

SystemTap ZHHFMEH NP TEHEEFREH MFIRE]L. AP = EME R BIFE YR
18, UKISIERAF#HEZES G,
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https://sourceware.org/systemtap/wiki/utrace

BREYRIBITHRNZESRMEPIER utrace <, BEAUTH<

> sudo grep CONFIG UTRACE /boot/config- uname -r°

BXAPTERRMNBE ST, &R https://sourceware.org/systemtap/
SystemTap_Beginners_Guide/userspace-probing.htmla,

46 EEZER
BB T BIFEHY SystemTap #ik, Bx SystemTap HFAER, ESE LI THEE:

https://sourceware.org/systemtap/ <
SystemTap B F M,

https://sourceware.org/systemtap/wiki/ <
BIETHX SystemTap WAEEREER, MIFHAMARFTIAFRARXE, FiFEURS
HMTAENLER, HERBRRENRET. FINEESE SystemTap Bizds. REIFERZEGIE
&, FAFIETHX SystemTap HWEIAHITEBRIE o

https://sourceware.org/systemtap/documentation.html 2
12 PDF #1 HTML #8089 SystemTap Tutorial. SystemTap Beginner's Guide. Tapset
Developer's Guide 1 SystemTap Language Reference, BIMNEFIH T HHXHIFMET

EE ] IEFTRERSHH /usr/share/doc/packages/systemtap T#kZl SystemTap i&
SE8%EH SystemTap #HF2, example FBERFIRHE T R SystemTap Hizs,
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https://sourceware.org/systemtap/
https://sourceware.org/systemtap/wiki/
https://sourceware.org/systemtap/documentation.html

5 RIRN

RIZIRNZ A TUE Linux RIZIAIRESMMERERN—ATR, AAAGMRAKEERFER
LT ARFRAZER RS AE, ATUERRSNEERMRARS, UkEd
BEo

EEIRXERMENIERNZGIE, HiEEEGPEENMREERAANMIERER. WIZRN
NEBRBETT, ERUPHTENRG, ELETEENERNZHESISRESR,
EFEANERN, BEFEREHRIUTENAZIER, FRREE init 7 exit R, init
R (140 register_kprobe()) BEM—NEMEN, i exit EERATEGH EAHXLE
wll, SEMEHEXEFRRMEANDTR, UREGaPRVEEREABANIEEF. E—
TMEEMSEBUE M —EETN, sILERAEXE register <PROBE TYPE>probes() 5%
unregister <PROBE TYPE>probes () E#

BEEA printk BZFIRERRESARIREES. printk @AZRZEIFSHEFZE printf
BRI EIEIFE. BX printk B9IFMES, BB Logging kernel messages (IBFEMIZH
B) (https://www.win.tue.nl/~aeb/linux/lk/lk-2.html#ss2.8) 7, IEEFRT, EaILldET
& systemd Hictia (GBS (BIEiEm) ,521E “journalctl: &Eiff systemd H
27 ) EEXEES, BXEEXHNFMAEE, BENEIE "AoaHEH

5.1 ZFRHAEREN
2R B R L LT LTSI
* x 86
e AMD64/Intel 64
e Arm

* POWER
£ PR RGN _E R 8R4 SSELAZ IR -
° 1A64 (R3ZHFXHESL slotl ERHRM)

* sparc64 ([HREHEREHRN)
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5.2 MWtziHNAYEE

RIZIRNE =Fh2E . Kprobes. Jprobes #1 Kretprobes, Kretprobe 7 B3#R{EiR [EI#F:M,
SR LA E] Linux RIZARERE = MEERURNBERBE RG], iEEFBR /usr/src/linux/
samples/kprobes/ (¥4t kernel-source) o

5.2.1 Kprobe

Kprobe BIF{ANE] Linux RIZFRRVEMIIES. EM Kprobe [&, EREAMMRIMESHNE—ITFT
REBEN—T R B ESFarPIbiTRbE, FREFLESEEM, AJSH Kprobe 1ZE /AR,
BRHIT I RIRRER, ARRITARNNGES, RERIT—TERIEER. B, THIN
R iR R fEEmAYE <.

5.2.2 Jprobe

Jprobe Zi@id Kprobe HEISEHER, ERFEAZIREBMINOS, AFEZIHREERNAIERE
W&, HAERREFHIENSEIRSREESTSFIRNEREER. B4R Jprobe, 5
jprobe return() E#K,

e EA jprobe [5, BRENIEREM, HiGIESIIETHERE jprobe R IBRZF IR, A

&, EEUSERLSMERNRKHFAEHERFMATHLIERER. &G, ZAEBERERER
jprobe_return() K, FHRITHINRZEILIZHIREL

—MRIERT, ERUE—TREFEAZS MR, B=Z, Jprobe (NFRETERER—1EH,

5.2.3 R[EERN

IREFRNE 28T Kprobe SEHER. A register kretprobe() EREkBY, =3— kprobe
FEANZEIFRERMRERIN D, smPRNE, AZRUNEIFREFFIIRNRERRE ML, HiEA
RAREXRERIERERF. ARG, EHINEERILSPTIRNIIER L,

f£I8H register kretprobe() Zgj, EEIRE— maxactive 8%, AFIEEA LR
WML DRI, WRIZENELR), SEIELER,
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5.3 Kprobe API

Kprobe B4 21E O AT HIBU AT S B AR HIRIR X BRI B F SR AR
BRRETBREBMEFMR, WENE 55T TLEL ANERRR

register kprobe()
R AN —D TR, snixBT=BY, KA pre_handler #
post handler,

register jprobe()
RS E R PIEN— M =, IZMIE U PRERNIRER AV SE— MET Rt Pzl =
B, R THEENRIERRR, ZAIEREFISHYIRMRESE RN 5 FrR AT R A8,

register kretprobe()
PNEENREIEN—MRER N, SFFERVREREER, FiaTEENLERRF. LK
HAEAINETIRE] 0, EXRMETREIS A SHITEIRRS

unregister kprobe(). unregister jprobe(). unregister kretprobe()
ERFEERERN, MRS E R FER A &R,

register kprobes(). register jprobes(). register kretprobes()
EEERFEFIRENE MR,

unregister kprobes(). unregister jprobes(). unregister kretprobes()
EFREEMETIRRE MR,

disable kprobe(). disable jprobe(). disable kretprobe()

ENEREENHRN,

enable kprobe(). enable jprobe(). enable kretprobe()
HiYEAE AR,

5.4 debugfs M@

EERMHY Linux WiZ%, Kprobe TEEAMWIZA debugfs #Z0O, tiEORUGIHFAEE M
HIRNFH 2 BITHERAFRE IR,
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54.1 H|HEEMBEIAIZIRN

/sys/kernel/debug/kprobes/list XH&HF|H T HaiEFMEFREIR,

saturn.example.com:~ # cat /sys/kernel/debug/kprobes/list
c015d71la k vfs read+0x0 [DISABLED]

c011a316 j do fork+0x0

cO03dedc5 r tcp v4 rcv+0x0

—HFI RN BN R BRI REE, B 517 EHRNBIEE: k &R kprobe, j &®R
jprobe, rFJTOREIERN, F=FPsERMPFS. WEMAERRETT. SFENAETIEER
MEPRSER. NRFRWBNZIFBERIEDIIE, KL [GONE] #Ri2. MNRHFMRETEE
Fi, ¥LA [DISABLED] #Rig,

542 =RBER/ZERRZHRN

/sys/kernel/debug/kprobes/enabled X##&RR—NMFX, ABRF2BEUREGIMEITH
XA BIEMBIAIZIRN, BEXFAXLERN, IFEFSITHRRAN

# echo "0" > /sys/kernel/debug/kprobes/enabled
(K root 519)  ERRITHXERM, EEA

# echo "1" > /sys/kernel/debug/kprobes/enabled

R ERSERURMAVRES, MRE MR ENZR, TRNE—EZ5S2ZE, ZFENF
SBIEH, MeEfFEF [DISABLED] R,

55 BEZER

BXAZENFARES, BEEUTERR:
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89

e /usr/src/linux/Documentation/trace/kprobes.txt (Z4& kernel-
source) FIRMHTEXAKIRNNEEER, XEEFEEESHMURANE,

e /usr/src/linux/samples/kprobes/ B (@k4& kernel-source) HiHTFR
BB (LIRS A% Makefile) BYR,

e 7£ The Linux Kernel Module Programming Guide (Linux RiZiER¥EIZIER) (https://
tldp.org/LDP/lkmpg/2.6/html/Ikmpg.html) 2 AT LUK EIE X Linux PIAZIEIRH]
printk RZGHIFERLRENER

B %58 | SLES 15 SP7


https://tldp.org/LDP/lkmpg/2.6/html/lkmpg.html
https://tldp.org/LDP/lkmpg/2.6/html/lkmpg.html

6 fEA Perf #{TETHE(TRYERERIT

Perf E— 1T ATF ARG IEEERELSIE R T (PMU) BURIERMETRRGEMH (Flaioiss
%) WRE, EXFRYICCERSIE. RARENGEIEMN KVM EIXME Guest 1517,
A LATERE REFEEMBIES. flil, REESEXIEEHIES, HLERITHNE

=8,
Perf HFER 2 £ERY -
o E/E Linux RIZBIREE, sE@BEtikHiE<S,
o perf AR TE)LHER, oiLEFERRZAEFHEBESTRERNEEE,

6.1 ETHEHFHmIT

BT EITERERBERERE XN ARFRASGHRITERNES TLBIETRANAR
EM CPU S HIREUX (S R Perf SER T XXMM T
TEMAAIERME S MRS T (PMU), PMU BOIZITAITIEESYFER CPU X, fid, &
FERYE. FEFRITHSEMINEER CPU SEMMF.

81 PMU IREGE—HFFE . MaEREAE (PMC) MMt IEITEEE (PMD), XK NEFLEE
TR, ERAEPMC BAER, XEFFRATEEEERESMEE,

6.2 RAFHMITE
Perf S5 SRR
o G SR BRERAL,

o BFREMHHIREF: XER—MALXBHNAT SN BERENEHERINTEREN,
ZIER— M

o BEFHEMIREFE: XER—MALBHNANAR: BREXARIERIFR,

o BEFESHRE (IXRAMD64) : MERRIZIZATEEEIREINAES, HIXLER
LEMBERE. XFEAURIESEMES, AEEMERWHREREXEERNIES,
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6.3 &% Perf

Perf RiZAIEEEEERANZT. BERARAFTREIKARER, BRERGE perf.

6.4 Perf F5p<

ATWEREER, perf TEAFEEZ N FT. ATHARTREANG L.
ELFMONFERAEERE—Fan<THER), 15ER perf helpSUBCOMMAND 2 man
perf-SUBCOMMAND,

perf stat
Bai— 1M 2R, HeIRTEZEFREEERNSAITHN, perf stat BF4HitEH

perf record
Boh— 12, HEIEESMEITHSREENIRE. ZIREEN perf.data FEEHF
B®%, perf record AT MEHHITHRF,

perf report
ER&EHIER perf record SIEZMIRE,

perf annotate
ETRHREXGURERITRIEIRUERD, NRLETEAGS, WESERRERAE,

perf list
FI Perf B LUR SIS BIARIZANERY CPU EHRIEE, BRI LUREF T IREHRLE, {4
M, BNEEEHEH, 15ERM perf list hw,
perf_event_open NFMITURM T REEEHME IR, Flil, EE branch-
misses FFAYIHEA, 151¥Z BRANCH MISSES ((BiEBIEER)

> man perf _event open | grep -A5 BRANCH MISSES

EMENARERTE. NEEGEHITHIERGRASHHIRIE, ME Perf GUZ/Y
BRI, XEFAWNFENZFA IR ERVARIEE R MIEHEH.
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Bla0, 7E Intel bIEEE F, cpu-cycles EHNNFEHESEH
UNHALTED CORE CYCLES. 7 AMD 203223 £, MR FREHEMH

CPU CLK UNHALTED,

Perf B FNERETFEHNRIRENG. EEHRXLEEHMNAE, 5EF CPU #
R (Architecture Software Developer's Manual) (IKREWHEGEFAARF
i) o 32677 “EZEE" PIRMET AMD64/Intel 64 L IRRZHIAE K AL EERE

perf top
ETRRENRSRED,

perf trace
tanMITHS strace K. ERALLFHLHUEERENLIZNHIZNIT T HLERS
WA, UAZEREIHZWETHEES,

6.5 FITRERENEH
BUSRAEE (B perf list SRNHM) HMALRY, FEA:

# perf stat -e EVENT -a

BE-REG SMEENEMS, BYEXEFEHHLNES IR, Hld, ESIt cpu-cycles #

instructions, &EEM:

# perf stat -e cpu-cycles,instructions -a

BEIERIE, B ctrl-c

BRI UG RN B ER ESEE RN A ERRER:
# perf stat -e EVENT -a -- sleep TIME

B4 TIME B IR A B A0 (E,

6.6 ERFETREMITHEMR

BT SMANRITETHENLTHEHRE:

92 SUTHFEREBIEM | SLES 15 SPT



o BOEMARNGSRIRE, BER:
# perf record COMMAND
AR EBERRMNHE, BREHZHERN, Perf RIEHEELE
o EREEITHRARNGTHAIEENRFNRS, FER:
# perf record -a COMMAND
ARIEERERBMNHEIE, BRHZHIZEN, Perf RIEHRFLE,
o ZRIEBIBITHHIZRIRE, BER:
# perf record -p PID
BR PID B A#HEE ID, BFLERIE, IR arl-c,
WME, AIFERUTHISERWRESNEIE (perf.data):

> perf report

ST A—NMIBERRE. BRIGHE, 5% 1 . BRE, B8, o,
NRE AT ERERRE, B Perf B9 GTK+ 5!

> perf report --gtk

g, GTK+ RERERIINERER,

6 . 7 E % é I%\
AEURMH T ERMR. BXEFAER, FSELUTHE!

https://perf.wiki.kernel.org/index.php/Main_Page <
B F0, TR THEXER perf NEIZ,

https://www.brendangregg.com/perf.html 2
BEITZET perf BZERAIBIFE HHE,
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https://web.eece.maine.edu/~vweaver/projects/perf_events/ 2
BEZNMNERENIEELTE, FES Perf B9 Linux RIZIBEE API 8%, a0, LtETI@E
B& CPU HRAMRNEIZIEM,

https://www-ssl.intel.com/content/dam/www/public/us/en/documents/manuals/64-
ia-32-architectures-software-developer-vol-3b-part-2-manual.pdf 2

It Intel Architectures Software Developer's Manual, Volume 3B.

https://support.amd.com/TechDocs/24593.pdf #
Itk AMD Architecture Programmer's Manual, Volume 2.

ETE “OProfile — REEIM SR
BERRALET BEMMEREMR K.
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7 OProfile — &RSGSSEEIN S 128

OProfile RRFoISEF DTN DR, SR LIAEEITHRERNITAHEERER.
EBAUEEXEER, AMNPREATHE—IRUNRET.

TR EMRFEAHERZFERRIER OProfile, EERFEEAZMNT , TR
FREFE, FHENIZRR, BEBURT TIEREMRERE,

7.1 BB

OProfile B—1TAR&IXEHIERF UAR— BT REHRIERTIFEF M. ©ERITSAESE LA
SIRHAVRRHIEREITERE8. OProfile BEDMTPIENE, BIERZ. WIZIER, RiZPTGE
2. RaHEEMNEMNARER.

MV R S PR R M BT IEs IT O . IRIBFTARILESS, PIRESIRHITS I
2%, AUEAET NSRS MTRSHTHEEZ. SMITRSHE —MERBEREME,
)y, NEREARRIRERES.

EHITRAIED AR, BWEMBRER, FRFESHIUBREYE R D ERERZ M,

7.2 RERMEK

EfEMA OProfile, 15&R% oprofile B4 &, OProfile B]7E£ AMD64/Intel 64. 1BM Z #I
POWER &3228 Ei5T.

NEBL PR XNBEFLTE *-debuginfo M BIEEER. EXNAEZ, TEERE
debuginfo #4E,

7.3 TTHM OProfile SLHIEF

OProfile B & &M SEARER, ATREDITHERE DTSR, UTIRERLETREF
fERRIER .
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opannotate

WHHEHENRABRHIEFETIR (BETONER)  AIREHERIRES

addr2line &5, LURAIABEFEERRIEXHMIT. BXEZELE, 5 Wnan
addr2line,
operf

IBIE, 50, SELE, BRIAFMETE CUR DIR/oprofile data/samples/
current FEVEIETTH opreport L IE,

ophelp
HI R A S H A B R AR,

opimport

RotF AR BURES M MM B TV IR A T BT F e sl

opreport

BT DInBESiEERRS.

7.4 {£H OProfile

&M OProfile AR AZFIN BIEF. DMTARZES, 1555 OProfile BRI ERK
vmlinuz* X, EA - -vmlinux EHIEEER vmlinuz* (—f&AIF /boot H) .
MRIEEEDITRIZIER, OProfile IAMESHITILIRE, BRE, BREWMNES https://

oprofile.sourceforge.net/doc/kernel-profiling.htmla,

REVBNARFAFBEDINAL, ELENIZER - -no-vmlinux ETREMEE £,

7.4.1 GIEIRS
BohsFPIER. WEEEE. (FLESTIPER, HAIENBAIER COMMAND YRS,

1. TFF9N %, #FHU root BHEF.
2. AEREDITIERARDHM Linux Hi%:

a. S Linux B HUITUAIT a8, E operf REEMEREFERIRE
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> cp /boot/vmlinux-"uname -r'.gz /tmp
> gunzip /tmp/vmlinux*.gz
> operf--vmlinux=/tmp/vmlinux* COMMAND

b. &%tk Linux W#%: FERUTHL:
# operf --no-vmlinux COMMAND

BERHPEEWLRIUAR T MR LR, BEIMER - -callgraph EMHAIRE
A DEPTH:

# operf --no-vmlinux --callgraph
DEPTH COMMAND

3. operf FHEH#IBEE N CUR DIR/oprofile data/samples/current, operf si<5E
R (E@EIH ctrt - ¢ k) 5, BIEIfER oreport 2AikiE:

# opreport
Overflow stats not available
CPU: CPU with timer interrupt, speed 0 MHz (estimated)
Profiling through timer interrupt
TIMER:O |
samples | % |

84877 98.3226 no-vmlinux

7142 FREEHGEE

EHEEN—RSEWT:
1. E%cFRASEM CPU-CLK UNHALTED #1 INST RETIRED #ERLA S,
2. ERRENSFHERMI. BYHEH, BEMRH<S perf list,

NREREDITRERNES, B ophelp (s *EBFMIERZRNAIAEHS (M Intel Core
i5 CPU £ GlaL) -
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# ophelp
oprofile: available events for CPU type "Intel Architectural Perfmon"

See Intel 64 and IA-32 Architectures Software Developer's Manual
Volume 3B (Document 253669) Chapter 18 for architectural perfmon events
This is a limited set of fallback events because oprofile does not know your CPU
CPU_CLK UNHALTED: (counter: all))
Clock cycles when not halted (min count: 6000)
INST RETIRED: (counter: all))
number of instructions retired (min count: 6000)
LLC MISSES: (counter: all))
Last level cache demand requests from this core that missed the LLC (min
count: 6000)
Unit masks (default 0x41)

0x41: No unit mask

LLC REFS: (counter: all))
Last level cache demand requests from this core (min count: 6000)
Unit masks (default 0x4f)

0x4f: No unit mask
BR MISS PRED RETIRED: (counter: all))
number of mispredicted branches retired (precise) (min count: 500)

BRI - -event IEE AT GRS, AILUERZMNMED, LEMFEE4ET (B
ophelp 3%X18) ME#ZX, fiun:

# operf --events CPU CLK UNHALTED:100000

&4 A CPU_CLK UNHALTED i BEREXR
REREIRERT ST EXMALIERE, MEERSIRERTTESLRIEMRK
BRENTI, SEEETH. BYRIAZERAMAEER OProfile Mizm It aEiSHR, Hi&@
IR 50 SR E X M RE = E N F IR BN &R/ RESR,
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7.5 SRS

EEMIRS ZHI, BHfR operf BfF1E, BRIELZEFER - -session-dirfgHt T HHE

%, &N operf 2 HHIES N\ CUR DIR/oprofile_data/samples/current, HERETH
opreport 71 opannotate ZIASTELL NI B EHHIE.

NMERENETIEFA opreport FILURMTREEE, RAENTHITXHENSE, KERCK
BF AT GO 2R, REBOITL C++ KRS BTER, B - -demangle

smart %I,

opannotate £ MHHE SEREHIHMF, EEERAUTEIIEITIHS:
# opannotate --source \

--base-dirs=BASEDIR \

--search-dirs=SEARCHDIR \

--output-dir=annotated/ \
/lib/libfoo.so

IR - -base-dir & MIFIHEXHHFD HHRZES DRYIR. 1E - -search-dirs &
BRI XERIF, --search-dirs EHEE—MATFEREXHHERES DRI IR

Q iE: HHCTRARDIRE
RFmiFRNATIEE, KETRSERNETERARANLUE, &F https://
oprofile.sourceforge.net/doc/debug-info.html 2 REEERIUEE T EXMITANS
Xo

7.6 BZER
RGBT B, AXRER, FEELTRE:

https://oprofile.sourceforge.net
MBF T,

FH DT
B XA E T ERETRYFH 5,
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/usr/share/doc/packages/oprofile/oprofile.html
B2Z OProfile Fft,

https://developer.intel.com/ 2
Intel SMIBSZRVARLEISE,

https://www.ibm.com/support/knowledgecenter/ssw_aix_71/assembler/
idalangref_arch_overview.html 2

IBM iSeries. pSeries 1 Blade fRZS 28 R4+ PowerPC64 M IRZRNE RGNS E,
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8 jJIl_;\ -I«:_[t - W*Zﬁiﬁi\ I:%\

NSIEIHZ Linux RZH R —TER ARYIEIRINEE, EAWEERTHERNEARER
HE, MEFEMRFARKNESISFRTA.
ERILE LTI UME R T EAshASER, Fln:

o RiLRAER
o JFEE T R RENIER

o REFMEITE2F M

8.1 mIAEIHBIMNE
TR T SRR (8

S
SR FERESISFRARIBER FRIHHEE XMLEITIREX TS0 E P E AT
HHI%EEO

BRINAZBBESBHEERMERBAFLER, MMEERBEREXES L.

HERERIR
ERBSIEARRIEMRNERZMEE, IFREIMBODHEREFEEAERRER
/ﬁ /%\o

82 _L = EjJ/L,\ _tE/J'H(IL,\

gﬁi}\ﬁgﬂg i*%mﬁﬁ&zkemﬁﬁb/u\ﬂﬁto g*ﬁﬁﬁb ﬂﬁtﬂ'ﬂku, 1ﬁ LX root FﬁF%ﬁﬁE_ﬁ
UTFan<:

# zcat /proc/config.gz | grep CONFIG_DYNAMIC_DEBUG
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MRDSHEAERFEINZF, BNIZEIERMUFUTABTEL:

CONFIG DYNAMIC DEBUG=y
CONFIG_DYNAMIC DEBUG CORE=y

8.3 TE% EjJIL:\]J_J-L_t

EREEETHAZPERAFENANESHAE, ErILUER echo 65<M /sys/kernel/
debug/dynamic debug/control 4B NEIE,

L/(_FTﬁJlHEﬁTEblu\ﬂﬁtﬂg_g%E% 5£ .

Q =

SRR T RS RATERNBSFERIXZR, 90 pr_debug. RIZFRAGIER
XERREEEE BN EIAE R,
AT HRBTRAIRIE pr_debug ZIEE TR, RAAFMIEEEITHIRZHI TSR,

HEFERZENRBXXFERREAHES
BENRERZEREXABRIERESR, BERUTRA:

# echo "file FILE NAME.c +p" > /sys/kernel/debug/dynamic_debug/control

AEFERZRIBRERIEAES
BENRERZIERBAIFNES, BERAUTRA:

# echo "module MODULE NAME +p" > /sys/kernel/debug/dynamic_debug/control
ZRARXER

EZALEINFERIZRABX G HRNIZIERERANIARER, FIE1THER -p EHHY

echo 7%, fl40:

# echo "file FILE NAME.c -p" > /sys/kernel/debug/dynamic_debug/control

# echo "module MODULE NAME -p" > /sys/kernel/debug/dynamic_debug/control
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BEXISERANEGERZSMNFAER, BBWEE 50 (https://www.kernel.org/doc/
html/latest/admin-guide/dynamic-debug-howto.html) 2,

8.4 BTEMSIAHER

EALiETT dmesg HiEiD grep iIiEiad, REESRIEEBENEEERNESEIREE.
un:

# dmesg | grep -i "FILE NAME.c"

5E, BERERGUHRERNEFSGERFER, AJUERATEA - AT tail <!

# tail -f /var/log/messages
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9 —mRARFRREE

ARG RNEEN R AIZN RIZFRIRAIER, M —FFIEmIRE — MM
BRENRS. KRB EXMXAREGNA NSRS B[ERE, ErIiRSHIER
B URZHHIITES D BRI,

0.1 MyI&RE

BOMNHNLREATRRTSRBENERNBNRERS. 7 ERBARKREIUTEXR
S8, ATERINAFIE EE R AR ERENZ E I ESRRHIT. BXFAER, S
W (HERERE) ,FIF “RESE ,$£9157 “RERE .

9.1.1 #HKX

RIERS BN AREFCENEGHRR, FXARAESEMITENNEE (FIRMmEER
N o ZFEMAZENNMANRELFLRHERRNEOXARE, RAKBH T ARFMREVITICTE
Bl A, UTERMEESIEREFERRFM. ERINIFHERSEN, XERMFER,

o WREE HIRRBE—EHRENAATE, RANNREEER, W ERHEHEEMNE,
o g0, EI@ELATFAUREIGEITHIRERA S N85 82 R EREE |

o NRERG. BUEN BEXHERAFRNEE

o FERFARSSERHVRALA B RIME RIRAHEE

* BERS[BAF BREFRNHEZEDE

9.1.2 RKTH

BARECEFCZEERZMITENMEEE, EIAEERRAECEEZE AN, BINLER
REITRSSHMENRLVENNGE, ESRVERGENARERZHER, BBERERA
WELD, I, ERRECERARERRINAZ BB ENRS.
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SUSE Linux Enterprise Server 87 “R&HE BRELBEXRETLEE, BIABERT, &
A LUER S EFREESHTECERHEE, BHaILUSsh YaST R EESBUETRGEHITH
HiEE,

R—EFMERRBFRZUT —PIHZ M EIARAE:

GNOME £mEIFiR
RSBV FERENEEIFR. IRFEZEFINE, RASFTLENBRSGR (Fl
lceWM) EE R,

X Window &%
MRRBIHIITEERSBRENARER, BNFAERERNMGE, BiF5IE, N
HENVIETT GUI LBEFRELL NG E., NRENNAREFEET GUI BN, HEXR
4% GUI FRZSHY YaST, iB1RE I,

FTENARSS 2%
REFENITBENHTENR, A FEURHEE.

9.1.3 FUABETE

iZ1T X Window RARBHAERIR, ERZSB[BLKRVEEZE, BIENEEFmulti-
user.target PR ASL. EINelLURiZBsHER N BERF.

9.2 ZHEARMERIIRS

RINLZREZBHE MRS (BMEMLECEME) . BFSMRSAZEERR, FHLEINE
BAEEMRS. iB17 YaST» 7% > i 2 RalRSEIEETR,

NRIEERERARZASE YaST, AR ETIRER RS TIRFITHIF. AL ER LIRS
AIETEIETTARS B, BEEH/(F HIRMEREITHRIENRS . EXARZRAZRS, BFER
&= A/ 2 ¥R,

LU FFIRER T fE%% SUSE Linux Enterprise Server [FERAB MRS, KEEEERLELA
%, SAEEREMAN:

alsasound
ME Linux BAEE RS,
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auditd
Audit RERTIFIER (BT, B2 (ZefEkism) ) . RERFER Audit,
AR,

bluez-coldplug
SOIBTE SFREHRIP R BRI RN

cups
FTEDMSFIPIER

java.binfmt_misc
BHA *.class 8 *. jar Java BFHHIT.

nfs
3 NFS BN FrERIARSS

smbfs
M Windows* BRS3 2834 SMB/CIFS X4 R FBTFrEMIARSS

splash/splash_early
ERohE BRI FES,

9.3 XHRGMEEIAI]

R ENASTEERIENAN, RLIEESHRT. FRAKESEIEAHNXARS
B TFRA MR, ERFHREBIRIEIEEHTZR /0 AR AILUE—FTINER S,

9.3.1 XHR%

SUSE Linux Enterprise Server Bl 7 214 &4, €3E Btrfs. Ext4. Ext3. Ext2 # XFS.
BIMXGRGHEEHMRS. BXFAEE, BFEN (FHEEER) ,F1E “Linux AXH
RFEHIBER”
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9.3.1.1 NFS

NFS #2EIsmiFNE T NFS (AR 3) RuA7E, EMUEA: https://nfs.sourceforge.net/
nfs-howto/ 7, ¥E# NFS HZBY, il —TESEHEM wsize M rsize FIREREIA/
1EHNZE 32768,

9.3.2 BIEEFRA

X RFZRNENXENEFHE= N RBENNE: EROEECCaada) (FRisiaedia) .
EriE s EkiEnatia) (FRAEetial) , Rk ERERXGTEIEATE (R Bkt
i8) o WRILIGEEERAFRGRNT, SEERAKNEEFE, BASHTRIZA RS~
E—PNENERE, BANERT, ReEdsxXtipnetEis—XeE R F X et EsE
ERETIEIRY, BN HRAA KBHIFIAETE, tAFEFR AR iFIRatE], X RAVIERGET
relatime, &ERILAGEFA noatime HHIET R LREEH, ERFERLNBEFHIRE
FXMER. XHARS2EM Web RS BIANBFEARAKOIEHRFTENLL, NREIAMEIT A EIET
BB EREAESENNARER, BEA strictatime HEHEDL,

RLHRSG (BI90 Extd) EZFHRENBEERH. FA lazytime BEHIATSALINRERE, FI
ENENESERATEYARYE, BFRREANE#E, RBEMA fsync 3% sync REIER.
BTFEMER (FIINXGR/NEH) MEAXGEEN. HEHET 24 /MY, IEZFEMR
FEHEHEEENXHEEN, AR XMHER,

EENATXHRARIERED, BEERE /etc/fstab, ETTET YaST P XIEFRIE
AN XBSEER Fstab EHXHEE,

9.3.3 f{£H ionice fEEME TR AR

ionice s AILLEIEE R NHIENMETHRINAR, XiF, EERURREE R E A B E
FEBHNEEHE (FIN&EHEL) #Y1/0 %%k, ionice RRIBFREFEHZMN I/0 Lk
&, UHRRZARIBERTUZENS#@E. ERLENFEEIR, IMESANREREFER

ZEP, UWEREHRMRINRNZHIZESRZIXAZERE. Alt, I/0 REARKEBETERT
XEBNEE. H15EE, 28 blk-mq 1/0 81289 BFQ I/0 JHERZFZE<T 1/0 MM ARk
B (FBNE 1427 “EMA blkemq /O BIZHIETA /0 BIEEE" ) o BRLIKEUT=1H

B3
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=i
REKBEEMARIBKREE 1/0 B, FREERNIEELFRIHIZR TR PR,

RAmmA
RIFKEFTE /0 AR EHZE S EANERINEEZ. BJ7EM 0 2 7 iSEER (02
ELER) FRBILEPHMLER. WTFLHERIRAIMA (best-effort) L KEITHIRZ
FRRER D TR HARSS. RERNZRAEZIZARNAZNGER M (best-effort) 2
BIESR — BXRATS, EEM ionice (1) FMI

Schd
IR RSN HIZR TR RINR, AJ7EM 0 21 7 BSEER (0 B&REM%ER)
OB RR. BEALE, AANEraSEREMSERT ARSI,

BXBZATNRTINGLIBE, 1588 ionice(l) FMR. NMREFEFAISEHITHIE NN
REFAANEER, BERE 105 "WiZizhl4d" hFmRaImzizs4H,
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10 MixiEHlH

NiZIZHI4E ( “cgroup” ) @—MINZINEE, AIRTHECHMRGEHEZNVEGS RYHA
o HIRWEIRARARRPREW R TUE 1 TR,

10.1 #A
SMHERSERE—MEE cgroup. Cgroup IRERPPREWHIFE. EaIH e gt
MERHPRIFIE D ZIRERRES], FIW CPU. NFE. A /0 AMEHRAE.
£ SUSE Linux Enterprise Server £, systemd {8 cgroup 54 (systemd ¥z AHIF)
REXEBIEFIA#HIE, systemd FIEE T AFI&E cgroup BHEMEO,
< systemd-cgls BRERPPIRE.,
A% cgroup API B NARZA: v1Fv2, Ltbsh, ATEEBZ 1 cgroup BREH AT AR APL,
MARZRTREMVAERE, BRMMAITTAVIERE:

o Gi—: BEEHIRN v2 BREN

c RE: TEEEHIRHN V2 BREN; THB T vl BREM+ (BEFA)
RINEX NG —. BMESERTUNFTE vl N AREFREREREY.

TR E— MR

10.1.1 B& cgroup BREH

Q iiE: mAEEER
cgroup vl EWFR, TERRIRAFEIESRFE KRR,

EERRAIEHIARE RN, 5¥% systemd.unified cgroup hierarchy=0 fEARZER
LITBHEEMEI GRUB 2 5|SMNEEF. BXEE GRUB2 NEZAT, ESN (BIEEmR) ,
£ 18F “5|SMEIERF GRUB2”
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10.2 ZJ|IREGEiT

A LUBIE I HFRA LR B R R cgroup SRIREXE A cgroup R TRHFELIR,

SITHIER/, BAEHIEAS, EMERNEMEURTITEAEH, H— T MRTEERITES
ME—IAHRNFERT. ZURNRERTRE, URBEEXLERXTAHPHNETRIESR
to

BILAfEFE Y0 MemoryAccounting= BER AT M RTIGESIT, HETE /etc/systemd/
system.conf BfEf DefaultMemoryAccounting= S AFFE BT /IEELIT. BX0
FIE$HI¥RTIR, 520 man systemd. resource-control,

10.3 1gERIRR!

Q E: etEEEE
BAR, RFRERRABURT IEAEIMITIME (5180, /WP EIEEEAI.
LREERFIIKETH. HERER) . Fit, NMRIMELET L, BINE (B REZH
PR,

BILAfEFE systemctl set-property @<i&E cgroup BIBRHI, &ERE:

# systemctl set-property [--runtime] NAME PROPERTY1=VALUE [PROPERTY2=VALUE]

MEMNESIUENA, H&E, BEM - - runtine XM, EHETESISEFSRE.
ERE NAME #1889 systemd BRSS. SEEISTIF & #F.

BEXTENEMYIRMEZAT, 155 man systemd. resource-control,
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10.4 {$EH/H TasksMax BhLE R4S VESE

systemd ZFFAENHEITEEES IR, HEEZSMIFNESRES, Lk systemd
BEMt T A FIREIS N R2TPNESHENRINME (NiZ2BREIM 15%, B1T /usr/sbin/
sysctl kernel.pid_max AIEFEREH) . & MAFNYIAREINAZRSIR 33%, B3t
F SUSE Linux Enterprise Server, {&RHIEaNLE,

10.4.1 EIHZHFIEIA TasksMax &

TEXRFEAPR, EAREFE—MERTAREERZSNINEE, SUSE Linux Enterprise
Server [l T M EEXEE, Bl laBELBFRAARTMARPYIREGAME, HEXHEE
REAN infinity, /usr/lib/systemd/system.conf.d/ 25-defaults-SLE.conf

BELUTFT:

[Manager]
DefaultTasksMax=infinity

/usr/lib/systemd/system/user-.slice.d/25-defaults-SLE.conf G&ELLTIT:

[Slice]
TasksMax=infinity

£/ systemctl 5% DefaultTasksMax {&:

> systemctl show --property DefaultTasksMax
DefaultTasksMax=infinity

infinity RI&ERE. HAER—EBZERMIAE, BIRERLERHAIEGETHIEXE

HIZFE ARG o

10.4.2 ZEZE DefaultTasksMax B

BRI B =X /etc/systemd/system.conf.d/90-system-tasksmax.conf &
e fF DefaultTasksMax B, HEANTE/ITUEAS N RARTREFNIATS LIRS
(256 1) :
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[Manager]
DefaultTasksMax=256

MEFLE, AEREIKERTEEN:

> sudo systemctl daemon-reload

> systemctl show --property DefaultTasksMax
DefaultTasksMax=256

BIECHNEZRARIRIAE, ATRESZSETENRS LIREFRENRS. RFERTF
MariaDB, B EHENETNE:

> systemctl status mariadb.service
® mariadb.service - MariaDB database server

Loaded: loaded (/usr/lib/systemd/system/mariadb.service; disabled; vendor
preset>

Active: active (running) since Tue 2020-05-26 14:15:03 PDT; 27min ago
Docs: man:mysqld(8)
https://mariadb.com/kb/en/library/systemd/
Main PID: 11845 (mysqld)
Status: "Taking your SQL requests now..."
Tasks: 30 (limit: 256)
CGroup: /system.slice/mariadb.service
L-11845 /usr/sbin/mysqld --defaults-file=/etc/my.cnf --user=mysql

Tasks 1727/~ MariaDB 1 25&158 30 MESBIETEIETT, MEAALRA 256, XN FEIBEMS
REWB, UTRALETRIMAIE MariaDB BIFREIIZESE 8192,

> sudo systemctl set-property mariadb.service TasksMax=8192
> systemctl status mariadb.service
@ mariadb.service - MariaDB database server
Loaded: loaded (/usr/lib/systemd/system/mariadb.service; disabled; vendor
preset: disab>
Drop-In: /etc/systemd/system/mariadb.service.d
L50-TasksMax. conf
Active: active (running) since Tue 2020-06-02 17:57:48 PDT; 7min ago
Docs: man:mysqld(8)
https://mariadb.com/kb/en/library/systemd/

Process: 3446 ExecStartPre=/usr/lib/mysql/mysql-systemd-helper upgrade
(code=exited, sta>
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Process: 3440 ExecStartPre=/usr/lib/mysql/mysql-systemd-helper install
(code=exited, sta>
Main PID: 3452 (mysqld)
Status: "Taking your SQL requests now..."
Tasks: 30 (limit: 8192)
CGroup: /system.slice/mariadb.service
L-3452 /usr/sbin/mysqld --defaults-file=/etc/my.cnf --user=mysql

systemctl set-property ZFHFRE, HEIE—MEIFHAREFIEANXHE /etc/
systemd/system/mariadb.service.d/50-TasksMax.conf, EFXESZEENATI
BERITNHNER, EFR—EMLTE 8192, BRIZEBESEITIERHMRE,

10.4.3 AP BIERIA TasksMax FRHl

t AP RRIARSINR S, BNRAFRREEEESHNRR. B4 (5 /etc/
systemd/system/user-.slice.d/40-user-taskmask.conf) RNEMBFIEELZEC
HERINME. U TFRANSERIBIAES 16284:

[Slice]
TasksMax=16284

Q iE: yFagsE
BEN (BiEfsm) , £ 198 “systemd SFFFER" , %6 19.53 T “FaitIEEARX
B KT RRIBAN SRR F R,

SRS EFINE systemd LUNEE, FKRIEN:

> sudo systemctl daemon-reload
> systemctl show --property TasksMax user-1000.slice
TasksMax=16284

MREREAMEE? XRENTEAE. RARFMEMFREEMS. R TasksMax
BEX/), BB IENTERE GBRERATA) . TENEATRIEMEZNEIE,
UK SEIR: EHEEA “fork” RMFHREIFHIRMAS 11 “HREHNFTR" FHIRHEE.
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BX1E systemd FEREEZARFIFMES, ESM systemd. resource-control (5),

10.5 {#H cgroup #17 1/0 T

ATITAIMEMER Linux AZATER 1/0 $=HIZERISTE 1/0 BRIFRIRIR TN RBILLIIRIE. ATIR
FIF systemd IRIHBYGERECE cgroup, FHITIRTEAIEIZELH] 1/0 $5HRS B] sEFFTERIBERH

10.5.1 FoRFH

U™ NDEART R EE R RS IUR AR, RAEE TR EENX A H
AIRE.

10.5.1.1 XH#&R%

RIiZfER cgroup EEIBMMNXHRSE (ST EHTESEIZEA) o BiYAY SUSE Linux
Enterprise Server X RSUENN T 3 Tk _LiRFhRASAI 2 4F:

e Btrfs (v4.3)
® Ext4 (v4.3)

* XFS (v5.3)

M SUSE Linux Enterprise Server 15 SP3 744, RILUEREAGRE XGRS

10.5.1.2 RI1/0AER=ZER

FREIRBSTEHR PR ESLS K, FAFEEITEAEINERE, KEF1/0 THREEEM
MARRSERES I BFQ IHIZRMBE T RARIRE, AT/ 48 BFQ £Hl28. EXFERISEIR
EEBISEhEZRER, Bl 1BIUHR BFQ BFMARIEERERF. MEIFIEERER:

> cat /sys/class/block/sda/queue/scheduler
mg-deadline kyber bfq [none]
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RREIZF I E BFQ:

# echo bfq > /sys/class/block/sda/queue/scheduler

WIIEEHEILE (MARAX) . ZEIEMHNRESRSIRFETIEEN udev M
M, SUSE Linux Enterprise Server FEHiEY udev BN EL Aiek A IKEI2SE AT BFQ,

10.5.1.3 Cgroup BREEMTRE

—RIERT, FIEESEEBER cgroup B, ENISHEERS. BESH%AE cgroup H
BY, TR RERK cgroup ZiE)&% . X—RIEATFIZLLHI 1/0 =5, REISRBREHNRER
BEHNETE ERTHE) .

a I0Weight=100

“- [c] IOWeight=300

d IOWeight=100

"~ [b] IOWeight=200

I/O R E cgroup c f b, B c INEE D, WSBEMAMARER, AAES b 2ZiEE
ERFNTFE

10.5.2 ECEEHINE
ASREEXARAT (KETEETH) MRS

> sudo systemctl set-property fast.service IOWeight=400
> sudo systemctl set-property slow.service IOWeight=50

> sudo systemctl set-property throttled.service IOReadBandwidthMax="/dev/sda 1M"

&, A I/0IERINA TR <, fli:

> sudo systemd-run --scope -p IOWeight=400 high prioritized command

> sudo systemd-run --scope -p IOWeight=50 low prioritized command

> sudo systemd-run --scope -p IOReadBandwidthMax="/dev/sda 1M" dd if=/dev/sda
of=/dev/null bs=1M count=10
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10.5.3 1/0 =HATANIRETNHA
U TFHIRTEHAT 1/0 BHITH, URFEEH FHTHELR,

o /O TR ERE 1/0 21F (I TiETr) HMRKE, MESER /0 SERGRBNERT
(BEBEINEFHITER) , AREIHNEHRERNRN. F40, 1/0 EHIA]EEER
£, EER2TEMVE (A NERLGEIEERFHN T EARIGITEMER “HiE”
- IR =FEIHER /0, BFEAFRARE) « Hit, &L /0 FHELLEHRZTHR
BEEERNELLX,

o systemd FUTECENENS M (LARIERER BFQ INEEEHITIHR) , Ht&ANEL
SERWAER.

o BRT 2/ sysctl @iz, BRIGENEIURFRIINEE
(vm.dirty background ratio#lvm.dirty ratio) . HBETIFRHISI#R7E cgroup
ZiElEY, &1 cgroup WAFIRBIMMEAIZIER, MMBIaERIMEX cgroup B9 1/0 32K,

o HIFFAEEEXEEEEN, I/0 FERLEE /0 RAERFE, XS ERHITERA
ERFEX LAKEINEEFEF M, UEHZ M)IEIRE. MD RAID £ Btrfs RAID B
REMGSRIZEE NG, UGB HRHTT 1/0 ITHI R sEE M,

o NMFERRTHIREAME NIZELHIIEH] 1/0 IR ML E,

o IZLLH 1/0 IEHI R B REBRIL R EMEREE 2 — (BARENFRIZITAIRERERXMIZ
H) .

° /0 IRFETFRAR /0 BEFE—HNHERR, XHTNILEXGRALENE, H1/0FHE
ERIEFENTRN, MESEILAR,; EXMTHRERIETR, EETESRME
B¥ (LFEH cgroup 2FFIRIE cgroup HES) o

o EIBFIMLE, FN—EHBEMEXHRABIENEL /0, BAFMBREBAILUES, &
o, MNRHIMXMEFR, RASKELHRAFEELS (HAEFERG) -

10.5.4 AP =1EFHNRIRES

ATERARPSIEFRNA cgroup BRES], HIRHTHIZEEIRE systemd BB LHIl, SUSE
Linux Enterprise Server FEHM#Y systemd BRIAREERZ IR AITHIZS.
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el UE RN RENEITITHI28 5%, B9, /etc/systemd/system/
user@.service.d/60-delegate.conf KAFMBERAFRINIEHIZS, M /etc/systemd/
system/user@uid.service.d/60-delegate. conf (XE4FERF HINITHIES. XHENK
VRIS

[Service]

Delegate=pids memory

WIUER] systemd SERIRIZEMBYA A LA, UAEFRMEFEICE,

> sudo systemctl daemon-reload

> systemctl --user daemon-reexec

NE, REMNAAALEHEEBEER, MARNASE ITRENRBHEAF LS,

10.6 EZEERE

o RIEHY (¥4fl kernel-source) : /usr/src/linux/Documentation/admin-
guide/cgroup-vl ARy, IR /usr/src/linux/Documentation/

admin-guide/cgroup-v2.rst.
* man systemd.resource-control

e https://lwn.net/Articles/604609/ 2#—Brown, Neil: Control Groups Series (ITHIHZR
5, &%F 2014 F, G&71MED) o

e https://lwn.net/Articles/243795/ #—Corbet, Jonathan: Controlling memory use in
containers (IFHIR2ZPHAEREH, £HTF 2007 F) .

e https://lwn.net/Articles/236038/ #—Corbet, Jonathan: Process containers (H#ER
28, AT 2007 ) .
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11 BHmp¥FEEIE—BNERFIARR (NUMA)

FEZN CPUNKERNER, BHSIET—EYIERE, £4EH, EZRERE

CPU SEZEREBNHRRR. IF—EENEFRE (NUMA) B2 T R RS
SIANB—BUAREMIEIR,

HEEFFEZ TR, 8TTREAME CPUNMRENFE. HRERNFREE

FHAEAENF CPU ML ERE. TIEAHRIMEEIIRTIAREIE ((IFHRITLERN

CPU #it) WINAREFLIZ. BihFE NUMA B LURE R EIE TS I FihRi% 3

B8 CPU MNAEFETI R. 8/ NUMA BBFRY, XAJges KRR E6aE (BART
EREME) -

11.1 scif
BohFE NUMA B =PMEAT BT/

1. ESREREFSERRRESHSOMULTE, HIREREF, UE F—RinRiEm a2
31 & TR,

2. T=RipAHIEZSE NUMA Hinting 31X, 2T ItiEIR, rIRSIEIREISHRANERN
ESHEXEBNANET R

3. BERENMES. ZESERB CPU UNZESHRNAEFEREBEE—R, BFEEFIRHE
HHENES DB —4H,

FREBUHMRSI TR OB S EFH, A, —RIBERT, hiR5S CPU XEXREIRNLES
HOH XTI Ho

11.2 &

BB E S ERFIA NUMA BEH LN T A%, Ak, TTLAER numactl. taskset 3§
cpusets IRERNFERE, NUMA REIRN BIEF AT LAERY APl, INRESIZEFHSREE, NI
ZHEBnhFE NUMA, EAILE SRS R MED#H T,
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numactl - -hardware 2ERITENNAGFERE, UMITENEEXZE NUMA, TERE—&
4 BB EETZS S ERE Y.,

> numactl --hardware

available: 4 nodes (0-3)

node 0 cpus: 0 4 8 12 16 20 24 28 32 36 40 44
node 0 size: 16068 MB

free: 15909 MB

cpus: 1 59 13 17 21 25 29 33 37 41 45
size: 16157 MB

node 1 free: 15948 MB

0
node 0
1
1
1
node 2 cpus: 2 6 10 14 18 22 26 30 34 38 42 46
2
2
3
3
3

node
node

size: 16157 MB
free: 15981 MB
cpus: 3 7 11 15 19 23 27 31 35 39 43 47
size: 16157 MB
free: 16028 MB
node distances:
node 0 1 2 3
0: 10 20 20 20
1: 20 10 20 20
2: 20 20 10 20
3: 20 20 20 10

node
node
node
node
node

BILUEER 18 0 BN /proc/sys/kernel/numa balancing, 23R HAIRIE
RS A B o FE NUMA ThEE, BEXABRASEALLINEE, BEARZES1TIED
numa_balancing=[enable|disable],

NREBABFE NUMA, NeIUEEESAWIEF1TA. ESREEFAIUEEMTE
NUMA B9 55 EiR5 &R E SR B PR RIET 8] Z B T,

numa balancing scan delay ms

FEREBUEZ BISA2 M TURFERY CPU B8], X AT LARS LT # 2 EF R IE M~ £ FF o

numa_balancing scan period min ms#lnuma balancing scan period max_ ms
RIS SRR, RIBIRRFIENME, PEMRSEREUR. XEIGEITH
/DR AR,
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numa_ balancing scan size mb

I S ES R A T AR S 2 AL = EIK /)

11.3 EE

REZNESEANTEAREEEER, HERBRAMNERBTE NUMA hEENER TNENE
e, LUBIEAENRIE, A UAERADT TERGEARMAMITZAEFRR (MR CPU ZHHXMHE
1#) o m@d /proc/vmstat LI TSR EEBEITE NUMA SEE):

numa pte updates
Frig NUMA AR L sEIRBVE TIRVERE.

numa huge pte updates
#ri2 NUMA il {b s5iRAOIBEAATIRIE ZE, 5 numa pte updates & EA R LITEAR
BRI =S A 2K/
numa_hint faults
IER BRI NUMA BIAECEIRE.
numa_hint faults local
BRI R EHIMPBEAEIRE. S numa_hint faults E&EAATLITEAMES
REIMRRIRFI OB DL, MRAMPIRILEIR SRS, RRTEMHERERS,
numa_pages migrated
BREZLVIHTFUEREMEEE. BFIBE2—TNETIRME, BT F& NUMAFr
FEFHNRA—EB.

11.4 =20

THETR T ERNAEREHITEHRSHIANBERT, T—&/1E1T SpecJBB 2005 HERAEA
JUM S£FI8Y 4 1 2 NUMA i+ 80 LT AVE RIS, A, XNARREILIER ™SR
2ARER, HERFIET SUSE Linux Enterprise Server 12 34 1ThR.

Balancing disabled Balancing enabled
TPut 1 26629.00 ( 0.00%) 26507.00 ( -0.46%)
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TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut

122

55841.
86078.
116764.
143916.
166854 .
195992.
222045.
248872.
270934,
297217.
311021.
324145.
345973,
354199.
378016.
392553.
396630.
399114.
413907.
413173.
420256.
425581.
429052.
426127.
422428.
424378.
419338.
403347.
408681.
406496.
404931.
397353.
382271.
388965.
374702.
367578.
367121.
355956.

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

© ©O © O ©O O ©O O O O O O O O OO O O OO O O O O OO O OO O o O o o o o o o

53592.

86443.
113272.
141581.
166706.
192481.
227143.
250123.
279314.
301878.
326048.
346855.
378741.
394268.
426782.
437772.
456715.
484020.
493618.
510386.
521016.
536214.
532469.
526548.
531994.
488340.
543016.
529178.
510621.
499781.
502313.
522418.
491989.
493012.
502677.
500588.
496977.
489430.

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

11.
12.
11.
15.
21.
19.
28,
23.
26.
24.
28,
25,
15.
29.
31.
24,
22.
24.
31.
28.
26.
34.
36.
35.
37.

© N b P W O
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TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut
TPut

40
41
42
43
44
45
46
47
48

350855.
345001.
336177.
329169.
329475,
323845.
323878.
310524.
311843.

Expctd Warehouse

Expctd Peak Bops

Actual Warehouse

Actual Peak Bops

SpecJBB Bops
SpecJBB Bops/JVM

00
00
00
00
00
00
00
00
00

—~ e~ M~~~ o~~~ —~

o ©O O ©O © © o o o
(o)
(<]
o°

487802.
468021.
462260.
467906.
470784.
450739.
435457.
403914.
459017.

00
00
00
00
00
00
00
00
00

Balancing Disabled

48.
310524.
25,
429052.
6364 .
6364 .

00
00
00
00
00
00

(
(
(
(
(
(

0.00

© © © o o

00
00
.00
00
00

(e)
%)

%

o°® o°

o°

o
“©

)
)
)
)
)

~ e~ M~~~ o~~~ o~

39.
35,
37.
42.
42.
39,
34.
30.
47.

Balancing
48.
403914.
29.
543016.
9368.
9368.

00
00
00
00
00
00

(
(
(
(
(
(

Enabled

0.00%)
30.07%)
16.00%)
26.56%)
47.20%)
47.20%)

BEShES NUMA BT TEREAE, BI7E NUMA it BN ESSREMRE, NERaTaE, i
MBNUESAHAMALEAS, UEEEIMTEREESX, B2, FMEEMERT, B
I NUMA RZB] IR FH 4 BE.
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12 HBREE

BHREESTRDEEFNERARRIZITHL, FENERSGERERRARIFEN SR
ERAIKF, Ak, #ITHEREEFMEZEIKITHEERFRIKIREEFERSTIEE
BRZEETE, AIERENARLSIKEMERERERE, SREEMNERED
(ACPI) HEAZEX TIkEHEIFREEINENAERFERGHERON—ANT. ATRSEN
IBPNTREERENIERLFIKI, RAERNTATERS, HERWBRATIH
MEEXSHN/ LTI,

12.1 CPU &3l EIRERE

7£ CPU &35!, mILUBT A IzHIRIRRER. Fl, B3 ERATNERRE (C
RE) « EHCPUSEE (PIRE) FMEHICPU (TRKDE) #17iEHl, THEDEHEN
BT M ERENTEENRM, 7E https://uefi.org/sites/default/files/resources/
ACPI_Spec_6_4 Jan22.pdf 2 ERTLUIREIEMINE.

12.1.1 CIKE (RIEFIEZITIRD)

MR BN C-states WETTHEEER. ENRMT TR X AR FERVAS LK
IMTIRERYEE S,

SENCEELT CORKEH, RTREEFRRITIER. EEMREM CIRETEITHLRIESEE L
FEARS. CEENEFHEAR, CPUKRERHER: BXAELSWAH, UNEBRR. RE
RIERBSAUTEREER. REESIEMIER, B, CPUREREEKMNEMER Co, 1RIE
TEtE (MREEH AR CPU, MERREIEIRIRRSHISE—EITENENGTE) MESt
(FIAIRMRIGERIPRTUESD) , BRARAERERSEBIREA DMK, AXIEEHAT, B5S
W 12.3.2 T “fEF cpupower EERNIZENFITHEIR"
RERTEEE—LABFTATEEREANNFARN, RML C RS FRLBURA TEN Y
MR, B2, CLIRATTR,

72121 "CHE" BT HRERR C K&
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F£12.1: CKRE

= EX

Co L_'fj"ij(lu\o CPU ;T-'Eé;:FEIo

Cl E—MTRRE, BIRMHELE CPU TER
EBESH, DL STl APIC (RIFEEET
170

C2 Lﬂﬁ%fq:r—ﬂ: CPU Egmﬁlzﬂj-{q:o rlﬂﬁ'lku

_F ) LEEE%A{%B‘DFEﬁyAT{q:TL)IkIu\ ) 1EI l_lj.
FREfIRER Y Al sE TR B2 B AT a],

C3 FLEFRE CPU RERES Y, AMIERAFBIRET
HEGFRERY, EFBESHEMRS. X
WIERH C3REFREER, FRERTEL
FR B b IE 23 MU BE PR TR AU RS B K AR

AT BERARENEERE, BiNSNTERBANEZRRERRRESHIER T3 TIER ST,
BXEMMER, BEWE 12327 “EH cpupower EENIZT NS 1HE0E" 5% cpupower -
idle-set (1) FMm,

12.1.2 P ’Ij(n_,\ (ﬁfiﬁ’l‘iﬁgjﬁ/&\)

HARRRIEITEY (TF COKRD) , ERTRERTZ 1 CPU M4EERE (P-states) WHEAPZ

—o CHRERMREARE (BF COIMLERTTRIRE) , MP-states MIERMS CPU i
M EEERXAVIZITIRS.
PREMFHEA, VEBVEITMEMBEHM. PRTHRFSNIERBX, QVIBRILEARME,
HIMMERE, BZ, POBRARMRESINRE (12,137 “Turbo IhEE" HFIRMIER
BRIM) o PIRSEFHA, RTEVIERREUE, seiEHME. FW, 57 P1 KB TIEITRIRIE
23MELE, F P3UBHVIEREITREEIE, EFELD, BLUER P IREIET, WIESRpmL
F CORE, UpZEH, EETELEMASLTTRRS. ACPIFEEHREENX T CPU PR,
B&iFihin https://uefi.org/sites/default/files/resources/ACPI_Spec_6_5_Aug29.pdf 2,
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B AP CRZSH PR

12.1.3 Turbo IfgE

R Turbo THAERT ATEEtAZ O TR EMRBRIRSEY, 5h3 overtick J&EIRY CPU #&il. XAJ
TR S anh izt ae R ERHLF S k1T Ih#E (TDP) RIPRE.

B2, CPUZOEILEREMNFHSIHENKREWERX, £5 1237 “cpupower T

A7 A7 A EX LR IR B .

12.2 WNZPETES

MNZHIETI 8RBT Linux A% CPUfreq EAtZR4s, AIRAFEGITIEISERAIERIME, &
KA 280 CPU EMTIACE BIRIET. CPUfreq JATI2881EMA P KRB IR M IZ(TEE
¥eo IS TIRRFTLURYE CPU BENR CPU SRR, LUBERHAEERERVE R TRILTIRE.

T AT 28] BF CPUfreq F& %!

tERERTI2R
¥ CPU SRS ENIRENRSME, USEMEEMLE, Eib, HEr2UItiETSENE
50

FiEEN £ 12417 “PIRSHRIAEIT -

THERTIER
¥ CPU SMERBSIRBEN AN RN, XSMNMRERTER, RATELESRE

ZIt, RABLFBIUIIAERET. —MEBNFIIMERE, intel pstate ERIARA
powersave &3, XZEMHIFEIREER, BEEELHIZETTHRS on-demand AT
23K Mo

B2, FALATREERASTETHNTRENRR, AABEITHN C RET AT HIREH
ZRELIMER A TR, FATREETERE, MIERBUSENMRET, EEEE KM
B BETER. XBIKE, ERETEKEKE, BIRFEBHENTHN C RSN,
RoEED ;. BT LUREAT S e B/ VIERSER (190, {#F cpupower s T LRI

8) .
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&7 CPU SRR RBSHIAIZKIL . AT SR T RiE A EENERER. AEBIFERE
i, ATNRSBMRILENTRNESMER, NMRAERTEHE, BER T —T&EM
R, IRZHEZLTHARMEEVRS, WEREFRAER, HEIRESRAIAREANLE,

O ==: FaEFEMAZTIETS
HIFFMB KRB ERARZF AT SRS TR ISR ERMZE, i
intel pstate RotiEF=BFHFEBRINZE, FH cpupower frequency-info @
LA LUAE RS ERNIRNERF.

12.3 cpupower TH

cpupower THENLAFLE THIFIEITEN LXIHNRE 5 CPU IEMEXHNESH, 81FF
i (EINR) KE. EAZTAEUERNENRSRNIZIEXE CPUfreq # cpuidle RERYIE
B, UNEMXRARYTARSEXNEMIZE, EMFUIEITERTLIARS AZEXHSEHK
MEGAIT IR, ALk, EIEEEHEFERETEN, S, BEAHEBEIRIBTIMRES =K
BZ BRI,

L cpupower B4-E/E, 1EF cpupower --help ZET M cpupower Fi<, £
man cpupower i5[a—RRFMTI, A man cpupower-SUBCOMMAND i8] Fap < HIFA T,

12.3.1 {EMH cpupower EE YIS E

cpupower frequency-info fn< ERAZPER cpufreq IXohEFIAITEUER. LELIL,
EXRXETRBIOSHEREXIFNBATEM (FINX) KE. MRRFHFEEETUET, ERER
NI

f51 12.1 : cpupower frequency-info BYR{FIHH

# cpupower frequency-info
analyzing CPU 0:
driver: intel pstate
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CPUs which run at the same hardware frequency: 0
CPUs which need to have their frequency coordinated by software: 0
maximum transition latency: 0.97 ms.
hardware limits: 1.20 GHz - 3.80 GHz
available cpufreq governors: performance, powersave
current policy: frequency should be within 1.20 GHz and 3.80 GHz.
The governor "powersave" may decide which speed to use
within this range.
current CPU frequency is 3.40 GHz (asserted by call to hardware).
boost state support:
Supported: yes
Active: yes
3500 MHz max turbo 4 active cores
3600 MHz max turbo 3 active cores
3600 MHz max turbo 2
3800 MHz max turbo 1

active cores

active cores

EFRENFRE CPU BYYREI{E, 151 cpupower -c all frequency-info,

12.3.2 {EMH cpupower EERIZT NS ITHEUGE

idle-info FH<ETRAZPERD cpuidle IBEIEFIFKIT. ©RIUEMER cpuidle RIZIE
ZOFR B AR LM Ein1T,

5 12.2 : cpupower idle-info BYR{HliEH

# cpupower idle-info
CPUidle driver: intel idle

CPUidle governor: menu

Analyzing CPU 0O:

Number of idle states: 6

Available idle states: POLL C1-SNB C1lE-SNB C3-SNB C6-SNB C7-SNB
POLL:

Flags/Description: CPUIDLE CORE POLL IDLE

Latency: 0

Usage: 163128
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Duration: 17585669

C1-SNB:

Flags/Description: MWAIT 0Ox00
Latency: 2

Usage: 16170005

Duration: 697658910

C1E-SNB:

Flags/Description: MWAIT 0x01
Latency: 10

Usage: 4421617

Duration: 757797385

C3-SNB:

Flags/Description: MWAIT 0x10
Latency: 80

Usage: 2135929

Duration: 735042875

C6-SNB:

Flags/Description: MWAIT 0x20
Latency: 104

Usage: 53268

Duration: 229366052

C7-SNB:

Flags/Description: MWAIT 0x30
Latency: 109

Usage: 62593595

Duration: 324631233978

£/ cpupower idle-info iV IESRTHIRSE, FILER cpupower idle-set
MLBARNMRE. BE, ARFHFEZARFAENKEERES, Fl:

# cpupower idle-set -d 5

&, ERERETIHET 80 BFFHE CPU:

# cpupower idle-set -D 80
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12.3.3 {8 cpupower YSiT M E GG ITEGE

fEF monitor Fap SR LUREMIEERIRIL, LA URITASTE BY {8l EX RO ZEAN == (N B RAIR S S it
B, BINEIFREA 17, BRLUER -1 RENR. TEAPEH T IR IER KRR SRR
R — HPh—La NARZAITEIEPIRER, 5o NEGFEFRP R, TTRNEITEEUR
FREBHEMARL, sJLUfEA cpupower monitor -17%HI51EEs, BRI Naiz2_miEA,
BS I cpupower-monitor FARTI,

monitor Fap L EILEMITIHEEIT M. ERAFE TIERAENAZAITHEIBESESG ST EIREHTT
b3, IEEREABNAYER<S, Fld0:

cpupower monitor db test.sh
f51 12.3 : cpupower monitor RffliEH

# cpupower monitor

|[Mperf | | Idle Stats
o (2]
CPU | CO | Cx | Freq || POLL | C1 | C2 | C3

0| 3.71] 96.29] 2833|| 0.00| 0.00] 0.02]| 96.32
1| 100.0| -0.00| 2833|| 0.00] 0.00] 0.00| 0.00
2| 9.06| 90.94| 1983|| 0.00| 7.69| 6.98| 76.45
3| 7.43] 92.57| 2039|| 0.00] 2.60| 12.62| 77.52

O Mperf £/~ CPU Z—EXFBJNRY 940, SIEMERIMZR, i, EE=2R CPU
RFETHIRE (CO) SUIERMRIRIRE (Cx) RUBSiEIR Lk, FFEIMIRSH BIOS &
12, FWTEREATERERINRE, EESEMEERFHILIESE L, REE@Ed
Mperf #5283 HAFE CPU BB TIIRMIE B

® Idle_Stats E/R cpuidle RIZFRANFITEIE. SHHATBRHTHRE, AZE
KEIXEE, AL, NRNEFEFERNZOATFERNREEE —KETE, XL
BRI REaE R EH.

BR7T ERTRGIFFMARR (—fg) WmiTsslish, ErIUUEREMEREFENGITS. §

XFMEE, 5SS cpupower-monitor FATI,

BT LR BN IR RE, TMAEXRBMEMKMXR, FHMETReiENFRE T ER RN
MR £ 1235, EAIUEE], CPUO RF=HRE (Cx BERRA 100%) , EHIBITIE
RS, XEEA, CPUOM 1 BRRENER, XEWREME ZEFEEMKIX Ro
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12.3.4 £ cpupower B HEIEE

ZA LA root B191EF cpupower frequency-set s S RENYURIEE, S aLIFISE
HIETEREENRNHRA CPU SIZRE, HEIEMNBATIZE. EETUER - c ETHEEER
DAL AR ANIG B, WL LUR MNP A R RS A — SRS, MEAEZRMIBARE L
BB E. BXEZATMARIENR, 158 RFEMT cpupower-frequency-set KiBTT

cpupower frequency-set --help,

12.4 R IROREIEIN

TIETERNB—LERRE,

12.4.1 P IRZSHIRIEEIN

CPUfreq FRAIRM T Z 13 P RESWRIEED: ER] UEFRRNET R ZETHR. £hE
FRN&/NHERA CPU MIZE, HEMBLAEMETRSE

EEETIIREIS—NATIZS, B4S -9 EW{EA cpupower frequency-set, 40,
BT TS (MU root 819) SBUEEEATSS:

# cpupower frequency-set -g performance

B E AT SERN S/ HEmA CPU AXKE, i59%ER -d 5 - u &I,
~
12.5 =t

EEEBHA BIOS #%L?
2EA CIREH P RS, 15HME BIOS L.
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o BEA CRKE, BMWMREBA CPU C State BEMNAT, LUEET NI TIEE,

o EfEMA P IKEH CPUfreq AT28, 1BMTRIBH Processor Performance
States &I E ML,

o BNfE P IRSH CIRESAIA, BAlaEERE CPU SIRBTREHEIENER, MMSH
MEREXR(E, a0, SNREME pcc-cpufreq, MRERFZRSBEMHLZLIRT,
MEE R LS BT, ERRILLR, RILIETRY BIOS REEERY CPU MR, ik
F RERHERET WRMED. £51%5, FERAZNNIRIER, BIRF4HAN

E%RER M,

F+4& CPU BY, BB E AL BIOS, BIOS REREHT CPU REMKPS#HE, LUERLL
=R RIBNIRIER S

EEEREXMHER?
£ systemd HiZ (B&N (BIEiEm) ,%£21E “journalctl: Eif systemd H
127 ) HEFX CPUfreq FRAZEMNEMIHIL, HPRIRETEHIR.
NREFEEITEN LB CPUfreq FRAKE R, EAIUBRAEINIARKEL. ALk, FE
F cpufreq.debug=7 fEA5|S5%, L root BMHRITUTHS:

# echo 7 > /sys/module/cpufreq/parameters/debug

X =R CPUfreq IERSHMIPRESERIERE dnesg, XEEE BT #HITIZH
EXEMMIAZE SRR, RILIE NS EHEFEREIN A RAXMEH
&Ko

126 EZER

e B SRS (BMC) W e A sEn R ARSS A B R h R E At R S IR ACE it
I, XEEESHENHRNEEX, REFBTAERIVENER,. BXFARESE, S M
R R (R F o
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12.7

powerTOP I EEBNIRBIBEREAMNEA SRR, TEICABEMKLE, LtTERFER, RARE
R DEEFREN EICABRME ENEE, It TAXZHE Intel #1 AMD &0 3E28, MI—AgAXLEIT
1=

> sudo zypper in powertop

powerTOP &5 7T ZMEEXRE (IBEFE0M. IREEIERF. RIZET. BAIEEIMKERS
MEER AR A B ADRITR) #?ET#%%*H‘%FH?EEEE%EO S UER BRI TE T
B, ©F7E ncurses £iFHisT (5 ) .

> sudo powertop

F SR LT T TRASH

iz
e
iz
THATES
HHE
eh
iz
Gl
iz

12.1:
powerTOP ZHHGIRESH I HTML M CSV . UTRBIERKR T —NE1T 240 O BVIRE:

> sudo powertop --iteration=1 --time=240 --html=POWERREPORT.HTML

MNFE—RIERETIRIRELETASRER. UTTRAIZIE!T powerTOP 10X, &KRIETT
20 %, HESREITIHERZEIE—MENA HTML RS

> sudo powertop --iteration=10 --time=20 --html=POWERREPORT.HTML
X 10 NHEIERIR S :
powerreport-20200108-104512.html

powerreport-20200108-104451.html
powerreport-20200108-104431.html
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HTML#REE 12.2 “HTML powerTOP #2%5” HhFRR:

RYER

PowerTOP RR#x 2.9 iE{764iE : 2020 £ 1 B 8 H(A=) 10:45:12
AiERE Linux k7 4.12.14-1p151.28.36-default

RIEHT Dell Inc.O0HHV7N

CPU {58 8 Intel(R) Xeon(R) CPU E5-1620 v3 @ 3.50GHz

WE CPUSREYiEl CPUME #NMAEE ‘&GS %A = AHCI FrH

BiR: 1 MR/ R 046.9 RIEEE/F)  CPU: 8.5% (EFEE  GPU: 0 RIR{E/AD  GFX: 11.5 IRAE/®  VFS: 0 RIR(EAS

EENARNIRRE

L] %

FFEO wian0 BT e iw dev wlano set power_save on

REF] NMI BT echo '0" > Iprocisys/kernel/inmi_watchdog';

echo 'min_power' >
‘Isysiclass/scsi_host/hosi2/link_power_management_policy’;
echo 'min_power' >
‘Isysiclass/scsi_hosthost4/link_power_management_policy";

7 host2 B SATA iR IRERE
i hostd BA SATA s BIREE

12.2 : HTML POWERTOP #R%5

HTMLIREH “GuE” EM-RURRER TN “fTRASEH Em-REHEET B TFULEMER
REBENHT, HTMLIRERVIES<S, ErIEHEHIF root spiT#HTMIL, Il echo '0"
> '/proc/sys/kernel/nmi_watchdog', ncurses i RiE#tT —F7E Good # Bad Ziali#
TUIMERE AR, Good KBTS LS AEBINEE, M Bad MaXAEBINEE, @id—5&Kdm
<L BHEFA powerTOP IRE:

> sudo powertop --auto-tune

55|8E, MEXEENBIr=EF. BEHFHITKAMEN, 15FEH sysctl. udev 3
systemd ER A5 | FITIBTIEEN T, powerTOP & —1 systemd BRE X4 /usr/
lib/systemd/system/powertop.service, U T&<fEH --auto-tune iEWE5)
powerTOP:

ExecStart=/usr/sbin/powertop --auto-tune

EREE) systemd ARSSZAT, IBFANE, LUMECEEREBRSAENER, TRER USB
B, BIFUAREANTRRN, URAHMREC)IHTFIEMEE. AT BELEMHITIUR
MRIEECE, 1EFEA awk IREX HTML IREPHIEHL:

> awk -F '</?td ?>' '/tune/ { print $4 }' POWERREPORT.HTML

ERERIVT, powerTOP RIRBE S MEITIEL, BIstREYE. CPU. Wi-Fi. USBig&HMEE
FERATENTNIZE, L, EEMEERN, powerTOP RAIEMETHRERENSEIRE:
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> sudo powertop --calibrate

TR LUEAX ARG TRA R, IRSREA/ERNE:
> sudo powertop --calibrate --workload=FILENAME --html=POWERREPORT.HTML
BXEZER, BEEL:

* powerTOP IEDIE: https://01.org/powertop 2

e £2627 “RGFITHIBE. /proc/sys/”

o (BIEfgm) ,E19F “systemd STIFPER

o (EItEm) ,£ 298 “ M udev #ITEIEARIKEEE
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13 (£ TuneD #{TEHEN ISR

TuneD 2 Linux REN—1NFIPER, EXEE CPU MBEFERER, FIRARKE
®E, MEREILEAE TRARS MR, HURARIEE (W& sysctl EBENFE
L) XERSBoHNNAE, BFREEFHS, BRIEFEMMEL. TuneD IBET HIRS

2. EPWIEELAFES EFNTEXFEREX Y, FNZHEIZEEXEEX
%, TuneD {EBIZ MUEEHSKE Linux FRAEXE, X CPU. M 1/0. M.

EIANE. BREENREMAGHITHIE,

13.1 TuneD &7}

TuneD N AEFSIRIE CPU. MESARRAZENERIER, WITHEERIE SUSE Linux
Enterprise Server TEfAEH EMAFKIRE, TuneD WEEBBRERELEF I BERERAIRE
(XEGERREEX AR SZHE) NIERT, TMEERRER. HAMENSRNZEF A,
AABERURBEYINERISHNALK LN TEAS, HATENXHKEENXH TuneD iEEX
., XLMEXHEEHN CPU. BE I/0 HERR. ERREFNRREESFRERARAGHN
RE. ARAGHIGHHITEER, XLEEMSRIECSHENEE XHFIREN RS HTTHIE.

13.2 TuneD BY4H{&
TuneD RZAITR B TR fE MR

tuned FIPIERF
XEEGEATITHROSTPHE, AEURAKERBEIHNANALSE, ERIBREX
R R BB IR T, 5% TiFERAXBENRNANT:

° tuned <. 7EfEM systemctl ZH TuneD GENAIER, BINBERT, MRiHF
ohAAK, tuned IEBHRERNIET,. A2, ERIER - -daemon EBEE LG
aHER BT,

* tuned systemd fRS5: BT EETIFHIE, MIINERSS IS EHNTIFRER. =1k
REBRTIFRER, UKBRETELENNREMIFE FETT.
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BXEFAER, BEE tuned FHI,

> man tuned

tuned-adm
XE2—THTEIRE tuned FIFEFH LT HIER. ET7H#EA tuned-adm EIE
tuned SFHPIEFRIEMENR, BEWE 13.4.2.1 7 “[FH tuned-adm” o

AoE
TuneD BEEXHE—HAFRAMFIRENES, AINATRAZLUATTHIE. RAEERER
AI{ERME tuned B —RILEE /usr/lib/tuned/ BRF TS ZFREXH, 1]
7t /etc/tuned/ BERTRIEBEEXEEXH RN ALEREX K. NREBEXEEX
HEREFEEEXGNIXHEEE, NRENAEEXEEX S, BXIFMER, FiH0
#1347 “TuneD LB o

HafF
TuneD {HHFZH MR EFRAENHMIEZELN, SEEXHREESHEHNFRSEX
LB, ZPAEMS. BERBEEXISENENZFRAHTHE. —EXBEREA
AU T EIR CPU. HA&E. WA, B, IMEMEF RS M, BITERET
AR EEiEiEfE, BT EIEREFREHIEXEEEELTIFER, UHITHEME,
BXIFMER, AR 5 13.6 70 “TuneD &M

i BRIz
ZoEERAET BE XBIZARY B TuneD BEE X HHMIEMHRIES RS, XEMARTEN
REEXMHZRNZEHT. BERY BiZA, BEEREXHECEPISEMARRRZME
B, XMAY RIS BEXHIEZEE, HEEFERBENECEXHATIE. B
XFEMER, BFEWNE 134227 “FHEEXHHTF

13.3 &IE TuneD

TN BATTE SUSE Linux Enterprise Server &2 tuned REA G EAHNESES, IB
BIRNAREREBEAEEERN tuned REE. BEMEZREXH systemd FRESUSLILB&IE
&, UKIE tuned SFIFREFEAH systemd BIEMNGEEH ST AT BRF & HIFEIT,
3 tuned RS HITEZE BRI HFRNSHIAEERSEN T HBEEIERITHE, MMmiLEsE
BIRIER R MU R A EREMZENRE,
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13.3.1 Z&E TuneD
TEZZIFRASH TuneD IEEFHESFER zypper G EEIERLE tuned IEE,

Q iE: tuned {UERTF SUSE Linux Enterprise Server

tuned B4 E1X7E SUSE Linux Enterprise Server B A fi&fFEHIRH, SUSE Linux
Enterprise Desktop B 75 72+ & B X N V34 €

1. BITUA T LRE tuned SFIPIERF. R1TRARER. EEXHFMEM:

> tuned --help

> tuned-adm --help

3. (A%) BETHMESER, IBE % tuned. tuned-adm. tuned-profiles
tuned. conf BFEME,

13.3.2 =M tuned
EFH tuned, FERITUATEEE:
1. 1% tuned IRSBHVIRE:
> sudo systemctl status tuned

HRINERT, ZRSAFERRKE
2. NREB A systemd FRSF LR tuned SFIPERFERRZSS I SN BB, BEITHU

Tap<:

> sudo systemctl enable tuned
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T, apSARBEE) tuned F12, MRMEKE systemd IRFHVRE, ENZATE
meaqpliﬁb'ikn_.\o

13.3.3 &5 tuned

79 tuned BRAMEXH systemd AR fE, MTFHai=iE, EoILUSEh tuned fEAGEETIFRER
BITEREREZEE TTY BE@R] & #IZ2E1T.
&, WA LIBEBEXE systemd fRE HERY BhZFIPTER.

o RIBEEHEBNAEARRIETREE tuned, EAIUERAUT/LMAR:
MR IEIEYRISIEREE tuned, BRITUTSEBZ—:
a. B tuned fEAEE#HIEHIL systemd BIEIZTIFEFIRE:

> sudo systemctl start tuned

Q EE: tuned BEITHEREXH
—B#E, tuned MERIBERTRANBIAEE X4 YT AR
B XHFIBHITRSATNIE. EFKULLITA, EEH tuned-adm &
Lo BXRFMEE, BEBWNE 1347 “TuneDEEXMH ME 1367
“TuneD &4~

i
-\

b. (NEHFIRIEPRBEN tuned fEAEREED TTY U E BHIES

> sudo tuned

@ IR~ : 1517 tuned 5%
EAIERL SO RGEIREX M, EESHERNTIPEEET, BX

=2, 1EIEIT tuned --help @<,
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Zit systemd BRSBERRRSSISHNED, BENEISIRIETER tuned STiRE
FF, BEITUTa<:

> sudo systemctl enable --now tuned

13.3.4 XM tuned
ENRELR, BERITUTTERA tuned:
1. #7 tuned systemd fRSHVIRT :
> sudo systemctl status tuned
2. XANBAZRINARPIEHIERE:
> sudo tuned-adm off
3. WIR tuned SFFREFATENRS, FLZFIFER:

> sudo systemctl stop tuned

4. EMELE tuned SHIFRERFE FRRSAS I SNEMECE, Bl LIRARMAI:
NEZ X systemd fRSS:

> sudo systemctl disable tuned
[EIEEA A tuned systemd BRSSHILEMELE tuned SFFIER:

> sudo systemctl disable --now tuned

13.4 TuneD FEXH

TuneD @I FE XERE X 43} SUSE Linux Enterprise Server R4#TMHK, XEREXHE
BANTEMERTISESTEFMNLE, XEEEXHRARSTMALKILE, B1E CPUIATRE
B, WiEE /0 AE. MESHMNZSHE, URFAMEE. EREMEREMAAN T, S 0RE
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XHEESIREDRIZT, flNEEHE. MER. TRIEMIFIRE. RAEEEAIUE
A tuned-adm Ss L ERREREXHFZEWR, WAIUBEXNAGEE X FUBRFHREK,
AUNBEE. IENBE X TuneD BE&EXHAIEARAIIR,

13.4.1 80 TuneD ECEXXH

SUSE Linux Enterprise Server 235 AR & S5 :

balanced
balanced BBEXMHREBENARAMK, THEMEFRZBIERERF T, EXohSA
B CPU MMEMBIRIRES, FH1/0 RMEMESTREER, ERTFTASHEEMIRS B[R

1%,

cpu-partitioning
cpu-partitioning BEXHENRENFEESHNARERFLSD CPU BZRENRS
®ite ERAECE CPURBMFEMMISE, HRRAERERSEH, MURERMERERTTUNMY
FRDHIZEIN T ZEEXHNEEELTETE /etc/tuned/cpu-partitioning-

variables.conf AE N,

desktop
desktop BEEX i WKREIMER KRS, EABFABNRENAERNEE. ERMN
€ CPU 0 1/0 148E, ARMERSIMAMIERISE, FRDTaetEnE, LURRR7ENm
RzEERAY A AR5,

latency-performance
latency-performance BEE&EXHMTE RIEEEMME 4 ERE, MIETEE. R CPU
HETERENMERRN, BARAZSHRUUBDIER, HE2APTREEEENTEEDIE, &
ATy ARFENEEEITET R,

mssql
mssql BEEEX MBI HIE CPU MNFIKE. FIEBERRENMIER 1/0. 1IRARL
RBUNETIEEERE, MMIIETT Microsoft SQL Server &AL,
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network-latency
network-latency BEEEXHHMNERRIERNNARERF (NE/RX5FaMELEETRR
%) MR, ERREMKIGELUR/DIER, & CPU ETERIZ AR, HIFR
NIZS AR IENE R E

network-throughput
network-throughput ECEXHAIERAK U FHFENSHIEEFMER, LHERT
IRFX CPU EiEiEMEIF R, ESMEANZHERSHULINRANELE, HMIK CPUIL
B AN 3 = M

powersave
ZEASMAURFALUIRASRENE, XoJgex BN, BItEEEAMIACE
XHNEHEEX MR, BFAIFHE R, WREL balanced ELEXHET

ab
AEo

throughput-performance
throughput-performance EEEXH I HMIEZHMESHBRARS SBRAUEERS

BB EXF CPU AT NMRERT, U 1/0 HIMKZIGEURNSELE, HAZRNZS
HMUTRT R G 1ERE,

virtual-guest
virtual-guest BLEXHFRIA{EAN Guest IBITRIEIMIMILIEREFE, ERFHITEM
IRIRRIE CPU MINFIRE, HRABEENNEKIGE, UHRIINRENZRFARNE
PAIERE,

virtual-host
virtual-host EeEXHB I MU ZRIESECAIERE, 1E5RIETT KVM Guest RS, EX
ALE CPU MINEFEIRE UZIFTEZ N EMWL, #E 1/0 MIMKIRE, HIMUARZSHUZ
RrREIME,

BX TuneD EEEXHRIER, BEUUATE:!
° 513527 "ZRNEEXHEE"

e $13537 “BEXEEXHEER"

142 S<H58Y TuneD ECESfF | SLES 15 SP7



13.4.2 EIE TuneD BELE X
MNRERWHERNECEX G, BEREBIMEES tuned 65
> sudo tuned --profile PROFILE NAME

A2, B TuneD EEEX AL FHINRIEMCER(ER tuned-adm 63T TR,

13.4.2.1 {EF tuned-adm
R LUER tuned-adm S5 SHITUUTES::
° FIHFRIE R BECE X ff.
> sudo tuned-adm list
° HIHERNECE X1,
> sudo tuned-adm active
° BRYREEXHNER,
> sudo tuned-adm profile_info
c BRiEEEEXHNER,
> sudo tuned-adm profile_info PROFILE NAME

o IRIEHRIRSERBRIEFREX M

> sudo tuned-adm recommend

ZRINIBRT, SUSE Linux Enterprise Server Y TuneD =4R#E /usr/1ib/tuned/
recommend.d/50-tuned.conf FIEENREEFELEX M. TR LB IR H /
etc/tuned/recommend. conf REX BENXEZFFN, EMERKSTFERIAFTN,

o BRHAECE X HERRT

> sudo tuned-adm profile_mode
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o HhEFREEXMH, UKRMSBEENREX M,

> sudo tuned-adm auto_profile

o FrhiAEEMNEEX Mo

> sudo tuned-adm profile PROFILE NAME

° WIEREBEMINAEEXH, UNKRGINSESSEEXHRIECEEILE.,

> sudo tuned-adm verify

* XHFMERIBECE,

> sudo tuned-adm off

BX tuned-adm BUIF4RER, B RHEBEBEBHFMIL

> sudo tuned-adm --help

> man tuned-adm

13.42.2 fERAEREXHHF

REEXHHFEELEXGEa ARNARERMERITIRERZS. AT, AUENARE
X ARSI A ERIREHITEARANIEHIFEENX . BEXEREXHNHFEERIE /etc/
tuned/PROFILE NAME/ BEEXMHBERT, BIAXNZZIFREXHFNBEFNBE /usr/lib/
tuned/PROFILE NAME/ BR o

EREXAHFIBRTERESHALEREGHITEENX LA, XERMEE:
* BEEEXMF
o FIEERCEX M
o WIFECE X+

o TeEIRECEX M
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f113.1: QIEHMAREXHHF

145

a0, £—EA balanced #l powersave EEEXHHBEENXEEXHF, HlI1ILUE
E—NMREXHHF, UWENBAZEEEXHFrERFEHEXER,

1. TEEXREXHBR /etc/tuned/CUSTOM PROFILE NAME/ HglERN
start.sh B4, EREFWTF:

f113.2 : BEXHFHEASUERNBBEXEEXH 2B EES

#!/bin/bash

# Example task: Log the current CPU governor and energy performance
bias

echo "Current CPU governor: $(cat /sys/devices/system/cpu/cpu*/
cpufreq/scaling governor)" >>

/var/log/tuned/CUSTOM PROFILE NAME.log

echo "Current energy performance bias: $(cat /sys/devices/
system/cpu/cpu*/cpufreq/energy performance bias)" >> /var/log/

tuned/CUSTOM PROFILE NAME.log

# Example task: Check for specific conditions before applying
settings
if [ ! -d "/sys/devices/system/cpu/cpufreq/policy0" 1; then
echo "CPU frequency scaling not available, aborting profile
application." >> /var/log/tuned/CUSTOM PROFILE NAME.log
exit 1
fi

# Example task: Notify about the upcoming profile application

echo "Preparing to apply custom profile settings." >> /var/log/
tuned/CUSTOM PROFILE NAME.log

2. HIRIZMIAS BT
> sudo chmod +x /etc/tuned/CUSTOM PROFILE NAME/start.sh

3. £ /etc/tuned/CUSTOM PROFILE NAME/tuned.conf B [script] Zpo iR
iz B E X AR
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il 13.3 . B5BEXMZAEE{ZA TUNED BERE ¥

[main]
include=balanced

[cpu]
governor=powersave
energy perf bias=powersave

[disk]
# Inherit settings from balanced profile

[sysctl]
vm.swappiness=10

[script]
script=/etc/tuned/CUSTOM PROFILE NAME/start.sh

4. B EXECEX LGN B E Xl

> sudo tuned-adm profile CUSTOM PROFILE NAME

13.5 TuneD BdE

ACE X (Configuration file) #6% T TuneD REFE X (profile) B9E A, 7£ SUSE Linux
Enterprise Server H1, /etc/tuned/ X = tuned FIFREFHNEREXH. ZXHEEESFEMN
TuneD EXITANEF/IZE.

kg, A TuneD EREXH4REMERNAY tuned. conf BBEXH, BT EMISEREXHNE
ARIASHNERLE. BETEREEXGHNEEX G ALNES, 8NN NE—MIEN
TuneD M H—AEXIZE. RABERTUBERRNTRS (HI30 CPU. HEMMLE) 15E
AGHASE. BX TuneD I@HRIFAESR, BEIE 1360 “TuneD #E 4" ,
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13.5.1 £F TuneD Bt &

2 tuned FIEIETTEY RRUAEASTIFRERIETT) , RAXMNA /etc/tuned/tuned-
main.conf £BEMEXHHIIGE. RERNARHIFES, UEEELEMBNRARFETE
B HHIESMAE.

2RIABY /etc/tuned/tuned-main. conf XHEEUTLBILE:

i 13.4 : TUNED HEIA2BHRE

daemon =1 @

le

dynamic_tuning

sleep interval 1 ©

update interval = 10 @
recommend command = 1 @

reapply sysctl =1 @O

default instance priority = 0 @
udev_buffer size = IMB @

log file count = 2 @

log file max size = 1IMB @

O IEEREMEMA tuned TIFIERF. MRIGH 1, BEMRZTIFER, LUEHA D-Bus /M. 1%
BOR., PRI NDSHEEDR. FEEHIZN 0 UBRATIFRER, AAXSE
TuneD HYINREPR A ER SR,

® RBHANEZAIEEMEISHIE. WRIEHN 1, TuneD 2IRIERFSEMNHSREISE; NRIG
70 RREZR) , XEAHSHE. BFohSFHRRETIFERET, BEtETirER
1% daemon=0 b FEAKESE, 1&E dynamic_tuning=1 XK,
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© EX tuned SFIFEFENESRHFINAKIRER (UFRRA) . EEK, FHEE), B3t

LRI R BY (a1,

REEHSFHIANER (UFRNERMA) . EXIE sleep interval BIEEK

=%l tuned-adm recommend sFSHIRI M, WRIKH 1 (RF-BA) , tuned =

fi#4fr /etc/tuned/recommend. conf AR BE XEFECED, /usr/1ib/tuned/

recommend.d/50-tuned.conf FREIAEEFAE, HRMEEXHEE. NRIEH

0 (RTER) , TIFEFRSRE—MERIEVEEEXH, BEE balanced,

O REMERA TuneD B sysctl KBfE, BREMMAXRE /etc/sysctl.conf # /etc/

sysctl.d EXHHEARS sysctl 1IRE, RIZA 1 (FR-BA) , EF sysctliRBERES

TuneD B9 sysctl &€&,

1EE 7 ACLE TuneD SERIRIBRIAML LR, EHK, ALK HES,

EX udev BEHHNEAX KN, LIGEFETFEEM udev RIBMEIES,

%E /var/log/tuned/ BRPEFREVHEXHEHZE, XEBHTHE®R (BIHEZE)3I

1, HEIEHMES) -

EBESTHEXHTERIAINEAKR N, XAPIEAEXHERIEK, Fl, HEAEE
X4 /var/log/tuned/tuned. log IAFILLSEHIGER RN, SFFIEEMFNH.

® ©

© © 9

e

=]

NEHEBREIS TuneD BITAFE AIfhE2 MY, A FJA% /etc/tuned/ FE£FIRE
AIME,

BX TuneD EEEXHIIFHMILAE, BEFFMME:

> man 5 tuned-main.conf

13.5.2 ZHRVECEXMHECE

FNEIF TuneD BEEEXHTE /usr/lib/tuned/ TEHEXNNMER, SMZERTEHES /
usr/lib/tuned/PROFILE NAME/tuned.conf 2B XH, ZBEZEXH (configuration file)
BE—HEATIELE XS (profile) BIBRIAFRA. SEFNIEN,
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13.5.2.1 TuneD B2&EXHN—RIEE
BB XA —RIEZIN T :

[main]
summary=SUMMARY TEXT STRING
include=ANOTHER PROFILE NAME AS BASE

[PLUG-IN]
PARAMETER=0PTION
PARAMETER=0PTION

[PLUG-IN]
# COMMENT STRING
PARAMETER=0PTION

BARHTHE TuneD BEEX M, IFEBHFMIT:

> man 5 tuned.conf

13.5.3 BEXEEXHFEE

tesh, ERIUEX BEXEEX H. M TFEIMEEXEEXMY, H1E /etc/tuned/ H

B8 — PROFILE NAME BR, HEHEEXHRETZERF. fiil, BEXEEXH
(profile) RYEEE X4 (configuration file) RIEE{IFE&1E /etc/tuned/PROFILE NAME/
tuned.conf o AiZ, WREAIAEERR /usr/lib/tuned/PROFILE NAME 5BENXEREF /
etc/tuned/PROFILE NAME Hfg PROFILE NAME #B[E, MMM A B E X it & i
B, BEXZIZHFREEXHHRESLERZ, M /usr/lib/tuned/ BiZzEEEXHEHIZ /etc/
tuned/, AEB#ITEN. XEAREFRBEEXY, FEEEXEETBEFFR.

Q xE: TuneD EEXHHIKRE

@RI LATE /etc/tuned/ FHSEMRR ZFEREXHMBEXEEXHFNITERIZZIMNY
B2, EFRENXAM, BMEENT:
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profile dirs=/etc/tuned/,/usr/lib/tuned/,/PATH/T0/CUSTOM/DIRECTORY/

ASERHINFEXLEE RPEREEEXH. ELENREIH, SE&ER /etc/
tuned/, B¥ZE /usr/lib/tuned/, &REEZE /PATH/T0/CUSTOM/DIRECTORY/,

(==

aR4a
=]

SUSE Rz #FHEAARETF SUSE Linux Enterprise Server B HfE7ZEFTR M tuned &
BNZIHFEEXHNEMEEE S, NEHEERRG, A0EEFRSA LEIEHNA
BHENXEEXH,

13.53.1 BIEHEELIZEBEXREXMH

RIEMER, BELBIFOIEEEXEEXHREREHM IS M EEX 4. XA 6
IHEER T HREEXNEHEEXHPSHNGEHNERKAS, BLRNNARINHZNEEE
XEMARENSERNEHER, XMARBAETED], BEAE,

ETFEMRAIFR, FNFKEREEH balanced # powersave EEE X,

5l 13.5 : &3 TUNED B9 balanced #l powersave EZE X%
1. BIZEEXEEXHRRE:
> sudo mkdir /etc/tuned/CUSTOM PROFILE NAME
2. FUTERPEEEREXH:
> sudo vi /etc/tuned/CUSTOM PROFILE NAME/tuned.conf
3. BUUTERERNENIZ M4

ff 13.6 : balanced #l powersave TUNED BRBE XS HEE

[main]

include=balanced @
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[cpul ©
governor=powersave
energy perf bias=powersave

[disk] ©
# Inherit settings from balanced profile

[sysctl]

vm.swappiness=10 @

B2 balanced BBEEXHEAEMEE, E5—MAR,

E= CPU 2%, f5l40¥% governor #l energy-perf-bias &% powersave,

M balanced EeE X ERERIZE,
O HIN— sysctl SRR, XEELE R T EEMINFEERE R,

® ®© ©

4. RELEEXHHBREXAHIELS.
5. &% balanced #l powersave EEEXHFRISEES MG, NAMNBEXEEX MY,

> sudo tuned-adm profile CUSTOM PROFILE NAME

13.6 TuneD iF#

TuneD i+ EY & TuneD REETIFIZFINRERVRIRICA . fEBNXLEEM, REAEELRPILUE
Bt E LIER BERAERERN B EXMMEENX . TuneD EHSF RS ASIEIRA
FPEXBBE, ShiSHERNZIZE. CPU SRR, M /0 BHEREFUKEMKRERZSEH, U
SCMEREMEREMBER . REZD tuned RGEFEESTZS I MEENEREX M, BHEda
EXFBIH RIZA M EEIINEE, MTX R T EARARTIEH],

£ TuneD EEEX M B S MR —ARIEENT !

[PLUGIN-NAME]
PARAMETER 1=VALUE 1
PARAMETER 2=VALUE 2
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SUSE Linux Enterprise Server 32#F# TuneD ECEXHHEEZ MEGHNRESH. BEEEFE
EEBHERTIR, BBITUTHL:

> sudo grep -r ‘\[.*\]' /usr/lib/tuned/*/tuned.conf | sort -u

13.6.1 Z#FHY TuneD f&fF

SUSE Linux Enterprise Server £ #F LA TuneD &4 :

main
main HIEHEH, M TuneD BLEXHHI—MFHED, BAFIREHEEXHFNRKILE
MR, [main] o FHEANSEHUT:

° summary: ECEXHXEINGERTHE.,

e include: ATFRAEMEEXHFAREEXHEEEAR, WEEEERFAHEM
W R, MREFEAR, FREXHFNEENATHRESHEEXHHEE.

Q EE: TuneD BB HEHMIFM
SREEXVEEEMY, HEZREEXHNFREXHERREIRME,

modules
modules fEEATFREEX G EERZIER, SECEXHRBUER, ZiEH AT LANE
EERERR, XFEEEREEIIEFEENRZIER R RREH AR TR
HEV1T N, ERALEHEY, TuneD SRAZARIRIIEREEE N /etc/modprobe.d/
tuned. conf X,
MFARMEA tuned MIBRARZAEIREE, BERAUTNEEREGSTELEEXGIER:

[modules]
MODULE NAME=MODULE PARAMETERS @

0 EZMERSHETAES IR,

NRAERIRENEFE, BER +r &0
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[modules]
MODULE NAME=+r,MODULE PARAMETERS

f5an:

f5113.7 : & TUNED BEIEMIMEBAIZIRIR

[modules]
cpufreq _conservative=
+r,down_threshold=20,up threshold=80,sampling rate=20000 @

o e cpufreq_conservative B—MRIERZAEEE CPU RIHIEERINIZIR
R, 5 ondemand FHMEAT AL, EEMFETAEENRT.

o =+r IEARTIIREIRERME, MNMNBIZIEIR, H TuneD RREFE Z/VEC
EXMIEEERALER, SIHEE +r BURIREY, TuneD RIEMMNMAIRIRAIS| A
. MRZEREXHHER, 5IATHRIREL. XI5IBITHEAZ, &
RA ZWEH, XERERKEEMENEEXXHEFERE,

o XESHEIE T

e down threshold=20 FR/~% CPU ERZEREZE 20% LU TEY, ATR=ME
1 CPU SRR TR =,

° up threshold=80 &R CPU FRZEET 80% BY, ATR=IES CPU
R AR RE,

* sampling rate=20000 FRATI234 20,000 > (BP 20 Z2F)) #H1T
—/R CPU fEFEXH,
BXNIZIERIEMER, 1BEN (BIEBIERE) , ¥ 288 “BIERNZIEIR” . Lttih, &7
LUEEEE /sys/module/MODULE NAME/parameters/ KBRS FELRERIRNS
o

cpu
cpu AT EEMMAMS CPUBXINIGE, LURHIEEE. TEESEAE ZBEUSFEE,
LeiE M 22X CPU BUIE T ATVHITIRAAIES], S5 REMRATIEE. Rt RA, MUKk
HthB#Z20m CPU 1T AR IENSEL.
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cpu RN —LEERESHUWT:
e priority: i&E CPU RUEIRIENMELR. EHEAKR, RARIENRLRES,
e governor: i&E CPUMFEFATETE. SN &N T:

* performance: &% CPU UREMFTIETT, UESHNIIHEARNREREY

Hl:.o
e ondemand: RIERFAHHSITIAE CPU M=, 1EMEEMTIREZ 8BS T,

e conservative: 5 ondemand T8, 1B CPU MMERABREHTE, &
BFAPHRENERESENELEIFEEENRA,

e energy perf bias: #5R CPU dfAIFEEINFESMREE, ZSEHHVE AW T:

e performance: fRA&SEEE, FIRERIGMINFE,
* powersave: fRMATIAE, BIRERFEEI4EE,

e power: Lt powersave ERUHANTIREIRE, EBX4aENF WA/ NT

performance,
* normal: MEESTEEZEINFHEIRE,

e force latency: =4 CPU BUSEHIEIRIGE, Efl/)\, RGEFRMN AT EER
hE, HRESLUEINER AR B, TEERENFRIREHME, TESESMAIR
E

e min perf pct: LA CPU s=teER B DLt E &EMEREKT, B0, B 100 &
i CPU S8R IR E M RE K TFIE T, tIRER/), MFRR CPU AJIIERZELMRER L
BURMEREKFIZTT, MMSEIRTHEE.

fFlan, J CPUBERTENE (WSHRETE) IEZNEEXHI MR ZGEHEENRK
FREZ#F) A CPU HR:

f5113.8 : CPU BB TIEFIEEAY TUNED hf+ECE

[cpul
priority=1
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governor=performance

energy perf bias=performance
force latency=10

min perf pct=100

Bx CPU MEEETRIIEME R, 1EIAIR https://www.kernel.org/doc/Documentation/

admin-guide/pm/cpufreq.rsta,

audio
audio A RFGEHITHIE, UMKSINEeE. XAIeEiEHE CPU AERE. 1KE
CPU FEMMEUNRBEEMALASE, URKSIMEREEREK. MERSIMBERRZHICRE
By S 4EDN. 590:

5113.9 : {RtbEsattEER TUNED $EfHECE

[audio]
timeout=10 @
reset _controller=False @

O timeout SHIEEENNIIRE—XEMNENGE, RANARFLMKSEK (KL
WRBEN) . IEESEMLERATRCKRSHIEMCRES Z BRI, ARt
AR SR EME A REXHINFEE,

® reset _controller S EETIMERTIREITHIZZNITN. ERILUERTE
REANZEREHIZBNEE, XTMAZNBMGEHITHREENS
o ZBHES5ATF /sys/module/AUDIO MODULE NAME/parameters/
power save_controllerfY&LXH (4 snd_hda_intel) RXE, BIAER
T, H{EI&N False,

video
video {EHRETRAFHIAKBEE £ (LERZ AMD Radeon BF) TeEIRERNIEDL,
.

[video]
radeon_powersave=dpm-balanced

LR E SR
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* radeon_powersave: Z&#izH AMD Radeon BRI EEIEIN. ©IRE GPU 11
AIMIBEIREIE, SRR, ZSHNRE RN T :

o default: BAUATREECEX T, REFRREFRHERIALE.

auto: RIFHRIRSERBTEIRETEIRE,

Low: FRRIERELATI B REIRBVIRIhAEECE X 1+

mid: FEMERESTIRERPINFEECE X o

high: UESFEARNELIEERAEISINFEECE X o

dynpm: ARFRIETEAHEISERENEISHEIRERE (DPM) R,

dpm-battery: ¥3JERMERAMLE DPM BRE X

dpm-balanced: F#¥aE58E3HY DPM ECE X 4

dpm-performance: frxt&xmE4EEMILEY DPM EEE X 14,

disk
disk {4 A 3R IR Th2S09 14 BEF ThFEFH 1T ROAFI M1k
EHREESHNEARENENT:

* devices: IEEMBSHENZNATHLERREIRSE, FNERT, ESMERE.

A RESDREESZ MEE.

e dynamic: BFERAFERAETHEMHNISHIENGRE. BRIABERTIER

True,

° elevator: NMERERE /0 AERF (BHEZX) . RERFZUTANAERER, A
BEAYIEINIELFE noop. deadline 3§ cfqo

* apm: AT IREHESRBEREIR (APM) K7RIBE (1-254), EHX, @BEEREH
9, BIFEtEs,

* spindown: spindown S¥HELER hdparm SLAEFHA T IREMEFILENM
55 mID. BXRAEZIERERWA, 15E%E hdparm FHIIFH - S %I,
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* readahead: REMETIFE (UTFFTHARM) B, JLUBIRNEZHE
ZRHEHMNNBX, BIE0, readahead = 8192 s, WER¥FNEEZEZELE—
=i&o

* readahead multiply: —NFRE, R readahead S¥HENFRHEF,

° scheduler quantum: —7PE%#, ATIRERAERFRERLIERN /0 IEKHBE. W
RIGEBRANE, NWAFETRAILIEESIEK, MNMREAIRE /0 BIENEHTE,
MR, MRIGENER), WRFEEER, MMEARY /0 2ENEERE,

B5% TuneD ECEXHHRILLT disk HEHECERG:

{5 13.10 : TUNED EEE&X{HhfY disk iRFELE

[disk]
# Comma separated list of devices, all devices if commented out.
devices=sda,sdb

dynamic=True
elevator=deadline
apm=128
spindown=60

# Readahead adjusted to sectors by specifying relevant suffix.
# There must be at least one space between the number and suffix.
readahead=8192 s

readahead multiply=1.5

scheduler quantum=64

scsi_host
scsi host #EHFATFEIE Linux &4 L SCSI CNEITENARSEZO) EHEA2STIEE
RE. ZEHHNEBRSHUWT:

e alpm: MRFEREIREE (ALPM) IRE R TIEH &1T ATA (SATA) SERRAVEREIER
B%. ERERAERNE, UETRESERZEEISTE, ZSHRIEETT:
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° min power: LIEBETEESEE M, H SATA BRETHE, ESER
RETRIEFERS, XFUTEELHEE, B geIGNEEEHI0) BT
iR,

* medium power: WiIGEETRESMREZBIKIMTE, HEMMEEATERN
A RERRTIR TR IhFE.

e max_performance: IIGEE SCSI FHMGHFFRIFERSIFERS. EMET
ZISREMN ETMIFGER, SRATEINEE, USRAKREMFEERIREH

BHE,
fign, FAREETENERE, ZEESHATEBHEBIRE. REARIRSFNKE
BN RS
[scsi host]

alpm=min_power

Q iEE: TuneD MR EREIEHRIILE
BESM /sys/class/scsi _host/SCSI HOST NAME/
link power management policy XMIZEXAIRERIETIGET N&X .
BABER REBUR T RZ B4 75,

variables
variables {4 I AT ENXAEARE TuneD BBEXHHEANTE, XN FIRERES
RAFIMES AP RFMENSEIEFER. BIEPEXTEE, AJUEVEEXHER
HiREMARENR &,
FEEEXMHEER [variables] &%, AILUBIUTARIEELZE:

[variables]
include=PATH/TO/VARIABLE/CONFIGURATION/FILE @
VAR NAME=value @

VAR ANOTHER=${VAR NAME suffix} @
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VAR _DYNAMIC=$(uname -r) @

0 & EBEARELTXEEEXMEREXH. fiW, FILUEE /etc/tuned/
cpu-partitioning-variables.conf X, {f isolated cores EX=KH
ER AT HRMREXHERRE.

0 BEIHMEERENTS,

0 FASITEEEXEE,

O FHAGTHEENXTE,

gD, BITPREETENZERE, UNERLTNENLREXHEEHMEHA

b7

f5113.11 : £ TUNED BEEX#rhafEMticEFERANSEE

HHI

[variables]
include=/etc/tuned/cpu-partitioning-variables.conf

SWAPPINESS VALUE=10
NETWORK INTERFACE=$(ip -0 -4 route show to default | awk '{print $5}')

[sysctl]
vm. swappiness=${SWAPPINESS VALUE}

[net]
interface=${NETWORK INTERFACE}
disable offload=yes

MNFEEFNTEEX, FEERREEXHFW [variables] {EHECE. BRIE

—_,—

& [variables] {EHMEEEXHEERFYIR, BBTUTHS:

> sudo grep -r '\[.*\]' /usr/lib/tuned/*/tuned.conf | sort -u | grep

variables
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sysctl

160

sysctUAMHRMH T —MESTHEEX S TARSHNERHL . XFERSGEERELE
IR GMERE. ERREMHBABMLITH, MERERRBERAXMFHFIIETT sysctl

O AN
AR <o

sysctUiRfHER ZMSH, EREHEHE:
° NZBE (kernel. *)
o EINARESE (vm. *)
° LS (net . *)
o XHRFZSE (fs.*)

Hrp * 21BACLRT, R"RAZEFIAFNSE, WAXLESHEY, TuneD AIRERERE(ERA
sysctl, fla0:

> sysctl -q -w
CATEGORY . PARAMETER=VALUE

TEBRT sysctlEHIE BSH A rIEERE:
© == B sysctl BHUFIET RIEXTM

BAXESRARZEZRXMALSITN. EHI1TENLR, SO THRERmM, §XIF
MinPH, IBEINET R,

kernel.hung task timeout secs: ESHMAELFIAVEH (IR AR,
BINE: 120) .

kernel.numa balancing: B (1) ZH (0) B NUMA T4,

kernel.nmi watchdog: EF (1) HEH (0) NMI & JH,

kernel.timer migration: B (1) A (0) iTtE TR,

kernel.sched autogroup enabled: EF (1) HZA (0) AEREF B H,
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kernel.sched min granularity ns: CPUZRERESMR/IMEEKIE (L
MREM) .

kernel.sched migration cost ns: FEREFFIBIHENN “BER
= OB (ST AEA)

vm.stat_interval: EIMWFAIHEEWERER FHAE: 1) o

vm.dirty ratio: RZGAEFAREIUERNE DL, KELEDIE, #iEZN
FUFREDIS NHLE

vm.dirty background ratio: RZAAEFHAKATVEFZIB DL, AEILLE S
tbia, EeEE#EEFRIETITE N,

vm.swappiness: RIZEHTHAHZENMEF. TR swappiness B/ 0, NFRTRA
R R AT REK Y R H AR R B E ENFEF.

vm.max_map_count: —MHIZRABNREFIRNXIENREAHE,
net.core.busy read: recvmsg BICIEIFREL (BRIAE: 50) o
net.core.busy poll: poll BYICHEIRRER (BRIAE: 50) »
net.ipv4.tcp fastopen: B (1) 2 (0) TCP R=EFT .

net.ipv4.tcp rmem: TCPIRZHX AN (IVME. RRINMEMRKE, UTKESD
f@) o

net.ipv4.tcp wmem: TCP BEEAX AN (FIVE. BINEMHEKE, UKD
f@) o

net.ipv4.udp mem: UDP ZHAX K/ (FR/IME. FRMAMBENRKE, UTHED
f@) o

fs.aio-max-nr: AIFHNRAFHEAED I/0 5BKHE.

fs.file-max: Linux AZHDEEHNRAXHEHHRE,

fs.inotify.max user instances: S MHAFPHRA inotify LHIFE.

fs.inotify.max user watches: & THFHRA inotify il E,
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e fs.nr open: —PMHEARBHNRAXHFREATTHE,

e fs.suid dumpable: 1FHIZEBNIKE TR ID HigE T4A ID WEEFERZOE

fifio

BEEZETEM sysct S E R

5 13.12 : TUNED BE2&>{4HRY sysctl fhELE TG

[sysctl]

# Kernel Parameters

kernel.hung task timeout secs = 600

kernel.nmi watchdog = 0

kernel.timer migration =1

kernel.sched autogroup enabled =1

kernel.

kernel.sched migration cost ns = 5000000
kernel.sched latency ns = 60000000

kernel.sched wakeup granularity ns = 2000000

kernel.numa balancing = 0

# Virtual Machine Parameters

vm
vm.
vm.
vm.

vm.

.stat interval = 10

dirty ratio = 10
dirty background ratio = 3
swappiness = 10

max_map_count = 800000

# Network Parameters

net

net.
net.
net.
net.
net.

50

50

ipv4.tcp fastopen = 3

ipv4.tcp_rmem = "4096 87380 16777216"
ipv4.tcp wmem = "4096 16384 16777216"

.core.busy read

core.busy poll

# Filesystem Parameters

fs.

aio-max-nr = 1048576

sched min granularity ns = 10000000

ipv4.udp mem = "3145728 4194304 16777216"
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fs.
fs.
fs.
fs.
fs.

file-max = 2097152
inotify.max user instances = 1024
inotify.max user watches = 524288
nr_open = 1048576
suid dumpable = 1

() &7 B sysctURBNRELR

sysfs

163

&iE sysctliREA RS EARERTR. BHNRANTEREMBERAER. &Z
W ERHITE2EMIR, FHENARR sysctl icERaiERAERE.

sysfs EHERRAN MRS THEAENX G R /sys/ BR. ZEHSREXH
BEESEN, AFJURBMENBTEENXGTRE. B55E TEN sysfs mHEE

]l

{5 13.13 : TUNED BE2E Y sysTs HhfFicE

[sysfs]

/sys/bus/workqueue/devices/writeback/cpumask = 2,6 @

/sys/devices/virtual/workqueue/cpumask = 3-5 @

/sys/devices/system/machinecheck/machinecheck*/ignore ce = 1 ©

LLES 73 FRRYE D CPU, RAFABLER(ER isolcpus NIX5|SEEEER CPU,
BEHNEEFREMN CPU, iEiz{Tgrep isolcpus /proc/cmdline i<, BHER
Py CPU 238, 151517 Lscpu | grep "~CPU(s):" &<,

CPUSEE, XAFARLERFER isolcpus A3 I SSHIRERN CPU, BEREERE
B CPU, 1&iz1T grep isolcpus /proc/cmdline &5<, BB RZLTH CPU

S, 15E1T Lscpu | grep "~CPU(s):" @<,

AJEIE$81R (CE) RRA BN EIH Bohel [EREHEIR. ignore ce BMRET
sysfs IRE, ATEHIRAZREVIIREXLERTLIERHEIR, AR ignore ce i 1,
ARRTEROTAESEIR, BIXLEERTIWICRAIRSHIRIERRI IR LIENE],
WR ignore ceig 0 (BRIAME) , RASIRESHICRATLIESEIR, HEERG

1,
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systemd
systemd {EHEEAFECE systemd 5%, /5 SUSE Linux Enterprise Server Y
ASENRSEIES, 52E TEM systemd #i2 CPU E=MSHEAE B R

{51 13.14 : TUNED FRE&3HAY systemd fEFECE

[systemd]
cpu affinity=0,1,2 @

@ & systemd IREHEEIZMEEM CPU #Zilo EAIAA None, I RFIFIEARS
ECEATE CPUZD 0. 14 2 £in1T, FRENEMANEEEE CPU Z05E
B, fIa00-2, I, EEREFEERETE /etc/tuned/cpu-partitioning-
variables.conf X{HEBAN isolated cores B9 CPU ity TEZIGEHHEE
cpu_affinity B#ERTFE systemd BEEEXH /etc/systemd/system. conf
EE CPUAFFinityo

script
FMA script #&H, ARPAIUBRITEEXHMZA, TuneD SEARMEIEITXERA, RRE
BEAFLUBSEE L RHANRE, ERZEGEIRITZSIAREREMLIIRE B
A& A EREIN T

e priority: BFIKEMIAMARIEINE. TuneD IRIBHIARBIM TR NITHIZ,
BEBNRRRERES. Ftt, Mgk 5 NEIESHIAEERF T 5 BIEIZHE
b, iEBIMERIRE,

° script: 187 TuneD EHITHIMIARIERE, AILURMHHAHLIRFIEASEHE,
WA LA PROFILE DIR 2L EBIAIHERT ER1R,

BSE TENENMAERZRERE:

f5113.15 : £ TUNED REEX 4 EREERSHEMHIAIRE

[script]
priority=>5
script=${i:PROFILE DIR}/script.sh

164 X #58 TuneD #&f4 | SLES 15 SP7



O) =7 TEEXWNBERR
BEXLATENTIR, BEFRREXXH https://github.com/redhat-
performance/tuned/blob/v2.10.0/tuned/consts.py # HEXMEE,

scheduler
scheduler {EHRAFEE CPUZOMIIRES, RSB RINEFRIFZREE E45IRFIEF
EEENHE, ZEHFTERATRESTE CPU ZL, HEEWL HIEN HIABEEFEIED
ARFEREFERE, ERSHAEENENT:

e isolated cores: ¥45E CPU LS BRAIAEREFIEE. #HIZ0] LISNE XL
fREMNZO L, UBRE(TETRAZEMASHEZEN TN, BEALSHEEE,
BEARTZONER (ZMERLUES AR H+7HFIRNH BRI,
9, isolated cores=0,1 tATLIAEREMN 0x3 &RFo

* ps whitelist: PAEEFHEGHENEENAFHNERERZITTIR. RES5ZIERLT
LRV HEA SWANAERAREEE, HLSEEEIENEHEZR PR ENRER,
15”&”; K ﬁﬁﬁﬁﬁfﬂ‘%@@ﬂ, ﬁ'ﬁ AbaSh$ 12%5 bash E*EDEV_EEEO

* ps_blacklist: {EHHIFEEERCEZIMIHAERNTIR, 5IZRHA LA HE
FewiEEE, AESHEERNENRHERMBENTRAR. FW, . *=5FHh
B#HIELES, M idle$ X25 idle #HiZLEAC,

EBETEM scheduler HHEE LG
fj 13.16 : TUNED EEEHHEY scheduler {H4EE

isolated cores=0x3
ps whitelist=.*
ps blacklist="idle$;.*pmd.*;.*PMD.*;~DPDK; .*gemu-kvm.*

bootloader
bootloader &t T AREE RS S| SSHNtERE X, XLEBESISME
EFREEXH (BEZEGRUB2EE) Hi#t{T, HERRSISHNA, FTEEIRERNTE
WizSE (WEH CPU FRBHEBIREEMNSEH) URHEMAIREEMEARRIT AMIERER
S| SIgERMU RS TR, ZiaHF51E B
TEMR T ERSHREE:
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e grub2_cfg_file: fSEZEAAI GRUB 2 FEEX . WIRKIRM, BHBERR
i ERIARY GRUB2 BC&E X 14

° initrd _dst_img: IE initrd BYEEIBETERIR. WRIEE 725, initrd BUR
RoEHEMENAE, RENISEINEREZE, MRKEMY, BERRIANSISER.

e initrd add img: 7£ GRUB 2 EZEHANN initrd BRUREVERTR, LUMETES|FIEF
ERABENX initrd B,

e initrd add dir: FII—PEESE initrd MEFHWE R, ZBHEE—1E
FWERR, ZERNABWEED] initrd MEFHEEES ISEER. XMFHE
initrd FRINE E XERFHAIEEE Ao

e initrd remove dir: —/MR/RIEW, AFIEEE initrd add dir FIEEME
FEHEE initrd MIFEREEMRZER. MIRIEH True, BIR initrd BEE=H
pRRE R

e cmdline: #EEERIMNE GRUB 2 ELEFRHIEINAZES1TEE, FRLLEE, &
B LURINAIIRIE TEA BB E E RN AR MRERIT AR B E X RIZEE
HESZTEM bootloader iHEMHEE R HI:

{51 13.17 : TUNED &3 HHY bootloader GFECE

[bootloader]

cmdline="isolcpus=1-3 nohz full=1-3 intel pstate=disable"
initrd add img="/path/to/custom-initrd.img"

initrd add dir="/path/to/custom-initrd-dir"

initrd remove dir=True

initrd dst img="/boot/initrd-custom.img"

grub2 cfg file="/etc/grub2.cfg"

net
net {EHFATFEEZSMMUNEZ NS, TEMR T ZIEHEBNSHLEE:

e devices: EELLESDREIMLIKERITTIR, B0, devices=ethd,ethl,
RINERT, ZRESNHATFFREMSZIZE,

e dynamic: ATEANZEETME A HNESHIANA/RE (true/false)s
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* wake on lan: FFAUTFHANEEALASEEMEMRE (Wol) IRE:
° p: &L PHY SEGHIRES,
o ul BT EREESIREE,
o m: B ZREESIREE,
° b: BEIEHEREE,
° a: i&d ARP I&EE,
* g: @ MagicPacket™ mafEg,
* s: 73 MagicPacket™ B2 SecureOn™,
o d: BRMKRMREE,
e nf_conntrack hashsize: RAFI&EERZRRERHERA/NDNERE,

o features: MEZIEFINEERTRIMERAERSHIFE, 90, tx-checksum: off,

sg: on.
e coalesce: #IEBEHSHNFEH,
e adaptive-rx # adaptive-tx BYRIRE{EA on B¢ of fo

o LITESHMENESE rx-usecs. rx-frames. rx-usecs-irqg. rx-
frames-irq. tx-usecs. tx-frames. tx-usecs-irq. tx-frames-
irq. stats-block-usecs. pkt-rate-low. rx-usecs-low. rx-
frames-low. tx-usecs-low. tx-frames-low. pkt-rate-high. rx-
usecs-high. rx-frames-high. tx-usecs-high. tx-frames-

high. sample-interval
* pause: HEMBSHNFEH, HEMSE autoneg. rx M tx BIEN on ZF off,

° ring: MEERXANNFHE, UTHEEAKKNSHBENEE: rx. rx-

mini. rx-jumbo I txo

BSE TENMSRESHEETA):
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1 13.18 : TUNED EEHHEY net HGHFECE

[net]

devices=eth0,ethl

dynamic=true

wake on_lan=g

nf conntrack hashsize=16384
features=tx-checksum:off, sg:on
coalesce=adaptive-rx:on, rx-usecs:50, rx-frames:32
pause=autoneg:on, rx:on, tx:off

ring=rx:2048, tx:1024

vm
v EFRATFRUEMCIFRTHNAEEER, ERETHIASAEAXNSHNEG, 155!
MEFBEBAAN (THP) WEE, ZiEMHHERASHRAEENT:

e transparent hugepage & transparent hugepages: XMW N ESHEFE T H
RER, eiE3E, WESIEFERATINTA. SIEHEXNEREEMEN
e

* enabled: FHIFEHATINEMEXZHE, nIgERVEN always. madvise

never,

e defrag: WEHAEBENERIHT WRFTE) . AJEEERNRN

always. defer. madvise. defer+madvise # never,

* khugepaged: EZES5 khugepaged SFIFIZEFHEXINIRE, B

scan_sleep millisecs M alloc sleep millisecs kM

155 % TuneD BEEXMHHTEA vm iEHECE TG

5 13.19 : TUNED E2EXH8Y vm iEEEE

[vm]

transparent hugepages.enabled=always

transparent hugepage.defrag=always

transparent hugepages.khugepaged.scan sleep millisecs=10000
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eeepc_she
eeepc_she ffFiG58 7 ASUS EeePC AR EIREIEINGE, 157l EAPLEil®E 7HBAR
55|28 (SHE) FeARRINE, BB sIAIAE CPU MERMBRRSRMUARSAIEEE, MME
REXAAIRLIERE ) Z BIENIS T, BRASHAEAENT:

e load threshold normal: YHEEEEZEANAHTE. FAIAMERZ 0.6,
e load _threshold powersave: YIEETRERANAEEE. FRIAER 0.4
* she powersave: FAF¥ SHE RBATEEERNE. HRIAMER 2.

* she normal: FAFi§ SHE KB NERERRANE. RIAMER Lo

13.7 BZER
BXFRER, BEZEUTHR:
* TuneD MBEAMIL: https://tuned-project.org/ 2

* GitHub ERUERIEAETZREE: https://github.com/redhat-performance/tuned 7, f&RTAE
SRMUTE RS ER:

e https://github.com/redhat-performance/tuned/tree/v2.10.0/profiles 2 1T
ZNNERE X (profile) FECE X 14 (configuration file)o FBXLEEIERA, &L
BMEF I SUSE Linux Enterprise Server 89 tuned S48k B S EE XA
BEXH,

o MNREENELIEY, WERBERE XHFHRENEREHISHIARS, AIE
https://github.com/redhat-performance/tuned/tree/v2.10.0/tuned/plugins #
REURAS,

() =R BEXMARAE TuneD FFRE

#3597 tuned --version #<$ZE A SUSE Linux Enterprise Server R4iH#Y tuned
hiZs, 7E GitHub fEfFER, EEMNNAZEHINE, UEFRFA LLRENEFE tuned iR
ZABYRAES,
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14 fRuAE 1/0 1£8E

I/0 BE B FIEHEIE MmN/ A IR R R F#E=T B A e SUSE Linux Enterprise Server 32
TEMESARIERHEMN 1/0 Bix (R elevators) . EEEAE TR/ EIREHT
187E I/0 BRI AR,

NELERREIEN /0 BEEARNEUR T IR, FEUATES. 0, SN ATAHER

4. SSD. RAID P55 MEZE R A HE A RIRNIEZER.

14.1 7 1/0AE

SUSE Linux Enterprise Server 1£5| SR EZEARIAN /0 BAERER, GRS MRIE
HABTEIIRE, F, AARERAS XAGEUREEHIBENSEIREFRRNE X,
RIBLEREIRENEEHE NS MLEEERIN /0 BERER. WRSHEEHAE, N%EE BFQ
I/0 BEERF. HthigERAIA%EE MQ-DEADLINE 5% NONE,
EENEEEITHNRAPIEEIRENBHEE, BETUTHL:

> sudo echo SCHEDULER > /sys/block/DEVICE/queue/scheduler

Hh SCHEDULER 2 bfg. none. kyber 8 mg-deadline z—, DEVICE 2Ri&& a0
sda) . WWINEREESISFHEFARRE. EMFEIREHITRAN /0 AEERFEN, 5%/
usr/lib/udev/rules.d/60-io-scheduler.rules %% /etc/udev/rules.d/60-
io-scheduler.rules, AGERIEZFTEREBEE— X4

Q ix=: 1BMzZ EWEINEERER
£ 1BM Z L, =FHEI&ENERIA /0 BERFHIEERHEFIRE.

Q #E: BXMelevator 3|88%

B bk elevator 5|58 #. blk-mq1/0 BBERELT cfq, HFEFEE elevator 5|1
S
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14.2 {£H blk-mq1/0 BB1ZHIRIA |/O BBHRA

RE=Z SUSE Linux Enterprise Server Li&F £ blk-mq 1/0 BRERIGERIBIER AT,
MRENBHEEZEEESH, AERAUTHhIREXLESH:

echo VALUE > /sys/block/DEVICE/queue/iosched/TUNABLE

7 ERd<SH, VALUE 2 TUNABLE BYFREE{E, DEVICE 2HRig&E,
EHEEMEE (B30 sda) EAMLBEHEE, BHETUTHS (MHansRAERREYIE
HESH)

> cat /sys/block/sda/queue/scheduler
[mg-deadline] kyber bfq none

Q xE: MELIREIREI blk-mq /O BRIZATHIIEETZ R LI
MIGEBERFIRIEE blk-mq |/0 B&ZRETS, none EZIAXKAELF noop, mq-
deadline #8¥YF deadline, bfq YT cfqo

14.2.1 MQ-DEADLINE

MQ-DEADLINE B2—EMIEEMILAY /O FHEIERF. MQ-DEADLINE EBLITAIASH:

% 14.1 : MQ-DEADLINE aJif&%

Xf¥ oLz
writes starved EHRLMEREUREM AR E NRIERRER. B3 "RRERIT

S NEEZ BRI LIAIT = ORIRENEME, SREURIHRIRERIAYERE
ENFITIEE,

ERINMER 3,

read expire REIFEURENRGHAR (HAIBYEN read expire &) ,
M= BAL,
ZINEN 500,
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X A

write expire KBS NRENREHRE (HaiitEiwrite expire &) ,
M= 7 81,
ZRINME S 5000,

front merges B (1) EA (0) silmaHiEKR =10
FRINMER 1,

fifo batch RESMNRKIERY (VREHNREIHREMTE) . F8

WBHAIEIERSEHEZ BT TFH, WMRIgEN 1 (BiEHt
—MIEXR) , RYFERA KERE BN, TRERIRRK;
REEFEANEZRESELE,

BIAMEN 160

14.2.2 NONE

gNERi%HE NONE 159 blk-mq B9 I/0 BBIEEEERD, NAZEREM /0 BAERER, HEI/0E
KEEELIRE, MARHE—PH1/0FERE,

NONE 2 NVM Express ig&HIEAIAE. SHA /0 BHERREDHELL, WETAS~EFH, &
INNBBI Z M PAT RIS EZE /0 BEREIRBIF .

NONE ;2B RIS,

14.2.3 BFQ (FIEAFPAF!)

BFQ RUATFMANSRANEERRF., HitdA “BF CFQ FARSEARILLLGIE

i 1/0 AERE. B BFQ zm#ERENEME (UBKHItT) mMAZENER. 7 (B

#&: linux-4.12/block/bfg-iosched.c (https://github.com/torvalds/linux/
blob/6f7da290413ba713f0cdd9ffla2ad9bb129ef4f6c/block/bfg-iosched.c#L31) 2)

BFQ A FMIAERAEKHAEEE ENESHEC 1/0 k%K (GEENE 9337 “FH ioniceiEE
BEEIRIRLR” ) o
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BFQ AEREFEBLUTAASH:

#* 14.2 . BFQ aIig&%

X4 5iEA

slice idle BEUZW R, EELXTTZNRESKEE, UFHFR=AT
ﬁllill-F_ﬂ\i%\ o
BIAEN 8,

slice idle us 5slice idle#8[E, BRI AR
BRINES 8000,

low latency BF (1) 32 (0) BFQ BYRIERIE, LRI STIBRER
RFEfRER (B, NRBXRERM) , FEEEFREEER,
AIAMEN 1,

back seek max mEEINEARE (ML KB REML)

BINMEN 16384,

back seek penalty HAFIHEEGEIHE,
AINMER 2,

fifo expire async AT RERSERKENNE (UZEWHEM) .
FINES 250,

fifo expire sync BEUZEWAHEN, EERDIEKRNEN,

AINEA 125,
timeout sync EEENMES ) B, AERHRSHNEKEE (UZE77H
(i) o

BINMEN 124,
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X A

max_budget £ timeout_sync RAHRHRSHEXE LR, NRIGEHN
0, BFQ &=1R#E timeout sync MFUHMIIEEERR B+ E—
ME,
BINMER 0 (KENENHNIA) -

strict guarantees B (1) 32 (0), FE BFQFEPATIRIE, ABEERESRM
T E R REE R,
ZINER 0o

14.2.4 KYBER

KYBER 2 LFEIR 7 F MY /0 WERRF. E£RAEALISERIURENEY 5 NRIERBIRE
B, FHERE /0 BERUS AT EXEBIREER.,

% 14.3 . KYBER A[ig&#

X4 L)z
read lat nsec REIRBURIERNERER, AT AR 1L,

#RINES 2000000,

write lat nsec BB NRENBEMRER, URNT AL,
ZHIAEJT 10000000,

14.3 1/0 FFEERUA

TETERX fsync Z [EEfE R SSIRACHAIE], FEXHRS (B0 Ext3 5 Extd) mREELXXER
&, SREIBEHZEHFFEN, UHREREERIFKAEEEEEF (ETEERE
BE) o WMRERIHE LIXFEAFRI A TURA T BAMHENG, ZRRRERIUREMNEN

ab
HEo
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o EE: XFSHH nobarrier EER

XFS B9 nobarrier EIMEEA, ©1E SUSE Linux Enterprise 15 SP2 BSR4 2
BEMAEEET, TRIBBMIEEIZATSH XFS HHamSHa e T A E R XGRS, Al
IER A X MR, ERFRAEEEAEE nobarrier EAYRIZAD fstab i,

SR LME nobarrier HEHHIZIMZ A LIXE RE,

L5 FHREANRSEEIERX
LR TR RHEER T ERSNERE, RRREAEESEFEENHRS
eI G
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15 FRUAESHEAERER

HVIRIERSE (130 SUSE® Linux Enterprise Server) FFaRENIEITIFZES. fli0, &)
TR R A AR U B F AR AR AR S FI RIS, XLEFRESERR
FITITFZETIMHTE, N THENMESREFRENRARR, Linux IZEEER—HIAR
ENMESHRARARKERR. XIGEEESHEERRFNIRSEFE.

THETHRET SHERAEMXNREEANE, HPENBTHEXEISHEEEFRRNEER
JEBISE. SUSE Linux Enterprise Server fFRAMESAERER, FiRHTHMUFRMNEXEE
WEE,

15.1 &7
Linux IZBTFEHIERSAE LEBES (BE0#E) WAR. FZRAEREF (BRR{/EHIZRAETR

F) BREEZ FRBEITHMESHRNZAN, eAFURKHAERRARHR, LURIERETS
FERHITZNMES. Eit, ERERZSESERERGNZOAN,.

15.1.1 845

ESRAEERNELRER, IRRASAFEFESNHETHER, SIREEDFE—THIZE
Ei17. NRAIEITHENHEERI T RSP OESRHNE, WHIFFREHIZEEEIRZIETT,
Fit, RE#HEFREMEL (SHEE) , FEOHEERBBERIET. BREREFRRE TR
BITRAT BN

SNRIFMA, Linux SEMFAEZE Unix RIERGF—1F, B—MBSESIRERS. B, ZMESH
UEBIE T, Linux REEFMBIIEARZES, LRERFREMEREE N HE, XMoRHHE
ARG, M—HEMARE Unix KBRETIRERZES,

15.1.2 BjElA

HIZTERIE ARINEITRKESLIRERN, X—RKMAHENER, ARSI ERLEMHE
AYAbIEERET Bl BE N ECE AR, EERRFA LS ETRNASMEEEAR, RHLED
pillpri =2 oI U 22 g
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15.1.3 #HiZk

BERFETHENRARTHEHZ, ESREEFEREREATEHENSFIMN TSR, H
e, STHESIERT—NME, BILREHZEH ‘A ELAER LIETT.

15.2 #HIZHR

HIRRARNITARR. REFEHNSEEMWENR, E—RSKXKARFENRITOE. XM
FHENRILRT, BHIFEFER,

—MGEREHIED XN /0 BERNRERBEE,

1/0 ZEE
/0 KRN /fHIRE, FINRE. BIRSECEMNER, 1/0 BREHZR A 6TE
EERZMEFFBER L. efNBITRXRERE, BNEIEMRRE, FREEEFRI/0BEXR
AU EfbHA2,

WIPRTER
WEBERFERESHRBEATRITANL L, BTARAEEFIESNLE, ENFRBEES
/0 1Ekp#HE, RAWEBITMERREER, BElRmidEER,

B—MEEREEERBHEEN P AXEN. #HREBMSERHE,

o XENHIZFARENBEEEFT 1/0BFR (BINRENEFRE) L. BEREFRLIIEA
FigRRERER LR, SNARINAIFIRTmN, HEEFERAXLA 100 ZM. DA
NARER. XAHERNEGMERZFHEHENZEHE,

o fIRBHITBEREREET, FTEBRHEMLY, HEREFSNENDERIENNLR. %
IR REE. BUREIRRS | E RS XM DTl S H M EH RV EIR A,

o EEPHBERNIZFRMASHZAE, BEEFFRIEXLHIZTREERISMN,
AT RIS IEAERN TN AIEF PSS A #HZR AR,
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15.3 e VRAERR

M Linux RIZARZS 2.6.23 FHig, RAT —MEAERAEETHEE. T2 ATRAERR
(CFS) B/ 7 BRiA Linux RiZIAERER. BtMEAE TEATHMEUH, £EHRHNEEERT
RF2.6.32 fIEENIZhRAS (81F 3.x W#Z) B9 SUSE Linux Enterprise Server, EERERFIFE
DRAZNED, SINT ZIMEEHINEE:

ERICRAERF D
PEREFNZOBETIAELRSEILEE, XEREERUN, ARBFERR,

REATREES
FEPII% 2.6.23 SREINFHE 2.6.24 ST TV RAY CFS RRMMIRE MIRRER 4
T HEAIRIREEL

HRHE
fBign, NRERBTITHENAFBHEZSD A, N CFS 22 RAEPENMARHMESHL
IR 2EATE],

ik, CFSgEBH RS HEMIREALLIAE,

15.3.1 CFSHI{ERIE

CFS 2 AN EBITHESRIEAT . A THREETFENESEEL, EEATLRER
RS, AERME—MBERTENLUERERN, fBUSESNREBANTMNERS, £H8
BRFEL BT,

CFSEREASNSEREM “EEiT” (vruntime), EFEITH T —MESHKERIESHLE
20 vruntime S/NBIABMESS . TERESHEAEITIY (FLERITHHIZAIMLI AT E)Z)
BY, @i FEILLERMEIRIE vruntime s \IESIEAR B EMPNE T,

ESHIRIT vruntime SZESHRAFER. SRARESH vruntime FIRILEE LKA
RESER, SHEMEMERELIES LETEMERES,
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15.3.2 R¥#HEDAH

M Linux RIZhRZS 2.6.24 748, A13F CFS #1710, MURIENAM AR ZESRER T,

Ak, RBAEITNES HAEUMBSER, M CFS SR ANRELAMARE N IIBITHESR
HATE, HAERFEZEHAXESFRHNZ MESREL TS,

NIZAERERF LSRR AR AIETHES DE. BXFARES, BHE £ 105 "W
=HI4E” o

15.3.3 WIZECE LI

TR LB AR ERTRISBEESRERFITANEERLTE, REXLERTEFAZEIRT
EN—E7. ATFARERIRER—MERES, BHTAXERITICTER, EIESEEX
AIE B KR

B IR
AR IETEFHIE SUSE Linux Enterprise Server BEMIBIRZ LIZITIXIEERSE (B0, £8
BRIENAZ LETT) , BRRELEZFF,

15.3.4 AiE

BXESHERBIXEEESER—ERARNE, EFEARXLEANET EIEMHEF S H
M8, THEHEFMN—LEARE:

3ER
MIEBITHIZE LRI TIZHIZREIR BYBT ]

RIE
EE U T ARNKENESIERZ ERXFR !

gran = ( lat / rtasks ) - ( lat / rtasks / rtasks )

Hr gran RRALE, lat RRIEER, rtasks BEEEITRIES %
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15.3.4.1 JAESERR
Linux RIZZHUTAESR:

SCHED_FIFO
ERTRHEXRENAEFBAERR, E©ER “Titkl” BESE.

SCHED_BATCH
EAT CPU ZEERESHIAE R,

SCHED_IDLE
ER TR MR RRIESHIRERES,

SCHED_OTHER
RZEHEIRERRIEIA Linux 73 B3 EE SREE,

SCHED_RR
5 SCHED FIFO MM, BEFERBEIHRERRAESEZ.

15.3.5 {£F chrt BoU#ARZRISEHESE

chrt FLICEFRRETHHENLNEAEEY, HECERIEENBEETE G, AL
FRENS I AR R IA B SRS AN e Ko

FELUFRGIR, FRT PID 7 16244 BU#FE,

ERFNETSHENEYE, BRITUTHS:

# chrt -p 16244
pid 16244's current scheduling policy: SCHED OTHER
pid 16244's current scheduling priority: 0

EXNHIZREHRAEREZ A, FERHESMRERZNR/ N \WRABERMRLR:

# chrt -m

SCHED SCHED OTHER min/max priority : 0/0
SCHED_SCHED_FIFO min/max priority : 1/99
SCHED SCHED RR min/max priority : 1/99
SCHED SCHED BATCH min/max priority : 0/0
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SCHED SCHED IDLE min/max priority : 0/0

L ERfFld, SCHED OTHER. SCHED BATCH. SCHED_IDLE SEBRNAEFMER N 0, T
SCHED_FIFO #1 SCHED_RR BYf5c4R =T /9 1 & 99,

1§ 8 SCHED_BATCH BERER, iEHRITUTHS:

# chrt -b -p 0 16244
pid 16244's current scheduling policy: SCHED BATCH
pid 16244's current scheduling priority: 0

BX chrt (NiFER, FEREFMET (man 1 chrt),

15.3.6 {£H sysctl #H T THRIE

AFEEITHREMELNZSEN sysctUROSINTERNEE, ErLliEdXETE
BESIREREFRIATN. sysctlRiEZIFEREL, LML root FHERLITLANRE
AT,

EMRZEEIREE, FHA

# sysctl VARIABLE
EWE, BRA
# sysctl VARIABLE=VALUE

ERNES HERERFEXNFAEREN5IR, 15517 sysctl &<, HEA grep TiEiHL:

# sysctl -A | grep "sched" | grep -v "domain"
kernel.sched cfs bandwidth slice us = 5000
kernel.sched child runs first = 0
kernel.sched compat yield =

kernel.sched latency ns = 24000000
kernel.sched migration cost ns = 500000
kernel.sched min granularity ns = 8000000
kernel.sched nr migrate = 32
kernel.sched rr timeslice ms = 25
kernel.sched rt period us = 1000000
kernel.sched rt runtime us = 950000
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kernel.sched schedstats = 0
kernel.sched shares window ns = 10000000
kernel.sched time avg ms = 1000

kernel.sched tunable scaling = 1
kernel.sched wakeup granularity ns = 10000000

Bl “_ns” M “_us” HRNTEHFNIEZUNTFIFHF R BEMANE,
THRMHTREEESZHERR sysctl AT E/MTIFR (iiF /proc/sys/kernel/ #) #
Sy SRR R

sched cfs bandwidth slice us
R CFS HERITHINT, LtESHAITHIMESRVITHIAT B M E X EIEITATIBET TR
B (FE) . BEBRIMERIUERESZEEARZLF/EFE, BERKERRLD
Z1XFF . B https://www.kernel.org/doc/Documentation/scheduler/sched-

bwc.txt @,

sched child runs first
MKERNFIERIMBLSERITZANEIT. FILSHSEN 1 B FEFNFHERESET
RHITHIN FBRE o

sched compat yield
RS CPU ESBEIRNEITATIRKRE (IEMPHNRAR) , KIIE O(1)
TEAERZFAMAHA CPU LLHITH, BIMTEENRREA (GINSE) By, @dLFHEM
HIZBEITHS, Kt sched yield(2) syscall (TANNBREFAIRESRKFHERS. &
XM AREIMEYIRN A ER, mAEARSS TIFRHGEHKRE. BNXIEERI
MRE TR, AERALTE, BIMEN 0,

sched migration cost ns
EEBRERF, ES5ELITEMHTRAN “EERART K, ‘AR ES5REEE
Hith CPU BYRTREM IR, HIERZTERFBIMES T, BRIMES 500000 (HFD)
NRFEAIBITHIZR CPU ZREEEI T, 5=EVB/EE, WREST FMEME
CPU 5T R ZiBI5#EE, BRIRIERIL(E,

sched latency ns
CPU ZEAESHBIRME HIER, EALTESIENM CPU BEREAESHEIEH, £58
Bt E] A B H A E R BRI AT & -
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BtiElf = AERE * (ESHNE/ESEEITITIPNEINE)

ESHINERURFESSRY nice RkAFIAERES, SCHED_OTHER ESH&/IMESINERN
15, MNF nice 19, mAMESNEN 88761, XRF nice-20,

BHE R BEE A EIGMMmE /. S TESHNEBED

sched latency ns/sched min granularity nsBY, YIFETA
number_of_running_tasks * sched min granularity ns. 7EltZHEI, TIREF
sched latency ns.
HEREEENF T EPRENMEEESMAEEETHRKHEIZE, EALTESIEM
B EENMREEES 2 A ES IS EFENE, FLb=IEM CPU ZERESHNRERFE
B. BRIAES 6000000 (HFL) o

sched min granularity ns
CPU ZERESHR/NMELIE, BXIFAEER, 55 sched_latency ns. BIAE
774000000 (%)) .

sched wakeup granularity ns
MREEIS HHIE, IBARNTERRNREES S, NMMARITEBRERESHITI. B/ LT
SANEERXBETSHMEIERMELE, LEEIETERBRMEAGHIS CPU
FERAGTHEY, BINMEN 2500000 (HFD) .

E8E . IKEEHNMEENEE
MRIKEEBT sched latency ns B—%¥, BEBFSREMEBEL L, 8TE
AHESTEERS CPU B BRELERS.

sched rr timeslice ms

£ SCHED_RR S5 #iE HH BT ESTIRKREZRIAIEITHEF-

sched rt period us
& SKEHESS T BT saHIRYBT ElEL, RAIAEJD 1000000 (fRF) o

sched rt runtime us
£ sched_rt_period_us BYEIEI D BCLA SEEHESHIE T IKEN -1 KA RT wE5R=ES,
FINBERT, RTESEFAIEEHEFE 95%CPU, EMEIT 5%CPU/F) (3% 0.05F))
SCHED_OTHER f£551M. #RINMEA 950000 (f4F)) o
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sched nr _migrate
?’E‘%U?ﬂiﬂ"dﬁﬁﬂz?ﬁiﬂ SRR RIS . BT FEHISITERAFET (softirg) BV1E
RTEEREITATI, ERaREMEREMESRY IRQ IER, Ht, 1AM EREIEAKRE
SCHED_OTHER f:’%%zEl’Jl“_iLab, KNEBSIGMEAESH IRQ IR, BRIAER 32,

sched time avg ms
tbSE AT IR BT B SLRESIE TR BT EPM R IERYBT BB, % T E9{ERIEE B CFS fif
HOFTENRSE, i8R CPU R ESMNALLNESHEITIEE.
IS HHNRERETRAEE LSTEAEEX, ARRATERESIIEITMEMNEGITH
KERHER.

25 —LEAERERSHERZE debugfs
MRRERFABIBRIA Linux NiZA 5.13 kERAA (ATLAERAEH< rpm -q kernel-
default &F) , EARESEFIAZEEPEMFUTRERES:

[ 20.485624] The sched.sched min granularity ns sysctl was moved to
debugfs in kernel 5.13 for CPU scheduler debugging only. This sysctl will
be removed in a future SLE release.

[ 20.485632] The sched.sched wakeup granularity ns sysctl was moved to
debugfs in kernel 5.13 for CPU scheduler debugging only. This sysctl will
be removed in a future SLE release.

ZFRU R EIIER, @RANNMEIERZERSEEM /proc/sys/kernel/sched * =
/sys/kernel/debug/sched/*, SEMVIAEREFSHUOT:

e sched latency ns

e sched migration cost ns
e sched min granularity ns
* sched nr migrate

e sched tunable scaling

e sched wakeup granularity n
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RNTEBAERI, SUSE Linux Enterprise Server F{i7A IR A EIEF S

B sysctl, 1BE, ¥£F CPUREEREREIPITLIRIED, FEMRIE SUSE Linux
Enterprise Server WAREhRAF =M sysct1 3¢ debugfs &L,
MREEHFBEARARAREABTX A NMEAERERSH, BITRZEBENEIHEBERS
EREIBR, HELERBXESHROIEBE= TR,

15.3.7 AR FEAEERERSITEGE

CFS BEMt T HptEsa i@t Rm, HRMEETRSTEEE, HXXEBERME /proc X
4, {#F cat 3 less MTEIAREXLENH, THEHIRMETHEX /proc XHMFIRNREE IR
AR

/proc/sched debug
BATMESHEERFTANFMETALE (BENE 15367 “EA sysctli#i7
EITEHET ) BIMEIE. CFS HitEkiE, UNEXFrE AL IERS EAYETTIATIN
58 (CFS. RT M&EHAMR) . INMERERES RS EAMETESHEE. 15
ZH PID, UKRS5IAEREFEXNAITHIE. RITETE tree-key 5, HApfg
H T ESHEMNEITHREERNZPNENR, EAERPIREENPAE I TES
HITHEF. switches FEHIIRERE (LitEFIERBER) , prio RnFHEME
Ko wait-time ERTESEFFAENE,. &E, sum-exec # sum-sleep B34
T ESELRIERR FiETHE L FARRRESHNEEE (T REA) .

# cat /proc/sched debug
Sched Debug Version: v0.11, 6.4.0-150700.38-default #1

ktime 1 23533900.395978
sched clk : 23543587.726648
cpu_clk : 23533900.396165
jiffies 1 4300775771
sched clock stable : 0

sysctl sched
.sysctl sched latency ! 6.000000
.sysctl sched min granularity : 2.000000
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.sysctl sched wakeup granularity
.sysctl sched child runs first
.sysctl sched features

.sysctl sched tunable scaling

Ccpu#0, 2666.762 MHz
.Nr_running
. Lload
.nr_switches

[...]

: 2.500000

: 0

: 154871

: 1 (logarithmic)

01
;1024
: 1918946

cfs rq[0]:/
.exec_clock : 170176.383770
.MIN vruntime : 0.000001
.min_vruntime 1 347375.854324
.max_vruntime : 0.000001
[...]
rt rq[0]:/
.rt_nr_running : 0
.rt_throttled : 0
.rt_time : 0.000000
.rt_runtime : 950.000000
dl rql[0]:
.dl nr_running 1 0
task PID tree-key switches prio wait-time [...]
R ccl 63477 98876.717832 197 120 0.000000
/proc/schedstat

EBR5YFIETATIMEXNAITEE. BIMNEERFIE BEEANIEZEH SMP RSiEF
TSI EIRE. AT RERAARKEM, 1BREE /usr/src/linux/Documentation/
scheduler/sched-stats. txt AR T RIFAEE,

/proc/PID/sched
EREXHENAEGESENREID (PID),
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# cat /proc/$(pidof gdm)/sched
gdm (744, #threads: 3)

se.exec start

se.vruntime
se.sum_exec_runtime
se.statistics.wait start
se.statistics.sleep start
se.statistics.block start
se.statistics.sleep max
[...]

se.avg.decay count

policy

prio

clock-delta
mm->numa_scan_seq

numa migrations, 0

numa_faults memory, 0, 0, 1, 0,
numa_ faults memory, 1, 0, 0, O,

15.4 E%EE

BIRFEX Linux RIZESEENEENE

188

s BEXESZSEERFRZSERNT

sched_setaffinity) .

8888.758381
6062.853815
7.836043
0.000000
8888.758381
0.000000
1965.987638

8477

0

120

128

0
-1
-1

, BAKZMERFKR THEEF-LARIR

MR, BEIMAXFMI (Bl man 2

° B Linux AERZRFREMEABSSRHE, 15IA8] https://www.inf.fu-berlin.de/lehre/
SS01/0S/Lectures/Lecture08.pdf A,

* Robert Love FrZRY Linux Kernel Development (ISBN-10: 0-672-32512-8) 3 Linux

WA EHIT TREEEEDAR, E418) https://www.informit.com/articles/article.aspx?

p=101760 2,
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https://www.informit.com/articles/article.aspx?p=101760
https://www.informit.com/articles/article.aspx?p=101760

* A Daniel P. Bovet #1 Marco Cesati #EH Understanding the Linux Kernel (ISBN
978-0-596-00565-8) R EHEIA T Linux RIZRIRERLEHT,

e /usr/src/linux/Documentation/scheduler FTHIXENBTEXESAEREEN
BEAREE,
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16 PIAREFEEREFRY

BT BANMNARZNAESIETH, BSUAARTREATFRENSHMFRANNES
o
NEEERFRAMMAEBINRNEFEERSE, TXHA ‘M . VM ERZEEBINZUNA
FIEFIIENTE (RAM) i, EEATANAFHZRMEEHAEINE (/8 Linux I EEd
POSIXAPI #{TEH) , &fE, HHRAEREE RN, VM @I 5EEFRIRE ‘B2 W
FHREEN RAM,

QENHNIE VM NE T BNREENENRNAEE VM HEE. VM EENEREINERAE
B D RIS RFRE (BENESXHRE) F=ERI1/0 . a@EdER /0 BT
AUIR IR AT 1/0 RLFLUL B 4Fo

XEEFERREREFERAHERTANT. EENERREUANAENSZ, EENKIENIEZ
THEES. B2, NRBINEAENER, MEBEEERIRENZ.
MFRENTIEREMNS, NREEREMEE, TTLURINE TSR 2SN AEH RS
TEEHRIENFIINE, F_THEHRELENAZS RN EENEES .

Ria, FMAREHNBLEAEAS, IRAFNARFETESHENLE, B MHER
HEBWXHRAXIFFIET, U VM BENREATES TR, AEFHEEEZAR. NRNA
EFAABENREIXHET, WEFHEAEKE VM EEFNIARNGFEEL. B2, BZHH
MR REEKREGEANNSUEEMEERNIT /0, FLLATUEFHFIEZ MZ D,

FEHTIREA BERERERR.

16.1 AFA=

REFEDERIDAUTILE: “BER” {BFHAh “FaRE” ) « “FIEWRes” = “FIact
B o

16.1.1 ERZRATE

EZAFEFEREREMERAT (FlW>malloc()) . EBREFZAIEKS, #Eimlock
5B A BRI B FHHRE SR ERRFUILTANRIRK, AETF &R, BFD
ECAILIEMRICRIRE, 32 1/0 (BIERAMBITT) HRERFELLTILE 1/0 BRI,
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16.1.2 TI%&TF

S IRA BT, MR SMAEIIHE, AE R TEED, NRTEETIAER
BHHIE, NERHRMARME, tmpfs IAZREERTAREE,

BAXHE, FYESEEEENEET, ASESONHERNE (EERNSEES) .
W EAMRSERRYIEN, FRM HRT . AETFHEIMNEMTA TR .
LHMNERRN, AIUERTSNIEER, RESEEREI, BISAEE TR,
RIS I,

16.1.3 RAHXEF

XEEATRIgE (U0 /dev/sda) W—MTIEE. XHRGEINEER ERTHIEEN
(fl40 inode &R, HECMIEF) B, BESEREHIXET. IUGEWREF—FERESH
X&Fo

16.1.4 AKXk

ZHDCKE—MuNBUARBNAEH, FEREINRNEFNOERN. MRNEFIHEAXEEFR
=20, NEERUREMRE,

16.1.5 E[g

SNAREFEXHEREANBER, IEEFESTARER, MEPXEFFRESTARER.
HEAFEEAXRIHEENTI#HE (UIFHHEA) (vm.dirty_background_bytes). =& SR
EFE52AEZLRINFELE (vm.dirty_background_ratio), & LA FARRASAYATE]
B3 EERIE (vm.dirty_expire_centisecs) BY, RIZEMERNRILT NAFTTAIX G AT
ERL, GEFTHALEZEERN, BREEFP—INRIEETS—. REFZETEEIT
5[, arMBRERHEIET. R 1/0 BF LNAEFRNEFEHIHE, HEEHIEAR
XIRE (vm.dirty_bytes 3 vm.dirty_ratio) , BEHRIREINAER, UBFLIEAEEIER
It E,
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16.1.6 Flix

VM S EEX BRI H TR S AT TR, FURSRTERRIERAATIREE M R G15ET
BITUERFT. ERLLINRERILUERRERM I/0 BREMEEKR (MMREME) o HAIEEI/O0 L
EERT EIEETAEFIEHITI/0) -

16.1.7 VFS 41z

16.1.7.1 Inode &7F

XEETXMHRY inode FHMHIRNEFERERE. BEXMAR/N. NIRMFABNUISEX HEiE
BUtEH FRE .

16.1.7.2 HBHRMERF

XERGFERIBIANEFRETF. 288M OXHR) « XH5IAB inode, LUKkFH, &HE
REMRIGAVRF R R ERILER,

16.2 BV RAERA=

16.2.1 BV malloc (ER) B=

5|Rk7<#8EL, SUSE Linux Enterprise Server 15 SP7 Liz{T8IN RIERF A D ECE Z W17,
XERN glibc TRERAFR ZERENSERERINTH. BXXLESHIEEA, 15158
https://www.gnu.org/s/libc/manual/html_node/Malloc-Tunable-Parameters.htmla,
BME S5IBRRAENITA, B M_MMAP_THRESHOLD i& &} 128*1024, Ak, BTIAM
R FAtERFER mallopt(), SHEEEITARERFZA1IZE MALLOC_MMAP_THRESHOLD IfiR%

el

o
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16.2.2 BORIZATFHH

HIMAEREIERY, RASBBEAIRWNAZAE (LREE) . HAEIRZAEF
TERMGER, TeARNZER—TTIEREEML,

MRFEHEAATRIIERHNER, FJLURLCAZREERE (B#HE. BTN
BT, F9F5) o

16.2.3 REFIEHIZE (RTE cgroup)

NRAFERNTF cgroup ThaE, AILUBETERZEF 1T EIZ1E cgroup_disable=memory ¥HX
i, XA]LAFERUR DB AFERE. B UBSHeEMEE, XEFENHATF cgroup AT,
BMEERECEERIAE cgroup, RF=EVDENSHITFH.

16.3 EMAFEESS (VM) rIEZSX

08 VM B AN, REERFE—ENEA M IERHNTE RN, MRITEHREE—X
FEERL, WETAHERENREREIEFMAR, EREFHTIRSELENEN, £
Htt &4 T RMEFRELE,

16.3.1 [sliEb=

/proc/sys/vm/swappiness
ITHEH AT EXAZREEZRNFNENEE B FREFEMHMER) . GMtE
IEINME, BRINMER 60,
I 1/0 BURRERFELLEA 1/0 BER1E %, B, HRRLEREEFEINNMEAAERE
BAFESRS. Nt m#TE ST,
WMREMEE T MBI ERMEIER, HIFNEERBNIESE, NRBIAEN /0 7F
HFHERAPHNIEEFERD /), HBEEEETAEKENARER, ERSlEFESNE
E3:128

MERNEIENS, RATVSERER FEFMRNBIERFEMEK,
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/proc/sys/vm/vfs cache pressure
kT & A FIERIRZEW A T4&7F VFS RFHRNERESE X FREFNKHR) - 1M
IHE=IREE VFS ZEFRIRE,
AN (AT BY N 3t EFH T E R L IR, Reeid@id ik ¥k, slabtop a5<
(procps REEBHN—E D) ETRZFAIERNHREFINRENR. Vs &7
& “dentry” # “*_inode_cache” 3R, MNRXEWNFBHNAFEERTREEFMNS
B’R, SITFNEREMEST. s, ErIaeEBF R, BRINMES 100,

/proc/sys/vm/min_free kbytes
IESEHATFERARHRNERAERMERENTNANFE, XEFHAMBEE RFIE" HEC
(BMERETEZFFRNF RN D ECIRME) o BRIHFARAT RRNRNEFHE, SNWEBER
PR RESE (BEBTFRARNEZAER, MIFRSBUAER) . MRETPIREL
W “TINEERN” HEFERIRER, ATLIFEIEN min_free_kbytes, BEIFEIRESK. 0
RXLHEAREHI, WEFED. FIAMEEURAT RAM £,

/proc/sys/vm/watermark scale factor
BHME, ATARESAE. K &EKFE, NRAFMRKE, U kswapd SMEEELITES
SEWRNF. ERIARGEREEKEZR, ES—EHLTREKRS., JAFRMEKFEH,
NARER=REHERAT.
watermark scale factor EXTEMEE kswapd ZRITTR/RAPFIRNHNEFE, UK
7t kswapd EIFIRIRRSHIRERRZ VAT BUNADZ/. BIME 10 RRKFE
HEBERT /RFEFPRIARER 0.1%, &AEA 1000, FATERN 10%.
BB RN E BT EEEIBUIRESN T ERAE (B /proc/
vmstat B allocstall #Iif) B, B, 1R kswapd ZFIAR (H
kswapd low wmark hit quickly #I#f) , BIRERTA T # (& HMRE o] HIITIEK
Ko

16.3.2 E[E[Z#

M SUSE Linux Enterprise Server 10 74, BEI{TAE—ITEETE, BIEFXHH mmap()
NEFEREBRERIIEMEAAERNT (AIUEE) . MEME, NHILREFEEEUEMS EHIT
msync() RAEANFATFEREENT, A a#HTEEL,
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RENARFHAREEN mmap BRITIHETEITH, EmAgesfEse TR EmEatt
RARELAT AR B X R RE TP

/proc/sys/vm/dirty background ratio
XESUHAAEESEIWAEENE D th. HRENEFEEILLESLE, SRI&%ES
FaEEEATE. FRIAER 10 (%).

/proc/sys/vm/dirty background bytes
EHRTERAEFEEARIZEN, EERZRIHEESFIRNITE O
£, dirty background bytes Edirty background ratio B9 E%k, MR
BHPN—, MES— 1 =WBNEIE 0,

/proc/sys/vm/dirty ratio
5dirty background ratio MBS LLE. MNREILE, BES AEFHMN
BREFEWEL, FEFAZEERMEFZERLVERNEE. BRIAMER 20 (%),

/proc/sys/vm/dirty bytes
XX HEHIRRIESES dirty _ratio ME, RAZHEHENUFHARUNERES,
MAEAEIWAENE S, AF dirty ratio# dirty bytes #Z5IREEREAIETE
S8, MRKEBEHFN—, S— I MSWEMEIE 0, dirty bytes AFHNR/IMEN
Ml (UFTREA) ; EERTFLHREINERFRZE, HREEIREE,

/proc/sys/vm/dirty expire centisecs
NREEERNFRREIRSHE BB LB, TRRERFFIZFLENSRZEES
tHo RINEFSEIMRIEX 4 inode FUEERETIEITR., HLL, BI%EfEN, E—XEPrZH
DI EEE No

dirty background ratio#dirty ratio EFEAEREEFTEIITH. NREMNXLE,
SEEZRRNEFERAZPREEKNE, RAPATHRRNEFES, BIERED /0 MiRRE
£ 1/0 RIVKIREEHENFTEMERMBEAR, AT, ZHNEAFRIESTEUTRMIER FE/K
FAREM. —EHREBLOWRAEFEN (SENER) ; —EREHEREET= B ‘BFx” ) ,
FERREAEFS CIEER,
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16.3.3 SUSE Linux Enterprise 12 5 SUSE Linux Enterprise 11
Z I8l 1/0 E AN BRIER
RBEMTREIRZENFHIEENZTES NEENETXHHIET AL, XRIET RRWRER]

D ERHEREBIBEMRTR /0, ERMEAFLFIHRESEZTES NEENRANFER
vm.dirty ratio (/proc/sys/vm/dirty ratio) =&, ZRAERN:

40
20

SLE-11-SP3: vm.dirty ratio
SLE-12: vm.dirty ratio

£ SUSE Linux Enterprise 12 FERRELLENETEMRZE, ERERENBER THUER
MR TIEWM S EE, RARRLAMAMEFTIBF2INEBERRS, X, IRASK LNFRE
¥URER LR L , MEZAIABE R T, 7E SUSE Linux Enterprise 12 52L& EFR ERIBFEILLTE
SUSE Linux Enterprise 11 SP3 FE/b, AZHTIERHRIEIAILTN, BANAEFER
fsync() A HIE, REFIBTHEAREERBIR, FKEZIPRE],

BREEFE—LHIMER. MRENNARERZILEM, FIExTEE NRERIME. A
N BEF RS2 RIEHIERRESIRIRNN, 1FEIE /proc/PID OF APPLICATION/stack,
BILLER, MATERFE balance dirty pages ratelimited FEET AZRia, NEW
WEXFER, MEXERT IR, 5 vm.dirty ratio EIEZE 40, LUME SUSE Linux
Enterprise 11 SP3 174,

O =

TRENM, 2K 1/0 FHEHRZEER, HE—RIXKFURTET 1/0 HNBAFIRIBSEL

THIRGIER dd URS H TR 30% BARES NEE, HRENIFZEl vm.dirty ratio
EEB N A N

# MEMTOTAL MBYTES="free -m | grep Mem: | awk '{print $2}'"

# sysctl vm.dirty ratio=40

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
2507145216 bytes (2.5 GB) copied, 8.00153 s, 313 MB/s

# sysctl vm.dirty ratio=20

dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
2507145216 bytes (2.5 GB) copied, 10.1593 s, 247 MB/s
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SR MTTAETENIE, UNIZENIINETNEE, NRIKE dirty ratio=40,
AREEFESHIEATREENEE. AXRWERT, /0 WEEZEEN, TEHER 7T
IR Z A0 dd [A 2 HHEREYER

# sysctl vm.dirty ratio=40

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
conv=fdatasync

2507145216 bytes (2.5 GB) copied, 21.0663 s, 119 MB/s

# sysctl vm.dirty ratio=20

# dd if=/dev/zero of=zerofile ibs=1048576 count=$((MEMTOTAL MBYTES*30/100))
conv=fdatasync

2507145216 bytes (2.5 GB) copied, 21.7286 s, 115 MB/s

SNLEFR, dirty_ratio UL IFAZEREMRT N, BEGSHNEAZTWEER,
b, dirty_ratio A=EEFM /0 %6, BERESEMARRAIHBERTURIHABTA
HHER TR HBIINEERE,

16.3.4 FiiEE#

/sys/block/<bdev>/queue/read ahead kb
MRE—NHSMHBRINFIREE N XM, RESRANRE (Fix) KEHE, UL
HIZFREIERT ARVEYiEl, SERFFRAVEIEE RRIE I/0 MIRFERREDSITE. LtSHK
AFIREAGTEENXHNRATIEE, IREKRMMAXHEHITRERFIENAEER
B3R, ATLUERIENE. FHISE/ISIRSSEIuRE S (BIRAFIRMNERE
EWEARMKENR) , HERKRETLH /0 RIEMSHRALKIERE TR, BINMEH 512
(KB)o

16.3.5 BARTISH

FAZEBRKADT (THP), olLUBE HIZREIESHAECATL, & &L khugepaged RIZLIER 5
ECHEIR B LUS#1T. WA ERETER hugetlbfs FEIERBATIN D EAER, THP XFF
REZAFHARXNNTEAREER. EETRAESERNFHRIRN SR IR, &
BARIMITEEIERL T 1000 2.
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ERLEFRTOEFIRE THP. BTFREREIK, REHRRNELAEXNIERETES
fEF THP, g0, WEEBTRIREE(ER 2 MB REM AR 4 KB RAESMEIR, RATHIRAID
WeBl, 7EETF SUSE Linux Enterprise 12 SP2 BhfiaAs £, =id53EC THP BY N A2 Al Re = KAY
B FEHIRES, FLEMBELINEZR THP 1%, *F SUSE Linux Enterprise 12 SP3 {1E &
hfeZs 7 8 #TITAE SN

BJLUEE transparent hugepage= RIS sysfs BLE THP 9179, fla0, mILGEE
AINAZBE transparent_hugepage=never, EWME grub2 BtE, ARESISREH
THP, ERUTHLREEEERMA THP:

# cat /sys/kernel/mm/transparent hugepage/enabled

always madvise [never]

MEEZH, AIESHEERE never, WL ERGIRFIR,. MNRIEEE always, SaFIEL
BEEIAER THP, BINIR2ERK, MSEM khugepaged, dNRIEFEE madvise, NI
JI N T2 P RRf s E B9HE =S 8] 53 B2 THP,

/sys/kernel/mm/transparent hugepage/defrag
kSR FIEHI28C THP BN B2 FrAIE N TEE, 1£32#F THP #Y SUSE Linux
Enterprise 12 SP1 F1E{RARASH, always BEIAE. WIR THP R, NAERFES
RWAFHITEA IR, NMRAEFERAKHE THP AOIH, NAEFPERRERLAEKR
SRR,
{E madvise XX ENBEFEHIERE, THP SEIERASHITHRAEE, X2
SUSE Linux Enterprise 12 SP2 F1E S A AsHIZRIA(Eo
defer {iEMHTF SUSE Linux Enterprise 12 SP2 M1E Shkds, N5 THP ReJf, NAE
FoELRAER/NT, ERMEE kswapd 1 kcompactd RIZLLIZLUTE IS & W RTEHITHE
FEI8, #HEHEEY khugepaged S THP,
E—MEW never 27E THP Al ARER MER/NT, EFRSHITEMEMIRE,

16.3.6 khugepaged &%k

Z transparent hugepage €&/ always 3 madvise B, khugepaged =BzhEnh; H
HigE N never BY, khugepaged RB&hXiHl, 8%, khugepaged UBRIRHIMZIETT, B
AROET A,
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/sys/kernel/mm/transparent hugepage/khugepaged/defrag
0 E=ZH khugepaged, RATEHEINIEIER THP, XFR&ET THP, BLERRBE
khugepaged Z X FEH N AREFAREFAEN ZENERNKNIERHRENAREFMS,
2/ khugepaged FIEE+HEE,

/sys/kernel/mm/transparent hugepage/khugepaged/pages to scan
It &8 F1=%] khugepaged E R HIHEMNTIE. PEEXIRAIRTEH2E S THP Y
INDT, EMILERTERMER S 2E THP, ERHME CPUBEAS.
/sys/kernel/mm/transparent hugepage/khugepaged/scan sleep millisecs
B /E, khugepaged izt SEIEE T H BIFRIRER—EZRTIE], LABRHI CPU A
2, B/NNLERTERMEFSSE THP, BHANE CPUAEAR. 15T 0 B =RHI4k%E
LT

/sys/kernel/mm/transparent hugepage/khugepaged/alloc sleep millisecs
Lt B¥EFEH|E khugepaged TiATER &7 EC TPH NERIRZ A, LUZERF kswapd #
kcompactd REUERE,

khugepaged HE RS R/ A FHEEMIA, 1B /usr/src/linux/Documentation/vm/
transhuge. txt FHALEER T XLESH

16.3.7 EHhVM &L

BX VM SN ESIR, 1580 /usr/src/linux/Documentation/sysctl/
vm.txt (R%E kernel-source HEEESRMHILXHE) o

16.4 YSIEVM 1779
—LeRTEEBNIAIE VM IT BB T

1. vmstat: T EFIAFBEM T H# VM EERITHIZE. EXIFAER, B
WE2.1.171 “vmstat” .

2. /proc/meminfo: IWWNXHREAEFERMUENBEM, BEXFMES, BEENE 2427
“WEFERIFE:. /proc/meminfo” o
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3. slabtop: ZTEIEMHAE XA slab REFEABERIFHE
E. buffer_head. dentry. inode_cache. ext3_inode_cache ERFEMERF. HHE
procps HFiRH T than <,

4. /proc/vmstat: HEXFHEHAEE VM THNEEA, FrESE R SHENSEIEX, F—
IR M, FLEEREHE /proc/meminfo A, HESRIHLRARERUS FIIE
WARNEW. AEREAKA, FERFIXH—ERE, URRTHEER, RENEM
RRENREREERRINT:

pgscan_ kswapd *, pgsteal kswapd *
XEFEDREERABILK kswapd I3HEHEIUNAITIE, XLEAERILLRATARRE
AEE, RUEERERKETENERAT, HAIEHINET. BERGXE
et p iR E R E R,

pgscan direct *, pgsteal direct *
XEREDANRSNARFEZRREHFRKAITIE. t#HF5 allocstall i+#423
HIEINMEXREX, LEEXFLE kswapd JECHEEE, FAAXLEEMHETRHELTETR
Do WS HEETIZE S kswapd LAIKESHY pgpgin. pgpout EEEF/ZiRE
B pswapin 8§ pswpout tbZ, RRRKEEEH=ENED.

B LA(E R BRER R SR IRBF (S 2o

thp fault alloc, thp fault fallback
X MBI T RAERFEZSECH THP 88, MUk THP Re] AR FER
INDIRRE. —femE, FRIEAREREX TLB EAH8R, SNRESNEREZELE
58

thp collapse alloc, thp collapse alloc failed
X283 W F khugepaged 73 BCHY THP 2kE, LUK THP RA] AR EFN(EE
INDIRRE, BENEREEKRERZCERK, BMENARFNANEFERAERTE
FA THP, A=A THP, %t TLB EALRBURNNAREEFMS, XSl A— N0

o
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compact * scanned, compact stall, compact fail, compact success
HERAT THP ERFHIMAFERE, XEITHBTRIIER. SNAEFESER
AT THP BIPENZHIATS, compact stall it#igssidid, HRitiesnasid
RIEMAVTIER. AFER BIERTIRREUA R R MY R 2
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17 RORMLE

MEFRRAIFBESR, HMASAERAREE LIURTRARNERARURSHIMNIAZE, 5
SOPLE RN B P IR EEE AR (XA BREEREMIK) o Linux RREEERZ RN
IR, MARRAHNEELE, HREFARIFRE e, ELURSERE.

17.1 AIECEMAREREFERAX

REHIARBE KR T TCP/IP thil AR — M EEFEORLILEN; BX TCP/IP BiF4A(E
B, BE0 (EFfm) ,£2358 “BXNEMIR” o Linux IZBIERFRIXPHNERE
FRORGECERERENHE XERRERFEAXZREN.

O ==: Tcr aHHA
MAIZRZA 2.6.17 FFIEZ 2 BB HPX K/ (RAKN4MB) . XEKE, F
AR RHEENE LR, BF, RFFAEEIUTEE, 3E, REHEFANE
PATROERIRER
NREEMIBRRRIZER, EINEPRTFE) TCP I, 2B BohiiEAThEE,

/proc X RZGHBFHRX 4 A LUESRARERF R PXBIA/NITH; BX /proc XHHRSE
M—RRIER, BBRE 26T “/proc XHRG o EUTIEERMSEHERBIX M

/proc/sys/net/core
/proc/sys/net/ipv4
/proc/sys/net/ipv6

A3 (Linux/Documentation/sysctl/net. txt) PEEET —fRHW net TE, linux/

Documentation/networking/ip-sysctl.txt #1 linux/Documentation/

networking/ipvs-sysctl.txt FxH4FREY ipvd TEHIT 75,

BE0, £ /proc XHR%KR, AIAMBMNLE “SRAEERFREVEFX” M ‘SXEETF

RIXEEAX” , HEN TCP MGEEXMME (£ ipvd ) , NMMBEZFIEMNHIEE
(£ core /) ,
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/proc/sys/net/ipv4/tcp moderate rcvbuf
R /proc/sys/net/ipv4/tcp moderate rcvbufi&BERN 1, MKBCEBHMIAH
ASIARBE R K/,

/proc/sys/net/ipv4/tcp rmem
AIRENER=T, 23igES MEENAFRRERXNE/NKRI. FIER/NRAKR
e XEBEEXTEKFAREFRE, MAXE TCPEOK/.

/proc/sys/net/ipv4/tcp wmem
5 tcp_rmem A, EAFRESMERNATELAEREFX,

/proc/sys/net/core/rmem max
1B I A] LRI A2 BB IS G KIS R RE R X K/

/proc/sys/net/core/wmem_max
IR BT AT ARSI A2 F RIS B KR A RIEE P X K/,

BILUEN /proc ZAKTEAEEM TCP IhaE (BRMIABIIFFFRE TCPIhEE) - i, BEUTX
&

/proc/sys/net/ipv4/tcp timestamps
TCP BYBRTE RFC1323 H7E Mo

/proc/sys/net/ipv4/tcp window scaling
TCP B O4ERETE RFC1323 B E Yo

/proc/sys/net/ipv4/tcp sack
EFEHIA (SACKS),

fEF sysctUiEXEE N /proc XHERFMWTE, MLt cat (AFiEY) #echo (BAFE

N) , £/ sysctlEAEY, EAEITEEM /etc/sysctl.conf iZBUSE, XHFEXES|S
5, XEGBFREFHFEE TR, £H sysctl AAURIEEIFrETEREME; U root S41E
AU TF&HLAUFIE TCP HAXHNE

> sudo sysctl -a | grep tcp
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Q iFE: HWEAMKTEMMERMNKET
HIANETER SR IMEMARSHRIR, FIU CPUSRNEFRE.

17.2 MR 2 HNE R E

FEFFEHITMERIEZ /I, HAREMEMRIMFMERER . FLET An]FEEh X LR
o

T I EaEBOAMSSRE: netstat. tepdump flwireshark, Wireshark @— 1ML
MENMER.

17.3 Netfilter

Linux By ASEFI 53R INEER Netfilter AIZARRIEH, HRRE—NSEAERENETNRIE
2R, MRENMMNEENIEEILE, Netfilter SR HELZIHIER, HERBEMRNENX
RITISTRIZIE ( “Bix ) , Blinsbabiis,

Netfilter IREZEERZEM. Alt, EXHHMNES, SABRFAREMER. S5, &
IERIRIRHTHA BB A, AMSESANESEELIE,

HAZTIERN, BEFMENRE, SBIAEERK,. EMNERERANER

T, WA DEEILAAERZAEREHENEE. BXSERER, 18E https://
home.regit.org/netfilter-en/using-nfqueue-and-libnetfilter_queue/ 2,

BXFAMEE, 5B N Netfilter # iptables MBMETT: https://www.netfilter.org 7,

17.4 fERZUWEIZM (RPS) cXEM A 1ERE

MANBSREOIREI UBHAENE, SEENMK T RIMEAMENREERER, A TR EMEE
FX, REBMEBR TIED ALZ1 CPU il
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F L MEZE O ] LUBE TERE P R FE 2 MERA TR Z MEURPAT, BERITIERLZE%

N CPU il 1BE, BE—ENKZEOANEET RG], RoniZFB TR FTHERF

WIBFRBEENNE, BRALRER, RERAZMA “HTH #ER, UWERIESEIZD

CPU 432, 7£ SUSE Linux Enterprise Server £, ItIhgER@:dEU a4 M (RPS) SRIAY,

A LATE R IR R EA RPS,

RPS £/ IP it MmO S AS N EIRRCIEM —eH. EALRERAREREE—SIERNE

ZiXF|[E— CPU, MM#EBNEFHI4EE,

RPS RIEMKIZ FZUATIFIZORE, IEEXHFRFHFEUTERN:
/sys/class/net/<device>/queues/<rx-queue>/rps_cpus

<device> KERMLKIEE, Bl eth0. ethl, <rx-queue> RKFRZEUPAT, BlE0

rx-0. rx-1.

SNRME OB IFREMEWRIAT], MRAZEE rx-0, MREXFZSMEWNAT, WEH
EWEAFTIEE—1 N BRo

XEREXHEE CPU EMNESHIRY IR BIAMERT, FEUEKEN 0, FRLIKER
ZARPS, Eit, HFRAERETR CPU BZAEEPAT,

E B RPS HiLISER CPU A EEOZEWAATIFE, BRHXLE CPU EUBFHUEEIRE
7 Lo 540, Eik CPU 0-3 & E eth0 BIE—MEUEATIVEL, IBRMAIE 0-3 19BN —#HH

1: 00001111, AfE, TRULFRTIERRN+7\E#E — EAGIPERNF, ERAUTHIIKRE
e HE

> sudo echo "f" > /sys/class/net/eth0/queues/rx-0/rps_cpus
NREBER A CPU 8-15:

1111 1111 0000 0000 (binary)
15 15 0 0 (decimal)
F F 0 0 (hex)

RFIgE+/HFIE fF00 RIa <!
> sudo echo "ff00" > /sys/class/net/eth®@/queues/rx-0/rps_cpus

7Z NUMA &N L, BIREREMRE, 0135 RPS B2E RNEAR— NUMA £/ CPU AMEIEZEO
EULBA T B9 R
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£IE NUMA IEH L, FILUERFRE CPU, MRPEIRIRSE, HFRATAEMSKEORN CPU
AliEA%RE. RILUBE /proc/interrupts MAE R TFMEEOR CPU, Fid0:

> sudo cat /proc/interrupts
CPUO CPU1 CPU2 CPU3

51: 113915241 0 0 0 Phys-fasteoi  eth0

EAfBIF, CPU 0 EM——NATFRIE etho FBTAY CPU, ERNRE CPUO 15 IESME,
£ x86 1 AMD64/Intel 64 SE& L, AL irgbalance FEHF T2 EEIZ 4 CPU, BX

HAEE, 558 man 1 irgbalance,
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18 1A SUSE Linux Enterprise for SAP

AENAUAEE sapcont H&ZFRGE SUSE Linux Enterprise Server, LUBURESRER
SAP R F*ERr. sapconf i@ T %% T SAP A ERFHY SUSE Linux Enterprise &%, &&ET
SUSE Linux Enterprise Server for SAP Applications 9% F N f§F saptune,

Q #E: BEXM sapconf &<
£ SUSE Linux Enterprise Server LAz SUSE Linux Enterprise Server 11 #1 12
&, sapconf S B ESERBZNRMHEF,

£ SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server 154, 1&R&Z4%T
T{k: 8% sapconf EM sapconf BB H LR, ZMEFENES systemd fRSE, K
Bf3 sapconf #8917 R, UMK sapconf/tuned EE&X4H tuned,

18.1 {#EH sapconf 5 i SLE &%

SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server for SAP Applications H#g
T sapconf B, BRIALUTEER SAP AERFIGERINASE: SAP NetWeaver. SAP
HANA F1ETF SAP HANA B9 T2

SUSE® LINUX ENTERPRISE SERVER 12 fifj sapconf5 #E%
sapconf5 (FEE tuned)
e sapconf-netweaver (BT tuned BBEXHH sapconf BLEXX )
e sapconf-hana (BYXT tuned ECEXEH sapconf BL & 14)
e sapconf-bobj (BT tuned BBE XK sapconf BLEX )
e sapconf-ase (LT tuned BEEX4HY sapconf ER&E )
SUSE® LINUX ENTERPRISE SERVER 15 $1fj sapconf5 #E¥%

sapconf5 (FEE tuned)
THEESREXH
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MRIEZ AN RARIEAFHIT T EX, sapconf AJREREEXLEN,
sapconf 5 fE T —1 systemd BRSS, ZARS =N AMIAHHREXARS EEETT.
EFF sapconf, FRFRENASL LBERE sapconf I,

Q) ;E&: SUSE Linux Enterprise Server #1 SUSE Linux
Enterprise Server 15 SP7 R ARG SEE X4

£ SUSE Linux Enterprise Server #1 SUSE Linux Enterprise Server 15 /1, sapconf &
BXHREXMH.

18.1.1 #K4G sapconfig&

sapconf 5.0.2 IESRAFHIRHE TIETE sapconf_check, ATFREREEEHRE
sapconf, u0:

# sapconf_check

This is sapconf check v1.0.

It verifies if sapconf is set up correctly and will give advice to do so.
Please keep in mind:

{{ - This tool does not check, if the tuning itself works correctly.}}

{{ - Follow the hints from top to down to minimize side effects.}}
Checking sapconf

[ OK ] sapconf package has version 5.0.2

[ OK ] saptune.service is inactive

[ OK ] saptune.service is disabled

[WARN] tuned.service is enabled/active with profile 'virtual-guest -> Sapconf
does not require tuned! Run 'systemctl stop tuned.service', if not needed
otherwise.

[FAIL] sapconf.service is inactive -> Run 'systemctl start sapconf.service' to
activate the tuning now.

[FAIL] sapconf.service is disabled -> Run 'systemctl enable sapconf.service' to
activate sapconf at boot.1l warning(s) have been found.

2 error(s) have been found.

Sapconf will not work properly!
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W3R sapconf_check X T a@l, SIEEXINABARBMIVET. ZLARSRKESTE
AR, Re®E sapconf EEEEMEERERBH.

18.1.2 BRAMMZH sapconf HEBERE

=¥ sapconf /5, ¥/EH sapconf fRS
Eo] BRI T AR E R E X sapconf BUIRES:

o BEEE sapconf [REVIRE, BETUTHS:

# systemctl status sapconf

ZARSE M B~ A active (exited),

* ZEF5f) sapconf AR5, BBEITUATEH<:
# systemctl start sapconf

* MR sapconf "FEARS, BEAUTHSKEBRHBE:
# systemctl enable --now sapconf

o Z{21t sapconf RS, BEEITU TGS

# systemctl stop sapconf

s S SIBBRAASHNNIEE. REREES|ISRAAEER/ZRENEDFIIN
o BZH sapconf, BEFERAUTHEL:

# systemctl disable sapconf

INRERKSRB A sapconf FHRFBIEMARS, Nitan<ESEA sapconf FRfERRIK
SRS MR E RS

() #%: sapconf {K¥NEMBRSS
BXT sapconf ARSSLAIN, EERMRBF LA TR MRS :
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* sysstat, ZARSATWERXARFENHIEIE.

° uuidd, ZIRSBEERETEIEN UUID, BMERESRIFZMIERZOIEE
&, WEERIEXLE UUID BME—RY, X3F SAP NAREFMEERESBE,

18.1.3 BCE sapconf5

—f&IER T, sapconf MENIAECEBER SAP BINMSHE, BUIREEHHER, AIUEE
ZITRUEFH#HEEXLEFEK,

BILATE /etc/sysconfig/sapconf XHH$ZE sapconf WIFIESE, ErIAERRIE
L3t ZXHFRRFESHENRS EREH#IT TR, H5IA7T SAPFR (AIiAR https://
launchpad.support.sap.com/ 2 &E)

Ei# sapconf BY, RASRARSHEBIUXGFHEEEXSH. B, BRTERSH
EeFmIFEENHT. AL, BNEEREREUFNEEXEE (EEHMBEgEEE /
etc/sysconfig/sapconf.rpmsave) S5#hikdx (fiiF /etc/sysconfig/sapconf) Zfg]
NER.

S5 H#HEXBEEHEEE SN /var/log/sapconf. log.

HEHPNE X4, B4, REESEITEN # FRIERE. XRTREZEHS
HMIEMEX, BesEEanRIAME

MR, ERILEITERD # FRERERIERES N, B ZEEXMEE, AAXAIERSH
sapconf A IER N ARREXH.

BNV AYRIEENECE, IBERR) sapconf:

# systemctl restart sapconf

HIARSERNA T ETSRENSIVRIESHNFARMSR. Eit, UFAENAERA:
5118.1: HESH

EfAREEMNA TCP_SLOW START MUIRE, BHRITLLTIRIE:

° BF sapconf WHEXMY, UHAEERENAT B, 7 /var/log/
sapconf.log#, WEBEUTXARIT:
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Change net.ipv4.tcp slow start after idle from 1 to O
&, SHARETE sapconf BEIIZAIBERIRE, EXMIERT, sapconf A&

BERHE:

Leaving net.ipv4.tcp slow start after idle unchanged at 1

e BILATE /proc/sys/net.ipv4d.tcp slow start after idle BFHIEcE
TCP_SLOW_START [GERVEAIET, EXNEHLFRSFIE, BFERAUTHL:

# sysctl net.ipv4.tcp_slow_start_after_idle

18.1.4 ZEPBxsapconf
BMRGTER sapconf, BEAUTHSMELRAEE:

# zypper rm sapconf

B sysstat RESHNZARS. NRENDAZTE

HATIIREARSEIZE sapconf BYAKHHIIN,
LRSS, BESMWBARERT.

18.1.5 EZER
UITFMIRETHEX sapconf WESZEE:
e sapconf IRENFIERIESEEIFMILAA: man 5 sapconf
o BXEEEMBENX sapconf EEEXHHIEE: man 7 sapconf
BiEB MW https://www.suse.com/c/a-new-sapconf-is-available/ 7 LHIER RS, Hei¥dy

NB7T sapconf FEFARZA,

ZB& sapconf | SLES 15 SPT
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18.1.6 ¥ tuned 5 sapconf —CfEF

TEhRZs 5 F, sapconf ABEKFHIF tuned, XFRAXW N TEEAILURIIFER, R tuned

RZB5h, sapconf 2IEHEFINEESE,

@ ==: % tuned 5 sapconf —#2fEF
WNREEFEFER tuned 1 sapconf, BFHRFEXH N TREENRAESHTRE,
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VI

19
20

21

WIBR % ME

RIzTH 214
Kexec 1 Kdump 226

£/ systemd- coredump $t XN ARTERFAEST 1T 245



19 RRizTH

SUSE Linux Enterprise Server BEffi 7 21T R, AEERINAXRANERER. ERILEX

LESATARANEN. fi, BiNEREFPNE#M. ER4ETHERNER, KBRS
THRHHEURECERTHBLERAZR. ABSTACESERER AT, FLEERT, £
@it IR T &R SUSE Software Development Kit REXEET B,

Q iFE: BEMMsEFM
BIEETHPHENAZARNERAR, ZHENEERTE TR, BENIFTERE
RN A ERRERT R,

19.1 f{EH strace BIER%EARE

strace ATREHENARATERAKHEZKNES. EEERILUIER strace BT —Mas<H
REEHRSIAR, BAILUE strace MiE— 1 BEETHHS LEITRE. wSHNEThd
HMESRREREN, EEESH @EEESH) REREE,

T THARREERARER, BNBRAZRRIENGS, HEMRSTHARARM
strace:

> strace 1s
execve("/bin/1ls", ["1s"], [/* 52 vars */]) =

brk(0) = 0x618000

mmap (NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) \
= 0x719848667000

mmap (NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) \
= 0x719848666000

access("/etc/ld.so.preload", R OK) = -1 ENOENT \

(No such file or directory)

open("/etc/ld.so.cache", 0 RDONLY) = 3

fstat(3, {st mode=S IFREG|0644, st size=200411], ...}) =

mmap (NULL, 200411, PROT READ, MAP_PRIVATE, 3, 0) = 0x7f9848635000

close(3) =0

open("/lib64/librt.so.1", 0 RDONLY) =3
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[...]
mmap (NULL, 4096, PROT READ|PROT WRITE, MAP_ PRIVATE|MAP_ANONYMOUS, -1, 0) \
= Ox7fd780f79000

write(1l, "Desktop\nDocuments\nbin\ninst-sys\n", 31Desktop

Documents

bin

inst-sys

) =31

close(1) =
munmap (0x7fd780f79000, 4096) =
close(2) =

N O O ©

exit group(0) =
E¥ strace MBI ETH#EIE, BEIETE -p FHANEZSITRHIZAHIE D (PID):

> strace -p “pidof cron’
Process 1261 attached
restart syscall(<... resuming interrupted call ...>) =0
stat("/etc/localtime", {st mode=S IFREG|0644, st size=2309, ...}) =0
select(5, [4], NULL, NULL, {0, 0}) = 0 (Timeout)
socket (PF_LOCAL, SOCK STREAM|SOCK CLOEXEC|SOCK NONBLOCK, 0) =5
connect(5, {sa family=AF LOCAL, sun path="/var/run/nscd/socket"}, 110) = 0
sendto(5, "\2\0\0\0\0\0\0\0\5\0\0\0root\0", 17, MSG NOSIGNAL, NULL, 0) 17
poll([{fd=5, events=POLLIN|POLLERR|POLLHUP}], 1, 5000) = 1 ([{fd=5,
revents=POLLIN|POLLHUP}1)
read (5, "\2\0\0\O\1\0\0\O\5\0\0\0\2\0\0\0\O\0\O\O\O\O\O\O\5\0\0\O\6\O\O\O". . .,
36) = 36
read(5, "root\0x\0root\0/root\0/bin/bash\0", 28) = 28
close(5) =0
rt sigprocmask(SIG BLOCK, [CHLD], [1, 8) =0
rt sigaction(SIGCHLD, NULL, {0x7f772b9ea890, [], SA RESTORER|SA RESTART,
0x7f772adf7880}, 8) = 0
rt sigprocmask(SIG SETMASK, [], NULL, 8) =0

nanosleep ({60, 0}, Ox7fff87d8c580) =0

stat("/etc/localtime", {st mode=S IFREG|0644, st size=2309, ...}) =0
select(5, [4], NULL, NULL, {0, 0}) = 0 (Timeout)

socket (PF_LOCAL, SOCK STREAM|SOCK CLOEXEC|SOCK NONBLOCK, 0) = 5

connect(5, {sa family=AF LOCAL, sun path="/var/run/nscd/socket"}, 110) = 0
sendto (5, "\2\0\0\0\0\0\0\0\5\0\0\0root\0", 17, MSG NOSIGNAL, NULL, 0) = 17
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poll([{fd=5, events=POLLIN|POLLERR|POLLHUP}], 1, 5000) = 1 ([{fd=5,
revents=POLLIN|POLLHUP}])

read(5, "\2\0\0\0\1\0\0\0\5\0\0\0\2\0\0\0\0\0\0\0\0\0O\O\O\5\0\0\0\6\0O\O\O". . .,
36) = 36

read(5, "root\0x\0root\0/root\0/bin/bash\0", 28) = 28

close(5)

-e IIANRRIZ N FIARIMANSE, fli, BRFTARSEANREXGNRESE, BERAUT

> strace -e trace=open,write ls ~
open("/etc/ld.so.cache", 0 RDONLY)
open("/lib64/librt.so.1", 0 RDONLY)
open("/1lib64/libselinux.so.1", O RDONLY)
open("/lib64/libacl.so.1", O RDONLY)
open("/1ib64/1ibc.so.6", 0 RDONLY)
open("/1ib64/libpthread.so.0", O RDONLY)
[...]
open("/usr/lib/locale/cs CZ.utf8/LC CTYPE", O RDONLY) = 3
open(".", O RDONLY|O NONBLOCK|O DIRECTORY|O CLOEXEC) = 3
write(1l, "addressbook.db.bak\nbin\ncxoffice\n"..., 311) = 311

w w w w w w

B(RENESHEXNARSAAR, 1BFER -e trace=network:

> strace -e trace=network -p 26520

Process 26520 attached - interrupt to quit

socket (PF_NETLINK, SOCK RAW, 0) = 50

bind (50, {sa family=AF NETLINK, pid=0, groups=00000000}, 12) = 0
getsockname (50, {sa family=AF NETLINK, pid=26520, groups=00000000}, \
[12]) = ©

sendto (50, "\24\0\0\0\26\0\1\3~p\315K\0\0\0\0\0\0\0\0", 20, O,
{sa_family=AF NETLINK, pid=0, groups=00000000}, 12) = 20

[...]

c BFitERZEEES T RYtER LRYEE):
> strace -c find /etc -name xorg.conf

/etc/X11l/xorg.conf
% time seconds usecs/call calls errors syscall
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32.38 0.000181 181 1 execve
22.00 0.000123 0 576 getdents64
19.50 0.000109 0 917 31 open
19.14 0.000107 0 888 close
.11 0.000023 2 10 mprotect
0.00 0.000000 0 1 write
[...]
0.00 0.000000 0 1 getrlimit
0.00 0.000000 0 1 arch prctl
0.00 0.000000 0 3 1 futex
0.00 0.000000 0 1 set tid address
0.00 0.000000 0 4 fadvise64
0.00 0.000000 0 1 set robust list
100.00 0.000559 3633 33 total

BIRIRE MHARRNFE F#E, B -f!

> strace -f systemctl status apache2.service

execve("/usr/bin/systemctl", ["systemctl", "status", "apache2.service"], \
0x7ffead44a3318 /* 56 vars */) =0
brk (NULL) = 0x5560f664a000

[...]

mmap (NULL, 8192, PROT READ|PROT WRITE, MAP PRIVATE|MAP_ANONYMOUS, -1, 0) =
0x7f98c58a5000

mmap (NULL, 4420544, PROT READ|PROT EXEC, MAP PRIVATE|MAP DENYWRITE, 3, 0)
0x7t98c524a000

mprotect (0x7f98c53f4000, 2097152, PROT NONE) = 0O

[...]

[pid 9130] read(0, "\342\227\217 apache2.service - The Apache"..., 8192) = 165
[pid 9130] read(0, "", 8027) =0
® apache2.service - The Apache Webserver227\217 apache2.service - Th"..., 193

Loaded: loaded (/usr/lib/systemd/system/apache2.service; disabled; vendor
preset: disabled)

Active: inactive (dead)
) = 193
[pid 9130] ioctl(3, SNDCTL TMR STOP or TCSETSW, {B38400 opost isig icanon
echo ...}) =0
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[pid 9130] exit group(0) =7

[pid 9130] +++ exited with 0 +++

<... waitid resumed>{si signo=SIGCHLD, si code=CLD EXITED, si pid=9130, \
si uid=0, si status=0, si utime=0, si stime=0}, WEXITED, NULL) =

--- SIGCHLD {si signo=SIGCHLD, si code=CLD EXITED, si pid=9130, si uid=0, \
si status=0, si utime=0, si stime=0} ---

exit group(3) =7

+++ exited with 3 +++

MREEES strace L, BRYEELRK, UBEEERFSEOTEEZRST, &
FA -0, EXMIBERT, BREBEAZTENHE, HIMNBEXMMMIBHZNER ] LUE
F-qREXEEE (EEBERTYVEANERES) . BEEAGKARNETHLRMTE,
BEA -t

> strace -t -0 strace sleep.txt sleep 1; more strace sleep.txt

08:44:06 execve("/bin/sleep", ["sleep", "1"1, [/* 81 vars */]) =

08:44:06 brk(0) = 0x606000

08:44:06 mmap (NULL, 4096, PROT READ|PROT WRITE, MAP_ PRIVATE|MAP_ANONYMOUS, \
-1, 0) = 0x7f8e78cc5000

[...]

08:44:06 close(3) =
08:44:06 nanosleep({1l, 0}, NULL) =
08:44:07 close(1) =
08:44:07 close(2) =
08:44:07 exit _group(0) =

~N O O O ©

f&a] BUTH strace T AMBIEER. BXIFHAESRE, FSRMEXFMIT (man 1 strace),

19.2 {FH ltrace IREEEIRAFE

ltrace A IRIEHIZEMN IS ETAR. HRZS strace M, MENAILHSEHEELMUER
MWEX. BINBERT, Ltrace A /etc/ltrace.conf 8 ~/.ltrace.conf BBEXH. &
i, EAILUER -F CONFIG FILE EMisE B RMEE X H.

BR T EREREEIEA LGN, HH -SEW Ltrace BRI LURERRSIFA !

> ltrace -S -o ltrace find.txt find /etc -name \
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xorg.conf; more ltrace find.txt

SYS brk(NULL) = 0x00628000

SYS mmap (0, 4096, 3, 34, oOxffffffff) = 0x7f1327eal000
SYS mmap (0, 4096, 3, 34, Oxffffffff) = 0x711327ea0000
[...]

fnmatch("xorg.conf", "xorg.conf", 0) =0
free(0x0062db80) = <void>
~_errno_location() = 0x7f1327e5d698

__ctype get mb _cur max(0x7fff25227af0, 8192, 0x62e020, -1, 0) = 6

___ctype get mb cur max(0x7fff25227af0, 18, 0x7f1327e5d6f0, Ox7fff25227afo,
0x62e031) = 6

__fprintf chk(0x7f1327821780, 1, 0x420cf7, Ox7fff25227af0, 0x62e031
<unfinished ...>

SYS fstat(1l, Ox7fff25227230) =0
SYS mmap (0, 4096, 3, 34, Oxffffffff) = 0x711327e72000
SYS write(1, "/etc/X1l/xorg.conf\n", 19) =19

[...]

SR UMER -e MIMERFREEMHRE, UTRAFIES fnmatch f strien REEXD
[ESIE)ER

> ltrace -e fnmatch,strlen find /etc -name xorg.conf

[...]

fnmatch("xorg.conf", "xorg.conf", 0) =0
strlien("Xresources") = 10
strlen("Xresources") = 10
strlen("Xresources") = 10
fnmatch("xorg.conf", "Xresources", 0) =1
strlen("xorg.conf.install") = 17

loaal

ENETFEEFREEN/S, BFEAR -1 /path/to/library:

> ltrace -1 /1lib64/librt.so.1 sleep 1

clock gettime(1l, Ox7fff4b5c34d0, 0, 0, 0) = 0
clock gettime(l, Ox7fffd4b5c34c0O, Oxffffffffff600180, -1, 0) = 0O
+++ exited (status 0) +++

ERILAGER -n NUM_OF SPACES RS MRERBKEEN=RESEH, NUHRSHENS1%
o
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19.3 fEMA Valgrind #1TIAIRFM 2

Valgrind @—EI &, ERMoRENER, UEHEBERETAE/VHEE, Valgrind &
LM SNEFEEEMLEEXMRE, FrU7ZEHEBTFHERNLTANESR. BARFAEAM,

It TREAGERFERENFE, GINSEETHETK, XEEFITNNHLTERE TRE
EBRREFITH.

19.3.1 =i

A7 SUSE Linux Enterprise Server £1TE4HAKRFEMN Valgrinde ZEERALRRE
Valgrind, FE3REX SUSE Software Development Kit, fAE&R&EZINGHIEIT

zypper install VALGRIND
5, & %8 SUSE Software Development Kit B3R, | Valgrind 4B HERUTHRTHKE

®E
rpm -1 valgrind-VERSION ARCHITECTURE.rpm

SDK @i&FF SUSE Linux Enterprise BYt&E3R, AJLLEE SUSE Customer Center BYTELRIBIE TR
18, BXAT, BEN (BRI BIREND XE,

19.3.2 XHBIEREWN

SUSE Linux Enterprise Server sx##1E LA MA R 5+ _Eiz1T Valgrind:

o AMDG64/Intel 64
o POWER

* IBMZ

1933 —fRER

Valgrind (EBRBERCAEBSNENEHETRTIHREER. EEEENFMEREIE
FEEMERE. I FFTIEST Valgrind:
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valgrind VALGRIND OPTIONS your-prog YOUR-PROGRAM-0PTIONS

Valgrind 88 %1 ITH, SN TAHERISENIIE. ATHPHNEERBREE, TICERM
NITEBER, REEWEEETE - -tool, IIEMEH Valgrind 21T TR, NRE
BRILEEI, BRAIAZERE memcheck, 130, EER Valgrind B9 memcheck TRIETT find ~ -
name.bashrc, EEBLITRRAUTGHL:

valgrind - - tool=memcheck find ~ -name .bashrc

TERMH THE Valgrind TRESIRMEEiREA:

memcheck
KNAREFESEIR. ErUESBMERARER, FHEIERIEIT.

cachegrind
DIEEFTN. ErUEBERERER, EESTEEER,

callgrind
TEAHSE cachegrind £, BESWEREMEFDHES.

exp-drd
RMEI2HIZ, TAUENEHIASEISER, BEESET.

helgrind
B— N EEEIRONEZS. RUTF exp-drd, EFEAFRBBREARS A,

massif
— N EDES. ERATHISHNESINRNEXT, LT AT ERBER, LUK
FR=,

lackey
AT ERTAEARINENTFITR,

19.3.4 ERIAIEIR

Valgrind 8] ATE B ohBTiEEGE, Valgrind 2ME=MIE:
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1. @17 Valgrind WEFHEERFH .valgrindrc X4
2. IFIETE $VALGRIND OPTS
3. i&17 Valgrind WERTE R .valgrindrc X4,

TR FEMRFINE S ITXLERR, EEEENETNETRIELENED. S55%E
Valgrind TREMEXANETAERZTANZMN LEESENFIZ. Fli, NRERE
cachegrind BEERIEIES AN /tmp/cachegrind PID.log, B FE—ITAHAMEIER
FH89 .valgrindrc XXf4:

--cachegrind:cachegrind-out-file=/tmp/cachegrind %p. log

19.3.5 Valgrind W T{ERIE

Valgrind SERTHITXH B Z BIBSEITEIN. ERMIZATHRITXHFIE X = FEAIREY
BEiREE. TTHRITXHNRIEEEEREIEERN Valgrind TR, ZTESHNEBINABERL
BiEid, AR, ZABERELS Valgrind 10y, MRITIHSHREL
#lg0 memcheck RAFRMESNRBRATFRESINEAR. Eit, BEHNEITRELEARNH
TIMERERIEZ,
Valgrind RIENEFNERIES, Alt, ERXIKNERERFNNE, ERONEMEEXE (8
B CE) . BTFERIFENE, F%, MREZHAMERA Valgrind NEEIR, EESKMKEXE
(BIgn C. X11 5% Gtk ) HHEEIR. HTFEAFTEMEEEMAEXLREIR, Hlt Valgrind 7]
USSR MG X L IRE B R EIFR I . - -gen-suppressions=yes &40 Valgrind EiR
EXLREAR, FEETLUREEFIEIS P,
BRI ESEMETITXE (W12853) fEA Valgrind 8%k, 0, MREEHNNARR &I
7RI Perl IZARIZITHY, NMEAIgEREEIRMULE]S /bin/sh (T /usr/bin/perl) HEXHIEEIR
B, EXFMERT, ATLUER - -trace-children=yes RERILRRA, T, FEHAETHIT
X {47 5 Al R R RUE R R E AR

19.3.6 EHE

Valgrind ZEIE1THHAEISIREHE, EFESIFHABIRNEESMG, UTRHIMERET XYLH
ISH
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> valgrind --tool=memcheck find ~ -name .bashrc

[...]
==6558==
==6558==
==6558==
[...]

==6558==
==6558==
==6558==
[...]

==6558==
==6558==
==6558==
==6558==
==6558==
==6558==
==6558==
==6558==
==6558==
==6558==
==6558==
==6558==
==6558==

Conditional jump or move depends on uninitialised value(s)
at Ox400AE79: dl relocate object (in /lib64/1d-2.11.1.s0)
by 0x4003868: dl main (in /1ib64/1d-2.11.1.so0)

Conditional jump or move depends on uninitialised value(s)
at Ox400AE82: dl relocate object (in /1ib64/1d-2.11.1.so0)
by 0x4003868: dl main (in /1ib64/1d-2.11.1.s0)

ERROR SUMMARY: 2 errors from 2 contexts (suppressed: 0 from 0)
malloc/free: in use at exit: 2,228 bytes in 8 blocks.
malloc/free: 235 allocs, 227 frees, 489,675 bytes allocated.
For counts of detected errors, rerun with: -v

searching for pointers to 8 not-freed blocks.
checked 122,584 bytes.

LEAK SUMMARY :

definitely lost:
possibly lost:
still reachable:

suppressed:

0 bytes in 0 blocks.
0 bytes in 0 blocks.
2,228 bytes in 8 blocks.
0 bytes in 0 blocks.

Rerun with --leak-check=full to see details of leaked memory.

==6558== 5| \ Valgrind B EE, HEZHIZ IDHES (PID). ErILIERMIE Valgrind BIEES
BEASNEEX DR, HipEWLHSETRENHE,

Ef# Valgrind BB ZEEI¥A, BFEM -v, BEEUFER -v -V

&BLLLE Valgrind BEERE RZEEI =M REINE :

1. BHABRT, Valgrind &RBEESRRTINH#AR 2, BREREIREL, EaILUER - -
log-fd=FILE DESCRIPTOR NUMBER &I, &I Valgrind FEHEELZEIHERIE M
R T,

2. FREE (WEEEHANAE) 2fFH --log-file=FILENAME 3% Valgrind BJEE
RXRFIMENAX G, hETHERZITE, FI90, 1 sp BN SFIFra #rEizny PID,
ERLBT LURIBAR RIS PID MEAIXHR. %q{env_var} SWERAEX

env_var IMETE/E,

XFF,
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U TR EERR Apache Web ARSZ2:HAIEI ATELMBIAEFRIR, RNRERFHE, H
RiF4BRY Valgrind JHE 5 NEIZEHR1#H7Z PID X3RRI S

> valgrind -v --tool=memcheck --trace-children=yes \
--log-file=valgrind pid %p.log systemctl restart apache2.service

LHBEMLRARCIET 52 MEEXMH, 2T 75 ¥ rvetiEl, mEAREA Valgrind A9
EEBERTRE7#*KiE{Tsudo systemctl restart apache2.service, iz{7HY
BIRA% T 10 &

> 1ls -1 valgrind pid *1log
valgrind pid 11780.1log
valgrind pid 11782.1og
valgrind pid 11783.1log
[...]
valgrind pid 11860.1log
valgrind pid 11862.1log
valgrind pid 11863.1log

3. ISR ETREMA T @id LR &% Valgrind BEE. BB --log-
socket=AA.BB.CC.DD:PORT NUMIEWIEEMLEEZFH aa.bb.cc.dd IP #iikf
port numizAS, WMREHKIFEOS, EEA 1500,

MR EN LSBT BEFEBIZW Valgrind BB S, BXLHEERIEE
FEZRTMEERNX, ERNLL, Fi1EERE Valgrind —tFﬁM}‘Tua%E’\JTJﬁﬂﬁ&F
valgrind-listener, Lt{MAIEFZEZESIEEROZRIINEE, FEEREINERRN
AEFEREREH,

19.3.7 $HIRHE

Valgrind KI2EFBEHIDER, NRNEFEIR, ESRZERSHERERHITHR, It
FEmLE Valgrind REEENHEIZER. IREMEENHEIR, EFIERZEIR, BEFERE
EES. LAFIEE R B AR EENEIRILETREERL,

-VIEMSRMAIRGIEE (RESEHRFE) A3 Valgrind UITHEMRE. L, MR
MZE] 1000 MRERFEIREE 224N T 10000000 MEIR, Valgrind &F1ENEEIR. EEUH
PREIHEEFMERIFHES, EFH --error-limit=no,
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REFRSSBEMEIR. Hlt, BREBRNENINFEEER, HRFSERCERER,

19.4 EZEE

* BX5MMARERTABXINENNTEIIR, HSUHENAFMIT (man 1

strace. man 1 ltraceflman 1 valgrind) .

o FAMIHEE Valgrind ISR REBY 7 AXAERYER;, Valgrind BiF KRBV, 1]
8% (Valgrind User Manual) (Valgrind BFPF#M) (https://valgrind.org/docs/
manual/manual.html) 2, WMREBEFEEHX Valgrind EFETERENRAENESR

58, BSYHRXETIH.
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20 Kexec #1 Kdump

Kexec B—MA] UM HRTIEITHRZS I SHENS —ARN TR, G UERRITERBEG9E
KRB R TIRARES IFRE, EEAILUEEFRSE, UEERRHEGRIER T5ISENS
—R%o

20.1 &7

R Kexec A IE1THPRIARZEBIR NS —R%Z, MELHEHESS. ZTRIFEER, REN
T

° MRAFKESITEHE
NREFEMEERSISRSR, Kexec AIUBETEKEIE,

o BERAA] FEERE AR
HENBHIFEESR, EREBHHENERIEMTENH, EHAFSEILANERIER]
FERVEH. Kexec AIRNIZE I REIEMRUBEANRITIRIR, XF, MAURAZEEE
DERFBRNRMBINPL,

o (RIEFHHRAIZAVELAE
Kexec AIMREMERAENAR. TEFARLKESRER, HRNZ (EHREREFEER
BITHIMIINAN) SREFERERZBRS. RENREGAEBEHITELD .

° % GRUB2 EEERIAI5|S
LRGSR Kexec 31RARET, IPUI5IFNHEFHER. BH5|SIIZAIESHTS
SMHRFEEFNEIRMAK. £ Kexec, BHATELZESISNBEFEERESHE
o

20.2 FRBRVRRGE

7 SUSE® Linux Enterprise Server L/ Kexec KNNERES | S B BEEANE, 156
REZE kexec-tools 8, ZIHEEER N kexec-bootloader WA, ZiA %

BREGISMHMIEFEE, HERSEMSISNHEFEEMNAZETHRIEZIT Kexec,
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BRE—M AR ERNZEREEHERBIFRE SRS, BHERERE makedumpfile X
e

£ SUSE Linux Enterprise Server A Kdump BIEIESEEF A YaST Kdump &R, EfE
FB YaST #&3R, 1BHARE L% yast2-kdump 348,

20.3 Kexec NERLEY

Kexec PFEERAHBZ /sbin/kexec d5<, ErHBEIRHREN S ER Kexec INE A
%:

o BAZMEEIENEF~RZBMIEE], UHITERESIF:

# kexec -1 KERNEL IMAGE

o] LATE A kexec -e 5| Rt NZ,
o BN EINENARFXE:

# kexec -p KERNEL IMAGE

LRGSR, =BA5|FUER%.

BEERFARRNG S5 —AZHRBETNZNEIE, BEEME—TRENETHAXE,
EERIZKIEASMERILXE, EAEFRZNTIALAT A, WXKIEATHRANZ, WED
AR R & = AR A E DL,

EMPBXI, ERIED crashkernel EMEIE~RIZNSE IS8 <L1T. BHE crashkernel
MOFREE, EEMES 204 “91E crashkernel HEA/N PRI BBIRME,

XA BHRRAZNS . HIRRIZARER Kexeco

BRAZSMBEITNBX, HEFAIZERR. AE, Kdump 2=XERBRAEZ, RAEF-
RNIZELMEBERBAI S, XEKE, HEE Kdump BB ATEERK,

EMBHANIZ, FEFNMAIZSISEH. XSHERT, SERTHE RAM XHERF#HITSI
S, EOILER - -initrd=FILENAME $5EttS#,. FH - -append=CMDLINE JEES|ITH
MZBYER S TIB ML,
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IARINEFRZNSS1T. REEHIES --append="$(cat /proc/cmdline)" H&<
17, SUfEA - -append="$(cat /proc/cmdline) more options" FRIEZEMENTE],
a0, BEFERAHFIEEETHNE~RNZNGSIT /boot/initrd XXHMNE /boot/
vmlinuz-6.4.0-150700.38-default RZE, BETUTHS:

# kexec -1 /boot/vmlinuz-6.4.0-150700.38-default \
--append="$(cat /proc/cmdline)" --initrd=/boot/initrd

1ERERYER ] LURNE S an B I N1Z. BENE@EY - L iETNENNZ, 15EH kexec -u 655,
FHEHEE - p ETINEBAE N, 15#H kexec -p -u %,

20.4 it& crashkernel 9 A/

BIEECHIRNIZER Kexec IR BUMERIAIVER Kdump, FENHIRAZIE RAM. ECK
NEURTFIH EARTURE A EE, FtEFERIEELEE,

DEAXNEBURTFITBANEHEREN, BHRFREEEEEARKREHETIE,
i3%2 20.1 : AMDG64/INTEL 64 L5 BRI
1. EREUTEANNEE, BiETU TS

# kdumptool calibrate
Total: 49074

Low: 72

High: 180

MinLow: 72

MaxLow: 3085

MinHigh: 0

MaxHigh: 45824

FRBE AL MB J9 81,

2. iE12F Low 1 High BY{E,
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5.

Q ¥=: LowMHigh ERI& X

72 AMD64/Intel 64 ItEH £, High BRTFAIBRIAREFENRAEFMEE. LowEXR
7 DMA32 KIHhHIRTETIEE, B, BD 4GB LIRKI2ENE,

SIZE_LOW @MYz #F 32 (UM FFIRHNNFE,. RNiZ=/ DMA32 E#E A X 53EE
64M, WREHRS[BAESEATIF 32 iIAViKE, I SIZE LOWIEE 72M B
FRIANDEANDRABE—IES. —MelElfsMERE, £ NUMATTEN L, 4
FEEFZH Low NiF. RILUER numa=off 5|8 Kdump W%, LUIBRENNZ
P EAERA Low N1

3. IRIEMIANZITENIAY LUN Rz (FERERNRR) BERFBL—T BRI High E.

AEAUTARITESIEE (U MB REM)
SIZE HIGH = RECOMMENDATION + (LUNs / 2)
AP ER T LIS
* SIZE_HIGH: High HW4R(E,
* RECOMMENDATION: kdumptool calibrate }y High ##&FMIE,

° LUNs: FTHAZTEITEMN LEIZMNRA LUN RIZEREEH. BN FHHRSRE
k&, AASBBRXERE, BRNASG LHAEAR LUN &, BT T

A .
< .

> cat /proc/scsi/scsi | grep Lun | wc -1

4, MRIZEINTEFTE DMA32 KIFE T KENATF, WEFERFE Low(E, BE, &

BEAEEANAUHEXEE, Eit, BEEIAXNTEFEEZEH— T RERKLAT
2o

—F4415E A kdumptool calibrate #7=R Low (&s
mE, EEFEHRNUEIREE.

MREEEEINZG LT
BRI TRZETLEN 5 SMAIRFERE
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crashkernel=SIZE HIGH,high crashkernel=SIZE LOW, low

B GAIRF SIZE HIGH M SIZE Low B AFmP BHIMERNE, HENFE
M (R~ MB) o
Bign, UATFEEBM:

crashkernel=36M,high crashkernel=72M, low

R EEMARYZE YaST GUI:
¥ Kdump RE FIRISENERER Low B,
& Kdump RZ ERISENEMRER High B,

MBEEBNR YasST Hi$TRA:
ERU TS

# yast kdump startup enable alloc mem=L0OW,HIGH

BR LOW B A EHERT Low (B, 3BR HIGH BN EBHER HIGH (B,

5372 20.2 : POWER #01 IBM Z LBy BRI
1. ERETEVNEE, BEXEPETUTGHRS:

# kdumptool calibrate

e LR EETIR. FRAEEHLMB 781,
2. 3F12F Low RYME,

3. IRIEMIINZITENIE LUN RiZER1E (FREIRERRE) BERBL—IBPH LowE.
EERAUTANITESEE (U MB REM)

SIZE LOW = RECOMMENDATION + (LUNs / 2)

AP ERT UATFSE:
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e SIZE_LOW: Low HIZER1E,
* RECOMMENDATION: kdumptool calibrate 7y Low ##&EMHI(E,

° LUNs: FTIHAZTEITEMN LEIENRA LUN RIZEREEH. BEMLBFHHRSREZ
], FNRBEBXEIRS,

4, Ii7E, REREBIUEREE,

NREEANRHLIT
BRUTRZEBUENEIS | SMEEFEE

crashkernel=SIZE LOW

B EAIRT SIZE LOW B ANRIES BHRENE, FEMFEM (RFMB) -
flan, UTSER:

crashkernel=108M

WMRERARRZ YaST
¥ Kdump RFIRENEFER Low (B,

() =7 Hb21BM Z ERBIIETERN CCW i8E
RIERT IR ERIENE, crashkernel RIZSHIEENHERNGFEN AT EB. &R
RERIZE, MERBINZAIRNIGERE. XrTLEE crashkernel IRBFIFRENNE
=,

1. BZB&ISHE, AILUETT cio_ignore TEEMBENMT RZAAILE (Ha/EDH
M ER RIS ERRIN) o

> sudo cio ignore -u -k
cio_ignore=all, !da5d, ! f500-f502

Y517 cio_ignore -u -kBY, ZEBRZRERIFE, HUBREANERS
B, FBRRERNILSE, BILLENDRERTEEFRET. BMNMRFINFIE
BigE (@8 z/VM THY CP ATTACH, = LPAR RHEE I/O BEEER) , SRX
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EREMNETNER R, ELEHMXMIER, 1F5%iE1T sudo cio_ignore -
L RRBRAIKE, AGTEIETT cio_ignore -u -k GRRENIZRE. HelE4E
YT RINEI E RIS | S5

2. M7E, BEE LA cio ignore WIZEEARME] /etc/sysconfig/kdump
A9 KDUMP_CMDLINE APPEND, f5/%0:

KDUMP_COMMANDLINE_APPEND="cio_ignore=all, !da5d, ! f500-f502"
3. BEERE) kdump BUEZIRE !

systemctl restart kdump.service

20.5 Kexec EAFX
Ef5F Kexec, 1BHHIRIBENAARS EBAHETET:
o HIRTEBENARZINE Kexec RS :
> sudo systemctl enable kexec-load.service
* HfafR Kexec BRSIETEIETT:

> sudo systemctl start kexec-load.service

ERIER Kexec MIERBIER T, BRIAER Kexec B3| FEIFHINZ. WERITMLEE
HRARER, BRBRERNEERSEERS LIZTT. ARBITUTHL:

systemctl kexec

SR EMEE AR R FRFARSERSN, FIUEEEETN. ESUEETRRE
HES. HFAZEISH, SBRIFREEFNEFNE. FRERETENESHERS.

() #R: 7E reboot s HER Kexec

E(F reboot £/ Kexec MARHRITEMESIS, BEITUTHS:
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1n -s /usr/lib/systemd/system/kexec.target /etc/systemd/system/
reboot.target

RS BT LUEIS MRS etc/systemd/system/ reboot. target SRR IIGE,

20.6 WA AHIFEES| FHEHE Kexec

Kexec BEBETFIMEESIS, W0, WREITENMEHNGIEZZTERGREKMEHBRZHR
AI5e, MATLUER Kexec,

fEF Kexec ES|FR ARG, A=ERBEHGHMSISMERER. EIHENRITEMES|ISZA, X
5| RINHIZF A EFTMMEE M E IR 2,

20.7 Kdump EZ<ES

B LU Kdump RERIZEE. MRAZER, SERRIMNENRNEREEFIZIXGRARR
BR. A, EoLUAREREX S, MIRERZERNERER, XTR “ROERE

Kdump BITEA RS Kexec N (FEBME 20 & “Kexec 7l Kdump” ) o BITHER
“ERE, SPITHERZ. XIIET, Kexec BEFRZEIRMN THFERNZ, £HA Kdump
B, R LUAR B R RESRZINETE, B LE Kdump RZRIFERRZE B R RIZI A
FIRE,

O) =7 BEBIMRER
FEAMEETEERMNIFEDR, FEREBIMEHITRZE E, Kdump IHRIRERRE
RIRLRIEO, H@d initrd BEiiE0. LAN # VLAN #0192 %, @3 YaST ®#&
£ /etc/sysconfig/kdump Xf4H{EF KDUMP NETCONFIG &SRS E M L&z O F1E
I (DHCP ZE&%) »
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O == YFERBEREES Kdump NBEARXH RS
ALE Kdump BY, ATLIEE R FREFZMEMEIME (BAIAA /var/crash) . #ATE
FEE Kdump BRIEEHILGIE, BUREESKK.

20.7.1 Kdump 9FohEcE

Kdump M /etc/sysconfig/kdump XHIEENHEHECE., Kdump FIERIAECE B URARE R EE
HREZKLEEE T, EUERIMEEMER Kdump, BEEUTSE:

1. BEE 2047 “11E crashkernel 22 A/ HEIRERHE Kdump FREMARER,
MIRISERZSE crashkernel,

2. ENREHEN.

3. BA Kdump BRS:

# systemctl enable kdump

4. TJLIYREE /etc/sysconfig/kdump REYEI, EEIFFETFT THEZ METNE Mo

5. £/ sudo systemctl start kdump HiT—X init f{id&, HESIS RS,

ERRIAMEEE Kdump f5, KEBEEZRIRFTHLIIF. HERIAFKBEEARFAER, BSEE[
EBRRSERRLK LEB1T. ARERUTIRE:

1. {8 systemctl isolate rescue.target JIRZIXIEBIF
2. EF5a0 Kdump BRS:

# systemctl start kdump
3. EAUT o THEMRREX G RFEUINIFTEREH RS

# umount -a

4, URBIEAEMEHRXH RS
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# mount -o remount,ro /

5. 3@t Magic SysRq A& procfs EZOMA “WizEER" -

# echo c > /proc/sysrq-trigger

O == mEEEL)
KDUMP_KEEP_OLD DUMPS iEBUTHIfR BHIAIZEEEE (BHAAS5D) o MIRFRESE,
BEXNRARI AYIERNFD RAM 9K 1EHR /var 2 X LB EBH=E,

BRRIZIE 51T, BERARNAERBRREIIXGRS. REKEHKDUMP_SAVEDIR
WINIETE, BAINA /var/crash, W15 KDUMP IMMEDIATE REBOOTi&EAH yes, RKE=B
HES|REFR%. BRHNERELET /var/crash TR T ##,

20.7.2 YaSTECE

EEMA YaST B2& Kdump, BELRZE yast2-kdump IEE, BT VaST iT5FH0HNAESR
SFRBEAZ Kdump 183R, 5E LU root BHESSITHEAN yast2 kdump,

YaST2 - o x

T oo e

g
#EH E?if%m Kdumpt
B FHRFEEH BRRZEEL)

ERRE RfBkdump(0)

Kdump AI7F
RANFERE [MiB]: 2047
SR (MB]: 1939
Kdump A Z(L) [MiB] (72 - 2046)
72 -

Kdump FI7E3A(H) [MIB] (0 - 2046)
124 a

@) m#o | [ #Eo |

20.1 : YAST KDUMP {&3R: BEim
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FEREMEOREREEA Kdumps

LIEERITHZEON, RASBHMER Kdump AEFENE. B2, XHFEREXLEREE
UHERK, BIREBIEMRNE, BEES 2047 115 crashkernel EA/N RBVIHERER
Eo

O == EXEHEERIZE Kdump R7EE

MREFETBENLIRET Kdump EXREE L Kdump BRI RAM SIER AR E, YaST
SPGB RHEREERNAEFE,

BRI, ERIBE 2047 “1tE crashkernel HEAN PEIRBRHENS
WNF. ARTE YaST RFmgERTF.

FAEERPRELLEDE, ARRERESTERMETH. THEESUTREAZEIREEA

Zin)@ .

° FFN
° AP#EER
* AJAHR

EHEMEEREOR, SEREERIEE, DUREREEASRKREFER URL, MNREXET
FTP B SSH EMLHY, MEFBERNEXBTIENER.

() =7 SEHUNARFLZEERR
BILUETE Kdump BAERRTFRE, HttAREF BRI UEREPREFEEE, 4
Kdump ;FIEEIR¥REX R, SRBEREMNAEFRNEEXY, AMASERERIP)

o

NREFHE Kdump BT B FEHH RS EHBAXNSEHENAE, BARTRIZEEOFRMN
¥E Kdump /3, BEEFHEENEOFESHENER, HREWERIAENR. NEEkE
Kdump,
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20.7.3 Kdump @& SSH £

REXHEEENBEE, RINPPERERINEEXLEHE. BEATEIFALEHNMER
Wtk 2E#E, Kdump BILAER SSH Wil i tE SR TF 22 1T B Ao

1. BARENSHXTF Kdump BIE BB, FEMEIX—R 7 BERFRKEFREAENEE A
IXBUREE, 3 Kdump £RHEY initrd BY, %1517 ssh-keygen -F TARGET HOST
REWEMENNS R, XH TARGET HOST AHZEIACHY, ARIEMILtER, KX
BEN—FEIE S AR Kdump N ELL root 145 TARGET HOST 3L SSH &%,

2. Kdump AIEEB I BRI BHITE MR, BaiReEERAREZHEHIIE. Kdump
ZBRINSMEA root WAABZA, BEINERN Kdump SIS IEMZEEA, FJLUER ssh-
keygen 1Tt IR{E:

a. # ssh-keygen -f ~/.ssh/kdump key

b. URSIBTENBTOSH, 5% enter (8], FMEBLMETOS) o

c. ¥TFF /etc/sysconfig/kdump H4& KDUMP_SSH IDENTITY i&E& A
kdump keyo IREZXHARTE~/.ssh T, AILUFERAEHTERRIZ,

3. & & Kdump SSH ZLUIRNE R EIZFZEN.
# ssh-copy-id -i ~/.ssh/kdump key TARGET HOST
4. 1%E KDUMP_SAVEDIR, BFNEI:

L2 HERMY (SFTP)
SFTP Bi&@id SSH FiasXHFRIENE S %, BIRENLIUS A SFTP F£&4t (SUSE
Linux Enterprise Server BRABRBA) - Rfl:

KDUMP_SAVEDIR=sftp://TARGET HOST/path/to/dumps

L2IMTIHIY (SSH)
HMWELLITENFER SSH ZBIREN LiE1T7RE %<, SUSE Linux Enterprise
Server RIAERA L A%, BIREN LR Kdump BRMIEE—NAHRITU TS
SHEFINE: mkdir. dd Fmv, RFI:
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KDUMP_SAVEDIR=ssh://TARGET HOST/path/to/dumps

5. EREN Kdump BRSLAERFECE,

20.8 I tfrARIRERE
I, BEIUTHANEHTANT. RARHT 3 MR,

BT oirfEpele RN GDB, BEEAIUASRMNIMERFERLTR, 72, ethEE—
LEFR R ANPRE -

* GDB HIFERAFIAIANZEMENTE,
* GDB R3#F 32 i & EAY ELF64 —i#HI~ 5,
* GDB AEEIRFIRR ELF #ZAE LIS E MR (TTRIAIRERRESE) o

RFXEREA, HLERISKAERFRZ crash, crash BEIS D ITERIREHE, EAERIXIZITHRY
A%, eRMTEATIAR Linux RZMINE, EEaATERIAER,.

B2 Linux A%, EFLEHPREERHEE. FRAUTHIRNELNRARLESEREZ
TR

> zypper se kernel | grep debug

O == a2EREENRGaniEEE
MRIERNRSITIR T B EF, {Er]LTE SUSE Linux Enterprise Server 15 SP7 9%
*-Debuginfo-Updates BX#l L& MEFEFE “debuginfo” 48, £ YaST /=
RZEFE,

BEEMIERITTEN LR crash RTFEIRRLAE, IBERWN TR <!

crash /boot/vmlinux-6.4.0-150700.38-default.gz \
/var/crash/2024-04-23-11\:17/vmcore

FB—PNERRTHZE, FZNSEHE Kdump HIRVEZEXH. ERIATITE /var/crash
HE S
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() #F: KRR RIE RSB
SUSE Linux Enterprise Server B} T kdumpid SRR (E8ERZHNHRGEES) ,
RFIRFIARMB AL E, AIUFERLLSARERRERERER, FINAERSHFAIZMR
&, ©32#F lked. diskdump. Kdump X4F0 ELF ¥%fi#, £ -v AXIABLXBER
B, ER=REIEIIEER, FIMIHTENEE., NRAREFRFBMNAZERE T,

20.8.1 MR HFIXHETU

Linux ZRARRITS AT8EEAE T (ELF). LSRR vmlinux, BREMBIEFER. H
MBS SMEBREFEZRF ELF Z# X4, LHRE AMD64/Intel 64 AR £, 1E SUSE®
Linux Enterprise Server ZRNARRERLEN £, BEUTHRASZR,

20.8.1.1 AMD64/Intel 64

SUSE 2 #Aa0&E AT AMD64/Intel 64 ARG EREEFH MR vmlinuz #

vmlinux.gz.

e vmlinuz: XZEH5ISMEBERHITRIXMH,
Linux RIZEBIAENEBAR: NZES (vmlinux), UKRESISMEEFIETHIRER
o XFMEDXERE—LIET vmlinuz GBEEFH z 5 xWET) o
TEARRZIEMT, ZXHE A bzImage,

e vmlinux.gz: XE&HH crash # GDB FHRESE ELF B{&, 7£ AMD64/Intel 64 L,
5| SMMBRFASKITFASMER ELF &, FEib, 2REM T —NEgERRDS,

20.8.1.2 POWER

POWER £/ yaboot 5|SNNEIERF B ZFFNE ELF IR, BRZIFESERY ELF IR, £
POWER RIZE 4 EH, B— ELF Linux RiZXf vmlinux, ¥F crashs, POWER ZE
B8 BHR R LM,

MRIEREES—EHEN LIRS, KTREITENNEREW, URERFENSH,
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REF—aBNETHEEERREMR Linux R4, FREEZITEN EOWEME BRER
=%, BEMSIHEN LERS< uname -1 FEEBSHIL.

MNREBEES—STEN Lo ME, TFEIRE kernel #l kernel debug HEEHHIEN

X5

1. JBNZEEGE. /boot BRYRIZMER LA /usr/1ib/debug/boot FRXKEXEIRE B
WEI— PN T=BERP,

2. tk5h, 8% /lib/modules/$(uname -r)/kernel/ FRBIRIZIEIREAR /usr/
lib/debug/lib/modules/$(uname -r)/kernel/ FHXEXEIREEEHIEIZ A
modules BFER¥,

3. TEESEE. NZIMERERIXEEXHE UK modules FERMWBEZRT, B5hcrash st
BiER:

> crash VMLINUX-VERSION vmcore

FELEMEITEN LDINHEE, crash TRARFHEREMNNTAS L :

> crash /boot/vmlinux-6.4.0-150700.38-default.gz \
/var/crash/2024-04-23-11\:17/vmcore

crash 7.2.1

Copyright (C) 2002-2017 Red Hat, Inc.

Copyright (C) 2004, 2005, 2006, 2010 IBM Corporation

Copyright (C) 1999-2006 Hewlett-Packard Co

Copyright (C) 2005, 2006, 2011, 2012 Fujitsu Limited

Copyright (C) 2006, 2007 VA Linux Systems Japan K.K.

Copyright (C) 2005, 2011 NEC Corporation

Copyright (C) 1999, 2002, 2007 Silicon Graphics, Inc.

Copyright (C) 1999, 2000, 2001, 2002 Mission Critical Linux, Inc.

This program is free software, covered by the GNU General Public License,
and you are welcome to change it and/or distribute copies of it under
certain conditions. Enter "help copying" to see the conditions.

This program has absolutely no warranty. Enter "help warranty" for details.

GNU gdb (GDB) 7.6
Copyright (C) 2013 Free Software Foundation, Inc.
License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
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This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying"

and "show warranty" for details.

This GDB was configured as "x86 64-unknown-linux-gnu".

KERNEL :
DEBUGINFO:
DUMPFILE:
CPUS:
DATE:
UPTIME:
LOAD AVERAGE:
TASKS:
NODENAME :
RELEASE:
VERSION:
MACHINE:
MEMORY :
PANIC:
PID:
COMMAND :
TASK:

CPU:
STATE:

crash>

/boot/vmlinux-6.4.0-150700.38-default.gz
/usr/lib/debug/boot/vmlinux-6.4.0-150700.38-default.debug
/var/crash/2024-04-23-11:17/vmcore

2

Thu Apr 23 13:17:01 2024

00:10:41

0.01, 0.09, 0.09

42

eros

6.4.0-150700.38-default

#1 SMP 2024-03-31 14:50:44 +0200

x86 64 (2999 Mhz)

16 GB

"SysRq : Trigger a crashdump"

9446

"bash"

ffff88003a57c3cO [THREAD INFO: ffff880037168000]
1

TASK _RUNNING (SYSRQ)

LREAAYISEREUE. WZEEREE 42 MESTEIETT. ARRIRESR PID 1 9446 B9E

ST SysRq ik 28, ILESRE— Bash #12, ENEAR echo 2 Bash 9M5rIRERE
/7\

crash SEAZFE7E GDB FEM EERY, sIRREHIFSIIMNISES, MREMARTEMSER
B bt, K52 ERE RIS EEIEITESHIEI:

crash> bt
PID: 9446

TASK: ffff88003a57c¢3cO CPU: 1

COMMAND: "bash"

#0 [ffff880037169db0] crash kexec at ffffffff80268fd6

#1 [ffff880037169e80]  handle sysrq at ffffffff803d50ed

#2 [ffff880037169ecO] write sysrq _trigger at ffffffff802f6fc5
#3 [ffff880037169ed0] proc reg write at ffffffff802f068b
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#4 [ffff880037169f10] vfs write at ffffffff802blaba

#5 [ffff880037169f40] sys write at ffffffff802blclf

#6 [ffff880037169f80] system call fastpath at ffffffff8020bfbb
RIP: 00007fa958991f60 RSP: 00007fff61330390 RFLAGS: 00010246
RAX: 0000000000000001 RBX: ffffffff8020bfbb RCX: 0000000000000001
RDX: 0000000000000002 RSI: 00007fa959284000 RDI: 0000000000000001
RBP: 0000000000000002 R8: 00007fa9592516f0 R9: 00007fa958c209cO
R10: 00007fa958c209cO® R11: 0000000000000246 R12: 00007fa958c1f780
R13: 00007fa959284000 R14: 0000000000000002 R15: 00000000595569d0
ORIG_RAX: 0000000000000001 CS: 0033 SS: 002b

crash>

ME, RENBRE—EZRT . Bash 5MTHIAEE echo &< [M /proc/sysrq-trigger &
ET—1MFM. HNAAEREREIRAILFRG, AT crash_kexec() R, LLEREIERA
T panic(), B Kdump RET &,

BT BEZAH GDB #n ¥ LUK bt B BRRZASLASM, crash SLAREFIEENX T 5 Linux RIZLE191E
KNEMEFS, XLHESHEIRG Linux REZHNAZEESH, HUBNZENEERXER
Ao BN, EEILUER ps FILHER RN IEEEITHNES. £/A sym 8] UG H 8 & E R RIFR
BERZES, IBTWENMISHE, £8 files AJUERHENFABEIT A XGHHERT. £A
kmem AL B REXANZAEFERENA T, FH vn I UREHENENAE, BEEREEIR
RS, BRGSHIIRERK, HPEFLaSiHaEREMEFANIET,
BIFMR NG RMT /A Linux 5<% (6140 ps # Lsof) HIIhEE, EFERERNEFIXLHA
TINEHRIRE, FZE 7T GDB WAEAHASEBANIEANKAE, XLEMIREBE 7 AR EE
B Ltboh, BEETHE Linux Nz, AXENKRERET ZTEANSEEERR.

20.9 Kdump S4&ECE

Kdump BIECE7ZHETE /etc/sysconfig/kdump H, EHATLUERR YaST RECE Kdump, &
BJLATE YaST =50 A S » Nz Kdump FifiR Kdump EEEiE, LT Kdump EITA]
BEXHEE Ao

B LA KDUMP_SAVEDIR EINE AN EINE R, FFR, AREEANTERR

Ko WMRFHEFULFEMEAR I GHIE] LR =EKTF KDUMP_FREE DISK SIZE iEINISTERY

8, Kdump JEELRFHEEANS. KDUMP SAVEDIR mJ LRS! URL A&z PROTOCOL: //
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SPECIFICATION, EAPROTOCOL 2 file. ftp. sftp. nfsd cifs z—, FESMHMN
B specification ARHMEE, a0, BIE FTP BRS28 LIRTFAZEEGE, BEALLT URL EA
EiR: ftp://username:password@ftp.example.com:123/var/crash.

RIZEZERK, ESFZOMFIAEFENT, A KDUMP_DUMPLEVEL &I AT L& B&ILL 2T,
ZORIN AT 0 B 31 Z BB, TNRIETE 0, BiEANERAN. NRIEE 31, BERS
INERfE, BXATEEENTERE, 155 kdump BYFMTT (man 7 kdump).

B8, BUNAZEERNDNSBIER. Fli, NREEEIMEEELE, AEZTETEELE
B ROVEETE], el URAXFMECE, 7% KDUMP_DUMPFORMAT i&& 5 compressed 35k
MILE®. crash XAEF RN ERNFEEHITHSHEESE.

O ==: 3t Kdump BEEXXHIER

3F /etc/sysconfig/kdump XH#ITEN G, FEiz{Tsystemctl restart
kdump.service. TN, BETAESISRAN, XEFRAEK.

20.10 EZER

BRIEZE TR Kexec #l Kdump FIZERNSGSIESEHE, B, TEXEGRRFAEHE
THRESESE:

° Hx Kexec SLHIEFMAE, 15280 kexec F9FARTI (man 8 kexec).

° IBM {2 7B XIAITE IBM Z R REWRERFEMETANSG SIS, Wiuth: https://

developer.ibm.com/technologies/linux/ # o

o EAILUTE https://developer.ibm.com/technologies/linux/ 2 L 2)E % Kexec B9—H&

.
E /%\ o

° BXEL BT SUSE Linux Enterprise Server B9 Kdump BISEZ 4T, 1&iHIA https://
ftp.suse.com/pub/people/tiwai/kdump-training/kdump-training.pdf 2,

o O LATE https://Ise.sourceforge.net/kdump/documentation/ols2005-kdump-
paper.pdf 2 EE Kdump REBHHEIFIRN IR,

BX crash BES AR TANEZAT, BEERUTERR:
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* B GDB WYfZETM (info gdb) b, https://sourceware.org/gdb/documentation/ 2 L
TR A T I TENRYESRE,

o crash LEEFRMEEESHRBNIEER). {F£F help COMMAND ] 27~ command BYBXAES
Bho

o MREEFZFTEMN Perl 288, mILAER Alicia KELIE. ERILTE https://
alicia.sourceforge.net/ 2 £ E crash SEEERXIMNEY Perl Bilfo

o MNRMRIFEEH Python, MNZE Pykdump, LLE BRI EEBNIEET Python BIZSIE
GDB,

e H Daniel P. Bovet 1 Marco Cesati #EH Understanding the Linux Kernel (ISBN
978-0-596-00565-8) FLEMBEA T Linux RIZRIASRLEHE,
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21 fEH systemd-coredump $tx N FBIERF AR
1T

systemd-coredump AIWEH Btz 0, BTN BAREFEE RS, ZOEEEEH
BAFERLENNMRE, RABERT, SEMNHE B TNAEFNREHE) BRR,
T BESEZOEETFMETE /var/lib/systemd/coredump X&H, FHiEZOEMEICHE)
systemd Hid (W0BAEE, EEIEEM) o EErILLEEFER gdb 3 crash FEMTAGE
BAEXMH (BBNE 208 “OifEREET ) o

Z6&1E /var/lib/systemd/coredump FRIZOEEE = REEEMIER (GBS /usr/
lib/tmpfiles.d/systemd.conf Y d /var/lib/systemd/coredump 17) o
B—MENAREFEZOFEME, MENREIZERIIBIE, XHEMERTREMDBRESHIUR
5%,

21.1 FLEMECE

systemd-coredump 2RIAERBH, MERAIHIEIT. BRIARELIT /etc/systemd/

coredump.conf A

[Coredump]
#Storage=external
#Compress=yes
#ProcessSizeMax=2G
#ExternalSizeMax=2G
#JournalSizeMax=767M
#MaxUse=

#KeepFree=

K/NBEAIAB. Ko M. G, T. PF E, ExternalSizeMax ®X%#F infinity (&,

UTFRAIZTRIEIER Vim #1TRBRINE, 7F7EREIE—1 segfault REM BIETMZ O
fifio
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iFi2 21.1 : £ VIM SIEB 0% i

246

2.

3.

5.

1. EA debuginfo-pool # debuginfo-update fiE7FE

L% vim-debuginfo

Bzhvim testfile BN/ MNFER

. JRBX PID H4& K segfault:

> ps ax | grep vim
2345 pts/3 S+ 0:00 vim testfile

# kill -s SIGSEGV 2345
Vim 2k HEBIRER
Vim: Caught deadly signal SEGV

Vim: Finished.
Segmentation fault (core dumped)

ISR ORAE, ARNEHITRE:

# coredumpctl

TIME PID UID GID SIG PRESENT EXE

Wed 2019-11-12 11:56:47 PST 2345 1000 100 11

# coredumpctl info

PID: 2345 (vim)

UID: O (root)

GID: 0 (root)

Signal: 11 (SEGV)

Timestamp: Wed 2019-11-12 11:58:05 PST
Command Line: vim testfile

Executable: /bin/vim

/bin/vim

Control Group: /user.slice/user-1000.slice/session-1.scope

Unit: session-1.scope

Slice: user-1000.slice
Session: 1

Owner UID: 1000 (tux)
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Boot ID: b5c251b86ab34674a2222cef102c0c88

Machine ID: b43c44a64696799b985cafd95dc1b698

Hostname: linux-uoch

Coredump: /var/lib/systemd/coredump/
core.vim.0.b5c251b86ab34674a2222cefl02

Message: Process 2345 (vim) of user O dumped core.

Stack trace of thread 2345:

#0 0x00007f21dd87e2a7 kill (libc.so0.6)

#1 0x000000000050cb35 may core dump (vim)

#2 0x00007f21ddbfec70  restore rt (libpthread.so.0)
#3 0x00007f21dd92ea33  select (libc.so0.6)

#4 0x000000000050b4e3 RealWaitForChar (vim)

#5 0x000000000050b86b mch inchar (vim)

MREHZMLOERE, coredumpetl info £ B RATE XL, AT
PID. COMM (#5<) X EXE (ATHUITXHFRVSTERRRR) SIEZOERME, Hlw, BEEE Vim BIFR
BizOEE, BERUTHS:

# coredumpctl info /bin/vim
% PID EF R MROFEfE:

# coredumpctl info 2345
RhEEMZORIHE gdb:

# coredumpctl gdb 2345

PRESENT 5|HHE SR AEECEFENZOEE. NRZFERAT, WRKNEEEEFHENZO
#%fi%, coredumpctl M BIEPRTRREHRIER. FJLUTE /etc/systemd/coredump. conf &
£/ Storage ETUTHILLITH

* Storage=none — EHICHICRIZLERNE, BEFREFHE. XFMEMTRE/RDERES
HRESTFE, flm, LTFEST (BRIMIERIPEA) (GDPR) ER.

* Storage=external — ¥ U\FETE /var/lib/systemd/coredump

e Storage=journal — EtZOFETE systemd HigH
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R MaUitEEA systemd- coredump BUFTSERI, Eib, FT—RiZOEMER SN AEE
B, MEFERHEMARS.

ERMASEROEERSRE, FILUER coredumpct U kK AREFZ O . LUTRFIIZ
PID iiEt%0E%fE, FHRIZOFAETE vim. dump Fi:

# coredumpctl -o vim.dump dump 2345

BXRTEENHSIEDNSIR, 550 man systemd-coredump. man coredumpctl. man

core flman coredump.conf,

248 FBEFARE | SLES 15 SP7



VII {EERfEHRE BN [E 2 B £

22 FEHAEEITY 250



22 iEHaETiE Y

MFMEIMEMS, ILITENMNEMEENNHRERSIEREXEE, BEMWIRRSZE]
KIMEIS EFERE, Fla, £R (BIBiEm) , % 38&F “FERA NTP EDEE” HFmRB 2
Rz FARIPILEBY Bl (NTP)o

FERRETE Y (PTP) I Fb R M, B NTP B, PTP ZiFN AAZAMAF =8, SUSE
Linux Enterprise Server RRIAZZ MR IRTHIZ R ERY PTP BY$h,

22.1 PTP &7t

PTP BRI FNEREMEREN, MNBNHRRZ EIIHENT. X—BREWHRIETR
(BMC) B2 EH, REEASIHNESMHIET. RE— N REOR T LU aT L
MBS, ISR EER S (0C). AEZ MNRORR A UE— 1RO LTRSS,
TS —NHEALAMNBERSH, LR sHFRIA5TESH (BC)o TNERERFHIFMEBRENM, B
REMRHASEKEMRS (GPS) B, Xi¥, FRINIMEERER USERESLIRD,
EHXHFE PTP VEBME . STMEZIIRAM MR OITH2 (NIC) #5<Hr PTP, BEFAR L
TEMLZWERER B AIE PTP B95EH, BAFRAE PTP BIShZ BIRNMBAH B PTP B4 L&
AHTER .

22.1.1 PTP Linux 2}

£ SUSE Linux Enterprise Server £, PTP SR linuxptp B4 EiRM, A& zypper
install linuxptp LEZUNHE. ZRGEFEEHTRDESIEY ptpdl # phc2sys 2
. ptpdl FJSEIR PTP ARSI E@E s, SNREREHIIEL, ptpdl &XF PTP FEfFRSH
B B EH. MREARGEE, ERBAANHRAS TR, XRYERRENBKRS
B EhE BIMLEHE Ok (NIC) £89 PTP BE{ESEHEY, A4 FE phc2sys,
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22.2 fER PTP

22.2.1 RBIKchiZF ARG 25

PTP ZER{EABIAZMAEIRENTE R STIFER IS BA B R AF AT B LtkSh, NIC Bz IR RE (e
AYBY &L, ERILAER ethtool RIGIRTHTZRFF] NIC B ELTHAE:

> sudo ethtool -T ethO

Time stamping parameters for ethO:

Capabilities:

hardware-transmit (SOF_TIMESTAMPING TX HARDWARE)
software-transmit (SOF_TIMESTAMPING TX SOFTWARE)
hardware-receive (SOF_TIMESTAMPING RX HARDWARE)
software-receive (SOF_TIMESTAMPING RX SOFTWARE)

software-system-clock (SOF TIMESTAMPING SOFTWARE)
hardware-raw-clock (SOF_TIMESTAMPING RAW HARDWARE)
PTP Hardware Clock: 0
Hardware Transmit Timestamp Modes:

off (HWTSTAMP_TX OFF)

on (HWTSTAMP_TX ON)
Hardware Receive Filter Modes:

none (HWTSTAMP_FILTER NONE)

all (HWTSTAMP_FILTER ALL)

MENBREEUTSH

SOF TIMESTAMPING SOFTWARE
SOF_TIMESTAMPING TX SOFTWARE
SOF TIMESTAMPING RX SOFTWARE

EHNEEEU TS
SOF_TIMESTAMPING_RAW_HARDWARE

SOF TIMESTAMPING TX HARDWARE
SOF_TIMESTAMPING RX HARDWARE
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22.2.2 {$F ptpal

ptpdl SLANEREHI S, EFEEL root BHMER - 1 ETISE ZIFEGBAMEIED, -m
B ptpd L BEHHRIERVRERYE, MARYEIRANASTICRIA:

> sudo ptp4l -m -i ethO

selected eth® as PTP clock

port 1: INITIALIZING to LISTENING on INITIALIZE
port 0: INITIALIZING to LISTENING on INITIALIZE
port 1: new foreign master 00al52.fffe.0b334d-1
selected best master clock 00al52.fffe.0b334d
port 1: LISTENING to UNCALIBRATED on RS SLAVE

master offset -25937 sO freq +0 path delay 12340
master offset -27887 sO freq +0 path delay 14232
master offset -38802 sO freq +0 path delay 13847
master offset -36205 sl freq +0 path delay 10623

master offset -6975 s2 freq -30575 path delay 10286
port 1: UNCALIBRATED to SLAVE on MASTER CLOCK SELECTED
master offset -4284 s2 freq -30135 path delay 9892
master offset ERTMENSENHZEINRE (UMTRRAL) ,

sO. s1#0 s2 18RS ERIVHERMNAEIRDS: s0 RREED, s1 RIS H, s2 KRB
BIE. MNRARATFEPERS (s2), HBEEEXHFH pi offset constETIZE N
B, WAL, MEIEFERE (FXFMAEE, B5Sman 8 ptpal) .

freq BRTETHVINEFIFAE (LIHZ259%F (ppb) AR »
path delay ERTMEN#HAXNEDS HEMNFIHIER (AT AEA)
%0 0 2T PTP BIEM Unix IEEF, im0 12 eth0EO,

Eban, %&4 INITIALIZE. RS SLAVE #1MASTER CLOCK SELECTED H$At, itk
SAETH INITIALIZING, LISTENING. UNCALIBRATED #1SLAVE, HiH[MTIRESM
UNCALIBRATED ¥4/ SLAVE BY, RRTEAIES PTP EBtHINIREY

ISR LUER - S 3T /S AT B
> sudo ptp4l -m -S -i eth3

TR B LU ptpdl fERBRSSIETT:
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> sudo systemctl start ptp4l

EARGIH, ptpdl M /etc/sysconfig/ptpdl XEIEEREE, BINBERT, WXHER
ptpd4l M /etc/ptpdl. conf REXACE IR, Bk ptpd L EMMEEXHFIRENIFAGEE,
B2l man 8 ptp4l,

EXABH ptpal RS, FIEITATEHR<L:
> sudo systemctl enable ptp4l
ERHZARS, HET

> sudo systemctl disable ptp4l

2223 ptpdl BB

ptpdl A LIMANER R EXHIRINERE. BTAIAKREREAREXH, EFEED - f15E
FeE X o

> sudo ptp4l -f /etc/ptp4l.conf

EXHRNETFHD. 2FEHHD (B [globall iRF) ATFRERFED. FEHEDANER
INROED, HithEio SHFERmRAEX, IBEMINROER, o2 ERNRON
B — B0 [etho], ERWOEDATRATFE RS SITIEDL

[globall

verbose 1

time stamping software
[ethO]

THIECE X HEN T A T ap <L
> sudo ptp4l -i eth® -m -S

BXTEW ptpdl ELEIRIFIKR, ES N man 8 ptpal,

2224 IEBRNE

ptpdl BIFHM G ENEREIER: W& (P2P) SKimElim (E2E).
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P2P
b7 EER -PIEE.
TR B Rt MEIFIR PN E M R, HAIEERINELER, XES M RO
55— MmOk PTPHENNMER A ALt A E. P2P FRIENBFHREEHH
2N

E2E
IE757AER -EfEE. ERRINKE.

BEnEES*
LT AR -AEE. BEhETUA E2E RSE) ptpdl, MRWETHFERIEFR, M=
IR 7 P2P 183K,

O == ZpNEsE
B4 PTP @M LR E R s e BRI 7 AR E R BIER, WRTEEF E2E
MUHIRY IR O _ B E T WFERIEK, SNETEEER P2P HHRYR O LURE] Y E2E iER1E

X, NWEFIBES,

22.2.5 PTP BEERFim. pmc

BILAEFE pme B IRIRENE X ptpdl WEIFMES, pmc MARERAN T a8 STTIREUEE FRF]
I ID IEEMIEME. ARBEEENERARNRIZERE, HIIBKBIMNERMES. pmcZ#HFU
T=1E1E: GET AIAFRIEEMEE, SET AIEMIEEMNES, CMD (3¢ COMMAND) mIAj2iE
ENEH,

HINERT, EEGSKEMEIHRO LI, AILIER TARGET f < AEE0HE BIXZFFFERET
RO, NEXEMNER ID FIR, 15517 pmc helps

> sudo pmc -u -b O 'GET TIME STATUS NP'
sending: GET TIME STATUS NP
90f2ca.fffe.20d7e9-0 seq © RESPONSE MANAGEMENT TIME STATUS NP
master offset 283
ingress_time 1361569379345936841
cumulativeScaledRateOffset +1.000000000
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scaledLastGmPhaseChange 0

gmTimeBaselIndicator 0

lastGmPhaseChange 0x0000'0000000000000000.0000
gmPresent true

gmIdentity 00b058. feef.0b448a

-b RIS EFF R IXHERNIAR R E. RKIETUKEN 0 SRR REIA A ptpal L4,
MRBZERESES, WESKNREEAMSLHIEIRN PTP TRAHANES. BREIVESH
REBIHE:

stepsRemoved
B4R I BT EHYE I T R

offsetFromMaster, master_offset
ZET S E Atz 8] ERIERRE (9F) S

meanPathDelay
MERSAEHEID HERIFIHEER (4HF)

gmPresent
YNRA true, NFRT PTPBFHERP EI X ¢H; AHMISHAZER T,

gmldentity
b AR ENFE D,

ARTELER pnc HITEMFIR, SR man 8 pnc,

22.3 £ phc2sys [ED B

f#F8 phc2sys Al ASZESHhES B £ LAY PTP BB Eh (PHC)o RSB EIRITN MIBES S,
TIM-£ EEB SR RIS, PHC A5055 ptpdLES (EBME 222 “EREPTP ) ,
A - s ARIEEENFZIEOEE T £ -w FF ptpdl #EANEPT KT,

> sudo phc2sys -s eth0 -w

PTP LIEIFRIREFBY (TAI) i51T, MAZRIFHERNZ MR SRET (UTC), MREFIEE -wKFE
fFptpal A, RILAEA -0 RIEE TAI 5 UTC ZEIMRE (MR ARSRAD)
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> sudo phc2sys -s eth® -0 -35
WA LS phe2sys fEAARSSIEIT:
> sudo systemctl start phc2sys

7%, phc2sys M /etc/sysconfig/phc2sys XHEEVELE, B phc2sys ETHY
EFAEE, 158 man 8 phc2sys,

BKABA phe2sys fRS5, BETUTRS

> sudo systemctl enable phc2sys

BERZRS, BET

> sudo systemctl disable phc2sys

22.3.1 REEEIRED

Y PTP BRI EE TEF BEA TREMGRER, ptpd4l A phc2sys 2EHIRRZHEHH
BENEREMNERATIVER,
ptpal iEH Rl

ptp41[351.358]: selected /dev/ptp0® as PTP clock

ptp4l1[352.361]: port 1: INITIALIZING to LISTENING on INITIALIZE
ptp41[352.361]: port 0: INITIALIZING to LISTENING on INITIALIZE
ptp4l[353.210]: port 1: new foreign master 00a069.eefe.0b442d-1
ptp4l[357.214]: selected best master clock 00a069.eefe.0b662d
ptp4l[357.214]: port 1: LISTENING to UNCALIBRATED on RS SLAVE

ptp41[359.224]: master offset 3304 sO freq +0 path delay 9202
ptp4l[360.224]: master offset 3708 s1 freq -28492 path delay 9202
ptp4l[361.224]: master offset -3145 s2 freq -32637 path delay 9202
ptp4l1[361.224]: port 1: UNCALIBRATED to SLAVE on MASTER CLOCK SELECTED
ptpd4l[362.223]: master offset -145 s2 freq -30580 path delay 9202
ptp4l[363.223]: master offset 1043 s2 freq -28436 path delay 8972
[...]

ptp4l1[371.235]: master offset 285 s2 freq -28511 path delay 9199
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ptp4l[372.235]: master offset -78 s2 freq -28788 path delay 9204
phc2sys HitHnGl:

phc2sys[616.617]: Waiting for ptp4l...

phc2sys[628.628]: phc offset 66341 s0O freq +0 delay 2729
phc2sys[629.628]: phc offset 64668 s1 freq -37690 delay 2726
[...]

phc2sys[646.630]: phc offset -333 s2 freq -37426 delay 2747
phc2sys[646.630]: phc offset 194 s2 freq -36999 delay 2749

ptpdL BESITEENHEE, AILUER summary interval I89BREIZAR, HENKIER
A2HINRE. Fi0, BEHEMEEREASE 1024 (FF 2/10) #, BEETE—1THME /
etc/ptp4l.conf Xt,

summary interval 10

WA LUEA -u SUMMARY - UPDATES iEIRFE{E phc2sys en S HIEFIAER,

22.4 ECERA

ATRMET L ptpdl EEERAl, XERHFZTRENEEXH, MEBEIIFE XHFEERR
AR EITIR. FRFER e thX RFIRE FRISSFRMEREO R R,

f5122.1: ERAIRMAREBIMEIS S
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”

KItDA&E /etc/ptpal. conf FHITEMEL,

5122.2 : EREFITEIRIME RIS
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”

/etc/sysconfig/phc2sys:
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OPTIONS="-s ethX -w”

KItDAE /etc/ptpal. conf FHITEMENX,

fl22.3 : fERAMEAGISERYERSH
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”
/etc/sysconfig/phc2sys:
OPTIONS="-s CLOCK REALTIME -c ethX -w”

/etc/ptpdl.conf:

priorityl 127

f122.4 : fERRAEINEHNERS (—RRFRINER)
/etc/sysconfig/ptp4l:

OPTIONS="-f /etc/ptp4l.conf -i ethX”
/etc/ptp4l.conf:

priorityl 127

22.5 PTPAINTP

NTP #1 PTP BYjE][E TETUHTE, LI MmBTEEY,

22.5.1 NTP Z| PTP YRS

f£F chronyd R At R FETEPEY, BI4E ptpdl ECE NEBRERNTR, LUE@ED PTP WA
BP9y &BSiEl, 7E /etc/ptp4l.conf FEE priorityl 3%EIN:

[globall
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priorityl 127
[ethO]

SAFIETT ptpdl:
> sudo ptp4l -f /etc/ptp4l.conf
EREMEYERY, FE@ED phc2sys & PTP IEHEFHEIZ 2 R FBIFh:

> sudo phc2sys -c eth@ -s CLOCK REALTIME -w

22.5.2 ECE PTP-NTP [I#5

TERERE T PTP BUIRA S B 2 MIME S, WIRAILUERSERFAN PTP B8R ER T, T
THENALUER PTP MBS 1 E NTP BRS 231517, X TBENEERIHESWNEEA, #
BEiARE B EIZEIZIBR TN, X URRENEZPLNEERHNEL,

¥ ptpal 7l phc2sys ZREEBE NFER— I WEIZEORET PTP BE R4, AERE
chronyd EEENERS —ZORMERSE:

bindaddress 192.0.131.47

hwtimestamp ethl
local stratum 1

Q ix&: NTPAIDHCP
FINERT, H DHCP ZFiR#< dhclient UgEI NTP AR 28VIRE, X LIRSES
ANEINTP ECE., AFHLEHIMITH, BIRE

NETCONFIG NTP POLICY=""

(7£ /etc/sysconfig/network/config X&d) o
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This appendix contains the GNU Free
Documentation License version 1.2.

GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St,
Fifth Floor, Boston, MA 02110-1301 USA. Everyone is permitted to copy and
distribute verbatim copies of this license document, but changing it is not
allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional
and useful document "free" in the sense of freedom: to assure everyone the
effective freedom to copy and redistribute it, with or without modifying it,
either commercially or non-commercially. Secondarily, this License preserves
for the author and publisher a way to get credit for their work, while not being
considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the
document must themselves be free in the same sense. It complements the GNU
General Public License, which is a copyleft license designed for free software.
We have designed this License to use it for manuals for free software, because
free software needs free documentation: a free program should come with
manuals providing the same freedoms that the software does. But this License is
not limited to software manuals; it can be used for any textual work, regardless
of subject matter or whether it is published as a printed book. We recommend
this License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains
a notice placed by the copyright holder saying it can be distributed under the
terms of this License. Such a notice grants a world-wide, royalty-free license,
unlimited in duration, to use that work under the conditions stated herein. The
"Document", below, refers to any such manual or work. Any member of the
publicis a licensee, and is addressed as "you". You accept the license if you copy,
modify or distribute the work in a way requiring permission under copyright law.
A "Modified Version" of the Document means any work containing the Document
or a portion of it, either copied verbatim, or with modifications and/or translated
into another language.

A "Secondary Section" is a named appendix or a front-matter section of the
Document that deals exclusively with the relationship of the publishers or
authors of the Document to the Document's overall subject (or to related
matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary
Section may not explain any mathematics.) The relationship could be a matter
of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.

260

The "Invariant Sections" are certain Secondary Sections whose titles are
designated, as being those of Invariant Sections, in the notice that says that
the Document is released under this License. If a section does not fit the above
definition of Secondary then it is not allowed to be designated as Invariant.
The Document may contain zero Invariant Sections. If the Document does not
identify any Invariant Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover
Texts or Back-Cover Texts, in the notice that says that the Document is released
under this License. A Front-Cover Text may be at most 5 words, and a Back-Cover
Text may be at most 25 words.

A"Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the general public,
that is suitable for revising the document straightforwardly with generic text
editors or (forimages composed of pixels) generic paint programs or (for
drawings) some widely available drawing editor, and that is suitable for input

to text formatters or for automatic translation to a variety of formats suitable
for input to text formatters. A copy made in an otherwise Transparent file
format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image
format is not Transparent if used for any substantial amount of text. A copy that
is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without
markup, Texinfo input format, LaTeX input format, SGML or XML using a publicly
available DTD, and standard-conforming simple HTML, PostScript or PDF
designed for human modification. Examples of transparent image formats
include PNG, XCF and JPG. Opaque formats include proprietary formats that can
be read and edited only by proprietary word processors, SGML or XML for which
the DTD and/or processing tools are not generally available, and the machine-
generated HTML, PostScript or PDF produced by some word processors for
output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such
following pages as are needed to hold, legibly, the material this License requires
to appear in the title page. For works in formats which do not have any title page
as such, "Title Page" means the text near the most prominent appearance of the
work's title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose

title either is precisely XYZ or contains XYZ in parentheses following text that
translates XYZ in another language. (Here XYZ stands for a specific section name
mentioned below, such as "Acknowledgements", "Dedications", "Endorsements",
or "History".) To "Preserve the Title" of such a section when you modify the
Document means that it remains a section "Entitled XYZ" according to this
definition.

The Document may include Warranty Disclaimers next to the notice which
states that this License applies to the Document. These Warranty Disclaimers
are considered to be included by reference in this License, but only as regards
disclaiming warranties: any other implication that these Warranty Disclaimers
may have is void and has no effect on the meaning of this License.
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2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially
or non-commercially, provided that this License, the copyright notices, and the
license notice saying this License applies to the Document are reproduced in

all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading
or further copying of the copies you make or distribute. However, you may
accept compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may
publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed
covers) of the Document, numbering more than 100, and the Document's

license notice requires Cover Texts, you must enclose the copies in covers that
carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly

and legibly identify you as the publisher of these copies. The front cover must
present the full title with all words of the title equally prominent and visible. You
may add other material on the covers in addition. Copying with changes limited
to the covers, as long as they preserve the title of the Document and satisfy these
conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should
put the first ones listed (as many as fit reasonably) on the actual cover, and
continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more
than 100, you must either include a machine-readable Transparent copy along
with each Opaque copy, or state in or with each Opaque copy a computer-
network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy
of the Document, free of added material. If you use the latter option, you must
take reasonably prudent steps, when you begin distribution of Opaque copies in
quantity, to ensure that this Transparent copy will remain thus accessible at the
stated location until at least one year after the last time you distribute an Opaque
copy (directly or through your agents or retailers) of that edition to the public.
Itis requested, but not required, that you contact the authors of the Document
well before redistributing any large number of copies, to give them a chance to
provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the
conditions of sections 2 and 3 above, provided that you release the Modified
Version under precisely this License, with the Modified Version filling the role
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of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things
in the Modified Version:

A. Usein the Title Page (and on the covers, if any) a title distinct from that
of the Document, and from those of previous versions (which should,
if there were any, be listed in the History section of the Document). You
may use the same title as a previous version if the original publisher of
that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified Version,
together with at least five of the principal authors of the Document (all
of its principal authors, if it has fewer than five), unless they release you
from this requirement.

C. State on the Title page the name of the publisher of the Modified
Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to
the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving
the public permission to use the Modified Version under the terms of
this License, in the form shown in the Addendum below.

G. Preservein that license notice the full lists of Invariant Sections and
required Cover Texts given in the Document's license notice.

H. Include an unaltered copy of this License.

I.  Preserve the section Entitled "History", Preserve its Title, and add to
it an item stating at least the title, year, new authors, and publisher of
the Modified Version as given on the Title Page. If there is no section
Entitled "History" in the Document, create one stating the title, year,
authors, and publisher of the Document as given on its Title Page, then
add an item describing the Modified Version as stated in the previous
sentence.

J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise the
network locations given in the Document for previous versions it was
based on. These may be placed in the "History" section. You may omit
a network location for a work that was published at least four years
before the Document itself, or if the original publisher of the version it
refers to gives permission.

K. Forany section Entitled "Acknowledgements" or "Dedications",
Preserve the Title of the section, and preserve in the section all the
substance and tone of each of the contributor acknowledgements and/
or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in
their text and in their titles. Section numbers or the equivalent are not
considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be
included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to
conflict in title with any Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices
that qualify as Secondary Sections and contain no material copied from the
Document, you may at your option designate some or all of these sections

as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version's license notice. These titles must be distinct from any other
section titles.
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You may add a section Entitled "Endorsements", provided it contains nothing
but endorsements of your Modified Version by various parties--for example,
statements of peer review or that the text has been approved by an organization
as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage
of up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the
Modified Version. Only one passage of Front-Cover Text and one of Back-Cover
Text may be added by (or through arrangements made by) any one entity. If the
Document already includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you
may not add another; but you may replace the old one, on explicit permission
from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give
permission to use their names for publicity for or to assert or imply endorsement

of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified versions,
provided that you include in the combination all of the Invariant Sections of all
of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty
Disclaimers.

The combined work need only contain one copy of this License, and multiple
identical Invariant Sections may be replaced with a single copy. If there are
multiple Invariant Sections with the same name but different contents, make
the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else

a unique number. Make the same adjustment to the section titles in the list of
Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the
various original documents, forming one section Entitled "History"; likewise
combine any sections Entitled "Acknowledgements", and any sections Entitled
"Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this License

in the various documents with a single copy that is included in the collection,
provided that you follow the rules of this License for verbatim copying of each of
the documents in all other respects.

You may extract a single document from such a collection, and distribute it
individually under this License, provided you insert a copy of this License into
the extracted document, and follow this License in all other respects regarding
verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and
independent documents or works, in or on a volume of a storage or distribution
medium, is called an "aggregate" if the copyright resulting from the compilation
is not used to limit the legal rights of the compilation's users beyond what

the individual works permit. When the Document is included in an aggregate,
this License does not apply to the other works in the aggregate which are not
themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the
Document, then if the Document is less than one half of the entire aggregate,
the Document's Cover Texts may be placed on covers that bracket the Document
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within the aggregate, or the electronic equivalent of covers if the Document is in
electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute
translations of the Document under the terms of section 4. Replacing Invariant
Sections with translations requires special permission from their copyright
holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include

a translation of this License, and all the license notices in the Document, and
any Warranty Disclaimers, provided that you also include the original English
version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this
License or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications",

or "History", the requirement (section 4) to Preserve its Title (section 1) will
typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as
expressly provided for under this License. Any other attempt to copy, modify,
sublicense or distribute the Document is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long

as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU
Free Documentation License from time to time. Such new versions will be similar
in spirit to the present version, but may differ in detail to address new problems
or concerns. See https://www.gnu.org/copyleft/ 2.

Each version of the License is given a distinguishing version number. If the
Document specifies that a particular numbered version of this License "or any
later version" applies to it, you have the option of following the terms and
conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does
not specify a version number of this License, you may choose any version ever
published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace
the “with..Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the

Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.
If you have Invariant Sections without Cover Texts, or some other combination of
the three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend
releasing these examples in parallel under your choice of free software license,
such as the GNU General Public License, to permit their use in free software.
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