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1.1 #a

Linux B—PEEFIERCEBENLES AR (ZAF) , ARTXERFRER—&TEN
LREHITES (Z2EH) - WFAPRMES, LEARMEFENEIES MIEMZPEFERNEESR
BIEMRE?
BTEEZAFPEE, FTRAFINKELOAD FFME, UHERREMEMBEAM. LinuxBI5—
EBRRERE, BMEREREE (FIanRER) EXRFH, EhiFRFHIENR AL,
AEMETFNEMRELLGE, FEISEENEeBSEeEEREHR. JEETFELINE
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o BOSHITIRA IR (140, 5 PBKDF2. berypt 8 scrypt) FHREO<MER
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(ZeMazfisr) FRETAXBURANESAT,

1.2 O<

Linux R ERSFHEOLCKHNIEE. BERTREREZL, AIREUETEL MR AR FHS
o

MEHEFEEE@EAP TAREM /etc/shadow X4, BFMHEERANITENEEBMED
2, EtRNFEEERF ERBEANENOL,
EEREZIFERARHZE (NIST) 26 7T EXOSTHEREN (FJ7E https://
pages.nist.gov/800-63-3/sp800-63b.html#sec5 2 3% E)
BXRIMMEEOSHEENAT, FERNE 1737 "HiEigE” . BX Linux TS HIEIER—
BRIER, BEWE 259 “SHWIIE"

1.3 &

MREHRFEWNE, AUERENRKIMELTBRIRTS, KE bug BIEIMNT, HATLER
BB ERARS BRAHITILR, WFEFRS, BSQHTEMERNIE G E G AN
TEEER (BN /A ZIREENIEIZEME, HEMIRENERHE) -

HFERRER, —EQRRMARBIVEREEENIZERUNRRBREE KB, MRE
RUIMRIR A SHERIAR B RV EER, ERREEFBIFULEERY R E Linux &S
BXRSBVIER2BMNBERTED. Wi, TRIWNENEOHIEHITME, AIXE
PNEDFERITIRGE, BANBIEOXAHRGHRITINEE (WNER) . MREMEERER
(BlanfEzigE®) , MERGLERARZEERARXEHE, NREDRAETFEIANE,
NERAEAN, ERERMEEL, MELATHRREMHTEL. BFEIF, BNARTERE
BEXINBR THEEED. I, ENEEMBEREIRANEMEEERNE .
MRENENTREBRNERRMBANR, BESVHESDHITELERT. MRERK—FRE
REARICNERFNE, WEAEENEESHRENEEXHHEERERF. BRERBE KN
BEHEUERERNAEEER.
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SMEEFTIMNRE— 1O, RFLEEMWAESISHEERILESH, XNTFRELZS
EXEE, MUAZEFLL root NRIETT, MBARZIERERARBIEIIRT root MNIRE

BB — MBI Ro
BXESISMBERFTREOSHFAGEE, BEN (BEEER) ,% 18& “SITMEE
FF GRUB2” ,%18.2.6 W “RE5ITOR”

c EREEME. AXIFAER, BpR % 128 "INESXANH .

o A cryptctl MBI ENEE, EXFMAER, HAE £ 135 “FH cryptctl JIEE
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1.5 Xf#imie]

BT Linux RA—NSBEMEXSPRIEEN S E, XERPRXN FEHIX K S ZRERIR
EXEE, XEKE, BrUERAXHNIRREX N EBEX 4. BRMEGIENIHRNR,
RINBERT, KSEEHILEREER root 58, BE, REEEE (HIMNETHO) aEEER
Fifinle

—RER, PHITRDESHNMIGRREFERRHIEREN F190, L root tXPRIRE BFHB
HERELEVEN, NRIMHEFERE bug, WHETESFIALL bug ERHIERZER
FREEMNRARR T, MNEET RN, WalURERA IR,

BXRAT, BBNE 1917 EZSCHVIET M 1927 ACLBVLE” -

AppArmor #1 SELinux AFE AN AEFMBFRIEEAR. BXAT, BELE VES “Ed
AppArmor [RHEIHF %L VI 853 “SELinux” o

NRFEREB MPILREIRERARNINTILRIRERNBIREM (F190, BT 5| SELRASIFIRE
%) , BEEEIEMNE, SUSE Linux Enterprise Server A EMZE S HIBEBNIRERFEN DX,
BEXFAEE, BBNE 125 “NES XA

1.6 WK

RIFMERSENEXREENES. NHIRFEIPRATESZH OSIHERE,
TEEREHNARL, MERASHNNBE LA BETHTRMIIEMNE. EREMNER
/I (VPN) fEAMIERS ERMINZ 2R,

SUSE Linux Enterprise Server it 7 Z1E A FRIF ML :

* {&F openss AJLABIZE X509 iEH. XEER AT IFLZRSHITMEN S HIIE. &
A LUSE B SREBMANM (CA), HENKZPREEAEEER. BXFAER, FER
man openssl,

° AREERNAFRDMBAREED. ERBMMEANXAROHEE (RELER
) AREMNRS, MMANZREE. BXFAREE, BB E 235 “WEMHNA

stz 9
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* fF3 OpenVPN RIFBI AL EMYIENKREIAETEE, BXFAESE, SN
5248 “FcE VPN BRSSE: o

- HRARSERESHIIE. BXFMES, WENE 89 SHBIE .

L7 FRR

ARG PEENRRR, WEE 0] LA A SRR BCRE 2B R AR PR3 A &
%o MR F/ELE TIZFEARS (B0 HTTP BRSS) , MSERMIFRITEENRB, HEVRSA
ERER, ALElSREERLRA,

HItERA T BRI, REFEARBIERGRFUEBE. ARG, RABERNIR
NEZEMNASL L ULENA LR HNE.

FORTEROEIERE (F190, AEXEBNEFNERIBESERE) A%, B LUTRXEER
B, METREMADNRERE. EREERT, TUEREERHEL 23 bug &R
ERR, RASEDE— N 2HFERMBE (CVE) FSH— P 2H#FRITD RE (CVSS) 5%k,
ZAHBEBTIRARENT™E MY,

SUSE SiRMHZ2EINE, 18T https://www.suse.com/en-us/support/update/ 2 3%

8. https://www.suse.com/support/security/ 7 EiX#& CVE /SHHET ZELEH.
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1.8 EERWH

EESRHEEEMILTENER ST GEEENRY, SiERs. TR, BFERRHEN
Rootkite BEUHBENIMARERARKEITEN. AL, SFEERRAFRIMAITE, L
HEMKRMFREREE=H84B, SUSE Linux Enterprise Server EE T EEEEFIRME T ¥
MERF (BMHE) FIR. XU THE=FRHNEE, SUSERRENFIERHEHERE
Bo THIE, SUSE Linux Enterprise Server Wi B EERSNERGENE R, LIRKEST
B,

rpm - -checksig RPM FILE s r] ERMHENRKEMNREREEIER. AJLTE SUSE
Linux Enterprise Server B985—3K DVD LRIk A L E AR 28 LI B 2 ER.

eI LUER ClamAV FHRE R RIGMAS LREBERM. ClamAV el LAEMEIZ MRS,
SNERFARSS2RA0 HTTP IR, XA ERF BohEEN G 2 A Eid s,

PR FE P 4 AT LURL D B IMATTRES R KBS,

1.9 EERERT

UMRREEME T LRAETHRS:
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o KB AEECE NFELEFRAEREAMIIN B R BRIRC,

° RANRNZ 2RI,

o FERIRERVIRR NERME (B0, sHBhitENNER) -

1.10 IREL LM
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2 B PAM #{TH9I0IE

Linux FESAIIEHIEFER PAM  (FIHER S M IIERIR) (FNRARMNATER 28
BYFRIER. PAM ERERNRAFCTEENAA, BEILERINAEFEA LIEK PAM 18
Ro RENARRRU S DIENFIN TIEFRIEMEE S %o

2.1 PAM ZHA?

AABERNEEARZEEERIFNREITERANFELEN 5 RGN BIZF E L IhEERI
F. &8 PAM, SRSINFEISMHIIENSE (HI%0 LDAP. Samba 3% Kerberos) BYERARRT [
REFHITIAE, MtIEEETHNERZHE, BREXERAN—TAEZERNARERFNS
PBIENH PR FHEEHRIIERLAETEENIRR, SUREFERRNVES KR
B, RERFERRES SIEN PAM EREEXIEFERENE,

PAM BYBESB4E:
°* PAM &R, BTFHRESMNRIENGIN—ARZEE,
o [EBIENR, HPEE—1TZ1 PAM IR,

° PAM BAIBRSS, FEMEARRIERD PAM RIRHATHMNEIE, BE, RSEAFMAE
AIAER R FRR2 B, 5140 Login B¢ su. ARZ5E#R other BRUARINIBVRE F,

o RREE, TATEMMED PAM RIRAIHIT,

o BFHERITREA PAM EIRFAF LRV ST RG], WRPWIEE, WHITTF—1 PAM
RIR, MAERGIEAEURATERE: “Toin, #4827 ) “IENRIE" ZEIRYFRA RN
B Mo

2.2 PAM OB X4RVLE

a7 TV E PAM
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BFXHHECE (/etc/pam. conf)
B IRSWEEEMETE /etc/pam. conf A, A, HFEFFBATAMER, SUSE Linux
Enterprise Server FREAILAEEE.

HTFBRMECE (/etc/pam.d/)
KT PAM HEINE MRS (SHFEF) 1E /etc/pam.d/ BRPHERZEWEE X, 4
M, BILATE /etc/pam.d/sshd XEFH#E sshd BIARSS

/etc/pam.d/ THIXHEEXATHMREIEN PAM 1R, SN XHEEERATEXETARSH
17, MBITRZEEWMAMERS:

TYPE CONTROL
MODULE PATH MODULE ARGS

MBI RIE XA

TYPE
AEBARSSHIZER, PAM EIRERHLLIERY, REREWERBEBARERIRAE, W, —
BRI EOS, —MERIRBHRIRANAME, & —MERIEEAFRENIEE, PAM
B] LUR R FOFh R EIZE B AYAEIR |
auth
CERAFNEXY, FRFZEZREIENOSHITRE, BHAILBETHE RHEY
FHIE (BISNHESEATRERHE) SREIMILB M,

account
XMRBHRRIOERAF RS RBEAFMERIRSH—MRIIR. FlW, NMRITXM
OB URRERASRFEERRMIKFHNBFZER,.

password
XAPEARRIRN AR EBERASMIIESENEN, XBEE— 1M,

session
XMHERRRIRAREENEERF2i5. XERERESMRIEFIERE, LUERE
RENHEERFRTEIAE (BMFKF. TER. RARHF) o

CONTROL
1571 PAM RIREVIT . B MERE A LRSI MEEIRS |
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required
EHITEMIRIEZ AT, BIFTRINMIEEE IATEIRR, ELEEE required
MEHERKN G, BASENBEFEERRSHFE EMRR, ZERAFRFSWER
KEHEIESRKMATE S,

requisite
WA ETE ATERIER, RIBHLRERAIZE LS5HHE required 15
AIEIREML, BR, MRENEEMARTIRRENY, KiZEBImAFRERGEHER
BN IEEMER, NRMTH, NEELEEMER, MEHHE required &
AEfIEIR—1F, requisite fRERIAIEEATIESE, KEHITIERS (IR
FNELERGREEFT.

sufficient
RN EF B IATSHER G, BERANAREFSIEINEILERIIREEHA
FEABHEMER, BaRERZHIFMETE required IERERIIREM, F8
sufficient ARERVEIRKMUS B ERIEREGER, FIEMEENIEREKHIZRESBRY
I 347 20 32,

optional
HE T ERRRE NI A== EEFAEZEER. TSR TRARETER
(B3N, BRI WET BBE) MAREUEA#— S RIERIIER,

include

NRLGHIATE, MTELLMENIEE A SERET

MODULE PATH
A PAM BRI TR HZ, MNRERGTFRIAER /lib/security (3¢F SUSE®
Linux Enterprise Server SZ3F89F A 64 (UF A, BIABRIIN /1ib64/security)
F, NEFRRIEELXXHE.

MODULE_ARGS
BERTEW PAM #2317 RBNET TS PRYIZR, B30 debug (BRIAIR) =
nullok (RFFERA=ZOL) -
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54b, /etc/security TRET BT PAM ERMNEFBEEXMH, TITEXGXEEIRIHTIT
73 (HEEHE pam _env.conf #l time.conf) . £ PAM RSN BEFEER—H
PAM BRI%, XLRHFEERHVIBEREXHFNER, HREERRELIFTRANARER,

AT @16 PAM #EIRAYBIFEFILEP, IWES5IN auth, account. password #] session &R
RERBRARMINCEX 4, XEENES I YAEFN PAMEE, ALL, X common-* g
B PAM ECERZIR#ITHEFEEFRE PAM ECEXHHEHE, MESEERENS PAM BEE
X1,

Ze] LAEF pam-config TH4EIFEF PAM BB X4, Lt TR HaEHERAMEIREE. &
BB RIRNECE, HEMEEFRFRER (BHED) . ERAREMBDEETSHRT %
1P PAM BCEBYFRRRIA T T,

Q FE: 64 M2 LREARE
£ 64 (HRFRZEY, ERJLIEE 32 INAREFNEITRIFR, EXMERT, 5
REIR R 32 i ARZSHY PAM &R,

2.3 sshd BY PAM B0 &

A sshd By PAM B2 & 7951
f 2.1 : SSHD K9 PAM EgE (/etc/pam.d/sshd)

#PAM-1.0 @

auth requisite pam_nologin.so (2]
auth include common-auth (3]
account requisite pam _nologin.so (2]
account include common-account (3]
password include common -password (3]
session required pam loginuid.so (4]
session include common-session (3]
session optional pam lastlog.so silent noupdate showfailed @
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0 FHEIEEEXHEHET PAM 1.0 BhRZA, |AHBIRANE, ERFRATERTFRAKRLK,
® #E /etc/nologin BEHEE. WRAREE, NER root UIMIERIBFRE T EE o

© S|FUMEREREIE I common-auth, common-account. common-
password # common-session, X4 M4 EEESMIERILENIRINELE,

0 KEELKIHHIIRHZNER UID #IZ2E M.

0 ETEXARLRERNER.
BB EEEXGMASEE MEREMARMEIENN PAM BEE, ErIUTEEERENRAINEG
B EREERD PAM ECE, LIFl, 7€ PAM REES LRV ARRE, BEEFAR
FRENAREFMFIEREX . MIE PAM BB IHREBEXHHITH, S1RSH PAM
FCEEE B o AT BN EN.
E—1 include Xt (common-auth) JAA auth LR =ME
H: pam_env.so. pam_gnome keyring.so #l pam unix.so. iEBMWEI2.2 “auth &5
BERIAECE (common-auth)” o
$512.2: auth &5 H92RIAECE (common-auth)

auth required pam _env.so

o
auth optional pam gnome keyring.so (2]
auth required pam unix.so try first pass ©

@ pam env.soN# /etc/security/pam env.conf LUEB X HHIEENTET S,
ERIAFHE DISPLAY ZEIRBENIEHHNE, HX pam_env RRMEZFR LK ENMIE,

® pam _gnome keyring.so &3 GNOME ZHEHFERAFANERBZNOS,

© pam unixtR#E /etc/passwd #l /etc/shadow ERFHERZMOS,

B auth RRHERDIETRE, sshd 72RBEXEREERIINRG. #EPHE

required FHIIFENFAEEREHNTRINBIE, sshd FEEWFIEXEALERIES. MRE

IR MERARTLN, MRS IBEMARIR, FIbZfE sshd AU IEBR KB,

FRINANIBFRE auth FHAVAIEIRS, B ESE—%K include i8], EAFIHRMG 2.3 “account

o BIEMANECE (common-account)” HEYIEA, common-account (X&—MER

pam_unix. 05 pam unix REIMLERIEFBRAFEFE, N sshd U EIEREL L IERLTHRY

HE, ABRVIET—HIEIR (password), 0%l 2.4 “password ZHIFAIAEEE (common -

password)” BFfR.
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ff 2.3 : account ZHMIERIAEEE (common-account)

account required pam unix.so try first pass

i 2.4 : password ZBHEIERIAECE (common-password)

password requisite pam cracklib.so
password optional pam gnome keyring.so use authtok
password required pam unix.so use authtok nullok shadow try first pass

B4, sshd B9 PAM BECE{UH R—% include iB4), ZiBAS5IET password {ZRHERINELE

(fiiF common-password A7) ., BHNAERFERIRNEHIIESENERSEN, BN
FRINTER X LERRIR (ITHIFRES requisite # required) »
BHOLHS— M IHWILCIREBHTRLNE, XMUGERBT pam_cracklib HRH
B, FEEFERM pam unix ERHERE pam cracklib WEMRIBOSHHFOS, EILEFE
FROSELTERNHITEMEIE. EIEnIRERA eSS pam cracklib FAITHEE., &
HECE T account 3 auth FEERIBHOSKMBY, EMN{ER password iR,

2.5 : session ZPSFHIBRIAECZE (common-session)

session required pam limits.so

session required pam unix.so try first pass

session optional pam umask.so

session optional pam systemd.so

session optional pam gnome keyring.so auto start only if=gdm,gdm-
password, Lxdm, Lightdm

session optional pam env.so

/5, M session HEIFIIER (IRLYFTE common-session XHH) LURIEBHEXBAFPIIEE
KEEBESRIE, pam limits BIRMEXH /etc/security/limits. conf, EXHEFALUEX
REZSRBNERRE, BXAE pam unix 3R, pam umask EIRET AT IEEXHFEL
EiEin, BTIMESREE optional 17E, BEIMERIIAKIE RS MEBENSIFESIERR

FRIN5ER. SR ESEE, RKBRIAR session &R,
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2.4 PAM RIRHVECE

Hik pAM IR Z A ECEM, EEEXMHAIT /etc/security H, ATRENES sshd w48
FHECE XM - pam _env.conf #l limits.conf,

2.4.1 pam_env.conf

pam_env.conf AJAFENXEXIAM pam_env BRI AHAFPIRENIRENRIFIR. ERTFERE
RAUTEEMISIMR TS

VARIABLE [DEFAULT=VALUE] [OVERRIDE=VALUE]

VARIABLE
BIRENFIRZENZT.

[DEFAULT=<value>]
BEEABIGEHEMEIA VALUE,

[OVERRIDE=<value>]
AJBEE pam_env ERHIREMNE, SBEEIIME.

BXUMEFEA pam_env FEEURGIE DISPLAY TEMHE, SHREREERA, ZTEM
SME, 712.6 “pam_env.conf” HERTX—R,
f51 2.6 : PAM_ENV.CONF

REMOTEHOST DEFAULT=localhost OVERRIDE=@{PAM RHOST}
DISPLAY DEFAULT=${REMOTEHOST}:0.0 OVERRIDE=${DISPLAY}

55—174% REMOTEHOST ZEMEIRE N localhost, & pam_env REEMETAEER
K{FAZE, DISPLAY TEXEE REMOTEHOST B9{&, 7E /etc/security/pam env.conf
RO ERE A LU EFAE R,
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2.4.2 pam_mount.conf.xml

pam_mount AFEERMAREHAFEER, UREIHHABMPOX GRS 2EAREHRFIE
AR EXERVIMEHHHEXEFER, FRALGEMTEEH —15TER /home BR (Bidi%
BRAAEAERAFEER) , MENEHIRKERNAFNERR.

L4 pam_mount f5, /etc/security F=iRfH pam mount.conf.xml BUiEiR, EFMTT
man 5 pam_mount.conf A LUIKEITTREAIRE,

BILAfERR YaST SERCLEThRERN B AT, 1EFEMLL1EE > Windows 15AL 52 254 > & 5% & LUK
X4BRSE 2R, BB (EHEEEER) ,5$20E “Samba” ,%$20.5% “MEFFH .

Q & LUKS2 %%
cryptsetup 2.0 FERMT LUKS2 #5F; M SUSE Linux Enterprise Server 12 SP3 7
8, SUSE Linux Enterprise Server 7£ pam_mount FE& 7T LUKS2 ¥,

2.4.3 limits.conf

BILATE pam limits BHISSIEENA limits. conf FEFHFASHAIRBERAKES], & X4
RTFIZEERE] (BPREEEBHAIRE)) FMIKFRE (BPal AEHIBHARED)  BXRIEEFNED
HFAER, 1580 /etc/security/limits. conf FHYERR,

2.5 {#MH pam-config Bt & PAM

pam-config TETIEBEERELF PAM BEE X4 (/etc/pam.d/common - *) F1ZNEERY
NRREFRE, NEZZFHERNYIR, 15EH pam-config --list-modules &<, FH
pam-config LRI LAER PAM BEE X, RIRFETIRIRAINE PAM BCE, MIBREMREIR, 3¢
BEOXEARIRAIAT, Foke/ PAM BBEX 4R, TREFhEBENNAERL PAM IZE,
pam-config AY{E R FAFIEE:
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1. BRVER 2 Unix #¥3X PAM BZE, it pam-config SlEREEMAITIRE, HIELL
[ B, pam-config --create ap<8IEEEH Unix BPRIEALE, pam-config &
RGP EREXHBHES, EXLL *.pam-config-backup R RERE &% E!
z,

2. IR B PISIES %, EidEEA pam-config --add --sss &< A LA PAM 1
RIS B HIRIEAE (5180 SSSD) . EERAMIERT, SSSD B ARMEIFRE
common-*-pc PAM B2 & X4,

3. mIMEARLETM. AREFNSHIIEIERTEATE, BXFE PAM iEXig
EF2EIRX. pam-config --add --sss-debug s<E 5 SSSD FHXH) PAM 12
EBRAER, EeILUTE systemd BHizHhEFRERBL (BEL (BiBEm) ,$821E

“journalctl: &Eif systemd Hi2” ) . BECE SSSD, i5BEME 5.8 “fEH SSSD
&EIE LDAP BHIIE”

4. ERENIEE, ERANABERNH PAMIREZA, BREZILEESTESTERMFR
Bk, pam-config --query --MODULE sa<2FIHFIEZE AN PAM BRIV
T

5. ERIARET, =5, HENEEMERSHEN, BEMNEEFPEFREIXIED. pam-
config --delete --sss-debug @< B[/ pam_ssh.so HREAER. NREANHE
ARSI T VAIRED, 15 MBI S XK FX LRI,

B X pam-config AL AT AIXIMAIFAESR, 1550 pam-config(8) FIFM DL,

2.6 FnhfcE PAM

NRERE T Foh eI B4R PAM BBEX 4, BHRERNXEXHEF pam-config,

LI&fER pam-config --create &3S MKFIACIEE PAM BCE X 4R, LEap<HOIEM
common - * E| common - * - pc XHHIFTS %%, pam-config (&K common-*-pc BEEEX
. AR XERFSEERSBYNERER pam-config, E/ pam-config 1X3F common - * - pc X4z
17, MEZERSHEENERT, XEXHTREER.
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=5 EEEERHRE S pam systemd. so

MNREECZEBCH PAMECE, BN EEBE N session optional BY
pam_systemd.so, AEE pam systemd.so AJEER S systemd F5SRHIH I
B, BXAMT, 15BN pam_systemd.so BFMTT,

2.7 ECEZAHERFIFER U2F Z1A

AT EFMERIERHESHT 2, ERILUER pam-u2f HEZR LUK YubiKey 1R £ZHHY
U2F TheeEcE W E B H101E.

BRELHRFLIGE U2F, BRERZRSEIKFEXEK. 25, BRAKENERZE

tHo LUTHDWRAT b=,

2.7.1 ¥ U2F A5 ERIKF KEX
B U2F BIASEMIKE KB, BIRL T BRIRE:
1. BRIHEH

2. 1@\ U2F &R,

3. QURAT 7S U2F BRRENAR:

> sudo mkdir -p ~/.config/Yubico

4, T1TE M ECETTHY pamu2fcfg <!
> sudo pamu2fcfg > ~/.config/Yubico/u2f keys

5. HIKEFIRNNREY, ARIRE R M= LUBIAKEX,

BiEREM U2F g%, AILUBTIEITUTHSRIZE:

1. BT TEH<:
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> sudo pamu2fcfg -n >> ~/.config/Yubico/u2f keys

2. HigBFRANREY, ARRE RS USIAKEK,

ATIREREM, AL EEXAEMRAMIEZ TR sudo R BEEBAXHRER. FIWN,
RKHBE /etc BRF. Alt, BRITUTIR:

1. /£ /etc HEIE— B R:
> sudo mkdir /etc/Yubico
2. BohelERIS G

> sudo mv ~/.config/Yubico/u2f keys /etc/Yubico/u2f keys

Q 7 B u2f_keys HEHEBIAMIE
MR EE B EIZIAB R ($HOME/ . config/Yubico/u2f keys) LUISMYBEF, M
FEE /etc/pam.d/login XHHRMMENERERE (0% 2.7.27 “Ei PAMECE” FR
R)

2.7.2 $E# PAMECE
BIE U2F BARERE, BEERRL LK PAM BEH.

1. TH /etc/pam.d/login Xf4,

2. ¥ auth required pam u2f.so —{T/RMEIXEF, WFFAR:

#%PAM-1.0

auth include common-auth
auth required pam_u2f.so
account  include common-account
password include common-password

session optional pam_keyinit.so revoke

session include common-session
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#session optional  pam xauth.so

3. MR u2f keys X1 ZEI $HOME/ . config/Yubico/u2f keys LUSMOE MR, N
FEE /etc/pam.d/login PAM XA authfile %, 0 FFRR:

#%PAM-1.0
auth requisite pam nologin.so
auth include common-auth

auth required pam_u2f.so authfile=<PATH TO u2f keys>

Hrh <PATH TO u2f keys> R u2f keys XHBIEIERR,

2.8 EZER

R4 pam-doc #FEfE, AJLITE /usr/share/doc/packages/pam BFEHE LA THIINX
/=N

README {4

FUHBERNME, E—1 modules FEREM T AR PAM 3Ry README X f+,

Linux-PAM A EIRGIERE
WX EERAEIERNZ T BINEX PAMBFRIERNS. EITIET—&RYIER, MEEX
HH9EE S PAM I 24514,

Linux-PAM iE3RB S A B FM
XM AFEANRHABEN SN ETHITT 2L, BUHTAEXNARESRFAFEN PAM &
RIS B

Linux-PAM R BIEFEF R A RIS
X ESEFER PAM ENNBAREFEHF X ARFRE T RBINFIERS.

PAM FA 51
PAM e HZ-MEREBFEM 7 FAMTL, HPLEER TFREHAFIIIEE,

20 B%{58 | SLES 15 SP7



3 {E£F NIS

HWEFHZD Unix RAEEILRIALRIRE, FrERFPMAS 93T ZMEPHY
FrEItENIME RS HAMEEREEE, WENIZXMAFER: FERPERMS
BN, HIMREHANIZBEL . BILUEE NIS H NFS ARSERLEIE(E. NFS &
MEDEXHRS, FAEEIFEN (EHEEERM) ,F 198 “BENFSH=EX
HRER

NIS (MKREEARSS) sl E—MEIREENRS, BTEMNSKIRE /etc/
passwd. /etc/shadow#l /etc/group BINZR. NIStHAIBEFEMBR (WNiEH
/etc/hosts 3 /etc/services ZEXHHINE) , BEXERENA. A1EE
NIS #REYP, tHFIEMEHRH “BIFHEI .

3.1 FEZE NIS fr5528

BERBIMEREZNISER, BRE-GRSR (XRSH[) BEEFRERFE, AEBLEZA
NIS NBRRSS AT RERS[IEKRILER, AERKESPLESBEIEF o

o ERANKRE—S NISIRSEE, BENE 31171 “ILE NIS RS SR,

o NREHNIS ERRBF|FRHELIESHEIMNERSS2E, BHRE 31110 “FEE NIS RS
25 HFTRIRBEERSEE, BE 3127 EE NS NERSEE PAAREFHNFIREMN
[BRRSS 280

3.1.1 EcE NIS 5528

EfEMA YaST BIE NIS fR$S23108E, 1BLL root H14IE1T zypper in yast2-nis-server @n
LREZLE yast2-nis-server R, BANMBEE NIS FARSE, BRI FAIRAREE:

1. [F5h YaST > W4EARSS > NIS ARS5 8.

2. MENEPRIFE—G NISHRSSEE, HEUMRSIF 7 IERRF NIS MEIRS 2RI EAR
588, IWRFELEHHIRE NIS RS, YaST RLREFENEFEo
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() =7 DREMNIS RSR/MMY
NR NIS fRSFEREF B L RENEE L, FEIREOE NIS TARSSZKENE NIS £
ARS588.

WIS RARS (NIS) BRS5 2RI E

LRk BAERE NIS B,
WERS NIS RR=,

IEFERITHISIE

(=) TEHIGE NIS EREZM)
O EFHEE NIS MNERSS(S)
O FRITEMIREHEHIRED

@ | | ew || BE®) [ Fsm

B 3.1: NISRS2igE

3. HEEZ NIS g & D :

a. WA NISIEHZ,

b. BEEEXATHHWE—TNISE R, EXZENEEENZE NIS BRI (fE
FAFBEBEMIZ NIS RS 2RERH A REIE) o

c. MR NIS frSBHFFER A EMFIIFRI NIS MEARS SRS 2R, 1BHEFREH
MIE NIS BRS5 2817 7%
RIERBRET 73 % IR Be SE IR MIE NIS BRS5 2577 EHEECER. BRI LUINEREBRET
(k3 TE N EER NP EN
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d. EFEATFENOSUATFEMNEHNBER (A3t AP @D NIS RS EEAF)
BERHEE NIS RSE28 EMOS (FEE®S yppasswd) o XSBCEMNIFER GECOS

FEMAVFE S F I ET,
PCHEZMAAHS &

“GECOS” EMERFERILIER®< ypchfn B
“GhET AVFRF RS ypchsh ERgEEIASNT (4N

M Bash tJ#2%l sh) . FIrHmTE /etc/shells HFE X EA—II,

e. EERFTH I AIEHRYGE (6 YaST i&ER NIS ARSS2809B A IEIR B

FAREEGE
NIS 155
Erampieizon]
L XEEHHBR— NIS BPIR(C)

o ETHEIME NIS IS ETEEE)
| HER S 3 & (rpc.ypxfrd) (F)
EHO%

AFEROLP)

_J A FEY GECOS F

U iFEER I
SuSEfirewall2 BFAA3EIRE
U sTHpdas s O F)

IAIBEEER

| BASEET(D)... |

|HELEREO..

| mEen |

3.2 EMRSIWMKE

L awR || mEE || F-so |

f. BE TP REIUIHEE, HRFEHELFHEEHITHMGE,
HE2FEE0EEMRNIS RSEVEER FRIAN /etc) o Lboh, BAILITELL
EHO%, ZEBENAE, UEETRAFMWIEXY /etc/passwd. /etc/
shadow #1 /etc/group SIBAF#IEE. IttIh, IBFHE NIS NiRENE&R/NEFF
6 ID, BEHERMIANZEFHRE E—RR.
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NIS FARSZZMATIZE

YPRER(Y)

‘,’etc ‘
U aios

R\UID B\ GID

0 I+ (o S

-

| mam |

B 3.3: B NIS RSRERHEI X

| mo || mzo

. NRFRIBRATIECIFIME NIS iRS5 255777, MAAANBIEMBIRSBENRIRIR, A

BET—%, MRAEFEEAMERSE, KHLSHEEDE,

. BETEINEEPHITHIREFERE. 155 NIS RS5230R5Y, EIEM NIS BRSSHBEHERF ik

HER DR, FPRINKEMEURER K, EFE T —D AR IEXEE,

EFARMREY, ARBRE T —IHER,
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NIS B3 23BRETIS E
BRSI (M)

[+ auto.master
| | ethers
[_] group

[ hosts

|| netgrp
|+ networks
[+ passwd
|_| protocols
[ rpe

|| services
|1 shadow

| o) | | mrw || BE® || F—5mM

B 3.4 NIS fRSZ:RMIHZE

7. FERILAE M NIS BRSS B EN. BT R EMRNARERAN. FREIMEREN. EE

25

BILAM NIS RSS2 RIXFR B INEBHIER, BEARNEWE, EHFIERT, NEUT

PRI ;

255.0.0.0 127.0.0.0
0.0.0.0 0.0.0.0

BATNEESHEN (BINIS AR3388) EHi. FIWMARITIE N MRS HELEIF
Ko
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NIS [REBEWENIEE

FEER v P
255.0.0.0 127.0.0.0

CFme || w80 || #so |
| e | | sE || BE@ || wHE

B 3.5: 79 NIS RSS2SR EIRRINR

8. BETAMUREFENHERRILRE.

3.1.2 FCE NIS MERRSS 28
BIEMETEERM NIS MRIRS S, ERITT ATk

1. B5hYaST > WLEARSS > NIS ARSS 28,

2. EFRLEHILENIS MNERS S, ARBEE TP,

0O &7
MRITEN LB RE NIS RSB35, NIEETERETOIE NIS MERS 25RO
NIS MERRSE 28

3. 5T NIS NBRRS BRI E

a. A NIS i,

b. WAEARSSBHIENREL IP Hiik,
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c. REXAFHWE—TNISEFiE, FHAFEBELRSHELEER.
d. BIFTA A ER G SRR A IEIR B,
e. %EE—F_io

4, MINATLLAEIR NIS IRSF 23 EN.. ml@d R EENIZHERAIN. wEXMEFREN. EE
AT MHRE NIS fRSB 28 RIXIERBIFTBEMNES, WNRAIMEIEMERIXIERK, 1HEHE T
=i

255.0.0.0 127.0.0.0
0.0.0.0 0.0.0.0

B-MATNEBCHEN (BINIS BRSS:8) EiE. EIHMATFIE SRR —MNENE
MmARSS 2R IXTERo

5. BETHN, REESFIEREILE.

3.2 & NIS B iR
BT (Euh EERA NIS, EHRITUUTIRE:
1. B5h YaST > F4EARSS > NIS B .
2. EFR{EMA NIS 325,

3. WA NIS i, XEHBERIEEMIEZE DHCP WREIRERASIMNE IP Hilit, &% DHCP By
=B, 1580 (BIEER) ,%B40F “DHCP” .
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NIS iR ECE

O FEEF NIS(N)
(») {EF NIS(U)
NIS 22 i
Netconfig NIS 8B&(P) EE MR (U)
B = | |
NIS 15(1)
|example‘com
NIS AR % 22a01tit(A)
|192.168.1.113 |
O r&e) | (D) ‘
Fithn NIS 45
- gEE |
SuSEfirewall2 B9 AIEIRE
¥ AFBAERNEOE | BAEEEO). | | sxK.. |
BERTAREN LT A SR ViS5 .
me | L weR | mRE | wme |

3.6 : 1ZE NIS BRs32piE At

. NGB NIS RS E8H U= R OMREMIE, MRERFIE NIS ARSS[aIMIE, BREHE

ik YaST #REHFAFRE NIS R5588, RIFAMMENAN, IEERIESHEER
Kiial, [HEAEIRERNRSSHLAMNG, TR I NIS RS28.

. IRIEAMTR, EeIaER8E0E automounter, MIRFE, ETEaTEEER MY,

. IREARFEHEMENEBEWENZ A IHEEERNRSESE, BRITREHERAN

ZintzEN, WiEPARSESSEAE, B RSB RIGED IR @RS SR E
2, BXEZEE, 155K man ypbind,

. BESERUREFEEHIREIZ YaST =610, IE, BHNEFiE EEERELY NIS.
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4 {£R YaST g E S INUEE F i

Kerberos BT &175%IE, M LDAP BF#MNAITIR, MERILESI{F. BX LDAP
FIEMEE, 1B8IE 5= “fF/ 389 Directory Server B LDAP” ; B3 Kerberos
FRMER, BEBWE 6 & “F/ Kerberos iFTTMEE BB I0IE"

4.1 f£A YaST BEC& S 1nI0iEE P im
VaST AVFER R RN EAEE P S HRIT:

e AFREFEIR: BEWRSE (BFA LDAP) MAFSMHIWIERS (G&EH Kerberos)
HEEER, WEMETF SSSD, EAZHIER FRESHATFMA Active Directory 1%,
57327 “FERAFPEZREENNA Active Directory” TR T LEER,

e Windows l#F;53354#&: I Active Directory (EZE{#EF Kerberos 1 LDAP) , LHiEIR
EF winbind, RiESHETIA Active Directory 13 (FIRMAIRME NTLM HEMEES
) o
£ 7337 “ER Windows IR ZEMANN Active Directory” HRiT4E T SR,

4.2 SSSD

YaST AR MERETF SSSD: A EFEIE UM LDAP # Kerberos H173011E,

SSSD IER AR LRSS TIFER. SSSD RS5RIHAFHIEMNIZEZBRIRSEN, HIEESHE
iEF5% (5130 LDAP. Kerberos % Active Directory (AD)) . EiXiR#t NSS (ZFRARSTR)
M PAM (RIHENBPIIEER) ##0,

SSSD AIEAMIEF AP BIEH AL AP EAXEHIE, BMELFRNERERS (FH) Ay
BB ANt

4.2.1 WERS

BITEA YaST SMIIERRIG, ErILERMU Tt E SSSD BEEEIETT:
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# systemctl status sssd

sssd.service - System Security Services Daemon
Loaded: loaded (/usr/lib/systemd/system/sssd.service; enabled)
Active: active (running) since Thu 2015-10-23 11:03:43 CEST; 5s ago
[...]

4.2.2 4EiF
AT AFBFEESNRIEEREATANER, SSSD XFRHEER, AFEEEFEEEAN, XHER
K*—ERFEEIRHBERAT A,
EfRFRMN, 15i51T sss_cache -E (f5< sss_cache B4 sssd-tools BY—&B
) o
EERR SSSD 877, 1BiB1T:
> sudo systemctl stop sssd

> sudo rm -f /var/lib/sss/db/*
> sudo systemctl start sssd
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5 {#H 389 Directory Server #J LDAP

224 B RiFRMIY (LDAP) RARARIMAIFEE B RN LDAP alTFHITZ
ESS, BINEFRMASIE. RAEEEEMMUIEIR, £ SUSE Linux Enterprise
Server 15 SP7 #1, LDAP ARSZHEX{LT OpenLDAP B 389 Directory Server 12fit,
HEBAT, PORSHESFMEFEEET—TERHP, HERBPREXHNREES LBIRE
B, EMEIREEMNAERESEE#1TiAR, POEEERD T HENEET
#F LDAP XTI ENF DN AT LIFARR A g Z N R F N AZF eI R X LEE B,

X BB B REFR EBIE—MEI RIS IREE MBS RV EIEE, FHEELWER
PRMIERBEFES KRS, BEAEEER. X, @S EMaemH RN
LDAP fRSS, MEAEUIREENENEERENBEIREZ KENHIET N,

5.1 LDAP BRI

NTITEE LDAP BERWEE, FHRM LDAP HXMEARARNE, MNREHEK LDAP, FHIZH
RE 5.3.1T “REFAY 389 Directory Server 32"

LDAP BEREBEWM LN, BRPMFAED MANR) ELEREHWHPHERENMUE, LHE
REMTTRERIEEW (DIT). FIRIANTERZ (FTLBBHIRIRIZIN) FRA¥ZIE (DN), M
IR R EAERFIHIE (RDN) F7iR. #5712 SEFIERFFHFIETH RDN #2ERT,

LDAP BERWHPHXRETHIPLABAE, WE 5.1 “LDAP EZHILEN" FimRo
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dc=example, dc=com

5.1 : LDAP BEMI%EH

TENEZ— T EHNEREEN. HPERT =1 BRENDT, S1TNETFE
FH—ME, EARFIF, BRI Geeko Linux HREBEMFIRE A cn=Geeko
Linux,ou=doc,dc=example,dc=com, ZBZAFE&EIRF RDN cn=Geeko Linux FINZEIgE]
B1f ou=doc,dc=example, dc=com FJ DN R A,

A[7FETE DIT PN RAL B ZRBNELBHEN, WREEAMRERE. WREHBEHMN
] LIS ELARX R BE . NEE S LDAP IRER[ I LUIERNAEXRENES. BIERE
M EIERE, HiEE. INFMEMITABRNEEN . LDAP RSBIIEE—ATESHIFRH
TENZONE, NMREREEREEXNE, oJLUEHE EHE LDAP RS 28,

F 5.1 “SRNZEANEE" BT RFIFFTE 00core. 1dif M 06inetorgperson. ldif
PR RENERERE, SELFHNEY (WEREMY) MBEMNEME, %3 389 Directory
Server f§, BILATE /usr/share/dirsrv/schema H#kEIXLEI,

®5.1: FRAMNKENREN

PO £ BaX {5 HREMY
domain AR IREA AR ER ANl displayName
organizationalUnit 4HALRET documentationdept ou

32 LDAP B RiBy45# | SLES 15 SP7



POE ES aX 5T BREMN

nsPerson AEW K EEEMNFE S  Tux Linux cn

ANEXBYERHE

5.1 “CN=schema HiE%" BRTEIMPNEIESHIBEFE MERER,

f515.1 : CN=SCHEMA KR

attributetype (1.2.840.113556.1.2.102 NAME 'memberOf' @

DESC 'Group that the entry belongs to' @
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 ©
X-ORIGIN 'Netscape Delegated Administrator') @

objectclass (2.16.840.1.113730.3.2.333 NAME 'nsPerson' ©

©® © 066 66 6 00

33

DESC 'A representation of a person in a directory server' @

SUP top STRUCTURAL @

MUST ( displayName $ cn ) @

MAY ( userPassword $ seeAlso $ description $ legalName $ mail \
$ preferredLanguage ) ©

X-ORIGIN '389 Directory Server Project'

BEERNEIR. EE—RIFAT (0D, #FEN) MEMMNES.

#8T DESC X iZEMIRMAE EH . EIRR LUSHE XFrEFHIMERN RFC,

A RFEZEEFREELE, T804, ER— M REAKRNEMERFRF &,
NETR (FINmMBEMER) AIKIR.

W& nsPerson BE X LA OID LIRIZMRENBIFFK (5RIERIENZEM) -
X REMEE A,

SUP top THETUNEREFMBEF S — TR,

MUST 54203t nsPerson KRNI RERIFTE B IELEL,

MAY 5l el It 3 REE R RIFE B I KA,
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5.2 79389 Directory Server SIZ2FMEIE Docker &
5

Q 1=
A MBFEAND; MRS 389 Directory Server S25I¥EA Docker B2, FBEXR
Ti. B 389 Directory Server LHIREMAZL, BFELEHRNT,

Z 032 389 Directory Server SKEIFIEE N Docker B2ZHITEIE, BESWUATRAI:

IREVERFAEY 389 Directory Server B
E MR MR PIREVE A 389 Directory Server M, 5T TS

> docker pull registry.suse.com/suse/389-ds:latest

eIEHME
BRARRCENE, BBITUT TG

> docker volume create VOLUME

EREAEEESSE
BERAERARECERS, BEITUTRAS<S:

> docker create \

-u USERNAME \

-e SUFFIX_NAME="dc=example,dc=com" \
-e DS_DM_PASSWORD=PASSWORD \

-m 1024M \

-p 3389:3389 -p 3636:3636 \

-v VOLUME:/data \

--name INSTANCE \
389ds/dirsrv:latest

JB%h 389 Directory Server BY Docker 23
EFJnh Docker B8, BEEITUTRAIGS:

> docker start INSTANCE

34 79 389 Directory Server glZ2F&EIE Docker A28 | SLES 15 SP7



{EIE7EiE1THY 389 Directory Server B2 HITH S
WNRA2E (PID 1) WEHIZIEEIRTT, BRI UEHE U TEEEIETEIETITH 389 Directory

Server B8 EITHS:

> sudo docker exec -u USERNAME =-i -t INSTANCE COMMAND

Q x&E: COMMAND BAFTHIT
BiTHIMTHIEES I SHHGHS, NAERETIEITINRIE. Hla0, &aTLL
FEMIINEIAZRE sh IMRHIBEITHS:

> sudo docker exec -u USERNAME =-i -t INSTANCE sh -c "COMMAND"

{1k 389 Directory Server B Docker B23
E(ZIFIF/FIEITH Docker B2, BBITUTRAIGS:

> docker stop INSTANCE

%% 389 Directory Server B Docker B23%
E X% Docker B8, IBBITUT RIS

> docker rm INSTANCE

5.3 &% 389 Directory Server
B LA T dn ¥ R4E 389 Directory Server:
> sudo zypper install 389-ds

LEE, BBE 531 EEIH 389 Directory Server S23l7 R IGBIRS 28,

5.3.1 I&E¥AY 389 Directory Server Sl

SEEFEA dscreate <R EIEFAY 389 Directory Server 327, H{EA dsctl oMK E
PRIXLETA,
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A E T BE XERE X4 UREF B E ARIR X X mih A TR E M I L6l T
MAASERI, ERILAER BohERBER, MARHITEREN, I, WFEF=RSE, Wi
FAREZIERFFHI TERABENEN,

AfE, CEEREEESMEIL, EEAFRMA, HEESHRS.

389 Directory Server H=F Eap<15Hl:

dsctl
BIEAMIG], FE root R, EXREERIEITERRSBEEXLFINEIR. BTFED.
ZIEME D EERE U H 1T E IR E,

dsconf
BFEEMRERSSNEETE, mhadLfpsrsfiz0EEHERE. X1F, BELL
EiZEf LIt E AL E,

dsidm

BTEHERE (BEAFA. 4. 0LF) . NREpREFIRT, FHit, #Fms, AR
A EEHCHO<SHENE Sk BT,

RITU TS BERE— MR TURMAANERLE, FrEPERDENRAID
1. FHEBENXEEXH 6% 389 Directory Server 243

2. ETF1&E#xE%E 389 Directory Server 324l

3. BRERATAMBENEERSMEIE

4. E1E LDAP AP

5. 3 SSSD E1E LDAP B4I8iE

6. EIRHEM

7. SN TLS IS EIEHMEA

5.3.2 {HEHABEENXAEXHEIZ 389 Directory Server 3241

S BTGB EE X EXHFLIEFTRY 389 Directory Server 32, XK
INF #&3, EalAMEANEGZ,
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ZIALHIRBFRA Localhost, SIBLFIE, ELEEREFRIF. RIIFECIEE LGB,
MABERIIARTR, XEEEEEREHENEZ BRI EERINA TIEN. LUTxRA
fEFASEH B AR LDAPL #1f54% dc=LDAP1,dc=COM,

5.2 BRT—1A BT 6% 389 Directory Server LM RAIBLE X, &R LUEHIFHILER
BRI,

1. BLUTRHEISH LDAPL. inf EFIFIEMNEBR:

{51 5.2 : £+ 389 DIRECTORY SERVER Sfjlp9ER & 24

# LDAP1.inf

[generall
config version = 2 @

[slapd]

root password = PASSWORD @
self sign cert = True ©
instance name = LDAP1

[backend-userroot]
sample entries = yes @
suffix = dc=LDAP1,dc=COM

0 ITHXNFRIES, ERXEMRZ 28 INFIZEX M.

® Juldap AP cn=Directory Manager €l#38< root password. tLAFBETF
EE (WE) FIBER.

© 7f/etc/dirsrv/slapd-LDAP1 HEIZBEHRE LIRS RIFH,

O TEHRKRFIPIETRGIA P AAD,

2. EiR#EM 5.2 8 389 Directory Server S£ffl, BEITU TS

> sudo dscreate -v from-file LDAP1.inf | \
tee LDAP1-OUTPUT.txt
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. LR an <RI AT IR ZEERSE S, %—

X B FIERE R EFREERD, EAFEHEFMEE LDAPL-OUTPUT . txt /1, F
ERA—DHALE—NIER I LDAP RS 28, ¥l EaXEERANERE. R
BARRREXEEE, BERRZHE<SH | tee LDAPL-OUTPUT. txt &F43,

. R dscreate ik, BEREESIFERR, BIEFREREGE, EFRZEG (B

WAL 5) FEIEHETLA,

. NRLERLN, BRE Completed installation for LDAPl, MEIFARSZEAVIR

.
JON

> sudo dsctl LDAP1 status

Instance "LDAP1" is running

ZmSHITIEIETT, MASEREG, HEHREEE
P&, BES --do-it EERE LS

> sudo dsctl LDAP1 remove

Not removing: if you are sure, add --do-it

> sudo dsctlLDAP1 remove --do-it

e LE R EFARTEBRENHEBIFBISEG, &R UBOHIRPR R RISAR IZ M AFRE
Bl

INREZIE T SEHIRYRTR, FIfERA dsctl FIHFrASEH:

> sudo dsctl -1
slapd-LDAP1

5.3.3 ETFIEREIZE 389 Directory Server L4l

AILUf#EA dscreate 55 /¥ 389 Directory Server S2ff| Bh I EIER, XS BIE—MER,
EO] LR EEEERZAERE TR, MFEFRSE, BEREZERHBIRBEECHNERETE
Mo BUNBEERRXXGPEHEIRA, HE I, B#HITEN, BICHEIRRAEHRANER
OB, FrEIRTEA IFANE,

TENTHISRERBHE stdout:
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> sudo dscreate create-template

XBEBFIRFECERR, BE, EBuMEIE— N XHATEIEH 389 Directory Server £, &
BILART LSt PE R A

> sudo dscreate create-template TEMPLATE. txt

TEHEMX 4RI

# full machine name (str)

# Description: Sets the fully qualified hostname (FQDN) of this system. When

# installing this instance with GSSAPI authentication behind a load balancer,
set

# this parameter to the FQDN of the load balancer and, additionally, set

# "strict host checking" to "false".

# Default value: ldapserverl.test.net

; fTull machine name = ldapserverl.test.net

selinux (bool)

Description: Enables SELinux detection and integration during the installation
of this instance. If set to "True", dscreate auto-detects whether SELinux is
enabled. Set this parameter only to "False" in a development environment.

* O H OB B H*

Default value: True

;selinux = True

SESNENMERREERLEED, HINRAFENTERER® ERIRFRHN
full_machine_name) o RIRIFERILS IR EIE—HTSES:

> sudo dscreate from-file TEMPLATE. txt
X=BE—1E 7 localhost BIFTSEAI, HECIEEEshEENZIEM:

> sudo dsctl localhost status

Instance "localhost" is running

FEARNMESSE— MR EEBITHES, FIEtr] UENELLE,

RIBLAfE, BT EENLART. RFCIEBCHLGZIR, MABERIIARIR, XEEA
BREEREHENRSZ BRI SIERIMNMIE. Ak, BEBUEERE ;instance name =
localhost 1734 localhost EAAEIEFEN R, TELUUTREIG, SEHIRBFEA LDAPL,
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S—IERNENEEHEGPIEFRGIRF A, BUEFER ;sample_entries
no Be{ yes. X=EIEE demo_user #ldemo_group.

B EBCHERE ; root password #HEEIAOSBBRALECHOSKIZEOS,
BIRTSRIBEINGE, FLENTE suffix (THEBEBECNGES, NTFFR:

no FHi&

suffix = dc=LDAP1,dc=COM

FILAER dsctU MR ABRMEMSES], AREHAREIE:

> sudo dsctl LDAP1 remove --do-it

5.3.4 {E1E#/Z5h 389 Directory Server

LU RRf5IER LDAPL fEASEFI R, {EM systemd B2 389 Directory Server SEffl, FREXSE
BIBPIRE :

> systemctl status --no-pager --full dirsrv@LDAPl.service
® dirsrv@LDAPl.service - 389 Directory Server LDAPL.
Loaded: loaded (/usr/lib/systemd/system/dirsrv@.service; enabled; vendor
preset: disabled)
Active: active (running) since Thu 2021-03-11 08:55:28 PST; 2h 7min ago
Process: 4451 ExecStartPre=/usr/lib/dirsrv/ds_systemd ask password acl
/etc/dirsrv/slapd-LDAP1l/dse.ldif (code=exited, status=0/SUCCESS)
Main PID: 4456 (ns-slapd)
Status: "slapd started: Ready to process requests"
Tasks: 26
CGroup: /system.slice/system-dirsrv.slice/dirsrv@LDAPl.service
L4456 /usr/sbin/ns-slapd -D /etc/dirsrv/slapd-LDAP1 -i /run/
dirsrv/slapd-LDAP1.pid

B, (FLEFNES) LDAP ARS588:

Vv

sudo systemctl start dirsrv@LDAPl.service

Vv

sudo systemctl stop dirsrv@LDAPl.service

Vv

sudo systemctl restart dirsrv@LDAPl.service
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BXEMA systemct L BIFAER, BFEN (EEfEmM) ,F 198 “systemd FHEF" o
dsctl syt A] BEIAIE AR5 25

Vv

sudo dsctl LDAP1 status
sudo dsctl LDAP1 stop
sudo dsctl LDAP1 restart
sudo dsctl LDAP1 start

Vv

\Y

Vv

535 BEEATAMEENEERSMNEIL

ZE %t 389 Directory Server #{TAMEIE, EOILITE /root BRHEIE— .dsrc BEBENXMH,
X#¥ root Ml sudo AR BIERSBENMAMEIE T —FomSHERNERZAT. (53 ERT
EiRS 28 L TAMEIRERRG], HEPFERT LDAPL I com fEAEES.

B /root/.dsrc XfE, BESIRBT/IREEGS, GINCIEREBER BREsS6T ‘8
12 LDAP AP FI4R” ) o

5.3 : BFAHIEIERR .dsrc XF

# /root/.dsrc file for administering the LDAP1 instance
[LDAP1] ©

uri = ldapi://%%2fvar%%s2frun%%2fslapd-LDAPl.socket @

dc=LDAP1,dc=COM
cn=Directory Manager

basedn
binddn

0 Lt ITHEE ISR FI R R,

® ldapi KNZHEREIARSBHAFKI UID 1 GID, W15 UID/GID /9 0/0 B¢
dirsrv:dirsrv, M ldapi SRAFYEN B RRS25891R DN, BP cn=Directory
Manager,
£ URI AR, BTSN %21, FLLEARRFIF, $&FH /var/run/
slapd-LDAP1.socket,
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o EE: sudoers.ldap FHYFTK R I8
EETF 1.9.9 89 sudo hkadsH, sudoers.ldap FHIK & 3FF
sudoUser. sudoRunAsUser 8§ sudoRunAsGroup B4R ER. Flan:

# does not match all but joe
# instead, it does not match anyone
sudoUser: !joe

# does not match all but joe

# instead, it matches everyone including Joe
sudoUser: ALL

sudoUser: !joe

£ sudo 1.9.9 MIEEhRAF, 5 sudoUser BEBRATRKR. BXEZER, 55 Mmnan 5
sudoers.ldap.

54 FrAiSEcE

389 Directory Server B2k TCP \‘”‘EI?U 389 #1636, TCP i 389 AT RINZEEIE
STARTTLS #%#%, iR 636 AT @D TLS BINNE &R,

firewalld 2 SUSE Linux Enterprise Server FUERIABGAEEIRES. LU TMNSECE Ldap #
ldaps BAASEARSS :

> sudo firewall-cmd --add-service=ldap --zone=internal
> sudo firewall-cmd --add-service=ldaps --zone=internal

> sudo firewall-cmd --runtime-to-permanent

151 zone BN EIRSZ[/HIMER X3, BRFER TLS FRIFIEZENGER, BBREL.10T
“SANTLS RSEB[/IEPMEE ; BXF 2337 “HMEEMEIR” MNEE, S
Mfirewalld,
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5.5 #Fi»#E 389 Directory Server

389 Directory Server ZFRNMEXNE D, dsctl aa <RI CIRMANIIEESD, dsconf &<
AR BB E & . &0 LDAP RSB[EEER, UEETAEEANIENEBTLME.

5.5.1 =17 LDAP fRS2RECE

LDAP ARSZESERE NI T /etc/dirsrv/slapd-INSTANCE NAME BREH, KBRESIEH. &
fAF dse. ldif XXfF. M tar SRR LB RERESD:

> sudo tar caf \
config_slapd-INSTANCE NAME-$(date +%Y-%m-%d_%H-%M-%S).tar.gz \
/etc/dirsrv/slapd-INSTANCE NAME/

Q i FIREEH tar HIZHE
iB1T tar BY, EARESB A ZERAESMES tar: Removing leading /'
from member names.

EMELEINEE, BRERESEIIE—BR:

1. (A1) BRGEENEERE, FEhxitE:

> sudo old /etc/dirsrv/slapd-INSTANCE NAME/

2. FREgaEDIE:

> sudo tar -xvzf \
config_slapd-INSTANCE NAME-DATE.tar.gz

3. BHEHIZ /etc/dirsrv/slapd-INSTANCE NAME:

> sudo cp -r etc/dirsrv/slapd-INSTANCE NAME \
/etc/dirsrv/slapd-INSTANCE NAME
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5.5.2 gl3Z LDAP HKiEERIRA &N HMXEMNIRE
dsctl B9 ARBNER. XAmRSE:

> sudo dsctl INSTANCE NAME stop
Instance "INSTANCE NAME" has been stopped

RIEEREREGIBEIEEMD, UUTRAIFE /var/lib/dirsrv/slapd-INSTANCE NAME/
bak/INSTANCE NAME-DATE FReIERED)IRY:

> sudo dsctl INSTANCE NAME db2bak
db2bak successful

BN, 7£879 |dapl RUMASERI L, ZEn<SUTFRIR:
/var/lib/dirsrv/slapd-ldapl/bak/ldapl-2021 10_25_ 13 63_17
NtERRE, HorBas&MAMNER:

> sudo dsctl INSTANCE NAME bak2db \
/var/lib/dirsrv/slapd-INSTANCE NAME/bak/INSTANCE NAME-DATE/
bak2db successful

AERBTHIRSS 28

> sudo dsctl INSTANCE NAME start
Instance "INSTANCE NAME" has been started

S

&R LAGIEE LDIF 19 :

> sudo dsctl INSTANCE NAME db2ldif --replication userRoot

ldiffile: /var/lib/dirsrv/slapd-INSTANCE NAME/ldif/INSTANCE NAME-userRoot-
DATE. ldif

db21ldif successful

fERAIRBMIME LDIF &7, ARBTIARSS2E:

> sudo dsctl ldif2db userRoot \
/var/lib/dirsrv/slapd-INSTANCE NAME/ldif/INSTANCE NAME-userRoot-DATE.ldif
> sudo dsctl INSTANCE NAME start
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5.5.3 £l LDAP #iEEMNENE O HMZERIRE
£/ dsconf Rl LDAP $IEFERIEXH S5

> sudo dsconf INSTANCE NAME backup create
The backup create task has finished successfully

Es$ el /var/lib/dirsrv/slapd-INSTANCE NAME/bak/INSTANCE NAME -
DATE,

(UR=RE% 6/ e

> sudo dsconf INSTANCE NAME backup restore \
/var/lib/dirsrv/slapd-INSTANCE NAME/bak/INSTANCE NAME-DATE

5.6 =IE LDAP HFF04R

fEM dsidm sp <RI, EFMEERF 54,

5.6.1 EiBWMAER LDAP FHFH4H

UTFRAERINETIEIMERNAFA A, XERGIEREEIRZF LDAPL, IR MERNE
RS R

> sudo dsidm LDAP1 user list

> sudo dsidm LDAP1 group list
FILEXBTRAPHFERER:

> sudo dsidm LDAP1 user get USER
FIHBEXBNMANFRIBEER:

> sudo dsidm LDAP1 group get GROUP
HIHLARIAL S :

> sudo dsidm LDAP1 group members GROUP
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5.6.2 QIEZAFRMEEQO<S

FEUTREIH, ERITEIE— N AP, Blwilber, RHIRSZEELFIZ N LDAPL, ZEFIME
4259 dc=LDAP1,dc=COM,

i##£5.1: €I LDAP R

T RFIFEERY 389 DS 5L LeIZ A~ Wilber Fox:

1. - sudo dsidm LDAP1 user create --uid wilber \
--cn wilber --displayName 'Wilber Fox' --uidNumber 1001 --gidNumber 101 \
--homeDirectory /home/wilber

2. BEEIEFAFMdistinguished name (BRMNRHTLIRERR, BEBHARE—)
HITIRIE

> sudo dsidm LDAP1 user get wilber
dn: uid=wilber, ou=people,dc=LDAP1,dc=COM
[...]

WITEAFP OLFRENEERZFFR.

3. NEFARF wilber gIEO%:

a. > sudo dsidm LDAP1 account reset_password \
uid=wilber, ou=people,dc=LDAP1,dc=COM

b. A wilber EHOSHNX,
MNRIRERTN, BEEIIUTHER:

reset password for uid=wilber, ou=people,dc=LDAP1,dc=COM
ERABERNBLESINEOR,
4. REAFNOSEEEN:
> ldapwhoami -D uid=wilber,ou=people,dc=LDAP1,dc=COM -W

Enter LDAP Password: PASSWORD
dn: uid=wilber, ou=people,dc=LDAP1,dc=COM
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5.6.3 GIEMEEA

SIEARFGE, ERIUGIRE, ARRKAFPDEEIXELSH, FUTREIH, HITEEIE
server admins 4, HR wilber AR ECEILLA, TRAIBRS2ZIEHIE A LDAPL, FZSEFIRY
[E489 dc=LDAP1,dc=COM,

318 5.2 : 832 LDAP LG AR FECEIH P
1. BIZ4A:
> sudo dsidm LDAP1 group create
ASRETERNAE, WAGEZENAR, EUTREIF SERVER ADMINS:

Enter value for cn : SERVER ADMINS

2. ¥R wilber (JEd725.1 “8IE LDAP FF” heli) HRm2AE+H:

> sudo dsidm LDAP1 group add_member SERVER ADMINS \
uid=wilber, ou=people, dc=LDAP1,dc=COM
added member: uid=wilber,ou=people,dc=LDAP1,dc=COM

5.6.4 MIBRAF AU MAREFARF

fEF dsidm ss S LABRAE . MASERRER, UKRBIBREA, LLTREIM server_admins 4A
FRERRRGIAF wilber:

> sudo dsidm LDAP1 group remove_member SERVER ADMINS \
uid=wilber, ou=people, dc=LDAP1,dc=COM

HBREF

> sudo dsidm LDAP1 user delete \
uid=wilber, ou=people,dc=LDAP1,dc=COM

fIBRLE:

> sudo dsidm LDAP1 group delete SERVER ADMINS
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5.7 EiRflMG

FRUTHSAYIEAMEEBRAMEZANA RGNt FARSBHENBMAZ 389
Directory Server 93252 FR, Fla0, WUTFREMERT EHE LDAPSERVERT:

> sudo dsconf -D "cn=Directory Manager" ldap://LDAPSERVER1 plugin list
Enter password for cn=Directory Manager on ldap://LDAPSERVER1: PASSWORD

7-bit check

Account Policy Plugin
Account Usability Plugin
ACL Plugin

ACL preoperation

[...]

UTHESEBAES.8 T “(HF SSSD EiE LDAP S495E" FiREIAY Member0f i5H
. MemberOf AJLAEHWEFEER, FRZEN, REBT—FHmIMiEREIREFR REFREN
I, IMEARFER Member0f BIE, B IRNINEITESRER A REHREIH P VAR R E K.

> sudo dsconf -D "cn=Directory Manager" ldap://LDAPSERVER1 plugin memberof
enable

L PREANEGRME/NER, FHIbXERIRSETIHEGNERNBRIRE, WRE R
MATHEHERTR, EREINEGANERER:

dsconf instance plugin: error: invalid choice: 'MemberOf' (choose from

'memberof', 'automember', 'referential-integrity', 'root-dn', 'usn',
'account-policy', 'attr-uniq', 'dna', 'linked-attr', 'managed-entries',
'pass-through-auth', 'retro-changelog', 'posix-winsync', 'contentsync', 'list',
"show', 'set')

BRiEMtE, FEERHRSEE:

> sudo systemctl restart dirsrv@L.DAPSERVER1.service

B RECEMEMF. UUTRAIER Member0f SRISRFIETL 5EAKHIKLAIZMMAEARS 23
BIENZ:

> sudo dsconf LDAP1 plugin memberOf set --scope dc=example,dc=com
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Successfully changed the cn=MemberOf Plugin,cn=plugins,cn=config

BRHEE Member0f &M, FREMAMBR R BaIKI Member0f B, B2, ERAZ
G Z FIEENEE AP MEARES BRI MemberOf Bfr. HAFEIFICXERAFIA:

> sudo dsidm LDAP1 user modify suzanne add:objectclass:nsmemberof
Successfully modified uid=suzanne,ou=people,dc=1ldapl,dc=com

m7E, REET—FmSEIAIFIE suzanne BYE EMER G E:

> sudo dsidm LDAP1 user get suzanne

dn: uid=suzanne,ou=people,dc=1dapl,dc=com

cn: suzanne

displayName: Suzanne Geeko

gidNumber: 102

homeDirectory: /home/suzanne

memberOf: cn=SERVER ADMINS, ou=groups,dc=ldapl,dc=com

BRAERFE—1NEEMNES, UTRHAESRNAER— fixup eSS EFREIHAP KA
MemberOf B#x:

> sudo dsconf LDAP1 plugin memberof fixup -f '(objectClass=*)' dc=LDAP1,dc=COM

5.7.1 389 Directory Server Rz #FaVHME

389 Directory Server A3z 35 LA T HE%

e Distributed Numeric Assignment (DNA) &
* Managed Entries Plug-in (MEP)

* Posix Winsync &+

5.8 & SSSD E1E LDAP B {7IGiiE

RAER LIRS TIFIER (SSSD) Al ERRERAF NS MIIE. FMRMIARES, AT BNEE
FA SSSD k&2 389 Directory Server By 5 {38 EFFRIN,
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SSSD FI7E LDAP AR5 83f1E F ik Z [E#1TIAMR. ©XFLMEMEFL, B LDAP. Active
Directory # Kerberos, SSSD %#f SSH. PAM. NSS # sudo &FAR%S. SSSD @idE7=AF ID
MEERIBEMREAE S ME/EN. ZFAILURAE 389 DS RSB AHNIEREE, HEEH
o] AR S IIER S 1A AR

NEEHEPIETRIFIRSEBETIPER (nscd), BRZBEZAH AR, nscd XEF
passwd. group. hosts. service #l netgroup EENBMIRFZ1ERK, HER5 SSSD AR,

LDAP fk53282 iRt , SSSD KAIBIRMEMZ P in, AJLATE 389 DS Ak588 £ X% SSSD, B
REZEERBITEN LT LURE—ERERAEST, LB 389 DS AR BAAIA, BHIRIRUT
AIRREMECE SSSD ZF i, 1 f 389 DS SEFIRFRIy LDAPL:

1. % sssd #f sssd-ldap EE,

> sudo zypper in sssd sssd-ldap

2. &19 /etc/sssd/sssd.conf X (WREFE)

> sudo old /etc/sssd/sssd.conf

3. BUEF SSSD ELEIRR, AIFRVIRmE X4 /9 sssd. conf #1 ldap.conf, display
£ &1%3) stdoute LU TFRFITE /etc/sssd/sssd. conf FEIREFPIEAIE

> sudo cd /etc/sssd

> sudo dsidm LDAP1 client_config sssd.conf

4, WERHY, HRIEESHIFEHITEMNLENENR, T /etc/sssd/sssd.conf XHF&E
R T — MR IEE TERRSG,

0 EE: MemberOf

LDAP i [alid S 2Rk # TR EEC BRI Member0f, BXFMMER, BEN E571
“BIEEHE -

[sssd]
services = nss, pam, ssh, sudo

config file version = 2
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domains = default

[nss]

homedir substring = /home

[domain/default]

# If you have large groups (for example, 50+ members),
# you should set this to True

ignore_group_members = False

debug level=3

cache credentials = True

id provider = ldap

auth provider = ldap

ldap

ldap

access provider

chpass provider

ldap_schema = rfc2307bis

ldap_search_base = dc=example,dc=com

# We strongly recommend ldaps

ldap uri = ldaps://ldap.example.com
ldap_tls reqcert = demand

ldap tls cacert = /etc/openldap/ldap.crt
ldap_access filter = (| (memberof=cn=<login
group>,ou=Groups,dc=example,dc=com))
enumerate = false

access provider = ldap

ldap_user _member of = memberof

ldap user_gecos = cn

ldap user uuid = nsUniqueld

ldap_group uuid = nsUniqueld

ldap_account expire policy = rhds

ldap access order = filter, expire

# add these lines to /etc/ssh/sshd config

# AuthorizedKeysCommand /usr/bin/sss ssh authorizedkeys
# AuthorizedKeysCommandUser nobody

ldap user ssh public key = nsSshPublicKey

5. BXHFERULE N root, HRFIRE root AFIREIR:
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> sudo chown root:root /etc/sssd/sssd.conf
> sudo chmod 600 /etc/sssd/sssd.conf

6. ZRiB SSSD PR32 LMY /etc/nsswitch. conf BBEX Y, EHABELUTIT:

passwd: compat sss
group: compat sss
shadow: compat sss

7. 4w48 SSSD ARS8 LB PAM BCE, fEEXE A common-account-pc. common-auth-
pc. common-password-pc # common-session-pc, SUSE Linux Enterprise Server
RETRT R EHRFIEXEX 4R pam-config 85!

> sudo pam-config -a --sss

8. REEGRECE !

> sudo pam-config -q --sss
auth:

account:

password:

session:

9. 3% 389 DS ARSS 224 MY /etc/dirsrv/slapd-LDAP1/ca.crt %) SSSD fRS28 LY
/etc/openldap/certs, ARNEHEBERE:

> sudo c_rehash /etc/openldap/certs

10. EAH/=5h SSSD:

> sudo systemctl enable --now sssd

BXfEM systemctl EIE sssd.service WER, BENE 45 “FH YaST ESMHINIEER

29

Ufi o
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58.1 ALZFHOLTHAENIMNINUESS

AL LU TEIN{EN dse. ldif A nsslapd- rootpwstoragescheme f
passwordStorageScheme RENAEE, tUAZIFEAMKF REEITRA
passwordStorageScheme FI{&:

* SHA

* SSHA

e SHA256
* SSHA256
* SHA384
* SSHA384

e SHA512

SSHA512

NS-MTA-MD5

o clear

* MD5

SMD5

-

@ AR
1R nsslapd-enable-upgrade-hashi&& on (BXiAA on) , ZIFEESXLEEDN
BIARES NI,

5.9 M OpenlLDAP iT#%%l 389 Directory Server

M SUSE Linux Enterprise 15 SP3 Ff#4, OpenlLDAP EFFHEARBE . EBEH 389
Directory Server BRft, SUSE {217 openldap_to ds SCEEFBTEENTH, ZLHEF
REMITE 389-ds BB,
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openldap_to_ds SLAERFEsIMITRAIEZNEIB I(E. B2, &1 LDAP HBEXZFE
B, BEHENTEFLREEAEBBRNIE, BELENH#HITTFIHRNTFIT R, IMNEE
FEER#HTEFTIB zFeEmNA N TEETE,

o 5E:. EF helpii@m
7Ef£F openldap_to_ds T THZ#I, 328FIEINEEE openldap_to_ds --help
Hiat. EREBTET I TAENIIEENRS], HBALLEMEERMNRIE,

5.9.1 it M OpenLDAP %%

HF OpenLDAP 5 389 Directory Server WERIER K, FREExEEHITREMNXFE
2, HITRETBNASBEERER, XFRARTREENITHLS BA RIS,

FoRG
 IETEiE1THY 389 Directory Server 524
o XA dif LAY OpenLDAP slapd EBBEXHHBE R
* OpenLDAP #UEER dif X &%

WRIEH slapd BBEREEES Idif 18, 1B5EA slaptest SIEIEEIZ, BJE— slapd.d
B% (F% /root/slapd.d/) , RARBTUTEHS:

> sudo slaptest -f /etc/openldap/slapd.conf -F /root/slapd.d
XEE LR F LT RFIRISC G

> sudo ls /root/slapd.d/*

/root/slapd.d/cn=config.ldif

/root/slapd.d/cn=config:

cn=module{0}.ldif cn=schema.ldif olcDatabase={0}config.ldif
cn=schema olcDatabase={-1}frontend.ldif olcDatabase={1}mdb.ldif
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AN ELREIE— dif X, EULTRAIF, B dc=LDAP1,dc=C0M, WMREFRAMZE /
etc/openldap/slapd.conf &, BEITUT RS LI dif 15304 :

> sudo slapcat -f /etc/openldap/slapd.conf -b dc=LDAP1,dc=COM \
-1 /root/LDAP1-COM.ldif

fiEF3 openldap_to_ds SECEM XM, HEREIZITHIMAELERARNS:

> sudo openldap_to_ds LDAPI1\
/root/slapd.d /root/LDAP1-COM.ldif.ldif

XEWITIRET, BFREREART. WHI0TAR:

Examining OpenLDAP Configuration ...

Completed OpenLDAP Configuration Parsing.

Examining Ldifs ...

Completed Ldif Metadata Parsing.

The following migration steps will be performed:

* Schema Skip Unsupported Attribute -> otherMailbox
(0.9.2342.19200300.100.1.22)

* Schema Skip Unsupported Attribute -> dSAQuality (0.9.2342.19200300.100.1.49)
* Schema Skip Unsupported Attribute -> singlelLevelQuality
(0.9.2342.19200300.100.1.50)

* Schema Skip Unsupported Attribute -> subtreeMinimumQuality
(0.9.2342.19200300.100.1.51)

* Schema Skip Unsupported Attribute -> subtreeMaximumQuality
(0.9.2342.19200300.100.1.52)
* Schema Create Attribute -> suseDefaultBase (SUSE.YaST.ModuleConfig.Attr:2)
* Schema Create Attribute -> suseNextUniqueId (SUSE.YaST.ModuleConfig.Attr:3)
[...]
* Schema Create ObjectClass -> suseDhcpConfiguration
(SUSE.YaST.ModuleConfig.0C:10)
* Schema Create ObjectClass -> suseMailConfiguration
(SUSE.YaST.ModuleConfig.0C:11)
* Database Reindex -> dc=example,dc=com
* Database Import Ldif -> dc=example,dc=com from example.ldif -

excluding entry attributes = [{'structuralobjectclass', 'entrycsn'}]

No actions taken. To apply migration plan, use '--confirm'

UTRAHITES, Hab5iisiTENEmARE:
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> sudo openldap_to_ds LDAP1 /root/slapd.d /root/LDAP1-COM.ldif --confirm
Starting Migration ... This may take some time ...
migration: 1 / 40 complete ...
migration: 2 / 40 complete ...
migration: 3 / 40 complete ...
[...]
Index task index all 05252021 120216 completed successfully
post: 39 / 40 complete ...
post: 40 / 40 complete ...
# Migration complete!

You should now review your instance configuration and data:
] - Create/Migrate Database Access Controls (ACI)

- Enable and Verify TLS (LDAPS) Operation

- Schedule Automatic Backups

[
[

* [
[ - Verify Accounts Can Bind Correctly
[

]
1
|
] - Review Schema Inconistent ObjectClass -> pilotOrganization
(0.9.2342.19200300.100.4.20)

* [ 1 - Review Database Imported Content is Correct -> dc=ldapl,dc=com

E55em/a, openldap_to_ds SRIZMMTEMTEEESZNER. RFICRIRE

FB, UWEAUEEHEFSRPBEIXES R, AT IHHNBERSE%E 389
Directory Server 2GRS

O == sEERITR
HIE BRI AL R EEARK WHRINIZEXRINEZHER. ATFHREMLESELE
BURBESERTEZEENNR. EXEENTE. ATLUHERMNSEI. A ERNHECE
Bl WAIERERVIRS PHrER TRUEER, UREMBLEANEES ST,

RTFEREBRIZE, RAEHRMAIIHITEIBRAL . T2ENINIBIZHRINER
EERE, AFTERTBEREET:

o EMMBERZ AR 48 /NETIEFRE EHRZ/DNS TTL BV E 5 2550, LUEREISIRIE LR EIIT
BB OpenlLDAP &,

o HEFREIBRITZMENIIELIZ, LUAMR OpenlLDAP IFIEFRMEIBTE TR A A= E
2
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o IEERZHIERITEIE EEE 389 Directory Server BYEH1o

o HEEFNIREE X,

5.9.2 MHiffEA saslauthd B9 OpenLDAP fRSS 281 E7%

7£ OpenLDAP A, B=FEHA saslauthd KHTHFPNEBESHIIE. SHRIESET R
LU 4R
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LDAP client

binds to

v

OpenLDAP

server

saslauthd

External auth

AT IOBEERNERE AR UGHITRIERR, SBETHRUTER:

58

e MR userPassword BHEHIERFE userPassword: {SASL}USERNAME@GREALM #&
=, M OpenLDAP &I AFMAFRFHITEBEZ NI, FiiREEME OpenLDAP RS
28, FHi&E - -enable-spasswd EINLE A EES 9 0IE,

* OpenLDAP i&id /usr/lib/sas12/slapd.conf EZES saslauthd B9,
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e saslauthd &1FH /etc/sysconfig/saslauthd FEENHFSITEHRAIEXRIE
R,

e saslauthd WEIHERNIERAECHEE (W man saslauthd FFFR) o

BXfEF OpenLDAP WEBESMIIERIFMER, EEIEA (OpenlDAP Admin Guide
(https://openldap.org/doc/admin24/security.html#Pass-Through%20authentication) 2 )

(OpenLDAP EIEf5/) »

5.9.2.1 ¥ SASL Bi@ S {9IRIEM OpenLDAP iE# %! 389 Directory Server

7E &G SASL BB S5 I8IEM OpenLDAP 1ERA:T#%E 389 Directory Server BEx{ELER, 1F
BB TP BIRE:

1. BB 2ZE1, HRERLIE OpenlDAP ARS528 EAINIETT testsaslauthd,

> sudo testsaslauthd -u USERNAME@REALM -p PASSWORD

B RF S HIIEREE] saslauthd FRVIEHGER, ARERBFBXLES G,

2. LEO]fF 389 Directory Server 885 saslauthd EZEHEAE pam_saslauthd,
> sudo zypper install -y pam_saslauthd

3. i&1T openldap_to_ds @< 1TTEM OpenLDAP iF# %l 389 Directory Server, HXi%
FRHERFMES, EBRES9.17 M OpenlDAP iF#” ,

/IE’\

£ openldap_to_ds #iZiz1TH, MRKMEIFEAF userPssword BMHRIER
A userPassword: {SASL}USERNAME@REALM &, M ZEERFFIEEN
nsSaslauthId BMAIE (KA nsSaslauthId: USERNAMEGREALM &) o
toh, RGESBmRMNEME objectClass: nsSaslauthAccount LASZFE

©

4. I¥wAE, BITUTHRLSRERSIERICE T PAM HBSHIIE:

59 M2 saslauthd B9 OpenLDAP AR2528:F#% | SLES 15 SPT


https://openldap.org/doc/admin24/security.html#Pass-Through%20authentication
https://openldap.org/doc/admin24/security.html#Pass-Through%20authentication

> sudo dsconf INSTANCE plugin pam-pass-through-auth show

> sudo dsconf INSTANCE plugin pam-pass-through-auth list

pIhititlaE, BERSHIEIERES RIATAM:
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61

LDAP client

binds to

v

389-DS

server

pam saslauthd

saslauthd

External auth
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5.9.2.2 saslauthd BE@EHKiIE:E

E 3 M OpenLDAP iF#5 2| 389 Directory Server Z ifl Z faH9 saslauthd Ei& S 9 30IE R

&, BEUUTRT:

iR testsaslauthd i&MAF USERNAMEGREALM,
BENE 5927 “MikfEA saslauthd B9 OpenLDAP RS 281" HiElT
testsaslauthd BT E,
NRHIMER, FE=RATHE:

* 9% /etc/sysconfig/saslauthd, #fR saslauthd FimiEREEEH. BX
saslauthd BiRiER N EEENFHES, 151517 man saslauthd

* 7£ /etc/sysconfig/saslauthd N1 SASLAUTHD PARAMS="-d" LAE R
HEIER

* &F journalctl s<HLF saslauthd HE.

% PAM saslauthd AJIEE Tk,
Z10E PAM saslauthd BFIEELIE, AILUEA https://github.com/kanidm/
pam_tester 7 E1{HAY pam_tester TH,

Q &

pam_tester TERZEA XL
if{RE B PAM Pass Through Auth $&f¥,
BT &2 HZ PAM Pass Through Auth fFRPIRE :
> sudo dsconf INSTANCE plugin pam-pass-through-auth status
BRAREN, BEITU TS
> sudo dsconf INSTANCE plugin pam-pass-through-auth enable

1£Z PAM Pass Through Auth $&FHIERE,
B EARSS2.IBIAY PAM Pass Through Auth {EHECE , EiEITIUA TS
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> sudo dsconf INSTANCE plugin pam-pass-through-auth show

KEERSREFNBREIREE.
2 /var/lib/SERVER USER NAME/INSTANCE/error FBYHE.

5.9.3 MxE

FF OpenlLDAP IE— “EH5” HEERBENX, AT EFIEL “HRzMEEE" T
Bitkl. RmALEY OpenLDAP MEtMEMIHEERHRIFENEE, XEFEERRT:

o SR

c SR RAMMAETEREE

o SMEBEURR (IGA. HR. AD %)

o EREMBENMAH (389 Directory Server FAIHH)
o BPimic BN THARARSS 23 Thik

° BEXNE

e TLSECE

#%1 389 Directory Server BN RAAMLER, HITHMLSEENNAES LANTIFRER, T
TFERBESMAGERAES, THHHFIRRHMX EFTHAR 389 Directory Server Ifi%f5, EH]
WHIEER K. EiNiE#ES OpenLDAP IFIEH1THI 389 Directory Server ¥£1%, LUERILATE
A& Z R,

M OpenLDAP F#% %l 389 Directory Server B FEREH%, MEZBNEREEHK, FELLE]
AAEiR{E, FHEARTETEM 389 Directory Server ) OpenLDAP BUERB R, FTRESIEET
MENEEEMUNTREZL.

Ik OpenLDAP 389 Directory ®E
Server
WEE SyncREPL YWETF 38DSHIRSE &
MemberOf SnAHF YR =, RERAE
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IhgE OpenLDAP 389 Directory RE

Server
SNER B IR E g =
Active Directory [B#% - Winsync f&fF &
AENE OLDAP & 389 Directory Server 2, I ITASHF
ME
BEXNE OLDAP & 389 Directory Server 2, I ITAXF
ME
HEESA LDIF LDIF =, RIBTAZSE
A<EH THE RHE &, X¥bk Argon2
BUOMNFRB &I
OpenlLDAP %389 DS - - TREATESIE
op=E 389 DS KIH
ETFafiE—xO  TOTP E&MNA MG - &, BRiAXH
% (TOTP)
entryUuID OpenLDAP BYLHRLER  $HfF =
v

5.10 S\ TLS BrS5 28 IEHAE A

Al LUER U T a7 T A BIE 389 Directory Server B9 CAIEPFZIH: certutil. openssl
#0 pkl2util,

B LUEREE LI 389 DS SLAIEYH dscreate QIEZMBEHREZIEBHITIX, £ /etc/
dirsrv/slapd-INSTANCE-NAME/ca.crt HFa] LR ENZIEH.

MNFEFIFR, RELREFERE=FIEBMANE, FIU0 Let's

Encrypt. CAcert.org. SSL.com SEiEZFHEM CA. ERIRSZS IR, B EIERHNARIE
Ho
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65

0 ==
Mozilla NSS (MEZ2IRS) TEGSFERIEPEFEMEXPFASIEBHER. RSE
WEPBEFIRFR Server-Cert,

. EARAU T MEFIFZEER Self-Signed-CA #1 Server-Cert:

> sudo dsctl INSTANCE NAME tls remove-cert Self-Signed-CA
> sudo dsctl INSTANCE NAME tls remove-cert Server-Cert

¥ INSTANCE NAME it B RIRS2BHIEFIBT. TR/, ZZFFHZ LDAPL,

. SANERIEBZERB CA,

> sudo sudo dsctl INSTANCE NAME tls import-ca
/path/to/CA/in/PEM/format/CA.pem NICKNAME FOR CA

¥ INSTANCE _NAME &0 B RARSS280YSEFI &R, & /path/to/CA/in/PEM/
format/CA.pem &7 PEM #ILHY CA IERXXHHITEEER R, & NICKNAME_FOR _CA
B CA HIBEFR,

. SAIRSFIEBHIEBEHR.

> sudo dsctl INSTANCE NAME tls import-server-key-cert
/path/to/SERVER.pem /path/to/SERVER.key

¥ INSTANCE_NAME &#t0 B RARSS23RVSEI R R, 1§ /path/to/SERVER. pem Eilth
PEM IR S 2RI BT EEIRTR, ¥ /path/to/SERVER. key ity PEM #& X AVAR
SREPRPXHHTERRR,.

. BEREA, LUERIESR.

> sudo systemctl restart dirsrv@INSTANCE-NAME..service

¥ INSTANCE NAME ##i B RIRS 28I FRo
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5.11 &&5EH!

389 Directory Server ZIFEZMIRF B ZBIEHIHIEEARNS. RIFEHIZEE, 389 Directory

Server f£ff:
o BEIFRYIMRERI B IRAVIARIRE
o BREMBIERRTE
o TAETHE
e SA A%

HEERAEFNRNBERE(L, EAIUEHZENGEE, EXAERBEETHNFH. —
BIRELTN N T —1NER. TEERDHERINE SN EEEZ BB ESR.
RBE#ELEEZ—NESNELRRME, NEHERWRENELAZHERE., EFRLHEIR
HELE, BMEEETURS MEAEREZRE, REER—MREELS, MEAERR R
By, EHRITSREEEFINER TN, EZREEER T, REERZHIENRME, B2
ZEIENERE.

5111 BFEA
380 DS BREHINSRTRTHMMERE, BHERSHN, BERASRN B, OREH:
© RUBESHE MRS BROEASARER.

—E8RSV[LTRE NG, BEI—ENTER, EARBA ZEFFHMRSFIHER
L,

i

\

o MERZENRIESHMARSS 2 LRNE NRIEAR, %5 NEEERRIE T E = A 8e

Ro
c HFEEERIER, HIFFARSSEEAIURN ERERAR.

BT LDAP BT “IMIREN" , RERZEREFRMERSHBEVTEEN —BRSHAHE
£, EUIELZNEM ERSXERMNEN, FIEREFRIN ERFSSIEEREERTAS
WERTE,
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5.11.2 git#hafh

TEIRIH B IR B R L TR,
« SHBR: BN, WBOE. REERBATEXERENAS,
o SIEEEHTERSLONER (FA. BSH) .
o HUBRHOST, XEERINABIIIE, WRANEHMISIE.

o BRBIETERNS A2 EIEEERSTER (21 LDAP URL SRVIZR. AHTE
) .

XERRBIFMECBIEIAN. BEXEINRG, BEBRE 51137 “EFELHER
o s )

5.11.3 E&RIAFNRG

U TETRME T FERMEI7SA 389 Directory Server 15 R E BIHRFNRA, HHIMPZIFHIRAR
HESSHEN 20 1 BFREKRE, LUSHEFHNRERERZ N8

5.11.3.1 HWNEZ

5.4 BMEMEES

1 1
| S1 |«—]| S2 |
L1 L1

fI5.4 "“MMEHEELR hERNER (S1MS2) , EMEENEES, ALEIEER
&, WEMEMRE, S1M S2 AIUTAEREEFRC, WAUTFE—MEEFO. FFIRATLL
i3 LDAP URI. fa#F #5235 DNS SRV iERTEARSS B2 BT, XZER RIS AR
e BN, BT IRSEFFTEAEBIRM 100% B FiRAE, MUBEMARS 88 H T EARER
Mo T RER—MRAEBUKRIEEIRINGER, RAMRZ— TR, BT RGAIERR
BIRENAERK,

67 3@ HER | SLES 15 SPT



Q xE: BN
RO SHRIMEARGARN, AAEREZEE, BEENERES, ErRILREREY
RAaFh.

5.11.3.2 MEAMEEBER

5.5 EMREEES

1 1
| S1 |«—]| S2 |
I L 1

A A

v v
1 1
| S3 |«—»]| 54 |
L 1 L 1

pI55 "TMEHEELS" PAENMEERPHRHESR, XESARR LI TENMUEFRC,
HESTMHREROEERMRSSE. A MEEFOLEE—ITRIERT, 81T TNRNIZEE
183785 100% NEPinf s, MRS MEFOLEERITNR, ST HRIAFBEME 50% BvF
P imth Ho
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5.11.3.3 M EZX

5.6 . A1TELE

1
| S1 |«—| S2 |

v v
1 1
| S3 |«—]| S4 |
| I— L 1

| S5 |«—| S6 |
L 1

EFI5.6 SRAERT B, BMIWRUTFARENMUE. S1H8 S2 2RH#E, S3. S4. S5/ S6 =2
S1M S2MERE, 8—WARSS[EEER, S3. S4. S5 S6 AIEREAN, A, KEHE
H TE2@d S1 /M S2 5emifl. IR BIRHMIEIRE KL S R A%,

51134 EABBFREERBENATER

5.7 ARRIMERENTES

1 1

| S1 |«—| S2 |

L 1 |

| |

| |

| |
[ | | |

| |
v v v v
1 1 1 1
| s3 | | s4 | | s5 | | s6 |
I L 1 L 1 |
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TG 5.7 "EERIEERAENSTER R, S1HS2 BiRiE, HMNMRSRERIRER
. FAEETE SIM S2 ERE, HEBEEINNER, RIREREF URENNFEHIEERN
FEHENT, LUIRFIEIESE, F0, ErILTE DMZ FHE M FRBHNRIERMSEHE, X

B, RVIEEE, BT ALBREMED,

5114 RiE

FERPIRHTEIEE, 380 DS AR PSS M. UTFFIREIT RE

Ex
B EMIINERIEZER 389 DS L,

REEX
BEEMUEENEZR, BERIREMENEE,

HiREx
BEWIEETEEANER, UERIRAVEE,

FRENIARES
BEHREESPEANESR, R RITEF

RiE
RESIEERIRERMA S — N EXNES,

EAE
MEB— 1M EFZREIRUSE NB S BIRENE D,

EHImY
BTEXHRHENERES S — T EFNXRHRSEEE,

ath
B ERMNERIN—HE A

E&ID
389 Directory Server SEITEEHIFRFMPAIE—FRIRRT,

EHERE
T ERPHEERINRAIKS
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5.11.5 EEEH!

B ROERBENTRRRSZFKEVN T RNEER, XB—MRERERTA. EUTR
BiIFR, FWMESTRNENZ SR RWL M RW2, Ri%fRSE8A R0, (FREBSHEN
o )

FrERRS[BENE—NEREENER. RE—TIRSEE (RW1) FEHRIEENGRI4S,

5.11.5.1 BEEENT=EH

AT e EAENSE RWLA RW2 ERTRIRE (0154 “WMEHEELR" ) REERTE
7, (EREBECHENS. )

5. tiEaEREEEO<

HERSEHBAESE, EUSFHTERERENARRHMGEHEEE, #AUNE
IEEOS,

MREAS MRS BURTRNEHERENS, FSLBEPNOLBFH MRS,
FIan, 7E RWL BUESIY IR WisE e, BEREHEREOSIREN RW2 55
BEEOY.

B5hdE RW1:

> sudo dsconf INSTANCE-NAME replication create-manager
> sudo dsconf INSTANCE-NAME replication enable \
--suffix dc=example,dc=com \

--role supplier --replica-id 1 --bind-dn "cn=replication manager,cn=config"
AcE RW2:

> sudo dsconf INSTANCE-NAME replication create-manager
> sudo dsconf INSTANCE-NAME replication enable \
--suffix dc=example,dc=com \

--role supplier --replica-id 2 --bind-dn "cn=replication manager,cn=config"

X =B RW1 A RW2 FFRENERITHE. EEER MRS replica-id WER, XiE
EBREHEEEK,, ZKFRBEEFRR, AIUERINTRZEHTE R,
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RW1# RW2 MEEERENBEERITHIE. T—F2AM RWL jiHE RW2 R L EIERIESE
— M

> sudo dsconf INSTANCE-NAME repl-agmt create \
--suffix dc=example,dc=com \

--host=RW2 --port=636 --conn-protocol LDAPS --bind-dn "cn=replication
manager,cn=config" \

--bind-passwd PASSWORD --bind-method SIMPLE RW1 to RW2

DEGERERSHIEEZE, $dEASM RWL A RW2, XRAVIBRKSRERMBEL. X&
EE RW2 THFEHIEERND, UMES RW1 WABEE, im1TU TS RaLSIEERIE
1

> sudo dsconf INSTANCE-NAME repl-agmt init \
--suffix dc=example,dc=com RW1l to RW2

£ RW1 Eiz{T AT ap <RI TR

> sudo dsconf INSTANCE-NAME repl-agmt init-status \
--suffix dc=example,dc=com RW1l to RW2

S RmE, BNSEREE Agreement successfully initialized, SNRUKEIFEIR
;é:%u 1E*J§%E]3§El|_,\o I:l)r”J r_AT_ RW2 J:E I‘ERW]- EF'*EHE,JW'QO

&a, ATREMERIRENWNAESR, BERE—TM RW2 HItEHIZ] RW1 NEHITHhIX:

> sudo dsconf INSTANCE-NAME repl-agmt create \
--suffix dc=example,dc=com \
--host=RW1 --port=636 --conn-protocol LDAPS \

--bind-dn "cn=replication manager,cn=config" --bind-passwd PASSWORD \
--bind-method SIMPLE RW2 to RW1

W7E, £ RW13Z RW2 LM ESEEHIEIZ— 1 T a. FHEUTHIRNEE—IRSSE LN
EHPIRE:

> sudo dsconf INSTANCE-NAME repl-agmt status \
--suffix dc=example,dc=com \

--bind-dn "cn=replication manager,cn=config" \
--bind-passwd PASSWORD RW2 to RW1
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51152 EERRTR
EORIETH, BARUREHEEEKFNTHE. TOMRSHENENEN RO3:

L5 tlEmEnEEE0<L

ARSUMBARAE, EUSFATFEREEENSRRMSEHEEES, HEALNE
QIEIEOS.

MRENS MRS BORTANEHEREDS, BSLBREHIOLRFHESS
FIan, 7E RWL BOESIYERE WisEiEe, BEREHEREOSIREN RW2 55
EEEOY,

> sudo dsconf INSTANCE NAME replication create-manager
> sudo dsconf INSTANCE NAME \
replication enable --suffix dc=EXAMPLE,dc=COM \

--role consumer --bind-dn "cn=replication manager,cn=config"

FHFRIRER, BAERMERID, HEHABIKEN consumer, XSHNFERIRERSE—
MEHHIFE R ID, RIBREIREARSE, 3§ RW1 M RW2 RIS SRR R3Es2 6, WUT
REIE RW1 BiE1T:

> sudo dsconf INSTANCE NAME \

repl-agmt create --suffix dc=EXAMPLE,dc=COM \

--host=R03 --port=636 --conn-protocol LDAPS \

--bind-dn "cn=replication manager,cn=config" --bind-passwd PASSWORD
--bind-method SIMPLE RW1 to RO3

LU= RW2 LEZE RW2 5 RO3 ZialRE FIthid

> sudo dsconf INSTANCE NAME repl-agmt create \

--suffix dc=EXAMPLE,dc=COM \

--host=R03 --port=636 --conn-protocol LDAPS \

--bind-dn "cn=replication manager,cn=config" --bind-passwd PASSWORD \
--bind-method SIMPLE RW2 to RO3

FERXLES BfE, BILUER RW1 8 RW2 7£ RO3 EHITHIBE#MIE. LU TRFIM RW2 #1145
£ RO3:
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> sudo dsconf INSTANCE NAME repl-agmt init
--suffix dc=EXAMPLE,dc=COM RW2 to RO3

5.11.6 mIEMERK

dsconf AR < @}E—A”/_ A \o lu\__l-L/LEET_EZISJ::E%}‘AﬁTmIH-Hﬁ g/\ ZIKE,J'{kn_.\o
Trflas<E RW1 Liz1T, BFRERMTEERNRES, ARKNE RW]1 BERRE:

> sudo dsconf -D "cn=Directory Manager" ldap://RW2 replication monitor
> sudo dsconf -D "cn=Directory Manager" ldap://R03 replication monitor

> sudo dsconf -D "cn=Directory Manager" ldap://RW1l replication monitor

dsctl 8<%%BE—" healthcheck W, LA TFRfI7EZH#E 389 DS 5L LizTERIRRRINE:

> sudo dsctl INSTANCE NAME healthcheck --check replication

€A -v (FA2E) ENEERBRIOEMUENRS!

> sudo dsctl -v INSTANCE NAME healthcheck --check replication

AESEFAETHIEIT dsctl INSTANCE NAME healthcheck, LHIT—RRIMEMBEINS,
BITU T TEERBROERITHRETIR:

> sudo dsctl INSTANCE NAME healthcheck --list-checks
config:hr timestamp

config:passwordscheme

backends:userroot:cl trimming
backends:userroot:mappingtree
backends:userroot:search
backends:userroot:virt attrs
encryption:check tls version

fschecks:file perms

loaal

A LUBTT - SR E

> sudo dsctl INSTANCE NAME healthcheck \
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--check monitor-disk-space:disk_space tls:certificate_expiration

5.11.7 gIE&EMH

BRESG, FEIH%E 389 Directory Server FHHREE (BBWE ST “SHHlE 389
Directory Server” THESNFEICIERED) o SR db2ldif, MLATUARM - - replication
TE, URREHDESITEE. N&EMHEIMPHNFERSE. NEDIMER, EXMEHRIM
BT R, AERAMEEMT SEHPBLAFHEG,

5.11.8 HEHEMU%LEEF|

BRI EREEER], EEFENEANEELEE, RIMTARZREEREIE
B ERFINRARBARSHY (BBWES.11.97 “FHHE max-age” ) o

M repl-agmt ss SEEES, LUTRHFITERW2 £iETT:

> sudo dsconf INSTANCE NAME repl-agmt disable \
--suffix dc=EXAMPLE,dc=COM RW2 to RW1

UTROIEFRERESH:

> sudo dsconf INSTANCE NAME repl-agmt enable \
--suffix dc=EXAMPLE,dc=COM RW2 to RW1

5.11.9 ¥E{HE max-age
EARFILUEENHE max - age EHE X NERARKA RSN, max-age EXEXAEHE
AR KR, RASBEFET max-age EREFRTE,

EXMEBNGE, BS5EMEERRL, WREVAEET max-age B, WEXFEESFHA
t, HESELETENHIELAEMT RIRMER, AAXEFRAIGERA—H. UTFRFIRF
max-age iRENLX:

> sudo dsconf INSTANCE NAME \
replication set-changelog --max-age 7d \

75 BIE& | SLES 15 SPT



--suffix dc=EXAMPLE, dc=COM

5.11.10 HEREZR

BEARER, gERBERBET R, UBHEEMENNERIIEN. A5, RIASEERNTRE
AT ERANEFIMNAFIEIRSSBHBEE LR UTRAIERR RW2, EXZHE RW1 ERHIEEH]
IS

> sudo dsconf INSTANCE NAME repl-agmt delete \
--suffix dc=EXAMPLE,dc=COM RW1 to RW2

TEEERBFNER ELUTRAIFNRW2) L, KERFRE LS.

> sudo dsconf INSTANCE NAME repl-agmt delete \
--suffix dc=EXAMPLE,dc=COM RW2 to RW1
> sudo dsconf INSTANCE NAME repl-agmt delete \
--suffix dc=EXAMPLE,dc=COM RW2 to RO3

{£1F RW2 EA95ef:
> sudo systemctl stop dirsrv@INSTANCE NAME.service

AG151T cleanallruv ML UMEINRERRE D ID, LA TFRAITE RW1 EiETT:

> sudo dsconf INSTANCE NAME repl-tasks cleanallruv \
--suffix dc=EXAMPLE,dc=COM --replica-id 2
> sudo dsconf INSTANCE NAME repl-tasks list-cleanruv-tasks

5.11.11 389 Directory Server £ #lIFFEH!
{58 389 Directory Server BY7ZE LA T EHIPRHS:

il

]
WW W
N

MRET R

01 EH

|
c

il

=

0

(e}
-
N
i
&
IR
i

il

W

1 ™ Winsync Active Directory fEFE1ERIRE T RM R
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5.12 5 Microsoft Active Directory [E#%

389 Directory Server z#5[E4 Microsoft Active Directory FEYRLERFAFIANZE, # Linux
B FimEERSER 389 DS AMESMER, MEAEZG—WIER FIESEREMALRE, XS
389 DS EEMEY BB SHHEHMINEE, HERXLEIHRERAIEM Active Directory EF IR,

5.12.1 MxIEZEFH

HTFRSHIEA, IFERHK— 389 Directory Server #1 Active Directory BRSS

2%, Active Directory RS 234 STEAVIITHIZS, MAERIEHITHIZ (RODC), EERSD
B DC EAREELFEBER, FEH 389 DS XEFBIFHENMMHIIAR,

W SRR SRR AR, B=%W: M AD M 389 DS. M 389 DS i AD, I,

Q iE: FEHOS
To7ETE 389 DS 5 Active Directory Z[EIRIFZ A<, XMIERFERTESERE, N
235 M Active Directory F 389 DS B0 % 3o

SRR HNMO T EFRR. 389 Directory Server 1 Active Directory ¥a¥hAIRERE, EREBENH
£ 389 DS 5 Active Directory Z [B]REFEEEMER, 155 TE 389 DS 1 AD WRMEMESEH
PRI EEX—R, UARNERREXLERINZBNENERIEE,

1 1 1 1
| | | | | | | |
| 389-ds |«—»| 389-ds |« ——--»| AD |<—»| AD |
| | | | | | | |
I I L 1

A A A A

v v v v
1 1 1 1
| | | | | | | |
| 389-ds |«—»| 389-ds | | AD |e—| AD |
| | | | | | | |
I | | | |
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5.12.2 Active Directory Y5t R& 44

E=E—MAAF “Replicating Directory Changes” fIERIZ 24, a0, RIEERE
BliE—& A Directory Server Sync B94H, BILAIZER How to grant the 'Replicating
Directory Changes' permission for the Microsoft Metadirectory Services ADMA service
account (https://docs.microsoft.com/en-US/troubleshoot/windows-server/windows-
security/grant-replicating-directory-changes-permission-adma-service 2) RS EIGEI

R,

5. FEnakelt
MZBIANRRRS AN SHERRNRSMFISES, HANMRIEBM Active
Directory PR IREREREAE, EULIEEI % AR LK £ P REH A PR AR AR S5 0k
%, FHEBHET LA RIS,

R iZ BN E— MRS EA AR R 5o
&RY Active Directory IE#4Z 9 LDAPS BECEIEH, LA 389 DS 5 AD ZEINE R RIERR
M, TEBSMEIENERZ 2RSS API/Kerberos (GSSAPI/KRB) ££& M.

5.12.3 389 Directory Server FY5c R4

WIS fERZALN % 5T (OU) Ju 389 Directory Server BRB—NaimEkiEE, UEEHMRELSEIE
o

WA 389 Directory Server FEE—1MNEZAK ID, FiZIRSBSBRMUTF—MREELX, BEXIKE
SHIAT, BEBNELLLT EEEF ) .

5.12.4 8l M Active Directory F) 389 Directory Server FYE
Y

AR 5lan < 7E 389 Directory Server £i51T, EFBIEM Active Directory | 389 Directory
Server BYEHITHIN:
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> sudo dsconf INSTANCE-NAME repl-winsync-agmt create --suffix dc=example,dc=com
\
--host AD-HOSTNAME --port 636 --conn-protocol LDAPS \
--bind-dn "cn=SERVICE-ACCOUNT, cn=USERS, dc=AD,dc=EXAMPLE, dc=COM" \
--bind-passwd "PASSWORD" --win-subtree "cn=USERS,dc=AD,dc=EXAMPLE,dc=COM" \
--ds-subtree ou=AD,dc=EXAMPLE,dc=COM --one-way-sync fromWindows \
--sync-users=on --sync-groups=on --move-action delete \

--win-domain AD-DOMAIN adsync_agreement

BIEZMNG, SITRITRERRD !

> sudo dsconf INSTANCE-NAME repl-winsync-agmt init --suffix dc=example,dc=com
adsync_agreement

ERU T EPRRE:

> sudo dsconf INSTANCE-NAME repl-winsync-agmt init-status --

suffix dc=example,dc=com adsync_agreement

Q iix: FEmARES
ERLERT, BMERUIRSIRE AT, ENTHErIsEFR=EL. 9% /var/log/
dirsrv/slapd-INSTANCE-NAME/errors H1#9 389 DS BHENX 4,

ERU TR E IR

> sudo dsconf INSTANCE-NAME repl-winsync-agmt status --suffix dc=example,dc=com
adsync_agreement

*f Active Directory 3% 389 Directory Server #FMAITHIRET, BILUMER A T e < REF -

> sudo dsconf INSTANCE-NAME repl-winsync-agmt disable --suffix dc=example,dc=com
adsync_agreement

ERU T MENIN:

> sudo dsconf INSTANCE-NAME repl-winsync-agmt enable --suffix dc=example,dc=com
adsync_agreement
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513 BEZER

A% 389 Directory Server Bi¥4AE 8, 15

80

=

=

.

e https://www.port389.org/docs/389ds/documentation.html 2 FE_E5RsTAY

man dsconf

man dsctl

man dsidm

man dscreate
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6 {FH Kerberos #H1TMLE 59 5831F

Kerberos @— 1ML SR IRIENMY, BEIIEREINER, KENBINMEIZE Kerberos
AR EE RN, LDAP #0 NFS AR,

6.1 HELZHLIA

R EBRIOSHSIIN, FRMELEREEMEMSARBERITIFEEEBIERIRIERF
E—RNEER, ARESXIHRNEPRARSIEOIRANOSL. Kerberos {2t 7T —ME 10
R, RARXMAZE, ARREEIM—R, REIEBINZPRGEEUTHIIENRIRE
E. BZIRELR2HNGE, DIHEUTENR:

* {EFFB AP AN SRR IERRtIE S &Y, HREREABF I EEREMA
FHEIE G,

o BIREITMBRSSFBEIERE S, BNREERAIEES TRSSF[HIRMT LIRS
RS R. XMESWMNEESRINE, FAERFENRSSEZEHET THEES?)

¥k,

Kerberos @I IR A& MR RIAIESREE B &R B XL E R, XBITIE Kerberos BIE AR
B, BXIFEAEARE, 1550 Kerberos X4,

6.2 Kerberos Ki&

UTFIRCRENX T Kerberos Kz,

B0
BREEFRFERES N R BERIFRIKIERARSS . Kerberos Mt S FIE
— RIEM SIS,

=B

RIERMHERSFBMARNSHRILE, FAHERRERATEEREHRSHIRSSHZNIES
7. EESRSHBHBZN. FLRNZR. FLRRVEEKMMbIE, 8. GRS
BRI, FrAXEHIREERERRS S[AE AT T IIE,
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SI8EsR
SHWIERSRRESHER, IRTIERRHEEENTPRASSHEMBS MO8, &
PIIERREFA R P URRYR IR, TIRULRY IP sthutFN X5l TEIARVBS BIME TR, FIE XS
BHzBE IR IRMEXRSSMNENZIERAMNE. SEIEFR, FHEIERREE
fERA—RX. ERmAILIE CHZS IS,

Ei&
Kerberos AR AIUMHEDECRENIRT LA (APIMRS) - TAREELTED:

USER/INSTANCE@REALM

° primary: EENE—NEHD. WTFAAMS, EDS5AR B8R,

e instance (®i%) : #E1R primary FHERMINIE S, LEFRFES primary Z &8
B—1 / bR
tux@example.org # tux/admin@example.org A] LAIFEEFE— Kerberos &
git, elRRATRENER,

e realm: 3#57E Kerberos g, BREIBERL T, THMEBEMNKEZZ,

B 514580
Kerberos HfRE P inlARSS SR EB AT LARIAXM T B 0. ENHE—TAARREENNR
EE o

RIEEH
RIETAEH Kerberos £RRIIGRITARER, FRHRMEXLERR, HEFiRARSSE
BRAWEIRERS, FEAXLERARIMES P ImMARSS 28 Z ERE .

Bl
NVFFRETENERLERE S AR RES KGN, BIMERLRIX. EEMA Kerberos BER
T, MRKEERNT BENEENSHIIERENRSER, WSFEERKR. REEME
ERRERIREENRREIIER (B KERE. 7AM, Kerberos L 7 ZFHLHIR %S
g7

AR5 222k AR SS
RS ARERBRITHREERE. RERENHIETI NIRS 2.
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6.3 Kerberos BT {EEIE

Kerberos BEWIMAE=ZAAEEMHIIIRS, XEKEEHMEZFIHEEE Kerberos 345
— N EF RS PIEIRT, Kerberos RFE— 1 E S EHFRE BF REFLBZRIAIEIRE,

HIR Kerberos IER TE, IBETRAITEN LETEHRIEMERERNIRS 8. BREEERE
GREEETEE MG R EN. BBV LETH (WE) REHERIIRE —EEXR
Hjz17 sshd,

6.3.1 EBEXEXHR

TEEXIEAR Kerberos BY, ERURESTEEMMBRGETHEMERIRERM. WALERAR
Fo X—IERMNEFRNIRSHI BT LIXEI FPIIUEARSS 2R (Kerberos)o SR FDINIEARSS
BAEENED, EER—THENZIEER, HUGEEFIHNRERNARS B ZEER.

SMIWIERSSEMERNRERNRS FEE— T RIE. ZERESUTER — (OAIERS:E
MEERNARSZBAEN . BERAMZRREES:

° B iRt BHERINARSS 2R TR
o HaikYia)

o NI EEEIKBYA RER

° BFURHY IP it

o MERNSIEEA

fele, ERUMEZELIFILRESZERA—ELERE i, EXXERANEEF KIAR

#H. 2B Kerberos MIF P mALELLREH, FNEBMNENAFROSIKEN, BTEF iR
BELWEIT MMM, TEAEHRRERADS, WOSWERA—NESR, MAEARESH

WIEARSERFIRIZENE, AF " 8, HFROSHBEBMN I RENRERRER RER

BEI AT REEGEENIRINREEENENH, TIFLmEEIERER S5,

6.3.2 1EXARS

EMWMERNERRSSFIERRS, ERRNAREFHFERRSFIEAES R, Eik, Ny
RREFER— BRI, SHEIESREE U TERS:
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° BFIRRIEMR

° X mAY IP st

o ZEIAYE]

o I (RFFIHER)

FREXLE(E BEMERAT P mAX MRS SHHEWEINIEBAAT T NE. BTFRSHENS
PIIERMREIRAIXEZRS R ZRSHERBINEERE A RER S HINIES,
M PIIERNERISIERERSNEFIHERNEMIRER, ARRSHEFXLEREES
SERESNERHITI. RSFBENERENSHRIIREEREE—FF iR,
NRERSF LA RREAR e, WX PMMERNIRERRANERRERIERBR, FLE
AFIREIREIE & Sohi MIEE EEREVIER. AELEHIXMER, RESFFFEZAERNE
WeE|:3 BT Bl BA] RAERVERIE R, BEREY a8 S EWERITRIET EEE R ARIIER,

6.3.3 MESMINIE

Kerberos SAIIER AN EER. EMXAURIEREF RSN EMEMIEF i, RSEAE
S aEBmIERERSNEZEFAHESHIIEE S, Eit, EXRFIREFHRIER. ERER
FImEY S DR PR UEIRIEANN 1, AREREMEFLEHAENZIERAXNEME. TP K
Rt fE 3 AR S5 BBV R LRI, ARENFRE.

6.3.4 ZFEEN — BKRFIERSSe=

SEESRE—TRSSEER. Alt, SHEERI—PRSH, MERRR—THE

8. Kerberos 327t 7 —HWIHISKIRENA TR MRS BHRE. XMIRSKITN “RIERANAR
5" . BERNRSSHERIINEMRS—F, UERAENAINRELE NN BNATRE
FREE—NHKRBERIVEEN, MIKRRERNRSSE. WIEREEUTES:

° HWIERAIER
o RIEERNERE

° JAIEZR
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SEMHEMRSSE—F, REENRSSNTHLEZERNERENS M IS, WREE
ME%, FEENRSSFFHE—TBERGE P infHRS S 2 EERIFHZIER R, ?.’?S)'E’
WERATHRSRBERE, HPEaUTER:

° BFIRRIEMR

o ARSSEB|BIE

o ZEIAYE]

° EF Rk IP it

o MERNZIERH
MERAEES— AR, ZERPREERNERENRIRENE, SRSHBRIAERE. R4
RAEXMMEFBRNB— FERRSEZERERERINRS ZZHNLEEENRIERH, EX—

R, N EBESREEERNEERNHNRIEERME, SERMRSHE, A UEELT
MNMAFERFIOS. Eit, Kerberos TR F REEIRENE F iwkI— X — 1M EHE,

6.4 Kerberos WEHEFME

BERRT, PS5 Kerberos MME—IZMEE TIFILERBAEN, ERHEGERF—E
ERINEE, £1HE, BB Kerberos BiE= BHopf, XiFHMAMFEEGZAF

HAFPNERRIEFENEET A EEENEREENR KN ERE] (SENIZER 10 /M6
B, ZENENEARATESEREMTE, ERAFTLUETIETT kinit KRE—NHHNZRE
BNEE. BXBAOS, Kerberos TEMME LRI RGN FAERS AR, BIRGH
Kerberos A E#EERENHIFT A ZRAIFIR, 15117 klist,

TERFEHIRIILE T A Kerberos SRR AR, ELERHE krb5-apps-
clients f&, BILA7E /usr/lib/mit/bin & /usr/lib/mit/sbin FEIXLERN HIZF.
ETREEE Unix A Linux ZAERFRIFIEINEE, RATESE Kerberos FiEIERERAFAINIE
AR :

¢ telnet. telnetd
* rlogin

® rsh. rcp. rshd
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e ftp. ftpd
® ksu

BARBRENTERAXENARFMMAEN, X Kerberos ERIEFAT BHNS 5. MRER
H Kerberos ZHRHIER T#HTHIE, sshBEEZLRA— ) TIELRENMERIER LTS —
NIElh, WNREFER ssh BEFREF—NIEL, ssh EHBREZEMNMEZERNBSSRIERE LT
EE, (NETFiLZESFHEIEERABHN, RAREPESITRLSERES (IP#itt) . XDM
#1 GDM 12t Kerberos 3%, https://web.mit.edu/kerberos 7 ERY Kerberos V5 UNIX
User's Guide Ri¥N4RT Kerberos ML FFER.

6.5 ZIEMEIE Kerberos

Kerberos IFiR I ZMAKHIRL. FIAHDKH0 (KDC) BFBEMHROEHIERE, ZHIEEESA
Kerberos 18X ##E, FREEFPImIKEIT KDC B NMER EMREITEHIIE, KDCHEF
InER R AR IR B HITECE |

—RREETE
CEMRIGE, BIREFTEE6.5.17T “Kerberos WEEIRHN HFIRAMREER,
Kerberos I BiEFE YR, BEME 6.5.2 T i Kerberos 4MiE” o EEHREE
755 KDC BT B H RHE SN R 2 HKIR, 58I E 6531 85 KDCEW" . W
ERIGE R ENNEIRUBRFIERIBHESBEUNNE, FENE 6547 “ILENEE
£

A iE
AcE KDC MIZEFim, B8 E 6557 “ILE KDC” ME 6.5.6 T “EEE Kerberos &/
iw" o /BRI Kerberos RESAVEIZEIR, XHEFEMILFIX KDC i+ENHITYIIRIFR, 5
BNE 6577 “MEIRLIE Kerberos B , ATHPHE MRS CERS X, B85
MEE6.5.8T “BlEE Kerberos RSB EHE”

JBH Kerberos B{3I83iE
ML R E AR SSE BT LAEF Kerberos. EffF PAM £ FRERH 70 Kerberos O
KT, BRE 6597 "I Kerberos EF PAM 245" HpRkig(E. EfFEH Kerberos
B{3UIEEZE SSH 2% LDAP, iB#%5E 6.5.10 11 “ACE SSH #1T Kerberos S15%0
IE” ME6.5.11F “fEF LDAP #ll Kerberos” FRETRiRE,
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6.5.1 Kerberos WNERFM
{E{] Kerberos MMEHN AT AU TERA EREIEEIET:

o RMEAFERMZREITAVREEMTRY DNS fr32:, UERF MRS SFEBHERIL, BX
DNS IREMER, BEN (BEiRfm) ,F£398F “HEARL o

o IEMERIRE—BTEIIRSZ 28, FREFRAIBTERT T Kerberos I&E M % XEE, AN
B Kerberos ZIEANNE S ERNENE,. BXNTPIREMNESR, #20L (BEERE) ,
$38F “fEA NTP ELHE” -

o RE—PEPAD RPN (KDC) 157 Kerberos R LIEIR AL, KDC HFAS
Kerberos $iBE, 7ELLIHEN] HEMARFIALRMREITREES, LIBHLEIEITEN AT
W BRI RS,

o BEFIRITENEE NER Kerberos S14%83IE,

TE#ELE T —MERINRAINE, HRNEEE Kerberos BHIZEAMEDFAERAN, RIFE
RUERE A/ NFNIRTN, ERISERRESEARE,

192.168.1.0/24 P .
192.168.2.0/24 100 101

6.1 . KERBEROS R4 #H

©) #F: BBEFMRH
FFEMFE 6.1 “Kerberos ML PFIRIEE, EERDFW
(192.168.1.0/24 #1 192.168.2.0/24) Z[EECERRH. B XfFEM YaST BB RHMIFM(E
B, B8N (BBm) , £ 238 “EXAMEMIR” ,56234.15T “BEERH .
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6.5.2 1%&¥FF Kerberos 4iiig

Kerberos ZRAVHIR AWM, BEI—NEFR (W EXAMPLE . COM B¢E 59 ACCOUNTING) 3RAR
i3, Kerberos X9 A/NE, FEitt example.com 5 EXAMPLE. COM 2R, EaIRIES
CHRIPERFERANE, BEENBCERERAT IR,

fEAERI DNS & (F13, W ACCOUNTING.EXAMPLE.COM) @A FER0iERR, S0FFRr
T, WR¥E Kerberos B IRECE /9i85d DNS REH KDC F1EM Kerberos fRSS, MARSKEIER
RNTERBEMEZ T, BMEX—R, RM%Ei&H DNS HEZNFHSRE R,

5 DNS B =iEIR[E, Kerberos @R7%M, HLt, WREE—1 &5 EXAMPLE. COM BI
1, %47 e DEVELOPMENT #1 ACCOUNTING B9F “F4lls” , XEMBIIEHASM
EXAMPLE . COM 4k & 1K, R, EHENR=Z MM, HEEAS M TIRERER TR
BMWIE, F—NMURPNAFEESS — N UEPRRSSIEMBFR R E,

ATEFHRA, BRSERABNMARILE— TS, EXERRIBAP, KEMERGIPER
47t & EXAMPLE . COMs

6.5.3 1x& KDC Bt

E(EF Kerberos, BAERE—GREBHASEZFL (HEHKDC) HItEN. XEITENEE
B Kerberos FAIF#3ERE, HPEEOSHABERER.

KDC B R EMENPREENID — WRBARN, BBA Kerberos RIFHIFRE R KA
BEZRIE ST EIRE. 8e051510) Kerberos #IBREMKTE A LU B ZREUBEFIEME&, FR
KN RA]gEiES it BN T 2%

1. BIRSS|HBENRE—TUEARFRIFHMUE, WREDHRAZTTHNRINHARSS 28

o

R

It

2. FRT KDC LA%h, AEFH EBITEANZNARER. HPeiERSSHNEFiE— §
g0, KDC ANi@Ed NFS SNEAXHRSEfER DHCP EREMSEE.

3. BARERNERY, AERBEELRENGIIRHRETAFAZTENG, HPEE
portmap. inetd #1 CUPS AR5 23, MURMERET X BV, EEZRK SSH fRSS25t0
ROZ A BENZ 2R,
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4, FRHBEN LA REERER, BN XRSBABBENL 2N, Kerberos iRftEH
CHMEER@E.

5. ¥ /etc/nsswitch. conf BEEEANERZAMX R HITHRAMNAEH. R passwd #

group BYITIFHITAI T ELN:
passwd: files
group: files

“mi8 /etc A9 passwd. group # shadow X, HERREML + FRIFFKLEIIT (XL
TAFNISER) .

6. ZA root tkA LUSMNYFRBRMBFIKS, 75752458 /etc/shadow FHRFMAOLSER
NFE ! FiF,

6.5.4 ECEREIRS

ERINER Kerberos, MIAFRENALANIE RANHHELTE CEARLS . X—R3IFS
BE, [EA Kerberos BEMTERNSHEIL. WEEFTRERTEML LIREX Kerberos F174E
iE, HBEFERTEIIRNERS 2. Kerberos RERZMRIFIEIEEITIAE. HPFZ—=RETNN
ZIRPHMNNEE. NRRS[BUREINZIBENNEIES SEINEIRE, MELLLER,
Kerberos TELLIRBTRIB Y R IF—ERRE. EBItENNSIEN IR &R — E—RRIRI
BENNRHRER, Hitt, MWL LR ENHITERE, FEEi1NNHhShREERR
#,

EXHLER, —MERENAEMEET—EITEN LZE NTP iEfRS2E, HEMERFIH
B 5iZARSRES . Alt, BEMEXLEITEN EURFPIRINSHIETT NTP FiFERF
chronyd, KDC ZFHFESLANEIREY . AFELITEN LETT NTP FIFEFSER
X B, & cron fEIIETT chronyd -q HITIHHRIER N AERNIERE., ERERINSEEERK
NTP BEFim, W (EIEfE/) ,5638E “HANTPRELHE" ,538.1 7 “fFH YaST icE
NTP ZFiR" LRI ABIF AR SR,

S—MERIFEEIIRSHIER NTP SFIFEFNMER, B—IMEH4SENHMMEIZRN NTP
RS2, HES—MEHSERIFHMIMNEI KDCo
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A LLEEE Kerberos FE0 BB BB FAAFIIRARE. HE FRANMREE) TUE
krb5.conf XHFFH#HITIRE, IHEWE 6.5.63 7 “HENHREE" o

6.5.5 HBc& KDC
ATE KDC WINBERARE, QiEREEIF. KIREN ISR

1. RERPM: 7EIEEA{E KDC BUITEN ELZZE LI THEE: krb5. krb5-server
krb5-client B{4€,

2. HEREXH:. WAIRIEEMNIETIAE /etc/krb5. conf A /var/lib/kerberos/
krb5kdc/kdc.conf BEBEN M, Xt KDC EMFREER., B8N E 65517 “fd
BiRSE®

3. el#E Kerberos #3BREE: Kerberos (R#FP1E EEARMRM B ERIAERIFTE EEZREHVEL
BE, BXAT, BBNE6552T EEIHEE

4. BEE ACL X . FMEER: "JLURTEEIE KDC LAY Kerberos #¥3EE, ERfLEFRT
W EFECNEIERE, Kerberos ERIFIEIEHITIR, HIAEIER R T (KBfHERIZE
A, LUEHEEEREIEEEERE, Kerberos ACL X1HRIER1ZA /var/lib/kerberos/
krb5kdc/kadm5.acl, BXAT, EEWE 6.5.77 “ELEIniZ Kerberos BIE” o

5. i3%& Kerberos B : FMEER: RV EE—PEETARETNEIE
Kerberos, HIERTH KDC ZEIRINT 1ZERF,. BX4AT, 58IE65537 “0lE
FE

6. [B5h Kerberos SFPIERF: ZTEHIFHECE KDC 34fE, B5h Kerberos SPPIER LUE
NI E(#t Kerberos BRSS. BX4AT, BEWE 65541 “BrlKDC

7. HZEHCRIEBERH: ZBECSFE— XK. BXAT, BENFE 655371 “GlEE
(S
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6.5.5.1 HECEARSSEE

Kerberos fRZ2sMVECEFEIR ZHIT N, I NREEHIMEAZR L. DNS #1 DHCP E2&. 4
N EMEERRAR, SATUESRITF—MNERIATUE AR5 2 s Y PR ET o "FEE’\J/TPﬁ'J‘EETT—
MEEEE, XHIESHIRNETIRARE]; BX Kerberos BEERFMIEE, 152 MW https://

web.mit.edu/kerberos/krb5-latest/doc/admin/conf_files/index.html#,

il 6.1 : =ffl KDCEZE /etc/krb5.conf

[libdefaults]

dns_canonicalize hostname = false
rdns = false

default realm = example.com
ticket lifetime = 24h

renew lifetime = 7d

[realms]
example.com = {
kdc = kdc.example.com. :88
admin_server = kdc.example.com

default domain = example.com

[logging]

kdc = FILE:/var/log/krb5kdc.log
admin_server = FILE:/var/log/kadmind.log
default = SYSLOG:NOTICE:DAEMON

[domain realm]
.example.com = example.com
example.com = example.com

6.5.5.2 IgEHIEE

T—FEHIE1K Kerberos ARFREFFAE EMEENHIERE, REBUEEETEH, WEBATH

SEHIEERSIMNER (SRIRYEEMEMESN) . TBARMBITORER, FHEEMNE
EXHHIX R, XEEERERE KDC HEFTRAOLHRE, WRER—EHNET
0<%, SAM—ZEBREHIFT AR —DIHH i —aiE,
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¥t Kerberos $t3E/% (/var/lib/kerberos/krb5kdc/principal) # TR &0, BFRE
BOEEXMH (LT /var/lib/kerberos/krb5kdc/.k5.EXAMPLE.COMH) . &, &
05IR B AT RIPR B A B LU EGERE. AL, BERBTOCEIRNREFERLUE, ANE
RS ERREMNE N HEMEHIEENERARIE,

B EEFXHMEERE, 15i51T!
> sudo /usr/lib/mit/sbin/kdb5 util create -r EXAMPLE.COM -s
TRETIUTHE:

Initializing database '/var/lib/kerberos/krb5kdc/principal' for realm
"EXAMPLE.COM',

master key name 'K/M@EXAMPLE.COM'

You are prompted for the database Master Password.

It is important that you NOT FORGET this password.

Enter KDC database master key: @

Re-enter KDC database master key to verify: @

@ Typethe master password.
® BXEANOS
EHITIREG, EER list 8

> kadmin.local

kadmin> listprincs
TREIEBIEETFNS D IR, XA Kerberos RERERA:

K/M@EXAMPLE.COM
kadmin/admin@EXAMPLE.COM
kadmin/changepw@EXAMPLE .COM
krbtgt/EXAMPLE.COM@EXAMPLE.COM

6.5.5.3 GIEEF

HNECEIEM Kerberos £k, —MNEMEEXBFHEIE, S—MHTS Kerberos #HxHY
BIEMES, RIEENERZRE suzanne, BERITUUTERE:
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> kadmin.local

kadmin> ank suzanne

TREIIUTRHE:

suzanne@EXAMPLE.COM's Password: @
Verifying password: @

@ BN\ >suzanne®Od%,
@ BEXEANsuzanne 9%,

ET¥R, @i37T kadmin 2R FE# A ank suzanne/admin, @& suzanne/admin B9
B—1NERF, EAFPZN adnin ERRTENHA, FHEEEIE Kerberos $IEZERNS(ER
tAat, — AFPAIUERTFARENNZ N A6, ACHNERMERIREMMERILARRE MK
Fo

6.5.5.4 25 KDC
[B5) KDC sT4F12FH Kadmin P12, BFSIBRITIFIER, B

> sudo systemctl start krb5kdc
sudo systemctl start kadmind

SIMEERFEIRSZTENES IS8, FASBEIARSS KDC (krb5kdc) 1 kadmind
(kadmind), IBEMWANU TS EAXLERS:

> sudo systemctl enable krb5kdc kadmind

B YaST s EEEERB Ao

6.5.6 [EZE Kerberos B i

HEMRBHFFEMI (DNS. NTP) BEEREHBzN KDCH, BEREEFiRITEN. Ei
& Kerberos ®F i, 1BER TEMARNRMFNSGEZ—
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TEECE Kerberos BY, BILURAMMAE — 7 /etc/krb5. conf XHHH#ITESEENED
DNS #1TEhSECE, XA DNS ERERY, Kerberos MAEF=E1RA#EH DNS ieR&EH KDC AR
5. RAFBSEERN, KE8 KDC RSBV ENZARME krb5. conf (H1EHEH KDC HUAE
A RNER B SR EI )

EF DNSHEERBILRTE, MESSITENNERETEFELR LGS, BERENTHES
&89 DNS IHERIH B E T8, &id DNS ECE Kerberos Wx=4REn#: KEHEEB @D
DNS FEERIFERIEMEEY (B ERBMARSELM. G DNSIERE) . BEXRERREM
LIRS BT, BRIETE krb5. conf RHEIN IP HIEMIEENE, BNBHSEBEHUSLEHERN

1Bt

6.5.6.1 FSEE

—HMERE Kerberos A KE4RIE /etc/krb5. conf, BRINREMXHFREEREI, THIE
R EERFE XL, krb5.conf AZANED (BB5R) AR, &1 20 UAIES NS
DRIFFL, @0 [this]o

EfgE Kerberos EFif, 1B FTEMVESEARMNEI krb5. conf (EA kdc.example.com &
KDC BEHE) H:

[libdefaults]
default realm = EXAMPLE.COM

[realms]
EXAMPLE.COM = {
kdc = kdc.example.com

admin_ server = kdc.example.com

}

default realmiTIRE T Kerberos N EFHEIAIE,. WMREHZINTR, BE
[realms] B ARNOIKMIANESR,

ESMEE RIS RII—MER, 8RN AR INENG EN BT R, Fi0, HiEEIz
ZENEY, Kerberos FEEEFIE LN FHR- A, HAFE [domain realms] ZBo 31t
HITERE

[domain realm]
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.example.com = EXAMPLE.COM
www.example.org = EXAMPLE.COM

3B A A example. com DNS 3 AFREYFRAE EHIIAIF EXAMPLE . COM U AR, BRI —
N www . example.org BIIMEBEAAR S EXAMPLE . COM ST HIRL 5o

6.5.6.2 ET DNSHECE

BT DNS B Kerberos Bt B AZEMH SRV IiER. ESM (RFC2052) AFIEERS B DNS
RR, RitRE https://datatracker.ietf.org/doc/html/rfc2052 2,

3FF Kerberos M=, SRVIERMIBIRIBERA service. proto.realmiEz, HA

B “realm” 2 Kerberos diE, DNS FREBAX D A/NE, FHItSEAXMECESGE

BY, Kerberos §UFIET 2BX D AN, service 2—1RER (Bl EiREXR KDC 51
LRENKERRENEZM) o protoAILIZE udpWAEILLIE tcp, BHIFFMBRSEZSF
XM

SRV HRICRAVEIRE D EE—MUERE. —TNE. —MmOSHM—1TENZ. KERH
E T ENHR=RNINE (EHRUNAELAES) . NEERTZRERTREENARS2EZIE
KIMAEFE, CHIFRREEN], FRUREETL7 0 BIF],

MIT Kerberos HaIEIRARSEIRIEIR AT BT

_kerberos
EENXT KDC FHFiEF (BHIRIENEREENRS::) HWAUE, BEERUT:

_kerberos. udp.EXAMPLE.COM. 1IN SRV 0 0 88 kdc.example.com.
_kerberos. tcp.EXAMPLE.COM. 1IN SRV 0 0 88 kdc.example.com.

_kerberos-adm
TiER T IZEEERSUE, BEIERNT:

_kerberos-adm. tcp.EXAMPLE.COM. IN SRV 0 0 749 kdc.example.com.
BT kadmind R3%#5 UDP, EIt&E udp idH.

588 EXH—F, XBHRMET —MHEIREEFimERFE EVAGITF EXAMPLE . COM
g, EMEEARZ example. com DNS F9—&8453, @iTiE— TXT i RNz
_kerberos.host name BlRIf#EIX—=, WTFFR:
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_kerberos.www.example.org. IN TXT "EXAMPLE.COM"

6.5.6.3 AR RE

B'J%*ﬁ%xe@li’t-mﬁﬁtf&‘t’GEM?R,;LETfﬁPﬂ‘H%E’J,BI BEICEER M ERIRE, FHfRE
®ERN300F o) . XEKE, EEPHNNERSTULRSSENMERS S, REAIMU
RET3 5o

HER NTP BZFAE XN, AILUSIERID ARL—7D, RILIE /etc/krb5. conf Fig
BRfREE, SRR

[libdefaults]
clockskew = 60

6.5.7 HECEIxIE Kerberos EIF

ERTERIZINIR KDC I£H GBI M Kerberos BURERINAM AR X, 154838 /var/lib/
kerberos/krb5kdc/kadm5.acl BUE4%] Kerberos BIRARSS 28 B A FHILE I (A ITHRLE IR
Eo ACL (ARIEHIFIR) XELELAESHNITHIEIEERIMN. BXHT, EFER man 8
kadmind R&ZEFMD

BB A RXAFFEAULT—1TREE SR T ERBUREERRR:

suzanne/admin *

BHEEFP R suzanne B ANEECHER B, ERsh kadmind LAEEREK.

‘&“ﬂ”ﬂ'ﬂ“’u EN%{EA kadmin TEIEFEMIT Kerberos BIRES, B4, NEHN admin A&
—NER, HEEET kadmin RSB ERMNEHILLER:

> kadmin -p suzanne/admin

Authenticating as principal suzanne/admin@EXAMPLE.COM with password.
Password for suzanne/admin@EXAMPLE.COM:

kadmin: getprivs

current privileges: GET ADD MODIFY DELETE

kadmin:
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£/ getprivs SR EEMLRIN, FENFTIRBPTILH T 2245
590, BXEIK suzanne:

> kadmin -p suzanne/admin
Authenticating as principal suzanne/admin@EXAMPLE.COM with password.
Password for suzanne/admin@EXAMPLE.COM:

kadmin: getprinc suzanne

Principal: suzanne@EXAMPLE.COM

Expiration date: [never]

Last password change: Wed Jan 12 17:28:46 CET 2005
Password expiration date: [none]

Maximum ticket life: 0 days 10:00:00

Maximum renewable life: 7 days 00:00:00

Last modified: Wed Jan 12 17:47:17 CET 2005 (admin/admin@EXAMPLE.COM)
Last successful authentication: [never]

Last failed authentication: [never]

Failed password attempts: 0

Number of keys: 2

Key: vno 1, Triple DES cbc mode with HMAC/shal, no salt
Key: vno 1, DES cbc mode with CRC-32, no salt
Attributes:

Policy: [none]

kadmin: modify principal -maxlife "8 hours" suzanne
Principal "suzanne@EXAMPLE.COM" modified.

kadmin: getprinc suzanne

Principal: suzanne@EXAMPLE.COM

Expiration date: [never]

Last password change: Wed Jan 12 17:28:46 CET 2005
Password expiration date: [none]

Maximum ticket life: 0 days 08:00:00

Maximum renewable life: 7 days 00:00:00

Last modified: Wed Jan 12 17:59:49 CET 2005 (suzanne/admin@EXAMPLE.COM)
Last successful authentication: [never]

Last failed authentication: [never]

Failed password attempts: 0

Number of keys: 2
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Key: vno 1, Triple DES cbc mode with HMAC/shal, no salt
Key: vno 1, DES cbc mode with CRC-32, no salt
Attributes:

Policy: [none]

kadmin:

X EEMNSEKESERER N 8 /N\it, X kadmin Sl AENMFHAEE, 2R
krb5-doc 43 man 8 kadmin FETi,

6.5.8 BIZ Kerberos IREZE &

ZBaTAL, BIMUGHETHEFRBHEIL. B5 Keberos #AMIRSEEERATFiEAR
BITECHEM. FEit, MFEURFIRENETNIRS, Kerberos $IEERAMIFIERFRAY
RSB EIK, a0, R ldap.example.com $EfH LDAP fRSS, MEEE—1IRS K Ldap/
ldap.example.com@EXAMPLE.COM, fBItARSMFIER P IHIIES %,

IR RIS R Y E S SERVICE/HOSTNAME@GREALM, ErA HOSTNAME FHM=LEE T
Zo

BYBIRSHIRFT A

R SS HER T ARSS

host Telnet. RSH. SSH

nfs NFSv4 (32ff Kerberos z3F)
HTTP HTTP (21 Kerberos SHIIE)
imap IMAP

pop POP3

ldap LDAP
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IREFEEMWTFRFERER, BEE—LEAEN. AREARSRSEAHZENEEEINET,
AIENZAZ ORI, SAF M KDC REXVERENEERN, MIFERAEOS, UFE
Kerberos BEBRZZEIR. MRAKEERKAE 8 /NNRIAIA SSH FHPIEFIREN— R FHTHY
ZiE, BaBFRAE,

AR L, FARBERS EFVIGRENZHAEHEERM KDC —/RERIM, FEERZR
keytab BYA#IX 4, SSH SFIFEFERS B ZAH TR ERERERERINHE
. BRIARY keytab XML F /etc/krb5. keytab A,

EH jupiter.example. com SIEEFENARSBEMXK, BFEEL kadmin IFHAERANLUA TGRS

> kadmin -p suzanne/admin

Authenticating as principal suzanne/admin@EXAMPLE.COM with password.
Password for suzanne/admin@EXAMPLE.COM:

kadmin: addprinc -randkey host/jupiter.example.com

WARNING: no policy specified for host/jupiter.example.com@EXAMPLE.COM;
defaulting to no policy

Principal "host/jupiter.example.com@EXAMPLE.COM" created.

-randkey ISR EAMEXLEOS, MEET kadnin £E—MHENZEH, ZFRAUEXE
FRAXMIE, ERAANLEARTTEAFRE, EEITENN— RS EKS,

&G, IREVERHIGEEMEIEDM keytab X /etc/krb5. keytab #, XN B A
8, FRLEHIE root AR Z8ETE kadmin shell FHITLATER<:

kadmin: ktadd host/jupiter.example.com

Entry for principal host/jupiter.example.com with kvno 3, encryption type Triple
DES cbc mode with HMAC/shal added to keytab WRFILE:/etc/krb5.keytab.

Entry for principal host/jupiter.example.com with kvno 3, encryption type DES
cbc mode with CRC-32 added to keytab WRFILE:/etc/krb5.keytab.

kadmin:

SR, NMRFRFER kdestroy #HE@ET _EIR kinit 315389 admin 4,
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6.5.9 Xt Kerberos B PAM ¥

ZE . FRENRESIEAF
REEM Kerberos BRERIBESEE (1F root BF) BIEERSK 2N EFFLEHI
XFER, BERETEAARYE pam krb5 ERAFMEIMER PAM BBEXHZIE, ¥

.

ignore_unknown principals $#§<70%I pam krb5 &k,

> sudo pam-config --add --krb5-ignore_unknown_principals

XEFET pam_krb5 #RIRZEEEIR, AR, KPMERERK.

SUSE® Linux Enterprise Server Bt 7—-% 77 pam_krb5 BY PAM 1&1R, ZARIRZHF
Kerberos BRMOLEH. suFZHIEERNAREFUN GDM FERE RN AR LUFER
tiRR, SR, EFZERAFRAOLERSHIIENREFARERININE Kerberos EiE
WErEZHSR, EALUERLIER, EX Kerberos Bt E PAM X#F, BFERTEMNGS:

> sudo pam-config --add --krb5

EREBESEIE pam_krb5 EIRFMEIIMAR PAM BEEBESXH, FHIHFRLUIERAIREEBIZIER,
ENEHVEEE pam_krb5 BIERAAI, BHIEXMH /etc/krb5. conf FH AN AR RINE
PAM, Bx4075, i5@FEMA man 5 pam_krb5 R&ZFMT,

pam_krb5 BRAVIGIHFERA TS Kerberos EHEEAE D AR B IIEHNMSEIRSS. X—
RIRF3, REREIE.

6.5.10 FEZE SSH #1717 Kerberos B4 5a1iE

OpenSSH 7EYARZS 1 #01 2 F11935 5 Kerberos B30I, TEARZS 1 H, S@EIEHMIGER
%5 Kerberos Z#E, hrds 2 FEBEEIEFEMA Kerberos, MEMK#T GSSAPI, ENiBRAR2IRS
APLIXZ—MAR4EE T Kerberos 4RTEEO — HigitBEMERBEMSHIIIERRFE, T
ILE R Kerberos. AHZFIAINERS (30 SPKM) EREMAS, BR, BEHI GSSAPI FEX
2#% Kerberos,

E¥ sshd 5 Kerberos B3I SR, 1844E /etc/ssh/sshd_config HIgGELITiE
T
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# These are for protocol version 1
#

# KerberosAuthentication yes

# KerberosTicketCleanup yes

# These are for version 2 - better to use this
GSSAPIAuthentication yes
GSSAPICleanupCredentials yes

SAIGfEF sudo systemctl restart sshd EE5h SSH PP,

Z38 Kerberos INES IR 2 —iEfER, FEARXFPHEERAE. BEASSEENEEXH
/etc/ssh/ssh_config RITIEIRIE, SEBEIYRLE ~/ . ssh/config EB AL
1TIEIRE, EXFMIBERT, EIFAIIEDM GSSAPIAuthentication yes,

SINTERIZBETSE Kerberos B IIE#ITIEE, A klist RIEBESTHEENERE, A
[5iE#E %) SSH ARS8, EamHIfER SSH thiXhkas 1, BE1E<IT LIEEIERIN - 1,

~

O =7 B8
/usr/share/doc/packages/openssh/README . kerberos X4 E ¥4t NA T
OpenSSH # Kerberos B2 B,

©) =R MRS 2 WEMIES
S #F GSSAPIKeyExchange #l#l (RFC 4462), ItIESIEEMAIRIEENZEH. BXIFHA
88, 15N sshd_config FH01 (man sshd_config),

6.5.11 {EF LDAP #1 Kerberos

Kerberos 1= S 7303E, M LDAP MIAFENMIRIR. XA MRS I UL S T
NI R LIERE, 389 Directory Server ZHUAREIR AN EGE: SSL/TLS . Boh TLS
EREM SASL B1581E. ERBHNINIENZ LR (SASL) EBT#ITRHIIERIMENIN. 7
SUSE Linux Enterprise Server R SASL LI RZ cyrus-sasl. Kerberos B3I
iI cyrus-sasl-gssapi SRIEEIRMHAY GSS-API (BEMZ£ARSS API) #1789, 389 Directory
Server i®1Z GSS-API £ Kerberos EHER N 1EHTTH DI IE AR N Z £
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&8N SASL 1E%E, e LUERRRNAGIRRSB[IVERF NS4S, 7E Kerberos A, S50
IEAITRAERN, XRREARXE 389 Directory Server IWIE T B S F 147, 389 Directory
Server XEWAERIETENEMR. BAMES, XRTEESFAENRSHMAEREELE
HIBEANARSS T TIE

797 & Kerberos BEfE4FREE] 389 Directory Server, i58IE—FEK ldap/
ldap.example. com FHREEFRMEI keytab, 389 Directory Server FAR#{TE R IRIERN H 149

ZILEH keytab IRHt4A EthARS328, 389 Directory Server i@ KRB5 KTNAME IFiE T £
keytab,

BiGBZTE, FRITUTRE:
1. - sudo systemctl edit dirsrv@INSTANCE

AR F9 389 Directory Server SEFIER T BAIARIR, 188 INSTANCE BiA
localhost,

2. e JJI] L/(_F AR

[Service]
Environment=KRB5 KTNAME=/etc/dirsrv/slapd-INSTANCE/krb5.keytab

3. keytab XHFE AT 51T 389 Directory Server Btk (30 dirserv) iEEX:

> sudo chown dirsrv:dirsrv /etc/dirsrv/slapd-INSTANCE/krb5.keytab
> sudo chmod 600 /etc/dirsrv/slapd-INSTANCE/krb5.keytab

6.5.11.1 ¥ Kerberos {535 LDAP 5EC{EH
ERMHRFVRNEIERNERE, BERATESE 65537 “CIEEA" PelENER:
> kinit suzanne@EXAMPLE.COM

E1E GSSAPI S IIERTEE T, 1BIE(T:

> ldapwhoami -Y GSSAPI -H ldap://ldapkdc.example.com

dn: uid=testuser,ou=People,dc=example,dc=com
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GSSAPI f£F ccache A 389 Directory Server IiEFAF 513, TEAFREEDOS,

6.5.11.2 BZE SASL B{7hhst

TEAMER SASL 4B EIERET, 389 Directory Server 23 SASL S4IRIE ID (AT RE RARS 253
TEMIIE) BRETRIARSS 2P TENERY LDAP T, 58 Kerberos BY, SASL FAF ID RELITH&
R userid@REALM, ffl40 tux@example.com, HFUEILL ID #5425 BB F B9 Directory Server
1519 DN, 540 uid=tux, ou=people,dc=example,dc=com, 389 Directory Server A X%
$HERAECERM T AN, i, ErIURIEEENX R, £7i2 6.1 "SI BT
EIFIHFN S RERET. SNEIBIBRERES, LAKGNEIGIEE B E X BRET,

Bi2 6.1 HIERE
1. Z5HIMER SASL BREY, FBITUATa<:

> dsconf INSTANCE sasl list
Kerberos uid mapping

rfc 2829 dn syntax

rfc 2829u syntax

uid mapping

2. 2RRBG, BIETU TS

> sudo dsconf INSTANCE sasl get "Kerberos uid mapping"
dn: cn=Kerberos uid mapping, cn=mapping,cn=sasl,cn=config
cn: Kerberos uid mapping

nsSasMapBaseDNTemplate: dc=\2,dc=\3
nsSasMapFilterTemplate: (uid=\1)

nsSaslMapRegexString: \(.*\)@\(.*\)\.\(.*\)

objectClass: top

objectClass: nsSaslMapping

3. (REEN dc BERMAMGE, FARFAEER. ZMFFIRSE MREFESE) , 1B

BT T

> sudo dsconf INSTANCE sasl delete "Kerberos uid mapping"

Deleting SaslMapping cn=Kerberos uid mapping, cn=mapping, cn=sasl,cn=config :
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Successfully deleted cn=Kerberos uid mapping, cn=mapping,cn=sasl,cn=config

4, EQIEIIRGY, BTITUA TR

> sudo dsconf localhost sasl create --cn=bhgssapi --nsSaslMapRegexString "\
(.*\)@EXAMPLE.NET.DE" --nsSaslMapBaseDNTemplate="dc=example,dc=net,dc=de"
--nsSasMapFilterTemplate="(uid=\1)"

> sudo Enter value for nsSaslMapPriority :

Successfully created bhgssapi

5. EAU TS ERHEIEIRET:

> sudo dsconf localhost sasl get "bhgssapi"

dn: cn=bhgssapi, cn=mapping,cn=sasl,cn=config

cn: bhgssapi

nsSasMapBaseDNTemplate: dc=example,dc=net,dc=de
nsSaslMapFilterTemplate: (uid=\1)
nsSasMapPriority: 100

nsSasMapRegexString: \(.*\)@EXAMPLE.NET.DE
objectClass: top

objectClass: nsSaslMapping

EAXLHS, BT ESENER, FEEEHMNEIREMN dcE, AIUE
3|, FHREES 3N dc Y, RLEIABRSIRIEE th4Mis (EXAMPLE .NET.DE), MRi&E
& EXAMPLE . NET X##R95Tis,

6.6 Kerberos #1 NFS

REZENFS RS FEBAILUMERRIA “FBENL” ERXNLLM (FF sec=sys) METF
Kerberos =P FEZLMES) (sec=krb5. sec=krb5i #] sec=krb5p) HEEHEGFK
SHXH RS, sec EHIEEARFin EAERED, —MERNEREKEE NFS HIEH
5 sec=sys Be&ER, SASEALISEHE Kerberos, EXMIERT, IREZFEAURESEENFE
B2 45 sec=sys LUK IR Kerberos &5, ERIRFTER P iR, BAMR sec=sys 3%, M
MEMEENZ LM, FIRE Kerberos IS ERIZER (MREF#HTT) . B2, NMRER
T Kerberos, NFSH{TASHIMARNER, BRE THRHBAIMEINSHKNEM, 5S
WE6.6.1 T “HREENE
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=% Kerberos RFIRTAENZ LK. Z2UHE, MENBEESMENLIERZRME
%, TEITXIXt NFS SLitE Kerberos BY, &G ST HE— I EEZREE.

krb5 (URE S M. RS[BIERRIZTIER, MEFLHIERSBLXTEE. EXREH
BERFBZFENARREL 2N, RALREMIENEZ BRI ENIREE TR UM RS
KRI/HEE, UHIRRSSH/HEFih. i1 FBEEZRENE A F PR A P PR EEIR
NS E BRI, BMIEIC LW, FRISE/LFHEIELE,

krb5i $tXFREHERNTEMENE, A8 krb5i Y, XEBETEEREMERHZE, EA
UEEME IR, EtrIfEaE BIFMRERERIXHRIRNS.

krbSp AMYARMEFAMY, BT RIENSMIIENTREMNEI, HEER :I, XA

2N
TERENEEEFHESRES[BZEIRRTHEHE, BFREEEMEEPIRIEMER, EEM
H BB IREE B2 Kerberos oA BRI S — N Al &,

6.6.1 fARYGEZE

sec=sys 5 Kerberos R MEF| 2 BIN—MTRESR (AFFIFIURGEE) SHMRE
XK. T Unix # Linux 1, SMXHRFIARIEREBREENHIE, ZHEHISTENHAFHE
B, HAEHENAREEMZ M A, JIXGFRNRERE & MAmR.
EEMEKRP, FH sec=sys ¥ user-id. group-id UNRERZEE 16 M AT RLZEIIR
528

MRENAFZ 16 MA LR FTANK G, BINAR=EEX, HETEBBE R TRAPAR]
LA RIBI S AT geTT A @id NFS ihiml. Et, R NFS AZEILSs@d EM A £8PmE A
FIRHEIRRZ 16 M 7E4A,

MR FIETT newgrp e5 < IiB1T set-group-id 12, HRZGSHIEFAIUERBFRREN
AHIR, MXLEBERIIENERY, FHi@id NFS RERRERIH R,

f5F Kerberos BY, ERPARELZEAEE, RSMIRAF (£ Kerberos “EH&” ) , MR
SR/PITERRAEZEENAF ID MASR. XEKE, NRAFE 16 MU LA
51, NMISERXLEHNREERBEGHHRNR, BHhERE, NRAFPEEF i P
group-id, IRSVBFAEIRIIXMEN, HEEREIHINRNEFISEEMNEE,
TR E L AR S B EOH BRI TR EERIFR, M EERAPIHERIMAT S
WAERE, RAXMHCERKER, ZFEFH Kerberos NIt R BIBRN T RXMES, HNH
REFEMIAI,
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6.6.2 |EBEMPIRZEME

FF Kerberos iIeEZ & MEEFERATING CPU BRERMBMBZHEE, BEZ/DEIMNY CPU

HREUNERETAZECRTAANEEMNBERF. NRRSSEXAEFHERRTHHAN

CPU &J&, TEM sec=sys tJ]iE| Kerberos B, AIRESHIIBYTENMEETRE, NREEE

FH CPU BE, NIXFMIERIREF2SHERELEL K. HHEMEFA Kerberos FTEMAIFZM

KN —H R EBERE LN 8 EH,

B LURR S S EC B AT R I U PR EIRMARIPRE. sec=krb5 FEMHENZBRET

sec=krb5p, BUWEIFTA, EAREERRBEBANZ SN, Xt, EATLLEEERI# Kerberos M

RIEEMNOLTIR, MXAEESRKET CPUKNER, B2, RAMEREIELEEN, MEXEL

EBEENEZIE, FREHXLEE,

¥ NFS BCE /1A Kerberos BYRIBEFTERY B — M4 BEIRIES 2 Bl Kerberos B I8IEARSS 28
(579 KDC HZEAD &) BB M,

5 NFS G R ERSZBINNE, BESHEREMARSER Kerberos BYFTIG AR fa Zi4E

Bl BHLATENAR (Kerberos 1K) SIRSEUXIER (fIi0, @I iFE4E NFS fRS28

SHWXH) , BEPEREES KDC . WESIERHE, BERHSRESEIEFS NIRRT
(LLET B BURT Kerberos BEREERA T, EAMSEURT ticket lifetime i&E) LHi#H—

FHIEEBHEN A&l

B ] BERZIA Kerberos KDC fRS S EENAZZ A AMMIEERE.

S5HMZ RS (6190 DNS. LDAP) SEMMBMEIXRS —, AR MEES R HE

EbiR R BIARSSEREEBER R ERIHRERENA A%, Kerberos AFFERZAERIER

BIH KDC ARS8 RS TEURE(ZRE, Eit, ERE. BRAYMEENIERARREHIHRSRHNT

FRSE R, HRENEPIHSEHMEN Kerberos IRES[HRENFIZXNENERY (T

BAighE) fEFKTE53E] DNS M DNS ARSS SRRENAEINA T, MRXMAEERAITT, HAIRA

EREMNAIEEEREM /etc/krb5. conf XX FER MR,

BT 3f Kerberos KDC BiARIFAINE, RETESIERE, AEAFTEERRA— N E. N

SRET AEBIE 9:00 2 9:05 FR, NRSHBESHREINIEREMSLLETRITINESF

%, Kerberos fRZ28 LM ATRES BT LDAP fRS28, ERSEHELNESR. BANEEN

ENZRAER LDAP EARNMERESNRKER Kerberos E7K, ARKITHRELUHTEERESIEB

N =1
l\—:t‘ﬁ'io

106 4BERN R 4B | SLES 15 SPT



6.6.3 F KDC. ZPEHMEEXRR

Kerberos KDC BI—IAE 7 D BUGTHRS ZEMLE, flO<LSERMTAFEE, XL
1R TR E KDC E3#17,

XEFEHAXAESURSHINRLE, AMAZFEERNEENH, ERELIATALSE
R, RUEFAAEALARERFMAM, HEMIKSE—ImE KDC BN IENFRAA,
MRALDHTAEMBUEH BHERMEEE T LRASOEEERES, g2
Kerberos 5 (WENMEEFOEIE—) ARSELLBFIME. XESMEEHSBEATAM
FECHIE KDC, BEEEZENEEEEXRR, —MARBAR RS —MAFHEIR.
BRHZE, RENMNGERER— 2/ (6130 EXAMPLE.COM) Fzsthis (40
ASIA.EXAMPLE.COM. EUROPE.EXAMPLE.COM) , tIReBEEENEES M AME, HE
Stk ENEE2RE, WEA—MRZEEHFEEETERAITRNEE, HFEEMER
HAILUSERRSELREERE,. NABRNER (GIINZARSREIXXH) B9EHHRINR
BURTFFAANAFR REHARS, UK NFS XHARSSBRHIINEE, XAEARAERTEIER,

6.7 BEZER

MIT Kerberos 9B AMILRE https://web.mit.edu/kerberos 2, Eitk, HBEREX
Kerberos (8#E Kerberos £, AR MEEIEm) MNEMEMEXZRITEE,

Brian Tung #R&H) (Kerberos—A Network Authentication System) (Kerberos — M£&3IA
WEZLE) —F (ISBN 0-201-37924-4) IRIE T AN EEEE,
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7 Active Directory 245

Active Directory* (AD) @—IETF LDAP. Kerberos F1EMtARSHIE RIRSS. Microsoft*
Windows* fEREREERIR. IRSMAR. 7E Microsoft Windows 48, Active Directory
SRHAEXXEXNRNER, REXNERNGR, HEHHITSRE&, SUSE® Linux Enterprise
Server a[iLIEMINIIE ] Active Directory 13, FHEER Linux I EHNEREI Windows IFiE
.,

7.1 5% Linux #0 Active Directory 15

EFEMAINE Active Directory 1B Linux P iin (EZE 7 Active Directory P is) , BILL
fEFA4#%AY SUSE Linux Enterprise Server Linux & P iR R REIR (AR FNINAE

A SMB S HEEXHME R
GNOME Files (LAHIFRA Nautilus) Z#FEd SMB NS HEEHE,

£ SMB XEXHHMBER
GNOME Files 2#H&TE Windows FFRtFH= B R XH-

ihiR)H421E Windows IRSZ 22 ERM AP EUE
1812 GNOME Files, AP A LLAIRIE Windows FFP#3E, FHrILATE Windows ARS8 E
‘RIE. QBB HESBR. BRTEZ M ANEOSEREIRREHEE,

RS 53 3850
BMfER P BiAla#E Active Directory RSS2 THMRAMIAER, BAMIIAIE
Linux I+ B EERH LR E AR,

Windows O<EX
Linux FRE93% Active Directory Sz im0 =& &I 1T Active Directory R7EERI AT O
LTHR, ETEERNITHEZFROSCESCHRHIERENEN. EETLUERA Linux

ANANSL

passwd 85I E Windows A<,

&3 Kerberos WM AEFH#HITEAER
W% SE N BIEFE % 1F Kerberos (Kerberos ) , XEE ©{ 18] LUBBEM A &
BHMINIE, MTEE Web iRS2E. RIE. BN ARFHEMUBEFMAOS,
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Q EE: @ Windows Server* 2016 FIEZARAEIE Unix /B
3
7£ Windows Server 2016 1 ShRASH, Microsoft Z=kxT IDMU/NIS BRZ2BHAE, L
XIERTF Active Directory AP EH MMC IRIZIEIREY Unix B S
B2, WR7TE Active Directory AP FIITEN MMC BHEIEIRP B AT S40%10, ML
UFohERE Unix B, BXIFHER, 15BN https://blogs.technet.microsoft.com/
activedirectoryua/2016/02/09/identity-management-for-unix-idmu-is-deprecated-
in-windows-server/ 7,
&, JLMERTIE 7.1 “EREAPEZFEENA Active Directory 12" FRFFRMI A ATE
ERimsRENRE (BAfms, BERLPE6.0) -

T—TEESIEPMRARSHINENRAE R,

7.2 A3 Linux Active Directory Z#FHEREE

WZRAGAGETELHIERE, LUEE Linux TR IHEREIIIAER Windows Active Directory
i, UUTF/IHESRHR Active Directory REZ#B 5B P IHER BN AENXBEHHNREHTE,
AT EEERSHTEE, FRRELVEESRSS[HZHML

LDAP
LDAP B—HAEIEERESMM AN, BE Active Directory B Windows 151z 5l
2RI LUEF LDAP thilCREEFimXitBRIER. ETHEX LDAP NiFHER, &S
WEES5E “fFHA 389 Directory Server B LDAP” ,

Kerberos
Kerberos BRIERISE =A BN INIEARS . HFFEEFIRIEE Kerberos B — & F i
R F DRI, MMz Kerberos (LB R E R (SSO) R 2E. Windows 2#F Kerberos
SChE, FEIEMER Linux B imt el LIER Kerberos SSO, A% Linux A Kerberos B93%
ML, BEBIRAE6E “[FH Kerberos HITMEE DL o

IRIBEEEAI YaST 12301 E Kerberos BAIIE, FHRARMZE F indh 402k~ #5149
I ERE
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BT SSSD Mg REE

* sssd STFIERF B IARR S RIIZOED. BRES Active Directory ARSS28 Z [B]HY
[FIE=PE:RaIM

o BIKEKAIARSIES, BIfEMA sssd _nss.

o BEXAPHITEMIEIE, FIEA PAM B pam sss 3R, Linux P i%_E Active
Directory PRI B REIZH pam_mkhomedir 2%,
BXPAMBEAESR, BBNE 2= “Ed PAM #HT5HI0E

EF Winbind (Samba) BIfRA

° winbindd SFFIERF B UL RS RMIZOE . ERIES Active Directory fRS3282
BFR B @,

o BIWERIRRSZERS, BIfEA nss winbind,

o BXAFPFHTEMWIE, A PAM B pam winbind #&3R, Linux FF i L
Active Directory FIFHVHF B REIEH pam_mkhomedir &8,
BEXPAMBFAEE, BBNE 25 &Y PAM #HTEHIIE o

7.1 “EF Winbind B Active Directory S50V NE" RIBER T ETF Winbind BY
Active Directory S IR EEZLAH
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PAM IR 2R
(gdm. kdm. login)

kerberized

R RiERF

l

NSS PAM

=

LDAP. Kerberos
MEH Kerberos
MS B

Windows t5 132

(Active Directory)

7.1 . EF WINBIND B9 ACTIVE DIRECTORY B {318 FHIME

BN PAM BORZFERERF (S0E RFEIFEF GNOME B REIESS) |5 PAM M NSS BRE, LUE
B Windows R 28HIES 4. 215 Kerberos BMMIIENIN AIER (XA EIRE. MITHE
R THRER Fis) R Kerberos S EIERFRIARIAF B Kerberos Z#E, ALtb2E SSO
NEZRRILARER ST o

7.2.1 3HAON

EHIMANEIEFR, IRBSBMBFPIGRANLLZEXR, EFFiE L, EERITUTESRKMA
Windows 1a35 4 2812 HAYINE LDAP F1 Kerberos SSO IF18, EAMINNIZFIEE YaST &K 53X 4&
BIRRAME, ZIERAIUERESIEPETHEE RER A IBTT:

1. $EITIRMHE LDAP F1 KDC (FFAEFHEHL) ARSI Windows 3T HI28,
2. AR FIRIITBENKF 27T B RBRS P EIER,

3. BEPIRMVIASZIERNER (TGT) BEELREHEFEM T EHLM Kerberos B EIEEF. &
FPinFBEEILL TGT KAFH—PHNERE, FEAUBAKREMIRS, MEXRAERRSSHT
LDAP &if),
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4. NSS 1 PAM ECES#H 1T, LUERF inA AmiEdzhl2s it S 4.

FRIRSISIIEFR, FE5) winbind SFPIEFHILRITENIKF RI#)4E Kerberos 2
#&. winbindd ZEHRIFITENREURSEER. A7 RIERLSFIAIKS RS, winbindd E
HAE g 88

722 BERMAFREBR

GNOME B REIESS (GDM) BELI B, A FRIE Active Directory 138 R, BRI LUERERE
FRETENEMANEEE T HEIEHSR B L5 Z ML EERRNAEEZ—

W% 7.2 75 B Linux Active Directory ZHHFHIHESEE” MR, AR BHKIEEZ1 PAM
EIRERE, MREMEIR, FIRAEBERNBAF S TIERNERER, XEHEE PAM &
ERZFFNAZE (GDM. 1THIEH SSH) TEERITRHAY:

Password has expired
RAFREI—FER, HEBAOKEERN, FEEN. RAARRTANNOL, HEHO<L
ARFEABOLEHKRE (HIINOLKE. XERHEATY) HEMAF. NMRAFNOSE
BRI, 2ERRE, #ABNHOL,.

Account disabled
BREI—XHERER, SHNEIKFEEZR, S5RARTIEAKA,

Account locked out
BR&EI—%EzEE, SHMEKFEDE, E5RAREERKR,

Password has to be changed
RAFAIUER, BaRFEEROSRRMMSMENRLT . RESTSEATKIFI=RE
tHo KM=, ARELEER,

Invalid workstation

MRXAFAFRERIFENTIEL, MZa7 SUSE Linux Enterprise Server i+ B HRTE
7, MsHM—FEE, SHtBP T EMLETEIRE R,

Invalid logon hours
MRNXAVTRAFPEIENEER, S ZAFRSATIELIENEERN, SHR—FHEHE,
AP LB EE R
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Account expired
BEAARERAPKFIZERMEE, NRZAFZAEKFANEER, FEI—
FHE, SHHEKFBERM, TERATER.

ERINM B9 I0IEHRAE], &P ima M Active Directory B9 Kerberos BRSS 235K 1S ZIRIZINER

(TGT) HEHEMERFPNSMHEIEETFP. EXRAUERFELIT TGT, MEFAFNRE,

SUSE Linux Enterprise Server X Active Directory PRt Aitt F B R HF, MNRKE 737
“79 Active Directory BEE Linux = P im” ARFTREE YaST #1TTECE, = Windows/Active

Directory AR EXRERE Linux P IHEY, RASCIEZAFRFEFER. XEFEHRMINISITE

B Linux AR EBRME, BJ¥IIF Active Directory 13i3i=HI28 T1E.

FRAMAR EERILUARILLTEN ERRF#IE (BN Active Directory RS 2867 FFiE

1) , FIER Linux BP mEEEE NHITIRVLE DI,

1.2.3 DAIRSHRISSZ

NEFEFRRRAF SEEBRERAF (Hli, TIEME, EEEMAEZNERTIE—
EZRYiED) o AfFERAFREBERMAERNITEN, EEBAENEFERE winbind SFIRI2
FF. winbind SFIPIERF BMMETERIA RS T EB eI 58 % SLhE 0 S 3 kg. TIRERAMMER=1HRE
FHRHE Active Directory FECERIREEME RN, RNZIHRIALTRERES, HINTE YasST i
Y R R A& IEIR B S Ao

HIgITHIZR T AR RIRSE, AP {NeERFEZEZ RSN BEY Kerberos R 118K
#RiFE (FREIE Active Directory fREZ 2845 8) , X57E Windows F—#%, 131z H|23EEALBY 7 BE
WIBOLSENR. 5 Active Directory AR5 S5l FEREY, P A GIRFMETELLARSS 28 L RVE
iR, MRIIEILSWET2MAERE, HEXEXNEZERIABTIME, SUSE Linux Enterprise
Server 2T AR MEAGRHRMEE BINERARERBRIFER) BTREHH Kerberos FiE,

7.3 9 Active Directory B2& Linux & i

EEF IR Active Directory I 7 B, TENMKBIKEHTTRE, UHREFRSRSEZE
A[IEEXE,
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DNS
BIEME P it BB E N ER TS DNS i53K5% 4 2 Active Directory DNS BRS5 8869
DNS fRS328. T#E, BEITENEE NEH Active Directory DNS fRSZ831EAN R RIRSS
IR TR,

NTP
B RLINEHTT Kerberos SAKIE, HIUEMISER P mAYETEL, Ak, BIVERSC NTP
BYiEIARSS 88 (Xt rILAZE Active Directory 331z HI28_EiZ1THY NTP BRSE28) - WIREN
Linux EANMISIEHIZE Z BB R EBI IS ERS], Kerberos SMIIIEEEXK, BF
IR ERIREEAI NTLM (NT LAN EIE23) SMIIIEER. BXEH Active Directory #17
NEIRESNEZHT, ESWEE 7.2 A Windows 1A% R Z &I\ Active Directory
%

Bh At
BRI LEBE, B2EAMASE, SRATNERZOIME RS XIRE—ER
7o
BENEF IR ERPAEIRE, B root BMERHBE YaST BiAIERIR, EFEE,
MEOFIREENEZOHBHE L EFNIKEHRTHENBENLE. BHF—
> ERREAEIRE. BERBAGE, BEREADMEEEER, ARRE T
— > SERGR B AIEIEIR,

Active Directory P
B&3E Active Directory EIE R NI T ¥t Active Directory IBERHBE K, TN
BRFEERENZH. TEB Linux ZFin_E{EA Active Directory AR ZFO<SERE
Active Directory 13,

7.3.1 FEFATERE Active Directory BY YaST &R
YaST 84 % 0] 1%#% Active Directory FYHRIR :

s AFEREHE: KBMNIRSE (BFNLDAP) MAF MRS (B A Kerberos)
LEEM, ATETF SSSD, FEAZHIBER FREEHATIA Active Directory 1,
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F7327T “FEHEPEZREBIEMN Active Directory” BB T HARIR,

e Windows 1#F;5%4#&: A Active Directory (EEf#EF Kerberos #1 LDAP)  LtiEIR
EF winbind, RiESHETIA Active Directory 15 (SRR NTLM SEMEES

) o
F73.37 “FEH Windows I3 R ZEMANN Active Directory” AT LLIESR,

7.3.2 FEFAAREREIENMN Active Directory

YaST &R 7 5 R EIETIFTE Active Directory E#TBRINIE, b5, EREZIFUTHEXE
PIIEMIRRIRERZRE:

RRRLEER
o ZREE=ZFME: BIERBRMEES NSS RIEERF .
* FreelPA: FreelPA#1 Red Hat Enterprise S EIEIRHEIEF.

o BEAEFMRS (LDAP): — LDAP 12127, BXEE LDAP B AER, B0
man 5 sssd-ldap.

o Zsih SSSD SZIHFEUERE: MmMmZAHAF 8 SSSD RERHIZEF,
B{RISIEREIERF
o ZRFNFB=FNEE: BEINRIEEFHIIEFHEISF— PAM BFFo

* FreelPA: FreelPA#1 Red Hat Enterprise B EIRIRHIZF,

i@ Kerberos fg55: — LDAP i21tiERF.

BABEFIES (LDAP): Kerberos H{4343iF,
Zsith SSSD M{FEUERE: MMt Y SSSD NERIREIZS,
o IR AFIREFHISIEARSS: BRMERS MR,

E{EF SSSD LUK YaST A -5 R EIERRMN Active Directory 35, IEHITLATIRE:
B2 7.1 FRARPEREIEMAN ACTIVE DIRECTORY i

1. ¥TH YaST,
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2. NRFLELUSRENSFER DNS Bah& I, 75K Active Directory 33#=#l28 (Active
Directory fRS328) IRENRFPIHMNBTIRS 23,

a. 7£ YaST HEEHMLIZE,

b. #EEFH12/DNS, REEZMIRSEE 1 XAIEFRHAN Active Directory 12569
|P ik,
BEHEfHERFILE,

3. £ YaST XEOH, BRlAFEREERR,
ZIRRFERITH, EfSEOSEREGHBENNAENERESE, UhHrfERNSHIEIE
o

YaST2 = =] x

APERERE
£ &

HEHEM linux-15za

HENTES (BIMTERE

IR (BIRTARRT)

IP #hht 172.22.1.72,192.168.122.1, 192.168.100.1, ::1, 2a01:4d8:2:22:50ca:1b50:4f2

St QUERABIAE

exnE || BEO

E7.2: ARPEREBNEEN
4, BFFRRE, BREENRE,
5. TAEMNIZIHK.
a. BEFNE.

b. EHIMAIAIEESR, IBEEREE, AEEERTRIES M EIENSHIIERAR
. NMEYEREFE Microsoft Active Directorys

HREER = 121,
BT,
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c. (AN%k) FETFT—PMHEESR, FJURERINEE,. T2, EUTBERTEEEME
B

o MRZAMENZ SiFITHR LISENENBFRRE: BEEHENNENS
TAE5 Active Directory IHiTHI 23 FRIAEIIIT BN B MAEILEL, TLIHHIETT
hostname %, ARBEHEKHS Active Directory IFiEHI2s AL E#H1TEL
o
WREARHERE, BTE AD F11% TI8E Active Directory BREFMENZ. &
W, EEENANXAEET,

o WREAAEFER DNS BehkIl: FEELEM-EMB Active Directory Ar5525%E
M#Ee MWRBEZMEIEHE, BLUESHREENR.

d. BEHREIRE, BREIHE.
MRERLEFAERG, TEVNMERLER DR, ARG, ENELREN
Active Directory 13z #2825 0] Ao

e. MR—YFMLEHTIR, T—WEFEMENETEE LRI — Active Directory ARSS
2%, BEREREM.
EXNENER, $57E Active Directory EIEGMKF (Administrator) BIFEF~ZF1C
o
AT H#fR7 Samba BAERIE, /EPESZEZ S AD FEBEEAL Samba L&,
EHRITEM, BREHT,
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YasT2

Active Directory i}

Active Directory Server

Active Directory Domain = s e
Workgroup s
Enrollment Status AN

(B3 DNS BE1&H)

HiN AD AP SHEIE (W] Administrator) BUEMS SR HIHER:

BR&

IAdministrator

E=

feesonens

v IRE3ERNE REY DNS i2R
B S, e Headquarter/HR/BuildingA”

U E2ES1 AD fERFERN Samba BE

B 7.3 : ;EmEEd

f. W, BYZEFI—FHRIAECERINEMIVER, BEHRETR

| mE©

Ao

6. ‘ItfE, ERAEEEAFEREOEERF i,

YasT2 = o x

) EEEEPER

FF#ERSE: BEL
AIFEARER
tEEER
B AR
AF
El:|
A Y (sudo)
BN FERIREN2E (BENER)
SSH A48
SIS (MS-PAC)

ARSI
I

| FmE | Rl | EREEE

7.4 ARERERNERETD

£ - @

| wmo || wBO | rEER

o | RO |
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a. EAVFER Active Directory IRt NERHIEERENHEN, BERLFHAFE
Fo

b. (%) (Aik) EEAEZUERET, @wHEMEBUEE, Fl, BXxAIFHLLR
FER sudo gL LIREh28 vl FHAYE Bo

c. ER1FH Active Directory BFEIEFHR, BRAPCIEFER, AJBIZMHARIL
BEFXFERNBE —EFFiHL. TERSS L, IFFEHEESER:

o BEEiEHE LEREX BRI, BAS AP UnixHomeDirectory /&
MISEENE, LI, BFRFEFLEEEEFEIEFEBER. BXE Windows
RERIZABSHEER, 1520 https://support.microsoft.com/en-us/
kb/248717 A,

o BEREXRFin LELEF BREBEHIEEIHITH SR LIRENBREABMAN, B
FAi%EI fallback homedirs

s BERP K LEETARREHEETFHRERBSERSHRIRE, 1B5ER

override homedir,

BT EiEhlss LANS BB 7 AXIERERE, TEHNAEE P mAmECE.
MO IRAR AR 55510 > B R, ARREY Bk, EZEORIERE
fallback homedir =% override homedir, AREEHEH,

BE—ME, BEFFBERER/ER /home/USER NAME, EfER /home/%us.
BEXTRETENFMES, BB FMB sssd.conf (man 5 sssd.conf) B9
override_homedir #8453,

BT,

1. BERERTFEN. BARIETETHNEERBTLIR. BREMNEE, BREEUH,

7.3.3 f£A Windows 1B G ZZ &N Active Directory

EfFH winbind LUK YaST B9 Windows 1358 5 A S HERANN Active Directory 13, EHITUT
1B1E:
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332 7.2 : {5 WINDOWS 35 R 513548 I\ ACTIVE DIRECTORY i3
1. Bl root B&ERHZ6N YaST,
2. BEhMKRARS > Windows 18K 52 R 18

3. £ Windows I5pE G # & RRPAVAS TIEARBMNFEUMN GBERE 7.5 “HiE
Windows 18R G #EE” ) o WNREEMN LR DNSIKES Windows DNS ARSEZ 2S5 1EME
F%, LA DNS 2= (mydomain.mycompany . com) 5\ Active Directory if %, IRE
WAEREE (BFFA Windows 2000 ZRHIRVIEHR) , YaST #4ZK#i NetBIOS & FRf#MfT

(TiARE DNS) REIIEHRVISITHEIZR,

Windows 13 5 &1

BB
N T{EA(D)
|WORKGROUP)

(] P8 SMB f2E3#17 Linux SHATE()

O #BIEEZEERC)
O B SHIEL)
[ ssH 2 5B F(S)
| EXigE(D)... |
Bess
L sarmpH£=ARA)
[ #uiF Guest i5i7(G)
AVFEIE(P)
‘USEI'S |
BRAEEHM)
|100 =
(NP EED..
_BEe _ WO | BEO

7.5 . THE WINDOWS i3iF 53 351&
4. &35 SMBJERETF Linux B{RI0IE, iEEH[ERMER SMB EE#17 Linux S50,

5. EEEIA Linux i+ EH1 LAY Active Directory BF QIR EB R, BIEPESZEI0E
FER.

6. EFRATH S I0IE, 1L BIMETE Active Directory BRSS 255 YA A] IS E TR IEE
HIER T HEEBE R,

7. EEX Samba AFM4AR UID 5 GID SERE, IFERETHRIZE, REFTEMNIL DHCP %R
WINS fRS528, SHELHBENOET WINS RGTRERET, MBEEXAM.
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8. #&#E NTP ECEHMNIENAYARSS 232 FREK IP ok, J9 Active Directory IFBEZE NTP BY
BEY, NREEEMIZA YaST NTP EEERRFIMNTHNAISE, WARBRTIHY

&

9. BEHEMEE, HERFHRRIHEIANNE,

10. 7£ Active Directory BR5328 EiRfH Windows BIERMOSHEBEHTE (BESUE 7.6 “IE

HEEBRBMHRILE ) o

BRANAFRRMOSLUNASL .

EERMNG, BHXEHEEST,

AF&U)

Administrator

a<E)

IRERFIR (B)

EGHE(C) e ()

7.6 . RIEEERSHEIL

B0 Active Directory 82 f5, FARE_ LNEREESRFITHEMTIELERIZH,.

O == =55
WREBLL . local &£, HJEETERINMANIG. KL . local ZEMNRBITAIGESESEZ
& DNS (MDNS) #8413, 7£ MDNS &1, .local SAFERA#EHZTAEM,

Q i1B: REEEREBTMITEN
ABEGEERKS (%0 Administrator) 8&fE% SUSE Linux Enterprise Server 1l
A Active Directorys

121 A Windows 15 5 = A& N Active Directory | SLES 15 SP7



7.3.4 1E Active Directory IEEIRZS

ERERE S EMINTE Active Directory $fH iR, BEFERUTHS
° klist ETREFIHEFR L EBE N Kerberos Z4E,

* getent passwd EREXPAIBERAF &Y LDAP #iE,

7.4 ERF) Active Directory 1

MRERITENEEE AE Active Directory IIE & BB B XH Windows FBF ID, &f&E
B]LAfER Active Directory SAEIEERINITEN. @2 GNOME. £#|5. SSH MEMRE
AT RN PAM F RIEF & o

O ==: BNsHRIT
SUSE Linux Enterprise Server xRS 503E, XHEFEMER Finit BV TR
S, BHAUERIEP, BXFEMAER, BENE 71237 “DRRSMEEEZE

7.4.1 GDM

E 3t Active Directory fR$52831T GNOME B iR EMN BN IRIE, BHITUTIRE:

1. BERYH.

2. ERAFPAXZAIER, LLDOMAIN NAME\USER NAME RN Windows FAF &o

3. BANEH Windows 0%,

MBREFITHNMAE, SUSE Linux Enterprise Server 21f B&d 5P IIFMNE N E
iI Active Directory BVREREY, EAMITEN LIZ—MAFREER. XtF, BELK=E
SUSE Linux Enterprise Server 89 Active Directory X%, REIBHERIEMN Linux i+ENINEET
[F&BEEIRT,
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7142 ERaER

BT R ERZ ETIRE R E Active Directory P IR ENILSN, R UEREFXENIEHIE
ER, EERMFH SSH 28R,

EMNITHI BB FE Active Directory B i%, 1A7E login: IERFHbEAN

DOMAIN NAME\USER NAME, Hig#tO<,

EfFF SSHiZfEE R 3 Active Directory B IRITEN, BHRITUUTIRIE:
1. TERETRAL, WA
> ssh DOMAIN NAME\\USER NAME@HOST NAME
\ BB RZDRAIRASZ— \ TS5

2. RIAFROS

7.5 EoxO%

SUSE Linux Enterprise Server I3 P EE— MRS QAR LTERREENHOS, Eil
PAM IR MIFITHIB R HRTALTRIRIGE, HEERMBEIEERAFRSMAFKFEE
TERENEFOLCERHEER, 5 Windows IEERZFE—1F, SUSE Linux Enterprise Server 1
SKER—FERUTEEER:

e OCHEIRE

o OYRIEKEER

o OLHMENR

e ORERE
SERWHETHEERG, OSERIEARE. OSKBTHREAERNEDT 2 REES
MizHI e EM,
GDM RHBEXOSRMNKRE, HURERKIETHATOS, EBLEREERIENOSL,
BRIERREOSER.
ZE Windows A<, BILAfERATRAE Linux SRR ER passwd MR EARS 28 LR IEZEUE,
ZER Windows A<, FHITLUTRIE:
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1. ERIEHE,

2. I passwd,

3. HIMRRERASRIOL,
4. WANFOL,

5. ERAFBOLHTHIL MRFOLSATTSE Windows Ak5528_ ERISRES, ISR RIG
BIEHRTERASZ—TA2,

ZM GNOME £EEX Windows A%, BIRUAT T BIR(E:
1. PEEIRAIBSHITEN BT,

2. EFEFIFD

3. EPABBDIEER T > B

4. WAIBO<

5. WAFHRIAFO <,

6. PHAFIREIIEE, UNAIRE.

7.6 Active Directory iE BB ohER

B EEMINEEEMLIEE (BFE SUSE Linux Enterprise Server i&) 8ESBGhIMRE
Active Directory IEFARSZENIES, MEAFERF T, ILINEER Active Directory BYZHZREEEF
Samba Y samba-gpupdate G5 $HITE IR,

7.6.1 1EHRZSEE LECEIET BEnhEfR

Windows fR$Z28 8 Certification Authority. Certificate Enrollment
Policy Web Service. Certificate Enrollment Web Service #1Network
Device Enrollment Service &£ ZFETE Active Directory fRS5 28 L REHEE.
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FEER LU Microsoft A4V BBECE A SRBE BohiEM: https://docs.microsoft.com/en-us/
windows-server/networking/core-network-guide/cncg/server-certs/configure-server-

certificate-autoenrollment#configure-server-certificate-auto-enrollment <,

7.6.2 EEFIHLEERIEHEINIM
IR FASARRTA RS BAE R P i _E 2 FIEH

125

1. &% samba-gpupdate HF 6, X2EEILE certmonger. cepces #l sscep

i, Samba £ sscep TEHIEBMANIRERE, REERS cepces BEXHY
certmonger RIEFEFENIEBER-

. TAIAZEA™ Active Directory 38 (SeRiBRIRE 7.6.1 1 “7EiRSEE LREEIEBEDE

" RFTAECE T CARYE) o

. TEENMAN Winbind B9+ E#L L, @7 apply group policies = yes{TRI&E

smb.conf £F&%,

. WFEMN SSSD B9itEH, IEM https://github.com/openSUSE/oddjob-gpupdate 7

Z% oddjob-gpupdate,

ARBI AR iR LT U T e SR REEE B IEMECE IS B i

> /usr/sbhin/samba-gpupdate --rsop

NREBFRMFUTRABGEL, MNRASEREE:

Resultant Set of Policy
Computer Policy
GPO: Default Domain Policy

CSE: gp cert auto enroll ext

[ <CA NAME> ] =
[ CA Certificate ] =
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----BEGIN CERTIFICATE----

<CERTIFICATE>

----END CERTIFICATE----

[ Auto Enrollment Server ] = <DNS NAME>

6. EAUTHLERERERIER:

> getcert list

Number of certificates and requests being tracked: 1.

Request ID 'Machine':

status: MONITORING

stuck: no

key pair storage: type=FILE,location='/var/lib/samba/private/certs/
Machine.key'

certificate: type=FILE, location="'/var/lib/samba/certs/Machine.crt'

CA: <CA NAME>

issuer: CN=<CA NAME>

subject: CN=<HOSTNAME>

expires: 2017-08-15 17:37:02 UTC

dns: <hostname>

key usage: digitalSignature, keyEncipherment

eku: id-kp-clientAuth,id-kp-serverAuth

certificate template/profile: Machine

IERBLFEE /var/lib/samba/certs R, TARZ$AREETE /var/lib/samba/private/

certs #1,

BXEMEE, EipiR man samba-gpupdate,
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8 I&E freeRADIUS fRE 28

RADIUS GZEEBMHIIERANEBFIRS) hil—ELREBZATEEMSEIHNNITERS. X
AER (BIINEBXMARS IR HEAFNFAMEIRERD) RESHIIE. BIFSAIT (AAA), E/N)
BWMERN AR Z. EMAPMISEHTEMIIE, BIXLRFPIISEERSENMSE
iRSS, HIRERERSHIERLUHITIHEMNEIT. BAFEEASB=1 AAA Y, REERMSE
B fIiN, ERIGEARFTEAITINE, MABEZFHSMNRIEIIE, HE, BAEREE
SFItIRE, BRMENRHEMENRGRERE,

LY AEE SR, ERTEREENEHMESERT MER. BREMA BN 1Y, Bi&
BRETERRBEMEIMNY, MAUEIRS WL,

RADIUS EA TR ARENRIEIT, SMEIHIEMRSEE (NAS) HHIRE. AP IARSIEEFEETRH
Z 4~ NAS fERRIAFIC RADIUS fRES 88 Lo NAS IR ZE AN IR K T LIZN 2 FRLEH
YIERihIE),

FreeRADIUS 2 RADIUS BIFIRSEI, FHEEFER&ITZH RADIUS fRSS528. EAEF,

TR T RN REEFMIR FreeRADIUS BRSS38. BTN ARERS, ALEVHGISE
AUEETER, BTRFEEENTIFRNEAXME (&M https://freeradius.org/

documentation/a) .

8.1 7& SUSE Linux Enterprise Server £ &1

UTHTBERBIKE— N EENNIX AT, ERIARSSIUERETHAZE ERTFCIREE R
BE, BERTI MBS BEBHBREFRE,
BEIE%RE freeradius-server Ml freeradius-server-utils #Eel, FAIGHIN /

etc/raddb/certs, F#iz{T bootstrap B3k eIZE—HNRIEP:

# zypper in freeradius-server freeradius-server-utils
# cd /etc/raddb/certs
# ./bootstrap

certs BRH8 README X EE T XKEEHEE, bootstrap HAZME, LUARNERE
ohiRSZ 2.

# radiusd -X

127 £ SUSE Linux Enterprise Server L& | SLES 15 SP7


https://freeradius.org/documentation/
https://freeradius.org/documentation/

[...]

Listening on auth address * port 1812 bound to server default

Listening on acct address * port 1813 bound to server default

Listening on auth address :: port 1812 bound to server default

Listening on acct address :: port 1813 bound to server default

Listening on auth address 127.0.0.1 port 18120 bound to server inner-tunnel
Listening on proxy address * port 54435

Listening on proxy address :: port 58415

Ready to process requests

MREERT Listening f1Ready to process requests 1T, REARSZBEFHE.
WMRARSZEERBE, BFAREEL, RAEPERMTRBHERE, JLUER tee SiatHE
B S A S

> radiusd -X | tee radiusd.text

T—FRAE NP HMAF KRS M. ZEFihne RADIUS iRS[BNEFiE, fI
MTLEIEN RN, BFIHETE /etc/raddb/client. conf HEEN. AXBFEE/
etc/raddb/mods-config/files/authorize FEEH,

FTH /etc/raddb/mods-config/files/authorize HEUEARUT/LITAA:

bob  Cleartext-Password := "hello"
Reply-Message := "Hello, %{User-Name}"

/etc/raddb/client.conf AR T MIXE % client localhost, HHZER
testingl23, A B — 1M Xim, HLUIESNER bob WEAER radtest SiSER:

> radtest bob hello 127.0.0.1 0 testingl23
Sent Access-Request Id 241 from 0.0.0.0:35234 to 127.0.0.1:1812 length 73

User-Name = "bob"
User-Password = "hello"
NAS-IP-Address = 127.0.0.1
NAS-Port = 0

Message-Authenticator = 0x00
Cleartext-Password = "hello"
Received Access-Accept Id 241 from 127.0.0.1:1812 to 0.0.0.0:0 length 20

RINERE, radius -XREHPESE RO TFEATHER:
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(3) pap: Login attempt with password

(3) pap: Comparing with "known good" Cleartext-Password

(3) pap: User authenticated successfully

(3) [pap] =

[...]

(3) Sent Access-Accept Id 241 from 127.0.0.1:1812 to 127.0.0.1:35234 length 0
(3) Finished request

Waking up in 4.9 seconds.

(3) Cleaning up request packet ID 241 with timestamp +889

M1, iéiilﬂﬂﬁlﬂE’J%—.‘:?ﬁ%*ﬂﬁ/)u_ﬁ’éi}”ﬂﬁto EARERIMIKITEANLAY IP ik, &BIEY
HARH B clients. conf R TE—I, ERSZSR[ILUE—NEFIRICE !

client private-network-1 }

ipaddr = 192.0.2.0/24
secret = testingl23-1
{

ERPIEITEN ERE freeradius-server-utils., =iXfFA radtest @5 LL bob M5
MMNEPIRER, RIFERA RADIUS RSS2 IP #itmiEENZ, EA IP Hiltpyife R ESE
R

> radtest bob hello 192.168.2.100 0 testingl23-1

MRMAEREKK, BHEEFRBEREUTHEREEEWE, EPRAET ZNIEAP RS
Fif. BEXHTREEREERAER, RIENHENH#HITHR. MMAERRIFAEZHES
FOIREFEER, BAMR /etc/raddb/certs FRFRENNSIERHEHE R HIE B S
B, AREEMRENABANERRE, AFRKR ctrt-c {21k radiusd, BILAfEMA systemctl
B2 radiusd.service, MEGEEEBEEREMRS—F,

BT RINAEMLE PR E FreeRADIUS ARS528, 55 M https://freeradius.org/
documentation/ 2 https://netvvorkrad|us.com/freerad|us—documentat|on/ 72, HrbigH

TRANNSEEEMIREER.
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10
11
12
13
14
15
16
17
18
19

20

= 24

YEReM 131

RHEEIE 140

XHEE 145

ISR M 153

fEA cryptctl WHEENRARFIFHEXNE 160
FRAFREE 172

PRI cron M at 190
Spectre/Meltdown Checker 193
fEF YaST ECER 288 196
Polkit S{7IRIEHELR 200

Linux FFRYIARIEH]5I& 208

£ AIDE #1T AR 219



0 YEZRet

MELZ2MRER, Linux EFRSBNLRTFTMBBBIEFOZA, FEEIREHWENA
ZAaeinEl. EWrRILUEEERSISMARERFO<S, AFHENERME,

te5h, EEZ N i

pali

o HRLE AR AR EEYIET RIAR?
o i TEENIAEXENR?
o BEAILMRIPENAWENR, UREBENHAITIRF?

BERSGLAIZNYERHEFHRENERNE, HATRAERE, KelptErlg=EaR
RERo

9.1 A%

HIRPOAN AT DRSS SBVEH LS BEIIRE, XEATFHZREmAEINS/EES, =ik
TREDHENBE (HRBE) MEMHARL, UG (FIEL) #HN. BEBAIHLEEAZNRE

GENARS SR E /N R, WEFREIFIRE/MIFES. BIERASFSISTMERIRE (Bl
CD. DVD. WF#EZ%) 5|ISHREE,

—LERSRAIEERDY. RIBRAHRNMENIGTIMEE, XEPIULERRNER. ZH
SZERIT AN EEITARA SN RANEHITERER,. HMEEREFRIPFENRARFIAIFE
NS TRERRin. BRAENMER—TRIANIEE, BE(RERE, REZHERNE
BRI,

9.2 i%E BIOS

O =% =238
RUNBHRS I SHELRENERFGZE, BTHER UEFI IR25|1SIENES LRSI
SHEIPHEXER, B0 (BiBEm) , %8 17TE “UEF (F—aIy REHZEO) 7,
£17.1%1 “€25|F8° .
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BIOS (E#AMN/fati&St) stHMEE UEFI (fi—rly BEIHEN) 2 PC X RR LERRES!
BYER /B, BT Linux BYELMEEHFER (POWER. I1BM Z) BEE#ITS PC BIOS F{UINEER
REFNE S, HAXILIER BIOS BY, 58I BIOS #1/3¢ UEFl, BIOSIETRALKEE, FHRAL
F— I ERHE XBVRE, FHEAHEMRERREHRIFIFZ, BIOS HITEECER Linux 5|FMEIE
F (5130 GRUB 2) R3|ZEM.

A&BS3 BIOS SKheEf FIECE MR IE KRR AP RERSENEISIRE, BEEBEJIREBIOSE
BRI5IFAOSKTN. ERRAEENTRRAEEROS, MESXRERSISHNERRM
5180A%. WFRZEHAG, RESELAOLSHBSIRRFINNEERFEERH, XtF, KE
FETLEMNNEIF Linux live CD HNEFEFIRE, BAXHIZRMSRFINRLE (BIOS FTIX
WEE. BRSER — RIRAFIGENER) , EErUEAS—MERFER.

W% BIOS Bl SEMARMEMEZ 2BXIZE, ERIUSHRSAMNE, ERRAXEBERS
5|5 BI10ZE BIOS, RTHREZER.

O ==: HTRET BIOS3ISASHIBERTSIS
MRAZRGIKET5IRO2, FNBASELTARENBERTEIR BINHRRESITHK
REBRHRER) o X2—MiE,

O ==: =%BIOSEEROS
BRIRBERLN, BEAESERMBIOS EEROR, BENSILZOL, BNEREER
WHEHRIEERR BIOS RF KRB /RIR1F AR,

0.3 BI5|FMHFIEFRENZ2IE

SUSE Linux Enterprise Server FRERIAERAY Linux 51 SN2~ GRUB 2 AliR B35S 0%,
EREMETOLTEE, WEREEERARBIRERE (FIREXPHAHNGSITR
) . MIREBETOSL, EEZR ¢ 8B e BHRBANERNOLSZHE, GRUB2 BRAFHT
IR EES,

BXnH, F50 GRUB 2 FHT.
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REXEOSHBESHISFEEN. i, BERAXLEOLARIATBENS, MA—ELEHELEN
2o @1, BEARTRSMEZINLEST, AEHENRSX, NREFEANZE BIOS iR E
HMSISMEIRT, LEBRFHEERERMEITEAN BIOS FRVRIZ IS HITSISRITIEE, A
[E@3 A< KR BIOS 5o

FEER, FERSISMBREFEEXHIRIENRN 600 (XIR root BE/EN) LUH#
17xRIF, BNEMAFEBRNENO<LHER.

0.4 EXEEZEEIEN Linux k5585

2R SR ARAENFEEANSELEIRE, BERABEMNEEERRT
12, RARXSHEESRER, ERIUEEBEN RSN EETR, #%R “dod HMEERSE
ARERF" BEROSMERER, EEAESHBEIENRS S, BSBHRETEMNERRER
B, ZEHRREEMFMEEIERE, SJUER scrub FRREARER. TS EBERLAEFHESS
REGHIE. XEAJHEREEERERNGZE, WA EREBERFEENERED, —EITA
BEERI G SBN&ERIEE, HARIEXEERSER (DoD) InESRERE. TZEFIE
Mot BCWBER eiME, —EinER s T HMNE, (BrRIEFEE SMILHETE,

O == BHERYELE
—Leig s (5190 SSD) ERFERUIETIRE, F—ESTER—IBUET NHEHIE, 13
wE=REE SHIMBRTIEE,

9.4.1 scrub: WMEEESLRAER

scrub A BEEERAREETER. XHMEHMEE, SEEENMMNIEGEMELIRIEE, ©
BE-MERNRERR . SXNFRAIIILE. HXIXH, FBHEEER, EXFHMAER, 1B
2 FMiIman 1 scrub,

SZIFRVIRIRTT &

nnsa
BT BRI B A EohEERR 4 % NNSA Policy Letter NAP-14.1-C (XVI-8), EEfE
BRI EEFMEMEMAR, AEER—MERME: random(x2). 0x00. verify,
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dod
5 4% DoD 522.22-M %5 8-306 TIEVII 42 (d) #EE, AT /FIERIZahFIR eI shin &R
. XFEFA—FR. HHML. BIFREEMERFUUE, AEHTRE. *
B scrub BT —RBEN, LUFERIERS: random. 0x00. Oxff. verify,

bsi
BEERFEARZ2F (https://www.bsi.bund.de 21) EiXH 9 B 7554
Oxff. Oxfe. Oxfd. Oxfb. Oxf7. Oxef. Oxdf. Oxbf. 0x7f,

gutmann
TE5ARB Gutmann XERREXIFISE(L 35 3 F5#H1T 715,

schneier
Bruce Schneier 7£ “Applied Cryptography” (WRBZEEE, 1996) RNEM TS
7&: 0x00. Oxff. random(x5)

pfitzner7
Roy Pfitzner B9 7 ®REH /554 random(x7)o

pfitzner33
Roy Pfitzner B9 33 3 BENL/57%: random(x33).

usarmy
US Army AR380-19 757%: 0x00. Oxff. random, (GFE: 5 DoD522.22-M % 8-306 15
HEAZ (e) BE, AFBEEESAT) o

fillzero
138 0x00,

fillff
13183 Oxffo

random
1 8= random(x1),

random2
28R random(x2).

old
6 HFNATThR 1.7 $#BpR757%: 0x00. Oxff. Oxaa. 0x00. Ox55. verify,
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fastold
5%1#20: 0x00. Oxff. Oxaa. 0x55 #0 verify,

custom=string
1 BEEXER, FRBEAUREE CHRNAMFEXA. \nnn (JU#EF]) 3 \xnn (+75#
&) o

0.5 PR®IXEISENIRIARYITIR)

EXRLERGED, FEXNEBEHEARBIAR, F30 USB FEIREEEFI8E. udisks2 BEEME
MRy TR e BB 1T LA E,

1. QIZARVFRAPERNREAIZINSERNAFA, flilnmedia all:

> sudo groupadd mmedia all

2. AFTERISERR tux:

> sudo usermod -a -G mmedia all tux

3. BIBEEUTHRAR /etc/polkit-1/rules.d/10-mount. rules X4

> cat /etc/polkit-1/rules.d/10-mount.rules
polkit.addRule(function(action, subject) {
if (action.id =="org.freedesktop.udisks2.eject-media"
&& subject.isInGroup("mmedia all")) {
return polkit.Result.YES;
}
});

polkit.addRule(function(action, subject) {
if (action.id =="org.freedesktop.udisks2.filesystem-mount"
&& subject.isInGroup("mmedia all")) {
return polkit.Result.YES;
}
});
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O == NS
MU ERBIRATUAIRF T, B RBEZE R,
AN HEFBIRFE#HITAE, REBEERMNIRE#1TEA, BEIEP—
REOREERNLE, Eitt, EFRMNEEMANZ 57BN, FREBA /
etc/polkit-1/rules.d RERHFEE AN HZ FIBEDNXHEH, Fl0 /etc/
polkit-1/rules.d/10-mount.rules, BRI M polkit.Result k(D]
=

4, ER50udisks2:

# systemctl restart udisks2

5. &5 polkit

# systemctl restart polkit

9.6 Bid USBGuard s&H#1T USB 115X, SR
AR

USBGuard B4 EZE T a2 HIH1TEY USB IRBISCREBMRIFEN RS, SRIBIREEMLM
AIFHIRFBELETZRINEE,
USBGuard 12t FIhaE

° BT 5ETEEITRY USBGuard PP RERNGTITRE
o BA#iEENEN (IPC) #HOMNTIFERFRAN, BTSSR EMRR L
* BT4HE USB iREERIBHIMNIES

° AT SHEEFEDRLIITIFIZEFAMHZIER C++ AP
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9.6.1 %% USBGuard

USBGuard FHFIEFIRIE RIS E X A —EHMNRE XD USB IREFTN, BLEMEE
USBGuard, iEERUTH<:

137

1. %% USBGuard, EERUTHS:

> sudo zypper install usbguard

RStz USBGuard MFRFRIKHIN, WNRES USBGuard RSBHITRE, AIURE
usbguard-tools,

. BIRFEIRNERR USB IREERMMNE, 15YRE] root:

# usbguard generate-policy > /etc/usbguard/rules.conf

=
‘ﬁg’ pa )\

&R LB 4REE /etc/usbguard/rules. conf XHRBEENX USBGuard,

. WA LAFEIEE) USBGuard SPiP1ER, SEBIYIRE] root RBRERRBEIISBEIE

BizsTiPiER

# systemctl enable --now usbguard.service

. B LIBENSECERNISE S5 R2ARE, BABURATF usbguard-daemon. conf X

IE ImplicitPolicyTarget B9, IR F AR S KB EAFLNIERAR AR
%5

usbguard allow-device 6

usbguard block-device 6

AR LAGEF reject-device IEBEUERN, FMRRRERILE,
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Q =

BILUfER usbguard --help SH<EEFREIXD,

9.6.2 WfaIfERA USBGuard

TR UEEER 2R, BT iRERMIREALITFMMALLYIR, MMEIEEIHITH USB &EFEN
KIRIFER RS,

9.6.2.1 USBGuard Fe&> %+

URZEDITHSITETAEREIIEE USBGuard SHPIZFEHEITIRZE/E, USBGuard 57
FIEFF =N usbguard-daemon. conf X, EHINER T, ZXHUTF /etc/usbguard/
usbguard-daemon.conf, X —LEIETEIE:

priAl

RuleFile=PATH

USBGuard SFFEEFF S ML INE SRR MNIE, HEHEHPHREED IPC (HIZEE
W) JOBWRBIFTFN, ERIAER %sysconfdirs/usbguard/rules.conf,

ImplicitPolicyTarget= TARGET
eI IR S SRER PR E IR NIE A ARy S, 5140:

o RIF - WENIBIRERN
o fALE - BUBX ST IB IR &R
o B4 - ERBEEMRGPERIKET R

PresentDevicePolicy= POLICY
WA IBSTIPIZE B EhEY BRI &

o RIF - WENIBIRERN

o FHIE - BUEX ST A IRERIRN
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o 1% - XIFFENAIRE
° RE - RATREIRE
o AR - THEFE I AIRERIANISE

IPCAllowedUsers= USERNAME
U DRBFRYR, TIFrEFESREXERFN IPC EZ.

IPCAllowedGroups= GROUPNAME
IR DPRIVARTIR, FIFEFEZREXLAN IPCIEE,

IPCAccessControlFiles= PATH
XHERR, STPIEREXEES RN IPC iARIEHIE X X 4.

fflo.1: fieE

IPCAllowedUsers=root joe
IPCAllowedGroups=wheel

ZRBIA R root. joe #4H wheel MR GIIRAE TR IPC IR,

9.6.3 EZER
E T #E USBGuard FNIF4RER., 1BENL:
e https://usbguard.github.io/ 2 FEY_E3RESTAY

* man usbguard

man usbguard-rules.conf

man usbguard-daemon

man usbguard-daemon.conf
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10 HEE

10.1 EBRFEEMIEE (RPM)

Z1RIF Linux &%, EBMN—PEHE Linux RS BT ETHEESIER. TN, RMEMETHER
ERIPHLESE, HEMNXE Linux RAFENRIPRAFTRERBENR. Alt, BZHEERIAN
BMHEEYR, AEREANSEEXNRZEREAFERIFTENRG .

—f&M=, RPM REEEESUTRIN:
o FREMTE NE| RPM #IBENT 6 T iR,

o MHEEHNXHNER.
o EREMERRMG B 2B Z FHRITRIRIZS,
BRAERGEESUTHE, SN—RIASARFAHERETMLE XL
1. HEIEREXH £ setuid BX setgid 1
2. AAIER2/IEMXHHER
3. EREHEHBIABERRS
BRig ER=NERMIIFER, MEERRXHES, RENHERLRGFERNRANRZENE

SFEERM,

BRI, BEREFNERERGORFINGEIVHRENBEBEER. HRLERNIT A
B, XMHUERILUR D S EEFMNRGE, HolEhEr I, RIFNBEETETESRS
BLRZEALVHEIEERGE (HII0XRS2E) . IREFREFEXLERGE, BHRNZ
ZHEA], 140 Apache Web ARZ5283% Samba XHHZ RS 2R,

O == F=FEEFNER
Oracle #l IBM HFFZ £ = A MMV AR EREIMEN AR EREZITLEER. ABHLEEX
EERESB[BHLEFERTN, FEARTBITALLREFRIEFHRRETE (M
%) RARRLER,
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tb4h, BRIEEIEMMIER, BNARNZE FTP # Telnet SHPREFSEHMMEGE, NEH
ssh. scp I sftp HEHKAHZE,

BRARITHEP—TURIEN 1Z eI BN E S R AN BIEFFIE RPM U RAIFIESSEBFRS
RPM By Linux BR&, EEIRGFEIMUEZRMER/VELZER RPM 8, SARIRIEZE RN E,

() #%: SLES Minimal VM
SUSE Linux Enterprise Server TEDIE {4 7 FfcE BT ANETTAY SLES Minimal VM
BEIMABRER, SLES Minimal VM SRAMEIRIERE /), HERLRERZHLXAGRHNERK
ERFHEHHBITEENX . SLES Minimal VM EETEEIWIAER, TR FEMREIZEFT
%o SLES Minimal VM HEEMBEFHXEMEWHEIR, B X SLES Minimal VM B93%
MEE, BEBNEIINIER, MR SLES Minimal VM RFSIEMER, BFEEMEBIRE
TRRHE,

BEMFIEERERMENTIR, HEAUTHSL!

# zypper packages -i
ERREXFENRHFENAT, 5517

# zypper info PACKAGE NAME
BEMFFE DR QI EH R S AT RER PRI KRBT, 51517
# zypper rm -D PACKAGE NAME

e LIEEER, BAERNRANBER TMETEGRSERSTERERF, HEFEFH
FHERIRBX Ro

O ==: 2E75REENER

ERREER, BNOABERTAEEANRGRAE, XAURIEENRARR, &
BIISTEE, MREMERHE, RIFRIANENRAHTTENED, ARBERE
(GENGRS

EMREFR—IHSIREE, BERAUT zypper s3I “u” Fx (AIEFRFIERERRN
RN
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# zypper rm -u PACKAGE NAME

10.2 1% Linux &%

WEBFHITHTEENEMENSMR TR L Linux EFIFEBENS— N NEBEED.
BiVELEPEL L RENERF, ULE Linux Z2EBHMnE, §i0, 2R IFMAEH
. MAFMERA T ESEE. SMEEXNEE2RENAERSMESR, HIAIERENE
I ENF LR, TEEMERNEZETMIRTRIRERN, FHFEVIBEFGNELEFRRLTHT,
MITMLZLAEXHNESEXBERY Linux Z2 2%, EMRMNBIHMEIT . T B
FAE ) 4TS,

SUSE 2EmUT=FHT: Be. #HEFENE, HINEET —EEIAFHRERAKSIE
FRRMERREN. SMRSE LU SUSE M, SASERKMER YaST TR (YaST Bx#l
E#) @3 SUSE EFMILRICEREH. SUSE XBIZET Repository Mirroring Tool (RMT), &
Al LABRMEIF I B/ E AN T /B /B ENEAMETRERE, UERSKMEEMIZMEFEFIREX
NN T /EH/MEE, BV TEBEME. SUSE XIEMT SUSE Multi-Linux Manager, T4
P B IREMEPEE Linux R4, 835 SUSE REMAITEH.

10.2.1 YaST BX#\EH

Bl YaST BN EM TAE TS SRSBREZEN TN, BB aE TSR
Y5 7E BB B RIRBEX SUSE Linux Enterprise Server BIEIEE o AJLUER YaST FHiEF (A
RYEXH| B TR L R B, EMARAHFCTANPIERT (RLEXTERIN) #HEMRSH
ARE, PHEEYREMTREXLERT,

10.2.2 HEohBAEH

YaST BRI iREBHEhEHM. EFENT > HoiiEH. EESANERAEN. LT (IRZ
EH) TERAFPXRE, REFARRISBENENFEL. HkdbhI 25504 T EERIEER
H1To

ERXMBERT, BFNETEHEINERLZETREZENH T,
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ERNFEAN TR, BERENETEHAT, BRa#HTRE, UIER rpm sl zypper XH
HITFohRE,

10.2.3 Repository Mirroring Tool — RMT

iZFTF SUSE Linux Enterprise B9 Repository Mirroring Tool tLEXH BT #EE#—, &L
THEFENIMBEMNAIERS. XEBTEFESNRAR LN AMERERERREER,
FERRIETH AR T2 BrERABRE

RMT (https://documentation.suse.com/sles/15-SP4/html|/SLES-all/book-rmt.htmla) 5
SUSE Customer Center (https://scc.suse.com/ 21) 1BER, RIEEEENSEHESHIGEME
Fro XM FERERABEBEPBINFIREEEN, RMT aJ4$R SUSE Customer Center BYFRE I
BE, FERATFELREMEFEE, ©HESE SUSE Linux Enterprise iTHiR M, Hit=22x
¥

RMT {2 7T BIANECENBENEE, SEITALMEENAE, AEREMNMEET EIZWEH.
HERBESER ALK, FEANEFIANESEMEIMIINGME. RMT S
SUSE Customer Center 185:5%, RIFAREMSEE I LUZBOE S EH, MARITHAASE, B
BEARHEREK,

it RMT, B IRREEAHEREREE Nl HAY SUSE Linux Enterprise &% (BARSZ2:. =@

AR RELWR) o IE, FAAUUBRMAEKSEAMERNES IRAFTESLY, MALEE
AR ORF B BB F R,

RMT =@ SUSE Linux Enterprise i&& S XEA v BRI G E . B MEKEMERIM RMT FREX
FREEHIER 1 EH. RMT BY5| NE# T W& SUSE Linux Enterprise IREZBINRE, HiEk
TXEGERNAKRETIAG . RMT 2R N RELFIIAE—EBTEE SUSE Linux
Enterprise IEFHEMZEN BURTHRENEREEXY) . XFERSB[EEZEHH. FF
¥o
B8 3Ri%, EATF SUSE Linux Enterprise BJ Repository Mirroring Tool & FHefit:

o BHASENIEIE MARIE

o RH-EHEAB BRI TETRAE

° 3RB SUSE 2R (IKRERVERNTTIA)

o X5 SUSE Customer Center NIl E & F1ZOR4HF
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o EHBYARSS SRR ER AR T E AR RV E RN E
o BRI ERUERMITENRM 28 (FBREBRFRE! )

o BIEPEMRETIE, ZIIESBTNS SUSE Customer Center [EF IRSS281F

10.2.4 SUSE Multi-Linux Manager

SUSE Multi-Linux Manager B] B&hi##1T Linux BRSZ52REIE, LEFR, EEMMITIRS28Z#1T
BRI, E2BTREMEHERIESA Linux IRSH/NERIR, UEETUERSSS 4

REREE XV S =4 MM 2 ARSI HiZIE@, SUSE Manager AILLIEEYIER. BIMISRIEH S

EBIEER Linux ARS588, FRNEREIRSEIEHR/OME, SUSE Multi-Linux Manager 79 Linux
RUSENEREAREE:

o BREE

e BF

° Rt RER
o HNTEE

o BLEEE
o EHEEE

B SUSE Multi-Linux Manager BiF4E R, ES I https://www.suse.com/products/

multi-linux-manager/ 2,
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11 XFEE

11.1 BESX

ARSSEENZELA /. /boot. /var. /tmp 1 /home RRIIRIZAIXHZRSE, WILrIEEHR—LL
[B)#R, fIg0, ##e /var Al /tmp FRIAERERTEMIGHZEEHROX. E=HFNARERFE
NI FIRIZXHFRYE, HIG07E /opt To

RUXHRZENS—BBER, FTLUERES X4 RI R RGN REL XIS B AR EHED,
HEHIRTN

noexec: PRIENXHHIT.

nodev: FHIEfERFAFERIGAIZ S

nosuid: PHLIE set-user-ID & set-group-ID fiI%x¥o

ro. EHXMHZRS read-only,

EX S XEHNA ERET 28, FEFAEZESMED. SNNAEFTRERELETE,

ETRERBER RS, MREMRNA, EFENARTFRHRELRINRLHH B RIEIR

&, a0, B set-user-ID ZHHINXHETF /tmp H,

BYWEEERZ 2715 “BREN . BEHTRESHESUEEMETHRREND KHITHR
(BIgn, BEXMHRIER /var/log, ALBRBER /var M/ PERDBEREK) . F—NFEES

MEREMEA VM S HMEEES, HEZ VR BHXER, RBRPCEXRL MU E

73 XBIBR o

SUSE Linux Enterprise Server RS —IIgER R A X EER T HRSINBE N BRI MH#IT

mE. BXAT, BEWNE 125 “MNESXNLE

11.2 BRERGEXFRINR

WEXMH (LHRZE /etc BRPHXMH) B2£BENER, B, ESNARPBRLIERERS, &
EXAREMRE, BERIGFIMRIFENE, AJUARSBX AR 2E AR AR

-
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SUSE Linux Enterprise Server {2t T permissions ##4&, AIRMNAXHINRE, ZHR4Ga
s =N E X RARRCE

easy

BZEEXHERTEERFRRFNEFEARPRENRS. XEMIANEEXH.
secure

ZEEEXHERTEETENANER AR RAENRS SRR

paranoid
ZIEEXHAIULNRSRZEM, 1 secure BEXHHEM L, ©EERRTRRBIFHN
PR, 30 setuid/setgid FTHBEMNL,

L5 HSNABR T EERNRS

BRT BN OSEHFERMESIN, ISP I A E RSB RHRNRII R S,
BAERIFEER paranoid BBEXH, MEKEREBE XNRIER, B LUTE
permissions.paranoid XEHREIEMEE,

EREXXHNIR, 54848 /etc/permissions.local, SETE /etc/permissions.d/
BRHPeIE—MEANT .

# Additional custom hardening

/etc/security/access.conf root:root 0400
/etc/sysctl.conf root:root 0400
/root/ root:root 0700

FIIEEXHB. BRBUIAUNITER. FFISEMBEEMA, F=FBEERR. §X
FEEXHRINEIFMES, 155 man permissions,

#t3% /etc/sysconfig/security FHARCEX 4. EfFF /etc/permissions.local
B easy ELEXHNBEXNIR, FIRE:

PERMISSION SECURITY="easy local"

ENWAZIZE, 15517 chkstat --system --set,

W] ARG B ERTHAENEE zypper N AXLENR, EAILUEE cron 8F systemd itAYE8E
BRI chkstat,
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O == SR
BARGEREXGELI2ENNLN, EEEXNRAI PR EN A 2R, SUSE X
ERXIE IR,
ENABEXXHNRZA], BEREFER chkstat MIAXLERIR, UBER—IFEM
HA,

11.3 FHEBFRMNRM 755 Briry 700

AIANBERT, RELNFAIERPEALIAE (GREL #17) APEER. XAEISE
tt, RtEBRNZIEREFREELE.
U TFe<% /home FFAEIIE X BRINIRITEN 700 (RERBEERILEER)

F

Boh

ol

> sudo chmod 755 /home
> sudo bash -c 'for dir in /home/*; do \
echo "Changing permissions of directory $dir"; chmod 700 "$dir"; done'

NRFHENEEREELENR, 1348 /etc/login.defs 73 HOME MODE i&Ef
700,

# HOME_MODE is used by useradd(8) and newusers(8) to set the mode for new
# home directories.
# If HOME MODE is not set, the value of UMASK is used to create the mode.
HOME MODE 0700

INERIZHKIZE HOME_MODE, NISARIEEAIA umask i+ B4R, HOME MODE 8EERAANIR, MM

2B umask AREHEE AT ERARINIRAHEIE, BX umask BNIFAERE, ESLE 1147
“FRIABY umask” o

BILAfEFH useradd -m testuser SIE—NHAFPRREEEEN. A s -1 /home &

EEHRINR. AfE, EEALNHEIZNAR.

O == ENRER
FEAVARLRNEMBARNERR. XS HFPNRGTER.
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FEEFIIEREATE AT EH T, HBEMRIERZRAR,

11.4 ERIABY umask

umask (APXHRIERRBIE) HPTB—MINFARESS, AT THEXGHNERIERIAX
HIR. ERRARIARES, BiFZEFMLAEREER umask,

ZUABERT, umask 8B N 022, MNREMMEGET —Mi, MWEMIFEIE 777 BRIt
umasko

EMEESIN umask, &EEHE umask %

> umask
022

fEFREGARY umask, ERSBEAZHAF TR Linux RELBEINITA.

> touch a

> mkdir b

> 1ls -on

total 16

-rw-r--r--. 1 17086 0 Nov 29 15:05 a
drwxr-xr-x. 2 17086 4096 Nov 29 15:05 b

EAILHEEMER umask 8, BFERTENFEK.

umask 111

touch ¢

mkdir d

> 1s -on

total 16

-rw-rw-rw-. 1 17086 0 Nov 29 15:05 c
drw-rw-rw-. 2 17086 4096 Nov 29 15:05 d

\Y

\'%

\Y

IRIBERIRAMERL, BILUGER 037 FE™MEEY umask, LIRILERSMIEER.

> umask 037
> touch e
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> mkdir f

> 1s -on
total 16
-rwW-r----- . 1 17086 0 Nov 29 15:06 e
drwxr----- . 2 17086 4096 Nov 29 15:06 f

O =7 BsRel
NRBEmEETEM, 1BFEH umask 077, X=@BIETAMEMEB PR EENRNX
HHER.
XA T AP MIGTIHEE, Holgeain 2 FEPAHREISMITAE,

11.4.1 FAZEEEARY umask
BILUEIEER /etc/login. defs Y UMASK (B3R 2 B/IEXFRE R umasks.

Default initial "umask" value used by login(1l) on non-PAM enabled systems.
Default "umask" value for pam umask(8) on PAM enabled systems.

UMASK is also used by useradd(8) and newusers(8) to set the mode for new
home directories.

022 is the default value, but 027, or even 077, could be considered

for increased privacy. There is no One True Answer here: each sysadmin

HF OH OB OB OH B R

must make up their mind.
UMASK 022

MFEANEF, B umask HFINE /etc/passwd FEY “gecos” FE&, WITFFIR:

tux:x:1000:100:Tux Linux,UMASK=022:/home/tux:/bin/bash

F yast users, AJLUETIE UMASK=022 RINEIAFBY4ETS > B0 F (5 SRS IABRERY
B8,

7 /etc/login.defs #l /etc/passwd HFFTHEYISE R PAM #&3R pam _umask.so M. B
XHEMECE XD, 7520 man pam_umasko

BEEREN, AREBEIHEHENER. G, €A unask s dREESTEMKET

umasko

149 JAEEERIABY umask | SLES 15 SP7



11.5 SUID/SGID xXf&

MREAHRITXH LIGE SUID (GRERF ID) s SGID (&E4 ID) fiI, ERMUAIHRITXH
HEERIUID 5 GID K17, MARBUMITAGR UID 5 GID K17, FFIKH, XEKRES
L root B9 UID $11TIRE T SUID LB H root BB RIHITX N, passwd fes<FE—1
HANRG, EAFTERFENH root BN /etc/shadow XHHHALFEL,

YA RITXHEERERAE, SUID/SGID iirffE=tikM. Hit, EMIZIERHICREN R
4iFRRY SUID/SGID ATHATX . EIEREANRFHH SUID 5 SGID XX, EaILUSIT T an

A\ .
< .

# find /bin /boot /etc /home /lib /1ib64 /opt /root /sbin \
/srv /tmp /usr /var -type f -perm '/6000' -1s

NREEHMXGRGLEN, WEESET BERENERYIR.

SUSE &7t EERE Z#HI 4 EigE SUID/SGID fil, FREMNNKBHIERT, BHIEA
BREZARKEEERF LIRE SUID/SGID fil, B, EelUEAEMERR R/ ErIHiTX 4t
I RRTG 5. BB AR BRI IT R ERINIR,

SUSE Linux Enterprise Server XXX HXIR, PIEFIZFEBEANEN, MARZ root FIEER
PR

# getcap -v /usr/bin/ping
/usr/bin/ping = cap_new_raw+eip

W Ed$EIT ping BIEFIES CAP._ NET RAW IfgE, SN2 ping BIRZBEERE, KEE
RZ0 LURSIANER, MAE root LR, TTREMIERT, RIEFESCHRPRLLSZHF SUID
filo B3 ZHFIMHE SUIDIREAN root, MAEREM news. 1p FEMAFEY, X—FAE
o

11.6 2B EXH

LRASXHEERENR, RARELOEMRASIUMDHTER. 1, 2BA5E
SRAEMATNSBEX . BERLBASIHNER, EAUBAUTHS:

# find /bin /boot /etc /home /lib /1ib64 /opt /root /sbin \
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/srv /tmp /usr /var -type f -perm -2 ! -type 1 -1s

NREBEEMXGRREN, NlRFEY BIERNERYIR.

I -type | SHBLIFMBERSHHE, AARTSHEHEREZNELR/E, BNREENEITTE
2F/BAE (HLRAERGITHITE) , MALERK,

HEMBUNZFBEIEER (B /tnp BR) ARIFEAA (XHREERIN ZLHERS
PITXHMFR SR E a2 1R1E. MHAUEXGSHEHIZERFEXE, apptEHEtmAEFRiRsER
XL, AL, FEMHFUNLERIEERASRERR, EANERNARME. 5190/
tmp BR:

> 1ls -1d /tmp
drwxrwxrwt 18 root root 16384 Dec 23 22:20 /tmp

ARy t TV (L

11.7 MALXHEERE BRI

AEEMAPHARENX G EEF—ESRELR 2R, ELREENXHARESERRL
FRemF fl0, NRSIBTHAR, FEZHAFRIFHN UID NFSTRBEEXHR UID
ME, MiZHAFRBEMRAXEXHRIREE.

BEERARREMARRARBIIXHE, BERUTHL:

# find /bin /boot /etc /home /lib /1ib64 /opt /root /sbin /srv /tmp /usr /var -
nouser -o -nogroup

MREBEHMXAGRREN, WARFET RIERNERYIR.
F—NIFARFELEX A BB BRARERN, HMASWEEIER. ERIUERU TR
BEILRfF:

> find /bin /lib /1ib64 /usr -path /usr/local -prune -o -type f -a -exec /bin/sh
-c "rpm -qf {} & /dev/null || echo {}" \;

BUARAERR (B30 “nobody” ) MISMEITIEG<, EHALTIRHTHNXGRAIEEZSHESR
LHITo XNZAEFERE, RAAXEERNE root BN, AZMAKA—TLRIFNE 2
FibhiERE.
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tEs<$EER /bing /1ib. /1ib64 F /usr FTHIFFEXH (/usr/local ISR
), XEXHARAZSHREEAEIERERR, XEXERA—EARZ2NE, BENFEKRERERN
X, HRITHENTREERFRXE SR,
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12 INE 5 XA

MEXH. IEMBIEBERT UM LIEE AREERGHEEHNENE, HRPETZESENX
Mo
ER LOEERIME S ST

mEER X
B[ EREHEHEERENRSHEMA YaST QIRMBN K. BXEZER, S
ME 12117 “FEREIEFIBMBOX” MFE 12.1.27 “FERSTHRSE LIE
MEDX” o WRTUAR] AT RIS (GNSMEREER) , S0% 12.1.3 7 “IIEEZaniE
REIAE" FRFRR,

£/ GPG &R
BREMEZ—IHS XY, AILUERGPG TR, BXELER, BENE 1227 “#
F GPG M&EXH" -

£/ Rage MNZE AN
B LU Rage & TARMZB —IMHZIXHF. BXEZER, BERE 1237 “FH
Rage &M o

5 MERENRIPER

ABRFRINE S AT ASEE TR RANR LS IIRE, RIHERNEEE, &
BB URREAABALIFEE. Fd, MERAEHENELIRBOIER FLEE
A, EEABALEREEAN A RIREE AN SR,

12.1 (M YaST IsEMEXF RS

£ YaST AR EMBHELENRGTME D KEE D XGRS, AF, FERERNRZFHIN
BRXEMEYE, HAXFBRERNFBDEXNNAEXNESX. FRIERT, SIR—MEE
RNNBIINE X RFFEE MG RAERIR LD ATEEMGE. BMBBIOEX, FE
ERXAERFRE—NLTATMENSX. BIABERT, YaST FiRED XKBINAFEEMED
Xo BEDEKMNEERFRINMNE DKo
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12.1.1 AEREIEFRIEME DX

L& O<\A
WRFBMES RO, BEXP OB AR IRE MELIE.

B F#1T79 X YaST EXRFMNEERME T IEMZE D XML, BOIEFNMESX, EH
T 2E:

1. BEARG > HXIEFIETT YaST ERDXER.

2. EFE—NER, BEA, AREREDSXIY BDXK.
3. EEPXKXNNEREHE EERANXIE,

4, ERXHRGURUIE D KAEH R

b
rﬁé

FRNE % & B,

Q iE: EEHEMHH
wHNEEER, eestil—MEEEO, EXREREHEMRG, BRIATES
ERERERNTEE, LARINEZESXES I

6. MREXVENBER FTEBERMEBEXM RS, 1B7E Fstab ERBRATET DX, SE
BREHS XHBNERR.

7. BT, ARANBTNEESXNOS, F2B 11202, ABLERAGEIR, BFEE
WMAOLHNR,

8. BHTAMTEMIZIE. HNECIEMMEN DX,

E5 ISR, RMERASEER /etc/fstab RISENBEHEHNERNE 7 X Z A ERE
MAOL. WESXAEEHERIHAERFER.
BEERMIRPEERMEZE S KNP E, BERTAAOLHIR enter , AF, BRIELEAA
O<HRR. EIERT, FENNEXHRS, HERERAUES|SHB LSRR
ihlE,
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BEYSISHEREHNMNEZESX, BITAXGEER, AREIIEXGRRLABUENT
BPESEHZOXT, RASRRERADS, ARSEHIX,
TEFES XM BN LLXRALKE, TEAILUAEZEEEREREMBINE X, FLER
T, BEES 12,127 “EIEEETHARZS EIENE S X AR, HEBHRERSH
HIE 72 XHBYFR A 2R,

12.12 FIEABTHRSZ LRIEME DX

o EERBETHARAS LAUENNE
EEEEADETHRS LORNES R, B8, MENEHRLRFS KRR
B, HEEENBEIE HROANREN,

EBITHRSR YaST =R ORER RS » nXiEF, BEEHRE, EEROXEFTPIREE
MEBENSX, FRERE. HREESE 121170 “GELEdEFREN=ES X" PiERa
28Rl

12,13 MEEBRENRE

YaST ¥ aIigchifis (FlansMstERsiNER) SFEMAEMEMERE—IFAE, Bk R
ENNESNBEA EREEER DX, ENELESISHER, RARKEERMHEBTHRE
OIS ahiRA,

NRIEE R YaST WEIZahig&E#HITINE, GNOME KES BNRAIME D KHERNE %L
BENRTRAOS. WMRETEIEIT GNOME BN FAT RANABENLE, WAOSSHEER
PR EDIRNZSENREE. NTXHRFERE FAT B9IgE, BRERENRIE root BFBIFR
BN, URTFEMNEENIRT1HRNR.

12.2 {8 GPG MENXH

B LUER GNU Privacy Guard (GPG) INZR3R 4R IN%2 AN A F1 XA o
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B GPG MEX M, BEBER— MMM, Alt, 5T opg --gen-key TR L
HBRIRIE. RN, GPG BRETHMMRER. MR T ol — P
ID (UID) FAFHRIREA, HEERTFMEXHNEANBEMIL UD (RRREN—H2, Hif
ENRTRBTFMEL) . BERIVEBRAN UID, B gpg --list-keys B2, BN
B, EERUTH:

> gpg -e -a --cipher-algo AES256 -r UID FILE

B UID B UID B9—&F (Blan, EEIRF) , K FILE B AEMEZRIS M. FIun:

> gpg -e -a --cipher-algo AES256 -r Tux secret.txt

a2 BERLET . asc X4 BBIRFIMIEEX Y (EAXTFIHH secret. txt.asc) B
INZZRRZS,

-a AT R NIRE R ASCI XA, FRBAIEH, &k -a 2RIRTHEIXMG, LA
BRI, ZX4% A secret. txt.gpg.

EREMZX M, BFERAUTHS:

> gpg -d -o DECRYPTED FILE ENCRYPTED FILE

154 DECRYPTED FILE B#AEILHEERENNXHERANRIR, Hi§ ENCRYPTED FILE B#EAE
FRERBIINZE S 1o

HAER, REERAMENFTANEANRBENEX S, BESHMARZEME G, ©AEAL
AR RHEZARMEZ L Mo

12.3 f£F8 Rage MN& {4

Rage ERATMEXHMNREXHMEBR Y, HEATRMSHMARS, HRHZLMEINE
B, UBALEEIMRAS ERSUREIE, FRITEINER Rage RMEX 4,
BAILAER LA T ap < &% Rage:

> sudo zypper install rage-encryption

B ARBIFCERR— N E AN A BeE A Rage MNEXfF:
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> rage-keygen -o ~/rage.key 2 ~/rage.pub

X=BEBHNXH: rage.pub # rage.key,
rage.pub example

> cat file.pub
Public key:
agel7e4g67cs07jk3mylygbgduv26uf7tz7nm9jrsaxn8xxx9uc9amsdg4ase

rage.key example

> cat file.key
# created: 2023-05-30T16:29:20+05:30
# public key:
agel7e4967cs07jk3mylygbgduv26uf7tz7nm9jrsaxn8xxx9uc9amsdg4ase

O ==

file.key ZRTAAZEH, NRE.
mE
EmEXH, FEREERNALESA:
> rage -e -r PUBLIC_KEY -o ENCRYPTED FILE FILE

fBlan:

> rage -e -r agel7e4g67cs07jk3lmylyqbgduv26uf7tz7nm9jrsaxn8xxx9uc9amsdg4ase
-0 test.txt.age test.txt

fRE
MENX A ] RRAEENARZRNERARE, BES5HMAHRZINEXXHS, BAERAL
AR AHZRRMEZ Mo

> rage -d -i ~/rage.key -o DECRYPTED FILE ENCRYPTED FILE FILE

a0
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> rage -d -i ~/rage.key -o test.txt.decrypted test.txt.age

BTA<
BILAEA -p 8K - -passphrase SHESBITOSKMEXH. EAIAERT, Rage =8
MERRTEMNBITOL, BELILUEFRNEITOL,
> rage -e -p -0 ENCRYPTED FILE FILE

f5lan:

> rage -e -p -o test.txt.age test.txt

SSH
o LAERA SSH (REEIZEFING) B2 Rage BHRMEXH. Rage Z#F ssh-rsa
# ssh-ed25519 AHE%A, HolERMENNIARZIAXHRE X . T2#F ssh-agent
#0 ssh-sk(FIDO),

> rage -e -p -o ENCRYPTED FILE FILE

a0

> rage -e -p -0 test.txt.age test.txt

f5an:

> ssh-keygen -t ed25519
EHITINE, EIE1T:
> rage -e -a -R PUBLIC KEY FILE -o ENCRYPTED FILE FILE

f5lan:

> rage -e -a -R id ed25519.pub -o test.txt.age test.txt
EHITHRE, /B!

> rage -d -i SSH PRIVATE KEY FILE -o DECRYPTED FILEENCRYPTED FILE
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a0

> rage -d -i id ed25519 -0 test.txt.decrypted test.txt.age

O ==

AN AT BB R,

2151
Rage AJLAEBIMEZ B, EIZEABITAREAERR BT R#E

rage -e -a -R FIRST SSH PUBLIC KEY-r FIRST RAGE PUBLIC KEY... -
o ENCRYPTED FILE FILE

f5lan:

rage -e -a -R id ed25519.pub -r
agelh8equdvs5pyp8ykw0z8mIn8m3psyb6swme52ztthOve6frgu65ussm8gqOt -o
-r agely21lc7x59jcqvrpf3ppmnj3f93ytaegfkdnl5vrdyv8318ekcaedsexgwkg
test.txt.age test.txt

0O #F

BILUER -h 8 - -help %% B Rage &,

12.3.1 Hft

3
/

3

e https://github.com/str4d/rage # Rage % GitHub f&7FE

e https://github.com/C2SP/C2SP/blob/main/age.md # Age 1% GitHub f&72E
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13 fEF cryptctl WHEENAREFNEFEXINE

HEEMEXMNAREFEERETRE= A TEAREIENIMNIRS S £ FLEHUERO4
PESFTEE=FTEARERHAREENRS, FREERT, ATHERLEK, B
BUEATHER NN

cryptctl E[iLtIEEEA LUKS IIEEURE R, HiIZMHUITHINThAEE:

o MEBFRAFHORSEE L, MHPOIRS I TFEF M,
o RAESEITNINES IS EEHEREHME DX,
cryptctl S3ELITRANAML:
°* EFHE—AEE— MRS MBS XBITEN, BRKAFERRXLES XN ENE
o fIm, BFFRIHPIUERSHFEEITEN.

° MRS RERFMEBEZR, T k0] LUSKXEZARBEDNNE DX
TR UG E cryptctl ARS588, LUEES KMIP (BIABIEERIEMINN 1.3 RERIAR
SR L EFEINBERH, EXMMERT, cryptctl RE[EFFHEEFPHHMEZEEH, M
RS KMIP A BIARSS ss e (X EEF A,

& cryptctl fRSZ 24P

BT cryptctl fRS N EEIBMBHABN, MEXRLUREMNEZZE (BFEURT
RE) , FAiteMizEEECEHERTS, HHIENAREE,

tesh, REBRAMEH#ITER. BERRSBHBIBEEFRESRERTFiH LINE S XHAER
FRo

AT RIBME, cryptctl¥F LUKS 5 aes-xts-256 INZFEM 512 (UL SR, alfEA TLS
BB R E RN Z 2R,
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I
a MBS R
?

%% RPC BRI RINZZA WS0F TCP Y RPC 33K

ERZHIEHIERIER

R

fEAD X EAMR RPC B3R

() FRATHEADK
1

13.1: M cryptctlI€FREH (FiEHE KMIP fRES23A9153K)

Q EE: % cryptctl
R4k, FRREEIRENRSH[IAFF IRNIEITEN LA E LR
cryptctl,

13.1 I%E cryptctl iRs358:

FEEAILE—aHBNEX A cryptctl EFIRZA], BR—GHENIREN cryptctl RS
#%o

FEFGEZE, BERRSEERABRERIERRFIFRSBEEZFIRZERE. WRAE
A, BRIRS\EM TLS IEH, H@EIIERWMENANIZIERER.

te5h, ATBALE P isEREIEBMANIEE R MIERRRS S[IIES 5. BEREXBEIIMNIL
S, BSBAEFRRITILIREZ ANESELF CAIES.

1. M root B4iE1T:
# cryptctl init-server

2. EIEMEERNEMEREE, AESRIE—NREGER Enter , MRBERINNER, &
TAREHNAESHRERILES,
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. &M=
N

. QIE—TREOSHZERIPE. OSSR THEIRSSE DEMIAE DX

. 87 PEM 4RE3RY TLS IEPBEIERHX AR, HERZFREBTUGIEZERESR

IEH. WMRIEE TRIZ, BERLINEER.

. NREARBERFETRHRAENZKIRRRSEE, BEEENE. cryptctl =

EREEENZBES,

. FERE IP ik, ZMitE T EEEH LR EE P IRNEREIERENSED; A5

wEWOS (BRINROAN 3737) o
ARIN IP HIUEISGE 0.0.0.0 RR cryptctUR{ER IPv4 EFME RSO LIEIREF

I iE Ko

. FEERS S ERATRES A IRFEEERNE R,

. EERFPRERREMEA TLS EPRRSZHNIES . WREERT, WERRER

IREAEE UUID #ITEMRIE. (T, EFRERRT, BEERRSSZIERME
#@iflo )

MRERZFZ, BER—TATHEFAIRKIERHTERR PEM FRIZAGEBIAL L
o

. EERGEA—BS5 KMIP L3 ERMRSSHE (RS aILRRSR) REEEF RN

MEZZER, WMREEZFLED, FRE—EHZES5 KMIP REMIRS [N ENZM
. {H

tesh, iERM KMIP RSBIAFB. O CAIER, UKk cryptctl [REB[HE
i S 3 I,

O ==: THERNEHEE KMIPIRE
UERIEZEMEREXER KMIP RSBIKE, BEMUISE, FEMX

FHAEE cryptctl fREB S NREEF ik,

, EBE—& SMTP IRSSBA T REMEM ARG KVBFEHER, HEFIR
== BT B F B @R RIR &
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Q FE: FOSHFIPIRSES
cryptctl BEILAERR FHIIERIPE SMTP ARS8 21X B FHBHF. 4l
RUTURIZBFHMG, FIREAM SMTP R,
i. HRFARESEERS cryptctl fRS238Y, BHIA Yo

3. EXNERRS cryptctl-server BRE, 156

# systemctl status cryptctl-server

MRUREEHRERSS S, FRITUTREZ—!

° BRIETT cryptctl init-server @i, cryptctl SEINKMEIKERERINEE,
HitER BT EENRIE,

o HIEEECEXH /etc/sysconfig/cryptctl-server R#{TEN,
B2, ATEFHININE, BENFehER AUTH PASSWORD HASH #
AUTH PASSWORD SALTIKE., ZBHEEEHITRXEXRTNIE,

13.2 i%E cryptctl EFiH
BHalXZF T cryptctl REHXIEEH %
HRAE LT R FZ MG
o OB WLEFER cryptctl fRS25
s FE—TEMENE R,
 ERIHITBENEE—TMIANTESIK, ZoKEUBTHENENER.

o FRBRERIEDH, ERS|/LEEMRVER (*.crt X)) AIEFFWAMER. &
W, ARSSEIEBBNEBMANTLNR E P IHHIEE.

o NRIEKIRS[KENBERZFAIRERAZ A IHEDHITEHNRIE, BAZFHEES—TH
THRARSS2/EER CAIEBERRY TLS IEH,
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. U root B19iB17:

# cryptctl encrypt

. IEEEIRNS MEREE, HESLE—TREEK enter , MRERINNER, 12

TARENFIESHFEEREESR,
a. IEEETE cryptctl fRSE2E LEEFINEN R MO,

b. MMREEFBRSB[EENEREZFIRER TLS IEBHITEMINIE, BREEEF iKY
IEBMEZAXM. B IREBBARIRERS SFRINERFEBMANAER.

c. HEERSI|IER (*.crt X)) BEIERZ,
d. BMANRBERSHEEEERNMNZEOS.
e. HEEEMENBRNRRZ. EEATEEERMBATHNZ XA

f. {IEEARITRAREZZD XRITENSE,
AREEEMN—T ST EP REEIRE—ERES ZEEIATTEMIT EYER
DX Z ARSI B (IR RAID) .
U BNEIMFLETRARBES SN, cRERBEAEIEIK, XEKE,
BRI B AL E P iR E 5 | T KB AR RYAT(E),

O == Bk
NRILENREIRK, HENEXRRBENZSXPRERK. M
&, cryptctl SHLEFHRNENMBEZRAREITH. BXSENLER,

NRBNIKERIAE, SSNEDXBEIARTHENE D% 0 XA

ALE R
=T B

3. EFEINE, B yes

cryptctUSEEN B RMBELFATN AKX, AREHIMENS K, XHRFHLEE
5RIEMNRMB X RFRIZEEEE,

ERIENMBSXZ2HI, cryptctl 2ERBBEFNRNBARABTERERHE cryptctl-
moved - FIZRHIIE,
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4, ERNEREHREWERTZEAR, BEM:

> 1sblk -o NAME,MOUNTPOINT,UUID

NAME MOUNTPOINT UUID

Lessl

sdc

Lsdc1 PARTITION UUID

L-cryptctl-unlocked-sdcl /secret-partition  UNLOCKED UUID

cryptctUiRHENZ 72 XY UUID RiIRGIZD X, FELE—REIF, HEH sdcl ZHERE
UUID,

EiRS 28 £, ERILUER cryptctl RiEZE HEME,
# cryptctl list-keys

MRS XERINES, EEERNMNTAARASEL:

2019/06/06 15:50:00 ReloadDB: successfully loaded database of 1 records
Total: 1 records (date and time are in zone EDT)

Used By When UUID Max.Users Num.Users Mount Point
IP ADDRESS 2019-06-06 15:00:50 UUID 1 1 /secret-
partition

R XRAINERE, ERFEFN AR

2019/06/06 15:50:00 ReloadDB: successfully loaded database of 1 records
Total: 1 records (date and time are in zone EDT)

Used By When UUID Max.Users Num.Users Mount Point
2019-06-06 15:00:50 UUID 1 1 /secret-
partition

£=HI Used by FIREILIBEIER
R RRHY UUID BE B FriiZr 2 Ko

5. WIANBRKAERTIEE, MEPEFREFRMEBRS. HI50, €A m. ATRSER
2%, FENBRXHEREZAREEES (690, fEA shred -u) .
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O == shred MELERZLIE
fEF shred RRERIEEFRFAE IR, BARURTEMEEAREE, REME, SSD
KAFEBIIERE, XES shred HEETR S,

B IRSIRS 2R EMEZEBEEFMETE /etc/sysconfig/cryptctl-client F, AILAFEIER
i,

RSB[R IHD XMNZRZRIATFMET /var/lib/cryptctl/keydb/PARTITION UUID
H,

13.3 4 LUKS &H2E /etc/fstab

FER LUKS MBI G RSB EH =, YaST RS /etc/fstab FEMBIGEH
B,  (51%0 /dev/mapper/cr sdal, ) FERIRERBIRMAE UUID HEFREE Fia@ithig
€ systemd s EMIEX TR,

A LU FERREREFPHNER S XEZEFIET AutoYaST AEESMEEHNRIATTH.
XMBERASEMAL, BAFMBE /etc/fstab FEX THHAWEREMARE, HEN
ERSRZEm (i, EREMASE, HETETHPNARELLIERSXERE)

13.4 FEAMRSHmPTNE D XFIURS

% cryptetl BRMATERAN, SRS 100 cryptctl REBRE—R B
2, NRAEREEF RAREEN T KRS BRNERAE S HORNES, B
BANEP O, A6, REBBARS M EPREHER (RARE—EPHEES
SEEMER) .

BEEFAEHOEARES, HE:

# cryptctl list-keys

Num. Users THEERERZZHYNIEEEHNFER, EEEFRINRIANELZHT, 15E
A:
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# cryptctl show-key UUID

ISR EREXREHR. HEHEN. AR, BXORERNNE, URKRBEFIHENR
B=MENESHER.

Itegh, BT journalctl REHROREANMNEE.

13.5 FrpfgiimEaX
B AT AR, XA LA

o BXMARSE: BXVLARBIA AN AFIREl. HEFiHSIRS 2R ZIEEEIINEEE,
BEFE (B8 TEEEMOXY, aIUERILLAZ®, kA RE@ETEN _ EMNFRE
mEHD KXo,

EFEALLAE, 1ET1T cryptctl online-unlock, HE&EFMANTIRBEIRSSBMNIEEN

H<o

o BRAREE: HEPHRTEHENSHNSHRS BN, AIUERLSZE. RSN
MEZBZAMLTNAT A, A EERAREENERTER, SXRERI— 92X,
EBFEALLAE, BT cryptctl offline-unlock, HESHKX (/var/lib/
cryptctl/keydb/PARTITION UUID) MRS BZHXHEEEZTFinLATA,

13.6 ZiPENETE

NHRTELEPENHREREREDX, BRAZTFHHEA cryptctURSEE. ErTLGET L
THAIREIULERY:

o {Z1ERRSS cryptctl-server:

# systemctl stop cryptctl-server

o W cryptctl fRSZ 28I EEE
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13.7 A cryptctl-server fRSI&E HA IFIR

AT BERFBEEL cryptctl-server HITHIPH LIRS EZIHIAMSHEN, BFIZEINTE HA
IFEHRIGE cryptctl-server, Ak, EOFEEHAF— WA High Availability B¥5&, LATi%
BIRBINAERBEREZIERA cryptctl-server BIEINTI &= HA BEEE,

HRm R AR

o E/LOERANLET SUSE Linux Enterprise Server # High Availability ¥ FRRIARSS 25, It
4b, FRERMRSS2R LB RS cryptetl 348, FRBEARSS 2RI LUEE SSH M E 1R,

o INREEIGEMEIE, FTENEEMN HA Web 15| B 1RMEERIMNY IP #i31E (AdminIP),
° J3 cryptctl-server g8 T — N EIRAY IP #itk (CrypServerIP),

* 73 cryptctl-server F188 7 — M EEIHEY DNS &R (CrypServerHostName), 1% Rl R
F R 1P Hutit,

o HiRMH—IERBA HA BRI H T NFS HEREMEE A,
EATRGIS, HAMEAT NFSHE: nfs-server.example.org/data/cryptctl-
keyso. ZHZEEEHIITENMSE /var/lib/cryptctl/keydb,

o SRZUEINMEF SBD 1%
1372 13.1 : 88 CRYPTCTL T = HA B &
1. Bl root HHEREI Nodel,
2. REBE 13171 “EE cryptctlfRZ52E" ARG E cryptctl-server, BERAUTS
e
a. ECIEIEH, B cryptctl RS 2389F A ENA CrypServerHostName, F
EFAENNENE,

b. fE/ cryptctl BRSSEEMIE A IP #bsik CrypServerIP, REMEHZNAR IP #ihHE
B

c. FEEE KMIP fRS528.
d. ZRFAERIZESERH cryptctl fRS5286T, EHIA no

3. RENT R HABE.
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@ ==

Nodel AAUEECE T cryptctl AR5523HIARSS 230

EEET cryptctl REB[BIITEN L, WTFARKEFE — TR

# crm cluster init -i NetDev -A AdminIP -n ClusterName

b. i&id SSH EF 2 Node2, FHMEMNEEE:

# ssh Node2

# crm cluster join -y Nodel

c. BEXEAEE, BiEEM (Installation and Setup Quick Start (https://
documentation.suse.com/sle-ha/html/SLE-HA-all/article-installation.html) @ )

(REMZEREND) -
4, 73 cryptctl RSB 2K ERIRA:

5. a. JLUEA cryptcl crm-shell-script I@d— N T BIRELTFAENRRNIE, FHIEFR
BEXHEFEFRETR, BB NEEE N TEPRIILE:

# crm script verify cryptctl \
cert-path=/etc/cryptctl/servertls/CertificateFileName \
cert-key-path=/etc/cryptctl/servertls/CertificateKeyFileName \
virtual-ip:ip=CrypServerIP \

filesystem:device=DevicePath

filesystem: fstype=FileSystemType

b. MNRIEMTI, B ARG THIARISERFEA:

# crm script verify cryptctl \
cert-path=/etc/cryptctl/servertls/CertificateFileName \
cert-key-path=/etc/cryptctl/servertls/CertificateKeyFileName \
virtual-ip:ip=CrypServerIP \

filesystem:device=DevicePath

filesystem: fstype=FileSystemType
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£ 13.1 : BFi@3 CRYPTCTL CRM BZE W& BRI FRE SEMTIR,

B
id

cert-path

cert-key-path

virtual-ip:id

virtual-ip:ip

virtual-ip:nic

virtual-

ip:cidr_netmask

virtual-ip:broadcast

filesystem:id

170

SE !

@
=

=
=

gl

iy

gl

iy

iy

iy

iy

ARIAE

cryptctl

cryptctl-vip

virtual-ip HIRHIE
MEIRYE,

virtual-ip HIRIEK
MEIBE,

virtual-ip HIRIEK
MEIBE,

cryptctl-filesystem

iR

RIRARIRTT,
BIZAIEBRITTRER
2o

BIERIERERITT
g e

cryptctl IR 23RV EE
L IP ZIREEY 1D,

cryptctl fRS52389 IP
ik,

cryptctl IR 28R M5
MBI IS, NH
FoiEM P ke E
RENAFERME,

cryptctl lRZ528 IP ith
HERYELF LR D,
NETTEM IP #ilikS
MEI KRN A 55
Ziel,

cryptctl lR5523 IP ith
HERYFEMIAE, R
FosEM 1P e

H e a B A R R
(3t

7\O

BEHEMEZ AN
ERIXAFRARIR
Y 1D,
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BTR SE ! RRIME LA

filesystem:device yes BEXHRARIZ
o XA LIZRIL
& (5140 /dev/
sda...) S NFS

ZRR server:/

path,
filesystem:directory & Jvar/lib/cryptctl/ BEXH ALK
keydb BAENBER. X

A LAERIEE (6
g0 /dev/sda. . .)
8¢ NFS H£ERBF
server:/path,

filesystem:fstype yes XHRFERE (HIa0
NFS. XFS. EXT4) .
filesystem:options & FMEXHRARNRIN  XERFEHEEE
I T,

AY

13.8 EZER

BEXFAEE, BIESRMBER https://github.com/SUSE/cryptctl/ 2,
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14 AFRERE

14.1 FMMKFEE

14.1.1 KRBIEHIKS
BEEMBERBTERNAE RARKPAMENEEKS . ERNERFPRBIEKA TR,
AILUTE /etc/shadow XHHEBFREFLL ! 3 * ALBNMBOSERRIIK, . INREFER
passwd - 1 3¢ usermod -L SiEEMKF, LtarSEMEZEOLSHRIERM ! 75, UBRZ
0<%, FWABERT, FZREAKPMEZKFPHOSFERPES *. 1 1 */FS (GEm=zEd
LEMATRFRIER) , MMBIETXEKF, Fit, EREFIERBE (ME) kP95
xR, BEITUTSHS:

# egrep -v ":\*|:\!' /etc/shadow | awk -F: '{print $1}'

BRI EKFTE /etc/passwd FOSFEDEEE x S5, UTHLHHOSFES
2E X TSHFEK,

# grep -v ':x:' /etc/passwd

O4FRPH x FSRFEOSEMBAK, Hlil, BEFE /etc/shadow XHFHERENZO
T MR /etc/passwd FNOSTERNT, WREHFRERBEXME, HATRELNE
RRTHRTAMREOL.

14.1.2 RIERBIKF

NMARFRERKREAR. NARERF. RANTIPREFERNAE RSKA ENEKS, &
AJLERU TS, ERRNERKF S HBEEMXH:

# find / -path /proc -prune -o -user ACCOUNT -1s

LR EIFR, -prune ETATFEUT /proc X RS, INREHE BT UMBRE MK, AILUER
AT an < ARk
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# userdel -r ACCOUNT

WMRAIETE - r &0, userdel A=MIBRAFIE B RFAEBHEBREVIBER (/var/spool/
mail/USER), FZALKKFEEFER,

14.2 BEARO<SHM

LEHMB—NEBEEENRERE, EXTREERAKAMEZKS (FIU Oracle) M=,
BERERHAR, MNRNARERIKF R, XLEKFAHAM OSSR SHALRS T,
BEBELT, MEHXNAFKAMEZKA OSBRI /ZFHIERNNATBE, EEMA
FikP AOLNIZ=BohAkM. UTRFIERNEHMNETAFKFIZEOSKH.

M useradd sp <L BRI, BIMUERTRAPNXHEMEEH, K1E /etc/shadow X
FRENEPKPEELREIGE, MRERYaST TR (BFAMAEE) FmBF, XEIZER
EFSTAFREMRE, TASESMWARMNLE, HP—LHWoERAFKTEIGE (fiwW, /
etc/login.defs #l /etc/default/useradd BIEER) :

g O

/etc/login.defs PASS MAX_ DAYS AL RIFEMHIRAKE
/etc/login.defs PASS MIN DAYS B LRERFIAR FREER

LZABRNKE,

/etc/login.defs PASS WARN AGE M LEREBROREITRIEEESE
M O< B FRAY R E,

/etc/default/useradd  INACTIVE ALK EKP S FRARS
BIRE,

/etc/default/useradd  EXPIRE PN BEHEE (RA YYYY-
MM-DD #& =) -

Q ixE: MERARZEM
TR TXEAE R Z AT SRR P AR,
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H1R7E /etc/login.defs ] /etc/default/useradd XHFFER EASE, /etc/
shadow X ERRINIAF EXEIZENFES

BERIBMAFIKS, BRITU o<

# useradd -c "TEST USER" -g USERS TEST
-9 EBHEE MK P BYEA

# id TEST
uid=509(test) gid=100(users) groups=100(users)

/etc/login.defs # /etc/default/useradd FRRIRE RN /etc/shadow XEFATMIER
AFIiERH, WTFFR:

# grep TEST /etc/shadow
test:!1:12742:7:60:7:14::

BJLAfER chage sp<RERMER ALY, BRERAAFKPMEZIKA RO SRR, UGBTI

T chage #5%:

# chage -M -1 SYSTEM ACCOUNT NAME
ERNOEKMES, /BT

# chage -1 SYSTEM_ ACCOUNT NAME

fBgn:

# chage -1 TEST

Minimum: 7

Maximum: 60

Warning: 7

Inactive: 14

Last Change: Jan 11, 2015
Password Expires: Mar 12, 2015
Password Inactive: Mar 26, 2015
Account Expires: Never
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14.3 SEhEEmRYO<

FLETNRS L, FSVRFIAAERTHREMRENEROS, AILUETEROS, AR
EREZERE, AEATKEIRBOLSKFIFPEERFHEENEL, FEIEHREE
KW ESEN KB I T, BUt7SEHIBRRER. MRHTIRIRE, MERSKKS
AR ENAREFNARRS P, XEFES— P RFBRFIR-E — BELRSZHKE.
BELIEER, EHEARNOERRERHRER. AZHATRAIBEXRALELEE T
F. —NMNEFHIN—NMKREFH, BABRENIER, EEEOLERE/ERMNEEREE
Z BRI FEAREHAEZo

14.4 {EH PAM #1TOSHERER

Linux-PAM (ERTF Linux BIEHEAN B R IIERIR) B—AHERE, LRt ARKEIERGIEEN

R ZANfEI 3 A P #1T B2 31,

SRZIERINEATE PAM BINEE, LARSNAIFIALLEREMAIFRRERESHRILEE. &0

M—RMERLEE, AREMBRARLELEE RE) , BalEE N ENHITIER
(gL — BEN/ARS/NARFHITIER) . EXTHZEREHNTIEN,

ETRAX PAM B REMIIFMES, FE0 /usr/share/doc/packages/pam BRHH

PAM X1Y (IBEZHE)

TEIHEHZMENELEAIA PAM HRNRA FRIRESKOTEBERREM) , flnO<S'E. O

LTESFRAMKFIE. BARMSKT VEIMETEY, BER— 1 REFNHE, AEETR

T PAM B9 R E M

o EE: pam-config fRH!
pam-config TERAFEREEE£BEEME common-
{account,auth,password,session} PAM E2& X, XEXHEEESLUTER:

# This file is autogenerated by pam-config. A1l changes

# will be overwritten.
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W BEIEREBE MRS XS, B30 login, password, sshd #lsu., =74 pam-
config B ERMRIAEE. EMYFEMBESMRNEETRINEE, EholLUERE
BEiZRIBFAEXY, MAER pam-config, BXIFHAEE, 50 man 8 pam-

config,

14.4.1 O%@E

SUSE Linux Enterprise Server a]FJf pam_cracklib EEMIX55 0%, HEREOSHERSS
RZINERRENOS. UTEHRFIRIEE T AR AOSTHKREN—&57, HEHTHITLIRM
FENRLGE,

PAM EEERE X IR, B, RITRERNRESXNEZ EE BRI LR HLFIRIE
=,

F+®14.1 . OLEBIMITHTGIERM/L95R

pam cracklib.so minlen=8 A<SHE&RIMKER 8
pam cracklib.so lcredit=-1 INEFENRIDHBEN1
pam_cracklib.so ucredit=-1 AEFEHNRIVHBEN]
pam cracklib.so dcredit=-1 HFENRIDHEN1
pam cracklib.so ocredit=-1 HttF &I HEN 1

BIgEXEOLMRE, 15 pam-config TRIEELEREENSE, W, AIERWTHS
(EEEEUNNEL

> sudo pam-config -a --cracklib-minlen=8 --cracklib-retry=3 \
--cracklib-1lcredit=-1 --cracklib-ucredit=-1 --cracklib-dcredit=-1 \
--cracklib-ocredit=-1 --cracklib

REREHOLRHEEERTHOL. BRI root kP HEMA passwd S EROL, 1HE
2, WREL root HHE1T passwd #5<, MFA=EEIHITLERER,
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1442 [REIERRRNEO<L

pam_pwhistory RIRFAIBFERETZEEEANTOSHE, UTLAERSG LEHmAS

R, WMEEDARTIBRLEEZEEFERRE IO,

> sudo pam-config -a --pwhistory --pwhistory-remember=26

EIE—T, £5 1427 “BEROSHZ —%H, FEMER PASS MIN DAYSIREN 7, &k
DEE T RARO<LTEHRZ BRIV R, ALk, 00X pam_unix BEERIEME 26 HNO<, WED

AR (267 X) ATEEEEALAEERAINOL,

pam-config &4 RLA PAM BZE (/etc/pam.d/common-password) a1 FFr/R:

auth required pam_env.so
auth required pam_unix.so try first pass
account required  pam unix.so try first pass

password requisite pam cracklib.so

password required pam_pwhistory.so

password optional pam_gnome keyring.so

remember=26

use authtok

password required pam _unix.so use authtok nullok shadow try first pass

session required pam limits.so

session required pam unix.so try first pass

session optional pam umask.so

1443 ZFREIMOXBARZEHERF KA

TEELRFRE XY ssh. login. su 3% sudo KM= REEPIEKF 2—ME LNL2ME, B

NRNAERF. EEAHK root AFRPESIE, WA

O == BELRE%E

BRSSP,

WEEFRERBIRTERERKN, BHMnAOSKMITERLEELRS K T,
BNELERAFEROSKMITR, FHERELENRIER, BEFREME XK
Fo &g, SIERMXENATAEXAR, MEXSNATRARREHRSHRLKS
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SUSE Linux Enterprise Server BRIAFRSBIEM,, MEREM PAM &R pam_tally2 fEkO<
KIMBIIHEL. SNRBLUTRILITHRME /etc/pam.d/login BIRFIE, RIENAEBERENZ G
BEFMBAF (root BR4M) , HETIHEEMESIKS:

auth required pam tally2.so deny=6 unlock time=600

THEIERE /etc/pam.d/login XEHITRH:

%PAM-1.0
auth requisite pam nologin.so
auth include common-auth
auth required pam_tally2.so deny=6 unlock time=600
account include common-account
account required pam tally2.so
password include common-password
session required pam loginuid.so
session include common-session
#session optional pam lastlog.so nowtmp showfailed
session optional pam mail.so standard

SR LBIE root, AEEABKIAEEHTE ZHRITLIRE:
auth required pam tally2.so deny=6 even deny root unlock time=600

&0 LSS root AP E X A EIRYBIRE B8] :

auth required pam tally2.so deny=6 root unlock time=120 unlock time=600

NREHFLEBVINHEERRMRIK, , BAEMER unlock time &, TERNRHIGHSE
TEMAE R REA R INFESIE B

\

> sudo pam_tally2 -u username
Login Failures Latest failure From
username 6 12/17/19 13:49:43 pts/1

> sudo pam_tally2 -r -u username

Fr=it IR R BEIA I ERIERTE /var/log/tallylog A,
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NRAFPEERENANEREEEREEEKP ZERINER, HEESEEEERN O,
FEEMERRSEENTE /etc/pan.d/ PEENBREXH (sshd, su, sudo, sudo-i
M su-1) HEA pam_tally2,

14.5 [R#l root &F

RINMER TSN root BROER—NO<, #EZAFAUUERSEMAEH#HITER — W, &
ARG £, FEFERIEF, HEET SSHZEER. MRARRHEAXEREZER, Mg
RHZMEMA root KA. PABIEGNEEMA susk sudo FTHE (NFFHARES, E#EAman 1
sugman 8 sudo) FMIREURFARVFI. WLLE]H root ERSHFEAFABEXE, XIEEMT
S—RR2FRF; BRISTERI root KRR, FERMEIFIZ root A<, M= root Mk
FUREEREBIKFOS. ATiRBRMARGIERER RS LRIERE root BRo

14.5.1 PRH|AHXKITHIGES

TTY & B IEH S IREXAEXN AR ONR. W FRERSR, BIEAMBERHAITIHR,
NREBRSBARS, WBETEZE KM Y SGEZEIE R (190 ILO # DRAC) BRI
REFHITIARL, Linux BAIARIRME 6 M RANIEHE, EXAEATIETH, EdAaAEH#

At —F1 F At -Fe PIREA], EERRIEREITHN, FIETHSHE crl - At -F1 3|
ctrl — Alt - F6 JH{THIE, KEXHARIRIGHFIREZ A ttyl 2l tty6,

TEDSEREITE—D TTY B9 root iAial, LB ERIEARFZNERIBRAN, LR
HRETFHERASETS.

Q =
A BBV IBIRIE PC AR 451 (x86 1 AMD64/Intel 64) #1TEH, £ POWER FH{&
REEM L, ATLUER ttyl MOMIEMEZRmIZER T BNOARERNIEE T BRI
BEBMMBEEECHE, ALUETIET tty e SHTE YAE RHRIBIISEZIR. 15
ABRARERENLGR (Fli@ie SSH) SER=1E (18&EHR /dev/pts/N) HITILE
1BE, MEBEXPRERZIE (AI#F At - FN ifE) #HITIRME
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id72 14.1 : [RFIESH TTY Li#1T ROOT &R

1. 1R PAM #ALECE X /etc/pam.d/login £ auth 3RAAESE pam securetty i&
R

auth requisite pam_nologin.so
auth [user _unknown=ignore success=o0k ignore=ignore auth_err=die

default=bad] pam securetty.so noconsole
auth include common-auth

XERARTERMITH & LIRS HIIERAEIES pam_securetty &R, ZIEREK
root PREIANAIEX S /etc/securetty FFIHM TTY 88 LE R,

2. 7 /etc/securetty F{VRE—1 I, HEMRPIEEMIN, XEREHIXS TTY 1I&FH root
IS

#
# This file contains the device names of tty lines (one per line,

# without leading /dev/) on which root is allowed to login.
#
ttyl

3. RERHEL root BREIHMAIR, WIZEMHELTE tty2 FLIFLER, EEXLFEN
P O<S, RANBERENAIKRINERS ttyl, EMASE root BIEERFKZ

O == ERERM pam_securetty 1R
FRER pam_securetty BRFME] /etc/pam.d/common-auth XHH, XREF
sufll sudo #5<, AAXLETHEMRIELS root HHIEILE,

O ==

XLEMREF LR SBUELTE /dev/ttySo FHRITITHI G L#IT root BR. NREFE
AR, MFEETE /etc/securetty XEREIMNIHMERA TTY &,
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14.5.2 [RAEFEZIEER

BREERESHNEZ LN, BB ERERFE, 8%, BFEERA=IKIT A root B4
517, AR GEHE, TJEsEaRenid. NREFERFER, BEHBIE root BFR. i
BENARS, 2@ root BEFEFSIE,

ATHHIEEE root BREFSIE, ERILRAS 145171 “[REIAMS AT G557 i
AREERIERT B, RFR pam_securetty RRAFMNEE T EREIRERHT PAM MRS —
f5lgn, GDM B /etc/pam.d/gdm. BEFESIERRTE TTY i&&F Li51T: BIAA tty7. Hitk, @0
RIEREH root BEFRE ttyl, WRIEL root EEFRIEFER.

14.5.3 [Rd#l SSH &R

BIAMBERT, ERIF root AFIET SSH MAEMBGEEERITEN (W1R SSH ImARMWEH A IE
PELE) o ERFIMEZER, 1FX OpenSSH EEE#HITUL T EX:

1. 838 /etc/ssh/sshd config HiFEELUTSE:

PermitRootLogin no

2. ER5) sshd BRSS AEBECLER:

systemctl restart sshd.service

.
Q =
¥F OpenSSH, FE&{EMA PAM pam securetty 1#iR, EAEENHEAEFHIEFRE
SSH B REP=iBid PAM EEHIT (FISNEER SSH AHRZHAS ML) o Lksh, HEE

HIFREX DR O 5HEA SHRBIELNMIHE R,
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14.6 [R%lI sudo FAF

sudo B AFEFEZ—TEF (BERE root AF) HIFEFRITHS, sudo BLEBES—
MRNE, ZMUEEX TERITHGRSSH TR BARA R A ZBRMREY, ZEEF
fBTEX M /etc/sudoers H, B sudo HFHER, BEEN (BIEERE) ,%£2E “sudo &
BHEEIIR” o
FRINBERT, sudo =iFKIEM SUSE R4 LM root A%, BE, 5 suAFEHNZE, sudo =id
FZOLHAFU root SHHITEHMGS, MASEESIHRNEREREROS, Bt, iz
NREENEERHAFZA sudo,
iJ12 14.2 : [RHIEEAF{EA sudo
1. {REEXXMF /etc/sudoers (fl40, @iIHIT visudo) o
2. FREIESTAFPMEMTEREANARNOL, MESTETHRTWIT. AE, %
TR AR
#ALL ALL=(ALL) ALL # WARNING! Only use this together with 'Defaults
targetpw'!
3. BUFFRLATT:
%wheel ALL=(ALL) ALL
XK _EIRTHEERRSI A wheel AR GFER. ErIURIES SRR EFEREMA,
E79 wheel alaEEHMAHHERA,
4. BROZaFHEER sudo AR RIMEIFMENE, BRAF tux HMEIAE wheel, E(E
H:
usermod -aG wheel tux
EREHHNARRZR, ARAIUHEBENRER.
5. FRAAEEEZERTHITAREHINAFRHNRAFEITEN G, URKEN, NYSE
FIUATHEIRER:

wilber is not in the sudoers file. This incident will be reported.
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ETK, ZRERAZARNMSIHITHEREE, ZMGANIZIEHET sudo HiTe <,

tECE R MRE sudo IhEE, su ss R RIMHEFAIE AP R, MREUEMSIVHRARS, HE
root O<HYAF AT LUREE XMEEHITaR L.

14.7 AR EBIINESIESE TT/AohER

RFE—BEEMNEZEARLERERINERTE. 5190, @it AX e LRI TANEA LS
SIEHBRRERAR IR,

RINBRT, SINEEELEMEN, MRIFLAFITARSETENREZVFERAEREFER, B
RRBEEARN, Fid, EAUEAZHINREENTE—BREEEMNZLETRAE, UTR
B R RANfAT ) A0 E I B RYSNRIL B T E DB,

AMXNERINEEEETT/EEN, WalIAFREREXINTEEE T EhEN, TEE—MER
T, BEMENINELRGIRINETTREDEN, XEREBNERER, HFINEEBoE, &
SaFEAETER—REN, FENXELBNNKEE, Fad8itERINEE,
T&REE SUSE Linux Enterprise Server FEM8Y & WM IEEN LB FMAER

BiFe =R Sh=TE  REER( RiRgE W RERSR [Tt
(1NE & (Fr
RIMR) BIR)

bash bash, sh TMOUT # read- /etc/ /etc/
only profile. bash.
TMOUT= local. bashrc
/etc/
profile.
d/
mksh ksh, TMOUT # read- /etc/ /etc/
1ksh, only profile. ksh.
mksh, TMOUT= local. kshrc.
pdksh local
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nEta /S SpRTE WMiEpEu RRgE Ao ER1E iy}
(& 2 (FR
FIF) BINR)
/etc/
profile.
d/
tcsh csh, autologouts ¥t set -r /etc/ /etc/
tcsh autologoutesh. csh.
login. cshrc.
local local
zsh zsh TMOUT i readonly /etc/ /etc/
TMOUT= profile. zsh.
local. zshrc.
/etc/ local
profile.
d/

BTN RFFER— T RNEINREE, AR ZRERENEMIENEEMUMAT
EpEER. MREEMIEAFBSEMSE, AJLUBHENASNERTEIMNEARR, ERHA
EHRM T N RERREX.

Q iE: T TBERPIREEFRP
HIRE BB TR R R R R AR BT RS MATS RN, AP EREAA,
BRRUEATIEWRERSHERS. BEABRERISTRNNSE, FEELE
AR, HALLLERERTIRS.

ERELEMEN, FEASMINENBEAERMLENBRNTEER, JXAERI
FERA—MERR, HAMBINEER—MERE, RPMI. UTRFEIERES bash #l ksh
MEREIIZE, KETTAHAFRBEENRIEERIINTEN, IEESUTHEN /etc/
profile.d/timeout.sh Xf4:
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# /etc/profile.d/timeout.sh for SUSE Linux

#

# Timeout in seconds until the bash/ksh session is terminated
# in case of inactivity.

# 24h = 86400 sec

readonly TMOUT=86400

0O =%
Bi(FEHA screen TEATEFHEAIDERIE, screen 2iFFAaRIlE, —BEEFEFEAE
EE, FERTENER THEEDSIE (BX4AT, #RiEnan screen H1Y

ctrt - A -x /lockscreen) .

14.8 BrlEESMEAEARSS

Linux A EX AR AR UERNARRREIRE RS, WRENEFFH bug SEAFH
HHRAXZHER BIIIREFRR) « BRTENERE, EEERALTEER, LIUSEHRIFE
B, HRMNRETRSATEFRERASZHR, XARSSERSBTEMNIERE, EE
TEMNAERIER (FIa0, NRENMEFAIEIV LFMERTAXHOR) . XA
—PR2EE, fl, MRATEABEMERSHR, RESBUELRSKE (TRELE
TR ERREERE) . REAFMNANZRRF TR —MERNRLERIFGE, B0
MRMRE

14.8.1 PRBIRFR RG]

LU RGIETR T IRE SRS Oracle AP KPR AR RFERISIIRA L. BXARZFIREN
FIR, iES /etc/security/limits.conf 8¢ man limits.conf,

Bash FRZHINEHSRMET AANESTRIFES (FIE0RFRFT A HER T E LR
RAHEH) o BREINTHIFIESRIRG, BHRITUT®<L:

# ulimit -a

BX Bash #h 5By ulimit BIFAE R, 15EE Bash FMi,
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O ==: 88 SSH &IFENRHE
M SSH 21&ERY, RE “BE PR&IFD “4X° PR&IFIRETEEEIFUHARNMR. EEEEN
178, FAIEERE root BMER, REMHEA sumSTHEEINRZRS S (Flan, 7
XLERFIFHR Oracle) . RIGNARERESISIEVREENRBE, RRERHIENES,
IR R IREHIFR AV B LB R RAEIER, nIREFRER /etc/ssh/sshd config
PRy UsePrivilegeSeparation i&E A no HEE 6 SSH T2 (systemctl
restart sshd) (& SSH) . B—RFZINXEY, RAXEERAKLTLYE.

O =T BRET ssh #HTOSERMAE
FILUET 2 A SSH NOL SR TNIERE—FPIRRERSENR M, BicE, BREBER
B SSH &, BN EHERSSE. BERAOSER, BEUTITHRME /etc/ssh/
sshd configH:
UselLogin no
UsePAM no

PasswordAuthentication no
PubkeyAuthentication yes

LR AIF, Bl@EE L root B94R5E /etc/security/limits. conf F#HTUTER, ¥
EMAF oracle IR A DRERTIT RIS

oracle soft nofile 4096
oracle hard nofile 63536

B—ITHRHRFIEX TERG oracle BFRRAENXHAW FTFHIXHE) HERS
RAFPARIBEXXHOMARNEIRESR, WAILUHRITUTES<L, RIRfRFrRBIX s
SBNNEIREPRS] (FEULTBIF 63536)

# ulimit -n 63536

VB, ErILIREESRYARREIFIBEFRE],
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Q x=: 1EA ulimit
B4 U BIRRIA ulimit, FAME nofile MM B MRHIFALS MRS (/proc/
sys/fs/file-max) #8[El. MRAF SATAREATRXHOR, RERKTEBHHNE
%, EREEESERTERAE PAM SR,

BIEFEMIRTE /etc/pam.d/common-auth FE£FAE pam limits, FHEEUTHERXHE
%3t SSH. su. login # telnet FN5IARS HITECE

/etc/pam.d/sshd (§tXf SSH)
/etc/pam.d/su (§t3f su)
/etc/pam.d/login (Z#1ERH telnet)

MRERENFFEERBRZEE, ITLUET—MFER PAM EIRIEEY /etc/security/
limits.conf X, PAM BCEIE<S RN TS

session required /lib/security/pam limits.so

session required /lib/security/pam unix.so

EAASUAEN, FBRIFNERZES ZEXN:

# su - oracle
> ulimit -n
4096

XEERBIERTF Bash S5k, EHAINER ulimit AR E,. FAF oracle BUERIABREIA
4096, ERAF oracle AIfEARXHAREILINE 63536, BHRITUTGHL:

# su - oracle

> ulimit -n

4096

> ulimit -n 63536
> ulimit -n

63536
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EFEENAKARE, FEAAFREXY (~/.bashrcs ~/.profile X)) FNigE
ulimit -n 63536 ({H@E&ATF Bash) , ZECEX{E SUSE Linux Enterprise Server £
B Bash SMSHVR R BEIXH (BERIESPT, 18517 echo $SHELL) . Alth, RILASXTAR

oracle By Bash 9 =izfTLA T a4

# su - oracle

> cat >> ~oracle/.bash profile << EOF
ulimit -n 63536

EOF

149 ETRERINEL
HFER/FITHERRR, XFENTEAFPREREGHA, BEELETMERSSHE LNERRE

B EIgE— MR,

BEEAPERIIXAR AL (FIg0, (8 SSH HEAHMITFHIE L) ZRYIEERINS, AJLUE
Rl /etc/motd X (motd = HXHVER) o ZXXHERIAALTF SUSE Linux Enterprise Server
£, BR=XMH, REMMEAN/ARFRARNXERRMAS,

Q) i=E: wEKE
BREFERTEANBTRE—TLIEE (HED) F, IR—TIBNFTMREBRE
5, SEIRTEEMEY,

TR UTEAFRERX ALY EERITH, W TFAMEFIGER, ErRIURE /etc/
issue X, XEFFAEHNERIRTZAIRT. IR\ SSH #HTER, ERIURE /
etc/ssh/sshd _config XA “Banner” B%, XHFS7EHI SSH EFRIBRZBitEMNH
BIRRAA,

NRBBEE GDM HITHEFER, EAILUERE GNOME EIE515F (https://help.gnome.org/
admin/system-admin-guide/stable/login-banner.html.en) 2 g BE FRIRE, kb, ErTLL
BT TEN, EXAPBEEEENES IERITEEITHIA. 4RiE /etc/gdm/Xsession X
%, HERARFLRMTE/T:

if ! /usr/bin/gdialog --yesno '\nThis system is classified...\n' 10 10; then
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/usr/bin/gdialog --infobox 'Aborting login'
exit 1;
fi

FEE XA This system is classified. .. BRAMBIIFEAX AR, HWIHEEARKBLEE
RMIEHEE, BX GDM BAMIFAEE, FEN DM EIEGE T/ (https://help.gnome.org/

admin/gdm/stable/configuration.html.en#scripting) @,

14.10 E=EGUTEARER
FEEEALUAT R XA B RIBHSFI%:

who: B MATERIAF,

W ERERERERTORE,

last: ERREEFNAFIIE, DEBRNE, EHTE. B2 P IS,

lastb: 5 lasti#iE, RATHGSRIASETREEMBLREFRE1M /var/log/
btmp,

lastlog: It@<RE /var/log/lastlog HEPREIE, EXHIERRAR LAXERNE
o
ac: RE acct MGBZERMHE. REMHAPREREXHTIEEEE (LUNNREA)

Itbar < =1%EX /var/log/wtmps

dump-utmp: ERIEEIEM /var/run/utmp 5 /var/log/wtmp ¥ ASCII D&

5, MREKBEITEMBECRIE, B1E /var/log/messages X43X journalctl #Y
Wi, BX systemd HiZBFAE R, EEN (BIEEM) ,%21E “journalctl: &Eif
systemd Higd” .
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15 PE#l cron# at

AENARYMFERSE cron M at SFHFEFNIHRNRRLIRESRENR 2%,

15.1 [R#l cron sTHPIEF

cron RZRATFEMEX NN EIBsEERE1TIRS. BX cron NFHESR, BEEL (BEE
M) , B 308 “WHALAEE ,5%530.1.27 “cron R .

cron.allow XHHEEERGEE cron HITIELMAF IR, BRIABER T ZXHREFE, Al
FRAERF (cron.deny RFIHAIAFBRIN) ERILIBIE cron Rk,

EFHLERR root USMIARFBIZ cron R, BHATUTHE,
1. B /etc/cron.allow:
tux > sudo touch /etc/cron.allow
2. BTEARERMENZ A RAVIXLERF B cron fFik:
tux > sudo echo "tux" >> /etc/cron.allow

3. E#ITRLE, B=1R cron.allow % HEYIE root BF 51962 cron fEll, ItEBYR
SBIUTHEE:

tux > crontab -e
no crontab for tux - using an empty one

B crontab 44828, HEHMUEXHRRIILNE AR BORITHERNNREE (EE
HEBIZRD R 2 FIRINZA R ZAHRITIZIEE) -

wilber > crontab -e
You (wilber) are not allowed to use this program (crontab)
See crontab(1l) for more information
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o BE: WA cron Rl

I cron.allow 2BALEAF SIEFHA cron 1R, BEMEXTF cron.deny F5IHAIF
P, asTMa e, ABGLEEIXMER, ERFRAEIEZXXE, HMER/
var/spool/cron/tabs FERIME AR crontabs, UBERABEITIE L,

@ AR US| systemd ITETER T
ERE RIRE] systemd iHETER 8T, EATCIIEBUEEN. EAEMNARRITE
£, RANBRT, APERERNTEAFERAXLEETRIEITRE. XSREIBFERERE
HEAGHBER TS RARENH .
BX systemd IHBIERRUANFAER, FEN (BIEERS) ,E 19E “systemd TP
BFE” ,$£19.7T “systemd iHES2RETT ,

15.2 Rl at HE2s

at B RITRE AR AP EE—XMEETHEL, at.allow XHIEEENET at HEEL
MARPFIER, RNBRTZXEFREE, ALFRERF (at.deny FHIHMEFERIN) BEILL
JAE at Elk,

A LERR root LUSMIAFER at BEEL, BRITUTSE,
1. BIB=X M /etc/at.allow:
tux > sudo touch /etc/at.allow
2. BIRAABRMENZXERAVFXERFER at FEFLL:
tux > sudo echo "tux" >> /etc/at.allow
3. ETRE, =R at. allow HFHIHMYIE root AR SAEEMEL,

tux > at 00:00

at>
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£/ ctrl - ¢ R at I27R, HERIZXXGRRTIEHENBR SHRITHEERRE
(HEFEMIIENDE 2 FRINZAR ZRIHITIZIRE) .

wilber > at 00:00
You do not have permission to use at.

Q i mEat
at TEI ZFER. IRESEEMAG, BZRHERZTIFER, MAMMUNERGIHE
T PR,
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16 Spectre/Meltdown Checker

spectre-meltdown-checker E—MIMNEHIZA, BFNHENARAERETEZZE
SN TRIERNER, XY RAESE 20 FHLIENE CPU AEEEE. XE
— MR ERPE, WEEARERIFIAERENRA LWAEHE. E=ItERSH, W0
REPMEPAIT—EYEIEEN L, REE R LRENGFRE EIMFBYIERIAR, EE
XERARZEMSITHER CPU, EXREULERZAT, AILUBEZ P IENT RE
X, WMREFXEEERH SUSE B, NiZBLETHREXEWHT,
spectre-meltdown-checker SERIFHANIKRE. EFREANENARGFRELT LR
iE, B SRR T WLEFETE LU BRI,

16.1 {FFH spectre-meltdown-checker

LEZMZA, ARTEETMEDUA root FHEITE:!

# zypper in spectre-meltdown-checker

# spectre-meltdown-checker.sh

TIEEFINE 16.1 “spectre-meltdown-checker B4 R GEE

193 £/ spectre-meltdown-checker | SLES 15 SP7



dreamer: /home/carla & spectre-meltdown-checker.sh
Spectre and Meltdown mitigation detection tool ve.48

Checking for wulnerabilities on current system
Kernel s Linux 4.12.14-1pl151.28.13-default #1 SMP Wed Aug 7 07:20:16 UTC 2019 (8cB9ad2) x86_64
CPU is Intel(R} Xeon(R) CPU E5-1620 w3 @ 3.58GHz

Hardware check
* Hardware support (CPU microcode) for mitigation technigues
* Indirect Branch Restricted Speculation (IBRS)
+* SPEC_CTRL MSR s awvailable:
+ CPU indicates IBRS capability: [SPEC_CTRL feature bit)
Indirect Branch Prediction Barrier (IBPB)
+ PRED_CMD MSR is available:
+* CPU dindicates IBPB capability: [SPEC_CTRL feature bhit)
Single Thread Indirect Branch Predictors (STIBP)
+ SPEC_CTRL MSR s available:
+ CPU indicates STIBP capability: (Intel STIBP feature bit)
Speculative Store Bypass Disable (SSBD)
* CPU indicates SSBD capability: [JNESH (Intel ss&D)
* L1 data cache invalidation
* FLUSH_CMD MSR s available: [JESN
+* CPU dindicates L1D flush capability: - (L1D flush feature bit)
* Enhanced IBRS (IBRS_ALL)
+ CPU dindicates ARCH_CAPABILITIES MSR availability:
+ ARCH_CAPABILITIES MSR advertises IBRS_ALL capability:

%

E's

*

16.1 . SPECTRE-MELTDOWN-CHECKER B9t

spectre-meltdown-checker.sh --help £%7|HFABIED, <SR TFRIER B A
HHSHEISXGH:

# spectre-meltdown-checker.sh --no-color| tee filename.txt

ERRBIRESEITHNRE LNITRIER, XRIHANEIAEITAR. BBl LIEENZ.
BCE RN System.map XHHIERZEKANIZTT spectre-meltdown-checker:

# cd /boot

# spectre-meltdown-checker.sh \

--no-color \

--kernel vmlinuz-6.4.0-150700.38-default \

--config config-6.4.0-150700.38-default \

--map System.map-6.4.0-150700.38-default| tee filename.txt

HthE BaEmH T

--verbose, -v
REFEALR;, EELLET A LA —FIREIFMAEKT, Fld0 -v -v -v

--explain
IR EMZENNAE
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--batch [short] [json] [nrpe] [prometheus]
B M2 rRig g ER ST

o EE: --disclaimer &I
spectre-meltdown-checker.sh --disclaimer 125 XiZMIZSAEOLF I RREIR (i
HIhEEMNEEE R

16.2 BEZER
AXEMED, WENUTFEE:

o SUSE X1iRZEE #7022937 Security Vulnerability: Spectre Variant 4 (Speculative
Store Bypass) aka CVE-2018-3639: https://www.suse.com/support/kb/doc/?
id=7022937 2

* GitHub _ERY speed47/spectre-meltdown-checker JEES, BIEHEX ALK EMNRE
(CVE) BYi#4H8E . https://github.com/speed47/spectre-meltdown-checker #

e SUSE & XZE Meltdown and Spectre Performance: https://www.suse.com/c/

meltdown-spectre-performance/ &

e SUSE HIRFEXE #7022512, HARMETHAXEKRLEI. CVE MEBIEHENGE
B https://www.suse.com/support/kb/doc/?id=7022512 2
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https://www.suse.com/c/meltdown-spectre-performance/
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17 {ER YaSTRELEIKE

YaST % & OMRBURH T — R OMTHIEMR,, FATFEIE SUSE Linux Enterprise

Server WL £EXIEE, FRZERAUEESTESEXNENFE, Hlw, §X

BERIERE. OSSR, 5I1SAER. AR CIERIENANXHIENIZE, £ YaST =64
DRIEFEZ2HAF > Z2F0BMZER, 22 OMEESITAHERZ 2
5, EMAEMNERPS B REMEEXIEE,

17.1 Z2#t%

Z2HETRAREENR2RENGERTIR. JIRPIETREIHNRERT. FEN4Y
IERTHENIRERRER, MABXSNRRENHNTALZE, BEHEYAFTFKERKT,
UREBXRMEAGEETERENER. BERRETIRE, FRE KT FIFHEREHE, RIE
BAigE, ERUTLI:

EER/EXA
BRI ERSYIRAEBANERA.

[yt
BHIIRAIEE5S —1 YaST IEHHITE B, BREZERERG, E&REE “R2f%” .

KA
RREXRBEKNIRSH, EVIRERNRSZREANRA. HEKETATBENL 2N,
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. ZLHY

REXRLEE )
jggz ReiBE HE&E RepE
ﬁi;i {#F8 Magic SysRq 8 BE v #HEh
RN ERRETMIR s X
potb =gt b Sl E2 X g
BRANEISER FA0 X  #m
BEF oon HEERRLESY  BEB X =i
i chroot #RiE{T DHCP SPH4E R A X )
Ll dhep IR SHET DHCP S1ip 41 } 4 E
B2
B REERPEIEE root BR ES x B
7 X JRESAIEIZ AT Sl X =
HE(H) WE©O | | BEQ

17.1: YAST ZeMadid: 2B

17.2 FIEXZEICE

SUSE Linux Enterprise Server & =IfilE X Z 2l E, XERERTME £ HORRPIZH
HNFrBIZE, EAMERPRENEN L EEEMEXNEE, REENANKE, 8
HREERI=XH, MNBREEBRBINENIKE, BEMITHZ TR OER, BEENLZEE,
AETEANERPREETEILE, BMMENPIEEEIS YA FMENTIEXRE.,

T{Eis
EREMMKERERE (BEERIEEN) NWIEIENEE,
B E
Ithi2 B & A F IR R R [E AR RV ZE 12 25 FE A S5 T AR FE Ao
P48 BR S5 2%
ERTRM Web ARS528. XHFIRSEE. B[RS B[BEMNBRSIHENNR2EIRE, It
RENTEXKERERLTENEE,
BEXISE
EREEXSERUENRAEEFEXEE (H=1) ENEH#HITENR.
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17.3 ZEZiozE

BSBUHNOLERE—IMEANR LR, FILUET < EXEERBERAEEALENO

A
~o

wEHROS
ACELETE, MRMOLESAERIFHP, RBOLSETERE, RAFLAHES,

ALHNRNAERZKE
MRAFPFMEALHKE/NFIAMEENE, REKAEES,

EicizA<#HE
AEALKRMINEE (BIEO<SENH) &, KRESEFMATHENAFREOS, UM
IFEEEAXEOL,

O
RO S MBS, BEEBEMIILE (Blowfish).

A<LHEXEA
BIEERE LR TR (URARA) REEOLSKMINE. FREEMPIRENK
F o RRERIUBIEAFIZAEREAS (XEMSSIO<SKRMINEE) . EREO0M
99999 A LUF A M<K II8E.

ALXBAMSZ IO RELES
HOERRMEY, BRREMREIES, BENERRNAHmMNSZ O XLHES,

174 5|F1xE&

FUHEEREEWLERAF A BT EREREES XA BN, S r]LUEENRIFER
ctrl - Alt — el , LIKfER] LU RYRER,

17.5 BERIKE

HFEERNL SR ER 2 MAXNERISE:
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FEHRERZHGEHIIER
ATREEABIREERBLAFLOSKMEE, ENEERRWEEEERERIET.
BIEEUNANRMUNE BEREREADSHAFAERSHRKEE,

RITEEERER
gNRiErRIET, WA LLEE MEHIRERE REERS (GDM), XRIEMATENREN I,

17.6 AP AN

RERAFPSA ID R/ MEMRAE. RDEBENXLEIRINZE,

17.7 HigE

ERFIE T ABEF LRI E MR 2 HIRE:

XHR
SUSE Linux Enterprise Server FaMi 7 $t 3 X4 R0 =LA TE X HFNPR. X T1LLHNPR
EXEZEAF L LURREEX GBI ENIEF. XN RERFIHIIITE
Mo 180, XEIGEATFEBRAFENASHASXX . BXTERE, 55N /etc/
permissions.easy X, ZEXHNIEERTFRIARMNENZAHFITEN. /etc/
permissions.secure iR T XEGENSE WA, LEIZERR™IEHINIR, FE

o BXE%ER, 1580 /etc/permissions.paranoids

Bzh updatedb FIFEF
updatedb FZFEIAE RS, UKNEIZEGBEER locate S EIHRIFTE XHRVEIERE,
A nobody FEF 811517 updatedb BY, BRERE2BrNEXXHRINEIEIEE, L root B
FBHE178Y, SRMJLVERRENXG (R root IREXEYSXHERRIM) o

B Magic SysRq
Magic SysRq BER—MAHEEHE, EMERAEHR, BHRENENRAHITEEERIET
#lo https://www.kernel.org/doc/html/latest/admin-guide/sysrq.html# iR T 5
B,
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18 Polkit H{750IEIESR

Polkit i Linux B2 R EIFRRERMNSHIIES, AFXRFEFIARNIEHIT
RHEE, —HLUE, Linux £E8 root AR (RIEXEENNEERKF) 5&84%
HRERE Btk A A1 Z BFE AR R 2 B, XLEIEEIR R K, Al geiE L gmst
HIAYPR, fIa0EE audio AifRESES. A, XMARREEN, EISENE
SRS E BT BN AR Fo

Polkit R@5e2tE] root AP (fE/ sudo ZEMIERF) FIREREBIHFN, T
EREFEAAFP RAZFIFENFI WEEHEREX 4T, XEMREXFER
T BEAEDSIMERIENBIE MR,

18.1 HEZMER

Polkit HZMAMHIRL. polkitd B—MIXFOEERSS, RIBIMAN Polkit ELENITH
T, I Polkit W BREFBISESHIIBERE .S polkitd SFIFERF. EIESINA
FIFEHIETTH Polkit A IIERIEH TTAR polkitd SFIFERF ERFMNIIEEKR, FHiRMHA
FURBEARBANNEHEIL,

Polkit #{ERTR Polkit INFIMAR RN ER, FlEl, BE3ISIHRENBERTLUE

Polkit FEENBEMEF, BMEFE—ME—NIRRE, WFESISTA, ZiRERN
org.freedesktop.loginl. reboot.

18.1.1 S{pIeuEfE

LEFPEDREFENEEFEFR R RIEN, BMRIIREEBESBRHHERRIE
7. HETRBMRIHER UMM IEREBENAITIHEIRENNBARERY, E2FIREX—5. T
ERMIANX AR @I SSH R Polkit, EASXAEREE S NABUNAEER SIE ISR ER
Polkito
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18.1.2 Polkit FVECE

Polkit BYECE FRIE{EAIIRANFRNIZE A -

1#1E U BB *.policy)
121E7E /usr/share/polkit-1/actions FBI XML XEFE N, BNXEEIIEFER
MARFEHEX— 1S MEE, MEMREEAENZERNHANRERIAMINGEE, R
ERABEATURES BN, EREEERFEXLIINERE .

RIEN (S BR A *.rules)
M A JavaScript FIEIBEHRE, UTFMMMIE: /usr/share/polkit-1/rules.d
HASHGE[ER, /etc/polkit-1/rules.d BFAMBEIENESE, MNUSXHETEEIA
BRERNOEENTN O S REFRNEE, Fl, MUXHER AT RENREIMIRE, HAa
FREN A P ERERINAIE R MERIZIR(E,

18.1.3 Polkit SLFATERF

Polkit IRt T AT R EAESHLARERF BEXEZAT, BiESNXETAEFNENFM
n) .

pkaction
RENVEXFIEXIRENAT, BXEZER, BESLE 18371 "&FE

pkcheck
ERMHIZZSEITIER Polkit #21%,

pkexec

FIFIZRFIRYE Polkit AR B UARBERAF S HHIT. X5 su 8¢ sudo 3N,

pkttyagent
BiIXASHIIERIE, IRFEIFMERE B NS HEIERE, RERIRE,
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18.2 #ANEE

T Y HF PolKit N AEEFHITIFNUR(ER, RAH#H =R PolKit N AP BB B NUXEEM,
EIZEALLRZ yes. no 8f authentication needed, ¥WFE—MEZE, REASKET—1 2%

FEiEE, HAPBARENSMEIL

18.2.1 BRI

INRLETEHHRERTFEE T B Polkit JavaScript #II, £ZERIFEVRAT Polkit SREEX RS
MEEEXBRRIBBOEE. BND A=FA5: allow active. allow inactive #
allow_any, allow active NAFEMRIEFHAF . EHRIEEXATEITH S ER
RAPMRHRIAMER, fIa0, HETREIS—MERIEN (EXMERT, EXBEIR
allow inactive) , RIEETRIEENIRS. allow any BFFrEEMIFEE, #ln, BT
it SSH 3 VNC BRIIRFZAF . NEPNENEFDE T UTENEEZ—:

no
KIZAZ AR PR TR IRIEEIRN

yes
IR NAPERTEN, BEEERFRNERS D EIE

auth_self
BREERABCHOSTEERFRIERI

auth_self_keep

5 auth_self £}, ERNSEHF—ERIE, HIE0, MRE—NMAERFRBRNTE

—i%(E, MEFEFHBAOL,

auth_admin
RREEMAEIER (root) 07 SEFREBIEREL,

auth_admin_keep
5 auth_self keep M, FEWANEER (root) A<,
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18.2.2 SUSE FRIAFFN

FB/TALE, PR Polkit HE& X4 FRBIRR RO B BN N BRI LA R AR RR M,
BTG B A EHRINEE, XL ERRINEER—ES SUSE R4 L ERAEIAEE
[B. SUSE Linux Enterprise Server B}t 7 —4H 0] LIB & _EIFERVIAISERITIE M. XEIGE
FAUT=MREANERX (EEXH) , SRREE—MEXLFEDRE:

/etc/polkit-default-privs.easy
HWMERAPREAZEFNRNZE, FHERXT, EERUEERHREAF, EX
R T =2, BEHNTFOERPERE,

/etc/polkit-default-privs.standard
EEAZHAKNTEIRE,
/etc/polkit-default-privs.restrictive

BRTHRNLE, FILUBVNFIRERVIRGE, BAEXESERFMAF AL,

BT IESIRSHY Polkit BRE X4, 15448 /etc/sysconfig/security, #H¥
POLKIT DEFAULT PRIVS BY{EIA%EH easy. standard 8 restrictive. $AEEL root &

21517 set_polkit_default_privs &<,

BEAREN EEENXHPNREEXHILE. BEEXEBCHNBEENX Polkit I8, EFEM /
etc/polkit-default-privs.local. BXMT, EEW % 18437 “Eek SUSE ZLA
N o

18.3 &4

EEWIFN, EFEH Polkit FEEH pkaction &S,

Polkit FEMY T B FEXISIUARIUS —HAF ST THHE<SIT IR (EXEEMK, 58S
WEE 18.1.37 “Polkit ZAEERE" ) » BT NERBHE— \H—ZMATIHRES. A
pkaction < HASILFIE R AKE, EXEZEE, 15 0nan pkaction,

ERRATERE (Flf0org. freedesktop.loginl. reboot) MIFREEMN, B TFARER

pkaction:

> pkaction -v --action-id=org.freedesktop.loginl.reboot
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org.freedesktop.loginl. reboot:

description: Reboot the system

message: Authentication is required to allow rebooting the system
vendor: The systemd Project

vendor url: http://www. freedesktop.org/wiki/Software/systemd

icon:

implicit any: auth admin_ keep

implicit inactive: auth admin_keep

implicit active: yes

Q) #E: SUSE Linux Enterprise Server £#J pkaction FR#]
pkaction {UE/8 LEIAGE. THFAEMLE SUSE BIASRSES EHEARE,
Ritt, RIS,

18.4 {E24 Polkit Bi &

LEREEARRITHEN LEEERRRRSE (F, BEDFEHANRITEN) B, B
Polkit REZREM. BEX Polkit RIUKBEEFI LIRS ERIENR 2%, BETRITESE
FRRERRTIAANOLIRERSGERP AR, B2, FHITHHIIERMEIHITELE Polkit
BRIFFRESARERE, HNXAURINEBAFETTER root 151% REEHINREE
Polkit M INEER AR EFRTHNRAR SN, 77 LI

18.4.1 7= Polkit HRE&S

IR Polkit R{FFIREBUR FERF LRI HGE, INFREML, 15 pkaction FliH
Polkit KIERIFR B 1E,

FEARGIF, HEITEERGS gparted ( “GNOME X 458287 ) IAEREI Polkit A,
X4 /usr/share/polkit-1/actions/org.opensuse.policykit.gparted.policy
BEUTARR:

<?xml version="1.0" encoding="UTF-8"7?>
<!DOCTYPE policyconfig PUBLIC
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"-//freedesktop//DTD PolicyKit Policy Configuration 1.0//EN"
"http://www.freedesktop.org/standards/PolicyKit/1.0/policyconfig.dtd">
<policyconfig> @

<action id="org-opensuse-polkit-gparted"> @
<message>Authentication is required to run the GParted Partition Editor</
message>
<icon name>gparted</icon name>
<defaults> ©
<allow any>auth admin</allow any>
<allow inactive>auth admin</allow inactive>
< allow active>auth admin</allow active>
</defaults>
<annotate @
key="org.freedesktop.policykit.exec.path">/usr/sbin/gparted</annotate>
<annotate @
key="org.freedesktop.policykit.exec.allow gui">true</annotate>

</action>

</policyconfig>

HRBESHFRYIR XML 753K
ItEEEBE A M —1R2 BB E X I FF K BB 7o
TELERL PT LA B Bk PR FIRBR B
annotate JTRBAE X Polkit MIEIHITIRENMINNES. EABIFR, KTRES
gparted AIHITSUHFRIER R, UNRATFAFLHEFFRER ERESMNIZE, DIAEHEXLE
HEFA BB ENMRIES Polkit TE pkexec £451FEMH,

ERNEE IR, BOIERA LRGN . policy X, FENMIRMERTRARME id B
M, HEXFENESRIENLE,

© ® 0 0O

Q x&E: BFAHA PolicyKit
Polkit #ZAAESRLARIMRY PolicyKite EXEE (FI40_LER XML XHEFEF) , HA
ER T X MBS,
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18.4.2 NN JavaScript $ZAR M

BAFNRATFRABISE ., BERNEE KN, EBEHNXHEIETE /etc/polkit-1/
rules.d/ TFo

B R UL, EEENEFMERERIR, HIU . rules GE, XEXHFH

R EIZIRE RPN RN FH|AFRIT. Fla0, 00-foo.rules HIFE 60-bar.rules &

Z 90-default-privs.rules Za1 (ALLEEHIT) o

IR, B ESNEBIRINAIZIE ID. B0, B4 admin ARERAKRRIT

gparted &5<, 1B EIR{EID org.opensuse.policykit.gparted:

/* Allow users in admin group to run GParted without authentication */
polkit.addRule(function(action, subject) {
if (action.id == "org.opensuse.policykit.gparted" &&
subject.isInGroup("admin")) {
return polkit.Result.YES;

1)

https://www.freedesktop.org/software/polkit/docs/latest/ref-api.html 2 Ei# T Polkit
AP| FRE R ERBIFR B FEA 75758V R,

18.4.3 {EEX SUSE ERAIAFFIN

W 18.2.2 75 “SUSE ZRIMEAY” thFfIR, SUSE A LA EARE XK Polkit FiZfGgE

BEME T RN B S BE X . BILUTE /etc/polkit-default-privs.local FEXBEENX

R LA E X BRI AN FIE X B EXHIRE. ERMBEXSLZE, BHRITHU

THRE:

372 18.1 : (BLRERIALFIN

1. Y548 /etc/polkit-default-privs.locale. BEENXEIMN, BERBUTEIX AT NE
EARIN—17:

<action-id> <auth _any>:<auth inactive>:<auth active>

NE, MRFAE=TERFZRIERE, SHRrILUEERME:
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<action-id> <auth all>

fBugn:

org.freedesktop.color-manager.modify-profile auth _admin_keep

2. M root BTt TR, FERER:

# /sbin/set_polkit_default_privs

B X SUSE Polkit BRIAFFINAYSEEE XY, 7§20l man polkit-default-privs,

18.5 & SUSE FRIAFFIX

BIME SUSE BIARNURE, BRITUTERE:

i3#8 18.2 : /&% SUSE LINUX ENTERPRISE SERVER BAIAIRE

1. #RBRE 18.2.2 7 “SUSE FUNEY" HRFmR IR VECE X4

2. M /etc/polkit-default-privs.local HERFIEBEEN,

3. izfTset_polkit_default_privs LIEFEREIAFN,
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19 Linux FEYIGREEHIZIZR

B LA POSIXACL (AIEEHIFIR) (EAXGRAXNRIOER RIS BRE
o HBRTREAEFEHSERBIS, FIA ACL AJLAE R /EME XANPR,

POSIX ACL X—ARIEREAEC2—FEIEM POSIX (AIBIEIRMERAIEN) T, BTEMER
X, HENAMREEZEE POSIX 1003.1e #1 POSIX 1003.2c B##LE. B2, BT Unix RFI89EF
ZRAELERANACLBETXRIER, HEAZERNBHIXMG RS ACL BISCH XA
FroEo

19.1 BHXHIR

SUSE Linux Enterprise Server RFEIEBIFRE X 4RI R ZFE O EN, EREEMIRGIX
EEAIE], IEEIRBAIRERIMIDG. BIAARTE Ls s - UEm, LB B ERARE
RIS ERIR, FEIRAIX G EMNXERE X4 el se B e MibR, BeX 4 rIsE=H root
1T, HERGE B EBHNEICE X G RDFIRS . XIEMZEREIINK,

SUSE® Linux Enterprise Server R 8 &4+

permissions. permissions.easy. permissions.secure ]l
permissions.paranoid, XEXHLEAUTFER /etc . XEXHRATEXFFHX

IR, FliNeBaE BRI XHEH setuser ID fil, BT setuser ID IMEFASERRE
ENAFRNERIETT, MeFERXHRES (root) INIRETT. BIERATLUER /etc/
permissions.local XHFHME 2HILE,

EEXRENEP—NEEXH, BT YaST WL AF B EFEA L2, BETHREXZE
B FAE R, BIFiE /etc/permissions FAYEREEZE man chmod,

BJ7E GNU Coreutils 5 E1E _ERT 2 XHMPR (info coreutils "File permissions")
FIEIB XERXHNRNIFAES. HMESRINEERTE setuid. setgid FAH1IL,
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19.1.1 setuid i

TERLEERT, HRNRAI G Fi&. FLb, Linux 3E—LEIGE, ATARITIERE
BB L FI A P MAERIR. B0, passwd i2FEEEKIAE root RRA EEIHIA /etc/
passwd, ItXHEEEEER, MAFEZERKARTMA D, Ait, EnE@RAFRBILEEN
passwd, RNERTFFIERFEZHRLESXXAEINRERS B, R —Mal{THERZ
setuid #l%l, setuid (RERF ID) B—MIHNIXHFIE, SETASGERISERR ID T
EAEMATIEHNIER. M passwd <% /afl:

-rwsr-xr-x 1 root shadow 80036 2004-10-02 11:08 /usr/bin/passwd

EAILIEN s, ERTANAFPNRIZET setuid {il, @ setuid iI, /B5h passwd S HIFRE
BRPEEL root BHHITIZES,

19.1.2 setgid {i

setuid \EATAF. MYAMSEE—TESFHNEN: setgid {il, KETIUNEFETR
FiZI2FRVA ID B17, MAEEMNARB T %iERF. Alt, FIRET setgid (IRNBE R,
FrEHREXGNFBEREBEDEEZERFIBIAH, 5FZETEHNTABER:

drwxrws--- 2 tux archive 48 Nov 19 17:12 backup

BRILER s, ERTAANRIZET setgid I, BRMMEZEF archive ARG FILL
BEER, FRIZAMBNAFS ‘Mt EIZENAT, FIEEAXENENEE ID K
archive., %40, A4 ID archive iIB1THEMIEFEMERE root I EEIHIRILL B Ro

19.1.3  #EM%E(U

FIMERT LUK BRI, BT AHRITIER AR T B RIS IEER LBRE.
RETENMERF, UXMAURMCHXHFRIER RAM, MALESRERN MEERIRE, H
THAEENEEELEBIR, LEMELRIVER. MIRAEBRIE T I, WA LFLER
F BRI LRI o BBURAGIEIFE /tmp A /var/tmp BR:

drwxrwxrwt 2 root root 1160 2002-11-19 17:15 /tmp
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19.2 ACL B9fL%E

ERERT, 24 Linux RALNEIMXGENREX ZANR, X=HANREIERTFESMHAER
MAFR BIXHREE. ANMEMARX=MARF) ANEE (r). B (W) #1817 (x) KR, Lt
sh, EEILOZEIRERP ID. RE4 ID FEH (L. XMEEMSTLER TFARASHERE .
BRFREZNARIERNAER, UARAEEAEERASWHTESRIETEHRIR
BEZBIPRE,

BILURE ACL fE R A IREES YT BRER. EfTIRTFRENAFRRA SRR, BNE
XENRHRSRIGIHEERFIBABEM N, HiaiEHIFIFRE Linux RIZBN—IThEE, Bais
Ext2. Ext3. Ext4. JFSHXFS B2+, @idEMA ACL, BHRENAREFRANLHES I RE
B IS ME R H R,

SNREAEA Linux ARS5830E Windows ARS5288, M ACL MIMBANAR, —LE &M IFLL
BMETEER S eI 4 427E Windows TiE1T. Linux R4EFIA Samba @ Windows E P imiz i
XHFITENRRSS. BT Samba ZHFHEIEHIFIR, MEERILTE Linux BRS328 EECE AP IR,
A UEREEFEEFRER Windows ({XBRE Windows NT flE&hr4ds) HFEEERFNE. F)
F winbindd (Samba EHH—E45) , EERIURXEFEETF Windows HA7E Linux BRSS
B EHEEKF AP 2B R,

19.3 EX

AP35
Z4EH) POSIX RIS ERA = XA EXGREFHENR: HEE. FEAMEMA
Fo AILASTARRINGE = MR, RAGRE (r). B (w) BURHIT (x) XBR.

ACL
FRERENXHRENER (XHMBER) HIBAMAENIRS®ET ACL RHEE.

XA ACL
BNACL REEN BT EHR. BITREXHRFATRELER MER B FHABIINIR,

ACL Il
FNACLEEES—HACLI, ACLIMFEE— AR, — NLIFrXEEAI AP AN RE
T —ENR, T FHELELR, REXHAZBFIRER
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19.4 AbiE ACL

72 19.1 “ACLINZEAY RE5T ACLIN 6 Mrlge HIMAIRE, SMEREEN T—ITRHFPE—4A
RAFPANIR. HBEEDEX THEZXHHE RNAFP IR, FIBADUE X T XHFREAN
MR, BRAFALUER chown 3 chgrp EXBEBEXFAEA, MEXMERT, HEEMFR
BATRTHIAEENFESR. 81 SRAFPTENX T EZINRE FFEPEENAFAN
BB, B @HRAPAIE X THEZINRERFERPIEENANNIE. REEGBAFANE
mZAMAEGIETHNIRERFFE, HMDUE X T FrEHMAR R,

B E X LT A AN PR E RRAIINIR, HBIU#—SRE T2 AP . mRaAMFE
AT TFHINR. MNRAFRRNEETF LRTIz —fiEEF, eliIMEERN. XaaTEHEiS
H LRI PRI R R LAY, REKEFTXLENR, HEENMEATHEXFENRIGE
B 72 19.2 “FEillon iR rERGI5EE T X FLE],

ACL ERMERLES: —MER/NDACL, NEERATEERMEE. FEANMEMNDI, MNTF
X G BERNEANR (L. S—MEV RBACL, Etai—MEE%R, EXAEE—MEIE,
Hrugt e ETeEaZARMEmnB AN,

#19.1 . ACL ImE®!

-3} XAR

weEE user::rwx
[SERE=Y: N user:name: rwx
FiiiEh group: : rwx
[ group:name: rwx
¥arg mask: : rwx

Hith other: : rwx

®19.2 . RERKiARINFR

kS XAz eI R
[=YEZYEE user:geeko:r-x r-x
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IRy MR VFRI AR
g mask: :rw- rw-

BRANR: r--

19.4.1 ACL M AR TR PR AL

19.1 “B/INACL: ACLIR (XHEEAPRAI) ~ #E19.2 “UEACL: ACLIT (XERAXFR

) 7 HBAT &N ACL A4 /& ACL XAFME . XEE D N=IR — AU —IRETR ACL TIHY
KEFE, RE—RET—NREIACL, BA—RETHYFEHENRELSHIZ MR ()
g, Wls -1FAETR) . EXRMWERT, MBEEXENREIWN ACLIBEED, HthFEN R
NEBRACLI, B2, AIENRMNNHTEXRIMERFEFIRE.

HEE user::rw- — rw- HE&EZEN
FRima group::r-- — r-- eS|
Hith other:: --- — - Hith3

E19.1: F/VACL: ACLT (FFEBHIPR{I)

FFER/INACL CEE®IE) , ARNRFERETE) ACL WFRBAT, £ 19.1 “&/ACL: ACL
W (WEEAVRND) 7 RERTX—HR. XMFVRACL (BEWHE) , AXRNREMETEIET
I, E19.2 “UBACL: ACLIT (MEEMNPRAL) ~ FERTX—5,

wnEaE user::rw- —— rw-  AEEXS
HEEBER user: jane : rw-
FRiB4e group::r--
555 mask::rw- — r-- 4251
Hith other:: --- — --- Hithg

E19.2: F'EBACL: ACLIR (FFBBIRPRAIL)

FENRIEFEEERA ACL <, MRS AN A UBRNBREFIRATRXE, @ISR
B ADECRINRE T ET ACL Fr#tTRIFRE HM “iE” BYLERR. MARAIBESORH ACL ik
B, RZIFA.
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1942 HBEACLHWEZE

FEaL1THER getfacl # setfacl ALUAR ACL, U TFRAENER T XEHSHAE,

ERIZBRZAN, £ umask 85 KE X RIS H X RIS HERDHLL A R R, #5<

umask 027 IZERIMXIR, EIAHBEEDE2ENR (0), ELAT AR (2), HEFHEA

RS EEFNR (7). umask F#EABN ARG ENXA. BXAT, BERE 11475
“EBUAEY umask” B¢ umask FADL

mkdir mydir I8 mydir BERE%E umask IEEMBIAIR, EH s -d1 mydir &R
BIEWPDE T BN, ZnGIRIHANA:

drwxr-x--- ... tux project3 ... mydir

fEF getfacl mydir 127 ACL 18RS, XEFERFHIMOTER!

# file: mydir

# owner: tux

# group: project3
user::rwx
group::r-x
other::---

MENEI=TERT BERNBM . HEEMNMES, BE=1TE82=1ACLIN, BMAEA.
FRBéAME M, BiEMms, WFH/NACL, getfacl S FREEMTEER 1s IREV(EEIES
S

ERUTa<SERACL, REYMIAF geeko FIEYMYLH mascots S ECIREN. B AFHITIX
fR:

# setfacl -m user:geeko:rwx,group:mascots:rwx mydir

IR -m £ setfac L ELUILAR ACL, UTESHISTEEAR ACLT (RIZERESHR
) o REMHEE T NIZMNENAXEE B RNBIR, £A getfacl SsLEEEMM
ACL,

# file: mydir

# owner: tux
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# group: project3
user::rwx
user:geeko: rwx
group::r-x
group:mascots: rwx
mask: : rwx

other::---

FRT A geeko f4A mascots Bapmymish, BER T —MEIEDL, ZBEIEBMKE
B, UEFMENIRE=EM, setfacl =BHEIEBIBIMEERIEN EENIRE, BRIEES
FA -n {ERLThER. ZBIEIE XA LFPARBE IR ABH IR, HEPEiEEmZAF.
ERAMFIEAH, s -dl mydir B RBIAENRMUIEN N F mask I,

drwxrwx---+ ... tux project3 ... mydir

RMENE—FIEE— NN +, REALIEFEE—M R ACL,

1R 1s spTHYML, BIIDMAIREEE AR, FRBERT, XENNRUEHREEA
(XEBRE project3) WABXM mydir BRMNE NHIEIR,

BF, FREAMNBROARINR R FRErEAMBILE XNRNESE S — EAnRFhE
r-x (BR3E19.2 “FROAFENE" ) o MAFIPRPIBANEBIIRMES, BMERETARMT

ACLTNZ G, tERREFEMRRIZE,

£/ setfacl 3 chmod 4RiEEIZI, 140, A chmod g-w mydir, BEE, 1s -dl mydir

2B
drwxr-x---+ ... tux project3 ... mydir

getfacl mydir 2L it

# file: mydir

# owner: tux

# group: project3

user::rwx

user:geeko: rwx # effective: r-x
group::r-x

group:mascots: rwx # effective: r-x

mask::r-x
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other::---

1T chmod ¥ B NBIEMAZERINI KRS, s s iat B IURBBBAEWMANER: A
PR RREI AR mydir BB EFE. getfacl WEHIEL T X—=, XMEHEESTXE
AR S [RIGA R A X N A FR B AV ERE, AN EREBHRIEIX eI 1#1T 738, =LA
F3 chmod g+w mydir & RIER,

19.43 EBBIIAACLHIBR

BRAUEBIRINACL, XZ2—MHFERE ACL, EEXRZIER FRIXNRECIRERLEDNS
[EAPR. FRIN ACL 20+ B RA X o

19.43.1 ZEAIAACL BYRR

FERMBIA ACL BAURIEEEI AN F BRI, BRMAAR:
o FERAUERXBRMIIAACL fEREIRIA ACL A ACL
o MXEFRUFZBIN ACL fEE ACL

IR B RENRFAE RFFBEEA mode 8, ZSHEMXHMENXERFEITRAVIAIRIR
fRo SIRREFRZBEIAACL, WM mode BEAL A RP LR umask EXBINFRNL, [FRY
RERDEIFNR. WREIAACLEFZETRERY, DELHNRINRAIES mode B
HOR PR IARZERIN ACL FRFRE XA PRI E & WMo XAHER TBEE T umasko.

19.4.3.2 EIAACLHIMNH
T = RARRAFEE RN ACL B EEIRME:
1. FRLUTHSBEEAACLFMEIMEBR mydir:

> setfacl -d -m group:mascots:r-x mydir

setfacl s $HANEIN -d 127 setfacl 7TEAIA ACL T TERR GETN -m)
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BIFAEEILGHGTHNER:
> getfacl mydir

# file: mydir

# owner: tux

# group: project3
user::rwx
user:geeko: rwx
group::r-x
group:mascots: rwx
mask: : rwx
other::---
default:user::rwx
default:group::r-x
default:group:mascots:r-x
default:mask::r-x
default:other::---

getfacliR[E] ACL MIEAIA ACL, BRIA ACL LA default FFLHIFRBEITAM. BRER
EX mascots AI—IIHATTT setfacl s REIERIA ACL, BT RIBZBRMBIEIA
ACL, setfacl BaEHI7T ACL PRIFTBEEMI, 2RI ACL XHIARINIREE EIZEHM R,
EMNREIENHRANRIGEMER. XLEHHREMERXBRIEIA ACL PHEN R,

2. LUFRBIER mkdir 7 mydir REIZ—NFER, ZERRBLEBIA ACL,
> mkdir mydir/mysubdir
getfacl mydir/mysubdir

# file: mydir/mysubdir
# owner: tux

# group: project3
user::rwx

group::r-x
group:mascots:r-x
mask: :r-x

other::---
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217

default:user::rwx
default:group::r-x
default:group:mascots:r-x
default:mask::r-x
default:other::---

IRIETIHA, #EMNFEF mysubdir EERXERMBIA ACL B9KR, mysubdir By ACL
AERRET mydir 920 ACL, ZBEREBREMBEXNREENEIA ACL 2 E2EEM,

. f£F touch £ mydir BRHEIE— X4, 190 touchmydir/myfile, B&fE, s -1

mydir/myfile 287R:
-rw-r----- + ... tux project3 ... mydir/myfile
getfaclmydir/myfile B4t A:

# file: mydir/myfile

# owner: tux

# group: project3

user::rw-

group::r-x # effective:r--
group:mascots:r-x # effective:r--
mask::r--

other::---

eI XMHET, touch fER{EN 0666 By mode, XERTFABIBIFHIXFEERTFR
ERPESIRIEEF S NNPR, AR umask BN ACL R AREFEEMEMIBS] (5S
M 194317 “FIAACLERIR" ) o FXE, XEWRERESTE mode ERRFIES
AR, K= MAERZBY ACL R ZARR, RIAKHE MAER ACL IR EBRMEMNIR, EHE
BT IR ISR AR AN TE mode IR BRI R,

XA RNRERNAIZEF (N45kFLE) 5 ACLIREFIRRT. Ee]UeIBZAEEHRIARN
PREVS M, SARRKEAREARTHITX M. mask HlHIEIRIEE HRIA P MAREFTERR

7ell
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19.44 ACLKERE

FEREAHEINARFRTIHIRRE ACL RIFHIXH AR REMIRZAT, BNARERZ.
EREAMN, REBUATFIINE ACLIL: BEE. ssRAF. FiEAsrRAUKREME,
IARRIERIE G HEENTURI TR, RERABERM.
MRENTHBEBTZNMAABEBTEESZS NI, BREENER. XHFMEBRFENRS
BEHHENEE—. E5SEMETMATREAER "ERNAGE" TX. @8, MRLE
EAEHATEESFRFAIRIR, MNEVLERNTUGMARKLER “HRREL"

19.5 MARERFFH ACL 2

ACL AT F LS #INIR A LUK E BRI AREFHNER, A UA—ME A RHESRNIR
BE2F0 ACL £/ E—#C, & Samba # Nautilus —#, BEXRMIXESHS (cp. mv. s ) 1
S ACL,

Vi/Vim #l emacs #EL22#F ACL, EfIEFRBHMNEAXHG (BiF&H) BINR. FZ5RiE::
M GEIESRNMERD ACL 245, HRRESREBICUFER, XMHR ACL ERNESWRE, Gl
EXR, XEURTAERRERNENAR. NREFEESRAREXHEANENR, MRS ACL,

NRRER G EEMNNBREE—NXMY, AR XHEGENIBEXHSE, WACL AT
=EK, FRIERERZFFACL, [RT star [IERERIN, Hen&BEAEMEDNARERRS

ACL,

19.6 EZER

BXACLMFMER, 52 getfacl(1l). acl(5) # setfacl(1l) HFMTL,

218 ACL #9&ERJE | SLES 15 SP7



20 {#F3 AIDE #1T NEHM

RIPENRGREMN—IESKEERAREEIMITHRIES. BTIERIBRRIE
RAENREMFAERINE, THERITHINICE (FIE0, A cron#17H0E) XU
HMERASRNZENES, MERFIFETER, XIER AIDE (RENRIEVFR) AR
Z M,

20.1 AEIZE{ER AIDE?

AJLGEE RPM ITERMNNE, XEFAULAR—EFTLENEN. RHEEESEFE TR
BERRISTNEE, TR ERATAMAREXMHRENENR. BRWHAEXMH, 1KIizT68< rpm
-Va, A, RS BREEXHRNEN, BFRHTIREAELNHEENEN,
fEF RPM #ITHREN S —NMEBE T, BEPRNKREEFIREEN rpm A5, LIRRERIEM
root-kit #ITHVEAEDN, XFREEFABEHENRITHHIRE root 5. BRI,
BMNIZEHS—D0E, XTEWAILURT FLRENRRIET.

20.2 & E AIDE $EE

O ==: REEVBIL AIDE SUEE
ERERZZH, FREEFAENREN (B0 (HFESE) , £ 138 “BfF ,5%13.1
T “NEEAE ) , UAREEANFAEZRRER, RERSGE, 1AL AIDE #E
E. MARERERENZE—IIER, BETEVNREITRANENERLT, BEER
Hl8 L#H{TRE, 72 AIDE SIBEHEUEE 251, BAEEHTENATEARERNRESTR
HIE R EIE R,

SUSE Linux Enterprise Server FEIAFT %% AIDE, ERE AIDE, BERITEN > LN
%, B root BHEHRLSITPRRAN zypper install aide,
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EEH AIDE WMAQEBLEXHRIBLEEM, 1BEH /etc/aide. conf BBENXMH, HXHHAE
TIERA BER A SEFRAVECE . SE—E M IB—RRS %L, 540 AIDE FREXHRIMIE, Custom
Rules #l Directories and Files Zf95aAEREEHX, HAEKINGNFERR:

Binlib

= p+i+n+u+g+s+b+m+c+md5+shal

EX Binlib TEfE, BEXMAIOERENANEE, E2ETEE:

#20.1: EEH AIDE 19FE1E

1T

P

md5

220

iR
WEIRE X 3 B AR,

E inode 5. BIMXERBEHE—INITEE
MEIME— inode RS,

BB HEE .
WEXHRBEREEEN.
REXHAREEEN.
REXHRNEEEENR,.
REXHERIRITHRESEEN,
QB X HRMELET BT BB
KEXHIHRNEIREEER,
WEBERRISXHFR .

BREX BBV,

MEXHN mds RENEEEENR. FHiE
&R sha256 8§ sha512,
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A

shal KESHR shal (160 1) REMEFEE
. FAEINEH sha256 3t sha512,

sha256 KB sha256 RIEFMEZEEEEK,

sha512 KB sha512 KM BT EEX,

ItECEERA Binlib RENXMETGE /sbin FRIFFE XM, {EXZE /sbin/conf.d/ B

R

/sbin Binlib
!/sbin/conf.d

B8R AIDE #iERE, BHITUUTRE:

221

1.

2.

¥JH /etc/aide. conf,

EXMNERAMELE EECEWLEH, EXTANEENTETIR, FSN /usr/
share/doc/packages/aide/manual.html, EXXHFHEFREEERIENRKAERS
E—LERIR, RFEAR,

. ENEREXHREEN, BiE1T!

# aide --config-check

e LB R ER R —FRIE R E AR, B0, MREWE LT :

# aide --config-check

35:syntax error:!

35:Error while reading configuration:!
Configuration error

ZEHIRTHASTE /etc/aide. conf B9%E 36 1THRHM. FHIRHE LS _LRATNIEIRIE
BXF 7.

. ¥0981€ AIDE 2iEE, BITUU T <
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# aide -i

5. BERMWEEESHIZIE NMRFMUE (5180 CD-R. DVD-R. iniZiRZ2SAFR) , 4
VY13

O ==
PBEXEE, IAEANUERBIEENT2REHRE. BIUERRETA—RX
YRR, LABnEBREEEENENR, tIMRBEIEEREEEERENITEN .

20.3 Zih AIDE 16&
T TXHRAIE, WU
1. EEHEE:

# mv /var/lib/aide/aide.db.new /var/lib/aide/aide.db

2. REEAEEENE, WEAFTEENVR AIDE BUERE, MEBoHTEMIVEEE. &
PIHEIERE R E N ERER. BXESZER, BENE 2027 “LE AIDE HEE"

3. EAUTHLHITRE:

# aide --check

MRWHAT, WRT—VIESE. AR AIDE R TEN, ETENEE, Flu:

# aide --check
AIDE found differences between database and file system!!

Summary:
Total number of files: 1992
Added files: 0
Removed files: 0
Changed files: 1
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ETHREPRNEN, BEEASH -V IEERENIFAL. MFHEEeRG, tESHNBEZENT
FR:
# aide --check -V

AIDE found differences between database and file system!!
Start timestamp: 2009-02-18 15:14:10

Summary:
Total number of files: 1992
Added files: 0
Removed files: 0
Changed files: 1

File: /etc/passwd
Mtime : 2009-02-18 15:11:02 , 2009-02-18 15:11:47
Ctime 1 2009-02-18 15:11:02 , 2009-02-18 15:11:47

NTBERZER, RGIFREDT X /etc/passwds

204 HIIFRANKE
AT ERNE, ENERMEEMEIFEIETIT AIDE Z# 8IS, XA UHIRIREE BIMEDR
AIDE Z# &34 U2 E1TERBI XS

BRI ES, “AMBRILTFARLEERFRIMIRRSISZITAIDE, /A SUSE Linux Enterprise
Server AINENBIERREFYT BHIBERS, MMAIMFIRIIIIEE,
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TEFEERMIERSAZE, FRERRIT R ERELRAR. GaXERMENMANEESRE
Kehi2re EMEERME AR EERE. XA TLBRIR linuxrc BTATHAERVIFAIHER, 18
B0 https://en.opensuse.org/SDB:Linuxrc 7, TFEMAT —MFIbESHITH R

332 20.1 : M AIDE BEhfUIBE RS

1.

2.

RE—a FTP IRSBENFZ—ETE.

¥ aide M mhash R+ EEHZE FTP IRSZEE R, FEARBIFA /srv/ftp/. BR ARCH
1 VERSION SIFFERAMENAYE:

# cp DVD1l/suse/ARCH/aideVERSION.ARCH.rpm /srv/ftp
# cp DVD1/suse/ARCH/mhashVERSION.ARCH.rpm /srv/ftp

. BIEBEEXF /srv/ftp/info. txt, AFRHEKERFAENSISSEH

dud:ftp://ftp.example.com/aideVERSION.ARCH. rpm
dud: ftp://ftp.example.com/mhashVERSION.ARCH. rpm

B/ FTP . VERSION #1 ARCH B A R4 _EERE,

. EREIFEMERA DVD FHRIR AR E N AIDE 0 ERIARS 8. M5ISSHRMUTF

e

info=ftp://ftp.example.com/info.txt

HESEER Linuxre REZEA info. txt XERHMEER.

HIRRS5|S/E, AIDE RZFRENEIEER,

20.5 EZER

IIMIERM T HX AIDERIESE.:

e AIDE E£TB1: https://aide.github.io/ 2

° TEFTARRIIRIRACE /etc/aide. conf H,

224
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o L% aide BFESTE /usr/share/doc/packages/aide FTHIZ X,

e https://www.ipi.fi/mailman/listinfo/aide # B9 AIDE BB F BREFIZRA,
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21 XWindow &% X B{95iE

MLEERAMR Unix RAREEIEZ — X (UniXIBERANEORS) BeBERAMF]HX
—45tE, R X AT ISR A T R(E: BRI ENHB— B ER, AELLET

ML RIXZIERF, FHEREENITEN L.

NRFEFER X RSB[BLEET X B, XRSBUIZPEE AREENIA R CREENRIR
(ETAR) » BEAMMI, BAAEFPHDEIFENR. £ X Window RZH, BRMSIED

BERBIF %, PRIAEFENRILRIEHMET Cookie BiARIESHl, FIEKMEIZEITE i
BYENLRY IP sk, FRABRYIZEHIRZRE /0 xhost, fEF xhost AILUEEZE FHIAY IP st N/E
F X RS 2VEIERE. 7, &K IP fib#ITHMRIIEH AT LS. Hi, MRES—1 APt
ERAXEPIGEFRREN IR, ZBPWeILiER X RS2 — MEGEEANET IP #iik—#,
ATFEEXLERS, FHRBIERXMEMIIEAE, BEALIET man xhost THREZHEX
=8

HFETF Cookie BIhRIESH, BWEMR—NRE X RS[BMEZHAANENFRHER EUTFE
ME) » BRBY, Itk Cookie §EMEEAF EBRPH . Xauthority XHA, "EBERFER X
RS ERREBREOAMNMEM X BRHER. AFRALERTIA xauth &4 . Xauthority,

NREEHEZ T Xauthority HEEFEBERPEIMURT ZXMH, B ETHERFEON X
B o

SSH (Z£55%) aTRAFMEMEEREHLERABEHEELE X RS58. XU XER, B
KX ¥R, RETRS[IREN X RS2R, HEREEN LA shel 1&E DISPLAY ZE., B

X SSHMEZFMEE, BBN E 225 “[FH OpenSSH FIPMLEIEE o

EE XEBRUgEALEE
MRCGANATFERNITBENARR2EN, BAEEAXER. IRBAT XEX,
WHEFRZEIER SSH EFHITEMINIE, AR, KEEAERZRNER X RS
25, FREEHRERANENEMER,
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22 {EF OpenSSH RIFMIKIRIE

OpenSSH 2@ SUSE Linux Enterprise Server BEHf#Y SSH (R£458%) KL, ATFF
PZIREE. XHERMARR2NNINEEBEFEMEIRIE. SSHMEREENZ
BINFIERE (BESHWIE) , UBSEHAMERSR, XENBERREURE
MZSBRMAIEBFMRIE, XEAREXNTEEAS SSH BEIFEEH.

By

22.1 OpenSSH #?

SSH 2— MY, RIAMLERITENZBERSMERITHENSMNEIMNIR RS Z B8
BRI ERF. WREEZEHEINERINERNSMIEIETE, MESEMEM
THEHEI SSH &%,

SSH B—ME P in-IRS 28 Y. EFIETT sshd PRI ENE A USSR BEAEMEN
B9 SSH &, B MIa1T sshd WENERIUEESNEEXEE, HIMIREIMLRA I LUET
A, LA SIS 30IE 5 %o

SHWEMMEZBMBRRNRME SIBARNTE —TAHBAN— I LAEHR. o
BTFmME, LhAEARTHEE, AHBHAIEIEHRE, MLAZRALARERIFEARAIH
HIREARBEN, EEREERNATAIUNERRBERAFIEE,.

SSH AR AT SRR, EARSHBNZA RS AERSEI TR, SEFIRERZHITH
SSH ZiERY, IRSV[IREEL/HLEINER, NRFFHERGRHEANEE (FEHESF R
BN LR ~/.ssh/known_hosts &) , MEFFIHRNERSSEAE. MREF LA ENAY
ENEHR, WREZ N CERENEERSEE:

a

(B

Z5A
=
=

o

The authenticity of host '192.168.22.219 (192.168.22.219)'
can't be established. ECDSA key fingerprint is
SHA256: yXf6pjV26N0fegvEYIt3HgG95s3Q1X6WYRhtHLF99pUo.
Are you sure you want to continue connecting (yes/no/[fingerprint])?

PRI yes 8l no, ERME ENERIENRIRIAHITLLIR,

228 OpenSSH #% | SLES 15 SP7



Q iiE: TEINEBBEEX
R =N RIBIENRIA D K45 F el M RESRIGE S W E 7 IEMB ENZH. i1
MEEN RPN, sshiFLLRIES, HERNILAIERIRMERIENZER, X
B LIRRILECAS R E & TS L.
ISR BRI P R EMIIRIN T 5. INRIESAE, AFMEILEN yes SEEH
HERRIES, HemEE, 5S—MEAENAGZERERIEREMEIE, ERMURERE
SHWIENG, HEFFERFRTE2REKIZE (BBME 2287 “OpenSSHIEHES
MBI ) o

MRENHAHZTAEENR, WRIELERH LI ROES:

(CERCEEEECEEEREEEECEEERCECEEECEEEEEERCEEEECEEEECEEECEEEEEEECEEEECEEERCEEEECRE@

@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
(CEREEECEEREEEEEEREEEREEEEEEREEEECEERECEERCEEECEEREEEEEEREEEREE@

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that a host key has just been changed.

The fingerprint for the ECDSA key sent by the remote host is

SHA256 : keNu/ rJFWmpQu9B0SjIuo8NLjbeDY/x3Tktpl70DJqo.

Please contact your system administrator.

Add correct host key in /home/geeko/.ssh/known hosts to get rid of this message.
Offending ECDSA key in /home/geeko/.ssh/known hosts:210

You can use following command to remove the offending key:

ssh-keygen -R 192.168.121.219 -f /home/geeko/.ssh/known hosts

ECDSA host key for 192.168.121.219 has changed and you have requested strict
checking.

Host key verification failed.

B EAESPAHMISH M ~/ . ssh/known_hosts FRRIFEB RN, ATENR
EEFEZHRENER,
openssh RAFBZLEMRSE. FF . XL —ELAiER.

OpenSSH % F i Z AR REIRE B B {3 JiiE :

229 OpenSSH #% | SLES 15 SP7



A< S8
ERIEETEN LNEAREERBNOL. XEREH. RRBENFMHIIESE, BN
TR AU ENERTTEY LI SSH 21E, BEBREARENHZE, HAXRA
ZEEIOLRAEMRREICR B T

NHFTAF BT
FRENDA SSH BHAMARERZMOSHITEMIIE, XA EAFRMNOLZHIIEAD
ARE, ANERENAEENILASHEZHRNITENITH SSH 2iE, BLlHEZELZLE
%, ANEAEZEIOCKBSIZBICRIEG, WEBEBVITREENAARZAHAER
BT,
BBNE 2297 “FH gnome-keyring BT AHERAER" TEEIMAER gnome -
keyring £ GNOME =iEH Bohi# TAREA S ML,
BEMWE 22,107 “FH ssh-agent Boh#H T AHEHAESR" T HEAAEER ssh-agent
EEf B REPEMHITARZHS M,

TBITOLLLTASHISIE
BARZRSLEETOLHLRERERERHITEMIIE, XX THIASH cron fFilk
FEMUIRSRER. ELINRIPALABESR, EAREEGRNRIERAER A UER
ENEAFIBEE.

B S I8
OpenSSH SZFHEBH R IUIE, PIABEREE. RS IV LI AR SSH &
2o

ZRINBERT, SUSE Linux Enterprise Server 2312 LA Tan <Y OpenSSH 48

ssh
BXE5intEEN AR SSH EHZENE P RS,
scp

N/ B ENREE X .

sftp

EEFiRS SFTP lREZRZELZ 2w (SFTP MY (SSH FTP) 5 FTPS 2
FTPES (EF SSL/TLSHYFTP) X, MEIRIIHETH, )
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ssh-add
BIABZRS DRI S HIIEAIE ssh-agent,

ssh-agent
EEAFPNARAEMEZIANEBITOS, LHTARRHSMINE. ssh-agent 81T
AL RFEZERETR, HFERIEFEVABITOL, XEAFMASERRNBITOSHT
BRI,

ssh-copy-id
RARrZARettZmain2E N, IgEAHZHRSRIIE,

22.2 Ars5Esamtl

OpenSSH BEfft—1 I FERIBNIAIRSS2RECE, {BEIER] LUIRERAE fthiahERRIPARSS 28

O == FiFHTE SSH RS REH R

HEFMEA SSH RS BBHITELLEY, AL HENHITYIENIR, HERF SRR SSH
DERFHTARS, BRIEWR T ERFHE—YIERE. A, NREMEE, Ee]LUER
A IEE L

ZIANRSBRECE XS /etc/ssh/sshd config BEBINEE, FRERIAMEE AR, a1l
BWMABCAFIRNEEMBRESEMEGAIE, a0, UTRFAKIRERRMIFRO,
HIEEZB/EEN L IPv4 (iRt :

#Port 22
Port 2022

#lListenAddress 0.0.0.0
ListenAddress 192.168.10.100

O ==: T /etc/services
FERIFTAENITRON, B5ERE /etc/services XEPREFERERANHO, ik
ERT 1024 WERKRERRK . SAGTE /etc/services FIBREEEFERNIKO,

231 ARS3 8238 1K | SLES 15 SP7



RIELHERL root ERE. NAIFNARERIEEITEN, AGMEA sudo LU root
BT, NREHIBBAFER root BRE, U TIRSREERAIETR 7 WAER
PermitRootLogin prohibit-password #1 PasswordAuthentication &I ARSS 2SEC
BAMNES root BRFMAHRZHBSMIIE (552267 “AHBEHESGEIE ) o
/etc/ssh/sshd_config BILL I E T LUERIA TS

5l 22.1 : {5 SSHD_CONFIG

# Check if the file modes and ownership of the user’s files and
# home directory are correct before allowing them to login
StrictModes yes

# If your machine has more than one IP address, define which address or
# addresses it listens on
ListenAddress 192.168.10.100

# Allow only members of the listed groups to log in
AllowGroups ldapadmins backupadmins

# Or, deny certain groups. If you use both, DenyGroups is read first

DenyGroups users

# Allow or deny certain users. If you use both, DenyUsers is read first
AllowUsers userl user2@example.com user3
DenyUsers user4 user5@192.168.10.10

# Allow root logins only with public key authentication
PermitRootLogin prohibit-password

# Disable password authentication and allow only public key authentication
# for all users

PasswordAuthentication no

# Length of time the server waits for a user to log in and complete the

# connection. The default is 120 seconds:

LoginGraceTime 60

# Limit the number of failed connection attempts. The default is 6

232 ARRs5883& 1L | SLES 15 SP7



MaxAuthTries 4

B4 /etc/ssh/sshd configfa, BITEENERR:
> sudo sshd -t

EENERERRASKNEIBEEEEER, MASERERERIR. TlE, EHEE:
> sudo systemctl reload sshd.service

CEARSS 2R KB E RINIRES £,

/etc/ssh WRA 0755/drwxr-xr-x ¥, H root:root 45,
FARE AR 1Z 2 0600/-rw-------- , HA root:root A,
NHBZREANIZZE 0644/-rw-r--r--, E root:root A,

22.3 O<HH%IUE

FERAOSHMRIER, IFREEFRHEN LBFNERENOS, EnEiEN LgEHIE
17 sshd BIR], AEZEEAIDA SSH Z$H, ELULTFRAIR, AR suzanne 3 TS EN sun Y
SSH &=1&:

> ssh suzanne@sun

RHIRT suzanne BIAIZTZO, A exit H#& enter X SSH &i&,

MRAEITEN LWEFZER, S UEREAFE, HAfEA ssh HOST NAME fER
%o RINSERS NS, AILUBEMmSITIRITIRNE, WERREXNARER (FlaxXaiEx
f9 YaST) o

SRR LUEA ssh USER NAME HOST COMMAND iBEEREBRAZA LETIERERGS (B
R, BITHS, REBT—FZHSXAFRBERIE) o COMMAND BFUNS|SHEF. ATLURTEZ
Sh R — BRSS!

> ssh suzanne@sun "df -h && du -sh /home"
> ssh suzanne@sun "sudo nano /etc/ssh/sshd_config"
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IR B LIETT sudo B, RAZRREAA sudo O

22.4 EIEARPMENIMNZZHA

B 2R ALRAITHERR . DSA. RSA. ECDSA. ECDSA-SK. Ed25519 #1 Ed25519-SK, DSA
TEZFRIEFA, HEE OpenSSHT.0 FEERA, BEFAEMLAE. RSABRBANEE, HX
ERttiRE, BERKAITZ. (M OpenSSH 8.2 FFHA, FERILUER RSA fERENZIAZE
B, {5{EF ECDSA B Ed25519 fERNEHZIALE, )

Ed25519 1 ECDSA ERE£HER, Ed25519 WIANNBLERHESHEARE, NRELM
STFFAREE AR S HF Ed25519 8¢ ECDSA BYIBZ F i, 1BAE =M eIZ ENEHR.

Q iiE: RHMEFHEFRS
U2 HAR SSH B iRA 245 ECDSA #1 ED25519, ECDSA #1 ED25519 B7£ 2014 &R
OpenSSH 6.5 —{£4 %, FLXLRSEIFEMEEEE, NRAENE, BAERFE
BARLENRHE iR,

SSH ZARTLUEEIRIER . MEFHIIERSSEBNED, UKRARSHRIIER F imk S5
(BEBRE 2267 “AHEFRSMHIVE ) . RSVBENEIRFMEE /etc/ssh . ARHD

ANZERTEHETE /home/user/ . ssh /i,

SR eIEHRY SSH &R, =e# /home/user/.ssh,

FHNZERFEEBITOL,

TEREHERT, AFRLARANAEREITOS,

22.4.1 ¢€IERAPF SSH ZAX
312 BRaNfAI eI A P OpenSSH MEEH,
91222.1 1 QIREABSARIEE X

1. 2EARINSE (RSA, 3072 11) ERAFZEAN, BEARHERESTR ssh-
keygen &5<, fERREITOLRIPIAREA:
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235

> ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/home/tux/.ssh/id rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in id rsa
Your public key has been saved in id rsa.pub
The key fingerprint is:
SHA256:z0uJIuc7Doy07bFTelppZHLVrkD/bWWLBAF/PcHjblU user@host?2
The key's randomart image is:
+---[RSA 3072]----+
.0 |
o . +E|
. 0 +.=|

. 0 . 0 OF|

I
|
|
I
| . .S . .0 +|
| . = .=*+ . = |
| o *.o.=* . + |
| ..Bo+.. . . |
| oo== |

+----[SHA256]----- +

2. BIR—MIKEIRKHAY RSA ZIAR:

> ssh-keygen -b 4096

OpenSSH RSA ZIARZ T LIE S 16,384 fii, BE, REKMUKER—EERFEER,
BXIFMER, ESM GnuPG BIIBEMDI: https://www.gnupg.org/fag/gnupg-
fag.html#no_default_of_rsa4096 4,

. BE LB ERRENAF BB TR AERNRS 2. S TEANBNRIROAE—, 7]

PURS A HRRHOER, XEER IS N RAMNNAR, FRABEXZMN
TEREBIEE RSA AT

> ssh-keygen -f backup-server-key -C "infrastructure backup server"

4. fERBEXZFNERECIE EJ25519 Z5AX
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> ssh-keygen -t ed25519 -f ldap-server-key -C "Internal LDAP server"

Ed25519 Z4AEIE A 256 11, EMNZBEEYF RSA 4096,

22.4.2 6 SSH ARS528 EHE A

FNEZRNEEANBERR, EHEATEBERITOSL, BRWEFHME /etc/sshd, ER
% OpenSSH B, ESBMER—AENER, WML TFRAIFIR:

> 1s -1 /etc/ssh

total 608

SrW------- 1 root root 577834 2021-05-06 04:48 moduli

-rw-r--r-- 1 root root 2403 2021-05-06 04:48 ssh _config

-rw-r----- 1 root root 3420 2021-05-06 04:48 sshd config

SrwW------- 1 root root 1381 2022-02-10 06:55 ssh host dsa key
-rw-r--r-- 1 root root 604 2022-02-10 06:55 ssh host dsa key.pub
SrwW------- 1 root root 505 2022-02-10 06:55 ssh host ecdsa key
-rw-r--r-- 1 root root 176 2022-02-10 06:55 ssh host ecdsa key.pub
SrwW------- 1 root root 411 2022-02-10 06:55 ssh _host ed25519 key
-rw-r--r-- 1 root root 96 2022-02-10 06:55 ssh _host ed25519 key.pub
“rW------- 1 root root 2602 2022-02-10 06:55 ssh host rsa key

-rw-r--r-- 1 root root 568 2022-02-10 06:55 ssh host rsa key.pub

ssh-keygen B—MFZRIEIN -A, ZEBATRIEMBENER. IFAFEFEENERNE
MEZIARCIEHEH, XEZAERAMABAXMHRRIZ, WE=@8TH<L, NERXEER

AUAMIADY, HAWHEEER. UTROERRFINERR, ARCIE—HE, Utelg—4

SR ENEA:

> sudo rm /etc/ssh/ssh_host*

> sudo ssh-keygen -A

ERLLEd B XM ERE RN A B AR E REERZ AN, F9 ssh-keygen -A Rk
BEH.
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O ==: TEERDSATH
ssh-keygen -A @I DSAZEH, FF, ANFREe, XMEREZFAHNEFMH. £
OpenSSH 7.0 RN XMEH, {BRTFARTE sshd_config F7H, XERHARW
BH. aTLUKOMIER DSA Z$R.

HERBRHRINER (BB0E 2257 "WHRIVESA" ) B, BIRMEENRERA,
NENBRSIAENZAREET. EHAPRBERBRRHEITE ML, ARRIHERY
®o MBPNRBMBZHE—RY, URSIHEHAHDR, UTRHISENEHRL RSAF EJ25519 E4
2, XERAMEIRFENNAL, Bi2E, FNENBBEFEERTOS:

> cd /etc/ssh
> sudo ssh-keygen -b 4096 -f "SSH HOST RSA 2022 02"
> sudo ssh-keygen -t ed25519 -f "SSH HOST ED25519 2022 02"

TR AR A R E .

22.5 RIRENEH

MARZS 6.8 FF4&, OpenSSH B&— 1 XZIFENZERRIRNMIY B, SSH IRS{[EER L
MEHAERIBENZRHCIENRZR, 6, ERHEWHE, IBFEXEALILER
HESHZHNER T £ 0penSSH6.8 Z&1, MNREAFITEN LA ssh _config #¥&
StrictHostKeyChecking i&&/ yes, WAFRSBIES, SHENZHRAESENR, HLLFR
k. AR, BPSTME known _hosts XHHFafiBrIRS BN ARZH, &R,
HFEZHEH, TABE) SSH & (FlinLH&Hn) KK,

M ENZRRIR S EZRME T —MEFRERRS FHNER T O R MEAN G E. HEFimit
ITEEN, REBEAELEIMERNIIR. TAEAFRERN, 28Rt ERRE
ZEN. HRAFPJIREEHITEEHRWHER, ZEETUXRIEZRZR. RABoHEMNRA
F 8 known _hosts X, EEPRINFZRAHERIBZE,
REINZARIREEERS 2 LEIEME, HXRS28 LM /etc/ssh/sshd_config KA
RERFIHER /etc/ssh/ssh _config #{TRLEH,
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B, S-S NER. UWTRFISEIE—1HHE RSA ZAFM—NHTRY Ed25519 47,
XRTZRMEAH—RMIER —MERNREMEEACZARGRENR, BicE,
MZRT R EITOL:!

# ssh-keygen -t rsa -f ssh_host_rsa_2022-01 -C "main server"
Generating public/private rsa key pair.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in ssh host rsa 2022-01
Your public key has been saved in ssh host rsa 2022-01.pub

The key fingerprint is:

SHA256: F1FIF2aq0z7D3mGdsjzHpH/ kjUWZehBN3uG7FM4taAQ main server
The key's randomart image is:

+---[RSA 3072]----+

| .Eo*.o00 |
| .B .0.0]
| 0 . .++|
| . 0 000=|
| S . 0 +*.|
| 0 0.0000 |
| .0 ++00.= |
| .+=0+0 + .|
| .00++. . |
+----[SHA256]----- +

# ssh-keygen -t ed25519 -f ssh_host_ed25519_2022-01 -C "main server"
Generating public/private ed25519 key pair.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in ssh host ed25519 2022-01
Your public key has been saved in ssh host ed25519 2022-01.pub
The key fingerprint is:
SHA256:2p9K0giXv7WsRnLjwjs4hJ8EFcoX1FWR4nQz6fxnjxg main server
The key's randomart image is:

+--[ED25519 256]--+

| .+0 ...0+ |

| o coca @ ¥ |
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| |
| |
| |
| + ++==.. = 0 |
| |
| . .=+0= |

+----[SHA256] - ---- +

BICREY, HEPRKLIHZH,
BHHZIAZFARIME] /etc/ssh/sshd config, FECHIRERERPNIMERA:

## 0ld keys

HostKey /etc/ssh/ssh host rsa key
HostKey /etc/ssh/ssh _host ed25519 key
HostKey /etc/ssh/ssh host ecdsa key

## New replacement keys
HostKey /etc/ssh/ssh host rsa 2022-01
HostKey /etc/ssh/ssh host ed25519 2022-01

REENR, ABRERBD) sshd:

# systemctl restart sshd.service
BR8N EM /etc/ssh/ssh config XERTEESLUTIRE:

UpdateHostKeys ask
StrictHostKeyChecking yes

AR iRTESTA SSH BRI EREIRSEE, ERWHERY IR £H, ARENRE
FRo HEEMERN, NIBIXRMPTFUTHEHENRSA!

The server has updated its host keys.

These changes were verified by the server's existing trusted key.
Deprecating obsolete hostkey: ED25519
SHA256:V28d3VpHgjsCoVO4RBCZpLo5cOkEs1CZDVdIUnCvgPI

Deprecating obsolete hostkey:

RSA SHA256:+NR4DVdbsUNsqJPIhISzx+eqD4x/awCCwijZ4a9eP81

Accept updated hostkeys? (yes/no):yes
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BT LUK UpdateHostKeys aski&&E 7 UpdateHostKeys yes LIETINAEN, FHEikiEr
RAFP#EER,

BEZER:
e 52247 “BIERPMENNEZER"
e http://blog.djm.net.au/2015/02/key-rotation-in-openssh-68.html 2

e man 5 ssh_config. man 5 sshd_config

22.6 RNEFHEMIE

AHEBZRSHEIEEREB ST ASHERAMAZ A K, OLHITHHEIE,

U RBIER AR FTRY DA RSA ZEARY, ZZANHE IR, EENEEAR, BLR
FEN ~/.ssh BR (MRZBRAEFE, BB , ARIBHHNERXN. NEBHANEE
— M RERVBHETOL, FRXBTOLSEANIZE2MUE:

> cd ~/.ssh
> ssh-keygen -C "web serverl" -f id-webl -t rsa -b 4096

BR, FHBNAHBRERZIEENATTEN. SELEEN ESNEE—TAFKFH
BRILG#TT SSH if1e], XA seil@d S S Hli A

> ssh-copy-id -i id-webl user@webl
REZNERHEPRER:

> ssh -i id-webl user@webl

Enter passphrase for key 'id-webl':

Last login: Sat Jul 11 11:09:53 2022 from 192.168.10.122
Have a lot of fun...

RGN ZZBXRERHELAZRETOS, MARENARKANAS,

BEAHZASHIIGEER, NEREITEN RS XMEMIIESZ, HEREARRF
SEMIEIE GEBWG22.1 “5flsshd_config” ) o MNBEEEEITEN LEERFEL

HBAENIIEAIRNGR, NI EFEA ssh-copy-id EFIFNARZH, MUTEREMS

N, FIUNFRFEM USBiBIZEEHIZIZZAFKF A ~/ . ssh/authorized keys X4,
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2.7 BETOSARBHSHRIE

XERMERABITOSHARERSHRIE. MEFFETOSHNMESMNER, RAeBERZ
BITOSRIPNZR—FERMEH. XFTFHAH cron (EVEFBHUIRSRER. B2, &
IhE BNFA ARSI ERIAE Al LIEM AR AN S %, AtEREEFRIPEFLETOSHNIMAR
o

NBRERTETOSIE, EaILIKAE gnome-keyring, BREBICEH NG BB
FEAMBITOL, gnome-keyring i&AF GNOME RESIE (52297 “EH gnome-
keyring BThi#{TAHRZRER" )

HFIEHIBRIE, EfEH ssh-agent (522107 ssh-agent HopdtiT A HZHE
R ) o

22.8 OpenSSH iFH &4 I63E

OpenSSH 7£ OpenSSH 5.4 RSN TIEBE R, IEBEMRINES AHEZIAF D IESEM,
AERZEETF, XFr1E, ENMARERRFERNMNEIEBMARMERZARKILHITS
R, IEBERIHRURSHBNAFIEBPNEFEE, TEFIRABFRARTHEFRZ
TEN. EBIANEERRUELITHN. NAFREEDIZFHIRCRHIEEZ 24,
IEBEAHEMBEZA. ARFEXNEHFRE. SPHSTMHF B ENE U MIEDH
o FARPMENAHLZIARIEBMANA (CA) AREZERAESZ, UCIEMEIES. AFRME
NUSEAH CAZEA, MAREERTAFMENLEMBER,

&4 OpenSSH AHZIAS M IIEFER AR AHZRE G FIt1FZ RIS SSH RS
28 (EHIRIMERAY ~/ . ssh/authorized keys X)) , H&KHAFPEZEZHA SSH ARSS 23
FHZRZ FIRIXLEREA (FZHETE ~/ . ssh/known_hosts #) . XREZHMEIR, HE
HLAEIE, 53— MRARZ OpenSSH Bk AR, HEFTERHISTENQLZTAR, BATEW
& ERRIHERIZEB RN E EIZ,

KR MIEEE (FIUFERA Ansible) BERRBEME, & Meta XEFHNARBALR (FS

I https://engineering.fb.com/2016/09/12/security/scalable-and-secure-access-with-
ssh/ 7)) BExReRIEgmt, Eitt(Te LURESEMNEUENERIES (EEZIEBM
EZNA) , MASFENEE.
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BHRAIX—5, gt 5ME LN EENEIL SSH £1&, HARITREEEXHNER
&fl sshd HE5,

%X E OpenSSH IEBMANID L ML T TR
o RE—MREMENEIRSE, UWHRERKATNMAFRZAZRAEBMANE, 8)E—

THEANBRAZRER. WAZRANBAMNENERER, MARBARKERSLEN
hElARSS BBFRE A

o FWENAHRBHHNEZTE, AEEHNENIERLD XALHENAEN. 5ENZEH—
¥, ENVIEBEFEMETE /etc/sshH,

o BWAFARZIAHAESR, REEHFNBAPIEPDALEBEE. SEFRZHE—E,
BPIEBEMETE ~/ . ssh H,

o /RIEARS /MBI EN LNEEXH, HREFEEEN LEFEIEBRER sshd.

o RIERERUHIES, i, HEMFRIIPEEME. AP BRSRSH[ER, BBIES
EEERHAERIIBRXAXZRRISEEHES,

BFRMRSHEEDFTEHFRIPEESCH OpenSSH i, aAIULZEMBHBEZEAHTH, A
UZeMERARRZLNAZE (FIMIRFEYE) FHnEH, HARIBEREERUEMAESR.
SSH JEH3&1& OpenPGP fR&EMAE SSL/TLS, EPHEIZE OpenPGP MA=E X.509,

22.8.1 IREMBGERMLA

AT NN EFAGEBIANE (CA)o BIFAZSINAARIERN CA, EHZSTEEHRST

=

O ==: RIHIBMENMN
BESFRIPHEEIEBMANEITEN. CAWLREINNENXEMTE. BROAREN
CA BYERIAERR] LARIE B SREBHAZ REIMIF R EHNNEHRR, BEERTUNRER
ARs328H CAERE, BERMERERA—aNEETENTRERNABINTBITEN.
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RIEMZERNRSZSH[UBE—NEREH, HARFPHUIES— I ER2EH. NREERENIE
PREEE, ITEHEN LNENMEFiGEIE CA 2B, NRERFER—EITEN,
BAST CACIZEBENER. ATHHRGIFER /ca-ssh-hosts #l /ca-ssh-users,
TITEMNA ca.example. coms

MREHNRERBERRBAAMENHLZANEE, BRENFEESENFERS, U
HERERF & R R ERARIPR,

O == RAZEEFEEA

2020 £ 2 B4 OpenSSH 8.2 A T RSA & & $H, 151 Ed25519 8 ECDSA,

UTFRAIZEIBRNERER, 23ATHENZRNALBRER. IXR T BRHRARE

1TO<:

> sudo ssh-keygen -t ed25519 -f /ca-ssh-hosts/ca-host-sign-key -C "signing key
for host certificates"
Generating public/private ed25519 key pair.
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in ca-host-sign-key
Your public key has been saved in ca-host-sign-key.pub
The key fingerprint is:
SHA256:STuQ7HgDrPcEa7ybNIWOn6kPbj28X5HN8Ggwl1BbAtO
signing key for host certificates
The key's randomart image is:
--[ED25519 256]--+
0+0. .
. 0.=E

=+ B .

+
I |
| I
I I
I I
| . 0*S =+ |
I I
I I
I I
I I
+
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> sudo ssh-keygen -t ed25519 -f /ca-ssh-users/ca-user-sign-key -C "signing key
for user certificates"

Generating public/private ed25519 key pair.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in ca-user-sign-key

Your public key has been saved in ca-user-sign-key.pub

The key fingerprint is:

SHA256:taYj8tTnjkzgfHRvVQ6HTj8a37PY6rwv96V1x+GHRjIk signing key for user
certificates

The key's randomart image is:

+--[ED25519 256]--+

| |

| .o+

| . Eo.o|

| N

| .S *o .+.|

|

|

|

|

0+ + = +..+]|

.=% .0+ o

+ = = 0 =00+]|

. 0.0 00X=|
+----[SHA256]----- +

B

RBAHRAFRZEEH AREFINEAHETIN) EFIENETT SSH IRSZ[BHPFAIBEEN LA /etc/
ssh i, AERALAFRERZHNTERFWAEIEN LB /etc/ssh/sshd _config A

TrustedUserCAKeys /etc/ssh/ca-user-sign-key.pub

PARERE sshd.

2282 GIREHIESD
UTRAANENARTRESR, UENRIEERS SRR TIES:

> sudo ssh-keygen -s /ca-ssh-hosts/ca-host-sign-key \
-n venus,venus.example.com -I "db-server host cert" \
-h -V +4w /etc/ssh/ssh host ed25519 key.pub

Enter passphrase:
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Signed host key /etc/ssh/ssh host ed25519 key-cert.pub: id
"db-server host cert" serial 0 for venus,venus.example.com
valid from 2022-08-08T14:20:00 to 2022-09-05T15:21:19

NRARSZ B LEBES T ENER, BAFREXERRAER,
o -s BEEMALAERER,
-n BERNERTIR. WFENIES, EARRHENBNENZNT2RERNER.

-I BEMFNH, XREVERENEMERNHA. RASRBRZFEH, UEBER
EEEIE X B H T

-h BB EAIES,

-VIRBIEBHAM AR, TZRFHR, EBBEEIEHERY. (BEXAFHIEERE
il, #ZM man 1 ssh-keygen#y “-Walidation_interval” &85 )

REMEB R SRR GRS E:

> ssh-keygen -Lf /etc/ssh/ssh_host_ed25519 key-cert.pub
/etc/ssh/ssh host ed25519 key-cert.pub:
Type: ssh-ed25519-cert-v0@l@openssh.com host certificate
Public key: ED25519-CERT SHA256:/
U7C+gABXYyuvueUuhFKzzVINg3d7IULRLwBstvVC+Q
Signing CA: ED25519 SHA256:
STuQ7HgDrPcEa7ybNIWON6kPbj28X5HN8Ggwl1BbAtO (using ssh-ed25519)
Key ID: "db-server host cert"
Serial: 0
Valid: from 2022-08-08T14:20:00 to 2022-09-05T15:21:19
Principals:
venus
venus.example.com
Critical Options: (none)
Extensions: (none)

B ENEPHTERZARME] /etc/ssh/sshd_config, FEAIEEFIRMER:
HostCertificate /etc/ssh/ssh host ed25519 key-cert.pub

BEF5h sshd KUNEEAIER:
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> sudo systemctl restart sshd.service

BEIE 22837 "HPHCAKE" THINAEER P ikLUER ENIEH.

2283 RAFRICAEE

LT RGIRBBIAE R P inbl B A EREER CAMARENER. ZnfIE TR MRS EZH
WIRIAR, IS AIER R ~/ . ssh/known _hosts X EITIRM, BREERTT. BHR
%8 ~/ .ssh/known_hosts X, HEIE—MNEE CARRENHXMHE, &, £ /etc/ssh/
ssh_known_hosts FEIELFBEE, XEFMBVFE R LB ISR P RIEZX G

@cert-authority db,db.example.com ssh-ed25519
AAAAC3NzaC11ZDI1INTESAAAATIH1pF6DN4Bds fUKWuyiGt/leCvuZ/fPu
YxY7+4V68Fz0 signing key for user certificates

FIESHRYIRPTIH AR IS NIRS2E, Fla0
venus,venus.example.com,saturn,saturn.example.com. &&EB]LUERBERTIET
IHEFFRE IR SS 28095 RIANER, 40 * . example. com, *.example2. com,

SREREIRS . RAEANSRTERANTIZEKPHIOS, MASIRREREENIES,

22.8.4 GIZRAFIEP
FRRIARERES:

> sudo ssh-keygen /ca-ssh-hosts/ca-user-sign-key -I "suzanne's cert" -n suzanne
-V +52w user-key.pub
Signed user key .ssh/ed25519key-cert.pub: id "suzanne's cert" serial 0
for suzanne valid from 2022-09-14T12:57:00 to 2023-09-13T12:58:21

RARIEBHMERRAERFE. BSAFPMNIEREEERFITEN LS ~/ . ssh .
BFIEPEEM ~/ . ssh/authorized keys X, MIZFZITHEAN LAIA PP FEBRIE
X, REERSZKFEL SSH 2iE, BRZAUEERER, MAREIOLRESR. (08
121E, PRSSEBIMTEH /etc/ssh/sshd config XHHES TrustedUserCAKeys /etc/
ssh/ca-user-sign-key.pub 1T, WUEMEZEEBEEEHIERMEN. )

246 FAF B9 CABZE | SLES 15 SP7



o, IEEEBEXEFM Accepted publickey for suzanne BB

22.8.5 HWUHENZEH

NREHT RSB EINNRFIBEMEBEERCEEMNMER, BHRZIEBIEN ARZHERNEE
NEPIFE RN (5130 /etc/ssh/revoked keys) Hi:

ssh-ed25519-cert-v0l@openssh.com

AAAATHNzaC11ZDIINTE5LWN1cnQtdjAxQGOwZW5zc2guY29tAAAAIK6hyVvFAhFI+0hkKehF/
506fD1VdcW29ykfFIn1CPK91AAAATAawaXbbEFiQOAe5LGclrCHSLWbEeUauK5+CAuhTJyz0
AAAAAAAAAAAAAAACAAAAE2RiILXN1cnZ1ciBob3NOIGNT1cnQAAAAeAAAABXZ1bnVZAAAAEXZ1
bnVzLmV4YW1lwbGUuY29tAAAAAGMabhQAAAAAYZz9YgQAAAAAAAAAAAAAAAAAAADMAAAAL c3No
LWVKMjUIMTKAAAAg fWkXoM3gF2x9Qpa7KIa3+V4K+5n98+57] Fjv7hXrwXPQAAABTAAAAC3NzZ
aCl1ZDIINTE5AAAAQI+mbJsQjt/9bLiURse8DF3yTa6Yk3HpoE2uf9FW/
KeLsw2wPeDv0d6jv49Wgr5T3xHYPT+VPIQW35ntFiHT1Qg= root@db

WARTE /etc/ssh/sshd _config FAEXHRE:

RevokedKeys /etc/ssh/revoked keys

22.9 {FH gnome-keyring Boi# T AR ZRFAES

L4 GNOME REFIEN, FASTEHEBH gnome-keyring 48, gnome-keyring
5N RAAEREBER, EEINSERUEHNNEEE, YEEXEROSH, gnome-
keyring = BoifERMO<LBEE.

WTFEE *.pub XHHENZEAX, gnome-keyring 2BENINE ~/ . ssh FHIFREZEAXN,
fEnI LAER ssh-add s FopilEHEMZEER, Fl:

> ssh-add ~/.otherkeys/my key

FItHFrE EMEBIER:

> ssh-add -L
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HEBoHRS, AR SSH REHN, RGSRREHMANLBAERRITOR.
ERRHZIERE, gnome-keyring ZRBFXEITOR. ERAERIIZA, LHFAFTEE
HENEITO<,

I—\ﬂ
22.10 {EHA ssh-agent BT AHZFAES
openssh BHERH T ssh-agent SLARER, ZERAERFILUREERTAREAMEITO
<, EERI=IEHE, ESEMAENABITOR.
SLUBIIE -/ . profile XEFMAMT/LT, 1§ ssh-agent BN EHEEF NSNS
A:

eval "$(ssh-agent)"
ssh-add

$£—1T2B5h ssh-agent, F_1T2ME ~/ . ssh XIEEPWRERH, UYEHTASEAHLER
ASHIIIER SSH R1ERY, RASERERNBEITOAS. RE—RETOSE, EEBHASL
ZHEBAEEFMANBITOS,

AL ~/ .profile BBEAMBISENZTE, Hlw0, UTRGEUINE id rsa #
id ed25519:

> ssh-add id rsa id ed25519

22.10.1 EX=IEFEA ssh-agent

£ SUSE Linux Enterprise Server £, ssh-agent 2H GNOME B REE8R BB, B X
KIEFIABIFERYER ssh-add EIERNENZH, BRITUTIRE:

1. UFRERFHBMER, HREXMH ~/ . xinitrc BE5HFE,
2. WIRAEE, BERINBIERIR, HM /etc/skel EflixfF:

if [ -f ~/.xinitrc.template ]; then mv ~/.xinitrc.template ~/.xinitrc; \

else cp /etc/skel/.xinitrc.template ~/.xinitrc; fi
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3. WMIREEHTZER, BFRRUTIUTHEEBUEER. MR~/ . xinitrc BFE, 15
AN TIAT (RHERATS) o

# if test -S "$SSH AUTH SOCK" -a -x "$SSH ASKPASS"; then
# ssh-add < /dev/null
# fi

4. B X 2ER, RASRTERA SSHEITOS,

22.11 X SSH AABZEH@EITO<S
AL ssh-keygen B AFRAAZHNBEITOS:

> ssh-keygen -pf ~/.ssh/serverl
Enter old passphrase:

Key has comment 'shared videos serverl'

Enter new passphrase (empty for no passphrase):
Enter same passphrase again:

Your identification has been saved with the new passphrase.

\

22.12 KMERERZERTHIEWN
f£F ssh-keygen B RAHERIEN. LUTFRHIFIE ED25519 ZEARY SHA256 M54

> ssh-keygen -1f ldap-server

256 SHA256:W451bmj24ZoASbrgW0q9+NhFO4muvfKZ+FkRa2cCiqo comment (ED25519)
AN - v RSB RZZE AR ASCI BRI

> ssh-keygen -lvf ldap-server

256 SHA256:W451bmj24Z0ASbrgwW0q9+NhFO4muvfKZ+FkRa2cCiqgo comment (ED25519)
+--[ED25519 256]--+
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| .o..+ +

| ...o+ BSo+
|. ..0.0 =X
|ooo® @ao™ =
[o.*. % =+ = .,
|E¥o*+0. 0.0
+----[SHA256]----- +

22.13 7EmiEENLEFEN X11 MR

ERI ARt BN EETREEEE T BN ENEFR N AR BTz BN LR /
etc/ssh/sshd config X#HI&E X11Forwarding Yes, A, HEES - X EWE(T
ssh BY, ZiZitEN L B5h&E DISPLAY T &, MAEFME X md#EEE:d SSH EESHE
Aithit Bl LhSh, RIARINBAF T EESIZZB oI X NAER.
MZERZTBHIEIT— N E R (5120 GNOME Mines) LU THRENNL :

> ssh wilber@sun

Password:

Last login: Tue May 10 11:29:06 2022 from 192.168.163.13
Have a lot of fun...

wilber@sun> gnome-mines

ZRENAREFNEREENSHEN L, RUORERERER—F, (NBEEIFMmE
B ) RPN —MEXFAIZIENAER, fIEE XA i, XRESXAZNARER, ME
Y SSH B REFF TR,

O ==: x11%%7% Wayland EFEER

X11 A ZERKIZFZEN LIE1T X Window R4, X Window R4iRME T NEMLKINEE,
Wayland MAR$E#t. Fitt, Wayland RZ3F X11 %,

ERU TSR T RIENRAITITHE X 1EZ Wayland:

> echo $XDG_SESSION_TYPE
x11
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INRFEMBZ Wayland, Mizes<aVaH N T RFIFR:

> echo $XDG_SESSION_TYPE

wayland
systemd 10E AN ZEEM Lloginct L #{TEIM:

> loginctl show-session "$XDG_SESSION_ID" -p Type
Type=x11

> loginctl show-session "$XDG_SESSION_ID" -p Type
Type=wayland

22.14 RERX

AN - A EINE] R ssh-agent SR IIENIGEBEI T —811 8. X, EaIUERREITE
METEMETRACS, BailRE: ERLHANALBERENHETH L EHRFEE. (55
WE 2267 “AHEASHIE" TR AHZASHIZIEME. )

/etc/ssh/sshd config AEYERIAEN AllowAgentForwarding yes, EEEXN No 7]
ZRIIEE,

22.15 scp —&Z&EHl

scp XA EFRFITZ T ENIMPERXH. 1R jupiter LNAFRRZRARET sun LHAR
#, BEA USER NAME&host MITUEERERIAF B, MRMEXAEFRIZIEE RMARIT
BAFNEBRR, B sun:DIRECTORY FPRIEEZB R, THIRAIER T AR S Mttt
BENERRZEEN, UkkRAES],

> scp ~/MylLetter.tex tux@sun:/tmp @
> scp tux@sun:/tmp/MyLetter.tex ~ @

0 FiTENZIZIEITEN
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@ ZiZIEANEAHiTEA]

O =R -UER
£ ssha$d, AUER - L ETIEEEEAR (B USER NAMEShost #8T) - 7E
scp P, -LiETATFRSI scp PR,

MAERNOLRE, scp BEDIEIESR. xR RERNE N XHMHERMEIRIE, fE
A - q TR LARRTRFR B fitho

scp R T WENBRIEIEFTNEE. BT

> scp -r src/ sun:backup/

BB R src I2EAR (BIEFEFER) EFIFIEN sun LB ~/backup BRH. MR
FERAEE, 2A=E80tIRZTFER.

-p ISR scp AEEAXXHRIII B, -C EBIEEITE . XA USEAREMRDER
MRS, BRNIIEMMEITENNLGERRRAE,

22.16 sftp — L&XHEH

22.16.1 f{Ef sftp

5 scptEtk, fEMA sftp AIUEREMERRUEZEERZIXHE. ERTH M=,
HG&—A55@ FTP SpRRMNEG L, 7E sftp IR fTR BN help RIIREX AT A <HIF
®o sftp FMIIHRMUTEZHAT,

> sftp sun

Enter passphrase for key '/home/tux/.ssh/id rsa':
Connected to sun.

sftp> help

Available commands:

bye Quit sftp

cd path Change remote directory to 'path'
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22.16.2 IKEXHF EFHNR

SERE@MN FTP iRSE[—HF, BRRILITEXM, HALUER put ss >R X LHEIETT
SFTP BRS32BRIZIZITEAN. FIABERT, M2 LEXAIHSERSAMITEY LAEER
R, BR-MEDA] LB 5 EUX LR :

i%H umask
umask 78 Hzt A _ LRI RAYTERS. T©iFa] LUBEIFR :

[RIEHNPR umask EEAIIR
0666 0002 0664
0600 0002 0600
0775 0025 0750

E7E SFTP ARS588 LA umask, 1BE4mEEX M /etc/ssh/sshd _configuration, 1
LA Subsystem sftp FkB91T, HAMEESMHILEN -u B3, fla:

Subsystem sftp /usr/lib/ssh/sftp-server -u 0002

BRfIS BN R
BRI BN R 0B SFTP L&A XHIZERRMINIR. A -u i8E = U#HER,
%0 600, 644 8 755, WIRFEEHEE -mH -u, FRK -u,
E7E SFTP ARS588 L LAY FRRRMMNPR,, I84mEX {4 /etc/ssh/
sshd config, ¥ZELI Subsystem sftp k81T, HFARMESAFIREN -n B,
fBgn:

Subsystem sftp /usr/lib/ssh/sftp-server -m 600

) =BT: BE SSH TFEREEXHS

BU sshd PEYEETR, FEALTHS:
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> sudo journalctl -u sshd

22.17 imO%¥%% (SSH [FiE)

ssh i XA AFEEM TCP/IP &E#E, ILINEEWMHRA SSH tunneling, BEIIZBRREERER
IFEROMN TCP EZFEEMIS—AI1TEN.

FRUTHSANEERE jupiter 50 25 (SMTP) MIFREEZEEME sun £EAY SMTP %0, 40
S AP SMTP fRZ28 R E%& SMTP-AUTH 2% POP-before-SMTP Ih#E, Lttan<>4¥5)%5 M.

MEMERENTRAUBE T LUGBFIRHEER “F7 iRSSIHITIEX,

# ssh -L 25:sun:25 jupiter
B, FERLTHSENE jupiter EAIFRE POP3iEK (3%0 110) #%& % sun A9 POP3 ix:
# ssh -L 110:sun:110 jupiter

WAL root BMHITEAE NS, EREEERASNNAtRO,. S8R 8IME SSH
ERLEFNEB TR, Ak, &7 SMTP #1 POP3 A& N localhost, EREANE
FFEIFEMILUK /usr/share/doc/packages/openssh T OpenSSH & AL gt
TEZER,

22.18 EZER
https://www.openssh.com 2
OpenSSH £ 1T

https://en.wikibooks.org/wiki/OpenSSH 2
OpenSSH Wikibook

man sshd
OpenSSH SFFRZF R FM T

man ssh_config
OpenSSH SSH B P iRt & X4 HIF A3
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man scp,

man sftp,

man ssh,

man ssh-add,

man ssh-copy-id,

man ssh-keygen
BFL2EHIXH (scp. sftp) . AFER (slogin. ssh) MEFEEZHNZH
ZHEIS B F DL

/usr/share/doc/packages/openssh-common/README. SUSE,
/usr/share/doc/packages/openssh-common/README. FIPS
SUSE 3R BIRVAER A ; LilFEXBONZERIER. BX FIPS &2V,

22.19 {FH Fail2Ban PELE SSH 87

SSH ZENBREERERHAFABZNOLAS, EIRGERSNZERSBINIRNIR, K
TEREABMETIARNHSMARZMNOSAHS, UBANERSEE.

AT LAGEA Fail2Ban BARIRFINE =R, Fail2Ban SRMAL B E LN S H AL A ER 1%
8, Blam@IRiASERRLE IPo Fail2Ban (NAFRIFEXRH#ITRRL MO HDIIERIARSS.

22.19.1 {t4=& Fail2Ban?

Fail2Ban £#3#% /var/log/apache/error log FMAEXH, B IERIHTEEIDTRA
IP (FRIALEIAREEZ) F. Rie, EETLUEER Fail2Ban EHBHASEFN, EHEL 1P #h
HHEE—ERIEE RIBTIE]L,

Fail2Ban [kt T E#ARSS (5190 Apache. SSH. Courier &) 937588, f&Bh Fail2Ban, &7
URAREMEEE RS MR,

22.19.2 {EH Fail2Ban PELE SSH £ R
A LA ZEHALE Fail2Ban R EEBNARSS 251K SSH J AR
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33%2 22.2 : M FAIL2BAN [HLE SSH R
1. ERE Fail2Ban, ERITUTHS

# sudo zypper -n in fail2ban firewalld

2. & Fail2Ban BY, BRSTERINEREXXH jail.conf, A Fail2Ban BY, ItEXXHEHR

5. EREBENZXGHITHEAEENXIKE, ATLUESURNIEIR A jail.local X
4/, Fail2Ban &= BahiEBEUX X,

# cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.local

3. EfRiESRPITIAX Mo

vi /etc/fail2ban/jail. local

4, EELFETHIINME.

[-- INSERT --

22.1: JAIL.LOCAL X{igE

ignoreip
MABRERY IPRIFIR, XL IPKIZASWELL, FRINMERT, A P ithit
127.0.0.1 LI FEMAY IPV6 IP ::1 B3RS TEFIRAF, &R LUEA IR ERARIMEHE
ARIAEEE LR IP H#ihE52R,
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bantime
2)E 1P It (AR HREBEAL) » MNREANEREU mZ hEE, NENK
MALUFYRNEAL, NRBENE -1, N IP HUEEEK AR,

findtime
REZZ RN RBORBE LM S 1P R IEAYBYE)ER.

maxretry
KMHI= TR E R

S-=

Q =
ANRKBE— IP Mkt AYEEE findtime HA[E)3#1T T maxretry REKAIEES
X, MAETE bantime AEEIEXLEERE, W—RIBISMNE ignoreip FIZRAAY IP it
Hko

Fail2Ban Z#FAREZEEM jail, 81 jail NS EELEBLFERFANILE.

5. AT LUEIT AT a2 3K EM Fail2Ban RS
BRIZRS:

# systemctl enable fail2ban
BEzARSS

# systemctl start fail2ban
HERSINS:

# systemctl status fail2ban.service

O ==

BREREER, ENIMERFD Fail2Ban,
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23 RGNS

REFEWKRIMERER Linux, ER0AT N BRIZIIEEET IR EMLES G N XI5 A1 S &R
MEXIHFEF . Linuxnetfilter EREME T —MEIBMBHMNIENTGZE, AILLRAREIMER
F. ER iptables (BFEXMNERNBRARE) vILUGHIEHIHL B MEZEO, ald
/A firewalld REEFFRE firewall-config & & It 637828,

SUSE Linux Enterprise Server 15 GA 5| \7T firewalld fEAFBIBRINIRGR AL, AEEK
T SuSEfirewall2, Z&Z B MIBAR SUSE Linux Enterprise Server A4k A P iIREAE XEE
firewalld LUK M SuSEfirewall2 F#B8935S,

23.1 &R iptables TIEE

PN AETENEEAT, netfilter M iptables BHf1 FHLIEFIRIEMLE G LUK FHTT
PR IIAEARR (NAT)o T IS/EN K ST AN REXBI PR B RS ETE T, S TMREEENE
BY, IERORSXEEHITILE, ELECREEFMEERT. /A iptables <RI LIEXLE
RAFNEE,

Linux RFZ4EP T =R, 253N DBt ETheE:

filter
WRFEAZEHCTEMN, RATHITERENX EREaEENG, 50, RESILE@T
(ACCEPT) =28 X% (DROP),

nat
L FRTE N3 B 8RR B trt At PR BRI B iR, FERXLEINEERRESLTIhEE, X2
NAT B9—FG, TR T RAMES BB R,

mangle
LERAABIRIN A TR 1P IRKPEFENE (WARSER)

XEXRVEZZNATLEBERTRE X HE:

PREROUTING
IHEERTAREEAE.
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INPUT
IEHEE R T R ERFRNEEIZRIEL

FORWARD
tEHEE A FERSFIRANE,

OUTPUT
&R TFMRSEE S & AL,

POSTROUTING
IEHEE A TR thih 6o

E123.1 “iptable: GIHVAIEERIE" JBR T MEBERE RAPEXN AL THRER. ATE
FiHEA, EHRRERIEAFENZNHDTIL, BRR ERESTFET XL,

REENELE, RERALTSHENBIRX eth0 #0, BEELEE mangle REY
PREROUTING $%, #A/5%%% nat &RAY PREROUTING 5%, FEEMIFPE CHNEREREIER)
EEMLIREIR, XRRAFZBEEHNTE, T84 mangle # filter &MY INPUT 55, RE
filter RAFIMAREF, BABRLFKABIT.
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MRS RETHIZ

B 23.1 : IPTABLE: BIH)RTEERR{R
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23.2 KT REERAIR

fA%EZ Linux TR NAT (REgiteit) 2=, AJRTFR/NE LAN EEE BN, LAN £
NEERFAFAMUEERR IP it (BE W (EifiEm) , %23 & “BARMKZHIR" , 5 23.1.2
T WSHERAEE" ) , MEEBKNL, £ANZE IP it BaefBEEE M, LAN
FHBIFARMAL TR N IET ML, XL IRZ AR EHAS ETTARY, BEAZRZS T LAN FE
MZERIMX. EXREREH: BERBESSITNEED, BEEE—THEN—15E%
MIEZARIEO,. RERRBRSINEGEREEER, BN, 2B -1 HSTHEHMBMSEE
MREREHEES LAN ENBERRRER, EAMKEPRXE A IEZEIRMSEAIMNF (40 etho)
&, ENfTME LIS REARMMNE 2 INIFRE B &KX E EEBAR K S 2.

O == ERTEHIMKEED
EECEMSERY, HRFTE A TN B RKZBEEERE, MAX—mMESH
T A IE R R ER R Lo

NEFMR, REFES LAN INEEEBRMMIEL XS, XNMEMSAXEIBARKBEE, B
B, WIOSLEERHE, ARAERAXLERE, HFLZLER, BRWALETRERAE. EBH
LtINgE, IBTE /etc/sysctl.conf XEHFRM net.ipv4.ip forward = 117, EBEL
YaST HA1TIiRE, BlaniE@idiEMA yast routing ip-forwarding on,

ERNEARENAILERRRASE, EXNARBMERLHEHNIaENNERE. NERARRM
RIS RE. BTEHTHUEMR, REBFEARAFIERIE S AEARNBR. BEE
DABEIFIRF X E NIE B H L RE Bttt XA B S A4 HNE R EREN.
AT ANGERENREEFIURTER, FRUMIMNIRAT AT A S AR ENANERE, HFX
MIER, WERPAZBEEANNIN i, FrEEBRIEREZRTEHRIE T — RS
I, FrLAEfthiZERTT/ABER AW,

RULEEMART N, EEA—LENAREFMY (M1CQ. cucme. IRC (DCC. CTCP)
FTP (A PORT ##R) ) B, EAJGERIBE—LLia@, Web %88, 76 FTP iZFAMITSH
fthiZFFERfERR PASV 510 MIBLTIEMNEMS, XMKtIAINAR St
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23.3 B AssEAAIR

TR AT IERINKEESIERAGIR, BAESITFERARBRE ZN— MRS, Mg, &
TPMRMINEIR Z U B IE28, ELTIRSIRIBSE AN (NthiY. SHOIFD 1P #itk) SRiTHl
IER. XEEEF ] LURIBENMUERIE SRR Z L IXRENEFRNE, 36K, &RFX
Web RRSS28# 1T AR, NEBMITHENNRO. FZ, EdESHAEFEES/EIINE
AR (FIINARLERIXR1Z Web FRSZ2BHE) . 50, BMERTENMLBRBERIT Web IRS
2 LRI CGIRZFMRRT, adiEssNARITENED,
—MEERERNEEEXNNGIREEMARLESRERMER, FlNitadiEssSNBER
MXAIBHITRE, EXMERT, EdERSELREAFERRONE, RAREZAE
R ARERFRXIE, RXFRIBHRMIRSSB[NLIRE Fif,. MEMEX EiR, AILUE XM
RIBM KN AEFER NN A EN. EREN—NREIFZE Squid (—F HTTP #1
FTP RIEARS28) - EFA Squid, HIUERRBRRENBEIREEN. NIEBEEFRIEMEIEK
RYFESI HTTP TIEEK FTP X4, EEREFETIHRAINNIXKIGHAIEM BRI,
T—TEHNEE SUSE Linux Enterprise Server MBI EITERR. BXEITIEMPHAEIREN
BEZER, BEEENAIEIRIEER (https://tldp.org/HOWTO/Firewall-HOWTO.html) 2,

23.4 firewalld

Q i#&E: firewalld BXXT SuSEfirewall2

SUSE Linux Enterprise Server 15 GA 5| \T firewalld fEAFAIEIAZRFA NI,
MUEEXT SuSEfirewall2, IREREMETF SUSE Linux Enterprise Server 15 GA #Y
MAFALK, SuSEfirewal2 RASBEZWN, HEEUMFohALS firewalld (55
MWEE23.5F “M SuSEfirewall2 F” ) o

firewalld 2—1MFIP1EF, TRIHIFRSAH iptables #N, FHigH—1 D-BusZOH
FH2EXEMN, SHEM T ST AER firewall-cmd UNEF B RE firewall-
config 5HERE, HATF firewalld EEAETHIZMUBHEXNEZEO, FtE R FEMNA
TEFPIEK 3T iptables #RNEHITEEL, Fla0, 1&EEIANIILE,
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firewalld EMAENZLXITH, FEZSNMEXXISE, W internal # public, BIEGRA
BIEREEXHMEEX K. 81 XFEEE5H iptables MK, S/ MEZOREER
MIFAIRL R W E] LUARIE R B M EZ S BRI RN X,
FMNXERAR—MIEWEERT, F30, public KEIARZEME, FAALMEHHEMITE]
FZEWNES (EEEBNREEZARERE) . 3—FHME, internal XA TFZEEHIAIM
&, KUFREFXATMLE, UXMAXMAXE, EVEEBLUE XA XA EMEMARE]
ENBIRERRFFLEBARS.
BX firewalld FMFIEX KIFAEE XIFMER, BESHMEFM: https://

www.firewalld.org/documentation/zone/predefined-zones.htmla o

Q iFE: FHERENTH
MEZONTISRESERERDEIERXE, FIIERT, SERINXE (FESEA
firewall-cmd --get-default-zone RfE) HaNEMEEO, WNWRKEEN
Hitn{E, EIAXIHZ public Xig,

firewalld EERE A IFERAF HERETD. FHEERIERAMENEoELIANER. W
FHEXXIFHRAFENRS, WRBELETEFVRINENEER. BEit, BEENREN
SMEOMNMEE SN, UERRRNRSaHIGR,. M FEMXE, BEEXENRS
C1A7I IS

firewalld W—MEEMIEZND THRNIFEEE : BITHEEENAKALE. E1THEER
RUFIVFIERSHIFN, MKABRERRERD) firewalld BELERAMNBEREMN, X
B, MAILURIMNEERH firewalld EREFHIGEFN, HEE XM GEEEREIR

BT, HEENRACERN, FEMERIEEREWNMIE, £ 234327 "EOREEESKA
ALE" ANET IR —=,
EFEAERFAFRE firewall-config #1717 firewal ld B2E, 52 14 (https://

vvwvv.flrevvaIld.org/documentat|on/ut|I|t|es/f|revvall—conflg.html) o F—THRNBUMETE
1T EfEA firewall-cmd $i1THER firewalld BREES,
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23.4.1 A NetworkManager B0 & A&

NetworkManager &z B i XK firewalld #HITEAREE,
RIEBLANTLEEN, BFEEEROPEISMHENR, AGEAFirewall Zone FHIIE,

23.4.2 fEF YaST ECERAIE

yast firewall RIRX#F firewalld WEAREE, ciRMXEERERE. RS EEEMIKO
SR, EARIFEIEBENX iptables N, FIFXEEIZEN B E XIREERTEFRS M in
Ho

Q iE: FEETEATEXRE
YaST &f& /etc/firewalld/firewalld.conf RfIEEIETT, HH
FlushAll0nReload IBRIANEIZE A no. HIth, YaST AREETEA TEXRIZE.
N, SNREER YaST FigO DL T ARNXIE, 1EEHB6H firewalld SFIFIERF LS
BEE .

23.4.3 1Eep<1TLECER NG

23.43.1 [NIEELD

RARINRLEHEA firewalld. ER— 1 EER systemd ARSS, AILUEE systemctl
5% YaST fRE EIESH T E.

O == aaEBEHAE
REG, YaST =BnhEsh firewalld, HEMBEZERORBERIAN public KiFH,
MRERRLEEEHBET R IRSBNAER, YaST ah@id RS SFEEERRPIITH
B S HR psse e ) B R I3 T B AE FR a9 is LR TUR R P ASE RN, FLEARSS2FIRIR
MEER S MEA TR, ATFEEEMARS MmO,
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23.43.2 EBEITNEESKARE

FiE firewall-cmd S<LRIAE R IEITHNECEIZTT, ErILUBIEA - -permanent &%
FAT KA BN KRS EIRE, NRXEM, BASEIKARE, MASTETHEEER
IRMER. BRI AET RRER RN E RS THEEENKALE. EXILLER,
ARMEVEERNAIIEITHNEE, HE— VNS AHUTHS:

# firewall-cmd --runtime-to-permanent

XA SRETIHMUENKAEE, ERHEMIEFTEE MR EX B ASEFRRBIE
] IEBHE CRER G LA M 75 N RIKA B, SIREXUEAHE, REQER BRI LREERYS
& BN NEIRARE, AREFMME firewalld BUSUEX LM,

A Y ﬁ

Q &
RLERED (HINARIAXE) HETHNEENKARERE, MXLEMNERS BN
EXHMCEF,

BERETNEERRAKARLE, MTEFAEIREER, ATLURABUTHRMAEE: B
firewalld s <L{TREIET systemd:

# firewall-cmd --reload

# systemctl reload firewalld

HNEEEL, THETHNRIBENEITHEERTT (WRER) . BEESHATKAR
B, FHTHENEZ,

23433 REODEEIXIH
TR0 TR San 2 BEC B R A IR PR A &2 M

# firewall-cmd --zone=public --list-interfaces
etho

B, ErIUEFEREODEE T B XiE:

# firewall-cmd --get-zone-of-interface=etho
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public

TSI —MEORRIENXIH, MR etho BRDEEEEMXI, A --add-
interface WA EEIEM, M - -change-interface WEAIAKREIER, EXERS
MEHFIXIFH X etho:

# firewall-cmd --zone=internal --add-interface=eth0

# firewall-cmd --zone=internal --change-interface=eth0

FARTHERH - - zone SEANREE M BIAXIF BT, <3 BFHREFISERIAN
X155 e

# firewall-cmd --get-default-zone
dmz
# firewall-cmd --set-default-zone=public

O ==
ERIRBFFH D EC B X RIMZIZ O = BB A RIAXIE R —E8 57, SIRELLEIAKE, &=
AR ABEMEITHNEREEM D EAMAEXENSZZEL, Y776EA internal KigixX
HNAEXKEFEARIAKE, UREIMNEBETEMZH. Fld, EXMERT, USB XL
RME O F GRS E OIS Bl A e E KIS —3F 5.
FERME FEAXENEOAS EREKEZEOYERD, BRigEEAamn<SaFIHADE
RO, Hib, EEMRIELRE, SIFERERRIERINMEREO,

23434 {ERLIRS T

firewalld FERSHIES. ARSHImOMMINAIEX WM. EHLEMSERS (FI50 Web 5¢
ERFFARSSERI0IN) RUIFRA, XEENXEZE EEGH—EK, ERIUERUTHSRINEXTE
XARSHIE B R EARTS:

# firewall-cmd --get-services
[...] dhcp dhcpve dhcpv6-client dns docker-registry [...]
# firewall-cmd --info-service dhcp
dhcp
ports: 67/udp
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protocols:
source-ports:
modules:

destination:

EFAXLERRSS E X A UBE M EAEX MRS INREE IR el e, fli, TEMGSITSITH
MERXIFH A HTTP Web ARSS281% 0 :

# firewall-cmd --add-service=http --zone=internal

EARKIRPIARS, WHERMNNNEHS - - remove-service, EFRFILUER - -new-
service FHRLENX BHEXMIMRS . BXRMNFEHITLIIBRENEZAT, ESW https://
www.firewalld.org/documentation/howto/add-a-service.html @,

NRERBIRRSHT AR NRO, AERUTEZ. XSFTARZBXIEFE TCP ixH 8000:
# firewall-cmd --add-port=8000/tcp --zone=internal

EXbRmO, BEERAXNNGS - -remove-port,

) &7 REHTARSHHO
firewalld SIFEA - - timeout BEERS HHOITH—EERMBTIEL (ERHTHRIE
MiAS, HBHRAEREAE, CAURRNIARFLTBEAZRSRIHO, BRI
FF internal XigHH imap ARSS 5 5, BILAER

# firewall-cmd --add-service=imap --zone=internal --timeout=5m

23.4.3.5 BiIERI
firewalld 127 —FhEliE MR IUR RS L3 b FIE SRS BIR AIBEMNFH I TER. BT
FfZF ] LUEE D-Bus OB B AEMN, HEE@EAF B e r] LUIRITIZIR(E
(BURTF PolicyKit ##U) , Flt, BIEERLERE R TTEBFHLIELEER LS, https://
fedoraproject.org/wiki/Features/FirewalldLockdown 2 HIRIT BHXIEXAEAE R,
BESWIR, PBEEXENRHEENT2M, MREHEEARIIIELEEMEIAENR
BhAiE, 0 https://seclists.org/oss-sec/2017/q3/139 7 HhERR, BERITE firewalld H5EI
PERAT A T EREEERETEFRP
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23.4.3.6 ZAIMBEEX iptables NI

firewalld BEAM ENM netfilter MUABHTESIN, UI7EREMTE (B0
iptables) EE4BAAEMN, BNEIgERER firewalld BRELHIEA L2 M INEE,
MNREFEARM firewalld DHEERAZNEEXPHAERN, h@EImMHAALMEN. BH
IZLBRYA iptables 18%, AJLUER - -direct &0, IEMMMEAGEAR. SEMMRLRIER

IaSH, SITHNERIPDRIZFEFZELS iptables, TERNSFFERN— N BAFEAS
IR RRRAVIEREIRERALI -

# firewall-cmd --direct --add-rule ipv4 filter FORWARD 0 -i eth0 -o ethl \
-p tcp --dport 80 -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT

tk5h, firewalld SKHET FRIBNEMN, XB—MT BiEE, BTEREMMIETE iptables
M, https://www.firewalld.org/documentation/man-pages/firewalld.richlanguage.html #

FRETEZNE. TEHRRREFRENERMULBIFRE IPv4 €.

# firewall-cmd --zone=public --add-rich-rule='rule family="ipv4" \
source address="192.168.2.4" drop'

23.4.3.7 ERH. FHAMHAE

firewalld HARIKITARIEATIRETERIRAL, CrRHANXERRIIKENERI)
BE, EXTFTARBEFRRIRALE, WANER firewalld, MMERTAKBBFIMHAER
B, FTHEHIURMHTFIA firewalld FHRANEEZEN/LRER:

o B, BERE 2327 ‘T HEMNEMANR" HEAREBEA IPEX.
o EEAIPV4A (AR (BlE0, £ external Xigd) , BFEEHUTHS,

# firewall-cmd --zone=external --add-masquerade

o firewalld RAILIEAKO% ., UTa<$aERO 80 LAYZAH TCP EEEAEIH
#:

# firewall-cmd --zone=public \
--add-forward-port=port=80:proto=tcp:toport=80:toaddr=192.168.1.10
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23.4.4 et ah S O8RS

RLNMERSA=OATEXNIFEAS, MEETF portmapper 3 rpcbind #iYisTT. ML
TEFHE, EITEERARIE rpcbind. HEA—TRSBoH, EREFE—FENAMEO, H
5 rpcbind @ALUEROSZAHERN. rpcbind ABEACIIAEMMEL, AT, TERS
AILAM rpcbind EiZMYEFBIMEEIRSS , URENEEIABLRO, MSEEFRILT
ENREFAERSZ. BERRHIEENKZEEMRS (NIS; ypserv #l ypbind) LIRS H#
4t (NFS) higZs 3.

Q EE: *FNFSv4
ISHTEI NFSv4 EEENBHIM TCP w0 2049, X FiilhRas 4.0, BIREREIEAZ
B# fs.nfs.nfs callback tcpporti&BAESHO (FSWH23.1 “/etc/
modprobe.d/60-nfs.conf A nfs NIZERHEIAKORE” ) o MIMXARES 4.1 F
e, HIEELTEEENE,

BT rpcbind thiVEEISHER, R RMIARIPAMEEEZZMMAIARS. firewalld 7

BHAZIXLERS, NEFHERE, BHSWNE 234417 “IEHFSHO” o Ltksh, SUSE
Linux Enterprise Server {2t 7 — 1 BhFHIZ, BXFAER, BHSWN £ 234427 “EH
firewall-rpcbind-helper BBERSHKO o

23.4.4.1 FEREFHSHKO

— AT E R B EEXNERSEENFEREEROS. TRLRIER, AIUE
firewalld FITHEEIRA, RAE—VIKEEH#T, LERANKEOSHERE, BRNS
HERGEMIRSHNEMERKOSHENR, X NISF NFSv3 IRSHAIBAEBEMSIR, ES
W= 23.1 “BSmEOEENEE sysconfig T=" , BHIGER—EFTEMEXERO, A&
BURFIRRISZFR NIS 3 NFS BEE,

#23.1: BHEROEENEZE SYSCONFIGE=E

X i TER wflE
/etc/sysconfig/nfs MOUNTD_PORT 21001
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XFERR TEH THlE

STATD_PORT 21002
LOCKD_TCPPORT 21003
LOCKD_UDPPORT 21003
RQUOTAD_PORT 21004
/etc/sysconfig/ypbind YPBIND_OPTIONS -p24500
/etc/sysconfig/ypserv YPXFRD_ARGS -p24501
YPSERV_ARGS -p24502
YPPASSWDD_ARGS --port 24503

R RERMRXLERHSHORE XM EEXIRS A BEFEEM. AILUEA rpcinfo -
p S LEBRHFIFEH rpcbind iR, MR, MEHNZa R RESEENRD.

fEF NFS BY, BRT HARZEREITHMERSEEROUIN, EFELE Linux RIZEREE
RO, EP—MimO=R nfs_callback tcpporte RE 4.1 ZHIH NFS MY ARE
RO, ATLERRA N fs.nfs.nfs callback tcpport B sysctl BRE tbim . X% NFS
EHATEDRSE, L sysctl TRAKBEER. Alt, RIFBEBSAZIERSERICE Z
. BILRGI23.1 “/etc/modprobe.d/60-nfs.conf A nfs RIZIERAY[EE N O E
=27 AR — IR KRILLE B8,

51 23.1: /etc/modprobe.d/60-nfs.conf B nfs PIZIEIRAVEIRROEE

options nfs callback tcpport=21005

BEWHEREN, RERNAFERESISHEN. MRXAEMSZE, BEEFLLME NFS
RS HEFMNE nfs RIZIER, BERIGERNN NFS BliFEHO, EHE cat /sys/module/
nfs/parameters/callback_tcpport BVt

ERMVIBINEFHSEERN RPCIHO, SIEFHM firewalld RBEXXEEA. i, 1Lt
RS E X AR EAXmONAE, XFER BRI X L in O1% B A4S E XIS R iR,
TG 23.2 “FRNFS EXHT firewalld RPC iR55HY<" A, X NFS imORERE T XH
W%, RAREENTFPENXLEROAH#ITIE,
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f5123.2 1 kI NFS EX# firewalld RPC BRSBHIG<S

# firewall-cmd --permanent --new-service=nfs-rpc

# firewall-cmd --permanent --service=nfs-rpc --set-description="NFS related,
statically configured RPC ports"

# add UDP and TCP ports for the given sequence

# for port in 21001 21002 21003 21004; do

firewall-cmd --permanent --service=nfs-rpc --add-port ${port}/udp --add-port

${port}/tcp

done

# the callback port is TCP only

# firewall-cmd --permanent --service=nfs-rpc --add-port 21005/tcp

# show the complete definition of the new custom service
# firewall-cmd --info-service=nfs-rpc --permanent -v
nfs-rpc
summary:
description: NFS and related, statically configured RPC ports
ports: 4711/tcp 21001/udp 21001/tcp 21002/udp 21002/tcp 21003/udp 21003/tcp
21004/udp 21004/tcp
protocols:
source-ports:
modules:
destination:

# reload firewalld to make the new service definition available

# firewall-cmd --reload
# the new service definition can now be used to open the ports for example in

the internal zone

# firewall-cmd --add-service=nfs-rpc --zone=internal

23.4.42 {EF firewall-rpcbind-helper ECEFESIHO

&R LUfEER SUSE BhF T B firewall-rpc-helper.py XfE E—THmAMERSIEOEE
$8, £ zypper in firewalld-rpcbind-helper Tz 4.
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ZIAERFUREAREE L—THAANRSER. EXTUERHaRO2E, FIBTF
‘mEMZAS, BXFMEE, 1580 firewall-rpc-helper.py --help.

23.4.4.3 {EREINGIRE nftables

firewalld FUERIA/EIRA nftables, nftables 2 Linux netfilter B RHEMIIELR,
KIEIEELLIE. MEHuEEIR (NAT) REMEMUINEE, nftables RERIMBRY Netfilter
FERY, GREZRERS. ARTEN. BEEREREFEMZ, nftables AJLAEE
iptables. ip6tables. arptables. ebtables Xz ipset &,

5/ nftables ML R E4E:

o EIT B —IEZERNEIE IPv4 1 IPV6 il

THIRI. EHMEFETEMRNERN AT SSIR F AN E R

1537 nft TEHRERESEMS, HiET nftrace IFIAFIERERA M &,

nft as LT TRERAMEIFEN netlink MIVBYEMNF 1383, EMNERZRERE, netlink
IV VM F R SR A RGN SRR o

HZ nftables B2 &3 {F:

> cat /etc/nftables.conf
#!/usr/sbin/nft -f

flush ruleset

# This matches IPv4 and IPv6
table inet filter {
# chain names are up to you.
# what part of the traffic they cover,
# depends on the type table.
chain input {
type filter hook input priority 0; policy accept;
}
chain forward {

type filter hook forward priority 0; policy accept;
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chain output {
type filter hook output priority 0; policy accept;

£ EEMFIFh, EAFRAEHENSERIYN accept, FILUFAEREHWAIRED, EHEE, L
FREpES, XMBUEHARSE, PHMENERIAEL TS,
BEHENEZ nftables Ao B {4 :

il

> cat /etc/nftables.conf
#!/sbin/nft -f

flush ruleset

table ip nat {
chain prerouting {
type nat hook prerouting priority 0; policy accept;

# for all packets to WAN, after routing, replace source address with
primary IP of WAN interface
chain postrouting {
type nat hook postrouting priority 100; policy accept;

oifname "wan0" masquerade

WRIEERERS IP, BRI nat (SNAT) RREBNE LIRS MEE, BRASRSIERNERA
FgM 1P, METEATINEETMER IP,
SR AN nftables B2 & 3 {4:

> cat /etc/nftables.conf
#!/usr/sbin/nft -f

flush ruleset

table inet filter {
chain base checks {
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## another set, this time for connection tracking states.
# allow established/related connections
ct state {established, related} accept;

# early drop of invalid connections
ct state invalid drop;

chain input {

type filter hook input priority 0; policy drop;

# allow from loopback
iif "lo" accept;

jump base checks;

# allow icmp and igmp

ip6 nexthdr icmpv6e icmpv6 type { echo-request, echo-reply, packet-
too-big, time-exceeded, parameter-problem, destination-unreachable, packet-
too-big, mld-listener-query, mld-listener-report, mld-listener-reduction, nd-
router-solicit, nd-router-advert, nd-neighbor-solicit, nd-neighbor-advert, ind-
neighbor-solicit, ind-neighbor-advert, mld2-listener-report } accept;

ip protocol icmp icmp type { echo-request, echo-reply, destination-
unreachable, router-solicitation, router-advertisement, time-exceeded,
parameter-problem } accept;

ip protocol igmp accept;

# for testing reject with logging
counter log prefix "[nftables] input reject " reject;

}

chain forward {
type filter hook forward priority 0; policy accept;
}

chain output {
type filter hook output priority 0; policy accept;

£ LERRGIE:
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o FEERBRIRE N drop, HERERMT reject MM, XEMKREFIE NILREERIGEHELE
e localhost #EO _EMFRE REE WD IFo

* base_checks #RAESBEIIEREXNFIEE, XAIRREHEZRNEANKEER
SBALE,

e |ICMP 1 IGMP &i@:d fEF— A% E RSB R IR AT

o HBBLIARE EREBLRFNNSRBMTTE A B nftables B, BRNE—%
AT I R — M S,

23.4.4.3.1 EZER
BX nftables FNFAER, BEW:
e https://www.netfilter.org/projects/nftables/index.html 2 Hfg_L SRy

e nftables FMT https://www.netfilter.org/projects/nftables/manpage.html 2

23.5 M SuSEfirewall2 1T

Q xE: HAutoYaST 8l firewalld B2E

BB (AutoYaST $Em) By “Firewall Configuration” —¥5, T #R1{AI)9 AutoYaST £
2 firewalld BcE,

M SUSE Linux Enterprise Server 12 BfEAIARS B ALK E SUSE Linux Enterprise Server 15
SP7BY, SuSEfirewall2 #iF=E, HaFREEINRE. EXRRBMEH, EtEHRFohE
%% firewalld, firewalld B@&BhFEI%MIA susefirewall2-to-firewalld, %l
KO RERFTENITITNS, WolfEkK, BEBURT SuSEfirewall2 BBEMNSE#Y. ERAERE
SR, FELERT, BH4IERN firewalld BBEHML AL,
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RANEERE firewalld BT AE—ERZE LXMATF SuSEfirewall2, EF5FIRA
firewalld B9INRE, EEILUEZRCIEFNEE, MAB=HXTRIARE, AIURESEBITAFE
AN susefirewall2-to-firewalld fids, EAEARSTHEHNRAMEKAEEN.
BE, NMREETTEESERS, NETRESWIE,

LRHIEIT susefirewall2-to-firewalld:

# zypper in susefirewall2-to-firewalld
# susefirewall2-to-firewalld
INFO: Reading the /etc/sysconfig/SuSEfirewall2 file
INFO: Ensuring all firewall services are in a well-known state.
INFO: This will start/stop/restart firewall services and it's likely
INFO: to cause network disruption.
INFO: If you do not wish for this to happen, please stop the script now!
5...4...3...2...1...Lets do it!
INFO: Stopping firewalld
INFO: Restarting SuSEfirewall2 init
INFO: Restarting SuSEfirewall2
INFO: DIRECT: Adding direct rule="ipv4 -t filter -A INPUT -p udp -m udp --dport
5353 -m pkttype
--pkt-type multicast -j ACCEPT"
[...]
INFO: Enabling direct rule=ipv6 -t filter -A INPUT -p udp -m udp --dport 546 -j
ACCEPT
INFO: Enabling direct rule=ipv6 -t filter -A INPUT -p udp -m udp --dport 5353 -m
pkttype
--pkt-type multicast -j ACCEPT
INFO: Enable logging for denied packets
D T =2 R i e
INFO:
INFO: The dry-run has been completed. Please check the above output to ensure
INFO: that everything looks good.
INFO:
INFO: H#HHHHHH A
INFO: Stopping firewalld
INFO: Restarting SuSEfirewall2 init
INFO: Restarting SuSEfirewall2

XERARERY, ERARFERHEER AR I XHULEES:
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# susefirewall2-to-firewalld | tee newfirewallrules.txt

BN 7 15 T 51T
-C

RREN, MAESIHAFHITENR, AL, BSUELHENBINNENZREHEIS A E
FALEED, XEBEHFN firewalld BBE, FHIIESHHITEDR!

HBRED, EEALETERIER bug RS, ESAINOREKREBURER.

HEH R

Tk, HAZRVIEHEIR!

FRI. RYBESMEMEREHES.

23.6 EZER

£ /usr/share/doc/packages/firewalld B[ EE X firewalld HEEHNEHE
EMEMY, netfilter 7 iptables B RIETT https://www.netfilter.org 2 UZME SR
T KEHX iptables —215 B AY,
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24 PBEE VPN k5528

REGEMEEREN, HEHBRBREFLE, BHIFMAEEETELEM,
FAERMERM (VPN), ERIUEATEHNME (GISNEEXMEE Wi-Fi) REIER
M4, VPN iL@EZARENANEN, HaIATFEMAR, ZEESTBUAEER
OpenVPN (https://openvpn.net) 2 @IS L2 HM (WAN) BEEE 0T HAE,

24.1 HEZHEA

ATEX TS VPN BRI —ERE, HEEMRT —E5%.

24.1.1 AKiB
7=

BB I . RE P ImA B ARE P i
Tap i8&

Tap IR EIEIMAIANIZE (OSIREIARME 2 B8, BFIG0LCKMM) . Tap k&HATE!
E2 W4, BT AL IR LUK Aot

Tun ig&&
Tun EZEEP SN =ML (0S| EEFKE 3EE, FEIPE) . Tunig&ATRE,
CIESEN]R s

B%iE
BEEAHMNEHEEMMIB. NEARREE, BEREFIRRESRSH[/ILEZEINE
¥, Bagdmz, BREXEHEFTEME,

24.1.2 VPN Bz

FULILE VPN EEN, B IP 8@ TeiEEh, BER LUFER tun 5§ tap 1&&.
XIS R BN EPINZIRCITERE, BB SEI LUK MIEL IP hil/ 6 &5,
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AR =ERERF (B30 OpenVPN) #REILUE B B1E1EE tun 5 tap 188, LURWIRIERA L
X, ZRERTEAUELLEEIRET NE,

RENE VPN EZNRRAREE TS, ATHERNE OpenVPN 46, REHEM VPN 3R
£, OpenVPN AJERMIER FiE1T:

E& A3t VPN
HREERENEZMRAE. EHMELLFENX VPN BE, FBREEIER. L, ©
AVFAFEAZE MTU (RAEHRET) WREKE, BESWIFER, NRENMX EEE
Samba AR%52%, NetBIOS [ BARIEETE, MREHFE IPv6, Mim L tun i&&FRIIREH
IEFAMBRM S IFE N, B 24.1 “ERAT0 VPN BIBLTIEAZR,

LAN 2 (192.168.2.1/24)

ethi

o ATIAN/ B 2R
etho
[ et
=
HEN 2 (BEFH)
tund (192.168.0.2)
EHH
VPN [iE -
tun@ (192.168.0.1)
HEN (BRER)
(]
etho
[ =
AR

eth1

LAN1(192.168.1.1/24)

24.1: A VPN
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HiE=( VPN

280

FHEREEXMNBAL R, NMREHFEERILE Samba 5 WINS fRS2BHIE R TiER
VPN JI%E Windows XHH=, MEIERTHE, ¥HE VPN EAMS TAP g &1RIX VPN
Inm 2 BIFEERRE, HESE 2 BERUAMNL, FLLATLUERIE IP il (B0 IPX) 3Rk
TR BN AREF. B2, HER VPN WRRILERAR VPN BEf, Z—EE2
EREREEN TR, TIIEREE T AR,

FE1
TAP I&EHEEAT VPN s A S, £ 2 E VPN R=EHRSEsE WE 1) HTFiE
(W28 2) BEiELiE,

BFE2
ARZZgsim (H128 1) BY TAP i&% tap0 #FHEEIER LAN 1 IO ethl, @i
W17 bro E3X tap0 K% 2 BREFiEE VPN MIFELEIZEFPE (H282) &4,

BE3
ERRSS2E (Wla8 1) MZFFim (W28 2) MWim, TAPIRE tap0 &I AL
#Oethl, REEFIHML LAN 2 195 2 ERERWE LIRS BWE LAN 1, &
ZTRFRo
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HHEN 2 (FFRH)

o ATHu/ EE R 2R
eth®
[ e
—
tap (192.168.100.2/24)
B
VPN M5 -
tap® (192.168.100.1/24)
o etho
[ e
3 /RE 2R
HEN (RSE)
24.2 : HHEXVPN-FE1
HEM 2 (B
- /B 3
ethe
| L e
—
LAN2—— eth1  tap® (192.168.100.2/24)
EH5R
VPN P -
LAN1— eth1 tap@
k broe (192.168|.199.1/24)
=]
etho
I [mezd]
iR/ B8 28

&N (RS

24.3 : HHEXVPN-FZE2
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it 2 (BFR)

o3 il =R

o ethe
|| ...... =

—
bre (192.168.100.2/24)
(g;l;ﬂ)_ eth1  tap® (192.168.100.2/24)
( EHER ]
VPN P
sy et tapo
\ bre (192.168.100.1/24)
I = [
" ST/ BREn SR

EH (ARSSEE)

24.4: HEXVPN-HE3

FESEERZENEEESET, BEN VPN TEHTT IP I #E, mHER VPN TIBTEL

24.2 |Eﬂ$ U_”Jl_w}?_x

FEULTRBIF, HMVEGE— RIS VPN B8, ZaGliiBEimE— P in5E 1 RS2E
Z BB VPN f¥iE, fRIZERY VPN BRSSESEAFAR IP sk (HI%0 IP OF SERVER) , BFi%
fEFE IP 3k TP OF CLIENT, iBMfRIEZFRIMNES H A IP iRz

=5 XATFMR
TEHB RG], SESEHE VPN B, BEIEALTAENESSE, FX
TEAESIRE IT RN R M,

O xR BEXHNEH
7T E1E OpenVPN ECESX ARV IR, FRATEINRENA THOAE:
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* & OpenVPN EBEXHMIEBE R /etc/openvpn H,
o BEEXMHHEZ A MY CONFIGURATION. confo

s MRBEZNMNXHEFRA—EE, BERXEXHREENTFER (B0 /etc/
openvpn/MY CONFIGURATION) H,

24.2.1 FCcE VPN AR5588

EECE VPN IRS528, 1HHITLUUTRE:

i1224.1 1 VPN RS EEE

1. EHHREZEAE VPN BRSS9 BN LR % openvpn 48,

2. 7E9MEE, Ll root B{3EIE2 VPN HZEA:
# openvpn --genkey secret /etc/openvpn/secret.key
3. BNERAEHEZ iR
# scp /etc/openvpn/secret.key root@IP OF CLIENT:/etc/openvpn/

4. QIBZEELITHNAR /etc/openvpn/server. conf X1&:

dev tun
ifconfig IP_OF SERVER IP OF CLIENT
secret secret.key

5. BELIEEESLUTARARM /etc/sysconfig/network/ifcfg-tun0 XHIEE tun ig
HicE:

STARTMODE="'manual'
BOOTPROTO="static'
TUNNEL="tun'

TUNNEL SET OWNER='nobody'
TUNNEL SET GROUP='nobody'
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LINK REQUIRED=no
PRE_UP_SCRIPT='systemd:openvpn@server'
PRE_DOWN SCRIPT='systemd:openvpn@service'

openvpn@server fxiZfEME /etc/openvpn/server. conf 1) OpenVPN BRSS
BEEXH. BXFMER, iBhR /usr/share/doc/packages/openvpn/
README . SUSE,

6. WIREFEAAE, BB YaST H4TH UDP ixO 1194 (LEHAF > BHiAdE > I1FHY
ARS3) o

7. @I tun IEEILE R up BN OpenVPN RS 28RS :
> sudo wicked ifup tun@

RN SEBRHHINES:

tuno® up

24.2.2 BCE VPN EPFim

BECE VPN B, BHRITUTRE:

318 24.2 : VPN EFIRECE

1. &% VPN i+ 841_E %% openvpn B4 E,

2. BIEBESLUITHNAR /etc/openvpn/client. conf:

remote DOMAIN OR PUBLIC IP OF SERVER
dev tun

ifconfig IP OF CLIENT IP OF SERVER
secret secret.key

BEE—THN ST IP OF CLIENT Bt AIRSEBMIEZ AL IP thilt,

3. EIBIEEEUTREM /etc/sysconfig/network/ifcfg-tun0 XEHIEE tun i%
HEE:
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STARTMODE="manual'

BOOTPROTO="static'

TUNNEL="tun'

TUNNEL SET OWNER='nobody'

TUNNEL SET GROUP='nobody"

LINK REQUIRED=no
PRE_UP_SCRIPT='systemd:openvpn@client'
PRE_DOWN SCRIPT='systemd:openvpn@client'

4. MNREFEMPIAE, FIIE 241 VPN RS EECE" BPEE 6 FrRB5E) YaST HTF
UDP i 1194,

5. B4 tun IRFIZRE N up BB OpenVPN BRZ 28RS
> sudo wicked ifup tun0

RN EEREIANER

tuno up

24.2.3 ik VPN ;RIS
OpenVPN p¢ThEaNfE, AU Ta<MR tun IRE&RYRT M :

ip addr show tun@

EIRG VPN EE, BERFIRNRSSBIHER ping RAECIESHEERE, MEFIF ping
RSZ28:

ping -I tun@ IP OF SERVER
MBRSS 2% ping & i

ping -I tun@ IP OF CLIENT
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24.3 ERIEFRMANIIIKE VPN fkSSes

5242 T FRRAIBTI, ERTATFEEIF. ATRENAHNE—I RN AIFZSNEE
B9 VPN BR$323. Iidf2ERAARRIARMZEN (PKI) 52 PKI UL TAGERK: RSE[MNED
BEPIHN—HAHRZAMMAER, UR—TARAS N RSF[IEBNE A HIEREZBGIES
IR MK (CA)o

g E B RUTERLSE:

1. £243.1% “GIEBIEH”
2. £243.27 “BdE VPN fRSS28”

3. 824337 “BEE VPN EFIR

243.1 QIEIED

ERILAEEIL VPN B2 81, BFP ARG FBIEBHITE NI, HE3fH, RSB[{HHAXS
BRI B#HTEMINIE, L3R AEESH8IE,

SUSE Linux Enterprise Server A58 H, UTRBRIGEESESZT—TRALEIET CA
IER. IRSI[J/IEPIEFIHIER,

ARSZIIEPEZERA PEM B, RINERNZEAFRA PEM & & PEM RRAEHIE] VPN AR
%28 LB /etc/openvpn/server crt.pem ., RIMBAREAFZEHAN /etc/openvpn/
server_key.pem,

BEFIRERFRA PKCS12 (Bi%) & PEM &, PKCS12 MARIERFEEES CAHE, HE
FESHIE] /etc/openvpn/CLIENT.pl2 A, MIREFEEE CA M PEM BAFFimIEH,
BEEEH|F /etc/openvpn/CLIENT . pem F, fIREEE PEM IEB R EIRZ P HIEH
(*.ca). BFIHZIA (*.key) M CAIEHR (*.ca), BEBEXEXGHEFHEENEFHE LM /etc/
openvpn/ #,

CAIEPHERFIRSZSBNENZFFIH LM /etc/openvpn/vpn_ca.pem H,
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O == HaEPHITESD
NREERRZFIRIEBSEIRFFIRIES. ERIRZHAM CAILES, EETHENER
i E Y OpenVPN EEE XM HiRIHABN X 4E (BSI024.1 VPN IRZ528E0E X
®"” ) o

24.3.2 FEoE VPN ARS528

¥ /usr/share/doc/packages/openvpn/sample-config-files/server.conf £l
Zl /etc/openvpn/ {ERBREXHHEM., AGEREEENEHITEE N

f5 24.1 . VPN PR 2EE %

# /etc/openvpn/server.conf
port 1194 @
proto udp @
dev tun® ©

# Security @

ca vpn ca.pem
cert server crt.pem

key server key.pem

# ns-cert-type server
remote-cert-tls client @
dh  server/dh2048.pem @

server 192.168.1.0 255.255.255.0 @
ifconfig-pool-persist /var/run/openvpn/ipp.txt @

# Privileges ©
user nobody

group nobody

# Other configuration
keepalive 10 120
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comp-1zo

persist-key

persist-tun

# status /var/log/openvpn-status.tun@.log @D
# log-append /var/log/openvpn-server.log B3

verb 4

@ OpenVPN fiilr8y TCP/UDP im M. TEEMAERIIFZmO, BEESNE 235
ZEAPANEET o VPN BYFRERRO A 1194, FLERI LIS ERIFAE,

i UDP 3 TCP,

Tun 8 tap €&, BXRBENER, BERE 24117 “KiE o

U TTEERRSSSS CAIES (ca). 1R CAZE4A (cert) MARS 2B (key) BIMNEFT T
HEITERTR, XEETRIES 24.3.1 1 “BIEIER" FERB,

ERHRER RFC3280 TLS MNIBAHAEAZ IR BEAANFIERE L,

Diffie-Hellman &%k, AU T <eIZRTEXH:

© ® 0

© O

openssl dhparam -out /etc/openvpn/dh2048.pem 2048

R VPN 7MW, AJi@id 192.168.1.1AR11ZARSE 25

0 HELATEXHPIEREFFImMEREIN IP MaIREY, HIRS[BEAUNRETFE (EERB5h
&) FREXLARTSBCHY IP sth3ikBY R o

0 HTZR2EER, BUBREKISIGETT OpenVPN STP1ERF. Ak, BEIEENERLEFMBF
nobody.

ZAEREIXRI — 1S W R E X HFHFR:. /usr/share/doc/packages/
openvpn/sample-config-files,

@ ERILAT R EERITHIENEERESEH ( “BRIERSEMRE ) BASRHXH. 2K
N =B A LRI,
FrEREREEANERET journalctl E MRS HIEH, MREELZNEEXHE (I
m, —MEREFER, —MEIERER) , BINENEXHBFERIGER. XL
RRINEEREX M, TEAGIP, KEZE tund (BXE devis?) —EEN O,

FRINBRT, BHEEERE A syslog,. EEHFSFRAUETIIITN. EXMERT, FiE

HEYE AN /var/log/openvpn-server.log, AESICAE logrotate RS, BXE

ZEMEE, 1558 0man 8 logrotate,
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SERILECE S, BILE /var/log/openvpn.log F&%& OpenVPN IRSBMWASHEE, BN
BoitticEfE, REN=ER:

. Initialization Sequence Completed

MRAKRBEUHER, BFARERS, BEHPERSEEARTEL TREXHFRHEIR.

24.3.3 FEZE VPN B im

¥ /usr/share/doc/packages/openvpn/sample-config-files/client.conf E%l
2l /etc/openvpn/ fEREEEXHHEL, AEREBESENHHBITEE N,

f5124.2 : VPN EFmECEX 4+

# /etc/openvpn/client.conf
client @

dev tun @

proto udp ©

remote IP OR HOST NAME 1194 @
resolv-retry infinite

nobind

remote-cert-tls server @

# Privileges O

user nobody

group nobody

# Try to preserve some state across restarts.
persist-key

persist-tun

# Security @
pkcsl2 clientl.pl2

comp-lzo @

0 EELHEIREF iR,
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MRS E. B iRMARS SRS AERERIEE.

hile ERSRS R LERNIZE.,

XEBEFIHRN— MR, WREFImEEZNENEEERNRS 2.

BR G IP OR HOST NAME #i#79 VPN BRSS2:RVAERN =M R Y IP sk, FNBREE
R TIRSHHEO, ERILUREBARE VPN IRS8BH9%1T remote W, B RTANRE
A[E VPN AR5 88 2 BT S B 1o

0 HTZRLRE, BURENEEIGEIT OpenVPN SHFI2FE, Altt, 1BEENFERLANBF
nobody.

BERFPEXYS. ETFLRELFER, BASMEFIHEMER XXX,

FRES. BRERS R EUBERTESEN, TERLSH

© ® ® 0O

®© 9

24.4 {£F YaST ig& VPN kS5 2880 E F i

XA LAERR YaST RI&E VPN ARSS2%, 1B YaST #EIRAZHE OpenVPN, #MRMHRT IPsec thiY
BIZHF (TEERY StrongSwan H5LHL) . 5 OpenVPN —#%, IPsec 2 %M VPN &1,

id#2 24.3 | i2E IPSEC fR5322
1. ZE5) YaST VPN #R1R, EEFRLN AIERF > VPN BXA1E F i,
2. TEREET, EPBSA VPN FHRER,
3. EQIET VPN, BREHE VPN, ARBNEREZT,
4, EEETF, EENX (RS2 o
5. ARERGZE:
o FRAMHAZEEANZ2@EANERIE BN Z2ETNARRES Linux EFRHIZE,

o IEfft Android. i0S. MacOS X & imaYih et A B2 IEEFHhRZAEY Android. i0S
M macOS RAELIFNELE, WARUEHEMMARZMNOLEMIRIENTIRZEH
REREM,

o f2f Windows 7. Windows 8 & F i1/ a4V A 22 Windows #1 BlackBerry i&&
REZFNEE, WARUERMMARZMNO<LSMIIEAIERHIRENEt.
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6. ZIEERH, BRERIESNRIL, &
o

TREH, ARBNIEER, BEHEHITH

7. ERELITIED VPN & P imih e TR E S U NEIFRE] VPN RERRYIAEIR, 2
XBRER IPSEE, BEERA CIDR LA CIDR R IEEXLSCEH LUE S 73R,
Bx CIDRERAIEAMEE, ES W https://en.wikipedia.org/wiki/Classless_Inter-
Domain_Routing <,

8. EEFURAVHIALMT, $ERE VPN MAEZE P imie Y 1P it A&,

9. BEHETTMALLETE, YaST VPN R BaRHE A AEMN, UAEFEFimEE
Z# VPN,
EEEEERE, BEMENMIAEORREE R, E2FFII VPN BT systemctl
status EMHIL, HAIEEFSKRZE VPN RS EEETEEEMREE.

245 BZER

BX VPN RFRER, 1BS0:
e https://openvpn.net 2 : OpenVPN FE 3T
* man openvpn

e /usr/share/doc/packages/openvpn/sample-config-files/: RREHEMRH!
[

e /usr/src/linux/Documentation/networking/tuntap.txt: AF&RE

kernel-source B8,
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25 fEF XCA. X IEPNZRIAEIESSEIE PKI

gL, BESHALZFHAEMZEN (PKI) 2 H openss1 LAEFEEN, T
REAER TEMNEIER, SUSE Linux Enterprise Server 15 SPT 2t T XCA, Bl X
WEPMZAEE TR (https://hohnstaedt.de/xca 7).

XCA FIGIZFNEIE X.509 IEF. IEFHIEK. RSA. DSAF ECAAAZEA. BaeRUK
IEF MY (CRL)e XCA 2 AEIRMLIZFMEE B SRIERMANM (CA) FRrFEr—
13255, XCA BERRATERIERIIERIAIBE X &R, NEFNEERIRE.

25.1 Z%E XCA
XCA B xca e et

> sudo zypper in xca

25.2 GlEHh PKI

XCA RFr e NZEIEERFETEBURE . JEERER XCA GIZH PKIBY, Agscedscft >
HZMUEERIZR—NEIERE (B 25.1 "6IEH XCAZHEE" ) o
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X Certificate and Key management x

i EtTH &
SRR Ctrl+N
SRR ctr+0 | R
TR SRR
RITITITREGER ... »
WEREINEUERE
&= »
BH Ctrl+Q

L

ﬁ MM'; ?&h’/'

25.1 . RUEFF XCA iR

25.2.1 GUEFHHIR CA
T B BN IR AR CA,
1. BEIEHETE.

2. BEHRIEBR,

3. BEHFRDR, EEAREBRFNEBIVERT, ¥ [FOA] CARIR, ARBEEET
Fo

4, BHETMEDR, QIE— AR TATFERIBIRRFAIR CA ((XFE XCA RED) -
BB ZHBRNFER. ERAREANNPIFENEREMTE.

5. EALSATHFIRPEREWEELRER WRE) , FEBEH— TR,
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6. BT BRIk, RIEFERETAES. BOANESEER 10 &£, IEBHRHEIIRS L
R AMARNERN—E9. &FAFREIERER—MEA URL, flilhttp://
www.example.com/crl/crl.der, TRifE, BEHEEEH.

25.2.2 GIEESZBIENIUED
T R R EEBMARA R M ENIES.
1. BHEBHEINE, RESEHEIHRE,

2. TERIEI £ _EiESF [BA] TLS server, AGBRE SN AR, XESET B, ZHA
iE=H Netscape EDRRFNENAE, EERAE7, EFEEE 25.2.1 17 “CIERIE
CA” HhelZAIER,

3. BEFMETRE, IE—NETE XCAhERHNRNIEN. RIFERENZ
HEERENEHZ, ARG EZHANFE XMFENIED, BABHMN
M AP ERN FQDN, ttZFFAI L ENMFEEFR, WalllE5lE. 5
i, R jupiter.example.com 2R Web k3528, FBEEHEHE DNS CNAME
I www.example.com, FBA, ERILUER www.example.com {EAIEHHHY
commonName B, ZEEHFIFIEPRIMEREMARERS, FFERTHRAEM “HRN” 1%
Ho EEFRENFARES, HER—THEHR.

4, BEY EEBR, AINEESEERN 15, MREERTIHIRE, BRENVARHE,

5. BIEEIEPRETIRAE, RIEBNUESNTNEE—1, XCALLPEM 3 DER XS
H CRL HERIMABNAIGER, FEILTEIESR URL BN EEEIX =, fli0, #EF http://
www.example.com/crl/crl.der X#8 URL, £ CRL 34 =179, BE4RIERH.
BANEH URI, AFREHRM. BEHIIEML .

BEHHEERH,

25.2.3 MIHIUED
1. BEHEHETE,
2. ARBLEBRHEWIES, REREEH,
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3. AREHNEERHEBEZRR CAIEH, S CA> £ CRL,
FEEIEE CRL MEHEA R T E o

4, EEHFOPRERHEIIFRET £, ARPTNERD CRLHXEERES H, EFFAENRER
(DER), AREBEHHE,
BRI CRL EFIBIFAMAIERR CRL 94k SR RFHINIE,
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26 fEM sysctl TERENZLEN

Sysctl (R4iTH]) TEITHIELLIMRERAARAMGE (B0 Linux MEHER) BIITANMRZ
S, AILTE proc XHRSKM /proc/sys PERXLESH, AILUBTRFES NS#HHXHE
REEFRNFZAZEH. B, XEERFTRHAGRE, STERAESISHEER. Eit, &
ITEINTE sysctl EEEXHHEREFMBEN, UWEESRBARNNAXLEN,
FERREEZ IMEEXRNTE, MUKH Linux WREIhEE. RIERSEERAMEREAR
RE, WATHNELETSRINEEAREE, AJUERA sysctl TREFOELFISEE,
WNRFAR:

> /sbin/sysctl net.ipv4.conf.all.rp filter
net.ipv4.conf.all.rp filter = 2

EWVAUTIEE, BIBEREXY /etc/sysctl.d/. ZXHEELL . conf FEER, F0/
etc/sysctl.d/network.conf, BX4T, iEE man 5 sysctl.d,

RIEERIMEANRE A T FIRPHIEE,

® # the default setting for this is 2 (loose mode)
net.ipv4.conf.default.rp filter =1
net.ipv4.conf.all.rp filter =1

g BB AMEIRINE IPv4 RABRZTIER. SHREMEAN IP 2ESnL@Edzite
O A, MRAFRIERBHRFLDESERIAENELED, WEFXEN, %
IRE R AR IERLESERIEY P HRIR I, 90, D IUEL4ARSS (DDoS) K.

® # the default setting for this should already be 0

net.ipv4.conf.default.accept source route = 0
net.ipv4.conf.all.accept source route = 0

GBS AERE IPv4 GRKFIRE T SSR AT E, EHREREBNERETEL,
g ERTLBALE IP BEER, BEEMEIMGAEENEN, SNWETEEEEZX,

® # the default setting for this should already be 1
net.ipv4.tcp syncookies =1
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297

B IPv4 §1 1Pv6 ;5 A8 TCP SYN Cookie fR1F. XFLARR T TCP thiR5IBV EIELARSS
Wi, XMRIPRL CPUSER—NIVINEL, EEFTFREREESHNEFERR, FiF
MHEE—INEREE, REEXELTEUEMANIERES TCP EEZR A RIEER. %
MHIRTZLBM TCP 1Y, FLLEFRLE TCP MR RS MM A, BRAER
ASHNBER FEFEMER, XEFTEXNGER TCP SR HM TCP LIRS EHIT
X753, MREFIT RS LR TCP ERNFRS, BAKERREESHK.

# default is 128
net.ipv4.tcp _max _syn backlog = 4096

TCP SYN backlog X 7 HEAZ 15t — 5 AN BRY SYN B3k, —EBIBATIRE], MEaEHE
FREHRIEN SYN €, HEFTEZIIM TCP ERE (8(F SYN Cookie (RIFENTAN) - 1§
KULERT AR EF XS TCP SYN iZ - HHIRIF.

# the default setting for this should already be 1
net.ipv4.icmp_echo _ignore broadcasts =1

BI LUK ICMP [EINIEK (ping) &iXE| IPv4 [ #EE, LUFHEMSERBIIE /P toit,
SHETEMELFHIT ICMP 5Z#, IISES SRR B AR #EutAY ICMP BN
28

# the default setting for this should already be 1
net.ipv4.icmp_ignore bogus error_responses = 1

g BRI LU SRR BB BN AKBEIRESIEREEX . EXFHAES, 15
£ 01 RFC 1122 Requirements for Internet Hosts -- Communication Layers 8955 3.2.2 &f
53 (https://datatracker.ietf.org/doc/html/rfc1122#section-3.2.2) A,

# default should already be 0

net.ipv4.conf.default.accept redirects = 0
net.ipv4.conf.all.accept redirects = 0
net.ipv6.conf.default.accept redirects = 0

net.ipv6.conf.all.accept redirects = 0

BRAER ICMP EEMHER. XEHEBHMXLIE, SEBENESHIERIMNEMERIELF
BH, WE&EAEShAXEEEMRLER DAL T,
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https://datatracker.ietf.org/doc/html/rfc1122#section-3.2.2

net.ipvé4.conf.default.secure redirects = 0
net.ipv4.conf.all.secure redirects = 0

FEER 2" ICMPEER CRERBLEFIAFRINMXIMK) NEZERFIRLD. BRIE
SV E, TNERLAE.

® net.ipv4.conf.default.send redirects = 0

net.ipv4.conf.all.send redirects = 0

TRANAIE IPv4ICMP EEM, FRIFERHBMELS.

® # default should already be 0
net.ipv4.ip forward = 0
net.ipv6.conf.all.forwarding = 0
net.ipv6.conf.default.forwarding = 0

BNERLBRBNRFLEA IP A,
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27 @REN

BARENZERATITLAEE IT ~aReMENSENR BEARI ZNGE. RAESERE
JRIztE, DURUASERZEFRETME, ARBRINENAETLOAE RELIhEEEK (SFR) LCEEFTE
BIRIFECE X+ (PP) o MNRRE BT (ST) BIEX ST ERELRS (EAL) 4BE, ErRTLIEERAR
EFmlZL2IEE. (R2BITNEXRBESSE PP — MREEHE~mAIEHN PP, )

27.1 &

BRREX ITEFRPHNEEHERE. KENERA—KELHENERE, MAR— M EHE
HAREIHEERS K. BAKNIES (EALT LUTES) HAMRANEIRMAEMMLER
BR, BAAF AN T —BEENEIRAFERERNERNE: B, EABRILET R
grigit, AR ESEEREBENN, HEEEFMER~mitE TR T,

BIEB N mRERENE AR AT, WENIIZMES” RRURIZEE 7TRAREE, H’
TEENTmEGEBRRNE#ITHR, Att, BRAENSEHIEEEER, B5IT FanREi
KIN—IRZEE2HE BTN,

27.2 L RFEZR 5! (EAL)
T HRER R o BRSNS E, FKFSEEM 137!
e EALL: ThaEM

e EAL2: ZEHgMR

EAL3: RFEEMIANICE

EAL4: &%t MhiAFIEZ

EALS: F ikt i

EAL6: FZTUIERUIERYI AR

EAL7: FZz0(LI8IERYIR AT
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EALl BN~ RHEELLERIBHEARRE, EAL2 Bl EALA NP ERERF, EALS Z| EALT #
RS UNRSEINERE. IREINFRMMNZITZERUIRS RS RESESR, N EALL K2
TR A RS RESR T

27.3 —HefE=RN

FIEFPIASHENET U TEN, EEENX HCHNRERENRELS X PR MAIEC
B, FEBXEEN,

RuJaeEAA RN
EIER, MEZEREH, EREFATEEMENSEEN. FRMEEIHERESESR
SLeMNBRER, CHAIRIKRATRIINMING, BRESEERMEEMLPE
AR, HEEEREANENRARIREIER, ERNLERAGHNESAAIEEEE,
SUSE Linux Enterprise Server 353t LA T B #170%

o AFizi2% R (openssh, man ssh(l)) BIMLRERE (openssl @

<, stunnel)
e XX (gpg)
o UFREMNENXHRSA (dm-crypt, cryptsetup)

* VPN (ipsec, openvpn)

RIMREGERE
RERZHHNELREREFERFINR/ NIESRER, TERITRE RN Z#HEISXHE
TERRLEE, ERURGIFIELENREEE. §ia, ErIUEUEEERENREE,
MAEFEEFERNRGE, 5130, 7E YaST $i%#F apache2-mod perl ZEEIE B
EERE Apache REBBTTFIRNFIEREE. BES AR, LUEEREM
WIBRFANKIX RN, EILUERRNRS, HFUHARMEDT (M) REEIEFNE
RF K B

IRSSFRE — EIRI RS EETTARRIARSS
AJRENERT, RSHENETRATRE—TIRSH—TNAERF. WMREEHEREBKRIIFIA
—IARSS PRVERAHERRE (RISIZERFE RIFIAREMARSS) , XRREIRTEERNERIE AR

5o
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ARG LIRBIARSER AppArmor 2—MERIIREIS . BXIFMES, 7S
WEVES “Ed AppArmor [EFIEAY” 1 apparmor FAA03,

SUSE Linux Enterprise Server X#FEREIMUIRAR, RAEME—IRATIRS[BES
1, BEXNTRSFEELEREER. A, BMERATELINEIERRYIEITENLIE
TRRSFIRENIEERE, T ENBEE. FIE, BRAEEEFRBEMNNEESH
AETERT Linux RIFEEHIZREMi=E8EE .

RgaE YD
PITEHEMREERRIENTHEE, ERNAAMRINKEHIE R T LEALL, ERE
TENR2BHIRRIHERN—E D, URKREDEEES L
RIREZIEIIA R E D G INER RATEMRED. BFMHVIG/FRRSEREE®
HRRAIEHIZ ISR+ 0 EE, WEEREBIRERAFZTNER, Flil: REE (rpm-q - -
queryformat="'%{INSTALLTIME} %{NAME}\n' PACKAGE NAME)BYZZRY[El A5
FiP BEX GRS H B X
SUSE Linux Enterprise Server 15 SP7 Figt T 24T H, sl AFHNRABAIRKIHEIH
ti. TRAEERZENNEHITEE,
BB INEERAXENBRERBMNELS AIDE (BRNBRNIFE) . YEiETl#T
VI kEY, SeIBRSPIITFREEXGFIMMEXXGNIEREIERE, XFEmM I UEHEG
REGFRE B R XXX HRITTEMN,

=& 5]

INSEER AIDE, SR MIEES S BEREETESANCE. BN, KE
EMREAEENG T2 RN IERE, SRR RAR,

W E WA B ARG T, BT RIS, EFAENE TRaEX
ERRZNBHFIERET, RERAATN/LETETERE. i, BEBINE
A4 (REEHERERESXHRANEMEMRTRS) RTERERE,

FAR, ZEEMNNAREFSSTENEUEELR Y. rpm-qlv packagename =7/
HURGEHREENXH, RPM FRAIFFERKA, FEHIEREBTHIR. AILUER - -
queryformat Ss¥fTIETIAFIRE. FIA RPM BIE4THEE, AIUEHEMEEREEEEFEN
X G EESIEENEREM.
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274 BBZER

BARENTHEAIREEITGIREF S miVEEEE, AXNARENEETERENTERA
PRGNS Z RS, BFENERENTMEXE “EERER .

g, BEITHMEREERBRNBBUEEHTER, ERERER setuid UWUARMEEERIZEFE
BFRUSENHERE, BXNTRIUERZERIER,

® B3k SUSE Linux Enterprise Server £ INEMINEERIFAER, 1SN https://

www.suse.com/support/security/certifications/a,
e https://www.suse.com/support/security/ 7 ERtT SUSE ZL£&RMFIR,

o BREEAENTEEXIEIN, SIFS2IUATFMI:

pam(8). pam(5)

apparmor(7) F1&FHFMTT

rsyslogd(8). syslog(8). syslogd(8)

fstab(5). mount(8). losetup(8). cryptsetup(8)

haveged(8). random(4)

ssh(1). sshd(8). ssh_config(5). sshd_config(5). ssh-agent(1). ssh-add(1). ssh-
keygen(1)

cron(1). crontab(5). at(1l). atd(8)

systemctl(1). daemon(7). systemd.unit(5). systemd.special(5). kernel-command-

line(7). bootup(7). systemd.directives
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28 JSH FIPS IRTVLART & FIPS 140-3 1Rk

FIPS 140-3 R— 1ML 2INIERER, BTRIEFAEQAREFHNMNERR, BEHBESLNIE
FofE (FIPS) 140 i AR EEERINESEARRL (NIST) AHRRINZERIRE TS
EN—RIIITENRERE,

NREBRB N EEBRIPBABITEMSE, B4, BHNMENBER (Fl0
openSSL. GnuTLS #1 OpenJDK) FIgERERFSELFBE EIEIR A (FIPS) 140-3, 40
REMMEMNAREREAIALR L FIPS #23(iz1T SUSE Linux Enterprise, NRFFAE
WX FERIEIT. NERMEEXBA FIPS BXMIES, UREEIFAREENEEN
HE1%,

o &BE . SUSE Linux Enterprise Server 15 SP7 #1 FIPS 140-3

SUSE Linux Enterprise Serverl5 SP7 & #{T@BMEIAIE, {BFR<HIE NIST FIPS
140-3 iNiE. BXEFMELR, BB https://www.suse.com/support/security/

certifications/ ?,

28.1 FIPS #'s

FERMLEFMZNARFHEENXE FIPS SAMENS RN E NI X LN AREFRRE
INEREIRIGIEFZRE (CMVP) (3ES I https://csre.nist.gov/projects/cryptographic-module-

validation-program#) ,

MY FIPS 140-3 FREETF 2019 4F 3 BIREHEHEUL T 140-2,

28.2 {AIBY/EHE FIPS =1\

L5 e FIPS FEAETIHAIR
FIPS VEEBIERE%, REASTENT AR, ERKZHE. Wit FIPS BURHE#TE
LB BRBIEIRKT
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BXEFEHECEMENMNES, LLFIPS RIUz1T SLES. &N, F AL FIPS IEIIE1TE
EIJ%—}LO

TEHRFRZNER FIPS EXN—LRE (NRLERBIEKR) !

* FIPS BERM. EaflERERLWIENFEMER L, FHiablENRERLIXLELZIIE
BEARNRESIMEZ#HIX M. EREEEREIAIER Z# KX .

o FHERFIRERBIFTNRE,
o HitIRRIEREERK, REBEINERN ZH#HFIX AR L RRAEZEL MRS,

o BINERNT#BIXMH (5180 ssh. sshd # sftp-server) SERBMNEITEK, FHXEXL
WERINNA 2517, XaSEMERE/IMETE.

° FIPSWEREREER, FEAEFENT IR,

28.3 LI FIPS

RIFEFIRE P patterns-base-fips #ffFE,

BB TR RS ERE patterns-base-fips HEM FIPS i8R, {ERJEEMTHITIHE,
BIUNEFEME, HEIHLE MR FIPS IEIEH.

28.4 B FIPS &=L
U321 BB{al /B A FIPS =T :

1. BNBRT, rlRERSRERM fips-mode-setup 55<H crypto-policies-
scripts M8, WIRARE, EAIUFERASIIHNARREZERME, AEBRARNZ
FIPS 23, ZENESRKRARKIGEN FIPS:

> sudo fips-mode-setup --enable
Setting system policy to FIPS
FIPS mode will be enabled.

[...]

Please reboot the system for the setting to take effect.
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2. EFSISHERU TSR FIPS 1R :

> sudo fips-mode-setup --check

FIPS mode is enabled.

Initramfs fips module is enabled.

The current crypto policy (FIPS) is based on the FIPS policy.

3. EEA FIPS R, 1FIBTT!

> sudo fips-mode-setup --disable

Setting system policy to DEFAULT

FIPS mode will be disabled.

[...]

Please reboot the system for the setting to take effect.

BT LASE RS LA T kD

* --no-bootcfg: ZTEAARREMIEESISMERER, MEVEFTEZRMEIAZFLITH
B, Bl5h: EMa=iATE s390x EH1T zipl, BURFERIEESTETLESIS.

* --is-enabled: MEZRL FIPS RWIVKE, MREBREATA—E, No5IREIKMEIR
REB25 1,

28.5 Samba/CIFS &<z #f MD5

RYE FIPS 17, MD5 ARREMMAERZE, TNMEREBRTEMNRIL. MRENNEIFETS
FIPS X, HEBHNEF ImIARSEUNTS FIPS EXIRINETT, EHAER Kerberos ARSS
Xt Samba/CIFS AP #ITRPIIE, ZPRUAIXEM, RRNFIEHEM Samba HHIRIEET
#E & MD5,

BXiz1T Samba lRSZFBHVFMER, BBM (FHEEERER) B “Samba” —T5,

286 BEZERE

BXIFAER, BEL:
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Man 8 fips-mode-setup

Man 8 fips-finish-install

ManT7 crypto-policies

Man 8 update-crypto-policies
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29 Z{IFRITIEBEL 2R (PCIDSS)

ATHRIPEFNELES, MEEARARNATBARKRABHBREERE TR, E1E
S RITU SRR enEE M T RIPSAFURERXNE A E, UKSERZEBXAVIEN
FHRERBENTREIMENRZ 2, BXFRER, BEEUEMRITIEIERZ 2147 (PCI DSS) 15
# (https://documentation.suse.com/compliance/all/html/SLES-pci-dss/article-security-
pcidss.html.2)
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30 fEF STIG 5&1k SUSE Linux Enterprise

STIG &’ Security Technical Implementation Guide, BlZs EFAEERRSH
(DISA) B4R 2= [ERAER (DoD)Y LRI, SATRE#A A% Security Technical
Implementation Guides (STIGs) FH&EkRF 90 XREFIXLEIER,
HNERAL L ERALEERGE, ZAARKEIRL, WRIEREERAEEMERIEH
IEHITRGAISR (MBS XTEIWLE) , UREXER (RAREHEH) FREENRE.
ZERMALHIEE AR REMREIRE, FINIRIERS. HER. BUEE. PSRN, 5
ZIRSEBMIRNANGE

B XNMEHEA STIG 381k SUSE Linux Enterprise RFRER, B2 https://

documentation.suse.com/compliance/all/html/SLES-stig/article-stig.htmla,

309 | SLES 15 SP7


https://documentation.suse.com/compliance/all/html/SLES-stig/article-stig.html
https://documentation.suse.com/compliance/all/html/SLES-stig/article-stig.html

31

32

33

34

35

36

37

38

39

40

41

42

Bid AppArmor PRI4FAY

AppArmor f&jfT 311

A 313

EFiZF %% 318
FREXHAMMIEE 327
AppArmor BCE X 177 E 360
58 YaST M EERREXH 361
MEs ST E X 371

£/ ChangeHat ¥9% Web N BERFBEE X4 398
£/ pam_apparmor FREIEF 409
EEEMEEEXHNNARER 410
28 412

AppArmor RiEz&k 421



31 AppArmor f&7Y

FEReRARAEHEFPNER=EN, EHEFRERREERERBENENGETT
o MRZEFPEEN bug SBEHERSE 7 LN, NZEFGRAEHE.
AppArmor® B—ENHAERZEBALER, T IBTHNISIEFNARIESl, AppArmor
AFEERBIAALEREXGRIEEEFUTRITIENS,. T2REXHEEZF N
XU AT HRATRIRERN TR, AppArmor MEFIEAFIE, MEREIFREN AREFRT1TAE
RENAEFNZS, FAFEEURRANNFRERERENA, ShEMBRE,

31.1 AppArmor 1%

AppArmor B L T ER 4R R :
o B Linux* NAIEFE AppArmor EEEX 4 E, R IEFRFEIRRBNXMG,

o HITH NN AERFER (40 DNS ERMAF FHIRIE) FrFERY AppArmor EEEXHE
ik (RREXHWEER) BE.

° BFFRMIETR AppArmor BEEXHNTAEEN, HEATCAUNREEE X H#ITERLUL
BNENEER, EAUNEE MM B E XN AEFSIRHEE X .

o ETFEIRIERNNARER, XENAIERFZEF AppArmor, BEISETIRFHYFHIZIR
HIAUKRIEAR 2%, HFEHE Apache,

* AppArmor #8XBIRIZ IS REXRYITHIRI AN, F3F7E SUSE® Linux Enterprise Server %&
#;_to5m%lI2hE AppArmor KB,

31.2 BxAppArmor BEEXHHENERER

BX AppArmor WEIFMZ2MFAEE, FSIUATXXH:
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SubDomain: Parsimonious Server Security, {E&: Crispin Cowan, Steve

Beattie. Greg Kroah-Hartman. Calton Pu. Perry Wagle #1 Virgil Gligor
48 AppArmor BI¥IIAIRIT AR, 7E 2000 £ 12 B1ERR 3 S il F /R R B FF Y
USENIX LISA =i ERiEl AR, IEXERE RIS, NRIIEEMINEES &HTHY AppArmor
FmAE. XEXAITAF THRERAIR, TaeRERARE,

Defcon Capture the Flag: Defending Vulnerable Code from Intense Attack, {E&:
Crispin Cowan. Seth Arnold. Steve Beattie. Chris Wright 1 John Viega
E1RWFHY AppArmor BRI ERIES, U EERERBARBRTEN L 2]
M, 2003 £ 4 BIEERWAFF DARPA Information Survivability Conference and Expo
(DISCEX Ill) i HA[a] kiR

AppArmor for Geeks, {E#&: Seth Arnold
X HSH B trE i i5E Barith 7 i AppArmor BYRS AR T, BIi@id https://
en.opensuse.org/SDB:AppArmor_geeks 2 3R1F
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32 AI']

BIFRERUTE, UMENTERS EMINEFE AppArmor iF AR :

1. BAEBMEREXHNNARER. BXFARES, BENE 3237 "EEENEIEEX
TN ABRER -

2. RIEF 3247 "WENEHREEXH PNEERRBMWERENEENXM. WEERHA
ERNERERECE S

3. BHEMBEAETUHELTEXN AppArmor HIRETRIERNELLEMHEHRNY, 58
MIENEEX . BXFARES, BN £3257T "EMENEEXH .

32.1 & AppArmor

ELLERE(A SUSE® Linux Enterprise Server b, TieRETHILREE, NPT EHIE
17 AppArmor, iE{T5EEINAERR AppArmor EE TEVIHBIRGE:

® apparmor-docs

® apparmor-parser

e apparmor-profiles
e apparmor-utils

* audit

e libapparmorl

e perl-libapparmor

* yast2-apparmor

0O #F
MRIEHRF _ERLZEE AppArmor, R apparmor G EURETERN
AppArmor. AR YaST MG EERRHAITRE, HEEMSITLER Zypper:

> sudo zypper in -t pattern apparmor
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32.2 =ERTZEA AppArmor

EEALEHZER SUSE Linux Enterprise Server £, BRIAZRSIE AppArmor ELE HiEiTIR
o AILLEE A R AppArmor BYIRE

M YaST RS E1E28
B ERRS | SHPTHITRR A F 5P EBRIURINER Y5 | S 2R E RSB A
AppArmor, E5|SERNAREER.

£/ AppArmor BEEHE O
B LAERS YaST AppArmor $=HIER X F3FTH AppArmor, UTEEITHRHNRS ETRE
KB, FEEHIERPPIRITHESFEINE A, TFERai% AppArmor ELESE5hE
%, HERRS|ISFIPERIRMENS|SHIZ,

EBI MRS 5| SEFHITRIMI A E SR EER AppArmor SKARHER, ERITUUTIRE:
1. F5hYaST,
2. ERRY > RS EER,

3. ERSBYIFRAPESE apparmor FRIEMNITIEIEH, REEBONTFRPBEERH/2
Fo 1E apparmor (THRECEHERETEERNEZEA,

4, BHHERITHIA

AppArmor AEERSESIFHIEN, ESRFIFINRT, BEEEMSTHER. A
YaST v B2 TR EMBAIRSHIRES ERARS £ M.

A “AppArmor BEEE” BOEEITHHNRS LU AppArmor BURES. NAXLEERHES|
SRAE, XLEBFREEM. B AppArmor BPRE, BHRITUUTIRE:

1. EEjJYaST, iﬁ?%App/—\rmor@E%, %EEIEDEPEE-IQ%O

2. %A= AppArmor LUS R AppArmor, SREGHEERIZETEE A AppArmor.

3. B AppArmor BELEB ORI
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32.3 EREMEREXFHINARER

EBREERIPEREREFTRRIKGNIER, RIEABTHREFEREEXF. EAUTYI
RKMERIERZF:

PILRAIE
Web N BiERF
Cron 1B\

B R 2 L NS iR QiETH AR B E XA RH#HTIREI, 1B root Bz
1T aa-unconfined,

{51 32.1 ;. aa-unconfined EYigH

19848 /usr/sbin/cupsd not confined

19887 /usr/sbin/sshd not confined

19947 /usr/lib/postfix/master not confined

1328 /usr/sbin/smbd confined by '/usr/sbin/smbd (enforce)'

FHIFHRE not confined MEMHZERRIREREE HINVECE XM RFITIRG, iTE HUHIE
B35 AppArmorconfined by 1R

O =7 B8
BXRNEAREMREREEXGNERNARENFAGER, BENE 33210 "HEZE
HeEgHER

32.4 MENEECENXF

SUSE Linux Enterprise Server £ AppArmor FEMi T B EMEEEXGHE, BTREENN
R/, ItHh, ErIfER AppArmor R AR AEF LIRS B SHNEREX .

EEREXHERMMAR. —M2FH YaST AppArmor IEIRIZHNER FilR, B—M2FEH
AppArmor EF B ERENGSITIR. FEXFITET, YaST 245 AppArmor BCEXHFRIEZ
Ihee, man<T TRONHEUERM S N EH/ AL & XK.

NEMAREFRITUTSRUCEEE .
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1. I root 5143517 aa-genprof PROGRAM NAME, it AppArmor SIEEINAIN BIEFED
BX .
17
BEIEIT YaST » ZLeF AP > AppArmor BRE > FElANEE X G HIEE BEWEIREXH
N FATZF TR R ERE, REMEREEXH
ASBENHFNERREXHHRBEETEIERN, XEKE, ERIERERITHRERDN
FVED, BEAEFSNEZRHITIR,

2. BITNAEFBFRERIE, ik AppArmor T ##ZFRIEINEDD.

3. 7 aa-genprof BHEN s , LUELL AppArmor SHR7ES I 2 hAE A H E XX
AppArmor B EEREFEITHENCRNEE, ARERENIERNENFHFIKEIHN
MR, BTN X HITIRE T EBEAC.

4, KIENAREFNERY, AJRRMMES D E IMPE 3. REINLMAER, EREIFZFGTH
TRAEFALETAFNASES. EEMRRTINAEFIIERNTETCE, ErsEum
KEBE IR,

5. 5EfX aa-genprof /5, EHEEXHENZENEGTIE. RASNAZEEXH, ™
AppArmor FIRIEIZACE X4 PR HIN B2~
NRENARFNMEEREX G TFITIFEN, MtV ARZFE5) aa-genprof B, Lt
FEEXGTREHIEFIARENEATFEIRT. BEXERREXHRIANESER,
BENE 37.7.3.2% “aa-complain — #FNFIFHEIRY” ME 37.7.3.6 T “aa-
enforce — HNBRHIEIL"

ERERENNAREFRITAENE—DIES, WIIRENEEXHRE, EEBERT, 2R
HINN AREFRRIRFETT, BREFSRIEE AppArmor BESRN. MIREFEIINARERFHNE
LITARE, FRERSKAS, UHAE AppArmor [ ARRFRREIEE I T, RIBRS
LEFRERRIBENG, ATMUTILMIEZE AppArmor BET:

/var/log/audit/audit. log

8 journalctl | grep -i apparmor

< dmesg -T

ERBEEEXMS, AHRE 37.7.3.97 “aa-logprof — AL HE" FidBE RSN AR
FHEXNAEERS. RBRER, BEHRERRNR RS,
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O =7 Bze8
BXEEXHMENBRNESZER, BENE 34 5 "IEHAMHHNE
E . B36E “fFR YaSTHEMEREEXH MFEITE “MpPTHREEEX
% .

32.5 EMERVECE XA

MENARREERRENERREMER. Eit, ATRERERTEHAX AppArmor WEEE X
HIREHTT—ENHIE, AppArmor RINBERLAEUNE BT E TS REMNIBR S EM
AppArmor E, HAWFEXMELEXHFHITHEN AR, FEERREXHE XEERNEMA
N BT A@E aa-logprof iR, BXIFMER, 1FIHR 5 37.7.3.97 “aa-logprof
— ABRSKEE .
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33 EREFRE

BEEVCRWITBENARS, BRERTARENNEFHERERE, AERUEFRIFERFNE
2, FIA AppArmor, BRENIMEHRETRE THEFWERE XY, XA T&
W BNEETHRNITIEE. AppArmor BEE XX H A& FIH1 TSRS IR RIZEF (VNI TARIRE 1R
Eo

AppArmor RN BB AR UFRIPFNARER, MLEHEESRRAMmM I ANZENG, 25
AppArmor. 1ZE AppArmor BEXHHESITITEIGE, ENRANTARERS, AAE
B taRHIHIT AppArmor B2 HRBE, F AppArmor RIFIEFHHEETR A RE K.
BEERBCREXIPLEASZIRENNAER, HACNERBREX S, Xi¥F, RHERE
LFLEIE IR 4EP AppArmor BRE XX EE, LI IEIT AppArmor IREINEEIERHIEMES
REENBEEHRR.

P RiZR5ERE AppArmor Hiz1T. B “B&” 517, EREMAFRRER

s AppArmor A= MBS BEE IR M, WNRNBEFRNRELENZE B E1E AppArmor
BeEX A oEH AppArmor fELE, BIESFEEREINBAREFNEE XS,

AppArmor BiL T — N ENUAN B2 F R E XA S LUFRIPIOER Linux BRSS. EFRIPEMNBTE
FF, EER AppArmor TEAZBERIFHWNAEFCIREEX 4. AENAFEFRBNE
KNFEIE, MREESHMIFIHEMEIE AppArmor BEXHRVES, 1BRIIE 34 = “ILE A
HFEER” « $536F “[FH YaST MENEBREXH HEITE “MHSTHEREEX
(G

AppArmor SIEESMEF A LUEE. 5 ANMAITHLES HF, URADIFIHRIMERD, M
HMEARSRERAIARITH, XBRTENEFRIWITENMNIZINITHRE, MAah
TEMIZ(E, AppArmor SXIEFHITIRE, URIENERHHERISFRANEMIRS,
AppArmor @ —E XN NEBHEZEFIFEEEIS R, MET, HREEARMAR A0, B
AEMNZBHNABENDHEZRAMTEN, AT, MANKRSBZARTRFER, REN
FRAFREEHMERS (B9 Web. B, SXHFMITENARSS2]) o AppArmor SIEHIFIMLEAR
SMEMBERIZFRIARNIR, UM EREEF B ElNEREHTRE.

() #==: AppArmor RS

BEERNMEE T # AppArmor REBERNEMAES, BE2RE 3127 A%
AppArmor EEEXHHENERER" o
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33.1 AppArmor HEZEE T

AR IEETT AppArmor B “IFa” (W% YaST REERE) FrALEMBRERIR,
AppArmor EEEX 4 B & BRETA A RS RMNAN A X 4, BXFHANSEREXY, 5SS
DLEE 34.17 “9fE AppArmor EEE X" o AppArmor BIFEStaFIHITIIE X A HE SR
LRIFEHEZHIERF.

UTIAESE5 AppArmor BLEXHFRERRIIDE S5aF 1T :

aa-status
aa-status AIREZITHAY AppArmor FREIFE Fh L ERRESE Bo

aa-unconfined
aa-unconfined AN AL LIEEIEIT. SMIAMEERE, BRZ AppArmor BEE X4
RIFNERINBIERF. BXILTAEMNFMAEE, BSNE 37.7.3.127 “aa-unconfined
— IRBIARZRIPRIHIE”

aa-autodep
aa-autodep FINKHEIEFIFRZ AR ER LRI E X HCIRESIER, £RIEE
XAERBHWMEHEFITIFER, LIRS AppArmor M (&) KIRZEHIRBERFEER
TH. BXRILTAMFAEE, BEBNE37.7.3.1 7 “aa-autodep — BIEEIAZE
(E S

aa-genprof
aa-genprof JEMERREXH, HEREBIHITNBERHEMRFER AppArmor
REEMIBMHESRM UL EEX . Ras@d—RYR#ES | SELENBEFRIT
R AN EES Y. £EREEXHE, RAMBLEEXGHHEEETEFIREN. §
KL TEREMER, BBME37.7.3.8T “aa-genprof — ERMEIEXH o

aa-logprof
aa-logprof ZUREAXFEMECER FiTikS5@HRINE AppArmor BCE X HPRFRT
NN BREFERNBED. ErUEBEEEXEEXHFPERMINDG, BXILtTAEAF
ML, BEBWE 37.7.3.9T “aa-logprof — FHEREFZHE” o
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aa-easyprof
aa-easyprof {27 5 B REFRER AppArmor BEE X4, aa-easyprof sz
IEIRAN SRR AR IRR N AREFNEEX 4. RELT AR TFEMSER, EHLARE
T ErRER. REEANHRNHRE, aa-easyprof TR EXXH A EABRSILL
£/ aa-genprof 7l aa-logprof S)EA & X E/ D —Lk,

aa-complain
aa-complain B3 AppArmor ECE X M FEIRUINIREATIFIE . RARICRA
FEE XM MNENER, EFatmTREXH. AXLETANFMAER, 5S
D% 37.7.3.2 T “aa-complain — #NIFIRHESIER” o

aa-enforce
aa-enforce A& AppArmor FEEEXH NI IFIER TR EEFIER . RARIERERR
WNECEXGRPMgMUENER — KEFITIEEX 4. BXILLTANFARER, 5S
MEE37.7.3.6 T “aa-enforce — HNBFHIER”

aa-disable
aa-disable AJZA—1 % AppArmor BEE X HRGRGHIRE. Ithdi = MAIZHED
HEENXMY, HBALETE AppArmor BB IIEIZEEEX 4. {#F aa-enforce #1 aa-
complain SLAEF AT EXUIEITH,

aa-exec
aa-exec AJZEPEEM AppArmor BLE XX HH/H B = BIFARBIIZER. WRERIERE
TEEXHMEMTE, aSRZIMREZMTEPIEEEXHRE], NRIETE T R
Ta], RERHYRIRAINEE X GRR. MREEXGFMBIFTEBIRIEE, SERRE
MECE X H 1T — MG aa-exec BIT—H¥,

aa-notify
aa-notify @—MEFIHLARER, BErREREIFEFETR AppArmor B, &
HERUMEHITERE, UEREENRA/IRBNHEE, EXFHESR, FHR
26 37.7.3.13 5 “aa-notify” o
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33.2 MEZEHRZENRER

IEEERE AppArmor, BFIGEEENHNBEEX NN ARERF. FEWREEXHN
2R RN IRAIER . LT EF R IGEERZFRI AR RINER, HLtfE
FX A2 B A] LA T FE P ARR -

cron {Edk
cron EHIEITIVRERF, WRRERZEECREZMRENMN, AILUERSINETT, B
BEErLUER root U217, 180, cron AILIEHIETT /usr/sbin/logrotate 3k
Bit. EEEL£BEE, EETLUBIHMEREIRABRSE. ETROMERLERER, 5
MEE333F “fEcron fELLRE

Web R FHIEF
Web 425 0] LUEBMITEE, B13E CGl Perl B4, PHP TiE MR EE ZH) Web N TS
Fo BT RNAIEIRILERR, BFBNE 33417 “FWeb WAERRE" .

PR
BEEARMKHONERF (RS{BHMEZFIR) o BEEAIRMNNIUISESHEREF iR
PN, XERFEIETHAERERAFZERIINR, MAMINILEREEREZ
IERIERREN, NEER Web WuLFEE B F i LGS AID, BT RINAERIE
12, BEBNE 33427 “EMEAERE .

MR, ERCARIFFRIEFWEEEXF. F, SNRHAATLGER cp BFERERIXH. B
F cp RINEBEBBSNEEXHHFEREEX M, SRARKINTHANEEXF. Fit, cp Al
IAE I RSN A Y EC B S RENS IRENAN B NBIIEfRIS o

33.3 f#Ecron fElRE

EBEHE cron iIZTHERE, BREEHZAM cron BBE, cron BEBBIEEE S, ALEEKRE
KEWXH, EHB cron I EEF U XHIEITHY:

/etc/crontab
/etc/cron.d/*
/etc/cron.daily/*
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/etc/cron.hourly/*
/etc/cron.monthly/*

/etc/cron.weekly/*

crontab <A/ RIELBIAFH crontab, Ei21E root B cron e, EEIEA
root AP, SAIGfEH crontab -e {RIBESTEA crontab -1 7IHAES,

33.4 ENKNBRREFRE

M aa-unconfined TRAI LB ot &N AERELE X HHIMEARSS 28 TP,
aa-unconfined TAfFH netstat -nlp s RKQNMITEANAZBHAKIRO. S5XLLimOE
KEXHIRRF IR IEENNEEY AppArmor BEEEX &, A5, aa-unconfined SiREXLEIEF
UK S8 MEREXELR AppArmor BBE X4, MNRERFAZRGI, WiRE “none” .

Q =
NREBQEFREXY, WNERHEMEREXHNIZER, EHZE AppArmor &Y
BRURH,

THEZ aa-unconfined i R:

3702@ /usr/sbin/sshd@® confined
by '/usr/sbin/sshd@® (enforce)'
4040 /usr/sbin/smbd confined by '/usr/sbin/smbd (enforce)'
4373 /usr/lib/postfix/master confined by '/usr/lib/postfix/master (enforce)'
4505 /usr/sbin/httpd2-prefork confined by '/usr/sbin/httpd2-prefork (enforce)'
646 /usr/lib/wicked/bin/wickedd-dhcp4 not confined
647 /usr/lib/wicked/bin/wickedd-dhcp6 not confined
5592 /usr/bin/ssh not confined
7146 /usr/sbin/cupsd confined by '/usr/sbin/cupsd (complain)'

0 FHIRES. IESEMFIZFIHE ID S (PID)o
@ FE_MAR—FNH, ARBIAEFHILIEEZ
REMORTREMEFNEEXH (MRET) -

)
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Q iE

aa-unconfined FE root 1%, BARIEE AppArmor BECE X HRHIFIINRIETT.

aa-unconfined RXHWLEEO, ALRIREFABRZIRNHIE, BEEZAREETMNITNER
LAN ##ZOM#E,

FAFRMERFNBEFNEXMBFNEEIZEME. aa-unconfined TESKNHIRER
P imiz BRI T AR E, BXETFHIT aa-unconfined SHFETIETEIEITHIE F inR
BF. X— N, RANMERSSFENET, MMEEFIHNAER TR SENE
7o

M P ML E P RN REFR A AppArmor BEE XA NIEEUATF R F B RITF. Fitk, A
RRAPMEE P inNARERNEEE XHERENBL AP NES,

AT EEohEFSENEIEFE, aa-unconfined e5$3F - -paranoid &, ZEMER
SAE EEETHNEE, UKATRES & MHZEXBKH A XEXBIX R AppArmor BEE X . X
ERPMAUBES MEFEERE AppArmor BBE X .

MREHEFNHESENEEEX Y, ERSERNNRAERNTHAS, &#RE
apparmor@lists.ubuntu.comEB45IR, AppArmor FIPAEEEZEEX Y, AR
ERARERIEAZE SUSE Linux Enterprise Server B, BT AFRIIESEMREXYE, BEaR
HEERAELZHNEEX 4,

33.4.1 {EWeb NARERREZE

EEX Web AR, BTN Web RFZ28ECE, Apache FHEMARS N BIEEE 4L
K&, BRI AENYARFREFETZSTIERP, XBRATARMEE, BIAMERT, SUSE
Linux Enterprise Server ¥ Web N FfERFEME7E /srv/www/cgi-bin/ 1, MREATEEN
1 Web M HEZFEE— AppArmor BL & XX,

HEIXLIEFfS, AILUfER aa-genprof #1 aa-logprof T AR EFHE AppArmor BL &
X1,

BT CGl @3 Apache Web ARS3288H117, HLLEHMIT Apache B BRIECE X 4
usr.sbin.httpd2-prefork (G&FF SUSE Linux Enterprise Server B Apache

2) #H{TERR, LURIIXE CGl BEHMITNR, F190, 7RI /srv/www/cgi-bin/
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my hit counter.pl rPx 1T Apache #1177 Perl iz my hit counter.pl BIAR,
HEREEmy hit counter.pl WEBREXH. MR my hit counter.pl &BXE
HERBEREXH, WHNALZIERE /srv/www/cgi-bin/my hit counter.pl rix, fE
my hit counter.pl4t#& usr.sbin.httpd2-prefork B2E&X{.

R P A ek Di A Apache TTEEAAMNE CGl BIZIEERITARLLIRE B, BIERALIE—
ERIFIENPRIE T CGl BIAMES, XB—MENRAZE. B, &M /srv/www/cgi-bin/*.
{pl,py,pyc} rix{TERIF Apache $11T /srv/www/cgi-bin/ #LL .pl (Perl fiiZds) #0
.py 3 .pyc (Python filZs) ZEERFRIEX M. N EFR, PN ix 53K Python M4k
& Apache BB X, XEERATFEREANEN CCl H4HmE 2L E X HrIIE R,

Q =
7£ Web N ETEFAIE Apache 3R (mod perl # mod php) B, MNREEEFHIZRE
HIHEIR (apache2-mod-apparmor) IhaE, MITE YaST e <STHRNEE XA, &
FA ChangeHat ThEE, EFBFHIZRT, IBSMWE 3827 “E1F ChangeHat B2
BEF" .

ZfEA mod perl A mod php By Web N AIEFMREEXHEERMATRIELR. 7T
XFIERT, “program” & Apache HEARIEREIZMERENEA, ALASHIT, M
AppArmor hig#9 Apache B SFrIER URI B FRM M FEEEXH ( “1BF ) FEA
change_hat(),

Q JES=
BT AT 2T ZFFAIEETRZ URI, BURTF Apache #ECE NIE I EIIE IR
. WMREZHFRF Apache EEENRMAREZHMAIE, H AppArmor $5HI51R)EM
FHE, AEXHHRSHIARNRIR, BHERE 405 "EECWELE XN HEE

3tF mod perl #1mod php flds, XEiEKH Perl fiizdssy PHP S1maYR . Fla0, ARMUT
FEREXHRFRIF Llocaltime. php TTERITH AR A RSB EIFXIFIZE 4!

/usr/bin/httpd2-prefork {
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# ...

~/cgi-bin/localtime.php {
/etc/localtime r,
/srv/www/cgi-bin/localtime.php r,
/usr/lib/locale/** r,

}

MREAREXFEEXH, AppArmor hizf Apache 3§ DEFAULT URI 8%, BETRM
T, ERLFEREEXHEERLUFEER. AppArmor 7EERIAIE R TIRMHAY DEFAULT URI f8F
WP

~DEFAULT URI {
/usr/sbin/suexec2 mixr,
/var/log/apache2/** rwl,
@{HOME}/public html
@{HOME}/public_html/**
/srv/www/htdocs
/srv/www/htdocs/**
/srv/www/icons/*.{gif, jpg,png}
/srv/www/vhosts

/srv/www/vhosts/**

o I B I B I B B |

/usr/share/apache2/**

/var/lib/php/sess * rwl

EiE 4 AppArmor BLE XA T Apache LMIBRIFRE M TIA CGI A, EiVRiE
DEFAULT URI FALEXH. BXfEMA Apache [REI Web MAEFIFHAER, BENE 38 =
“F M ChangeHat 1% Web N BREFMEEXME

3342 EMRAERRZ

BEENFTEMEREXHNINERSHBTIPFEFNNEE G (650 fetchmail 5

Firefox) , BNAETENLOARKEL. FIh, EEEEREIXERAMNNER, HAH
FREZNIEFRHEEXS. WRENEEFRMNBHRONFIEREFRHTEEXS, Ba
WEHERRE AppArmor BECE X HRER, MITEHENITEN ERIXHRS.
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fERRMWIER (F1%0 nmap) MITENIMEFEERS 2 ERABRNSEIRO, U root H7
fEM netstat --inet -n -p s MITENIREREHE. ARKEEHEN, LURERLERF®
o P & IR B s O A TR A

0O &F

BRFAARRERNETRIFASE(RER, B5E netstat s <HIFM L,
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34 BECENXFAFIIEZR

A% AppArmor EEE X4 RIEFIN ARZFIIRFIEEEREBEEW,. AppArmor it 7 Z#HTH
REMOIRBIEEX ., BERHEIVIEHE, EERE—SERTHNESEANSINETERL
HIRZ FARE - HARE SR A& Y I IR A BT TA PR SR B

RETERHEES RN ENEERETUN A BV EERREN AREFIEEX

%, AppArmor =T B T AR IRELE X4 EHRANEL,
EREMEREXGIERG, ERETF T2 AppArmor ILEXHRES. BHRITIHRE,
Mﬁ?ﬁ%%ﬁ#%ﬁ#ﬁhioNmmmm%EY#@@%¢T%%EWL@$HTE%%
BEXHREREER:

Include X
include &8 B FIEEXEfth AppArmor E2E XX HFAVAARER Y, BIfa U HEc B X HFBIEE,

ii:E
HRE2RE NN AEFES DR include B4,

EFIR
EFREEETRATEFEANVEEXARA include EA

IJJ EI/E POSIX.1e (https://en.wikipedia.org/wiki/POSIX#POSIX.1 #) Linux ThEEAVER &
XA, B B TS AR RIES TR R R R R THILERE,

P45 1 i) 45 ) BT
P& T IRl A T st i SRV AN S R IR R 48 17 7]

REREEENX
T

REfE EE X B ZAYIRIZETT T

XA iR
XA RIS E N AR R Al A RIS &R

rlimit IR
rlimit BUAF & EMTHIN BZR R ERES,
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MEBEXHBEEMREREXHNEFNER, BEENE 3327 "HEZEERBHER -
EFaER YaST 1332 AppArmor BBEX 4, 1B#EIF 36 = [ YaST WEMEEIIE S
"7 o EfER AppArmor S LITREMWERENXMY, BRINE37TE “MaSTMELREX
% o

BXBZ AppArmor BLEXHHE LTS, 1552 man 5 apparmor,

34.1 92f# AppArmor BE & X4

ENAR BRI UK EZREXHHIERE, REENGEMEERRFIEEX A
T, ABIER TR /usr/bin/foo MEHIN FRIZFRIECE X 4

#include <tunables/global>@
# a comment naming the application to confine
/usr/bin/foo® {©

#include <abstractions/base>@

capability setgid@®,
network inet tcp@®,

link /etc/sysconfig/foo -> /etc/foo.conf, @

/bin/mount ux,
/dev/{,u} @ random r,
/etc/1ld.so.cache r,
/etc/foo/* r,
/lib/1ld-*,so* mr,
/lib/lib*.so* mr,
/proc/[0-9]** r,
/usr/lib/** mr,
/tmp/ r,®
/tmp/foo.pid wr,
/tmp/foo.* lrw,

/@Q{HOME} @ /. foo file rw,
/@{HOME}/.foo_lock kw,
owner @ /shared/foo/** rw,
/usr/bin/foobar Cx, @B
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/bin/** Px -> bin generic, @

# a comment about foo's local (children) profile for /usr/bin/foobar.

profile /usr/bin/foobar@ {

/bin/bash rmix,
/bin/cat rmix,
/bin/more rmix,

/var/log/foobar* rwl,

/etc/foobar I

# foo's hat, bar.

@ ® 6 © ®© O

® © 9O

329

~bar@ {

/lib/1d-*.so* mr,
/usr/bin/bar pX,
/var/spool/* rwl,
}

tEAMBEETEE XX .

ZIREIFEFRIRSE LR,

E1ES ({}) BfEinclude BA). FEENXMF. BEI. NREAMMEHHIALS.
Ith35 % =1REX AppArmor BEE SRR 4 LU (L FR B X

IHREUE AR B AE™ 29 POSIX.1e EZXINEE,

HTE 70 R FARE R T MR IH RIS, BXRAT, BB £ 3451 “WEIHIEHE
&7 o

BEIEXHIN, IBEFEHRIRMBR. BXEZER, BENE 34767 “HEHE” o
LERTERES ({}) AFFRFINE AT RERNE, ER— N aJierNEAT TSR,

BRI, IBERFA UL HRANMLEX, BAETMNE—IBNTEE XHHLEITER?F
(BIEENRANBA) , FEHIETAFNHRER (Fld0 r RRE, wRkRE, XK
THIT) « BENFLAIUEEEMERNZAFT (SBAFIRE) , BHAUTES
PREREAENXGEAR . AILUERASEI RS HIEXHERRESEMES, £34.71
SFPRIAIAIETD PR T AT A IAIE S SRR,
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T ERT BA— T EENE ML E X BN A Bl E,
@ HEEFHAN, BFMAFPMAEXHIIEENIR. BXEZER, B5EE 34781
“WEEFHEAN” .

@ LITENX T B AHEE S /usr/bin/foobar B, 55 34.12°7 “HuiTiEzl" rhig
TR ARITIRI SR SR,

@ EFRAUTL2BEERERD bin_generic BEBEXHMZELBEXXHER. BXIFAER, 5
BME 341277 “GREEXHER .

HECE XY /usr/bin/foobar ZELLER7 HE Xo

@ LtEHSIATHRARERN “BF FEEXM. BX AppArmor ChangeHat HRERIE L4
T, E8NE 38 E “ER ChangeHat & Web NARRFEMNEEXHE”

RIEFRIEREEXHE, WEFRAAREEXXHPIEENXE. BN POSIX ThEE, XLLR

HIR3T Linux I EIEHEIBA 52,

il E3IR1G CAP_CHOWN Ihek, 2R iaefsE =M Linux ip1al4EHI T i1 CAP_CHOWN (&
B root HEMHE) , HEHEEEXMHHHIIZE chown I8, SILEM, EEEBEN /
foo/bar X, EFHIXHBHPHIUSEIERIAF ID MEXL, HEEEEXHPNinig
& /foo/bar w

iH/ AppArmor NI EIREIERTE /var/log/audit/audit. log (MIREZRE audit
BHHE) . /var/log/messages H, HIVEZRTE journalctl B (MIRKXLEEHRN
syslog) o AppArmor FLEE se B M AMKEITH, RETETHRS T MHEXHIIIHIRI
PR b5, TEEAERT, AppArmor BREIERA LU B E & 1E M AVERIFBREITE AppArmor Frft
WX HER,

34.2 BCENfFRE

AppArmor FIiRBIMFHARRBENREX 4. tREREX 4. RXEKWEEXH. ZHtiic
BEXMHMEF. MEREXHNRRENEEXHRRINEEX Y, ZBEFMHEE /etc/
apparmor.d/ FRIENXHF, FMEEXHNEFBEXREEXHREBIRNNFEEXH,
BTN ARFIFES R E R E LIRS,

330 BRE SCHHE | SLES 15 SPT



34.2.1 PREEEXMH

AAIARY AppArmor BEE XX PRI H B MKEXEIRER, Blt, EBEXHNRIIGIISHEZREIH
N T2 BB 12 AR LA,

/usr/bin/foo {

}

BYKRZIRHFIEHNIT /usr/bin/foo B, FisBEEALLEE XA,

34.2.2 RREXWVECEXF

AREWEEXHFAIEBEXGRARITEF, REAZEXREKEINARRERF. RXEXB
REXHNRIAEFEXEF profile, ERILIBREFREEXHRR, BEETUTES:
BIAEU : B FRFL. MRBMESER, BIRKEHEESISH. MRBRILL / Tk,
MFIZECEX A RATEREX M, R TR NECEXFEAER:

profile /usr/bin/foo {

}
/usr/bin/foo {

}

RYUKIEA = BEfERARREMNEEX M, AEET Px SN EMECE I ARX
R EX . FEASREEXHER (FERE 341271 "GREEXAEIR ) 5
change profile MM (EBIE 34257 “EN)” ) BHEXEKIER,

—MRANHARGEENEEXH (FW /bin/bash) REIMNAALREFNERLEXHES
RARKBENEEX . ellErRATREABHRGEIAF,.

34.2.3 ZHIECEXfF

ZHECE X RIS A B N R IRV AiEF Behr S AREFRE L T IRIRE, HsEA
KUTFAREREXHS, A, ENBRATXREEXHF, FLlprofile XBFHFk:
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/parent/profile {
profile /local/profile {

}
}

BEMANSHECE M, BER ox MW (BBRE 341227 "BSEEAHECE SXHRITIET
(cx)” ) BimpRECEXMHHEI (BT 341277 "G RELESFREIRT )

3424 1MEF

AppArmor “18F" BFAMEEXH, ENIFEE—LMIMNIRE], LUKAITFER
change_hat #%#2|XEREXHMRAAN,. BXIFMRA, BHENE38E “EH
ChangeHat 193 Web N BREZFHNEEEXH" -

34.2.5 ECGRN

AppArmor 127 change hat # change profile #Nl, BFEHEF%#R, change hat
SR BE X4 EXMEFHRIERE, M change profile MNUSSIABS—MEREXH, HIX
#=F change profile FFk:

change profile -> /usr/bin/foobar,

change_hat #1 change profile #iRHNBREFSRANREXHEIR, MEERBD

B ATEF. change profile TEMENEAEE N ZEBIREEAN R R

#, change_hat {REFIEEMNRFHEE, Hb, NARFIIMRBEXHTIREIEFIEEX
%, NRERMERNNZEZH, NHEGEIMENREEXH.

change profile REERATHNAERFEELHAGEIREME, FEEAUBEREFIMNARIAIE
To TR MRS I T AN AR IREEE X G REENGENEIAE, BHEEE XA ERE

MZRIITH, HEFEETZRITANELRER, BAMS, EWENXGREER (FiREE

MREINEME) FIREZMRIVIER T, REZRAR A,
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change_hat &EEHATHRAEBFFETARENAERZR (FI14 Apache B9 mod_php)
BiFF AN EMNSERSRNER. BT change hat EREINZEZAEEENBEFH
NER, FLESINERMNE, FRABERIFINENINRIR. EfSRXX AR RtERE
£, EAEFAILREIX X HaRIIAR, BRXEAXHaH, WRNAERTHITEAH
BT R REIPRIT A XA, RZFTREE R XEXHRiAE, REHREX GRS
PR IRl

EE: BiEmmRet
change hat #l change profile B #ZEBEIMITEHRINEEIRR S, ERNES]
NS IHENRNEIRS, BARRXFBITHNER.

34.3 Include i&f]

include B0 2 FREXE M AppArmor BL & XX HRVLE 4 LU B KB E X HFEYIES. Include XXff
KNRIEFIIHRNPR, BIFEA include, ERIUBEEFE T HNECEFEEENERKR
M BIRPR, fE include BLRVIVERE STERI AN

Include IBEBEUHS (#) Fk. XREMEE, ANREXHHPIIRUERFS, Hit,
RYEREFEFE # ##include BFR) HBE#5 include ZEIFREFEETHE # include 2
R B, 7% #include #13 include

BRI IERARTFRIS # BY include,

include "/etc/apparmor.d/abstractions/foo"

FETFEA

#include "/etc/apparmor.d/abstractions/foo"

Q 7 TR
BT include E1& C TN IESIEE, FEULAIKRZE AppArmor FINI—#E, RELEE
E’\J “,” o
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R LB R R AP TAMAVE SRR include BU1TH. MNRETESREMMCER ",
M SHER AT B I TR AR BB IZ E .

include "/etc/apparmor.d/abstractions/foo" # absolute path

include "abstractions/foo" # relative path to the directory of current file

TEEREXERER include BY, WMRBETXH, NWSRKLEXERAE include BYHETFIX . I
M, BIIETE /etc/apparmor.d/bar X{HigfE, N

include "abstractions/foo"

S8 E XY /etc/apparmor.d/abstractions/foo, MR

include "example"

BE1E /etc/apparmor.d/abstractions/foo X&H, NIEGEESE /etc/
apparmor.d/abstractions/example,
A <> 2IEEFRIMFZ include B1F (A -I38%E, FAIAA /etc/apparmor.d BR) . &
1% include B812H

-1 /etc/apparmor.d/ -I /usr/share/apparmor/
M include &4

include <abstractions/foo>

== /etc/apparmor.d/abstractions/foo, AREXHFARFE, MET—XR=R /

usr/share/apparmor/abstractions/foo.

0O &F
BILUBIT S - I 15344 apparmor_parser 5{&i&iI7E /etc/apparmor/
parser.conf FIZE include B&1F, RFopEHRIIA include BRF:

Include /usr/share/apparmor/

Include /etc/apparmor.d/

RSN, HiZEURFESTE apparmor_parser é5$ 79 -1 8 - - Include BFHY
IR+ E,
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gnR include L /" &E, MWK EMNER include, HEBEZBERPHFREX M,

NEHEEN BIZFRIECEN M, AppArmor 2t T =X include: #IR. EFRMEAES
Ho

343.1 #HR

HREREWNRAERES AN include, XEFESEIFIARIZADIVENE. 5iR1ZFRARS G
2. —MRNERERKURRS ST, XEHRPIIHNIXERETEENES. NREFFE
HrhEAXMH, NBEERRXGPIIHNEMX G EUATEFRNAMEEENAFEK) .
BJLI7E /etc/apparmor.d/abstractions A EIHHR,

34.3.2 EFIR

program-chunks B (/etc/apparmor.d/program-chunks) 85 %YL B FEFEHN
FEEXMHIR, XERTFEGINI—RSEER, AlLt, BEXHAS (aa-logprof #laa-
genprof) MABIVEREXHHHFERXLER, B, BFRGERT postfix EREH.

34.3.3 FEIESH

AIASEBER (/etc/apparmor.d/tunables) B 2RETEEN, FREXGHFEHRN, X
LTERYT BA— N EEEFRENMCEXHAI I ERNE, BN ZAES M EEXGEREN
FREREASEGE XHRINE /etc/apparmor.d/tunables/global,

34.4 Ijgem (POSIX.1e)

IHEEM MRS 2, AR capability —iaElfS3#% POSIX.1le HRER R (40 capabilities(7) F
MTIHFFENX) o ERILEREZMNPTIEZIEE, HEBNXNERXRET capability #FFh
BELMBITHEE,

capability dac override sys admin, # multiple capabilities
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capability, # grant all capabilities

34.5 WLgihGIR]ES]
APpAmOr AAHFEE T HIA A RS TR ], B RO A AN

network [[<domain>@ ][<type®>][<protocol®>]]

0 XHEW
8. inet. ax25. ipx. appletalk. netrom. bridge. x25. inet6. rose.

netbeui. security. key. packet. ash. econet. atmsvc. sna. pppox.
wanpipe. bluetooth. unix. atmpvc. netlink. llc. can. tipc. iucv.

rxrpc. isdn. phonet. ieee802154. caif. alg. nfc. vsock
@ IFHYFE: stream. dgram. seqpacket. rdm. raw. packet
© IFMMhIN: tcp. udp. icmp

AppArmor T E{XZ iR RIMNTE, AppArmor #EIR7EE R “ACCESS DENIED” SHER RS
@t network DOMAIN TYPE, EEENXMAEMTA (YaST M&<17) (adtXEnA,

TEAREIEBERI7E AppArmor BLE X4 A S MLEHEXBIAT e N, AppArmor TEH
FI ARG EMNEIEE,

network @ ,

network inet@®,
network inet6@®,
network inet stream@,
network inet tcp@®,
network tcp@®,

ARTFFIERNS. TNASE. EREMINABXAIFRE,
FOVF IPv4 EEEI—RAR AR %o

FAVF IPV6 MEREY—RZ A %o

SEF(ER IPv4 TCP [I4K,

FEVFEER IPv4 TCP W4 (E—FAMMATREX) o

® 6 ® ®© 0O
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0O HAiIFEA IPv4 1 IPv6 TCP M4,

34.6 ECENXFRAR. Trs. HISHIBED

IR E R F AT R e BB R R ECE X REXEIBNEF. g0, B TEDEXH
WOEBCEXH (BME 34217 “TERRENH )

/usr/bin/foo { ... }

THEDNAEGIEENY. BENMREXHEBNEMIBEREXHNIFER, HEEEX
O] LUS A T8 BRI,
AppArmor BRfIX 73 B REE R R MR ER. WEERHX DIMERBRKZFERER /:

/some/random/example/* r
AFX /some/random/example B RPN FHITIEEGAE,

/some/random/example/ r
R VX% B R TIREA

/some/**/ r

T3t /some TRMEMABER (BREHE /some/ &5) RIIEENHRIIR,

/some/random/example/** r
BFXF /some/random/example THIXHEMER ((BEREHE /some/random/example/
A 5) BIREUARIAR,

/some/random/example/**[~/] r
=53 /some/random/example TR HBYIEEGARANIR. BBHHEBRE R ([~/1)-

BE (TFMAEMRTERNLE) BEEEAERRENMERABEMRE—AXANFERESE
RBER. EREEIEAFUEEXHZRIR, XINTERBSNT (BI40 cshy Bash # zsh) fiE
FARVBECIE %o

* REESHENEAFR, /BRI

337 ECEXHFRIR. RS, BIZMIEED | SLES 15 SP7



Tl ERHENRRETR.

o REEEHENFT, 25 /.
T ERHRENRETR, 8ETEER.

? RBEREDTFN, /b
[abc] REREDa. bH c FFo

~f5l: ITEE /home[01]/*/.plan BIFLN 72
YFAERFi5IR] /homed #1 /homel FEY . plan

AP X,

[a-c] REEDa. b c FFfo

{ab, cd} I ERA—5ILEC ab RBIMN, DAR—FRILES cd
BYRLI

w~f5l: ITEE /{usr,www}/pages/** B9RLNI
T3t /usr/pages # /www/pages T
B9IA R R

[~a] RE&RF a ZIMIEMMERFT.

34.6.1 ELEMMHIRE

FoE X HRSIEHIMERECE XU RIIT R, ErLUBE FohdRiBECE X4 E MR L E X Hin&
AMEIEA, BFERUATEE:
/path/to/profiled/binary flags=(list of flags) {

[...]
}
BILMERALUES 7 = 7 DRHNES MRS, BEXHIREE=MEARLE: R, B
AT
BXATES complain (RIFHIERIEEAR]) » WRERZAITE, WEEEXHLTF enforce
B GREIHITRER) -
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0O =%
BENMRREXHSEN RN E RGNS NETE /etc/apparmor.d/force-
complain/ BRAPEFZEEXHEIE— TS,

ln -s /etc/apparmor.d/bin.ping /etc/apparmor.d/force-complain/bin.ping

HxtrERN chroot relative (IEHECEXHAEXTF chroot AR R=TIE)
namespace relative (BRIAE, RREFMEITTF chroot M) » XA MrEEE [
MEIAT S R B /R RVARSMIEL . attach_disconnected 3¢

no_attach disconnected (AEMMAZMTEISHNBEIZESHMERER, B, ©
MNFFLEEEE /" F/) , UM chroot attach s chroot no attach (¥ chroot
IERIAEITF chroot SMEMBE BB AT, ITHIREZER)

346.2 HEEXHHEREE

AppArmor AW EREXHHFERTEXRCERRF. FALEEEFREXHAB A
%, FREITEAULIEREHNRESR.

FAHMARTRY, FRFPEFEREHITRUENNESRER, 2REEMRHE. BXF
TEFMEREINEEXHFHENEBRNRRE, MAFTERTENE, 2RTETE /etc/
apparmor.d/tunables FENX, FE#&EY include iIBAREM, 1E /etc/apparmor.d/
tunables/home XA AT LIKEILLAHIMNEEEX (@{HOME} #1 @{HOMEDIRS}) -

RER TR EERCE X HFRIKERE X o XFFETiRM chroot BR1ZAVES, 0:

@{CHROOT BASE}=/tmp/foo
/sbin/rsyslogd {

# chrooted applications
@{CHROOT BASE}/var/lib/*/dev/log w,

@{CHROOT BASE}/var/log/** w,

}
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ZETENRAIF, @{HOMEDIRS} 5IHFrIERFR FERNEMEMUE, @{HOME} EEBHRN=T
BOMRYIFTR, E TR, @{HOMEDIRS} =#ZBTFTEHAF EBRNA NI EMUEHITY Bo

@{HOMEDIRS}=/home/

@{HOME}=@{HOMEDIRS}/*/ /root/

[...]
@{HOMEDIRS}+=/srv/nfs/home/ /mnt/home/

Q =

7E4B18) AppArmor TR, REEFEIEErREX N ERER.

34.6.3 RICILEC

REXHZMAIUEESBERATN, XFEEXHER LS D HEIS .
UATREERTF foo Z#HHIXAHIERETE /usr/bin 8 /bin FRIFRSE,

/{usr/,}bin/foo { ... }

EUTRAIAR, MEiTXH /bin/ foo #1TILEZEY, /bin/foo EEEXHESEEITEIN,
LEREER, MFrHITXH /bin/fat, EEEXH /bin/foo RILAZ, EAF /bin/f*
BREXHLL /bin/** BEAMAE (CZHEEER) , FEET /bin/f* BBEXH,

/bin/foo { ... }
/bin/f*  { ... }
/bin/**  { ... }

BXEEXGZVBIRGIIFEAER, ESMW AppArmor FATiman 5 apparmor.d,
B “Globbing” —¥3,
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34.6.4 BFR=IE]

BT EATFREFFANEEX L. M, —MEEXHERTRS, 53— T EEXHER
TF chroot FiRE ALz, BT EEDERN — BT EAUBEEFD, BFREFEERI
BMEEWBRIFLUES : 7k, BE—IFEEFFHH. — T EEES : M— 1 AhEsys
£ //, a0

: childNameSpace: //
MEBEFRMTENEEX G UEBMTEEZTAFR (MRITNAESR)
:childNameSpace://apache
A LLGEIE change profile APl e BB E AL iRE N BR8]

/path/to/executable px -> :childNameSpace://apache

34.6.5 BLEXfFesRMMMAFRIE

EEXGAUE— TR —THERE. XiF, GEINEEXHFEE— T e SR ITE
(BB 34637 "EIILE” ) MBIMEARXBENFGEENET, ETHAF/EERIA
Ao BI40, BAIARREXH

5 o B
EIEEYS
profile default /** { ... }

F5, ThESKRALENEEX Fing. Fli:

/usr/1ib64/firefox*/firefox-*bin { ... }
AHEN
profile firefox /usr/1ib64/firefox*/firefox-*bin { ... }
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34.6.6 AllZFLN

ABMURME T S-SR RIS E R RNEEXHREMRFANA . ENIRS —MMEEER
WA (—HAARERAEE) , ERTEERHIT. 32N EMNEREEEEIRRIZZEI
ME ER AL T BArEn&Ab,

alias /home/ -> /usr/home/

Xt /home/ #H1TRIZRILECRIPR A MNERTRHXS /usr/home/ BYTHTEIANIR, fU40:
/home/username/** r,

WA IFIR)

/usr/home/username/** r,

FARR, EXREHMRSANENETREEFRGEN]. ENTHERRRZNEMHIARE — EF
T, BR2MNEHELR /home/ FRIBRZ (LRI HiAIE,

fEalias M el LAERS M Z BT

alias /home/ -> /usr/home/
alias /home/ -> /mnt/home/

Q &

7 L4180 AppArmor TEH, QLT ahRIERAPRE X (A ERZIEI,

0O &F

X1 /etc/apparmor.d/tunables/alias FIEALBIIRE Xo

34.7 XHNRIFEIRT

XAERERGEERNEEUL TRANAS!
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r BEVRTU

W EANER (5aER)

a EMENX (5EwERF)

k XHHERT

1 HEEIRT

link FILE -> TARGET HEREXAN (RRES HMipRERES6ER)

34.7.1 EEUER (r)

ARVFEF AR RINR, FENINTHAFMEMERANS R TIZILEIR, 2R
EEEHRITHHER S A IR TIZ05% 8.

34.7.2 SNEI (w)
AR S NFRARIR, BREUEEE (B BSXHESTURE IR,

34.7.3 EMRI (a)

AFEFEANIXENERE, 5wiEiiik, BMEXFEEETHIE. EHmB3HEFREGH
Thie, BMPREE BT REEBS NBEXH, BRRIZEEBIRIEREXXHPEANE IR
MR AR, HTBIMIRRSE NERXBERNNRIFE, wil a NRITSEREELESER, ©
MNEERFN.

34.7.4 XHEIHEERT (K)

N RRRF A URBXHH. FHIRZASA AppArmor ks 7813 R FAFE R B IR IR PR AV ST 1453
THIEIRME, BYFERMIIMNXEHBEREIL, AppArmor AIFRINMEZTEBMENX G, BT
BIENSIRTaE B T ZMEALIRS N TGiIHE, Rt XMISITREEMIEARAZ M,
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34.7.5 sEEERT (1)

HERRTVARRN R ATINIR, SIREHEE, BRI RGNS FreZavEEERE
(BEERRAEEFEEARINR) -

34.7.6  gEEX

HHERIUR FRRIERXXAINR, RS XERER B TFIMRNFE (FENR
M) o

/srv/www/htdocs/index.html rl,

BIEE RN BAR, RN LS E i hl e 2R TR A T RIABRT, SR
WA ZRBERITHEIZ F AR, TARENINEHEA RN FE2H TIN5,

link /srv/www/htdocs/index.html -> /var/www/index.html
Eeadlit N ER#ITIZNIK, AIEH subset XBF, UTHNEHEM:

/var/www/index.html 1,
link subset /var/www/index.html -> /**,

Q iE
YaST Man ST TR BRI A2 FHEN AN, EEAXEMN, BEFohREEEXH. £
BAIAEEREXREXHRL2MIRE, AANXME AR AEIHHER T,

34.7.7 woiEkERYallow F file #¢M

allow HIZZEIERY, WIRKIEEHBAREM deny (B 34.7.97 “EENN" ) X
7, MR ERIN AR,

allow file /example r,

allow /example r,
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allow network,

EE R LUIEBRNIER file XBF, NMREEHABZXABEFTHBERFEHMUENXEET (HW0
network @¢ mount) FFLEUFMSER, NB=HBRTCN B IZEIZR.

file /example/rule r,

FBT

/example/rule r,

T EBIRRNIR T P X AR RN R -

file,

FNTF

/X% rwumlk,

AN A LAERRI S HEMNR. RN RISE N RRENIR, MRERNBIFFKER X
—RIFEEE, FAXFRAIESHNBTAEMTERERNIEE,

/path rw, # old style
rw /path, # leading permission
file rw /path, # with explicit 'file' keyword

allow file rw /path, # optional 'allow' keyword added

34.7.8 HEEFEAN

ALY RN, EEA LIRS AT XHRNEEERF (fsuid F5XXHHY uid 8T
fic) o ERIUWLER, FEMVBIEIERIM owner XEF, HEEFHMNGE @B
—IFRET R,

owner /home/*/** rw

RXH R ERGF G SHHENMNE S EAN, KX BRXAHRITARENR, Eik, AP XM
B ES 7 BEREHRENE X
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Q iFE: HEHMNEMK LR
HEEFHFANRAAEEXERNNFE, MRENMEEXERNEEMAEEFHX
HRNES, XREFMUEEEH. SHUTRG,

/foo r,
owner /foo rw, # or w,

XEMNZEH — EREZENTANES r R, REHEERR Wik,

@ 7R

BREERXAHABEEUIIMIETA, BEAXEF other,

owner /foo rw,

other /foo r,

34.7.9 B4

ELMN AT B FHFERIEL R EEFLE, EEXHERTRARREEE XELMN IR
BHELNER. REELE, WXELFRBREHITASTY, UFEBEXHERIFER. 10
RAFEWITA, BEELNNFIEARMIXEF audit,

tESh, ERTLUHELIN S RTINS SR XtF, EERIUSIEE —F B2,

REBEREIN TR AITFHNEMX G, ELANETSHEEMNESHERFIELAFHEN
X, TERTGIRITFR users BRAPNERRNBHITIRE A, BRDIFR . ssh/ XE#HT
B N5

deny /home/*/.ssh/** w,

owner /home/*/** rw,

—RABWKEERELAN, RAXSAKENEREEXHFRERIER, ~d, #HIRE
FRIELHMN T LB HEEX M+, A, TARSEMELFEXHNEEX S, MARTEES
MR EERBEL, BARINEREERELNN, BFREREXH. ERTAEMILLESE
XHRRZEMNRE, ENXME AR AEELTL,
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34.8 FEEFFEN

AppArmor B]LAPRBIEEHEEIRME, SEXHRFLBENETTE. MNEEET mount &

£iE3%, LImount. remount { umount XEFFFL, KM ERED,

NELEREDT, fli, FMEEXHARARTELEMEXHRS,
BILUfER options=13{ options in$EEHH.

options=EEHNMNTLMASHIFME. MM
mount options=ro /dev/foo -E /mnt/,

Lfg

# mount -o ro /dev/foo /mnt

(ERNUTT

# mount -o ro,atime /dev/foo /mnt

# mount -o rw /dev/foo /mnt
options in &EREIMEA—FRFIEVEZED, FLN
mount options in (ro,atime) /dev/foo -> /mnt/,

ILfg

# mount -o ro /dev/foo /mnt
# mount -o ro,atime /dev/foo /mnt
# mount -o atime /dev/foo /mnt

BARITE

mount -o ro,sync /dev/foo /mnt
mount -o ro,atime,sync /dev/foo /mnt
mount -o rw /dev/foo /mnt

mount -o rw,noatime /dev/foo /mnt

* OH B OB

mount /dev/foo /mnt

MREAZIFG, M ASHETR TR, HN
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mount options=ro options=atime

ILfg

# mount -o

ro /dev/foo /mnt

# mount -o atime /dev/foo /mnt

(ERNUT

# mount -o

ro,atime /dev/foo /mnt

BRYEHMANZAER, EHAZRR AN

mount options=ro,

mount options=atime,

SRRl 35

mount options=(ro,atime),

mount options in (ro,atime),

TERFMNARIFE /mnt/ X /dev/foo EEHN RIFEINHMER inode i5RIRYIE], EERIFAE

A “nodev” 1 “user” MIEMLESETE /mnt/ E3EH /dev/foo.

mount options=(ro, atime) options in (nodev, user) /dev/foo -> /mnt/,

S

# mount -o
# mount -o
# mount -o

# mount -o

ro,atime /dev/foo /mnt
nodev /dev/foo /mnt

user /dev/foo /mnt
nodev,user /dev/foo /mnt

34.9 Pivot Root #MI
AppArmor AJ LAPRFIFIAR X RSRIELL, 1BIEN

pivot root

[oldroot=0LD ROOT] NEW ROOT

£ “pivot_root” MNFPISERIBEHLIA /7 £, ANENZER.
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# Allow any pivot
pivot root,

# Allow pivoting to any new root directory and putting the old root
# directory at /mnt/root/old/
pivot root oldroot=/mnt/root/old/,

# Allow pivoting the root directory to /mnt/root/
pivot root /mnt/root/,

# Allow pivoting to /mnt/root/ and putting the old root directory at
# /mnt/root/old/
pivot root oldroot=/mnt/root/old/ /mnt/root/,

# Allow pivoting to /mnt/root/, putting the old root directory at
# /mnt/root/old/ and transition to the /mnt/root/sbin/init profile
pivot root oldroot=/mnt/root/old/ /mnt/root/ -> /mnt/root/sbin/init,

34.10 PTrace #N

AppArmor Z#5BR% ptrace R4EAA. ptrace IMERTR, Hlt, =T ptrace tRRZEFYIFR
A ptrace MNUAPRIIHE., MREFMUKIEEHRTIR, NIRRT R,

trace # tracedby X R#ZHl ptrace(2); read # readby =4l proc(5) X &RSH
ia. kemp(2). futexes (get_robust_list(2)) #1 perf BRERZE 4,

EVF ptrace ##(F, REHEBNFKRIRHIZARTERERINR. WrtEii, RIXHIEZEEES
trace (IR, WIRERHIZEES tracedby R,

5 AppArmor PTrace #0I :

# Allow all PTrace access
ptrace,

# Explicitly allow all PTrace access,
ptrace (read, readby, trace, tracedby),

# Explicitly deny use of ptrace(2)
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deny ptrace (trace),

# Allow unconfined processes (eg, a debugger) to ptrace us

ptrace (readby, tracedby) peer=unconfined,

# Allow ptrace of a process running under the /usr/bin/foo profile

ptrace (trace) peer=/usr/bin/foo,

34.11 5N

AppArmor ZHFIT#HIZEE S #HITIRSl. AppArmor ESHN=RTR, FEit, ZFHESNE
TS SMNAIRAHE, WRMNIAKEAHIERRFRTIR, NERIUNA AppArmor 55
R

KX HARMIEW T HIZE L TR A IERRIANER,

TS SHN
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# Allow all signal access
signal,

# Explicitly deny sending the HUP and INT signals
deny signal (send) set=(hup, int),

# Allow unconfined processes to send us signals

signal (receive) peer=unconfined,
# Allow sending of signals to a process running under the /usr/bin/foo
# profile

signal (send) peer=/usr/bin/foo,

# Allow checking for PID existence

signal (receive, send) set=("exists"),

# Allow us to signal ourselves using the built-in @{profile name} variable
signal peer=@{profile name},

# Allow two real-time signals
signal set=(rtmin+0 rtmin+32),

34.12 HITIETL

WITIRI (BIRNECEX %) SEUTEI:

Px BHECEXHRITIRI

Cx B E X HHRITR

Ux RZBRHITRI

ix HAEMITIER

m SIFEF mmap (2) AT PROT_EXEC
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34.12.1 BEHEEXHFRITEI (px)

AR E R ATE AppArmor IR HITIVERE X — NBHRLREXH. MNREKEXEE
XH, M=iELihE,

5 Ux. ux. px# ix FFEB,

34122 BEAHEEXHFRITER (cx)

EPTF Px, B x MERER/EEXMHE, MRABRIFNEBEXHHNAMEEX . NARERF
I LUBT XMECE X R IR F L AR E AR E XM

Q *E: BHAHEEXHRITER (cx) BIFRE
B, CxBIRMTAETREE 4R, FEEIRFNTRE T ER, BRa%
BRI,

5 Ux. ux. Px. px. cx# ix F*ES.

34.12.3 KRZRHITER (ux)

AFRFRITER, FAAERITIZERMNAER AppArmor BEEN 4. IR0 A TR
HINIZF eI TR BISINAVIR(E, WEMSISIHENS, BIEHEHMAIHRITSXERRMEA
BN D HIRTRZRIITIR, o] OB 22 IRHIHIERHIEMARER. AiF
RHERZIREIRKRE T A LUER AppArmor FREEAR S, BXBHIABTHNIFEAEE, HEN
apparmor(7) FA5i,

RS ux. px. Px#l ix AFES,
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34124 ALR2HIHITIER

RIEFFRBERTAERNERAENHITIER — px. cx. ux. XLERLASEEIE LD PRELOAD

TENFIR, Alt, ARSI WARERE=ESERM, NHBRUIEZRS BT
FInF B fER LD_PRELOAD BY, 7 fERXEART, EfAIEALIEREERE XL TR
EHEAREM, FRAXERAFENER.

34.12.5 HEBITER (iX)

LU T EREXHNIEFERITIEERERE, ix SLE execve(2) ERE AppArmor 1gi5
e, HR, HHRITHRBESALFTIEE XM,

HERFINIEF B ERAEERRSINEFREEXIEE LA, TAREBEIMEFEE XA
BRERE SR E XH IR, SR EAMRASEIEIFE, AN ix ITFA2ERIFN.

5 cx. ux #fl px R®E, BRILFRT M.

34.12.6 AUFRIHITEREY (m)

AR S8 1FEF mmap (2) BY PROT EXEC FRER X HBRETEIRER, RS R EIRR AR
17. REFRREWERARTRIZBERTTHITISIEIN®E, Xo]LUEIESF RrYEERIE M
. AppArmor FRAILEIRIBFIAT BT HEZNIER (HERBFISLHER I RITARFILRIES
NEREN LNFETRR) BIEEEERNXYS, HIEFIH Wd(1) IEENEM -Lins, UKkA
1d.so(8) 355 LD_PRELOAD 1 LD _LIBRARY PATH Ffif=4EHIS4MH,

34.12.7 @RECEN IR

AIAMBERT, px M ox (WEBEHFEHITRNE) SEREIZBMEATRITXHRIRLENEEX
fro EAMREEXMARR, BALEEERREINEEXf. MRS THEXHFERE
BMREXH, EXEHEIXHERERNEEXH AR TERMMEENEEXH, It
EREEER. dREEXHEIRAS cx. Cx. px # Px —E£fEMH. Bal, SMEEXHNXA
B 12 1 e RECE X,

REEXARIRER -> KETFERIREINEEX R
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/usr/bin/foo
{

/bin/** px -> shared profile,
/usr/*bash cx -> local profile,

profile local profile

{

}
}

Q iE: EMBRSHEBRENET
5@mER—RERR, BMFIRIER “—X%” XR — /bin/** px Bt /bin/
ping. /bin/cat %, BEAEURTEEEITHRER.

MBRMREMR "B XR - FEEFTEHZMRNA, RESHNTE, &R
HWAEENECE X o

MREEXHFIRAEFER N, RAt2ERERSEH ., ERHEINEE XENZTRTIT
name2 FE&H,

34.12.8 ECEXFALHAY[ELRIRTV

px Fl cx FIRSIEE AN — NRIEENVHEXHAREE, WHITHESAW, FERMEEIR
B, ITHE=T), BMASRIRREXH. BIEEHARLIR, ¥ ix 5 cx. Cx. px # Px
&S, oA cix. Cix. pix #Pix =,

/path Cix -> profile name,

=%

Cix /path -> profile name,

Hrh -> profile name 2RHER,
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SNREARMNAFRZ IR ux R0, BRI, SREFBRBIRIUA cux. CUx. pux F PUxo
NRARIHEEENEEXH, XEEAARIFEIRE “RER .

/path PUx -> profile name,
,
PUx /path -> profile name,

Hr -> profile name 2AIi%ER,
TR LA n B R E XA A% R fE A AR E o

34129 HITERIFWEEIRE

PR Px. Cx B Ux BUITIER 2 —BY, IEFRBEFHIERAXLEENZE, UTHIREESMIF
BRARR. Alt, MREKHTUATEAZEENNAREFNHENBIEEXHHE Px. Cx 5
Ux &, XENRAEFIHEERABAERIET:

o GCONV_PATH

GETCONF DIR
 HOSTALIASES

o LD _AUDIT

o LD DEBUG

o LD DEBUG OUTPUT
o LD _DYNAMIC WEAK
o LD LIBRARY PATH
o LD ORIGIN PATH
o LD_PRELOAD

e LD PROFILE
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LD SHOW AUXV

LD USE_LOAD BIAS

LOCALDOMAIN

LOCPATH

MALLOC TRACE

NLSPATH

RESOLV HOST CONF

RES OPTIONS

TMPDIR

e TZDIR

34.12.10 safe#l unsafe XK=

SR A FAN(ER safe #l unsafe XEFRENAMITEIXHV A/ NEEIGRT. 0,
/example rule Px,

=EF FHUEA—T

safe /example rule px,

safe /example rule Px,

safe px /example rule,
safe Px /example rule,

AR

/example rule px,

FEF FHMEA—I0T
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unsafe /example rule px,
unsafe /example rule Px,
unsafe px /example rule,
unsafe Px /example rule,

safe/unsafe XBFEEFE, AIEXHFMUAH owner XBEFEEFER, Fitb, FNK<HE
FHIRFIT

[audit] [deny] [owner] [safe|unsafe] file rule

34.13 HIRRHIIZE!

AppArmor BT LIS EMITHEIN ARRFRZIRERE (rlimit, W®#FA ulimit) . FOAER

T, AppArmor ATHINAZRFEH rlimit, MEEHIRFIRE X HHIsENXLREl, BXHE
FRBIFFMER, BEM setrlimit(2). ulimit (1) Fulimit(3) FHT,

AppArmor SFIARLH rlimit, HEFAEFBIMEERFIT (EBBERTRLEFIT) - i, E
TEERBRFIZEM rlimit, AppArmor rlimit REEFFEN BIZFH L a1 & RR .
HENFIMAPFXLEE, BIEFIRETHEEXHHENAEFTERAZRE, XEEDR
RE. FHlt, HNAEFRFRIFHICEXHN, ZEEE XS H— P RMAER rlimit.
AppArmor BY rlimit N BT LUERELN A2 IERFIRIRE (RN AREF=IRIREX LR

&) o NMAEFTERERSIESIETEEXHFREENRHIKT, REEREIR
SBRIGENERES RN, AL, SNAEFFIRIIRIEEXGEN, ERUERRSHRS
(REFBIEEXHHIEENE) -

AppArmor B9 rlimit #=HIB& 7 RN BREZF RGN TFREFTF N AREFNERSIS, A=
TEHE Mt A Em R mIRRES,

AppArmor FERRHIFLN—AZ R AN T8 :
set rlimit RESOURCE <= value,
Hrh RESOURCE #1 VALUE B&# Ll TE:

cpu

CPU BYaIPRE], LAY ERAL,
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fsize, data. stack. core. rss. as. memlock. msgqueue
UFTARUNKT, HEFERNRF, FIU, ZEEFIUZ K/KB (FFW) « M/
MB (JKFT) . G/GB (FIKFT)

rlimit data <= 100M,

fsize,nofile, locks, sigpending, nproc, rtprio
AFHFT 0 EF

nice

-20 ¥ 19 ZiBRY{E

Q =
nproc rlimit B E B AR FERE EHAitt rlimite. ERIETIRAERE rlimit, MEEHITE
AR EIRIEFREEXHEITHRRNHEZEN, NREIRE], BFEREXGRIENHER
=KW, BESEIETETIHESR LD,

Q =
BRITEEATIER rlimit MUAMBIREX G, 5R rlimit =R EIECE X 4a9mE
—HARERAXARIEREFIREBEREX . TRENMSLESS rlimit MUNEEX A,
HEARSERXERN, Hit, ERTAEHEAXEAMNNEEXHER2RF,

34.14 E1HAN

AppArmor R FEIHAEAMMNINEE, WMitt, HLEEXEMNE, HitABEPSERET
HE. BENAENMNEAHITES, AEMNARIERMN audit XEF:

audit /etc/foo/* rw,

NRAIAFEFRITAENINR, RN D B NRERN, EUTROAS, FTAXHERETAN
IR REREITER, EITAXHFREEIER, WASERES:

audit /etc/foo/* w,
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/etc/foo/* r,

Q &
HIEG R X HHITIRENSE NIRMENHSERF IR, RETHTAXXE#TIRIRHE
NRER 7 A ROH R

PP EIHERS owner/other ZEXHMNEESER, WEERFAHRMIHAG/FARERIX
HET R IR I

audit owner /home/*/.ssh/** rw,
audit other /home/*/.ssh/** r,
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35 AppArmor BRE X HEEE

AppArmor BEM T —4ARIAE R ENEREX 4. XEREEXHH AppArmor FEZAREIE,
Zf#7E /etc/apparmor.d A, BRY XLEAREEXHF LI, SUSE Linux Enterprise Server i
NENBEFRBXN AR T REX . XLEBEXHRIAKBH, FEESINE
AppArmor EEBEXHAREMS— 1B R /usr/share/apparmor/extra-profiles A,

AppArmor TH (YaST. aa-genprof #l aa-logprof) XiFERAMMEEE. SHEMLFF
taRIEMECE XA, ENAMEFERFEE— N EENEEXYH, RASNNEZEEFER /
usr/share/apparmor/extra-profiles FIIEWIEEIREXH, TRETFZEEXH
SIEHMEEX . NMREREFEALEREXH, RASKEEFEIBIACERNECE AT
MER (/etc/apparmor.d), ¥ B AppArmor SR BEIRNEIMBILEESX . EFT#T
RIERIAZES X RVERE /etc/apparmor. d FAGERIEZE XI5
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36 R YaST WENEEELEXMF

YaST 121 T BT MR E X4 UK EIE AppArmor® BB X HFHEARRR, BRETHENR
" —TERARN—ETXANRE. BEFXFANAEERENERENHRELD, A,
SEHTIEEENE Y AMERIMERB S E, %?SCZKE@ﬁEEEﬁ%E’\JJ&%O REXH
NREMIIERE, EENTIAEMBE R HEEINEE. %—ﬂﬁiiﬁ%ﬁﬁﬁ AppArmor &
%, XML UMAIRE OB IZZEZITH AppArmor, 55 37 & “MapS1TiEIE
W PN ETHSITIE,

MEFEFER) YaST, HEHIEREA root O%, HE, @SFTALEEO, MU root
BER, ARMA yast2 (RTEFER) Hyast (RAEFTXAHEIRI) EKEE) YaSTo

Z2MAFEBAERT — AppArmor FLEER. BEZENRA]B5h AppArmor YaST &R,

36.1 FapAINECE XA

AppArmor AFEEE FrpmBo & XA ARINIRY 5 TR EIZ AppArmor EEEX . EEEANH
SIREEEXHMNAER, ARRIMND,

1. 550 YaST, & AppArmor BcE, AREEEOPBEEFIAMECES fFo
2. AERFE LR B2 B E X RN AERF.

3. REILBRERE, EEEHBEHTH. AppArmor FLE X ANEER OB — M=/
BEAREEX M

4, 1£ AppArmor ECEXXHFINEIER, @i R EIMEIEHRA. fHiEMIER AppArmor
EEEXHM (I8 36.2.1 7 AN ( 536.2.27 “4EiEIT 3EE 36.2.3 1
“BIBFI” ) o

5. SefE, BETTH.
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36.2 ZRIBACENIT

0O &%
YaST $2 {5t x+ AppArmor EEE X HRIEAIR(E, FlMNEIESmBEREX . FF, RE
FZHYZREE AppArmor EEEX PRV A VEER vi XiFRI XA YmiEas

> sudo vi /etc/apparmor.d/usr.sbin.httpd2-prefork

O =%
vi FESTEERIEE (iR SRETNEEERSRETIIRE, SREEN
AppArmor BEEX HEEEEREIRN, EaAHMRES

AppArmor SIFEEE AN, JRIBEMIERIRFEh2R4E AppArmor BCEX . BRIBECEX
f, IFHITLUTRME:

1. [B5)YaST, ¥4 AppArmor BcE, AREETEOPELEEENEEENH,
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363

RIBECEX(T - EREREEOEEXF

BOEX R

/sbin/klogd

[sbin/syslog-ng

[sbin/syslogd

{usr/bin/htmiltree
{usr/lib/apache2/mpm-prefork/apache2
fusr/lib/dovecot/anvil
fusr/lib/dovecot/config
fusr/lib/dovecot/deliver
fusr/lib/dovecot/dict
[usr/lib/dovecot/dovecot-auth
{usr/lib/dovecot/dovecot-lda
fusr/lib/dovecot/imap
{usr/lib/dovecot/imap-login
[fusr/lib/dovecot/lmtp
{fusr/lib/dovecot/log

{usr/lib/dovecot/managesieve

| mEO | @O

h(H) | @ | [ mEe) |[Fsm]

2. FEMEBEEXFHNARERYIRS, EEERBIVECEXF.

3. PEEHEHRIE, BT AppArmor FLE X4 INEEE O ERiRE X H.
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AppArmor BB X {4 IHEIE

LUFIES AppArmor BRE 3 {$/usr/lib/apache2/mpm-prefork/apache2

XfHE T RUR

[+] “DEFAULT_URI

[+] "HANDLING_UNTRUSTED_INPUT

/ rw

| f** mrwlkix
#include abstractions/base

#include abstractions/nameservice

#include apache2.d

#include local/usr.lib.apache2.mpm-prefork.apache2

| whE v | gEmE) | | BESTD) |

| @) | | mkR || mE® || ®RO |

4. 7£ AppArmor EEEXHINEEREOSR, @I B ENNARHEERNIN. HEsMFR
AppArmor BEEX M (AISWEEE 36.2.1 1 A7 ( 5F36.2.27 “YmiE
I 25 36.2.3 1 ‘BRI ) .

5. 5eRfE, BEHETH.

6. EHIAGEHEOR, REHEZUMINMECESXHFRIIIEN, AREFMNE AppArmor AL
BXHE,

() =7 AppArmor FEIEEIRE
AppArmor B8 &IBZNEINEE, WMREZEIAFEHA YaST AppArmor TEMEMEEE X4
FEEMEEEIR, ERAHEH, NRELEREIR, 15U root BB FahmiBERENXH,
SAIG1ER systemctl reload apparmor EFIMNEEE XHE,

36.2.1 A0
AppArmor BRS¢ E LR B I15 B R A 5 R LUNE) AppArmor BRE X AFAITE 2
A,
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EFIRPEREUATED 2 —:

X
FEEEOR, EEXHREMNERE, SERITFRIRRRE, TRE, BhE.
VB, ERILERBER. AXBEANFAES, BBNE 3467 "EEXHEAI. 15
S BIEAERT o BRAXMILEMRMNIFAER, BEENE 3471 SR EIE
i

LA IRAYER B S % B /usr/bin/htmltree
AR
BB S )RR
| D an |
_ L e
HEE) ) sem
O #E

1 MMa~ PR

#wE©) | | mEQ |

BR
EREEOR, EEBRNEXNEBERE, SEATIRRER, YER, ErLERBE.
SERE, BEHE.
BXBECRIFAER, HER
RN REIFAER, BS

F34.6T “MEXHRIR. Ins. BREMER . EXX
WE3ATTH “XHENRIFRER -
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LU A ER B 345 B/usr/bin/htmltree
R

AR -

| IR
L EEE
HsE) | g
O e

1 MMam DR

 @wEO) | | BE© |

FISEFIY
FEHEOFR, ZREINNBRTIINERTFTERE, EXFAGE, BEN£3457
‘MR E” o

p4E 7 5 EiEFEE

|'met v | [packet v |

 mEO | | gEe |

Thik
EMIEEOR, EFREHNIEE. XEEFRTEA 321 POSIX.1e Tk, BXINEERTF
=S, BBNE 3447 "IPEEW (POSIX.1e)” o SERGERRS, BHEE.
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BENEESCHINEE fusr/bin/htmltree

ThEE * EFEMT [LPOSIX_CHOWN_RESTRICTED] 315
B cAP_CHOWN HIR&GH, EHESNHMENIARENEN
) CAP_DAC_OVERRIDE PR

CAP_DAC_READ_SEA
CAP_FOWNER

CAP_FSETID
CAP_IPC_LOCK
CAP_IPC_OWNER
CAP_KILL
CAP_LEASE
CAP_LINUX_IMMUTA
CAP_MKNOD

00000 00RO

CAP NFT ADMIN

e | EH©

Include 3%
EEEEOPR, JEIZAE include I, include @EIHREXVEM AppArmor BECEX
GBS EHREXHNES. BXIFMER, 58I %3437 “IncludeiZfa” o
TEF
FEREEEOF, EEEAMIHFREXHNFREXG (FF) NEM, ARREH0E
1BF. BXFHARER, BEN FE38E “fFH ChangeHat #iE Web M AEFHEREX
%

IFRANERME

BC B 30T Hat BT
fusr/binfhtmltree.

TR Hat SHEH)
| |

| BIlE Hat(C) || fIER) |
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36.2.2 #4RIEIN

ERREFEN, STA—ITEEED. BELREORREEENT.
EHEEOR, FEFTSENNT. VBN, EILUERBE. Tia, BEHE,

BXRBECRIFAESR, BBME 3467 "EXHEIR. il BIEMREL o BXIARNR
MER, BEME 3477 “XHNRIFEER o

36.2.3  fHIFRIN

ERIFRGEREXHHII, FEFMIFZEH. AppArmor FEBRIEEREE XM,

36.3 MHFRECEXfF

AppArmor AIFEFEIMIFR AppArmor BB X, REEERENRELEXGNNARERF, A
[E3R 40T PR ipR -

1. B YaST, i&#F AppArmor BLE, REEFEAFRREEEINEALE XM,
2. EEFERPROERE
3. BEfMIER.

4, ETARNBHEOF, BHELUMRZEEXH, AREMME AppArmor FLEXHE,

36.4 EIE AppArmor

A LLEE B AR AppArmor KREREIRE. B AppArmor al{RIFIER R G LUIRTEE
ENREFRERT. 2H AppArmor R RARRIF, BIEEIRETREXH. EFXK
AppArmor BIRZS, 1B5B5h YaST, & AppArmor Bl E, AEEETEOFEHILE,
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AppArmor Bd&

v = F AppArmor(E)
EJE AppArmor

EEREXHEL

REREXMHER | EEN) |

Camme | L#tw | [ m2e || z6o ]

EFEN AppArmor BIRES, 1BIRERE 36.4.1 711 “E AppArmor XS HFTIRMEIRIE, BEF
AN EXHRET, BIREBE 36427 "ENSENEEZGIIELDST PR ARSIRIE,

36.4.1 FE AppArmor K&

B AppArmor BUIRESHE, BREHIKENERRNEEA. B AppArmor [5, RHARKREH
iE1T AppArmor, FEFIHITEHZ SR,

1. BEhYaST, EF AppArmor BLE, AEEEFEOREHILE,
2. EFREA AppArmor BUS A AppArmor, SKEUHIERIZIEIZE R AppArmor,
3. 2 AppArmor BLE B OHFMTE .

0O &F

N FIERETHRER, —RREREERDA N AREX .
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36.4.2 BERBENMEEXHFRIET

AppArmor EITERFRRIMER FRAREEX . ERFERT, S1EY AppArmor BE
SERNBIETY, FITMET B XA REF SRR E XA RANX . HREAV, B
BAWIER. WENEHTREHNAS, AppArmor TRERBTRERTREX . 7138
SIS TISEE S 2RI TRAE X A X %R, H7E rsyslogd (3% auditd
5 journalctl, EAIATRARE) TREHEKENLA,

(ERIFERD B (1 A RHEAE P B B AR L BTN EEY AppArmor BB AU,
ERREEXHE, TUERLERBERANRKS. ERAMEEXHHRE (55
ME3T72% CFAMEREEE ) WiE, EEEEL TSR R
T HNEE ST E.

BRIBR AR RE X AER, ERTU TR

1. BEHYaST, E&#F AppArmor L E, AREETEOREFEE,
2. FRCEREXHENED, EERLE,

3. EEFEFNHEHERANEE .

4, EFEE UGB E X g B AR IRE R SERHIE T

5. NAEIIRE, ARFRETTHIERE YaST,
EENFABREXHIRI, EERS NS E 5EFE e 5 E T

) =7 FIHATREEXXH

BRINRSFIHEDINEEXY (RAELZETHLRENARFNEEXY) . ERLEMN

ANAREFZANKEREXH, BRESTELREXH, ARNKNERNGIRPIEZFERR
BERECE X o
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37 Mes<1THEECE X

AppArmor® a[it BFEAGSITREMACEE A EmREENIEER AT LS. TUEH
AppArmor 21T LT ERIRER AppArmor BPRE, UKREIE. MBRZIER AppArmor BEEX
o

O =x: waes
FafER AppArmor sr ST LABEIEXH 28I, FEFEEL 33 E FiEF%
7 ME 345 "EESHAGTNEE PIRMEEY AppArmor BI—ARIENT 4B,

37.1 1Z AppArmor IR7S
AppArmor AJRER A F U T =fREZ —:

BiEpE
AppArmor RIERZFEE.

IETEIE1T
AppArmor BEEERZFECE, HERGIEIT AppArmor 12+ KB,

EfFL
AppArmor BEFERZHEUE, BREHIHITRES.

WBITHE /sys/kernel/security/apparmor/profiles &M AppArmor BPIRZS, 40
& cat /sys/kernel/security/apparmor/profiles iRE TEEXHFIR, NERT
AppArmor IEFEIETT, MR ZXHFNTEFREREHEFEIES, MRS AppArmor BfF1E, WRZ
XHRFEE, WFRSR AppArmor BENE,

fEF systemctl EIE AppArmor, &R LUERA LT ERITLUTIRE:
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sudo systemctl start apparmor
TABURTF AppArmor BIRTS. 30 AppArmor RECE, start SRBEBIEHE
&, ENEEETEITRS. R AppArmor BfF1E, start SiLRSGEFHFE /
etc/apparmor.d HH AppArmor BBEXfF, FHi& AppArmor BEFIEITRES. R
AppArmor BfEIE1T, start akHEESBRRITEMAIRE.

Q ixx: BHESTHHIE
BB EIEITRHIEN  AppArmor BEEEXH, EERHEER.

sudo systemctl stop apparmor
B ERRNZAFRFRE R E X4 RE L ETEETTH AppArmor, RIEMERAMREIAIR
=8, 35 AppArmor BTFEIEIRE. IR AppArmor BfZ1E, stop 2EIXBREEHE
BEXH, BREEAER,

sudo systemctl reload apparmor
it AppArmor {RIREFIFH /etc/apparmor.d FERE XY, ERBUERSIEEBTT
B #i2. BEIMITHEIZMEEXH, HEFR /etc/apparmor.d BRPZEMIPRAVED
X,

37.2 ¥ AppArmor BR & X4

AppArmor tZIRECE X4 E X UGN A 4R N FETE /etc/apparmor.d BRH. BHXX
LT EEEAIRER, BB NE 34 = ILESHATANEE o
/etc/apparmor.d BRPHE XHEHBERENREXMGHMBNEEEXHF. EF5LIEME
REEXH, WIEERPHNXEHITEGZIRTE—MERNAR. BONERILERPWEEEX
%, AN LRI HMEXEREEX Y, HENEEXHIEA aa-disable, X&7E /etc/
apparmor.d/disabled/ FBIE—FFS 8%,
eI LUER vi FEAER RGN ERXLEREX S, UTETNEEMEREXHEAL
®:
sk eliE AppArmor B2 E S

BXEMER, BEM £ 3737 “FMLEIE AppArmor BEE X4
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Y548 AppArmor B2 E 3%
BXEMEE, B8N FE 3747 “YRiE AppArmor BLESH”

fHIF% AppArmor BB E S
BXFMER, BFBWE37.67T “WikE AppArmor ERE T4

37.3 ANNEkEliE AppArmor BEE X4

BNNBRRF AN AppArmor EEEXfF, RILMERRSRVEIR IR EX R X,
BAMERNEEME. 537717 "MELREXXHHMmTEIU PIFEANAT XG5,

37.4 RiE AppArmor BCB X4
IR B i BEYREE AppArmor BR & 4R FE

1. MRELFFRZELU root BSHERK, BEELXHBEOPREA su.
2. HIRRISAAN root <

3. A cd /etc/apparmor.d/ % EEEXEHFRIENBE R

4. WA s IEEMRE SR TENEE XM

5. 7E vim EXAGRIESR PR E X UHI TR

6. TR BB EREREX .

7. TRIFEOFHA systemctl reload apparmor EEE) AppArmor,
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37.5 HENERKA AppArmor B2 E X4

25 HEREREXXHFHXE

aa-remove-unknown SEIZEEKRZEMETE /etc/apparmor.d FHFAEEEXHE, Fla0E
SRR LXD BRE X, XrIRERMERANRT M. FA -n SEFIHFE S EENE
B,

EBHHABALTF /etc/apparmor.d/ FHIFTE AppArmor EEEX, EIB1T:

> sudo aa-remove-unknown

TR et B ARRMVECE X5«

> sudo aa-remove-unknown -n

37.6 MR AppArmor BR& XX 14
LT 20 B35 BEfBR AppArmor R & X HFHIEFE,
1. MAZHERR AppArmor EX :

> sudo apparmor_parser -R /etc/apparmor.d/PROFILE

2. ERREXf:

> sudo rm /etc/apparmor.d/PROFILE
> sudo rm /var/lib/apparmor/cache/PROFILE

37.7 WEEREXHFHRMEI

BiEE 345 "IEMMHAEMINEL BB AppArmor EcEXHIEEE, BXHEHIA
hRESIRECE X, EFENITIEELLRA, BREXMIEN, BEMA AppArmor TEKBE)
BIEM W EX o
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BISR AR ECIZ AppArmor BEEX . XA EZHBRIANIE,

Iy EEX R
75 EER T EITNEARNNENABERY, MEtE R RSFAPEFAIRNARERF. BX
HFAER, BER 377170 JRIAREXXHE"

ROt o E X FMiE
W EERTFT—RENTFEEFWEREX M, TERTHEBITHIEREIA. KEAHE
B3| SRESETHNARER (40 Web AR5523. BRHARSSFBFMERS BN AERF) WiE
REXH. BXFMER, BEMN £37.7.270 "RGMEREXXHIE .

fEF AppArmor TEABTFEEEREXHHIBEIF R ITE:
1. BENESENERNEEX RS .

2. IT—REE D RIEMENICE X725 71517 aa-genprof 5 aa-autodep,

3. BAMNESE. NFMEMETEEXHNREFBHFIRI

37.7.1 JRIYANECEXHHE

W RERE XA A EOH R — MR aa-genprof MR HITEIR, kAELIEE,
N d1EEH aa-genprof 7155, EE{TREFMIXNE NS IEPELINIZIT aa-genprof (£
AREEXHIEPREESIFIHEN) , EERLLRAER.

E{FF aa-genprof DRI ARWEEEEX M, FENE 37.7.3.87 “aa-genprof — LD

BEXH” .

37.7.2 RGIEEEXHFHE

W EZFRUMARAMREXHGE, ERNES—AMERRRAFRENEEXXH, MF
% aa-genprof IR TUECE X AFMEPBFE RN —P VRN EX . RABRSGITEE
XHETS AN, WMEMHEEX B EERBR NE, BERE, G EERTH
KN EEITERETASESS | SEFSENNARFWEEREXN, HE—REATZIEFNE
BREX .
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BN AN —EHNBEFIE AppArmor BEEX 4

376

1. AN AREFHNEMEF R EX .

REIWHZEZRRESA MR, 1B AppArmor REIEAEEREXHMEFRREXHNER. B
it AppArmor BENMEFZEEEN, E/AMWET aa-autodep ALLIEFEIE—EINED
BEXt, BERIBRHENEENY, 5805 37.7.3.1 7 “aa-autodep — QIEENAIEZ
",

. EEXVEE X HENFE ISR TIER.

FERIHEEOPRANLU TS
> sudo aa-complain /etc/apparmor.d/*

(L root BMERRE) ,NFEWETEEXANREFEF ISEIFEI. BaILiE
A5 36427 "EASEANEEEXFHIEIL PETRRY “YaST EEEXMHREIV RIRERLL
Lhak.

RFEIRIEY, HRERASWAEL, EMEECE e R LERBRtt, XS

MAILFERETE TR (2% 3FR) HTHEFESGTRNANERE. BIltE
B, S UREREXHHIMIFEE.,

BXREAFIEANRTRIAERAKNER, BB 37.7.3.27 “aa-complain — #A
FIRHF SR o

. EINAER.

BT ARFAHITERINGE, BIREFNZVINERERE, BELILIERRARE
HEERNEINXHE. HFHITFAE aa-genprof WIEE, FELbLthd Be] SRR
HArtE, MBEEMRERARESIRERNEFES

. At A&,

HITAFR MR EXHWER, [BEIEZE1Taa-logprof, MAEILL aa-genprof Hiz1T
© (FTHMIEE X ENSWILIRE) . aa-logprof BI—AGENUIT:

> sudo aa-logprof [ -d /path/to/profiles ] [ -f /path/to/logfile ]

BX(ER aa-logprof BNiFER, BBMWNE 37.7.3.97 “aa-logprof — HiEZRSH

=
1A o

5. EETEIMIE 4,
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ERESEMRENEEX . LEEIREAANSIHIRAZSTIIGHERMARIES I ZIR
NSRS, ESREERERENRDEVER, MABTRERIR.

6. SRIBEENM,
R ZERDERNEEN . AIUERXAHERITFAMNEE /etc/apparmor.d/ F
BB S 1

7. REFEEFIET.
LY RASEFERFITEEEXHIMAN, MANEIERER. LHIRET LA MEEE
XA ERR flags=(complain) XAFah5E, tWrILEF aa-enforce s HITE
B, ZasSHIEANS aa-complain S E£iER, RAESREEXHIKE RS
B, WAILUBIEEE 36.4.2 7 “"ENEANIEGIETD RERRE “YaST BRE X1
I EIRERALLTEE,
EMRFAEEEX T ERFTFMEAHEE FEFIR, 5% aa-enforce /etc/

apparmor.d/*,

8. ENFFIAEREX o
Zit AppArmor EFfFHEFIA ECE X FHERZFESUZEHIRIU, BN systemctl

reload apparmor,

37.7.3 WEREXHHNIALS

apparmor-utils RPM BEEIRMET B FHE AppArmor BREBE XHHIFTE LAIEF, XLt
BEFFMETE /usr/sbin ., SNTEBERRBIALE,

37.7.3.1 aa-autodep — SIEEINEIE X HF

Lt TR AFMENZF SN AREFIZEMEEE X M. &I T#BIRIHITSXEH EREN
MAREFERENRENH. ERNBEXHZFUNN “ENEREXH” , SRANEFR—TE
BEREFTE AppArmor FREIRHI TETENFTBEED, &/)\HY aa-autodep EMEEXHE
DLAZFEMA include 189, EEAASHERTRTENEREEXH, WFRLERIWE
Fr, aa-autodep SEMEY BB Y., EEXGHNERAREBESTITLIIHNATHIT
X4 ELGEIRAER 1dd (1),
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EEREINEEEX Y, 15 aa-autodep 2%, BFSHAIUEREFNEEEN (aa-
autodep BT IERINTMRFTERIILEZM) , LAUSELRENRRZR, EFEASAIAE
ARE (ELF Z4RHIDXt. shell fHizs. Perl fii4sZ%) , aa-autodep 4REMECEX Y, FH
B SRS ECE ) A R Csu# It BD B XX M.

F R EINERE XXHRHEIR LT AppArmor BEBEXHmBLYIEE NE /etc/apparmor.d B
R UERNEMBERIENREHR, BREFHRL (/) BAA=(.). aa-autodep Y
—RIEERELHBOPRMAU TGS

> sudo aa-autodep [ -d /PATH/TO/PROFILES ] [PROGRAM1 PROGRAM2...]

WMRFHNEFBR, RARRTERN. NRLSEBEEXHREERIAUE, /path/to/
profiles 2&%= /etc/apparmor.d FERIAMIE,

FaMREEX 4, ERAAEANBRERF—SINENETRITIRSUZREEXHE (E1]
BoiEAaMNETHEEBARLIEXHNIER) . EXEFNERBUATEXNNEBEER. U
TREKILKIZFH— LR

BR
NMREEMRIEEXHFNMEREFSUTE— T ERRN, MALERPEEEMER, R
#={£F aa-autodep /path/to/your/programs/* as LA L AL B RHPHFFERERF
BIEREARRE XM,

pstree -p
EEI LUB1TN BIEFHEBIRER Linux pstree s S BIFMEIB1THAEE. ABRFH
EIXLEFNMUE, Hi WS MEFIE!T aa-autodep, MREFEEMERZH, N
aa-autodep SAEIKREIE(]. WREFAEENEEEIZH, NWARERN Linux 58 find 7]
BEE BT IEEHIER. 17 find / -name ' MY APPLICATION'-print RJHTER S
FHIEEE (MY APPLICATION @RBINAER) . IRERES, EaUERBER.

37.7.3.2 aa-complain — #NFIRFHEIEL

EIRMESIERXTE (aa-complain) 24GMEL AppArmor BBEXHMNBYER, Fla0tazE
TEEXGNIZFIAR TREXHFRARTNXGE., HFRERITH, BHIWICR. EHECE
X, EABREIFER, WEFRET—EURUERRSIEFSRNERNBESMN, ASER
AppArmor TEMBAEHRITENIE, LUEHEESHFHIRANSOHERE X H.
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FEECEITIFRER (FRHS1T) SEREXENIRENRNI— MRS, Bt /bin/foo B
/bin/foo flags=(complain), BEFERAITIFER, BITHA—IMLRIEEQ, AR root &%
BMNUTGRS:

o WMERRHIFER (PROGRAML) IEEHIERRH, JEFEM:
> sudo aa-complain [PROGRAM1 PROGRAM2 ...]
o NRZFFATENREP, BEEBIREZE, WTFAR:
> sudo aa-complain /sbin/PROGRAM1
o MNREEBXHFIE /etc/apparmor.d F, FHWMAUTHSUBEBIAIE:

> sudo aa-complain /path/to/profiles/PROGRAM1

* 8% /sbin/programl WECEXH, SOTFFIR:

> sudo aa-complain /etc/apparmor.d/sbin.PROGRAM1

FREEGSHIBUEFMIIEEXGHEFNITIFER. IREFZFEEHENRKEZ,
N aa-complain IERERFH $PATH, 5140, aa-complain /usr/sbin/* 2&EHS
/usr/sbin PR ERERXEMNEEXH, HREETIFIFER. aa-complain /etc/
apparmor.d/* 23 /etc/apparmor.d FHFAEERE X4 ETIFIFIER.

() iR 5F YaST YA E X8

YaST {#ft 7 — A F Iz IR AR ER M E R AR, BXES, 2L
$£36.4.27 "BERRENEREXHFRIV o

37.7.3.3 aa-decode — 283 AppArmor BEX B +7H BI4RD F R &8

aa-decode ##h3 AppArmor BERIH P/ SEFIZRIDF ISR, BE e LUER XATERAR
Hit A&, BT a8 69REE AppArmor BEIRN, HIEIRARHH BRIXEIR,
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37.7.3.4 aa-disable — ZF AppArmor 2B & X

£/ aa-disable AJLAIZERA— 15 Z 1 AppArmor BREBE X HRIGREIE. benSEMAZT
ENEECEH, HFHLETE AppArmor BaBtNEZEE X 4. FILA$EF aa-enforce ¥ aa-
complain SLRAEFEXILLITA

37.7.3.5 aa-easyprof — B HEREIE X

aa-easyprof =1t T 5 M REFRER AppArmor ECE X, aa-easyprof xiFERIRIRN
Ao & XA RIRRMEN BIEFNEREX S, RE aa-easyprof BEITAEREEXH, BH

SLRRERKBTEARER. BEXHFAMBRNRE, s, LtTREECIREESXXHS EERE
%Itk FshEifEEA aa-genprof 1 aa-logprof SIZAE X E/D—Lk,

BXHMER, ESN aa-easyprof (8) WFMTI.

37.7.3.6 aa-enforce — FHNBEHIET,

BHMRNNELS AppArmor FEEXHMNBNIESR, Bl T REXHNER BN TRE
XERARFNX MG, EMSWIER TR, HEFAFIESS, BRI AEAEGIRN. NE
BREBMEMARFLEEY, FERTIFER,

FohgrEREIRN (FRHLTT) EMREEXHINER complain #77&, f# /bin/foo
flags=(complain) ZpE /bin/foo. EEMARFIERN, BITH—ITERHEO, ABRRAUT

o R RHIFER (PROGRAML) EEMIRR S, BEMA:
> sudo aa-enforce [PROGRAM1 PROGRAMZ2 ...]

o NRBFAEENRES, BEEBTBE, WTAR:

> sudo aa-enforce /sbin/PROGRAM1

o MNREEXHATE /etc/apparmor.d , BRWAUTHSUBSZRIAIE:
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> sudo aa-enforce -d /path/to/profiles/ programl

e 38E /sbin/programl WECEX M, WTFIR:

> sudo aa-enforce /etc/apparmor.d/sbin.PROGRAM1

RGBS RBOEFRY B E X TR B SR HIR T,
MRFMANEFFEEXXHNBIR, RASIRTRERN. /path/to/profiles &% /etc/
apparmor.d BEAMIE,

SHAIUR— I ERIIRI—NMELEXHTIR. IREFBZAEEHENERRZ, N aa-
enforce ZERERF $PATH,

O 127 M YaST YR E X HHER
YaST R T — M AFUHMS IR EF KRN ER iR, BXER, BHENR
536427 “ERENMENXHRTIY .

37.7.3.7 aa-exec — FRIEENEE X HEHIFZRF

£/ aa-exec FILUSEHEERIECE X (HH/SECE X (2R BFRIRHIRVIERF. WNRFRIEE
TEREXHNZNTE, BFEREMBMTEFHEREXHRE. NREE TEREXHZN
=ia], FEAYRRFINEEXHRM, NREEXHMIMTENIRIETE, FEMRTERE
EXHHHFIzITan< — MERER aa-exec 55—

BXRZBLTHATIIFAESR, BESRNZen<HFMoIman 8 aa-exec,

37.7.3.8 aa-genprof — £ECE X4

aa-genprof T4 AppArmor FEEXHHISLAERF. ©F UEENIERFIETT aa-
autodep LUBIEEMNREXH (NREEBFEAFEREXH) . FHIGEANTIFERX. HH
EHNEE AppArmor. HRIEEE. RAAFRITEFRUNEAEINEE. HiB AN TAR:

> sudo aa-genprof [ -d /path/to/profiles ] PROGRAM
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E 7 Apache Web fRZ 2812 httpd2-prefork IFEECE X4, BELL root B4HITLLTIRIE:
1. %\ systemctl stop apache2,

2. #E K4 aa-genprof httpd2-prefork,
I1E, aa-genprof SHITUUTIRIE:

1. FRIINERREFET 26T httpd2-prefork BITEERR, &R LIIEETERRR,
£ SUSE Linux Enterprise Server £, ERIABISEEEER{ER/ /usr/sbin/httpd2-
preforke

2. ®F httpd2-prefork EREFEEREXF. MNREHR, NSWENH. MRFEE,
MRS 37.7.3 7 "WEREXHIWTELE" $FrAR aa-autodep SIEZ—
FoE&E X 1o

3. BitEFNEEXGHETFEIFITIFER, XERBREEXHEM, B
VI B M LA E SR IR1E, BESHUW TR (GBS /var/log/audit/
audit.log) :

type=APPARMOR ALLOWED msg=audit(1189682639.184:20816): \
apparmor="DENIED" operation="file mmap" parent=2692 \
profile="/usr/sbin/httpd2-prefork//HANDLING UNTRUSTED INPUT" \
name="/var/log/apache2/access 10g-20140116" pid=28730 comm="httpd2-
prefork" \

requested mask="::r" denied mask="::r" fsuid=30 ouid=0

WMREBRIBITEHITTIFIER, AppArmor EHEEEIZRE systemd HiE (55
L (EIEfEm) ,$£21E “journalctl: & systemd Hid” )

Sep 13 13:20:30 K23 kernel: audit(1189682430.672:20810): \
apparmor="DENIED" operation="file mmap" parent=2692 \
profile="/usr/sbin/httpd2-prefork//HANDLING UNTRUSTED INPUT" \
name="/var/log/apache2/access 1o0g-20140116" pid=28730 comm="httpd2-
prefork" \

requested mask="::r" denied mask="::r" fsuid=30 ouid=0

R LUEF dmesg ap S KE B XLEE 4
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audit(1189682430.672:20810): apparmor="DENIED" \
operation="file mmap" parent=2692 \
profile="/usr/sbin/httpd2-prefork//HANDLING UNTRUSTED INPUT" \
name="/var/log/apache2/access 10g-20140116" pid=28730 comm="httpd2-
prefork" \

requested mask="::r" denied mask="::r" fsuid=30 ouid=0

4. ERABEETEANEGEIMEKITCEEERNAE, F90:

Sep 13 17:48:52 figwit root: GenProf: e2ff78636296716d0b5301209a04430d

3. BEITAEMRTE, 25— 1M RiHEEAOPETHARER, HFTRAREZSHNEBERD
e, MLt %?*E‘t@_ﬂlﬂiﬁzr‘ FEBETHNEEHNNXXEMER. flw, FEH0
AKIRE PN systemctl start apache2,

4. HITIEFINRERS, 7f aa-genprof RixE kR LT B F%EI:

* s =Tf aa-genprof BEhHEMMBEEXHEMTSUBEHEN RABEIET
aa-genprof, MNRAETPEERAEMH, AppArmor 9 EIER BEXH,
X —ERE), B NEEXLLRBMUIES aa-genprof £EZEAEX
s

e F =IRHTE,

Q =

R BIRIMIEFHVER, JBHNE 38 % [ ChangeHat 142 Web W AHTEF
HECE X H”

5. EIZEMRAEE:

o MEEEXHIEFAETREXHFLENAER (GBS0 37.1 “FIE
Sh: SEHIPRERIRRVIAEE ) o

o MEEEXANEFRITT —MERF, ME2ERREREX (FERMI37.2 “F
SIRIBII . EXTEIRIR” ) -
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384

XFAMERNBEER—RTIBE, EAHEEXLERH, AR RSEFFNZEEX
fro f137.1 “FIRIFIG: EHIPFERRNIART M 37.2 “FIRAFIGN. EX
AR R T SMEFNRRG. /545 B BR[Ol 25X £ ) AT HY LT,

o MIBHITNIRIEEE L, EAIUREINRIAASOIBIIN, FETE MU T WiFHIT
RPEIEEY

5137.1 : FIERGIG . EHIPFEHR RIS

Reading log entries from /var/log/audit/audit.log.
Updating AppArmor profiles in /etc/apparmor.d.

Profile: /usr/sbin/cupsd
Program: cupsd
Execute: /usr/lib/cups/daemon/cups-1pd

Severity: unknown

(I)nherit / (P)rofile / (C)hild / (N)ame / (U)nconfined / (X)ix /
(D)eny / Abo(r)t / (F)inish

4k (ix)
FREFHARXEFNEEXMH, USKREFHEBENFERIET. HERHEI
EEFEEARECHETNNEFNIIEXIEELA, TIRFEMEFIEEX
HINRH AR E LSRR EXHIINR. HFEFEhFNBAERF (W, R
less fERN T8 /usr/bin/mail EF %) BY, B@EEALETR

BEE X% (px/px)
FREFUBCHNREXHIE!T, WEEXHNIHNAAIZ, NRFAEFEREX
, MERRITFREFNSEISRBIENAK. XREGREFTARLER
SHIER, WN#H1T DNS EIRFEI RARY MTA K IEHRRET,
WERRSBIEATHIEL B30 (P) IS EPRIFIR R1ER B4 T A2 A BEELEE
RITITHNFIRT &,

FI1 (cx/cx)
KREBMAFIREXHFNEIR, ©5 px/PxEiREM, IRIERIRANFERE
X5,
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R EFIERITHECESX M (Cx) RIS BRIMRRTE(L i FH 2RI R BT
RITIT AR &,

FKZPR (ux/ux)
MITRY IR R FA (AT AppArmor BEBE X, FITD&BREINER TiE
1To
EEAZIRE & EERT (Ux) EMERIFEREE RS T HZE AT RE s T
TITANIFRTE, BIAZRNREXHETELT2RE, REETREEF
AL RIRREEFF AppArmor, BTEA R SEBER T A XM,

mmap (m)
LA RS PROT_EXEC fr S EaRTETEEXHIZITRIRZF AT LR mmap
AGRAAKIRRRR, XERERPTUMITERRGETE. NREEEXHE1
BIEREETHEZEKRLNE, RAREREEEINR,

14
EREXHRRM—5 deny M0, LUKAFELIEIZFIFIIEENBERKR
I, AppArmor fEfa &R T —PNEMH,

Fik
thik aa-logprof, ZIEFINIERANNFEMNENRESESL, FIEEREXH
R FRFAL,

Sehk
%4 aa-logprof, FENREFEZIBRIALIEEANNFIEMRNERHEAFFEHE
X5

B 37.2 “FIEILEIGN: EXINAINIE” ER T AppArmor BN A IFERBEER
/var/run/nscd/* #1TIREY, ARER—MhRKIREFFEB Apache X i5iA]
FLm,
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B137.2 1 FIEAGII: B TTEIANPR

Profile: /usr/sbin/httpd2-prefork

Path: /var/run/nscd/dbSz9CTr
Mode: r
Severity: 3

1 - /var/run/nscd/dbSz9CTr
[2 - /var/run/nscd/*]

(A)llow / [(D)eny] / (G)lob / Glob w/(E)xt / (N)ew / Abo(r)t /
(F)inish / (O)pts

Adding /var/run/nscd/* r to profile.

Profile: /usr/sbin/httpd2-prefork

Path: /proc/11769/attr/current
Mode: w
Severity: 9

[1 - #include <abstractions/apache2-common>]
2 - /proc/11769/attr/current
3 - /proc/*/attr/current

(A)1llow / [(D)eny] / (G)lob / Glob w/(E)xt / (N)ew / Abo(r)t /
(F)inish / (0)pts
Adding #include <abstractions/apache2-common> to profile.

AppArmor I T — 1M Z N EEH include, B RNIEI YR S IXFPIFRIVIED,
ARRREHITT—F,

Q =

FIEFRE LREINERSTE AppArmor HEFER,
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387

#include

AppArmor BEE XHHX—E 55| FB—1 include X, ESREFEFHIIAIR
PR, BIFEMA include, ERILBEEFETIHNHEEFEEENERER
X ERINPR, A include RUB/NCE X HRIA /N EFEINAY include B
TEERIHIE,

BECAZT
BN —F PR EicBIRhe %80 0. BXRBEIEZNESER, FS
ME34.6 T “BEEXHRM. irE. BREMBE

FPRERTE

XERREFEIERBTERNIPIEFRERZ,
EERRIZH include 5, EEERDITEIEL, FEUBHIRZZUINNEI AppArmor
FEEXHR, NREXNETHERRIEIARS, BaIUERERNE#HITAE,
T EI AR F B F SRR 2 A E X

iﬁ?ﬁ Enter

FIFIIEEE R B RE&1Zo

R
AV ERE REZ, AppArmor R4 RS BERIREN, B%i%4A
f£8, BENE3MTH HEURFAER” .

i2E]
FELIERRRFinRtEE B REEEHHINIR. AppArmor FEES#E0 B T—1F
o

iz
RTERAHMNIESEFE SN, RFEEENRER. MREFTENSE
bR LR RAIERAMNEMG, AppArmor REREMIAFHRIFEERBAN

BEg
EFRISERRRRE, NERBRNRIZSESHRERLE RN, ZEFR
HEEMERE, BRANZRIENEYIENRS, ARREMRSESOIERML
Tlo
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BXBEOEZEVFAER, BBRE 346 T "EEXHE. s, BEM
e o

REY BRrEER
IEEMZERIGE REBRE, FIZREXMGT BB, W, /etc/

apache2/file.ext LM /etc/apache2/*. . ext, EARINT @A
(B8) RREXMHR, XHRFMATLUSRNRNERTU .ext AT EBEH

FRE X1

Faik
1t aa-logprof, EIBRINILMARFIEMUESRKRZER, FMEEREXH
HRREFAZ,

ST

X7 aa-logprof, [ERRIFEIERIALANRIFIE NN EFHELFRIEERE
X o

6. EFMA vi EEMREBEENEREXH, BFELXIHEOPRA vi /etc/apparmor.d/
PROFILENAME, ETE vim F4giE AppArmor BREX AR ERIE L =R, BRORE
FA®< :syntax on#l :set syntax=apparmor. Bx vim Mi&Eie=ERMiFHE

B, B8WE 37.7.3.147 “apparmorvim” o

7. EEE AppArmor, AIGER systemctl reload apparmor ss<EFMEEE XM
&, SIEMERNEEE XX

5S5BFE AppArmor BEEXHHIER AR —#, YaST AIEEEXHMES aa-genprof 132
${ER /usr/share/apparmor/extra-profiles FHZAMEIE XH-E1EE.

BERAAMEERETRNEENM, BRI TAIRASHR(E:

1. W EFTA/Z5h aa-genprof,
R aa-genprof 2 TIFEINAMEEEXH, NLHEEOPERUTILIT:

Profile: /usr/bin/opera

[1 - Inactive local profile for /usr/bin/operal]
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[(V)iew Profile] / (U)se Profile / (C)reate New Profile / Abo(r)t /
(F)inish

2. 2EALEEXMH, BR v (EREEXMH) HHRITEXFMANEEXHFEMTIE.
BUEAEREXHZANE#ITRE, 5% v (BEFEEXH) o
BERRIENEEXM, BR ¢ (QIEWELESH) , FRITEXFRRNEEXXHEN
TREMKFIEEIBECE Mo

3. ERfE, ¥ F (5860) 1B aa-genprof HREFEEX,

37.7.3.9 aa-logprof — AHARLKAE

aa-logprof 2— 1" XEXITHE, HFEE /var/log/audit/audit.log REBETAHH
EIRMEFIEREY, REIZEEE systemd HiIZhBLERES (BEN (EBEm) ,$E21E
“Journalctl: &Eiff systemd Hig” ) , LAKTE AppArmor 2B E A4 B FT B,

1T aa-logprof f[5, EEABRPAMETIFMEFRATERNBEXH, NMREFEINEEE
XHERHENHLLEMY, ERRUBHREEEXHNEIN. aa-logprof FALHESRME
EFIT .

MRENZRFINVERKEHNITS—MEF, aa-logprof K FEFXMIER, H=iERA
FERoh FHEN N EAMMHRITR. FITRIUix. px. Px. ux. Ux. cx. Cx RIEERIAD
BEXHIIART R FHZMED, MR FHERRGRMMEEENH, MEINEER Px. NR
FEEREMEENH, NEIAA ix. RAIWE RMEEE XM FHIZIEIT aa-autodep,
FEEMEE AppArmor . (IIREIEEIETT) o

aa-logprof RHA, BEXMHIFHMMINENRER. R AppArmor T EFIIRE, EEH
MBEMMEEXH; NEEAERRZESEHRHEZEDTE null-XXXX BEXH (ERIFE TR
NEIBRIRERENH) FiE1T, XEHERGENETHESREXMHIET,
HFjz{Taa-logprof, 5L root BERHEXIRE ORI aa-logprof, LU TETIAIA
F aa-logprof:

aa-logprof -d/path/to/profile/directory/
MREEXHAREIRERR /etc/apparmor.d/ B, HEMRIEERE XHFAAIER

FTEERIZ.
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aa-logprof -f/path/to/logfile/
MRBAEXHREIINE R /var/log/audit/audit. log 1, hEMSEERE
HERE BN TR,

aa-logprof -m "string marker in logfile"
#ric aa-logprof EE AL HEHEEMNICIES, aa-logprof ER AL HEFIFR
B5EH4, BEAMIEENING. NRIFCEETN, BIRCEES I SHAEEET
€. flan:

# aa-logprof -m "17:04:21"

1

# aa-logprof -m e2ff78636296f16d0b5301209a04430d

aa-logprof FHEEZE, @RENAMERERNENENG. SNRERET— " HEHRS
B9 AppArmor #ENFIZR, =FIFRHIE RS B LURINAERZERN,

FRINBER T, aa-logprof J§7E /etc/apparmor.d/ AEXEEX M. L root BHE1T
aa-logprof FEFEEUEHEEXH. Fid, EENUEEEERAIMNEEXH, Flin
ERFHHMITEEEEE ASRRAN (ASEX4E)I, MESXHEFR) . NREX
¥, EaILIAN zcat -f “1ls -1tr /path/to/logfile*’ |aa-logprof-f-o

37.7.3.10 aa-logprof ;~fil 1

LR f5135%B8 aa-logprof dl{m &k i2ifia] /etc/group XHH httpd2-prefork, [1 RRERIA
EI,

EARBIF, X /etc/group BiAIER httpd2-prefork 5B FRARSHI—EE 5D FEMNAYMRR 2
1, SEEMENXK AppArmor MNIE, %R 1#include, ZRSHEE SIS DNSE
KAEXWFERE, ERFEEEXHEARBRZHUF, XF3t DNS BN XX MRS E X4
R ENENRAT—RTER, MEREFLSEEEXH-

Profile: /usr/sbin/httpd2-prefork

Path: /etc/group
New Mode: r
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[1 - #include <abstractions/nameservice>]
2 - /etc/group
[(A)Llow] / (D)eny / (N)ew / (G)lob / Glob w/(E)xt / Abo(r)t / (F)inish

RN Tz —:

i&ﬁ Enter
MEFNMELE, EAROIPRARIFRFHEERN B REBET,

ST
FRIFILIEHEERI B RBIZW. AppArmor RLEHXHILEMNREN. BXEZER, BS
M3 3477 “XHNRRAFEEN o

B4
KABBIEIEF A RIS ERN B RERT, AppArmor FEESHEMET—NEH,

i
RAERAEESMILEARNN, AFEREEEEEINENREN, MRMANTRE
AAHERVRTREENEHS, AppArmor KEREHINHATFEERRATIAT

b
ERFERRE, ERBRTCIESESHREERLEN AN, EEFRMEANEMARR
2, FRABRZIEYIZHES, ARRENAHLSIEFTEI,
BXBEEEVEARER, BENE 346 T "EXHZ. iiE. BEMEL" o

REBY RAREA
IR BN RIGE REKRE, TEIEREXMHT BE. fIWl, /etc/apache2/
file.ext LA /etc/apache2/*.ext, EFFRMTEEFT (ES) RABXHR.
XERRFRAILUAREINE R T . ext A BRAWFIE XK,

ik
ik aa-logprof, BIEAINILHANNFFEANSHSLER, FEREXHBRHRRT
1=

SeRk

X aa-logprof, [EIRZFZEIBRINIEAARFIENNERFHERFIBE E X Fo
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37.7.3.11 aa-logprof /=fjll 2
BN, 1E79 vsftpd WEECEXHRY, SFFLITRI:

Profile: /usr/sbin/vsftpd
Path: /y2Kk.jipg

New Mode: r
[1 - /y2k.jpgl

(A)llow / [(D)enyl / (N)ew / (G)lob / Glob w/(E)xt / Abo(r)t / (F)inish

RIS RIATFIUANEFTRNET, B, vsftpd 2IERIBEFINR, EMEBRINE R T SUSE
Linux Enterprise Server 89 vsftpd @M /srv/ftp &l FTP X, X=2E A vsftpd EAR
& chroot, 3F chroot jail AEFRIEIERSY, AppArmor BEIFZERT chroot }fiE (MIFEB4E
ER1R) B HRiAIE,

FINEIRNEIE, BRZRTNZERFAE JPEG X4 FTP 3EZEAR, LAERILAE
Rei BB HERRINNEE /*. jpgo XEMIITHEIEZ TR . jpg XHRIIAIR]
BPRAIEREFN, HEMELEUEEREFERISIAR . jpg XHEXBE-,

&fE, BROZIETFX FTP XH4HEN Z8ERN IR, MNRERE—MFIEFEL, aa-
logprof SFEINAIERTR /y2k. jpg BHA /*, Lbsh, BROZIEFHENERNNEZIS
AR, EXMERT, ATUERMERFRETHEAN /**. jpg EFHENTERNPRE

. jpg XHRVIARIIR) 5% /** (RF X B RNPPIEXXERIARIRER) -

XL MR IEEUA R R. ERRS IR, FRINBEEFERS RN EMRIAE RITF
BENRT. BBRITRRIRAE S, 9137.1 “ZSNENHI5N . =HdsE Z R g
T BN R,

FELLTRBIF, A /usr/bin/mail MR P IRIEECE XY, aa-logprof LI /usr/
bin/mail UBIFNBEFNFERHITT /usr/bin/less, LUERBKIMEHEE “O8 . 45

SERUTRT:

/usr/bin/nail -> /usr/bin/less
(I)nherit / (P)rofile / (C)hild / (N)ame / (U)nconfined / (X)ix / (D)eny
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Q iE

/usr/bin/mail BYSEFRATHITXER /usr/bin/nail, XHIEHGHEIR.

/usr/bin/less B LERNEENIER, ATFEKEEDT—RINEKZERE, Xe /
usr/bin/mail EFREMERERE, B less Efr LB — N INREB AN ARIER, FRTIFZHM
BhFNFTER, 5130 tar # rpm.

O &%

Xf tar X8 RPM XHHiE1T less, BRI ERXERBHNET.

EARFEFIEHMEES BEhiETT rpm (X2EIZESH Microsoft* Outlook HXXAFSEHE, AN
RPM EERENBRAKIZFNEES) , AEXMER THRELRBRZERY R, XSFEELR
XHHITH less F2FIE1TF /usr/bin/mail ECEXHZ o XEFEFHTNER:

o IMFEEIE /usr/bin/less MFRAEEAXMHIHRNPREARME] /usr/bin/mail WECEX
5,

o EAILLBEIRIE BN F N AR (530 tar 1 rpm) FRANZE) /usr/bin/mail BREXHEH,
X, & /usr/bin/mail FELLIMREHIZTIT /usr/bin/less BY, less ZRFHIEEIERH
IR F A% AppArmor (RIPETHIER. B—MEEFEZER CxHITIR. BXRIITIRIH
WAEE, BEBNE 34127 “HiTiEl”

FEHEHMBRT, ErgeBEFERLLE %D, X=3t aa-logprof =E LU T&Mm:

o ENECEXHHIMNIEER px/Px, XIRHILIREFIHE CHIECE X

* aa-logprof SHNFIME—NMEEEXMY, AEBIRKFHIENSEH2EEFINEENX
43[E aa-logprof BFIRHIAIZ, FaUMEREE XHHEE A R IEE X5,
MRS FIERIMIERIEIT, MENAZEREX S,

MRENZRFINIZEFREHNITE—1M2F, aa-logprof ZEFEEXMIER, H=H
B FA TR FERNNERMMAITRIN. PITIRIU "BE” | "BEXH . K=
fR” . “FIU . “HBENREXMH , IATELKITIEIREET.
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MRFHIZABEMWVEEXH, WRIAERN “EBEXMH . MRTFEEEXMH, WAIA
R MR o 55347 TSRIGIENETIVT RITR T MAGEIT (1X)o
ZEEXHETE T FREFNAER B CHNEEXGFFIETT. —TMBREZRBREEEEE
FIEFMRINARIIAE, SNREEZBEIFME, AppArmor BECE X HHIFSAMBITIZIRET
Px, SIREGEFERBIE, EEXHFRIRM px, XEMASHITIFREE, NREXFERE
XHRITIRIU, BIARSHRITIRIUA PXo

FEWERRZIRIITIEN, NELEEAHEMEINEERS A SEMEMIEFRIECEX Y, 7
ERZEIL, EFRRRBEASIITHA—TEEWEE, BXREHIANZEE. WREHIAFHE
BE, 5 EERSTH, AREEEEENE, ERREXHPFERHNITRI U, 15X
FE. BREEEXHRIARITERER ux, BEES. BAEERERNEN Ux RRRZEHITE
) o

O == <ZRET
7 ux or Ux RIERRANN, ERSNFEFNERLRITITAREMITHRRE (M
LZ2AEMS) o

37.7.3.12 aa-unconfined — IR RZ{FIPE0HIZ

aa-unconfined TSR ERFA FHNAMME IR, BEHSRK EMENEEXXHEH#HTTEE
2, FIREAREE AppArmor BELEXHFHIMERS . EFRERIKE AppArmor ELEXHIRHIHY
root %

EM /proc X ARFFRRHAZAIHITHRE, AL root B14151T aa-unconfined, It
EFZRUTESZENZEMm:

o KRR RTHITX A RIRIE
o HI27E netstat(8) ZiEIALL, MA#H—THEEWRIRIIE
Q =

HiEFEFIHER TCP #1 UDP R#i2, @M=, WIEFRERTEGE, XAJBFESR
Y= BN 1A R SR E 2RV EC E X o
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37.7.3.13

aa-notify @— NMEMNLAER, EREREIMEFESR AppArmor iBFl, MNREREBRE
AppArmor BEXH, MXGEEZRESEHMEERKENENS, KXAEFIFEERE. BESA
AppArmor KEIEX], 151E1T aa-notify:

> sudo aa-notify -p -u USERNAME --display DISPLAY NUMBER

Her, USERNAME BREZEFRINERMNAFE, DISPLAY NUMBER 2&La1ERAM X Window &
RS, Bl -0, ZHEEEEET, SEREELEHN, MEETER,.

AR
SETHEY X Window B4R S1R1Z1E $DISPLAY T&d, At, EEILUER - -display
$DISPLAY KR EH LRI E RS

A AppArmor B

BB Jusr/sbinf/winbindd
BefE: mkdir

##: /home/sys-var/run/samba/winbindd/
WIS ¢

A& Jvar/log/kern.log

BEXFMES, FEN:

hetps://wiki.ubuntu.com/Debu

37.1:

EER B LUER -s DAYS AINECE aa-notify, MUERIEENIE/LRNBEHNBE, EX aa-
notify Hi¥4ER, EENEFMIIman 8 aa-notify,

37.7.3.14

vim XA RERNEEZSRET XA AEES=RET AppArmor EEEX FRIETFINEE. FIA
vim A vim BY AppArmor IEAIRL,, EAINUEZIAAEESRETHNEEXHNIEXER. B
A vim REEMRBEEXM, BELXHEDFEA vimo
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£ vim H4giE AppArmor EEEX BT, NEBBIEEZIEFICE, BEFER (syntax on &<, A
[&fER :set syntax=apparmor 85, AR vim F4EBRISCHSEEIERIRE) /9 AppArmor
BEEXH, B

# vim:ft=apparmor

ANEIEE XA RE,

0O #x

vim %t /etc/apparmor.d/ PFHRXEEMERAT AppArmor &= 2T

ERLLTHEERT, vim SXECEXHRITTLEE:

Ee
e
=
EBIRINRAT
e
HEEEAH R 2
#e
BT SIRANT
R

BT HITIRAYT (ix B px)

ae
12T BREIRPRAYIT (ux)
aqeals
AEIEHMEZE AppArmor FEIRAVIE AR
BIRBEXEBEZXRHERNES vim £Bh, 1BEA apparmor.vim#l vim F0T, UKRE
vim REE2SNMERA :help syntax. AppArmor iZAfEf&7E /usr/share/vim/current/

syntax/apparmor.vim. H2
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37.8 EEERXHZMBR

TENTIRES AppArmor IERERANSEEENXHNBE R, NMBREITEFHEBRE ML
Ryt EHESE, EREETRXLEHENESR:

/sys/kernel/security/apparmor/profiles

RSN EAVECE S SRR RIS o

/etc/apparmor/
AppArmor EEE X R E,

/usr/share/apparmor/extra-profiles
AppArmor FEMi AR ECE X4 iE7ERE, BERIARB .

/etc/apparmor.d/
REEXHNAE, RABRETN / itn . RER/ THEEHR) HIHAATE,
XEFEAUEHEMEIRREXMH, 90, 2= /usr/sbin/smbd BEEEXHHRA

usr.sbin.smbd.

/etc/apparmor.d/abstractions/
HERIIE,

/etc/apparmor.d/program-chunks/
ERRIIE,

/proc/*/attr/current
QBN R] UEEHEMRGFPRES U R AT IRENIZHIENEEXH. psauxZmSsH
SR RILE R,
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38 {#F ChangeHat #39%# Web N B ZFBIACE X

AppArmor® EEEX RN ENMEFEHISHIEN LT 2HRE. CERTARTER, B, MR
ZREFN—H2FTESHMUB D RERNHENR, ZEFETU TRIEF UERBITERR
R RN E 2R, XTRMEEFHFEEXH.

ChangeHat 27 EEETE AppArmor BLE X AL MIEFHMIE FERIZERF. XIEFEEREILL
EXEEHIEEARFNNEZ M, IHREERERENAREFIEEN “BA ChangeHat” , &L
B, BEENRI N AZFHRITEREREE R E[M AppArmor IR A HEiR R £IHAYE
Ko Apache Web fRS5287 2 — ChangeHat BB AERF,

—PMEREXHAIUEEEHENFEEXH, BEHIRERIM RS FEEXHFERHM
FEEXMH. FREXGRFENBHNEEXHREN. HRMBESREXFHNRIEET
EEXHZIIRL, MEZE " 2R

FEEX A AIFEEREEXAFFIENE—IXM4H, UAFEEFRNXGF. TE81FS
EFERLE, BICRARE—MEFEL — EERBEFEBEE FRINIEER. NRFE
MEFERML T RECEXHFIERRE—XHH, MBHEHHRwFERECEXHHFAEET-

ERFEEFRIMNEFEEXAFLALLER hat FAF ~N FFko
TERNFEEXHFEEREETF:

/foo//bar { }

=%

profile /foo//bar { }

M FEARDFEE X HERAIEF:

~/foo//bar { }

=%

hat /foo//bar { } # this syntax is not highlighted in vim

EBFHNREMETBEREXHFNL 2R ES, WhEGIREBRIFAEFPITERE

B bug MIBFHRRBMHHANBBEEXH. XEEN, BFHNREEHEEHELENE
BEIAFRTE, MIEFPEITHRENZERATFRERENR. Eit, change_hat ENV A2
FRRSBPRERARR, EXLERSSRT, FMESHRESR (FIW0 PERL. PHP 8¢ Java) =R

BRBEAER, UERLEXEREERLEEEHEZNRT.
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TENHRRNBRNMBUFTE Apache HFfERA change_hat KB & @i mod_perl 0
mod_php iB1THY Web ARSZ284AH. BIIRMSE 38127 “MIEMNEFES” FNEH
mod_apparmor MBI BEFER, AJLIERNBEFRSSEREMN G .

O =T E2E8

BXEZER, 132N change_hat FMTI,

38.1 EZE Apache LU{EF mod apparmor

AppArmor 5 Apache T2F#2f mod apparmor #&iR (apache2-mod-apparmor Z4&) o
AR IR(E Apache Web ARSS2838E05E4A] ChangeHat, i5ER Apache —R2&RZE IR IR,

% Apache B]/%A] ChangeHat f5, BRIGQELTBEE XK AppArmor ZLEEX M, KERIR
FAEEKEINE URIEKRIEENIRE.

* URI$FERMEF, HI¥0, ~www app name/templates/classic/images/
bar left.gif

e DEFAULT URI

e HANDLING UNTRUSTED INPUT

Q iEE: Apache B2E
NRIELET apache2-mod-apparmor, EHFEEAZIER, AERTUTHSER
&l Apache:

> a2enmod apparmor && sudo systemctl reload apache2

Apache WEEE S X BEAX KR EXHPREIES. FEEXH N /etc/apache2/
httpd.conf. #i¥ Apache BY, fERJLISRALLESXHIIMIE, ErILUIESHEEXLEREXH
BME—"1HLARZ Apache BITTRAR. XMEREXHHITERE, FHFEH sudo systemctl
reload apache2 EH NN Apache, LUEIRFIEX,
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38.1.1 EMENIE<L

<VirtualHost> # </VirtualHost> 1§ B FHE—ANN B FRHEEMENNIES, BX
Apache BIAENIESHIFMMER, BB MW https://httpd.apache.org/docs/2.4/en/mod/
core.html#virtualhost @,

$5EF ChangeHat BUECE X ¥ AADefaultHatName, EM7%5S AAHatName 244, g0
AADefaultHatName My Funky Default Hat.

SR LUME AL X B F RIEE R T EMAENMEM Apache ARSZ 2[5 THIENAIEF, XEFERIXY
FREEMNENEBREZIAE. AAHatName 5 RIUBEIILRET, NYRFELER
AAHatName S(E&EFRFE URI FIIEERINEFBY, A10EILXFEF, W3R AADefaultHatName 1§
FAEE, ©IEELEEI DEFAULT URIMEF (MIREHE) .

NRAFELEREF, NREZE “” Apache 18

38.1.2 {UBEMBRE<

M BENBRIESEREFEEXHHIEEEFRIR, LUE Apache AlARSHZ 2 MAEXAIE
Fo ¥F Apache, fERILATE https://httpd.apache.org/docs/2.4/en/sections.html 2 #{E)H
KA EN B RIETHINE,

THEMUERES A NEERNMUERE mod_apparmor NERYFERINEF:

<Location /foo/>
AAHatName MY HAT NAME
</Location>

X=Z=144% MY HAT NAME BFERLL /foo/ FkBY URI (/foo/. /foo/bar. /foo/cgi/
path/blah blah/blah %) .

BRESHIFARNSUERTHEMN, FANSEARNEXGRFAFNRREZE, TFIMWT:
<Directory "/srv/www/www.example.org/docs">
# Note lack of trailing slash

AAHatName example.org
</Directory>
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https://httpd.apache.org/docs/2.4/en/mod/core.html#virtualhost
https://httpd.apache.org/docs/2.4/en/mod/core.html#virtualhost
https://httpd.apache.org/docs/2.4/en/sections.html

38.2 BT ChangeHat BANEL N AIERF

FLE—T, BETHET mod apparmor, UKREIMMEEEBNEERIPEFEN Web M BEF.
ATET — N ELRGISRZE S HEIMA S Web R BIEFCIEIEF, HEEH AppArmor BY
change_hat IHEESRIRIPIZN BIEF. BT YaST B9 AppArmor IEIRINEEEIR, AETEFH
AppArmor BI8r<1T TR,

38.2.1 {#H AppArmor Bm<$ITI A

REFER, BI1ERRZ R Adminer (hitps://www.adminer.org/en/ 2) B Web R BT2F.
ER'— 1 PHP REHILINEE SQL HUREEET R, AYREHE—1 PHP X, BIERIET
Adminer, BEZEIGE— Apache Web k5528, PHP XH Apache tR1R, UK—MERT
PHP 3B ZEIREHIZRE — 2R fIfER MariaDB, ErIfEA U TapSRERENIRGE

zypper in apache2 apache2-mod apparmor apache2-mod php5 php5 php5-mysql

EIREATIETT Adminer B Web 3715, EHITIATHSRE:
372 38.1 1 iRE WEB RS EBIFHE

1. HR>t Apache BR7T apparmor # php5 &3k, BEMEMAIER FYBEXLIRIR, B
mB:

> a2enmod apparmor php5
REERU T <ERTH Apache
> sudo systemctl restart apache2
2. fR MariaDB [ETEiE1T. WIRAFHE, BEAUTSRKEER)

> sudo systemctl restart mariadb

3. M https://www.adminer.org # F# Adminer, ¥EEH2] /srv/www/htdocs/
adminer/ H&Edp#& 9 adminer.php, XFHEHTERIEME /srv/www/htdocs/

adminer/adminer.phpo

401 &I ChangeHat RN A2 | SLES 15 SP7


https://www.adminer.org/en/
https://www.adminer.org

4, TEMITTR SE28H9 URI It FEG RSN http://localhost/adminer/adminer. php 4
Mt Adminer, INREE Adminer RE2| 7izf2ARB28 L, 158 Llocalhost A
AR5 23 AYSEPRENLE o

& < (& @i | [ localhost

Adminer 3.1.1 R
(MySOL) root o= o
R332 localhost
ARE |
(mES
MR

BR KAEFR

38.1 . ADMINER BS5

0O &F
WMREEETE Adminer ERTIFBE|RE, 1B5=1RX1CZE Apache $81%BE /var/
log/apache2/error.log LLFREEB), TEIBRMIINS—NRERER, &
B Apache B3 AppArmor B91=§l, HBH AppArmor BBE XA Fi&, RaiF
#%& Adminer, 15{EA aa-status B ZEEXH, WRFE, AIFRAUTHS
IR Apache iIREITIFIET

# sudo aa-complain usr.sbin.httpd2-prefork

Adminer B9 Web IfiEf4E R, EEERE Apache B mod apparmor, f& AppArmor BEfISIE
M3 Adminer B9iARIFERRER “1BF” o
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i3#E 38.2 : FZ&E mod apparmor

1. Apache 7£ /etc/apache2/ #1 /etc/apache2/conf.d/ FIRET ZMEEXH. 1B
MR E X HEX S RESEPITH. TR FIH, vimRFiEEATOIENNEE
X4 /etc/apache2/conf.d/apparmor.conf,

> sudo vim /etc/apache2/conf.d/apparmor.conf

2. BUUTHBERERIZIHRHERFRIXAF.

<Directory /srv/www/htdocs/adminer>
AAHatName adminer

</Directory>

Y Web AP ifiR] Apache XHEIRB RHH /adminer B (UKZBERHFERNX
/B BY, IMARIERTILE Apache &5%0 AppArmor 4% T change_hat E%, 1E12
£, adminer.php MAEFMREIZAE,

3. REXM, XiAYwiERE, ARERUTa<ERE) Apache

> sudo systemctl restart apache2

IM7E, Apache HigEIRA!I Adminer HE “t8F" REMELR T, B THKIEKA1E AppArmor B2
Bl Adminer WAEXIEF. WNREBRNEEE AppArmor BBEXH, 1BEEIE—, AR
Bas:, BicE, WRER Apache ET#HGIXXH A /usr/sbin/httpd2-prefork, MiEx
MECE X e /etc/apparmor.d/usr.sbin.httpd2-preforko

372 38.3 . #IE ADMINER HJIEF

1. EXARRIESIPITHYS /etc/apparmor.d/usr.sbin.httpd2-prefork (Y1Ri%
XHREFE, FEIE—) « HRBNINTFR:

#include <tunables/global>

/usr/sbin/httpd2-prefork {
#include <abstractions/apache2-common>
#include <abstractions/base>
#include <abstractions/php5>
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404

capability kill,
capability setgid,
capability setuid,

/etc/apache2/** r,
/run/httpd.pid rw,
/usr/1ib{,32,64}/apache2*/** mr,
/var/log/apache2/** rw,

~DEFAULT URI {
#include <abstractions/apache2-common>
/var/log/apache2/** rw,

~“HANDLING UNTRUSTED INPUT {
#include <abstractions/apache2-common>
/var/log/apache2/** w,

-

. ERE—TEEES (3) AEEAL TS

~adminer flags=(complain) {

}

BARBEFRIEEAIMA (complain) — &S5 AppArmor 3§ adminer t§FR
FIRRER. X2EA, BITHEZE®E AR Adminer KT BBI8 FELE 4.

. REXHE, ARKRRERST AppArmor 1 Apache,

> sudo systemctl reload apparmor apache2

. }oZ adminer IEFEEHELLFIFIFER

> sudo aa-status

apparmor module is loaded.

39 profiles are loaded.

37 profiles are in enforce mode.

&£/ AppArmor 9
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[...]
/usr/sbin/httpd2-prefork
/usr/sbin/httpd2-prefork//DEFAULT URI
/usr/sbin/httpd2-prefork//HANDLING UNTRUSTED INPUT
[...]
2 profiles are in complain mode.
/usr/bin/getopt
/usr/sbin/httpd2-prefork//adminer
[...]

NI LLEES], httpd2-prefork//adminer @LUTIFENINEM,

=E—MESEE adniner B FEIEMMNE., XMEHITE adniner B FIRENITIFIE
NHEE — YEALBEI M TN S 2 A adminer. php B, BEICRIAEBKEEXEHRE
RERIER, 7AG, aa-logprof FHENFEA16IEZIEFIESE X,

232 38.4 : 4R adminer 1@FAYXRM

1. EWDTXYE 2T Adminer, SNREFEARMZET Adminer, T URI 3 http://

localhost/adminer/adminer.phpo

2. EEBFANEUIEESIZ (EARHIFRH MariaDB) , HEANAENMIEERFZENOSE
F Adminer. BRI AREEELIRERR, AIUEBEREHBIEE. €A Adminer 17
FREBRVESIRIE — QUEBMTEUERE. IBHEENHRR. REAPEN, FF.

3. ERMK Adminer AR REG, UHRREIEHIEHi10E BSPUERERE.

> sudo aa-logprof
Reading log entries from /var/log/audit/audit.log.
Updating AppArmor profiles in /etc/apparmor.d.

Complain-mode changes:

Profile: /usr/sbin/httpd2-prefork™adminer

Path: /dev/urandom
Mode: r
Severity: 3

1 - #include <abstractions/apache2-common>
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406

[8 - /dev/urandom]

[(A)llow] / (D)eny / (G)lob / Glob w/(E)xt / (N)ew / Abo(r)t / (F)inish /
(0)pts

i#id aa-logprof ;EE, FENeILE RSB EMQNEIX N adniner 1§+
Profile: /usr/sbin/httpd2-prefork™adminer

aa-logprof S 2EREAEFNELIE AppArmor EHIEFIEFHAVIN, IEEERE
FRIFIN, HEH Allow ik, BX{ER aa-genprof Al aa-logprof iZOMF(E
B, B8WE37.7.3.8T “aa-genprof — ERELEXH o

O ®F
aa-logprof ST FIEMEMZMS MMM, HLAMNETFHER — B
EHH FEBMRANTIESGINE, S&XEmE (IS URIAN) SRS
REMA:

1 - #include <abstractions/php5>
[2 - /var/lib/php5/sess 3jdmii9cacjle3jnahbtopajl7p064ai242]

T LEENTRGIFR, BINAE 1 HER AL, URTFHR.

. TRERE—IENE, RAZBEREREFELNEEX .

The following local profiles were changed. Would you like to save them?
[1 - /usr/sbin/httpd2-prefork]

(S)ave Changes / [(V)iew Changes] / Abo(r)t

Rl S RFEN.

. £/ aa-enforce B EXHIKENRF IR

> sudo aa-enforce usr.sbin.httpd2-prefork

SR[E1EMA aa-status EEHRS
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> sudo aa-status

apparmor module is loaded.

39 profiles are loaded.

38 profiles are in enforce mode.

[...]
/usr/sbin/httpd2-prefork
/usr/sbin/httpd2-prefork//DEFAULT URI
/usr/sbin/httpd2-prefork//HANDLING UNTRUSTED INPUT
/usr/sbin/httpd2-prefork//adminer

[...]

AT LIER, //adminer B FEMEIREREZT AaaghE .,

IHER DTN 52817 Adminer, MREIEITINEEIRE, BRETITIFEIN, B
AIE BRI SE, HERH aa-logprof EMACEXH, HEIEXNARERFTIEE
RERE AL,

fE; MT NI]E

Q 15 EFSREEHHER
BEEXH ~adminer (RERETFREEXH usr.sbin.httpd2-prefork z{THHERN
RHET A,

38.2.2 1£ YaST AmiE A NNiE FF0I

ERYREILE A INEEN (BXRREIESNE 3627 “REEEXH ) , HEFERFA
MECE S AERMFNEEX SN (EXHRESIE 36.1 7 “FoifiEExH" ) , AIkuk
BEEF (FEEEXH) FHME AppArmor EEEX . I FErR@E AppArmor Ao & S 3%
HES 070 ChangeHat FEZE X 4,
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AppArmor BB X HXTIERE

LUTIEY AppArmor BEE 32 {5 /usr/lib/apache2/mpm-prefork/apache2

/

f*‘

Xft& v R

[+] "DEFAULT_URI

[+] "HANDLING_UNTRUSTED_INPUT

rw
mrwlkix

$include abstractions/base

$include abstractions/nameservice

$include apache2.d

#include local/usr.lib.apache2.mpm-prefork.apache2

BEAE | BRRIAO)

e(H) e || mee || xzso |

408

1. 7£ AppArmor BEEXHINEEEORRLFNIE , AREEFEF. MAEFZIEE

BI=$TFF:

BRABRIME

BOE X A7 Hat FFF
fusr/lib/apache2/mpm-prefork/apache2.

E 7Y Hat BFR(H)

|.adminer ‘

plEHat©Q) | | HIER) |

. WNEZINE AppArmor ECE X HRINEFRIR MR, LERFEA URL, Ltk URI A RIET G

BIEF I E RINBR,

. BEOIEEF. REZR AppArmor & XA IHEERS.
. AINFRE TR, BETEA.
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39 {&F pam apparmor FRHIAF

AppArmor BEEX RN AT RIHITIER ; MRIZEZEFFEN SR FAFRRARINRAR
BFEHMEBS, ZIEFALUET change_hat BIEFEX NS —AE (MHMAFERENX

4) . pam apparmor PAM ER AN BEFETAHRZ. APRBHRINEEXHEEETE %
KRR REIEIFEEEX . EXMILER, F4F pam apparmor 7Fi /9 PAM SiEEIR,
AR =REE pam_apparmor SR, ERILUER YaST 3¢ zypper K&LE, REZNRHEE
[&, AILUTE /usr/share/doc/packages/pam apparmor/README 3k EIHE XA EM
BCE pam_apparmor 94T, BX PAM AT, iBEWE 25 @i PAM #1720 50E
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40 EECWEEREXFHNARER

SIREEEXHHFENRAEFRERE, NREEEBEI AppArmor® BB X H#H1TRIFNEF (8
BEAWMBEEXH. RUEEXH. FNEREXHEHERFRIR) , SUSE® Linux Enterprise
Server WEMRSIRAHEBIEFHRIF. EAILLUBTIEEE M B FHBHE. BT aa-
logprof TELRIBRZA B EMEMEEX M, URMIBLEIF R, 1£iXLEn)BHE KRN Z fix
HZERE,

40.1 WLREFHFELME RN

WEIRSEMHIELN, BREHRENBEIHRELEFRRNEEIERE TR AEFIE
BT, B#THIN, BOMARRTE T ZNAEFINAIR. NRIELMNIRIERIEENARER
THAN—E5, BEEMLITHIZEIT aa-logprof,

MRELNIRERE TN AEFNERTH, NWRAELIFRMA—REENNEEE (BE#ME
1E) , FRBILBA A XA TALAFHRTLEEENAR,

40.2 HIPREECENXM

LIRS, ENIHINELFFREHENNAREFNEEX . ReRBEHEIZRF
AR EIN—E87. BRHENRERIIME L2 RS, MEIERAEER, TN RIFR
EERIFMRERN R 2R HITEMBERIEN,

40.2.1 BMNR2EENHF

BIEMNEEXMH, SHERRE, SN OENWEMEEFNEEXF. 35, MR
EENXAREN, ErUEREMIIXHREMMIRE ZIIRE,

BIREEXHEREEEBRMENEREXH.

1. B, BRRXEXXAIIEE— PGP, Alt, BITHALIREEOH U root SptEALL

Tar<:
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> sudo tar zclpf profiles.tgz /etc/apparmor.d
ERRAATCTHEDNENLZLRBXG, REENAEZREENASAITENERIIRFE
& /etc/apparmor.d BR.

2. S ATLAERA scp 8 Nautilus EXHEE S XA FEZIEMEFMERE. WEHF—6
RN

40.2.2 FEAZEEENMF

MREHERGMEHNABEREFERRIIZEYE, #IFReREXHEAMNENNENR, BE
AppArmor FERELEX M, BSNE 3621 “RIEREST o

40.2.3 RS INERIIF SR

RN AR ARANS AN TR INEI R AR, B HEMEEXGLUARENEE, RIERQHE
R EBEB RS, EEETIER. BB ENHTHARRERIBEIMAHE~IFIREF, U
THBEMAIIEER %,

NREITBENRIME P EBH T IHITHE, EMLEEXGNRERZEELIHFLU root &
{71217 aa-logprof. BXIFMEA, ESNE 37.7.3.97 “aa-logprof — HIEZZAHE" o
MR EERZRTEFIMEREEAN T HHITHE, ENLEEXGNREREZEEBRITR
%, URAEREBTESTMHELRNZEEXY, HIRBEZEMFA aa-logprof H1TE
o BXIFEMIREE, BEBNE 37.7.3.97 “aa-logprof — HEASAHE o
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41 =¥

AERBENBLEPHENES. EFTHINEER AppArmor®, HRE— 1A BFMHITRIFI
R/, XEFMIVRMEEXIMFAFER AppArmor PG SITTAMNERER, THE—TiRM
T fER AppArmor I ZIB R E RN HAR TS %K. BB RAEFRNRIRE AppArmor #Y
TRFE B R I 52BN

41.1 BXMEEH AppArmor

AR5 SUSE Linux Enterprise Server BRIt E BRI A IR AppArmor 2X4&
B, EA LG ZEFMN A SUSE Linux Enterprise Server FEMAIERIE i 61— R0
FRZ X LEEH,

41.2 fERAFMI

BRI LUMERFMI. EXRIFEFHEA man apparmor ITH AppArmor FMR. FMADFHERS
7915 8 IED . B NEBDEH X —FERIBISAE:

+41.1:. Fm: o5

&8 43 B9 H) %3l

1 AP&e

2 RYEA

3 BRI

4 RERHEFES
5 BREX &

6 pii2s

7 ST
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bt oln Ll 251
8 BEAGS
XEBETFHENFMIHITE D, B0, exit(2) HREHERFLEE, Mexit(3) {idiREH

C FEER3K,
AppArmor FAT1E4E:

® aa-audit(8)

* aa-autodep(8)

* aa-complain(8)

* aa-decode(8)

* aa-disable(8)

® aa-easyprof(8)

* aa-enforce(8)

* aa-enxec(8)

® aa-genprof(8)

* aa-logprof(8)

* aa-notify(8)

* aa-status(8)

® aa-unconfined(8)
® aa_change hat(8)
e logprof.conf(5)

e apparmor.d(5)
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e apparmor.vim(5)

apparmor(7)
* apparmor_parser(8)

e apparmor_status(8)

41.3 EZEERE

https://wiki.apparmor.net 2 _LRMHTHX AppArmor = @mEVFAERE, EEREMNRAHRE
% AppArmor B X (fiiF /usr/share/doc/manual) o

BAHRME T AppArmor BRfF5IR, AP A LB ZRERIEA RIS FLEAN D@, BX

AT, EERhttps://lists.ubuntu.com/mailman/listinfo/apparmor 2,

414 &I

ATHNH T ER AppArmor B EJsEH LMY & & iR A HE1RHE o

41.4.1 WMENNNEREFITARE?

MREIFRINARFTHREREHMERNNBERRE, NHEQERSXHFNE
#5HE, LUATE AppArmor 3R BIZFIIREIZEEE T, MNRCNEIGELE S
AppArmor 31 RIZF SRS HIPRELS FM™4%, BEMENEEX M, ERLIERNBERFR
., 15 aa-logprof HUITULIR(E (55 37.7.3.9 7 “aa-logprof — FHIERGZHE )o
WMRIEREERZ AppArmor RIFBIER FEI TR EZFHARS, BM /etc/apparmor.d A
ERNARERNEREXYS, REBIIEMUIE,

41.4.2 BHEEXHABEREIRE..

INRE—EEERIRRREY AppArmor, EREHM T &4 (BRETIHNEEXMHE) , ERIEE
KM, EEMZAETRRESHNAREFIENLIEFENTN, BHELEET.
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ItEARZ<EY AppArmor NEBCE X HHiEEF AppArmor TESINT —AHINAE, XAERLAIBAR
AppArmor BCE X iSRRI, XLEThEEEIE:

o XHSE

o RIS

* SYS_ PTRACE Th&E
- BRBEZHE

LAkl AppArmor FIERESABIE, HALSINTFHBMRIEL (K)o SARIBRXMHHE
IRAINY AEF R 2 IBARECE X FBRS!, MXEEEXAHARRREE BT IEX N
R, NXLENVARREFARITAREHATER Y. MREFREFETIMESR, B7E /var/log/
audit/audit.log THYEEXHHHREIN FFRAIEL:

type=AVC msg=audit(1389862802.727:13939): apparmor="DENIED" \
operation="file lock" parent=2692 profile="/usr/bin/opera" \
name="/home/tux/.qt/.qtrc.lock" pid=28730 comm="httpd2-prefork" \
requested mask="::k" denied mask="::k" fsuid=30 ouid=0

AN TR ER aa-logprof s EHECE X4

3457 “WEEIHREET RERRRE T WS RTINS EAFR NG LR EE AR RESE
NARFTHARE, BEETEHEEIT. NRELMMNWEBEXHWNARRFHEMFTIRNITH, BE/
var/log/audit/audit.log THREXHFPFHREM TEAIREIIN:

type=AVC msg=audit(1389864332.233:13947): apparmor="DENIED" \
operation="socket create" family="inet" parent=29985 profile="/bin/ping" \
sock type="raw" pid=30251 comm="ping"

HEMRRENNRGIRARERE (EARBGIFA /bin/ping) FoEREVAFITHMEEZDN

AppArmor iR, FHIRE FATEFEEMSEITIME AR, FBERMHIEALIIR, EREEXHE
HAERMEE, BRI TFHAER aa-logprof &<,

NRFHIZRINIAM /proc/PID/ fd/* P, HEIRZFEE SYS_PTRACE Thag, MEcEX
HEEZHIANZINEET, MIAREXFRF/EZXHW, Fii0:
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/proc/*/fd/** rw,

AR A B AT LU :

capability SYS PTRACE,
/proc/*/fd/** rw,

EREXGERNERINEE, BN TARER YaST EfMEEXHMSE aa-logprof
<o

TELLhRAE) AppArmor B, MEEEXHRINEZ#IT T JUIER, UERIFREERIBRSX
HIARIX DR, Hib, ZFIRMRAFRSXEREZENERBRZLAENFELERUIRTEATERSEBREZ
LEd, XPIRESH AppArmor TTEAEIENXEER, MMM ANAREFNITARENETHE
THB. UTFRHEREH T REEEREENENL.

ERIREER, UTRMNAFIAR /proc/net FHRXEHFMBE R, ERAFERIGRIEIERENZ
BRPHT, MARTNZERTHOXGHERNGRNR, 51, 2S (*) LA /proc/
net/dir/foo, BT foo @ dir FTH—IXHHER, ELILEIABRE,

/proc/net/* r,
EFERMELAREHEENTA, FEFAREZINN, MAR—F. F—FMURFIAR /proc/

net THIX M, FEZFZMMARIFHE] /proc/net THIER. BRIFHAIRTATIIHAZR, MR
REMIRIZER THXHHER.

/proc/net/* r,
/proc/net/*/ r,

UTFRNERR BB AP ITEA RN, AFiAE /proc/net TRXHEFMBR (BRAGFHIA
/proc/net/ MERYIRES) :

/proc/net/** r,

BEMEZEPER LRRAKXX DX MHHRIFMERIAR, FEAUTHRERN: E—FANN
FRIFERYIVIE /proc/net FRIBR, MHE _FMNXERHH R ITFHITERIIX 1R
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/proc/net/**/ r,
/proc/net/**["~/1 r,

UTHNEFIFEEZRNITERNEM, 2¥FiHE /proc/net T foo AKX EHFIBER:

/proc/net/foo** r,

BEMEZFXOXMARRMERIARHER ** BEEREN, FEAUTHEFIN, F—FAN
FIREEZPANLTEXHNER, MEMBERIAZNEXH, BB, 25
MNEIBEEREEACEXXHFEARLERR, MEMEEZFRICEER:

/proc/net/**foo r,
/proc/net/**foo/ r,

ATFAL5RR 2 BECAR R AIERE T BTN, EIREZR, F—FANSFR AR 4
MER (AMFR, RE—TNFAUUSRRZLUINMIERNFN) . EEER, ERMEX
r (KBEMREFMZ) . BFHNERREXHEEZRALEREMAARNS, MEMEERIS0N
FEER. =E—FMNBEBHILES /proc/net/foo? T& A bar X, FRIBIEER, LM
MR A FXHMER:

/proc/net/foo? r,

/proc/net/foo?/ r,
/proc/net/foo?/bar r,

BERHBRELZESEXNEER, BEENGRENENESRRENEEXS, HRUOT
PR B IERE T HEEEX BTN N ARER:

1. RNARFIEEXHETEIFRI:

> sudo aa-complain /path/to/application

EoFER YRECE X HFEREERBED, BAIBFMITZECEXH, HAN
RREFBITARRRE,

2. BITREEREEEREBRITHAREESHNARER.
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3. IRIEIETTNVAIZRF IR B S E A E X 14

> sudo aa-logprof /path/to/application

4, FERBEEXHFERE TREHIEI:

> sudo aa-enforce /path/to/application

41.4.3 fEF Apache f# /R0

ZEHM Apache #&3R (ffl40 apache2-mod apparmor) & ¥} Apache AL EF /S,
BRI Apache NEEE XM, MAEREREMREXHRIMEIMNIFN, WMRERBRGE
Apache NECEXH, Apache RIBETCAIEE BT, HETLENMIRHERS.

41.4.4 M ERNVECE XY RPHR ERVECE XX F?

iz{T aa-disable PROGRAMNAME LAZZA PROGRAMNAME MIERE X {4, Lthen<$eliEIsm /etc/
apparmor.d/disable/ FHEEX AN S 5EE, BEEFETIZEEENXY, BHFZEE,

SRIEi51T systemctl reload apparmor,

4145 BRESAIUEEXRZEZEZRZLLHNNAREFEEX
42

EfEMH AppArmor BIEECE X, EREBANARGETNAZFNAZNAS. Fit, NR
TENAREITRARRNITEN, REREEEXHMEEIN LEITZNARER, AIUET
—MNRE EETZNEARRE, BEE (/var/log/audit.log; MRKLE audit, NA

journalctl | grep -i apparmor > path_to_logfile) ZiHZEIEMEEXGHWEE
¥, $AIGi51T aa-logprof -fPATH TO LOGFILE,
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414.6 WFHRHAESE AppArmor BEA IR

FrhéwiE AppArmor FREXHRIBER = EEEHIR. MRENEEXHHETIEELEIR, =i
BN EBE AppArmor BY, SERFINTENFIREGR, WRFIETRTENDHIEFHIRN
Eio

# systemctl start apparmor.service

Loading AppArmor profiles AppArmor parser error in /etc/apparmor.d/
usr.sbin.squid \

at line 410: syntax error, unexpected TOK ID, expecting TOK MODE
Profile /etc/apparmor.d/usr.sbin.squid failed to load

M AppArmor YaST TR, SE—FEFHIRAESEEB M EXHESHER, FEXET
HEE.

AppArmor BRE IR E IR

LS IRFEEH, Apparmor TEBE, EEXHEETABEEER.

* jetc/apparmor.djusr.sbin.traceroute P EEEERIR.
i1 [foo]

@RI LLME BT man apparmor.d TH AppArmor BCE {8 ER5E.
{EEERMRET T AppArmor FFRBECR. EEMETUTERS:

jusrisharejdoc/manualfsuselinux-manual_LANGUAGE
iEEE iEM TEXT AppArmor NEZITHEER

[Tmz0)

EREIBAEIR, B root BMEXHEEOPER, FIAREXY, AREIEEL, FH
systemctl reload apparmor EFNNHFEE XHE,

© == vi P AppArmor EEERET
SUSE Linux Enterprise Server EAI4R3E28 vi 25 AppArmor R BEXHMIEEERET

Ihee. S EAERNTHERBETRNLE,

419 WNfaIk HFNMEE AppArmor iB7A$51R | SLES 15 SP7



41.5 IRE AppArmor By Bug

AppArmor A& ASI3FE SEREBREESmANT M. BHRIGH bug IREBBITFRIMR
FRENmB. HEE AppArmor Fi&EE) bug BY, 1B UL mAY bug R

1. EMTTN S ESHEER| hitps://bugzilla.suse.com/ 2 HEBEEHEER,

2. WG SUSE IKFEURH BT E R, WMRELE SUSE KR, BRECIEKS FRMFR
FHIERIE.

3. MMREWEFEEIRS, BFERUERRS, YERNERESFRMEERES.
4, MRENRFETRE , BENERSA= PRI EFENEAEIRTTH.

5. ERBERXHEIRNTm. WTEMS, XVZZEN~mI%IThR. BEHE
6. WEEFmhkas. At (EDHFIFN AppArmor) |« EHTFEM™EL,

7. MA—TBTHERRZEEERE, ARTE TEAMIEFRIVEE, SERSXMSF. &f
ATE bug iREFEIEMF, LIRHESEE. BEXHTMIEZEA.

8. MIAFMEIFAERGE, RHEIBIREAELTFRAR.
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42 AppArmor RiEFR

ii:E S
B2 TENEE XM,

Apache
Apache @—1MET Unix B9% 2% Web fR5528. BHRIEEEBN EERRAT ZH Web AR
5388, Apache W4 https://www.apache.org 72 1R T H X Apache BIiFAE S,

R RiERFR A IE
AppArmor ZREINBIZF UM ATFENRITRRIE. CEBISNREIRPLEREEER
RIFHBRSS 2R LERE SRR, BEEARIELAEFHEAR A TV ER R SRR 2T,

WEER
AR ENFERARFERSUERZTREIRN. NRICNRFAIEARLEZR
X5 &AM R BEF SRR ER,
AppArmor MK TIEHHE, Flieft “mbetE” miF "M K& Xiigit
BRe, BNERGERRNTRHIEREHRFRIPNS M, BEBILLEN AppArmor E X E4F
{ERRBIBYRATE = B HA.

GUI
BIfZAF R E. AR—RGFas, EHENBPNNARFZERE—IRFESZTE
AR E. HTxReFE0. Bfn. &Hl. SRR,

BEC
XHREN. ERILUERBET * (B /2 ? SRHAFNZIMEERENFR) M
? (NBER—TFN) R—RUEERSIXMH/ER, MEFEERHOIXAFRREZ. ** =2
BHRERL, ExLEISmMERTHERXHRE R,

HIP

ENNENH. SBRERKRNZBNELUELESENNAREFTHN, RENTHRIAAR
My E. EERIMNESEERNELEENENEEE, BLEEN] “BE” FNHNARER.

SREIA TR
— A TFREINRIFRNRNGN, BFHRLEAFP. XHEMEMNKNEEREBET
B 1XHIZ5RHBIMERY, EmEiRA P MEFREEREl],
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ECEfF
AppArmor ECEX 2 EE X BN RER AT LA MR 22 5t 21 R LARAR A MREEAT A

EO B EASE
w RN BRI ERNEEXFHEZIRIR, 90 DNS EHMAF S1{nIik

RPM
RPM 4B EERERMATAIFERANABITE RS, ©RI7E Red Hat Linux. SUSE Linux
Enterprise Server ReHfth Linux #1 Unix &4 Liz1T. ERIMURE. HE. RE. ZiH
EHITENRGE. BXFHARER, BFEN https://rpm.org/ 2,

SSH
22 Shell, —IRSS, AFENZEZITENNRRSSHEILERLAE ARG,

{RAEBYH IRl
AppArmor fEE & M ZF R LUREL. BANFBITHRLES H, MMAREIRSRAE LS
iz, XWRTEMEFRSHITERZHRRE, MASHITEEEF.

URI
BARFARIRN. EEFER XN RAFAE RERZ MA@, URL 2—
URIo

URL

Uniform Resource Locator, i—RIBEENIgs. Web ERISHFIE MR IR S ERME,
U E—E R RAEFRANY, B DIEERRTERN IP iatsif &,

Blan, AR http://www.suse.com B, ERAMFLE HTTP Y, 40 URL A9FFKE
Do

e 1)
RGBS REP G RIER D BN AR EE DN AR EIT R IERBVR(E, E
RERWH A EEBRIASRIZHEN, =it BENLELNRRE, B4, BEHFEiER
 ERVERFE, MRZEHNE, FRAUESSEILEERZNEM, SENEENRERNE
R] 33 X SRR IR BY BRI ET
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43 B2E SELinux

EAErh, 3% T 2A0MfI7E SUSE Linux Enterprise Server Fi§BEMEIE SELinux. HEAEIELL
TER:

o A EEMA SELinux?
e TH#2 SELinux
e 1% 8 SELinux

o &8 SELinux

43.1 ARIZER SELinux?

SELinux 21EAMIIN Linux ZLBRAZEF LR, BIZAT Linux RIZPHNE2ESR, HEN
EXMEBANTLEKEE, JLUEHRENBERERIES (DAC), BEMEAMFIEE/H/ 2B
B/ B N/HAAT SR RIE S,
TENTGIERET AEIFE SELinux XFMARS R (HEZEM & AppArmor) :
‘“B—REBEL, BRUIBHNRSSEWEBNRT . XERS[ETHELTETLETH SUSE
Linux Enterprise Server. AR%528 LECE TRHAE, HEAREEMAFTENRS. #—FPH
SR, BERSEI—NEREN PHP HANEN, XMHAEX SRS LIETHEN
Apache EIAENM—Z D, NEHEIKZEET Apache Web BRZ23FF BRI wwwrun tKF 3RS T
SNRIARIRIR. NRELUXA wwwrun FHFPHISATE /var/tmp #1 /tmp BRHEIET S0
o, XEMARL THNZ ERZHBLARSMNIELRSHENEF ML, ~
MNFXAKE, BRENMAET, ERE—EXMmLELHALTEMAHEIRNIRS S ELEN. FiE
XENIREEHISE, BEAREERBILEHANT R, WRHHAT EELER THEEHIMN
Z2,
SELinux EAMMEIRSR (FIMIXHEHNNBERTF) BREFEERTIARESIRE,
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43.1.1 XFIRES

SUSE Linux Enterprise Server 15 SP7 3z#F SELinux 122, SLES {eftT 7EAR328 LR
SELinux Frfs B9 &f sl S 4,

BREEE, BHITHEE IR, FFE=FHE, BXLEAT IR openSUSE
FRNER, BFBNE 4337 “LESELnux e ME 4347 “L%H SELinux R

43.1.2 TH#R SELinux B4

TEFHIAECE SELinux Z AT, EMNiZ3 SELinux WAL A RE MR TR, EBRAHEEUT

=1

o Linux RiZHHLeiESR
o SELinux FEF Z#HIS4

e SELinux $EB&

SUSE Linux Enterprise Server BIEBRIAARI#Z 2 #F SELinux IR EE SELinux FREM TR, XxF
SELinux, EERREENTEEREIERR,

£ SELinux SRB&H, REMIRENAR Linux RSB EMARET R, XEWNRBEEEHF.

O, HEMX M, FRXLELESMRE T URIEMN, BFEXERSS EATFHNARRITFR
1TMPLEIRME, SELinux BRIASIEAME(IIRIE, MEERE LM A A HITREEHENTR
), Hit, BBERG LERNREEREIZEEERATFN,

HE, EOURRAANELARBLRE N UIEZRENET, XEKRERFENIERA. 27,

AR, XHMERIEARZ SELinux BIFRIP. NREBEER SELinux REFIPRELHREDIIAR

%, MR+ ER. IEENRAAFZEEENFRP, FLCEICE SELinux AFEA
EX

ERRENARFRESHNEFRP, BHEESF SELinux K&, XMUME—NERINHE, HARPR
BEXfEHERINE, FAEFBRSMAFPBEHTFERESMRE, IERAMLES A B RATHEMR
S LR M#HIZTIE. FIELERIINREERNIIEE,

FeBEIR MR SELinux SRERTEIERVARSS S8 L RIFRI UERIETT, BRIGETERMS BE R
EIRERRIF. SUSE RZRFE = FH 5L,
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43.2 SELinux SERREL"S

HRE&E SELinux FRYKBEAM. SELinux SREEEX THN, XLEAMNIEEMLEIT R AT LUK R
SZ LR . BR. mOM#HE, A, FAXERREX—NLLIFR, TEEMNARE
AT X B RSH SELinux RFE L, EEIMEMBERER Us -Z s TRERZBRPEXH
MNRSIFIE, 143.1: “FH s -2 #7225 E" 827 XA SELinux FFEX I RFRY
SUSE Linux Enterprise Server &4t £ / BERHPEZBERNLLIFIRILE,

f143.1: f$M s -Z#{TRLIFIRIZE

>1s -2 /

system u:object r:bin t bin

system u:object r:boot t boot
system u:object r:device t dev
system u:object r:etc t etc

system u:object r:home root t home
system u:object r:lib t 1lib

system u:object r:lib t 1ib64
system u:object r:lost found t lost+found
system u:object r:mnt_t media
system u:object r:mnt t mnt

system u:object r:usr_t opt

system u:object r:proc t proc
system u:object r:default t root
system u:object r:bin t sbin
system u:object r:security t selinux
system u:object r:var t srv

system u:object r:sysfs t sys
system u:object r:tmp t tmp

system u:object r:usr_t usr

system u:object r:var_t var

REMRRREBRN—TEFIRRE, XRREWREN—&7, ©EEU_t4ERE. &M
SELinux AWM RHITHMAZIRTILE. REFEE TN, BTFEXBMEENARNAGE
ORISR B RYIF R, FI90, FERWTFRTRBIRIN AT LU TXEREX |

allow user t bin t:file {read execute gettattr};
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HRFIFNIEE, AFIRERE N user t WEFR (WEBFRAENR) #FH read. execute
M getattr APRI[AIFIELEE A bin t B9 “file” LXK (BFF) -

SELinux SREEEEEENHN, HEEHEZTERE, BESERBEIIRZ MER, X, B
RETARNBRNRFAGIT X AR

NEGYRIFRIEEY, R LUAZREABIRERIEE R AR, RXFEE, BFERA—E
BIRBERRIPR A L—IAMN, BIGRINERRREE, MAERERARAFNER, ERY
RIRERZEESZ,

l—\—ls .
43.3 ZE SELinux e
B A LITREUL TG
> sudo zypper in restorecond policycoreutils setools-console

XASREELR, BXRTEAT ML openSUSE FJREEMIEE, 1BENE 4347 &
SELinux SREE”

43.4 & SELinux TREg

HB& 2 SELinux AaJEERAYZEF, SUSE Linux Enterprise Server 15 SP7 RE S EIAEKER, &
I BN REME— N EEX KR, MARBEZIIERRKEEX SELinux g, &R LIEX
% SUSE B8RS AR I REB, W FIEETFHREEZHF SELinux (RIREZFFRIRER) WA
BUHEMEENNEPHESEME, BiINEERA slemicroo

B Tk, vILAM https://download.opensuse.org/repositories/security:/
SELinux_legacy/ 7 3REXERRBR, IHEAIEIR{ SUSE Linux Enterprise Server BUfETERZE AR JL MY
myHe (8ERg) .

1. E%|51&# SUSE Linux Enterprise Server kR Z<ICECRITEBEERE, FER Zypper 7™
ZiEFE:

> sudo zypper ar -f \
https://download.opensuse.org/repositories/security:/SELinux/15.7/ \
SELinux-Legacy
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2, BEREUTHRHEE:

> sudo zypper in selinux-policy-targeted selinux-policy-devel

43.5 J% SELinux EF mMET

FEREMERXT, SELinux FREIFENRS, BMRBREENFAESM. BRI
MEBEEN RS,
£ /etc/selinux/config A, SELinux EBRIAIRERTMET

ERENRSHRBA SELinux, 15182 GRUB 2 5| SMEFEF. £ /etc/default/grub #i%
ZZ GRUB_CMDLINE LINUX DEFAULT=1T. HMMATIENEEK:

lsm=selinux,bpf selinux=1

F—NESHEMAZEER SELinux MIE AppArmor, EZNES#EBR SELinux. RIS
&, ERUTH<LENE GRUB2 KCE:

grub2-mkconfig -o /boot/grub2/grub.cfg

MEAUES S, BE, BT —NERIEITH SELinux R4, ETFRENNE-TEHREXT R
4. EERAPAST, SELinux A=RHEVEMRDER), BMRATEHFIR, BRICRERTHRE
1815, BEEHRBTXHLUT B ITFHLEDD,

43.6 ¥% SELinux EFs2FIiR=

HARAGUTEMRINETT SELinux B, BRMEEREIBIRMITCEMXHRANR. TR
FRFIRTBY, XAIRER TR, F7 SELinux &I TF XHRAEXNRAVERITIC,
EUMREEFIEZ A, FRABRLEERENE (WEEL)

> sudo restorecon -R /

MEEAT L SELinux EFasIiE. Aitk, 1B4%58 /etc/selinux/config HiRE
SELINUX=enforcing.

428 & SELinux BFBEARME | SLES 15 SPT



i

=177 PRkt

5l 43.2 : #:38 SELINUX @B IESIEIT

> sudo sestatus -v
SELinux status:
SELinuxfs mount:
SELinux root directory:
Loaded policy name:
Current mode:

Mode from config file:
Policy MLS status:

Policy deny unknown status:
Memory protection checking:

Max kernel policy version:

Process contexts:
Current context:
s0:c0.c1023

Init context:
/usr/sbin/sshd

File contexts:
Controlling terminal:
/etc/passwd
/etc/shadow
/bin/bash

/bin/login
/bin/sh

/sbin/agetty

/sbin/init

/usr/sbin/sshd

429

51RERMRSE, BEEERS

BRE, 51T sestatus -vad,

MR AR Es), UNRERENAIER.
A SNIZEREIFEMTFE 43.2: “KL SELinux 25 1EE

enabled
/sys/fs/selinux
/etc/selinux
targeted

enforcing
enforcing

enabled

allowed
requested(insecure)
33

unconfined u:unconfined r:unconfined t:sO-

system u:system r:init t:s0@

system u:system r:sshd t:s0-s0:c0.c1023

unconfined u:object r:user tty device t:s0

system u:object r:passwd file t:s0
system u:object r:shadow t:s0@

system u:object r:shell exec t:s0 \
-> system u:object r:shell exec t:s0O
system u:object r:login exec t:s0
system u:object r:bin t:s0 \

-> system u:object r:shell exec t:s0
system u:object r:bin t:s0 \

-> system u:object r:getty exec t:s0
system u:object r:bin t:s@ -> \
system u:object r:init exec t:s0
system u:object r:sshd exec t:s0O
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NRETEERFIE TEA SELinux IEE5|SRSES, BUHERIZEMER. 8 less /
var/log/audit/audit.log WEHEXH. BXAT, HBENFE 4397 "B .

43.7 HBEE SELinux

EFRIARRSERZAT, BRI SELinux RE, EEMMA sestatus -v esLEFIFIRI.
RN FIF R, ETR, BT

> sudo semanage boolean -1

XRFILFIERANHRAX, RRKRIEEREAILILIEIRRRS, (] 43.3 “REAmIMETIFA
RIS TIRAVIE" BT e S aal ot

f5143.3 | RENR/RIEFIRHRIGHRIRIHRIANPR

> sudo semanage boolean -1

SELinux boolean Description

ftp home dir -> off  ftp home dir

mozilla read content -> off mozilla read content
spamassassin_can network -> off  spamassassin can network
httpd can network relay -> off  httpd can network relay
openvpn_enable homedirs -> off  openvpn enable homedirs
gpg_agent env file -> off gpg_agent env file

allow httpd awstats script anon write -> off
allow httpd awstats script anon write

httpd can network connect db -> off  httpd can network connect db
allow ftpd full access -> off allow ftpd full access
samba_domain controller -> off  samba domain controller
httpd enable cgi -> off  httpd enable cgi

virt use nfs -> off  virt use nfs

FULFER, FIHMEEREENI— TR

> sudo semanage fcontext -1

a2 B RRBIRHNAAXAFIRIRE (BXItesLRIE D, B5 R 43.4:
REXHIRER" ) o
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f5143.4 : FEXHIFIRES

> sudo semanage fcontext -1

/var/run/usb(/.*)? all files
system u:object r:hotplug var run t

/var/run/utmp regular file
system u:object r:initrc var run t

/var/run/vbe.* regular file
system u:object r:hald var run t

/var/run/vmnat.* socket
system u:object r:vmware var run_t

/var/run/vmware.* all files
system u:object r:vmware var run_ t

/var/run/watchdog\.pid regular file
system u:object r:watchdog var run t

/var/run/winbindd(/.*)? all files
system u:object r:winbind var run t

/var/run/wnn-unix(/.*) all files
system u:object r:canna var run_t

/var/run/wpa_supplicant(/.*)? all files
system u:object r:NetworkManager var run t

/var/run/wpa_supplicant-global socket
system u:object r:NetworkManager var run t

/var/run/xdmctl(/.*)? all files
system u:object r:xdm var run_t

/var/run/yiff-[0-9]+\.pid regular file
system u:object r:soundd var run t

43.8 EIE SELinux

B SELinux BREIERI UEEIETT, ETFRALUEE SELinux RFRIPERIARS 28, SELinux
FRER— BRI SR AR TE XN HAZE A P R LUARIMILE X . BRFIHO.

Itt, SELinux &¥—MAEMARIES I XH. BR. #ENRO. IFER— 22U nE, &
XRZSNAR RS . BR. #HESHIRO. XEREIREH SELinux SREEEER, ZRIBAKE
X ROZMIFRARE I TH AIR1E. BUABRT, ZEEPALEPREIEEIAAR, XEKE, F
NEBR, BRREEERSR LEAAEIERIANIIEE.

431 ‘B8 SELinux | SLES 15 SP7



43.8.1 BEEZEWIR

N EXXFrIR, ERILMREX . BRMiKO. S MrEPEER T ARG, EreHmiTH

BEEIRE, ERFEXIVMERENIR, FAHEESR, BREBLERENER, FEadn

WA -2 2SI HHSRRMRIRE. 7143.5: “REZHSEHZIMNAE ABRTRER
PRERFAT T AKERERE.,

f5143.5 : RERPFERNEIAFIER

> sudo 1ls -Z

dr-xr-xr-x. root root system u:object r:bin t:s0 bin
dr-xr-xr-x. root root system u:object r:boot t:s0 boot
drwxr-xr-x. root root system u:object r:cgroup t:s0 cgroup
drwxr-xr-x+ root root unconfined u:object r:default t:s0 data
drwxr-xr-x. root root system u:object r:device t:s0 dev
drwxr-xr-x. root root system u:object r:etc t:s0 etc
drwxr-xr-x. root root system u:object r:home root t:s@ home
dr-xr-xr-x. root root system u:object r:lib t:s0 lib
dr-xr-xr-x. root root system u:object r:lib t:s0 1ib64
drwx------ root root system u:object r:lost found t:s@ lost+found
drwxr-xr-x. root root system u:object r:mnt t:soO media
drwxr-xr-x. root root system u:object r:autofs t:s0 misc
drwxr-xr-x. root root system u:object r:mnt t:s0 mnt
drwxr-xr-x. root root unconfined u:object r:default t:s®@ mnt2
drwxr-xr-x. root root unconfined u:object r:default t:s® mounts
drwxr-xr-x. root root system u:object r:autofs t:s0 net
drwxr-xr-x. root root system u:object r:usr t:s0 opt
dr-xr-xr-x. root root system u:object r:proc t:s0 proc
drwxr-xr-x. root root unconfined u:object r:default t:s0 repo
dr-xr-x---. root root system u:object r:admin _home t:s0@ root
dr-xr-xr-x. root root system u:object r:bin t:s0 sbin
drwxr-xr-x. root root system u:object r:security t:s@ selinux
drwxr-xr-x. root root system u:object r:var t:s0O srv
-rw-r--r--. root root unconfined u:object r:swapfile t:s0@ swapfile
drwxr-xr-x. root root system u:object r:sysfs t:s0 sys
drwxrwxrwt. root root system u:object r:tmp t:s0O tmp
-rw-r--r--. root root unconfined u:object r:etc runtime t:s@ tmp2.tar
-rw-r--r--. root root unconfined u:object r:etc runtime t:sO tmp.tar
drwxr-xr-x. root root system u:object r:usr t:soO usr
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drwxr-xr-x. root root system u:object r:var t:s0O var

FLENTIRFP, EAILUEIFAEERNTEINE THAF. AEMERAR, s0KERET
LRGN REIMEFNREMRT, AXFITISXLEIFR, FHRIFRER, ERHFIEET s0, IF
IREEXFEERPAFHME. FI0, KA admin home tIFEERR /root BRS
XF home_root t IFEHREH /home BR#HITELIR. SELinux SREEHEXLEIRTHREFE X
REMZERAIE,

LZEMMERNEXHEXEK, E5iHONHEFEMIEXE. Flt0, EF43.6:0 “FH ps
Zaux THIERY SELInwOZE” A, BRI UERIRS SR EHENIFRIRE,

5l 43.6 : {FH ps Zaux RRiHIER SELINUX 8

> sudo ps Zaux

LABEL USER PID %CPU %MEM VSZ RSS TTY

STAT START  TIME COMMAND

system u:system r:init t root 1 0.0 0.0 10640 808 ?

Ss 05:31 0:00 init [5]

system u:system r:kernel t root 2 0.0 0.0 0 07 S
05:31 0:00 [kthreadd]

system u:system r:kernel t root 3 0.0 0.0 0 07 S
05:31 0:00 [ksoftirqd/0]

system u:system r:kernel t root 6 0.0 0.0 0 07 S
05:31 0:00 [migration/0]

system u:system r:kernel t root 7 0.0 0.0 0 07 S
05:31 0:00 [watchdog/0]

system u:system r:sysadm t root 2344 0.0 0.0 27640 852 7

Ss 05:32 0:00 /usr/sbin/mcelog --daemon --config-file /etc/mcelog/
mcelog.conf

system u:system r:sshd t root 3245 0.0 0.0 69300 1492 ?
Ss 05:32 0:00 /usr/sbin/sshd -o PidFile=/var/run/sshd.init.pid
system u:system r:cupsd t root 3265 0.0 0.0 68176 2852 7
Ss 05:32 0:00 /usr/sbin/cupsd

system u:system r:nscd t root 3267 0.0 0.0 772876 1380 ?

Ssl 05:32 0:00 /usr/sbin/nscd

system u:system r:postfix master t root 3334 0.0 0.0 38320 2424 7

Ss 05:32 0:00 /usr/lib/postfix/master

system u:system r:postfix gmgr t postfix 3358 0.0 0.0 40216 2252 ? S
05:32 0:00 gmgr -1 -t fifo -u
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system u:system r:crond t root 3415 0.0 0.0 14900 800 7
Ss 05:32 0:00 /usr/sbin/cron

system u:system r:fsdaemon t root 3437 0.0 0.0 16468 1040 ? S
05:32 0:00 /usr/sbin/smartd

system u:system r:sysadm t root 3441 0.0 0.0 66916 2152 7

Ss 05:32 0:00 login -- root

system u:system r:sysadm t root 3442 0.0 0.0 4596 800 tty2

Ss+ 05:32 0:00 /sbin/mingetty tty2

43.8.2 3%&FF SELinux {&3\
7£ SELinux A A] LUER =MAREHER

xR
XERIMETL, SELinux ARIERBEFBIMNRIFARSS 28, FHREMEEDIEREIFITAE
Fo

H:
HEXEFER, MRIGBHN “TEM” , SELinux BRFIPEHIRSSE, BNaBLEnN
FrEERIEREIBEXXEF,

at

[SF-=4:-
FIERX T, SELinux A FXEFRES, HEARSIEREMBE. XHRFFERS MG
ARG ERR,

BB T NS | SERRSI5| S5 H%0EE GRUB 2 18 SATRY SELinux &Rl

43.8.3 & SELinux IFiELEY

EEGN—EZTFRITEXFIIMESEE, DR SELinux IEE k.
MRERENERPEIRT —IXHEF, EXHRINERARK B RIIFRRE, WRBFENXMG
M—MIBRHS—MIE, ERRBERNUEFFIANIFREE,
BIGEXMHAIFIREER, FJLIER semanage fcontext di<, (EALLER < RIRGIIFIRE
BENKER, BRSIUAELSEFRRIMERE, BVARKRFIFRERE, FEEEIET

restorecon &<,
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/8 semanage fcontext BYRVMREFIXHELGHENIFIR, AR

> sudo semanage fcontext -1

5']&%%43%}5&7%%1&, BMIZFIERFIHEFAENSEFRIF IR AT e A R, FNZTIRRK

(GBEBIO43.7: "BEERINFFAE" ) o

5143.7 . EBERIAHIFR

> sudo semanage fcontext -1 | less

SELinux fcontext

/

system u:object r:root t:s0O
/¥

system u:object r:default t:s0O
/[ 1+

system u:object r:etc runtime t:

/\.autofsck

system u:object r:etc runtime t:

/\.autorelabel

system u:object r:etc runtime t:

/\.journal
/\ .suspended

system u:object r:etc runtime t:

/a?quota\. (user|group)

system u:object r:quota db t:s0@
/afs

system u:object r:mnt t:soO

/bin

system u:object r:bin t:s0O
/bin/ . *

system u:object r:bin t:s0

s0O

s0

s0

s0O

B LUEE = A R B SRR S R RVIMRIZE

* RERIRSHEBFIAIIAMIANIRIZE:

EEA-A—

X BB (6]

type Context

directory

all files

regular file

regular file

regular file

all files X:>>None>>
regular file

regular file

directory

directory

all files

BRCE, HEBENAIE.

o BFENFERSIFMIT. FLERSIEME T _selinux FENFMDI, HRESEIXIERH

MRIREFFRIFTEER.
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KB EMMNIFIEISERR, £/ semanage fcontext WHIZIEE., LaSiES -t IFI82E
BERE—I S5, BREERINMRISENAINBEIRERIAXGIRIT. BRINENA
HBEMER ETEEPNAZIME) FEFENMERNER, ERFENRER (/.%) 2 5M
FHBEREM. XFRN: EEULRIEMN— I REEREMNFTHNR. semanage Ff
TR BIE S EE 7T semanage FI—LESSAMAZETRGl, BXENRARIIFAEE, 5
B0 https://www.regular-expressions.info/ 2 _EHBIEREME IR,

ERAS LB AR EENGIR:
> sudo seinfo -t

RFNERZGLIMEIFEZHER, NS grep R MasSLEG A, UIIEE
FRo

43.8.4 MNRANHIFIE

FEBNEIERN A SELinux IF18, LU IF2iRBE T dNfAI6EMA semanage fcontext Al
restorecon EEfIE, Bk, EFEAEEHN, EEIEFRIAUEIRN Web [REBAFXER
T{E, B SELinux FBf5, EMESERETE:

436

1. 832 /web BR, ABRMEHITEN:

> sudo mkdir /web && cd /web

. FERNXARESCIEEEXE “welcome to my Web site” BY /web/index.html X

o

. [ERYRIBERFTH /etc/apache2/default-server.conf X, ##I& DocumentRoot

{T¥H DocumentRoot /web

. Janh Apache Web R%Z28:

> sudo systemctl start apache2

. 5ERIZARH Web RSB SBEIIRIE:

> w3m localhost
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https://www.regular-expressions.info/

BRWEIEEBHELES, 18 Enter , AFIR qIBH w3m,

6. ¥ EI2KIA Apache DocumentRoot FYHFIIFIESREY, BI /srv/www/htdocs. RIREHEIE
&9 httpd sys content t:

> sudo 1s -Z /srv/www
7. TERBEHPISERIFEG, AGIR Enter !

> sudo semanage fcontext -a -f "" -t httpd_sys content_t '/web(/.*) ?'
8. N FAFIFEARE:

> sudo restorecon /web

9. E.RBR /web REXMHRIFIR, AILEE, MFERECEMKESR /web BR, BXK
REIHEEHAS,

> sudo 1s -Z /web
10. LUBRVIAEHIMIRENAE /web B R, MBIEMISEREIFIE,
> sudo restorecon -R /web

11. &350 Web ARS528:

> sudo systemctl restart apache2

WTE, ERIZAILUARE /web BRBERBR T

43.8.5 ®2E SELinux £k&

BOCRBSITANIRE BN AR ERNRE, XERRES—EFX, TANRENERBHR
B, EXhrIANGRE, HIE1T

> sudo semanage boolean -1
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ttam<$ B R—MRENAREIR, HPERTATSM/RENIER. KIBELENHR
{Efa, FILUfEMA setsebool -P EIEEEENRIM/RER R, £ setsebool B, S#iiA
MER -P IR, hEMSEIZES NFIEE EREEXY, XERERAES|ISEBINAH
IRENHE—F.

TENIRERM T B RIEENTS

1. 75 FTP fRS5 288 KAITR/RIE.

> sudo semanage boolean -1 | grep ftp

2. XHAm/RIE:

> sudo setsebool allow_ftpd_anon_write off

SEANBBAREHAKNE, AREKRIEARESEHIKA:

> sudo semanage boolean -1|grep ftpd_anon

3. E35|%9RSR.

4, BRteE allow ftpd anon write fRERFNATFHTANKRS. BHTFLHARIGERK
BN, AEsZIM et FRARS.

5. PHRAmREHRKIRESNRE:

> sudo setsebool -P allow_ftpd_anon write

43.8.6 {3 SELinux f&R

AIMBSR T, SELinux ERBIRILREE, XEMKE, SKIL SELinux IEERRIEAZENTERR
B%, MEHRITFZSRIMERE. S MMERERS KR SELinux EEERMSFEER?. 5 SELinux ##1R
B2 ENE A EE=AHNEFEHERS S SELinux %S, ZIREX SELinux EIRAEELE, BILL
fEF semodule -1, Ltan<RYIH SELinux HRIEAMFIERRAEMAS,
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ERNEER, BoUFABHXAIER, WRERBEEF SELinux WEANZH (MARISFELE
%) , UBEERR SELinux (RIFIVER FEITIENRS, LWINREIEEER. LHETEHLT
25 F 158 SELinux 5RB&HY SUSE Linux Enterprise Server 1, BX¥MIMCERIRER X AEARE
BHFTEEIR, EEREDERERLEE SELinux FIPMARS L. BXF SELinux 1231R, 15
fEF

> sudo semodule -d MODULENAME

BEBRXBEHFR, AJLUER

> sudo semodule -e modulename

43.9 &EIE

RINERT, MR SELinux ESREENRE, RASRSHERBXNATEELRET /
var/log/audit/audit.log X, XFKE auditd RSB EEIEFEIET. AREEM /var/
log/audit B=H), EEAUTHLER auditd IRSS

> sudo systemctl start auditd

HERUTHLERGBITFERE

> sudo systemctl enable auditd
TEESRT /var/log/audit/audit. log REHIEED R HI:

51 43.8 : /var/log/audit/audit.log FEYRFT

type=DAEMON START msg=audit(1348173810.874:6248): auditd start,

ver=1.7.7 format=raw kernel=6.4.0-150700.38-default auid=0 pid=4235
subj=system u:system r:auditd t res=success

type=AVC msg=audit(1348173901.081:292): avc: denied { write } for
pid=3426 comm="smartd" name="smartmontools" dev=sda6 ino=581743
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t

tclass=dir
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type=AVC msg=audit(1348173901.081:293): avc: denied { remove name }
for pid=3426 comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-

WD WXC1A21EQ454.ata.state~" dev=sdab ino=582390
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=dir

type=AVC msg=audit(1348173901.081:294): avc: denied { unlink } for pid=3426
comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-WD WXC1A21EQ454.ata.state~"
dev=sda6 ino=582390 scontext=system u:system r:fsdaemon t
tcontext=system u:object r:var lib t tclass=file

type=AVC msg=audit(1348173901.081:295): avc: denied { rename } for pid=3426
comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-WD WXC1A21EQ454.ata.state"
dev=sdab ino=582373 scontext=system u:system r:fsdaemon t
tcontext=system u:object r:var lib t tclass=file

type=AVC msg=audit(1348173901.081:296): avc: denied { add name } for pid=3426
comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-WD WXC1A21E0454.ata.state~"
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=dir

type=AVC msg=audit(1348173901.081:297): avc: denied { create } for pid=3426
comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-WD WXC1A21E0454.ata.state"
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=file

type=AVC msg=audit(1348173901.081:298): avc: denied { write open }
for pid=3426 comm="smartd" name="smartd.WDC WD2500BEKT 75PVMTO-

WD WXC1A21E0454.ata.state" dev=sda6 ino=582390
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=file

type=AVC msg=audit(1348173901.081:299): avc: denied { getattr }
for pid=3426 comm="smartd" path="/var/lib/smartmontools/

smartd.WDC WD2500BEKT 75PVMTO-WD WXC1A21E0454.ata.state" dev=sda6 ino=582390
scontext=system u:system r:fsdaemon t tcontext=system u:object r:var lib t
tclass=file

type=AVC msg=audit(1348173901.309:300): avc: denied { append } for pid=1316

FEBZT, audit.log FEVTHE RELUEIR. BUIRFADT, MELIMENFEIRAMELIE
i, B—1TEHAIAD NAREERD. HIM, &E—TEEUTES:

type=AVC:
& SELinux #BX B 1T BE1TERLAREIRIR type=AVC 73k
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msg=audit(1348173901.309:300):
XENE, BIRNE, BEULTHE (B 1970 F 1 A 1 BAREIHNTE) EAN.
EEILSt LT ERT AR R SRIEAVER D /A date -d, UIMEZFEHEEEAE
B

> date -d @1348173901
Thu Sep 20 16:45:01 EDT 2012

avc: denied { append }:

BHIEENSTERIE. TGP, RABELRGEIREMEINHF. EXHEITEEXH
B, S ABRNEHMALIRIE, 5190 write open. getattr %,

for pid=1316:

AR ERVEr L TOHZRVHAZ ID
comm="rsyslogd":

5% PID XEXBUIFE R <

name="smartmontools":

RIFEMRBIRAR

dev=sda6b ino=582296:
R HFRHIEEM inode S

scontext=system u:system r:syslogd t:
FIAE, EMREREERIIFIR

tclass=file:
FRBISEARIR

EE] LIRS —M A ERETE audit.log R BEITEIRSHIIMIE. ERILIER audit2allow
S REBEISH /var/log/audit/audit. log FEXREEMBEEE, audit2allow &
RE—BA=TENFSHRN. BT, FIUFERA audit2allow -w -a UES FIEHENA
RETHIMEE, BINBERT, audit2allow -w -a 24 audit.log X, MNREEBDH
audit.log XFHIFEHRR, BRILEREH RGN X4, ARERUTHTSAINZIGRX
%

> sudo audit2allow -w -i FILENAME
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5143.9 . FIFEITES

> sudo audit2allow -w -i testfile

type=AVC msg=audit(1348173901.309:300): avc: denied { append } for pid=1316
comm="rsyslogd" name="acpid" dev=sdab ino0=582296
scontext=system u:system r:syslogd t tcontext=system u:object r:apmd log t
tclass=file

ZERtRERRERERZ
iR/ SERISRE] (TE) AAFRRN,
ZE R A MNEHAVRIR AR VXS], BIETT

> sudo audit2allow

EfE BEHEFNIEL T i5R, EAJLUER audit2allow -a EREiERE audit. log
XEHIERE E4PARSIFINI, XfER audit2allow -i FILENAME ERMNAFEHEEEE
XA FHTEH SRR ;

f5143.10 : EFMLITIEL T AR

> sudo audit2allow -i testfile

# syslogd t
allow syslogd t apmd log t:file append;

B IR ER LUNE LA T S RIBHEZERYIAIRIAY SELinux 23R mymodule, IBE1T

> sudo audit2allow -a -R -M mymodule

INREEXNBICRE audit.log WFAIBESZAHRITILRENE, BER -a -M@dS. BEHNHEE
XHRBSERBHITIIRME, B TERNSGIPIRER -1 -M:

f5143.11 : SIEARIFTAIBIELNIR(FRISRERIEIR

> sudo audit2allow -i testfile -M example

To make this policy package active, execute:

semodule -i example.pp
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i audit2allow S<FiR, BIMERIRUTARIBITIER: FH semodule -1, &
1% audit2allow NECIEBAEIRIIZIR (TELBIF S example. pp) o
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44 THR Linux 81t

ItbhiZs#Y SUSE Linux Enterprise Server BEM{EY Linux BB ITHEZRIRHRT S CAPP (%
FIHRMRIPEEXH) FENFEITRA, ZRASREBEMREEAITESBXEGN
=R, BALBZKNEFRIHERRKAEE T A EEARLRIEM URIEME.
IREEEITHESEZE CC-CAPP/EAL (GBRIENZITiRaRIPECE X4 /i H&H RELRA) A
IEN—IMEEER, EERATLEREBEAEN (CC) BERTFHIILETEHNEFTR
. BAENREEZE A AT ERBETES XBRIGEFTNER 1T ~miNEe
Flo

BRAAENZ2TMEAERETEERX: hRRERMEEENR, IhEeERERZ T~ 50
N&ZeEMY, CETFZTRRIPEE XY (CAPP) . REZERLCETFIFERMELR
Al (EAL) AR, EAL EREFTGEMRELTEEMFE. BRER IS IHITH
EERN. WEEMEIFIERALAARI L ERANGER. HITHEMIFZ LR
nF,

WS AIER, ENERBREITNIEREBUKIEE S . EXERENKSEA
8, BESNEAENMLE (https://www.commoncriteriaportal.org/) A,

Linux BRIt AGIRE T IFASPITRAA L LRENRRNAZE, JEBEIRERFENZ2E. B,
A HTRETINIREMY — TR ERANARD ISR ARG A B R
o BHITRAIATREXLRH, HEMEREEGIMIZEER (5190 AppArmor) RBELEX
L,

HITEEZ NN, SN HSEERREEXHEIIEE. FitAZIERSBIRAKERH
EREXEH. auditd FIFEFSRBHEITIREE ANEE., SMHTTEREFSLIEHITERR
HNER. ZENE~,

BTG HRITUA T RE:

BRARS#EHEXE
AT BHERNEIBHENNAR ID, XiF, EERNE R RER HTIMERERM A
FHEmNEEE, HAMNZAR RS RREEERS LRITERERF
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O == sa%EFD
HIT AR UID WEsR, Alt, 158%RERR UID (FII0, & tux M
uid=1001 B4 uid=2000) , MR UID fER. &N, EEEF K auditctl
iR (BHIHAN) , HBRTEEERRIBEIERYR,

ERHITER
Linux EIHEMR T BT REITRE S ANEEH S EERAEM 5 ERR IR TR,

EENENETES
BB T ISR AR X B R HR S SRR, LU
s FF
. 4
o Bt ID

o ImAZENZ
o ImAZEA ML
° RYAMA

° RGUARASEK
o Xt

o X{HiRfE

* FIHELRTW

Rz s eIt
HIHEM T BT IBAXFHNEITRSE U HE T IEREEF 4%, SR LUE!
EECHMNE, LB TIFEFRIEREBXENEH.

FRIER SRR A
HITIREH root B, HBAIHA root Xk, RRENHIAR T EEREITAS.
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i LLEH TSR ER

MRARFERTAF, FBHAEITTIPEFIRERER LR, FHIERT, #Hitr&E
SR ZRGKH, UMEEHRERITIES, XMXAZHITARZAGABRSILED
Hi%, TaREMEERPEE. RMANEERTERASASTHIER—FES, MARHF
MRFZSGERERASHERTHETE, AIFFEITRAGEENNTEEXH. RALES
SHEFIT T EFEEREETERFLERTIER,

44.1 Linux EiTAHEEREN

@O ==: audispd BA#% auditd

£ SUSE Linux Enterprise Server 15 SP4 H, audispd BB E&HE] auditd . PR
A audispd EBEBMENTF /etc/audit/auditd. conf # /etc/audit/plugins.d
o

TEGRASHITAFEEZEBNRESI:

=~

~—
~-.
-
~
~.

W
W ’
\
A
y
\
RIRERF \

1
\
- -
\
-
-
-

44.1 . LINUX @Eit4AHGEN
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AR ATORAM ZERBIER, EAFARRANF ZENEHZ,

auditd
HitFiFREREEd FEitAREOERHEN BREF %D%iﬁiﬁﬁbﬁﬂﬁﬂﬁﬁﬁﬂ':ﬁg?)\@i
&, HITTIFEFNEMANA systemd i£%l, HitR%ATIEE (WREB5h) H /etc/
audit/auditd.conf =4, Hx auditd RERBEFMER, BESWNE44.2T 0
BHITTIPER o

auditctl
auditctl LAREFIEHFITRR. ErEHFEITZEONBEERSHNRNIZIZE, UKk
BATFHEEREMLEEGHIMNE, BX auditctl FFMER, BEBNFE 437 “F
FH auditctUi=HIEITRA o

=it
/etc/audit/audit. rules XHBEE—FRY auditctl &, ERSA5ISH, BohE
PR ERREEMEX LGRS, BXHITMUMNFAEE, BELE 44T K
SHEEIEITRA

aureport
aureport LAEFAIEETHEITEHASEEENIRS. BRILUENREEMIRS

BRI, Mo MhE ML FAFER AT LA RS Y e H SR A HI X Lo 45 SR BB 3R A R A T ELfth
. BX aureport NIFAEE, 1BBWE 4457 “THEITHEMNERIRS -

ausearch

ausearch S EER AT U ERMERAIR NSRS EMIFEEREITAEXGPIERE
ENEMHN, BXxausearchBNiFEE, 1BEIE 44.6 77 “(#F ausearch &iHHIT5F
*F%Ir% E /IL\

autrace
autrace SRR LUEMTF strace WA RREEENHIE, autrace IS ICREE
1THE. BX autrace WIFMEE, BEWE 4477 “#H autrace 2iiHE” o

aulast
SEREJINEZRAFPNYIR, XPF last. aulast SEENHITHE (LEEEHEIT
HEXH) dmEER, HETHITEHETHESEEERFIEERMEEHBFRNYR,
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aulastlog
UEMT lastlog WA RFIEBFIEHBEIAPHNLEXERER. BIIEERR. KON
/Aﬂiﬁjlao

44,2 FOEBEHITTIFIER

FEER TR ERHARIERITEEZR, RALEHITTIFEFDRS, /etc/audit/
auditd.conf BEEEXHHEHITRAETIFERBHEIEITAR. MTFAZSEHAGIM

=, SUSE Linux Enterprise Server FEfiRIRAANIREN BB, NRE CAPPIFRE, NWEEFHE
HohfAE DB, UTREIARINEE:

ffl 44.1 : BXIARY /ETC/AUDIT/AUDITD.CONF

local events = yes

write logs = yes

log file = /var/log/audit/audit.log
log group = audit

log format = RAW

flush = INCREMENTAL ASYNC
freq = 50

max log file = 8

num logs = 5

priority boost = 4
name_format = NONE

##name = mydomain
max_log file action = ROTATE
space left = 75
space left action = SYSLOG
verify email = yes

action mail acct = root
admin space left = 50

admin space left action = SUSPEND
disk full action = SUSPEND
disk error_action = SUSPEND
use libwrap = yes

##tcp listen port = 60
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tcp listen queue

1l
= U

tcp max_per addr

1024-65535
tcp client max idle = 0

##tcp client ports

transport = TCP

distribute network = no

g depth = 1200

overflow action = SYSLOG
max_restarts = 10

plugin dir = /etc/audit/plugins.d
end of event timeout = 2

BXRXLRmAYHEA, 155 man 5 auditd.conf,

RIBEEEHBINERE CAPP WER, EEEFRITTFIFEFNZEGIMIERES. THRERF
RIEMNISELUHE CAPP Z3KEY, FTRIRM “CAPP MR ERSMEMMIAZEKE,
SERk /etc/audit/auditd. conf FWFIFRERECER, TP BERITHITIFZFHIITIEH
&, HATIFERSERBEINFIEITHZE RN RET,

44.3 {EF auditctl FH|EITRSE

auditctl ITHFITFIFEFHNRESNERRRS Y. CEFINAZHITHEITE. auditctl
FERAEITTNRIESI R A LA G BB HIT RN EH#ITHEITEE,. A17F auditctl
TR RE BT IEEMUEHIETHITTIPERLIELL S, BHEITMNEELEITTIPRE
Fo auditd SPHPEEFEIABRENKE /etc/audit/audit. rules FEYERIHINI, BXEHEit
MUMNEZAT, BFBNE 4447 “BESHERIEITRS

AFEFIEAETRAASENEER auditctl s BEE:

auditctl -e, AFEASERAHIT

auditctl -f, AFEHIEERE

auditctl -r, BFERIFEITHERIER LR

auditctl -b, AFIEHIFRE LR
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° auditctl -s, AFEEHEITTIFERNHEIRES

* auditctl -S, AFHEEEFITNASRIFH. TR LIE1Tauditctl -S Za1, EFHM
-F arch=b64 LAF5LEHIA RGN ILEE S,

EIEAILATE audit. rules XHHIEE -e. -f. -r#l -b &M, XEEREEEFITTIFER
FR B ohETER I N\ IX L5,

FHEMER auditctl -s EFHITTIFEFARS, H6ER auditctl -eFLAGC ERURESIRE
B, MRIFNE—FRETHEHE (BEFEXLRASIE8HNER) » TENRHIESRTIE T AR
HITIRESHES.

5 44.2 ;. auditctl-s BYRFGIGEEH

enabled 1

failure 1

pid 790

rate limit 0

backlog limit 64

lost ©

backlog 0
backlog wait time 15000

loginuid immutable 0 unlocked

®44.1: HIHREEE

InE B X [FTEERYE] e
enabled ERBBFRE. [0..2]0=%2% auditctl-e [0]1]2]

B, 1=-BR, 2=-BRH#IE
iEE, IR, ITERE
RBEETERARAER, R%D
~IERHEMEG, (BER
audit-devel Y man 3

audit_set_enabled, )
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& & X [FIRERY(E] e

flag REWEIRS. [0..2] 0=F% auditctl -f [0]1]2]
2K, 1=printk, 2=panic (3L
BIE{E EAREGFREIER S

BHLEL)
pid IE7Ei51T auditd BO#EIE —
IDo
rate limit RESTWEHEH LR, tFRZ auditctl -r RATE

EFRAAZEESHHEHET Z
EBR, SASREIRSTIEE
HYR1E,

backlog limit IBEAVFHIRGIEREITEPX auditctl -b BACKLOG
HRAEHEB. MRFAEEAFX
B, BiLHEIRSEPIEE

HYIRAE,
lost FITEHAEXRNHEITEER R, —
backlog St HFIARGIENFEITEAX —
o

44.4 RBEBEERFEITRSA

TR LAESNR R ER auditctl PINFRATIERIFEITRAFNGS, BAILER auditctl

- RMX it ERENt a2, BRIFITTIFERG, init IASERE—MZEM /etc/
audit/audit.rules XfHNEFN, MUZRRM LB TRIRFHIT. ERSFANET B
B auditctl a5, MNIXAHERIEZES auditctl sp L ERRVIEEMEREL
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WS ER LT ENIT auditctl WiETHEITRAFFBNERERAZERNEFIFE, BiF
JIRFEN, BB ESCRME /etc/audit/audit. rules X4; NREXR Y FIEKRMNEZIH
e, i5fEMA systemctl restart auditd (8$ERTIHITRFGLUINEIESEHIFNE,

f5144.3 : RHFETHN — HitRHESH

b 1000@
-fle®

r 100
e 1O

Q0 EERVEHETEPXHNRAKRE. RIEASICRENNLS, ERIEFERHBEPXAEY
%8, MRS LNEHMEETTEE,

@ EEEFANKERS. BXEURNE, BERE 4.1 "BHIPRSETRE o

©® RBEARSBVUIALNEXNHEEREHNE, BXFAGE, BENE 4.1 "HithSIEE" o

O RBERIEAHITFRS.

fEAEIT, EURREUEATEIXHRAANEEXH. EEHFREITHIAE. &AL

AN XERBRENT, HASMEEDNSEENRE, UAEEREFIR,

f5l44.4 : THIEIHN — XHFRGHEIT

-w /etc/shadow @
-w /etc -p rx@®
-w /etc/passwd -k fk passwd -p rwxa@©

Q@ -wIEMENEITANEEX (FEAFIFH /etc/shadow) BISMTL, EHKIEX A
IRAIFAE AR AEREE D1,

@ UMNARMA /etc BRI, HIREFIHITIL B RAVIHEHEER BIRIIE (-p
rx)o IERXEMNRPRERI—FIRERRFRBEREI DT, RASKEIEHX
FUARMEFIE XHRIRFIER A S BREXRNESH. BREBFEERTEXANER
AES, NZASNIXHRRRIN—FAN, ERNESXXEE BN ZE, 8K
XTI NZAFERIBES BT o
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(3]

HEFME /etc/passwd ARANI—PXHAHEMI, HIFREL. SN RITHEMSEEARN
FARNPREIE, - kKEBALLEHEE—TE, WERRRAXIRFESHNEITES (B
£ ausearch @i8) . ERIMARBMNERERRE, X EREERREANIEFHRN
D TS M RMABT 5N,

ZgUARAETTEERNLELURT N AEF R BRFIREREERFRTTN, KITXERNET, 15
ZERIFITAERARARUESEMARAEH, FASBHMETERER. BFASEMESEHE
BIRE, UNRNESESEMHA SEEREANR,

f5l44.5 : THIETHRN — RFEAAHET

1 1 1 1 1 1
Q U 9 9 O Q

® ©

454

exit,always -S mkdir @

access -F al=4@

ipc -F a0=2@©

open -F success!=00
auid=0@©

uid=0 -F auid=501 -F gid=wheel ®

exit,always -
exit,always -
exit,always -
task,always -

m m »n o un n Om

task,always -

LRI mkdir RFEFERBEH T, -a EWRMALKERIN, SHHA nkdir R4HE
A (exit. always) BY, NS ARE—NEMH, - S EHHEE N W E A LA F
S,

LEFRMAANRT access RETAMMEIT, BREZRAFAARNE =S (node) 79 4

(R OK) B¥A=#1THIT. exit,always SHIEITEH AL RSEAAN AERMEITIF
1, HEFITRFEREHHIRS.

RN IPC ZRRERASIFARNEITIME, HEW ipc RRAERENE— N RSKAR
SEEH, BILUER -F a0=IPC CALL NUMBEREEE,

e BT+ LAY open AR E .

LRI BESFN (KEFH task) KRHl, ES5 EREMMNNARRERZLAETF, ERN
RAFIRESHENHE, BDIBREN, SRIUERRENEMNFEL, FlWUID. GID
M AUID, IERBIFINEIEH BT ID 0 B ES.

RIEXEMNUERT RZLIER. FIETIREME5IEIE AND EHATELES, RN
BNAFHFAEHEITID501. L root BE1THER wheel TEAERNFIBEES. RARTE
RAPERNAENHIZSEEIT ID. A, Lt D BE4A AP NBHER B ERFH#
2, BMERPEXRESH, FHit D UNERFAT, AIBFRERREEHAFZE.
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O =T SERGARSHK

BXRIBRAFFASHNESZSAT, BENE 466 T "LEARFFAZSL o

EAXETLUEAMNAMEI R RYE, MBEERUEGRAN, @I ARENGERIERERED
ML, & MERRSOREAMNES A B R M0

5l 44.6 : MIEREEITHINIFIS 4

DO
-d exit,always -S mkdir@®
-W /etc®

O ERRERITAINAYRAT I HMBRERT LARIZE RV, LRI /etc/audit/
audit.rules XHHME—ZMN, ATHEBMERMAINA S S ERUFIFER
RN, 71T autrace ZFiiRHEMA auditctl -D &<, LUBSRIRERFIN S
audit. rules XHFREFERERF NS,

0O LLHNMBRENRFAABMN, - d EBAAALTF T EMFBAGI BRI ERI R SR B
NeveEimE, HFESATEITE,

© IHNEMEITFMAMNBATIFEFES /etc BRENTAIFN, LERUBERERES /
etc BRENIMAIAN, MAEER T AR SEHEIED,

ETHREITNEEPHFIER T LN, 55T auditctl -1, WWHSERFAEHAN, STE

H_T_%%JHJUUO

5l 44.7 : M auditctl-1 FlHEM

exit,always watch=/etc perm=rx

exit,always watch=/etc/passwd perm=rwxa key=fk passwd
exit,always watch=/etc/shadow perm=rwxa

exit,always syscall=mkdir

exit,always al=4 (0x4) syscall=access

exit,always a0=2 (0x2) syscall=ipc

exit,always success!=0 syscall=open
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Q ixE: tuEiEmu

fEo] LIRS M SR ES A E TN, B XA FHEE T ER N EYE A
HITHMNEEAERS, 1520 auditct1(8) FATi,

445 THEEEITHEMNERIRS

E 7 ## aureport SLAEFHER, BIANERITTIFEFFIERNBENEST, UAEH
T NBHRAIICRBERNS, THRZE, B UREMERERNREREGENENR,

4451 THEEITHE

UTFREIESRRTEItFNE RO N HEEEYS, URESRITEHEPERNERTNA. —
HZ (WMRBEHE7THERR) HitHEFHEE /var/log/audit BRH.

HESIERAMEENES: ERLENEHFFE, EREEHESEEIHH type= 1715,
EHFREFSENNREEMDTIB, EUTRAIF, type=SYSCALL M type=CWD RicR%E
A, arch=c000003e # syscall=2 2EHFE&, EEETHNEFEE,

BEZ0 /usr/include/libaudit.h X (3RH audit-devel #f8) UBFHIZREEK
HEEFE X5,
iz1T ausyscall --dump i UEBRAARESHRERES X

> ausyscall --dump

Using x86 64 syscall table:
read

write

open

close

stat

fstat

— U A W N R O

F—PTRBIRNEEN Lless 5%, EINRAIEE HAFREHEEERIIETHEITIITEN
ET_I-: Elu\q:llailﬁljjti PAM /EEon
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fl44.8 : EEHEITESH - EFFHITEAS

type=SYSCALL msg=audit(1234874638.599:5207): arch=c000003e syscall=2
success=yes exit=4 a0=62fb60 al=0 a2=31 a3=0 items=1 ppid=25400 pid
=25616 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0
tty=ptsl ses=1164 comm="less" exe="/usr/bin/less" key="doc log"

type=CWD msg=audit(1234874638.599:5207): cwd="/root"

type=PATH msg=audit(1234874638.599:5207): item=0 name="/var/log/audit/
audit.log" inode=1219041 dev=08:06 mode=0100644 ouid=0 o0gid=0 rdev=00:00

TENEEZE—1EEM less /var/log/audit/audit.log, EE=FEESANEAE,

FRrEEEEZYIEX, (NEEFN—KEERRTEAEMEMER. F—FERERTUTE
ISW

type
BROSEHEE, TARFT, ARFPRRANSEHIE T SYSCALL K8, 2R (WD =
FHENZRIERIITARIFRANNIE IEER. NMEELRKBEBNEIERT —
PATH Sff. open RGLEAER T —MRIZSER, HEMT—1 PATHHEMH, BSHE
B, PATH EHIREBERFRHESHRHASIEME— S NERE, FEit, BRRES
E5 (WD SHIRENBIFEE ST RERE IR IRIAIIT R,

msg
EERESHHER ID. % ID AWM ED. : BIENFIEFRARS Unix BciiE, §S
[EEMNEFRTEMRIEHN ID. PRERIIRBE— I NAEFAAERANFAESHEHAESEE
BREH ID, MRNARFALEETRAZARBR, BeNESBRS—1EMH D,

arch
S|ARGFZIAAB CPU AR, ERBEN, BELNE ausearch e SHER -1 1%
TISRARRD L (E B

syscall
ASEBNEE, WISERFAIARIEIT strace 25 EIES, HEHIEEE /usr/
include/asm/unistd.h THRARABYIR, leecFAERENTR. T4
t, syscall=2 & less NAEF AR open R4AR (BM man open(2)) ,

Success

ZYUERARHINE B R W
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exit
KA FERREIMEREE. XM FARFIFFERN open RAFER, BREEAXHEARTTH
S, WWERRKIFBEMR.

a0 ¥ a3
AFZAANEIENESH, XRARFERR. XESHNESREKIARBERX, &= (open
A4AR) BERTLUTSH:

a0=62tb60 al=8000 a2=31 a3=0

a0 BEEMERFMIEIEHIIL, al BARE. U+7NHHIRTRE 8000 FiR AL \#HIRT
#) 100000, [F&NH%E790 LARGEFILE, a2 @R, HHFKRIEE 0 CREAT, Hitkk
FERLSE, a3 HIFH open RAFREE, BEEERXRABARNFMI, THRASZ
AR A BRI ERNSE,

items
EBL N AERFNF TR,
ppid
Rt i2 B9 A# 280 1D,
pid
Fro it iEmy 1D,
auid
BHit ID. AARTEAFRERAENHIEDEEHIT ID, G, It ID FEHBP#EH
EFTB IR F#i2, BMERARERTHEHES (fle, T root) , ®EHitID &R
BFALT, REitt, ER&eLRERRAE S B iEE
uid
Bonz#ENEFE ID. EAGIH, ZID A0 (FRA root) o
gid
Bz ERAFP A ID, EAFIF, ZIDA0 (FRK root) o

euid., suid. fsuid

Bohz#EAF BB ID. RENAF ID XHRSZAF 1D,
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egid. sgid. fsgid
Bonz# RN AR BERNA ID. &ERA ID MIXHRSA D,

tty
RATFEMNAREFNA R, ARG SSH 1ERER T — MKk,

ses
BERZEID. RATTEAFERMZERHIZEE, I UBEMHREXEKIGENAR
TREMF.

comm

N R B R ES YIRPESFRERRIR IR,

exe
TR BRI ER R,

subj
auditd iERHAEEERIEMRLIME (FIU0 AppArmor) BIAR, AFIHRFIRHY
unconstrained RHIZEFRT AppArmor BIRREI, INRFEZEIRS], FIERZHFIX
HEREIN L AppArmor BR & XX HIET.

key
MREEEFEITFZERIAXY, BREFHNESNENNSERFRTSR, BXLRS
ausearch &R UERIEREHFNEE,
5 Less HAMAMNE —_ZEERIBRTHIT less s SR HFI TEE Fo
BZXHEHBEERTUTEERE (E5IAN type Ml message 17&)
item
EATAIF, item 3T a0 B8 — 5/RA SYSCALL JHBXEEMKRR, MRRKBERE
ZNRESE B cpEmv &%) , BIEINAE_NERFSHIZRER—1 PATH E14

name

RRERBEIL B4 open RAIAAMKRR,

inode
Fm5 name M NEY inode /S,
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dev
IBEEEXHIEE. EAFIFH 08:06, =R~ /dev/sdal s “F— IDE&ELHE
— X

mode
X IHRIN RN FER AR EAFIF, root HEFEFIEASIE, H4 (root) IHE
BRI, MERNFERFMALERRZ

ouidflogid
R inode ZR &/ UID 1 GID,

rdev

ERTFIRAl, rdev TG FHRIEERFRILE, NEHETFXH.

Bl 449 “SFEITEM — @ SSH 557 BEREBTR T ENW SSH EEFt & MNEITES. K
ZECHES PAM i&*&*ﬁ%, [z BR SSH PAM #ZH AR EL. B/LEHITEREHHEIRER PAM
HE, XL PAM HERREIRE PAM B2 EMEL. REHEITRIER PAMER, BESR
SN EHOEEBSNESEE:

f5144.9 . BEHEITHEMG —BI SSHER

type=USER AUTH msg=audit(1234877011.791:7731): user pid=26127 uid=0 @

auid=4294967295 ses=4294967295 msg='op=PAM:authentication acct="root" exe="/usr/

sbin/sshd"

(hostname=jupiter.example.com, addr=192.168.2.100, terminal=ssh res=success)"

type=USER ACCT msg=audit(1234877011.795:7732): user pid=26127 uid=0 @

auid=4294967295 ses=4294967295 msg='op=PAM:accounting acct="root" exe="/usr/

sbin/sshd"

(hostname=jupiter.example.com, addr=192.168.2.100, terminal=ssh res=success)"

type=CRED ACQ msg=audit(1234877011.799:7733): user pid=26125 uid=0 @

auid=4294967295 ses=4294967295 msg='op=PAM:setcred acct="root" exe="/usr/sbin/

sshd"

(hostname=jupiter.example.com, addr=192.168.2.100, terminal=/dev/pts/0
res=success) '’

type=LOGIN msg=audit(1234877011.799:7734): login pid=26125 uid=0

old auid=4294967295 new auid=0 old ses=4294967295 new ses=1172

type=USER START msg=audit(1234877011.799:7735): user pid=26125 uid=0 @

auid=0 ses=1172 msg='op=PAM:session open acct="root" exe="/usr/sbin/sshd"
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(hostname=jupiter.example.com, addr=192.168.2.100, terminal=/dev/pts/0

res=success) '’
type=USER LOGIN msg=audit(1234877011.823:7736): user pid=26128 uid=0 @

auid=0 ses=1172 msg='uid=0: exe="/usr/sbin/sshd"
(hostname=jupiter.example.com, addr=192.168.2.100, terminal=/dev/pts/0

res=success) '
type=CRED REFR msg=audit(1234877011.828:7737): user pid=26128 uid=0 @
auid=0 ses=1172 msg='op=PAM:setcred acct="root" exe="/usr/sbin/sshd"
(hostname=jupiter.example.com, addr=192.168.2.100, terminal=/dev/pts/0

res=success)’

O PAMREEBEMIZIZEEN (jupiter.example.com, 192.168.2.100) FINiEXKXt root B
F#ITEMEIE, REIIRIERNZIRA ssh,

PAM iR EEERIIAE ES ERINARER.

PAM IREERATFERNEESMHEIE, HELKIHRETANIERLI (/dev/pts0).
PAM IREEEMINA root FIAZIE,

BFRERINESR. ItEH4Z aureport -1 AXRIREARPERINEH,

PAM 1R &5 B B EHTRENS L,

@ ® 6 ® 0O

4452 HERBEX®EITIRSG

/var/log/audit BRPEHENREFEITRESFTTFRABMLIERE, ERFEMMERK
HXHE, 5 aureport LAREFEHOIEBENIRS,
UTHAESRRBRTERILUER aureport AL REAYIR 5SS 8
MB—3iEEEITEE
YHITHERIS—aI1TENGE, SEYEEEBEERMTEN LD ZaITENNES,
MYXABENEZEPESITENN, BEEEEBIE RS, AREAMER

aureport DITXLEHE:
> sudo aureport -if myfile

Summary Report
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Range of time in logs: 03/02/09 14:13:38.225 - 17/02/09 14:52:27.971
Selected time for report: 03/02/09 14:13:38 - 17/02/09 14:52:27.971

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

Number

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

changes in configuration: 13
changes to accounts, groups, or roles: 0
logins: 6

failed logins: 13
authentications: 7

failed authentications: 573
users: 1

terminals: 9

host names: 4

executables: 17

files: 279

AVC's: 0

MAC events: 0O

failed syscalls: 994

anomaly events: 0

responses to anomaly events: 0
crypto events: 0

keys: 2

process IDs: 1211

events: 5320

ERRHEEMSERE aureport ss S ZIRMEET myfile FESHNETERN—RITER
2ivE. BOIZEBIFMARIRS, BF -1 IS TENEAERESER. FW, EMNX
FRIFENESERENERIRS !

> sudo aureport -1 -ts 14:00 -te 15:00 -if myfile

Login Report

# date time auid host term exe success event

1. 17/02/09 14:21:09 root: 192.168.2.100 sshd /usr/sbin/sshd no 7718
2. 17/02/09 14:21:15 0 jupiter /dev/pts/3 /usr/sbin/sshd yes 7724

RBHF ISR
REER (FINAR ID) BUHBFERIIE, ERXEEERRANENZ ENXAREI,
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SIERFERREERS
MREEXTURNEITSAITSRE (B4, R, #12%) , 15517 aureport BEAHE

fe] H fthik

I,

SIEBRNEFNEERS
ER B4R aureport e LFHRMB S AR EIREA D DERME RS EE, BER

aureport--failed:

> sudo aureport --failed

Failed Summary Report

Range of time in logs: 03/02/09 14:13:38.225 - 17/02/09 14:57:35.183
Selected time for report: 03/02/09 14:13:38 - 17/02/09 14:57:35.183

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

Number

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

changes in configuration: ©
changes to accounts, groups, or roles: 0
logins: 0O

failed logins: 13
authentications: 0

failed authentications: 574
users: 1

terminals: 5

host names: 4

executables: 11

files: 77

AVC's: 0

MAC events: 0

failed syscalls: 994

anomaly events: 0

responses to anomaly events: 0
crypto events: 0

keys: 2

process IDs: 708

events: 1583

SR EFRHEERS
INREEIF R aureport s <LFTR MBS ASIHERA D N E I FE ARSI ERIE,

151#H aureport - -success:
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> sudo aureport --success

Success Summary Report

Range of time in logs: 03/02/09 14:13:38.225 - 17/02/09 15:00:01.535
Selected time for report: 03/02/09 14:13:38 - 17/02/09 15:00:01.535
Number of changes in configuration: 13

Number of changes to accounts, groups, or roles: 0
Number of logins: 6

Number of failed logins: 0

Number of authentications: 7

Number of failed authentications: 0

Number of users: 1

Number of terminals: 7

Number of host names: 3

Number of executables: 16

Number of files: 215

Number of AVC's: 0

Number of MAC events: 0

Number of failed syscalls: 0

Number of anomaly events: 0

Number of responses to anomaly events: 0

Number of crypto events: 0

Number of keys: 2

Number of process IDs: 558

Number of events: 3739

B EERS
(T TRBERS (EERMERS, URKBMAIEHREERS) , EAILUS - -
summary ERMSASHEAMEME SR, UEEBXENKELENREERS, I, #
IEFFBEIRSEXFFILET. FTENTGIEET RRERSMHNREERS:
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> sudo aureport -u -i --summary

User Summary Report

total auid

5640 root
13  tux
3 wilber

SEFEHRS

BYREITCENEMN, 5 aureport -e i5%, M SSEMMEEHNTRSY
*x, Hh@EHE. BYE. EHES. SEHREMET D,

> sudo aureport -e -ts 14:00 -te 14:21

Event Report

# date time event

type auid success

. 17/02/09
. 17/02/09
. 17/02/09
. 17/02/09
. 17/02/09
. 17/02/09
. 17/02/09
. 17/02/09
. 17/02/09

© 00 N O U b W N =

BETAHRAHESHIERS

14:
14:
14:
14:
14:
14:
14:
14:
14:

20:
20:
20:
20:
21:
21:
21:
21:
21:
10. 17/02/09 14:21
11. 17/02/09 14:21
12. 17/02/09 14:21

27
27
57
57
09
15
15
15
15

7462
7715
7716
7717
7718
7719
7720
7721
7722

DAEMON START 0 yes
CONFIG CHANGE 0 yes
USER END 0 yes

CRED DISP 0 yes
USER LOGIN -1 no
USER AUTH -1 yes
USER ACCT -1 yes
CRED ACQ -1 yes
LOGIN O yes

:15 7723 USER START 0O yes
:15 7724 USER LOGIN 0O yes
:15 7725 CRED REFR 0 yes

EMNHBRNAESTHEE, 15EH aureport -p &%, L REMFRBEHESZMHE
wWSHIER, HPESHHE. el #12 ID. AJHRITXHRRIR. REEMA. Hit IDHMSE

HRS.
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aureport -p

Process ID Report

# date time pid exe syscall auid event

1. 13/02/09 15:30:01 32742 /usr/sbin/cron 0 0 35
2. 13/02/09 15:30:01 32742 /usr/sbin/cron 0 0 36
3. 13/02/09 15:38:34 32734 /usr/lib/gdm/gdm-session-worker 0@ -1 37

BTREAZAASEMHIERS
EMNRRERNBESREITET, B aureport -s 65%, B TSEMMBERS
BEREAHNTRSYIR, ERES 8. HiE. RRERNES. #12 ID. EALLIERN
LB Hit ID MEHHES.

> sudo aureport -s

Syscall Report

# date time syscall pid comm auid event

1. 16/02/09 17:45:01 2 20343 cron -1 2279
2. 16/02/09 17:45:02 83 20350 mktemp 0 2284
3. 16/02/09 17:45:02 83 20351 mkdir 0 2285

BTRERARITXHEHIRIRS
EMFTTRITXHNAEDITEITASE, 1BEH aureport -x <, WWHTRERPIER
RITXHEHIRRESTIR, HRESAH. HiE. AiTXHRNRIR. STaRiTxXet
AR, BITRIHRITXHREN. it ID MEHRS

aureport -x

Executable Report

# date time exe term host auid event

1. 13/02/09 15:08:26 /usr/sbin/sshd sshd 192.168.2.100 -1 12
2. 13/02/09 15:08:28 /usr/lib/gdm/gdm-session-worker :0 ? -1 13
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3. 13/02/09 15:08:28 /usr/sbin/sshd ssh 192.168.2.100 -1 14

BB XXHFIIRE
EETHITASERMETXHLRRIRE, 15FER aureport -f &3, IS RER
FREXHREXEANFERSYIR, HPEa B, BiE. pEpXHR. hEXGNRS
BRNERES. saLHRINIAMER. BRI 4. &Hit ID NEHRS

> sudo aureport -f

File Report

# date time file syscall success exe auid event

1. 16/02/09 17:45:01 /etc/shadow 2 yes /usr/sbin/cron -1 2279
2. 16/02/09 17:45:02 /tmp/ 83 yes /bin/mktemp 0 2284
3. 16/02/09 17:45:02 /var 83 no /bin/mkdir 0 2285

BB XAFIERS
EETHITAHEERA T HEAMLR R ERENARS LIETHLE T HITX GRS, 1B
F aureport -u &<, B LRERFMERAFEXEHNHERSTIR, HRESEH.
BYEl. EHit ID. fERMENR. 4. AHRITXHRIZRTRMEMH D,

aureport -u

User ID Report

# date time auid term host exe event

1. 13/02/09 15:08:26 -1 sshd 192.168.2.100 /usr/sbin/sshd 12
2. 13/02/09 15:08:28 -1 :0 ? /usr/lib/gdm/gdm-session-worker 13
3. 14/02/09 08:25:39 -1 ssh 192.168.2.101 /usr/sbin/sshd 14

A XERNRES
ZEREERFINTENERZEHNIRS, 1517 aureport -1 &%, <SR EME

EREXBHNERSYIR, HPESHHA. iE. &Hit ID. FERMNENNKRE. AJHT
XHRRIR. SIHBBRINTRMER, UKRFEHRF Do

> sudo aureport -1 -i
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Login Report

# date time auid host term exe success event

1. 13/02/09 15:08:31 tux: 192.168.2.100 sshd /usr/sbin/sshd no 19
2. 16/02/09 12:39:05 root: 192.168.2.101 sshd /usr/sbin/sshd no 2108
3. 17/02/09 15:29:07 geeko: ? tty3 /bin/login yes 7809

RS ERFITE S E R ESER
BoTERESEERBE (51902009 4 2 A 16 HIT{ERERARE) , 1BEIET
aureport -t RAEXLEHIEETEESELHAI audit. log®, HEHERSTEHTT
R

aureport -t

Log Time Range Report

/var/log/audit/audit.log: 03/02/09 14:13:38.225 - 17/02/09 15:30:01.636

HATHY audit. log BBEFEMENEIE. MRBRIHIEMLL, BER -1 EBF
aureport ssEM B EFAFEHIEN B EX .

ARt EFMENESEEN IR SR AN E, FHRESHRENRSETESER, &
TERFGITERER!

> sudo aureport -ts 02/16/09 8:00 -te 02/16/09 18:00 -1

Login Report

# date time auid host term exe success event

. 16/02/09 12:39:05 root: 192.168.2.100 sshd /usr/sbin/sshd no 2108
. 16/02/09 12:39:12 0 192.168.2.100 /dev/pts/1 /usr/sbin/sshd yes 2114
. 16/02/09 13:09:28 root: 192.168.2.100 sshd /usr/sbin/sshd no 2131
. 16/02/09 13:09:32 root: 192.168.2.100 sshd /usr/sbin/sshd no 2133
16/02/09 13:09:37 0 192.168.2.100 /dev/pts/2 /usr/sbin/sshd yes 2139

ua 5 W N P

Fia B ERFNET BRI (E M - ts EIIsE. IEEF T M T L EF B EMEREGEHSER
RS, MNREEHEE, aureport BRIZEIENES K. MRAKEE, ESRIEH
YaRYiE] 218 € HEINF R,
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fEF -te BB E LR B EAFIEYEl, NESFTFHETFAECEHNENEREHFHIERTE
REF, MRALEHE, aureport BRIEEIENES K, MREEHTE, ESRIESE
B2, BEFEARAS -ts AR B EBFERR .

PRMEERS LISMNIFIE RS UTIRINFI R H %XE] STDOUT, XEMKE, XEMHER LU
WENBIHEME S, 54487 “AMEEITEGE" RANANAR A E RN H -T2
B TR R YRR R 1

44.6 {EF ausearch THHFITFIFREFHE

aureport TEREBEREBEXAALLENBERNAMEE, BINIREET IS ESHHN
475, mILAfERS ausearch TE,

ausearch AL EERASHRNBRMERFEREITESE, XLEEMEERAS /var/log/
audit/audit.log FHNEHHERNERHNARZHIREE X, HIEFrEICREREESHER
EREGIE, 90, PATHIiER=&HE hostname 3 uid I,

R, BRFEREFREYIERENRERIENFEIER. &, SEERISEXREMIER
BY, AlREsME—HIRBMEXNEMEMIER, ZAUEXE, RRANRZHNRRAHSIRH
SPRrEERMNICREXINEMEHICR. HIe, T open RFAFEA, EIEIREXSYSCALLIER
HIFEIBTIREL SIREN—2%% PATH I2 R,

O =BT ERZMERER

ERIR RS <ITIEIS AND ZEEREMNRES, UE/IMEZRER.

ME—xHiEREITAE
BEITEERIS—a1tENGE, ESERETAMITEN LSS EtENNES,
MXAEEMEZEPESSHTENN, ERAEBIRE NI G, AGTEAMER
ausearch #EXLERE:

> sudo ausearch - option -if myfile
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BHFERERAE
KEES (BIAR ID) BFUBFEATIE. BERXLEERERRNENZ EHXSER,

J&TE ausearch s<$ RN -1 3%IR

BEHITEM 1D 2%
NREFRNEIT T HIHIRENIT T autrace, NN EERSEFMHRVIE
BRo 554457 "TEEITHENEMERS" PAARNXSHEHREGREHIEEBERE
BHEITEM 1D, FHitEMH ID EHFITER IDHNEZED, FERB Unix SoiB8fEHITS
DM (ULES7R) - FrERERBE— T AREFRSERNFESAEHEGHERN
ZEF 1D, 7f ausearch REAILEH ID AJ UM BEFRRILEHIEER,
ERWMNTRIRBER <!

> sudo ausearch -a 5207

time->Tue Feb 17 13:43:58 2009

type=PATH msg=audit(1234874638.599:5207): item=0 name="/var/log/audit/

audit.log" inode=1219041 dev=08:06 mode=0100644 ouid=0 o0gid=0 rdev=00:00

type=CWD msg=audit(1234874638.599:5207): cwd="/root"

type=SYSCALL msg=audit(1234874638.599:5207): arch=c000003e syscall=2
success=yes exit=4 a0=62fb60 al=0 a2=31 a3=0 items=1 ppid=25400 pid=25616
auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=ptsl
ses=1164 comm="less" exe="/usr/bin/less" key="doc log"

ausearch -a S SMEVHERAEPSRMEEITEHN ID HXNAEIER. LhiEmA
S5 aEMEmRLESFER,

HSXEEER
EHEZUFEH BRI EIHERE, 15 ausearch -m MESSAGE TYPE &%, BREVH
BRAEHE PATH, SYSCALL #1 USER LOGIN %, izfT ausearch -m BERHHEAAE,
2B TREHBREEWTIR,

BEFIDEEHE
EEESKHEERAERF ID XEXMIER, 15fFR ausearch -ul s, H<TERSIEE

BAFPER ID BXHFAEIER, RliRRZAFIARBEMRINER,
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&P ID €%
f5F3 ausearch -ua EFS5EMAF ID (BF IDMEMEF ID) HEXxMIER. FH
ausearch -ui UID EESEMAF ID BXRE. BEERSIFEEXMAF ID #HXHE
R, 15{EH ausearch -ue EUID, #ZEAF ID RI5ERCEHFZENAF D, EEE
A 1D BIEEZRZAF ID UK T #HFEFT BRI

¥R 1D &
£/ ausearch -ga S EESEAA ID (4HID MEKA ID) HXMIEF. FEA
ausearch -gi GID EESHERF ID BXxMikE. EERSFTEA ID X2
%, JAfEMA ausearch -ge EGID,

Zan ST RIMEER
/8 ausearch -c COMM NAME ap$EE ST SHEXIER, fli, FH
ausearch -c less AI&EES less e SHEHXMFABIER.

B IT XX R igER
f£FH ausearch -x EXE (s EESIHFEAHITXHHEXIIESE, I, FH ausearch
-x /usr/bin/less AJ&EES /usr/bin/less AIHITXHEXIBIE R,

BRAZKERRAEERE
M ausearch -sc SYSCALL spREEBSHERFIBAAEXMIER, F, EH
ausearch -sc open BAJ&EES open ZAFARAEXNFAEIER.

BO#HIZ ID %K
f£F3 ausearch -p PID ss2EESHFEHTE ID HBXxBIER, HI40, {FFH ausearch -p
13368 AJEE SItLi#iE ID HXBIFAEIE R,

KBRS ARTEARMRINEIEER
£/ ausearch -sv SUCCESS VALUE EEGERFEAABAMINMENIER, B0, F
FH ausearch -sv yes AIEEMERIINARFIER.

BXHRIER
f£F8 ausearch -f FILE NAME EFEBEIHFEXHRBIIER, 90, FH ausearch -

f /foo/bar AIEES /foo/bar XHHEXMFABEIESR. EHAILUXERNXHR, BFREE
fEREX R,
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RARIRIEER
&R LA ausearch -tm TERM BEESIHFELXRIREXIER. 190, £ ausearch -
tm ssh AJEFS SSH KRin ENEHMEXHFEICR, (£ ausearch -tm tty AIEH
S5izizH aEXNmEEMH.

EENMBEE
/8 ausearch -hn HOSTNAME (fjl40 ausearch -hn jupiter.example.com) &

ESRECEINBBEXNIER. JUERAENR. T2RENEBTHRFRIBIME M
Hko

ERFRIER
EEVSHITANEHSEENFER (BT IRAFELENES) NiER. FH
ausearch -k KEY FIELD (fj#0 ausearch -k CFG etc) BREE CFG etc EHFR
BicRo

L EA TN

EEESHITHNEFSEENFEFRTERE (BT RINSERENEYS) NIER. BNFR
BREESXHR. ENBMNRmEHITILAS, {#H ausearch -w WORD,

B RTCERFIERENMESEE
R -ts f - te TRHERCERHIERENEESEE, -ts EWAFIEEF 1A BHAF
8], -te XMAFIEELRBHAFETE, XLEE A5 EEPMRIEIEMESHER. X
LeSEINAI AR A S 1T aureport FRYAEEZE ML,

44,7 £/ autrace SiTiHE

BT ERISENFANSIERGELSN, EELUIER autrace S WE MHERITEIINE
it. autrace WIL{EAXEMTF straceiss, BEEWENEEREFRE, autrace ML F
B A%l /var/log/audit/audit.log, HLESMERITASHHEERARE,

X#HIZHIT autrace BY, EHRMBATIGERFIEEITHAIN, UEXLEMNS autrace =5
ANNBIFLNAEHSE, £ auditctl -D spMIFRER AN, XFIEFIE—RREIT,

> sudo auditctl -D
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No rules
autrace /usr/bin/less

Waiting to execute: /usr/bin/less

Cleaning up...

No rules

Trace complete. You can locate the records with 'ausearch -i -p 7642'

BIRAFERERT autrace RN AT HHNTEEKRR, THEERGE, autrace RIEMHIE
ERRVEM ID, FALLERTLUER ausearch D EANHIEER. ERHFEITRAME LEHERE
ML, i&ER systemctl restart auditd EEEHEITFIFIER,

44.8 TR ITEGE

/var/log/audit/audit.log FEVEIEEER N aureport £ IR EIIRSIHEE

(W% 44527 "EREEXEITRS” RAR) HA=RAFREEMFERE
¥, aureport i RAYIEIC, FELLAIEMMBERF oIaEEE I HITEZRAVE sed. Perl
5% awk AR, UEBVSMEITEHE,
A ERIA (BRE 45.6 77 “EEEHEAUML ) BRRUAEER SUSE Linux Enterprise
Server AEMEM Linux ZITEMHRENRE Linux TRLES FIRIEMNEIHAHN—N R
B, LA RBIRTESBNE T MR UG A AR iR S IR N BN 5 EHNER.
F—NRORAEFSARERZENXR. ETHRILEKIE, SERTHTRERUE (&
KEFBEXLEHIENEM EERP) 89485 aureport <!

> sudo aureport -s -i

Syscall Report

# date time syscall pid comm auid event

1. 16/02/09 17:45:01 open 20343 cron unset 2279
2. 16/02/09 17:45:02 mkdir 20350 mktemp root 2284
3. 16/02/09 17:45:02 mkdir 20351 mkdir root 2285
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A AR EXN R EHITHE —TURERIRENFAFRIF, 7E4FIF% syscall # comm
5, MASRREHFHEGREERIE, ARRREZBESANIRLEFESS:

LC ALL=C aureport -s -i | awk '/"[0-9]/ { print $6" "$4 }' | sort | uniq |
mkgraph

@ @

44.2 : FiEE - BEFSEGFAAZENXER

BNTRHHARHAERENFEHURBIERNESMRENEGHHE, ATRILEESEN

DA

#8057 aureport s aureport -e:
> sudo aureport -e -i --summary

Event Summary Report

total type

2434  SYSCALL
816 USER START
816 USER ACCT
814 CRED ACQ

810 LOGIN

806 CRED DISP
779 USER_END

99 CONFIG CHANGE
52 USER LOGIN

RFEREEEEMmI ML, EESFHEE eI H IR N FAE,

> sudo aureport -e -i --summary | mkbar events
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25':":' T T T T T T T T T T T T T

2 e T .

IGAD | feeeeee222299990000055555222522222999900005 5555 5555222299999 00005EEE 5555522229999000005EEE 555552222993920000 1

Ik T .

a0

LISER

SYSCALL
USER_START
USER_ACCT
CRED_ACH
LOGIN
CRED_DISP
ISER_END
OMF IG_CHAMGE
ISER_LOGIN
ISER_AUTH
CRED_REFE
OREMON_START |
OREMOM_EMD |
ISER_ERR |

B 44.3 ! FHE — EREHFEE

BEXHEITHIRETMCNERER, BB IEITI BN https://people.redhat.com/sgrubb/

audit/visualize/index.html 2,

44.9 YRERITEAEA]

it RZIER SN N AR S RA RIS A auditd SFPIERF. EIhAERFTIEEITHEETR
Fijft, Z6IMms, NERNARSKLUETIEFFEA auditd FiEWLENEIIER,
auditd MESETZEAETE /etc/audit/auditd. conf H, ZXEEE LI TIEIR:

g depth
EESHEERFRIATINKD. NRAFATIEHEITEGFIERES, BEAL
B, RIAEN 250,
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overflow action
BEHITTIFERNASAIIGEHANR N AN FIEEREN ignore (RMEEFIKR
W) . syslog (ARZEHELRHELE) . suspend ((FLEAEEH) . single (BiHE
MAKETRAFRI) 5 halt CRERS) o

priority boost
BEHITEHEERFNMAS (UKEITTIFEFRRSHNMER) . BINMERN 4, B
FRTZE.

name format
BEAHEITEHPRBATEN TR AR. FIEEREN none (RIENITEM
) . hostname (gethostname RFAFHREINEZFR) . fqd GHENHNTE2REE
£) « numeric GtEHAYIP#E) o user (nameEZWMHAREXHFRR) o Bk
{E9 none,

name
EBEATFIRRTBENNBEREXERSR, name format ETNIIEE RN user, FNE
gk gligrin i

max_ restarts

BFiEERITEHAERER T USINER SRR RIEEAERIERA S, BRIMER 10,
{51 44.10 : /ETC/AUDIT/AUDITD.CONF ;R

g _depth = 250

overflow action = SYSLOG
priority boost = 4
name_format = HOSTNAME

#name = mydomain

U REFEEHEEE X RTINS ®RE R /etc/audit/plugins . d F, IEHEEXHEETUT
b 1l

active
IEEREFESEEA auditd, AJAERIEN yes 5 noo
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direction
EEEAFTSRSsXRBtAAREHITHEN. erREHRAEREFRSHNEHREIER. 7]
BERY{EN in B outs

path
G PTHRIT X RVEERR, X FTREREYE, RS iEERE R

type
IEESITHEUNAR. FTAEREN builtin 8f always. builtin FAFREREML
(af_unix # syslog) , always BFKZ#H (BEEFE) HitffMt. FAENR
always.

args
BELERGIAEGERFNSEH, EEERT, BtEREMEREXHIRINESHS, FFE
BWE RS, REIARTSEH.

format
EBEEEITAERERZRAHEGIEFIEUESR. BROEWA binary 3 string. binary
UEHRAERR MBI TR EFRREEIENNERER N FESIE, string IERNAERER
BEHERNETDTEAUSTNFRBE, BRIAMESN string.

{51 44.11 : /ETC/AUDIT/PLUGINS.D/SYSLOG.CONF {3l

active = no

direction = out

path = /sbin/audisp-syslog
type = always

args = LOG_INFO

format = string
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45 & E Linux BHiTiEZE

AENBNEEE—MEENEITSR, HPFERRRARENBSRHEITFmE NS TR,
ETRRMENEERITE, BEERE 4605 “HitIEEN PRELRRFIHR,
Z7£ SUSE Linux Enterprise Server FIRB&Hit, FEEXHUTTSE:

332 45.1 : i85 LINUX BEHitiESR

1. £ audit 8. BEAE 45.6 7 “ILEHSAIUN RRAANBERIAL, BHRE
gnuplot #1 graphviz.

2. HEZHFITHANG, BXAT, BERNFE 4517 "MEZFEITHAR -

3. RENEAEAHITTIFIEFEE, BXAT, BENE 4527 "EEHITTIFIE

4. WEGEBBAREIT. BXAT, BBRE 4537 WRAFHABAHEIT -
5. IRIFENAEESHITMN, BEXAT, BEME 4547 “REHITIL -

6. ENASTHEEEHKRS. BXAT, BFBRE 4557 "HEHITES o

7. BEEEFERNBSAML. BXAT, BERE45.6 7 "HEHTAANL -

O == sHHEITTIPER
AEEEFITRSZNETAAHEZET, B root H95HIN systemctl status auditd,
LR B 1T 57 3PF2FRi51T. SUSE Linux Enterprise Server RAZARTES | S BEh
Hit, FLEEEMA systemctl stop auditd SEHXH, BETIFERGE, FH
systemctl start auditd FEEzh,

45.1 HHEZRITRIAN

FEFGEIZEE CHEITEREZR, FHRECHFEEAFITFMAEINEE, RELUT AR
W, HEBHAIRESEMNENENR:
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o MIREEEHITLENZTEHITLUBE CAPP/EALIAE, BEXRASKERBAT2HEIT,
HEESMEEXHFMBE RN, RXMMFE 465 “FHitHlNEEN" PRI
%

o MIREGHEREFEHITMNEERHIE, 5EFH autrace,

- MRERBED XA RENVTREL X ERHIERR 2 QUBHIBNHE, FORH
AREBROANE, BIBE 4537 WRAGAREEEIT PRBRAET, REL
BREASAT RERH

45.2 ECEERITTIFIERF

HitFIFEFNERIGE S BERIE /etc/audit/auditd. conf TR, EHAILUBESER
YaST > Z2 AR > Linux BIHESE (LAF), A YaST EEBEAIRE, EAHE X FMEET
IR ECE.
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log file = /var/log/audit/audit.log
log_format = RAW

log _group = root

priority boost = 4

flush = INCREMENTAL

freq =

num_logs = 5

disp qos = lossy

dispatcher = /sbin/audispd
name_format = NONE

##name = mydomain

max_log file = 6
max_log file action = ROTATE
space left = 75

space left action = SYSLOG

action mail acct

root

admin space left = 50

admin space left action = SUSPEND
disk full action = SUSPEND

disk error_action = SUSPEND

##tcp listen port =

tcp listen queue =5
1

tcp max _per addr
##tcp client ports = 1024-65535

tcp client max _idle = 0

cp _client max idle = 0

RINEBEEATIFZIRE, FEE (B% num logs. max log file. space left
#ladmin space left) BURFEIE KR/, MNREETEER, BROZHVE
RBNAEXHEH NREEERIRD) ; SHETEENEHERN, Gz

WRES, XNFRFE CAPPIRENIRE, 1B1RS 4427 "IEEITTIFER" A

FriRiE%E log file. flush. max log file. max log file action.

space left. space left action. admin space left. admin space left action.

disk full action#disk error action By, & CAPP M EARBIBCEM FFAR:

log file = PATH TO SEPARATE PARTITION/audit.log
log format = RAW
priority boost = 4
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flush = SYNC ### or DATA
freq =

num logs = 4

dispatcher = /sbin/audispd

disp gos = lossy

max_log file =

max_ log file action = KEEP LOGS

space left = 75

space left action = EMAIL

action mail acct = root

admin space left = 50

admin space left action = SINGLE  ### or HALT
disk full action = SUSPEND ### or HALT
disk error _action = SUSPEND ### or HALT

ARWNEIESE ###, Bl URIE RN S MEm A #

ER

O #7: F3ER
BX auditd.conf BRESEAVIFH
F o

Hdb = /==
BE= l:ln.;\)

453 HESHREAHET

MR KRLEHITER
AR&IE1T auditd, FEAL TS EA auditd:

> sudo systemctl enable auditd

B FARYE AR LT LARA

481

1T, IBAEELMIEE XA

1T17T

BENFE 4427 "ECERITTIFRE

28, AR audit BHF B, HRERY SUSE Linux Enterprise Server R4EIA
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=Y NS ERRE
FEN (RESEMH—FPHECE) auditd N1E /var/log/audit/audit.log HFigR

5HESREFSAXNEN. T auditctl AHIBERZHI, AZEITAGRIERTM
=4 (XMHhiR. RAERS) . B8, HttRZAGIIRREERICRAE auditctl
EHESEENMEITEY, MXEEHREEREHITASEF. RINERT, B—ERFHITE
HHRVIRIRZE AppArmor,

AREFFRAAHETIERNERAFTCR
EHITRAFDARHRIREEXHIXAHRNT, F2ENARARBAHFEITIFR,

RTFEAMEERE S @XM E RSNt FER2EARSGARHFEITIE, FALEFEEXN RS
RARRAFITHRE, BREIAmIEHEREAREITINE, 5 root BT auditctl -e 1,
EERAILINEE, B root BHH1T auditctl -e 0

RGNS BAFEITIE, BEIXALTIE, 5ER auditctl -e 0,

45.4 1 EEITRLN

ERAETRNBERITN O RANBLESE. —RERT, XEFEBZHEEUARZ2EX
MECEXH. NRFERNRGHIT 2O, EHAILUFASHEMARFER, =465 "8t
MNEEETT PR T —MFANTRAERE, EFEE CAPP SAIMEHRFIRBIAZ LN,
Al7f auditctl i< fTHRHEIELTE /etc/audit/audit. rules FIREHMNE (FHE
IHTIFREFBHMSBEZINE) , BHEITNMNEELHFITTIPER. EBEX /etc/
audit/audit.rules, IBFEEMNEH#ITHRIE, M YaST: L=AAF > Linux BIHESE
(LAF) > “auditctl” BYFIN, FERRLITHREZENIMUFASHARE, ERHEITTIFEFERE
BTN

BT DENANEEX N B R TERF IR E RN EM TR

# basic audit system parameters

-D

-b 8192

-f 1
-e 1

# some file and directory watches with keys
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£

/var/log/audit/ -k LOG audit
/etc/audit/auditd.conf -k CFG audit conf -p rxwa
/etc/audit/audit.rules -k CFG_audit rules -p rxwa

<

<

<

/etc/passwd -k CFG passwd -p rwxa

<

/etc/sysconfig/ -k CFG_sysconfig

# an example system call rule
-a entry,always -S umask

### add your own rules

RERAHITRASH BINRESEH -b) B, BEAAENE TSN X LG EHT
i, UMBEREANNESESHITHNESERIAEIERERIRS . WRERRTRER/NK
N, BHRFRIGETERIER TR E, ATEAEBHRELRNERHRERS (- 1)

O == EEHETS
EERHIEANSE, WRBHETRFRRE, -f 2 SENRAFBEAFFHPEUERTS
FMEEIAXA. BFXMXAFHIFEREXA, BNRIERSHIMRER -f 2, W
EAEMIFRER -f 1 (RASSRETHAHES, FHIHEL) , WBREEERRIHR
o

B RS 4E B AV A UIXLE B R T & XA RIS A I NITAREIE 4, 5190, B4R /
etc/sysconfig FHRARRENFABRE, BEARMEB N XHFNENDT, EitAFEE, X
BIRE, BRECE -w /etc/* XERFMNKEN /etc THFIBXHNBER.
AEFEEEXHFRIRG, RMNASIXEMERENRERNT — M, ERZEAIUER
MHIRIEEE, REISHEMUEXNES, CIERN, FREHNIZSRESER, UX
SEANEEXGENTMEE S H SN, F4F14, L0GC RRBEXHEENE, CFG &R
REEX AN, EAXGZENEN—S ot AT EERMMEBEXHPIRGIES
o

SIEXAME RSN, EFENS—RE, HITEEMEIEMVNEAEFENX G, &
HARENEESTERNEIREFERXY, FRIEEERNET BAMKMLH 4.
BXOEBEXMUEMER, BENE 4447 “RFEUEEEITRA
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O ==: =%
BEEITHING, BB systemctl restart auditd EFchEITFIPER, U
EFTIRENE LRI,

455 BEE®EITRES

NTBRUTHERERIGHEIT BEA AR TRASKHARENER, BREEEREITEEX
HIHRS: BEXEIHRGEFILERERBIERENSE, HRIEXFraEE MR
KWEEX G ERE. BIRASTRENEM, 18R ausearch TR,

EIRERITIRE ZA0, 1BE R TE:

o BEBIEMTERIRS RIEIEWMMAEINEH? IRIBSE 44527 “EHEENEHITER
57 PATRIEFREEB aureport #8917,

o BERHITRERTHALEN? HERTEETERMELIEER, RERTER XL
BEWIERFEENB FRISEIBED, RFE 4567 “ILEHSANUNL” FERRG
BIMBIM G RIZE aureport 1T, HHTH—TRIE, UEMEIIRS.

o WIZEMABR TURRMAERIETIRG? £/ cron REE SRR EIEIRS,

KARFIRIGERERENERETT. PAM MIRAREHTHERARISH. HITUUTRE, X
HARY LRI HSEH:

1. EHFIESEHNTERERS, ANEREREFNEENSERRL, HIINEE “failed
syscalls” 8%, FAXLEZERMBIREAEEXHFILIENRTRE, HEXFRFE:
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> sudo aureport

Summary Report

Range of time in logs: 03/02/09 14:13:38.225 - 17/02/09 16:30:10.352
Selected time for report: 03/02/09 14:13:38 - 17/02/09 16:30:10.352

Number of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

Number

changes in configuration: 24

changes to accounts, groups, or roles: 0

logins: 9

failed logins: 15

authentications:

failed authentications:

3
terminals:

users:

host names:
executables:
files: 279
AVC's: 0
MAC events:

15

4

0

19
578

20

failed syscalls: 994
anomaly events: 0

responses to anomaly events: 0

crypto events: 0

keys: 2
process IDs:
events:

5435

1238

2. BITRMEGEEIREG, HE “files” IERPREXHIHRIRMEHIVEE:

> sudo aureport --failed

Failed Summary Report

Range of time in logs: 03/02/09 14:13:38.225 - 17/02/09 16:30:10.352
Selected time for report: 03/02/09 14:13:38 - 17/02/09 16:30:10.352
Number of changes in configuration: 0

Number of changes to accounts, groups, or roles: 0

Number of

485

logins: ©
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Number of failed logins: 1

Number of authentications:

Number of failed authentic

Number of users: 1

Number of terminals: 7

Number of host names: 4

Number of executables: 12
Number of files: 77
Number of AVC's: 0

Number of MAC events: 0
Number of failed syscalls:

Number of anomaly events:

Number of responses to ano

Number of crypto events: 0

Number of keys: 2

Number of process IDs: 713
Number of events: 1589

5
0
ations: 578

994
0
maly events: 0

3. BFIHTEMEBIXAIIR, BIEITRMXGEHIREERS:

> sudo aureport -f -i --failed --summary

Failed File Summary Report

total file

80
80
80
80
46
45
38
38
38
38
38
38
38

/var

spool

cron

lastrun
/usr/lib/locale/en GB.
/usr/lib/locale/locale
/usr/lib/locale/en GB.
/usr/lib/locale/en GB.
/usr/lib/locale/en GB.
/usr/lib/locale/en GB.
/usr/lib/locale/en GB.
/usr/lib/locale/en GB.
/usr/lib/locale/en GB.

UTF-8/LC_CTYPE

-archive
UTF-8/LC_IDENTIFICATION
UTF-8/LC MEASUREMENT
UTF-8/LC_TELEPHONE
UTF-8/LC_ADDRESS
UTF-8/LC_NAME
UTF-8/LC_PAPER
UTF-8/LC_MESSAGES
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4,

38 /usr/lib/locale/en GB.UTF-8/LC_MONETARY
38 /usr/lib/locale/en GB.UTF-8/LC COLLATE
38 /usr/lib/locale/en GB.UTF-8/LC TIME

38 /usr/lib/locale/en GB.UTF-8/LC_NUMERIC
8 /etc/magic.mgc

ZiLIRHERSTESFIT LN RFNXGHER (B9 /etc/audit/auditd. conf. /
etc/pam.d # /etc/sysconfig) , IBEFERWTFFARNGS:

> sudo aureport -f -i --failed --summary |grep -e "/etc/audit/auditd.conf"
-e "/etc/pam.d/" -e "/etc/sysconfig"

1 /etc/sysconfig/displaymanager

ARTEHEREPHREDBEAERIXLER T, HiILHEEH ID HTH PO

> sudo aureport -f -i --failed |grep -e "/etc/audit/auditd.conf" -e "/etc/
pam.d/" -e "/etc/sysconfig"

993. 17/02/09 16:47:34 /etc/sysconfig/displaymanager readlink no /bin/vim-
normal root 7887
994. 17/02/09 16:48:23 /etc/sysconfig/displaymanager getxattr no /bin/vim-
normal root 7889

5. EASEM ID FRE X ETIFAICR:

> sudo ausearch -a 7887 -i

time->Tue Feb 17 16:48:23 2009

type=PATH msg=audit(1234885703.090:7889): item=0 name="/etc/sysconfig/

displaymanager" inode=369282 dev=08:06 mode=0100644 ouid=0 o0gid=0
rdev=00:00

type=CWD msg=audit(1234885703.090:7889): cwd="/root"

type=SYSCALL msg=audit(1234885703.090:7889): arch=c000003e syscall=191
success=no exit=-61 ab=7ele20 al=7f90e4cf9187 a2=7fffed5b57d0 a3=84
items=1 ppid=25548 pid=23045 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0
egid=0 sgid=0 fsgid=0 tty=pts2 ses=1166 comm="vim" exe="/bin/vim-normal"
key=(null)
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©) =7 MEFHEHNESEE
WNREEXFFENERNEY, 157 aureport s S ERFIAS LR HEAFBYE]
(-ts # -te) REErREHRE, BXFHMER, BBR £ 44527 “SEHEENEITR

T
= o

BRERE—TNTRUIMNIFFES BRI BMETT, SR LUENRES EMAH K EEERN cron 1F
Abo A --failed --summary REHFTEMBERATEX G SKBGRZHBNFTEE. B
FEMEMFIHRESIEVFAEE, BBNE 4567 "EEHTEONL o

45.6 ECERERIAIK

B LAEFRIZS mkbar #1 mkgraph i@ EMER M ER K ERECHNEHEITHIHEE. SEAHM
aureport anT—1¥, TGRS LREMLHAE, HEMKHEEE L cron BB NETT.
mkbar 1 mkgraph B Red Hat #J Steve Grubb 813, M3tA https://people.redhat.com/

sgrubb/audit/visualize/ 7, H3F SUSE Linux Enterprise Server H g ik as OB i+ R BT X L
A, BT TRIEUEEN RS L ER XL

B TRNNEERR
£/ mkbar 1 mkgraph EE A X, M Web TEHMERRANBIYBE IR EHNRSIEMN
fi%, Lj\ r‘OOt LT’%*Y@??ETJEIEM:“H:O

1. BHIATEHE root B ~/bin BR:

> sudo wget http://people.redhat.com/sgrubb/audit/visualize/mkbar -0 ~/bin/
mkbar

> sudo wget http://people.redhat.com/sgrubb/audit/visualize/mkgraph -0 ~/
bin/mkgraph

2. A% root BINXMHFIREL. BAFHITIE:

> sudo chmod 744 ~/bin/mk{bar,graph}
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BLFIWEEIRS (BIE05E 4557 "EERITRS" FRRERE) , 56EA mkbar B4, X

LR Blar SRR
BERMRE

> sudo aureport -e -i --summary | mkbar events
BN EHEE

> sudo aureport -f -i --summary | mkbar files
BB REHEE

> sudo aureport -1 -i --summary | mkbar login
AP EHEE

> sudo aureport -u -i --summary | mkbar users
ERRAREGHREE

> sudo aureport -s -i --summary | mkbar syscalls

BEIR EREMEAHRENRMEHREER, BEEXE aureport a5 HRN - -failed
P, BRERFEREE, J57E aureport REM -ts 1 - te WU, WF LREMBS, #
BILAERT grep 8¢ egrep URIEMIRA G NETEE, KHA—PWHHAITIHE, BXTA, BE
& mkbar IAPHER. ERFAIAESSHSER— PNG X, EREEFMEREIENZR
Elo

BEWRARERENEITNR (FINBRNAZRER) ZERXER, 5fERA mkgraph iz, FL&
AN TN i

BRS5HRITXHF

> sudo LC ALL=C aureport -u -i | awk '/7[0-9]1/ { print $4" "$7 }' | sort |
uniq | mkgraph users vs exec

AP S

> sudo LC ALL=C aureport -f -i | awk '/"[0-9]/ { print $8" "$4 }' | sort |
unigq | mkgraph users vs files
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RHARASHS

> sudo LC ALL=C aureport -s -i | awk '/"[0-9]/ { print $4" "$6 }' | sort |
uniq | mkgraph syscall vs com

RGARAS X

> sudo LC_ALL=C aureport -s -i | awk '/~[0-9]/ { print $5" "$4 }' | sort |
uniq | mkgraph | syscall vs file

A LUEEERRIRAERN X R, BXEZEEMRA, EEE mkgraph BHAFAERR, 1t
R BRI EIFZERIABIE A PostScript 184, BIEALUE IGMIARY EXT ZEM ps BN
png 5 jpg, REGEHE
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46 EITRINIEE R T

TENRAEERBBNAERREITREERS, HPEREH T ERERENEMFRIFEEX G
(CAPP) {5 ER A H It E M5 IRMEFRITHNREENF T,

REIRMNES AL SRS
o BEAHIEE (B 46.171 “FINEAHITLEESH )

o Bt ERXHHREXSEIR (B0% 4625 RN BAHAEE LT
W)

o BENTHRANRIBE (BLE 63T UETHRGTE )
o BIERLWIEE (BNE464T “SERETEHHNIEE )
o MITEMRGIEE (54655 UEEMAGER )
o  TERSEEBK (BRE 66T DEALGHESE )
BRI B E X EERTEAIE R, T TR
1. RIBEHR RN A B TR,

2. B AT RGN EE IR A MNAFE X /etc/audit/audit. rules,

Q = BERHIHTBTICRES
ARIELENRZRAZE, B2 TENRAEFFENEITIMER, BEHITASMET

P audit.rules 2 auditctl ssSMES, XHFHNE—ITEHRYT BNTERN

auditctl ap<%17, MUERERANIEZES auditctl spLRVIEEMEREL

46.1 FNMEAREITEEE S

DO
-b 8192@
-f 2©
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Q@ TEHRESGHMNZAET, EMERFAE LRFERIFEN,
0@ REATAHHFITEERNEIXEE, RIERS LIFEITAEICRAEFNEARTUR/MEE

Fo
© REIJAZFEVETEHRNECANHETS. AJRENENO0 FE) . 1 (printk,
FIRHFEHER) # 2 (panic, EFRT) -
£/ -D EBLE=FMPAT AT LA RE I+ RER GBS X A mHIR ML, MAERE
HEMIINE, BERRASGHTHITHHIESMALERE, EFREINEPXEE (-b) EXE
B, NRIEHE panic BEIRE -T 2, AJWREIERSOEEITEHRIR, HERSTFINCRATE

. HItEHRTERRXARS, BRAZBEEMERRBEFITRES], MNREERER
A 1 (printk), MeJge=AEREEHIBE R,

O == EERyELS
FELAS LERARTRNEZ ), FRAEATVRASZ LERARERANESIEA#E
HITEIRE, MREET - 2458, BAXMEERENEE, RAXIIETAREE
WERBIERFEN panic RS (ZEIEE, MAREF/FPHIERSEEE) . BT
EREWRZERMER - 21755

46.2 FNE T BESHMED E S I

AN THECE XA B &S 24 5 B9 ST A i (R I RE B IR ERE (M 2 IR R R BC B S RURE,
S ME =R 1R B & A RIR (.

Q B tIEAFASR

MREFBEXIXMFILENES, SEERENTIA—EEBERLEN. XERFTH
EEUAEFRBRB inode BY, A SRAEXBRINRNERH. BRAEXXAHIRE
F4, BEANNERERIE XA EN,

-w /var/log/audit/ @
-w /var/log/audit/audit. log
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/var/log/audit/audit log.1
-w /var/log/audit/audit log.2
-w /var/log/audit/audit log.3
-w /var/log/audit/audit log.4

<

-w /etc/audit/auditd.conf -p wa@®
-w /etc/audit/audit.rules -p wa
-w /etc/libaudit.conf -p wa

o iQEﬁii'l'EuFﬁT‘ BRI, MEREEGELLEERIZHIIMEE M. NREEE
A&, BFIMEAINPIIEHR B ER BN

@ IREFMEEXHNENT, ERNEXHRIPFIEEANBEERZ.

46.3 WMIEXHFRHENR

HItRSGARETERES TNAEFRFINRGED, BT RERX 4?2 \,M‘E?éE’J%éﬁﬂ
A, AR THRYAREFENAEAXERAFRAN, AHEXMAZERESEY, BTRERE
HANEFRERREINS AR (AIBEA. TEXGRSAS) E’\Jﬁﬂﬂ'lﬁxﬂo

O == HitE%EA
HEHRZEALTESAHBETERED, MILEHKANKREENHE. MR
IR AR FERKT, e RGNRENEE LR, EFSHEBEE
Mg ESMLRSER, FAMBEEAERE. BXNARKABXEBHAT, &S
WE 4427 “EREEHITTIFER .

-a entry,always -S chmod -S fchmod -S chown -S chown32 -S fchown -S fchown32 -S
lchown -S lchown32 @

-a entry,always -S creat -S open -S truncate -S truncate64 -S ftruncate -S
ftruncate64®

-a entry,always -S mkdir -S rmdir@®

-a entry,always -S unlink -S rename -S link -S symlink@®
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-a entry,always -S setxattr@®
-a entry,always -S lsetxattr
-a entry,always -S fsetxattr
-a entry,always -S removexattr
-a entry,always -S lremovexattr
-a entry,always -S fremovexattr

-a entry,always -S mknod @

-a entry,always -S mount -S umount -S umount2@

0 MNESXHAFMERANRESMEXNARIEARBAFRITIIFG, RIBRAGHNBHERENEA
A *32 fiMl, AMDG64/Intel 64 F 64 (U RFEKRZERR *32 FN,

0 FMUHNBERIEXNASIEREAE AL, MBRSNMBA ARSI AR 64
M, AMD64/Intel 64 25 64 (I RFEEREPR *64 FNo

© MEMERENE GUICIENERER) BRI,

O XHIMSHEEE (FUNAIRASHHE. olRsEE. IEEENEHS) BRI,

O X R RARIARXIE RIS AR IR,

O XATOIREISH (8%) XK mknod RSB MARIHE,

0 MEMEHNABBERAEIIE, BT x86 FREH, B unount MM, HF

Intel 64 AZRLENY, IEZA umount2 LN,

46.4 HmIEREEENXFNEERE

NBRENREFAHIEZINTAH, BREEAZIHEN cron M at EEENE ZHHELLFIE
BUiRME. RIREAMAR. 4. OMNERBIEENSNLRE TR NSRS AP HUERE
HI=isto

RIFERFAEENER (R, BRSS. BiEF) GBTELIMAZURNERFRIEMINGE
BT, EN SN LSRR PAM ECERVED, EASHIIEHEEPHNERREHREER
i, FENZICRWLENBREFEEER PAM REFRAAR. tHFMRAEFERTSZ2S
HIIEAE AR X B EthECE S
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-w /var/spool/atspool
-w /etc/at.allow
-w /etc/at.deny

-w /etc/cron.allow -p wa

-w /etc/cron.deny -p wa

-w /etc/cron.d/ -p wa

-w /etc/cron.daily/ -p wa
-w /etc/cron.hourly/ -p wa
-w /etc/cron.monthly/ -p wa
-w /etc/cron.weekly/ -p wa
-w /etc/crontab -p wa

-w /var/spool/cron/root

-w /etc/group -p wa
-w /etc/passwd -p wa
-w /etc/shadow

-w /etc/login.defs -p wa
-w /etc/securetty

-w /var/log/lastlog

-w /etc/hosts -p wa

-w /etc/sysconfig/
/etc/init.d/
/etc/ld.so.conf -p wa
/etc/localtime -p wa

w
w
w
w /etc/sysctl.conf -p wa
w /etc/modprobe.d/

w /etc/modprobe.conf.local -p wa
w /etc/modprobe.conf -p wa

(4]
w /etc/pam.d/

e

-w /etc/aliases -p wa
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-w /etc/postfix/ -p wa

-w /etc/ssh/sshd_config

w /etc/stunnel/stunnel.conf
w /etc/stunnel/stunnel.pem

w /etc/vsftpd. ftpusers

w /etc/vsftpd.conf

exit,always -S sethostname

/etc/issue -p wa

£ £ 0O

/etc/issue.net -p wa

O &E at M cron BENELHELMENG, HAXLEHSERE,

Q@ KERF. . O°. BERYEFEMEENEND, HigEREUEFIRFGIERNSER
HEXNEH, HIINEKBNER=H.

© Xt /etc/hosts FHESENBEREIRE WNTHITE., RENARELERR /etc/
sysconfig FVEN. MREEREXGEMS, BRASMIXGNENT, X /etc/
init.d BRHPHI5ISFEERENENLE RWNIAGE, NREEREXGES,
BRASMXMHRENIR, 3 /etc/1d.so. conf RHIFEESREE L EMEMERIL
B RNIARE, X /etc/localtime I&E WMNIMAINE ., MAKEREXH /etc/
sysctl.conf. /etc/modprobe.d/. /etc/modprobe.conf.local #l/etc/
modprobe. conf & & WMIRFARE,

O %E PAM BEEB RSN, NREERIRBREAN TRSEX M, BRRIXLEHRY
BRI

O %E postfix EEERVNT, UEHERIEREMBEANZHAKEMLER, HEMTEHREL

HHITERERo

¥t SSH. stunnel # vsftpd ECE X {4i& B MNIRAIARE,

o)

@ HITX sethostname RFEIABIEIT, FHXT /etc/issue 5 /etc/issue.net FRIR
SRR E IR E WIS,
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46.5 mITHMARGIED

BRTIRIESS 46317 "MENHERGINR" FMRAEITXAGRFEERNRGEBLS, BT
REHMEMARSFR. RERESCEGETTRNABREFIITA. #Hit umask RFEIFRRTLL
IRERHIZRINAERCIZERIEN. REREAZHENRAFNENZFEHTIRIZRIEERY
B jRIAYE AT A SERR,

(1]
-a entry,always -S clone -S fork -S vfork

(2]
-a entry,always -S umask

3]

-a entry,always -S adjtimex -S settimeofday

0 REESEIE.
® 0 umask R4IAANEITIFE,
© REZIAFRRSAITERIRIE, rILUER adjtimex K2R |E], settimeofday &KEHE

XSEFIE)

46.6 WIREARFIFAASI

BRTE 4637 “WMIENHRESWSR” ME 65T UEEMASEAR hNENRSIERE
TSN, SRR A RN MR AEFITH. NATRRETFRFEITERREEEIEXT
NAE. ATNTBMNELTIRIELHRERASRIAR (B4 access) MLZHEBMALZIAR (F1a0
socketcall & ipc) WRAKREASH. RARARESRHITLRIFREUVRTATANEMHERLE
o socketcall 1 ipc 7£ AMD64/Intel 64 & 64 (AR LIRS BT L EREFIR,
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O == FHERAER
HitRARASTESAENATICRED, MEEXSLERNIZEREENNT, RN
MmN EENRTFERKE, AESEZBHAKNRENEER LR, BFAHLEETH
RN EFRESMERFIFR, HENMFZRATIRE, EXNENEEXIZENAT,
WERE 4.2 “EFITTIFRER -

access AATBASKERTATFENHZEE. SAXFIAXNEFRATREENRZHNRES
F1E. {EMA -FidjE8sinE, L -F al=ACCESS MODE XM 545 E518)E AR ITEZAIFR NI,
7£ /usr/include/fcntl. h FOE access ARG AR AT RES IR,

-a entry,always -S access -F al=4@
-a entry,always -S access -F al=6@
-a entry,always -S access -F al=7@©

O it access RAAA, BN ZAFRFABNEZNSE (mode) 7 4 (R_OK) BHEITERIT,
LR 232 8 FR A B F iR x BB P 3B AP A RS S i R AR TR A 1E H iR B R
89 access A,

@ ®Hit access AL, BNIEZRARIABNEZ1S% (mode) 76 (B14 OR 2, RFiEie
AR 0K OR W _OK) B#{TEHIt, LM EIEAFIXEEREIE SRS NREH
access Ao

© it access AR, BREZAFKABANE_1S% (mode) 57 (B4 OR 2 OR 1,
R R_OK OR W_OK OR X OK) BY#t{TEHIt. MM IEATFIIRESREES
EEX. B NFMITINPREY access A,

socketcall R AR ZREFMALTAA, ZREMEIETMEFTENARFRFE— RS

WA, #A libc 2EBXMFNARKERENE—1S5H (a0). BXUENASKER, FEE

socketcall WFMDT; BXREIGENSHEMAKBRBZMNTIR, ESMW /usr/src/linux/

include/linux/net.h, EitZ#FFEA -F a0=SYSCALL NUMBER IIEAFEMRSIEH,
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-a entry,always -S socketcall -F a@=1 -F al=10@
## Use this line on x86 64, ia64 instead
#-a entry,always -S socket -F a0=10

-a entry,always -S socketcall -F a0=5@
## Use this line on x86 64, ia64 instead

#-a entry, always -S accept

BRIt socket(PF_INET6) R4tAA. -F a0=1 388 MLEFIE socket RAEA, -F
al=10 T8I AR ILESEELE/ N 5% IPv6 YR T IIHSEL (PF_INET6) BY socket R4
BB, REFE—1E% (a0) B /usr/include/linux/net. h MIE_1S%k (al) B9 /
usr/src/linux/include/linux/socket.h, AMD64/Intel 64 % 64 (I F ARSI
socketcall AR SR, WTFXLEFEE, BEMNERE, FHRMXT PF_INET6
HITI RN EBRSEIEARN,

it socketcall RAIAR. TIEREIRENITIE a0=5 (socketcall WE—BE) ,
MRERE /usr/include/linux/net.h, SXRIMILIREFZEEF accept R

Flo AMDG64/Intel 64 % 64 i &R socketcall RAERFREZRER, WFXLEF
8, ERANERE, HRIRESSHTENEBEREERA,

ipc ZGARARZRERAFZBEANS — =6, ZREAERERBERELS ipc RRFARIE

PNBYRE, TRXESHEPTFERERMERXEN IPCIEAL. AXAIENSHIE,

BEE /usr/include/linux/ipc.ho

## msgctl
-a entry,always -S ipc -F a0=14

## msgget

-a entry,always -S ipc -F a0=13
## Use these lines on x86 64, ia64 instead
#-a entry,always -S msgctl

#-a entry,always -S msgget

2]

## semctl
-a entry,always -S ipc -F a0=3

## semget
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-a entry,always -S ipc -F a0=2

## semop

-a entry,always -S ipc -F a0=1

## semtimedop

-a entry,always -S ipc -F a0=4

## Use these lines on x86 64, ia64 instead
#-a entry,always -S semctl

#-a entry,always -S semget

#-a entry,always -S semop

#-a entry,always -S semtimedop

## shmctl

-a entry,always -S ipc -F a0=24

## shmget

-a entry,always -S ipc -F a0=23

## Use these lines on x86 64, ia64 instead
#-a entry,always -S shmctl

#-a entry,always -S shmget

@ Fit5 IPCSYSVHERFIMXMARLAIER, EAGIH, a0 BEIREES I msgctl Al
msgget ZRFIAA (14 0 13) FMEIT. AMD64/Intel 64 %F 64 iIFEAR=N ipc R4HE
FRERAZBRER, M FXLETES, BEIREFANEIRE, HANAESSHTBNEBRR
SRR,

® ®Hit5IPCSYSVHERESHXMNALKIAR, ET4AGIF, a0 EIEEEE
semctl. semget. semop # semtimedop Z45AA (3. 2. 1F14) FHNEH
ito AMD64/Intel 64 % 64 I SRS ipc RATRARERASRER, WTFXLETR, BR
AIMAZFANERE, HANIRESETIRNERARSIEARM,

© ®Hit5 IPCSYSVHEREFRXNALKER, TGP, a0 BEIEEEZHX shmctl A
shmget RFIAR (24 71 23) AT, AMD64/Intel 64 % 64 I TF AR =N ipc R4IA
FREAZRER, MTFXETS, ERERFANERERE, FRANAESSHTENEER
SRR,
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46.7 FRREEHITEHICR

BT —SL4EMEHNHNFHERESE, BEERI—MAEREINRRANES. FH
ausearch sa LA LURIBERRBVENTISHE. £ ausearch -m MESSAGE TYPE ZE/DAJLA
ST RENEY. EPRSHEMUEXNEH, FERE /etc/audit/audit. rules X
HRR— P EARMEILEFN, 2, SRZMUIER—IEEN, HEMSAMBENEEE
F. ERRXLEAEM, FFIE(Tausearch -k YOUR KEY SRERSZMNIEX BHEIHAFE
BIIERTIR,

B0, BRILEER T ARSI 4

-w /etc/audit/audit.rules -p wa

NRKREZMN S ECHE, EFTELTE SYSCALL 5% PATH B4, ARMER grep R MU T EXRIR
B5 ERMUBXNMMESH. IE, FH - K ETE— P RS LR :

-w /etc/audit/audit.rules -p wa -k CFG audit.rules

TR LIS EEAXAEFTHREN R, ERATERRERZ (CFG. LOGE) FEXHZRKDSF
EXHRE (RBEXHHAEXH) BEXNZENUI, WE, RN TIRRERS LRMNIE
KBFFBIER:

ausearch -k CFG_audit.rules

time->Thu Feb 19 09:09:54 2009

type=PATH msg=audit(1235030994.032:8649): item=3 name="audit.rules~"
inode=370603 dev=08:06 mode=0100640 ouid=0 o0gid=0 rdev=00:00

type=PATH msg=audit(1235030994.032:8649): item=2 name="audit.rules" inode=370603
dev=08:06 mode=0100640 ouid=0 o0gid=0 rdev=00:00

type=PATH msg=audit(1235030994.032:8649): item=1 name="/etc/audit" inode=368599
dev=08:06 mode=040750 ouid=0 o0gid=0 rdev=00:00

type=PATH msg=audit(1235030994.032:8649): item=0 name="/etc/audit" inode=368599
dev=08:06 mode=040750 ouid=0 ogid=0 rdev=00:00

type=CWD msg=audit(1235030994.032:8649): cwd="/etc/audit"

type=SYSCALL msg=audit(1235030994.032:8649): arch=c000003e syscall=82
success=yes exit=0 a0=7deeb0® al=883b30 a2=2 a3=ffffffffffffffff items=4
ppid=25400 pid=32619 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0
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sgid=0 fsgid=0 tty=ptsl ses=1164 comm="vim" exe="/bin/vim-normal"
key="CFG audit.rules"
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47 BRARIR

BITRHN—LEHMFREE THX Linux BIHERNBERER!

HitF o
EIT TR—HRENS T FRIRE T FENERES:

auditd(8)
Linux B81T~F1PIEF

auditd.conf(5)
Linux BB it<FFRERFECE XX

auditctl(8)
BAFEEN=EHRZEITRANLBER

autrace(8)

5 strace £MMUWIEF

ausearch(8)

FTEWHITTFIFEFAEHNIA

aureport(8)
RAFERFEITTIFEFASHERSNIA

https://people.redhat.com/sgrubb/audit/index.html =
Linux EFIHIMBEMER, ENEEES Linux BITHAREAEEXBNZMSEURE TS

UL}

/usr/share/doc/packages/audit
HitEAE 88— M T EAi&iHE B8 README X4 UK —LEE R F A EH RHRFI
.rules XXf4:

capp.rules: ZIFiFRMRIPECE X (CAPP)

lspp.rules: tRicLEFRIPECENX MY (LSPP)
nispom.rules: ERITIZLITLIRIEFME 8 = (NISPOM)
stig.rules: e ALMEIER (STIG)
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https://www.commoncriteriaportal.org/ #
BRENTENE ARG, £H 7 RERAENRZSIAETR, UKREITELESRPFTIER
£,
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A GNU licenses

(EAAIPES
2023-02-03

This appendix contains the GNU Free
Documentation License version 1.2.

GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St,
Fifth Floor, Boston, MA 02110-1301 USA. Everyone is permitted to copy and
distribute verbatim copies of this license document, but changing it is not
allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional
and useful document "free" in the sense of freedom: to assure everyone the
effective freedom to copy and redistribute it, with or without modifying it,
either commercially or non-commercially. Secondarily, this License preserves
for the author and publisher a way to get credit for their work, while not being
considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the
document must themselves be free in the same sense. It complements the GNU
General Public License, which is a copyleft license designed for free software.
We have designed this License to use it for manuals for free software, because
free software needs free documentation: a free program should come with
manuals providing the same freedoms that the software does. But this License is
not limited to software manuals; it can be used for any textual work, regardless
of subject matter or whether it is published as a printed book. We recommend
this License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains
a notice placed by the copyright holder saying it can be distributed under the
terms of this License. Such a notice grants a world-wide, royalty-free license,
unlimited in duration, to use that work under the conditions stated herein. The
"Document", below, refers to any such manual or work. Any member of the
publicis a licensee, and is addressed as "you". You accept the license if you copy,
modify or distribute the work in a way requiring permission under copyright law.
A "Modified Version" of the Document means any work containing the Document
or a portion of it, either copied verbatim, or with modifications and/or translated
into another language.

A "Secondary Section" is a named appendix or a front-matter section of the
Document that deals exclusively with the relationship of the publishers or
authors of the Document to the Document's overall subject (or to related
matters) and contains nothing that could fall directly within that overall subject.
(Thus, if the Document is in part a textbook of mathematics, a Secondary
Section may not explain any mathematics.) The relationship could be a matter
of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.
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The "Invariant Sections" are certain Secondary Sections whose titles are
designated, as being those of Invariant Sections, in the notice that says that
the Document is released under this License. If a section does not fit the above
definition of Secondary then it is not allowed to be designated as Invariant.
The Document may contain zero Invariant Sections. If the Document does not
identify any Invariant Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover
Texts or Back-Cover Texts, in the notice that says that the Document is released
under this License. A Front-Cover Text may be at most 5 words, and a Back-Cover
Text may be at most 25 words.

A"Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the general public,
that is suitable for revising the document straightforwardly with generic text
editors or (forimages composed of pixels) generic paint programs or (for
drawings) some widely available drawing editor, and that is suitable for input

to text formatters or for automatic translation to a variety of formats suitable
for input to text formatters. A copy made in an otherwise Transparent file
format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image
format is not Transparent if used for any substantial amount of text. A copy that
is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without
markup, Texinfo input format, LaTeX input format, SGML or XML using a publicly
available DTD, and standard-conforming simple HTML, PostScript or PDF
designed for human modification. Examples of transparent image formats
include PNG, XCF and JPG. Opaque formats include proprietary formats that can
be read and edited only by proprietary word processors, SGML or XML for which
the DTD and/or processing tools are not generally available, and the machine-
generated HTML, PostScript or PDF produced by some word processors for
output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such
following pages as are needed to hold, legibly, the material this License requires
to appear in the title page. For works in formats which do not have any title page
as such, "Title Page" means the text near the most prominent appearance of the
work's title, preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose

title either is precisely XYZ or contains XYZ in parentheses following text that
translates XYZ in another language. (Here XYZ stands for a specific section name
mentioned below, such as "Acknowledgements", "Dedications", "Endorsements",
or "History".) To "Preserve the Title" of such a section when you modify the
Document means that it remains a section "Entitled XYZ" according to this
definition.

The Document may include Warranty Disclaimers next to the notice which
states that this License applies to the Document. These Warranty Disclaimers
are considered to be included by reference in this License, but only as regards
disclaiming warranties: any other implication that these Warranty Disclaimers
may have is void and has no effect on the meaning of this License.
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2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially
or non-commercially, provided that this License, the copyright notices, and the
license notice saying this License applies to the Document are reproduced in

all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading
or further copying of the copies you make or distribute. However, you may
accept compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may
publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed
covers) of the Document, numbering more than 100, and the Document's

license notice requires Cover Texts, you must enclose the copies in covers that
carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly

and legibly identify you as the publisher of these copies. The front cover must
present the full title with all words of the title equally prominent and visible. You
may add other material on the covers in addition. Copying with changes limited
to the covers, as long as they preserve the title of the Document and satisfy these
conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should
put the first ones listed (as many as fit reasonably) on the actual cover, and
continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more
than 100, you must either include a machine-readable Transparent copy along
with each Opaque copy, or state in or with each Opaque copy a computer-
network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy
of the Document, free of added material. If you use the latter option, you must
take reasonably prudent steps, when you begin distribution of Opaque copies in
quantity, to ensure that this Transparent copy will remain thus accessible at the
stated location until at least one year after the last time you distribute an Opaque
copy (directly or through your agents or retailers) of that edition to the public.
Itis requested, but not required, that you contact the authors of the Document
well before redistributing any large number of copies, to give them a chance to
provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the
conditions of sections 2 and 3 above, provided that you release the Modified
Version under precisely this License, with the Modified Version filling the role
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of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things
in the Modified Version:

A. Usein the Title Page (and on the covers, if any) a title distinct from that
of the Document, and from those of previous versions (which should,
if there were any, be listed in the History section of the Document). You
may use the same title as a previous version if the original publisher of
that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified Version,
together with at least five of the principal authors of the Document (all
of its principal authors, if it has fewer than five), unless they release you
from this requirement.

C. State on the Title page the name of the publisher of the Modified
Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to
the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving
the public permission to use the Modified Version under the terms of
this License, in the form shown in the Addendum below.

G. Preservein that license notice the full lists of Invariant Sections and
required Cover Texts given in the Document's license notice.

H. Include an unaltered copy of this License.

I.  Preserve the section Entitled "History", Preserve its Title, and add to
it an item stating at least the title, year, new authors, and publisher of
the Modified Version as given on the Title Page. If there is no section
Entitled "History" in the Document, create one stating the title, year,
authors, and publisher of the Document as given on its Title Page, then
add an item describing the Modified Version as stated in the previous
sentence.

J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise the
network locations given in the Document for previous versions it was
based on. These may be placed in the "History" section. You may omit
a network location for a work that was published at least four years
before the Document itself, or if the original publisher of the version it
refers to gives permission.

K. Forany section Entitled "Acknowledgements" or "Dedications",
Preserve the Title of the section, and preserve in the section all the
substance and tone of each of the contributor acknowledgements and/
or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in
their text and in their titles. Section numbers or the equivalent are not
considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be
included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to
conflict in title with any Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices
that qualify as Secondary Sections and contain no material copied from the
Document, you may at your option designate some or all of these sections

as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version's license notice. These titles must be distinct from any other
section titles.
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You may add a section Entitled "Endorsements", provided it contains nothing
but endorsements of your Modified Version by various parties--for example,
statements of peer review or that the text has been approved by an organization
as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage
of up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the
Modified Version. Only one passage of Front-Cover Text and one of Back-Cover
Text may be added by (or through arrangements made by) any one entity. If the
Document already includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you
may not add another; but you may replace the old one, on explicit permission
from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give
permission to use their names for publicity for or to assert or imply endorsement

of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified versions,
provided that you include in the combination all of the Invariant Sections of all
of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty
Disclaimers.

The combined work need only contain one copy of this License, and multiple
identical Invariant Sections may be replaced with a single copy. If there are
multiple Invariant Sections with the same name but different contents, make
the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else

a unique number. Make the same adjustment to the section titles in the list of
Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the
various original documents, forming one section Entitled "History"; likewise
combine any sections Entitled "Acknowledgements", and any sections Entitled
"Dedications". You must delete all sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this License

in the various documents with a single copy that is included in the collection,
provided that you follow the rules of this License for verbatim copying of each of
the documents in all other respects.

You may extract a single document from such a collection, and distribute it
individually under this License, provided you insert a copy of this License into
the extracted document, and follow this License in all other respects regarding
verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and
independent documents or works, in or on a volume of a storage or distribution
medium, is called an "aggregate" if the copyright resulting from the compilation
is not used to limit the legal rights of the compilation's users beyond what

the individual works permit. When the Document is included in an aggregate,
this License does not apply to the other works in the aggregate which are not
themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the
Document, then if the Document is less than one half of the entire aggregate,
the Document's Cover Texts may be placed on covers that bracket the Document
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within the aggregate, or the electronic equivalent of covers if the Document is in
electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute
translations of the Document under the terms of section 4. Replacing Invariant
Sections with translations requires special permission from their copyright
holders, but you may include translations of some or all Invariant Sections in
addition to the original versions of these Invariant Sections. You may include

a translation of this License, and all the license notices in the Document, and
any Warranty Disclaimers, provided that you also include the original English
version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this
License or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications",

or "History", the requirement (section 4) to Preserve its Title (section 1) will
typically require changing the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as
expressly provided for under this License. Any other attempt to copy, modify,
sublicense or distribute the Document is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long

as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU
Free Documentation License from time to time. Such new versions will be similar
in spirit to the present version, but may differ in detail to address new problems
or concerns. See https://www.gnu.org/copyleft/ 2.

Each version of the License is given a distinguishing version number. If the
Document specifies that a particular numbered version of this License "or any
later version" applies to it, you have the option of following the terms and
conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does
not specify a version number of this License, you may choose any version ever
published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace
the “with..Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the

Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.
If you have Invariant Sections without Cover Texts, or some other combination of
the three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend
releasing these examples in parallel under your choice of free software license,
such as the GNU General Public License, to permit their use in free software.
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