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1 SUSE Linux Enterprise Server 16.0 B9 PXE 5|
HBER

PXE 5| S e{E I+ EVEENES | SERRENETRIME, MERSMEELE. K2
¥ 748 PXE 7£ SUSE Linux Enterprise Server 16.0 Agama & S2At &2t 12 Fr iR Ry
TERIE, EH3%EA GRUB 2 BHEXECE,

1.1 PXE5|FEFA?

PXE (35| SHITIFE) 2—MitRS0E:d DHCP F1 TFTP/HTTP MMEIRS 22105 | SNE
EFRIRERALREREFNGE. B 2HETTEYMBERH ML EIZERAIITEVEED

=

230

1.2 PXE5|&HILEE

PXE 5|SEEAMBZEFEAXHFNLE, R THENEERE BANBEE:
o BIMBULAETHARALEITFZ RS
o EFEEREREFRSNGIREE
° XFSMAEREMIEFELE, B UEFIR25|%

* i@ GRUB 2 R/ ERLRREIZEFHLESH

1.3 SUSE Linux Enterprise Server 16.0 1 PXE 5| S8 T {ERIE

SUSE Linux Enterprise Server 16.0 H#J PXE 5| Sf#M GRUB 2 {fER5|SMEER, 8
Agama fEAREKAE. SMBEFMTEERX4@ET HTTP 5 TFTP thil MMM, H

H GRUB 2 fa 533REX %, initrd MISEBYER{R, PXE BEFIREIRIBEARLNM (40 AMD64/

Intel 64. AArch64. ppc64le. s390x) HIFEK, EAZHEMN (B1FFHRY BIOS 5 UEFI) .
SISMEBRZFTHRITX G HBREER. L, WERFIRNMLZIFE IPv4 H IPV6 FEFHMLEIFE

FiETo
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SISMBREFSEERNZSE (W root=1ive:) , ATFTMEE ISO BGIMEET squashfs BY
WX RS, #iMBEE) Agama FRH - ZFREEE A UEARRIETT, WAl UER Web BRSiET1T, X
X FHZAE Web Ul #2:1%,

1.3.1 5 SLES15.xMaEHRAM

A5 B EEEAT SUSE Linux Enterprise Server 16.0 XEEARAS, ERNAS Agama it
EFEM. KIS TRIERR PXE 5|SME, EAXNER5IHEEREA, SLES16.0 XES
hRZ&5 SLES 15.x FIE A T ER:

RRERF
£/ dracut # Agama, 3E Linuxrc # YaST,
DHCP fR3533

REXZHFFISCDHCP (2022 FEL1EARSS) , HeiA Kea 5 dnsmasq 79 DHCP RS
28

5195
M root=live: SEMNHE Agama ZREIZFIRE, ERAIESH
inst.install url=M3F install= SHIEEIFRIN LR TTFE.

SISMEEFIERE (U0 GRUB 2. pxelinux &) RIFRIEM, FERHARZS,

1.3.2 ZMATENRERENMTR

AXBELERESBUKIRIEREE, FXSE5ENHBEINET, IFRERE
BT EHEHRNERSL R

WIED TR
FRAEIRETRT, WATRIUATES: REAMN. EERERFBE. BiE GRUB2 LK
JiEARSS 4%

XHFR &GN

fEF HTTP fRS388 (HEFFS Agama HBESER, W nginx) #/3% TFTP ARS28 (W tftp
8¢ dnsmasq) o
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17E#% Kea 3% dnsmasqe

@ 3

4

.
[a7

* Kea 2 ISC #EthAYH—1 DHCP ARS352%, ®IfEA ISC DHCP U LERT

=, BX Kea BiF4EE, 15iAIR https://www.isc.org/kea/ 7, BHXISC
DHCP £ ERRSZHI@EN, 3EIAIE) https://www.isc.org/dhcp/ 7, Kea B2
DHCP fR5588, FHEACHRIRRY TFTP ARSZIBBIRMEER, Kea DHCPHE%%%E
Fh@d IPv4 A IPv6 SKIL TFTP/PXE 5| SAVEXIED, HBXFH@Ed IPv4 SEI
HTTP 5| SHYE, #@d IPv6 LI HTTP 5|26, EK DHCPv6 fRSS234E
A& FimiRE Vendor Class Option (3&0 RFC3315, Section

22.16, ZERATMH “FRHMIRHNE" ) , BalrgAFILtINEe,

e dnsmasq £ DNS ARS528. DHCP ARZ52840 TFTP RS & F—1&, &r]

UERE®EE TFTP 1285 | SMEFER. Wiz, initrd REMX 4. B

* dnsmasq BUiFEE, 1BIAIA https-//thekelleys org.uk/dnsmasq/
doc.html 2, dnsmasq DHCP ARZ5282#@:d IPv4 F IPv6 LI TFTP/PXE
SISRMEXRIED, tBZFHEE IPv4 KI HTTP 5| SHYED, @5 IPv6 3K

I HTTP 5|58, ZEK DHCPv6 ARZ5286EM8MIZ Fimik[E] Vendor Class
Option (35Z I RFC3315, Section 22.16, ZEERT “UHEFIFIFD
MR ) , BErgAZEFItIhEE,
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2.1 &N

PXE RSS2 & =XKARS 2. BEMUASISXH (GISMEBFERF) LER DHCP fRS2E, U
NEBFRERMRI TFTP #1/3¢ HTTP AR 288, Ltt9h, FIEEIRTEZE DNS ARS523. NTP ARSS28H0
5 IPv6 RUBREHZS — A IMENEH, XERF[EES PXE RSFBHDAHEB. WTFIiETT
SUSE Linux Enterprise Server 16.0 B9 PXE AR5528, RIRERR#HITISENNKZIZOEE. T/
NIE EPﬁ)JI]*F#EE’Jﬁiﬂﬁﬂ)”U, MRECE SELinux FMEXAR, AERLURFIERXBT— 1 E

1& IP SEEIRIMLEIFIR, FikBARG AEF] SELinux FRER BV EFRN o

2.2 {RigFMLEEIE =5
AXRI%
* PXE fRS3237F enol &8O EiETT, MKEEEWT:

+ 1. PXE MSBEIE TG

IPv4 IPv6 DNS & #5
PXE RI£& 192.168.1.0/24 2001:db8:0:1::/64 example.net
PXE fRS528 192.168.1.200 2001:db8:0:1::200  pxe.example.net
PXE 3% 192.168.1.1 2001:db8:0:1::1
DNS ARZ528 192.168.1.200 2001:db8:0:1::200
NTP ARS 28 192.168.1.1 2001:db8:0:1::1

o BUANBERT, BREZs. NTP BR332540 DNS ARSS2:N5MERARSS 28, BITEEMITEN L,
AN M —ERR, EFNESHTREE,

2.3 79 PXE ARSSECEMSREEO. B AEEH SELinux

BoEMEIZEOMPBAAIE, LLARYF PXE IRZFAENIMEIRS . A SELinux1RE, UXEFRE
MR FH E X IFA B A3t ZR AL

1. I93F PXE MEEZOHEE SRS LM firewalld X1,
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a. EEYERNXENRESERRIEO:
> sudo firewall-cmd --get-active-zones
b. #1E enol kHEE public Xig, iHBHE D ECEIZXIE:
> sudo firewall-cmd --zone=public --change-interface=enol
c. EEONEERRESISHMNER:
> sudo firewall-cmd --permanent --zone=public --add-interface=enol
2. BECEFAEELARIFILIR) DNS ARSS.
a. MEFIRIEFM DNS ARSSHRIANIR :
> sudo firewall-cmd --zone=public --add-service=dns
b. EIXEXIFALER:
> sudo firewall-cmd --permanent --zone=public --add-service=dns
3. EEB S LA IFIRIE NTP ARSS,
a. MEFIREFBNTP RS HIER:
> sudo firewall-cmd --zone=public --add-service=ntp
b. EZEIFALERN:
> sudo firewall-cmd --permanent --zone=public --add-service=ntp
4. FCER NG LA IFITIR) DHCP (IPv4) ARSS.
a. MEFIRIEFM DHCP BRSSHIRIANIR :
> sudo firewall-cmd --zone=public --add-service=dhcp

b. EIZBEXIFFAEN:

7E SUSE Linux Enterprise Server 16.0 Ei&& PXE 5| SRS 28



> sudo firewall-cmd --permanent --zone=public --add-service=dhcp

5. BCEM A A5 1F1R) DHCPV6 ARSS.

a. MEFISIEFR DHCPV6 ARSS1HIRIANIR :

> sudo firewall-cmd --zone=public --add-service=dhcpv6

b. EIZBXFFAEN:

> sudo firewall-cmd --permanent --zone=public --add-service=dhcpv6

6. ECEFAIELAARIFIALIE TFTP ARSS.

a. MEFIRIEFR TFTP RS IARIIR:

> sudo firewall-cmd --zone=public --add-service=tftp

b. EZEIFAEN:

> sudo firewall-cmd --permanent --zone=public --add-service=tftp

7. BEEEHAEELARIFILIR) HTTP ARSS.

a. MYAISIEFR HTTP ARSSIGIRIAR:

> sudo firewall-cmd --zone=public --add-service=http

b. EIZEIFALERN:

> sudo firewall-cmd --permanent --zone=public --add-service=http

8. BCEFAIELARIFIIE HTTPS ARS5.

a. MEFIRFEFBHTTPS BRSSHRIANIR

> sudo firewall-cmd --zone=public --add-service=https

b. EIZBESFFAEN:
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> sudo firewall-cmd --permanent --zone=public --add-service=https
9. IEBYEEA SELinux LUAITIZE M,
a. & SELinux BN TMMET:
> sudo setenforce 0
b. HZ SELinux ®K7&:

> sudo sestatus

10. EpFH %R S PXE HXHIARSAIASHE SELinux SRERIEIR,
a. A nginx BIEHLEER:

> sudo if test “ausearch -c 'nginx' --raw | wc -1° -gt 0 ; then

> sudo ausearch -c 'nginx' --raw | audit2allow -a -M local-nginx

> sudo semodule -i local-nginx.pp

> sudo fi

b. 79 dnsmasq BJEFHLLEEIEIR:

> sudo if test “ausearch -c 'dnsmasq' --raw | wc -1° -gt @ ; then

> sudo ausearch -c 'dnsmasq' --raw | audit2allow -a -M local-dnsmasq

> sudo semodule -i local-dnsmasq.pp

> sudo fi

C. in.tftpd IEHRERIR:

> sudo if test “ausearch -c 'in.tftpd' --raw | wc -1° -gt 0 ; then
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> sudo ausearch -c 'in.tftpd' --raw | audit2allow -a -M local-tftpd

> sudo semodule -i local-tftpd.pp

> sudo fi

11. EFEA SELinux BHIE,

a. ¥¥ SELinux &BNREIER

> sudo setenforce 1

b. I8 SELinux IR

> sudo sestatus

24 245
B EikdAe, GEEREE PXE RS WIOMAIED. FIAER SELinux 588, HIRARSI8AE
22 BIERIET, B

o IOIE PXE RO (ARFIH7A enol) HIEEHHECE firewalld B9 public XiF,

o FFHX PXE iZ1TEREMM MERRSS, B3E dns. ntp. dhcp. dhcpv6. tftp. http#l
https,

° GEY¥E SELinux IKE I permissive 23, MUEHFHITARS MIXHIER AVC IE4E R,

 {#f ausearch f audit2allow £ H &I nginx. dnsmasq. in.tftpd FAR
SHBE X SELinux FRERIEIR,

* ¥ SELinux kEA enforcing iR, MIRRFEESEIFRER,

SRULETER, PXERZSZETHZEEE, FET IPv4 8 IPv6 N AR P ikt EVIR HAR

o
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3 RRFIFHHY PXE ARSZ24 4

RENBUNMAETE SUSE Linux Enterprise Server 16.0 &3t 4% PXE 5| SFA B4
&, 835 GRUB2. DHCP. TFTP #1/3k HTTP A%,

3.1 @&

7% SUSE Linux Enterprise Server 16.0 EACE PXE 5| 2ARS528, FTELEZS MRS IE,
RIEEKIZEER, AJREEUTAY:

e dnsmasq {46 £ERT DNS ARSS2s. TFTP ARS528#0 DHCP ARS388 (5245 DHCPv4 #
DHCPv6) , EBS*T IPv6 B&HHZRIBES (RA) IRIHBRF, BEATHaEEE:

e dnsmasq DHCP fR$28: ZIFRIBIBERME P iR RENE R H%iE DHCP i
I, EAF:

* {£/ DHCPv4 #1 DHCPv6 B PXE 515K

o £ DHCPv4 BY HTTP 5| SiEK

@ AE: dnsmasq i@ DHCPv6 2 HTTP 51§
BErR %
H#i, dnsmasq AZ#EFKiEHTTP 5|8FEM vendor-class
DHCPvV6 &1,

e dnsmasq TFTP fRS328: 7 PXE 513127, @it TFTP 1R1H5 | SMEIEF XM
M#ZF initrd,
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e dnsmasq DNS fRS328 . NEF ImEGFMLZERF/ARERFATH /etc/
resolv.conf 12z Kz IP At pYE AR AR SS

e dnsmasq IPv6 RA: 3 PXE RS 2BRIETENEREZZET, ZHFAX IPv6 RA (ECERE
PRF “BRARAER ) .

° kea i El: —FXDHCP fR$325, =2 ISC DHCP BRS588RVAMER, ZIFIRIEERNEFin
KRG B ST DHCP &, &R

e {§F DHCPv4 #1 DHCPv6 B9 PXE 5| &iE3K

o {EFH DHCPv4 B HTTP 51§53k

Q) iE: Kea @I DHCPv6 SEH HTTP 3| SHBRM4
B, Kea RZFF&IEHTTP 5|SFHRY vendor-class DHCPv6 1,
BXIEFMEE, EIHIE https://kea.readthedocs.io/en/latest/arm/dhcp6-
srv.html#id4 2,

o TFTP fR5323: @d TFTP 1RHS | SMBIER . RZM initrd; 5 kea SSI PXE
5|50, @ tftp AR TFTP IhEE, MHTTP SIS LAY, NRER
dnsmasq, MEFLE tftp RHEE,

* Web Ag3588: 0 nginx 846, @ HTTP RIERERZFIRE,

Q iE: HTTP RS BIINEN
JLVPFREREGEEEE nginx X HTTP/HTTPS fREZ28. ERBERXEF HTTP
5|8, TEEUTHRFHRAD:
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* B HTTP 3| RHELRER,

o BIVFEREXRIEM squashfs.img, BI7E5|S&Hm<THER
root=live:tftp://.../squashfs.img.

* 3#F SLES-16.0-Full-*.inline.iso, NRFi&EL
inst.install url=http://.../install/ 5|12m<$17&5A Agama
121 RPM 6, RINRHTEREXHREMATFTEAETRENH,
WEINEER HTTP fRSS 25

* GRUB2 5|SMEBREFUHEHE: AZFNAERLEWNS|ISHIRENES IS IhEE, §I
i, AMD64/Intel 64 {KZLEHI£3F BIOS 1 UEFI BFMMLKRS IS A LI, UEFI@BEX
5 PXE (TFTP) M1 HTTP 315, pxelinux ZE 5| SMEIZFA 25 UEFI 1 HTTP 5| F.

o FIELAM: IPv6 REHSRBEETIFER (W0 radvd EE) o WK SLES ARMFARERRER
MEREREHRE, NF/LEILAN, UKL TINEE:

* /9 PXE 8¢ HTTP 5| & Finlic & MR H.

° 77 PXE 3¢ HTTP 5| S & Fik{E M8 LA DHCPV6,

3.2 EXK

* i&fT SUSE Linux Enterprise Server 16.0 BE&REEGNEN RS, BIE SUSE
Customer Center §133Af, Fi&d SUSEConnect Bt & 7 MHBR TE & ME1FERYIHIRIA AR,

* BBALLT SLE &R Server Applications Module. Legacy Module #1 Base System
Module,

o BIAR A TFIRENNLEARSS N5 | SINEAZRFRY SLE 1EIRMEEF .
o AIIEREEREERM LRIV 8L

33 RENHE
BT HBRE PXE 5| SRS RFARIIZ ORI,
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312 1 R PXE 5|IFRS BRIV ENRGFE
1. % GRUB 2 5|SMHAZFEH nginx HTTP fRSS2E GBAEXR)
> sudo zypper install grub2 nginx
2. RIFEHAER, TTUTE—SSRELERHGE:
YNSRGEF kea fE/9 DHCP ARS588. tftp /R TFTP BRSS2R, 1BiB1T:

> sudo zypper install kea tftp

WNRMER dnsmasq [EIBY1R{E DHCP. DNS #1 TFTP RS, 15&1T:

> sudo zypper install dnsmasq

Q) & Keal dnsmasq $2ftHI DHCP BRSS9 FRIE
BHi, kea#l dnsmasq IR HA DHCP RS2 AZIFED IPv6 LI HTTP 5|
S, T3ERBB UEFI #ISBEK, M HTTP ZFimiR[E] vendor-class %R,

3. (Ah%) MRHEIZIFEHMTE, AILREFTINIERLEME B GRUB 2 Bir.
JtF AMD64/Intel 64 (KR L5H

> sudo zypper install grub2-x86_64-efi grub2-i386-pc

3tF AArch64 (A ZR 455 :

> sudo zypper install grub2-aarch64-efi

XTF ppcbale (KRR LEH:

> sudo zypper install grub2-ppc64le-ieeel275
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@ AE:. PXE RS 2UMAIMS B B A REMARNE F ikt
i GRUB 2 #i{&1

T8 PXE RSZ2BFTEITEANERNEMMER LN, GRUB 2 BAREWE R
noarch. rpm B4 EHE BT L RER/EFER noarch FEBRH. i, AIE
iB1TF AMDG64/Intel 64 I+ B LRI PXE R385 £, L% grub2-arm64-efi #l
grub2-powerpc-ieeel275 M E, UZRFHMAREMIEF i,

4. (Ai%) SNRFEZEH AMD64/Intel 64 5 AArch64 B UEFI £25|F, BRREFERR
FEAK 1SO PRI, AIRE shim S,

> sudo zypper install shim

5. (Fli&) WMNRFHEN PXE RSB 2[AERHAZS (REFERTESMIENLE) , AJRERALS
BESFIPIER radvd,

> sudo zypper install radvd

6. & rsync SLAER, UEEEERISEY ISO MBRW.

> sudo zypper install rsync

1. BIRIRSELXREBHREB. EEETRNEBEKEKE,

4 79 PXE BR5528€1% GRUB 2 M45|FBR

KENBUEER grub2-mknetdir s5</9 PXE fRS5236132 GRUB 2 M4&5|1SH
%, Zm<¥=79 AMD64/Intel 64 (UEFI #1 BIOS) . AArch64 # ppc64le R R IR
REMEAER. IRFEXZF UEFI R25|8, EERMIMNTREEREFBEES
BY EFI X%, SXfERA shim G BREIANKRE R S| SMEEF X G,
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4.1 &N

EENBIAI N SRR LN PXE RSB 23PEIKE GRUB 2 W45 SHR. grub2-mknetdir
L ETE /srv/tftpboot/boot/grub2/ TARBTFACIRAARLEHERER.
9, AMDG64/Intel 64 R4 UEFI (x86 64-efi) FIfE4E BIOS (i386-pc) BR, AArch64
# ppcbdle RAE=BIEZEHR UEFI BR (arm64-efi # powerpc-ieeel275) ,
ZINARZ R core.efi XHARLH UEFI £25|8, MNRFELIFILINE, BERZTM
ZEBEREHIBERM EFI XX, T shim REEHFIEFRENS I SMERER X4
(shim.efi. grub.efi. MokManager.efi) EFZIEHNEREMER, FANKBEFS
SEIZREIE MR, RREXMEIAITF TFTPIRBRW.

42 ER

o BRELUTHRHE: grub2, tftp, UNKFIEEHMAERLEEZ AN GRUB 2 B4 (W0
grub2-x86 64-efi. grub2-i386-pc) .

o BERTRATIEHMNZEER (1SO), ALK LERE shim B4, AIM SUSE
Customer Center N& EIMAREHILEEIRIK (1SO),

4.3 HEENSE5IFERM UEFI ££5|F

U IR eI PXE M85 FFFER GRUB 2 BREHM, HARFEMMANSAEREWEE UEF
Z25|FX%H.

1. €& GRUB 2 W4&5| B R4,

> sudo grub2-mknetdir --net-directory=/srv/tftpboot
--subdir=/boot/grub2

LR REAREWTAER:
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* AMD64/Intel 64: /srv/tftpboot/boot/grub2/x86 64-efifl /srv/
tftpboot/boot/grub2/i386-pc

* AArch64: /srv/tftpboot/boot/grub2/armée4-efi

® ppcb4le: /srv/tftpboot/boot/grub2/powerpc-ieeel275

a4
= H

EMFohEZ grub2-mknetdir < 8I2M grub. cfg X,
2. ¥ /srv/tftpboot/boot/grub2/ BER T EMNEMERENTXER (W
fonts/. locale/) EHIZ TFTP fRS528,

3. AMD64/Intel 64 ¢ AArch64 (AR LB AT EH grub2 -mknetdir Sp LM /srv/
tftpboot/boot/grub2/ARCH-efi/core.efi X{#1T UEFI PXE 51§, {BXLEX
HRER, TZF UEFI R25|T. WFENZRN AMD64/Intel 64 F1 AArch64 (AR5
EEM B VEFI £25|%, AIRITUTE—FE:

MEEIRA 1SO EFIHEX M
a. EH I1SO B,

> sudo mount -o loop /PATH/TO/SLES.ISO /mnt

b. & EFI X4,

> sudo cp -v /mnt/EFI/BOOT/*.efi
/srv/tftpboot/boot/grub2/ARCH-efi/ @

@ J&ARCH-efi#it)y x86 64-efidfarmed-efi (z#% UEFIZ£3|S
HARRLEN) o

c. EIEREHFE SO,

> sudo umount /mnt

INRAFLEERALEERAE 1SO XX, BIfEA shim BRHAE:
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a. MRERLZE shimHE, TRITRE,
> sudo zypper install shim

b. NFAEARREMERIEERIE I SMEIEF X4
i. E&lshim.efi x4,
« T AMD64/Intel 64 (K FR L5

> sudo cp -v -p -L /usr/share/efi/x86_64/shim.efi /srv/
tftpboot/boot/grub2/x86_64-efi/bootx64.efi

«  F AArch64 (A FR 5 :

> sudo cp -v -p -L /usr/share/efi/aarch64/shim.efi /srv/
tftpboot/boot/grub2/armé4-efi/bootaabs.efi

ii. 2% grub.efi X,
«  ¥F AMD64/Intel 64 K FR LM :

> sudo cp -v -p -L /usr/share/efi/x86 _64/grub.efi /srv/
tftpboot/boot/grub2/x86_64-efi/

«  F AArch64 {EFR 45 :

> sudo cp -v -p -L /usr/share/efi/aarch64/grub.efi /srv/
tftpboot/boot/grub2/arm64-efi/

iii. £%)MokManager.efi X4,
«  XF AMD64/Intel 64 AR LEH:

> sudo cp -v -p -L /usr/share/efi/x86_64/MokManager.efi /
srv/tftpboot/boot/grub2/x86_64-efi/

«  3F AArch64 (A FR L5 :
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> sudo cp -v -p -L /usr/share/efi/aarch64/
MokManager.efi /srv/tftpboot/boot/grub2/arm64-efi/

Q =

-L RS AT SHEE, BERXMIATF TFTPRERA.

5 HEEREREFMRERNE

BB M SUSE Linux Enterprise Server 16.0 REHAHIZENHZEIE PXE 5|
IMBFREMNREREXG. NARE .install. iso BMEF RPM 4SRRI S
I, FHEEHNREE RS LRI R R B A5,

51 @&

SUSE Linux Enterprise Server16.0 It LM RN L REZFXMH, UZFARRER PXE 5|F17
=o Agama ZEEFEFEE=TWEXH: WIZMME (Linux). initrd RAM B4& (initrd) flE
RIS R4t (squashfs. img)e XEEXHFARMBEERARIZEY, FHEIZTANET TFTP A
HTTP i5iR8Y B REM T,

EEENEAM .install. iso BM&H RPM BRGEHIRENXHR S E, HfRIEES SUSE Linux

Enterprise Server 16.0 ST 3FHIE AR EMIFIRERKE,

52 EX

* SUSE Linux Enterprise Serverl6.0 2% 8£& (FIM SUSE Customer Center $REY) . #J
EXRBYN T
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° T4 1SO: XBELERER, ATMELLEE (SLES-16.0-
Online-ARCH-BUILD.install.iso)

o STEISO: BEREEFMLEMFE (SLES-16.0-
Full-ARCH-BUILD.install.iso)

° RPM 48 tftpboot-agama-installer-SUSE SLE 16 PXE-ARCH
o ImBtHEHR (W0 /mnt) o

e /srv/tftpboot M /srv/install BRTEZENHETE (RIEFMELES M
E) o

o AESIZBERMERXHHIEEENR,

53 R ISO BREEFELTERZFEXH

ISO BUYGIR I T IRINVE BRRF X HNEE R UTIREEL SO M5TE 1SO MR,
BEBEAERRLEN,

5.3.1 fERTEL ISO IR &R

T4 1SO MG N B S RERRFAN, RATEIEFEEBEINZILHNREEEE. 5 GRUB
By SLES-16.0 Online Installation 3|S3EBINM N,

B2 0 MTELR 1SO AN ((ERT X86_64 #ll AARCH64 &R 4514)
1. SIBRERFXANBEREN:

> sudo mkdir -p /srv/tftpboot/boot/images/SLES-16.0/ARCH/
2. HHTEL IS0 BRER:

> sudo mount -oro,loop /srv/install/iso/SLES-16.0-
Online-ARCH-BUILD.install.iso /mnt

3. EFIRZA initrd X4
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> sudo cp /mnt/boot/ARCH/loader/linux /srv/tftpboot/boot/images/
SLES-16.0/ARCH/

> sudo cp /mnt/boot/ARCH/loader/initrd /srv/tftpboot/boot/images/
SLES-16.0/ARCH/

4. EHIEERXFRS:

> sudo cp /mnt/Live0S/squashfs.img /srv/tftpboot/boot/images/
SLES-16.0/ARCH/

5. HIF; 1SO BRfR:

> sudo umount /mnt

3123 ¢ MTEL 1SO FRENXf+ (GERT PPCOALE (FR4EH)

1. SIEEREM:
> sudo mkdir -p /srv/tftpboot/boot/images/SLES-16.0/ppc64le/
2. IS0 k.

> sudo mount -oro,loop /srv/install/iso/SLES-16.0-Online-
ppc64le-BUILD.install.iso /mnt

3. EFIRZA initrd X CEE ppcbdle FREMNRFLEWRE)

> sudo cp /mnt/boot/ppc64le/linux /srv/tftpboot/boot/images/SLES-16.0/
ppc64le/

> sudo cp /mnt/boot/ppc64le/initrd /srv/tftpboot/boot/images/SLES-16.0/
ppc64le/

4. SHIEERXHRS:

> sudo cp /mnt/Live0S/squashfs.img /srv/tftpboot/boot/images/SLES-16.0/
ppc64le/

5. ENE 1SO IR :
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> sudo umount /mnt

53.2 {ERA5E ISO IR

5 ISO MBRE AL REFNLRMETE, THERBIMNIMEBNATRAMZE, 5
GRUB FIBY SLES-16.0 Local Installation 5|SXEBINXE, BEMMINAINBEL
inst.install url=http://pxe.example.net/install/SLES-16.0/%${arch}.

324 1 M5EE ISO thiELfF
1. ARERFXHNREMEFEEFECRER:

> sudo mkdir -p /srv/tftpboot/boot/images/SLES-16.0/ARCH/

> sudo mkdir -p /srv/install/SLES-16.0

2. HEHFTEISO IRE:

> sudo mount -oro,loop /srv/install/iso/SLES-16.0-
Full-ARCH-BUILD.install.iso /mnt

3. ERIRAM initrd X (ppc6dle FREMBEFRAINFTAIRIFE) !

> sudo cp /mnt/boot/ARCH/loader/linux /srv/tftpboot/boot/images/
SLES-16.06/ARCH/

> sudo cp /mnt/boot/ARCH/loader/initrd /srv/tftpboot/boot/images/
SLES-16.0/ARCH/

4. EFIEERXFRE:

> sudo cp /mnt/Live0S/squashfs.img /srv/tftpboot/boot/images/
SLES-16.0/ARCH/

5. EHIREMERE, A HTTP fkSS2_119):

> sudo rsync -avP /mnt/install/ /srv/install/SLES-16.0/ARCH/
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6. EHZ 1SO MfR:

> sudo umount /mnt

54 fEM RPM R EARREREF XM
RPM S SR T SREME AR EARR XA B —Fh 5 R
g2 5 | REHEM TFTPBOOT RPM {4 &

1. REFIBHORGE:

> sudo zypper in tftpboot-agama-installer-SUSE_SLE_16-ARCH

2. % linux. initrd. squashfs.img £%I%! tftpboot H:

> sudo mkdir -p
/srv/tftpboot/boot/images/SLES-16.0/ARCH

> sudo cd
/srv/tftpboot/boot/images/SLES-16.0/ARCH

> sudo cp -v /usr/share/tftpboot-installation/agama-installer-
SUSE_SLE_16/ARCH/loader/linux .

> sudo cp -v /usr/share/tftpboot-installation/agama-installer-
SUSE_SLE_16/ARCH/loader/initrd .

> sudo cp -v /usr/share/tftpboot-installation/agama-installer-
SUSE_SLE_16/ARCH/loader/squashfs.img .

55 HEHBEREW

RULT B REWBIBRINAIX G, UBER-EIEM 4P, 2SN EMERENNRE

RE,
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11 : 5T PXE lRS{EBA RGN

/srv/tftpboot/

— boot/
F— grub2/
| | x86 64-efi/
| | — bootx64.efi
| | L— grub.cfg
| F— i386-pc/
| | L— core.0
| F— arm64-efi/
| | '— bootaa64.efi
| — powerpc-ieeel275/
| L— core.elf
L— images/
L— SLES-16.0/
— x86 64/
|  — linux @
| initrd @
| L— squashfs.img ©
— aarch64/
| L— ppc6dle/
/srv/install/
L— SLES-16.0/
— x86 64/ @©
— aarch64/
L— ppc64le/

ML EIFA PR BB AR BR

¥4 RAM R B

Agama REREFNEEEX MRS

F5e¥ ISO A install BRTHNREMERE (A%E)

© ® 00

5.6 WIF&RIE

ROARERERFXMHE, FERIEMECFEHEREFTEAR,
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3126 : WIFPE
1. RENEXHEESEFE:

> 1s -la /srv/tftpboot/boot/images/SLES-16.0/ARCH/*

2. BIRXHNIRIERTIR:

> sudo find /srv/tftpboot/boot/images/ -type d -exec chmod 0755 {} \;

> sudo find /srv/tftpboot/boot/images/ -type f -exec chmod 0644 {} \;

O == xxtapEk
HRFTERENRY Y RT4K TFTP A0 HTTP BRS31REN. PXE BFIRRTES|ISEEPIAEX
L2 tt, EUIERNNRMARSEEXNEREMRNEXREE,

57 E%PR

FHRESHEBRERF MG, THSRITUTRE:
e BB&E GRUB 2 LA #¥ PXE 5%, TERBI5|AXLENH
° IZE HTTP M TFTP ARSS, LURMHIERHIRNSA
e EZ&E DHCP, 5|% PXE BZFIREAEEN5|ISMERERF

GRUB 2 ERE @128 root=1ive:http://pxe.example.net/boot/images/
SLES-16.0/ARCH/squashfs.img BIER1Z 5| FIIRENAIS 14

6 EZE GRUB2 I3 PXE 5| &

AREATBINMEI7E SUSE Linux Enterprise Server 16.0 LEZE GRUB 2 5| SNEFERLL
ZFEPXES|IT. RABIECIENES|ISEREN. REARGEHERSISMERER,
UREMZRHLZEREMN SHREGENRIERE RS,
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6.1 (&7

GRUB 2 {8/ PXE Z P IimBYMNLE5 | SMEIZT, HSMEAZM initrd X LUSE) Agama &3
2. AERRTIEIC)ETIEETTER GRUB 2 ECE: FIEMNEFIRARLEN. BIEMNEE
MR, HREXIHFESMRELBNBRERENNSRE—5ISRE,

ZECEXRAERKIZIT, BARREHEN. TEEXMS|SRETD HFHEERRXGF, X
BRI R EITBYNEE, UFEINREEEXH, R XEEEARESTaER
2t

6.2 X
° BRAIXETRIGEL GRUB 2 M&K5|FEHREM,
° BERAINETRERHEERREEZR XM,

o BREMEBIMARLEEN GRUB 2 B4 grub2-x86 64-efi. grub2-i386-
pc. grub2-aarch64-efi# grub2-ppc64le-ieeel275,

o BEREATIRM UEFI R3S shimREE (A1) .
o B&EX /srv/tftpboot ZFER PXE R B RHEIERIFIRINE.

6.3 €& GRUB2EIE

GRUB2EEEXMEEHR=UIES: WNEFIREREH. EENSED, UKMBEMEE
X, EMIEREIZIHRM TRANREN, AIXFAENHETR.

BT i8EFE grub.cfg X¥

e 7£ /srv/tftpboot/boot/grub2/grub.cfg B2 T Al GRUB 2 =ELE X4 :

> sudo cat > /srv/tftpboot/boot/grub2/grub.cfg << 'EOF'
# Architecture detection and mapping

if [ "$grub cpu" == "i386" ]; then
set arch='x86 64'
elif [ "$grub cpu" == "x86 64" ]; then

set arch='x86 64'
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elif [ "$grub cpu" == "arm64" ]; then
set arch='aarch64'

elif [ "$grub cpu" == "powerpc" ]; then
set arch="'ppc64le’

fi

if [ "X$arch" == "X" 1; then
echo "ERROR: No architecture found for ${grub cpu}"
exit

else

echo "Running on $arch CPU architecture"
fi
export arch

# Network interface configuration for PXE-selected NIC
# - dracut based images on SLE-16:

set ipcfg="ifname=pxe0:${net default mac} ip=pxe0:dhcp"
export ipcfg

# - linuxrc installer on SLE-15:

set ifcfg="ifcfg=${net default mac}=dhcp"

export ifcfg

# Define typical serial console kernel parameter
#set sconsole="console=tty® console=ttyS0,115200n8"
#export sconsole

# Load machine-specific configuration if available

if [ -s "${config}/${net default mac}/grub.cfg" ]; then
## Source a host specific configuration of grub menu:
source "${config}/${net default mac}/grub.cfg"

else
## Source default grub boot menu:
source "${prefix}/menu.cfg"

fi

EOF
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XREMETE

FR &SN
¥ GRUB 2 CPU REMPFELITEMHEREH, FH—NRBHNAEAREFFELIES
TfFo

MEIEOEE
£ GRUB 2 = ${net default mac} EX ${ipcfg} T=, IR pxed By PXE
5| SO /BB DHCP, #5150 A% H ISR MR,

TAEEX
EXBERTITH G2 HAHER ${sconsole} T=,

AR ETENNEEE
1RIE MAC st N & FIERSE T BAEE X, SFEEXREITENNGISSEMNBE
LB EX o

6.4 QIESH—5ITX

SISRECEAFEETHETERESHRENTXIRET, fIBNEEFEEGFTEMNRE
RE,

i3%2 8 . 1®E MENU.CFG Xf¥

* 7£ /srv/tftpboot/boot/grub2/menu.cfg FRIES—35| S5

> sudo cat > /srv/tftpboot/boot/grub2/menu.cfg << 'EOF'
menuentry 'SLES-16.0 Online Installation' {
linux /boot/images/SLES-16.0/${arch}/linux showopts root=live:http://
pxe.example.net/boot/images/SLES-16.0/${arch}/squashfs.img ${ipcfg}
${sconsole} ${autoinstall}
initrd /boot/images/SLES-16.0/${arch}/initrd

menuentry 'SLES-16.0 Local Installation' {

linux /boot/images/SLES-16.0/${arch}/linux showopts root=live:http://
pxe.example.net/boot/images/SLES-16.0/%${arch}/squashfs.img

inst.install url=http://pxe.example.net/install/SLES-16.0/${arch} ${ipcfg}
${sconsole} ${autoinstall}
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initrd /boot/images/SLES-16.0/%${arch}/initrd

}
EOF

Q B maFMREH
FENEANTERRERTFIREARSHNEEBMER. ${arch} TERTHAFMEIE
TfRY S 5o
AR ${ipcfg} TENXIZE PXE FmERIMLLEO.

BJIER) ${sconsole} BERIERERZFRAAFBABITIEHIG,

6.5 IXFEITBENNEER

MNTFEEHFETR, AUEEPENENNEEXS, UBSMARETRHMBSIULES
o

129 IEsIEEIHENNEE
1. ASFETENNEESIZBER:
> sudo mkdir -p /srv/tftpboot/boot/config
2. F MACH#i3lt9 aa:bb:cc:dd:ee: ff BUITEN, BIEFERE:

> sudo mkdir -p /srv/tftpboot/boot/config/aa:bb:cc:dd:ee:ff

3. B EEITEN M grub. cfg:
> sudo cat > /srv/tftpboot/boot/config/aa:bb:cc:dd:ee:ff/grub.cfg << 'EOF'
# Machine-specific configuration for aa:bb:cc:dd:ee:ff

set default='SLES-16.0 Full Installation'

# Activate the menu-entry after 5sec timeout

set timeout=5

# Use know predictable network interface name
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set ipcfg="ip=enol:dhcp"

# Set the autoinstall variable for this machine

set autoinstall="inst.auto=http://pxe.example.net/install/profiles/
aa:bb:cc:dd:ee: ff/slesl6.json"

export autoinstall

# Load the default menu
source "/boot/grub2/menu.cfg"
EOF

5E, WAEHMFEENM grub. cfg PIRHEECHRET (FIMIARESISZEIHE
pk)

> sudo cat > /srv/tftpboot/boot/config/aa:bb:cc:dd:ee:ff/grub.cfg << 'EOF'
set default='SLES-16.0 Auto-Installation'
set timeout=5

menuentry 'SLES-16.0 Auto-Installation' {
linux /boot/images/SLES-16.0/${arch}/linux showopts root=live:http://
pxe.example.net/boot/images/SLES-16.0/${arch}/squashfs.img
inst.install url=http://pxe.example.net/install/SLES-16.0/${arch}
inst.auto=http://pxe.example.net/install/profiles/${net default mac}/
slesl6.json ip=enol:dhcp
initrd /boot/images/SLES-16.0/${arch}/initrd
}
EOF

B2 sFETENMNERSEH

default

18 BH5h5 | SHIR R

timeout

RE5|SETE (7))

ipcfg
N EENEZEORE
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autoinstall

RIS EIT BN B R EREXH URL

6.6 IRIE GRUB2ECE
YREENHE, BERDIBERTER, BFESEXFREMIL
312 10 ¢ WIEPE

1. 1% GRUB 2 B R4

> find /srv/tftpboot/boot/grub2 -type f -name "*.cfg" -o -name "*.efi" -o -
name "core.*"

2. M GRUB 2 TRWIFFRE X HiEA:

> grub2-script-check /srv/tftpboot/boot/grub2/grub.cfg

> grub2-script-check /srv/tftpboot/boot/grub2/menu.cfg

3. WIRX A PRIEMTIR

> sudo chmod -R 644 /srv/tftpboot/boot/grub2/*.cfg

> sudo find /srv/tftpboot/boot/grub2 -type d -exec chmod 0755 {} \;

O == mENR
S EBEFEAIMR PXE ZF IR GRUB2 BRE, LUIRREREWICIIFISAINEE
Ho ${net default mac} TENXE LWL | FHRP I,

6.7 GRUB2EEEIE

A2 GRUB 2 PXE EEEHE RBVRE R EEATL . SNEEIEE 12T BM A RS

A
~o
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6.7.1 (RREMIMRIK

% GRUB 2 A MBI EMIERLEMT, &P HAIAERMBEIRN ZHHS A RNE L TR M.
31 11 . iAiE ARG TTIEE

1. 7 GRUB 2 RERFMIBRAL, UEBRNIIHE:

> sudo cat >> /srv/tftpboot/boot/grub2/grub.cfg << 'EOF'
# Debug architecture detection

echo "Detected grub cpu: ${grub cpu}"

echo "Mapped arch: ${arch}"

sleep 3

EOF

2. WiAECEEE:
> grub2-script-check /srv/tftpboot/boot/grub2/grub.cfg
3. IRAREHRFATE, W BENZLE:
> sudo sed -i '/elif \[ "$grub_cpu" == "powerpc" \1/a\\nelif [ "$grub_cpu"

== "riscv64" ]; then\n set arch='\"''riscv64'\''\\"' /srv/tftpboot/boot/
grub2/grub.cfg

4. WIHAREMERERESHFE:

> 1s -la /srv/tftpboot/boot/grub2/

6.7.2 IHAZIMLIEC

D EHSRIMATRER EHRISE ${net default mac} T2, SHMEEERK,
21212 | ISERRSEIE ORI

1. FMiAREE, UKEMETE:

> sudo sed -i '/set ipcfg=/i\\necho "Default MAC: ${net_default_mac}"\necho
"Network variables set"\nsleep 2' /srv/tftpboot/boot/grub2/grub.cfg
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2. SIRERMKECE:

> sudo cat >> /srv/tftpboot/boot/grub2/grub.cfg << 'EOF'

# Fallback network configuration if net default mac is empty
if [ "X${net default mac}" == "X" ]; then
set ipcfg="ip=dhcp"
set ifcfg="ifcfg=*=dhcp"
echo "WARNING: Using fallback network configuration"
sleep 2
fi
EOF

3. EAREEONRANERE:

> sudo echo 'set ipcfg="ip=enol:dhcp"' > /srv/tftpboot/boot/config/test-
network.cfg

4. IWIEEMRRS ERYMSZEORIR:

> ip link show

6.7.3 HAEIXfFERE
AR EEIRE S H GRUB 2 FEAMEPIIRA initrd 32, BEESISAK.
B 13 ¢ IEXFERIERTAIRI1E

1. RERERFXGEEUTAUE:

> find /srv/tftpboot/boot/images -name "linux" -o -name "initrd" -o -name

"squashfs.img"
2. WIERET @S TFTP ipR5 IS4

> tftp localhost -c get /boot/grub2/grub.cfg /tmp/test-grub.cfg

3. MhdgeS@E HTTP iplR RER R
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> curl -I http://localhost/boot/images/SLES-16.0/x86_64/linux

4, WEXRMFABEN:

> 1s -la /srv/tftpboot/boot/images/SLES-16.0/%*/

5. IRIEFEEIENR:

> sudo chmod -R 644 /srv/tftpboot/boot/images/

> sudo find /srv/tftpboot/boot/images/ -type d -exec chmod 755 {} \;

6. TS TR D ARMEBIT:

> find /srv/tftpboot/boot/images/ -type 1 -exec ls -la {} \;

6.7.4 EFI5ISKXMK

EFI 1223 | SR 2 S35 | SMBEFEEMB LR S HIERK.
312 14 . i2H[ EF1 5| S

1. RIFRESISXHREFE:

> 1s -la /srv/tftpboot/boot/grub2/x86 64-efi/*.efi

2. KERTZEIEMRES shim (bootx64.efi 3 shim.efi) . grub.efi #1 MokManager.efi XX
%

> file /srv/tftpboot/boot/grub2/x86_64-efi/bootx64.efi
3. FOIE EFI XXf45eBiE:

> sha256sum /srv/tftpboot/boot/grub2/x86 64-efi/*.efi
4, MiAEe T Eid TFTP 51X x4 :

> tftp localhost -c get /boot/grub2/x86 64-efi/bootx64.efi /tmp/test-
shim.efi
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5. 3F aarch64 %45, KiE ARM64 EFI 34 :
> 1s -la /srv/tftpboot/boot/grub2/arm64-efi/*.efi

6. 1&E DHCP I ER T RM 7 IEHRRIS | SMBIEFRE !

> grep -n "bootx64.efi\|shim.efi\|bootaa64.efi"
/etc/dnsmasq.d/dhcp.conf /etc/kea/kea-dhcp?.conf /etc/dhcpd?.conf

7. NRXMHERREK, MEZE /mnt #Y1SO 5 shim REBXGHRERSFIERSH:

> sudo cp -v /mnt/EFI/BO0OT/*.efi /srv/tftpboot/boot/grub2/x86 64-efi/

> sudo cp -pL /usr/share/efi/x86 64/*.efi /srv/tftpboot/boot/grub2/x86 64-
efi/

6.7.5 RNMNFKEBIN

%4 GRUB 2 FiTNMNE, BRBFMEHKMRETHIZN, PHEBESTERFAXHIAEX.
312 15 | ISR BTG A

1 WHARBEREEE:

> grub2-script-check /srv/tftpboot/boot/grub2/menu.cfg

2. 7ERBIAARINER R

> sudo sed -i '/linux_kernel.*{images}/i\\necho "Loading: ${images}/
SLES-16.0/${arch}/linux"\necho "Architecture: ${arch}"' /srv/tftpboot/boot/
grub2/menu.cfg

3. RIITERARKIESTIF:

> sudo cat > /srv/tftpboot/boot/grub2/debug-menu.cfg << 'EOF'’
menuentry 'Debug Variables' {
echo "arch = ${arch}"

echo "images = ${images}"

echo "ipcfg = ${ipcfg}"
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sleep 5

}
EOF

4. fERAERIRBETUEITME

> sudo cat > /srv/tftpboot/boot/grub2/simple-menu.cfg << 'EOF'
menuentry 'Simple Test' {
linux /boot/images/SLES-16.0/x86 64/1linux
initrd /boot/images/SLES-16.0/x86 64/initrd
}
EOF

5. ImASANEEMIRS R .

> sudo sed -i 's|source "${prefix}/menu.cfg"|source "${prefix}/simple-
menu.cfg"|' /srv/tftpboot/boot/grub2/grub.cfg

6. MiAsTR/EMERIGRE:

> sudo sed -i 's|source "${prefix}/simple-menu.cfg"|source "${prefix}/

menu.cfg"|' /srv/tftpboot/boot/grub2/grub.cfg

6.7.6 BEBRIFHAERTIER

NFFEFENRE, AIEAeEAERR, MHRSISIREFRER.
i312 16 : i&E GRUB 2 BiAAEIZR

1. gIEFECERIERARES:

> sudo cp /srv/tftpboot/boot/grub2/grub.cfg /srv/tftpboot/boot/grub2/
grub.cfg.backup

2. AINEERYEERES

> sudo cat > /srv/tftpboot/boot/grub2/debug.cfg << 'EOF’
# Debug configuration for GRUB troubleshooting
set debug=all
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echo
echo
echo
echo
echo
echo

EOF

set pager=1

"=== GRUB Debug Information ==="
"grub_cpu: ${grub_cpu}"
"grub_platform: ${grub_platform}"
"net default mac: ${net default mac}"

"net default server: ${net default server}"

sleep 5

3. AEXHHESFHER:

> sudo sed -i 'li\source "${prefix}/debug.cfg"' /srv/tftpboot/boot/grub2/

grub.cfg
4, E5|S=1HAEGIE TFTP BE:

> sudo journalctl -f -u tftp.socket

5. i5¥% DHCP BERY PXE 153K

> sudo journalctl -f -u dhcpd

6. sTREREFAFREREI:

> sudo sed -i '/source "${prefix}\/debug.cfg"/d' /srv/tftpboot/boot/grub2/
grub.cfg

6.8 FETE

IEFAACE GRUB 2 5, B4R ITLATIRME:

o ECE HTTP M TFTP BRSS, LURMHSISXHMLZREIZEFAR

° & DHCP fRS5, 515 PXE EREAHSISMEBER

o 7EBREEM EMIR5TER PXE 519072

39
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REM GRUB 2 BLE RSB I S —REXIFEMA RSN REXE, NEZK PXE BET=R
BE T Ehiio

7 BoE TFTP LIx#5 PXE 5|5

AENBWNEEE TFTP BRSS, LUIRMZEE SUSE Linux Enterprise Server 16.0 BYFR
=0 GRUB 2 5| SMEFEFH PXE 5|1 RAB. AREEZEESAR in. tftpd ARS2BEH
dnsmasq RIS TFTP Ihgk,

7.1 &N

TFTP AJENLE 5| 212+ M PXE B P imie 5| RIHEFIZF X4, SUSE Linux Enterprise
Server 16.0 k357 TFTP ARSS28LI : tftp MG EIRMEMES in. tftpd IRSEE, UK
dnsmasq HERMAY TFTP ThEE,

7.2 EXK
o BRE tftp HHFEL dnsmasq IHEHE
e B1E /srv/tftpboot TEIEYF PXE 518 XK

° AEERERSHEESINR

7.3 B2E intftpd ARSS88
in.tftpd IRSZ2EEMA /etc/sysconfig/tftp BEBXHENX TFTP iR B RMIRS 2%,
i312 17 . i®E INTFTPD TFTP BRS53%

1. (F)i%) @EILE TFTP &S AIFEEIER:

> sudo sed -i 's/~TFTP_OPTIONS=.*/TFTP_OPTIONS="-v"/' /etc/sysconfig/tftp
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-V IR ERAFAREIER, TATERE®ET TFTP REXBIX R,
2. FRHBE TFTP RS

> sudo systemctl enable --now tftp.service

7.4 BEZE dnsmasq TFTP AR5 2%

dnsmasq IRERER TFTP fRE28, BEECIBAHEENER /srv/tftpboot BR.
1372 18 : i8E DNSMASQ TFTP IhgE

1. BIEE TFTP EREX{4:

> sudo cat > /etc/dnsmasq.d/tftp.conf << 'EOF'
enable-tftp

tftp-root=/srv/tftpboot

EOF

2. BRFAHBLN dnsmasq ARS:

> sudo systemctl enable --now dnsmasq

7.5 LUETFTPECE
ik TFTP ARS328ThAE, WREREM PXE B P imie > fto
312 19 ik TFTP ARS528ThiE
1. SIS
> echo "test file" | sudo tee /srv/tftpboot/test.txt
2. &Y TFTP MRS

> tftp localhost -c get test.txt /tmp/tftp-test.txt

3. WIEREMINRER T X!
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> cat /tmp/tftp-test.txt

4, BEMEX M

> sudo rm /srv/tftpboot/test.txt /tmp/tftp-test.txt

7.6 TFTPECEESE

LITFE N PXE 5| SMIEECE TFTP ARSSESE ILAYIR] &,

7.6.1 ImH 69 _EHARS HR

in.tftpd # dnsmasq ¥JfEMA UDP 69 im 1M TFTP fRSS, FEILLREERIBTIETT.
iTF2 20 © R TFTP BRSS R

1. EMLERS EEEIT:

> systemctl status tftp.service dnsmasq

2. WEMPLHZERER 69 In[:

> ss -ulnp | grep :69

3. FIEHRBIPRSS (LA dnsmasq Afl)

> sudo systemctl stop dnsmasq

4. BEEEER TFTP BRSS!

> sudo systemctl start tftp.service

7.6.2 TFTP HRInJ&A
&R TFTP iRE RSB AR M.
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ig12 21 : WIETFTP BREE
1. 33 intftpd B TFTP BRI E:

> grep TFTP_DIRECTORY /etc/sysconfig/tftp
2. Wi dnsmasq B TFTP BRIZE:

> grep tftp-root /etc/dnsmasq.d/tftp.conf
3. MEBRERHFE:

> 1s -la /srv/tftpboot/
4. NRBRRK, NEEER:

> sudo mkdir -p /srv/tftpboot

763 BATFTP XS
AR ERREMTHE TFTP (SRS 51Aa1E,
=352 22 . BATFTP¥#BAEICR
1. ELHFIR TFTP XL
> grep TFTP_OPTIONS /etc/sysconfig/tftp
2. BRARHARSICR:
> sudo sed -i 's/~TFTP_OPTIONS=.*/TFTP_OPTIONS="-v"/' /etc/sysconfig/tftp
3. B TFTP BRSS!
> sudo systemctl restart tftp.service
4. IFETFTP BHE:

> journalctl -u tftp.service -f
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1.7 BREIR

TFTP ECESTHE/G, FIHSECE HTTP IRSLURMRERZEF XM, UKEE DHCP RS LI5S
PXE & P IR A& HRY5 | SN EIEFo

8 ECE nginx LUSEI HTTP 2%

RENBUAIECE nginx, LUEE HTTP 121 PXE 5|SHE, F&EFiREEMENEF
UEMEAZ. initrd. squashfs BUGELZRZFX M. HTTP 2 AKREXHIERE
Eb TFTP 4%, f#F Agama %%t SUSE Linux Enterprise Server 16.0 REEE B BIZIN

o
BEo

8.1 f&EI

nginx £ PXE 5| SFEM HTTP fRSS2S, BT Web AVIRHLEREFEXMHiFRER, HTTP
RSB NFF TFTP 5|1 S B RMLEMERE, £ PXE B mEEET HTTP (MIEERRERIEM
TFTP 1Y) TFEHRIZBRE. initrd XHH Agama RERRFAN,

8.2 ZEK
o BLRE nginx 48
e B7f /srv/tftpboot/boot TEIELF PXE 5|18 X4
o BfE /srv/install MERTREMERE

o B&EEM nginx ELENEIERIR

8.3 F2E nginx LIZ#F PXESIS

nginx BB @I EXMUERE, BT HTTP URL & TFTP 5|1 S B RMLREMEERZFiHAHF.
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312 23 : igE NGINX HTTP fR$52%
1. YR8 nginx BRE X1
> sudo vim /etc/nginx/nginx.conf

2. 7 http BBDHPECE HTTP fRSZ2IR:

> sudo cat > /etc/nginx/nginx.conf << 'EOF'

http {
include mime. types;
default type application/octet-stream;
charset utf-8;
sendfile on;

keepalive timeout  65;

server {
listen 80 default server;
listen [::1:80 default server;

location / {
root /srv/www/htdocs/;
index index.html index.htm;

error_page 500 502 503 504 /50x.html;
location = /50x.html {
root /srv/www/htdocs/;

# Expose TFTP boot directory for HTTP boot
location /boot {
alias /srv/tftpboot/boot;

autoindex on;

# Expose installation repositories and profiles
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location /install {
alias /srv/install;

autoindex on;

events {
worker _connections 1024;

}
EOF

3. Mk nginx BEL&EIBE:
> sudo nginx -t

4. EAHBE nginx RS :

> sudo systemctl enable --now nginx.service

8.4 ISJE nginx BLE
Wik HTTP AR3528208E, MIREREMZ A imiRft PXE 5| SXHMRERNS,
212 24 ¢ Mk NGINX HTTP fR$52%
1. MXEET B HTTP IA0]5| 314
> curl -I http://localhost/boot/
2. MidgeDIpRR=EER:
> curl -I http://localhost/install/
3. WIEREREEFXHEE R

> curl -I http://localhost/boot/images/SLES-16.0/x86_64/liveiso/Live0S/
squashfs.img

46 7E SUSE Linux Enterprise Server 16.0 Ei&& PXE 5| SRS 28



8.5 nginx ELEETE

LT REE nginx LUISEIL PXE 5] HTTP 93 & B DL AYIa) @,

8.5.1 ECEIBEEIR
REMR nginx BEEZRSBIRS T ALER BhsEH I,
iF42 25 | R NGINX EREif)E
1. NWLECEEE:
> sudo nginx -t
2. W18 nginx REBEIRK, MICEERTS:

> systemctl status nginx.service

3. EEFMEIRAS:

> journalctl -u nginx.service -f

4, WE nginx FHIREEXH:

> tail -f /var/log/nginx/error.log

8.5.2 XfFiniplFIAXPRIR)R

nginx FTRES AN IRE RSN B RERKRT T AR
P12 26 . fRARSZIFIIRE)ER

. ES|ISERREFEATHE:

> 1s -la /srv/tftpboot/boot/

2. RWEREARREHIE:

> 1ls -la /srv/install/

47 7E SUSE Linux Enterprise Server 16.0 Ei&& PXE 5| SRS 28



3. IIE nginx BEFRIRENXLER:

> sudo -u nginx ls /srv/tftpboot/boot/
4, MMRERRK, NEEER:

> sudo mkdir -p /srv/install
5. KEELHINR:

> sudo chmod -R 755 /srv/tftpboot/boot /srv/install

8.5.3 IHOA4PEMHR
IREMARS ST 80 0, nginx FIERHM.
T2 27 ¢ BRI

1. HEHPLEHTRIEREA 80 O

> ss -tlnp | grep :80

2. RIEFEEFLARIARSS

> sudo systemctl stop apache2

3. Bah nginx RS

> sudo systemctl start nginx.service

4. I9IE nginx BEHTE 80 im MR :

> ss -tlnp | grep :80

8.6 RHETE

AFRW HTTP D A5 nginx BLEBfG, AI44ECE DHCP fRSS, LI5|S PXE B mEREHN
S|SMEFZEFF HTTP HR.
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9 {#H dnsmasq BZ& DNS AR5 28

RENBUAIER dnsmasq BCE DNS ARS5, 79348l SUSE Linux Enterprise Server
16.0 REZRIRN PXE B P inie Mt =N 2 THEE. DNS BLEFER FimaeEs|S URL
A DHCP ECEREAEME (MIE IP k) .

9.1 &I

DNS ARS3 1 PXE B P iRAER#ITS|S URL MILRBREFHNENE. BAXNETINATERN DNS
RZ2RECE, EAERRMEER dnsmasq BIEZA DNSELE, HEFIRAEE PXE IRSZ2:EMNE
(PXE.EXAMPLE . NET) f@#r AT RZAT IP bk,

YR KEIE DNS, 515 URL AMEEFER IP#iht (W0 http://192.168.1.200/ 5%
http://[2001:db8:0:1::200]1/) - =B84 BIOS/UEFI E45=IA%$57E DHCP TFTP URL
RERENR, EEAEM tftp://[2001:db8:0:1::200]/ HY IP HihtA& =,

9.2 EK
o BR% dnsmasq HE
* B9 PXE BRS5SRECE RS |P il

o HEFACE DNS IRSHIEIERNIR

9.3 #2& dnsmasq DNS RS
dnsmasq DNS ECEiREA M =N R AEMIIEE, FHER LHFRAMIRSB[BUIEIINTEIT,
1372 28 : 8= DNSMASQ DNS fRs328

1. 73 dnsmasq & DNS ECE X4 :

> sudo cat > /etc/dnsmasq.d/dns.conf << 'EOF'
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50

# DNS configuration file for dnsmasq

# Log DNS queries
log-queries

# DNS cache behavior
cache-size=10000
local-tt1=60
neg-ttl=10

# Never forward A or AAAA queries for plain names to upstream name servers
domain-needed

# Add local domain to simple names in /etc/hosts and DHCP
expand-hosts

# Specifies DNS domain and networks including local forward and reverse
declarations
domain=EXAMPLE.NET,192.168.1.0/24,1local

domain=EXAMPLE.NET,2001:db8:0:1::/64, local
EOF

2. E&%: hosts XHFHFRMENBZE:
> sudo cat >> /etc/hosts << 'EOF'
192.168.1.200 PXE.EXAMPLE.NET

2001:db8:0:1::200 PXE.EXAMPLE.NET
EOF

3. Mk dnsmasq B2 & :

> sudo dnsmasq --test

4. FERAFET dnsmasq BRSS:

> sudo systemctl enable --now dnsmasq
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Q iE: DNSEEITH
ZIAER T, dnsmasq =% /etc/resolv. conf B FRARS SBAIESE A28, FHiR(Ht
M /etc/hosts FIREXRVIER. XMECEE PXE ARSS2IETREMITIMNEBEN B, XEER
PXE HXBRS IR AR,

9.4 ISiEDNSECE
Mzt DNS BRZ528ThaE, HAfR PXE &P IRBELE B 1T EH 2 MR
312 29 ¢ ik DNS BR3322ThAEE
1. s IPv4 A2
> nslookup PXE.EXAMPLE.NET localhost
2. Ui IPv6 AR R
> nslookup PXE.EXAMPLE.NET localhost | grep 2001:db8
3. iz IPv4 2@ DNS &if):
> nslookup 192.168.1.200 localhost
4. J9IESMER DNS AR B{NIER TE:

> nslookup google.com localhost

9.5 DNSEEEIE

U279 PXE FFIEECE dnsmasq DNS ARSSESE DR Rl R,

9.5.1 HECEMARSSA)E

dnsmasq AJRE=RECE B IR IR AR I E B 5.
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1312 30 : fi2)R DNS BoE&[a)=H
1. Wid dnsmasq EREEE:
> sudo dnsmasq --test
2. & dnsmasq RERES:
> systemctl status dnsmasq
3. EMPLEHIZTE(EMA DNS 53 ik
> ss -ulnp | grep :53
4. EE dnsmasq $#BizAE:
> journalctl -u dnsmasq -f

5. RIEFE LA DNS RS

> sudo systemctl stop systemd-resolved

9.5.2 ENBRERKY

DNS Zi Al e RERE IR EN A R B HRKTIRM
1312 31 | 2R DNS fEffrin)e

1. 1% hosts XHFRREFEIHAEE:

> grep PXE.EXAMPLE.NET /etc/hosts

2. 83 dnsmasq FRRIHBACE :

> grep domain= /etc/dnsmasq.d/dns.conf

3. BOF4BsmRTUN DNS &if):

> dig @localhost PXE.EXAMPLE.NET
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4, %1% dnsmasq THHAE:

> journalctl -u dnsmasq | grep "query"

5. /3 dnsmasq UEFMEEE:

> sudo systemctl restart dnsmasq

9.5.3 DNSHXK[a)#
Y0R BB MARSS SRECETRIR, SMER DNS EfAJRERA M.
321232 HHE DNS R &ITH

1. WE EFRMARSSHECE

> cat /etc/resolv.conf

2. ZEEA EEITRS[/LEEN:

> nslookup google.com 8.8.8.8

3. ¥0& dnsmasq A E:

> grep -E "server=|no-resolv" /etc/dnsmasq.d/dns.conf

4. RIEFZANNE L2 RARSS 28

> sudo echo "server=8.8.8.8" >> /etc/dnsmasq.d/dns.conf

5. E/3 dnsmasq RS

> sudo systemctl restart dnsmasq

9.6 RHETE

DNS fRSZECETe /G, PXE BFIRIMTERIf#HTS|S URL MILERPREN S, EETHRAEE
5|F31% DNS Br35288Y DHCP fRSS, BT EFiRicE,
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10 {#H chrony B2& NTP AiR$32s

EENBUEER chrony EEE NTP ARS35, £ SUSE Linux Enterprise Server 16.0
LIRS PXE B R RREEENREIRELS, EETRNENZRIER, EHR
BREZIHEPBIEMAAZBAEIEREXEE,

10.1 &7y

NTP BRSS ol iR 48 B Rt 2R P VBT [E)¥5 /R . 7 PXE 5| SIFER, B BIBTEIF HTTPS
EEAREAERRIE. ERNEEREEURMANRRIREREXER, NERBNBUNEIE
F chrony #{TEZAN NTP RS 28ECE,

10.2 23K
o BR%E chrony 48
> sudo zypper install chrony
o BB MREIET EiE NTP ARSS28

o B&EECE NTP IRSHVEIZGINR

10.3 E2E chrony NTP BRSS

chrony BR55E& NTP IheE, EXsei2Bn5 LRSS SFSLIMMNEIRY, XIRENNEEF ikt
Rz AT El AR S5 RIBE ST

#8233 : i8E chrony NTP IR328

o BREHBE chrony BRSS!

> sudo systemctl enable --now chronyd.service
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10.4 IGIENTPECE
it NTP ARS3THAEE, MRETEIED ER 1%,
318 34 : Wik NTP BRS328ThEE
1. ¥07 chrony RSS!
> systemctl status chronyd.service
2. EELHANEEPRE:
> chronyc tracking
3. JILEEER NTPIR:
> chronyc sources
4. BB NTP IRSHBHIHES!

> chronyc sourcestats

10.5 NTPECETEH

U279 PXE IFRECE chrony NTP ARSSEY T TLAYE] =L,

10.5.1 BRZ5/Enhin)A

chrony BRSS Al RERFIEC & $H IR MLBIEIZ R A M TC & B Bllo
372 35 iR NTP BRSS iR

1. % chrony REREHEE:

> systemctl status chronyd.service

2. EREFARSHE:

> journalctl -u chronyd.service -f
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3. ik chrony B2&
> sudo chronyd -Q

4, RIEFEERRS:

> sudo systemctl restart chronyd.service

10.5.2 HEEEF KK
Bt {E]E)P Bl BE & R4 A B sk AR 55 28 Ao & FR IR T K o
218 36 : iSHFEtiEIRI AR
1. EFLEFIRPRE:
> chronyc tracking
2. EFENTP REEER:
> chronyc sources -v
3. seHIiZBIEL:
> sudo chronyc makestep
4. KERGNESEGNBEST—3

> timedatectl status

5. I9IE5S NTP ARS32RRIM SR ER: |

> chronyc activity

10.5.3 B ASEHIRISE )

Fr SN BT RE=PELE NTP &, SEETEIEY XK.
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FIE 37 | R NTP MISREERE

1. EFAEHI NTP IO S FH:

> firewall-cmd --list-services | grep ntp

2. IRIBFER NTP IRSAMEIBA AIE:

> sudo firewall-cmd --permanent --add-service=ntp

3. BTN AEEE !

> sudo firewall-cmd --reload

4. Fohlihid NTP EiziER .

> ntpdate -q pool.ntp.org
5. 1% chrony ixO{ERER:

> ss -ulnp | grep :123

10.6 BEETE

NTP Hﬁ%ﬁﬂ%nﬁ‘i =, PXElRSZHR5F P N ERARHTERD , XeIHRERTMENE
FIER, BELEEHITIERRIEMRSHRIENIE,

11 ECE IPv6 IREAZIES

RENBINEEE IPv6 FRERES (RA) TheE, LUEN PXE BFiRIR M7 EHIEKH2E
W5, 1E SUSE Linux Enterprise Server 16.0 %5332, IPv6 RA AJSLIR IPv6 BRES
ECEMAIRZ DHCPV6 Hilit BEhERE,
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11.1 &7

IPv6 B8 28BS (RA) =M PXE ZFIRIEMEXBINLEERE S, ©¥E IPv6 BEH DHCPV6
it BB IR E. AERIZETTMK IPv6 BRARNACE - ZRABIAIXTTENRHZE
&, USRI TRIES: —SEESIBMNEH IPve BENMIARE, —S@JdIgE
AdvManagedFlag on, FRABEKZE DHCPv6 itk BchEZEIhEE.

11.2 ZEk

o BZ%E radvd 468
o fR53281EOE TR IPv6 MBEL &

o AREERBFMBESRSNEREINR

11.3 #2E radvd LIZFF IPve S ES
radvd fRS3181E /etc/radvd. conf FEXECEIR{ IPv6 BRESE S IHEE,
137238 : i8E radvd IPV6 IRHERES

1. B2& radvd RS

> sudo cat > /etc/radvd.conf << 'EOF'’
interface enol
{
# radvd options
IgnorelfMissing on; # Do not fail and exit when
interface is missed
AdvSendAdvert on; # Sending RAs on the interface is
not disabled

# Configuration settings

AdvManagedFlag on; # Request IPv6 address and dns
options via DHCPv6
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AdvOtherConfigFlag off; # Request only dns info via DHCPv6,
IP via SLAAC

AdvDefaultLifetime 1800; # Add default route via this router
for 1800sec

prefix 2001:db8:0:1::/64 # Add direct route for this local
network/prefix
{
AdvAutonomous off; # Assign IPv6 address via SLAAC
AdvValidLifetime 7200;
AdvPreferredLifetime 3600;
}i
};
EOF

2. BB radvd RS

> sudo systemctl enable --now radvd

11.4 I9IF IPv6 BRHZES
Mzt IPv6 RA ZHEE, MREEEEHREIZITIES.
iFF2 39 ¢ ik IPV6 ERAERES
1. 8% radvd RENRE:
> systemctl status radvd
2. {£F ravdump EFHILIE IPv6 RA IKE

> radvdump

radvdump SEFBEF 2R IPv6 BRE2ZEER/ 10 AIZR IPV6 RA IGE,
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11.5 HiRH23INEERCE IP ¥ %

YR PXE BRSZ 2B {EREEEZE, WHTSA IP R U EHEESIRAZITIEE,
3240 . EPXERSEBLERAIPEER

1. SIENKEEX !

> sudo cat > /etc/sysctl.d/90-network.conf << 'EOF'
# This machine is a router

Il
=

net.ipv4.conf.all.forwarding

Il
=

net.ipv6.conf.all.forwarding

# Accept host autoconf on router uplink
net.ipv6.conf.uplink.accept ra = 2
EOF

2. AMKECEIRE !

> sudo sysctl -p /etc/sysctl.d/90-network.conf

Q = BEREEITEEN
RINERT, BRABFTIVERTFENBCHECER IPv6 RA. WMIREBERMAS LITEOL
S IPV6 RA, EEIETE accept_ra = 2sysctli8E, AXBHBEENEZEFMAER
(BERAMEEAZRMEMBESR) , 55 (BEBERE) P “WREE” &1,

11.6 IPv6 FREZSES T
LR 2/ PXE IFIEECE IPV6 BRE 28 1@ 5= DAY |a) &,

11.6.1 radvd ARS5iAIR
radvd BRI BER AR E $EIRTUIE D IR £ B 3o
B2 41 : R radvd BRSSiERR

1. E radVd HEQ'{k/u\ﬂ] E o

60 7E SUSE Linux Enterprise Server 16.0 Ei&& PXE 5| SRS 28



> systemctl status radvd

2. EEFARSAEE:

> journalctl -u radvd -f

3. i radvd BeEiIEE:

> sudo radvd -C /etc/radvd.conf

> ip link show enol

5. BEEERERRS:

> sudo systemctl restart radvd

11.6.2 IP¥&ACERIRA
RIEHRW IP B RISESSHIRMBRTETLT A EE TR
12 42 ¢ 2R IP R &R
1. WEHF IP FARS:
> sysctl net.ipv4.conf.all.forwarding
2. & IPv6 BRSS!

> sysctl net.ipv6.conf.all.forwarding

3. I3 sysctl BRE 14

> cat /etc/sysctl.d/90-network.conf

4. IIREFIERH, WNABRE:
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> sudo sysctl -p /etc/sysctl.d/90-network.conf

5. & 17O/ accept_rai8&:

> sysctl net.ipv6.conf.uplink.accept_ra

11.6.3 Rz BESEUW R
&P ATAETE A IE BN SR AL B IPV6 BRERESE S,
32 43 ¢ HE RA EURIER

1. £/ ravdump SiFRAES !

> radvdump -d

2. WEEFIK L IPve EORE:

> ip -6 addr show

3. WIFE P EAY IPv6 BRI
> ip -6 route show

4. MA SRR IPV6 E#:
> ping6 2001:db8:0:1::1

5. KERAAIER ICMPV6 M :

> firewall-cmd --list-protocols | grep ipv6-icmp

11.7 FEPR

|Pv6%$%§iﬁ%@ﬂ§*tbi= PXE & P I{@En] FRENIERERY IPV6 MBECE, X—ACE AYEESSI
DHCPvV6 IhaE, TFEENETFMWEM L EIZM IPv6 EZRES,
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12 f#H dnsmasq Bd & DHCP ARs5238

IEABINARER dnsmasq BLE DHCP BRSS, BURMHZR3E SUSE Linux Enterprise
Server 16.0 BYFrFRRIMLRECE R PXE 51152 dnsmasq DHCP AR5 288 RAET1F
FHECE, A% UEFI A BIOS 5128889 IPv4 F IPv6 PXE & F i,

12.1 &5y

dnsmasq DHCP fRZ 2B I E FInE M R ARLRERE P inXRREE LS SNERER,
7 PXE BEF imie B EMN S I SXHER, EEEXZFX DHCPv4 #1 DHCPV6 £
PXEClient #1 HTTPClient ILECKRN, AITEZIARLEW RS _ESCI UEFI # BIOS 515,

0 EE: dnsmasq # HTTPClient FYER4
dnsmasq 2.90 RERRRASF 3z #FmE DHCPv6 FFimiR([EIFAF HTTPClient B2 ERY 6:16 {4
N ERIET, MRFETEM HTTPClient S23F, BiFEA Kea 3¢ ISC DHCP AR5 25,

12.2 ER

o B%% dnsmasq &

* B /srv/tftpboot TIEWEIE PXE 5|S X%
* B9 DHCP ARSBECE ML HEC

o E&FACE DHCP IRSHEBIERE

12.3 A& dnsmasq DHCP iRSS

dnsmasq DHCP ERE i & P iR R ILES. WLSSEE, UK IPv4 H IPv6 RS R ERSITX
o

i2#2 44 : 3= DNSMASQ DHCP BRs338

1. 79 dnsmasq €llZ DHCP EC& X f4:
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> sudo cat > /etc/dnsmasq.d/dhcp.conf << 'EOF'
# DHCP configuration file for dnsmasq

# Log DHCP processing
log-dhcp

# This is the only DHCP server, don't ignore unknown clients/send NAK

dhcp-authoritative

# Disable re-use of the DHCPv4 servername and filename fields as extra
# option space, which may confuse old or broken clients

dhcp-no-override

# IPv4 PXE/HTTP boot client matches (no enterprise number)
# Match client type in PXEClient:Arch and map to a tag
dhcp-vendorclass=set:tftp bios x86 pc,PXEClient:Arch:00000
dhcp-vendorclass=set:tftp uefi x86 64,PXEClient:Arch:00007
dhcp-vendorclass=set:tftp ieee ppc 64,PXEClient:Arch:0000e
dhcp-vendorclass=set:tftp uefi arm 64,PXEClient:Arch:00011
# Match client type in HTTPClient:Arch and map to a tag
dhcp-vendorclass=set:http uefi x86 64,HTTPClient:Arch:00016
dhcp-vendorclass=set:http uefi arm 64,HTTPClient:Arch:00019

# IPv6 PXE/HTTP boot client matches (enterprise:343 intel)

# Match client type in PXEClient:Arch and map to a tag
dhcp-vendorclass=set:tftp bios x86 pc,enterprise:343,PXEClient:Arch:00000
dhcp-vendorclass=set:tftp uefi x86 64,enterprise:343,PXEClient:Arch:00007
dhcp-vendorclass=set:tftp ieee ppc 64,enterprise:343,PXEClient:Arch:0000e
dhcp-vendorclass=set:tftp uefi arm 64,enterprise:343,PXEClient:Arch:00011
# Match client type in HTTPClient:Arch and map to a tag
dhcp-vendorclass=set:http uefi x86 64,enterprise:343,HTTPClient:Arch:00016
dhcp-vendorclass=set:http uefi arm 64,enterprise:343,HTTPClient:Arch:00019
EOF

2. E2E IPv4 DHCP SEEIFNZEDN :

> sudo cat >> /etc/dnsmasq.d/dhcp.conf << 'EOF'
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# IPv4 range and options
dhcp-range=set:netOv4,192.168.1.100,192.168.1.199,255.255.255.0, 1h
dhcp-option=tag:netOv4,option:domain-search,example.net
dhcp-option=tag:netOv4,option:dns-server,192.168.1.200
dhcp-option=tag:netOv4,option:ntp-server,192.168.1.1
dhcp-option=tag:netOv4,option:router,192.168.1.1

EOF

3. fi2E IPv4 PXE 5| 3%

> sudo cat >> /etc/dnsmasq.d/dhcp.conf << 'EOF'

# IPv4 PXEClient boot
dhcp-boot=tag:netOv4,tag:tftp bios x86 pc,/boot/grub2/i386-pc/
core.0,192.168.1.200
dhcp-boot=tag:netOv4,tag:tftp uefi x86 64,/boot/grub2/x86 64-efi/
bootx64.efi,192.168.1.200
dhcp-boot=tag:netOv4,tag:tftp ieee ppc 64,/boot/grub2/powerpc-ieeel275/
core.elf,192.168.1.200
dhcp-boot=tag:netOv4,tag:tftp uefi arm 64, /boot/grub2/armé4-efi/
bootaab4.efi, 192.168.1.200

# IPv4 HTTPClient boot
dhcp-option-force=tag:netOv4,tag:http uefi x86 64,option:vendor-
class,HTTPClient
dhcp-boot=tag:netOv4,tag:http uefi x86 64,http://192.168.1.200/boot/grub2/
x86 64-efi/bootx64.efi
dhcp-option-force=tag:netOv4,tag:http uefi arm 64,option:vendor-
class,HTTPClient
dhcp-boot=tag:netOv4, tag:http uefi arm 64,http://192.168.1.200/boot/grub2/
arme4-efi/bootaabsd.efi

EOF

4, FCE IPv6 DHCP SEE Ak :

> sudo cat >> /etc/dnsmasq.d/dhcp.conf << 'EOF'

# IPv6 range and options
dhcp-range=set:netOv6,2001:db8:0:1:d::,2001:db8:0:1:d::ffff,64,1h
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dhcp-option=tag:netOv6,option6:domain-search,example.net
dhcp-option=tag:netOv6,option6:dns-server, [2001:db8:0:1::200]
dhcp-option=tag:netOv6,option6:sntp-server, [2001:db8:0:1::1]
EOF

5. BCE IPv6 PXE 5| &I

> sudo cat >> /etc/dnsmasq.d/dhcp.conf << 'EOF'

# IPv6 PXEClient boot
dhcp-option=tag:netOv6,tag:tftp bios x86 pc,option6:bootfile-url,tftp://
[2001:db8:0:1::200]/boot/grub2/i386-pc/core.0
dhcp-option=tag:netOv6,tag:tftp uefi x86 64,option6:bootfile-url,tftp://
[2001:db8:0:1::200]/boot/grub2/x86 64-efi/bootx64.efi
dhcp-option=tag:netOv6,tag:tftp ieee ppc 64,option6:bootfile-url,tftp://
[2001:db8:0:1::200]/boot/grub2/powerpc-ieeel275/core.elf
dhcp-option=tag:netOv6,tag:tftp uefi arm 64,option6:bootfile-url,tftp://
[2001:db8:0:1::200]/boot/grub2/arm64-efi/bootaabd.efi

# IPve HTTPClient boot

# Note: dnsmasq <= 2.90 does not support sending vendor-class option6:16
back to client

EOF

6. ik dnsmasq BLE:

> sudo dnsmasq --test

7. BAHBE5H dnsmasq BRS :

> sudo systemctl enable --now dnsmasq

12.4 ISiE DHCP ECE
M DHCP BRSSERTNAE, WAIRAER PXE BF IHIRMIERMMER BRI S XM,
iI12 45 © ik DNSMASQ DHCP fR5528%

1. % dnsmasq IRSIRE:
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> systemctl status dnsmasq
2. I9F DHCP imO48%E
> ss -ulnp | grep :67

3. 1n#% DHCP #4953 FC:

> journalctl -u dnsmasq -f

4., EEHBRHI DHCP 184!

> cat /var/lib/dhcp/dhcpd.leases

12.5 dnsmasqDHCP EEEEE

LU 27 PXE FIRECE dnsmasq DHCP RS BYAYE I inl @,

12.5.1 BRZEoHFECE AR
dnsmasq AJRESEECE IR S5 EHM DHCP BRS &£ ik OARMIERB B,
1372 46 : fi2)R DNSMASQ DHCP BRS3ia)i#
1. X dnsmasq BCEiE%:
> sudo dnsmasq --test
2. EREBTFE DHCP RO
> ss -ulnp | grep :67
3. {ZLE45eAT DHCP RS :

> sudo systemctl stop dhcpd

4. ERFMARSHS:
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> journalctl -u dnsmasq -f

5. FRHRGERE dnsmasq:

> sudo systemctl restart dnsmasq

12.5.2 DHCP A5 BE R] &
B imA] g = EEE AL E ML EE N M/ AFREX P ik,
332 47 . i2lr DHCP YRR

1. & DHCP SEEACE :

> grep dhcp-range /etc/dnsmasq.d/dhcp.conf

2. J2BYIEHE DHCP K

> journalctl -u dnsmasq -f | grep DHCP

3. BRI

> ip addr show

4. I9IE DHCP IR 2RIKE |

> grep dhcp-authoritative /etc/dnsmasq.d/dhcp.conf

5. #H dhcping it DHCP Mafy; :

> dhcping -s 192.168.1.200

12.5.3 PXE3IRXfH A&
PXE % IHAEIREY IP sttt 1BA5|ISXHEREHIRNE P AR LR AME X3S0
1312 48 | PXE 5| SECEPEEHE

1. EEF RN S5 LEC
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> grep dhcp-vendorclass /etc/dnsmasq.d/dhcp.conf
2. WIES|SXHREE:

> grep dhcp-boot /etc/dnsmasq.d/dhcp.conf
3. MitgEE@id TFTP AR5 | S50

> tftp 192.168.1.200 -c get /boot/grub2/x86_64-efi/bootx64.efi
4. 1155 PXE 8K DHCP HE:

> journalctl -u dnsmasq | grep -E "PXE|HTTP"

5. EEHTHRREDEC:

> journalctl -u dnsmasq | grep "tags:"

12.5.4 |IPv6 DHCP B & |[r]#
IPv6 DHCP BF BB FHNBRAREERE, BHIRESRALES IPv4 FHEL
1372 49 . fi%/R IPV6 DHCP a)##
1. 33 IPv6 DHCP SEEIRCE
> grep "2001:db8" /etc/dnsmasq.d/dhcp.conf
2. 0 IPv6 BRHFBERS:
> systemctl status radvd
3. i5#% DHCPv6 iE3K:
> journalctl -u dnsmasq | grep "DHCPvé6"
4, M IPv6 .

> ping6 2001:db8:0:1::200
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5. 10& IPv6 ETACE :

> grep option6 /etc/dnsmasq.d/dhcp.conf

126 EESE

dnsmasq DHCP BRSBEEETEEE/G, PXE BFIRTE IPv4 1 IPV6 IFR T, EEIRENLSECES]
SXHERE. BEFRENRAARBEEFREREGHMNEISHARER, REDISISXXMH.

13 f£A Kea BC& DHCP k558

RENBIUNFEIFER Kea BCE DHCP ARSS, LUEMH RS SUSE Linux Enterprise Server
16.0 BYFAEHIMLSECER PXE 5| F15 8. Kea @— Ik DHCP ARZ528, 3
IPv4 7 IPv6, HE&EFiHE5ILEIIEE, RIAT PXEH HTTP 51R7=%.

13.1 &7t

Kea ZH ISC FFABYIALI DHCP fRS328, fE/9IARR ISC DHCP ARS3 28RV (EE, ©X DHCPv4
# DHCPv6 IR IIRE X, AEERFP DK, AREZFPRAREHNS|ISHIRHRE
ER5ISX . Kea RAET JSON BIMECEX M, FHNEERIRFIFESHREE, ER
F HTTP 5|§7%.

13.2 EK
* B%%E Kea DHCP 24 8: kea-dhcp4 1 kea-dhcp6
° B7F /srv/tftpboot FIEHEEIE PXE 5| XXH

* B9 DHCP IR ECE ML

o HEFCE DHCP ARSRVEIE AR
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13.3 FdE Kea DHCPV4 RS 28

Kea DHCPv4 ECE A F ins5!5KILEC PXE M HTTP 2R IRRE, HHWFRIAREMIRM
ESHR5|F X

1372 50 : i%E KEA DHCPV4 fR5533

1. A& Kea DHCPV4 IRS328:

> sudo cat > /etc/kea/kea-dhcp4.conf << 'EOF'
{
"Dhcpd": {
"interfaces-config": {
"interfaces": [
“enol"

]

Y,
"control-socket": {
"socket-type": "unix",
"socket-name": "/tmp/kead-ctrl-socket"

}
"lease-database": {
“type": "memfile",
"persist": true,
"name": "/var/lib/kea/dhcp4.leases",
"lLfc-interval": 3600

}

"expired-leases-processing": {
"reclaim-timer-wait-time": 10,
"flush-reclaimed-timer-wait-time": 25,
"hold-reclaimed-time": 3600,
"max-reclaim-leases": 100,
"max-reclaim-time": 250,
"unwarned-reclaim-cycles": 5

},

"renew-timer": 1800,

"rebind-timer": 3150,

"valid-lifetime": 3600,

"option-data": [],
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"client-classes": [

{

"name": "pxeclients#00000",
"test": "substring(option[60].hex,0,20) == 'PXEClient:Arch:00000"'",
"next-server": "192.168.1.200",

"boot-file-name": "/boot/grub2/i386-pc/core.0"

"name": "pxeclients#00007",
"test": "substring(option[60].hex,0,20) == 'PXEClient:Arch:00007"'",
"next-server": "192.168.1.200",

"boot-file-name": "/boot/grub2/x86 64-efi/bootx64.efi"

"name": "pxeclients#0000e",
"test": "substring(option[60].hex,0,20) == 'PXEClient:Arch:0000e"'",
"next-server": "192.168.1.200",

"boot-file-name": "/boot/grub2/powerpc-ieeel275/core.elf"

"name": "pxeclients#00011",
"test": "substring(option[60].hex,0,20) == 'PXEClient:Arch:00011'",
"next-server": "192.168.1.200",

"boot-file-name": "/boot/grub2/armé64-efi/bootaabs.efi"

"name": "httpclients#00016",
"test": "substring(option[60].hex,0,21) ==

"HTTPClient:Arch:00016"'",

"pboot-file-name": "http://192.168.1.200/boot/grub2/x86 64-efi/

bootx64.efi",

b

"option-data": [
{
"name": "vendor-class-identifier",
"data": "HTTPClient"

7E SUSE Linux Enterprise Server 16.0 Ei&& PXE 5| SRS 28



73

"name": "httpclients#00019",

"test": "substring(option[60].hex,0,21) ==
'"HTTPClient:Arch:00019"'",

"boot-file-name": "http://192.168.1.200/boot/grub2/arm64-efi/

bootaab4.efi",

"option-data": [

{

"name" :
"data":

}
1,
"subnet4": [
{
"id": 1,
"subnet":
"pools": [

{

"pool":

}
1,

"vendor-class-identifier",
"HTTPClient"

"192.168.1.0/24",

“192.168.1.100 - 192.168.1.199"

"option-data": [

{

"name" :
"data":

"name" :
"data":

"name" :
"data":

||name|| a

"routers",
"192.168.1.1"

“ntp-servers",
"192.168.1.1"

"domain-name-servers",
"192.168.1.200"

"domain-search",
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"data": "example.net"

}
]I

"reservations": []

}
1,
"loggers": [
{
"name": "kea-dhcp4",
"output-options": [

{
"output": "/var/log/kea/dhcp4.log"

}
s
"severity": "INFO",

"debuglevel”: 0

2. tl#E Kea HEBR:
> sudo mkdir -p /var/log/kea
3. M Kea DHCPv4 BR& :

> sudo kea-dhcp4 -t /etc/kea/kea-dhcp4.conf

4. 2B =50 Kea DHCPVA RS :

> sudo systemctl enable --now kea-dhcp4

13.4 FE2E Kea DHCPv6 RS 28

Kea DHCPv6 BLE @i {1 285! ILECThAE X R E R F iR (A R EER (H IPv6 itk ECHIS 1=
XHER.
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i3#2 51 : 1% E KEA DHCPV6 fR352%

75

1. fic® Kea DHCPV6 IR 28:

> sudo cat > /etc/kea/kea-dhcp6.conf << 'EOF'

{

"Dhcp6": {
"interfaces-config": {
"interfaces": [
"enol"

]

[
"control-socket": {
"socket-type": "unix",
"socket-name": "/tmp/keab-ctrl-socket"

},
"lease-database": {
"type": "memfile",
"persist": true,
"name": "/var/lib/kea/dhcp6.leases",
"Lfc-interval": 3600
I
"expired-leases-processing": {
"reclaim-timer-wait-time": 10,
"flush-reclaimed-timer-wait-time": 25,
"hold-reclaimed-time": 3600,
"max-reclaim-leases": 100,
"max-reclaim-time": 250,
"unwarned-reclaim-cycles": 5
}
"renew-timer": 1800,
"rebind-timer": 2880,
"preferred-lifetime": 3600,
"valid-lifetime": 7200,
"option-data": [1],
"option-def": [],
"client-classes": [
{
"name": "pxeclients#00000",
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bootx64.

"test": "substring(option[16].hex,6,20) == 'PXEClient:Arch:00000'",
"option-data": [
{
"name": "bootfile-url",
"data": "tftp://[2001:db8:0:1::200]/boot/grub2/i386-pc/core.0"

"name": "pxeclients#00007",
"test": "substring(option[16].hex,6,20) == 'PXEClient:Arch:00007"'",
"option-data": [
{
"name": "bootfile-url",
"data": "tftp://[2001:db8:0:1::200]/boot/grub2/x86 64-efi/
efi"

}

"name": "pxeclients#0000e",
"test": "substring(option[16].hex,6,20) == 'PXEClient:Arch:0000e"'",
"option-data": [
{
"name": "bootfile-url",
"data": "tftp://[2001:db8:0:1::200]/boot/grub2/powerpc-

ieeel275/core.elf"

I

}
]

"name": "pxeclients#00011",
"test": "substring(option[16].hex,6,20) == 'PXEClient:Arch:00011"'",
"option-data": [
{
"name": "bootfile-url",
"data": "tftp://[2001:db8:0:1::200]/boot/grub2/arm6e4-efi/

bootaab64.efi"
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}
1,
"subnet6": [
{
"id": 1,
"subnet": "2001:db8:0:1::/64",
"interface": "enol",
"pools": [
{
"pool": "2001:db8:0:1:d::/112"
}
1,
"option-data": [
{
"name": "sntp-servers",
"data": "2001:db8:0:1::1"
}
{
"name": "dns-servers",
"data": "2001:db8:0:1::200"
}
{
"name": "domain-search",
"data": "example.net"
}
1,
"reservations": []
}
1,
"loggers": [
{

"name": "kea-dhcp6",
"output-options": [
{
"output": "/var/log/kea/dhcp6.log"
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1,
"severity": "INFO",
"debuglevel": 0

2. i Kea DHCPV6 ECE :

> sudo kea-dhcp6 -t /etc/kea/kea-dhcp6.conf

3. BB =5 Kea DHCPV6 RS :

> sudo systemctl enable --now kea-dhcp6

13.5 I%3iF Kea DHCP ECE&E
ik Kea DHCP BRSS32THAE, HHIRAER PXE B RN MKR BN SX .
1312 52 ik KEA DHCP fRs528
1. 1% Kea DHCPV4 RSZIRF:
> systemctl status kea-dhcp4
2. % Kea DHCPV6 RSZIRTE::
> systemctl status kea-dhcp6
3. &3 DHCP iwEA48%E :
> ss -ulnp | grep -E ":67]|:547"
4, i5¥% DHCPv4 BHiE:

> tail -f /var/log/kea/dhcp4.log
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5. I5¥F DHCPv6 B&:

> tail -f /var/log/kea/dhcp6.1log

6. EEHHY DHCP HLY:

> cat /var/lib/kea/dhcp4.leases

13.6 Kea DHCP EdE&EE

U279 PXE 5| S3F1RECE Kea DHCP ARS5 2309 & I RY{RI =,

13.6.1 ECEMARSSFIRL
Kea AR5 EIBE= A JSON BCEFRIRIMLZIZ O DM EB 5o
312 53 | R KEA ECE (R
1. i DHCPv4 EEEiEA:
> sudo kea-dhcp4 -t /etc/kea/kea-dhcp4.conf
2. M3t DHCPV6 ECETEE:

> sudo kea-dhcp6 -t /etc/kea/kea-dhcp6.conf

3. WEBREHFE JSON EEHIR:

> python3 -m json.tool /etc/kea/kea-dhcp4.conf

4, IIEMLRIZORE

> ip addr show enol

5. BF Kea IR BE:

> journalctl -u kea-dhcp4 -f
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13.6.2 DHCP A5 ECIRI=A
& P i Al BE= X F W EC B Bt A R R TS A FREX 1P ik,
i3#2 54 127 KEA RLYiR)
1. EFRMIIHECE

> grep -A 10 "subnet4\|pools" /etc/kea/kea-dhcp4.conf
2. SEESERIEFELY B

> tail -f /var/log/kea/dhcp4.log | grep -E "ALLOC|DISCOVER"
3. BEHOBIEEFERSFEHAR!

> cat /var/lib/kea/dhcp4.leases | tail -20
4, IIEEEO48RE

> grep interfaces /etc/kea/kea-dhcp4.conf
5. RIEREBEHENLUERE:

> sudo systemctl stop kea-dhcpd

> sudo mv /var/lib/kea/dhcp4.leases /var/lib/kea/dhcp4.leases.backup

> sudo systemctl start kea-dhcp4

13.6.3 PXE & FimzE5! [LAC A&

PXE 2 FimaEFREX IP #utlk, BEZF imEHIACE M A REUE RIS S0
i3#2 55 | KEA BF iR EEH

1. BERFREFIENX:

> grep -A 5 "client-classes" /etc/kea/kea-dhcp4.conf

2. B AEPREF R3S
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> tail -f /var/log/kea/dhcp4.log | grep -i class

3. FIEHNERFNTIRFTIRTL:

> grep "PXEClient\ |HTTPClient" /etc/kea/kea-dhcp4.conf

4. Wit 5| FXHFRITEE:

> curl -I http://192.168.1.200/boot/grub2/x86_64-efi/bootx64.efi

5. BAFEHEEERURBIFANE P mOHER:

> sudo sed -i 's/"debuglevel": 0/"debuglevel”: 99/' /etc/kea/kea-dhcp4.conf

> sudo systemctl restart kea-dhcp4

13.6.4 DHCPv6 B AR
IPv6 DHCP EFinFEZIEMMVRHIBERE, BEMNEERETIESS IPv4 RE.
i3#2 56 : fi#R KEA DHCPV6 [
1. 2% DHCPv6 FMACE :
> grep -A 10 "subnet6" /etc/kea/kea-dhcp6.conf
2. JOIE IPv6 BRHBE RS
> systemctl status radvd
3. U5¥% DHCPv6 L7 5! ILAg:

> tail -f /var/log/kea/dhcp6.log | grep "option\[16\]"

4, ¥oZ IPv6 bootfile-url 3ETAE T ;

> grep "bootfile-url" /etc/kea/kea-dhcp6.conf

5. MiX55|FARS5280Y IPV6 EHE
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> ping6 2001:db8:0:1::200

13.7 RETER

Kea DHCP IRSBECETEEES, PXE BFIHTE IPv4 1 IPV6 IFE T, HAEFKEN S EMINKZEE S|
SEXHER, BRPHEDERRFAAIREZ P IRAREEHEEDESISXYE, RNZIFES PXE 5|
S HTTP 31S AR,

14 {$£A ISC DHCP BCE DHCP fkR5528

RENBUAECE ISC DHCP ARS523, LURMH%EE SUSE Linux Enterprise Server 15
B Fr ERIMLRECE ] PXE 5|85 8, SUSE Linux Enterprise Server 16.0 AEigf#
ISC dhcp-server B, I1SC DHCP EAEAIFFRILARZIFEE P inAREMH
PXE 5|S#] HTTP 5| &i75.

14.1 &Y

ISC DHCP Zf&4tHY DHCP fRS32%, @I KFMFERAN PXE B IHRHNEBEEFNS| S
HE8. REISCET 2022 FERZMRFZHB LIRSS, BERINEHNERNW ZER, B
REEE N B 3 A IR TRERR E 25 PXE M HTTP 51 ®F%0

© ==: ISCDHCP &R ILRSIRES
ISC BEF 2022 F£E 75 ISC DHCP B&1EARS . MFHEPE, RBiINEKA Kea 3¢ dnsmasqe
AU H AL E N EE A ISC DHCP £&EIFIE,

142 3K

° BR3 ISCDHCP B4 €. dhcp-server

o B1E /srv/tftpboot TIEMEEIE PXE 5|4
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* B9 DHCP BRSZECEMRIE
o B&EFCE DHCP IRSHIEIERNIR

14.3 FCE ISC DHCPVA AR5 28

ISC DHCPv4 ER B EAZERIFFSEEBAKITED PXE 1 HTTP ZF R, HE W ARRIAREN
REE LGS XX,

3F2 57 : i85 ISCDHCPV4 fR38s

1. A& ISC DHCPV4 fRSS528:

sudo cat > /etc/dhcpd.conf << 'EOF'
/etc/dhcpd.conf

Sample configuration file for ISC dhcpd
*** PLEASE CONFIGURE IT FIRST ***

Don't forget to set the DHCPD INTERFACE in the
/etc/sysconfig/dhcpd file.

H O OH OB R OB OB R H OV

# if you want to use dynamical DNS updates, you should first read
# read /usr/share/doc/packages/dhcp-server/DDNS-howto.txt

#

ddns-updates off;

# Use this to enable / disable dynamic dns updates globally.
ddns-update-style none;

# default lease time

default-lease-time 3600;
max-lease-time 7200;
#i#t

## PXE / HTTP boot option declarations
##
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class "pxeclients" {

# PXEClient:Arch:00000:UNDI:002001

match substring (option vendor-class-identifier, 0, 20);

}

class "httpclients" {

# HTTPClient:Arch:00016:UNDI:003001
match substring (option vendor-class-identifier, 0, 21);

##

## PXE / HTTP boot subclass request matches

#it

subclass "pxeclients"
next-server
filename

}

subclass "pxeclients"
next-server
filename

}

subclass "pxeclients"
next-server
filename

}

subclass "pxeclients"
next-server

filename

subclass "httpclients"

"PXEClient:Arch:00000" {
192.168.1.200;
"/boot/grub2/i386-pc/core.0";

"PXEClient:Arch:00007" {
192.168.1.200;
"/boot/grub2/x86 64-efi/bootx64.efi";

"PXEClient:Arch:0000e" {
192.168.1.200;
"/boot/grub2/powerpc-ieeel275/core.elf";

"PXEClient:Arch:00011" {

192.168.1.200;
"/boot/grub2/arm64-efi/bootaabd.efi";

"HTTPClient:Arch:00016" {

option vendor-class-identifier "HTTPClient";

filename
bootx64.efi";
}

subclass "httpclients"

"http://192.168.1.200/boot/grub2/x86_64-efi/

"HTTPClient:Arch:00019" {

option vendor-class-identifier "HTTPClient";

filename
bootaab4.efi";

"http://192.168.1.200/boot/grub2/arme4-efi/
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##

##

range

option

option
option
option
option
option
}
EOF

dynamic-bootp

subnet-mask

routers

ntp-servers
domain-name-servers
domain-name

domain-search

2. 7£ sysconfig FRECE DHCP #0:

3. i DHCPV4 FEE :
> sudo dhcpd -t -cf /etc/dhcpd.conf

4, EAHETHISC DHCPVA RS

> sudo systemctl enable --now dhcpd

14.4 PF2E ISC DHCPV6 AR5 23

ISC DHCPv6 BC& @1 MY 5 28 5/ PLECAN (E #4032 DHCPV6 1T, 121 IPv6 it A5 1§ X

HER.

85

## Subnet declaration for the pxe network

subnet 192.168.1.0 netmask 255.255.255.0 {
authoritative;

192.168.1.160 192.168.1.199;

255.255.255.0;

192.168.1.1;
192.168.1.1;
192.168.1.200;
"example.net";
"example.net";

> sudo echo 'DHCPD_INTERFACE="enol"' > /etc/sysconfig/dhcpd
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i3#258 : = ISC DHCPV6 RS 38
1. Bi2E ISC DHCPv6 fR%% 28!

sudo cat > /etc/dhcpd6.conf << 'EOF'
/etc/dhcpd6.conf

Sample DHCPv6 configuration file for ISC dhcpd

Don't forget to set the DHCPD6 INTERFACE in the

>
#
#
#
#
# *** PLEASE CONFIGURE IT FIRST ***
#
#
# /etc/sysconfig/dhcpd file.

#

# if you want to use dynamical DNS updates, you should first
# read /usr/share/doc/packages/dhcp-server/DDNS-howto.txt
ddns-updates off;

# Use this to enable / disable dynamic dns updates globally.

ddns-update-style none;

# IPv6 address valid lifetime

# (at the end the address is no longer usable by the client)
# (set to 30 days, the usual IPv6 default)
default-lease-time 7200;

# IPv6 address preferred lifetime

# (at the end the address is deprecated, i.e., the client should use
# other addresses for new connections)

# (set to 7 days, the usual IPv6 default)

preferred-lifetime 3600;

##
## PXE / HTTP boot option declarations
##

# The dhcp6 option 16 is in fact an:
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# { uint32 enterprise-number, array of { uintl6 len, string tag} vendor-
class-data }

# this declaration is using the whole option data as string for substring
match:

option dhcp6.vendor-class-as-string code 16 = string;

# this declaration is using the enterprise-number with 1st tag length and
string:

option dhcp6.vendor-class-en-len-tag code 16 = {integer 32, integer 16,
string};

class "pxeclients" {
# PXEClient:Arch:00000:UNDI:002001
# note: +6 to skip the enterprise-number+len until the PXEClient
string
match substring (option dhcp6.vendor-class-as-string, 6, 20);
}
class "httpclients" {
# HTTPClient:Arch:00016:UNDI: 003001
# note: +6 to skip the enterprise-number+len until the HTTPClient
string

match substring (option dhcp6.vendor-class-as-string, 6, 21);

}

##

## PXE / HTTP boot subclass request matches

##

subclass "pxeclients" "PXEClient:Arch:00000" {

option dhcp6.bootfile-url "tftp://[2001:db8:0:1::200]/boot/grub2/
i386-pc/core.0";
}
subclass "pxeclients" "PXEClient:Arch:00007" {

option dhcp6.bootfile-url "tftp://[2001:db8:0:1::200]/boot/grub2/
x86 64-efi/bootx64.efi";
}
subclass "pxeclients" "PXEClient:Arch:0000e" {

option dhcp6.bootfile-url "tftp://[2001:db8:0:1::200]/boot/grub2/
powerpc-ieeel275/core.elf";

7E SUSE Linux Enterprise Server 16.0 Ei&& PXE 5| SRS 28



¥
subclass "pxeclients" "PXEClient:Arch:00011" {

option dhcp6.bootfile-url "tftp://[2001:db8:0:1::200]/boot/grub2/
arme4-efi/bootaabd.efi";
}

subclass "httpclients" "HTTPClient:Arch:00016" {

option dhcp6.vendor-class-en-len-tag 343 10 "HTTPClient";

option dhcp6.bootfile-url "http://[2001:db8:0:1::200]/boot/grub2/
x86 64-efi/bootx64.efi";
}
subclass "httpclients" "HTTPClient:Arch:00019" {

option dhcp6.vendor-class-en-len-tag 343 10 "HTTPClient";

option dhcp6.bootfile-url "http://[2001:db8:0:1::200]/boot/grub2/
arme4-efi/bootaabsd.efi";

}

#t

## Subnet declaration for the pxe network

##t

subnet6 2001:db8:0:1::/64 {
authoritative;
range6 2001:db8:0:1:d:: 2001:db8:0:1:d::ffff;
option dhcp6.sntp-servers 2001:db8:0:1::1;
option dhcp6.name-servers 2001:db8:0:1::200;
option dhcp6.domain-search "example.net";

}

EOF

2. 7£ sysconfig FAECE DHCPV6 %

> sudo echo 'DHCPD6_INTERFACE="enol"' >> /etc/sysconfig/dhcpd

3. X DHCPv6 ALE

> sudo dhcpd -6 -t -cf /etc/dhcpd6.conf
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4. ESRAFHB5HISC DHCPV6 ARSS:

> sudo systemctl enable --now dhcpd6

14.5 EI&3FISC DHCP &
iz 1ISC DHCP ARS328THAE, FA{RAEMA PXE B iR IEHMAIMKREL B S| S 321,
272 59 : Mk ISC DHCP fRs338

> systemctl status dhcpd

2. ¥ ISC DHCPV6 IREZERE:

> systemctl status dhcpd6
3. I8 DHCP i%O487%E :

> ss -ulnp | grep -E ":67]|:547"
4. 537 DHCP HE:

> journalctl -u dhcpd -f
5. EEB A DHCP FH4Y:

> cat /var/lib/dhcp/dhcpd.leases

6. 451= DHCPV6 JELN:

> journalctl -u dhcpd6 -f

14.6 ISCDHCPECEEIE

LU 279 PXE 5| FF1RACE I1SC DHCP ARS3 2309 E ILAYIRlEH,
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14.6.1 ECEMARSS AR
ISC DHCP fRSZ3 = FIsERIECE E AR iR B Q4R E R M T A B To
i3%2 60 . fiZ)R ISC DHCP ECEn)&
1. X DHCPv4 BCEEA:
> sudo dhcpd -t -cf /etc/dhcpd.conf
2. X DHCPv6 EEE B!
> sudo dhcpd -6 -t -cf /etc/dhcpd6.conf
3. BEROEE:

> cat /etc/sysconfig/dhcpd

4. ngIEl__légED'lklp\

> ip addr show enol

5. MERBHFEROMPR:

> ss -ulnp | grep :67

6. ER MRS HE:

> journalctl -u dhcpd -xe

14.6.2 DHCP #H£9 57 BCinl&t
& P i ] sE = A F M EC B BUIRANR) M AT AR EX (P tthdit,
5312 61 © 547 1SC DHCP FAL A

1. EFRMIEEEE

> grep -A 10 "subnet\|range" /etc/dhcpd.conf

2. W EARSS SRR E
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> grep authoritative /etc/dhcpd.conf

3. SERYRIE LD EC

> tail -f /var/log/messages | grep dhcpd

4. WERLOHIEERSFERIR:

> tail -20 /var/lib/dhcp/dhcpd.leases

5. Fohlix DHCP AERy :

> dhcping -s 192.168.1.200 -h aa:bb:cc:dd:ee:ff

14.6.3 ZHAFEILED PR
PXE &P inAEFREX IP sk, BRSS! ILECEC & M A A RENERRYS | S o
i3#2 62 : ISC DHCP ZFILHiES
1. BEEFENX:

> grep -A 3 "class.*clients" /etc/dhcpd.conf
2. WIEFAFE:

> grep -A 5 "subclass" /etc/dhcpd.conf
3. WIEHNEERR:

> tail -f /var/log/messages | grep -E "PXEClient|HTTPClient"
4. WA5FXAAIIR)E:

> tftp 192.168.1.200 -c get /boot/grub2/x86_64-efi/bootx64.efi
5. BRFAEERER:

> sudo sed -i 'li\log-facility local7;' /etc/dhcpd.conf
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> sudo systemctl restart dhcpd

14.6.4 DHCPv6 {35135k a) @
IPv6 DHCP B P W B LR ETAME 2 hE 2, BB TREA LSS PXESIS,
312 63 . fiR)R ISC DHCPV6 [alfk

1. #2% DHCPV6 EIE N :

> grep -A 3 "option dhcp6" /etc/dhcpd6.conf
2. UONEMENY SRR 1T SR AT -

> grep "substring.*6.*20\|21" /etc/dhcpd6.conf
3. 1#% DHCPv6 i Al ILEC:

> journalctl -u dhcpd6 | grep -i vendor
4, 19 IPv6 bootfile-url #&=X:

> grep "bootfile-url" /etc/dhcpd6.conf
5. BOIFE% 2% AV IRRIARSS |

> systemctl status radvd
6. Mk IPv6 1E#E:

> ping6 2001:db8:0:1::200

147 EETR

ISC DHCP RRSSECEEEEfS, PXE B P in{E Al @I X SRR H M FEAGRMMLZEENSITSX
58, RE ISCDHCP B&LLARSS, BIEEMEENTFE PXEF HTTP 3|1SRENIAEZE
Finis REMERBRMFR AT T,
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15 I&3F PXE PREZ2518E

RENBIMAIIEFNIATEEHN PXE RSZ2]EE, WRFIBAMFIIEERIIE, UxX
# SUSE Linux Enterprise Server 16.0 IME R, AR RZARSZIIIE. ML EEN
R iR PXE 5| S80I,

15.1 &7t

HE¥ETFTP. HTTP. DNS. DHCP #1 GRUB 2 5| SINEHIEF RS ERNMFIE PXE BRSS28A 4
BHRETER, “ARIEENRARTRERIET. WIRIESETHIR PXE B IHEERIIG S
E Agama RERERF, HuL@EEMLEMIT SUSE Linux Enterprise Server 16.0 &%,

15.2 EK
* FiE PXE BRSZ[BAMIEREBLFIEITRE
o B PXE 5|RBENNNIKE IR RS
° PXE RS 23 5% Fim 2 BRI L8158
o HFLEITIRSZS[IRSNVEIEGZNIRE

15.3 I@3E PXE fR5528AR 53

TEfER PXE B imMiRET, STRIEPFREHERN PXE RSB ERBES ERETERE ER,
372 64 : 18% PXE [RSBBIRSIKS

1. JE TFTP IRSIRTS::

> systemctl status tftp.socket

FHERSER . IRSATIEECRTS, B7E 69 ix A if.

2. ¥& nginx HTTP ARSS:
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> systemctl status nginx

FHAZER . IRSAFERRS, BTz 80 w1,
3. I8IE DNS BRSS (W05R{EF dnsmasq) -

> systemctl status dnsmasq

FRHERLER . RS FEERZ, B7E 53 IO,

4. & DHCP BRSZIRE (EFHENAIARSS)

> systemctl status dhcpd

NEREA dnsmasq DHCP:

> systemctl status dnsmasq

YNSR1E A Kea DHCP:

> systemctl status kea-dhcp4 kea-dhcpé

FAHALER . DHCP RS TR, BEEHMmOMIA,
5. B IPv6 BREHSRAE (MREEE) -

> systemctl status radvd

FEALER . IRSATERRES (EATF IPV6IFIR)
6. ¥0& NTP fRSS:

> systemctl status chronyd

FHERER . IRSATERRSEHESTRRERY

15.4 LR EZEFSCE AR
IOIE PXE B ImAER BT TFTP A0 HTTP M ihiah RN 5 | S X HNZRER B,
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1312 65 | XML Finia
1. MiREETES TFTP 15183 SINEAR

> tftp localhost -c get /boot/grub2/x86_64-efi/bootx64.efi /tmp/test-
bootx64.efi

FIERERINOER T X!

> file /tmp/test-bootx64.efi

AR S 1

> rm /tmp/test-bootx64.efi

2. MiXgeF @ HTTP 3518 GRUB 2 FRE :

> curl -I http://localhost/boot/grub2/grub.cfg

FRERZE R R[] HTTP 200 OK Mz,

3. WFRER @ HTTP )2 E

> curl -I http://localhost/boot/images/SLES-16.0/x86_64/liveiso/Live0S/
squashfs.img

FRHAZEER . IR[E HTTP 200 OK MRz, HEISIERHNABEKE.,

4. i DNS f##fr (WNSRECE 7 43 DNS)

> nslookup pxe.example.net localhost

FRHEAZESR . BEIERARRATLH A IR AAAA I2R,

5. IEBERERSI B RBVRSIIORE:

> curl http://localhost/boot/

TSR ERERYIR, BE8518XM
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15.5 I%jF DHCP IfhgE
ik DHCP ARS323AIMMAZ, HRIAEBENAREIRENZE P inRMERNGITERS.
i3%2 66 : ik DHCP BRS528MARL
1. 2% DHCP Iz A4
> ss -ulnp | grep -E ":67]:547"
FRHAZER . DHCP ARSS7E 67 tn (IPv4) F 547 im0 (1Pv6) fibfro
2. SCEYHSIE DHCP Bk
> journalctl -u dhcpd -f
YNREA dnsmasq:
> journalctl -u dnsmasq -f
L SRIFIEITIRS, LUEENRHRAIEINIER DHCP &5,
3. &M dhcping (WNRATA) Mt DHCP Maky:
> dhcping -s 192.168.1.200
TRHAZER . MBRSS23UXEIRLTHRY DHCP MRk,
4. BEFHBHI DHCP #49:
> cat /var/lib/dhcp/dhcpd.leases
INRAEA Kea:

> cat /var/lib/kea/dhcp4.leases

FERLER . Mt E P imENR BF .
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15.6 I ZElEm PXE 51 M

ERKIRE IR ARFNITTREN PXE 5|FMiA, JUIEM DHCP #iHIREXE Agama RERF
VAR,

212 67 : MiX5EERY PXE 5| SR

97

EEREPIRARS:

» FCE BIOS/UEFI AR5 S IhEE
° BMES|IFIRENE—3IFMER

o BEF iniEiEE| PXE BRSS2FATERIE—PNLS

. EEFiIR5 | S8R %F PXE fRS325RE:

> journalctl -f | grep -E "dhcp|tftp|nginx"

. SIS EFim, AMRUTHERRER:

1. ZFimiEid DHCP $REY IP #hht

Fim@Ed TFTP T#H 5| SmMEEF

N
o

0

3. ERBEEREET GRUB2 KE

<
-

4, & HTTP m#EAZA initrd

5. Agama RERZFRINER

o 245 BIOS x86_64 %% (RFKEX core.0)
* UEFIx86_64 &%t (MFKEX bootx64.efi)

e UEFl aarch64 &%t (RZFKBY bootaa64.efi)

5. M3k IPv6 PXE 1S (AR EBE IPv6)
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o FEMIREFin LB AR IPve FIMSRECE
* I83E DHCPV6 Hilik 53 FE

e Wik IPv6 bootfile-url BIEHaD %

15.7 I8 Agama REEFINEE

IS Agama REREFERIERE B, HeEBRIREIRUSER SUSE Linux Enterprise Server
16.0 ©3,

212 68 : Mlix AGAMA REFZFHIBEN

98

1. I8iF Agama Web REBIRI AR

TEEFIRS|ISEES, BRIEEIR IP i, BILLT AR

http://CLIENT IP ADDRESS

FRHALE R . Agama Web FREBERIIINE.

. EFPIE LT Agama REREFAE:

PHREIEHIS (R A+F2) , BITUAT&HL:

# journalctl -u agama-web-server -f

FHAZE SR . Agama BohdiEP L EEIR.

. WIEREIRBRT G

WNTFTEISO &, WEMEEFEENIARIER:

# curl -I http://192.168.1.200/install/SLES-16.0/x86_64/

FRHALE R . IR[E HTTP 200 OK MRz, HERBERYIR,

. MR LR REE

£ Agama RE, FIELLTIhEE
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o RGTREINEI A AR
° MAREERFFES
o R BEEFRER I

15.8 HERUEXK A
TR PXE BRSS8IIET 1T MA AR R 2R RS B,

15.8.1 DHCP Z3E2kM
F IR PXE 5| SE2HTEIRER P ik,
i3%2 69 . fi#)R DHCP I&iEin)dR
1. 1% DHCP RS HZR:
> ss -ulnp | grep :67
2. WIEMEEORSEERM:
> ip addr show enol
3. 1% DHCP i SEERT A% :
> nmap -sh 192.168.1.100-199
4. I5¥% DHCP HEHRVEEIR

> journalctl -u dhcpd | tail -50

1582 SI¥XMFRRKE
BFIHRAEREN P il BFETHIISX M.
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BIZ 70 : RIRSIS i)
1. 03E TFTP BRSSRITAIR)IE
> tftp 192.168.1.200 -c get /boot/grub2/x86 64-efi/bootx64.efi
2. EHIR:
> 1s -la /srv/tftpboot/boot/grub2/x86_64-efi/
3. BETFTPiFREE:
> journalctl -u tftp.socket -f
4. IIEE F iR(A RGN

> grep -E "PXEClient|HTTPClient" /var/log/messages

15.8.3 Agama ZEEFBEIEK
5ISXHERINNE, B Agama RERERTEBR.
1271 i8R AGAMA FEEhia

1. WERETET HTTP iFinRERF XY :

> curl -I http://192.168.1.200/boot/images/SLES-16.0/x86_64/liveiso/Live0S/

squashfs.img

2. I9IF GRUB 2 FeEF AR SEIEL:

> grep "root=live:" /srv/tftpboot/boot/grub2/menu.cfg
3. BEEPIR5ISIIE:

> journalctl -f | grep -E "kernel|initrd|agama"

4, WEMBECERALE:

# ip addr show
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15.9 PXE Ar558550iE/5 5

ERAUTERASMEMIGIE PXE ARSSRECERIFAIB S Ho

22 . PXE IRSZE3IGIEBE

A KOS R K&
TFTP BRSS RS TFERRIRS. 69 WOMIR. X O
iR
HTTP fRSS nginx A FFZERIRES. E 80 ImOMmf, €& O
TEFE X RIIAIR]
DNS RS ENBMTEER. 7E 53 WmAMT O
DHCP ARSS IP DECIER. 3|SETMBELE O
GRUB2 & KEMHIER. KRREWENIES O
IPV6 ¥ RSB S TR, DHCPV6 ThEEIEE [
PXE 3| & EFIERINGIS. RET EMRNGISMERERF O
Agama LR ZHEIEFBD). Web REAIAR O
LR fEfEEERIIAR. GBI R O
RIS A RENEPRMERRBERIFESR O

1510 IUERES

£33 IEFRIOIERY PXE ARSS 23N AE B I ST RV IR EIImThAE - MB P ImMLE5| S5 Agama REFE
RN R R INSE K. FTEIRS EEEIRET, BERFIHN BT WE5ER SUSE
Linux Enterprise Server 16.0 %%, EHAHRITIRIENIA AR PXE ERZR7E Boht B =
FRRFER R SR T To
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~ V4 -4
16 ;%1E=EA
KRANERE© 2006-2025 SUSE LLC FliEfE A, 1FZEERERNF,

IRIE GNU B B4 IFA]IE (GNU Free Documentation License) higZs 1.2 5% (IRIEIRAYERR)
s 1.3 REFERR, FEURTFEES. 9 &M/SUECASHERINIR ; AShiRi A BRI Al e
ROl L&, WFEIhRZS 1.2 BIEIABEETE “GNU Free Documentation License” #B43

B% SUSE &t5, B85 https://www.suse.com/company/legal/ 7, FAEEME=AEIRD
AAMEMFIBEENM™, BRGSO ™%F) KR SUSE REXEKATNER. B3 (*) KRE
=F TR

IR AKAEBFABEAT, EXTERFRTIERERTIR, SUSE LLC REXBXAF. fFEMIF
EXF AR MAEEIRH A LGSR N EREREIERET,

A GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor,
Boston, MA 02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies

of this license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful
document "free" in the sense of freedom: to assure everyone the effective freedom to copy
and redistribute it, with or without modifying it, either commercially or non-commercially.
Secondarily, this License preserves for the author and publisher a way to get credit for

their work, while not being considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document
must themselves be free in the same sense. It complements the GNU General Public

License, which is a copyleft license designed for free software.

We have designed this License to use it for manuals for free software, because free
software needs free documentation: a free program should come with manuals providing

the same freedoms that the software does. But this License is not limited to software

102 £ SUSE Linux Enterprise Server 16.0 _£i& & PXE 5| SRS 23


https://www.suse.com/company/legal/

manuals; it can be used for any textual work, regardless of subject matter or whether it
is published as a printed book. We recommend this License principally for works whose

purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice
placed by the copyright holder saying it can be distributed under the terms of this License.
Such a notice grants a world-wide, royalty-free license, unlimited in duration, to use that
work under the conditions stated herein. The "Document", below, refers to any such
manual or work. Any member of the public is a licensee, and is addressed as "you". You
accept the license if you copy, modify or distribute the work in a way requiring permission

under copyright law.

A "Modified Version" of the Document means any work containing the Document or a
portion of it, either copied verbatim, or with modifications and/or translated into another

language.

A "Secondary Section" is a named appendix or a front-matter section of the Document
that deals exclusively with the relationship of the publishers or authors of the Document
to the Document's overall subject (or to related matters) and contains nothing that could
fall directly within that overall subject. (Thus, if the Document is in part a textbook of
mathematics, a Secondary Section may not explain any mathematics.) The relationship
could be a matter of historical connection with the subject or with related matters, or of

legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as
being those of Invariant Sections, in the notice that says that the Document is released
under this License. If a section does not fit the above definition of Secondary then it is not
allowed to be designated as Invariant. The Document may contain zero Invariant Sections.
If the Document does not identify any Invariant Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or
Back-Cover Texts, in the notice that says that the Document is released under this License.
A Front-Cover Text may be at most 5 words, and a Back-Cover Text may be at most 25

words.
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A "Transparent" copy of the Document means a machine-readable copy, represented in a
format whose specification is available to the general public, that is suitable for revising
the document straightforwardly with generic text editors or (for images composed of
pixels) generic paint programs or (for drawings) some widely available drawing editor,
and that is suitable for input to text formatters or for automatic translation to a variety

of formats suitable for input to text formatters. A copy made in an otherwise Transparent
file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not
Transparent if used for any substantial amount of text. A copy that is not "Transparent" is
called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup,
Texinfo input format, LaTeX input format, SGML or XML using a publicly available DTD, and
standard-conforming simple HTML, PostScript or PDF designed for human modification.
Examples of transparent image formats include PNG, XCF and JPG. Opaque formats
include proprietary formats that can be read and edited only by proprietary word
processors, SGML or XML for which the DTD and/or processing tools are not generally
available, and the machine-generated HTML, PostScript or PDF produced by some word

processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages
as are needed to hold, legibly, the material this License requires to appear in the title page.
For works in formats which do not have any title page as such, "Title Page" means the text
near the most prominent appearance of the work's title, preceding the beginning of the
body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either

is precisely XYZ or contains XYZ in parentheses following text that translates XYZ in
another language. (Here XYZ stands for a specific section name mentioned below, such
as "Acknowledgements", "Dedications", "Endorsements", or "History".) To "Preserve the
Title" of such a section when you modify the Document means that it remains a section
"Entitled XYZ" according to this definition.
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The Document may include Warranty Disclaimers next to the notice which states that

this License applies to the Document. These Warranty Disclaimers are considered to be
included by reference in this License, but only as regards disclaiming warranties: any other
implication that these Warranty Disclaimers may have is void and has no effect on the

meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or non-
commercially, provided that this License, the copyright notices, and the license notice
saying this License applies to the Document are reproduced in all copies, and that you
add no other conditions whatsoever to those of this License. You may not use technical
measures to obstruct or control the reading or further copying of the copies you make

or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section
3.

You may also lend copies, under the same conditions stated above, and you may publicly
display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of
the Document, numbering more than 100, and the Document's license notice requires
Cover Texts, you must enclose the copies in covers that carry, clearly and legibly, all these
Cover Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on the back cover.
Both covers must also clearly and legibly identify you as the publisher of these copies.
The front cover must present the full title with all words of the title equally prominent
and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these

conditions, can be treated as verbatim copying in other respects.
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If the required texts for either cover are too voluminous to fit legibly, you should put the
first ones listed (as many as fit reasonably) on the actual cover, and continue the rest onto
adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100,
you must either include a machine-readable Transparent copy along with each Opaque
copy, or state in or with each Opaque copy a computer-network location from which the
general network-using public has access to download using public-standard network
protocols a complete Transparent copy of the Document, free of added material. If you use
the latter option, you must take reasonably prudent steps, when you begin distribution

of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an

Opaque copy (directly or through your agents or retailers) of that edition to the public.

Itis requested, but not required, that you contact the authors of the Document well before
redistributing any large number of copies, to give them a chance to provide you with an

updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of
sections 2 and 3 above, provided that you release the Modified Version under precisely
this License, with the Modified Version filling the role of the Document, thus licensing
distribution and modification of the Modified Version to whoever possesses a copy of it. In

addition, you must do these things in the Modified Version:

A. Useinthe Title Page (and on the covers, if any) a title distinct from that of the
Document, and from those of previous versions (which should, if there were any,
be listed in the History section of the Document). You may use the same title as a

previous version if the original publisher of that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for
authorship of the modifications in the Modified Version, together with at least five of
the principal authors of the Document (all of its principal authors, if it has fewer than

five), unless they release you from this requirement.
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. State on the Title page the name of the publisher of the Modified Version, as the

publisher.

. Preserve all the copyright notices of the Document.

. Add an appropriate copyright notice for your modifications adjacent to the other

copyright notices.

Include, immediately after the copyright notices, a license notice giving the public
permission to use the Modified Version under the terms of this License, in the form
shown in the Addendum below.

. Preserve in that license notice the full lists of Invariant Sections and required Cover

Texts given in the Document's license notice.

. Include an unaltered copy of this License.

. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating

at least the title, year, new authors, and publisher of the Modified Version as given

on the Title Page. If there is no section Entitled "History" in the Document, create
one stating the title, year, authors, and publisher of the Document as given on its
Title Page, then add an item describing the Modified Version as stated in the previous

sentence.

. Preserve the network location, if any, given in the Document for public access to

a Transparent copy of the Document, and likewise the network locations given in
the Document for previous versions it was based on. These may be placed in the
"History" section. You may omit a network location for a work that was published at
least four years before the Document itself, or if the original publisher of the version

it refers to gives permission.

For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title
of the section, and preserve in the section all the substance and tone of each of the

contributor acknowledgements and/or dedications given therein.

. Preserve all the Invariant Sections of the Document, unaltered in their text and in

their titles. Section numbers or the equivalent are not considered part of the section
titles.
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M. Delete any section Entitled "Endorsements". Such a section may not be included in
the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title

with any Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as
Secondary Sections and contain no material copied from the Document, you may at your
option designate some or all of these sections as invariant. To do this, add their titles to
the list of Invariant Sections in the Modified Version's license notice. These titles must be

distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but
endorsements of your Modified Version by various parties--for example, statements of
peer review or that the text has been approved by an organization as the authoritative
definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to
25 words as a Back-Cover Text, to the end of the list of Cover Texts in the Modified Version.
Only one passage of Front-Cover Text and one of Back-Cover Text may be added by (or
through arrangements made by) any one entity. If the Document already includes a cover
text for the same cover, previously added by you or by arrangement made by the same
entity you are acting on behalf of, you may not add another; but you may replace the old
one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission
to use their names for publicity for or to assert or imply endorsement of any Modified

Version.
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5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under
the terms defined in section 4 above for modified versions, provided that you include in

the combination all of the Invariant Sections of all of the original documents, unmodified,
and list them all as Invariant Sections of your combined work in its license notice, and that

you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical
Invariant Sections may be replaced with a single copy. If there are multiple Invariant
Sections with the same name but different contents, make the title of each such section
unique by adding at the end of it, in parentheses, the name of the original author or
publisher of that section if known, or else a unique number. Make the same adjustment
to the section titles in the list of Invariant Sections in the license notice of the combined

work.

In the combination, you must combine any sections Entitled "History" in the various
original documents, forming one section Entitled "History"; likewise combine any sections
Entitled "Acknowledgements", and any sections Entitled "Dedications". You must delete all
sections Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released
under this License, and replace the individual copies of this License in the various
documents with a single copy that is included in the collection, provided that you follow
the rules of this License for verbatim copying of each of the documents in all other
respects.

You may extract a single document from such a collection, and distribute it individually
under this License, provided you insert a copy of this License into the extracted document,

and follow this License in all other respects regarding verbatim copying of that document.
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7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent
documents or works, in or on a volume of a storage or distribution medium, is called an
"aggregate" if the copyright resulting from the compilation is not used to limit the legal
rights of the compilation's users beyond what the individual works permit. When the
Documentisincluded in an aggregate, this License does not apply to the other works in

the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document,
then if the Document is less than one half of the entire aggregate, the Document's Cover
Texts may be placed on covers that bracket the Document within the aggregate, or the
electronic equivalent of covers if the Document is in electronic form. Otherwise they must

appear on printed covers that bracket the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the
Document under the terms of section 4. Replacing Invariant Sections with translations
requires special permission from their copyright holders, but you may include translations
of some or all Invariant Sections in addition to the original versions of these Invariant
Sections. You may include a translation of this License, and all the license notices in the
Document, and any Warranty Disclaimers, provided that you also include the original
English version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this License

or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History",
the requirement (section 4) to Preserve its Title (section 1) will typically require changing

the actual title.
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9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly
provided for under this License. Any other attempt to copy, modify, sublicense or
distribute the Document is void, and will automatically terminate your rights under this
License. However, parties who have received copies, or rights, from you under this License

will not have their licenses terminated so long as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free
Documentation License from time to time. Such new versions will be similar in spirit to the
present version, but may differ in detail to address new problems or concerns. See https://

www.gnu.org/copyleft/ a.

Each version of the License is given a distinguishing version number. If the Document
specifies that a particular numbered version of this License "or any later version" applies
to it, you have the option of following the terms and conditions either of that specified
version or of any later version that has been published (not as a draft) by the Free Software
Foundation. If the Document does not specify a version number of this License, you may

choose any version ever published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the
“with...Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
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Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the

three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing
these examples in parallel under your choice of free software license, such as the GNU

General Public License, to permit their use in free software.
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