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1 X7 Cockpit

Cockpit @ —METF Web WEIF.ARE, IiLEM—NMIBEEABLERES. EFRFERN
Cockpit BIBHEIE, RABRIAMERT, Cockpit FREEREIRSRNFIBNERENE
iE. Cockpit FRARLK LEHFEEM API, MEZRRARLKRNZ.

Cockpit BIIHIEHITUUATES:
o THABMMEMNIZITE R
o BIRARSRFHETIE
o MEMEHMEILE
o EIEAPIKF
s BHEZLKAE
° & systemd REHSZRE
o tJ#t SELinux 1Rz

* £ Web J 23R ERITZARSS 28 LK iR

2 Cockpit 3

"TEJLH‘%%?‘E* HAlEME A Agama R4 Cockpit, tHAILIFHEMIEITHRARRE, BERIER
F FRERET Cockpit, 1BIBIT:

> zypper se -i cockpit

WMERKZEE Cockpit, BIRIBE 2.1 “L% Cockpit” HFHRIRME,

2.1 %3 Cockpit
MRAL L&E Cockpit, AILUFRUTIETULE

1. IZTLAT a9 RE Cockpit 2R
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> sudo zypper in -t pattern cockpit

2. 9NR Cockpit KHIETERAEEELG, NEFEEITUTHE systemd F/EA
Cockpit E#ZF:

> sudo systemctl enable --now cockpit.socket

BT LE, RS|FAFFEIAN 9090 ixM, systemd FFEENEIIT 9090 in LAY

cockpit-ws ARSS.
3. MREEBAAE, BHRITUTIR:
a. ¥TFF Cockpit BIRH A 1%
> sudo firewall-cmd --permanent --zone=public --add-service=cockpit
b. IBETU TS EMNME L AEECE
> sudo firewall-cmd --reload
4, T, EAILLBZTE Web H 55285 -RFTH LA T HnEKI/18] Cockpit Web SR E:

https://IP_ADDRESS OF MACHINE:9090

2.1.1 Cockpit

Cockpit R HREERY, BHESERERMGER, A, EARTEEIREENH, A
FEURTFEAR LRI, HIg0, MRAFKLFFENFS, WAERA NFS EHREARR 0o

3 1A1A] Cockpit

Cockpit AVFEEEEREIAI R 9090 isONEAITTEN. HENERTANERSE. €
EI&1T cockpit-ws (BTFSHMARSSFEITIER) KIEMRSSEE. Cockpit AR FERI T
HTTP #1 HTTPS &, A, FRT AENIARIFFIMERIN, RSERHTTP EEEIEEH
EIHTTPS,
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MBIERARSSSRENA]. BXRBIRSSFAMMARARSS2FEVIRR, 1BSHTIE 2 “RHARSS IR0
RiRSSEE" o

Q iFE: RRSHRIBEZ IR
AILM—B EARS B EERIRARS SFEERTIA 20 1 MIRFEEEEZRSEE, BH
MEMERS RN EAEMTA#ITEEEE,

3.1 TLSIEH

Cockpit RIAEMBF /etc/cockpit/ws-certs.d F/N& .cert 5% . crt iE+H, FMAYFL
BAZEMRE— IR ERETE . key ERNBEMX M, BHREZTHRME,
MREZERPIRAZNES, A Cockpit 2EB—TBEZRIUED (0-self-signed.cert)
REIURLIERE,

ETHE Cockpit EFRNEW ML, BEITUTHL:

> sudo /usr/libexec/cockpit-certificate-ensure --check

3.2 Bpiaik

BAZERIMBBHEIERER Cockpite AT ER SUSE Linux Enterprise Server W&

EIERNR], i, MRBMLRERS, BRINFARTFER root R, BREE 32270 ‘7

Froot FHOCER" RMRAFFERAOSHT root R, HECIE— N IESNAFXKIAR

Cockpite TEMIBRRFHRAISERI L, MR root BR. EFAEERT, #ENREE 3211
‘S 2FA TR HRERIRTRIN 2FA RIGE R 21,

IR P AR IRIFIEMNPRE R Cockpite BHITEIEMES, BEREH LAFEFBIEIRSIHIA

a], SAEHA root OSEBIEERER.
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3.2.1 B 2FA N

ZE7E SUSE Linux Enterprise Server £i&& 2FA, BEEZEE— 18] TOTP A
EF (AfB%E) . ARBTHTREERN. TEH/LHIFEANB T NASEEE
2FA, TR T 2FA KBS BRI X157 BE,

3.2.1.1 12 TOTP 2FA I RTERF
SUSE Linux Enterprise Server S2#F T 5 ftt 2FA B9 FBFEFo

S CEFENM ARERF

® PSONO (https://psono.com/) # - i&FBTF Firefox X528, Chrome X
#8. Docker. i0S #%. Android &4%;

* Google Authenticator - & F Android &4, i0S &%tk Wear OS

e Okta Verify (https://help.okta.com/en-us/content/topics/mobile/okta-verify-

overview.htm) 2 - ZBTF Android R4, i0S &%, macOS &% Windows &4

Rz Hsas st F RN T2 R

e Yubico Authenticator (https://www.yubico.com/products/yubico-
authenticator/) 7 - BECSEHZIAER

o KeePassXC (https://keepassxc.org/) 2 - EFF Linux KE A% Windows RFM
macOS &4

e KeePassDX (https://www.keepassdx.com/) # - &R TF Android &4;

e FreeOTP Plus (https://github.com/helloworld1/FreeOTPPlus) @ - i&FAF Android

E50

* FreeOTP (https://github.com/freeotp/freeotp-ios) # - BT i0S &%

3.2.1.2 igE 2FA

S APEAIURERCH 2FA, WAILIH root ARFGFRNEMAEBRAFERE 2FA. ZMIETE

BITHRZEF NAFIRE 2FA, BIRINTARIECE.
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> sudo /sbin/jeos-config otp

2. A LEREINNE— TOTP N BIZF13HE 455,

3. I\ OTP iB#aiAizid iz,

3.2.1.3 EHIRINER

IRE 2FA FHIFRFIER, AF, —BIRE, NpIuddsE _EWIEA seE R Cockpite MNRTE
fERS —EWIE, AIUMEHTERSRERR, BEREIE_EWIE, EWIaIEEA SSH
HEEENERIGERITEN. BERE, EALEREUTRMGE!

B S T EIE
i3 sudo LA root SMEERBSHNAFR KRBT T®<L:!

> sudo /sbin/jeos-config otp

HH2FA
MZEMAFRNEBRPERRMH .pam_oath usersfile,

322 AT root FAOSER

EE:. FAOLHTT root EREFRRSE
HFRLER, BHRNETEANEROSHT root B

EHRENSLES h, BFZLEE, RINBIEFEROSHEIT root BR. EAFFEROSHT
root &%, BHITUTTE:

1. ¥JFF /etc/cockpit/disallowed-users X,

2. M\XHHZERR root,
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3.3 EEERIERSEHE

QEEAUEREIMNERE) 9090 0, MAIUERASHEIEEEERIRSEE. Ak, F%
RIiZ 1 “BERIFTRSRE" 805

Q EE: £F Cockpit WERIMHEIF
ZHANBRT, HEHE /usr/lib/pam.d/cockpit H4FETF Cockpit B9 PAM HEH%iE
file RIANREAFFRRASA LEAEMKFPTBENMERBFRBZOLSER,

1 BERIERSE
1. FEXSEEERFTA LU ME, @ Cockpit ERIIME:

https://IP_ADDRESS OF MACHINE:9090

2. WABEIL

34 ERFIXARSSEE

NREMIHEN T EEZAIR 9090 50O, EaI LUK ITENBIEXIRS 8. HREZITENL
LHT Cockpito

EdAEM A REREIRIRS S JUEREREIRRSE, HERERSES.

341 EEERIIRERSEE

B LUEAREAERIERSF|OIER TERIEMRIRS R, MIREKEERSBNEMNE
IE, LRSS EFAIERER. ERSB[/R/RAIERT, ERMER SSH EZEIRARSS 280
BERIIRRSESE, BRITUTIER:

1. ENSS 23T A LU #3E, # N Cockpit ERTIm:

https://IP_ADDRESS OF MACHINE:9090

2. BERIRSHENF D FIL
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3. EERRER LR AL,
4. IHERARS52REY IP ik,

5. BERE ML,

6. NMRERF—ARZHNER, RAZBERERIIEN. R¥E, BEESIEE,

342 MERSSEHIEIRIRSS 5

MREBEERSB[HIFHRIUE, WA LUMERRSBIHRIRARSER. ATTIE 2 FARSEE
AINARARSSEET RRTRAN IR ARSS 280

312 2 1 IGIRS TR0 IO RARSS 28

1. FHARRASEGACBNKFAERIERSEE.
2. BEHE A USERNAME@HOSTNAME,

3. BERMEHEN.

4, HEENWMAM (FNE) BTFERIRS[|HAF B, AIRNHETIERE®, BEEFHA
S8E, BEHEA.

5. REERNBIARSS 28 LBIIES MRIENILE, HEERKRIKE SSHER, BREEE
FAIN A LR,

6. IHEO<, HRIEFEEFENE R, Cockpit FARFERFH SSH ZR, T—RES
BHihE R

3.5 tMEIEEEI

BRIANERT, ERAFALUERRRILERERE Cockpite EXMERT, BRLEHRITE
BRAFKA. BRRASSFEEES,
BB SRR, BRITUTEIR:

1. SEHWREIBY AR,

2. EE root 0%,
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3. BHIAMEHITHIA
BEXAEERN, BRITUTIR:

1. 2HEBEEGE,

2. EBHfgA, BREERIEFIEILIE,

4 {#F Cockpit BcEMRSS 2

fiEF3 Cockpit BYE 5 ERSY, &R LIRSS 258 B S F R R BRI ECE #H1T
Bl EUERD, ERLERENR. RYAHZHEX,

4.1 BrRSHEENZ

BERENS, BRITUTIE:

HE3 0 EeENE

1. SAEHE S IE.

2. FECEERS, BEHRE.

3. EEUTEER:
o ZIETNE - BREXNBEBEEAENE
o KFRENE - IRBETEMLERIZTR

4.2 BENRZE[E]EATX
BENRFANEEHREK, BHRITUTTE:
24 | ERRAHENHE

1. SAEEE S IE,
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2. BEHEAGEENE,
3. EREEOPR, AIERUTRE:
o WX - EFHREREIRENE,;, MREANRRGME, BREXIREN UTC,

o ZEE - BINERT, NTP BFHERT, rAIUFENgERE; MREEXTE
FANTP fRs328, MIATLAERXLE NTP ARSS 28 1TRYBIEIL .

5 /}/J:\ COCkp|t E/L,\

T*E?ELX—F£1£FJ\_IJ€EIL;\
o BfiEl, BXIFMER, BERNE 51T “IRIENELDE o
o ik, BXIFMER, BENE 52T “RENLELDE

o FRiRF. FILUTIENERS. TIFEFZEENRE. FIBFRATERIEISETESEM
Y ERHNBEES .

o BERINTIERE. BXFMES, BENEL3 T "BHEDIER .

@ /35 =. l_/};f.\zﬁﬁ:%@a'fﬁﬁﬁ

BEEMETEL RALRTARRATFEN, DNAEMKM. FlW, MRBHERAENR
AT 24 0BT, MR FERFAARRART R AR R A,

5 ]- *ETEEj‘lE—J /lu\

Al BED
XETERIZISHNASE, REUSHRHE P LESRIF S 2RI ES.

LRI REh
J.LT %J:lkg | v*ﬁ;éﬂlj E Cho
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=i 24 I8

H.MTLI% 24 IJ\E__I-W]«EiLE,JE ICNO
=it 7 X

J.L/—.|_lj.£ 7 %Wlﬂim E [N

52 IRIFEMARS

/ IL,\

ERITER syslog mEMLS (MRTEEIRFTEHRF)

UREER
REATI A, XB—MAZHR RS,
ERMERL
JHS E lu\ﬁﬁg{,ﬁjﬂpxﬁy?ﬁﬁmo
FEERERE
FRAKREBRIE, EN%IRL EiRIRE,
xR BRI
FEBFEIHEIR, BNEIEENEIAFULIE,
EERESE
EEFRETHIR, BRT “NRAREITH, AlgeakEHEIR
B R E=mE5
FEFHEIRNIEFTEEM. TRILENREFER.
FQ&EE,&?JU
BEITRETIER, BTFHIARRIEITER.
iR EEE5!
XESHEXATFEIRARS.
5 3 E ILJ\ ;\}I-.E:!\%g

TE AR ETARHE AT /AN B SR E
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BM
RETEEANHHZENES. mEdl AT UEERE:

o {3 YYYY-MM-DD #& X RY4a 3%t H #A
o FFALTFEERFIE: yesterday. today. tomorrow #l now

o B TEERIEAMN - 3 + BISFHIEE RARER MBI E, BIERUTE
fii: seconds @ s. minutes @ min. hours ¢ h. days Z¥ d. weeks 3§

w. months @ m, LUK years &y,

=K
RETEERARSZANEE, @ TAREERE:

* {§F8 YYYY-MM-DD & A94E 3+ B A
o FRAUTEEFIA: yesterday. today. tomorrow # now

o BIEERIERIN - 35 + RISFHIEE R OKEAMBXE 8, RIEAUTR
fiI: seconds @ s. minutes 3 min. hours 3 h. days ¥ d. weeks T
w. months @ m, LA years & vy,

WMA—TEBE 0 RFHA5|ST, -1 R/RTLERSIS, 1RTERSS, 2RFEZREIS,
R UIERHE

EEEZRTHBEERN systemd 85, FERUTERRZ—:
e SYSTEMD UNIT=NAME.service
* COREDUMP_UNIT=NAME.service

e UNIT=NAME.service

BHAiEE
BMANBEHEEEPERNFTRHR, EIRAIUERS PERL A IENZRAT (https://
www.freedesktop.org/software/systemd/man/journalctl.html#-g) 72, &, AILURIE
XA FIELD=VALUE #8XpVE R BEFETIRHES. flil, $5E CODE_LINE=349 2B/
BaLENES.
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6 fFF Cockpit EIETEfE

FEFERES, TUSERSE ERRE. RRAEFHIX. EENFS EH. EEEFHERS,
ARz 8l%2 RAID 8% LVM,

6.1 miTHAE ERYEHER

FHENE ENERER T RS ANEIRENEER. BERPNESMREFERENEE. &
B2 EEETRIERIEE ERIRAIZE BT,

mie# BN misf AR
50 30
40 25

30

20

10 5

o} o]

mis 1116 17 118 m19 m:15 116 17 118 m:19

25
20
15
o

1: BUERE

6.2 BEXHRS

EXHRAGRET, PIUEIEDKR, UNRBINHEEEXAHRG, ErILARIES TEEE
FATHEERBY D K ITHIT

6.2.1 fFHR Cockpit LK

ERAUPK, BRITUTTE:
15 AU
1. EfnElFERE,

2. EXMHARGAES, BHERIUHNIX.

3. BEENS KIRAZANEIL, FTARAKED.
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4. WA XBYME—R R,

5. BEHAR, BEEERIKEHINBER. EHARVETFTER.
6. 7EEEM, EEXHRFXRE, WTF /K, BIUEE Btrfs,
1. RIEEREEME:

“EEg” M “thik”
RN AR SN EE B 7 BXo

2 AT
ZRPRIFAETE /etc/Luks-keys 1, TR5IRE, RARSBEERERNTL,

hNEE%EI5
&7 LUZ BT IFAIINZIEIN (https://www.manT7.org/linux/man-pages/man5/
crypttab.5.htm#SUPPORTED_OPTIONS) 7 RFRMI— & 51 3EIR,

8. EFIEFETL, EEHTENEIFRNNAFER, AJURA—RIIESHRHED, BXE
FER, &8N XERFIRICIEHIZN (https://linux.die.net/man/8/mount) 7, X3k
I7E /etc/fstab XH8Y options E53fER.

6.2.2 {£F Cockpit HEH DX

Q & BARKUHIK
ERHAERSKREEZ A, BAFERERIL. BXFHAER, BEERIES &
NUAX”

BEHIX, BRITUTIE:
1. SMEFHEDIE.
2. EXHRGMET, BEEEHEE,

3. BEEIEITAERHRAED.

4, FEEEH o

15 £/ Cockpit B2 SUSE Linux Enterprise Server


https://www.man7.org/linux/man-pages/man5/crypttab.5.html#SUPPORTED_OPTIONS
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https://linux.die.net/man/8/mount

5. EBEENEFIANNAFEAIRFEREZED, fJLIRA—RIESDRIED,. §XEA
HEW, BEENXERFIRIIEEIE (https://linux.die.net/man/8/mount) A, X5
7£ /etc/fstab X8 options ZBHHER.

6. EEMIEH D KB FHE.

1. B,

6.3 BIENFSHEHS

TE/FIEDUE FRY NFS 2B, PILGARN. JRABEMER NFS #£3,

6.3.1 ARIINFS#EHS

ERINNFS #EE S, BRITUTESRE:

1. SMEFMHEIE.

2. N=43earh, R NFS EHMAE,
3. IEELTE:

RRS5 233ttt
1R NFS ARs5230Y IP bk s & 7R,

BRS5 2% L RYRRIR
PeFE NFS fRS328 LRIV RT AR 1R,

ZsithiER =
TEAMARS HIEEZREREEHIINER.

EHRT
B ME—EDL:
o 5| SEER - BRBUMHNER RS EBoHERIZRRR.
ST - AR NFS BREPREIEHITES.

o HEXEHENZE—RTIES IR mount 65< ik,
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https://linux.die.net/man/8/mount

6.3.2 ZRIEIARINFS EHR
BIRIE NFS 323, ERTUTHR:
1. SHEEFERE,

2. 7 NFS ZEEHAE, BHEBRIBH NFS HH,

3. ERERNETRMNRER L, BEREFHIRNFS EHIFAE B PR EEFAER.

6.4 {EF Cockpit &I RAIDS

8578 Cockpit, BILLAIERSHIEERRIRZIBIIAE RAID,
6.4.1 fE Cockpit AlIE RAID

Q *E: EBHmENmE
WRERBHENTTRAEE (1R1E RAID 4&5) .

EOIZENH RAID, BRITUTESE:

312 6 . &I RAID

1. SMBFEIHE.

2. TiEEMEN=4RRFPIEEFECE RAID 1% &%,

3. 6\ RAID UL &K

BHR
&8\ RAID BYME—R TR,

RAID &3l
WEFE— RAID 51,
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XRK )
KIREIA/N, LAKB ML, XIRBIEESERIE/SigfEfAia), EEHE NFI[ESH
FMIERENR/EUES,

fis2
ERENES7E RAID PR, PREMEIEBURATFER RAID k5.

4, PEHOEWINSE. 1% RAID FERISEIMELEE I

6.4.2 {ZCXRAID

R Cockpit V77 fiE @M BT LIS LESMIFR RAID, EXE, EEe] AT ERREL
A INEEERR

EEHIMAE RAID, BERITUTHE:

1. SMBFEIHE.

2. BEHiEETR RAID 77 RAID *4AE 2 ALE,

3. EFAMER, ERILUSIESIMIPR RAID. ARINSIERREE, UK LIRE.
XFHEL RAID 3, ERILUTH Bitmap &I, MUENEREERTFEREZTREPE
o AR Bitmap AFRHARES, WA HE ERIFIEHRE.

Q ix=: EsFmmLS
XNEFINEERS EITERNENE, REABRPITERRY, XeEFE—RIFE,. 1512
£, 81 RAID RANHERMHBENHEEK, ALk, Cockpit RAFERRTFE RAID &
AP BV

6.5 EEEAHM LVM

6.5.1 ¢€IEEA

ZEIEMENEAH, BRITUTIER:
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6.5.2

. BEFE,

L EIRERRNZARET, EECE VM2 4,
. WABABT,

. ERBOSTEEHPRIEE,

BIEIZIERE

. BEOERIAUE, Z5AREIRERELEMETF,

MREEEH, TUEBTZEAHCZEERSE, Alt, BRITOTERE:

6.5.3

1.

SEITFEDIE,

. EEER, BREERNEH,
. BEEIENZES

. BB RIS E,
. ERBEFERA.
. BEOIEWANFAER.

RIEBEIZES

NREEEH, TN TFALIERREEZES:

B2 7 QIBRREZES

19

1.

2.

3.

SANEFE T E.
FikERRTZEH,
AEEHFAEEF, BhtlEMZES,

. FEEEEER, EERIZEURBEERIIR/N.

. BERIUUCHED R 4 PFRESIFAES, MBI ERE,
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6.5.4

. 18

10.
11.
12.

13.

EIZBEER M,
ERERD IS,

%
. EREERBAN.
. BEOIEWANFAER.
. BEOIEThinE LSRR S.
. WA IE—RIR R,

EREHIR.

BHoIEWAMEEEERE.

EEI R BEHEThinEHEE ERPE,
BERIUUHEDE 4 FFRRESFAES,

BIEZES

BIRBEEHNZ B,
S,

ENMEZEERNTEAERES, BRITUTIER:

20

1.

2.

3.

SANEFEDTE,
EXHRZREF, BEZZES,
AXE, ErIUNIEEEERITUTRE:
BCHAGE/AE

E=ZREEF, EEREUHESEE.
R

AJ LU B EH R EH R METRIER S,

fahHEK

FAER, BIVEKDETERTEHDXHRS.
TEEANSFAEEP, BEEN T,

IR
E=RRER, MR
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7 £ Cockpit BEIEMLE

BENEE, AIUERRALORE. EEMAERNEZOXEEMNEBE.

7.1 BIEFASERNIFXIE

Cockpit RIFERIZEFHX I EMMAE XK, EHAITIRES, BILUEKIERMARSS
B AR,

Q EE: Cockpit REZHEN
BEAEMEAR AN IBEXIH AR Cockpit IRSS, RAXATRERPELE Cockpit ARS, S
& MBRSS 23 MR FFIEE,

7.1.1 AN AIEXIE
NHXARBRIANBAER S, BRIMEE, EHRTUATSR:
312 8 ¢ IRINFREIRE AR IS

1. SMEIFERE,

2. PHFEMUFX .

3. BHFMX,

4, EEETER. MBEZNENMESERINEBE—AMEXNEEMRSS (Cockpit REZEE
TEFREEEERSIPR) -

5. EXXER AL, EEUTEZ—:
o BIFW, RRAVFFMPBIFEHLL,

o SEE - —RYNEERBEEN P Mt (BES9MR) , 5130 192.0.2.0/24,
2001:db8::/32,

6. BEARINXIEAREL,
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7.1.2  FARVFEIARSS Mim QA0 2] X33

AN T AR AR SS TR INEI I BB A S X

B2 9 | FIRSRMEIP AR

1. SMEIFSERE,

2. PHFEMUFX .

3. BHEFMIRS.

4. ERMARS, HEFIRS, REMFIRFEERBRS.

5. ERWBEEXIRO, BiEHEE XinCOFHFEE UDP M/ TCP inOfE. AIALttin O IKAT

IR

6. EWIAEDR, BN T7R0AR S 30N o

1.2 XTWLELE
BEROATFRSIMEEOAER—MIE, RBELHTR EXBENE) , NEYSE

AR MEAELEMEEE, MRt MEHERR LUEBI RS AER IR B HEE
71, BMERLEEREOEFEET /R

721 EEYE

7.2.1.1 FN4E

() =&: BIRLIERER DHCP AEERSES Cockpit BT
Iy
MNRIEERBNEMBHERNFEUTIER, 2 Cockpit B9 IP #itit K ETKET, 185
Cockpit BIEIZE = HiT:
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* 7£i517 Cockpit BYARS5 28 LM DHCP
o HRIEARNMEEORINT 2B EF

EANGE, BHITUTIE:
1. SAMEIMLETIHE,

2, BEHAMNGE,

3. EESERONUTSHR:

BTR
MNEORME—RT,

#0
PR 3 4B B 48 RE PRI AR 2 O
MAC
A LUERREEZEOMSE MAC #itik, ta] LU LA E—%

KA
NRIgEEAE MAC ok, NIERKARBFFELE,

=2
S ERUEHAE, MAC It RSB,
REMN
BRZIAERN QIZ— T HEH MAC Htidik,
RE
BIEE I I IER MAC ik,
b
REFIARN, FEFUTE—IRI:
WE
R¥REF— TR REAONKEEFRIERE—TED, ZRVRHEEMAH
Fio
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24

EERANEREN
FEHRE—NMEOLTEDIRS, MFENEORERE, WHEERE
Ho

XOR
ERERRRREHITES, RINGENRIGEITE, ERFHME, 5
EEIMFERHISTE xmit _hash policy %I,
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A GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor,
Boston, MA 02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful
document "free" in the sense of freedom: to assure everyone the effective freedom to copy
and redistribute it, with or without modifying it, either commercially or non-commercially.
Secondarily, this License preserves for the author and publisher a way to get credit for
their work, while not being considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document
must themselves be free in the same sense. It complements the GNU General Public
License, which is a copyleft license designed for free software.

We have designed this License to use it for manuals for free software, because free
software needs free documentation: a free program should come with manuals providing
the same freedoms that the software does. But this License is not limited to software
manuals; it can be used for any textual work, regardless of subject matter or whether it

is published as a printed book. We recommend this License principally for works whose

purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice
placed by the copyright holder saying it can be distributed under the terms of this License.
Such a notice grants a world-wide, royalty-free license, unlimited in duration, to use that
work under the conditions stated herein. The "Document”, below, refers to any such
manual or work. Any member of the publicis a licensee, and is addressed as "you". You
accept the license if you copy, modify or distribute the work in a way requiring permission
under copyright law.
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A "Modified Version" of the Document means any work containing the Document or a
portion of it, either copied verbatim, or with modifications and/or translated into another
language.

A "Secondary Section" is a named appendix or a front-matter section of the Document
that deals exclusively with the relationship of the publishers or authors of the Document
to the Document's overall subject (or to related matters) and contains nothing that could
fall directly within that overall subject. (Thus, if the Document is in part a textbook of
mathematics, a Secondary Section may not explain any mathematics.) The relationship
could be a matter of historical connection with the subject or with related matters, or of
legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as
being those of Invariant Sections, in the notice that says that the Document is released
under this License. If a section does not fit the above definition of Secondary then it is not
allowed to be designated as Invariant. The Document may contain zero Invariant Sections.

If the Document does not identify any Invariant Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or
Back-Cover Texts, in the notice that says that the Document is released under this License.
A Front-Cover Text may be at most 5 words, and a Back-Cover Text may be at most 25

words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a
format whose specification is available to the general public, that is suitable for revising
the document straightforwardly with generic text editors or (for images composed of
pixels) generic paint programs or (for drawings) some widely available drawing editor,
and that is suitable for input to text formatters or for automatic translation to a variety

of formats suitable for input to text formatters. A copy made in an otherwise Transparent
file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not
Transparent if used for any substantial amount of text. A copy that is not "Transparent” is

called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup,
Texinfo input format, LaTeX input format, SGML or XML using a publicly available DTD, and

standard-conforming simple HTML, PostScript or PDF designed for human modification.

41 8/ Cockpit BIE SUSE Linux Enterprise Server



Examples of transparent image formats include PNG, XCF and JPG. Opaque formats
include proprietary formats that can be read and edited only by proprietary word
processors, SGML or XML for which the DTD and/or processing tools are not generally
available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages
as are needed to hold, legibly, the material this License requires to appear in the title page.
For works in formats which do not have any title page as such, "Title Page" means the text
near the most prominent appearance of the work's title, preceding the beginning of the
body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either

is precisely XYZ or contains XYZ in parentheses following text that translates XYZ in
another language. (Here XYZ stands for a specific section name mentioned below, such
as "Acknowledgements", "Dedications", "Endorsements", or "History".) To "Preserve the
Title" of such a section when you modify the Document means that it remains a section
"Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that

this License applies to the Document. These Warranty Disclaimers are considered to be
included by reference in this License, but only as regards disclaiming warranties: any other
implication that these Warranty Disclaimers may have is void and has no effect on the

meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or non-
commercially, provided that this License, the copyright notices, and the license notice
saying this License applies to the Document are reproduced in all copies, and that you
add no other conditions whatsoever to those of this License. You may not use technical
measures to obstruct or control the reading or further copying of the copies you make

or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section
3.
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You may also lend copies, under the same conditions stated above, and you may publicly
display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of
the Document, numbering more than 100, and the Document's license notice requires
Cover Texts, you must enclose the copies in covers that carry, clearly and legibly, all these
Cover Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on the back cover.
Both covers must also clearly and legibly identify you as the publisher of these copies.
The front cover must present the full title with all words of the title equally prominent
and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these

conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the
first ones listed (as many as fit reasonably) on the actual cover, and continue the rest onto
adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100,
you must either include a machine-readable Transparent copy along with each Opaque
copy, or state in or with each Opaque copy a computer-network location from which the
general network-using public has access to download using public-standard network
protocols a complete Transparent copy of the Document, free of added material. If you use
the latter option, you must take reasonably prudent steps, when you begin distribution

of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an
Opaque copy (directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before
redistributing any large number of copies, to give them a chance to provide you with an
updated version of the Document.
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4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of

sections 2 and 3 above, provided that you release the Modified Version under precisely

this License, with the Modified Version filling the role of the Document, thus licensing

distribution and modification of the Modified Version to whoever possesses a copy of it. In

addition, you must do these things in the Modified Version:

A.

44

Use in the Title Page (and on the covers, if any) a title distinct from that of the
Document, and from those of previous versions (which should, if there were any,
be listed in the History section of the Document). You may use the same title as a

previous version if the original publisher of that version gives permission.

List on the Title Page, as authors, one or more persons or entities responsible for
authorship of the modifications in the Modified Version, together with at least five of
the principal authors of the Document (all of its principal authors, if it has fewer than

five), unless they release you from this requirement.

State on the Title page the name of the publisher of the Modified Version, as the
publisher.

. Preserve all the copyright notices of the Document.

. Add an appropriate copyright notice for your modifications adjacent to the other

copyright notices.

Include, immediately after the copyright notices, a license notice giving the public
permission to use the Modified Version under the terms of this License, in the form

shown in the Addendum below.

Preserve in that license notice the full lists of Invariant Sections and required Cover

Texts given in the Document's license notice.

. Include an unaltered copy of this License.

. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating

at least the title, year, new authors, and publisher of the Modified Version as given

on the Title Page. If there is no section Entitled "History" in the Document, create
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one stating the title, year, authors, and publisher of the Document as given on its
Title Page, then add an item describing the Modified Version as stated in the previous
sentence.

J. Preserve the network location, if any, given in the Document for public access to
a Transparent copy of the Document, and likewise the network locations given in
the Document for previous versions it was based on. These may be placed in the
"History" section. You may omit a network location for a work that was published at
least four years before the Document itself, or if the original publisher of the version

it refers to gives permission.

K. Forany section Entitled "Acknowledgements" or "Dedications", Preserve the Title
of the section, and preserve in the section all the substance and tone of each of the

contributor acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in
their titles. Section numbers or the equivalent are not considered part of the section
titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in
the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title

with any Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as
Secondary Sections and contain no material copied from the Document, you may at your
option designate some or all of these sections as invariant. To do this, add their titles to
the list of Invariant Sections in the Modified Version's license notice. These titles must be
distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but
endorsements of your Modified Version by various parties--for example, statements of
peer review or that the text has been approved by an organization as the authoritative
definition of a standard.
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You may add a passage of up to five words as a Front-Cover Text, and a passage of up to
25 words as a Back-Cover Text, to the end of the list of Cover Texts in the Modified Version.
Only one passage of Front-Cover Text and one of Back-Cover Text may be added by (or
through arrangements made by) any one entity. If the Document already includes a cover
text for the same cover, previously added by you or by arrangement made by the same
entity you are acting on behalf of, you may not add another; but you may replace the old

one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission
to use their names for publicity for or to assert or imply endorsement of any Modified
Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under
the terms defined in section 4 above for modified versions, provided that you include in
the combination all of the Invariant Sections of all of the original documents, unmodified,
and list them all as Invariant Sections of your combined work in its license notice, and that
you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical
Invariant Sections may be replaced with a single copy. If there are multiple Invariant
Sections with the same name but different contents, make the title of each such section
unique by adding at the end of it, in parentheses, the name of the original author or
publisher of that section if known, or else a unique number. Make the same adjustment
to the section titles in the list of Invariant Sections in the license notice of the combined
work.

In the combination, you must combine any sections Entitled "History" in the various
original documents, forming one section Entitled "History"; likewise combine any sections
Entitled "Acknowledgements", and any sections Entitled "Dedications". You must delete all

sections Entitled "Endorsements".
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6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released
under this License, and replace the individual copies of this License in the various
documents with a single copy that is included in the collection, provided that you follow
the rules of this License for verbatim copying of each of the documents in all other

respects.

You may extract a single document from such a collection, and distribute it individually
under this License, provided you insert a copy of this License into the extracted document,

and follow this License in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent
documents or works, in or on a volume of a storage or distribution medium, is called an
"aggregate" if the copyright resulting from the compilation is not used to limit the legal
rights of the compilation's users beyond what the individual works permit. When the
Documentisincluded in an aggregate, this License does not apply to the other works in
the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document,
then if the Document is less than one half of the entire aggregate, the Document's Cover
Texts may be placed on covers that bracket the Document within the aggregate, or the
electronic equivalent of covers if the Document is in electronic form. Otherwise they must

appear on printed covers that bracket the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the
Document under the terms of section 4. Replacing Invariant Sections with translations
requires special permission from their copyright holders, but you may include translations
of some or all Invariant Sections in addition to the original versions of these Invariant
Sections. You may include a translation of this License, and all the license notices in the
Document, and any Warranty Disclaimers, provided that you also include the original
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English version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this License

or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History",
the requirement (section 4) to Preserve its Title (section 1) will typically require changing

the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly
provided for under this License. Any other attempt to copy, modify, sublicense or
distribute the Document is void, and will automatically terminate your rights under this
License. However, parties who have received copies, or rights, from you under this License

will not have their licenses terminated so long as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free
Documentation License from time to time. Such new versions will be similar in spirit to the
present version, but may differ in detail to address new problems or concerns. See https://

www.gnu.org/copyleft/ a.

Each version of the License is given a distinguishing version number. If the Document
specifies that a particular numbered version of this License "or any later version" applies
to it, you have the option of following the terms and conditions either of that specified
version or of any later version that has been published (not as a draft) by the Free Software
Foundation. If the Document does not specify a version number of this License, you may

choose any version ever published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document

under the terms of the GNU Free Documentation License, Version 1.2
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or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the

“with..Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the

three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing
these examples in parallel under your choice of free software license, such as the GNU
General Public License, to permit their use in free software.

49 {8 Cockpit B2 SUSE Linux Enterprise Server



	使用 Cockpit 管理 SUSE Linux Enterprise Server
	目录
	1. 关于 Cockpit
	2. Cockpit 安装
	2.1. 安装 Cockpit
	2.1.1. Cockpit 插件


	3. 访问 Cockpit
	3.1. TLS 证书
	3.2. 身份验证
	3.2.1. 启用 2FA 授权
	3.2.1.1. 提供 TOTP 2FA 的应用程序
	3.2.1.2. 设置 2FA
	3.2.1.3. 恢复访问权限

	3.2.2. 允许 root 使用口令登录

	3.3. 直接登录到主服务器
	3.4. 登录到次服务器
	3.4.1. 直接登录到次服务器
	3.4.2. 从主服务器访问次服务器

	3.5. 切换到管理模式

	4. 使用 Cockpit 配置服务器
	4.1. 更改服务器主机名
	4.2. 更改系统时间或时区

	5. 过滤 Cockpit 日志
	5.1. 根据时间过滤
	5.2. 根据优先级过滤
	5.3. 日志过滤器

	6. 使用 Cockpit 管理存储
	6.1. 监控磁盘上的数据流
	6.2. 管理文件系统
	6.2.1. 使用 Cockpit 格式化分区
	6.2.2. 使用 Cockpit 挂载分区

	6.3. 管理 NFS 挂载点
	6.3.1. 添加 NFS 挂载点
	6.3.2. 编辑现有的 NFS 挂载点

	6.4. 使用 Cockpit 管理 RAIDS
	6.4.1. 使用 Cockpit 创建 RAID
	6.4.2. 修改 RAID

	6.5. 管理卷组和 LVM
	6.5.1. 创建卷组
	6.5.2. 创建逻辑块卷
	6.5.3. 创建精简逻辑卷
	6.5.4. 管理逻辑卷


	7. 使用 Cockpit 管理网络
	7.1. 管理防火墙规则和区域
	7.1.1. 添加防火墙区域
	7.1.2. 将允许的服务和端口添加到区域

	7.2. 关于网络绑定
	7.2.1. 管理绑定
	7.2.1.1. 添加绑定
	7.2.1.2. 修改绑定


	7.3. 管理网桥
	7.3.1. 创建网桥
	7.3.2. 修改或删除现有网桥

	7.4. 使用 Cockpit 管理 VLAN
	7.4.1. 创建虚拟局域网
	7.4.2. 修改或删除现有 VLAN


	8. 使用容器
	8.1. 管理容器映像
	8.2. 使用 Cockpit 管理容器
	8.2.1. 从映像运行新容器
	8.2.2. 对运行中容器的进一步操作

	8.3. Pod 管理
	8.3.1. 创建 Pod
	8.3.2. 在 Pod 中创建容器


	9. 使用 Cockpit 进行用户管理
	9.1. 修改现有用户帐户
	9.2. 使用 Cockpit 创建用户帐户
	9.3. 创建用户组

	10. 使用 Cockpit 管理服务
	10.1. 管理 systemd 单元
	10.2. 创建新的计时器

	11. SELinux 模式和策略
	11.1. 解决 SELinux 访问问题

	12. 法律声明
	A. GNU Free Documentation License

