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1 XxF firewalld

firewalld B—HEISHMEEERS, N Linux RERER EESHHINERER

HwHE N EREAREIEERIER MEMECE, £ firewalld WLHEWNT:
o BhSECE: BIRNNAERR, MARMEERE,
o BARE: BIXEMARS ELE R AEIN,
o R SBYRTEFEEZE/Enftables MM,
o FANEE: BIEERRESISEMHEKAIFN,

o FAWHEE: firewalld ZAIAKRA deny-all |RE&, FRIFEAMEAIF, BSUSMELEFIERE

NiftEo

1.1 firewalld Xig

P AIEXIRE—HTE XFN, BFEEREMLIZOTNRIE IP titpyE A\FE LML RE L
BAH. 8MKEARSEXBKNNENRRIGEERS . AIRERZSEZNRRENARRNE
2R,

KB W FLLEEX . Fli, FFAHE Wi-Fi EENEeNRENS, EIEENARE
BIBA AAERRM, firewalld RIAFEE XHERN N AXLERRBRUE, —MNBERNZ
— firewalld XIFAIFMNLER, M— firewalld KIHA]XEBXZMNMLIZOTRIR 1P b
3k,

IE X XIHTEHETE /usr/lib/firewalld/zones/ BRH. fla0:

> /usr/lib/firewalld/zones 1s
block.xml dmz.xml docker.xml drop.xml external.xml home.xml internal.xml

nm-shared.xml public.xml trusted.xml work.xml

AT ZE 7D FE X KIHRERINLE
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drop
o FEES: T2AHE,

* 1Th: FrERANSKEEHREFAFRE, XAFRSGEMAENEHER, X
M RE” RIAIEAREIMNIKNEERPERFFEIRS.

o EAYR. BTRIURSAINREENZEE, T2PBRAVENRE, EG51EA
FEIERIARSSZRFAINECE, IERARSS B ANIZRERIE NERE,

block

o (S1EEA: IR,

° TR FEENNEZEZEWIEL, XJ IPv4 &1X icmp-host-prohibited /&
B, ¥ IPv6 &i%X icmp6-adm-prohibited BE, LS &AIXS HiEiE S #AEH
B, XAFRAETHALNEHIERE,

c EAYR: HERMENILIERHiEERRAE ERER,
public
o FEER. AREHAH,

o TH: KRAHE., FAGEHNE, ENEZFETLEETEHMES. BRIAMXAITFED
£ NEE, 590 SSH. DHCPv6 B i,

o ERR BEFANERERERMEZED (IRHE2EE WAN 120) HEGAKE,
& AT EEE ST AR &R NEN TR

external

o (SERA: BB NEINEERIINEBRILE,

%,

° TR ERTIAIEIENMKEIR B BFITRIIMNEBLE, BIARE SR NAT (1)
BEo XAVFEBAENERE, AIRERETEEEZNEFNEMART,

o ERTHR Y Linu itBENEAREBSE, BREEANEERI AHBEEMNNER,
ReoMBIZOE TN R A MEEHRT, B AIFREE P inihie EEMEFIMD

RiRo
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dmz (Demilitarized Zone)
o (SERF: BRAHEIFRNER,

1Th: ERTRBXPEIQFHRENARBMLEETIHRR R ZRSG. NARTFERDEN
EE, BINEE 8 SSH REM SRR R MARSS.

o EAHR: &5 Web R385, BiFARSS28. DNS BRSHBFERAKRAIIRSS 8E. XL
SR EEREEKNFLRT, ES5AHERNEHNMERER. SEBRERETERER
M EEXRIRVARSS , RIS AREERAMREMMERIZOREERMIZS XL IFE R Ao

work
o EERF: EXAE (TEMHIR)

TR EIEFRES, GEBEENESFHEMHTEN. AFIEFREHRERNED
ENERE, 5130 SSH. DHCPv6 B F iR,

o GRS EEH LML LAN FRRS,
home
o EERF: BEAXAE (REWIE) .

° TR EREVRES, EEBEENEFHEMARS. MLt public 8 external X
%, WXIHAFEZRS, R SSH. DHCPv6 BFimI, BEXGEXHHRE. HE
ARs58s. FTEMSFE RKEMERS.

o EAYR: RESREMNBN/NEREDARIFR.
trusted
o EEEH: &=
o 1TH. EZMMEMSKERE, THITEIE. WOE I XKIANEER LR AIEINEE.

o BAYR: RELSENERER.
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1.2 firewalld SERRFOIFRMY

S5E5XIELE, firewalld SRESREESR. EXRENNEREEES. BAMUEXFEE
BURRNY, IEERERKIR. B, RS, WOUKRRIF. BE. EFFiEF. XLERRER
FIREEFEH. wORKE, HEREENAEIZRBEHIME,

firewalld SREXEEBICIE XN, MUWABREHARNERNA - BERFEX—1HHERY
mERE, firewalld ZEHAIFRERZAVRE, XEREBNMEXE CREFANXE)
SHuXy (REBRFRKE) XEX, LULESXCREEMNERISERZEMAME, Fi0, @
U THAEERE:

> /usr/lib/firewalld/policies 1s

allow-host-ipv6.xml

P KRN FTEHRIERINSRE, B AN EERERIFAAERZTLZEBMNEIM. HAE
MMARGERR P ik, B4R IP bk, w0, MWEROFSHBMEXNESRMH. firewalld
KBBAASERNR 2 BRI, firewalld RS MIFEE AN, BAFE
EH KXEXMLZ 1z ORI EN R,

1.3 AxsHumO

HEFETE X RS, Bk ERRS. fld0, TFISEHTTP £ TCP 80w, RFAM
http IRSSEIR]. XMAXEARZHE, BEETEE. SRSTMEXEE, HARSERE
EXIRO, ATEZEERRD. @I U TS ERRIAKIERYEIRARS MK

> sudo firewall-cmd --list-services

> sudo firewall-cmd --list-ports

2 BIEMAERNIF X

1S LUEE Bz Web 52 Cockpit (ds FA#2F firewall-cmd 2E firewalld X3
R ELFRM
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2.1 {EF firewalld-cmd 3= BEF SRR AR A X 15

|/

EdeSITREEIE firewalld Xig,

2.1.1 70 firewalld Xig
ERHE firewalld XiF, BEHITUTSE:
1. B, Fa0:
> sudo firewall-cmd --permanent --new-zone=test
2. REXKIFEERFUEXBRIAITA:
> sudo firewall-cmd --permanent --zone=example --set-target=trusted
3. EINE firewalld REUNBHEE:

> sudo firewall-cmd --reload

2.1.2  EXIEAMARSS
EEKERIES, ERTUTSE:

1. FILFBERRSS, HMIMEREENRSEEETEX:

> sudo firewall-cmd --get-services
0-AD RH-Satellite-6 RH-Satellite-6-capsule afp alvr amanda-client
amanda-k5-client amgp amgps anno-1602
anno-1800 apcupsd audit ausweisapp2 bacula bacula-client bareos-
director bareos-filedaemon bareos-storage bb bgp bitcoin bitcoin-rpc
bitcoin-testnet bitcoin-testnet-rpc bittorrent-1sd ceph ceph-exporter
ceph-mon cfengine checkmk-agent civilization-iv civilization-v cockpit
collectd condor-collector cratedb ctdb dds dds-multicast dds-unicast
dhcp dhcpve dhcpv6-client distcc dns dns-over-quic dns-over-tls docker-

registry docker-swarm dropbox-lansync elasticsearch etcd-client etcd-server
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factorio finger foreman foreman-proxy freeipa-4 freeipa-ldap freeipa-ldaps
freeipa-replication freeipa-trust ftp galera

ganglia-client ganglia-master git gpsd grafana gre http http3 https
ident imap imaps ipfs ipp ipp-client ipsec irc ircs

[...]
2. AllEEAIETTR IEAINARSS , WRIKARMARSS, fla0:

> sudo firewall-cmd --zone=public --add-service=http

> sudo firewall-cmd --zone=public --permanent --add-service=http
--permanent IS ARAERLILRAESITZ /DR, BEREMHAER.

3. |EHMNE firewalld BRSE LU BHHECE:

> sudo firewall-cmd --reload

4, EELER.

> sudo firewall-cmd --zone=public --list-services

2.1.3  mEXEAMEE
SRR IR TIE X ARSS, ATFFARAS RIS O 3% OB,
1. AT OEATRSIERING O, ALK A RO, FI30:

> sudo firewall-cmd --zone=public --add-port=8080/tcp

> sudo firewall-cmd --zone=public --permanent --add-port=8080/tcp
--permanent IS ABAERLILRAES TS/ DR, BEREMHAER.
2. EFMNE firewalld BRSBUUNFRHECE

> sudo firewall-cmd --reload

3. &%
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> sudo firewall-cmd --zone=public --list-ports

2.1.4 & firewalld Xig

EMPFRENXIE, BRITUATIRE:

1. WIANZXIEAERIAXI B R ERA
> sudo firewall-cmd --get-default-zone
MR ZXHEWERAN AKX, FEAFEMXIEIGENBRIAXIE, Fla0:
> sudo firewall-cmd --set-default-zone=NEW DEFAULT ZONE

2. HEREANBEOHPERZXE:

> sudo firewall-cmd --zone=ZONE TO BE DELETED --list-all

3. WHERPRH interfaces FRATILAEHERNEO, FERXEROEHDECTH
fthiX15, fgn:

> sudo firewall-cmd --zone=public --permanent --change-
interface=ITERFACE NAME

4, fHBRXIE:

> sudo firewall-cmd --permanent --delete-zone=ZONE TO BE DELETED

5. EME firewalld RS AN AHEE:

> sudo firewall-cmd --reload

2.2 {3 Cockpit B3R ASER AN X

Cockpit AVFERIZEMKINERME X, EMHAFIRER, AJURXKEFRNRS
B A VFIIE IR o
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Q EE: Cockpit REZHEN
BAREMBIAR MEX IR AR Cockpit BRSS, EAXAIEESPFALE Cockpit fRSS, |3
1% AR S5 28T FF 1%,

22.1 ARSI

public KHREAMBIAER . BRI, ERTUTSR:
BIE 1 0 R AR

1. SMFIMSERE,

2. BHREMUMR.

3. BHEFMRE,

4. EFREEL . NEEZRNENMEELRFHME—AMEXNEEMRS (Cockpit RSZES
EFRBEERFIF) o

5. EXEKIEA AR, ERUTEZ—!
o BOFW, RARAITFFMPRBIFEHILE,

o SEHE - —RINSESKHEFIEN Pt (AES559) , 5130 192.0.2.0/24,
2001:db8::/32,

6. SN AL,

222 RFarFRBRSSAm AR0E X%

A0 RS BRSS RN E I A HOBh At

B2 2 | FERSSRMEIPG AR

1. SMFIFSERE,

2. BHREMUMX.

3. BHFMIRS.

4. BRMMRS, BEFIRS, ABEMFIRPEZFABRS.
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5. ERFBEEXIKO, ik EE XisOHIEE UDP #/3 TCP inO{E. A Atk OHIKIR

IRTTo

6. ZFHINEDR, BHERNM R ERIIARS AR o

3 EH firewalld #f5d

firewall-cmd G <ITTERATERENEIRE firewalld SFFEERF. — R INEELR

KSHETER, ZFeE. EFIRIEREAAEIN, BHRITXERENTEEREN
Hﬁjj: .ﬁﬁjﬁ.%/ﬁﬂiﬂ’]n% %Eplitﬁo
T2 EH firewall-cmd &5 7R11:

o K firewalld BT, MHLESEN running. not running
RUNNING BUT FAILED. f530:

> sudo firewall-cmd --state

running

o FIFrERTAX, fFlun:

> sudo firewall-cmd --get-zones
block dmz docker drop external home internal nm-shared public trusted work

o BERIAXLE, flg0:

> sudo firewall-cmd --get-default-zone
public

o BERERKEKRSECREO, 0.

> sudo firewall-cmd --get-active-zones
docker

interfaces: dockero

public (default)

interfaces: 1o enpls0
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12

o ERINVAKERIFRERN, Fl40:

> sudo firewall-cmd --list-all
public (default, active)
target: default
ingress-priority: 0
egress-priority: 0
icmp-block-inversion: no
interfaces: enpls0O lo

sources:

services: cockpit dhcpv6-client ssh
ports:

protocols:

forward: yes

masquerade: no

forward-ports:

source-ports:

icmp-blocks:

rich rules:

rule family="ipv4" source address="192.168.1.100" service name="ssh" accept

o EEIFEXERFIENN, Fli0:

> sudo firewall-cmd --zone=public --list-all
public (default, active)

target: default

ingress-priority: 0
egress-priority: 0
icmp-block-inversion: no
interfaces: enpls0 lo

sources:

services: cockpit dhcpv6-client ssh
ports:

protocols:

forward: yes

masquerade: no

forward-ports:

source-ports:

icmp-blocks:

firewalld f&i/v
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rich rules:

rule family="ipv4" source address="192.168.1.100" service name="ssh" accept

* HILFRE R ARYTIE X ARSS, f40:

> sudo firewall-cmd --get-services
0-AD RH-Satellite-6 RH-Satellite-6-capsule afp alvr amanda-client amanda-
k5-client amgp amgps anno-1602 anno-1800
apcupsd audit ausweisapp2 bacula bacula-client bareos-director bareos-
filedaemon bareos-storage bb bgp bitcoin bitcoin-rpc
bitcoin-testnet bitcoin-testnet-rpc bittorrent-1lsd ceph ceph-exporter
ceph-mon cfengine checkmk-agent civilization-iv civilization-v
cockpit collectd condor-collector cratedb ctdb dds dds-multicast dds-
unicast dhcp dhcpve dhcpv6-client distcc dns dns-over-quic dns-over-tls
docker-registry docker-swarm dropbox-lansync elasticsearch etcd-client
etcd-server factorio finger foreman foreman-proxy freeipa-4 freeipa-ldap
freeipa-ldaps freeipa-replication freeipa-trust ftp galera ganglia-client
ganglia-master git gpsd grafana gre http http3 https ident imap imaps
ipfs ipp ipp-client ipsec irc ircs iscsi-target isns jenkins kadmin
kdeconnect kerberos kibana klogin kpasswd kprop kshell kube-api kube-
apiserver
kube-control-plane kube-control-plane-secure kube-controller-manager
kube-controller-manager-secure kube-nodeport-services kube-scheduler kube-
scheduler-secure
[...]

o FIHAARKIR PRI A VFRIARSS , Bl40:

> sudo firewall-cmd --list-services

cockpit dhcpv6b-client ssh

o RFRIAXIOKARINARSS , Fl40:

> sudo firewall-cmd --permanent --add-service=http

S[UEEESIS

o XAKERARSS, Han:

> sudo firewall-cmd --permanent --remove-service=http

firewalld f&i/v



S[LUEEESIS

FIHAGAK I SR A KRR O, F40:

> sudo firewall-cmd --list-ports
22/tcp

IGESFFRBAFE TCP w0, Fiun:

> sudo firewall-cmd --add-port=8080/tcp
success

KAEBGAREYRO, Fl90:

> sudo firewall-cmd --permanent --remove-port=8080/tcp
success

IEBS R AR MES E X, Fld0:

> sudo firewall-cmd --zone=trusted --add-interface=ethl

Success

4 firewalld &

firewalld EfFEFTMRICERSZIRES. WIEMN. EERHEMMNEHIRS.

2, AJRARENEN. EEEE, HREFSZRE SN,

4.1 ¥E firewalld K&

o {Ff systemctl status (SEEIRS, HU0:

> sudo systemctl status firewalld.service

@ firewalld.service - firewalld - dynamic firewall daemon

LIESTEEE)

Loaded: loaded (/usr/lib/systemd/system/firewalld.service; enabled; preset:

enabled)

14
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Active: active (running) since Thu 2025-07-17 09:47:36 CEST; 5min ago
Invocation: a7ea482f16d2431fa92d6204c297ebd9
Docs: man:firewalld(1)
Main PID: 921 (firewalld)
Tasks: 2
CPU: 262ms
CGroup: /system.slice/firewalld.service
L-921 /usr/bin/python3.13 /usr/sbin/firewalld --nofork --nopid

o {£F firewall-cmd --state SaSAIREEFRS, MWELERS running. not
running 3% RUNNING BUT FAILED. ffl%0:

> sudo firewall-cmd --state

running

e IR firewalld KizfT, M{ER systemctl start firewalld e5< I EHEEN,

> sudo systemctl start firewalld

* NR firewalld RS EFIR, FMBRREIKR, ARBERAHBRS, fl:

> sudo systemctl unmask --now firewalld
> sudo systemctl enable firewalld

> sudo systemctl start firewalld

4.2 & firewalld N1
e firewall-cmd --list-all-zones &< R BRFAEXIFEEFNN, Fla0:

> sudo firewall-cmd --list-all-zones
block
target: %%REJECTS%
ingress-priority: 0
egress-priority: 0

icmp-block-inversion: no
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interfaces:
sources:
services:
ports:
protocols:
forward: yes
masquerade: no
forward-ports:
source-ports:
icmp-blocks:

rich rules:

dmz
target: default
ingress-priority: 0
egress-priority: 0
icmp-block-inversion: no
interfaces:
sources:
services: ssh
ports:
protocols:
forward: yes
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

docker (active)
target: ACCEPT
ingress-priority: 0
egress-priority: 0
icmp-block-inversion: no

[...]
e firewall-cmd --list-ports m<AEEARNWO, Hlu0:

> sudo firewall-cmd --list-ports
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22/tcp

e firewall-cmd --zone=YOUR ZONE --list-all. @<HEEFEXIEMEO, 5
an:

> sudo firewall-cmd --zone=dmz --list-all
dmz

target: default
ingress-priority: 0
egress-priority: 0
icmp-block-inversion: no
interfaces:
sources:
services: ssh
ports:
protocols:
forward: yes
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

4.3 A firewalld

° 7£ /etc/sysconfig/firewalld A, &M FIREWALLD ARGS 78N
--debug=[level] BAEIRAER, Flu0:

> sudo vi /etc/sysconfig/firewalld
# firewalld command line args

# possible values: --debug
FIREWALLD ARGS=--debug=[level]

* & - -debug EW/Fn) firewalld, fI40:

> sudo firewalld --nofork --debug
2025-07-23 11:10:05 DEBUG1: start()
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2025-07-23 11:10:05 DEBUGLl: Loading firewalld config file '/etc/firewalld/

firewalld.conf'

2025-07-23 11:10:05 DEBUG1: CleanupOnExit is set to 'True'

2025-07-23 11:10:05 DEBUG1: CleanupModulesOnExit is set to 'False'

2025-07-23 11:10:05 DEBUGL: IPv6 rpfilter is enabled

2025-07-23 11:10:05 DEBUG1: LogDenied is set to 'off'

2025-07-23 11:10:05 DEBUG1: FirewallBackend is set to 'nftables’

2025-07-23 11:10:05 DEBUGL: FlushAllOnReload is set to 'False’

2025-07-23 11:10:05 DEBUGl: RFC3964 IPv4 is set to 'True'

2025-07-23 11:10:05 DEBUGL: NftablesFlowtable is set to 'off'

2025-07-23 11:10:05 DEBUGL: NftablesCounters is set to 'False’

2025-07-23 11:10:05 DEBUGLl: Loading lockdown whitelist

2025-07-23 11:10:05 ipset not usable, disabling ipset usage in firewall.
Other set backends (nftables) remain usable.

2025-07-23 11:10:05 iptables-restore and iptables are missing, IPv4 direct
rules won't be usable.

2025-07-23 11:10:05 ip6tables-restore and ip6tables are missing, IPv6
direct rules won't be usable.

2025-07-23 11:10:05 ebtables-restore and ebtables are missing, eb direct
rules won't be usable.

2025-07-23 11:10:05 DEBUGL: Loading icmptype file '/usr/lib/firewalld/

icmptypes/address-unreachable.xml'

2025-07-23 11:10:05 DEBUG1: Loading icmptype file '/usr/lib/firewalld/

icmptypes/bad-header.xml'

2025-07-23 11:10:05 DEBUG1: Loading icmptype file '/usr/lib/firewalld/

icmptypes/beyond-scope.xml'’

2025-07-23 11:10:05 DEBUG1: Loading icmptype file '/usr/lib/firewalld/

icmptypes/communication-prohibited.xml'

2025-07-23 11:10:05 DEBUG1: Loading icmptype file '/usr/lib/firewalld/

icmptypes/destination-unreachable.xml'

[...]
FrE BEX491EE1E /var/log/ firewalld H,

5 BEZER

BX firewalld BNFEHE R, IESZELUTHIR:
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e firewalld EAREIR: B, KRALN. RIEHEENMPIBEFMIIFERE, (https://
firewalld.org/documentation/) @

o FipTi: IBME firewalld s TR EMZILEIR, (https://firewalld.org/

documentation/man-pages/firewall-cmd.html) #

e Arch Linux #£E&: NELHE, S51FMiHBEMNEARG, HKRE nftables HXRS,
(https://wiki.archlinux.org/title/Firewalld) #

~ / ——
6 E1EAHE
KRANERE© 2006-2025 SUSE LLC FliEfE A, 1FEERERNF,

TRE GNU B B XA 4FA]IE (GNU Free Documentation License) iiiZs 1.2 8¢ (RIE{EAIERR)
his 1.3 RBERR, FERTEES. 29 &M/SUECASHERINIR ; AShiRi A BRI Al IEM
O[T E 5. WFEIhRZS 1.2 BYEIABEETE “GNU Free Documentation License” #B43

H% SUSE &t5, B85 https://www.suse.com/company/legal/ 7, FREEME=AEIRD
AAMERFIBEENME, BIRfFS (O ™%F) KR SUSE REXEKATNEIR. B3 (*) KRE
=FEtTo

IR AKEAEZFIBEAT, EXTERFRSIERERTIR, SUSE LLC REXBAF. fEEMIF
EXF AR MAEIRN A LGERNEREREIERET,

A GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor,
Boston, MA 02110-1301 USA. Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.
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0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful
document "free" in the sense of freedom: to assure everyone the effective freedom to copy
and redistribute it, with or without modifying it, either commercially or non-commercially.
Secondarily, this License preserves for the author and publisher a way to get credit for
their work, while not being considered responsible for modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the document
must themselves be free in the same sense. It complements the GNU General Public

License, which is a copyleft license designed for free software.

We have designed this License to use it for manuals for free software, because free
software needs free documentation: a free program should come with manuals providing
the same freedoms that the software does. But this License is not limited to software
manuals; it can be used for any textual work, regardless of subject matter or whether it

is published as a printed book. We recommend this License principally for works whose

purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice
placed by the copyright holder saying it can be distributed under the terms of this License.
Such a notice grants a world-wide, royalty-free license, unlimited in duration, to use that
work under the conditions stated herein. The "Document", below, refers to any such
manual or work. Any member of the publicis a licensee, and is addressed as "you". You
accept the license if you copy, modify or distribute the work in a way requiring permission

under copyright law.

A "Modified Version" of the Document means any work containing the Document or a
portion of it, either copied verbatim, or with modifications and/or translated into another
language.

A "Secondary Section" is a named appendix or a front-matter section of the Document
that deals exclusively with the relationship of the publishers or authors of the Document
to the Document's overall subject (or to related matters) and contains nothing that could

fall directly within that overall subject. (Thus, if the Document is in part a textbook of
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mathematics, a Secondary Section may not explain any mathematics.) The relationship
could be a matter of historical connection with the subject or with related matters, or of
legal, commercial, philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as
being those of Invariant Sections, in the notice that says that the Document is released
under this License. If a section does not fit the above definition of Secondary then it is not
allowed to be designated as Invariant. The Document may contain zero Invariant Sections.

If the Document does not identify any Invariant Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or
Back-Cover Texts, in the notice that says that the Document is released under this License.
A Front-Cover Text may be at most 5 words, and a Back-Cover Text may be at most 25

words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a
format whose specification is available to the general public, that is suitable for revising
the document straightforwardly with generic text editors or (for images composed of
pixels) generic paint programs or (for drawings) some widely available drawing editor,
and that is suitable for input to text formatters or for automatic translation to a variety

of formats suitable for input to text formatters. A copy made in an otherwise Transparent
file format whose markup, or absence of markup, has been arranged to thwart or
discourage subsequent modification by readers is not Transparent. An image format is not
Transparent if used for any substantial amount of text. A copy that is not "Transparent” is
called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup,
Texinfo input format, LaTeX input format, SGML or XML using a publicly available DTD, and
standard-conforming simple HTML, PostScript or PDF designed for human modification.
Examples of transparent image formats include PNG, XCF and JPG. Opaque formats
include proprietary formats that can be read and edited only by proprietary word
processors, SGML or XML for which the DTD and/or processing tools are not generally
available, and the machine-generated HTML, PostScript or PDF produced by some word

processors for output purposes only.
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The "Title Page" means, for a printed book, the title page itself, plus such following pages
as are needed to hold, legibly, the material this License requires to appear in the title page.
For works in formats which do not have any title page as such, "Title Page" means the text
near the most prominent appearance of the work's title, preceding the beginning of the
body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either

is precisely XYZ or contains XYZ in parentheses following text that translates XYZ in
another language. (Here XYZ stands for a specific section name mentioned below, such
as "Acknowledgements", "Dedications", "Endorsements", or "History".) To "Preserve the
Title" of such a section when you modify the Document means that it remains a section
"Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that

this License applies to the Document. These Warranty Disclaimers are considered to be
included by reference in this License, but only as regards disclaiming warranties: any other
implication that these Warranty Disclaimers may have is void and has no effect on the

meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or non-
commercially, provided that this License, the copyright notices, and the license notice
saying this License applies to the Document are reproduced in all copies, and that you
add no other conditions whatsoever to those of this License. You may not use technical
measures to obstruct or control the reading or further copying of the copies you make

or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section
3.

You may also lend copies, under the same conditions stated above, and you may publicly
display copies.
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3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of
the Document, numbering more than 100, and the Document's license notice requires
Cover Texts, you must enclose the copies in covers that carry, clearly and legibly, all these
Cover Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on the back cover.
Both covers must also clearly and legibly identify you as the publisher of these copies.
The front cover must present the full title with all words of the title equally prominent
and visible. You may add other material on the covers in addition. Copying with changes
limited to the covers, as long as they preserve the title of the Document and satisfy these

conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the
first ones listed (as many as fit reasonably) on the actual cover, and continue the rest onto

adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100,
you must either include a machine-readable Transparent copy along with each Opaque
copy, or state in or with each Opaque copy a computer-network location from which the
general network-using public has access to download using public-standard network
protocols a complete Transparent copy of the Document, free of added material. If you use
the latter option, you must take reasonably prudent steps, when you begin distribution

of Opaque copies in quantity, to ensure that this Transparent copy will remain thus
accessible at the stated location until at least one year after the last time you distribute an
Opaque copy (directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before
redistributing any large number of copies, to give them a chance to provide you with an
updated version of the Document.

23 firewalld f&7¢



4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of

sections 2 and 3 above, provided that you release the Modified Version under precisely

this License, with the Modified Version filling the role of the Document, thus licensing

distribution and modification of the Modified Version to whoever possesses a copy of it. In

addition, you must do these things in the Modified Version:

A.
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Use in the Title Page (and on the covers, if any) a title distinct from that of the
Document, and from those of previous versions (which should, if there were any,
be listed in the History section of the Document). You may use the same title as a

previous version if the original publisher of that version gives permission.

List on the Title Page, as authors, one or more persons or entities responsible for
authorship of the modifications in the Modified Version, together with at least five of
the principal authors of the Document (all of its principal authors, if it has fewer than

five), unless they release you from this requirement.

State on the Title page the name of the publisher of the Modified Version, as the
publisher.

. Preserve all the copyright notices of the Document.

. Add an appropriate copyright notice for your modifications adjacent to the other

copyright notices.

Include, immediately after the copyright notices, a license notice giving the public
permission to use the Modified Version under the terms of this License, in the form

shown in the Addendum below.

Preserve in that license notice the full lists of Invariant Sections and required Cover

Texts given in the Document's license notice.

. Include an unaltered copy of this License.

. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating

at least the title, year, new authors, and publisher of the Modified Version as given

on the Title Page. If there is no section Entitled "History" in the Document, create
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one stating the title, year, authors, and publisher of the Document as given on its
Title Page, then add an item describing the Modified Version as stated in the previous
sentence.

J. Preserve the network location, if any, given in the Document for public access to
a Transparent copy of the Document, and likewise the network locations given in
the Document for previous versions it was based on. These may be placed in the
"History" section. You may omit a network location for a work that was published at
least four years before the Document itself, or if the original publisher of the version

it refers to gives permission.

K. Forany section Entitled "Acknowledgements" or "Dedications", Preserve the Title
of the section, and preserve in the section all the substance and tone of each of the

contributor acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in
their titles. Section numbers or the equivalent are not considered part of the section
titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in
the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title

with any Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as
Secondary Sections and contain no material copied from the Document, you may at your
option designate some or all of these sections as invariant. To do this, add their titles to
the list of Invariant Sections in the Modified Version's license notice. These titles must be
distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but
endorsements of your Modified Version by various parties--for example, statements of
peer review or that the text has been approved by an organization as the authoritative
definition of a standard.
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You may add a passage of up to five words as a Front-Cover Text, and a passage of up to
25 words as a Back-Cover Text, to the end of the list of Cover Texts in the Modified Version.
Only one passage of Front-Cover Text and one of Back-Cover Text may be added by (or
through arrangements made by) any one entity. If the Document already includes a cover
text for the same cover, previously added by you or by arrangement made by the same
entity you are acting on behalf of, you may not add another; but you may replace the old

one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission
to use their names for publicity for or to assert or imply endorsement of any Modified
Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under
the terms defined in section 4 above for modified versions, provided that you include in
the combination all of the Invariant Sections of all of the original documents, unmodified,
and list them all as Invariant Sections of your combined work in its license notice, and that
you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical
Invariant Sections may be replaced with a single copy. If there are multiple Invariant
Sections with the same name but different contents, make the title of each such section
unique by adding at the end of it, in parentheses, the name of the original author or
publisher of that section if known, or else a unique number. Make the same adjustment
to the section titles in the list of Invariant Sections in the license notice of the combined
work.

In the combination, you must combine any sections Entitled "History" in the various
original documents, forming one section Entitled "History"; likewise combine any sections
Entitled "Acknowledgements", and any sections Entitled "Dedications". You must delete all

sections Entitled "Endorsements".
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6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released
under this License, and replace the individual copies of this License in the various
documents with a single copy that is included in the collection, provided that you follow
the rules of this License for verbatim copying of each of the documents in all other

respects.

You may extract a single document from such a collection, and distribute it individually
under this License, provided you insert a copy of this License into the extracted document,

and follow this License in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent
documents or works, in or on a volume of a storage or distribution medium, is called an
"aggregate" if the copyright resulting from the compilation is not used to limit the legal
rights of the compilation's users beyond what the individual works permit. When the
Documentisincluded in an aggregate, this License does not apply to the other works in
the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document,
then if the Document is less than one half of the entire aggregate, the Document's Cover
Texts may be placed on covers that bracket the Document within the aggregate, or the
electronic equivalent of covers if the Document is in electronic form. Otherwise they must

appear on printed covers that bracket the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the
Document under the terms of section 4. Replacing Invariant Sections with translations
requires special permission from their copyright holders, but you may include translations
of some or all Invariant Sections in addition to the original versions of these Invariant
Sections. You may include a translation of this License, and all the license notices in the
Document, and any Warranty Disclaimers, provided that you also include the original
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English version of this License and the original versions of those notices and disclaimers.
In case of a disagreement between the translation and the original version of this License

or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements", "Dedications", or "History",
the requirement (section 4) to Preserve its Title (section 1) will typically require changing

the actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly
provided for under this License. Any other attempt to copy, modify, sublicense or
distribute the Document is void, and will automatically terminate your rights under this
License. However, parties who have received copies, or rights, from you under this License

will not have their licenses terminated so long as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free
Documentation License from time to time. Such new versions will be similar in spirit to the
present version, but may differ in detail to address new problems or concerns. See https://

www.gnu.org/copyleft/ a.

Each version of the License is given a distinguishing version number. If the Document
specifies that a particular numbered version of this License "or any later version" applies
to it, you have the option of following the terms and conditions either of that specified
version or of any later version that has been published (not as a draft) by the Free Software
Foundation. If the Document does not specify a version number of this License, you may

choose any version ever published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.
Permission is granted to copy, distribute and/or modify this document

under the terms of the GNU Free Documentation License, Version 1.2
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or any later version published by the Free Software Foundation;
with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the

“with..Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the

three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing
these examples in parallel under your choice of free software license, such as the GNU
General Public License, to permit their use in free software.
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